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OEBPS/Images/image01248.gif
Display Name | sam_issuer

Category | Resource [~ |

Type [ String
Input Values ® Single C Mutiple.






OEBPS/Images/image01247.gif
New PEdt 3 Remove Dispay Name xpath
’B Va=%
= Attributes
| 2 Hitpheader New PEdt 3 Remove
J empmiext L [atibute [Type [value.
4 Mystaticon
2put strng llenviBodyfns3isayrelole
| 3 sam_issuer string lfsam:Assertion/@lssuer






OEBPS/Images/image01246.gif
- tome [ myobligationPolicy
HeloWorldServiceBar | ... Defat Polcy Domain | Authorizaton Poices

MyObiigationPolicy oty
Effect pemit
v/Name & Description
Dispay Name [MyOblgationPolcy Descrtion [vyObigationPoley
Name MyObligationPolicy 4

Drag &Drop Princpals (Roles & Users) to the table below or cick the + o add from a Search dicog.

[Name [Enabled Actons
48 relotordsenvice/SayreloportjsayreloBytes requestiookn






OEBPS/Images/image01245.gif
General | Delegated Administrators _Policy Distribution






OEBPS/Images/image01244.gif
Custamize resource or actions for selected permision,
Elcustomize
Permission Class | oracle.wsmsecurty WSFunctianPel
Resource Name | httpfproject1 1 CredtValdations.
Permission Actions |invoke





OEBPS/Images/image01243.gif
v|Authorization Permission
Guard
Action Match [+
Constraint Match

Resource Match [

Check Permission
Permission Class | orade.wsm security. WSFunctonPer





OEBPS/Images/image01242.gif
Generate Keypair
* Alas
* Common name
Organizational Unit
Organization
aty
State
Country.
RSA Key Sze

* password

1024 |

Enter a uni

_ok |_cncel






OEBPS/Images/image01241.gif
Keystore > Manage Certificates.
Manage Certificates: system/demoidentity
To generate 2 certificate signing request (CSR), cick "Add Certificate Request”. After you create a CSR, send i to your CA who wil verfy your identiy
retum the signed certificate. To import the CA signed certificate or trusted cert, cick Import. You can only import the CA-signed certificate into the s
wallet from which the CSR was generated.

o Generate Keypar | 7 Generate CSR | @yImport Export | 3¢ Delete | 7 Change Password
atas | subject Name. | Certificate Type _|[statugKey Sze |start Date [Expiratio
No Certficates Found.






OEBPS/Images/image01240.gif
Create Keystore

Keystore Strpe
Name

* Keystore Name
Protection

* Keystore
Password

* Confim
Password

Grant Permission

Code Base URL

system

€ policy ® Password

_ok|_cncel






OEBPS/Images/image01239.gif
[8] Config Override Properties

Edit Override Values: oracle pi_security_policy

Name Value Override Value
racess/nsLinput/texig)
requestnamespaces soap=Hip:/ /schemas xmisoap.org/soa.

respanse.xpaths
response namespaces
est-key

reference priority






OEBPS/Images/image01238.gif
¥ poprocessing [1.0] ®
o SOA Composte + @, Find an Tnsance...

Loggedin as weblogic

Fage Resed Sep9, 20
neve _eteus | || sutoom. | et || |sewmone <] 19

Dashbuard | Comonteneiton | rlm s UntTess | pokoes

</ components

e

@routero

IServices and References

recenero

RurtesoprovaResis

Web Service
3CA Adapter






OEBPS/Images/image01237.gif
Exposed Services Components External References

a
PartnerLinkl

G easiay






OEBPS/Images/image01205.gif
Web Services > Java EE Web Service Clint Port

ClientEJB/owsm_mbean.resouce_pattern.ejb.ClientE)B/sei2/ UpperCaseImplPort (Java EE Web Service Client Port)

WSt Policies
DrtadDetach P Disable
ame (category ek
orade/wss10_userame_token_with message protection dient_polcy Seaty Enabled
Security Configuration Details oply | _Revert
[Name [current value [original value
reference.priority [
keystore recpient.aias. [T omkey
csfhey [ basicaedentisls
keystore.sig.csfkey ]
keystore.enc.csfkey ]
ignore. mestamp. in.response T ke
sc.token.ifetime 7






OEBPS/Images/image01204.gif
@, Appiication Deployment + ([ StartUp [ ShutDown... Page Refreshed Jun 6, 2013 7:04:20 PMEDT
Web Services (Java EE)
This page provides summary nformation fo the Web sevicesn tis applction. It dsplays Web service endocints as welas appliction-evel metics.

Summary

Server Name Adminserver Number of RESTH Appications 0 Java EE Wieb Service Clent Ports 5
Web Services 1 "Number of RESTul Resources 0
Web Service Endpoints 1 Java EE Web Service Clents 3

[Web Service: Response Error|
Java EE Web Service Clent Port / Java EE Web Service Clent ksl Eror Count| ror] mvocats

' ClientEJB/owsm_mbean.resouce_pattern. ejb. ClientEJB/sei2/UpperCaselmplPort.
ClientEJB:ClientEJB/owsm_mbean.resouce_pattern.ejb.ClientEJB/sei2: fwsd)/UpperCaseService.w: UpperCaselmplPort 0 0
L> ClientEJB/owsm_mbean.resouce_pattern. ejb. ClientEJB/sei/UpperCaselmplPort
ClientE 8/owsm_mbean.resouce_pattern.ejb. ClientE 8/service2/Upper CaseImplPort
ClientE 18/owsm_mbean.resouce_pattern.ejb. ClientE J8/service Upper CaselmplPort.
ClientEJ8/owsm_mbean.resouce_pattern.ejb. ClientE J8/upperCaselmpiService /UpperCaselmplPort
< i ]





OEBPS/Images/image01206.gif
base_domain ®
5] webLogi bomain ~

WSM Policy Set Summary
Use tis page to Greate, done, edi view, delete polcy sets.

Logged in as weblogic
Page Refeshed ay 7, 2013 453217 P EDT C

Vew | dgplreste [Jrselie gVew SEdt  QDekt p Overidepoicy Configraton | Ve @ Enterprise OLoca Domanfcel fivetach
i [ & = [
——— e K
B oo rest resource v RESTRIResouce  Gobalpoicyattechment.. 69
& ‘9pa_ws_endpont v SOMP Wieb Service  Global policy attachment. )

‘Showing 2 ut of 2Rows






OEBPS/Images/image01201.gif
jaxwsejbaowGlobal @ Logged inas weblogic

) Dormain Applicaion Deployment + (3 StartUp L] Shut Do us20 30885 matEDT &

/Domain base_domain/base_domatn/jevsep3UnGisbal > Web Service Configuration >

WSM Policy Subject Configuration etum

Subject Name  EchoETBServicsPort ( SOAP Web Service)

Selec i expressionfrom the Constaintcropdon t vie the cormespanding efecive policy references. For policysetflagged ss "ot VAlid', chick e ik foview e
Validaion eror detals When policies ae atached detachad, effecive policy referencesar reclculted.

Constaint  None -

Statws NotSacuze

Globally Attached Policies
Category/Policy Name Policy Set Ensbled
Nozowsyet
Directly Attached Policies
Viewv & MahDetch Enie X Dissble % Ovemide Policy Configuration (1) EfeciveOnly (@) A1 ¥ Detach
Category/Policy Name Estective Ensbled
4 miom
eracte/ emtompoicy v v
4 wcons
oracle/mtom_encode fault service_policy
erace/wsdLreguest processing service policy
oracle/ soup_request processing service_poiy
orace/ws Jogging Jevelpoicy
erace/test_page_processing servicepoliey

<< B

<

oracle/ mex_sequest processing.service_palicy
oract/request_processing service_policy
oracle/ m sequest size_poliy.

CURSKIRERY - RYRY
<





OEBPS/Images/cover01276.jpeg
ORACLE

Fusion Middleware Securing Web
Services and Managing Policies with
Oracle Web Services Manager, 12¢
(12.2.1.3)





OEBPS/Images/image01203.gif
Policy: oracle/wss10_saml_token_service_policy

Category Searity Description This policy authenticates users using credentals provided in SAML.
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‘SAML token are authentcated against a SAML login module. This
policy can be appled to any SOAP-based endpoint.
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