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1 Mon Aug 27 2215559 UTC 2012 weblodic
Genersl  (UEEIEERN.
Display Name  Wss 10 SAML V2.0 Token Service Policy_nolog.
Name  ha/iwss10_saml20_token_service_policy_nolog
Cotegory Searity

Descripton Thi polcy authentcates users using aedentils provided i SAML
V2.0 tokensinthe WS-Secuty SOAP header. The redentl  he
mzumaemmmmmamznwmk

“This policy can be applied to any SOAP-based endpoint.
Enabled

Local Optimization checkidentity

| Attachment Attributes

AppliesTo. Service Bindings
Service Category Service Endpoint
Attachment Count 0

IVersion Information
Version Number 3
LastUpdated Mon Aug 27 22:19:21UTC 2012
Updated By weblogic

“This policy authenticates users using credentials provided in SAM|
“This policy authenticates users using credentials provided in SAM|
“Thi policy authenticates users using credentils provided in SAM|
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Keystore > Manage Certificates
Manage Certificates: owsm/keystore
“To work with a cetfcate or trusted certicate, select fs row in the table and select a men opton. O tis page you can generate a keypair; generate a certficate signing request (CSR)
‘which you send to your CA to verify your identity and returm a signed certficate; and export o import a CA-signed cer tficate or trusted certficate. A CA-signed cerifcate must be imported
nto the walet from which the CSR was generated.

o GenerateKeypair | 4 Generate R | yimport 9y Eport | 3¢ Deete | 7 Change Password

[hies [Subject hame [Certfcate Type el tumber _|Certficate SHA1 Fngerpnt [Boratonpate
o Gerticaes Found.
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Metadata Repositories

You creste most Fusion Middleware component schems reposioriss in dakabase using the Repository Creation Utity, Metadata

Services (MDS) repositories can be created i a databass with the Repostory Creation Utity or created on sk as il-based

reposiories. You must regiter an MDS reposiory before you can deploy appication metadata to the repositry.
Database-Based Repositories

Register... | Deregister
Repository Name. Dotsbass Type  Databass Name Schema Name
mds-s0a Orade & shi_mds
mds-ousm Orae &

<h1 DS
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Wss10 SAML V2.0 Token with Message Protection service Assertion Template

Name oradewss10_sami20_token_with_message protection_service_template
Diplay NameWss10 SAML V2.0 Token with Message Protection service Asserton Template:

Description WS-Security 1.0 SAML V2.0 with Certficates. Provides
Authentication and Message Protecton using Basic128

Category Seauity
Type wss10-sambwith-certficates
& Configuration
Settings
SAML Token Type
Version 2.0 Is Encrypted L
Confimation Type SENDER VOUCHES  Name Identiier Format UNSPECIFIED
15 Sgned
X509 Token
SgnKey Reference DIRECT Recpent Sign ey DIRECT
Mechanism Reference Mechanism
Encrypton Key Reference DIRECT  Redpient Encryption Key DIRECT
Mechanism Reference Mechanism

IMessage Security

indude Timestamp.

[Name.
Olenabled Cre-authenticate
Version 1.3 Gt Entropy.
Bootstrap Message Security

InheritFrom Applcation Setting
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[8] Config Override Properties

Edit Override Values: oracle pi_security_policy

Name Value Override Value
racess/nsLinput/texig)
requestnamespaces soap=Hip:/ /schemas xmisoap.org/soa.

respanse.xpaths
response namespaces
est-key

reference priority






OEBPS/img/GUID-DA3355F9-22F6-48FB-8D8A-58093479CAD4-default.gif
jaxwsejbaowGlobal @ Logged inas weblogic

) Dormain Applicaion Deployment + (3 StartUp L] Shut Do us20 30885 matEDT &

/Domain base_domain/base_domatn/jevsep3UnGisbal > Web Service Configuration >

WSM Policy Subject Configuration etum

Subject Name  EchoETBServicsPort ( SOAP Web Service)

Selec i expressionfrom the Constaintcropdon t vie the cormespanding efecive policy references. For policysetflagged ss "ot VAlid', chick e ik foview e
Validaion eror detals When policies ae atached detachad, effecive policy referencesar reclculted.

Constaint  None -

Statws NotSacuze

Globally Attached Policies
Category/Policy Name Policy Set Ensbled
Nozowsyet
Directly Attached Policies
Viewv & MahDetch Enie X Dissble % Ovemide Policy Configuration (1) EfeciveOnly (@) A1 ¥ Detach
Category/Policy Name Estective Ensbled
4 miom
eracte/ emtompoicy v v
4 wcons
oracle/mtom_encode fault service_policy
erace/wsdLreguest processing service policy
oracle/ soup_request processing service_poiy
orace/ws Jogging Jevelpoicy
erace/test_page_processing servicepoliey

<< B

<

oracle/ mex_sequest processing.service_palicy
oract/request_processing service_policy
oracle/ m sequest size_poliy.

CURSKIRERY - RYRY
<





OEBPS/img/GUID-99138D38-FAD3-4EBE-98CA-97FBCA7CBCFB-default.gif
4 Active Types:
Available:

I CSListinguishedNiame.
™ CSLPrincipaliame

I csLX509Certchain

™ x509

I AuthenticatedUser
? [ wssepasswordDigest

B’ oY





OEBPS/img/GUID-49AA8766-5BE2-4F76-8637-5ACB0889EE1C-default.gif
Policy Set 1: domainExternal

Constraint: HTTPHeader(“VIRTUAL_HOST_TYPE" "External’)

Scope: Domain(**")

Policy Reference: oracle/wss11_sami_or_usemame_token_
with_message_protection_service_policy

Policy Set

: domaininternal
Constraint: IHTTPHeader(“VIRTUAL_HOST_TYPE""Extemal’)

Scope: Domain(

Policy Referenc
service_policy

raclelwss_saml_or_username_token_

Policy Set 3: domainLog
Constraint: (None)
Scope: Domain(**")
Policy Reference: oracle/log_policy

Effective Policy Calculation

Effective Set of Policies for External Requests.

= oraclefwss11_sam|_or_usemame_token_with_
message_protection_service_policy

= oracleflog_policy

Effective Set of Policies for Non-External Requests and
Requests with No Constraints

= oraclelwss_sam|_or_username_token_service_policy

= oracleflog_policy
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/Domain_base_domain/base_domain(weblogic_domain):
= = & e @
Enter GeneralInformation Enter Resource Scope. Enter Constraint - Add Policy References Summary.
Create Policy Set : Add Policy References Vaidate | _Back |Step4ofs Next | Cancel

Select avalabie/attached poldes and cick Attach Detach to adiust the attached polcies group. Clck Valdate o verfy that the combination of plcie attached to the polcy etis
vaid.

Attach/Detach Policies(RESTful Resource)
Attached Policies

= [Cotegory | Ensbled pesarption [ Vew Detai
‘orade/http_basic_auth_over_ss|_service_policy ‘Security. ¥ This policy extracts the u.. &0

= Detach

[y o [ ] [

[Category | Enabled [pescrption [viewDetai
oradiejuss_http_token_service_polcy Searity v s pocy uses the arede... )
oradehttp_sami20_token bearer_service policy Searity v i polcy authenticates . &
‘oradie/binding_permission_authorization_policy Searity v This policy is a speca c.. S
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/Domain_base_domain/base_domain(weblogic_domain):

& & - & @
Enter GeneralInformation Enter Resource Scope. Enter Constraint Add Polcy References  Summary

Edit Policy Set : Enter Constraint Vaidate | _Back |Step3ofs Next | Cancel

‘Optonaly, enter constraint to be applied to plicy set and cick Update Constraint. For exampl, to apply a consiraint to requests containing the HITP Header named
VIRTUAL_HOST_TYPE with a value of Externa, enter VIRTUAL_HOST_TYPE a