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Introduction and Roadmap

This documentation describes the contents and organization of this guide—
Administering the JMS Resource Adapter for Oracle WebLogic Server.

It includes the following topics:

® Document Scope and Audience

® Guide to This Document

* Related Documentation

¢ Samples and Tutorials for the J]MS Developer

* New and Changed Features in This Release

1.1 Document Scope and Audience

This document is a resource for system administrators who use WebLogic JMS in a
foreign application server and want to interoperate using a Java EE Connector
Architecture resource adapter that integrates a WebLogic JMS client.

It is assumed that the reader is familiar with programming in Java Platform,
Enterprise Edition (Java EE), Java EE Connector Architecture version 1.7 resource
adapters, and JMS concepts. This document emphasizes the value-added features
provided by WebLogic Server and key information about how to configure and use
the WebLogic JMS resource adapter.

1.2 Guide to This Document

¢ This chapter, Introduction and Roadmap describes the organization and scope of
this guide, including new features and related documentation.

¢ Understanding the WebLogic JMS Resource Adapter provides an overview of
WebLogic JMS resource adapter components, concepts, and functionality.

* Administering the JMS Resource Adapter on Oracle GlassFish Server explains the
components, design options, and other prerequisite considerations needed to use
the JMS resource adapter to interoperate using WebLogic JMS in a foreign
application server.

¢ Administering the JMS Resource Adapter on Oracle GlassFish Server describes
additional configuration information and considerations when using deploying the
JMS resource adapter on the .

¢ Understanding Message Consumption describes how to configure the deployment
descriptor file, r a. xml , for a JMS resource adapter to have message-driven beans
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Related Documentation

(MDBs) asynchronously consume WebLogic JMS messages in a foreign application
server as inbound messages.

Sending Outbound JMS Messages describes how to send JMS messages using the
JMS resource adapter.

Configuring Destinations and Naming Contexts provides information on
configuring adni nobj ect elements to define destinations and naming contexts
for inbound and outbound communication.

Understanding Resource Providers describes how to use and configure Resource
Providers. A resource provider defines the JNDI properties that allow the JMS
resource adapter to connect to the WebLogic JMS provider.

Understanding Transaction Processing describes transaction processing and
recovery when using the JMS resource adapter to interoperate between a foreign
application server and WebLogic Server.

Understanding Failure Management describes how the JMS resource adapter
responds to WebLogic Server and foreign application server failures.

Securing JMS Resource Adapter Connections describes security considerations for
the JMS resource adapter.

JMS Resource Adapter Deployment Descriptor Elements and Properties provides
information about the WebLogic JMS resource adapter deployment descriptor file,
ra.xn .

1.3 Related Documentation

For information on topics related to configure and use the JMS resource adapter, see
the following documents:

Administering JMS Resources for Oracle WebLogic Server explains how to configure
and manage WebLogic JMS resources.

Developing JMS Applications for Oracle WebLogic Server explains how to develop
WebLogic JMS applications.

Tuning Performance of Oracle WebLogic Server provides information about
monitoring performance and tuning the components in a WebLogic Server.

Developing Applications for Oracle WebLogic Server explains how to develop
WebLogic Server applications.

Deploying Applications to Oracle WebLogic Server is the primary source of information
about deploying WebLogic Server applications.

Developing Resource Adapters for Oracle WebLogic Server contains information on
WebLogic resource adapters and the WebLogic Server implementation of the Java
EE Connector Architecture.

1.4 Samples and Tutorials for the JMS Developer

In addition to this document, Oracle provides a variety of code samples and tutorials
for JMS developers. The examples and tutorials illustrate WebLogic Server JMS in
action, and provide practical instructions on how to perform key JMS development
tasks.
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New and Changed Features in This Release

Oracle recommends that you run some or all of the JMS examples before developing
your own JMS applications.

1.4.1 JMS Resource Adapter Example

This example demonstrates how to utilize the WebLogic JMS resource adapter
deployed on a foreign application server to interoperate with the WebLogic JMS
service. This example is included when you install the examples in your WebLogic
distribution.

For details about the JMS Resource Adapter example, see J]MS Resource Adapter
Example.

1.4.2 Avitek Medical Records Application (MedRec) and Tutorials

MedRec is an end-to-end sample Java EE application shipped with WebLogic Server
that simulates an independent, centralized medical record management system. The
MedRec application provides a framework for patients, doctors, and administrators to
manage patient data using a variety of different clients.

MedRec demonstrates WebLogic Server and Java EE features, and highlights Oracle-
recommended best practices. MedRec is optionally installed with the WebLogic Server
installation. You can start MedRec from the ORACLE_HOVE\ user _pr oj ects

\ domai ns\ medr ec directory, where ORACLE_HQOVE is the directory you specified as
the Oracle Home when you installed Oracle WebLogic Server.

See Sample Applications and Code Examples in Understanding Oracle WebLogic Server
for information about installing and configuring the suite of sample applications.

MedRec includes a service tier composed primarily of Enterprise Java Beans (E]Bs)
that work to process requests from web applications, web services, workflow
applications, and client applications. MedRec includes message-driven, stateless
session, stateful session, and entity EJBs.

1.4.3 JMS Examples in the WebLogic Server Distribution

WebLogic Server optionally installs API code examples in W._HOVE\ sanpl es
\'server\ exanpl es\ src\ exanpl es, where W._ HOME is the top-level directory of
your WebLogic Server installation. Start the examples server and obtain information
about the samples and how to run them from the WebLogic Server Start menu.

1.4.4 Additional JMS Examples Available for Download

Additional API examples are available for download at the Oracle Technology
Network at htt p: / / www. or acl e. com t echnol ogy/ i ndex. ht m . These
examples are distributed as.zip files that you unzip into an existing WebLogic Server
samples directory structure. You build and run the downloadable examples in the
same manner as you would an installed WebLogic Server example.

1.5 New and Changed Features in This Release

See What's New in Oracle WebLogic Server 12.2.1.2.0 for a comprehensive listing of the
new WebLogic Server features introduced in this release.
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Understanding the WebLogic JMS
Resource Adapter

The following topics provide an overview of WebLogic JMS resource adapter
components, concepts, and functionality:

JMS Resource Adapter Overview
Supported Application Servers
Supported WebLogic Server Destinations

Location of the JMS Resource Adapter Within WebLogic Server

2.1 JMS Resource Adapter Overview

WebLogic Server provides a Java EE Connector Architecture version 1.7 compliant
resource adapter called the JMS resource adapter to provide an integration of a
WebLogic JMS client with supported foreign application servers.

The JMS resource adapter includes the following features:

Implementation of the Java EE Connector Architecture outbound and inbound
contract for JMS.

JNDI mapping to reference J]MS connection factories and destinations.

Message-drive bean (MDB) integration, including dynamic adjustment to changing
message load

JMS connection pooling

Lazy resolution of JMS operations, including start order independence, tolerance of
dynamic management such as starts and stops of JMS providers, and connection
retries in case of provider failure.

For more information, see Lazy Enlistment of Connections in a Transaction.

Cluster-capable XA support for WebLogic JMS that transparently integrates with
non-WebLogic Transaction Managers and correctly recovers from all typical failure
conditions.

For more information, see Transaction Recovery.

Support for asynchronous message processing that ensures all active members of a
distributed destination are always serviced—no trapped messages. In addition,
asynchronous messaging provides advanced publish/subscribe messaging system
options, such as a single logical durable subscription partitioned across a
distributed topic.
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Supported Application Servers

¢ Support for WebLogic JMS extensions that allow you to cast adapter-wrapped
objects to WebLogic JMS interfaces.

For more information, see Support for the weblogic.jms.extension APL

¢ Support for the WebLogic security model.

For more information, see Securing JMS Resource Adapter Connections.

® Advanced poison message handling. The JMS resource adapter can be configured
to automatically redirect messages that have been redelivered multiple times to a
designated error destination.

For more information, see Using an Exception Queue.

¢ Simplified configuration of multiple destination JNDI mappings through the use of
a single destination context resource adapter administrative object. This allows
applications to directly reference any number of destinations and avoid the need to
configure multiple administrative objects and r esour ce- env references.

For more information, see Using Automatic Destination Wrapping.

2.2 Supported Application Servers

This release of the JMS resource adapter is supported for deployment on Oracle
GlassFish version 3.1 and higher.

Note:

Deploying the JMS resource adapter on Oracle WebLogic Server is not
supported.

2.3 Supported WebLogic Server Destinations

This release of the JMS resource adapter supports foreign application server
interoperability with destinations in Oracle WebLogic Server releases 12.1.2 and
higher.

2.4 Location of the JMS Resource Adapter Within WebLogic Server

The JMS resource adapter is contained in the file W j msr a. j ar , which is located in
the W._HOME\ ser ver\ | i b directory of your WebLogic Server installation.

2-2 Administering the JMS Resource Adapter for Oracle WebLogic Server
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Administering the JMS Resource Adapter

on Oracle GlassFish Server

The following topics describe the JMS resource adapter implementation, including the
main components, design options, and other prerequisite considerations that are
needed to use the JMS resource adapter to interoperate using WebLogic J]MS in a
foreign application server:

JMS Resource Adapter Components

How to Integrate the JMS Resource Adapter in a J]MS Environment
General Limitations and Considerations

Support for the weblogic.jms.extension API

JMS Resource Adapter Example

3.1 JMS Resource Adapter Components

The JMS resource adapter includes the following components:

ra.xm file—An xml file used to configure the JMS resource adapter to
interoperate between foreign application servers and WebLogic JMS.

W t hi nt 3client.jar file—The WebLogic Thin T3 Java client is a lightweight
client that provides integration between applications running on foreign
application servers and WebLogic Server. One common use case is integration with
WebLogic JMS destinations.

For more information, see Understanding the WebLogic Thin T3 Client in
Developing Standalone Clients for Oracle WebLogic Server.

The following classes and JAR files to support Oracle Wallet:

oracl epki . jar

osdt _cert.jar

osdt _core.jar

Wl letUtil Wapper.cl ass

For more information, see Securing Credentials with Oracle Wallet.

webl ogi c.j ms. ra.j ar file—The WebLogic Server resource adapter
implementation that complies with the Java EE Connector Architecture version 1.7.
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How to Integrate the JMS Resource Adapter in a JMS Environment

3.2 How to Integrate the JMS Resource Adapter in a JMS Environment

Complete the following tasks to integrate the JMS resource adapter with a foreign
application server, allowing applications to interoperate with WebLogic JMS:

¢ Make sure that the application is JMS-compliant and can use the
webl ogi c. j ms. ext ensi ons APL

See Understanding the WebLogic JMS Resource Adapter and General Limitations
and Considerations for information about JMS resource adapter features, support,
and limitations.

See Understanding WebLogic JMS in Developing JMS Applications for Oracle
WebLogic Server for basic information about programing WebLogic JMS.

e Configure ther a. xm file for your environment, as described in the following
chapters:

— Understanding Message Consumption

- Sending Outbound JMS Messages

- Configuring Destinations and Naming Contexts
— Understanding Resource Providers

* Deploy and manage the JMS resource adapter. Use the foreign application server's
native support for management tasks such as deployment, configuration, and
monitoring. For more information, see Administering the JMS Resource Adapter
on Oracle GlassFish Server.

Error Messages provides information about the error messages you may encounter
when using the JMS resource adapter and other Oracle Fusion Middleware
components.

3.3 General Limitations and Considerations

Note the following considerations and limitations when you use the JMS resource
adapter:

e If two or more JMS resource adapters are deployed on the same application server,
those deployments must use the same version of Oracle WebLogic Server in the
W j mera. rar file. Different release versions of the JMS resource adapter may
contain differences that can produce unpredictable results.

® The JMS resource adapter does not automatically unsubscribe (that is, remove) a
durable subscriber if the listening message-driven bean (MDB) becomes
unavailable. Although WebLogic Server MDBs support the ability to unsubscribe,
they also create and name the subscription. Foreign application servers typically
allow users to specify subscription names in MDB configurations, making it
difficult to determine if it is appropriate to unsubscribe a given durable subscriber.
Even it can be determined that it is appropriate to remove a given subscription, the
Java Connector Architecture contract does not provide a standard implementation
to provide the callback interface to remove a subscriber.

e Automatic JMS client failover is not supported.
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For more information, see JMS Resource Adapter Outbound Connection
Limitations.

* Applications that use the WebLogic JMS resource adapter automatically use
WebLogic JMS connections that are associated with a foreign application server's
connection manager. These managed JMS connections are created, used, and
returned to the foreign application server's connection pool for reuse by other
applications, as described in various Java EE specifications. This has the following
limitations:

— Using the set d i ent | Dmethod on a connection is not supported. If a
Cl i ent | Dproperty is set on a connection, then the connection can't be
removed, and every application that reuses the connection getsa Cl i ent | D
value. An application using such a connection is also prevented from invoking
the set A i ent | Dmethod on that connection because this operation will have
already been performed.

— As specified by the Java EE 7 specification, other methods that may interfere
with connection management by the container, such as
set Except i onLi st ener, are not supported.

- You must set connection properties, for example by using the
set Subscri pti onShari ngPol i cy method, as part of the connection factory
settings. Otherwise, you need to make sure that the connection and session are
created in the managed connection pool before you attempt to set the property
directly on the connection.

¢ When configuring the message listener for an MDB, the only values you may use
with the <t rans- at t ri but e> element are REQUI RED and NOT_ SUPPORTED.

For more information, see the description of the Tr ansact i onAttri but eType
enumerated type at the following URL:

http://docs.oracl e.conijavaeel/ 7/ api/ j avax/ ej b/
Transacti onAttri but eType. ht m

3.4 Support for the weblogic.jms.extension API

The following topics explain how the JMS resource adapter supports the
webl ogi c. j ns. ext ensi ons API:

* Supported weblogic.jms.extension Interfaces

¢ Supported weblogic.jms.extension Classes

3.4.1 Supported weblogic.jms.extension Interfaces

The JMS resource adapter uses custom wrapper classes to automatically implement
the webl ogi c. j ms. ext ensi ons interfaces and provide support for WebLogic
features such as Unit-of-Order (UOO) and message scheduling. The JMS resource
adapterra. xm file is prepopulated with entries corresponding to the correct
WebLogic JMS wrapper classes so that you do not need any additional configuration
to access supported WebLogic JMS features.
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Note:

Use WebLogic connection factories when using the
webl ogi c. j ms. ext ensi ons AP, as explained in JMS Resource Adapter
Connection Factories.

The JMS resource adapter supports the following webl ogi c. j ns. ext ensi ons
interfaces:

e webl ogi c. j ms. ext ensi ons. W.Connect i on

e webl ogi c. j ns. ext ensi ons. W.Sessi on

e webl ogi c. j ms. ext ensi ons. W.QueueSessi on

e webl ogi c. j nms. ext ensi ons. W.Topi cSessi on

e webl ogi c. j ms. ext ensi ons. W.Dest i nati on

e webl ogi c. j nms. ext ensi ons. W.MessagePr oducer
e webl ogi c. j ms. ext ensi ons. W.Message

e webl ogi c. j ms. ext ensi ons. XM_Message

3.4.2 Supported weblogic.jms.extension Classes

The JMS resource adapter supports the following webl ogi c. j ns. ext ensi ons
classes:

e webl ogi c. j ms. ext ensi ons. C i ent SAFEncr ypt

e webl ogi c. j ms. ext ensi ons. d i ent SAFFact ory

e webl ogi c.j ms. ext ensi ons. C i ent SAFGener at e

e webl ogi c. j ms. ext ensi ons. A i ent SAFPar ser

e webl ogi c. j ms. ext ensi ons. Consuner | nfo

e webl ogi c. j ms. ext ensi ons. Desti nati onl nfo

e webl ogi c. j ms. ext ensi ons. JMSDest i nati onAvai | abi | i t yHel per
e webl ogi c. j ms. ext ensi ons. JMSHel per

e webl ogi c. j ns. ext ensi ons. JMSMessageFact or yl npl
e webl ogi c. j ms. ext ensi ons. JMSMessagel nf o

e webl ogi c. j ms. ext ensi ons. JMSMbdul eHel per

e webl ogi c. j ms. ext ensi ons. JMSRunt i neHel per

e webl ogi c. j ns. ext ensi ons. Schedul e
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3.5 JMS Resource Adapter Example

Oracle provides a JMS resource adapter example that is available when you install and
configure the examples component of WebLogic Server. This example demonstrates
how to use a JMS resource adapter that is deployed on a foreign application server.
This example interoperates with the WebLogic JMS service using a simple employee
clock-in application.

This example shows how to:

Configure and use a WebLogic Server cluster
Configure and use WebLogic connection factories.
Configure and use distributed topics and queues.

Deploy the JMS resource adapter on one of the supported foreign application
servers listed in Supported Application Servers.

Configure JMS resource adapter conf i g- properti es file, which specifies:

— A WebLogic JNDI context for the WebLogic Server instance that provides the
JMS service

— Anadm nobj ect element, which maps the local JNDI name sanpl e/
desti nati on/ queue to the destination bound to the WebLogic JNDI as
Di stri but edQueue

— Anadni nobj ect element, which maps the local JNDI name sanpl e/
desti nati on/t opi c to the destination bound in the WebLogic JNDI as
Di stribut edTopi c

— A connection factory bound in the local JNDI name as a sample or factory that
maps to the connection factory bound to WebLogic JNDI as
webl ogi c. j ns. Connecti onFactory

Configure the r esour ce-r ef and r esour ce- env-ref elements in a servlet's
web. xm deployment descriptor file that map to the local JNDI names defined for
the JMS resource adapter's connection factory and destinations

Configure act i vati on- confi g elements required to allow MDBs to consume
inbound messages

When installed, the JMS resource adapter example is located in the ORACLE_HOVE
\wW _server\sanpl es\ server\ exanpl es\ src\sanpl es\j ns

\ resour ceAdapt er directory. For more information, see Sample Applications and
Code Examples in Understanding Oracle WebLogic Server.
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Administering the JMS Resource Adapter

on Oracle GlassFish Server

This chapter includes the following topics:

Configuration Information and Other Considerations

Additional GlassFish Server Resources

4.1 Configuration Information and Other Considerations

Note following configuration information and considerations to bear in mind when
deploying the JMS resource adapter on :

Oracle recommends using the Java Connector Architecture container to provide
methods to set credentials using secure methods.

For more information, see Securing JMS Resource Adapter Connections.

supports lazy connection enlistment. For more information, see Lazy Enlistment of
Connections in a Transaction.

The Glassfish XAResour ce timeout value is 30 seconds by default and is
independent of the transaction timeout. If you require a longer XAResour ce
timeout, you must set the Glassfish system property ser ver -

config.transacti on-service. property. xaresource-txn-timeout toa
value equal to your transaction timeout value.

Oracle GlassFish 3.1.x has a known issue regarding how outbound message-driven
bean (MDB) connections remain associated with a rolled back transaction.

You may receive aj avax. transacti on. xa. XAExcepti on: The resource
al ready has an active association with a transacti on exception if
your application uses the

j avax. ej b. MessageDri venCont ext . set Rol | backOnl y method within an
XA enabled MDB's onMessage method, which in turns uses an XA backed
outbound connection factory. This exception is thrown after a rollback and the
associated connection is taken from the connection pool to be reused in another
transaction. If you have a licensed version of Oracle GlassFish, contact your Oracle
Glassfish Support representative. If you have an open source version, a patch is
availableathttp://java. net/jiral browse/ GLASSFI SH 19094.

You may receive a Cl assNot FoundExcept i on exception when deploying the
JMS resource adapter on a Glassfish 3.1 cluster environment. If this happens, copy
thew t hi nt 3cli ent.j ar file that is packaged in the w j nsra. r ar file to the
<Glassfish_install_dir>/| i b directory. For more information, see ht t p: //

java. net/jiral browse/ GLASSFI SH 19111.
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* You may receive the following exception if you undeploy and redeploy a WAR file
multiple times.

Fail ed to generate class for
webl ogi c. nessagi ng. di spat cher. Fast Di spat cher | npl _12120 W.St ub

The workaround for this exception is to restart the GlassFish server.

e See Oracle GlassFish Server 3.1.2 and 3.1.2.2 Release Notes in the Oracle GlassFish
Server Release Notes for a summary of new product features in the 3.1.2 and 3.1.2.2
releases, and descriptions and workarounds for known issues and limitations.

4.2 Additional GlassFish Server Resources

See the following references for additional GlassFish Server resources:

® The Oracle GlassFish Server download page is available at the following URL:
https://glassfish.java. net/downl oad. ht m

® Oracle GlassFish Server 3.1 Quick Start Guide, which is available at the following
URL:

http://docs. oracl e. conf cd/ E18930_01/ ht m / 821-2432/i ndex. ht m
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5

Understanding Message Consumption

The following topics describe how to configure the JMS resource adapters r a. xnl file
to configure message-driven beans (MDBs) to asynchronously consume WebLogic
JMS messages in a foreign application server as inbound messages:

¢ Configuring MDBs to Consume Inbound Messages
* Configuring Advanced WebLogic JMS Resources

e Best Practices for Inbound Communication

5.1 Configuring MDBs to Consume Inbound Messages

Applications that require MDBs to asynchronously consumes messages from a
WebLogic destination use the JMS resource adapters inbound implementation. The
behavior of the MDBs is determined by configuring property values in the following
files before deploying your application:

¢ Configuring inbound-resourceadapter Properties in the ra.xml File
¢ Configuring activation-config Properties in the ejb-jar.xml File

® Thread Management

5.1.1 Configuring inbound-resourceadapter Properties in the ra.xml File

The following topics provide information about how to define i nbound-
r esour ceadapt er properties for the inbound configuration in the r a. xm file:

® Required activation-config Properties
* Optional activation-config Properties
¢ Example inbound-resourceadapter Configuration

5.1.1.1 Required activation-config Properties

You specify the required i nbound- r esour ceadapt er properties in the WebLogic
JMS Resource-Adapter's r a. xnl file, which is located in the W._HOME\ server\lib
directory of your WebLogic Server installation.

The JMS properties you must specify include:
e ConnectionFactory
e destination

e destinationType
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You define the values for the Connect i onFact ory, desti nati on, and

desti nati onType properties as act i vat i on- conf i g properties in the ej b-
jar.xm file. The JNDI names configured in the ej b-j ar. xm must also map to the
JNDI names that are assigned to the JMS resource adapter values of the connect i on-
definitionand adni nobj ect elements.

See also the following topics:
¢ Configuring activation-config Properties in the ejb-jar.xml File
¢ Configuring J]MS Resource Adapter Connection Factory Properties

¢ Configuring Destinations and Naming Contexts

5.1.1.2 Optional activation-config Properties

The JMS resource adapter supports a number of additional acti vati on-confi g
properties.

See Configuring activation-config Properties in the ejb-jar.xml File and JMS Resource
Adapter Inbound Properties.

5.1.1.3 Example inbound-resourceadapter Configuration

The following code example shows an i nbound- r esour ceadapt er configuration:

<i nbound- r esour ceadapt er >
<nessageadapt er >
<nessagel i st ener>
<nessagel i st ener-type>
j avax. j ns. MessagelLi st ener
</ nmessagel i st ener-type>
<activationspec>
<activationspec-cl ass>
webl ogi c. j ns. ra. ActivationSpecl npl
<l activationspec-cl ass>
<requi red- confi g- property>
<confi g- property-nanme>Connect i onFact or y</ confi g- pr operty- name>
</ required-config-property>
<requi red- confi g- property>
<confi g- property-nane>Desti nati on</confi g- property-nane>
</ required-config-property>
<requi red- confi g- property>
<confi g- property-nanme>Desti nati onType</ confi g- property-nane>
</ required-config-property>
</activationspec>
</ messagel i st ener >
</ messageadapt er >
</'i nbound- r esour ceadapt er >

5.1.2 Configuring activation-config Properties in the ejb-jar.xml File

The following topics provide information on how to configure acti vati on-confi g
properties in the ej b-j ar. xm file:

® The ejb-jar.xml File and Annotations

¢ Configuring Optional activation-config Properties in the ejb-jar.xml File
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¢ Example ejb-jar.xml File with JMS Resource Adapter activation-config Properties

5.1.2.1 The ejb-jar.xml File and Annotations

For elements in ej b-j ar . xm , see the schema athtt p: //j ava. sun. conf xmi / ns/
j avaeel ej b-jar_3 0. xsd.

The ej b-j ar. xm is optional as of EJB 3.0. You can use annotations to declare
metadata in place of descriptor elements.

For information about how to program and implement EJB 3.2 compliant MDBs, see
Using EJB 3.2 Compliant MDBs in Developing Message-Driven Beans for Oracle WebLogic
Server.

5.1.2.2 Configuring Required activation-config Properties in the ejb-jar.xml File

You must configure an act i vat i on- confi g- property property for every
requi r ed- conf i g- property property in the i nbound- r esour ceadapt er of the
ra.xm file.

The typical required JMS properties include:
e Connecti onFact or y—The JNDI location of a JMS Connector connection factory.
e desti nati on—The JNDI location of a JMS Connector destination.
¢ destinati onType—The type is one of the following:
— javax.jms. Topic
— javax. | ms. Queue
— javax.ms. Destination

In addition, if your MDB application uses optional act i vat i on- conf i g properties,
the foreign application server may require that these optional acti vati on-confi g
properties are defined in ther a. xm file as r equi r ed- conf i g- property elements.

For more information, see the documentation provided by the vendor of your
application server.

5.1.2.2.1 Example Queue Configuration

The following example shows the act i vat i on- conf i g properties for a queue
configuration. In this example, the MDB that dequeues messages from a queue with
the JNDI name W j nsr a/ queue uses a connection from the connection factory with
the JNDI name Wl j msr a/ xacf .

<activation-config-property>
<activation-config-property-name>
Connect i onFact ory
</activation-config-property-name>
<activation-config-property-val ue>
wl j mer a/ xacf
</activation-config-property-val ue>
</ activation-config-property>
<activation-config-property>
<activation-config-property-name>
Destination
</activation-config-property-name>
<activation-config-property-val ue>
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wl j nsral queue
</ activation-config-property-val ue>
</activation-config-property>
<activation-config-property>
<activation-config-property-nane>
DestinationType
</ activation-config-property-nane>
<activation-config-property-val ue>
j avax. j ns. Queue
</ activation-config-property-val ue>
</activation-config-property>

5.1.2.2.2 Example Topic Configuration

The following example shows the act i vat i on- conf i g properties for a topic
configuration. In this example, the MDB that dequeues messages from a topic with the
JNDI name W j msr a/ pdt opi c1 uses a connection from the connection factory with
the JNDI name W j nsr a/t xacf 1.

<activation-config-property>
<activation-config-property-nane>
Connect i onFact ory
</ activation-config-property-nane>
<activation-config-property-val ue>
wlj msral txacfl
</ activation-config-property-val ue>
</activation-config-property>
<activation-config-property>
<activation-config-property-nane>
Destination
</ activation-config-property-nane>
<activation-config-property-val ue>
wl j msra/ pdt opi cl
</ activation-config-property-val ue>
</activation-config-property>
<activation-config-property>
<activation-config-property-nane>
DestinationType
</ activation-config-property-nane>
<activation-config-property-val ue>
javax.jns. Topi ¢
</ activation-config-property-val ue>
</activation-config-property>

5.1.2.3 Configuring Optional activation-config Properties in the ejb-jar.xml File

Configure any additional properties needed to obtain the appropriate MDB behavior
for your environment. For more information, see JMS Resource Adapter Inbound
Properties.

5.1.2.4 Example ejb-jar.xml File with JMS Resource Adapter activation-config
Properties

The following example shows an €j b-j ar. xml file with JMS resource adapter
acti vati on-confi g properties:

<?xm version="1.0" encodi ng="UTF-8"?>
<ejb-jar xmns="http://java.sun.conf xm/ns/javaee">
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<di spl ay- name>\W\ebLogi ¢ RA Deno</ di spl ay- name>

<enterprise-

beans>

<nessage-driven>
<di spl ay- name>My queue MDB</di spl ay- name>
<ej b- name>queueMDB</ gj b- nane>
<ej b-cl ass>j ms. ra. Di sQueueMDB</ ¢j b- ¢l ass>
<nessagi ng-type>j avax. j ms. Messageli st ener </ nessagi ng-t ype>
<transaction-type>Cont ai ner</transaction-type>
<activation-config>

propert y- nane>

val ue>

propert y- nane>

val ue>

propert y- nane>

property-val ue>

config-property-

val ue>

<activation-config-property>
<activation-config-property-nane>
Connect i onFact ory
</activation-config-property-nane>
<activation-config-property-val ue>
j ava: sanpl e/ factory
</activation-config-property-val ue>
</activation-config-property>
<activation-config-property>
<activation-config-property-nane>
Destination
</activation-config-property-nane>
<activation-config-property-val ue>
j ava: sanpl e/ desti nati on/ queue
</activation-config-property-val ue>
</activation-config-property>
<activation-config-property>
<activation-config-property-nane>
DestinationType
</activation-config-property-nane>
<activation-config-property-val ue>
j avax. j ns. Queue
</activation-config-property-val ue>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>User Nane</ activation-confi g-

<activation-config-property-val ue></activation-config-property-
</ activation-config-property>
<activation-config-property>
<activation-config-property-name>Passwor d</activation-config-

<activation-config-property-val ue></activation-config-property-

</activation-config-property>
<activation-config-property>
<activation-config-property-name>Cientld</activation-config-

<activation-config-property-val ue>queueMdB</ acti vati on-confi g-

</activation-config-property>
<activation-config-property>
<activation-config-property-name>MessageSel ector</activation-
nane>
<activation-config-property-val ue></activation-config-property-

</activation-config-property>

<l activation-config>
</ message-driven>

</ nessage-

driven>

</ enterprise-beans>
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</ejb-jar>

For additional ej b- xni . j ar file examples, see the JMS resource adapter sample
application example in your WebLogic Server distribution as described in JMS
Resource Adapter Example.

5.1.3 Thread Management

The JMS resource adapter provides the following properties to manage the threads in
destinations used by MDBs that consume inbound messages.

e minListenerThreads—The minimum number of listener threads created for an
individual physical destination.

e maxTotalListenerThreads—The maximum number of listener threads available for
a destination.

¢ maxListenerThreads—The maximum number of listener threads created for an
individual physical destination within a destination.

5.1.3.1 Setting the Maximum Threads for a Physical Destination

Note the following when configuring the maximum number of threads
(maxLi st ener Thr eads) for a destination:

* Queues—Using more than one thread may be useful in increasing the rate at which
messages are consumed.

* Topics—This value should always be 1. Each listener thread gets its own session
and Topi cSubscri ber.

— Durable subscribers—You may note have more than one subscriber with the
same subscription name.

— Nondurable subscribers—This value should always be 1. Creating more threads
creates more subscribers, which results in excessive copies of each message to
process.

5.1.3.2 Setting the Maximum Threads for a Distributed Destination

The maxTot al Li st ener Thr eads property allows you to limit or to provide
additional processing threads for a distributed destination.

o If the value of maxTot al Li st ener Thr eads is less than the number of physical
destinations in the associated distributed destination, the JMS resource adapter
uses a value equal to the number of physical destinations in the distributed
destination and logs a warning message.

¢ If the foreign application server cannot provide threads equal to or more than the
number of physical destinations in the distributed destination, the JMS resource
adapter logs a warning message.

® The JMS resource adapter implements a fairness policy for allocating threads
whereby any individual physical destination that is currently being serviced by less
than maxListenerThreads, and that needs more threads, can reallocate threads from
any other physical destination in the same distributed destination that has at least 2
more threads than it does. This fairness policy is independent of the foreign
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application server's Wr kManager instance, which may not grant the JMS resource
adapter's requests for additional maxTot al Li st ener Thr eads new threads.

The process of reallocating threads from one destination to another takes some
time, because both the determination of the thread deficiency and the transfer of
the existing thread take place between the processing of messages (that is, between
calls to onMessage). Since two threads are involved, the transfer process takes up
to two onMessage processing times.

5.1.4 Using an Exception Queue

The JMS resource adapter allows you to configure an exception queue for inbound
communications to handle poison messages from the inbound MDB queue. When the
UseExcept i onQueue property is enabled, messages that would otherwise be
discarded are sent to the exception queue. Messages are normally sent to an exception
queue when the maxDeliveryCount value is exceeded. For more information, see
maxDeliveryCount.

Messages are processed to the exception queue using the following rules:
* Messages are not set directly to the exception queue.
* A new message of the same type is created.

— The properties and body from the original message are copied to the new
message.

To prevent the original headers from being overwritten by the resource
provider, each is copied to a GJIRA_CopyOf JIM5{ Header } property. Because
javax. j ms. Desti nati on is not a valid property type, each destination
header is translated into a descriptive message. Note that JMSX* properties are
not converted; for example, JMSXDel i ver yCount .

Note:

If any part of the copy process fails, processing continue with the next rule.
For Byt es /Map /St r eammessage types, this may result in only part of the
message body being copied.

— If the copy process is successful, the boolean property GIRA_CopySuccessf ul
is added with the value t r ue.

— The string property GJIRA_Del i ver yFai | ur eReason is added that contains
the description explaining why the message was not delivered.

— If the MDB onMessage method generates an exception immediately prior to
the delivery failure, the string property GJRA_onMessageExcept i ons is
added, which contains the exception information.

* The copy of the original message is sent to the exception queue.
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Note:

Only one attempt is made to send the copy of the original message to the
exception queue. If this attempt fails, the message is discarded without being
placed in the exception queue. For more information, see
includeBodiesInExceptionQueue.

The connection factory used for the primary destination is also used for the exception
queue. If the primary destination specified by the Dest i nat i on property)is a topic,
then the connection factory must support both queues and topics. For example, the
<connect i onf act ory-i nt er f ace> element must be either

j avax. j ms. Connecti onFactory orj avax. j ms. XAConnect i onFactory.

5.1.5 Setting User Name and Password Properties

The user name and password properties allow you to pass authentication parameters
to the resource provider. When neither of these properties is set, then connections
used for the MDB's inbound message handling are created using the no-argument
version of the cr eat eConnect i on method. When one or both are set, the

user Naneand passwor d properties are passed to the cr eat eConnect i on method
as the user name and password arguments. If only one of the properties is not set,
nul | is used to replace that property value in the cr eat eConnect i on argument
list.)

5.2 Configuring Advanced WebLogic JMS Resources

The following topics provide information on how to configure advanced message
processing for inbound messages:

® The JMS Resource Adapter and Sharable Subscriptions
* Using Ordered Message Processing
* Design Strategies When Consuming from DistributedTopics

¢ Consuming from Standalone (Nondistributed) Topics

5.2.1 The JMS Resource Adapter and Sharable Subscriptions

The JMS resource adapter uses a SHARABLE subscription sharing policy and
UNRESTRI CTED client ID policy when it processes inbound messages by overriding
any configured connection factory settings. A subscr i pti onNanme must be provided
for durable subscriptions because the JMS resource adapter's MDBs do not generate
subscription names. Subscriptions are shared when they are durable or nondurable, as
follows:

® Durable—Consumers on the same distributed topic can share a durable
subscriptions only if they have the same cl i ent | D, message selector, and
subscri pti onNane.

¢ Nondurable—Consumers on the same distributed topic can share a nondurable
subscriptions only if they have the same cl i ent | Dand nessageSel ect or.

Always configure a cl i ent | d to ensure the MDB consumes incoming messages. For
example:
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<activation-config>
<activation-config-property>

<activation-config-property-name>clientld</activation-config-property-name>
<activation-config-property-val ue>nyMDB</ acti vati on-confi g- property-val ue>
</ activation-config-property>
</activation-config>

For more information, see Configure Shared Subscriptions in Administering [MS
Resources for Oracle WebLogic Server.

5.2.2 Using Ordered Message Processing

If your application requires single-threaded processing of subscription messaging,
then you must configure your application to use WebLogic JMS unit-of-ordering
(UOO) processing.

For more information, see Using Message Unit-of-Order in Developing JMS Applications
for Oracle WebLogic Server.

5.2.3 Design Strategies When Consuming from DistributedTopics

The following sections provide information on design strategies that can be used to
develop high availability applications using distributed topics:

* Replicated Versus Partitioned Distributed Topics
® One-Copy-Per-Server Design Strategy for Distributed Topics

® One-Copy-Per-Application Design Strategy for Distributed Topics

5.2.3.1 Replicated Versus Partitioned Distributed Topics

Replicated and partitioned distributed topics are supported for inbound message
consumption as follows:

¢ Replicated distributed topics—All physical topic members receive each message
sent. When a message arrives at one of the physical topic members, a copy of the
message is automatically and internally forwarded to the other members of the
topic.

e Partitioned distributed topics—The distributed topic member receiving the
message is the only member that is aware of the message. The message is not
forwarded to other members, and subscribers on other members do not get a copy
of the message. Incoming messages can be load balanced among the distributed
topic members using the JMS Af fi ni ty and Load Bal ance attributes. See Load
Balancing Partitioned Distributed Topics in Administering JMS Resources for Oracle
WebLogic Server.

5.2.3.2 One-Copy-Per-Application Design Strategy for Distributed Topics

One- Copy- Per - Appl i cat i on is the default design pattern available and has the
following characteristics:

* Each application as a whole (that is all instances of the application together)
receives one copy of each message that is published to the distributed topic. That is
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each instance only receives a subset of the messages that are sent to the distributed
topic.

¢ An UNRESTRI CTED client ID policy
* An SHARABLE subscription sharing policy
* Uses the same subscription name if the subscribers are durable

¢ All consumers subscribe to the same topic instance (or member of a distributed
topic)

5.2.3.2.1 Implementing One-Copy-Per-Application

To implement the One- Copy- Per - Appl i cat i on design strategy, you must specify
the Pr ovi der Proper ti es property in your EJB with a value of

Topi cMessageDi stri buti onMbde=0ne- Copy- Per - Appl i cati on in the
activation-confi g element.

For more information, see Example One-Copy-Per-Application EJB Configuration.

Note:

If you do not specify Topi cMessageDi st ri but i onMbde=0ne- Copy- Per -
Ser ver, the JMS resource adapter defaults to

Topi cMessageDi stri buti onMbde=0One- Copy- Per - Appl i cati onto
avoid message duplication.

5.2.3.2.2 Example One-Copy-Per-Application EJB Configuration

The following code snippet from an ej b-j ar. xnl file implements One- Copy- Per -
Appl i cati on message processing:

<mdb- r esour ce- adapt er >
<resour ce- adapt er - m d>w j nsr a</ r esour ce- adapt er - mi d>
<activation-config>
<activation-config-property>
<activation-config-property-name>Cientld</activation-config-property-nane>
<activation-config-property-val ue>RDT2MDB</ acti vat i on- confi g- property-val ue>
</ activation-config-property>
<activation-config-property>
<activation-config-property-nanme>Provi der Properties</activation-config-
property- nane>
<activation-config-property-val ue>Topi cMessageDi stri buti onMbde=0ne- Copy- Per -
Appl i cation</activation-config-property-val ue>
</ activation-config-property>
</ activation-config>
</ mdb- r esour ce- adapt er >

<l-- Mapping a Queue admi n-object to the Resource-Adapter name -->
<resour ce-env-ref>
<resour ce- env-r ef - nane>j ms/ Resul t Topi c</ resour ce- env-r ef - name>
<j ndi - name>w j nsr a/ rt opi c1</j ndi - name>
</resource-env-ref>

<l-- Mapping a Connection Factory to the Resource-Adapter name -->

<resource-ref>
<res-ref-name>j ms/ Resul t XACFFact or y</ res-r ef - name>
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<j ndi - name>w j nsr a/ xacf </ j ndi - name>
</resource-ref>

5.2.3.3 One-Copy-Per-Server Design Strategy for Distributed Topics

One- Copy- Per - Ser ver is a design pattern where each instance of an application
gets one copy of each message that is published to the topic.

5.2.3.3.1 Implementing One-Copy-Per-Server
To implement the One- Copy- Per - Ser ver design strategy, you must:

¢ Specify the webl ogi c. j ms. ra. provi ders. w . Server | Dproperty when
starting the foreign server instance. For example: -
Dwebl ogi c. j ms. ra. provi ders. w . Server | D=aUni quel dFor TheSer ver

In the preceding property specification, aUni quel dFor TheSer ver represents a
unique identifier for your foreign server.

For Oracle Glassfish, you can configure this property using the asadmni n
command, as follows:

asadm n>create-jvmoptions --user nyUsernane --password
nmyPasswor d - - host | ocal host --port 4848 -
Dwebl ogi c.jms. ra. provi ders.w . Server | D="aUni quel dFor TheSer ver

e Specify the Provi der Proper ti es property in your EJB with a value of
Topi cMessageDi stri buti onMbde=0One- Copy- Per - Ser ver in the
acti vati on-confi g element. For more information, see Example One-Copy-
Per-Application EJB Configuration.

5.2.3.3.1.1 Example One-Copy-Per-Server

The following code snippet from an ej b-j ar. xnl file implements One- Copy- Per -
Ser ver message processing:

<ndb- r esour ce- adapt er >
<resour ce- adapt er - mi d>W j nsr a</ r esour ce- adapt er - ni d>
<activation-config>
<activation-config-property>
<activation-config-property-name>Cientld</activation-config-property-name>
<activation-config-property-val ue>RDTMDB</ act i vat i on-confi g- property-val ue>
</ activation-config-property>
<activation-config-property>
<activation-config-property-name>Provi derProperties</activation-config-
property-name>
<activation-config-property-val ue>Topi cMessageDi stri buti onMbde=One- Copy- Per -
Server</activation-config-property-val ue>
</ activation-config-property>
</ activation-config>
</ mib- r esour ce- adapt er >
<l'-- Mapping a Queue admin-object to the Resource-Adapter nane -->
<resource-env-ref>
<resour ce- env-ref - name>j s/ Resul t Topi c</ resour ce- env-r ef - name>
<j ndi - name>w j nsra/ rt opi c1</j ndi - nane>
</resource-env-ref>
<l'-- Mapping a Connection Factory to the Resource-Adapter nane -->
<resource-ref>
<res-ref-nanme>j ms/ Resul t XACFFact or y</r es-r ef - nane>
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<j ndi - name>w j nsr a/ xacf </ j ndi - name>
</resource-ref>

5.2.4 Consuming from Standalone (Nondistributed) Topics

On each foreign application server instance that hosts the MDB application, an MDB
pool is created for the topic, whether the topic is running in the same cluster or in a
different cluster. For an MDB cluster of Nnodes, NMDB pools are created. Each MDB
pool creates an individual subscription on the topic, and subscribers from different
MDB pools do not share the same subscription.

For more information, see Implementing One-Copy-Per-Server .

5.3 Best Practices for Inbound Communication

Note the following tuning recommendations and best practices for configuring a JMS
resource adapter for inbound communication:

¢ Ensure that the JMS resource adapter allocates more threads than distributed
destination members.

¢ Always configure a cl i ent | Dwhen using topics. The JMS resource adapter uses a
SHARABL E subscription sharing policy when processing inbound messages, which
requires a configured cl i ent | d for either durable or nondurable subscribers.

If no cl i ent | Dis set, then the MDB does not receive the message and the error
condition logged in the foreign application server log.

For more information, see The JMS Resource Adapter and Sharable Subscriptions.

¢ For queues, increasing the value of maxLi st ener Thr eads to more than one
thread may increase the rate at which messages are consumed.

¢ The JMS resource adapter does not support sharable connections. If you use the
<resour ce-r ef > element in your application's deployment descriptor file
(web. xm , and ej b-j ar. xm ) to identify the JMS connection factories that are
looked up and used in that application, then you must set the <r es- shar i ng-
scope> child element to unshar abl e. The default value for this element is
shar abl e.

For example:

<resour ce-ref>
<res-ref - name>j s/ Repl yFact ory</res-r ef - name>
<res-type>j avax. j ms. Connecti onFact ory</res-type>
<res-aut h>Application</res-aut h>
<res-shari ng- scope>unshar abl e</ res- shari ng- scope>
</resource-ref>

If your application uses @Resour ce injection, see ht t p: / / docs. or acl e. cont
j avaeel 7/ api / j avax/ annot at i on/ Resour ce. ht m #shar eabl e- - .
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Sending Outbound JMS Messages

The following topics describe how to send JMS messages using the JMS resource
adapter:

JMS Resource Adapter Outbound Communication Basics
Defining Outbound Connections

JMS Resource Adapter Outbound Connection Limitations
Understanding How Outbound Messages Are Load Balanced
Configuring Transaction Support for Outbound Communication

Configuring Authentication for Outbound Communication

6.1 JMS Resource Adapter Outbhound Communication Basics

The JMS resource adapter is a thin wrapper of the WebLogic JMS client. Users can
choose to configure their connection client-id to be either RESTRICTED or
UNRESTRICTED and their subscriptions to be either Sharable or Exclusive.

6.2 Defining Outbound Connections

The JMS resource adapter provides a number of predefined JMS connection factories.
Each JMS connection factory interface has its own <connect i on- defi ni ti on>
element. Each <connect i on- defi ni ti on> defines the classes and interfaces as
required by the Java Connector Architecture specification and additional configuration
properties.

6.2.1 JMS Resource Adapter Connection Factories

The JMS resource adapter supports the following connection factories:

WebLogic JMS non-XA ConnectionFactory
WebLogic JMS non-XA QueueConnectionFactory
WebLogic JMS non-XA TopicConnectionFactory
WebLogic JMS XA ConnectionFactory

WebLogic JMS XA QueueConnectionFactory

WebLogic JMS XA TopicConnectionFactory

See the <out bound- r esour ceadapt er > element of the r a. xm file in Example JMS
Resource Adapter ra.xml File.
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6.2.2 Configuring JMS Resource Adapter Connection Factory Properties

The JMS resource adapter supports additional configuration properties that can be set
in thera. xmi file or in the Java EE container of the foreign application server where
the JMS resource adapter is deployed, as explained in JMS Resource Adapter
Outbound Configuration Properties.

The following is an example WebLogic XA connection factory with additional
configuration properties:

<connect i on-definition>
<managedconnect i onf act ory- cl ass>
webl ogi c. j ms. ra. W.ManagedXAConnect i onFact ory
</ managedconnect i onf act ory- cl ass>
<confi g-property>
<confi g- property-name>Logger Nane</ confi g- pr opert y- name>
<confi g- property-type>java.lang. String</config-property-type>
<confi g- property-val ue>webl ogi c. j ms. ra</ confi g- property-val ue>
</ confi g-property>
<confi g-property>
<confi g- property-name>LoglLevel </ confi g- property- name>
<confi g- property-type>java.lang. String</config-property-type>
<confi g- property-val ue>FI NEST</ confi g- property-val ue>
</ config-property>
<confi g-property>
<confi g- property- name>group</ confi g- property- nane>
<confi g- property-type>java.lang. String</config-property-type>
<confi g- property-val ue></ confi g- property-val ue>
</ confi g-property>
<confi g-property>
<confi g- property-name>r pResour ceLocat i on</ confi g- pr operty- name>
<confi g- property-type>java.lang. String</config-property-type>
<confi g- property-val ue></ confi g- property-val ue>
</ config-property>
<confi g-property>
<confi g- property-name>aut oC oseSessi on</ confi g- property- name>
<confi g- property-type>j ava. | ang. Bool ean</ confi g- property-type>
<confi g- property-val ue>fal se</ confi g- property-val ue>
</ config-property>
<connectionfactory-interface>
webl ogi c. j ms. ra. W.XAConnect i onFact oryl nterface
</ connectionfactory-interface>
<connect i onfactory-inpl - cl ass>
webl ogi c. j ms. ra. W.XAConnect i onFact ory
</ connectionfactory-inpl-class>
<connection-interface>
webl ogi c. j ms. ra. W.XAConnect i onl nt er f ace
</ connection-interface>
<connection-inpl -cl ass>
webl ogi c. j ms. ra. W.XAConnect i on
</ connection-inpl -cl ass>
</ connecti on-definition>

6.3 JMS Resource Adapter Outbound Connection Limitations

Note the following connection management limitations:
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* The WebLogic automatic JMS client failover feature enables a JMS client to
automatically reconnect to another live server instance in a cluster if a server or
network failure occurs. This feature interferes with a JMS resource adapter's ability
to associate the best Interposed Transaction Managers (ITMs) for managed
connections. The JMS resource adapter automatically disables this feature and
throws an exception if application code tries to enable automatic reconnect
programmatically.

¢ The UP and DOWN events are not currently supported in WebLogic Server. You also
cannot create a connection to a specific WebLogic Server instance. This may result
in repeated use of a bad connection because JMS resource adapter connection
purging may not immediately identify bad connections before they are resused.

* Because UP events are not currently supported in WebLogic Server, the J]MS
resource adapter does not support connection rebalancing.

¢ The JMS resource adapter outbound implementation is not aware of the UP and
DOWN events of Managed Server instances in a cluster with which an outbound
application is communicating. Because of this limitation, note the following:

- You may see the continued use of a bad connection because JMS resource
adapter connection purging may not immediately identify a bad connection
before it is reused.

— The JMS resource adapter does not automatically rebalance connections.

6.4 Understanding How Outbound Messages Are Load Balanced

A WebLogic Server cluster consists of multiple Managed Server instances running
simultaneously and working together to provide increased scalability and reliability.
A JMS distributed destination usually has a set of members distributed across multiple
Managed Server instances, with each member hosted by a separate JMS server
instance. For more information, see Understanding WebLogic Server Clustering in
Administering Clusters for Oracle WebLogic Server.

The following topics provide information about how the JMS resource adapter load
balances outbound WebLogic JMS communication:

e RMI Load Balancing Using the Connection Factory

¢ Load Balancing Messages to Distributed Destinations

6.4.1 RMI Load Balancing Using the Connection Factory

The JMS resource adapter supports RMI object load balancing using WebLogic JMS
connection factories to create connections and sessions that point to different
WebLogic Server instances.

For more information, see Load Balancing in a Cluster in Administering Clusters for
Oracle WebLogic Server.

6.4.2 Load Balancing Messages to Distributed Destinations

Load balancing to WebLogic distributed destinations (DDs) is automatically
supported without additional configuration. DDs appear to the JMS resource adapter
as a single, logical destination. Both a distributed destination and its members are
advertised in WebLogic JNDI. When messages are load balanced to a member of a
distributed destination on a WebLogic Server instance that is different from the
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instance that the JMS resource adapter's managed connection points to, the Interposed
Transaction Manager (ITM) of the managed connection is able to enlist the messages
sent to a different WebLogic Server instance, transparently relaying XA calls to the
corresponding transaction coordinator on that instance, if necessary.

Note:

Individual distributed topic members must be referenced when creating,
using, and unsubscribing a durable subscription.

6.5 Configuring Transaction Support for Outbound Communication

The JMS resource adapter provides outbound XA capability for applications using
WebLogic JMS according to the Java Connector Architecture standard. For more
information, see Transaction Support for Outbound Communication.

6.6 Configuring Authentication for Outbound Communication

Configure the aut hent i cat i on- mechani smelement in the r a. xni file, as
explained in Java Connector Architecture Security.
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Configuring Destinations and Naming
Contexts

The following topics provide information on configuring adni nobj ect elements to
define destinations and naming contexts for inbound and outbound communication:

¢ About Context Objects for Administered Objects
¢ Using Automatic Destination Wrapping
® Administered Objects for Queues and Topics

¢ Example Administered Object Stanza

7.1 About Context Objects for Administered Objects

A context object for an administered object is used to look up queues and topics
dynamically using automatic destination wrapping, which is described in Using
Automatic Destination Wrapping.

Automatic destination wrapping allows applications to bind an administered object in
the application server's JNDI tree that represents a WebLogic JNDI context.
Applications can then look up this WebLogic JNDI context to look up JMS destinations
by their name in the WebLogic JNDI tree. This can simplify the configuration for
applications that have a large number of destinations because only one administered
object must be configured with the application server.

Use the following elements to define a context object for an administered object:

e <adm nobj ect-i nterface>—Use
webl ogi c. j ms. ra. W.Dest i nati onCont ext I nterface.

e <admi nobj ect - cl ass>—Use webl ogi c. j ns. ra. W.Dest i nat i onCont ext .

Use the following configuration properties in the <conf i g- pr opert y> element:
e gr oup—The name of the group to associate with this adni nobj ect definition.

¢ rpCont ext Locat i on—Provides information to the resource adapter describing
how to look up JMS destinations using the context object for the administered
object. You specify this using the following syntax:

connect or: <connect or Nane>/

The macros defined in a gr oupDef i ni t i on may be used for the value of connector
in this property value. For example, you can use connect or : { connect or Nane}/ in
place of connect or : W Devel oprent / when the value of the macro

{ connect or Nane} within a group is wlDevelopment. For more information, see
Advanced Method for Configuring Resource Providers.
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7.2 Using Automatic Destination Wrapping

Automatic destination wrapping allows an administered object to automatically wrap
provider destinations, eliminating the need to create an administered object for each
provider destination and explicitly binding the administered object to the destination's
JNDIL A single administered object is defined for each resource provider allowing you
to dynamically construct JNDI url's to access each destination within this context.

Applications look up JMS resource adapter administered objects bound in JNDI. These
administered objects may represent JMS destinations or a destination context. When
used for JMS destinations, you must defined one administered object for each JMS
destination. If an applications uses 20 JMS destinations, then you must configure 20
individual administered objects, one for each destination. Applications must also
define and map these 20 JMS destinations in their Java EE descriptors as r esour ce-
env-references.

The destination context administered object allows you to integrate a single
destination context, which in turn may be used to lookup any number of JMS
destinations at the WebLogic Server instance serving as the JMS provider.
Applications need to define only one r esour ce- env-r ef mapping for the
destination context. Applications lookup the destination context and append the
remote WebLogic JNDI name for the destination.

Automatic destination wrapping simplifies configuration when:

* You cannot determine the WebLogic Server JMS destinations at deployment time.
For example, the JMS resource adapter gets the source and target destinations from
end users only at runtime.

e If your application needs to access a large number of destinations. This avoids the
need to configure a matching set of JMS resource adapter destinations for all
destinations of a resource provider. Otherwise, each resource provider destination
has to be mapped to a configured administered object before it can be used by the
application.

For example, an administered object representing a WebLogic JMS server is bound to
JNDI name nyCont ext in foreign application server. If a WebLogic JMS destination
with JNDI name j s/ bar configured in this WebLogic server JNDI tree, automatic

destination wrapping uses my Cont ext / j s/ bar in the foreign server JNDI lookup.

The following is an example for automatic wrapping of queues:

<admi nobj ect-config | ocati on="nyCont ext">
<admi nobj ect - cl ass>webl ogi c. j ms. ra. W.Dest i nat i onCont ext </ admi nobj ect - cl ass>
<config-property name="group" val ue="ws"/>
<confi g-property name="rpCont ext Locati on" val ue="connector:{rp_nane}/"/>
</ adni nobj ect - confi g>

In the preceding example, r p_nane represents the name of the resource provider
defined in the r a. xmi file. For more information, see Administered Object
Configuration Properties.

In the application, look up nmyCont ext as aj avax. nam ng. Cont ext :

@resour ce( mappedName="nyCont ext ")
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private javax.namng. Context w jnsraContext;

Then you can look up the queue destinations using the following context:

Queue theMibQueue = (Queue) w raContext.|ookup("com oracle.jns.qga. nyQL");

7.3 Administered Objects for Queues and Topics

You can create the following type of administered objects for JMS queues and topics:

¢ For queues, you create an instance of a <admni nobj ect - cl ass> object:
oracle.j2ee.ra.jnms.generic. WQueueAdni n

¢ For topics, you create an instance of a <admri nobj ect - cl ass> object:
oracle.j2ee.ra.jns.generic. WTopi cAdni n

7.4 Example Administered Object Stanza

You can create the following administered object stanza:

<l-- Context admin object -->
<admi nobj ect >
<adm nobj ect-i nterface>webl ogi c.jns. ra. W.Desti nati onCont ext | nt er f ace</ adm nobj ect -
interface>
<adm nobj ect - cl ass>webl ogi c. j ns. ra. W.Dest i nati onCont ext </ adm nobj ect - cl ass>
<confi g-property>
<confi g- property-nane>group</ confi g- property- name>
<config-property-type>java.lang. String</config-property-type>
<confi g-property-val ue></ confi g- property-val ue>
</ config-property>
<confi g-property>
<confi g- property-nane>r pCont ext Locat i on</ confi g- property- name>
<confi g-property-type>java.lang. String</config-property-type>
<confi g-property-val ue></ confi g- property-val ue>
</ config-property>
<admi nobj ect >

<l-- Queue adnmin object -->
<admi nobj ect >
<adm nobj ect - i nterface>webl ogi c. j ns. ra. W.QueueAdni nl nt er f ace</ admi nobj ect -
interface>
<adm nobj ect - cl ass>webl ogi c. j ns. ra. W.QueueAdni n</ admi nobj ect - cl ass>
<confi g-property>
<confi g- property-nane>group</ confi g- property- name>
<config-property-type>java.lang. String</config-property-type>
<confi g- property-val ue></ confi g- property-val ue>
</ config-property>
<<confi g- property>
<confi g- property-nane>r pResour ceLocat i on</ confi g- property- name>
<config-property-type>java.lang. String</config-property-type>
<confi g- property-val ue></ confi g- property-val ue>
</ config-property>
</ admi nobj ect >

<l-- Topic adnmn object -->
<admi nobj ect >
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<adm nobj ect - i nterface>webl ogi c. j ns. ra. W.Topi cAdni nl nt er f ace</ admi nobj ect -
interface>
<adm nobj ect - cl ass>webl ogi c. j ns. ra. W.Topi cAdni n</ admi nobj ect - cl ass>
<confi g- property>
<confi g- property-name>group</ confi g- pr operty- nane>
<confi g- property-type>j ava. |l ang. String</ config-property-type>
<confi g- property-val ue></ confi g- property-val ue>
</ config- property>
<confi g- property>
<confi g- property-nanme>r pResour ceLocat i on</ confi g- property- name>
<confi g- property-type>j ava. |l ang. String</ config-property-type>
<confi g- property-val ue></ confi g- property-val ue>
</ config- property>
</ admi nobj ect >

7-4 Administering the JMS Resource Adapter for Oracle WebLogic Server



8

Understanding Resource Providers

The following topics describe how to configure and use resource providers that define
the JNDI properties that allow the JMS resource adapter to connect to the WebLogic
JMS provider:

® Basic Resource Provider Configuration

* Advanced Method for Configuring Resource Providers

¢ Example Resource Provider Configuration

8.1 Basic Resource Provider Configuration

The JMS resource adapter utilizes a configuration property named

resour ceProvi der Defi ni tions inthera. xm file to define resource providers,
such as JNDI properties. The r esour cePr ovi der Def i ni ti ons property is used by
the JMS resource adapter to access WebLogic JMS. You can configure multiple
resource providers inan r a. xni file.

Note:

When specifying the r esour cePr ovi der Def i ni ti ons property, you may
need to use the per cent character (%) as an escape character if your WebLogic
Server JNDI URL includes one or more commas to delimit multiple properties.

For example, if the URL is represented as t 3: / / host : port, host 2: port 2,
then the JMS resource adapter will fail to parse the URL because a comma is
inserted after host : port.

To resolve this issue, insert a per cent character (% immediately prior to the
comma. For example: t 3: / / host : port % host 2, port

To configure a resource provider, complete the following steps in the r a. xnl file:

1.

a.

Specify the r esour cePr ovi der Def i ni ti ons property as the value of the
<confi g- property- nane> element. For example:

<confi g- property-nane>resour ceProvi der Defi ni ti ons</confi g- property-name>

Specify j ava. | ang. Stri ng as the value of the <conf i g- property-
t ype> element. For example:

<config-property-type>java.lang. String</config-property-type>

Define the specific JNDI properties for a resource provider by using the
following name-value pair pattern:

(RP_NAME: j ndi Env=propertyl=(val uel, property2=val ue2,...))

Understanding Resource Providers 8-1



Advanced Method for Configuring Resource Providers

In this name-value pattern:

¢ RP_NAME is a unique name for the JNDI properties of a resource provider and
is used with the r pResour ceLocat i on configuration property of the
<connect i on-defi ni ti on>and <adm nobj ect > elements. For more
information, see Sending Outbound JMS Messages.

Note:
Each defined resource provider name (RP_NAME) must be unique in the
ra.xm file.

e propertyl=val uel, property2=val ue2, ... is a comma-separated list of

name-value pairs that define the JNDI properties for a resource provider.

See Example Resource Provider Configuration for an example configuration.

8.2 Advanced Method for Configuring Resource Providers

The JMS resource adapter supports the gr oupDef i ni ti ons property to provide an
advanced method for configuring resource providers. Using this property enables you
to create a compatible set of messaging objects while providing flexible address
resolution of connection factories and administered objects. Using the

groupDef i ni ti ons property has a dependency on the following components:

* G oup—A set of compatible messaging objects, such as connection factories and
associated destination administered objects.

e Macr o—A G oup component that is substituted for a r pResour ceLocat i on
configuration property in connection factories and administered objects.

To configure a gr oupDef i ni ti ons property in the r a. xm file, complete the
following steps:

1. Specify gr oupDef i ni ti ons as the value of the <conf i g- pr opert y- nane>
element. For example:

<confi g- property-name>groupDefi ni tions</confi g- property-name>

2. Specify j ava. | ang. St ri ng as value of the <conf i g- property-type>
element. For example:

<confi g- property-type>java. | ang. String</confi g- property-type>
3. Define a Gr oup configuration by using the following pattern:
<confi g-property-val ue>

GROUP_NAME: mmcro
</ confi g- property-val ue

In the preceding pattern:
e GROUP_NAME is a unique name that represents a G oup configuration.

® [Tacr o is a comma-separated list of name-value pairs that define a set of
compatible messaging objects. The JMS resource adapter substitutes these pairs
forr pResour ceLocat i on configuration properties in connection factories and
administered objects.
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See Example Resource Provider Configuration for an example configuration.

8.3 Example Resource Provider Configuration

The following shows an example resource provider configuration. In this example:
¢ Two resource providers are configured: r pland r p2.

e Two Group objects are configured: G oupA and G oupB.

<confi g-property>
<confi g- property-nane>r esour ceProvi der Def i ni ti ons</ confi g- property-name>
<confi g-property-type>java. |l ang. String</config-property-type>
/| Exanple Configuration for two resource providers: rpl and rp2
<confi g- property-val ue>
(rpl: jndi Env=(java.namng.factory.initial=
webl ogi c. j ms. Wappedl ni ti al Cont ext Factory,
j ava. nani ng. provi der. url =t 3: // @@HOST@AR 7002,
j ava. nani ng. security. princi pal =wxyzUser 1,
j ava. nanming. security.credential s=wxyzPass1))
(rp2: jndi Env=(java.namng.factory.initial=
webl ogi c. j ms. Wappedl ni ti al Cont ext Factory,
j ava. nani ng. provi der. url =t 3:// anot her host : 8002,
j ava. nani ng. security. princi pal =wxyzUser 1,
j ava. nanming. security.credential s=wxyzPass1))
</ config-property-val ue>

</ confi g-property>
<config-property>
<confi g- property-nanme>groupDefi niti ons</ confi g- property-nanme>
<confi g-property-type>java.lang. String</config-property-type>
<confi g- property-val ue>
(G oupA:  connect or Nane=rpl,
cf =myCF,
xacf =ny XACF,
topi c1=nyT1,
topi c2=nyT2,
queuel=nyQL,
queue2=nyQ12)
(GroupB: connect or Name=r p2,
cf=exanpl e/ cf,
xacf =exanpl e/ xacf,
queuel=queuel,
queue2=queue2)
</ config-property-val ue>
</ config-property>
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Understanding Transaction Processing

The following topics describe transaction processing and recovery when using the JMS
resource adapter to interoperate between a foreign application server and WebLogic
Server:

® JMS Resource Adapter Transaction Support
¢ Lazy Enlistment of Connections in a Transaction

* WebLogic Cluster-Wide Recovery

9.1 JMS Resource Adapter Transaction Support

There are two major use cases for JMS in a third party application server. One use case
involves outbound communication where users interact with the JMS provider
synchronously. The other use case involves inbound communications where users
interact with the JMS provider asynchronously; for example, through a message-
driven bean (MDB).

9.1.1 Transaction Support for Outbound Communication

The JMS resource adapter provides outbound XA capability for applications using
WebLogic JMS in accordance with the Java Connector Architecture specification. The
JMS resource adapter's managed connection holds a WebLogic JMS client connection
and session pointing to a WebLogic Server cluster member. The managed connection
also references the interposed transaction manager (ITM) stub pointing to the same
WebLogic Server cluster member. Although a WebLogic ITM is able to handle JMS
operations occurring in different WebLogic Server instances, it is more efficient to
have JMS operations and the ITM located on the same cluster member and same
instance (ITM affinity).

When a the managed connection for a JMS resource adapter is involved in a global
transaction, note the following:

¢ The Oracle GlassFish server instance invokes the get XAResour ce method on the
managed connection to enlist its operations into the global transaction (in
accordance with the Java Connector Architecture transaction contract between a
resource adapter and an application server).

o If cluster-wide transaction recovery is enabled, the ITYM transparently handles any
XA calls and forwards them to the correct cluster member instance to maintain ITM
affinity.

For information about how to configure cluster-wide transaction recovery of
distributed transactions across all the ITMs of a cluster, see Cluster-Wide Recovery
in Developing JTA Applications for Oracle WebLogic Server.
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* The managed connection returns a XAResour ce wrapper pointing to the
corresponding ITM.

* The wrapper relays the XA calls to the ITM's XAResour ce wrapper.

9.1.2 Transaction Support for Inbound Transactions

In the inbound use case, messages are received by implementing either the resource
adapter inbound communication contract or native MDB code. Note the following;:

¢ If the resource adapter contract is used, then the resource adapter receives
messages from the MDB destination (a WebLogic Server destination) and
distributes them to MDBs. In most cases, the resource adapter spawns multiple
worker threads to receive messages concurrently. Each thread uses a separate
endpoint and a separate WebLogic JMS session. For a foreign application server to
enlist message receiving operations into a global transaction, the JMS resource
adapter creates the endpoint using the MessageEndpoi nt Fact ory
cr eat eEndpoi nt ( XAResour ce) method, passing a XAResour ce wrapper that
includes the ITM stub pointing to the same WebLogic Server instance as the
WebLogic JMS session that is receiving messages. If the WebLogic destination is a
distributed destination, the worker threads are distributed evenly across the
destination members.

e If native MBDs are in use, the application server is responsible for receiving
messages. The use scenario of the JMS resource adapter is the same as for the
outbound usage. The transaction management is also the same.

9.2 Lazy Enlistment of Connections in a Transaction

Typically when an application component requests a connection handle in the context
of a transaction, the connection is automatically enlisted in the transaction. This occurs
even if the connection is never used, which results in unnecessary overhead.

With lazy enlistment, a new connection is enlisted in the transaction only if it is
actually used in the transaction; that is, only if data is transmitted through the
connection.

Both a JMS resource adapter and a foreign application server must support lazy
enlistment for this feature to be used in your application environment.

9.3 WebLogic Cluster-Wide Recovery

You can configure cluster-wide transaction recovery of distributed transactions across
all the ITMs of a cluster by selecting Enable Cluster-Wide Recovery in the Cluster:
Configuration: JTA page in the WebLogic Server Administration Console.

When cluster-wide recovery is enabled, each ITM in a WebLogic Server cluster is
aware of the transaction distribution across the entire cluster. This allows the ITM on
each cluster member to determine whether it should handle a given XA call or
forward it to the appropriate ITM on another cluster member.

For more information about WebLogic Server transaction processing, see
Understanding Failure Management and Participating in Transactions Managed by a
Third-Party Transaction Manager in Developing [TA Applications for Oracle WebLogic
Server.
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Understanding Failure Management

The following topics describe how the JMS resource adapter responds to WebLogic
Server and foreign application server failures:

WebLogic Server Failure
WebLogic Distributed Destination Member Failure
Transaction Recovery

Understanding WebLogic Service Migration

10.1 WebLogic Server Failure

The JMS resource adapter detects the connection failure through the exception listener
and JMS operations. When a WebLogic Server instance failure is detected, the
corresponding connections and sessions are closed and new ones are created. The
failed connections are purged from the connection pool to prevent them from being
reused.

Note:

When a failed WebLogic Server instance is restarted or a new server instance
joins the a cluster, the resource adapter does not load-balance the existing
connections in the pool to the new server or to restarted instances.

10.2 WebLogic Distributed Destination Member Failure

When a WebLogic Server distributed destination member fails, the JMS resource
adapter for the inbound MDB container closes any existing connections and sessions
and opens new ones to an available cluster member.

If the failed cluster member is restored, or a new member is added, the JMS
resource adapter rebalances the workload so that the messages are evenly
distributed to all distributed destination members. The JMS resource adapter
listens to the destination member UP and DOMN events to achieve the rebalance. To
obtain this behavior, you must disable server affinity and enable load balancing.
For information, see Load Balancing for JMS in Administering Clusters for Oracle
WebLogic Server.

For failures that cannot be recovered from quickly, the adapter logs the failure and
retries periodically.
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10.3 Transaction Recovery

The following topics provide information about the transaction recovery process when
a foreign application server or WebLogic Server becomes unavailable before a
transaction is complete:

¢ Transaction Recovery When WebLogic Server is Unavailable

¢ Transaction Recovery When the Foreign Server is Unavailable

10.3.1 Transaction Recovery When WebLogic Server is Unavailable

This section provides information about how a transaction directed by a foreign
transaction manager is processed when the WebLogic Server instance is unavailable.

e Failure before prepare

If the WebLogic Server instance participating in the transaction directed by a third-
party transaction manager becomes unavailable before the transaction is prepared,
the transaction is lost.

e Failure after prepare

If the WebLogic Server instance participating in the transaction directed by a
foreign transaction manager becomes unavailable after the transaction is prepared,
the result is an in-doubt transaction.

The foreign transaction manager continues to retry the transaction periodically
until one of the following occurs:

The transaction times out and the resources are recovered.

The original WebLogic Server instance becomes available and the transaction is
resolved.

If the WebLogic Server environment supports cluster-wide recovery, the
transaction is resolved when it is forwarded to the appropriate interposed
transaction manager (ITM) on another cluster member.

See Cluster-Wide Recovery" in Developing JTA Applications for Oracle WebLogic
Server and | nt er posedTr ansact i onManager in Java API Reference for Oracle
WebLogic Server.

If the foreign transaction manager uses the same XAResour ce to complete the
transaction, the JMS resource adapter XAResour ce wrapper looks up the ITM
stub each time the retry happens. If the foreign transaction manager uses a
different XAResour ce to complete the transaction, the ITM on the live instance
forwards the XA calls to the target instance transparently. In either case, the
transaction is completed only after the failed ITM is restored by either a restart
or by migration.

10.3.2 Transaction Recovery When the Foreign Server is Unavailable

The recovery process begins when the foreign server is restarted. If cluster-wide
recovery is enabled, the ITM of any affected clustered WebLogic Server returns all in-
doubt transactions that occurred when the r ecover method is called. Each ITM
handles the XAResour ce commit and rollback calls for all in-doubt transactions either
by itself or by forwarding to the responsible ITM.
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See Cluster-Wide Recovery in Developing JTA Applications for Oracle WebLogic Server for
more information.

Note:

For the recovery process to succeed, every ITM in the cluster must be available
because all ITMs in the cluster are polled to compile the complete list of in-
doubt transactions.

The foreign transaction manager interacts with the XAResour ce wrapper provided by
the JMS resource adapter. The XAResour ce wrapper relays the XA calls to ITM stubs.
The JMS resource adapter uses the standard JMS API and the proprietary WebLogic
JMS extension API as the client interface. An application such as a EJB or servlet that is
running inside the foreign server interacts with the JMS resource adapter and
WebLogic JMS through JMS resource adapter wrappers. In addition to relaying the
JMS operations to WebLogic Server client objects, the JMS resource adapter wrappers
also perform lazy enlistment and end transaction branches by intercepting the
appropriate JMS calls.

10.4 Understanding WebLogic Service Migration

The following topic provides information about JMS resource adapter behavior during
WebLogic Server service migration.

If a WebLogic JMS server is configured to use a migratable target, a JMS resource
adapter instance reconnects to the migrated WebLogic JMS service after a service
migration is completed.

Note:

WebLogic JMS service migration provides high availability for JMS services,
but it does not provide load balancing.

See Migratable Services in Administering Clusters for Oracle WebLogic Server for
more information.

Note the following details regarding how the JMS resource adapter handles inbound
and outbound communication during JMS service migration:

¢ Inbound communication

During JMS service migration, the JMS resource adapter closes existing WebLogic
JMS connections and sessions. New connections and sessions are created that point
to WebLogic Server instance where the JMS server and its distributed destination
members have migrated.

e QOutbound communication

During JMS service migration, the distributed destination members of a failed
WebLogic Server instance are migrated to an available WebLogic Server
instance.The WebLogic JMS client associated with the JMS resource adapter detects
the migration and redirects JMS operations to the new migrated destination
members.
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Securing JMS Resource Adapter
Connections

The following topics describe security considerations for the JMS resource adapter:
® Java Connector Architecture Security

¢ WebLogic JMS Security

® Specifying User Name and Password Credentials

* Securing Credentials with Oracle Wallet

e Secure Communication

11.1 Java Connector Architecture Security

The JMS resource adapter is fully compliant with the Java Connector Architecture
security contract, as described in Java™ EE Connector Architecture Specification,
version 1.7.

For outbound communication, you can specify the authentication-mechanism-type,
credential-interface, and reauthentication-support elements in the r a. xnl file.

For example:

<out bound- r esour ceadapt er >

<aut hent i cati on- mechani sn»
<aut henti cati on- mechani smt ype>
Basi cPasswor d
</ aut henti cati on-nechani smtype>
<credential -i nterface>j avax.resource. spi.security.PasswordCredenti al </
credential -interface>
</ aut henti cati on- mechani sn
<reaut henti cati on-support >fal se</reaut henti cati on-support>

</ out bound- r esour ceadapt er >

11.2 WebLogic JMS Security

The following topics provide information about WebLogic JMS security:
* Overview of JMS Security Models

® Protecting JMS Resources
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11.2.1 Overview of JMS Security Models

WebLogic JMS uses a thread-based security model. The subject of the thread is
established in the JNDI lookup as the JNDI user name and password credentials.
WebLogic JMS assumes all related operations are done within the same thread under
the same subject that is used for later authorizations in the server. The user name and
password used to create JMS connections are ignored in the authorization phase.

11.2.2 Protecting JMS Resources

You can secure JMS resources that are deployed either as a service or an application.
To secure JMS destinations, you create security policies and security roles for all
destinations (JMS queues and JMS topics) as a group, or an individual destination
(JMS queue or JMS topic) on a JMS server.

See Java Messaging Service (JMS) Resources in Securing Resources Using Roles and
Policies for Oracle WebLogic Server for more information.

11.3 Specifying User Name and Password Credentials

You can apply any of the following methods to specify the user name and password
credentials:

® Specifying a User Name and Password for Inbound Connections Using the Java
Connector Architecture Container

® Specifying a User Name and Password for Inbound Connections Using JNDI

® Specifying a User Name and Password for Inbound Connections Using a
Connection Factory

® Specifying a User Name and Password for Outbound Connections

Oracle recommends using the host application server's Java Connector Architecture
container. Most vendors provide Java Connector Architecture containers that provide
methods to dynamically set credentials using secure methods. Other methods
typically store credentials in clear text. If you chose a method that does not encrypt
credentials, use Oracle Wallet to secure them.

See Securing Credentials with Oracle Wallet for more information.

11.3.1 Specifying a User Name and Password for Inbound Connections Using the Java
Connector Architecture Container

Your application can provide the user name and password credentials in the
acti vati on- spec of an inbound resource adapter. The act i vat i on spec is then

passed into the JMS resource adapter by the foreign application server's Java
Connector Architecture container.

See Administering the JMS Resource Adapter on Oracle GlassFish Server for detailed
information about how to specify a user name and password using the Java Connector
Architecture container of your foreign application server.

11.3.2 Specifying a User Name and Password for Inbound Connections Using JNDI

You can configure the j ndi Env property in the r esour cePr ovi der Def i ni ti ons
to include the user name and password credentials as follows:

11-2 Administering the JMS Resource Adapter for Oracle WebLogic Server



Securing Credentials with Oracle Wallet

<confi g- property-nane>r esour ceProvi der Defini ti ons</confi g- property-name>

<confi g- property-type>j ava. |l ang. String</ config-property-type>
<confi g- property-val ue>
(webl ogi cAdni n:

j ndi Env=(j ava. nanming.factory.initial =webl ogi c. j ms. WappedI ni ti al Cont ext Factory,
java. nanming. provider.url="t3://host:port",
java.naning. security. princi pal =xxxx,
java. nani ng. security. credential s=yyyy))

</ confi g- property-val ue>
</ confi g- property>

See Example JNDI Configurations for Setting Credentials for more information.

11.3.3 Specifying a User Name and Password for Inbound Connections Using a
Connection Factory

The JMS resource adapter simplifies security interoperability with foreign application
servers by providing connection based security model using a new JNDI initial context
factory, webl ogi c. j ms. W appedl ni ti al Cont ext Fact ory. The resulting subject
is determined using the following rules:

* A subject is associated with each connection created using the connection user
name and password.

e If the connection is created without user name and password, then the JNDI user
name and password are used.

¢ All subsequent JMS operations use the resultant subject from the connection
creation call regardless of what is on the thread.

11.3.4 Specifying a User Name and Password for Outbound Connections

For outbound connections, you can use cr eat eConnecti on(j ava. | ang. Stri ng,
java.lang. String) APL

The JMS resource adapter does not provide configuration attributes to implement the
user name and password for outbound connections.

See Secure Communication for information about securing outbound communication.

Some foreign application servers may provide secure credentials between domains. If
so, consult your vendor documentation for more information.

11.4 Securing Credentials with Oracle Wallet

Oracle Wallet provides an simple and easy method to secure credentials between
multiple domains. It allows you to update credentials by updating the wallet instead
of having to change individual credentials.

To secure your credentials, you must:

* Create a wallet file and add the necessary credentials using the JMS resource
adapter encryption utility. This step creates a cwal | et . sso file at the specified
location that maps an alias to the secured credentials.

See Using the wljmsra Encryption Utility for more information.

¢ Provide the alias in the JMS resource adapter deployment descriptor or connection
pool configuration.
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® Provide the location of the cwal | et . sso file in the JMS resource adapter
deployment descriptor or connection pool configuration.

11.4.1 Example JNDI Configurations for Setting Credentials

The following table provide examples showing how you can set JMS resource adapter

JNDI environment properties.

JNDI Settings

Behavior

j ava. naning. security. principal =princi pal
j ava. naning. security. principal =princi pal

java. naning. security.credential s=credential s

java. nanming. security. princi pal =princi pal
java. naming. security.credential s=->alias

webl ogic.jns.wal letDir=dirctory

java. naning. security. principal =->al i asl
j ava. naning. security.credential s=->alias2

webl ogic.jns.wal letDir=dirctory

j ava. nani ng. security. principal =->al i as
java. naning. security.credential s=->

webl ogic.jns.wal letDir=dirctory

java. naning. security. principal =princi pal
java.naning. security.credential s=->

webl ogic.jns.wal letDir=dirctory

The JMS resource adapter runtime uses
the values of pri nci pal and
credenti al s to access Oracle
WebLogic Server destinations.

The JMS resource adapter runtime uses
the value of pri nci pal as the user
name and the value of al i as to retrieve
and use the password stored in the

cwal | et. sso file located in the
directory specified by the value of
directory.

The JMS resource adapter runtime uses
the value of al i as1 to retrieve and use
the user name and al i as2 to retrieve
and use the password stored in the
cwal | et. sso file located in the
directory specified by the value of
directory.

The JMS resource adapter runtime uses
the value of al i as to retrieve and use
the user name and password stored in
the cwal | et . sso file located in the
directory specified by the value of
directory.

The JMS resource adapter runtime uses
the value of pri nci pal as the user
name and the value of pri nci pal to
retrieve and use the password stored in
the cwal | et . sso file located in the
directory specified by the value of
directory.

11.4.2 Using the wljmsra Encryption Utility

The JMS resource adapter provides a command-line utility to add application
credentials into an Oracle Wallet file. To run the utility, change to the
W._HOWVEser ver /| i b directory and enter the following command to display the

valid commands:

java -jar wjmsra.rar help
Usage:

create <dir>: Create wallet under given directory.
add <alias> <value> [dir]: Add value using the alias.
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replace <alias> <value> [dir]: Replace value of the alias.
renove <alias> [dir]: Renove an alias.

dunp [dir]: List all aliases in the wallet.

hel p: This help.

The following example uses the encryption utility to create a wallet file in the
directory mywal | et :

java -jar wjnsra.rar create nywal | et
Info: Created wallet under directory 'nywallet'.

The following example uses the encryption utility to create an alias:

java -jar wjnsra.rar add user6 pwd6
Info: Added alias 'user6'.

The following example uses the encryption utility to replace an alias:

java -jar wWjnsra.rar replace user6 newpwd6
Info: Replaced alias 'user6'.

The following example uses the encryption utility to remove an alias:

java -jar wjnsra.rar renpve user6
Info: Renoved alias 'user6'.

The following example uses the encryption utility to list the aliases in a wallet:

java -jar wjnsra.rar dunp mywall et

Info: Aliases found in wallet under 'nywallet'.
user4

Info: 1 aliases found.

11.5 Secure Communication

Oracle recommends using SSL or t3s to secure information being sent.

See Configuring SSL in Administering Security for Oracle WebLogic Server for more
information.
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JMS Resource Adapter Deployment
Descriptor Elements and Properties

The Java Connector Architecture compliant deployment descriptor for the J]MS
resource adapter is named r a. xn . This file is used to integrate a WebLogic J]MS
client with supported foreign application servers.

The following topics provide information about the WebLogic JMS resource adapter
deployment descriptor file, r a. xnt :

¢ Example JMS Resource Adapter ra.xml File

JMS Resource Adapter Element Descriptions

JMS Resource Adapter Inbound Properties

JMS Resource Adapter Outbound Configuration Properties

* Administered Object Configuration Properties

12.1 Example JMS Resource Adapter ra.xml File

The following is an example r a. xm deployment descriptor file:

<?xnm version="1.0" encodi ng="UTF-8"?>

<connector xm ns="http://java.sun.conm xnl/ns/2ee"
xm ns: xsi ="http:// ww. w3. or g/ 2001/ XM.Schema- i nst ance"
xsi: schemalocation="http://java.sun.com xm /ns/j 2ee
http://java.sun.com xm /ns/j2ee/ connector _1_5. xsd"
version="1.5">

<di spl ay- name>Cracl e JMS Connect or </ di spl ay- name>
<vendor - nane>0r acl e Cor por ati on</ vendor - name>

<ei s-type>JMs</ ei s-t ype>

<resour ceadapt er - ver si on>2. 0</ r esour ceadapt er - ver si on>

<resour ceadapt er>
<resour ceadapt er - cl ass>webl ogi c. j ns. ra. Resour ceAdapt er | mpl </ r esour ceadapt er -
cl ass>

<confi g-property>
<confi g- property-nane>resour ceProvi der Defi ni ti ons</confi g- property-name>
<config-property-type>java.lang. String</config-property-type>
<confi g- property-val ue></confi g- property-val ue>

</ config-property>

<confi g-property>
<confi g- property-nanme>groupDefi niti ons</ confi g- property-nanme>
<confi g-property-type>java.lang. String</config-property-type>
<confi g- property-val ue>

()
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</ confi g-property-val ue>

</ confi g- property>

<out bound- r esour ceadapt er >

<.

¥rkxxkaakaxsk \WebLogi ¢ JMS Connection Factorigs **xxxxxkxxkxx

<l--  \ebLogi ¢ JM5 non- XA javax.jns. ConnectionFactory -->
<connection-definition>

<managedconnect i onf actory-cl ass>

webl ogi c. j ns. ra. W.ManagedConnect i onFact ory
</ managedconnect i onf act ory-cl ass>
<connectionfactory-interface>

webl ogi c. j ms. ra. W.Connect i onFact oryl nterface
</ connectionfactory-interface>
<connectionfactory-inpl-class>

webl ogi c. j ms. ra. W.Connect i onFact ory
</ connectionfactory-inpl-class>
<connection-interface>

webl ogi c. j ms. ra. W.Connecti onl nterface
</ connection-interface>
<connecti on-inpl - cl ass>

webl ogi c. j ms. ra. W.Connecti on
</ connection-i npl -cl ass>

</ connection-definition>

<I-- \eébLogic JM5 non- XA javax.j nms. QueueConnecti onFactory

<connection-definition>

<managedconnect i onf act ory-cl ass>

webl ogi c. j ms. ra. W.ManagedQueueConnect i onFact ory
</ managedconnect i onf act ory-cl ass>
<connectionfactory-interface>

webl ogi c. j ns. ra. W.QueueConnect i onFactoryl nterface
</ connectionfactory-interface>
<connectionfactory-inpl-class>

webl ogi c. j ms. ra. W.QueueConnecti onFact ory
</ connectionfactory-inpl-class>
<connection-interface>

webl ogi . j ms. ra. WQueueConnecti onl nterface
</ connection-interface>
<connecti on-inpl - cl ass>

webl ogi c. j ms. ra. W.QueueConnect i on
</ connection-i npl -cl ass>

</ connection-definition>

<I-- \ebLogic JM5 non- XA javax.j ns. Topi cConnecti onFactory

<connection-definition>

<managedconnect i onf act ory-cl ass>

webl ogi c. j ms. ra. W.ManagedTopi cConnect i onFact ory
</ managedconnect i onf act ory-cl ass>
<connectionfactory-interface>

webl ogi . j ms. ra. W.Topi cConnect i onFactoryl nterface
</ connectionfactory-interface>
<connectionfactory-inpl-class>

webl ogi c. j ms. ra. W.Topi cConnecti onFact ory
</ connectionfactory-inpl-class>
<connection-interface>

webl ogi c. j ms. ra. W.Topi cConnecti onl nterface
</ connection-interface>
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<connecti on-inpl -cl ass>
webl ogi c. j ms. ra. W.Topi cConnect i on
</ connection-i npl -cl ass>
</ connection-definition>

<I-- \ebLogic JM5 XA javax.]jns. ConnectionFactory -->

<connection-definition>
<managedconnect i onf actory-cl ass>
webl ogi c. j ns. ra. W.ManagedXAConnect i onFact ory
</ managedconnect i onf act ory-cl ass>
<connectionfactory-interface>
webl ogi c. j ms. ra. W.XAConnect i onFact oryl nterface
</ connectionfactory-interface>
<connectionfactory-inpl-class>
webl ogi c. j ms. ra. W.XAConnect i onFact ory
</ connectionfactory-inpl-class>
<connection-interface>
webl ogi c. j ms. ra. W.XAConnect i onl nter face
</ connection-interface>
<connecti on-inpl -cl ass>
webl ogi c. j ms. ra. W.XAConnect i on
</ connection-inpl -cl ass>
</ connection-definition>

<I-- \ebLogic JMS XA javax.jns. QeueConnectionFactory -->

<connection-definition>
<managedconnect i onf actory-cl ass>
webl ogi c. j ms. ra. W.ManagedXAQueueConnect i onFact ory
</ managedconnect i onf act ory-cl ass>
<connectionfactory-interface>
webl ogi c. j ns. ra. WXAQueueConnect i onFact oryl nter face
</ connectionfactory-interface>
<connectionfactory-inpl-class>
webl ogi c. j ms. ra. W.XAQueueConnect i onFact ory
</ connectionfactory-inpl-class>
<connection-interface>
webl ogi c. j ms. ra. W.XAQueueConnect i onl nterface
</ connection-interface>
<connecti on-inpl -cl ass>
webl ogi c. j ms. ra. W.XAQueueConnect i on
</ connection-i npl -cl ass>
</ connection-definition>

<I-- \eébLogic JMS XA javax.jns. Topi cConnectionFactory -->

<connection-definition>

<managedconnect i onf act ory-cl ass>

webl ogi c. j ms. ra. W.ManagedXATopi cConnect i onFact ory
</ managedconnect i onf act ory- cl ass>
<connectionfactory-interface>

webl ogi c. j ms. ra. W.XATopi cConnect i onFact oryl nter face
</ connectionfactory-interface>
<connectionfactory-inpl-class>

webl ogi c. j ms. ra. W.XATopi cConnect i onFact ory
</ connectionfactory-inpl-class>
<connection-interface>

webl ogi c. j ms. ra. W.XATopi cConnect i onl nterface
</ connection-interface>
<connection-inpl -cl ass>
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webl ogi c. j ms. ra. W.XATopi cConnect i on
</ connection-i npl -cl ass>
</ connection-definition>

<!__ khkkkkkkkkhkkkkkkkkk%x mscellaneous Outbound khkkkkkkkkkkhkkkkkkkx >
<transacti on- support >XATransacti on</transacti on- support>

<aut henti cati on- mechani sn
<aut henti cati on-mechani smtype>
Basi cPassword
</ aut henti cati on-mechani smtype>
<credential -interface>
j avax. resource. spi.security. Passwor dCredentia
</credential -interface>
</ aut henti cati on- mechani sn
<reaut henti cati on- support >f al se</reaut henticati on- support >

</ out bound- r esour ceadapt er >

<i nbound- r esour ceadapt er >
<nessageadapt er >
<nessagel i st ener>
<nessagel i st ener-type>
j avax. j ms. Messageli st ener
</ messagel i st ener-type>
<activationspec>
<activationspec-cl ass>
webl ogi c. j ms. ra. Acti vati onSpecl npl
</activationspec-class>
<requi red-confi g- property>
<confi g- property-nanme>Connect i onFact or y</ confi g- pr opert y- name>
</required-config-property>
<requi red-confi g- property>
<confi g- property-nane>Desti nati on</ confi g- property-nane>
</required-config-property>
<requi red-confi g- property>
<confi g- property-name>Desti nati onType</confi g- property-nane>
</required-config-property>
</activationspec>
</ messagel i st ener >
</ messageadapt er >

</i nbound- r esour ceadapt er >
<!__ kkkkkkkkkkkkkkkkk%x V\ébLOgIC J'vs mstlnatlons kkkkkkkkkkkkkkkkkx >

<!-- WeblLogic JMS javax.jnms. Queue, webl ogic.jns. extensions. \W.Destination -->
<adm nobj ect >
<admi nobj ect -i nterface>
webl ogi . j ns. ra. W.QueueAdni nl nterface
</ adm nobj ect-interface>
<admi nobj ect - cl ass>
webl ogi c. j ms. ra. W.QueueAdni n
</ adm nobj ect - cl ass>
</ adm nobj ect >

<!-- WeblLogic JMS javax.jns. Topi ¢, weblogic.jns.extensions. \WDestination -->
<adm nobj ect >
<admi nobj ect -i nterface>
webl ogi c. j ns. ra. W.Topi cAdni nl nterface
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</ adm nobj ect-interface>
<admi nobj ect - cl ass>
webl ogi c. j ms. ra. W.Topi cAdni n
</ adm nobj ect - cl ass>
</ adm nobj ect >

<l-- javax.naning. Context for |ooking up weblogic.jns.extensions. WDestination

<adm nobj ect >
<admi nobj ect -i nterface>
webl ogi c.j ms. ra. W.Dest i nati onCont ext I nterface
</ adm nobj ect-interface>
<admi nobj ect - cl ass>
webl ogi c. j ms. ra. W.Dest i nati onCont ext
</ adm nobj ect - cl ass>
</ adm nobj ect >

</ resour ceadapt er >

</ connect or >

12.2 JMS Resource Adapter Element Descriptions

The element hierarchy of the r a. xm deployment descriptor file is provided below.
The number of occurrences that is allowed is listed in braces and follows the element
name.

<connector> {1}
<display-name> {0 or 1}
<vendor-name {0 or 1}
<eis-type> {1}
<resourceadapter-version> {1}
<resourceadapter> {1}
<resourceadapter-class> {1}
<config-property> {0 or nor e}
<config-property-name> { 1}
<config-property-type> {1}
<config-property-value {0 or 1}
<outbound-resourceadapter> {1}
<connection-definition> {1 or more}
<managedconnectionfactory-class{ 1}
<config-property> {0 or nore}
<config-property-name> {1}
<config-property-type> {1}
<config-property-value {0 or 1}
<connectionfactory-interface> {1}
<connectionfactory-impl-class> { 1}
<connection-interface> {1}
<connection-impl-class> {1}
<transaction-support> {1}
<authentication-mechanism> {1}
<authentication-mechanism-type> { 1}
<credential-interface> {1}
<reauthentication-support> {1}
<inbound-resourceadapter> {1}
<messageadapter> {1}
<messagelistener> {1}
<messagelistener-type> {1}
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<activationspec> {1}
<activationspec-class> {1}
<required-config-property> {0 or nore}

<config-property-name> { 1}
<adminobject> {1 or nore}
<adminobject-interface> {1}
<adminobject-class> {1}
<config-property> {0 or more}
<config-property-name> { 1}
<config-property-type> {1}
<config-property-value {0 or 1}

12.2.1 activationspec

The <act i vat i onspec> child element of the <messagel i st ener > element is used
to specify an activation specification. The information includes fully qualified Java
class name of an activation specification and a set of required configuration property
names.

12.2.2 activationspec-class

The <acti vat i onspec- cl ass> child element of the <act i vat i onspec> element
is used to specify the fully qualified Java class name of the activation specification
class. This class must implement the j avax. r esour ce. spi . Acti vati onSpec
interface. The implementation of this class is required to be a JavaBean.

12.2.3 adminobject

The <admi nobj ect > child element of the <r esour ceadapt er > element is used to
specify information about an administered object. Administered objects are specific to
a messaging style or message provider. This contains information on the Java type of
the interface implemented by an administered object, its Java class name, and its
configuration properties.

12.2.4 adminobject-class

The <admni nobj ect - cl ass> child element of the <adni nobj ect > element is used
to specify the fully qualified name of the Java type of the interface implemented by an
administered object.

12.2.5 adminobject-interface

The <admi nobj ect - i nt er f ace> child element of the <admi nobj ect > element is
used to specify the fully qualified name of the Java type of the interface implemented
by an administered object.

12.2.6 authentication-mechanism

The <aut henti cati on- nechani sn® child element of the <out bound-
r esour ceadapt er > element specifies an authentication mechanism supported by
the resource adapter.

The Basi cPasswor d mechanism type should support the

j avax. resource. spi . security. Passwor dCredenti al interface. The Ker bv5

mechanism type should support the org. i et f.j gss. GSSCr edent i al interface or

the deprecated j avax. r esour ce. spi . security. Generi cCredenti al interface.
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12.2.7 authentication-mechanism-type

The <aut hent i cat i on- mechani smt ype> child element of the
<aut henti cati on- nechani sn element specifies the authentication mechanism.
Values are:

e Basi cPassword

e Kerbvb

12.2.8 config-property-name

The <conf i g- pr opert y- nanme> child element of the <conf i g- pr operty> or
<requi r ed- confi g- propert y> element defines the name of a configuration
property and is entered as a string. Valid names are specific to a resource adapter or
administered object.

12.2.9 config-property-type

The <confi g- property-type> child element of the <conf i g- pr operty>
el ement defines the data type of a configuration property value and is entered as a
java.lang. String.

12.2.10 config-property-value

The <confi g- property-val ue> child element of the <conf i g- pr operty>
el enent defines the value of a configuration property and is entered as a string.

12.2.11 connection-definition

The <connect i on-defi ni ti on> child element of the <out bound-
resour ceadapt er > element defines the classes and interfaces required by the Java
Connector Architecture specification to define connection factories.

12.2.12 connectionfactory-impl-class

The <connecti onfact ory-i m p-cl ass> child element of the <connect i on-
defi ni ti on> element defines the fully qualified name of the ConnectionFactory
class that implements resource adapter specific ConnectionFactory interface. See
http://java. sun. conf xm / ns/javaee/ connector_1 6. xsd for more
information.

12.2.13 config-property

The <confi g- propert y> child element of the <r esour ceadapt er > element,
<adminobject> element, and <connect i on- def i ni ti on> element that defines a
conversation property for a resource adapter administered objects. A configuration
property is defined in the same manner as it is defined in the standard connector
deployment descriptor.

12.2.14 connectionfactory-interface

The <connect i onf act ory-i nt er f ace> child element of the <connect i on-
defi ni ti on> element specifies the fully qualified name of the

Connect i onFact ory interface supported by the resource adapter. See ht t p: / /
j ava. sun. comf xm / ns/ j avaeel/ connect or _1 6. xsd for more information.
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12.2.15 connection-impl-class

The <connecti on-i m p- cl ass> child element of the <connect i on-

def i ni ti on> element specifies the fully qualified name of the connection class that
implements resource adapter specific connection interface. See ht t p: / /

j ava. sun. com xm / ns/ j avaee/ connect or _1_6. xsd for more information.

12.2.16 connection-interface

The <connecti on-i nt er f ace> child element of the <connect i on-defi ni ti on>
element specifies the fully qualified name of the connection interface supported by the
resource adapter.

12.2.17 connector
The <connect or > element is the root element of the WebLogic JMS resource adapter
deployment descriptor file, r a. xmi

12.2.18 credential-interface

The <aut henti cat i on- nechani sn® child element of the <out bound-
r esour ceadapt er > element specifies the interface that the resource adapter
implementation supports for the representation of the credentials.Values are:

e javax.resource.spi.security.PasswordCredenti al
e org.ietf.jgss. GSSCredenti al

e javax.resource.spi.security. GenericCredenti al

12.2.19 display-name

The <di spl ay- name> element is an optional element that specifies the JMS resource
adapter display name, a short name that can be displayed by GUI tools.

12.2.20 eis-type

The <ei s-t ype> element specifies the Enterprise Information System (EIS) resource
as JMS for this deployment descriptor file.

12.2.21 inbound-resourceadapter

The <i nbound- r esour ceadapt er > child element of the <r esour ceadapt er >
element is used to specify information about an inbound resource adapter. This
contains information specific to the implementation of the resource adapter library as
specified through the <messageadapt er > element.

12.2.22 managedconnectionfactory-class

The <managedconnect i onf act or y- cl ass> child element of the <connect i on-
def i ni ti on> specifies the fully qualified name of the Java class that implements the
j avax. resource. spi . ManagedConnect i onFact ory interface. This Java class is
provided as part of resource adapter's implementation of connector architecture
specified contracts. The implementation of this class is required to be a JavaBean. See
http://java. sun. conl xm / ns/j avaee/ connector_1 6. xsd for more
information.
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12.2.23 messageadapter

The <nessageadapt er > child element of the <i nbound- r esour ceadapt er >
element is used to specify messaging capabilities of the resource adapter. This contains
information specific to the implementation of the resource adapter library as specified
through the <messagel i st ener > element.

12.2.24 messagelistener

The <nmessagel i st ener > child element of the <messageadapt er > element is used
to specify the implementation of the message listener as specified through the
<nessagel i st ener -t ype> element.

12.2.25 messagelistener-type

The <nessagel i st ener - t ype> child element of the <messageadapt er > element
is used to specify the specific message listener supported by the messaging resource
adapter. It contains information on the Java type of the message listener interface and
an activation specification.

12.2.26 reauthentication-support

The <r eaut hent i cat i on- support > child element of the <out bound-

r esour ceadapt er > element specifies whether the resource adapter implementation
supports re-authentication of existing managed connection instances. Vaues are t r ue
orfal se.

12.2.27 required-config-property
The <r equi r ed- conf i g- pr opert y> child element of the <act i vat i onspec>
element is used to specify required properties.

12.2.28 resourceadapter
The <r esour ceadapt er > element encompasses the configuration of a single
resource adapter that is deployed to a foreign JMS provider.

12.2.29 resourceadapter-class
The <r esour ceadapt er - cl ass> child element of the <r esour ceadapt er >
element specifies the JMS resource adapter implementation class.

12.2.30 resourceadapter-version
The <r esour ceadapt er - ver si on> element specifies the release version number
for this deployment descriptor file.

12.2.31 outbound-resourceadapter

The <out bound- r esour ceadapt er > child element of the <r esour ceadapt er >
element defines the configuration that is used to connect to an Enterprise Information
System (EIS) from a foreign application server. The configuration defines connection
factories for the resource adapter.
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12.2.32 transaction-support

The <t r ansact i on- support > child element of the <out bound-
r esour ceadapt er > element specifies the level of transaction support provided by
the resource adapter. The value must be one of the following;:

e NoTransacti on
e Local Transacti on

e XATransaction

12.2.33 vendor-name

The optional vendor - nane element specifies the JMS resource adapter vendor,
Oracle Corporation, that can be displayed by GUI tools.

12.3 JMS Resource Adapter Inbound Properties

The following table provides information on additional properties used to configure
the MDBs that consume inbound messages.

Property Value Description
acknow edgeMbde Strin  SettoAut o- acknow edge or Dups- ok- acknow edge. This
g controls the quality-of-service (QoS) provided by listener threads

which consume messages and call the MDB's onMessage method.
Note: This release of the JMS resource adapter ignores this
property. A QoS at least as strong as Aut 0- acknowl edge is
always used. Future versions may honor requests for Dups- ok-
acknow edge.

Default is Aut 0- acknowl edge.

clientld Strin A string value used to identify a JMS client. If set, the connection(s)
g used by the listener threads are set to use this value.

Aclientl dis required for applications interoperating with
WebLogic Server JMS topics.

connecti onFactory Strin  The JNDI name of the connection factory.

g The JMS resource adapter uses this connection factory to create the
JMS connection it uses to receive messages for an MDB's
onMessage. If the exception queue is enabled, the JMS Connector
also uses a connection created from this connection factory for the
production of messages to the exception queue.
See the description of the useExceptionQueue property, in this
table, for more information.
If the onMessage method is configured to be XA transacted, then
the connection factory specified by this property must XA-backed.

You must supply a connect i onFact ory, it cannot be a nul |

value.
destination Strin  The JNDI name of the destination.
9 The JMS resource adapter receives messages from this destination

and passes the received messages to this MDB's onMessage.
You must supply a dest i nat i on, it cannot be a nul | value.
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Property Value Description
destinati onType JMBty  One of the following: j avax. j ms. Topi c,j avax. j ms. Queue,
pe javax.j ms. Desti nati on.
You must supply a dest i nati onType, it cannot be a nul | value.
excepti onQueue Strin  TheJNDI location of the jj avax. j ns. Queue used as the exception
g queue.
See Using an Exception Queue for more information.
Required when UseExcept i onQueue is t r ue, and ignored when
UseExcepti onQueueisfal se.
Fai | ureRetryl nterval | ong The amount of time, in milliseconds, an application server waits to

i ncl udeBodi esl nExcepti on bool e
Queue an

| i st ener Thr eadMaxl| dl eDur | ong
ation

| ogger Nane Strin

for a Wor kManager to allocate a listener thread for an endpoint.
Default is 60,000 milliseconds.

When t r ue, messages sent to the exception queue include the
message body. If many messages are sent to the exception queue
during normal operation and the message body has no use in the
exception queue, you can set the value to f al se to improve
performance. This property is ignored when using an Exception
Queueisf al se.

See Using an Exception Queue for more information.
There are two cases where this property does not apply:

e If the original message did not have a message body, then the
message sent to the exception queue will not have a message
body.

¢ If a copy of the original message can not be created for any
reason, then the original may be sent to the exception queue
instead. This may result in a message body being sent to the
exception queue.

Default valueist r ue.

The amount of time, in milliseconds, a listener thread which is not
receiving any messages is kept available before being returned to
the pool.

As long as an endpoint is active, idle threads are not dropped if the
result it causes the number of available threads to be less than the
value of minListenerThreads.

See minListenerThreads for more information.

Default value is 300,000.

The name used to obtain a logger for this endpoint (see
java.util .l ogging. Logger. get Logger).
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Property Value

Description

| ogLevel Level

maxDel i ver yCount i nt

maxLi st ener Thr eads int

Each log message has an associated severity level. The level gives a
rough guide to the importance and urgency of a log message.
Supported values are:

¢ Connecti onPool

e ConnectionOps

e Transacti onal Ops

¢ ListenerThreads

e | NFO

e CONFIG

e FINE

e FINER

e FINEST

e SEVERE

¢ WARNI NG

e COFF

If a message has a JM5XDel i ver yCount value greater than the
value of MaxDel i ver yCnt , the message is discarded.

If an exception queue is enabled, a copy of the message is sent to
the exception queue. If the value of MaxDel i ver yCnt is 0, no
messages are discarded.

See the description of the useExceptionQueue property, in this
table, for more information.

Note: When an MDB responds to a message by throwing an
exception, the message is not considered delivered and it may be
redelivered. If an MDB always respond to a given message by
throwing an exception, and MaxDel i ver yCnt is 0 to prevent
messages from ever being discarded, the result may be an MDB
stuck in an infinite loop that continuously fails to process the same
message.

Default value is 5.

The maximum number of listener threads created for an endpoint.

* For queues: Using more than one thread may be useful in
increasing the rate at which messages are consumed.

¢ For topics: This value should always be 1.Each listener thread
gets its own session and Topi cSubscri ber.

* For durable subscribers: This value can be greater than 1 if
multiple topic subscribers use the same subscription name
simultaneously and from multiple connections.

¢ For nondurable subscribers: Use one thread. Creating more
threads creates more subscribers which translates into more
copies of each message to process.

Default valueis 1.
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Property

Value

Description

maxTot al Li st ener Thr eads

messageSel ect or

m nLi st ener Thr eads

nolLocal

password

provi der Properties

i nt

Strin

i nt

bool e

an

Strin

Strin

The additional number of listener threads created for an endpoint.

The JMS resource adapter implements a fairness policy for
allocating threads whereby any destination which is below and
needs more threads can reallocate threads from any other endpoint
which has at least 2 more threads that it does.

See maxListenerThreads for more information.

This fairness policy continues functioning even if the application
server's Wr kManager does not grant the JMS resource adapter's
requests for additional maxTot al Li st ener Thr eads new threads.

Default value is 1000.

A selector expression used to filter messages sent to the MDB's
onMessage method. It is used filter messages for the JMS sessions
created for the listener threads.

Default value is null, no message filtering.

The minimum number of listener threads created for this endpoint.
Valid values are range from 1 to maxListenerThreads.
See maxListenerThreads for more information.

If the application server allows the creation of 1 or more listener
threads, but does not create that number of threads specified by
M nLi st ener Thr eads, the endpoint activation does not fail and
uses the available number of listener threads.

Default value is 1.

If t r ue, messages are not published locally.

In some cases, a connection may both publish and subscribe to a
topic. The subscriber noLocal attribute allows a subscriber to
inhibit the delivery of messages published by its own connection.

Default valueis f al se.

The password of the resource provider.

See Setting User Name and Password Properties for more
information

Default value is nul | .

A list of additional vendor specific properties defined as name/
value pairs separated by a comma (",").

For example:

ny_property_nanme=ny_property_val ue, anot her _propert
y_nane=anot her _property_val ue

See W.Connect i on in Java API Reference for Oracle WebLogic Server.
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Property Value Description

recei veTi neout | ong The amount of time, in milliseconds, the JMS resource adapter
waits for a message to arrive before exiting the current transaction.

The transaction manager limits the amount of time a transaction
lasts. Set this value such that such that the transaction manager
does timeout a transaction during onMessage unless there is a
problem with the transaction. For example: If the transaction
manager timeout is set to 30 seconds, and the onMessage routine
never takes more than 10 seconds unless there is a problem with the
transaction, then set this value to 200,000 (20 seconds).

Default value is 15,000.

subscriptionDurability bool e  When Dur abl e, specifies a subscription receives messages sent
an while a subscriber is not active.

Valid values are Dur abl e or NonDur abl e.

Requires Dest i nat i onType of j avax. j ms. Topi C or
javax. j ms. Dest i nat i on) and a non-null subscriptionName
property.

See the description of the useExceptionQueue property, in this
table, for more information.

Default value is NonDur abl e.

subscri pti onName Strin  The reference name mapped to a subscriber when creating a
g durable subscriber for the listener thread.

This property is required when the value of the
subscri ptionDur abi | i ty property is Dur abl e and
Desti nati onType isj avax.j ms. Topi c or
javax.j nms. Desti nati on. Ignored in all other cases.

For a given JMS server, a subscription name is assigned to at most
one MDB which must have at most one listener thread.

boolean Whent r ue, messages that would otherwise be discarded are sent
to the exception queue. Messages are normally sent to an exception
queue when the maxDeliveryCount value is exceeded. Requires a
valid exceptionQueue name.

useExcept i onQueue

See maxDeliveryCount for more information.

user Nane Strin  The user name of the resource provider.
9 See Setting User Name and Password Properties for more
information.

Default value is nul | .

12.4 JMS Resource Adapter Outbound Configuration Properties

Each JMS Connection Factory interface has its own <connect i on-defini ti on>
element. The <connect i on-def i ni ti on> defines classes and interfaces as required
by the Java Connector Architecture specification and it defines resource adapter
configuration properties. The configuration properties can be set in the r a. xim file or
set using the configuration tools provided by the Java EE container where this
resource adapter is deployed.

The following table lists the outbound configuration properties that are supported:
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Property Value Description
group Strin  The name of the group to associate with this connection definition.
9 See Configuring JMS Resource Adapter Connection Factory

Properties for more information.

r pResour ceLocati on Strin  Provides information to the resource adapter describing how to
g look up the JMS connection factory associated with the
<connect i on-defi ni ti on> element. Typically the form is:
connect or: connect or Nane/ r enot e- j ndi - nane.

The macros defined in a gr oupDef i ni t i on may be used as values
in this field.

See Configuring JMS Resource Adapter Connection Factory
Properties for more information.

aut oCl oseSessi on When t r ue, the JMS resource adapter attempts to close sessions
boolean  yhen closing connections.

This is a workaround for some foreign JMS providers that do not
close XA connections when a session is open.

provi der Cust om zati on Strin  Specifies the JMS-provider-specific custom code. The value is a
g fully qualified class name.

Provider custom code may customize anything for which the JMS
resource adapter customization API provides a hook, which may
include inbound, outbound and recovery scenarios. The

Provi der Cust o zat i on property need not be set if the J]MS
provider's connection factories implement the publ i ¢ Stri ng
get Or acl eJMSRAPr ovi der Cust omi zat i on() method. If both
are specified, the Pr ovi der Cust oni zat i on property (if not set to
a null or blank value) takes precedence over the

get Or acl eJMSRAPr ovi der Cust omi zat i on() method.

clientld Strin  Optional.
g All connections created from this connect i on-defi ni ti on have
the JMS cl i ent | Dset to the set C i ent | d value.

This should be used only when no cl i ent | d has been
preconfigured for the connection factory in the WebLogic Server
instance.

12.5 Administered Object Configuration Properties

The following administered object configuration properties are supported:

Property Value Description

group String The name of the group to associate with this connection definition.

See Configuring Destinations and Naming Contexts for more
information.
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Property

Value

Description

r pResour celLocat i on

r pCont ext Locat i on

String

String

Provides information to the resource adapter describing how to
look up the JMS connection factory associated with the
<connect i on-defi ni ti on> element. Typically the form is:
connect or: connect or Name/ r enot e- j ndi - nane.
connect or Name must be defined in the

resour ceProvi der Definitions.

See Basic Resource Provider Configuration for more information.
The macros defined in a gr oupDef i ni t i on may be used as
values in this field.

See Configuring Destinations and Naming Contexts for more
information.

Provides information to the resource adapter describing how how
to lookup the destination context that is used to locate the Queue or
Topic in a WebLogic Server instance. Typically the form is:
connect or: connect or Nanme/ . connect or Nanme must be
defined in the r esour cePr ovi der Def i ni ti ons.

See Basic Resource Provider Configuration for more information.
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