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Preface

This document describes how to configure and manage Oracle Stream Analytics
servers. Use Oracle Stream Analytics Visualizer for most administrative tasks. See
Using Visualizer for Oracle Stream Analytics.

This administration guide describes command-line utilities and programmatic
interfaces. The programmatic interfaces include management beans (MBeans) and
interfaces to manage server group and domain membership. The interfaces enable
developers to design and create a management console for their Oracle Stream
Analytics installation to be used by their administrators. The command-line utilities
are for administrators who prefer to conduct administrative tasks from the command
line.

This section identifies the audience for whom the document is intended.

This document is intended for Oracle Stream Analytics server administrators.

Related Documents

For more information, see the following;:

e Known Issues for Oracle SOA Products and Oracle AIA Foundation Pack at:
http:/ /www.oracle.com/ /technetwork/middleware/soasuite /documentation/
soaknown-2644661.html.

* Developing Applications for Event Processing with Oracle Stream Analytics
o Getting Started with Event Processing for Oracle Stream Analytics

®  Schema Reference for Oracle Stream Analytics

o Using Visualizer for Oracle Stream Analytics

* Customizing Oracle Stream Analytics

e Developing Applications with Oracle CQL Data Cartridges

* Oracle CQL Language Reference

e Java API Reference for Oracle Stream Analytics

* Using Oracle Stream Analytics

o Getting Started with Oracle Stream Analytics
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¢ Oracle Stream Analytics Forum: htt p: // f oruns. oracl e. com f or uns/
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Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Part |

Overview

This part provides an overview of server administration tasks and tools.

Overview contains the following chapter:

e Introduction to Server Administration
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Introduction to Server Administration

Oracle Stream Analytics server administration tasks involve creating domains and
administering domains, servers, and applications. This guide describes the server
administration tools you run from the command line to accomplish these tasks.

You can also use Oracle Stream Analytics Visualizer. Visualizer is a browser-based
tool that enables you to administer Oracle Stream Analytics servers and domains, and
to view, develop, configure and monitor aspects of Oracle Stream Analytics
applications and security. See Getting Started with Oracle Stream Analytics Visualizer
in Using Visualizer for Oracle Stream Analytics.

This chapter includes the following sections:
® Server-Provided Services

® Server Administration Tasks

e Server Life Cycle

e Server Domains

¢ Server Configuration

e Server Administration Tools

See also Java API Reference for Oracle Stream Analytics for information about the Oracle
Stream Analytics APIs described in this guide.

1.1 Server-Provided Services

An Oracle Stream Analytics server consists of logically related resources and services
to which you deploy Oracle Stream Analytics applications.

Services include:

* Network I/O: Server and client Internet Protocol (IP) port access, IPv4 and IPv6
support, and a variety of blocking and non-blocking network I/O providers.

® Security: Security services such as SSL, password stores, and authentication and
authorization providers.

* Jetty HTTP publish-subscribe server: Enables web clients to subscribe to channels
and publish asynchronous messages to these channels over HTTP.

® Java Management Extensions (JMX): Programmatic access to Oracle Stream
Analytics server and application behavior.

¢ JDBC data sources: Enables access to relational databases to store events for event
record and playback, and to access a table as an event source for Oracle CQL
queries.
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¢ HTTP publish-subscribe server: Pushes event messages to subscribed clients such
as the Oracle Stream Analytics Visualizer and your own Web 2.0 applications.

* Logging: Monitors and troubleshoots server and application operation.

1.2 Server Administration Tasks

Server administration tasks include creating and updating servers and domains;
configuring, starting, and stopping servers; and deploying and managing applications.

Create Servers and Domains

The primary administrative task in setting up an Oracle Stream Analytics platform is
creating and configuring the server domains. Oracle Stream Analytics supports
standalone-server domains and multiserver domains.

For more information, see:
e Standalone-Server Domains
e Multiserver Domains with Oracle Coherence

¢ Multiserver Domains with Native Clustering

Update Servers and Domains

Once you create an Oracle Stream Analytics server and domain, you can update it to
change its configuration or server group membership. See:

* Update a Standalone-Server Domain
e Update a Multiserver Domain

¢ Update a Multiserver Domain

Configure Servers

Once you create an Oracle Stream Analytics server and domain, you must configure
the various services they provide. See:

* NetworkI/O

® Security

* Jetty

¢ Configure JMX

e JDBC

e HTTP Publish-Subscribe Server
¢ Logging and Debugging

Start and Stop Servers

After you have created an Oracle Stream Analytics domain along with at least one
server, you start a server instance so you can then deploy applications and begin
running them. During upgrades and after some configuration changes, you must stop
and start the Oracle Stream Analytics server. See:

e Start and Stop a Server in a Standalone-Server Domain
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* Oracle Coherence: Start and Stop a Server in a Multiserver Domain

* Oracle Stream Analytics Native Clustering: Start and Stop a Server in a Multiserver
Domain

Note:

On a Windows Operating System, do not stop the Oracle Stream Analytics
server by clicking the Close button in the command prompt in which you
started it. Always stop the Oracle Stream Analytics server using the

st opw evs. cmd scriptor Gt rl - C.

Deploy Applications to Servers

Once you have created and configured an Oracle Stream Analytics server and domain,
you can deploy Oracle Stream Analytics applications. See:

¢ Standalone-Server Domain Application Deployment

* Target Server Groups

Manage Applications, Servers, and Domains

Once you have deployed applications to an Oracle Stream Analytics server and
domain, you must manage the applications to perform tasks such as monitor the
performance and perform upgrades. See:

e Server Administration Tools

* Manage with J]MX

1.3 Server Life Cycle

The states in the life cycle of an Oracle Stream Analytics server are specific to itself.
They are not OSGi bundle states.

Figure 1-1 shows a state diagram for the Oracle Stream Analytics server life cycle. In
this diagram, the state names (STARTI NG, RUNNI NG, and SHUTTI NG_DOWN)
correspond to the Ser ver Runt i meMBean.get St at e method return values. These
states are specific to Oracle Stream Analytics.
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Figure 1-1 Server Life Cycle State Diagram
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1.3.1 Server Startup Actions
After you start the Oracle Stream Analytics server, it performs the following actions:
1. Starts core engine bundles.
2. Starts Oracle Stream Analytics bundles and extension libraries.
3. Registers MBeans.
4. Oracle Stream Analytics server state is now STARTI NG
5. Starts application libraries and then application bundles.

6. Oracle Stream Analytics server state is now RUNNI NG

1.3.2 Server Shutdown Actions

After you shut down the Oracle Stream Analytics server, it performs the following
actions:

1. Oracle Stream Analytics server state is SHUTTI NG_DOWN.
2. Unregister Ser ver Runt i meMBean.
Oracle Stream Analytics server ceases to have a state.
3. Shuts down Oracle Stream Analytics bundles.
4. Shuts down application bundles.
5. Shuts down core engine bundles.

1.4 Server Domains

An Oracle Stream Analytics domain is the management unit of a set of one or more
servers.

There are two types of domains:
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¢ Standalone-server domain: A domain that contains a single server. This is default
type of domain created by the Configuration Wizard and is the starting point for a
multiserver domain. See Standalone-Server Domains.

* Multiserver domain: A domain that contains two or more servers that share the
same unicast address, unicast port, multicast address, multicast port, domain, and
security provider. The multicast address, multicast port, and domain are
configured in the conf i g. xm file for each server in the domain. You can create
server groups within a multiserver domain and deploy applications to each server
in the specified server group. The servers within a multiserver domain can be
located on the same computer or on separate computers.

1.5 Server Configuration

You can configure the server and configure applications deployed to the server and
perform the asks statically or dynamically. Static configuration involves editing XML
files. Dynamic configuration involves manipulating management beans (MBeans).

You can use Oracle Stream Analytics Visualizer, the wl evs. Adm n command-line
tool, or JMX APIs to do it programmatically.

Static Configuration

There are some server configuration tasks that you can only perform statically, such as
configuring Jetty.

To configure the server statically:
1. Stop the Oracle Stream Analytics server.

2. Edit the Oracle Stream Analytics server confi g. xm file located in the server's
domain directory

3. Start the Oracle Stream Analytics server.

Dynamic Configuration

There are some server configuration tasks that you can perform dynamically using
JMX and MBeans. In this case, you do not have to manually stop and start the server
for the changes to take effect.

After you deploy an application, you can dynamically change its configuration and the
configuration of its individual components by manipulating the MBeans that the
Oracle Stream Analytics server automatically creates for the application and its
components. A typical task is to dynamically configure the Oracle CQL rules for the
processors of a deployed application, using the Oracle Stream Analytics Visualizer,

W evs. Adm n command-line utility, or JMX.

Related Information

For more information, see:
¢ Configure Servers

e  About the wlevs.Admin Command-Line Reference

o JMX.
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1.5.1 Server Configuration Files

All server files are contained in a single server directory. The main server
configuration file is conf i g. xm , which is where you configure the server services
and specify the domain to which the server belongs.

By default, the Configuration Wizard creates server domains in the / Or acl e/
M ddl ewar e/ my_oep/ user _pr oj ect s/ domai ns directory. The following list
describes the important server files and directories that are in each domain:

e depl oyrment s. xm : An XML file that contains the list of applications, packaged as
OSGi bundles, that are currently deployed to the Oracle Stream Analytics instance
of this domain. You never update this file manually to deploy applications. Use the
Deployer tool instead.

e startw evs. cnd: A command file which starts an instance of an Oracle Stream
Analytics server. The UNIX equivalent is st art W evs. sh.

e stopw evs. crd: A command file which stops an instance of an Oracle Stream
Analytics server. The UNIX equivalent is St opwl evs. sh.

e config/config.xm : An XML file which describes the configured services for
the Oracle Stream Analytics server instance. Services include logging, debugging,
Jetty Web Service, and JDBC data sources.

e config/security*:Files that configure security for the domain.

e config/atnstore.txt:A file which lists the configured users and user groups
for the domain.

1.5.2 Edit the config.xml File

The most efficient way to configure an Oracle Stream Analytics server is to use one or
more of the Oracle Stream Analytics administration tools described in Server
Administration Tools. You can also perform Oracle Stream Analytics server
configuration by editing the Oracle Stream Analytics server confi g. xm file.

Caution:

If you update the confi g. xm file manually to change the configuration of
an Oracle Stream Analytics server, you must restart the server for the change
to take effect.

You can configure the following server objects and features using the confi g. xm
file. The referenced sections describe the exact elements you must add or update:

e How the servers in a multiserver domain are configured together. This includes the
multicast address and multicast port, the server groups, and so on. See:

— Standalone-Server Domains
— Multiserver Domains with Oracle Coherence
— Multiserver Domains with Native Clustering

e Network I/0O. See Network I/0.
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® Security. See Security.
* Jetty, an open-source, standards-based, full-featured Java Web Server. See Jetty.

* JMX, required to use the Oracle Stream Analytics Visualizer, M evs. Adm n utility,
and Deployer utility See JMX .

e JDBC data source, used to connect to a relational database. See JDBC.
¢ HTTP publish-subscribe server. See HTTP Publish-Subscribe Server.

¢ Logging and debugging properties of the server. By default, the log level is set to
NOTI CE. See Logging and Debugging.

The following example shows a sample confi g. xm that contains configurations for
some of these services.

<?xnl version="1.0" encodi ng="UTF-8"?>
<I--Sanple XM file generated by XM.Spy v2007 sp2 (http://wwm al tova.con)-->
<nl:config
xsi : schemaLocation="http://wwuv. bea. com ns/w evs/ confi g/ server w evs_server_config.xsd"
xm ns:nl="http://ww:. bea. com ns/w evs/ config/server"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance" >
<neti o>
<name>Net | O</ name>
<port >9002</ port >
</netio>
<neti o>
<name>ssl| Net | o</ name>
<ssl - confi g- bean- name>ssl Confi g</ ssl - confi g- bean- name>
<port >9003</ port >
</netio>
<wor k- manager >
<name>Jet t yWor kManager </ nane>
<m n-t hreads- constrai nt >5</ mi n-t hr eads- const r ai nt >
<mex-t hreads- const rai nt >10</ max-t hr eads- const rai nt >
</ wor k- manager >
<jetty>
<name>Jet t yServer </ name>
<net wor k- i 0- name>Net | O</ net wor k- i o- name>
<wor k- manager - name>Jet t yWor kManager </ wor k- manager - name>
<secur e- net wor k- i o- name>ssl Net | o</ secur e- net wor k- i o- name>
</jetty>
<rm>
<name>RM </ name>
<htt p-servi ce-name>Jet t yServer </ htt p- servi ce- nane>
</rm>
<j ndi - cont ext >
<name>JNDI </ nane>
</jndi - cont ext >
<export ed-j ndi - cont ext >
<name>export edJndi </ name>
<rm-service-name>RM </ rni - servi ce- name>
</ exported-j ndi - cont ext >
<j mx>
<rm-service-name>RM </ rni - servi ce- name>
<j ndi - servi ce-name>JNDI </ j ndi - servi ce- name>
</jm>
<ss| >
<name>ss| Conf i g</ name>
<key-store>./ssl/evsidentity.]jks</key-store>
<key- st or e- pass>
<passwor d>{ Sal t ed- 3DES} j 4XEt uXmmvEl 4M NI nwg0A==</ passwor d>
</ key- st or e- pass>
<key-store-al i as>evsi dentity</key-store-alias>
<key- manager - al gor it hm>SunX509</ key- manager - al gori t hm»
<ssl - prot ocol >TLS</ ssl - prot ocol >
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<enforce-fips>fal se</enforce-fips>
<need-cl i ent - aut h>f al se</ need-cl i ent -aut h>
</ssl>
<ht t p- pubsub>
<nane>pubsub</ name>
<pat h>/ pubsub</ pat h>
<pub- sub- bean>
<server-config>
<nane>/ pubsub</ name>
<supported-transport>
<types>
<el ement >l ong- pol | i ng</ el enent >
</types>
</ support ed-transport>
<publ i sh-wi t hout - connect - al | owed>t r ue</ publ i sh-wi t hout - connect - al | owed>
</ server-config>
<channel s>
<el ement >
<channel - patt ern>/ evsnoni t or </ channel - pat t er n>
</ el ement >
<el ement >
<channel - patt ern>/ evsal ert </ channel - patt ern>
</ el ement >
<el ement >
<channel - pat t er n>/ evsdomai nchange</ channel - pat t er n>
</ el ement >
</ channel s>
</ pub- sub- bean>
</ htt p- pubsub>
<cl uster>
<server - nane>product i onSer ver </ ser ver - nane>
</cluster>
<domai n>
<nane>oep_donai n</ nane>
</ domai n>

1.5.3 Manage Configuration History

When you deploy an application to a server, the server creates a configuration history
for the application. Any configuration changes you make to the application are
recorded in this history. You can view and roll back (undo) these changes with Oracle
Stream Analytics Visualizer or the wl evs. Admi n tool.

1.5.4 Configure the Server bootclasspath

Use the - Xboot cl asspat h command to set the search path for bootstrap classes and
resources. For example, you can use this command to satisfy server dependencies
beyond those set by the server configuration file (conf i g. xm ). You can also use this
command to satisfy application and application library dependencies beyond those set
by application import statements and found in the library and library extensions
directories.

Configure the bootclasspath:

1. Change directories to the server directory of the domain for which you want to
configure the bootclasspath.

The location is:

/ Oracl e/ M ddl ewar e/ my_oep/ user _proj ect s/ donmai ns/ <domai nname>/
<server _nanme>

2. In the server directory, open the start script (st art W evs. sh or
startw evs. cnd, depending on your operating system) in an editor.
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3.

5.

Locate the following line:

"$JAVA_HOME/ bi n/j ava" $JVM ARGS $JVM D64 $DEBUG ARGS -
Dwl evs. home="$USER I NSTALL_DIR' -jar "${USER I NSTALL_DI R}/ bin/w evs.jar" $ARGS
/wevs.jar

Set the - Xboot cl asspat h/ a option to the full path name of the native library
you are going to use.

For example, if you want to use the native library nynat i vel i b located in Oracle
Stream Analytics server directory XJSER_| NSTALL_DI R% bi n, update the j ava
command in the start script as follows.

The example is broken for readability. Put the full command on one line.

Y%JAVA_HOVE% bi n\j ava - Dwl evs. home=%JSER_| NSTALL_DI R% - Dbea. honme=%BEA HOVE%
- Xboot cl asspat h/ a:\ Oracl e\ M ddl war e\ my_oep\ oep\ bi n\ nynativelib.jar

-jar "9JSER INSTALL_DI R% bin\wl evs.jar"

-disabl esecurity %4 R 9B % % %

If Oracle Stream Analytics is running, restart it so it reads the new j ava option and
data source information. See Start and Stop Servers.

1.6 Server Administration Tools

This section describes the server administration tools that you can use to administer
Oracle Stream Analytics servers, domains, and applications.

Configuration Wizard. A Java application that you can invoke graphically to create
and update Oracle Stream Analytics servers and domains. For the 12.1.3 release,
the Configuration Wizard can generate an Oracle database configuration only. See
Standalone-Server Domains.

W evs. Adm n command-line utility. A Java application that you can invoke
locally or remotely to perform a wide variety of Oracle Stream Analytics server,
domain, and application administration tasks. See About the wlevs.Admin
Command-Line Reference.

Deployer command-line utility. A Java application that you can invoke locally or
remotely to perform application deployment and application administration tasks.
See Deployer Command-Line Reference.

Security administration utilities. See Security Utilities Command-Line Reference.

JMX. A set of standards-based interfaces that enable you to perform server,
domain, and application administration tasks using JMX and management beans
(MBeans). See JMX .
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Standalone-Server Domains

This part describes how to create and update a standalone-server domain.

Standalone-Server Domains contains the following chapters:
¢ Standalone-Server Domains

¢ Standalone-Server Domain Application Deployment






2

Standalone-Server Domains

An Oracle Stream Analytics standalone-server domain contains a single Oracle Stream
Analytics server. By default, the Configuration Wizard creates a standalone-server
domain, which can be the starting point for a multiserver domain.

This chapter includes the following sections:
¢ Configuration Wizard

* Create a Standalone-Server Domain

e Update a Standalone-Server Domain

® Start and Stop a Server in a Standalone-Server Domain

2.1 Configuration Wizard
The Configuration Wizard is an administration tool that enables you to create a new
domain or update an existing domain. You can use the Configuration Wizard in
graphical mode (interactive) or silent mode.

Silent mode is non-interactive and requires an XML properties file for selecting
configuration options. You can run silent-mode configuration as part of a script or
from the command line. The advantage to silent-mode configuration is that if you plan
to create a multiserver domain, you can set the domain configuration options once and
use the same options to set the configuration on the other servers.

The following procedures show how to perform the create and update operations in
graphical mode and in silent mode. You can update only the listen port and the JDBC
data source configuration of a standalone-server domain.

You can Create New Domain with Samples and Update Domain with Samples similar
to Create New Domain and Update Domain. See Create a Standalone-Server Domain
and Update a Standalone-Server Domain.

2.2 Create a Standalone-Server Domain

Use the Configuration Wizard to create a new domain to which to deploy your
applications. The Configuration Wizard creates a single default server in the domain.
All of the server files are in a subdirectory of the domain directory. The domain
directory has the same name as the server.

You also configure the following:

* Server administration user name and password.

e A database or database driver that is different from the default.
¢ Server listen port.

* Password for the identity keyst or e and pri vat e keystore.
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2.2.1 Create a Standalone-Server Domain in Graphical Mode

Once launched, the Configuration Wizard in graphical mode is self-explanatory, but
the full procedure is provided here for your information.

1.

2.

10.

Gotothe/ Oracl e/ M ddl ewar e/ my_osa/ osa/ conmon/ bi n directory.

Run the conf i g command to start the wizard:

UN X:
.Iconfig.sh

W ndows: config.cmd

The Oracle Welcome screen displays.

Click Next.

The Choose Create or Update Domain screen displays.

In the Choose Create or Update Domain window, select Create a New OSA
Domain and click Next.

The Configure Administrator Username and Password screen displays.

In the Configure Administrator Username and Password screen, enter the
following:

User name: osaadmni n User password: wel conel Confirm user password:
wel conel.

Click Next.

Enter basic configuration information about the default server in the domain. In
particular:

The Configure Server screen displays.

¢ Enter the name of the default server. This name is also used for the name of the
directory that contains the default server files.

¢ The listen port for Oracle Stream Analytics itself. Default is 9002.

In the Configure Server screen, enter the server name and listen port as follows:

Server name: The name of the default server. This name is also the name of the
directory that contains the default server files.

Server listen port: The port where Oracle Stream Analytics listens for events. The
default is 9002.

Click Next.
The Configure Domain Identity Keystore screen displays.

In the Configure Domain Identity Keystore screen, enter the following:

Keystore file: Accept the default. Keystore password: wel cormel. Confirm
keystore password: welcomel.

By default, the password for the certificate private key is the same as the
password for the domain identity keystore.
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11. Click Next.

The Configuration Options screen displays.

12. In the Configuration Options screen, decide whether or not to update the JDBC
data source configuration.

If you select No, no JDBC data source is configured. If you select Yes, you proceed
to the page in which you can enter the JDBC data source information.

a. To create a JDBC data source:

e Select Yes and click Next.

The Configure Database Properties screen displays.

¢ In the Configure Database Properties screen, enter the new JDBC data
source values.

In the top section, enter the data source name, type, driver name and
location.

In the lower section, enter information about the data base to which this
data source connects.The JDBC connection URL is generated based on the
information you enter.

¢ Click Next.
The Create OSA Domain screen displays
b. To not create a JDBC data source, select No and click Next.
The Create OSA Domain screen displays.

13. In the Create OSA Domain screen, enter the following information:
Domain name: The name of the new domain. Domain location: Accept the default.

The Configuration Wizard creates the domain in the domain location directory
with the domain name that you specified

14. Click Create.
The Creating Domain screen displays.

If the creation of the domain succeeds, a message similar to the following displays
in the information window:

Domai n created successful | y!
Domai n location: C\Cracl e\ M ddl ewar e\ my_osa\ user _proj ect s\ domai ns\ osa_domai n

15. Click Done to exit Configuration Wizard.

16. Go to the domain location to see the domain you just created.

2.2.2 Create a Standalone-Server Domain in Silent Mode

Silent mode is a non-interactive way to update a domain and requires an XML
properties file for selecting configuration options.

¢ Create an XML Properties File

e Use Silent Mode and Generate a Log File
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e Return Exit Codes to the Command Window

2.2.2.1 Create an XML Properties File

To create an XML properties file:

1. On the computer on which you want to run the Configuration Wizard in silent
mode, create an empty file in an XML editor.

The file name can be anything, as long as it has an . xm extension. For this
procedure, the file nameis si | ent . xm .

2. Copy the contents of the following sample XML file into the si | ent . xni file.

<?xnml version="1.0" encodi ng="UTF-8"?>
<bea-instal l er xm ns="http://ww.bea.conl pl at eng/ w evs/ config/silent">
<input-fields>
<dat a- val ue name="CONFI GURATI ON_OPTI ON"' val ue="cr eat eDomai n" />
<dat a-val ue name="USERNAME" val ue="w evs" />
<dat a-val ue name="PASSWORD" val ue="w evs" />
<dat a- val ue name="SERVER_NAME" val ue="ny_w evs_server" />
<dat a- val ue name="DOVAI N_NAME" val ue="nyDomai n" />
<dat a- val ue name="DOVAI N_LOCATI ON'
val ue="C:\ Oracl e\ M ddl ewar e\ my_osa\ user _pr oj ect s\ domai ns" />
<dat a- val ue name="NETI O_PORT" val ue="9002" />
<dat a- val ue name="KEYSTORE_PASSWORD" val ue="ny_keystore_password" />
<dat a- val ue name="PRI VATEKEY_PASSWORD" val ue="ny_pri vat ekey_password" />
<dat a-val ue name="DB_URL" val ue="j dbc: oracl e: t hi n: @ocahost : 1521: XE" />
<dat a- val ue name="DB_USERNAME" val ue="db_user" />
<dat a- val ue name="DB_PASSWORD" val ue="db_password" />
</input-fields>
</bea-installer>

3. Inthesilent.xm file, edit the values for the keywords shown in Table 2-1 to
reflect your configuration.

For example, to create a new domain in the / Or acl e/ M ddl ewar e/ ny_osa/
finance_proj ect s/ domai ns directory, update the corresponding <dat a-
val ue> element as follows

<dat a- val ue name="DOVAI N_LOCATI ON'
val ue="/ Oracl e/ M ddl ewar e/ ny_osal f i nance_pr oj ect s/ domai ns" />

Table 2-1 Values for the silent.xml File
- - - - - - - |

For this data-value Enter the following value...
name...

CONFI GURATI ON_OPTI Whether you want to create a new domain with a default
ON server or update a server in an existing domain.

Valid values are cr eat eDonmi n or updat eDonai n or
updat eDomai nW t hSanpl e or

cr eat eDomai nW t hSanpl e. Default value is

cr eat eDoni n.

Assign cr eat eDomai nW t hSanpl e to Create New Domain
with Samples.

Assign updat eDormai nW t hSanpl e to Update Domain with
Samples.
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Table 2-1 (Cont.) Values for the silent.xml File
]

For this data-value
name...

Enter the following value...

EXI STI NG_DOMAI N_PA
TH

The full path name of an existing server in the domain.

Use this option only when updating an existing server in a
domain.

USERNAME The user name of the administrator of the created or updated
server in the domain.

PASSVWORD The password of the administrator of the created or updated
server in the domain.

SERVER_NAME The name of the new server in this domain. This name will
also be used as the name of the directory that contains the
server files.

DOVAI N_NAME The name of the domain.

DOVAI N_LOCATI ON

The full name of the directory that will contain the domain.

The standard location for Oracle Stream Analytics domains
is/ Oracl e/ M ddl ewar e/ ny_osa/ user _pr oj ect s/
domai ns.

NETI O_PORT

The port number to which the Oracle Stream Analytics server
instance listens.

KEYSTORE_PASSWORD

The password for the Oracle Stream Analytics identity
keystore.

PRI VATEKEY_PASSWOR
D

The password for the certificate private key.

The default value of this option is the value of the
KEYSTORE_PASSWORD.

DB_URL

The URL used to connect to a database using JDBC. This
option is used to configure the data source.

The database configuration parameters are optional; if you do
not specify them, then no data source is configured for the
server.

DB_USERNAME

The name of the user that connects to the database via the data
source.

The database configuration parameters are optional; if you do
not specify them, then no data source is configured for the
server.

DB_PASSWORD

The password of the user that connects to the database via the
data source.

The database configuration parameters are optional; if you do
not specify them, then no data source is configured for the
server.

4. Save the file in a directory of your choice.

2.2.2.2 Use Silent Mode and Generate a Log File

1. Gotothe/ Oracl e/ M ddl ewar e/ nmy_osa/ oep/ conmon/ bi n directory:
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2. Run the confi g command to start the wizard in silent mode and generate a log file
to catch failures do to incorrect XML property entries:

UNIX:
.lconfig.sh -mode=silent -silent_xm=path_to_xm _file -1og=/1o0gs/create_domain.|og

W ndows: config.cnd -node=silent -silent_xm=path_to xm file -10g=/1ogs/
create_domain. | og

pat h_to_xm _fil e is the full path name to the XML properties file you created
creat e_domai n. | og specifies to create a log file in the domain directory.

The command does not return any messages if it completes successfully. See
Return Exit Codes to the Command Window to get information about the success
or failure of the silent execution of the Configuration Wizard.

2.2.2.3 Return Exit Codes to the Command Window

When you run in silent mode, the Configuration Wizard generates exit codes that
indicate the success or failure of the creation and configuration of the domain. These
exit codes are shown in the following table.

Table 2-2 Exit Codes
-

Code Description

0 Configuration Wizard execution completed successfully

-1 Configuration Wizard execution failed due to a fatal error

-2 Configuration Wizard execution failed due to an internal XML parsing
error

The following example provides a sample Windows command file that runs the
Configuration Wizard in silent mode and echoes the exit codes to the command
window from which the script is executed.

rem Execute the Configuration Wzard in silent mode

@cho of f

config.cmd -nmode=silent -silent_xm=c:\scripts\silent.xm -1og=C\Iogs
\ create_donai n. | ogs

@em Return an exit code to indicate success or failure
set exit_code=%ERRORLEVEL%

@cho.

@cho Exitcode=%xit_code%
@cho.

@cho Exit Code Key

@cho ---------mun-nn

@cho 0=Configuration Wzard conpl eted successfully
@cho -1=Configuration Wzard failed due to a fatal error
@cho -2=Configuration Wzard failed due to an internal XM. parsing error

@cho.

2.3 Update a Standalone-Server Domain

Use the Configuration Wizard to update an existing standalone-server domain.

You can update only the listen port and the JDBC data source configuration.
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2.3.1 Update a Standalone-Server Domain in Graphical Mode

Once launched, the Configuration Wizard in graphical mode is self-explanatory, but
the full procedure is provided here for your information.

1.

2.

10.

Gotothe/ Oracl e/ M ddl ewar e/ my_osa/ osa/ conmon/ bi n directory.

Run the conf i g command to start the wizard:

UN X:
.Iconfig.sh

W ndows: config.cmd

The Oracle Welcome screen displays.

Click Next.

The Choose Create or Update Domain screen displays.

In the Choose Create or Update Domain window, select Updating an existing
Oracle Stream Analytics domain.

Click Next.
The Choose an Existing OSA domain screen displays.

In the Choose an Existing OSA domain screen text box, enter or browse for the full
path name to the server directory for the server that you want to update.

In this example, the value is C: \ Or acl e\ M dd| ewar e\ ny_osa
\user _proj ect s\ domai ns\ nyDomai n\ pr oducti onSer ver.

Click Next.
The Choose an Existing OSA Domain screen displays.

In the Choose an Existing OSA Domain screen, select the path to the domain that
you want to update from the drop-down list and click Next .

The Configure Server screen displays. The Server name field is grayed out, but
you can change the value in the Server listen port field.

Note:

To prevent any conflicts when all servers are running at the same time, be sure
that you do not enter the same values used by other servers in the domain.

In the Configure Server screen, either change the listen port and click Next or click
Next without changing the listen port.

The Configuration Options screen displays.

In the Configuration Options screen, decide whether to update the JDBC data
source configuration.

To update the JDBC data source configuration:

a. In the Configuration Options screen, select Yes and click Next.

The Configure Database Properties screen displays.
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11.

b. In the Configure Database Properties screen, enter your changes and click
Next.

The Create OSA Domain screen displays.
To leave the JDBC data source configuration unchanged:

a. Inthe Configuration Options screen, select No.

b. Click Next.
The Create OSA Domain screen displays.

In the Create OSA Domain screen, click Update to update the server.

2.3.2 Update a Standalone-Server Domain in Silent Mode

Silent mode is a non-interactive way to update a domain and requires an XML
properties file for selecting configuration options.

1. Create an XML properties file that contains the updates that you want to make.

S

ee Return Exit Codes to the Command Window if you need information about

how to create the file, but handle the update settings as follows:

Set CONFI GURATI ON_OPTI ONto updat eDomai n.

Set EXI STI NG_DOVAI N_PATH to the full path name of the server directory that
contains the server files that you want to update.

Do not set the DOVAI N_NAME and DOVAI N_LOCATI ON options. This is because
the Configuration Wizard already knows these values, based on what you
entered for EXI STI NG_DOVAI N_PATH.

Set the listen port to the new values.Be sure that the new server configuration
options, such as NETI O_PORT are different than the options for any other
servers in the domain.

Set the JDBC data source options to the new values. The database options can be
the same if you want the updated server to connect to the same database as the
other servers.

The following XML properties file updates the listen port (NETI O_PORT) and data
source settings for \ ~mydomai n\ pr oduct i onSer ver.

<?xnm version="1.0" encodi ng="UTF-8" ?>
<bea-instal l er xm ns="http://ww.bea.conl pl at eng/w evs/ config/silent">

<input-fields>
<dat a- val ue name="CONFI GURATI ON_OPTI ON" val ue="updat eDomai n" />
<dat a- val ue name="EXI STI NG_DOVAI N_PATH'
val ue="C:\ Oracl e\ M ddl ewar e\ ny_oep\ user _pr oj ect s\ domai ns\ myDomai n

\ productionServer" />

<dat a- val ue name="NETI O_PORT" val ue="9102" />
<dat a-val ue name="DB_URL" val ue="j dbc: oracl e: thi n: @ocahost : 1521: XE" />
<dat a- val ue name="DB_USERNAME" val ue="db_user" />
<dat a- val ue name="DB_PASSWORD" val ue="db_password" />
</input-fields>

</bea-installer>

2. Gotothe/ Oracl e/ M ddl ewar e/ my_osa/ oep/ common/ bi n directory.

3. Run the confi g command to start the wizard in silent mode and generate a log
file:
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UNIX:
.lconfig.sh -mode=silent -silent_xm=path_to_xm _file -l1og=/1o0gs/create_domain.|og

W ndows: config.cnd -node=silent -silent_xm=path_to xm file -10g=/1ogs/
create_domain. | og

pat h_to_xm _fil e is the full path name to the XML properties file you created
creat e_domai n. | og specifies to create a log file in the domain directory.

The command does not return any messages if it completes successfully. See
Return Exit Codes to the Command Window to get information about the success
or failure of the silent execution of the Configuration Wizard.

2.4 Start and Stop a Server in a Standalone-Server Domain

You can start and stop an Oracle Stream Analytics standalone-server with any of the
command-line scripts or with Oracle Stream Analytics Visualizer.

For information about Visualizer, see Using Visualizer for Oracle Stream Analytics.

Start a Standalone-Server with the startwlevs Script

Stop a Standalone-Server with the stopwlevs Script.

2.4.1 Start a Standalone-Server with the startwlevs Script

Each Oracle Stream Analytics server directory contains a command script that starts a
server instance. By default, the script is called st art W evs. cnmd (Windows) or
startw evs. sh (UNIX).

1.

Ensure that the JAVA_HOVE variable in the server start script points to the correct
JDK. If it does not, edit the script.

The server start script is located in the server directory under the main domain
directory. For example, the default server directory for the HelloWorld domain is
in/ Oracl e/ M ddl ewar e/ ny_osa/ oep/ exanpl es/ domai ns/

hel | owor | d_donai n/ def aul t server.

Open a command window and change to the server directory of the domain
directory. For example, to start the HelloWorld sample server:

cd C:\Oracl e\ M ddl ewar e\ nmy_osa\ oep\ exanpl es\ domai ns\ hel | owor | d_donai n
\ def aul t server

Note:

You must run the start scripts from within the target directory. Oracle Stream
Analytics does not support relative directory paths.

Run the st art w evs. cnd (Windows) or st art w evs. sh (UNIX) script:

startw evs. cnd
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Note:

On HP-UX, to avoid an Qut Of Menor yEr r or , you might need to increase the
MaxPer nBi ze to 256 in st art W evs. sh. For example: -
XX: MaxPer nSi ze=256m

2.4.2 Stop a Standalone-Server with the stopwlevs Script

Each Oracle Stream Analytics server directory contains a command script that stops a
server instance; by default, the script is called st opw evs. cnd (Windows) or
st opw evs. sh (UNIX).

Note:

The following procedure does not stop an Oracle Stream Analytics stand-
alone server running in SSL mode. To stop an Oracle Stream Analytics stand-
alone server running in SSL mode, run the W evs. Adni n utility, as described
in Run wlevs. Admin Utility in SSL Mode.

1. Open a command window and change to the server directory. For example, to stop
the running HelloWorld sample server:

cd C:\Oracl e\ M ddl ewar e\ my_osal\ oep\ exanpl es\ domai ns\ hel | owor | d_donai n
\ def aul t server

2. Execute the st opwl evs. cnd (Windows) or st opw evs. sh (UNIX) script.

Use the - ur | argument to pass the URL that establishes a JMX connection to the
server you want to stop. This URL takes the form ser vi ce: j nx: msarm ://
host : port//j ndi/j mxconnect or, where host refers to the computer hosting
the server and por t refers to the server's JNDI port, configured in conf i g. xmi
file. For example:

stopw evs.sh -url service:jm: nsarm://ariel:9002/jndi/jnmconnect or

In the example, the hostis ari el and the JMX port is 9002. The 9002 port is the
net i o port defined in the Oracle Stream Analytics server config.xml configuration
file. MSA security uses it for JMX connectivity.

See Connection Arguments for additional details about the - ur | argument.

Note:

On Windows, do not stop the Oracle Stream Analytics server by clicking the
Close button in the command prompt in which you started it. Always stop the
Oracle Stream Analytics server with the st opwl evs. cnd script or with
arl-C
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Standalone-Server Domain Application
Deployment

To deploy an application to a standalone-server domain, use either Oracle Stream
Analytics Visualizer or the Deployer utility. This chapter describes how to use the
Deployer utility.

See Deploying an Application in Using Visualizer for Oracle Stream Analytics for more
information.

3.1 Deploy with the Deployer Utility

Whether or not you specify a server group, Oracle Stream Analytics deploys the
application to the single server in the standalone-server domain. In a multiserver
domain, you can organize the servers into server groups and deploy applications
specific server groups

A standalone-server domain has one server (a singleton). When you deploy an Oracle
Stream Analytics application to the singleton server with the Deployer utility, you can
specify a server group to which to deploy. . See Server Groups.

The following example shows how to deploy to a singleton server group. The
command does not include the - gr oup option for deployment to a singleton server

group:
java -jar wWevsdeploy.jar -url http://ariel:9002/w evsdepl oyer -install myapp_1.0.jar
In the example, the myapp_1. 0. j ar application is deployed to the singleton server

group that contains a single server, which is the server running on host ari el and
listening to port 9002.

For more information about the Deployer utility, see Deployer Command-Line
Reference.
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Multiserver Domains

This part describes how to create and update multiserver domains. Domains with
native clustering and Oracle Coherence are included.

Multiserver Domains contains the following chapters:

About Multiserver Domains
Multiserver Domains with Oracle Coherence
Multiserver Domains with Native Clustering

Multiserver Domain Application Deployment
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About Multiserver Domains

Oracle Stream Analytics multiserver domains (clusters) are created with Oracle
Coherence or Oracle Stream Analytics native technology. You add one or more servers
to a multiserver domain that become logically and physically connected by User
Datagram Protocol (UDP). All servers in an Oracle Stream Analytics multiserver
domain are aware of all other servers in the domain and any one server can be the
access point for changes to the deployments within the domain.

This chapter includes the following sections:

* Multiserver Administration

¢ Server Groups

e Multiserver Notifications and Messaging

¢ Multiserver Domain Directory Structure

® Order of Cluster Element Child Elements

¢ High Availability and Multiserver Domains

e Scalability and Multiserver Domains.

4.1 Multiserver Administration

You administer servers in a multiserver domain at the domain (infrastructure) level.
You must configure every server in the domain with the same multicast address,
multicast port number, and domain name to avoid configuration errors.

For example, Oracle Stream Analytics raises an error when you configure servers with
the same multicast address and multicast port but with different domain names.

Every server in the domain detects failures, starts, and restarts by the other servers.
You can deploy an application to one server and undeploy it from another server
under the same domain.

4.1.1 Oracle Coherence

When you create a multiserver domain with Oracle Coherence, the domain receives
replicated and distributed (partitioned) data management services on top of a reliable
and highly scalable peer-to-peer clustering protocol. Oracle Coherence has no single
points of failure, but instead transparently fails over and redistributes its clustered
data management services when a server becomes inoperative or disconnected from
the network. When you add a new server or restart a failed server, the server joins the
cluster and Oracle Coherence transparently restores services and redistributes the
cluster load.
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Note:

To use Oracle Stream Analytics with Oracle Coherence, you must first obtain a
valid Oracle Coherence license. See ht t p: / / ww. or acl e. com
t echnet wor k/ mi dd| ewar e/ coher ence/ over vi ew i ndex. htm .

4.1.2 Oracle Stream Analytics Native Clustering

When you create a multiserver domain with Oracle Stream Analytics native clustering,
the domain receives a native clustering implementation based on TOTEM. However,
with Oracle Stream Analytics native clustering, you cannot take advantage of Oracle
Stream Analytics high availability quality of service options. See Multiserver Domains
with Native Clustering.

4.2 Server Groups

A server group is a set of one or more servers with a unique name within the domain.
In an Oracle Stream Analytics domain, an arbitrary number of server groups can exist
with a configurable server group membership.

A server can be a member of more than one server group. Users are not aware of the
underlying server groups because server groups serve as an administration tool that
enables you to deploy and manage a multiserver domain at a finer level.

When you deploy applications to the default server group in a multiserver domain,
they are deployed to all servers in the domain. All servers in the multiserver domain
must have the same correct configuration resources that are required by the
application

Oracle Stream Analytics provides the following predefined deployment server groups:
¢ Singleton Server Deployment Group

* Domain Deployment Group

You can also create a custom deployment server group so that you can deploy
applications to specific servers within a multiserver domain. See Custom Deployment
Groups. If you plan to deploy an Oracle Stream Analytics high availability application
and require scalability, you might need to configure an Oracle Stream Analytics high
availability notification group. See Visualizing High Availability Configuration in
Using Visualizer for Oracle Stream Analytics.

You create a server group by deciding on a name and using that name it in the
gr oups element in the conf i g. xm file for the servers you want to include in the
server group.

4.2.1 Singleton Server Deployment Group

The singleton server deployment group consists of one local server only. The
membership of this server group depends on the server from which it is accessed. You
can use this server group to pin deployments to a single server.

For more information, see Multiserver Domains with Oracle Coherence.

4.2.2 Domain Deployment Group

The domain deployment group contains all live members of the domain. Its
membership can only be changed by an administrator.
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The domain name is determined by the Oracle Stream Analytics server confi g. xm
file dommi n element. The default domain name is Al | Domai nMenber s. In the
following example, the default domain name is changed to my Donai n in the
config.xm file entry:

<domai n>
<nane>nyDomai n</ name>
</ domai n>

4.2.3 Custom Deployment Groups

There are cases where the application logic cannot be replicated across a homogenous
set of servers in a multiserver domain. An example is an application that determines
the best price provided by different pricing engines. Another example is an
application that sends an alert when a position crosses a threshold. In either case, the
application does not perform multiple operations, but instead calculates once or sends
a single event, respectively. In other cases, the application has a singleton nature, such
as monitoring an application, the HTTP pub-sub server, and so on.

A more complex example is a domain with two applications. The first application,
strat egi es, uses several strategies to calculate different prices for a derivative and
feeds the results to the sel ect or application. The sel ect or application selects the
best price from the results sent to it by the st r at egi es application.

The st r at egi es application can be replicated to achieve fault-tolerance. However,
the sel ect or application must keep state so it can determine the best price. Because
sel ect or must maintain state, the sel ect or application cannot be replicated across
a homogenous set of servers.

If a domain must support servers that are not completely homogeneous, you can
configure with custom deployment groups. Applications deployed to a custom
deployment group in a multiserver domain are deployed homogeneously to all
servers within the deployment group. All servers within the deployment group must
have the appropriate configuration resources required by the application or
applications.

For more information, see Multiserver Domains with Oracle Coherence.

4.3 Multiserver Notifications and Messaging

Oracle Stream Analytics provides a number of notification and messaging APIs for
server groups and servers. You can use these APIs to configure a server to receive
notification when its server group or domain membership changes. The change can be
because an administrator changed it or because of a server failure. You can also use
these APIs to send messages to individual server groups and to the domain.

When you configure your application to use Oracle Stream Analytics high availability
options, the primary Oracle Stream Analytics server uses Oracle Coherence to
communicate with its secondary servers to keep them up-to-date with the event
processing progress of the primary server.

You can also configure Oracle Stream Analytics servers in a multiserver domain to
communicate securely.

For more information, see:
® Secure the Messages Sent Between Servers

® Secure the Messages Sent Between Servers in a Multiserver Domain.
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4.4 Multiserver Domain Directory Structure

Servers in an Oracle Stream Analytics domain store their files in a single directory. By
convention, the directories of the servers in a multiserver domain are subdirectories of
the domain directory. Also, the name of the servers and domain correspond to the
name of the server directories and domain directory, respectively.

This is by convention only, and not required, although Oracle recommends you set up
your domains this way for simplicity and consistency. If the servers of the multiserver
domain are located on different computers, you can replicate the directory structure
on both computers, also for simplicity and consistency.

Figure 4-1 shows a multiserver domain directory with three servers.

Figure 4-1 Multiserver Domain Directory Structure

m[_oe p
user_projects
<oonfigs
domains

<domainz

<name>myDomain</ namex
myDomain </domain>

<cluster:>
mySserver] —= <IErvVEr-nawmse myServerl</server-hame
myServer2

myServer3 </elusters

</configs

In Figure 4-1, the ny Ser ver 1 configuration file snippet shows how the domain
directory and domain object are configured with the same name, and the server
directory and server name.

The domain directory is in the / Or acl e/ M dd| ewar e/ my_oep/ user _proj ect s/
domai ns directory, which is the default location for Oracle Stream Analytics domains.

4.5 Order of Cluster Element Child Elements

The order of cl ust er element child elements in the confi g. xm file is important. If
you put elements in an incorrect order you can get an error.

The following list describes the order in which to list the child elements:
® server-nane

¢ server - host - name: Specifies the host address/IP used for point-to-point HTTP
multiserver communication. Default value is | ocal host .

This element is mandatory if one or more Oracle Stream Analytics servers in your
multiserver domain are on different hosts and you plan to manage the multiserver
domain with Oracle Stream Analytics Visualizer. The element is also mandatory
when a server is deployed on a host machine that has multiple IP addresses
configured (whether in a multiserver or standalone-server environment).

e mul ti cast-address: The multicast communication address. For Oracle
Coherence well-known addressing (WKA) a unicast address can be used.

e mul ticast - port: Optional. Specifies the port to use for multicast traffic. Default
value is 9001.
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i dent i t y: Mandatory only for Oracle Stream Analytics native clustering. This
element is not used for Oracle Coherence.

e enabl ed
e security
e groups

e operation-timeout: Optional. Specifies, in milliseconds, the time out for point-
to-point HTTP multiserver requests. Default value is 30000.

4.6 High Availability and Multiserver Domains

If you use Oracle Coherence clustering for your multiserver domain, you can take
advantage of Oracle Stream Analytics high availability quality of service options.
These options are not supported by Oracle Stream Analytics native clustering.

4.7 Scalability and Multiserver Domains

With either Oracle Coherence or Oracle Stream Analytics native clustering, you can
take advantage of Oracle Stream Analytics scalability quality of service options.
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Multiserver Domains with Oracle Coherence

You can create, configure, and administer multiserver domains that are based on
Oracle Coherence. With Oracle Coherence, the domain receives replicated and
distributed (partitioned) data management services on top of a reliable and highly
scalable peer-to-peer clustering protocol.

This chapter includes the following sections:

* Create a Multiserver Domain

* Create a Multiserver Domain with Default Groups

® Create a Multiserver Domain with Custom Groups

* Configure the Oracle Coherence Cluster

e Update a Multiserver Domain

® Secure the Messages Sent Between Servers

* Use Multiserver Domain APIs to Manage Group Membership

e Start and Stop a Server in a Multiserver Domain

If you plan to deploy an Oracle Stream Analytics high availability application and
require scalability, you might need to create an Oracle Stream Analytics high
availability notification group. For more information, see High Availability Broadcast
Adapter in Schema Reference for Oracle Stream Analytics.

5.1 Create a Multiserver Domain

To create a multiserver domain, start by using the Configuration Wizard to create one
domain with one server. This is a standalone-server domain.

To convert the standalone-server domain to a multiserver domain, you can either:

¢ Copy and rename the server you just created and then edit the conf i g. xni file
for each server so that they all have the same multicast name, multicast port, and
domain name.

® Use the Configuration Wizard to generate additional stand-alone servers and then
edit the confi g. xm file for each server so that they all have the same multicast
name, multicast port, and domain name.

The procedures in this chapter use the first approach.

5.2 Create a Multiserver Domain with Default Groups

You can create a multiserver domain that uses only the two predefined deployment
groups, singleton and domain. These groups are described in Singleton Server
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Deployment Group. In a domain that uses default groups, all servers must be
completely homogeneous.

If a domain must support servers that are not completely homogeneous, configure this
by creating custom server groups. See Create a Multiserver Domain with Custom
Groups.

Create a Multiserver Domain with Default Server Groups

1. Use the Configuration Wizard to create a standalone-server domain.
See Standalone-Server Domains.

2. Change to the directory where you put the new standalone-server domain when
you created it.

By default, the location is

O acl e/ M ddl ewar e/ my_oep/ user _pr oj ect s/ domai ns/ <domai nnane>/

3. Copy and rename the server directory until you have the number of servers that
you need under the domain.

4. Update the confi g. xm file for each member server by adding a ¢l ust er child
element of the root conf i g element. The following example shows a server that is
part of a domain called my Dormai n.

<config>

<domai n>
<name>nyDomai n</ nane>

</ domai n>

<cl uster>
<server - nane>nySer ver 1</ ser ver - name>
<mul ticast - address>239. 255. 0. 1</ mul ti cast - addr ess>
<enabl ed>t r ue</ enabl ed>

</cluster>

</ config>
You can use the following child elements of cluster:

e server-name: The ser ver - nane child element of cl ust er specifies a
unique name for the server. Oracle Stream Analytics Visualizer uses the value of
this element when it displays the server in its console. The default is the Oracle
Coherence member name if that is set or W.EvSer ver - MEMBERI D.

e server - host - name: Specifies the host address/IP used for point-to-point
HTTP multiserver communication. Default value is | ocal host . This element is
mandatory if one or more Oracle Stream Analytics servers in your multiserver
domain are on different hosts and you plan to manage the multiserver domain
using Oracle Stream Analytics Visualizer. It is also mandatory if a server is
deployed on a host machine that has multiple IP addresses configured (whether
in a multiserver or standalone-server environment).

e mul ticast-address: Thenul ticast-address element is required unless
all servers of the multiserver domain are hosted on the same computer; in that
case you can omit the mul t i cast - addr ess element and Oracle Stream
Analytics automatically assigns a multicast address to the multiserver domain
based on the computer's IP address. If the servers are hosted on different
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computers, then you must provide an appropriate domain-local address. Oracle
recommends that you use an address of the form 239. 255. X. X This is the
basis for the auto-assigned multicast address. All the Oracle Stream Analytics
servers using this mul t i cast - addr ess must be on the same subnet. With
Oracle Coherence, you can specify a unicast address here and Oracle Coherence
will use WKA (Well Known Addressing).

¢ enabl ed: By default the clustering of the servers in a multiserver domain is
disabled for Oracle Coherence. The element <enabl ed>t r ue</ enabl ed> is
required if you want to enable Oracle Coherence.

For each server of the multiserver domain, the mul t i cast - addr ess elements
must contain the same value. The ser ver - nane element must be different for
each server in the multiserver domain. The following example shows the

confi g. xm file of a second server, called mySer ver 2, in the myDomai n
multiserver domain.

<config>

<domai n>
<name>nyDomai n</ nane>

</ domai n>

<cl uster>
<server - name>MSer ver 2</ ser ver - name>
<mul ticast - addr ess>239. 255. 0. 1</ mul ti cast - addr ess>
<enabl ed>t r ue</ enabl ed>

</cluster>

</ config>
See Secure the Messages Sent Between Servers for a description of additional

multiserver-related configuration elements and the required order of child
elements.

5. Optionally, override the default Oracle Coherence clustering configuration on all of
the servers in the multiserver domain, if necessary.

See Configure the Oracle Coherence Cluster.

6. Optionally, secure the messages that are shared among all of the servers in the
multiserver domain by configuring encryption and digital signatures.

See Secure the Messages Sent Between Servers.

7. Consider enabling Oracle Stream Analytics Visualizer on a subset of machines
within the multiserver domain so that in the event of a failure, you can use
Visualizer to troubleshoot from a machine that is still operating.

Note:

Enabling Oracle Stream Analytics Visualizer on a given Oracle Stream
Analytics Server can impact the performance of the server depending on the
Oracle Stream Analytics Visualizer workload.

8. Start all of the servers in your multiserver domain.

See Start and Stop a Server in a Multiserver Domain.
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5.3 Create a Multiserver Domain with Custom Groups

Use this procedure if you plan to deploy applications that are not homogeneous and
require a custom configuration.

If all of the servers in your domain are completely homogeneous, you do not need to
create custom server groups. Instead, use the predefined default server groups: the
singleton group and the domain group. See Create a Multiserver Domain with Default
Groups.

In this procedure, assume you have created three servers: nySer ver 1, nySer ver 2,
and nySer ver 3. You want nySer ver 1 to be a member of the sel ect or server
group and nmySer ver 2 and nmy Ser ver 3 to be members of the st r at egy server

group.
Create a Multiserver Domain with Custom Server Groups

1. Use the Configuration Wizard to create a standalone-server domain.
See Standalone-Server Domains.

2. Copy and rename the server directory until you have the number of servers that
you want under the domain.Update the confi g. xm file for each member server
by adding a cl ust er child element of the root conf i g element. Within the
cl ust er child element, add a gr oup element to specify the server group.

Note:

When you add cl ust er element child elements, observe the correct element
order as Order of Cluster Element Child Elements describes.

The gr oups element can include more than one server group name in a case where
the server is a member of more than one server group. Separate multiple server
group names with commas.

The gr oups element is optional. If a server configuration does not have a gr oups
element, then the server is a member of the default server groups (domain and
singleton). For more information about the domain and singleton groups, see
Server Groups.

The following examples show the relevant snippets from the confi g. xm file for
nyServer 1, nySer ver 2, and mySer ver 3. The gr oups entry for nySer ver 1
puts it in the sel ect or group. The gr oups entry for mySer ver 2 and

nmySer ver 3, put them in the st r at egy group.

myServerl:

<confi g>

<domai n>
<name>nyDonai n</ nane>

</ domai n>

<cluster>
<server - name>nySer ver 1</ ser ver - nane>
<nul ti cast - addr ess>239. 255. 0. 1</ nul ti cast - addr ess>
<enabl ed>t r ue</ enabl ed>
<groups>sel ect or </ gr oups>

</cluster>
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</config>
myServer2:

<confi g>

<domai n>
<nane>nyDonmai n</ name>

</ domai n>

<cluster>
<server - nane>nySer ver 2</ ser ver - nane>
<nul ti cast - addr ess>239. 255. 0. 1</ nul ti cast - addr ess>
<enabl ed>t r ue</ enabl ed>
<groups>st rat egy</ gr oups>

</cluster>

</config>
myServer3:

<config>

<domai n>
<name>nyDomai n</ nane>

</ domai n>

<cl uster>
<server - nane>nySer ver 3</ server - nanme>
<mul ticast - address>239. 255. 0. 1</ mul ti cast - addr ess>
<enabl ed>t r ue</ enabl ed>
<groups>strat egy</ gr oups>

</cluster>

</ config>
3. Optionally, override the default Oracle Coherence clustering configuration on all of
the servers in the multiserver domain, if necessary.

See Configure the Oracle Coherence Cluster.

4. Optionally, secure the messages that are shared among all of the servers in the
multiserver domain by configuring encryption and digital signatures.

See Secure the Messages Sent Between Servers.

5. Consider enabling Oracle Stream Analytics Visualizer on a subset of machines
within the multiserver domain so that in the event of a failure, you can use
Visualizer to troubleshoot from a machine that is still operating.

Note:

Enabling Oracle Stream Analytics Visualizer on a given Oracle Stream
Analytics Server can impact the performance of the server depending on the
Oracle Stream Analytics Visualizer workload.

6. Start all of the servers in your multiserver domain.

See Start and Stop a Server in a Multiserver Domain.
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5.4 Configure the Oracle Coherence Cluster

For Oracle Coherence cluster configuration, Oracle Stream Analytics uses the Oracle
Coherence t angosol - coher ence-overri de. xm configuration file.

The t angosol - coher ence-overri de. xnl file is a global per-server configuration
file. It is referred to as operational configuration in the Oracle Coherence
documentation. Put this file with the conf i g. xm server configuration file, which is
in the Oracle Stream Analytics server conf i g directory.

When you declare that a caching system uses the Oracle Coherence provider, make
sure that all of the caches of the caching system map to an Oracle Coherence
configuration and not to an Oracle Stream Analytics local configuration. If you do not
do this and you have one or more caches mapping to an Oracle Stream Analytics local
configuration, Oracle Stream Analytics throws an exception.

Servers in a multiserver domain must be configured with the same multicast address
and port number and the same domain name. For example, Oracle Stream Analytics
throws an error if you configure servers with the same multicast address and port
number, but with different domain names.

The t angosol - coher ence-overri de. xml file supports the following elements:
<cl ust er - confi g>, <managenent - conf i g>, and <l oggi ng- confi g>. You
cannot override the cluster name because Oracle Stream Analytics always sets the
cluster name to the domain name. Choose a unique name for each Oracle Stream
Analytics domain to prevent accidental cluster discovery between different domains.

The following sample shows a simple configuration that specifies theti me-to-1i ve
setting that determines the maximum number of hops a packet can traverse. A hop is
measured as a traversal from one network segment to another via a router.
<?xm version='1.0"?>
<coherence xnl -override="/tangosol - coherence-override. xm ">
<cl uster-config>
<mul ticast-listener>
<time-to-live>3</tinme-to-live>
</multicast-listener>

</ coherence>

For detailed information about the t angosol - coher ence- overri de. xm file, see
Setting Up a Cluster in Developing Applications with Oracle Coherence.

5.5 Update a Multiserver Domain
You update servers in a multiserver domain the same way that you update the one
server in a standalone-server domain: You either launch the Configuration Wizard or
edit the XML properties file to use silent mode.

The only difference between updating one server and multiple servers is that in a
multiserver domain, you perform the update on each server individually. Using an
XML properties file in silent mode might be your best option in a multiserver domain.

When you use the Configuration Wizard to update a server, you can update only the
listen port and the JDBC data source configuration. In silent mode, you can add a
server and update anything for which there is a data value.

To update the existing configuration of an existing server you provide values for the
following data values in the XML properties file:

e Set CONFI GURATI ON_OPTI ONto updat eDonai n.
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* Set the DOVAI N_NAME and DOMAI N_LOCATI ON options to the name and location of
the existing domain. In our example, the values are myDorai nand C: \ Or acl e
\' M ddl ewar e\ my_oep\ user _pr oj ect s\ domai ns, respectively.

¢ Set the SERVER_NAME option to the name of the new server you want to add to the
existing domain. In our example, this would be ny Ser ver 2.

¢ If this server is running on the same computer as the other servers in the
multiserver domain, then be sure that the new server configuration options, such
as NETI O_PORT are different than the options for any existing server in the
domain. The database options can be the same if you want the new server to
connect to the same database as the existing servers.

If the server is on a different machine than the other servers in the multiserver
domain, then the ports do not have to be different.

The following example is an XML properties file that updates an existing server in a
multiserver domain.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<bea-installer xm ns="http://wwmv bea. conl pl ateng/w evs/config/silent">
<input-fields>
<dat a- val ue name="CONFI GURATI ON_OPTI ON" val ue="updat eDonai n" />
<dat a- val ue name="USERNAME" val ue="wl evs" />
<dat a- val ue name="PASSWORD" val ue="wl evs" />
<dat a-val ue name="SERVER_NAME" val ue="nyServer2" />
<dat a-val ue name="DOMAI N_NAME" val ue="nyDomai n" />
<dat a-val ue name="DOMAI N_LOCATI ON' val ue="C:\ Oracl e\ M dd| ewar e\ my_oep\ user _proj ects
\ domai ns" />
<dat a- val ue name="NETI O PORT" val ue="9102" />
<dat a-val ue name="KEYSTORE_PASSWORD" val ue="ny_keyst ore_password" />
<dat a- val ue name="PRI VATEKEY_PASSWORD" val ue="ny_privat ekey_password" />
<dat a-val ue name="DB_URL" val ue="j dbc: bea: oracl e://| ocal host: 1521: XE" />
<dat a-val ue name="DB_USERNAME" val ue="db_user" />
<dat a-val ue name="DB_PASSWORD" val ue="db_password" />
</input-fields>
</bea-installer>

Note:

After you create the servlet and if the two servlets are on the same machine,
modify the SSL port to recognize the new servlet.

5.6 Secure the Messages Sent Between Servers

The servers in a multiserver domain update their state by exchanging multiserver-
related messages. These messages should be checked for integrity.

You can use a private key to ensure integrity. The private key must be shared by all of
the servers within the domain.

When you use the Oracle Coherence clustering implementation, you can secure the
messages sent between servers in a multiserver domain.

Secure Messages Sent Between Servers

1. Stop all servers in your multiserver domain, if they are currently running.

See Start and Stop a Server in a Multiserver Domain.
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2. Edit the confi g. xm file of each server in the multiserver domain by adding the
securi ty child element to the cl ust er element:

<config>

<donmai n>
<name>nyDonai n</ nane>

</ domai n>

<cluster>
<server - name>nySer ver 1</ ser ver - nane>
<nmul ti cast - addr ess>239. 255. 0. 1</ mul ti cast - addr ess>
<identity>l</identity>
<enabl ed>coher ence</ enabl ed>
<security>encrypt</security>

</cluster>

.<)‘confi g>
By default the confi g. xml fileisin Or acl e/ M ddI ewar e/ ny_oep/
user _proj ect s/ domai ns/ <domai nnane>/ <ser ver nane>/ confi g.

You must specify one of the following values for the secur i t y child element:

¢ none: No security is configured for the multiserver domain. This is the default
value.

e encrypt: Encrypt multiserver messages.

Observe the correct order of child elements in the cluster element. See Order of
Cluster Element Child Elements.

3. Editthe Oracl e security-config.xml file for each server in the multiserver
domain by adding the encr ypt i on- ser vi ce child element to the conf i g root
element, as shown.

By default the security-config. xm files arein Or acl e/ M ddl ewar e/
nmy_oep/ user _proj ect s/ domai ns/ <domai nname>/ <ser ver name>/
config/

<config>
<encryption-service>
<si gnat ur e- enabl ed>t r ue</ si gnat ur e- enabl ed>
</ encryption-service>
<css-real np

</config>
4. Ensure that the <donai nnane/ <ser ver nane>/ . aesi nt er nal . dat file for

each server in the multiserver domain is exactly the same by copying the file from
one server to the other servers.

This file is created by the Configuration Wizard when you first created the server.
Oracle Stream Analytics uses this file for encrypting messages.

5. Start one of the servers in your domain.

See Start and Stop a Server in a Multiserver Domain.

Because of the encr ypt i on- ser vi ce element that you added to the securi ty-
confi g. xm file, Oracle Stream Analytics creates the *. msasi g. dat file in the
main server directory. Oracle Stream Analytics uses this file for digitally signing
messages.
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. Stop the server you just started.

See Start and Stop a Server in a Multiserver Domain.

. Copy the *. msasi g. dat file to the other servers.

. Perform the following steps on each server in the cluster:

Change to the server directory for your domain.

Create a keystore coher ence-i denti ty. j ks containing the boot user using
the JDK keyt ool utility and the following command line (broken here for
readability; in practice the full command should be on one line):

keytool -genkey -v -keystore config/coherence-identity.jks
-storepass PASSWORD -al i as BOOT- USER - keypass BOOT- USER- PASSWORD
-dname CN=BOOT- USER

Where:
— PASSWORDis the password used to secure the keystore.

— BOOT- USERis the user name you used to log into the Oracle Stream
Analytics server host.

— BOOT- USER- PASSWORD is the password you used when you logged into the
Oracle Stream Analytics server host.

Create a per m ssi ons. xnl file.

By default the per m ssi ons. xnl file goesin Or acl e/ M ddl ewar e/
nmy_oep/ user _proj ect s/ donmai ns/ <domai nname>/ <ser ver name>/
config

Edit the per mi ssi ons. xml file to add the following permission for the boot
user:

<perm ssi ons>
<grant >
<princi pal >
<cl ass>j avax. securi ty. aut h. x500. X500Pr i nci pal </ cl ass>
<nane>CN=BOOT- USER</ nane>
</ principal >

<permi ssi on>
<target>*</target>
<action>al | </action>
</ per m ssi on>
</grant>
</ per m ssi ons>

Where BOOT- USERis the user name you used to log into the Oracle Stream
Analytics server host.

Save and close the per i ssi ons. xm file.

Create al ogi n. confi g file.

By default the | ogi n. confi g file goes in Or acl e/ M ddl ewar e/ my_oep/
user _proj ect s/ domai ns/ <domai nnane>/ <ser ver nane>/ confi g/
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e Edit thel ogi n. confi g file to add the following:

Coherence {
com tangosol . security. KeystoreLogin required
keySt orePat h=".${/}confi g${/}coherence-identity.jks";
b

e Save and close the | ogi n. confi g file.

* Update the server startup script for your platform, st art w evs. cnd
(Windows) or st art wl evs. sh (UNIX), by adding the following property to
the j ava command that actually starts the server:

-Djava. security. auth.login.config=./1ogin.config

For example (put the full command should be on one line):

"0 AVA_HOVE% bi n/ j ava" YDCC% YDEBUGY

-Djava. security. auth.login.config=./1ogin.config

-Dwl evs. home="9%JSER | NSTALL_DI R% - Dbea. hoe="%BEA HOVE%
-jar "QWUSER INSTALL_DIR¥ bin/w evs.jar" % %R %8 % % %

9. If you plan to use Oracle Stream Analytics Visualizer with the servers in this
domain, see Configure SSL in a Multiserver Domain for Visualizer.

10. Start all servers in your multiserver domain.

See Start and Stop a Server in a Multiserver Domain.

5.7 Use Multiserver Domain APIs to Manage Group Membership

In an active-active system, you deploy actively executing applications homogeneously
across several servers. There are cases when these homogeneously-deployed
applications need to elect a coordinator application to lead.

In this case, events that result from the coordinator application are kept and passed to
the next component in the EPN. The results of secondary servers are dropped. If the
coordinator fails, then one of the secondary servers must be elected as the new
coordinator.

To enable this behavior in an application, the adapter or event bean, usually in the role
of an event sink, must implement the following interface:

com bea. W evs. ede. api . cl ust er. G oupMenber shi pLi st ener

This interface enables the event sink to listen for multiserver domain group
membership changes. At runtime, Oracle Stream Analytics calls the
onMerber shi pChange callback method whenever membership changes occur.

The callback method signature follows:

onMenber shi pChange( Server |ocal | dentity, Configuration groupConfiguration);

In the implementation of the onMenber shi pChange callback method, the event sink
uses the Ser ver object (I ocal | dent i ty) to verify if it is the leader. This can be done
be comparing | ocal | dent i ty with the result of

Conf i gur ati on. get Coor di nat or () run on the second parameter,

groupConf i gur at i on. This parameter also allows a server to know what the current
members of the group are by executing Conf i gur ati on. get Menber s().

5-10 Administering Oracle Stream Analytics



Start and Stop a Server in a Multiserver Domain

Note:

There is a new API for notification groups. For more information, see Java API
Reference for Oracle Stream Analytics.

To only keep events when it is a coordinator, the event sink must get a new Ser ver
identity every time membership in the group changes. Group membership changes
occur when, for example, another server within the group fails and is no longer the
coordinator.

The following interface is for listening to membership changes to the domain as a
whole, rather than changes to the server group.

com bea. W evs. ede. api . cl ust er. Domai nMenber shi pLi st ener

In a hot-hot configuration, there is a non-zero delay in failure notification. If you use
the notification APIs to implement clustering, you will lose and not process events that
occur in the window of time between the server failure and the notification being
delivered to the new master server.

See Java API Reference for Oracle Stream Analytics.

5.8 Start and Stop a Server in a Multiserver Domain

To start the servers in a multiserver domain, start each server separately by running its
start script. This is the same way you start a server in a standalone server domain.

See Start and Stop a Server in a Standalone-Server Domain for details.

If you have not configured custom groups for the multiserver domain, then all servers
are members of the predefined domain group, which contains all of the servers in the
multiserver domain, and a singleton group, one for each member server. This means,
for example, if there are three servers in the multiserver domain, then there are three
singleton groups.

If, however, you have configured custom groups for the multiserver domain, then the
servers are members of the groups for which they have been configured and the
predefined groups.

Note:

On Windows, do not stop the Oracle Stream Analytics server by clicking the
Close button in the command prompt in which you started it. Always stop the
Oracle Stream Analytics server using the st opw evs. cnd scriptor Gt rl - C.
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6

Multiserver Domains with Native Clustering

You can create, configure, and administer multiserver domains that are based on
native clustering. With native clustering he domain receives a native clustering
implementation based on TOTEM, but you cannot take advantage of Oracle Stream
Analytics high availability quality of service options. If you require high availability
quality of service options, build your multiserver domain with Oracle Coherence.

This chapter includes the following sections:

* Create a Multiserver Domain

* Create a Multiserver Domain with Default Groups

® Create a Multiserver Domain with Custom Groups

* Update a Multiserver Domain

® Secure the Messages Sent Between Servers in a Multiserver Domain

* Use Multiserver Domain APIs to Manage Group Membership Changes

e Start and Stop a Server in a Multiserver Domain.

6.1 Create a Multiserver Domain

To create a multiserver domain, start by using the Configuration Wizard to create one
domain with one server. This is a standalone-server domain.

To convert the standalone-server domain to a multiserver domain, you can do one of
two things:

* Copy and rename the server you just created and then edit the conf i g. xni file
for each server so that they all have the same multicast name, multicast port, and
domain name.

¢ Use the Configuration Wizard to generate additional stand-alone servers and then
edit the confi g. xni file for each server so that they all have the same multicast
name, multicast port, and domain name.

The procedures in this chapter use the first approach.

6.2 Create a Multiserver Domain with Default Groups
You can create a multiserver domain that uses only the two predefined deployment
groups, the singleton group and the domain group. These groups are described in
Singleton Server Deployment Group. In a domain that uses default groups, all servers
must be completely homogeneous.

If a domain must support servers that are not completely homogeneous, configure this
by creating custom groups. See Create a Multiserver Domain with Custom Groups.
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Create a multiserver domain with default groups:

1. Use the Configuration Wizard to create a standalone-server domain.
See Standalone-Server Domains.

2. Change to the directory where you put the new standalone-server domain when
you created it.

By default, the location is

Oracl e/ M ddl ewar e/ ny_oep/ user _pr oj ect s/ <domainname>.

3. Copy and rename the server directory until you have the number of servers that
you need under the domain.

4. Update the confi g. xm file for each member server by adding a cl ust er child
element of the root config element. The following example shows a server that is
part of a domain called nmyDomai n.

<config>

<donmai n>
<name>nyDonai n</ nane>

</ domai n>

<cluster>
<server - nanme>nySer ver 1</ ser ver - nane>
<nul ti cast - address>239. 255. 0. 1</ nul ti cast - addr ess>
<identity>l</identity>
<enabl ed>evs4j </ enabl ed>

</cluster>

</ ‘conf ig>
You can use the following child elements of cluster:

e server-namne: The server - nane child element of cl ust er specifies a
unique name for the server. Oracle Stream Analytics Visualizer uses the value of
this element when it displays the server in its console. The default value if the
element is not set is Ser ver -i denti ty wherei denti ty is the value of the
i dent ity element.

* server - host - name: Specifies the host address/IP used for point-to-point
HTTP multiserver communication. Default value is | ocal host .

This element is mandatory if one or more Oracle Stream Analytics servers in
your multiserver domain are on different hosts and you plan to manage the
multiserver domain using the Oracle Stream Analytics Visualizer. It is also
mandatory if a server is deployed on a host machine that has multiple IP
addresses configured (whether in a multiserver or standalone-server
environment).

e multicast-address: Thenul ti cast-address element is required unless
all servers of the multiserver domain are hosted on the same computer; in that
case you can omit the mul ti cast - addr ess element and Oracle Stream
Analytics automatically assigns a multicast address to the multiserver domain
based on the computer's IP address.

If, however, the servers are hosted on different computers, then you must
provide an appropriate domain-local address. Oracle recommends you use an
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address of the form 239. 255. X. X, which is what the auto-assigned multicast
address is based on.

All the Oracle Stream Analytics servers using this mul t i cast - addr ess must
be on the same subnet.

e identity:Theidentity elementidentifies the server's identity and must be
an integer between 1 and | NT_MAX. Oracle Stream Analytics numerically
compares the server identities during multiserver operations; the server with
the lowest identity becomes the domain coordinator. Be sure that each server in
the multiserver domain has a different identity; if servers have the same
identity, the results of multiserver operations are unpredictable.

e enabl ed: By default the clustering of the servers in a multiserver domain is
disabled for Oracle Coherence, so to enable Oracle Stream Analytics native
clustering use <enabl ed>evs4j </ enabl ed>.

Note:

When adding cl ust er element child elements, observe the correct element
order as Order of Cluster Element Child Elements describes.

For each server of the multiserver domain, the mul t i cast - addr ess elements
must contain the same value. The i dent ity and ser ver - nanme elements,
however, must be different for each server in the multiserver domain. The
following example shows the conf i g. xni file of a second server, called

ny Ser ver 2, in the myDomai n multiserver domain. The i dent i t y value for his
server is 2.

<config>

<domai n>
<name>nyDomai n</ nane>

</ domai n>

<cl uster>
<server - nane>nySer ver 2</ ser ver - nane>
<mul ticast - address>239. 255. 0. 1</ mul ti cast - addr ess>
<identity>2</identity>
<enabl ed>evs4j </ enabl ed>

</cluster>

</ .confi g>
See Order of Cluster Element Child Elements for a description of additional

multiserver-related configuration elements and the required order of child
elements.

. Optionally, secure the messages that are shared between the servers in a domain by
configuring encryption and digital signatures.

See Secure the Messages Sent Between Servers in a Multiserver Domain.

. Consider enabling Oracle Stream Analytics Visualizer on a subset of machines
within the multiserver domain so that in the event of a failure, you can use
Visualizer to troubleshoot from a machine that is still operating.
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Note:

Enabling Oracle Stream Analytics Visualizer on a given Oracle Stream
Analytics Server can impact the performance of the server depending on the
Oracle Stream Analytics Visualizer workload.

7. Start all servers in your multiserver domain.

See Start and Stop a Server in a Multiserver Domain.

6.3 Create a Multiserver Domain with Custom Groups

Use this procedure if you plan to deploy applications that are not homogeneous and
require a custom configuration. If all of the servers in your domain are completely
homogeneous, you do not need to create custom server groups.

Instead, use the predefined default server groups: the singleton group and the domain
group. See Create a Multiserver Domain with Default Groups.

In this procedure, assume you have created three servers: nySer ver 1, nySer ver 2,
and nySer ver 3. You want my Ser ver 1 to be a member of the sel ect or group and
nySer ver 2 and ny Ser ver 3 to be members of the st r at egy group.

Create a multiserver domain with Custom Server Groups:
1. Use the Configuration Wizard to create a standalone-server domain.
See Standalone-Server Domains.

2. Copy and rename the server directory until you have the number of servers that
you want under the domain.

3. Update the confi g. xm file for each member server by adding a cl ust er child
element of the root conf i g element. Within the cl ust er child element, add a
gr oup element to specify the server group.

Note:

When you add cl ust er element child elements, observe the correct element
order as Order of Cluster Element Child Elements describes.

The gr oups element can include more than one server group name in a case where
the server is a member of more than one server group. Separate multiple server
group names with commas.

The gr oups element is optional. If a server configuration does have a gr oups
element, then the server is a member of the default groups (domain and singleton).
For more information about the domain and singleton groups, see Server Groups.

The following examples show the relevant snippets from the confi g. xm file for
nmyServer 1, nySer ver 2, and nySer ver 3. The gr oups entry for nySer ver 1
puts it in the sel ect or group. The gr oups entry for mySer ver 2 and

nmySer ver 3, put them in the st r at egy group.

myServerl:

<config>
<donmai n>
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<name>nyDonai n</ nane>
</ domai n>
<cl uster>
<server - nane>nySer ver 1</ ser ver - nane>
<nul ticast-address>239. 255. 0. 1</ nul ti cast - addr ess>
<identity>l</identity>
<enabl ed>evs4j </ enabl ed>
<groups>sel ect or </ gr oups>
</cluster>

</config>
myServer2:

<confi g>

<domai n>
<nane>nyDomai n</ name>

</ domai n>

<cl uster>
<server - nane>nySer ver 2</ ser ver - nane>
<mul ti cast - addr ess>239. 255. 0. 1</ nul ti cast - addr ess>
<identity>2</identity>
<enabl ed>evs4j </ enabl ed>
<groups>strat egy</ gr oups>

</cl uster>

</ ;:onf ig>
myServer3:

<config>

<domai n>
<name>nyDomai n</ nane>

</ domai n>

<cl uster>
<server - nane>nySer ver 3</ server - nanme>
<nul ticast-address>239. 255. 0. 1</ nul ti cast - addr ess>
<identity>3</identity>
<enabl ed>evs4j </ enabl ed>
<groups>st rat egy</ gr oups>

</cluster>

</ config>
4. Optionally, secure the messages that are shared between the servers in a domain by
configuring encryption and digital signatures.

See Secure the Messages Sent Between Servers in a Multiserver Domain.

5. Consider enabling Oracle Stream Analytics Visualizer on a subset of machines
within the multiserver domain so that in the event of a failure, you can use
Visualizer to troubleshoot from a machine that is still operating.

Note:

Enabling Oracle Stream Analytics Visualizer on a given Oracle Stream
Analytics Server can impact the performance of the server depending on the
Oracle Stream Analytics Visualizer workload.

6. Start all servers in your multiserver domain.
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See Start and Stop a Server in a Multiserver Domain.

6.4 Update a Multiserver Domain

You update servers in a multiserver domain the same way that you update the one
server in a standalone-server domain: You either launch the Configuration Wizard or
edit the XML properties file to use silent mode. The only difference between updating
one server and multiple servers is that in a multiserver domain, you perform the
update on each server individually. Using an XML properties file in silent mode might
be your best option in a multiserver domain.

When you use the Configuration Wizard to update a server, you can update only the
listen port and the JDBC data source configuration. In silent mode, you can add a
server and update anything for which there is a data value.

To update the existing configuration of an existing server you provide values for the
following data values in the XML properties file:

e Set CONFI GURATI ON_OPTI ONto updat eDomai n.

* Set the DOVAI N_NAME and DOMAI N_LOCATI ON options to the name and location of
the existing domain. In the example, the values are myDomai n and C: \ Or acl e
\' M ddl ewar e\ my_oep\ user _pr oj ect s\ domai ns, respectively.

¢ Set the SERVER_NAME option to the name of the new server you want to add to the
existing domain. In the example, this would be nySer ver 2.

e [f this server is running on the same computer as the other servers in the
multiserver domain, then be sure that the new server configuration options, such
as NETI O_PORT are different than the options for any existing server in the
domain. The database options can be the same if you want the new server to
connect to the same database as the existing servers.

If the server is on a different machine than the other servers in the multiserver
domain, then the ports do not have to be different.

The following example is an XML properties file that updates an existing server in a
multiserver domain.

<?xnml version="1.0" encodi ng="UTF-8"?>
<bea-instal l er xm ns="http://ww:.bea. conl pl at eng/ w evs/ config/silent">
<input-fields>
<dat a- val ue name="CONFI GURATI ON_OPTI ON" val ue="creat eDomai n" />
<dat a-val ue name="USERNAME" val ue="w evs" />
<dat a-val ue name="PASSWORD" val ue="w evs" />
<dat a-val ue name="SERVER NAME" val ue="nyServer1" />
<dat a- val ue name="DOVAI N_NAME" val ue="nyDomai n" />
<dat a- val ue name="DOMAI N_LOCATI ON' val ue="C:\ Oracl e\ M ddl ewar e\ ny_oep\ user _proj ects
\ donai ns" />
<dat a- val ue name="NETI O_PORT" val ue="9102" />
<dat a- val ue name="KEYSTORE_PASSWORD" val ue="ny_keystore_password" />
<dat a- val ue name="PRI VATEKEY_PASSWORD" val ue="ny_pri vat ekey_password" />
<dat a-val ue name="DB_URL" val ue="j dbc: bea: oracl e://| ocal host: 1521: XE" />
<dat a- val ue name="DB_USERNAME" val ue="db_user" />
<dat a- val ue name="DB_PASSWORD" val ue="db_password" />
</input-fields>
</bea-installer>

6.5 Secure the Messages Sent Between Servers in a Multiserver Domain

The servers in a multiserver domain update their state by exchanging multiserver-
related messages. These messages should be checked for integrity.
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You can use a private key to ensure integrity. The private key must be shared by all of
the servers within the domain.

Secure Messages Sent Between Servers

1. Stop all servers in your multiserver domain, if they are currently running.
See Start and Stop a Server in a Multiserver Domain.

2. Edit the confi g. xm file of each server in the multiserver domain by adding the
securi ty child element to the cl ust er element.

By default the confi g. xm fileisin Or acl e/ M ddI ewar e/ ny_oep/
user _proj ect s/ domai ns/ <domai nnane>/ <ser ver nane>/ confi g/

<config>

<domai n>
<name>nyDonai n</ nane>

</ domai n>

<cl uster>
<server - name>nySer ver 1</ ser ver - nane>
<nul ticast-address>239. 255. 0. 1</ nul ti cast - addr ess>
<identity>l</identity>
<enabl ed>evs4j </ enabl ed>
<security>encrypt</security>

</cluster>

</ ‘conf ig>
You must specify one of the following values for the secur i t y child element:

¢ none: No security is configured for the multiserver domain. This is the default
value.

e encrypt: Encrypt multiserver messages.

Observe the correct order of child elements in the cluster element. See Order of
Cluster Element Child Elements.

3. Editthesecurity-config.xnl file for each server in the multiserver domain by
adding the encr ypti on- ser vi ce child element to the conf i g root element.

By default the securi ty-confi g. xnl fileisin Oracl e/ M ddl ewar e/ my_oep/
user _proj ect s/ domai ns/ <domai nnane>/ <ser ver nane>/ confi g/

<config>
<encryption-service>
<si gnat ur e- enabl ed>t r ue</ si gnat ur e- enabl ed>
</ encryption-service>
<css-real np

</ config>
4. Ensure that the nyDonai n/ server nanme/ . aesi nt er nal . dat file for each server

in the multiserver domain is exactly the same by copying the file from one server to
the other servers.

This file is created by the Configuration Wizard when you first created the server.
Oracle Stream Analytics uses this file for encrypting messages.
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5. Start one of the servers in your domain.

See Start and Stop a Server in a Multiserver Domain.

Because of the encr ypt i on- ser vi ce element that you added to the securi ty-
confi g. xm file, Oracle Stream Analytics creates the *. msasi g. dat file in the
main server directory. Oracle Stream Analytics uses this file for digitally signing
messages.

6. Stop the server you just started.
See Start and Stop a Server in a Multiserver Domain.
7. Copy the *. nsasi g. dat file to the other servers.

8. If you plan to use Oracle Stream Analytics Visualizer with the servers in this
domain, see Configure SSL in a Multiserver Domain for Visualizer.

9. Start all servers in your multiserver domain.

See Start and Stop a Server in a Multiserver Domain.

6.6 Use Multiserver Domain APIs to Manage Group Membership Changes

In an active-active system, you deploy actively executing applications homogeneously
across several servers. There are cases when these homogeneously-deployed
applications need to elect a coordinator application to lead. In this case, events that
result from the coordinator application are kept and passed to the next component in
the EPN. The results of secondary servers are dropped. If the coordinator fails, then
one of the secondary servers must be elected as the new coordinator.

To enable this behavior in an application, the adapter or event bean, usually in the role
of an event sink, must implement the following interface:

com bea. W evs. ede. api . cl ust er. G oupMenber shi pLi st ener

This interface enables the event sink to listen for multiserver domain group
membership changes. At runtime, Oracle Stream Analytics calls the
onMenber shi pChange callback method whenever membership changes occur.

The callback method signature follows:

onMenber shi pChange( Server |ocal I dentity, Configuration groupConfiguration);

In the implementation of the onMenber shi pChange callback method, the event sink
uses the Ser ver object (I ocal | denti ty) to verify if it is the leader. This can be done
be comparing | ocal | dent i t y with the result of

Confi gur ati on. get Coor di nat or () run on the second parameter,

groupConf i gur at i on. This parameter also allows a server to know what the current
members of the group are by executing Conf i gur at i on. get Menbers().

To only keep events when it is a coordinator, the event sink must get a new Ser ver
identity every time membership in the group changes. Group membership changes
occur when, for example, another server within the group fails and is no longer the
coordinator.

The following interface is for listening to membership changes to the domain as a
whole, rather than changes to the server group.

com bea. W evs. ede. api . cl ust er. Domai nMenber shi pLi st ener
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In a hot-hot configuration, there is a non-zero delay in failure notification. If you use
the notification APIs to implement clustering, you will lose and not process events that
occur in the window of time between the server failure and the notification being
delivered to the new master server.

See Java API Reference for Oracle Stream Analytics.

6.7 Start and Stop a Server in a Multiserver Domain

To start the servers in a multiserver domain, start each server separately by running its
start script. This is the same way you start a server in a standalone server domain.

See Start and Stop a Server in a Standalone-Server Domain for details.

If you have not configured custom groups for the multiserver domain, then all servers
are members of just the predefined domain group, which contains all the servers in the
multiserver domain, and a singleton group, one for each member server. This means,
for example, if there are three servers in the multiserver domain then there are three
singleton groups.

If, however, you have configured custom groups for the multiserver domain, then the
servers are members of the groups for which they have been configured, as well as the
pre-defined groups.
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Multiserver Domain Application
Deployment

You can deploy applications to Oracle Stream Analytics multiserver domains with
either Oracle Stream Analytics Visualizer or the Deployer utility. This chapter
describes how to use the Deployer utility.

See Deploying an Application in Using Visualizer for Oracle Stream Analytics for more
information.

This chapter includes the following sections:
e Target Server Groups

* Deploy to a Server Singleton Group

¢ Deploy to a Server Domain Group

¢ Deploy to a Server Custom Group

* Troubleshooting.

7.1 Target Server Groups

When you deploy an application to a multiserver domain, you typically specify a
target group, and Oracle Stream Analytics deploys the application to the set of
running servers in that group.

Oracle Stream Analytics dynamically maintains group membership based on running
servers. When new servers in the group start, Oracle Stream Analytics propagates the
appropriate set of deployments to the new server.

For example, with the multiserver domain configured in Multiserver Domains with
Oracle Coherence, assume that only nmySer ver 1 has been started. You then deploy an
application to the domain group that includes my Ser ver 1 and nySer ver 2. Because
only mySer ver 1 of the multiserver domain is running, the application deploys to
nmySer ver 1 only. When you start my Ser ver 2, Oracle Stream Analytics replicates and
propagates the application deployment to nmy Ser ver 2.

Deployment propagation occurs based on the application version. When you deploy a
new version of an application, the new version propagates to all servers in the group.

For more information, see:
* Server Groups

¢ Deployer Command-Line Reference.
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7.2 Deploy to a Server Singleton Group

If you do not specify a group when you deploy an application, Oracle Stream
Analytics deploys the application to the singleton server group that includes only the
specific server to which you deploy the application. This is the standard case in
standalone-server domains, but is also applicable to multiserver domains.

The following example shows how to deploy to a singleton group. In this case, the
command does not specify a - gr oup option.

java -jar wevsdeploy.jar -url http://ariel:9002/w evsdepl oyer -install nyapp_1.0.jar

The myapp_1. 0. j ar application deploys to the singleton server group running on
host ari el and listening to port 9002. If the domain is multiserver and other servers
are members of the domain group, the application is not deployed to these servers.

7.3 Deploy to a Server Domain Group

The domain group is a live group that always exists and contains all servers in a
domain. All servers are always a member of the domain group. However, you must
still explicitly deploy applications to the domain group.

The main reason for this is for simplicity and usage consistency. When you explicitly
deploy an application to the domain group, Oracle Stream Analytics guarantees that
all servers of this homogenous environment have this deployment.

To deploy to the domain group, use the - gr oup al | option. The following example
shows how to deploy to a domain group.

java -jar wevsdeploy.jar -url http://ariel:9002/w evsdepl oyer -install
myapp_1.0.jar -group all

The myapp_1. 0. j ar application deploys to all servers in the domain group through
the host ari el listen to port 9002.

7.4 Deploy to a Server Custom Group

To deploy to a custom group, use the - gr oup gr oupnarne option of the deploy
command.

The following examples assume the multiserver domain has been configured as
described in Multiserver Domains with Oracle Coherence.

This example shows how to deploy an application called st r at egi es_1. 0. j ar to
the st r at egygr oup. Based on the multiserver domain configuration, the command
deploys the application to myServer 2 and t o mySer ver 3, whi ch are the members
of strat egygr oup.

java -jar wevsdeploy.jar -url http://ariel:9002/w evsdepl oyer -install
strategies_1.0.jar -group strategygroup

This example shows how to deploy the sel ect or _1. 0. j ar application to
sel ect or group:

java -jar wevsdeploy.jar -url http://ariel:9002/w evsdepl oyer -install
selector_1.0.jar -group selectorgroup

Based on the multiserver domain configuration, the preceding command deploys the
application to nySer ver 1 only, which is the sole member of sel ect or gr oup.

7-2 Administering Oracle Stream Analytics



Troubleshooting

Both commands deploy to the same server on host ar i el listening to port 9002. You
can specify any of the servers in the domain in the deploy command, even if the server
is not part of the group to which you want to deploy the application.

7.5 Troubleshooting

Oracle Stream Analytics server stops the application after deployment.

Problem: After you deploy an application to an Oracle Stream Analytics multiserver
domain, Oracle Stream Analytics stops the application after about 30 seconds.

Solution: Be sure you do not have more than one VPN software package installed on
the same computer hosting your multiserver domain.
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Part IV

Configure Services

When setting up an server, you can configure several different services, including
network I/0O, security, and logging and debugging.

Configure Services contains the following chapters:

Network I/0O

* Security

o Jetty

e JMX

e JDBC

e HTTP Publish-Subscribe Server

* Logging and Debugging
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Network 1/0O

Oracle Stream Analytics supports network I/O over TCP/IP with a variety of
providers in server and client mode. You can define a network I/O service for SSL and
non-SSL network access in the server conf i g. xm file.

Oracle Stream Analytics servers are certified for use with IPv4 only or the IPv4/IPv6
dual-stack. For information about IPv6, see RFC 2460: Internet Protocol, Version 6
(IPv6) Specificationat ht t p: / / www. i et f. org/rfc/rfc2460.txt.

Thej etty and webl ogi c-rmi -cl i ent server services depend on network 1/O
configuration. The j et t y service depends on network I/O server (net i o)
configuration, and the webl ogi c-rm -cl i ent service depends on network I/O
client (neti o- cl i ent ) configuration.

This chapter includes the following sections:

e Network I/O Providers

* Configure Network I/O Server (netio)

¢ Configure Network I/O Client (netio-client)

8.1 Network I/0O Providers

Oracle Stream Analytics supports several network I/O providers.

Table 8-1 Oracle Stream Analytics Network 1/O Providers

provider- SSL? Description

type

non- No Provides fully non-blocking I/O for reads and writes. Each call to

bl ocki ng read orw it e on the Connect i on interface returns immediately
without blocking. If the underlying connection is not ready, then the
read orw i t e call returns zero. At that point, the calling code must
use one of the notification mechanisms in the NetIO API to wait until
the connection is ready to read or write. Non-Blocking providers can
also support a non-blocking connect call where a thread need not
block if it takes a long time to establish (or if it fails to establish) a
connection to a remote server.

sem - No Provides non-blocking I/O for the r ead call, but each wri t e call

bl ocki ng blocks until the data is handed to the TCP/IP stack. Some platforms

enable you to implement a write-blocking provider that is faster than
a fully non-blocking provider, but still allows for high scalability.
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Table 8-1 (Cont.) Oracle Stream Analytics Network I/O Providers
_____________________________________________________________________________|

provider- SSL? Description
type
bl ocking No Blocks on each r ead and wr i t e call until it completes. If there is no

data to read, then r ead blocks until there is. This provider is much
less scalable because there must a thread must wait for each network
connection that might have data. Oracle recommends that you not
use this type of provider.

native No Oracle Stream Analytics tries the Nat i veAsyncEngi ne, and if it is
not supported, then raises an error.

Nl O Yes The NI CEngi ne is always used. This is the default provider type.

The following example shows how to specify a provider in the conf i g. xni file
net i o element using the pr ovi der - t ype child element.

<neti 0>

<nane>nyNet i o</ name>

<port>12345</port >

<provi der -t ype>non- bl ocki ng</ provi der-type>
</netio>

8.2 Configure Network I/O Server (netio)

You can define a network I/O service to be used by other services to act as the server
and listen for incoming connections. You can also create a client network I/O service
as Configure Network I/O Client (netio-client) describes.

You configure network I/O server services with the net i 0 element in the Oracle
Stream Analytics server conf i g. xm file. For more information, see:

¢ Server Configuration Files
e Network I/O Providers

® netio in Schema Reference for Oracle Stream Analytics.

Configure Network 1/0O Server

1. In the Oracle Stream Analytics server conf i g. xni file, create a net i o element:

<neti o>
</netio>

2. Add a nane element that uniquely identifies this net i 0 element on this Oracle
Stream Analytics server:

<netio>
<nanme>MyNet | O</ name>
</ netio>

3. Add aport element to define the TCP/IP port on which this net i o service listens
for connection requests:

<neti o>
<name>M/Net | O</ name>
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<port >9002</ port>
</ neti 0>

4. Optionally, specify a pr ovi der - t ype:

<neti 0>

<name>MNet | O</ name>

<por t >9002</ port >

<provi der-type>N O</ provi der-type>
</netio>

5. Optionally, specify the other net i o child elements.

See netio in Schema Reference for Oracle Stream Analytics.

8.3 Configure Network I/O Client (netio-client)

You can define a network I/O service to use to perform non-blocking network I/0O,
but that does not act as a server and does not listen for incoming connections. You can
also create a server network I/O service as Configure Network I/O Server (netio)
describes.

You configure network I/O client services with the net i o- cl i ent element in the
Oracle Stream Analytics server confi g. xm file.

For more information, see:
¢ Server Configuration Files

e Network I/O Providers

* netio in Schema Reference for Oracle Stream Analytics.

To configure network I/O client:

1. In the Oracle Stream Analytics server confi g. xni file, create a neti o-cl i ent
element:

<netio-client>
</netio-client>

2. Add a nane element that uniquely identifies this net i 0 element on this Oracle
Stream Analytics server:

<netio-client>

<name>My/Net | OC i ent </ nanme>
</netio-client>

3. Optionally, specify a pr ovi der - t ype:
<netio-client>
<name>MyNet | 0T i ent </ nane>
<provi der-type>N O</ provi der-type>
</netio-client>

4. Optionally, specify the other net i o- cl i ent child elements.

See netio in Schema Reference for Oracle Stream Analytics.
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Security

Oracle Stream Analytics provides a variety of ways to protect server resources such as
data and event streams, configuration, user name and password data, security policy
information, remote credentials, and network traffic.

This chapter contains the following sections:

e Users, Groups, and Roles

¢ Java SE Security for an Oracle Stream Analytics Server
® Security Provider

* Password Strength

® SSL to Secure Network Traffic

e FIPS

* 5SSO with SAML2

¢ HTTPS-Only Connections

® Security for Server Services

¢ Cross-Domain Security for Visualizer

® Security Auditor

* Disable Security

® Security Utilities

® User Credentials for Command-Line Utilities

® Security in Oracle Stream Analytics Examples and Domains.

9.1 Users, Groups, and Roles

Oracle Stream Analytics uses role-based authorization control to secure the Oracle
Stream Analytics Visualizer and the W evs. Adnmi n command-line utility.

There are a variety of default out-of-the-box security groups. You can add users to
different groups to give them the different roles.

Administrators who use Oracle Stream Analytics Visualizer, W evs. Admi n, or any
custom administration application that uses JMX to connect to an Oracle Stream
Analytics server use role-based authorization to gain access.

You can also use role-based authorization to control access to the HTTP publish-
subscribe server.
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There are two types of roles:

¢ Application roles: Application roles grant users the permission to access various
Oracle CQL applications deployed to the Oracle Stream Analytics server. You can
create application roles and associate them with the task roles that Oracle Stream
Analytics provides.

By default, administrator users can access any application and non-administration
users cannot access any applications. Before a non-administration user can access
an application, an administration user must grant the user the associated
application role.

Application Isolation enables administrators to create new roles that can associate
new roles to a given application to allow only a selected group access to this
application. After the new role is created, non-admin users without this role cannot
see the application in visualizer and cannot list or change the application
configuration through Admin tool.

e Task roles: Task roles grant users the permission to perform various tasks with the
applications their application role authorizes them to access. Oracle Stream
Analytics provides the default task roles that Table 9-1 describes.

Users that successfully authenticate themselves when using Oracle Stream Analytics
Visualizer or W evs. Admi n are assigned roles based on their group membership, and
then subsequent access to administrative functions is restricted according to the roles
held by the user. Anonymous users (non-authenticated users) will not have any access
to the Oracle Stream Analytics Visualizer or W evs. Adni n.

When an administrator uses the Configuration Wizard to create a new domain, he or
she enters an administrator user that is part of the wl evsAdni ni st r at or s group. By
default, this information is stored in a file-based provider filestore. The password is
hashed using the SHA-256 algorithm. The default administrator user is named
oepadm n with password wel conel.

Table 9-1 describes the default Oracle Stream Analytics tasks roles available right after
the creation of a new domain, as well as the name of the groups that are assigned to
these roles.

Table 9-1 Default Oracle Stream Analytics Task Roles and Groups

Task Role Group Privileges

Adm n W evsAdmi ni strators Has all privileges of all the other roles, and

permission to:

* Create users and groups

¢ Configure HTTP publish-subscribe
security

¢ Change the system configuration, such as
Jetty, work manager, and so on.

AllJMX get, set,start,stop, and

depl oy operations.

All set and i nvoke methods on these

MBeans:

CQLPr ocessor MBeanCQLPr ocessor Runt

i meMBeanRecor dPl aybackMBeanChanne

| MBeanPr of i | eMBeanPr of i | eManager B

ean
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Table 9-1 (Cont.) Default Oracle Stream Analytics Task Roles and Groups
_____________________________________________________________________________|

Task Role Group Privileges

ApplicationA w evsApplicationAdm Has all Operator privileges and permission to

dmn ins update the configuration of any deployed
application.

All set and i nvoke methods on
Channel MBean.

Busi nessUser w evsBusi nessUsers Has all Operator privileges and permission to
update the Oracle CQL rules associated with
the processor of a deployed application.

All set and i nvoke methods on these
MBeans:

CQLPr ocessor MBeanCQLPr ocessor Runt
i meMBean

Depl oyer W evsDepl oyers Has all Operator privileges and permission to
deploy, undeploy, update, suspend, and
resume any deployed application.

AllJMX get and set operations related to
deployment.

Moni t or w evshMonitors Has all Operator privileges and permission to
enable/disable diagnostic functions, such as
creating a diagnostic profile and recording
events (then playing them back.) Can also
inject and trace events.

All JMX get operations.

All set and i nvoke methods on these
MBeans:

Recor dPl aybackMBeanPr of i | eMBeanPr
of i | eManager Bean

Oper at or w evsQper at or s Has read-only access to all server resources,
services, and deployed applications.

Once the domain is created, the administrator can use Oracle Stream Analytics
Visualizer to create a group and associate it with one or more roles. Each role grants
access to an application. When you assign a user to a group, the roles you associate
with the group give the user the privileges to access those applications.

For instructions on using Oracle Stream Analytics Visualizer to modify users, groups,
and roles, see Using Visualizer for Oracle Stream Analytics

For more information, see:
* Configure HTTP Publish-Subscribe Server Channel Security
e User Credentials for Command-Line Utilities.

9.2 Java SE Security for an Oracle Stream Analytics Server

The Java SE platform defines a standards-based and interoperable security
architecture that is dynamic and extensible. Security for features such as
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cryptography, authentication and authorization, public key encryption, and more are
built in.

Seehttp://java. sun.conljavase/technol ogi es/ security/ for more
information.

Oracle Stream Analytics supports Java SE security with the following security policy
files. Oracle provides templates for these files in the product in the following
directory: / Or acl e/ M ddl ewar e/ ny_oep/ oep/ util s/ security.

pol i cy. xni : Defines the security policies of all the bundles that make up Oracle
Stream Analytics. The first bundle set defines the policies for server-related

bundles; the second bundle set defines the policies for application bundles.

security. pol i cy: Defines the security policies for server startup and Web
applications deployed to the Jetty HTTP server. This file also defines policies for
the Oracle Stream Analytics Visualizer Web application.

You can define Java SE security policies for the following Oracle Stream Analytics
features:

All bundles that make up Oracle Stream Analytics
Server startup
Web applications deployed to the Oracle Stream Analytics server Jetty HTTP server

Oracle Stream Analytics Visualizer

Configure Java SE Security on a Server:

1.

Stop the Oracle Stream Analytics server, if it is currently running.

See Start and Stop Servers.

Copy pol i cy. xnl and security. policy:
From:/ Or acl e/ M ddl ewar e/ ny_oep/ oep/ util s/ security/
To:

/ Oracl e/ M ddl ewar e/ my_oep/ user _pr oj ect s/ domai ns/
<domai nnane>/ <ser ver nane>/ confi g/

Edit the two security policy files as needed.

Update the server startup script for your platform in the <ser ver nanme>
directory by adding the following properties to the j ava command that starts the
server:

-Dj ava. security. manager
-Dj ava. security.policy=/config/security.policy
-Dcom bea. core. security. policy=./config/policy.xmn

For example with everything on one line:

"OJAVA_HOME% bi n\j ava" 9DGC% YDEBUGK - Dj ava. security. manager
-Dj ava. security.policy=./config/security.policy

-Dcom bea. core. security. policy=./config/policy.xm

- Dwl evs. home="9%JSER | NSTALL_DI R% - Dbea. hoe="%BEA HOVE%
-jar "OQUSER INSTALL_DI R bin\w evs.jar" % %R %8 % % %
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5. [Edit the Jetty configuration in the conf i g. xm server file by adding a
<scrat ch-di r ect or y> child element of the <j et t y> element to specify the
directory to which Jetty Web applications are deployed.

For example:

<jetty>
<name>Jet t ySer ver </ name>
<net wor k- i 0- name>Net | O</ net wor k- i o- nane>
<wor k- manager - nane>Jet t yWor kManager </ wor k- manager - name>
<secur e- net wor k- i 0- nane>ss| Net | o</ secur e- net wor k- i 0- name>
<scratch-directory>./JettyWrk</scratch-directory>
</jetty>

6. Restart the Oracle Stream Analytics server for the changes to take effect.

See Start and Stop Servers.

9.3 Security Provider

Oracle Stream Analytics supports the several security providers for authentication,
authorization, role mapping, and credential mapping.

The default is the file-based provider. If you use the default file-based security
provider, then you do not need to do any further configuration of your domain. If you
want to use the LDAP or DBMS providers, you must perform further configuration.
Once you have configured the security provider, you can add new users, assign them
to groups, and map groups to roles. See Users, Groups, and Roles.

¢ File-based: Default security provider that uses an operating system file to access
security data such as user, password, and group information. This provider
provides authentication and authorization. Authentication is the process whereby
the identity of users is proved or verified. Authorization is the process whereby a
user's access to an Oracle Stream Analytics resource is permitted or denied based
on the user's security role and the security policy assigned to the requested Oracle
Stream Analytics resource. Authentication typically involves user name and
password combinations.

* LDAP: Uses a Lightweight Data Access Protocol (LDAP) server to access user,
password, and group information. Provides only authentication.

When you use LDAP for authentication, you cannot add or delete users and groups
using Oracle Stream Analytics Visualizer, you can only change the password of a
user.

e RDBMS: Uses a DBMS to access user, password, and group information. Provides
both authentication and authorization.

The following procedures describe two different ways to configure a security provider
for authentication and authorization.

¢ Configure Authentication with LDAP and Authorization with the DBMS Provider
¢ Configure Authentication and Authorization with the DBMS Provider
Configure Authentication with LDAP and Authorization with the DBMS Provider

1. Add the Oracl e/ M ddl ewar e/ ny_oep/ oep/ bi n directory to your PATH
environment variable:

set PATH=d:\ Oracl e\ M ddl ewar e\ ny_oep\ oep\ bi n; %PATH% (W ndows)
PATH=/ Or acl e/ M ddl ewar e/ ny_oep/ oep/ bi n: $PATH (UNI X)
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Go to the conf i g directory for the server you want to configure.

By default, the conf i g directoryisin/ Or acl e/ M ddl ewar e/ ny_oep/ user -
Pr oj ect s/ domai ns/ <domai nnane>/ <ser ver nane>/ confi g/.

In a text editor, create a file called myLDAPandDBMS. pr operti es and copy the
entire contents of the following example into it.

Note:

Make sure the certificate of the boot user in the evsi denti ty. j ks file is the
same as what is configured in the securi ty. xm file.

For attributes of type bool ean or Bool ean, value can be "true" or "fal se"
and it's case insensitive.
For attributes of type String[], values are comm separated; blanks before
and after the comma are ignored. For exanple, if the property is defined as:

sam 1. IntersiteTransferURIs=uril, uri2, uri3
the IntersiteTransferURI's attribute value is String[]{"uril", "uri2", "uri3"}
For attributes of type Properties, the value should be inputted as
a set of key=value pairs separated by commas; blanks before and after the
# commas are also ignored. For exanple (in practice, the property should be all on one
line):
# store.StoreProperties=DriverName=oracl e.jdbc.driver. O acleDriver,
Connect i onURL=j dbc: oracl e: thin: @nited. bea. com 1521: xe, Usernanme=user, Password=user
domai n. nhean=com bea. conmon. managenent . confi gur ati on. LegacyDomai nl nf oMBean
domai n. Domai nName=| egacy- domai n- nane
domai n. Ser ver Name=| egacy- server - nane
domai n. Root Di rect ory=I egacy-rootdir
#domai n. Product i onMbdeEnabl ed=
#domai n. WebAppFi | esCasel nsensi tive=
domai n. Donai nCr edent i al =changei t
j axp. nhean=com bea. conmon. managenent . confi gurati on. JAXPFact or ySer vi ceMBean
#j axp. DocBui | der Fact ory=
#j axp. SaxPar ser Fact ory=
#j axp. SaxTr ansf or nfFact ory=
#j axp. Transf or nFact ory=
#1 dapss| . mbean=com bea. conmon. managenent . confi gurati on. LDAPSSLSocket Fact or yLookupSer vi ceMBe
an
#1 dapssl . Prot ocol =ssl v3
#1 dapss! . Trust Manager O assNane=
nanedsgql . mhean=com bea. conmon. managenent . conf i gur ati on. NamedSQLConnect i onLookupSer vi ceMBean
st ore. mhean=com bea. conmon. managenent . confi gurati on. St or eSer vi ceMBean
# Split here for readability; in practice, a property should be all on one line.
store. StoreProperties=DriverName=oracl e. j dbc. driver. Oracl eDriver,

Connect i onURL=j dbc: oracl e: t hi n: @ ocal host : 1521: orcl, Usernanme=w evs, Password=w evs

#store. Connecti onProperties=
#store. NotificationProperties=
real m mbean=webl ogi c. managenent . security. Real mvBean
real m Name=ny-real m
#real m Val i dat eDDSecuri t yDat a=
#real m Conbi nedRol eMappi ngEnabl ed=
#real m Enabl eWebLogi cPri nci pal Val i dat or Cache=
#real m Max\WebLogi cPri nci pal sl nCache=
#real m Del egat eMBeanAut hori zati on=
#real m Aut hMet hods=
adt. 1. mbean=webl ogi c. security. provi ders. audi t. Def aul t Audi t or MBean
adt. 1. Severity=| NFORVATI ON

H oH H H H H HF H

#adt. 1. I nf or mati onAudi t Severi t yEnabl ed=
#adt . 1. WMr ni ngAudi t Severit yEnabl ed=
#adt . 1. Error Audi t Severi t yEnabl ed=

#adt . 1. SuccessAudi t Severit yEnabl ed=
#adt . 1. Fai | ureAudi t Severit yEnabl ed=
#adt . 1. Qut put Medi unr

#adt. 1. Rotati onM nut es=
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#adt . 1. Begi nMar ker =

#adt. 1. EndMar ker =

#adt. 1. Fi el dPrefix=

#adt. 1. Fi el dSuf fi x=

adt. 1. Nane=ny- audi t or

#adt. 1. Acti veCont ext Handl erEntri es=

atn. 1. mhean=webl ogi c. security. provi ders. aut henti cati on. LDAPAut hent i cat or MBean

#atn. 1. User Obj ect 0 ass=

#atn. 1. User NaneAt tri but e=

#atn. 1. User Dynam cG oupDNAt t ri but e=

atn. 1. User BaseDN=0=ECS, dc=bea, dc=com
atn. 1. User Sear chScope=subt r ee

#atn. 1. User FromNaneFi | ter=

#atn. 1. Al l UsersFilter=

atn. 1. G oupBaseDN=ECS, dc=bea, dc=com
#atn. 1. G oupSear chScope=

#atn. 1. G oupFromNameFi | ter =

#atn. 1. ALl GoupsFilter=

#atn. 1. Stati cG oupQbj ect O ass=

#atn. 1. StaticG oupNaneAttribute=

atn. 1. Stati cMenmber DNAt t ri but e=menber
#atn. 1. Stati cG oupDNsf romverber DNFi | ter =
#atn. 1. Dynani cG oupQhj ect O ass=

#atn. 1. Dynani cG oupNaneAttri bute=

#atn. 1. Dynani cMenber URLAt tri but e=

atn. 1. G oupMenber shi pSear chi ng=unl i m t ed
atn. 1. MaxG oupMenber shi pSear chLevel =0
atn. 1. UseRetri evedUser NaneAsPri nci pal =f al se
#atn. 1. | gnor eDupl i cat eMenber shi p=

#atn. 1. KeepAl i veEnabl ed=

atn. 1. Credential =w evs

#atn. 1. Name=

#at n. 1. Propagat eCauseFor Logi nExcepti on=
atn. 1. Control Fl ag=REQUI RED

#atn. 1. Connect Ti meout =

atn. 1. Host = ocal host

atn. 1. Port =389

#atn. 1. SSLEnabl ed=

atn. 1. Princi pal =cn=Admi ni strat or, dc=bea, dc=com
#atn. 1. CacheEnabl ed=

#atn. 1. CacheSi ze=

#atn. 1. CacheTTL=

atn. 1. Fol | owRef erral s=fal se

#at n. 1. Bi ndAnonynous| yOnRef erral s=

#atn. 1. Resul tsTineLinit=

#atn. 1. Paral | el Connect Del ay=

#atn. 1. ConnectionRetryLimt=

atn. 1. Enabl eG oupMenber shi pLookupHi er ar chyCachi ng=t rue

#atn. 1. MaxG oupHi er ar chi esl nCache=

#atn. 1. G oupHi erarchyCacheTTL=

#at n. 5. nbean=webl ogi c. security. provi ders. aut henti cati on. OpenLDAPAut hent i cat or MBean
#atn. 5. User NaneAt tri but e=

#atn. 5. User BaseDN=

#atn. 5. User FromNaneFi | ter=

#atn. 5. G oupBaseDN=

#atn. 5. G oupFromNameFi | ter =

#atn.5. Stati cG oupQbj ect O ass=

#atn. 5. Stati cMenber DNAt tri but e=

#atn. 5. Stati cG oupDNsf romverber DNFi | ter =
#atn. 5. User Obj ect 0 ass=

#atn. 5. User Dynam cG oupDNAt t ri but e=
#atn. 5. User Sear chScope=

#atn. 5 Al l UsersFilter=

#atn. 5. G oupSear chScope=

#atn.5 Al GoupsFilter=

#atn.5. Stati cG oupNaneAttribute=

#atn. 5. Dynanm cG oupQhj ect O ass=

#atn. 5. Dynani cG oupNaneAttri bute=
#atn. 5. Dynani cMenber URLAttri but e=
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#atn. 5. G oupMenber shi pSear chi ng=

#at n. 5. MaxG oupMenber shi pSear chLevel =
#atn. 5. UseRet ri evedUser NameAsPri nci pal =
#atn. 5. | gnor eDupl i cat eMenber shi p=

#atn. 5. KeepAl i veEnabl ed=

#atn. 5. Credential =

#atn. 5. Propagat eCauseFor Logi nExcepti on=
#atn. 5. Control Fl ag=

#atn. 5. Name=

#atn. 5. Connect Ti meout =

#atn. 5. Host =

#atn.5. Port=

#atn. 5. SSLEnabl ed=

#atn.5. Principal =

#atn. 5. CacheEnabl ed=

#atn. 5. CacheSi ze=

#atn. 5. CacheTTL=

#atn. 5. Fol | owRef erral s=

#at n. 5. Bi ndAnonynous| yOnRef erral s=
#atn. 5. Resul tsTineLinit=

#atn. 5. Paral | el Connect Del ay=

#atn. 5. ConnectionRetryLimt=

#at n. 5. Enabl eG oupMenber shi pLookupHi er ar chyCachi ng=
#atn. 5. MaxG oupHi er ar chi esl nCache=
#atn. 5. G oupHi erarchyCacheTTL=

cm 1. mbean=webl ogi c. security. providers. credenti al s. Def aul t Credent i al Mapper MBean
cm 1. Name=ny- credent i al - mapper

cm 1. Credent i al Mappi ngDepl oynment Enabl ed=t r ue

#cm 3. nbean=webl ogi c. security. providers. credential s. Fi|l eBasedCredenti al Mapper MBean
#cm 3. Fi | eSt orePat h=

#cm 3. Fi | eSt or ePasswor d=

#cm 3. Encrypt Al gori t hne

#cm 3. Nane=

#cm 3. Credenti al Mappi ngDepl oynent Enabl ed=

rm 1. mhean=webl ogi c. security. provi ders. xacni . aut hori zat i on. XACM_Rol eMapper MBean
rm 1. Name=ny-r ol e- mapper

rm 1. Rol eDepl oyment Enabl ed=t rue

atz. 1. mbean=webl ogi c. security. provi ders. xacm . aut hori zati on. XACMLAut hori zer MBean
atz. 1. Name=ny- aut hori zer

atz. 1. Pol i cyDepl oynent Enabl ed=t r ue

adj . 1. mbean=webl ogi c. security. provi ders. aut hori zati on. Def aul t Adj udi cat or MBean
adj . 1. Requi r eUnani mousPer ni t =f al se

adj . 1. Nane=ny- adj udi cat or

a. Customize the property file by updating the st or e. St or eProperti es
property to reflect your database driver information, connection URL, and
user name and password of the user that connects to the database. This is
how the default property is set:

# Split for readability; in practice, the property should be on one |ine.
store. StoreProperties=DriverName=oracl e.jdbc.driver. OracleDriver,
Connect i onURL=j dbc: or acl e: t hi n: @ymachi ne: 1521: orcl, Username=w evs,
Passwor d=wl evs

b. Update the property that specifies your LDAP server configuration.
c. Leave all the other properties to their default values.

Make a backup copy of the existing securi ty. xnl file in case you need to
revert.

Create a new security configuration file (Securi ty. xnl ) by executing the
following cssconf i g command:

cssconfig -p nyLDAPandDBMS. properties -c security.xm -i security-key. dat
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nmy LDAPandDBMS. pr oper t i es: The property file you created in step 3.
security. xm : The name of the new security configuration file.securi ty-
key. dat : An existing file generated by the Configuration Wizard that contains
the identity key.

See The cssconfig Command-Line Utility for additional information.

6. Goto/Oracl e/ M ddl eware/ ny_oep/oep/utils/security/sql.

This directory contains SQL scripts for creating the required security-related
database tables and populating them with initial data. Because you are using the
DBMS provider only for authorization, the relevant scripts for this procedure are:

at z_cr eat e. sql : Creates all tables required for authorization.

at z_dr op. sql : Drops all authorization-related tables.

7. Run the atz_create.sql SQL script against the database you specified as the
database store in step 3.

8. Configure your LDAP server by adding the default groups described in Users,
Groups, and Roles and the administrator user you specified when you created the
domain. By default, this user is called oepadmi n.

Refer to your LDAP server documentation for details.

9. Optionally, configure password strength in your new security. xm file.

See Password Strength.
Configure Authentication and Authorization with the DBMS Provider

1. Add the Oracl e/ M ddl ewar e/ ny_oep/ oep/ bi n directory to your PATH
environment variable:

pronpt > set PATH=d:\ Oracl e\ M ddl ewar e\ my_oep\ oep\ bi n; %PATH% (W ndows)
pronpt > PATH=/ Or acl e/ M ddl ewar e/ ny_oep/ oep/ bi n: $PATH (UNI X)

2. Go to the confi g directory for the server you want to configure.

By default the conf i g directory isin/ Or acl e/ M ddI ewar e/ ny_oep/ user -
Proj ect s/ domai ns/ <domai nnanme>/ <ser ver nane>/ confi g/.

3. Make a backup copy of the existing securi ty. xm file, in case you need to
revert.

4. Inatext editor, create a file called myDBMS. pr oper ti es and copy the entire
contents of the following example into it.

For attributes of type bool ean or Bool ean, value can be "true" or "false"
and it's case insensitive.
For attributes of type String[], values are conma separated; blanks before
and after the comma are ignored. For example, if the property is defined as:
sam 1. IntersiteTransferURIs=uril, uri2, uri3
the IntersiteTransferURI's attribute value is String[]{"uril", "uri2", "uri3"}
For attributes of type Properties, the value should be inputted as
a set of key=value pairs separated by commas; blanks before and after the
commas are al so ignored. For exanple (split for readability; in practice, the property
shoul d be all on one line):
# store.StoreProperties=DriverNane=oracle.jdbc.driver.OracleDriver,
Connect i onURL=j dbc: oracl e: thi n: @ni ted. bea. com 1521: xe, Username=user, Password=user
donei n. nhean=com bea. conmon. managenent . confi gurati on. LegacyDonai nl nf oMBean
donri n. Donei nNane=| egacy- donei n- nane
donwi n. Server Nane=| egacy- server - nane
donei n. Root Di rect ory=l egacy-rootdir

O O W OH W W E W
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#domai n. Product i onMbdeEnabl ed=
#domai n. WebAppFi | esCasel nsensi tive=
domai n. Donmai nCr edent i al =changei t
j axp. nhean=com bea. conmon. managenent . confi gurati on. JAXPFact or ySer vi ceMBean
#j axp. DocBui | der Fact ory=
#j axp. SaxPar ser Fact ory=
#j axp. SaxTr ansf or nfFact ory=
#j axp. Transf or nFact ory=
#1 dapss| . mbean=com bea. conmon. managenent . confi gur ati on. LDAPSSLSocket Fact or yLookupSer vi ceMBe
an
#1 dapssl . Prot ocol =
#1 dapssl| . Trust Manager O assNane=
nanedsgl . mhean=com bea. conmon. managenent . conf i gur ati on. NamedSQLConnect i onLookupSer vi ceMBean
st ore. mhean=com bea. conmon. managenent . confi gurati on. St or eSer vi ceMBean
# Split for readability; the property should be fully on one line.
store. StoreProperties=DriverName=oracl e. j dbc. driver. Oracl eDriver,
Connect i onURL=j dbc: or acl e: t hi n: @ymachi ne: 1521: orcl, Username=w evs, Password=w evs
#st ore. Connect i onProperties=
#store. NotificationProperties=
real m mbean=webl ogi c. managenent . security. Real mvBean
real m Name=ny-real m
#real m Val i dat eDDSecuri t yDat a=
#real m Conbi nedRol eMappi ngEnabl ed=
#real m Enabl eWebLogi cPri nci pal Val i dat or Cache=
#real m Max\WebLogi cPri nci pal sl nCache=
#real m Del egat eMBeanAut hori zati on=
#real m Aut hMet hods=
sql conn. 1. nbean=com bea. conmon. management . confi gurati on. NamedSQLConnect i onMBean

sql conn. 1. Name=POCOL1
sql conn. 1. JDBCDr i ver G assNanme=or acl e. j dbc. dri ver. Oracl eDri ver
sql conn. 1. Connect i onPool Capaci ty=5
sql conn. 1. Connect i onPool Ti meout =10000
sqgl conn. 1. Aut omat i cFai | over Enabl ed=f al se
sqgl conn. 1. Pri maryRetryl nterval =0
sql conn. 1. JDBCConnect i onURL=j dbc\ : oracl e\ : t hi n\: @wang02\ : 1521\ : or cl
sql conn. 1. JDBCConnect i onProperti es=
sql conn. 1. Dat abaseUser Logi n=wl evs
sql conn. 1. Dat abaseUser Passwor d=wl evs
sql conn. 1. BackupJDBCConnect i onURL=
sql conn. 1. BackupJDBCConnect i onProperti es=
1

sql conn. 1. BackupDat abaseUser Logi n=

sql conn. 1. BackupDat abaseUser Passwor d=

adt. 1. mbean=webl ogi c. security. provi ders. audi t. Def aul t Audi t or MBean
adt. 1. Severity=l NFORVATI ON

#adt. 1. I nf or mati onAudi t Severit yEnabl ed=
#adt . 1. Wr ni ngAudi t Severit yEnabl ed=
#adt . 1. Error Audi t Severi t yEnabl ed=
#adt . 1. SuccessAudi t Severit yEnabl ed=
#adt . 1. Fai | ureAudi t Severit yEnabl ed=
#adt . 1. Qut put Medi unv

#adt. 1. Rotati onM nut es=

#adt . 1. Begi nMar ker =

#adt . 1. EndMar ker =

#adt. 1. Fi el dPrefix=

#adt . 1. Fi el dSuf fi x=

adt. 1. Nane=ny- audi t or
#adt. 1. Acti veCont ext Handl erEntri es=

atn. 1. mbean=webl ogi c. security. provi ders. aut henti cati on. SQLAut hent i cat or MBean

atn. 1. Passwor dAl gor it hmeSHA- 1

atn. 1. Passwor dSt yl e=SALTEDHASHED

atn. 1. Passwor dStyl eRet ai ned=t r ue

atn. 1. SQLCreat eUser =I NSERT | NTO USERS VALUES ( ? , ?, ?)

atn. 1. SQLRenoveUser =DELETE FROM USERS WHERE U NAME \ = ?

atn. 1. SQLRenoveG oupMenber shi ps=DELETE FROM GROUPMEMBERS VWHERE G MEMBER \= ? ORG_NAME \= ?
atn. 1. SQLSet User Descri pti on=UPDATE USERS SET U DESCRI PTION \= ? WHERE U_NAME \= ?
atn. 1. SQLSet User Passwor d=UPDATE USERS SET U _PASSWORD \= ? WHERE U NAME \= ?

atn. 1. SQLCreat eG oup=I NSERT | NTO GROUPS VALUES ( ? , ?)

atn. 1. SQLSet G oupDescri pti on=UPDATE GROUPS SET G DESCRIPTION \= ? WHERE G NAME \= ?
atn. 1. SQLAddMenber ToG oup=I NSERT | NTO GROUPMEMBERS VALUES( ?, ?)
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atn. 1. SQLRenoveMenber Fr onGr oup=DELETE FROM GROUPMEMBERS WHERE G NAME \= ? AND G MEMBER \= ?
atn. 1. SQLRenoveG oup=DELETE FROM GROUPS WHERE G NAME \= ?

atn. 1. SQLRenoveG oupMenber =DELETE FROM GROUPMEMBERS WHERE G NAME \= ?

atn. 1. SQLLi st GroupMenber s=SELECT G _MEMBER FROM GROUPMEMBERS WHERE G NAME \= ? AND G _MEMBER
LIKE ?

atn. 1. DescriptionsSupported=true

atn. 1. SQLGet User sPasswor d=SELECT U_PASSWORD FROM USERS WHERE U NAME \= ?

atn. 1. SQLUser Exi st s=SELECT U _NAME FROM USERS WHERE U NAME \ = ?

atn. 1. SQLLi st Menber G oups=SELECT G _NAME FROM GROUPMEMBERS WHERE G MEMBER \ = ?
atn. 1. SQLLi st User s=SELECT U _NAME FROM USERS WHERE U NAME LI KE ?

atn. 1. SQLGet User Descri pti on=SELECT U_DESCRI PTI ON FROM USERS WHERE U NAME \ = ?
atn. 1. SQLLi st G oups=SELECT G _NAME FROM GROUPS WHERE G NAME LI KE ?

atn. 1. SQLG oupExi st s=SELECT G_NAME FROM GROUPS WHERE G NAME \= ?

atn. 1. SQLI sMenber =SELECT G _MEMBER FROM GROUPMEMBERS WHERE G NAME \= ? AND G MEMBER \= ?
atn. 1. SQLGet G- oupDescri pti on=SELECT G _DESCRI PTI ON FROM GROUPS WHERE G NAME \= ?
atn. 1. G oupMenber shi pSear chi ng=unl i m t ed

atn. 1. MaxG oupMenber shi pSear chLevel =0

atn. 1. Dat aSour ceName=POOL1

atn. 1. Pl ai nt ext Passwor dsEnabl ed=t r ue

atn. 1. Control Fl ag=REQUI RED

atn. 1. Name=ny- aut hent i cat or

atn. 1. Enabl eG oupMenber shi pLookupHi er ar chyCachi ng=f al se

atn. 1. MaxG oupHi er ar chi esl nCache=100

atn. 1. G- oupH erar chyCacheTTL=60

cm 1. mbean=webl ogi c. security. providers. credenti al s. Def aul t Credent i al Mapper MBean
cm 1. Name=ny- credent i al - mapper

cm 1. Credent i al Mappi ngDepl oynment Enabl ed=t r ue

rm 1. mbean=webl ogi c. security. provi ders. xacnl . aut hori zat i on. XACM_Rol eMapper MBean
rm 1. Name=ny-r ol e- mapper

rm 1. Rol eDepl oyment Enabl ed=t rue

atz. 1. mbean=webl ogi c. security. provi ders. xacm . aut hori zati on. XACMLAut hori zer MBean
atz. 1. Name=ny- aut hori zer

atz. 1. Pol i cyDepl oynent Enabl ed=t r ue

adj . 1. mbean=webl ogi c. security. provi ders. aut hori zati on. Def aul t Adj udi cat or MBean
adj . 1. Requi r eUnani mousPer ni t =f al se

adj . 1. Nane=ny- adj udi cat or

a. Customize the property file by updating the st ore. St or eProperti es
property to reflect your database driver information, connection URL, and
user name and password of the user that connects to the database. This is
how the default property is set:

store. StoreProperties=DriverName=oracl e.jdbc.driver. O acleDriver,
Connect i onURL=j dbc: or acl e: t hi n: @ymachi ne: 1521: orcl, User name=w evs,
Passwor d=wl evs

b. Leave all the other properties to their default values.

Create a new security configuration file (Securi ty. xnl ) by executing the
following cssconf i g command:

cssconfig -p nyLDAPandDBMS. properties -c security.xm -i security-key. dat

nmy DBMVS. pr oper ti es: The property file you created in step 3.security. xm :
The name of the new security configuration file. securi t y- key. dat : An
existing file generated by the Configuration Wizard that contains the identity key.

See The cssconfig Command-Line Utility for additional information.

Goto/ Oracl e/ M ddl ewar e/ my_oep/ oep/ util s/ security/sql:

This directory contains SQL scripts for creating the required security-related
database tables and populating them with initial data. These scripts are:

at n_cr eat e. sql : Creates all tables required for authentication.
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at n_dr op. sql : Drops all authentication-related tables.

atn_i ni t. sql : Inserts default values into the authentication-related user and
group tables. In particular, the script inserts a single default administrator user
called oepadm n, with password wel conel, into the user table and specifies that
the user belongs to the wlevsAdministrators group. The script also inserts the
default groups listed in Table 9-1 into the group table.

at z_cr eat e. sql : Creates all tables required for authorization.

at z_drop. sql : Drops all authorization-related tables.

7. If, when you created your domain using the Configuration Wizard, you specified
an administrator user other than the default, edit theat n_i ni t . sql file and add
the | NSERT | NTO USERS and corresponding | NSERT | NTO GROUPMEMBERS

statements.

For example, to add an administrative user j ul i et, with password shackel |,
add the following statements to the at n_i ni t . sql file:

I NSERT | NTO USERS (U_NAME, U PASSWORD, U DESCRI PTION) VALUES
("juliet","shackell', " default admin');

| NSERT | NTO GROUPMEMBERS (G _NAME, G MEMBER) VALUES
("wlevsAdnministrators','juliet');

8. Run the following SQL script files, in the order listed against the database you
specified as the database store in step 3:

atn_create. sql
atn_init.sql
atz_create. sql
9. Optionally, configure password strength in your new security. xm file.

See Password Strength.

9.4 Password Strength

Password strength measures the effectiveness of a password as an authentication
credential. How you configure password strength determines the type of password a
user can specify, such as whether the password can contain the user name, the
minimum length of the password, the minimum number of numeric characters it can
contain, and so on.

You configure the strength of the passwords used for Oracle Stream Analytics
authentication by updating the <password-validator> element in the security
configuration file (securi ty. xm ).

By default, the security configuration file is in the Or acl e/ M ddI ewar e/ ny_oep/
user _pr oj ect s/ donmai ns/ <domai nnane>/ <ser ver nane>/ conf i g directory.

The following example shows a snippet from the securi ty. xm file with the default
values after you create a new domain.

<sec: passwor d-val i dat or
xnl ns: pas="http:// ww. bea. con ns/ webl ogi ¢/ 90/ securi ty/ provi der s/ passwor dval i dat or"
xsi : type="pas: syst em passwor d- val i dat or Type" >
<sec: name>ny- passwor d- val i dat or </ sec: nane>
<pas:rej ect-equal - or-contai n-user nanme>t r ue</ pas: r ej ect - equal - or - cont ai n- user nane>
<pas:rej ect-equal - or-contain-rever se- user name>
fal se
</ pas: rej ect - equal - or - cont ai n- r ever se- user nane>
<pas: max- passwor d- | engt h>50</ pas: nmax- passwor d- | engt h>
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<pas:
<pas:
<pas:

<pas
<pas
<pas
<pas
<pas

m n-
max-
max-
.mn-
.mn-
.mn-
.mn-
.mn-

passwor d- | engt h>6</ pas: m n- passwor d- | engt h>

i nstances- of - any- char act er >0</ pas: max- i nst ances- of - any- char act er >
consecut i ve- charact er s>0</ pas: max- consecut i ve- char act er s>

al phabet i c- charact er s>1</ pas: mi n- al phabeti c- charact er s>

numeri c- charact er s>1</ pas: ni n- numeri c- char act er s>

| ower case- char act er s>1</ pas: ni n- | ower case- char act er s>

upper case- char act er s>1</ pas: ni n- upper case- char act er s>

non- al phanuneri c- char act er s>0</ pas: ni n- non- al phanuneri c- char act er s>

</ sec: passwor d-val i dat or>

Table 9-2 describes all the child elements of <passwor d- val i dat or > that you can
configure. If you manually update the securi ty. xml file, you must restart the
Oracle Stream Analytics server instance for the changes to take effect.

Table 9-2 Child Elements of <password-validator>

Child Element Description Default
Value
rej ect - equal - or - cont ai n- name When set to t r ue, Oracle Stream Analytics rejects a true
password if it is the same as, or contains, the user
name.
When set to f al se, Oracle Stream Analytics does not
reject a password for this reason.
rej ect-equal -or-contain-reverse- Whensettotrue, Oracle Stream Analytics rejects a fal se
user nane password if it is the same as, or contains, the reversed

user name.

When set to f al se, Oracle Stream Analytics does not
reject a password for this reason.

max- passwor d- | engt h

Specifies the maximum length of a password. 50
A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.

m n- passwor d- | ength

Specifies the minimum length of a password. 6

Valid values for this element are integers greater than
or equal to 0.

max- i nstances- of - any- charact er Specifies the maximum number of times the same 0

character can appear in the password. For example, if
this element is set to 2, then the password bubbl e is
invalid.

A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.

max- consecuti ve-characters Specifies the maximum number of repeating 0

consecutive characters that are allowed in the
password. For example, if this element is set to 2, then
the password bubbbl e is invalid.

A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.
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Table 9-2 (Cont.) Child Elements of <password-validator>
. ____________________________________________________________________________________|

Child Element Description Default
Value
m n-al phabeti c-characters Specifies the minimum number of alphabetic characters 1

that a password must contain.
A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.

m n-nuneric-characters Specifies the minimum number of numeric characters 1
that a password must contain.

A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.

m n-| ower case-characters Specifies the minimum number of lowercase characters 0
that a password must contain.

A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.

nm n- upper case-characters Specifies the minimum number of uppercase characters 0
that a password must contain.

A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.

m n-non- al phanuneri c-characters Specifies the minimum number of non-alphanumeric 0
characters that a password must contain. Non-
alphanumeric characters include $, #, @&,! and so on.

A value of 0 means there is no restriction.

Valid values for this element are integers greater than
or equal to 0.

9.5 SSL to Secure Network Traffic

Oracle Stream Analytics provides one-way Secure Sockets Layer (SSL) to secure
network traffic in certain situations.

The SSL works between:

¢ A browser running the Oracle Stream Analytics Visualizer and the Oracle Stream
Analytics server that hosts the data-services application that the Oracle Stream
Analytics Visualizer uses.

e Thew evs. Adnmi n command-line utility and an Oracle Stream Analytics instance.

See Run wlevs.Admin Utility in SSL Mode.

e The member servers of a multiserver domain.

You can configure Oracle Stream Analytics to use a Federal Information Processing
Standards (FIPS)-certified pseudo-random number generator for SSL. After you
configure SSL, you can configure the Oracle Stream Analytics server to accept only
client requests on the HTTPS port. See HTTPS-Only Connections.
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You configure SSL in the server's conf i g. xnl file. When you create an Oracle Stream
Analytics server, the server confi g. xml includes a default SSL configuration. The
following procedures show how to configure SSL and a key store.

¢ Configure SSL Manually
* Create a Key Store Manually
¢ Configure SSL Between an SAML2 Service Provider and Identity Provider

¢ Configure SSL Between an SAML2 Service Provider and Identity Provider.

9.5.1 Configure SSL Manually

1. Use the Configuration Wizard to create a standalone-server domain or a
multiserver domain.

See:
Standalone-Server Domains
Multiserver Domains with Oracle Coherence

Multiserver Domains with Native Clustering
2. In an XML editor, open the conf i g. xnl file for the server you want to configure.

By default, the confi g. xml fileisin/ Or acl e/ M ddl ewar e/ ny_oep/
user _proj ect s/ domai ns/ <domai nnane>/ <ser ver nane>/ confi g.

3. Configure the ss| element.

The following example shows the default ss| element the Configuration Wizard
creates.

<ss| >
<name>ss| Confi g</ name>
<key-store>./ssl/evsidentity.jks</key-store>
<key- st or e- pass>

<passwor d>{ Sal t ed- 3DES} sdl UX8aEDeNpQ4VhsaCnFA==</ passwor d>

</ key- st ore-pass>
<key-store-alias>evsidentity</key-store-alias>
<key- manager - al gori t hm>SunX509</ key- manager - al gori t hn
<ssl - prot ocol >TLS</ ssl - pr ot ocol >
<enforce-fips>fal se</enforce-fips>
<need- cl i ent - aut h>f al se</ need-cl i ent - aut h>

</ssl>

The key- st or e element points to a certificate file. The Configuration Wizard
creates a default certificate file called evsi denti ty.j ks in the ssl directory for
the server you want to configure.

By default, the password for the certificate private key is the same as the password
for the identity key store.

Note:

The Oracle Stream Analytics Server will not start unless the password for the
certificate private key is the same as the password for the identity key store.
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The evsi denti ty. j ks file contains a self-signed certificate. Optionally, create
your own certificate file and either replace the evsi denti ty. j ks file, or update
the key- st or e element in the confi g. xmi file.

Note:

In a production environment, the system administrator should replace the
default self-signed certificate with a CA signed certificate.

For more information about creating a key store, see Create a Key Store Manually.

For more information about the enf or ce- f i ps element, see FIPS.
4. Configure a net i o element for SSL.

The following example shows the default net i o element the Configuration
Wizard creates.

<neti o>
<nanme>ssl Net | o</ name>
<ssl - confi g- bean- nane>ssl Confi g</ ssl - confi g- bean- nanme>
<port >9003</ port >

</ neti 0>

The ssl - conf i g- bean- nane must match the ssl element nane child element.

The default secure port is 9003 by default. You can change the port.
5. Configure the j et t y element to add a secur e- net wor k- i o- nanme child element.

The following example shows the defaultj et t y element.
<jetty>

<name>Jet t yServer </ name>

<net wor k- i 0- name>Net | O</ net wor k- i 0- name>

<wor k- manager - nane>Jet t yWor kManager </ wor k- manager - nanme>

<secur e- net wor k- i 0- nane>ssl Net | o</ secur e- net wor k- i 0- nane>
</jetty>

The secur e- net wor k- i 0- nanme must match the SSL net i 0 element nane child
element.

6. Save and close the confi g. xm file.
7. Restart the Oracle Stream Analytics server (if it is running).

See Start and Stop Servers.

9.5.2 Create a Key Store Manually

By default, the Configuration Wizard creates a default key store certificate file called
evsidentity.jks.

By default the evsi denti ty. j ks file is in the Or acl e/ M ddI ewar e/ my_oep/
user _proj ect s/ donmai ns/ <domai nnanme>/ <ser ver name>/ ss| directory.

The password is the same as the password you entered when you created the server.
Optionally, you can create a key store manually.

1. Use the JDK keyt ool command to generate a key store:
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keytool -genkey -alias evsidentity -keyalg RSA -validity 10958 -keystore
evsidentity.jks -keysize 1024

. Enter the key store password, when prompted:
Enter keystore password:
. Enter the key-store attributes, when prompted:

VWhat is your first and |ast nane?
[ Unknown]:  CEP

What is the name of your organizational unit?
[ Unknown]: SOA

What is the name of your organization?
[ Unknown]: ORACLE

What is the name of your City or Locality?

[ Unknown]: SF
What is the name of your State or Province?
[ Unknown]: CA
What is the two-letter country code for this unit?
[ Unknown]: US
I's CN=CEP, OU=SCA, O=ORACLE, L=SF, ST=CA, C=US correct?
[no]: 'y

. When prompted for a key password, do not enter a password, but press Return:

Enter key password for <evsidentity>
(RETURN i f same as keystore password):

Note:

The Oracle Stream Analytics Server will not start unless the password for
certificate private key is the same as the password for the identity key store.

. In an XML editor, open the Oracle Stream Analytics server confi g. xm file.

By default, the Configuration Wizard creates the conf i g. xmi file in the /
O acl e/ M ddl ewar e/ my_oep/ user _pr oj ect s/ donai ns/ <domainname>/
<server nanme>/ conf i g directory.

. Configure the ssl| element.

The following example shows the default ss| element.

<ss| >
<name>ssl Confi g</ name>
<key- st or e>KEYSTORE_PATH</ key- st or e>
<key- st or e- pass>
<passwor d>PASSWORD</ passwor d>
</ key- st or e- pass>
<key-store-al i as>KEYSTORE_ALI AS</ key- st ore-al i as>
<key- manager - al gori t hn>SunX509</ key- manager - al gori t hne
<ssl - prot ocol >TLS</ ssl - pr ot ocol >
<enforce-fips>fal se</enforce-fips>
<need- cl i ent - aut h>f al se</ need-cl i ent - aut h>
</ssl >

KEYSTORE_PATH: The file path to the key store file. The file name comes from the -
keyst or e argument to the keyt ool command.
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PASSWORD: The cleartext key store password.

KEYSTORE_ALI AS: The key store alias. The key store alias is from the - al i as
argument to the keyt ool command.

7. Save and close the confi g. xm file.

8. Encrypt the cleartext password in the key- st or e- pass element passwor d child
element of the conf i g. xnl file by using the encr ypt MSAConf i g utility.

See The encryptMSAConfig Command-Line Utility.

9.5.3 Configure SSL in a Multiserver Domain for Visualizer

In a multiserver domain, you can configure one-way SSL between the server that hosts
the Oracle Stream Analytics Visualizer data services application and another server. In
the following procedure, the server that hosts the data services application is

nmySer ver 1, and the second server is my Ser ver 2. Both servers are in the / Or acl e/
M ddl ewar e/ ny_oep/ user _pr oj ect s/ domai ns/ nySer ver 1 directory. Repeat
this procedure for other servers in the domain, if required.

For information about securing the messages sent between servers in a multiserver
domain, see:

¢ Oracle Coherence: Secure the Messages Sent Between Servers

* Native Clustering: Secure the Messages Sent Between Servers in a Multiserver
Domain

For information about starting Oracle Stream Analytics Visualizer in a multiserver
domain, see Using Visualizer for Oracle Stream Analytics.

Configure SSL in a Multiserver Domain for Use by Visualizer

1. Ensure that SSL is configured for the two servers in the domain.

If you used the Configuration Wizard to create the servers, then SSL is configured
by default.

See Configure SSL Manually for details and information about how to change the
default configuration.

2. Start nyServer 2.
See Start and Stop Servers.
3. Change to the ssl| sub-directory of the nmySer ver 1 directory:
cd /Oracl e/ M ddl ewar e/ my_oep/ user _pr oj ect s/ donai ns/ myDomai n/ mySer ver 1/ ssl

4. Generate a trust key store for mySer ver 1 that includes the certificate of
ny Ser ver 2 by specifying the following command (split for readability; in practice,
the command should be on one line):

pronpt> java -classpath Oracl e\ M ddl ewar e\ ny_oep\ oep\

\comon\ | i b\ evspat h.jar; Oracl e\ M ddl ewar e\ my_oep\ oep\ utils\security
\'w evsgrabcert.jar

com bea. W evs. security.util.GabCert host:secureport

-alias=alias truststorepath

host : The computer on which nySer ver 2 is running.
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secur epor t : The SSL network I/0O port configured for nmySer ver 2. The default
value is 9003. For more information, see Configure SSL Manually.

al i as: The alias for the certificate in the trust key store. Default value is the host
name.

t rust st or epat h: The full path name of the generated trust key store file; default
isevstrust.jks

For example (put everything on one line):

java -classpath C\Oacle\M ddl ewar e\

my_oep\ oep\ common\ | i b\ evspath. jar; C.\ Oracl e\ M ddl ewar e\
my_oep\ oep\utils\security\w evsgrabcert.jar

com bea.w evs. security.util.GabCert nyServer2:9003
-alias=nyServer2 evstrust.jks

For more information, see The GrabCert Command-Line Utility.
. When prompted, enter the Oracle Stream Analytics administrator password:
Pl ease enter the Password for the trust store :

. When prompted, select the certificate sent by nySer ver 2:

Created TrustStore evstrust.jks
Qpeni ng connection to nyServer2:9003. ..
Starting SSL handshake. ..

No certificates in evstrust.jks are trusted by nyServer2:9003
Server sent 1 certificate(s):

1 Subject CN=local host, OU=Event Server, O=BEA, L=San Jose, ST=California, C=US
| ssuer CN=l ocal host, OU=Event Server, O=BEA, L=San Jose, ST=California, C=US
shal 00 07 cO f4 10 48 9a f9 07 82 4f b6 9¢c 7f 7c¢ dO 37 57 90 7d
md5 a4 d4 ff d2 43 69 95 ca c3 43 e6 f6 b8 08 df b7

Enter certificate to add to trusted keystore evstrust.jks or 'q" to quit: [1]

. Update the confi g. xm file of nySer ver 1, by adding trust key store information
to the ssl element and adding a use- secur e- connect i ons element, as shown
in bold in the following example:

<ss| >

<name>ss| Confi g</ name>
<key-store>./ssl/evsidentity.jks</key-store>
<key- st or e- pass>

<passwor d>{ Sal t ed- 3DES} s4YUEVHAW 2DAj b45i Jnr w==</ passwor d>
</ key- st ore-pass>
<key-store-alias>evsidentity</key-store-alias>
<key- manager - al gori t hnm>SunX509</ key- manager - al gori t hne
<ssl - prot ocol >TLS</ ssl - pr ot ocol >
<trust-store>./ssl/evstrust.jks</trust-store>
<trust-store-pass>

<passwor d>w evs</ passwor d>
</trust-store-pass>
<trust-store-alias>evstrust</trust-store-alias>
<trust-store-type>JKS</trust-store-type>
<trust-manager - al gorit hm>SunX509</ t r ust - manager - al gori t hne
<enforce-fips>fal se</enforce-fips>
<need- cl i ent - aut h>f al se</ need-cl i ent - aut h>
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</ ssl>

<use- secure-connecti ons>
<val ue>true</ val ue>

</ use- secur e- connecti ons>

The confi g. xm file is in the conf i g directory of the main server directory. In
this example, the location is / Or acl e/ M dd| ewar e/ my_oep/ user _pr oj ect s/
domai ns/ myDonai n/ nyServer 1/ confi g/.

8. Encrypt the cleartext password in the t r ust - st or e- pass element passwor d
child element of the confi g. xm file by using the encr ypt M5AConf i g utility.

See The encryptMSAConfig Command-Line Utility.

9. StartmyServer 1.

9.5.4 Configure SSL Between an SAML2 Service Provider and Identity Provider

You can use SSL to secure communications between the service provider (SP) and
identity provider (IDP) in an SSO environment by configuring an Oracle Stream
Analytics Server as a SAML2 SP and configure the SP with the needed SAML2 identity
IDP options.

The following examples shows an ssl| element with a sample configuration. The
procedure edits the example to configure SSL between a SAML2 SP and an IP.

<ssl| >
<nane>sani ssl Confi g</ name>
<key-store>security_files/Denoldentity.jks</key-store>
<key- st or e- pass>

<passwor d>Denol dent i t yKeySt or ePassPhr ase</ passwor d>

</ key- st or e- pass>
<key- st ore-type>JKS</ key- st ore-type>
<trust-store>security files/DemoTrust.jks</trust-store>
<ssl| - prot ocol >TLS</ ssl - pr ot ocol >
<key-store-alias>denpi dentity</key-store-alias>
<key- manager - al gori t hn>SunX509</ key- manager - al gori t hnm
<enforce-fips>fal se</enforce-fips>
<need-cl i ent - aut h>f al se</ need-cl i ent - aut h>

</ssl>

Configure SSL between a SAML2 SP and an IP
1. Configure the mandatory SAML2 IDP options.
See Configure SAML2 Identity Provider Options.

2. Addatransport-layer-client-cert-alias element to the sam 2-
i dentity-provider elementin your Oracle Stream Analytics server
config.xm:

<transport-layer-client-cert-alias>spl</transport-layer-client-cert-alias>

3. Add anssl - confi g- bean- nane element to the sani 2-i dentity- provi der
element in your Oracle Stream Analytics server confi g. xni :

<ssl - confi g- bean- nane>sani ssl Confi g</ ssl - confi g- bean- nane>
ssl - confi g- bean- nane: The name of your ssl element.
4. Restart the Oracle Stream Analytics server for the changes to take effect.

See Start and Stop Servers.
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9.6 FIPS

The National Institute of Standards and Technology (NIST) creates standards for
Federal computer systems. NIST issues these standards as Federal Information
Processing Standards (FIPS) for government-wide use. Oracle Stream Analytics
supports FIPS with the com r sa. j saf e. provi der . Jsaf eJCE security provider.
Use this provider to configure Oracle Stream Analytics to use a FIPS-certified pseudo-
random number generator for SSL.

For more information, see:
e SSL to Secure Network Traffic

e http://ww. itl.nist.gov/fipspubs/

You can configure Oracle Stream Analytics servers to use a FIPS-certified pseudo-
random number generator.

Configure FIPS for an Oracle Stream Analytics Server

1. Configure Java SE security.

See Java SE Security for an Oracle Stream Analytics Server.
2. Configure SSL.

See SSL to Secure Network Traffic.
3. Copy com bea. core.jsafejcefips_version.jar:

From:/ Oracl e/ M ddl ewar e/ my_oep/ oep/ util s/ security
To: JRE_HOVE/ jre/lib/ ext
JRE_HOVE : The directory that contains your JDK installation.

4. Stop the Oracle Stream Analytics server, if it is currently running.
See Start and Stop Servers.

5. Editthe JRE HOVE/ jre/lib/security/java.securityfile to add
com bea. core. jsafejcefips_2.0.0.0.jar asa]CE provider as the
following example shows.

security. provider. N=comrsa. | safe. provi der. Jsaf eJCE

N: A unique integer that specifies the order in which Java accesses security
providers. To make the Jsaf eJCE provider the default provider, set Nto 1. In this
case, change the value of N for any other providers in the j ava. securi ty file so
that each provider has a unique number as the following shows.

security.provider.l=comrsa.|safe. provider. Jsaf eJCE
security. provider.2=sun. security. provider.Sun

6. Edit the ssl element in the confi g. xm server file to add the following child
elements:

e enforce-fips:setthis optiontotrue.

e secure-random al gorit hm set this option to FIPS186PRNG
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e secure-random provi der : set this option to Jsaf eJCE.

<ss| >
<nanme>ssl Confi g</ name>
<key-store>./ssl/evsidentity.|ks</key-store>
<key- st or e- pass>
<passwor d>s4YUEvHAW 2DAj b45i Jnr w==</ passwor d>
</ key- st ore-pass>
<key-store-alias>evsidentity</key-store-alias>
<key- manager - al gori t hn>SunX509</ key- manager - al gori t hnp
<ssl - prot ocol >TLS</ ssl - pr ot ocol >
<enforce-fips>true</enforce-fips>
<need- cl i ent - aut h>f al se</ need-cl i ent - aut h>
<secure-random al gorit hm>Fl PS186PRNG</ secur e- r andom al gori t hnp
<secure-random provi der >Jsaf eJCE</ secur e- r andom pr ovi der >
</ssl>

7. Restart the Oracle Stream Analytics server for the changes to take effect.

See Start and Stop Servers.

9.7 SSO with SAML2
The Security Assertion Markup Language (SAML) is an OASIS XML standard for
exchanging authentication and authorization data between security domains. Oracle
Stream Analytics server supports SAML2. With SAML configuration, you can define a
web application single sign-on (SSO) environment between Oracle Stream Analytics
servers and a SAML-compliant system such as Oracle WebLogic Server or Oracle
Access Manager.

SSO enables you to have a user to sign on to an application once and gain access to
many different application components even when these components have their own
authentication schemes. Single sign-on enables users to log in securely to all of their
applications with one identity.

There are two roles in a SAML2 SSO environment as Figure 9-1 shows:

e Identity Provider (IDP): The process that performs authentication. You configure
SAML2 options for the IDP in the Oracle Stream Analytics server confi g. xm file.

¢ Service Provider (SP): The process that delegates authentication to an IDP. You
configure SAML2 options for the SP in the Oracle Stream Analytics
security. xm file.

In the context of Oracle Stream Analytics, the Oracle Stream Analytics server is the
service provider. The identity provider is any SAML2-compliant system such as
Oracle WebLogic Server or Oracle Access Manager.
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Figure 9-1 SSO Using SAML2
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Be aware that Oracle Stream Analytics Visualizer supports SSO with SAML2, but the
Oracle Stream Analytics HTTP Publish-Subscribe Server (HTTP pub-sub server) does
not support SSO with SAML2.

For more information, see:
o Understanding Security for Oracle WebLogic Server
* Developing Applications with the WebLogic Security Service

e http://ww. oasi s-open. org/ conm ttees/tc_hone. php?
wg_abbrev=security.

The following procedures explain how to configure SSO with SAML2 on an Oracle
Stream Analytics server:

¢ Configure SAML2 Service Provider Options
¢ Configure SAML2 Identity Provider Options

¢ Configure SAML2 Web Application Options.

9.7.1 Configure SAML2 Service Provider Options

In this configuration, the Oracle Stream Analytics server receives client requests and
delegates their authentication to a SAML2 IDP. You configure SAML2 SP options in
thesecurity. xm file with the cssconfi g command-line tool.

Configure SAML2 Service Provider Options

1. Add the Or acl e\ M ddI ewar e\ ny_oep\ oep\ bi n directory to your PATH
environment variable:

set PATH=d:\ Oracl e\ M ddI ewar e\ ny_oep\ oep\ bi n; %ATH% (W ndows)
PATH=/ Or acl e/ M ddl ewar e/ ny_oep/ oep/ bi n: $PATH (UNI X)

2. Change to the conf i g directory for the server you want to update.

By default the domain directory is Or acl e/ M ddI ewar e/ my_oep/
user _proj ect s/ domai ns/ <domai nnane>.

3. Make a backup copy of the existing security. xml file in case you need to revert:
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4. In a text editor, create a file called sanl 2. pr operti es and copy the entire

contents of the following example into it.

You can customize the properties file.

sant key. nhean=com bea. conmon. managenent . confi gur ati on. SAM.KeySer vi ceMBean
sant key. Type=JKS

sant key. Fi | ename=security_files\\Denoldentity.jks

sant key. Passphr ase=keyst or e_passphr ase

sant key. Def aul t Al i as=deni dentity

sant key. Def aul t Passphr ase=keyst or e_passphr ase

sani 2. mhean=com bea. cormon. managenent . confi gurati on. Si ngl eSi gnOnSer vi cesMBean
sant 2. Publ i shedSi t eURL=ht t p: / /| ocal host : 9002/ san 2

sant 2. Entityl D=http://1 ocal host: 9002/ san 2

sam 2. Servi ceProvi der Enabl ed=t rue

sant 2. Servi ceProvi der Pref er r edBi ndi ng=HTTP/ POST

sani 2. Si gnAut hnRequest s=tr ue

sant 2. Want Asser ti onsSi gned=true

sant 2. SSCSi gni ngKeyAl i as=spl

sant 2. SSCSi gni ngKeyPassPhr ase=passwor d

sant 2. Transport Layer Securi t yKeyAl i as=spl

sant 2. Transport Layer Secur i t yKeyPassPhr ase=passwor d

sani 2. Basi cAut hUser name=spBasi cAut h

sani 2. Basi cAut hPasswor d=passwor d

sant 2. Want Arti f act Request sSi gned=t rue

sant 2. Want Transpor t Layer Securi tyd i ent Aut henti cati on=f al se

atn. 10. nbean=webl ogi c. security. provi ders. sam . SAMLAut hent i cat or MBean
atn. 10. Nane=san 2- at n- pr ovi der

i a. 4. mbean=com bea. security.sam 2. provi ders. SAM.2| denti t yAssert er MBean
i a. 4. Name=sani 2- | dentity- Asserter

. Create a new security configuration file (securi t y. xm ) by executing the

following cssconf i g command:

cssconfig -p sam 2. properties -i security-key.dat -c security.xm

saml 2. properti es: The property file you created in securi ty. xm is the name
of the new security configuration file, and securi t y- key. dat : An existing file,
generated by the Configuration Wizard, that contains the identity key.

See The cssconfig Command-Line Utility for additional information.

. Restart the Oracle Stream Analytics server for the changes to take effect.

See Start and Stop Servers.

9.7.2 Configure SAML2 Identity Provider Options

In this configuration, you configure an Oracle Stream Analytics server with SAML2
IDP options that the server then uses to delegate authentication to a SAML2-compliant
IDP. You configure SAML2 IDP options in the Oracle Stream Analytics server

confi g.xm file.

This procedure uses Oracle WebLogic Server as an example IDP. Refer to your IDP
documentation for configuration details specific to your IDP and use this procedure as
a guide.

Configure SAML?2 Identity Provider Options

Obtain the IDP metadata file from your IDP.

If Oracle WebLogic Server is your IDP, you can generate the IDP metadata file as
follows:
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a. Open a browser and log into the Oracle WebLogic Server console:

http://1ocal host: 1010/ consol e

b. Under your domain, select Environment > Servers > SERVER_NAME >
Federation > Services > SAML 2.0 General

Where SERVER_NAME is the name of your Oracle WebLogic Server.

c. Click Publish Meta Data and specify a file name.
In this example, call it nyi dp. xni .

Change to the conf i g directory for the server you want to update.

By default, the directory is Or acl e/ M ddI ewar e/ my_oep/ user _pr oj ect s/
domai ns/ <domai nnanme>/ <ser ver nane>/ confi g.

Copy the nyi dp. xmi file to your Oracle Stream Analytics server confi g
directory.

Make a backup copy of the existing confi g. xnl file, in case you need to revert:

In a text editor, edit the confi g. xml file and add a sam 2-i dentity-
provi der element as the following example shows.

You can configure only one IDP per Oracle Stream Analytics server.

<sanm 2-i dentity-provider>
<net a- dat a- fi | e- name>nyi dp. xnl </ net a- dat a-fi | e- nane>
<part ner - name>part ner | dP1</ part ner - name>
<redirect-uris>
<uri>/unl eashed_sam / </ uri >
<uri>/ unheardof _sam /</uri>
</redirect-uris>
</ sam 2-i dentity-provider>

nmet a- dat a- fi | e- nane: par t ner - nanme: The name of this IDP
instance.r edi r ect - uri s: SAML2 authentication URIs.

Restart the Oracle Stream Analytics server for the changes to take effect.

See Start and Stop Servers.

9.7.3 Configure SAML2 Web Application Options

After you configure SAML2 SP and IDP options, you must configure the web. xm  file
for the web applications that will access the SP.

Configure SAML2 Web Application Options

1.

Change to the directory that contains the web. xm file for the web application that
needs to access the SP.

In a text editor, edit the web. xm fileand add afil t er element:
<filter>

<filter-name>SAM.2Filter</filter-nane>

<filter-class>com bea.core.san 2. SAML.2Fi I ter</filter-class>
</filter>

Addafilter-mappi ng element:
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4.

<filter-mppi ng>
<filter-name>SAM.2Fi | ter</filter-name>
<url-pattern>/wel cone.jsp</url-pattern>
</filter-mppi ng>

The protected resource defined in the f i | t er - mappi ng child element ur | -
pat t er n must match the r edi rect Uri you configured in the confi g. xmi file.

Repackage and deploy the web application.

9.8 HTTPS-Only Connections

You can lock down the server to allow only HTTPS connections.

Configure HTTPS-Only Connections for a Server

1.

Ensure that SSL is configured for the server.
See SSL to Secure Network Traffic for details.
Remove the HTTP port configuration from the config.xml server file.

By default the file is in Or acl e/ M ddI ewar e/ my_oep/ user _pr oj ect s/
domai ns/ <domai nnane>/ <ser ver nane>/ confi g/

The following example shows confi g. xm entries with a standard configuration
where both an HTTP and HTTPS ports are configured. The HTTP port is 9002 and
the HTTPS port is 9003. Clients can access the Jetty server through both ports.

<neti o>
<nanme>Net | O</ nane>
<por t >9002</ port >
</ neti 0>
<neti o>
<nanme>ssl Net | o</ name>
<por t >9003</ port >
<ssl - confi g- bean- nane>ssl Confi g</ ssl - confi g- bean- name>
</ neti 0>
<jetty>
<name>Jet t yServer </ name>
<net wor k- i 0- nane>Net | O</ net wor k- i o- nane>
<secur e- net wor k- i 0- name>ssl Net | o</ secur e- net wor k- i o- nane>
</jetty>
<ssl >
<nanme>ssl Confi g</ name>
<key-store>./ssl/evsidentity.|ks</key-store>

< ssl>
The following example shows the same conf i g. xm file with HTTP access
removed. Clients can now access the Jetty server using the HTTPS port only.

<neti o>
<nanme>ssl Net | o</ name>
<por t >9003</ port >
<ssl - confi g- bean- nane>ssl Confi g</ ssl - confi g- bean- name>
</ neti 0>
<jetty>
<name>Jett yServer </ name>
<secur e- net wor k- i 0- name>ssl Net | o</ secur e- net wor k- i o- nane>
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</jetty>

<ss| >
<nanme>ssl Confi g</ name>
<key-store>./ssl/evsidentity.|ks</key-store>

</ ssl>
3. If you have a multiserver domain, make sure that SSL is configured between the
member servers.

See Configure SSL in a Multiserver Domain for Visualizer for details.

9.9 Security for Server Services

After you complete basic security tasks such as configuring Java SE security, a security
service provider, and SSL, you can configure security details specific to the various
services that Oracle Stream Analytics server provides.

This section describes:

e Configure Jetty Security
¢ Configure JMX Security
¢ Configure JDBC Security

¢ Configure HTTP Publish-Subscribe Server Channel Security

9.9.1 Configure Jetty Security

Oracle Stream Analytics supports Jetty as a Java web server to deploy HTTP servlets
and static resources. See htt p: // mvnrepository. com artifact/
org. nortbay. j etty. For more information about Jetty, see Jetty.

The following security tasks affect Jetty configuration:

¢ Java SE Security for an Oracle Stream Analytics Server

e SSL to Secure Network Traffic.

9.9.2 Configure JMX Security

Clients that access the Oracle Stream Analytics server with JMX are subject to Oracle
Stream Analytics role-based authentication. For more information about roles, see:
Users, Groups, and Roles.

For more information about JMX, see JMX .

9.9.3 Configure JDBC Security

If you update a data source with a new password using the Configuration Wizard,
then the Configuration Wizard performs password encryption for you. If you update
the confi g. xm file manually by adding or modifying a dat a- sour ce element,
then you enter the password in plain text and encrypt the password with the
encryption utility, encr ypt MSAConf i g.

The following example shows a conf i g. xnl file dat a- sour ce element with a new
plain text password, secr et , specified in the properti es element with the name
passwor d.
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<dat a- sour ce>
<nane>epci sDS</ nane>
<driver - parans>
<url| >j dbc: sgl server://1ocal host: 1433; dat abaseName=nyDB; Sel ect Met hod=cur sor </ ur| >
<driver-nanme>com ni crosoft. sql server.jdbc. SQLServer Dri ver</driver-name>
<properties>
<el ement >
<name>user </ name>
<val ue>j ul i et </ val ue>
</ el ement >
<el ement >
<nane>passwor d</ nane>
<val ue>secret </ val ue>
</ el ement >
</ properties>
</driver- parans>
</ dat a- sour ce>
<transacti on- manager >
<nane>TMK/ nane>
<rm -servi ce-name>RM </ rni - servi ce- nane>
</transaction- manager >

The following example shows the confi g. xnl file dat a- sour ce element after
encryption. Note the plain text password is encrypted.

<dat a- sour ce>
<nane>epci sDS</ nane>
<driver - parans>
<url >j dhc: sql server://1ocal host: 1433; dat abaseNane=nyDB; Sel ect Met hod=cur sor </ url >
<driver-nane>com microsoft. sql server.jdbc. SQLServerDriver</driver-name>
<properties>
<el enent >
<name>user </ name>
<val ue>j ul i et </ val ue>
</ el ement >
<el enent >
<nane>passwor d</ nane>
<val ue>{ Sal t ed- 3DES} hVgChi Z3nZA=</ val ue>
</ el ement >
</ properties>
</driver - parans>
</ dat a- source>
<transacti on- manager >
<nane>TM/ nane>
<rm -servi ce-name>RM </ rmi - servi ce- nane>
</transacti on- manager >

For more information, see:

e User Credentials for Command-Line Utilities

¢ The encryptMSAConfig Command-Line Utility.

For more information about JDBC, see JDBC.

9.9.4 Configure HTTP Publish-Subscribe Server Channel Security

After you configure at least one HTTP publish-subscribe server channel, you can use
role-based authentication to control access to individual HTTP publish-subscribe
server channels using the Oracle Stream Analytics Visualizer.

For more information, see:

* Users, Groups, and Roles

e HTTP Publish-Subscribe Server
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9.10 Cross-Domain Security for Visualizer

Oracle Stream Analytics Visualizer provides an Adobe Flash-based user interface with
which you can create and configure event processing networks.

To provide the most flexible default performance for Visualizer, the software is
installed with a configured trust level that allows access to Visualizer data from any
domain. If this trust level is inappropriate for your deployment, you can edit the
application's Flash cross-domain policy file to restrict access.

Review the domains the Flash cross-domain policy allows and determine whether it is
appropriate for the application to fully trust both the intentions and security posture
of those domains. See the Adobe web site for a thorough description of editing cross-
domain policy. See the Adobe security web site for information about using the Adobe
cross-domain policy files.

Update Cross-Domain Security

1. Locate the Oracle Stream Analytics Visualizer JAR file.

By default the file is in Or acl e/ M ddI ewar e/ ny_oep/ oep/ nodul es/
com bea. W evs. visual i zer.jnxhttpadapter_version.jar.

2. Expand the JAR file and locate the cr ossdomai n. war file.
3. Expand the cr ossdommai n. war file to locate the cr ossdomai n. xm file.
4. Edit the cr ossdonai n. xnl file to reflect your cross-domain security needs.

5. Repackage the cr ossdomai n. war file and the Oracle Stream Analytics
Visualizer JAR file.

9.11 Security Auditor

Oracle Stream Analytics provides a security auditor that logs security-related activity.
By default, the security auditor logs to

Oracl e/ M ddl ewar e/ ny_oep/ user _proj ect s/ donmai ns/ <domai nnane>/ <servernane>/ | egacy-rootdir/servers/
| egacy- server-nane/ | ogs

By default, the Oracle Stream Analytics security auditor logs security errors or failures
to keep the security auditor log file at a manageable size. You can configure the level
at which the Oracle Stream Analytics security auditor logs information.

To configure security auditor logging:

1. Change to the conf i g directory for the server you want to configure.

2. In a text editor, open the securi ty. xm file and locate the sec: audi t or
element:

<sec:auditor xsi:type="w s:default-auditorType">

<sec: name>ny- audi t or </ sec: name>

<wl s: severity>CUSTOWK/ W s: severity>

<wl s:rotation-mnnutes>720</w s: rotation-ninutes>

<w s:error-audit-severity-enabl ed>true</w s:error-audit-severity-enabl ed>

<w s:failure-audit-severity-enabl ed>true</w s:failure-audit-severity-enabl ed>
</sec: auditor>
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3. Modify the sec: audi t or element as required:

W s:rotation-m nut es: How many minutes to wait before creating a new

Def aul t Audi t Recor der . | og file. At the specified time, the audit file closes and
a new files is created. Oracle Stream Analytics creates a backup file named

Def aul t Audi t Recor der . YYYYMVDDHHWM | og in the same directory.

W s: severi ty: The severity level from the following list that is appropriate for
your server. The security auditor audits security events of the specified severity
and all events with a higher numeric severity rank. For example, if you set the
severity level to ERROR, the Oracle Stream Analytics security auditor audits
security events of severity level ERROR, SUCCESS, and FAI LURE.

I NFORVATI ON: IWARNI NG 2ERROR: 3SUCCESS: 4FAI LURE: 5

You can also set the W s: severi ty level to CUSTOM and enable (t r ue) or disable
(f al se) the specific severity levels you want to audit by using one or more of the
following child elements:

e ws:information-audit-severity-enabl ed:If theseverity valueis
set to CUSTQM setting this child element to true causes the Oracle Stream
Analytics security auditor to generate audit records for events with a severity
level of | NFORVATI ON.

e W s:warni ng-audit-severity-enabl ed: If the severi ty value is set to
CUSTQM setting this child element to true causes the Oracle Stream Analytics
security auditor to generate audit records for events with a severity level of
WARNI NG

e w s:error-audit-severity-enabl ed: If the severi ty value is set to
CUSTQM setting this child element to true causes the Oracle Stream Analytics
security auditor to generate audit records for events with a severity level of
ERROR

e W s:success-audit-severity-enabl ed:If the severi ty valueis set to
CUSTQM setting this child element to true causes the Oracle Stream Analytics
security auditor to generate audit records for events with a severity level of
SUCCESS.

e ws:failure-audit-severity-enabl ed:If theseverity valueis set to
CUSTQM setting this child element to true causes the Oracle Stream Analytics
security auditor to generate audit records for events with a severity level of
FAI LURE.

4. Save and close the security. xni file.
5. Restart the Oracle Stream Analytics server for the changes to take effect.

See Start and Stop Servers.

9.12 Disable Security

You can disable security entirely on the Oracle Stream Analytics server. While this
configuration might be appropriate for development environments, Oracle does not
recommend disabling security in a production environment.

To temporarily disable security, you can run the st ar t W evs. cnd or
startw evs. sh script with the - di sabl esecuri ty argument on the command
line. For example:
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startw evs.cnd -disabl esecurity

Note:

In some sample domains, the st art W evs. cnd and st art W evs. sh scripts
already include a - di sabl esecuri ty argument. Executing such a script
with - di sabl esecuri ty on the command line will fail with an | | | egal

ar gunent error.

9.13 Security Utilities

Oracle Stream Analytics provides a variety of command-line utilities to simplify
security administration. In addition to command-line utilities, you can use Oracle
Stream Analytics Visualizer to perform many security tasks.

For more information, see:
® Security Utilities Command-Line Reference

e User Credentials for Command-Line Utilities

9.14 User Credentials for Command-Line Utilities

Oracle Stream Analytics provides command-line utilities for performing a variety of
tasks.

e W evs. Admi n: a command-line interface to administer Oracle Stream Analytics
and, in particular, dynamically configure the rules for Oracle CQ processors and
monitor the event latency and throughput of an application. See About the
wlevs. Admin Command-Line Reference for details

* Depl oyer: aJava-based deployment utility that provides administrators and
developers command-line based operations for deploying Oracle Stream Analytics
applications. See Deployer Command-Line Reference for details.

e cssconfi g: acommand-line utility to generate a security configuration file
(security. xm ) that uses a password policy. See The cssconfig Command-Line
Utility for details.

e encrypt MSAConfi g: an encryption command-line utility to encrypt cleartext
passwords, specified by the passwor d element, in XML files. See The
encryptMSAConfig Command-Line Utility for details.

For each utility, you can specify user credentials (user name and password) using the
following three methods:

® On the command line using options such as - user and - passwor d.
¢ Interactively so that the command line utility always prompts for the credentials.

® Specifying a filestore that stores the user credentials; the filestore itself is also
password protected.

In a production environment you should never use the first option (specifying user
credentials on the command line) but rather use only the second and third option.

When using interactive mode (command-line utility prompts for credentials), be sure
you have the appropriate t er mi nal i 0 native libraries for your local computer in
your CLASSPATH so that the user credentials are not echoed on the screen when you
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type them. Oracle Stream Analytics includes a set of standard native libraries for this
purpose, but it may not include the specific one you need.

9.15 Security in Oracle Stream Analytics Examples and Domains

When you use the Configuration Wizard to create a new domain, you specify the
administrator user and password, as well as the password to the domain identity key
store. This user is automatically added to the W evsAdni ni strat ors group. All
security configuration is stored using a file-based provider, by default.

All Oracle Stream Analytics examples are configured to have an administrator with
user name oepadmi n and password wel cormel. When you create a new domain you
specify the administrator name and password.

By default, security is disabled in the HelloWorld example. This means that any user
can start the server, deploy applications, and run all commands of the administration
tool (W evs. Admi n) without providing a password.

Security is enabled in the FX and AlgoTrading examples. In both examples, the user
oepadm n, with password wel comel, is configured to be the Oracle Stream Analytics
administrator with full administrator privileges. The scripts to start the server for
these examples use the appropriate arguments to pass this user name and password to
the j ava command. If you use the Deployer or W evs. Admi n utility, you must also
pass this user name/password pair using the appropriate arguments.

For more information, see User Credentials for Command-Line Utilities.
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Oracle Stream Analytics supports Jetty as a Java web server to deploy HTTP servlets
and static resources. You can configure Jetty features to use them with Oracle Stream
Analytics. Features you can configure are network I/0O, work managers, and
configuring a Jetty server instance.

Oracle Stream Analytics Jetty support is based on Version 1.2 the OSGi HTTP Service.
The OSGi HTTP Service API enables dynamically registering and unregistering objects
with run time and static resources. This specification requires Java Servlet API 2.1 or
higher. See http:/ /java.sun.com/products/servlet/docs.html.

This chapter includes the following sections:

* Jetty Features

¢ Thread Pools

¢ Work Manager Configuration

¢ Application Development and Deployment

¢ Configure a Jetty Server Instance.

10.1 Jetty Features

Oracle Stream Analytics supports these Jetty features.

Servlets: Oracle Stream Analytics supports synchronous and asynchronous Java
servlets. An asynchronous servlet receives a request, gets a thread and performs some
work, and finally releases the thread while waiting for those actions to complete
before re-acquiring another thread and sending a response. See Application
Development and Deployment.

Network I/O Integration: Oracle Stream Analytics uses network I/O (Net IO) to
configure the port and listen address of Jetty services. Jetty has a built-in capability for
multiplexed network I/O. However, it does not support multiple protocols on the
same port.

Thread Pool Integration: Oracle Stream Analytics Jetty services use the Oracle Stream
Analytics work manager for scalable thread pooling. See Example Jetty Configuration.
Although, Jetty provides its own thread pooling capability, Oracle recommends that
you use the Oracle Stream Analytics self-tuning thread pool to minimize footprint and
configuration complexity.

Jetty Work Managers: Oracle Stream Analytics enables you to configure how your
application prioritizes the execution of its work. You define rules and monitor run
time performance to optimize application performance and maintain service-level
agreements. You define a work manager to define the rules and constraints for your
application. See Jetty Configuration Objects.
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10.2 Thread Pools

Oracle Stream Analytics uses a single thread pool to execute all types of work. Work is
prioritized based on rules you define and run-time metrics that include the time it
takes to execute a request, and the rate at which requests enter and leave the pool.

The common thread pool changes size to maximize throughput. The queue monitors
throughput over time, and based on history, determines whether to adjust the thread
count. For example, if historical throughput statistics indicate that a higher thread
count increased throughput, Oracle Stream Analytics increases the thread count.
Similarly, if statistics indicate that fewer threads did not reduce throughput, Oracle
Stream Analytics decreases the thread count.

10.3 Work Manager Configuration

Oracle Stream Analytics prioritizes work and allocates threads based on an execution
model that accounts for defined parameters, and run time performance and
throughput. You can configure a set of scheduling guidelines and associate them with
one or more applications or with particular application components.

For example, you can associate one set of scheduling guidelines for one application,
and another set of guidelines for other applications. At run time, Oracle Stream
Analytics uses the guidelines to assign pending work and enqueued requests to
execution threads.

To manage work in your applications, define one or more of the following work
manager components:

e fairshare: The average thread-use time required to process requests.

For example, Oracle Stream Analytics runs two modules and the work manager for
Mbdul eAspecifies a f ai r shar e of 80 and the work manager for Modul eB
specifies a f ai r shar e of 20. During a period of sufficient demand, with a steady
stream of requests for each module such that the number requests exceed the
number of threads, Oracle Stream Analytics allocates 80% and 20% of the thread-
usage time to Modul eA and Modul eB, respectively.

Note:

You specify a fair share request class as a relative value, not a percentage.
Therefore, in the above example, if the request classes are defined as 400 and
100, they still have the same relative values.

e max-threads-constraint:Limits the number of concurrent threads executing
requests from the constrained work set. The default is unlimited. For example,
consider a constraint defined with maximum threads of 10 and shared by 3 entry
points. The scheduling logic ensures that not more than 10 threads are executing
requests from the three entry points combined.

A max-t hreads- constrai nt can be defined in terms of a the availability of
resource that requests depend upon, such as a connection pool.

A max-t hr eads- const r ai nt might, but does not necessarily, prevent a request
class from taking its fair share of threads or meeting its response time goal. Once
the constraint is reached the Oracle Stream Analytics does not schedule requests of
this type until the number of concurrent executions falls below the limit. The
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Oracle Stream Analytics then schedules work based on the fair share or response
time goal.

* mn-threads-constrai nt: Guarantees a number of threads the server will
allocate to affected requests to avoid deadlocks. The default is zero. A i n-
t hr eads- const r ai nt value of one is useful, for example, for a replication
update request, which is called synchronously from a peer.

A min-threads-constrai nt might not increase a fair share. This type of
constraint has an effect primarily when the Oracle Stream Analytics instance is
close to a deadlock condition. In that case, the constraint causes Oracle Stream
Analytics to schedule a request even when requests in the service class have gotten
more than their fair share recently.

10.4 Application Development and Deployment

Oracle Stream Analytics supports servlet development for deployment to Jetty.

The developer creates a standard Java EE web application and configures it with the
j et ty-web- app configuration object in the conf i g. xni file for the server where the
servlet will run.

Oracle Stream Analytics supports servlet deployments packaged either as war files or
as exploded war files, as described in version 2.4 of the Java Servlet Specification. You
can deploy pre-configured web applications from an exploded directory or war file by
including them in the server configuration.

Security constraints specified in the standard web.xml file are mapped to the Common
Security Services security provider. The Servlet API specifies declarative role-based
security, which means that particular URL patterns can be mapped to security roles.

10.5 Configure a Jetty Server Instance

This section presents an example Jetty configuration followed by a description of the
Jetty configuration objects.

You configure a Jetty server instance in the conf i g. xni file for the server you want
to configure.For information about security configuration tasks that affect Jetty, see
Configure Jetty Security.

10.5.1 Example Jetty Configuration

The following snippet from a conf i g. xm file provides an example Jetty
configuration. Only Jetty-related configuration information is shown:

<config>
<neti 0>
<name>Jet t yNet | O</ name>
<port >9002</ port >
</ netio>
<wor k- manager >
<nanme>Wk/ nane>
<max-t hr eads- const r ai nt >64</ max- t hr eads- constrai nt >
<nmi n-t hr eads- const rai nt >3</ ni n-t hr eads- const rai nt >
</ wor k- manager >
<jetty>
<name>Test Jet t y</ nanme>
<wor k- manager - name>Wk/ wor k- manager - nane>
<net wor k-i o- nane>Jet t yNet | O</ net wor k- i 0- name>
<debug- enabl ed>f al se</ debug- enabl ed>
<scrat ch-directory>JettyWrk</scratch-directory>
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<ljetty>

<j etty-web-app>
<nane>t est </ nane>
<cont ext - pat h>/ t est </ cont ext - pat h>
<pat h>t est WebApp. war </ pat h>
<jetty-nane>Test Jetty</jetty-nanp

</jetty-web-app>

</ config>

10.5.2 Jetty Configuration Objects

This section explains how to use the following configuration objects to configure an
instance of the Jetty HTTP server. You configure a Jetty HTTP server in the
confi g. xnl file that describes your Oracle Stream Analytics server.

* jetty
® netio

* work-manager
* jetty-web-app.

jetty

Use the parameters described in the following table to define aj et t y configuration
object in your confi g. xmi file.

Table 10-1 jetty Element Configuration Parameters
. _____________________________________________________________________________|

Parameter Type Description

The name of the Net IO service used. The Net

network-i o-nare String 10 service defines the port the server listens
on.
See Jetty Configuration Objects for details.
. The name of the Work Manager that should
vor k- manager - name String be used for thread pooling. If not specified,
the default work manager is used.
See Jetty Configuration Objects.
, ) The name of a directory where temporary
scratch-directory String files required for web applications, JSPs, and
other types of web artifacts are kept.
Enable debugging in the Jetty code using the
debug- enabl ed boolea (g4 Log Se%gice% Jetty &
n
) The name of the jetty server instance.
name String
netio

Use the parameters described in the following table to define a net i o configuration
object in your conf i g. xm file.
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Table 10-2 netio Element Configuration Parameters
- - -]

Parameter Type Description
) The name of the configuration object.
nanme String
) The listening port number.
port int
. ) The address on which an instance of neti o
|'i sten-address String

service listens for incoming connections.

e It can be set to a numeric IP address in the
a.b.c.d format, or to a host name.

¢ If not set, the service listens on all
network interfaces.

The value of this parameter cannot be

validated until the service has started.

work-manager

Use the parameters described in the following table to define a wor k- manager
configuration object in your conf i g. xmi file.

Table 10-3 work-manager Element Configuration Parameters

Parameter Type Description
] ) The minimum threads this work manager
m n-t hreads- constrai nt Intege | ses.
r
) The f ai r shar e value this work manager
fairshare Intege | ses.
r
) The maximum threads constraint this work
max-t hr eads- constrai nt I ntege manager uses.
r
i The name of this work manager.
nanme String

jetty-web-app

Use the following configuration object to define a web application for use by Jetty.

Table 10-4 jetty-web-app Element Configuration Parameters

Parameter

Type

Description

name

String

The name of this work manager.
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Table 10-4 (Cont.) jetty-web-app Element Configuration Parameters

Parameter

Type

Description

context-path

String

The context path where this web app is
deployed in the web server's name space.

If not set, it defaults to "/ " .

scratch-directory

String

The location where Jetty stores temporary
files for this web app.

Overrides the scrat ch-di rectory
parameter in the Configure a Jetty Server
Instance.

path

String

A file name that points to the location of the
web app on the server. It may be a directory
or a war file.

jetty-nanme

String

The name of the Jetty service where this web
application is deployed. It must match the
name of an existing Configure a Jetty Server
Instance.

nane

String

The name of this configuration object.
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JMX

Oracle Stream Analytics provides standards-based interfaces that are fully compliant
with the Java Management Extensions (JMX) specification. Software developers can
use these interfaces to monitor Oracle Stream Analytics management beans (MBeans),
to change the configuration of an Oracle Stream Analytics domain, and to monitor
Oracle Stream Analytics applications.

This chapter includes the following sections:

* MBean Usage

® Access the Oracle Stream Analytics JMX Server
¢ Types of MBeans

¢ Configure JMX

® Manage with JMX.

11.1 MBean Usage

Software developers implement MBean interfaces to design and develop an Oracle
Stream Analytics management console to be used by the administrators at a customer
installation. MBeans enable a developer to dynamically configure EPN components
and perform server, domain, and application configuration and life cycle
management. EPN configuration tasks include adding and removing Oracle CQL or
rules, changing the channel maximum size, subscribing to notifications, and executing
operations.

Currently there is no MBean support for deploying and undeploying application
libraries on a local or remote server. See Deployer Command-Line Reference for more
information.

You can manipulate MBeans with any of the following tools:
® Oracle Stream Analytics Visualizer.

¢ W evs. Adm n command-line utility. See About the wlevs. Admin Command-Line
Reference.

¢ Deployer command-line deployment utility. See Deployer Command-Line
Reference.

¢ jconsol e, which is the JMX console provided by the JDK.

* InJava code with standard JMX APIs. See http:/ /www.oracle.com/technetwork/
java/javase/tech/index-jsp-142926.html.

JMX 11-1


http://www.oracle.com/technetwork/java/javase/tech/index-jsp-142926.html
http://www.oracle.com/technetwork/java/javase/tech/index-jsp-142926.html

Access the Oracle Stream Analytics JMX Server

11.2 Access the Oracle Stream Analytics JMX Server

To access Oracle Stream Analytics MBeans, you must first connect to the Oracle
Stream Analytics J]MX server.

Oracle Stream Analytics does not support the JRMP protocol. Instead, J]MX clients
must use the more secure MSA protocol for both local and remote access to the Oracle
Stream Analytics J]MX server.

When you connect to the Oracle Stream Analytics JMX server that is running on

[ ocal host or on a remote host, you must copy the following Oracle Stream Analytics
server JAR files to the client class path of the host from which you want to connect to
the Oracle Stream Analytics server:

e (Oracl e\ M ddl ewar e\ my_oep\ oep\w server\ nodul es
\com bea.core.jm_13.0.0.0.j ar

e (Oracl e\ M ddl ewar e\ my_oep\ oep\w server\ nodul es
\com bea.core.rm _13.0.0.0.j ar

e (Oracl e\ M ddl ewar e\ my_oep\ oep\ w server\ nodul es
\com bea. core.jndi.context_13.0.0.0.jar

e (Oracl e\ M ddl ewar e\ my_oep\ oep\w server\ nodul es
\com bea. core.l ogging_3.0.0.0.jar

e (Oracl e\ M ddl ewar e\ my_oep\ oep\w server\ nodul es
\ com bea. core. boot bundl e_13.0.0.0.j ar

You must launch your JMX client (such as j consol e) using the following command
line options and classpath (split for readability.

java -D mx. renote. protocol . provider. pkgs=com bea. core. j nx. rennot e. provi der
-Dnx4j . renmot e. resol ver. pkgs=com bea. core. j nx. renot e. resol ver

-Djava. nam ng. factory.initial =com bea. core.j ndi.context.Context Factory
-classpath %AVA HOME% |i b\j consol e. j ar; MODULE_HOVE\ nodul es

\com bea. core.jm_13.0.0.0.jar;

MODULE_HOVE\ nodul es\ com bea. core.rni _7.0.0.0.jar;

MODULE_HOVE\ nodul es\ com bea. core. j ndi.context _7.0.0.0.jar;

MODULE_HOVE\ modul es\ com bea. core. | ogging_1.5.0.0.jar;

MODULE_HOVE\ modul es\ com bea. cor e. boot bundl e_8.0.0. 0. ar

sun. tool s.j consol e. JConsol e

Where MODULE_HOVE is the directory you copied the Oracle Stream Analytics server
JAR files to.

To connect to the Oracle Stream Analytics JMX server, you must use the JMX URL
servi ce:jnmx: msarm :// HOST- NAVE: port/jndi/j mkconnect or so that you
are always using the MSA connector (where HOST- NAME is either | ocal host or the
name of the remote host and por t is the Oracle Stream Analytics server JNDI port).

For more information, see:
¢ Connect with APIs to a JMX Server from a Non-Oracle Stream Analytics Client

* Connect to Local or Remote J]MX Server Using JConsole with Security Disabled.

11.3 Types of MBeans

Oracle Stream Analytics exposes configuration and run time MBeans.
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Configuration MBeans contain configuration information about EPN components, a
deployed applications, servers, and domains. These MBeans have a fixed management
interface and represent the information contained in the server config.xml file and the
component configuration file. CQLPr ocessor MBean and Event Channel MBean are
examples of configuration MBeans.

Every component in a deployed application (adapter, channel, or processor) has a
configuration MBean that manages the underlying configuration of the component.
Each type of component has its own set of manageable artifacts. For example, you can
dynamically configure the maximum number of threads for a channel or the Oracle
CQL rules associated with a processor.

Run time MBeans contain monitoring information for each component in the EPN
with run time MBeans. Monitoring information includes throughput (number of
events passing through a component) and latency (how long it takes an event to pass
through a component).

See Java API Reference for Oracle Stream Analytics for information about specific
MBeans.

11.3.1 Configuration MBeans

When you deploy an Oracle Stream Analytics application, the server creates a
configuration MBean for each component in the EPN whose manageability has been
enabled or for each component registered in the EPN assembly file. If you have
extended the configuration of an adapter, then the server deploys a custom
configuration MBean for the adapter.

Using JMX, you can dynamically configure the component using its configuration
MBean. For example, using the Event Channel MBean. set MaxSi ze() method you
can set the size of a channel component.

11.3.2 Configuration MBean Naming

Oracle Stream Analytics configuration MBeans are arranged in a hierarchy. The object
name of each MBean reflects its position in the hierarchy.

A typical object naming pattern is as follows:

com bea. w evs: Name=nane, Type=t ype, [ TypeX Par ent MBean=NameCf Par ent MBean]
where:

e com bea. w evs: is the JMX domain name.

e Name=nane, Type=t ype, [ TypeO Par ent MBean=Nanme Par ent MBean] is a
set of JMX key properties.

The order of the key properties is not significant, but the object name must begin with
com bea: w evs: .

For example, the object name of the MBean corresponding to a processor called
nmypr ocessor in the application nyappl i cat i on in the domain is as follows:

com bea. w evs: Nane=nypr ocessor, Type=CQLPr ocessor, Appl i cati on=nyappl i cation

Table 11-1 describes the key properties that Oracle Stream Analytics encodes in its
MBean object names.
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Table 11-1 Oracle Stream Analytics MBean Object Name Key Properties
-~ |

This Key Property

Specifies

Name=nane

The string that you provided when you created the
resource that the MBean represents. This is typically the
name of a component.

The name of a particular component is specified in the
EPN assembly file using the i d attribute of the
component registration.

For example, in the case of processors, the entry in the
EPN assembly file might look like the following;:

<wl evs: processor i d="myprocessor"
advertise="true" />

In this case, the key property would be
Nanme=mypr ocessor.

Type=t ype

The short name of the MBean's type. The short name is
the unqualified type name without the MBean suffix.

For example, for an MBean that is an instance of the
CQLPr ocessor MBean, use CQLPr ocessor . In this
case, the key property would be

Type=CQLPr ocessor.

TypeO Par ent MBean=NameCf Par ent M
Bean

Specifies the type and name of the parent MBean.

For components, this is always

Appl i cati on=appl i cati on_nane, where
appl i cat i on_nanme refers to the name of the
application of which the component is a part.

The name of a particular Oracle Stream Analytics
application is specified with the Bundl e-

Synbol i cNanme header of the MANI FEST. M file of the
application bundle. For example, if an application has
the following MANI FEST. MF snippet (only relevant
parts are shown):

Mani f est-Version: 1.0
Ar chi ver - Ver si on:

Bui I d-Jdk: 1.5.0_06
Bundl e- Synbol i cNane: nyapplication

then the key property would be
Appl i cati on=nyappl i cation.

Table 11-2 shows examples of configuration MBean object names that correspond to
the component declarations in the HelloWorld sample EPN assembly file. In each
example, the application name is hel | owor | d and the domain name is my Domai n.
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Table 11-2 Component Declaration Example With Corresponding MBean Object

Names

_________________________________________________________________________|

EPN Assembly File Component Declaration Corresponding Configuration MBean
Object Name

<wl evs: processor com bea. w evs: Nane=hel | owor | dPr ocessor,
i d="hel | owor | dProcessor" /> Type=CQLPr ocessor, Appl i cati on=hel | owor |
d, Domai n=nyDomai n

CQLPr ocessor is the standard
configuration MBean for processor
components. The manageable property is

rul es.
<w evs: channel id="hel | oworldl nstrean > com bea. w evs: Name=hel | owor | dl nstream T
<wl evs: | i stener ype=Event Channel , Appl i cati on=hel | owor | d
ref="hel | owor | dProcessor"/ > , Domai n=nyDonai n
<wl evs: source ref="hel | owor| dAdapter"/>
</w evs: channel > Channel is the standard configuration
MBean for a channel component. The
manageable properties are MaxSi ze and
MaxThr eads.
11.3.3 Run Time MBeans

You can gather monitoring information for each component in the EPN with run time
MBeans. Oracle Stream Analytics server defines the following metrics that you can
monitor for each component:

¢ Throughput: The number of events processed by the component. The parameters
for this metric are: throughput time interval, aggregation time interval, the unit of
time for the intervals.

® Average Latency: The average amount of time it takes an event to pass through a
component, or latency. Parameters: aggregation time interval, the unit of time for
the interval.

* Maximum Latency: The maximum amount of time it takes an event to pass through
a component. Parameters: aggregation time interval, the unit of time for the
interval.

® Average Latency Threshold: Specifies whether the average latency of events
between the start- and end-points of a component crosses a specified threshold.
Parameters: aggregation time interval, threshold, the unit of time for the interval.

11.3.4 Run Time MBean Naming

Run time MBeans are named using the same pattern as configuration mbeans except
for one extra property: Di r ect i on. This property has two valid values: OUTBOUND or
| NBOUND that refer to the point at which you want to gather the statistic OUTBOUND
means that you want to gather throughput or latency as events flow out of the
specified component; similarly | NBOUND means you want to gather the monitoring
information as events flow into a component.
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For example, the object name of the run time MBean corresponding to a processor
called nypr ocessor in the application myappl i cat i on, in which events will be
monitored as they flow into the component, is as follows:

com bea. w evs: Nane=nypr ocessor, Type=CQLPr ocessor, Appl i cati on=nyappl i cati on, Di recti on=l NBOUND

See Configuration MBean Naming for details about configuration MBean naming.

11.3.5 Event Processing MBean Hierarchy

All MBeans must be registered in an MBean server under an object name of type
j avax. managenent . Cbj ect Nane. Oracle Stream Analytics follows a convention in
which object names for child MBeans contain part of its parent MBean object name.

There are two main MBean roots: Dormai nMBean and Domai nRunt i meMBean. The
former includes configuration MBeans for the entire domain, the latter contains run
time information, such as statistics, and local services, such as Monitor, that are
generally kept to a single server instance.

Appl i cati onMBean is a child of the Donmai n\MBean instead of the Ser ver MBean.
This is because an application is unique within a domain, and can span multiple
servers.

Figure 11-1 shows the main classes and relationships that make up the object model.

Figure 11-1 Event Processing MBean Object Model

[ inRunti Ser
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NotificationEmitter -maxThreads
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Most MBeans emit notifications and generate At t r i but eChangeNoti fi cati ons. A
JMX client can register to receive attribute change notifications regarding changes to
application state, insertion and removal of applications at the domain, channel size
and thread changes, insertion and removal of rules, and so on.

11.4 Configure JMX

Before you can manage Oracle Stream Analytics applications, servers, and domains
using JMX and Oracle Stream Analytics MBeans, you must first configure the JMX
service on your Oracle Stream Analytics server.
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11.4.1 Example JMX Configuration

The following snippet from a conf i g. xm files shows a JMX configuration.

<config>
<neti o>
<nane>Jett yNeti o</ nane>
<port>12345</ port>
</netio>
<wor k- manager >
<nanme>Wk/ nane>
<f ai rshare>5</f ai rshar e>
<nmi n-t hreads- constrai nt >1</ m n-t hr eads- constrai nt >
<max-t hreads- const rai nt >4</ max- t hr eads- const rai nt >
</ wor k- manager >
<jetty>
<nane>Test Jet t y</ nane>
<wor k- manager - name>Wvk/ wor k- manager - name>
<net wor k- i 0- name>Jet t yNet i o</ net wor k- i 0- nane>
</jetty>
<rm >
<name>RM </ name>
<ht t p- servi ce- name>Test Jet t y</ ht t p- servi ce- name>
</rm>
<j ndi - cont ext >
<name>JNDI </ name>
</j ndi - cont ext >
<exported-j ndi - cont ext >
<nane>expor t edJNDI </ name>
<rni-service-name>RM </ rni - servi ce- nane>
</ export ed-j ndi - cont ext >
<j m>
<j ndi - servi ce- name>JNDI </ j ndi - servi ce- name>
<rni-service-name>RM </ rnmi - servi ce- name>
</jm>
</ config>

11.4.2 JMX Configuration Objects

You configure the Oracle Stream Analytics JMX service with the following elements in
the confi g. xml file that describes your Oracle Stream Analytics server:

* jmx
* rmi
¢ jndi-context

* exported-jndi-context

For information on security configuration tasks that affect JMX, see Configure J]MX
Security.

jmx

Table 11-3 lists the j mx element child elements in the conf i g. xm file that you must
configure.
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Table 11-3 Configuration Parameters for the jmx Element
- - - |

Parameter Type Description
) ) ) The name of the RMI service with which the jmx server
rm-Service-nane String iy register to receive calls.
oo ) ) The name of the JNDI service to which the jmx server
j ndi - servi ce-nane String

will bind its object.

rmi

The Oracle Stream Analytics RMI service provides the following:

* Ability to register a POJO interface in a server for remote method invocation from a

client.

* Ability to register for any context propagation from the client to the server on a
remote method invocation, intercept, and act on this propagated context in the

server.

Table 11-4 lists the r mi  element child elements in the conf i g. xm file that you use to
export server-side objects to remote clients.

Table 11-4 Configuration Parameters for the rmi Element
|

Parameter

Type

Description

heart beat - peri od

int

The number of failed heartbeat attempts before
triggering disconnect notifications to all registered
listeners.

htt p- service-nane

String

The name of the HTTP service used to register remote
objects (such as Jetty, see Jetty.).

heartbeat -i nt erval

int

The amount of time, in milliseconds, between
heartbeats.

Once the number of unsuccessful heartbeat attempts
has reached the value specified by the

Hear t beat Per i od parameter, all registered

Di sconnect Li st ener instances are notified.

name

String

The name of this configuration object.

jndi-context

The JNDI Factory Manager is responsible for supporting JNDI in an OSGi
environment. It allows JNDI providers to be supplied as OSGi bundles, and for code
running inside OSGi bundles to have full access to the JNDI environment.

The Factory Manager consists of two components:

* An OSGi bundle, which provides the OSGi-specific factory management code, to
look up JNDI objects using the appropriate OSGi classloader.
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* JNDI glue code, internal to Oracle Stream Analytics, that initializes the JNDI
environment to support the factory manager bundle.

Table 11-5 lists the j ndi - cont ext element child elements in the conf i g. xm file
that you must configure.

Table 11-5 Configuration Parameters for the jndi-context Element

Parameter Type Description

If t r ue, the default Oracle Stream Analytics JNDI

defaul t - provi der bool ea provider is used.
n
Default value ist r ue.
) The name of this configuration object.
name String

exported-jndi-context
Requires a configured jndi-context.

Use this configuration object to export a remote JNDI service to a client using RMI. A
JNDI context is registered with the RMI service to provide remote access to clients that
pass a provider URL parameter in their | ni ti al Cont ext object.

Table 11-6 lists the expor t ed- j ndi - cont ext element child elements in the
confi g. xm file that you must configure.

Table 11-6 Configuration Parameters for the exported-jndi-context Element

Parameter Type Description

The name of the RMI service that should be used to

rm-Sservice-name String  gserve this JNDI context over the network. It must
match an existing <r m > configuration object. See rmi.
) The name of this configuration object.
name String

The value of this element must be different from the
value of the <nanme> child element of <j ndi -
cont ext > in the same confi g. xm file.

11.5 Manage with JMX

This section describes detailed examples of managing Oracle Stream Analytics
components using JMX.

Examples include:

e Connect with APIs to a JMX Server from a Non-Oracle Stream Analytics Client
¢ Connect with APIs to a JMX Server From an Oracle Stream Analytics Client

¢ Configure an Oracle Stream Analytics Component with JMX APIs

¢ Monitor the Throughput and Latency of a Component with J]MX APIs

¢ Connect to a Local or Remote JMX Server using JConsole with Security

* Connect to Local or Remote J]MX Server Using JConsole with Security Disabled.
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Note:

When using JConsole, you must start it with the Oracle Stream Analytics
W evsj consol e. crd or W evsj consol e. sh script. You cannot start
j consol e directly.

11.5.1 Connect with APIs to a JMX Server from a Non-Oracle Stream Analytics Client

This section describes how to write Java code using the JMX API (htt p: //

j ava. sun. com j avase/ t echnol ogi es/ core/ mtr-ngnt/j avamanagenent )
to connect to the Oracle Stream Analytics J]MX server from a non-Oracle Stream
Analytics client. This is the first step to all programmatic JMX management.

For information on connecting to the Oracle Stream Analytics JMX server from
another Oracle Stream Analytics server, see Connect with APIs to a JMX Server From
an Oracle Stream Analytics Client.

Use APIs to connect to a JMX server from a non-Oracle Stream Analytics client:

1. Be sure that the JMX service is configured for your domain.
For details see Configure JMX.

2. Writethehttp://java. sun. conljavase/technol ogi es/core/ mtr -
mgnt / j avamanagenent Java code to configure the component using the
appropriate MBean.

Consider the following JMX programming hints.

One of the first things you must do in your JMX program is to establish a
connection to the JMX server running in the Oracle Stream Analytics server as
shown below.

public static void initConnection(String hostname, int port, String usernane, char[]
passwor d)
throws | CException, Mal f or medURLExcept i on {

Map<String, Gbj ect> env = makeSecur eEnv();

env. put ("j nx. remot e. prot ocol . provi der. pkgs", "com bea. core. j nx. renot e. provi der");
env. put (" mx4j . renmot e. resol ver. pkgs", "com bea. core. j nx.renote. resol ver");

env. put ("java. namng.factory.initial","combea.core.jndi.context.ContextFactory");

JMXSer vi ceURL serviceUrl = new JMXServi ceURL(
"MSARM ", "l ocal host", 9002, "/ j ndi / j mxconnect or "

):
Systemout.printin("Service: " + serviceURL.toString());
JMXConnect or connector = JMXConnect or Fact ory. connect (servicelrl, env);

MBeanSer ver Connecti on connection = connect or. get MBeanSer ver Connecti on();

}

/'l The JMXConnect or Factory. connect () nethod's second parameter is a Map object that sets up
a
/'l secure environnment using the makeSecureEnv() method, which |ooks like the follow ng:

private static Map<String, Cbject> makeSecureEnv() {
Map<String, Ooj ect > env = new HashMap<String, Obj ect>();
String username = "wevs" ;
char[] password = { 'w,"|',"e","v', 's" };
env. put (JMXConnect or . CREDENTI ALS, new Serializabl e[]{username, password});
env. put ("j nx.renote. aut henticator", "com bea.core.jnx.server. CEAut henticator");
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System set Property("jnmx.renote. authenticator"”,
"com bea. core. jnx. server. CEAut henticator");
return env;

}

11.5.2 Connect with APIs to a JMX Server From an Oracle Stream Analytics Client

This section describes how to write Java code using the JMX API (htt p: //

j ava. sun. cont j avase/ t echnol ogi es/ core/ mtr - ngnt/j avanmanagenent )
to connect to the Oracle Stream Analytics JMX server from another Oracle Stream
Analytics server. This is the first step to all programmatic JMX management.

For information on connecting to the Oracle Stream Analytics JMX server from a non-
Oracle Stream Analytics client, see Connect with APIs to a JMX Server from a Non-
Oracle Stream Analytics Client.

Use APIs to connect to the JMX server from an Oracle Stream Analytics client:

1. Be sure that the JMX service is configured for your domain.
For details see Configure JMX.

2. Writethehttp://java. sun. conijavase/technol ogi es/core/ mtr -
mgnt / j avamanagenent Java code to configure the component using the
appropriate MBean.

Consider the following JMX programming hints.

One of the first things you must do in your J]MX program is to establish a
connection to the JMX server running in the Oracle Stream Analytics server as
shown below.

public static void initConnection(String hostname, int port, String usernane, char[]
passwor d)
throws | CException, Mal f or medURLException {

Map<String, Gbj ect > env = makeSecur eEnv();

/] This is an OSG necessity
env. put (
JMXConnect or Fact ory. DEFAULT_CLASS_LOADER,
com bea. core. j nx. renote. provi der. nsarm . Server Provi der. cl ass. get O assLoader ()
):
env. put (
JMXConnect or Fact ory. PROTOCOL_PROVI DER_CLASS_LOADER,
com bea. core. j nx. renote. provi der. nsarm . Server Provi der. cl ass. get O assLoader ()

)

JMXSer vi ceURL servicelUrl = new JMXServi ceURL(
"MSARM ", "l ocal host", 9002, "/ j ndi / j mxconnect or "

):
Systemout.printin("Service: " + serviceURL.toString());
env. put (

JMXConnect or Fact ory. PROTOCOL_PROVI DER_PACKAGES,
"com bea. core. jnx.renote. provider"

)

System set Property("mx4j.renote.resol ver. pkgs", "com bea.core.jnx.renote.resolver");

JMXConnect or connector = JMXConnect or Fact ory. connect (url, env);
connect or. connect ();

MBeanSer ver Connect i on connection = connect or. get MBeanSer ver Connecti on();
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}...

/'l The JMXConnect or Factory. connect () method's second parameter is a Map object that sets up
a
/'l secure environnment using the makeSecureEnv() method, which |ooks like the follow ng:

private static Map<String, Cbject> makeSecureEnv() {
Map<String, Ooj ect > env = new HashMap<String, Obj ect>();
String username = V\Aevs ;

b
env. put (JNKOonnect or. CREDENTI ALS, new Serializabl e[]{usernane, password});
env. put ("j nx.renote. aut henticator", "com bea.core.jnx.server. CEAut henticator");
System set Property("jmx. renote. aut henti cator",
"com bea. core. jnx. server. CEAut henticator");
return env;

}

11.5.3 Configure an Oracle Stream Analytics Component with JMX APIs

This section describes how to write Java code using the JMX API (htt p: //
j ava. sun. cont j avase/ t echnol ogi es/ core/ mtr-ngnt/j avananagenent)
to access Oracle Stream Analytics MBeans.

Configure an Oracle Stream Analytics component with IMX APIs:

1. Acquire a connection to the Oracle Stream Analytics JMX server.

For details see Connect with APIs to a JMX Server from a Non-Oracle Stream
Analytics Client.

2. Writethehttp://java. sun. conijavase/technol ogi es/ core/mtr -
nmgnt / j avamanagenent Java code to configure the component using the
appropriate MBean.

Consider the following JMX programming hints.

The following example shows how to use the connection to start getting
information about the domain and its deployed applications by querying MBeans.

First the code shows how to get all MBeans whose type is Domain; there should
only be one. Then, using the Dormai nMBean, the sample shows how to retrieve a
list of all the deployed applications in the domain (using Appl i cat i onMBean):

Set domai nCbj ect Names = connecti on. quer yMBeans(
bj ect Nane. get | nst ance(
Managenent Const ants. DOVAI N_NAME + ":" +
Managenent Const ant s. TYPE_PROPERTY + "=" +
Domai nMBean. MBEAN_TYPE + ", *"
)
nul |
)
bj ect Nane domai nNanme = ((Obj ect | nstance)
domai nOhj ect Names. i terator().next()).getChject Nane();
Systemout. printIn("Domain Name: " +
domai nNane. get KeyPr opert y( Managenent Const ant s. NAVE_PROPERTY) ) ;
oj ect Nane [] applicationNames =
(Qnj ect Nane[]) connection. getAttribute(domai nName, "ApplicationMBeans");
oj ect Nane sel ect edAppl i cati onQbj ect Name = nul | ;
for (QojectName applicationNane : applicationNanes) {
String name =
appl i cati onNane. get KeyPr opert y( Managenment Const ant s. NAVE_PROPERTY) ;
String status =
(String) connection.getAttribute(applicationName, "State");
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Systemout.println("Application: " + name + " Status: " + status);
sel ect edAppl i cati onCbj ect Nane = appl i cationNane ;

11.5.4 Monitor the Throughput and Latency of a Component with JMX APIs

This section describes how to write Java code using the JMX API (http://
java.sun.com/javase/technologies/core/mntr-mgmt/javamanagement) to access
Oracle Stream Analytics MBeans and dynamically monitor the throughput and latency
of an Oracle Stream Analytics component.

Dynamically configure an Oracle Stream Analytics component with JIMX APlIs:

1.

Acquire a connection to the Oracle Stream Analytics JMX server.

For details see Connect with APIs to a JMX Server from a Non-Oracle Stream
Analytics Client.

Acquire an instance of a Moni t or Runt i meMBean for the component you want to
monitor as shown below.

Obj ect Name processor | nbound = Obj ect Nane. get | nst ance(
"com bea. w evs: Nane=nyprocessor, " +
"Type=CQLProcessor," +
"Application=nyapplication," +
"Di recti on=l NBOUND"

);

Be sure you specify whether you want to monitor incoming events (I NBOUND) or
outgoing events (QUTBOUND).

Use the Moni t or Runt i meMBean to acquire an instance of Pr obeRunt i neMBean
for the type of statistic you want as shown below.

Qbj ect Name noni t or Nanme =
Obj ect Nare. get | nst ance(
"com bea. W evs: Server Runt i me=l ocal host," +
"Name=Moni tor Runtime, " +
" Type=Moni t or Runti ne");

Moni t or Runt i meMBean noni t or MBean =
(Moni t or Runt i meMBean) MBeanSer ver | nvocat i onHandl er. newPr oxyl nst ance(
connection,
noni t or Nane,
Moni t or Runt i neMBean. cl ass,
fal se);

Obj ect Name probeName = noni t or MBean. noni t or AvgThr oughput (
processor | nbound,
1000,
1000

)

ProbeRunt i meMBean probeOn =
(ProveRunt i meMBean) MBeanSer ver | nvocat i onHandl er . newPr oxyl nst ance(
connection,
pr obeNane,
Pr obeRunt i neMBean. cl ass,
fal se
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The Moni t or Runt i meMBean has methods for each type of statistic you can
gather. For example, you execute moni t or AvgLat ency() if you want to
monitor the average latency, noni t or AvgThr oughput () to monitor the average
throughput, and so on. These methods all return Pr obeRunt i meMBean.

Use the Pr obeRunt i meMbean instance to get the actual run time metrics in one
of the following ways:

a. Use the ProbeRunt i meMBean method get Metri c() to pull the
information.

b. Use
j avax. managerent . Noti fi cati onBr oadcast er. addNoti fi cati onL
i st ener () to have the information pushed to you every time there is a
change in the metrics.

When you are finished gathering monitoring information, unregister the MBean
from the MBean server as shown below.

probON. terninate();

For additional details about these MBean interfaces and how to use them to
monitor throughput and latency, see the

com bea. W evs. nmoni t or. managemnent package in the Java API Reference for
Oracle Stream Analytics.

11.5.5 Connect to a Local or Remote JMX Server using JConsole with Security

You can use the W evsj consol e script to connect to an Oracle Stream Analytics JMX
server running on your local host or on a remote host to browse and manage Oracle
Stream Analytics MBeans with the JDK j consol e.

This procedure describes how to use JConsole when the Oracle Stream Analytics
server has security enabled. This is the default configuration and is recommended for
production servers. Alternatively, you can connect to the JMX server with security
disabled (see Connect to Local or Remote JMX Server Using JConsole with Security
Disabled).

For more information, see Access the Oracle Stream Analytics JMX Server.

Note:

When using JConsole, you must start it with the Oracle Stream Analytics
W evsj consol e. crd or W evsj consol e. sh script. You cannot start
j consol e directly.

Connect to alocal or remote JMX server using JConsole with security enabled:

1.

2.

Ensure that the local or remote Oracle Stream Analytics server is running.

Launch j consol e using the Wl evsj consol e. cnd or W evsj consol e. sh
script located in the / Or acl e/ M ddl ewar e/ my_oep/ oep/ bi n directory.

a. To connect to a local Oracle Stream Analytics server, enter:

pronpt > w evsj consol e. cnd

b. To connect to a remote Oracle Stream Analytics server, enter:
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3.

4.

pronpt > w evsj consol e. cnd HOST- NAME: PORT

Where HOST- NAME is the name of the remote host and PORT is the Net IO
port as configured in the remote host's / Or acl e/ M ddl ewar e/ ny_oep/
user _proj ects/ donai ns/ nyDomai n/ def aul t server/confi g/
config.xm file.

The jconsole browser attempts to log into the JMX server and initially fails as
Figure 11-2 shows.

Figure 11-2 Jconsole Initial Login Attempt

Java Monitoring & Management Console - service: jmx:msarmi:/flocalhost: 9002/jndi/jmxconnecto... |Z||E|r'5__(|

| £ Conmection Window  Help S SR e

e

{OWErYiEW || Memary " Threads " Classes " WM Surnm.

! \, Connection Failed: Retry?

The connection to

service:jmx:msarmi:, /localhost:9002 /jndi/jmxconnector
did not succeed.

Would you like to try again?

Conneck Caneel

Click Cancel.

The Jconsol e New Connection dialog appears as shown in Figure 11-3.

Figure 11-3 JConsole New Connection Dialog

JConsole: New Connection

New Connection =

laué

Remote Process:
service!jma msarmi: fflocalhost: 2002 findifjmxconnectar |
Usage: =hostname:=: <port= OF service:jmx: sprotocol=: <sap=

Username: |wlevs Password:
Connect Cancel

Configure the New Connection dialog as Table 11-7 describes.
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Table 11-7 JConsole New Connection Attributes
|

Attribute Description

Renote Process  Enter the following URL:

servi ce:j mx: mearm :// HOST- NAMVE: PORT/ j ndi / j mkconnect or

Where HOST- NAME is the name of the local or remote host and
PORT is the Net IO port as configured in the remote host's /

O acl e/ M ddl ewar e/ my_oep/ user _proj ect s/ donai ns/
nyDonai n/ def aul t server/confi g/ config.xm file
(default: 9002).

User nane Enter the Oracle Stream Analytics administration user name:
oepadmin.
Passwor d Enter the Oracle Stream Analytics administration password:

welcomel.

5. Click Connect.

The j consol e browser opens and provides access to Oracle Stream Analytics
MBeans as #unique_138/unique_138_Connect_42_CHDIEHCD shows.

Figure 11-4 JConsole Browser

=1y

Java Monitoring & Management Console - pid: 3540 wlevs. jar
|£| Conmection  Window  Help

Overview || Memory | Threads | Classes | ¥M Summaryi MBeansi

= com.bea.wles
"avg-latency-com.bea.wlevs.da

|C3) "awg-throughput-com. bea. wieys
"avg-throughput-F:FxQuotestr
"mazx-latency-Fx:FxQuokeStrean
AlertEventStream

MBeanInfo

Mame Yalue
Info:
OhjectMame
Classharne

com.bea. wlevs:Mame=AppDeployment, Type=...
com.bea. wlevs. deployment. mbean. AppDeploy ...

AlertPublisher
= Lf} AppDeployment
=3 AppDeployment

-Attributes
+|-Operations
-Matifications

t-|[7) CrossRateStream
-7 Datadggregation
| 7) DataServiceFactory
JG DeployHelperService
|7 DomainDat adgaregation
-7 DamainLog
) EvertTypeRepasitary
-|C) EvsConfiguration
t-|7) FindCrossRates
t-|7) FxQuotedtream
[ Log
t-|7) MetricSubscriber
| MonEventDiag
|7 MonitorEventStream
|5 ManitarProcessar
#h-I71 MonitarRntime

Description

Infarmation on the management interface of th...

Constructar-0;

Mame

com.bea, wievs,.deployment. mbean, AppDeploy...

Description

Public constructor of the ME=an

Descriptar

Marne
Info:

Yalue

immutableInfo

true

interfaceClasshame

com.bea. wievs, deployment. mbean. AppDeploy ...

mixbean

False

11.5.6 Connect to Local or Remote JMX Server Using JConsole with Security Disabled

You can use the W evsj consol e script to connect to an Oracle Stream Analytics JMX
server running on your local host or on a remote host to browse and manage Oracle
Stream Analytics MBeans with the JDK j consol e.
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This procedure describes how to use JConsole when the Oracle Stream Analytics
server has security disabled. This is a common development configuration and is not
recommended for production servers. Alternatively, you can connect to the J]MX
server with security enabled (see Connect to a Local or Remote JMX Server using
JConsole with Security).

For more information, see Access the Oracle Stream Analytics JMX Server.

Note:

When using JConsole, you must start it with the Oracle Stream Analytics
W evsj consol e. cnd or W evsj consol e. sh script. You cannot start
j consol e directly.

Connect to alocal or remote JMX server using JConsole with security disabled:

1. Ensure that the local or remote Oracle Stream Analytics server is running with
security disabled.

For more information, see Disable Security.

2. Launchj consol e using the wl evsj consol e. cnd or W evsj consol e. sh
script located in the / Or acl e/ M ddl ewar e/ my_oep/ oep/ bi n directory.

a. To connect to a local Oracle Stream Analytics server, enter:

pronpt > w evsj consol e. cmd

b. To connect to a remote Oracle Stream Analytics server, enter:

pronpt > w evsj consol e. cmd HOST- NAME: PORT

Where HOST- NAME is the name of the remote host and PORT is the Net | O
port as configured in the remote host's / Or acl e/ M ddl ewar e/ ny_oep/
user _proj ect s/ domai ns/ myDorai n/ def aul t server/confi g/
config.xm file.

The script automatically connects to the JMX server and the j consol e browser
opens and provides access to Oracle Stream Analytics MBeans as Figure 11-5
shows.

JMX 11-17



Manage with JMX

Figure 11-5 JConsole Browser

Java Monitoring & Management Console - pid: 3540 wlevs. jar

| £ Conmection  Window  Help

Overview | Memory | Threads | Classes || M Summary | MBsans |

=1 com.bea.wlevs PS
"avg-latency-com.bea wlevs.da E:
"avg-throughput-conn . bea.wlew:
"avg-throughput-FFxQuotestr
"max-latency-Fx:FxQuokeStrean
AlertEventStream

IC5) AlertPublisher

=) AppDeployment

B{f} AppDeployment

|7 CrossRateStraam

-|7) Datadggregation

|7 DataServiceFactary
t-|7) DeployHelperService
|7 DomainDat afgaregation
DomainLog
EventTypeRepository
EwsConfiguration
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FxQuoteStream
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~= MonikneRinkime
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JDBC

You can configure Java Database Connectivity (JDBC) for relational database access
from an Oracle Stream Analytics application.

Oracle Stream Analytics supports JDBC 4.0. To download JDBC, goto ht t p: //
j ava. sun. com product s/ jdbc/ downl oad. ht m .

This chapter includes the following sections:

¢ Database Access

® Oracle Stream Analytics Data Sources

¢ Configure Access to a Database with an Oracle JDBC Driver

* Configure Database Access with Microsoft SQL Server JDBC Driver

¢ Configure Access to a Different Database Driver or Driver Version.

12.1 Database Access

The JDBC API provides a standard, vendor-neutral way for applications to connect to
and interact with database servers and other types of tabular resources that support
the JDBC APL

A database driver can implement the JDBC j avax. sql . Dat aSour ce interface to
define a database connection factory. Applications use the Dat aSour ce objects to
obtain database connections (j ava. sql . Connecti on). An application obtains a
connection and interacts with the data resource by sending SQL commands and
receiving results.

Oracle Stream Analytics provides a Dat aSour ce abstraction that encapsulates a JDBC
driver Dat aSour ce object and manages a pool of pre-established connections. Also,
the Oracle WebLogic Server W.Connect i on interface provides methods that enable
access to and manipulation of Oracle data sources. For more information, see Oracle
Stream Analytics Data Sources.

Oracle Stream Analytics provides the Oracle 12¢ thin driver. Optionally, you can use
your own JDBC driver. See Access a Database Driver with bootclasspath.

12.1.1 Oracle JDBC Driver

Oracle Stream Analytics includes the Oracle 12¢ Thin driver for use with Java SE 7.
The JDBC Thin driver is a pure Java, Type IV driver that you can be use in
applications and applets. It is platform-independent and does not require any
additional Oracle software on the client side. The JDBC Thin driver communicates
with the server using SQL*Net to access the Oracle Database.

The Oracle 12¢ Thin drive is in the following JAR file:
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/ Oracl e/ M ddl ewar e/ W server/ nodul es/
com bea. oracl e. oj dbc6_1.0.0.0_11-2-0-3-0.j ar

For more information, see:
* Supported Databases
¢ Configure Access to a Database with an Oracle JDBC Driver

e http://ww. oracl e.com t echnet wor k/ dat abase/ appl i cati on-
devel opnent /i ndex- 099369. ht m .

12.1.2 Supported Databases

Oracle Stream Analytics servers support different databases depending on the type of
JDBC driver you use.

Oracle JDBC Driver

Using the Oracle JDBC driver, you can access the Oracle Database 12c release. See
Oracle JDBC Driver.

SQL Server Type 4 JDBC Driver from DataDirect

Using the SQL Server Type 4 JDBC Driver from Microsoft, you can access the
following SQL Server databases:

e Microsoft SQL Server 2012

®  Microsoft SQL Server 2005

e  Microsoft SQL Server 2000

* Microsoft SQL Server 2000 Desktop Engine (MSDE 2000)
* Microsoft SQL Server 2000 Enterprise Edition (64-bit)

®  Microsoft SQL Server 7.0.

12.2 Oracle Stream Analytics Data Sources

An Oracle Stream Analytics Dat aSour ce provides a JDBC data source connection
pooling implementation that supports the JDBC 4.0 specification.

Applications reserve and release Connect i on objects from a data source with the
standard Dat aSour ce. get Connect i on and Connecti on. cl ose APIs
respectively.

Figure 12-1 shows the relationship between data source, connection pool, and
Connect i on instances.

Figure 12-1 Oracle Stream Analytics Data Source

E javax.sql.DataSource | | Data Source
'

| Connection

H
H

H

:

i | Connection I\j
H

é Connectl on

H
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You must use the Oracle Stream Analytics server default data source or configure your
own Oracle Stream Analytics Dat aSour ce in the server's conf i g. xm file if you
want to access a relational database in any of the following ways. See Schema Reference
for Oracle Stream Analytics.

¢ From an Oracle CQL processor r ul e.
¢ Event record and playback.

e From a cache loader or store.

You do not have to configure a Dat aSour ce in the server's confi g. xm file if you
use the JDBC driver's API, such as Dri ver Manager , directly in your application code.

12.2.1 Default Data Source Configuration

By default, the Oracle Stream Analytics server creates a local transaction manager. The
transaction manager depends on a configured RMI object, as described in JMX
Configuration Objects. Oracle Stream Analytics server guarantees that there will never
be more than one transaction manager instance in the system.

If a database is unavailable when you start Oracle Stream Analytics server, by default,
an Oracle Stream Analytics server data source retries every 10 seconds until it creates a
connection. The retries enable the Oracle Stream Analytics server to start when a
database is unavailable. You can change the retry interval by providing a value for the
connection-creation-retry-frequency-seconds child element of the
connect i on- pool - par ans element. A value of zero disables connection retry.

12.2.2 Custom Data Source Configuration

The Oracle Stream Analytics server conf i g. xni file requires a configuration element
for each data source that is to be created at runtime that references an external JDBC
module descriptor.

When you create an Oracle Stream Analytics domain with the Configuration Wizard,
you can optionally configure a JDBC data source that uses one of the two supported
Data Direct JDBC drivers. In this case the wizard updates the confi g. xm file for
you. When you configure the data source, you provide basic information, such as the
database you want to connect to, and the connection user name and password.

You can also update the conf i g. xml file manually by adding a dat a- sour ce
element as the following example shows.

<dat a- sour ce>

<nane>r doms</ name>

<dat a- sour ce- par ams>
<gl obal -t ransacti ons- prot ocol >None</ gl obal -t ransact i ons- pr ot ocol >

</ dat a- sour ce- par ans>

<connect i on- pool - par ans>
<test-tabl e-nane>SQ. SELECT 1 FROM DUAL</test -t abl e- name>
<initial-capacity>5</initial-capacity>
<max- capaci t y>10</ max- capaci t y>
<connection-creation-retry-frequency-seconds>

60

</ connection-creation-retry-frequency-seconds>

</ connecti on- pool - par ans>

<driver- paranms>
<url >j dbc: oracl e: thin: @ocal host: 5521: rdb</ ur| >
<driver-name>oracl e.jdbc. Oracl eDri ver</driver-nane>
<properties>
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<el enent ><nane>user </ nane><val ue>scot t </ val ue></ el enent >
<el enment ><name>passwor d</ nane><val ue>ti ger </ val ue></ el ement >
</ properties>
<use- xa- dat a- sour ce-i nt erface>t rue</ use- xa- dat a- sour ce-i nterface>
</driver-parans>
</ dat a- sour ce>
<transacti on- nanager >
<nane>TMK/ nane>
<rm -servi ce-name>RM </ rmi - servi ce- nane>
</transacti on- manager >

A data source depends on the availability of a local transaction manager. You can rely
on the default Oracle Stream Analytics server transaction manager or configure one
with the t ransact i on- manager elementin confi g. xnl as the example shows.
The transaction manager depends on a configured RMI object, as described in J]MX
Configuration Objects.

If a database is unavailable when you start Oracle Stream Analytics server, by default,
an Oracle Stream Analytics server data source retries every 10 seconds until it creates a
connection. The retries enable Oracle Stream Analytics server to start when a database
is unavailable. The example changes the retry interval in the confi g. xm file by
providing a value for the connecti on-creati on-retry-frequency-seconds
child element of the connect i on- pool - par ans element. In the example, the value
is 60 seconds.

12.2.3 Get the Native JDBC Connection

The Java API Reference for Oracle WebLogic Server provides a W.Connect i on interface
that contains methods for getting and manipulating Oracle data sources. For example,
the following Java code gets the native Oracle database connection from the pooled
connection object.

private DataSource ods;
private Connection w Connecti on;
private O acl eConnection connection;

w Connection = ods. get Connection();
connection = (Oracl eConnection) ((WConnection) w Connection)
. get Vendor Connection();

Note:

Close pooled connections when you finish and do not use a native connection
object after the pooled connection is closed.

12.3 Configure Access to a Database with an Oracle JDBC Driver

This section explains the procedure to configure access to a database with an Oracle
JDBC driver.

The Oracle JDBC driver is installed with Oracle Stream Analytics and ready to use.

Configure access to a database using the Oracle JDBC driver:
1. Configure the data source in the server confi g. xni file.

a. To update the Oracle Stream Analytics server confi g. xm file using the
Configuration Wizard, see Create a Standalone-Server Domain.
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b. To update the Oracle Stream Analytics server conf i g. xm file manually, see
Custom Data Source Configuration.

The ur| element for the Oracle JDBC driver has the following form. See also
Custom Data Source Configuration.

<url >j dbc: oracl e: t hi n: @HOST: PORT: Sl D</ ur | >

2. If Oracle Stream Analytics is running, restart it so it reads the new data source
information.

For more information, see Start and Stop Servers.

12.4 Configure Database Access with Microsoft SQL Server JDBC Driver

To access a data source with a Microsoft SQL server JDBC driver, add the
W sql serv. jar and the f mmgeneri ct oken. j ar files to the - Xboot cl asspat h.

- Xboot cl asspat h/ a:/ Oracl e/ M dd| ewar e/ my_oep/ or acl e_conmmon/ nodul es/ dat adi rect/
w sql server.jar:/Oracl e/ M ddl ewar e/ ny_oep/ oracl e_common/ nodul es/ dat adi rect/
f mageneri ct oken. j ar

- Xboot cl asspat h/ a: / Oracl e/ M ddl ewar e/ or acl e_common/ modul es/ dat adi rect/
w sqgl server.jar:/Oaclel/ M ddl ewar e/ oracl e_common/ modul es/ dat adi rect /
f mageneri ct oken. j ar

Add the following SQL server data source configuration to the conf i g. xni file.

<dat a- sour ce>
<nane>ds- sql server-dat adi rect - dri ver </ nane>
<dat a- sour ce- par ams>
<j ndi - names />
<gl obal -t ransacti ons- pr ot ocol >CnePhaseConmi t
</ gl obal -t ransact i ons- pr ot ocol >
</ dat a- sour ce- par ams>
<connect i on- pool - par ams>
<credenti al - mappi ng- enabl ed></ credent i al - mappi ng- enabl ed>
<test-tabl e-name>SQL SELECT 1</test-tabl e- name>
<initial-capacity>5</initial-capacity>
<max- capaci t y>20</ max- capaci t y>
<capaci ty-increnent >1</ capaci ty-i ncrement >
</ connecti on- pool - par ans>
<dri ver - par ans>
<use- xa- dat a- sour ce-i nterf ace>true</ use- xa- dat a- sour ce-i nter f ace>
<dri ver-name>webl ogi c. j dbc. sql server. SQLServerDriver</dri ver-nanme>
<url >
j dbc: webl ogi c: sql server://host nane: port ; dat abaseNane=f mcerts; Sel ect Met hod=cur sor
<lurl>
<properties>
<el enent >
<val ue>sa</ val ue>
<nane>user </ nanme>
</ el enent >
<el enent >
<val ue>{ AES} Xcr EKMBRegvOT3j Z4d46\WQ==</ val ue>
<name>passwor d</ nane>
</ el enent >
</ properties>
</driver-parans>
</ dat a- sour ce>
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12.5 Configure Access to a Different Database Driver or Driver Version
In some cases, you might need to use a different version of the Oracle Database driver
or Data Direct drivers than the version bundled with Oracle Stream Analytics, or you
might need to use a database driver other than the Oracle Database driver or Data
Direct drivers.

12.5.1 Access a Database Driver with an Application Library Built With bundler.sh

This procedure describes how to create an OSGi bundle for your driver using the
bundler utility and deploy it on the Oracle Stream Analytics server.

1. Execute the bundl er . sh script to create an OSGi bundle that contains your driver.

The bundl er . sh script is in the / Or acl e/ M ddl ewar e/ ny_oep/ oep/ bi n
directory. The following example lists the bundl| er . sh command-line options and
Table 12-1 describes them.

Note:

There is no Windows support for bundler.sh (no bundler.cmd).

bundl er. sh

-source <jar>

-name <name>

-version <version>
[-factory <class>+]
[-service <interface>+]
[-stagedir <path>]
[-targetdir <path>]

Table 12-1 bundler.sh Command Line Options
-]

Argument Description
-source The path of the source JAR file to be bundled.
-nane The symbolic name of the bundle. The root of the target JAR file name

is derived from the name value.

-ver si on The bundle version number. All exported packages are qualified with a
version attribute with this value. The target JAR file name contains the
version number.

-factory An optional argument that specifies a space-delimited list of one or
more factory classes that are to be instantiated and registered as OSGi
services. Each service is registered with the OSGi service registry with
name (- nane) and version (- ver si on) properties.

-service An optional argument that specifies a space-delimited list of one or
more Java interfaces that are used as the object class of each factory
object service registration. If no interface names are specified, or the
number of interfaces specified does not match the number of factory
classes, then each factory object will be registered under the factory
class name.
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Table 12-1 (Cont.) bundler.sh Command Line Options
]

Argument Description

-stagedir An optional argument that specifies where to write temporary files
when creating the target JAR file.

Default: . / bundl er . t np

-targetdir An optional argument that specifies the location of the generated
bundle JAR file.

Default: current working directory (. ).

The following example shows how to use the bundl er . sh to create an OSGi
bundle for an Oracle JDBC driver.

bundl er.sh \
-source /scratch/drivers/com bea.oracle.ojdbc6_1.0.0.0_11-2-0-3-0.jar \
-nane oraclel2c \
-version 12.1.3 \
-factory oracle.jdbc.xa.client. O acl eXADat aSource oracle.jdbc. OracleDriver \
-service javax.sql.XADataSource java.sql.Driver \
-targetdir /scratch/stage

The source JAR is an Oracle driver located in the C: \ dri ver s directory. The name
of the generated bundle JAR is the concatenation of the - nanme and - ver si on
arguments and is created in the C: \ st age directory. The bundle JAR contains the
files that the following example shows:

1465 Thu Jun 29 17:54:04 EDT 2006 META-1NF/ MANI FEST. MF

1540457 Thu May 11 00:37:46 EDT 2006 ccom bea.oracle.ojdbc6_1.0.0.0_
11-2-0-3-0.jar

1700 Thu Jun 29 17:54:04 EDT 2006 com bea/core/tool s/ bundler/Activator.class

The command-line options specify that there are two factory classes to instantiate
and register as an OSGi service when the bundle is activated, each under a separate
object class as the following table shows.

Table 12-2 Factory Class and Service Interface
- - - ]

Factory Class Service Interface

oracl e.jdbc. xa. client. Oacl eXADat aSour j avax. sql . XADat aSour ce
ce

oracle.jdbc. Oracl eDriver java.sql.Driver

Each service registration will be made with a nane property set to or acl el2c and
aver si on property with a value of 12c. the following example shows the Oracle
Stream Analytics server log messages showing the registration of the services.

INFO [Jun 29, 2006 5:54:18 PM Service REGQ STERED: { version=12c, name=oracl el2c,
obj ect O ass=[ javax.sql.XADataSource ], service.id=23}

INFO [Jun 29, 2006 5:54:18 PM Service REGQ STERED: { version=12c, name=oracl el2c,
obj ect O ass=[ java.sql.Driver ], service.id=24}

INFO [Jun 29, 2006 5:54:18 PM Bundl e oracl el2c STARTED

JDBC 12-7



Configure Access to a Different Database Driver or Driver Version

2. Copy the bundler JAR to the Oracle Stream Analytics server library extensions
directory.

Because your Oracle Stream Analytics application is an application library that
contains a driver, you copy it to the Oracle Stream Analytics server library
extensions directory. By default the library extensions directory is in/ Or acl e/
M ddl ewar e/ user _proj ect s/ dormai ns/ <donai nnanme>/ <server name>/
modul es/ ext/.

3. In the Oracle Stream Analytics server conf i g. xnl file, create a custom dat a-
sour ce element for your driver version and add a dri ver - par ans child element
as the following example shows.

For more information, see Server Configuration Files.

<driver - par ans>
<url >j dbc: oracl e: thin: @cw2k18: 1531: | cwl01</ url >
<driver-nane>oracl e.j dbc. xa. cl i ent. Oracl eXADat aSour ce</ dri ver - name
<properties>
<el enent >
<name>user </ nane>
<val ue>scot t </ val ue>
</ el ement >
<el enent >
<nane>passwor d</ name>
<val ue>{ 3DES} Eol f SBMinV8=</ val ue>
</ el ement >
<el enent >
<name>com bea. core. dat asour ce. servi ceNane</ nang>
<val ue>oracl el2c</ val ue>
</ el ement >
<el enent >
<name>com bea. cor e. dat asour ce. servi ceVer si on</ name>
<val ue>12. 1. 3</val ue>
</ el ement >
<el enent >
<name>com bea. cor e. dat asour ce. servi ceCbj ect € ass</ name>
<val ue>j avax. sql . XADat aSour ce</ val ue>
</ el ement >
</ properties>
<use- xa- dat a- sour ce-i nt er f ace>t rue</ use- xa- dat a- source-i nterface>
</driver-parans>

Table 12-1 describes the relevant properties.

Table 12-3 driver-params Properties
_________________________________________________________________|

Property Description

com bea. core. dat asourc  Specifies the value of the ser vi ceNane registration

e. servi ceNane property.
This must match the NAME property in your Act i vat or
class.

com bea. core. dat asourc  Specifies the value of the ser vi ceVer si on registration
e. serviceVersion property.

This must match the VERSI ON property in your
Acti vator class.
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Table 12-3 (Cont.) driver-params Properties
]

Property Description

com bea. core. dat asourc  Specifies the interface name of the OSGI service
e.servi ce(bj ect Cl ass registration.

4. Stop and start the Oracle Stream Analytics server.

For more information, see Start and Stop Servers.

12.5.2 Access a Database Driver with bootclasspath
Optionally, you can use the bootclasspath to access your own JDBC driver.

Oracle recommends that you use an application library instead, as described in Access
a Database Driver with an Application Library Built With bundler.sh.

1. Go to the server directory of the domain that you want to configure.

By default, the server directory isin/ Or acl e/ M ddl ewar e/ my_oep/
user _proj ect s/ domai ns/ <domai nnane/ <ser ver name>/ .

2. In atext editor, open the start script for your platform.

3. Add the - Xboot cl asspat h/ a option to the Java command that executes the
W evs. j ar file and set the - Xboot cl asspat h/ a option to the full pathname of
the JDBC driver you are going to use.

For example, to use the Windows Oracle thin driver, update the j ava command
in the start script as follows with everything on one line:

Y%JAVA_HOVE% bi n\j ava - Dwl evs. home=%JSER_| NSTALL_DI R% - Dbea. home=9BEA HOVE%

- Xboot cl asspat h/ a:\ Oracl e\ M ddI ewar e\ my_oep\ oep\ bi n

\ com bea. oracl e. oj dbc14_10.2.0.j ar

-jar "9AJSER INSTALL_DI R bin\w evs_3.0.jar" -disablesecurity %4 R %3 % % %

4. Configure the data source in the server's conf i g. xm file:

a. Toupdate the Oracle Stream Analytics server confi g. xm file using the
Configuration Wizard, see Create a Standalone-Server Domain.

b. To update the Oracle Stream Analytics server confi g. xnl file manually, see
Custom Data Source Configuration.

5. If Oracle Stream Analytics is running, restart it so it reads the new j ava option
and data source information.

For more information, see Start and Stop Servers.
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HTTP Publish-Subscribe Server

An HTTP Publish-Subscribe (HTTP pub-sub) server enables web clients to subscribe to
channels and publish messages to the channels using asynchronous messaging over
HTTP. You can configure an HTTP pub-sub server to subscribe to channels, use a
specific type of transport, set a time out, indicate a specific work manager to deliver
messages to clients, and so on.

This chapter includes the following sections:

e Default HTTP Pub-Sub Server

e HTTP Publish-Subscribe Adapters

e Server Architecture

¢ Create a New HTTP Publish-Subscribe Server

¢ Configure an Existing HTTP Publish-Subscribe Server.

13.1 Default HTTP Pub-Sub Server

Every Oracle Stream Analytics server has a default HTTP pub-sub server. Oracle
Stream Analytics Visualizer and the Record and Playback sample application use the
default HTTP pub-sub server internally. An installation can use the default HTTP pub-
sub server, or have a software developer create a custom HTTP pub-sub server.

In Oracle Stream Analytics, HTTP pub-sub server instances are configured in the
confi g. xm file of the server instance. System administrator uses the conf i g. xm
to configure the name of the HTTP pub-sub server, specify the transport and other
parameters. An administrator then uses Oracle Stream Analytics Visualizer to add
new channels and configure security for the channels.

The <ht t p- pubsub> element in the conf i g. xm file contains the HTTP pub-sub
server configuration. By default, the HTTP pub-sub server has the following
configuration.

<ht t p- pubsub>
<nanme>pubsub</ name>
<pat h>/ pubsub</ pat h>
<pub- sub- bean>
<server-config>
<name>/ pubsub</ name>
<supported-transport >
<types>
<el enent > ong- pol I i ng</ el ement >
</types>
</ supported-transport >
<publ i sh-wi t hout - connect - al | owed>t r ue</ publ i sh-wi t hout - connect - al | owed>
</ server-config>
<channel s>
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<el enent >
<channel - pat t er n>/ evsnoni t or </ channel - patt ern>
</ el ement >
<el enent >
<channel - patt ern>/ evsal ert </ channel - patt er n>
</ el ement >
<el enent >
<channel - pat t er n>/ evsdomai nchange</ channel - pat t er n>
</ el ement >
</ channel s>
</ pub- sub- bean>
</ htt p- pubsub>

¢ <path>/pubsub</path>: The URL to the HTTP pub-sub server. In a browser, you
can locate the HTTP pub-sub server by typing ht t p: / / host : port/ pubsub,
where host and port refer to the computer on which Oracle Stream Analytics is
running and the port number to which it listens, respectively. For example,
http://nmyhost.com 9102/ pubsub.

e <supported-transport>: The transport mode. The defaultis | ong- pol | i ng
transport.

* <publish-without-connect-allowed>true</publish-without-connect-allowed>:
Allows clients to publish messages to a channel without having to explicitly
connect to the HTTP pub-sub server.

¢ Includes the following three channels that are used internally by Oracle Stream
Analytics Visualizer. Do not delete these channels:

— /evsnonitor
- /evsal ert

— [/ evsdonai nchange

13.2 HTTP Publish-Subscribe Adapters

Oracle Stream Analytics provides two built-in adapters that provide HTTP pub-sub
server functionality in applications. A software developer adds these adapters to an
application to publish messages or subscribe to a server to receive messages.

In an application, a software developer uses the HTTP pub-sub adapters as follows:

® Uses the HTTP Publisher adapter to send JavaScript Object Notation (JSON) event
data out of the EPN to a web-based user interface.

e Uses the HTTP Subscriber adapter to accept JavaScript Object Notation (JSON)
event data entering the EPN. JSON event data comes from an HTTP server where
user actions generate events.

If a software developer needs the HTTP pub-sub server to perform additional steps
such as monitoring, collecting, or interpreting incoming messages from clients, then he
or she must use the server-side HITP pub-sub server APIs to program this
functionality. See the following packages:

e com bea. w evs. adapt ers. htt ppubsub. api

e com bea. w evs. adapt ers. htt ppubsub. support
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13.3 Server Architecture

The HTTP Publish-Subscribe server enables clients to subscribe to a channel (similar to
a topic in JMS) and receive messages as they become available. In contrast, traditional
web applications require that all communication be initiated by the client.

The server can only push updated data to its clients if it receives an explicit request.
However, dynamic real-time applications require that the server send data regardless
of whether the client explicitly requested it.

The HTTP pub-sub server is based on the Bayeux protocol proposed by the cometd
project. The Bayeux protocol defines a contract between the client and the server for
communicating with asynchronous messages over HTTP. It allows clients to register
and subscribe to channels that are named destinations or sources of events. Registered
clients, or the HTTP pub-sub server itself, then publishes messages to these channels
which in turn any subscribed clients receive.

The HTTP pub-sub server can communicate with any client that can understand the
Bayeux protocol. The HTTP pub-sub server is responsible for identifying clients,
negotiating trust, exchanging Bayeux messages, and pushing event messages to
subscribed clients. For Web 2.0 Ajax clients (such as Dojo) or rich internet applications
(such as Adobe Flex) to communicate with the HTTP pub-sub server, the clients need
a library that supports the Bayeux protocol. The Dojo JavaScript library provides four
different transports, of which two are supported by the HTTP pub-sub server: long-
polling and callback-polling.

There is a one-to-one relationship between a servlet and an HTTP pub-sub server.
Each servlet has access to one unique HTTP pub-sub server. Each HTTP pub-sub
server has its own list of channels. The servlet uses a context object to obtain a handle
to its associated HTTP pub-sub server.

Figure 13-1 shows the basic Oracle Stream Analytics HTTP pub-sub server
architecture.

Figure 13-1 HTTP Publish-Subscribe Server in Oracle Stream Analytics
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13.4 Create a New HTTP Publish-Subscribe Server

This procedure describes how to create a new HTTP pub-sub server.

See Default HTTP Pub-Sub Server for a full example from the confi g. xm of a
configured HTTP pub-sub server.
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Create a New HTTP Publish-Subscribe Server

1.

If the Oracle Stream Analytics server is running, stop it.

See Start and Stop Servers.

In an XML editor, open the Oracle Stream Analytics server confi g. xm file.

By default this file is in Or acl e/ M ddI ewar e/ my_oep/ user _pr oj ect s/
donmai ns/ <domai nname>/ <ser ver nane>/ confi g.

Add an ht t p- pubsub child element of the root conf i g element of
confi g. xm , with name, pat h and pub- sub- bean child elements, as shown in
bold:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2:config xm ns:ns2="http://ww. bea. con ns/w evs/ confi g/ server">
<domai n>
<nane>nyDonmai n</ name>
</ domai n>
<ht t p- pubsub>
<nane>nyPubSubSer ver </ nane>
<pat h>/ nyPat h</ pat h>
<pub- sub- bean>

</ pub- sub- bean>
</ htt p- pubsub>

</ns2:config>
a. Set the name element to the internal name of the HTTP pub-sub server.

b. Set the pat h element to the string that you want to appear in the URL for
connecting to the HTTP pub-sub server.

c. The next step describes the pub- sub- bean element.

Add server - confi g and channel s child elements of the pub- sub- bean
element:

</ htt p- pubsub>
<name>nyPubSubSer ver </ nane>
<pat h>/ nyPat h</ pat h>
<pub- sub- bean>
<server-config>

</ server-config>
<channel s>

</ channel s>
</ pub- sub- bean>
</ htt p- pubsub>

Update the ser ver - conf i g child element of the pub- sub- bean element with
HTTP pub-sub server configuration as required.

The following are the most common configuration options:

* Addasupported-transport element to specify the transport.

The format of this element is as follows:
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<server-config>
<support ed- transport >
<types>
<el enent > ong- pol | i ng</ el ement >
</types>
</ supported-transport>

</ server-config>
Oracle Stream Analytics server supports the following transports:

— long- pol I'i ng: Using this transport, the client requests information from
Oracle Stream Analytics server and if Oracle Stream Analytics server does
not have information available, it does not reply until it has. When the
Oracle Stream Analytics server replies, the client typically sends another
request immediately.

— cal | back- pol I i ng: Use this transport for HTTP publish-subscribe
applications using a cross domain configuration in which the browser
downloads the page from one Web server (including the JavaScript code)
and connects to another server as an HTTP publish-subscribe client. This is
required by the Bayeux protocol.

Add a publ i sh-wi t hout - connect - al | owed element to specify whether
clients can publish messages without having explicitly connected to the HTTP
pub-sub server; valid values are t r ue or f al se:

<server-config>

<publ i sh-wi t hout - connect - al | owed>t r ue</ publ i sh-wi t hout - connect - al | owed>
</ server-config>

Add a wor k- manager element to specify the name of the work manager that
delivers messages to clients. The value of this element corresponds to the value
of the <nanme> child element of the wor k- manager you want to assign.

<server-config>

<wor k- manager >ny\Wor kManager </ wor k- manager >
</ server-config>

Addaclient-timeout-secs element to specify the number of seconds
after which the HTTP pub-sub server disconnects a client if the client has not
sent back a connect/reconnect message.

<server-config>

<client-tinmeout-secs>600</client-tineout-secs>
</ server-config>

Update the channel s child element with at least one channel pattern.

Channel patterns always begin with a forward slash (/ ). Clients subscribe to these
channels to either publish or receive messages. Add a channel pattern as shown:

<channel s>

<el enent >
<channel - pat t er n>/ nychannel </ channel - patt er n>
</ el enent >

</ channel s>
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10.

Save the confi g. xm file.

Start the Oracle Stream Analytics server.

See Start and Stop Servers.
Use Oracle Stream Analytics Visualizer to configure or add channels.

Use Oracle Stream Analytics Visualizer to configure security for the channels. See:
Configure HTTP Publish-Subscribe Server Channel Security.

13.5 Configure an Existing HTTP Publish-Subscribe Server

This procedure describes how to configure an existing HTTP pub-sub server.

See Default HTTP Pub-Sub Server for a full example from the confi g. xm of a
configured HTTP pub-sub server.

Configure an Existing HTTP Publish-Subscribe Server

1.

If the Oracle Stream Analytics server is running, stop it.
See Start and Stop Servers.
In an XML editor, open the Oracle Stream Analytics server confi g. xm file.

By default this file is in Or acl e/ M dd| ewar e/ my_oep/ user _pr oj ect s/
domai ns/ <domai nnane>/ <ser ver nane>/ confi g.

Search for the ht t p- pubsub element that corresponds to the HTTP pub-sub server
you want to configure.

For example, to configure the default HTTP pub-sub server, locate the following
entry:

<ht t p- pubsub>
<nane>pubsub</ nane>
<pat h>/ pubsub</ pat h>
<pub- sub- bean>
<server-config>

</ htt p- pubsub>

Update the ser ver - conf i g child element of the pub- sub- bean element, which
is a child element of ht t p- pubsub, with HTTP pub-sub server configuration as
required.

The following are the most common configuration options:

e Addasupported-transport element to specify the transport.
The format of this element is as follows:

<server-config>
<support ed- t ranspor t >
<types>
<el ement >l ong- pol | i ng</ el ement >
</types>
</ supported-transport>

</ server-config>
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Oracle Stream Analytics server supports the following transports:

— long- pol i ng: Using this transport, the client requests information from
Oracle Stream Analytics server and if Oracle Stream Analytics server does
not have information available, it does not reply until it has. When the
Oracle Stream Analytics server replies, the client typically sends another
request immediately.

- cal | back- pol | i ng: Use this transport for HTTP publish-subscribe
applications using a cross domain configuration in which the browser
downloads the page from one web server (including the JavaScript code) and
connects to another server as an HTTP publish-subscribe client. The Bayeux
protocol requires this. For more about the Bayeux protocol, see ht t p: //
svn. conetd. or g/ t runk/ bayeux/ bayeux. ht m .

¢ Addapublish-w thout-connect-all owed element to specify whether
clients can publish messages without having explicitly connected to the HTTP
pub-sub server; valid values are t r ue or f al se:

<server-config>

<publ i sh-wi t hout - connect - al | owed>t r ue</ publ i sh-wi t hout - connect - al | owed>
</ server-config>

e Add awor k- manager element to specify the name of the work manager that
delivers messages to clients. The value of this element corresponds to the value
of the nane child element of the wor k- manager you want to assign.

<server-config>

<wor k- manager >nyWor kManager </ wor k- manager >
</ server-config>

e Addaclient-tinmeout-secs element to specify the number of seconds after
which the HTTP pub-sub server disconnects a client if the client does has not
sent back a connect/reconnect message.

<server-config>

<client-timeout-secs>600</client-tineout-secs>
</ server-config>

. Save the confi g. xnm file.

. Start the Oracle Stream Analytics server.

See Start and Stop Servers.

. Use Oracle Stream Analytics Visualizer to configure or add channels.

. Use Oracle Stream Analytics Visualizer to configure security for the channels. See:

¢ Configure HTTP Publish-Subscribe Server Channel Security.
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Logging and Debugging

System administrators and developers configure logging output and filter log
messages to troubleshoot errors or to receive notification for specific events.

Oracle Stream Analytics supports the Commons Apache Logging Framework, OSGi
Framework Logger, and Log4j Logger logging systems. Oracle Stream Analytics also
provides a variety of debugging options that you can enable and disable to help
diagnose your Oracle Stream Analytics applications.

This chapter includes the following sections:

Logging Configuration Scenarios

¢ Commons Apache Logging Framework
® OSGi Framework Logger

* Log4j Logger

¢ Configure the Logging Service

* Configure Log4j Logging

e Use the Apache Commons Logging API

¢ Configure Debugging Options.

For information about Oracle Stream Analytics security auditor logging, see Security
Auditor.

14.1 Logging Configuration Scenarios

There are various logging configuration scenarios. Some of the common ones are listed
here.

¢ Stop DEBUGand | NFOmessages from going to the log file.

e Allow | NFOlevel messages from the HTTP subsystem to be published to the log
file, but not to standard out.

® Specify that a handler publishes messages that are WARNI NGlevel or higher.

® Specify a default logging level for the entire server, and have a specific module
override the default logging level. For example, the default logging level of the
server could be WARNI NGwhile the logging level of the module is DEBUG

¢ Configure a logging level for a deployed application. The application must use the
Commons Apache Logging Framework if it is required to output log messages to
the single server-wide log file to which server modules also log their messages.
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14.2 Commons Apache Logging Framework

This section explains the commons Apache logging framework.

Oracle Stream Analytics provides a conmpns- | oggi ng interface. The interface
provides commons. | oggi ng. LogFact ory and Log interface implementations. It
includes an extension of the or g. apache. conmons. | oggi ng. LogFact ory class
that acts as a factory to create an implementation of the

or g. apache. commons. | oggi ng. Log that delegates to the Loggi ngSer vi ce in
the logging module. The name of this default implementation is

webl ogi c. | oggi ng. commons. LogFact or yl npl . See http:/ /jakarta.apache.org/
commons/logging/apidocs/index.html.

14.2.1 Set the Log Factory

The following list provides information about setting the log factory using system
properties:

® The highest priority is given to the system property
or g. apache. conmons. | oggi ng. LogFact ory.

* You can set logging from the command line using;:

- Dor g. apache. conmons. | oggi ng. LogFact or y=webl ogi c. | oggi ng. commons. LogFact oryl npl

* You can programmatically implement the logging by:

i nport org. apache. comons. | oggi ng. LogFact ory;
Syst em set Property(

LogFact ory. FACTORY_PRCPERTY,

"webl ogi c. | oggi ng. commons. LogFact oryl npl "

):

¢ Thewebl ogi c. | oggi ng. conmons. LogFact oryl npl is the default log factory,
if not explicitly set.

e To use another logging implementation, you must use the standard commons
logging factory implementation. The
or g. apache. commons. | oggi ng. i npl . LogFact or yl npl implementation is
available in the commons logging jar. For example:

Dor g. apache. comons. | oggi ng. LogFact or y=or g. apache. conmons. | oggi ng. i npl . LogFact oryl
mpl

or the equivalent programming would be:

Syst em set Propert y(
LogFact ory. FACTORY_PRCPERTY,
"org. apache. commons. | oggi ng. i mpl . LogFact oryl npl "

):

14.2.2 Use Log Severity Levels

Each log message has an associated severity level. The level gives a rough guide to the
importance and urgency of a log message. Predefined severities, ranging from TRACE
to EMERGENCY, are converted to a log level when dispatching a log request to the
logger. A log level object can specify any of the following values, from lowest (left-
most) to highest (right-most) impact:
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TRACE, DEBUG, | NFO, NOT1 CE, WARNI NG, ERROR, CRI Tl CAL, ALERT, EMERGENCY

You can set a log severity level on the logger, the handler, and a user application.
When set on the logger, none of the handlers receive an event which is rejected by the
logger. For example, if you set the log level to NOTI CE on the logger, none of the
handlers will receive | NFOlevel events. When you set a log level on the handler, the
restriction only applies to that handler and not the others. For example, turning DEBUG
off for the File Handler means no DEBUGmessages will be written to the log file,
however, DEBUGmessages will be written to standard out.

Users (Oracle Stream Analytics module owners or owners of user applications) are
free to define the names that represent the logging category type used by the Apache
commons logging for individual modules. However if the category names are defined
as package names then based on the naming convention, a logging level hierarchy is
assumed by default. For example, if two modules name their logging category names
com or acl e. fooand com oracl e. f 00. bar, then com or acl e. f 00 becomes the
root node of com or acl e. f 00. bar . This way any logging level applied to parent
node (com or acl e. f 00) automatically applies to com or acl e. f 00. bar, unless the
child node overrides the parent.

In other words, if the logging severity is specified for a node, it is effective unless the
severity is inherited from the nearest parent whose severity is explicitly configured.
The root node is always explicitly configured, so if nothing else if set, then all the
nodes inherit the severity from the root.

Table 14-1 lists the severity levels of log messages.

Table 14-1 Log Message Severity
- - - - _______________________________________________|

Severit Meaning

y

Used for messages from the Diagnostic Action Library. Upon enabling diagnostic
TRACE  jnstrumentation of server and application classes, TRACE messages follow the

request path of a method.

A debug message was generated.
DEBUG
| NFO Used for reporting normal operations, a low-level informational message.

An informational message with a higher level of importance.
NOTI CE

A suspicious operation or configuration has occurred but it might not affect normal
VARNIN :

peration.

G

A user error has occurred. The system or application can handle the error with no
ERROR iy . o . .

erruption and limited degradation of service.

A system or service error has occurred. The system can recover but there might be a

SEI mnc momentary loss or permanent degradation of service.
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Table 14-1 (Cont.) Log Message Severity
. ______________________________________________|

Severit Meaning

y
A particular service is in an unusable state while other parts of the system continue
ALERT o function. Automatic recovery is not possible; the immediate attention of the
administrator is needed to resolve the problem.
The server is in an unusable state. This severity indicates a severe system failure or
EMERGE :
panic.
NCY

The system generates many messages of lower severity and fewer messages of higher
severity. For example, under normal circumstances, they generate many | NFO
messages and no EMERGENCY messages.

14.2.3 Log Files

By default, Oracle Stream Analytics server writes log messages to the server. | og
and consol eout put . | og files in the / Or acl e/ M ddI ewar e/ nmy_oep/

user _proj ect s/ domai ns/ DOVAI N_DI R/ ser ver nane directory, where

DOVAI N_DI Rrefers to the domain directory (such as my_donai n), and ser ver nane
refers to the server instance directory (such as nySer ver 1).

For information on configuring log file attributes, see log-file.

14.2.4 Log Message Format

Oracle Stream Analytics server writes log messages in different formats depending on
the type of log file it is writing to.

14.2.4.1 Format of Output to a Log File

The system writes a message to the specified log file consisting of a #### prefix,

Ti mest anp, Severity, Subsyst em Server Nane, Connection, Thread | Dor
User | Dor Transaction | D Message | D, and the Message, along with a stack
trace if any. Each attribute is contained between angle brackets.

The following is an example of a message in the server log file (split for readability; in
practice, the message might be on one line):

#H##<May 25, 2015 10:23:32 AM EST> <Notice> <Depl oyment > <> <nyServer >

<RM TCP Connection(4)-141. 144.123. 236> <> <> <> <1235575412801> <BEA-2045000>
<The application bundl e "Hello" was depl oyed successfully to file

[C\Oracl e\ M ddl ewar e\ my_oep\ user _pr oj ect s\ donai ns\ oep_donai n\ def aul t ser ver
\applications\Hello\Hello.jar]

with version 1235575412708>

14.2.4.2 Format of Output to Console, Standard Out, and Standard Error

The system writes a message to the console, standard out, or standard error consisting
of Local e-formatted Ti nestanp, Severity, Subsystem Message | D, and
Message.

The following is an example of how the message from the previous section would be
printed to standard out (split for readability; in practice, the message might be on one
line):
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<May 25, 2015 10:23:32 AM EST> <Noti ce> <Depl oynent > <BEA- 2045000>

<The application bundl e "Hello" was depl oyed successfully to file

[C:\Oracl e\ M ddl ewar e\ my_oep\ user _proj ect s\ donai ns\ oep_donai n\ def aul t ser ver
\applications\Hello\Hello.jar]

with version 1235575412708>

14.3 OSGi Framework Logger

Oracle Stream Analytics has a low-level framework logger that is started before the
OSGi framework. It is used to report logging event deep inside the OSGi framework
and function as a custom default for the logging subsystem before it is configured.

For example, a user may see some log message, which has lower level or severity than
what is set in the conf i g. xm but higher or equal to what is set on the Launcher
command line on the console or in the log file. Until the logging subsystem has
started, log messages come from the framework logger and use the framework logging
level to filter messages.

14.4 Log4j Logger

Log4j is an open source tool developed for putting log statements in your application.
Log4j has three main components: loggers, appenders, and layouts, which are all
described in this section.

The Log4j Java logging facility was developed by the Jakarta Project of the Apache
Foundation. See:

¢ The Log4j Project at http:/ /logging.apache.org/log4j/.
* The Log4j API at http:/ /logging.apache.org/log4j/1.2 /apidocs/index.html.

¢ Short introduction to log4j at http:/ /logging.apache.org/log4j/1.2/manual.html.

14.4.1 Loggers

Log4j defines a Logger class. An application can create multiple loggers, each with a
unique name. In a typical usage of Log4j, an application creates a Logger instance for
each application class that will emit log messages. Loggers exist in a name space
hierarchy and inherit behavior from their ancestors in the hierarchy.

14.4.2 Appenders

Log4j defines appenders (handlers) to represent destinations for logging output.
Multiple appenders can be defined. For example, an application might define an
appender that sends log messages to standard out, and another appender that writes
log messages to a file. Individual loggers might be configured to write to zero or more
appenders. One example usage would be to send all logging messages (all levels) to a
log file, but only ERROR level messages to standard out.

14.4.3 Layouts

Log4j defines layouts to control the format of log messages. Each layout specifies a
particular message format. A specific layout is associated with each appender. This
lets you specify a different log message format for standard out than for file output,
for example.
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14.5 Configure the Logging Service

You configure Oracle Stream Analytics logging service attributes using Oracle Stream
Analytics Visualizer or by editing the Oracle Stream Analytics server confi g. xm
file.

The confi g. xm file is located in the / Or acl e/ M ddl ewar e/ ny_oep/

user _pr oj ect s/ domai ns/ DOVAI N_DI R/ ser ver nane/ conf i g directory, where
DOVAI N_DI Rrefers to the domain directory (such as nmy_domai n), and ser ver nane
refers to the server instance directory (such as nmySer ver 1).

The following example shows a typical Oracle Stream Analytics server conf i g. xm
file with logging elements.

<?xm version="1.0" encodi ng="UTF-8"?>
<I--Sanple XML file generated by XM.Spy v2007 sp2 (http://ww.altova.conm-->
<nl:config
xsi : schemalLocation="http://ww. bea. conm ns/w evs/ confi g/ server
wl evs_server_config. xsd"
xm ns: nl="http://ww. bea. com ns/w evs/ confi g/ server"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >

<nane>nyLogSer vi ce</ nane>
<l og-file-config>nyFileConfig</log-file-config>
<st dout - confi g>my St dout Confi g</ st dout - confi g>
<l ogger - severity>Noti ce</| ogger-severity>
<l ogger-severity-properties>
<entry>
<key>Li f eCycl e</ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Managenent </ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>CQLPr ocessor </ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Cqgl Processor </ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Streanx/ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Ede</ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Cache</ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Adapt er s</ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Spri ng</ key>
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<rotation-type>none</rotation-type>

<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Channel </ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Recpl ay</ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Mbni t or </ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Ser ver </ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Event Trace</ key>
<val ue>Not i ce</ val ue>
<lentry>
<entry>
<key>Depl oynent </ key>
<val ue>Not i ce</ val ue>
<lentry>

</l ogger-severity-properties>
</ | oggi ng- servi ce>
<log-file>

<nane>nyFi | eConfi g</ nane>

</[log-file>
<l og- st dout >
<nane>ny St dout Conf i g</ name>
<stdout - severity>Debug</ st dout - severity>
</l og- st dout >

</nl:config>

The following sections provide information on configuring Oracle Stream Analytics

logging:

¢ logging-service

e log-file

¢ log-stdout

¢ Configure Severity for an Individual Module.

14.5.1 logging-service

This section provides information on the | 0ggi ng- ser vi ce element:

Table 14-2 Configuration Parameters for logging-service

|
Parameter

Type

Description

name

String

The name of this configuration object.
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Table 14-2 (Cont.) Configuration Parameters for logging-service
|

Parameter Type Description

The configuration of the log file and its

log-file-config String rotation policies.
See log-file.
) ) The name of the st dout configuration object
stdout-config String  ysed to configure st dout output. See log-
stdout.
) ) Defines the threshold importance of the
| ogger-severity String

messages that are propagated to the handlers.
The default value is | nf o.

To see Debug and Tr ace messages,
configure the | ogger - severi ty to either
Debug or Tr ace.

Valid values are: Ener gency, Al ert,
Critical, Error,Warning,Notice,lnfo,
Debug, and Tr ace.

Oneor List of name-value pairs, enclosed in an
more <ent r y> element, that list individual

<entr modules (package name, application name,
y> class name, or component such as

child CQLPr ocessor ) and their logging severity.
elemen These severities override the default severity
ts. of the Oracle Stream Analytics server.

| ogger-severity-properties

See Configure Severity for an Individual
Module.

14.5.2 log-file

This section provides information on the | og-fi | e element:

Table 14-3 Configuration Parameters for log-file

Parameter Type Description
) The name of this configuration object.
name String
) . The log file name. Default value is
base-10g-file-nanme String  gerver. | og.
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Table 14-3 (Cont.) Configuration Parameters for log-file
________________________________________________________________________________|

Parameter

Type

Description

log-file-severity

String

Specifies the least important severity of
messages written to the log file. Default value
isTrace.

Valid values are:
e Energency
e Aert

e Critical

e FError

e \Mrning

e Notice

e Info

e Debug

e Trace.

log-file-rotation-dir

String

Specifies the directory where old rotated files
are stored.

If not set, the old files are stored in the same
directory as the base log file.

rotation-type

String

Specifies how rotation is performed based on
size, time, or not at all.

Valid values are:
e bySize

e byTine

* none

rotation-time

String

The time in k: mmformat, where K is the hour
specified in 24 hour notation and nmis the
minutes.

Default is 00: 00

rotation-tine-span-factor

Long

Factor applied to the timespan to determine
the number of milliseconds that becomes the
frequency of time based log rotations. Default
is 3600000.

rotated-file-count

I ntege

Specifies the number of old rotated files to
keep if nunmber-of -files-limtedis
t rue. Default value is 7.

rotation-size

I ntege

The size threshold, in KB, at which the log file
is rotated. Default is 500.

rotation-tine-span

I ntege

Specifies the interval for every time-based log
rotation. Default value is 24.

rot at e-1 og- on-start up- enabl ed

Bool ea
n

If t r ue, the log file is rotated on startup.
Default valueist r ue.
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Table 14-3 (Cont.) Configuration Parameters for log-file
________________________________________________________________________________|

Parameter Type Description
) o If t r ue, old rotated files are deleted. Default
nurmber-of -files-linted Boolea icfga] se.
n
14.5.3 log-stdout

This section provides information on the | 0g- st dout element:

Table 14-4 Configuration Parameters for log-stdout
. ____________________________________________________________________________|

Parameter Type Description

) The name of this configuration object.
name String

The threshold severity for messages sent to

stdout-severity String stdout. Default value is Not i ce.

Valid values are:
e Energency
e Aert

e Critical

e Error

e \Mrni ng

e Notice

e Info

e Debug

e Trace.

The number of stack trace frames to display

stack-trace-depth Intege 1 stdout.

A default value of - 1 means all frames are
displayed.

If true, stack traces are dumped to the console
when included in logged messages. Default
valueistrue.

stack-trace-enabl ed Bool ea
n

14.5.4 Configure Severity for an Individual Module

Individual modules of Oracle Stream Analytics can specify their logging severity. This
severity overrides the default logging severity of the Oracle Stream Analytics server.

You do this by specifying an ent r y child element in the | ogger - severity-
properti es element in the Oracle Stream Analytics server confi g. xm file. You
can specify multiple ent r y child elements for any number of modules.

Configure Severity for an Individual Module

1. Edit the Oracle Stream Analytics server confi g. xmi file.
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2. Add an ent ry child element to the | ogger - severity-properties element as
the following example shows.

<l oggi ng- servi ce>
<nanme>nyLogSer vi ce</ name>
<l ogger - severi t y>\r ni ng</ | ogger - severity>
<l ogger-severity-properties>

<entry>
<key>CQLPr ocessor </ key>
<val ue>Debug</ val ue>
</entry>
</l ogger-severity-properties>
</l oggi ng- servi ce>

3. Set the key element to any of the following:

¢ Component name: a component name constant exactly as Table 14-5 lists.

Table 14-5 Logging Component Name Constants
- - - - ]

Component Name Constant Description

Adapters Applies to log messages from adapter instances
running on the Oracle Stream Analytics server.

Cache Applies to log messages from caching systems and
cache instances running on the Oracle Stream
Analytics server.

Cartridges Applies to log messages related to the Oracle
Stream Analytics cartridge infrastructure.

Channel Applies to log messages from channels running on
the Oracle Stream Analytics server.

CQLPr ocessor Applies to log messages from Oracle CQL
processors running on the Oracle Stream Analytics
server.

CQ.Ser ver Applies to log messages from the CQLEngine,

which is at the core of each CQLProcessor.

CQL.Server Trace Applies to log messages from the CQLEngine,
which is at the core of each CQLProcessor
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Table 14-5 (Cont.) Logging Component Name Constants

Component Name Constant

Description

Coher ence

Applies to log messages from Oracle Coherence,
including messages related to clustering.

The value you enter here is mapped to Oracle
Coherence severity levels in the following way:

Error: 1
Warning: 2
Notice: 3
Info: 4
Debug: 5
Trace: 9

You can customize logging from Oracle Coherence
by overriding the | 0ggi ng- confi g setting in its
configuration. For example, you can override the
default log destination used for Oracle Coherence
(log4j) and use another. For more information on
overriding configuration, see Configure the Oracle
Coherence Cluster.

Deployment

Applies to log messages related to the deployment
infrastructure.

Ede

Applies to log messages from the Event-Driven
Environment, the Oracle Stream Analytics server
event-dispatching infrastructure.

Event Trace

When set to | nf 0 or Debug, allows you to trace
events as they flow through the EPN for all
applications. You can dynamically change the
severity of this log key using Oracle Stream
Analytics Visualizer.

At the | nf 0 severity, you see log messages like:

<May 26, 2009 5:53:49 PM PDT> <I nf o>
<Event Trace>
<BEA- 000000> <Application [helloworld],
Stage [ hel | owor | dQut put Channel ] recei ved
insert event>

At the Debug severity, the log messages include
details of the event:

<May 26, 2009 6:02:34 PM PDT> <Debug>
<Event Trace>
<BEA- 000000> <Application [helloworld],
Stage [ hel | owor | dQut put Channel ] recei ved
i nsert
event [HelloWrldEvent: HelloWrld - the
current
time is: 6:02:34 PM >

FaultHandler Applies to log messages related to fault handling
in Oracle CQL.
HadoopCartridge Applies to log messages related to the Hadoop

cartridge.
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Table 14-5 (Cont.) Logging Component Name Constants

Component Name Constant Description

JavaCartridge Applies to log messages related to the use of Java
in Oracle CQL.

Li fecycle Applies to log messages from Oracle Stream
Analytics server and application life cycle
operations.

Managenent Applies to log messages from Oracle Stream

Analytics server general JMX-related management
API operations.

Moni t or Applies to log messages from the Oracle Stream
Analytics server monitoring service.

NoSQLCartridge Applies to log messages related to the Oracle
NoSQL cartridge.

Recpl ay Applies to log messages from Oracle Stream
Analytics server event recording and playback
operations.

Server Applies to log messages related to server

infrastructure components.

SpatialCartridge Applies to log messages related to the spatial
cartridge.

Spri ng Applies to log messages from Spring container
operations.

Stream Applies to log messages from stream instances

running on the Oracle Stream Analytics server.

For example:

<entry>
<key>CQLProcessor </ key>
<val ue>Debug</ val ue>
<lentry>

* Application name: the module name of any Oracle Stream Analytics server or
user-defined application. For example:

<entry>
<key>sanpl e. Hel | oWor | d</ key>
<val ue>Debug</ val ue>
</entry>

4. Set the val ue element to a severity level.

See Use Log Severity Levels.
For example:

<entry>
<key>CQLPr ocessor </ key>
<val ue>Debug</ val ue>
<lentry>
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This severity level applies to the module you specified in the key element and
overrides the default Oracle Stream Analytics server logging severity level set in
the | ogger - severity element.

5. Repeat from step 2 for any other modules.

6. Save and close the confi g. xm file.

14.6 Configure Log4j Logging

Oracle Stream Analytics supports the open-source log4j logging system.

This section describes the following tasks:
¢ Configure log4j Properties

¢ Configure Application Manifest

¢ Enable Log4j Logging

e Debug Log4j Logging.

14.6.1 Configure log4j Properties

The default configuration fileis | og4j . properti es. It can be overridden by using
the |l 0g4j . confi gurati on system property. See https://www.qos.ch/shop/
products/log4j/log4j-Manual jsp.

The following is an example of a | 0g4j . properti es file:

| 0g4j . root Logger =debug, R

| 0g4j . appender. R=or g. apache. | og4j . Rol | i ngFi | eAppender

| 0g4j . appender. R Fil e=D: /1 0g4j /1 ogs/ nywebapp. | og

| 0g4j . appender. R MaxFi | eSi ze=10MB

| 0g4j . appender. R MaxBackupl ndex=10

| 0g4j . appender. R | ayout =or g. apache. | 0g4j . Pat t er nLayout

| 0g4j . appender. R | ayout. ConversionPattern=% % % - %%
| 0g4j . 1 ogger =DEBUG, R

14.6.2 Configure Application Manifest

Update the MANI FEST. MF file of your application to import the following required
Log4j packages.

| npor t - Package:
org. apache. | og4j;version="1.2.13",
org. apache. | og4j . config; version="1. 2. 13",

14.6.3 Enable Log4j Logging
To specify logging to a Log4j Logger, set the following system properties on the

command line:

Dor g. apache. conmons. | oggi ng. LogFact or y=or g. apache. conmons. | oggi ng. i npl . LogFact or yl npl
- Dor g. apache. commons. | oggi ng. Log=or g. apache. commons. | oggi ng. i npl . Log4JLogger
- Dl og4j . configurati on=<URL>/| og4j . properties

Another very useful command line property is - DI 0g4j . debug=t r ue. Use this
property when log4j output fails to appear or you get cryptic error messages.
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14.6.4 Debug Log4j Logging

If log4j output fails to appear or you get cryptic error messages, consider using the
command line property - Dl 0g4j . debug=t r ue on the command line.

For more information, see Enable Log4j Logging.

14.7 Use the Apache Commons Logging API
You can use Apache Commons logging API in your Oracle Stream Analytics
applications to log application-specific messages to the Oracle Stream Analytics
server. | og and consol eout put . | og files.

To use the commons logging API:

1.

Set the system property or g. apache. comrmons. | oggi ng. LogFact ory to
webl ogi c. | oggi ng. conmons. LogFact oryl npl .

This LogFact or y creates instances of
webl ogi c. | oggi ng. commons. LogFact or yl npl that implement the
or g. apache. conmons. | oggi ng. Log interface.

From the LogFact ory, get a reference to the Commons Log object by name.
This name appears as the subsystem name in the log file.
Use the Log object to issue log requests to logging services.

The Commons Log interface methods accept an object. In most cases, this will be a
string containing the message text.

The Commons LogCbj ect takes a message ID, subsystem name, and a string
message argument in its constructor. See or g. apache. conmons. | oggi ng at
http:/ /jakarta.apache.org/commons/logging /api/index.html.

The webl ogi c. | oggi ng. commons. Logl npl log methods direct the message to
the server log.

i mport org. apache. commons. | oggi ng. LogFact ory;
i mport org. apache. commons. | oggi ng. Log;

public class MyComonsTest {

}

public void testComonsLoggi ng() {
Syst em set Property( LogFact ory. FACTORY_PROPERTY,
“webl ogi c. | oggi ng. comons. LogFact oryl npl ");
Log clog = LogFactory. getFactory().getlnstance("MComronsLogger");
/1 Log String objects
cl og. debug("Hey this is conmmon debug");
clog.fatal ("Hey this is conmmon fatal", new Exception());
clog.error("Hey this is conmmon error", new Exception());
clog.trace("Dont |eave your footprints on the sands of tinme");

}

14.8 Configure Debugging Options

You can enable and disable debugging options to help diagnose problems with your
Oracle Stream Analytics applications.

Table 14-6 lists the debugging options that Oracle Stream Analytics provides.
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Table 14-6 Debug Flags
- _____________________________________________________|

Debug Flag Description

Boot Debugging
com bea. core. debug. DebugBoot Bundl e

Boot Debugging debug strings go to stdout
com bea. core. debug. DebugBoot Bundl e. st dou 888 & 88

t

Configuration Manager
com bea. cor e. debug. DebugCM

Configuration Manager debug strings go to
com bea. cor e. debug. DebugCM st dout stdout

) ) Runtime information from the Runtime
com bea. core. debug. DebugConfi gurati onRUN  prpaans

tine

CSSs
com bea. core. debug. DebugCSS

CSS debug strings go to stdout
com bea. cor e. debug. DebugCSS. st dout

. CSS Services
com bea. cor e. debug. DebugCSSSer vi ces

) CSS Services debug strings go to stdout
com bea. cor e. debug. DebugCSSSer vi ces. st do

ut

JDBC Connection
com bea. core. debug. DebugJDBCConn

JDBC Internal
com bea. cor e. debug. DebugJDBCI nt er nal

JDBC RMI
com bea. cor e. debug. DebugJ DBCRM

JDBC SQL
com bea. core. debug. DebugJDBCSQL

JTA 2PC
com bea. core. debug. DebugJTA2PC

) JTA 2PCDetail

com bea. cor e. debug. DebugJTA2PCDet ai |

JTA 2PCStackTrace

com bea. cor e. debug. DebugJTA2PCSt ackTr ace
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Table 14-6 (Cont.) Debug Flags
_____________________________________________________________________________|

Debug Flag Description
JTA Gateway
com bea. core. debug. DebugJTAGat eway
JTA GatewayStackTrace
com bea. cor e. debug. DebugJTAGat eway St ackT
race
JTA Health
com bea. cor e. debug. DebugJTAHeal t h
JTA JDBC
com bea. core. debug. DebugJTAIDBC
) JTA Lifecycle
com bea. core. debug. DebugJTALI fecycl e
JTALLR
com bea. core. debug. DebugJTALLR
. JTA Migration
com bea. cor e. debug. DebugJTAM grati on
) JTA Naming
com bea. core. debug. DebugJTANami ng
) JTA NamingStackTrace
com bea. core. debug. DebugJTANam ngSt ackTr
ace
JTA NonXA
com bea. cor e. debug. DebugJTANonXA
JTA Propagate
com bea. cor e. debug. DebugJTAPr opagat e
JTA Recovery
com bea. cor e. debug. DebugJTARecovery
JTA ResourceHealth
com bea. core. debug. DebugJTAResour ceHeal t
h
JTA TLOG
com bea. core. debug. DebugJTATLOG
JTA XA
com bea. cor e. debug. DebugJTAXA
JTA XAStackTrace
com bea. cor e. debug. DebugJTAXASt ackTrace
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Table 14-6 (Cont.) Debug Flags
_____________________________________________________________________________|

Debug Flag Description
NetlO

com bea. core. debug. DebugNet | O
OSGi to JMX (OX)

com bea. cor e. debug. DebugOX

OSGi to JMX (OX), debug goes to standard

com bea. cor e. debug. DebugOX. st dout out.

Simple Configuration Provider
com bea. core. debug. DebugSCP

Simple Configuration Provider debug strings

com bea. core. debug. DebugSCP. st dout go to stdout

Simple Declarative Services
com bea. core. debug. DebugSDS

SDS debug strings go to stdout
com bea. cor e. debug. DebugSDS. st dout

) Service Helper
com bea. core. debug. DebugSer vi ceHel per

. Service Helper debug strings go to stdout
com bea. core. debug. DebugSer vi ceHel per. st

dout

) Store Administration
com bea. cor e. debug. DebugSt or eAdni n

) Store IOLogical
com bea. cor e. debug. DebugSt or el OLogi cal
) Store IOLogicalBoot
com bea. cor e. debug. DebugSt or el OLogi cal Bo
ot
Store IOPhysical

com bea. core. debug. DebugSt or el OPhysi cal

_ Store IOPhysicalVerbose
com bea. cor e. debug. DebugSt or el OPhysi cal V

erbose

Store XA
com bea. cor e. debug. DebugSt or eXA

Store XAVerbose
com bea. cor e. debug. DebugSt or eXAVer bose
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Table 14-6 (Cont.) Debug Flags
_____________________________________________________________________________|

Debug Flag Description

Dump stack traces when Service Helper times

com bea. core. debug. servi cehel per. dunpst a out.

ck

The following sections provide information on how to use these Oracle Stream
Analytics debugging options:

* Configure Debugging Options with a Configuration File

If you are using Log4j logging, see also Debug Log4j Logging.

14.8.1 Configure Debugging Options with a Configuration File

This section describes the procedure to configure debugging options with a
Configuration File.

Use the following steps to configure debugging from a configuration file.

In this procedure, you will turn on Simple Declarative Services (SDS) debugging
(com bea. cor e. debug. DebugSDS from Table 14-6) in the Oracle Stream Analytics
server confi g. xnl file.

Configure Debugging Options with a Configuration File

1. Locate the DebugSDS flag in Table 14-6:
com bea. core. debug. DebugSDS

2. Create an XML tag by omitting the com bea. cor e. debug. package name from
the flag name:

<DebugSDS></ DebugSDS>

3. Edit the Oracle Stream Analytics server conf i g. xmi file and add a debug
element with a debug- properti es child element as step 5 shows.

4. Add your DebugSDS element to the debug- properti es element as step 5 shows.

5. Enable this debug flag by setting the DebugSDS element to t r ue as the following
example shows.

<confi g>
<debug>
<debug- properties>
<DebugSDS>t r ue</ DebugSDS>
</ debug- properties>
</ debug>
</ config>

6. Setl ogger-severity toDebug in the | oggi ng- servi ce element as step 6
shows.

7. Setstdout - severity toDebug in thel 0g- st dout element as the following
example shows.
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<config>
<debug>
<debug- properties>
<DebugSDS>t r ue</ DebugSDS>
</ debug- properties>
</ debug>

<l oggi ng- servi ce>
<l ogger - severi ty>Debug</ | ogger - severity>
<st dout - confi g>l ogSt dout </ st dout - confi g>
<l og-file-config>logFile</log-file-config>
</l oggi ng- servi ce>

<log-file>
<nane>| ogFi | e</ name>
<l og-file-severity>Debug</log-file-severity>
<nunber-of -files-1imted>true</nunber-of-files-linted>
<rotated-file-count>4</rotated-file-count>
<rotat e-10g-on-startup-enabl ed>t rue</rotate-10g-on-startup-enabl ed>
</log-file>

<l og- st dout >
<name>| ogSt dout </ nane>
<st dout - severit y>Debug</ st dout - severi ty>
</l og- st dout >
</config>
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Command Reference

This section contains links to the sections with the command references.

Command Reference contains the following appendices:
e About the wlevs.Admin Command-Line Reference
¢ Deployer Command-Line Reference

e Security Utilities Command-Line Reference.






A

About the wlevs.Admin Command-Line
Reference

You can use the W evs. Admi n to administer Oracle Stream Analytics, dynamically
configure rules for Oracle Continuous Query Language (Oracle CQL) processors, and
monitor event latency and throughput.

This appendix includes the following sections:

¢ Overview of the wlevs.Admin Utility

¢ Configure the wlevs.Admin Utility Environment

* Running the wlevs.Admin Utility Remotely

* Run wlevs. Admin Utility in SSL Mode

* Syntax for Calling the wlevs.Admin Utility

¢ Connection Arguments

* User Credentials Arguments

¢ Common Arguments

e HELP Command

¢ SHUTDOWN Command

e Commands to Manage Oracle CQL Rules

¢ Commands to Manage MBeans

¢ Commands for Controlling Event Record and Playback
¢ Commands for Monitoring Throughput and Latency
¢ Commands for Managing Configuration History.

A.1 Overview of the wlevs.Admin Utility

The W evs. Admi n utility is a command-line interface to administer Oracle Stream
Analytics, to dynamically configure the rules for Oracle CQL processors, and to
monitor the event latency and throughput of an application. The utility uses JMX to
query the configuration and run time MBeans of servers and deployed applications.

The Oracle Stream Analytics configuration framework enables concurrent changes to
the application and server configuration by multiple users. The framework does not
use locking to manage this concurrency, but uses optimistic version-based
concurrency. This means that two users can always view the configuration of the same
object with the intention to update it, but only one user can commit their changes. The
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other user get an error when they try to update the same configuration object and
must refresh their session to view the updated configuration.

Each W evs. Admi n utility command runs in its own transaction, which means that
there is an implicit commit after each execution of a command. If you want to batch
multiple configuration changes in a single transaction, use JMX directly to make these
changes rather than the W evs. Admi n utility.

A.2 Configure the wlevs.Admin Utility Environment

Before you can use the W evs. Admi n utility, you must configure your environment
appropriately.

Configure the wlevs.Admin Utility Environment

1. Configure JMX connectivity for the domain you want to administer. See J]MX .
2. Set your CLASSPATHin one of the following ways:

¢ Implicitly set your CLASSPATHby using the - | ar argument when you run the
utility.

Set the - j ar argument to the / Or acl e/ M ddl ewar e/ my_oep/ oep/ bi n/
w evsadmi n. j ar file.

When you use the - j ar argument, you do not specify the W evs. Adm n utility
name at the command line. For example:

java -jar d:/Oracle/ M ddl ewar e/ ny_oep/ oep/ bi n/ Wl evsadnin. j ar
-url service:jmx:msarm://|ocal host: 9002/ ndi/j mxconnect or
UPLQAD -application helloworld -processor helloworl dProcessor
-sourceURL file:///d:/test/new ul es2. xm

¢ Explicitly update your CLASSPATHby adding the following files to the
CLASSPATH environment variable:

/ Oracl e/ M ddl ewar e/ my_oep/ oep/ bi n/ wl evsadnin. j ar

[ Oracl e/ M ddl ewar e/ my_oep/ oep/ bi n/ wl evs. j ar

| Oracl e/ M ddl ewar e/ ny_oep/ 0ep/ nodul es/

com bea. w evs. depl oynent . server _12.1.2.0_0.jar

[ Oracl e/ M ddl ewar e/ my_oep/ oep/ modul es/ com bea. Wl evs. ede_12.1.2.0 0.jar
[ Oracl e/ M ddl ewar e/ my_oep/ oep/ modul es/

com bea. w evs. managenent _12.1.2.0 0.jar

[ Oracl e/ M ddl ewar e/ my_oep/ W server/ modul es/

com bea. core.jndi.context 8.0.0.0.jar

[ Oracl e/ M ddl ewar e/ ny_oep/ W server/ modul es/ com bea. core.jm_8.0.0.0.]j
[ Oracl e/ M ddl ewar e/ ny_oep/ W server/ modul es/ com bea. core.rm _8.0.0.0.]
[ Oracl e/ M ddl ewar e/ my_oep/ W server/ modul es/

com bea. core.i18n_3.0.0.0.jar

[ Oracl e/ M ddl ewar e/ my_oep/ W server/ modul es/

com bea. core. di agnostics.core_4.0.0.0.jar

[ Oracl e/ M ddl ewar e/ ny_oep/ W server/ nodul es/j avax. xm .stream1.1.1.0.jar
[ Oracl e/ M ddl ewar e/ my_oep/ W server/ modul es/

com bea. core. boot bundl e_13.0.0.0.j ar

A.3 Running the wlevs.Admin Utility Remotely

You can run the Wl evs. Admi n utility on a computer that is different from the
computer on which Oracle Stream Analytics is installed and running.
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Run the wlevs.Admin utility Remotely

1. Copy the following JAR files from the computer on which Oracle Stream Analytics
is installed to the computer on which you want to runw evs. Adni n; you can
copy the JAR files to the directory name of your choice:

/ Oracl e/ M ddl ewar e/ ny_oep/ 0ep/ bi n/ Wl evsadmi n. j ar

[ Oracl e/ M ddl ewar e/ my_oep/ oep/ bi n/wl evs. j ar

/ Oracl e/ M ddl ewar e/ ny_oep/ 0ep/ nodul es/

com bea. W evs. depl oynent . server_12.1.2.0 0.jar

[ Oracl e/ M ddl ewar e/ my_oep/ oep/ modul es/ com bea. Wl evs. ede_12.1.2.0 0.jar
[ Oracl e/ M ddl ewar e/ my_oep/ oep/ modul es/

com bea. W evs. managenent _12.1.2.0 0.jar

[ Oracl e/ M ddl ewar e/ my_oep/ W sever/ nodul es/

com bea. core.jndi.context 8.0.0.0.jar

/ Oracl e/ M ddl ewar e/ ny_oep/ W server/ nodul es/ com bea. core.jnx_8.0.0.0.jar
[ Oracl e/ M ddl ewar e/ ny_oep/ W server/ modul es/ com bea. core.rm _8.0.0.0.jar
[ Oracl e/ M ddl ewar e/ ny_oep/ W server/ nodul es/ com bea. core.i18n_3.0.0.0.jar
[ Oracl e/ M ddl ewar e/ ny_oep/ W server/ modul es/

com bea. core. di agnostics.core_4.0.0.0.jar

[ Oracl e/ M ddl ewar e/ ny_oep/ W server/ modul es/javax.xm .stream1.1.1.0.jar

2. Set your CLASSPATHin one of the following ways:

e Implicitly set your CLASSPATHDby using the - j ar argument when you run the
utility. Set the argument to the NEW DI RECTORY/ Wl evsadni n. j ar file, where
NEW DI RECTORY refers to the directory on the remote computer into which you
copied the required JAR files. When you use the - j ar argument, you do not
specify the W evs. Admi n utility name at the command line.

* Explicitly update your CLASSPATHby adding all the files you copied to the
remote computer to your CLASSPATH environment variable:

3. Runthew evs. Adm n utility in SSL. mode as described in Run wlevs.Admin
Utility in SSL Mode.

A.4 Run wlevs.Admin Utility in SSL Mode

To use SSL when using the W evs. Adnmi n command-line utility, you must first create
a trust key store.

For more information, see SSL to Secure Network Traffic.

Run wlevs.Admin utility in SSL Mode

1. If not already running, start the Oracle Stream Analytics server.
See Start and Stop Servers.
2. Change to ssl directory.

By default the ssl directory is in Or acl e/ M ddI ewar e/ my_oep/
user _proj ect s/ domai ns/ <domai nnane>/ <ser ver nane>.

3. Generate a trust key store by specifying the following command on one line:

java -classpath Oracl e\ M ddl ewar e\ ny_oep\ oep\
common\ | i b\ evspat h. jar; Oracl e\ M ddl ewar e\ ny_oep\ oep\ util s\ security\
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w evsgrabcert.jar combea.w evs.security.util.GabCert host:secureport
-alias=alias truststorepath

host : The computer on which ny Ser ver 2 is running.

secur epor t : The SSL network I/O port configured for mySer ver 2. The default
value is 9003. For more information, see Configure SSL Manually.

al i as: The alias for the certificate in the trust key store. Default value is the host
name.

t rust st or epat h: The full path name of the generated trust key store file. The
defaultis evstrust. | ks.

For example:

java -classpath C\Oracle\M ddl ewar e\ ny_oep\ oep\

common\ | i b\ evspat h.jar; C:\ Oracl e\M ddl ewar e\ ny_oep\utils\security\

w evsgrabcert.jar combea.w evs.security.util.GabCert nyServer2:9003 -
al i as=nmyServer2 evstrust.jks

4. Use the following properties and specify the secure port in the URL as shown in
the following example.

- Dj avax. net . ssl . trust St or e: The name of the trust key store file you created
in the preceding step.

- Dj avax. net. ssl . trust St or ePasswor d: The password of the trust key store
file.

java -Djavax.net.ssl.trustStore=clitrust.jks
-Dj avax. net. ssl . trust St or ePasswor d=secr et
-jar wevsadmn.jar
-url service:jnx:msarms://local host: 9003/ ndi/jmconnect or
-usernanme w evs -password w evs
SHUTDOM - schedul eAt 600

A.5 Syntax for Calling the wlevs.Admin Utility

This topic describes the syntax for using the W evs. Admi n utility.

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
COWAND- NAME command- ar gunent s

The command names and arguments are not case sensitive.

The following sections provide detailed syntax information about the arguments you
can supply to the W evs. Admi n utility:

¢ Connection Arguments
¢ User Credentials Arguments

¢ Common Arguments

The following sections provide detailed syntax information about the supported
commands of the W evs. Admi n utility:

e HELP Command
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e SHUTDOWN Command

¢ Commands to Manage Oracle CQL Rules

¢ Commands to Manage MBeans

e Commands for Controlling Event Record and Playback

¢ Commands for Monitoring Throughput and Latency.

A.5.1 Example Environment

In many of the examples in the following sections the environment has the following
setup:

® The Oracle Stream Analytics server instance listens to JMX requests on port 9002.

¢ The Oracle Stream Analytics server instance is installed on a host machine named
ari el and uses this host name for its listen address.

* Thew evs user name has system administrator privileges and uses W evs for the
administrator password.

Also, all of the examples are shown on multiple lines. When you run the command,
enter all arguments and commands on a single line.

A.5.2 Exit Codes Returned by wlevs.Admin

AllW evs. Adm n commands return an exit code of 0 when the command succeeds
and an exit code of 1 when the command fails.

To view the exit code from a Windows command prompt, enter echo%ERRORLEVEL %
after yourun aw evs. Admi n command. To view the exit code in a bash shell, enter
echo $72.

W evs. Admi n calls Syst em exi t (1) when an exception is raised while processing
a command, which causes Ant and other Java client JVMs to exit.

A.6 Connection Arguments

When you invoke most W evs. Admi n commands, you must specify the arguments in
this topic to connect to an Oracle Stream Analytics server instance.

java w evs. Adnin
[ {-url URL} | -protocol protocol | {-listenAddress hostnane -listenPort port} ]
[ User Credentials Arguments ]
[ Common Arguments ]
COWAND- NAME command- ar gunent s
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Table A-1 Connection Arguments
- _________________________________________________|

Argument Definition

Specifies the URL that establishes a JMX connection to the
Oracle Stream Analytics instance that you want to
administer, where:

-url service:jm:msarm://
host : port/jndi/j mxconnect or

* host refers to the name of the computer on which the
Oracle Stream Analytics instance is running

* port refers to the Oracle Stream Analytics server JNDI
port

If you use this argument, do not specify - | i st enAddr ess

or-listenPort.

Other than host , you specify the remainder of the URL as
written.

For example, if Oracle Stream Analytics is running on a
computer with host name ariel, and the JMX listening port
is 9002, then the URL would be:

-url service:jm:nsarm://ariel:9002/jndi/jnmxconnector

See JMX for details about configuring JMX, JNDI, and RMI
for Oracle Stream Analytics.

Specifies the name of computer on which the Oracle Stream
Analytics instances is running. This argument, together
with - | i st enPort ,is used to build the URL that
establishes a JMX connection to the server you want to
administer.

-listenAddress host name

You use this argument, together with - | i st enPor t , instead
of -url.

For example, if Oracle Stream Analytics is running on a
computer with host name ar i el , then this argument would
be:

-listenAddress ariel
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Table A-1 (Cont.) Connection Arguments
_____________________________________________________________________________|

Argument

Definition

-listenPort port

Specifies the port configured for Oracle Stream Analytics
that listens to JMX connections. This argument, together
with - | i st enAddr ess, is used to build the URL that
establishes a JMX connection to the server you want to
administer.

You use this argument, together with - | i st enAddr ess,
instead of - ur | .

The JMX port is configured in the conf i g. xm file of the
Oracle Stream Analytics domain you are administering. In
particular, the port is the <por t > child element of the
<net i 0> element, as shown:

<neti o>
<nane>Net | O/ nane>
<port >9002</ por t >
</ neti o>

In the example, the port is 9002 and you specify as an
argument as follows:
-listenPort 9002

See JMX for details about configuring JMX, JNDI, and RMI
for Oracle Stream Analytics.

A.7 User Credentials Arguments

When you invoke most W evs. Admi n commands, you must specify the arguments in
this topic to provide the user credentials of an Oracle Stream Analytics user who has
permission to invoke the command. If security has not been enabled for your Oracle
Stream Analytics domain, then you do not have to provide user credentials.

java w evs. Adnin
[ Connection Arguments ]

[ -usernane usernane [-password password] ]

[ Common Arguments ]

COMMAND- NAME commmend- ar gument s

Table A-2 User Credentials Arguments

Argument Definition

-username username The name of the user who is issuing the command. This user must
have appropriate permission to view or modify the target of the
command.

-password password The password that is associated with the username.

Note:

The exit code for all commands is 1 when the wl evs. Admi n utility cannot
connect to the server or when the Oracle Stream Analytics server instance
rejects the user name and password.
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A.8 Common Arguments

This section lists the common arguments.

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ -verbose ]
COMMAND- NAMVE commend- ar gument s

Allw evs. Adm n commands support the argument in Table A-3 to get verbose
output.

Table A-3 Common Arguments
- ______________________________________________|

Argum Definition
ent

- Specifies that W evs. Admi n should output additional verbose information.
verbos
e

A.9 HELP Command

The HELP command provides syntax and usage information for all Oracle Stream
Analytics commands or for a single command if a command value is specified on the
HELP command line.

You can issue this command from any computer on which Oracle Stream Analytics is
installed. You do not need to start a server instance to invoke this command, nor do
you need to supply user credentials, even when security is enabled for the server.

Syntax
java w evs. Adnin HELP [ COWAND]

The COMWAND argument can be:

¢ The keyword ALL, which returns usage information about all commands.

* One of the keywords MBEAN, RULES, or LI FECYCLE, which returns usage
information about the three different groups of commands.

¢ A command such as UPLOAD, which returns usage information about the particular
command.

Example

In the following example, information about using the UPLOAD command is requested:

java w evs. Adm n HELP UPLOAD

The command returns the following output:

Description:
Upl oads rules to be configured in the processor.

Usage:
java w evs. Adnin
[-url | -1istenAddress <host-name> -listenPort <port>]
-username <usernanme> -password <password>
UPLQAD -application <application nane> -processor <processor name> -sourceURL "source url"
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Wher e:

-application = Nane of the application.

-processor = Name of the processor.

-sourceURL = source URL containing the rules in an XV format.

java wevs. Adnin -url service:jnmx:msarm://local host:9002/jndi/jmxconnect or
-username W evs -password W evs UPLOAD -application nyapplication
-processor processor -sourceURL file:/d:/test/rules.xm

A.10 SHUTDOWN Command

The SHUTDOAN command manages the life cycle of a server instance by gracefully
shutting down the specified Oracle Stream Analytics server instance. A graceful
shutdown gives Oracle Stream Analytics time to complete certain application
processing currently in progress.

The - ur | connection argument specifies the particular Oracle Stream Analytics server
instance that you want to shut down, based on the host and j mxport values. See
Connection Arguments for details.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
SHUTDOWN [ - schedul eAt seconds]

Table A-4 SHUTDOWN Arguments
- - ____________________________________________|

Argument Definition

Specifies the number of seconds after which the Oracle Stream

-schedul eAl n s
schedul et seconds Analytics instance shuts down.

If you do not specify this parameter, the server instance shuts down
immediately.

Example

The following example instructs the specified Oracle Stream Analytics instance to shut
down in ten minutes:
java w evs. Adnin

-url service:jm:msarm://local host:9002/jndi/jmxconnect or

-username w evs -password w evs
SHUTDOWN - schedul eAt 600

After you issue the command, the server instance prints messages to its log file and to
its standard out. The messages indicate that the server state is changing and that the
shutdown sequence is starting.

A.11 Commands to Manage Oracle CQL Rules

This section lists the commands to manage Oracle CQL Rules.

Table A-5 is an overview of commands that manage the Oracle CQL rules for a
particular processor of an Oracle Stream Analytics application.
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Table A-5 Overview of Commands for Managing Application Oracle CQL Rules

Command Description

GETRULE Returns the text of an existing Oracle CQL rule, query, or view of the
processor of an Oracle Stream Analytics application.

ADDRULE Adds a new Oracle CQL rule, query, or view to the processor of an
Oracle Stream Analytics application.

DELETERULE Deletes an existing Oracle CQL rule, query, or view from the
processor of an Oracle Stream Analytics application.

REPLACERULE Replaces an existing Oracle CQL rule, query, or view with new Oracle
CQL text.

STARTRULE Starts a previously stopped Oracle CQL rule or query.

STOPRULE Stops a previously started Oracle CQL rule or query.

UPLOAD Configures a set of Oracle CQL rules, queries, or views for a
processor of an Oracle Stream Analytics application by uploading the
rules from a component configuration XML file.

DOWNLOAD Downloads the set of Oracle CQL rules, queries, or views associated

with a processor of an Oracle Stream Analytics application to a
component configuration XML file.

A.11.1 GETRULE

Returns the full text of

an Oracle CQL rule, query, or view from the specified Oracle

CQL processor of an Oracle Stream Analytics application.

Syntax

java w evs. Admin
[ Connection Arguments ]

[ User Credentials Arguments ]

[ Common Arguments ]
GETRULE -application
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Table A-6 GETRULE Arguments
- - ______________________________________________|

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

Specifies the name of the particular Oracle CQL processor,
attached to the Oracle Stream Analytics application
specified with the - appl i cat i on argument, whose Oracle
CQL rules you want to manage.

-processor processor

See Query for Application and Processor Names for details
on getting the exact name if you do not know it.

Specifies the name of the Oracle CQL rule, query, or view

-rul e rul enane
you want to see.

See Query for Application and Processor Names for details
on querying for the rule, query, or view name if you do not
know it. You can also use the DOWNLOAD command to
get the list of rules for a particular processor.

Example

The following example shows how to get the full text of the Oracle CQL view called
nyvi ewfrom the Oracle CQL hel | owor | dPr ocessor of the hel | owor | d
application:
java w evs. Adnin

-url service:jm:msarm://local host:9002/jndi/jmxconnect or

-username w evs -password w evs

GETRULE -application helloworld -processor helloworl dProcessor
-rule myview

A.11.2 ADDRULE

Adds a new Oracle CQL rule, query, or view to the specified processor of an Oracle
Stream Analytics application. If a rule, query, or view with the same name (identified
with the r ul enane, quer ynane, or vi ewname parameter) already exists, then the
ADDRUL E command replaces the existing rule, query, or view with the new one.
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Note:

An Oracle CQL query immediately begins to output events when its input
channels provides input events. If you plan to use a query selector on a
channel with an upstream Oracle CQL processor, then you might observe
unwanted query results on the downstream channel between the time you
add the query to the upstream Oracle CQL processor and the time you
configure the query selector on the downstream channel.

Syntax

java w evs. Adnin

[ Connection Arguments ]

[ User Credentials Arguments ]

[ Common Arguments ]

ADDRULE - application application -processor processor
-rule [rulename] rulestring |
-query [queryname] querystring |
-view [viewname] viewstring [-schema conma-separated-names]
[-active true | false]

Table A-7 ADDRULE Arguments
- _____________________________________________|

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cName header.

Specifies the name of the particular processor, attached to
the Oracle Stream Analytics application specified with the -
appl i cat i on argument, whose Oracle CQL rules you
want to manage.

-processor processor

See Query for Application and Processor Names for details
on getting the exact name if you do not know it.

Specifies the Oracle CQL rule you want to add to the

specified processor of your application. An Oracle CQL

rules include:

* REG STER| CREATE FUNCTI ON (aggregate and single-
row functions)

e REG STER| CREATE W NDOW

The r ul ename parameter is not required; if you do not

specify it, Oracle Stream Analytics generates a name for

you.

Enter the Oracle CQL r ul est ri ng using double quotes.

-rule [rul enane] rulestring
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Table A-7 (Cont.) ADDRULE Arguments
_____________________________________________________________________________|

Argument

Definition

-query [querynane] querystring

Specifies the Oracle CQL query you want to add to the
specified processor of your application.

The quer ynane parameter is not required; if you do not
specify it, Oracle Stream Analytics generates a name for
you.

Enter the Oracle CQL quer yst r i ng using double quotes.

-view [viewname] viewstring [-
schema conma- separ at ed-
names]

Specifies the Oracle CQL view you want to add to the
specified processor of your application.

The vi ewname parameter is not required; if you do not
specify it, Oracle Stream Analytics generates a name for
you.

Enter the Oracle CQL vi ewst r i ng using double quotes.
The conma- separ at ed- nanes parameter is not required;
if you do not specify it, Oracle Stream Analytics generates
the schema based on the select statement in the

Vi ewst ri ng.

-active true | false

Specifies if the rule should be started and ready to process
events after being added.

Valid values for this argument are t r ue (start rule after
adding) or f al se (do not start rule after adding); default
valueistrue.If settof al se, use STARTRULE to start the
rule.

Example

The following example shows how to add the Oracle CQL query SELECT * FROM
Wt hdrawal [Rows 5],with name nmyquery, to the Oracle CQL processor
hel | owor | dPr ocessor of the hel | owor | d application:

java w evs. Admi n

-url service:jm:msarm://|ocal host: 9002/ ndi/jmxconnect or
-username w evs -password w evs

ADDRULE -application helloworld -processor helloworl dProcessor
-query myquery "SELECT * FROM Wt hdrawal [Rows 5]"

A.11.3 DELETERULE

Deletes an existing Oracle CQL rule from the specified processor of an Oracle Stream

Analytics application.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]

DELETERULE -application application -processor processor -rule rul ename
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Table A-8 DELETERULE Arguments
- - - |

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

Specifies the name of the particular processor, attached to
the Oracle Stream Analytics application specified with the -
appl i cati on argument, whose Oracle CQL rules, queries,
and views you want to manage.

-processor processor

See Query for Application and Processor Names for details
on getting the exact name if you do not know it.

Specifies the name of the Oracle CQL rule, query, or view

-rul e rul enane
you want to delete.

See Query for Application and Processor Names for details
on querying for the rule name if you do not know it. You
can also use the DOWNLOAD command to get the list of
rules, queries, or views for a particular Oracle CQL
processor.

Example

The following example shows how to delete the Oracle CQL view called myvi ewfrom
the Oracle CQL hel | owor | dPr ocessor of the hel | owor | d application:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmconnect or
-username w evs -password w evs
DELETERULE -application helloworld -processor helloworldProcessor -rule myview

A.11.4 REPLACERULE

Replaces an existing Oracle CQL rule, query, or view with another rule, query, or
view. Oracle Stream Analytics first destroys the original rule, query, or view and then
inserts the new one in its place.

Syntax

java w evs. Admi n
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
REPLACERULE -appl i cation application -processor processor
-rul e rulename rul estring
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Table A-9 REPLACERULE Arguments
- - - - |

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Oracle Stream
Analytics Using Visualizer for Oracle Stream Analytics). In
the left pane, navigate to and expand the Applications
node of the Oracle Stream Analytics instance to which
the application is deployed. Each node under the
Applications node is named with the exact application
name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

Specifies the name of the particular Oracle CQL processor,
attached to the Oracle Stream Analytics application
specified with the - appl i cat i on argument, whose Oracle
CQL rules you want to manage.

-processor processor

See Query for Application and Processor Names for details
on getting the exact name if you do not know it.

Specifies the name of the Oracle CQL rule, query, or view
you want to replace. Oracle Stream Analytics deletes the old
rule, query, or view and then inserts a new one, with the
same name but with the new rule text. In the case of a view,
Oracle Stream Analytics generates the schema based on the
select statement in the r ul estri ng.

-rule rulenanme rulestring

Enter the Oracle CQL r ul est ri ng using double quotes.

Example

The following example shows how to replace an Oracle CQL query called nyquery
with the Oracle CQL text SELECT * FROM W t hdrawal [ Rows 10] in the Oracle
CQL hel | owor | dProcessor of the hel | owor | d application:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmconnect or
-username w evs -password w evs
REPLACERULE - application helloworld -processor helloworl dProcessor
-rule nmyquery "SELECT * FROM Wt hdrawal [Rows 10]"

A.11.5 STARTRULE

Starts an existing Oracle CQL rule or query that was previously stopped in the
specified processor of an Oracle Stream Analytics application.

Syntax

java w evs. Admi n
[ Connection Arguments ]
[ User Credentials Arguments ]
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[ Common Arguments ]
STARTRULE - application application -processor processor -rule rul ename

Table A-10 STARTRULE Arguments
- _____________________________________________|

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Oracle Stream
Analytics Using Visualizer for Oracle Stream Analytics). In
the left pane, navigate to and expand the Applications
node of the Oracle Stream Analytics instance to which
the application is deployed. Each node under the
Applications node is named with the exact application
name.

e Look at the MANI FEST. MF file of the application; the
application name is specified by the Bundl e-

Synbol i cName header.

Specifies the name of the particular processor, attached to
the Oracle Stream Analytics application specified with the -
appl i cat i on argument, whose Oracle CQL rules, queries,
and views you want to manage.

-processor processor

See Query for Application and Processor Names for details
on getting the exact name if you do not know it.

Specifies the name of the Oracle CQL rule or query you

-rul e rul ename
want to start.

NOTE: You cannot stop and start a view. Views are always
active.

See Query for Application and Processor Names for details
on querying for the rule name if you do not know it. You
can also use the DOWNLOAD command to get the list of
rules, queries, or views for a particular Oracle CQL
processor.

Example

The following example shows how to start the Oracle CQL query called nyquery
from the Oracle CQL hel | owor | dPr ocessor of the hel | owor | d application:

java w evs. Adnin
-url service:jm:nsarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
STARTRULE -application helloworld -processor helloworldProcessor -rule nyquery

A.11.6 STOPRULE

Stops an existing Oracle CQL rule or query that was previously started in the specified
processor of an Oracle Stream Analytics application.
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Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
STOPRULE -application application -processor processor -rule rul enane

Table A-11 STOPRULE Arguments
______________________________________________________________________|

Argument Definition

Specifies the name of the Oracle Stream Analytics application

~application application whose Oracle CQL rules or queries you want to manage.

See Query for Application and Processor Names for details on
using W evs. Adnmi n to get the exact name of your application if
you do not currently know it.

You can also get the exact application name by looking at the
MANI FEST. MF file of the application; the application name is
specified by the Bundl e- Synbol i cNane header.

Specifies the name of the particular processor, attached to the
Oracle Stream Analytics application specified with the -

appl i cat i on argument, whose Oracle CQL rules, queries, and
views you want to manage.

-processor processor

See Query for Application and Processor Names for details on
getting the exact name if you do not know it.

Specifies the name of the Oracle CQL rule or query you want to

-rule rul enane
stop.

NOTE: You cannot stop and start a view. Views are always active.

See Query for Application and Processor Names for details on
querying for the rule name if you do not know it. You can also use
the DOWNLOAD command to get the list of rules, queries, or
views for a particular Oracle CQL processor.

Example

The following example shows how to stop the Oracle CQL query called myquery
from the Oracle CQL hel | owor | dPr ocessor of the hel | owor | d application:

java w evs. Admi n
-url service:jm:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
STOPRULE - application helloworld -processor helloworldProcessor -rule nmyquery

A.11.7 UPLOAD

Replaces the configured Oracle CQL rules for a specified processor with the Oracle
CQL rules from an uploaded component configuration file.

The component configuration file that contains the list of Oracle CQL rules conforms
to the component configuration file schema (see Schema Reference for Oracle Stream
Analytics). This file contains one or more Oracle CQL rules that replace those currently
configured for the specified processor. An example of such a component configuration
file follows:

<?xnl version="1.0" encodi ng="UTF-8" ?>
<config>

<processor >

<name>hel | owor | dPr ocessor </ name>
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<rul es>
<query id="hel | owor| dRul el">
<!|[ CDATA[ SELECT * FROM Hel | oWor| dEvent [Rows 2] >
</ query>
</rul es>
</ processor >
</ config>

In the preceding example, the component configuration file configures a single Oracle
CQL query, with name hel | owor | dRul el, and its Oracle CQL query text is SELECT
* FROM Hel | oWr | dEvent [Rows 2].

Caution:

When you use the UPLOAD command of the W evs. Admi n utility, use the -
processor argument to specify the name of the Oracle CQL processor to
which you want to add the Oracle CQL rules, as you do with the other Oracle
CQL commands. This means that the utility ignores any <name> elements in
the component configuration file to avoid any naming conflicts.

For details about and examples of creating the component configuration file,
Developing Applications for Event Processing with Oracle Stream Analytics.

You can obtain a copy of a processor's component configuration file using the
DOWNL QAD command as DOWNLOAD describes.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
UPLQOAD -application application -processor processor -sourceURL sourcefileURL

Table A-12 UPLOAD Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Oracle Stream
Analytics Using Visualizer for Oracle Stream Analytics). In
the left pane, navigate to and expand the Applications
node of the Oracle Stream Analytics instance to which
the application is deployed. Each node under the
Applications node is named with the exact application
name.

e Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-

Synbol i cName header.
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Table A-12 (Cont.) UPLOAD Arguments
______________________________________________________________________________|

Argument Definition

Specifies the name of the particular Oracle CQL processor,
attached to the Oracle Stream Analytics application
specified with the - appl i cat i on argument, whose Oracle
CQL rules you want to manage.

-processor processor

See Query for Application and Processor Names for details
on getting the exact name if you do not know it.

Specifies the URL of the component configuration file that
contains the Oracle CQL rules in the form:

file:///path-to-file

-sourceURL sourcefileURL

Example

The following example shows how upload the Oracle CQL rules from the c:
\ processor\confi g\ myrul es. xm file to the Oracle CQL
hel | owor | dPr ocessor of the hel | owor | d application:

java w evs. Adnin
-url service:jnmx:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
UPLQAD - application helloworld -processor helloworl dProcessor
-sourceURL file:///c:/processor/config/myrules.xm

A.11.8 DOWNLOAD

Downloads the set of Oracle CQL rules associated with the specified Oracle CQL
processor of an Oracle Stream Analytics application to an XML component
configuration file.

The XML file is of the same format as described in UPLOAD.

Syntax

java w evs. Admin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
DOANLQOAD - appl i cation application -processor processor
-file destinationfile [-overwite overwite]
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Table A-13 DOWNLOAD Arguments
- - |

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

Specifies the name of the particular processor, attached to
the Oracle Stream Analytics application specified with the -
appl i cat i on argument, whose Oracle CQL rules you
want to manage.

-processor processor

See Query for Application and Processor Names for details
on getting the exact name if you do not know it.

Specifies the name of the component configuration XML file
to which you want the W evs. Adni n utility to download
the Oracle CQL rules.

Be sure you specify the full pathname of the file.

-file destinationfile

Specifies whether the W evs. Admi n utility should

-overwite overwite . A .
overwrite an existing file.

Valid values for this argument are t r ue or f al se; default
valueis f al se.

Example

The following example shows how download the set of Oracle CQL rules currently
attached to the Oracle CQL hel | owor | dPr ocessor of the hel | owor | d application
to the file c: \ processor\ confi g\ nmyrul es. xnl ; the utility overwrites any
existing file:
java w evs. Adnin

-url service:jmx:msarm://|ocal host: 9002/ ndi/j mxconnect or

-username w evs -password w evs

DOMLOAD - application helloworld -processor hellowor!|dProcessor
-file c:\processor\config\nyrules.xn -overwite true

A.12 Commands to Manage MBeans

This section lists the commands to manage MBeans.

The following sections describe W evs. Admi n commands for managing Oracle
Stream Analytics MBeans.

® Specifying MBean Types
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¢ MBean Management Commands

See the Java API Reference for Oracle Stream Analytics for the full description of the
Oracle Stream Analytics MBeans.

A.12.1 Specifying MBean Types

To specify which MBean or MBeans you want to access, view, or modify, all of the
MBean management commands require either the - mbean argument or the - t ype
argument.

Use the - nbean argument to operate on a single instance of an MBean.

Use the - t ype argument to operate on all MBeans that are an instance of a type that
you specify. An MBean's type refers to the interface class of which the MBean is an
instance. All Oracle Stream Analytics MBeans are an instance of one of the interface
classes defined in the com bea. W evs. managenent . confi gurati on,

com bea. W evs. managenent. runti ne,com bea. w evs. depl oynent . nbean
and com bea. Wl evs. server. managenent . mhean packages. For a complete list of
all Oracle Stream Analytics MBean interface classes, see the Java API Reference for
Oracle Stream Analytics for the respective packages.

To determine the value that you provide for the - t ype argument, do the following:
Find the MBean's interface class and remove the MBean suffix from the class name. For
example, for an MBean that is an instance of the

com bea. w evs. managenent . confi gur ati on. CQLPr ocessor MBean, use
CQLPr ocessor.

A.12.2 MBean Management Commands

A.12.3 GET

Table A-14 is an overview of the MBean management commands.

Table A-14 MBean Management Command Overview

Comm Description
and

GET Displays properties of MBeans.

INVO  Invokes management operations that an MBean exposes for its underlying resource.
KE

QUER  Searches for MBeans whose Obj ect Nare matches a pattern that you specify.
Y

SET Sets the specified property values for the named MBean instance.

Displays MBean properties and JMX object names in the format described at.http://
docs.oracle.com/javase/7/docs/api/javax/management/ObjectName.html

The output of the command follows:

{MBeanNane obj ect-nane {propertyl value} {property2 value}. . .}

Note that the properties and values are expressed as name-value pair where each pair
is returned within curly brackets. This format facilitates output parsing by a script.
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If - pr et ty is specified, each property-value pair is displayed on a new line and curly
brackets are not used to separate the pairs:

MBeanNane: obj ect - nane
propertyl: val ue
property2: val ue

MBeanNane: obj ect - nane
propertyl: val ue
abbribute2: value

Syntax

java w evs. Admi n

[ Connection Arguments ]

[ User Credentials Arguments ]

[ Common Arguments ]

GET [-pretty] {-type mbeanType| -mbean objectName} [-property propertyl] [-property
property?] ...

Table A-15 GET Arguments

Argument  Definition

Returns information for all MBeans of the specified type. For more information,

;ri)ggﬁTy pe see Specifying MBean Types.

- hean Fully qualified object name of an MBean in the http:/ /java.sun.com/j2se/

obj ect Nane 1.5.0/docs/api/javax/management/ObjectName.html format.
For example, if you want to look up an MBean for a processor stage, the
naming is as follows (in practice, the string should be on one line):
"com bea. w evs: Nane=<name of the Stage>, Type=<type of Mean>,
Appl i cation=<nane of the application>"

pretty Places property-value pairs on separate lines.

- property The name of the MBean property (attribute) or properties to be listed.

property If - pr oper t y is not specified, all properties are displayed.
Example

The following example displays all properties of the CQLPr ocessor MBean that was
registered for the Processor Stage when the application called hel | owor | d was
deployed in Oracle Stream Analytics.

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
GET -pretty
-nbean com bea. w evs: Name=cql pr ocessor, Type=CQLPr ocessor, Appl i cati on=hel | owor | d

The following example displays all instances of all CQLPr ocessor MBean MBeans.

java w evs. Admi n
-url service:jm:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
GET -pretty -type CQLProcessor
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A.12.4 INVOKE

Invokes a management operation for one or more MBeans. For Oracle Stream
Analytics MBeans, you usually use this command to invoke operations other than the
get Attributeandset Attri but e that most Oracle Stream Analytics MBeans
provide.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
I NVOKE {-type nbeanType | -nbean object Name} -nethod nethodnane [argunent . . .]

Table A-16 INVOKE Arguments
_______________________________________________________________|

Arguments Definition

Invokes the operation on all MBeans of a specific type. For more information,

-type o
nbeanType see Specifying MBean Types.
~bean Fully qualified object name of an MBean in the http:/ /java.sun.com/j2se/
obj ect Narre 1.5.0/docs/api/javax/management/ObjectName.html format.
For example, if you want to invoke an MBean for an processor stage, the
naming is as follows
"com bea. w evs: Nane=<name of the Stage>, Type=<type of Mean>,
Appl i cation=<nane of the application>"
Name of the method to be invoked.
- met hod
met hodnane
ar quent Arguments to be passed to the method call.
When the argument is a String array, the arguments must be passed in the
following format:
"Stringl; String2;. . . "
Example

The following example invokes the addRul e method of MBean
com bea. w evs. managenent . confi gurati on. CQLPr ocessor MBean:
java w evs. Adnin

-url service:jm:nsarm://local host:9002/jndi/jmxconnect or

-username w evs -password w evs

I NVOKE - mbean com bea. w evs: Nane=cql pr ocessor, Type=CQLPr ocessor, Appl i cati on=hel | owor | d
-met hod addRul e "SELECT * FROM Wt hdrawal RETAIN ALL"

A.12.5 QUERY

Searches for Oracle Stream Analytics MBeans where the pattern matches the pattern
that you specify according to the Obj ect Name class conventions at: http://
docs.oracle.com/javase/1.5.0/docs/api/javax/management/ObjectName.html.
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All MBeans that are created from an Oracle Stream Analytics MBean type are
registered in the MBean Server under a name that conforms to the Cbj ect Nare class
conventions. You must know the Qbj ect Nane of an MBean to use W evs. Admi n
commands to retrieve or modify specific MBean instances.

The output of the command follows:

{MBeanNane object-name {propertyl value} {property2 value}. . .}

The properties and values are expressed as name-value pairs, each of which is
returned within curly brackets. This format facilitates parsing of the output by a script.

If - pr et ty is specified, each property-value pair is displayed on a new line and curly
brackets are not used to separate the pairs:

MBeanNane: obj ect - nane
propertyl: val ue
property2: val ue

MBeanNane: obj ect - nane
propertyl: val ue
abbribute2: val ue

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
QUERY -pretty -pattern object-nane-pattern

Table A-17 QUERY Arguments
. __________________________________________________________________________|

Argument Definition

pretty Places property-value pairs on separate lines.

A partial http:/ /java.sun.com/j2se/1.5.0/docs/api/javax/
management/ObjectName.html for which the QUERY command
searches. The value must conform to the following pattern:

-pattern object-name-
pattern

property-1ist

where property-list specifies one or more components (property-
value pairs) of a http://java.sun.com/j2se/1.5.0/docs/api/javax/
management/ObjectName.html.

You can specify these property-value pairs in any order.

Within a given naming property-value pair, there is no pattern
matching. Only complete property-value pairs are used in pattern
matching. However, you can use the * wildcard character in the place
of one or more property-value pairs.

For example, t ype=epl * is not valid, but t ype=CQLPr ocessor , *
is valid.
If you provide at least one property-value pair in the pr operty-

|'i st, you can locate the wildcard anywhere in the given pattern,
provided that the property-1i st is still a comma-separated list.
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Example

The following example searches for all
com bea. W evs. managenent . confi gurati on. CQLPr ocessor MBean MBeans:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
QUERY -pattern *: Type=CQLProcessor, *

If the command succeeds, it returns the attributes of the MBeans found (lines broken
here for readability):

{MBeanNane="com bea. wl evs: Name=Mbni t or Processor, Type=CQLPr ocessor, Appl i cati on=com bea. wl evs. data
services"{
Al | Rul es=defaul tRule = select * from DSMnitorEvent retain 1 event where metric > 10000} {
Al | Rul esl nfo=defaul t Rul e = {RULE_TYPE=RULE, STARTED=true, VALUE=select * from DSMonit or Event
retain 1 event where netric > 10000, |D=defaul t Rul e}}{Dat abases=}{Nanme=Nbnitor Processor}
{Notificationlnfo=[Ljavax. managenent.MBeanNoti fi cati onl nf o; @0d319}
{ bj ect Nanme=com bea. Wl evs: Name=Moni t or Processor, Type=CQLPr ocessor,
Appl i cation=com bea. w evs. dat aservi ces}{Pl aybackConfi gurati on=}{Pl ayi ngBack=f al se}
{RecordConfi guration=}{RecordPl ayback=com bea. w evs: Nane=Nbni t or Pr ocessor,
Type=Recor dPl ayback, Appl i cati on=com bea. w evs. dat aser vi ces}{Recor di ng=f al se}
{ Type=CQLProcessor}}

A.12.6 Query for Application and Processor Names

A.12.7 SET

All the commands for managing the CQL rules of an Oracle Stream Analytics
application require you to know the name of the application, and the particular
processor to which you want to apply the rules. Typically you know these names, but
if you do not, you can use the QUERY command to get the information from the
MBean instances that represent applications and their attached processors.

In particular, use the following - patt ern ar gunent to get a list of all applications,
processors, and rules for a given Oracle Stream Analytics instance:

-pattern com bea.w evs: *, Type=CQLProcessor

For example:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmconnect or
-username w evs -password w evs
QUERY -pretty
-pattern com bea.w evs: *, Type=CQLPr ocessor

A sample output of this command is shown below:

Command Qut put

MBeanName: "com bea. w evs: Nane=hel | owor | dPr ocessor, Type=CQLPr ocessor, Appl i cati on=hel | owor I d, "
Al | Rul es:
hel l oworl dRule = select * fromHell oWrldEvent retain 1 event

--end of command output --------

In the sample output above:
* The name of the application is hel | owor | d.
¢ The helloworld application has a processor called hel | owor | dPr ocessor.

e The hel | owor | dProcessor has a rule called hel | owor | dRul e.

Sets the specified property (attribute) values for an MBean.
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If the command is successful, it returns OK and saves the new values to the server
configuration.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
SET {-type mbeanType | -nmbean object Nane}
-property propertyl propertyl value
[-property property2 property2_value] . . .

Table A-18 SET Arguments
- _________________________________________________|

Argument Definition

Sets the properties for all MBeans of a specific type. For more information,

-type nbeanType see Specifying MBean Types.

Fully qualified object name of an MBean in the http://java.sun.com/j2se/

;g?gg? Nane 1.5.0/docs/api/javax/management/ObjectName.html format:
"com bea. W evs: Name=<name of the stage>, Type=<MBean
type>, Application=<nane of the depl oyed application>"

- property The name of the property to be set.

property

The value to be set.
property _val ue

* Some properties require you to specify the name of an Oracle Stream
Analytics MBean. In this case, specify the fully qualified object name of
an MBean in the http:/ /java.sun.com/j2se/1.5.0/docs/api/javax/
management/ObjectName.html format. For example (in practice, the
string should be on one line):

"com bea. w evs: Name=<nanme of the stage>, Type=<type of MBean>,
Appl i cati on=<nane of the application>"

e When the property value is an MBean array, separate each MBean
object name by a semicolon and surround the entire property value list
with quotes. For example:

"com bea. w evs: Appl i cati on=<name of the application> Type=<type of
MBean>, Name=<nane of the Stage>; Type=<type of MBean>, Name=<nane of the
st age>"

e  When the property value is a String array, separate each string by a
semicolon and surround the entire property value list with quotes:

"Stringl; String2;. . . "
*  When the property value is a String or String array, you can set the
value to null by using either of the following:
-property property-name ""
-property property-name
¢ If the property value contains spaces, surround the value with quotes:

"-Da=1 -Db=3"

Example

The following example shows how to set the MaxSi ze property of the channel named
hel | owor | dQut st r eamof the hel | owor | d application:
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java wevs. Adnin

-url service:jm:nsarm://local host: 9002/ ndi/jmconnector

-usernanme w evs -password w evs

SET -nbean com bea. w evs: Nane=hel | owor | dQut st ream Type=Channel , Appl i cati on=hel | owor | d
-property MaxSize 1024

A.13 Commands for Controlling Event Record and Playback

This section explains the commands for controlling event record and playback.

Table A-19 is an overview of commands for managing event record and playback for a
particular stage of an Oracle Stream Analytics application. Subsequent sections
describe command syntax and arguments, and provide an example for each

command.

Note:

Before you can use commands to control event record and playback on a
stage, you must configure the stage with the appropriate event record and
playback options. See CONFIGURERECORD.

Table A-19 Overview of Commands for Controlling Event Record and Playback
. ___________________________________________________________________________|

Command Description

STARTRECORD Starts the recording of events for a stage in an Oracle Stream
Analytics application.

STOPRECORD Stops the recording of events for a stage in an Oracle Stream
Analytics application.

CONFIGURERECOR  Configures the parameters for the event recording of a stage in an

D Oracle Stream Analytics application.

SCHEDULERECOR  Schedules the recording of events for a stage in an Oracle Stream

D Analytics application.

LISTRECORD List the event recording configuration for a stage in an Oracle Stream
Analytics application.

STARTPLAYBACK  Starts playing back events for a stage in an Oracle Stream Analytics
application.

STOPPLAYBACK Stops playing back events for a stage in an Oracle Stream Analytics
application.

CONFIGUREPLAYB  Configures the parameters for the event playback of a stage in an

ACK Oracle Stream Analytics application.

SCHEDULEPLAYBA  Schedules the playback of events for a stage in an Oracle Stream

CK Analytics application.

LISTPLAYBACK List the event playback configuration for a stage in an Oracle Stream

Analytics application.

A.13.1 STARTRECORD

Starts recording events for a particular stage of an Oracle Stream Analytics

application.
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Note:

Before you can use commands for controlling event record and playback on a
stage, you must first configure the stage with the appropriate event record and
playback options. See CONFIGURERECORD.

If you configured the stage to start recording at a later time, that configuration is
ignored and recording starts immediately.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
STARTRECORD -appl i cation application -stage stage

Table A-20 STARTRECORD Arguments
- - - |

Argument Definition

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cat i on
argument, whose event record and playback you want to manage.

-stage stage

Specifies the name of the Oracle Stream Analytics application whose

applicati on event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Oracle Stream Analytics Using
Visualizer for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream Analytics
instance to which the application is deployed. Each node under
the Applications node is named with the exact application name.

* Look at the MANI FEST. M file of the application; the application
name is specified by the Bundl e- Synbol i cNane header.

Example

The following example shows how to start the recording of events on the
hel | owor | dAdapt er stage of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance:

java w evs. Adnin
-url service:jmx:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
STARTRECORD - application helloworld -stage hel | owor| dAdapt er

Note:

Before you can use commands for controlling event record and playback on a
stage, you must first configure the stage with the appropriate event record and
playback options. See CONFIGURERECORD.
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A.13.2 STOPRECORD

Stops the recording of events for a stage of an Oracle Stream Analytics application in
which the recording of events has been previously started.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
STOPRECORD - appl i cation application -stage stage

Table A-21 STOPRECORD Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics application whose

~appli cation event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Oracle Stream Analytics Using
Visualizer for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream Analytics
instance to which the application is deployed. Each node under
the Applications node is named with the exact application name.

* Look at the MANI FEST. MF file of the application; the application
name is specified by the Bundl e- Synbol i cNane header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cat i on
argument, whose event record and playback you want to manage.

-stage stage

Example

The following example shows how to stop the recording of events on the

hel | owor | dAdapt er stage of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance; it is assumed that the recording of events was
previously started for the stage:

java w evs. Admi n
-url service:jm:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
STOPRECORD - appl i cation helloworld -stage hel | owor| dAdapt er

A.13.3 CONFIGURERECORD

Configures the parameters associated with the recording of events for a stage of an
Oracle Stream Analytics application. Use this command to configure a stage for the
first time for event recording or to change the data set name or provider name.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
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CONFI GURERECORD - appl i cation application -stage stage
[ - dat aset Nane dat aset name]
[-storeProvider storeprovidernanme]
[-event Types eventtypes]
[-schedul eStartTime starting]
[-schedul eEndTi me endtime | -schedul eDuration duration]

Table A-22 CONFIGURERECORD Arguments
- --- - - |

Argument Definition

Specifies the name of the Oracle Stream Analytics application whose

~applicati on event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Using Visualizer for Oracle Stream
Analytics). In the left pane, navigate to and expand the
Applications node of the Oracle Stream Analytics instance to
which the application is deployed. Each node under the
Applications node is named with the exact application name.

* Look at the MANI FEST. M file of the application; the application
name is specified by the Bundl e- Synbol i cName header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cati on
argument, whose event record and playback you want to manage.

-stage stage

Specifies the name of the dataset in which events are recorded.
- dat aset Name

dat aset nane

Specifies a valid dat a- sour ce name defined in the Oracle Stream

- Stor eProvi der Analytics server confi g. xm file.

st oreprovi der nane
To select the default BDB provider, leave this argument empty or

specify an argument value of def aul t - pr ovi der.

For more information, see Schema Reference for Oracle Stream Analytics.

Specifies the comma-separated list of valid event type names to be

-event Types recorded. Event types must be defined in the event type repository.

eventtypes

-schedul eStart Ti me Specifies the time when the recording should start.

starttine Express the start time as an XMLSchema dat eTi e value of the
form:

mm dd- yyyy: hh: nm ss

For example, to specify that recording should start on October 20,
2013, at 11:22:07 am, use the following value:

10- 20- 2013: 11: 22: 07
For complete details of the XMLSchema dat eTi me format, see

http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.
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Table A-22 (Cont.) CONFIGURERECORD Arguments
________________________________________________________________________________|

Argument Definition

- schedul eEndTi me Specifies the actual time when the recording should end.

endti me Express the end time as an XMLSchema dat eTi e value of the form:

mm dd- yyyy: hh: nm ss

For example, to specify that recording should end on October 20,
2013, at 6:00pm, use the following value:

10- 20- 2013: 18: 00: 00

For complete details of the XMLSchema dat eTi me format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.

Specify nul | if you want the recording to run forever.

You can specify either - schedul eEndTi e or -

schedul eDur at i on, but not both.

Specifies the duration of time after which event recording for this

- schedul eDurati on stage ends. Specify nul | if you want the recording to run forever.

duration
The format is HH: mm ss, such as 01: 00: 00.
You can specify either - schedul eEndTi e or -
schedul eDur at i on, but not both.
Example

The examples in this section show how to configure the recording of events of the
hel | owor | dAdapt er of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance.

The following example specifies a start and end time for recording:

java w evs. Adnmin
-url service:jm:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
CONFI GURERECORD - appl i cation helloworld -stage hel | owor| dAdapt er
-dat aset Nane nyds -storeProvider nysp
-schedul eStart Ti me 10-20-2013: 11: 22: 07 -schedul eEndTi me 10-20-2013: 18: 00: 00

The following example specifies a start time and a duration for recording:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
CONFI GURERECORD - application helloworld -stage hel | owor| dAdapt er
-dat aset Nane nyds -storeProvider nysp
-schedul eStart Ti me 10-20-2013: 11: 22: 07 -schedul eDuration 01:00: 00

The following example specifies a start time and a duration of nul | , which means
recording runs forever:

java wevs. Adnin
-url service:jmx:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
CONFI GURERECORD - appl i cation helloworld -stage hel | owor| dAdapt er
-dataset Name nyds -storeProvider nysp
-schedul eStart Ti me 10-20-2013: 11: 22: 07 -schedul eDuration nul |
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A.13.4 SCHEDULERECORD

Configures the schedule parameters associated with the recording of events for a stage
of an Oracle Stream Analytics application.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
SCHEDULERECORD - appl i cation application -stage stage
[-schedul eStartTinme starting]
[-schedul eEndTi me endtime | -schedul eDuration duration]

Table A-23 SCHEDULERECORD Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics application whose

~appli cation event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Oracle Stream Analytics Using
Visualizer for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream Analytics
instance to which the application is deployed. Each node under
the Applications node is named with the exact application name.

* Look at the MANI FEST. MF file of the application; the application
name is specified by the Bundl e- Synbol i cNane header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cat i on
argument, whose event record and playback you want to manage.

-stage stage

- schedul eStar t Ti me Specifies the time when the recording should start.

starttine Express the start time as an XMLSchema dat eTi e value of the
form:

mm dd- yyyy: hh: nm ss

For example, to specify that recording should start on October 20,
2013, at 11:22:07 am, use the following value:

10- 20- 2013: 11: 22: 07
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Table A-23 (Cont.) SCHEDULERECORD Arguments
_________________________________________________________________________________|

Argument Definition

- schedul eEndTi me Specifies the actual time when the recording should end.
endtime Express the end time as an XMLSchema dat eTi e value of the form:
mm dd- yyyy: hh: nm ss

For example, to specify that recording should end on October 20,
2013, at 6:00 pm, use the following value:

10-20-2013: 18: 00: 00

For complete details of the XMLSchema dat eTi nme format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.

Specify nul | if you want the recording to run forever.

You can specify either - schedul eEndTi ne or -
schedul eDur at i on, but not both.

Specifies the duration of time after which event recording for this

-schedul i . . .
schedul eDurati on stage ends. Specify nul | if you want the recording to run forever.

duration
The format is HH: mm ss, such as 01: 00: 00.
You can specify either - schedul eEndTi e or -
schedul eDur at i on, but not both.
Example

The examples in this section show how to configure the scheduling of recording of
events of the hel | owor | dAdapt er of the hel | owor | d application deployed to the
specified Oracle Stream Analytics instance.

The following example specifies a start and end time for recording:

java wevs. Adnin
-url service:jmx:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
SCHEDULERECORD - appl i cation hel | oworld -stage hel | owor| dAdapt er
-schedul eStart Ti me 10-20-2013: 11: 22: 07 - schedul eEndndTi me 10- 20- 2013: 18: 00: 00

A.13.5 LISTRECORD

Lists the event recording configuration for any particular stage of an Oracle Stream
Analytics application.

Syntax

java w evs. Admin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
LI STRECORD - application application -stage stage
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Table A-24 LISTRECORD Arguments
- - - -]

Argument Definition

Specifies the name of the Oracle Stream Analytics application whose

applicati on event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Using Visualizer for Oracle Stream
Analytics). In the left pane, navigate to and expand the
Applications node of the Oracle Stream Analytics instance to
which the application is deployed. Each node under the
Applications node is named with the exact application name.

* Look at the MANI FEST. M file of the application; the application
name is specified by the Bundl e- Synbol i cName header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cati on
argument, whose event record and playback you want to manage.

-stage stage

Example

The following example shows how to list the event recording configuration on the
hel | owor | dAdapt er stage of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance:

java w evs. Adnin
-url service:jmx:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
LI STRECORD - appl i cation hel I oworld -stage hel | owor | dAdapt er

A.13.6 STARTPLAYBACK

Starts the playback of events of a particular stage of a Oracle Stream Analytics
application.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
STARTPLAYBACK -application application -stage stage
[-filterStartTime starttinme]
[-filterEndTime endtime | -filterDuration duration] [-speed speed] [-
repeat true | false]
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Table A-25 STARTPLAYBACK Arguments
- - - |

Argument Definition

A Specifies the name of the Oracle Stream Analytics application whose
-application t d and plavback tt
appl i cat | on event record and playback you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Using Visualizer for Oracle Stream
Analytics). In the left pane, navigate to and expand the
Applications node of the Oracle Stream Analytics instance to
which the application is deployed. Each node under the
Applications node is named with the exact application name.

* Look at the MANI FEST. M file of the application; the application
name is specified by the Bundl e- Synbol i cName header.

-stage stage

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cati on
argument, whose event record and playback you want to manage.

-filterStartTime
startinme

Specifies that only events with record-time greater than or equal to
this value will be selected for playback.

Express the start time as an XMLSchema dat eTi e value of the
form:

yyyy- nm ddThh: nm ss

For example, to play back only events with record-time greater than
or equal to January 20, 2010, at 5:00am, use the following value:

2010- 01-20T05: 00: 00

For complete details of the XMLSchema dat eTi me format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.

Specify nul | if you want to select all events for playback.

-filterEndTi ne
endtime

Specifies only events with record-time less than or equal to this value
will be selected for playback.

Express the end time as an XMLSchema dat eTi ne value of the form:

yyyy- nm ddThh: mm ss

For example, to play back only events with record-time less than or
equal to January 20, 2010, at 6:00pm, use the following value:

2010-01-20T18: 00: 00

For complete details of the XMLSchema dat eTi me format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.

You can specify either -fi |l t er EndTi ne or-fil terDurati on, but
not both.
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Table A-25 (Cont.) STARTPLAYBACK Arguments
________________________________________________________________________________|

Argument

Definition

-filterDuration
duration

Specifies the filter applied to events in the event store. Only events
that were recorded during the filter time will be selected for play
back. Specify nul | if you want to select all events for playback.
The format is HH: mm ss, such as 01: 00: 00.

You can specify either -fil ter EndTine or-fil terDuration, but
not both.

-speed speed

Specifies the playback speed as a positive float.

The default value is 1, which corresponds to normal speed. A value of
2 means that events will be played back 2 times faster than the
original record speed. Similarly, a value of 0.5 means that events will
be played back 2 times slower than the original record speed.

-repeat repeat

Specifies whether to playback events again after the playback of the
specified time interval is over.

Valid values aret r ue or f al se. Default value is f al se. A value of
t r ue means that the repeat of playback continues an infinite number
of times until it is deliberately stopped (see STOPPLAYBACK). A
value of f al se means that events will be played back only once.

Example

The following example shows how to start the playback of events on the
hel | owor | dAdapt er stage of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance:

java w evs. Admi n

-url service:jm:msarm://|ocal host: 9002/ ndi/jmxconnect or
-username w evs -password w evs
STARTPLAYBACK - appl i cation helloworld -stage hel | owor| dAdapt er

A.13.7 STOPPLAYBACK

Stops the playback of events for a stage of an Oracle Stream Analytics application in
which the playback of events has been previously started.
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Syntax

Table A-26 STOPPLAYBACK Arguments
- |

Argument Definition

Specifies the name of the Oracle Stream Analytics application whose

applicati on event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Using Visualizer for Oracle Stream
Analytics). In the left pane, navigate to and expand the
Applications node of the Oracle Stream Analytics instance to
which the application is deployed. Each node under the
Applications node is named with the exact application name.

* Look at the MANI FEST. M file of the application; the application
name is specified by the Bundl e- Synbol i cName header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cati on
argument, whose event record and playback you want to manage.

-stage stage

java wevs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
STOPPLAYBACK - application application -stage stage

Example

The following example shows how to stop the playback of events on the

hel | owor | dAdapt er stage of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance; it is assumed that the playback of events was
previously started for the stage:

java w evs. Admin
-url service:jm:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
STOPPLAYBACK - appl i cation helloworld -stage hel | owor| dAdapt er

A.13.8 CONFIGUREPLAYBACK

Configures the parameters associated with the playback of events for a stage of an
Oracle Stream Analytics application.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
CONFI GUREPLAYBACK -appl i cation application -stage stage
- dat aset Nane dat aset nane]
-storeProvi der storeprovidernanme]
-event Types eventtypes]
-schedul eStartTime sstart]
-schedul eEndTi me send | -schedul eDuration sduration]
-filterStartTime fstart] [-filterEndTime fend | -filterDuration fduration]
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[-speed speed]
[-repeat true | false]

Table A-27 CONFIGUREPLAYBACK Arguments
- - - - - |

Argument Definition

A Specifies the name of the Oracle Stream Analytics application whose
-application t d and plavback tt
appl i cat | on event record and playback you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Using Visualizer for Oracle Stream
Analytics). In the left pane, navigate to and expand the
Applications node of the Oracle Stream Analytics instance to
which the application is deployed. Each node under the
Applications node is named with the exact application name.

* Look at the MANI FEST. M file of the application; the application
name is specified by the Bundl e- Synbol i cName header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cati on
argument, whose event record and playback you want to manage.

-stage stage

Specifies the name of the dataset in which events are recorded.
- dat aset Name

dat aset nane

Specifies a valid dat a- sour ce name defined in the Oracle Stream

- Stor eProvi der Analytics server confi g. xm file.

st oreprovi der nane
To select the default BDB provider, leave this argument empty or

specify an argument value of def aul t - pr ovi der.

For more information, see Schema Reference for Oracle Stream Analytics.

Specifies the comma-separated list of valid event type names for
playing back. Event types must be defined in the event type
repository.

-event Types
eventtypes

- schedul eStar t Ti e Specifies the time when play back should start.

sstart Express the start time as an XMLSchema dat eTi e value of the
form:

mm dd- yyyy: hh: nm ss

For example, to specify that recording should start on October 20,
2013, at 11:22:07 am, use the following value:

10- 20-2013: 11: 22: 07

For complete details of the XMLSchema dat eTi nme format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.
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Table A-27 (Cont.) CONFIGUREPLAYBACK Arguments
_____________________________________________________________________________|

Argument

Definition

-schedul eEndTi me send

Specifies the actual time when the play back should end.
Express the end time as an XMLSchema dat eTi e value of the form:

mm dd- yyyy: hh: nm ss

For example, to specify that play back should end on January 20,
2013, at 6:00pm, use the following value:

10- 20- 2013: 18: 00: 00

For complete details of the XMLSchema dat eTi me format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.

Specify nul | if you want the recording to run forever.

You can specify either - schedul eEndTi e or -
schedul eDur at i on, but not both.

-schedul eDuration
sduration

Specifies the duration of time after which event playback for this
stage ends. Specify nul | if you want the event playback to run
forever.

The format is HH: mm ss, such as 01: 00: 00.

You can specify either - schedul eEndTi e or -
schedul eDur at i on, but not both.

-filterStartTime
fstart

Specifies that only events with record-time greater than or equal to
this value will be selected for playback.

Express the start time as an XMLSchema dat eTi e value of the
form:

yyyy- mm ddThh: mm ss

For example, to play back only events with record-time greater than
or equal to January 20, 2010, at 5:00am, use the following value:

2010- 01-20T05: 00: 00

For complete details of the XMLSchema dat eTi me format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.

Specify nul | if you want to select all events for playback.

About the wlevs.Admin Command-Line Reference A-39


http://www.w3.org/TR/xmlschema-2/#dateTime-lexical-representation
http://www.w3.org/TR/xmlschema-2/#dateTime-lexical-representation
http://www.w3.org/TR/xmlschema-2/#dateTime-lexical-representation
http://www.w3.org/TR/xmlschema-2/#dateTime-lexical-representation

Commands for Controlling Event Record and Playback

Table A-27 (Cont.) CONFIGUREPLAYBACK Arguments
_____________________________________________________________________________|

Argument Definition

Specifies only events with record-time less than or equal to this value

filterEndTime fend will be selected for playback.

Express the end time as an XMLSchema dat eTi e value of the form:

yyyy- mm ddThh: mm ss

For example, to play back only events with record-time less than or
equal to January 20, 2010, at 6:00pm, use the following value:

2010- 01-20T18: 00: 00

For complete details of the XMLSchema dat eTi me format, see
http:/ /www.w3.org/TR/xmlschema-2 /#dateTime-lexical-
representation.

You can specify either -fi |l ter EndTi ne or-fil terDurati on, but
not both.

Specifies the filter applied to events in the event store. Only events
that were recorded during the filter time will be selected for play
back. Specify nul | if you want to select all events for playback.

The format is HH: mm ss, such as 01: 00: 00.

You can specify either -fi |l t er EndTi ne or-fil terDurati on, but
not both.

-filterDuration
fduration

speed speed Specifies the playback speed as a positive float.

The default value is 1, which corresponds to normal speed. A value of
2 means that events will be played back 2 times faster than the
original record speed. Similarly, a value of 0.5 means that events will
be played back 2 times slower than the original record speed.

Specifies whether to playback events again after the playback of the

-repeat repeat e 4 .
P P specified time interval is over.

Valid values are t r ue or f al se. Default value is f al se. A value of
t r ue means that the repeat of playback continues an infinite number
of times until it is deliberately stopped (see STOPPLAYBACK). A
value of f al se means that events will be played back only once.

Example

The examples in this section show how to configure the playback of events of the
hel | owor | dAdapt er of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance.

The following example specifies a start and end time for playback and that the speed
of playback should be twice the normal speed and that once the playback of events for
the time interval is over, the playback should start again:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
CONFI GUREPLAYBACK - application helloworld -stage hel | owor| dAdapt er
-schedul eStart Ti me 10-20-2013: 11: 22: 07 - schedul eEndTi me 10-20-2013: 18: 00: 00
-speed 2 -repeat true
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The following example specifies a start and a duration for playback, that the speed of
playback is 2 times slower than normal, and that the playback of events should occur
only once:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
CONFI GUREPLAYBACK -application helloworld -stage hel | owor| dAdapt er
-schedul eStart Ti me 10:20: 2013: 11: 22: 07 - schedul eEndTi me 10-20-2013: 18: 00: 00
-speed 0.5 -repeat false

The following example specifies a start and a duration of nul | , which means playback
will run forever at normal speed:

java w evs. Adnin
-url service:jmx:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
CONFI GUREPLAYBACK -application helloworld -stage hel | owor| dAdapt er
-schedul eStart Ti me 10:20: 2013: 11: 22: 07 - schedul eDuration nul |

A.13.9 SCHEDULEPLAYBACK

Configures the schedule parameters associated with playing back of events for a stage
of an Oracle Stream Analytics application.

Syntax

java wevs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
SCHEDULEPLAYBACK - appl i cation application -stage stage
[-schedul eStartTime startine]
[-schedul eEndTi me endtime | -schedul eDuration duration]

Table A-28 SCHEDULEPLAYBACK Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics application whose

applicati on event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

® Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Using Visualizer for Oracle Stream
Analytics). In the left pane, navigate to and expand the
Applications node of the Oracle Stream Analytics instance to
which the application is deployed. Each node under the
Applications node is named with the exact application name.

* Look at the MANI FEST. M file of the application; the application
name is specified by the Bundl e- Synbol i cNane header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cat i on
argument, whose event record and playback you want to manage.

-stage stage
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Table A-28 (Cont.) SCHEDULEPLAYBACK Arguments
_______________________________________________________________________________|

Argument Definition

- schedul eStar t Ti e Specifies the time when play back should start.

starttine Express the start time as an XMLSchema dat eTi e value of the
form:

mm dd- yyyy: hh: nm ss

For example, to specify that recording should start on October 20,
2013, at 11:22:07 am, use the following value:

10- 20- 2013: 11: 22: 07

For complete details of the XMLSchema dat eTi me format, see
http://ww. w3. or g/ TR/ xm schena- 2/ #dat eTi ne- | exi cal -
representation.

For complete details of the XMLSchema dat eTi me format, see
http://ww. w3. or g/ TR/ xm schema- 2/ #dat eTi me- | exi cal -
representation.

- schedul eEndTi me Specifies the actual time when the play back should end.

endtine Express the start time as an XMLSchema dat eTi me value of the
form:

mm dd- yyyy: hh: nm ss

For example, to specify that recording should end on October 20,
2013, at 6:00 pm, use the following value:

10- 20- 2013: 18: 00: 00

Specify nul | if you want the recording to run forever.

You can specify either - schedul eEndTi e or -
schedul eDur at i on, but not both.

Specifies the duration of time after which event playback for this

-schedul eDur at i . . .
schedu’ exuration stage ends. Specify nul | if you want the recording to run forever.

duration
The format is HH: mm ss, such as 01: 00: 00.
You can specify either - schedul eEndTi e or -
schedul eDur at i on, but not both.
Example

The examples in this section show how to configure the schedule of playback of events
of the hel | owor | dAdapt er of the hel | owor | d application deployed to the
specified Oracle Stream Analytics instance.

The following example specifies a start and end time for event playback:

java w evs. Admin
-url service:jm:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
SCHEDULEPLAYBACK - appl i cation helloworld -stage hel | owor| dAdapt er
-schedul eStart Ti me 10-20-2013: 11: 22: 07 - schedul eEndndTi me 10- 20- 2013: 18: 00: 00
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A.13.10 LISTPLAYBACK

Lists the event playback configuration for any particular stage of an Oracle Stream
Analytics application.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
LI STPLAYBACK -application application -stage stage

Table A-29 LISTPLAYBACK Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics application whose

~appli cation event record and playback you want to manage.

application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the Oracle
Stream Analytics Visualizer (see Oracle Stream Analytics Using
Visualizer for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream Analytics
instance to which the application is deployed. Each node under
the Applications node is named with the exact application name.

* Look at the MANI FEST. MF file of the application; the application
name is specified by the Bundl e- Synbol i cNane header.

Specifies the name of the particular stage, attached to the Oracle
Stream Analytics application specified with the - appl i cat i on
argument, whose event record and playback you want to manage.

-stage stage

Example

The following example shows how to list the event playback configuration on the
hel | owor | dAdapt er stage of the hel | owor | d application deployed to the specified
Oracle Stream Analytics instance:

java w evs. Admin
-url service:jm:msarm://|ocal host: 9002/ ndi/j mxconnect or
-username w evs -password w evs
LI STPLAYBACK - appl ication helloworld -stage hel | owor | dAdapt er

A.14 Commands for Monitoring Throughput and Latency

This section explains the commands for monitoring throughput and latency.

Table A-30 is an overview of commands for monitoring throughput and latency in an
Oracle Stream Analytics application. Subsequent sections describe command syntax
and arguments, and provide an example for each command.
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Table A-30 Overview of Commands for Monitoring Throughput and Latency
- - |

Command Description

MONITORAVGLATENCY Monitors the average amount of time it takes an event
to pass through specified path of the EPN, or latency.

MONITORMAXLATENCY Monitors the maximum amount of time it takes an
event to pass through specified path of the EPN, or
latency.

MONITORAVGLATENCYTHRES ~ Monitors whether the average latency of events
HOLD flowing through a path of the EPN crosses a specified
threshold.

MONITORAVGTHROUGHPUT Monitors the number of events flowing through the
entry or exit points of a specified stage.

A.14.1 MONITORAVGLATENCY

Monitors the average amount of time, or latency, it takes an event to pass through a
specified path of the EPN of the specified application.

You specify the start and end stages of the path, and whether it should start or end at
the entry or exit points of each respective stage. If you specify the same stage for the
start and end of the path, you can monitor the latency of events flowing through a
single stage.

Syntax

java w evs. Admi n
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
MONI TORAVGLATENCY - appl i cation application
-startStage startStage -startStagePoint stagePoi nt
-endSt age endSt age - endSt agePoi nt st agePoi nt
-avglnterval avglnterval -tineUnit timeUnit
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Table A-31 MONITORAVGLATENCY Arguments
- - - |

Argument

Definition

-application application

Specifies the name of the Oracle Stream Analytics
application whose throughput and latency you want to
monitor.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

-start Stage start Stage

Specifies the name of the stage that starts the path for which
you want to monitor latency. The stage is in the application
specified by the - appl i cati on option.

-start StagePoi nt
start St agePoi nt

Specifies the specific starting point for monitoring latency of
the specified start stage. You can start monitoring from the
entry or exit point of the start stage.

Valid values are ent ry and exi t . Default valueisent ry.

-endSt age endSt age

Specifies the name of the stage that ends the path for which
you want to monitor latency. The stage is in the application
specified by the - appl i cati on option.

-endSt agePoi nt endSt agePoi nt

Specifies the specific ending point for monitoring latency of
the specified end stage. You can end monitoring from the
entry or exit point of the end stage.

Valid values are ent ry and exi t . Default valueisentry.

-avglnterval avglnterval

Specifies the average interval across which average latency
is calculated. Specify the units with the - t i meUni t option;
default is milliseconds.

Default value is 100.

Example

The following example shows how to monitor the average latency of events flowing
through the cql processor component, from entry point to exit point, of the

hel | owor | d application. Note that because the same stage is specified for both the
start and end stages (cql pr ocessor ), the latency monitoring is happening for just
the events flowing through a single stage:

java wevs. Adnin

-url service:jmx:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs

MONI TORAVGLATENCY -application helloworld -startStage cql processor
-start StagePoint entry -endStage cql processor -endStagePoint exit
-avglnterval 100 -tinmeUnit M LLI SECONDS
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A.14.2 MONITORAVGLATENCYTHRESHOLD

Specifies whether the average latency of events between the start- and end-points of a
path crosses a specified threshold.

You specify the start and end stages of the path, and whether it should start or end at
the entry or exit points of each respective stage. If you specify the same stage for the
start and end of the path, you can monitor the latency threshold of events flowing
through a single stage.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
MONI TORAVGLATENCYTHRESHOLD - appl i cation application
-start Stage startStage -startStagePoint stagePoi nt
-endSt age endSt age - endSt agePoi nt st agePoi nt
-avglnterval avglnterval -timeUnit timeUnit -threshold threshold

Table A-32 MONITORAVGLATENCYTHRESHOLD Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics
application whose throughput and latency you want to
monitor.

-application application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

e Look at the MVANI FEST. MF file of the application; the
application name is specified by the Bundl e-

Synbol i cName header.

Specifies the name of the stage that starts the path for which
you want to monitor the latency threshold. The stage is in
the application specified by the - appl i cat i on option.

-startStage startStage

Specifies the specific starting point for monitoring the
latency threshold of the specified start stage. You can start
monitoring from the entry or exit point of the start stage.

-start St agePoi nt
start St agePoi nt

Valid values are ent ry and exi t . Default value is ent ry.

Specifies the name of the stage that ends the path for which
you want to monitor the latency threshold. The stage is in
the application specified by the - appl i cat i on option.

-endSt age endSt age

Specifies the specific ending point for monitoring the
latency threshold of the specified end stage. You can end
monitoring from the entry or exit point of the end stage.

- endSt agePoi nt  endSt agePoi nt

Valid values are ent ry and exi t . Default valueis ent ry.
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Table A-32 (Cont.) MONITORAVGLATENCYTHRESHOLD Arguments
______________________________________________________________________________|

Argument Definition

Specifies the average interval across which average the
latency threshold is calculated.

Default value is 100. Specify the units with the - t i meUni t
option; default is milliseconds.

-avglnterval avglnterval

Specifies the threshold value above which the metric event
will be outputted at the end of every average interval.

Default is 100. Specify the units with the - t i meUni t
option; default is milliseconds.

-threshol d threshol d

Example

The following example shows how to monitor the average latency threshold of events
above 10 seconds average latency on the cql pr ocessor stage, from entry point to
exit point, of the hel | owor | d application.

java wevs. Adnin
-url service:jnmx:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
MONI TORAVGLATENCY -application helloworld -startStage cql processor
-start StagePoint entry -endStage cql processor -endStagePoint exit
-avglnterval 100 -timeUnit M LLI SECONDS -t hreshol d 100

A.14.3 MONITORMAXLATENCY

Monitors the maximum latency of events flowing through a specified path of the EPN
of the specified application.

You specify the start and end stages of the path, and whether it should start or end at
the entry or exit points of each respective stage. If you specify the same stage for the
start and end of the path, you can monitor the maximum latency of events flowing
through a single stage.

Syntax

java w evs. Admin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
MONI TORMAXLATENCY - appl i cation application
-startStage startStage -startStagePoint stagePoi nt
-endSt age endSt age - endSt agePoi nt st agePoi nt
-maxInterval maxinterval -timeUnit timeUnit
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Table A-33 MONITORMAXLATENCY Arguments
- - - |

Argument Definition

Specifies the name of the Oracle Stream Analytics
application whose throughput and latency you want to
monitor.

-application application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

Specifies the name of the stage that starts the path for which
you want to monitor the maximum latency. The stage is in
the application specified by the - appl i cat i on option.

-start Stage start Stage

Specifies the specific starting point for monitoring the
maximum latency of the specified start stage. You can start
monitoring from the entry or exit point of the start stage.

-start StagePoi nt
start St agePoi nt

Valid values are ent ry and exi t . Default valueisent ry.

Specifies the name of the stage that ends the path for which
you want to monitor the maximum latency. The stage is in
the application specified by the - appl i cat i on option.

-endSt age endSt age

Specifies the specific ending point for monitoring the
maximum latency of the specified end stage. You can end
monitoring from the entry or exit point of the end stage.

-endSt agePoi nt endSt agePoi nt

Valid values are ent ry and exi t . Default valueisentry.

Specifies the interval across which maximum latency is
calculate.

Default value is 100. Specify the units with the - t i meUni t
option; default is milliseconds.

-max| nterval maxlnterval

Example

The following example shows how to monitor the maximum latency of events flowing
through the cql processor stage, from entry point to exit point, of the hel | owor | d
application:

java w evs. Adnin
-url service:jmx:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
MONI TORMAXLATENCY -application helloworld -startStage cql processor
-start StagePoint entry -endStage cql processor -endStagePoint exit
-maxInterval 100 -timeUnit M LLI SECONDS
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A.14.4 MONITORAVGTHROUGHPUT

Monitors the average number of events flowing through the entry or exit point of a
stage of the EPN of the specified application.

Syntax

java w evs. Adnmin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
MONI TORAVGTHROUGHPUT - appl i cation appl i cation
-stage stage - StagePoint stagePoi nt
-throughput I nterval throughputlnterval -avglnterval avglnterval
-timeUnit timelnit

Table A-34 MONITORAVGLATENCY Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics
application whose throughput and latency you want to
monitor.

-application application

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see
Query for Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start
the Oracle Stream Analytics Visualizer (see Using
Visualizer for Oracle Stream Analytics). In the left
pane, navigate to and expand the Applications
node of the Oracle Stream Analytics instance to
which the application is deployed. Each node under
the Applications node is named with the exact
application name.

* Look at the MANI FEST. M file of the application;
the application name is specified by the Bundl e-
Synbol i cNane header.

Specifies the name of the stage for which you want to
monitor throughput of events. The stage is in the
application specified by the - appl i cat i on option.

-stage stage

Specifies whether you want to monitor throughput at

- Poi Poi . . .
stagePoint. stagePoi nt the entry- or exit- point of the specified stage.

Valid values are ent ry and exi t . Default value is
entry.

Specifies the throughput interval across which

- Lhr oughput | nt er val throughput is calculated.

t hroughput I nt er val
Default value is 100. Specify the units with the -
ti meUni t option; default is milliseconds.

Specifies the average interval across which average

-avginterval avglnterval throughput is calculated.

Default value is 100. Specify the units with the -
ti meUni t option; default is milliseconds.
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Example

The following example shows how to monitor the number of events flowing through
the entry point of the cql pr ocessor stage of the hel | owor | d application:
java w evs. Adnmin

-url service:jm:msarm://local host:9002/jndi/jmxconnect or

-username w evs -password w evs

MONI TORMAXLATENCY - appl i cation hel | oworld

-stage cql processor -stagePoint entry
-throughput I nterval 100 -avglnterval 100 -tinmeUnit M LLI SECONDS

A.15 Commands for Managing Configuration History

This section explains the commands for managing configuration history.

Table A-35 is an overview of commands that manage the configuration history of
Oracle Stream Analytics components. For more information, see Manage
Configuration History.

Subsequent sections describe command syntax and arguments, and provide an
example for each command.

Table A-35 Overview of Commands for Managing Configuration History

Command Description
CONFIGHISTORY Returns the list of configuration history management
commands.

DELETECONFIGCHANGEHISTO  Removes change records for a specified time period.

RY

LISTCHANGERECORDS Returns a list of the change records of an application.

LISTRESOURCEREVISIONS Returns a list of the configuration resource revisions of
an application.

UNDOCONFIGCHANGE Rolls back a change record specified by change record

ID.

A.15.1 CONFIGHISTORY

Returns the list of configuration history management commands.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
LI STCHANGERECCORDS
LI STRESOURCEREVI SI ONS UNDOCONFI GCHANGE
DELETECONFI GCHANGEHI STORY

Example

The following example shows how to list the configuration history management
commands:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmconnect or
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-username w evs -password w evs
LI STCHANGERECORDS

A.15.2 DELETECONFIGCHANGEHISTORY

Returns the list of configuration history management commands.

Syntax

java w evs. Adnmin

[ Connection Arguments ]

[ User Credentials Arguments ]

[ Common Arguments ]

DELETECONFI GCHANGEHI STORY -appl i cation application -startTime starttime -endTine
endtine

Table A-36  DELETECONFIGCHANGEHISTORY Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics

~application application application whose Oracle CQL rules you want to manage.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Oracle Stream
Analytics Using Visualizer for Oracle Stream Analytics). In
the left pane, navigate to and expand the Applications
node of the Oracle Stream Analytics instance to which
the application is deployed. Each node under the
Applications node is named with the exact application
name.

e Look at the MANI FEST. MF file of the application; the
application name is specified by the Bundl e-

Synbol i cName header.

Specifies the beginning of the time period to delete change

-startTine starttine
records.

The format is MMt dd- yyyy: HH: nm ss, such as
10- 20- 2007: 11: 22: 07.

Specifies the end of the time period to delete change

-endTi me end-ime
records.

The format is MVt dd- yyyy: HH: nm ss, such as
10- 20- 2007: 11: 22: 07.

Example

The following example shows how to list the configuration history management
commands:

java w evs. Adnmin
-url service:jm:nsarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
CONFI GHI STORY

A.15.3 LISTCHANGERECORDS

Returns a list of the change records of an application.
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Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
LI STCHANGERECORDS - appl i cation application -startTine starttinme -endTime endtine

Table A-37 GETRULE Arguments
____________________________________________________________________|

Argument Definition

Specifies the name of the Oracle Stream Analytics

- licati licati ..
appiication appiication application whose change records you want to browse.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

* Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Oracle Stream
Analytics Using Visualizer for Oracle Stream Analytics). In
the left pane, navigate to and expand the Applications
node of the Oracle Stream Analytics instance to which
the application is deployed. Each node under the
Applications node is named with the exact application
name.

e Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-

Synbol i cName header.

Specifies the beginning of the time period to filter the

-startTine starttime .
display of change records.

The format is MM dd- yyyy: HH: nm ss, such as
10- 20- 2007: 11: 22: 07.

Specifies the end of the time period to filter the display of

-endTi nd-i
endTi re end-ime change records.

The format is MMt dd- yyyy: HH: nm ss, such as
10- 20- 2007: 11: 22: 07.

Example

The following example shows how to list all the change records created between
11:10:07 and 11:22:07 on 20 November 2007 for the application hel | owor | d:

java w evs. Adnmin
-url service:jm:nsarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
LI STCHANGERECORDS - appl i cation helloworld -startTime 10-20-2007: 11: 10: 07
-endTi me 10- 20-2007: 11: 22: 07

A.15.4 LISTRESOURCEREVISIONS

Returns a list of the configuration resource revisions of an application.

Syntax

java w evs. Adnin
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
LI STRESOURCEREVI SI ONS - appl i cation application -startTime starttime -endTime endtine
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Table A-38 GETRULE Arguments
- - ______________________________________________|

Argument Definition

Specifies the name of the Oracle Stream Analytics

-application application . . .
pp pp application whose resource revisions you want to browse.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Oracle Stream
Analytics Using Visualizer for Oracle Stream Analytics). In
the left pane, navigate to and expand the Applications
node of the Oracle Stream Analytics instance to which
the application is deployed. Each node under the
Applications node is named with the exact application
name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

Specifies the beginning of the time period to filter the list of

-startTinme starttine ..
resource revisions.

The format is MVt dd- yyyy: HH: nm ss, such as
10- 20- 2007: 11: 22: 07.

Specifies the end of the time period to filter the list of

-endTi me end-ime ..
resource revisions.

The format is MVt dd- yyyy: HH: nm ss, such as
10- 20-2007: 11: 22: 07.

Example

The following example shows how to list all the resource revisions created between
11:10:07 and 11:22:07 on 20 November 2007 for the application hel | owor | d:

java w evs. Adnin
-url service:jm:msarm://local host:9002/jndi/jmxconnect or
-username w evs -password w evs
LI STRESOURCEREVI SI ONS - application helloworld -startTime 10-20-2007: 11: 10: 07
-endTi me 10-20-2007: 11: 22: 07

A.15.5 UNDOCONFIGCHANGE
Rolls back the changes defined by the change record specified by change record ID.

Syntax

java w evs. Admi n
[ Connection Arguments ]
[ User Credentials Arguments ]
[ Common Arguments ]
UNDOCONFI GCHANGE - appl i cation application -recordid changerecor di d
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Table A-39 GETRULE Arguments

Argument Definition

Specifies the name of the Oracle Stream Analytics

-applicati l'icati ..
application application application whose change records you want to undo.

To get the exact name of your application, you can:

e Usew evs. Admi n to query for the name (see Query for
Application and Processor Names).

¢ Use the Oracle Stream Analytics Visualizer: Start the
Oracle Stream Analytics Visualizer (see Using Visualizer
for Oracle Stream Analytics). In the left pane, navigate to
and expand the Applications node of the Oracle Stream
Analytics instance to which the application is deployed.
Each node under the Applications node is named with
the exact application name.

* Look at the MANI FEST. M file of the application; the
application name is specified by the Bundl e-
Synbol i cNane header.

~recordi d changer ecordi d Specifies the identifier of the change record to undo.

To get the change record identifier, you can use:
e LISTCHANGERECORDS
e LISTRESOURCEREVISIONS.

Example

The following example shows how to roll back all the resource revisions created
between 11:10:07 and 11:22:07 on 20 November 2007 for the application hel | owor | d:
java w evs. Adnin

-url service:jm:nsarm://local host:9002/jndi/jmxconnect or

-username w evs -password w evs
UNDOCONFI GCHANGE - application helloworld -recordld tr.1267607521409. 10110
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Deployer Command-Line Reference

This appendix provides a reference to the Oracle Stream Analytics Depl oyer utility,
which you can use to deploy Oracle Stream Analytics applications.

This appendix includes the following sections:

¢ Overview of Using the Deployer Utility

* Configure the Deployer Utility Environment
* Run the Deployer Utility Remotely

* Syntax to Invoke the Deployer Utility

* Deployer Utility Examples.

B.1 Overview of Using the Deployer Utility
The Depl oyer utility is a Java-based deployment utility that provides administrators
and developers command-line based operations for deploying Oracle Stream
Analytics applications.

In the context of Oracle Stream Analytics deployment, an application is defined as an
OSGi bundle at http:/ /www.osgi.org/ JAR file that contains the following artifacts:

* The compiled Java class files that implement some of the components of the
application, such as the adapters, adapter factory, and POJO that contains the
business logic.

* One or more Oracle Stream Analytics configuration XML files that configure the
components of the application, such as the processor, adapter, or streams.

The configuration files must be located in the META- | NF/ Wl evs directory of the
OSGi bundle JAR file.

* An EPN assembly file that describes all the components of the application and how
they are connected to each other. The EPN assembly file extends the standard
Spring context file.

The EPN assembly file must be located in the META- | NF/ spr i ng directory of the
OSGi bundle JAR file.

e A MANI FEST. M file that describes the contents of the JAR.

The Deployer utility uses HTTP to connect to Oracle Stream Analytics, which means
that you must configure Jetty for the server instance to which you are deploying your
application.

Oracle Stream Analytics uses the depl oyment s. xnl file to internally maintain its list
of deployed application OSGi bundles. This file is located in the DOVAI N_DI R/
ser ver nane directory, where DOVAI N_DI Rrefers to the main domain directory

Deployer Command-Line Reference B-1


http://www.osgi.org/

Configure the Deployer Utility Environment

corresponding to the server instance to which you are deploying your application and
ser ver nane refers to the server instance itself.

Caution:

The XSD for the depl oynent s. xml file is provided for your information
only. Oracle does not recommend updating the depl oynent s. xn file
manually.

B.2 Configure the Deployer Utility Environment

Before you can use the Deployer utility, you must configure your environment
appropriately.
Configure the Deployer utility environment:

Perform the following steps to configure the deployer utility environment:

1. Install and configure the Oracle Stream Analytics software.

2. Update your CLASSPATH variable to include the W evsdepl oy. j ar JARfile,
located in the / Or acl e/ M dd| ewar e/ ny_oep/ oep/ bi n directory.

B.3 Run the Deployer Utility Remotely

Sometimes it is useful to run the Depl oyer utility on a computer different from the
computer on which Oracle Stream Analytics is installed and running.

Run the Deployer utility remotely:

1. Copy the following JAR files from the computer on which Oracle Stream Analytics
is installed to the computer on which you want to run the Deployer utility; you can
copy the JAR files to the directory name of your choice:

e /Oracl e/ M ddl ewar e/ my_oep/ oep/ bi n/ wlevsdeploy jar

2. Set your CLASSPATHin one of the following ways:

¢ Implicitly set your CLASSPATHby using the - j ar argument when you run the
utility; set the argument to the NEW DI RECTCRY/ Wl evsdepl oy. j ar file,
where NEW DI RECTCRY refers to the directory on the remote computer into
which you copied the required JAR file. When you use the - j ar argument, you
do not specify the Depl oyer utility name at the command line.

* Explicitly update your CLASSPATHby adding the JAR file you copied to the
remote computer to your CLASSPATH environment variable:

3. Invoke the Depl oyer utility as described in the next section.

B.4 Syntax to Invoke the Deployer Utility
This topic shows the syntax for using the Deployer utility.
java -jar w evsdeploy.jar
[ Connection Arguments]

[ User Credential Arguments]
[ Deployment Commands]
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The following sections describe the various arguments and commands you can use
with the Deployer utility. See Deployer Utility Examples for specific examples of using
the utility.

B.4.1 Connection Arguments

Table B-1 lists the connection arguments you can specify with the Deployer utility.

Table B-1 Connection Arguments

Argum Description
ent

Specifies the URL to the Deployer utility for the Oracle Stream Analytics instance to
which you want to deploy the OSGI bundle.

The URL takes the following form:

-url
url

http://host:port/w evsdepl oyer

where:

* host refers to the host name of the computer on which Oracle Stream Analytics
is running.

* port refers to the port number to which Oracle Stream Analytics listens. Its
value is 9002 by default. This port is specified in the conf i g. xi file that
describes your Oracle Stream Analytics domain. By default it is located in the
O acl e/ M ddl ewar e/ my_oep/ user _proj ect s/ donai ns/
<donmi nname>/ <servernane>/ confi g directory.

The port number is the value of the <Por t > child element of the <Net i 0>
element:

<Neti o>
<Name>Net | O</ Nane>
<Por t >9002</ Port >
</ Neti 0>

If you configure the Oracle Stream Analytics server for SSL-only connections
(HTTPS-Only Connections), use the value of the <Por t > child element of the
SSL <Net i 0> element:

<Neti 0>
<nane>ssl Net | o</ name>
<port>9003</ port >
<ssl - confi g- bean- nane>ssl Confi g</ ssl - confi g- bean- name>
</ Neti 0>
For example, if Oracle Stream Analytics is running on host ar i el at port 9002,
then the URL would be:

http://ariel:9002/ W evsdepl oyer

B.4.2 User Credential Arguments

Table B-2 lists the user credential arguments you can specify with the Deployer utility.
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Table B-2 User Credential Arguments

Argument Description

User name of the Oracle Stream Analytics administrator.
-user usernane

If you supply the - user option but you do not supply a corresponding -
passwor d option, the Deployer utility prompts you for the password.

Password of the Oracle Stream Analytics administrator.
- passwor d

password

Note: This argument is deprecated and may
be removed in a later release. Oracle
recommends that you do not use this
argument.

B.4.3 Deployment Commands

Table B-3 lists the deployment commands you can specify with the Deployer utility.

Table B-3 Deployment Commands

Command Description

Encrypts the user name and password and writes it to

- encr ypt output file.

Specifies that encryptoutfile should be used to write

-encryptoutfile encrypted the user and password.

encryptoutfile

Specifies that the deploy command (install, uninstall,
update, suspend, or resume) applies to a target group, or
more specifically, to the set of running servers within that
group.

To specify the domain group, use the keyword al | , such as:

-group groupname

-group all

To specify a custom group, simply specify the name of the
group:

-group ny_group

Note: You may only deploy to a group if the server is part
of a multiserver domain (that is, if clustering is enabled).
You may not deploy to a group if the server is part of a
standalone-server domain (that is, if clustering is disabled).
For more information, see About Multiserver Domains.

hel Prints a message describe command syntax and arguments.
- e p
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Table B-3 (Cont.) Deployment Commands
__________________________________________________________________________|

Command

Description

-install bundle

Installs the specified OSGi bundle to the specified Oracle
Stream Analytics instance.

The bundl| e parameter refers to a filename that is local to
the computer from which you execute the Depl oyer utility.

Be sure to specify the full pathname of the bundle if it is not
located relative to the directory from which you are running
the Deployer utility.

In particular, Oracle Stream Analytics:

¢ Copies the specified bundle to the domain directory.

* Searches the META- | NF/ Wl evs directory in the bundle
for the component configuration files and extracts them
to the domain directory.

¢ Updates the internal deployment registry.

® Starts the application. The incoming adapters
immediately start receiving data.

-resune nane

Resumes a previously suspended OSGI bundle on the
specified Oracle Stream Analytics instance; the configured
adapters once again start immediately receiving incoming
data.

The nanme parameter refers to the symbolic name of the
OSGi bundle that you want to stop. The symbolic name is
the value of the Bundl e- Synbol i cNane header in the
bundle's VANl FEST. M file:

Bundl e- Symbol i cName: myApp

-status nane

Returns status information about a currently installed OSGi
bundle.

The name parameter refers to the symbolic name of the
OSGi bundle for which you want status information. The
symbolic name is the value of the Bundl e- Syrmbol i cNarre
header in the bundle's MANI FEST. MF file:

Bundl e- Symbol i cName: myApp

-suspend name

Suspends a currently running OSGI bundle which was
previously installed to the specified Oracle Stream Analytics
instance.

The nane parameter refers to the symbolic name of the
OSGi bundle that you want to start. The symbolic name is
the value of the Bundl e- Synbol i cNane header in the
bundle's MANI FEST. MF file:

Bundl e- Synmbol i cName: nmyApp
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Table B-3 (Cont.) Deployment Commands
__________________________________________________________________________|

Command Description

Removes the existing bundle from the specified Oracle

-uni nstal | narre Stream Analytics instance.

The name parameter refers to the symbolic name of the
OSGi bundle that you want to remove. The symbolic name
is the value of the Bundl e- Synbol i cNane header in the
bundle's MANI FEST. MF file:

Bundl e- Synbol i cName: myApp

In particular, Oracle Stream Analytics:

e Removes the specified OSGi bundle from the domain
directory.

* Removes the bundles from the internal deployment
registry.

Updates the existing OSGi bundle with new application

-update bundl e code.

The bundl e parameter refers to a filename that is local to
the computer from which you execute the Depl oyer utility.

Be sure to specify the full pathname of the bundle if it is not
located relative to the directory from which you are running
the Deployer utility.

In particular, Oracle Stream Analytics:

e Copies the updated bundles to the domain directory.

¢ Searches the META- | NF/ Wl evs directory in the updated
bundle for the updated component configuration files
and extracts them to the domain directory.

¢ Updates the internal deployment registry with the
updated information.

Specifies that userconfigfile (security-config.xml) should be

-userconfigfile used to retrieve encrypted user name and password from
userconfigfile the file.

Specifies that userkeyfile (.msainternal.dat) should be used to
get the encryption key used to encrypt the password in the
user confi g file.

-userkeyfile userkeyfile

B.5 Deployer Utility Examples

These examples show how to use the Deployer utility.

In all the examples, Oracle Stream Analytics is running on host ar i el , listening at
port 9002, and the user name/password of the server administrator is oepadmi n/
wel comrel, respectively. For clarity, the examples are shown on multiple lines;
however, when you run the command, enter all arguments and commands on a single
line.

java -jar wevsdeploy.jar
-url http://ariel:9002/w evsdepl oyer -user wevs -password w evs
-install /application/bundl es/com my.exanpl eApp_1.0.0.0.jar
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The preceding example shows how to install an OSGi bundle called
com ny. exanpl eApp_1. 0. 0. 0. j ar, located in the / appl i cati on/ bundl es
directory.

The next command shows how to resume this application after it has been suspended:

java com bea.w evs. depl oynent . Depl oyer
-url http://ariel:9002/w evsdepl oyer -user w evs -password W evs
-resune exanpl eApp

The next example shows how to uninstall the application, which removes all traces of
it from the domain directory:

java com bea.w evs. depl oynent . Depl oyer
-url http://ariel:9002/w evsdepl oyer -user w evs -password W evs
-uninstal | exanpl eApp

The following example shows how to install an application called
strategi es_1.0.j ar to the st rat egygr oup; this example also shows how to use
the - j ar command of the j ava utility:

java -jar w evsdeploy.jar
-url http://ariel:9002/ w evsdepl oyer -install strategies_1.0.jar
-group strategygroup
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Security Utilities Command-Line Reference

This appendix provides a reference to the Oracle Stream Analytics security utilities,
including cssconfi g, encr ypt MSAConf i g, and Gr abCer t , which are all utilities
for generating security configuration files, encrypting cleartext passwords, and
generating a trust keystore.

This appendix includes the following sections:

¢ The cssconfig Command-Line Utility

¢ The encryptMSAConfig Command-Line Utility
¢ The GrabCert Command-Line Utility

¢ The passhash Command-Line Utility

® The policygen Command-Line Utility

¢ The encrypttool Command-Line Utility.

Except where otherwise noted, the commands are located in / Or acl e/ M ddl ewar e/
ny_oep/ oep/ bi n.

Note:

The GrabSert, passgen, and secgen command-line utilities are deprecated.
Configuration Wizard and Oracle Stream Analytics Visualizer perform the
passgen and secgen tasks for you.

C.1 The cssconfig Command-Line Utility

Use the cssconf i g command-line utility to generate a security configuration file
(security. xm ) that uses a password policy.

e cssconfi g. cnd (Windows)

e cssconfig. sh (UNIX)

The Unix version of this utility starts with the #! / bi n/ ksh directive. On most Unix
systems, this forces the Korn Shell program to be used when using the utility. If the
ksh program is not present in the bi n directory or if the shell language used cannot
properly execute the utility, run the utility as shown below:

$PATH_TO KSH BI N ksh -c¢ cssconfi g. sh

where PATH_TO_KSH_BI Nis the fully qualified path to the ksh program.
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Syntax
cssconfig -p propertyfile [-c configfile] -i inputkeyfile [-d]

Table C-1 encryptMSAConfig Arguments
- - |

Option Description Default
Value

propertyfile Required.

A file that contains security configuration properties
provided by the user to define the required
configuration. Configure SSL Manually.

configfile Optional. security.
The name of the generated file. This property is xm
optional.

i nput keyfile The fully qualified name of the input key file used to

generate the security configuration file. Set this option
to thesecurity-key. dat filein the confi g
directory.

-d Usethe-d option to enabl e debuggi ng.

C.2 The encryptMSAConfig Command-Line Utility

Use the encr ypt MSAConf i g encryption command-line utility to encrypt cleartext
passwords.

You can use encr ypt MSAConf i g to encrypt the server confi g. xml and
security. xm files, and the application configuration credential.

Note:

This tool is not available on Oracle WebLogic Server.

e encrypt MSAConfi g. cnd (Windows)

e encrypt MSAConfi g. sh (UNIX)

Cleartext passwords are specified by the <passwor d> element, in XML files.
Examples of XML files that can contain the <passwor d> elements include:

e config.xm
e security-config.xm
e Conponent configuration files

Syntax
encrypt MSAConfig directory XM__file aesinternal.dat _file
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Table C-2 encryptMSAConfig Arguments
- |

Option Description

directory The name of the directory that contains the XML file with the
cleartext <passwor d / > element.

XML_file The name of the XML file.

aesi nternal . dat _ The location of the. aesi nt er nal . dat key file associated with your

file domain. The key file encrypts the <passwor d /> element in the
XMLfile parameter. The aesi nt er nal . dat _fi | e file is located in
the /Oracle/Middleware/my_oep/user _pr oj ect s/ donai ns/
SERVER directory

- noi nput Use the - noi nput option to instruct G- abCer t to copy all
certificates from host .

Omit the - noi nput option to instruct Gr abCer t to list all available
certificates from host and prompt you to select one.

For example:

pwd C:\Oracl e\ M ddl ewar e\ my_oep\ user _proj ect s\ domai ns\ oep_donai n\ def aul t server

C:\Oracl e\ M ddl ewar e\ my_oep\ oep\ bi n\ encrypt MSAConfi g.cnd . config\config.xn
. aesinternal . dat

After you run the command, the value of the passwor d elementin XM__fi | e is
encrypted.

C.3 The GrabCert Command-Line Utility

Use the Gr abCer t command-line utility to generate a trust keystore that includes the
certificate from an existing trust keystore.

The Gr abCer t utility is located in the / Or acl e/ M ddI ewar e/ my_oep/ oep/
utils/security/w evsgrabcert.jar file.

Syntax

java GrabCert host:secureport [-alias=alias] [-noinput] [truststorepath]

Table C-3 GrabCert Arguments
- _________________________________________________|

Option Description Default
Value

host The host name of the Oracle Stream Analytics server
from which to copy the certificate.

secur eport The SSL port on host . 9003
For more information, see Configure SSL Manually.

alias The alias for the certificate in the trust keystore. host
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Table C-3 (Cont.) GrabCert Arguments
___________________________________________________________________________|

Option Description Default
Value

- noi nput Use the - noi nput option to instruct G abCer t to
copy all certificates from host .
Omit the - noi nput option to instruct G abCert to
list all available certificates from host and prompt you
to select one.

truststorepath The full pathname of the generated trust keystore file evstrust.
on host . j ks

Examples
For example:

java GrabCert ariel:9003 -alias=ariel evstrust.jks

For other examples, see Configure SSL in a Multiserver Domain for Visualizer.

C.4 The passhash Command-Line Utility

Use the passhash command-line utility to encrypt a password to use in the
atnstore. txt file.

Note:

This tool is not available on Oracle WebLogic Server.

The commands vary depending on operating system:
e passgen.cmd (Windows)

¢ passgen.sh (UNIX)

Note:

To get command-line help for this tool, use -hel p instead of - h.

Syntax

passhash [ pasword]

The passwor d parameter is a plain text string. The command output is a hashed
encrypted string using the MD5/SHA encryption algorithm.

. I passhash. sh

Password ("quit" to end): 4444

{ SHA- 1} +WQBQDREP82FCr pDYspXMBSAl aMCx00=
Password ("quit" to end): quit
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C.5 The policygen Command-Line Utility
Use the pol i cygen command-line utility to convert an entitlement file to an XACML
LDIFT file or to an XACML file.

Syntax
policygen [-h]
policygen [-s] [-I] | -s] [-x] [entitlementlnputFile] [xacm QutputFile]

Table C-4 policygen Arguments

Option Description

" Print command help to the console.

Generate a standard XACML policy inside an XACML LDIFT file or in an
-S XACML file.

When no -1 or -s is specified, an XACML LDIFT file is generated.
When no -s option is specified, an XACML policy file is generated.

Cenerate an XACML LDIFT file.

Generate an XACML policy file.

entitlement] The name and location of the input entitlement XML file.
nputFile

xacmlOutp  The name and location of the output XACML file.
utFile

Examples
The following example generates an XACML policy file:

.Ipolicygen.sh -1 entitlenentinputfile.xm xacm outputfile.xn

C.6 The encrypttool Command-Line Utility

Use the encr ypt t ool command-line utility to encrypt and decrypt files.

This command uses an Encr ypt edSt r eanfact or y object for encryption and
decryption. The encryption result is a binary encrypted file. All content in the input
file is encrypted using the AES/DES encryption algorithm.

Syntax

encrypttool [-h]
encrypttool [-encrypt] [-decrypt] [-password password] [-al gorithmalgorithni
[inputfilename] [outputfilename]

Security Utilities Command-Line Reference C-5



The encrypttool Command-Line Utility

Table C-5 encrypttool Arguments
- _________________________________________________|

Option Description
Encrypt the input file and save the encryption results to the encrypted
-encrypt output file.
Decrypt the input file and save the decryption results to the unencrypted
- decrypt output file.
d The password that is required to encrypt or decrypt a file.
- passwor
P If you do not provide the password, the system prompts you for it.
) The encryption or decryption algorithm to use for the operation. The legal
-al gorithm values are AES and DES. DES is the default.
inputfilename The location and name of the input file to be encrypted or decrypted.

outputfilename  The name and location of the output file in which to save the encryption or
decryption results. If you do not specify an output file, the results are
printed to the console.

Examples

The following example uses the nypasswor d password to encrypt the
t ext ToEncrypt file with the AES encryption algorithm and saves the results to the
encrypt edText file.

encrypttool -encrypt -password nypassword -al gorithm AES text ToEncrypt encryptedText
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