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Introduction to the RightNow Adapter

This chapter provides an introduction to the Oracle Cloud Adapter for Oracle
RightNow Cloud Service (the Oracle RightNow adapter).

The Oracle RightNow adapter combines web, social tools, and contact center
experiences for a unified, cross-channel service solution in Oracle Cloud, enabling
organizations to increase sales and customer acquisition, build trust and strengthen
relationships, and reduce costs and effort. The RightNow Cloud Service enterprise
platform provides transparent reliability, unmatched security, and successful delivery
of the mission-critical customer service and support. It is a key component of the
Oracle RightNow product family.

Today, there are thousands of enterprise customers across the globe and across
different industry verticals who use Oracle RightNow Cx for providing superior
customer experience across multiple channels including web, contact center, social and
others.

These channels empower customers to easily self-solve issues from anywhere through
the web, collaborate support issues on products through social channels such as
Facebook and, most importantly, manage timely resolution of incidents across all
channels.

To maximize ROI in Saa$ assets, enterprises need to ensure that the data in their
individual SaaS and on-premise applications are accurate, up-to-date and integrated.

For example, enterprises can streamline operations and deliver real-time scheduling of
field technicians for services through Field Service integration with on-premise or SaaS
Applications such as E-Business Suite, TOA ETADirect and other integration with SaaS
applications such Oracle Sales Cloud or Salesforce.com can ensure that the enterprise
sales personnel have complete visibility into the customer experiences when they talk
to their customers and prospects. Similarly, integration with bug tracking applications
such as Jira or Bugzilla helps manage end-to-end resolution of customer-reported
issues from start to finish.

Oracle RightNow Cx exposes various integration capabilities for desktop extensibility,
data integration and web integration. Data integration capabilities of Oracle RightNow
Cx enable real-time access and synchronization of data with other SaaS and
on-premise applications. Oracle RightNow Cx exposes a web services platform called
Oracle Cloud Connect Web Services for SOAP — a set of SOAP-based services that can
be used to securely access and modify data contained in the Oracle RightNow Cx
platform. It is a backward-compatible, public API that enables customers and partners
to integrate with the Oracle RightNow Cx platform using industry leading standards
such as WSDL 1.1 and SOAP 1.1. It provides broad support for a wide variety of
languages, platforms, and tools.
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The Oracle RightNow adapter leverages this web service platform to offer seamless
connectivity and simplified integration with the Oracle RightNow Cx. Using the
Oracle RightNow adapter and the SOA Suite platform, customers can avoid high costs
of development, QA, maintenance and upgrades associated with developing custom
point to point integrations with other applications.

1.1 Overview

The Oracle RightNow adapter builds on the Connect Web Services API for SOAP to
provide real-time integration with the Oracle RightNow Cx Platform. The Oracle
RightNow Connect Web Services platform exposes two web service definitions
(WSDLs) to calling applications.

s Standard WSDL.This WSDL should be used by integration designers to model
integrations specific to their Oracle RightNow instance. The typed WSDL is a
strongly typed representation of the Connect Common Object Model. The strongly
typed WSDL can be accessed from the following URL with a standard HTTP GET
request.

<a target="_blank" href="http://">http://</a><host_
name>/cgi-bin/<interface>.cfg/services/soap?wsdl=typed

Because the Standard WSDL is tied to a specific Oracle RightNow Cx Instance for
an Organization, it will change if modifications or customizations are made to the
instance configuration.

»  Partner WSDL. This WSDL should be used by integration designers building
integrations that function across multiple instances of Oracle RightNow Cx. It
provides the ability to work with generic objects that can be used across multiple
instances of Oracle RightNow. The generic WSDL can be accessed from the
following URL with a standard HTTP GET request.

<a target="_blank" href="http://">http://</a><host_

name>/cgi-bin/<interface>.cfg/services/soap?wsdl=generic

Since the WSDL is static and does not change across organizations, it will not have
any customizations or modifications made to the Organization's specific
RightNow Cx instance. It is used primarily by Partners, hence the name Partner
WSDL.

The Oracle RightNow adapter enables customers to perform integration with a
specific Oracle RightNow Cx instance through the Standard WSDL However,
Partner WSDL-based integration is currently unsupported.

The Standard WSDL exposes categories of operations, including:

= Basic CRUD Operations (Create, Get, Update, Destroy Business Objects in
RightNow)

= ROQL (Query data in RightNow as Objects or tabular form)

= Analytics Operations

= Miscellaneous (Executing MarketingFlow, Sending Mailing to Contact and others)
= Batch Operation (a batch of one or more of the other operations in one operation)

The above operations, more specifically the CRUD Operations, are polymorphic in
nature. Though this might appear to simplify the integration interface by needing to
expose just four generic CRUD operations (Create, Get, Update and Destroy) across all
supported business objects in the application, it also poses challenges during the
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integration process, especially during data mapping. For more information, see
Chapter 5, "Understanding Integration with Service Components (BPEL/Mediator)"
and Chapter 6, "Developing Integrations with Oracle RightNow Adapter in Service
Bus Projects".

The following is a RightNow Standard WSDL with generic CRUD operations shown.

Example 1-1 Generic CRUD Operations in a RightNow Standard WSDL

<wsdl:operation name="Create">
<wsdl:input message="rnw_vl_2:CreateRequest"/>
<wsdl:output message="rnw_vl_2:CreateResponse"/>
<wsdl:fault message="rnw_vl_2:RequestErrorFault" name="RequestErrorFault"/>
<wsdl:fault message="rnw_vl_2:ServerErrorFault" name="ServerErrorFault"/>
<wsdl: fault message="rnw_vl_2:
UnexpectedErrorFault "name="UnexpectedErrorFault" />
</wsdl:operation>
<wsdl:operation name="Get">
<wsdl:input message="rnw_vl_2:GetRequest"/>
<wsdl:output message="rnw_vl_2:GetResponse"/>
<wsdl:fault message="rnw_vl_2:RequestErrorFault" name="RequestErrorFault"/>
<wsdl:fault message="rnw_vl_2:ServerErrorFault" name="ServerErrorFault"/>
<wsdl:fault message="rnw_vl_2:
UnexpectedErrorFault" name="UnexpectedErrorFault"/>
</wsdl:operation>
<wsdl:operation name="Get">
<wsdl:input message="rnw_vl_2:GetRequest"/>
<wsdl:output message="rnw_vl_2:GetResponse" />
<wsdl:fault message="rnw_vl_2:RequestErrorFault"
name="RequestErrorFault"/>
<wsdl:fault message="rnw_vl_2:ServerErrorFault"
name="ServerErrorFault"/>
<wsdl:fault message="rnw_vl_2:
UnexpectedErrorFault" name="UnexpectedErrorFault"/>
</wsdl:operation>
<wsdl:operation name="Update">
<wsdl:input message="rnw_vl_2:UpdateRequest"/>
<wsdl:output
message="rnw_vl_2:UpdateResponse" />
<wsdl:fault message="rnw_vl_2:RequestErrorFault" name="RequestErrorFault"/>
<wsdl:fault message="rnw_vl_2:ServerErrorFault" name="ServerErrorFault"/>
<wsdl:fault message="rnw_vl_2:UnexpectedErrorFault"
name="UnexpectedErrorFault"/>
</wsdl:operation>
<wsdl:operation name="Destroy">
<wsdl:input message="rnw_vl_2:DestroyRequest"/>
<wsdl:output message="rnw_vl_2:DestroyResponse" />
<wsdl:fault message="rnw_vl_2:RequestErrorFault" name="RequestErrorFault"/>
<wsdl:fault message="rnw_vl_2:ServerErrorFault" name="ServerErrorFault"/>
<wsdl:fault message="rnw_vl_2:
UnexpectedErrorFault" name="UnexpectedErrorFault"/>
</wsdl:operation>

RightNow Object Query Language (ROQL pronounced "Rockwell") provides a query
subsystem that enables clients of the API to perform SQL-like queries against the
Oracle RightNow Cx platform. The language evolved from Object Query Language
(OQL), a query language standard developed by the Object Data Management Group
(ODMG) for object-oriented databases modeled after SQL.
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ROQL supports querying data in two forms. QueryObject enables calling applications
to retrieve data as list of Objects. QueryCSYV enables retrieval of data in a tabular
format.

Example 1-2 ROQL Query Example to Retrieve Details of an Incident with a Specific ID
select Incident from Incident I where I.ID=102345

The Oracle RightNow adapter exposes the capabilities defined in the Standard WSDL
in a simpler graphical object-operation view hiding the complexities of the interface
from the integration modeler. In contrast to the polymorphic interface definition, the
Oracle RightNow adapter generates a strongly-typed service operation from the
design-time configuration. This significantly simplifies the data mapping exercise.

1.1.1 Prerequisites to Using the Oracle RightNow Adapter

The following are the prerequisites for you to start modeling integrations using the
Oracle RightNow adapter with either the SOA Suite or Oracle Service Bus.

In addition to these prerequisites, you must ensure that you have the correct
supported version of the SOA Suite and the Oracle Service Bus. For information on
supported versions and platforms, see the release certification matrix at
http:/fwww.oracle.com/technetwork/middleware/ias/downloads/
fusion-certification-100350.html

s Obtain the standard WSDL. For more information on the Standard WSDL, see the
Oracle RightNow Connect Web Services for SOAP Developer Guide "WSDL Retrieval”.

= Ensure you have valid RightNow Cx credentials. For more information, refer to
the section "Oracle Cloud Adapter for Service Cloud Connection Parameters", in
the Oracle RightNow Connect Web Services for SOAP Developer Guide.

= Obtain client certificates. For more information, refer to "Service Cloud Certificate
into Client/Server", in the Oracle RightNow Connect Web Services for SOAP
Developer Guide.

n  Create Permissions for the SOA or Service Bus Map Name. See Section 1.1.1.1,
"Create Permissions for the SOA Map Name" below.

1.1.1.1 Create Permissions for the SOA Map Name
To create the permissions for the SOA Map Name:

1. Log in to Fusion Middleware Control Console.
2. Expand Weblogic Domain in the left panel.

3. Right-click the domain you want to modify and select Security > System Policies
to display the page System Policies.

4. In the System Policies page, expand Search. For Type select Codebase, for Includes
enter jca and click the arrow button.

5. Select jca-binding-api.jar in the search returned result and click Edit.
6. In the Edit System Grant page, click Add.

7. Inthe Add Permission page, click Select here to enter details for a new
permission and enter the following:

= Permission Class: oracle.security.jps.service.credstore.Credential AccessPermission

= Resource Name: context=SYSTEM,mapName=SOA keyName="*
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" Permission Action: *

8. Click OK to save the new permission.

1.1.1.2 Oracle RightNow Adapter Design Overview

The following diagram provides a complete design overview of the Oracle RightNow
adapter from the runtime perspective. It shows the related one-time installation
activities, deployment activities, execution dependencies, and the relation to the
Oracle RightNow CX server.

Figure 1-1 Oracle RightNow Adapter Design Overview

- Oracle RightNow Adapter RunTime
One Time Installation Execution
Activities Deployment Dependencies Oracle RightNow Cx
Apply Bundle il Configure CSF-Key
Patch 1 to Run on Weblogic
Time Server
' v
Download Oracle Deploy your project
RightMNow Client to Enterprise
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J’ Test the composite ——» Composite
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WebLogic Server N
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Resource adapter
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Cloud Adapter
Framework invoked
EM Console Oracle RightNow
displays result from plug-ininvoked |
Oracle RightNow Cx which in turn Oracle RightNow Cx.
f fetches result —
from Oracle
/ Righthow Cx
|'\End

The Oracle RightNow adapter can have multiple adapter instances. An adapter
instance is basically a configured Oracle RightNow adapter, which can connect with
the RightNow CX Server and invoke the RightNow Cx cloud operation which you
have selected during configuration.

Each adapter instance has its own artifacts, for example, Integration WSDL and JCA
file.

Because each adapter instance points to a single RightNow Cx cloud operation, there
is a one-to-one correspondence from adapter instances to RightNow Cx cloud
operations. For the list of supported operation, see Section 3.2, "Understanding Create,
Read, Update, and Delete Operations".

The adapter instances are part of the SOA composites. Each time the adapter wizard is
run, it creates one instance of the Oracle RightNow adapter.

An Oracle RightNow adapter instance consists of a jca file, a WSDL, and a reference
element added to the composite.xml.

The Oracle RightNow adapter supports RightNow making outbound synchronous
calls from the Oracle SOA Suite.
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The Oracle RightNow adapter runtime framework uses the artifacts generated in the
above steps

The following table shows the adapter configuration wizard-generated SOA
composite adapter artifacts, together with notes. The Finish screen of the RightNow
adapter wizard also displays these artifacts once you have completed using the
RightNow adapter configuration wizard.

Table 1-1 Oracle RightNow adapter Artifacts

Artifact Notes

rightnowReference.wsdl The Oracle RightNow adapter supports Standard WSDL only.

<serviceName>_ The JCA file contains the internal implementation details used

rightnow.jca by the adapter during run-time. It contains the different
interaction and connection properties used by the adapter. The
operations describe the action that must be taken against the end
point, such as Create, Update, etc. The contents of the file are
determined by choices made during the Adapter Configuration.

1.2 Supported Versions and Platforms

For information on supported versions and platforms, see the release certification
matrix at http://www.oracle.com/technetwork/middleware/ias/downloads/
fusion-certification-100350.html

1.2.1 WSDLs Supported by Oracle RightNow Adapter

The Oracle RightNow adapter supports the Standard WSDL only. There is no support
for the Partner WSDL. The API version which the RightNow adapter supports is 1.2.

See also Section 2.2, "Obtaining the Standard WSDL".

For more information on the Standard WSDL, see "WSDL Retrieval" in the Oracle
RightNow Connect Web Services for SOAP Developer Guide, Getting Started:
Introduction to Connect to Web Services.
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Getting Started with the Right Now Adapter

This chapter explains how to get started with the Oracle RightNow adapter. For
information on running specific use cases once you have prepared the design time and
run time features of the Oracle RightNow adapter, see Chapter 9, "Oracle RightNow
Adapter Use Cases".

It provides information on quickly getting started with the Oracle RightNow adapter
and contains the following sections:

= Section 2.1, "Using Oracle RightNow Adapter Connection Parameters"
= Section 2.2, "Obtaining the Standard WSDL"
»  Section 2.2.3, "Configuring Oracle RightNow Adapter Permissions"

= Section 2.3, "Understanding the Oracle RightNow Adapter in Design Time and
Runtime"

2.1 Using Oracle RightNow Adapter Connection Parameters

This section describes the Oracle RightNow adapter connection parameters that enable
you to perform operations on business objects

The Oracle RightNow adapter requires your login credentials to enable you to begin
using the Oracle RightNow adapter configuration wizard.

The required connection parameters are:
s Username
= Password

= Authentication Key, or CSF (Credential Store Framework) Key. This is a key you
use to inject runtime credentials.The adapter uses the Credential Store Framework
to retrieve the username and password required for RightNow authentication.
This key identifies a user’s Oracle RightNow CX login credentials during design
time and has to be configured the same in the Fusion Middleware Control console
on WebLogic Server under the CSF Map name SOA (Case sensitive).

See Appendix A, "Credential Store Configuration for Managing RightNow
Credentials" for more information.

= For additional information, see Section 4.6.1, "Authenticating on the Oracle
RightNow Cx Server with Account Passwords".

2.2 Obtaining the Standard WSDL

To obtain the standard WSDL for your use with the RightNow adapter:
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1. Collect the following details from your Oracle RightNow Cx Account:
- Host
- Interface name
- Username and password

2. Open your web browser and enter the following URL to obtain the Standard
WSDL, replacing the host name and interface details as appropriate.

https://<host_name>/cgi-bin/<interface>.cfg/services/soap?wsdl

For example,

https://integration-test.rightnowdemo.com/cgi-bin/integration_
test.cfg/services/soap?wsdl

Note: Permissions for Public SOAP API must be enabled for the user
account to enable use of the Oracle RightNow Connect Web Services
for SOAP APL

Permissions for Public SOAP API enable staff members with this
profile to access the public SOAP API through account or session
authentication.

The Oracle RightNow adapter does not support Partner WSDL/Generic WSDL.
Thus, the support for the following URL is not supported.

http://integration-test.rightnowdemo.com/cgi-bin/integration_test.cfg/services
/soap?wsdl=generic

2.2.1 Importing the Oracle RightNow Application's Certificate into the Client/Server

2-2

To import the Oracle RightNow adapter certificate into the client/server:

1. Open your web browser and type the following URL, replacing the host_name
and interface details.

https://<host_name>/cgi-bin/<interface>.cfg/services/soap?wsdl=typed

An example is:

http://integration-test.rightnowdemo.com/cgi-bin/integration_
test.cfg/services/soap?wsdl=typed

Where host name is integration-test.rightnowdemo.com and the interface name

is integration_test

2. Click the lock icon.

Figure 2—1 The Lock Icon in the Browser Window for Internet Explorer Browser

integration_test.cfg/services/soapfwsd|

Figure 2-2, "Location of Lock Icon in Chrome Browser Indicated by Arrow" shows
the location of the lock icon in the Chrome Browser.
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Figure 2-2 Location of Lock Icon in Chrome Browser Indicated by Arrow

- w
EAdd custom fieldu: x EUpdateCu:tomFic x EUpdatingaConta- X E

L C' fi { httpsy/integration-test.rightnowdemo.com/cgi-biny

Figure 2-3, "Location of Lock Icon in Mozilla Firefox Browser Indicated by Arrow"
shows the location of the lock icon in the Mozilla Firefox browser.

Figure 2-3 Location of Lock Icon in Mozilla Firefox Browser Indicated by Arrow

q Mozilla Firefox : .
ile Edit View History Bookmarks Tools Help

| [) https://integration...services/soap?wsdl x | +

M https://integration-test.rightnowdemo.com/cgi-bin/integration_test.cfg/services/soap?wsd

A small window pops up. Click View certificates, at the bottom of the pop-up, as
shown in Figure 2—4, "View Certificates in Pop-up"

Figure 2—4 View Certificates in Pop-up

L_; Website Identification

WeriSign has i
integration-test.rightnowdemo.com
This connection to the server is encrypted.

Should I trust this site?

View certificates

3. After clicking on View Certificates another window pops up, providing the
details of the certificate. Open the Details tab and click on Copy to File button, as
shown in Figure 2-5, "Certificate Details Pop-up".
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Figure 2-5 Certificate Details Pop-up

“"
Certificate m

| General | Details | Certification Path |

Show: [<A||> & v]
by’
Field Value e
D\u‘ersion V3 i_—_
DSeriaI number 43 acalcldd df 5d 5ab6 54 ... :F
L Dsignah.lre algorithm shatRsA
| BSignEere hash algarithm shal
f Issuer VeriSign Class 3 Secure Server...
B\Jalid from Friday, September 20, 2013 5...
W =] valid to Thursday, September 18, 201...
=] i ihvieet * rinhtnwdemn cam_Terme n i

Edit Properties. .. Copy toFile... |

Learn more about certificate details

Gttacd

4. The Windows Certificate export wizard opens. Click the Next button and select
Base-64 encoded X.509 (.CER) option, See Figure 2-6, "The Certificate Wizard, with
Base-64 encoded X.509m(.CER) Selected".

Figure 2-6 The Certificate Wizard, with Base-64 encoded X.509m(.CER) Selected

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use;
" DER encoded binary X.509 (.CER)
{* Base-64 encoded ¥, 509 (,CER}
" Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P78)

I Include &l certificates in the cetbification path it pessible

€ Personal Information Exchange - PRES #12 (.PE2)

[~ Include all certificates im bhe certification pathif possible
= Delete the private key i the export is sticoessFol
I Export all extended propetties

" Microsaft Serialized Cetbificate Store (55T

Learn more about certificate file formats

5. Click Next and browse to the location where you want to save the certificate.
Provide an appropriate name to the certificate file and save it. For example, you
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can copy the certificate, say rightnowdemo.crt to the folder,
FMW_HOME/wlserver/server/lib

Import the downloaded certificate into your application server, and configure
your application server to request the client certificate. Re-import the certificate in
case certification expiration has occurred.

2.2.2 Importing the Oracle RightNow Application's Public Certificate into Weblogic
Server Using Keytool

You must import the Oracle RightNow application’s public certificate into Weblogic
Server using the Keytool

Before you follow the steps for importing, ensure that parameter Hostname
Verification field (under the tab SSL in the console) is set to NONE on the server side.

To import the Oracle RightNow adapter’s public certificate into WebLogic Server

Keytool:

1. Provide a suitable location on your system to save the certificate authority. Mark it
as trusted. Save it on a suitable location on your system.

2. To find the WebLogic server's trust keystore location, login to the admin console
http://url:port/console/

3. On the home page, proceed to Servers under Environment subsection.

4. Select the Admin server from the list of servers displayed.

5. Proceed to the Keystores tab.

Figure 2-7 The Keystores Tab

Settings for AdminServer

Protocols  Logging  Debug = Monitoring | Control | Deployment

General | Cluster | Services SSL | Federakion Services | Deployme

Click the £ock 8 Fdif button in the Change Center ko modify the settings on this page,

Save

Under the Keystores tab, select the Demo Trust Keystore path. This is the path
where the keystore resides.

The path is similar to {Middleware_Home} \wlserver_10.3\server\lib.

Import this certificate from the authority into WebLogic server's trust store. If
you're using windows, use the command prompt or if you're using Unix/Linux,
use your command shell and navigate to the path mentioned above.

Once at the path where the keystore resides, run the following keytool command:
keytool -import -trustcacerts -alias OracleRightNowCA -file <Filename with

location> -keystore DemoTrust.jks -storepass DemoTrustKeyStorePassPhrase

For example, assuming you keep the downloaded certificate at the location as
mentioned in Step 7 and the name of the certificate is OracleServiceCloudCA.cer,
the keytool command you use is similar to:

keytool -import -trustcacerts -alias OracleRightNowCA -file
OracleServiceCloudCA.cer -keystore DemoTrust.jks -storepass
DemoTrustKeyStorePassPhrase
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A message that the certificate was added to keystore is displayed, which confirms
your successful import of the certificate. When prompted if you can trust this
certificate, enter Yes and select Enter.

10. You can verify that the certificate was added to the keystore by listing all

certificates using the following command:

keytool -list -keystore DemoTrust.jks -storepass DemoTrustKeyStorePassPhrase

The newly imported certificate appears as part of existing certificates in the
keystore.

11. Restart the server to bring modifications made in the previous steps into effect.

2.2.3 Configuring Oracle RightNow Adapter Permissions

To configure permissions to enable you to make calls for CRUD operations and query
operations:

1.

©® N o g » 0 Db

Install Oracle RightNow CX client.

Login to Oracle RightNow CX client, See the Oracle RightNow CX User Guide.
Navigate to Staff Management, and then click Profiles

Select the Profile, the user account that must be enabled.

Click the Permissions tab.

Check Select All for Public SOAP APL

Check Account Authentication under Public SOAP APIL

Select object-specific permissions from object-specific tabs. See the next section.

2.2.3.1 Details for Object-specific Permissions

See Table 2-1, " Finding Information on Objects" for information on these permissions.
See the Oracle RightNow CX Cloud Service Server August 2014 User Guide for additional
information.

Table 2-1 Finding Information on Objects

Can be found in this location in the Oracle RightNow Cx User

Information on... Guide

Organization Permissions ~ Navigate to Core Features -->Staff

Management-->Customizing Profiles --> Organization

Permissions
Contact Permissions Navigate to Core Features --.>Staff Management
-->Customizing Profiles --.>Contact Permissions
Service Permissions Navigate to Core Features --.>Staff
Management--.>Customizing Profiles ' Service Permissions
Opportunity Tracking Navigate to Core Features--.>Staff Management --.>
Permissions Customizing Profiles--.>Opportunity Tracking Permissions

Custom Object Permissions Navigate to Core Features--.>Staff

Management--.>Customizing Profiles --.>Custom Object
Permissions
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For related permissions information, specifically, information on RightNow CX IP
Address Range and Restrictions, see the Oracle RightNow Cx Server May 2013 Release
Notes.

2.2.4 Authenticating on the Oracle RightNow Cx Server with Account Passwords

The following section provides information on authenticating on the Oracle RightNow
Cx Server with account passwords.

2.2.4.1 Oracle Cloud Connect Web Services for SOAP API Access Control

When the Oracle Cloud Connect Web Services for SOAP API receives a request, a
series of access control measures are enforced:

1.
2.
3.

The site configuration is checked to ensure the API has been enabled at a site level.
The user credentials supplied in the request are validated

The profile for the supplied account is checked to ensure the correct profile bit is
enabled. The profile is the mechanism for controlling access to administrative
functions and for assigning staff members specific permissions, default
workspaces, a default navigation set, and report access.

Note: Server-side access control is enforced on all core API calls
made by Oracle Cloud Connect Web Services for SOAP. The current
permissions map to read, edit, delete, and move check boxes on the
Profile Permissions editor in Oracle RightNow. Although server-side
access is enabled by default on new May 2013 sites and later, it is
disabled on upgraded sites before the May 2013 release. If you are an
existing Oracle RightNow customer and plan to upgrade your site to a
May 2013 or later build, contact customer care to have this
security-enhancing functionality enabled.

If you already have server-side access control enabled on your site, be
careful of changes you make to Profile permissions. If an Oracle
RightNow administrator changes the permissions on a profile for a
specific Oracle Cloud Connect Web Services for SOAP integration,
such changes might break that integration.

2.3 Understanding the Oracle RightNow Adapter in Design Time and

Runtime

This section provides an overview that enables you to access the Oracle RightNow
adapter in both design time and runtime.

The Oracle RightNow adapter has two components:

Design time. The design-time component of the Oracle RightNow adapter is the
configuration wizard. The wizard enables generation of artifacts that are needed to
invoke and consume Web services. It consists of configuration windows that create
the artifacts needed to communicate with the RightNow Cx.

The JDeveloper Design Time for the Oracle RightNow adapter provides the user
interface that facilitates creating an on-premise connector/adapter to the
RightNow Cx. It supplies the following functionalities:

- Ability to choose the RightNow Cx WSDL on which the connection is to the
RightNow Cx is to be made.
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- Validation of the RightNow Cx WSDL together with its associated CSF key.
- Browsing standard objects that are available to you in RightNow CX.
- Enabling you to select/query the RightNow CX business objects in two ways:

*  Ability to use the shuttle-based business object browser widget.

*  Ability to perform context sensitive, system-assisted ROQL queries

through your use of the ROQL editor.

The flowchart diagram below explains the complete design-time lifecycle--the
actions you perform in configuring the Oracle RightNow adapter. It shows the
Configuration Wizard for the runtime and how the Design Time relates to its SOA
context.

Figure 2-8 Oracle RightNow Adapter Design Time Flowchart

WebLogic Application Server

RightNow «— SOAPMHTTP Cloud Adapter RunTime
Framework

Oracle RightNow adapter
Design Time

SOAP/HTTP

)T Deployment - JDeveloper SOA Studio
Composite.xml EEcl HJ?:?"W
»| Configuration Wizard
¥ ﬁ:
WsDL JCA

_rightnow.jca

s The adapter also has a runtime component:

- You use the runtime part of the adapter for delivering the information
generated during design time to the service endpoint. This is where the
invocation of the Web Service occurs.

- Figure 2-9, "Oracle RightNow Adapter Runtime"shows the complete runtime
lifecycle and the activities related to performing the Oracle RightNow adapter
runtime.
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Figure 2-9 Oracle RightNow Adapter Runtime

Oracle RightNow Adapter RunTime

One Time Installation

Execution

Oracle RightNow Cx

Activities gepioyment Dependencies
Apply Bundle | | Configure CSF-Key
Paich 1 to Run [ on WebLogic
Time Server
v v
Download Oracle Deploy your project
RightMNow Client to Enterprise
Authentication Manager Console
Certificates ﬁ—
I Test the composite ——» Composite
Import these invokes the SOA
certificates to the runtime
WebLogic Server —f—l—
using Keytool utility
e | ¥
Resource adapter
invoked
Cloud Adapter
Framework invoked
EM Console Oracle RightNow
displays result from plug-in invoked
Oracle RightNow Cx which in turn
fetches result
from Oracle
RightNow Cx

—
< Oracle Righthow Cx

You can install the Oracle RightNow adapter for both new and existing customers of
Oracle SOA Suite 12.2.1.
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Performing Operations Using the RightNow Cx
Adapter

This chapter describes common configuration steps for the RightNow adapter using
JDeveloper, various operations available with the Adapter that are related to Create,
Read, Update and Delete, features available with those operations, and use of the
ROQL Query Language.

The chapter includes the following sections:

= Section 3.1, "Performing Common JDeveloper Configuration Steps"

= Section 3.2, "Understanding Create, Read, Update, and Delete Operations"
= Section 3.3, "Working with ROQL"

Many of the sections summarize the operation or option and point to other chapters
where the information is discussed in more depth.

3.1 Performing Common JDeveloper Configuration Steps

This section provides a summary of the common configuration steps for beginning a
Oracle RightNow adapter project using JDeveloper. While you can use JDeveloper to
configure a RightNow adapter and create a BPEL project, you can also configure the

adapter for use with other service engines, such as Service Bus.

This section is referenced in other chapters in this Guide.

3.1.1 Configuring an Oracle RightNow Adapter Component

To configure an Oracle RightNow adapter for use an outbound service using
JDeveloper:

1. In the File menu of JDeveloper, click New and select Application.
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Figure 3—1 Navigation

Project...

§a EPEL 2.0 Subprocess... )

&4 BPEL Process...

Q Business Rules... ]
Hﬁ Composite Test..

@ Cross Reference(<REF)...
[ Domain Value Map(DVM)... b
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Close Ctrl-F4
Close All Ctrl+Shift-F4

x Delete Application

; Event Definition..

Save A &5 Human Task...
Save As @ Maven PCOM for Project...
P savean <& Mediator...
Rename... %y Spring Context...
Import... @ WsDL Doc.umem...
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Compare With ] E.E 5L Map...
Replace With » 7
From Callery... Ctrl-N
Page Setup...
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Print Preyview...
Print Area ]
Exit Alt-F4

2. The New Gallery page is displayed. Select SOA Application from the Items list.

Figure 3-2 Create SOA Application

- ~
O NewGallery S >
Q
Categories: Items: |:| Show All Descriptions
----- Connections ication .
_____ Deployment Descriptors [?1 Application from EAR File
----- Deployment Profiles [E Application Template
----- Diagrams -
..... External Applications Custom Application
""" Java Database Application
G I Maven X :
..... Projects Extension Application
..... ML e
_____ ML Java EE Web Application
[=-Business Tier OEP Application
----- ADF Business Components e
..... Business Rules Service Bus Application ;

----- Contexts and Dependency Injecti
----- Data Controls

----- Enterprise Scheduler Metadata
..... Security

----- ToplinkIPA

[T S —

—

Help

Service Bus Application with Service Bus Project

S0A Application

Creates a SOA (service-oriented architecture) application. The application consists
of one SOA project for the SOA composite, components, and adapters.

ML Application

WebCenter Portlet Producer Application e

Ok ‘- Cancel

3. Provide a suitable name to your application.
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Figure 3-3 Name Your Application

_
Gomeson o s I

Name your application
— N Application Name:
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Project Name
)Tk Directory:
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4. Click Next and provide a suitable name to your project.

Figure 3—4 Providing a Name for Your Project

[ @ Create SOA Application - Step 2 of 3 x)

Name your project

e Project Name: |gisjSasl
¥ Application Name

T
}?{ Project Name

Dirgctory: |C:‘l,JDe\-'eIcper\mywork‘l,l\pplimﬁon\Project1

|
\w Project SOA Settings Project Features:

S0A Suite
S0A Suite is a suite of tools to model SOA(Service Oriented Architecture) applications.

Help < Back MNext > Finish Cancel

5. Click Next.
6. Select Composite with BPEL Process from Standard Composite

Performing Operations Using the RightNow Cx Adapter

3-3



Performing Common JDeveloper Configuration Steps

Figure 3-5 Configuring SOA Settings

@) Create SOA Application - Step 3 of 3

Configure SOA settings

Composite Name:

Application Name |Project1 |

T

’T\ Broject Name Start from:  (3) Standard Composite () SOA Template
| e Project SOA Settings |:| Empty Composite

1 & Composite With Human Task

I .*. Compaosite With BPEL Process

,533 Compaosite With Subprocess

0 Composite With Business Rule

%y Composite With Spring

<& Composite With Mediator

Help < Back Finish | Cancel

\ [ ] [] Customizable
I

7. Click Finish.

8. Drag and drop the RightNow adapter component from the Components in
JDeveloper to the references swimlane.

9. Click the RightNow adapter icon in the swimlane. The RightNow adapter
Welcome screen appears.
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Figure 3-6 Oracle RightNow Adapter Reference Screen

Oracle RightNow adapter Configuration Wizard - Step 1 of 4

Oracle RightNow adapter Reference .ﬁ_-;,

Welcome to the Adapter Configuration Wizard

This wizard helps you create a service using an Oracle RightMow adapter. You will be asked to specify configuration
parameters and define an operation for the service,

Enter a Reference Name.

Help < Bac [ bext> | Finish Cancel

10. On the RightNow Adapter Connection Screen, enter connection information to
connect to Oracle RightNow Cx. This includes the WSDL URL, the name of the
Authentication key, and options to run in Offline Configuration mode and to
Clear Cache. You can leave options both unchecked, as needed.

You can obtain the WSDL and the Authentication Key from your RightNow
administrator.
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Figure 3-7 Oracle RightNow Adapter Connection Screen

Oracle RightNow adapter Configuration Wizard - Step 2 of 4

Oracle RightNow Server Connection e -&

A Oracle RightMow Cloud Server connection is required to access the operations and business objects available.

WSDL URL: [file:/home /rmmay /ideveloper/mywork/Applications, Project1 /S OA /WSDLs /RightNow_soap_wsdl_ty| &)

Authentication Key: |c5|: [v] + 7 K

["] offline Configuration

[] Clear Cache

Test Connection

Help =< Back Mext = Einish Cancel

11. You are provided with an option to test the connection in the initial screen itself to
validate the credentials. To do, select the Test option.

Figure 3-8 Test Connection

Test Connection

Success!

12. Next, the RightNow adapter configuration wizard displays additional information
for you to select:

= The operation you want to perform.
= The objects against which you perform operations.
= Any operation-specific configurations.

At this point, you can indicate to either perform single CRUD operations or
perform operations in a batch:

= Configure Cloud Operation - This option is for working with a single
operation.
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s Configure Multiple Operations in a Batch - Select this operation enables to
work with multiple operations. This becomes unselected when you choose
Configure Cloud Operation option.

See the Operation Configuration screen, where you do the large part of your
work related to selecting operations.

Figure 3-9 Oracle RightNow Adapter Operation Configuration Screen

Oracle RightNow adapter Configuration Wizard - Step 3 of 4
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@ DummyCustom Object
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Help <Back | Hero | Einish Cancel

3.2 Understanding Create, Read, Update, and Delete Operations

The operations available with the Oracle RightNow Adapter include basic Create,
Read, Update and Delete, or CRUD operations.

The CRUD operations enable the creation, reading, updating and deleting of objects
contained in the Oracle RightNow Cx system.

All CRUD operations behave in a polymorphic manner as defined in the Polymorphic
Behavior section. Therefore, any CRUD operation can accept as input parameters 1 to
N heterogeneous primary objects, which means a mix of object types can be supplied
to any CRUD operation in a single request.

For example, a Contact, Incident and Organization object can be supplied to a single
invocation of the Create method.

There is a hard limit of 1000 objects that may be supplied in a single CRUD request —
however, due to operational constraints, supplying the maximum objects might result
in an error.

The return value of Create and Get (Read) is a list containing 1 to N RNObjects. The
size of the list will match the size of the list provided in the operation request. The
Update and Destroy methods do not return a value upon success. If a CRUD operation
fails, a SOAP fault is returned to the client.
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However, the Create operation returns the ID of the created business object if you
have disabled suppressResponse but the Get operation returns the entire business
object.

When a client of Oracle Cloud Connect Web Services for SOAP invokes a Create
operation, an object or list of objects will be returned. If you require the rest of the data
associated with the object, a Get operation must be performed.

The Create operation can be performed directly on all primary objects.

When a client of the Oracle Cloud Connect Web Services invokes a Get operation, an
object or list of objects is returned.

The Destroy operation destroys primary objects and sub-objects.

3.2.1 Supported Features

The following sections discuss the list of features supported by Oracle RightNow
adapter.

s Section 3.2.1.1, "Using CRUD Operations"

= Section 3.2.1.2, "Using the Batching Feature"
s Section 3.2.1.3, "Chaining"

= Section 3.2.1.4, "Using Chaining"

3.2.1.1 Using CRUD Operations

The Oracle RightNow adapter supports CRUD, or Create, Read, Update, and Destroy
Operations. The basic operations supported include the following:

= Section 3.2.1.1.1, "Creating One or Multiple Business Objects"

s Section 3.2.1.1.2, "Retrieving Data from One or Multiple Objects"
= Section 3.2.1.1.3, "Updating One or Multiple Business Objects"

= Section 3.2.1.1.4, "Deleting one or Multiple Business Objects"

3.2.1.1.1 Creating One or Multiple Business Objects

You create one or multiple business objects (standard or custom) on RightNow Cx
using the Oracle RightNow adapter. For example, you create Organization, Contact
and Incident objects all as part of a single request or as three independent requests.

In the following screenshot taken from the Oracle RightNow adapter Operation
Configuration screen, Organization, Contact and Incident objects are all created as
part of one request.
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Figure 3-10 Creating Organization, Contact, and Incident Objects in One Request
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In the following screenshot, one object, an Organization object is created.

Figure 3—11 Creating One Object

Oracle RightNow adapter Configuration Wizard - Step 3 of 4
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3.2.1.1.2 Retrieving Data from One or Multiple Objects

You can retrieve data either from one or multiple objects available on the RightNow
CX cloud platform using the Oracle RightNow adapter. For example, you can use the
Oracle RightNow adapter to retrieve data just related to just organizations or the
information could be a combination of organizations, contacts and incidents in one
request.

In the following screenshot, you retrieve data from just Organization, by specifying
the Get operation in Oracle RightNow adapter Cloud Operation Configuration screen
and selecting the Organization object.

1. Choose the Get operation from the list of Cloud Operations.

2. Use the arrow to move the Organization object from the Available list to the
Selected list.

3. Click Next.

Figure 3-12 Retrieving Data from One Object

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ Configure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud AP CRUD™|  Api Version:
Cloud Operation: WSDL Operation: |CEt

Business Objects

Available: Qe filter Selected: &
EJ CE B organization

@ GECustomServiceReq
El Incident
@JessicaTest

= Mailbox

E MarketingMailbox
@ My CantactBEO

[E MyIncidenteo

= nCoTestco

@ MewCustomEBoject
El Opportunity

@ Product_Registration
El PurchasedProduct
@ PurchasedProduct
{=="

8 A& 8w

Help < Back Hext = Einish Cancel

In the following screenshot, you use the Oracle RightNow adapter Cloud Operation
Configuration screen to obtain data from multiple objects using one Get request and
by selecting Organization, Contact and Incident.
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Figure 3-13 Retrieving Multiple Objects

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ Configure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud API: CRUD ™ Api Version: 12
Cloud Operation: WSDL Dperation: |CEt

Eusiness Objects

Available: Qg filter Selected: A W

Custom E Organization
@ CustomRightMow El Contact
= pemo
@ DemoTest
@ DummyCustom Object
= cE
@ GECustomServiceReq
@Jessicﬂest
= Mailbox
El MarketingMailbox
@ MyContactBO
= MyIncidento
= nCoTestco
@ MewCustomBoject

Flmrnt it

8 & 8 v

Help < Back Mext = Einish Cancel

3.2.1.1.3 Updating One or Multiple Business Objects

Use the Update operation to update any primary object and associated sub-objects. You
can update one or multiple business objects (standard or custom) on the RightNow CX
cloud platform using the Oracle RightNow adapter. For example, you can update
Organization, Contact and Incident objects as part of a single request or as three
independent requests.

The following screenshot shows the Organization, Contact and Incident objects
updated as part of a single Update request on the Oracle RightNow adapter Cloud
Operation Configuration screen.

To perform an Update operation:

1. Select Update from the list of Cloud Operations.

2. Select one or more Business Objects from the Available list.
3. Use the arrows to move it to the Selected list.
4

Click Next.
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Figure 3-14 Updating Multiple Objects with One Request

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ LConfigure cloud operation O Configure multiple operations in a Batch

General Properties

Cloud API: CRUD ™ Api Version: 12
Cloud Operation: WSDL Operation: |Update

Eusiness Objects

Available: Qe filter Selected: A W

Custom El Organization
@ CustomRightMow El Contact
& beno
@ DemoTest
@ DummyCustomObject
= ce
@ GECustomServiceReq
@JessicaTest
= Mailbox
@ MarketingMailbox
@ MyCantactBO
E MylncidentBo
=) nCoTestco
@ MewCustomEBoject

Clmrme it Lt

RIA ¥ v

Help < Back | Mext > | Einish Cancel

The following screenshot shows Updating one object as part of a series of updates to
three objects. In this example, the Organization object is updated.
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Figure 3—15 Updating a Single Business Object

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ Configure cloud operation O Configure multiple operations in a Batch

General Properties

Cloud AP CRUD ™ ApiVersion:
Cloud Operation: WSDL Operation: |Update

Eusiness Ohjects
Available: Qe filter Selected: &

IE Country E Organization
@ Custom

@ CustomRightNow

@ Demo

@ DemaoTest

@ DummyCustom Object
= cE

@ GECustomServiceReq
El Incident

@ JessicaTest

= Mailbox

E MarketingMailbox
@ My ContactEQ

= MyIncidenteo
5 meoTactrn

8 &8 v

Help < Back Mext = Einish Cancel

3.2.1.1.4 Deleting one or Multiple Business Objects

You can delete one or multiple business objects (standard or custom) on the RightNow
Cx cloud platform using the Oracle RightNow adapter. For example, you can delete
Organization, Contact and Incident objects all as part of a single request or as three
independent requests.

In the following screenshot, you use the Oracle RightNow adapter Cloud Operation
Configuration screen to delete Organization, Contact and Incident objects.

To delete multiple business objects:
1. Choose the Destroy operation from the list of Cloud Operations.

2. Use the arrow to move the Organization, Contact and Incident objects from the
Available list to the Selected list.

3. Click Next.
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Figure 3-16 Deleting Multiple Objects

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ LConfigure cloud operation

Ceneral Properties

Cloud API: CRUD ™
Cloud Operation:

Eusiness Ohjects

Available: Q-

O Configure multiple operations in a Batch

ApiVersion: 12

WSDL Operation: |Destrov

filter

o =wete
@ CustomRightMow

@ Demo

@ DemaoTest

@ DummyCustom Object
Ege

@ GECustomServiceReq
@JessicaTest

El mailbox

El MarketingMailbox
@ MyContactEO

=) MyincidentkO

[E ncoTestco

@ MewCustomEBoject
E Opportunity

Selected:

@ Organization
El Contact
B Incident

8 & 8 v

Help

= Back Mext =

Einish Cancel

In the following screenshot, you use the Oracle RightNow adapter Cloud Operation

Configurations screen to delete one business object.

Figure 3—-17 Deleting One Business Object

Oracle RightNow Cloud Operation Configuration

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

@ LConfigure cloud operation

General Properties

Cloud API: CRUD = ApiVersion:

() Configure multipl

e operations in a Batch

Cloud Operation: WSDL Operation: |D95U’°\"

Eusiness Ohjects

Available: Q-

filter

e
@ CustomRightMow

@ Demo

@ DemaoTest

@ DummyCustom Object
Ep cE

@ GECustomServiceReq
@JessicaTest

= Mailbox

El MarketingMailbox

@ MyCantactBO

= Myincidentto

=) NCOTestco

@ MewCustomBoject

@ Opportunity

Selected:

El Orgahization

E Contact

B Incident

8 & 8w

Help

=< Back Mext >

Einish Cancel
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3.2.1.2 Using the Batching Feature

Batching is a unique feature of the Oracle RightNow adapter that enables one or more
heterogeneous operations to be sent to RightNow Cx server through a single
operation. This feature enables the integration developer to update an existing
organization, create a contact for an existing organization, delete a note for an existing
incident, or create a new incident. Using batching, all these instructions can be
consolidated and sent to Oracle RightNow Cx server as a single operation The Oracle
RightNow adapter extends this capability by providing the necessary tooling to
configure batch operations and batching options.

The adapter also provides an integration-friendly interface for batch operations and
processing options. You can select the Configure batch operation option from the
Oracle RightNow adapter configuration wizard to configure this option.

Other features of batching include:

= Each operation in a batch has separate processing options. The adapter
configuration wizard provides a graphical and intuitive way for users to configure
the processing options.

= Operations within a batch are normally executed in a single transaction, but these
operations can be grouped into different units of work using the commitAfter

property.
3.2.1.21 Oracle RightNow Adapter User Interface Support for Batching

Batching is a unique feature of the Oracle RightNow adapter that allows one or more
operations to be sent to Oracle RightNow Cx through a single operation.

The Oracle RightNow adapter extends batching capability by providing the necessary
tooling to configure batch operations and batching options. It also provides an
integration-friendly interface for batch operations and processing options.

The following section describes how you can use the adapter configuration wizard to
model the Oracle RightNow adapter for batch operations:

1. Ina SOA project or a service bus project, drag and drop the Oracle RightNow
adapter from Components to the composite swim lane. Provide a valid reference
name. See Figure 3-18, "Oracle RightNow Adapter Configuration Wizard
Reference Screen”
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Figure 3-18 Oracle RightNow Adapter Configuration Wizard Reference Screen

Oracle RightNow adapter Configuration Wizard - Step 1 of 4

Oracle RightNow adapter Reference

Welcome to the Adapter Configuration Wizard

This wizard helps you create a service using an Oracle RightMow adapter. You will be asked to specify configuration
parameters and define an operation for the service.

Enter a Reference Name.

WEL R ghthowReference

Help

[[=-]

Mext = | FEinish Cancel

2. Provide connection details.
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Figure 3-19 Oracle RightNow Adapter Configuration Wizard Connection Screen

Oracle RightNow adapter Configuration Wizard - Step 2 of 4

Oracle RightNow Server Connection ; . #-.

A Oracle RightMow Cloud Server connection is required to access the operations and business objects available.

WSDL URL: |e/rmmay /ideveloper/mywork/Application8/Project 1/SOA /WSDLs/ Righth ow_soap_wsd|_typed.wsdi|

Authentication Key: |c5|: [v] 4 / ®

[] offline Configuration

[] Clear Cache

Test Connection

Success!

Help < Back | Mext = | Einish Cancel

3. Inthe Cloud Operation Configuration page, select the option to configure a batch
operation.
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Figure 3-20 RightNow Adapter Configuration Wizard Operation Page with Batch
Selected

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration
O LConfigure cloud operation @|Configure multiple operations in a Batch|
Operations @& v R
WSDL Operation Cloud Operation Eusiness Objects Commit
Help < Back | Hewtes | Einish Cancel

4. Selecting this option enables you to configure multiple operations in a batch. Select
the Add operation icon, the plus sign. The adapter displays the Add an Operation
dialog.

5. You can then select and add an operation in the batch operation.
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Figure 3-21 RightNow Adapter Configuration Wizard Batch Add Operation Dialog

D Oracle RightNow adapter Configuration Wizard - Step 3 of 4 E]

Oracle RightNow Cloud Operation Configuration

O LConfigure cloud operation @ Configure multiple operations in a Batch

Operat Add Operation

WSDL Oy Properties mit
Select a Cloud Operation and it's primary business objects and specify a unique WSDL Message name
Cloud APK: CRUD™|  Apiversion:

Cloud Operation: WSDL Message: |CI’EﬂIE

Eusiness Objects

Available: Qe filter Selected: & P
E Account

@ AnalyticsReport

El Answer

@ ChannelType

El Caontact

@ Contact_CustomObj
El Country

@ Custom

@ CustomRightNow
@ Demo

=) DemoTest |
@ DummyCustom Object
= cE

Helg [=h cErustamserviceRen

& & 8B e

Help | 2 | Cancel

6. Once added, the operations appear listed with the appropriate business object.
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Figure 3-22 RightNow Adapter Configuration Wizard Operation Options

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration
O LConfigure cloud operation @ Configure multiple operations in a Batch
Operations P W / ®
WSDL Operation Cloud Operation Business Objects Commit
Create Create Account false
Help = Back Mext = FEinish Cancel

Each operation in a batch process has separate processing options that can be
specified in the Properties tab. For example, the Add Operation has three

properties you can specify: Suppress External Events, Suppress Rules, and
Commit After.

Figure 3-23 Add Operation Dialog

General

Oracle RightMow Cloud Service Processing Options
|:| Suppress External Events

["]Suppress Rules

[ Commit After

Help [o];8 | Cancel
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8. Select Next to complete the adapter wizard. The confirmation dialog will display
the generated artifacts.

Operations within a batch are normally executed in a single transaction; however,
these operations can be grouped into separate units of work using the commitAfter

property.

3.2.1.2.2 Batch Process WSDL

The following examples represent different parts of a sample WSDL from a batch
process. The first example shows the PortType and Operation defined within the
integration WSDL for the Batch operation:

Example 3-1 PortType and Operation

<wsdl:portType name="rightnowReferencePortType">
<wsdl:operation name="Batch">
<cloud:CloudOperation xmlns:cloud="http://xml.oracle.com/types"
targetOperation="Batch"/>
<wsdl:input message="ns0:BatchRequestMessage"/>
<wsdl:output message="ns0:BatchResponseMessage"/>
<wsdl:fault name="ServerErrorFault"
message="ns0:ServerErrorFault"/>
<wsdl:fault name="RequestErrorFault"
message="ns0:RequestErrorFault"/>
<wsdl:fault name="UnexpectedErrorFault"
message="ns0:UnexpectedErrorFault" />
</wsdl:operation>
</wsdl:portType>

The second example shows the input message type defined in the Integration WSDL
Batch operation.

Example 3-2 Input Message Type Defined in Integration WSDL Batch Operation:

<xs:element name="Batch" type="ns2:BatchRequestType"/>
<xs:complexType name="BatchRequestType">
<XS:sequence>
<xs:element name="Create"
type="ns2:CreateRequestType" />
<xs:element name="Update"
type="ns2:UpdateRequestType" />
<xs:element name="Get"
type="ns2:GetRequestType" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="CreateRequestType">
<Xs:sequence>
<xs:element maxOccurs="unbounded" minOccurs="0" type="ns7:Account"
name="Account"/>
</xs:sequence>
</xs:complexType>

The next example shows the output message type defined in the integration WSDL
Batch operation.

Example 3-3 Output Message Type Defined in Integration WSDL Batch Operation:

<xs:element name="BatchResponse" type="ns2:BatchResponseType"/>
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<xs:complexType name="BatchResponseType">
<XSs:sequence>
<xs:element name="Create" type="ns2:CreateResponseType"/>
<xs:element name="Update" type="ns2:UpdateResponseType"/>
<xs:element name="Get" type="ns2:GetResponseType"/>
</Xs:sequence>
</xs:complexType>

<xs:complexType name="CreateResponseType">
<Xs:sequence>
<xs:element maxOccurs="unbounded" minOccurs="0"
type="ns7:Account" name="Account"/>
<xs:element name="RequestErrorFault" maxOccurs="1"
minOccurs="0"
type="ns9:RequestErrorFaultType" />
<xs:element name="UnexpectedErrorFault"
maxOccurs="1" minOccurs="0"
type="ns9:UnexpectedErrorFaul tType" />
<xs:element name="ServerErrorFault"
maxOccurs="1" minOccurs="0"
type="ns9:ServerErrorFaultType" />
</xs:sequence>
</xs:complexType>

3.2.1.3 Chaining

Chaining is an Oracle RightNow adapter feature that you can use to correlate multiple
operations within a single batch request. Specifically, you use Chaining together with
batching to execute related operations. For operations to be chained together, the
source and target operations of a chain must be in the same unit of work.

For example, the following request has three operations which are all part of the same
sample batch request.

1. Create a Contact.

2. Create Incident (the primary Contact for this Incident is the one you created in
the first step.)

3. Get the Incident (you must return the Incident just created.)

Using the attributes highlighted in the example in Section 3—4, "XML for Chaining",
provide a look at how this is accomplished in code.

Example 3-4 XML for Chaining

<Batch
xmlns="http://xmlns.oracle.com/pcbpel/adapter/
rightnow/RNDemo01/RNBatchDemo0l/rightnowReference"

xmlns:rna_vl_2="urn:metadata.ws.rightnow.com/v1_2"

xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:rnm_vl_2="urn:messages.ws.rightnow.com/v1_2"
xmlns:rnn_vl_2="urn:nullfields.ws.rightnow.com/v1_2"
xmlns:rnf_vl_2="urn:faults.ws.rightnow.com/v1_2"

xmlns:nsl="urn:base.ws.rightnow.com/vl_2"
xmlns:rno_vl_2="urn:objects.ws.rightnow.com/v1l_2"

xmlns:plnk="http://docs.ocasis-open.org/wsbpel/2.0/plnktype"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"

xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:rng_vl_2="urn:generic.ws.rightnow.com/v1_2"

xmlns:rnw_vl_2="urn:wsdl.ws.rightnow.com/vl_2"
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xmlns:tns="http://xmlns.oracle.com/pcbpel/adapter/
rightnow/RNDemo01l/RNBatchDemoOl/rightnowReference"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<tns:CreateContact>
<tns:Contact>
<nsl:ID xsi:type="nsl:ChainSourceID"
variableName="MyContact" />
<rno_vl_2:Name>
<rno_vl_2:First>John</rno_vl_2:First>
<rno_vl_2:Last>Doe</rno_vl_2:Last>
</rno_vl_2:Name>
</tns:Contact>
</tns:CreateContact>
<tns:CreateIncident>
<tns:Incident>
<nsl:ID xsi:type="nsl:ChainSourceID"
variableName="MyIncident" />
<rno_vl_2:PrimaryContact>
<rno_vl_2:Contact>
<nsl:ID xsi:type="nsl:ChainDestinationID"
variableName="MyContact" />
</rno_vl_2:Contact>
</rno_vl_2:PrimaryContact>
<rno_vl_2:Subject>This is a test subject.
</rno_vl_2:Subject>
</tns:Incident>
</tns:CreateIncident>
<tns:GetIncident>
<tns:Incident>
<nsl:ID xsi:type="nsl:ChainDestinationID"
variableName="MyIncident" />
</tns:Incident>
</tns:GetIncident>
</Batch>

There are request and response payloads associated with Section 3-5, "Integration
Request Payload" provides an example of an integration request payload.

Example 3-5 Integration Request Payload

<Batch
xmlns="http://xmlns.oracle.com/pcbpel/adapter/
rightnow/RNDemo01/RNBatchDemo0l/rightnowReference"
xmlns:rna_vl_2="urn:metadata.ws.rightnow.com/v1l_2"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:rnm_vl_2="urn:messages.ws.rightnow.com/v1_2"
xmlns:rnn_vl_2="urn:nullfields.ws.rightnow.com/v1_2"
xmlns:rnf_vl_2="urn:faults.ws.rightnow.com/v1_2"
xmlns:nsl="urn:base.ws.rightnow.com/v1_2"
xmlns:rno_vl_2="urn:objects.ws.rightnow.com/v1l_2"
xmlns:plnk="http://docs.ocasis-open.org/wsbpel/2.0/plnktype"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:rng_vl_2="urn:generic.ws.rightnow.com/v1_2" xmlns:rnw_vl_
2="urn:wsdl.ws.rightnow.com/v1_2"
xmlns:tns="http://xmlns.oracle.com/pcbpel/
adapter/rightnow/RNDemo01/RNBatchDemo0l/rightnowReference"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<tns:CreateContact>
<tns:Contact>
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<nsl:ID xsi:type="nsl:ChainSourceID" variableName="MyContact" />
<rno_vl_2:Name>
<rno_vl_2:First>John</rno_vl_2:First>
<rno_vl_2:Last>Doe</rno_vl_2:Last>
</rno_vl_2:Name>
</tns:Contact>
</tns:CreateContact>
<tns:CreateIncident>
<tns:Incident>
<nsl:ID xsi:type="nsl:ChainSourceID"
variableName="MyIncident" />
<rno_vl_2:PrimaryContact>
<rno_vl_2:Contact>
<nsl:ID xsi:type="nsl:ChainDestinationID"
variableName="MyContact" />
</rno_vl_2:Contact>
</rno_vl_2:PrimaryContact>
<rno_vl_2:Subject>This is a test
subject.</rno_vl_2:Subject>
</tns:Incident>
</tns:CreateIncident>
<tns:GetIncident>
<tns:Incident>
<nsl:ID xsi:type="nsl:ChainDestinationID"
variableName="MyIncident" />
</tns:Incident>
</tns:GetIncident>
</Batch>

The response payload is shown in Example 3-6, "Integration Response Payload":
Example 3-6 Integration Response Payload

<itns:BatchResponse xmlns:n0=
"urn:messages.ws.rightnow.com/v1_2"
xmlns:n2="urn:base.ws.rightnow.com/v1l_2"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:nl="urn:objects.ws.rightnow.com/vl_2"
xmlns:itns="urn:oracle.cloud.adapter.rightnow/1214">
<itns:Create>

<itns:Contact>
<n2:ID id="1903" />
</itns:Contact>
</itns:Create>
<itns:Create>

<itns:Incident>
<n2:ID id="455" />
</itns:Incident>
</itns:Create>
<itns:Get>

<itns:Incident>
<n2:ID id="455" />
<n2:LookupName>140623-000003</n2 : LookupName>
<n2:CreatedTime>2014-06-23T14:44:03.000Z</n2:CreatedTime>
<n2:UpdatedTime>2014-06-23T14:44:03.000Z</n2:UpdatedTime>
<nl:CreatedByAccount>
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<n2:ID id="2" />
</nl:CreatedByAccount>
<nl:InitialResponseDueTime>2014-06-24T00:00:00.000Z
</nl:InitialResponseDueTime>
<nl:Interface>

<n2:ID id="1" />
</nl:Interface>
<nl:Language>

<n2:ID id="1" />
</nl:Language>
<nl:PrimaryContact>

<nl:Contact>

<n2:ID id="1903" />

</nl:Contact>
</nl:PrimaryContact>
<nl:Queue>

<n2:ID id="2" />
</nl:Queue>

<nl:ReferenceNumber>140623-000003</nl:ReferenceNumber>

<nl:Source>
<n2:ID id="6006" />
<n2:Parents xsi:type="n2:NamedReadOnlyID">
<n2:ID id="32007" />
</n2:Parents>
</nl:Source>
<nl:StatusWithType>
<nl:Status>
<n2:ID id="1" />
</nl:Status>
<nl:StatusType>
<n2:ID id="1" />
</nl:StatusType>
</nl:StatusWithType>
<nl:Subject>This is a test subject.</nl:Subject>

</itns:Incident>
</itns:Get>

</itns:BatchResponse>

3.2.1.4 Using Chaining

Chaining is always used together with batching and does not require any extra step in
the Oracle RightNow adapter batch configuration wizard.

However, to use Chaining, you must link the right chain source and destination in the
adapter request, as illustrated in the sample request above.

The following steps illustrate how you can achieve Chaining during transformation
with the Oracle XSLT mapper.

1.

In the Oracle XSLT mapper, load the Oracle RightNow adapter
Reference /business Service request type as the target type.

When creating a Contact Object which must be chained to a different Object
example, Incident), substitute the Contact ID with the extension ChainSourceID.
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Figure 3-24 Choosing a Substitute Element or Type in the XSLT Mapper
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3. Expand the Contact object.
4. Right-click the ID element and select Substitute Element or Type from the popup.

5. The opens the Substitute Element or Type dialog. In the dialog, select
ChainSourceID.

Figure 3-25 Substitute Element or Type Dialog

ﬁ Substitute Element or Type @

-fE] Substitute a type derived from ‘ns1:1D

Select global type derived from 'nsl: D"

nsl:ChainDestinationlD

Help Ok Cancel

This substitution extends the Contact ID type.
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Figure 3-26 Contact ID Type Expanded
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Set the variableName property with a unique string (for example: MyContact) that
uniquely identifies this chain head.

6. During the Create Incident operation, set the following: in the PrimaryContact
field of Incident, set the ChainDestinationID so the Incident is created for the
Contact as they are Chained.

In other words, ChainDestinationID of MyContact is set on the PrimaryContact
field.

<rno_vl_2:PrimaryContact>
<rno_vl_2:Contact>
<nsl:ID xsi:type="nsl:ChainDestinationID"
variableName="{string ('MyContact' )}"/>
</rno_vl_2:Contact>
</rno_vl_2:PrimaryContact>

7. Similarly, to create Incident and subsequently perform a Get on this incident,
substitute the Incident ID with the chainSourceID. Set the variableName
property with a unique string (example: MyIncident).

8. Next, in the Get operation, substitute the Incident ID with the extension
ChainDestinationID and set the variableName property to the variable name of
the chainSourceID (that is, Mylncident).

9. Map other types as appropriate.

3.2.2 Supported Processing Options

Use processing options to enable and disable certain aspects of server-side processing
when performing a a RightNow cloud operation. Processing options are created and
supplied to the various WSDL operations that use processing options. Following is a
list of all supported processing options, along with their usage and default values. This
section includes the following subsections:

s Section 3.2.2.1, "CreateProcessingOptions"

= Section 3.2.1.2, "Using the Batching Feature"
= Section 3.2.1.3, "Chaining"

= Section 3.2.1.4, "Using Chaining"

3.2.2.1 CreateProcessingOptions

You can use CreateProcessingOptions together with the Create operation, by
specifying them on the Create Properties Tab. CreateProcessingOptions contain
properties listed in Table 3-1, " CreateProcessing Options".
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Table 3—-1 CreateProcessing Options

Field Description

SuppressExternal Events Used to indicate that external events should not run after the
Create operation completes. The default value is language
specific, refer to your documentation and generated client code
for more information on the default value.

SuppressResponse RightNow adapter-specific option. This property, which takes
boolean values, indicates if an ID must be returned for a Create
operation.

SuppressRules Used to indicate that business rules should not run after the

Create operation completes. Refer to your documentation and
generated client code for more information on the default value

3.2.2.2 DestroyProcessingOptions

You can use DestroyProcessiongOptions together with the Delete operation, by
specifying them on the Delete Operation Properties tab. DestroyProcessingOptions
contain the following properties.

Table 3-2 Destroy Processing Options

Field Description

SuppressExternalEvents Used to indicate that external events should not run after the
Destroy operation completes. Refer to your documentation and
generated client code for more information on the default value.

SuppressRules Used to indicate that business rules should not run after the
Destroy operation completes. Refer to your documentation and
generated client code for more information on the default value

3.2.2.3 GetProcessingOptions

You can use GetProcessiongOptions together with the Get operation by specifying
them on the Get Operation Properties Tab. GetProcessingOptions contain the
following properties.

Table 3-3 GetProcessing Options

Field Description

FetchAllNames Signals to the server that all NamedID types should include both
the Name and the ID for that field. Note the use of this if very
inefficient and should only be used when all Name and ID fields
are required. If all Name and ID fields are not require, this
option should not be used, for more information, see the Get
operation

3.2.2.4 UpdateProcessingOptions

You can use UpdateProcessingOptions together with the Update operation by
specifying them on the Update Operation Properties Tab. UpdateProcessingOptions
contain the following properties:

3-28 Oracle RightNow Adapter User's Guide



Working with ROQL

Table 3—-4 UpdateProcessingOptions

Field Description

SuppressExternal Events Used to indicate that external events should not run after the
Update operation completes. The default value is language
specific, refer to your language documentation and generated
client code for more information on the default value.

SuppressRules Used to indicate that business rules should not run after the
Update operation completes. The default value is language
specific, refer to your language documentation and generated
client code for more information on the default value.

3.3 Working with ROQL

The ROQL facility enables you to make queries against the RightNow Cx database.
This section includes the following information:

s Section 3.3.1, "Using ROQL"

3.3.1 Using ROQL

If you select the ROQL operation category, a query editor opens. Type the ROQL
statement depending on the operation you selected.

ROQL enables you to search your organization's RightNow Cx data for specific
information.

This chapter will not be focusing on discussing ROQL at length. Refer to Oracle Service
Cloud Connect Web Services for SOAP.

3.3.1.1 ROQL Query Statement

The ROQL Query statement queries data from Oracle RightNow Cx. The Query
statement text box consists of ROQL statements according to Oracle RightNow CX.

Refer to the section ROQL Operations for more information on the query operation.
For detailed information on ROQL, see the Oracle RightNow Connect Web Services for
SOAP Developer’s Guide and navigate to the ROQL section. See Figure 3-27, "Sample
ROQL Query" for an example.
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Figure 3-27 Sample ROQL Query

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration . #-._

@ LConfigure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud AP!: rROGQL™ Api Version:
Cloud Operation: [QueryOhjects ™|  WSDL Operation: |QueryObjes

Query Statement

select contact from contact where contact.name.first = 'chirs' and B
contact Address.Address = 'CA'

Help < Back | Mext = | Finish Cancel

3.3.2 ROQL Query Statement

Use the ROQL Query statement to query data from RightNow Cx. The Query
statement text box consists of ROQL statements according to RightNow Cx. Refer to
the section in ROQL Operations for additional information on query operation. For
detailed information on ROQL, see the Oracle RightNow Connect Web Services for SOAP
Developer’s Guide and navigate to the ROQL section.

3.3.3 Running the Query Test Tool
The Query Test tool helps to run and test the query. When you click the Test icon, a test
dialogue box appears.

The Query Test dialogue that appears contains the following areas:

= Query Statement and Results. The Query Statement text box is for the query
itself and the Results box shows the result of the query executed. If the query has
one or more bind parameters in it, one or more input boxes will appear to provide
values for these

s Refresh Bind Parameters. Use this button to refresh the Bind Parameters box, if
you have made any change in the number of bind parameters in the query
statement.

= Execute Query. Use this button to execute the query.

= Results from query. After the successful execution of Execute Query, the text area
is filled with results from RightNow Cx.

See Figure 3-28, "Query Test Screen, with Specific Areas Highlighted", which
highlights the areas of the screen.
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Figure 3-28 Query Test Screen, with Specific Areas Highlighted

Enter awvalue for each bind parameter and then execute query. After testing, if you've modified the Query
Statement, you may hit Save to retain the new statement. Otherwise, hit Done.

fLuery Statement:

| SELECT Contact FROM Contact WHERE Contact.Mame.First = &contact_name AND Contact Address. City=
&contact_address

W=

fMind Parameters: @

contact_name \-’alue:h

contact_address Value: Ca

9

ﬁ; Jts from QueryObjects: -
<n0: bjectsResult xmlns:nl="urn:objects.ws.rightnow.com/v1_2" xmlns:nd="urn:messages.ws.rightnow.
<ni:

Ohbjects xsitype="nl:Contact">

<n2:D id="752"/>
<n2:LoockupMame>Chris Omland</n2:LockupMame>
<n2:CreatedTime>2014-03-25T12:26:32.000Z</n2:CreatedTime>
<n2:UpdatedTime=>2014-03-25T12:26:32.000Z < /n2:UpdatedTimes
<nl:CRMModules>

<nl:Marketing>true </nl:Marketing>

<nl:Sales>true</nl:Sales>

\ =nl:Service>true</nl:Service>

RAE T - I
<nl:Disabled>false</nl:Disableds
<nl:MName>

=nl:First=Chris</nl:First>

<nl:Last>0mland</nlLast>
</nl:Mame>
<nl:Source>

<n2:D id="600&"/>

en?Parants veittuna="nZ MamadReadOnlvilt =

Result Object Count: |16

Help QK Cone

3.3.4 Using the ROQL Query Builder
This section discusses how to use the ROQL query builder. The ROQL query builder

addresses several areas that are often problematic for the integration developer.

This approach helps you in writing complex, error-free queries with greater ease. To
accomplish writing such queries, the ROQL Query Builder provides the following
features, described in these subsections:

= Section 3.3.4.1, "Simplifying the Discovery of Standard and Custom Business
Objects"

= Section 3.3.4.2, "Suggesting Query Constructs Based on the Context"
= Section 3.3.4.3, "Providing Auto-Completion"

»  Section 3.3.4.4, "Providing Alias Support to Improve Readability"

= Section 3.3.4.5, "Using ROQL to Suggest Relationships"

»  Section 3.3.4.6, "Using the Query Builder to Obtain Inline and Semantic Validation'

3.3.4.1 Simplifying the Discovery of Standard and Custom Business Objects

The ROQL Query Builder identifies for you potential standard and custom objects that

you can use in constructing the queries. To see an example of this feature:
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1. Select ROQL as the Cloud API option on the Operation Configuration page.

2. Enter Select in the ROQL Editor Text area and enter Ctrl+Space. The Query
Builder displays a list of standard and custom objects available on Oracle
RightNow Cx as shown in Figure 3-29, "Displaying a List of Standard and Custom
Objects Available on Oracle RightNow Cx".

Note: If the custom objects you create do not appear in the list of
objects shown in the operations page, check the option Clear Cachein
the connection page, then connect again to obtain the latest metadata
from the RightNow Cx system.

Figure 3-29 Displaying a List of Standard and Custom Objects Available on Oracle
RightNow Cx
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8 Cpportunity

B8l Organization

(| PurchasedProduct

8 SalesProduct < Back Hexe = Cancel

Help
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88 ServiceCategory

3. Alternatively, you can provide a specific package to display all custom objects
created in that package as shown in Figure 3-30, "Providing a Package to Display
All Custom Objects Created in That Package".
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Figure 3-30 Providing a Package to Display All Custom Objects Created in That Package
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3.3.4.2 Suggesting Query Constructs Based on the Context

ROQL Query Builder automatically identifies the context, based on the position of the
cursor, for the query string. Using this context, the Query Builder provides
recommendations, enabling you to write efficient ROQL queries. This feature operates
in the following manner:

1. When you enter Select in the ROQL Editor Text area and press Ctrl+Space, the
Query Builder displays all standard and business objects.

2. Similarly, if you perform the query Select Contact from Contact where and
enter Ctrl+Space after the where clause, you are provided with the list of fields of
the Contact object that you can use in fine-tuning the query, and applicable
keywords and functions.
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Figure 3-31 Query in Context, Showing List of Fields in Contact Object

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration ; ‘#"-"l

@ Configure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud AP rROQL™ Api Version:
Cloud Operation: | QueryObjects ™| WSDL Operation: |QUEW0bJECt5

Query Statement

elect Se ServiceCategory @
ServiceDisposition
ServiceMailbox

ServiceProduct

Help =< Back Mext = Einish Cancel

3.3.4.3 Providing Auto-Completion

The auto-completion feature facilitates building complex ROQL queries in a quick and
efficient manner. To see this feature:

1. Using the query string Select Se, if you perform Ctrl+Space after the term, Se,
the Query Builder displays all objects that start with Se.
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Figure 3-32 Query Auto-Completion

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ Configure cloud operation O Configure multiple operations in a Batch
Ceneral Properties

Cloud AP rROQL™ Api Version:
Cloud Operation: | QueryObjects ™| WSDL Operation: |QUEW0bJECt5

Query Statement

elect Se ServiceCategory @
ServiceDisposition

ServiceMailbox
ServiceProduct

Help =< Back Mext = Einish Cancel

3.3.4.4 Providing Alias Support to Improve Readability

The ROQL Query Builder features support for aliasing. It recognizes when aliasing of
the RightNow Object (Base class for all primary objects in the Oracle RightNow
adapter) is being queried and treats the alias name as the actual object name.

All operations associated with the object can then be performed on the alias.

1. Inthe query string Select from ServiceCategory S where, S is set as an alias for
object ServiceCategory. Thus, you can perform all operations associated with
ServiceCategory on the alias 'S'. Some of the operations you can perform on the
alias include the following.

2. If you perform Ctrl+Space between Select and fromin the query above, the query
builder will display s, suggesting that the S should come in between Select and
From, as shown here - Select S from ServiceCategory S where.
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Figure 3-33 Alias Support

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration
@ LConfigure cloud operation O Configure multiple operations in a Batch
Ceneral Properties
Cloud API: ROQL™ Api Version: 1.2
Cloud Operation: [ QueryObjects ™|  WSDL Operation: |QUE"YObJ'EC15
Query Statement
select | s iceCategory S G
Help < Back | Hext = | Finish Cancel

3. If you enter a dot after the first S, all relationships associated with Service
Category are displayed.
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Figure 3-34 Alias Support with All Relationships Displayed

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration
@ Configure cloud operation O Configure multiple operations in a Batch
Ceneral Properties
Cloud API: ROQL™ Api Version:
Cloud Operation: | QueryOhbjects™|  WSDL Operation: |QUE"YObJECt5
Query Statement
select S. B Answers e
CO%Product_Registration$service_product
ChildCategories
ContactsWithMotifications
Incidents
#3 ParentCategory
Help < Back | Mext = | Einish Cancel

4. Similarly in this query, Select S from ServiceCategory S where S, if you enter
a dot after the last S, all fields associated with ServiceCategory will be displayed.
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Figure 3-35 Alias Support Showing All Fields Associated with ServiceCategory
Displayed

Oracle RightNow Cloud Operation Configuration

@ Configure cloud operation O Configure multiple operations in a Batch

General Properties

Cloud API: rROQL™ ApiVersion: 1.2
Cloud Operation: | QueryObjects ™|  WSDL Operation: |QUEWObJEC15

Query Statement

Belect S from ServiceCategory S where S. | Adminvisiblelnterfaces
CategoryHierarchy
CreatedTime

il

Descriptions
DisplayOrder
EndUserVisibleInterfaces
18]

LookupMame

Mame

Mames

Parent

ProductLinks
UpdatedTime

L I T

Help < Back I Hext = | Einish Cancel

3.3.4.5 Using ROQL to Suggest Relationships
ROQL has support for the relationship feature. With this feature you can reach from
one primary object to other primary objects through a relationship.

The ROQL Query Builder identifies and lists all reachable relationships from the
identified object. It can list relationships of relationships.

For more details see Oracle RightNow Connect Web Services for SOAP Developer’s Guide

If you must find the parent organization of a particular Contact, enter Select Contact
in the ROQL text area and enter "." which displays all relationships possible on the
Contact object, as shown in Figure 3-36, "Suggesting Relationships Example".
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Figure 3-36 Suggesting Relationships Example

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ Configure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud API: ROQL™ Api Version:
Cloud Operation: | QueryObjects ™| WSDL Operation: |QUEW’0bJEC15

Query Statement

select Contact. B eanner.ParentUpdatedByA ccount
ChannelUsernames.ChannelUsernameList.ParentChannelType
IncidentsWithThreads

OtherContactincidents

OtherContactOpportunities

Bl ParentOrganization

PrimaryContactincidents

PrimaryContactOpportunities

SalesSettings.ParentAccount

ServiceSettings.AnswerMotifications. AnswerMotificationList. ParentAnswer
ServiceSettings.CategoryMatifications.CategoryMotificationList.ParentCategaory
ServiceSettings.ProductMotifications.ProductMotificationList.ParentProduct
# Tasks

Help <Back | MNext> | Einish

Cancel

3.3.4.6 Using the Query Builder to Obtain Inline and Semantic Validation

The Query Builder has a built-in inline validator that highlights problematic text by
drawing a red curved line underneath it and also provides suggestions to correct the

error in a tooltip message.

The Query Builder validator performs spelling checks on keywords, object names,
relationship names, field names and names of functions. All the keywords that are
typed correctly will automatically be colored blue, indicating the validity of these

keywords.
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Figure 3-37 Query Validation Example

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ LConfigure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud API: ROQL™ Api Version:
Cloud Operation: [ QueryOhjects ™ WSDL Operation: |QUE"YObJEC15 |

Query Statement

Select Contact.ParentOrganization from Contact,[mlggmm ='444 CasesBlvd' B

o The WHERE keyword must come here.

Help < Back | Mext = | Einish Cancel

The ROQL Query builder also has support for semantic validation of the query. It can
recognize that the specified relationship or field name is invalid for the currently
selected object, as shown in Figure 3-38, "Semantic Validation in Query Builder".
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Figure 3-38 Semantic Validation in Query Builder

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ Configure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud API: ROQL™ Api Version:
Cloud Operation: | QueryObjects ™|  WSDL Operation: |QueryObjer

Query Statement

Lelect Contact.ParentOrganization.mm;[d from Contact where Address ='444 B
CasesBlvd'

o Inciden is not walid relationship name.

Help < Back | Mext = | FEinish Cancel

3.3.5 Adapter Support for ROQL

The Oracle RightNow adapter provides a query subsystem that enables you to
perform SQL-like queries against the RightNow CX platform using the object query
language.

This language is the RightNow Object Query Language (ROQL, pronounced
"Rockwell"). The query language is based on a subset of Object Query Language
(OQL) and a SQL-like query language that has been extended to handle object
notation.

ROQL currently supports only the Query Objects Feature and not Query CS.

3.3.5.1 Query Arguments

Using the following query as an example:

Use query arguments to fine-tune queries. Hence, in the above example, Lin and CA
are query arguments.

Select Contact from Contact where Contact.Name.First = 'Lin' AND
Contact.Address.City = 'CA'
Query parameters are a unique concept through you can parameterize the query

arguments, which the adapter substitutes with actual values during query execution.

Much like SQL, the query language has a provision to fine-tune the search by passing
in filters in the WHERE clause. This fine-tuning is made possible by use of the concept of
bind parameters.
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3.3.5.2 Support for Bind Parameters

The Oracle RightNow adapter provides you an option to give inputs to your query
statement in the form of bind parameters.

Figure 3-39 Query Inputs in the Form of Bind Parameters

Select Contact from Contact where ContactName First = &contact_name AND
Contact Address City= &contact address

See the following query example shown for the Oracle RightNow adapter user

interface. The ampersand & symbol prefixed to contact_name and contact_address
indicates that the ampersand is a bind parameter.

Figure 3-40 Query Example using Bind Parameters

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ LConfigure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud API: ROQL™ Api Version:
Cloud Operation: | QueryObjects ™|  WSDL Operation: |QueryObjes

Query Statement

Felect Contact FROM Contact WHERE Contact.Mame.First = &contact_name AND B
Contact.Address.City:&contact_address|

Help < Back | Mext = | Einish Cancel

You can run the Run Query Test tool to see how a query such as this works with bind
parameters by clicking the Run Query Test Tool button on the right.

3-42 Oracle RightNow Adapter User's Guide



Working with ROQL

Figure 3-41 Running a Query Test

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration i -&
@[gonfigure cloud operation| O Configure multiple operations in a Batch

Ceneral Properties

Cloud APl ApiWersion:

Cloud Operation: [QueryObjects ™| WSDL Operation: |QueryOhbjes

Query Statement

Felect Contact FROM Contact WHERE Contact.Mame First = &contact_name AND R

Contact.Address.City=&contact_address 3

i
Help < Back | Mext > | Einish Cancel

As shown above, the Run Query Test tool prompts you to provide a value for the bind
parameter, here &contact_name and &contact_address.
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Figure 3-42 Run Query Test Tool Prompting for Bind Parameters

i Query Test x

Enter avalue for each bind parameter and then execute query. After testing, if you've modified the Query
Statement, you may hit Save to retain the new statement. Otherwise, hit Done.

Query Statement:

Select Contact FROM Contact WHERE Contact.Mame First = &contact_name AND Contact.Address. City=&
comact_addre55|
Bind Parameters: @
contact_name Value: | |
contact_address Value: | |
Results from QueryObjects: "#
Help | oK Done

After providing an appropriate value to the bind parameter and clicking the Execute
Query button, you can view the result set for that particular query.
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Figure 3-43 Query Test Tool Query Result, Using Bind Parameters

[Quiery Test.

Enter awvalue for each bind parameter and then execute query. After testing, if you've modified the Query
Statement, you may hit Save to retain the new statement. Otherwise, hit Done.

Query Statement:

| SELECT Contact FROM Contact WHERE Contact. Mame_First = &contact_name AND Contact Address. City=
| &contact_address

Bind Parameters: m

contact_name Value: [

| contact_address Value: |CA

T
Results from QueryOhjects: '—‘a

:<n0 RN ]] Result xmlns nJ.— urniobjectsws.rightnow.com /v1_2" xmlns:nd="urn:messages.ws.rightnow. _':_f
<n:RNOhjects xsitype="nl:Contact"> -
<n2:D id="752"/>
<n2:LoockupMame>Chris Omland</n2:LockupMame>
<n2:CreatedTime>2014-03-25T12:26:32.000Z</n2:CreatedTime>
<n2:UpdatedTime=2014-03-25T12:26:32.000Z</n2:UpdatedTimes
<nl:CRMModules>
<nl:Marketing>true </nl:Marketing>
<nl:Sales>true</nl:Sales>
=nl:Service>true</nl:Service>
</nl:CRMModules>
<nl:Disabled>falze</nl:Disabled>
<nl:MName>
=nl:First=Chris</nl:First>
<nl:Last=0mland</nllast>
</nl:Mame>
<nl:Source>
<n2:D id="6008"/>

en? Parants veittuna="n Mamadlaadfinl M=

Result Object Count: 16 |

Help QK Cone

The WSDL generated for this particular Adapter query contains the bind parameter as
part of input schema.

Figure 3—44 Part of Generated Input Schema for WSDL Showing Bind Parameter

<xs:schema xmins="http:/ /xml.oracle.com/types" e1ementFur‘mDefau]t-"qua]11‘1ed" xmins: xs-"http S, W3, org/ZOCILmiLSrhema"
targetNamespace—"http AAemlcoracle. con/types” xmlns:ns7="http: /Sxml.oracle. con/Types"
<xs:complexType name="{(ueryibjectsParameters">
<xs:all>
<xs:element name="contact_name" tType="xs:string" mindccurs="1" maxdccurs="1"/>
<xs:element name="contact_address" type="xs:string" mindccurs="1" maxlccurs="1"/»
</Xs:all=
</ Xs:complexType:
</xs:schemas|

The jca file generated for this particular Adapter query is:
Example 3-7 JCA File Generated when Bind Parameters are Used in Query

<adapter-config name="rightnowReferencePortType" adapter="rightnow"
wsdlLocation="../WSDLs/rightnowReference.wsdl"
xmlns="http://platform.integration.oracle/blocks
/adapter/fw/metadata">
<connection-factory location=
"cloud/CloudAdapter">
<non-managed-connection
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managedConnectionFactoryClassName="oracle.cloud.connector.
rightnow.
RightNowConnectionFactory">
<property name="targetWSDLURL"
value="../WSDLs/soap.wsdl"/>
<property name="csfkey" value="csf21"/>
<property name="appID"
value=
"removeWhenAppIdIsHardcodedByRNPlugin" />
<property name="applicationVersion" value="1_2"/>
</non-managed-connection>
</connection-factory>
<endpoint-interaction
portType="rightnowReferencePortType"
operation="Get">
<interaction-spec className="oracle.tip.adapter.cloud.
CloudInteractionSpec">
<property name="targetOperation" value="Get"/>
<property name="operationPath" value="Get"/>
<property name="gpo.fetchAllNames" value="false"/>
</interaction-spec>
</endpoint-interaction>
</adapter-config>

Once queries are parameterized, the Oracle RightNow adapter enables its consumers
to pass in the query parameters as part of the request payload.

The adapter dynamically substitutes the query parameter from the request payload to
reconstruct the ROQL query with arguments during service invocation.

Thus, by using the adapter to easily define query parameters, you can parameterize
query arguments and dynamically inject these parameters at runtime.

3-46 Oracle RightNow Adapter User's Guide



4

Understanding RightNow Adapter Advanced

Concepts

This chapter describes the design-time and runtime advanced capabilities of the
Oracle RightNow Cloud adapter.

This chapter contains information on the following features:

Section 4.1, "Understanding the SOAP API"

Section 4.2, "Handling the Polymorphic Behavior of Oracle RightNow Cx Schema"
Chapter 4.3, "Integrating with Custom Objects in the Cloud"

Section 4.4, "About the Clear Cache User Interface Check Box Option"

Section 4.5, "About the Offline Mode User Interface Check Box Option"

Section 4.6, "Understanding Oracle RightNow Adapter Security Management"
Section 4.7, "Oracle RightNow Adapter Test Functionality”"

Section 4.8, "Oracle RightNow Adapter Limit and Restriction Handling"

4.1 Understanding the SOAP API

The Oracle RightNow adapter requires a connection to enable you to perform
operations on business objects. In addition to operations on business objects, the
RightNow API model also includes a definition of the types of transactions used when
the Oracle RightNow adapter communicates with RightNow Cx.

4.1.1 Understanding Objects

There are two types of objects upon which the Oracle RightNow adapter enables you
to perform actions:

Standard business objects. These are objects delivered by the Oracle RightNow
Saa$S application. Primary objects are objects with a unique ID (primary key)
which can be directly created, read, updated, and deleted. All primary objects
inherit from the RightNow RNObject. Primary objects have no set lifecycle in the
Oracle RightNow Cx platform, meaning that once the objects are created, they
exist in the system until they are deleted. While primary objects have their own
life cycle, sub objects that could be anywhere between 0 to many for a single
primary object, live within the context of primary objects. Hence, their life cycle is
based on the life cycle of the primary object. The exact lifecycle behavior for
objects can be obtained from the relationship information contained in the
metadata or in the object model documentation.
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s Custom business objects. A custom business object is an object that has been
created by a customer. It can be modeled after any standard object, or it can be
entirely unique. When created, custom objects are treated and act just like
standard, primary objects. The only difference between the standard objects and
custom objects is in the name of the object that is used. For the primary objects,
you can use the name of the class such as 'Contact'. For custom objects, you can
use the combination of the package name and custom object name to uniquely
identify the custom object. The package name and object name are joined by a ".".
For example, if there was a custom object package called 'CO' and a custom object
named PurchasedProduct you would reference this object as
COsPurchasedProduct.

4.1.2 Understanding Transactions

The RightNow adapter supports the message exchange patterns supported by
RightNow SaaS application. It is a synchronous request - response based message
exchange pattern. The BPEL / OSB application makes a synchronous request to
RightNow adapter and waits for a response. The adapter in turn does the necessary
transformation on the same thread before making a synchronous request to RightNow
Cx Server using the RightNow SOAP APL

The response returned by RightNow application after necessary processing is in turn
received by the calling thread. The adapter performs the transformation before
sending the response back to BPEL / OSB based client application.

Every operation that writes to RightNow Cx object, such as create or update is, by
default, committed. Batch Operation does enable the integration developer to override
the default. Refer to the section on Batch Support for more information.

4.2 Handling the Polymorphic Behavior of Oracle RightNow Cx Schema

Oracle Cloud Connect Web Services for SOAP defines a number of operations which
either accept or return one or more instances of RNObject (which is the Base class for
all primary RightNow object classes).

This feature enables the same operations to behave in a polymorphic manner, in which
the input and return values can be any instance of a derived class of RNObject.

This feature accomplishes this behavior by passing in subclass instances from program
language bindings, and also through the use of the xsi: type attribute in the serialized
XML for the object. The xsi: type specifies the concrete type that is being substituted
in the element with the type RNObject.

This behavior enables developers working with Oracle Cloud Connect Web Services
for SOAP to work with any type of object that inherits from the base class, RNObject
and to pass this object into any operation that expects an instance of RNObject. In
addition, developers can cast returned instances of RNObject to the appropriate
subclass.

For more information on polymorphic behavior, see Oracle Service Cloud Connect Web
Services for SOAP.

Due to this polymorphic nature, mapping from source object to target object user
experience is somewhat complex for standard objects that inherit RNObject. For
custom objects and custom attributes, it is more complex.

The Oracle RightNow adapter elevates the element definitions as first-class citizens for
standard objects, custom objects and custom fields, reducing the number of steps you
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must perform to create complex transformations and simplifying your experience
mapping source to target definitions.

4.2.1 Example: Mapping A Custom Object

Following is a sample of a mapping experience of a custom object with and without
Oracle RightNow adapter. The example might not be typical, but it helps you
understand the mapping experience and the differences between doing so with and
without the Oracle RightNow adapter.

One example shows mapping an Oracle RightNow custom object without using an
Oracle RightNow adapter. The second example shows the same mapping, the
difference being that the second example is greatly simplified; the adapter simplifies
the process.

4.2.1.1 Example: Mapping an Object without Using an Oracle RightNow Adapter

This section provides information about creating a custom object instance without
using the Oracle RightNow adapter. In this scenario, you create a SOA Composite and
use the Web Service adapter to create a client for RightNow Service.The steps follow
that are required when you create a data mapping using XSLT mapper from a client
source schema to a custom object schema.

See Figure 4-1, "Using XSLT Mapper to Map a RightNow Custom Object for the
Schema without Using the Oracle RightNow Adapter-Generated WSDL".

1. Inthe XSLT editor, on the target schema node RNObject, right-click and select
Substitution Type or Element then choose Generic Object.

2. Set Object ObjectType->TypeName : Value of the RightNow CustomObject Name
created in RightNow

3. Set GenericFields->dataType: Data type value of the custom attribute. for
example, STRING, or INTEGER

4. Set GenericFields->name: name of the custom attribute.

5. Set GenericFields->DataValute->StringValue : Value of the attribute
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Figure 4-1 Using XSLT Mapper to Map a RightNow Custom Object for the Schema
without Using the Oracle RightNow Adapter-Generated WSDL
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Figure 4-2 Sample XSL File in Source Mode

<xsl:template match="/">
<tns:Create>
<tns:RNCbjects xsi:type="rng_vl_2:GenericObject">
<rng vl 2:CbjectType>
<rng vl 2:TypeName>GECustomServiceReqg</rng vl 2:TypeName>
</rng vl 2:0bjectType>
<rng vl 2:GenericFields dataType="STRING" name="ServiceRegID">
<rng vl 2:DataValue>
<rng vl 2:StringValue>
<xsl:value-of select="/ns0:GESexviceReq/ID"/>
</rng vl 2:StringValue>
</rng vl 2:DataValue>
</rng vl 2:GenericFields>

<rng vl 2:GenericFields dataType="STRING" name="ServiceRegCreationDate">
<rng vl 2:GenericFields dataType="STRING" name="ServiceRegDescription">
<rng vl 2:GenericFields dataType="STRING" name="ServiceRegOwner">

<rng vl 2:GenericFields dataType="STRING" name="SexrviceRegType'>

<rng vl 2:GenericFields dataType="STRING" name="SexrviceRegCreatedBy">
<rng vl 2:GenericFields dataType="INTEGER" name="Priority">

<rng vl 2:GenericFields dataType="INTEGER" name="Severity">

<rng vl 2:DataValue>

<rng vl 2:IntegerValue>
<xsl:value-of select="/ns0:GESexrviceReq/Severity"/>

</rng vl 2:IntegerValue>
</rng vl 2:DataValue>
</rng vl 2:GenericFields>
<rng_ vl 2:GenericFields dataType="DATE" name="ExpectedTimeOfCompletion">
<rng vl 2:DataValue>
<rng vl 2:DateValue>
<xsl:value-of select="/ns0:GESexrviceReq/CompletionTime" />
</rng_vl 2:DateValue>
</rng vl 2:DataValue>
</rng vl 2:GenericFields>
</tns:RNCbjects>
</tns:Create>

</xsl:template>

4.2.1.2 Example: Mapping an Object with the Oracle RightNow Adapter

This section provides information about creating a custom object instance with the
Oracle RightNow adapter. You create a SOA Composite and use the Web Service
adapter to create a client for an integration-friendly Oracle RightNow
adapter-generated WSDL.

Use the following steps to create the data mapping using the XSLT mapper from a
client source schema to a custom object schema (the schema is strongly typed and
referred from the integration-friendly WSDL generated by the Oracle RightNow
adapter). The custom object is a first class entity in generated Local WSDL Map the
fields directly in the mapper as shown below.

4.3 Integrating with Custom Objects in the Cloud

A custom object is an object that has been created by a customer. It can be modeled
after any standard object, or it can be entirely unique.

It can either be a standalone object or it can be the child of an existing standard object.
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4.3.1 Creating Custom Objects in the RightNow Cx Server

Follow these instructions to create custom objects in the RightNow Cx server.

1. Login to the Oracle RightNow Cx client, and follow instructions in Section 4.6.2.1,
"Configuring Restricted Access Permissions on RightNow Cx".

2. Click Configuration on the navigation pane.

3. Double-click Object Designer under Database. The object designer opens on the
content pane.

4. Select a package to which you want to add the custom object, or create a new
package for the object by clicking New on the ribbon and selecting Package. Enter
the name you want for the package. Package names must be between two and
eleven characters in length.

5. Click New on the ribbon and select Object. The Object Summary page displays.

Figure 4-3 Object Summary Page
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6. Enter a name for the object in the Name field.

7. Click Fields on the ribbon to add predefined or customized fields to the object and
add custom fields. For additional information, see the Oracle RightNow Connect
Web Services for SOAP documentation.

8. Click the Save and Close button on the ribbon to save changes to the custom
object. RightNow performs a validation when either the Save or Save and Close
buttons are clicked. Any validation errors, such as a missing field name, display in
a message and must be corrected before the object can be saved.

9. Deploy the custom objects when you are ready.

4.3.2 Selecting Custom Objects to Perform Operations

Once a custom object has been created, you can select the object against which to
perform operations.
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Figure 4-4 Selecting a Custom Object to Perform Operations
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Once you select the custom object, an Integration-friendly WSDL is generated with
custom object schema in strongly typed format. A non-normative sample of the

generated custom object schema is shown in Figure 4-5, "Example of a Custom
Object Schema".
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Figure 4-5 Example of a Custom Object Schema

<xs:schema xmins="C0" elementFormbDefault="qualified" xmins:xs="http:/ . w3.0rg,/2001,/ML5chena"
targetNamespace="C0" xmIns:ns3="C0" xmIns:ns5="urn:base.ws. rightnow.com/vl_2">
<xs:import namespace="urn:base.ws.rightnow.com/vl_2"/>
<xs:complexType name="CustomRightNow">
<xs:conplexContent>
zxs:extension hase="ns5:RNObject"=
<XS:sequence:
<xs:element name="Age" type="xs:integer" nillable="true" minlccurs="0" max0ccurs="1"/>
<xs:element name="Department" type="xs:string" nillable="true" minldccurs="0"
maxiccurs="1" />
<xs:element name="EmployeeName" type="xs:string" nillable="true" minlccurs="0"
maxlccurs="1" />
< /XS ! se[uence:
</ xs:extension>
</xs:complexContent>
</Xs:complexType>
< /x5 :schema>
<xs:schema xmins="http://xmins.oracle.com/pchpel fadapter,/rightnow Applicationl/Frojectl/rightnowkeference”
elementFormbefault="gualified" xmins:xs="http:/Awen.w3.o0rg,/2001,/ZMLSchena" targetNamespace="http://xmins.or
¥kmins:ns2="http:///xmins.oracle.con/pchpel Jsadapter,/rightnow/applicationl,/Projectl/rightnowReference”
xmins:nsa="C0">
<xs:import namespace="(C0"/>
<xs:element name="Create" type="ns2:CreateType"/>
<xs:complexType name="CreateType">
<XS:sequence:>
<xs:element name="CustomRightNow" maxOccurs="unhounded" mindccurs="0" tType="ns6:CustonRightNow", >
</XS i sequence:
</Xs:complexType:
<xs:element name="CreateResponse" type="ns2:({reateResponseType" >
<xs:complexType name="CreateResponseType">
<XS:se(uence:
<xs:element name="CustomRightNow" maxOccurs="unbounded” min0ccurs="0" type="ns6:CustomRightNow" />
< /X5 ! sefuence:>
</Xs 1conplexType:s
</xs :schemas|

4.4 About the Clear Cache User Interface Check Box Option

To minimize the number of calls to Oracle RightNow Cx for fetching metadata, the
adapter maintains a cache where all metadata information is stored for future
reference.

However, if any modification is done to objects on Oracle RightNow Cx, and the
change must be reflected in the Oracle RightNow adapter, the clear cache option in the
user interface deletes the old cache and fetches the latest metadata from Oracle
RightNow Cx server.

4.5 About the Offline Mode User Interface Check Box Option

This option enables you to configure the Oracle RightNow adapter in offline mode. As
soon as you select the offline configuration check box, the configuration wizard makes
a call to Oracle RightNow Cx to fetch metadata information about the Oracle
RightNow Cx objects. This is stored in the cache which is used when subsequent a
adapter instance is created.

This feature helps reduce the Oracle RightNow adapter operation calls an adapter
would make use of the cache rather than the live Oracle RightNow adapter call. In this
mode, the adapter does not support test functionalities which requires a direct call to
Oracle RightNow Cx server.

Uncheck the Offline Mode check box to resume working in online mode.

4.5.1 Behaviors Expected When Using Offline Mode

Although the Offline Mode has numerous advantages, limitations include:
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= You are not able to run the Query Test tool if the Offline Configuration check box
is checked. In that case, if you click the Query Test tool button, a warning message
is displayed that Query Test is not available in Offline mode.

= You will also not be aware of any new custom objects /custom attributes added by
the organization while in offline mode. You must uncheck the Offline
Configuration check box and either check the Clear cache or Offline
configuration checkboxes to fetch the latest metadata.

4.6 Understanding Oracle RightNow Adapter Security Management

The Oracle RightNow adapter uses the Credentials Store Framework to store
credentials captured during the configuration of connections within the Oracle
RightNow adapter configuration wizard. This ensures that the credentials captured
during configuration are stored in secured form and are not stored with the SOA
Composite or Oracle Service Bus flow.

Currently, the CSF_KEY and the associated credentials are not automatically migrated
to the WebLogic server domain in which the composites will be deployed for runtime
execution.

Hence, the integration developer or administrator is expected to create and configure
the CSF key using the Fusion Middleware Control console. For information on how to
configure the CSF key, see Appendix A, "Credential Store Configuration for Managing
RightNow Credentials".

At runtime, the adapter automatically retrieves the credentials from the Credentials
Store Framework based on the CSF_KEY that was specified during design time. These
credentials are injected into the SOAP header of the document that is sent to the
RightNow Cx Server for authentication.

4.6.1 Authenticating on the Oracle RightNow Cx Server with Account Passwords

The following section provides information about authenticating on the Oracle
RightNow Cx Server with account passwords. This section includes:

= Section 4.6.1.1, "Understanding Access Control on the Oracle RightNow CX
Server"

= Section 4.6.2.1, "Configuring Restricted Access Permissions on RightNow Cx"

4.6.1.1 Understanding Access Control on the Oracle RightNow CX Server

When the Oracle Cloud Connect Web Services for SOAP API receives a request, a
series of access control measures are enforced:

1. The site configuration is checked to ensure the API has been enabled at a site level.
2. The user credentials supplied in the request are validated.

3. The profile for the supplied account is checked to ensure the correct profile bit is
enabled. The profile is the mechanism for controlling access to administrative
functions and for assigning staff members specific permissions, default
workspaces, a default navigation set, and report access.

Understanding RightNow Adapter Advanced Concepts 4-9



Understanding Oracle RightNow Adapter Security Management

Note: Server-side access control is enforced on all core API calls
made by Oracle Cloud Connect Web Services for SOAP. The current
permissions map to read, edit, delete, and move check boxes on the
Profile Permissions editor in Oracle RightNow. Although server-side
access is enabled by default on new May 2013 sites and later, it is
disabled on upgraded sites before the May 2013 release. If you are an
existing Oracle RightNow customer and plan to upgrade your site to a
May 2013 or later build, contact customer care to have this
security-enhancing functionality enabled.

If you already have server-side access control enabled on your site, be
careful of changes you make to Profile permissions. If an Oracle
RightNow administrator changes the permissions on a profile for an
Oracle Cloud Connect Web Services for SOAP integration, they might
break that integration.

4.6.2 Oracle Cloud Connect Web Services for SOAP Site Configuration

Access to the Oracle Cloud Connect Web Services for SOAP is available only on those
sites that have it enabled. If Oracle Cloud Connect Web Services for SOAP is not
enabled, contact your Oracle account manager, as the API will not function and a
request error will be returned.

Request errors are generated any time there is a validation failure or a data related
error of the inbound request.

The exception code will be ACCESS_DENIED and the message will be the message base
string for SOAP_SERVER_DISABLED.

For complete information on request errors and exception codes, see Oracle Connect
Web Services for SOAP.

Before staff accounts can be authenticated through Oracle RightNow Cx, their
profile(s) must be updated on the Profile Permissions editor in Oracle RightNow Cx.
The permissions check boxes are located at Staff Management > Profiles >
Permissions.
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Figure 4-6 Location of Permissions Checkboxes
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In addition, RightNow Cx administrators can restrict access to Oracle Cloud Connect
Web Services for SOAP integrations by IP address using the configuration settings in
the Oracle RightNow Cx platform. The following setting is located at Site
Configuration > Configuration Setting

m SEC_PAPI_ INTEG_HOSTS_SOAP: Defines which hosts are allowed to access the SOAP
interface. Valid entries include a comma-separated list of domain names with

wildcards, specific IP addresses, or IP subnet masks (for example,
* rightnow.com,1.2.3.4, 10.11.12.0/255.255.255.0).

Only users logging in from hosts matching entries in this list are allowed access to
the SOAP interface. The default is blank.

4.6.2.1 Configuring Restricted Access Permissions on RightNow Cx
To configure restricted access permissions:

1. Install the Oracle RightNow Cx client.

2. Login to the Oracle RightNow Cx client installed on your workstation. You can
immediately begin configuring and customizing the application.

To access the same site in the future, you can launch the client by selecting Start
menu > All Programs > RightNow > RightNow (<site_name>). The client
application is site-based, meaning that a separate client must be deployed for each
site you access.
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However, a single client application can be used to access all interfaces on a single
site. Interfaces are added to the client in the same way the client is deployed.

Access the interface’s Launch page and click the Install Oracle RightNow CX
Cloud Service button (as described in the Oracle RightNow Cx User’s Guide), and
the deployment tool adds the interface to the Interface drop-down menu on the
client’s Login window.

3. Configure the SEC_PAPI_INTEG_HOSTS_SOAP setting. Refer to the Oracle RightNow
Cx User’s Guide.

4.6.3 Validating Account Credentials

When a request is sent to the API and the site configuration has been validated, the
next step is to validate the account credentials. If the credentials do not verify, a
request error is returned. The exception code will be INVALID_LOGIN, and the message
will be the message base string LOGIN_ID_PASSWD_COMBINATION_INV_MSG.

4.6.4 Profile Configuration

The profile for the staff account which is used in the security header must have the
Public SOAP API profile bit enabled. If this bit is not enabled, a request error is
returned. The exception code will be ACCESS_DENIED, and the message will be the
message base string PROFILE_NO_SOAP_ACCESS_NMSG.

4.6.5 Password-based Authentication

Oracle Cloud Connect Web Service for SOAP utilizes Web Services Policy 1.2 is
defined by http://specs.xmlsoap.org/ws/2004/09/policy/ws-policy.pdf for client
authentication.

The supporting XSD for the security policy is located at
http://schemas.xmlsoap.org/ws/2004/09/policy/ws-policy.xsd

To authenticate with single sign-on, refer to Authenticating with SAML 2.0.

The WS-Security specification calls for a Security tag in the SOAP Header with a
namespace of

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd.

Inside the Security tag is a UsernameToken tag (part of the WS-Security
UsernameToken Profile 1.0 specification). The UsernameToken tag contains elements
for Username, Password, Nonce, and Created. The Password element has a Type
attribute which specifies if the content of the Password element is PasswordText.
Oracle Cloud Connect Web Services for SOAP does not support PasswordDigest.

The Nonce and Created elements are not supported. If a request is received that
contains the PasswordDigest type or the Created/Nonce elements, the server rejects
the request as a malformed request.

The following is an example SOAP request with username and password credentials:

Example 4-1 Example SOAP Request with Username and Password Credentials

soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004
/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
soapenv:mustUnderstand="1">
<wsse:UsernameToken
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xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="UsernameToken-3902281">
<wsse:Username>comland</wsse:Username>
<wsse:Password Type=
"http://docs.oasis-open.org/wss/2004
/01/0asis-200401-wss-username-token-profile-1.0
#PasswordText">Connectl</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soapenv:Header>
</soapenv:Envelope>

4.7 Oracle RightNow Adapter Test Functionality

Test functionality is a distinctive feature of the Oracle RightNow adapter that is
available in two forms.

One form enables you to test the connection parameters. The second form enables you
to validate and execute a ROQL query.

The section below provides more information about these two features.

4.7.1 Design-Time Test Functionality Details

Design-time test functionality includes the following test functionalities:

»  Test Right Now CX Cloud Connection: There is a Test Connection button on
Connection Configuration page of the Oracle RightNow adapter configuration
wizard.

By clicking on the Test Connection button you receive either of the following
messages:

— Success! - For successful connection
- Failure! - For any exception during login

= Query Test Tool: This tool helps to run and test your queries. When you click the
Test icon on the Operation Configuration page of the Oracle RightNow adapter
configuration wizard, a test dialogue box appears with a Query Statement text
box and a Results box showing the query result,.

4.8 Oracle RightNow Adapter Limit and Restriction Handling
The following limits and restrictions apply to this adapter. They include:
= Section 4.8.1, "Delete-Cascading Delete Effect"

»  Section 4.8.2, "API Limits Enforced by the RightNow Cx Server"

4.8.1 Delete-Cascading Delete Effect

There is a cascading delete effect when using Oracle RightNow adapter for a Destroy
Delete operation.

Primary objects are deleted directly through the Delete operation. To destroy a
primary object, an instance of the object must be instantiated and the ID property set,
but no other fields require population. When a primary object is deleted, this operation
may also “cascade” to related primary objects.
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For additional information on cascading delete effects, and a summary of aggregations
that will cause a cascading delete effect, see the Oracle RightNow Connect Web Services
for SOAP Developer Guide.

4.8.2 API Limits Enforced by the RightNow Cx Server

While usage of Oracle Cloud Connect Web Services for SOAP is unlimited, there are
practical limits which are enforced by the RightNow Cx server.

There are two important limits relevant to the use of the Oracle RightNow adapter:

100 Batch items per SOAP request. The Batch operation enforces a hard limit of
100 items. If this limit is exceeded, a fault is returned before completing any
operations. If the limit is exceeded, batch items are not processed.

Each individual Create, Get, Update, and Destroy operation is limited to 1000
items. RightNow Cx server checks the number of items in the request at the
beginning and if the number of items is more than 1000, or if the number of items
causes the combined summation of items to exceed the request maximum,
RightNow Cx server throws an exception and does not process the request.

10,000 total input objects per SOAP request. The combination of the multi-object
Create, Get, Update and Destroy operations and the Batch operation is limited to
10,000 total input objects per SOAP request. RightNow Cx keeps a running total of
objects which is managed by Create, Get, Update, and Destroy operations. Each
time one of the bulk operations occurs, the number of items is added to the total
number of objects processed in the request.

The processing of the Batch operations will occur until the limit of 10,000 objects is
reached. Once reached, the operation causing the 10,000 limit will be terminated
and a fault returned. Operations contained within the Batch request that do not
contain input objects will continue to execute.

These three limits (100, 1000, 10000) are treated independently. Some operations
affect both the bulk limits and the total operation limits (for example, Create, Get,
Update, and Destroy).

For additional information, see the see the Oracle RightNow Connect Web Services for
SOAP Developer Guide.

4-14 Oracle RightNow Adapter User's Guide



O

Understanding Integration with Service
Components (BPEL/Mediator)

This chapter includes these sections:

s Section 5.1, "Overview"

= Section 5.2, "Configuring the CSF Key on Fusion Middleware Control Console"
= Section 5.3, "Designing a Composite for Service Integration”

= Section 5.4, "Configuring Oracle RightNow Adapter"

= Section 5.5, "Integrating with BPEL"

»  Section 5.6, "Deploying the Composite"

= Section 5.7, "Testing the Composite"

5.1 Overview

To integrate with Oracle BPEL Process Manager, the organization’s Enterprise WSDL
must be available to the user. The underlying adapter services are exposed as WSDL
files, which are generated during design time in the configuration wizard of the Oracle
RightNow adapter.

Use the generated WSDL files to design the appropriate BPEL processes for outbound
adapter services. A completed BPEL process must be successfully compiled in
JDeveloper and deployed to an SOA Suite server. Upon deployment toa SOA Suite
server, each newly-deployed process is viewable in the Oracle Fusion Middleware
Control console, where you can run, monitor, administer BPEL processes, and monitor
adapter events.

5.1.1 Understanding the Account Object

You create an Account object and integrate the WSDL with the Oracle BPEL Process
Manager. Account is one of the standard objects provided by RightNow, an account
generated for a staff member in the RightNow Cx system. Customer service
representatives, sales agents, and site administrators use Accounts.

Specifically, an Account object on RightNow Cx represents an individual or business
associated with the business.

The Oracle RightNow adapter enables you to create an Account object on RightNow
Cx.
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5.2 Configuring the CSF Key on Fusion Middleware Control Console

For steps to configure the CSF key on the Fusion Middleware Control Console,
seeAppendix A, "Credential Store Configuration for Managing RightNow
Credentials".

5.3 Designing a Composite for Service Integration

The next steps detail how to design a composite using the Oracle JDeveloper Studio
Edition, a comprehensive tool for developing Oracle Fusion Middleware applications.
It provides an easy-to-use Integrated Development Environment that enables you to
create your integrations efficiently.

5.3.1 Defining Composite for BPEL and Mediator

To define a composite for BPEL and Mediator:

1. In the File menu of JDeveloper, click New and select Application.

Figure 5-1 Navigation

Edit !lm Application Refactor Search Mavigate Build Run T.Ea.m |

B Application...
5 Dpen... Ctrl-0 Project... ]
R ]
SeoRen ,533 EPEL 2.0 Subprocess... i
i& ﬁ&. BPEL Process...
CTass T “@ Business Rules... )]

#a Composite Test...
Cross Reference(<REF)...
[ Domain value Map(@VM)...

Clase All Ctrl+Shift-F4
x Delete Application

E i ‘; Event Definition...
Save As... & Human Task..
L @ Maven POM for Project...
B saveal < Mediator...
Rename... @ Spring Context...
Import... WsDL Doc.ument...
Export... |}E| XOuery Filever 1.0...
|}EJ XQuery Library ver 1.0...
Compare With » E.E XSL Map...
Replace With b 7
From Callery... Ctrl-N
Page Setup...
&, print... Ctrl-F
Print Preview...
Print Area L3
Exit Alt-F4

JDeveloper displays the New Gallery page. Select SOA Application from the
Items list.
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Figure 5-2 Create SOA Application

. ~
O NewGallery ke i
Q
Categories: Items: [ shaw All Descriptions
----- Connections bl o i - : - s
----- Deployment Descriptors [ﬁAmmhonﬁomEARF"e.............................................
----- Deployment Profiles [, application Template
_____ Diagrams m i BT ™
----- External Applications Custom Application i
""" Java Database Application
Aol e Maven I AR 5 I A
..... Projects ! Extension Application
..... ML bl s
_____ L Java EE Web Application
[=-Business Tier OEP Application
----- ADF Business Components AR
----- Business Rudes semeaosn
""" Contexts and Dependency Inject Service Bus Application with Service Bus Project
----- Data Controls o
S0A Application i
Creates a SOA (service-oriented architecture) application. The application consists
]

2. Provide a suitable name to your application.

Figure 5-3 Name Your Application

f— o]

Mame your application

Application Name:

-\Tu Application Name |Appliah'on| |
Project Name
)Tk Directory:
|C:‘l,JDeveIoper\mywork‘lAppliaﬁon Browse...
Application Package Prefix:

3. Click Next and provide a suitable name to your project.
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Figure 5-4 Provide a Name for Your Project

') Create SOA Application - Step 2 of 3 X

f— o]

MName your project

Project Mame: |g

¥ Application Mame

};{ Project Name Directory: |C:‘l,JDeveIoper\mywork‘lAppliaﬁon\Projectl
w Project SOA Settings Project Features:

S0A Suite
SOA Suite is a suite of tools to model SOA(Service Oriented Architecture) applications.

Help <Back | MNext> | Finish Cancel

4. Click Next.

5. Select Composite with BPEL Process from Standard Composite list.

Figure 5-5 Configure SOA Settings

O Create SOA Application - Step 3 of 3 )

Configure SOA settings

Composite Mame:

Application Mame |Project1 |

/T\ Project Name

Start from: (3) Standard Composite (") SOA Template

w! Project SOA Settings
| v Troy "9 ] Empty Composite
1' & Composite With Human Task I
f ... Composite With BPEL Process

,535 Composite With Subprocess
0 Composite With Business Rule
%y Composite With Spring

=& Composite With Mediator

€ ) | o
[I Help < Back Next > [ Bnish | Cancel |

6. Click Finish.

7. Select the Synchronous BPEL Process from Template drop-down and click OK.
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Figure 5-6 Create BPEL Process

e RS

BPEL Process

A BPEL process is a service orchestration, based on the BPEL spedification, used to describefexecute a
business process {or large grained service), which is implemented as a stateful service.

() BPEL 2.0 Spedification (_) BPEL 1.1 Spedification

Mame: |BPELProoessl

ce: |htb:|:H)cmlns.orade.mmprpIiaﬁon!ProjectlfBPELProoess1

Directory: |C 1\IDeveloperimywork\Application\Project 1\SOA\BPEL

Template: [ﬁ Synchronous BPEL Process '] (=]

Service Name: |bpe|prooessl_dient

Expose as a SOAP service

Transaction: [required '] @

Input: |{htb::Hmlns.orade.mm!&pplimﬁoanrojectlfBPELProoess1}prooess

Output: |{htb::,|f,|fm11lns.orade.c /ApplicationProject1/BPELProcess 1}processResponse

The composite.xml appears.

Figure 5-7 Composite.xml

P dXE D9 TEaW Projectt

: Exposed Services Components External References |

=

bpelprocessi_client...

Operations:

process
-
| Design | Source History

8. In the Application Navigator, under the Schemas folder, J]Developer displays an
XML schema file with the name BPELProcessl.xsd after BPEL process creation.
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Figure 5-8 XML Schema File

Applications
Applicationl e [
=l Projects B @ V-%&-
= i Projectl

=7 Resources

-] BPELProjectl
=-£3 soa
=~ BPEL
ﬁ?a EFELProcessl.bpel

-7 Events
—-{7] Schemas
- MEFELProce
=17 testsuites

t-_] Transformations
=7 WSDLs
BPELProcessL.wsdl
measurements.xml

----- o Projectl

fra)

9. Edit this schema file as your business needs require. It is the responsibility of the
front-end application to enforce data validations and to ensure that the input sent
to the Oracle RightNow Cx Server from SOA is error-free.

The structure of the schema used in this use case is as shown below.

Figure 5-9 Edit XML Schema File

@s:m Page o SEProject oS Projectl S BPELProcessibpel o BPELProcesslxsd |
o =

Qs Fir B akk B

1 <txml version=®1.0"° encoding="UTF-8"7=

2|2 'an t="ungual i fied

3 St .

4 com/Applicationl /Prodectl/BPELProcessl”

5 X8 n5="hT

68 <@l enent

78 <conplexType:

= <SEquences

9 <element name="Hawe® Type="string”/ >

10 <element name="Phone” Type="string®/ -

11 <element name="Emdi1" Type="STring™/>

12 <element name="Country”™ Type="sTring™/>

13 < /SRgUences

14 < /complexTypes

15 </elenent:

15/ 8 celepent names="processResponse™s

78 <ConplexTypes

18 = CEROUENCes

19 <element name="I0" Type="string"/>

0 </sequence>

b | < /complexTypes

22 </elenents

23| </schenas|

SChema ~ - element =  complextype ~  SeqQUEnce = - ehtment 43 ].E‘

Design | Seurce | History

5.4 Configuring Oracle RightNow Adapter
To configure a new Oracle RightNow adapter:

1. In External References swim lane of the composite.xml file, right-click and select
Oracle RightNow Adapter.
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Figure 5-10 Oracle RightNow Adapter with composite.xml File
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2. JDeveloper displays the Oracle RightNow Adapter Configuration Wizard -
Welcome page.

3. Click Next.

Figure 5-11 Oracle RightNow Adapter Configuration Wizard Welcome Screen

Oracle RightNow adapter Reference

Welcome to the Adapter Configuration Wizard
This wizard helps you create a service using an Oracle RightNow adapter. You will be asked to specify configuration
parameters and define an operation for the service.

Enter a Reference Name.

MName: j.RightNowCreateAccoum

4. JDeveloper displays the Oracle RightNow Adapter Server Connection page. You
must provide the WSDL URL/Location and Authentication Key details.
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Figure 5-12 Oracle RightNow Adapter Configuration Wizard Server Connection Screen

Oracle RightNow Server Connection

A Oracle RightNow Cloud Server connection is required to access the operations and business objects available.

WSDL URL: [ | &l

Authentication Key: || [v] + 7R

[ ] Offline Configuration

| | Clear Cache

Test Connection

Help < Back : Finish Cancel

5. If you have the WSDL available in the file system, click the Find existing WSDLs
icon, located to the right of the WSDL on the screen.

JDeveloper displays the WSDL Chooser dialog. Browse and select the
downloaded Enterprise WSDL and click OK.
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Figure 5-13 Oracle RightNow Adapter Configuration Wizard WSDL Chooser Dialog

i WSDL Chooser x
Ty . |_7|i
=] -
5 o
Application Li;?:r?:s SOA-MDS uDDI WSIL
Server

Eile Name: [rightnowwsdl |

Py - FileType: [Weh Service Definition Files (*wsdl) -

Selection{file:/home /npedapud/jdeveloper/mywork/Applicationl/Project1/SOA /WSDLs/rightnowwsdi |

Help OK Cancel

6. Click OK.

Figure 5-14 Oracle RightNow Adapter Configuration Wizard

ko Oracle Service Cloud Adapter Configuration Wizard - Step 2 of 4 (x]

Oracle Service Cloud Server Connection

A
Oracigs Localize Files x

file:/home/npedapud/jdevhome/ServiceCloud.wsdl is external to the current project. In order to make
WSDL Lf  this file available to your project at runtime, JDeveloper can now make a local copy of this file and any | %
dependent files that it imports or includes, -

Authen
[]off Copy Options: [v] Maintain original directory structure for imported files

] &lea The following files will be created in directory
C:\Developer\mywork\Application\Project 1\SOA

Tesy WSDLs/ServiceCloud wedl

Help oK | Cancel

Help < Back | Mext Fin: Cancel
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7. Click OK. You are returned to the Oracle RightNow Adapter Server Connection
page.

8. Asan alternative, you can store WSDL at an MDS location and access it. The next
screenshot shows you storing the WSDL at an MDS location.

Figure 5-15 Storing WSDL at an MDS Location

& SOA Resource Browser

{d Resource Palette

= [a IDE Connections
[ﬂ Application Server
= %8 SOA-MDS
=% MDSConnection_126
=3 apps
@] rightnow.wsdl
] deployed-composites
[ soa
ﬁ MDSConnection_76

9. Navigate to IDE Connections-> SOA-MDS. Select the appropriate SOA-MDS
connection where you placed the Enterprise WSDL. Select the WSDL file to be
used in the adapter configuration and click OK.

10. Ensure that the WSDL is of the form:

oramds: /apps/SOA/WSDLs/Integration/rightnowAPI.wsdl

An alternative is to directly provide the https URL:

https://integration-test.rightnowdemo.com/cgi-bin/integration_
test.cfg/services/soap?wsdl
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Figure 5-16 Oracle RightNow Adapter Configuration Wizard Server Connection Showing
WSDL

Oracle RightNow adapter Configuration Wizard - Step 2 of 4

Oracle RightNow Server Connection 1 ‘#*'I'

A Oracle RightNow Cloud Server connection is required to access the operations and business abjects available

WSDL URL: file:/home /npedapud /ideveloper/mywork/Applicationl /Projectl/SOA yWSDLs/rightnowwsdl E
Authentication Key: | :i + / x

[] Difiine Configuration | Add a new authentication credential to CSF key stors|

[ ] Clear Cache

Test Connection

Help < fack Next > I Cancel

11. Click OK.
12. Click “+” button to create a new Authentication Key.

13. JDeveloper displays the Add Credential dialog box. Provide a suitable name and
the Right Now credentials and click OK.
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Figure 5-17 Oracle RightNow Adapter Configuration Wizard Add Credential Dialog

') Oracle RightNow adapter Configuration Wizard - Step 2 of 4

[x]

Oracle RightNow Server Connection

A Oracle RightNow Cloud Server connection is required to access the operations and business objects available.

WSDL URL; file: /13 A aa Creaontial ightnow.wsdl

Authentication Key: RIGH| (Create a newpassword credential by supplying a user name,

password and the key alias. The new credential will be added to the
D Offline Configuration oracle.wsm.security credential map.

[] Clear Cache : »
User ID: [

Test Connection Password: |oo-oouoc

C5F Key: |RIG HTNOW_USER

Help oK Cancel

Help <Back | Next> | Einis Cancel

14. Click Test Connection button to validate the Authentication Key.
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Figure 5-18 Oracle RightNow Adapter Configuration Wizard Server Connection Screen
Showing Successful Test Connection

Oracle RightNow adapter Configuration Wizard - Step 2 of 4

Oracle RightNow Server Connection

A Oracle RightMow Cloud Server connection is required to access the operations and business objects available.

W5DL URL: Jfhome/npedapud/jdeveloper/mywork/Applicationl/Projectl/SOA /WSDLs /rightmowwsdl | 'E

Authentication Key: [RIGHTNOW_USER 4+ 7R

["] offline Configuration

[[] Clear Cache

Test Connection

Success!

Help < Back Next > Fini Cancel

15. Click Next.
16. JDeveloper displays the Cloud Operation Configuration page.
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Figure 5-19 Oracle RightNow Adapter Operation Configuration Showing Account
Business Object Selected

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration - -#

@ Configure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud AP CRUD™|  ApiVersion:
LCloud Operation: WsDL Operation: |CI’EBIE

Eusiness Objects

Available: Qe filter Selected: R P
El AnalyticsReport B Account

@ Answer

El ChannelType
@ Contact

@ Contact_CustomObj

@ CustomRightMow
@ Demao
@ DemoTest
@ DummyCustom Object
= ce
@ GECustomServiceReq
@ Incident
LameioaT

8! & 8 v

Help = Back Hext = Einish Cancel

17. Because the requirement is to create an Account on RightNow, select the
Operation Category as CRUD and Cloud Operation as create.

On the same screen, move Account from the list of Available objects to the list of
the Selected objects. The WSDL Operation by default is create. You can edit the
WSDL Operation by providing an operation name suitable to your business
requirement.

18. Click Properties tab. JDeveloper displays the Oracle RightNow Adapter
Processing Options page.
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Figure 5-20 Oracle RightNow Adapter Configuration Wizard Operation Options Screen
with Suppress Response Option Selected

Oracle RightNow Cloud Operation Configuration

») Configure cloud operation (_) Configure multiple operations in a Batch

General = Properties

Oracle RightNow Cloud Service Processing Options
[ 1 5uppress External Events

[ ] Suppress Rules

V| Suppress Response

Help < Back Mext > Cancel

19. Select the processing options for your requirement. Properties displayed in this
page depend on the operation you selected in the previous page. In this case, the
SuppressResponse checkbox is selected, and suppressing a response is disabled,
that is, made false. Once this is selected, the Create operation returns a valid ID
for a a batch operation instance you are creating.

20. Click Next. JDeveloper displays the Finish page, which provides a complete
summary of the operation selected, the object on which the operation operates and
the headers selected for that operation.
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Figure 5-21 Oracle RightNow Adapter Configuration Wizard Finish Screen

Finish

Oracle RightNow adapter Configuration Wizard - Step 4 of 4

RightNowAccountCreate

When you click Finish, the wizard will create the files:

Help

You have finished defining the Oracle RightMNow adapter Reference :

fhome/npedapud/jdeveloper/mywork/Applicationl/Projectl/SOA /WSDLs /RightNowAccountCreate wsdl

/home/npedapud/jdeveloper/mywork/Applicationl/Projectl/SOA /Adapters /RightNowA ccoumCreate_rightnowjca

< Back

Einish Cancel

21. Click the Finish button to complete the Oracle RightNow adapter Configuration
wizard. After clicking on Finish button, the External References screen appears.
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Figure 5-22 The Services, Components and External References Screen Showing the Adapter in External
References Swimlane

. B Composite - Projectd - Praperties  #f3 Frojecit -
YRt LB 5= o @ Prajectl

rosed SeIvices Components External References

- TS
» > RightNowAccount...
“/ BPELProcessl Dperatons

=5 M
bpelprocess1_clie... Create

Operations
process

5.5 Integrating with BPEL

Perform the following steps to provide integration with BPEL:

1. Connect BPELProcessl and ServiceCloudCreateAccount using a wire.
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Figure 5-23 BPELProcess1 and RightNowAccount External Reference Connected Through a Wire

ot e |
LR AR WD HHAM Projectl

Exposed Sevices Components External References

2. After wiring your composite appears.
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Figure 5-24 Composite Application with Service, BPELProcess and Reference Wired
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Double-click and open BPELProcessl. The Oracle RightNow adapter should be

present as a part of the Partner Links.
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Figure 5-25 Oracle RightNow Reference Adapter Shown as Part of Partner Links
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4. Add an Invoke activity to invoke the ServiceCloudCreateAccount Partner Link.
To add the Invoke activity:

1. Drag and drop the invoke activity from the BPEL constructs.

Figure 5-26 Invoke Activity

O

e A L R N T T Bavd o
Partner Links = o Partrer Links ;‘i.
=]

@

recaveinput
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reptyOutpul
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2. After dropping the Invoke property on the canvas, wire the Invoke activity to

the ServiceCloudAdapter partner link.

5. Create an input variable to the partner link by clicking the + button adjacent to
Input text box in the Variables section. JDeveloper displays the Create Variable

dialog.

Figure 5-27 Create Variable Dialog to Create an Input Variable for the Partner Link

O Edit Invoke
Headers  Documentation  Skip Condition  Targets = Sources
General Correlations Properties Assertions Annotations
Name: lInvokel |
Conversation ID: | | B

[ ] Invoke as Detail

Interaction Type: |} Partner Link 'i
Create Variable

Name: Invokel_Create_InputVariable_1 |

Type: |{http:/;xm Ins.oracle.com /pcbpel fadapter/rightnow/Applic ation1|

() Clobal Variable

Help QK Cancel
Input: | | e Q
Help Apply oK Cancel

6. Create an output variable from the partner link by clicking the + button adjacent to
Output text box in the Variables section. The wizard displays the Create Variable

dialog.
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Figure 5-28 Create Variable Dialog to Create an Output Variable

r

0 Edit Invoke (x|
Headers =~ Documentation  Skip Condition  Targets  Sources
General Correlations Properties Assertions Annotations
Mame: lInvokel

Cornversation ID: |

[ ] Invoke as Detail

ﬁ.g";} Partner Link
Create Variable

Interaction Type:

Name: ‘
Type: |{http:,f,fxmIns.oracte.cnmjpcbpelfadapterfrightnow,mpplication1|
(#) Clobal Variable
Help 0K Cancel
Output: | e Jhe SN
Help Apply | oKk | Cancel

7. Introduce two transform activities, one before the Invoke activity and another

after it.

5-22 Oracle RightNow Adapter User's Guide



Integrating with BPEL

Figure 5-29 Two Transform Activities in Bpel Diagram
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8. Map Transform1 values from receive activity’s input variable to the Invoke
activity’s input variable.
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Figure 5-30 Mapping Transform1 Values from Receive Activity’s Input Variable to Invoke
Activity’s Input Variable

Edit Transformation

Documentation  Skip Condition  Targets & Sources

General Transformation Annotations
Source: *ZR G 3
Variable Part
Target Variable: |Invokel_Create_InputVariable l Q
Target Part:

B8 parameters

Mapper File: VTransformations,'Transformation_B.st| Q,, EF /

Help Apply | oK Cancel
4

9. Click the + button adjacent to Mapper File text box to open the Transformation_
1.xsl file.

10. Map between inputVariable and Invokel_create_InputVariable:
= Map Account_Name with Name.
= Map Phone with Phone.
= Map Website with Website.

= Map Description with Description.
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Figure 5-31 Mapping between inputVariable and Invoke1_create_InputVariable
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11. Map Transform?2 values from the Invoke activity’s output variable to the reply

activity’s input variable.
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Figure 5-32 Mapping Transform2 values from Invoke Activity’s Output Variable to Reply
Activity’s Input Variable
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12. Map the output variable.

Figure 5-33 Mappings for Output Variable
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This completes the project creation. JDeveloper displays the composite.xml.
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Figure 5-34 Composite.xml
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5.6 Deploying the Composite
To deploy the composite application:

1. In the Application Navigator pane, right-click Projectl and select Deploy
Projectl.
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Figure 5-35 Deploying the Project
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2. Select the Deploy to Application Server option and follow the instructions. Using
this option, you can deploy the composite on the Application server after
providing the details of the server.

5.7 Testing the Composite

You can run and test the instances of deployed SOA composite applications from the
Oracle Fusion Middleware Control Console. Doing so enables you to manage a
composite application, initiate and track an instance of a composite and to view
detailed component instance audit trails.

The following process shows you how to test the composite.

5.7.1 Testing the Outbound Process

To test the Outbound process:

1. Login to Fusion Middleware Console for the server on which you have deployed

your project.
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2. Open Projectl under the Default partition.
3. Click the Test button to test the Web service.

Figure 5-36 Test Button

¢ Projectl [1.0]@®
off§ 50A Composite ~

Dashboard Instances Faults and Rejected Messages Unit Test -
Test Service

~/Recent Instances

Show Only Running Instances [

Running Instances 0 | Total 1 | Active Retire... Shut Down... J M Settings... «
35

4. Provide the input payload and click the Test Web Service button.

Figure 5-37 Testing the Web Service

Page Refreshed Dec 14, 2013 1:45

ith the WSDL details, First select the Service,then select the Port, and

After successful execution, the response contains the id of the account created on

RightNow and Status as success.

Figure 5-38 Test Response Containing ID of the Account Created on RightNow Cx

Request Response

:I Test Status Request successfully received.
Response Time {ms) 3849

ITree Wiew - |

A new composite instance was generated,  Launch Flow Trace

MNarne |Type |Yalue
v payload pavload
Id string 110124
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Developing Integrations with Oracle RightNow
Adapter in Service Bus Projects

This section explains how to create Oracle Service Bus projects using the Oracle
Service Bus console and JDeveloper. To create these projects, you first need to generate
Oracle RightNow adapter artifacts using JDeveloper 12¢c, and subsequently, use those
artifacts while creating Oracle Service Bus projects and services with the Oracle Service
Bus console.

This chapter contains the following topics:

= Section 6.1, "Generating Oracle Cloud Adapter Artifacts"

6.1 Generating Oracle Cloud Adapter Artifacts

To create Oracle Service Bus projects using Oracle Service Bus Console, you must use
Oracle RightNow adapter artifacts generated using JDeveloper.

To create a BPEL composite, see the section Section 5.3, "Designing a Composite for
Service Integration”.

You use the artifacts generated in Section 5.4, "Configuring Oracle RightNow Adapter"
in creating Oracle Service Bus business services in Oracle Service Bus console.

Note: You must configure the CSF key on the Fusion MIddleware
Control Console. For an explanation of the steps to configure the CSF
key on Fusion Middleware Control Console, refer to Appendix A,
"Credential Store Configuration for Managing RightNow Credentials"

6.1.1 Creating Oracle Service Bus Projects Using the Service Bus Console

To create Oracle Service Bus projects and services using the Oracle Service Bus console.
1. Log in to Oracle Service Bus Console: http://hostname:port/servicebus

2. Onright side of the page, click Create. This opens a new session in the Oracle
Service Bus console to enable you to make changes.
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Figure 6—1 Create an Oracle Service Bus Session

Create

Create a new session

3. Right-click All Projects and click Create - Project.

Figure 6-2 Adding a New Project to Oracle Service Bus

Service Bus Console 12¢

- et Corvert b XQ L0
2 S7%T Comvert to XQ 2004

Colapse

4. The Oracle Service Bus Console displays the Create a new Project dialog box.

5. Enter the project name in the Resource Name field, and provide the description in
Description field.

Figure 6-3 Create a New Project Page

Create a new Project td

Righthiow_Create

' Creating smple Busivess Service in 058

@ Create  Cancel

6. Click Create. A new project named RightNow Create appears under All Projects.

7. Import the Oracle RightNow adapter artifacts in this project. Right-click the
Project name just created. Select Create and select the WSDL.
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Figure 6-4 Choosing WSDL Reference
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8. The console displays the WSDL Creation Page. Click Browse and browse to the
directory where you have stored the artifacts received from JDeveloper. Choose
the Oracle Cloud Adapter for RightNow WSDL.

Figure 6-5 Creating a WSDL

Create WS
Resource Mame  RighBiewEnteryise
b Upload nghaowssa i450wed | Updake...
@ Creepe, | Carcel

9. C(lick Create.

10. Right-click the Project name, from the menu select Create and then WSDL. On the
WSDL Creation Page, browse for rightnowReference WSDL.

Figure 6-6 rightnowReference WSDL

F
Create WSDL

* Resounce Mame  rightrowieference
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File Uigkoad rightrowfeference. WEDL | Lipdate. ..

@ :-HE Cancel

®
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11. Click Create.

12. Select JCA Binding from the Create drop-down list under Project Name.

Figure 6—7 Selecting JCA Binding from Create Drop-Down List

Service Bus Console 12¢
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13. The JCA Binding creation dialog box is displayed. Click Browse and browse to
the directory where the artifacts received from the JDeveloper 12c are stored.

Righthow_Create . AP

Project Definition
General
Desaipbon  Creating simph

‘[ righthow_Create
» [ Foider ]
Erroxy Servies
pw Servce
§ Poeine
8] wsou
, @
» ShSchema
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[T Ehe
G
£ service Account
e service Key Provider
Archive
0 ert Destinaticn
e 304 Document
¥ Throting Group
-‘_-3 Croes Reference (Ref)
Hlow

[ savaseret
A

Choose the Oracle Cloud Adapter for RightNow JCA file.

Figure 6—-8 Choosing the RightNow Adapter JCA File

Create JCA Banding

* Resource Name | righincwiteference._rightnos
Desaripson

File Upload rightnowiteference rightnow. JCA

*

Uipdate...

@ =

Cancel

14. Click Create. You are returned to the Project page. You might get an error message
such as The JCA Binding 'rightnowReference_rightnow' was successfully
created with validation errors. View the JCA Binding/Conflicts to see

detailed diagnostic messages.

This error is thrown because the JCA binding cannot find the associated WSDL. To
rectify the error if you receive it, click the JCA file you created and then click Edit.

15.
the WSDL.
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Figure 6-9 Edit JCA Binding References

8 g it . El,. -

16. Click Save.

17. Navigate to the project folder. Right-click the JCA Binding just created, and click
Generate WSDL and Service option.

Figure 6—-10 Generate WSDL and Service from JCA Binding

Service Bus Console 12¢
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18. Enter a new name for the WSDL name in the New WSDL Name field and the
service name in the New Service Name field.

Note: Choose the correct location for the new WSDL and service to
be generated.

19. Click Generate.
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Figure 6-11 Generate WSDL and Service
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The console generates the new WSDL and the new business service.

20. Activate the Oracle Service Bus session by clicking Activate in the right corner.

Figure 6—12 Activate Session

21. The console displays the Confirm Session Activation dialog box. Click Activate to
activate the session.

Figure 6—-13 Confirming Session Activation

Confirm Session Activation =

Actvate || Cancel

22. Click Activate to activate a session.

6.1.2 Creating a Service Bus Project, and Generating Oracle Service Bus JCA Business
Service

This section describes how to create a Service Bus project using JDeveloper. It also
includes information on generating an Oracle Service Bus JCA Business Service using
the Oracle RightNow adapter. It includes: creating an empty composite for the Oracle
Service Bus, then defining an Oracle Service Bus outbound process, and finally
deploying that Oracle Service Bus project on a server.

6.1.2.1 Creating an Empty Console for the Oracle Service Bus and Creating a New

Service Bus Project
To create an empty composite for the Oracle Service Bus:
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1. Create a new Oracle Service Bus application, Select File-->New-->Application.
The New Gallery opens, where you can select application components to create.

Figure 6—14 Choosing an Application
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2. On the Name your Application page, optionally change the name and directory
location for the application.

Figure 6—-15 Name Your Application
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¥ Application Name | (. eguzapplication]
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3. Create a new Service Bus project.
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Figure 6-16 Create a New Project
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4. On the Name your Project page, optionally change the name of your Service Bus
project. Make sure the project directory is in the application directory (this is the
default).

Figure 6—17 Name Your Project Page

Create Service Bus Project - Step 1 of 1
Mame your project

ect Mame: |SEProject 2
W Project Mame Erol lectd

Dirgetory: feveloper/mywork/ServicebusApplication3/SiProjecti2 | o rowses
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5. Click Finish.

6.1.2.2 Defining a Service Bus Business Service with the Oracle RightNow Adapter

This section describes how to define an Oracle Service Bus Business Service for
RightNow integration using the Oracle RightNow adapter, which consists of the
following stages:

»  Section 6.1.2.2.1, "Configuring the Oracle RightNow Adapter Component"
= Section 6.1.2.2.2, "Configuring a Proxy Service"

= Section 6.1.2.2.3, "Deploying the Outbound Oracle Service Bus Process"

6.1.2.2.1 Configuring the Oracle RightNow Adapter Component
To configure an Oracle RightNow adapter component:

1. Open the Service Bus Overview Editor.
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2. Drag and drop the Oracle RightNow adapter component from the Components
panel to the External Services swim lane.

Figure 6—-18 RightNow Adapter Configuration Wizard Components Pane

External Services Service bus -
Adeinces
@&
E'I {:'—
tn Gile
mn fr)
Transp
&
2} ®
@ @
] Trar '.'._ n
Choud
- »
Bracle "
al Cloud

@ Righthom

& Righthow adagter can send and redene messages from
Fighitiow Cloud sarver.

The Welcome page of the adapter configuration wizard is displayed.

Figure 6—-19 RightNow Adapter Welcome Page
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3. Enter a reference name for the RightNow adapter reference in the Name field and
then click Next.

4. On the Connection Information page, browse for the Enterprise WSDL location
by clicking on the Browse button.
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Figure 6-20 Connection Page
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5. The WSDL Chooser dialog is displayed. Browse and select the downloaded
Enterprise WSDL and click OK.

Figure 6-21 WSDL Chooser Dialog
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6. Click OK.

Figure 6-22 Import Service Bus Resources
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7. Click Next.
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Figure 6-23 Import Service Bus Resources

Import Service Bus Resources - 5tep 2 of I

| Configuration

Fulect the rescurcet b2 import
¥ piai
& Configuimion [ L]
Resgurce Operatian e
= [ 5 Servicensrappicasanl
= [ 2 aPregen2
5 (v (3 Reteureet
= ] Righitlonbriergrisewed  Cresin Hi hame ety iDe
) g, XMLEChem a_»1 05004 4524 1Crean s i s e ey D
o o, ¥MLIchema_- L TEFHIOEE areuty fis: hame foganding D
i [home fespndig D4
fie: fhome fucgamding (e
fia [home g O
T Fi home ety De
7 ¥MLEchema THERTATET 34 reue i B8 & Pa gty 1D
r
Hew < fack Ewash Cancet

8. Click Finish. The wizard returns you to the RightNow Cloud Server Connection
page.

Figure 6-24 RightNow Cloud Server Connection Page
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9. Select an authentication key from the dropdown, if available, or create an
Authentication key by clicking on + button.

10. The Add Credential dialog box is displayed. Provide a suitable name and the
RightNow credentials and click OK.

Figure 6-25 Add Credential
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11. Click the Test Connection button to validate the Authentication Key.

Figure 6-26 Test Connection to Validate Connection Key
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12. Click Next. The Cloud Operation Configuration page is displayed.

Figure 6-27 Cloud Operation Configuration
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13. The WSDL Operation by default is Create. You can edit this operation by
providing an operation name suitable to your business requirement. Select the

Account object from the Available objects list, and move to the Selected objects
list.
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Figure 6-28 Cloud Operation Configuration with Account Object Moved to Selected List
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14. Click Next, The Finish page is displayed.

Figure 6-29 Finish Page
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6.1.2.2.2 Configuring a Proxy Service

To configure a Service Bus Proxy Service:

1.

Using the Oracle Service BusOracle Service Bus Overview Editor, right-click the

Pipeline/Split Joins lane and click Insert and then Pipeline.
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Figure 6-30 Pipeline Component
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The Create Pipeline Service dialog is displayed.

Figure 6-31 Create Pipeline Service Dialog
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2. In the Service Name field, enter a name to identify the pipeline name and select
the corresponding location of the project.

3. Click Next and select the Service Type as WSDL.
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Figure 6-32 Creating a Pipeline
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4. Click the Browse icon, which is located to the right of the WSDL URL, to select the
WSDL from the file system.

5. Select the appropriate WSDL file from the Application -> Resources.

Figure 6-33 Select WSDL
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6. Click OK. The selected WSDL and corresponding binding is displayed. Ensure the
check box for Expose as a Proxy Service is selected.
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Figure 6-34 Creating a Pipeline Service
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7. Select Proxy Transport as http.
8. Click Finish. The Pipeline component is displayed.

Figure 6-35 Pipeline Component
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9. Connect rightnowReference to the Pipeline.

Figure 6-36 Connecting the rightnowReference to the Pipeline Component
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10. Open the pipeline which shows the default routing. Verify the service and
corresponding operation will be displayed in the Routing Properties.

Figure 6-37 Routing Properties

The outbound Service Bus Project is ready to be deployed

6.1.2.2.3 Deploying the Outbound Oracle Service Bus Process
To deploy the outbound Oracle Service Bus Project:

1. Select the project and select Deploy to Service Bus Server.

Figure 6-38 Deploy Action
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2. Select the already-configured Application Server and click Next.
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Figure 6-39 Select Server Page.
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3. Check the deployment summary and click Finish.

Figure 6—40 Summary Page
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4. The Success Message page indicates the Project is successfully deployed.

Figure 6—41 Success Message Page
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The successfully deployed project can be tested from Service Bus Console.

6.1.2.3 Testing the Oracle Service Bus Project from the Service Bus Console
To test the Oracle Service Bus project from the Service Bus Console:

1. Open the Service Bus Console and enter user ID and Password.
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Figure 6—42 Service Bus Console

2. All the deployed projects are displayed under All Projects.

Figure 6—43 Service Bus Deployed Projects

Service Bus Console 12¢

=%
Resources  Admn

&R

|5 M projects
S defaut
[E] ossintegrasanFiows
(@] oscseeraject
[3] righthiow_Create
[5G sgeroject
[5] seerojectz
(3 Resources
% Posine
13 PosineProxySenvics
ﬁ rightnowReference
3] test
(3] system

3. Open the project you want to test and click Proxy Service of that project. For
example, PipelineProxyService in this case, as shown in the Figure below

Figure 6—44 Proxy Service Definition

YU P SR - yu e —

4. The Option for Launch Test Console (Green arrow button) is displayed for testing
the outbound endpoint.
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Figure 6—45 Option for Launching Test Console

L Lsunch Test Console
5. Launching Test Console opens new window displaying the Proxy Service and the
operation to test along with Execute, Execute-Save, Reset and Close button.

Figure 6—46 Proxy Service Testing

T

The Request Document section contains the Request Payload.

6. Provide the input and click the Execute button. This sends the payload to Oracle
RightNow Cx and the response is displayed under the Response Document
section.
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Configuring the Oracle RightNow Cx Adapter
on Oracle WebLogic Server

This chapter explains how to configure the Oracle RightNow adapter on WebLogic
Server.

The chapter consists of a discussion of the properties available for configuration at
runtime.

7.1 Understanding Oracle RightNow Adapter Runtime Properties

The following section provides information on Oracle RightNow Cx Run-Time
properties and centers on configurable retry properties.

7.1.1 About Retry Properties

Table 7-1, " Oracle RightNow Adapter Configurable Properties" shows the
configurable properties related to Oracle RightNow adapter. You can modify these
properties in the composite file or at the Fusion Middleware Control console.

Table 7-1 Oracle RightNow Adapter Configurable Properties

Property Name Type Default Value Description Notes
jca.retry.count integer 4 Specifies the ~ Composite.xml,
number of FMC console

retries to post
the message.

jca.retry.backoff integer 2 Specifies the ~ Composite.xml,
retry interval FMC console
growth factor

jca.retry.interval integer 1 Specifies the ~ Composite.xml,
time interval FMC console
between two
retries.

jca.retry.maxInterval integer 120 Specifies the ~ Composite.xml,
maximum FMC console
interval
between two
retries.

7.1.1.1 Property Values Seen in the Composite

Table 7-1, "Properties Available in the composite.xml File" shows the properties
available in the composite.xml file
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Figure 7-1 Properties Available in the composite.xml File

19 | Tocation="WSDLs/rightnowketerence.wsdl " importType="wsdl"

20| = <service name="bpelprocessl_client_ep" ui:wsdlLocation="WsDLS/BPELFrocessl.wsdl">

2L <interface.wsdl interface="http://xnins.oracle.con/applicationl/Projectl/BPELProcessl#wsd].interface(BPELProcess1) "/
22| <binding.ws port="http:/xnins.oracle.con/Applicationl/Projectl /BPELProcessl#wsd]. endpoint (hpelprocessl_client_ep/BPE
23 </service> |
24| <property name="productVersion" type="xs:istring" many="false"»12.1.3.0.0</property-

25 | <property name="compositeID" Type="xs:string" many="false"»ch341ld21-ac5d-4a8c-b9Tl-9d1345ec575F<, property:

26| = <component name="BPELProcessl" version="2.0">»

27 <implementation.bpel src="BPELProjectl/S0A/BPEL/BPELProcessl.bpel” /A

28| & <componentType:

20| = <seryice name="hpelprocessl _client” ui:wsdllLocation="WSDLs/BPELProcessl_wsdl ">

30| ¢ <interface.wsdl interface="http://xmins.oracle.com Applicationl/Projectl /BPELProcesslawsdl.interface(BPELFrocess)
31 < /service:

32| = <reference name="ServiceCloudCreateAccount” ui:iwsdliLocation="WSDLs/ServiceC]oudCreateAccount.wsdl ">

33| <interface.wsdl interface="http:/ xmins.oracle.con/pchpel adapter,/rightnow/Applicationl,/Projectly/ServiceCloudCre;
34 </reference:>

35| = <reference name="rightnowReference” ui:iwsdlLocation="WSDLs/rightnowReference.wsdl"»

36 <interface.wsdl interface="http:/ /xmins.oracle.comn/pchpel adapter,/rightnow/ApplicationlProjectly/rightnowReferan;
EFd I </reference>

38| < /componentType:

39 <property name="bpel.config.transaction" type="xs:string" many="false">required< /property:

40, | </component>

41| = <reference name="ServiceCloudCreatedccount” ui:wsdllocation="WSDLs/ServiceCloudCreatefccount. wsdl ">

42| <interface.wsdl interface="http://xmins.oracle.com/pchpel /adapter/rightnowApplicationl/Frojectl/ServiceCloudCreately
421 <binding.jca config="Adapters/serviceCloudCreateAccount_rightnow. jca" >

44| <property name="jca.retry.count" type="xsiinteger" many="Talse" override="may">4</property>

45| <property name="jca.retry.interval” type="xs:integer" many="Talse" override="may">1l</property>

46| <property name="jca.retry.backoff" type="xs:integer" many="false" override="may">2< /property:>

47 <property name="jca.retry.maxInterval" type="xs:iinteger" many="Talse" override="may">120</property:

48| | </references-

49| = «reference name="rightnowReference" ui:wsdllLocation="WSDLs/rightnowReference.wsdl"=

SOl <interface.wsdl interface="http://xmins.oracle.con/pchpel /adapter/rightnow Applicationl/Projectl/rightnowReferencesn:
S1l <binding.jca config="Adapters/rightnowReference_rightnow,jca" >

32 <property name="jca.retry.count" Type="xs:integer" many="false" override="may">4< property>

530 <property name="jca.retry.interval" type="xs:integer" many="Talse" override="may">1l</property:>

340 <property name="jca.retry.backoff" type="xs:integer" many="Talse" override="may"=2< /property:>

55 <property name="Jjca.retry.maxInterval” type="xs:integer” many="Talse" override="may">120</property:

56| ¢ </references

57| & <wire>

7.1.1.2 Providing the Property Values at the Fusion Middleware Control Console

To provide the property values at the Fusion Middleware Control Console, follow the
steps given below:

1. Proceed to Services & References section of your project, as shown in Table 7-2,
"Services & References Section".

Figure 7-2 Services & References Section

~|Services angRofaronca
Services and References

Mame |Type
%bpelprocessl_client_ep Web Service
l&g.createCGnta ct1 14 Adapker

2. Select the service name of your RightNow adapter from this section, and click the
Properties tab on the subsequent Fusion Middleware Control page, as shown in
Table 7-3, "Properties Tab" Here you can modify properties specific to message
retry.
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Figure 7-3 Properties Tab

Dashboard Policies Faults Properties

‘fou can edit or deleke the Following binding properties, Click Add to add additional properties.

Miew v | o add IS Revert...

|Mame {Operation) [¥alue
jra.rebry.count 4
jra.retry . backoff z
jra.retry.inkerval 1
jca.retry. maxInterval 120

If there is provision to set a particular property at multiple positions, the highest
priority is given to the value provided at the Fusion Middleware Control Console, next
priority is given to the value provided while creating the composite, and the lowest

priority would be given to the value provided at the Oracle RightNow adapter
configuration wizard.
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Troubleshooting and Error Handling with the

RightNow Adapter

This chapter explains the troubleshooting information and error messages that you can
come across while configuring the Oracle RightNow adapter.

The chapter contains the following topics:

Section 8.1, "Verifying the OPatch Installation”

Section 8.2, "Understanding Oracle RightNow Adapter Design-Time JDeveloper
Errors"

Section 8.3, "Understanding API Faults and Error Handling"
Section 8.4, "Understanding RightNow Exception Codes"
Section 8.5, "Understanding Adapter Fault Handling"

8.1 Verifying the OPatch Installation

You must perform verification of the OPatch for both server side and JDeveloper
installation. Steps for verification follow.

Section 8.1.1, "Verifying Installation of the JDeveloper Plug-in for Oracle
RightNow Cx Adapter”

Section 8.1.2, "Verifying Installation of the Oracle RightNow Adapter Runtime
Plug-in on the Server Side"

8.1.1 Verifying Installation of the JDeveloper Plug-in for Oracle RightNow Cx Adapter

Follow these steps to verify the installation of the Oracle RightNow adapter plug-in in
the JDeveloper software:

1.

Open JDeveloper and check for the presence of the Oracle RightNow adapter in
the component palette. Alternatively, you can navigate to the following location,

{MIDDLEWARE_HOME}/soa/plugins/jdeveloper/extensions and check for the following
jar file.
oracle.cloud.adapter.rightnow. jar

If you are not able to verify in the above steps, your installation has not been
successful. Try to install the patch again.
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8.1.2 Verifying Installation of the Oracle RightNow Adapter Runtime Plug-in on the

Server Side

Follow these steps to verify the installation of the Oracle RightNow adapteron the
WebLogic Application server:

1. Use the FTP Client or Putty to connect to the WebLogic server where OPatch has
been installed.

2. The latest OPatch installs rightnow. jar under the modules directory structure:
{MIDDLEWARE_HOME}/soa/soa/modules/.

If you are not able to verify any of the above steps, your installation has not been
successful. Try to install the patch again.

8.2 Understanding Oracle RightNow Adapter Design-Time JDeveloper

Errors

The following table shows the common design-time errors faced while using Oracle
RightNow Cx Server in JDeveloper and their possible solutions.

Table 8—-1 Oracle Cloud Adapter for RightNow Server CX in JDeveloper

Error Solution

The login credentials are not Provide the valid Oracle Cx credentials. Delete the CSF key and
valid, or the maximum add it again providing the correct credentials.

number of logins has been
exceeded. Contact your
administrator for more
information.

Connect to the internet and click the offline configuration check
box. This will download the metadata for offline usage.

Metadata for the enterprise
WSDL is not available in the

cache.

Unable to connect to Ensure that you are connected to the internet and not blocked by
RightNow Cx server. or behind the firewall of your organization.

Error deploying the Check if the project is already deployed on the server. Check the
composite on soa_server: overwrite composites with the same revision box or change the
Composite with same revision number.

revision ID already exists.

java.net.ConnectException: Ensure the SOA server is up and running,.
Connection refused:

connect; No available router

to destination.

8.3 Understanding API Faults and Error Handling

In general, error handling in the Oracle RightNow Connect Web Services for SOAP
APl is done through the standard WSDL fault mechanism. The WSDL defines three
different types of WSDL faults: RequestErrorFault, ServerErrorFault and
UnexpectedErrorFault.

The base fault type as defined by the WSDL is RNFault; an instance of RNFault
contains an exception code and message.
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8.3.1 About Request Errors

Request errors are generated when there is a validation failure or a data related error
of the inbound request

8.3.2 About Server Errors

Server errors are generated when there is a known or expected error that may occur on
the server during processing of the request.

8.3.3 About Unexpected Errors

Unexpected errors are rare exceptions that occur unexpectedly on Oracle RightNow
Cx Server while processing a request. These unexpected errors cannot necessarily be
mapped to a specific error code or status.

8.4 Understanding RightNow Exception Codes

All three fault types, RequestErrorFault, ServerErrorFault and
UnexpectedErrorFault extend a basic RNFault, which consists of an ExceptionCode
field, which is an enumeration, and an ExceptionMessage, which is a string.

The following RightNow exception codes are defined:

= ACCESS_DENIED. Returned when a request is made to the service, but the bit to
enable Connect is not enabled on the site interface or the account profile for the
supplied credentials does not have the public SOAP bit enabled.

= INVALID_ FIELD. Returned when a request is made and a field on an object in the
request does not exist or is not accessible for the given request (that is, Setting ID
on create).

= INVALID_LOGIN. Returned when a request is made but the user credentials are
invalid; this can be either username or password

= BAD_ID. Returned when an ID provided in a request is not valid.
= MISSING_ARGUMENT. Returned when a request is missing a required argument.
= BAD_ID. Returned when an ID provided in a request is not valid.

= QUERY_TIMEOUT. Returned on a query request when the specified query times out
on the server.

= UNKNOWN_EXCEPTION. Returned when an unknown and unexpected exception
occurs

8.5 Understanding Adapter Fault Handling

The Oracle RightNow adapter is a JCA Adapter. As such, fault handling is similar to
that in other JCA Adapters, as documented in "Error Handling" in the User’s Guide to
Technology Adapters.
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Oracle RightNow Adapter Use Cases

This chapter provides a walkthrough of the Oracle RightNow adapter use cases.

Each of the following use cases describes how you can the Oracle RightNow adapter
to perform activities that integrate from SOA Suite with the Oracle RightNow Cx.

For information on the common operations that you perform before following the
steps in each of these use cases, see Section 3.1, "Performing Common JDeveloper
Configuration Steps".

The Oracle RightNow adapter enables you to perform the following:

= Section 9.1, "Performing a Create, Read, Update, Destroy (CRUD) Operation on a
Single Business Object"

= Section 9.2, "Performing a CRUD Operation on Multiple Business Objects"

= Section 9.3, "Performing a Batch Operation with Multiple Business Objects and
Multiple Operations"

= Section 9.4, "Querying Arbitrary Objects using ROQL"
= Section 9.5, "Performing CRUD Operations on Custom Objects"
= Section 9.6, "Chaining Multiple Operations Together in One Batch Request"

9.1 Performing a Create, Read, Update, Destroy (CRUD) Operation on a
Single Business Object

As part of synchronous outbound communication, the Oracle RightNow adapter
connects to the RightNow Cx instance with the help of the Connect Web Services for
SOAP API to perform a CRUD operation with a single object on the RightNow Cx
instance.

This is a synchronous request response scenario, where a client requests the Oracle
RightNow adapter service to create an object in the RightNow Cx instance.

Use the Oracle RightNow adapter to design the outbound service as shown in
Section 3.1, "Performing Common JDeveloper Configuration Steps". These steps begin
with the Operation Configuration Screen.

1. The RightNow adapter supports CRUD and ROQL operations. Choose CRUD on
the Oracle RightNow Cx Operation Configuration page to perform the first use
case.

2. Select Create operation on the screen. (Other CRUD options available are Read,
Update and Delete.) Click Next,
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3. The Oracle RightNow adapter displays the available RightNow Cx business
objects.

You can select the objects by moving an object from the Available list to the
Selected list. Use the filter option to display objects based on your criteria for
better usability. The Oracle RightNow adapter configuration wizard shows both
standard and custom objects.

4. You can select processing options to perform. You can use these to enable and
disable aspects of server side processing when performing an operation. They
include:

= Suppress External Events. Select this option to indicate that external events
should not run after the completion of a Create, Update or Delete operation.

= Suppress Rules. Select this option to indicate that business rules should not
run after the completion of a Create, Update or Delete operation.

For this use case, select Suppress External Events and Suppress Rules
options.

Select the Finish option, which completes the configuration of invoking
Service Cloud Service.

Upon your selecting the Finish option, the wizard:
= Generates an integration-centric WSDL.
= Generates strongly typed schema definitions.
= Generates a JCA configuration file, which will have connectivity information.

= Generates reference endpoint in the SCA composite.

9.2 Performing a CRUD Operation on Multiple Business Objects

In this scenario, as part of the outbound communication, Oracle RightNow adapter
connects to the Oracle RightNow Cx instance with the help of Connect Webservices for
SOAP API to perform a create operation with multiple business objects on the RightNow
Cx instance.

This use case is a synchronous request response scenario, in which a client requests the
adapter service to create a set of objects in RightNow Cx instance.

Use the Oracle RightNow adapter to design the outbound service to work with
multiple objects.

To design an outbound service to perform CRUD operations on multiple business
objects:

1. On the Operation Configuration screen, you can select multiple business objects.
To choose multiple objects, select them under Available and move them, using the
arrow to Selected.
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Figure 9—1 Selecting Multiple Business Objects on the Operation Configuration Screen

Oracle RightNow Cloud Operation Configuration K e )

LConfigure cloud operation #)|Configure multiple operations in a Batch
Operations “i‘ / ®
WSDL Operation Cloud Operation Business Objects Commit
Help < Back | | Cancel

Click Next on this screen when you have completed selecting multiple objects.

The configuration wizard displays the Finish screen and the location of the
generated WSDL and jca file. The adapter also creates a reference endpoint which
enables you to wire it from other components such as BPEL. The adapter generates
the integration-centric WSDL with all batch operations configured. The adapter
also creates a reference endpoint that enables you to wire it from other
components such as BPEL.

9.3 Performing a Batch Operation with Multiple Business Objects and
Multiple Operations

In this scenario, as part of the outbound communication, the Oracle RightNow adapter
connects to the RightNow Cx instance with the help of Connect Web Services for
SOAP API to perform a batch operation with a multiple business objects on the RightNow
Cx instance. This is a synchronous request. Follow this procedure to perform a batch
operation with multiple business objects and multiple operations:

1.

Configure operation-specific details. Select the Configure multiple Operations in
a Batch option on the Operation Configuration screen.

Select a Cloud operation and indicate multiple business objects. Select the objects
as you did before in the use case above.

Next, use the Add Operation Screen from the Cloud Operation Configuration
screen to add multiple Operations.
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Figure 9-2 Oracle RightNow Adapter Operation Configuration Screen with Multiple
Operations in a Batch Selected

Oracle RightNow Cloud Operation Configuration

O Configure cloud operation @|Configure multiple operations in a Batch
Operations S W 4 / b4
WSDL Operation Cloud Operation Business Objects Commit
Help = Back | ot | Einish Cancel

3. Once you click the plus sign, the Add Operation screen appears, which enables
you to add additional operations.

Figure 9-3 The Add Operation Screen

i Add Operation X

Froperties

Select a Cloud Operation and it's primary business objects and specify a unigue WSDL Message name
Cloud API: CRUD~ Api¥ersion: |12

Cloud Operation: WSDL Message: |CI’EBIE

Business Objects

Available: Qi filter Selected: & @
El Account

@ AnalyticsReport

El Answer

@ ChannelType

El Contact

@ Contact_Custom Obj
El Country

@ Custom

@ CustomRightNow

@ Demo

@ DemoTest

@ Dummy Custom Object
= cE

GECustomServiceRen

£ & | 8l

Help Cancel
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4. Click the '+' button to add operations. The configuration of a Batch operation is
similar to configuring a single operation (as explained in the first use case), except
that the Batching operation is in a pop-up dialog that you can invoke multiple
times to add operations.

The operation configuration for a Batch operation also enables you to specify the
Batch-only option of commit after for a given operation. This commits the entire
transaction only after the operation for which commit after is specified.

5. Select the edit option if you must reconfigure operations you have previously
configured.

6. Reorder the operations, if needed, by using the up/down arrows. Reordering can
affect the order of the operation messages in the WSDL you generate.

7. Select the Delete option to delete any operations you have previously configured.

8. Click the Finish button to complete configuring operations

9.4 Querying Arbitrary Objects using ROQL

Use the Oracle RightNow adapter to design the outbound service to query Standard
and Custom objects from the RightNow Cx instance with the help of ROQL, the
RightNow Query Language.

For complete information on using the Oracle RightNow adapter to perform ROQL
queries, see Section 3.3, "Working with ROQL". After completing the common
operation steps specified in Section 3.1, "Performing Common JDeveloper
Configuration Steps", follow this procedure.

1. On the Configure Operations Screen, configure the operation-specific details.
Select Configure Cloud Operation option, for Cloud API, specify Query and for
Cloud Operation, the Query Objects operation.

2. In the Query statement text box, input the ROQL query.
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Figure 9-4 ROQL Query Input Text Box

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration '#"-"l

@ LConfigure cloud operation O Configure multiple operations in a Batch

General Properties

Cloud AP ROQL™ Api Version:
Cloud Operation: [QueryObjects ™| WSDL Operation: |QueryObjel

Query Statement

select contact from contact where contact.name.first = 'chirs' and B
contact Address.Address = 'CA'
Help < Back | Mext = | Einish Cancel

3. Test the query syntax before completing the wizard steps. Use the Query Test tool.
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Figure 9-5 Query Test Dialog Showing Query Statement Test with Sample Results

Query Test

Query Statement:

Select Contact FROM Contact WHERE Contact.Mame.First ='Bok’

Results from QueryOhjects:

<n0:RMOBjectsResult xmins:nl="urrn:objects ws.rightnow.com /w1_2" xmins:n0="urn:messages.ws.righ
<n0:RNObjects xsitype="nl:Contact">

<n2:D jcd="110"/>
<n2:LoockupMame>EBob Brown</n2:LockupMame:>
<n2:CreatedTime>2011-12-01T00:16:44.000Z</n2:CreatedTime>
<n2:UpdatedTime>2011-12-01T00:16:44.000Z</n2:UpdatedTime>
<hl:Address>

<nl:Country=

<n2:D id="1"/>

</nl:Country>

<nl:PostalCode>25600</nl:PostalCode>

<nl:StateOrProvince>

<n2:D id="19"/=

</nl:5tateOrProvince:

<nl:Street=5treetwize</nl:Street>
</nl:Address>
<nl:.CRMModules>

<nl:Marketing>true</nl:Marketing>

<nl:Sales>true</nl:Sales>

<nl:Service=true</nl:Service=
</n1:CRMModules=>

<nl - Nicahlad>falese fn1 Nicahlard =

Result Object Count:

Help ok Done

4. Once you have completed the configuration of the query operation, click Finish.
The adapter generates the integration centric WSDL with the query operation,
input and output messages. The adapter also creates a reference endpoint which
enables you to wire it from other components such as BPEL and Mediator.

9.5 Performing CRUD Operations on Custom Objects

Oracle RightNow Cx has two different types of objects associated with it: standard
business objects and custom objects upon which you can perform CRUD operations.
In this use case, you perform a Get operation on a custom object and generate the
appropriate WSDL and jca file.

To perform the Get operation on a custom object:

1. At the Operation Configuration screen, look under Available for the custom
object you want to select for a CRUD operation. The convention is the standard
object name, for example, Contact, followed by CustomObj (for example, Contact_
CustomObj).
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Figure 9-6 Oracle RightNow Adapter Operation Configuration Screen with Custom
Object Selected

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ LConfigure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud AP CRUD™|  Api Version:
Cloud Operation: WSDL Qperation: |C"EBIE

Eusiness Objects

Available: Qe filter Selected: &
El Account

@ AnalyticsReport
El Answer

@ ChannelType

@ Custom Contact_Custom Obj

@ CustomRightMow

@ Demo

@ DemaoTest

@ DummyCustomObject
= cE

@ GECustomServiceReq

EIEE AL 2

Help < Back | Izt = | Einish Cancel

2. Using Contact_CustomObj as an example under Available, and using the arrow,
move the selected object to Selected.
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Figure 9-7 Oracle RightNow Adapter Operation Configuration Wizard Screen Showing
Custom Object Selected

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ LConfigure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud API: CRUD = Api Version: 12
Cloud Operation: WSDL Qperation: |C"EBIE

Eusiness Objects &

Available: Qe filter Selected: & @
@ Account
El AnalyticsReport
@ Answer k I
El ChannelType
@ Contact
El Country
@ Custom |
@ CustomRightMow
@ Demo
@ DemaoTest
@ DummyCustomObject
Ege
@ GECustomServiceReq
El Incident

LameioaT

8 & 8w

Help < Back Hext = Finish Cancel

3. Change the CRUD operation to Get to perform a Get operation on the selected
object.
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Figure 9-8 Oracle RightNow Adapter Operation Configuration Wizard Screen Showing
Custom Object Selected and Get Operation Chosen

Oracle RightNow adapter Configuration Wizard - Step 3 of 4

Oracle RightNow Cloud Operation Configuration

@ LConfigure cloud operation O Configure multiple operations in a Batch

Ceneral Properties

Cloud API: CRUD ™ Api Version: 1.2
Cloud Operation: WsDL Operation: |CI’EBIE

Eusiness Objects

Available: Ol filter

E Account

El AnalyticsReport

E Answer

El ChannelType

E Contact

El Country

@ Custom

@ CustomRightMow

@ Demo

@ DemoTest

@ DummyCustomObject
Ege

@ GECustomServiceReq
El Incident
[=h s

feaTact

Selected: X

K A& ¥ w

Help < Back | Mext = | Einish Cancel

4. Click Next. The wizard displays the Finish screen, and indicates where it will
place the WSDL and jca file you have generated.
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Figure 9-9 Oracle RightNow Adapter Configuration Wizard Finish Screen

Oracle RightNow adapter Configuration Wizard - Step 4 of 4

Finish . -#

You have finished defining the Cracle RightMNow adapter Reference :
rightnowReference

When you click Finish, the wizard will create the files:
Jhome/rmmay fideveloper/mywork/Application8/Projectl/SO& /WSDLs /rightnowReference wsdl

fhome/rmmay fideveloper/mywork/Application8/Projectl/SOA fAdapters/rightnowReference_rightnowjca

Help = Back lext = Einish Cancel

5. Click Finish to generate the WSDL and jca file.

9.6 Chaining Multiple Operations Together in One Batch Request

Chaining is an Oracle RightNow adapter feature that you can use to correlate multiple
operations within a single batch request.

Underlying concepts and resulting code for Chaining is discussed at length in
Section 3.2.1.3, "Chaining".

The example use case for Chaining discusses performing the following steps.
1. Create a Contact.

2. Create Incident (the primary Contact for this Incident is the one you created in
the first step.)

3. Get the Incident (you must return the Incident just created.)

Section 3.2.1.4, "Using Chaining" shows you how to use Chaining with the Oracle
RightNow adapter user interface and provides a use case for doing so. The use case
shows you how you can achieve Chaining during transformation and uses the XSLT
Mapper.

Note: Chaining is always used together with batching and does not
require any extra step in the Oracle RightNow adapter batch
configuration wizard.
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Chaining Multiple Operations Together in One Batch Request

9-12 Oracle RightNow Adapter User's Guide



A

Credential Store Configuration for Managing
RightNow Credentials

This appendix provides information on making available the CSF Key in Fusion
Middleware Control.

Before you can configure integrations against RightNow Cx using the Oracle
RightNow adapter, the Authentication Key that you specify at design-time has to be
made available in the credential store of the Weblogic Domain where the SOA or
Service Bus Service will be deployed.

The Authentication Key is not automatically created within the Credential Store on
deployment of the SOA Composite or Service Bus Project.

This chapter describes how you can manually create the Authentication Key (also
known as CSF Key) in the Weblogic Domain using Fusion Middleware Control.

A.1 Using CSF Key in Fusion Middleware Control

The Oracle RightNow adapter enables use of Authentication Keys (or CSF Keys) to
securely store and manage credentials at design-time. This releases you from the need
to manually manage security policies for the integration and also avoids the need to
store any trace of the actual credentials in the design-time projects.

Follow the steps below to configure the CSF key in Fusion Middleware Control:

1. Login to Fusion Middleware Control and navigate to WebLogic Domain, as
shown in Figure A-1, "Fusion Middleware Control, Showing WebLogic Domain".

Figure A-1 Fusion Middleware Control, Showing WebLogic Domain

Target Navigation
View
» [[3 Application Deployments
» I3 s04A
)
|_]] soa_domain
f _-—:—|| AdminServer
i _-—:—|| soa_serverl
» [[2 Metadata Repositories
» [[3) User Messaging Service
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2. Right-click the managed server you are using for deployment and navigate to
Credentials under Security, as shown in Figure A-2, "WebLogic Domain in Fusion
Mlddleware Control". The Credentials page is displayed.

Figure A-2 WebLogic Domain in Fusion Middleware Control

Target Navigation < Summary
View General
» 23 Application Deployments Administration Server Adming
> [ soa Administration Server Host HOSMD
I:'_']"‘u'\.febLogic Dormain Administration Server Listen Port 9001

a_dom Support Workbench Problems €3 2
) Home
g Admin: ols
g 503_5e Manitoring 3
» [ZJ Metedata Rel  Diagnostics
» 23 User Messagi

To configure and manage this WebLogic
¥ \rver Administration Console.

Control 2

Logs , IErvers

Deployments

SOA Deployment 3
JDBC Data Sources
Messaging 3
lUsers and Groups
Cross Compaonent YWiring 3
Credentials
Web Services 2
Other Services v Security Provider Configuration
Environment , Application Policies
_— Ht
Application Roles
Administration v op
Refresh WebLogic Domain Keystore H
I o
Routing Topology System Policies .
Security 3 Audit Policy

System MBean Browser

& WeblLogic Server Administration Console

Target Information

3. Click Create Map, as shown in Figure A-3, "Create Map Screen".

Figure A-3 Create Map Screen

soa_domain @
@ WebLogic Domain

/Domain_soa_domain/soa_domain > Credentials
Credentials

& credential stare is the repository of security data that certifies the authority ¢
Credential Store, a single, consolidated service provider fo stare and manage th

> Credential Store Provider

View v o Create Map o Create Key F Edit... 3% Delete...

% [ SOA
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4. Create a map with the name SOA and click OK, as shown in Figure A—4, "Map
Name". The created SOA map is displayed in the Credential list.

Figure A-4 Map Name

Create Map

& credential is uniquely identified by a map name and a key name. Typically,
the map name corresponds with the name of an application and all
credentials with the same map name define a logical group of credentials,
such as the credentials used by the application. Al map names in a credential
store must be distinct.

*Map Mame | soa

0K Cancel

5. Select SOA map from the credential list and click Create Key, as shown in
Figure A-5, "Create Key".

Figure A-5 Create Key

soa_domain @
Ifg WeblLogic Domgin -

/Domain_soa_domain/soa_domain = Credentils
Credentials

A& credentizl store is the repository of security data that certifies the authority ¢
Credentizl Store, a single, consolidated service provider to store and manage th

> Credential Store Provider

View » o Create Map | o Create Key 7 Edit... 3£ Delete...

Credential

1 SOA [ Create a new credential key ]
>3 I |

6. Enter a unique CSF key to be associated with a user account, as shown in
Figure A—6, "Create Key Screen".

This key must be configured in the exact same form and characters in the
appropriate location in the JDeveloper configuration wizard.
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Figure A-6 Create Key Screen

Create Key

Select Map

* Key

Type

* User Name
* Password

* Confirm
Password
Description

7. Keep the Type of key as Password and enter the remaining credentials, the optional

S0A ¥

Password ¥

0K = Cancel

description and click OK, as shown in Figure A-7, "Enter Credentials".

Figure A-7 Enter Credentials

=

Create Key

Select Map

* Key

Type

* User Name
* Password

* Confirm
Password
Description

k

8. Fusion Middleware Control displays the added CSF key under the SOA map, as

S0A ¥
R _USER

Password ¥

You can enter a different

0K | Cancel

shown in Figure A-8, "Credentials Store Provider".
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Figure A-8 Credentials Store Provider

soa_domain @
@ WebLogic Domgin +

/Domain_soa_domain/soa_domain = Credentils
Credentials

& credential store is the repository of security data that certifies the authority o
Credentizl Store, a single, consolidated service provider to store and manage th

> Credential Store Provider

View » o Create Map o Create Key  Edit... 3£ Delete...

Credential Type
P25 s0A
% RM_USER Password
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