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Preface

Oracle Fusion Middleware User’s Guide for Oracle API Manager introduces Oracle API
Manager and describes how to install and administer the product and how to curate,
discover, and use APIs.

Audience

This document is intended for curators, consumers, and administrators of APIs in
Oracle API Manager, developers who create proxy services in Oracle Service Bus, and
anyone interested in learning about the product.

Documentation Accessibility
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Access to Oracle Support
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Introducing Oracle APl Manager

This chapter introduces Oracle API Manager, describes its features, and provides next
steps to get started.

The following topics are covered:

* What is Oracle API Manager?

¢ Understanding Oracle API Manager Features

¢ Understanding User Roles in Oracle API Manager

¢ Getting Started with Oracle API Manager

1.1 What is Oracle APl Manager?

Applications increasingly use Application Programming interfaces (APIs). These APIs
can be developed by internal or external entities to access enterprise systems of record.
The number of APIs available increases daily. Their usage is multiplied by a growing
population of mobile devices and computing platforms (Web, tablets, smartphones,
TVs, cars, and other household devices--the Internet of Things). As the number of
APIs an organization produces and uses increases, the management and visibility of
these APIs becomes increasingly important.

Oracle API Manager facilitates the creation of APIs that expose functionality of
backend systems or other services. These APIs are published for use by application
developers and are managed and monitored at runtime.

API Manager is installed with a standalone Oracle Service Bus instance, with which
developers can create WSDL-based SOAP proxy services and REST proxy services to
be published as APIs.

Note:

Proxy services configured with deprecated WLS 9 policies can not be
published as APIs.

API Curators decide which of these services should be managed and exposed to
developers. API Curators then add metadata and publish the APIs to the API Manager
Portal, from which application developers subscribe to and view information
necessary to consume the APIs. Administrative users can use the API Manager Portal
to monitor usage metrics and performance analytics at runtime.

Understanding Oracle API Manager Features, describes API Manager use cases and
the API management lifecycle.
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1.2 Understanding Oracle APl Manager Features

With API Manager, you can create an API, publish it to a portal, and search for APIs of
interest. You can also create applications and subscribe to APIs.

Create an API: Use Service Bus facilities to create proxy services to publish as APIs
for a variety of backend services.

See Creating Your APIs and Creating and Configuring Proxy Services in Developing
Services with Oracle Service Bus for more information about developing proxy
services.

Add descriptive metadata and publish API to Portal: Users with the API Curator
role add decorative metadata to APIs, decide if APIs should be managed, and
publish APIs to the API Manager Portal.

See Curating and Publishing Your APIs Using Oracle Service Bus for more
information about API curation tasks.

Discover and understand APIs: Users with the API Consumer role use the API
Manager Portal to search for APIs of interest, explore their metadata and test the
API to understand its capabilities.

See Discovering APIs for more information about discovering and subscribing to
APIs.

Create applications and subscribe to APIs: Applications that reflect your
organization's applications must be created in API Manager. After applications are
created, users with the API Consumer role can subscribe APIs to applications.

See Managing Applications for more information about managing applications and
Subscribing to APIs from the Subscriptions Page for information about subscribing
to APIs.

Access the APIs at runtime: After users have subscribed to APIs they are interested
in, users can use an endpoint URL and entitlement key to access the backend
service (published as an API).

See Using APIs in Your Applications for information about consuming APIs.

Use analytics to understand API performance: Users with the API Admin role
monitor subscription data and various runtime analytics with the API Manager
Portal.

See Viewing Subscription Statistics Using the Subscriptions Page and Viewing
Analytics in Oracle API Manager for more information about viewing API usage
statistics and performance analytics.

The user roles discussed in this section are described in Understanding User Roles in
Oracle API Manager.

1.3 Understanding User Roles in Oracle APl Manager

Certain roles are available for use with API Manager, and some Service Bus roles are
also used with API Manager.

The following roles have been created for use with API Manager:

API Curator: Users with this role use the Service Bus Console to curate the
metadata associated with and publish proxy services as APIs to the API Manager
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Portal. Users assigned this role have read-only access to the remainder of the
Service Bus Console so they can view artifact information.

* API Consumer: Users with this role can use the API Manager Portal to view,
subscribe to, and consume APIs. Users can also view runtime metrics for managed
APIs. Users assigned this role have no access to the Service Bus Console.

* API Admin: Users with this role have administrative privileges for the API
Manager Portal. API Admin users can view API usage metrics, analytics
information, and detailed subscription information for each User and API. Users
assigned this role have no access to the Service Bus Console.

The following Service Bus roles are also used with API Manager:

¢ Developer: Users with this role use the Service Bus Console to create proxy
services that can be published as APIs on the API Manager Portal.

¢ Administrator: Users with this role have full access to the Service Bus Console and
the API Manager Portal, in addition to full access to Oracle WebLogic Server. Users
assigned this role cannot subscribe to assets using the API Manager Portal.

* Deployer: Users assigned this role are responsible for deploying the APIs,
including both Service Bus artifacts and curation information. This role maps to the
existing Deployer Service Bus role, with the additional responsibility of importing/
exporting curation metadata.

* Monitor: Users assigned this role are responsible for monitoring

For more information about the existing user roles, see "Defining Access Security for
Oracle Service Bus" in Administering Oracle Service Bus.

Creating users and assigning roles to these users in API Manager is described in
Managing Users in Oracle API Manager

1.4 Getting Started with Oracle APl Manager

After you have installed and configured API Manager, you curate APIs with Service
Bus, discover and use APIs in the Portal, and various other administrative tasks.

Refer to the topics in Installing and Configuring Oracle API Manager to install and
configure API Manager. This part also describes creating users.

After completing the tasks described in Installing and Configuring Oracle API
Manager, see Using Oracle API Manager for chapters on curating APIs using Oracle
Service Bus, Discovering and Using APIs with the API Manager Portal, and
Administration features in API Manager.
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Part Il

Installing and Configuring Oracle API
Manager

This section details how to install Oracle API Manager and how to and deploy API
Manager to a WebLogic Server instance.

This section contains the following chapters:
¢ Installing Oracle API Manager
¢ Configuring the Oracle API Manager Domain

® Managing Users in Oracle API Manager
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Installing Oracle APl Manager

This chapter describes how to install the Oracle API Manager software.

The following topics are covered:

¢ Planning the Installation

Installing Software Required for an API Manager Installation

Installing Oracle API Manager via OPatch

Installing Required Patches

Next Steps

2.1 Planning the Installation

This section describes topics you must be familiar with prior to installing Oracle API
Manager, including where to acquire the software, verifying that your system meets
the operating requirements, and installing software that is required for an API
Manager installation.

2.1.1 Product Distribution

You must obtain the installation files from the Oracle Software Delivery Cloud located
at

https://edelivery.oracle.con

Note:

You must accept the license agreement before you download the installation
patch.

2.1.2 Verifying Certification, System Requirements, and Interoperability

Oracle recommends that you use the certification matrix and system requirements
documents in conjunction with each other to verify that your environment meets the
necessary requirements for installation.

¢ Verifying Your Environment Meets Certification Requirements
* Using the System Requirements Document to Verify Certification

¢ Verifying Interoperability Among Multiple Products
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2.1.2.1 Verifying Your Environment Meets Certification Requirements

Make sure that you are installing your product on a supported hardware and software
configuration. For more information, see the certification document for your release on
the Oracle Fusion Middleware Supported System Configurations page.

Oracle has tested and verified the performance of your product on all certified systems
and environments; whenever new certifications occur, they are added to the proper
certification document right away. New certifications can occur at any time, and for
this reason the certification documents are kept outside of the documentation libraries
and are available on Oracle Technology Network.

2.1.2.2 Using the System Requirements Document to Verify Certification

Oracle recommends that you use the Oracle Fusion Middleware System Requirements and
Specifications document to verify that the requirements of the certification are met. For
example, if the certification document indicates that your product is certified for
installation on 64-Bit Oracle Linux 5, this document should be used to verify that your
Oracle Linux 5 system has met the required minimum specifications, like disk space,
available memory, specific platform packages and patches, and other operating
system-specific items. System requirements can be updated at any time, and for this
reason the system requirement documents are kept outside of the documentation
libraries and are available on Oracle Technology Network.

2.1.2.3 Verifying Interoperability Among Multiple Products

The Understanding Interoperability and Compatibility document defines interoperability,
defines compatibility, and describes how multiple Fusion Middleware products from
the same release or mixed releases may be used with each other. You should read this
document if you are planning to install multiple Fusion Middleware products on your
system.

2.2 Installing Software Required for an APl Manager Installation

You must complete the tasks described in this section to install the required software
before installing API Manager. You must install a certified JDK, install and configure a
certified database, install the Oracle Fusion Middleware 12¢ infrastructure, and install
Oracle Service Bus 12.1.3.

This section describes the following topics:

¢ Installing a Certified JDK

Installing and Configuring a Certified Database

Installing Oracle Fusion Middleware 12c Infrastructure

Installing the Oracle Service Bus Software

2.2.1 Installing a Certified JDK

Before you can install Oracle API Manager, you must download and install a
supported JDK on your system before attempting to run the installer.

Make sure that the JDK is installed outside of the Oracle home. The Oracle Universal
Installer validates that the designated Oracle home directory is empty, and the install
will not progress until an empty directory is specified. If you install JDK under Oracle
home, you will experience issues in future operations. So, it is recommended that you
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use the / horre/ or acl e/ pr oduct s/ j dk directory for the location of your JDK
installation. You can then use the j ava -j ar command to run the installer JAR file.

At the time this document was published, Oracle Fusion Middleware products
required JDK 7.0 Update 55 or later. However, you should always verify the required
JDK version by reviewing the certification information, as described in Verifying
Certification, System Requirements, and Interoperability.

To download the required JDK, use your browser to navigate to the following URL
and download the Java SE JDK: ht t p: / / www. or acl e. com t echnet wor k/ j ava/
j avase/ downl oads/ i ndex. htm .

2.2.2 Installing and Configuring a Certified Database

Oracle API Manager requires database schemas prior to domain configuration. If you
do not already have a database where you can install these schemas, you must install
and configure a certified database.

To find a certified database for your operating system, see the certification document
for your release on the Oracle Fusion Middleware Supported System Configurations page.

To make sure your database is properly configured for schema creation, see "Verifying
Requirements for Oracle Repository Creation Utility" in the Oracle Fusion Middleware
System Requirements and Specifications document.

Note:

For 12c, only a certified Oracle database can be used for the Oracle Fusion
Middleware Infrastructure standard installation topology.

See the following references for more information about creating your product
schemas:

¢ The Repository Creation Utility (RCU) is the tool used to create schemas in your
database. This tool is available by installing the Oracle Fusion Middleware
Infrastructure. For more information, see Installing and Configuring the Oracle Fusion
Middleware Infrastructure.

® See Creating the Database Schemas for the specific schemas required by Oracle API
Manager along with instructions to create the schemas.

e Refer to Creating Schemas with the Repository Creation Utility for more information
about the Repository Creation Utility.

Note:

After installing a certified database and installing the product software, you
must install the RCU patch as described in Installing the RCU Patch before
you can create the product schemas.

2.2.3 Installing Oracle Fusion Middleware 12¢ Infrastructure

After you have installed the JDK and installed and configured a certified database,
you must install an Oracle WebLogic Server instance. After installing Oracle API
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Manager and creating the required database schemas, you configure a domain and
deploy the application to a WebLogic server instance.

The latest version of Oracle WebLogic Server is available by installing the Oracle
Fusion Middleware Infrastructure.

Note:

You must install Oracle WebLogic server using the Oracle Fusion Middleware
12¢ (12.1.3.0.0) Infrastructure installer (Part Number V44416-01) that includes
Java Required Files (JRF). JRF consists of components not typically included in
WebLogic Server installations that provide common functionality for Oracle
business applications and application frameworks.

You must obtain this installer from the Oracle Fusion Middleware 12¢c Media
Pack on the Oracle Software Delivery Cloud located at

https://edelivery.oracle.conl

Installing WebLogic Server using another installer will cause the API Manager
installation to fail.

For more information about installing and configuring the Oracle Fusion Middleware
Infrastructure, see Installing and Configuring the Oracle Fusion Middleware Infrastructure.

2.2.4 Installing the Oracle Service Bus Software

Before installing API Manager, you must install an instance of Oracle Service Bus
12.1.3 into the same Oracle home into which you installed the Oracle Fusion
Middleware infrastructure. See "Planning Your Oracle Service Bus Installation" and
"Installing the Oracle Service Bus Software" in Installing and Configuring Oracle Service
Bus for more information about installing Service Bus.

Note:

You do not need to deploy Oracle Service Bus to a WebLogic Server domain.
The Service Bus domain template will be selected and deployed as a part of
the API Manager domain configuration, as described in Configuring the
Oracle API Manager Domain.

Extending an existing Service Bus domain with an API Manager domain is not
supported in this release.

2.3 Installing Oracle APl Manager via OPatch

Install API Manager on top of an Oracle Service Bus 12.1.3 installation by acquiring the
product installation zip file from Oracle Software Delivery Cloud and applying the
installation patch using OPatch. See Patching with OPatch for more information about
using OPatch.

To install API Manager:

1. Acquire the API Manager installation zip file from the Oracle Software Delivery
Cloud athttps://edelivery. oracle.coni.
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2. Extract the contents of the installation zip file to a local directory. Verify that the
extracted directory contains the installation patch:
p20225320 121300 Ceneric.zip

3. Follow the instructions in the patch's READVE. t Xt file to complete the installation.

2.4 Installing Required Patches

Before you create the database schemas and configure the WebLogic domain, you
must install the required RCU patch by completing the following task:

¢ Installing the RCU Patch

2.4.1 Installing the RCU Patch

Install the required RCU patch by using the OPatch utility. This makes required
changes to the SOA Suite database schemas when running the Repository Creation
Utility before deploying an API Manager domain. See Patching with OPatch for more
information about using OPatch.

To install the required RCU patch:
1. Ensure that you have acquired the API Manager installation zip file from the

Oracle Software Delivery Cloud and extracted its contents to a local directory, as
described in Installing Oracle API Manager via OPatch.

2. Verify that the extracted directory contains the RCU patch:
p20311552_121300_Generi c. zi p.

3. Follow the instructions in the patch's README. t xt file.

2.5 Next Steps

The next steps include creating the required database schemas and configuring the
Oracle WebLogic Server domain for API Manager.

See Configuring the Oracle API Manager Domain to complete the necessary tasks.
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Configuring the Oracle APl Manager
Domain

This chapter describes how to create and configure the WebLogic Server domain for
Oracle API Manager.

By the end of this chapter, you would have created database schemas for Oracle API
Manager and configured an Oracle WebLogic domain with one cluster and two
managed servers on a single host.

The following topics are covered:

Creating the Database Schemas

Configuring Your WebLogic Domain

Starting the Servers

Next Steps

3.1 Creating the Database Schemas

Before you can configure an Oracle API Manager domain, you must install the
required schemas on a database certified for use with this release of Oracle API
Manager.

Follow the instructions in this section to install these schemas:
¢ Installing and Configuring a Certified Database
¢ Starting the Repository Creation Utility (RCU)

¢ Navigating the RCU Screens to Create the Schemas

3.1.1 Installing and Configuring a Certified Database

Make sure you have installed and configured a certified database, and that the
database is up and running.

For more information, see "Installing a Database and Database Schemas" in Planning
an Installation of Oracle Fusion Middleware.

3.1.2 Starting the Repository Creation Utility (RCU)

Note:

Before creating product schemas, ensure that you have already applied the
RCU patch as described in Installing the RCU Patch.
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To start the Repository Creation Utility (RCU):

1. Navigate to the ORACLE_HOME/ or acl e_conmon/ bi n directory on your system.
2. Start RCU:

On UNIX operating systems:

lreu
On Microsoft Windows operating systems:

rcu. bat

3.1.3 Navigating the RCU Screens to Create the Schemas

Follow the instructions in this section to create the schema for Oracle API Manager:

¢ Introducing RCU

Selecting a Method of Schema Creation

¢ Providing Database Credentials

® Specifying a Custom Prefix and Selecting Schemas
® Specifying Schema Passwords

® Specifying Custom Variables

e Completing Schema Creation

3.1.3.1 Introducing RCU
Click Next.

3.1.3.2 Selecting a Method of Schema Creation

If you have the necessary permission and privileges to perform DBA activities on your
database, select System Load and Product Load. This procedure assumes that you
have the necessary privileges.

If you do not have the necessary permission or privileges to perform DBA activities in
the database, you must select Prepare Scripts for System Load on this screen. This
option will generate an SQL script, which can be provided to your database
administrator. See "Understanding System Load and Product Load" in Creating
Schemas with the Repository Creation Utility.

3.1.3.3 Providing Database Credentials

Provide the database connection details for RCU to connect to your database. You
must provide the following information:

e Database Type
* Host Name

e Port

e Service Name

e [Username
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e Password

* Role

Click Next to proceed, then click OK on the dialog window confirming that
connection to the database was successful.

3.1.3.4 Specifying a Custom Prefix and Selecting Schemas

Select Create new prefix, specify a custom prefix, then select the SOA Suite schema.
This will automatically select SOA Infrastructure, along with the following schemas as
dependencies:

* Metadata Services

* Audit Services

* Audit Services Append

* Audit Services Viewer

® Oracle Platform Security Services
* User Messaging Service

* WebLogic Services

A schema called Common Infrastructure Services is also automatically created; this
schema is grayed out and cannot be selected or deselected. This schema enables you to
retrieve information from RCU during domain configuration. For more information,
see "Understanding the Service Table Schema" in Creating Schemas with the Repository
Creation Utility.

The custom prefix is used to logically group these schemas together for use in this
domain only; you must create a unique set of schemas for each domain as schema
sharing across domains is not supported.

Tip:

For more information about custom prefixes, see "Understanding Custom
Prefixes" in Creating Schemas with the Repository Creation Utility.

For more information about how to organize your schemas in a multi-domain
environment, see "Planning Your Schema Creation" in Creating Schemas with
the Repository Creation Utility.
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Select existing prefix:

) Create new prefix: APIMCRI
Alpha numeric only. Cannot start with a number. Mo special characters.
Component Schema Owner
=0 Oracle A5 Repository Components -
=W A5 Common Schemas B
¥ Metadata Services APIMGE_MDS
¥ Audit Senvices AFIMGE_IAL
¥ Audit Senvices Append APIMGR_IALU_APPEND
¥ Audit Senvces Viewer AFPIMGE_IAL_VIEWER
Cracle Platform Security Services APIMCR_OPSS %
User Messaging Service AFPIMCE_UMS 3
¥ Weblogic Services APIMGCRE_WLS
Common Infrastructure Services
EIFS0A Suite
WS04 Infrastructure APIMGE_SOAINFRA
u | 4
] -
Tip:

You must make a note of the custom prefix you choose to enter here; you will
need this later on during the domain creation process.

Click Next to proceed, then click OK on the dialog window confirming that
prerequisite checking for schema creation was successful.

3.1.3.5 Specifying Schema Passwords
Specify how you want to set the schema passwords on your database, then specify and
confirm your passwords.

Tip:

You must make a note of the passwords you set on this screen; you will need
them later on during the domain creation process.

3.1.3.6 Specifying Custom Variables

Specify the custom variables for the SOA Infrastructure schema. For the Oracle Service
Bus standard installation topology, accept both default values for the Database Profile
(SMALL) and Healthcare Integration (NO).

Enter value for the following custom variables.

Component Custom Variable Value
SOA Infrastructure |Database Profile (SMALL/MED/LARCE)  |SMALL |
|Healthcare Integration(YES/NO) no |
Tip:

For more information about the options on this screen, see "Custom Variables"
in Creating Schemas with the Repository Creation Utility.

3.1.3.7 Completing Schema Creation

Navigate through the remainder of the RCU screens to complete schema creation.
When you reach the Completion Summary screen, click Close to dismiss RCU.

For more information about RCU and its features and concepts, see Creating Schemas
with the Repository Creation Utility
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3.2 Configuring Your WebLogic Domain

This section provides instructions for creating a WebLogic domain using the
configuration wizard.

For more information on other methods available for domain creation, see "Additional
Tools for Creating, Extending, and Managing WebLogic Domains" in Creating
WebLogic Domains Using the Configuration Wizard.

The following topics are covered in this section:
¢ Starting the Configuration Wizard

¢ Navigating the Configuration Wizard Screens to Configure the Domain

3.2.1 Starting the Configuration Wizard

To begin domain configuration, navigate to the ORACLE_HOME/ or acl e_conmon/
comon/ bi n directory and start the WebLogic Server Configuration Wizard.

On UNIX operating systems:
.Iconfig.sh

On Microsoft Windows operating systems:

config.cmd

On Windows operating systems, you can also start the Configuration Wizard from the
Start menu by selecting All Programs, then selecting Oracle, then selecting
OracleHome, then selecting WebLogic Server 12¢ (12.1.3), then selecting Tools, then
selecting Configuration Wizard.

3.2.2 Navigating the Configuration Wizard Screens to Configure the Domain

Follow the instructions in this section to create and configure the domain.

Note:

Extending an existing Service Bus domain with an API Manager domain is not
supported in this release. You must create a new domain using the API
Manager domain configuration template (which also deploys Service Bus) as
described in this section.

* Selecting the Domain Type and Domain Home Location
® Selecting the Configuration Templates

* Selecting the Application Home Location

¢ Configuring the Administrator Account

® Specifying the Domain Mode and JDK

¢ Specifying the Database Configuration Type

® Specifying JDBC Component Schema Information
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¢ Testing the JDBC Connections

¢ Selecting Advanced Configuration

* Configuring the Administration Server Listen Address

¢ Configuring the Node Manager

¢ Configuring Managed Servers

¢ Configuring a Cluster

¢ Assigning Managed Servers to the Cluster

¢ Configuring Coherence Clusters

* Creating a New Machine

* Assigning Servers to Machines

* Reviewing Your Configuration Specifications and Configuring the Domain
¢ Writing Down Your Domain Home and Administration Server URL
3.2.2.1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Create a New Domain.

In the Domain Location field, specify your Domain home directory.

Oracle recommends that you locate your Domain home in accordance with the
directory structure summarized in "What are the Key Oracle Fusion Middleware
Directories?" in Understanding Oracle Fusion Middleware, where the Domain home is
located outside the Oracle home directory. This directory structure will help you avoid
issues when you need to upgrade or reinstall your software.

Tip:

For more information about the Domain home directory, see "Choosing a
Domain Home" in Planning an Installation of Oracle Fusion Middleware.

For more information about the other options on this screen, see
"Configuration Type" in Creating WebLogic Domains Using the Configuration
Wizard.

3.2.2.2 Selecting the Configuration Templates

On the Templates screen, make sure Create Domain Using Product Templates is
selected, then select the following templates:

e Oracle API Manager - 12.1.3.0 [osb]

Selecting this template also selects the following dependencies:
— Basic WebLogic Server Domain - 12.1.3.0 [wlserver]

— Oracle Service Bus - 12.1.3.0 [osb]

—  ODSI XQuery 2004 Components - 12.1.3.0 - [oracle_common]

— Oracle Enterprise Manager - 12.1.3.0 [em]
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— Oracle WSM Policy Manager - [oracle_common]
— Oracle JRF - 12.1.3.0 [oracle_common]
— WebLogic Coherence Cluster Extension - 12.1.3.0 [wlserver]

— WebLogic Advanced Web Services for JAX-PRC Extension - 12.1.3.0 [wlserver]

#! Create Domain Using Product Templates:

Template Categories: All Templates hd
Available Templates
| |Oracle APl Manager - 12.1.3.0 [osh] h
«| Oracle Service Bus - 12.1.3.0 [osb]
| ODSIXQuery 2004 Components - 12.1.3.0 [oracle_common]
+| Oracle Enterprise Manager - 12.1.3.0 [em] =
Oracle User Messaging Service Basic - 12.1.3.0 [oracle_commaon]
«| Oracle WSM Policy Manager - 12.1.3.0 [oracle_comman]
Oracle RAS Session Service - 12.1.3.0 [oracle_common]
Oracle JRF SOAP/IMS Web Services - 12.1.3.0 [oracle_common]
+| Oracle JRF - 12.1.3.0 [oracle_common]
«| WebLogic Coherence Cluster Extension - 12.1.3.0 [wiserver]
Oracle Service Bus DRT Extension - Disable Basic Constraint Validation - 12.1.2.0 [osb]
«| WebLogic Advanced Web Services for JAX-RPC Extension - 12.1.3.0 [oracle_common] I
WebLogic Advanced Web Services for JAX-WS Extension - 12.1.3.0 [oracle_common] h

Tip:

For more information about the options on this screen, see "Templates” in
Creating WebLogic Domains Using the Configuration Wizard.

3.2.2.3 Selecting the Application Home Location

On the Application Location screen, select the location where you want to store your
applications associated with your domain. This location is also referred to as the
Application home directory.

Oracle recommends that you locate your Application home in accordance with the
directory structure summarized in "What are the Key Oracle Fusion Middleware
Directories?" in Understanding Oracle Fusion Middleware, where the Application home is
located outside the Oracle home directory. This directory structure will help you avoid
issues when you need to upgrade or reinstall your software.

Tip:

For more information about the Application home directory, see "Choosing an
Application Home" in Planning an Installation of Oracle Fusion Middleware.

For more information about the options on this screen, see "Application
Location" in Creating WebLogic Domains Using the Configuration Wizard.

3.2.2.4 Configuring the Administrator Account

On the Administrator Account screen, specify the user name and password for the
default WebLogic Administrator account for the domain.

Oracle recommends that you make a note of the user name and password specified on
this screen; you will need these credentials later to boot and connect to the domain's
Administration Server.

3.2.2.5 Specifying the Domain Mode and JDK
On the Domain Mode and JDK screen:
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e Select Production in the Domain Mode field.

e Select the Oracle Hotspot JDK in the JDK field.

Selecting Production Mode on this screen gives your environment a higher degree of
security, requiring a user name and password to deploy applications and to start the
Administration Server.

Tip:
More information about the options on this screen, including the differences

between development mode and production mode, can be found in Domain
Mode and JDK in Creating WebLogic Domains Using the Configuration Wizard.

In production mode, a boot identity file can be created to bypass the need to
provide a user name and password when starting the Administration Server.
For more information, see "Creating a Boot Identity File for an Administration
Server" in Administering Server Startup and Shutdown for Oracle WebLogic Server.

3.2.2.6 Specifying the Database Configuration Type

Select RCU Data to activate the fields on this screen. The RCU Data option instructs
the Configuration Wizard to connect to the database and Service Table (STB) schema
to automatically retrieve schema information for the schemas needed to configure the
domain.

Note:

If you choose to select Manual Configuration on this screen, you will have to
manually fill in the parameters for your schema on the JDBC Component
Schema screen.

After selecting RCU Data, fill in the following fields:

Field Description

DBMS/Service Enter the database DBMS name, or service name if you
selected a service type driver.

Host Name Enter the name of the server hosting the database.
Port Enter the port number on which the database listens.
Schema Owner Enter the user name and password for connecting to the

database's Service Table schema. This is the schema user
name and password that was specified for the Service Table
component on the "Schema Passwords" screen in RCU (see
Creating the Database Schemas).

Schema Password

The default user name is pr ef i x_STB, where pr ef i X is the
custom prefix that you defined in RCU.
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Specify AutoConfiguration Options Using:
#) RCU Data Manual Configuration
Enter the database connection details using the Repository Creation Utility service table (STE) schema

credentials. The Wizard uses this connection to automatically configure the datasources required for
components in this domain.

Vendor: |Oracle w| Driver: [*Oracle's Driver (Thin) for Service connections; Vers.. =
DEMS/Service: | db.localhost Host Name: | localhost Port: | 1524
Schema Owner: | APIMCGR_STE Schema Password: |ssssssss

Cet RCU Configuration

Connection Result Log

Connecting to the database server.. Ok
Retrieving schema data from database server..OK
Binding local schema components with retrieved data.. . OK

Successfully Done.

Click Get RCU Configuration when you are finished specifying the database
connection information. The following output in the Connection Result Log indicates
that the operating succeeded:

Connecting to the database server... K
Retrieving schena data from database server... K
Bi ndi ng | ocal schema conponents with retrieved data... K

Successful |y Done.
Tip:

More information about the RCU Data option can be found in "Understanding
the Service Table Schema" in Creating Schemas with the Repository Creation
Utility.

More information about the other options on this screen can be found in
Datasource Defaults in Creating WebLogic Domains Using the Configuration
Wizard

3.2.2.7 Specifying JOBC Component Schema Information

The JDBC component schemas associated with the products for which you are creating
the domain are listed in the lower half of the screen.

Select the schemas for which you want to specify data source settings by selecting the
check box adjacent to each schema name.

Fill in each field at the top of the screen with information for the database schema you
created in Creating the Database Schemas.

Field Description
Vendor Select the database vendor.
Driver Select the JDBC driver to use to connect to the database. The list

includes common JDBC drivers for the selected database vendor.

DBMS/Service Enter a database DBMS name, or service name if you selected a
service type driver.
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Field

Description

Host Name

Enter the name of the server hosting the database.

Port

Enter the port number to be used to connect to the server that
hosts the database.

Schema Owner

Enter the user name for connecting to the database's Oracle API
Manager schema. This is the schema user name that was
specified on the "Schema Passwords" screen in RCU (see
Creating the Database Schemas).

The default user name is pr ef i x_STB, where pr ef i x is the
custom prefix that you defined in RCU.

Schema Password

Enter the password for connecting to the database's schema. This
is the password that was specified for the Service Table
component on the "Schema Passwords" screen in RCU (see
Creating the Database Schemas).

Tip:

More information about the other options on this screen can be found in JDBC
Component Schema in Creating WebLogic Domains Using the Configuration

Wizard.

3.2.2.8 Testing the JDBC Connections

Verify that the values on the JDBC Component Schema screen are correct for all
schemas. If you selected RCU Data on the previous screen, the schema table should
already be populated appropriately.

Tip:

More information about the other options on this screen can be found in Test
Component Schema in Creating WebLogic Domains Using the Configuration

Wizard

3.2.2.9 Selecting Advanced Configuration

To complete domain configuration for the topology, select the following options on
the Advanced Configuration screen:

e Administration Server

This is required to properly configure the listen address of the Administration

Server.

* Node Manager

This is required to configure Node Manager.

e Managed Server, Clusters and Coherence

This is required to configure the Oracle API Manager Managed Server.
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3.2.2.10 Configuring the Administration Server Listen Address

On the Administration Server screen, select the drop-down list next to Listen Address
and select the IP address on the host where the Administration Server will reside. Do
not use "All Local Addresses."

Do not specify any server groups for the Administration Server.

3.2.2.11 Configuring the Node Manager

The Node Manager screen can be used to select the type of Node Manager you want to
configure, along with the Node Manager credentials.

Select Per Domain Default Location as the Node Manager type, then specify the Node
Manager credentials.

Tip:

For more information about the options on this screen, see "Node Manager" in
Creating WebLogic Domains Using the Configuration Wizard.

For more information about the types of Node Manager, see "Node Manager
Overview" in Administering Node Manager for Oracle WebLogic Server.

3.2.2.12 Configuring Managed Servers

On the Managed Servers screen, a new Managed Server named osb_ser ver 1is
created:

1. Inthe Listen Address drop-down list, select the IP address of the host on which the
Managed Server will reside. Do not use All Local Addresses. Verify that OSB-
MGD-SVRS-COMBINED is selected in the Server Group.

If you want to have OWSMPM in a different server from the Service Bus server,
select OSB-MGD-SVRS-ONLY. This targets only Service Bus but not OWSMPM to
the server.

2. Click Add and repeat this process to create a second Managed Server named
osb_server2.

Configuring a second Managed Server is one of the steps needed to configure the
standard topology for high availability. If you are not creating a highly available
environment, then this step is optional.

For more information about the high availability standard topology, see
"Understanding the Fusion Middleware Standard HA Topology" in High
Awvailability Guide.

These server names will be referenced throughout this document; if you choose
different names be sure to replace them as needed.
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4 Add Clone x Delete f—a' Discard Changes
Server Name Listen Address Listen Port Enable S5L SSL Listen Server Groups
Fort
osb_serverl 127.0.0.1 - 7003 QSE-MCD-.. =
osh_server2 127.0.01 - 7004 QSE-MCD-.. ¥
JRF-MAN-SVR =

JRF-W5-CORE-MAN-5VR

OSE-MCD-5VRS-0ONLY
UMS-DRIVER-EMAIL-MGD-5VR
UMS-DRIVER-EXTENSION-MGCD-5VR
UMS-DRIVER-SMPP-MCD-SVR
UMS-DRIVER-TWITTER-MCD-5VR &

Tip:

For more information about the options on this screen, see "Managed Servers"
in Creating WebLogic Domains Using the Configuration Wizard.

3.2.2.13 Configuring a Cluster

Use the Clusters screen to create a new cluster:

1. Click Add.
2. Specify api ngr _cl ust er 1 in the Cluster Name field.
3. Leave the Cluster Address field blank.

By default, server instances in a cluster communicate with one another using unicast.
If you want to change your cluster communications to use multicast, see
"Considerations for Choosing Unicast or Multicast" in Administering Clusters for Oracle
WebLogic Server.

New clusters can also be created using Fusion Middleware Control. In such cases,
cluster communication (unicast or multicast) can be configured when the new cluster
is created. For more information, see "Create and configure clusters" in Oracle WebLogic
Server Administration Console Online Help.

4 Add x Delete f—a Discard Changes
Cluster Mame Cluster Address Frontend Host Frontend HTTF Port Frontend HTTPS
apimgr_clusterl 1] [}
Tip:

For more information about the options on this screen, see "Clusters" in
Creating WebLogic Domains Using the Configuration Wizard.

3.2.2.14 Assigning Managed Servers to the Cluster

Use the Assign Servers to Clusters screen to assign osb_ser ver 1 and osb_ser ver 2
to the new cluster api ngr _cl uster 1:

1. In the Clusters pane, select the cluster to which you want to assign the servers; in
this case, api mgr _cl uster 1.

2. In the Servers pane, assign osb_ser ver 1 to api ngr _cl ust er 1 by doing one of
the following;:
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¢ Click once on osb_server 1 to select it, then click on the right arrow to move it
beneath the selected cluster (api mgr _cl ust er 1) in the Clusters pane.

e Double-click on osb_ser ver 1 to move it beneath the selected cluster
(api mgr _cl ust er 1) in the clusters pane.

3. Repeat to assign osb_ser ver 2 to api nmgr _cl uster 1.

Servers Clusters
b apimgr_clusterl
[zl osb_serverl
[l osb_server2

Tip:

For more information about the options on this screen, see "Assign Servers to
Clusters" in Creating WebLogic Domains Using the Configuration Wizard.

3.2.2.15 Configuring Coherence Clusters

Use the Coherence Clusters screen to configure the Coherence cluster that is
automatically added to the domain. Leave the default port number 0 as the Coherence
cluster listen port.

Note:

Setting the unicast listen port to 0 creates an offset for the Managed Server
port numbers. The offset is 5000, meaning the maximum allowed value that
can be assigned to a Managed Server port number is 60535, instead of 65535.

Note:

For Coherence licensing information, see Client Access to Oracle Coherence
Clusters in Oracle® Fusion Middleware Licensing Information User Manual.

3.2.2.16 Creating a New Machine

Use the Machines screen to create a new machine in the domain. A machine is
required in order for the Node Manager to be able to start and stop the servers.

Tip:

If you plan to create a high availability environment and know the list of
machines required for your target topology, you can follow the directions in
this section to create all of the machines at this time. For more information, see
"Optional Scale Out Procedure” in High Availability Guide.

1. Click Add to create a new machine.
2. Specify api ngr _machi nel in the Name field.

3. In the Node Manager Listen Address field, select the IP address of the machine
where the Managed Servers are being configured.
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You must select a specific interface and not "localhost." This allows Coherence
cluster addresses to be dynamically calculated.

4. Verify the port in the Node Manager Listen Port field.

The port number 5556, shown in this example, may be referenced by other
examples in the documentation. Replace this port number with your own port
number as needed.

Note:

If you are extending an existing domain, you can assign servers to any existing
machine. It is not necessary to create a new machine unless your situation
requires it.

Machine Unix Machine

4 Add x Delete Ka Discard Changes
MName Mode Manager Listen Address Mode Manager Listen Port
apimgr_machinel 127.0.0.1 b 5556
Tip:

For more information about the options on this screen, see "Machines" in
Creating WebLogic Domains Using the Configuration Wizard.

3.2.2.17 Assigning Servers to Machines

Use the Assign Servers to Machines screen to assign the Administration Server and
Managed Servers to the new machine you just created:

1. In the Machines pane, select the machine to which you want to assign the servers;
in this case, api ngr _nmachi nel.

2. In the Servers pane, assign Admmi nSer ver to api ngr _machi nel by doing one of
the following:

* Click once on Admi nSer ver to select it, then click on the right arrow to move it
beneath the selected machine (api ngr _machi nel) in the Machines pane.

e Double-click on Adni nSer ver to move it beneath the selected machine
(api mgr _machi nel) in the Machines pane.

3. Repeat to assign both osb_server 1 and osb_server 2 to api ngr _nmachi nel.

f Servers Machines
[= Machine
= ‘& [apimgr_machinel
[l AdminServer
[l osb_serverl
[l 0sb_server2

Tip:

For more information about the options on this screen, see "Assign Servers to
Machines" in Creating WebLogic Domains Using the Configuration Wizard.
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3.2.2.18 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains the detailed configuration information
for the domain you are about to create. Review the details of each item on the screen
and verify that the information is correct.

You can go back to any previous screen if you need to make any changes, either by
using the Back button or by selecting the screen in the navigation pane.

Domain creation will not begin until you click Create.
Tip:

More information about the options on this screen can be found in
Configuration Summary in Creating WebLogic Domains Using the Configuration
Wizard.

3.2.2.19 Writing Down Your Domain Home and Administration Server URL

The Configuration Success screen will show the following items about the domain you
just configured:

e Domain Location
e Administration Server URL
L4 Oracle Weblogic Server Configuration Succeeded

New Domain apidomain2_domain Creation Success ful

Domain Location
SMW_HOME/user projects/domains/apidomain_domain

Admin Server URL
http:/f11.222 333 444 7001 fconsol e

You must make a note of both items as you will need them later; the domain location
is needed to access the scripts used to start the Administration Server, and the URL is
needed to access the Administration Server.

Click Finish to dismiss the configuration wizard.

3.3 Starting the Servers

This section provides information about tools you can access to manage your domain,
after the configuration is complete.

Note:

For more information on additional tools you can use to manage your domain,
see "Overview of Oracle Fusion Middleware Administration Tools" in
Administering Oracle Fusion Middleware.

¢ Starting the Node Manager
e Starting the Administration Server

® Starting the Managed Servers
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3.3.1 Starting the Node Manager

To start your per-domain Node Manager, go to the DOVAI N_HOVE/ bi n directory.

On UNIX operating systems, start the Node Manager as shown below, using nohup
and nm out as an example output file:

nohup ./startNodeManager.sh > $LOG DI R/ nm out &

In the preceding command, LOG_DI Ris the location of directory in which you want to
store the log files.

On Windows operating systems, run:

st art NodeManager . cmd

Note:

On Windows operating systems, it is recommended that you configure Node
Manager to run as a startup service. This allows Node Manager to start up
automatically each time the system is restarted.

For more information, see "Running Node Manager as a Startup Service" in
Administering Node Manager for Oracle WebLogic Server.

For more information about additional Node Manager configuration options, see
Administering Node Manager for Oracle WebLogic Server.

3.3.2 Starting the Administration Server

To start the Administration Server, go the DOVAI N_HOVE/ bi n directory.
On UNIX operating systems, run:
./startWebLogi c. sh

On Windows operating systems, run:

start\WebLogi c. cnd

If you have selected Production Mode on the Domain Mode and JDK screen in
Specifying the Domain Mode and JDK, you will be prompted for the login credentials
of the Administrator user as provided on the Administrator Account screen in
Configuring the Administrator Account.

Tip:

For more information about starting the Administration Server, see "Starting
and Stopping Administration Servers" in Administering Oracle Fusion
Middleware.

In production mode, a boot identity file can be created to bypass the need to
provide a user name and password when starting the Administration Server.
For more information, see "Creating a Boot Identity File for an Administration
Server" in Administering Server Startup and Shutdown for Oracle WebLogic Server.

3-16 Using Oracle APl Manager



Next Steps

You can verify that the Administration Server is up and running by accessing the
Administration Server Console. The URL is provided on the Configuration Success
screen in Writing Down Your Domain Home and Administration Server URL.

Note:

Make sure that the database hosting your product schemas is up and running
and accessible by the Administration Server.

http://adm nistration_server_host:adninistration_server_port/consol e

The default Administration Server port number is 7001.

For more information about how to use the Administration Console, see "Getting
Started Using Oracle WebLogic Server Administration Console" in Administering
Oracle Fusion Middleware.

3.3.3 Starting the Managed Servers

To start the Managed Servers:

1. Login to Oracle Fusion Middleware Control:

http://adm nistration_server_host:administration_server_port/em

The Administration Server host and port number were in the URL on the
Configuration Success screen (Writing Down Your Domain Home and
Administration Server URL). The default Administration Server port number is
7001.

The login credentials were provided on the Administrator Account screen
(Configuring the Administrator Account).

2. From the "Target Navigation" pane, click the arrows to expand the domain until the
Managed Servers (0sb_ser ver 1 and osb_ser ver 2) are visible.

3. Select the first Managed Server (0sb_ser ver 1).
4. Next to the WebLogic Server menu, select Start Up.
5. Repeat Steps 3 and 4 to start osb_ser ver 2.

6. In the Target Navigation page, select your domain name to see that all the servers
are up and running.

3.4 Next Steps

The next steps include creating users and assigning user roles.

See Managing Users in Oracle API Manager for more information.
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Managing Users in Oracle APl Manager

This chapter describes managing users in Oracle API Manager.

The following topics are covered:
* Managing Users

* Next Steps

4.1 Managing Users

API Manager users are managed using Fusion Middleware Control. An administrative
user creates groups in Fusion Middleware Control, maps application roles to these
groups, creates users, and then assigns users to groups.

Use this URL to log onto Fusion Middleware Control:
http://adm nistration_server_host:admnistration_server_port/em
The Administration Server host and port number were in the URL on the

Configuration Success screen (Writing Down Your Domain Home and Administration
Server URL). The default Administration Server port number is 7001.

Note:

The tasks in this section describe creating users and assigning roles using
Fusion Middleware Control. You can also use an LDAP Authentication
provider to manage users. See "Configuring LDAP Authentication Providers"
in Administering Security for Oracle WebLogic Server for more information.

4.1.1 Create Groups for APl Manager Roles

Use Fusion Middleware Control to create groups that map to the API Manager roles.

See Understanding User Roles in Oracle API Manager for additional information
about the API Manager user roles.

You must complete this task multiple times to create the following groups:
e API Admin

e API Consumer

e API Curator

¢ Developer
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You do not need to create groups for the following Service Bus groups, which are
available OOTB:

e Administrators
* Deployers
e Monitors

To create a group:

1. Log in to Fusion Middleware Control as a user with administrator privileges.

2. In the Target Navigator, expand WebLogic Domain, and right-click the name of
your domain. Navigate to Security > Users and Groups to display the Users and
Groups page.

3. Click the Groups tab.
4. Click Create.

5. From the Create a New Group page, define the following properties for the groups
listed above:

¢ Name (must be unique)
® Description
e Provider

6. Click Create.

7. Repeat steps 4 through 6 to create the remaining groups.

When finished, complete the task described in Assign Application Roles to Groups
Using Fusion Middleware Control.

4.1.2 Assign Application Roles to Groups Using Fusion Middleware Control

After you have created groups that correspond with the roles in API Manager, you
must assign application roles to these groups. After completing this task, any users
assigned to the specified groups will be granted the applicable application role.

To assign application roles to groups:

1. Log in to Fusion Middleware Control as a user with administrative privileges.

2. In the Target Navigator, expand WebLogic Domain, and right-click the name of
your domain. Navigate to Security > Application Roles to display the Application
Roles page.

3. Select Service_Bus_Console from the Application Stripe list, and then click the
Search Application Roles icon.

4. Map the API Curator application role to the API Curator group:
a. Select APICurator from the list of application roles, and then click Edit.

b. From the Members region, click Add.
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d.

e.

From the Add Principal dialog, select Group from the Type list, and then click
the Search icon.

Select the API Curator group, and then click OK to close the dialog.
Click OK.

. Map the Developer application role to the API Developer group:

a.

b.

C.

d.

e.

Select Developer from the list of application roles, and then click Edit.
From the Members region, click Add.

From the Add Principal dialog, select Group from the Type list, and then click
the Search icon.

Select the API Developer group, and then click OK to close the dialog.
Click OK.

. Map the Deployer application role to the Deployers group:

a.

b.

C.

d.

e.

Select Deployer from the list of application roles, and then click Edit.
From the Members region, click Add.

From the Add Principal dialog, select Group from the Type list, and then click
the Search icon.

Select the Deployers group, and then click OK to close the dialog.
Click OK.

. Map the Monitor application role to the Monitors group:

a.

b.

C.

d.

e.

Select Monitor from the list of application roles, and then click Edit.
From the Members region, click Add.

From the Add Principal dialog, select Group from the Type list, and then click
the Search icon.

Select the Monitors group, and then click OK to close the dialog.
Click OK.

. Select API_Manager from the Application Stripe list, and then click the Search
Application Roles icon.

. Map the API Admin application role to the API Admin group:

a.

Select APIApplicationAdminsitrator from the list of application roles, and then
click Edit.

. From the Members region, click Add.

From the Add Principal dialog, select Group from the Type list, and then click
the Search icon.

. Select the API Admin group, and then click OK to close the dialog.
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e. Click OK.

10. Map the API Consumer application role to the API Consumer group:

a. Select APIConsumer from the list of application roles, and then click Edit.
b. From the Members region, click Add.

c. From the Add Principal dialog, select Group from the Type list, and then click
the Search icon.

d. Select the API Consumer group, and then click OK to close the dialog.
e. Click OK.

You do not need to assign application roles to the Administrator Service Bus group.
This is done OOTB.

When finished, complete the task described in Creating API Manager Users.

4.1.3 Creating APl Manager Users

You create API Manager users with Fusion Middleware Control.

You should create at least one user for each of the following roles:

API Admin
API Consumer
API Curator
API Developer
Deployers

Monitors

Caution:

Do not use any of the following characters in user names: ; , + = \ (double
back-slashes can be used; for example sni t h\ \ ). Do not begin a user name
with a pound sign (#) or double quotes ("). Creating a user with any of the
preceding invalid characters can corrupt the WebLogic domain.

To create API Manager users:

Log in to Fusion Middleware Control as a user with administrator privileges.

In the Target Navigator, expand WebLogic Domain, and right-click the name of
your domain. Navigate to Security > Users and Groups to display the Users and
Groups page

Click the Users tab.
Above the Users table click Create.

In the Name field of the Create New User dialog enter the login ID of the user.
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6. Optionally, in the Description field, enter a short description to help identify the
user.

7. In the Provider drop-down list, select the authentication provider for the user.

8. In the Password field, enter a password for the user. The password must be 8
characters or more.

9. Re-enter the password for the user in the Confirm Password field.
10. Click Create to save your changes.
11. Repeat steps 4 through 10 to create the remaining users.

The user name appears in the User table

When finished, complete the task described in Assigning Users to Groups.

4.1.4 Add Groups to the Monitors Parent Group

All users accessing the Service Bus console must be a member of the Monitors group.
The easiest way to assign these users to the Monitors group is to add their parent
groups to the Monitors group.

You must add these groups to the Monitors group:
¢ API Curator
e API Developer

¢ Deployers

Note:

All users accessing the Service Bus Console must be added to the Monitors
parent group or to a group that is a member of the Monitors parent group.
Ensure that you have completed this task if you hare having trouble accessing
the Service Bus Console with an appropriate user.

To add groups to the Monitors parent group:

=

Log in to Fusion Middleware Control as a user with administrator privileges.

2. In the Target Navigator, expand WebLogic Domain, and right-click the name of
your domain. Navigate to Security > Users and Groups to display the Users and
Groups page.

3. Click the Groups tab.
4. Click the group you want to add to Monitors. As an example, click API Curator.
5. Click the Membership tab.

6. Select the Monitors group from the Available list, and then click the Right Arrow
(>) icon to move the Monitors group to the Chosen list.

7. Click Save, and then click the Users and Groups link to return to the Users and
Groups page.
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8. Repeat steps 4 though 7 for each of the remaining groups.

When finished, complete the task described in Assigning Users to Groups.

4.1.5 Assigning Users to Groups

You add users to the appropriate groups to grant role permissions associated with that
group. For example, assign a user to the API Curator group to grant that user
permissions associated with the API Curator role.

You should create at least one user for each role, and then add users to the groups that
correspond with their intended roles:

e API Admin

¢ API Consumer
e API Curator

¢ API Developer
¢ Deployers

* Monitors
To add API Manager users to groups:

1. Log in to Fusion Middleware Control as a user with administrator privileges.

2. In the Target Navigator, expand WebLogic Domain, and right-click the name of
your domain. Navigate to Security > Users and Groups to display the Users and
Groups page.

3. Click the Users tab.

4. In the Users table, click the name of the user you created in Creating APl Manager
Users.

5. From the Setting for User page, click the Groups tab.

6. Select the groups to which you want to add the user and then click the right arrow
to add them to the Chosen list. As an example, an API Curator user should be
added to the API Curator group.

7. Click Save , and then click the Users and Groups links, as shown in the following
figure, to return to the Users and Groups page.

domain_api @
ﬁ} WebLogic Domain ~

@ Confirmation
The settings have been updated successfully,

/Domain_domain_apifdomain_api > Users and Groups >
Settings for User : apiadminB ]\%

General Settings  Passwords  Attributes  Groups
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8. Repeat steps 4 through 7 for each user you created in Creating API Manager Users.

4.2 Next Steps

The next steps include curating APIs using Oracle Service Bus, discovering and using
APIs from the API Manager Portal, and administering API Manager.

See Using Oracle API Manager for more information.
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Using Oracle APl Manager

This section describes using Oracle API Manager, including curating APIs with Oracle
Service Bus, discovering APIs, using the API Manager Portal, and administering API
Manager.

This section contains the following chapters:

* Creating your APIs

® Curating and Publishing Your APIs Using Oracle Service Bus
* Using the Oracle API Manager Portal

¢ Administering Oracle API Manager
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Creating Your APIs

This chapter describes creating APIs using the Oracle Service Bus console.
The following topics are covered:

® Accessing the Oracle Service Bus Console

* Creating Proxy Services to Be Published as APIs

e Activating the Session

* Next Steps

5.1 Accessing the Oracle Service Bus Console

You access the Oracle Service Bus Console from a web browser.

To start the Oracle Service Bus Console:

1. Make sure the API Manager domain and all servers are running. If the servers are
down, an administrative user can start them by completing the tasks described in
Starting the Servers.

2. When the servers are started, enter one of the following URLs in your browser:
http://host nane: port/servicebus

or, for SSL:

https://hostnane: port/servi cebus

where host namne represents the hostname of the API Manager Admin Server and
port represents the port number on which it is listening.

The login page appears.
3. Enter the username and password of a user with the appropriate role, and then
click Sign In.

5.2 Creating Proxy Services to Be Published as APIs

WSDL-based SOAP proxy services and REST proxy services created in Oracle Service
Bus are able to be published as APIs to the API Manager Portal. You use Service Bus
capabilities to create proxy services before adding decorative metadata and publishing
the proxy service as an API on the API Manager Portal.
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Note:

Proxy services configured with deprecated WLS 9 policies can not be
published as APlIs.

See Developing Services with Oracle Service Bus for more information about developing
services with Service Bus.

You can also import a configuration JAR containing proxy services from an existing
Service Bus instance. See Importing and Exporting APIs and API Curation Metadata
for more information.

Note:

You still must add metadata and publish proxy services added using this
method.

After populating Service Bus with proxy services, please ensure that you activate the
session. After activating the session, select a SOAP- or REST-based proxy service in the
Navigator to view the API tab. Note that the API tab is only visible for SOAP- and
REST-based proxy services. Complete the task described in Activating the Session to
make the API tab visible in the Service Bus console.

5.3 Activating the Session

After you have created your API proxy service, you must activate the session before
adding metadata to and publishing an API for use with the API Manager Portal. The
API tab is not visible in the Service Bus console until you complete this task.

To activate the session:

1. Click Activate, as shown in the following image.

Links Help +  weblogic « o

=
© weblogic Session

2. From the Confirm Session Activation dialog:

a. (Optional) Type a description of the changes made in this session into the
Description field.

b. Click Activate to activate the session.

The session is activated. The API tab is now available in the Service Bus console. .
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Note:

Even though the service has been activated, it will not receive any traffic until
it is published. You must curate and publish your APIs, as described in
Curating and Publishing Your APIs Using Oracle Service Bus, before the
services will receive traffic.

5.4 Next Steps

Next steps include adding metadata and publishing APIs to theAPI Manager Portal.

See Curating and Publishing Your APIs Using Oracle Service Bus for more
information.
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Curating and Publishing Your APIs Using
Oracle Service Bus

After creating your APIs, you must add metadata to and publish the API before it
receives any traffic. This chapter describes curating and publishing WSDL-based
SOAP and REST proxy services as APIs using the Oracle Service Bus Console, which is
installed with API Manager.

The tasks described here are performed by users with the API Curator role.

Note:

API proxy services need to be created and activated before you begin the tasks
in this chapter. See Creating Your APIs for more information.

The following topics are covered:

¢ Editing the Metadata of an API

* Understanding API Status

* Making an API Private

¢ Publishing an API to the Oracle API Manager Portal

¢ Hiding an API from the API Manager Portal by Changing Its Status Back to Draft
® Deprecating an API

* Next Steps

6.1 Editing the Metadata of an API

After creating a proxy service, you can add descriptive metadata that is displayed in
an API detail page in the API Manager Portal.

API Consumers use this metadata to determine if an API is a good choice for their
application and to test the API. Users with access to the Service Bus console can also
evaluate this API using the metadata.

To edit the metadata of an API:

1. From the Oracle Service Bus Console, open the Proxy Service Definition for the
service you want to publish.

2. Click the API tab. From the Overview region, click Edit, as shown in the following
figure.
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Proxy Service Definition

Configuration || Security

Publish Status

Status  Published

Managed ¥

Overview

Mame  Gem ‘Weather Service

Version 2.0

Description  Returns the weather for a given city and country. Retrieves data

SLA Alert Rules  APT

Edit

Edit
References
Marne LRL
APIReference hitkp: [, gemservices. comjapifweather

Fram the National Weather Service every 15 minutes,

The service is unsecured, Some limits such as 10,000 requests per

hour may apply.

Tags weather, tempsrature, humidity, storm Security

Deprecation Status
Deprecated __

Description

COrverview  This service is prokected using basic suthentication over S5L.

Test
Test LIRL

3. Edit the metadata properties, as described in the following table:

Element

Description

Overview

Use this section to modify basic metadata associated with an APL

Name

Enter a name for the API

Version

Enter version information for the proxy service.

Description

Enter a detailed description of the functionality of an APL

Tags

Enter any tags you want to associate with the APL. You can search for
APIs using these tags in the Oracle API Manager portal.

Deprecation
Status

Use this section to set options related to deprecating an APIL.

Deprecated

Select to deprecate the APL

Description

Enter text describing why the API was deprecated, including
superceding versions, if any.

References

Use this section to add external documentation references or other
information sources.

Note: You are limited to a maximum of four references.

Name

Enter a name for the reference.

URL

Enter the URL for the reference.

Security

Use this section to add security information.

Overview

Enter an overview of the global security policies attached to this API.

Note: Descriptions of individual security policies from OWSM are
exposed to consumers on the API Details page.

Test

Use this section to add testing information.

Test URL

Enter a URL used to test the APL
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Tip:

You can include usage instructions for the Test URL in the Description field in
the Overview section or as an HTML reference in the Reference section.

4. Click Save. The metadata for the API is now updated to reflect your changes in
both the Oracle Service Bus Console and the API Manager Portal.

6.2 Understanding API Status

The status of an API determines whether it is hidden from or published to the API
Manager Portal.

API status is set in the Status list in Publish Status region on the API tab, as shown in
the following figure:

Proxy Service Definition @ Iy e

Configuration | Securiby | SLA Alert Rules | APT

Publish Status Cancel | Save

Skatus  Published E|

Managed [V
Overview Edit
Mame  Credit Check References
Wersion 1.0 Marne LRL
Description  This version of the credit check service uses data from all three API Reference hikkp j o, ecample, com/ apifore

credit reparting bureaus to provide a comprehensive report For
each applicant, The individual FICO scares are compared using 16
different dimensions to produce a "Gem Rating” For the applicant

m

Tags transunion, credit, fico, allthres Security
Deprecation Status Description  This service is protected using basic authentication over S50
Deprecated
Description

Test
Test URL

4 .

You can set the following status for an API:

¢ Draft: Draft APIs are not published to the Oracle API Manager Portal and all
requests to them are blocked. This is the default option.

® Private: Private APIs are available for users with Developer privileges in Oracle
Service Bus. Private APIs are not visible in the API Manager Portal and are
unavailable to users with the API Consumer role. Making an API Private describes
making an API private.

¢ Published: Published APIs are published to consumers on the Oracle API Manager

Portal. Publishing an API to the Oracle API Manager Portal describes publishing an
APIL.

6.3 Making an API Private

You can make an API private if you want it to be available for users with Developer
privileges in Service Bus. APIs marked private are not visible in the API Manager
Portal and are unavailable to users with the API consumer role.

To make an API private:

1. From the Oracle Service Bus Console, open the Proxy Service Definition for the
service you want to make private.
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2. Click the API tab. From the Publish Status region, click Edit.

3. From the Status list, select Private.

4.

Click Save. The APl is now private.

6.4 Publishing an API to the Oracle APl Manager Portal

Before making an API available to consumers through the API Manager Portal, you
should decide whether it should be managed or unmanaged. You then change the
status to Published to publish the API.

Tip:

Make sure that you have added metadata to the AP]I, as described inEditing
the Metadata of an API, before publishing it to the API Manager Portal.

6.4.1 Deciding if an API Should Be Managed or Unmanaged

Before publishing an API, you decide whether an API should be published as
managed or unmanaged:

Managed APIs can only be invoked by passing the application's entitlement key as
a header at runtime. Users must subscribe to an API to receive this key. Users
attempting to invoke managed APIs without using the key will receive an error
message.

Unmanaged APIs are not controlled at runtime and can be accessed without
passing an entitlement key. Users can invoke these APIs without subscribing to
them.

You select the Managed check box when you publish an API to make it managed, as
described in Changing the Status of an API to Published. If you later decide that the
API should not be published, deselect the Managed check box.

Note:

If you decide to make a previously managed API unmanaged, user requests to
the API that include an application's entitlement key, which is required for
managed but not unmanaged APIs, will ignore the X- APl - KEY attribute in
the header. The request is processed normally.

6.4.2 Changing the Status of an API to Published

You change the status of an API to published to publish it to the API Manager Portal.
To publish an API:

1.

From the Oracle Service Bus Console, open the Proxy Service Definition for the
service you want to publish.

Click the API tab. From the Publish Status region, click Edit.
From the Status list, select Published.
Select the Managed check box if you want this API to be managed.

Click Save. The API is published to the API Manager portal.
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Note:

Clicking the Clear All button in this region resets all fields to their default
values. You must then click OK to confirm.

6.5 Hiding an API from the APl Manager Portal

If you have published an API, but later decide that it should not be visible on the API
Manager Portal and all requests to the API should be blocked, then you can set its
status back to draft.

Note:

Deleting a proxy service from the Service Bus Console will also remove it from
the API Manager Portal.

To change the status of an API to draft:

1. From the Oracle Service Bus Console, open the Proxy Service Definition for the
service you want to mark as Draft.

2. Click the API tab. From the Publish Status region, click Edit.
3. From the Status list, select Draft.

4. Click Save. The APl is now hidden from the API Manager Portal.

6.6 Deprecating an API

Deprecated APIs will remain published to the API Manager Portal. Users can view the
details of, but cannot subscribe to, deprecated APIs.

You can provide details about why the API was deprecated, such as which API
supersedes the deprecated version.

Note:

Users who have subscribed to an API before it is deprecated will still be
subscribed to it. Requests to the API are processed normally.

To deprecate an API:

1. From the Oracle Service Bus Console, open the Proxy Service Definition for the
service you want to deprecate.

2. Click the API tab. From the Overview region, click Edit.
3. From the Deprecation Status section, select the Deprecated option.

4. From the Deprecation Status section, enter a deprecation description into the
Description field, as shown in the following figure. This description should include
the reason the APl is deprecated and any superceding versions.
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Deprecation Status
Deprecated
Description &P is deprecated in favor of the Validate Credit 2,0 AP}

5. Click Save. The API is now marked as Deprecated in the API Manager Portal.

6.7 Next Steps

Next steps include discovering, testing, and using APlIs.

See Using the Oracle API Manager Portal for more information.
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Using the Oracle APl Manager Portal

This chapter describes discovering and subscribing to APIs using Oracle API Manager.
After APIs have been published to the Oracle API Manager Portal, users with the API
Consumer role can use the portal to find and subscribe to APIs for use in their
applications.

The following topics are covered:

¢ Introducing the Oracle API Manager Portal
¢ Accessing the API Manager Portal

* Managing Applications

* Discovering APIs

* Viewing Your Subscriptions

* Using APIs in Your Applications

¢ Unsubscribing from APIs

* Next Steps

7.1 Introducing the Oracle APl Manager Portal

Oracle Service Bus proxy services exposed as APIs are published to the Oracle API
Manager Portal. From the API Manager Portal, users with the API Consumer role can
discover, research, subscribe to, and use APIs.

Users manage their subscriptions using the Subscriptions page and discover and
research new APIs using the Catalog page.

Users also use the API Manager Portal to find the necessary information to use the
APIs with their applications. APIs are consumed in the context of applications. Each
application for which users intend to use published APIs must be represented in the
API Manager Portal. This allows for the management of APIs and for the collection of
subscription statistics for each application.

Users with the API Admin role can perform additional tasks on the API Manager
Portal. See Administering Oracle API Manager for information about these tasks.

7.2 Accessing the APl Manager Portal

This section describes signing in to and logging out of the API Manager Portal.

7.2.1 Signing in to the API Manager Portal
To sign in to the API Manager Portal:
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1. Navigate to the Oracle API Manager portal URL, for example: ht t p: //
exanpl e. com 7001/ api nanager /

2. Enter your user name and password into the fields, and then click Sign In.

7.2.2 Logging Out of the APl Manager Portal

To Log out of the API Manager Portal, click your user name to expand the user menu,
and then click Logout, as shown in the following figure.

Logout \
Subscr, . og

7.3 Managing Applications

Each application with which users plan to use APIs must be represented in the API
Manager Portal.

This section describes creating applications, subscribing APIs to an application, and
removing applications that are no longer used from the API Manager Portal.

7.3.1 Creating an Application

Before you can subscribe APIs to an application, an application must be created in the
API Manager Portal that corresponds to the application with which you plan to use
the APL

To create an application from the Subscriptions page:

1. From the Applications panel, click the New Application button, as shown in the
following figure.

Subscriptions

APls
Applications == New application
testapp I/\\s

2. In the Name field, enter a unique name for the application.
3. In the Description field, enter a description for the application.

4. Click Create to create the application.

Note:

You can also create an application from the Catalog page. See Subscribing to
APIs from the Catalog Page, for more information.
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7.3.2 Subscribing to APIs from the Subscriptions Page

After you have created an application, you can subscribe to APIs for use with the
application from the Subscriptions page.

To subscribe APIs to an application from the Subscriptions Page:

1. From the Subscriptions page, click the name of an application to display it in the
Application panel.

2. From the APIs region, click the Add APIs button, as shown in the following figure.

el testapp )

Key. ad7f6355-d44e-4aef-bB44-7154e5080482
test ’

Currency Exchange Rate 1.0 ¥ Managed

.'. Tags: forex, currency, exchangerate
Computes the exchange the rate between any two given currencies. Uses hourly data published by the Central
Resere every hour on the hour The results are cached locally to ensure quick access and reduce operational costs

Currency Exchange Rate 1.0 % Managed

Tags: currency, exchange, forex, rest

Cormputes the exchange the rate betveen any two given currencies. Uses hourly data published by the Central
Reserve every hour on the hour, The results are cached locally to ensure quick access and reduce operational costs.

3. Find APIs to which you want to subscribe to. See Finding APIs Using the Catalog
Page, for more information about finding APIs.

4. For each API you want to subscribe to, click the Select icon, as shown in the
following figure.

All types |Z| Managed and unmanaged |Z| i

Tags: order, status
Get order details and status given the 1D,

* PurchaseOrderStatus 0.8 ¥ Managed o &

Page 2 [of2 K < 1 Show ]

5. From the Selected APIs region, click the Subscribe button, as shown in the
following figure.

Ll B¢ Subscribe

Selected APIs x

*% PurchaseOrderStatus 0.8
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Note:

You can remove selected APIs by hovering over an API and clicking the
Unselect icon next to an API in the Selected APIs list.

You can remove all selected APIs by clicking the Clear icon in the Selected
APIs region.

7.3.3 Editing an Application Description

You can edit an application description to change its description in the API Manager
Portal.

To edit an application description:

1. From the Subscriptions page, click the name of the application for which you want
to edit the description.

2. Click the Edit icon, as shown in the following figure.

mp

testapp

s
Key: ad7i6355-d4de-4aeft-h344-T15425080482

test

b

3. Edit the description in the text area, and then click the Save icon to save or the
Cancel icon to cancel

7.3.4 Removing Applications from the APl Manager Portal

You can remove an application from the API Manager Portal if the application is no
longer being used. The APIs will remain published in the API Manager Portal, but
calls to managed APIs using the application's old entitlement key will be rejected.

To remove an application from the API Manager Portal:
1. Navigate to the Subscriptions Page.

2. Click the name of the application you want to delete to display its Application
panel.

3. Click the Delete icon, as shown in the following figure.

= testapp

Key: ad7fi255-d44e-4aeft-h344-T16425080422 ‘{b

test P

4. When prompted, click Yes to confirm deletion.

7.4 Discovering APIs

Users with the API Consumer role can use the API Manager Portal to search for APIs
and to review the metadata associated with APIs of interest to determine whether the
API would be of use in their applications.

Users can subscribe to APIs that are not deprecated directly from the Catalog page.
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7.4.1 Finding APIs Using the Catalog Page

You use the Catalog page of the API Manager Portal to search for APIs to use in your
applications. From the Catalog page, you can view the details of each API to decide if
you want to use it in your application.

To find APIs:

1. From the Catalog page, enter search text into the Filter field. The search returns
APIs with a Name, Description, or Tags that matches this text.

Note:

Deprecated APIs cannot be selected. They appear with Deprecated symbol, as
shown in the following figure.

Credit Check 0.8 ™ tanaged A
*”- Tags:

This wersion ofthe credit check service uses data from Equifax and
Experian credit reporting agencies to provide a comprehensive repott
far each applicant. The individual FICO scores are cormg

You can hover over the Deprecated symbol to read the reason the APl is
deprecated.

2. From the Type list, select the type of APIs to be returned. Select All types to return
APIs of all types (this option is selected by default), select SOAP to return WSDL-
based SOAP APIs, or select REST to return REST APIs.

3. From the Managed list, select the managed status of APIs to be returned. Select
Managed and unmanaged to return both managed and unmanaged APIs, select
Managed to return only managed APlIs, or select Unmanaged to return only
unmanaged APIs.

Understanding the Difference Between Managed and Unmanaged APlIs, describes
the difference between managed and unmanaged APlIs.
Tip:

Click the Clear Filter icon, as shown in the following figure, to clear the search
results and return the complete list of APIs.

All types E| Managed and unmanaged |z|

Credit Check 0.8 * Managed 4
* Tags:

This wversion of the credit check service uses data from Equifax and Experian credit
reporting agencies to provide a comprehensive report for each applicant. The individual
FICO scares are campared using 8 different dimensions to produce &G

N

7.4.2 Viewing Details of an API

After you have discovered an API you are interested in, you can view its Details page
to review its associated metadata.

To view an API details page:

1. Find an API using the task described in Finding APIs Using the Catalog Page.
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2. Click the Details icon, as shown in the following figure, for an API to open its
Details page. Data displayed on this page is described in Data Displayed on API
Detail Pages.

Currency Exchange Rate ’{b 9

Tags: currency, exchange, forex, rest

Computes the exchange the rate between any two given currencies. Uses
hourly data published by the Central Reserve every hour on the hour. The
results are cached locally to ensure quick access and reduce of

3. (Optional) To subscribe to this AP], click Select to add this API to the Selected
APISs region of the Catalog page, as shown in the following figure and then
complete the task described in Subscribing to APIs from the Catalog Page (starting
with Step 3) to complete the subscription process.

Wiew Statistics  Current Aggregation Interval E Select

Time Period Rverage Response Time

10080 min(s) Not available

7.4.3 Data Displayed on API Detail Pages
The API Detail page displays the following status for an AP

¢ Managed Status: Indicates whether the API is managed or unmanaged.

® Deprecation Status: Indicates whether the API is deprecated or undeprecated

The API Detail page displays the following analytics:

¢ Current API Status: Indicates whether the API is up or down.

¢ Error Count: Displays the number of errors received when invoking this APL
* Message Count: Displays the number of messages received from the APIL.

¢ Time Period: Displays the length of time for which the displayed data has been
aggregated.

* Average Response Time: Displays the average message response time (in
milliseconds). See "Configuring Operational and Global Settings" in Administering
Oracle Service Bus for more information about changing the aggregation interval.

The analytics displayed are determined by the option selected in the View Statistics
list. Select Current Aggregation Interval to display analytics for only the current
aggregation interval (the Time Period displayed on the detail page), or select Since
Last Reset to display analytics statistics since the last reset.

The API Detail page also displays the following metadata:

Element Description

API Profile Displays basic metadata associated with an APL
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Element Description
API URL Links to the URL of the APL
Version Displays version information for the API
Description Contains a detailed description of the functionality of an API
Tags Lists tags associated with the APL
Management Indicates whether the API is managed or unmanaged.
SOAP Displays links for the associated WSDL file.
Note: this region is displayed only for WSDL-based SOAP APIs.
WSDL Displays a link to the WSDL file.
OraWSDL Displays a link to the OraWSDL file, if applicable.
REST Displays a link to the WADL file
Note: This region is displayed only for REST APIs.
References Displays external documentation references and other information sources
for the APL
API Details Displays additional details for the APL
Security Displays an overview of the Global security policies attached to this API.
Overview

Security Policies

Displays the security policies attached to this API. Hover over a policy and
click its Details icon to display a policy's description.

Deprecation

Indicates whether the API is deprecated or not deprecated.

Testing

Displays the testing URL for the APL

7.4.4 Subscribing to APIs from the Catalog Page

You can subscribe to APIs directly from the Catalog page.

To subscribe to APIs from the Catalog page:

1. From the Catalog page, click the Select icon for each API to which you want to
subscribe. You can select multiple APIs for subscription.

Note:

You cannot select deprecated APIs. They are not available for new
subscriptions.

2. From the Selected APIs region, click the Subscribe button, as shown in the
following figure.
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Selected APIs *

¢ Currency Exchange Rate 1.0
*  Credit Check 1.0

*  GemWeather Service 2.0

Note:

You can remove selected APIs by clicking the Unselect icon next to an APl in
the Selected APIs list. You can remove all selected APIs by clicking the Clear
icon in the Selected APIs region. These icons are displayed in the following
figure.

Selected APIs b 4

## Currency Exchange Rate 1.0
*  Credit Check1.0

% Gem Weather Service 2.0 €%

b

3. (Optional) If the application you want to use is not listed:

a. Click the Create icon, as shown in the following figure.

Cancel Select

Select the application to subscribe to the selected APIs:

— Example application

v key: BI2BE45e-TERE-4152-881 h-4bfdeB579533
This is a test application.

b. From the Create Application dialog, enter a name for the application into the
Name field, and then enter a description into the Description field.

c. Click the Create button to create the application.

4. Click an application to select it, and then click the Select button. You are
subscribed to the selected APIs.

7.5 Viewing Your Subscriptions
You can view the APIs you have subscribed to using two different views.

* Use the APIs panel of the Subscriptions page to display a list of APIs to which you
are subscribed. This is described in Viewing Your Subscribed APIs.

e Use the Applications panel of the Subscriptions page to view the APIs to which a
selected application is subscribed. This is described in Viewing APIs Subscribed to
a Specific Application.
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7.5.1 Viewing Your Subscribed APls

To view your subscribed APlIs, from the Subscriptions page, click APIs. Each API
subscribed to appears in the list. The Name, Tags, Application, Key, and Description
are displayed for each API

Tip:

You can use the Order by list to sort APIs based on the following criteria:
* APIname, descending

¢ APIname, ascending

* application name, descending

* application name, ascending

If multiple applications are subscribed to the same API, that API will be listed multiple
times, once for each application that is subscribed to it, as shown in the following
figure.

Order by w

Currency Exchange Rate ¥ Managed

Tags: currency, exchange, forex, rest Computes the exchange the rate hetween any two
Application: testapp given currencies. Uses hourly data published by
Key: ad7iE355-d44e-4aet-h844-7154e5080482  the Central Reserve every hour on the ho

Gem Weather Service ¥ Managed
* Tags: weather, termperature, hurmidity, starm Returns the weather for a given city and country.

Application: testapp Retrieves data from the Mational Weather Service
Keyr ad7iE355-d44e-4aet-ha44-T154e5080482 evary 16 minutes. The service is unsecur:

Gem Weather Service ¥ Managed
* Tags: weather, temperature, humidity, storm Returns the weather for a given city and country.

Application: Example Application Retrieves data frorm the Mational Weather Service
Key: Sa65e01c-0675-43de-9d47-822d1ae617c2  every 15 minutes. The service is unsecur

7.5.2 Viewing APIs Subscribed to a Specific Application

To view details for and APIs subscribed to an application, from the Subscriptions
page, click the name of the application.

The Application region displays the Name, Key, and Description of the application.

The APIs region lists the APIs to which the selected application is subscribed. The
Tags and Description for each APl is also displayed.

7.6 Using APIs in Your Applications
This section describes the difference between managed and unmanaged APIs, testing
APIs, and using APIs in your applications.

7.6.1 Understanding the Difference Between Managed and Unmanaged APIs

Access to managed APIs is controlled at runtime using an application entitlement key.
Calls to the API without this key fail. See Using Unmanaged APIs, for more
information.
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In order to successfully invoke a managed API, you first need to create an application
and subscribe to a given managed API. The client must then invoke the API providing
the API Key in the request header for the call to be successful.

Unmanaged APIs can be invoked without subscription and without passing an
entitlement key at runtime.

Analytics are available for managed or unmanaged APIs. These details appear at the
top of API detail pages, as described in Data Displayed on API Detail Pages.

7.6.2 Using Unmanaged APIs

There are no special actions you need to take to use an unmanaged API. You do not
need to subscribe to unmanaged APIs nor do you need to pass an entitlement key at
runtime. Invoke unmanaged APIs as you normally would in your application.

7.6.3 Using Managed APIs

You must first subscribe to a managed API before you can use it. See Subscribing to
APIs from the Subscriptions Page, for details about subscribing to an API.

Each application in the API Manager Portal has a unique entitlement key that must be
passed at runtime for each API that application is subscribed to. The entitlement key
must be passed as an HTTP user header using the X- API - KEY attribute. For example,
if an application's entitlement key is b4a4cd59- 744c- 4a08- a888- 6287ce6431cO0,
the attribute X- API - KEY: b4a4cd59- 744c- 4a08- a888- 6287ce6431c0 must be
present in the request header for an invocation of a managed API for the call to be
successful.

Finding an Application's Entitlement Key, describes how you find an application's
entitlement key in the API Manager Portal.

7.6.4 Finding an Application's Entitlement Key

You find an application's entitlement key on that application's entry on the
Subscriptions page.

To find an application's entitlement key, click Subscriptions. From the Applications
panel, click the name of the application whose entitlement key you want to find. The
application's entitlement key is displayed in the Application region, as shown in the
following figure.

up

i Example App

Key: Bafbellc-9675-43de-0d47-822d1ae617c2

Sample app ”

Note:

You must use this key as described in Using Managed APIs to invoke a
managed API Invoking a managed API without using the key results in a 403
For bi dden HTTP status code.

Tip:

Hover over an application's key to display a tool tip. You can copy the X-
API - KEY attribute containing the application's key directly from this tool tip.
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7.6.5 Testing APIs

API producers can choose to supply a URL for testing. If a test URL has been supplied,
an if a user with the API Curator role has added that URL to API metadata (described
in Editing the Metadata of an API), API Consumers can test and evaluate the
functionality of an API before subscribing to it.

To test an APIL:

1. Follow the procedure described in Finding APIs Using the Catalog Page, to find an
API that you want to test.

2. If available, the testing URL is displayed under the API Details heading in the
Testing field.

Tip:

The API Curator is encouraged to include instructions for testing the API
either in the Description field of the Overview section or as an HTML
reference in the References section. Look in these fields for testing instructions.

3. Use browser plug-ins or other web service testing tools to test the API using the
provided URL.

7.7 Unsubscribing from APls

You can unsubscribe from an API if it is no longer being used. For example, you can
unsubscribe from an API if it is deprecated in favor of a newer version or you decide
that the APl is not a good fit for your application.

After you unsubscribe from a managed API, any invocations to that API using the
entitlement key for the application that used to subscribe to it will be rejected.

The two methods you use to unsubscribe to APIs are described in this section.

7.7.1 Unsubscribe from APIs Using the APIs Panel of the Subscriptions Page
To unsubscribe from an API using the APIs panel:
1. Navigate to the Subscriptions page. Ensure that the APIs panel is selected.
2. Find an APl in the list from which you want to unsubscribe.

3. Click the Unsubscribe icon, as shown in the following figure.

Gem Weather Service ¥ Managed o )
* Tags: weather, temperature, humidity, storm Returns the weather for a given city and country

Application: Example Application Retrieves data from the Mational YWeather Service
Key: 8a65e01c-9675-43de-9d47-822d1ae617c2  every 15 minutes. The senvice is unsecur

Tip:

There are multiple entries for an API if more than one application is
subscribed to it. Ensure that you click Unsubscribe icon for the API entry that
corresponds with the application from which you want to remove the
subscription.

4. When prompted, click Yes to confirm unsubscription.
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7.7.2 Unsubscribe from APIs Using the Applications Panel of the Subscriptions Page

To unsubscribe from an API using an Application panel:

1. Navigate to the Subscriptions Page.

2. Click the name of the application from which you want to unsubscribe APIs to
display its Application panel.

3. Hover over the API from which you want to unsubscribe and click the
Unsubscribe icon, as shown in the following figure.

mdsh  testapp i
Key: ad7f6355-d44e-4aef-hB44-T154e5080482
test ”
APls o= Add API
Gem Weather Service 2.0 *Managed Lid by
* Tags: weather, temperature, humidity, starm

Returns the weather for a given city and country. Retrieves data from the National Weather Service
every 14 minutes. The semice is unsecured. Some limits such as 10,000 requests per hour may

apply

Currency Exchange Rate 1.0 ¥ Managed

Tags: currency, exchange, forex, rest

Computes the exchange the rate hetween any two given currencies. Lses hourly data published by
the Central Reserse every hour on the hour. The results are cached locally to ensure gquick access
and reduce aoperational costs.

4. When prompted, click Yes to confirm unsubscription.

7.8 Next Steps

Next steps include administering API Manager.

See Administering Oracle API Manager for more information.
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Administering Oracle APl Manager

This chapter describes administration tasks for Oracle API Manager.
The following topics are covered:

* Viewing Subscription Statistics Using the Subscriptions Page

¢ Viewing Analytics in Oracle API Manager

e Importing and Exporting APIs and API Curation Metadata

8.1 Viewing Subscription Statistics Using the Subscriptions Page

You can view subscription statistics for users and for APIs. User subscription statistics
display the applications created for each user and the APIs subscribed to these
applications.

This section describes how to view subscription details. The tasks described here are

performed by users with the APl Appl i cat i onAdmi ni strat or role using the API
Manager Portal.

8.1.1 Viewing a User's Subscriptions

You can view each user's created applications and the APIs subscribed to these
applications.

To view a user's subscriptions:

1. From the Subscriptions page, click Users. The Users page displays the number of
applications created by and APIs subscribed to each user that has created
applications or subscribed to APIs.

2. Click a user's Details icon to display that user's Detail page, as shown in the

following figure. The User Detail page displays all applications created by the
selected user.

rd Order by w

. 2 application(s), 3 subscription{s) {b

“ CONSUMars
Page 1 oft n Show f

3. Click the name of an application to display its details and subscribed APIs.

8.1.2 Viewing API Subscription Details

You can view the users and applications that subscribe to an API.
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To view API subscription details:

1. From the Subscriptions page, click APIs to display the APIs panel. Each API with
subscriptions is displayed. The APIs panel displays the number of users that have
subscribed to and the number of subscriptions to each API.

2. Click the Details icon for an API to display the Usages tab of an API detail page.
This page lists all users and applications that subscribe to this API.

8.1.3 Using the Quick Search Features

Oracle API Manager Portal includes quick search queries that return all applications
or APIs that match the query. You can use the quick search to return empty
applications, unused APIs (those not subscribed to), and deprecated APIs.

To perform a quick search:

1. From the Subscriptions page, click one of the entries in the Quick Search region:
Empty Applications, Unused APIs, or Deprecated APIs.

Tip:

The Deprecated APIs Quick Search returns only deprecated APIs to which a
user is subscribed. If a deprecated API has no subscriptions it is returned only
by the Unused APIs Quick Search.

2. (Optional) You can filter the Quick Search results further by entering search terms
into the Filter field.

8.2 Viewing Analytics in Oracle APl Manager

You can view usage and performance analytics statistics in the API Manager Portal.

The tasks described here are performed by users with the
APl Appl i cati onAdmi ni strat or role.

Note:

You may have to enable API Analytics, as described inEnabling API
Analytics , for analytics data to populate in API Manager.

8.2.1 Enabling API Analytics

You must enable the Monitoring operational setting for proxy services in Fusion
Middleware Control to enable analytics information in API Manager.

Note:

Analytics are available only for services for which the Monitoring operational
setting is selected. If you are having difficulty accessing analytics information,
ensure that monitoring is enabled for each service for which you want API
analytics.

To enable API Analytics:
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1. From Fusion Middleware Control, do one of the following to find services:

¢ To search for services across the domain, in the Target Navigator expand SOA
and click service-bus.

e To search for services in a Service Bus project, in the Target Navigator expand
SOA, expand service-bus, and select the name of the project in which to search.

2. Click the Operations tab.

3. Specify the search criteria to use to locate the services who settings you want to
modify. You can specify the following criteria, all of which are optional except

Type:
* Type: Select Proxy Services.
¢ Name: Enter the name of the services to locate.

¢ Path: The path (project name and folder names, if any) to the services to locate.
If you are on the Service Bus Project Operations tab, the path is already filled in
for you.

Tip:

Searching without specifying any of the above criteria will return all services
in the domain or project.

4. Click Search.

5. For any proxy service in the results list, select the Monitoring check box to enable
API analytics for the corresponding API, or clear a check box to disable API
analytics.

Tip:

To enable or disable API analytics for all the services in the list, select or clear
the Monitoring check box in the column header.

6. Click Apply.

API analytics are now enabled for the selected services.

8.2.2 Viewing Simple Analytics for an API

You can view simple analytics for an API using the Analytics page. A graph
representing the total message count and the error message count received over the
aggregation interval and the average response time (in milliseconds) is displayed for
the API you select.

To view analytics for an API, from the Analytics page, click the Details icon for the
API for which you want to view simple analytics data, as shown in the following
figure.

Administering Oracle API Manager 8-3



Viewing Analytics in Oracle APl Manager

Analytics

Alltypes [+ Managed and unmanaged [+|

Currency Exchange Rate 1.0 ¥ Managed {b
* Tags: forex, currency, exchangerate
Computes the exchange the rate betiween any two given currencies.

Llses hourly data published by the Central Reserve every hour an
the hour. The results are cached locally to ensure guick

The data is displayed in the pane on the right side of the page, as shown in the
following figure.

Analytics

I Al types |z| I Managed and unmanaged E| P View Statistics | Current Aggregation Interval E|

** PurchaseOrderStatus 0.8 - Managed Past 1 Week(s)

Tags: order, status
Get order details and status given the ID.

Credit Check 1.0 © Managed
* Tags: transunion, credit, fico, allthree
This version of the credit check serice uses data from all three credit

reporting bureaus to provide a comprehensive repart for each applicant.
The individual FICO scores are compared using 18 differer

* Credit Check 0.8 # Managed /.
* 90.91%
Tags:

This version ofthe credit check service uses data from Equifax and
Experian credit reporting agencies to provide a comprehensive report for
each applicant The individual FICQO scores are compared |

9.091%

Message

LI
Errar
Count

770.0 milliseconds
*l I Currency Exchange Rate 1.0 ¥ Managed Average Response Time

Tags: forex, currency, exchangerate

Computes the exchange the rate hetween any two given currencies
Uses hourly data published by the Central Reserve every hour on the
hour The results are cached locally to ensure guick access ¢

Gem Weather Service 2.0 ¥ Managed
* Tags: weather ternperature, humidity, storm
Returns the weather for a given city and country. Retrieves data from the

Mational Weather Service every 15 minutes. The service is unsecured
Some limits such as 10,000 requests per hour may apply.

Page 1 of2 - 2 > A Show

The analytics displayed are determined by the option selected in the View Statistics
list. Select Current Aggregation Interval to display analytics for only the current
aggregation interval (the Time Period displayed on the detail page), or select Since
Last Reset to display analytics statistics since the last reset.

o

8.2.3 Viewing Detailed Analytics for an API

You can view more detailed statistics for an API on its detail page. The data on an API
detail page is described in Analytics Data Displayed on API Detail Pages.

To view detailed analytics for an AP

1. From the Catalog page, find the API for which you want to view detailed analytics
data.

2. Click the Details icon of an API, and then click the Details tab to display its details
page.

3. (Optional) From the View Statistics list, select Current Aggregation Interval to
display analytics for only the current aggregation interval (the Time Period

displayed on the detail page), or select Since Last Reset to display analytics
statistics since the last reset.
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8.2.4 Analytics Data Displayed on API Detail Pages
The API Detail page displays the following status for an API:

* Managed Status: Indicates whether the API is managed or unmanaged.

® Deprecation Status: Indicates whether the API is deprecated or undeprecated

A sample API Detail page is displayed in the following figure.

#:Managed View Statistics  Current Aggrepation Interval E|
Current API Status Error Count Messaye Count Time Period Average Response Time
+up 12 20 1 week(s) 52525 ms
AP Profile AP Details

APIURL Security Overview 'éhawi sarvice is protected using basic authentication over
Version 2.0
Security Policies  oraclefhttp_basic_auth_over_ss|_semnice_palicy
Description  Returns the weather for a given city and country. Retrieves data
fram the Mational Weather Service every 15 minutes, The service
is ungecured. Some limits such as 10,000 requests per hour
rmay apphl

This AP is not

Test URL
Tags  weather, temperature, humidity, storm

Management Managed AP|

4 S0AP

WSDL

OrawspL

« . b

4 References

APIReference

The API Detail page displays the following analytics:

Current API Status: Indicates whether the API is up or down.
Error Count: Displays the number of errors received when invoking this APL
Message Count: Displays the number of messages received from the APL

Time Period: Displays the length of time for which the displayed data has been
aggregated.

Average Response Time: Displays the average message response time (in
milliseconds). See "Configuring Operational and Global Settings" in Administering
Oracle Service Bus for more information about changing the aggregation interval.

The analytics displayed are determined by the option selected in the View Statistics
list. Select Current Aggregation Interval to display analytics for only the current
aggregation interval (the Time Period displayed on the detail page), or select Since
Last Reset to display analytics statistics since the last reset.

The API Detail page also displays the following metadata:

Element Description
API Profile Displays basic metadata associated with an APL
API URL Links to the URL of the APL
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Element Description
Version Displays version information for the API
Description Contains a detailed description of the functionality of an APL
Tags Lists tags associated with the APL
Management Indicates whether the API is managed or unmanaged.
SOAP Displays links for the associated WSDL file.
Note: this region is displayed only for WSDL-based SOAP APIs.
WSDL Displays a link to the WSDL file.
OraWSDL Displays a link to the OraWSDL file, if applicable.
REST Displays a link to the WADL file
Note: This region is displayed only for REST APIs.
References Displays external documentation references and other information sources
for the APL
API Details Displays additional details for the APL
Security Displays an overview of the Global security policies attached to this API.
Overview

Security Policies

Displays the security policies attached to this API. Hover over a policy and
click its Details icon to display a policy's description.

Deprecation

Indicates whether the API is deprecated or not deprecated.

Testing

Displays the testing URL for the APL

8.3 Importing and Exporting APIs and API Curation Metadata

When moving from a one environment to another environment, you must export the
APIs and the API metadata from the first environment, and then import the data into
any additional environments. To help you migrate the data to additional
environments, Oracle API Manager exposes Import and Export functions.

This section describes using the import and export functions and provides sample
WLST scripts for use in migrating the APIs and API metadata from a test to a
production environment. The tasks described here are performed by users with the
Depl oyer or | nt egrati onAdm ni strat or roles.

8.3.1 Exporting from an Environment

To export data from an environment:

1. Export a configuration JAR file from the Oracle Service Bus Console containing the
required projects and resources by completing the "How to Export Resources to a
Configuration JAR File in the Console" task in Developing Services with Oracle Service

Bus.

2. Ensure that your environment is set up to use WLST and that the necessary
libraries are included. The JAR file located at <MW HOVE>/ osb/ | i b/
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api manager - cl i ent. j ar must be placed in the classpath for the API Manager
import and export calls to function.

See "Getting Started Using the Oracle WebLogic Scripting Tool (WLST)" in
Administering Oracle Fusion Middleware for more information about using WLST
and Java Reference for API Manager for API Manager API reference documentation.

3. Create a WLST script to export the curation metadata JAR file from the Service Bus
Console. See Sample Script for Exporting Curation Metadata for a sample WLST
export script.

4. Run the script. The curation metadata is exported to a JAR file, the name of and
location of which are determined by properties defined in the script.

8.3.2 Sample Script for Exporting Curation Metadata

The following example displays a sample export Cur at i on. py script that can be
modified and used for exporting curation metadata from the Service Bus Console.

Example - Sample exportCuration.py Script for Exporting Curation Metadata

from oracl e. api manager. i nportexport inport Catal ogExportPlan

host nane = sys. argv[ 1]
port = sys.argv[2]

usernane = sys.argv[ 3]
password = sys. argv[4]

connect (usernanme, password,'t3://'+hostname+':' +port)

domai nRunt i ne()
cd("' Domai nSer vi ces/ Admi nServi ce')

print '*x****&xxxPyporting curati on netadata. ..’
#export curation netadata for all projects
expl an=Cat al ogExport Pl an()

filename="<file_path>/<file_name>'

print '*x****xxxPyporting curation netadata to' + str(filenane)
export edj ar =cno. expor t Cat al og(expl an)

exportfile=open(filenane, 'wh')

exportedjar.tofile(exportfile)

exportfile.close()

print '*x*¥*x*xxxPynort curation netadata finished...'

pl’l nt ' *********Exi tl ng . "
exit()
8.3.3 Importing into an Environment

To import data into an environment:

1. Create a new session in the Oracle Service Bus Console by completing the "How to
Create a Session" task in Developing Services with Oracle Service Bus.

2. Import the configuration JAR, created in Step 1 of Exporting from an Environment,
into the Service Bus Console by completing the "How to Import Resources from a
Configuration JAR File in the Console" task in Developing Services with Oracle Service
Bus.
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3. Activate the Service Bus session by completing the "How to Activate a Session"
procedure in Developing Services with Oracle Service Bus.

4. Ensure that your environment is set up to use WLST and that the necessary
libraries are included. The JAR file located at <MW HOVE>/ osb/ | i b/
api manager -cl i ent. j ar must be placed in the classpath for the API Manager
import and export calls to function.

See "Getting Started Using the Oracle WebLogic Scripting Tool (WLST)" in
Administering Oracle Fusion Middleware for more information about using WLST
and Java Reference for API Manager for API Manager API reference documentation.

5. Create a WLST script to import the curation metadata JAR file, created in Step 3 of
Exporting from an Environment, into the Service Bus Console. See Sample Script
for Importing Curation Metadata for a sample WLST import script.

6. Run the script. The metadata from the JAR file is imported into the Service Bus
Console. API metadata appears in the API Manager Portal when an APl is
published.

8.3.4 Sample Script for Importing Curation Metadata

The following example displays a sample i npor t Cur at i on. py script that can be
modified and used for importing curation metadata into the Service Bus Console.

Example - Sample importCuration.py Script for Importing Curation Metadata

from oracl e. api manager . i nportexport inport Catal ogl nportPlan
fromjava.util inport HashSet

hostnane = sys.argv[ 1]
port = sys.argv[2]

usernane = sys. argv[ 3]
password = sys.argv[4]

connect (usernane, password,'t3://" +host name+' :' +port)

domai nRunt i me()
cd(' Domai nSer vi ces/ Adm nServi ce')

print 'Inporting curation netadata...'
i mpl an=Cat al ogl nport Pl an()

#sel ect projects to be inported
#if project set is enpty, all projects will be included
proj ect s=HashSet ()
proj ects. add(' SOAPPr oj ect ')
i mpl an. set Proj ect s(projects)
print "inport plan: '
get proj =i npl an. get Proj ect s()
for gp in getproj:
print str(gp)

jar=open(' <file_path>/<file_name>', "rb").read()
resul t=cro. i nport Cat al og(j ar, i mpl an)

jar.close()
print 'Inport curation netadata finished...'
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print '*x****xxxxprinting All entries in archive...'
content=resul t.get Content ()
for ct in content:

print ct.getFul | Nane()

print '*x****kx*xprinting inported entries...'
i mportset=resul t.getlnported()
for ref in inportset:

print ref.getFul | Name()

print '*x****xxxprinting skipped entries...'
ski pset=resul t. get Ski pped()
for skref in skipset:

print skref.getFul | Name()

prlnt '*********Exiting...'
exit()
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