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Purpose Statement

This paper provides guidance for navigating essential tasks within Oracle Cloud Infrastructure (OCI). Specifically, it
provides step-by-step instructions for creating an Object Storage bucket, uploading a sample object to the bucket,
and creating a pre-authenticated link for easy access to that object. Intended for developers and technical
professionals who want practical information without the need for extensive coding, the paper provides users the
knowledge and tools necessary to efficiently use these features within the OCl environment to facilitate effective data
storage, retrieval, and access for various applications.

Disclaimer

This document in any form, software or printed matter, contains proprietary information that is the exclusive property
of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle
software license and service agreement, which has been executed and with which you agree to comply. This
document and information contained herein may not be disclosed, copied, reproduced, or distributed to anyone
outside Oracle without prior written consent of Oracle. This document is not part of your license agreement nor can it
be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for the
implementation and upgrade of the product features described. It is not a commitment to deliver any material, code,
or functionality, and should not be relied upon in making purchasing decisions. The development, release, timing,
and pricing of any features or functionality described in this document remains at the sole discretion of Oracle. Due to
the nature of the product architecture, it may not be possible to safely include all features described in this document
without risking significant destabilization of the code.
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Introduction

This technical paper documents the key learnings from an immersive workshop focused on Oracle Cloud
Infrastructure (OCI) Object Storage. This workshop delves into fundamental tasks essential for effective data
management within OCI, providing practical insights for developers and technical professionals.

OCI Object Storage is a robust and scalable storage solution designed for internet-scale applications, offering high-
performance capabilities while ensuring reliable and cost-efficient data durability. This service can store an unlimited
amount of unstructured data, accommodating diverse content types such as analytic data, images, and videos.

Unlike traditional storage solutions, OCI Object Storage lets users securely store and retrieve data directly from the
internet or within the cloud platform. Its regional nature ensures accessibility from anywhere, both within and outside
the OCI context. Additionally, Object Storage provides multiple management interfaces, simplifying the process of
storage management at scale.

Pre-authenticated requests provide a mechanism in Object Storage to allow access to a bucket or object without
requiring the user to possess their own credentials. Access to the specified bucket or object persists as long as the
initiator of the request holds the necessary permissions for resource access. For example, it allows an operations
support user to upload backups to a bucket, or a business partner to retrieve quarterly financial reports from a bucket,
all without possessing API keys.

When a pre-authenticated request is created, a distinctive web URL (link) is generated. Anyone who has this link can
access the Object Storage resources outlined in the pre-authenticated request by using standard HTTP tools such as
curl and wget.

This paper explores the following key objectives:

e Create an Object Storage bucket, which is a foundational component for organizing and managing data in
Object Storage.

e Upload a sample object to the bucket, which provides insights into effective data transfer and storage
practices in the Object Storage environment.

e Create a pre-authenticated link to access the object, which is a valuable feature for secure and convenient
access to stored objects within Object Storage.

This paper is based on an Oracle LiveLabs workshop that covers certain aspects of OCI's Object Storage offerings and
addresses limited offerings by Oracle. The details of the LiveLabs workshops are covered in the “Getting Started
Resources” section of this paper.

Scope and Constraints for Pre-authenticated Requests

Before you perform the tasks in this paper, you should understand the following scope and limitations related to
pre-authenticated requests:

® You can generate an unlimited number of pre-authenticated requests.

e A pre-authenticated request, when created for all objects within a bucket, allows users to upload an
unrestricted quantity of objects to that specific bucket.

* An expiration date is required for each request, with no constraints on how far into the future you can set it.

* You can't edit an existing pre-authenticated request. If user access preferences or object listing changes are
required, you must create another pre-authenticated request.
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e By default, pre-authenticated requests for a bucket or objects with a prefix don’t permit object listing. You
must explicitly enable object listing when you create a pre-authenticated request.

e |f a pre-authenticated request specifies a name prefix, users can perform GET and PUT actions only on objects
with the specified prefix. Attempts to perform a GET or PUT action an object without the specified prefix or
with a different prefix fail.

e The target and actions of a pre-authenticated request are determined by the creator’s permissions, and
changes to those permissions can affect the pre-authenticated request. However, the request is not tied to
the creator’s account login credentials. Therefore, changes to the creator’s login credentials don’t impact a
pre-authenticated request.

e Deleting a pre-authenticated request ends user access to the associated bucket or object.
e Pre-authenticated requests don'’t give users the ability to delete buckets or objects.
*  You can't delete a bucket or an object in a bucket that has pre-authenticated request associated with it.

To get started, you need access to an Oracle Cloud Infrastructure (OCI) tenancy. If you don’t have an OCl tenancy
created already, set one up by using the instructions in Get an Oracle.com Account.

Alternatively, you can register on Oracle LivelLabs to access the Create an Object Storage Service workshop.

Access Object Storage and Create a Bucket

Signin to OCl and create an Object Storage bucket.

1. Signinto the Oracle Cloud Console by using your cloud username and password, or the credentials provided
in the Oracle LiveLabs workshop.

The home page of the Console is displayed.

= ORACLE Cloud search resources, services, documentation, and Marketplace Canada Southeast (Toronto) N
Get started Dashboard
[ & e 1§ i A %
~ Service links
Your tenancy
PINNED RECENTLY VISITED RECOMMENDED
# Instances Compute You haven't visited anything yet. Buckets Object Storage & Archive Storage © All services operational
# Virtual cloud networks Networking Groups Identity Viow heaith deshisoard
Policies Identity
Logging Logging
Users Idantity
m Marketplace
Tenancies Organization Managsment )
A ane-stop shop to quickly and securely
deplay any Oracle or 3rd Party application,
including Orace E-Business Suite, Fortinat,
Cisco, Palo Alto Natworks, Sesame Software,
atc
Leam mors
v i "
Quickstarts View my deployments 0CI mobile app
Review alarms, access biling and usage d
and manage resources on the go.
FEATURED ! APPLICATION DEVELOPMENT APPLICATION DEVELOPMENT
ORACLE | @ C
RodBull 8 4 | Install naw HH:

Predict the result of

AacinG | Deploy a WordPress website Deploy a low-code app on
the next race |

( ) Autonomous Database using
APEX

6-8 mins
25-30 mins

3-5 mins
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2. (Click the navigation menu in the upper-left corner, select Storage, and then select Buckets.

EEE=m e Ve e

Q Storage

Home Block Storage File Storage P i

Block Volumes File Systems Data Transfer
C it -
o Block Volume Backups Mount Targets Limits, Quotas and Usage
Block Violume Replicas B B
Object Storage & Archive Help
Networking Volume Groups Storage Getting Started on OCI

Oracle Database Volume Group Backups Block Storage

Datab Volume Group Regplicas File Storage
— Backup Polick Object Storage
ackup Policies
Analytics & Al Archive Storage
Storage Gateways

Developer Services Service Limits
Identity & Security

Observability & Management

Hybrid

Migration & Disaster Recovery

Billing & Cost Management

The Buckets list page for the current compartment is displayed.

= ORACLE Cloud search resources, services, documentation, and Marketplace Canada Southeast (Toronto) v/ E

Object Storage & Archive Buckets in LL68845-COMPARTMENT Compartment

Stor. age Object Storage des high-per , durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more
Name Default Storage Tier Visibility Created
List scope
No items found.
Compartment
LL68845-COMPARTMENT o ShowingOitems ¢ 1of1 >

TR0 VOO LIVEaDS LLOOE o COMI T TRIENTT

Service logs Manage logs
Resources: 0 (0 total logs) ®

Logs enabled: 0
Logs not enabled: 0

Tag filters add | clear

no tag filters applied

3. Ensure that you're in the compartment in which you want to create the bucket.

You can view the compartment on the left-hand side of the page, under List scope.
e |f you're using the LiveLabs workshop, you can get your compartment ID from the login information
page.

e If you're not using LiveLabs workshop and have your own tenancy, select the compartment that you
want to use from the list. The list displays all the compartments in the tenancy to which you have access.

4. C(Click Create Bucket.
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5. Inthe Create Bucket panel, specify the following details for the bucket:
¢ Bucket Name: Enter a name for the storage bucket.

e Default Storage Tier: Select Standard.

= ORACLE Cloud se >sources, services, documentation, and Marketplace Canada Southeast (Toronto) v j %7 ? E‘i—ﬁ 0O

Create Bucket Help

Bucket Name

| bucket-Divit-NOV23 I

Default Storage Tier
O standard

() Archive

The defauit storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides. Learn more
about storage tiers

Enable Auto-Tiering
Automatically move infrequently accessed objects from the Standard tier to less expensive storage. Leam more

|| Enable Object Versioning
Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Leam more

|| Emit Object Events
Creats ion based on object hanges using the Events Service.

|| Uncommitted Multipart Uploads Cleanup
Create a lifecycle rule to delete multipart uploads older than 7 days. Learn more

Encryption

Under Encryption, you can select to have Oracle manage the encryption keys for you, or you can manage the
keys by yourself. In this example, we're letting Oracle manage the keys for us.

6. Select Encrypt using Oracle managed keys.

= ORACLEC o Se: cumentation, and Marketplace Canada Southeast (Toronto) ij ‘ﬁ

@
o)

Create Bucket Help

Encryption
© Encrypt using Oracle managed keys
Leaves all encryption-related matters to Oracle.
() Encrypt using customer-managed keys
Requires a valid key from a vault that you have access to. Learn mory

Resource logging

Enable resource logging to allow resource tracking, troubleshooting, and data insights

("1 Resource logging disabled

Tags
Add tags to organize your resources. What can | do with tagging?
Tag namespace Tag key Tag value
None (add a free-form tag) & X

Add tag

Cancel

7 Accessing OCI Object Storage with Pre-authenticated Links / Version 1.0
Copyright © 2023, Oracle and/or its affiliates / Public




ORACLE

7. Click Create.

The bucket is created and is listed on the Buckets list page.

= ORACLE Cloud search resources, services, documentation, and Marketplace Canada Southeast (Toronto)
Bucket bucket-Divit-NOV23 created successfully. x
Object Storage & Archive Buckets in LL68845-COMPARTMENT Compartment
Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more
Buckets Create Bucket
Name - Default Storage Tier Visibility Created
List scope
Standard Private Sun, Nov 19, 2023, 06:42:53 UTC
Compartment
LL68845-COMPARTMENT 2 Showing 1item < 10f1 3

c4u03 (root)/Livelabs/LLE8845-COMPARTMENT

Service logs Manage logs
Resources: 0 (0 total logs) @

Logs enabled: 0
Logs not enabled: 0

Tag filters add | clear

no tag filters applied

Upload an Object and Create a Pre-authenticated Link

Now upload a sample object to the storage bucket, and request a pre-authenticated link to access it.

1. If you're using the LiveLabs workshop, download a sample text file to upload to the bucket that you created in
the previous section. (You might need to right-click the link or page and select the “save as” option to
download the . txt file.)

Alternatively, you can choose to use any sample text file for the upload.

2. Onthe Buckets list page in the Oracle Cloud Console, click the name of the bucket that you created.

The bucket details page is displayed.

= ORACLE Cloud search resources, services, documentation, and Marketplace Canada Southeast (Toronto) v _CL .’77\ @ 0

Object Storage » Bucket Details
bucket-Divit-NOV23

Edit Visibility Move Resource Re-encrypt Add tags

Bucket Information Tags

General Features

Namespace: c4u03 Default Storage Tier: Standard

Compartment: LL68845-COMPARTMENT Visibility: Private

Created: Sun, Nov 19, 2023, 06:42:53 UTC Encryption Key: Oracle managed key Assign

ETag: 261bc04c-e4f3-4e15-b9c8-89d5cf607d8b Auto-Tiering: @ Disabled Edit @

OCID: ...sc43hnva Show Copy Emit Object Events: @ Disabled Edit @
Object Versioning: @ Disabled Edit @

Usage

Approximate Object Count: 0 objects @

Approximate Size: 0 bytes (7)
Uncommitted Multipart Uploads Approximate Count: 0 uploads @

Uncommitted Multipart Uploads Approximate Size: 0 bytes @
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3. Under Objects, click Upload.

= ORACLE C Search resource , documentation, and Marketplace Canada Southeast (Toronto)

Approximate Size: 0 bytes (i)
Uncommitted Multipart Uploads Approximate Count: 0 uploads (Z)

Uncommitted Multipart Uploads Approximate Size: 0 bytes ()

Resources ObJeCtS
Objects More Actions + Q) Search by prefix
Metrics [
(] | Name Last Modified Size Storage Tier

Pre-Authenticated Requests
No items found.
Work Requests
Lifecycle Policy Rules
Replication Policy

Retention Rules

Uncemmitted Multipart Uploads

Logs

4. C(lick select files and select the sample-file.txt that you just downloaded or another sample text file that
you want to use. Optionally, you can enter a name prefix for the objects that you upload. Then, click Upload.

= ORACLE d Search resources, , documentation, and Marketplace Canada Southeast (Toronto) ‘ﬁ ’_7 E:}« o

Upload Objects Help

Object Name Prefix_Optional
I Divit-Sample-File| i

Storage Tier

<>

Standard

Choose Files from your Computer

4> Drop fles hers

sample-file.txt 2.27 KiB X

1 files, 2.27 KiB total

25 Show Optional Response Headers and Metadata
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After the file is uploaded, its status is shown as Finished.

= ORACLE o Search resources, ser , documentation, and Marketplace Canada Southeast (Toronto) ij ‘ﬁ ’_7 E'&« o

Upload Objects Help

Object Name Prefix Optional

‘ Divit-Sample-File

Storage Tier

<>

‘ Standard

Choose Files from your Computer

& Drop files here or select f

sample-file.txt 2.27 KiB

1 files, 2.27 KiB total

2= Show Optional Response Headers and Metadata

5. Click Close.

The file is listed under Objects in the bucket details page. If you chose to enter a prefix for the object names,
that prefix is added to the file name.

Object Storage » Bucket Details
bucket-Divit-NOV23

Edit Visibiity ~ Move Resource | Re-encrypt | Add tags

Bucket Information Tags

General Features

Namespace: c4u03 Default Storage Tier: Standard

Compartment: LL58245-COMPARTMENT Visibility: Private

Created: Sun, Nov 19, 2023, 06:42:53 UTC Encryption Key: Oracie managed key Assign
4£3-4615-bOc8- Auto-Tiering: ® Disabled Edit (i)

OCID: ...sc43hava Show Copy Emit Object Events: @ Disabled Edit ()

Object Versioning: ® Disabled Ecit ()
Usage

Approximate Object Count: 0 objects (©)
Approximate Size: 0 bytes (©)
tipa Ouploads (D

sie:0bytes (D

Resources Objects

Objects - More Actions v Q Search by prefix

Metrics

Na Last Modified Size Storage Tier
Pre-Authenticated Requests
[ Divit-Sample-Filesample-file.txt Sun, Nov 19, 2023, 06:52:11 UTC 227KB Standard
Work Requests

Lifecycle Policy Rules

Replication Policy
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6. To create a web link that can be used to access the object without requiring any additional authentication,
click the Actions menu to the right side of the object name, and select Create Pre-Authenticated Request.

= ORACLE Cloud vd Marketplace Canada

Southeast (Toronto) ~  [e3]

Edit Visiiilty ~ Move Resource  Re-sncrypt | Add tags

Bucket Information Tags

General Features

Namespace: cdu03 Default Storage Tier: Standard

‘Compartment: LL E2845-COMPARTMENT Visibility: Private:

Greated: Sun, Nov 19, 2023, 06:42:53 UTC Encryption Key: Oracle managed key Assign

ETag: 261bc04c-e4(3-4¢15-b3ca-BIGSCIE0TdEL Auto-Tiering: ® Dissbled Edit (7)

OCID: ._sc43hnva Show Copy Emit Object Events: @ Disabled Edt (1)
Object Varsioning: ® Disabled Edit (1)

Usage

Approximate Object Count: 1 objects (1)

Approximate Size: 2.27 Kig (7)
Multipart Uploads @
Multipart Upload: ®

Resources Objects

Download
ctjes [ ococ JETTO
Copy

Memes

B Name Last Modified Size Stora
Pre-Authenticated Requests adals Slaee Tia -

® [ Diwit-Sampla-Filesampla-file b Sun, Nov 19, 2023, 06:52:11 UTG 227 KiB d i
Wiork Requests Create Pre-Authenticatad Rsqusst

Lifecycle Policy Rules Re-encryot

Replication Policy .

Retention Rules.
Delete
Hinenmmittad Miltinar Linioars

7. Inthe Create Pre-Authenticated Request panel, specify the following values:
¢ Name: Enter a descriptive name for the request.
¢ Pre-Authenticated Request Target: Select Object.

e Access Type: Select Permit object reads.

e Expiration: Enter an expiration date for the pre-authenticated link, or accept the default date.

Canada Southeast (Toronto)

Create Pre-Authenticated Request Helo

Name
[ par-object-Divit-Sample| ]

Pre-Authenticated Flequest Target

Bucket Object

Create a pre-authenticated request that appies to all ob- tad request that applies to a spa-
jects in the bucket. cific object o

Objects with prefix

Greate a pre-authenticated request that applies to all ob-
jects with a specific prefix.

Object Name:
Divit-Sample-Filesample-file.bxt

Permit object reads and writes

—
Nov 26, 2023 06:58 UTC B
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8. C(lick Create Pre-Authenticated Request.

The request is created, and the request details dialog box is displayed.

Search resources, services, documentation, and Marketplace Canada Southeast (Toronto) v [5]

Pre-Authenticated Request Details

Name Read-only

par-object-Divit-Sample
Pre-Authenticated Request URL Read-only

Copy this URL for your records. It will not be shown again.

[@f e curent URL is deprecated and will no longer be supported in a future release of the cansole. A new URL will be used as shown below.

Learn more

https://c4u03. 1.00i
/D3QmDbaGKQINTOM2uy, Divit-NOV23/o/Di ol

Filesample-file.txt

9. Click the Copy icon to the right of the URL to copy the link. You must copy and save the link before closing
the dialog box. The link can’t be retrieved again.

10. After you copy the link, click Close.
11. Open a new browser window and paste the pre-authenticated link into the address bar.
Because the sample file is a text file, it opens in a browser page.

C O B 32 https://objectstorage.ca-toronto-1.oraclecloud.com/p/oBBkORHZf8QtoxEn6fljxIT4c4FyXVD3jQmDbaG B &%

Getting Started Resources

See the following resources to get started with OCI Object Storage.
General

e Product page

e Documentation
LiveLab workshop

e (Create an Object Storage Service

Create an account on OCI: Get an Oracle.com Account

12 Accessing OCI Object Storage with Pre-authenticated Links / Version 1.0
Copyright © 2023, Oracle and/or its affiliates / Public

~

W e T



https://www.oracle.com/cloud/storage/object-storage/
https://docs.oracle.com/en-us/iaas/Content/Object/home.htm
https://apexapps.oracle.com/pls/apex/r/dbpm/livelabs/view-workshop?wid=655
https://docs.oracle.com/en/cloud/get-started/subscriptions-cloud/csgsg/get-oracle-com-account.html

ORACLE

Conclusion

The Oracle Cloud Infrastructure (OCI) Object Storage service is an expansive, high-performance storage platform
designed for internet-scale operations, ensuring both reliability and cost-effective data durability. This service has the
capacity to store an unlimited volume of unstructured data, accommodating various content types, including
analytical data and rich media such as images and videos. An innovative feature of Object Storage is the
implementation of pre-authenticated requests, which provide users with access to a bucket or object without needing
their own credentials. As long as the request creator retains permissions for resource access, users maintain
uninterrupted access to the specified bucket or object. This feature enhances security and convenience in managing
storage resources within the Object Storage service.
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