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Using This Documentation

= Overview — Provides security guidelines for Oracle Dual Port 25/100 Gb Mellanox Ethernet
Adapter.

= Audience — Technicians, system administrators, and authorized service providers.
= Required knowledge — Advanced experience troubleshooting and replacing hardware.

In this document, the term “adapter” refers to the Oracle Dual Port 25/100 Gb Mellanox
Ethernet Adapter, the term “x86” refers to 64-bit and 32-bit systems manufactured using
processors compatible with the AMDG64, Intel Xeon, or Intel Pentium product families, the term
"SPARC" refers to 64 bit systems such as T8-1, T8-2, T8-4 and M8-8 servers, and the term
“Oracle Solaris” refers to latest software version (i.e. Oracle Solaris 11.4 ) supported on x86
and SPARC server systems.

Note - The Dual Port 25/100 Gb Mellanox Ethernet adapter cards are based on the Mellanox
ConnectX®-5 integrated circuit devices.

Product Documentation Library

Documentation and resources for this product and related products are available at https://
docs.oracle.com/en/networking/ethernet/dual-port-25-100-ethernet-adapter/.

Feedback

Provide feedback about this documentation at http://www.oracle.com/goto/docfeedback.
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Oracle Dual Port 25/100 Gb Mellanox Ethernet
Adapter

= “Product Overview” on page 13

m  “Features and Specifications” on page 14
m  “Security Principles” on page 17

m  “Software Updates” on page 17

m  “User Authentication” on page 17

m  “Security Considerations for Developers” on page 17

Product Overview

The content in this document applies to the following Oracle Dual Port 25/100 Gb Mellanox
Ethernet Adapters:

m  Oracle Dual Port 25 Gb Mellanox Ethernet Adapter
m  Oracle Dual Port 100 Gb Mellanox Ethernet Adapter

m  Oracle Dual Port 100 Gb Ethernet Adapter, Mellanox for Mezzanine form factor (factory
installation)

Note - The Dual Port 25/100 Gb Mellanox Ethernet Adapters are based on the Mellanox
ConnectX®-5 integrated circuit devices.

For the most updated information about supported firmware and operating systems, important
operating notes, and known issues, refer to the latest Product Notes document, which is
available in the Oracle Dual Port 25/100 Gb Mellanox Ethernet Adapter Documentation Library
at https://docs.oracle.com/en/networking/ethernet/dual-port-25-100-ethernet-
adapter/.
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Product Overview

Features and Specifications

The Oracle Dual Port 25/100 Gb Mellanox Ethernet Adapters are standalone cards that are used
for virtualized cloud deployments and network virtualization. For further information, see the
following features and specifications for each adapter:

m  Table 1, “Oracle Dual Port 25 Gb Ethernet Adapter, Mellanox (OPN MCX512A-ACAT),”
on page 14

m  Table 2, “Oracle Dual Port 100 Gb Ethernet Adapter, Mellanox ( MCX556A-
EDAS_C14),” on page 15

m  Table 3, “Oracle Dual Port 100 Gb Ethernet Adapter, Mellanox Mezzanine Form Factor
(MCX566A-CCAI) (x86 Servers only) ,” on page 15

TABLE 1 Oracle Dual Port 25 Gb Ethernet Adapter, Mellanox (OPN MCX512A-ACAT)
Feature Specification (MCX512A-ACAT/ACUT)
Physical Size: 2.71 in. x 5.6 in. (68.90mm x 142.24 mm) — low profile

Connector: Dual SFP28 Ethernet (copper and optical)

Protocol Support Ethernet: 25GBASE-CR/CR-S, 25GBASE-SR, 25GBASE-LR, 25G Ethernet Consortium, 10GBASE-SR, 10GBASE-
LR, 10GBASE-ER, SGMII / 1000BASE-X

Data Rate: 1/10/25 Gb/s Ethernet

PCI Express Gen3: SERDES @ 8.0GT/s, 8 lanes (2.0 and 1.1 compatible)

Power and Cable Type Voltage: 12V

Support m  Typical Power: Passive Cable 9.5W

m  Maximum Power: Passive Cable 11.8W
m  Maximum Power: 1.5W Active Cable 15.1W

Maximum power available through SFP28 port: 1.5W

Environmental Temperature:

m Operational: 0°C to 55°C
®  Non-operational: -40°C to 70°C

Humidity: 90% relative humidity

Altitude (Operational): 3050m

Airflow: Mellanox Airflow Specifications

Regulatory Safety: CB / cTUVus / CE

EMC: CE/FCC/VCCI/ICES / RCM

RoHS: RoHS-compliant
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TABLE 2 Oracle Dual Port 100 Gb Ethernet Adapter, Mellanox ( MCX556A-EDAS_C14)

Feature

Specification (MCX556A-EDAS_C14)

Physical

Size: 2.71 in. x 5.6 in. (68.90mm x 142.24 mm) — low profile

Connector: Dual QSFP28 InfiniBand and Ethernet (copper and optical)

Protocol Support

InfiniBand: IBTA v1.3 a Auto-Negotiation: 1X/2X/4X SDR (2.5Gb/s per lane), DDR (5Gb/s per lane), QDR (10Gb/s per
lane), FDR10 (10.3125Gb/s per lane), FDR (14.0625Gb/s per lane), EDR (25Gb/s per lane) port

Note - The 100 Gb Mellanox adapters supplement the IBTA auto-negotiation specification to get better bit error rates and
longer cable reaches. This supplemental feature only initiates when connected to another Mellanox InfiniBand product.

Ethernet: 100GBASE-CR4, 100GBASE-KR4, 100GBASE-SR4, 50GBASE-R2, 50GBASE-R4, 40GBASE-CR4,
40GBASE-KR4, 40GBASE-SR4, 40GBASE-LR4, 40GBASE-ER4, 40GBASE-R2, 25GBASE-R, 20GBASE-KR2,
10GBASE-LR,10GBASE-ER, 10GBASE-CX4, 10GBASE-CR, 10GBASE-KR, SGMII, 1000BASE-CX, 1000BASE-
KX, 10GBASE-SR

Data Rate:

m  Infiniband: SDR/DDR/QDR/FDR/EDR
m  Ethernet: 1/10/25/40/50/100 Gb/s

Power and Cable Type
Support

Voltage: 12V

m  Typical Power: Passive Cable 16.2W

m  Typical Power: Passive Cable 19.0W

m  Maximum Power: 1.5 Active Cables 22.3W

m  Maximum Power: 2.5W Active Cables 24.6W

Note - Typical power is for ATIS traffic load.

Maximum power available through QSFP28 port: 5SW

Environmental

Temperature:

m Operational: 0°C to 55°C
m  Non-operational: -40°C to 70°C

Humidity (Operational and Non-operational): 90% relative humidity

Altitude (Operational): 3050m

Airflow: Mellanox Airflow Specifications

Regulatory

Safety: CB / cTUVus / CE

EMC: CE/FCC/VCCI/ICES /RCM

RoHS: RoHS-compliant

TABLE 3 Oracle Dual Port 100 Gb Ethernet Adapter, Mellanox Mezzanine Form Factor (MCX566A-CCAI) (x86
Servers only)

Feature

Specification (MCX566A-CCAIl)

Physical

Size: 4.52in. x 2.99in. (115mm x 76mm)
Connector: Dual QSFP28 Ethernet (copper and optical)

Bracket: Internal lock bracket
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Product Overview

Feature Specification (MCX566A-CCAIl)

Protocol Support Ethernet: 100GBASE-CR4, 100GBASE-KR4, 100GBASE-SR4, 50GBASE-R2, 50GBASE-R4, 40GBASE-CR4,
40GBASE-KR4, 40GBASE-SR4, 40GBASE-LR4, 40GBASE-ER4, 40GBASE-R2, 25GBASE-R, 20GBASE-KR2,
10GBASE-LR,10GBASE-ER, 10GBASE-CX4, 10GBASE-CR, 10GBASE-KR, SGMII, 1000BASE-CX, 1000BASE-
KX, 10GBASE-SR

Data Rate: 1/10/25/40/50/100 Gb/s Ethernet

PCI Express Gen3: SERDES @ 8.0GT/s x16 lanes (2.0 and 1.1 compatible
Note - PCle 3.0 x16 bus can supply a maximum bandwidth of 128Gb/s only (=16 * 8GT/s, including overhead), and
therefore cannot support 200Gb/s when both network ports of MCX556A-ECAT run at 100Gb/s

Power and Cable Type Voltage: 3.3V_EDGE, 12V_EDGE

Support Typical Power:

Note - Typical power is for ATIS traffic load.

12V_Edge: Passive Cables,16.5W
12V_Edge: 2.2W Active Cables, 21.7
3.3V Edge: Passive Cables: 0.33W
2.2W Active Cables: 0.33W

Note - 12V and 3.3V Edge Standby and Maximum power for Passive and Active Cables = TBD

Maximum Power:

12V_Edge: Passive Cables,19.3 W
12V_Edge: 2.2W Active Cables, 24.5
3.3V Edge: Passive Cables: 0.33W
2.2W Active Cables: 0.33W

Maximum power available through QSFP28 port: 2.2W

Environmental Temperature:

m  Operational: 0°C to 55°C
m  Non-operational: -40°C to 70°C

Humidity (Operational and Non-operational): 90% relative humidity

Altitude (Operational): 3050m

Airflow:
Cable Type: Passive and Active (2.2W Active Cable (85°C cage limit))

m  Active Mode @55C (HSK to Port): 300LFM
m  Standby Mode @45C (HSK to Port): 100LFM
m  Active and Standby Cold Aisle @35C (Port to HSK ): NA

Regulatory Safety: CB / cTUVus / CE

EMC: CE/FCC/VCCI/ICES /RCM

RoHS: RoHS-compliant
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Product Overview

Security Principles

The principles described in this section are fundamental to using any Ethernet network adapter
securely.

Software Updates

These adapters ship with all of the firmware installed. Installation is not required in the field.

Software updates for Oracle Solaris drivers are available through Oracle Solaris patches and
updates. For information about critical patches and sofware updates, see https://www.oracle.
com/security-alerts/. If firmware updates are required to install the latest drivers, contact
Oracle support to arrange for support or go to My Oracle Support to download the latest updates
available for this product (Oracle Dual Port 25/100 Gb Mellanox Ethernet Adapter).

Refer to the product notes provided with your adapter for late-breaking news or information
about firmware update requirements or other security information.

User Authentication

All operating systems in general, and Oracle Solaris in particular, require you to log in with root
credentials to administer the cards and to upgrade the drivers or firmware.

Security Considerations for Developers

All software and firmware running on the adapters are provided by Oracle. Customers cannot
develop their own software to run on these adapters.
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