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This document describes OAM Bundle Patch 12.2.1.4.241009.
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 Resolved Issues

*  Known Issues and Workarounds

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.241009

Oracle Access Management 12.2.1.4.241009 BP includes the following new features
and enhancements:

» Setting the GCM API Key

Google is deprecating legacy FCM APIs and migrating to HTTP v1 APIs. For all
new configurations, it is recommended to use HTTP v1 APIs. For the steps to
migrate to HTTP v1 APIs, see Migrating to service account JSON for Android
Push Notifications.

* Automating SAML Certificate or Key or Metadata Rotation

You can schedule the retrieval of new partner certificates and metadata via a
REST endpoint and seamlessly rotate the updated credentials across all
dependent systems and applications without any downtime. For further details,
see Automating SAML Certificate or Key or Metadata Rotation.

* Ability to Load the Fusion Page in Visual Builder (VB)

In the Chrome browser, some OAM cookies were blocking the Fusion page from
loading in the Visual Builder (VB) after the third-party cookies were deprecated.
With this release, Cookies Having Independent Partitioned State (CHIPS) support
is added for OAM/Webgate cookies to overcome this issue. For more details, see
OAM Cookies Block the Fusion Page from Loading in VB after the 3rd Party
Cookies are Deprecated.

* Ability to Retrieve an ID Token Through an Authorization Code

You can retrieve both access and ID tokens when using the refresh token in the
authorization code. For more details, see Getting IDtoken via a Refersh Token
Request.

* Best Practices for Oracle Access Manager (OAM) OAuth security

Added best practices for OAM OAuth security that highlight the possible threats,
details the attacker’s capabilities, and strategies to mitigate those risks. For more
details, see Best Practices for Oracle Access Manager (OAM) OAuth Security.

e OAA Error Handling Plugins

Added new plugins to support MFA on the User Preferences page. For more
details, see OAA Error Handling Plugins.

* Ability to add partner signhing and encryption keys

In the create new IdP/SP page, a new Key Configuration section is added to the
OAM Console allowing you to select the partners signing and encryption keys. For
more details, see Use Oracle Access Manager to sign on to Oracle Private Cloud

Appliance.

* Ability to configure reuse detection for Refresh Tokens


https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-adaptive-authentication-service.html#GUID-F2E4BDE8-51EB-4091-846C-AAF4344F3EB5
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-adaptive-authentication-service.html#GUID-F2E4BDE8-51EB-4091-846C-AAF4344F3EB5
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/managing-federation-schemes-and-policies.html#GUID-E92268C2-D14A-4729-9C3E-3E0D77118B9C
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/troubleshooting3.html#GUID-CB6DDD5E-E657-4A40-964D-E150AD3E3044
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/troubleshooting3.html#GUID-CB6DDD5E-E657-4A40-964D-E150AD3E3044
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/openidconnect-authentication-flows-oracle-access-manager.html#GUID-991D57B7-DC43-46D1-959F-9CEC01D167B5
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/openidconnect-authentication-flows-oracle-access-manager.html#GUID-991D57B7-DC43-46D1-959F-9CEC01D167B5
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/best-practices-oracle-access-manager-oam-oauth-security.html
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oracle-mobile-authenticator.html#GUID-01DD8896-7B3D-4260-B0A9-D5E3DA0861E9
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/integrating-pca-oracle-access-manager.html#GUID-E6E0E2BA-4C67-40E6-9532-6EE56FFBCC79
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/integrating-pca-oracle-access-manager.html#GUID-E6E0E2BA-4C67-40E6-9532-6EE56FFBCC79
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Added new property to detect the reuse of the Refresh Tokens. For more details,
see Configuring reuse detection for Refresh Tokens.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.240701

Oracle Access Management 12.2.1.4.240701 BP includes the following new features
and enhancements:

Connecting with Messaging Server

If you configured push notifications for Android then you should migrate to HTTP
v1 API's by following the steps mentioned in Migrating to service account json for
Android Push Notification.

Enhanced OAM 12c OAuth to support RS512 in addition to RS256 (default)
as the Crypto Algorithm for signing the OAuth token

— Introduced an OAuth system property (-DoauthRS512Enabled=true) to enforce
RS512 crypto algorithm when enabled across all OAuth Identity Domains
(Default - R5256). Add the system property to SetDomainEnv.sh to enable this
feature.

— Introduced an OAuth custom attribute (cauthRS512Enabled=true) to enforce
RS512 crypto algorithm when enabled on specific OAuth Identity Domains
(Default - RS256).

< Note:

When both are set the system property overrides the OAuth Identity
Domain custom attribute in enforcing the RS512 crypto algorithm.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.240328

Oracle Access Management 12.2.1.4.240328 BP includes the following new features
and enhancements:

User Password Change Validation

Setting the userPasswordChangeCheckEnabled=true property in cam-config.xml
validates the tokens generated before the user password update. If the user
updates or changes the password after retrieving the access tokens then those
access tokens generated before the password update will be invalid. The user will
need to regenerate the access tokens after the password is updated. For details,
see Enabling User Password Change Validation.


https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-C574EADF-CD0D-4701-8188-3A90421DB7C5
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-adaptive-authentication-service.html#GUID-F2E4BDE8-51EB-4091-846C-AAF4344F3EB5
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-adaptive-authentication-service.html#GUID-F2E4BDE8-51EB-4091-846C-AAF4344F3EB5
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-1AEC6179-48E8-4A8D-A7D6-93DC266F9634
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< Note:

Perform a GET operation on the /DeployedComponent/Server/
NGAMServer/Profile/ssoengine/OAuthConfig endpoint and a PUT
operation on the same endpoint to enable User Password Change
Validation feature. It ensures that the configuration that has already been
applied continues to be effective.

Ability to Customize Issuer discovery identifier and Iss Token Claim

With the implementation of this enhancement, you can mask or omit the port from
the issuer and customize the path component in the OpenlD configurations. For
details, see Custom Issuer Support.

# Note:

Perform a GET operation on the /DeployedComponent/Server/
NGAMServer/Profile/ssoengine/OAuthConfig endpoint and a PUT
operation on the same endpoint to enable Custom Issuer Support
feature. It ensures that the configuration that has already been applied
continues to be effective.

Ability to Change Default Consent Acknowledgment Expiry Time

A new custom attribute consentAcknowledgeExpiryTimeInSeconds allows you to
change the default expiry time to acknowledge the consent approval. For details,
see Changing Default Consent Acknowledgment Expiry Time.

Ability to set the expiry time for ID_TOKEN

You can set a token validity/expiry time for ID_TOKEN instead of using the validity/
expiry time in the ACCESS_TOKEN settings. For details, see Creating an Identity
Domain.

Client Secret Expiration and Rotation

By using the custom attribute o1dSecretRetentionTimeInDays, you can configure
the time for which the old client secret will continue to work. This custom attribute
can be defined both at the domain-level and at the client-level. However, the value
defined at the client-level takes precedence. For details, see Creating an Identity
Domain.

Added New Field to View API Key

With this release a new field API Key is added in the partner details screen. This
field allows administrators to share the key details with the relevant partners for
secure updates. For details, see Configuring the Signing and Encryption Key.

Ability to Check Authentication Context when OAM is acting as a Service
Provider (SP)

If OAM is acting as a SP, it identifies the Authentication Context of any external
SAML Identity Provider (IdP) and proceeds with the SAML authentication based


https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-939E7D08-2E4D-4477-9E9D-2CD53C10490C
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-24CE8CC2-CB5F-49B5-A3B6-C57FEE9E18DA
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-78C745E7-1FC7-48F5-A032-3DDC9EDD24E7
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-78C745E7-1FC7-48F5-A032-3DDC9EDD24E7
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-78C745E7-1FC7-48F5-A032-3DDC9EDD24E7
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-78C745E7-1FC7-48F5-A032-3DDC9EDD24E7
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/managing-settings-identity-federation.html#GUID-B2444928-6598-4DFE-B4E3-0873231D4C32

on the authnassurancelevel property. For details, see Checking Authentication
Context when OAM is acting as SP.

*  Ability to mask SAML Response attributes in OAM Log Messages

With this release, Oracle Access Management masks SAML Response attributes
in OAM log messages. For details, see Masking SAML Attributes in Log Records.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.240109

Oracle Access Management 12.2.1.4.240109 BP includes the following new features
and enhancements:

* Propagating error code from OAA application to OAM login page
This enhancement propagates an error code from Oracle Advanced Authentication
(OAA) application to OAM login page. The login page can be customized to show
the error message propagated from OAA.

The following error codes are supported:

— Error code: OAA-00001
Reason: User Registration was incomplete.
Cause: No factors registered.

— Error code: OAA-00002
Reason: User did not have any usable factors.

Cause: Maxed out of allowed authentication attempts. Matching factor(s) are
disabled. No required factor(s) available for matching Policy.

— Error code: OAA-00003

Reason: User authentication failure.

Cause: User did not submit valid authentication data.
— Error code: OAA-00004

Reason: System temporarily unavailable.

Cause: Unexpected failure in Service during login. For example, Failure to
send a challenge (Push, Email, SMS), Database outage.

* Enhancing OAM Session Management endpoints
Introduced a mechanism to authorize OAM endpoints using TAP Tokens.

* Added Null checks for programmatic Authn REST Interfaces
The following fixes are made as a part of this enhancement:

— Resolved the Null Pointer Exception that occurs when No Auth is selected as
the authentication method.

— In the session validation API, Null Pointer throws an exception when a random
string is supplied as an 0AM RM token.

e Added PublicClientRefreshTokenEnabled client custom attribute to obtain a
refresh token with a public client
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https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/managing-identity-federation-partners.html#GUID-565DC953-99D4-46FE-BE1F-47E585E489E1
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/managing-identity-federation-partners.html#GUID-565DC953-99D4-46FE-BE1F-47E585E489E1
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/managing-settings-identity-federation.html#GUID-C39C32D8-403A-4B5B-8914-7894C1C06582
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By default it is not possible to obtain a refresh token with a public client. The
PublicClientRefreshTokenEnabled client custom attribute allows you to change
this behavior. To enable the feature set the attribute value to true. For example,
create the oauth public client with the following command:

curl -X POST http://<AdminServerHost:Port>/oam/services/
rest/ssa/api/vl/oauthpolicyadmin/client -H 'Authorization:Basic
d2VibG9naWM6d2VsY29tZTE="' -H 'Content-Type: application/json' -d
"{"id":"PublicClientId", "name":"PublicClient", "scopes":
["ResServerl.scopel"], "clientType":"PUBLIC CLIENT","secret":"welcome
1","idDomain":"TestDomainl", "description":"Client

Description", "grantTypes":

["PASSWORD", "CLIENT CREDENTIALS","JWT BEARER","REFRESH TOKEN", "AUTHO
RIZATION CODE"],"defaultScope":"ResourceServerOudl.scopel", "redirect
URIs":[{"url":http://localhost:8080/Sample.jsp,"isHttps":true}],
"attributes":

[{"attrName":"PublicClientRefreshTokenEnabled", "attrValue":"true", "a
ttrType":"static"}]1}'

Added GrantTypeRefreshTokenEnabled client custom attribute to return a
refresh token along with a new access token

By default, when the grant type is refresh_token, only a new access token is
returned. The GrantTypeRefreshTokenEnabled client custom attribute allows you
to have a refresh token returned as well. To enable the feature set the attribute
value to true. For example, create the oauth confidential client with the following
command:

curl -X POST http://<AdminServerHost:Port>/oam/services/
rest/ssa/api/vl/oauthpolicyadmin/client -H 'Authorization:Basic
d2VibG9naWM6d2VsY29tZTE="' -H 'Content-Type: application/json' -d
"{"id":"TestClientId", "name":"TestClient", "scopes":
["ResServerl.scopel"],"clientType" :"CONFIDENTIAL CLIENT","secret":"w
elcomel", "idDomain":"TestDomainl", "description":"Client
Description","grantTypes":

["PASSWORD", "CLIENT CREDENTIALS","JWT BEARER","REFRESH TOKEN","AUTHO
RIZATION CODE"],"defaultScope":"ResServerl.scopel","redirectURIs":
[{"url":http://localhost:8080/Sample.jsp, "isHttps":true}],
"attributes":

[{"attrName":"GrantTypeRefreshTokenEnabled", "attrvValue":"true", "attr
Type":"static"}]}'

¢ Note:

To revoke the old refresh token while invoking the refresh token grant
type set the system property -Doauth.auto.revoke.enabled=true. The
default value of this system property is false.

Support for Response_mode in the authorization code grant flow



This enhancement allows 3-legged OAM OAuth 2.0 workflow API (/oauth2/rest/
authorize) to respond in different modes like fragment , query or form post by
specifying response mode as a query parameter.

Support for 3-legged OAuth 2.0 workflow to return the appropriate response
mode

This enhancement ensures that 3-legged OAM OAuth 2.0 workflow API (/oauth2/
rest/authorize) returns the appropriate response mode
response_mode=form post if the consent expiry time has been set.

Support for limiting PIN generation during the Second Factor Authentication
New properties MaxSendAttempts and MaxSendAttemptsLockoutEnabled are
added to the Adaptive Authentication Plugin to limit the PIN generation during the
Second Factor Authentication. For details, see Limiting PIN Generation During the
Second Factor Authentication.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.231005

Oracle Access Management 12.2.1.4.231005 BP includes the following new features
and enhancements:

ORACLE

New parameter to fetch the authorization grant details

Added a new parameter response mode to fetch the authorization grants to
redirect uri. For details, see Table 39-7 Parameter Values for
response_mode.

Support for authentication in multiple browser tabs

OAM supports multi-tab feature when serverRequestCacheType parameter is
set to COOKIE. For details, see Supporting Authentication in Multiple Browser
Tabs.

OAM OAuth2 runtime endpoint to support domain as a query parameter

A new query parameter identityDomain is added to the oauth2 runtime
endpoint instead of the header parameter X-OAUTH-IDENTITY-DOMAIN-NAME,
The header parameter Xx-OAUTH-IDENTITY-DOMAIN-NAME is not required when
identityDomain is provided. If both parameters are used, Xx-OAUTH-
IDENTITY-DOMAIN-NAME will take precedence over identityDomain. For
details, see:

— Create Access Token Flow

— Introspect OAuth tokens

— Revoke given access/refresh token
— Userlinfo details for OIDC flows

OAM OAuth2 token validation URL supports passing access_token both as a
header and as a query parameter

The access_token can be passed either as a header parameter or as a query
parameter in the token validation URL. New syntax to initiate access token as a
header and as a query parameter are included in the REST API for OAuth. For
details, see Validate Access Token Flow.


https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-adaptive-authentication-service.html#GUID-90FEE9A3-F1D8-41BF-9374-E6698264BDA3
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-adaptive-authentication-service.html#GUID-90FEE9A3-F1D8-41BF-9374-E6698264BDA3
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/openidconnect-authentication-flows-oracle-access-manager.html#GUID-F1C51757-7F39-4B9C-A704-D8D4F116C784__TABLE_PBW_XLS_VYB
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/openidconnect-authentication-flows-oracle-access-manager.html#GUID-F1C51757-7F39-4B9C-A704-D8D4F116C784__TABLE_PBW_XLS_VYB
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/supporting-authentication-multiple-browser-tabs.html#GUID-F8109E55-F04E-40BB-8A99-084113773CD3
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/supporting-authentication-multiple-browser-tabs.html#GUID-F8109E55-F04E-40BB-8A99-084113773CD3
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/oroau/op-oauth2-rest-token-post.html
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/oroau/op-oauth2-rest-token-introspect-post.html
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/oroau/op-oauth2-rest-token-revoke-post.html
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/oroau/op-oauth2-rest-userinfo-get.html
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/oroau/op-oauth2-rest-token-info-get.html
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New Features and Enhancements in OAM Bundle Patch
12.2.1.4.230628

Oracle Access Management 12.2.1.4.230628 BP includes the following new features
and enhancements:

Support for administering a Secret Key
OAM supports administering a secret key using an access token with the BEARER
authorization header by enabling the Secret Key Lifecycle feature.

For more information, see Administering a Secret Key.

Access Token Exchange Support in OAM
Support for token exchange is made available in this release.

For more information, see Token Exchange Support in OAM.

OpenldConnectPlugin plugin to set tokens as session responses
OIDC token values can be retrieved using policy authorization responses (header
or cookie) using the following expressions:

— For the access token: $session.attr.oidc.token.access
— For the refresh token: $session.attr.oidc.token.refresh
— For the ID token: $session.attr.oidc.token.id

In a custom plugin, the following authentication context parameters can be used to
obtain access token information:

— token_response: full response from the token endpoint
— access_token: access token value

— refresh_token: refresh token value

— idtoken: id token value

Functionality to allow cache controlled by request URL

Introduce an exception list to avoid caching of authorization policy results on
Webgate specific resources. The following WLST commands are available for
managing the exception list:

configureWGAuthzCachingExceptionListUrls (noCacheURL, action)
Example: configureWGAuthzCachingExceptionListUrls ("exceptionUrl™,
"add/remove")

— This WLST command can be used to add or remove URLs from the Webgate
Authorization Caching Exception List on OAM Server.

— 'action' can be specified as 'add’ or 'remove' to operate accordingly on
ExceptionList

configureWWGAuthzCachingExceptionList (enabled, matchCriteria = "exactMatch",
withQuery = "false")

Example: configureWGAuthzCachingExceptionList ("true/false",
matchCriteria = "exactMatch/startsWith", withQuery = "true/false")


https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-adaptive-authentication-service.html#GUID-F64125E2-7FE0-4D09-8684-6F8800E88AC9
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-5FFF55DD-ACDE-41F6-8F6A-97A0627EC430

ORACLE

— This WLST command can be used to enable or disable the Webgate
Authorization Caching Exception List on OAM Server.

— 'matchCriteria' can be specified as 'exactMatch' or 'startsWith', with default
being 'exactMatch'

— 'withQuery' can be specified as 'true' or 'false’, with 'false' being the default
meaning query-string from URL in Webgate authorization request will be
ignored.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.220906

Oracle Access Management 12.2.1.4.220906 BP includes the following new features
and enhancements:

Federation partners support certificates using RSASSA-PSS signature
algorithms

OAM 12.2.1.4.220906 BP includes support for the Signature Algorithm SHA256-
RSA-MGF1.

# Note:
This update is dependent on OWSM patch 34839859.

For details, see Configuring RSA OAEP Key Transport Digest and MGF Digest.

The OAuth Client GET REST API is enhanced to retrieve the client secret
For use cases that require the administrators to display the client secret for
registered clients in their admin portals. This feature needs to be enabled after
applying the patch for the new behavior to take effect, so the secret for the clients
that get registered after enabling this feature can be retrieved using the API. For
existing clients that were registered before enabling the feature, the previous
behavior of returning hashed secrets will continue.

For details, see Manage OAuth Client Secret Retrieval.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.220404

Oracle Access Management 12.2.1.4.220404 BP includes the following new features
and enhancements:

Make the OAM_ID cookie domain scoped, instead of host scoped

Support has been added to add a cookie domain for the OAM_ID cookie. This can
be enabled by setting the configuration parameter SSOCookieDomainEnabled to
true. The cookie domain for the cookie must be set through the configuration
property SSOCookieDomain. These updates must be done in the cam-config.xml
file using the import utility. A server restart is required after the import.


https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/managing-settings-identity-federation.html#GUID-80049BBF-9213-4DD6-932A-A344FE27636F
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/tutorial-csr/index.html
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For details, see bug 33291908 in Table 1-11.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.220113

Oracle Access Management 12.2.1.4.220113 BP includes the following new features
and enhancements:

Support for OAuth Custom Claims Plugin

For details, see the note Oracle Access Manager (OAM) Federation Protocol
OAUth - Elaborated Steps For <Patch:28228295> (Doc ID 2817030.1) at
https://support.oracle.com

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.210920

Oracle Access Management 12.2.1.4.210920 BP includes the following new features
and enhancements:

OAM SAML 2.0 Supported Encryption Algorithms
OAM supports AES-GCM encryption modes.

For details, see OAM SAML 2.0 Supported Encryption Algorithms and Changing
Default Encryption Algorithm.

Two-way SSL for OAP over REST Communication.

You can enable mutual authentication for OAP over REST between WebGate and
OAM Server, therefore ensuring that the Server communicates with authentic
clients.

For details, see Enabling two-way SSL for OAP over REST.
TOTP-based Multi Factor Authentication in OAM

You can configure MFA using the configureMFA command with config-
utility.jar.

For details, see Configuring TOTP-based Multi Factor Authentication in OAM.
Token Signing Using Third-Party Certificates

Access tokens can be signed using a self-signed key pair generated out-of-the-
box. In this release, OAM extends the support to allow signing of access tokens
using third-party key pairs.

For details, see Token Signing Using Third-Party Certificates.
Mutual-TLS (mTLS) Client Authentication in OAM

In TLS authentication, the server confirms its identity by producing a certificate
(public key), which is then verified by the TLS verification process. In mTLS
(mutual-TLS), along with the server, the client's identity is also verified. The TLS
handshake is utilized to validate the client's possession of the private key
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corresponding to the public key in the certificate and to validate the corresponding
certificate chain.

For details, see Configuring Client Authentication and Configuring mTLS Client
Authentication.

Custom Claims

OAM extends the ability to define custom claims using templates that can be
configured at the client or domain level. The custom claims can be included in all
access tokens, ID tokens and userinfo output. You can perform value
transformations as well as value filtering of the custom claim.

For details, see Custom Claims.
OAuth Access Token Maximum Size

Default OAuth access token length limit has been increased to 7500. This value
can be overridden using the OAuth Identity domain custom parameter
accessTokenMaxLength.

OAuth Client Update - Support for PATCH Request

Introduces support for PATCH request during modification of OAuth clients. With
PATCH operation, OAM appends existing scopes with values from the request.
Similar behavior is provided for redirect_uris, grant types, and custom attributes.
The existing PUT operation replaces the contents of OAuth client parameters with
the values from the request.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.210408

Oracle Access Management 12.2.1.4.210408 BP includes the following new features
and enhancements:

Session Management Optimizations

Session Management Engine has been optimized and tuned to provide improved
system performance under load.

See also Database Tuning for Oracle Access Management in the Tuning
Performance Guide.

OAuth Refresh Token Management

OAuth Token Management capabilities have been enhanced with the ability to
invalidate Refresh Tokens.

For details, see Revoking OAuth Tokens in Administering Oracle Access
Management.

12c WebGates for Apache and IIS Web Servers
WebGates for IS and Apache Web Servers are made available in this release.

For details, see Installing and Configuring 11IS 12¢c WebGate for OAM in Installing
WebGates for Oracle Access Manager.

Support for TLS 1.3 & FIPS 140-2
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This release is compliant with the latest FIPS and TLS standards and versions.

For details, see Enabling FIPS Mode on Oracle Access Management and TLS 1.3
and TLS 1.2 Support in Oracle Access Management in Administering Oracle
Access Management.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.201201

Oracle Access Management 12.2.1.4.201201 BP includes the following new features
and enhancements:

* Proof Key for Code Exchange (PKCE) Support in OAM

Introduces PKCE support in the existing OAM OAuth Authorization Code Grant
Flow. It can be used to enhance the security of the existing 3-legged OAuth,
mitigating possible authorization code interception attacks. You can enable PKCE
at the domain level or just for a specific client.

For details, see Proof Key for Code Exchange (PKCE) Support in OAM in
Administering Oracle Access Management.

* Keep the OAUTH_TOKEN Response Unset

OAM provides an option to not set the OAUTH TOKEN cookie or header when SSO
Session Linking is enabled. You must set the challenge parameter
IS OAUTH TOKEN RESPONSE SET to false.

" Note:

If IS OAUTH TOKEN RESPONSE SET is not configured, or set to true then
the OAUTH TOKEN cookie/header is set.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.200909

Oracle Access Management 12.2.1.4.200909 BP includes the following new features
and enhancements:

*  Support for AWS Role Mapping Attribute in SAML Response

Introduces a new function that can be configured in SP Attribute Profile for
supporting the AWS role mapping attribute in SAML response.

For details, see AWS Role Mapping Attribute in SAML Response in Administering
Oracle Access Management.

*  Support for Attribute Value Mapping and Filters in OAM Federation

OAM federation supported Attribute Name Mapping. It extends the support for
Attribute Value Mapping and Attribute Filtering features.

12


https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/securing-communication.html#GUID-BA7F4606-EA7F-4C4A-B555-6442CDE439BA
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/securing-communication.html#GUID-05BAA8A5-BFBA-4617-82B2-B3C44F0BBFDB
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/securing-communication.html#GUID-05BAA8A5-BFBA-4617-82B2-B3C44F0BBFDB
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/configuring-oauth-services-12c.html#GUID-D48FC8CC-653B-44AF-9E09-9182C7973D63
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/managing-identity-federation-partners.html#GUID-35B28F3F-8193-47BE-83C8-15BDFFA56228

ORACLE

For details, see Using Attribute Value Mapping and Filtering in Administering
Oracle Access Management.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.200629

Oracle Access Management 12.2.1.4.200629 BP includes the following new features
and enhancements:

*  Support for SameSite=None Attribute in OAM Cookies

OAM adds sameSite=None attribute to all the cookies set by WebGate and OAM
Server.

# Note:

— You must also download and upgrade to the latest WebGate Patch
for this feature to work. For details, see the note Support for
SameSite Attribute in Webgate (Doc ID 2687940.1) at
https://support.oracle.com.

— See also the note Oracle Access Manager (OAM): Impact
Of SameSite Attribute Semantics (Doc ID 2634852.1)
at https://support.oracle.com.

Optional Configurations on OAM Server

— If SSL/TLS is terminated on Load Balancer (LBR) and OAM server is not
running in SSL/TLS mode, set the following system property in
setDomainEnv.sh: -Doam. samesite.flag.value=None; secure
Alternatively, you can propagate the SSL/TLS context from the LBR or Web
Tier to OAM Server. For details, see Doc ID 1569732.1 at https://
support.oracle.com.

— To disable the inclusion of sameSite=None by OAM Server, set the following
system property in setDomainEnv.sh:; -Doam.samesite.flag.enable=false

— To set SameSite=None for non-SSL/TLS HTTP connections, set the following
system property in setDomainEnv.sh: -
Doam.samesite.flag.enableNoneWithoutSecure=true

Example: To add the system properties to setDomainEnv.sh:

1. Stop all the Administration and Managed Servers.
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3.

Edit $0AM DOMAIN HOME/bin/setDomainEnv.sh and add the properties
as shown below:

EXTRA JAVA PROPERTIES="-Doam.samesite.flag.enable=false $
{EXTRA_ JAVA PROPERTIES}"
export EXTRA JAVA PROPERTIES

Start the Administration and Managed Servers.

Optional Configurations for WebGate

If SSL/TLS is terminated on LBR and OAM Webgate WebServer is not running
in SSL/TLS mode, set the ProxySSLHeaderVar in the User Defined
Parameters configuration to ensure that WebGate treats the requests as SSL/
TLS. For details, see User-Defined WebGate Parameters.

To disable inclusion of sameSite=None by OAM WebGate, set
SameSite=disabled in the User Defined Parameters configuration on the
console. This is a per-agent configuration.

To set SameSite=None for non-SSL HTTP connections, set
EnableSameSiteNoneWithoutSecure=true in the User Defined Parameters
configuration on the console. This is a per-agent configuration.

" Note:

In deployments using mixed SSL/TLS and non-SSL/TLS components:
For non-SSL/TLS access, OAM Server and Webgate do not set
SameSite=None on cookies. Some browsers (for example, Google
Chrome) do not allow SameSite=None setting on non-secure (non-
SSL/TLS access) cookies, and therefore may not set cookies if a
mismatch is found.

Therefore, it is recommended that such mixed SSL/TLS and non-
SSL/TLS deployments are moved to SSL/TLS only deployments to
strengthen the overall security.

X.509 Authentication with Extended Key Usage (EKU)

In X.509 authentication flows, Extended Key Usage (EKU) certification extension
check can be added optionally to ensure that the usage of the certificate is
allowed.

For details, see X.509 Authentication Using Extended Key Usage (EKU) in
Administering Oracle Access Management.

New Features and Enhancements in OAM Bundle Patch
12.2.1.4.200327

Oracle Access Management 12.2.1.4.200327 BP includes the following new features
and enhancements:
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OAuth Consent Management

Provides the capability to manage and persist user consents while providing a
mechanism to revoke them across Data Centers. The consent revocation
capability is provided for both Administrators as well as individual users.

For details, see Enabling Consent Management and Enabling Consent
Management on MDC in Administering Oracle Access Management.

OAuth Just-In-Time (JIT) User Linking and Creation

Provides the capability to provision users automatically. The ID Token as received
from the Identity Provider (IdP) has user attributes. These user attributes can have
values like userld, user name, first name, last name, email address and so on,
which could be used for linking users to entries in the local User Identity Store or
create them, if they do not exist.

For details, see OAuth Just-In-Time (JIT) User Provisioning in Administering
Oracle Access Management

OAM Snapshot Tool

Provides tooling to create a snapshot of the OAM IDM Domain with all its
configurations, persist it and use it for creating fully functional OAM IDM Domain
clones.

For details, see Using the OAM Snapshot Tool in Administering Oracle Access
Management.

SAML Holder-of-Key (HOK) Profile Support
SAML Holder-of-Key (HOK) profile support is added for OAM when acting as an
Identity Provider (IdP). This support is with OCI Service Provider (SP) Partners.

For details, see the note 0OAM 12c Identity Provider (IDP) for SAML
Profile Support with OCI Service Provider (SP) Partners (Doc
ID 2657717.1) at https://support.oracle.com.

Understanding Bundle Patches

Describes Bundle Patches and explains differences between Stack Patch Bundles,
Bundle Patches, interim patches and Patch Sets.

Stack Patch Bundle
Bundle Patch
Interim Patch

Patch Set

Stack Patch Bundle

Stack Patch Bundle deploys the IDM product and dependent FMW patches using a
tool. For more information about these patches, see Quarterly Stack Patch
Bundles (Doc ID 2657920.1) at https://support.oracle.com.

Bundle Patch
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A Bundle Patch is an official Oracle patch for Oracle Fusion Middleware components
on baseline platforms. In a Bundle Patch release string, the fifth digit indicated the
bundle patch number. Effective November 2015, the version numbering format has
changed. The new format replaces the numeric fifth digit of the bundle version with a
release date in the "YYMMDD" format where:

* YYisthe last 2 digits of the year
MM is the numeric month (2 digits)
e DD is the numeric day of the month (2 digits)

Each Bundle Patch includes the libraries and files that have been rebuilt to implement
one or more fixes. All fixes in the Bundle Patch have been tested and are certified to
work with one another.

Each Bundle Patch is cumulative: the latest Bundle Patch includes all fixes in earlier
Bundle Patches for the same release and platform. Fixes delivered in Bundle Patches
are rolled into the next release.

Interim Patch

In contrast to a Bundle Patch, an interim patch addresses only one issue for a single
component. Although each interim patch is an official Oracle patch, it is not a complete
product distribution and does not include packages for every component. An interim
patch includes only the libraries and files that have been rebuilt to implement a specific
fix for a specific component.

You may also know an interim patch as: security one-off, exception release, x-fix, PSE,
MLR, or hotfix.

Patch Set

A Patch Set is a mechanism for delivering fully tested and integrated product fixes that
can be applied to installed components of the same release. Patch Sets include all
fixes available in previous Bundle Patches for the release. A Patch Set can also
include new functionality.

Each Patch Set includes the libraries and files that have been rebuilt to implement bug
fixes (and new functions, if any). However, a patch set might not be a complete
software distribution and might not include packages for every component on every
platform.

All fixes in the Patch Set have been tested and are certified to work with one another
on the specified platforms.

Recommendations

Oracle has certified the dependent Middleware component patches for Identity
Management products and recommends that Customers apply these certified patches.
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For more information on these patches, see the note Certification of
Underlying or Shared Component Patches for Identity Management
Products (Doc ID 2627261.1) at https://support.oracle.com.

Bundle Patch Requirements

To remain in an Oracle-supported state, apply the Bundle Patch to all installed
components for which packages are provided. Oracle recommends that you:

1. Apply the latest Bundle Patch to all installed components in the bundle.

2. Keep OAM Server components at the same (or higher) Bundle Patch level as
installed WebGates of the same release.

Applying the Bundle Patch

The following topics help you, as you prepare and install the Bundle Patch files (or as
you remove a Bundle Patch should you need to revert to your original installation):

* Using the Oracle Patch Mechanism (OPatch)
*  Applying the OAM Bundle Patch

* Recovering From a Failed Bundle Patch Application

¢ Note:

¢ You must install the following mandatory patches:
— OPSS: 36316422
— OWSM: 37035947
— OINAV: 37054395
— WLS Patch: 37087476
— libovd: 36649916
— EM one-off: 34542329
— ADF: 37028738
— Coherence: 37049907
— FMW Thirdparty Bundle: 37103277

e From March 2024, the Oracle Access Manager (OAM) components
using SIMPLE-mode certificates for communication will not work,
resulting in an outage in the OAM environment, unless preventive
measures are taken. For more information, see March 2024 Expiration
Of The Oracle Access Manager (OAM) Out Of The Box Certificates (Doc
ID 2949379.1) at https://support.oracle.com.
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Using the Oracle Patch Mechanism (OPatch)

The Oracle patch mechanism (OPatch) is a Java-based utility that runs on all
supported operating systems. OPatch requires installation of the Oracle Universal
Installer.

< Note:

Oracle recommends that you have the latest version of OPatch from My
Oracle Support. OPatch requires access to a valid Oracle Universal Installer
(OUI) Inventory to apply patches.

Patching process uses both unzip and OPatch executables. After sourcing the
ORACLE HOME environment variable, Oracle recommends that you confirm that both of
these exist before patching. OPatch is accessible at:$0RACLE HOME/OPatch/opatch

When OPatch starts, it validates the patch to ensure there are no conflicts with the
software already installed in your $ORACLE HOME:

« Ifyou find conflicts with a patch already applied to the $ORACLE HOME, stop the
patch installation and contact Oracle Support Services.

» If you find conflicts with a subset patch already applied to the SORACLE HOME,
continue the Bundle Patch application. The subset patch is automatically rolled
back before the installation of the new patch begins. The latest Bundle Patch
contains all fixes from the previous Bundle Patch in SORACLE HOME.

This Bundle Patch is not -auto flag enabled. Without the -auto flag, no servers need to
be running. The Machine Name & Listen Address can be blank on a default install.

¢ See Also:

Oracle Universal Installer and Opatch User's Guide

Perform the steps in the following procedure to prepare your environment and
download OPatch:

e Log in to My Oracle Support: https://support.oracle.com/
e Download the required OPatch version.

e Use opatch -version to check if your OPatch version is the latest. If it is an earlier
version of OPatch, download the latest version.

»  Confirm if the required executables opatch and unzip are available in your system
by running the following commands:

Run which opatch - to get path of OPatch

Run which unzip - to get path of unzip
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Check if the path of the executables is in the environment variable "PATH", if not
add the paths to the system PATH.

*  Verify the OUI Inventory using the following command:
opatch lsinventory
Windows 64-bit: opatch lsinventory -jdk c:\jdk180

If an error occurs, contact Oracle Support to validate and verify the inventory setup
before proceeding. If the ORACLE HOME does not appear, it might be missing from
the Central Inventory or the Central Inventory itself could be missing or corrupted.

* Review information in the next topic Applying the OAM Bundle Patch

Applying the OAM Bundle Patch

Use information and steps here to apply the Bundle Patch from any platform using
Oracle patch (OPatch). While individual command syntax might differ depending on
your platform, the overall procedure is platform agnostic.

The files in each Bundle Patch are installed into the destination SORACLE HOME. This
enables you to remove (roll back) the Bundle Patch even if you deleted the original
Bundle Patch files from the temporary directory you created.

# Note:

Oracle recommends that you back up the SORACLE_HOME using your preferred
method before any patch operation. You can use any method (zip, cp -r, tar
and cpio) to compress the SORACLE HOME.

Formatting constraints in this document might force some sample text lines to wrap
around. These line wraps should be ignored.

To apply the OAM Bundle Patch

OPatch is accessible at SORACLE HOME/OPatch/opatch. Before beginning the
procedure to apply the Bundle Patch be sure to:

e Set ORACLE HOME

For example:
export ORACLE HOME=/opt/oracle/mwhome

* Run export PATH=<<Path of OPatch directory>>:S$SPATH to ensure that the
OPatch executables appear in the system PATH. For example:

export PATH=SORACLE HOME/OPatch:S$PATH

1. Download the OAM patch p37151668 122140 Generic.zip

2. Unzip the patch zip file into the PATCH TOP.
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$ unzip -d PATCH TOP p37151668 122140 Generic.zip

¢ Note:

On Windows, the unzip command has a limitation of 256 characters in
the path name. If you encounter this, use an alternate ZIP utility such as
7-Zip to unzip the patch.

For example: To unzip using 7-Zip, run the following command.
"c:\Program Files\7-Zip\7z.exe" x p37151668 122140 Generic.zip
3. Set your current directory to the directory where the patch is located.
$ cd PATCH TOP/37151668
4. Login as the same user who installed the base product and:

e Stop the AdminServer and all OAM Servers to which you will apply this Bundle
Patch.

Any application that uses this OAM Server and any OAM-protected servers
will not be accessible during this period.

»  Back up your $ORACLE HOME.

*  Move the backup directory to another location and record this so you can
locate it later, if needed.

5. Run the appropriate OPatch command as an administrator to ensure the required
permissions are granted to update the central inventory and apply the patch to
your $ORACLE HOME. For example:

opatch apply
Windows 64-bit: opatch apply -jdk c:\path\to\jdk180

" Note:

OPatch operates on one instance at a time. If you have multiple
instances, you must repeat these steps for each instance.

6. Start all Servers (AdminServer and all OAM Servers).

Applying the OAM Bundle Patch in Multi Data Center (MDC)

Use the information and steps described here to apply the Bundle Patch in an MDC
setup.

It is recommended that you upgrade or patch the Master data center followed by each
of the Clone data centers.

Perform the following steps to apply the patch in an MDC setup.
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Upgrade or apply the patch on the Master data center. For more information, see
Applying the OAM Bundle Patch.

Disable Automated Policy Synchronization (APS) between Master and the Clone
data center that needs to be patched. For details, see Disabling Automated Policy
Synchronization in Administering Oracle Access Management.

Ensure that WriteEnabledFlag iS true in oam-config.xml. If it is not enabled, set
the WriteEnabledFlag to true in Clone data center using the following WLST
commands.

connect ('weblogic', 'XXXX', 't3<a target=" blank" href="://
localhost:7001'">://localhost:7001'</a>)

domainRuntime ()

setMultiDataCenterWrite (WriteEnabledFlag="true")

Upgrade or apply the patch on the Clone data center.

Change the WriteEnabledFlag to false in the Clone data center using the
following WLST commands:

connect ('weblogic', 'XXXX', 't3<a target=" blank" href="://
localhost:7001'">://localhost:7001'</a>)

domainRuntime ()

setMultiDataCenterWrite (WriteEnabledFlag="false")

" Note:

The Clone data center must be made write-protected before enabling
APS to ensure that there are no inconsistencies between the data
centers.

Re-enable APS between Master and the upgraded Clone data center. For details,
see Enabling Automated Policy Synchronization in Administering Oracle Access
Management.

Recovering From a Failed Bundle Patch Application

If the AdminServer does not start successfully, the Bundle Patch application has failed.

To recover from a failed Bundle Patch application:

1.
2.
3.

Confirm that there are no configuration issues with your patch application.
Confirm that you can start the AdminServer successfully.

Shut down the AdminServer and rollback the patch as described in Removing the
Bundle Patch then apply the Bundle Patch again.

Removing the Bundle Patch
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If you want to rollback a Bundle Patch after it has been applied, perform the following
steps. While individual command syntax might differ depending on your platform, the
overall procedure is the same. After the Bundle Patch is removed, the system is
restored to the state it was in immediately before patching.

¢ Note:

« Removing a Bundle Patch overrides any manual configuration changes
that were made after applying the Bundle Patch. These changes must be
re-applied manually after removing the patch.

e Use the latest version of OPatch for rollback. If older versions of the
OPatch is used for rollback, the following fail message is displayed:

C:\Users\<username>\Downloads\p37151668 122140 Generic\37151
668

>c:\Oracle\oaml2214\0Patch\opatch rollback -id 37151668
Oracle Interim Patch Installer version 13.9.2.0.0

Copyright (c) 2020, Oracle Corporation. All rights reserved.
The following actions have failed:

Malformed \uxxxx encoding.

Malformed \uxxxx encoding.

Follow these instructions to remove the Bundle Patch on any system.

To remove a Bundle Patch on any system:

1. Perform the steps in Applying the OAM Bundle Patch to set the environment
variables, verify the inventory and shut down any services running from the
ORACLE HOME or host machine.

2. Change to the directory where the patch was unzipped. For example: cd
PATCH TOP/37151668

3. Back up the ORACLE_HOME directory that includes the Bundle Patch and move the
backup to another location so you can locate it later.

4. Run OPatch to rollback the patch. For example:
opatch rollback -id 37151668

5. Start the servers (AdminServer and all OAM Servers) based on the mode you are
using.

6. Re-apply the Bundle Patch, if needed, as described in Applying the Bundle Patch.

Resolved Issues

This Bundle Patch provides the fixes described in the below section:
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* Resolved Issues in OAM Bundle Patch 12.2.1.4.241009
* Resolved Issues in OAM Bundle Patch 12.2.1.4.240701
* Resolved Issues in OAM Bundle Patch 12.2.1.4.240328
* Resolved Issues in OAM Bundle Patch 12.2.1.4.240109
* Resolved Issues in OAM Bundle Patch 12.2.1.4.231005
* Resolved Issues in OAM Bundle Patch 12.2.1.4.230628
* Resolved Issues in OAM Bundle Patch 12.2.1.4.230317
* Resolved Issues in OAM Bundle Patch 12.2.1.4.221208
* Resolved Issues in OAM Bundle Patch 12.2.1.4.220906
* Resolved Issues in OAM Bundle Patch 12.2.1.4.220623
* Resolved Issues in OAM Bundle Patch 12.2.1.4.220404
* Resolved Issues in OAM Bundle Patch 12.2.1.4.220113
* Resolved Issues in OAM Bundle Patch 12.2.1.4.210920
* Resolved Issues in OAM Bundle Patch 12.2.1.4.210607
* Resolved Issues in OAM Bundle Patch 12.2.1.4.210408
* Resolved Issues in OAM Bundle Patch 12.2.1.4.201201
* Resolved Issues in OAM Bundle Patch 12.2.1.4.200909
* Resolved Issues in OAM Bundle Patch 12.2.1.4.200629
* Resolved Issues in OAM Bundle Patch 12.2.1.4.200327
* Resolved Issues in OAM Bundle Patch 12.2.1.4.191223

Resolved Issues in OAM Bundle Patch 12.2.1.4.241009

Applying this Bundle Patch resolves the issues listed in the following table:

Table 1-1 Resolved Issues in OAM Bundle Patch 12.2.1.4.241009
- |

Base Bug Number Description of the Problem

36988215 DCC TUNNELING NOT WORKING WITH14.1.2.0.0
WEBGATE

22086890 Fix for Bug 22086890

36698101 SOAP ERROR AFTER APPLYING 36268742 WHEN
ARTIFACT BINDING IS ENABLED

36800770 FORGOT PASSWORD FLOW FAILING DUE TO THE
OLDER JACKSON DEPENDENCY

36304146 THREAD DUMPS FROM ORACLE.OAM.PROXY.OAM
LOGGER

36783960 OAM - CHANGES TO SUPPORT 14C DCC WEBGATES

36500395 IDP DISCOVERY SERVICE "DISCOVERY.JSP" ADDING

PREFIX "/OAMFED/" TO THE RETURN URL
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Table 1-1 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.241009
|

Base Bug Number Description of the Problem

30674068 UNABLE TO CHANGE OAUTH AUTHZ CODE EXPIRYTIME
FROM THE HARDCODED 5 MINUTE VALUE

35313268 ENH - OPENID - NEW ID TOKEN TO BE PROVIDED WHEN
USING THE REFRESH TOKEN

26417358 Fix for Bug 26417358

19988352 Fix for Bug 19988352

34381899 Fix for Bug 34381899

36975884 PLUGINS TO FACILITATE MFA WITH OAA

36789669 OAM RESOURCE PASSWORDLESS FLOW FAILS WITH
SYSTEM ERROR

36734401 CHIPS CONFIG DEPENDENCY ENHANCEMENT

36666715 PARTNER KEY Ul OPTIMIZATION

36248319 OAM COOKIES BLOCKING IFRAMING FA PAGE IN VB

36124197 AUTOMATIC REUSE DETECTION OF OAUTH TOKENS

16315022 Fix for Bug 16315022

36805629 OAUTH ACCESS TOKEN AUD CONTAINS

AUTHORIZATION SERVER URL IN A 2-LEGGED FLOW
The following system property must be set to false in
setDomainEnv. sh file to use this feature

-Doracle.oam.oauth.at.audience.default=false

By default the system property value is true.

36739991 WRONG ALGORITH DISPLAYED ON THE .WELL-KNOWN/
OPENID-CONFIGURATION URL

36724949 OTP PASSWORD RESETS FAILS AFTER APPLYING APRIL
2024 CPU PATCHES

36766496 ORA-14300: PARTITIONING KEY MAPS TO A PARTITION
OUTSIDE MAXIMUM PERMITTEDNUMBER

36694433 FAILEDCOUNTFIELD NOT UPDATED FOR OMA FLOW

36268742 OAM SOAP FAULT RESPONSES MISSING ENVELOPE

Resolved Issues in OAM Bundle Patch 12.2.1.4.240701

Applying this Bundle Patch resolves the issues listed in the following table:

Table 1-2 Resolved Issues in OAM Bundle Patch 12.2.1.4.240701

|
Base Bug Number Description of the Problem

36714022 ANDROID PUSH NOTIFICATION MFA : CHANGES IN
GOOGLE FCM API FOR PUSH NOTIFICATION FLOW
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Table 1-2 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.240701
|

Base Bug Number Description of the Problem
36534269 AFTER JAN OR APR 20 IDM SPB 24 OAM MFA SMS
PHONEMASKREGEX STOPS MASKING
36416361 ABLE TO AUTHENTICATE WITH OMA WHEN ACCOUNT IS
LOCKED
33471957 ER: OAM 12.2.1.4 - REQUEST RS512 TOKEN SIGNING
ALGORITHM FOR OAUTH
36345002 REVOKING OAUTH TOKEN BY MTLS CLIENT FAILS WITH
"INVALID CLIENT CREDENTIALS"
36502257 INVALID INPUT USING COLON IN
RESOURCESERVERNAMESPACEPREFIX FOR OAUTH
SCOPES
# Note:
The following system
property must be set to
truein
setDomainEnv. sh file
to use this feature.
Doracle.oam.oauth.
allow.all.char=tru
e
36015259 PUBLICCLIENTREFRESHTOKENENABLED &
GRANTTYPEREFRESHTOKENENABLED VISIBLE IN
CLAIM
36103252 CVE-2020-13956
36416071 OAM 12CR4 - OTP AUTHENTICATION FAILS AFTER

APPLYING JANUARY SPB PATCH 36179836
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Table 1-2 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.240701

Base Bug Number Description of the Problem
36495989 OAUTH TOKEN INFO ENDPOINT IS NOT RFC
COMPLIANT
" Note:
The following system
property must be set to
truein
setDomainEnv. sh file
to use this feature.
Doracle.oam.oauth.
at.format.rfc=true
36022806 WITH ENABLEEXTRASAMLATTR SET TRUE , SESSION
SHOULD SUPPORTS MORE THEN 40 STRING TYPE
PROPERTIES
36172877 FEDERATION PROXY ENABLED FLOW :

AUTHENTICATED FEDERATED USER SHOULD BE
PASSED TO USERIDENTIFICATIONPLUGIN

# Note:

The following system
property must be set to
truein
setDomainEnv. sh file
to use this feature.

Doam. federationPro
xyEnabled=true

36565740 14.1.2:0AMCONSOLE ACCESS VIA OHS RETURNS
OPERATION ERROR IN HA SETUP

36268857 I0OS PUSH NOTIFICATIONS DO NOT WORK WITH THE
JAN 24 BP RELEASE

36293695 UPDATE OAUTH CLIENT UPDATES CLIENT SECRET

36410353 OAM FAILS WHEN BROWSER SENDS 2 OAM_ID
COOKIES

Resolved Issues in OAM Bundle Patch 12.2.1.4.240328
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Applying this Bundle Patch resolves the issues listed in the following table:

Table 1-3 Resolved Issues in OAM Bundle Patch 12.2.1.4.240328
|

Base Bug Number Description of the Problem

36413066 LEVERAGE THE SESSION VALIDATE END-POINT TO
REGENERATE OAM_RM TOKEN BASED ON A TAP
TOKEN

35299815 REMOVE THE ABILITY TO CREATE/EDIT OAM SERVERS
OR WEBGATE AGENTS IN SIMPLE MODE

36282327 WEBGATE AGENT REGISTRATION INSTALLS EXPIRING
SIMPLE CERTIFICATES INTO THE AGENT ARTIFACTS

36408603 API KEY LIFECYCLE OPTIMISATION

36424469 API KEY Ul OPTIMIZATION - Ul BUG FIX

36277851 CVE-2019-0231

36408621 API KEY Ul OPTIMIZATION

36277847 OAM AUTHENTICATION API FOR OUA NEEDS TO
RETURN PASSWORD POLICY RELATED CODES

36377223 ID_TOKEN SUPPORT WHILE CREATING DOMAIN

36103295 CVE-2022-24329

36362711 DOMAIN RETRIEVAL FAILS AFTER ROLLBACK

34906532 INVALIDATE ACCESS TOKEN IF USERS PASSWORD IS
UPDATED

33806048 ER - POSSIBILITY OF USING 2 CERTIFICATES AT THE
SAME TIME IN FEDERATION

35984683 OAUTH CLIENT SECRET EXPIRATION AND ROTATION

36336356 NPE IS THROWN WHILE GENERATING access_token and
id_token USING MULTIPLE FLOWS

36252694 CUSTOM CLAIMS NOT PRESENT IN ACCESS TOKEN
FOR IMPLICIT GRANT_TYPE

35194455 ER - OPTION TO CUSTOMIZE THE ISSUER DISCOVERY
IDENTIFIER AND ISS TOKEN CLAIM

35662872 LONGER VALABILITY FOR ID_TOKEN THAN
ACCESS_TOKEN

35188279 MASK SAML RESPONSE ATTRIBUTES IN OAM LOG
MESSAGE

34911587 CONSENT PAGE THROWS ERROR IF THE END USER
DELAY TO APPROVE 5MIN

34840243 CHECK AUTHENTICATIONCONTEXT WHEN OAM IS
ACTING AS SP

36090820 OBLOGINTRYCOUNT UPDATES INCONSISTENT FOR

DEACTIVATED USER
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Table 1-3 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.240328

_______________________________________________________________________________________|
Base Bug Number Description of the Problem

36129573 MDC OAUTH CONSENT MANAGEMENT FAILS IF
MASTER DC IS DOWN AFTER OCT 2023 PS4 BP

" Note:

In the MDC Clone set
the following system
property to true in
setDomainEnv.sh

DfailOnConsentStor
eError=true

35946569 OAUTH RESOURCE SERVER CREATION FAILS WITH
SPECIAL CHAR IN ANY FIELD

" Note:

The following system
property must be set to
true in the
setDomainEnv.sh

Doracle.oam.oauth.
allow.all.char=tru
e

36264952 1412 soa sso logout issue after integration with 1412 OHS/
12214 OAM for SSO
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Table 1-3 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.240328

_______________________________________________________________________________________|
Base Bug Number Description of the Problem

36029627 OAM OAUTH: STATE PARAMETER IN CALLBACK URL
GET ENCODED IN 12CR2 PS4

# Note:

*  The following
system property
must be set to
truein
setDomainEnv.sh
file to use this
feature.

Doracle.oam.oau
th.state.decode
=true

By default the
system property is
false.

e This is relevant
only when state
parameter contains
URI safe character
according to the
URI RFC. For more
details, see https://
datatracker.ietf.org/

doc/html/
rfc3986#section-2.
2.
35854499 OAM 14C ENT: OAM NEEDS TO SUPPORT MD5 HASHING
FOR LEGACY WEBGATES
21271197 MULTIPLE ROWS FOR OAMS.OAM_OAM METRIC WHILE

RETRIEVING AUTHENTICATION REQUESTS

Resolved Issues in OAM Bundle Patch 12.2.1.4.240109

Applying this Bundle Patch resolves the issues listed in the following table:
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Table 1-4 Resolved Issues in OAM Bundle Patch 12.2.1.4.240109
- |

Base Bug Number Description of the Problem

35986960 OAUTH 2.0 RUNTIME APl ENDPOINTS SHOULD
SUPPORT IDENTITYDOMAIN IN FORM PARAMETERS
ALSO

35790270 OAM12C TIME SESSION

35776509 REST API NOT SHOWING CERTIFICATE EXPIRATION
DATE FOR MANUALLY CONFIGURED PARTNER

35974882 OAUTH 2.0 AUTHORIZE 3L ENDPOINT INCORRECTLY

RETURN IN QUERY MODE WHILE
RESPONSE_MODE=FORM_POST IS REQUESTED IF
"CONSENTEXPIRYTIMEINMINUTES" DOMAIN CUSTOM
ATTRIBUTE IS SET

35777407 OIDC: SUPPORT OF "RESPONSE_MODE" NEEDED IN
THE "AUTHORIZATION CODE GRANT FLOW"

35820991 EMAIL_VERIFIED CLAIM IS BOOLEAN BUT ID_TOKEN
RETURN IT AS STRING

35798094 CVE-2023-3635

35798089 CVE-2021-0341

35823067 SCOPE NAME WITH : WORKS WITH POST TO ADD BUT
NOT WITH PUT / UPDATE

35840877 OTP NOT WORKING FOR NEW USERS POST PATCHING
WITH ER 34394159

35952776 NULL CHECKS NEED TO BE ADDED FOR
PROGRAMMATIC AUTHN REST INTERFACES

35437597 OAM 12CPS4 - WITH ER 35186662 ID_TOKEN VALUE IN
HEADER/COOKIE RESPONSES IS NOT BASE64
ENCODED

35943082 PROVIDE REST INTERFACES FOR PROGRAMMATIC
AUTHN LEVERAGING OAM RM TOKEN

31471722 [ER] NEED REFRESH TOKEN RESPONSE WHEN MAKING
A GRANT_TYPE=REFRESH_TOKEN OAUTH

35650808 IS REFRESH TOKEN RETURNED IN WHEN USING
MOBILE_CLIENT AS A CLIENT TYPE

35786620 HANDLING OF SYSTEM ERRORS UNDER DIFFERENT
MFA FLOW ERRORS FROM OAA TO OAM

35745907 PIPELINE DELIMITER BREAKS FEDERATION

35896603 USERS ENCOUNTERS RUNTIME ISSUES AT MFA

35854158 Fix for Bug 35854158

34394159 OAM 12C - NEED AN OPTION TO LIMIT THE NUMBER OF

TOTP GENERATED

Resolved Issues in OAM Bundle Patch 12.2.1.4.231005

Applying this Bundle Patch resolves the issues listed in the following table:
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Table 1-5 Resolved Issues in OAM Bundle Patch 12.2.1.4.231005
- |

Base Bug Number Description of the Problem

34162278 IMPLICIT GRANT FLOW OIDC USERSCOPE DATA TO BE
MADE AVAILABLE THROUGH PAYLOAD

35480610 GETSESSIONINFORESPONSE BREAKS IN CLUSTER
ENV, IF IDSTOREREF IS EMPTY

35327681 DIAG: NEED TO LOG BELOW ERROR AT WARNING
LEVEL

35315633 SERVICE MANAGER APPLY API TIME IMPROVEMENT TO
APPLY CHANGES IMMEDIATELY AND THREAD SAFE

35605163 OAM 12C - TYPO IN OIDC PLUGIN:

OUATH_CLIENT_SECRET INSTEAD OF
OAUTH_CLIENT_SECRET

35591710 INVALID HINT IN APPLICATION SQL OR INVALID INDEX
NAME ON AM_SESSION RELATED INDICES

35250383 MISSING BROWSER TYPE INFORMATION INTO AUDIT
DATABASE TABLE OAM 12C ENV

35504810 OAUTH: SESSION_ID CLAIM FROM JWT TOKEN NOT
MATCHING SESSION_ID FROM OAM SERVER

35692992 OAA PLUGIN ATTR VALUE SEND TO OAA TO BE USED
AS EXTERNAL_ID IS NOT CONFIGURABLE

35386271 OOTB CERTIFICATE STILL VISIBLE AFTER
CONFIGURING 3RD PARTY KEY PAIR

35269389 TOKEN VALIDATION: PASSING ACCESS_TOKEN AS A
HEADER INSTEAD OF QUERY PARAMETER

28461556 X-OAUTH-IDENTITY-DOMAIN-NAME AS
QUERYPARAMETER TO OAM12C ACCESS TOKEN END
POINT

35552946 OPENIDCONNECTPLUGIN : OAUTHTOKEN NOT

GENERATING AND NOT SETTING KEY_USERNAME

# Note:

In the Custom OIDC
Authentication Module ,
make sure
donotpassclientid=
true is setin the
additional attributes of

openidconnectPlugi
n.
35470456 LOGOUT USING CUSTOM PAGE FAILED W/ MALFORMED
URL W/ RETURNURLVALIDATIONENABLED
35327246 OAUTH SSO LINKING : ACCESS TOKEN IS VALIDATED

AFTER SESSION TIMEOUT
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Table 1-5 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.231005
|

Base Bug Number Description of the Problem

35217506 CVE-2021-37136

35509441 OIDC PLUGIN NOT SETTING KEY_USERNAME

35208828 ENH - NEED THE SOLUTION FROM BUG 30267123 FOR
SERVERREQUESTCACHETYPE=COOKIE

35515193 COULD NOT GET THE DECRYPTING SYMMETRIC KEY,

GOT PRIVATE KEY INSTEAD

" Note:

For this fix set the
following parameter:

Doracle.oam. fed.isAd
viceIgnoreEnabled=tr
ue

34820203 PASSWORD CHANGE PAGE ISSUE FOR SPECIAL
CHARACTERS RESTRICTION

35371374 POLICY CACHE AUDIT EVENTS SHOULD DISPLAY
POLICY DETAILS

34760767 ACCESS TOKEN GENERATED WITHOUT A CONSENT

34868608 COMMON CRITERIA - NULL CIPHER DURING TLS
HANDSHAKE CAUSES CPU TO SPIN

32406872 PKCE : OAM DOES NOT VALIDATE THE CODE
GENERATED WITHOUT PADDING

35724621 OAA AND OAM INTEGRATION AND INSTALLATION AND

ACCESS OF OAAADMIN-UI AND SPUI ACCESS
INCONSISTENCIES

Resolved Issues in OAM Bundle Patch 12.2.1.4.230628

Applying this Bundle Patch resolves the issues listed in the following table:

Table 1-6 Resolved Issues in OAM Bundle Patch 12.2.1.4.230628

_______________________________________________________________________________________|
Base Bug Number Description of the Problem

35194283 SAML:AUDIENCE AS MULTI-VALUE AND NOT AS LIST
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Table 1-6 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.230628

_______________________________________________________________________________________|
Base Bug Number Description of the Problem

34634700 IDP DISCOVERY SERVICE FAILS WITH 'INVALID OR NULL
RESPONSE URL'

# Note:

For this fix set the
following parameter:

Doam. federationProxy
Enabled=false

35198097 AFTER APPLY DEC-2022 OAM BP SUITE THE MDC APS
BLOCKED

34556443 JBO-25006: INDEX OUT OF RANGE WITH A LARGE
NUMBER OF ENCRYPTION KEYS IN ADMIN C

34018795 FUNCTIONALITY TO ALLOW CACHE CONTROLLED BY
REQUEST URL

35205538 PASSWORD CHANGE PAGE NOT RENDERING

PROPERLY IF NEW PASSWORD DOES NOT MEET
SPECIAL CHARCTER RULE

35205593 PASSWORD RULES ARE MISSING IN CHANGE
PASSWORD PAGE

27918612 SAML ATTRIBUTE VALUE IS NULL WHEN ONE OF THE
USER ATTRIBUTE VALUE IS NULL IN COM

32804378 OAM / OAUTH IMPERSONATION & DELEGATION
SUPPORT (RFC8693)

35131903 OAUTH TOKEN ONLY CONTAINS 'GRANT' CLAIM FOR

AUTHZ CODE GRANT TYPE

# Note:

enableDisplayGrant
Type custom attribute
must be set to true in
the OAuth identity
domain to enable the
grant type in the access
token. By default it is
set to false.

35112063 SP ATTRIBUTE PROFILE MAPPING : USER ATTRIBUTE
CASING ISSUES
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Table 1-6 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.230628
|

Base Bug Number Description of the Problem

35080285 "JDBCLOCATEEXCEPTION: FAILED TO LOCATE USER"
AFTER UPGRADING TO 12.2.1.4

35186662 OPENIDCONNECTPLUGIN PLUGIN SHOULD SET
TOKENS AS SESSION RESPONSES

34911015 UNABLE TO RETRIEVE THE OAUTH SECRETKEY USING
THE REST APIS

34092777 CVE-2020-36518

Resolved Issues in OAM Bundle Patch 12.2.1.4.230317

Applying this Bundle Patch resolves the issues listed in the following table:

Table 1-7 Resolved Issues in OAM Bundle Patch 12.2.1.4.230317
- |

Base Bug Number Description of the Problem

35012645 Fix for Bug 35012645

34866912 NULL POINTER EXCEPTION AFTER USING 34085191
WITH BP12

34979560 USERID WITH SPECIAL CHARACTER }) COMBINATION

FAILED TO AUTHENTICATE TO OID

# Note:

The following Java
parameter must be set
to truein
setDomainEnv.sh to
enable escaping of
special characters: -
Doam.escapeSpecial
Char.enable=true.

By default this property
is setto false.

35058183 OAM 12C - OAUTH CERTIFICATE IS USING
KEY_OPS=SIGN INSTEAD OF KEY_OPS=VERIFY

35117017 Fix for Bug 35117017

35119994 USERAUTHENTICATIONPLUGIN

NULLPOINTEREXCEPTION PASSWORD GRANT FLOW
PATCH 34791593
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Table 1-7 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.230317
|

Base Bug Number Description of the Problem

35066999 X5T AND X5T#S256 DIGESTS FOR /OAUTH2/REST/
SECURITY ARE NOT RFC COMPLIANT

# Note:

*  Anew system
property
oracle.oauth.se
curity.x5t.with
outpadding=true
is added. The
default value of this
system property is
false.

e The following Java
parameter must be
setto truein
setDomainkEnv.sh
to enable this
feature: -
Doracle.oauth.s
ecurity.x5t.wit
houtpadding=tru
e.

By default the
parameter is set to
false.

35008348 Fix for Bug 35008348
34616152 OOTB JPS-CONFIG. XML HAS SYNTAX ERROR
32598824 OAM 12CPS3: LOGIN TO PROTECTED RESOURCE

AFTER GLOBAL SESSION IDLE TIME OUT USING
DIFFERENT USER ACCOUNT DETAILS IS NOT ALLOWED

34831878 ARTIFACTS ARE NOT PUSHED TO DB WHEN ADMIN
SEVER IS STARTED FIRST TIME WITH 12CPS4

34987409 OAUTH REST-API DOES NOT LIST GRANTTYPES WITH
ACCEPT: APPLICATION/JSON

35008310 Fix for Bug 35008310

34994891 USER HAS ALREADY EXISTING SESSION WITH

SESSIONID AFTER TIMEOUT

ORACLE’ 35



Table 1-7 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.230317

_______________________________________________________________________________________|
Base Bug Number Description of the Problem

34791593 PLUGIN EXECUTION FAILS WHEN
INITIAL_COMMAND=NONE IS USED DURING STEP-UP

" Note:

You should add the
parameter

plugin stepup flow
=0ON along with
INITIAL COMMAND=NO
NE to the authentication
scheme parameter
section. The OAM
plugin then checks
whether the OAM 1D
cookie is present and
the user has been
authenticated. If
present, the flow checks
whether it matches the
authenticated user and
then the plugin returns
SuUCCess.

34727970 /OAUTH2/REST/TOKEN/INFO ENDPOINT RESPONSE DO
NOT COMPLY JSON FORMAT FILE

" Note:

The following Java
parameter must be set
to falsein
setDomainEnv. sh for
this fix to work. -
Doracle.oam.oauth.
allow.escape=false.

By default it is set to

true.
34718515 PASSWORD CHANGE PAGE ISSUE FOR OAM SSL AND
SPECIAL CHARACTERS RESTRICTION
34881208 END USER/SOURCE SYSTEM IP NOT PRESENT IN FED

AUDIT LOGS
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Table 1-7 (Cont.) Resolved Issues in OAM Bundle Patch 12.2.1.4.230317

_______________________________________________________________________________________|
Base Bug Number Description of the Problem

34676152 OAM_REMOTE_USER HEADER IS GETTING SET TO
USER CN INSTEAD OF UID

Resolved Issues in OAM Bundle Patch 12.2.1.4.221208

Applying this Bundle Patch resolves the issues listed in the following table:

Table 1-8 Resolved Issues in OAM Bundle Patch 12.2.1.4.221208
|

Base Bug Number Description of the Problem

34847202 Fix for Bug 34847202

34734586 Fix for Bug 34734586

34765801 DIAG: "REQUIRE TO APPLY LIBOVD PATCH#33368783"
MESSAGE EVEN THOUGH PATCH IS APPLIED

33327287 SIMPLE MODE GLOBAL PASSPHRASE UPDATE DOES
NOT PUSH NEWLY GENERATED ARTIFACTS TO DB

34350022 APP DOMAIN TIME OUT NOT WORKING FOR
ADAPTIVEAUTHNSCHEME

34670445 CUSTOMIZE LOGOUT PAGE ON MDC FEDERATED
PROXY ENVIRONMENT

34728321 12.2.1.4 OCT 2022 BP BREAKS FEDERATED LOGINS
WHEN SHA-256 IS USED

34756122 HIGH CPU IN PRODUCTION OAM SERVER WHEN
USERNAME IS EMPTY IN USERIDENTIFICAIONPLUGIN

34282474 RELOGIN DOES NOT REDIRECT TO SUCCESS URL
AFTER LOGOUT

34550841 LOGOUT ADDS A QUESTION MARK CHARACTER TO
THE LOGOUT TAR