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Preface

Audience

Using Oracle Managed File Transfer describes how to administer Oracle Managed File
Transfer, how to design and monitor file transfers, and how to integrate Oracle Managed File
Transfer with other applications.

This document is intended for administrators, designers, deployers, and monitors of file
deliveries implemented in Oracle Managed File Transfer. Familiarity with FTP (File Transfer
Protocol) and web services is recommended for all users.

For administrators, familiarity with Oracle WebLogic Server and Oracle Database
administration is also recommended.

For designers, familiarity with integrating products such as Oracle SOA Suite, Oracle Service
Bus, and Oracle B2B for Healthcare is also recommended.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=info Or Visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you
are hearing impaired.

Related Documents

Refer to the Oracle Fusion Middleware library on the Oracle Help Center for additional
information.

* For Oracle Managed File Transfer information, see Oracle Managed File Transfer.
*  For Oracle SOA Suite information, see Oracle SOA Suite.

* For versions of platforms and related software for which Oracle Managed File Transfer is
certified and supported, review the Certification Matrix on OTN.

Conventions

ORACLE

The following text conventions are used in this document:
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http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
https://docs.oracle.com/en/middleware/fusion-middleware/index.html
http://www.oracle.com/technetwork/middleware/ias/downloads/fusion-certification-100350.html
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Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code

in examples, text that appears on the screen, or text that you enter.
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What's New Iin This Guide

There are no new features added in this release of Oracle Managed File Transfer.

For a list of known issues and workarounds, see Known Issues and Workarounds in Release
Notes for Oracle Managed File Transfer.

# Note:

Screens shown in this guide may differ slightly from your implementation. Any
differences are cosmetic.
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Understanding Oracle Managed File Transfer

Oracle Managed File Transfer (MFT) is a high performance, standards-based, end-to-end
managed file gateway. It features design, deployment, and monitoring of file transfers using a
lightweight web-based design-time console. The MFT console includes transfer prioritization,
file encryption, scheduling, and embedded FTP and sFTP servers. Security is maintained
with security policies such as OWSM. This chapter describes basic Oracle Managed File
Transfer concepts.

This chapter includes the following sections:

What You Can Do with Oracle Managed File Transfer

Oracle Managed File Transfer, Oracle Service Bus, and Oracle B2B
Oracle Managed File Transfer Functional Use Case Patterns
Oracle Managed File Transfer Architecture

Components of Oracle Managed File Transfer

Oracle Managed File Transfer User Roles

Installing Oracle Managed File Transfer

Screen Navigation in Oracle Managed File Transfer

< Note:

Screens shown in this guide may differ from your implementation, depending on the
skin used. Any differences are cosmetic.

1.1 What You Can Do with Oracle Managed File Transfer

You can perform various operations, such as scheduling, file encryption, resubmitting
transfers, purging data, and many more such operations by using Oracle Managed File
Transfer.

ORACLE

Oracle Managed File Transfer lets you perform the following operations during the transfer
process:

Scheduling

Resubmitting

Attaching inline or referencing
Compression and decompression
Encryption and decryption
Archiving, renaming, and deletion

Purging transfer instances and files
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Pausing and resuming

Securing with OWSM policies

For more information about resubmitting transfers, see Resubmit a Transfer. For more
information about the other operations, see Designing Artifacts: Transfers, Sources,
and Targets.

Oracle Managed File Transfer lets you track and troubleshoot file deliveries (transfer
instances) based on the following:

Success, frequency, and failure statistics

Metrics, recent errors, file finder, and active deliveries
Error information table

Active delivery progress table

Reports for individual deliveries

For more information, see Monitoring Oracle Managed File Transfer.

Oracle Managed File Transfer lets you transfer files to and from many endpoint types:

ORACLE

File and FTP based endpoints:

— File: Transfer files from or to directories accessible to the Oracle Managed File
Transfer server.

— FTP Embedded: Transfer files from the embedded MFT FTP (File Transfer
Protocol) or FTPS (FTP with Secure Socket Layer) server by copying the file
into one of the embedded server directories.

— sFTP Embedded: Transfer files from the embedded sFTP (Secure Shell FTP
or SSH-FTP) server by copying the file into one of the embedded server
directories.

— FTP Remote: Transfer files from or to a remote FTP or FTPS server.
— sFTP Remote: Transfer files from or to a remote sFTP server.
SOAP web-services based endpoints:

— SOAP: Transfer files from or to Simple Object Access Protocol web service
endpoints inline or by reference to a folder location.

— SOA: Transfer files from or to Oracle SOA (Service-Oriented Architecture) web
service endpoints.

— Service Bus (OSB): Transfer files from or to Oracle Service Bus web service
endpoints.

— ODI: Transfer files from or to Oracle Data Integrator web service endpoints.
B2B based endpoints:

— B2B: Transfer files from or to Oracle B2B (Business to Business) trading
partners.

— Healthcare: Transfer files from or to Oracle B2B for Healthcare endpoints.
Cloud endpoints:
— Oracle Cloud Service: Transfer files from or to Oracle Cloud Service.

— Oracle WebCenter Content: Transfer files from or to Oracle WebCenter
Content.
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For examples of some of these transfers in context, see Oracle Managed File Transfer
Functional Use Case Patterns. For full details on how to create these transfers, see
Designing Artifacts: Transfers, Sources, and Targets.

1.2 Oracle Managed File Transfer, Oracle SOA Suite, and
Oracle B2B

Oracle Managed File Transfer, Oracle SOA Suite, and Oracle B2B have overlapping features,
but each excels at different file transfer scenarios.

Oracle Managed File Transfer is especially good for:

e Transfer of large files limited in size only by the operating system and capacity of the file
system.

e Transfer from a single source with fan-out to many targets.

e Detailed auditing and recording of all transfers.

e Advanced security for transfers.

e Advanced transfer management, such as restart and pause/resume.
* Use of an embedded FTP or sFTP server.

Oracle SOA Suite is especially good for:

* Orchestration or complex integration, such as fan-in from multiple sources.

* Integration with enterprise systems such as messaging or ERP.

* Manual tasks, content based routing, or transformations.

Oracle B2B is especially good for:

e Scenarios in which document format is relevant (for example, HL7, EDI, and so on).

*  Scenarios in which additional semantics, such as AS2, are required.

1.3 Oracle Managed File Transfer Functional Use Case Patterns

Oracle Managed File Transfer can help integrate applications by transferring files between
them in complex use case patterns. There are various common use case patterns and some
of them are described in this section.

For full details on how to integrate Oracle Managed File Transfer with other applications, see
Integrating Oracle Managed File Transfer with Other Products.

1.3.1 Standalone Applications

Figure 1-1 shows how Oracle Managed File Transfer can transfer files on its own using
embedded FTP and sFTP servers and the file systems to which it has access.
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Figure 1-1 Standalone Use Case Pattern
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A file transfer can have one or more targets. A multiple target use case pattern is
called fan-out. The target of one transfer can also use the same endpoint as the
source of another transfer, creating a chain.

1.3.2 SOA Integration

Figure 1-2 shows how Oracle Managed File Transfer can integrate with the web
service interfaces of SOA applications.

Figure 1-2 SOA Use Case Pattern
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A SOA application can be the source or target of a transfer. A SOA application can
also be the common endpoint for the target of one transfer and the source of another.

1.3.3 B2B Integration

Figure 1-3 shows how Oracle Managed File Transfer can integrate with B2B trading
partners.

Figure 1-3 B2B Use Case Pattern
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A B2B application can be the source or target of a transfer. A B2B application can also
be the common endpoint for the target of one transfer and the source of another.
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1.3.4 Healthcare Integration

Figure 1-4 shows how Oracle Managed File Transfer can integrate with Healthcare
endpoints.

Figure 1-4 Healthcare Use Case Pattern
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A Healthcare application can be the source or target of a transfer. A Healthcare application
can also be the common endpoint for the target of one transfer and the source of another.

1.3.5 Oracle Service Bus Integration

Figure 1-5 shows how Oracle Managed File Transfer can integrate with Oracle Service Bus
web service interfaces.

Figure 1-5 Oracle Service Bus Use Case Pattern
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An Oracle Service Bus interface can be the source or target of a transfer. An Oracle Service
Bus interface can also be the common endpoint for the target of one transfer and the source
of another.

1.3.6 Hybrid Integration

Figure 1-6 shows how Oracle Managed File Transfer can integrate with multiple applications.

Figure 1-6 Hybrid Use Case Pattern
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Oracle Managed File Transfer can be one participant in a web of data transfers that
includes multiple application types.

1.4 Oracle Managed File Transfer Architecture

The main components of Oracle Managed File Transfer includes configuration data,
the user-interface console, embedded FTP and sFTP servers, security, and interfaces
to various types of file transfer endpoints. Oracle Managed File Transfer can consist of
multiple managed servers that provide high availability.

Figure 1-7 Oracle Managed File Transfer Architecture
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For details about the console, see Screen Navigation in Oracle Managed File Transfer.
For details about the other components, see Components of Oracle Managed File
Transfer.

1.5 Components of Oracle Managed File Transfer

The components of Oracle Managed File Transfer comprise of artifacts, servers, tools
for monitoring, WLST command-line utilities, metadata repository, and various
standard interfaces to communicate with source and target endpoints.

1.5.1 Artifacts: Sources, Targets, and Transfers

When you create a file delivery structure using the Designer page of the Oracle
Managed File Transfer Console, you create three types of artifacts:

e A source, which defines an origin of files
» Atarget, which defines a destination of files

e A transfer, which associates a source with one or more targets

ORACLE 1-6



Chapter 1
Components of Oracle Managed File Transfer

An artifact defines the configuration for parts of a file delivery structure. This is in contrast to
a file delivery instance, which is an individual file delivery that follows the structure.

Sources and targets can be reused in multiple transfers. When more than one transfer uses
the same source, this is called transfer fan-out. When a transfer uses more than one target,
this is called target fan-out. A source and all associated transfers and targets are collectively
called a flow.

Using various artifact properties, you can define additional file delivery behavior:

» Filters: Files with specific name and extension patterns can be included or excluded.
* Schedules: Transfers can be limited to specific times or time windows.

* Preprocessing actions: Files can be compressed, decompressed, encrypted, or
decrypted.

» Postprocessing actions: Files can be decompressed.
» File operations: Files can be archived, renamed, moved, or deleted.

For information about creating artifacts, see Designing Artifacts: Transfers, Sources, and
Targets.

1.5.2 Embedded FTP and sFTP Servers

Two servers are embedded in Oracle Managed File Transfer: FTP and sFTP. These two
embedded servers can be source artifacts. You can configure various properties of these
embedded servers, such as ports, security, and user access to directories. These servers are
automatically deployed as part of the WebLogic Server Oracle Managed File Transfer
deployment. For more information, see Administering Oracle Managed File Transfer
Embedded Servers.

1.5.3 Monitoring and Reports

Oracle Managed File Transfer provides various tools in the Monitoring Dashboard:

* Metrics: real-time displays of transfer status, including failure ratio, payload file size,
transfer speed, and the total time of the transfer.

» File Finder: a table that shows either a source or target instance based on the search
type.

» Recent Errors: a searchable table of errors that occurred during the transfer.

» Active Deliveries: a table of in-progress, and recently completed file deliveries.

* Reports: detailed information about individual file deliveries from the perspective of the
source, transfer, or target.

For more information, see Monitoring Oracle Managed File Transfer.

1.5.4 Security

Oracle Managed File Transfer provides security by:

e Limiting user access to the Oracle Managed File Transfer console
e Limiting user access to embedded FTP and sFTP server directories

e Limiting user access to files in a specific transfer instance
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» Securing HTTP endpoint access for web service source types
* Key-based authentication

 FTP over SSL and sFTP transport

*  Encryption of files

* Oracle Web Services Manager (OWSM) policies

*  FIPS compliance

For more information, see Oracle Managed File Transfer Security.

1.5.5 Utilities

Oracle Managed File Transfer provides WLST command-line utilities for performing
many of its functions. Command categories are:

» Artifact management

* Metadata management

+ Key management

*  Deployment history display

*  Transfer management

 Embedded server management

e Callout management

» Event notification management

*  Archiving of runtime 