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Preface

This document contains notes and installation steps needed to install WebServices.

Oracle Financial Services Lending and Leasing relies on several pieces of Oracle software in
order to run and this document is in no way meant to replace Oracle documentation supplied
with the WebServices product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have a
thorough knowledge and understanding of WebServices.

This guide covers the following processes.

* Install WebServices Database Objects

* Deploy Application Interface WebServices
»  Configure Weblogic Policy on WebServices
»  Verify Successful Installation

* Enable Logging

*  Configure RESTful WebService

* Appendix A :Configuration parameters
This section consists of the following topics:

e Prerequisites

* Audience

e Documentation Accessibility

e Diversity and Inclusion

e Conventions

Prerequisites

ORACLE

1. Download and Install the Oracle Fusion Middleware 12c¢ Version 12.2.1.4.0 (Fusion
Middleware Infrastructure installer) from http://www.oracle.com/technetwork/middleware/fusion-
middleware/downloads/index.html#close. They are also available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

2. It is assumed that the Oracle Financial Services Lending and Leasing DB is installed and
configured, before running the WebServices installer.


http://www.oracle.com/technetwork/middleware/fusion-middleware/downloads/index.html#close
http://www.oracle.com/technetwork/middleware/fusion-middleware/downloads/index.html#close

Audience

This document is intended for system administrators or application developers who are

Preface

installing Oracle Financial Services Lending and Leasing Application.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

ORACLE

The following conventions are used in this document:

Tablel Conventions used

]
Term Refers to

Application Oracle Financial Services Lending and Leasing

Vi


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Install WebServices Database Objects

ORACLE

The following section deals with installation of WebServices Database Objects.

Download and unzip the WebServices database (ofs1lxwsdb.zip) to a staging folder.

Run $ ./installofslixwsdb.sh

Figure 1-1 Command prompt window 1

-bash-4.1% ./installofsllxwsdhb. sh|

This installer adds the required tables and packages to the apllication database.

Figure 1-2 Command prompt window 2

Oracle Financial Services Lending and Leasing Webservices DB Installer

Important Note:

before running this installer.

This installer adds the reguired tables and packages to the same OFSLL DB schema.

Continue? [y/n]: YI

Enter y when prompted to continue.

Figure 1-3 Command prompt window 3

Oracle Financial Services Lending and Leasing Webservices DB Installe

Important Note:

It is expected to have the OFSLL Application DB been installed and configured
before running this installer.

This installer adds the required tables and packages to the same OFSLL DB schema.

Continue? [y/n]l: ¥

Enter the Oracle Financial Services Lending and Leasing
Home Path? (usually /home/ofsll): fscra:chfw:rk_areafDE?fCFSLLREL

LHOME=/scratch/work area/DEV/OFSLLREL

=

1-1
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Chapter 1

Table 1-1 Script Prompts

Script Prompts Description and Action Required
Oracle Financial Services Lending and Leasing Enter the path to the home directory. This is
Home Path referred to as SOFSLL HOME. Enter ywhen

prompted for.

Figure 1-4 Command prompt window 4
yracle Financial Services Lending and Leasing Webservices DB Installer

IG have the OFSLL Application DB been installed and configured
before iz installer
This required tablez and packages to the same OFSLL DE schema.
Continue? [y/m]: y
Enter the QOracle Financial Services Lending and Leasing

Home Path? (usually /home/ofsli): /scratch/work area/DEV/OFSLLREL

fscratch/work_area/DEV/OFSLLREL

Home Path? /scratch/app/dbl2c/product/12.1.0/dbhome 1

atch/app/dbl2c/product/12.1.0/dbhome_1

? ORCL

Table 1-2 Script Prompts
]

Script Prompts Description and Action Required

Oracle DB Home Path Enter the path to the Oracle DB home directory.
This is referred to as SORACLE_HOME. Enter y
when prompted for.

Oracle SID Enter the Name of Oracle Instance. Enter y when
prompted for.

Figure 1-5 Command prompt window 5

Here i= & list of CRITICAL environment variables and cheiy ssccings:

bin:/usz/dev_infra/platform/bin: usr/dev_infra/generic/bin:

1-2



Chapter 1

The script lists and sets the CRITICAL environment variables.

Figure 1-6 Command prompt window 6

Oracle Financial Services Lending and Leasing Webservices Database Object Installation

The following items are available for installation:

1. database types (512)
2. database tables (47)
3. database views (295)
4. database trigger (4)

5. database package specs (412)
6. database package bodies (420)
7. database indexes (30)
8. System Seed Data (0)

Continue with Installation? [y/n] : r

Enter y when prompted to continue. A list of items available for installation are listed. Enter y
when prompted to Continue with Installation.

Figure 1-7 Command prompt window 7

Oracle Financial Services Lending and Leasing Webservices Dacabase Cbject Installacion

The following items are available for installacion:
database Typ

database ©

dacabase v

database t©

dacabasge

o m

database

) o

[

System Seed Data

Continue with Inastallation? [y/n] : ¥

n /scratch/work area/DEV/OFSLLREL/logs/ofsl]l xws install logs
hema name) that will own the Oracle Financial Services Lending and Leasing
d) : OFSL

nter the password for this userid: I

Sets the path for the location of log files. Press Enter to continue.

Table 1-3 Script Prompts

|
Script Prompts Description and Action Required

Oracle User ID that will own the Oracle Financial Valid User ID
Services Lending and Leasing objects

Password for this User ID Valid Password

The script installs the objects.

ORACLE 13



Chapter 1

Figure 1-8 Command prompt window 8

PL/30L procedure successiully compleced,

PL/SQ0L proceducre succesafully

PL/SQL proceduce successiully

PL/S0L procedure succesafully

PL/SOL procedure auccassiully

Commit complete,

Racompiling Invalid Cbjecca...

Cracle Financial Services Lending and Leasing Websepvices DEF Ohjecsc Inscallation Com

plete.
[prhakerBofes2Z0059 /omp]$
[pthakerfofasiZ0059 ftmp) $ '

completed.,

complated.

completed.

compleced.

While installing, the script recompiles the invalid objects and completes the installation of DB

objects.

ORACLE"
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Deploy Application Interface WebServices

The following section details the steps to deploy application interface WebServices.
e Creating Data Sources for WebServices

*  Work with SSL

e Creating RouteOne Credentials and System Policies

e Deploy Webservices

2.1 Creating Data Sources for WebServices

ORACLE

It is assumed that a managed server is already created for the following web service
deployment(s) as per the process detailed in Application Installation guide section - 3.2
Creating Domain and Servers.

1. Login to WebLogic Server 12c console (http://hostname:port/console).

Figure 2-1 Creating Data sources 1

ORACLE Weblogic Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Username:

Password:

2. The following window is displayed.

2-1



Chapter 2
Creating Data Sources for WebServices

3.

Figure 2-2 Creating Data sources 2

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

| Lock & Edit

Release Configuration

Domain Structure

QFSLLREL_domain
[#-Domain Partitions
B-Environment
—Deployments

3 Sanvices
—Security Realms
H-Interoperahiliey
- Dizgnostics

How do L.. =]

Search the configuration

Use the Change Center
Record WLST scripes
Change Console prefarences.

Manage Console axtensions

Monitor servers

System Status =]
Health of Running Servers as of 11:23 AM

Failed (0}
[ Criseal (0)

& Home Log Owt Preferencas Record Help

Home
Home Page
~ Information and Resources

Helpful Tools
» Configure applications -

= Configure GridLink for RAC Data -
Source

Configure a Dynamic Cluster
* Recent Task Status

* Szt your console preferences

Oracle Enterprise Managar

-~ Domain Configurations

Domain

= Domain

Domain Partitions
= Domain Partitions

= Partition Work Managers

General Information
Comman Administration Task Descriptions
Read the documentation

= Ack a question on My Oracle Support

Resource Group Templates

= Resource Group Templates

Resource Groups

= R=source Groups

Deployed Resources

Environment

= Deployments

= Servers
= Clusters Services

= Server Templatss e

= Migratzble Targets « IMS Sarvers
= Coherence Clusters = Swmre-and-Foo
+ Machines Agents
» Virtuzl Hosts = M5 Modules
« Virtuz| Targats = Path Senvices

= Bridges

Click Domain Name > Services > Data Sources.

The following window is displayed.

s 22 ©oB
&

Welcome, weblogic |Cu|men:|:ed to: OFSLLREL_domain

Interoperzhility
= WTC Servers
= Jolt Connection Pools

Diagnostics
= Log Files
= Dizgnostic Modules
= Built-in Diagnostic Modules
= Dizgnostc Images
= Request Performance
= Archives
= Context
rward = SHMP

» Interceptors

Charts and Graphs v

i Pinrbbned 16

ORACLE"
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Chapter 2
Creating Data Sources for WebServices

Figure 2-3 Creating Data sources 3

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL _domazin

B-Emvironment
+—Deploymants

[E1-Senvices

EH

¥ istent Stores
+—Foreign JNDI Providers
+Work Contexes

—¥ML Registrias

XML Entity Caches

-jcoM b

i—Mail Secsinng

Bl-Domain Partitions o)

How do L. =]

Crazte JDBC generic datz sources
Create JDBC GridLink data sources
Create JDBC multi data sources

.

Create UCP data sourcas

Create Proxy data sounces

Systam Status B
Hezlth of Running Servers as of 7:58 PM
[ Failed(0)

[ Critical (1)

Overloaded (0}

Data Source.

@ Home Log Out Prafersnces

Home >Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration  Monitoring

A JDBC d=t= source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up 2 data source on the JNDI tree and then borrow 2 database connection from a data

Source,

This pags summarizes the IDBC data source objects that have bean crasted in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edir button in the Change Cantar to activate all the buttons on this page.

New = | | Delete

ord Help

. _________C N
A

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain

Showing 10 9af 9 Previous | Next

Name <% Type |JINDI Name Targets
AQ-IM5-DE Generic | jdbc/agimsdb OFSLL_MznagedServer
jdbec/dbk105nlEIBDS Generic | jdbc/dbk105nIEIBDS WS5_ManagedServer

LocalSveThiDataSource  Generic

jdbc/LocalSvcThiDamSource | AdminSenver

mds-adf Generic | jdbc/mds/zdf AdminServer, OFSLL_ManagedServer
QFSLL Generic | jdbc/of=EDBConnDS AdminServer, OFSLL_ManagedServer
= 2 o b : AdminServer, OFSLL_ManagedServer,
opss-audit-DEDS Generic | jdbc/AudithppendDatzSource W5, ManagedServer
or <o o AdminServer, OFSLL_ManagedServer,
sy ! ; -
opss-audit-viewDS Genaric | jdbe/ AuditvizwDataSourca W5, ManagedServer
opss-data-source Generic | jdbc/OpssDiataSource AdminServer, OFSLL_ManagedsServer,

W5_ManagadServer

WLSSchemaletaSource  Generic

jdbc/WiSSchemaDataSource

Newe ~ Delete

Showing 1to 9of 9 Previows | Mext

4. Click Lock & Edit button on the left panel. Click New on right panel and select Generic

ORACLE
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Chapter 2
Creating Data Sources for WebServices

Figure 2-4 Creating Data sources 4

ORACLE WebLogic Server Asministration Conzole 122
& Home Log Owt Preferencas Record Help | &

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the

domain,
Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
[#-Domain Partitions
[ Environment
-Deployments
-Sarvices
[#}-Messaging
—Data Sources
i~ Persistent Stores:
+—Forsign JNDI Providers
jork Contexts
XML Registrias
XML Entity Caches
JCOM

i—Ma3il Sestinns

How do L.

Crazte JDBC generic data sources
Create JDBC GridLink dats sources

Crezte JDBC multi dats sources

» Crests UCP dats sources

Creste Proxy data sources

System Status

Hezlth of Running Servers as of 7:58 PM
I Failed {0}

I

|

Critical (0)
T Ouernaded fa)

. _________C N

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain

Home >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration

A JDBC d=tz source is an object bound to the INDI tree that provides database connectivi
connections. Applications can look up 2 data source on the JNDI tree and then borrow 2 database connection from a data

Source,

This pags summarizes the IDBC data source objects that have bean crasted in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)

| Newew | [Delet=

Meonitoring

through a pool of JIDBC

Showing 1o 9 of 9 Previous | Next

Generic Data Sou
Type | IJNDI Name Targets
GridLink Diata Soun
Multi Dats Source Generic | jdbc/agimsdb OFSLL_ManagedSarver
P Generic | jdbc/dbk105nlEIBDS WS5_ManagedServer
N — ree  Generic | jdbc/LocalSvcThIDataSource | AdminSenver
a1 Generic | jdbc/mds/=df AdminSanver, OFSLL_ManagedServer
[ | oFsLL Generic | jdbc/ofsEDBConnDS AdminServer, OFSLL_ManagedServer
T el - AdminSanver, OFSLL_ManagedServer,
[ | opss-audit-DBOS Generic | jdbc/AudithppendDataSource WS, ManagadSarver
— it | o AdminSanver, OFSLL_ManagedServer,
o : ; %z
[ | opss-audit-viswDs Generic | jdbo/AuditviewDataSource WS, ManagedServar
ot S| AdminSarver, OFSLL_ManagadSarver,
[ | opss-datz-sowrce Generic | jdbc/pssDataSource W5 MansgedServer
[ | wiLSSchemaDatzSource  Generic | jdbc/WLSSchemaDataSourca

=

ew~ | | Delete

Showing 1to 3of 9 Praviows | Next

Specify the following details:

Enter Data source Name.
Enter JNDI Name as jdbc/dbk105nIEJBDS.

Select Oracle as Database Type.

ORACLE
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Chapter 2
Creating Data Sources for WebServices

Figure 2-5 Creating Data sources 5

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts
Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

@ Home Log Out Preferences [B] Record Help

N
A

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
[ Environment

—Deployments
Hh-Sanvices

Security Reslms

F-Interoperabiliny
&1-Diagnostics

How do L. B

» Craate JDBC generic data sources

= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 5:04 AM
Failed (0}
Crivical (0)
Overlozded (0}
| Waming {0}

1
I ok ()

Home »Summany of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back | |Next| | Finish |'Canuel'
JDBC Data Source Properties

The following properties will bz used to identify your new JDBC data source,
* Indicates required fields

What would you fike to name your new JDBC datz source?
45" Name: jdbcidbk105nIEJEDS

What scope do you want to reate your data sourca in 7
Scope: |Global[v]

‘What JNDI name would you like to assign to your new JDBC Dats Source?

(5] INDI Name:
jdbe/dbk105nl1EJBDS
~
v
What databasz type would you fike to select?
Database Type: Oracle Iﬂ

Back | |Mext | Finish | Cangel

Click Next.

The following window is displayed.

Select the Database Driver Oracle's Driver(Thin) for Instance
connections;Versions:Any as shown.

ORACLE"
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Chapter 2
Creating Data Sources for WebServices

Figure 2-6 Creating Data sources 6

ORACLE WebLogic Server Administration Consale 12¢ — -

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
[ Environment

+—Deploymants
Hh-Sanvices

- Security Rezlms
3-Interoperabiliny
&1-Diagnostics

A
Welcome, weblogic |Cumd to: OFSLLREL_domain
Home »Summany of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source
| Back | | Next| | Fifish | | Cancal |
JDBC Data Source Properties

The following properties will bz used to identify your new JDBC data source,

Database Oracle
Type:

What databasz drivar would you like to us= wo create datebase connections? Mota: ¥ indicates that the driver is axplictly
supported by Oracle Weblogic Server.

Da_labase *Oracle's Driver (Thin) for Instance connections; Versions:Any IEI
Drivar: : ki dof
|Back | [Next| |[Finish | Cancal

How do L. B

» Craate JDBC generic data sources
= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 10:00 AM

[ FEiled(n)
[ Criseal(0)
[ Overloaded (0}
[ wWaming (D)
I ok (2)

Click ‘Next'.

The following window is displayed.

ORACLE"

2-6



Chapter 2
Creating Data Sources for WebServices

Figure 2-7 Creating Data sources 7

ORACLE WebLogic Server Administration Consale 12¢ _ -

Change Center
View changes and restarts
Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

& Home Log Owt Preferencas Record Help | &

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain
Home »Summany of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source

| Back | | Next| | Fifish |'Canud:

Domain Structure

OFSLLREL_domain
[#-Domain Partitions
[ Environment
—Deployments
Hh-Sanvices

- Security Rezlms
F-Interoperabiliny
&1-Diagnostics

How do L. B

» Craate JDBC generic data sources
= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 10:01 AM

[ FEiled(n)
[ Criseal(0)
[ Overloaded (0}
[ wWaming (D)
I ok (2)

T ion Options
You have selected non-¥A JDEC driver o crezte database connaction in your new data source.
Does this data source support global transactions? If yes, pleass choose the transaction protocol for this data source.

] Supports Global Transactions

Select this option if you want to enzsble non-XA JDBC connections from the data source to participate in global transactions
wsing the Logging Lasr Resource (LLR) transaction optimization. Recommended in plece of Emulate Two-Phass Commit.

) Logging Last Resource

Select this option if you want to ensble non-XA JDBC connections from the data source to emulate participation in globsl
transactions using JTA. Select this option only if your zpplication can tolzrate heuristic conditions.

() Emulate Two-Phase Commit

Select this option i you want to enable non-XA JDBC connections from the dats source to participate in global transactions
wsing the one-phase commit transaction processing. With this option, no other resources can participat= in the global
transaction.

(#) One-Phase Commit

Hack| [Next | Bk | Cancel

Click Next.

The following window is displayed.

ORACLE
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Creating Data Sources for WebServices

Figure 2-8 Creating Data sources 8

wrmwe LanmgEs @u ssILm s

Mo pending changes exist. Click the Release
Configuration button to llow others to =dit the
domain,

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
[#-Domain Partitons
[#-Environment
—Deployments
B-Services
—Sacurity Rezlms
[#-Interopershilisy
[#-Diagnostics

How do L. c]

» Creste JDBC generic data sources

= Create LLR-enabled JDBC data sources

System Status =
Hezlth of Running Servers as of 10:03 AM

[ Filed(0)
[ criteal(0)
[ Overlozded ()
[ Waming{0)
[

Home >Summany of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back | | Mext | Finish | Cancel

Connection Properties
Define Connection Properties.

What is the name of the dstabase you would like to connact to?

Database Name: OLLDB

What iz the name or 1P address of the dambass server?
o N ofsll oracle.com

What iz the port on the datsbase server used to connect to the databass?

Port: 1521

What database account user name do you want to uss to create database connections?

Database User Name: OFSLLREL

Vihat is the dstzbase account password to use to create detebase connections?

Password: (ITTITYT]

Canfirm Password: P -

Additional Connection Properties:

oracle.jdbc.DRCPConnectionClass:

| Back | | Mext| | Finish- | | Cancal |

10. Enter the Database details.
11. Click Next. T

he following window is displayed.

ORACLE
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Creating Data Sources for WebServices

Figure 2-9 Creating Data sources 9

ORACLE WebLogic Server Administration Consale 12¢ — -

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
[#+-Domain Partitions
[ Environment

—Deployments
Hh-Sanvices

Security Reslms

F-Interoperabiliny
&}-Diagnostics

How do L. B

» Craate JDBC generic data sources

= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 10:04 AM
Failed (0}
Crivical (0)
Overlozded (0}
| Waming {0}

1
I ok ()

@ Home Log Out Praferences (2] Record Help &

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain
Home »Summany of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source

Test Configuration |'Back | Mext | | Finish | Cancel |

Test Database Connection
Test the database availability and the connection properties you provided,

What iz the full package name of JDBC driver clazs usad to create database connactions in the connaction pool?

Driver Class Name: | 500c1e jdbe OracleDriver

What is the URL of the databas= to connect to? The format of the URL varies by JDBC driver.

URL: jdbc:oracle thin:@ofsll.oracle.com:1521:0LLOB

Wihat databass account user name do you want to uss to create database connections?

Database User |OFSLLREL
Name: L

What i the database account password to use to create database connections?

Password: LTI Y

Confirm Password: gy ygusanens

What are the proparties to pass to the JDBC driver when creating database connections?

Pro

12. Click Test Configuration. The following window is displayed indicating a confirmation

message as Connection test succeeded.

ORACLE"
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Figure 2-10 Creating Data sources 10

ORACLE WebLogic Server Administration Consale 12¢ — -

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
[ Environment

+—Deploymants
Hh-Sanvices

- Security Rezlms
3-Interoperabiliny
&1-Diagnostics

How do L. B

» Craate JDBC generic data sources
= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 10:05 AM

[ FEiled(n)
[ Criseal(0)
[ Overloaded (0}
[ wWaming (D)
I ok (2)

13. Click Next.

=Y

Welcome, weblogic |Cumd to: OFSLLREL_domain
Home »Summany of Services >Summary of JDBC Data Sources
Messages

« Connection test succeeded,

Create a New JDBC Data Source

Test Configuration | | | Back| |Mext| | |Finish | || Cancel |

Test Database Connection
Test the datzbase availability and the connection properties you provided.

Wihat iz the full package name of JDBC driver class ussd to create databas= connections in the connection poof?

Driver Class Name: | oracle jdbe OracleDriver

What is the URL of the databas= to connect to? The format of the URL varizs by JDBC driver.

L jdbc:oracle thin:@ofsll.oracle.com:1521:0LLDB

What databass account wser name do you want to uss %o create database connections?

Database User OFSLLREL
Name: IR i

Vihat is the dstzbase account password to use to create detsbase connections?

Password:

Confirm Password: |00t sanses

The following window is displayed.

ORACLE"
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Figure 2-11 Creating Data sources 11

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts
Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
[ Environment

—Deployments
Hh-Sanvices

Security Reslms

F-Interoperabiliny
&1-Diagnostics

How do L. B

» Craate JDBC generic data sources

= Create LLR-enabled IDBC data sources

@ Home Log Out Preferences [B] Record Help

Home »Summany of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source
(Back| [Rext | Finish | | Gancel|

Select Targets

‘You can szlect one or more targets to deploy your new JDBC data source. If you don't select a target, the data source will
be created but not deployed. You will need to deploy the datz source at a later time,

La]
1R

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain

Servers

[ Adminserver

O OFSLL_ManagedServer

'WS5_ManagedServer

| Back | [Mext |Finish |EC-anueIf

System Status E
Hezlth of Running Servers as of 10:06 AM
Failed (0}
Crivical (0)
Overlozded (0}

Waming {0}

1
I ok ()

The following window is displayed.

14. Select WS_ManagedServer as the target Web service Server and click Finish.

ORACLE"
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Figure 2-12 Creating Data sources 12

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take affect.

[ o Acia=Changss |

Undo All Changes

Domain Structure
OFSLLREL_domazin
[#-Domain Partitions
F-Environment
i—Deploymants
H-Services
—Security Realms
#-Interoperahility
E-Diagnostics

How do L. 5]

Crazta JDBC generic data sources
Create JDBC GridLink data sources

Crezte JDBC multi datz sources

Craate UCP dat= sourcas

Create Proxy data sounces

Systam Status =]
Hezlth of Running Servers as of 10:08 AM
Failed (0}
Critical (@)

[ Cverloaded (1)

15. Click Activate Changes.

. _________C N
L2

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain

Home »Summany of Services >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration

A JDBC d=t= source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up 2 data source on the JNDI tree and then borrow 2 database connection from a data

Meonitoring

Source,

This pags summarizes the IDBC data source objects that have bean crasted in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)

| Hevew | [Delete Showing 1 to 9 of 9 Pravious | Next
[ | Name & Type | INDI Name Targets
[ | Ag-ms-D8 Generic | jdbc/agimsdb OFSLL_ManagedSarver
jdbc/dbk105nEIBDS  Generic | jdbc/dbk10SnlEDBDS WS _ManagedServer
O i A
[] | LocalsveThiDataSouree - Generic | jdbc/LocalSvcThiDataScurce | AdminSanver
[ | mds-adf Generic | jdbc/mds/zdf AdminServer, OFSLL_ManagedServer
[ | o5t Generic | jdbc/ofsEDBConnDS AdminServer, OFSLL_ManagedServer
T el - AdminSanver, OFSLL_ManagedServer,
[ | opss-audit-DBOS Generic | jdbc/AudithppendDataSource WS, ManagadSarver
— it | o AdminSanver, OFSLL_ManagedServer,
o : ; %z
[ | opss-audit-viswDs Generic | jdbo/AuditviewDataSource WS, ManagedServar
ot S| AdminSarver, OFSLL_ManagadSarver,
[ | opss-datz-sowrce Generic | jdbc/pssDataSource W5 MansgedServer
[ | wiLSSchemaDatzSource  Generic | jdbc/WLSSchemaDataSourca

g
<

Delete

Showing 1to 3of 9 Praviows | Next

Similarly follow the above steps to create the following data sources:

*  jdbc/dbkwsDS

e jdbc/INIHukWznGOb4esj

ORACLE
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Figure 2-13 Creating Data sources 13

ORACLE WebLogic Server Administration Consale 12¢ — "

Change Center &) Home Log Dut Prefersnces Record Help =)
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL_domain
Click the Lack & Edit button to modify, add or Home »Summany of Services >Summary of JDBC Data Sources
delete items in this domain. Messages
Lock & Edit @ All changes have been actvated. No restans are necessary.
Release Con

Summary of JDBC Data Sources

Domain Structure Configuration =~ Monitosing
OFSLLREL _domazin

+-Domain Partit =
4 s A JDBC dsta source is an object bound to the INDI trae that provides database connactivity through a pool of JDBC
connections. Applications can look up = dats source on the JNDI tree and then bomow 2 database connection from a data
source,
i—Sacurity Realms This page summarizes the JDBC dats source objects that have bean created in this domain.

+-Interoperahility
+1-Diagnostics

[ Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Canter to activate all the buttons on this page.

New = | | Delete Showing 1to 9 of 9 Previows | Next
Hi do L. .
o Name % Type | JNDI Name Targets
= T MBCaeRAr o Bfe AQ-IMS-DB Generic | jdbc/agimsdb OFSLL_Mznzgedserver
» (Crestz JDBC Gridlink datz sources 2 e
jdbc/dbk105nlEIBDS Generic | jdbc/dbk105nIEIBDS W5_ManagedServer
» Crzate JDBC multi data sources I =

LocalSveThlDataSaures Wseneric jdbc/LocalSveThiDataSource | AdminServer

.

Create UCP data sourcas

+ Creste Proxy dats sounces mds-adf Generic | jdbc/mds/=df AdminSarver, OFSLL_ManagedServer
OFSLL Generic | jdbc/of=llDBConnDS AdminSarver, OFSLL_ManagedServer

stem Status B e =
Sy opss-audit-DEDS Generic | jdbc/ AuditAppendDatzSource AdminSrver, OFSLL_ManagedServer,

W5_ManagedServer
AdminServer, OFSLL_ManagedServer,

Hezlth of Running Servers as of 10:08 AM

[ " Failed (0} opss-audit-viewDS Generic | jdbc/AuditviewDataSource WS_ManagedSarver

[ " Criical (0) AdminServer, OFSLL_ManagedServer,

. ey i | sdbeh E e — . N
0 Overlosded (0 opss-data-source Generic | jdbc/OpssDataSource W5_ManagedServer

2.2 Work with SSL

ORACLE

It is not recommended to run OFSLL WebServices with the test certificates in production. You
have to get:

1. Vendor public production key/certificates for SSL handshake. These have to be imported
into weblogic truststore.

2. RO public production key/certificates to validate digital signature in the RO inputs. This has
to be imported into d1s_cacerts keystore mentioned in the configuration file.

3. Generate production grade public/private key signed by appropriate CA. The public key has
to be shared with RO so that they can validate digital signature in OFSLL requests. The
corresponding private key should not be shared, should be imported into dis_cacerts keystore
mentioned in the configuration file and used to add the digital signature in RO requests.

Additional Notes

*  While testing with the test certificates, you may get error: Signature verification failed
because RSA key public exponent [3] is too small.

— As a fix, you need to add the following in the start-up script:
‘Dweblogic.security.SSL.allowSmallRSAExponent=true’

* You may encounter error: java.security.lnvalidKeyException: lllegal key size or Cipher
not initialize.

— As a fix add the following in the start-up script: ‘Dweblogic.security.SSL.nojce=true’
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* You may encounter error: java.security.lnvalidAlgorithmParameterException: the
trustAnchors parameter must be non-empty.

— As a fix remove the ‘-DUseSunHttpHandler=true’ SSL option if any from the startup
script.

This topic consists of the following sections:
* Importing Certificates to keystore
* Enable SSL Debugging

« Connect to service supporting only TLS protocol

2.2.1 Importing Certificates to keystore

The following section details the steps to be followed to import certificates to keystore.
1. The JKS(dIs_cacerts) should be available under /WEB-INF/classes/config.

2. Save all the certificates from the vendor website. Note to save the certificates in "Base-64
encoded X.509(.CER)" and with extn .cer. Steps for saving certificates from the vendor
website:

e Click on the padlock and choose View Certificates.

Figure 2-14 Importing certificates to keystore 1

= —— = —m— =
P ——

g % {.,3 o e e e Gk § il sty vhh
'

ik |

3 b emoekidos

Foots et 'Rl

*  Click on the Certification Path tab and select the certificate with the ‘Name’ and ‘Issued
To’ the same as the user-defined ID.
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Figure 2-15 Importing certificates to keystore 2

General | Details Cuﬁﬁcaﬁmpaml

Certification path
5] GeoTrust Global CA
GeaTrust 55L CA

www, oracle. com

View Certificate ]

Certificate status:

lﬂa certificate is OK,

Learn more about certification paths

* Go to the Details tab.

ORACLE .
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Figure 2-16 Importing certificates to keystore 3

| General | Details | Certification Path |

Show: [{H:

Field Value

[ |version V3

|- |serial number 02 66 db

. | signature algorithm shalRSA

. |signature hash algorithm shal

-] 1ssuer GeoTrust S5L CA, GeoTrust, L...
[ valid from Sunday, July 28, 2013 7:12:5...

| valid to Saturday, March 08, 2014 2:1...
Ii-'_‘:ll-‘.lhhc-'{' wnsna mrace eam Cantent Ma

! Edit Properties... !

L

Learn more about certificate details

*  Click on the Copy to File button, and click Next. Select Base-64 encoding and save
the file somewhere on your local computer.
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Figure 2-17 Importing certificates to keystore 4

Certificate Export Wizard |

Export File Format
Certificates can be exported in a variety of file Formats.

Select the format you wank to use:
" DER encoded binary ¥.509 {.CER)
{+ Base-64 encoded X.509 {.CER)
("~ Cryptographic Message Synkax Standard - PKCS #7 Certificabes (.P78)

c:ﬁ,adtlﬂaxtbl CMI

3. Run following command to import certificate into JKS(dls cacerts)

«  "keytool -keystore <Key store Path> /dIs_cacerts -import -trustcacerts -file <Certificate
location in file system>\xxx.cer -alias <alias as mentioned in config file>

4. Run following command to view details of certificate like expiration date of certificate etc.

e "keytool -list -rfc -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

e "keytool -list -v -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

For more details on keytool refer the link: http://docs.oracle.com/javase/7/docs/technotes/
tools/windows/keytool.html

2.2.2 Enable SSL Debugging

SSL debugging can be enabled by adding the following to managed server start-up script:
‘Dssl.debug=true’

2.2.3 Connect to service supporting only TLS protocol

For WLS 12c by default (acting as a client) will send sslv2 hello for the SSL handshake to TLS
service. The TLS service will not respond to SSLv2 hello and the connection will be dropped.

The fix for the problem is to set Dweblogic.security.SSL.protocolVersion=TLS1 at the Managed
server level in which the WebServices have been deployed.

2.3 Creating RouteOne Credentials and System Policies

This sections explains how to create RouteOne credentials and system policies.

In order to Configure RouteOne, you need to create credentials and system policies.

ORACLE 2-17
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1. Login to Oracle Enterprise Manager 12¢ (http://hostname:port/em).
(Optional) Enter the result of the step here.

2. Onthe left panel, right click on OFSLLREL_domain and select Security > System Policies
> Credentials.

The following window is displayed.

Figure 2-18 RouteOne credentials 1

ORACLE Enterprise Manager Fusion Middlewsre Control 12c = Wetlogie Domain »  wieblogic =

=== QFSLLREL_domain &
r= i WebLogic Domain » Sep 16, 2017 3:51:40 PM ST 4)

Domain_OFSLLREL domain/OFSLLREL domain > Credentis

Credentials

A credential store is the repositony of security dsta that centifies the suthority of entities used by Java SE. Java EE., and ADF applications. Applications can use the Credential Store, a single.
consofidated senvice provider to stors and manage their credentisls secursly.

F Credential Store Provider

View ¥ Create Map = == Create Key Edit Cmde"ﬁﬂ‘:‘e‘: 3 =" Detach
Credential Type Description
» ofsllhttp.Estenar jndi

3. Click Create Map.

The following window is displayed.

Figure 2-19 RouteOne credentials 2

Create Map

A credentialis uniquely identified by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name define a logical group of credentials, such s the credentials used by the appiication. All map names in a
credential store must be distinct,

*MapName ofsiintroueond  x

OK  Cancel

4. Enter Map Name as ofsll.int.routeone and click OK.
5. Click Create Key.

The following window is displayed.

ORACLE T
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Figure 2-20 RouteOne credentials 3

Create Key x

Select Map ofsllin.routeone j

*
Key routeone_key_store_password

Type Passwnrdj

* User Name keystorePassword

* Password esssssss

* confirm

sssssses
Password

Description Update keystore Password

OK Cancel

Click OK.
Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Table 2-1 Maps and corresponding keys
|

Maps Key Name Username Password Description
routeone_key stor keystorePassword setme The keystore
e _pd password
routeone_key_alia roKeyAlias routeone_pub_tst RouteOne's public
s key alias

name.The public
key is needed to

verify the xml
signature of the
ofsll.int.routeone request.
routeone_sscro_k sscroKeyAlias SSC_routeone OFSLL's private
ey_pd key alias name.

The private key is
used to sign xml
response to
RouteOne

routeone_sscro_k sscroKeyPassword demotestSSCR1  OFSLL's private
ey_passsword key password
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You need to provide access permission for the below mapping. For details on how to set
the access permission, refer to point 9 in Create Credentials and System Policies topic
available in Application Installation Guide.

Table 2-2 Permission Class

|
Permission Class Resource Name Permission Actions

oracle.security.jps.service.cred- context=SYSTEM,mapName=  read
store.CredentialAccessPermissi  ofsll.int.routeone,keyName=*

on

2.4 Deploy Webservices

The following section details the steps to be followed for the deployment of WebServices in
Enterprise Manager.

* Deploying WebServices in Enterprise Manager

2.4.1 Deploying WebServices in Enterprise Manager

1. Download and unzip the WebServices - ofsllxws.zip.

2. Following is a mapping of which EAR is needed for which service:

Table 2-3 Mapping of EAR

dbkls-xxws.ws.app-dt.ear

dbkls-xxws.ws.app-ds.ear

dbkls-xxws.ws.app-ro.ear

DT Interface: To receive loan
application from dealer track

DS Interface: To receive edocs
application update

RO Interface: To receive loan
application from route one

DT Interface: To receive loan
application/deal update from
dealer track

DS Interface: To receive edocs
comment update

RO Interface: To receive loan
application/deal refresh from
route one

DT Interface: To receive com-

DS Interface: To receive edocs

ORACLE

ments from dealer track location update

RO Interface: To receive com-
ments from route one

LOSPostStatusRequestService:
To post comments to dealer
track

LOSPostStatusRequestService:
To post comments to route one

LOSPostStatusRequestService:
To post application status to
dealer track

LOSPostStatusRequestService:
To post application status to
route one

ILOSPostDealerDetailsService:
To post dealer details to dealer
track

ILOSPostDealerDetailsService:
To post dealer details to dealer
track

LOSEContractService: To
recieve contract information
from RouteOne

Unzip all the ear files present:
e dbkls-xxws.ws.app-dt.ear
e dbkls-xxws.ws.app-ro.ear
e dbkls-xxws.ws.app-ds.ear

Open each of the unzipped files and unzip the war file.
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Figure 2-21 Deployment in EnterpriseManager 1

-bash-4.1% unzip ofslizxws.zip -d ofsllxws
Archive: ofsllxws.zip
inflating: ofsllxws/dbkls-xxws.ws.app-ds.ear
inflating: ofsllxws/dbkls-xxws.ws.app-dt.ear
inflating: ofsllxws/dbkls-XXwS3.wWs.app-ro.ear
-bash-4.15 cd ofsllxws

—-bash-4.1%1s
ibkls—-xxXWs.ws.app—ds.ear dbkls-xxws.ws.app—dt.ear dbkls—xXxws.wWs.app-To.ear
-bash-4.15unzip dbkls-XxXwWs.ws.app—ds.ear -d dbkls-xxws.ws.app—ds
irchive: dbkls-xxws.ws.app-ds.ear
creating: dbklz-xxws.ws.app-ds/METL-INF/

inflating: dbkls—-xxws.ws.app-ds/META-INF/application.zml

inflating: dbkls-x=xws.ws.app-ds/dbkls—-xws-web-ds.war
—-bash-4.1%cd dbkls-xxws.wWs.app—ds
-bash-4.151s
ibkls-rws-web-ds.war _ B
-bash-4.15 unzip dbkls-xws-web-ds.war —d dbkls-xws-web-ds

Archive: dbkls-xws-web-ds.war
creating: dbkls—-xws-web-ds/WEB-INE/
creating: dbkls-xws-web-ds/WEB-INF/classes/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ I
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/f11/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/fl1l/utils/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/f11/xws/
creating: dbkls-mws-web-ds/WEB-INF/classes/com/ofss/fll/xws/dialerintegration/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/f11/xws/exception/
creating: dbklz-mws-web-ds/WEB-INF/classes/con/ofss/f11/xws/lookup/
creating: dbkls-xws-web-ds/WEE-INF/classes/com/ofss/fl1l/xws/xae/
creating: dbkls-xws-web-ds/WEE-INF/classes/com/ofss/f11/xws/=cl/
creating: dbkls-xws-web-ds/WEE-INF/classes/com/ofss/fl1/xws/xcs/

5. It creates a WEB-INF file.

Figure 2-22 Deployment in EnterpriseManager 2

-hash-4.1% 1=
dbklz—-xws—web—ds.war META-INF IEE—INF

After unzipping the war file to directory, the directory will have the following structure.

e | dbkls-xxws.ws.app-ds / dbkls-xxws.ws.app-dt / dbklsxxws.ws.app-ro
WEB-INF (directory)

---->classes (directory)

- config

- class files (in package folders)
————— > lib (directory)

- OfslliCommonCSF.jar

—————— > wsdl (directory)

- *.wsdl

----- > weblogic.xml
----- > weblogic-webservices.xml
----- > weblogic-webservices-policy.xml

..... > webservices.xml
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6. To edit the web interface config files, navigate to the above WEB-INF > classes > config.
Edit the following configuration files with the application url and port.

For complete details on configuration parameters, refer to Configuration
parameterssection in Appendix chapter.

* ds_servlet_init.conf-This is the configuration file only for edocs servlet interface

Figure 2-23 Deployment in EnterpriseManager 3

#3#%## XML schema to use when validating incoming application update
$#%### (comments) messages

#### URL for OFSLL eDocs web service

LOSeApplicationRequestServiceURL = http://<localhosty:<port>/dbkls-xws-app-ds/LOSeApplicationRequestService
LOShpplicationCommentUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationCommentUpdateService
LOSApplicationLocationUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationLocationUpdateService

#3#%## URL for OFSLL application update web service

e dt_servlet_init.conf- This is the configuration file only for dealer track servlet interface

Figure 2-24 Deployment in EnterpriseManager 4

#### URL for OFSLL new application web service

LOSApplicationRequestServiceURL = http://<localhost»:<port>/dbkls-xwe-app-dt/LOSApplicationRequestService

#### URL for OFSLL application update web service

LOSApplicationUpdateServiceURL = http:Xf<localhost>:<port>fdbkls—st—app—dtfLcaﬁpplicatio:UpdateService

e ro_servlet_init.conf- This is the configuration file only for route one servlet interface

Figure 2-25 Deployment in EnterpriseManager 5

###+# URL for OFSLL new application web service

LOSEpplicationRequestServiceURL = hctp://<localhost>:i<port>/dbkls—xws-app-ro/LOSApplicationRequestService

###%# URL for OFSLL application update web service

LOSApplicationUpdateServiceURL = http://<localhost>:<port>/dbkls—xws-app-rofLOSApplicationUpdateService

##%##%# URL for OFSLL & contract web service

LOSeContractWebServiceServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOSEContractService

7. Login to Web Logic application server enterprise manager (e.g..http://
hostname:port/em).
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Figure 2-26 Deployment in EnterpriseManager 6

SIGN IN TO

Domain  Domain_OFSLLREL_domain
* User Name
* Password

[ Login to Partition

ORACLE’

8. Enter valid login credentials.
The following window is displayed.
Figure 2-27 Deployment in EnterpriseManager 7

ORACLE enterprise Manager Fusion Middievare Control 120 & Weblogic Domain v weblogic +

=== OFSLLREL_domain & Ta* (v AuoReflesh OF |w
= -

i WebLogic Domain » Sep 26, 2017 £:15:37 PH IST 4)
0 Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in the Change Center menu.

Administration Server

Servers
Name AdminSarver
3 Up
Host  ofsllin.oracle com

Listen Port  BO01
Clusters Servers
0 » iew v Create Delete Contral E"r
Rt Name Status Cluster Machine State  Health Listen Port
AdminSenveradmin) 4+ Running 0K 001
OFSLL_ManagedServer f Running  OK BoD2
Deployments WS_ManagedSenver < Running 0K BO04
3 4
up
Domain Partitions
Domain Partiions
Reszource Group Templates £ >
Columns Hidden 34 Servers 3of 3
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9. Expand the weblogic domain present in the left pane.

The following window is displayed.

Figure 2-28 Deployment in EnterpriseManager 8

IF= Weeblogic Domain

m v  AdoReiech OF [w
Mt 4)

Lock & Edit

s

weblogic =

ORAC LE' Enterprize Manager Fusion Middleware Controd 12c

=== OFSLLREL_domain &

=
1 WebLogic Domain » Edit Sessions
@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in t

Administration Server

Name AdminServer

Servers
3 Up
Host  ofsllin.oracle com

Listen Port  B001 Wiaw Restart Checklist

Freferences
Clusters Servers
. £ Help
» View ¥ Create Delete Contral »  Ey
Chiseer Name Status Cluster Machine State  Health Listen Port
AdminSener{admin) + Running 0K BDOD1
OFSLL_Manag=dSarver + Running  OK BOD3
Deployments WS_ManagedSenver + Funning  OK BOD4
»
3 Up
Domain Partitions
Demain Partitions
Resource Group Templates £ >

Columns Hidden 34 Servers 3of 3

10. Right click on WS_ManagedServer in left panel, select Application Deployment > Deploy.

ORACLE
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Figure 2-29 Deployment in EnterpriseManager 9
ORACLE Enterprise Manager Fusion Middlewars Cantrol 120 I WetlogicDomsin v wehiogic
= OFSLLREL_domain & fiv v | AuoRefesh OF E
1 WebLogic Domain » Sep 16, 2017 12:15:46 PM IST 4)

& Confirmation

The edit session lock has been acquired. Mo pending changes exist
Servers Deployments

’ View » ] Show Al Deployment »+ Oweride » Control »
. 3 Up MName W Deploy [:}Stahﬁ State Health Type Domain Part
b opss-rest B Redeploy + Active QK Web Applcation
3 Undeploy
Clusters
., Fatch Deployment Plan
3
Clusters

Deployments

. 1 "
Domain Partitions

Domain Partiions
Resource Group Templates £ >
Columns Hidden 4 Columns Frozen 1 Deployments 1of 1

11. The following window is displayed.

ORACLE"
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Figure 2-30 Deployment in EnterpriseManager 10

ORACLE’ Enterprise Manager Fusion Migdiewsre Control 12c

OFSLLREL_domain €

@ @
Select Archive Selact Target A
DEP'O}‘ Java EE ﬁpplication: Select Archive Back

Scope

Sefect s scope that you want to deploy this appiicston to | Global ¥

Archive or Exploded Directory

Jave EE archivas, VWeb Modues (WAR files), EJB Modules (EJB JAR files), Resource Adapter Modules (RAR files), Coherence Archives
(GAR files), JDBC Modules, JMS Modules, and fibrary files. (Jar files) can be deployed. You can also deploy an exploded archive that is
presant on the server where Enterprise Manager is running.

() Archive is on the machine where this Web browser is running.
Choose file | Mo file chosen

# Archive or exploded directory is on the server where Enterprise Manager is running.

Browse..

Deployment Plan

The deployment plan is a file that contains the deployment setfings for an spplication. You can use a previcusly saved depéoyment plan for
this application. Later in the deployment process, you can optionally edit the deployment plan and save it for & future deployment of this
spplication. If you do not have a deployment plan, one wil be created sutomaticalfy during the deployment process when deployment

configuration i= done. The deploymet plan is not spplicable when you deploy a library.

(® Create a new deployment plan when deployment configurston is done.

Deployment plan is on the machine where this Web browser is runining.

Choose file | Mo filz chosen

_i Deployment plan is on the server whene Enterprise Manager iz running

12. Browse to the folder containing the WebService. Eg:
/ws-as/ofslixws/dbkls-xxws.ws.app
Click Next.

weblogic =

Step 1of4  Next

4 Information

Use this page to deploy Jave
applications that require Ora
Metadsta Services (MOS) or
taks advantsge of the Orace
Application Development
Framework (Cracks ADF).

If your application is a S0&
composite, use the S04
Composite deployment wizs

|f your spplicaticn is not a SC
compesite or it does not requ
MDS repository or ADF

connections, then you can de
your application using thiz wi
or the Cracle Weblogic Sen
Admenistration Console.

ORACLE
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Figure 2-31 Deployment in EnterpriseManager 11

ORACLE Enterprise Manager Fusion Middlewars Control 12c

wehlogic * (T

OFSLLREL_domain €
[ ]

Select Archive

Select Target Ap

Deploy Java EE Application: Select Archive Stepiof4 Mext | Cancal

—cone A Information

Select a scope that you want to deploy this application to - Global Use this page to deploy Java EE
applications that reguirs Oracle
Metadats Services (MDS) or that
take sdvantsgs of the Oracle
Application Development
Framework (Oracle ADF).

If your application is a SOA
composite, use the SOA
Composite deployment wizard,

Archive or Exploded Directory

Java EE archives, Web Modules (VAR files), EJB Modules (EJE JAR files), Resource Adapter Modules (RAR files), Coherence Archives (GAR fileg).
JDBC Modules, JMS M . and library files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the server
where Enterprise Manager is running.

(&1 Archive is n the machine where this Web browser is running.
= If your application is not a S04
Mo file chozen 2 5 S

The location on server must b2 an sbsolute path or 3 ?gg?:;gs?é':ydgfﬁgt T2

® Archive or exploded directory is on the server where Enterprise M| network path.

fwes_aslofslbows/dbkis-oows. we.app-dt.ear Browse...

connections, then you can deploy
your application wsing this wizard
or the Cracle WebLogic Server
Administration Console.

Deployment Plan

The deployment plan is a file that contains the deployment settings for an applcation. You can use 3 previousty saved deployment plan for this
application. Later in the deployment process, you can optionally edit the deployment plan and save it fior 3 futurs deployment of this applcation. If
wou do not hawve a deployment plan, one will be created automatically during the deployment procass when deployment coenfiguration is done. The
deploymet plan is not applicable when you deploy a library.

® Create 3 new deployment plan when deployment configuration is done.

= Deployment plan is on the maching where this Web browser is running.

No file chosen

(0 Deployment plan is on the server where Enterprise Manager is running.

Erowse...

13. The following window is displayed. Select the server on which the WebService needs to be
deployed. Click Next.

ORACLE
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Figure 2-32 Deployment in EnterpriseManager 12

DR)ACLEI Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g

O L

Select Archive Select Target Application Attributes

Deploy Java EE Application: Select Target

Select the WebLogic server or cluster that you want this application to be deployed to.

Select Name Type
AdmmSenver Oracle Weblogic Server

OFSLL_ManagedServer Oracle Weblogic Server

WE_ManapedServer Oracle Weblogic Sarver

Chapter 2
Deploy Webservices

weblogic ¥

Back SiepZof4 Mext | Cancel

Deployed Applications

14. The following window is displayed. Check the context root and select the Distribution
option as Install and start application (servicing all requests). Click Next.
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Figure 2-33 Deployment in EnterpriseManager 13

OoORACLE Enterprise Manager Fusion Middlewars Control 12c

wehlogic * (T

OFSLLREL_domain €

(8] 8] ®
Select Archive Select Target Application Deployment Settings
Attributes

Deploy Java EE Application: Application Attributes Back Step3ofd | Mext || Deploy | Cancel
A Hide Deployment Summary
Archive Type Java EE Application (EAR file)
Deployment Plan  Create 3 new plan
Deployment Target OFSLL_ManapedServer

Scope Global

Deployment Type  Application
* Application Name dbkis-oows.ws.app-dt

Context Root of Web Modules

Context root of Web module specified in Document Type Definition {0TD) based application.xml cannot be configured in Enterprise Mansger. Enterprise Manager supports schema based
application.xml only.

Web Module Context Root

dbkls-ows-web-dtwar dibkls-xows-app-dt

Distribution

® |nstall and start

pofication (servicing all requests)
(2 Install and stant application in administration mads (semvicing only administration reguests)
Q@ Install only. Do neot start.

A Other Options

15. The following window is displayed. Click Deploy.
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Figure 2-34 Deployment in EnterpriseManager 14
OoORACLE Enterprise Manager Fusion Middlewsrs Control 12c weblogic * (T
OFSLLREL_domain @
o Q L) [ ]
Select Archive Select Target Application Attributes Deployment Settings
Deploy Java EE Application: Deployment Settings Back Siepéof4 Next | Deploy | | Cancel

Deployment Plan  Create 3 new plan
Deployment Target COFSLL_ManagedServer
Scope Global
Deployment Type  Application
Application Name dbkis-xcows.ws.app-dt
Version Mot versioned

Context Root  dbkis-xws=-app

Deployment Mode  Instsll and start appfication (senvicing all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the applcation.
Hame Go To Task Description
Configure Web Modules ,f Configure the Web medules in your application.
Configure Application Security f Configure application policy migration, credentisl migration and other security behavicr.

4 Deployment Plan

*¥ou can optionally use the Edit Deployment Plan option to 52t more advanced deployment options which the deployment tasks sbove do not cover.
Edit Deployment Plan

*You can optionally sawe the deployment plan to your local disk. You can redeploy this application lster using your saved deployment plan and naot have to edit the deployment plan.

Save Deployment Plan

16. The following window is displayed. Click Close.

ORACLE
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17.
18.

19.

Figure 2-35 Deployment in EnterpriseManager 15

Deployment Succeeded

Deployment of Application "dbkls-xxws.ws.app-dt™ is completed. The deployment changes are pending activation. Exit the wizard and use the Change
Center to activate or undo the changes.
Summary
Scope Global
Version Mot versioned

Deployed Archive /scratch/appffmwi2oiuser_projects/domains/OFSLLRELdomain/sysman/upload/deploy/dbklz-seans ws.app-dviarchive/db kis-oms.
Location ws.app-dt.ear

Archive Type Java EE Apphcation (EAR fils)
Deployment Mode  Install and start application (servicing all requests)
Deployment Target OFSLL_ManagedSarver
Application States  Unavaiiablz (OFSLL_ManapgedServer)

Context Root  dbkls-xws-app-dt

A Hide Frogress Messages

sy pl ! dbkls WIS 3pp-

7 AM 15T] [Deployer:148140]The task cannot be processad further until the current edit session is activated. YWhen this occurs, task
processing will continue. The user can exit the deployer tool without affecting the task.
[May 10, 2019 7:34:37 AM I5T] Deploy operation completed.

If required, similarly deploy rest of the WebServices.

In case the context root has to be changed for the WebServices, it can be changed by
editing the application.xml or through the console. To change through console, login to
WebLogic Server 12c console (http://hostname:port/console).

Go to Deployments > <select the service deployment> > Configuration General and modify
the context root to the recommended name as follows:

Table 2-4 Service EAR
]

Service Service EAR Recommended Remark
Context
Edocs Interface dbkls-xxws.ws.app- dbkls-xws-app-ds If this the
ds.ear recommended context

name is not used, then
the Service URLs in the
configuration files
needs to be changed

Dealer Track Interface  dbkls-xxws.ws.app- dbkls-xws-app-dt If this the
ds.ear recommended context
name is not used, then
the Service URLs in the
configuration files
needs to be changed

ORACLE"
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Table 2-4 (Cont.) Service EAR
|

Service Service EAR Recommended Remark
Context
Route One Interface dbkls-xxws.ws.app- dbkls-xws-app-ro If this the
ro.ear recommended context

name is not used, then
the Service URLs in the
configuration files
needs to be changed

20. Ensure that the application status is Active.

ORACLE -



Configure Weblogic Policy on WebServices

After deploying WebServices, you must configure Weblogic Policy on WebServices.

e Configuring Weblogic Policy on WebServices

3.1 Configuring Weblogic Policy on WebServices

ORACLE

The following steps explains the procedure to configure Weblogic policy on WebServices.
1. Login to WebLogic application server console (http://hostname:port/console).

The following window is displayed.

Figure 3-1 Configuring Weblogic Policy 1

ORACLE webLogic Server Adminisirstion Console 12¢ /\

Change Canter {8 Home Log Out Preferences [A] fiecord Help | a
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL_domain
Click the Lagk & £git button o modify, add o o
delete items in this domain,
Home Page
Leck & Edit
= = Information and Resources
rekease Lon 2o
elpful Tools General Information

Domain Structure = Configure applications = Common Administration Task Descriptions
{1F5LLREL_durnair: = Configure GridLink for RAC Datz = Rzad the documnentztion
[# Domain Partitions Source

s i = Ask a question on My Oracle Support
'+ Environment » Configure & Dynamic Cluster

- Deployments
BF-Services * Recent Task Stanus
Saourity Resims = Satyour consoie praferences
¥ Intzroperabilrey = Oracle Entarprisz Manager

[# Dizgnastics
Domain Configurations

Resource Group Te

WTC Servers
» Jok Connection Poals

+ Domain + Resource Group Templates

How do L. B

= Diomain Partitions = Resource Groups Dia s
» Search the configuration + Partition Work Manzgers = Log Files
» Usa the Changs Cantar Dy » Diagnostic Modules
= Record WLST scripes Env » Deploymerts = Busl-in Diagnostic Modules
= Change Console preferences « Sarvers » Diagnostic Imagas
= Manzge Conscle extensions + Clusters S = » Reguest Performance
» Monitor servers = Senver Templates » Messzging » Archives

= Migratable Tangets = IMS Servers » Context

System Status B « Coherence Clusters = Store-and-Forwerd Agents = ShMp
Health of Running Sarvers as of 9:35 AM * Machines = JMS Modules » Inmarcaptors
T Failed (0] + Viral Hosts = Pall:h Senvices . )
T Critial (0) » Virtual Targets = Bridges Charts an phs
[ Overloaded (D) + Work Managers + Datz Sources » Monitoring Dashboard &
[ Waming(0) + Concurrent Templates » Persistent Stores b
I (i () + Resnoms Mansnament - VAL Dmirerine

2. Click Deployments which is available on both side panels as marked above.

The following window is displayed.
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Figure 3-2 Configuring Weblogic Policy 2

ORACLE WebLogic Server Administration Console 12e _ 3

Change Center i) Home Log Out Preferences (2] R Help | Q, |
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL_domain
Click the Lock & B button to mody, add or Hame >Summary of Emvircament >Summary of Deplymernts
deleta items in this domain. Summary of Deployments
Lock & Edit
Configuration | Contral | Monitoring
Release Configuration
Domain Strecture This page displays the kst of Java EE zpolications and standslone application modules installed to this domain,
DFSLLREL._:bma.i? You can update (redeploy) or delete installed applications and modules from the domain by selecting the chedkdax next to the
[~ Domain Partitions application name and then using the controls on this page.
[ Emviranment
i Deployments Ta install a new application or module for deployment o targets in this domain, dick Install.
[ Services
' Security Reaims N E
[ Intzroparability [ Customize this table
[ Dizgnostics Deplayments
Install| [Update| [Delete Showing 1 to 7 of 7 Previous | Mext
Mame & State Health Type Targets Scope Domain Partitions Deployment Order
= roherence- AdminServer,
e pcive ¥ OK E‘t‘f 0OFSLL MznzgedSsnver, Globs 100
TR R =) transaction-rar P WS_ManagedSarver
+ Instsf 2n enterpris zpofication & Rjdbiis; Amive ¥ OK irﬁi”’c;:;fn WS_ManzgsdServer  Globa! 100
= Configure 3n enterpriss application losws:20p .
= Updatz (redeploy) an enterpriss application H o DMS - Weh AdminSenver,
o o QK ke M reer,
= Monitor the modules of an enterprize AleCBlan‘ fcte #Application %FSSLr_IEn‘:nEEEdWSEr =, Globs 3
application (12.2.1.1.0) = g
* Deploy 38 modues @ rgem Actve ¥ OK i;‘;.”"[i?e AdminSsrver Globs! 400
= Install a Web spplication o= i
BrEofsild . o ENISTPIE2  orsi)L Mansgedserver Globs 100
System Status El [V147.0.0.0.685) o
2 . Wb X s
Heslth of Running Servers as of 7:44 AM 2] @ opssrest  Actve % OK Azslication AdminServer Globa! 150
Failed (0] o state-
i |‘f)‘ @ s s AdminServer,
Critical {0} management- Acve YOK 'E'”?e OFSLL_ManagedSarver, Global 100
Overloaded (0) provicer-memoary- 3P Ws_ManagedServer
Warning () = -

3. Click on application name dbkls-xws-app on right side panel.

The following window is displayed.
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Figure 3-3 Configuring Weblogic Policy 3

ORACLE webLogic Server Administration Consoie 12¢

Change Canter
View changes and restarts

Click the Lok & Sdir buttom o modify, add or
deleta items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
Domain Partitions
Emvranment
Deployments
Services

Security Reaims
Intzroperability
Dizgnostics

-

e

How do L. =]

Start and stop 2 deployed enterpriss
application

Configure 2n enterprise application

Crezte & deploymen: plan

Tanget an entarprise application to = server
instance

Test the maodules in an enterpriss apphcation

System Status =]
Health of Running Servers as of 7:43 AM

[ Failed()
[ crical {0}
[ overoaded{(0)
[ waming(0)

e P

4. Scroll down the page.

i) Home Log Qut Preferences Record Help |

Hame >Summary of Deployments > dbkis-omsws.app-dt

Settings for dbkls-soows.ws.app-dt

Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Momimoring | Motes

Click the Lock & Edlit button in the Changs Center to modify the settings on this page.

Save

Use this page to view the general configuration of an enterpris apolication, such s its name, the physical path m the apoiication files,
the associzsted deployment plan, and so on, The table at the end of the page kst the modules {such as Wt
that are contined in the anterprise application. Click on the name of the module to view and update its configuragion.

Name: dblds-soons.ws.app-dt
Scopa: Global
Path: | scranchy appf frwl2c/ wssr_projects/ domains/

OFSLLREL_domain/ sysman/ upload/ deploy/ dbkls-oons. ws.
app-dt archive/ dbkls-oowvs., we. app-dt. ear

Deployment (no p'an soecifisd)
Plan:

Staging {not specified)
Mode:

Plan Staging {not specifisd)
Mode:

Security DDOnky
Model:

[
Deployment

L4 |

_A

Welcome, weblogic | Connected to: OFSLLREL_domain

=5 apolications and EJBs)

The name of this enterprise application.  More Info...

Specifies if this entarprise application i accecsible
within the domazin, 2 partition, or 2 resourcz group
template.  More Info...

The path to the sounce of the deployable unit on the
Administration Server. Mare Info...

The path to the deployment plan document an the
Administration Server,  Mare Info..,

Specifies whather 2 deployment’s files are copied

a source on the Administration Server to the
Managed Server’s staging area during application
preparation.  Maorz Info...

Specifies whether an application’s deployment planis
copied from a source on the Administration Server to
the Managed Server's staging arez during application
preparation.  Maorz Info...

The security mode] that is used to secure a deployed
module.  More Info...

An intager value that indicates when this unit is
daployed, relative to other dzgloyable units on 2 i)

ORACLE"
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Figure 3-4 Configuring Weblogic Policy 4

Modules and Components

Name &%
5 covis-anows ws. 2pp-ct
= s
Nane ta displzy
= Modules
g dbits-rws-app-tt
= Wt S=rvices

AcmrantDetzisRasesservce

) CSSADUtF Y OMQuatefecuestSenvio:

JaiEsAmoniEeaIchRas A tEarice

LS AppikationLocationLIpdataSanice
i LOSApplicaton RacuestSerdce

SearchRacuesiSarioe

Appilcation UpdabeSe rvice

LS Cak Ll iesSarvics

&

|LOSCheceStatusAsguastIerice

&

|LOSeApplicetianAaguesserios

&

) LOSECortractSanvice

LHy

| LOSRastAcoouNTt pdatesanvios

Liy

| LOSRastTatsTequ,

Click WebServices CSSAccountSearchRequestService.

The following window is displayed.

Chapter 3

Snowingltolof 1 Prewious | Mext
Tyne

Entarpriss
Appliczrion

Web
Apgiiction

Web
Sarviz=
Web
Sarviz=
Web
Sarviz=
web
servics
Vian
Service
Web
Sarvize
Web
Sarviz=
Web
Sarviz=
Web
Sarviz=
Web
Sarviz=
Vet
Sarviz=
web
servics
Wab
Sarvize
Web
Sarviz
Web
Sarviz=
Web
Sarviz=
Web
Sarviz=
Web
Sarviz=
Vien
Sarviz=

Snowingltalof 1 Prewious | Next

Configuring Weblogic Policy on WebServices

3-4



Chapter 3
Configuring Weblogic Policy on WebServices

Figure 3-5 Configuring Weblogic Policy 5

ORACLE WebLogic Server Adminsrsion Consoe 120 2

Change Center @) Home Log Out Preferences fiecord Help | | Q|
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL_domain
Cick the Lack & Edit button o modiy, add or Hame >Summary of Deployments »dbkds-soows we.app-dt >CSSAccountSearchRequestService

delete ftzms in this domain. Sattings for CSSAccountSearchRequestService

I Lok & Edit |
Overview | Configuration | Security
FRelease Configuration r
Domain Strecture A Web senvice is 2 set of functions packaged into 2 single entity that is availablz to other systems on 2 netwark. It is implementad
OFSLLREL dermsi using 2 Jawa Web Service {JWS) file, which is a Java dlzss that usas WS metadata annottions to spedify the shape and behavier of
_domain

the Wb sarvice.

rf Domain Partitions

[~ Emviranment: This page displays the general configuration of 2 deployed Web senvice, such 2= the name that zppesrs in the Deployments wble of the
i~ Deployments Administration Corsole, the name of the WAR or EIB JAR file in which it is packaged, and name that appears in the WSDL thet

B Sarie describes the Web senvice,

E Security Reaims

E I’jDeerel.'ahlllr\«' Deployment Name: dblds-oows.ws.2pp-dt Mame of the Web sarvice as it appears in the

- Diagnostics Deployments ble. More Info..

Module Name: dnids-ows-web-dt war Name of the Weh service archive file, sither 2 WAR
fibz or EJB AR fila depending on the Web sarvice
fazturzs it implements.  More Info...

Service Name: C55AcoountSearchRequestsenice Name of this Web service, This name appears in the

PR =] WSDL file that defines the public contract of this Web

sarvice.  More Info...

Insta’| & Wb sarvice

Start =nd stop 2 Wb sarvice
Attach a WE-Palicy file to a Web serice

Configure Web servicas

View the SOAF message handlers of 2 Web
E)

izw the WSDL of 2 Wb service

Test a Web senice

Moanitor SOAP Web services

Manitor S0AP Wish senvice clisnts

System Status B
Heszlth of Running Servers as of 7:53 AM

 — ) -

6. Select Testing tab and click 2WSDL link in Test Point column adjacent to the service
name in the table.

ORACLE"
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Figure 3-6 Configuring Weblogic Policy 6

CORACLE WeblLogic Server Asministration Cansole 12¢

Change Center
Vitw changes and restarts

Lock & Edit

Releas2 Configurasion

Domain Structure
OFSLLREL_domain
B Domain Partlions

vironment

Security Azsims
- Intmroparability
B} Dizgrastics

Hew do L. =]

Install = Wish sy

Start 2nd stog = Web =i

Altach & W-Palicy file Io a Web service

Canfigure Wb s=rvices

Wiz the SOAP messages handlers of 2 Wel
service

= View the WEDL of 2 Web service

n  Test a ‘Web service:

»  Manitor SOAP Web s=rvices

System Status =]

Heaith of Running Servers a= of 7:55 AM

}

Overiozded (0)
=

m

10.180.25.86

004/dbkls-xws-apy

-
{8 Home Log Out Freferences [&] Record Help Welcome, weblogic | Connecizd ta: OFSLLREL_demain
Horme = Summary of Deploymants >dikiz-soove we.2pp-0t > CESAcrmantSeanchRequestServics
Settings for CSSAccountSearchRequestService
Overview | Configurstion  Secwity | Tesbing | Monitaring
Uiz= tiis page o t=st that your Vel s=rice is deployed and Dat 2 is working ax mepected, In the tail, sxpand the name of the Vel servcs @z se=
2 st of its t=st points.
Depleyment Tests
Showing 1to1of1 Frevious Mext
Mame & Comments
[ C554cmuntSearchRecumtSarvice Tzt paints for thiz WebService matule.
Sk pa-oL/CS! vios WSDL page an serves WE_ManagedServer
Showing 1to1of1 Frevious Mext
-dt/C35AccountSearchRequestServicePWSDL v

The following window is displayed. The WSDL will be accessible on http before applying

WS-Policy.

ORACLE"
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8.

Figure 3-7 Configuring Weblogic Policy 7

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

v <WL5G3N@ :definitions xmlns="" xmlns:WL5G3N@="http://schemas.xmlsoap.org/wsdl/"
xmlns:WL5G3N1="http://www.w3.org/2001/XMLSchema™
xmlns :WL5G3N2="http://com/ofss/f1l/xws/xcs/Accountsearch.wsdl™
xmlns:WL5G3N3="http://schemas.xmlscap.org/wsdl/soap/" name="CSSAccountSearchRequestService”
targetNamespace="http://com/ofss/fll/xws/xcs/AccountSearch.wsdl">
¥ <WL5G3NB: types>
<xsdischema xmlns="http:// www.w3.org/2001/XMLS5chema"” xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:insl="http://com.ofss.fll.xws.xcs/ICSSAccountSearchRequestService. xsd"”
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://com/ofss/fll/xws/xcsfAccountSearch.wsdl” xmlns:xsd="http://www.w3.org/2001/XMLSchema”
targetNamespace="http://com.ofss.fll.xws . .xcs/ICSSAccountSearchRequestService . xsd"/>
</WL5G3NG: types>
¥ <bL5G3N@:message name="doAccountSearchStréRequest™:>
<WL5G3N@:part name="requestStr" type="WL5G3N1l:string"/>
</WL5G3N@:message>
v <WL5G3N@: message name="doAccountSearchStréResponse™>
<WL5G3N@:part name="return” type="WL5G3N1l:string"/>
</WL5G3NB:message>
¥ <bL5G3N@: portType name="AccountSearchRequestService”>
¥ <WL5G3N@:operation name="doAccountSearch™»
<WL5G3N@:input message="WL5G3N2:doAccountSearchStroRequest” name="doAccountSearchstré@Request”/>

<WL5G3N@ routput message="WLSG3N2:doAccountSearchStr@Response™ name="doAccountSearchstr@Response”/»
</WL5G3N@: operation>

</WL5G3N@: portType>
¥ <WL5G3N@:binding name="CSSAccountSearchRequestService™ type="WL5G3M2:AccountSearchRequestService™>
<WL5G3N3:binding style="rpc" transport="http://schemas.xmlsoap.org/scap/http"/>
¥ <LL5G3MN@:operation name="doAccountSearch™:
<WL5G3N3:operaticn style="rpc"/>
¥ <WL5G3N@ :input name="doAccountSearchStr@Request”s>
<WL5G3N3 :body namespace="CSSAccountSearchRequestService” use="literal"/>
</WL5G3NG: input>
¥ <WL5G3N2 :output name="doAccountSearchStréResponse™>
<WL5G3N3 :body namespace="CSSAccountSearchRequestService” use="literal™/>
</WL5G3N@:output>
</WL5G3N@: operation>
</WL5G3NB: bindine> o

Navigate to Configuration > WS-Policy tab.

ORACLE"
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Figure 3-8 Configuring Weblogic Policy 8

ORACLE WebLogic Server Administration Console 12e 3

Change Center @ Home Log Out Prefarences [ Record Help | Q,

View changes and restarts Welcome, weblogic | Connected to: OFSLLREL_domain
Click the Lok & B button t modify, add or Hame >Summary of Deployments »dbkds-soows we.app-dt >CSSAccountSearchRequestService

delsta fzams in thiz comain. Settings for CSSAccountSearchRequestService

Lock & Edit
Overview | Configuration  Security | Testing | Monitoring
Release Configuration
Genzral | Handlers | WS-Palicy | Ports

Domain Structure

'D;SLLREL._doma}!w Thiz page lists the palicy files that are znached to the endpoints and operations of this Web service, The operations are listed below

T DDT'E'" Partitions the endpoing; diick on the + sign to view them, Click on the endpoint or operation name to attech a poficy file. For example, you can

I‘:—' Emdranment specify that the policy file apphes onfy for inbound (request) SOAP messages, and so on.

i~ Deployments

- Senices WS-Palicy Files Associated With This Web Service

i~ Security Resims

[ Intzroparability Click the Lock & Edie button in the Change Center to activate all the buttons on this page.

[# Disgnastics Showing 1o 1of 1 Previous| Mee

Service Endpaints and Operations & Polices
¥ [CS5AcoountSesrchRequestSarvice
Showing1to 1 of 1 Previous | Mext

How do L... =]

Insta’| & Wb sarvice

Start =nd stop 2 Wb sarvice

Attach a WE-Palicy file to a Web serice

Configure Web servicas

View the SOAF message handlers of 2 Web
E)

izw the WSDL of 2 Wb service

Test a Web senice

Moanitor SOAP Web services

Manitor S0AP Wish senvice clisnts

System Status B
Heszlth of Running Servers as of B:06 AM

 — ) -

9. Click CSSAccountSearchRequestService.

10. In the below window, select Weblogic and click Next.

ORACLE 3.8
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Figure 3-9 Configuring Weblogic Policy 9

ORACLE WebLogic Server Administration Console 12e 3

Change Canter
View changes and restarts
Mo pending changes exist, Ciick the Releasa
Configuration button to allow othars to adit the
domain,

Leck & Edit

Release Configuration

@) Home Log Out Preferences [&] Record Help | Q,

Welcome, weblogic | Connected to: OFSLLREL_domain
Hame >Summary of Deployments »dbkds-soows we.app-dt >CSSAccountSearchRequestService

Configure a WebService policy
Back | | Mext |Fini51 |Canud.

Configure the Policy Type for a Web Service

Domain Structure
OFSLLREL_domain
Domain Partitions
Emvranment
Deployments
Services

Security Resims
Interoperability
Dizgnastics

e

R

How do L. =]

Insts’| & Wb sarvice

Start =nc =top 2 Wb sarvice
Attach a WE-Palicy file to a Web serice

= Configure Wb services

View the SOAF message handlers of = Web
E)

izw the WSDL of 2 Wb service

Testa Web sanice

Moanitor SOAP Web services

Manitor S04 Wish senvice dlisnts

WUse this page to canfigure which kind of policies {Weblogic or 0WSM] this Web Service will use.
Mote: Once you heve added & policy to this Web Service, you will only be able wo add policies of the same type unless you remaove all of
the poficies from this Web Senvice's endpoints and aperations first,

Which kind of Web Service policies should this Web Servica wse?

® | WebLogic

) 4E| OWSM

Back| | Mext |Fini51 |Canuﬂ

System Status =l

Health of Running Servers as of B:07 AM

11. Select policy:Wssp1l.2-Https-UsernameToken-Plain.xml and click right arrow to move it

to the selected policies list.

ORACLE
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Figure 3-10 Configuring Weblogic Policy 10

CORACLE WeblLogic Server Asministration Cansole 12¢

Change Cerber
View changes and restarts
Mz perding changes mozt. Click the Relzazs
Canfiguration Bulton to allow otfiers to edit the
domain,

Lock & Edit

FReleaga Configurasion

Domain Structure
OFSLLREL_domain
Bt~ Domain Partitions
Bi-Environment

Desloyments

B Intmroperabiity
B Disgnasties

How do L. =]

Install @ Wmh sarvi

Start and stop & Web service

Altach & W-Palicy filz Do a Web service

* Configurs Web sarvices

Wiz the SOAF messages handlers of 2 Wel
service

View the WEDL of a Web service
Test s’

b service
Manitor SOAF Web s=rvices

Manitor SOAP Web s=rvios dients

Syskem Status =
Heaith of Rurning Smrvers s= =f B:0E AM

I Failad (1)

I Critical (3

[

Overioed=d ()

12. Click OK.

81 Home Log Out Frefersnces [A] Recors Help

Home »Summary of Deplayments >dok vem.mpp-tt >CSSH

Configure & WebService policy

Back | [Next |'F|n|e|1 | Caneel

Configure & WS-Palicy File for & Web Service Endpint

Us= thiz page te canfigurs the WS-Poficy i that is asssciziad with this Web Servics =ndpsint.

The Availabie Endpaint Polices window lists the WS-Palicy files that ars available for you o 2ssocizslz to e Web Servics endpoint. Uss the arrows o

move a file ta the Chos=n Endpaink Policies table, then dick O Lo activate your update.

Service Endpaint Polices

(#F] Service Endpoint Palicies:

Available Endpoint Policies:

[ policy:Wssp1.2-EncryptBody.cml
palicy:Wssp1.2-Hitps- BasicAuth.xml
policy:Wssp1.2-Htps-ClientCertReq.xml

! poli 1.2-Hitp: ar Digestoeml

(] policy:Wssp1.2-Hitpsoml

| policy:Wssp1,2-Sign-Wsa-Headersoml
[ palicy:Wssp1,2-SignBady.eml
i 1.2-Wss1.0-U Toh

2-Wssl.

Drigest-X 500 -Basic 256.5ml
gest-K506-
Plain-X509 -Basic256 .xml

15.x

2-WWss1.0-1: Plisin-X505 -
2-Wxs1.0-X509-Basi xml

P

2-Wxsl.0-X500 ig
2-Wssl. 509

2-Ws41.0-X509-Trip 1
policy:Wisp1.2-Wss1,1-DK-X508-Endorsing.xmi
policy:Wssp1.2-Wss1,1-DKaml

13- Wil

| Back]| [t ||M| cancal

.| v

sirigacml

Saxm

_A

Welcome, weblogic | Connecl=d to: OFSLLREL_domain

Chosen Endpoint Policies:
policy:Wssp 1,2-Hitps-UsernameToken-Pla

f o~ ¥ w

ORACLE"
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Figure 3-11 Configuring Weblogic Policy 11

CORACLE WeblLogic Server Asministration Cansole 12¢ 2
Change Center R Home Log Out Preferences [&] Record el | ] Welcome, weblogic | Cannacizd ta: OFSLLREL_demain
i Ehieiges oo Tt Horme »Summary of Deploymants >dokis-com we.2pp-ct >CSSAccountSeanhRequestServics
Mz panding chianges mest. Click the Rejaaze Save Deployment Plan Assistant
Configuration bution t= sllzw ctfers o =dit the
gemen. =
Lock & Edit
Save Deplayment Pla
| Relesee Configuraion | i i
¥2u Nava mage coafiguration changes il nesd io be sizead in 2 new dezlzyment plan.
D ke Salact or mnter e path of 2 degloyment plan fie. The patf must end with *semf I i fighty recommendad that i fs be namen Fansml.
OFSLLREL_domain
B3~ Doenain Particns Esch pian sfould be lzceted in its cun dirsstary, olierize spplications can insdvertently shere depiayment glan fies. The plan fie will b=
fip et gvaruritten i it aivesdy mxidls, Otfer Mz in the glen dirsctary mey be avarwrittan =z well.
|- Degloypments
sty Pasth: lizzratehiPlan. ol
Security Resims
B Intmroperabiity Recently Used Paths:  (none)
B Disgnasties Current Location: mumD0bap.in.cracle.com | szt | azp [ frwdls | user_projects | Somains | OFSLLREL famein [ sysman | ulzed |
"
[ arciiie
17 canne
OK | Gangel |
How do L.. =]
u Crasts s deslzymant glan
o Updste s Gmzloyment plan
» Specily 2 Gesloyment plen
« Configurs an enterarise spliation
« Startand steg = deglsy=d antarprize
=zplcation
a Targsl an entarprive szpeation bn = zervar
imstanze
o Test e macules in =n entarriss spslicstan
System Status B
Heaith of Running Servers =z of B:00 AM
| Failez (0]
[ Ceitizal (3
Qveriazded (1)
[ Warning (1]
-

I O

13. Browse to any folder to save Deployment Plan and click OK.

ORACLE"
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Figure 3-12 Configuring Weblogic Policy 12

CORACLE WeblLogic Server Asministration Cansole 12¢

Change Center {8 Home Log Out Frefersnces [&] Record Help 9 Welcome, weblogic | Connecizd ta: OFSLLREL_demain

Home »Summary of Deplayments >dtks-ove v epp-0t >CSSAccnuntSearchRequestService

Vitw changes and restarts

Messages
Panting changes mxist. They must be actietes
to take efact, #An oyment plan has besn succsssfully ceated in
f=cratd ..

| « Activate Changes ] 5
 — (& “four d=pioyment configuration Fizs be=n uptates to incuds the new plan.
unsa All Changss

Settings for CSSAccountSearchRequestService

Domain Structure
Overview | Configueation  Ssmusy | Tesimg | Manitseing

|_dzmain
=emain Barttizns
; & ek zevice i @ =t of funstions paskaged ints 2 singls antity Wit iz avalebiz to sther syztems or @ retwerk. It is implemant=d wsing & Jave Wb
=tz Sarvics (JWS) filz, which is 2 Jave slazs thet uz=s WS matadats snnatations b= se=sify the shaps and behavier of the Wet 3=,

This page dizpleys the genaral coafigumation of 2 degloysd Wb s=rvics, zuch =5 the nzme thet asp=ers in the Deployments table of the
Adrministration Cansole, the name of the WAR or 213 JAR fis in which it is packaged, and neame thet sppears in the WSDL that describes the Wets

service.
Depleyment Names bl ws.zap-dt Mame of the Web service as it apeears in the Degloyments
bl
Module Hame: dbkle-nz-web-dt e
Hew do L..
Service Name; CSSAccountSearchReguestServics ppears in the WSDL

»  Instsll 2 Web s=rvice his Web

P Web service clients

System Status =
Heaith of Running Servers == of B:13 AM

14. Now you will be not able to access the WSDL on http port. Following message will be
shown when you access with http URL.

Figure 3-13 Configuring Weblogic Policy 13

This XML file does not appear to have any style iated with it. The d tree is shown below:

— <env:Envelope>
<env:Header/>
— <env:Body>
— <env:Fault>
<faultcode>env-Client Access</faultcode>
<faultstring>SSL Required!</faultstring>
</env:Fault=
</env:Body>
</env:Envelope>

# Note:

For SSL communication, the vendor servers seek public certificates. Hence, you
need to download the certificates from vendor website and import into your java
keystore. You then need to configure Weblogic to present the certificates to
vendor servers for successful handshake.

15. Select the environment on the left pane.

The following window is displayed.

ORACLE 3.12
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Figure 3-14 Configuring Weblogic Policy 14

CORACLE Weblogic Server Adminiztration Consale 12c

Change Cérber
Wiew changes and restarts

Click the Lock & £oit button to modify, 2dd or
delete it=ms in this domain.

| ok & Edit

~ Felease Configurabon

Domain Structure

OFSLLREL_domain
H}-Doenain Partitions

B-Interoperability
B} Disgnostics

Hew do L. =]

+ Search the configuration
o Us= the Cfizngs Canter

Recard WLST =cripts

Changs Conscle prefarences
+ Mansg= Conscis sxt=rsions

+ Monilor senvers

System Status =]

Heaith of Running Servers a= of 5:58 AM
I Emilezg)
I Critical (9}
[ Overiosded ()
I Warning ()
I ()

16. Click Servers.

Rl Home LogOut Prefrences [2] =
Home:

Home Page
Infermation and Resources

Helpful Tools
= Configurs spaliestiane

= Configurs GrigLink far RAC Data Source
= Configurs = Dynamic Cluster

Recent Task Status
* Satyour conssle preferances

* Oracle Enterprize Manages
Domain Configurations

Domain

« Domain

Domain Partitions
s Damain Partitions
= Partition Work Managers

Enviranment

+ Saryers

* Clusters
» Saryer Tamplates
» Migratable Targets

+ Cohiermnce Clusters

+ Machines

« Virtus! Hasts

* Virtuz! Targats

 Wark Manzgers

+ Concusrent Tamplstes

+ Resource Management

+ Startup And Shutdown Clazses

Application's Serurity Settings
# Security Reaims

General Information

* Common Administration Task Descriplions

* Read the documentation

* Ak 2 question oo My Oracle Suzpart

Resgurce Group Templates
+ Remurce Group Templetes

Resource Groups

+ Remurce Groups

Deployed Resvurees

* Deplayments

Services

+ Mesz=ging
= IMS Servers

= Store-and-Forwand Agent=

= IMS Modules
= Palh Services
- Beidg=s

+ Dats Sources

Fersistent Stores

ML Registries

ML Entity Caches

Farsign JMDT Praviders

Viark Contexts

o 0M

e ° 3

Interoperability
s WTC Servers
+ Jalt Cannection Poals

Dimgnostics

v Log Files

+ Disgnostic Moduies

« Builtrin Disgnastic Modutes
+ Disgnostic Images

+ Amgumst Performance

+ Archives

 Contmxt

+ ShMp

+ Intercegtars

Charts and Graphs

* Mznitoring Dezhiboard &

w-mh|mmoﬁmn

ORACLE"
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Figure 3-15 Configuring Weblogic Policy 15

ORACLE webLogic Server Administration Console 12¢

Change Canter
View changes and restarts

Click the Lock & Foirbutton 1o modify, add o
delsta items in this domain.

| Lock & Edit |

Release Configuration

Domain Structure
OFSLLREL domain
[ Domain Partitions
[# Emviranment

[~ Deglyymants

[¥ - Sarvices

i Saourity Reslms
[ - Interoparability
[# Dizgnostics

How do L. =]

« Crests Managed Servers

+ Clonz sarvers

» Delet= Managed Senvers

» Dalete the Administration Server
= Start and stop sensers

= Wizw objects in the INDI tree

ﬁmmmml&]mordm|

Home >Summary of Environment > Summary of Servers

Summary of Servers

Configuration = Control

A sarver is an instance of Welblogic Server that runs in its own Java Virual Machine (VM) and has its own configuration.

2N

Welcome, weblogic | Connected to: OFSLLREL_domain

This page summarizes esch senver that has besn configurad in the current Weblogic Server domain,

0

F Customize this table

Servers (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Canter to zctivate 2l the buttons on this page.

Fewi| [Cione| [Delete

Showing 1to 30f 3 Previous | Next

MName «& Type Cluster Machine State Health Listen Port
AdminSenver{zdmin] Configurad RUNNING 0K 5001
OFSLL_ManagedServer Configured RUNNING « OK 5003
WS_ManzgedServer Configured RUNNING & 0K 5004

Hew| [Cione| [Delete

Showing 1 to 30f 3 Pravious | Next

System Status 8
Hezlth of Running Servers as of 10:06 AM
Failed {0}
I Crisical {01}
Cverlozded (0}

Warning ()
I i ()

17. Select the Server into which the WebServices are deployed.

ORACLE"
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Figure 3-16 Configuring Weblogic Policy 16

ORACLE WebLogic Server Adminsrston Consok 125 s 2 oBn

Change Canter
View changes and restarts

Click the Lock & Foirbutton 1o modify, add o
delsta items in this domain.

! Lock & Edit |

Release Configuration

{1 Home Log Out Preferences [ fizcord Help | | a |

Welcome, weblogic | Connected to: OFSLLREL_domain

Haome >Summary of Emdronment >Summary of Servers >WS_MsnagedServer

Domain Structure
OFSLLREL domain
[ Domain Partitions
[# Emviranment

[~ Deglyymants

[¥ - Sarvices

i Saourity Reslms
[ - Interoparability
[#- Diagnostics

How do L. =]

« Configure identity and rust
+ Conffigure keystores
= Setup S50

System Status =]

Health of Running Sarvers as of 10:07 AM

[ Failed(0)
[ Crigcal {0}
[ Overloaded (0)
[ Waming(0)
k()

18. Select Keystores.

for WS._| 1S

Configuration =Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Mates

General | Chster  Serviczs | Keystores | S5L | Federation Serviczs | Deployment | Migration | Tuning | Owerload
Concurrancy | Health Monitoring | Server Start | Wieh Sarvices | Coherence

Click the [ack & Edit button in the Changs Cantzr to modify the settings on this page.

Save

Kepstorss ensure the szcure storage and management of private keys and trusted certificate 2utharities (CAs), This page lets you view

and define various keystore configurations, These settings help you to manage the security of message transmizsions,

Keystores: Dema Identity and Demo Trust| Chan; Which configuration nules should be used for finding

I—DE% the server’s identity and trust keystores?  More
Info...

Identity
Demo Identity  kss://zystem/demaidentity The location of the demao identity keystore.  More
Keystore: Info...
Demo Identity  kss The type of the demo idem.:ghkeysmre. Generally,
Keystore Type: this is JX5 or K55, More Info..
Demo Identity ] The demo identity keystore's encrypted passphrass,
Keystore | fodeleiclokaetaind This is readonly and changes will not be
Passphrase: applied.  Mare Info...

Trust —
Dema Trust femst/mystam)trust The location of the demo tust keystore.  Mare Info..,
Keystore:
Demo Trust kss The type of the demo trust keystore, Generally, this &
Keystore Type: IKS or KS5. More Info...
Diemo Trust The damno trust keystore's encrypted passphrace, This v
Keystore iz read anly and changes will not be zpplisd,  More
Passphrase: Info...

ORACLE"
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Figure 3-17 Configuring Weblogic Policy 17

ORACLE WebLogic Server Adminsrston Consok 125 s 222 2 oBh

Change Canter

View changes and restarts

Mo pending changes exist, Chck the Releasa

SOI'IﬁQJEEiCII'I buston to allow others to edit the
jomain,

Lok & Edit

Release Configuration

@ Home Log Out Preferences [£] Record Help | i

Welcome, weblogic | Connected to: OFSLLREL_domain

Home >Summary of Environment >Surmmary of Servers >WS_ManagedServer

Domain Structure
OFSLLREL domnain
B Domain Partitions
[# Emviranment

i Degloyments
[#-Sarvices

i Security Reslms
¥~ Interoperability
[# Diagnostics

#

for WS I }

Configuration =Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Mates
General | Chster  Serviczs | Keystores | S5L | Federation Serviczs | Deployment | Migration | Tuning | Owerload
Concurrancy | Health Monitoring | Server Start | Wieh Sarvices | Coherence

Save | | Cancel

Keystores ensure the s=cure storage and management of private keys and trusted certificste suthorities (CAs). This page lets you view
and define various keystone configurations. These settings help you to manage the security of message transmissions,

ing Trus

finding

Mora

How do L. =]

= Configure identity and must
= Configure keystores

= Setup S50

System Status B
Heszlth of Running Servers as of 10:09 AM

[ Failad (0)

[ Critical {0}

[ Oerloadad (0)
[ Waming (0}
I 0K (3)

19. Click Change and select Custom Identity and Custom trust from the drop-down list.

3-16



ORACLE"

20.

Chapter 3
Configuring Weblogic Policy on WebServices

Figure 3-18 Configuring Weblogic Policy 18

ORACLE weblLogic Server Adminisirstion Console 12c o

Change Canter
View changes and restarts

Click the Lock & Foirbutton 1o modify, add o
delsta items in this domain.

Lock & Edit

Release Configuration

{1 Home Log Out Preferences [&] Record. Help | | &

Welcome, weblogic | Connected to: OFSLLREL_domain

Hame =Summary of Envircnment > Surmmary of Servers =WS_ManagedServer

for WS_|

Domain Structure

OFSLLREL dommzin
Domain Partitions
Errvironmennt

-~ Deplyments

[¥ - Sarvices

Seourity Reslms

Interoperahility

Dizgnostics

—R-

R

| | Concurrency | Heslth Monitoring | ServerStart | Wb Services | Cohasenca

How do L.. B
« Configure identity and rust

+ Conffigure keystores

= Setup S50

System Status =]
Health of Running Sarvers as of 10:11 AM
I Failed (0}
I Criical {0}
[ Owerloaded (0)

Warning (0
I o )

Specify

Configuration =Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Mates

General | Chster  Serviczs | Keystores | S5L | Federation Serviczs | Deployment | Migration | Tuning | Owerload
Click the [ack & Edit button in the Changs Cantzr to modify the settings on this page.
Save

Kepstorss ensure the szcure storage and management of private keys and trusted certificate 2utharities (CAs), This page lets you view
and define various keystore configurations, These settings help you to manage the security of message transmizsions,

Keystores: Custom Identity and Custom Trust Which configuration nulss should be used for finding
Change | the server’s identity and trust keystores?  More
Info...
Identity
Custom Identity Kaystora: The source of the idzntity keystare. For 2 K5

keystore, the sourcs is the path and file name. For an
Oracle Key Stors Servies (KS5) kaystors, the soures is
the KS5 URL  More Info...

Custom Identity Keystore Type: The type of the keystore, Generally, this is 15, IF
using the Oracle Key Store Service, this would
beK55  More Info..,

Custom Identity Keystore

Passphrase:

Confirm Custom Identity Keystore
Passphrase:

Trust

‘Custom Trust Keystore: _'I"e source of the custom m
kzystore, the source

leyztore, For a JKS
nd file name. Foran LW
Orache Kzy Store Service (K55) keystore, the sounce 5
tha KSSHRT  Mara Tnfn

e Custom Identity Keystore: Java keystore holding the certificates

e Custom Trust Keystore: Java keystore holding the certificates

e Custom Identity Keystore Type: jks

e Custom Trust Keystore Type: jks

*  %Keystore Passpharses: keystore password

Click Save. The WSDL can be accessed on https port as below. The WS-Policy will be

shown in WSDL.
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Figure 3-19 Configuring Weblogic Policy 19

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

¥ <lL5G3N@:definitions xmlns="" xmlns:WL5G3N@="http://schemas.xmlsoap.org/wsdl/"
xmlns:WL5G3N1="http://www.w3.org/2001/XMLSchema™
x¥mlns :WLSG3N2="http://com/ofss/T11/xws/xcs/AccountSearch. wsdl™
xmlns:WL5G3N3="http://schemas.xmlscap.org/wsdl/soap/" name="CSSAccountSearchRequestService”
targetNamespace="http://com/ofss/fll/xws/xcs/AccountSearch.wsdl">
¥ <WL5G3NB: types>
<xsdischema xmlns="http:// www.w3.org/2001/XMLS5chema"” xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/”
xmlns:insl="http://com.ofss.fll.xws.xcs/ICSSAccountSearchRequestService. xsd"”
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://com/ofss/fll/xws/xcsfAccountSearch.wsdl” xmlns:xsd="http://www.w3.org/2001/XMLSchema”
targetNamespace="http://com.ofss.fll.xws . .xcs/ICSSAccountSearchRequestService . xsd"/>
</WL5G3NG: types>
¥ <bL5G3N@:message name="doAccountSearchStréRequest™:>
<WL5G3N@:part name="requestStr" type="WL5G3N1l:string"/>
</WL5G3N@:message>
v <WL5G3N@: message name="doAccountSearchStréResponse™>
<WL5G3N@:part name="return” type="WL5G3N1l:string"/>
</WL5G3NB:message>
¥ <bL5G3N@: portType name="AccountSearchRequestService”>
¥ <WL5G3N@:operation name="doAccountSearch™»
<WL5G3N@:input message="WL5G3N2:doAccountSearchStroRequest” name="doAccountSearchstré@Request”/>
<WL5G3N@ routput message="WLSG3N2:doAccountSearchStr@Response™ name="doAccountSearchstr@Response”/»
</WL5G3N@: operation>
</WL5G3N@: portType>
¥ <WL5G3N@:binding name="CSSAccountSearchRequestService™ type="WL5G3M2:AccountSearchRequestService™>
<WL5G3N3:binding style="rpc" transport="http://schemas.xmlsoap.org/scap/http"/>
¥ <LL5G3MN@:operation name="doAccountSearch™:
<WL5G3N3:operaticn style="rpc"/>
¥ <WL5G3N@ :input name="doAccountSearchStr@Request”s>
<WL5G3N3 :body namespace="CSSAccountSearchRequestService” use="literal"/>
</WL5G3NG: input>
¥ <WL5G3N2 :output name="doAccountSearchStréResponse™>
<WL5G3N3 :body namespace="CSSAccountSearchRequestService” use="literal™/>
</WL5G3N@:output>
</WL5G3N@: operation>
</WL5G3NB: bindine> o

Apply WS-Policy policy:Wsspl.2-Https-UsernameToken-Plain.xml to the following
WebServices.

CSSAccountDetailsRequestService
CSSAccountPayOffQuoteRequestService
CSSAccountSearchRequestService

CSSPostTransactionsRequestService
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Verify Successful Installation

The following section details the steps to be followed to verify successful Webservices
deployment and verify successful Interface (Route One) deployment

e Verifying Successful Webservices deployment:

e Verifying Successful Interface (Route One) deployment:

4.1 Verifying Successful Webservices deployment:

The following are the steps to verify successful Webservices deployment.
1. Ensure that the state is ACTIVE and health is OK in the Weblogic.

2. Accessing the WSDL using: http://<hostname>:<port>/<context root>/
CSSAccountDetailsRequestService?WSDL and receiving error: “No valid XML found”

4.2 Verifying Successful Interface (Route One) deployment:

The following are the steps to verify successful Interface (Route One) deployment.
1. Ensure that the state is ACTIVE and health is OK in the Weblogic.

2. Accessing the interface URLs mentioned below from the browser and receiving error: "No
valid XML found":

e "http://<hostname>:<port>/<context root>/postdt2xws?xaeprc"
e "http://<hostname>:<port>/<context root>/postds2xws?xaeprc"

e "http://<hostname>:<port>/<context root>/postro2xws?xaeprc"
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Enable Logging

The following sections explain the process of enabling WebService Log and enabling SQL Log
for WebServices Component.

e Enabling WebService Log
e Enabling SQL Log for WebServices Component

5.1 Enabling WebService Log

It is not recommended to enable WebServices log while running in production environment.
The logging should be enabled in production only for debugging purpose by following the
below mentioned steps.

1. The log file path has to be specified in 1ogging.properties file.

2. Thefile is available inside config folder. Navigate to dbkls-xxws.ws.app-dt.ear/
dbkls-xws-web-dt.war/WEB-INF/classes/config/

*  Edit the following with the log file path: java.util.logging.FileHandler.pattern=<Path>/
dbkls_xws_%g.log

3. Restart the managed server (in which services are deployed) with the following argument:

Table 5-1 Argument

Type Description

Argument Djava.util.logging.config.file=<Path of the above
logging.properties file>/logging.properties

Example nohup ./startManagedWebLogic.sh -

Djava.util.logging.config.file=<Path of the above
logging.properties file>/logging.properties &

4. The login levels can be set through the 1ogging.properties file. Un-comment the level
required in the 1ogging.properties file.

o #com.ofss.fll.xws.level=FINEST
o #com.ofss.fll.xws.level=FINER

o #com.ofss.fll.xws.level=FINE

o #com.ofss.fll.xws.level=CONFIG

e #com.ofss.fll.xws.level=INFO

5.2 Enabling SQL Log for WebServices Component

It is not recommended to enable WebServices SQL log while running in production
environment. The logging should be enabled in production only for debugging purpose by
following the below mentioned steps:
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Enabling SQL Log for WebServices Component

The CMN_DEBUG_LEVEL system parameter should be enabled and set to appropriate

non-zero value.

The CMN_DEBUG_METHOD system parameter should be enabled and set to appropriate

non-zero value.

The respective package debug level for the webservice should be enabled and set to
appropriate non-zero value in system parameter. Please refer the below table to for the
service and debug level mapping.

Table 5-2 Service and Debug level mapping

Service

Dialerintegrator:
xcsadi_em_100 01

To receive loan
application from dealer
track:
XAEPRC_EM 100 01

To receive edocs
application update :
XAEEDS_EM_100_01

To receive loan

application from route

one:XAEPRC_EM_100
01

CSSAccountDetailsReq
uestService:
XCSPRC_EM_100_01

To receive loan
application/deal update
from dealer track:
XAEUPD_EM_100_01

To receive edocs
comment update :
XAEEDS_EM_100 01

To receive loan
application/deal refresh
from route one :
XAEUPD_EM_100 01

CSSAccountSearchRe
questService:
XCSACS_EM_100 01

To receive comments
from dealer track :
XAEPRC_EM_100 01

To receive edocs
location update :
XAEEDS_EM_100_01

To receive comments
from route one:
XEAUPD_EM_100_01

CSSPostTransactionsR  To post comments to To post comments to
equestService: dealer track: route one:
XCSUPD_EM_100_01 XAECHK_EM_100_01 XAECHK_EM_100_01
CSSAccountPayOffQuo To post application To post application

teRequestService: N/A

status to dealer track:
XAECHK_EM_100_01

status to route one:
XAECHK_EM_100_01

LOSeApplicationReque
stService:
XAEEDS_EM_100_01

To post dealer details to

dealer track:
XPRPRC _EM_ 100 01

To post dealer details to
dealer track:
XPRPRC_EM_100_01

LOSApplicationRequest
Service:
XAEPRC_EM_100_01

LOSApplicationSearch
RequestService:
XAEQUE_EM_100_01

LOSApplicationLocatio
nUpdateService:
XAEEDS_EM_100 01

LOSApplicationComme
ntUpdateService:
XAEEDS_EM_100_01

LOSPostStatusRequest
Service:
XAECHK_EM_100_01

LOSApplicationUpdate
Service:
XAEUPD_EM_100_01

LOSCheckStatusReque
stService:
XAECHK_EM_100_01

LOSEcontractService:
XACPRC_EM_100 01

5-2



Configure RESTful WebService

Follow the below steps to configure RESTful WebService.

e Creating Data Sources for RESTful WebService
e Statement Timeout Configuration

e OAuth Implementation

e Deploying RESTful WebService

e Deploying RESTful Credit Bureau WebService

6.1 Creating Data Sources for RESTful WebService

Please follow the below steps to create data Sources for RESTful WebService.

1. Login to Oracle Weblogic 12c console (http://hostname:port/console).

Figure 6-1 Create RESTful WebService 1

ORACLE Weblogic Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Username:

Password:

2. On successful login, the following window is displayed.
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3.

Figure 6-2 Create RESTful WebService 2

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

| Lock & Edit

Release Configuration

Domain Structure

QFSLLREL_domain
[#-Domain Partitions
B-Environment
—Deployments

3 Sanvices
—Security Realms
H-Interoperahiliey
- Dizgnostics

How do L.. =]

Search the configuration

Use the Change Center
Record WLST scripes
Change Console prefarences.

Manage Console axtensions

Monitor servers

System Status =]
Health of Running Servers as of 11:23 AM

Failed (0}
[ Criseal (0)

& Home Log Owt Preferencas Record Help | e

Home

Home Page

~ Information and Resources

Helpful Tools

» Configure applications

= Configure GridLink for RAC Data

Source

* Recent Task Status

* Szt your console preferences

Oracle Enterprise Managar

-~ Domain Configurations

Domain

= Domain

Domain Partitions
= Domain Partitions

= Partition Work Managers

Environment

= Servers

= Clusters
= Server Templates
= Migratzhble Targets

Coherence Clusters

-

Machines

Virtuzl Hosts

= Virtuzal Targats

Configure a Dynamic Cluster

Welcome, weblogic |Cu|men:|:ed to: OFSLLREL_domain

General Information

= {Common Administration Task Descriptions
= Rzad the documentation

= Ack a question on My Oracle Support

Resource Group Templates Interoperzhility
= WTC Servers

= Jolt Connection Pools

= Resource Group Templates

Resource Groups
= Resource Groups Diagnastics
= Log Files
Deployed Resources = Dizgnostic Modules
= Deployments = Built-in Diagnostic Modules

= Dizgnostc Images

Services = Request Performance
= Messaging = Archives
= IMS Sarvers = Context
= Swre-and-Forward = SHMP
Lkl = Interceptors
= M5 Modules

= Path Services Charts and Graphs

Bridges ~ Alani

i Pinrbbned 16

Click Domain Name > Services > Data Sources.

The following window is displayed.

ORACLE"
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Figure 6-3 Create RESTful WebService 3

ORACLE WebLogic Server Administration Consale 12¢ _ -

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL _domazin

B-Emvironment
+—Deploymants

[E1-Senvices

EH

¥ istent Stores
+—Foreign JNDI Providers
+Work Contexes

—¥ML Registrias

XML Entity Caches

-jcoM b

i—Mail Secsinng

Bl-Domain Partitions o)

How do L. =]

Crazte JDBC generic datz sources
Create JDBC GridLink data sources
Create JDBC multi data sources

.

Create UCP data sourcas

Create Proxy data sounces

Systam Status B
Hezlth of Running Servers as of 7:58 PM
[ Failed(0)

[ Critical (1)

Overloaded (0}

Data Source.

@ Home Log Out Prafersnces

ord Help | &

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain
Home >Summary of JDBC Data Sources

Summary of JDBC Data Sources
Configuration  Monitoring
A JDBC d=t= source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up 2 data source on the JNDI tree and then borrow 2 database connection from a data
S0Urce,

This pags summarizes the IDBC data source objects that have bean crasted in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edir button in the Change Cantar to activate all the buttons on this page.

MNew = | | Delete Showing 1to 9of 9 Previous | Mext
Name <% Type |JINDI Name Targets
AQ-IM5-DE Generic | jdbc/agimsdb OFSLL_MznagedServer
jdbec/dbk105nlEIBDS Generic | jdbc/dbk105nIEIBDS WS5_ManagedServer
LocalSveThiDataSource  Generic | jdbc/LocalSveThiDataSource | AdminServer
mds-adf Generic | jdbc/mds/zdf AdminServer, OFSLL_ManagedServer
QFSLL Generic | jdbc/of=EDBConnDS AdminServer, OFSLL_ManagedServer
opss-audit-DEDS Generic | jdbc/AudithppendDatzSource Boluinteoeer; OFSLE Meager: '

W5_ManagedServer

AdminServer, OFSLL_ManagedServer,
W5_ManagedServer

AdminServer, OFSLL_ManagedServer,
W5_ManagadServer

opss-audit-viewDS Genaric | jdbe/ AuditvizwDataSourca

opss-data-source Generic | jdbc/OpssDiataSource

WLSSchemaletaSource  Generic | jdbc/WLS5chemaDataSourca

New - | [Delete Showing 1to 9of 9 Previows | Mext

4. Click Lock & Edit button on the left panel. Click New on right panel and select Generic

ORACLE
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5.

Figure 6-4 Create RESTful WebService 4

ORACLE WebLogic Server Asministration Conzole 122
@ Home Log Out Preferences [B] Record Help

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the

domain,
Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
#-Domain Partitions
[ Environment
+—Deploymants
[Eh-Sanvices
[#}-Messaging
—Data Sources
i~ Persistent Stores:
+—Forsign JNDI Providers
—Wark Contexts
XML Registries
XML Entity Caches
JCOM

i—Ma3il Sestinns

How do L.

Crazte JDBC generic data sources
Create JDBC GridLink dats sources

Crezte JDBC multi dats sources

Crazte UCP dats sources

Crezts Proxy datz sources

System Status

Hezlth of Running Servers as of 7:58 PM

I Failed (0}
I Critical (0)
T cwerdnaded ()

Home >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration  Monitoring

A JDBC d=t= source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up 2 data source on the JNDI tree and then borrow 2 database connection from a data

Source,

< B

Welcome, weblogic |Cumd to: OFSLLREL_domain

|

This pags summarizes the IDBC data source objects that have bean crasted in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)

| Newew | [Delet=

Showing 1o 9 of 9 Previous | Next

Generic Data Sou
Type | IJNDI Name Targets
GridLink Diata Soun
I e
Multi Dats Source Generic | jdbc/agimsdb OFSLL_MsznzgedServer
Generic | jdbc/dbk105nlEIBDS WS5_ManagedServer

Proxy Data Source

N — ree  Generic | jdbc/LocalSvcThIDataSource | AdminSenver
a1 Generic | jdbc/mds/=df AdminSanver, OFSLL_ManagedServer
[ | oFsLL Generic | jdbc/ofsEDBConnDS AdminServer, OFSLL_ManagedServer
T el - AdminSanver, OFSLL_ManagedServer,
[ | opss-audit-DBOS Generic | jdbc/AudithppendDataSource WS, ManagadSarver
—— it | o AdminSanver, OFSLL_ManagedServer,
[ | opss-audit-viswDs Generic | jdbo/AuditviewDataSource WS, ManagedServar
S e AdminSarver, OFSLL_ManagedSarver,
[ | opss-datz-sowrce Generic | jdbc/pssDataSource W5 MansgedServer
[ | wiLSSchemaDatzSource  Generic | jdbc/WLSSchemaDataSourca

=

ew~ | | Delete

Showing 1to 3 of 9 Previows | Next

The following window is displayed.

ORACLE"
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Creating Data

Figure 6-5 Create RESTful WebService 5

ORACLE WebLogic Server Asministration Conzole 122

Chapter 6
Sources for RESTful WebService

Lol

Change Center & Home Log Owt Preferencas Record Help &

View changes and restarts Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain
Mo pending changss exist. Click the Release Home >Summary of JDBC Data Sources

Configuration button to allow others to 2dit th

R ® | | Create a New JDBC Data Source

Lock & Edit Back| [MNext|

Fifigh | Cancel |
Release Configuration

JDBC Data Source Properties

Domain Structure The following properties will bz used to identify your new JDBC data source,
OFSLLREL_domain * Indicates required fields

#-Domain Partitions ~

[ Environment :

i Deployments ‘What would you fike te name your new JDBC data source?
Ef-Services . :

| ) Messzging 63 " Name: OfSIREST

+—Data Sources

i~ Persistent Stores:

‘What scope do you want to create your data source in
+—Forsign JNDI Providers

—Work Contexts e .
e T
L XML Registrizs Global[ ]
XML Entity Caches
jCoM W ‘What JNDI name would you like to assign to your new JDBC Dats Source?

i—Ma3il Sestinns

(5] INDI Name:

ot B jdbe/Ofs11KSDS
» Craate JDBC generic data sources o
= Create LLR-enabled IDBC data sources
v
System Status E
Hezlth of Running Servers as of 7:59 PM What databasz type would you fike to select?
[ meiledio) Database Type: \Oracle E

Critical (@)
Overlozded (0}
| ~ Waming {0}

1
I o ()

Back | |Mext |cin|sh | Cangel

Specify the following details:

* Enter Data source Name

« Enter the JNDI Name as jdbc/OfslIIWSDS
e Select Oracle as Database Type.

Click Next.

The following window is displayed.
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ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Mo pending changss exist. Click the Release

‘Configuration button to sllow others to edit the

domain,
Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
[#-Domain Partitions
[ Environment
—Deployments
[Eh-Sanvices
| #1-Massaging
+—Data Sources
i~ Persistent Stores
+—Forsign JNDI Providers
—Wark Contexts
XML Registrias
XML Entity Caches
JCOM

i—Ma3il Sestinns

Figure 6-6 Create RESTful WebService 6

@ Home Log Owt Preferencas Record Help | &

Lol

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain

Home >Summary of JDBC Data Sources
Create a New JDBC Data Source
| Back | | Next| | Firigh | | Cancal |
JDBC Data Source Properties

The following properties will bz used to identify your new JDBC data source,
Database Oracle
Type:

What databasz drivar would you like to us= wo create datebase connections? Mota: ¥ indicates that the driver is axplictly
supported by Oracle Weblogic Server.

Da_labase *Oracle’s Driver (Thin) for Service connections; Yersions:Any {E‘
Drivar: S -
Back| [Mext| |[Finish | Gancel

How do L.

» Craate JDBC generic data sources

= Create LLR-enabled IDBC data sources

System Status

Hezlth of Running Servers as of 8:00 PM
Failed (0}
Crivical (0)
Overlozded (0}

Waming {0}

1
I o ()

Select the Database Driver Oracle's Driver(Thin) for Services
connections;Versions:Any.

Click Next.

The following window is displayed.

ORACLE"
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Figure 6-7 Create RESTful WebService 7

ORACLE WebLogic Server Administration Consale 12¢ _ -

Change Center &) Home Log Dut Prefersnces Record Help | | LR |
View changes and restarts Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain
Mo pendiﬂ_g changes exist. Click the REIea§e Home >Summary of JDBC Data Sources
g:nmf:i::ll:lrauon button to allow others to adit the Create 2 News JDBC Data Soarce
Lock & Edit

| Back | | Next| | Fifish |'Canud:
Release Configuration

T ion Options
Domain Structure

You have selected non-¥A JDEC driver o crezte database connaction in your new data source.
OFSLLREL_domain

H1-Domain Partitions ~ Does this datz source support global transactions? If yes, please choose the transaction prosecol for this dats source.
[ Environment
L Deployments ] Supports Global Transactions
[Eh-Sanvices
1 Masszging Select this option if you want to enzsble non-XA JDBC connections from the data source to participate in global transactions
i Dat 5-0 wsing the Logging Lasr Resource (LLR) transaction optimization. Recommended in plece of Emulate Two-Phass Commit.
i a urces
+Persistent Stores poa .
L Last Resou
~—Forsign JNDI Providars s T
—Wark Contexts
H X’r:L Registrias Select this option if you want to ensble non-XA JDBC connections from the data source to emulate participation in globsl
¥ML Entity Cach transactions using JTA. Select this option only if your zpplication can tolzrate heuristic conditions.
ntity Caches
JCom W

e () Emulate Two-Phase Commit
M= Sessinns

How do .. B Select this option i you want o enzble non-XA JDBC connections from the data source to participate in global transactions

wsing the one-phase commit transaction processing. With this option, no other resources can participat= in the global
» Creste JDBC generic data sources transaction.

= Create LLR-enabled IDBC data sources (®) One-Phase Commit

System Status = Hack| [Next | Bk | Cancel
Hezlth of Running Servers as of 8:02 PM

[ FEiled(n)
[ Criseal(0)
[ Overloaded (0}
[ wWaming (D)
I ok (2)

10. Click Next.

The following window is displayed.
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Figure 6-8 Create RESTful WebService 8

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts
Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain

#-Domain Partitons £

[ Environment
—Deployments
[Eh-Sanvices
[#}-Messaging
+—Data Sources
i~ Persistent Stores:
+—Forsign JNDI Providers
—Wark Contexts
XML Registrias
XML Entity Caches

JCOM W

i—Ma3il Sestinns

How do L. B

» Craate JDBC generic data sources
= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 8:07 PM

[ FEiled(n)
[ Criseal(0)
[ Overloaded (0}
[ wWaming (D)
I ok (2)

=Y

. _________C N

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
| Back | | Next| | Fifish | | Cancal |
Connection Properties

Define Cannection Properties.
What i the name of the dztzbase you would like to connact ta?

Database Name: OLLDB

What iz the name or [P address of the database sarver?

Host Name: ofsll.oralce.com

What is the port on the database server used to connect to the dambasa?

) 1521

What databass account user name do you want to uss w create database connections?

Database User Name: OFSLLREL

What is the datzbase account password to use to creats detsbase connections?

Password: (ITTITE]

Confirm Password: [ -

Additional Connection Proparties:

oracle.jdbc.DRCPConnectionClass:

11. Enter the Database details.
12. Click Next.

The following window is displayed.

ORACLE
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Figure 6-9 Create RESTful WebService 9

ORACLE WebLogic Server Asministration Conzole 122

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
#-Domain Partitions >
[ Environment
i—Deployments
=HSarvices
[#}-Messaging
+—Data Sources
i~ Persistent Stores:
+—Forsign JNDI Providers
—Work Contesxts
XML Registrias
XML Entity Caches
oM v

i—Ma3il Sestinns

How do L. B

» Craate JDBC generic data sources

= Create LLR-enabled IDBC data sources

o]

System Status
Hezlth of Running Servers as of 8:07 PM
I Failed {0)
Critical (@)
Overlozded (0}
I ~ Waming {0}

1
I o ()

@ Home Log Out Praferences (2 Record Help &

E_____°B}

Welcome, weblogic |Curu\en:ted to: OFSLLREL_domain

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source

Test Configuration Back | |Mext| ||Finish |'Cance|'

Test Database Connection
Test the database availability and the connection properties you provided,

What iz the full package name of JDBC driver clazs usad to create database connactions in the connaction pool?

Driver Class Name: | 500c1e jdbe OracleDriver

What is the URL of the databas= to connect to? The format of the URL varies by JDBC driver.

URL: jdbe:oracle thin:@#fofsll.oralce com: 1521/0LLDB

Wihat databass account user name do you want to uss to create database connections?

Database User |OFSLLREL
Name:

What i the database account password to use to create database connections?

Password: sesenEReRRe

Confirm Password: gy ygusanens

What are the proparties to pass to the JDBC driver when creating database connections?

Pro

13. Click Test Configuration.

On completion, displays a confirmation message as

Connection test succeeded.

14. Click Next.

The following window is displayed.
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Figure 6-10 Create RESTful WebService 10

ORACLE WebLogic Server Administration Consale 12¢ — "
Change Center &) Home Log Dut Prefersnces Record Help =)
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL_domain

Mo pending changss exist. Click the Release Home >Summary of JDBC Data Sources

Configuration button to sllow others to edit th
o 23, reven buftan ta slow OMEr= 19 2502 || Create a New JDBC Data Source
T,

s o e Back| | Next |Finish | Cancel

Release Configuration

Select Targets
Domain Structure ‘You can szlect one or more targets to deploy your new JDBC data source. If you don't select a target, the data source will
OFSLLREL_domsin be created but not deployed. You will need to deploy the datz source at a later time,
#-Domain Partitions ~
f ronment Servers
loymants
[] adminserver

O OFSLL_ManagedServer

—\Wark Contexts ] 'WS5_ManagedServer
XML Registries

XML Entity Caches
JCOM W Back | | Next |Finish | Cancel

i-Mail Sessinng

How do L. B

» Craate JDBC generic data sources

= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 8:11 PM

[ " Failed (D)
[ " Critical (1)

| O

Waming {0}

() v

15. Select target Server as WS_ManagedServer.
16. Click Advanced button and update the Inactive Connection Timeout to 300 seconds.

17. Click Finish to activate the changes.

6.2 Statement Timeout Configuration

When APIs are integrated with Client systems, you may need to specify how long your client
system waits for an API call to complete before a timeout occurs. If the Client system times out
earlier than the API call, you may see inappropriate responses.

Hence, a client timeout value higher than the API response time is required to avoid such a
situation.

Ensure that the time out settings is always defined in decreasing order. Which means, the time
out value of managed components configured between the 'Client Server' and 'OFSLL
Managed Servers' should have decreasing value so that last managed server before OFSLL
has least timeout value.

Follow the below steps to set the statement timeout value.

1. Login to WebLogic Server 12c console (http://hostname:port/console) using the valid
credentials.

2. Click Domain Name > Services. The following screen is displayed:
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Figure 6-11 JDBC Data Sources window

/AL LE Weblogic Server Administration Cansole 12¢ ~

Change Center 2} Home Log Out Preferences
View changes and restarts Welcome, weblogic | Connected to: OFSLL
Click the Lock & Eait button to modify, add or Home >Summary of JDBC Data Sources

delete itams in this domain, Summary of IDBC Data So
Lock & Edit

Configuration = Monitoring
Relesse Configuration

Domain Structure A JDEC data source is an object bound to the JMDI tree that provides database connedtivity through a pool of
JDEC connections. Applications can look up a data source on the JNDI tree and then borrow a databass

C:I?SLI.REL_dnmam '~ connection from a data source.

ot-Domain Partitions

G- Enviranment This page summarizes the JDBC data source objacts that have been craated in thiz domain.

-Deployments
Services
+- Messaging [ Customize this table
Parsictant % Data Sources (Filtered - More Columns Exist)
1 Foreign JMDI Froviders

Click the Lock & Edfit button in the Change Center to activate all the buttons on this page.
Work Contexts

L-XML Registries
ML Entity Caches
F0OM b

Mail Sessinns

New Delete Showing 1 to 6 of & Previous Next

Mame Type | JINDI Mame Targets

LocatSveThblDataScurce | Generic | jdbe/LocalSveThlDataSource | AdminServer

How do L. =
mds-adf Genaric | jdbe/mds/adf AdminSarvar
= Create JDBC genaric data sources — T
— . | [t minServar, _MznagedServer,
= Create JDEC GridLink data sources opss-audit-DEDS Genearic | jdbc/AudithppendDataSource W5_ManagadSarver
* Create JDBC multi data sources Adrmi 3
— oL 5 OFSLL Server,
-audit-viewDs G dbc/ AuditViewDataSo e ¥
= Create UCP data sources e S o ures WS_Manag £
= Create Proxy data sources o o | AdminServer, OFSLL_ManagedServer,
opss-data-source Genaric | jdbc/OpssDataSource WS_ManagedServer
Syctam Stahss = WLSSchemaDataSource | Generic | jdbe/WLSSchemaDataSource
Health of Running Servers as of £:38 BM New - | | Delete Showing 1to 6of 6 Previous Next

3. Click the Data Source from the LHS menu and click on the configured Restful data source
(for example ‘OfsIIREST").

4. Click Connection Pool tab. The following screen is displayed.

Figure 6-12 Connection Pool tab

OORACLIE Webt s sorver s o 2 =N

Premm— @ Home Log Out Freferences & Record Help Q Welcome, weblogic | Connected to: \OFSLI
i came aref restarts Home »Sumemary o Senices > Summary of J0BC Deta Sources > OFIIREST
4o pending changes exist. Click the Release Settings for OFSIIREST
Configuration button to aliow athers to edit the
T Config ving | Control | Securty | Nates
LAERER General racle | ONS | Transaction | Diagnostics | Identity Options
Release Confguration
Save
Domain Structure
OFSLIREL_domain The connection pool vithin & contains a group of applications reserve, use, and then retum to the poal. The connection pool and the connections within tare created when the connection poal is registered, usually
i vihen starting up WebLogic Server or when deploying the data Source to a new target.
EZ:";"’;";"X‘S Use this page to define the configuration for this data source's connection pocl.
-Services
~Securty Realms @) uRL: idbc:oracle:thin: The URL of the database to connect to, The format of the URL varies by JDBG drver, More Info..
T-interoperabilty
T-Diagnostics
Driver Class Name: The full package name of JDBC driver class used to create the physical database connections i the
9 pracledbe OracieDirtver connection pool. (Note that this diver dass must be i the dassgath of any server o which it s
eployed.) More Info..
) Properties: The lt of properties passed to the JDBC driver that are used to create physical database comnections.
For example: server~dbserver1. List each property=value pair on 3 separate ine. More Info..
User=OFSLLREL
HowdolL.. El
« Configure testing options for 2 J0BC data
#
« Configure the statement cache for a JDBC
connaction pool
4 System Properties: The ls of system properties names passed to the JDBC driver that are used to create physica
+ Configure credental mapping for a J0BC datal i e ot Evarite: ' List ead L
line. - More Info..
« Configure connzction harvesting for a
connaction pool
« Encrypt connection properties
4|
System Status El
Encrypted Properties: The list of enerypted properties passed to the JDBC drver that are used to create physical database
Health of Running Servers as of 1:42 PM connections. For example: flasswiord=value.  More Info...
I meO
[ Criieal (0) | Add Securedy |
[ Overloaded (0)
[ wemn( Vi

5. Click Lock & Edit option from the Change Center menu.

6. Scroll down and click the Advance option. The following screen is displayed.

ORACLE" 6-11



Chapter 6
OAuth Implementation

Figure 6-13 Advance option - Statement Timeout

< Advanced
Test Connections On Reserve Enables WebLogic Server to test a connection before giving it to a dlient. (Requires that you specify a
Test Table Name.)  More Info..
Test Frequency: 120 ‘The number of seconds a WebLogic Server instance waits between attempts when testing unused
= connections. (Requires that you speciy a Test Table Name.) Connections that fai the test are dlosed
and reapened to re-establish a valid physical connection. If the test fails again, the connection is
dlosed.  More Info...
Test Table Name: The name of the database table to use when testing physical database connections. This name is
ISVAL required when you specify a Test Frequency and enable Test Reserved Connections. More Info...
SQL TSVALTD
Vi
Seconds to Trust an Idle Pool Connection: 10 The number of seconds within a connection use that WebLogic Server trusts that the connection is still
viable and wil onnection test, either before delivering it to an application or during the
periodic comnection testing process. More Info...
Shrink Frequency: 90 The number of seconds to wait before shrinking a connection pool that has incrementally increased to
mest demand. More Info...
) Init SQL: SQL statement to execute that vill initiaize newly created physical database connections. Start the
statement with SQL followed by a space. More Info...
Vi
Connection Creation Retry Frequency: 0 The number of seconds between attempts to establish connections ta the database. More Info.
&5 Login Delay: 0 ‘The number of seconds to delay before creating each physical database connection. This delay
supports database servers that cannot handle multiple connection requests in rapid succession. More
Info...
Inactive Connection Timeout: 0 ‘The number of inactive seconds on a reserved connection before WebLogic Server reciaims the
connection and releases it back into the connection poal.  More Ini
Maximum Waiting for Connection: 2147483647 The maximum number of connection requests that can concurrently block threads while waiting to
= reserve a connection from the data source’s connection pool.  More Info
Connection Reserve Timeout: 10 The number of seconds after which a call to reserve a conniection from the connection ol will
& timeout. More Info...
| &) Statement Timeout: E] | The time after which a statement currently being executed will ime out. More Info...

7. Set the Statement Timeout value as appropriate. This is the time after which a statement
currently being executed will time out. For more information, refer to “Guidelines_OFSLL
API Timeout Period.pdf”’ shared along with fix.

8. Once done, for changes to take effect, you need to restart the Data Source. Click on the
View changes and restarts from the Change Center menu.

6.3 OAuth Implementation

(Optional) To extend OFSLL SaaS, OAuth2 can be used for securing OFSLL web services
user access Authentication.

Web services authentication using OAuth2 is one of the best approach for securing user
authentication to extend OFSLL SaaS. This uses Oracle / Non-Oracle PaasS to authenticate
service access request from an external partner application without sharing OFSLL
environment access credentials (UID / Password) and leverages the built-in support for OAuth
2.0.

OAuth 2.0 is an open standard token-exchange technology for verifying a user’s identity across
multiple systems and domains without risking the exposure of a password.

For detailed information, refer to the OAuth Implementation Guide shared in OTN library.

6.4 Deploying RESTful WebService

Please follow the below steps to deploy RESTful WebService.

1. Login to Web Logic application server enterprise manager (e.g.: http://
hostname:port/em)

ORACLE 610


https://docs.oracle.com/cd/F53373_01/references.htm

Chapter 6
Deploying RESTful WebService

Figure 6-14 Deploy RESTful WebService 1

SIGN IN TO

Domain  Domain_OFSLLREL_domain
* User Name
* Password

[ Login to Partition

ORACLE
2. Enter valid login credentials.
The following window is displayed.
Figure 6-15 Deploy RESTful WebService 2

ORACLE enterprise Manager Fusion Middievare Control 120 & Weblogic Domain v weblogic +

=== OFSLLREL_domain & Ta* (v AuoReflesh OF |w
= -

i WebLogic Domain » Sep 26, 2017 £:15:37 PH IST 4)
0 Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in the Change Center menu.

Administration Server

Servers
Name AdminSarver
3 Up
Host  ofsllin.oracle com

Listen Port  BO01
Clusters Servers
0 » iew v Create Delete Contral E"r
Rt Name Status Cluster Machine State  Health Listen Port
AdminSenveradmin) 4+ Running 0K 001
OFSLL_ManagedServer f Running  OK BoD2
Deployments WS_ManagedSenver < Running 0K BO04
3 4
up
Domain Partitions
Domain Partiions
Reszource Group Templates £ >
Columns Hidden 34 Servers 3of 3
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Select Lock & Edit option in the lock drop-down list available in the header.

available in the header.

The following window is displayed.

Figure 6-16 Deploy RESTful WebService 3

ORAC LE* Enterprize Manager Fusion Middleware Controd 12c

=== OFSLLREL_domain &

=
1 WebLogic Domain «

@ Information

= Weblogic Domain »

4. Click Deployment in the left panel. Select Lock & Editoption in the lock drop-down list

weblogic =

m [ v | AutoRefrech  OF j

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in t

Servers
. 3 =

Clusters

Clusters

Deployments

. 3UD

Domain Partitions
Domain Partitions

Resource Group Templates

Administration Server

Nams
Host
Listen Port
Servers
View
Name

AdminSener{admin)
OFSLL_Manag=dSarver

WS _ManagedSaner

AdmanSarver
ofsllin.oracle com

BoOD1

Control v  Ef
Status  Cluster Machine
L3

L3
1

Columns Hidden 34

Select Deploy from the Deployment drop-down list.

The following window is displayed.

State
Running
Running

Running

Health
Ok
Ok
O

Edit Sessions

Mt 4)
Lock & Edit

s

Wiaw Restart Checklist

Freferences
Heip
Listen Port
B001
Booz
Boo4

>

Servers 3of 3
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6.

Figure 6-17 Deploy RESTful WebService 4

ORACLE Enterprise Manager Fusion Middlewars Cantrol 120 i Weblogic Domain »  weblagic =
== OFSLLREL_domain & fiv v | AuoRefesh OF E
i —] 3
{5 WebLogic Domain Sep 16, 2017 12:15:46 PM IST 4)

& Confirmation

The edit session lock has been acquired. Mo pending changes exist
Servers Deployments

» View v [] Showall  Deployment =+ Owerride »  Control =
. 3 Up MName W Deploy %Stahﬁ State Health Type Domain Part
r opssrast | B Redeploy 4+ Acive 0K Web Applcation
3 Undeploy
Clusters
., Fatch Deployment Plan
3
Clusters

Deployments

. 1 E
Domain Partitions

Domain Partiions
Resource Group Templates £ >

Columns Hidden 4 Columns Frozen 1

The following window is displayed.

Dreployments 1 of 1

ORACLE"
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Figure 6-18 Deploy RESTful WebService 5

ORACLE‘ Enterprise Manager Fusion Middlewsrs Control 12c weblogic ¥
OFSLLREL_domain g
®
Select Archive Select Target
Deploy Java EE Application: Select Archive Back Step1of4 Mext | Caneel
Scope 4 Information

Sslect 3 scops that you want to deplay this application to Us= tis page to deploy Java 5
applications that require Oracle

. = Metadata Services (MDS) or that
Archive or Exploded Directory 1zks advantzge of the Gracle

Java EE archives, Web Modules (WAR filas), EJB Modules (EJE JAR files), Resource Adapter Modules (RAR fles), Cohenance Archives (GAR files), '“m’;( '?S”E'PP:;-’;‘
JOBC Modules, JMS Modules, and fibrary files (Jar files) can be deployed. You can also deploy an expleded archive that is present on the server amework (Oracie ADF).

wihere Enterprise Manager is running If your application is a S04
comgosite. use the S04
@ Archive is on the machine where thizs Web brov  Archive Location Compasite deployment wizard.
Choose file | CfsliRestEAR ear gmi‘gg"o?a,:lgg; :%‘1 ?e%?;l H

MDS repossory or ADF
connections, then you can degpéay
your application using this wizard
Browse... or the Oracie Weblogic Sarver
Adminisiraticn Cansole.

i) Archive or exploded directory is on the senser where Enterprise Manager is running.

Deployment Plan

is a file that contains the deploymen: settings for an application. You can use a praviously saved deployment plan for this

El in the deployment process, you can optienafy edit the depéoyment plan and save it for @ future deployment of this appfication. if you
do not have a loyrment plan, one will be created automaticafy during the deployment process when deployment configuration is done. The
deploymet plan is not applicable when you deploy a library.

@ Creste 3 new deployment plan when deploymeant configuration is done.
Deployment plan is on the machine whare this Web browser is running.

| Choase file | No file chosen

Creployment plan is on the server whare Enterprise Manager is running.

Browse...

7. Browse to the folder containing the WebService. EQ: C: /0fs11RestEAR.ear

8. Click Next.

The following window is displayed.
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Figure 6-19 Deploy RESTful WebService 6

ORACLE‘ Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g

O L

Sal=ct Archive Select Target

Deploy Java EE Application: Select Target

Applicstion Attributes

Select the WebLogic server or cluster that you want this application to be deployed to.

Select Name
AdminServer
OFSLL_ManagedServer

WE_ManapedServer

9.
10. Click Next.

The following window is displayed.

Type
Oracle Weblogic Server
Oracle Weblogic Server

Oracle Weblogic Sarver

Chapter 6
Deploying RESTful WebService

weblogic ¥

Back SiepZof4 Mext | Cancel

Deployed Applications

Select the server on which the WebService needs to be deployed.
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Figure 6-20 Deploy RESTful WebService 7

ORACLE‘ Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g

o 8] L
Select Archive Select Target Application Deployment Seitngs
Attributes
Deploy Java EE Application: Application Attributes Back Steplof4  Mext

A Hide Deployment Summary
Archive Type Java EE Application (EAR fis)
Deployment Plan  Creats a new plan
Deployment Target WS _ManagedSemner
Scope Giobal

Deployment Type  Applcation

* Application Name  OfsliRestSAR

Context Root of Web Modules

Web Module Context Root
Of:sliRestVWAR war OfsliRestWE

Thiz sprleation sounce files and deployment plan are

distribated to the degloyment targets. I nis
Distribution successful. the apofeation is then sianted on sach of the

targats.

[ Instal and Star appication (senviting Sll requests)
Install and stan apofication in administration mods (senvicing only administration reguests)

Imstall onby. Do not stan

4 Other Options

11. Select the option Install and start application (servicing all requests).

12. Check the context root and click Next.

The following window is displayed.

weblogic ¥

Deploy Cancal
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Figure 6-21 Deploy RESTful WebService 8

DRACLE- Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g
O

Select Archive

Deploy Java EE Application: Deployment Settings

g

Select Target

o

Application Attributes

®
Deployment Settings

Back Siepd4of¢ Mext | Deploy | Canesl

A Hide Deployment Summary A.
Archive Type Javs EE Application (EAR fis}
Deployment Plan  Creats 3 new pian
Deployment Target WS_ManagedSener
Scope Giobal
Deployment Type  Applcation
Application Name OfiResEAR
Version Mot versioned
Context Root  Of=ERe=ING
Deployment Mode  Install and start application {senvicing 3 requests)
Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the appication.
Name Go To Task Description
Configure Web Modules _f Configurs the Web meodules in your application.
Configure Application Security /‘ (Corfigurs application poficy migration, credential migration and other security behavior il
4 Deployment Plan
You can ogtionally use the Edit Deployment Plan option to 52t more advancad deployment options which the deployment tasks above do not cover. o

Lt VR T

13. Click Deploy . On successful deployment, the following window is displayed.

Figure 6-22 Deploy RESTful WebService 9

[ Deployment Succeeded

D of ication "0
activate or undo the changes.

The deployment changes are pending activation. Exit the wizard and use the Change Center to

Summary
Scope

Version

Deployed Archive
Location

Archive Type
Deployment Mode
Deployment Target
Application Hates

Context Root

Global

Net wersiened

fuid1
OfsliRestEAR zar

OFSLLREL_domain/sysman/uploadideploy/OfsBRestEAR archive’

Java EE Application (EAR file)

Instafl and stam appficston (senvicng all requests)
W5_ManapedSarver

Unavailable (W5_ManagedServer)

OfslIRestWS

‘ -}Iide Progress Messages

[268 September 2017 20:25:30 o'cock [5T] Intiating deploy operation ...

[26 Septamber 2017 20:25:20 o'clock IST] Saving the oracke mﬂﬁgumbon clsal!QE to archive.
52& Saptember 2017 20:25:31 o'clock IST] Archive: ful1/M OFSLLREL_domain/sysman/uploadideploy’
CrfsliRestEAR archive/OfsliRestEAR ear
[26 September 2017 20:25:31 o'clock 15T] [Deployer: 148140]The t3sk cannot be processed further until the current 2dit session is activated. When this
ooeurs, task processing will continue. The user can exit the deployer tool without affecting the task.

[26 September 2017 20:25:31 o'cock 15T] Deploy operation completed

_praj
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14. Click Close. Post deployment, you need to activate the changes by selecting Active
Changes option from Edit Session drop-down list as indicated in step 4 above.

The next step is to Identifying the RESTful Webservice URL.
e ldentifying the RESTful Webservice URL

6.4.1 Identifying the RESTful Webservice URL

The following section briefs how to identify the RESTful Webservice URL.
1. Login to WebLogic Server 12c console (http://hostname:port/console).

2. Click Deployments under Configuration tab and select OfsliRestEAR services.
The following window is displayed.

Figure 6-23 Identifying URL 1

Summary of Deployments

Configuration | Control =~ Monitoring

This page displays the list of Java EE applications and standalone application modules installed to this domain.

You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and
then using the controls on this page.

To install a new application or medule for deployment to targets in this domain, click Install.

| Customize this table

Deployments

Install | |Update | | Delete Showing 31 to 40 of 61 Previous | MNext

[ | name & State Health | Type Targets Scope | Domain Partitions | Deployment Order
i od!.clickhistor AdminServer,
O Y Active Library OFSLL_Managedserver, Global 100
(1.0,12.2.1) W5_Managedserver
['§ AdminServer,
odl.clickhistory.webapp Active Library aZSL;_Mﬂ"ﬂﬁgdSETVED Global 100
(1.0,12.2.1) _ManagedServer
# (7 ofsliQueueMDB Active o oK EIB OFSLL_ManagedServer, Global 100
1 R i Enterprise WS5_ManagedServer
[ | ® FRofsiRestzar aave | Pok | aBE (WS Global 100

3. Click Testing tab and expand OfslIRestWS.

The following window is displayed.
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Figure 6-24 Identifying URL 2

Settings for OfsliRestEAR

Overview = Deployment Plan | Configuration = Security = Targets = Control = Testing | Monitoring = Notes

Some deployment types support test points you can use to verify that a deployment was successful and that the module is ready for use.

The following table includes all of the test points available for this application or module.

Deployment Tests
Showing 1 to 1 of 1 Previous | Next
Name Test Point Comments
Sort table by Comments i—
[l OfslIRestEAR
[ ofsliRestws
[OfsliRestWS/rest fapplication.wad| WADL page on server ws_ManagedServer
/OfsliRestWS/ service/apifresources fapplication.wadl WADL page on server W5_ManagedServer
default http://10.184.132.155:8315/0fslIRestWs Default url on server W5_ManagedServer

Showing 1to 1of 1 Previous | Next

4. You can view the OfslIRestful Services URL as shown.

5. Swagger documentation for RESTful web services can be accessed using the following
URL type - http://<server_name>;<port>/<Application_context>/swagger.json

6.5 Deploying RESTful Credit Bureau WebService

Please follow the below steps to deploy RESTful Credit Bureau WebService.

1. Login to Web Logic application server enterprise manager (e.g..http://
hostname:port/em).

Figure 6-25 Deploy Bureau WebService 1

SIGN IN TO

Domain  Domain_OFSLLREL_domain
* User Name:
* Password

[ Login to Partition

ORACLE’
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2. Enter valid login credentials.

The following window is displayed.

Figure 6-26 Deploy Bureau WebService 2

ORACLE enterprise Manager Fusion Middiewars Cantrol 120 47 Weblogie Domain »  weblogic =
F= OFSLLREL_domain & M- Ev AoRsesn OF [v]
-
1 WebLogic Domain » Sep 26, 2017 8:45:37 PH IST 4)
@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in the Change Center menu.

Administration Server

Servers
Name AdminServer
3Up
Host  ofsllin.oracle com

Listen Port  BO01

Clusters

Servers
» View Create Delete Control v  Ef
Checters Name Status Cluster Machine State  Health Listen Port
AdminSener{admin) + Running 0K BDOD1
OFSLL_Manag=dSarver + Running  OK BOD3
Deployments WS_ManagedSenver + Funning  OK BOD4
»
3 Up
Domain Partitions
Demain Partitions
Resource Group Templates £ >

Columns Hidden 34 Servers 3of 3

3. Select Lock & Edit option in the lock drop-down list available in the header.
4. Click Deployment in the left panel.

The following window is displayed.
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Figure 6-27 Deploy Bureau WebService 3

ORAC LE' Enterprize Manager Fusion Middleware Controd 12c

E OFSLLREL_domain &
1 WebLogic Domain »

@ Information

weblogic =

m [ v | AutoRefrech | OF |E|

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in t

Servers
. 3 =

Clusters

Clusters

Deployments

®-

Domain Partitions
Domain Partitions

Resource Group Templates

Administration Server

Name AdminServer

Host  ofsllin.oracle com

Listen Port  BO01

View Create Delete
Name
AdminSener{admin)
OFSLL_Manag=dSarver
WS _ManagedSaner

Columns Hidden

Control = &

Status Cluster Machine State Health
+ Running  OK
+ Running  OK
4+ Running 0K

34

Select Deploy from the Deployment drop-down list.

The following window is displayed.

Edit Sessions

Mt 4)
Lock & Edit

s

Wiaw Restart Checklist

Freferences
Heip
Listen Port
B001
Booz
Boo4

>

Servers 3of 3

ORACLE"
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6.

Figure 6-28 Deploy Bureau WebService 4

ORACLE Enterprise Manager Fusion Middlewars Cantrol 120 i Weblogic Domain »  weblagic =
== OFSLLREL_domain & fiv v | AuoRefesh OF E
i —] 3
{5 WebLogic Domain Sep 16, 2017 12:15:46 PM IST 4)

& Confirmation

The edit session lock has been acquired. Mo pending changes exist
Servers Deployments

» View v [] Showall  Deployment =+ Owerride »  Control =
. 3 Up MName W Deploy %Stahﬁ State Health Type Domain Part
r opssrast | B Redeploy 4+ Acive 0K Web Applcation
3 Undeploy
Clusters
., Fatch Deployment Plan
3
Clusters

Deployments

. 1 E
Domain Partitions

Domain Partiions
Resource Group Templates £ >

Columns Hidden

The following window is displayed.

4 Columns Frozen 1

Dreployments 1 of 1

ORACLE"
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Figure 6-29 Deploy Bureau WebService 5

OoORACLE Enterprise Manager Fusion Middlewars Control 122

OFSLLREL_domain €
&

Select Archive

Select Target Apg

Deploy Ja...

Scope

Select a scope that you want to deploy this application o Global ¥

Archive or Exploded Directory

Java EE archives, Web Madules
JDBC Modules, JMS Modules, and library files (Jar files) can be deploysd. You can also deploy an exploded archive that is presant on the semver
where Enterprise Manager is running.

@ Archive is on the machine where this Web brot  Archive Location

Chaoos OracleFSLL. . eauAPlwar |

2 Archive or 2xploded dirsctory is on the server where Enterprise Manaper is running.

Erowse...

Deployment Plan

deployment plan is 3 file that contains the deployment settings for an ation. You can use a previously saved deployment plan for this
cation. Lster in the deployment process, you can optionally edit ployment plan and save it for a future deployment of this spplicaticn. If
you do not have a deployment plan, one will be crested automaticaly during the deployment process whan deployment configuration is done. The
deploymet plan is not applicable when you deploy a library.

@ Create a new deployment plan when deployment configuration is done.

3 Deployment plan is on the machine where this Yeb browser is running.

2 | Mo file chosen

@ Deployment plan is on the server where Enterprise Manager is runnin;
2

Erowse...

files), EJB Modules (EJE JAR files), Resource Adapter Modules (RAR files). Coherence Archives (GAR files)

Step1of4 Mext  Cancel

A Information

\se thiz page to deploy Java EE
applicstions that reguirs Oracle
Metadats Services (MDS) or that
take sdvantsgs of the Oraclke
Application Development
Framework (Qracle ADF).

If your application is a SOA
composite, use the SOA Compes
deployment wizard.

If your application is not a S04
composite of it does not require 5
MDS repository or ADF
connections, then you can deploy
your application wsing this wizard
or the Cracle Weblogic Server
Adrministrstion Console.

Browse to the folder containing the Credit Bureau WebService. For example: C: /
OracleFSLLBureauAPI.war

Click Next.

The following window is displayed.

ORACLE
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Figure 6-30 Deploy Bureau WebService 6

ORACLE‘ Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g

O L

Sal=ct Archive Select Target

Deploy Java EE Application: Select Target

Applicstion Attributes

Select the WebLogic server or cluster that you want this application to be deployed to.

Select Name
AdminServer
OFSLL_ManagedServer

WE_ManapedServer

9.
10. Click Next.

The following window is displayed.

Type
Oracle Weblogic Server
Oracle Weblogic Server

Oracle Weblogic Sarver
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weblogic ¥

Back SiepZof4 Mext | Cancel

Deployed Applications

Select the server on which the WebService needs to be deployed.
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Figure 6-31 Deploy Bureau WebService 7

ORACLE Enterprise Manager Fusion Middlewars Control 122

OFSLLREL_domain €

O O o

Select Archive

Deploy Ja...

4 Hide Deployment Summary
Archive Type
Deployment Plan
Deployment Target

Scope

Select Target

Application Deployment Settings
Attributes

Web Madule (VAR fil=)
Create 3 naw plan
WES_ManagedServer

Global
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»

Back | Step3of4 | Mext | Deploy @ Cancel

Deployment Type  Application

* Application Name = OracleFSLLBureaudPl

Context Root of Web Modules
Web Module Context Root
DracleFELLBurzsuAF Lwar OracleFSLLBureausPl
The applcation source fi
distributed to the deployment tar,
Distribution successful, the appéicatio

targets.
@ Inztall and =tart spplication (senicing s requests]
Install and start application in administration mode (semacing only administration requests)
Inszall onfy. Do not start.

4 Other Options

® Use the defaults defined by the deployment’s targets. Recommended selection.
Application

11. Select the option Install and start application (servicing all requests).
12. Check the context root and click Next.

The following window is displayed.
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Figure 6-32 Deploy Bureau WebService 8

OoORACLE Enterprise Manager Fusion Middlewars Control 122

OFSLLREL_domain €

O o o] [ ]
Select Archive Select Target Application Aitributes Deployment Settings
Deploy Ja... Back | Step 4 of 4 Mext

4 Hide Deployment Summary
Archive Type

Deployment Plan

Web Module (VEAR filz)

Create 3 naw plan

Deploy Target
Scope
Deployment Type
Application Name
Version

Context Root

Deployment Mode

Deployment Tasks

WS _| ruer
Global

Application
OracleFSLLEureauPl
Nt versionsd
OracdeFSLLBureauAP|

Insta¥l and stant sppfication (senvicing all requests)

The table below lists common tasks that you may wish to do before deploying the appication

Name

Configure Application Security

4 Deployment Plan

Go To Task Description

P4 Configure application policy migration, credentisl migration and ether secunity behavior,

*¥ou can optionally use the Edit Deploymen: Flan option to 52t more adwanced deployment options which the deployment tssks above do not cover.

Edit Deployment Plan

wehblogic =

Deeploy

*¥fou can optionally sawve the deployment plan to your local disk. You can redeploy this application lster using your saved deployment plan and not haws to edit the deployment plan

Save Deployment Plan

13. Click Deploy. On successful deployment, the following window is displayed.

Cancel

ORACLE
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Figure 6-33 Deploy Bureau WebService 9

Deployment Succeeded
Deployment of Application "OracleF SLLBureauAPI™ is completed. The deployment changes are pending activation. Exit the wizard and use the Changs
Center to activate or undo the changes.
Summary
Scope Global
Version hot versioned

Deployed Archive  ful1/Mi Mablogic12cE _projectsidomains!OFSLLREL _doms Y 0 ‘deploy/OracleFSLLI
Location afchqu.'Dmde;SLLEureauAF'l.wa?

Archive Type Web Modulz (WAR file)

Deployment Mode  install and =tart application (senicing 3M requests)
Deployment Target  WS_ManagedServer
Application States  Unavaiabiz (WS_ManagedSarver)

Context Root  OracleFSLLBureaulFl

[ A -Hide Frogress Messages

[May 10, 2020 7 37.44 :'M 157] Inlba’lng deploy operation ..

5 "M 15T] Deployment plan validated.
T 5 PM IST] Archive: /ul1/Middi=ware\Weblogici2cHomeluser_projecis/domains/OF SLLREL _domain'sysman/uploadideploy’

OracleFSLLBures \larchive/OracieF SLLBureauhP| war
[May 10, 2020 7 3? 45 PM IST] Deployment plan: ul1/MiddlzwareWeblopic12cHameluser_projects/domains/OFSLLREL _domain/sysman/upload depdoy’
OracleF SLLBur=auAPliconfig/plan.xm!
[May 10, 2020 7:37:45 PM 15T] [Deployer: 1481 40]The task cannot be processad further until the current edit s2ssion is activated. Whan this oocurs, task
processing will continus. The user can axit the deployer tool without affecting the task.
[May 10. 2020 7:37:45 PM I5T] Deploy operation complated.

14. Click Close. Post deployment, you need to activate the changes by selecting Active
Changes option from Edit Session drop-down list as indicated in step 4 above.

The next step is to Creating Credentials and System Policies for Credit Bureau Interface.

e Creating Credentials and System Policies for Credit Bureau Interface

6.5.1 Creating Credentials and System Policies for Credit Bureau Interface

In order Configure Credit Bureau interface, you need to create credentials and system policies.
The credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

Create the following Maps and corresponding keys as indicated in following table.

Table 6-1 Maps and corresponding keys
|

Maps Keys Description
ofsll.int.bureau creditbureau_auth_mode_adapte There are two modes:
r BASIC - On selecting this option,

you need to define User Name
and Password to authenticate.

OAUTH2.0 - On selecting this
option, you need to define
additional enabled fields such as
Grant Type, Client Id, Client
Secret, Identity Domain, Token
and Header Key.
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Table 6-1 (Cont.) Maps and corresponding keys

Maps

Keys

Description

creditbureau_adapter

creditbureau_serviceurl_adapter

ProxyAuthenticationEnabled
ProxyEnabled

ProxyPort
ProxyServer

<Bureau_name>_cert_path

<Bureau_name>_cert_password

<Bureau Name>_consumer_code

<Bureau Name>_token_indicator

<Bureau Name>_cert_-
check_indicator

If Authentication mode is selected
as BASIC, specify the Basic
Authentication User Name and
Password.

BureauApi or Third party RestAPI
end point url.

Indicator used to validate proxy.

Indicator is for whether Proxy
server info need to be set or not.

Port to which ProxyServer is
running.

Name of the proxyServer to be
configured

The location of certificate file
which contains the valid
certificate for Credit Bureau.

The password that requires to
read the valid certificate for the
Credit Bureau.

Consumer credentials to be
configured for request creation of
third party.

Indicator used for whether third
party token request needs to be
create or not.

Indicator used for whether
certificate validation is required or
not.

# Note:

For certificate creation, please refer to Interface_Certificate_Configuration.pdf
document available in the release bundle.
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Refer to the following section for details on configuration parameters.

Modifying Configuration Files

Table 7-1 Route One Configuration

Appendix A :Configuration parameters

Property Name

Property Value

Description

Remarks

Configuration File: ro_servlet_init.conf

LOSApplicationRequest-
ServiceURL

LOSApplicationUpdate-
ServiceURL

LOSeContractWebSer-
viceServiceURL

keystoreLocation

postURL

fileLocation

postTimeout

http://<HOST
NAME>:<PORT>/
<CONTEXT ROOT>/
LOSApplicationRequest
Service

http://<HOST
NAME>:<PORT>/
<CONTEXT ROOT>/
LOSAppli-
cationUpdateService

http://<localhost>:<port>/
dbkls-xws-app-ro/
LOSEContractService

config/dls_cacerts

https://messag-
ing.itl.routeone.net/
IF1_ITL/
CASSBMessagingRecei
ver

/tmp

10

URL for OFSLL New
application WebService

URL for OFSLL
application update
WebService

URL to validate and
receive the contract
information

Parameter to set
keystore location

URL for posting
acknowledgement
message to Route one

temporary file directory

Parameter to set timeout
value to post XML
message to third party.

Refer the recommended
context root table for
CONTEXT ROOT.

Sample URL: http://host-
name:port/dbkls-xws-
app-ro/LOSApplication-
RequestService

Refer the recommended
context root table for
CONTEXT ROOQT.

Sample URL: http://host-
name:port/dbkls-xws-
app-ro/LOSApplica-
tionUpdateService

Refer the recommended
context root table for
CONTEXT ROOT.

Sample URL: http://host-
name:port/dbkis-xws-
app-ro/LOSEContract-
Service

The keystore location

should not be changed
and keystore should be
available in this location

Verify the URL with
Route One

The directory for
temporary files. Make
sure that such directory
exists on the deployment
server

Timeout value should be
specified in number of
seconds.
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Table 7-1 (Cont.) Route One Configuration
]

ORACLE

Property Name

Property Value

Description

Remarks

useProxy

proxyHost

proxyPort

0

abc.com

80

Configuration File: dbkws_xae_init.conf

Parameter to switch
on/off proxy use. By
default use of proxy is
switched off. To use
proxy setup value to "1",
else setup value as "0"

Parameter to set proxy
host. This is required if
useProxy is set to 1.

Parameter to set proxy
port. This is required if
useProxy is set to 1.

lenderld SOMELENDER_ID The finance source SOMELENDER_ID is a
identifier used in the sample value
dealer file

lenderName SOME_LENDER_NAME The finance source SOME_LENDER_NAME

applicationSource

dealerElementName

ROUTEONE

DEALER_DETAILS

name used in the dealer
file

Parameter to set
application source

Name of XML element
used for the dealer
details used in the dealer
file

is a sample value
Don't modify this value

DEALER_DETAILS is a
sample value

fileLocation /tmp The directory for
temporary files. Make
sure that such directory
exists on the deployment
server

fileDelimiter , Delimiter used in dealer Needed only for

header file RouteOne
jndiLookupDataSource  jdbc/ Parameter that defines  Don't modify the value
INIHukWznGOb4es;j the JNDI look up for the

keystoreLocation

postTimeout

useProxy

proxyHost

config/dls_cacerts

10

abc.com

applicaton datasource

Parameter to set location
for public/private key
store for HTTPS posting
and for XML Digital Sig-
nature

Parameter to set timeout
value to post XML
message to third party.

Parameter to switch
on/off proxy use. By
default use of proxy is
switched off. To use
proxy setup value to "1",
else setup value as "0"

Parameter to set proxy
host. This is required if
useProxy is set to 1.

The keystore location

should not be changed
and keystore should be
available in this location

Timeout value should be
specified in number of
seconds.
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Chapter 7

Property Name

Property Value

Description

Remarks

proxyPort

80

Configuration File: dbkws_xec_init.conf

jndiLookupDataSource

jdbc/
INIHukWznGOb4es;j

Configuration File: dbkws_xcl_init.conf

lenderld

lenderName

dealerElementName

fileLocation

fileDelimiter

jndiLookupDataSource

keystoreLocation

keystorePassword

sscroKeyAlias

sscroKeyPassword

SOMELENDER_ID

SOME_LENDER_NAME

DEALER_DETAILS

/tmp

jdbc/dbk105nIEIBDS

config/dls_cacerts

setme

ofss_routeone

demotestSSCR1

Configuration File: Logging.properties

handlers

java.util.logging.FileHand

ler,
java.util.logging.Console
Handler

Parameter to set proxy
port. This is required if
useProxy is set to 1.

Parameter that defines
the JNDI look up for the
applicaton datasource

The finance source
identifier used in the
dealer file

The finance source
name used in the dealer
file

Name of XML element
used for the dealer
details used in the dealer
file

Delimiter used in dealer
header file

Parameter that defines
the JNDI look up for the
applicaton datasource

Parameter to set location
for public/private key
store for HTTPS posting
and for XML Digital
Signature

The keystore password

OFSLL's private key

alias name. The private
key is used to sign xml
response to RouteOne

OFSLL's private key
password

Don't modify the value

SOMELENDER_ID is a
sample value

SOME_LENDER_NAME
is a sample value

DEALER_DETAILS is a
sample value

The directory for
temporary files. Make
sure that such directory
exists on the deployment
server

Don't modify the value

The keystore location

should not be changed
and keystore should be
available in this location

The deafult password is
"setme". Modify the
property in case the
password is different for
the keystore.

You may import the
private key with alias
"ofss_routeone" else
modify the property
value to alias used while
importing the private key
into keystore.
demotestSSCR1 is a
sample value
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Chapter 7

Property Name

Property Value

Description Remarks

java.util.logging.FileHand
ler.level

java.util.logging.FileHand
ler.pattern

java.util.logging.FileHand
ler.limit

java.util.logging.FileHand
ler.count

java.util.logging.FileHand
ler.append

java.util.logging.FileHand
ler.formatter

java.util.logging.Console
Handler.level

java.util.logging.Console
Handler.formatter

com.ofss.fll.xws.level

/somewhere/logs/
dbkls_xws_%g.log

I

java.util.logging.SimpleF

java.util.logging.SimpleF

set the logging level for ~ Other Level values --
the application FINEST,FINE,CONFIG
and INFO

Table 7-2 Dealer Track

Property Name

Property Value

Description Remarks

Configuration File: dt_servlet_init.conf
http://<HOST
NAME>:<PORT>/
<CONTEXT ROOT>/
LOSApplicationRequest

LOSApplicationRequest
ServiceURL

LOSApplicationUpdateS
erviceURL

postTimeout

useProxy

http://<HOST
NAME>:<PORT>/
<CONTEXT ROOT>/
LOSApplicationUpdateS

URL for OFSLL New Refer the recommended

application WebService context root table for
CONTEXT ROOT.
Sample URL: http://host-
name:port/dbkis-xws-

app-dt/
LOSApplicationRequest
Service
URL for OFSLL Refer the recommended
application update context root table for
WebService CONTEXT ROOT.

Sample URL: http://host-
name:port/dbkis-xws-
app-dt/
LOSApplicationUpdateS
ervice

Parameter to set timeout Timeout value should be
value to post XML specified in number of
message to third party.  seconds.

Parameter to switch
on/off proxy use. By
default use of proxy is
switched off. To use
proxy setup value to "1",
else setup value as "0"
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Table 7-2 (Cont.) Dealer Track
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Property Name

Property Value

Description

Chapter 7

Remarks

proxyHost

proxyPort

abc.com

80

Configuration File: dbkws_xae_init.conf

lenderld

lenderName

applicationSource

dealerElementName

fileLocation

jndiLookupDataSource

keystoreLocation

keystorePassword

postTimeout

useProxy

proxyHost

proxyPort

SOMELENDER_ID

SOME_LENDER_NAME

DEALERTRACK

DEALER_DETAILS

/tmp

jdbc/
INIHukWznGOb4es;j

config/dls_cacerts

setme

10

abc.com

80

Parameter to set proxy
host. This is required if
useProxy is set to 1.

Parameter to set proxy
port. This is required if
useProxy is set to 1.

The finance source
identifier used in the
dealer file

The finance source
name used in the dealer
file

Parameter to set
application source

Name of XML element
used for the dealer
details used in the dealer
file

Parameter that defines
the JNDI look up for the
applicaton datasource

Parameter to set location
for public/private key
store for HTTPS posting
and for XML Digital
Signature

The keystore password

Parameter to set timeout
value to post XML
message to third party.

Parameter to switch
on/off proxy use. By
default use of proxy is
switched off. To use
proxy setup value to "1",
else setup value as "0"

Parameter to set proxy
host. This is required if
useProxy is set to 1.

Parameter to set proxy
port. This is required if
useProxy is set to 1.

SOMELENDER_ID is a
sample value

SOME_LENDER_NAME
is a sample value

Don't modify this value

DEALER_DETAILS is a
sample value

The directory for
temporary files. Make
sure that such directory
exists on the deployment
server

Don't modify the value

The keystore location

should not be changed
and keystore should be
available in this location

The default password is
"setme". Modify the
property in case the
password is different for
the keystore.

Timeout value should be
specified in number of
seconds.
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Table 7-2 (Cont.) Dealer Track

Property Name

Property Value

Description

Chapter 7

Remarks

Configuration File: dbkws_xcl_init.conf

lenderld

lenderName

dealerElementName

fileLocation

fileDelimiter

jndiLookupDataSource

keystoreLocation

keystorePassword

sscroKeyAlias

sscroKeyPassword

SOMELENDER_ID

SOME_LENDER_NAME

DEALER_DETAILS

/tmp

jdbc/dbk105nIEIBDS

config/dls_cacerts

setme

ofss_routeone

demotestSSCR1

Configuration File: Logging.properties

handlers

java.util.logging.FileHand

ler,
java.util.logging.Console
Handler

java.util.logging.FileHand ALL

ler.level

java.util.logging.FileHand /somewhere/logs/

ler.pattern

dbkls_xws_%g.log

java.util.logging.FileHand 1000000

ler.limit

The finance source
identifier used in the
dealer file

The finance source
name used in the dealer
file

Name of XML element
used for the dealer
details used in the dealer
file

Delimiter used in dealer
header file

Parameter that defines
the JNDI look up for the
applicaton datasource

Parameter to set location
for public/private key
store for HTTPS posting
and for XML Digital
Signature

The keystore password

OFSLL's private key

alias name. The private
key is used to sign xml
response to RouteOne

OFSLL's private key
password

SOMELENDER_ID is a
sample value

SOME_LENDER_NAME
is a sample value

DEALER_DETAILS is a
sample value

The directory for
temporary files. Make
sure that such directory
exists on the deployment
server

Needed only for
RouteOne

Don't modify the value

The keystore location

should not be changed
and keystore should be
available in this location

The deafult password is
"setme". Modify the
property in case the
password is different for
the keystore.

You may import the
private key with alias
"ofss_routeone" else
modify the property
value to alias used while
importing the private key
into keystore.
demotestSSCR1 is a
sample value
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Table 7-2 (Cont.) Dealer Track
]

Property Name

Property Value

Description

Chapter 7

Remarks

java.util.logging.FileHand
ler.count

java.util.logging.FileHand
ler.append

java.util.logging.FileHand
ler.formatter

java.util.logging.Console
Handler.level

java.util.logging.Console
Handler.formatter

com.ofss.fll.xws.level

4
true

java.util.logging.SimpleF
ormatter

WARNING

java.util.logging.SimpleF
ormatter

FINER

set the logging level for
the application

Other Level values --
FINEST,FINE,CONFIG
and INFO

Table 7-3 EDOCS

Property Name Property Value Description Remarks

Configuration File: ds_servlet_init.conf

LOSeApplicationReques http://<HOST URL for OFSLL eDocs  Refer the recommended
tServiceURL NAME>:<PORT>/ Create/update context root table for

LOSApplicationCommen
tUpdateServiceURL

LOSApplicationLocation
UpdateServiceURL

postTimeout

<CONTEXT ROOT>/
LOSeAp-
plicationRequestService

http://[<HOST
NAME>:<PORT>/
<CONTEXT ROOT>/
LOSAp-
plicationCommentUpdat
eService

http://<HOST
NAME>:<PORT>/
<CONTEXT ROOT>/
LOSApplicationLocation
UpdateService

10

application WebService

URL for OFSLL eDocs
comment update
WebService

URL for OFSLL eDocs
location update
WebService

Parameter to set timeout
value to post XML
message to third party.

CONTEXT ROOT.

Sample URL: http://host-
name:port/dbkls-xws-
app-ds/
LOSeApplicationReques
tService

Refer the recommended
context root table for
CONTEXT ROOT.

Sample URL: http://host-
name:port/dbkis-xws-
app-ds/
LOSApplicationCommen
tUpdateService

Refer the recommended
context root table for
CONTEXT ROOT.

Sample URL: http://host-
name:port/dbkls-xws-
app-ds/
LOSApplicationLocation
UpdateService

Timeout value should be
specified in number of
seconds.
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Table 7-3 (Cont.) EDOCS

Chapter 7

Property Name Property Value

Description

Remarks

useProxy 0
proxyHost abc.com
proxyPort 80

Configuration File: dbkws_xae_init.conf

lenderld SOMELENDER_ID

lenderName SOME_LENDER_NAME

applicationSource EDOCS

dealerElementName DEALER_DETAILS

fileLocation /tmp
jndiLookupDataSource  jdbc/
INIHUkWznGOQOb4es;j

keystoreLocation config/dls_cacerts

keystorePassword setme
postTimeout 10
useProxy 0

Parameter to switch
on/off proxy use. By
default use of proxy is
switched off. To use
proxy setup value to "1",
else setup value as "0"

Parameter to set proxy
host. This is required if
useProxy is set to 1.

Parameter to set proxy
port. This is required if
useProxy is set to 1.

The finance source
identifier used in the
dealer file

The finance source
name used in the dealer
file

Parameter to set
application source

Name of XML element
used for the dealer
details used in the dealer
file

Parameter that defines
the JNDI look up for the
applicaton datasource

Parameter to set location
for public/private key
store for HTTPS posting
and for XML Digital
Signature

The keystore password

Parameter to set timeout
value to post XML
message to third party.

Parameter to switch
on/off proxy use. By
default use of proxy is
switched off. To use
proxy setup value to "1",
else setup value as "0"

SOMELENDER_ID is a
sample value

SOME_LENDER_NAME
is a sample value

Don't modify this value

DEALER_DETAILS is a
sample value

The directory for
temporary files. Make
sure that such directory
exists on the deployment
server

Don't modify the value

The keystore location

should not be changed
and keystore should be
available in this location

The deafult password is
"setme". Modify the
property in case the
password is different for
the keystore.

Timeout value should be
specified in number of
seconds.
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Table 7-3 (Cont.) EDOCS
]

Property Name

Property Value

Description

Chapter 7

Remarks

proxyHost

proxyPort

abc.com

80

Configuration File: dbkws_xcl_init.conf

lenderld

lenderName

dealerElementName

fileLocation

fileDelimiter

jndiLookupDataSource

keystoreLocation

keystorePassword

sscroKeyAlias

sscroKeyPassword

SOMELENDER_ID

SOME_LENDER_NAME

DEALER_DETAILS

/tmp

jdbc/dbk105nIEIBDS

config/dls_cacerts

setme

ofss_routeone

demotestSSCR1

Configuration File: Logging.properties

handlers

java.util.logging.FileHand

ler,
java.util.logging.Console
Handler

Parameter to set proxy
host. This is required if
useProxy is set to 1.

Parameter to set proxy
port. This is required if
useProxy is set to 1.

The finance source
identifier used in the
dealer file

The finance source
name used in the dealer
file

Name of XML element
used for the dealer
details used in the dealer
file

Delimiter used in dealer
header file

Parameter that defines
the JNDI look up for the
applicaton datasource

Parameter to set location
for public/private key
store for HTTPS posting
and for XML Digital
Signature

The keystore password

OFSLL's private key

alias name. The private
key is used to sign xml
response to RouteOne

OFSLL's private key
password

SOMELENDER_ID is a
sample value

SOME_LENDER_NAME
is a sample value

DEALER_DETAILS is a
sample value

The directory for
temporary files. Make
sure that such directory
exists on the deployment
server

Don't modify the value

The keystore location

should not be changed
and keystore should be
available in this location

The deafult password is
"setme". Modify the
property in case the
password is different for
the keystore.

You may import the
private key with alias
"ofss_routeone" else
modify the property
value to alias used while
importing the private key
into keystore.
demotestSSCR1 is a
sample value
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Table 7-3 (Cont.) EDOCS
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Property Name Property Value

Description Remarks

java.util.logging.FileHand ALL
ler.level

java.util.logging.FileHand /somewhere/logs/
ler.pattern dbkls_xws_%g.log

java.util.logging.FileHand 1000000

ler.limit

I

java.util.logging.FileHand
ler.count

java.util.logging.FileHand true
ler.append

java.util.logging.FileHand java.util.logging.SimpleF
ler.formatter ormatter

java.util.logging.Console  WARNING

Handler.level

java.util.logging.Console
Handler.formatter

java.util.logging.SimpleF
ormatter

com.ofss.fll.xws.level FINER

Other Level values --
FINEST,FINE,CONFIG
and INFO

set the logging level for
the application

Others

*  Verify that latest XWS SQL Types, Views and Packages are installed.

¢ Required Java permissions have been granted.

«  Verify that System parameters for WebServices URLs as well as Post Response URLs are

set. Please see the table below for details.

e System parameter CMN_WALLET_ PATH and CMN_WALLET_PASSWORD is setup.

«  Verify lenderld, lendername in config(dbkws_xae _init.conf) file and also set lenderld in all

response xsl in element "A:Targetld".

e For DealerTrack access, user name/pwd should be setup in file ".htpasswd" under config

dir

Table 7-4 System Parameters to be configured

System Parameter Name

System Parameter Desc

XWS_XAE_DLR_TRACK_RESP_PWD

XWS_XAE_DLR_TRACK_RESP_URL
XWS_XAE_DLR_TRACK_RESP_USER

XWS_XAE_DLR_TRACK_WS_URL

XWS_XAE_ROUTEONE_RESP_PWD

XWS_XAE_ROUTEONE_RESP_URL
XWS_XAE_ROUTEONE_RESP_USER

DEALERTRACK APPLICATION RESPONSE
BASIC AUTH PASSWORD

DEALERTRACK APPLICATION RESPONSE URL

DEALERTRACK APPLICATION RESPONSE
BASIC AUTH USER

OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO DEALERTRACK

ROUTE ONE APPLICATION RESPONSE BASIC
AUTH PASSWORD

ROUTE ONE APPLICATION RESPONSE URL

ROUTE ONE APPLICATION RESPONSE BASIC
AUTH USER
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Table 7-4 (Cont.) System Parameters to be configured

System Parameter Name

System Parameter Desc

XWS_XAE_ROUTEONE_WS_URL
XWS_XAE_EDOC_RESP_URL

XWS_XAE_EDOC_WS_URL
XWS_XAE_EDOC_RESP_USER

XWS_XAE_EDOC_RESP_PWD

XWS_XPR_DLR_TRACK_RESP_PWD
XWS_XPR_DLR_TRACK_RESP_URL

XWS_XPR_DLR_TRACK_RESP_USER
XWS_XPR_DLR_TRACK_WS_URL

XWS_XPR_INCLUDE_TEMP
XWS_XPR_ROUTEONE_RESP_PWD
XWS_XPR_ROUTEONE_RESP_URL
XWS_XPR_ROUTEONE_RESP_USER
XWS_XPR_ROUTEONE_WS_URL

XWS_XAE_DLR_TRACK_LENDERID
XWS_XAE_ROUTEONE_LENDERID
XWS_XAE_DLR_TRACK_LENDER_NAME
XWS_XAE_ROUTEONE_LENDER_NAME
XWS_XAE_ECON_ROUTEEONE_RESP_URL

OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO ROUTE ONE

EDOCS APPLICATION RESPONSE BASIC AUTH
PASSWORD

EDOCS APPLICATION RESPONSE URL

EDOCS APPLICATION RESPONSE BASIC AUTH
USER

OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO EDOCS

DEALER TRACK DEALER LOAD PASSWORD

DEALER TRACK DEALER LOAD RESPONSE
URL

DEALER TRACK DEALER LOAD USER ID

OFSLL WEBSERVICE URL TO POST DEALER
DETAILS TO DEALER TRACK

INCLUDE TEMP PRODUCERS

ROUTE ONE DEALER LOAD PASSWORD
ROUTE ONE DEALER LOAD RESPONSE URL
ROUTE ONE DEALER LOAD USER ID

OFSLL WEBSERVICE URL TO POST DEALER
DETAILS TO ROUTE ONE

DEALERTRACK LENDER ID
ROUTEONE LENDER ID
DEALERTRACK LENDER NAME
ROUTEONE LENDER NAME

Route One E-contract response URL
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