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Preface

Preface

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing relies
on several pieces of Oracle software in order to run and this document is in no way meant to
replace Oracle documentation supplied with these Oracle products or available via Oracle
technical support. The purpose of this document is only meant to supplement the Oracle
documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have a
thorough knowledge and understanding of Oracle Weblogic Server 12¢, OAS (Oracle Analytic
Server) 5.9.0.

Application installation consists of following steps.

* Install Software

e Create Domains, Repositories, Data Sources
e Configure Policies

*  Deploy Application

* Enable SSL

e Map Enterprise Group with Application Role
e Configure JNDI name for HTTP Listener

e Configure JMS Queue

e Configure Oracle Analytics Publisher for Application
e Launch Application

This section consists of the following topics:

* Prerequisites

* Audience

e Documentation Accessibility

» Diversity and Inclusion

e Conventions

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
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Audience

Preface

e Oracle Technology Network (OTN)

1. JDK Version 1.8.0_281 or above (https://www.oracle.com/technetwork/java/javase/
downloads/jdk8-downloads-2133151.html)

2. Oracle WebLogic Server 12c¢ Version 12.2.1.4.0 http://www.oracle.com/technetwork/
middleware/weblogic/downloads/wls-main-097127.html Navigate to Fusion Middleware
Infrastructure Installer.

3. JVM/JIDK are to be downloaded and installed prior to installing the Weblogic Server.
# Note:

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

ORACLE

The following conventions are used in this document:

Table1 Conventions used

|
Term Refers to

Application Oracle Financial Services Lending and Leasing

Vii
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Install Software

The following section details the steps to be followed to install weblogic server.

e Installing Oracle WebLogic Server 12c

1.1 Installing Oracle WebLogic Server 12c

Please follow below steps to install oracle weblogic server 12c.
To install using generic Weblogic installer
1. Runthe command > java -jar fmw 12.2.1.4.0 infrastructure.jar

2. Welcome screen is displayed as shown below. Click Next.

Figure 1-1 Oracle Fusion Middleware infrastructure installer window

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 1 of 8

Welcome _ORACLE m
FUSION MIDDLEWARE

Welcome {l

Server domain for the deployment of Java and Oracle ADF applications.

Prerequisite Checks

For more information, see [nstall, Patch, and Upgrade in the Oracle Fusion Middleware
Installation Summary s

documentation library

Installation Pr

b

[ i i 2c(12.2 0

¢ Auto Updates Welcome to the Oracle Fusion Middleware 12¢ (12.2.1.4.0) Infrastructure Installer.

Jr Installation Location Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware

i Infrastructure software. You can then install additional Fusion Middleware products that require the
¥ Installation Type Infrastructure into the Oracle home, or you can use the Infrastructure to configure a WebLogic

|

|

Context-sensitive online help is available from the Help button.

Copyright © 1996, 20189, Oracle and/or its affiliates. All rights reserved.

Help Next > Cancel

3. The following window is displayed.
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Chapter 1
Installing Oracle WebLogic Server 12¢

Figure 1-2 Auto Updates window

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 2 of 8

Auto Updates _ORACLE 0‘
FUSION MIDDLEWARE

Welcome i
# Skip Auto Updates
| Auto Updates pa i
Installation Location Select patches from directory

Installation Type
Prerequisite Checks Search My Oracle Support for Updates
Installation Summary

Installation Progress

C——( ———€—€——€—E €

Installation Complete

_ﬂelp | < Back Next > I Cancel y
4. Select Skip Auto Updates and Click Next.
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Chapter 1
Installing Oracle WebLogic Server 12¢

5.

Figure 1-3 Installation Location window

E Oradle Fusion Middleware 12¢ Infrastructure Installation - Step 3 of 8

Installation Location

Welcome * Oracle Home:

Auto Updates

Installation Location

Jfull/Middleware /Weblogicl2cHome

Installation Type
Prerequisite Checks
Installation Summary

Installation Progress

C——C——€—€—€TE €€

Installation Complete

v

Feature Sets Installed At Selected Oracle Home:

_ORACLE
FUSION MIDDLEWARE

On

- Browse

View

The Oracle Home will be used for all Oracle Feature Sets in this installation.

This page only shows Feature Sets installed at the selected Oracle Home.
It does not show Feature Sets installed anywhere else.

Help

< Back || Next> i Cancel

Specify the path for Middleware Home Directory. Click Next.

The following window is displayed.

ORACLE"
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Chapter 1
Installing Oracle WebLogic Server 12¢

Figure 1-4 Installation Type window

E Oradle Fusion Middleware 12¢ Infrastructure Installation - Step 4 of 8

Installation Type _ORACLE O‘
FUSION MIDDLEWARE

Welcome I

T Fusion Middleware Infrastructure With Examples
T Auto Updates
T Instaltr Lesabion % Eusion Middleware Infrastructure
I E
(w Installation Type
\!} Prerequisite Checks = Oracle Fusion Middleware 12c Infrastructure 12.2.1.4.0 =
+ Installation Summary & Core Server -
| Core Application Server 12.2.1.4.0
Y Installation Progress Coherence Product Files 12.2.1.4.0
\L Installation Complete Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
WebLogic SCA 12.2.1.4.0
WeblLogic Client Jars 12.2.1.4.0
= Administrative Tools
Administration Console Additional Language Help Files 12.2.1.4.0 I§
CIE WLS Config 12.2.1.4.0
Enterprise manager 12.2.1.4.0
= Database Support
Third party JDBEC Drivers 12.2.1.4.0
WeblLogic Evaluation Database 12.2.1.4.0
= Open Source Components
Fusion Middleware Maven Support 12.2.1.4.0
= JRF and Enterprise Manager |
WLS for FMW 12.2.1.4.0
= Oracle Automatic Diagnostic Repository Feature Set Group = |

| RN I3

Help < Back || Next> l Cancel

6. Select the option Fusion Middleware Infrastructure. Click Next.
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Installing Oracle WebLogic Server 12¢

Figure 1-5 Prerequisite Checks window

E Oracle Fusion Middleware 12c¢ Infrastructure Installation - Step 5 of 8

Prerequisite Checks _ORACLE 0‘
FUSION MIDDLEWARE

Welcome

Auto Updates 100% |

Installation Location

Checking operating system certification
Installation Type

L4

Checking Java version used to launch the installer
Prerequisite Checks

Installation Summary

nstallation Progress

€= = g ——C——C =~

Installation Complete

[v] View Successful Tasks ViewLog

(84 Checking operating system certification
# - 4 Checking Java version used to launch the installer

Help | < Back i Next > l f Cancel |

7. Click Next to continue.
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Chapter 1
Installing Oracle WebLogic Server 12¢

Figure 1-6 Installation Summary window

E Oradle Fusion Middleware 12¢ Infrastructure Installation - Step 6 of 8

Installation Summary Fus?oﬁﬁf:ﬁ“ O‘

v Welcome » [ Install Oracle Fusion Middleware 12c Infrastructure
L Auto Updates = Installation Location
T . Oracle Home Location: /u01l/Middleware/Weblogicl2cHome
T Installation Location Log File Location: /tmp/Orainstall2020-04-30_08-58-54AM/install2020-04-30_08-58-54AM
.:; Installation Type log
| — = Disk Space
T Prerequisite Chacks Required: 2127 MB
© Installation Summary Available: 16019 MB
L installation Progress =l Feature Sets to Install
I WLS for FMW 12.2.1.4.0
- Installation Complete Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
WebLogic SCA 12.2.1.4.0
WeblLogic Client Jars 12.2.1.4.0
Third party JDBC Drivers 12.2.1.4.0
WeblLogic Evaluation Database 12.2.1.4.0
FMW Platform Generic 12.2.1.4.0
OPatch 13.9.4.2.1
Toplink Developer 12.2.1.4.0
Administration Console Additional Language Help Files 12.2.1.4.0
CIE WLS Config 12.2.1.4.0
Enterprise manager 12.2.1.4.0
Fusion Middleware Maven Support 12.2.1.4.0
Save Response File
Select Install to accept't“he above op-ti'ons and start the installation.
To change the above options before starting the installation, select the option to change in the left
pane or use the Back button.
Help < Back - Install Cancel
8. Click Next.

The following window is displayed.

ORACLE"
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Chapter 1
Installing Oracle WebLogic Server 12¢

Figure 1-7 Installation Progress window

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 7 of 8

Installation Progress

ORACLE
FUSION MIDDLEWARE

J Welcome !
l
T Auto Updates 100%
; Installation Location
| V Prepare
T Installation Type
| (4 Copy
Prerequisite Checks
! &  Generating Libraries
Installation Summary
} & Performing String Substitutions
| Installation Progress
T 4 (v 4 Linking
Installation Complete
s (4 Setup
«” | Saving the inventory
(v 4 Post install scripts
View Messages v| View Successful Tasks View Log

.

Help

Hardware and Software
Engineered to Work Together

[ Next> || Finish

9. Click Install. The weblogic installation starts. Once done, the following window is

displayed.

ORACLE
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Chapter 1
Installing Oracle WebLogic Server 12¢

Figure 1-8 Installation Complete window

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 8 of 8

Installation Complete _ORACLE 0‘
FUSION MIDDLEWARE

Welcome » (= Install Oracle Fusion Middleware 12c Infrastructure

Auto Updates = Installation Location
Oracle Home Location: /u01l/Middleware/Weblogicl2cHome
Log File Location: ftmp/Oralnstall2020-04-30_08-58-54AM/install2020-04-30_08-58-54AM
Installation Type .log
=) Feature Sets Installed Successfully
WLS for FMW 12.2.1 4.0
Installation Summary Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
' Installation Complete WebLogic SCA 12.2.1.4.0
WeblLogic Client Jars 12.2.1.4.0
Third party JDBC Drivers 12.2.1.4.0
WeblLogic Evaluation Database 12.2.1.4.0
FMW Platform Generic 12.2.1.4.0
OPatch 13.9.4.2.1
Toplink Developer 12.2.1.4.0
Administration Console Additional Language Help Files 12.2.1.4.0
CIE WLS Config 12.2.1.4.0
Enterprise manager 12.2.1.4.0
Fusion Middleware Maven Support 12.2.1.4.0

Installation Location

Prerequisite Checks

Installation Progress

®c—cc—c L

Next Step(s):

See the online help for next steps after installation.

Oracle Fusion Middleware 12¢ Infrastructure installation coml;lretedisuccess?ulrly

Help « X Finish _l

10. Click Finish to close the window.

ORACLE"
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Create Domains, Repositories, Data Sources

The following section details how to create domains, repositories, data sources.

Creating Schemas using Repository Creation Utility
Creating Domain and Servers

Creating Metadata Repository

Creating Data Source

Creating SQL Authentication Provider

Creating User Groups and Users

Implementing JMX Policy for Change Password

2.1 Creating Schemas using Repository Creation Utility

The following section details the steps to create schemas using repository creation utility.

ORACLE

1.

Open command prompt on Unix and browse to <WL HOME>/oracle common/bin and

run ./rcu.

The following window is displayed.
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Chapter 2
Creating Schemas using Repository Creation Utility

Figure 2-1 Repository Creation Utility 1

E Repository Creation Utility - Step 1 of 8

Repository Creation Utility Fus?of’::f:ﬁ“ @‘

Welcome ' Welcome to Repository Creation Utility 12.2.1.4.0 for Oracle Fusion Middleware.
Create Repository The Repository Creation Utility enables you to create and drop database schemas that are required
far

Database Connection Details  Oracle Fusion Middleware products.
Select Components

Schema Passwords

Map Tablespaces

Sumrmary

(—€—€—€—€—€C—F1€

4 . |1y Copyright ® 1996,2019, Oracle and/or its affiliates. All rights reserved.

Help - | Mext = i I Cancel
Click Next.

The following window is displayed.

ORACLE"
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Creating Schemas using Repository Creation Utility

Figure 2-2 Repository Creation Utility 2

E Repository Creation Utility - Step 2 of 8

Repository Creation Utility mﬁc‘:f’ﬁf:ﬁ“ @‘

v

Welcome

= TN it » Create Repository
JERTS SSDOSENIY, Create and load component schemas into a database

Database Connection Details

Select Components » Systern Load and Product Load
Schemna Passwords Lhave/DBA privileges

Map Tablespaces
Prepare Scripts for System Load

C—€ € € € €D <€

Summary Create scripts for DBA to run later
Perform Product Load
System Load scripts have been run by DBA
Drop Repository
Remove component schemas from a database
lal N 1>
Help = Back Mext = i Cancel

Select Create Repository and select System Load and Product Load. Click Next.

The following screen is displayed.

ORACLE
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Figure 2-3 Repository Creation Utility 3

E Repository Creation Utility - Step 3 of 8

Repository Creation Utility

welcome

Create Repository

Select Components

Map Tablespaces
Sumrmary

€ —€ T —

Database Connection Del

Schema Passwords

4 A

Help

Database Type:

Connection String Format:

Host Narne:
Port:

Service Name:
Username:
Password:

Role:

Chapter 2

Creating Schemas using Repository Creation Utility

Oracle Database

# Connection Pararneters

ofsll.oracle.comn
1521

OLLMDR

Sys

STYSDBA

= Back

_ORACLE
FUSION MIDDLEWARE

o

Connection String

Mext = I Cancel

Provide database details where you want to create schemas, as shown in the above

screen.

# Note:

You will require a user with SYSDBA role to create schemas.

Click Next.

The following window is displayed.
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4

Figure 2-4 Repository Creation Utility 4

E Repository Creation Utility -

Step 3 of 8

Repository Creation Utility Fus?of’::f:ﬁ“ @‘

welcome

Sumrmary

(—€—€—€—€HEF—

Map Tablespaces

Database Type:

Create Repository

Select Components

Schema Passwords

=

Help

Oracle Database -
Database Connection Del Connection String Format:  5) Connection Parameters Connection String
Host Name: whf00ake.in.oracle.com
E Repository Creation Utility - Checking Prerequisites X L
Checking Global Prerequisites
« Initializing repository configuration metadata 00:13.825(sec)
«” Obtain properties of the specified database 00:04.073(sec)
« Check requirement for specified database 00:00.805(ms) L
-
| L
Operation completed. Click OK to continue to next page
oK
[ [»
= Back || HMext> I Cancel

Click OK in the confirmation dialog.

Click Next the following window is displayed.

ORACLE"
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Figure 2-5 Repository Creation Utility 5

E Repository Creation Utility - Step 4 of 8

Repository Creation Utility msﬁfn::)f:ﬁns m

. Specify a unique prefix for all schemas created in this session, so you can easily locate, reference,
Welcome and manage the schemas later.

,:ll; Create Repository
T Database Connection Details Select existing prefix:
T Select Comnanents 5 Create new prefix: oLL
T Schema Passwords Alpha numeric only. Cannot start with a number. No special
T Map Tablespaces
Summa Component Schemna Owner
T el =00racle AS Repository Components
=[MAS Common Schemas
M cormmon Infrastructure Services *
Horacle Platform Security Services
OUser Messaging Service UMS
MAudit Services
Maudit Services Append
M Audit Services Viewer
HMetadata Services OLL_MDS
Eweblogic Services * OLL_WLS
* Mandatory component. Mandatory components cannot be deselected
< S >
Help < Back Next = Cancel

el
Select Create new Prefix option and specify the value.
For example, OLL.

Select the options Metadata Services and Oracle Platform Security Services as shown
in the above screen. Click Next.

The following window is displayed.
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Figure 2-6 Repository Creation Utility 6

E Repository Creation Utility - Step 4 of 8

Repository Creation Utility Fuiffmf:ﬁ“ @‘

» Specify a unique prefix for all schemas created in this session, so you can easily locate, reference,

Welcome and manage the schemas later.

Create Reposito
Database Connection Details Select existing prefix

Select Components %) Create new prefix oLL

Schema Passwords Alpha numeric only. Cannot start with a number. Mo special

Map Tablespaces

(€ —€—€—€——F —¢

Summan E Repository Creation Utility - Checking Prerequisites — O x|
Checking Component Prerequisites
o Common Infrastructure Services 00:09.540(sec)
& Oracle Platform Security Services 00:00.100(mns)
 Audit Services 00:00.101(mns)
 Audit Services Append 00:00.101(mns)
 Audit Services Viewer 00:00.101(mns)
o Metadata Services 00:00,101(ms)
« Weblogic Services 00:00.100(ms)
I
Operation completed. Click OK to continue to next page

oK

* Mandatory component. Mandatory components cannot be deselected.

1| = I

Help < Back || Next > Cancel

10. Click Next.

The following window is displayed.

ORACLE"
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Figure 2-7 Repository Creation Utility 7

E Repository Creation Utility - Step 5 of 8

Repository Creation Utility mg?ﬁf:ﬁns 9‘

’
. Define passwords for main and auxiliary schema users.

T Welcome
/T\ Create Repositon » Use same passwords for all schemas
T Database Connection Details Password:
Alpha numeric only.Cannot start with a nurnber.
Select Components
T RS ST LLMAIEniE Mo special characters except: §, # . _
T Schema Passwords
T Map Tablespaces Confirm Password: =sssss
¥ Summany
Use main schema passwords for auxiliary schemas
Specify different passwords for all schermas
| A i3
Help < Back Next = Cancel
el

11. You can select one of the following:
* Select Use same password for all schemas and specify the password.

« Select Specify different passwords for all schemas and specify Schema Passwords
for each schema.

12. Click Next.

The following window is displayed.

ORACLE" 2.8
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Figure 2-8 Repository Creation Utility 8

E Repository Creation Utility - Step 6 of 8

Repository Creation Utility

_ORACLE
FUSION MIDDLEWARE

, Default and ternporary tablespaces for the selected components appear in the table below.
To create new tablespaces or modify existing tablespaces,use the Manage Tablespaces Button

Welcome

Create Repository

Select Components

Schema Passwords

T
/:l’r\ Database Connection Details
T
T
!

Map Tablespaces
T Summary

Al R 1

Help

13. Click Next.

Component | Schema Qwner
| Common Infrastruct... OLL_STE

| Oracle Platform Sec.., OLL_OPSS

Audit Services OLL_lAU

Audit Services App... |OLL_IAU_APPEND
|Audit Services Viewer OLL_IAU_VIEWER
Metadata Services  OLL_MDS
Weblogic Services OLL_WLS

Manage Tablespaces

Default Tablespace Temp Tablespace

*OLL_STB *OLL_IAS_TEMP
*OLL_IAS_OPSS *OLL_IAS_TEMP
*OLL_I1AU *OLL_IAS_TEMP
*OLL_I1AU *OLL_IAS_TEMP
*OLL_IAU *OLL_IAS_TEMP
*OLL_MDS *OLL_IAS_TEMP
*OLL_WLS *OLL_IAS_TEMP

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

aw

The following window is displayed.

< Back | Next = 3 Cancel

ORACLE"
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Creating Schemas using Repository Creation Utility

Figure 2-9 Repository Creation Utility 9

E Reposit

Repository Creation Utility

Create Repository

Database Connection Details

Select Components

(€€ —€—€—F —€

_ORACLE
FUSION MIDDLEWARE

Schema Passwords Component Schema Owner Default Tablespace
Common Infrastruct... OLL STE *OLL STB
Map Tablespaces oracle Platform Sec... OLL_OPSS *OLL_IAS_OPSS
Summary Audit Services oLl 1AU *0| 1Al
Aud E Repository Creation Utility - Confirmation
Aud
Met
ek Any tablespaces that do not already exist in the

?

selected schemas will be created.

Click OK to create tablespaces.
Click Cancel to return to the wizard.

oK I Cancel

SN

, Default and temporary tablespaces for the selected components appear in the table below.
Welcome To create new tablespaces or modify existing tablespaces,use the Manage Tablespaces Button

Manage Tablespaces

*OLL_IAS_TEMP
*OLL_IAS_TEMP
*OLL_IAS_TEMP
*OLL_IAS_TEMP
*0LL_IAS_TEMP
*OLL_IAS_TEMP
*0LL_IAS_TEMP

:Temp Tablespace

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

v

Help

14. Click OK in the confirmation dialog.

The following window is displayed.

< Back Next = I

Cancel

ORACLE"
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Figure 2-10 Repository Creation Utility 10

E Repository Creation Utility - Step 6 of 8

Repository Creation Utility mzfﬁf:ﬁ“ @‘

. Default and temporary tablespaces for the selected components appear in the table below.

Welcome To create new tablespaces or modify existing tablespaces, use the Manage Tablespaces Button
Create Repository

Database Connection Details Manage Tablespaces

Select Components

(—€—HE€——€—F—¢

Schema Passwords | Component ' Schema Owner Default Tablespace Temp Tablespace
| Cormnrmon Infrastruct... OLL_STB *QLL_STB *OLL 1AS_TEMP
Map Tablespac IAS TEMP
E Repository Creation Utility - Creating Tablespaces X -
Summary LIAS_TEMP
| Walidating and Creating Tablespaces _IAS_TEMP
| Check tébiespace requirements for se'lected“compun... '00:00.100(ms}) -
«” Create tablespaces in the repository database 00:15.831(sec) g
= _IAS _TEMP
I
Operation completed. Click OK to continue to next page
oK

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

=

4 W |»

Help <Back || Next> | Cancel

15. Click OK in the confirmation dialog.

The following window is displayed.

ORACLE"
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Figure 2-11 Repository Creation Utility 11

E Repository Creation Utility - Step 7 of 8

Repository Creation Utility mgf@f:ﬁ“ @‘

,

T Welcome Database details:
,T\ Create Repository Host Name ofsll.oracle.com
T Datsbase Connection Detsils Port 1521
T Select Components Service Name OLLMDR
Schema Passwords Connected A 9
T Operation Systern and Data Load concurrently
T Map Tablespaces
i Summary Prefix for (prefixable) Schema Owners OLL
1
' Component ' Schema Owner Tablespace 1:ypu_ Tablespace Name |
Common Infrastructure Services OLL_STB Default OLL_STB -
Temp OLL_IAS_TEMP
Additional [Mone]
N
Oracle Platform Security Services  OLL_OPSS Default OLL_IAS_OPSS §
Temp OLL_IAS_TEMP |
Additional [Mone]
Audit Services OLL_1AU Default OLL_lAU
Temp OLL_IAS_TEMP
Additional [None]
Audit Services Append OLL_IAU_APPEND  Default OLL_IAU
Temp OLL_IAS TEMP
Additional [None]
Audit Services Viewer OLL_IAU_VIEWER Default OLL_laU
Temp OLL_IAS_TEMP =
Al d i ] LY ] —
4 N |' » ! Save Response File
Help < Back - | Create I Cancel

16. Click Create.

The following windows are displayed.
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Figure 2-12 Repository Creation Utility 12

E Repository Creation Utility - Step 7 of 8

Repository Creation Utility mﬁoofﬁf:ﬁ“ @‘

-

T Welcome Database details:
,T\ Create Repository Host Name ofsll.aracle.cam
T Database Connection Details| Port 1521
T Select Components Service Name OLLMDR
WE——
T Ebesra anonords E Repository Creation Utility - System Load = O X
T Map Tablespaces
@ Summary Rﬂomtnry Systern Load in progress.
i 1 |« Executing pre create operations 00:16.429(sec)
= 1 (9 common Infrastructure Services 00:09,.528(sec)
Audit Services Append 0 EL;%m -
Audit Services Wiewer 0 3
= L _IAS TEMP
Metadata Services 0 nel
Weblogic Services 0 ]
Audit Services o] L_IAS_OPSS %E
Oracle Platforr Security Services 0 L_IAS_TEMP i
Executing post create operations 0 nej
L 1au
L IAS_TEMP
nej
Stop | L_IAU
o ~ | IAS_TEMP
| Additional [None]
Audit Services Viewer OLL_IAU_VIEWER Default OLL_IAU
Temp OLL_IAS_TEMP =
0 b ] [IYPPNPEE —

< N | »] Save Response File |

Help < Back Mext = Create I ~ Cancel
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Figure 2-13 Repository Creation Utility 13

E Repository Creation Utility - Step 8 of 8

Repository Creation Utility

" Database details:

T Host Name afsll.oraclie.com
y Port 1521
Service Name OLLMDR
Connected As Sys
Operation Systemn and Data Load concurrently
Execution Time 3 minutes 11 seconds
S P —p— RCU Logfile Jtmp/RCU2020-04-30_10-43_542165227/logsfrcu.log
Component Log AAmp/RCU2020-04-30_10-43_542165227/logs
Directory
View Log rcu.log

Prefix for (prefixable) OLL
Schema Owners

Cornponent Status
Common Infrastructure Services Success
Oracle Platform Security Services Success
Audit Services Success
Audit Services Append Success
Audit Services Viewer Success
Metadata Services Success
Weblogic Services Success

4 A fl»

Help

17. Click Close to close the window.

2.2 Creating Domain and Servers

Chapter 2

Creating Domain and Servers

_ORACLE
FUSION MIDDLEWARE

Time
00:12.083(sec)
01:04.542{min)
00:31.023(sec)
00:10.196(sec)
00:10.255(sec)
00:23.939(sec)
00:19.677({sec)

The following section details the steps to create domain and servers.

Logfile(Click to view)
stb.log
opss.log
iau.log
iau_append.log
iau_viewer.log
mds.log
wls.log

Close

1. In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path - <WL_ HOME>/oracle common/common/bin.

2. In Unix, run config.sh

ORACLE"
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Figure 2-14 Weblogic Domain Creation 1

[i Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type _ORACLE
FUSION MIDDLEWARE

Create Domain |
Templates

Administrator Account
Dornain Mode and |DK
Advanced Configuration
Configuration Summary

Configuration Progress

/

X —€—€——¥%

‘What do you want to do?

End Of Configuration » Create a new domain

Update an existing domain

Domain Location: | warefWeblogicl2cHome/user_projects/domains/OFSLLREL_domain Browse

Create a new domain.

Help Mext > | Cancel

3. Select Create a new domain and specify the Domain Location.
4. Click Next to continue.

The following window is displayed.

ORACLE" 2.15
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Chapter 2
Creating Domain and Servers

Figure 2-15 Weblogic Domain Creation 2

Ei Fusion Middleware Configuration Wizard - Page 2 of 12

Templates ORACLE ‘
FUSION MIDDLEWARE ‘ ’

q

Create Domain o
Templates » Create Domain Using Product Templates:
Application Location

Administrator Account

Domain Mode and |DK
Database Configuration Type

Filter Templates:

Include all selected templates Include all previously applied templates
Available Templates

Basic Webloqgic Server Domain [wiserver] ¥

Oracle Enterprise Manager [em]

Component Datasources Qracle Enterprise Manager-Restricted JRF [em]

DBC Test Oracle User Messaging Service Basic [oracle_common]

, Oracle JRF SOAP/IMS Web Services [oracle_common]
Advanced Configuration ) ) =
Oracle RAS Session Service [nra:le_:nmrnon]

Configuration Summa Oracle WSM Policy Manager [oracle_common]
Configuration Progress Oracle WSM Policy Manager Cloud - File [oracle_common]

N

(< ———( ]}
<

i v| Oracle |RF [oracle_common]
End Of Configuration _ e
Oracle Restricted JRF [oracle_common]

Weblogic Advanced Web Services for JAX-WS Extension [oracle_common]

AT Aummale ADCE OECT S aminn fmmlinskins Eomenle asmem.sel

Create Domain Using Custom Template:

Help < Back Next = Cancel

Select the option Create Domain Using Product Templates in the list of available
templates and select Oracle Enterprise Manager [em]. On selection, the following
options are auto-selected:

e Oracle JRF [oracle_common]
*  Weblogic coherence cluster Extension [wiserver]
Click Next.

The following window is displayed.
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Figure 2-16 Weblogic Domain Creation 3

@ Fusion Middleware Configuration Wizard - Page 3 of 12

Application Location

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and |DK
Database Configuration Type
Component Datasources
DBC Test

. Advanced Configuration
Configuration Summary

-—(—t—(—(—(—(—(—(—}—}

Configuration Progress

End Of Configuration

Help

Domain name:

Domain location:

Application location:

_ORACLE
FUSION MIDDLEWARE

OFSLLREL_domain
fuol/Middlewarefeblogicl2cHome/fuser_projects/domains

#Meblogicl2cHome/fuser_projectsfapplications/OFSLLREL_domain Browse

< Back Next = Cancel

7. Specify the Domain Name in the Application location field. You can click browse to
directly select the path (if required). Click Next.

The following window is displayed.
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Figure 2-17 Weblogic Domain Creation 4

@ Fusion Middleware Configuration Wizard - Page 4 of 12

Administrator Account _ORACLE
FUSION MIDDLEWARE

Create Domain
. Templates

Application Location
' Administrator Account
Domain Mode and |DK
Database Configuration Type

Component Datasources

DBC Test Name weblogic
. Advanced Configuration Password sassnnnsn
Configuration Summary Confirm Password | ss=ssss=s

Configuration Progress

C— ——(—k—(—{—(—(——(—(—)—}

End Of Configuration

P

Must be the same as the password. Password must contain at least 8 alphanumeric characters with
at least one number or special character.

Help ‘ =< Back Next = j Cancel
8. Enter credentials for the following:
* Name
e Password
e Confirm Password
9. Click Next.

The following window is displayed.
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Figure 2-18 Weblogic Domain Creation 5

[il Fusion Middleware Configuration Wizard - Page 5 of 12

Domain Mode and JDK _ORACLE ‘
FUSION MIDDLEWARE ‘ ’

Create Domain J
Domain Mode
. Temnplates

3

o , Development
Application Location

Utilize boot.properties for username and password, and poll for applications to deploy.
Administrator Account

» Production
Domain Mode and DK

Require the entry of a username and password, and do not poll for applications to deploy.
Database Configuration Type

Component Datasources IDK

DBG Taat » Oracle HotSpot 1.8.0_241 /scratch/jdksjdkl.8.0_241
es

. . Other |DK Location:
Advanced Configuration

N

C— 44,,(444*( ——

Configuration Summa
Configuration Progress

End Of Configuration

Help

< Back Next = Cancel

10. Select the Domain Mode as Production and JDK from Available JDKs. You can also
select any other JDK by selecting Other JDK Locationoption. Click Next.

The following window is displayed.

ORACLE" 2.19



Chapter 2
Creating Domain and Servers

Figure 2-19 Weblogic Domain Creation 6

Fusion Middleware Configuration Wizard - Page 6 of 12

Database Configuration Type

Create Domain

. Templates
Application Location

Administrator Account

Domain Mode and JDK

| Database Configuration Ty
Component Datasources

JDBC Test

Advanced Configuration
Configuration Summary

Configuration Progress

(—(—C—¥ —C— ——(——(—(—(—}—}

End Of Configuration

_ORACLE

FIJSION MIDDLEWARE

ON

Specify AutoConfiguration Options Using:

» RCU Dats Manual Configuration

Enter the database connection details using the schema credentials corresponding to Common
Infrastructure Services component in the Repository Creation Utility. The Wizard uses this connection
to automatically configure the datasources required for components in this domain.

vendor: Oracle w  Driver: *Oracle's Driver (Thin) for Service connections; ... »

» Connection Parameters Connection URL String
Host Name: | ofsll.oracle.com
DBMS/Service: OLLMDR Port: | 1521

Schema Owner: | OLL_STB Schema Password: | se=es

Get RCU Configuration

Connection Result Log

Successfully Done.

]

Click "Get RCU Configuration" button to test the connection and activate the "Next" button.

Help

< Back J - Cancel

11. Specify the RCU data and click on Get RCU Configuration.

The following window is displayed.

ORACLE"
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Figure 2-20 Weblogic Domain Creation 7

Fusion Middleware Configuration Wizard - Page 7 of 12

JDBC Component Schema

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration Type

e —

' Component Datasources
DBC Test

Advanced Configuration
Configuration Summary

ORACLE’

FUSION MIDDLEWARE

endor v Driver

ection URL String

C multi data source () Don't

Edits to the data above will affect all checked rows in the table below.

convert

Configuration Progress

(——€—¥—€—

End Of Configuration

| Help |

12. Click Next.

The following window is

| Component Schema | DBMS{Service Host Name Port  Schema Ow... Schema Passw...
"] | LocalSvcThbl Schema | OLLMDR ofsll.oracle.com 1521 OLL_STB LIl

] | WLS Schema OLLMDR ofsll.oracle.com 1521 | OLL_WLS_RUR| =====

"] | OPSS Audit Schema | OLLMDR ofsll.oracle.com 1521 | OLL_IAU_APPE| =====

"] | OPSS Audit Viewer S¢| OLLMDR ofsll.oracle.com 1521 OLL_IAU_VIEW  =====

["] | OPSS Schema OLLMDR ofsll.oracle.comn 1521 OLL_OPSS senen

< Back | Finish Cancel

displayed.

ORACLE
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Figure 2-21 Weblogic Domain Creation 8

Fusion Middleware Configuration Wizard - Page 8 of 12

Create Domain
Templates
Application Location

Administrator Account

Domain Mode and |JDK

Datsbase Configuration Type

Component Datasources

JDBC Test
Advanced Configuration

JDBC Component Schema Test ORACLE 6\

FUSION MIDDLEWARE
[w] Status Component Schema DBC Connection URL
[v]| <« LocalSveThl Schema jdbc:oracle:thin: @4
[v|| & |WLS Schema jdbe:oracle:thin: @
v]| « OPS5 Audit Schema jdbc:oracle:thin: @4
[v| | & | OPSS Audit Viewer Schema jdbc:oracle:thin: @7/
[v]| & | OPSS Schema jdbc:oracle:thin: @7/
\ Test Selected Connections Cancel Testing

Configuration Summary

Configuration Progress

(—(—€—F—E—€—C—€—€—€—F—F

End Of Configuration

| Help |

13. Click Next.

Connection Result Log
user= ULL_UF>

Passwurd—*****
SQL Test=select 1 from schema_version_registry where owner=(select user from dual) and mr_typ

CFGPWK-64213: Test Successful!
CFGFWK-64213: |DBC connection test was successful.
CFGFWK-64213: No action required.

=
«f S | i

sh Cancel ]

| < Back |uext:- ] Finis

The following window is displayed.

ORACLE
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Figure 2-22 Weblogic Domain Creation 9

@ Fusion Middleware Configuration Wizard - Page 9 of 20 - O X

Advanced Configuration ORACLE O‘
FUSION MIDDLEWARE

Create Domain
v Administration Server

)T\ Templates

)T\ Aro N Modify Settings

T Application Location

T Administrator Account Hode Manager

T Domain Mode and IDK Configure Node Manager

T Database Configuration Type | Topology

T Component Datasources Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence

DBC Test

| Advanced Configuration

Domain Frontend Host Capture

Configure Dormain Frontend Host
Adrninistration Server

Hanaged Sy Deployments and Services

Target to Servers or Clusters
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets
Partitions

Configuration Summary

Configuration Progress

(— —€—€—€—€—€—C—€—€—€

End Of Configuration

Help < Back Next = F Cancel

14. Select Administration Server and Topology and click Next.

The following window is displayed.
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Figure 2-23 Weblogic Domain Creation 10

@ Fusion Middleware Configuration Wizard - Page 10 of 20

Administration Server

L — — ———(— — —

.. Create Domain

Templates

Application Location
Administrator Account

, Domain Mode and JDK
Database Configuration Type

Component Datasources
DBC Test
Advanced Configuration

| Administration Server

Managed Servers
Clusters

Server Temnplates
Coherence Clusters
Machines

Virtual Targets
Partitions

Configuration Summary
Configuration Progress

End Of Configuration

Help

_ORACLE
FUSION MIDDLEWARE

OB

Server Name AdminServer

Listen Address  All Local Addresses -
Listen Port 9001
Enable SSL

SSL Listen Port

Server Groups Unspecified A

P}

Port number must be between 1 and 65535, and different from SSL listen port and coherence port.

< Back Cancel

| Next > I

15. Enter Administration Server Name and Listen Port details. Click Next.

The following window is displayed.

ORACLE
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Figure 2-24 Weblogic Domain Creation 11

E’:I Fusion Middleware Configuration Wizard - Page 11 of 20

Managed Servers

Create Domain
Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
DBC Test
Advanced Configuration
Administration Server
Managed Servers
Clusters
Server Templates
Coherence Clusters
Machines
Virtual Targets
Partitions

Configuration Summary

configuration Progress

. ‘{—(—{—(—(—(—{é(ﬂ—}—c ——C—(—< —<'—}—}

End Of Configuration

Help

_ORACLE ¢
FUSION MIDDLEWARE

'+ Add Clone x Delete f@ Discard Changes

Server Name Listen Address Listen Port | Enable SSL| SSL Listen Server

Port Groups
OFSLL_ManagedServer |All Local Address... ™ 9003 v 9503 | JRF-MAN-S...¥
WS_ManagedServer All Local Address... 9004 JRF-MAN-S...'_

< Back Next = Cancel

16. Click Add button to create ManagedServer.

17. Select the Server Group as JRF-MAN-SVR. Selecting this server group ensures that the
Oracle JRF services are targeted to the specific Managed Servers created.

# Note:

It is recommended to create two managed servers, one each for Ul and Web

Services.

18. Click Next.

The following window is displayed.
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Figure 2-25 Weblogic Domain Creation 12

Fusion Middleware Configuration Wizard - Page 12 of 20

Clusters

L — —(—(— —} —}

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and |DK
Database Configuration Type
Component Datasources
DBC Test

Advanced Configuration

Administration Server

Managed Servers

| Clusters

Server Templates
Coherence Clusters
Machines

virtual Targets
Partitions

Configuration Summary
Configuration Progress

End Of Configuration

Help

_ORACLE
FUSION MIDDLEWARE

o add X t ) Discard Changes |
Cluster Name Cluster Address Frontend Host Frontend HTTP Frontend HTTPS
Port Port
= Back | Next > . Cancel

19. Configure as required and click Next.

The following window is displayed.

ORACLE"
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Figure 2-26 Weblogic Domain Creation 13

Fusion Middleware Configuration Wizard - Page 13 of 20

Server Templates

Creaste Domain
Templates

Application Location
Administrator Account
Domain Mode and |DK
Database Configuration Type

Component Datasources

DBC Test

Advanced Configuration

Administration Server

Managed Servers

Configuration Summary

Configuration Progress

C— ——(—(—(—(—(—(—(—(—(—}—(—f—(—(—f—c—)—}

End Of Configuration

Help

_ORACLE
FUSION MIDDLEWARE

ok Add b4 &) Discard Changes
Name Listen Port SSL Listen Port Enable SSL
wsrm-cache-server-temp 7100 8100
< Back | Next = Cancel

20. Configure as required and click Next.

The following window is displayed.

ORACLE"
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Figure 2-27 Weblogic Domain Creation 14

Fusion Middleware Configuration Wizard - Page 14 of 20

Coherence Clusters

Create Domain
Templates

Application Location
Administrator Account
Domain Mode and |DK
Database Configuration Type
Component Datasources
DBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets

Partitions

Configuration Summary

Configuration Progress

A —(—(—(————F —}

End Of Configuration

Help

Cluster Name

defaultCoherenceCluster

7574

_ORACLE

FUSION MIDDLEWARE 0‘

@ Discard Changes

Cluster Listen Port ‘

21. Configure as required and click Next.

The following window is displayed.

< Back

Next = Cancel

ORACLE"
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Figure 2-28 Weblogic Domain Creation 15

Fusion Middleware Configuration Wizard - Page 15 of 20

Machines OQACLE
FUSION MIDDLEWARE

Create Domain 1

|( Machine Unix Machine
Templates

Application Location | o add 4 X &) piscard Changes J
Administrator Account
Domain Mode and |DK
Database Configuration Type
Component Datasources
DBC Test

Advanced Configuration
Administration Server
Managed Servers

Clusters

Name Node Manager Listen Address Mode Manager Listen Port

Server Templates
Coherence Clusters
Machines

Virtual Targets
Partitions

Configuration Summary

Configuration Progress

e — —— —— —}

End Of Configuration

Help < Back Next = I f Cancel

22. Click Create.

The following window is displayed.
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Figure 2-29 Weblogic Domain Creation 16

Fusion Middleware Configuration Wizard - Page 16 of 20

Virtual Targets _ORACLE
FUSION MIDDLEWARE

Create Domain J
| o Add K Delet: ) Discard Changes
Templates —_

Application Location MName Target Host URI Prefix Explicit Port ‘
) Adrministrator Account Names Port Offset
Domain Mode and |DK
Database Configuration Type
Component Datasources
DBC Test

Advanced Configuration
Administration Server
Managed Servers

Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets
Partitions

Configuration Summary

Configuration Progress

L — —(—(— —}

End Of Configuration

Help < Back Next = I . Cancel

23. Click Next.

The following window is displayed.
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Figure 2-30 Weblogic Domain Creation 17

Fusion Middleware Configuration Wizard - Page 17 of 20
Partitions

Create Domain

. Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
DBC Test
Advanced Configuration
Administration Server
Managed Servers
Clusters
Server Templates
Coherence Clusters
Machines
Virtual Targets

Partitions

DI"’ACLG
FUSION MIDDLEWARE
T@ Discard Changes d

Narme |

Configuration Summary

Configuration Progress

C—< A-(f—(—(—(—(—(—(—(—)—(—(—(—(—(—(—}—)

End Of Configuration

Help

24. Click Next.

The following window is displayed.

< Back !" Next = I | Cancel

ORACLE"
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Figure 2-31 Weblogic Domain Creation 18

Fusion Middleware Configuration Wizard - Page 18 of 20

Configuration Summary ORACLE G‘
FUSION MIDDLEWARE

Create Dornain + View: Deployment - Name Basic WebLogic Server Domain | =
Description Create a basic WebLogic Server d
Templates (= OFSLLREL_domain (fu01/Middlewarefweblogicli* Authorp N R d

Application Location = & Server Location  /uOl/MiddlewarefWeblogicl2cHom
B B (& OFSLL_ManagedServer
Administrator Account | b ;
= (= AppDeployment Name Oracle Enterprise Manager
Dornain Mode and |DK ] DMS Application#12.2.1.1.0 Description Enterprise Manager
D coherence-transaction-rar Author Oracle Corporation

Database Configuration Type
[ state-managerment-provider-men Location fu01/Middlewarefeblogicl2cHom

Component Datasources = & ubrary
DBC Test [ adf.oracle.domain.webapp.apack Narne- ) emasTemPlate
: ) () adf.oracle.domain.webapp.apack | Description emas plugin Template
Advanced Configuration ) adf oracle businesseditor#1.0@; | Author Oracle Corporation
AtTOInistraton Sarver () oracle.wsm.idmrest sharedlib#1| Location fu0l/Middlewarefeblogicl2cHorm
oracle.sdp.client#2.0@12.2.1.3.(

Managed Servers % uhw-rcf#:@IE 213 n@ Narme Oracle WSM Console - Core

Elatars D) ‘ad.oracle.domain.webapp.apacH Description This extension tgrnplate deploys ¢
[ adf.oracle.domain.webapp.apach Althey Stacle Corparation

Server Templates i ) g 5 Location fu0l/Middlewaresweblogicl2cHom
] oracle. adf desktopintegration#1.

Coherence Clusters ] cu:II.clickhistory.webapp#lju@lz. Name Oracle JRF

Machines (] eracle.bi.adf.webcenter. slib#1.0¢ Description Full JRF Domain Template

Vit % adf.oracle.domain.webapp.apach Author Oracle Corporation

oracle deonfig-infra#2.0@12.2.1 - I-Hation u01/Middlewarefieblogicl2cHom ~|
Partitions 4 0 [ 2z ] 1]

| Configuration Summary Select Create to a::eFt the 'ahnve options énd start l‘:reatingvand configuring a new domain. To
change the above configuration before starting Domain Creation, go back to the relevant page by
Configuration Progress selecting its name in the left pane, or by using the Back button.

LA (< ——(—— —}

End Of Configuration

Help | < Back Jf Nex Create Cancel

25. Click Next.

The following window is displayed.
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Figure 2-32 Weblogic Domain Creation 19

Fusion Middleware Configuration Wizard - Page 19 of 20 = O X

Configuration Progress %
FUSION MIDDLEWARE

\, Create Domain

100%

., Templates I

) Application Location Copy Unprocessed Artifacts
QPSS Processing

Security Processing
Artifacts Generation

String Substitution

Post Processing

Administrator Account

» Domain Mode and DK

Database Configuration Type

L L SL LS Y

Component Datasources
) JDBC Test

. Advanced Configuration
) Administration Server

) Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

) Wirtual Targets

) Partitions

Configuration Summary
. Configuration Progress

End Of Configuration

T Wiy iy g gy y g e e e o g

26. Click Next.

| cancel |

The following window is displayed.
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Figure 2-33 Weblogic Domain Creation 20

j] Fusion Middleware Configuration Wizard - Page 20 of 20

End Of Configuration _ORACLE
FUSION MIDDLEWARE

" Oracle Weblogic Server Configuration Succeeded
New Domain OFSLLREL domain Creation Succeeded
Domain Location
'u01/Middleware/Weblogicl2cHome/user_projects/domains/OFSLLREL_domain
Admin Server URL
Ittpe/Jofell aracle com: 9001 icansals

«w End Of Configuration

Help Finish

27. Once the creation of the Domain is complete, click Finish to close the window.

# Note:

The default Weblogic installation will be running JVM with 512MB, this has to be
increased for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB
it could have the JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

28. The "$MW_HOME/user_projects/domains/<mydomain>" directory contains a script that
can be used to start the Admin server.

* $cd $MW_HOME/user_projects/domains/<mydomain>/bin
e % ./startWebLogic.sh

If the server is required to be running and access to command line needs to be returned
use "nohup” and "&"

$ nohup ./startWebLogic.sh &
29. To Start Managed Server
* $cd $MW_HOME/user_projects/domains/<mydomain>/bin

* $./$MW_HOME/user_projects/domains/<mydomain>/bin/startManagedWebLogic.sh
{ManagedServer_name} {AdminServer URL}
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If the server is required to be running and access to command line needs to be returned
use "nohup" and "&".

$ nohup ./$MW_HOME/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL} &

The recommended parameters for each Managed Server for application and web services
are as follows:

For managed server where application is deployed:

-Xms8g -Xmx8g -XX:NewRatio=3 -XX:HeapDumpPath=/tmp -
Dweblogic.threadpool.MinPoolSize=40 -Dweblogic.threadpool. MaxPoolSize=150 -
XX:SoftRefLRUPolicyMSPerMB=10 -
Dweblogic.diagnostics.debug.DebuglLogger.DISABLED=true -
Dweblogic.management.discover=false -Dweblogic.llr.table.specjdsl=wl_lIr_jent31_1 -
Dweblogic.lIr.table.specjds2=wl_lIr_jent31_2 -Dsun.net.inetaddr.ttl=0 -
Dnetworkaddress.cache.ttl=0 -XX:AllocatePrefetchDistance=256 -
XX:AllocatePrefetchStyle=1 -XX:+AggressiveOpts -XX:+UseConcMarkSweepGC -
XX:+UseParNewGC -XX:MaxTenuringThreshold=4 -XX:-
UseCMSinitiatingOccupancyOnly -XX:CMSiInitiatingOccupancyFraction=60 -
XX:CMSTriggerRatio=60 -XX:+CMSParallelRemarkEnabled -
XX:+UseCMSCompactAtFullCollection -XX:+CMSCompactWhenClearAllSoftRefs -
XX:PrintCMSStatistics=1 -XX:+PrintClassHistogram -XX:-UseParallelGC -
XX:ParallelGCThreads=10 -XX:-TraceClassUnloading -XX:-UseParallelOIdGC -
XX:+UseCompressedOops -XX:+UseBiasedLocking -XX:+AlwaysPreTouch -XX:-
UseAdaptiveSizePolicy -Djbo.load.components.lazily=true -
Djbo.ampool.initpoolsize=100 -Djbo.recyclethreshold=200 -
Djbo.ampool.minavailablesize=200 -Djbo.ampool.maxavailablesize=200 -
Djbo.ampool.timetolive=-1 -Djbo.locking.mode=optimistic -
Djbo.doconnectionpooling=true -Djbo.txn.disconnect_level=1 -
Djbo.ampool.doampooling=true -Djbo.dofailover=false -
Djbo.ampool.maxinactiveage=3600000 -Djbo.ampool.monitorsleepinterval=360000 -
Doracle.multitenant.enabled=false -
Dweblogic.mdb.message.MinimizeAQSessions=true -
Dweblogic.ejb.container.MDBDestinationPollintervalMillis=6000 -
XX:StringTableSize=100003 -XX:ReservedCodeCacheSize=1g -XX:+UseStringCache
-XX:+OptimizeStringConcat -XX:+UnlockCommercialFeatures -XX:+FlightRecorder -
Doracle.adfm.useSharedTransactionForFrame=false

For managed server where web services are deployed:

-Xms8g -Xmx8g -XX:NewRatio=3 -XX:HeapDumpPath=/tmp -
Dweblogic.threadpool.MinPoolSize=40 -Dweblogic.threadpool. MaxPoolSize=150 -
XX:SoftRefLRUPolicyMSPerMB=10 -
Dweblogic.diagnostics.debug.DebuglLogger.DISABLED=true -
Dweblogic.management.discover=false -Dweblogic.lIr.table.specjdsl=wl_lIr_jent31_1 -
Dweblogic.lIr.table.specjds2=wl_lIr_jent31_2 -Dsun.net.inetaddr.ttl=0 -
Dnetworkaddress.cache.ttl=0 -XX:AllocatePrefetchDistance=256 -
XX:AllocatePrefetchStyle=1 -XX:+AggressiveOpts -XX:+UseConcMarkSweepGC -
XX:+UseParNewGC -XX:MaxTenuringThreshold=4 -XX:-
UseCMSinitiatingOccupancyOnly -XX:CMSiInitiatingOccupancyFraction=60 -
XX:CMSTriggerRatio=60 -XX:+CMSParallelRemarkEnabled -
XX:+UseCMSCompactAtFullCollection -XX:+CMSCompactWhenClearAllSoftRefs -
XX:-UseParallelGC -XX:ParallelGCThreads=10 -XX:-TraceClassUnloading -XX:-
UseParallelOldGC -XX:+UseCompressedOops -XX:+UseBiasedLocking -
XX:+AlwaysPreTouch -XX:-UseAdaptiveSizePolicy -Doracle.multitenant.enabled=false
-XX:StringTableSize=100003 -XX:ReservedCodeCacheSize=1g -XX:+UseStringCache
-XX:+OptimizeStringConcat -XX:+UnlockCommercialFeatures -XX:+FlightRecorder
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2.3 Creating Metadata Repository

The following section details the steps to create metadata repository.

Assuming that OLL_MDS schema is created using Oracle Repository Creation Utility (RCU) as
mentioned in Creating Schemas using Repository Creation Utility section, follow the below
steps to create the repository.

1. Login to Oracle Enterprise Manager 12c¢ console (http://hostname:port/em).

Figure 2-34 Metadata Repository 1

ORACL_E Enterprise Manager Fusion Middieware Gontrol 12¢ _ weblogic ¥ ===

Home

==  QFSLLREL_domain @ -
{*— Monitaring »

[ webLogic Domain

Diagnostics »
@ Information Control »
Certain functionality on this page i= available onfy when you own the edit session lock. To obt:
Change Center menu. Logs »
S Environment »
ervers s <
Administration Server
Deployments
. 3 Mo AN s JDBC Data Sources
Up
Host ofsllin.cracle.com Messaging k
Listen Port 9001 Crozs Component Wiring b
Web Services »
Clusters Servers
Persistent Stores Other Services »
» Wiew w Create
¥ML Entity Caches Adminisiration »
Clusters
Name 05Gi Frameworks Refresh WebLogic Diomain
Mail Sessions Security 2
AdminServer{admin)
Deployments. Foreign JNDI Providers
L OFSLL_ManagedSer d LIl Hrovesce
WS_ManagedServer WTC Servers System MBean Browser
| 4
. 1 Up Metadata Repositories & WebLogic Server Administration Console
[ l} Target Sitemap
Columns Hidden 34 Target Information

2. Click on domain name OFSLLREL_domain on the left side panel.

3. Expand Weblogic domain OFSLLREL_domain and click Metadata Repositories option,
as shown in the above screen.

4. The following window is displayed.
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Figure 2-35 Metadata Repository 2

ORACLE Enterprise Manager Fusion Middiewsre Contral 12 {5 webLogic Domain ¥ weblogic ¥ -+
wum  OFSLLREL_domain © v Hv
=

:WebLog ic Domain Sep 15, 2017 6:22:12 PM IST O

Metadata Repositories

*f'ou create most Fusion Middlewsra component schema repositories in a database using the Repository Creation Utility. Metadata Services (MDS) repositories can be
created in a database with the Repository Creation Wtility or created on disk as file-based repositories. You must registeér an MDS repository before you can deploy
pplicati to the repository.

Database-Based Repositories

Register.. De
[
g
r
Repository Name Database Type Database Name Schema Name JNDI Location Partition
Mo Repository
< >

File-Based Repositories

Register... Deregister
i
Repogitory Name Directory Partition
Mo Repository
< >
£ >

Click Register button.

The following window is displayed.

ORACLE
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Figure 2-36 Metadata Repository 3

= WebLogic Domain * weblogic ¥

ORACLE Enterprise Manager Fusion Middieware Control 122~ &=

s OFSLLREL_domain @ Ty HA~

= .. _ ;
I WiebLogic Domain Sep 15, 2017 6:31:32 PM IST O
@ Information £
The changez made on this page do not participate in the edit session. The changes will be activated and lied i diately. You cannot
undo the changes from the Change Center.

Register Database-Based Metadata Repository @

A repository stores information used by Application Server components and other applic ations. A metadata repository must be registered to be operational.
A database-based repository is created using the Repository Creation Utility. To register, input database connection information and click Ctuery, then select

one of the Metadata Repository and click OK button.

Cancel
Database Connection Information
® Oracle O SQLS O IBMDB2 O MySQL
Database Type ® Oracle () erver () _ My! * User Name s)'s:[
* Host Name  ofsfl.oralce.com
* Pazssword esssssssss -
* Port 1521 Role SYSDBA j
* Service Name OLLDB
Query
Metadata Repository Is Registered?  Schema Name  Version Status Modified Time
Mo Repository
Selected Repository v
The =elerted srhama nan he renistered only if it has nnt slresde heen reaizterad >

6. Enter database instance details under Database Connection Information section and click
Query. All available schemas in the given database instance are listed.

7. Select the schema you require and in the Selected Repository — Schema OLL_MDS
section, enter Repository Name (adf) and the password.

8. Click OK.
The following window is displayed.
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Figure 2-37 Metadata Repository 4

WebLogic Domain wieblogic * s

ORACLE Enterprise Manager Fusiocn Middlewars Control 122

wmm  OFSLLREL_domain @ T B
=

el ogic Domain » 25-Apr-2018 23:28:37 EDT 0

@ 'S

O Information
The changes made on this page do not participate in the edit session. The changes will be activated and applied immediately. You cannot undo the changes from the
Change Center.

Register Database-Based Metadata Repository ©

A repository stores information used by Application Server components and other applicstions. A metadsta repository must be registered to be operational. A datsbase-based repository is
input datsbase connection information and click Query, then select one of the Metadata Repository and click OK button.
OK | | Cancsal

created using the Repaository Creation Udility. To reg

Database Connection Information
4 DB e
Database Type ® Oracle SQL Server O |1BM DB2 MySQOL * User Name | sys

* Password

Role SYSDEA ¥

* Host Mame  ofsll.oracle.com
* Port 1521

* Service Mame OLLDE

Query
Metadata Repository |s Registered? Schema Name  WVersion Status Modified Time
false OLL_MDS 122130 WALID -Ape-2018 D7:38:50 EDT

MOE

Selected Repository - Schema: OLL_MDS
The selected schema can be registered onfy it has not already been registersd

* Repository Mame | adf

* Schema Password

Scope
-

9. Click Repository name mds-adf on left panel. You can even select it from right panel.
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Figure 2-38 Metadata Repository 5

ORACLE enterprise Manager Fusion Middiewars Control 12c {£5i WebLogic Domain v weblogic ¥
sss OFSLLREL_domain @ T B
= .
I WebLogic Domain v Dac 5, 2019 3:08:33 PM IST 0

Metadata Repositories
You create most Fusion Middleware component schema repositories in a database using the Reposifory Creation Utility. Metadata Services (MDS) repositories

can be crealed in a database with the Repository Creation Utility or created on disk as file-based repositories. You must register an MDS repository before you
can deploy application metadata to the repository.

Database-Based Repositories

Register... Deregister...

r
Repository Name Database Type Database Name Schema Name JNDI Location Par
mds-adf Oracle oLL122 OLL_MDS jdbcimds/adf Glot
4 b

File-Based Repositories

Register... Deregister.
e
Repository Name Directory Partition
Mo Repository
»
4 »

10. Click Add and target to AdminSever and OFSLL_ManagedServer as on right panel.

2.4 Creating Data Source

The following section details the steps to create data source.

1. Login to WebLogic Server 12c console (http://hostname:port/console).
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Figure 2-39 Create Data Source 1

ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Username:

Password:

2. The following window is displayed.
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Figure 2-40 Create Data Source 2

ORACLE Weblogic Server Administration Cansole 12¢

Change Center
View changes and restarts

Click the £ock & Fof button to modify, add or
delete itams in this domain,

Lock & Edit

Relesse Configuration

Domain Structure

OFSLLREL_domain
& Domain Partitions
5}~ Enwironment

- Interoperability
Diagnostics

How do L. =

Search the configuration
Use the Change Cantar
Record WLST scripts
Change Conscle preferences
Manage Console extensions
= Monitor servers

.

System Status =]

Health of Running Servers ac of 6:38 PM

8} Home Log Out Preferences [24]

Home

Home Page

Information and Resources

Helpful Tools

Configure applications

= Configure GridLink for RAC
Data Source

= Configure a Dynamic Cluster

= Recent Task Status

= Set your console praferences

Cracle Enterprise Manager
Domain Configurations

Domain

* Domain

Domain Partitions
= Domain Partitions
= Partition Work Managars

Environment

= Servers

+ Clusters
= Server Templates
= Migratable Targets

Coherence Clusters
Machines

& ARkl Unte

Help

o5

L&

Welcome, weblogic | Connected to: OFSLLREL domain

General Information

= Common Administration Task Descriptions

= Read the documentation

= Ask a question on My Oradle Support

Resource Group Templates

= Resourca Group Templatas

Resource Groups

= Resource Groups

Deployed Resources

= Deployments

Services
= Messaging
= IMS Servers

= Store-and-Forward
Agents

= IM5 Modules

3. Click Domain Name > Services > Data Sources.

4. The following window is displayed.

Interoperability
* WTC Servers
* Jolt Connection Pools

Diagnastics

* Log Fles

+ Diagnostic Modules

* Built-in Diagnostic Modules
= Diagnostic Images

* Request Perfformance

* Archives

* Contedt

+ SNMP

=+ Interceptors N
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Figure 2-41 Create Data Source 3

ORACLE Weblogic Server Administration Cansole 12¢

Change Center
View changes and restarts

Click the £ock & Fof button to modify, add or
delete itams in this domain,

Lock & Edit

Relesse Configuration

8} Home Log Out Preferences [24]

Domain Structure
OFSLLREL_domain

Home >Summary of JDBEC Data Sources
Summary of JDBC Data Sources

Configuration = Monitoring

. Lol

Q

Welcome, weblogic | Connected to: OFSLLREL domain

A JDEC data source is an object bound to the JMDI tree that provides database connedtivity through a pool of
JDEC connections. Applications can look up a data source on the JNDI tree and then borrow a databass

connection from a data sowrce.

& Domain Partitions ~
This page summarizes the JDBC data source objects that have been craated in thiz domain.
Lo i [ Customize this table
Parsistant % Data Sources (Filtered - More Columns Exist)
| [ Foreign JNDI oviders Click the Lock & Edfit button in the Changs Center to activate all the buttons on this page.
| [~“Work Contexts
i I ML Registries New+ | | Delete Showing 1 to 6 of & Previous Next
| L-XML Entity Caches
| IcoM it Name ¢ Type |INDIName Targets
|__t—Msail Sessions
LocatSveThlDataScurce | Genaric | jdbe/LocalSveThlDataSource | AdminServer
How do L. =
mds-adf Genaric | jdbe/mds/adf AdminSarvar
= Create JDBC generic data sources - =
B opss-audit-DEDS Genaric | jdbc/AuditdppendDataSource Aekyupcpever SIEGTL | =i
* Create JDBC Gridlink data sources W5_ManagedServer
* Create JDBC multi data sources AdminSarver, OFSLL ManagedServer,
opss-audit-viewDS Generic | jdbc/AuditvienDataSource ; it :
= Create UCP data sources WS_ManagedServer
= Create Proxy data sources . Admi ver, OFSLL_! fSarver,
opss-data-source Genaric | jdbc/OpssDataSource WS_ManagedServer
P — = WLSSchemaDataSource | Generic | jdbe/WLSSchemaDataSource

Health of Running Servers as of 6:38 PM

New ~ Delete

[ http://10.184.87.13:9001 /console/console.portal?_nfpb=truef_pagelabel=GloballDBCData... ]

Showing 1 to 6of 6 Previous Next

Click Lock & Edit button on the left panel. Click New on right panel and select Generic

Data Source.
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Figure 2-42 Create Data Source 4

ORACLE Weblogic Server Administration Cansole 12¢
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Lol

Change Center 81 Home Log Out Preferences Record Help Q,
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL domain
MNo pending changes axist. Click the Rel Home >Summary of JDBC Data Sources

Confi tion button to allow others to adit th

R ® | | Create a New JDBC Data Source

Losk s bk Back| | Next| | Finish | | Cancel
Release Car ion
JDEC Data Source Properties

Domain Structure The following properties will be used to identify your new JDEC data source,
OFSLLREL_domain * Indicates required fields

- Domain Partitions ~

- Environment

i What would you like to name your new JDBEC data source?

| & ; i * Name: '

| Messaging ‘—g OFSLL

+  ~Data Sources

| Persistent Stores ‘What scops do you want to creats your data source in ?

{  —Foreign JNDI Providers

| F-Work Contaxts —

1 Scope: ™)

| XML Registries Giobal V|

| XML Entity Caches

| FCOM v ‘What JNDI name would you fike to assign to your new JDBC Data Source?

—Mail Sessions
(#F] INDI Name:
How doI... E jdbc/of3110BConnDS
[EmA e e el n
= Create JDBC generic data sources
= Create LUR-enabled JDBC datz sources
W
System Status =
Heaith of Running Servers as of 7:02 PM What datzbase type would you like to selact?
il 3] —

S Failed (0]} Database Type: Oracle M

| Critical (0)

Cverloaded {0} .
,7 Warning (0) Back | | Next | Finish | Canesl

Enter Data source Name, JNDI Name as jdbc/ofslIDBConnDS and select Oracle as

Database Type.
Click Next.

The following window is displayed.
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ORACLE Weblogic Server Administration Cansole 12¢

Change Center

View changes and restarts

Mo pending changes exist, Click the Releaze
Configuration button to allow others to adit the
domain,

Lock & Edit

Release Car ion

Domain Structure

OFSLLREL_domain

- Domain Partitions ~

2-Environment

. %1 Messaging
i —Data Sources
Persistent Stores
--Foreign JNDI Providers
~Work Contexts
| ML Registries
— XML Entity Caches
FOOM v

- Mail ‘Sessinns

-

8 Home Log Out Preferences [83] Record Help

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back | | Next| | Finish |'Cancﬂ

JDEC Data Source Properties

The fallowing properties will be used to identify your new JDEC data source,

Database Cracle
Type:

‘What database driver would you like ko use to create database connections? Mote: * indicates that the driver is

explicitly supported by Cracle WablLogic Server.

Driver:

Datsbase |=Oracle's Driver (Thin) for Instance connections; Versions:Any [v]

Back| | Next | Finish |'Canc=el
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Lol

Q

Welcome, weblogic | Connected to: OFSLLREL domain

How do IL... =

= Create JDBC generic data sources

= Create LUR-enabled JDBC datz sources

System Status =
Heaith of Running Servers as of 7:02 PM
Failed (0}

| Critical (0)
Cverloaded {0}

Warning {07

Select the Database Driver Oracle's Driver(Thin) for Instance connections;
Versions:Any as shown above.

Click Next.

The following window is displayed.
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Figure 2-44 Create Data Source 6

ORACLE Weblogic Server Administration Cansole 12¢ ./‘\

Change Center
View changes and restarts

Mo pending changes exist, Click the Releaze
Configuration button to allow others to adit the
domain,

Lock & Edit

Release Car ion

Domain Structure
OFSLLREL_domain
- Domain Partitions ~

.
g
3
g
3
S

%1 Messaging
—Data Sources
Persistent Stores
- Foreign JNDI Providers
-Work Contexts
XML Registries
—XML Entity Caches
FOOM v

- Mail ‘Sessinns

How do IL... =

= Create JDBC generic data sources

= Create LUR-enabled JDBC datz sources

System Status =
Heaith of Running Servers as of 7:05 PM
Failed (0}
| Critical (0)
Overloaded (0}

Warning {07

10. Click Next.

8 Home Log Out Preferences [83] Record Help Q

Welcome, weblogic | Connected to: OFSLLREL domain
Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Next| | Finish | | Cancel
Transaction Options
“You have selected non-XA JDBC driver to create database connedtion in your new data source,

Dioes this data source support global transactions? If yes, please choose the transaction protocol for this data
source.

] Supports Global Transactions

Selact this option if you want to enable non-XA JDBC connections from the data source to participate in global
transactions using the Logging Last Resource {LLR) transaction optimization. Recommended in place of Emulate
Two-Phase Commit.

) Logging Last Resource

Selact this option if you want to enable non-XA JDBC connections from the data source to emulate participation in
global transactions using JTA. Select this option enly if your application can tolerate heuristic conditions.

() Emulate Two-Phase Commit

Salact thic option if you want to enable non-XA JDBC connections from the data source to participate in global
transactions using the one-phase commit transaction processing. With this cption, no other resources can
participate in the global transaction.

(®) One-Phase Commit

Back | NPJ:t| Finish |

The following window is displayed.
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Figure 2-45 Create Data Source 7

ORACLE Weblogic Server Administration Console 12¢

Change Center
View changes and restarts

Mo pending changes exist, Click the Release
Configuration button to allow cthers to edit the

domain.
Lock & Edit
Release Cor ion
Domain Structure

OFSLLREL_domain

-Damain Partitions N

Environment

-Deployments

W
|t Mail Session:
How do L. =
= Create JDEC generic data sources
= Create LLR-enabled JDBC datz sources
System Status =

Health of Running Servers as of 7:05 PM

[ Faied(0)
[ critical (O)
[ overloaded (0)
[ waming (0)

) Home Log Out Praferences [&4] Record Help

Welcome, weblogic

Home >Summary of JDEC Data Sources

Create a New JDBC Data Source

| Back | | Mext | | Finish |;Cance|

Connection Properties
Define Connection Properties.
‘What is the name of the database you would like to connect to7

Database Name: OLLDB
‘What is the name or IP address of the database server?
Hoek Mames ofsil.oracle.com

‘What is the port on the database server used to connact to the database?

Bt 1521

‘What datzbase account user name do you want to use to create database connections?

Database User Name: OFSLLREL

What is the database account password to use to create datsbase connections?

Password:

Confirm Password:

Additional Connection Properties:

11. Enter Database details click Next.

The following window is displayed.

|G, |

Connected to: OFSLLREL domain
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Figure 2-46 Create Data Source 8

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts
Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
#-Domain Partitions >
[ Environment
-Deployments
-Sarvices
[#}-Messaging
+—Data Sources
i~ Persistent Stores:
+—Forsign JNDI Providers
jork Contexts
XML Registrias
XML Entity Caches
JCom W

i—Ma3il Sestinns

How do L. B

» Craate JDBC generic data sources
= Create LLR-enabled IDBC data sources

System Status E
Hezlth of Running Servers as of 7:17 PM

[ FEiled(n)
[ Criseal(0)
[ Overloaded (0}
[ wWaming (D)
I ok (2)

& Home Log Owt Preferencas Record Help | &

. _________C N

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source

Test Configuration |'Back | Mext |

Test Database Connection

| Finish | | Cancel |

Test the database availability and the connection properties you provided,

What iz the full package name of JDBC driver clazs usad to create database connactions in the connaction pool?

Driver Class Name:

|oracle jdbc OracleDriver

What is the URL of the databas= to connect to? The format of the URL varies by JDBC driver.

URL: |jdbc:oracle:thin:@ofsll.oracle.com:1521:0LLDB

What databass account user name do you want to uss %o create database connections?

Database User I w
e |OFSLLREL|

What i the database account password to use to create database connections?

Password: |sssssssssRsRBERRRY

Confirm Password: | gy ygusensnssnssnnt

What are the proparties to pass to the JDBC driver when creating database connections?

12. Click Test Configuration.

Pro

The following window is displayed.
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Figure 2-47 Create Data Source 9

ORACLE WebLogic Server Administration Consale 12¢ — -

Change Center @ Home Log Owt Preferences (2 Record Help | &

View changes and restarts Welcome, weblogic |Cu!u\en:ted to: OFSLLREL_domain
Mo pending changss exist. Click the Release Home »Summary of JDBC Data Sources

‘Configuration button to sllow others to edit the Messages

domain,

« Connection test succeeded,
Lock & Edit

Hoicec- Gontisr=ion Create a New JDBC Data Source

Test Configuration | || Back | |MNext| ||Finish Cancel

Domain Structure e = e e T

OFSLLREL_domain Test Database Connection

BH-Domain Partitions o ’

Bi-Environment Test the datzbase availability and the connection properties you provided.

—Deployments

[Eh-Sanvices
[#}-Messaging
+—Data Sources
i~ Persistent Stores
i—Faoreign JNDI Providers Driver Class Name: | oracle jdbe OracleDriver
—Wark Contexts
XML Registrias =
[ Engty il What is the URL of the databas= to connect to? The format of the URL varizs by JDBC driver.

JCom W

i—Ma3il Sestinns

Wihat iz the full package name of JDBC driver class ussd to create databas= connections in the connection poof? %

L jdbc:oracle thin:@ofsll.oracle.com:1521:0LLDB

How do L. B 5
What databass account wser name do you want to uss %o create database connections?

» Craate JDBC generic data sources

Database User
» Crzate LLR-enabled JDBC data sources Name: OFSLLR. EL %
System Status =] Vihat is the dstzbase account password to use to create detsbase connections?

Hezlth of Running Servers as of 7:13 PM

Failed (0}

Critical [0) Password: T
Overlozded (0}
i
| Wamning {0) Confirm Password: |00t sanses
E— k)

13. Displays confirmation message as Connection test succeeded. Click Next.

The following window is displayed.
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Figure 2-48 Create Data Source 10

ORACLE WebLogic Server Asministration Conzole 122
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Create a New JDBC Data Source
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Select Targets

‘You can szlect one or more targets to deploy your new JDBC data source. If you don't select a target, the data source will
be created but not deployed. You will need to deploy the datz source at a later time,

E_____°B}
A

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain

Servers

AdminServer

7] OFSLL_ManagedServer

O WS5_ManagedServer

| Back | [Mext |Finish |:Canue|:

System Status E
Hezlth of Running Servers as of 7:21 PM
Failed (0}
Crivical (0)
Overlozded (0}
| Waming {0}

1
I o ()

The following window is displayed.

14. Select target Servers AdminServer and OFSLL_ManagedServer and click Finish.

ORACLE"
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Figure 2-49 Create Data Source 11

ORACLE WebLogic Server Asministration Conzole 122
@ Home Log Owt Preferencas Record Help Q@

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain.

Lock & Edit

Release Configuration

Summary of JDBC Data Sources

Domain Structure

OFSLLREL _domazin

- Dos

ain Partitions

—Foreign JNDI Providers
Work Contexes

XML Registrizs

XML Entity Caches
JCoM

—Mail Sessinns

Configuration =~ Monitosing

[ Customize this table

How do L..

Crazte JDBC generic datz sources

Create JDBC GridLink data sources

Crezte JDBC multi datz sources

Create UCP data sourcas

.

= Create Proxy data sounces

Systam Status

Hezlth of Running Servers as of 7:22 PM

[ " Failed (0}
[ " Critical ()
[ ~ Overlozaded (0}

e ________°J

Welcome, weblogic

Connected to: OFSLLREL_domain
Home >Summary of JDBC Data Sources

Messages

@ All changes have been activated. No restarts are necessary.

A JDBC dsta source is an object bound to the INDI trae that provides database connactivity through a pool of JDBC
connections. Applications can look up = dats source on the JNDI tree and then bomow 2 database connection from a data
source,

This page summarizes the JBC dat= source objects that have been crasted in this domain.

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Canter to activate all the buttons on this page.

New = | | Delete Showing 1 to 7 of 7 Previous | Next

Name +% Type | JNDI Name Targets

LocalSveThiDataSource  Generic | jdbe/LocalSveThbiDataSource | AdminServer

mds-adf Generic | jdbc/mds/adf AdminSanser

OFSLL Generic | jdbc/of=llDBConnDS AdminServer, OFSLL_ManagedServer
opss-audit-DEDS Genaric | jdbc/AuditAppendDatzSourca strr::;f:‘;\;iésoeistt_hianagedkwn
opss-audit-viswDS Generic | jdbc/AuditviswDataSource f:fg:;fﬂ‘;aiﬁtlf—managedsewn
opss-data-source Generic | jdbc! OpssDataSource Al mben e | Mononadseli;

'W5_ManagadServer

WLSSchemalataSource  Generic | jdbo/WLS5chemaDataSource

New Delste Showing 1to 7 of 7 Previous | Next

15. Click Activate Changes on the left panel.

Update the following parameters in JDBC data source connection pool:

1. Select Services > Data Sources > select the OFSLL data source > Connection Pool.

2. Initial capacity and Maximum capacity is defaulted to 15, if the number of concurrent users
are more this needs to be increased.

3

. Click Advanced button and update the following:

Inactive Connection Timeout=900

Uncheck the ‘Wrap Data Types’ parameter for better performance.

. Click Save.

# Note:

User Authentication and Management is outside of Oracle Financial Services
Lending and Leasing application. Organizations can use an LDAP implementation for
authentication. For Development and Testing purpose, the following sections can be
configured for authentication:

3.5 Creating SQL Authentication Provider

3.6 Creating User Groups and Users

3.7 Implementing JMX Policy for Change Password
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4.1 Configuring Password Policy for SQL Authenticator
4.2 Configuring User Lockout Policy

2.5 Creating SQL Authentication Provider

ORACLE"

The following section details the steps to create SQL authentication provider.

Login to WebLogic server administration console and click Security Realms in left panel.

The following window is displayed.

Figure 2-50 SQL Authentication 1

ORACLE Weblogic Server administration Console 12¢ /\

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete itemns in this domain.

Lock & Edit

Release Configuration

@ Home Log Qut Preferences Record Help Q

Woelcome, weblogic | Connected to: OFSLLREL _domain
Home »Summary of JDBC Data Sources »Summary of Security Realms

Domain Structure

OFSLLREL_domain

+-Domain Partitions

- Environment

-Deployments

- Bervicas

- Security Realms

- Interoperability
Dizgnostics

Lt

o

[#

How do L... =

= Configure new security realms
= Enable sutomatic reslm restart
= Delete security realms

= Change the dafault sscurity realm

y of Security Real,

A sacurity realm is a container for the mechanisme—-including users, groups, security roles, security policies, and
security providers—that are used to protect Weblogic resources. You can have multiple active security realms in
a Weblogic Server domain, but only ane can be set as the default sscurity realm, which is reserved for domain
administrative purposes.

This Security Realms page lists each security realm that has been configured in this Weblogic Server domain.
Click the name of the realm to explore and configure that realm.
[ Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Edfit button in the Change Center to activate all the buttons on this page.

New | [Delete Showing 1to 1of 1 Previous Next
Name &% Default Realm
myrealm trus

Mew | [Delats Showing 1to 1 of 1 Previous MNext

System Status =

Health of Running Servers as of 7:24 PM

Failed {0}
Critical (0}

Click myrealm on right panel.

The following window is displayed.
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3.

Figure 2-51 SQL Authentication 2

ORACLE Weblogic Server Administration Cansole 12¢

Change Center
View changes and restarts

Click the £ock & Fof button to modify, add or
delete itams in this domain,

| Lock & Edit |

Relesse Configuration Ik

Configuration | Users and Groups | Roles and Polices | Credential Mappings | Providers | Migration

Domain Structure
OFSLLREL_domain

& Domain Partitions
Q Environment
Deployments

& Services

Security Realms
#H-Interoperability
) Diagnostics

How do L.

Configure new security realms
Enable sutomatic realm restart

Manage security for Web applications and
EJEs

Sat the default security modal
Delegats MB=an authorization ko the realm

.

.

System Status
Health of Running Servers as of 7:24 PM

Click on Providers tab.

E

o5

Help L&
Welcome, weblogic | Connected to: OFSLLREL domain

Home >Summary of JDBC Data Sources »Summary of Security Rezlms >myrealm

8} Home Log Out Preferences [24]

Settings for myrealm

General = RDBMS Security Store | User Lockout | Performance

Click the Lock & Edlit button in the Change Center to modify the settings on this page.

Save

Usa this page to configure the general behavior of this sacurity realm.

Mote:
If you are implementing security using JACC (Java Authorization Contract for Cantziners as defined in
JSR. 115), you must use the DD Only security model, Other WeblLogic Server models are not available
and the security functions for Web applications and EJBs in the Administration Console are disabled,
Name: myraalm The name of this security realm.  More
Info...
45| Security Model DD Ohh,. El Spedifies the default security model for Web
Default: applications or EJBs that are secured by this
security realm. You can override this default
during deployment.  More Info...
¥ gg Combined Role Mapping Enabled Dietarmines how the role mappings in the

Enterprise Application, Web application, and
EJB containers interact. This setting is valid
anly for Web applications and EJBs that use
the Advanced security model and that
initialize roles from deployment

descriptors.  Mare Info...

| #7] Use Authorization Providers to Protact IMX Access  Configures the Weblogic Server MBean
sarvers to use the sacurity realm’s v
Authorization providers to determine whether

a IMY rlient has nermissinn b arcess an

The following window is displayed.

ORACLE"
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Figure 2-52 SQL Authentication 3

ORACLE WebLogic Server Administration Consale 12¢ _ -

Change Center
View changes and restarts
Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

=Y

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain
Home »Summany of JDBC Data Sources »Summary of Sacurity Reabms smyrealm »Summarny of Seaurity Reslms »myrealm = Providers:

Sattings for myrealm
Configuration | Users and Groups | Roles and Policies || Credential Mappings | Prowiders | Migration

pe = T T

Domain Structure

OFSLLREL_domain
[#-Domain Partitions
[ Environment
—Deployments
Hh-Sanvices

i Security Reslms
F-Interoperabiliny
&1-Diagnostics

Cartification Path

How do L. B

Configure authentication and identity
=ssertion providers

Configure the Password Validation provider

Manage sacurity providers
Set the JAAS control flag
» Re-onder zuthentication providers

Adjudication | Role Mapping | Auditing = Credential Mapping

An Authentication provider allows WeblLogic Sarver to establish trust by validating = user. You must have one
Authentication provider in 2 sscurity rezlm, and you can configure multiple Authentication providers in a security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBEMS.

[ Customize this table

Authentication Providers

New) [Doide | Reonder] Showing 103 af 3 Previois | Next
vl

[] | Name Description Version

[ | Trust Servica Identity Assartar Trust Service Identity Assertion Provider ]

[ | pefaultauthenticator WebLogic Authentication Provider 1.0

[ | DefeultidentityAsserter ‘WebLogic Identity Assertion provider 1.0

New| [Deiele] | |Reorder | Showing 1to 3 of 3 Previous | Mext

System Status B
Hezlth of Running Servers as of 7:30 PM

[ Failed (0}
Critical (1)

sub tab.

4, Click Lock & Edit to unlock the screen and click New button in Authentication Providers

The following window is displayed.

ORACLE
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Figure 2-53 SQL Authentication 4

ORACLE WebLogic Server Asministration Conzole 122

Change Center @ Home Log Out Breferences (2] Record Help

View changes and restarts
Mo pending changss exist. Click the Release

Configuration button to allow others to 2dit th
d:nmg:ra e =low s = Create a New Authentication Provider

Lock & Edit (oK || Cancal]
Release Configuration

Create a new Authentication Provider
Domain Structure
OFSLLREL_domain
[#-Domain Partitions
[ Environment

* Indicates required fields

i Deployments The name of the authentication provider.
Hh-Sanvices -
i Security Reslms * Name: | OFSLLDBAuthenticator

Hh-Interoperabiliny

B Distyoiosnics This is the type of suthentication provider you wish te creats,
Tyes: |SQLAuthenticator [v]
0K | Canesl

How do L. B

The following properties will bz used to identify your new Authentication Provider,

La]
1R

Welcome, weblogic |Cu!u\en:ted to: OFSLLREL_domain

Home »Summany of JDBC Data Sources »Summary of Sacurity Reabms smyrealm »Summarny of Seaurity Reslms »myrealm = Providers:

» Manage sacurity providers

» Canfigurs authentication and identity
zssertion providers

System Status o]
Hezlth of Running Servers as of 7:33 PM

I Failad (0)
[ criseal(®)
[ Overlozded (0)
[ wWaming{0)
I )

Create Authentication provider with following values:
* Name: OFSLLDBAuthenticator

*  Type: SQLAuthenticator

Click OK.

The following window is displayed.

ORACLE
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Figure 2-54 SQL Authentication 5

ORACLE WebLogic Server Administration Consale 12¢ — -

Change Center &) Home Log Dut Prefersnces Record Help | &

View changes and restarts Welcome, weblogic |Cumd to: OFSLLREL_domain
Pending changas exist. They must be activated Home »Summany of JDBC Data Sources >Summarny of Seaurity Realms »myrealm »Summarny of Seauity Realms »myralm > Providers

to take effect,

Sattings for myrealm
| o Activate Changes

Configuration | Users and Groups  Roles and Policies | Credentis! Mzppings | Providers | Migration
Undo All Changes T - = | 1l

hentication | Ba d Validati Authorizati Adjudication | Role Mapping | Auditing = Credential Mapping
Domain Structure

| Centification Path
OFSLLREL_domazin L |

An Authentication provider allows WeblLogic Sarver to establish trust by validating = user. You must have one

i Authentication provider in 2 sscurity rezlm, and you can configure multiple Authentication providers in a security realm.
H-Senvices Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBEMS.
—Security Realms
[H-Interoperabiliny
B-Diagnostics [ Customize this table

Authentication Providers

|Mew| [Deietz| | |Recnder| Showing 1to 4 of 4 Previoss | Nest
[] | Name Description Version
How do L.. 5] [ | Trust Service Identity Asserser Trust Servics Identity Assartion Provider 14
« Configure authentication and identity [ | Defeulthuthenticator Weblogic Authentication Provider 1.0
assartion providers [ | pefeultidenticyAssarter WebLogic Identity Assertion provider 10
Aot PeEicel Wi G e [ | oFSLLDBAUhenticswr Provider that performs DEMS authentication 1.0
» Manage security providers
» Set the JAAS control flzg |New | |Deletz | | | Reorder | Showing 1o 4 of 4 Previeus | Next

» Re-order suthentication providers

Systam Status =]
Hezlth of Running Servers as of 7:35 PM
Failed (0}
Critical (0) £
T 4

FPamelemrdend £V

7. Click on Activate Changes.

The following window is displayed.

ORACLE’ 5 g
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Figure 2-55 SQL Authentication 6

ORACLE WebLogic Server Asministration Conzole 122

@ Home Log Out Prafersnces

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take affect.

«* Activate Changes

Undo All Changes

Sattings for myrealm

Configuration | Users and Groups

Domain Structure
OFSLLREL_domazin
[#-Domain Partitions
E-Environment
i—Deploymants
H-Services

Cartification Path

N

Y| Record Help | &

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain
Home »Summany of JDBC Data Sources »Summary of Sacurity Reabms smyrealm »Summarny of Seaurity Reslms »myrealm = Providers:

Roles and Policies | Credentis! Mzppings | Providers | Migration

p = T T

Adjudication | Role Mapping | Auditing = Credential Mapping

An Authentication provider allows WeblLogic Sarver to establish trust by validating = user. You must have one
Authentication provider in 2 sscurity rezlm, and you can configure multiple Authentication providers in a security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBEMS.

—Security Realms
[#H-Interoperabiliny

B-Diagnostics [ Customize this table
Authentication Providers
New| |Delete | ||Recrder| Showing 1 to 4 of 4 Previous | Mext
[] | Name Description Version
How do L. 5] [ | oFsLLDBAUthenticator Provider that performs DEMS suthentication 1.0
« Configure authentication and identity [ | Defeulthuthenticator Weblogic Authentication Provider 1.0
assartion providers [ | DefeultidenticyAsserter WebLogic [denzity Assertion provider 1.0
Aot PeEicel Wi G e [ | Trust Servicz Identity Assartar Trust Service Identity Assertion Provider 1.0

Manage sacurity providers
Set the JAAS control flag

» Re-order suthentication providers

New | |Deiete | || Reorder |

Showing 1to 4 of 4 Previows | Next

System Status =]
Hezlth of Running Servers as of 7:37 PM
T Failed(0)

Critical (@)
—_—

FPamelemrdend £V

Authentication order should be maintained as mentioned in the above screen.
‘OFSLLDBAuthenticator’ will be displayed as above.

Click on OFSLLDBAuthenticator.

The following window is displayed.

ORACLE"
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Figure 2-56 SQL Authentication 7

ORACLE WebLogic Server Administration Consale 12¢ _ -

Change Center &) Home Log Dut Prefersnces Record Help | | LR |
View changes and restarts Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain
No pending changes exist, Click the Release Home »Providars >-Summary of Senices »Summary of Seourity Resime >myrazim > Providars »OFSLLDBAuthenticator
g:nmf:i::ll:lration button to allow others to adit the Settings for OFSLLDBAuthenticator
Lock & Edit Configuration = Performance

Release Configuration

Common | Provider Specific

Domain Structure | Save

OFSLLREL_domain
3-Domain Partitions

B iRt This page displays basic information about this SQL Authentication provider. You can also use this page to sat the JAAS

Control Flag to control how this providar is usad in the login sequence.

—Deploymants
+H-Sanices
{—Security Realm: 5] Name: OFSLLDBAUthentcstor The name of this S0L Authentication
+H-Interopershiliny provider. More Info...
- Diagnostics
r,@ Description: Provider that performs DEMS authentication A short description of this SQL Authentication
provider.  More Info...
(iF] Versionz 1.0 The version number of this SQL Authentication
provider. More Info...
Control Flag: g ~IENT Specifies how this SQL Authentication provider
T = 3] SUFFICIENT v s

s into the login sequence,  More Info..,

Configure authentication and identity T
=ssertion providers E
Set the JAAS control flag

Configure the Password Validation provider

Manage security providers

System Status B
Hezlth of Running Servers as of 8:0L PM
Failed {0}
Critical (1) v
Overloaded (0}

9. Select SUFFICIENT as the Control Flag and click Save.
10. Click Provider Specific sub tab under Configuration tab.

The following window is displayed.
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Figure 2-57 SQL Authentication 8

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take affect.

«* Activate Changes

Undo All Changes

Domain Structure
OFSLLREL_domazin
#H-Domain Partitions
#H-Environment
Deployments
H-Sanvices
Security Realms
+H-Interoperahility
- Diagnostics

How do L. 5]

» Configure authentication and identity
=ssertion providers

» Manage sacurity providers

System Status
Hezlth of Running Servers as of 8:02 PM

I ~ Failed (0)

I " Critical (0)
[ Overloaded (0}
[ ~ Warming {0}

I o ()

& Home Log Owt Preferencas Record Help
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LN

Welcome, weblogic

Q

Connected to: OFSLLREL_domain

Home »Providars »Summary of Senvices »Summary of Security Reaims »myreaim = Providers =OFSLLDBAuthenticator

Sattings for OFSLLDBAuthenticator

Configuration = Performance
Common | Provider Specific

Save

Use this page to dafine the provider specific configuration of this SQL Authentication provider,

Identity Domain:

[] Plaintext Passwords Enablad

Data Source Name:

OFSLL
Group Membership Searching: unlimjtedﬂ
Max Group Membership Search a
Level:
[[] Password Style Retainad
Password Algorithm: SHA-512

Specify the following values in corresponding fields:
e Data Source Name: OFSLL

e Password Style Retained: Uncheck
e Password Algorithm: SHA-512
e Password Style: SALTEDHASHED

The name of the identity domain. More Info..,

Specifies whether plainzext passwords are
allowed to be used. More Info...

The name of the JDBC data source used for
database access.  More Info...

ndicates the numl
down. More Info...

& paszword i
wihen updating an exdstin
. More Info...

The message digest algorithm used to hash b d
passwords for storage. The name is a standard

e Provide the SQL Queries from the column Corresponding SQL Queries as per OFSLL

Tables as given below.

Table 2-1 SQL Queries

Operation

Default SQL Query from
Weblogic

Corresponding SQL Queries
as per our Tables

SQL Get Users Password:

SELECT U_PASSWORD FROM
USERS WHERE U_NAME = ?

SELECT
UAU_USR_PASSWORD FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE =?

SQL Set User Password:

UPDATE USERS SET
U_PASSWORD = ? WHERE
U_NAME = ?

UPDATE
USER_AUTHORISATIONS SET
UAU_USR_PASSWORD = ?
WHERE UAU_USR_CODE = ?

SQL User Exists:

SELECT U_NAME FROM
USERS WHERE U_NAME =?

SELECT UAU_USR_CODE
FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE = ?
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Operation

Default SQL Query from
Weblogic
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Corresponding SQL Queries
as per our Tables

SQL List Users:

SELECT U_NAME FROM
USERS WHERE U_NAME
LIKE ?

SELECT UAU_USR_CODE
FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE
LIKE ?

SQL Create User:

INSERT INTO USERS VALUES
(?,?2,7?)

INSERT INTO
USER_AUTHORISATIONS(UA
U_USR_CODE,
UAU_USR_PASSWORD,UAU_
DESC) VALUES(?,?,?)

SQL Remove User:

DELETE FROM USERS
WHERE U_NAME = ?

DELETE FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE= ?

SQL List Groups:

SELECT G_NAME FROM
GROUPS WHERE G_NAME
LIKE ?

SELECT UGR_GROUP_CODE
FROM USER_GROUPS
WHERE UGR_GROUP_CODE
LIKE ?

SQL Group Exists:

SELECT G_NAME FROM

GROUPS WHERE G_NAME
=2

SELECT UGR_GROUP_CODE
FROM USER_GROUPS

WHERE UGR_GROUP_CODE
=2

SQL Create Group:

INSERT INTO GROUPS
VALUES (7, ?)

INSERT INTO
USER_GROUPS(UGR_GROU
P_CODE,UGR_GROUP_DESC
) VALUES(2,?)

SQL Remove Group:

DELETE FROM GROUPS
WHERE G_NAME =7

DELETE FROM
USER_GROUPS WHERE
UGR_GROUP_CODE =?

SQL Is Member:

SELECT G_MEMBER FROM
GROUPMEMBERS WHERE
G_NAME = ? AND G_MEMBER
=7

SELECT
UGM_MEMBER_USR_CODE
FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=? AND
UGM_MEMBER_USR_CODE
=7

SQL List Member Groups:

SELECT G_NAME FROM
GROUPMEMBERS WHERE
G_MEMBER =?

SELECT
UGM_MEMBER_GROUP_COD
E FROM
USER_GROUP_MEMBERS
WHERE

UGM_MEMBER_USR_CODE=
2

SQL List Group Members:

SELECT G_MEMBER FROM
GROUPMEMBERS WHERE
G_NAME =? AND G_MEMBER
LIKE ?

SELECT
UGM_MEMBER_USR_CODE
FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=? AND
UGM_MEMBER_USR_CODE
LIKE ?
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Corresponding SQL Queries
as per our Tables

SQL Remove Group
Memberships:

DELETE FROM
GROUPMEMBERS WHERE

G_MEMBER = ? OR G_NAME
=2

DELETE FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_USR_CODE=
? OR
UGM_MEMBER_GROUP_COD
E=?

SQL Add Member To Group:

INSERT INTO
GROUPMEMBERS
VALUES( 2, ?)

INSERT INTO
USER_GROUP_MEMBERS
(UGM_MEMBER_GROUP_CO
DE,UGM_MEMBER_USR_CO
DE) VALUES(?,?)

SQL Remove Member From
Group:

DELETE FROM
GROUPMEMBERS WHERE

G_NAME = ? AND G_MEMBER
=7

DELETE FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=? AND
UGM_MEMBER_USR_CODE=
2

SQL Remove Group Member:

DELETE FROM
GROUPMEMBERS WHERE
G_NAME =?

DELETE FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=?

SQL Get User Description:

SELECT U_DESCRIPTION
FROM USERS WHERE
U_NAME = ?

SELECT UAU_DESC FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE =?

SQLSet User Description:

UPDATE USERS SET
U_DESCRIPTION = ? WHERE
U_NAME =?

UPDATE
USER_AUTHORISATIONS SET
UAU_DESC= ? WHERE
UAU_USR_CODE= ?

SQL Get Group Description:

SELECT G_DESCRIPTION
FROM GROUPS WHERE
G_NAME = ?

SELECT UGR_GROUP_DESC
FROM USER_GROUPS
WHERE
UGR_GROUP_CODE="?

SQL Set Group Description:

UPDATE GROUPS SET
G_DESCRIPTION = ? WHERE
G_NAME = ?

UPDATE USER_GROUPS SET
UGR_GROUP_DESC= ?
WHERE
UGR_GROUP_CODE-= ?

Provider Name

OFSLLDBAuthenticator
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SQL Remove Member From Group:

SQL Remove Group Member:

] Descriptions Supported

50QL Get User Description:

50QLSet User Description:

SQL Get Group Description:

S0QL Set Group Description:

%

|ZMBER_USR_CODE= 7

DELETE FROM USER_(

EUAU_USR_CODE=7

iE UAU_USR_CODE=7?

| IGR_GROUP_CODE= "7

JGR_GROUP_CODE=?
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PISTHURT DY SULEL. eAUTE LE

member baing dele
Info...

The SQL statemant used to remove 2 mamber
from a group. The SOL stEtement requires 3
single parameter: the usernamsa or group nams
being removed.  Mare Info...

tabase us ¥
=, Mare Info...

Tha SQL statement used to retrieve the
description of & specific user, Only valid if

= =t returs
most 2 single record cont
description.  More Info...

The S0L statement used to refrieve the
dascription of 2 group. Only valid if Descriptions
= is enabled. The SQL statemeant
equires a single paramater for tha group name
and must retem a resultSet contsining at most 3

single record containing the group
description.  More Info...

v a description
upported
ment requires
ption and the

12. Click Save.

¢ Note:

Application server needs to be restarted for these changes to take effect.

2.6 Creating User Groups and Users

The following section details the steps to create user groups and users.

Creating Users
Creating User Groups
Assigning Users to Groups

Resetting password via weblogic console

2.6.1 Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_utils folder to create an user.

ORACLE"

# Note:

By default there are no users created to login to OFSLL application.
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Login as application schema owner and run the script crt_app_user.sql script to create OFSLL
application user.

Figure 2-59 User group Script

S5QL*Plus: Release '12.1.0.2.0 Production on Sat. Sep '16.10:;35:29 2017
Copyright. (c) 1982, 2014, Oracle. &1l rights reserved.

Enter user-name: OFS5LLREL

Enter password:
Last Successful login time: S5at Sep 16 2017 10:38:03 +05:30

Connected to:

Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - &4bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options
SQL> Bcrt app user.=sql

Enter the nams of the OFSLL aApp user Id you

Want to create user: DEMOSUPR

Enter the First Name for this user: DEMO

Enter the Last Name for this user: SUPR

Enter the Phone Number for this user: 95957778886

Enter the Fax Number for this user: 6655544422

1 row created.
1 row created.

1 row created.
S5QL> commit;
Commit complete.

sgr> ]

1. Login into WebLogic server console.
2. Click Security Realms on the left panel.

3. Click myrealm on the right panel.
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Figure 2-60 User group 1

ORACLE WebLogic Server administration Console 12¢ ”

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL _domazin
[#-Domain Partitions
&-Environment

[#H-Interoperabilisy
[#}-Diiagnostics

How do L. =]

» Configure new security reaims
= Enable automatic realm restart
» Dalate security realms

» Change the default security realm

&) Home Log Out Breferences [

=Y

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain
Home >Summary of Security Realms

Summary of Security Realms

A sacurity realm is a contziner for the mechanizms--including users, groups, s=curity roles, security policies, and security
providars—-that are used to protect Weblogic resourczs, You can have multiple active s=curity razims in 2 WeblLogic Szrvar
domain, but only one can be s=t 2s the default security realm, which is reserved for domain administrative purposes.

This Security Realms page lists 2ach sacurity realm that has been configured in this Weblogic Server domain. Click the
nzme of the reslm to explore and configure that realm.

[ Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Edir button in the Change Canter to activate all the buttons on this page.

New | [Delete Showing 1to 1 of 1 Praviows | Next
Name & Default Realm
myrealm true

New | [Delste Showing 1o 1of 1 Previows | Next

System Status B

Hezlth of Running Servers as of 10:49 AM

[ Failed(0)
[ Crioeal{0)
[ Cvarloaded (0)
I Waming {0}

A e

Select Users tab under Users and Groups.

If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Users are automatically created in weblogic when created through an application.

ORACLE"
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Figure 2-61 User group 2

ORACLE WebLogic Server Asministration Conzole 122

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL _domazin
[#-Domain Partitions
&-Environment
+—Deploymants
[#}-Sanices
—Security Realms
[#H-Interoperabilisy
[#}-Diiagnostics

How do L.

+ Manage ussrs and groups
» Creste users
» Modify usars

+ Delete usars

Lol

& Home Log Owt Preferencas Record Help &

Sattings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Users | Groups

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain
Home »Summany of Security Reslme =myraalm = Summarny of Seourity Reslms »myrazim =Usars and Groups

This page displays information 2bout sach wser that has been configured in this security realm.

| Customize this table

Users (Filtered - More Columns Exist)

New | |Delete

Showing 1 to 4 of 4 Praviows | Mext

[ | Name &% Description Provider

D DEMOSUPR DEMO SUPR OFSLLDBAuthentcator
This is the defaul service account for WeblLogic Sarvar Lifecycle Manager 2

[ | LecMuser i ke DefauitAuthenticator

[ | oracleSystemUser | Oracle application software system user, Defaultiuthenticator

O | weblogic This user is the defzult administraor, Defaulthuthenticator

New| [Deisiz

Showing 1to 4af 4 Previows | Next

System Status

Hezlth of Running Servers as of 10:51 AM

[ Failed(0)
[ Crioeal{0)
[ Cvarloaded (0)
I Waming {0}
.

2.6.2 Creating User Groups

Select Groups tab under Users and Groups.

If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Groups are automatically created in weblogic when created through an application.

ORACLE"
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Figure 2-62 User group 3

ORACLE WebLogic Server Asministration Conzole 122

o B

Change Center @ Home Log Out Breferences Record Help L&
View changes and restarts Welcome, weblogic |Cumsen:ted to: OFSLLREL_domain
Click the Lock & Edi button to modify, add or Home »Summary of Seourity Realms =myreaim =Summary of Seourity Reslms >myresim =Users and Groups
delete items in this domain.
= [fRms In B Semain Sattings for myrealm
| Lock & Edit | .
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Release Configuration T - 1 IEs il R
1 Usars  Groups
e =
QFSLLREL_domain
='iF-Do_-na::| R This page displays information about each groug that has been configured in this security realm,
B-Environment
.;‘—g:\::ents [ Customize this table
_'"Securiw Rezlms Groups
[H-Interoperabiliny
1 Dizgnostics [New| [Delet= Showing 1to 9 0f 3 Pravious | Next
[ | Name &% Description Provider
[ | AdminChannelusars AdminChannelUszrs can access the admin channel, Defaulthuthenticator
7 | Adviinistrators ::‘rinlsr;::TNrsE::n wiew and modify all resource attributes and start DebaultAutherticator
How do L. =] [ | AppTesters AppTestzrs group. DefaultAuthenticator
» Manage users and groups [ | CrossDomainConnectors ﬁ::::);malnmnna:mls =i ek s oz ol 0 o iEa Defaulthuthenticator
= CIE:E g [ | peployers Deployers can view zll resource attributes and deploy applications. | Defaultauthenticator
» Modify groups
" Manitors can view and medify all resource attributes and perform 2
+ Delata groups [] | Monitors Boaration i Tecotcd by rol DefauitAuthenticator
O QF5LL_USER OFSLL USER GROUP OFSLLDBAuthenticator
System Status =)
1 | operstors Operators can view and modify 2ll resource attributes and perform Debauthuthenticator
Hezlth of Running Servers as of 10:52 AM S sarver lifecycle operations.
T Failed(0) [ | OracleSystemGroup Orack application software system group. DefaultAuthenticator
)
Critscal (1) | New| [Delete Showing 1t0 9 0f 3 Previous | Next
Cverloaded (0}
Warning {0)
[ .-

2.6.3 Assigning Users to Groups

The USERS are automatically mapped to default application group - OFSLL_USER.

Figure 2-63 User group 4
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2.6.4 Resetting password via weblogic console

1.

2,

Click on User. Select Passwords tab and enter new password and confirm password.

Figure 2-64 User Group 5

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Breferences Record Help

View changes and restarts

Click the Lock & Edit button to modify, add or
Seletz frems in this domain. Settings for DEMOSUPR
Lock & Edit

General  Passwords | Groups
Release Configuration - |l |

Save

Domain Structure

OFSLLREL_domain
[#-Domain Partitions
[ -Emvironment
+—Deploymants
[#}-Sanices
—Sacurity Realms
[#H-Interoperabilisy
[}~ Diagnostics

Use this page to change the password for the selected user,

* Indicates required fields

* assword:
e rd: RSB EEESBRES

* Confirm New Password: sesssssRnsEE

(sl

Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain

=Y

Home »Summary of Seourity Realmes =myraalm =Usars and Groups >DEMOSUPR

The naw password of this user.  More Info...

How do L. =]

s Create users
» Modify users

» Delate users

System Status =
Health of Running Servers as of 11:04 AM
I Failed (0}
Critical (0)
Overlozaded (0}
I Warning {0}

1
)

Click Save.

The following window displayed.

ORACLE"
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ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL _domazin
[#-Domain Partitions
&-Environment
—Deployments

- Senvices
—Security Realms

[#H-Interoperabilisy

[#}-Diiagnostics

How do L.

» Creste users
» Modify users

» Delate users

m

& Home Log Owt Preferencas Record Help
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Lol

=Y

Welcome, weblogic |Curu\en:ted to: OFSLLREL_domain

Home »Summary of Seourity Realmes =myraalm =Usars and Groups >DEMOSUPR
Messages

« Settings updated successhully,
Settings for DEMOSUPR

General | Passwords | Groups

Save

UUs= this page tw change the password for the selected user,

* Indicates required fialds

* New Password:

* Confirm New Password:

The new password of this user.  Mare Info...

System Status c]

Health of Running Servers as of 11:07 AM

I Failed (0}
I Crisal()
[ Overloaded (0
i Warning {0}

)

2.7 Implementing JMX Policy for Change Password

The following section details the steps to implement JMX Policy for Change Password.

ORACLE"

1. Login to Oracle WebLogic Server 12c¢ console (http://hostname:port/console)

# Note:

The Change Password feature uses the JMX Policy configured on the domain.

Hence, the AdminServer is required to be up and running to enable this.

2. Click Domain > Security > myrealm > Configuration.
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Figure 2-66 Implement JMX Policy 1

ORACLE WebLogic Server Adminsrston Consok 125 . 222 ol

Change Canter
View changes and restarts

Click the Lock & Foirbutton 1o modify, add o
delsta items in this domain.

[ Lock & Edit |

Release Configuration

Domain Structure
OFSLLREL_domain
[ Domain Partitions
[# Emviranment

[~ Deglyymants

[¥ - Sarvices
Seourity Reslms
Interoperahility
Dizgnostics

R

How do L. =]

» Configure new security rezlms

Enable automatic realm restart
» Manage security for Web applications and
Elgs

= Set the default s=curicy modsl
» Delagzrs MBzan suthorizztion to the realm

System Status
Health of Running Sarvers as of 11:09 AM

[ Failed(n)
[ Crigeal (1)
[ Overozded (1)
[ Waming ()
)

m

{1 Home Log Out Preferences [&] Record. Help | &

Welcome, weblogic | Connected to: OFSLLREL_domain
Homs =Summary of Security Resims >myreaim

Sattings for myrealm

Configuration = Usersand Groups  Foles and Policies | Credential Mappings | Providers | Migration

| General RDBMS Security Store | User Lokt | Performance
Click the Lack & Ediebutton in the Changa Cantzr to modify the settings on this page.

Save

Use this page to configure the general beshavior of this szourity realm.

Mozt

T you a2 implementing security using JACC (lava Authorization Contract for Contziners a5 defined in 1SR 115), you must use
the DD Only security model, Other Weblogic Server moadels are not available and the seourity functions for Web appfications
and EJBs in the Administration Console are disabled.

Name: myreaim The name of this security realm, More Info...

(37| Security Model Default: DD Oni Specifies the default sscurity model for Web

9 i EI' applications or EJBs that atmriiiredd by this securiey
realm. You mn overrida this default during
deployment. More Info...

«/ (if] Combined Role Mapping Enabled Determines how the role mappings in the Enterpriss
Application, Web application, and EIB containers
interact. This satting i= valid anly for Web applications
ard E1Bs that use the Advanced security mi
that initialize roles from deployment
descriptors.  More Info...

] /] Use Authorization Providers to Protect JMX Access Configures the WishLogic Server MBean servers to use
the sacurity realm's Authorization providsrs to
determine whather 2 IMX disnt has parmission to
access an MBaan attribute or imvoke 2n MBaan
operztion.  Mare Info...

Automatically Restart After Non-Dynamic Changes Specifies whether the Reslm will be suto-restarted if
non-dynamic changes are mads to the reslm or
providers within the reslm.  More Info...

N
Retire Timeout: =n Soecifies the retire timeout for 2 realm that is

3. To enable JMX policy select the Use Authorization Providers to Protect IMX Access
check box on the right panel.

ORACLE"
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Figure 2-67 Implement JMX Policy 2

ORACLE webLogic Server Administration Console 12¢ A

Change Canter

View changes and restarts

Mo pending changes exist, Click the Releasa

Configuration butmon to allow others to edit the
ain.

Lock & Edit
! Release Configuration |

Domain Structure
OFSLLREL_domain
- Domain Partitions
[¥+ Erviranment

i Degloyments

[~ Services

i~ Security Resims
- Interoparability
[ Diagnostics

How do L. =]

» Configure new s=curity realms
+ Enable automatic rezlm restart

» Manage sscurity for Wb applications and
Elgs

+ St the default sscuriy modl
» Delagzte MB=an authorization to the realm

m

System Status

Heslth of Running Servers as of 11:09 AM
Failed (0}
Critical {0}
Ohverlozded (0}
Warning ()

Re-login to console.

&1 Home Log Out Preferences [5] Record Help &

Welcome, weblogic | Connected to: OFSLLREL_domain
Homs =Summary of Security Resims >myreaim

Settings for myrealm
Configuration = Ussrs and Groups = Aoles and Policies  Credentizl Mappings  Providers | Migration
| General RDBMS Security Store | User Lokt | Performance
Save
Use this page to configure the general behavior of this sacurity realm.
Mot=:
TF you are implameanting security using JACC (Java Authorization Cantract for Contziners 2= defined in JSR 115), you must use
the DD Only sacurity modal, Other Weblogic Server models are not available and the security functions for Web appfications
and EJBz in the Administration Conzole are diszbled.

Name: myrealm The name of this security realm.  More Info...

17| Security Model Default: DO Onl o] Specifies the default sacurity model for Web

ad ly u applications or [E1Bs that are sacured by this security
realm. You can overrids this default during
deployment. Maore Info...

(i7] Combined Role Mapping Enabled Determines how the rolz mappings in the Enterprise
Application, Web appliction, and EJB contsiners
interact, This setting is valid only for Web applications
and E18s that use the Advanced security model and
that initialize roles from deployment
descriptors.  More Info...

(§F] Use Authorization Providers to Protect JMX Access Configures the WeblLogic Server MBzan sarvers to use
the security realm's Authorization providers to
determine whether 2 JMK dient has permission to
acress an MBzan attribute or imvoke 2n MBean
operztion.  More Infou.,

["] Mutomatically Restart After Non-Dynamic Changes Specifies whether the Reslm will be auto-restarted if
non-dynamic changes are made to the realm or
providers within the rezlm.  More Info...

Retire Timeout: 80 Sperifies the retire timeout for 3 realm that is v
restzrted. The old realm will be shutdown afeer the
spacified timeout period has elapsad.  Mare Info...

4, Click Save and restart the server.

Click Domain > Security > myrealm > Roles and Policies > Realm Policies.

# Note:

If server is not restarted, JMX Policy Editor option will not appear.

ORACLE
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Figure 2-68 Implement JMX Policy 3

ORACLE WebLogic Server Adminsrston Consok 125 s 2 oBn

Change Canter
View changes and restarts

Click the Lock & Foirbutton 1o modify, add o
delsta items in this domain.

{1 Home Log Out Preferences [&] Record. Help &

Welcome, weblogic | Connected to: OFSLLREL_domain

Home >Summary of Security Resims >mmyr=aim >Resim Roles >Realm Policies

Settings for myrealm
! Lock & Edit | ~
Corfiguration | Users and Groups  Roles and Policies | Credentis! Mappings | Prowviders | Migration
Release Configuration = Il il i 1
| Realm Roles  Realm Policies
Domain Structure i
OFSLLREL domai
3+ Domain Part;nns Use this tzble to access or create sscurity palicies for this security rezim. The Root Level Polides node in the Name column providss
T a arcess tm root level policies {which apply to 2l resources of 2 given type), Al other nodes provide acoess to policies that apply to
[ Enviranment resOUICE instances.
" Deployments
[¥ - Sarvices Motest
i Saourity Reslms » This table doss nat provids access to polices for instances of INDIT resources or Wark Context resourcss. To ses these
[ - Interoparability policies, view the Security tzb for each JNDI node or Work Contet object instance,
[#- Dizsgnostics » If you importzd poficies for Web applications or E1Bz Frbm dedawnert deseriptors using the Inst=! Application
Assistant, you must activate changss to acoess
+ To view or modify IMX pofices in the Administration Cunsola you must first delegate MBezn suthorization t the
realm’s Autharization providers,
ko ize this table
How do L.. B Palicies
= Manage security polices Create Falicy Showing 1 w9 of 9 Previces  Naa
= Access policies for INDI resources
» Acress policies for Work Context resources it Mesore. Tipe Policy
» Dehagzre MB=an suthorization to the realm 1 Coherance G
System Status =] ] 51 Deplayments
Heslth of Running Servers as of 11:24 AM =1 Dormain
Failed (0) = JeoM
I Cgzl{0) %1 1DBEC
Overloadad (0)
[ Waming(0) E1IMs
I O (1) M Policy Editar
N
=1 Root Level Poicies:

Click on JMX Policy Editor to configure.

Figure 2-69 Implement JMX Policy 4

ORACLE' WebLogic Server Adminsision Corsok 12c s 2 2020 O]

Change Center
View changes and restarts

Click the Look & Faitbutton t modify, add o
delete items in this domain,

! Lock & Edit |

Relezse Configuration

Domain Structure
OFSLLREL_domain
[#% - Domain Partitions
[# Erwiranimart

I Degloyments

[ Sarvices

E Security Realms
r' Interoperability
[¥ Dizgnostics

How do L... H

« Creste MY policies

System Status 8
Heslth of Running Servers as of 11:26 AM
Failed (0}
Critical (0}
[ Overoadsd {0)
T Wemng(0)
Ik (1

@ Home Log Out Preferences [5] Record Help | | =9 dewdﬁogic|(bnremedm:0ﬁ3llﬂﬂ._ﬂmmi:
Home >Summary of Securily Resims >mynealm >Resim Roes »Resim Pobcies =1MX Policy Editor
IMX Palicy Editor

Back| |Next| | Creats Policy | || Canesd |
Select the Policy Scope

= Tozpply this policy 1o all insances of an MBean, selec: GLOBAL SCOPE.
= Toapply this policy only tw an MBezn instance that is used to manage & specific daployment or resource, selact the deployment or

resouros.

Scopes

Scope

) GLOBAL SCOPE
¥ Deploymants
[# JDBC System Resouwross

H IMS Systemn Resources

H WLD¥ System Resources

Back| [Nex| [Create Policy | || Cancad|

ORACLE"
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8.

9.

Select GLOBAL SCOPE and click Next.

Figure 2-70

Implement JMX Policy 5

¥ weblogic. mznagament.security.authentication

[# wehlogic.sacurity.providers.audit

(4]

=l weblogic,security.providers.authensication

ActiveDirectoryfuthenticatorMBaan

o e

CustomDEMSAuthenticatoriBazn

DefaultiuthenticatorhBesn

DefaultidentityAssartzrMBazn

OGO

IPlanstfuthenticatorMBazn
LCAPAUthenticatorMBazn

LDARX5031dentiyAssart=rMBaan

slll&]

NegatiztzIdentinyAssarterMBaan

NovellauthenticatorMBzan

O O|0|¢

OpenlDAPAsthenticaarMBazan
OracleldentinyCloudintagratorMBaan

OraclelntarnatDiractonyAuthanticatorMBazn

o e

OraclelUnfadDirectoryAuthentcatorMBean

OracleVirtuziDirectoryAuthenticatorMBaan

|® ool

ReadOnhy5QLAuthenticatorMBzan
SQLAuthenticatorMBaan

)

ViralUssrAuthenticztorMBazn

[ weblogic,security.providers.authorization

[# weblogic.security.providers.credentisls

# weblogic.security.providers, pk

[ wehlogic.security.providers.sami

¥ wehlogic.sacurity. providers.xzeml. authorization

Back|

[ Niext| [Create Pobicy | Canes |

Select weblogic.security.providers.authentication.

10. Select SQLAuthenticatorMBean. Click Next.

ORACLE
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11.
12.

13.

Figure 2-71

Implement JMX Policy 6

ORACLE webLogic Server Administration Console 12¢

Change Canter
View changes and restarts

Click the Lock & Foirbutton 1o modify, add o

delsta items in this domain.
Lock & Edit

Release Configuration

Domain Structure
OFSLLREL dommzin
[ Domain Partitions
[ Enviranment

i~ Deployments.

[¥ - Sarvices

i~ Seaurity Resims
[ - Interoparability
[# Dizgnostics

{1 Home Log Out Preferences [&] Record. Help

IMX Policy Editor

Back

e CtéahéPolEf' |:c.anaa|
Select Read, Write. or Inveke Privileges

Chapter 2
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Welcome, weblogic | Connected to: OFSLLREL_domain
Haome >Summary of Security Resims >myrezim >Resim Rofes »Rzsim Polcies >IMX Policy Editor

|

Speify rezdfwrite privileges for one or zll MBean attributes, or specify privileges for invoking an MBean cperation.

s If you chose ALL MEEAN TYPES on the previous page, you must apply the policy to all atributes or 2l oparations.
= If you chose = specific MBazn type on the previous page, you can select a specific atribute or operation or you can apply the

podicy to all stributes or oparations,

Selacted Scope:

Selected MBean Type:

Attributes and Operations

Artribute or Operation

[ Amtributes; Permission to Read

GLOBAL SCOPE

SOLAwthenticatorMBean

Existing Policy

How do L. B
« Creste JMX policies ) [H Anributes: Permission to Wite
) @ Eneryprad Attributes: Permission to Rezd
Siatms 5 O B Encrypeed Attributes: Permission t Write
S £D st o ) 14 Lookup Operstions: Permission to Invoke
L reed) O & Operasions: Permission t Invoke
| Critical {0}
[ Overioadsd (0) O eddMemberToGroup
- Warring (0) O advanes
okt @ changelssrPassword
O dos=
O cresmGroup
O creseelser
% oetCurrentiame

Expand Operations

: Permissions to Invoke and select ChangeUserPassword.

Click Create Policy. The following window is displayed for Authorization providers where
you can add conditions to setup the policy.

Click Add Condition.

The below screen will be displayed.
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Figure 2-72
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ORACLE weblLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Look & Foirbutton t modify, add o
delete items in this domain,

L Lock & Edit |

Relezse Configuration

Domain Structure
OFSLLREL_domain
Domain Partitions
Erwiranment
Dizployments
Services

Sacirity Resims
Interoperability
Dizgnostics

- FE

FH-E

How do L... H

« Creste MY policies
« Combin conditions

System Status =
Heslth of Running Sarvers as of 11:31 AM

[ Failed (D)
[ cisal{0)
[ Overozded (0)
[ Waming(O)
I O (1)

Figure 2-73

it Home Log Out Breferances (3] fecord Help | | =Y

Welcome, weblogic | Connected to: OFSLLREL domain

Home >Summary of Securily Resime > myneaim =Resim Roles »Resim Pobcies >3840 Policy Editor >Edit TMX Policies

Edit JMX Policies

Save

===

lUse this page to specfy the conditions under which = user can access this IMX resource and the Autharization provider that stores and

enforcss the conditions,

Providers -

Thesz zre the authorizaton providars an administrator can select from,

Palicy Conditions

RAGMLAuthorizer ]

Thesz conditions determine the access control to your IMX resource.

| Add Gonditions | | Combine| | Uncombine | | Mowe Up| | Move Down | | Remove |

Mo Policy Specified
| Add Conditions| | Comine | | Un

Mowe Up | | Move Down | | Remaove |

| Save |
Policy Used By Default
Raole ¢ Admin
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ORACLE WebLogic Server Administration Consale 12¢

Change Center
View changes and restarts

Click the Lack & Edirbutton to medify, add or
delete tems in this domain,

! Lock & Edit |

Release Configuration

Domain Structure
OFSLLREL_dormain
Diomzin Partitions
Environment
Dieployments
Services

Senurity Resims
Interoperability
Dizgnostics

—F-F

e

-

Howdo L. EH

» Cream IMX policies
« Comhbinz conditions

System Status =
Heazlth of Running Servers as of 11:33 AM
[ Failed(n)
T crital{d)
| Overioadad {0)

Warring (1)

@ Home Log Out Broferances (3] Record Help || =Y

14. For Predicate List, select Group for configuration. Click Next.

Welcome, weblogic | Connactd to: OFSLLRELdomain

Home >Summary of Security Resims >myrealm >Reslm Roles >Resim Polcies >3 Policy Editor >Edit JMX Policies

[Edit IMX Policies

Edit Arguments

O this page you will £l in the arguments that pertzin to the predicate you have chosen,

Add ane or more groups to this condition. If you add multiple groups, the condition evaluztes as true if the user is a membar of ANY of the

groups.

Group Argument Mame:

Hack| [Next| |Finish| || Cancet

[OFSLL_USER

I 0k (1)

15. Select user roles for application.

ORACLE"
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16. Click Finish. Click on Save to complete the configuration.

The following window will be displayed.

Figure 2-74 Implement JMX Policy 9

ORACLE weblLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Look & Foirbutton t modify, add o
delete items in this domain,

Lock & Edit

Relezse Configuration

Domain Structure
OFSLLREL_domain
Domain Partitions
Erwiranment

2

- Deployments
[#% - Sarvices
B

it

Seourity Realms
Interopershility
Dizgnostics

How do L... H

« Creste MY policies
« Combin conditions

iy Home Log Out Preferences [&] Record Help | | =9 dewdﬁogic|(bnremedm:0FSLlREL_ﬂmmi:
Home >Summary of Securily Resime > myneaim =Resim Roles »Resim Pobcies >3840 Policy Editor >Edit TMX Policies
Edit JMX Policies
Save

lUse this page to specfy the conditions under which = user can access this IMX resource and the Autharization provider that stores and
enforcss the conditions,

Providers -
Thesz zre the authorizaton providars an administrator can select from,
uthorization roviders: XACMLAutnorizer{Y]
Palicy Conditions
Thesz conditions determine the access control to your IMX resource.

| Add Conditions | | Combine | |LUncombine | | Move Up | | Move Down | | Remove | | Negate |

[ Group : OFSLL_USER
| Add Conditions | | Combine| |Uncombine | | Move Up| | Move Down | | Remove | | Mepats|

| Saws |
Overridden Policy
Rale 1 Admin

System Status =

Heslth of Running Sarvers as of 11:41AM
[ Failed (D)
[ cribal{0)
[ Overosded (0)
[ Waming(O)
I 0k (1)
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Configure Policies

The following sections details the steps to configure password policy for SQL Authenticator
and configure user lockout policy .

e Configuring Password Policy for SQL Authenticator

e Configuring User Lockout Policy

3.1 Configuring Password Policy for SQL Authenticator

1. Login to the WebLogic server administration console with user login credentials.

(Optional) Enter the result of the step here.

2. Browse to Security Realms > myrealm > Providers > Password Validation as shown below.
The following window is displayed.

Figure 3-1 Configuring Password Policy 1

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Praferences (5] Record Help | Q Welcome, neblogin|tbnremed to: OFSLLREL_domain
Vit e el et Horme >Summary of Security Resims >myresim = Providéers
Click the Lack & Edibutton t modify, add or Settings for myrealm
delete tems in this domain, - -
ik Configuration | Usersand Groups | Roles and Pobiciss | Credentizl Mappings | Providers | Migration
[3 2 e e Authentication | Pa d Validati Authorizat Adjudication | Role Mapping | Auditing | Credential Mapping
ielease Conbguration
Certificztion Path

Domain Structure
OFSLLREL_domain

[# Domzin Pertitions The Passward Validation provider manages and enforces = sat of configurable password composition rules, When configured in a security

IHEritacmair re=lm, the Password Validation provider is automatically invaked by = supported suthentication provider whenever 2 password is created or
— Deploymmen updatad for & user in the realm. The Password Validation provider then performs 2 check to datermine whether the password mests the

& 53-_.;':;"- = criteria established by the composition rules, and the password is aocepted or rejected 5 approgriate,

i~ Seourity Realms
[ - Interoperability

| Customize this table
[H Diagnostics

Password Validation Providars
Click the Lock & Edlit button in the Changs Center to zctivate all the buttons on this page.

New | | Delete | Reorder Showing 1to 1of 1 Previous | Next

~ Na Description Versian
HowdoL.. | e

& s it SysmmPasswordValidstor Paszword compasition chacks 1.0
» Configura the Password Validation provider

Nen| [Deleis | Fieardar Showing 110 10f 1 Brevious | Nest
System Status =]

Health of Running Servers as of 11:42 AM

[ Failed (0}
 Citial {0}
[ Overoaded {0)
[ Waming (0)
I ok (1)

3. Click SystemPasswordValidator link.

The following window is displayed.
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Figure 3-2 Configuring Password Policy 2

ORACLE weblLogic Server Administration Console 12¢

Change Center

View changes and restarts

Click the Look & Foirbutton t modify, add o
delete items in this domain,

Lock & Edit

Relezse Configuration

Domain Structure

OFSLLREL_dormai

n

[#%- Domain Partitions
=5

Erwiranment

Services

[
®

Dizgnostics

Dizployments

Seourity Realms
Interoperability

How do L...

» Configure the Password Validation provider

» Manage secunity providers

=]

System Status

Heslth of Running Sarvers as of 11:43 AM

[ Faled(0)
— L

[ Overiozded (0)

[ Waming(O)
I 0k (1)

@ Home Log Oue Preferences [&] fiecord Help |

a deme,umbhgic|(bnnemedm:0m1m_dmmi:

Home >Summary of Securily Resims >myreaim = Providers >SystemPasswordValidater

Settings for SystemPasswordValidator
Configuration

| Common  Provider Specific

Thiz page displays basic information abous this System Password Validston provider,

F] Wame: SystemPasswordValids
4| Descripti o
45 Versian: 10

mor

chacks

The name of this System Pessword Validation
provider.  More Info...

A short desaription of the System Password Validator
provider, More Info...

The version number of the System Password Validator
provider, More Info...

Click Provider Specific Tab.

Configure the password policy as per the requirement.

An example is provided in the following window.

Figure 3-3 Configuring Password Policy 3

How do L..

v Configure the Passward Validation grevider

=]

=] Reject if Password Contains the User Name Reversed

Password Length Policies

Minimum Password Length: 3
v Mansge zecurity providers
System Status =
Hesith of Running Servers as of 11:44 AM Maxirmum Pa: rd Length: D
I Eailst (0)
I Critizal (7}
| Overinzd=d (0}
[ Warning (0} Character Palicies
[ ) .
of Any Cl 2
Maximum Consecutive Characters: 2
Number of it Cl 2
Minimum Number of Numeriz Cheracters: o
Minimum Number of Lower Case Characters: o
Minimum Number of Upper Case Characters: 1
imi Number of N i o
Charschers: L
Number of N ic Cl 3 1
| Zave

To determine whether the password can contain or be
equal fo the reverse wememe. This check will be cose
inmmnsitive. I the vahes iz “trus", the password must not
contain or be egual fo e reverss ussrname. More Info...

Specifizs the minimum number of characters that the
pazswart may contain. Hote: IF the Default Authentization
provitder i configured in Hie reaim, make sure thet Ehis
msizteri witf: the ome configursd for that
provider. More Info...

| Specifies the maximum number of characters that the
pazzamr mey contsin, To be sccepted, Hie peswornd may
riat contein = grester number of characiers fien the velus
spmcified]. Sgecifying 0 remults in na restriction on passwand
lengtt,  More Infa..

Spedilfiies the maximum number of times any one character
iy app=ar in tie password.  Mare Info...

Specfies the maximum number of times that a character
iy 2pp=ar comsssutively 5 e pazmeord. Mars Info.

Spedilfies the minimum number of alphabetic characters
| that = pzsword mist contsn. Mors Infa.

Speifies the minimum number of numeris characters that
st apmmar in the pazmwced. More Infa...

Specifies the minimum number of lowercase chacacters that
= pezword must conten. Mors Infa...

Specifies the minimum number of Upgercees characters
that = pazzword must contsim. More Info.

Specifies the minimum number of nen-slphanumerc
a1 kinown 2= special characers, such as %, %,
=t appear in the pesawerd.  Mors Infa...

Speciffies the minimusm number of nimeric or specal
characters (zudh as %, ¥, £, or }} thal 2 pessword must
contain, Mere Info.:

[
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6.

Click Save.

3.2 Configuring User Lockout Policy

1.

2,

To Change User lockout policy, browse to Security Realms > myrealm > Configuration Tab

> User Lockout Tab.

The following window is displayed.

Figure 3-4 Configuring User Lockout Policy

ORACLE WebLogic Server Administration Censale 12¢ — -

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Configuration = Users and Groups | Roles and Poficies  Credentizl Mappings | Providers | Migration

Domain Structure

OFSLLREL_domain
[#-Domain Partitions
[ -Emvironment
+—Deploymants
[#}-Sanices
—Sacurity Realms
[#H-Interoperabilisy
[}~ Diagnostics

Genarzl | RDBMS Security Store | User Lockout | Performance

How do L. =]

+ Set user lockout attributes

= Unlock user accounts

(1]

Systam Status
Hezlth of Running Servers as of 11:50 AM
I Failed (0}
I Critical (0)
Overloaded (0}
Waming {0)
I o (1)

@ Home Log Out Prafersnces

4 Help | &
Welcome, weblogic |Cu:u\en:ted to: OFSLLREL_domain
Home »Summary of Seaurity Realme =myrealm

Sattings for myrealm

Click the Lock & Edlit button in the Change Cantar to modify the settings on this page.

Save

Password guessing is 2 commen typs of security awack, In this type of attack. & hacker attempts wo log in to a computer
using various combinations of usernames and passwords. Weblogic Server provides a set of attributes to protect ussr
zccounts from intruders. This page allows us to define how user lackouts will be handled in this s=curity r2zim,

/| 35| Lockout Enabled Specifies whether the server locks users out
wihen there are invalid login attempts on their
account,  More Info..,

(#5] Lockout Threshaold: 5 The maximum number of consecutiy
= login attemipts that can ocour bef
account is Jocked out.  More Info..

59 Leckout Duration: 30 The number of minutes that a user's acoount is
- locked out.  More Info...

(5] Lockout Reset Duration: = The number of minutes within which consacutive
= nvalid login attempts cause a user's account to
be focked out.  More Info...

GQ Lockout Cache Size: £ The maximum number of invalid login records
= that the server can place in a cache, Moz
Info...
59 Lockout GC Threshold: 400 The maximum number of invalid login records

that the server keeps in memory.  More Info...

2
]
<

Configure the User Lockout details as per the requirement. An example is provided above.

ORACLE"
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Deploy Application

The following section details the steps to deploy Application.
e Deploying Application
4.1 Deploying Application

1. Login to the Oracle Enterprise Manager 12c console . (i.e. http://hostname:port/em)

Figure 4-1 Deploying Application 1

SIGN IN TO

Domain Domain_OFSLLREL domain

* User Name  wehlogic

ORACLE

2. Click on Lock and Edit as shown below.
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Figure 4-2 Deploying Application 2

ORAC LE- Enterprize Manager Fusion Middleware Controd 12c
=== OFSLLREL_domain
= = =
1 WebLogic Domain »
@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in t

Seivees Administration Server

Name AdminSarver
3 Up
Host  ofsllin.oracle com

Listen Port  BO01

Clusters

Servers
B View v Create Delete Control v  Ef
Clusters
Name Status  Cluster Machine
AdminSener{admin)
Deployments

OF5LL_ManagedServer

» WS _ManagedSener
. 1 ”

Domain Partitions

>

Demain Partiions

Resource Group Templates £

Columns Hidden 34

3. The following window is displayed.

Weblogic Domain wieblogic * wan

m [ v | AutoRefrech | OF |E|
Edit Sessions MIST 0
Lock & Edit

N

Wiaw Restart Checklist

Freferences

Heip

State

Running
Running

Running

Health
oK
oK
oK
>

Servers 3of 3

ORACLE"
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Figure 4-3 Deploying Application 3

ORACLE. Enterprise Manager Fusion Middlewsrs Control 12c

=== OFSLLREL_domain @
=

i WebLogic Domain »

& Confirmation

The edit session lock has been acquired. No pending changes exist.

Servers

°-

Clusters

Clusters

Deployments

®-

Domain Partitions
Domain Partiions

Rescurce Group Templates

Adminigtration Server

Servers

View »

Name

Host

Listen Port G001

#l Create

Delete

Columns Hidden

AdminServer

ofellin.oracle.com

Control » [

Status  Cluster

+
+
+

34

Machine

i WebLogic Domain weblogic v

a .

State

Running
Running

Running

FH v  AutoRefresh OF v

16-Sep-2017 12:27:37 IST 0

Health
oK
[s28
e
»

Servers 3of 3

Click on Deployments in the left panel. To deploy go to Deployments option in the menu

as shown below.

ORACLE"
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Figure 4-4 Deploying Application 4

ORAC LE' Enterprize Manager Fusion Middleware Controd 12c

Weblogic Domain wieblogic * wan

» [Flv  AutoRefesh OF E|

=== OFSLLREL_domain &
—

WebLogic Domain « Sep 16, 2017 12:15:46 PM IST 4)

& Confirmation e
The edit session lock has been acquired. Mo pending changes exist

Servers Deployments
’ View » ] Show Al Deployment »+ Oweride » Control »
3 Up MName W Deploy [:} Status  State Health Type Domain Part
b pEs-rest B Redeploy + Active QK Web Applcation
3 Undeploy
Clusters
., Fatch Deployment Plan
3
Clusters
Deployments
. 1 E
Domain Partitions
Domain Partiions
Resource Group Templates £ >
Columns Hidden 4 Columns Frozen 1 Deployments 1of 1

5. Click Choose File button and select OFSLL application archive file i.e. ofs1l 1411.ear.
Choose the Deployment Plan (if any).

Figure 4-5 Deploying Application 5

ORACLE i ger Fusion Control 12¢ » e
OFSLLREL_domain @
L]
Select Archive Select Target
Deploy Ja... Back Step1of4 Next  Cancel
e
Scope .
B 4 Information
Select a scope that you want to deploy this application 1o Global v 115 15 o b CETGYava EE
applications that require Oracle
- Metadata Services (MDS) or that
AHGIGNE O B ploGad Bl clory take advantage of the Oracle
Java EE archives, Web Modules (WAR files), EJB Modules (EJB JAR files), Resource Adapter Modules (RAR Tiles), Coherence Archives (GAR files), JDBC Modules, JMS Modules, and Application Development
library files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the server where Enterprise Manager is running. Framework (Oracle ADF).
1f your application is a SOA
compsite, use the SOA Composite
@ Archive is on the machine where this Web brow  Archive Location deployment wizard,
1t your application is not a SOA
Choose File | ofsll_1411.ear compesite or it does not require an
) Archive or exploded directory is on the server where Enterprise Manager is running MDS repository or ADF
> connections, ihen you can deploy
your application using this wizard
Browse... or the Oracle WeblLogic Server
Administration Console.
Deployment Plan
The deployment plan is & file that contains the deployment settings for an application. You tan use a previously saved deployment pian for this appiication. Later in the depioyment process,
you can optionally edit the deployment plan and save it for a future deployment of this application. If you do not have a deployment pian, one will be created automatically during the
process when ion is done. The deploymet plan is not applicable when you deploy a library.
@® Cresteansw plan when is done.
) Deployment plan is on the machine where this Web browser is running
Choose File | Mo file chosen
() Deployment plan is on the server where Enterprise Manager is running.
Browse...
Deployment Type hd
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# Note:

A deployment plan can be used to easily change an application's WebLogic
Server configuration for a specific environment without modifying existing
deployment descriptors.

Sample plan.xml

Figure 4-6 Deploying Application 6

€2yml wversion='1.0" encoding='UTF-8'32>
«deployment-plan xmlns="http://xmins.oracle.com/weblogic/deployment-plan” xmlns:xsi="http://www.w3.orq/2001/¥MLSck
<application-name»ofsllrel</application-name
<variable-definition>
<variable>
<name>Web_ofsllrel contextRoot</name>
<valuerofsllrel</value>
</variable>
</variable-definition>
<mpdule-override>
<mcdule-name>ofsllrel .ear</module-name
<module-typerear</module-type>
«mpdul e-descriptor external="false">
<root-element>weblogic-application</root-element
<uri>META-INF/weblogic-application.mml</uri>
</module-descriptor>
<mpdule-descriptor external="false">
<rooct-elementrapplication</root-element>
<uri>META-INF/application.xml</aris
<variable-assignment>
<name>Web_oEsllrel_pontextRoot<fname>
<xpath>/application/module/web/ [context-root="cfsllrel"]/context-root< / xpath>
<operaticn>replace</operation>
</wvariable-assignment>
</module-descriptor>
<mpdule-descriptor external="true">
<root-element>wldf-resource</rooct-elements>
<uri>META-INF /weblogic-diagnostics.xml</uri>
</module-deacriptor>
</module-override>
<module-override>
<module-name>ofsllrel .war</module-name>
<module-typerwar</module-type>
<mpdule-descriptor external="false">
<root-element>weblogic-web-app</root-element>
<uri>WEB-INF/weblogic.xml< / urix>
</module-descriptor>
<module-descriptor external="false">
<root-element>web-app</rooct-element>
<uri>wWEB-INF/web.xml</uri>
</module-descriptors>
</module-override>
<mpdule-override>
<mpdul e-name>empty . jar</module-name>
<module-typercar</module-type>
«<mpdule-descriptor external="true">
<root-element>weblogic-application-client</root-element>
<uri>META-INF/weblogic-application-client.xml</uri>
</module-descriptor>
<mpdule-descriptor external="false">
<root-elementrapplication-client</roct-element>
<uri>META-INF/application-client.xml</uris>
</module-descriptor>
</module-owerride>

Click Next.

The following window is displayed.
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Figure 4-7 Deploying Application 7

DRACLE‘ Enterprize Manager Fusion Middleware Controd 12c

OFSLLREL_domain £
%) [ ] 8]

Select Archive Select Target Application Atributes Deployment Set

Deploy Java EE Application: Select Target

Select the WebLogic server or cluster that you want this application to be deployed to_

Select Name Type
O AdminServer Oracle WebLogic Server
OFSLL_ManagedServer Oracle WebLogic Server
O WE_ManagedServer Oracle WebLogic Server

Chapter 4
Deploying Application

weblogic *

Back StepZofd| Next | Cancel

Deployed Applications

7. Check target server as per the requirement OFSLL_ManagedServer and click Next.

Figure 4-8 Deploying Application 8

ORACLE Enterprise Manager Fusion Middieware Control 12¢

OFSLLREL_domain @

O (©] ®
Select Archive Select Target Application Deployment Settings
Attributes
Deploy Ja...
E]Hide Deployment Summary

Archive Type Java EE Application (EAR file)

Deployment Plan  Create a new pian

D Target OFSLL_
Scope  Global

Deployment Type  Application

* Application Name  ofclli411

Archive Version V14.11.0.0.0-b75

Deployment Plan Version

Context Root of Web Modules
Web Module Context Root

ofsli1411 war ofsil411

Target Metadata Repository

Select the metadata repository and specify the partition in the repository that the application will be deployed to

* Repository Name Mot specified in archive ¢

Repository Type

* Partition

8. Click # button to select Repository Name.

The following window is displayed.

ORACLE

weblogic ¥

Back Step3of4 Next Deploy Cancel
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Figure 4-9 Deploying Application 9

Metadata Repositories

Select the pository that the application will be deployed to.
Repository Details

Name mds-adf

Type Databasze
Scope Global
Data Source mds-adf
JNDI Location  jdbc/mds/adf
Database Type Oracie
Database Name OLLMOR
Database User OLL_MDS
JDBC URL  jdbc:oracie:thin:@whfl0ake.in. cracle.com:152 1/OLLMDR

9. Select Repository as per requirement and click OK.

Figure 4-10 Deploying Application 10

ORACLE i Fusion Control 12¢.
OFSLLREL_domain €
O———O——————
Select Archive. Select Target Application Deployment Settings.
Attributes
Deploy Ja...

b Show Deployment Summary

* Application Name  ofsli1411

Archive Version V14.11.0.0.0-b75

Deployment Plan Version

Context Root of Web Modules

Web Module Context Root
ofsli1411 war ofsi41
Target Metadata Repository

Select the metadata repository and specify the parition in the repository that the application will be deployed to

* Repository Name mds-adf ¢

Repository Type  Database
* Partiion  ofsll1411
Distribution

@ Install and start application (servicing all requests)
(© Install and start application in administration mode (servicing only administration requests)
O Install only. Do not start.

10. Enter Partition name as per the requirement and click Next.

weblogic ¥ ===

Back Step3of4 Deploy  Cancel

-
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Figure 4-11 Deploying Application 11

ORACLE i Fusion Mi Control 12¢ » e
OFSLLREL_domain @
O
Select Archive Select Target Application Aftributes  Deployment Settings
Deploy Ja... Back Stepdofd Next Cancel
a
4 Hide Deployment Summary

Archive Type Java EE Application (EAR file)
Deployment Plan  Create a new plan

Dy Target OFSLL !

Scope Global
Deployment Type  Application
Application Name  ofsll 1411
Version V14.11.0.0.0675
Context Root  osif1411

Deployment Mode  Install and start application (servicing all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the application
Name Go To Task Description
Configure Web Modules ,I\ Configure the Web modules in your application.
Configure Application Security ra Configure application policy migration, credential migration and other security behavior.

4 Deployment Plan

4 Information

The metadata repository and ADF connection configurations are not saved to the deployment pian. At depioyment time, those changes will be directly saved in the archive that is depioyed.

11. Click Deploy.

The following window is displayed.

Figure 4-12 Deploying Application 12

Deployment Succeeded

“ofsli1411™ is

of i changes are pending activation. Exit the wizard and use the Change Center to
activate or undo the changes.

Summary
Scope  Global

Version V14.11.0.0.0-675

Deployed Archive /ul
Location archive/ofsll_1411.ear

Archive Type Java EE Application (EAR file)

OFSLLREL ¢ i 1411_V14.11.0.0.0-b75/

Deployment Mode  [nstall and start application (servicing all requests)

Deployment Target OFSLL_ManagedServer

States (OFSLL_!

Context Root  ofsll1411

4 Hide Progress Messages

[May 6, 2021 2.34:23 PM IST] Initaing Geploy operalion ..
[May 6, 2021 2:34:23 PM IST] Saving the oracle configuration changes to archive.
[May 6, 2021 2:34:23 PM IST] Archive: /u0 1
ofsii1411_V'14.11.0.0.0-b75/archive/ofsll_1411 ear

[May 6, 7021 2:34:23 PM IST] Targeting MDS repository: com bea Type=JDBCSystemResource Name=mds-adf to target OFSLL_ManagedServer

[May 6, 2021 2:34:23 PM IST] Targeting MDS repository: com.bea- Type=JDBCSystemResource Name=mds-adf to target OFSLL_ManagedServer
completed_

[May 6, 2021 2:34:24 PM IST] Deploy operation compieted.

OFSLLREL ¢

12. Click Close once the message Deploy operation completed is displayed.
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Enable SSL

The application is accessible only via https protocol; hence, after the deployment of the
application, you need to enable SSL.

e Enabling SSL

5.1 Enabling SSL

To enable SSL
1. Loginto console.
2. $Domain_Home > Servers > Manage Servers > Configuration > General.

The below screen is displayed.

Figure 5-1 Enable SSL

Configurstion buston to allow others to =dit the =
domain. for OFSLL_}
Lock & Edit Configuration =Protocols | Logging | Debug | Monitoring | Control | Deployments | Senvices | Security | Nates
General (Ohuster | Services | Keystorss | S5L | Federation Senices | Deployment | Migrstion | Tuning | Overlozd
Doanain Stribcire Concurrency | Health Monitoring | Server Start | Wb Services | Coherence
OFSLLREL domain .
- Domain Partitions N
[~ Errvironment
[ Deployments Use this page 1o configure general festures of this server such as default netwark communications,
[#-Services
i Security Reslms ‘iew JNDI Tree &
- Interoperability
[~ Diagnostics S
MName: OFSLL_ManzgedServer ﬂ;ﬂalphanun‘er-c name for this server instance.  More
Infou.,
Template: (N value specified)| Change | The temnplate wsad to configure this server.  Maore
I Info...
(%] Machine: (None) The Weblagic Sarver host computer {machine) on
How do L... =] which thiz server i meant to run.  More Info...
« Configure default netwark connections (5] Cluster: {Stand-Alone) , or group of Weblogic Server instances, to
« Create and configure machines server belongs,  More Info...
sommig R e 4] Listen Address: The IP address or DNS name this sarver uses o listen
» Start and stop sarvers for incoming connections. For example, entar
» Configura WLDF diagrostic volume 12.34.5.67 oemymachine, respectively.  More Info...
* Apply 2 sarver tmplate [ Listen Port Enabled Spacifies whether this server ean be reached through
the dafzult plsin-test (non-S5L) listen port.  More
System Status =] Info...
Heslth of Running Servers as of 1:22 PM Listen Port: 9003 The default TCP port that this server uses to listen for
. regular (non-55L) incoming connactions,  More
[ Failed () Infg...
[ Critical {0}
Orverloaded (1) 551 Listen Port Enabled Indicates whether the server can be reached through
[ Waming(®) the default 551 listen port.  Mare Info...
E— o) ; ey T
SSL Listen Port: 9503 The TCP/IP port at which this server stens for 551
connection requests.  More Info...
=) (5] Client Cert Proxy Enabled Specifies whather the HippChusterServiat proxies the

ficate in & special header,  More Info..

3. Check the SSL Listen Port Enabled check box.
4. Specify the port for SSL Listen Port.

ORACLE"
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# Note:

It is recommended to disable http protocol.
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Map Enterprise Group with Application Role

The following section details the steps to be followed to map enterprise group with application
role.

e Mapping Enterprise Group with Application Role

6.1 Mapping Enterprise Group with Application Role

Follow the below steps to add an user to the group:
1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).

2. Click WebLogic Domain > Security > Application Roles on the right panel.

Figure 6-1 Mapping Enterprise Group 1

ORACLE enterprise Manager Fusion Middlawsre Control 12¢ d5i Weblogic Domain ¥ eblogic
['- OFSLLREL_domain @& Tar [~ | AuoRsfresh OF ¥
Oinfo Horme =
Cert MiGei , BN you own the edit session lock, To obtain the lock, click "Leck and Edit” in the Change Center menu.
) g
Serve Diagnostics 3
on Server
Control b
Name AdminSzrver
Logs b
Environment * Securty Rezims
Deployments Security Administration
Clust JDBC Dats Sources Wb Senice Security
Meszaging b Application Palicies y B
Cross Component Wiring 3 Application Roles
Iklu ster Machine State Health
Web Servicas 3 System Palicies
. - _ Running ok
Crther Sanices 2 Security Prowider Configuration
Deple Running oK
Edministratio Audit Registration and Policy
Administration L D Runn ng oK
Refresh WebLogic Domain Credantials
Security » Keystorz
JNDI Browser
Doms Systern MBasn Browser
& WebLopic Server Administration Conscle
Target Sit=map
R Target Information ’
Columns Hidden 34 Servers 3 of 2

3. Select Application Stripe from the drop-down menu.

4. Click the arrow head button. Details of the existing Roles are displayed below:
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Figure 6-2 Mapping Enterprise Group 2

WebLogic Domain ¥ weblogic v

ORACLE Enterprise Manager Fusion Middleware Control 12¢
May 5, 2021 2:53:27 PM IST )

— OFSLLREL_domain &
== & WebLegic Domain v
/Domain_OFSLLREL_domain/OFSLLREL_domain = A
Application Roles
Application roles are the roles used by security aware applications that are specific 1o tne application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles
that are created in the context of end users accessing the application

P Policy Store Provider

A search
Select an application stripe and enter a search keyword for the role name to search for roles defined by this application.

Application Stripe | ofsll1411#V14.11.0.0.0-675 v

Role Name  Starts With v

Detach

View v il Create...

s

Role Name Display Name Description

No application roles found.

Select the Role Name. Membership details of the selected Role Name are displayed under

5.
Membership for role_name.

Figure 6-3 Mapping Enterprise Group 3

WebLogic Domain ¥ weblogic ¥

ORACLE Enterprise Manager Fusion Middleware Control 12¢
m=  OFSLLREL_domain @
k= = webLogic Domain + May 6, 2021 2:53:27 PM IST 0
/Domain_OFSLLREL_domain/OFSLLREL_domain =/
Application Roles
Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles
that are created in the context of end users accessing ine application

P Policy Store Provider

A search
Select an application stripe and enter a search keyword for the role name to search for roles defined by this application.

Application Stripe  0fsll1411#V14.11.0.0.0-675 v

Role Name  Starts With »
view v Create... [& create Like.. ¢ Edit.. ¢ Delete... Detach
£
Role Name Display Name Description
OFSLL_USER OFSLL USER
4 Membership for OFSLL_USER
Principal Display Name Type Description
DEMOSUPR User

6. Click Edit.
The following window is displayed.

ORACLE
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Figure 6-4 Mapping Enterprise Group 4

ORACLE i Fusion Control 12¢
#= OFSLLREL domain @
== [ WebLogic Demain v
IDomain_OFSLLREL_domain/OFSLLREL_domain > Application Roles > Edit Application Role

Edit Application Role : OFSLL_USER

¥ WebLogic Domain ¥ weblogic v

May §, 2021 2:58:96 P IST 4)

OK  Cancel

Role (or Enterprise Role) is the group of users designed at the enterprise level and typically used to assign a privilege or permission. A role can also contain other roles as members.

General
Application Stripe  ofsi411#V14.11.0.0.0-b75
Role Name OFSLL_USER
Display Name OFSLL USER
Description

b
Members

An application role may need to be mapped to users or groups defined in enterprise LDAP server, o the role ¢an be mapped to other application roles

view v | == Add Delete... = Detach

Name

DEMOSUPR

Display Name Type

User

Click Add. Select type as Group. Click on the arrow head button.

Follow the given steps to select the Principal OFSLL_USER to add and click OK.

The following window is displayed.

Figure 6-5 Mapping Enterprise Group 5

Add Principal

Specify coiteria to search and select the applcation roles that you want to grant permissions to.

4 Search

Principal Name | Starts mnm

Display Name Starts \'ll'rm

Searched Principals
View »  im' Detach
Principal
No search conductad

4 Advanced Option

[] Check to enter principal name here instead of searching from above. This option can be usad for advanced scenarios related to custom authenticators,

ORACLE
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9. Check the check box in Advanced options. Enter the name of Group manually.

Figure 6-6 Mapping Enterprise Group 6

Add Principal

Specify coiteria to search and select the applcation roles that you want to grant permissions to.
4 Search

Principal Name Starts \Mﬂl.

Display Name Starts \Mﬂl

Searched Principals
View » ' Detach

Principal Description
AdminChannellfsers AdminChannelUsers ean acoess the admin channel.
Adrministrators Administrators can view and modify all resource sttributes and stant and stop servers.
AppTesters AppTesters group.
CrossDomainConnectors CrossDomainConnectors can make inter-domain calls from foreign demains.
Deployers Deployers can view all resource atiributes and deploy applications.
Meonitors: Monitors can view and modify all resource attribwtes and perform operations not restricted by roles.
Operators Operators can view and modify all resource attributes and perform server lifecycle operations.
OracleBystemGroup Oracle application software system group.

A Advancad Option

[#] Check to enter principal name here instead of searching from abe  Entar 258 or fewer charactars. aned scenarios related to custom authenticstors.

Type Gmp * Principal Mame OFSLL_USER|

10. Click OK.

Figure 6-7 Mapping Enterprise Group 7

ORACLE 2 o a2 i Weblogic Domain ¥ weblogic ¥ =«
t= LLREL_domain ©

‘WebLogic Domain v May 6, 2021 2:58:46 PM IST 0
/Domain_OFSLLREL_domain/OFSLLREL_domain > Application Roles > Edit Application Role
Edit Application Role : OFSLL_USER Cancel

Role (or Enterprise Role) is the group of users designed at the enterprise level and typically used to assign a privilege or permission. A role can also contain other roles as members

General
Application Stripe  ofsli1411#V14.11.0.0.0-675
Role Name OFSLL_USER
Display Name OFSLL USER
Description
#

Members

/An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to ofher application roles.

View v == Add Delete...
Name Display Name: Type
DEMOSUPR User
OFSLL_USER Group
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11. The following window is displayed with the confirmation message as The Application role

ORACLE

ORACLE' Enterprise Manager Fusion Middieware Control 12¢

#= OFSLLREL domain @
i ‘WebLegic Domain v

@ Information
An application role OFSLL_USER has been updated.

Domain_OFSLLREL_domain/OFSLLREL_domain >

Application Roles

of 'group_name' has been updated.

Figure 6-8 Mapping Enterprise Group 8

WebLogic Domain ¥ weblogic v

May 6, 2021 3:16:26 PM IST 42)

=

Application roles are the roles used by security aware applications that are speciic to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles

that are created in the context of end users accessing the application
P Policy Store Provider

A search

Select an application stripe and enter a search keyword for the role name o search for roles defined by this application.

Application Stripe ofsll1411%V14.11.0.0.0-b75 v

Role Name  Starts With

view v Create... [& create Like..  # Edit.. 3¢ Delete..
&£

Role Name Display Name

OFSLL_USER OFSLL USER

4 Membership for OFSLL_USER

Principal Display Name Type
DEMOSUPR User
OFSLL_USER Group

Description

Description

Detach
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Configure JNDI name for HTTP Listener

The following section details the steps to be followed to configure JNDI name for HTTP

listener.

e Configuring JNDI name for HTTP Listener

7.1 Configuring JNDI name for HTTP Listener

1. Click WebLogic Domain on the right panel. Select Security > Credentials.

Figure 7-1 JNDI for HTTP Listener 1

DR’ACI—E{ Enterprise Manager Fusion Middleware Controd 12c

[

0 infc

Ceri

Serve

{

Clust

Doma

OFSLLREL_domain &
Home
Monitoring
Diagnostics
Conirol
Logs
Enwvironment
Deployments.
JDBC Data Sources
Meszaging
Cross Component Wiring
Wb Services
Other Senvices
Administration
Refresh WebLogic Domain
Security
JNDI Browser

Syst=m MBean Browser

m

Weblogic Server Administration Console
Targst Sitemap

Target Information

£ ——— -

2. Click Credentials.

= weblogic Domain +

weblogic =

i v | AutoRefresh OF ﬂ
Sep 16, 2017 1:36:47 PM IST 0

E]

, ERyou own the edit session lock. To obtain the lock, click "Lock and Edit™ in the Change Center menu.

b
on Server

»

Name  AdminServer

Security Resims

Security Administration

Web Service Security

Application Policies =
Application Roles

uster Machine

Syst=m Policies

Security Provider Configuration
Audit Registration and Policy
Credentials

Keystors

Columns Hidden 34

The following window is displayed.

ORACLE

State

Running
Running
Running

Health

OK
OK
oK

>

Servers 3 of 3
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weblogic =

Figure 7-2 JNDI for HTTP Listener 2

ORACLE Enterprise Manager Fusion Middlewars Cantrol 120 1 WebiLogic Domain »
Sep 16, 2017 1:38:22 PH ST 4)

= OFSLLREL_domain &
== - WeblLogic Domain »

Domain_OFSLLREL domainOFSLLREL _domain >
A credential store is the repository of security data that centifies the suthority of entities used by Java SE. Java EE, and ADF applications. Applicstions can use the Credential Store, 3 single.

Credentials

consofidated senvice provider to stors and manage their credentizls secursly.

P Credential Store Provider
View v {= Create Map Create Key Edit. Delete Cnedenliahll‘:(;: | 3 = Detach
Credential Type Description

Mo credentials found.

3. Click Create Map.
The following window is displayed.

7-2
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Figure 7-3 JNDI for HTTP Listener 3

Create Map

& credential is umiquely identified by 8 map name and a key name. Typécally, the map name corresponds with
the name of an applicstion and all credentials with the same map name define a logical group of credentials,
such ag the credentials used by the application. All map names in a credential store mast be distinct.

* Map Name  ofsll.hitp listenerjndi  x

4. Enter Map name as ofsll.http.listener.jndi.
5. Click OK.

The following window is displayed.
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Figure 7-4 JNDI for HTTP Listener 4

ORAC LE' Enterprize Manager Fusion Middleware Controd 12c
== OFSLLREL_domain &

== - WeblLogic Domain »

@ Information
The credentizl map, ofslLhttp listensr jndi. has been created.

Dromain_OFSLLREL domainOFSLLREL domain » Crede

& Weblogic Domain v wieblogic »

Sep 16, 2017 2:28:28 PH 15T 4)

Credentials
A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE, and ADF applications. Applications can use the Credential Store, a single,

consolidated senvice provider to store and manage their credentisls securely.

F Credential Store Provider

E Credential Ke
View » + Create Map + Create Key Edi = NEITI:
Credential Type
8 http. Estener jndi
) ofslhttp.Estenar jndi

6. Click Create Key Button.

The following window is displayed.

b & Detach

Description

ORACLE
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Figure 7-5 JNDI for HTTP Listener 5

.:rs||.m;..|is.gner.,imﬁ

* Key

Type

* User Mame

* Password

* Confirm Password

Description

7. Enter the followng details as per your requirement.
* Key: jndiname
e Credential: java:comp/env/jdbc/ofslIDBConnDS
e Type:Generic
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Figure 7-6 JNDI for HTTP Listener 6

Select Map Dfsll.imp.lislzner.'pwi

*Key jndi
Type Generic

Description

(®) Enter as text () Enter map of property name and value pairs

* Credential | jaym;gomplenvdbc/ofsIDBConnDE

Click OK.

The following window is displayed.

ORACLE"
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Figure 7-7 JNDI for HTTP Listener 7

Weblogic Domain wieblogic * wan

ORAC LE- Enterprize Manager Fusion Middleware Controd 12c

===  OFSLLREL_domain &
E= 45 Weblogic Domi 5 o

ogic in * Sep 16, 2017 2:28:28 PH 15T 4)
@ Information

The credential key, jndiname, has been created.

Momain_OFSLLREL domainOFSLLREL domain > Cre

Credentials

A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE, and ADF applications. Applications can use the Credential Store, a single,
consolidated senvice provider to store and manage their credentisls securely.

b Credential Store Provider

View v o CresteMap < Create Key Edit Delete.. Creemio ey b & Detach
Credential Type Description
> o ofslhttp.Estenar jndi
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Configure JMS Queue

The following steps are to be performed to configure the JMS Queue through the Weblogic
Console:

e Create Data Sources for JIMS Queue

e AQ-JMS Queue Configuration

e Outbound Queue Configuration

e Configure External Client Certificates

e Create Credentials and System Policies
e Deploy MDB EJB

8.1 Create Data Sources for IMS Queue

Follow the below steps to create data sources for JMS queue.

e Create Data Sources for IMS Queue

8.1.1 Create Data Sources for JIMS Queue

1. Login to Oracle Weblogic 12c console (http://hostname:port/console).

ORACLE
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Figure 8-1 Data Sources for JMS Queue 1

ORACLE Weblogic Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Usernames:

Password:

2. On successful login, the following window is displayed.
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3.

Figure 8-2 Data Sources for JIMS Queue 2

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

| Lock & Edit

Release Configuration

Domain Structure

QFSLLREL_domain
[#-Domain Partitions
B-Environment
—Deployments

3 Sanvices
—Security Realms
H-Interoperahiliey
- Dizgnostics

How do L.. =]

Search the configuration

Use the Change Center
Record WLST scripes
Change Console prefarences.

Manage Console axtensions

Monitor servers

System Status =]
Health of Running Servers as of 11:23 AM

Failed (0}
[ Criseal (0)

& Home Log Owt Preferencas Record Help

Home
Home Page
~ Information and Resources

Helpful Tools
» Configure applications -

= Configure GridLink for RAC Data -
Source

Configure a Dynamic Cluster
* Recent Task Status

* Szt your console preferences

Oracle Enterprise Managar

-~ Domain Configurations

Domain

= Domain

Domain Partitions
= Domain Partitions

= Partition Work Managers

General Information
Comman Administration Task Descriptions
Read the documentation

= Ack a question on My Oracle Support

Resource Group Templates

= Resource Group Templates

Resource Groups

= R=source Groups

Deployed Resources

Environment

= Deployments

= Servers
= Clusters Services

= Server Templatss e

= Migratzble Targets « IMS Sarvers
= Coherence Clusters = Swmre-and-Foo
+ Machines Agents
» Virtuzl Hosts = M5 Modules
« Virtuz| Targats = Path Senvices

= Bridges

Click Domain Name > Services > Data Sources.

The following window is displayed.

s 22 ©oB
&

Welcome, weblogic |Cu|men:|:ed to: OFSLLREL_domain

Interoperzhility
= WTC Servers
= Jolt Connection Pools

Diagnostics
= Log Files
= Dizgnostic Modules
= Built-in Diagnostic Modules
= Dizgnostc Images
= Request Performance
= Archives
= Context
rward = SHMP

» Interceptors

Charts and Graphs v

i Pinrbbned 16
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Figure 8-3 Data Sources for JMS Queue 3

ORACLE WebLogic Server Asministration Conzole 122

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL _domazin

B-Emvironment
+—Deploymants

[E1-Senvices

EH

¥ istent Stores
+—Foreign JNDI Providers
+Work Contexes

—¥ML Registrias

XML Entity Caches

-jcoM b

i—Mail Secsinng

Bl-Domain Partitions o)

How do L. =]

Crazte JDBC generic datz sources
Create JDBC GridLink data sources
Create JDBC multi data sources

.

Create UCP data sourcas

Create Proxy data sounces

Systam Status B
Hezlth of Running Servers as of 7:58 PM
[ Failed(0)

[ Critical (1)

Overloaded (0}

Data Source.

@ Home Log Out Prafersnces

Home >Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration  Monitoring

A JDBC d=t= source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up 2 data source on the JNDI tree and then borrow 2 database connection from a data

Source,

This pags summarizes the IDBC data source objects that have bean crasted in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edir button in the Change Cantar to activate all the buttons on this page.

New = | | Delete

ord Help

. _________C N
A

Welcome, weblogic |Cuuu\en:ted to: OFSLLREL_domain

Showing 10 9af 9 Previous | Next

Name <% Type |JINDI Name Targets
AQ-IM5-DE Generic | jdbc/agimsdb OFSLL_MznagedServer
jdbec/dbk105nlEIBDS Generic | jdbc/dbk105nIEIBDS WS5_ManagedServer
LocalSveThiDataSource  Generic | jdbc/LocalSveThiDataSource | AdminServer
mds-adf Generic | jdbc/mds/zdf AdminServer, OFSLL_ManagedServer
QFSLL Generic | jdbc/of=EDBConnDS AdminServer, OFSLL_ManagedServer
= 2 o b : AdminServer, OFSLL_ManagedServer,
opss-audit-DEDS Generic | jdbc/AudithppendDatzSource W5, ManagedServer
or <o o AdminServer, OFSLL_ManagedServer,
sy ! ; -
opss-audit-viewDS Genaric | jdbe/ AuditvizwDataSourca W5, ManagedServer
o e - |5 AdminServer, OFSLL_ManagedServer,
opss-data-source Generic | jdbc/OpssDiataSource W5, ManagedServer
WLSSchemaletaSource  Generic | jdbc/WLS5chemaDataSourca

Newe ~ Delete

Showing 1to 9of 9 Previows | Mext

4. Click Lock & Edit button on the left panel. Click New on right panel and select Generic

ORACLE

8-4



Chapter 8
Create Data Sources for IMS Queue

Figure 8-4 Data Sources for JMS Queue 4

ORACLE WebLogic Server Asministration Conzole 122

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Home >Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration  Monitoring

Domain Structure
OFSLLREL_domain

3-Domain Partitions ~

[ Environment
+—Deploymants
[Eh-Sanvices
[#}-Messaging
—Data Sources
i~ Persistent Stores:
+—Forsign JNDI Providers
—Wark Contexts
XML Registries
XML Entity Caches

JCOM W

i—Ma3il Sestinns

Source,

[ Customize this table

| Newew | [Delet=

< B

@ Home Log Out Preferences [B] Record Help

Data Sources (Filtered - More Columns Exist)

&

Welcome, weblogic |Cumd to: OFSLLREL_domain

A JDBC d=t= source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up 2 data source on the JNDI tree and then borrow 2 database connection from a data

This pags summarizes the IDBC data source objects that have bean crasted in this domain.

Showing 1o 9 of 9 Previous | Next

How do L. B

Crazte JDBC generic data sources
Create JDBC GridLink dats sources

Crezte JDBC multi dats sources

» Crests UCP dats sources

Creste Proxy data sources

System Status =]
Hezlth of Running Servers as of 7:58 PM

I Failed (0}

I Critical (0)
[ ousdnaded i)

Generic Data Sou
Type | IJNDI Name Targets
GridLink Diata Soun
Multi Dats Source Generic | jdbc/agimsdb OFSLL_ManagedSarver
P Generic | jdbc/dbk105nlEIBDS WS5_ManagedServer
N — ree  Generic | jdbc/LocalSvcThIDataSource | AdminSenver
a1 Generic | jdbc/mds/=df AdminSanver, OFSLL_ManagedServer
[ | oFsLL Generic | jdbc/ofsEDBConnDS AdminServer, OFSLL_ManagedServer
T el - AdminSanver, OFSLL_ManagedServer,
[ | opss-audit-DBOS Generic | jdbc/AudithppendDataSource WS, ManagadSarver
— it | o AdminSanver, OFSLL_ManagedServer,
o : ; %z
[ | opss-audit-viswDs Generic | jdbo/AuditviewDataSource WS, ManagedServar
S e AdminSarver, OFSLL_ManagedSarver,
[ | opss-datz-sowrce Generic | jdbc/pssDataSource W5 MansgedServer
[ | wiLSSchemaDatzSource  Generic | jdbc/WLSSchemaDataSourca

=

ew~ | | Delete

Showing 1to 3 of 9 Previows | Next

The following window is displayed.

Figure 8-5 Data Sources for JMS Queue 5

ORACLE webLogic Server Administration Conscle 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button te allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
B-Domain Partitions
B-Environment
i-Deployments
Services

B-Interoperability
#+-Diagnostics

How do I... =}

« Create JDBC generic data sources

« Create LLR-enabled JDBC data sources

System Status =]

Health of Running Servers as of 6:10 PM

[ Failed(®
[ oritical (0)
[ overloaded (0)
[ wamning(0)

I oK (3)

@ Home Log Out Preferences Record Help
Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back | | Next ‘ Finish | Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.

Indicates required fields

‘What weuld you like to name your new JDBC data source?

4F] " Name: QueueAppDS

What scope do you want to create your data source in 7

Scope: Global ~ |

‘What JNDI name would you like to assign to your new JDBC Data Source?

(F] INDI Name:
jdbe/QueusAppDS

What database type would you like to select?

Database Type: Oracle

Back | | Next ‘ Finish |Cancel‘

Welcome, weblogic

Connected to: OFSLLREL_domain

ORACLE"
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6. Specify the following details:
e Enter Data source Name: QueueAppDS

e Enter the JNDI Name as jdbc/QueueAppDS.

# Note:

If required, you may specify any other JNDI name, but ensure to use the
same JNDI name during other configuration steps.

e Select Oracle as Database Type.
7. Click Next.

The following window is displayed.

Figure 8-6 Data Sources for JMS Queue 6

ORACLE Weblogic Server sdministration Consale 12¢ —/\

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts Welcome, weblogic
Home »Summany of Senvices >Summary of JDBC Data Sources

Mo pending changes exist. Click the Release
gg::g:lrat.on button to allow others to adit the . — — O —

Lock & Edit Hack| [Mext

Firich | Cancal
Release Configuration

JDBC Data Source Propertias

Damain Structure The following properties will bz used to identify your new JDBC data source.
QFSLLREL_domazin

+H-Domain Partitions
L ronment Database Oracle

Type:
eployments P
[#H-Saniices = : - - —_— e
i R What databass driver would you like to us= wo create database connections? Note: ™ indicates that the driver is explictly

supported by Oracle Weblogic Server.
+H-Interoperability

#}-Diagnostics

ga_‘ﬂbase *Oracle's Driver (Thin XA) for Service connections; Versions Any ﬂ
FIver:
Back | | Mext | Finish | Cancel

Connected to: OFSLLREL_domain

How do L.. E

» Creste JDBC generic data sources

» Crezte LLR-enabled JDBC datz sources

m

System Status

Hezlth of Running Servers as of 4:04 PM
I Failed (0

[ Critical (0)

I Overloaded (0}
T
|

Warmning {0}

8. Select the Database Driver Oracle's Driver(Thin XA) for Services

connections;Versions:Any.

9. Click Next.

The following window is displayed.
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Figure 8-7 Data Sources for JMS Queue 7

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

Transaction Options

You have selected an XA JDBC driver to use to create database connection in your new data source. The data source will support global transactions and
use the "Two-Phase Commit' global transaction protocol. Mo other transaction configuration options are available.

Back| [Nexi | T | e

10. Click Next.

The following window is displayed.

Figure 8-8 Data Sources for JMS Queue 8

ORACLE WeblLogic Server sdministration Consale 12¢ —/\

!| Record Help Q

Change Center @ Home Log Out Praferences

View changes and restarts Welcome, weblogic |C,um\en:tzd to: OFSLLREL_domain
Home =Summary of JDBC Dats Sources

Mo pending changes exist, Click the Release

Configuration button to allow others to edit the
dom;g]‘n, Create a New JDBC Data Source

Lock & Edit (Back| [Ned

Eiich | Cancel |
Release Configuration

Connection Properties

Domain Structure Define Cannection Proparties.
QFSLLREL_domazin
F = that i ¥ =tzbzs 5y i (= ?
L e o Faiitions A What iz the name of the datzbase you would like to connect to
3-Environment ba
' Desloyments Database Name: OLLDB
—+Sarvices
[} Messaging What iz the name or IF address of the dambase sarver?
+—Data Sources

i Persistent Stores

Host Name:
ofsll.oralce.com

+—-Faraign INDI Providars

—Work Contexts

i ¥ML Registrias ‘What iz the port on the datsbase server used to connect to the databass?

t==X¥ML Entity Caches

JCaM v Part: 1521

—Mail Sessinns
How do L. B ‘What databass account user name do you want to use tw creste database connections?
» Creste JIDBC generic data sources Database User Name: OFSLLREL

» Create LLR-enabled JDBC data sources

What iz the dstzbase account password to use to crezsts datsbase connections?

System Status E

Hezlth of Running Servers as of 8:07 PM Rasamatd; LALLLLL] ]

[

Ii (F::I:cdal‘(otjl] Confirm Password: S -

[ Overloaded (0}

T Waming () Additional Connection Properties:

I (3) v

oracle.jdbc.DRCPConnectionClass:

11. Enter the Database details.
12. Click Next.

The following window is displayed.
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Figure 8-9 Data Sources for JMS Queue 9

ORACLE WebLogic Server Asministration Conzole 122

Change Center

View changes and restarts

Mo pending changss exist. Click the Release
‘Configuration button to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
#-Domain Partitions >
[ Environment
i—Deployments
=HSarvices
[#}-Messaging
+—Data Sources
i~ Persistent Stores:
+—Forsign JNDI Providers
—Work Contesxts
XML Registrias
XML Entity Caches
oM v

i—Ma3il Sestinns

How do L. B

» Craate JDBC generic data sources

= Create LLR-enabled IDBC data sources

o]

System Status
Hezlth of Running Servers as of 8:07 PM
I Failed {0)
Critical (@)
Overlozded (0}
I ~ Waming {0}

1
I o ()

@ Home Log Out Praferences (2 Record Help &

E_____°B}

Welcome, weblogic |Curu\en:ted to: OFSLLREL_domain

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source

Test Configuration Back | |Mext| ||Finish |'Cance|'

Test Database Connection
Test the database availability and the connection properties you provided,

What iz the full package name of JDBC driver clazs usad to create database connactions in the connaction pool?

Driver Class Name: | 500c1e jdbe OracleDriver

What is the URL of the databas= to connect to? The format of the URL varies by JDBC driver.

URL: jdbe:oracle thin:@#fofsll.oralce com: 1521/0LLDB

Wihat databass account user name do you want to uss to create database connections?

Database User |OFSLLREL
Name:

What i the database account password to use to create database connections?

Password: sesenEReRRe

Confirm Password: gy ygusanens

What are the proparties to pass to the JDBC driver when creating database connections?

Pro

13. Click Test Configuration.

On completion, displays a confirmation message as

Connection test succeeded.

14. Click Next.

The following window is displayed.
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15. Select target Server as OFSLL_ManagedServer.

Figure 8-10 Data Sources for JMS Queue 10

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

Mo pending changss exist. Cick the Relesss
Configurztion buton to allow others to edit the

domain,

Lock & Edit

Release Configuration

Domain Strscture
OFSLLREL domain
E5-Domain Partitions
[ Environment

i Deploymeants.

3~ Sarvices

i Carurity Realms
- Interoperability

[ Diagnostics

@ Home Log Out Preferences [52] Record: Help |

Homa =Summary of Sarvices =Summary of JDBC Dits Sources

Create a New JDBC Data Source
Back| | Next Finish Cancal

Select Targets

‘You can select one or more targets o deploy your new JDBC data source. If you don't select a target, the dats source will be crested bus
nat degloyed, You will nesd to deploy the data source 2t fater tme,

Chapter 8
AQ-JMS Queue Configuration

Q@ Welcome, nzblogic| Connected to: OFSLLREL _domain

Servers

[] Adminserver

OFSLL_ManagedServer

[ ws_ManagedServer

Back| | Next Finish Canesl

Howdo L.

= Create JDBC generic dats sources
+ Creste LLR-enabled JDBC dats sources

System Status

Health of Running Servers as of 3:00 PM
Failad (1)
Critical {0

[ Overloadad (0}

" Warning (1)

I
I k()

16. Click Finish to activate the changes.

Update the following parameters in JDBC data source connection pool:

1.
2.

Select Services > Data Sources > select the QueueAppDS data source > Connection Pool.

Initial capacity and Maximum capacity is defaulted to 30, if the number of concurrent users
are more this needs to be increased.

To Enable GRI (Generic Recovery Interface) CLOB logging from MDB to DB, click
Advanced button and deselect the Wrap Data Types check box.

Click Advanced button and update the Inactive Connection Timeout to 300 seconds.

Click Save and restart the Data source.

8.2 AQ-JMS Queue Configuration

AQ-JMS queue is used to hold webservice invocation exception messages. It provides a
mechanism for third parties to handle communication related failures.

Perform the following steps to configure AQ-JMS queue in application server.

Create JMS Server

Create JMS Module

Subdeployment

Create JMS Connection Factory

Create JMS Queue
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8.2.1 Create JMS Server

Follow the below steps to create JMS server.
1. Login to WebLogic Server 12c console (http://hostname:port/console).

The following screen is displayed.

Figure 8-11 Create JMS Server 1

ORACLE WEbLOgiC Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain

Username: weblogic

2. Specify the Weblogic administrator user name and password and click Log In.

The Oracle Weblogic home page is displayed.

ORACLE" 8-10
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5.

Figure 8-12 Create JMS Server 2

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Eait button to modify, add or
delete items in this domain

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
Fi-Domain Partitions
Environment
~Deployments
Services

B

{~Security Realms
+-Interoperability
B}-Diagnostics

Howdol.. =]

« Search the configuration

* Use the Change Center

* Record WLST Scripts

« Change Console preferences
* Manage Console extensions.
« Monitor sarvers

System Status &

Health of Running Servers

[ Faled(®
[ crtical (0)
[ Overioaded (0)
[ Waming(0)
I <)

@) Home Log Out Preferences

Home

Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

» Set your console preferences

« Oracle Enterprise Manager

Domain Configurations

Domain

* Domain

Domain Partitions
+ Domain Partitions

« Partition Work Managers

Environment

* Servers

* Clusters
= Server Templates
» Migratable Targets

« Coherence Clusters

* Machines

« Virtual Hosts

* Virtual Targets

« Work Managers

« Concurrent Templates

+ Resource Management

« Startup And Shutdown Classes

Application’s Security Settings
« Sacurity Realms

Help

General Information
= Common Administration Task Descriptions
= Read the documentation

= Ask a question on My Oracle Support

Resource Group Templates

= Resource Group Templates

Resource Groups

+ Resource Groups

Deployed Resources

« Deployments

Services
= Messaging
= IMS Servers
= Store-and-Forward Agents
= IMS Modules
= Path Services
Bridges

« Data Sources
Persistent Stores

XML Registries

XML Entity Caches
Foreign INDI Providers
= Work Contexts

« jcoM

.

Click Domain Name > Services > Messaging > JMS Server.

In the main window, click Lock & Edit.

The following window is displayed.

Figure 8-13 Create JMS Server 3

Welcome, weblog

Interoperability
* WTC Servers
= Jolt Connection Pools

Diagnostics

+ Log Files

+ Diagnostic Modules

« Built-in Diagnostic Modules
+ Diagnostic Images

+ Request Performance

« Archives

+ Context

- SNMP

+ Interceptors

Charts and Graphs
= Monitoring Dashboard &

ORACILE WebLogic Server Administration Censols 12¢

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lotk & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
B -Domain Partitions N
HH-Environment
Deployments
Services
+Messaging
IMS Sarvars
tore-and-Forward Agents
IMS Modules
i~Path Services
+-Bridges
Data Sources
{—Persistent Stores b
-Enreinn INDT Providers

@) Home Log Out Preferences [2] Record Help

Home >Summary of JMS Servers

Summary of JMS Servers

IMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

[ Customize this table

IMS Servers (Filtered - More Columns Exist)

| New | [Delets

| Connected to: OFSLLREL_dom:

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Showing 0 to 0 of 0 Previous | Next

0

Name &% ‘ Persistent Store

‘ Target

Current Target

‘Scooe

Domain Partitions

There are na items to display

New | [Delete

Showing 0to 0 of 0 Previous | Next

Howdo L. =]

+ Configure IMS servers

« Configure IMS system modules

System Status =
Health of Running Servers

[ Falkd(q)
[ oo
[ Overloaded (0)
[ Waming(0)
I oK (3)

Click New.

The following window is displayed.

ORACLE
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Figure 8-14 Create JMS Server 4

ORACLE weblLogic Server Administration Console 12¢

Change Center
View changes and restarts
Mo pending changss exist. Cick the Releass

@ Home Log Out Preferences [52] Record: Help | & dewdﬂogic|(bnremedw:0F5LlRE._ﬂunai:

Home >Summary of Sarvioes =Summary of Sanices: 345 = Semmary of JMS Servers

Create a New JMS Server

Configuration buzton to allow others to edit the
o & Back| [Next| |Finish| |[Cangal
Lock & Edtt

JMS Server Properties
! Release Configuration |

The: following properties will be wsed to identfy your new JMS Server.
Domain Structure * Indicates required fiekds
OFSLLREL domain
B~ Dioemiain Partitions
[ Environment

i Deploymanz= ] © Name:

What would you k= m name your news M5 server?

frepx OfsllIMSServer
[ Sarvices
i Carurity Realms
- Interoprability Would you like this new JMS server to be restricted to & specific resource group templste or resource group ?
¥ Diagnostics L3
Scape: Global[v|
Back| |Next| |Finish| || Cancel|
How do L. =]

= Configure IMS. system modules
» Configure custom persistent stores

System Status =]
Heslth of Running Servers as of 4:46 PM

[ Failed (D)

[ rigal{0)

[ Ouedosd=d (0}
Warning (0}

[
I k()

Specify the JMS Server Name as OfsllJMSServer. Click Next.

The following window is displayed.
Figure 8-15 Create JMS Server 4

Create a New JMS Server
Back | |Next ‘ Finish | Cancel

Select Parsistent Store
Specify Persistent Store for the new IJMS Server.

Persistent Store: (none) E[ Create a New Store

Back | | Next ‘ Finish | Cancel

Select None as the Persistent Store type. Click Next.

The following window is displayed.

Figure 8-16 Create JMS Server 5

ORACLE webLogic Server Administration Console 12¢
@ Home Log Out Preferences [&] Record Help | &

Welcome, weblogic | Connectad to: OFSLLREL_domain

Home »Summary of Services =Summany of Services: B4S =Summary of JM5 Servers >0f=lMSServer >Sommary of 1MS Senvers

Change Canter
View changes and restarts

Pending changes xist. They must be actvatad Create a New JMS Server
to take affect,

o Activate Chanpes |Back| | Mext| |Finish Cangal

Undo All Changes Salect targets

Salect the server instance or migratzble target on which you would like t deploy this M5 senver,
Domain Structure N o o 4

QFSLLREL domain Target:
[ Domain Partitions
F SIS Back| [Next Finish Cancal
" Deploymeants — =
[# Services

- Sacurity Reslims
[¥% - Interoperability

OFSLL_ManagedServer| |

ORACLE"
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8. Select the target managed server and click Finish.

9. Click Activate Changes under Change Center. Once done, the following window is

displayed:

Figure 8-17 Create JMS Server 6

ORACLE webLogic Server Administration Console 12¢

Change Canter
View changes and restarts

Pending changes exier. They must b activatad
affact,

to take
o Activate Chanpges

Undo All Changes

{81 Home Log Out Breferences [&] Record Help | & Welcome, walﬂogic|tbnnemed ¢ OFSLLREL_domain

Home > Summary of Services =Summany of Services: 45 =Summary of JM5 S=rvers

Messages

IS Server >Sommarny of IMS Seneers

o M5 server created successfully

Summary of JMS Servers

Domain Structure
QFSLLREL domain

JMS sanvers act a5 managemant containers for the gueues and wpics in JMS modues that are targsted o them,

This page summarizes the IMS servers that have basn created in the currant Weblogic Server dornain.

[ Domain Partitions
[# Emviranment ~ B
i+ Deplayments | Customize this table
[# Services o
F oy ek JMS Servers (Filtered - More Columns Exist)
% - Interoperability Mew| [Delet= Showing 1 to 1.of 1 Pravious | Nex
[#- Dizgnostics
[ | Mame & Persistent Store Target Current Target Health
[ | ofslzmsserver OFSLL_MznagsdServer OFSLL_ManzgedServer
Mew | | Deletz Showing 1to Lof 1 Previous | Next
How do L.. =]

8.2.2 Create JMS Module

Follow the below steps to create JMS module.

ORACLE"

1. Login to WebLogic Server 12c console (http://hostname:port/console) by
specifying the Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules.

The following window is displayed.

Figure 8-18 Create JMS Module 1

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
[#-Domain Partitions
[¥-Environment
Deployments
Services
~Security Realms
Interoperability
Diagnostics

-

How do L... =]

« Configure JMS system modules

« Configure resources for JMS system modules

@ Home Log Out Preferences Welcome, weblogic‘connected t0: OFSLLREL_domain

d Help Q
Home >Summary of JM5 Modules

Summary of IMS Modules

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection factories, templates,

destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
IMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

| customize this table

IMS Modules (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete Showing 0 to 0 of 0 Previous | Next
Name & Type
There are no items to display
New | [Delete

Showing 0 to 0 of 0 Previous | Next

System Status =]
Health of Running Servers as of 9:30 AM

| Failed (0)

I Critical (0)

[ Overloaded (0)
I Warning (0)
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Click New.
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The following screen is displayed.

Figure 8-19 Create JMS Module 2

ORACLE weblLogic Server Administration Console 12¢

Change Center
View changes and restarts

Mo pending changss exist. Cick the Releass

Configurztion buton to allow others to edit the

domain,

Lock & Edit

! Release Configuration |

Domain Strscture
OFSLLREL domain
B~ Dioemiain Partitions
[ Enviranmert
- Deploymanz=
[ Services
{ @ -Meszaging
Dtz Sources
1~ Persistent Stores
1—Forsign JNDI Providers
+~Work Contesxts
ML Registries
{—¥ML Entity Caches
]
Mz Sessions

Howdo L.

= Configure IMS. system modules
» Configure JMS seners

System Status

Heslth of Running Servers as of 5:59 PM
[ Failed (D)

I Critieal (0]

| Cverloaded (0)

[ Warning (0}
I (1)

@ Home Log Out Preferences [52] Record: Help &

Home >Summary of Sarvices =Summary of Serices: 345 = Semmary of JMS Modules

Create JM5 System Module
Back| |Next| |Finish Cancal

The following properties will be used to identify your new module.

M5 system resounces are configured and stored as modules simifar to sandard Jave EE modules. Such resources indude queuss, togics,
connection factories, templates, destination keys, quot, distibuted quevss, detributed topics, foreign servers, and IMS store-and-forward

{SAF) parameters, You can administratively configure and manage IMS system medules a= ghobal system resources,

* Indicates requirad fiskds

What would you k= to name your System Medule?

* Mame:

OfsllMShiodule
Would you like this new JMS System Maodule 1o be restricted o 2 specific resource group template or resource group ?
Scope: | Global[¥]

What would you k= o name the descriptor file name? If you do not provide 2 name, a defaulr will be assigned,

Descriptor File Name: | ofg) S hiodule

Whara would Bke to place the deecriptor for this System Module, relative to the jms configuration sub-directory of your domain?

Location In Domain:

Back| | Mext Finish Cancal

Welcome, weblogic | Connected to: OFSLLREL domain

Specify the following details:

e Enter the System Module Name as OfsllJIMSModule

» Enter the Description File Name as OfsllJIMSModule

Click Next.

The following screen is displayed.
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Figure 8-20 Create JMS Module 3

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
Domain Partitions
Environment
Deployments
Services
-Security Realms
Interoperability
Diagnostics

-

-

&

How do L.. a8

s Configure JMS system modules

s Configure JMS servers

@) Home Log Out Preferences Record Help
Home >Summary of Services >Summary of Services: JMS >Summary of JMS Modules

Create JMS System Module
Back | | Next | Finish | Cancel

The following properties will be used to target your new JMS system module.

Use this page to select the server or duster on which you would like to deploy this IMS system module. You can reconfigure targets later if

you wish.

Targets :

Servers

["] Adminserver

OFSLL_ManagedServer

[} ws_Managedserver

Back | | Next | Finish | Cancel

Q| Welcome, weblogic

Chapter 8

AQ-JMS Queue Configuration

Connected to: OFSLLREL_domain

System Status =]
Health of Running Servers as of 7:27 AM
| Failed (0)

| Critical (0)
| Overloaded (0)

Warning {0)

|
o< )

Select the target server and click Next.

The following window is displayed.

Figure 8-21 Create JMS Module 4

Create JMS System Module

Back | [N&i | Finish | Cancel

Add resources to this JMS system module

Usa this page to indicate whether you want to immediately add resources to this IMS system module after it is creatad. JMS resources include queues, topics, connection

factories, and such.

["] would you like to add resources to this JMS system module?

Back | | Next

Finish | Cancel

Click Finish to save and activate the changes. Once done, the following window is
displayed.
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Figure 8-22 Create JMS Module 5

T S B 300 o

Change Center @ Home LogOut Preferences [&] Record Help Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain
View changes and restarts Home >Summary of JMS Modules
Messages
Ciick the Lock & £l button ta modify, add or
delete items in this domain. « All changes have been activated. No restarts are necessary.

Lock & Edit Summary of JMS Modules

Release Configuration

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection factories, templates,
destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
OFSLLREL domain 1MS system modules as global system resources.

Domain Structure

[ i
Domaiir At This page summarizes the JMS system modules that have been created for this domain.
B-Enviranment

Deployments

B-Services | Customize this table
iSecurity Realms
BH-Interoperability IMS Modules (Filtered - More Columns Exist)

[#-Diagnostics
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Delete Showing 1to 1 of 1 Previous | Next
Name ¢ Type
OfsIIMSModule IMSSystemResource

HowdoI... = New | [Delete Showing 1to 1 of 1 Previous | Next

= Configure JVS system modules

= Configure resources for IMS system modules

System Status =]
Health of Running Servers as of 9:32 AM

[ Failed (0}

[ Critical (0)

[ overloaded (0)

[ Wamning {0)

8.2.3 Subdeployment

Follow the below steps to do subdeployment.

1. Login to WebLogic Server 12c console (http://hostname:port/console) by
specifying the Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of IMS modules available.

3. Select the created JMS module OfsllIJMSModule and click Subdeployments tab.

The following window is displayed.

Figure 8-23 Subdeployment 1

Settings for OfsllIMSModule
Configuration || Subdeployments = Targets | Securty | Notes

This page displays subdeployments created for a JMS system module. A subdeployment is a mechanism by which JMS module resources (such as queues, topics, and connection factories) are
grouped and targeted to a server resource (such as JMS servers, server instances, or cluster),

[ Customize this table
Subdeployments

Mew | |Delets Showing 0 to 0of 0 Previous | Next

[]| name & Resources Targets

There are no items to display

Mew | |Delete Showing 0 to 0 of 0 Previous | Next

4, Click New.

The following screen is displayed.
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Figure 8-24 Subdeployment 2

ORACLE weblLogic Server Administration Console 12¢
Change Canter @ Home Log Out Preferences [#] Record Help

View changes and restarts

No pending changes exist, Click the Release Create a New Subdeployment
Configuration butmon to allow others to edit the
L Back| |Mext| [Fimish] || Cameal
Lok & Edit
Subdeployment Properties

Release Configuration

Domain Structure
OFSLLREL domain
B~ Doamain Partitiors ~
[# Emvironment
i Deployments
= - Cervices
i [-Messaging
i~ Datz Sources

* Indicates required fields

* Subdeployment Name:

Hack| [Next| [Firih |'Cannel

The foliowing properties will be wsed to identfy your new subdeployment.

Chapter 8
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| & Welcome, weblogic | Connected to: OFSLLREL _domain

Home > Summary of Servicss >Summary of Services: B4S =Summany of M5 Modules ~ORSIDMSHodule

OfsllIMSSD

1~-Parsistent Stores

5. Specify the Subdeployment Name as OfsllJMSSD. Click Next.

The following window is displayed.

Figure 8-25 Subdeployment 3

ORACLE weblLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [5] Record Help
View changes and restarts
Mo pending changes exist, Chck the Releasa Create a New Subdeployment
Configuration butoon to allow others to edit the
doma Back| [We| |Finish| | Gancel
Lock & Edit
Targets

Release Configuration

Plazse selact targats for the Subdeploymen:
Domain Structure

=3 Welcome, weblogic | Connected t: OFSLLREL _domain

Home >Summary of Services =Summary of Services: B4S = Summary of IMS Modules >OfsiDMSModule

OFSLLREL domnzin
e = = ~
ﬁ [E)m;:::;rtmrs [l OFSLL_ManagedServer
i Deployments
[ Services IMS Servers
i [-Messaging
—Data Sources M ofslimsserver
1~ Persistent Stones
1~ Foreign INDI Providers
i~ Work Contexts Back| [Next| |Finish| || Cancal
#ML Registries

(XML Entity Caches

M b
M= Seasinns

the following window is displayed.

Figure 8-26 Subdeployment 4

Settings for OfslIMSModule

Configuration | Subdeployments | Targets | Securty | Notes

This page displays subdeployments created for a2 JMS system module. A subdeployment is a mechanism by which IMS module resources (such as queues, topics, and connection factories) are

grouped and targeted to a server resource (such as JMS servers, server instances, or cluster).

[ Customize this table

Subdeployments
Click the Lock & Edif button in the Change Center to activate all the buttons on this page.

Select the check box against the newly created JMS Server and click Finish. Once done,

New | |Delete Showing 1 to 1 of 1 Previous | Next
Name Resources Targets
OfslIMSsD OfsllIMSServer

New | | Delete

Showing 1 to 1 of 1 Previous | Next
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Follow the below steps to create JMS connection factory.
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Login to WebLogic Server 12c console (http://hostname:port/console) by

specifying the Weblogic administrator user name and password.

Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of IMS modules available.

Select the newly created JMS module OfsllIMSModule.

The following window is displayed.

Figure 8-27 JMS Connection Factory 1

ORACLE WebLogic Server administration Console 12c

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
B-Environment
i~Deployments
[#-Services
iSecurity Realms
[3-Interoperability
[#}-Diagnostics

How do I... =]

- Configure JMS system modules

= Configure resources for JMS system modules

@ Home LogOut Preferences Record Help Q
Home >Summary of JMS Modules

Summary of IMS Modules

JMS system resources are configured and stored as modules similar to standard Java EE modules, Such resources include queues, topics, connection factories, templates,
destination keys, quota, distributed queues, distributed topics, foreign servers, and IMS store-and-forward (SAF) parameters. You can administratively configure and manage

IMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

§ Customize this table

IMS Modules (Filtered - More Columns Exist)

Click the £ock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Showing 1t0 1 of 1 Previous | Next

Name & Type

ofsllzMsModule IMSSystemResource

New | | Delete

Showing 1to 1 of 1 Previous | Next

System Status =]

Health of Running Servers as of 9:32 AM

[ Failed (0)
Critical (0)

[ Querloaded (0)
[ Warning (0)

4, Click New.

The following window is displayed.
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Figure 8-28 JMS Connection Factory 2

Settings for OfsllIMSModule

Configuration = Subdeployments | Targets | Security | Notes

This page displays genaral information about a JMS system module and its resources. It also allows you to configure new resources and access
existing resources.

Name: OfsllIMSModule The name of this IMS system module.  More Info...

Scope: Global Speacifies if the JMS system module is accessible within
the domain, a partition, or a resource group
template, More Info...

Descriptor File Name: jms/OfsllIMSModule-jms.xml The name of the IMS module descriptor file, More
Info...

This page summarizes the JMS resources that have been craated for this JMS system module, including queus and topic destinations,
connection factories, IMS templates, destination sort keys, destination guota, distributed destinations, forsign servers, and store-and-forward
parametars.

¢ Customize this table

Summary of Resources

Click the Lock & Ediit button in the Change Center to activate all the buttons on this page.

New | | Delete Showing 0to 0 of 0 Previous | Next

Name «» Type JNDI Name Subdeployment Targets

There ara no items to display

MNew | | Delete Showing 0to 0 of 0 Previous | Next

Click Next.

The following window is displayed.

ORACLE"
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6.

Figure 8-29 JMS Connection Factory 3

Create a New JMS System Module Resource

| Back | | Next|

Finish | Cancal |

Choose the type of resource you want to create.

Usz these pages to create resources in a IMS system module, such as queues, topics, templates, and connection factaries.

Depending on the type of resource you sslect, you are prompted to enter basic information for creating the resource. For targetable resources,
like stand-alone queuss and topics, connection factories, distributed queuss and topics, foreign servers, and IMS SAF destinations, you can also
proceed to targeting pages for seleciing appropriate server targets, You can also associate targetable resources with subdeployments, which is
an advanced mechanism for grouping IMS module resources and the members to servar resources,

'® Connection Factory

' Queue

' Topic

! Distributed Queue

! Distributed Topic

! Farseinn Sarvar

Select Connection Factory option and click Next.

The following window is displayed.

Defines a set of connection configuration parameters that
are used to create connections for IMS clients. More
Info...

Defines a point-to-point destination type, which are used
for asynchronous peer communications. A message
delivered to a gueue is distributed to only one
consumer. More Info..,

Defines a publishy/subscribe destination type, which are
used for asynchronous peer communications. A message
deliverad to a topic is distributed to all topic

consumers. More Info...

Defines a set of queues that are distributed on multiple
IMS servers, but which are accessible as a single, logical
gueue to IMS clients.  More Info...

Defines a set of topics that are distributed on multiple
IMS servers, but which are accessible as a single, logical
topic to JMS clients.  More Info...

Nefines farsinn messaning nroviders or remnte Wehl nnoic

ORACLE
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Figure 8-30 JMS Connection Factory 4

O TEKE EITeCT,

& Activate Changes

Undo All Changes

Domain Structure
OFSLLREL_domain
[#-Domain Partitons
#-Environment
Deploymants
F-Sanvices
+—Sacurity Realms
[#H-Intaroperahiliny
[#-Diagnostics

How do L... E

Configure quotas for dastinations

.

Configure IMS templates

Configure destination keys

Configure topics

.

Configure queues

Configure connection factories

Configure uniform distributed topics

Configure uniform distributed queuas

Configure foreign servers
Configurs IMS SAF

Create a New JMS System Module Resource
Back| [Next | Finish | Canoel

Connection Factory Properties

The following properties will bz used to identify your new connection factary. The current module 5 OfsIIMSModule,
* Indicates required fields

What would you fike to name your new connaction factory?

* Name: OfsllIMSCF

What JNDI Name would you lke to use to look wp your new connection factory?

JNDI Name: jms/Ofs IIMSCF

The Connaction Factory Subscription Sharing Policy Subseribers can be usad to control which subscribars can access naw
subscriptions. Should subscriptions created using this factory be sharabla?

Subscription

Sharing Policy: Exclusive M

The Client I Policy indicates whether more than ane IMS connection can use the same Client ID, Oracle recommends setting
the Chent ID policy to Unrestricted if sharing durable subscribers. Subscriptions created with different Client ID policies are
abways treated as indepandent subscriptions. What Client 1D Policy would you like to use?

ClientID Policy:  [Restricted ||

A connaction factory can Bmit the number of messages that can quaued for an asynchronous session. Should this connaction
factory impose a limit?

Maximum 10
Meassages per

System Status =]

Health of Running Servers as of 6:22 PM

| " Failed (0}
I ~ Critical (0)
| S
1

Should this connection factory create sessions that are JTA aware, and create XA queuss and XA topics?

[#] XA Connection Factory Enablad

Should the zuthenticated user name be atzached to sent messages if the JMS destnation is configured to support this
behavior 7

Specify the following details:

« Enter the Name of the Connection Factory as OfsllJIMSCF
e Enter the JNDI Name as jms/OfsllJIMSCF

e Select the check box XA Connection Factory Enabled

Click Next.

The following window is displayed.
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Figure 8-31 JMS Connection Factory 5

ORACLE WebLogic Server Administration Console 12¢

Change Center ﬁ’l Home Log Out Preferences Record Help | @ | Welcome, weblogic | Connected to: OFSLLREL_domain

; Home >Summary of Services >Summary of Services: JMS »Summary of JMS Modules >OfsliModule >Summary of JMS Modules > 0fsliModule »>Summary
View changes and restarts of Services =Summary of Services: JMS >Summary of JMS Modules >0fsliModule
No pending changes exist. Click the Release

Configuration button to allow others to edit the Seeninn tew IMS Bystom Modube Resourco

domain.
Tock & Edi Back | | Next | Finish ‘ Advanced Targeting | Cancel
Release Configuration The following properties will be used to target your new JMS system module resource
Domain Structure Use this page to view and accept the default targets where this IMS resource will be targeted. The default targets are based on the parent
OESLLREL domain IMS system medule targets. If you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment

3 - mechanism for targeting this resource.
[B-Domain Partitions

ﬁ;? Environment

Deployments The following JMS module targets will be used as the default targets for your new IMS system module resource. If the module's targets are
[#-Services changed, this resource will also be retargeted appropriately.
i—-Security Realms
B-Interoperability Targets :

[#-Diagnostics

Servers

OFSLL_ManagedServer

Back | | Next | Finish ‘ Advanced Targeting Cancel
Howdo ... =]

Configure quotas for destinations

Configure JMS templates

Configure destination keys

Configure topics

Configure queues

Configure connection factories

Configure uniform distributed topics

Configure uniform distributed queues

Configure fareign servers

Configure JMS SAF

9. Click Advanced Targeting.

The following window is displayed.
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Figure 8-32 JMS Connection Factory 6

ORACLE WebLogic Server Administration Consale 12¢ -

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take affect.

«* Activate Changes

Undo All Changes

Domain Structure
OFSLLREL_domazin
#H-Domain Partitions
E-Environment

Deploymants
H-Services

Security Rezlms
[#-Interoperzhiliny
E-Diagnostics

m

How do L.

Configure guotas for destinations
Configurz JMS tmplates
Configure dastination keys

Configurs topics

Configurs gusues

Configure connection factories

Configure uniform distributed topics

Configure uniform distributed queues

Configurs foreign servers
Configure JMS SAF

& Home Log Out Praferences Record Help Q,

Welcome, weblogic |C,um\en:ted to: OFSLLREL_domain
Home »Summany of Services >Summary of Services: IMS = Summary of M5 Modules =0fslMSModule

Create a New JMS System Module Resource
(Back| [Rext | Finish | Cancel |
The following properties will be used to target your new JM5 system module resource

Use this page to s=lect a subdeployment to 2ssign this system module resource, A subdeployment i 2 mechanism by which
IMS resources are grouped and targetad to a server instance, cluster, or SAF agent, If necessary, you can create 3 new
subdegioyment by dicking the Create a New Subdeployment button. You can also reconfigure subdeployment targats
lztar by using the parent module’s subdeployment managemant page.

Select the subdeployment you want to use. If you s=lect (none), no targeting will ocour.
Subdeployments: OstIJMESDEI | Create a Mew Subdeployment |
What mroets do you want to assign to this subdeployment?

Targets :

Sarvers

O OFSLL_ManagedServer

JMS Servers

OfsllIMSServer

Back | | Next |Finish | Cancel

Gueram Sratus al

displayed.

10. Select the Subdeployments as OfsllJMSSD from the drop down list.
11. Under JMS Servers, select the check box against ofsllIJMSServer.

12. Click Finish to save and activate the changes. Once done, the following window is
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Figure 8-33 JMS Connection Factory 7
Messages
«” Connection factory created successfully.

Settings for OfsllIMSModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays genaral infarmation about a IMS system module and its resources. It also allows you to configure new resources and access
existing resources.

Name: OfsllIMSModule The name of this IMS system module.  More Info...

Scope: Global Specifies if the IMS system module is accessible within
the domain, a partition, or a resource group
template. More Info...

Descriptor File Name: jms/OfsllIMSModule-jms.xml The name of the IMS module descriptor file. More
Info...

This page summarizes the JMS resources that have been craated for this JMS system module, including gueus and topic destinations,
connection factories, JMS templates, destination sort keys, destination guota, distributed destinations, foreign servers, and store-and-forward

parametars,

[ Customize this table

Summary of Resources

New | | Delete Showing 1to 1 of 1 Previous | Next
Name & Type JNDI Name Subdeployment Targets
OfsllIMSCF Connection Factory jms/OfsIIMSCF OfsllIMSSD OfsllIMSServer

New | | Delete Showing 1to 1 of 1 Previous | Next

8.2.5 Create JMS Queue

Follow the below steps to create JMS queue.

1. Login to WebLogic Server 12c console (http://hostname:port/console) by
specifying the Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JIMS modules available.

3. Select the newly created JMS module OfsllIJMSModule.

The following window is displayed.
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Figure 8-34 JMS Queue 1

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edlit button to modify, add or

delete items in this domain.

! Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain

Domnain Partitions
Environment

How do I...

s Configure quotas for destinations

o Configurs IJMS templates

« Configurs destination keys

» Configure topics

« Configurs queues

« Configure connection factories

» Configure uniform distributed topics
« Configure uniform distributed queues

« Configurs foreign servars

4. Click New.

‘@ Home Log Out Preferences Record Help

[a]

Welcome, weblogic | Connected to: OFSLLREL_domain

Home: >Summary of Services >Summary of Services: JMS =Summary of JM5 Modules > OfsliDMSModule

Settings for OfsllJIMSModule

Configuration | Subdeployments | Targets | Security

Notes

This page displays general information about a IMS system module and its resources. It also allows you to configure new resources and access

existing resources,

Name:

Scope: Global

Descriptor File Name:

OfslIMSModule

jms/OfsliIMSModule-jms.xml

The name of this M5 system module.  More Info...

Specifies if the IM5 system module is accessible within
the domain, a partition, or & resource group
template. More Info...

The name of the IM5 module descriptor file.  More
Info...

This page summarizes the JMS resources that have been created for this IMS system module, incuding queus and topic destinations, connection
factories, JMS templates, dastination sort keys, destination quata, distributed destinaticns, foreign sarvers, and store-and-forward parameters.

[ Customize this table

Summary of Resources

Click the Leck & Edit button in the Change Center to activate all the buttons on this page.

New| [Delete Showing 1to 1 of 1 Previous | Next
Name & Type JINDI Name Subdeployment Targets
OfslIMSCF ‘Connection Factory jms/OfslIMSCF OfslIMSSD OfslIMSSarver

Hew | [Delste | Showing 1 to 10f 1 Previous | Next

The following window is displayed.

Figure 8-35 JMS Queue 2

ORACLE Weblogic Server Administration Console 12c

Change Center
View changes and restarts
e panding Shiang=s meat, Click the Aelzazs

Conffiguration button to allow others o =il the

domain.

Domain Structure
OFSLLREL domain
Partitions

Environment

Tnteroparatility
B3 Disgnastics

How do L.

= Configure guolas for destinations
« Configurs JM5 tmpistes

. Confi
= Conffi

r= Smstinaticn kays

re topics

»  Confi
Con

nfigure connection factoriss

= Configurs enifarm distrizuted topics

s Coi wniform distributed gusues

» Carfigurs farsign s
= Configurs JM5 545

Sysbem Status

Health of Running Servers 2= of (8:16

I =2 (1)

I Critizal (3}
Chvmrioaded (0}

{81 Home Loz Out Frefersness [2] Ressrd Halz

Welmme, weblogic | Connacled to: OFSLLREL domain

Home »Summary of Senives =Summary of Serices: JMS =Summarny of JMS Modul= =OfsilIMSModule

Create a New JMS System Module Resource

| Batk |

| Nt | Fnk |5Cx1r.e||

Choose the type of resource you want to create.,

Uz thess pages to creste resoumces in 3 M5 system modude, such =z quewes, fapics, tempistes, 2nd sonmestion fectariss,

Dimpandiing an the Byze of resourcs you zelect, you 2re prompted bo enter Basic i

stend-zione quesss and topics, ceanestian fectaries, &

() Connection Factary

! Distributed Queue

{ Distributed Topic

| Foreign Server

) Quota

| Destinetion Sort Key

() IMS Templat

rfarmation for cmating e rescurse. Far targetsble rescurces, fiks

tetl quzums and togics, fermign s=rvers, and JMS SAF Sestinaticns, you can zles srocmed
t= targ=ting pages for selecting sparoorists s=rver targets. You car slss szsacists targetatis resurces with subllsglsyments, wiich iz an advances
mieshamiz for grouping JMS module essurces 2nd the memiers I z=rver rmmmer.

Defires = ==t of conrection configurstion parsmeters thet
e 1o create conmections for 185 dients,  Mars
Iz

Defines & paint-to-point destination bype, which are uz=d
for amynchronous peer communications. A meszage
defiveret to = queus is Gstribubed to only ans

tore Infa...

consumer.

Dafin=s & publishsubiscribe =stinatian typs, whidh ars
us=t! for emynefironous geer communicatians, A memage
defivered to = topec i Sestributed b ol tops

conzurmers, Mare Info..

Defires = set of qumaems et are dtributed on mutipe
M zmrvers, but which are accessitle 22 2 single, logicel
queus to IMS clierts.  Moe= Inf.

Defires = set of topics that are distributed on mulips JMS
smrvers, but which are scoessitle = a single, fogicel topic
to IMS clients. More Info..

Dafines formign meszaging providers ar remcte Weblogic
Sarver nslances re nat part of the current
domain.  More Ini

Conltrols the sotment of system resources avaiiable o
destinations.  More Infa...

Defines & unique sort order that destinations can 2ppiy to
arriving messages.  More Infa...

Defines = ==t of efaull configurstion settings far multipl=

Ams

fimme Mmerm Tmfim
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5. Select the Queue option and click Next.

The following window is displayed.

Figure 8-36 JMS Queue 3

ORACLE webLogic Server Administration Console 12¢

Change Center i) Home Log Out Prefersnces (A4 Record Help
View changes and restarts
Pending changes axict. They must be activated Hofe o Sumeesy Of Ses vice. > S
i Create a Mew JMS System Module Resource

" Activatz Changes

‘ndo All Changes Back | | Next! |Finish Cancal

Domain Structure TS et -
OFSLLREL domain

[~ Domain Partitions Lol
[# Emviranment

i Deployments

[= Services

* Indicates required fields

EH-Meszaging * Name:
1~ Data Sources

| Parsistent Stores
i-Forsign INDI Broviders JNDI Name: imsiOfsllMSQueus
=" Work Contexts
I~ ¥ML Registries
ML Entity Caches Template: None[v]
1=5C0M »

1Mz Sasmione

OfsIJMSQueus

|Back| |Net| |Finish |Cannel'

m

How do L.

The foliowing properties: will be used to identy your new Queus, The curment madulz is OfslMSModule.

Chapter 8
AQ-JMS Queue Configuration

Lol

Welcome, weblogic | Connected to: OFSLLREL_domain

JI5 =Summary of JM5 Modules >OfsiDMSModule

» Configure quotas for destinations
» Configure IM5 templates
{Configure destination keys

= Configure topics

Conffigura quaues

» Configure connection factories

» Configure unifiorm distributed topics

Configure uniform distributed quevss
= Configure foraign sarvers
» Configure IMS SAF

System Status =]
Heslth of Running Sarvers a5 of 6:15 PM

The following window is displayed.

6. Specify the following details while creating new JMS System Module Resources:
« Enter the Name of the Queue as OfsllIMSQueue
e Enter the JNDI Name as jms/OfsllJMSQueue
e Select the Template as None

7. Click Next.
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Figure 8-37 JMS Queue 4

ORACLE webLogic Server Administration Console 12¢

Change Canter
View changes and restarts

Pending changes axict. They must be activated
to take affact,

" Activatz Changes

Undo All Changes

Domain Structure
OFSLLREL_domain

[~ Domain Partitions ~

[# Emviranment
i Deployments
[= Services
E-Meszaging
= Data Sounces
|~ Persistent Stores
= Forsign INDI Providers
i~ Work Contests
—¥ML Registries
i~ ¥ML Entity Caches

{~COM v

1Mz Sasmione

How do L.

m

(Corffigure quotas for destinations
Configure M5 templates

» Configure destinztion keys

= Configure topics

Conffigura quaues

» Configure connection factories
Configure uniform distributed topics
Configure uniform distributed quevss
Configure foreign servers

Conffigura JMS SAF

.

.

@ Home Log Out Preferences [&] Record Help

25

Welcome, weblogic | Connected to: OFSLLREL_domain

|

Home >Summary of Servioes >Summery of Services: 1S =Summary of JM5 Moduies > OfSIDMSModule

Create a Mew JMS System Module Resource

|Back| [T Finish'|CanDel!

The following properties will be used to target your new JMS system medule resource

Uze this page to selec & subdeployment w zssign this syst=m module resource, A subdepioyment is @ mechanism by which M3
resources are grouped and @ to 3 server instance, cluster, or SAF agent. If necessary, you can creste a new subdeployment by
dicking the Create a New Subdeployment buton, You can also reconfigure subdeployment tangets later by using the parsnt

module’s subdeployment managemeant page.

Selact the subdeployment you want to use. If you select (nona), no targeting will cocur.

Subdeployments:

Vihat targets do you want 1o assign to this subdzgloyment?

Targets :

OfsllJMSSD] v | | Cresie a New Subdegloyment

JMS Servers

® OfsllIMSServer

Back| | Mext Finish Cancal

System Status =]
Heslth of Running Sarvers as of 6:16 PM

Select the Subdeployments as OfsllJMSSD from the drop-down list.

Click Finish to save and activate the changes. Once done, the following window is

displayed.
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Figure 8-38 JMS Queue 5

Change Center
View changes and restarts

Pending changes exist. They must be activatad
to take effect.

* Activate Changes

Undo All Changes

Domain Structure

OFSLLREL_domain
omain Partitions
rvironment
eployments
ervices

ecurity Realms
teroperability
'D\agr.asﬁ:s

How do I... =]

Configure quotas for destinations
Configure IM5 templates
Configurs destination keys
Configure topics

. e a2 os e

Configure queues
Configure connection factaries
Configurs uniform distributed topics

Configure uniform distributed queuss

Configure foreign servers

P

Configure IMS SaF

ORACLE webLogic Server Administration Console 12¢ —

@ Home Log Out Preferences Record Help Q
Welcome, weblogic ‘ Connectzd to: OFSLLREL_domain
Home =Summary of Services >Summary of Services: IMS >Summary of JMS Modules - OfsllJMSModule
Messages

«# The JM5 Queus was created successfully
Settings for OfsllJMSModule
Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about 3 IMS system module and its resources. It also allows you to configure new resources
and access existing resgurces,

Name: OfslomMsModule The name of this IMS system module.  More Info...
Scope: Global Spedifies if the JMS system module is accessible

within the domain, a partition, or a resource group
templatz.  More Info...

Descriptor File Name: jms/OfsiiIMEModule-jms.xml The name of the IMS module descriptor file.  More
Infa...

This page summarizes the JM5 resources that have been created for this JMS system medulz, including queus and topic destinations,
connection factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-
forward parameters.

[ Customize this table

Summary of Resources

| New | [Delete Showing 1 to 2 of 2 Previous | Next
| | Name & Type JINDI Name Subdeployment Targets
| | ofsloMsCF Connection Factory ms/OFsIMSCF OfslIMSSD OfsloMsServer
| | ofsllIMEQueus Queue imsfOfsllIMEQuaus OfsllIMSSD OfsllIMSServer
New | | Delste Showing 1 to 2 of 2 Previous | Next

8.3 Outbound Queue Configuration

Outbound Queue provides a mechanism to consume AQ messages from the database and
send those messages to MDBs.

8.3.1 Create Persistent Stores

ORACLE"

Perform the following steps to configure Outbound queue in application server.

Create Persistent Stores

Create JMS Server for Outbound Queue
Create JMS Module for Outbound Queue

SubDeployment for Outbound Queue

Create JMS Connection Factory for Outbound Queue

Create JMS Queue for Outbound Queue

Follow the below steps to create persistent stores.

1.

Login to Oracle Weblogic 12¢ console (http://hostname:port/console).
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Figure 8-39 Create Persistent Stores 1

ORACLE Weblogic Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Usernames:

Password:

2. On successful login, the following window is displayed.
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Figure 8-40 Create Persistent Stores 2

ORACLE WebLogic Server Administration Consale 12¢ _ -

Change Center @ Home Log Out Breferences Record Help L&
View changes and restarts Welcome, weblogic |Cumsen:ted to: OFSLLREL_domain
Click the Lock & Edit button to modify, add or Home
delete items in this domain.
Home Page
| Lock & Edit |
~ Information and Resources
Release Configuration
Helpful Tools General Information
Domain Structure = Configure applications = Common Administration Task Descriptions
O:FSLLREL_dumain » Configure GridLink for RAC Data = Read the documentation
::_DO"':H:” Sl PakiEe = Ack a question on My Oracle Support
i Eipwanmene » Configure a Dynamic Clustar
+—Deploymants
B Sarvices * Recent Task Status
—Security Realms » Zetyour console preferances
[#H-Interoperabilisy » Oracle Enterprise Manager
- Dizgnostics
-~ Domain Configurations
Domain Resource Group Templabes Interoperzhility
= Domain = Resource Group Templates = WTC Sarvers
= Jolt Connection Pools
Domain Partitions Resource Groups
Hi do L.. =]
= - Domain Partitions » Resource Groups Diagnastics
» Search the configuration = Partition Work Managers = Log Files
» Uz the Change Canter Depleyed Resources = Diagnostic Modules
= Record WLST =cripts Environment = Deployments = Built-in Diagnostic Modules
s Change Cansole preferencas = Sarvers = Dizgnostc Images.
» Manage Console extensions » Clusters Services = Request Performance
» Monitor servers = Server Templates » Messaging = Archives
= Migratzhle Targets = IMS Szrvers = Context
System Status g + Coherence Clusters = Swre-and-Forward = SHMP
3 ents
Health of Running Servers as of 11:23 AM = Machines 44 = Interceptors
— Faied @) ERPO P = M5 Modules
[ criteal (1) » Virtuzl Targats = Path Services Charts and Graphs v
i = Bridges e PRI LR S | Ry

3. Click Domain Name > Services > Persistent Stores.
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Figure 8-41 Create Persistent Stores 3

 Server sdnintaion Cosoe 12 - 2]

ORACLE webL

Change Center @ Home Log Out Prefarences Record. Help Q, | Welcome, weblogic | Connzcied 1: ofslirel_domain
o ary Hare >Summary of Services
Chick the Lock & Exltbuton to modify, 2dd or Summary of Services
delete it=ms in this damain.
| Lock & Edit | lUse these sactions of the Adminictration Console to configure Weblogic Server sarvices,
Release Configuration

e DT

Weblogic IMS is an enterprisz-class messaging system that fully supports the IMS. spa:lfannn and which also providas

numerous extansions that go above and beyond the standard IMS APLs, It is tightly integrated into the Weblogic Servar

ofsllrel_domain Messaging plaform, allowing you o build highly secure Jeva EE applications that can be easily menitored and administered through
[*}-Domnain Parstions ¥ | the Weblogic Server console. In addition o fully supporting XA transactions, Weblogic IMS also feztures high avai
1 Environment through its clustering and senvice migration festures while also providing seamless interoperability with other versions of
-Deployments WebLogic Server and third-party messaging vendors,

Cromain Structure

[#}-Sarvices Deta Data sources enable you to configure database connectivty in your Weblogic domain. Dats sources provids database
- Sacurity Resims & connection poaling and connection management. Multi dats sources provide load balancing and failover betwean datz
sources, which can be connected to different backend resources,

[#}- Inzeroperahility
=} Diagnostcs A parsistent store is 2 physical repository for storing subsystam datz, such as persiztent IMS messages. It c2n be sithera
3 JDBC-accessible datmhase or a dish-based fil=.

Forsign A foreipn INDT provider represants 2 JNDT tree that resides outside of = Weblogic Server emvirenment. This could be 2
JKDL JNI tree in a differant server emvironment or within an extemz] Java program. By setting up a forsign JNDI providar you
Providers | can lookup 2nd use a remote object with the same ease as using an oBject bound in your Weblogic server instanca,

Work Waork Contexts allow developers to define properties which imglicitty flow across remote requests and allow downstream
Contests componens to work in the cont=ct of the imvoking dient,

How do L. =] ML The ¥ML Registry is a fadlity for configuring and administering the XML resources of an instance of Weblogic Server. XML
Registrins | /250705 in Weblogic Server inchude the parser used by an application to parse ¥ML data, the transformer used by an

= Configurz Meszaging applcation to transform XML date, external entty resolution, and eching of exxermal entities,

= Configure datsbass connectivity XML Entity ¥ML Entity Caches store extemnal entitizs that are referencad with 2 URL or 2 pathname relative to the main direciory of

= Configure the default persistent store for Caches the EAR archive. Caching external entities saves remote access time and provides 2 local backup in the event that the
trensaction recovery service migration Administration Server cannot be accessed while an XML document is being parsad.

= Create 3 foreign JNDT provides Wieblogic JOOM is a software bridge that allows bidirectional access between Javaflava EE objects deployed in Weblogic
o oM Senver, and Microsoft ActiveX, components awvailable within Microsoft Office family of produces, Wisusl Basic and C++

§ Wionke Contexs peenyres, objects, and other Component Object Model/ Distributed Companent Object Mode! (COM/DODM] environments.

= Configurs XML Reso

o _E e M Weblogic Server indudes the JavaMail API version 1.1.3 reference implementztion from Sun Microsystems, Using the

*  Enable jCOM i JavaMil APT, you can add email capabilities to your Weblogic Server spplications. JavaMail provides access from Java

»  Confiours soosss to JavaMail & apphications o IMAP- and SMTP-capable mad servers on your network or the Intemet,

= Configurz concurrent managsd object El=T3 The WshLogic fil= (T3) sarvice (depracated) aliows you to providz high-spead, diant-side acress to native operating
templates system files on the server, Use the diient APT to extend the capahilities of java.ioInputStream and java.io.OutputStream,

= Creste file systems One of the most fundamantal featurss of Weblogic Server is transaction mansgsment. Transsctions are @ means

«  Configure ITA ITA guarantes that database changes are completed accurately and that they tzke on 2 the ACID proparties of 2 high-

perfarmance transaction.

4. Click Lock & Edit button on the left panel. Click New on right panel and select Create
JDBCStore.

Figure 8-42 Create Persistent Stores 4

ORACLE weblLogic Server Adminisiration Console 12c
Change Canter @) Home Log Out Preferences [ Record Help

Haire >Sumimary of Services >Summary of Persistent Stores =Summary of Services >Summary of JBC Deta Saurces >Suimenary of
View changes and restarts Sarvices >Summary of Persistent Stores
Mo pending changss esist, Click the Relezss N
Configurstion button to allow others to edit the Summary of Persistent Stares
domain.
Leck & Edit A parszistant storz = 2 physical repositony for storing subsystem data, such as parsistent JMS messages. It can be = JDBC-zccessible
datzhase, disk-basad file, or replicatad memary storage. This page summarizes the persistens stores that have been created for this

Felease | i

Diomain Structure
ofslirz!_domain I Customize this table
& Domain Paritions

B-Ernvironment Persistent Stores (Filterad - Mare Columns Exist)

& Dseeﬂ:o\r;menls S Showing 0 to 0 of 0 Pravious | Naxt
Security Realms Type Target

#}- Intzroperzhility

=t Diagnostics Thes= i o =i 3 depliy

Showing 0to 0 of 0 Previous | Next

How do L. =]

= Crezte file stores
s Create JDBC stores
= Monior persistent stores

System Status =]
Heafth of Running Servers as of 2:22 BM
| Failed {0}
I Criviez! ()
Cwerloaded (1)
I Warning (0]
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6.

Specify the following details:
* Name: OfslIStore

e Prefix Name: Ofsll

Figure 8-43 Create Persistent Stores 5

ORACLE WeblLogic Server Adminisiration Conscle 12e

Change Center @ Home Log Out Preferences (5] Record Help

Hioire =Suimimary of S
Servics =Summary of Persistent Stores

View changes and restarts

Mo panding changes exist. Click the Relazes
Canfiguration button to allow others to adit the
domain.

‘Create a New JDEC Store

Lock & Edit Back | |Next| | F’!IS!: |_Canne|

Release Configuration ‘Create a new JDBC Store

The foliowing properties will be used to identify your new JDBC store.

Domain Structure Pl i
Indicates required fiekds

ofsllre!_domain
*}-Domain Pardtions

- Envinonment: What would you like to name your new JDBC stors?

Daployments
31 Services * Name: OfsliStore
Security Realms
#} Interoperahility : d
i : . e w in?
3} Disgrostics What scops do you want to oreate your JDBC stors in ?
Scope: Global v
The prefe: nama that is prepended to the IDBC store table names in this JDBEC stora.
Prefix Name: ofsll
Hows do L. =]

Back| | Mext| | Fmish |;CanDEI
= Creste JDBC storss . T T

= Monmor persistent storss

2]

Q@ | welcome, wdﬂogi:| Connected to: ofslirel_domain

rnery of Persistent Stones =Summary of Services >Summary of JDBC Data Sources >Summary of

System Status =]
Heszlth of Running Servers as of 2:23 BM
| Failed {0}
I Critiea! (0}
Orverloaded (0)
I Warning ()

Click Next.

The following window is displayed.

ORACLE
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Figure 8-44 Create Persistent Stores 6

ORACLE WeblLogic Server Adminisiration Console 122

Change Center

View changes and restarts

Mo panding changes exist. Click the Relezse
Configuration burton to sllow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
ofstired_domain
#}-Domain Paritions
=H-Environmeant
Deployments
| -Sarvices
Security Realms
*} - Interoperahility
=-Diagnostics

How do I... =

= Creste JDBC stores

= Monior persiseent stones

System Status ="
Heath of Running Servers as of 413 BM
| Failed {0}
I Critical ()
Owerloaded (0)

I Warning ()

@, | Welcome, weblogic | Connected 1o ofsllrel_domain

& Home Log Out Preferences [54] Record Help
L < >Summary of Persistent Stores

Home >Summar nary af Ser

Create a New JDBC Store
Bsck| [Next | | Eimish | | Cancal
Select data source
Select or create = non-XA dat= source for this JDBC store,

Data Source:

OFSLLREL || Create a Mew Data Sounse |

| Back| |[Mex| | Finich |.CanDeI

7. Select OFSLLREL Data source from the drop-down list. Click Next.

The following window is displayed.

Figure 8-45 Create Persistent Stores 7

ORACLE WebLogic Server Administration Conscle 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
713 Domain Partitions
Environment
i--Deployments
*-Services
Security Realms
713 Interoperability
- Diagnostics

Howdo ... =]

* Create JDBC stores

* Monitor persistent stores

Q, | Welcome, weblogic ‘ Connected to: OFSLLREL_domain

@ Home Log Out Preferences Record Help

Home >Summary of Persistent Stores

Create a New JDBC Store
Back | | Next ‘Finish ‘Cancel

JDBC Store Targets

This page indicates on which WebLogic Server instances or clusters the jms file store is accessible. Only applications that have been
deployed to the selected servers or clusters can use this jms file store,

When you target all or part of a cluster, the Administration Console initiates a two-phase deployment. In general, such a deployment
ensures that if the deployment fails for one active server, it fails for all active servers.

Select the server instance for this JDBC store
Target: OFSLL_ManagedServer v

Back| [Next ‘Finish ‘Cancel

System Status =] |

8. Select the Target as OFSLL_ManagedServer from the drop-down list. Click Next.

The following window is displayed.

ORACLE"
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Figure 8-46 Create Persistent Stores 8

ORACLE WebLogic Server Adminisiration Console 12¢

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain.

Lock & Edit

Release Configuration

@ Home Log Out Preferences d Help Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain
Home >Summary of Services >Summary of Persistent Stores
Messages

& All changes have been activated. No restarts are necessary.

Summary of Persistent Stores

Domain Structure
OFSLLREL_domain

[#-Domain Partitions
[B-Environment
i--Deployments
[¥-services

[#-Interoperability
[#-Diagnostics

A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be a JDBC-accessible database, disk-based file, or replicated
memory storage. This page summarizes the persistent stores that have been created for this domain.
| Customize this table

Persistent Stores (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

Howdol...
= Create file stores
« Create JDBC stores

« Monitor persistent stores

System Status

Health of Running Servers as of 11:32 AM

[ Failed (0)
Critical (0)
[

overloaded (0)

New v | [Delele Showing 1to 1 of 1 Previous | Next
Name & Type Target
ofslistore JDBCStore OFSLL_Managedserver
New ~ | [Delete Showing 1to1of 1 Previous | Next
a
=]

9. Click Finish to activate the changes.

In case you are creating a cluster setup, continue the below steps:

10

Click Domain Name > Environment > Clusters.

The following window is displayed.

Figure 8-47 Create Persistent Stores 9

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modify, 2dd or
delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
ofsllrel_domain
~Domain Partitions
H-Environment
~Deployments
~Services

- Security Realms
- Interoperability
~Diagnostics

How do ... 1=l

« Configure clusters

« Assign server instances to clusters

« Configure server migration in a cluster
« Configure cross-cluster replication

« Create dynamic dlusters

« Configure elasticity for a dynamic cluster

« Perform on-demand scaling for a dynamic
cluster

Q Welcome, weblogic | Connected to: ofslirel_domain

@ Home Log Out Preferences

Hame >Summary of Clusters

Summary of Clusters

This page summarizes the clusters that have been configured in the current WebLogic Server domain.

A cluster defines groups of Weblogic Server servers that work together to increase scalability and reliability.

b Customize this table

Clusters (Filtered - More Columns Exist)
Click the Lock & Edit button in the Change Center to activate l the buttons on this page.

New | [Clone]| [Delete Showing 1to 2 of 2 Previous | Next

Name & | Cluster Address | Cluster Messaging Mode | Migration Basis | Default Load Algorithm | Replication Type | Cluster Broadcast Channel | Servers

app_madsvrl, app_mgdswr2,

app_cluster Unicast i

Database

Round Robin (None)

New | [Glone| [Delcle Showing 1to 2 0f 2 Previous | Next

11. Click app_cluster.

The following window is displayed.
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Figure 8-48 Create Persistent Stores 10

ORACLE' webLogic Server Adminisiration Console 12¢

Change Center

View changes and restarts

@ Home Log Out Preferences Q Welcome, weblogit

|Cnnne(ted to: ofslirel_domain
Home >Summary of Clusters >app_cluster

Settings for app_cluster

Click the Lock & Editbutton to modify, add or
delete items in this domain.
Configuration | Monitoring | Control | Deployments | Services | Notes
Lock & Edit
e General | JTA | Messaging | Servers | Replication | Migration | Singleton Services | Scheduling | Overload | Health Monitoring | HTTP | Coherence
Domain Structure Click the Lock & Edit button in the Change Center to modify the settings on this page.
ofsllrel_domain Save
E-Domain Partitions
BT-Environment
et This page allows you to define the general settings for this cluster.
yment:
B} Services
*Security Realms Name: app_cluster The name of this configuration. WebLogic Server uses an MBean to implement and
E}-Interoperability persist the configuration. More Info.
E3-Diagnestics
] Default Load Algorithm: ~ Defines the algerithm to be used for load-balancing between replicated services if
none is specified for a particular service. The round-robin algorithm cycles through
a list of WebLogic Server instances in order. Weight-based load balancing
improves on the round-robin algorithm by taking into account a pre-assigned
weight for each server. Inrandom load balancing, requests are routed te servers at
random. ~ Hore Info...
T (=] 4] Cluster Address: The address that forms a portion of the URL a diient uses to connect to this
dluster, and that is used for generating EJB handles and entity EJB failover
i addresses. (This address may be aither a DIS host name that maps to multiple 1P
i addresses or a comma-separated list of single address host names or 1P
« Assign server instances fo dusters addresses.) More Info...
 Configure server migration in a cluster
T T Sl 5| Number Of Servers In Cluster Address: 3 Number of servers to be listed from this duster when generating a duster address
. s e automatically. This setting has no effect if Cluster Address is explicitly set. More
Infa.
System Status a
4] Enable Transaction Affinity If enabled, a server's transaction requests go to servers in the duster that are
Health of Running Servers as of 5:00 P11 already participating in the global transaction. More Info...
| — 0]
Tl 45 Enable Concurrent Single Activation Specifies whether to allow the concurrent activation, deactivation, of restart of two
Critical (0) or more singleton services. More Info.
Overloaded (0) s
" Warming (0) e Ay
AL wioqe serves asinuuts soas 1 S o
Chamac Ceater. & Home Log Out Preferences [ Record Help Welcome, weblogic ‘ Connected to: ofslirel_domain
Wievs Shisiiges A bestaens Hame >Summary of Clusters >app_dluster
Messages
Pending changes exist. They must be activated
to take effect, & Seftings updated successfully.
« Activate Changes P —
Uudo. A8, Chapaes, < ion | Monitoring | Control | Deployments | Services | Notes
Domain Structure General | JTA | Messaging | Servers | Replication | Migration | Singleton Services | Scheduing | Overload | Health Monitoring | HTTP | Coherence
ofsllrel_domain
~Domain Fartitions save

~-Security Realms
- Interoperability
-Diagnestics

How do I

« Configure clusters
» Configure server migration in a cluster
« Create JDBC generic data sources

» Configure cross-cluster replication

System Status

Health of Running Servers a5 of 5:08 PM
Failed (

I Critical (0)
Overloaded (0}
Warning (0)

I
I ok (%)

1F a clustered server fals, Node Manager can automatically restart the server and its services on another machine. This page allows you to specify the machines where Node Manager can restart migratzble
servers and to speafy the data source used during server migration.

(] Candidate Machines For Migratable Servers: The set of machines (and order of preference) on which Node Manager wiill restart
ST Choin failed servers. (Requires you to enable each server for automatic
E E migration.) More Info...
] mumoochz
> _
» A
] -
4

E] Migration Basis:

Consensus v Controls the mechanism used for server and senvice migration. More Info...
5 Data Source For Automatic Notis v e
Hore Info...
& Auto Migration Table ACTIVE More Tnfo.
More Info...
5| Member Discovery Timeout: 30 Gets the MemberDiscoveryTimeout vaiue. This value defines the amount of time a

server waits during or after startup to discover members that belong to the same
cluster. This information is used to join or form a new duster.  More Info...

13. Click Migration tab and choose Migration Basis as Consensus from the drop-down list.
14. Click Save to activate the changes.

8.3.2 Create JMS Server for Outbound Queue

ORACLE"

1.

Follow the below steps to create JMS server for outbound queue.

Login to WebLogic Server 12c console (http:/lhostname:port/console).

The following screen is displayed.
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Figure 8-50 JMS Server for Outbound Queue 1

ORACLE WEbLOgiC Server Administration Console 12¢

2. Specify the Weblogic administrator user name and password and click Log In.

Log in to work with the WeblLogic Server domain

Username:

Password:

The Oracle Weblogic home page is displayed.

Figure 8-51 JMS Server for Outbound Queue 2

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Egit button to modify, add or
delete items in this domain

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
fH-Domain Partitions

B-Interoperability
B-Diagnostics

Howdo L. =

« Search the configuration

* Use the Change Center

* Record WLST Scripts

« Change Console preferences
« Manage Console extensions
« Monitor servers

System Status &

Health of Running Servers

[ Failed(0)
[ crtical (0)
[ Overloaded (0)
[ Waming(0)
I ()

@) Home Log Out Preferences d Help

Home
Home Page
Information and Resources

Helpful Tools

Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations
Domain

* Domain

Domain Partil

+ Domain Partitions

+ Partition Work Managers

- Servers
« Clusters
= Server Templates

= Migratable Targets

+ Coherence Clusters

» Machines

» Virtual Hosts

- Virtual Targets

* Work Managers

- Concurrent Templates

+ Resource Management

= Startup And Shutdown Classes

Apgp
* Security Realms

plication’s Secu

ttings

General Information
= Common Administration Task Descriptions
= Read the documentation

= Ask a question on My Oracle Support

Resource Group Templates

= Resource Group Templates

Resource Groups

+ Resource Groups

Deployed Resources

« Deployments

= Messaging

IMS Servers
Store-and-Forward Agents
IMS Modules

Path Services

Bridges

Data Sources
Persistent Stores

+ XML Registries

XML Entity Caches

+ Foreign INDI Providers
Work Contexts

« jcoM

3. Click Domain Name > Services > Messaging > JMS Server.

4. In the main window, click Lock & Edit.

The following window is displayed.

Chapter 8

Outbound Queue Configuration

Welcome

weblogic

A

Welcome, weblogic | Connected to: OFSLLREL_domain

Interoperability
* WTC Servers
= Jolt Connection Pools

Diagnostics

+ Log Flles

+ Diagnostic Modules

+ Built-in Diagnostic Modules
+ Diagnostic Images

+ Request Performance

« Archives

+ Context

+ SNMP

+ Interceptors

Ch T
= Monitoring Dashboard &

nd Gr:
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Figure 8-52 JMS Server for Outbound Queue 3

ORACLE WebLogic Server Administration Consols 12c

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
+-Domain Partitions
nvironment
Deployments
ervices
=-Messaging

‘Store-and-Forward Agents
IMS Modules

ath Services

ridges

@ Home Log Out Preferences [ Record Help Q

Home >Summary of JMS Servers

summary of JMS Servers

IMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WeblLogic Server domain.

{» Customize this table

JMS Servers (Filtered - More Columns Exist)

New | | Delete

Welcome, weblogic ‘ ‘Connected to: OFSLLREL_domain

Showing 0 to 0 of 0 Previous | Next

Name &%

(|

‘ Persistent Store

Target Current Target

‘ Health ‘ Scope

| Domain Partitions

There are na ftems to display

New | [Delete

Showing 0to 0 of 0 Previous | Next

Data Sources
r=-Persistent Stores v
Fareinn INDOT Providars

How do I... =]

+ Configure IS servers

+ Configure JMS system modules

System Status a

Health of Running Servers

[ Fakd(@
[ criteal (0)
[ Overloaded (0)
[ Waming(0)
I oK ()

Click New.

The following window is displayed.

Figure 8-53 JMS S

ORACLE WebLogic Server Administration Conscle 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button te allow others to edit the
domain.

Lock & Edit

Release Configuration

erver for Outbound Queue 4

8 Home Log Out Preferences Record Help ‘ Q

Home >Summary of Services >Summary of Services: JMS »>Summary of JMS Servers

Create a New JMS Server
Back | | Next ‘ Finish | Cancel

JMS Server Properties

Domain Structure

OFSLLREL_domain
E-Domain Partitions
BH-Environment
i--Deployments
B-Services
i-Security Realms
#-Interoperability
+-Diagnestics

The following properties will be used to identify your new JMS Server,
= Indicates required fields
‘What would you like to name your new JMS server?

45 ~ Name: OfsllOutboundServer

Would you like this new JMS server to be restricted to a specific resource group template or resource group ?

Scope: Global v

Back | | Next ‘Finish |Cancel

Welcome, weblogic

Connected to: OFSLLREL_domain

How do I... =]

- Configure JMS system modules

« Confiqure custom persistent stores

System Status =]

Health of Running Servers as of 11:42 AM
Failed (0)

| Critical (0)

| ~ Overloaded (0)

| Warning (0)

Specify the JMS Server Name as OfsllOutboundServer. Click Next.

The following window

is displayed.
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Figure 8-54 JMS Server for Outbound Queue 5

ORACLE webLogic Server Administration Censole 12¢

Change Center @ Home Log Out Preferences Record Help ‘

View changes and restarts

No pending changes exist. Click the Release Create a New JMS Server
Configuration button to allow others to edit the
domain Back | | Next| | Finish | Cancel

Lock & Edit
Select Persistent Store
Release Configuration

Specify a persistent store for the new IMS server.

Domain Structure Persistent Store:
OFSLLREL_domain

B}-Domain Partitions
Environment

- Deployments
B1-Services

Back | | Next | Finish | Cancel

OfsliStore w ]| Create a New Store

Chapter 8
Outbound Queue Configuration

Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Home >Summary of Services >Summary of Services: JMS >Summary of JMS Servers

--Security Realms
- Interoperability
[-Diagnostics

Howdo I... =]

» Configure JMS system modules

= Configure custom persistent stores

System Status =
Health of Running Servers as of 11:42 AM
Failed (0)
Critical (0)
| Overloaded (0)
Warning (0}

Select OfslIStore as the Persistent Store type. Click Next.

The following window is displayed.

Figure 8-55 JMS Server for Outbound Queue 6

ORACLE WebLogic Server Adminisiration Console 12¢

Change Center

- ¢ of Seni  of Services:
View changes and restarts Home >Summary of Services >Summary of Services: IMS >Summary of JMS Servers

No pending changes exist. Click the Release Create a New JMS Server
Configuration button te allow others to edit the

damain. Back | [Wext ‘ Finish |Cancel

Lock & Edit

Select targets
Release Configuration

Select the server instance or migratable target on which you weuld like to deplo

OFSLL_ManagedServer v

Domain Structure Target:
OFSLLREL_domain
B+-Domain Partitions
B+Environment
i-~Deployments
F-Services

Back | | Next ‘ Finish | Cancel

@ Home Log Out Preferences Record Help ‘ Q

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

y this JMS server.

{~-Security Realms
[B-Interoperability
[*-Diagnastics

How do I... =}

+ Configure JMS system modules

+ Configure custom persistent stores

System Status =]
Health of Running Servers as of 11:44 AM
| Failed (0}

Critical (0}

Overloaded (0
[ Warning (0)

Select the target managed server and click Finish.
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9. Click Activate Changes under Change Center section in LHS menu. Once done, the

following window is displayed.

Figure 8-56 JMS Server for Outbound Queue 7

ORACLE WebLogic Server Administration Console 12¢

Change Center
view changes and restarts

Pending changes exist. They must be activated
to take effect.

" Activate Changes

Undo All Changes

Domain Structure
OFSLLREL_domain

BHDomain Partitions
BHEnvironment
{--Deployments
Services
i=-Security Realms
[ Interoperability
[H-Diagnostics

How do I... =]

= Configure JMS servers

« Configure JMS system medules

System Status =]

Health of Running Servers as of 11:45 AM

i Failed (0)
[ Critical (0)
[ Overloaded (0}
[ waming (0)

&) Home Log Out Preferences [ Record Help | Q Welcome, wehlogic|Cunnected to: OFSLLREL_domain

Home >Summary of Services »>Summary of Services: MS >Summary of JMS Servers
Messages

« IMS server created successfully

Summary of JMS Servers

JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

[ Customize this table
IMS Servers (Filtered - More Columns Exist)

New | | Delete Showing 1 to 1 of 1 Previous | Next

[ | Name & Persistent Store Target Current Target Health

OfsllQutboundServer OfsliStore OFSLL_ManagedServer OFSLL_ManagedServer

New | | Delete Showing 1 to 1 of 1 Previous | Next

10. Once done the following window is displayed.

Figure 8-57 JMS Server for Outbound Queue 8

ORACILE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
-Domain Partitions
F¥-Environment
i~-Deployments

B} -Services
i--Security Realms
B-Interoperability
[#-Diagnostics

How do L.. =

+ Configure JMS servers

+ Configure JMS system modules

System Status =]

Health of Running Servers as of 11:45 AM

@ Home Log Out Preferences

d Help ‘ Q
Home >Summary of Services >Summary of Services: IMS >Summary of JMS Servers
Messages

« All changes have been activated. No restarts are necessary.

Summary of JMS Servers

JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain

B Customize this table

IMS Servers (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [ Delete Showing 1to 1 of 1 Previous | Next

Name & Persistent Store Target Current Target Health

OfsllOutboundServer OfsliStore QFSLL_ManagedServer OFSLL_ManagedServer 0K

New | | Delete Showing 1to 1 of 1 Previous | Next

[ Faied(0)
[ cntical (0)
[ overloaded (0}
[ waming(0)
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8.3.3 Create JMS Module for Outbound Queue

Follow the below steps to create JMS module for outbound queue.

ORACLE

1.

3.

Login to WebLogic Server 12c console (http://hostname:port/console) by
specifying the Weblogic administrator user name and password.

(Optional) Enter the result of the step here.

Click Domain Name > Services > Messaging > JMS Modules.

The following window is displayed.

Figure 8-58 JMS Module for Outbound Queue 1

ORACLE WebLogic Server Administration Console 12¢ —

Change Center
View changes and restarts

Click the Lock & £dit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
[B-Environment
+-Deployments
¥-services
i-Security Realms
[#-Interoperability
[#-Diagnostics

How do L.. B

- Configure JMS system modules

- Configure resources for JMS system modules

@ Home Log Out Preferences Record Help Q Welcome, weblogic‘connected to: OFSLLREL_domain

Home >Summary of JMS Modules

Summary of IMS Medules

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection factories, templates,

destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
IMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

[ Customize this table

IMS Modules (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Delete Showing 0 to 0 of 0 Previous | Next
Name ¢ Type
There are no items to display
New| [Delete

Showing 0 to 0 of 0 Previous | Next

System Status =]

Health of Running Servers as of 9:30 AM

| Failed (0)

T critical (0)
Qverloaded (0)

T warmning (0)

r
[
i

Click New.

The following screen is displayed.
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Figure 8-59 JMS Module for Outbound Queue 2

ORACILE WebLogic Server Adminisiration Console 12¢ ‘

Change Center Q Home Log Out Preferences Record Help ‘ Welcome, weblogic‘ Connected to: OFSLLREL_domain

Home >Summary of Serv
Modules

View changes and restarts >Summary of Services: JMS »Summary of JMS Servers >Summary of Services »Summary of Services: JMS >Summary of JMS
Ne pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Create JMS System Module

Lock & Edit Back | | Next |F|n\sh |Cancel

Release Configuration The following properties will be used to identify your new module.

Domain Structure IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics,

OFSLLREL domain snnection factories, J keys, quota, distril queues, distril topics, foreign servers, and JMS store-and-forward (SAF)
& Dumal} . parameters. You can administratively configure and manage JMS system modules as global system resources.
B-Environment
i--Deployments
B-Services
{~-Security Realms
B Interoperability
[¥-Diagnostics * Name:

= Indicates required fields

What would you like to name your System Module?
OfsllOutboundModule

Would you like this new JMS System Module to be restricted to a specific resource group template or resource group ?

Scope: Global v

What would you like to name the descriptor file name? If you do net provide a name, a default will be assigned.
How do L.. =
+ Configure IS system modules Descriptor File Name: [ Gyfg||QutboundModule

« Configure IMS servers
Where would like to place the descriptor for this System Module, relative to the jms configuration sub-directory of your demain?

System Status B Location In Domain:

Health of Running Servers as of 12:00 PM

) Back| [ Next| | Finish | Cancel
[ critical (0)

[ oOverioaded (0)

[ waming(0)

4. Specify the following details:
* Enter the System Module Name as OfsllOutboundModule.
* Enter the Description File Name as OfsllOutboundModule.

5. Click Next.

The following screen is displayed.
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Figure 8-60 JMS Module for Outbound Queue 3

ORACLE webLogic Server Administration Console 12¢ ‘

Change Center @ Home Log Out Preferences Record Help | Q Welcome, wehlogic|cnnnected to: OFSLLREL_domain
> ry of Services / of Services: T a ' mma rices: IS >
View changes and restarts :I:]rgi éiummaw of Services >Summary of Services: JMS >Summary of JMS Servers »Summary of Services Summary of Services: JMS >Summary of IMS
Mo pending changes exist. Click the Release
Configuration butten to allow others to edit the LCreato JMS Systen Modile
domain.
Lock & Edit Back | | Next | Finish ‘ Cancel
Release Configuration The following properties will be used to target your new JMS system module.

Domain Structure Use this page to select the server or cluster on which you would like to deploy this JMS system module. You can reconfigure targets later if you

OFSLLREL_domain wizh,
B-Domain Partitions
Environment
Deployments Targets:
Services
i=Security Realms
B}-Interoperability
B+-Diagnostics

Servers

(] Adminserver

OFSLL_ManagedServer

] ws_managedServer

HowdoL.. 2 Back | [Next| | Finish ‘ Cancel

» Configure JMS system medules

= Configure JMS servers

System Status =
Health of Running Servers as of 12:00 PM
i Failed (0)
Critical (0}
[ Overloaded (0)

Warning (0)

6. Select the target server and click Next.

The following window is displayed.

Figure 8-61 JMS Module for Outbound Queue 4

ORACILE WebLogic Server Adminisiration Console 12¢ ‘

Change Center @ Home Log Out Preferences Record Help ‘ Q Welcome, weblogic | Connected to: OFSLLREL_domain
View changes and restarts Home >Summary of Services >Summary of Services: JMS >Summary of JMS Servers >Summary of Services >Summary of Services: JMS >Summary of JMS
Modules
No pending changes exist. Click the Release
Configuration button to allow others to edit the Create JMS System Module
domain.
Fek a i Back | [Nexi] | Finish || Cancal
Release Configuration Add resources to this JMS system module

Domain Structure Use this page to indicate whether you want to immediately add resources to this JMS system module after it is created. JMS resources include
OFSLLREL_domain queues, topics, cennection factories, and such.

[-Domain Partitions
tH-Environment
i--Deployments
B-Services

Security Realms
BH-Interoperability
[#-Diagnestics

[Tl Would you like to add resources to this JMS system module?

Back | | Next | Finish ‘ Cancel

How do L. =]

+ Configure JMS system modules

» Configure JMS servers

System Status =]

Health of Running Servers as of 12:02 PM
Failed (0}

[ Critical (0}

[ " overloaded (0)
[ Warning (0)

7. Click Finish to save and activate the changes. Once done, the following window is
displayed.

ORACLE" 8-42



8.3.4 SubDeployment for Outbound Queue

ORACLE

Figure 8-62 JMS Module for Outbound Queue 5

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
[ -Domaln Partitions
[HEnvironment
i~Deployments
[#-Services
t--Sacurity Realms
[#Interoperability
[#-Diagnostics

How do .. =)

+ Configure JMS system modules

= Configure resources for JMS system modules

System Status =]
Health of Running Servers as of 12:04 PM

I Failed (0)

[ Critical (0)

| Overloaded (0}

[ Warning (0)

@) Home Log Out Preferences Record

Chapter 8
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Q Welcome, wehlngi(| Connected to: OFSLLREL_domain

Home >Summary of Services »Summary of Services: JMS >Summary of JMS Servers >Summary of Services >Summary of Services: JMS >Summary of JMS
Modules

Messag

« All changes have been activated. No restarts are necessary.

es

Summary of JMS Modules

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics,

onn.

tion factories,

keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF)
parameters, You can administratively configure and manage JMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

P Cust:

IMS Modules (Filtered - More Columns Exist)

omize this table

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete

Showing 1 to 1 of 1 Previous | Mext

Name &%

Type

OfslloutboundModule

IMSSystemResource

New

Delete

Follow the below steps to do subdeployment for outbound queue.

1.

Showing 1 to 10f 1 Previous | Next

Login to WebLogic Server 12c console (http://hostname:port/console) by
specifying the Weblogic administrator user name and password.

Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of IMS modules available.

Select the created JIMS module OfsllOutboundModule and click Subdeployments tab.

The following window is displayed.
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Figure 8-63 SubDeployment for Outbound Queue 1

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences cord Help | Welcome, weblogic | Connected to: OFSLLREL_domain
View changes and restarts Home >Summary of JMS Modules > OfsliOutboundModule
Click the Lock & EdiF button to modify, add or Settings for OfsliOutboundModule

delete items in this domain.
Configuration | Subdeployments = Targets = Security = Notes
Lock & Edit

Release Configuration

This page displays subdeployments created for a JMS system module. A subdeployment is a mechanism by which JMS module resources (such

as queues, topics, and connection factaries) are grouped and targeted to a server resource (such as JMS servers, server instances, or cluster).
Domain Structure

OFSLLREL_domain

B}-Domain Partitions | Customize this table
B}-Environment

Deployments Subdeployments
Bt-Services

Click the Zock & Edit button in the Change Center to activate all the buttons on this page.
Security Realms
B3 Interoperability

New | | Delete
B+-Diagnostics

Showing 0 to 0 of 0 Previous | Next

Name ¢ Resources Targets

There are no items to display

New| [Delete Showing 0 to 0 of 0 Previous | Next

Howdo I... =]

« configure subdeployments in JMS system
modules

« Configure JMS system modules

System Status =]
Health of Running Servers as of 12:06 PM
I Failed (0}

Critical (0}

Overloaded {0)

Warning (0)

4, Click New.

The following screen is displayed.

Figure 8-64 SubDeployment for Outbound Queue 2

ORACLE WebLogic Server Administration Console 12¢ _

Change Center Q Home Log Out Preferences Record Help ‘ Welcome, weblogic ‘ Connected to: OFSLLREL_domain
View changes and restarts Home >Summary of Services >Summary of Services: JMS >Summary of JMS Madules >OfsliOutboundModule

No pending changes exist. Click the Release Create a New Subdeployment

Configuration button to allow others to edit the

domain

Back | | Next | Finish ‘ Cancel
Lock & Edit

Subdeployment Properties
Release Cenfiguration

The following properties will be used to identify your new subdeployment.
DaSERNAIE * Indicates required fields

OFSLLREL_domain
E Doamain B * Subdeployment Name: OfsllOutboundSD
+-Environment

Deplayments
Services Back| | Next| | [Finih || Cancel
#-Security Realms

B3 Interoperability
[#-Diagnostics

How do I.. =

s Configure subdeployments in JMS system
modules

System Status =]
Health of Running Servers as of 12:44 PM
| Failed (D)

Critical (0)

Overloaded (0)

Warning (0)

5. Specify the Subdeployment Name as OfsllOutboundSD. Click Next.
The following window is displayed.
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Figure 8-65 SubDeployment for Outbound Queue 3

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @) Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: OFSLLREL_domain
View changes and restarts Home >Summary of Services >Summary of Services: IMS >Summary of JMS Modules >OfsliOutboundModule

Mo pending changes exist. Click the Release Create a New Subdeployment

Configuration button to allow others to edit the

domain.

Back| [Next ‘Fimsh ‘Cancel
Lock & Edit

Targets
Release Configuration

Please select targets for the Subdeployment

Domain Structure

Servers
OFSLLREL_domain

B}-Domain Partitions
Environment

Deployments

Services JMS Servers
i=-Security Realms
- Interoperabiity OfslloutboundServer
- Diagnostics

[_] oFsLL_ManagedServer

Back | | Next ‘Finish ‘Cancel

Howdo I... =]

» Configure subdeployments in JMS system
modules

System Status =]
Health of Running Servers as of 12:44 PM
I Failed (0}

Critical {0}

Overloaded (0)

I Warning (0)

6. Select the check box against the newly created OfsllOutboundServer and click Finish.

7. Once done, the following window is displayed.

Figure 8-66 SubDeployment for Outbound Queue 4

ORACLE webLogic Server Administration Console 12¢ ‘

Change Center @ Home Log Out Preferences [ Record Help ‘ Welcome, weblogic | Connected to: OFSLLREL_domain
View changes and restarts Home >Summary of Services >Summary of Services: JMS >Summary of JMS Modules >OfslloutboundModule
Messages
Pending changes exist. They must be activated
Fo ks et & Subdeployment created successfully.
« Activate Changes Settings for OfsliOutboundModule
Undo Al Changes C i ployments | Targets | Security | Notes
Domain Structure
OFSLLREL_domain This page displays subdeployments created for a JMS system module. A subdeployment is a mechanism by which JMS module resources (such
e e e as queues, topics, and connection factories) are grouped and targeted to a server resource (such as JMS servers, server instances, or cluster).
[#-Environment
i-Deployments
[#-Services [ Customize this table
i-Security Realms
BH-Interoperability Subxicployments
B-Diagnastics New | [Dalste Showing 1to 1of 1 Previous | Next
[ | Mame & Resources Targets
[ | ofslioutboundSD OfsllOutboundServer
New | [Dalste Showing 1to 1of 1 Pravious | Next
How do I... =]

- Configure subdeployments in JMS system
modules

+ Configure JMS system modules

System Status B
Health of Running Servers as of 12:46 PM
| " Failed (0}

[ Critical (0}

Overloaded (0)
—

warning (0)

You can further click New to create more Queues and repeat the steps explained above.
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8.3.5 Create JMS Connection Factory for Outbound Queue

Follow the below steps to create JMS connection factory for outbound queue.

ORACLE

1.

3.

Login to WebLogic Server 12c console (http://hostname:port/console) by
specifying the Weblogic administrator user name and password.

Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of IMS modules available.

Figure 8-67 JMS Connection Factory for Outbound Queue 1

ORACLE WebLogic Server Adminisiration Console 12c

Change Center
View changes and restarts

Click the Lock & £dit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
B-Domain Partitions
[#-Environment

i Deployments
[-Services
i=-Security Realms
B+ Interoperability
[+ Diagnostics

Howdo L.. =}

« Configure JMS system modules

« Configure resources for JMS system modules

@ Home Log Qut Preferences Record Help
Home >Summary of JMS Modules

Summary of JIMS Modules

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics,
connection factories, templates, destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF)
parameters. You can administratively configure and manage JMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

[ Customize this table

JMS Modules (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | |Delete

Q Welcome, weblogic| Cennected to: OFSLLREL_domain

Showing 1to 10f 1 Previous | Next

Name &

Type

OfsliQutboundModule

JMSSystemResource

New | |Delete

Showing 1to 10f 1 Previous | Next

System Status =]

Health of Running Servers as of 3:31 PM

[ Failed(0)
[ Critical (@)

I overloaded (0)
r Wiarnina (Y

Select the newly created JMS module OfsliModule.

The following window is displayed.
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4,

5.

Figure 8-68 JMS Connection Factory for Outbound Queue 2

ORACLE WebLogic Server Adminisiration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

configuration

Domain Structure

OFSLLREL_domain
B-Domain Partitions
B-Environment
i~ Deployments
ervices
Security Realms
Interoperability
B3-Diagnostics

How do L.. =

= Configure quotas for destinations

» Configure IMS templates

» Configure destination keys

+ Configure topics

+ Configure queues

+ Configure connection factories

+ Configure uniform distributed topics
+ Configure uniform distributed queues
- Configure foreign servers

= Configure JMS SAF

Click New.

@ Home Log Out Preferences Record Help Q welcome, wehlog|c|connacted to: OFSLLREL_domain

Home >Summary of JMS Modules >0fsllOutboundModule

Settings for OfslloutboundModule

Subdeployments = Targets | Security = Notes

This page displays general information about a JMS system module and its resources, It also allows you to configure new resources and access
existing resources.

Name: ofslioutboundMedule The name of this IJMS system module. More Info...

Scope: Global Specifies if the IMS system module is accessible within
the domain, a partition, or a resource group

template. More Info...

Descriptor File Name: jms/OfslloutboundModule-jms.xml The name of the JMS module descriptor file. More

Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, JMS templates, destination sort keys, quota, foreign servers, and store-and-forward parameters.

[ Customize this table

Summary of Resources.

Click the Zock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete Showing 0 to 0 of 0 Previous | Mext

Name ¢ Type JINDI Name Subdeployment Targets

There are no items to display

New| [Delete Showing 0 to 0 of 0 Previous | Next

The following window is displayed.

Figure 8-69 JMS Connection Factory for Outbound Queue 3

ORACLE webLogic Server Administration Conscle 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button te allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
F3-Domain Partitions
B-Environment
+--Deployments
B-Services
+--Security Realms
B+Interoperability
F+-Diagnostics

How do ... =

Configure quotas for destinations

Configure JMS templates

Configure destination keys

Configure topics

Configure queues

Configure connection factories

Configure unifarm distributed topics

Configure unifarm distributed queues

Configure foreign servers

@ Home Log Out Preferences Welcome, weblogi

Record Help Q
Home >Summary of JMS Modules >OfsllouthoundModule

Create a New JMS System Module Resource
Back | | Next | Finish | Cancel

Choose the type of resource you want to create.

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories.

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources,
like stand-alone queues and topics, connection factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also
proceed to targeting pages for selecting appropriate server targets. You can also associate targetable resources with subdeployments, which is
an advanced mechanism for grouping JMS module resources and the members to server resources.

(® Connection Factory Defines a set of connection configuration parameters that
are used to create connections for JMS dients. More

Info...

) Queue Defines a point-to-point destination type, which are used
for asynchronous peer communications. A message
delivered to a queue is distributed to only one

consumer. More Info...

) Topic Defines a publish/subscribe destination type, which are
used for asynchronous peer communications. A message
delivered to a topic is distributed to all topic

consumers. More Info...

() pistributed Queue Defines a set of queues that are distributed on multiple
JMS servers, but which are accessible as a single, logical

queue to JMS clients. More Info...

() Distributed Topic Defines a set of topics that are distributed on muitiple
JMS servers, but which are accessible as a single, logical

topic to IMS clients. More Info...

() Foreign Server Defines foreign messaging providers or remote WebLagic
Server instances that are not part of the current

Anmain  Mara Tnfa

Select Connection Factory option and click Next.

The following window is displayed.
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Figure 8-70 JMS Connection Factory for Outbound Queue 4

ORACLE WebLogic Server administration Console 12¢ —

Change Center @ Home LogOut Preferences

Record Help Q Welcome, weblogic | Connected to: OFSLLREL_domain

ome >Summary of IMS Modules
View changes and restarts Home >Summary of JMS Modules > OfsliOutboundModule

No pending changes exist. Click the Release Create a New JMS System Module Resource
Configuration button to allow others to edit the
domain. Back | | Next ‘ Finish ‘ Cancel
Lock & Edit

Connection Factory Properties
Release Configuration

The following properties will be used to identify your new connection factory. The current module is OfsllQutboundMedule.

Domain Structure = Indicates required fields

OFSLLREL_domain

[-Domain Partitions What would you like to name your new connection factory?

@+-Environment

[ Depioyments L OfslioutboundCF

[#-Services

i—Security Realms

B Interoperability What JNDI Name would you like to usa to look up your new connaction factory?

[ Diagnostics
INDI Name: jms/OfsliOutboundCF

The Connection Factory Subscription Sharing Pelicy Subscribers can be used to control which subscribers can access new subscriptions. Should
subscriptions created using this factory be sharable?

Subscription Sharing Policy: Exclusive v

Howdo L. =}
The cClient ID Policy indicates whether more than one JMS connection can use the same Client ID. Oracle recommends setting the Client 1D policy
= Configure quotas for destinations to Unrestricted if sharing durable subscribers. Subscriptions created with different Client 1D policies are always treated as independent

subseriptions. What Client ID Policy would you like to use?
= Configure JMS templates

= Configure destination keys Client ID Policy: Restricted

= Configure topics

» Configure queues A connection factory can limit the number of messages that can queued for an asynchronous session. Should this connection factory impose a
limit?

= Configure connection factories
« Configure uniform distributed topics Maximum Messages per Session: | 1()
« Configure uniform distributed queues

« Configure foreign servers

Shouid this connection Factory crete sessions that are JTA aware, and create XA queties and XA topcs?
6. Specify the following details:
e Enter the Name of the Connection Factory as OfsliOutboundCF.
e Enter the JNDI Name as jms/OfsllOutboundCF.
e Select the check box XA Connection Factory Enabled
7. Click Next.

The following window is displayed.
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Figure 8-71 JMS Connection Factory for Outbound Queue 5

ORACLE webLogic Server Adminisiration Console 12¢

8 Home Log Out Preferences Record Help ‘

°

change Center

View changes and restarts Home >Summary of IMS Modules >0fslloutboundModule

No pending changes exist. Click the Release Create a New JMS System Module Resource

Configuration button to allow others to edit the

domain. Back | [Next ‘ﬂ‘ Advanced Targeting |Car|r,e\

Lock & Edit

Welcome, weblogi

| Connected to: OFSLLREL_domain

Release Cenfiguration

Domain Structure

The following properties will be used to target your new JMS system module resource

Use this page to view and accept the default targets where this IMS resource will be targeted. The default targets are based on the parent JMS
system module targets. If you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment mechanism

OFSLLREL_domain for targeting this resource.
-Domain Partitions
B}-Environment
“~Deployments
[B+-Services
i=-Security Realms
- Interoperability
[+ Diagnostics

changed, this resource will also be retargeted appropriately.

Targets :

Servers

OFSLL_ManagedServer

Bkl [NGA ‘Finish ‘AdvancedTargeﬁng TP

How do L... =

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are

Configure quotas for destinations

Configure JMS templates

Configure destination keys

Configure topics

Configure queues

Configure connection factories

Configure uniform distributed topics

Configure uniform distributed queues

Configure foreign servers

Click Advanced Targeting button.

The following window is displayed.

Figure 8-72 JMS Connection Factory for Outbound Queue 6

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts Home >Summary of JMS Modules »OfsliOutboundMedule

No pending changes exist. Click the Release Create a New JMS System Module Resource

Configuration button to allow others to edit the

domain Back | | Next |

ish ‘ Cancel

Lock & Edit

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Release Cenfiguration

Domain Structure

OFSLLREL_domain
(-Domaln Partitions
E-Enviranment
+~Deployments
B-Services
t--Security Realms
B-Interoperability
[#-Diagnostics

The following properties will be used to target your new JMS system module resource

Use this page to select a subdeployment to assign this system module resource. A subdeployment is a mechanism by which JMS resources are
grouped and targeted to a server instance, cluster, or SAF agent. If necessary, you can create a new subdeployment by clicking the Create a
New Subdeployment button. You can also reconfigure subdeployment targets later by using the parent module's subdeployment management
page.

Select the subdeployment you want to use. If you select (none), no targeting will occur.

Subdeployments:

OfsliCutboundSD s || Create a New Subdeployment
‘What targets do you want to assign te this subdeployment?

Targets :

Servers

How do IL.. =]

Configure quotas for destinations

Configure JMS templates

Configure destination keys

Configure topics

Configure queues

Configure connection factories

Configure uniform distributed topics

Configure uniform distributed queues

Configure foreign servers

Do the following:

["] oFsLL_Managedserver

JMS Servers

ofslloutboundServer

Back | | Next | ish ‘Cancel

* Select the Subdeployments as OfsllOutboundSD from the drop down list.
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e Under JMS Servers, select the check box against OfsllOutboundServer.

10. Click Finish to save and activate the changes. Once done, the following window is

displayed.

Figure 8-73 JMS Connection Factory for Outbound Queue 7

ORACLE webLogic Server Adminisiration Console 12¢ ‘

Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain
View changes and restarts Home >Summary of JMS Modules »0fslloutboundModule
Messages

Click the Lock & Edit button to modify, add or
delete ftame in this domain. o All changes have been activated. No restarts are necessary.

Lock & Edit Settings for OfsllOutboundModule

Release Configuration
g Configuration = Subdeployments = Targets = Security = Notes

Domain Structure
OFSLLREL_demain This page displays general infarmation about a JMS system module and its resources. It also allows you to configure new resources and access
[#-Domain Partitions existing resources.

BH-Environment
~-Deployments
#-Services
t--Security Realms
[ -Interoperability
[ -Diagnostics

Name: OfslioutboundModule The name of this JMS system module. More Info...

Scope: Global Specifies if the JMS system module is accessible within
the domain, a partition, or a resource group
template. More Info...

Descriptor File Name: jms/CfsliOutboundModule-jms.xm The name of the JMS module descriptor file. More
Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, JMS destination sort keys, quota, distributed destinations, foreign servers, and store-and-ferward parameters.

How do ... =

+ Configure quotas for destinations P Customize this table

« Configure JMs templates

« Configure destination keys Sumimaty;of Resolirces
« Configure topics Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

+ Configure queues

New | [Delete Showing 1 to 1 of 1 Previous | Next
« Configure connection factories
« Configure uniform distributed topics Name ¢ Type JINDI Name Subdeployment Targets
b ey cabrt o oo OfslloutboundCF Connection Factory jms/OfsliOutboundCF OfslioutboundSD OfslloutboundServer
« Configure foreign servers
New | | Delete Showing 1to 1 of 1 Previous | Next

« Configure JMS SAF

8.3.6 Create JMS Queue for Outbound Queue

Follow the below steps to create JMS Queue for outbound queue.

ORACLE

1.

Login to WebLogic Server 12c console (http://hostname:port/console) by
specifying the Weblogic administrator user name and password.

Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of IMS modules available.

Select the newly created JMS module OfsliOutboundModule.

The following window is displayed.
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Figure 8-74 JMS Queue for Outbound Queue 1

ORACLE webLogic Server Adminisiration Console 12¢ ‘

Connected to: OFSLLREL_domain

Change Center @ Home Log Out Preferences [2] Record Help | Q Welcome, weblogic

View changes and restarts Home >Summary of JMS Modules >0fslloutboundModule
Click the Lock & Edit button to modify, add or Settings for OfsllOutboundModule
delete items in this domain.
Configuration | Subdeployments = Targets | Security | Motes
Lock & Edit

Release Configuration
This page displays general information about a JMS system module and its resources. It also allows you to cenfigure new resources and access
existing resources.

Domain Structure

OFSLLREL_domain

[-Domain Partitions Name: OfslioutboundModule The name of this JMS system module. More Info...
B-Environment

{~-Deployments Scope: Global Specifies if the JMS system module is accessible within
[-Services the domain, a partition, or a resource group

+-Security Realms template. More Info...

B Interoperability
[#-Diagnastics

jms/OfslioutboundModule-jms.xml The name of the JMS module descriptor file. More
Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, JMS templates, destination sort keys, quota, 15, foreign servers, and store-and-forward parameters.

[ Customize this table
How do I... a

Summary of Resources

Configure quotas for destinations
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

Configure JMS templates

« Configure destination keys New | [Delete Showing 1to 1 of 1 Previous | Next
« Configure topics

+ Configure queues Name &% Type JINDI Name Subdeployment Targets

« Configure connection factories OfsliOutboundCF Connection Factory jms/OfsliOutboundCF Ofsllo D Ofsllo er

* Configure unifarm distributed topics New | [Delete Showing 1to 1 of 1 Previous | Next

Configure unifarm distributed queues

Configure foreign servers

4. Click New.

The following window is displayed.

Figure 8-75 JMS Queue for Outbound Queue 2

ORACILE WebLogic Server Adminisiration Console 12¢

Change Center '@ Home Log Qut Preferences Record Help | Welcome, weblogic|cannacted to: OFSLLREL_domain

View changes and restarts Home >Summary of JMS Modules >OfsllOutboundModule

Mo pending changes exist. Click the Release Create a New JMS System Module Resource
Configuration button to allow others to edit the
domain Back lext | Finish ‘ Cancel |

Lock & Edit
Choose the type of resource you want to create.
Release Configuration

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories
Domain Structure
OFSLLREL_domain Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources,
7 like stand-alone queues and topics, connection factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also
proceed to targeting pages for selecting appropriate server targets. You can also associate targetable resources with subdeployments, which is
an advanced mechanism for greuping JMS module resources and the members to server resources.

+-Domain Partitions
Environment
Deployments

BH-Services
:‘"Secun'ry Realms () Connection Factory Defines a set of connection configuration parameters that
B}-Interoperability are used to create connections for JMS clients. More
B}-Diagnostics Info...

) Queue Defines a point-to-point destination type, which are used

for asynchronous peer communications. A message
delivered to a queue is distributed to only one
consumer. More Info...

) Topic Defines a publish/subscribe destination type, which are
used for asynchronous peer communications. & message
delivered to a topic is distributed to all topic
consumers. More Info...

How do I... =

» configure quotas for destinations
= Configure JMS templates (® Distributed Queue Defines a set of queues that are distributed on multiple
« configure destination keys IMS servers, but which are accessible as a single, logical

3 . queue to JMS clients. More Info...
« Configure topics

* Configure queues ) pistributed Topic Defines a set of topics that are distributed on multiple
« cConfigure connection factories JMS servers, but which are accessible as a single, logical

% topic to JMS clients.  More Info...
« configure uniform distributed topics

“Gonfigurs undoom dsiuted queves ) Foreign Server Defines foreign messaging providers or remote WebLogic
» Configure foreign servers Server instances that are not part of the current
JES Y

5. Select the Distributed Queue option and click Next.

The following window is displayed.
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Figure 8-76 JMS Queue for Outbound Queue 3

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Record Help ‘

View changes and restarts Home >Summary of JMS Medules »OfsliOutboundModule

No pending changes exist. Click the Release Create a New JMS System Module Resource
Configuration butten to allow sthers to edit the

domain. Back | | Next | Finish | Cancel

Lock & Edit

JMS Distributed Destination Properties
Release Configuration

Domain Structure * Indicates required fields

OFSLLREL_domain

[*-Domain Partitions What would you like to name your new destination?
BH-Environment
[Depapmients #MName: OfsliOutboundQueue
[ -Services
t--Security Realms
[#-Interoperability What JNDI Name would you like to use to look up your new destination?
[#-Diagnostics
DL Name jms/OfsliOutboundQueue
How would you like to create queue members?
Destination Type: Uniform  ~
How do I... =)

destination?

Configure quotas for destinations

Configure JMS templates

Template: None v

Configure destination keys

Configure;topics Back | | Next | Finish | Cancel

Configure queues

Configure connection factories

Configure uniform distributed topics

Configure uniform distributed queues

Configure foreign servers

The following properties will be used to identify your new Distributed Queue. The current module is OfsllOutboundModule

Queue members may be either created uniformly from a common configuration, or created and weighted individually to fine tune performance.

Templates provide an efficient means of defining multiple destinations with similar configuration values. Would you like to use a template for this

Chapter 8
Outbound Queue Configuration

Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Specify the following details while creating new JMS System Module Resources:

e Enter the Name of the Queue as OfsllOutboundQueue

*  Enter the INDI Name as jms/OfsliOutboundQueue
e Select the Template as None
Click Next.

The following window is displayed.
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Figure 8-77 JMS Queue for Outbound Queue 4

ORACLE webLogic Server Adminisiration Conscle 12¢ ‘

Change Center 8 Home Log Out Preferences Record Help ‘ Welcome, weblogic | Connected to: OFSLLREL_domain

View changes and restarts Home >Summary of JMS Modules >OfsliQutboundModule

No pending changes exist. Click the Release Create a New JMS System Module Resource
Configuration button te allow others to edit the
domain. Back | | Next ‘ Finish | Advanced Targeting | Cancel

Lock & Edit

The following properties will be used to target your new JMS system module resource
Release Configuration

Use this page to view and accept the default targets where this IMS resource will be targeted. The default targets are based on the parent JMS
system module targets. If you do not want ta accept the default targets, then click Ad d Targeting to use the subdepl mechanism
OFSLLREL_domain for targeting this resource.

[#-Domain Partitions
[HEnvironment

Domain Structure

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module’s targets are
Deployments changed, this resource will also be retargeted appropriately.
B-Services

t--Security Realms
[-Interoperability
[*-Diagnostics

Targets :

Servers

OFSLL_ManagedServer

Back | | Next ‘ Finish | Advanced Targeting Cancel

How do I... =

« Configure quotas for destinations

« Configure JMS templates

« Configure destination keys

« Configure topics

+ Configure queues

« Configure connection factories

« Configure uniform distributed topics

+ Configure uniform distributed queues

+ Configure foreign servers

8. Click Advanced Targeting button.

The following window is displayed.
Figure 8-78 JMS Queue for Outbound Queue 5

ORACLE WebLogic Server administration Console 12¢ ‘

Change Center @) Home Log Out Preferences

Record Help Welcome, weblogic | Connected to: OFSLLREL_domain

;. ome >Summary of Modules
View changes and restarts Home >Summary of JMS Modules >OfsliOutboundModule

Mo pending changes exist. Click the Release Create a New JMS System Module Resource
Configuration button to allow others to edit the
domain. Back | | Next | Finish ‘ Cancel

Lock & Edit

The following properties will be used to target your new JMS system module resource
Release Configuration

Use this page to select 3 subdeployment to assign this system module resource. A subdeployment is 8 mechanism by which IMS resources are

Domain Structure grouped and targeted to a server instance, cluster, or SAF agent. If necessary, you can create a new subdeployment by clicking the Create a

OFSLLREL_domain New Subdeployment button. You can also recenfigure subdeployment targets later by using the parent module's subdeployment management
B+Domain Partitions page.
BHEnvironment
[~ Deployments Select the subdeployment you want to use. If you select (none), no targeting will occur.
BH-Services
F=-Security Realms Subdeployments: OfsliOutboundSD ~ | Create a New Subdeployment

[+ Interoperability

[ t
Diagnostics What targets do you want to assign to this subdeployment?

Targets :
Servers
How do .. = ") oFSLL_ManagedServer
» Configure quotas for destinations
IMS Servers
+ Configure IMS templates
= Configure destination keys ofslloutboundServer

Configure topics

e fuence Back | | Next |Finish ‘Cancel

Configure connection factories

Configure uniform distributed topics

Configure uniform distributed queues

Configure foreign servers

9. Select the Subdeployments as OfsllOutboundSD from the drop-down list.

10. Click Finish to save and activate the changes. Once done, the following window is
displayed.
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Figure 8-79 JMS Queue for Outbound Queue 6

ORACLE WebLogic Server Administration Console 12¢ —

e Ep— @ Home Log Out Preferences [&] Record Help Q Welcome, weblogic | Connected to: OFSLLREL domain
View changes and restarts Home >Summary of JMS Modules >OfsllOutboundModule
Messages
Click the Lock & Edit button to modify, add or
delete items in this domain. & All changes have been activated. No restarts are necessary.
Lock & Edit Settings for OfsllOutboundModule
e, iqurati
Beleas Contiation Configurati bdeploy Targets | Security | Notes
Domain Structure
OFSLLREL_domain This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access
+-Domain Partitions existing resources.
FH-Environment
r~Deployments
HH-Services Name: OfslioutboundModule The name of this JMS system module. More Info...
{--Security Realms
B Interoperability Scope: Global Specifies if the JMS system module is accessible within
B s the domain, a partition, or a resource group
lagnostics template. More Tnfo...
Descriptor File Name: jms/OfslioutboundModule-jms.xml The name of the JMS module descriptor file. More
Info..
This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factaries, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-forward parameters,
How do L.. =

= Configure quotas for destinations | Customize this table

« Configure JMS templates

Si f Re:
+ Configure destination keys Sl et

+ Configure topics Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

« Configure queues

New | | Delete Showing 1to 2 of 2 Previous | Next

» Configure connection factories
« Configure uniform distributed topics Name & Type JNDI Name Subdeployment Targets
* Configure uniform distributed queues OfsllouthoundCF Connection Factory ms/OfslioutboundCF ofsllo D OfsllouthoundServer
» Confi i

OIS IR e OfslioutboundQueue Uniform Distributed Queue jms/OfsliOutboundQueue Ofsllo D OfsllO er
=+ Configure JMS SAF

New | | Delete

Showing 1to 2 of 2 Previous | Next

You can further click New to create more Queues and repeat the steps explained above.

8.4 Configure External Client Certificates

The Webhook option in OFSLL extends the support of interfacing with third-party applications
by sending REST API based notifications of changes through system generated Webhook
event actions.

In a Webhook setup you can notify the changes that are done in OFSLL by triggering Webhook
request as an event action and propagate the information to the dependant third-party
applications (client) through specific https communication channel.

For webhook HTTPS communication, client certificates are to be imported in Weblogic OPSS
keystore for each channel.

«  Configure External Client Certificates

8.4.1 Configure External Client Certificates

Follow the below steps to import the certificates.
1. Login to the Oracle Enterprise Manager 12c console. (i.e. http://hostname:port/em)

2. Click on Weblogic Domain drop-down list and navigate to Security > Keystore.
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Figure 8-80 Configure Client certificates 1

ORACLE Enterprise Manager Fusion Migdizwars Consred 122 _ wapingle = ===

Hame
== OFSLLREL_domain
= G - Maniaring »
£ WebLogl: Damain v Dlagroesce q |
Servars i L Cantral »
Administration Server
Logs »
» Name AcminSarvar
3 up Emvironmant 3
Host mumdokep.in.crace.com
Dapiaymants
Listen Port  TDO1
JOSC Data Sources
Clusters Bervars M2esaging L
Viaw ¥ Wl create Delete control » B Crose Companant Winng .
»
Clusters Weab Servicee »
HName Status  Cluster Machine State
Other Sarvices »
e zdmin) Runnin
AdminSandarzImin) + g SR K
Deployments OFSLL_ManagagSarver + Running
Rafresh Wablogic Domain
W2_ManagedSanar + Running
» Security Realms Securtty L
2y
‘Security Administrstan JNDI Broweer
Web Senvice Sacurty Syziam MSean Sowsar
o & Webloglc Server Administration Conscle
Domain Partitions Appicaticn Folicies
Applcation Rales Tarpat Sizmap
Domain Partitions ), System Pollcies Targst infarmatian
‘Security Proviger Confguratian
Regourca Group Tamplatae " g
Audh Registration and Poilcy
Credentiale
epstors
4 3
Columnz Higden 34 Sarvers 3073

3. Click on Create Stripe.
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Figure 8-81 Configure Client certificates 2

- weblLogh Comaln v wabloglc w

ORACI_E. Enterprise Manager Fusion Middiewarz Control 1 2o
&or 30, 2015 T:55:25 AM 15T t)

me=  OFSLLREL_domain @
E= g5 webiegic Domain w

Dimain_OFSLUREL domsin/OFSLLREL domain > Keysiars

Keystore
you can creats a sﬂpe, create 3 loeysl::r'e within 3 E:ﬂFe, mansg2 certtzates in a KE}"E'.-:I['; change a K?}"E'.OIE p!EE'-'J:fS, or dalets 3 siripe or k?}‘s‘:{i

View == Creata Keystore Debata
Protection

Name

The Kaysiore ks 3 repository of K2yE and securify c2riificates. Thage are anganized Inbo namespaces callad “siipes”. To work With 3 sip= or 3 Keystore, 6i2ct HE row in the Sbie 3nd salect 3 mend aption. On tis page

Change Password = Detach

Manags

b g EvEEm na
b2 OPEE na

4. Enter the Stripe Name as OFSLL_STRIPE.
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Figure 8-82 Configure Client certificates 3

Create Stripe

Emer Sinpz Name. | Entera unigue &iipe name.

:
Name (OFSLLSTRPEL |
v OFSLL_STRIFE|

| ok || cancal

Click OK.
The following OFSLL_STRIPE is created.

ORACLE"

8-57



Chapter 8
Configure External Client Certificates

Figure 8-83 Configure Client certificates 4

P WeblLogic Comaln wabsogic ¥

ORACI_E» Enterprise Manager Fusion Middiewarz Control 1 2o

m==  OFSLLREL_domain @
== B WabLogk Domaln #or 30, 2018 TsEEs AM ST )
=

€} Information
Tha stripa OF SLL_STRIPE has bean crasted.

Domain_OFSLUREL domainiDFSLLREL domaln = Keystare

Keystore
_I'= Keysiore ks a repository of K2YE and secunty cerlificates. Thase are arganized Into ran‘PEpa £5 caliad “siripes™. To work wilh 3 s¥rip2 or 3 keysiore, seiect Its row in the takie and saiact a manu option. On Mis page

creale 3 svipe, creale 3 Keysiore wiiln 3 S¥ipe, Manags CErCAlEs IN 3 KeyEiars, CNENGE 3 keyEiare paEsword, or dalsts 3 SlNDe o keysiore

View w o= Creata $trips == Creata Keystors 3 Delats Manags &= Detach
Name Protection
b g Eyeem ma
by e ma
| =1 OFSLL STRIPE nia

6. Select the newly created OFSLL_STRIPE and click Keystore.
7. Enter the Keystore Name as OFSLL_KSS and click OK.
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Figure 8-84 Configure Client certificates 5

Create Keystore

OFSLL_STRIPE

Keyetors
strips

* Keyetore .
yotore | oFsiL ksy

Protectlon @ Podcy @ Password

Heyators
Paseward

Conflrm
Pasaward

Grant -
Parmission

Cods Bass
URL

8. Select OFSLL_KSS and click Manage.
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Figure 8-85 Configure Client certificates 6
5 WebLogic Comaln webiogic v

ORACLE' Enterprise Manager Fusion Middiewarz Control 1 2o
we=  OFSLLREL_domain @
== B WablLogk Domaln Agr 30, 2015 E:01:03 AM IST -t)

Domain_OFSLUREL domsin/OFSLLREL domaln = ¥z

Keystore
The Keysiore ks a repository of k2ye and secunty cerliicates. Thase are arganized Into namespaces callad “sifpes”. To work with 3 stripe or 3 keysiore, 6efect e row In the table and saliect a many option. On Wis page
You can create a s¥ipe, creale a keystore wiin 3 s¥ipe, managa cartBoates In 3 Keystare, change 3 keysiors PIEEword, of dalesa 3 siripe of keysiors.

Change Password =" Detach

WView w o= Creata $tips == Creata Keyetors 3 Delate < Manage
Mame Protection
1] 3 EyElem na
b opEE na
4 [ OFSLL STRIPE na
& OFsLL ¥S3 Policy

9. Click Import.
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Figure 8-86 Configure Client certificates 7

ORACI_E» Enterprise Manager Fusion Middiewarz Control 1 2o

P WeblLogic Comaln wabsogic ¥

OFSLLREL_domain &

[Domain OFSLLRSL domai/OFSLLREL domaln > Keystare - Manage Carlicales
Manage Certificates: OFSLL_STRIPE/OFSLL_KSS
To g anau (putilc D3 Cerd Dama CA, cick "Ganarate Key) generats 3 Cerfcals

Riequact {CER), eedact 3 cestin
r trustad cart, click Impart. You can oaly

nd retum ihe signad cartificata. T

e CA signad certificals

WView w - Generats Keypalr cenerats C IR &, Impart Export Detats
Alias Subject Name

Na Cersicaizs Found. Click on "Ganarate Keypalr to craata 3 Certiicata.

&' Detach

Certificate Type  Serial Mumber  Certificate SHA1 Fingerprint Expiration Date

10. In the below Import Certificate screen, specify the following details:

Certificate Type: Trusted Certificate
Alias: webhook Channel Name

Choose file: webhook channel certificate
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Figure 8-87 Configure Client certificates 8

Import Certificate

Cortificate Type  Trusied Cedifcalz W

*allan  EXTERNALINTERFACE-O.

Cortificate Source O Pasie Cerifcate or Certificate Chaln

Paste Carfificats Siring hare

& Eelact a filz Tat containg tha Cerdlcate ar Certificata Chaln

* Flla Mama Chooga Fis containing 3 vakd cenmicate.

[[cnoose Fie | roat car

11. Click OK.

8.5 Create Credentials and System Policies

In order Configure MDB flow, you need to create credentials and system policies. The
credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

e Create Credentials and System Policies

8.5.1 Create Credentials and System Policies

Follow the below steps to create credentials and system policies.
1. Login to Oracle Enterprise Manager (http://hostname:port/em).

2. On the left panel, right click on OFSLLREL_domain and select Security > System Policies
> Credentials.

The following window is displayed.
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weblogic =

Figure 8-88 Credentials page
i Weblogic Domain »

ORAC LE' Enterprize Manager Fusion Middleware Controd 12c
Sep 16, 2017 3:51:40 PH 5T 4)

= OFSLLREL_domain &
== - WeblLogic Domain »

Domain_OFSLLREL domainOFSLLREL _domain >
A credential store is the repository of security data that centifies the suthority of entities used by Java SE. Java EE, and ADF applications. Applicstions can use the Credential Store, 3 single.

Credentials

consofidated senvice provider to stors and manage their credentizls secursly.

P Credential Store Provider
View v += Create Map + Create Key Edit. Delete Credenliahll‘::: | 3 = Detach
Credential Type Description

i T e i
» ofslhtip.Estenss jndi

3. Click Create Map.
The following window is displayed.
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Figure 8-89 Create Map

Create Map

A credential is uniquely identified by a map name and & key name. Typically, the map name comresponds with
the name of an application and all credentials with the =ame map name define = logical group of credentials,
such a5 the or ials used by the ication. All map names im a credential store must be distinct

* Map Name  ofsllint buresu

4. Enter Map Name as ofsll.int.bureau and click OK.
5. Click Create Key.

The following window is displayed.
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Figure 8-90 Create Key

Create Key

Select Map  ofsilint.bureau r

*Key | jdbc_ds_key

Type Generc ¥

Deseription = Qusus App Datasourcs

@ Enter astext ) Enter map of property name and value pairs

* Credential jibo/QususionDS

6. Specify the following detalils:
e Select Map as ofsll.int.bureau from the drop down list.
» Specify Key as jdbc_ds_key
e Select Type as Generic from the drop down list.
»  Specify the Credential as jdbc/QueueAppDS
7. Click OK.

8. Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Table 8-1 Maps and corresponding keys
|

Maps Keys Description
ofsll.int.bureau This map is used to setup keys
for all credit bureau interfaces
ProxyServer Name of the proxyServer to be
configured
ProxyPort Port to which ProxyServer is
running.
ExpEcalsURL The Experian Connection URL
to be configured.
ExpDirectExperianEnabled If you set value as true, then

you would be setting ecals
response URL. Else, the Ecals
request URL
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Table 8-1 (Cont.) Maps and corresponding keys

Maps

Keys

Description

ExpCertPath

The location of . j ks file which
contains the valid certificate for
Experian Credit Bureau.

ExpBusUserNamePassword

Login Credentials to be
configured for Experian
Business reports.

ExpConUserNamePassword

Login Credentials to be
configured for Experian
Consumer reports.

EfXURL

The Equifax Connection URL to
be configured.

EfxCertPath

The location of . j ks file which
contains the valid certificate for
Equifax Credit Bureau.

EfxUserNamePassword

Login credentials to be
configured for accessing
Equifax Reports.

TucCertPath

The location of . j ks file which
contains valid certificate for
Transunion Bureau .

TucCertPassword

The password that requires to
read the valid . j kscertificate
for the Transunion Bureau.

TucUserNamePassword

Login credentials to be
configured for accessing
Transunion reports

TucConnectionURL

The Transunion URL to be
configured.

jdbc_ds_key

Datasource configured to
retrieve data for bureau.

source

Configured as EXTERNAL for
actual call.

ofsll.int.outbound

This map is used to setup keys
for the RouteOne and Dealer
track call back from OFSLL.

roUserNamePassword

Login Credentials used at the
time of call back from OFSLL to
RouteOne Interface.

dtUsernamePassword

Login Credentials used at the
time of Call back from OFSLL to
Dealer Track Interface.

jdbc_ds_key

Datasource configured to
retrieve data for outbound
Resources.

roPostDealerUsernamePasswd

Credentials required to upload
the dealer details to Route One
Portal

roPostDealerWbsURL Route One Post Dealer Web
Service url
roDealerUploadURL Route One URL to upload the

Dealer details
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Table 8-1 (Cont.) Maps and corresponding keys

Maps Keys Description
dtPostDealerUsernamePasswd Credentials required to upload
the dealer details to Dealer
Track Portal
dtPostDealerWbsURL Dealer Track Post Dealer Web
Service url
dtDealerUploadURL Dealer Track URL to upload the
Dealer details
VertexUserNamePd Credentials required to connect
to VERTEX web service
VertexTrustedid ID required to connect to
VERTEX web service
TorqueltsUserNamePassword ~ Credentials required to connect
to Torquelts web service
TorqueltsURL Torquelts Decision service URL
ProxyHost Name of the proxyServer to be
configured.
ProxyPort Port to which ProxyServer is
running.
ofsll.int.bip This Map is used to setup all the
Keys required to setup interface
with BIP to generate reports.
local_top_dir Define the path of the local BIP

server where you would like
place the generated BIP
reports.

email_from_addr

Define the From Email address
to be used while sending email
for the generated BIP reports.

emailBodyContentPath

The path for
file.propertiesfile that
contains the content of the
subject and body required while
sending letter, report or
correspondence as mail to the
applicant or producer.

For example; /tmpf/file.properties

*Refer to note below for details
on file.propertiesfile
creation for email configuration.

fax_server

Configure the name of Fax
server to be used to fax the
generated BIP reports.

jdbc_ds_key

Datasource configured to
retrieve data for BIP.

ofsll.int.filetransfer

This map is used to setup keys
for all credit bureau interfaces

sftp_key

Credentials to login to SFTP
server(Username/Password)

sftp_top_dir

Top root directory for SFFTP
server

sftp_servers

SFTP server names
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Table 8-1 (Cont.) Maps and corresponding keys

Maps Keys Description
ofsll.int.security bip_key This is BIP login credentials
ofsll.int.gri GriURL GRI web service URL to be
configured.
GriAPIKey GRI API key to be configured
ProxySet System Level Proxy Enabled/
Disabled. Value can be either
true or false.
True= proxy required
False = proxy not required
ProxyHost Name of the proxyServer to be
configured.
Set only if ProxySet =true.
ProxyPort Port on which ProxyServer is
running.
Set only if ProxySet =true.
jdbc_ds_key Datasource configured to
retrieve the request XML for
GRI.
GriCertPath The location of . jks file which

contains the valid certificate for
GRI.

Configure only when a valid
certificate is available.

ofsll.int.common

This map is used to setup keys
for common JMS Queue

OfsllIIMSQueueJNDI

The JMS queue JNDI name to
be configured

OfsllIMSQueueCF

The JMS queue connection
factory to be configured

OfsllIMSServerURL

The JMS server url to be
configured.

Ex: t3://<JMS server
host>:<JMS server port>

outbound_jms_queue_con_fact
ory

The JMS connection factory to
be configured.

jms/OfsllOutboundCF

outbound_jms_queue

The JMS queue to be
configured.

jms/OfsllOutboundQueue

weblogic_cluster_ind

This is to be configured based
on the environment i.e. for
weblogic cluster environment
setitas Y. Else, set it to N.
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Table 8-1 (Cont.) Maps and corresponding keys

|
Maps Keys Description

outbound_jms_queue_provider_ The JMS server url to be
url configured.

Ex: For non clustered
environment - t3://<JMS server
host>:<JMS server port>

Ex: For clustered environment -
t3://<IMS server host>:<IJMS
server port>,<JMS server
host>:<JMS server port>

ofsll.int.webhook jdbc_ds_key Datasource configured to
retrieve data for Webhook.

*Anew file(file.properties) needs to be created and copied to the application server
in the same path as mentioned in the value corresponding to the key
emailBodyContentPath under the map ofsll.int.bip. The file should have the following
contents:

« letter_subject="Text that is configurable and would be the subject of the mail'
« letter_body="Text that is configurable and would be the body of the mail'

« correspondence_subject="Text that is configurable and would be the subject of the
mail'

* correspondence_body="Text that is configurable and would be the body of the mail'
* report_subject="Text that is configurable and would be the subject of the mail'
e report_body="Text that is configurable and would be the body of the mail'
9. On the left panel, right click on OFSLLREL_domain and select Security > System Policies.

The following window is displayed.
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Figure 8-91 System Policies

% WebLogic Domain ¥ weblogic ¥

DQACLG Enterprise Manager Fusion Middlewsre Control 12c
Sep 16, 2017 4:00:38 PM IST 4)

==  OFSLLREL domain &
= ! WebLogic Domain

Domain_OFSLLREL. domain'OFSLLREL domsin = System Po
System Policies
System policies are the system-wide policies applied to all applications deployed to current management domain. You can grant special permissions and privileges o principal or

codebase.
# Policy Store Provider

4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grands.

Type Codebase E
Name Starts With E L 4

View il Create.. Create Like_ Edit Delete... [] Detach

s
i
Name

Mo security policies found.

10. Click Create.
The following window is displayed.
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Figure 8-92 Create System Grant

% WebLogic Domain ¥ weblogic ¥

DRACLE Enterprise Manager Fusion Middlewsre Control 12c
== OFSLLREL_domain &

== L \Weblogic Domain + Sep 16, 2017 4:03:48 PM I5T 4)

/Domain_OFSLLREL domsin/OFSLLREL domain > System Folicies » Cr

oK Cancel

Create System Grant
There are two different types of system policies supported by application senver: principal polficy and codebase policy. Principal policy grants permissions. and privileges to a fist of
users or rodes. Codebase policy grants permissions and privileges to a codebase, which is mostly URL or location of jar file in file system. Codebase can be ether absolute path or

relative path.
—
Grant To Codabase i|

* Codebase  file: S{domain.home}b/OfsliCommenCSF jar
Permissions

Delete [+ Detach
Permission Actions

View v =f= Add Exiit.
Resource Name

Permission Class

Mo permissions added.

11. Enter the codebase as file:S{domain.home}/1ib/0fsllCommonCSF.jar.

12. Click Add.
The following window is displayed.
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Figure 8-93 Add permission

Add Permission

Select from permissions and resources used in system policies of this domain. Enter search criteria to search for right pemissions.

A Search

Search Results
Name

Mo permissions found.

Select here to enter details for a new permission [

* Permission Class. ‘oracie.security jps.serice

Resource Name

SYSTEM,

Permission Actions.  read

13. Select the check box Select here to enter details for a new permission.

14. Specify the following details as the first permission class.

Table 8-2 Permission Class
|

Permission Class

Resource Name

Permission Actions

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.bureau,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sllint.filetransfer,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.outbound,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.bip,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.gri,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.common,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.http.listener.jndi,keyName=*

read

ORACLE
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Table 8-2 (Cont.) Permission Class

|
Permission Class Resource Name Permission Actions

oracle.security.jps.service.credst context=SYSTEM,mapName=of read, write, update
ore.CredentialAccessPermissio  sll.int.webhook,keyName=*

n

oracle.security.jps.service.keyst stripeName=OFSLL_STRIPE .k read
ore.KeyStoreAccessPermission eystoreName=OFSLL_KSS,alia

s=*

15. Click OK.

8.6 Deploy MDB EJB

The following section details the steps to be followed to deploy MDB EJB.
e Deploy MDB EJB

8.6.1 Deploy MDB EJB

1. Login to Web Logic application server enterprise manager (e.g..http://
hostname:port/em).

Figure 8-94 Deploy MDB EJB 1

SIGN IN TO

Domain  Domain_OFSLLREL_domain
* User Name
* Password

[ Login to Partition

ORACLE

2. Enter valid login credentials.

The following window is displayed.
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Figure 8-95 Deploy MDB EJB 2
ORACLE Enterprise Manager Fusion Middlewars Cantrol 120 I WetlogicDomsin v wehiogic
F= OFSLLREL domain & Tyw v | AuoRefesh OF E|
1 WebLogic Demain « Sep 26, 2017 8:45:37 PH IST 4)
@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in the Change Center menu.

Administration Server

Servers
Name AdminServer
3Up
Host  ofsllin.oracle com

Listen Port  BO01

Clusters

Servers
» View w Create Delete Control v  Ef
Checters Name Status Cluster Machine State  Health Listen Port
AdminSener{admin) + Running 0K BDOD1
OFSLL_Manag=dSarver + Running  OK BOD3
. ManagedSener unning
Beploymenis WE_Manageds Runiing DK o004
b
3 Up
Domain Partitions
Demain Partitions
Resource Group Templates £ >

Columns Hidden 34 Servers 3of 3

3. Select Lock & Edit option in the lock drop-down list available in the header.
4. Click Deployment in the left panel.

The following window is displayed.
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Figure 8-96 Deploy MDB EJB 3

ORAC LE' Enterprize Manager Fusion Middleware Controd 12c

=== OFSLLREL_domain &

=

1 WebLogic Domain »

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit™ in t

Servers

o

Clusters

Clusters

Deployments

®-

Domain Partitions
Demain Partitions

Resource Group Templates

Administration Server

Name AdminSarver

Host  ofsllin.oracle com

Listen Port  BO01

Servers

B View w Create Control v  Ef
Name Status  Cluster
AdminSener{admin) +
OFSLL_ManagadSarver +
WS_ManagedSarer 4+

| 3

[

<

Columns Hidden 34

Select Deploy from the Deployment drop-down list.

The following window is displayed.

Machine

State
Rumnning
Running

Running

If= Weeblogic Domain wieblogic * wan
m [ v | AutoRefech OF E|
Edit Sessions MIST t.)

Lock & Edit

Wiaw Restart Checklist

Freferences

Heip
Health Listen Port
QK B001
0K Booz
[a]3 Boo4

>

Servers 3of 3

ORACLE"

8-75



Chapter 8
Deploy MDB EJB

6.

Figure 8-97 Deploy MDB EJB 4

ORAC LE- Enterprize Manager Fusion Middleware Controd 12c

E OFSLLREL_domain &

1 WebLogic Domain »

& Confirmation

The edit session lock has been acquired. Mo pending changes exist

Servers

Deployments
, View » ] Show Al
3 Up N
» ;_ﬁ_'i_i;opssrast
Clusters
3
Clusters
Deployments
. 1 "
Domain Partitions
Domain Partiions
Resource Group Templates £

Columns Hidden

The following window is displayed.

Deployment =  Owerride +»  Control «

W Deploy Status  State

[ Redegloy % 4+ Acive oK.
3 Undeploy

., Fatch Deployment Plan

4 Columns Frozen 1

Health Type

wieblogic = wan

v [Fv AutoRefresh OF E|

Sep 16, 2017 12:15:46 PH IST t_)

Domain Part

Web Agpication

>
Dreployments 1 of 1

ORACLE"
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Figure 8-98 Deploy MDB EJB 5

ORACLE. Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g
®

Select Archive Select Target

Deploy Java EE Application: Select Archive

Scope

Select 3 scops that you want to deplay this spplication o Global ¥

Archive or Exploded Directory

Java EE archives, Web Modules (WAR files), EJB Modules (EJE JAR files), Resource Adapter Modules (RAR files), Coherence Archives (GAR files),
JOBC Modules, JMS Modules, and library files (Jar files) can b= deployed. You can also dephoy an exploded archive that is present an the sever
where Enterprise Manager is running.

@ Archive is on the machine where this Web brov  Archive Location

Choose file | Ofsl weApp.ear

i) Archive or exploded directory is on the senser where Enterprise Manager is running.

Browse...

Deployment Plan

The deployment pl
application. Later in the deployment process, you can option.
do not have a loyrment plan, one will be created automa:i
deploymet plan is not applicable when you deploy a library.

is a file that contains the deploymen: settings for an application. You can use a praviously saved deployment plan for this
edi the deployment plan and save it for a future deployment of this appScation. fyou
 during the deployment process when deployment configuration is done. The

@ Creste 3 new deployment plan when deploymeant configuration is done.

Deployment plan is on the machine whare this Web browser is running.

| Choase file | No file chosen
Creployment plan is on the server whare Enterprise Manager is running.

Browse...

Browse to the folder containing the MDB EJB.
Eg: C:/0fsllQueuelpp.ear
Click Next.

The following window is displayed.

weblogic ¥

Back Cancal

Step 1 of 4 | Mext

4 Information

Use this page to deploy Java EE
applications that require Oracle
Metadata Services (MDS) or that
take advantage of the Cracle
Scation Development
ameawork (Dracke ADF).

If your application s a S0A
comgesite. use the S0A
Compasite deployment wizard.

If your application is mat a SOA
compasite or it does not require &
MDS repossory or ADF
connections, then you can degpéay
ication using this wizard
racie Webl ogic Server
Adminiztration Console.

ORACLE"
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ORACLE‘ Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g

O L

Sal=ct Archive Select Target

Deploy Java EE Application: Select Target

Applicstion Attributes

Select the WebLogic server or cluster that you want this application to be deployed to.

Select Name
AdminServer
o OFSLL_ManagedServer

WE_ManapedServer

9.
10. Click Next.

The following window is displayed.

Type
Oracle Weblogic Server
Oracle Weblogic Server

Oracle Weblogic Sarver

Select the server on which the MDB EJB needs to be deployed.

Chapter 8
Deploy MDB EJB

weblogic ¥

Back SiepZof4 Mext | Cancel

Deployed Applications
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Figure 8-100 Deploy MDB EJB 7

DRACLE‘ Enterprise Manager Fusion Middlewsrs Control 12c weblogic ¥

OFSLLREL_domain g

o 8] L
Selsct Archive Select Target Application Dreployment Settings
Attributes
Deploy Java EE Application: Application Attributes Back Sieplof4 Mext | Deploy | Cancel

A Hide Deployment Summary
Archive Type Javs EE Application (EAR fis}
Deployment Plan  Creats a new plan
Deployment Target OFSLL_ManagedSaner
Scope Giobal

Deployment Type  Applcation

* Application Name  OfsliQuevedpp

Distribution successhl o
arpets.
& Instad and start 3 Stan (senvicing sl requests)

Instafl and start application in administration maede (servicing only administration reguests)
Install only. Do not start

4 Other Options

# Uze the defaults defined by the deployment's targets. Recommended sef=ction
Application
ﬁmsss?;i:ﬁ; Cogy this application onto every targes. During deployment, the files will be copied automaticslly 1o the managed servers to which the application is targeted.

Make the appfication accessible from the scurce focation that it will b2 deployed on. You must ensure that each target can reach the lecation.
11. Select the option Install and start application (servicing all requests).

12. Check the context root and click Next.

The following window is displayed.
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Figure 8-101 Deploy MDB EJB 8

ORACLE‘ Enterprise Manager Fusion Middlewsrs Control 12c

OFSLLREL_domain g

o 8] - ®
Selsct Archive Select Target Application Attributes Deployment ettings
Deploy Java EE Application: Deployment Settings Back Swpdof4

A Hide Deployment Summary

Archive Type Java EE & Sticn (EAR fils}
Deployment Plan  Creats a new plan
Deployment Target OFSLL_ManagedSaner
Scope Giobal
Deployment Type  Applcation
Application Name OfeiQususfop

Version Mot versioned

Deployment Mode  Install and start application {senacing all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the appication
Name Go To Task Description
Configure EJBs /' Configure the Enterpaise Java Beans in your applcation
Configure Application Security .1"\ Configure applicstion pobcy migration, credential migration and cther security behawior.

4 Deployment Plan
You can optionally use the Edit Deployment Plan option to set more advanced deployment options which the deployment tasks sbove do not cover.
Edit Deployment Plan

weblogic ¥

Mesx

Deploy Cancal

L A SO A L1 NP Y S P (VSN 3 i S Y KU U L L TN . N PN SR (e SO S | S (LA WO 1

13. Click Deploy. On successful deployment, the following window is displayed.

ORACLE"
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Figure 8-102 Deploy MDB EJB 9

Deployment Succeeded

Dy t of Application "OfslIG; ] pleted. The deployment changes are pending activation. Exit the wizard and use the Change Center
to activate or undo the changes.

Summary
Scope  Global

Version Not versioned

Deployed Archive /ull/MiddiewareWeblopicl2eHomeluser_projectsidomains/OFSLLREL _domain/sysman/up
Location OfsliQueuefpp.ear

Archive Type Java EE Application (EAR file)
Deployment Mode  Instaf and start application (senvicing all requests)
Deployment Target OFSLL_ManagedSarver
Application States Unawailable (OFSLL_ManagedSemven)

A Hide Frogress Messages

[18 September 2017 18:48:07 o'clock I1ST] Initiating deploy operation ...

{16 September 2017 18:48:07 o'chock IST] Sawing the oracke configuration changes to archive.

{18 September 2017 15:43:08 o'clock IST] Archive: ful1/Ndd gictZcH _proj ins/OFSLLREL_domain/sysmaniuploadidepioy!
OfsliQusuefpplarchive/OfsliCusseApp.ear

{18 September 2017 18:43:08 o'clock IST] [Deployer-140140]The task cannot be processed further until the cirrrent edit session is activated. When this
occurs, task processing will continue. The user csn exit the deployer tool without affecting the task.

[18 September 2017 15:43:09 o'clock IST] Depley operation complzted.

14. Click Close. Post deployment, you need to activate the changes by selecting Active
Changes option from Edit Session drop-down list as indicated in step 4 above.

" Note:

While starting the OFSLLREL_ManagedServer, always start with option -
DUseSunHttpHandler=true to enforce the weblogic server to uses SUN SSL
implementation.
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Configure Oracle Analytics Publisher for
Application

The following sections details the steps to be followed to configure Oracle analytics publisher
for application.

e Configuring Oracle Analytics Publisher for Application

e Configuring JNDI Name for http Listener

9.1 Configuring Oracle Analytics Publisher for Application

1. Copythe 0fsllCommonCSF.jar from /WEB-INF/1ib available in the staging area
to $DOMAIN_HOME/lib

2. Update the setDomainEnv. sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —-EXTRA_JAVA_PROPERTIES="........ $
{EXTRA_JAVA_PROPERTIES}-Dofsll.csf.path=${DOMAIN_HOME}"

3. Configure Security via EMconsole.

# Note:

It is assumed that Bl Publisher is installed and configured. Refer Bl Publisher
Guide for further details.

ORACLE
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Figure 9-1 Bl Publisher 1

ORAC LE' Enterprize Manager Fusion Middleware Contred 12c

Weblogic Domain « wieblogic * (T

F= OFSLLREL_domain & Taw v | AvtoRefresh OF ﬂ
=
Smp 21, 2017 8:35:59 AM IST 0
o Infc Home
Cen Monitaring , BN you own the edit session lock. To obtain the lock. click "Lock and Edit” in the Change Center menu.
Serve Diagnostics 3 I
Conirol ]
‘ Logs ’ Name AdminServer
Enwirgnment 3 Security Reaims
Deploymeants Security Administration
Clust  DBC Dats Seurces Vet Service Security
Messaging 3 Application Policies 5
s Coppn g i apsietnfipes uster Machine State Health - v Listen Port
Wb Services ¥ SfsemPocies Funning  OK oo
Other Senvices 3 Security Provider Configuration Running 0K BO003
ek istation p Audit Registration and Policy Running  OK E0D04
Refresh WeblLegic Domain Credentials
‘ Security 3 Keystors |}
JNDI Browser

Syst=m MBean Browssr

Doma
& Weblogic Server Administration Console
Target Sitemap
Target Information
R —— e 3>
Columns Hidden 34 Servers 3of 3

4. Click WebLogic Domain on the right panel. Select Security > Credentials. Click Create
Map.
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Figure 9-2 Bl Publisher 2

ORACLE Enterprise Manager Fusion Middlewars Control 12c A Weblogic Domain «  weblagic »
Sep 21, 2017 8:58:42 AM IST 4)

t_- OFSLLREL_domain @
== i Weblogic Domain =

Dromain_OFSLLREL domainOFSLLREL domain = Cradentials

Credentials
A credential store is the repository of security data that certifies the awthority of entities used by Java SE, Java EE, and ADF applications. Applications can use the Credential Store, a single,

consolidated service provider to store and manage their credentials securely.
P Credential Store Provider

SRS Credential Key 5

e i b & Detach

View v | & E Delite
Credential Type
¥ Ea ofslhttp.Estenas jndi

Description

» 2 ofskint. bureau

5. Enter the Map Name: ofsll.int.security.

9-3
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6.

Figure 9-3 BI Publisher 3

Click OK.

Create Map

& credential is by & map name and a key name. Typically, the map name corresponds with

umiquedy identified
the name of an applicstion and all credentials with the same mapmMnE a logical group of credentials,
such as the credentials used by the application. All map names in 3 credential store must be distinct.

* Map Name  ofsll.int security *®
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DRAC LE* Enterprize Manager Fusion Middleware Contred 12c

== OFSLLREL_domain &
== i Weblogic Domain =

@ Information
The credential map, ofslLint security, has been created.

fMomain_OFSLLREL domain'OFSLLREL_domain > Cradentizls

Chapter 9
Configuring Oracle Analytics Publisher for Application

& Weblogic Domain v weblogic

Sep 21, 2017 8:58:42 AM IST 0

£

Credentials
A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE, and ADF applications. Applications can use the Credential Store, a single,

consolidated service provider to store and manage their credentisls securely.

b Credential Store Provider

View <} Create Map Create KE% Edit

Credential
* t ofsl http. Estenar jndi
¥ [ ofslintbureay

e | ofsiint.security

7. Click Create Key Button.

8.
Publisher console.

ORACLE"

Credential Key »

Name " Detach

Type Description

Enter the details as per your requirement. Specify User Name and Password of Bl
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Figure 9-5 BI Publisher 5

* Key | bi
Type
* User Mame

* Password

* Confirm Password

Description BIP username and password

Click OK.

The following window is displayed.

ORACLE"
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DRAC LE* Enterprize Manager Fusion Middleware Contred 12c

== OFSLLREL_domain &
== i Weblogic Domain =

@ Information
The credentizl key, bip_key. has been created.

fMomain_OFSLLREL domain'OFSLLREL_domain > Cradentizls

Chapter 9
Configuring Oracle Analytics Publisher for Application

& Weblogic Domain v weblogic

Sep 21, 2017 8:58:42 AM IST 0

Credentials
A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE, and ADF applications. Applications can use the Credential Store, a single,

consolidated service provider to store and manage their credentisls securely.

b Credential Store Provider

View <} Create Map <} Create Kay Edit
Credential
* t ofsl http. Estenar jndi

¥ [ ofslintbureay

L ofsiint.security

10. On the left panel, right click on the domain OFSLL_domain > Security > System Policies.

The following window is displayed.

ORACLE"

Credential Key »

Name " Detach

Type Description
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Figure 9-7 Bl Publisher 7

W¥ebiogic Domain wieblogic * (T

ORAC LE‘ Enterprize Manager Fusion Middleware Contred 12c

Sep 21, 2017 8:58:42 AM IST ‘t_)

Monitoring »

[Diomain | Diagrostics

Crede Conitrol 3
A cledan Logs » # the authority of entities used by Java SE. Java EE, and ADF applications. Applications can use the Credential Store, a single.
consolids ntizls sErirs
b Crec Enwvirenment » Security Resims
B Deployments Security Administration iﬂ;ﬁg > £ Detoch
cre  JDBCData Sources et e, Secaiy - T
" Maszaging 3 Application Policies
; Cross Component Wiring 3 Applicstion Roles
N Web Services 3 System Paolicies
Other Services » Security Provider Configuration I:é
Adrinistration » Audit Registration and Policy
Refresh Weblogic Domain Credentials
Security 3 Keystorz

JNDI Browser
System MBean Browser

& Weblogic Server Administration Console
Targst Sitemap

Target Information

11. Click Create.

ORACLE"
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Figure 9-8 Bl Publisher 8

ORACLE Enterprise Manager Fusion Middlewsrs Contral 122 {7 WebLogic Domsin ¥ weblogic ¥
"= OFSLLREL domain 9
t- it WebLogic Domain Sep 16, 2017 4:00:38 PM I5T 0
MDomain_OFSLLREL. domain'OFSLLREL domain = System Policies
System Policies
System policies are the system-wide policies applied to all spplications deployed to current management domain. You can grant special pemmissions and privileges fo principal or
codebase.
# Policy Store Provider

4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grands.
Type Codebase iv
Mame  Starts With ﬂ »
View v Crveate...h i Like Edit Delete i
&
Name

Mo security policies found.

12. The following window is displayed. Enter the codebase as file:${ofsll.csf.path}/lib/

ORACLE"

OfsliCommonCSF.jar and click Add.
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Figure 9-9 Bl Publisher 9

ORACLE enterprise Manager Fusion Middiewars Control 120 i Weslogic Doman +  weblogic =

=== OFSLLREL_domain @
== i WebLogic Demain Sep 21, 2017 9:12:24 AM ST 4)

Domain_OFSLLREL_domainOFSLLREL_domain > System Policies = Create System Gra
Create System Grant OK | Caneel

There are two different types of system policies suppened by application server: principal policy and cedebase policy. Principal policy grants permissiens and privileges to a list of users or roles.
Codebase policy grants permissions and privikeges to 3 codebase, which is mostly URL or location of jar file in file system. Codebase can be either absolute path or refative path

GrantTo Codebase j

* Codeb: file:S{ofsil.csf path}libiOfsICommonCSF jar

Permissions

View = Add Defete i Detach

Permission CI Resource Name Permission Actions

Mo permissions added.

13. The following window is displayed. Select the checkbox 'Select here to enter details for a
new permission' and enter the following details as the first permission class.

Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
Resource Name: context=SYSTEM,mapName=ofsll.int.security,keyName=*

Permission Actions: read
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Figure 9-10 BI Publisher 10

Add Permission
Sefect from permissions and resources used in system policies of this domain. Enter search crteria to search for right perméssions.
4 Search

Name

Permission
Search Results
Name

Mo permissions found.

Select here to enter details for a new permission

* Permission Class | oracle security.jps. service.

TEM. magh

9.2 Configuring JNDI Name for http Listener

1. Similarly, click Add to add the second permission class. Select the check box 'Select here
to enter details for a new permission' and enter the following details as the second
permission class.

» Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
e Resource Name: context=SYSTEM,mapName=ofsll.http.listener.jndi,keyName=*
* Permission Actions: read

2. Click OK.

The following window is displayed.
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3.

Figure 9-11 BI Publisher 10

ORAC LE' Enterprize Manager Fusion Middleware Contred 12c

-
b=

FSLLREL_domain @
blLogic Domain =

Dromain_OFSLLREL domainOFSLLREL_domain > System Poficies = T

Create System Grant

Weblogic Domain « wieblogic * (T

Sep 21, 2017 9:12:34 AM IST ‘t_)

OK Cancel

There are two different types of system policies suppened by application server: principal policy and cedebase policy. Principal policy grants permissiens and privileges to a list of users or roles.
Codebase policy granis permissions and privileges to a codebase, which is mostly URL or location of jar file in file system. Codebase can be either absolute path or relative path.

GrantTo Codebase E|

* Codebase file: ${ofsll.csf.path}libiOfsBCommon CSF jar

Permissions

View v < Add Edit

Permission Class

orache security. jos senvice credstore. CredentizlAccess Permission

oracis sscurity. jos. senvice. eredstore. Crec

Click OK.

The following window is displayed.

Resource Name Permission Actions
context=EYSTEM,mapham... read

context=SYSTEM mapNam... raad

ORACLE"
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Figure 9-12 Bl Publisher 11

ORAC LE‘ Enterprize Manager Fusion Middleware Contred 12c

-
b=

OFSLLREL_domain &
i~ WebLogic Domain +

@ Information
A new security grant has been added successfully.

Momain_OFSLLREL domainOFSLLREL_domain > Sysi
System Policies

W¥ebiogic Domain wieblogic * (T

Sep 21, 2017 9:18:01 AM ST 4)

System policies are the system-wide policies applied to all applications deployed to current management domain. You £an grant special permissions and privileges to principal or codebase

P Policy Store Provider

4 Search
Select 3 grant type and enter search keyword for codebase or principal to query system security grants.
Type | Codebase M
Name Starts mel 3
View W Create... Edit Deiete...
7
Name
Mo security poficies found.

£8 Detach

ORACLE"
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Verifying Successful Application Deployment and Launching Application
Successful Application deployment can be verified by following:

e Making sure that the state is ACTIVE and health is OK in the Weblogic.

* Access and log into the application.
After you enable SSL you can launch the application via https:\\ protocol.

e Launching Application

10.1 Launching Application

To launch application

1. Verify if the deployed OFSLL application is Active.

Figure 10-1 Launching Application 1

ORACLE WeblLogic Server Administration Console 12¢ —

Change Center 8 Home Log Out Preferences e Help Q Welcome, wehlogic‘ Connectad to: OFSLLREL_domain

View changes and restarts Home >Summary of Deployments

Click the Lock & £t button to madify, add or Summary of Deployments
delete items in this domain.
Configuration | Contral | Monitoring
Lock & Edit

Release Gonfiguration
This page displays the list of Java EE applications and standalone application modules installed to this domain.

Domain Structure You can update (redeploy) or delete installed applications and madules from the domain by selecting the checkbox next ta the application name and then using the

OFSLLREL_domain controls on this page.

#-Domain Partitions To install a new application or module for deployment to targets in this domain, click Install.
#-Environment
Deployments
[#-Serviceq [ Customize this table
i—Security Realms
B-Interoperability Deployments
#-piagnostics
Install| | Update | | Delete Showing 1 to 6 of 6 Previous | Next
[ | name & State | Health | Type Targets Scope | Domain Partitions | Deployment Order
’ 5 Resource | AdMInServer,
] | @& coherence-transaction-rar ti
O @ Active | 0K | SN | OFSLL ManagedServer, | Giobal 100

WS_ManagedServer

AdminServer,

How do I... = y -
[ | @ 5 DMs Application (12.2.1.1.0) acve | ok |V | oFsit Managedserver, | clobal 5
O Application | -
1 " 5_ManagedServer
« Install an enterprise application
P i Olm= Enterprise
= Configure an enterprise application | @ Fgem Active | ¥ OK >° | AdminServer Global 400
B Application
« Update (redeploy) an enterprise application e
NGE—— O | & pgofsiiidnt (vi4.11.0.0.075) acive | oK | | OFSUL Managedserver | Global 100
application Weki
] | # = opss-rest " =
+ Deploy EJB modules 00 | & gjopss-rest Active | OK | o | AdminServer Global 150
= Install a Web application . AdminServer,
[ | (i state-management-provider-memory-rar | active |9 0K | ~oooo'"® | OFSLL_ManagedServer, | Global 100
& Adapter =
WS_ManagedServer
System Status =]
Install| [Update | [Delete Showing 1 to 6 of 6 Previous | Mext
Health of Running Servers as of 3:27 PM v

2. The URL of the OFSLL application will be of the format - https://<hostname>:<Port>/
<ContextName>/faces/pages/OfslISignin.jsf

(Example: https://localhost:7003/ofsll/faces/pages/OfsliSignin.jsf)

3. Login with the user credentials that was created in Users Creation.

ORACLE 104
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Figure 10-2 Launching Application 2

ORAcLE:

Financial Services Lending and Leasing

Sign In

Plesse enter userid and password

* sz Id

* Paszword

Sign In

After successful login, the following screen is displayed

Figure 10-3 Launching Application 3

ORACLE’ . SULUSER* ig S
Financial Services Lending and Leasing

DashBoard

DizshBosard =
DashBoard s Warning 3
Users Productivity Wou have previous open logins, [SYS-SYS-SYS—BM05]
System Monitor
Producer Anahysis

Process Files

Origination
o Servicing
Collections
» \WFP
> Tools
: Setup
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