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Preface

Preface

Purpose

e Purpose

e Documentation Accessibility
e Critical Patches

e Diversity and Inclusion

e Conventions

e Screenshot Disclaimer

This manual is designed to help acquaint you with the understanding how single sign-on can
be enabled for a ORACLE BANKING TRADE FINANCE deployment using Oracle Fusion
Middleware 12c.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

ORACLE

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
https://www.oracle.com/security-alerts/
https://www.oracle.com/security-alerts/
https://www.oracle.com/corporate/security-practices/assurance/vulnerability/

Preface

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLS, code in
examples, text that appears on the screen, or text that you enter.

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.
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Introduction

ORACLE

For the purpose of single sign-on ORACLE BANKING TRADE FINANCE is qualified with
Oracle Identity Management 12.2.1.4.0 (Fusion Middleware 12c) — specifically using the
Access Manager component of Oracle Identity Management. This feature is available in the
releases OBTF_14.4.0.0.0 and onwards of ORACLE BANKING TRADE FINANCE.

This document is expected to provide an understanding as to how single sign-on can be
enabled for a ORACLE BANKING TRADE FINANCE deployment using Oracle Fusion
Middleware 12c.

In addition to providing a background to the various components of the deployment, this
document also, talks about Configuration in ORACLE BANKING TRADE FINANCE and Oracle
Access Manager to enable single sign-on using Oracle Internet Directory as a LDAP server.
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BACKGROUND AND PREREQUISITES

2.1 Pre-Requisites

The following are the pre-requisites for Oracle Access Manager (OAM) and LDAP Directory
Server.

Software Requirements

2.1.1 Software Requirements

1.

Oracle Access Manager — OAM (12.2.1.4.0)
*  Access Server

*  Webtier Utilities 12.2.1.4.0

*  Web Gate 12.2.1.4.0

e Http Server

LDAP Directory Server
Please make sure that the LDAP which is been used for ORACLE BANKING TRADE
FINANCE Single Signon deployment is certified to work with OAM.

List of few LDAP Directory servers supported as per OAM document (note — this is an
indicative list. The conclusive list can be obtained from the Oracle Access Manager
documentation):

e Oracle Internet Directory

e Active Directory

« ADAM

- ADSI

« Data Anywhere (Oracle Virtual Directory)
e IBM Directory Server

« NDS

e Sun Directory Server

Web Logic 12.2.1.4.0

For the purpose of achieving single sign on for OBTF in FMW 12c, it is necessary for the

weblogic instance to have an explicit Oracle HTTP server (OHS).

2.2 Background of SSO related components

ORACLE

Oracle Access Manager (OAM
LDAP Directory Server
WebGate/AccessGate
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Chapter 2
Background of SSO related components

e ldentity Asserter

2.2.1 Oracle Access Manager (OAM

Oracle Access Manager consists of the Access System, and the Identity System. The Access
System secures applications by providing centralized authentication, authorization and auditing
to enable single sign-on and secure access control across enterprise resources. The Identity
System manages information about individuals, groups and organizations. It enables delegated
administration of users, as well as self-registration interfaces with approval workflows. These
systems integrate seamlessly.

The backend repository for the Access Manager is an LDAP-based directory service that can
be a combination of a multiple directory servers, which is leveraged for two main purposes:

e As the store for policy, configuration and workflow related data, which is used and
managed by the Access and ldentity Systems

e As the identity store, containing the user, group and organization data that is managed
through the Identity System and is used by the Access System to evaluate access policies.

2.2.2 LDAP Directory Server

To integrate ORACLE BANKING TRADE FINANCE with OAM to achieve Single Sign-on
feature, ORACLE BANKING TRADE FINANCE's password policy management, like password
syntax and password7 expiry parameters can no longer be handled by ORACLE BANKING
TRADE FINANCE. Instead, the password policy management can be delegated to the
Directory Server. All password policy enforcements would be on the LDAP user id’s password
and NOT ORACLE BANKING TRADE FINANCE application users’ passwords.

2.2.3 WebGate/AccessGate

A WebGate is a Web server plug-in that is shipped out-of-the-box with Oracle Access
Manager. The WebGate intercepts HTTP requests from users for Web resources and forwards
it to the Access Server for authentication and authorization.

Whether you need a WebGate or an AccessGate depends on your use of the Oracle Access
Manager Authentication provider. For instance, the:

Identity Asserter for Single Sign-On: Requires a separate WebGate and configuration profile
for each application to define perimeter authentication. Ensure that the Access Management
Service is On.

Authenticator or Oracle Web Services Manager: Requires a separate AccessGate and
configuration profile for each application. Ensure that the Access Management Service is On.

2.2.4 |dentity Asserter

ORACLE

Identity Asserter uses Oracle Access Manager Authentication services and also validates
already-authenticated Oracle Access Manager Users through the ObSSOCookie and creates a
WebLogic-authenticated session. It also provides single sign-on between WebGates and
portals. We can get more details on Identity asserter https://docs.oracle.com/cd/E12839_01/
core.1111/e10043/0sso.htm#CHDGCACF

& This document containts the configuration of Oracle Interner Directory as LDAP server

and its configuration in weblogic. This document will not discuss the configuring and setting up
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of OAM and LDAP directory server of other LDAP servers. This will be provided by the
corresponding Software provider.
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Configuration

3.1 Pre-Requisites

The steps provided below assume that ORACLE BANKING TRADE FINANCE has already
been deployed and is working (without single sign-on)

The provided below steps assume that Oracle Access Manager and the LDAP server have
been installed already and the requisite setup already done with respect to connecting the two
along Weblogic's Identity Asserter.

3.2 Change the web.xml file

1. Locate the web.xml file in the application (OBTF) EAR file

2. Add the following lines under login-config.
<login-config>

<auth-method>CLIENT-CERT</auth-method>
<realm-name>myRealm</realm-name>

</login-config>

D:\Oracle\Middleware\user_projectsidomains\FCDomain\servers\FCServeritmpl_WL_user\FCUBS105\9bfxy\war\WEB-INF\web.xml]
Wiew Search Document Project Tools Window Help

d| 3 VI X SR AW =S 0ExE N
] & :
“l] ] t 2 t 3 + 4 + 5 + 6 t A t & + t e
<localrcom.iflex.fco.ejb. FCIJEJBLocal</local>
j <ejb-link>FCJEJB< fejb-link>
~ </ejb-local-ref>

<ejh-local-ref>
<ejb-ref-name>FCUES_BATCHEJE_LOCAL</ejb-ref-name>
<ejb-ref-typerSessiond/ejbh-ref-type>
<local-home>com.iflex.fcc, ejb.batch.BatchEJBLocalHome</local-home>
<local»com.iflex.fec. ejb.bacch. BatchEJELocal</local>

> <ejb-link>BatchEJB< fejb-link>

</ejb-local-ref>

va Alogin-config

wa <auth-method>CLIENT-CERT< /auth-uethods|
va | <realm-nane>nyRealnd /realn-nane>
L 7login-contigs

< /web=-app>

ra

3. Save the file and redeploy and restart the application.

3.3 Configuring SSO in OAM Console

After installing OAM, Webtier Utilities and Webgate, extend the weblogic domain to create
OAM server.

Follow the post installation scripts deployWebGate and EditHttpConf as provided in https://
docs.oracle.com/cd/E17904_01/install.1111/e12002/webgate004.htm#NOIM75770

1. Identity Store Creation
To create new User Identity Store, Login to OAM Console and navigate to System
Configuration>>Common configuration>>Data Sources>> User |dentity Store.

ORACLE -
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2. Input below information in the User Identity Store.
Choose Store Type as Oracle Internet Directory.

Location:

LDAP server Host name and Port Number in <HOSTNAME>:PORT format
Bind DN:

User name to connect the LDAP Server

Password:

Password to connect the LDAP Server

User Name Attribute

The attribute created in LDAP, which will be the User Name for the other application (here
it will be treated as the OBTF Username)

User Search Base:
The container of the User Name in the LDAP server.
Group Search Base:

The container of the Group Name in the LDAP server.

EEEER | (51 Oracie Access Manage - x| Erordot |+ =10 i
€ B ncrwesp-a * | 2~ cam agent 11g base wt Pl D -

ORACLE’ Access Manager Aocemblty Melp Sgnowe O

~ Common Configuration O wekome FUBSWebgate OAM Agents

Achons = View = k) Create: User Identity Store

7 [0ata scurces B " Store Name | FOLBSIdentityStore
S User Identity Stores.

* Location and Credentials

Wttpe//ifichee-ap-21:7001 camconsole/faces/pages/Poiicy..x?_adf ctri-state= kirZ3ntk 45 africop=103T0372111194%
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3. After input of the above information click on ‘Apply’ button. On successful creation, click
test connection button to verify whether the LDAP connection is working fine.
Ll 0t o e v, | e rmd [ e - \oiom

A B chwrap- 217001 camc onscle aces/prges/ PobyManager sipa_sd.curk- state= kil th 48 atrloop= 10IP03TALLIM | M- oam agent11g base it Pl D e

4. Creating Authentication Module
Navigate to System Configuration >> Access Manager Settings >> Authentication Modules
>> LDAP Authentication Module.
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Click ‘New’ Button to create new Authentication Module. Input the Name of the
authentication module and choose the User Identity Store we created in step 1.

T ————— T . (1@
& B tcrwesp-t A . g = | 8- cam agent 11g base u P A D -
ORACLE' Access Manager Accemsbity teb Sgnow O

« FCUBS_Authentication_Hodule
FCUBS_Authentication_Module

4 Confirmation

i BB DR asmcr dAut Mo e
& Bl PouBS _authenteaton_Modue

- B certern Aumencaten made
2 [l 1509 Austhentcaton modide
&= [l Custom authentcason modue

hittp//ificwe-ap-21: 7001/ camconsolertaces/ pages/Policy...xl_adf.ctri-state= Mr23iytk 48 _afrl.cop=10370372111104% !

5. Creating OAM 12c Webgate
Navigate to System Configuration>>Access Manager Settings>>SSo Agents>>0AM
Agents.

Click on ‘Create 12c webgate’ button
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or Click on New OAM 12c Webgate link available in welcome page.
a2 0rncescces anaer - g | + TR A &

& B tchwap-27 *| 8- configuing sso 11115 Pl B &

ORACLE’ Access Manager Accessibity tebb Sgnos O

ORTEE Create 0nr 116 webgate N
Welcome to Oracle Access Manager 119

b~ I Avelable Sorvices Use: $is console to
® Manage the Access Manager pokoes sircady configured m the system.

* Manage the agent profles and server profies of the configured Acoess Manager servers.

* Reguter new appicatons Tt need angle agn-on ntegraton with Orade Access Manager

® Mansge and creste bust between partners for Orade Security Token Senvee.

& Mansge common pettings and configuraton for Orade Access Manager and Orade Secunty Token Servce.

(Chck: arvy of the Inks beslow 15 Start using the console. ARemaTvely, YOU CAN USE he NaVIGABON ree on the keft as wel.

4L 550 Agents § Trust Partners

Manage Partner acckcatons. Manage the bust between parners

[ reew OaM 10g Webgate (8 teew Requester Partner

LS tiewr QM 130 Weboate Qrien e bty D e
L9 tew 0550 Agent
£ policies £ Contguration

Manage oy components and spplcation domans. Manage the commen settngs and configurations.

(9 e Acrcaton Doman (5] Avalabie Servces

(@l Comemon setongs

(] Accens Marager Settngs

@l Security Token Service Settngs

hetpe//diche-ap-21: 7001/ camconsoleTaces/ pages/Policy..al_sdf ctri-states M2tk 4& sl oop=1037017 2111194

® Find  host name & Het # Previous o' Highlight gl | Matgh case

Enter any name for Webgate and Base URL (The host and port of the computer on which
the Web server for the Webgate is installed) and click on apply.

a2 o acces anagr - s | + T e 1=
& B tchwesp-1 7 Manager jip ¥ k48 at ¢ *| 8- configuing sso 11115 P A D -

ORACLE’ Access Manager Accessibity tebb Sgnos O
Sgred in as weblogic

BT  Crcote oAt 116 Webgate

e Create OAM 11g Webgate =

verson 139 e Detned P ameters
* hame | FCLESWebgate
BB teaser Marsgement Base URL | s [ M 20-21: 7001

Acress Clent Password Auto
* Security @ Open
g
Cert

ot Ismnnten

Protected Resource List + X Publc Resource List + X

Relatree LRI

x Find host name

& Not § Previows » Highlightgll | Matgh case

ORACLE"
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Once the OAM 12c¢c Webgate created, add filterOAMAuthnCookie=false parameter along
with default parameters in User Defined Parameters.

Click ‘Apply’ button_t_o save the changes.

WLt 1) 0vacie Access Manager - Adminstrat x [[2) OTN Discussion Forum : R = 10 the OAM Farm_baie_domun/winstancel/obs... | + o

& B tcrwesp-n - fReOAMAhaCoskieparameter 2 it B # -

ORACLE' Access Manager Accessbity Heb Sgnos O

Swatem Conguration
~ Common Configuration FCUBSWebgate ")

Actons = View + @ FCUBSWebgate ey [ 2

|4 Confirmation x

- e gement
~ Access Manager Settings
Actions = View = 3 "]

Server Lists

Primary Server List + X Secondary Server List +*+ X

] HoGtMame  MOSTROMT Max Numbel e ver Neame HoStName  |MostPort |Max Numbel

> Security Token Service

x find: [T & bet § Previows o Highlghtall | Matghcase ) Phrase not found

Post OAM Webgate 12¢ Creation Steps
Perform the following steps to copy the artifacts to the Webgate installation directory

e Onthe Oracle Access Manager Console host, locate the updated OAM Agent
ObAccessClient.xml configuration file (and any certificate artifacts). For example:

$DOMAIN_HOME/output/$Agent_Name/ObAccessClient.xml

* Onthe OAM Agent host, copy artifacts (to the following Webgate directory path). For
example:

12cWebgate_instance_dir/webgate/config/ObAccessClient.xml
(for instance WebTier_Middleware_Home/Oracle_WT1/instances/instancel/config/
OHS/ohs1/webgate/config/ObAccessClient.xml)

Creating Authentication Scheme
To create Authentication Scheme navigate to Policy Configuration >> Authentication
Schemes

Click on ‘Create’ button to create new Authentication Scheme.
Name : Any name to identify Authentication Scheme
Challenge Method : BASIC

Challenge Redirect URL : Joam/server
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Authentication Module : Choose the authentication module created in step 2.

VLR |21 0ace Access Manage - Adminstrnt ~ [ 2] OAM Securty rovider wi | + e
& B tchwap-2 = | 8- authentication schema cam 119 Pl B =
ORACLE’ Access Manager Aocemblty Melp Sgnowe O

S ep—
Pobcy Configuration
- i@ FcuBs_Auth_Scheme EiN]
UL Authentication Schemes Set ds Oetat [ dgy |
|4 Confirmation =

Authentication Scheme, FOUBS_Auth_Scheme, crested successil

If it is a basic authentication scheme, we need to add the 'enforce-valid-basic-auth-
credentials' tag to the config.xml file located under /user_projects/domains/<MyDomain>/
config/. The tag must be inserted within the <security-configuration> tag as follows: [Just
before the end of security configuration tag]

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>
</security-configuration>

8. Creating Authentication Scheme
To create authentication policy, havigate to Policy Configuration >> Application Domains
>> [Webgate agent name] >> Authentication Policies.

Click new button and input the below information
Name: Enter any name to identify the Authentication Policy (eg. OBTFWebPolicy)
Authentication Scheme: Choose the authentication scheme created in step 5.

Resources:

ORACLE .
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Add the resources which are all need to be protected. If <WebgateName>:/.../ and
<WebgateName>:/ are added in the resources then all the sources are protected.

WBGEEERE | 121 0vacte Access Manager - Administration.. | 4 | s Lot 6.
€ B nchw-sp-17 " c |- G Pl A D =
ORACLE’ Access Manager Accessibity tebb Sgnos O

Sigred i s webloge

(@ Create Authentication Pobcy

P search Authentication Policy ooy |
taoome (N, * e PSPy e 1
vew- @) Fon Descronon
2l srared Comporent Sienty Assers

7 @ Resource Type
e

& Toersenacerr
B v _ssther
7 ([ Host Isentfers

* Authenticaton Scheme | FOUBS_Auth_Scheme
Resource (TN,

@ Resources

B reterossareme

7 QFCuBSWebgate
& B Resources
7 @ aotrentcation Pokces
o [ Protected Resource Pokcy
= [l autranzaton Posces
o g Token Issuarce Prbces
= @ Fuson Apos Integraton
> @ sae
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Add DN in the Responses section. Enter the value as $user.attr.dn. The responses
maintained in the tab will be added in the response header during the authentication.

S rer—— e
& B paduini-pe iy ¢ L S B P A G D .-

ORACLE' Access Manager Accessiiey telp Smow O

Segred in a5 weblogic

[ FruBsWebgateProtected Resource Policy

@ sewreh | Authentication Policy ey |
tgmomse  EETNN, * o Procted Pescurce oy F—
vew- @ Yonr DesrEton  palcy set dunng doman creston. Add rescurces to the polkcy to Faibre URL
7 Wi shared Comparents - pratect tham. Idevehy Assertion
7 @ Resuce Type
e
B 1okersenicerp * jugthentication Schere | FCLUES_Auth_Scheme -
a"‘_"hr\
7 [ ros enttirs Responses
3 rouswetgate
3 tasaengere B Resporses +x|
7 Bl Auehertcation Schesmes pasy Ty . Value
Baverreusiere [ | == T e e
Blpascschone
B pascsassociessicteme
B rasahscheme

Blrcues_auh _sceme

[ [T

(&8 R s gt Schare
B oarscheme

il cesrndvanced

7 [ Arwntscation Polices
- Protected Resource Poboy
= [ Autrerzstion Poces
- (g Tohen Issuarce Pokoes
= QFuson agos Integration

x G

T T — I L a——— L

Adding Resources
Navigate to Policy Configuration >>Application Domains >>0OBTFWebgate >>Resources .

*  Click on Create New Resource button.

e Select the type as HTTP.

e Select the Host Identifier as OBTFWebgate
* Enter the resource URL as /FCINeoWeb

« Select the protection level as Protected

ORACLE"
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e Click on apply button to update the resource added.

@ Oracie Access Manager - Admanatration Consale - Winacws Intermet Explorer | = @

O )= [l v n0amassion o e/foces/ pagesPolicyMansger jspe? ot JETTIMABI0B_atrWindowhlodes08_adk curl-ste=oTuptyins T = | 2| % | [l rop P -
e [ Yew Fpvortes ook Hep

oo Faveotes o « [ mod_wi_ohsse location - . [) Instaling and Configuring . 1 Oracle Access Manager... x Piv B v omm v Pagew Sfeyw Tookv @~ 7

ORACLE" Access Manager Accessbilty Hep Sgnowt 'O
Sgned n as weblogc

& FCUBSWebgate# (UBSWebgate: [ICNcovich W

> FCUBSWebgate Resources

&> @ Fusion Acos Intecraten
- (G IAM Suite

Done W Local intranet | Protected Mode: O fa = RN =~

10. Adding Authorization Policy
Check whether the resources available in the authentication policies are available in
Authorization Policy. During web gate creation these values are defaulted.

il 211614 setting up LOAP | (2] ORACLE Mentty Mansger “ ’ LDAP Sync - | (] Orace Access Manages - Adminsra. x|~ L2 i
€& [B) paduini-pe - a . ' Mode 1 state = | M- 1s8/em P e D e
ORACLE’ Access Manager Accessbity Hep Sgnouwt O

Sgred n as weblogc

Resources [ i r—

3 rouesweogate

3 tamsuteagent & Resources %
7 ) amerneanon sonemes Resource LURL |

[ P———— [FoEweboate:FCreone (-

Bossciorere e =

Bl Bascsessmriessineme ¥

W asmsoreme -

7 @Fosswengate
& B Resources
7 @ autentcaton Pokoes
[ roums_aum _poiey
» [P otected tesous ce Pobcy
0 [l Acthorisaton Poces
- T Wesource Pokcy |
= (g Tohen Temunrce Pokoes
& @ Fusion Apps Inlegration
= G LA Suste
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Add DN in the Responses section. Enter the value as $user.attr.dn. The responses
maintained in the tab will be added in the response header during the authorization.

[ Heetor = (5] Oracie Access Manages - Adminstration. I+ \ B R
€ B padirnipe ik | PG D .-
ORACLE Access Manager Accessbiey Help Sgnow O

—
- m | FlUBSWebgateProtected Resource Policy L]

Authorization Policy Appiy

11. Configuring mod_wl_ohs for Oracle Weblogic server Clusters
To enable the Oracle HTTP Server instances to route to applications deployed on the
Oracle Weblogic Server Clusters, add the directive shown below to the mod_wl_ohs.sh file
available in <Weblogic Home> /Oracle_WT1/instances/instancel/config/OHS/ohs1.

<Location /console>

SetHandler weblogic-handler
WebLogicHost idmhostl.mycompany.com
WeblogicPort 7001

</Location>

12. Checking the Webgate 12¢ Agent Creation
After configuration of webgate 12c agent launch the URL

http://<hostname>:<ohs_Port>/ohs/modules/webgate.cgi?progid=1 to verify whether the
webgate configuration is fine. If the URL launches a screen as below then the webgate
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configuration is working fine.

PEES—— =t )

[ Diagnostic View of Oracle Access Manag.l + P

& padsrini-pc:7780/ohs/modules/webga Yv ‘

Resource to jactive{100000( 60 1800 | 13979:416:139:1 | 33688 o

Authenticat ivel 25 1 1800 |45629:140:138:1| 710

Resource to ’Aﬂive 100000 59 1800 183:59:0:1 25488

Authorization jactive] 1000 | 3 15 178:5:4:1 6507

13. Using OAM Test Tool (This step is not mandatory)
There is a test tool provided in OAM software which helps us to check the response
parameter values. The test tool is available in <OAM Install Dir>\ oam\server\tester.

For eg. D:\weblogic\Middleware\Oracle_IDM1\oam\server\tester
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Use java -jar oamtest.jar to launch the OAM test tool.

[E) Oracle Access Manager Test Tool w

File Edit Test Help

B8 ¢ @
Server Connection
|P Address Port Max Conn “Agent ID &
*Primary: |padsrini-pc 5575 1 FCUBSWebgate
Apgent Password
Secondary: o 1 ]

Min Conn  Timeout (ms) Mode

30000 cpen 4

Protected Resource URI

Scheme . "Host Port Q é
 hitp | FCUBSWebgste 0 | Get Auth Scheme
Resource Operation < - -
FCNecWeb Get - [ veligste |
User |dentity
IP Address “Username Password - ?
SARAN 2000000000 2

« Authenticate |

User Certificate Store

Status Messages

827112 1117 AMJjresponse] Redirect URL : hitps./padsrini-pc: 1410 1/camvserver "
[8/27/12 11:17 AMJiresponse] Credentials expected : Ox1 (basic)

18/27/12 11:17 AM)irequest)[suthenticate] yes

[8/27/12 11:17 AMJiresponse] User DN : cn=SARAN, cn=users dc=oracle dc=com
[B/27/1Z 11:17 AM]jresponse] SessioniD : 585358ea-7510-456c-ac00-90f0 7ciode0s
2 11:17 AM|response][action] DN : en=8ARAN, cn=users dc=cracle de=com
2 11:17 AMJiresponse][action] OAM_IMPERSONATOR_USER :

7M12 11:17 AM]request][authorize] yes
IS 27112 11:17 AM]iresponse]laction]DN : cn=SARAN cn=users dc=oracle dc=com I
[8/27/12 11:17 AM]jresponse; [scnoq;"mﬂ? RA O UREN

18/27/12 11:17 AMJiresponse]action] OAM_REMOTE_USER : SARAN
[8/27/12 11:17 AM]jresponse][action] OAM_IDENTITY_DOMAIN : FCUBSIdentityStore

m

Elapsed (ms; 47 Capture Queus: Empty E 0

3.4 First launch of ORACLE BANKING TRADE FINANCE after

Installation

After installing ORACLE BANKING TRADE FINANCE and while launching it for first time, the
normal OBTF login screen with userid and password will appear, this is because when
installing the ‘sso installed’ parameter will be set to ‘N’.

SSO Parameters

Maintaining LDAP DN for OBTF Users

Launching ORACLE BANKING TRADE FINANCE
Signoff in a SSO Situation

3.4.1 SSO Parameters

After enabling SSO, the parameters required for SSO should be maintained. Go to “Security
Maintenance -> Sys. Administration -> SSO Maintenance”. Provide all the details like Directory
Server host name, Port number, LDAP admin Userid , admin Password, LDAP base and Login
time out duration (in Sec).

ORACLE"
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3.4.2 Maintaining LDAP DN for OBTF Users

For each user id in OBTF a user has to be created in the LDAP.

When creating the user in LDAP ensure that the DN used is same as the LDAP DN value that
will be updated in user maintenance form. Once the user is created in LDAP go to the user
creation form in OBTF. If the OBTF user already exists then unlock the user and update the
LDAP DN value which was set when creating the user in LDAP. Click on Validate button to
check whether any other user is having the same LDAP DN value.

3.4.3 Launching ORACLE BANKING TRADE FINANCE

ORACLE

After setting up ORACLE BANKING TRADE FINANCE to work on Single Sign on mode,
navigate to the interim servlet URL from your browser.

For e.g.: http://<hostname>:[port]/FCINeoWeb

Since the resource is protected, the WebGate challenges the user for credentials as shown

below
BB  Connecting + - - -
padsrini-pc ks | P D =

Authentication Required —

e A username and pasiword are besng requested by hitps//padsnini-pe14101. The ste says: "OAM
g

User Name:  SARAN

Passncrd  sessssssss

oK Cancel

Once the user is authenticated and authorized to access the resource, the servlet gets
redirected to normal ORACLE BANKING TRADE FINANCE application server URL and now
the new signon form will appear as below. The application will automatically redirect ORACLE
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BANKING TRADE FINANCE home page.

@ Oracle Financial Services - Google Chrome -

O

| & Not secure | whf00fqn:7

ORACLE FontSize: A A A Theme: [l cadet Green [ Glaucous Dark [l Sepia

Oracle FLEXCUBE
Trade Finance
|

3.4.4 Signoff in a SSO Situation

ORACLE

ORACLE BANKING TRADE FINANCE does not provide for single signoff currently, i.e., when
a user signs off in ORACLE BANKING TRADE FINANCE, the session established with Oracle
Access Manager by the user will not be modified in any manner.

In a SSO situation the ‘Exit’ and ‘Logoff’ actions in ORACLE BANKING TRADE FINANCE will
function as ‘Exit’, i.e., on clicking these, the user will ‘exit ORACLE BANKING TRADE
FINANCE and will need to re-launch ORACLE BANKING TRADE FINANCE using the
ORACLE BANKING TRADE FINANCE launch URL.
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