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Introduction

ORACLE

For the purpose of single sign-on ORACLE BANKING TRADE FINANCE is qualified with
Oracle Identity Management 12.2.1.4.0 (Fusion Middleware 12c) — specifically using the
Access Manager component of Oracle Identity Management. This feature is available in the
releases OBTF_14.4.0.0.0 and onwards of ORACLE BANKING TRADE FINANCE.

This document is expected to provide an understanding as to how single sign-on can be
enabled for a ORACLE BANKING TRADE FINANCE deployment using Oracle Fusion
Middleware 12c.

In addition to providing a background to the various components of the deployment, this
document also, talks about Configuration in ORACLE BANKING TRADE FINANCE and
Oracle Access Manager to enable single sign-on using Oracle Internet Directory as a LDAP
server.
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BACKGROUND AND PREREQUISITES

2.1 Pre-Requisites

The following are the pre-requisites for Oracle Access Manager (OAM) and LDAP Directory

Server.

e Software Requirements

2.1.1 Software Requirements

1. Oracle Access Manager — OAM (12.2.1.4.0)

Access Server

Webtier Utilities 12.2.1.4.0
Web Gate 12.2.1.4.0

Http Server

2. LDAP Directory Server
Please make sure that the LDAP which is been used for ORACLE BANKING TRADE
FINANCE Single Signon deployment is certified to work with OAM.

List of few LDAP Directory servers supported as per OAM document (note — this is an
indicative list. The conclusive list can be obtained from the Oracle Access Manager
documentation):;

Oracle Internet Directory

Active Directory

ADAM

ADSI

Data Anywhere (Oracle Virtual Directory)
IBM Directory Server

NDS

Sun Directory Server

3. Web Logic 12.2.1.4.0
For the purpose of achieving single sign on for OBTF in FMW 12c, it is necessary for the
weblogic instance to have an explicit Oracle HTTP server (OHS).

2.2 Background of SSO related components

e Oracle Access Manager (OAM

ORACLE

e LDAP Directory Server
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Chapter 2
Background of SSO related components

«  WebGate/AccessGate

e ldentity Asserter

2.2.1 Oracle Access Manager (OAM

Oracle Access Manager consists of the Access System, and the Identity System. The
Access System secures applications by providing centralized authentication,
authorization and auditing to enable single sign-on and secure access control across
enterprise resources. The ldentity System manages information about individuals,
groups and organizations. It enables delegated administration of users, as well as self-
registration interfaces with approval workflows. These systems integrate seamlessly.

The backend repository for the Access Manager is an LDAP-based directory service
that can be a combination of a multiple directory servers, which is leveraged for two
main purposes:

* As the store for policy, configuration and workflow related data, which is used and
managed by the Access and ldentity Systems

» As the identity store, containing the user, group and organization data that is
managed through the Identity System and is used by the Access System to
evaluate access policies.

2.2.2 LDAP Directory Server

To integrate ORACLE BANKING TRADE FINANCE with OAM to achieve Single Sign-
on feature, ORACLE BANKING TRADE FINANCE's password policy management,
like password syntax and password?7 expiry parameters can no longer be handled by
ORACLE BANKING TRADE FINANCE. Instead, the password policy management
can be delegated to the Directory Server. All password policy enforcements would be
on the LDAP user id's password and NOT ORACLE BANKING TRADE FINANCE
application users’ passwords.

2.2.3 WebGate/AccessGate

A WebGate is a Web server plug-in that is shipped out-of-the-box with Oracle Access
Manager. The WebGate intercepts HTTP requests from users for Web resources and
forwards it to the Access Server for authentication and authorization.

Whether you need a WebGate or an AccessGate depends on your use of the Oracle
Access Manager Authentication provider. For instance, the:

Identity Asserter for Single Sign-On: Requires a separate WebGate and configuration
profile for each application to define perimeter authentication. Ensure that the Access
Management Service is On.

Authenticator or Oracle Web Services Manager: Requires a separate AccessGate and
configuration profile for each application. Ensure that the Access Management Service
is On.

2.2.4 |dentity Asserter

Identity Asserter uses Oracle Access Manager Authentication services and also
validates already-authenticated Oracle Access Manager Users through the
ObSSOCookie and creates a WebLogic-authenticated session. It also provides single
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sign-on between WebGates and portals. We can get more details on Identity asserter https://
docs.oracle.com/cd/E12839 01/core.1111/e10043/0sso.htm#CHDGCACF

This document containts the configuration of Oracle Interner Directory as LDAP server
and its configuration in weblogic. This document will not discuss the configuring and setting
up of OAM and LDAP directory server of other LDAP servers. This will be provided by the
corresponding Software provider.
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Configuration

3.1 Pre-Requisites

The steps provided below assume that ORACLE BANKING TRADE FINANCE has already
been deployed and is working (without single sign-on)

The provided below steps assume that Oracle Access Manager and the LDAP server have
been installed already and the requisite setup already done with respect to connecting the
two along Weblogic's Identity Asserter.

3.2 Change the web.xml file

1. Locate the web.xml file in the application (OBTF) EAR file

2. Add the following lines under login-config.
<login-config>

<auth-method>CLIENT-CERT</auth-method>
<realm-name>myRealm</realm-name>

</login-config>

D:\OracleWiddleware\user_projects\domains\F CDomain\servers\FCServer\tmp\_WL_user\FCUBS105\f9bfxy\war\WEB-INFYweb.xml]
View Search Document Project Tools ‘Window Help

e Rgu X YREE AW =S DN
wt B—+—-1 ¥ 2 - 3 + 4 ' 5 - & - 7 - & - + 0----
<local>»>com.iflex.fcc.ejb.FCJEJBLocal</local>
bud <eib-1ink>FCIEIB< /ejb-1ink>
] </ejb-local-ref>

<ejh-local-ref>
<ejb-ref-name>FCUB5_BATCHEJB_LOCAL</ejb-ref-name>
<ejb-ref-type>Session</ejb-ref-type>
<local-home>com. iflex. fcc.ejb.batch. BatchEJBLocalHome< /local-homes>
<local>com.iflex.fcc.ejb.bacch.BatchEJBLocal</local>

s <ejb-link=BatchEJB< fejb-Links
</ejb-local-ref>
va login £4
wa <auth-method>CLIENT-CERT< /auth-nethod»|
va {realm-name>nyRealnd /realn-names

e java </login-config-

< /web-app>

a

3. Save the file and redeploy and restart the application.

3.3 Configuring SSO in OAM Console

After installing OAM, Webtier Utilities and Webgate, extend the weblogic domain to create
OAM server.

Follow the post installation scripts deployWebGate and EditHttpConf as provided in https://
docs.oracle.com/cd/E17904_01/install.1111/e12002/webgate004.htm#NOIM75770

1. Identity Store Creation
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To create new User Identity Store, Login to OAM Console and navigate to System
Configuration>>Common configuration>>Data Sources>> User Identity Store.

Input below information in the User Identity Store.
Choose Store Type as Oracle Internet Directory.

Location:

LDAP server Host name and Port Number in <HOSTNAME>:PORT format
Bind DN:

User name to connect the LDAP Server

Password:

Password to connect the LDAP Server

User Name Attribute

The attribute created in LDAP, which will be the User Name for the other
application (here it will be treated as the OBTF Username)

User Search Base:
The container of the User Name in the LDAP server.

Group Search Base:

The container of the Group Name in the LDAP server.

IEEEERE | [2) Oracte Access Manager - Administrat.. x | ) Ermor 404--Hot Found |+ = B -
& B nchwap-n * | 8- cam agent 11g base url P D =
ORACLE’ Access Manager Acessbiey teb Snoa O
i Common Configuration R R TR TV U User ldentity Stores L i ]
Actors - View - k| @ Create: User Identity Store Test Caomnecaan | _ Apeiy D
J0ata Sarces - * Siore Nome | FOUBSIdenttyStore
8 User ldentity Stores
semstyStore]
v Access Manager Settings —
Actors = View = S @ ~ Location and Credentials.
< Users and Groups
Enable Group Cache
~ Connection Detads.
» Security Token Service d
o lch-ag-21:7001 pages i ctt-state=d A& atrioop 164
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3. After input of the above information click on ‘Apply’ button. On successful creation, click
test connection button to verify whether the LDAP connection is working fine.

A& _afrloop=10370372111194

4. Creating Authentication Module
Navigate to System Configuration >> Access Manager Settings >> Authentication
Modules >> LDAP Authentication Module.
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Click ‘New’ Button to create new Authentication Module. Input the Name of the
authentication module and choose the User Identlty Store we created in step 1.

WBER | 1) 0racie Access Manager - Adminstrat x || ] Emord0b-—NotFound |+ )
& B nchwapn + . * | 89 cam agent 11 base ui Pl D - -
ORACLE’ Access Manager Accesstiey veb Sgnow O

e 1 s, et

CUBSLdenbityStore

FOUBS_Authentication_Module | Aoty

[ Confrmation b

LDAP Authentcaton Mode FOLBS_Authenteaton Modue crested uccesshuly

FOUBS_Authentication_ Modue

* User Ideniity Store | FOUBSIdenbityStore [

> Wl Custom Authentcation modue

> Security Token Sesvice

itp//ifich-ap-21:T001 camqconsoletaces/ pages/Poiicy..x]_adl.clrk-state= k23t A& afitoop= 1030372111194

Creating OAM 12c Webgate
Navigate to System Configuration>>Access Manager Settings>>SSo

Agents>>0AM Agents.

Click on ‘Create 12c webgate’ button

ORACLE"
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or Click on New OAM 12c Webgate link available in welcome page.
e am-«-um--_- - e

& B fichwapar 1.ct i K 48 ot ‘ = | | 2§~ configuing 011115 Al B -
ORACLE Access Manager hcembity teb Sgot 'O
e v webiege

&) wekcome
Acvors = Veew = 2 @ Welcome to Oracke Access Manager 119
> [E Avalaie Servces St
= &5 Comemn setmngs » Manage the Access Manages poioes srcady configured in the systen
lserver rwtances » Manage the agent profies and server profies of the configured Access Manager servers
. * Regeter new spokcations Tt need sngle s0n-0n ntegyaton ith Orade Access Marager
= [ Scamon Marugement » Manage and create bust between partners for Orade Securty Token Service
= ) Corvhcate vaidason » Manage common setings and configuraion for Orade Access Manager and Orade Securnty Token Service.
(0sta Sources
:» Clck any of the Inks below 1o start usng the console. Aernatvely, you Can use the navigaton tree on the left as wel
iC 550 Agents J Trust Partners
Manage Partrer aophc atont. Manage the trust between pariners.
[ toem O 105 Webgate (@ toem Requester Pamer
LS thewr Q4 110 VWeboate Qrien e Party b
L8 teew 0550 agent
5 Policies & Configuration
Manage polkty Components and applcation domars. Manage the comman settngs and configur abons.
[§ teew Appicanon Doman & Avatatie Servces
(& Commen Settngs
(& Access Marager Settngs
@l Secunty Token Service Setangs
? Access Manager Settings
»/ Security Token Service q

et/ i - ap-21: 7001 samcensole/laces/ pages/Polscy..a7_sdl ciri-states k2 Itk 45 sirloop=103703721111548
* Find  host name & Mot Previows » Highlight gl | Matgh case

Enter any name for Webgate and Base URL (The host and port of the computer on which
the Web server for the Webgate is installed) and click on appIy
it aw«mm-_- = bl MK

& B fichwap . fct v k48 _at ‘ = | 8- configuiing sso 11115 Pl B .-
ORACLE' Access Manager Mty veb Spox O
Sgred 1 a8 webioge
~ Common Configuration Create OAM 11G Webgate
Ackors - Vaw - 2 e Create OAM 11g Webgate
> [E Avalabie Servees
== &9 Comencn Setngs vermon 119
= server tstances * Name | FCUBSWebgate
> !le Base URL | ey ifichver-20-21: 7001
- B Cernheste vasesanon
= [ZI0sta Sources
o o Plugns
Access Chent Password
* Searty @ Open
Serple
Cert
Fost Tdentter
Resource Lists
Protected Resource List + X Public Resource List
st LRI Relate LRI
¥ Actess Manager Settings
1 Security Token Service 1

x Findk  host name & Het § Brevious 1 Highlight gl ||| Matgh case
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Once the OAM 12c¢c Webgate created, add filterOAMAuthnCookie=false parameter
along with default parameters in User Defined Parameters.

Click ‘Apply’ button to save the changes.

Il 21 0racte Access Mamager - Adminstran. | (] OTN Dscussion Forums : Responses . - | I Introduction to the OAM Policy Mod.. - | | | /Farm_base_domain/winstancel/obs... - | + " p——
& B nchwap-n - freOAMAGthnCockiepanameter 2| ¢ B # -
ORACLE’ Access Manager resssbity Heb SgnOst O

O wekome —_0AH Agents IR UL

" ] FCUBSWebgate

;

(g Confrmation x

@ e
+ Access Manager Settings iome FOUBSWebgate
Actons = View = 3 @

Serverlnts

Primary Server List + X Secondary Server List + X

e cer e HostMame oSt Port Max Mumbed oo e Host Pt Man turbe(

» Security Token Service

x  Find: := ::-':! & BNet T Previous ' Highlight il Match case @) Phease not found

Post OAM Webgate 12c Creation Steps
Perform the following steps to copy the artifacts to the Webgate installation
directory

* On the Oracle Access Manager Console host, locate the updated OAM Agent
ObAccessClient.xml configuration file (and any certificate artifacts). For
example:

$DOMAIN_HOME/output/$Agent_Name/ObAccessClient.xml

* Onthe OAM Agent host, copy artifacts (to the following Webgate directory
path). For example:

12cWebgate_instance_dir/webgate/config/ObAccessClient.xml
(for instance WebTier_Middleware_Home/Oracle_WT1/instances/instancel/config/
OHS/ohs1/webgate/config/ObAccessClient.xml)

Creating Authentication Scheme
To create Authentication Scheme navigate to Policy Configuration >>
Authentication Schemes

Click on ‘Create’ button to create new Authentication Scheme.
Name : Any name to identify Authentication Scheme
Challenge Method : BASIC

Challenge Redirect URL : /oam/server
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Authentication Module : Choose the authentication module created in step 2.

[T [E) Oracte Access Manager + Aderinist... % Em_mp;;nm_ |+ 2| G0 bl
& B fchw-ap-2 * || 2§~ authentication schema cam 119 A A B -
ORACLE Access Manager Accesbity Heb Sgnow O

e 11 a8 mebiogx
Polcy Configuration
P i@ rouss_Asth_Scheme E ]
Authentication Schemes setAsetat || dopty |
|4 Confirmation ®

If it is a basic authentication scheme, we need to add the ‘enforce-valid-basic-auth-
credentials' tag to the config.xml file located under /user_projects/domains/<MyDomain>/
config/. The tag must be inserted within the <security-configuration> tag as follows: [Just
before the end of security configuration tag]

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>
</security-configuration>

8. Creating Authentication Scheme
To create authentication policy, navigate to Policy Configuration >> Application Domains
>> [Webgate agent name] >> Authentication Policies.

Click new button and input the below information
Name: Enter any name to identify the Authentication Policy (eg. OBTFWebPolicy)
Authentication Scheme: Choose the authentication scheme created in step 5.

Resources:
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Add the resources which are all need to be protected. If <WebgateName>:/.../ and

<WebgateName>:/ are added in the resources then all the sources are protected.
[ Feetes=—] (5] Oracte Access Manager - Adminstranon.. | 4 | e Lo B
& B #ichwap-n7 1 mae—— .

ORACLE’ Access Manager

c |[88- Googe Pla D -

hocessbity veb Sgnou O
Sgred 1 25 eioge

- e B Creste Authentication Petcy -
Dsewar | Authentication Policy -
taorome (TN,

* Mame FOUBSWebPulcy

vew - @} Ponr D pton

7 @FoLBSWeogate
= B Resources
/@ Aumentcaton Pokoes.
o (gl Protected Resour ce Pokcy
= [ authonzanon Posces
- [ Token lssuance Polces
& QFusen Agps Integraton
& Q1A sune

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses
maintained in the tab will be added in the response header during the

authentication.
I 20 s Mg - o+ [ s e
€ B padsnnipc : 1 M

. : " " e |4 coxg Plh G D »-

Accessiley 1ol Sonow O

Sagrmd 11 25 mobloge

(b 1CUBSWebgaterotected Resource Pobcy
Drers | Authentication Policy

LU o
- @ Wox S—
¢ B Shawed Comporents -
7 @ Rosource Type
@rre
B ToharCar ek * futhentication Schame | FCLBS_Awth_Scheme -
Bri_ssren
byt .
= =
7 B auetwrication schemes — Tyos
@ arcrmcusschame fou | I
@eascicheme
B rmctessoriessstens
B rashschene
Blrcues auh scume
Breterossrons
B iosptipasserdvaidationscheme
B iowscne
@l oanrudvanced -
[ L
B owmogscume
B oarmadminConsoieschene.
@orschome
B ovschene
&l rapscheme
@sowschene
7 Qappication Dosnins
7 QFCUBSWebgate
= @ nescuces
7 [ atrmctxcation poloss

protect them.

- @ Protected Resource Policy
2 [l Autherizstion Poiices
o (g Tomen lssuarce Poloes
& @ Fusion Apps Intagration
> @1 Sute

x
——— T L —— L TE

9. Adding Resources
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Navigate to Policy Configuration >>Application Domains >>0OBTFWebgate

>>Resources .

*  Click on Create New Resource button.

* Select the type as HTTP.

*  Select the Host Identifier as OBTFWebgate
*  Enter the resource URL as /FCINeoWeb

» Select the protection level as Protected

*  Click on apply button to update the resource added.

@ Oracie Access Manager - Admenistraton Console - Windows Intermet Exploner o]

G+ e repn01m0095100 <[4 ]|/ 3 D~
Ble it Yew Fpvortes Joos Hep

s Favortes oo o [ mod_wi_ohsse location - . [ Installing and Configuring . @ Oracle Access Mansger... 5 v B -3 m v Page~ Saleyv Tgokv @~
ORACLE" Access Manager hccessbiity Hep Sgnot O

@Rﬁwm

Sared 8 webkog<

@ FCuBSwebgates UBSWebgate: FONeowe

Done

10. Adding Authorization Policy

€& Local intranet | Protected Mode Off o~ R10% -

ORACLE"
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Check whether the resources available in the authentication policies are available
in Authorization Policy. During web gate creation these values are defaulted.

Wil 01614 Seting Up LDAP Symctvonisation | (] ORACLE dentity Manager Delegated... - | =) Syne . = | [ Oracte rs— Lo B
€ @ paduini-pc ' M i & _striindontode o ek state e ||~ 11s8/em SPGB e
ORACLE’ Access Manager Accesstiey veb Sgnow O

S 1 et

& FCUBSWebgateProtected Resourcr Pobcy )]
Dseeh | Authorization Polcy ey |

O Wekome B FuUBSWebgateF (UBS_Auth_Pokcy

*hare Brotected Besource Pk Fare AL

Desrghon pricy set dmg doman creston. Add reseurces to the pokey 1o
7l rared Comparents - orotect them

7 @FoLBSWeogate
= B Resources
/@ Aumentcaton Pokoes.
[ reums_suth poicy
o [ Protected Resouce Pokcy
7 [ atrerzanon Poscey
- T JResource Polcy |
2 [ Token Ismusrce Polces
o QY Fusen Agos Integrason
= Qhiam sute s q

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses
maintained in the tab will be added in the response header during the
authorization.

CrECT—— =
& B paduini-pcsoot/ca 1 " ‘ es310518_ot : " . e | [t co Pld @B e
ORACLE’ Access Manager Accessbley telp Sonow 'O

Sagrmd 11 25 mobloge

L& 1CUBSWebgateSrotected Resource Pobcy

Psersh | Authorization Policy
LU o * Name Protactad Rescusce Pokcy FehreLht
vew+ @ Yo Descrhion Py sec durmng doman cresbon. Add resources to thes polcy to Jse Ingited Coratrants (¥
7 [l Shared Comperents . crctect them Iderty Asserton
7 @ Rosource Type
@rre
B Tokerservicer uccess URL
Bri_ssren
byt p—
3 romswetnse
j IAMSukeAgert L
7 B Aushertcation schames e Type
-yl g
@ sszcscheme
B rmctessoriessstens
rasahscheme

Blroes_auh_stheme
B rabarosschome
B iosptipasserdvaidationscheme
B Loawschone ¥
& cassadvanced
[ L
B omnrogschume
B camadmantonmoiescheme.
@orschome
B oveschene
Brepschems
@sowschene
7 Qi Apsikcation Do
7 QFCUBSWebgate
= @ nescuces
7 [ atrmctxcation poloss
o (@ Protected Resource Pokey
7 [l Authereation Poices
A Protected Resource Policy
= (g Tohan Issusrce Polises
= G Fusen dgos Integration
> Ehiam o

=4

x
——— T L —— L TE

11. Configuring mod_wl_ohs for Oracle Weblogic server Clusters
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12.

To enable the Oracle HTTP Server instances to route to applications deployed on the
Oracle Weblogic Server Clusters, add the directive shown below to the mod_wl_ohs.sh
file available in <Weblogic Home> /Oracle_WT 1/instances/instancel/config/OHS/ohs1.

<Location /console>

SetHandler weblogic-handler

WebLogicHost idmhost1l.mycompany.com
WeblogicPort 7001

</Location>

Checking the Webgate 12c Agent Creation
After configuration of webgate 12c agent launch the URL

http://<hostname>:<ohs_Port>/ohs/modules/webgate.cgi?progid=1 to verify whether the
webgate configuration is fine. If the URL launches a screen as below then the webgate
configuration is working fine.

W‘ - — -

| i__: Diagnostic View of Oracle Access Manig.‘.l + |

— A o
v

\ & O

i | padsnini-pc:7780/ohs/modules/webga = |

L) o i
';,' - Google

Menday,

August
27,2012

11:08:01

Resource to [active
IAuthenticatios
Scheme

100000, 60

13979:416:139:1

AT T

33688

|Authenticati ve
Scheme

25

1 1800

45629:140:138:1

710

Resource to factive
Authorization

Policy

100000, 59

1800

183:59:0:1

25488

Authorization jactive

Result

1000

178:5:4:1

6507

Plm G B # -

Gr

13. Using OAM Test Tool (This step is not mandatory)
There is a test tool provided in OAM software which helps us to check the response
parameter values. The test tool is available in <OAM Install Dir>\ oam\server\tester.

For eg. D:\weblogic\Middleware\Oracle_IDM1\oam\server\tester

ORACLE"
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First launch of ORACLE BANKING TRADE FINANCE after Installation

Use java -jar oamtest.jar to launch the OAM test tool.

r
[E] Oracle Access Manager Test Tool w
File Edit Test Help
28le¢®
Server Connection
|P Address Port Max Conn “Agent ID &
“Primary: | padsrini-pc 5675 1 FCUBSWebgste
Agent Password
Sscondary: o 1 ;ﬁ
Min Conn  Timeocut {ms) Mode
1 30000 open <
Protected Resource URI m #
Scheme . THost Port
hitp « | FCUBSWebgate 0 V| Get Auth Scheme
Resource Operation & - -
JFCINecWeb Get - [ velicate |
User [dentity
IF Address “Usemame Password #
SARAN 000000000 12

User Certificate Store

Status Messages

liresponse] Redirect URL : hitps://padsrini-pc;14101/ocamiserver
ponse] Credentials expected : 0x1 (basic)

|| uestl[authenticate] yes

1,17 AMJiresponse] User DN : cn=SARAN, cn=users, dc=oracle, dc=com
1117 AMJiresponse] SessionlD : 985358ea-751d-458c-ac80-80f07cfBdelB8
fresponsellaction] DN - cn=SARAN, cn=users do=oracle, doc=com
ponse][action] CAM_IMPERSONATOR_USER :

uesi)[authorize] yes

pcr;a;|acumlnu en=SARAN cn=users do=orscle de=com |
1 ponse][sction] m ONA T OR_USEN

11:17 AMJfresponse][action] CAM_REMOTE_USER : SARAN

[8/27/12 1117 AM]response][action] OAM_IDENTITY_DOMAIN : FCUBSIdentityStore

Elapsed (ms): 47 Capture Queus: Empty

« Authenticate |

1]

a8 ¢

3.4 First launch of ORACLE BANKING TRADE FINANCE
after Installation

After installing ORACLE BANKING TRADE FINANCE and while launching it for first
time, the normal OBTF login screen with userid and password will appear, this is
because when installing the ‘sso installed’ parameter will be set to ‘N'.

SSO Parameters

Maintaining LDAP DN for OBTF Users

Launching ORACLE BANKING TRADE FINANCE
Signoff in a SSO Situation

3.4.1 SSO Parameters

After enabling SSO, the parameters required for SSO should be maintained. Go to
“Security Maintenance -> Sys. Administration -> SSO Maintenance”. Provide all the
details like Directory Server host name, Port number, LDAP admin Userid , admin

Password, LDAP base and Login time out duration (in Sec).

ORACLE"

3-12



Chapter 3
First launch of ORACLE BANKING TRADE FINANCE after Installation

3.4.2 Maintaining LDAP DN for OBTF Users

For each user id in OBTF a user has to be created in the LDAP.

When creating the user in LDAP ensure that the DN used is same as the LDAP DN value that
will be updated in user maintenance form. Once the user is created in LDAP go to the user
creation form in OBTF. If the OBTF user already exists then unlock the user and update the
LDAP DN value which was set when creating the user in LDAP. Click on Validate button to
check whether any other user is having the same LDAP DN value.

3.4.3 Launching ORACLE BANKING TRADE FINANCE

ORACLE

After setting up ORACLE BANKING TRADE FINANCE to work on Single Sign on mode,
navigate to the interim servlet URL from your browser.

For e.g.: http://<hostname>:[port]/[FCIJNeoWeb

Since the resource is protected, the WebGate challenges the user for credentials as shown
below

BBl ( Connec ting, + - -
padsriei-pe 3 P A e D -
Authentication Required —
Q A username and pessword sre beng requested by hitpr//padsninepe14101. The ste says: "0AM

11g

oK Cancel

Once the user is authenticated and authorized to access the resource, the servlet gets
redirected to normal ORACLE BANKING TRADE FINANCE application server URL and now
the new signon form will appear as below. The application will automatically redirect ORACLE
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First launch of ORACLE BANKING TRADE FINANCE after Installation

BANKING TRADE FINANCE home page.

@ Oracle Financial Services - Google Chrome —

o]

| & Notsecure | whf00fqn:7

ORACLE FontSize: A A A Theme: [ cadet Green [ Giaucous park [l Sepia

Oracle FLEXCUBE
Trade Finance
|

3.4.4 Signoff in a SSO Situation

ORACLE

ORACLE BANKING TRADE FINANCE does not provide for single signoff currently,
i.e., when a user signs off in ORACLE BANKING TRADE FINANCE, the session
established with Oracle Access Manager by the user will not be modified in any
manner.

In a SSO situation the ‘Exit’ and ‘Logoff’ actions in ORACLE BANKING TRADE
FINANCE will function as ‘Exit’, i.e., on clicking these, the user will ‘exit ORACLE
BANKING TRADE FINANCE and will need to re-launch ORACLE BANKING TRADE
FINANCE using the ORACLE BANKING TRADE FINANCE launch URL.
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