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Preface

This topic contains the following sub-topics:
e Purpose

e Audience

e Documentation Accessibility

e Critical Patches

e Diversity and Inclusion

* Related Resources

e Conventions

e Screenshot Disclaimer

e Acronyms and Abbreviations

Purpose

This guide is designed to help acquaint you to configure SSL on Oracle Weblogic application
server. This guide helps the user with the installation of Oracle Banking Application.

Audience

This manual is intended for the following User/User Roles:

Table1 Audience
|

Role Function

Administrator Who controls the system and application parameters and ensures
smooth functionality and flexibility of the banking application.

Implementation team Implementation of Oracle Banking Corporate Lending Solution

Pre-sales team Install Oracle Banking Corporate Lending for demo purpose

Bank personnel Who installs Oracle Banking Corporate Lending

The user of this manual is expected to have basic understanding of Oracle Banking Application
installation.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at https://www.oracle.com/corporate/accessibility/.
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Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Related Resources

For more information on any related features, refer to the following documents:

e Oracle Banking Corporate Lending User Guides.

e Oracle Banking Corporate Lending Installation Guides.

Conventions

The following text conventions are used in this document:

Table 2 Conventions

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.

ORACLE Vi


https://www.oracle.com/security-alerts/
https://www.oracle.com/security-alerts/
https://www.oracle.com/corporate/security-practices/assurance/vulnerability/

Acronyms and Abbreviations
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The list of the acronyms and abbreviations used in this guide are as follows:

Table 3 Acronyms and Abbreviations

Preface

Abbreviation Description

CA Certificate Authority

CSR Certificate Signing Request
CN Common Name

DN Distinguished name

HTTP Hypertext Transfer Protocol
JDBC Java Database Connectivity
JDK Java Development Kit

JKS Java keystore

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment
OHS Oracle HTTP Server

RSA Rivest—Shamir-Adleman
SMTP Simple Mail Transfer Protocol
SSL Secure Sockets Layer

TLS Transport Layer Security
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Configure SSL on Oracle Weblogic

This topic contains the following sub-topics:

e Setup SSL on Oracle Weblogic
This topic describes tasks to set up SSL on Oracle Weblogic application server.

e Certificates and Keypairs
This topic explains the certificates and keypairs used for validating the authenticity of the
server.

1.1 Set up SSL on Oracle Weblogic

This topic describes tasks to set up SSL on Oracle Weblogic application server.

To setup SSL on the Oracle Weblogic application server, perform the following tasks:

1. Obtain an identity (private key and digital certificates) and trust (certificates of trusted
certificate authorities) for the Oracle Weblogic application server.

2. Store the identity and trust. Private keys and trust CA certificates are stored in key stores.

3. Configure the identity and trust the key stores for the Oracle Weblogic application server in
the administration console.

4. Set SSL attributes for the private key alias and password in the Oracle Weblogic
administration console.

1.2 Certificates and Keypairs

ORACLE

This topic explains the certificates and keypairs used for validating the authenticity of the
server.

Certificates are used for validating the authenticity of the server. Certificates contain the name
of the owner, certificate usage, duration of validity, resource location, or distinguished name
(DN), which includes the common name (CN - website address or e-mail address depending
on the usage) and the certificate ID of the person who certified (signs) this information. It also
contains the public key and a hash to ensure that the certificate has not been tampered with. A
certificate is insecure until it is signed. Signed certificates cannot be modified.

A certificate can be self-signed or obtained from a reputable certificate authority such as
Verisign, Inc., Entrust.net, Thawte, GeoTrust, or InstantSSL.

SSL uses a pair of cryptographic keys - a public key and a private key. These keys are
similar in nature and can be used alternatively. What one key encrypts can be decrypted by the
other key of the pair. The private key is kept secret, while the public key is distributed using the
certificate.

A key tool stores the keys and certificates in a keystore. The default keystore implementation
implements it as a file. It protects private keys with a password. The different entities (key pairs
and the certificates) are distinguished by a unique ‘alias’. Through its keystore, the Oracle
Weblogic server can authenticate itself to other parties.
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Chapter 1
Certificates and Keypairs

In Java, a keystore is a java.security.KeyStore instance that you can create and manipulate
using the keytool utility provided with the Java Runtime.

There are two keystores to be managed by the Oracle Weblogic server to configure SSL.

» ldentity Keystore: This contains the key pairs and the Digital certificate. This can also
contain certificates of intermediate CAs.

e Trust Keystore: Contains the trusted CA certificates.
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Choose the Identity and Trust Stores

This topic explains to choose the identity and trust stores.

Oracle Financial Services Software recommends that the choice of Identity and Trust stores be
made upfront. Oracle Weblogic server supports the following combinations of Identity and Trust
stores:

e Custom Identity and Command Line Trust
e Custom Identity and Custom Trust

e Custom Identity and Java Standard Trust
e Demo Identity and Demo Trust

Oracle Financial Services does not recommend choosing Demo Identity and Demo Trust for
production environments.

It is recommended to separate the identity and trust stores since each Weblogic server tends
to have its own identity but might have the same set of trust CA certificates. Trust stores are
usually copied across Oracle Weblogic servers to standardize trust rules; it is acceptable to
copy trust stores since they contain public keys and certificates of CAs. Unlike trust stores,
identity stores contain private keys of the Oracle Weblogic server and hence should be
protected against unauthorized access.

Command Line Trust, if chosen requires the trust store to be specified as a command-line
argument in the Weblogic Server startup script. No additional configuration of the trust store is
required in the Weblogic Server Administration Console.

Java Standard Trust would rely on the cacerts files provided by the Java Runtime. This file
contains the list of trust CA certificates that ship with the Java Runtime and are located in the
JAVA HOME/jre/lib/security directory. It is highly recommended to change the default
Java standard trust store password from change the password (without quotes), and the
default access permission of the file. Certificates of most commercial CAs are already present
in the Java Standard Trust store. Therefore, it is recommended to use the Java Standard Trust
store whenever possible. The rest of the document will assume the use of Java Standard Trust
since most CA certificates are already present in it.

One can also create custom trust stores containing the list of certificates of trusted CAs.

For further details on identity and trust stores, please refer to the Oracle Weblogic Server
documentation on Securing Oracle Weblogic Server.
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Obtain the Identity Store

This topic contains the following sub-topics:

e Create Identity Store with Self-Signed Certificates
This topic describes the creation of identity store along with Self-signed certificates.

e Create ldentity Store with Trusted Certificates Issued by CA
This topic explains to create identity store with trusted certificates issued by CA.

3.1 Create Identity Store with Self-Signed Certificates

This topic describes the creation of identity store along with Self-signed certificates.

Self-signed certificates are acceptable for use in a testing or development environment. Oracle
Financial Services does not recommend the use of self-signed certificates in a production
environment.

To create a self-signed certificate, the genkey pair option provided by the keytool utility of Sun
Java 6 needs to be utilized.

This topic contains the following sub-topic:

e Creation of Self-Signed Certificate
This topic describes the creation of self-signed certificate.

3.1.1 Creation of Self-Signed Cetrtificate

This topic describes the creation of self-signed certificate.
Browse to the bin folder of JRE from the command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg RSA -keysize 1024 -sigalg
SHA1withRSA -validity 365 -keystore keystore
In the above command,

1. alias is used to identify the public and private key pair created. This alias is required later
when configuring the SSL attributes for the managed servers in Oracle Weblogic Server.

2. keystore is used to specify the location of the JKS file. If no JKS file is present in the path
provided, one will be created.

The command will prompt for the following attributes of the certificate and keystore:

Table 3-1 Attributes of the certificate and Keystore

- ______________________________________________|
Attributes Description

Keystore Password Specify a password that will be used to access the keystore. This
password needs to be specified later when configuring the identity store
in Oracle Weblogic Server.
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Create Identity Store with Self-Signed Certificates

Table 3-1 (Cont.) Attributes of the certificate and Keystore

Attributes

Description

Key Password

Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later when
configuring the SSL attributes of the managed server(s) in the Oracle
Weblogic Server.

First and Last Name (CN)

Enter the domain name of the machine used to access Oracle Banking
Corporate Lending, for instance, www.example.com

Name of your
Organizational Unit

The name of the department or unit making the request, for example,
BPD. Use this field to identify the SSL Certificate you are creating, for
example, by department or by the physical server.

Name of your Organization

The name of the organization making the certificate request, for
example, Oracle Financial Services. It is recommended to use the
company or organization's formal name, and this name entered here
must match the name found in official records.

Name of your City or
Locality

The city in which your organization is physically located, for example,
Mumbai.

Name of your State or
Province

The state/province in which your organization is physically located, for
example, Maharashtra.

Two-Letter Country Code
for this Unit

The country in which your organization is physically located, for
example, US, UK, IN, etc.

# Note:

The key generation algorithm has been specified as RSA, the key size as 1024 bits,
the signature algorithm as SHA1withRSA, and the validity days as 365. These can be
changed to suitable values if the need arises. For further details, please refer to the
documentation of the keytool utility in the JDK utilized by the Oracle Weblogic Server.

Listed below is the result of a sample execution of the command:

D:\Oracle\weblogicllg\jrockit 160 05 R27.6.2-20\bin>keytool -
genkeypair -alias selfcert -keyalg RSA -keysize 1024 -sigalg
SHA1lwithRSA -validity 365 -keystore D:\keystores\FCUBSKeyStore.jks

Enter keystore password:<Enter a password to protect the keystore>
Re-enter new password:<Confirm the password keyed above>
What is your first and last name?

[Unknown] :
What is the
[Unknown] :
What is the
[Unknown] :
What is the
[Unknown] :
What is the
[Unknown] :
What is the
[Unknown]: IN

BPD

Mumba i

cvrhp0729.i-flex.com
name of your organizational unit?

name of your organization?
Oracle Financial Services
name of your City or Locality?

name of your State or Province?
Maharashtra
two-letter country code for this unit?

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial Services, L=Mumbai,

ST=Maharashtra,

C=IN correct?
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Create Identity Store with Trusted Certificates Issued by CA

[no]: yes
Enter key password for <selfcert>
(RETURN if same as keystore password) :<Enter a password to protect the key>
Re-enter new password:<Confirm the password keyed above>

3.2 Create Identity Store with Trusted Certificates Issued by CA

This topic explains to create identity store with trusted certificates issued by CA.
This topic contains the following sub-topics:

e Creation of Public and Private Key Pair
This topic provides the detailed information on creation of public and Private Key Pair.

* Generate CSR
This topic provides the information to generate CSR.

*  Obtain Trusted Certificate from CA
This topic explains to obtain trusted certificate from CA.

* Import Certificate into Identity Store
This topic describes the information on importing certificate into identity store.

3.2.1 Creation of Public and Private Key Pair

This topic provides the detailed information on creation of public and Private Key Pair.
Browse to the bin folder of JRE from the command prompt and type the following command.
keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

In the above command,

1. alias is used to identify the public and private key pair created. This alias is required later
when configuring the SSL attributes for the managed servers in Oracle Weblogic Server.

2. keyalg is the key algorithm used to generate the public and private key pair. The RSA key
algorithm is recommended.

3. keysize is the size of the public and private key pairs generated. A key size of 1024 or
more is recommended. Please consult with your CA on the key size support for different
types of certificates.

4. sigalg is the algorithm used to generate the signature. This algorithm should be
compatible with the key algorithm and should be one of the values specified in the Java
Cryptography API Specification and Reference.

5. valdays is the number of days for which the certificate is to be considered valid. Please
consult with your CA on this period.

6. keystore is used to specify the location of the JKS file. If no JKS file is present in the path
provided, one will be created.

The command will prompt for the following attributes of the certificate and keystore:
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Table 3-2 Attributes of the certificate and Keystore

- __________________________________________________|
Attributes Description

Keystore Password Specify a password that will be used to access the keystore. This
password needs to be specified later when configuring the identity store
in Oracle Weblogic Server.

Key Password Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later when
configuring the SSL attributes of the managed server(s) in the Oracle
Weblogic Server.

First and Last Name (CN) Enter the domain name of the machine used to access Oracle Banking
Corporate Lending, for instance, www.example.com

Name of your The name of the department or unit making the request, for example,
Organizational Unit BPD. Use this field to identify the SSL Certificate you are creating, for
example, by department or by the physical server.

Name of your Organization | The name of the organization making the certificate request, for
example, Oracle Financial Services. It is recommended to use the
company or organization's formal name, and this name entered here
must match the name found in official records.

Name of your City or The city in which your organization is physically located, for example,
Locality Mumbai.

Name of your State or The state/province in which your organization is physically located, for
Province example, Maharashtra.

Two-Letter Country Code The country in which your organization is physically located, for

for this Unit example, US, UK, IN, etc.

Listed below is the result of a sample execution of the command:

D:\Oracle\weblogicllg\jrockit 160 05 R27.6.2-20\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHA1lwithRSA -validity 365 -keystore D:\keystores\FCUBSKeyStore.jks

Enter keystore password:<Enter a password to protect the keystore>
Re-enter new password:<Confirm the password keyed above>
What is your first and last name?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown] : Oracle Financial Services
What is the name of your City or Locality?
[Unknown]: Mumbai
What is the name of your State or Province?
[Unknown]: Maharashtra
What is the two-letter country code for this unit?
[Unknown]: IN
Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial Services, L=Mumbai,
ST=Maharashtra, C=IN correct?
[no]: yes
Enter key password for <cvrhp0729>
(RETURN if same as keystore password) :<Enter a password to protect the key>
Re-enter new password:<Confirm the password keyed above>

3-4



Chapter 3
Create Identity Store with Trusted Certificates Issued by CA

3.2.2 Generate CSR

This topic provides the information to generate CSR.

To purchase an SSL certificate, one needs to generate a Certificate Signing Request (CSR) for
the server where the certificate will be installed.

A CSR is generated from the server and is the server's unique fingerprint. The CSR includes
the server's public key, which enables server authentication and secure communication.

# Note:

If the keystore file or the password is lost and a new one is generated, the SSL
certificate and the private key will no longer match. A new SSL Certificate will have to
be requested.

The CSR is created by running the following command in the bin directory of the JRE:

keytool -certreq -alias alias —-file certreq file -keystore keystore
In the above command,

1. alias is used to identify the public and private key pair. The private key associated with the
alias will be utilized to create the CSR. Specify the alias of the key pair created in the
previous step.

2. certreq_file is the file in which the CSR will be stored.
3. keystore is the location of the keystore containing the public and private key pair.
Listed below is the result of a sample execution of the command.

D:\Oracle\Weblogicllg\jrockit 160 05 R27.6.2-20\bin>keytool -certreq -
alias cvrhp0729 -file D:\keystores\certreqg.csr -
keystoreD: \keystores\FCUBSKeyStore. jks

Enter keystore password: [Enter the password used to access the keystore]
Enter key password for <cvrhp0729>

(RETURN if same as keystore password): [Enter the password used to access the
key in the keystore]

3.2.3 Obtain Trusted Certificate from CA

This topic explains to obtain trusted certificate from CA.

The processes of obtaining a trusted certificate vary from one CA to another. The CA might
perform additional offline verification. Consult the CA issuing the certificate for details on the
process to be followed for submission of the CSR and for obtaining the certificate.

3.2.4 Import Certificate into Identity Store

ORACLE

This topic describes the information on importing certificate into identity store.

Store the certificate obtained from the CA in the previous step, in a file, preferably in PEM
format. Other formats like the p7b file format would require conversion to the PEM format.
Details on performing the conversion are not listed here. Please refer to the Oracle Weblogic
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Server documentation on Securing Oracle Weblogic Server for details on converting a
Microsoft p7b file to the PEM format.

The command to be executed for importing a certificate into the identity store depend on
whether the trust store is chosen (in the earlier step; see section 2 of this document). It is
highly recommended to verify the trust path when importing a certificate into the identity store.
The commands provided below assume the use of the Java Standard Trust store.

This topic contains the following sub-topics:

e Import Intermediate CA certificate
This topic provides detailed information on importing Intermediate CA certificate into
keystore.

e Import Identity Certificate
This topic describes the information on importing identity certificate into keystore.

3.2.4.1 Import Intermediate CA certificate

ORACLE

This topic provides detailed information on importing Intermediate CA certificate into keystore.

Most Certificate Authorities do not use the root CA certificates to issue identity certificates for
use by customers. Instead, Intermediate CAs issue identity certificates in response to the
submitted CSRs.

If the Intermediate CA certificate is absent in the Java Standard Trust store, the trust path for
the certificate will be incomplete for the certificate, resulting in warnings issued by Weblogic
Server during runtime. To avoid this, the intermediate CA certificate should be imported into the
identity keystore. Although the intermediate CA certificate can be imported into the Java
Standard Trust store, this is not recommended unless the intermediate CA can be trusted.

The following command should be executed to import the intermediate CA certificate into the
keystore.

keytool -importcert -alias alias -file cert file -trustcacerts -
keystore keystore
In the above command,

1. alias is used to identify the public and private key pair. Specify the alias of the key pair
used to create the CSR in the earlier step.

2. cert file is the location of the file containing the intermediate CA certificate in a PKCS#7
format (PEM or DER file).

3. keystore is the location of the keystore containing the public and private key pair.

The trustcacerts flag is used to consider other certificates (higher intermediaries and the root
CA) in the chain of trust. If no chain of trust is established during verification, the certificate will
be displayed and one would be prompted to verify it. It is recommended that due diligence be
observed when the prompt is displayed to verify a certificate when a chain of trust is absent.

Listed below is a sample execution of the command.

D:\Oracle\weblogicllg\jrockit 160 05 R27.6.2-20\bin>keytool -
importcert -alias verisigntrialintermediateca -
fileD:\keystores\VerisignIntermediateCA.cer -trustcacerts -
keystoreD:\keystoreworkarea\FCUBSKeyStore.jks

Enter keystore password:<Enter the password used to access the keystore>
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Certificate was added to keystore.

3.2.4.2 Import Identity Certificate

ORACLE

This topic describes the information on importing identity certificate into keystore.
The following command should be executed to import the identity certificate into the keystore.

keytool -importcert -alias alias -file cert file -trustcacerts -
keystore keystore
In the above command,

1. alias is used to identify the public and private key pair. Specify the alias of the key pair
used to create the CSR in the earlier step.

2. cert file is the location of the file containing the PKCS#7 formatted reply from the CA,
containing the signed certificate.

3. keystore is the location of the keystore containing the public and private key pair.

The trustcacerts flag is used to consider other certificates (intermediate CAs and the root CA)
in the chain of trust. If no chain of trust is established during verification, the certificate will be
displayed and one would be prompted to verify it. It is recommended that due diligence be
observed when the prompt is displayed to verify a certificate when a chain of trust is absent.

Listed below is a sample execution of the command.

D:\Oracle\weblogicllg\jrockit 160 05 R27.6.2-20\bin>keytool -
importcert -alias cvrhp0729 -file D:\keystores\cvrhp0729.cer -
trustcacerts -keystore D:\keystoreworkarea\FCUBSKeyStore.jks

Enter keystore password:<Enter the password used to access the keystore>
Enter key password for <cvrhp0729>:<Enter the password used to access the
private key>

Certificate was added to keystore.

The previous set of commands assumed the presence of the appropriate root CA certificate (in
the chain of trust) in the Java Standard Trust store, i.e. in the cacerts file. If the CA issuing the
identity certificate (for the Weblogic Server) does not have the root CA certificate in the Java
Standard Trust store, one can opt to import the root CA certificate into cacerts, or the identity
store, depending on factors including the trustworthiness of the CA, the necessity of
transporting the trust store across the machine, among others.

3-7



Configure Identity and Trust Stores for
Weblogic

This topic contains the following sub-topics:

e Enable SSL on Oracle Weblogic Server

This topic explains the systematic instructions to enable SSL on Oracle Weblogic Server.

e Configure Identity and Trust Stores
This topic provides the systematic instructions to configure identity and trust stores.

4.1 Enable SSL on Oracle Weblogic Server

This topic explains the systematic instructions to enable SSL on Oracle Weblogic Server.

To configure SSL on the Oracle Weblogic server, login into the Admin Console and follow the

steps given below:
1. Click the Lock & Edit button under Change Center.
2. Expand the Servers node.

3. Select the name of the server for which you want to enable SSL (example -
exampleserver).

4. Go to Configuration and select the General tab.
5. Select the option SSL Listen Port Enabled and specify the SSL listen port.

6. Against Listen Address, specify the hostname of the machine in which the application
server is installed.

4.2 Configure Identity and Trust Stores

ORACLE

This topic provides the systematic instructions to configure identity and trust stores.

To configure the Identity and Trust stores in Oracle Weblogic Server, login to the Admin
Console of Weblogic Server.

1. Click the Lock & Edit button under Change Center.
2. Expand the Servers node.

3. Select the name of the server for which you want to configure the keystores (example -
exampleserver).

4. Go to Configuration and select the Keystores tab.

5. Inthe field Keystores, select the method for storing and managing private keys/digital
certificate pairs and trusted CA certificates. This choice should match the one made in
Section 2 of this document (Choosing the Identity and Trust Stores).

6. In the Identity section, provide the following details:

a. Custom Identity Keystore File Name: Fully qualified path to the Identity keystore.
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Custom Identity Keystore Type: Set this attribute to JKS, the type of the keystore. If
left blank, it defaults to JKS (Java KeyStore).

Custom Identity Keystore PassPhrase: The password you enter when reading or
writing to the keystore. This attribute is optional or required depending on the type of
keystore. All keystores require the passphrase to write to the keystore. However, some
keystores do not require the passphrase to read from the keystore. Oracle Weblogic
Server only reads from the keystore. So whether or not you define this property
depends on the requirements of the keystore.

In the Trust section, provide the following details:

If you choose Java Standard Trust, specify the password used to access the trust store.

If you choose Custom Trust, the following attributes have to be provided:

a.

b.

Custom Trust Keystore: The fully qualified path to the trust keystore.

Custom Trust Keystore Type: Set this attribute to JKS, the type of the keystore. If left
blank, it defaults to JKS (Java KeyStore).

Custom Trust Keystore Passphrase: The password you enter when reading or
writing to the keystore. This attribute is optional or required depending on the type of
keystore. All keystores require the passphrase to write to the keystore. However, some
keystores do not require the passphrase to read from the keystore. Oracle Weblogic
Server only reads from the keystore. So, whether or not you define this property
depends on the requirements of the keystore.

# Note:

When identity and trust stores are of the JKS format, the passphrases are
not required.
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Configure SSL Attributes for Managed Servers

This topic explains to set SSL attributes for managed servers.

This topic contains the following sub-topics:

Set SSL Attributes for Private Key Alias and Password
This topic explais the systematic instruction to set SSL attributes for private key alias and
password.

5.1 Set SSL Attributes for Private Key Alias and Password

This topic explais the systematic instruction to set SSL attributes for private key alias and

ORACLE

password.
To configure the private key alias and password, login to the Oracle Weblogic Server Admin
Console.
1. Click the Lock & Edit button under Change Center.
2. Expand the Servers node.
3. Select the name of the server for which you want to configure the keystores (example -
exampleserver).
4. Go to Configuration and select the SSL tab.
5. Select Keystores from Identity and Trust Locations.
6. Under Identity section, specify the following details:
a. Private Key Alias: Set this attribute to the alias name defined for the key pair when
creating the key pair in the Identity keystore.
b. Private Key Passphrase: The password defined for the key pair (alias_password) at
the time of its creation. Confirm the password.
7. Click Save.
8. Click Activate Changes button under Change Center.
9. Go to the controls tab, check the appropriate server, and click Restart SSL. Confirm

when it prompts.
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Test Configuration

ORACLE

This topic explains to test the application after configuring with Oracle Weblogic for SSL.

Once the Oracle Weblogic has been configured for SSL, deploy the application in the usual
manner. The application can be tested in SSL mode after deployment. To launch the
application in SSL mode, enter the URL in the following format:

https:/I(Machine Name):(SSL_Listener_port_no)/(Context_root)

It is recommended that the Oracle Banking Corporate Lending web application be accessed
via the HTTPS channel instead of the HTTP channel.
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Create Resources on Weblogic

This topic explains the steps to deploy the Oracle Banking Corporate Lending application and
gateway application in the application server.

This topic contains the following sub-topics:

Resource Administration
This topic explains the process of resource administration on Oracle Weblogic.

Configure Weblogic for PMGateway
This topic explains to configure Weblogic for PMGateway.

Configure Weblogic for Oracle Banking Corporate Lending
This topic provides the systematic instructions to configure the Oracle WebLogic
application server for Oracle Banking Corporate Lending.

Configure Mail Session in Weblogic

This topic describes the set of configurations changes required in the Oracle Weblogic
Server when Oracle Banking Corporate Lending is configured to generate and send
passwords to users via e-mail.

7.1 Resource Administration

This topic explains the process of resource administration on Oracle Weblogic.

ORACLE

All the resources are mentioned in the Resources To be Created guide that need to be created
before deployment.

One example for each category is explained in the following sub-topics.

Create Data Source
This topic explains methods to create data sources.

Create JMS Server
This topic explains the systematic instructions to create the JMS server in the Weblogic
application server.

Create JMS Modules
This topic explains the systematic instructions to create the JMS Modules in the Weblogic
application server.

Create Subdeployment
This topic explains the systematic instructions to create the subdeployment in the Weblogic
application server.

Create JMS Queue
This topic provides the systematic instructions to create the JMS Queue in the Weblogic
application server.

Create JMS Connection Factory
This topic explains the systematic instructions to create the JMS Connection Factory in the
Weblogic application server.
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7.1.1 Create Data Source

This topic explains methods to create data sources.

This topic contains the following sub-topics:

Prerequisites
This topic explains the prerequities details to create data source.

XA Enabled Data Source
This topic provides the systematic instructions to create the XA enabled data source in the
Weblogic application server.

Non-XA Enabled Data Source
This topic provides the systematic instructions to create the Non-XA enabled data source
in the Weblogic application server.

7.1.1.1 Prerequisites

ORACLE

This topic explains the prerequities details to create data source.

To create the data source, the OCI needs to be enabled. For this, download Oracle Instant
Client and install it. The details are given below:

Table 7-1 Oracle Instant Client

Package Download Location Remarks
Oracle Instant Client https://www.oracle.com/ Install Oracle Instant Client in a local
Package database/technologies/ directory. While configuring Weblogic for

instant-client/downloads.html | Windows or Unix/Linux box, the user needs to
provide the directory path where Instant
Client is installed.

The user needs to do the data source configuration with the OCI driver enabled. The
configurations are given below.

Oracle Weblogic on Windows Box:

Set {ORACLE_HOME} in the environment variable.

Update the Environment Variable Path as {ORACLE _HOME}/Instance Client. This
is required to load all the .dll files.

Ensure that the ojdbc*.jar file in {WL HOME}/server/lib/ojdbc*.jar is the
same as the file {ORACLE HOME}/jdbc/lib/ojdbc*.jar. This is required for
ensuring compatibility.

Update PATH in StartWebLogic.bat or setDomainEnv.bat. This must be the directory
path where Oracle Instant Client is installed.

Oracle Weblogic on Unix/Linux Box:

Set {ORACLE_HOME} in the environment variable.

Update the environment variable LD_LIBRARY_PATH as {ORACLE HOME}/1lib. This
is to load all the .so files.

Ensure that the ojdbc*.jar file in {WL_HOME} /server/lib/ojdbc*.jar is the
same as the file {ORACLE HOME}/jdbc/1lib/ojdbc*.jar. This is to ensure
compatibility.
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— Update LD_LIBRARY_PATH in StartWeblogic.sh or setDomainEnv.sh. This must be
the directory path where Oracle Instant Client is installed.

— If you are still not able to load the .so files, then you need to update the
EXTRA_JAVA_PROPERTIES by setting Djava.library.path as { ORACLE HOME}/lib
in StartWebLogic.sh or setDomainEnv.sh.

If the target database is Autonomous Database then configure the TNS_ADMIN in the DB
client of the Application server with the Autonomous Database Wallet given by the Database
Administrator.

7.1.1.2 XA Enabled Data Source

This topic provides the systematic instructions to create the XA enabled data source in the
Weblogic application server.

To create the XA enabled data source, follow the steps below:

1. Start the Administrative Console of the WebLogic application server. Enter the Oracle
WebLogic Admin Console URL in the address bar in an internet browser. For example:
http://10.10.10.10:1001/console

The Oracle Weblogic Server - Welcome screen displays.

Figure 7-1 Oracle Weblogic Server - Welcome

ORACLE WebLogic Server Administration Console 12¢

Welcome:

Log i to work with the Weblogic Server domain

Username:

Password:

2. Specify the WebLogic administrator Username, Password and click Log In.

The Oracle Weblogic Server - Home Page screen displays.
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Figure 7-2 Oracle Weblogic Server - Home Page
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Under the Change Center, click on the Lock & Edit button.

Go to Data Sources.

The Summary of JDBC Data Sources screen displays.

Figure 7-3 Summary of JDBC Data Sources

Change Center
View changes and restarts
o pending changes exist. Click the Release
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domain.
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Configuration

b

Summary of JDBC Data Sources

Monitoring

orrow a database connection from a data source.

A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC connections, Appiications can look up a data source on the JNDI tree and then

This page summarizes the JDBC dats source objects that have been created in this domain,

P customize this table

Data Sources (Filtered - More Columns Exist)

Welcome, weblogic ‘ Comnected to; feubs113_domain

New ~ Showing 1 to 20f 2 Previous | Next
[ | name & Type INDI Name Targets

[ |Feussis Generic Jdbe/fejdevDs ManagedServerl

[ |Feussiisranch Generic Jdbe/fejdevDSaranch ManagedServerl

New v

Showing 1to 20f 2 Previous | Next

System Status ]
Heslth of Running Servers
[ Faled(®
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[ Overloaded @)
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On the left pane, under Domain Structure, expand Services and then Data Sources
under it. Click the Lock & Edit button.

The Summary of JDBC Data Sources - Configuration screen displays.
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Figure 7-4 Summary of JDBC Data Sources - Configuration
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To create a new data source, click New and select Generic Data Source from the drop-

down.

The Create a New JDBC Data Source screen displays.

Figure 7-5 Create a New JDBC Data Source

Change Center
View changes and restarts
o pending changes exist. Click the Release

Configuration button to allow others to edit the
domain,

Release Configuration
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IDBC Data Source Properties
The following properties wil be used to identfy your new JDBC data source.,
* Indicates required fields
What would you like to name your new JDBC data source?

] * Name: FLEXTEST.WORLD

What JNDI name would you like to assign to your new JDBC Data Source?

@F INDI Name:
LEXTEST .WORLD ||

What database type would you like to select?

Database Type:
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Welcome, weblogic ‘ Comnected to; feubs113_domain
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For more information on fields, refer to the field description table.
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Table 7-2 Create a New JDBC Data Source

Field Description

JDBC Datasource Name
JNDI Name
Database Type

Click Next.

Name of the data source.

JNDI name which will be used for lookup.
Specify the database type as Oracle from the drop-down list.

The JDBC Data Source Properties screen displays.

Figure 7-6 JDBC Data Source Properties

@ Home Log Out Preferences [5 Record Help | Q Welcome, weblogic | Connected to: FCLA1INSTEST

Home >Summary of Services >Summary of JDBC Data Sources
Create a New JDBC Data Source
Back| |Next ‘ Finish ‘ Cancel
JDBC Data Source Properties
The following properties will be used to identify your new JDBC datz seurce.
Database Type: Orade
Wihat database driver would you like to use ta create database connections? Note: = indicates that the driver is explicitly supported by Oracle WebLogic Server.
Database Driver:

*Oracle’s Driver (Thin XA) for Service connections; Versions:Any .

Back] [Net] | [Finh] | Cancel

Select the database driver from the drop-down list and click Next.

The Create a New JDBC Data Source - Transaction Options screen displays.

Figure 7-7 Create a New JDBC Data Source - Transaction Options

ORACLE weblogic Server® Administration Console

- |

Change Center &) Home Log Out Preferences [ Record Help Q Welcome, weblogic | Cornected to: feubs113_domain
i e ] e tarte Hore =Summary of Deployments > Summary of JDBC Data Sources

No peneing changes exist, Clck the Release Create a New JDBC Data Source

Configuration button to allow others to edit the

domain,

Back || Hext | ‘Cam:e\

Transaction Options.
Release Configuration

You have selected an XA JDBC driver to use to create database comnection in your new data source, The data source wil support global transactions and use the ‘Two-Phase Comit' global
transaction pratacol, No other ransacton configuration optians are availzble,
Domain Structure

bs113_doman Back r«m| ‘Cmce\
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“Services

#-Meszaging

~-Data Sources
{+-Persistent Stores
~-Foreign JNDI Providers
~-Work Contexts

~“XML Registries

~-XML Entity Caches
~-jcoM

~-Mall Sessions

~File T3

How do L. =

* Creste IDEC generic data sources
 Creste LLR-enabled JDBC dzta sources

System Status =

Heslth of Running Servers

[ " Failed (0)

[ Critical (0)
Overloaded ()

[ wiarning (0)

I (2)

On the Create a New JDBC Data Source - Connection Properties screen, specify the
Database Name, Host Name, Port of the database server to connect, Database User
Name, Password. and Confirm password.

The Create a New JDBC Data Source - Connection Properties screen displays.
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Figure 7-8 Create a New JDBC Data Source - Connection Properties
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5 Password: FERE T

Confirm Password: sesnsnes
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10. Click Next.

The Create a New JDBC Data Source - Test Database Connection screen displays.

Figure 7-9 Create a New JDBC Data Source - Test Database Connection

ORACLE weblogic Server® Administration Console

(Change Center
View changes and restarts

Configuration editing is enabled. Future
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modify, add or delete items in this domain.
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Test Configurati Back| | Next |F|msl| Cancel

Test Database Connection
Test the database avalabiity and the connection properties you provided,

Whats the full package name of JDBC driver dass used to create database connections in the connection paol?

Driver Class Name: oracle.jdbc. OracleDriver

What is the URL of the database to connect to? The format of the URL varies by JDBC driver.

URL: jdbe-oraclethin@10.10.10

What database accountuser name do you want to Use to create database connections?

Database User Hame: FCPB1121

What is the database account passnord to use to create database connections?

Password: sessescesesesrere

Confirm Password: sesseessetsentRee

What are the properties to pass to the JOBC driver when creating database connections?

Properties:
user=FCPB1121 =

What table name or SQL statement would you like to use to test database connections?

Tock Tahls Namea:

11. Specify the Driver Class Name (Eg: oracle.jdbc.OracleDriver).
12. Specify the URL as jdbc:oracle:thin:@10.10.10.10:1001<INSTANCE_NAME>.

If the target database is Autonomous Database then, the URL Format to connect to
Autonomous Database must be as follows: Jdbc:oracle:thin:@<Database Service Connect

string >?TNS_ADMIN=<TNS ADMIN PATH>

Welcome, weblogic ‘ Comnected to: DefaultDomain
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13. Specify the Database username (Eg: FCPB1121) and password.
14. Confirm the password.

15. Click the Test Configuration button.

16. If the connection is established successfully,

A message displays on the Create a New JDBC Data Source screen confirming that
Connection test succeeded.

Figure 7-10 Create a New JDBC Data Source - Message

ORACLE WebLogic Server® Administration Console 300 on

Change Center &) Home Log Out Preferences [ Record Help Q Welcome, weblogic ‘ Comnected to: fcubs113_domain
et s Homs > Summary of JDBC Data Sources
Messages
o pending changes exist, Click the Release
Configuration button to allow others to edit the ¥ Connection test succesded,

domain
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Release Configuration Test Configuration | | Back | | Next |Fmish Cancel

Test Database Connection
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r Overloaded ()
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Properties:
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17. Click Next.

The Create a New JDBC Data Source - Select Targets screen displays.

ORACLE .



ORACLE"

Chapter 7
Resource Administration

Figure 7-11 Create a New JDBC Data Source - Select Targets

ORACLE WeblLogic Server® Administration Console
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18. Check the boxes against the required servers and click Finish.

The Summary of JDBC Data Sources - New Data Source screen displays.

Figure 7-12 Summary of JDBC Data Sources - New Data Source
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o Delete IDEC dats sources

® Delete IDBC multi data sources

System Status ]
Health o Runring Servers
[ Faled@
[ criteal ()
[ Overloaded
[ waming (O
I (2

19. Click the Activate Changes button on the left pane.

The message displays on the Summary of JDBC Data Sources screen confirming that
All the changes have been activated. No restarts are necessary.
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Figure 7-13 Summary of JDBC Data Sources - Activate Changes Message
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Messages
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delete items in this domain, # 2l changes have been activated, No restarts are necessary.

Lock &Ed] Summary of JDBC Data Sources

Configuration | Maritoring

Domain Structure

bs113_d = A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up 2 data source on the JNDI tree and then
g = borrow & database connection from a data source.

1 -Environment
~-Deployments This page summarizes the JDBC data source objects that have been created in this domain,
~Services
F-Messaging
--Data Sources P customize this table
{~-Persistent Stores i ltered i Coli B
~-Foreign JNDI Providers = jurces {Flered - More collnas Exdst)
~=Work Contexts Click the Lock & Fditbutton in the Change Center to activate all the buttons on this page.
~-XML Registries |
~-XML Entity Caches ~ Showing 1to 3of 3 Previous | Next
--jCoM
~-Mail Sessions
Hame & Type JNDI Hame Targets
_FileT3 ,d e e
P ] FCUBS113 Generic jdbefejdevDs ManagedServer 1
® Create JDEC generic datz sources FCUBS1138ranch Generic jdbe/fedevDsaranch Managedserver 1
* Create JDBC GricLink data sources
& Create JDBC multi data sources FLEXTEST.WORLD Generic FLEXTEST.WORLD AdminServer
& Deiets DEC dala soueces v Showing 110 30f 3 Previous | Next
* Delet JDBC multi data sources
System Status g

Health of Running Servers

I " Failed (0)
I criteal®
[ Overloaded (0
[ Waming @
I o« (2)

Refer to Resources_To_ Be_Created guide for the list of XA data sources to be created.

A new Data Source is created.

7.1.1.3 Non-XA Enabled Data Source

ORACLE

This topic provides the systematic instructions to create the Non-XA enabled data source in the
Weblogic application server.

To create the Non-XA enabled data source, follow the steps given below:

1. Start the Administrative Console of the WebLogic application server. Enter the Oracle
WebLogic Admin Console URL in the address bar in an internet browser. For example:
http://10.10.10.10:1001/console.

The Oracle Weblogic Server - Welcome screen displays.
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Figure 7-14 Oracle Weblogic Server - Welcome

ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

2. Specify the WebLogic administrator Username, Password and click Log In.

The Oracle Weblogic Server - Home Page screen displays.

Figure 7-15 Oracle Weblogic Server - Home Page
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o Record YLST Scints

o Change Console preferences

® Monitor servers

System Status
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[ overoaded @
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ORACLE Weblagic Server® Administration Console

@ Home Log Out Preferences
Home
Home Page
Information and Resources
Helpful Tools
a Configure appiications
= Configure GricLink for RAC Data Source
= Recent Task Status

= Set your consale preferences
Domain Configurations

Domain

® Domain

Environment

® Servers

® Clusters

Virtual Hosts
Migratable Targets

Coherence Servers

Coherence Clusters

WMachines

Work Managers

Startup And Shutdown Classes

Your Deployed Resources

 Deployments

Your Application’s Security Settings

® Security Realms

General Information

= Commen Administration Task Descriptions

= Read the documentstion

= Ask 2 question on My Oradle Support

= Oracle Guardian Overview

Services

® Messaging

= NS Servers

= Store-and-Forward Agents
M5 Modules

Path Services

Bridges
Data Sources
Persistent Stores
XML Registries
XML Entity Caches
Foreign JNDI Providers
Werk Contexts
jcom

Mail Sessions
FileT3

A

Welcome, weblogic ‘ Connected to: feubs113_domain

Interoperability
® WTC Servers

® Jolt Connection Pools

Diagnostics

o LogFies

o Diagnostic Moduss
* Diagnostic Images

o RequestPerformance
o Archives

o Context

o s

Charts and Graphs
& Monitoring Dashboard

3. Go to Data Sources.

The Summary of JDBC Data Sources screen displays.

ORACLE"
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Figure 7-16 Summary of JDBC Data Sources
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—File T3 j

New v Showing 1to 20f 2 Previous | Next

Lo}

How do ...
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@ Creste JDEC Grickink dats sources
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Health of Running Servers
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4. On the left pane, under Domain Structure, expand Services and then Data Sources
under it. Click the Lock & Edit button.

The Summary of JDBC Data Sources - Configuration screen displays.

Figure 7-17 Summary of JDBC Data Sources - Configuration

ORACLE weblogic Server® Administration Console

Change Center & Home Log Out Preferences (& Record Help Q WEkX)me,weblogic‘Cunnactﬁd to: feubs113_domain
View changes and restarts Home >Summary of JDBC Data Sources

No pending changes exist. Click the Release

Summary of JDBC Data Sources
Configuration button to allow others to edit the

domain. Configuration = Monitoring
Release Configuration A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC cornections, Applications can look up a data source on the JNDT tree and then
borrow a database connection from a data source.

T ——— “This page summarizes the JDBC data source objects that have been crested in this domain,

ubs113_domain -

# Eniironment P Customize this table

~-Deployments

“-Services

Data Sources (Filtered - More Columns Exist)

Eit-Messaging

DRt Shus: Newi v Shawing 1 to 20f 2 Previous | Next
Generic Data Source
Type INDI Hame Targets
Gridink Dats Source
Multi Data Source Generic Jdbe/fejdevDs ManagedServerl
~-XML Entity Caches
-jcom 0 | FCUBS 113ranch Generic jdbe FejdevDstranch ManagedServer 1
~-Mail Sessions
_Eie T3 = Ngw v Showing 1to20f 2 Previous | Next
How do L. Cl
o Create JDBC generic data sources
o Crest= IDBC Griclink dats sources
* Create IDBC mult data sources
* Delete JDEC data sources
& Delete IDBC mult data sources
System Status cl

Heslth of Running Servers
[ Faled(®
it @)
[ Overloaded @
[ wemn@
I (2)

5. To create a new data source, click New and select Generic Data Source from the drop-
down.

The Create a New JDBC Data Source screen displays.
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Figure 7-18 Create a New JDBC Data Source

Change Center
View changes and restarts

tiga

Domain Structure

"

A~ Name:

Datsbase Type:
System Status
Heaith of Running Servens fiem

For more information on fields, refer to the field description table.

4] DT Name:

Out Preferences [ Record Heb Q

anpes exst. They mustbe actvated Create a lhew J0BC Data Source

JDBC Data Source Properties

Thee folloreng prooertes wil be used to identfy your new JDEC data source.

Whas wsauid you B 50 name your v JDBC data source?

FCUBSDS

you bke 1o semgn tn your new J0BC Data Source?

dbc/foidevDs

What database type would you ke to stlect?

Table 7-3 Create a New JDBC Data Source

Chapter 7
Resource Administration

Welcome, weblogic |

frubs113_domain

Field

Description

JDBC Datasource Name

Name of the Datasource.

JNDI Name

JNDI for lookup.

Database Type

Oracle

Click Next.

The Create a New JDBC Data Source - JDBC Data Source Properties screen displays.
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Figure 7-19 Create a New JDBC Data Source - JDBC Data Source Properties
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Domain Structure
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How do L.. 8

 Create JDEC generic dats sources

® Create LLR-snabled JDBC data sources

System Status =
Health of Running Servers
[ Faled (@
[ cital@
[ overloaded (0)
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I (2)

7. Select the database driver from the drop-down list and click Next.

The Create a New JDBC Data Source - Transaction Options screen displays.

Figure 7-20 Create a New JDBC Data Source - Transaction Options

e TV W TP —rs— B OB

Change Center ) Home LogOut Preferences [ Record Help Q WEkx)me,wEblogi(‘CnnnE(lEd to: feubs113_domain

e s s b Homs >Summary of JDBC Data Sources

No pending changes exist, Click the Release Create a New JDBC Data Source
Configuration button to allow others to edit the
domain.

Back || Next ‘ |Eanca\

Transaction Options
Release Configuration

You have selected non-XA JDBC driver to create database connection in your new data source,

Domain Structure Does this data seurce support global transactions? If yes, please choose the transaction protocol for this data source.
1ibs 113_domain -
BH-Environment [] supports Global Transactions
~-Deployments
“Services

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the £ogging Last Resource (LLR) transaction opfimization

-Messaging Recommended in place of Emulate Two-Phase Commit,

~-Data Sources
[*-Persistent Stores
~-Foreign JNDI Providers
~\Work Contexts

~XML Registries

~-XML Entity Caches

Logging Last Resource

Select this option if you want to enable non-XA JDBC connections from the data source to emuiate participation in global transactions using ITA. Select this option only if your application can tolerate
heuristic conditions.

JCoM
et Emulate Two-Phase Commit
_FileT3 _'J
Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the one-phase commit transaction processing. With this option, no.
How do L (] other resources can participate in the global transaction.

* Create JDBC generic data sources R
* Create L(R-2nbled TDBC data sources

Back || Next ‘ |Canca\
System Status =

Health of Running Servers

I " Failed {0)
Critical (0)
r " Overloaded (0)

[ arring (0)

I o (2

8. Select Logging Last Resource then, uncheck Support Global Transactions and Click
Next.

The Create a New JDBC Data Source - Connection Properties screen displays.
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Properties

Change Center
View changes and restarts
No pending changes exist, Click the Release

Configuration button to allow others to edit the
jomain,

Release Configuration

Domain Structure

ubs113_domain -

-Environment

~Deployments

“HServices

Messaging

~Data Sources

F--Persistent Stares
Foreign JNDI Providers

~Work Contexts

XML Registries

~-XML Entity Caches

~-jcoM
~Mail Sessions |
~FieT3 =l
How do . Cl

® Create JDBC generic data sources
® Create LLR-enabled JDBC data sources

System Status =
Health of Running Servers
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[

~ Warning {0)
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9.
properties.

ORACLE weblagic Server® Administration Console

@ Home Log Cut Preferences [22] Record Help Q

Homs >Summary of JDBC Data Sources
Create a New JDBC Data Source

Back || lext ‘ ‘Dancsl

Connection Properties
Define Connection Praperties,
What is the name of the database you would like to connect to?

Database Name: KERDEV2

\What is the name or I7 address of the database server?

Host Namae: 10404010

What is the port on the database server used to connect to the datsbase?

o= 1010

What database account user name do you want to use to create database connections?

Database User Name:

FCPB1121

What is the database account password to use to create database connections?

Password: sesssese

Confirm Password: sesnsnes

Back || ext ‘ ‘\‘.am:él

Welcome, weblogic ‘ Cornected to; feubs113_domain

The Create a New JDBC Data Source - Connection Properties defines the connection

10. Specify the Database Name, Host Name, Port of the database server to connect,
Database User Name, Password, and Confirm the password.

11. Click Next.

The Create a New JDBC Data Source - Test Database Connection screen displays.

Figure 7-22 Create a New JDBC Data Source - Test Database Connection

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated a5 you
mocify, add or delete items in this domain

Domain Structure
DefaultDomain
-Environment
~-Deployments
“F-Services
B-messaging
~+1DBC

[»

it Sources

it Data Sources
iata Source Factories
~Persistent Stores
~-Foreign JNDI Providers
~Coherence Clusters
~Work Contexts
~XM|_Recisiries -]

Howdo L. =

« Creste JDBC data sources
« Create LLR-enabled JDBC data sources

System Status 2]
Health of Running Servers

[ Faed@
[ critical (0)
[ Overloaded @
Warning (0)
oK (1)

[
I

ORACLE

ORACLE Wablogic Sarver® Administration Console

&) Home Log Out Preferences [ Record Help ‘ Q

Home >Summary of JIDBC Data Sources

Create a llew JDBC Data Source

Finish | || cance!

Test Configuration | || Back Mml

Test Database Connection
Test the database avalabiity and the connection properties you provided,

What s the full package name of JOBC driver dass used to create database connections in the connection paol?

Driver Class Name: oracle jdbe. OracleDriver

What is the URL of the database to connect to? The format of the LRL varies by JDBC driver,

URL: jdbc-oraclethin@10.10.10

What database account user name do you want to use to create database connections?

Database User Hame: FCPB1121

What is the database account passnord to use to create database connections?

Password: sesesesesesnsnenee

Confirm Password: sesssssececncnnee

What are the properties to pass to the JIBC driver when creating database connections?

Properties:
user=FCPE1121

What table name or SQL statement would you like to use to test database connections?

Tock Tahla Namas

Welcome, weblogic ‘ Comnected to: DefaultDomain

i
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Specify the Driver Class Name (Eg: oracle.jdbc.OracleDriver).

Specify the URL as jdbc:oracle:oci:@10.10.10.10:1010:<INSTANCE_NAME> from
jdbc:oracle:thin:@10.10.10.10:1001<INSTANCE_NAME>.

If the target database is Autonomous Database then, the URL Format to connect to
Autonomous Database must be as follows: Jdbc:oracle:thin:@<Database Service Connect
string >?TNS_ADMIN=<TNS ADMIN PATH>

Specify the Database Username (Eg: testdb) and password.
Confirm the password.
Click on Test Configuration button.

If the connection is established successfully, a message displays on the Create a New
JDBC Data Source - Messages screen confirming that Connection test succeeded.

Figure 7-23 Create a New JDBC Data Source - Message

ORACLE Weblogic Server® Administration Console

. O J

Change Center &) Home Log Out Preferences [ Record Help Q Weknme,webloglc‘(nnnaned to: feubs113_domain
View changes and restarts Horme »Summary of JDBC Data Sources
Messages

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

# Connection test succeeded.
Create a Nlew JDBC Data Source

Release Configuration Test Configuration | || Back | | Next |Fmizh Cancel

Test Database Connection
Domain Structure

feubs113_domain Test the database avaiability and the connection properties you provided.
aveamen What s the full package name of JDBC driver class sed to create database connections in the connection pool?
~Deployments

-Services

B}-Messaging

~-Data Sources.
i~"Persistent Stores
~-Foreign JNDI Providers
~-Work Contexts

XML Registies

~-XML Entity Caches

DitVer,Class Hame: aracle jdbe OracleDriver

What is the URL of the database to connect ta? The format of the URL varies by JDBC driver.

URL:

=-JCOM jdbc-oraclethin'@10.10.10.
-Vl Sessions
T3 What database account user name do you want to use to create database connections?

How do T... =

Database User Hame: FCPBI121
® Crests IDEC generic data sources

® Creste LLR-snabled JDBC dats sources Whatis the database acrount password to Use to creste database connections?

System Status =]

Health afRunring Servers —_——
- sevessserenenenend
| Failed ()

[ critical (3)
Overloaded (3)

Confirm Password: seessssecsnssecsnd

[ " Warning {0)

I C ()

Vhat are the properties to pass to the JDBC driver when creating database connections?

Properties:

user=FCE31121

17. Click Next.

The Create a New JDBC Data Source - Select Targets screen displays.
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Figure 7-24 Create a New JDBC Data Source - Select Targets
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18. Select the check boxes against the required servers(for data source jdbc/fcjdevDS, it is
mandatory to select the admin server check box as well as the application-deployed
server) and click Finish.

The Summary of JDBC Data Sources - New Data Source screen displays.

Figure 7-25 Summary of JDBC Data Sources - New Data Source
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Domain Struch
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19. Click the Activate Changes button on the left pane.

The message displays on the Summary of JDBC Data Sources - Activate Changes
Message screen confirming that A11 the changes have been activated. No
restarts are necessary.
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Figure 7-26 Summary of JDBC Data Sources - Activate Changes Message
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20. Click the Datasource, and then click on the Connection Pool tab.

The Settings for fcjdevDS - Connection Pool screen displays.

Figure 7-27 Settings for fcjdevDS - Connection Pool
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]_J;;éﬂg‘"g within it are created when the connection pool is registered, usually when starting up Weblogic Server or when deploying the data source to a new target.
i~ Persistent Stores

Use this page to define the configuration for this data source's connection pool

- Work Contexts 45 URL: idbe-oracle oci-@10.10.10.10:1010-CPL11G2 The LRL of the database to connect to, The format of the URL varies by
XML Registries IDEC driver.  More Info...
~XML Entity Caches
—-icom 5 Driver Class Name: oracle jdbe OracleDriver The full package name of JDBC driver dass used to aeate the physical
i ~ database connections in the comnection pool. {Note that this driver ciass

Ml Sessinns must be in the dasspath of any server to which itis deployed.)  More
Info...
How do L. =
 Create JDBC data sources 5] Properties:

The list of properties passed to the JDBC driver that are used to reate

E taan e H physical database connections. For example: server=dbserver 1. List each
Configure testing options for a JDBC data UIEE nne property=value pair on a separate line. More Info...

source

Configure the statement cache for 3 JDBC
connection pool

Configure credential mapping for a JDBC data

sarze |

System Status =] 4 Password:

The password attribute passed to the JDBC driver when creating physical

database connections, More Info..
Health of Running Servers

[ Faled(@ CoMNIRE s s o SRNEEIINIRIIIRIIS
[ cite@
[ Overloaded (0)
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Maximum Capacity: 15 The maximum number of physical connections that this connection pool can
I o (1) contain. More Inf...

Initial Capacity: 1 The number of physical connections to create when creating the connection
pool. Mre Info...

Capacity Increment: 1 “The number of comnections aeated when new connections are added to the
connection pool.  More Info...

#F] Statement Cache Type: LRU = The algorithm used for maintaining the prepared statements stored in the

statement cache. More Info...

Statement Cache Size: 200 The number of prepared and callable statements stored in the cache. (This
may increase server performance.)  More Info...
b Advanced

Save
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On the Settings for fcjdevDS - Connection Pool screen, select the statement cache type
as LRU from the drop-down list.

Specify the statement cache size as 200.
Click Save button.

Refer to the Resources to be created guide for the list of Non-XA data sources to be
created.

# Note:

* You need to create another data source for Oracle FCUBS with the JNDI
name ‘_ASYNC’ for the batch process. For example, if the Oracle FCUBS
HOST Non-XA data source JNDI name is jdbclfcjdevDS, then you need to
create another data source for FCUBS with the JNDI name jdbc/
fcjdevDS_ASYNC.

e While creating a branch using the Branch Parameters Maintenance
(STDBRANC) screen, if you have created a data source for the branch, then
you need to create a corresponding ASYNC data source with the JNDI name
_ASYNC.

* You need to create another data source for Oracle ELCM with the JNDI
name _EL. For example, if the Oracle FCUBS HOST Non-XA data source
JNDI name is jdbclfcjdevDS then, you need to create another data source
for FCUBS with the JNDI name jdbclfcjdevDS_EL. Ensure that the
checkbox Support Global Transaction is checked and select Emulate Two-
Phase Commit for the ELCM data source.

The following is the list of data sources that can be created depending on the requirement.
For more information, refer to the Resources to be created guide.

Table 7-4 List of Data Sources
-

Purpose Datasource Name JNDI Name

FCUBS FCUBS_Data source jdbc/fcjdevDS

SMS SMS_Datasource jdbc/fcjdevDSSMS
VAMS VAMS_DATASOURCE jdbc/fcvambDS
Gateway FLEXTEST.WORLD FLEXTEST.WORLD
Async data source | FCUBS DS_ASYNC jdbc/fcjdevDS_ASYNC
Scheduler Scheduler_Datasource jdbc/fcjSchedulerDS

The Oracle Banking Corporate Lending data source is created.

7.1.2 Create JMS Server

This topic explains the systematic instructions to create the JMS server in the Weblogic
application server.

To create the JMS server, follow the steps given below:
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1. Start the Administrative Console of the WebLogic application server. Enter the Oracle
WebLogic Admin Console URL in the address bar in an internet browser. For example:

http://10.10.10.10:1001/console.

The Oracle Weblogic Server - Welcome screen displays.

Figure 7-28 Oracle Weblogic Server - Welcome

ORACLE WeblLogic Server Administration Console 12¢

Welcome

Log n to work with the Weblogic Server domain

Username:

Password:

2. Specify the WebLogic administrator Username, Password and click Log In.

3. Navigate to Oracle Weblogic home page.

The Oracle Weblogic Server - Home Page screen displays.

Figure 7-29 Oracle Weblogic Server - Home Page
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Change Center
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* Search the configuration S
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« Deployments
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Heaith of Running Servers
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Your Application's Security Settings

® Security Realms

@ Home LogOut Preferences cord

General Information

= Commen Administration Task Descriptions
= Read the documentation
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Services
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= Path Services
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+ Mal Sessions
o FileT3
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4. On the left pane, under Domain Structure, expand Services, Messaging and JMS
Server under it. Click the Lock & Edit button.

The Summary of JMS Servers screen displays.
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Figure 7-30 Summary of JMS Servers
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5. Click New.

The Create a New JMS Server - JMS Server Properties screen displays.

Figure 7-31 Create a New JMS Server - JMS Server Properties

ORACLE Weblagic Server® Administration Console
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For more information, refer to the fields description table.
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Table 7-5 Create a New JMS Server
- - ]

Field Description

JMS Server Name Specify the name of JMS Server.

Click Create a new Store button.

The Create a New JMS Server - Select store type screen displays.

Figure 7-32 Create a New JMS Server - Select store type

ORACLE WebLoglc Serve® Adrinisiraon Carese o

Change Center @ Home LogOut Preferences
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Select the Type as File Store from the drop-down.
Click Next.

The Create a New JMS Server - File Store Properties screen displays.

Figure 7-33 Create a New JMS Server - File Store Properties
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o v .
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9. To identify the new File Store, specify the following properties:

a. Specify the file store name as FCUBS_FileStore.
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b. Select a server. For this file store, you may select ManagedServerl (created by the

user).

c. Specify the File store Directory path as C: /FCUBS_FileStore.

d. Click OK.

10. Click Next and the message File store created successfully displays.

The Create a New JMS Server - Messages screen displays.

Figure 7-34 Create a New JMS Server - Messages
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Create a New JMS Server
Next ‘ Finish ‘ Cancel
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Spedify persistent store for the new JMS Server,

Persistent Store:

Next

Finish ‘ Cancel

| [FENEENEIESE v || create a Hew Store

Welcome, weblogic | Cornected to: feubs113_domain

11. Click Next.

The Create a New JMS Server - Select Targets screen displays.
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Figure 7-35 Create a New JMS Server - Select Targets
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Select the Target as ManagedServerl.
13

Click on Finish and the message JMS Server created successfully displays.

The Summary of JMS Servers - Messages screen displays.

Figure 7-36 Summary of JMS Servers - Messages
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 Configure JMS servers

# Configure M5 system modules
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14. Click the Activate Changes button under Change Center.

The message 211 the changes have been activated. No restarts are
necessary displays.

The JMS Server is created.

ORACLE" 7.4



Chapter 7
Resource Administration

7.1.3 Create JMS Modules

This topic explains the systematic instructions to create the JMS Modules in the Weblogic
application server.

To create the JMS Modules, follow the steps given below:

1. Start the Administrative Console of the WebLogic application server. Enter the Oracle
WebLogic Admin Console URL in the address bar in an internet browser. For example:
http://10.10.10.10:1001/console.

The Oracle Weblogic Server - Welcome screen displays.

Figure 7-37 Oracle Weblogic Server - Welcome

ORACLE WebLogic Server Administration Console 12¢

Welcome

Login to work with the WebLogic Server domain

Username:

Password:

2. Specify the WebLogic administrator Username, Password and click Log In.
3. Navigate to Oracle Weblogic home page.

The Oracle Weblogic Server - Home Page screen displays.
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Figure 7-38 Oracle Weblogic Server - Home Page
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On the left pane, under Domain Structure, expand Services, Messaging and JMS

Modules under it.

The JMS Modules screen displays.

Figure 7-39 JMS Modules
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To create new JMS Module, click the Lock & Edit button under the Change Center.

The JMS Modules - New screen displays.
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Figure 7-40 JMS Modules - New
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On the JMS Modules screen, click New.

The Create JMS System Module screen displays.

Figure 7-41 Create JMS System Module
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For more information on fields, refer to the field description table.
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Table 7-6 Create JMS System Module

Field

Description

Name

Enter the System Module Name as FCUBS_SystemModule.

Description File Name

Enter the Description File Name as FCUBS_SystemModule.

Click Next.

The Create JMS System Module - Targets screen displays.

Figure 7-42 Create JMS System Module - Targets
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Select the check box against the server created and click Next.

The Create JMS System Module - Add Resources screen displays.

Figure 7-43 Create JMS System Module - Add Resources
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9. Click the Finish button.

The message displays on the JIMS Modules - Message screen confirming that JMS was
created successfully

Figure 7-44 JMS Modules - Message
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10. Click the Activate Changes button under Change Center. The message A11 the
changes have been activated. No restarts are necessary displays.

The JMS Modules - Activate Changes screen displays.

Figure 7-45 JMS Modules - Activate Changes Message
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Lock & Edi IMS Modules
IVS system resources are configured and stored as mocles simiar to standard J2EE madules. Such resources include queues, topics, connection factaries, templates, destination keys, quota,
R —— distributed queues, distributed topics, foreign servers, and VS d-fornard (SAF) ters, fou can configure and manage JMS system moduies 25 global system
resaurces.

1ubs113_domain -

‘This page summarizes the JMS system modules that have been created for this domain.

B Customize this table
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[ Click the Lack & Editbutton in the Change Center to activate all the buttons on this page.

Showing 1to 1of 1 Previous | Next

Name & Type
ek Contexs El FCUES Systembodule System
HowdoL.. 8
Showing 1to 1of 1 Previous | Next
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The JMS Module is created.

ORACLE" 7.29



Chapter 7
Resource Administration

7.1.4 Create Subdeployment

This topic explains the systematic instructions to create the subdeployment in the Weblogic
application server.

To create the subdeployments, follow the steps given below:

1. Start the Administrative Console of the WebLogic application server. Enter the Oracle
WebLogic Admin Console URL in the address bar in an internet browser. For example:
http://10.10.10.10:1001/console.

The Oracle Weblogic Server - Welcome screen displays.

Figure 7-46 Oracle Weblogic Server - Welcome

ORACLE WebLogic Server Administration Console 12¢

Welcome

Login to work with the WebLogic Server domain

Username:

Password:

2. Specify the WebLogic administrator Username, Password and click Log In.
3. Navigate to Oracle Weblogic home page.

The Oracle Weblogic Server - Home Page screen displays.
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6.

Figure 7-47 Oracle Weblogic Server - Home Page
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Welcome, weblogic ‘ Connected to: fcubs113_domain

Interoperability
® WTC Servers

& Jolt Connection Pools

Diagnostics

o LogFies

« Diagnostic Modules
o Disgostic Images

o Request Performance
o Archives

* Context

o s

Charts and Graphs

e Monitoring Dashboard &

" Warning (0)
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On the left pane, under Domain Structure, expand Services,
Modules under it.

Click the Lock & Edit button under the Change Center.
The JMS Modules screen displays.

Figure 7-48 JMS Modules

ORACLE weblogic Server® Administration Console
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Select the JMS module created earlier.

The Settings for FCUBS_SystemModule screen displays.
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Click on Subdeployments tab.

Settings for FCUBS_SystemModule - Subdeployments tab displays.

Figure 7-50 Settings for FCUBS_SystemModule - Subdeployments tab

ORACLE WebLogic Server® Administration Consale
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On the Subdeployments tab, click New.

The Create a New Subdeployment screen displays.
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Figure 7-51 Create a New Subdeployment
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Welcome, weblogic ‘ Connected to: feubs113_domain
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9.
and click Next.

The Create a New Subdeployment - Targets screen displays.

Figure 7-52 Create a New Subdeployment - Targets
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On Create a New Subdeployment screen, specify the Subdeployment Name as FCUBS

Welcome, weblogic ‘ Connected to: foubs113_domain

How do L. 8

* Configure subdeployments in JMS system
modules

System Status B

Health of Running Servers

[ Faled(0)
I cita@
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10. Select the JMS Server (as created by the user).
11. Click the Finish button.

The FCUBS subdeployment displays in the Settings for FCUBS_SystemModule -

Messages screen.
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Figure 7-53 Settings for FCUBS_SystemModule - Messages
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Subdeployments
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12. Click the Activate Changes button under Change Center. The message A11 the
changes have been activated. No restarts are necessary displays.

The Settings for FCUBS_SystemModule - Activate changes Messages screen

displays.

Figure 7-54 Settings for FCUBS_SystemModule - Activate Changes Messages
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The Subdeployment is created.
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7.1.5 Create JMS Queue

This topic provides the systematic instructions to create the JMS Queue in the Weblogic
application server.

To create the JMS Queue, follow the steps given below:
1. Select the JMS Module created earlier.

2. Click on the Configuration tab and then click Lock & Edit button under Change Center.
The Settings for FCUBS_SystemModule - Configuration tab displays.

Figure 7-55 Settings for FCUBS_SystemModule
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3. On the Settings for FCUBS_SystemModule - Configuration tab, click New.

The Create a New JMS System Module Resource screen displays.
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Figure 7-56 Create a New JMS System Module Resource
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4. Select the Queue option and then click Next.

The Create a New JMS System Module Resource - JMS Destination Properties screen
displays.

Figure 7-57 Create a New JMS System Module Resource - JMS Destination
Properties
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For more information, refer to the fields description table.

Table 7-7 JMS Destination Properties

Filed

Description

Name

Specify the Name of the Queue as NOTIFY_DEST_QUEUE.

JNDI Name

Specify the INDI Name as NOTIFY_DEST_QUEUE

Template

Select the Template as None from the drop-down.

Click Next.

The Create a New JMS System Module Resource - Select Subdeployment screen

displays.

Figure 7-58 Create a New JMS System Module Resource - Select Subdeployment
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The following properties will be used o target your new JHS system module resource

Use this page ta select 2 subdeployment to 3ssign this system module resource. A subdeployment is a mechanism by which JMS resaurzes are grouped and targeted to 3 server instance, duster, or
SAF agent. IF necessary, you can create & new subdeployment by ccking the Create a Nlew Subdeployment buttan. You can also reconfigure subdepiayment targets later by using the parent

module’s subdeployment management page.
Select the subdeployment you want to use. If you select (nane), no targeting will ocaur.
Subdeployments:

|Fcups % create a ew subaepioyment

What targets do you want to assign to this subdeployment?

Targets:

JMS Servers

@ Fcuss_JMsserver

Back | Finish ‘ Cancel

‘

Done

% Local intranet

#100% -

Select the managed server created and click Finish button.

The new JMS System Module Resource is created and displays a message on the

Setting for FCUBS_SystemModule screen confirming that JMS Queue are created

successfully.
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Figure 7-59 Settings for FCUBS_SystemModule - IMS Queue Messages
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7. Click the Activate Changes button under Change Center.

The message displays on the Settings for FCUBS_SystemModule screen confirming
that A1l the changes have been activated. No restarts are necessary

Figure 7-60 Settings for FCUBS_SystemModule - JMS Queue Activate changes
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tore-and-Forward Agents
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8. Click New to create more Queues. Follow the steps from 3 to 7.
The JMS Queue has been created successfully.
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This topic explains the systematic instructions to create the JMS Connection Factory in the
Weblogic application server.

After creating the queues, you need to create the connection factory. To create the JMS
Connection Factory, follow the steps given below:

On the Settings for FCUBS_SystemModule - Configuration tab, select the newly
created JMS Queue module.

The Settings for FCUBS_SystemModule - Configuration tab displays.

Figure 7-61 Settings for FCUBS_SystemModule
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ORACLE WeblLogie Server® Administration Console
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Name:

Descriptor File Name:

‘This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

P Customize this table
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Click New.

The Create a New JMS System Module Resource screen displays.
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Figure 7-62 Create a New JMS System Module Resource
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Select the Connection Factory option and then click Next.

The Create a New JMS System Module Resource - Connection Factory Properties

screen displays.

Figure 7-63 Create a New JMS System Module Resource - Connection Factory
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For more information, refer to the fields description table.

Table 7-8 Connection Factory Properties
|

Filed Description

Name Specify the Name of the Connection factory asNotifyDestQCF.
JNDI Name Specify the JNDI Name as NotifyDestQCF
Client ID Policy Select the Client ID policy as Restricted from the drop-down.

Select the XA Connection Factory Enabled check box and click Next.

The Create a New JMS System Module Resource - Targets screen displays.

Figure 7-64 Create a New JMS System Module Resource - Targets
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System Status Bl
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I
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Click on the Advanced Targeting.

The Create a New JMS System Module Resource - Advance Targeting screen
displays.
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Figure 7-65 Create a New JMS System Module Resource - Advance Targeting
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Subdeployments: FCUBS ¥ || Create a New Subdeployment
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Targets:
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IS Servers
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Done
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Select the Subdeployments as FCUBS from the drop-down list.

Under the JMS Servers, select the check box against Managed Server.

Click Finish.

The message displays on the Settings for FCUBS_SystemModule screen confirming
that Connection Factory created successfully.

Figure 7-66 Settings for FCUBS_SystemModule - Connection Factory Messages
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9. To have the XA Connection Factory enabled, click the Connection Factory NotifyDestQCF
from the Summary of Resources table.

The Settings for NotifyDestQCF screen displays.

Figure 7-67 Settings for NotifyDestQCF
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10. Click the Transactions tab.

The Settings for NotifyDestQCF - Transactions tab displays.

Figure 7-68 Settings for NotifyDestQCF - Transactions
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11. Select the XA Connection Factory Enabled check box.
12. Click the Save button.

The message displays on the Settings for NotifyDestQCF - Messages screen confirming
that Settings updated successfully.
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Figure 7-69 Settings for NotifyDestQCF - Messages
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13. Click the Activate Changes button under Change Center.

The message displays on the Settings for NotifyDestQCF screen confirming that A11
the changes have been activated. No restarts are necessary

Figure 7-70 Settings for NotifyDestQCF - Activate Changes
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The JMS Connection Factory is created.

7.2 Configure Weblogic for PMGateway

This topic explains to configure Weblogic for PMGateway.

To deploy and run the PMGateway application in the WebLogic server following configuration
needs to be done.
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Copy runtimel2.jar from database servers ORACLE HOME/sqlj/1ib to application servers
library path WEBLOGIC HOME/user projects/domains/<app-domain>/lib.

7.3 Configure Weblogic for Oracle Banking Corporate Lending

This topic provides the systematic instructions to configure the Oracle WebLogic application
server for Oracle Banking Corporate Lending.

To configure the Oracle WebLogic application server, follow the steps below:

1. Start the Administrative Console of the WebLogic application server. Enter the Oracle
WebLogic Admin Console URL in the address bar in an internet browser. For example:
http://10.10.10.10:1001/console

The Oracle Weblogic Server - Welcome screen displays.

Figure 7-71 Oracle Weblogic Server - Welcome

ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

2. Specify the WebLogic administrator Username, Password and click Log In.

Oracle Weblogic Server - Home Page screen displays.
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Figure 7-72 Oracle Weblogic Server - Home Page
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Select the domain from the domain structure as shown below. (Eg: fcubs113_domain).

Settings for fcubs113_domain screen displays.

Figure 7-73 Settings for fcubs113_domain
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“Enabling Exzlogic-Specific Enhancements in Oracie WebLogic Server 11g
Release 1 (10.3.4)"in the Oracke Exalogic Deployment Guide.  More Info...

Specifies that deployments targeted to a cluster succeed only if all servers in
the cluster are running, - More Infa. .

Spefies whether internal applications such as the console, uddi, wistestdlient,
and uddiexplarer are deployed on demand (frst access) nstead of during
server startup.  More Info.

Specifies whether the Guardian Agentis deployed when starting servers in the
current domain,  More Info.

(E3

%) Local intranet L 100%

Under the Configuration tab, select Web Applications.

Settings for fcubs113_domain - Web Applications tab displays.

ORACLE"
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Figure 7-74 Settings for fcubs113_domain - Web Applications

ORACLE WebLogic Server® Admirisiration Console B @2 020 OB

Welcome, weblogic ‘ Connected to; foubs113_domain

change Center {8 Home Log Out Preferences Help
VA ishoes s Teatarts =+ FLEXTEST WORLD »Summary of JMS Servers »IMS UES_Syst * NotfyDestQCF »FCUBS_SystemModuls > NotfyDestQUF >fcubst13 =Summery of Ma
= >faubs113_domain
Click the Lock & Edit button to modify, add or
delete items in this domain, Settings for fubs113_domain
Lock & Edtt Configuration | Monitoring | Control | Security | Web Service Security | Notes
General | JTa | 3P4 | EJBs | Web Applications | Logging | Log Fiters

Domain Structure Click the Lok & Editbutton in the Change Center to modify the settings on this page.
feubs113_domain [=] 5

~Envirenment -

i~Deployments
“Services Use this page to define the domain-wide Web application configuration settings.
4] Relogin Enabled Beginning with the 9.0 release the FORM/BASIC authentication behavior has

been modified to conform strictly to the J2EE Specification. If a user has. |
F— lagged-n but does not have privileges to access a resource, the 403

(FORBIDDEN) page wil be returned. Turn this flag on to enable the old
behavior, which ws to return the user to the login form. ~ More Infa...

In the security-constraints elements defined n 2 Web applicaton's web
Foreign INDL Providers 4] Allow All Roles Geployment descriptor, the aUth-constraint slement indicates the User roles
1 Context =] thatshould be permitted access to this resource collection. Here role-name =

" is & compact syntax for indicating al roles in the Web application. In

previous releases, role-name = "=" was treated as all users/roles defined in

the realm. This parameter i a backward-compatibilty suitch to restore old

behavior. Default behavier is ane required by the spec, meaning all roles

defined in the web applcation. If set, the value defined in weblogic.xmi

* stop deployed eb applications (container-descriptor - allow-al-roles) takes precedence i set) over this
value, More Info...

o}

Howdo L.

* Deploy Web applications

o Delete vich applcatons
©Updats nuy-fine ltscrpiots 4] Fiter Dispatched Requests Indicates whether or not to appiy fiters o dispatched requests. Thisis
backard compatiity fiag. Untl version 5,1, WebLogic Server applied
T ServletFiters (F configured for the web application) on request dipatches
(e incuses/fornards). Serviet 2,3 has noduced the Dispatcher” element
to make this behavior explicit, The default value is Dispatcher —REQUEST, In
order o be complaint uith the J2EE speaficaton, e default valus for

System Status

Health of Running Servers

T Faled(®) FilterDispatchedRequestsEnabled is false beginning with WebLogic Server 9.0
o MNote that if you are using old descriptors {meaning web.xml does not have
[ cit@@ wversion=2.4), then WebLogic Server automatically uses
FilterDispatchecRequestsEnabled = true for the Web applications, unless
Overloaded (1) fiter-dispatched-requests-enabled is explctly set to false in weblogic. .
—w o This means that old appiications wil work fine without any moification.
Vrarnung. (53 Additionally, during migration of old domains to the 9.0 domain, the migration
I - () plugin automatically sets this flag to true.  More Info..
Overload Protection Enabled This parameter is used to enable overioad protection in the webapp container

against low memory conditions, When a low memary situation occurs, new
session creation attempts will resultin

weblagic.serviet. SessionCreationException. The application code needs to
catch this exception and take proper action. Alternatively appropriate error-
pages can be configured in web.xmi against v

Done %) Local intranet * 100%

5. Check the options JSP Compiler Backwards Compatible and Archived Real Path
Enabled.

Figure 7-75 Settings for fcubs113_domain - Web Applications 2

[ Http Trace Support Enabled Returns the value of HttpTraceSupportEnabled.  More Info. -]
Specifies whether or not the proprietary WL-Proxy-Cient-IP header shouid be
WebLogic Plugin Enabled
[P Webl ooxc Flagen Ena honored, (This is needed only when WebLogic plugins are configured.) More
Info...
At codkic tnabted Vihether authcookie feature is enabled o not,  More Info...

Global property to determine if we need to generate a new SessionlD after
authentication. When this property set o "False”, the previous sessionID will
be retained even after authorization.  More Info

5] Change Session ID On Authentication

Indicates whether the session ID shoud indude 1M information. (Checking
B o e tis bos: may be necessary when using URL rewriting with VAP devices that
limit th size of the URL to 128 characters, and may alo affect the use of
replicated sessions it 3 cluster.) When this box i selected, the default size of
& URL wil be set at 52 characters, znd it will not contain any spedial
tharacters.  Mare Info

Post Timeout: 30 ‘The amount of time this server waits between receiving chunks of datain an
HTTP POST data before it times out. (This is used to prevent denial-of service
attacks that attempt to overload the server with POST data,) More Info...

Maximum Post Time: 4 Max Post Time (in seconds) for reading HTTP POST data in a serviet request.
MaxPostTime <0 means urlimited More Info...

Maximum Post Size: 3 The maximum post size this server allows for reading HTTP POST data in a
servlet request. A value less than 0 indicates an unimited size. - More Info,

= Indicates whether or not WorkContextPropagation is enabled. By default itis
‘Work Context P i Enabled
L bR N tumned on, There s a litie overhead invelved in propagating WorkContexts,
Therefore, if you don't care about torkContext propagation, twrn this value
offin production emvironments.  More Info...

] P3P Header Value: Returns the P3P Header value that will be sent with all responses for http
requests (if non-null). The value of this header points to the location of the
policy reference file for the Web site.  More Info...

P Glabal property to determine the behavior of the JSP compiler. When this

A8 2P Comider Backords Comipatdie oroperty set to "true’, the 57 compier throws a ranslation erar for J5Ps
that do not conform to the J5P2.0 spedification. This property exists for
backard compatbity.  More Info...

- bl property to determine the behavior of cetReaPath() for archived web
£ Archived Real Path Enabled S Hhis property sct to "truc®, getRedPath() wil retum the
Canonical path of the resource flss.  More Tnfo.

Save

6. Click Save.

A message displays on the Settings for fcubs113_domain screen confirming that
settings are updated successfully.
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Figure 7-76 Settings for fcubs113_domain - Messages

ORACLE Webiogic Server® Admiisvaion Consae B oF

Change Center &) Home Log Out Preferences [2 Record Help

Welcome, weblogic ‘ Cornected to; foubs113_domain

View changes and restarts

Pending changes exist, They mustbe activated |  Hessages
1o take effect.
 Settings updated successfully.
« Activate Changes.

Settings for feubs113_domain
Undo Al Changes

< wonitorng | Control | Security | Web Service Security | Notes
Domain Slches, Genersl | TA | 1P | E38s | Web Applications | Logang | Log Fiters
Lbs113_domain =
}-Environment

Save
--Deplayments =
Hseryices
Ef-Messaging Use tis page to define the domain-uide Web applcation configuration settings.
JMS Servers
Store-and-Forward Agents
M5 Modues Beainning with the 9,0 relesse the FORM/BASIC authentication behaviorhas |
ot [ e relogin Enabled been modified to conform stricty to the J2EE Spedfication. If 8 user ha
e logged-n but does not have privleges to access a resource, the 403
oridges (FORBIEDEN) page wil be returned. Turm this flag on to enable the old
~Data Sarces behavior, which was to return the user to the logn form. . More Info.
i-Persistent Stores
~Foreign JNDI Providers 1n the security-constraints elements defined in a Web application’s web.xml
~-york Contexts i [ 5 Allow All Roles dep\n /ment descriptor
e
How do I... =
& Deplay Vi applicatons the ek 1 b
o Stop deployed veb spplitions crhcnter: Foes, the vl
B nae {comaer desrptr > slow al 0] ke v edence (52t over this
o Undate run-tme descriptars
Indicates whether or not to apply fites to dispatched requests, Thisis a
T g| | D o8 Fiter Dispatched Requests backward compatibiity flag. Untl version 8.1, WebLogic Server applied
ServleFiters (f configured for the Web applcation) o reauest dispatches
R (and incudes/ ). Serviet 2.4 has niroduced the Dispatcher” element

0 make this behavior expiicit, The default value is Dispatcher =REQUEST, In
[ i order to be complaint with the 12EE specification, the defauit value for
i FilterDispatchedRequestsEnabled is false bagu'\nu'\g vith WebLogic Server 9.0

I Note that if you are using old descriptors {meaning web.xm| does not have

E it version=2.4), then WebLogic Server automatically uses
[ Overloaded (0) atchedRequestsEnabled = true for the Ueb applications, unless
atched-requests-enabled is explicitly st to false in weblogic. xml
Thiz means that old appiications wil work fine without any modification.
I < Additionally, during migration of old domains to the 9.0 domain, the migration
plugin automatically sets this flag to true.  More Info..

[ Overload Protection Enabled This parameter s used to &
against low memory conditi

d protection in the webapp container
low memory situation occurs, new

ionCreationException, The application code needs to
nd take proper action. Alternatively appropriate error- v

Done % Local intranet: H100% v

7. Click the Activate Changes button under the Change Center.

The message displays on the Settings for fcubs113_domain screen confirming that 211
the changes have been activated. No restarts are necessary.

7.4 Configure Mail Session in Weblogic

This topic describes the set of configurations changes required in the Oracle Weblogic Server

when Oracle Banking Corporate Lending is configured to generate and send passwords to
users via e-mail.

This topic contains the following sub-topics:

e Create JavaMail Session
This topic explains the systematic instructions to create JavaMail session.

*  Configuration of the TLS/SSL Trust Store for Weblogic Server
This topic explains the configuration of the TLS/SSL Trust Store for Weblogic Server.

7.4.1 Create JavaMail Session

This topic explains the systematic instructions to create JavaMail session.
To configure the JavaMail session, follow the steps below:

1. Start the Administrative Console of the WebLogic application server. Enter the Oracle
WebLogic Admin Console URL in the address bar in an internet browser. For example:
http://10.10.10.10:1001/console.

The Oracle Weblogic Server - Welcome screen displays.
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Figure 7-77 Oracle Weblogic Server - Welcome

ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

Specify the WebLogic administrator Username, Password and click Log In.

The Oracle Weblogic Server - Home Page screen displays.

Figure 7-78 Oracle Weblogic Server - Home page

ORACLE WebLogic Server® Adrinistrstion Consale Bl @20 o

hangc Contes @) Home Log Out Preferences Q Welcome, weblogic ‘ Cornectsd to: foubs113_domain
View changes and restarts Y.
Click the Lack & Edit button to modify, add or Home Page
delete items in this domain
Lock & Edit Information and Resources
Helpful Tools General Information
m Configure applications m Common Administration Task Descriptions
= Configure GricLink for RAC Data Source » Read the documentaton
Domain Structure
= Recent Task Status = Ask a question on My Oracle Support
ubs113_domain
il = Set your console preferences = Oradle Guardian Overview
-Environment
;?ED‘”""”E”‘S Domain Configurations
“Services

~Security Realms Domain Services
-Interoperabiity
-Diagnostics

Interoperability

® Domain ® Messaging ® WTC Servers

= NS Servers ® Jolt Connection Pools

el = Store-and-Formard Agents
* Servers = IM5 Moduies Diagnostics
® Clsters = Path Services o LogFies
Virtual Hosts LI e o Diagnostic Modules
» Migratable Targets * Data Sources * Diagnostic Images
T— 5] | * Coherenceservers  Persistent Stores * Request Performance
& Coherence Clusters * XML Registries o Archives
* Search the configuration o Madines * XML Enity Caches o Contsxt
& Use the Change Center * Work Managers ® Foreign JNDI Providers * SHMP
« Record WLST Saints & Startup And Shutdown Classes * Work Contexts
o Change Console preferences « jcom i i Cranis
o Ny eeets Your Deployed Resources + Mal Sessions & Monitoring Dashhoard &
® Deployments * FieT3
System Status ] . TA

Health of Running Servers Your Application’s Security Settings

[ Fakd® * Security Realms
[ citeal @
[ Overbaded (0
[ weming@
I (%)

On the left pane, under Domain Structure, expand Services and Click Mail Sessions
under it.

Click the Lock & Edit button.

The Summary of Mail Sessions screen displays.
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Figure 7-79 Summary of Mail Sessions

ORACLE Weblogic Server® Administration Console

@) Home Log Out Preferences

Change Center

= Summa

View changes and restarts ry of J
» FCUES. Sy

MS.
~feubst1

No pending changes exist, Click the Release
Configuration buttan to allaw others ta edit the

Summary of Mail Sessions
domain

Protocal (SMTP)-capable mail servers on your network or the Intemet.

This page summarizes the mail sessions that have been configured in the current WebLagic Server domain.
Domain Structure
FH-Messaging

b customize this table

Mail sessions faciitate the process of using the JavaMail APTs, which provide appications and other J2EE madules with access to Intemet Message Access Protocal (IMAP)- and Simple Mail Transfer
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Welcome, weblogic ‘ Connectsd to: feubs113_domain

=in =Summary of Mail Sessions

Persistent Stores

F+-IMs Servers
{~Stare-and-Forward Agents Mail Sessions (Filtered - More Columns Exist)
++-IM5 Modules
b-Path Services New | Clone Delete Shawing 0 to 0 of 0 Previous | Next
Bridges
~-Data Sources [] | mame & Properties INDI Name

Foreign NDI Providers There are no items to display

lork Contexts
XML Registries
~-XML Entity Caches

im New Clone Delete

Showing 0 to 0 of O Previous | Next

How do L.. Cl
» Configure access to JavaMal
« Target mail sessions

® Delets mal sessions

System Status =t
Heailth of Running Servers

[ Faled @
[ cital(@
[ Overbaded )
[ wamng(@)
I K (2)

Click the New button.

The Create a New Mail Session screen displays.

Figure 7-80 Create a New Mail Session

ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences

Change Center Record Help Q

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
main.

Create a liew Mail Session
Next ‘ Finish |Cante\

Releass Configuration Mail Session Properties

The followiing property wil be used to identify your new mail session,

Domain Structure = Indicates required fields

s 113_domain =

B-Environment

~-Deployments

“}-Services
EHMessaging

F+-IMS Servers

i‘"stm'a—and Forward Agents 5 “INDI Name:

=25 Modules

{~Path Services

Bridges (5] JavaMail Properties:

~-Data Sources =

Persistent Stores 2 B

Foreign INDI Providers

~-/ork Contexts

What would you like to name your new mal session?

*Name:

FCUBSMailSession

mail/FCUBSMail

How do L.. 8

« Configure access to JavaMai

® Target mail sessions

Next ‘ Finisn |Eanca\

System Status =

Welcome, weblogic ‘ Connected to: fubs113_domain

2in >Summary of Mail Sessions

Heailth of Running Servers
[ Faled (@
[ cital@
[ overloaded (0)
[ wamng(@
I k(2

For more information, refer to the fields description table.
Click Next.

Create a New Mail Session - Targets screen displays.

7-50



ORACLE

Chapter 7
Configure Mail Session in Weblogic

Figure 7-81 Create a New Mail Session - Targets

ORACLE WeblLogic Server® Administration Console

Change Center & Home Log Out Preferences [A] Record Help
View changes and restarts

No pending changes exist. Click the Release

Configuration button to alow others toedit the | Create a New Mail Session
jomain.
Back ‘ Finish | Cancel
Release Configuraiion Mail Session Targets
Domain Structure This page indicates an which Weblogic Server instances or clusters the mai sessian is accessible, Only applications that have been deployed to the selected servers or dusters can use this mal
session,
Ubs113_domain -]
H-Environment Vhen you target 2l or part of a cluster, the Admiristration Console initiztes 2 two-phase deployment, In general, such a deplayment ensures that if the deployment fails for ane active server, it
- Deployments Fails for al active servers,
“Services
3

Q Welcome, weblogic ‘ Connected to: feubs113 domain

113_demsin »Summary of Mail Sessions

MS Servers Servers

Store-and-Forward Agents

MS Modules ] [ Adminserver
i--Path Services

EHBridges
~-Data Sources ManagedServerl
i=-Persistant Stores

~-Foreign JNDI Providers |
~-i/ork Contexts =] Back ‘ Finish | Cancel

How do L. g

® Configure access to JavaMai
® Target mall sessions

System Status =

Health of Running Servers

[ ~ Failed ()
I " Critical {0)

~ Overloaded (0)
[ Warning (0)
I < (2

Check the box against the required servers and click Finish to complete the configuration.

The fcubs.properties file needs to be updated with the encrypted values of

- SMTP_HOST

. SMTP_USER

«  SMTP_PASSWORD
- SMTP_JNDI

This can be achieved using the Oracle Universal Banking Installer.

Click the Activate Changes button under the Change Center to activate the current mail

session settings.

The message displays on the Summary of JDBC Data Sources - Activate Changes
Message confirming that A11 the changes have been activated. No restarts

are necessary.
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Figure 7-82 Summary of Mail Sessions - Activate Changes Message

ORAICLIE WebLogis Sarver® Adnisiseatin Conecl o

Change Center &) Home Log Out Preferences [54] Record Help

Welcome, weblogic ‘ Connected to: foubs113_domain
Bev changes and ey 113_domsin >Summary of Mail Sessions

Pending changes exist. They must be activated Messages
to take effect
@ Mail session created successfully.
+ Activate Changes

Undo All Changes Summary of Mail Sessions

Domain Structure Mail sessions faclitate the process of using the Javalai APTs, which provide applications and other J2EE modules with access to Interet Message Access Protocal (IMAP)- and Simple Mail Transfer

e Protocol (SMTP)-capable mail servers on your netriork or the [nternst
{ BMessagng x
M Servers This page summarizes the mail sessians that have been configured in the current Weblogic Server domain,
Store-and-Forward Agents
IMS Modules
Path Services P Customize this table
E-ridges

At B Mail Sessions:
i [Persistent Stores
i -Foreign JNDT Providers

New Showing 1to 1of 1 Previous | Next

“Work Contexts
“XML Registries = [ | name & Properties JNDI Name
~AML Entity Caches
iorejcom O |Feu I.smtps.auth =true mail. smtps t=smtps mail.smtps fe.com mail.smtp: mail Je.com ‘mail [FCUBSMail
i i~Mail Sessions ~
New Showing 1to 1of 1 Previous | Next
How do L. ! —

# Configure actess to JavaMail

& Tergetmail sessons

® Delete mail sessions

System Status =

Health of Running Servers

[ Failed (0)

I " Critical {0)
Overload:

I Warning (0)

I O (

The JavaMail Session is created.

7.4.2 Configuration of the TLS/SSL Trust Store for Weblogic Server

ORACLE

This topic explains the configuration of the TLS/SSL Trust Store for Weblogic Server.

As described in the previous topic, Oracle Banking Corporate Lending uses SMTPS to send
outgoing mails. SMTPS uses SSL to ensure transport-level security of the mail messages and
hence the certificate of the mail server needs to be imported into the trust store(s) of the
Managed Servers where Oracle Banking Corporate Lending is deployed.

The certificate of the mail server needs to be specifically imported into the trust store
configured for the Managed Server(s), as configured in the Oracle Banking Corporate Lending
Installation guide titled SSL Configuration On Weblogic (SSL_Configuration).

For further details on importing the certificate of the mail server into the trust store, refer to the
documentation for the Sun Java keytool utility (Key and Certificate Management tool).
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