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About This Guide

About This Guide

This document and other product-related documents are described in the Related

Documentation table.

Related Documentation

Table 1 Oracle Communications Product Plug-in Documentation Library

Document Name

Description

Session Element Manager User Guide

Provides information for managing and
optimizing network infrastructure elements and
their functions with comprehensive tools and
applications used to provision fault,
configuration, accounting, performance, and
security (FCAPS) support for managed
network functions and their associated devices
in Oracle Communications Session Delivery
Manager (SDM).

Report Manager User Guide

Provides information about configuring Report
Manager to interoperate with Oracle Bl
Publisher as well as creating reports on
Session Delivery product network devices.

Report Manager Installation Guide

Provides information for installing Oracle
Communications Report Manager product as
an addition to SDM including the Oracle
database and Bl Publisher components. The
Oracle session delivery product plugin must be
added to Oracle Communications Session
Delivery Manager before performing the
Report Manager installation.

Route Manager User Guide

Provides information for updating local route
table (LRT) data on a single device or multiple
devices.
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About This Guide

Table 2 Oracle Communications Session Delivery Manager Documentation Library

- ___________________________|
Document Name Document Description

Administration Guide Provides the following administration information:

e Implement SDM on your network as a
standalone server or high availability (HA)
server.

* Login to the SDM application, access GUI
menus including help, customize the SDM
application, and change your password.

»  Access the product plugin service through the
GUI to manage product plugin tasks,
including how product plugins are uploaded
and installed.

*  Manage security, faults, and transport layer
security certificates for east-west peer SDM
server communication, and southbound
communication with network function (NF)
devices.

*  Configure northbound interface (destination)
fault trap receivers and configure the
heartbeat trap for northbound systems.

*  Monitor SDM server health to detect
heartbeat messages and display the server
status to prevent health problems, or view
server disk utilization information and server
directory statistics.

*  Maintain SDM server operations, which
includes database backup and database
restoration and performing server cluster
operations.

»  Use available SDM server scripts, the
contents of fault trap notifications, and a list of
northbound notification traps generated by
the SDM server.

Installation Guide Provides the following installation information:

* Do pre-installation tasks, which include
reviewing system requirements, adjusting
linux and firewall settings, completing SDM
server settings and configuring your
NNCentral account for security reasons.

* Do the typical installation to perform the
minimal configuration required to run the
SDM server.

» Do the custom installation to perform more
advanced configurations including the mail
server, cluster management, Route Manager,
transport layer security (TLS), and Oracle
database configuration.

Release Notes Contains information about the administration and
software configuration of the SDM feature support
new to this release.
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About This Guide

Table 2 (Cont.) Oracle Communications Session Delivery Manager Documentation
Library

- ___________________________|
Document Name Document Description

Security Guide Provides the following security guidelines:

e Use guidelines to perform a secure
installation of SDM on your server, which
includes methods for securing the server,
firewall settings, system support for
encryption and random number generators
(RNG), using HTTPS, and password
guidelines.

* Review Security Manager features that are
used to configure groups, users, operations,
privileges, and manage access to the system.

*  Follow a checklist to securely deploy SDM on
your network and maintain security updates.

REST API Guide Provides information for the supported REST APIs
and how to use the REST API interface. The
REST API interface allows a northbound client
application, such as a network service
orchestrator (NSO), to interact with SDM and its
supported product plugins.

SOAP API Guide The SOAP API guide provides information for the
SOAP and XML provisioning Application
Programming Interface (API) client and server
programing model that enables users to write
client applications that automate the provisioning
of devices. The web service consists of operations
that can be performed on devices managed by the
SDM server and data structures that are used as
input and output parameters for these operations.

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support
(CAS) can assist you with My Oracle Support registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking, and Solaris Operating System Support.
3. Select one of the following options:
*  For technical issues such as creating a new Service Request (SR), select 1.

» For non-technical issues such as registration or assistance with My Oracle
Support, select 2.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.
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About This Guide

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer
Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. The emergency response provides immediate coverage, automatic
escalation, and other features to ensure that the critical situation is resolved as rapidly as
possible.

A critical situation is defined as a problem with the installed equipment that severely affects
service, traffic, or maintenance capabilities, and requires immediate corrective action. Critical
situations affect service and/or system operation resulting in one or several of these
situations:

* A total system failure that results in loss of all transaction processing capability

» Significant reduction in system capacity or traffic handling capability

» Loss of the system's ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

«  Corruption of system databases that requires service affecting corrective actions
» Loss of access for maintenance or recovery operations

» Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help
Center (OHC) site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be downloaded at
http://www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Under the Oracle Communications sub-header, click the Oracle Communications
documentation link.
The Communications Documentation page appears. Most products covered by these
documentation sets appear under the headings "Network Session Delivery and Control
Infrastructure” or "Platforms."

4. Click on your Product and then Release Number.
A list of the entire documentation set for the selected product and release appears.

5. To download a file to your location, right-click the PDF link, select Save target as (or
similar command based on your browser), and save to a local folder.
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Revision History

This section provides a revision history for this document.

Date

Revision

May 2019
December 2019
July 2020
March 2021
July 2021
December 2021

Initial Release.

Adds updates for SDM 8.2.1.
Adds updates for SDM 8.2.2.

Adds updates for SDM 8.2.3

Adds updates for SDM 8.2.4.

Adds updates for SDM 8.2.5
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Overview

Oracle Communications Session Element Manager is used to manage and optimize network
infrastructure elements and their functions with comprehensive tools and applications on
Oracle Communications Session Delivery Manager to provision fault, configuration,
accounting, performance, and security (FCAPS) support for managed devices.

Session Element Manager Parts

ORACLE

Data Variables

Data variables (DVs) are used in offline configurations to allow network administrators to
target elements that require device-specific information. All data variables must have new
values to push the configuration to a device. An offline configuration requires DVs that have
different values for each device that the template is assigned to support. This allows the
template to be finely adjusted to the specific needs of a device and continue to provide a
common baseline configuration for many devices. The template editor allows you to apply
data variables to any element attribute that the offline configuration supports. A derived value
can be specified when the DV that you are configuring shares the same value as another DV
(dependency).

Device

A device is the atomic object that cannot be sub-divided and represents the component that
does the required work. The element manager supports a network function (NF), but also
manages the devices the NF contains. The following illustration shows device groups and
their associated NF devices.
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Device cluster

A network function (NF) device cluster containing one or more groups that contain a
device, a device cluster, or a high availability (HA) pair can be provisioned by using an
offline configuration. An offline configuration template is used to efficiently target
multiple individual devices (with the same software version and platform) so that you
can quickly change their parameters with specific values.

Device group

A device group can contain or group NFs and devices.

" Note:

Device groups can have polices applied which extend the device group
characteristics, such as a cluster group.

Element Manager

The Oracle Communications Session Element Manager (SEM) provides alarm,
configuration, fault, loading and provisioning capabilities for devices, performance
management for infrastructure elements, and security capabilities.

Geo-redundant group

A geo-redundant group has active and standby devices that are not co-located.

Network Element

A network element is a manageable logical entity uniting one or more physical
devices.

Network Function

An NF can be composed of device groups and devices. An NF can be simple or
complex. A simple NF can be a standalone device, high-availability (HA) pair or device
cluster. A complex NF can consist of device groups that further define topological
constructs and complex structures for device containment.
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Session Element Manager Prerequisites

Offline Configuration

A common, top-level offline configuration template can be used to provision network function
(NF) device cluster containing one or more groups that contain a device or a device high
availability (HA) pair. An offline configuration can be created by making a copy of an existing
configuration, packaged configuration, managed device configuration, or by selecting a
schema from a supported software model.

Session Element Manager Prerequisites

The following prerequisites are required before you can access product plugin FCAPS
functionality in the Session Delivery Manager GUI.

" Note:

Unsupported features are hidden or disabled by the product plugin.

You must install the Session Delivery Manager server before you can install your product
plugin through the Session Delivery Manager GUI. See the Oracle Communications
Session Delivery Manager Installation Guide, Release 8.1 for Session Delivery Manager
server installation instructions.

You must upload and install the product plugin in the Session Delivery Manager GUI. See
the Session Delivery Manager Software Distribution Media section in the Oracle
Communications Session Delivery Manager Release Notes, Release 8.1 for the file name
of your product plugin, and the Oracle Communications Session Delivery Manager
Administration Guide for product plugin upload and installation instructions.

About Session Element Manager

The Oracle Communications Session Element Manager has the following sliders:

ORACLE

Dashboard Manager—The dashboard summary view of at-a-glance status and key
performance indicators for your managed devices.

Device Manager—Use this slider to simplify the management of small to large networks
of devices.

Security Manager—Use this slider to configure any security privileges that are specific
to Oracle Communications Session Delivery Manager and the Oracle Communications
Session Element Manager product plugin. See the Security Manager chapter in the
Oracle® Communications Session Delivery Manager Administration Guide for more
information.

Configuration Manager—Use this slider to do the following:

— You can select from distinct configuration view styles that display a hierarchical view
of infrastructure elements and their physical and logical components (for example,
physical interface, virtual interface, realm, signaling service, session agents, and so
on).

— View the local configuration, change the configuration and push these changes to a
device.
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— Use the Global Parameter, Offline Configurations, and Reusable Modules
folder nodes to make configuring devices easier and manage software for
multiple networks.

— Use the features in the Configure archive folder node to perform automated
and manual configuration backup for a device and restore configurations to a
device from the archive.

* Fault Manager—View events, alarms, and trap summary data. See the Fault
Manager chapter in the Oracle® Communications Session Delivery Manager
Administration Guide for more information.

* Performance Manager—View SNMP, IP, environmental and other performance
statistics collected from product devices.

Information for Oracle Enterprise Session Border Controller

Users

The Oracle Communications Session Element Manager (SEM) supports using the
Oracle Enterprise Session Border Controller (E-SBC) with all of the SEM managers.

From the SEM GUI, you can launch the E-SBC login page and perform operations on
the E-SBC except for loading the E-SBC configuration when the selected E-SBC is
operating in the Basic Mode.

Note that the Managed Devices - Group View page in SEM displays the following
additional controls for working with Enterprise plug-ins.

e Add—Launch the SEM dialogs for adding Enterprise devices.
e View—View the selected Enterprise device.

e Launch—Launch the login page for the selected Enterprise device.

Information for Oracle Enterprise Communications Broker

Users

ORACLE

The Oracle Communications Session Element Manager (SEM) supports using the
Oracle Enterprise Communications Broker (ECB) with the full functionality of the SEM
Dashboard, Device, Performance, and Fault managers. In the SEM Configuration
Manager, SEM supports only the auto-backup functionality for the ECB.

From the SEM GUI, you can launch the ECB login page and perform operations on the
ECB.

The SEM does not support:

* Loading the ECB configuration with the Configuration Manager

» Using the ECB in Report Manager and Route Manager

* Adding for modifying user group privileges for the ECB in Security Manager

Note that the Managed Devices - Group View page in SEM displays the following
additional controls for working with Enterprise Plug-ins.

e Add—Launch the SEM dialogs for adding Enterprise devices.

1-4



Chapter 1
Information for Oracle Enterprise Communications Broker Users

*  View—View the selected Enterprise device.

* Launch—Launch the login page for the selected Enterprise device.
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Device Manager

The Device Manager slider is used to create a grouping hierarchy and add one or more
network functions (NFs) to this grouping schema.

You can assign individual devices to a network function (NF) group, which can contain a
standalone device, high-availability (HA) pair, or device cluster that is managed by Oracle
Communications Session Element Manager. Device groups can exist in a grouping hierarchy
that can be set up to contain any number of levels according to the needs of your
organization. For example, you can structure your hierarchy based on geography. User
permissions can be managed based on operation and device group privileges. Summary and
detailed information can be displayed for individual devices and device groups.

The Device Manager slider contains the following nodes and folder nodes:

» Devices—Add, manage, and remove managed devices.

» Device Groups—With the appropriate permissions, you can add, manage, rename, and
remove groups.

* Bulk Device Deployment—Add, remove, and manage devices and bulk device
deployments belonging to a cluster that share the same hardware, software, and
configuration.

Configure Device Groups

You can configure a device group topology. One or more device groups can be nested to
define the topology of the network, which can include naming conventions such as
geographical references and location names. Once a device group is specified, user
privileges must be assigned to the group appropriately. For example, if the user is only
allowed to view the NF and its devices, then the privilege is set to VIEW. If the user is allowed
to add or run commands on the NF and its devices, the privilege is set to FULL. See the
Security Manager chapter in the Oracle Communications Session Delivery Manager
Administration Guide and the Configure a Network Function for Devices section later in this
chapter for more information respectively.

Using the Default Home Device Group

ORACLE

You can add your NFs to the default Home device group if no other groups need to be
created. Use this group with the following conditions:

*  You must be assigned full administrative privileges to view this device group.
* You cannot rename this device group.
e You cannot delete this device group.

* When adding a device, the Home device group displays in the Add device group dialog
box only if you have not targeted a previous device group from the table.
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Add a Device Group

Use the following naming conventions when you add a device group:

It must start with an alphabetic character.
It can contain a minimum of three characters and a maximum of 50 characters.

It can contain the following characters: alphabetic, numeric, hyphens (-), and
underscores ().

It can be a mix of upper-case and lower-case characters.
It cannot contain symbols or spaces.

It cannot be the same name as an existing group name within the same level in
the hierarchy (sibling).

Expand the Device Manager slider and click Device Groups.
In the Device Groups pane, click Add.

In the Add device group dialog box, enter the name for the device group in the
Device group name field and click OK.

The device group now appears in the Device Groups pane.

Move a Device Group to Another Device Group

When a device group is moved, all devices within that device group are moved.

# Note:

A device group cannot be moved into one of its child groups.

Expand the Device Manager slider and click Device Groups.

In the Device Groups pane, click the device group you want to move and click
Admin, Move.

In the Move device group(s) to dialog box, click the device group in which you
want to move your device group and click OK.

Rename a Device Group

You can rename a device group if it does not belong to another device group at the
same hierarchical level.

ORACLE

1.
2.

Expand the Device Manager slider and click Device Groups.

In the Device groups pane, select the device group you want to rename and click
Rename.

In the Rename device group dialog box, enter the new name in the Rename
device group to field and click OK.

The new name appears in the Device Groups pane.
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Delete a Device Group

You can delete a device group (folder) from the Device Groups list with the appropriate
permissions, and under the following conditions:

»  Empty the device group folder and move all devices to another device group folder or
delete the devices from the device group folder in order to delete the device group folder.

* You cannot delete a device group if it causes a duplicate device group in the tree
hierarchy.

1. Expand the Device Manager slider and click Device Groups.
2. In the Device Groups pane, click the device group and click Delete.

3. Inthe Delete device group confirmation dialog box, click Yes to delete the device group.

4. In the success dialog box, click OK.

Manage Network Functions and Devices

As of Oracle Communications Session Element Manager Release 9.0, the previous device
nodes (used in OCSEM 7.x) that maintained the standalone or HA pair devices were
replaced with the concept of a Network Function (NF). NFs are a network architecture
concept used to describe entire classes of network node functions into building blocks that
may connect, or chain together, to create communication services as defined by the GS NFV-
MAN 001 - ETSI. In this context, a NF can be composed of one-to-many Edge devices. For
example, a SBChased NF can be composed of two SBC instances running as a HA pair.

Oracle Enterprise Edge and Core Plug-in Product Category and Network
Function Types

ORACLE

As of Oracle Communications Session Element Manager Release 8.0, the previous device
nodes (used in OCSEM 7.x) that maintained the standalone or HA pair devices were
replaced with the concept of a Network Function (NF). NFs are a network architecture
concept used to describe entire classes of network node functions into building blocks that
may connect, or chain together, to create communication services as defined by the GS NFV-
MAN 001 - ETSI. In this context, a NF can be composed of one-to-many Edge devices. For
example, a SBC-based NF can be composed of two SBC instances running as a HA pair.

The following table describes the product category and Network Function (NF) types that you
can select for your Oracle Enterprise Edge and Core Plug-in.

Product Category NF Type Component Devices
Enterprise Edge & Core ESBC Standalone Oracle Enterprise Session
Border Controller (ESBC) device
ECB Standalone Oracle Enterprise
Communications Broker (ECB) device
Device Cluster High-Availability (HA) device pair of the

component devices listed above.
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Add a Network Function with Devices

Use this task to add a network function (NF) with devices to the default Home group or
a group that you created. Once the NF is added successfully, the Oracle
Communications Session Element Manager plug-in is able to communicate with the
devices in the NF.

Pre-requisite: If you are not using the default Home group to add an NF, you must
specify a group for the NF.

1. Expand the Device Manager slider, and click Devices.
2. Inthe Managed Devices - Group View pane, select a group, and click Add.

3. Inthe Select Network Function Type dialog box, click the element manager (EM)
product plugin category from the Categories table that manages your devices.

4. In the Network Function Type drop-down list, select from the following NF types:

« Device—A NF that contains a single standalone device or device high-
availability (HA) pair.

» Device Cluster—An NF that contains a device cluster that shares a common,
top-level offline configuration template.

< Note:

Oracle Communications Report Manager does not currently support
device clustering.

5. Click Continue.

6. Inthe Add Network Function: Device dialog box, complete the following fields:

Network Function [The Network Function (NF) name that you want to use for

Name field the device(s) that you are configuring.

Primary IP address/ [The primary IP address or FQDN for this device.
FQDN field

Secondary IP The IP address or FQDN for the second device, if this

address/FQDN field |device is part of an HA pair. Both FQDNSs for the HA pair
devices must be mapped to the corresponding IP
addresses in the /etc/hosts file where OCSDM is installed.

User Name field The device user name.

User Password field [The device password.

LI encryption (Hidden) The Lawful Intercept (LI) encryption password for
password field the LI configuration. This field appears if the LI
administrator is logged into Oracle Communications
Session Delivery Manager.

This parameter is not available for the Enterprise Edge and
Core plug-in at this time.
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# Note:

Upon installation of Oracle Communications
Session Delivery Manager, if R226 compliance is
enabled, the Lawful Intercept and SIPREC
features and their attributes are hidden from view
and are not configurable.

SNMP agent mode
drop-down list

Select the SNMP version number that the SNMP agent
supports and click Load. Valid versions are v1, v2 and v3.
If you select v3, authentication fields for SNMP version 3
appear. See below for more information about these fields.

\When you add a device, you must specify whether to
manage the device using SNMPv1, SNMPv2, or SNMPvV3.
The SNMP version cannot be changed for an existing
device once it is added unless the device is removed and
added again later.

SNMP port field

The SNMP port number. The default SNMP port number is
161.

SNMP community
name field

The SNMP community name for this device, which is the
name of an active community where the device can send
or receive SNMP performance and fault information.

This field applies only to SNMP version 1 and 2.

The SNMP community must be configured on the device
before adding the device to the Session Delivery Manager.
Use the device CLI to configure the ip-addresses
parameter found in the configure terminal, and then
system, and then snmp-community element. For more
information, See the device product documentation for
more information.

SNMPv3 user name
field

The SNMP version 3 user name.

SNMPv3
authentication
protocol drop-down
list

Select the SNMP version 3 authentication protocol:
SHA—Secure hash algorithm (SHA-1).

e MD5—MDS5 hash algorithm.

e NONE

SNMPv3
authentication
password field

The SNMP version 3 authentication password.

SNMPv3 privacy
protocol drop-down
list

Select the SNMP version 3 privacy protocol:
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- DES—Data encryption standard algorithm (DES) for
the encryption of electronic data.

* AES128—Advanced encryption standard (AES)
encryption algorithm.

- NONE

SNMPvV3 privacy The SNMP version 3 privacy password.
password field

7. Click Apply.

The NF and its associated device(s) or the NF with the associated device(s)
appear in the Managed Devices table. The Managed Device table shows the IP
address or the FQDN depending on the details added by the user in the Device
Manager.

Manage Network Functions

Once you have added one or more NFs with a group hierarchy, you can manage them
as described in the following sections.

Launch a Managed Device Login Page

You can use Oracle Communications Session Element Manager as a single source
from which to access and manage multiple products. When you select a device and
click Launch, the system communicates to the device and displays the login page.

1. Expand the Device Manager slider, and click Devices.

2.  On the Managed Devices - Group View page, select the device that you want to
login to.

3. Click Launch.

The system displays the login page for the selected device. You can access the
web GUI using the IP address or FQDN. When you launch a managed device
using FQDN, the FQDN to IP mapping is looked up in the DNS. If the FQDN to IP
mapping is present in the DNS, the web GUI can be accessed using FQDN. The
web GUI access using IP address searches either the /etc/hosts or the DNS.

Edit a Network Function with Devices

ORACLE

1. Expand the Device Manager slider and click Devices.

2. Inthe Managed Devices pane, expand the appropriate group folder hierarchy,
select the NF folder and click Edit.

3. Inthe Edit device group dialog box, change the appropriate parameters:

# Note:

You cannot edit the NF name or its device(s) IP address(es).
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The table in the following procedure displays all possible configuration attributes, but the
system displays only the set that corresponds to the selections that you make in this

configuration.

User Name field

The new device user name.

User Password field

The new device password.

LI encryption
password field

(Hidden) The Lawful Intercept (LI) encryption password for the LI
configuration. This field appears if the LI administrator is logged
into Oracle Communications Session Delivery Manager.

This parameter is not available for the Enterprise Edge and Core
plug-in at this time.

# Note:

Upon installation of Oracle Communications Session
Delivery Manager, if R226 compliance is enabled, the
Lawful Intercept and SIPREC features and their
attributes are hidden from view and are not
configurable.

SNMP community
name field

# Note:
This field applies only to SNMP version 1 and 2.

Enter the SNMP community name for this device, which is the
name of an active community where the device can send or
receive SNMP performance and fault information.

# Note:

The SNMP community must be configured on the
device before adding the device to the Session Delivery
Manager. Use the device CLI to configure the ip-
addresses parameter found in the configure terminal,
and then system, and then shmp-community element.
For more information, See the device product
documentation for more information.

SNMP port field

[The SNMP port number. The default SNMP port number is 161.

ORACLE
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# Note:

This field applies only to SNMP version 1 and 2.

Enter the SNMP community name for this device, which is the
name of an active community where the device can send or
receive SNMP performance and fault information.

# Note:

The SNMP community must be configured on the
device before adding the device to the Session Delivery
Manager. Use the device CLI to configure the ip-
addresses parameter found in the configure terminal,
and then system, and then shmp-community element.
For more information, See the device product
documentation for more information.

SNMPv3 user name
field

The SNMP version 3 user name.

SNMPv3
authentication
protocol drop-down
list

Select the SNMP version 3 authentication protocol:
°  SHA—Secure hash algorithm (SHA-1).

°  MD5—MDS5 hash algorithm.

* NONE

SNMPv3
authentication
password field

[The SNMP version 3 authentication password.

SNMPv3 privacy
protocol drop-down
list

Select the SNMP version 3 privacy protocol:

DES—Data encryption standard algorithm (DES) for the
encryption of electronic data.

* AES128—Advanced encryption standard (AES) encryption
algorithm.

* NONE

SNMPv3 privacy
password field

[The SNMP version 3 privacy password.

Web protocols

Select the web protocol from the drop-down list.

Web port

Enter the web port.

Click Apply.

A success dialog box displays that the NF was changed.

2-8



Chapter 2
Manage Network Functions and Devices

Move a Network Function to Another Group

You cannot move the NF if it is locked unless you are the owner of the lock or an
administrator overrides the lock. An error message appears in both situations. See Override a
Locked Network Function section for more information about unlocking an NF.

1.
2.

Expand the Device Manager slider and click Devices.

In the Managed Devices page, expand the appropriate group folder hierarchy, select the
NF folder and click Admin, Move.

In the Move Device dialog box, click the device group folder to which you want to move
the NF and click OK.

In the Success dialog box, click OK.

The NF moves to the new folder location that you specified.

Remove a Network Function

When you remove an NF, all references to the NF in Configuration Manager, Device
Manager, Fault Manager, Report Manager, Route Manager, Security Manager and
Performance Manager are removed.

P ® NP

# Note:

You cannot remove an NF during a configuration update or if the NF is locked
unless you are the owner of the lock or an administrator overrides the lock. An error
message appears in both situations. See Override a Locked Network Function
section for more information about unlocking an NF.

Expand the Device Manager slider and click Devices.

In the Managed Devices page, click the NF folder you want.
Click Remove.

In the Remove device dialog box, click Yes.

The NF (folder) and its device(s) are removed from the group hierarchy.

Lock or Unlock a Network Function

You can lock or unlock an NF and its device(s) with the appropriate administrator
permissions.

ORACLE

1.

" Note:

Other users are prevented from rebooting, updating or modifying the configuration
or route sets for an NF when you lock it. Only users with granted override lock
permissions can override your lock or the NF must be unlocked by you.

Expand the Device Manager slider and click Devices.
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2. Inthe Managed Devices pane, click the NF you want to lock and click Admin,
Lock if it is unlocked or Admin, Unlock if it is locked.

3. Inthe confirmation dialog box, click Yes.

A padlock icon appears next to the IP address of the NF folder and its device(s).
This padlock is removed if the NF is unlocked.

Override a Locked Network Function

< Note:

You must have the appropriate privileges assigned by your administrator to
override a lock set on an NF by another user.

1. Expand the Device Manager slider and click Devices.

2. In the Managed Devices pane, click the NF folder icon you want to override lock
and click Admin.

3. From the Admin pop-up menu, select Override lock.
4. In the Confirm dialog box, click Yes.
5. In the Managed Devices pane, click Refresh.

The padlock icon no longer appears next to the NF folder and IP address(es) of
the device(s).

Override a Locked Device

" Note:

You must have the appropriate privileges assigned by your administrator to
override a lock set on a device by another user.

1. Expand the Device Manager slider and click Devices.

2. Inthe Managed Devices pane, expand the NF folder and select the device that
you want to override lock and click Admin.

3. From the Admin pop-up menu, select Override lock on device.
4. In the Confirm dialog box, click Yes.
5. In the Managed Devices pane, click Refresh.

The padlock icon no longer appears next to the device.
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Reboot a Device

< Note:

You must have the appropriate administrator permissions assigned to reboot a
device.

Expand the Device Manager slider and click Devices.

In the Managed Devices pane, select the device you want to reboot, and click Admin,
Reboot.

In the Confirm dialog box, click Yes.

# Note:

The targeted device is rebooted.

Once you see the reboot process finish in the Progress dialog box, click Close.

In the Reboot Device dialog box, click OK.

¢ Note:

This dialog box confirms that the reboot process has completed successfully.

Synchronize System Alarms with a Device

If the NF has an HA device pair, when you synchronize one device the other device in the
pair is also synchronized.

1.
2.

3.
4.

Expand the Device Manager slider and click Devices.

In the Managed Devices pane, click the device you want to synchronize with system
alarms and click Admin, Synchronize alarms.

In the Synchronize alarms dialog box, click Yes.

In the Information dialog box that displays, click OK.

Manage a Device Configuration in a Network Function Device Cluster

ORACLE

When new device variables are added to an offline configuration (in Configuration Manager)
that NF device cluster devices use, you must configure each device in a device cluster with
its needed device parameters.

1.
2.

Expand the Configuration Manager slider and click Devices.

In the Managed Devices pane, navigate to an NF device cluster device and click
Configure.

In the Configure data variable for.... dialog box, enter the required parameter(s) for the
data variables for which you are prompted.
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View Network Function Information

Use the following sections to view and manage Oracle session delivery product NF
information, which includes its devices and the way detailed and summary NF
information is displayed for its device node(s).

View Device States and Columns

ORACLE

You can monitor a variety of information for devices by viewing the state of their
colored, round icons, and by using the column information presented for each device.

Expand the Device Manager slider and click Devices. The system displays a device
group hierarchy showing the group, subgroup, and the network function (NF) that

contains the devices.

The following states of a device in the Managed Devices table indicate if it can be
reached by Oracle Communications Session Element Manager:

» Green—The Oracle Communications Session Element Manager can reach the
device and retrieve information about the device through SNMP.

* Red—The Oracle Communications Session Element Manager cannot currently
reach the device (or cannot contact both devices in an HA device pair).

The following columns appear in the Managed Devices table:

Name The group, subgroup, network function (NF) and device that
belong to each NF. The grouping structure of the NF and its
device is determined by the Session Delivery plug-in.

Version The full software release version, including patch number of
the NF HA device pair or standalone device.

Platform [The device hardware platform.

IP Address The device IP address.

Serial Number

(Hidden) Serial number of the standalone device or the
primary device in an HA deployment.

Group ID

(Hidden) The group element ID.

Object ID

(Hidden) Internal database object ID.

Offline Configuration

(Hidden) The name of the offline configuration associated with
a specified NF device cluster.

Synchronized Mode

(Hidden) This column describes when Synchronized Mode is
enabled or disabled for a specified NF device cluster.

ScalabilityGroupid

(Hidden) The ID of the scalability group.

Activation Status

(Hidden) Check the device status in a cluster. If the device
boots successfully, the Active status displays. If the device
fails to activate, the Activation Failed status displays.
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Manage How Groups for Network Functions are Displayed

Use the buttons at the top of the Managed Devices pane to affect the display of hierarchical
groups, NFs and their associated devices.

1.
2.

Expand the Device Manager slider and click Devices.

In the Managed Devices pane, you can use the following buttons to manage how
devices are displayed:

Refresh Click to refresh the data displayed on the screen for hierarchical groups,

NFs and their associated devices.

Collapse All [Click to collapse all folders.

View Hardware Details for a Network Function Device

ORACLE

You can find the following component inventory data for a NF device, such as chassis, CPU,

memory, and so on.

1.
2.

Expand the Device Manager slider and click Devices.

In the Managed Devices pane, click to select the device for which you want to show
details and click Get Information, and then Show details.

In the Hardware tab, the following columns display for NF standalone devices, or an NF
HA pair of devices:

Index (Hidden) The number assigned to each component of the device.
Description [The text description of the physical entity.
Vendor type [The vendor-specific hardware type of the physical entity.

¢ Note:

This value is different from the definition of MIB-II sysObjectID.

Contained in

(Hidden) The index number in which this hardware component is
contained.

Class The enumerated value that indicates the general hardware type of this
physical entity.
Name [Textual name of this physical entity. Name of the component as

assigned by the local device.

Hardware Rev

[The vendor-specific hardware revision string for the physical entity.

Firmware Rev

The vendor-specific firmware revision string for the physical entity.

Manufacturer

[The name of the manufacturer of this physical entity.

Model Name

The vendor-specific model name identifier string associated with this

physical entity.
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Is FRU This indicates whether this physical entity is considered a field replace
unit (FRU) by the vendor.

Serial Number [The serial number of the chassis or module. Serial number information
is pulled from a physical device through SNMP. Virtual devices return a
value of N/A.

Object ID (Hidden) The database object ID for this device.

View Software Details for a Network Function Device

The following boot parameters are displayed for Oracle Communications session
delivery product devices:

e The software image and where the image is booted for this NF device (on an
external device or internal flash memory).

e The type of software entity being booted.
e Status of that software entity.
1. Expand the Device Manager slider and click Devices.

2. In the Managed Devices pane, click to select the device for which you want to
show details and click Get Information, and then Show details.

3. Inthe Device details pane, click the Software tab. The boot table and Backup
table columns display for NF standalone devices, or an NF HA pair of devices:

Current The saved version number of the current configuration

configuration image.

version field

Running The saved version number of the configuration currently

configuration running on the Oracle Communications session delivery

version field product.

Index column The number assigned to each software image on the
device.

Description column [The software image name, device location, IP address or
other unique identifiers. For example:

* host address/image name (boot image)
10.0.1.12/sd121p3.gz

* boot from flashO/image name (boot image)
[tffs0/sd121p3.9z

* bankO:date time (boot loader)
bank0:06/13/2005 10:58:25

Type column The software entity type. Values are:
- bootimage

* bootLoader

Status column This column describes whether the software image is
currently used or previously used.
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The Oracle Communications Session Delivery product
device can save an existing configuration into a single
backup file. Backups are created as gzipped tar files in

a .tar.gz format. They are stored in the /code/bkups
directory on the Oracle Communications session delivery
product device.

Object ID column

(Hidden) The database object ID for the device.

View License Detalls for a Network Function Device

Use this task to show product devices that have an applied license key.

1.
2.

ORACLE

Expand the Device Manager slider and click Devices.

In the Managed Devices pane, click to select the device for which you want to show
details and click Get Information, and then Show details.

In the Device details pane, click the License tab. The following field and table columns

display:

License Key
column

The license number.

Capacity column

[The maximum number of simultaneous sessions allowed by the
device for all combined protocols.

Install Date The installation time and date when the software was installed on
column the device.

N/A appears if a license is not enabled.
Begin Date The beginning time and date when the software was licensed on the
column device.

N/A appears if a license is not enabled.
Expire Date [The end time and date when the software license expired on the
column device.

N/A appears if a license is not enabled.

Protocol Names
column

All protocols licensed for this device. Values are: SIP, MGCP, and
H.323.

Feature Names
column

The following features can be licensed for this device:
* Interworking (IWF)

*  Quality of Service (QoS)

* Acme Control Protocol (ACP)

* Local Policy (LP)

*  Session Agent Group (SAG)

> ACC—Enables Oracle Communications session delivery product
devices to create connections, and send CDRs to one or more
RADIUS servers).

. High Availability (HA)
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Object ID |(Hidden) The database object ID for this device.

Export Device Information from Device Manager

You can export network function (NF) device information to your local system (PC,
server, and so on) in the format of a comma-separated values (CSV) file which allows
data to be saved in a table-structured format for auditing or management purposes.

1. Expand the Device Manager slider and click Devices.
2. In the Managed Devices pane, select the NF and click Save to file.

3. Inthe dialog box that appears, click OK to download the information in the form of
a CSV file to your system.

< Note:

The information in the CSV file that is saved to your system corresponds
to the NF information displayed in the Managed Devices pane.

Export Detailed Device Information from Device Manager

You can also export detailed network function (NF) device information from the Device
details pane in Device Manager to your local system.

1. Expand the Device Manager slider and click Devices.
2. In the Managed Devices pane, select the NF and click Show details.

3. Inthe Device Details pane, select only the tabs for which you want to save
information and click Save to File.

# Note:

Only the tabs you select are saved. For example, if you select the
Hardware tab and next the Software tab, the information for these tabs
is saved only.

4. In the dialog box that appears, click OK to download the information in the form of
a CSV file to your system.
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Configuration Manager

Use Configuration Manager to load, configure, apply, and save a configuration on Network
Function (NF) devices.

The Configuration Manager provides the following tools to add and manage configurations on
managed devices.

# Note:

For Oracle Enterprise products, Configuration Manager supports only the Enterprise
Session Border Controller (ESBC) and the Enterprise Communications Broker
(ECB) and only for selected operations. See "Information for Oracle Enterprise
Session Border Controller Users" and "Information for Oracle Enterprise
Communications Broker Users."

Tools Operations

Devices »  Global settings—configure system,
redundancy, management, IWF, security,
routing, and services

Configuration tools *  Global parameters—add and manage global
configurations

»  Offline configurations—add and manage
offline configurations

*  Reusable modules—add and manage
reusable configuration modules

Configure archive *  Schedule—add an archive schedule to
managed devices

*  Archive configuration—add and manage
archive configurations

e Administration—configure archive purge
policy and apply to selected devices

Associate Devices with Session Element Manager

The devices that were added previously in Device Manager can now be associated with the
Oracle Communications Session Element Manager, so that it can manage and provide full
fault, configuration, accounting, performance, security (FCAPS) support for these
devices.

< Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications
Broker (ECB).
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1. Expand the Configuration Manager slider, and select Devices.
2. Inthe Managed Devices table, click Add devices.

3. From the Device list table, expand the Network Function (NF) folder hierarchy,
select the device from the devices that want to associate with OCSEM, and click
Add.

The entire NF folder hierarchy, including the NF appears in the Targeted devices
table.

4. Click OK.
5. In the success dialog box, click OK.
The device is now associated with OCSEM.

Now that the device(s) are associated, they are polled for health statistics and
configurations can be loaded and managed for these device(s).

Upload a Configuration Schema for a Device

ORACLE

You can use this task to manually upload the configuration schema when the Oracle
Communications Session Element Manager cannot get the configuration schema
(XSD file) from the device.

" Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC).

All software release configuration information is modeled and maintained in a valid
configuration schema for a device so that it can be managed by OCSEM. Most often, a
software release schema is matched for a device, which is required so that the device
can be assigned in Configuration Manager. If a software release is not found, OCSEM
attempts to get the configuration schema directly from the device (in recent device
releases, the configuration schema is packaged with the release image), and put it in
the database local schema repository.

< Note:

If the schema for a device does not exist for a software release, the device
can be added to Device Manager but cannot be managed by OCSEM.

1. Onthe menu bar, select Tools, Upload configuration schema file.

2. Inthe Upload configuration schema file dialog, select the product plug-in
category (for example, SP Edge & Core) from the Categories table for the
product plug-in.

3. Click Browse, and navigate to a valid configuration schema file on your system.

4. In the File Upload dialog, select the configuration schema you want to upload,
and click Open.
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5. Inthe Upload configuration schema file dialog, click Upload to start the upload
process.

6. Inthe success dialog, click OK.

Load the Configuration of a Local Device to Configure a Device

A copy of the configuration on a network function (NF) is loaded on the Oracle
Communications Session Element Manager application database so that this configuration
can be viewed, modified, and validated with minimal interaction with the NF. You must load
the configuration to view the configuration and expand it in the navigation tree. After the
configuration is loaded, you can check if the configuration copy in the database is current with
the configuration version of the device. If the configuration version is not current, the Oracle
Communications Session Element Manager application retrieves the latest configuration from
the device. This on-demand loading of a configuration ensures that the local copy of the
configuration and the configuration on the device are always synchronized.

# Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC).

1. Expand the Configuration Manager slider, and select Devices.

2. Inthe Managed Devices table, expand the folder hierarchy, and click the NF folder to
expand its device(s).

3. Click any device you want to load, and click Load.
4. In the success dialog, click OK.

The NF configuration is loaded.

Navigate Configuration Manager Views

You can use different Configuration Manager views to navigate the top-level configuration
elements of your device by selecting the configuration element and its associated
parameters, which appear in the display pane. You can switch between the following views at
any time during your session.

Select from the following drop-down list views below the Configuration Manager slider:

" Note:

For Oracle Enterprise products, configuration views supports only the Enterprise
Session Border Controller (ESBC).

- Default view—The top-level configuration elements are grouped into logical, function-
specific Oracle Communications Session Delivery Manager category labels that are
grouped for a required configuration task and its associated parameters.
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» CLI view—The top-level elements display in the active product device folder as
they appear and are grouped in the device CLI. The product device configuration
labels are listed according to their corresponding CLI parameter format.

» List view—The top-level elements display in an alphabetically-ordered list, and in
a CLI parameter format. There is no special grouping as there is with the other two
views.

In the CLI view and List view, you can see more element attribute columns by
checking the Retrieve all attributes check box. Next, when you select the column
arrow menu to access element attribute column selections, all display. See the
Customize the Display section in the Overview chapter of the Oracle Communications
Session Delivery Manager Administration Guide for more information.

" Note:

If the Retrieve all attributes check box is checked, it stays checked for the
duration of the session.

Discover a Device Not Appearing in Configuration Manager

ORACLE

Use this task if a device was added in Device Manager, and this device is not visible in
Configuration Manager (even after clicking Refresh).

" Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise
Communications Broker (ECB).

1. Expand the Device Manager slider, and click Devices.
2. In the Managed Devices pane, click Refresh.

3. Return to Configuration Manager to continue your configuration for the device that
now appears.
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Manage Device Configurations

View Managed Devices

ORACLE

< Note:

When you want to view the details about the configuration of a managed device, use the
Devices object in Configuration Manager to display a list of managed devices with the
corresponding configuration parameters.

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications

Broker (ECB).

Expand the Configuration Manager slider and select Devices.

In the Managed Devices table, the following columns display:

Name

The group, subgroup, network function (NF), and device that
belongs to each NF. The grouping structure of the NF and its
devices is determined by the Session Delivery plug-in.

Software Version

The full software release version, including patch number of
the NF HA device pair or standalone device.

Platform

The device hardware platform.

Device Configuration
Version

The configuration version running on the device. This version
number changes and increases each time the device
configuration is modified.

Loaded Configuration
Version

This is the configuration version number that indicates the
last uploaded version of the configuration from the device
and stored in the database. This number changes each time
a new configuration is uploaded form the device.

Last Operation

The last operation performed on the NF or its components.

Status

The status of the last device operation.

Status Change Time

The time of the last device operation.

Pending Changes

The number of pending changes for the device.

IP Address/FQDN

The device IP address or FQDN of the device.

The Managed Device screen under Configuration
Manager displays the IP address or FQDN depending on the
details added by the user in the Device Manager.

Target Name

(Hidden) The device target name.

Category

(Hidden) The element manager (EM) plug-in product vendor
category.
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Component (Hidden) The available NF component delivered by the EM
plug-in product vendor category.
Vendor (Hidden) The plugin vendor to which the devices belong.

DeviceConfigld

(Hidden) The identity provided by the plugin. For example,
the device identity for the plugin is its target name.

Object ID

(Hidden) The internal database object ID.

Group ID

(Hidden) The parent group ID.

Offline Configuration

(Hidden) The name of the offline configuration for the NF
device cluster that associates with it. This offline
configuration is used to initiate devices (to be added later) to
this NF device cluster.

Synchronized Mode

(Hidden) The synchronized mode column displays if the
devices in a scalability group (For example, "Device Cluster
for the plugin) have their individual configurations kept in
synchronicity with the configuration defined in the offline
configuration as it changes over time.

ScalabilityGroupld

(Hidden) The ID of the scalability group.

Activation Status

(Hidden) Check the device status in a cluster. If the device
boots successfully, the Active status displays. If the device
fails to activate, the Activation Failed status displays.

Pre-requisites: Before you update a device configuration you must first load it in
Configuration Manager. See the Load the Configuration of a Local Device to Configure
a Device section for more information.

< Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC).

1. Expand the Configuration Manager slider, and click the Devices folder.

2. In the Managed Devices table, expand the folder hierarchy, select a network
function (NF) device, and click Update.

3. Inthe dialog that appears, select from the following options to update the device

configuration:

# Note:

The first two options are only available if there are pending changes to
be saved. The third option is only available if there are no user changes,
and there is a saved configuration pending activation.
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Save & activate (Default) Click to save the configuration and make the

configuration current configuration on the device the running configuration.

Save configuration Click to save the current configuration changes to the
device.

Activate configuration  [Click to make the current configuration the running
configuration.

View Device Configuration Changes

ORACLE

1.
2.

# Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC).

Expand the Configuration Manager slider, and click the Devices folder.

In the Managed Devices table, expand the folder hierarchy, select a network function
(NF) device, and click View Changes to display a list of all configuration changes made
for this device.

In the Configuration Changes pane, the changes made by the current user appear for
the NF device in the LCV (Local Configuration View) table. The following table describes
the LCV columns:

User The name of the user who performed the configuration changes.
Type The CLI parameter name.

Name The configuration element instance name.

Operation The result of the parameter change that occurred on the configuration.

\Valid values are created, modified, and deleted.

Time changed [The time when the configuration changed, which is not propagated yet to
the device.

You can use the following actions in the Configuration Changes pane:

" Note:

You must have the appropriate user privileges to perform actions in the
Configuration Changes pane.

Refresh Click to refresh the data in the view changes list.

Undo Select a change row and click to undo selected changes.
Changes

button
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Click to transfer the ownership of your changes to another user.

Update

Click to launch a dialog that is used to update the configuration with one
of the following options:

> (Default) Click Save & activate configuration to save the
configuration and make the current configuration on the device the
running configuration.

» Click Save configuration to save the current configuration changes
to the device.

> Click Activate configuration to make the current configuration the
running configuration.

" Note:

This option displays depending on the changes that were
saved.

Track Device Configuration Changes

Use this task to track changes that are made to device parameters.

" Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC).

1. Expand the Configuration Manager slider, and click the Devices folder.

2. Inthe Managed Devices table, expand the folder hierarchy, select a network
function (NF) device, and click Get Inventory.

3. Inthe Configuration inventory dialog that appears for the device, review the
number of each type of configuration element.

4. (Optional) Click Save to file.

5. Inthe dialog that appears, click OK to download the information in the format of a
comma-separated values (CSV) file to your system.

View Device Tasks

ORACLE

< Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise
Communications Broker (ECB).
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1. Expand the Configuration Manager slider, and click the Devices folder.

2. Inthe Managed Devices table, expand the folder hierarchy, select a network function
(NF) device, and click View tasks.

3. Inthe Device tasks table, you can view the device operations that are performed and if
you select a device operation row, you can see logs for this device operation by clicking
View Log.

Export Detailed Device Information from Configuration Manager

You can export network function (NF) device information to your local system, which allows
data to be saved in a table-structured format for auditing or management purposes.

# Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC).

1. Expand the Configuration Manager slider, and click Devices.

2. Inthe Managed Devices pane, expand the folder hierarchy, select an NF device, and
click View Changes.

3. Inthe Configuration changes pane, click Save to File.

4. In the dialog, click OK to download the information in the format of a comma-separated
values (CSV) file to your system.

Remove Device Association with Session Element Manager

ORACLE

# Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications
Broker (ECB).

1. Expand the Configuration Manager slider, and click Devices.
2. In the Managed Devices table, click Add devices.

3. Inthe Devices associated with Element Management pane, expand the folder
hierarchy in the Targeted devices table, and click the network function (NF) device you
want to remove.

4. Click Remove.

Your device is no longer associated with Oracle Communications Session Element
Manager and appears in the Device list pane.

5. Click OK to apply the changes.
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Golden Configuration

A golden configuration is a configuration version which can be used as a tool to
maintain configuration integrity. Administrators can use the golden configuration as a
master version to compare device configurations and report discrepancies.

Users belonging to the administrators and LIAdministrators group can create, edit, and
delete the Golden configuration. Other users can create, view, download, and delete
the configuration comparison report.

Prerequisites for Creating a Golden Configuration

As an Administrator user, you can create a Golden Configuration for a managed
device by selecting the managed device, or by using an archived configuration, or an
external file. Ensure that you have read this information before starting the procedure.

Creating a Golden Configuration Using Managed/Associated Device Option

If you are creating the Golden Configuration using the Managed/Associated Device
option, ensure that the device is associated with the Oracle Session Element Manager.
For more information, see Associate Devices with Session Element Manager. You can
create the Golden Configuration uisng the Managed Device option for only such
devices that are associated with the Session Element Manager.

Creating the Golden Configuration Using the Archived Configuration Option

If you are creating the Golden Configuration using the Archived Configuration
option, make sure that the backup configuration is available for the associated device.
The backup configurations can be seen under Archive Configuration under the
Configuration Manager slider. For more information, see Add a Backup Schedule.

Creating the Golden Configuration Using the External Files Option

If you are creating the Golden Configuration using the Upload External files option,
make sure that the file is an XML or Gzip file, with a valid file name - the file name
cannot contain spaces and can only contain letters, numbers, an underscore, or a
hyphen. The configuration file must be of the same plugin and same platform type as
that of the Golden Configuration.

Creating the Golden Configuration

ORACLE

As a user belonging to the Administrator or LI administrator groups, you can create the
Golden Configuration so that users can use it as a basline configuration and identify
network discrepancies by comparing it with network function configurations.

You can create only one Golden Configuration per managed device. You can use this
Golden Configuration later to compare with multiple other configurations of the same
plugin type and platform type identical to the Golden Configuration.

For more information on getting things ready for creating the Golden Cofiguration, see
Prerequisites for Creating a Golden Configuration.

1. Expand the Configuration Manager slider and click Configuration Comparison.

2. Click Golden Configuration.
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In the Golden Configuration page, click Create.

Field

Golden Configuration Name

Device Association - Associate device
from managed device

Configuration selection - Golden
Configuration Seeded from:

Description

Name of the Golden Configuration. The
name must be a valid name and unique
name without any space characters.

A valid name can contain only letters,
numbers, an underscore, or a hyphen. No
blank space(s) are allowed, and the name
should not start with 'ID".

Click to view the Select Managed Device
dialog box which displays all devices
added in SDM.

Select any one device.

Select the source to derive the Golden
Configuration. You can select the
configuration using any one of the three
options:

 Managed/Associated Device: The
Golden Configuation is seeded from
the running configuration of the
associated device that you selected in
the previous row.

» Archived Configurations: Click this
radio button to enable the Archived
Configuration drop down list.

" Note:

The Archived
Configuration drop-down
list is enabled only if you
select the Archived
Configurations radio
button.

The Archived Configuration drop
down list displays a list of backup
configurations of the associated
device from the configuration archive.
Select one backup configuration.

» Upload external files: Click this radio
button to enable the Upload file field.
Click the browse button to select an
XML or GZip file with a valid name. In
the Upload Configuration File
window, provide information for the
Category and Platform fields. The
Category and Platform values must
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Field Description

match with that of associated device
selected in the previous row. For
information on the supported Plugins
and Platform, see Supported Plugins
and Platforms.

4. Click Apply.

The Golden Configuration for the selected managed device is created. You can
view the list of Golden Configurations in the Golden Configuration page.

5. Hover the mouse pointer on any column header to select the sorting order, hide or
show columns from the display.

Supported Plugins and Platforms

ORACLE

One of the options to create a Golden Configuration is using Upload External Files.
This option requires you to provide information on the Plugin and Platform type
associated with the external file that you upload.

Why Do We Need Plugin and Platform Information

When you create a Golden Configuration using the Upload External Files option, the
uploaded configuration file does not contain details such as product type and platform.
Hence, Plugin and Platform information must be added. In the uploaded configuration
file, SDM cannot differentiate the product type. The list of Platforms and Plugins
supported by SDM is given below:

Supported Platforms

This table lists supported platforms in SDM.

Table 3-1 Supported Platforms in SDM

o
Platform Comments

AP4600

AP4250 Only SP Edge and core platform

AP4500

AP6100

AP6300

AP6350 SP Edge, Enterprise Edge, and Core platform

AP1100 Only Enterprise Edge and Core platform

AP3900

AP3820

AP3800 Only SP Edge and Core platform

NNOS

NNOSVM
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Supported Plugins

Table 3-2 Supported Plugins
|

Plugin

Enterprise Edge and core platform

SP Edge and core platform

Editing a Golden Configuration

As the Administrator, you can edit or overwrite an exisiting Golden Configuration.

1.
2.

6.

Expand the Configuration Manager slider and click Configuration Comparison.
Click Golden Configuration.

The Golden Configurations page displays a list of all existing Golden Configurations.
Select the Golden Configuration that you want to edit.

Click Edit.

In the Edit Golden Configuration <name> page, you can change the source of the
Golden Configuration. However, you cannot change the name of the Golden
Configuration and associated device fields. The process is identical to creating a new
Golden Configuration.

Click Update.

Deleting Golden Configuration

As the Administrator user, you can delete a Golden Configuration.

Deleting Golden Configuration can be performed by the Administrator.

1.

2
3.
4

Click the Configuration Manager slider and click Configuration Comparison.
Click Golden Configuration.
In the Golden Configuration page, select the one that needs to be deleted.

Click Delete. Click ok to confirm.

Configuration Comparison

For more information, see:

ORACLE

g H @ b P

Creating the Comparison Report
Viewing the Comparison Report
Downloading the Comparison Report
Deleting the Comparison Report

Setting the Purge Method for Comparison Reports
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Comparing device configuration with a Golden Configuration allows you to view
discrepancies from the baseline, and create a comparison report.

Create a comparison report by comparing the Golden Configuration against a device
configuration of the same Plugin and Platform type.

Make sure that a Golden Configuration has been created for the same Plugin and
platform type of the device that you are about to compare.

1. Expand the Configuration Comparison slider.

Click Compare Comparison.

2
3. Inthe Configuration Comparison Reports page, click Create.
4

In the Create Configuration Comparison page:

Field

Comparison Report Name

Source

Target Configuration Selection

5. Click Apply.

Description

Valid name of the configuration
comparison report. A valid name can
only contain letters, numbers, an
underscore, or a hyphen. No blank
space(s) are allowed, and the name
must not start with ID.

Select an existing source Golden
Configuration against which the target
configuration needs to be compared.

Target can be any one of these options:
a device configuration, backup
configuration or an external
configuration file.

* Managed device: The selected
device must have an identical
platform and plugin type as the
source Golden Confguration.

* Archived configuration displays
only those backup configurations
that match the platform and plugin
type as that of the source Golden
Configuration

* Uploaded external file The
external file must have an identical
platform and plugin type as the
source Golden Configuration.

The Configuration Comparison report is created.

Viewing the Comparison Report

Viewing the comparison report shows the configuration differences between the
source Golden Configuration and the taget configuration.

ORACLE
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Expand the Configuration Comparison slider.
Click Compare Comparison.

In the Configuration Comparison Reports page, click the comparison report that you
want to view.

Click View.

The comparison report is shown in two-column mode highlighting the differences in red
font.

Figure 3-1 View Comparison Report

Config comparison report

Viewing 1.25 of 111

Page(t d% | bl sizel25 |~

source target
config config
lastObjectld=21 lastObjectld
schemaVersion=SCZ7.4.0/2 schemaVer
versionStr=5 -2 GA (Build 446, versionStr=S 446
certRecord certRecord
alternateName= alternateName=
certRecordName= certRecordName=
commonName=test-cert-common commonName=test-cert-1-common
country=US country=US

emailAddress=
keySize=1024

emailAddress=
keySize=1024

keyUsage= keyUsage=
lastModifiedBy=admin@10.196.0.185 lastModifiedBy=admin@10.196.0.185
astivodifiedDate=2020-01-19 20:37:38 lastModifiedDate=2020-02-19 20:37.38

locality=Burlington
name=test-cert
objectld=21

options=
organization=Engineering
organizationUnit=

locality=Burlington
name=test-cert
objectld=21

options=
organization=Engineering
organizationUnit=

pkcs10Request= pkcs10Request=
pkes7Certificate= pkcs7Certificate=
privateKey= — privateKey= -

» »

Click Back to go back to the list of comparison reports.

Downloading the Comparison Report

ORACLE

You can download the Configuration Comparison Report for future reference.

1.
2.

Expand the Configuration Comparison slider.
Click Compare Comparison.

In the Configuration Comparison Reports page, select the report that you want to
download.

Click Download.

When the system prompts you to download the report in compressed gzip file format,
click Yes. Clicking No allows you to download the report in a PDF format.

The comparison report file that you download contains the following information:
* Report name

e Source Configuration

* Target Configuration

*  Platform
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e Plugin type

*  Source Software version
* Target Software version
* Report Generated Date

e Owner

Deleting the Comparison Report

Chapter 3
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You can delete the Comparison Reports that you no longer require or those that are
not relevant anymore.

1
2
3.
4

Expand the Configuration Comparison slider.

Click Compare Comparison.
In Configuration Comparison Reports, clic
Click Delete.

k the report that you want to delete.

On confirmation, the report is deleted from SDM

Setting the Purge Method for Comparison Reports

ORACLE

You can purge comparison reports in two ways: auto purge or manual method.

6.

g @ b P

Expand the Configuration Comparison slider.

Click Compare Comparison.

Expand the Configuration Comparison slider.

Click Purge.

In the Purge Comparison Reports page:
Field

Auto Purge

Enter the number of days to keep the
comparison reports

Manual Purge

Click Apply.

Description

Select this method to purge comparison
reports automatically by the Purge task
that runs everday at 1 A.M. All reports
that are older than the auto-purge
interval are purged.

Set the auto purge interval in terms of
days (24 hours day). By default, the
purge interval value is 2 days. You can
set the purge interval value as required,
but the value must be greater than 2
days. If you set the purge interval as 4
days, then all reports that were saved 4
days before today are purged today by
the Purge task.

Select this method to manually purge
the reports. Select the From date and
To date. Do not select today, yesterday,
or a future date. This is because the
default purge interval is 2 days.
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Based on the method that you select, reports that qualify for purging are purged from
SDM.

Manage the Configuration Archive

Depending on your user privilege level, or privileges set for the User Group to which you
belong, you can manage the configuration archive.

A configuration can exist on every node of a device cluster. When a configuration file is pulled
from a device by a node, the file is sent to all cluster nodes. See Security Manager in the
Oracle Communications Session Element Manager if you need to change your privileges to
allow you to manage the configuration archive.

" Note:

For Oracle Enterprise products, the Configuration Archive supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications
Broker (ECB).

¢ Note:

When R226 compliance is set as enabled upon installation, the OCSDM hides LI
and SIPREC attributes, however, they still exist in the datadoc.

Add a Backup Schedule

ORACLE

Use this task to schedule automatic configuration backup for a device or a device group to
run once, daily, weekly, or monthly automatically. You can also configure a backup to run on
demand. The following actions occur when you create a backup:

* A new directory is created for each device using its device name in the AcmePacket/
ConfigBackups directory.

* Anentry is added to the database for the configuration file.

* The set purge policy is applied.

" Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications
Broker (ECB).

1. On the Configuration Manager slider, select Configure archive, Schedules.
2. Inthe Schedules pane, click Add schedule.
3. Inthe Add Schedules tab, complete the following fields:
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Schedule drop- [Select from the following options to set the type configuration
down list backups for devices:

e Schedule—Select to schedule a date and time and make
the configuration backup available on an on-demand
basis.

* On Demand—Select to make the configuration backup
available on an on-demand basis.

< Note:

The parameters described below are unavailable
if you choose this option.

Frequency drop- [Select from the following options to set the frequency of
down list configuration backups for devices:

*  None—Select to not repeat a scheduled backup.
> Daily—Select to perform daily backups.
*  Weekly—Select to perform weekly backups.

*  Monthly—Select to perform monthly backups.

Start date drop- [Select a start date using the calendar icon.
down list

Start time drop- [Select a start time in a 24-hour cycle.
down list

Click the Devices tab.
Click Add.

In the Select Device dialog, choose the device or device group in the Managed
devices pane for which you want to schedule a backup, and click Add to move it
to the Targeted devices pane.

Click OK.

The targeted device for scheduled configuration backups appears in the Devices
table.

Click Apply to complete the backup schedule for the device.

Restore a Configuration Backup

The purge policy or existing configuration backups are not affected when a backup is
restored for a device.

ORACLE
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For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications

1. On the Configuration Manager slider, select Configure archive, Archive

configuration.

2. Select a backed up configuration from the table, and click Restore.

3. In the confirmation dialog, click Yes to restore the backed-up configuration.

View a Backup Schedule
¢ Note:

Broker (ECB).

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications

1. On the Configuration Manager slider, select Configure archive, Schedules.

2. Inthe Schedules pane, Session Element Manager displays the following columns:

Parent Group

The parent network function (NF) group that is provided by the user
or Oracle Communications Session Element Manager plugin.

Source

The name of the NF target device(s) or device group that needs to be
archived.

Frequency

The scheduled backup frequency.

First scheduled

The first time the schedule is started.

Last run time

The last time a scheduled backup was done.

Platform version

The current hardware version. If it is a device group, the value is N/A.

Software version

The current software version. If it is a device group, the value is N/A.

Rename a Configuration

You can rename any backed up configuration file to make its name more meaningful. The
actual file name on the system does not change and continues to adhere to the set file
naming policy. This configuration name only appears within the context of Oracle
Communications Session Element Manager.

ORACLE
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< Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise
Communications Broker (ECB).

1. On the Configuration Manager slider, select Configure archive, Archive
configuration.

2. In the Archive configurations pane, select the configuration you want to rename,
and click Rename.

3. In the Name field, enter a new name for the configuration.
4. Click OK.

The alias name for the configuration appears in the list of archive configurations
instead of its actual configuration file name.

Manage Purge Policies

You can select a purge policy for devices or device groups. You can customize the
purge policy to define the number of backup configurations to store per device, to
configure the purge schedule for devices or device groups, and to purge them
immediately.

# Note:

For Oracle Enterprise products, purge policies support only the Enterprise
Session Border Controller (ESBC) and the Enterprise Communications
Broker (ECB).

Purge Configurations On-Demand

ORACLE

You can select the purge policy you set earlier or target all backed up configurations
on a device or group. You can select multiple devices or multiple groups to purge at
one time.

# Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise
Communications Broker (ECB).

1. On the Configuration Manager slider, select Configure archive,
Administration.

2. Click the Operation tab and complete the following fields:
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Configuration Choose the scope of the purge:
archive purge policy |

. Purge all archived configuration—Choose to purge all files
section

and configurations associated with selected device(s) or
device group(s).

» Purge per policy—Choose to purge selected devices
according to set purge policy.

Select the NF folder or device that you want to purge from the Managed devices table,
and click Add.

The NF folder or device appears in the Targeted devices table.
Repeat the previous step to select more NF folders or devices that you want to purge.

Click Purge.

Search the Archive for a Configuration

Use this task to search for a configuration in the configure archive for an existing
configuration backup.

ORACLE

The following search criteria can be used:

Standard wild card * and ? characters are supported.

— *matches 0 or more characters.

— ? matches 1 character.

Search filters containing wild card characters must be enclosed in double quotes: “fo*”.
Search filters containing no wild card characters result in an exact match.

Wild card characters cannot be used outside of double quotation marks in combination
with an exact match search.

“A*1” is a valid search filter.

“A*”* is not a valid search filter.

< Note:

For Oracle Enterprise products, the following procedure supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications
Broker (ECB).

Expand the Configuration Manager slider, and click to expand the Configure archive
folder in the navigation pane.

lin the navigation pane, click Archive configuration.
In the Archive configurations pane, click Search.

In the Configuration archive search dialog, complete any of the following fields:

Configuration name field [The user-defined name for the device configuration.

Source field The source IP address of the device.
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Hardware version field [The hardware version of a device.

Software version field The software version of a device.

Start backup date field [Click the calendar icon to select the start date range for when
a configuration was backed up to the configuration archive.

End backup date field Click the calendar icon to select the end date range for when
a configuration was backed up to the configuration archive.

5. In the Success dialog, click OK.

The newly-added physical interface appears in the Physical interface table.

Use Session Element Manager to Configure Product
Devices

You can configure some basic parameters for product devices, which includes
bootstrapping, system, SNMP, and traps, and the configuration of some basic
networking parameters for session delivery products. See your session delivery
product device documentation for more configuration information that is beyond the
scope of this guide.

< Note:

For Oracle Enterprise products, Session Element Manager supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise
Communications Broker (ECB).

Verify Product Device Configurations

The product device configurations you plan to manage using Oracle Communications
Session Element Manager must have the correct system information configured to
properly load into Configuration Manager. See the product device documentation for
more information about the CLI commands that are used in these system
configurations.

< Note:

For Oracle Enterprise products, verifying the configuration supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise
Communications Broker (ECB).

Check Boot Parameters

Boot parameters specify the information that your Oracle Communications Session
Delivery product device uses at boot time when it prepares to run applications. You
must configure the system IP address, subnetwork (subnet) mask for the management
interface (wancom0Q), and a unique target name.
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< Note:

Do not use the default session delivery product name acmesystem.

Oracle Communications Session Element Manager uses the target name to uniquely identify
a device from the list of Oracle Communications Session Delivery product devices in the
content area. You need to ensure that all Oracle Communications Session Delivery product
devices you plan to load and manage have unique target names or the entire list of Oracle
Communications Session Delivery product devices appear with the default acmesystem
name.

# Note:

For Oracle Enterprise products, check boot parameters supports only the Enterprise
Session Border Controller (ESBC) and the Enterprise Communications Broker
(ECB).

Check the System Configuration Element

Ensure the system-config element, which establishes that general system information and
settings for the product device is configured with the following SNMP and networking
parameters:

e System contact information.

e System ID.

e Physical location of the system.

*  SNMP is enabled on the system.

e Traps are enabled on the system.

*  The network default gateway IP address is configured.

For more information about configuring these parameters, see your product device
configuration documentation.

< Note:

For Oracle Enterprise products, check system configuration supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise Communications
Broker (ECB).

Check the SNMP Community Element

ORACLE

The snmp-community element must be configured with the following parameters to specify
the Oracle Communications Session Delivery Manager server from which your Oracle
Communications Session Delivery product device accepts SNMP requests:

»  Ensure that the Oracle Communications Session Delivery Manager server IP address is
configured and the server is running.
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* Ensure that the IP address(es) for SNMP communities are specified for
authentication purposes. If the shmp-community element is configured for a
cluster, you must add all the IP addresses for each member in the Oracle
Communications Session Delivery Manager server cluster.

» If you change the snmp-community values for your Oracle Communications
Session Delivery product device, you must remove this device from the Device
Manager, and add it again so that the Oracle Communications Session Delivery
Manager server can update this SNMP information.

# Note:

For Oracle Enterprise products, check SNMP community supports only the
Enterprise Session Border Controller (ESBC) and the Enterprise
Communications Broker (ECB).

Check the Trap Receiver Element

The trap-receiver element is configured on the Oracle Communications Session
Delivery product devices so that the Oracle Communications Session Delivery
Manager server can receive SNMP traps for event reporting. Ensure that the following
parameters are specified:

* The Oracle Communicati