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About This Guide

About This Guide

The purpose of this document is to provide an understanding of how to install a Virtual

Appliance on a supported hypervisor.

Documentation Set

The following table lists related documentation.

Document Name

Document Description

Oracle SD-WAN Edge Release Notes

Oracle SD-WAN OS Release Notes and
Upgrade Guide

Oracle SD-WAN Security Guide

Oracle SD-WAN Edge Features Guide

Oracle SD-WAN Edge High Availability Guide

Oracle SD-WAN Edge Virtual Appliance
Installation Guide

Oracle SD-WAN Edge Configuration File
Reference

Contains information about added features,
resolved issues, requirements for use, and
known issues in the latest Oracle SD-WAN
Edge release.

Contains information about inserting an OS
Partition Image or OS Patch on an appliance
in order to migrate to a new OS version or
apply fixes to an existing version.

Contains information about security methods
within the Oracle SD-WAN solution.

Contains feature descriptions and procedures
for all incremental releases of Oracle SD-WAN
Edge. This guide is organized by release
version.

Contains information about implementing High
Availability, as well as deployments and
configuration.

Contains information about how to install a
Virtual Appliance on a supported hypervisor.

Contains information about the structure,
language, and defaults of the Oracle SD-WAN
Configuration File in detail.

My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support
(CAS) can assist you with My Oracle Support registration.

ORACLE

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. When calling, make the selections in the sequence shown below

on the Support telephone menu:

1. Select 2 for New Service Request.

2. Select 3 for Hardware, Networking, and Solaris Operating System Support.


https://support.oracle.com
http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html
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3. Select one of the following options:
»  For technical issues such as creating a new Service Request (SR), select 1.

*  For non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer
Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. The emergency response provides immediate coverage, automatic
escalation, and other features to ensure that the critical situation is resolved as rapidly as
possible.

A critical situation is defined as a problem with the installed equipment that severely affects
service, traffic, or maintenance capabilities, and requires immediate corrective action. Critical
situations affect service and/or system operation resulting in one or several of these
situations:

* A total system failure that results in loss of all transaction processing capability

» Significant reduction in system capacity or traffic handling capability

» Loss of the system's ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

»  Corruption of system databases that requires service affecting corrective actions
» Loss of access for maintenance or recovery operations

» Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help
Center (OHC) site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be downloaded at
http://www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Click the Oracle Communications link.
Under the SD-WAN header, select a product.

4. Select the Release Number.
A list of the entire documentation set for the selected product and release appears.

5. To download a file to your location, right-click the PDF link, select Save target as (or
similar command based on your browser), and save to a local folder.


http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html
http://docs.oracle.com
http://www.adobe.com
http://docs.oracle.com
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Revision History

This section provides a revision history for this document.

Date

Description

May 2020

October 2020

May 2021

June 2021

March 2022

Initial release.

Update for 9.0M1 including information
about OCI support up to 1 Gbps
throughput and initial login procedure
change for Oracle SD-WAN Edge running
on OCI laaS.

Updates Microsoft Azure and OCI laaS
sections with new first time login
instructions.

Removes bullet saying that High
Availability is not supported in "WAN
Deployment with a Virtual Appliance”

Removes the "OCI laaS Configuration”
topic from the Virtual Talari Appliance
Installaation chapter and adds the "Install
SD-WAN Edge from the Oracle Cloud
Marketplace" topic.
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Software and Hardware Requirements

Multiple Virtual Appliance VMs can be supported on a single, physical platform, provided
each VM is supplied with sufficient dedicated resources. The following requirements are per
Virtual Appliance VM depending on the appliance model and installed license.

VT800 Supported Hypervisors

Software Version

CPU Requirements

Special
Requirements /
Recommendations

VMware ESXi

6.0 or later

64-Bit, 3GHz +,
AES-NI, Intel
CPU only

DAS
recommended 1

Microsoft Hyper-

v Microsoft Azure KVM

. VM:

\zl\ggg?awzs STl Standaro_Ds3 +, Eemul- 5.3-167.el7
Disk: P10 + Vm-2.9.9-107.€

64-Bit, 3GHz +, 64-Bit, 3GHz +,
AES-NI, Intel CPU AES-NI, Intel CPU 8 vCPU,
only only
DAS SSD DAS DAS recommended

recommended ! Recommended?! 1

< Note:

1 Directly Attached Storage (DAS) is recommended for all Virtual Appliances.

VT800-128 Supported Hypervisors

Software Version

CPU Requirements

Special
Requirements /
Recommendations

VMware ESXi

6.5.0 or later

64-Bit, 3GHz +,
AES-NI, Intel
CPU only

DAS
recommended 1

Microsoft Hyper-
\Y

Microsoft Azure KVM

) VM:
\2’\823%""25 Server  standard_DS3 +, Eemu- 2167 0l
Disk: P10 + vm-1.5.3-167.el7
64-Bit, 3GHz +, 64-Bit, 3GHz +,
AES-NI, Intel CPU AES-NI, Intel CPU 8 vCPU
only only
DAS SSD DAS DAS

recommended! Recommended! Recommended?

" Note:

1Directly Attached Storage (DAS) is recommended for all Virtual Appliances.

ORACLE
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Chapter 1
Virtual Machine Specifications

Virtual Machine Specifications

Platform  ARBTSISe Lo Nepust  RAM oot e
Hyper-V VT800 20 Mbps 2 8 GB 2.10 Ghz
Hyper-V VT800 200 Mbps 10 10 GB 2.10 Ghz
Hyper-v  VT800-128 200 Mbps 10 32 GB 2.10 Ghz
Azure VT800 20 Mbps 4 28 GB 2.4 Ghz D12 v2
Azure VT800 500 Mbps 8 56 GB 2.4 Ghz D13 v2
Azure VT800-128 500 Mbps 8 56 GB 2.4 Ghz D13 v2
ESXi VT800 20 Mbps 2 4GB 2.10 Ghz
ESXi VT800 1 Gbps 8 8 GB 2.10 Ghz
ESXi VT800 2 Gbps 14 16 GB 2.10 Ghz
ESXi VT800-128 1 Gbps 8 32 GB 2.10 Ghz
ESXi VT800-128 2 Gbps 14 32 GB 2.10 Ghz
KVM VT800 175 Mbps 8 16 GB 2.10 Ghz
KVM VT800-128 175 Mbps 8 32GB 2.10 Ghz
ocl VT800 200 Mbps 4 60 GB 2.0 Ghz V'!r'fzt‘?‘:d
ocl VT800-128 200 Mbps 4 60 GB 2.0 Ghz V';"r'dszt_a:d
ocl VT800 1 Gbps 16 60 GB 2.0 Ghz VM.Stand
ard.2.8
ocl VT800-128 1 Gbps 16 60GB 2.0 Ghz VM.Stand
ard.2.8
" Note:

1 For 1 Gbps and 2 Gbps license levels, Intel Xeon E7-8870v4 or better with
L3 cache of 50MB or more is required for expected performance.

Additionally, all Virtual Appliances require:

e aminimum of 180 GB dedicated storage.

¢ Note:

Directly Attached Storage (DAS) is recommended for all Virtual
Appliances.

* 1 shared or dedicated management interface
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Chapter 1
Upgrading from VT800 to VT800-128

< Note:

KVM cannot have a shared management interface

» 1 dedicated, but not more than 7 total, non-management network interfaces

Important: Virtual Appliances required dedicated resources. A Virtual Appliance deployed
without dedicated (pinned) resources may not function as expected.

Upgrading from VT800 to VT800-128

An existing VT800 instance cannot be converted directly into a VT800-128. To upgrade a site
from a VT800 to a VT800-128, deploy a new virtual appliance and cut over when ready, as
with hardware appliance upgrades.

WAN Optimization System Specifications

WAN Optimization is supported on VT800s running Edge 7.1 or above and VT800-128s
running Edge 7.3 P4 or above at the following levels with the specified resources:

. Max . Cloud

Platform License WANO_p VCPUs RAM WANOp D.'Sk Instance

Level Capacity ) Size

Sessions Type

20 Mbps 8 Mbps 2 8GB 1,500 160GB NA
WPV 200 Mbps 100 Mbps X2 0G 000 0G

200 Mbps 100 Mbps (2.10GH2) 10GB 5, 160GB NA

20 Mbps 8 Mbps 4 28GB 10,000 160GB DS12_v2
Azure

500 Mbps 100 Mbps 8 (2.4GHz) 56GB 16,000 160GB  DS13_v2

20 Mbps 8 Mbps 2 8GB 1,500 160GB NA
ESXi 14 16GB

2 Gbps 200 Mbps (2.10GH2) (VT800-128: 10,000 160GB NA

’ 32 GB)
< Note:

The maximum number of WANOp sessions is scaled based on available memory. If
a virtual appliance has insufficient dedicated RAM, the maximum number of
WANOp sessions will be lower. Provisioning a virtual appliance below
recommended system specifications will not disable WANOp, but will impact
WANOp performance. Provisioning a virtual appliance below the defined minimum
specifications is not supported.

A warning banner will be displayed in the Web Console if WANOp is enabled on a Virtual
Appliance that does not meet the minimum recommended system specifications. An example
is shown below, on a VT800 with insufficient RAM and VCPUs:
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Chapter 1
Support for Virtual Appliances

Warning:

= WAN Optimization will likely have degraded performance unless at least 8 GB of RAM are allocated to the appliance. The system
currently only has 4.06 GB.

-—

= WAN Optimization will likely have degraded performance unless at least 2 cores are allocated to the appliance. The system currently
only has 1.

For information on how to configure WAN Optimization, please see the WANOp Setup
and Configuration Guide.

Support for Virtual Appliances

Before calling or emailing for support, please ensure that your Virtual Appliance
deployment matches the above specifications. Configurations outside of this scope
cannot be supported.

ORACLE 1-4



Virtual Appliance Installation

VMware ESXi

ORACLE

Follow these instructions to deploy on VMWare ESXi.

" Note:

You must perform the following procedure from a Microsoft Windows environment.

Prerequisites

Before deploying on VMWare ESXi, you will need:

*  Virtual Image for ESXi

*  Full Install for VMWare file for the desired Virtual Appliance

* vSphere client

Prepare to Deploy the Virtual Appliance

1. From the Inventory available, click the server's IP address then click the Configuration

tab.
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Chapter 2
VMware ESXi

Figure 2-1 VM Server Configuration Tab

[ &) 192.168.39.150 -

File Edit View Inventory Administration Plug-ins Help
‘E} Home b g8 Inventory b [l Inventory
+

aoE

= [3 [192.168.39.150 localhostlocaldomain VMware ESXi, 6.0.0, 2494585
{5 CL1VTs00

Getting Started | Summary | Virtual Machines | Resource Allocation | Performance (S aty Users | Events | Permissions

Hardware View: |vSphere Standard Switch

Health Status Networking Refresh  Add Networking... Properties...

Processors
-
Memary

ditch: vSwitchd Remove... Properties...
Storage Virts hysic -
Networking 1 VM Networl 9. B vmnicd 100 Full | 2
Storage Adapters B |1 virtual machine(s) | VLAN ID: All (4095)

Metwork Adapters CL1VT500

Advanced Settings VMkermel Port

Power Management L1 |Management Network

vmk0 : 192.168.39.150

fes0::46a8:42ff:fezb:coge

Software

Licensed Features
Time Configuration
DNS and Routing

P
Authentication Services = " g 1000 Full |E3
Virtual Machine Startup/Shutdown B | L virtual machine(s) | VLAN ID: Al (4095)
Wirtual Machine Swapfile Location CL1VT500

Security Profile

Haost Cache Configuration
Sustem Resnures Ressruation Standard Switch: vSwitch2 Remove... Properties... 2| =2
| »

Recent Tasks Name, Target or Status contains: + Clear X

Name | Target | Status | Details | Initiated by | Requested Start Ti...— | Start Time | Completed Time -
¥ Removevirtualswitth [ 192.168.39.150 @ Completed rogt 6/10/2015 7:26:45 AM  §/10/2015 7:26:95 AM  6/10/2015 7:26:45 M | |
¥ Updatenetwork config.. [ 192.168.39.150 & Complated root 6/10/2015 7:26:45 AM  6/10/2015 7:26:45 AM  6/10/2015 7:26:45 AM

Standard Switch: vSwitchi Remove... Properties...

m i

root |

2. Click Networking from the left menu then click the Add Networking... link.

3. Choose Virtual Machine as the Connection Type and click Next.

< Note:

The physical network adapters on the server appliance (vmnicl, vmnic2,
etc.) can only be assigned to a single vSphere standard switch. Once a
vmnic is assigned to a vSphere standard switch, it will no longer be
available when creating a new vSphere standard switch.

4. Click Create a vSphere standard switch, choose one of the available virtual
machine NICs, and click Next.
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Chapter 2
VMware ESXi

Figure 2-2 Create a Switch

Gseervs S e

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

Connection Type
Network Access
Connection Settings
Summary

Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
vSphere standard switch using the undaimed network adapters listed below.

* Create a vSphere standard switch =C etworks
Broadcom Corporation NetXtreme BCM5720 Gigabit Ethernet
[~ B vmnici Down None
[vi BB vmnic4 Down None
[ E@ vmnics Down None
 Use vSwitchD Speed etworks
Broadcom Corporation NetXtreme BCM5720 Gigabit Ethernet
[~ B vmnico 100 Full 192.168.44, 1-192. 168.47.254
™ Mlea wCwitchl

Preview:

firtuz] Machine Port Group

Virtuz! Mad ot Gro: Physical Adaptars
VM Netwark 2 g—g—cm vmnicd

< Back | MNext > I Cancel |

5. Give the Virtual Machine Port Group for the switch you created in step 4 an appropriate
Network Label. If VLAN tags will be used on the associated appliance port, set the
VLAN ID field to All (4095). Click Next.

6. Confirm that the information for the new virtual switch is correct then click Finish.

7. If this switch will be attached to the appliance management port, skip to step 18.
Otherwise, after creating the switch, remain on the Networking panel of the Configuration
tab and locate the switch within the panel. You may need to scroll down.

8. Click Properties... for the switch. Then, from the Ports tab, highlight the Virtual Machine
Port Group and click Edit...

9. On the Security tab ensure that Promiscuous Mode and Forged Transmits are set to
Accept then click OK.

ORACLE"
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Chapter 2
VMware ESXi

Figure 2-3 Configure Promiscuous Mode

,
TS

General Security ITraFﬁc Shaping I NIC Teaming I

— Policy Exceptions

Promiscuous Mode: v |Accept ;l
MAC Address Changes: I |£v..:{e|jt ;l
Forged Transmits: v |Accept ;{

10. Repeat steps 4 through 9 to create a separate virtual switch for each Virtual
Appliance port that will be used in your deployment.

11. Repeat steps 4 through 9, and do not choose a virtual machine NIC to create a
null virtual switch for Virtual Appliance ports that will not be used in your
deployment.

< Note:

Virtual Appliances have 7 network ports. All 7 network ports must be
assigned to a virtual switch even if you do not intend to use all of them in
your deployment. A null virtual switch that is not tied to any physical NIC can
be used for this purpose.

Deploy the Virtual Appliance
1. Click File, Deploy OVF Template...

ORACLE"
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Chapter 2
VMware ESXi

Figure 2-4 Deploy OVF Template

File | Edit View Inventory Administration Plug-ins

Mew 3

| Deploy OVF Template... I
| Export »

Report il localhost.localdo
Print Maps » Getting Started

Exit

entory b [El Inve

What is a Ho

Ahostisaco

Browse to the location of the Appliance VM Image (.ova package) that you downloaded.
Select the file and click Open.

Click Next and a screen will display information for the VM being imported.

Click Next and a screen will display the End User License Agreement. After reading, click
Accept then click Next.

The Name and Location screen displays a default name for the VM. Change the name if
desired and click Next.

Figure 2-5 Name the VM

Name and Location
Specify & name and location for the deployed template

Source Mame:

OVF Template Details
End User License Agreement

Mame and Location
Disk Format

Metwork Mapping
Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder.

< Back | Mext = I Cancel

Accept the default settings on the Disk Format screen and click Next.

On the Network Mapping screen, use the drop-down menus under Destination
Networks to assign the Virtual Appliance ports (Source Networks) to the previously
configured virtual switch port groups. Any port that will not be used in your deployment
must be assigned to the null virtual switch (see step 19 of Prepare to Deploy the Virtual
Appliance). Click Next.
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Chapter 2
VMware ESXi

Figure 2-6 Map Networks from Inventory

Network Mapping
What networks should the deployed template use?

Source

OVF Template Details Map the networks used in this OVF template to networks in your inventory

End User License Agreement

Name and Location Source Networks DestinationNetworks -

Digk Format ) Management Network [V Network
Network Mapping Network 1

Ready to Complete
Metwork 2

Metwork 3
Metwork 4
Metwork 5 VM Network

Metwork 6 VM Network
< |

Description:

The Management Metwark network

Warning: Multiple source networks are mapped to the host network: VM Network

< Back | Mext > I Cancel

Click Finish on the Ready to Complete screen.

< Note:

Decompressing the disk image onto the server could take several
minutes.

Configure the Virtual Machine

1.

ORACLE"

If this is the first time you have used the vSphere Client, you may need to click the
Inventory icon, identify the server, and expand its inventory list.

Click the name of your Virtual Appliance's VM in the inventory list.

Click the Summary tab and click Edit Settings underneath the Commands
section to open the Virtual Machine Properties window.

Click Memory from the Hardware tab of the Virtual Machine Properties screen
and ensure that the required amount of memory is configured for the intended
performance level of your Virtual Appliance (see the Virtual Machine
Specifications section for details).
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Chapter 2
VMware ESXi

Figure 2-7 Adjust Memory Size

F ki
(&) Talari Appliance VTB00 - Virtual Machine Properties E@g
Hardware l Options ] Resources ] Virtual Machine Version: 3 /&,

Memory Configuration
I™ Show All Devices Add... | |
1011 &6 Memary Size: | 1= | Gﬁj
Hardware summary c12 Ge M
Maximum recommended for this
M Memory 058 MB seeceld 9 ouestos: 1011 6B,
o ceos : Mad ded for best
|;| Video card Video card 128 GBH -l ;:F::;Z;S?Tﬁm;% ISIB. roes
WMCI devi D ted
= Eviee ERrECE 64 GBI+ Default recommended for this
{ scsicontroller o LSI Logic SAS 1 guest05: 1GB.
@y co/ovD drive 1 Client Device 2an e
= Hard disk 1 Virtual Disk 16GEHa 9 guestOS: 256 MB.
B WNetwork adapterl VM Network -
BB Metwork adapter2 LAN 1
BB MNetwork adapter3 WAN 1 4GB
BB Metwork adapter4 VM Metwork > s
Ef Metwork adapter5 VM Network
BB WMetwork adapter6 VM Network 1 GBS
BB Metwork adapter7? VM Metwork 512 MEH
B WNetwork adapters VM Network 356 Me g
128 MBH
64 MEH
32 MBH
16 MEH
8MBH
P 1 | * 4 MB

OK. | Cancel |

Click CPUs from the Hardware tab of the Virtual Machine Properties screen and
ensure that the required number of cores (i.e., Virtual CPUSs) is configured for the
intended performance level of your Virtual Appliance (see Virtual Machine
Specifications section for details). You may configure these cores on a single virtual
socket or across multiple virtual sockets.

ORACLE"
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Chapter 2
VMware ESXi

Figure 2-8 Adjust the Number of Sockets and Cores

r ™
@ Talari Appliance VT800 - Virtual Machine Properties Elﬂlg
Hardware |0|:|tior15 ] Resources ] Virtual Machine Version: 9 /&

[~ Show all Devices Add... | | Mumber of virtual sockets: 4 -
Hardware Summary Mumber of cores per socket: 1 -
Wl Memory 4096 MB
O crus 3 Total number of cores: 4
I;l Video card Video card A - —_— | S,
. Changing the number of virtual CPUs after the guest
& VMCIdevice Deprecated 05 is installed might make your virtual machine
e- SCSI controller 0 L5I Logic SAS unstable.
2, co/ovD drive 1 Client Device
& Hard disk1 Virtual Disk The virtual CPU configuration specified on this page
BB Network adapter1 WM Network might violate the license of the guest OS.
BB Network adapter2 LAN 1
BB Network adapter3 WAN 1
BB Network adapter4 WM Metwork
BB Network adapters WM Metwork
B Network adapteré WM Metwork
BB Network adapter7 WM Network
BB Network adapter8 WM Metwork
4 T |+

OK Cancel

< Note:

The number of virtual sockets should either be 2 or 4, based on the
licensed performance from Virtual Machine Specifications section. The
number of cores per socket must be 1.

6. Click Hard disk 1 from the Hardware tab of the Virtual Machine Properties
screen and ensure that at least 160GB of storage is configured in the Provisioned
Size field.
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Chapter 2
VMware ESXi

Figure 2-9 Add Hard Disk

F ™
@ Talari Appliance VT200 - Virtual Machine Properties E‘élﬂ

Hardware lOptions ] Resources ] virtual Machine Version: 9 /3
Disk File
[ Show All Devices e ‘ R ‘ |[da135tore1] Talari Appliance VT&00,Talari Appliance VT&00.
Hardware Summary
W Memary 4096 ME Disk Provisioning
O crus 4 Type: Thick Provision Lazy Zeroed
£ videocard Video card Provisioned Size: 20.00-5 |6 ~|
= WVMCI device Deprecated Maximum Size (GB): 769.18
e SCSI contraller 0 LSILogic SAS
£y co/ovD drive 1 Client Device Virtual Device Node
= Hard disk1 Virtual Disk
E® MNetwork adapter 1 VM Metwork |5CSI (0:0) Hard disk 1 ﬂ
E@ Metwork adapter2 LAN 1
BB MNetwork adapter3 WAN 1 e
BB Metwork adapter4 WM Network [ Independent
BB Network adapters VM Netwark Independent disks are not affected by snapshots.
BB Network adapter6 VM Metwork 2 . i ]
BB Network adapter7 VM Network E.Iheag%ils are immediately and permanently written to
E@ Metwork adapterd WM Network ~
Changes to this disk are discarded when you power
off or revert to the snapshot.
4 1} | »

0K Cancel

Click OK to save the changes to the Virtual Appliance and exit the Virtual Machine
Properties screen.

Start the Virtual Appliance

1. From the inventory list, make sure your new VM is still selected and power it on by
clicking the green Play icon.

2. Click the Console tab in the right hand pane of the vSphere Client screen then click
inside the console screen and hit Enter.

" Note:

To exit the console, release the mouse by pressing and holding the Ctrl and Alt
buttons simultaneously.

3. Atthe login prompt enter the following credentials:
Login: talariuser
Password: talari

4. The Edge OS level and Host IP are displayed.

ORACLE"
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8.
9.

Chapter 2
VMware ESXi

# Note:

The Virtual Appliance is configured to use DHCP by default. If you want
to manually configure the management IP, follow steps 5 through 9;
otherwise, take note of the Host IP and skip to Configure and License
the Virtual Appliance.

Figure 2-10 Virtual Appliance Console Login

File Edit View Inventory Administration Plug-ins Help

@ £y Home b gf] Iventory b [l Inventory

0N B E GRS

B [ 192.168.39.177 Talari Appliance VT800
['D Talari Appliance VT800

3 TB7-NCN-VTB0D
Gh TB7-VTBOO-MGT-TN

& Tasks root

Run the tcon command to acquire the console.
Run the management_IP command to enter the set_management_ip prompt.

Run set interface <ip_address> <subnet_mask> <gateway_ip_address> (e.g.,
set interface 192.168.44.196 255.255.240.0 192.168.35.2).

Run apply.

Run main_menu to exit the set_management_ip prompt.

Configure and License the Virtual Appliance

1.

If you intend to deploy your Virtual Appliance as a Network Control Node, skip to
step 6. Otherwise, access the Configuration Editor available from the web
console of your Network Control Node or your Oracle SD-WAN Aware instance.

From the Configuration Editor, modify your current configuration to include the
Virtual Appliance as a new Site or as an update to an existing Site.

Under Sites - [Virtual Appliance Site Name] - Basic Settings, when you
choose a Virtual Appliance model from the Model drop-down menu also choose
the correct license from the License drop-down menu.
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Figure 2-11 Choose Correct Virtual Appliance License from the Configuration
Editor

bp-ncn-tB60
bp-cld-wt800
Basic Settings # ?

Appliance Name: Secure Key:
bp-cl4-viB00 6878ebbdfd2a2bdc
Regenerate
Model: =
VTa00 : Mode:

secondary NCN %
Custom Rate
v Unlimited
Mo License
20Mbps
40Mbps ' Cost:

100Mbps

200Mbps

[

Gateway ARP Timer (ms):

Enable Source MAC Learning

Apply | Close

4. Stage the modified configuration on your network as you would any other configuration
change.

5. Download the staged Appliance Package for the Virtual Appliance to your local
workstation.

" Note:

At this point, if desired, continue and complete the Change Management
process to activate the configuration changes across Edge in preparation for
the Virtual Appliance addition.

6. Open any supported browser and navigate to the management IP of the Virtual
Appliance. At the Login prompt enter the following credentials and click Login:
Login: talariuser Password: talari
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7. Request a license for the Virtual Appliance by submitting the Hardware Identifier
(found on the Home page when you log in) to your Sales Representative. Your
Sales Representative will issue a License file based on the performance level you
specified.

# Note:

If you have a pre-prepared Appliance Package for the Virtual Appliance,
continue with step 8. If you do not have a pre-prepared Appliance
Package for the Appliance, click Advanced Config to manually
configure and license your Virtual Appliance.

8. Under One Touch Start, click Browse and select the pre-prepared Appliance
Package from your workstation.

Figure 2-12 Oracle SD-WAN Edge Software Home Screen

One Touch Start
Na file selected.
Advanced Config @ NCN @ Client

For documentation, visit Talari Support (registration required).

Systemn Status

Name:

Model: VT200

Management IP Address: 152.168.200.253

Software Version: RS_1_TNET_04112016

05 Partition Version: 46

Hardware Identifier: 5640d4c35-305d-1574-ec81-1a887475b80d

9. Select Client or Network Control Node (NCN) and click Apply Package.

10. Once the Appliance Package is uploaded the Client Setup Complete (or NCN
Setup Complete) page will be displayed.

Figure 2-13 Client Setup Complete

Client Setup Complete

You have selected Client Mode, and have successfully uploaded the appropriate registry and software package. Next, please upload the license file for this appliance. Once
the license is successfully uploaded, it will be safe to enable this appliance.

No file selected.

l Upload License ][ Return to Home ]

For documentation, visit Talari Support (registration required)
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< Note:

The service starts automatically, but before you can take advantage of the
performance level you purchased a license for, you must upload the license to
the Virtual Appliance. An unlicensed Virtual Appliance will override the
permitted rates of all configured WAN Links so their total does not exceed 10
Mbps full-duplex (i.e., 20 Mbps total).

11. Download the License file issued by your Sales Representative to your workstation. From
this page or the Manage Appliance - License Information page, click the Browse
button and choose the License file you downloaded.

12. Click Upload License. The page will reload to display your License Information.

Figure 2-14 Successfully Licensed Virtual Appliance

Manage Appliance License Information Talari Support

— Upload License for this Appliance

Upload a license file to this appliance.
Filename: Choose File | No file chosen
Upload
Talari service must be restarted for license file to take effect.

— License Information

Issued To: Chris Parsons

Unique Identifier: 564db762-bd5a-f04d-fc91-6f701cc6637C
Model: VTEOO

Capacity: Unlimited

License Identifier: 6f52213d220e4a775f00f5096e9981a3

— Download License for this Appliance

A text file containing the signed license for this appliance

Download

r System Info

Hardware Model: VTE0O
Software Version: R7_1_GA_11142017
Hardware Identifier: 564db762-bdSa-f04d-fc91-6f701cC6637c

¢ Note:

In order for the license to take effect, the Service must be restarted.

Troubleshooting VM Permissions

If you encounter permissions issues attempting to run a Virtual Appliance on VMware ESXi,
highlight the Virtual Machine from the server's Inventory list and click the Permissions tab to
verify that the correct users have Administrator access to the Virtual Appliance. If the
necessary users are not listed and/or their role is not set properly, you must contact your
VMware server's administrator for help.
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=) 192.168.200.234 - v

File Edit View Inventory Administration Plug-ins Help

@ a £y Home b gF] Inventory b [F Inventory

4
8 @
ERE] 52-153-200-25‘1 unknown-lab-192-168-44-156.talarilocal VMware ESX], 6.0.0, 3029758
Aegis VTE00
5 DocTestvM Getting Started | Summary | Virtual Machines ' Resource Allocation ' Performance ' Configuration ' Users | Events [EEquitHIGE
E&h Meridian VTEOD User/Graup Rale Defined in
3 Talari APN Aware 8 vpxuser Administrator This objed
8 deui Administrator This objed
8 root Administrator This objed

Microsoft Hyper-V

Virtual Appliances deployed on Microsoft Hyper-V are subject to the following
configuration limitations:

* Hyper-V does not support layer 2 bridging; therefore, the Passthrough Service is
not supported in Virtual Appliances deployed on Hyper-V.

*  Hyper-V does not support multiple VLANS to use a single virtual interface,
therefore only one VLAN can be supported on an Interface Group.

Important: When shutting down Virtual Appliances deployed on Hyper-V, use the
“Shut Down” option rather than the “Turn Off” option to ensure graceful shutdown. If
the “Turn Off” option is used, the Virtual Appliance may not start up properly.

Deploy the Virtual Appliance in Hyper-V

1. Open Server Manager, select the Tools pull-down menu, and click Hyper-V
Manager. This will open the Hyper-V Manager window.

I ~ 197168.27.221 -

Server Manager * Dashboard Manage | Tools

‘Component Services

Computer Management

ROLES AND SERVER GROUPS
i# Dashboard ke S Defragment and Optimize Drives

= Server groups: 1

i Local Server Event Viewer

= == File and Storage =

W& Al Servers 'i : &l 1 Eﬂ Hyper-v 1 § Local server 1 Hyper-V Manager|
Services iSCS Initiator

@ Manageability (® Manageability @ Maznageability Local Security Policy

‘ODBC Data Sources (32-bit)

‘ODBC Data Sources (64-bit)

Performance Monitor

W3 File and Storage Services b
B Hyper-v
Events Events Events
Performance Services Senvices
BPA results Performance Performance Resource Monitor
BPA results BPA results Security Configuration Wizard
Services
System Configuration
System Information
Task Scheduler
‘Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
‘Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

= = LI

2. In the Hyper-V Manager window, make sure your server is selected from the
dropdown list in the left. Select New, and then Virtual Machine. This will open the
New Virtual Machine Wizard.
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File Action View Help

A IEN =

23 Hyper-V Manager H [

FE] WINPT New v|  Virtual Machine...
Import Virtual Machine... Hard Disk... UUsage  Assigr N »
: : 16384 | _
Hyper-V Settings... Floppy Disk... Lep Import Virtual Machine..,
Virtual Switch Manager... @ Hyper-V Settings...
Virtual SAN Manager... TI Virtual Switch Manager..
Edit Disk... ) Virtual SAN Manager...
Inspect Disk... o ¢ Edit Disk...
Stop Service E Inspect Disk...
Rernove Server @ Stop Service
Refresh
The selected vitual machine has no checkpei | 74 Remove Server
Vi 3
Lk i Refresh H
Help View 4
Help
:ﬂ Connect..
Aware-T5000 E8 Setings..
@ Turn Off...
Created:  12/31/1600 4:00:00 PM Clust @ ShutDown
Version: 50 Hear
Generation: 1 Intey . S
Notes: None Serv | ] Pause
I Reset []
% Checkpoint
Summary | Memory | Networking | Replication | 2 Move..
<] i | 21| & Export.. v

Opens a cascading menu specifying objects which can be created on this server.

3. Review the Before You Begin tab, then click next.

4. On the Specify Name and Location tab, type an appropriate name for your virtual
machine into the name box. Click Next.

Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
fy Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memary MName: |\|'TBOU| |
Configure Networking ‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Options [] store the virtual machine in a different location
Summary Location: |C: \ProgramDataMicrosoftiWindows\Hyper-v | | Browse,..

& If vou plan to take checkpoints of this virtual machine, select a location that has enough free
space, Chedpoints indude wvirtual machine data and may require & large amount of space.
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On the Specify Generation tab, ensure that Generation 1 is selected and click
Next.

a New Virtual Machine Wizard | x|
%k{ Specify Generation
Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (®) Generation 1

Spedify Generation

This virtual machine generation provides the same virtual hardware to the virtual machine as in
i previous versions of Hyper-V.
Assign Memary

Configure Networking ) Generation 2
This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and
F¥E boot using a standard network adapter. Guest operating systems must be running at least
Windows Server 2012 or 64-bit versions of Windows 8.

Connect Virtual Hard Disk
Installation Options

Summary AN

Once a virtual machine has been created, you cannot change its generation,

| < Previous | | Mext = | | Finish | | Cancel |

On the Assign Memory tab, chose the appropriate amount of memory necessary
for the Virtual Appliance being deployed and input that value into the Startup
memory box. Confirm “Use Dynamic Memory for the virtual machine” is not
selected, then click Next.

i 192.168.22.221 =@ X
File Action View Help
« | 2z B[
35 Hyper-V Manager ‘Actions.
[ WiN-QsE7HNEB3RN Virtual i QSE; -
re— New Virtual Machine Wizard E| N CSE7HHB3AN
i New »
B Taancy]
3 Import Virtual Machine..
3 TolariC4| | " e d
[ Kssigu:Mesiory % Hyper- Settings..
1 Virtual Switch Manager..
Before You Begn Specify the amount of memory to allocate to this virtual machine, You can specify an amount from 32 &, Virtual SAN Manager...
M through 29298 MB, To improve performance, spedfy mare than the minimum amount recommended A
Specify Name and Location bt A b EditDisk..
Specify Generation o = [} Inspect Disk.
@
(] Use Dynamic Memory for this virtual machine @ SstopService
Chtd‘M Configies Netmosidn = & [ X Remove Server
S @ vhen you decide how much memory to assgn to a virtusl machine, consider how you intend to
use the virtual machine and the operating system that it wll un. (i Refresh
Installation Options. =
Summary View 4
Help
Talari-CL3 5.
Talari-CL
. <prevous ||| Next> ||[ Fmen Concel |

i Summary | Memory | Networking | Repication

=L > &7

“BAG e |

On the Configure Networking tab, select a Virtual Switch to connect to the
default network adapter. This network adapter will be used as the management
interface for the Virtual Appliance. If you have not yet configured any Virtual
Switches, you may leave the network adapter disconnected for the moment. Click
Next.
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Configure Networking
Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
: 3 virtual switch, or it can remain disconnected.
Specify Mame and Location
Spedfy Generation Connection: | Intel(R) 1350 Gigabit Network Connection - Virtual Switch v
Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options
Surnmary

| <previous | | mext> || Fnsh || cancel |

8. On the Connect Virtual Hard Disk tab, select the "Attach a virtual hard disk later" option
and click Next.
i

-la| x
File Action View Help
«=| 2@ 8
35 Hyper-V Manager [ Actions |
= [wivosernesaRn -
Name New 4
e E Import Virtual Machi
g o - . (& Import Vitual Machine...
‘Connect Virtual Hard Disk £ Hyper-V Settings..
. Z1 Virtual Switch Manager..
Before You Begn A virtusl machine requires storage 50 that you can install an operating system. You can specify the al Virtual SAN Manager...
iy e et ceatiory e o EditDisk..
el Cerexiten O Create & virtual hard dsk I Inspect Disk...
= Use this option to create a VHOX dynamically expanding virtual hard disk.
- Assign Memory [ | @ Stop Service
Checkpol Configure Networking iame:  [New Virtudl Machine.vhdx | @ 7< Remove Server
Location: [C:\Users\PubliciDocuments Hyper \Virtual Herd Disks\ || eronse G Refresh
Sy 127 GB (Maximum; 64TE) View »
7
O Use an extsting virtual hard disk Hew
LR DN b S g e e e DS N et | Tz~
Location: [C:\Wsers Public\Documents'iyper-VVirtual Hard Disks) J[ eronse...
— Use this option to skip this step now and attach an existing virtusl hard disk later. —
Talari-
<prevous || mext> |[ Fnsh | [ conce |
Summary | Memory [ Networking | Rephcation |

B SH &
9. Onthe Summary page, review the information for accuracy then click Finish.

10. The next step is to use the Virtual Switch Manager to configure Virtual Switches for the

network interface ports. If this has already been done for other virtual machines on the
server, skip to the next step.
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a. On the Hyper-V Manager window, select the server and from the dropdown

then select Virtual Switch Manager.

File Action View Help

= 7@ @B

-

per-V Manager
8 WIN-QSETHNEB3RN|

Displays the Import Wizard.

Virtual Machines

Mame <

3 New Vinual Machine
§ TaseCL3
FR

By

CPU Usage

9%
4%

Assigned Memory  Uptime Status

4096 MB
409 MB

2225813
2225811

& Import Virtusl Machine.
[#] Hyper-V Settings..

T Virtual Switch Manager..

il Virtual SAN Manager...

i Edit Disk...
&L Inspect Disk...

@ |x

@ Stop Service

New Virtual Machine

The selected vitual machine has no checkpoints

G Refresh
View »

B Hep

= Connect...
i settings...
@ sun

Za Checkpoint

Created:  4/1B/2016 10:4742 AM

Clustered: Mo

{ | & Move..

@) Bport.

=] Rename...

i Delete.

i Enable Replication.

H Hep

a. Select New Virtual Switch, make sure External Network (for connection to
external Ethernet ports) is selected under type, and click Create Virtual

Switch.

b. In the Name box, choose an appropriate hame for the Virtual Switch (i.e. MGT,
WAN, or LAN).

c. Under Connection Type, choose the physical NIC this Virtual Switch will
represent. Disable the "Allow management operating system to share this
network adapter" option, unless this is the management NIC and you would
like it to be shared among VMs.

d. Under VLAN ID, allow tagging and ch

File Action View Help
= 2= @[z

33 Hyper-V Manager
s WIN-QSETHNSB3RN

ST

oose the VLAN if required, click Apply.

=8| x

L2 W
Virtual Machines #
v s W Wt ggezian [ warme: ¥
el Broadeom HetXtreme Gigab [New Virtual Switch New »
1 e i - L | ‘ Import Virtuzl Mach
i i = Nates: import Virtual Machine...
§ Talaicd ] Fy Hyper- Settings...
Brcadon e - Virtual Switch Manager...
# oty GgEImgt =
Broadcom = Gigabit Ether. Virtual SAN Mansger...
@ oty pg5-wandz ‘Corneciion type Edit Disk.
Brosdcon Gigabi Ether ¥ t0?
R
Broadcom HebXtreme Gigabit . .
= . [Brosdeom Nebireme Gt Eernet ¥ Stop Semvice
U mac =)
00-15-5D-16.00-00 t0 00-15-5D: ” Refresh
(] Enabie singleroot 0 virtuaization (SR 10V)
View »
© Internal network
© Private network Help
WD | Vitial Machine. =,
[ Enable Connect.
i Settings..
x Start
Cheekpeint
New Virtual Maf 7 i
Move...
o oy
Vel Rensme..
Gel @ sov Iy Sigur An external
0 an internal o private Delete...
ot switeh.
Enable Replication...
Help
o« [ o [ ey |
Summary | Memory

e. Repeat these steps for each NIC that will be used on the virtual appliance.
Then, click OK. In a typical deployment the virtual appliance will require a
minimum of three NICs — Management, LAN, and WAN.
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11. Back on the Hyper-V Manager window, select the new virtual machine and click

Settings.

o - | O x
[vTa00 v 4 » |G
& _Hardware ¥ Add Hardware -
& B10s You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button. u = E
0 Memory = = " New >
s [ Import Virtual Machine...
&[G Processor Legacy Metwork Adapter ~
1 Virtual processor Fibre Channel Adapter || Hyper-V Settings...
IED 1DE Controller 0 RemotsF 30 Viden Adapter &1 Virtual Switch Manager...
= i IDE Controller 1 d
&4 DVD Drive | |l virtual SAN Manager..
hpte | EditDisk.
B scs1 Controller You can increase the storage available to a virtual machine by adding a SCSI controller
and attaching virtual hard disks to it. A SCSI controller requires integration services in Inspect Disk..
& [ Network Adapter the guest operating system. Do not attach a system disk to a SCSI controller, System H
Intel(R) 1350 Gigabit Network Con.... disks must be attached to an IDE contraller. (®) Stop Service
T com 1 A
i 75 Remove Server
T com2 i Refresh =
None
Vi 4
[ Diskette Drive i
None Help
) 3
(L] tiame gl =
bikis) = Connect..
%] Integration Services ] o
Some services offerad |8 Settings..
18] Chedkpoint File Location @ start
C:\ProgramDataMicrosoft\Windo. .. ~
4 smartPaging File Location S Checkpoint
_ Ci\ProgramData\Microsoft\Windo... B Move..
9 Automatic Start Action -
Restart if previously running el Export...
Tw) Automatic Stop Action | |=I Rename.. [
e | 5 Delete.
B
‘ oK ‘ ‘ Cancel | [ 2o | Bl Fnahla Banlication A ‘
— ]

In the settings window for your virtual machine select the IDE Controller 0 from the

Hardware dropdown menu. Ensure that Hard Drive is selected and click Add.
i

File Action View Help
| 2= B
33 Hyper-V Manager New Virtual Machine vl 4@

B WIN-QSETHNEB3RN Virtual i 2 Hardware ) 1DE Controler

> 19 o -8 x

Name

" % BI0S You can add hard drives and CD/DVD drives to your IDE controller.
- Boot from CD ct the type o You want to attach to the 5 =
Kt jiahis Sele fame controler and then dick Add
8 TalaicL3 : P
& Tocs DWD Drive | Settings...
‘ Start
Checkpoint
Move..
€ ovoorve | o
None Export...
— B0 SCSI Controller You can configure 3 hard drive to use a virtual hard disk or a physical hard disk after
Rename...
Checkpoints @ Nebwork Adapter You attach the drive to the controber. -
| Gig#3-Mgt elete...

Enable Replication...

Help

New Virtual Mag .| Checkpoint File Location

C:\ProgramDataMicrosoftiWindo.

= 24 smartPagng Fie Location
rd
i ft\Windo. ..
Vel
Ge| running

o ) [Cemal ]

&5 B ET

12. Under Media, choose Virtual Hard Disk and browse to where the .vhd for the Virtual
Appliance is stored on the server. Click Apply then OK.

13. Go back to your virtual machine Settings window. You will notice that one network
adapter has already been created during the VM deployment. This network adapter
provides management connectivity for the Virtual Appliance. If it is not connected to the
Virtual Switch designated for management traffic, select that Virtual Switch from the
dropdown and click Apply.
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14. You will need to create network adapters for the remaining data ports that will be
used on your Virtual Appliance. Select Add Hardware from the Hardware

dropdown menu, then choose Network Adapter and click Add.
i

File Action View Help

« = 7w B[=

33 Hyper-V Manager

192168 - F % =i

New Virtual Machine 4P Q

{3 win-QsE7HNgB3RN Virtual i # _Hardus Al g ‘
e “1 AddHardware -
You can use this setting to add devices to your virtual machine.
B New inual Machin L] Vi
H Boot from CD Select the devices you want to add and dick the Add button. o
TaanCLz onnect...

- = vemory SC51 Controller |
& Taance 08518 | Settings...

@ [ Processor Legacy Network Adapter Start

1Vetual processor Fibre Channel Adapter
& Wil 1DE Controller 0 [RemoteFx 3D Video Adapter Checkpoint.
& Ca Hard Drive

Talar-CL3.vhdx dd Mave;
& 80 1D Controler 1

Export
A network that are ir
Checkpoints . nf‘vﬂungn . servicesin the guest operating system. Rename...
B SCSl Controller Delete...
v G 3": v a Enable Replication...
eIt
@ § Network Adapter Help
Mot connected
¥ coMi
None
" com2
Nare
| Diskette Drive
Nane
— Y
New Virtual Maq \L| Name

New Virtual Machine

=l 7] Integration Services
Some services offered I
ve & Chedkpoint File Location
Ge| C:\ProgramDataMicrosoft\Win...

Hiof 5 Smert Pagng File Location
C:\ProgramDataMicosoftWn... [«

[ [ o ]

Summary | Memory

= &

15. Choose the appropriate previously configured Virtual Switch for the desired

physical port from the dropdown menu. If VLAN tagging will be used on this port,
select the Enable virtual LAN identification button. Click Apply and repeat for
each virtual machine port. Click OK when all network adapters have been created.
2 19216802091 N -|@| x

File Action View Help
« | [
23 Hyper-V Manager New Virtual Machine Jdria

3 WIN-QSETHNEB3RN Virtual Machine] [z Hardware

7 Network Adapter
N - #] Add Hardware
= i Bos ‘Specify the configuration of the network adapter or remove the network adapter. -
[ New Vitual Machin e om D e

3 TalanCL3

Connect...
E . Vemory ggeawaN v |
2 Telancia 4096 MB. b ‘

Settings.
AN D
@ B Processor
1 Virtual processor [] Enable virtual LAN dentification Start
& 8 IDE Controller 0

>

The VLAN i Jal LAN that this virtual machine wil use for all Checkpoint
& o Hard Drive network communications through this nefwork adapter. Move.
Talari~CL3.vhax
B 106 Convoler 1 Eport
- . * DB Drive
‘Checkpoints None Bandwidth Management Rename.
E— B SCSI Controller ™ [] Enable bandwidth management. Delete..
o8 etork Adapter Gt daptes uii Enable Replication...
o Bandwidth num Bandwidih are Hel
® 0§ Network Adapter elp
Mot connected Minmum ba

gig#4-WAN Maamum bandwidth: ‘D| Mbps

F oM @ o leave the minimum or maximum urrestricted, specify 0 as the value

Nene
7 i:ﬂ 2 To remove the network adapter from this virtual machine, dick Remove.
fone
e | i cstereome
i None
New Virtual Mag @ Use 2 legacy network adapter instead of this netwark adapter to perform a
2 ‘ [ f system or when integration

o
. 1] Name - services are notinstalled in the guest operating system.
New Urtuzl Machine
ey 7] Integration Services
Gel Some services offered

Mof .| Checkpoint File Location

C:\ProgramData\Microsoft\Win.... (o

o[ el [ aey |
Summary | Memory [

g 7

16. Finally, the Memory Weight for the Virtual Appliance must be set to High. Select

Memory from the Hardware dropdown menu. Ensure that the slider for Memory
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Weight is set to High, then click Apply.
# Hardware | Memory
4 Add Hardware
& BIOS You can configure options for assigning and managing memory for this virtual machine.
Boot from CD Specify the amount of memory that this vir tual machine will be started with,
B Memory ]
Startup RAM: 4096
4096 MB L———Jm
" 1 Virtual - 4
PR DRoT You can manage the amount of memory assigned to this virtual machine
= EE IDE Controller 0 dynamically within the specified range,
# & Hard Drive i
VEBOOVY. hypery dyramic .. [] Enable Dynamic Memary
= Bl IDE Controller 1
g Mirimim FLAM: 512 MB
4* DVD Drive L——j
Physical drive D: £ Maximum RAM: 1048576 MB
& 5CSI Controller
Specify the percentage of memory that Hyper-Y should try to reserve as a buffer
* @ Netwark Adapter Hyper-V uses the percentage and the current demand for memory to determine an
@ ST amourt of memory for the buffer,
#® U Network Adapter
LAN Memory buffer: 25’5‘ %
® [ Network Adapter
WAN M ioht
R HEtso Mgt Specify how b priceiline the avalablity ofmemory for: this virtisal machine
LAN-2 compared to ather virtual machines on this computer.
® U Network Adapter
WAN-2 Low [J High
coMm 1 L
Nane i Spedfying a lower setting for this virtual machine might prevent it from
?cmz starting when other virtual machines are running and available memory is low.
None
Hmmmg /1, Some settings cannot be modified because the virtual machine was running when
None this window was opened, To modify a setting that is unavailable, shut down the
wirtual machine and then reopen this window.
#« Management
L] Mowee L
TBE-VTB00-,.38.40 e |

Lo | cace |[ Ay |

17. At this point the Virtual Appliance is ready for boot. Click Start from the VM's dropdown
menu, then Connect to console into the device.

File Action View Help

e nmE A=

33 Hyper-V Manager Actions |
8 WIN-QSETHNSB3RN | Virtual Machines
| Name o State CPUUsage  Assigned Memory  Uptime Status
| New Vitual Machine
3§ TaaicL3 Running 9% 4096 MB 2231830 &7 Connect...
5 Taai4 Running [33 4096 MB 2231928 T5 Settings..
@ st
§ Checkpoint
B Move.
L) Bxport..
Rename...
ASheckpaints @ |«
Sk Delete..
The selected vitual machine has no checkpoints. 47 Enable Replication...
Help
New Virtual Machine
Created:  4/18/2016 10:47:42 AM Clustered:  No
Version: 50
Generation: |
MNotes: None
Summary \ WMemory | Networking | Repication |

o

i‘FI
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Verify that the Virtual Appliance boots properly by hitting return to get the login
prompt.
i Talari-CL3 on WIN-QSEZHNSB3RN - Virtual Machine Connection | = | & “

Filte Action Media Clipboard View Help

S O@O@O0 N k|

T talari ttyl

an GHNUsLinux 7 talari

talari login:

Status: Running e

|‘T|'.'..

Log into the Virtual Appliance using the default credentials (talariuser/talari) and
determine the management IP address as displayed at login as Host IP. If DHCP
is not configured for this Ethernet segment, there will not be an IP address
displayed at login (see below) so the user will have to manually configure the
management IP address on the Appliance.
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iy VT800 on WIN-PK84MMUPSLG - Virtual Machine Connection =% “
File Action _Medla Clipboard View Help
@3 @@O I Ib|k

Commit in
n with orde

Debian GHUsLinux 7 talari ttyl

Status: Running

To manually configure a management IP address on the Virtual Appliance:

* Run the tcon command to acquire the console.
* Run the management_IP command.

e Atthe set_management_ip> prompt type set interface followed by the IP, subnet mask,
and gateway (e.g., set interface 172.16.28.31 255.255.255.0 172.16.0.6).

e Hit Enter.

e Type apply and hit Enter.

*  Run main_menu to exit.

Once access to the management IP has been confirmed, you may configure and license the
Virtual Appliance.

Configure and License the Virtual Appliance

1. If you intend to deploy your Virtual Appliance as a Network Control Node, skip to step 6.
Otherwise, access the Talari Configuration Editor available from the web console of
your Network Control Node or your Oracle SD-WAN Aware instance.

2. From the Talari Configuration Editor, modify your current Configuration to include the
Virtual Appliance as a new Site or as an update to an existing Site.

3. Under Sites - [Virtual Appliance Site Name] - Basic Settings, when you choose a
Virtual Appliance model from the Model drop-down menu, you will also be given the
option to choose the correct license from the License drop-down menu.
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bp-ncn-t860
bp-cld-wt800
Basic Settings # 7

Appliance Name: Secure Key:
bp-cld-viBOD 687Bebbdid2a2bdc

Regenerate
Model: £

VTE00 *  Mode:
secondary NCN &
Custom Rate
¥ Unlimited
Mo License
20Mbps
40Mbps ¢ Cost:

100Mbps

200Mbps

il

Gateway ARP Timer (ms)

Enable Source MAC Learning

Apply = Close

Stage the modified Configuration on your network as you would any other
configuration change.

Download the staged Appliance Package for the Virtual Appliance to your local
workstation.

Open any supported browser and navigate to the management IP of the Virtual
Appliance. At the Login prompt enter the following credentials and click Login:
Login: talariuser Password: talari

Request a license for the Virtual Appliance by submitting the Hardware Identifier
(found on the Home page when you log in) to your Sales Representative. Your
Sales Representative will issue a License file based on the performance level you
specified.

ORACLE"
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If you have a pre-prepared Appliance Package for the Virtual Appliance, continue
with step 8. If you do not have a pre-prepared Appliance Package for the Virtual
Appliance, click Advanced Config to manually configure and license your Virtual

1. Under One Touch Start, click Browse and select the pre-prepared Appliance Package

from your workstation.

Home

One Touch Start

Mo file selected.

Advanced Config @ MNCM O Client

For documentation, visit Talari Support (registration required).

System Status

MName:

Maodel:

Management IP Address:
Software Verslon:

05 Partition Version:
Hardware |ldentifier:

2. Select Client or Network Control Node (NCN) and click Apply Package.

VTE00
192.168.200.253
R5_1_TMET_04112016
486

564d4c35-305d-1574-ec81-fa%87475080d

3. Once the Appliance Package is uploaded the Client Setup Complete (or NCN Setup

Complete) page will load.

Client Setup Complete

You have selected Client Mode, and have successfully uploaded the appropriate registry and software package. Next, please upload the license file for this appliance. Once
the license is successfully uploaded, it will be safe to enable this appliance.

No file selected.

[ Upload License H Return to Home

For decumentation, visit Talari Support (registration required)

ORACLE
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< Note:

The Service starts automatically, but before you can take advantage of the
performance level you purchased a license for, you must upload the license
to the Virtual Appliance. An unlicensed Virtual Appliance will override the
permitted rates of all configured WAN Links so their total does not exceed 10
Mbps full-duplex (i.e., 20 Mbps total).

1. Download the License file issued by your Sales Representative to your
workstation. From this page or the Manage Appliance - License Information
page, click the Browse button and choose the License file you downloaded.

2. Click Upload License. The page will reload to display your License Information.

Manage Appliance License Information Talari Support

— Upload License for this Appliance

Upload a license file to this appliance.
Filename: Choose File | No file chosen
Upload
Talari service must be restarted for license file to take effect.

r License Information

Issued To: Chris Parsons

Unique Identifier: 564db762-bd5a-f04d-fc91-6i701cc637c
Model: VTB00

Capacity: Unlimited

License Identifier: 6f52213d220e4a775f00f509629981a3

 Download License for this Appliance

A text file containing the signed license for this appliance

Download

r System Info

Hardware Model: VTEOD
Software Version: R7_1_GA_11142017
Hardware Identifier: 564db762-bd5a-f04d-fc21-6f701cc6637c

" Note:

In order for the license to take effect, the Service must be restarted.

© Important:

When shutting down Virtual Appliances deployed on Hyper-V, use the “Shut
Down” option rather than the “Turn Off” option to ensure graceful shutdown.
If the “Turn Off” option is used, the Virtual Appliance may not start up

properly.

Microsoft Azure

Virtual Appliances deployed on Microsoft Azure are subject to the following
configuration limitations:
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* Azure does not support layer 2 bridging; therefore, the Passthrough Service is not
supported in Virtual Appliances deployed on Azure.

»  Azure supports one subnet per virtual interface, therefore only one VLAN can be
supported on an Interface Group.

# Note:

This document describes a basic setup of a Virtual Appliance in the Microsoft Azure
cloud, at a single Azure location, within a single VNET. For assistance with
deploying more complex Azure configurations, please contact support.

Prerequisites for Microsoft Azure

* Administrative access to your Azure Portal

*  Active Azure Subscription & Azure Location

* Active Registration to the following Resource Providers:
— Microsoft.Network
— Microsoft.Compute
— Microsoft.Storage

»  Sufficient amount of compute resources available in the Resource Group that you are
deploying in (ex. Number of vCPUs available)

*  Azure Express Route (if required)

Prerequisites

 Avalid license

— In order to acquire a license, you will first need to spin-up the new appliance so that
you can obtain the UUID of the appliance.

— Once a UUID has been obtained from the appliance, please contact your Account
Team who will assist you with procuring a valid license that will need to be applied to
the Virtual Appliance before service can be enabled.

* An Appliance Package for the specific site being deployed (available from your NCN's
Change Management Page once the configuration containing the new site has been
staged

Supported Topologies
There are 3 basic topologies supported for Microsoft Azure:

1. Single WAN Link Using Azure Public IP Address
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Figure 2-15 Sample Topology for Single WAN Link using Azure Public IP

Address

Public Internet

-
Single Azure VNET Configured Azure public IP

WAN Subnet
Ex: 10.0.1.8/29

Talari Virtual Appliance WAN NIC
Port2 Ex: 10.0.1.12 attached to public IP

Talari Virtual Appliance MGT NIC
Ex: 10.0.0.10

Talari Virtual Appliance (VT800)

Port1 Talari Virtual Appliance Talari LAN NIC
Ex: 10.0.1.4

Talari LAN Subnet
Ex: 10.0.1.0/29

User Defined Route(s) attached to Company LAN subnet:
Ex: 0.0.0.0/0 NH: 10.0.2.11
Default route to the Talari Virtual Appliance

Company LAN Subnet
Ex: 10.0.0.0/24
(& J

Single WAN Link Using Azure Express Route

Figure 2-16 Sample Topology for Single WAN Link using Azure Express

Route
Azure Express Route Peering to ISP
Routes Shared via eBGP
(i ( Company Virtual Network Gateway Subnet )
Single Azure VNET pany Yy

WAN Subnet
Ex: 10.0.1.8/29

Talari Virtual Appliance WAN NIC
Port2 Ex: 10.0.1.12

Talari Virtual Appliance MGT NIC
Ex: 10.0.0.10

Talari Virtual Appliance (VT800)

Port1 Talari Virtual Appliance Talari LAN NIC
Ex: 10.0.1.4

Talari LAN Subnet
Ex: 10.0.1.0/29

User Defined Route(s) attached to Company LAN subnet:
Ex: 0.0.0.0/0 NH: 10.0.2.11
Directs all LAN traffic through the Talari Virtual Appliance

Company LAN Subnet
Ex: 10.0.0.0/24

.

Dual WAN Link using Azure Public IP address and Azure Express Route
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Figure 2-17 Sample Topology for Dual WAN Links with Azure Public IP and Azure
Express Route

Azure Express Route Peering to ISP
Routes Shared via eBGP

Public Internet

(Single ( Company Virtual Network Gateway Subnet 10.0.4.0/24 ) Configured Azure public IP 7
Azure VNET
Talari ExpressRoute WAN Subnet Talari Internet WAN Subnet
Ex: 10.0.1.8/24 Ex: 10.0.1.16/29

Talari Virtual Appliance Internet WAN NIC

Talari Virtual Appliance ExpressRoute WAN NIC
(o2 ) Ex: 10.0.1.20

Ex: 10.0.1.12 (_Ports

Talari Virtual Appliance MGT NIC

Ex: 10.0.1.10 Talari Virtual Appliance (VT800)

Port1 Talari Virtual Appliance Talari LAN NIC
Ex: 10.0.1.4
Talari LAN Subnet
Ex: 10.0.1.0/29

User Defined Route(s) attached to Company LAN subnet:
Ex: 0.0.0.0/0 NH: 10.0.2.11
Default route to the Talari Virtual Appliance

Company LAN Subnet )

Ex: 10.0.0.0/24

Deployment Notes

1.

Standard deployment of the Virtual Appliance with a single public WAN Link requires two
Public IP Addresses:

a. One for permanent use by the WAN VIP.
b. One for permanent or temporary use by the MGT IP:

i. Permanent Public IP — if you wish to have the MGT accessible via Public IP
permanently.

ii. Temporary Public IP — if you wish to temporarily access the Virtual Appliance and
then remove the Public IP access once Conduit MGT access has been
established.

The Azure Virtual Appliance requires dedicated LAN and WAN subnets for Talari use
only.

Other subnets that exist in your Azure environment can be connected to the LAN subnet
via User Defined Routes.

If Internet service is required at the Virtual Appliance site, the Configuration must utilize a
Dynamic Outbound PAT to the Public IP Address of the Virtual Appliance's WAN VIP.

IP forwarding must be enabled on all Azure NICs connected to the Virtual Appliance, with
the exception of the MGT NIC.

All required NICs must be attached to the Virtual Appliance prior to enabling the service
on the virtual appliance.

If requirements dictate more complex topologies, please consult with Talari to ensure
supportability.

VM Size Requirements

Choose a VM size most appropriate for your deployment scenario and performance
requirements. Deploying a virtual machine that does not meet the requirements is not
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supported. Additionally, this may result in instability and/or suboptimal performance of
the Virtual Appliance.

Addressing Guidelines and Planning

Before creating or appropriating Microsoft Azure resources, determine how many IP
subnets will be required by reviewing the supported topologies discussed above along
with your configuration needs. For standard deployment, define a minimum of:

1. A unique Address Space for the Virtual Network (VNET).

2. At least one Company LAN subnet for company assets contained within that
VNET.

3. A unique, LAN subnet contained within that VNET.
4. A WAN subnet contained within the VNET for each WAN Link.

5. LAN & WAN VIPs for the Virtual Appliance, contained within their respective
subnets.

6. Optional (for MGT): you may choose to leave your MGT address accessible via
Public IP, place it into your already-existing Company LAN Subnet, or create an
entirely new MGT Subnet for the Interface. In this example, we will assume that
the MGT Interface and MGT IPs will live on the Company LAN Subnet as
discussed in the topology overview.

Single WAN Link Example

VNET Address Space: 10.0.0.0/23
» Existing Company LAN Subnet: 10.0.0.0/24
* LAN Subnet: 10.0.1.0/24
— LAN Virtual IP (VIP): 10.0.1.11/24
*  WAN Subnet: 10.0.2.0/24
— WAN Virtual IP (VIP): 10.0.2.11/24
*  MGT Virtual IP (VIP): 10.0.0.4

# Note:

Subnet size prefixes as small as /29 may to be used. Smaller subnets are
not permitted by Azure due to the requirements of their reserved IP
addresses. The first three addresses in each subnet are reserved by Azure
for their internal services and cannot be assigned to the Virtual Appliance.

Create Network Resources

Prior to deploying a Virtual Appliance, you should ensure that you have all the
Microsoft Azure resources required by your topology and configuration. If you have
already gathered the required resources, please skip ahead to the section below. If
you do not have already-existing Microsoft Azure resources that can be used for the
Virtual Appliance, the following steps will walk through the process of creating each of
the following: Resource Groups, VNET, Subnets, Route Tables, Network Security
Groups, Public IPs, and Virtual NICs.
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Resource Group

If you are not using an existing Azure Resource Group, you will need to create a new
resource group in your chosen region. To create a new resource group, select “Resource
Groups” from “All Services” in the Azure Portal Menu, and click “Add.” Enter a name for the
Resource Group, select the Subscription and Location, then click “Create.”

Figure 2-18 Create Resource Group

_.O Search resources, services, and docs

|- Create a resource Resource group a X
Create an empty resource group
All services

=8 Editcolumns * Resource group name

| Test-Resource-Group

FAVORITES
* Subscription
Dashboard
Resource groups Lo * Resource group location
Virtual networks
Public IP addresses
Virtual machines
Network interfaces
Network security groups
Route tables
f5 ANl resources
App Services
Function Apps
SQL databases

" Azure Cosmos DB

Virtual Network (VNET)

If you do not have an already-existing VNET with free Address Space, you will need to create
a new VNET or alter an existing VNET to include the Address Space you defined in the
“Addressing Guidelines & Planning” section.

To create a new VNET:

Select “Virtual Network” from “All Services” in the Azure Portal Menu.

Select “Add” to create a new VNET.

Enter a Name for the VNET.

Type the Address Space defined in the “Addressing Guidelines & Planning” section.

A N

Select the Resource Group and Location defined in the “What You Need Before Starting”
section.

6. Give the Subnet (one that will be created for the VNET) a Name and type the Address
Range defined above in the “Addressing Guidelines & Planning” section above.
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7. Select “Basic” for DDoS protection and click “Create.”

Figure 2-19 Create VNET

/-O Search resources, services, and docs

> Create virtual network

Create a resource Virtual networks « # X Create virtual network a X

tnazuretalari (Default Directory)

All services = hdd =5 Edit columns

ES

* Address space @
Dashboard \

10.3.0.0 - 10.3.255.255 (65536 addresses)
Resource groups * Subscription
~
Virtual networks
* Resource group
Public IP addresses e (® Create new | = Use existing

Virtual machines

* Location

| i Network interfaces

Network security groups Subnet

* Name

Route tables

All resources
* Address range @

s
ST 10300 - 103.0.255 (256 addresses)

DDaS protection @

() Rasic (O Standard

Function Apps

SQL databases [ Pin to dashboard

? Azure Cosmos DB m Automation options

To modify an existing VNET:

1. Select “Virtual Network” from “All Services” in the Azure Portal Menu.

2. Select an existing VNET and select “Address Space” and “Subnets” to alter an
existing VNET.

Figure 2-20 Modify VNET

ervices, and docs

|- Create a resource X ., Support_Testing - Address space

All services o Add  EE Edit columns o= More « A x

Overview
Dashboard ] B Actiylog
Resource groups i) il Access control JAM)
Virtual networks - & Tegs

Public [P addresses X Diagnose and solve problems:

Virtual machines i SETTINGS

Network interfaces Address space

& Connected devices
Network security groups

Subnets

i Raute tables

W DD protection

i ANresources

B DNS servers
& AppSenices
Peerings
" 5
Fnction Apys Properties
= sqL databases @ tocks
4F Azure Cosmos DB ER Automation script
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Subnets
Create the Subnets defined in the “Addressing Guidelines & Planning” section above.
To create a new Subnet:

Select “Virtual Network” from “All Services” in the Azure Portal Menu.

Select the desired VNET.

1
2
3. Select “Subnets”.
4

Click the “+ Subnet” button to create a new subnet within the Address Space of the
VNET.

5. Repeat for each required Subnet.

Figure 2-21 Create Subnet
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¥ DOoS protection
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Route Tables

Route Tables will need to be created for each Subnet created above. The following routes are
required for each Subnet's Route Table:

*  MGT - 0.0.0.0/0 Internet

*  LAN — next hop set as Company LAN Subnet

*  WAN - 0.0.0.0/0 Internet

To create a new Route Table:

Select “Route Tables” from “All Services” in the Azure Portal Menu.
Click “+ Add.”

Enter a Name for the Route Table.

Select the Subscription and Location chosen in the “Prerequisites” section above.

g w b P

Enable BGP route propagation if desired.
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6. Click “Create.”

7. Repeat for each required Route Table.

Figure 2-22 Create Route Table

L Search resources, services, and docs
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Once created, the new Route Table will have to be modified to include all required
routes, with a minimum of the above-discussed routes included in each Subnet's
Route Table.

To modify an existing Route Table:

1. Select “Route Tables” from “All Services” in the Azure Portal Menu.
2. Select the desired Route Table.

3. Select “Routes.”
4

Click “+ Add” to add a new route.
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LAN - Routes
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4 Effective routes

Once all required routes are added to the newly-created Route Tables, each Route Table will
need to be associated with the appropriate Subnet. To associate a Subnet with a Route

Table:

Select “Route Tables” from “All Services” in the Azure Portal Menu.

Select the Route Table you wish to associate with a Subnet.
Select “Subnets.”

Click “+ Associate.”

g @ b P

Select the VNET & Subnet you wish to associate the Route Table with.

Figure 2-24 Associate Route Table with Subnet
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< Note:

You may also need to add routes to your already-existing Company LAN
Subnet(s) so they can route traffic to the newly-created Subnets.

Network Security Groups (NSGs)

You will need to create two Network Security Groups (NSGs): one for the MGT
Interface (to be created in a later step) and one for the WAN Interface (to be created in
a later step).

The following rules must to be added for both inbound and outbound traffic for the
MGT & WAN NSGs:

*  NSG-MGT - Permit TCP 443 | Permit TCP 22 (for browser & SSH access)

*  NSG-WAN - Permit UDP 2156-2157 (TRP access)

To create a new Network Security Group:

Select “Network Security Groups” from “All Services” in the Azure Portal Menu.
Click “+ Add.”

Give the Network Security Group a Name.

Select the Subscription, Resource Group, and Location previously selected.
Click “Create.”

g H @ Db P

Figure 2-25 Create new Network Security Group
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Once the new NSGs are created, the Inbound and Outbound Security Rules discussed above
must to be added to each respective NSG.

To modify an existing NSG and/or a new Inbound/Outbound Security Rule to an existing
NSG:

1. Select “Network Security Groups” from “All Services” in the Azure Portal Menu.
2. Select the desired NSG.

3. Select “[Inbound | Outbound] security rules.”

4. Add rules as required.

Example Security Rule Configuration: An Inbound Rule allowing TRP Traffic (Talari UDP
2156 traffic) requires the following parameters:

e Source: any

* Source Port Ranges: *

* Destination: any

» Destination Port Ranges: 2156
*  Protocol: UDP

e Action: Allow

Figure 2-26 Create Inbound/Outbound Security Rule on NSG
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Public IP Addresses
At a minimum, the Virtual Appliance requires 1 Public IP Address:

e WAN Pub IP — Public IP Address to be associated with the WAN Interface.

*  MGT Pub IP — Public IP Address to be associated with the MGT Interface (optional once
deployment is complete).
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< Note:

The MGT Interface may be permanently associated with a Public IP if public
MGT access is desired. Should MGT access be set-up through the Conduit,
however, the temporary Pub IP created for the MGT Interface here can be
de-allocated once an Appliance Package has been applied to the Virtual
Appliance and MGT access has been verified through the Conduit.

To Create a new Public IP Address:

Select “Public IP Addresses” from “All Services” in the Azure Portal Menu.
Click “+ Add.”

Enter a name for the Public IP Address.

Select “Basic” for “SKU” and “IPv4” for IP Version.

g M @ b P

Static IP addresses are recommended to guarantee use of same Public IP by the
Virtual Appliance WAN Links.

6. Select the Resource Group and Location defined in the “What You Need Before
Starting” section.

7. Click “Create.”

Figure 2-27 Create Public IP Address
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Virtual Network Interfaces (NICs)

The Virtual Appliance requires 3 Virtual NICs at a minimum: one for MGT, one for LAN,
and one for WAN. If additional WAN Links are used in the deployment, additional
Interfaces will have to be created. Please contact Talari for assistance with advanced
topology configuration & deployment.

To create a new Network Interface:

1. Select “Network Interfaces” from “All Services” in the Azure Portal Menu.
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Click “+ Add.”
Enter a name for the new Interface.

Select the VNET & Subnet to be associated with that Interface.

g M w D

Choose “Static” IP Address Assignment and give your Interface an IP defined in the
“Addressing Guidelines & Planning” section.

6. Select the Subscription, Resource Group, and Location defined in the “What You Need
Before Starting” section.

7. Click “Create.”

Figure 2-28 Create a Network Interface
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Virtual NIC Configuration

The WAN and MGT Interfaces created above will have to be associated with a previously-
created or already-existing Public IP Address and NSG. All Interfaces will also have to be
configured for IP Forwarding.

To Associate a Public IP Address with a Virtual NIC:

1. Select “Public IP Addresses” from “All Services” in the Azure Portal Menu.
2. Select a previously-created Public IP Address.

3. Click “Associate.”
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Figure 2-29 Associate Public IP to Network Interface
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In the “Associate Public IP Address” sub-menu:

1. Select “Network Interface” as the Resource Type.

2. Select the appropriate Network Interface from the “Network Interface” selection
menu.

To Associate a Network Security Group with a Virtual NIC:

1. Select “Network Security Groups” from “All Services” in the Azure Portal Menu.
2. Select to a previously-created NSG.

3. Select “Subnets.”
4

Click “Associate.”

Figure 2-30 Associate Network Security Group with Virtual NIC
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To enable IP Forwarding on a Virtual NIC:
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Select “Network Interfaces” from “All Services” in the Azure Portal Menu.
Select to a previously-created Virtual NIC.

Select “IP Configurations.”

1.
2.
3.
4.

Figure 2-31 Enable IP Forwarding on Virtual NIC
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Deploy The Virtual Appliance

Once all Azure Resources have been created, configured, and gathered, the Virtual
Appliance is may be created.

To create a new Virtual Appliance:

Navigate to “Virtual Machines” from “All Services” in the Azure Portal Menu
Click “+ Add.”

Search for “Talari” in the Azure Marketplace.

Select the “Talari Networks Virtual Appliance” image.

A S

Click “Create”.

ORACLE 241



ORACLE

Chapter 2
Microsoft Azure

Figure 2-32 Select Marketplace Image
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Once “Create” is clicked the page will redirect to a settings configuration sub-menu. In
order to complete the Virtual Appliance creation process, the user must:

1. Configure basic settings.

2. Choose virtual machine size.
3. Configure optional features.
4,

Confirm all appliance setting configurations.

Step 1: Configure Basic Settings

Enter a unique name for the Virtual Appliance.
Select “SSD” as the VM disk type.

Select Authentication type SSH public key

Enter “talariuser” for the Username.

CAE S

Select and configure the SSH public key source (example below is for existing
public key)

6. Select the Subscription, Resource Group, and Location defined in the “What You
Need Before Starting” section.

7. Click “OK.”
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Figure 2-33 Create Virtual Machine: Configure Basic Settings
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Create a virtual machine X

Administrator account
Authentication type © (®) ssH publickey () Password
@ Azure now automatically generates an SSH key pair for you and allows you to

store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * O [ talariuser M
SSH public key source [ Use existing public key M
SSH public key * © ssh-rsa v

AAAAB3NzaC1yc2EAAAADAQABAAABAQC3ThOVIIhwUbm2FWWBNe9VHI2N
wsw2HhuDodfOtEv8cByAvRUIlumNfe/CPI3pejdtb/7U6KnQrPBIWtfldMkoxSk

@ Learn more about creating and using SSH keys in Azure

Inbound port rules
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab.

Public inbound ports * © (O None (®) Allow selected ports

Step 2: Choose Virtual Machine Size

1. Select a desired VM size based your needs and the minimum supported requirements
discussed in the “Prepare Your Azure Environment” section above.

2. Click “Select.”

Figure 2-34 Create Virtual Machine: Select a VM Size
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Step 3: Configure Optional Features

1. Leave “High Availability” at “None.”
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Select “Yes” for “Use managed disks.”

Select the previously-created/designated VNET.
Select the previously-created MGT Subnet.

Select the previously-created MGT Public IP Address.
Select the previously-created MGT NSG.

Select “Off” for the “Auto-shutdown” menu.

Enable “Monitoring.”

© ©® N o o & w0 DN

Select the auto-populated Diagnostic storage account.

=
o

. Select “No” for the “Managed service identity” option.

11. Click “OK.”

Figure 2-35 Create Virtual Machine: Configure Optional Features
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Step 4: Summary and Deployment

1. Review the summary information and Terms of Use.

2. When satisfied and ready to accept the Terms of Use, click “Create” to build the
Virtual Appliance. Wait until the deployment has completed (this can be verified in
the notification window).

" Note:

Full appliance deployment will take up to 10 minutes.
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Step 5: Add Additional Network Interfaces

Once deployed, navigate to the newly-created Virtual Appliance and stop it. You will need to
add the additional LAN/WAN Interfaces.

To add a Virtual NIC to a Virtual Machine:

1. Navigate to “Virtual Machines” from “All Services” in the Azure Portal Menu .
2. Select the newly-created Virtual Appliance.

3. Select “Networking” from the VM Menu.
4

Click “Attach network interface.”

< Note:

The Interfaces must be attached in the following order: MGT | LAN | WAN. Failure
to do so will incorrectly associate the interfaces, resulting in non-operability.

Figure 2-36 Attach Network Interface to VM
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Verify all Public IPs, NSGs, Subnets, and NICs are configured, attached, and associated per
the instructions above prior to turning the appliance back on.

Final Verification and Network Integration

1. Start the Virtual Appliance.

2. Using the above ssh key pair, login to talariuser on the appliance through the Public IP
MGT interface
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< Note:

Even after deployment is successful, it may take some time (up to 10
additional minutes) before the management port will respond on the
MGT IP as the software activates. Unless you have custom security
rules in place to allow ICMP, you will NOT be able to ping the MGT IP
even when it is accessible.

Change the talariuser password (sudo passwd talariuser)

Open a web browser and navigate to the Public IP. This should give you access to
the standard Web GUI. Use talariuser for the user and the password created in the
previous step.

Install the initial configuration package for the Virtual Appliance site gathered in the
“What You Need Before Starting” section. Follow the prompts on the screen to
install the package and enable the service.

Verify that the Virtual Appliance is connecting to Edge properly and that all paths
are functioning as expected. This can be verified either on the Virtual Appliance
side or the NCN.

Confirm connectivity from the new Virtual Appliance to the APN. At this point, the
GUI should be accessible by the previously-defined private management IP. Once
confirmed, the Public IP associated with the Management Interface may be
dissociated and removed so the Web Ul is no longer accessible via the Public IP if
desired.

The Virtual Appliance in Azure should now be fully functional and integrated.

KVM Hypervisor

Follow these instructions to deploy Oracle SD-WAN Edge Virtual Appliance on Kernel-
based Virtual Machine (KVM).

ORACLE

®

N o g M w0 Db P

Install virtual manager on the KVM

Configure LAN and WAN Bridges

Use CPU affinity to pin the VM vCPU to physical CPUs

Login to the KVM server and create a new virtual machine.

Open Virtual Manager (Application, System Tools, Virtual Machine Manager).
From the File menu, click on New Virtual Machine.

Select Import existing disk image as the installation type.

Click on Forward.

Enter the storage path where qcow2 image for vt800 or vt800_128 is available.

Enter 16GB for the RAM configuration (32GB for vt800_128) and 8 for the CPU
configuration.

Click on Forward.

Enter a name for the virtual machine. Alphanumeric characters, underscores (),
periods (.), and hyphens (-) are allowed.
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Click on the checkbox before Customize configuration before install.

Click on Finish.

Click on the Add Hardware button and select Storage from the menu on the left.
Enter 180GB as the storage disk size.

Click on Finish.

Select Interface (Management), which begins with NIC:.

¢ Note:

Use Host devices like enol: macvtap" for the management interfaces, and host
devices like ens1f0:macvtap for APN-facing interfaces

Make the network source value Host device <no.>:macvtap.

Make the source mode Bridge.

Make the device model Virtio.

Click on Apply.

Click on Add Hardware.

Click on Network from the menu on the left.

Create a virtual interface using one of the following methods:

a. mactvap: Select host device <no.>:macvtap as the network source.

b. Linux bridge: Follow the instructions in Create Linux/Networking Bridge and then
select Bridge lanbr<no.>: Host Device ens<no.> as the network source.

Select Bridge as the Source Mode.
Select Virtio as the Device Model.
Click on Finish.

Click on Begin Installation.

Enter your credentials.

Enter the following commands to set the Management IP

$tcon
$management ip
$set interface <ip address> <subnet mask> <gateway>

apply

Power off the instance, then power it back on.
Login to SD-WAN Edge.

Create Linux/Networking Bridge

Follow these instructions to create a networking bridge.

1.

ORACLE

Log in to the KVM server.
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2. Create afile called 1 fcfg-lanbrN and replace N with the interface number
under /etc/sysconfig/network-scripts/

3. Open the file in an editor and enter the following

[localadmin@localhost network-scripts]$ cat ifcfg-lanbr201
DEVICE=lanbr201

TYPE=Bridge

BOOTPROTO=none

ONBOOT=yes

DELAY=0

[localadmin@localhost network-scripts]$

4. To add the virtual interface to the LAN bridge, ensure ONBOOT=yes and
BRIDGE=the name of the LAN bridge in the i fcfg-ens2£0 file, where i fcfg-
ens2£0 is the virtual interface.

[localadmin@localhost network-scripts]$ cat ifcfg-ens2f0
TYPE=Ethernet

PROXY METHOD=none

BROWSER ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPV6INIT=yes

IPV6 AUTOCONF=yes

IPV6_DEFROUTE=yes

IPV6 FAILURE FATAL=no

IPV6_ADDR_GEN MODE=stable-privacy
NAME=ens2f0
UUID=bf4196e3-b003-41££-8b02-29ed79ea3552
DEVICE=ens2f0

ONBOOT=yes

BRIDGE=lanbr201

[localadmin@localhost network-scripts]$

5. Create a WAN bridge by logging into the KVM server.

6. Create afile called i fcfg-wanbrN and replace N with the interface number
under /etc/sysconfig/network-scripts.

7. Open the file in an editor and enter the following.

[localadmin@localhost network-scripts]$ cat ifcfg-wanbr201
DEVICE=wanbr201

TYPE=Bridge

BOOTPROTO=none

ONBOOT=yes

DELAY=0

[localadmin@localhost network-scripts]$
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To add the virtual interface to the WAN bridge, ensure ONBOOT=yes and BRIDGE=the
name of the WAN bridge in the i fcfg-ens2f1 file, where i fcfg-ens2f1 is the virtual

interface.

[localadmin@localhost network-scripts]$ cat ifcfg-ens2fl

TYPE=Ethernet

PROXY METHOD=none

BROWSER ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPV6INIT=yes

IPV6_AUTOCONF:yeS

IPV6_DEFROUTE:yeS

IPV6_FAILURE_FATALIHO

IPV6 ADDR GEN MODE=stable-privacy
NAME=ens2fl
UUID=£45577ab-£f733-4c53-a791-fed4662ccbbd
DEVICE=ens2fl

ONBOOT=yes

BRIDGE=wanbr201

[localadmin@localhost network-scripts]$

Restart the network by entering the following.

$sudo systemctl restart network

Verify the interfaces are connected to the bridges by entering the following.

$sudo brctl show

The interfaces should look like the following

[localadmin@localhost network-scripts]$ brctl show

bridge name bridge id STP enabled
lanbr201 8000.3cfdfeb272a8 no
lanbr202 8000.3cfdfe6272aa no
lanbr203 8000.3cfdfe6272b8 no
wanbr201 8000.3cfdfe6272a9 no
wanbr202 8000.3cfdfe6272ab no
wanbr203 8000.3cfdfe6272b9 no

[localadmin@localhost network-scripts]$

interfaces
ens2f0
vnet0
ens2f2
vnetl
ens3f0
vnet2

ens2fl
vnet3
ens2f3
vnet4
ens3fl
vnetb
vneto6
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Automatically Starting Guests After Reboot

Follow these steps to make guests start automatically during the reboot phase.
1. Set a guest to start automatically by entering the following command

[localadmin@localhost network-scripts]$ sudo virsh autostart
vt800 128

[sudo] password for localadmin:
Domain vt800 128 marked as autostarted
[localadmin@localhost network-scripts]$

2. Stop a guest from starting automatically by entering the following command
[localadmin@localhost network-scripts]$ sudo virsh autostart --
disable vt800 128

Domain vt800 128 unmarked as autostarted

[localadmin@localhost network-scripts]$

Extending the Guest VM hard disk

The default disk size of the created instance is 175.8G. Follow these instructions to
extend the guest VM.

1. Shut down a running guest machine's virtual disk by entering its name or ID.

[localadmin@localhost network-scripts]$ sudo virsh list
[sudo] password for localadmin:

Id Name State

1 EngPerf3-CL1-TN running
2 EngPerf3-NCN-TN running
9 vt800 128 running

[localadmin@localhost network-scripts]$

[localadmin@localhost network-scripts]$ sudo virsh shutdown
<instance-name>
Domain vt800 128 is being shutdown

[localadmin@localhost network-scripts]$

[localadmin@localhost network-scripts]$ sudo virsh list

Id Name State
2 EngPerf3-CL1-TN running
3 EngPerf3-NCN-TN running

[localadmin@localhost network-scripts]$
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Locate the guest image disk path.

[localadmin@localhost ~]$ sudo virsh domblklist vt800 128
Target Source

hda /home/localadmin/Downloads/

[localadmin@localhost ~]$
Extend the disk size to the desired capacity by entering the following command.

[localadmin@localhost ~]$ sudo gemu-img resize /home/localadmin/Downloads/

< Note:

quemu-img cannot resize an image that contains snapshots. You must first
remove all VM snapshots:

[localadmin@localhost ~]$ sudo virsh snapshot-list vt800 128
Name Creation Time State

snapshotl 2019-04-16 08:54:24 +0300 shutoff

[localadmin@localhost ~]$ sudo virsh snapshot-delete --domain
vt800 128 --snapshotname snapshotl
Domain snapshot snapshotl deleted

Extend the disk by using + before disk capacity

[localadmin@localhost ~]$ sudo gemu-img resize /home/localadmin/Downloads/

Image resized.
[localadmin@localhost ~]$

Power up the guest machine

[localadmin@localhost ~]$ sudo virsh start vt800 128
Domain vt800 128 started

[localadmin@localhost ~]$
Verify the disk layout

talariuser@DUT-KVM-VT800:~# sudo lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 185.8G 0 disk
F—sda4 8:4 0 1K 0 part
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l-sda2  8:2 0 10G 0 part /
l-sda5  8:5 0 1G 0 part

[SWAP]

l-sda3  8:3 0 10G 0 part

l-sdal 8:1 0 200M 0 part /
grub

Lsda6 8:6 0 154.6G 0 part /home

talariuser@DUT-KVM-VT800: ~#

Log in to the KVM host.

Check to see if each of the data interface offloads are on or off.

sudo ethtool -k <interface> | grep offload

where the <interface> is the data interface.

[root@localhost ~]# sudo ethtool -k enol | grep offload
tcp-segmentation-offload: on
udp-fragmentation-offload: off
generic-segmentation-offload: on
generic-receive-offload: on
large-receive-offload: off
rx-vlan-offload: on
tx-vlan-offload: on
12-fwd-offload: off
hw-tc-offload: off
esp-hw-offload: on
esp-tx-csum-hw-offload: on
rx-udp_tunnel-port-offload: on

If offload is on, turn it off by entering the following command

[root@localhost ~]# ethtool -K enol rx off tx off tso off ufo off
gso off gro off lro off

Cannot change udp-fragmentation-offload

[root@localhost ~]# sudo ethtool -k enol | grep offload tcp-
segmentation-offload: off

udp-fragmentation-offload: off

generic-segmentation-offload: off

generic-receive-offload: off

large-receive-offload: off

rx-vlan-offload: on

tx-vlan-offload: on

12-fwd-offload: off

hw-tc-offload: off

esp-hw-offload: on

esp-tx-csum-hw-offload: on

rx-udp_tunnel-port-offload: on

[root@localhost ~1#
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Install SD-WAN Edge from the Oracle Cloud Marketplace

ORACLE

You can install the SD-WAN Edge virtual appliance directly from the Oracle Cloud
Marketplace, which simplifies the process and lets you run your application sooner. You must
have an Oracle Cloud Infrastructure (OCI) account to use the marketplace. Search for
"Oracle SD-WAN Edge Virtual Appliance" on the Marketplace web site.

When you sign in to the SD-WAN Edge virtual appliance for the first time, you must use the
default user name and set your password.

1. Connect to the Management IP address of the instance with SSH protocol, using the
default username talariuser and key authentication. For example,

ssh -i Skeypath talariuser@S$instancelIP

2. Set the user login password by way of sudo passwd talariuser.

3. Access SD-WAN Edge by entering the management IP address in your browser, and log
in as talariuser with the password you set in the previous step.

For more information, see:

Where to Find Your Tenancy's OCID
Oracle Cloud Marketplace Documentation
Launching a Linux Instance

Connecting to Your Instance
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https://docs.oracle.com/en/industries/communications/sd-wan-edge/8.2/virtualappliance/oci-marketplace-support.html
https://docs.oracle.com/en/cloud/marketplace/marketplace-cloud/index.html
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/launchinginstance.htm
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/launchinginstance.htm

WAN Deployment with a Virtual Appliance

Please note that the Virtual Appliance differs from physical Appliances in that it does not
support the following:

e Fail-to-Wire for Interface Groups

e Configuration of Ethernet Interface auto-negotiation, speed, or duplex settings through
the Appliance Web Console

e Appliance Reports for Temperature

ORACLE
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