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About This Guide

About This Guide

The purpose of this document is to describe features for all incremental releases of
Oracle SD-WAN Edge.

Documentation Set

This table lists related documentation.

Document Name Document Description

Oracle SD-WAN Edge Release Notes Contains information about added features,
resolved issues, requirements for use, and
known issues in the latest Oracle SD-WAN
Edge release.

Oracle SD-WAN OS Release Notes and Contains information about inserting an OS

Upgrade Guide Partition Image or OS Patch on an appliance
in order to migrate to a new OS version or
apply fixes to an existing version.

Oracle SD-WAN Security Guide Contains information about security methods
within the Oracle SD-WAN solution.
Oracle SD-WAN Edge Features Guide Contains feature descriptions and procedures

for all incremental releases of Oracle SD-WAN
Edge. This guide is organized by release
version.

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support
(CAS) can assist you with My Oracle Support registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking, and Solaris Operating System Support.
3. Select one of the following options:
e For technical issues such as creating a new Service Request (SR), select 1.

»  For non-technical issues such as registration or assistance with My Oracle
Support, select 2.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.


https://support.oracle.com
http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html

ORACLE

About This Guide

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the
Customer Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US),
or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. The emergency response provides
immediate coverage, automatic escalation, and other features to ensure that the
critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely
affects service, traffic, or maintenance capabilities, and requires immediate corrective
action. Critical situations affect service and/or system operation resulting in one or
several of these situations:

* A total system failure that results in loss of all transaction processing capability

» Significant reduction in system capacity or traffic handling capability

» Loss of the system's ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

»  Corruption of system databases that requires service affecting corrective actions
» Loss of access for maintenance or recovery operations

» Loss of the system ability to provide any required critical or major trouble
notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle
Help Center (OHC) site, http://docs.oracle.com. You do not have to register to access
these documents. Viewing these files requires Adobe Acrobat Reader, which can be
downloaded at http://www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Click the Oracle Communications link.
Under the SD-WAN header, select a product.

4. Select the Release Number.
A list of the entire documentation set for the selected product and release appears.

5. To download a file to your location, right-click the PDF link, select Save target as
(or similar command based on your browser), and save to a local folder.

Xi


http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html
http://docs.oracle.com
http://www.adobe.com
http://docs.oracle.com

Revision History

Revision History

This section provides a revision history for this document

Date Description

January 2020 e Initial release
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Release 2.3 Features

This chapter includes features and enhancements released in 2.3.

Geographic Redundancy

Currently, an Oracle Adaptive Private Network supports the concept of a single
Network Control Node (NCN), which can be deployed in a High Available (HA)
configuration. This allows for local redundancy, meaning that both appliances are
deployed locally. With Edge g2.3 and the new Geographic Redundancy feature, the
NCN and secondary NCN will not reside at the same location; they will reside in two
separate data centers or locations. Typically, the second site would be some form of a
disaster recovery facility. In the event of a primary data center failure, the backup data
center should be operational and the secondary Oracle appliance would act as the
NCN for Oracle SD-WAN Edge. There are a number of considerations to be aware of
with this design:

ORACLE

I:‘ ! Conduit NCN to Client 1

Oracle SD-WAN Edge supports a primary and secondary NCN
HA is supported at primary and secondary NCN sites

A secondary appliance will function as a client appliance when configured for
Geographic Redundancy

The active NCN is the clock source for the Oracle SD-WAN Edge

The active NCN is the administration point for the Oracle SD-WAN Edge
The active NCN will synchronize its database with the secondary NCN
All client sites MUST have a conduit to the active and secondary NCNs
Extra precautions must be taken when configuring routes

The secondary NCN site should have static IP's for public Internet links

If WAN-to-WAN forwarding is enabled on the Geographic Redundancy Oracle, the
route cost will be the same for both NCN and Geographic Redundant NCN
appliances. This can impact Oracle SD-WAN Edge routes and should be
reviewed.
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Geographic Redundancy

Figure 1

In Figure 1, we have the NCN site and two client sites, Clientl and Client2. Clientl is
the Geographic Redundancy NCN site. As depicted in Figure 1, there must be a
conduit between all client sites and the NCN site, as well as the Secondary NCN site.
With this design, there are a number of recommendations:

« Design the redundant NCN site first and then design the routes

e Plan the Oracle SD-WAN Edge configuration file before deployment using the
Oracle SD-WAN Edge configuration editor

e There must be enough WAN capacity for the required conduits

e Geographic NCN appliance requirements support hardware T3000 or T750
platforms only

e Be aware of the number of Oracle clients required, this will dictate NCN hardware
requirements

e Be aware of failover times if local HA is deployed

e Since multiple conduits are now built from client sites, UDP hole punching may not
work properly on all firewalls or NAT devices (two conduits)

The commands required to enable the Geographic Redundancy capability are
provided below.

With the Geographic, Redundant NCNs, a new command was required to differentiate
Oracle appliances. The new command is “appliance_mode,” and is described in detail
below. The NCN primary would be configured with the following options:

add appli nmodel =t 750
{

ance name=NCN
set appliance_properties

secur e_key=0xacbf 1332
enabl e_wan_t o_wan_f orwar di ng=yes
appl i ance_node=pri mary_ncn;

The Oracle Client configuration would be configured as:

add applia nmodel =t 750
{

nce nane=Clientl

set appliance_properties

secur e_key=0xacbf 1332

enabl e_wan_to_wan_f orwardi ng=yes

appl i ance_node=secondary_ncn

appliance_mode = Text

Specifies the appliance's role in the Oracle SD-WAN Edge. It can be set as
“primary_ncn*, “secondary_ncn,” or “client.” The Primary NCN would be set to primary,
the secondary NCN would be set to secondary and a traditional client would be set to

client.
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Chapter 1
GRE Support

GRE Support

In Oracle SD-WAN Edge release 2.3, Oracle is adding support for Generic Routing
Encapsulation (GRE) header inspection and GRE header compression. GRE header
inspection allows the appliance to look inside the IP GRE header and determine the
protocol that resides inside the frame (inner protocol). Based on the inner protocol,
Oracle APN will apply any defined rule and classify traffic accordingly. This capability
simplifies the Oracle deployment within an infrastructure where IP GRE tunneling is
currently in use.

GRE Header Inspection Support

ORACLE

Oracle SD-WAN Edge release 2.3 supports the ability to inspect IP GRE frames, and
apply the corresponding rule and class based on the inner IP datagram. This support
is based on RFC 2784 (Generic Routing Encapsulation). This capability eliminates the
complexities of configuring external DSCP or ToS reflection for IP datagrams at the
endpoint of the

IP GRE tunnel. Eliminating these complexities simplifies the Oracle's implementation
process and requires user to only define the appropriate rules and classes in the
configuration file. Certain WAN optimization devices also use IP GRE to encapsulate
their traffic. This allows the APNA to identify certain WAN optimization flows that utilize
the GRE encapsulation and classifying that traffic type. There are a few design
considerations when implementing this feature:

¢ GRE uses IP protocol 47

e Does not support (Oracle) TCP termination
e Available on all Oracle appliances

e Supports only the inner IP datagram

e Supports GRE Header checksums

The GRE header inspection is enabled by default. The user must define the rules to
map the inner protocol to a specific class. To monitor this capability the user should be
aware of any IP GRE that exists in their infrastructure. The appliance will automatically
identify these flows and display them in the flow table. Based on the Inner protocol, the
appliance may apply any configured rule or the flow may default to an existing default
rule. Figure 2 illustrates the flow page of an appliance where a GRE flow has been
identified.

Figure 2 illustrates a flow that is encapsulated in a GRE tunnel. From the flow
displayed, the IP Protocol (IPP) field is defined as GRE/TCP. This indicates that this is
a GRE encapsulated flow and an inner IP field (protocol 1, ICMP). If the inner IP
protocol was telnet, for example, the system would display GRE/TCP, and 23 would
be under the destination port column. Now that the application is known, an existing
rule for TCP telnet can be applied. This defined rule would classify the flow as an
interactive flow, which would map to the Interactive class (Class 11).

1-3



Chapter 1
GRE Header Compression

In previous releases, the user would only see IPP 47. Any rules used to classify the
traffic would require the traffic to be marked by either ToS or DSCP. The GRE header
inspection now simplifies the deployment of the Oracle appliance when GRE tunneling
is used within an infrastructure. This eliminates the need for marking the GRE frames
based on the inner IP protocol.

GRE Header Compression

Oracle SD-WAN Edge release 2.3 provides GRE header compression support,
allowing for less additional overhead per packet when the customer uses the GRE
protocol through the Oracle SD-WAN Edge. When compression is enabled, the GRE
header compression will reduce the GRE overhead of packets from 24 bytes per
packet to 7 bytes per packet. GRE header compression is performed by default, and is
supported with and without GRE checksums.

Oracle Route Support

Oracle has provided enhancements to the existing route support within the Oracle SD-
WAN Edge. This has been expanded to include the following enhancements:

* Route learning via SNMPv2
»  Multiple Intranet defined services and gateways
* Intranet/Internet Route Failover based on path state

Each of these new features will be described in detail below with a focus on Route
learning via SNMPV2.

Multiple Intranet Services Defined

ORACLE

In prior releases (2.2 and prior) Oracle only supported a single defined Intranet
service. This is a WAN service the APNA could be configured to use if traffic was not
conduit based. The Intranet services were defined on a WAN link to be either the
primary WAN link or the secondary WAN link. The new enhancement now allows a
user the flexibility to configure up to 32 Intranet services.

Each service may have a primary and a secondary defined WAN link. When adding
routes to the Oracle SD-WAN Edge configuration file, the user can assign a route to a
defined Intranet service if multiple Intranet services exist. A single WAN link can have
multiple Intranet services defined. The commands required for this capability are
provided below:

Service definition would use the following commands:
add intranet_service nane=Intranet-1

{

} add intranet_service nane=Intranet-0

{

}

Adding the service to a specific wan link would use the following commands:

1-4



Chapter 1
Multiple Intranet Services Defined

add net _usage i ntranet _service_nane=lntranet-0
servi ce_type=i ntranet
wan_egress_rate_pct=10
wan_i ngress_rate_pct=10;

If a route was added for the service, it would appear like the following:

add route net =192. 168. 80. 0/ 24
i ntranet _service_nane=lntranet-0

cost =6 ser vi ce=I NTRANET;

These commands could be repeated for the individual routes and services as required.

Route Learning via SNMP

ORACLE

In Oracle SD-WAN Edge release 2.3, the APNA allows a user to define routers so that
they can be polled for routes using SNMPVv2. Once the routes have been learned by
the APNA, the user can define rules which will include or exclude the routes from the

APNA route table. These routes will then be advertised or propagated to other APNAs
within the Oracle SD-WAN Edge. Additional capabilities include the ability to continue
polling the router for routes and, if a route is removed from the routing table of the
router, propagate the topology change across the Oracle SD-WAN Edge. The polling
intervals supported are “poll now,” “every 30 seconds,” “every minute,” or “every 5
minutes.” If the router that is probed is not reachable, the APNA can also be
configured to purge the learned routes or maintain them. When using this capability,
care must be taken when adding the routes. The user must define the routes properly
to avoid any routing loop or problems. Routes included must be assigned to the
correct Oracle SD-WAN Edge service; if Intranet(Internet) service is selected it must
match the service defined in the configuration. This capability has the following design
considerations:

e Currently only support for SNMPV2 is provided

*  Probes the interface using the MIB: RFC 2096 IP Forwarding Table MIB and
RFC1213-MIB

* Uses specific intervals to poll the router

*  Router must support (configured) the MIB defined above (some routers do not)
«  Can purge routes if router is not reachable

e Caninclude or exclude routes as required, excluded by default

*  When defining the include/exclude rule, a user must assign a route to the correct
service — local, intranet etc.

* Routes are local to each appliance, so the process is performed per appliance

e If no community string is defined, “public” is used

e Static routes learned from a polled router are displayed with the unknown interface
*  Community string only supports alphanumeric characters

* Only Local routes are propagated via the Oracle SD-WAN Edge

1-5



Chapter 1
SNMPv2 Route Polling Configuration

* The polling takes place through the APNA management interface
» All straddle segments are added to the Oracle's route table by default

Log into the web console of the appliance and proceed to Manage Network -> SNMP
Route Learning. Shown in Figure 3 are four sections to the web page:
Configuration, Include/Exclude Rules, Included Routes, Excluded Routes.

SNMPv2 Route Polling Configuration

The first step is to complete the configuration section of the web page. First, define the
router and community string under the configurations section of the page. The
configuration section allows the user to perform the following:

* Add a router to poll

* Include the Community string

e Purge routes if the router is unreachable

*  Polling time frame

» If Propagate Routes is set to YES, add routes to Oracle SD-WAN Edge route table
e Add multiple routes if required

The router that is typically added would be the LAN-side router. Subnets learned from
this router would typically be local routes from a Oracle appliance perspective. The
user must know which subnets are local subnets and which subnets are Intranet or
Internet routes.

Include/Exclude rules

The user must then create a rule set which defines rules that would either include
routes or exclude routes from the APNA route table. Once the rule is defined the user
would hit the apply button to filter the corresponding routes and add them to the
include route table. These routes could then be propagated to the Oracle SD-WAN
Edge routing table, if desired. To propagate the routes, the user would have to have
the option “Propagated routes” option set to “yes”. Defining include routes requires
knowledge of the network infrastructure. Any route included must be assigned to the
correct service for proper Oracle SD-WAN Edge routing.

When adding routes to include in the Oracle SD-WAN Edge routing table, there is
significance to the order of the defined rule. The rules are processed in a top-down
method. With that in mind, the user must be aware of the defined rules for including/
excluding routes. The preferred procedure would be to have more general rules
defined first with more specific rules defined later in the rules list.

Included Routes

ORACLE

The Included Routes section displays the included routes. These are routes that will
be propagated across the Oracle SD-WAN Edge from the local appliance. The local
appliance will propagate these routes to all other appliances with which it maintains a
conduit. These routes are then reachable from the conduit.
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Intranet & Internet Enhancements

Excluded Routes

Excluded Routes are routes not included in the Oracle SD-WAN Edge route table, and
are not propagated to other APNAs. By default, all routes learned from SNMP are
Excluded Routes. The user must define Include Rules to add any Learned Route to
the Oracle SD-WAN Edge route table.

Intranet & Internet Enhancements

Intranet/Internet Route Failover Based on Path State

In previous releases when there was a WAN link failure of the Intranet service, the
appliance would forward traffic based on the WAN link defined for the Intranet service.
There was no searching through the route table to determine if there was an alternate
route to reach the destination. In release 2.3, an added enhancement now allows the
appliance to continue searching through the Oracle SD-WAN Edge route table for a
second route in the event of a WAN link failure.

For example, if there are two WAN links, WAN Link A and WAN link B, WAN link A is
the MPLS circuit/WAN link while WAN link B is the Internet circuit. If the Intranet
service is defined for WAN link A and that router becomes unreachable, the appliance
will now continue searching the Oracle SD-WAN Edge route table for an alternative
route when there is a new flow. If the user defined a second route to be a conduit
route, the flow could traverse the conduit in the event of an Intranet WAN link failure.
This provides a backup route in the event of a WAN link failure.

Intranet Name Support

In Oracle SD-WAN Edge release 2.2 and prior there is the concept of a single Intranet
service. This single service was defined and all Intranet routes used this defined WAN
link and gateway. There was also the ability to have a primary and secondary WAN
link defined for the Intranet service. In Edge 2.3 the number of Intranet services has
been increased to 32, allowing a user to define up to 32 separate Intranet services.
The user would define separate services in the case where they had multiple MPLS
routers each supporting specific subnets. The user could then define the separate
Intranet service and point a specific route/subnet to the corresponding service. This
allows a much more flexible solution when supporting Intranet traffic.

Rule and Class Improvements

ORACLE

In Oracle SD-WAN Edge release 2.2 and prior releases, the typical Oracle
configuration file supported the concept of a single default class. This default class
was designed to support all different traffic flows without a specific advantage to a
certain traffic type — Real-time verses Interactive Verses Bulk, for example. Any traffic
type that did not have a user defined rule would match the default class 9. The default
rules have now been enhanced to support different rules and classes for the most
common traffic flows seen on networks today. Before a user implements the Oracle
SD-WAN Edge, they must review the current rule set to understand what is enabled by
default. The rules and classes are not all encompassing, but do cover a wide range of
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application and traffic flows. If the user has a custom application that is critical to the
success of the deployment, they should define the application characteristics to a
Oracle representative. The representative can then discuss the options with the user
to define the correct rule set (class) for the customer application.

Shown below are the new default rules and classes as of Edge release 2.3:

Default Classes:

Class 0-9:

* User settable class

+ Default: Bulk class

* Default: 1% share

Class 10 (udp_ef_realtime_class):

* Default class for user-defined UDP rules
* Realtime class

*  50% share

Class 11 (control_tcp_ack_afl1_int_class):
o Default class for TCP Standalone ACK traffic.
* Interactive class

*  50% share

Class 12 (ssh_telnet _interactive_class):

* Interactive class

*  30% share

Class 13 (gre_tcp_other_interactive_class):
* Interactive class

*  20% share

Class 14 (http_https_interactive_class):

* Interactive class

*  10% share

Class 15 (cifs_bulk_class):

* Bulkclass

e 45% share

Class 16 (ftp_bulk_class):

»  Bulk class 45% share

Default Rules per Conduit;

« ICMP
(Assigned to class 11)

ORACLE 1-8



Chapter 1
Rule and Class Improvements

protocol_str=ICMP
class_name=control_tcp_ack_afll_int_class
transmit_mode=PERSISTENT_PATH
resequence_packets=YES
resequence_holdtime_ms=set rule_default
nontcp_resequence_holdtime_ms

class_tail_drop_small_packet ms=350

® N o o k w Dd PR

class_tail_drop_small_packet bytes=30000

e SSH

(Assigned to class 12)

protocol_str=SSH

class_name=ssh_telnet_interactive_class
transmit_mode=LOAD_BALANCE_PATHS
retransmit_lost_packets=YES

resequence_packets=YES

resequence_holdtime_ms=set rule_default tcp_resequence_holdtime_ms
class_tail_drop_small_packet ms=350

class_tail_drop_small_packet bytes=65000

© © N o g & 0 NP

reassign_flow_if_packet_exceeds_size bytes=512 // for SCP

=
o

. reassign_flow_if_packet_exceeds_size_class_name=ftp_bulk_class // for SCP

11. reassign_class_tail_drop_small_packet bytes=(~1/2 second based on WAN
ingress bandwidth for the conduit)

e Telnet

(Assigned to class 12)
protocol_str=TELNET

class_name=ssh_telnet_interactive_class
transmit_mode=LOAD_BALANCE_PATHS

retransmit_lost_packets=YES

resequence_packets=YES

resequence_holdtime_ms=set rule_default tcp_resequence_holdtime_ms

class_tail_drop_small_packet ms=350

® N o o p W NP

class_tail_drop_small_packet bytes=65000
< HTTP

(Assigned to class 14)

1. protocol_str=HTTP

2. class_name=http_https_interactive_class
3. transmit_mode=LOAD_BALANCE_PATHS
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retransmit_lost_packets=YES

resequence_packets=YES

resequence_holdtime_ms=set rule_default tcp_resequence_holdtime_ms
class_tail_drop_small_packet ms=350

class_tail_drop_small_packet bytes=100000

e HTTPS

(Assigned to class 14)

® N o o p W NP

protocol_str=HTTPS

class_name=http_https_interactive_class
transmit_mode=LOAD_BALANCE_PATHS

retransmit_lost_packets=YES

resequence_packets=YES

resequence_holdtime_ms=set rule_default tcp_resequence_holdtime_ms
class_tail_drop_small_packet ms=350

class_tail_drop_small_packet bytes=100000

« CIFS

(Assigned to class 15)

© ® N o a 0 NP

=
o

protocol_str=CIFS

class_name=cifs_bulk_class
tcp_standalone_ack_class_name=control_tcp_ack afll _int class
tcp_standalone_ack class_tail_drop_small_packet ms=350
tcp_standalone_ack class_tail_drop_small_packet bytes=30000
transmit_mode=LOAD_BALANCE_PATHS
retransmit_lost_packets=YES

resequence_packets=YES

resequence_holdtime_ms=set rule_default tcp_resequence_holdtime_ms

. class_tail_drop_small_packet_bytes=(~2 seconds based on WAN ingress

bandwidth for the conduit)
e FTP

(Assigned to class 16)

N o g kM w b PR

protocol_str=FTP

class_name=ftp_bulk_class
tcp_standalone_ack_class_name=control_tcp_ack_afll_int_class
tcp_standalone_ack_class_tail_drop_small_packet _ms=350
tcp_standalone_ack_class_tail_drop_small_packet_bytes=30000
transmit_mode=LOAD_BALANCE_PATHS

retransmit_lost_packets=YES
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resequence_packets=YES
resequence_holdtime_ms=set rule_default tcp_resequence_holdtime_ms

class_tail_drop_small_packet_bytes=(~2 seconds based on WAN ingress
bandwidth for the conduit)

- GRE_EF

(Assigned to class 10)

© © N o a0 & 0 NP

10.

protocol_str=GRE

dscp_tag=ef

class_name= udp_ef realtime_class
gre_header_compression_enabled=YES
transmit_mode=LOAD_BALANCE_PATHS
retransmit_lost_packets=YES
resequence_packets=YES
resequence_holdtime_ms=set rule_default nontcp_resequence_holdtime_ms
class_tail_drop_small_packet ms=100
class_tail_drop_small_packet bytes=15000
+  GRE_AF11

(Assigned to class 11)

© ® N o a kM ® NP

protocol_str=GRE

dscp_tag=afll

class_name=control_tcp_ack afll int class
gre_header_compression_enabled=YES
transmit_mode=LOAD_BALANCE_PATHS

retransmit_lost_packets=YES

resequence_packets=YES

resequence_holdtime_ms=set rule_default nontcp_resequence_holdtime_ms

class_tail_drop_small_packet ms=350

10. class_tail_drop_small_packet bytes=65000

GRE

(Assigned to class 13)

N o g & w0 Db PR

protocol_str=GRE
class_name=gre_tcp_other_interactive_class
gre_header_compression_enabled=YES
transmit_mode=LOAD_BALANCE_PATHS
retransmit_lost_packets=YES
resequence_packets=YES

resequence_holdtime_ms=set rule_default nontcp_resequence_holdtime_ms
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8. class_tail_drop_small_packet _ms=350
9. class_tail_drop_small_packet_bytes=200000
- FEF
(Assigned to class 10)
protocol_str=*
dscp_tag=ef
class_name=udp_ef realtime_class
transmit_mode=DUPLICATE_PATHS
resequence_packets=YES
resequence_holdtime_ms=set rule_default nontcp_resequence_holdtime_ms

class_tail_drop_small_packet ms=100

® N o o p W NP

class_tail_drop_small_packet bytes=15000
« AF11
(Assigned to class 11)

protocol_str=*

dscp_tag=afll

class_name=control_tcp_ack afll int class
transmit_mode=PERSISTENT_PATH

resequence_packets=YES

resequence_holdtime_ms=set rule_default nontcp_resequence_holdtime_ms

class_tail_drop_small_packet ms=350

©® N o g » 8w Dd PR

class_tail_drop_small_packet bytes=30000
- UDP
(Assigned to class 10)

protocol_str=UDP

class_name=udp_ef_realtime_class

transmit_mode=PERSISTENT_PATH

resequence_packets=YES

resequence_holdtime_ms=set rule_default nontcp_resequence_holdtime_ms

class_tail_drop_small_packet ms=100

N o g kM w b PR

class_tail_drop_small_packet bytes=15000
. TCP

(Assigned to class 13)

1. protocol_str=TCP

2. class_name=gre_tcp_other_interactive_class

3. tcp_standalone_ack class_name=control_tcp_ack afll int class
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tcp_standalone_ack_class_tail_drop_small_packet_ms=350
tcp_standalone_ack_class_tail_drop_small_packet_bytes=30000
transmit_mode=LOAD_BALANCE_PATHS
retransmit_lost_packets=YES

resequence_packets=YES

© ® N o g »

resequence_holdtime_ms=set rule_default tcp_resequence_holdtime_ms
10. class_tail_drop_small_packet _ms=350
11. class_tail_drop_small_packet bytes=300000
e Other
(Assigned to class 13)

1. protocol_str=*

2. class_name=gre_tcp_other_interactive_class
3. transmit_mode=PERSISTENT_PATH

4. resequence_packets=NO

5. class_tail_drop_small_packet ms=350

6. class_tail drop_small_packet bytes=200000

When the upgrade is performed, the Oracle SD-WAN Edge editor and compiler will
automatically assign a percentage of the available bandwidth to each class. This will
eliminate any potential issues when upgrading if there are many rules defined in an
existing configuration file.

WAN Link and Path Enhancements

In Oracle SD-WAN Edge release 2.3, WAN link enhancements include a number of
configurable options that were classified as “debug options” in previous releases, and
were used at a number of customer installations. These options are now easily
accessible by all customers, and include reserving minimum bandwidth for a conduit
link, and congestion control per WAN link. These options may be configured in the
Oracle SD-WAN Edge configuration editor, or as specific configuration options. These
will be defined in more detail below.

Reserve Minimum Bandwidth for Conduit WAN Links

ORACLE

Certain network conditions cause congestion on a defined WAN link or path. When
this congestion occurs, the appliance would reduce the amount of conduit data being
forwarded on that WAN link. The appliance would reduce the usage rate down to its
lowest defined rate (in certain cases) which was 80 kbps. When this occurred, there
could be a performance impact to user data that was inside the conduit. For instance,
80 kbps would typically not even support a typical VolP phone call. This unforeseen
state could be caused by some external WAN-facing router that is oversubscribed with
no configuration options of guarantying the appliance its defined usable rate. To
overcome this issue, Oracle SD-WAN Edge release 2.3 allows the user to define a
WAN link minimum rate - which is the lowest usage rate a WAN link will use during
times of congestion. This will guarantee the appliance will continue to send no less
than this defined value on the WAN link.
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There are a number of design considerations to be aware of for this capability:
e Can be applied to a specific conduit on a WAN link only
*  Must consider defined usage rates

» If congestion is consistent, the user should resolve the congestion issue on the
router or firewall

An example of defining this minimum usage rate:
add virtual _wan_link nane=Client-1-Link2

{

set properties

virtual _interface_nanme=CL1VL11
virtual _i p_addr=10. 1. 20. 12

gw_i p_addr=10. 1. 20.5

wan_i ngress_physi cal _rate_kbps=3000
wan_egress_physi cal _rate_kbps=3000

wan_i ngress_pernitted rate kbps=3000
wan_egress_pernitted rate kbps=3000

enabl e_public_ip_ | earning=true

tracki ng_i p_addr =10. 1. 20. 15; add condui t _usage

renote_site_name=NCN-Site
wan_egress_rate_pct=100.0
wan_i ngress_rate_pct=100.0

} m ni mum r eserved_bandw dt h_kbps=400;

minimum_reserved_bandwidth_kbps = Number (80

The minimum amount of bandwidth that this usage will be reduced to during on
demand scheduling. The default value for conduit links in shown above.

As we can see from the above configuration example, this option is applied under the
WAN link and conduit usage. Once the specific WAN link is defined, the user can
proceed to the conduit usage section where the minimum bandwidth option can be
defined.

Configurable Congestion Control per WAN Link

ORACLE

The congestion threshold defines the period of time the appliance determines the
WAN link is congested — if there is congestion for the defined period, it will then
proceed into a congestion avoidance state. This is accomplished by reducing the
amount of data sent on a WAN link. Sending less conduit data on a WAN link should
result in the probability of the congested state clearing itself. The default value for this
configuration option is 20 ms. (20000- value — default).

If the user chooses to change this value, it is recommended they contact a Oracle
representative for specific values to use. If they decide to change the value to avoid
the appliance from acting on a congestion state, the user would increase the value for
example, if the value is increased to 2000000 — this would instruct the appliance that
congestion must occur for a period of 2 seconds before the congestion avoidance
algorithm is invoked. In traditional networks, 2 seconds of congestion would not
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happen. Since congestion is not detected the congestion avoidance algorithm is not
enabled and the appliance continues sending data up to the defined usable rate.

add virtual _wan_link nane=Client-1-Link2
{

set properties

virtual _interface name=CL1VL11
virtual _i p_addr=10. 1. 20. 12

gw_i p_addr=10.1.20.5

wan_i ngress_physical _rate_kbps=3000
wan_egress_physi cal _rate_kbps=3000
wan_ingress_permtted rate kbps=3000
wan_egress_pernitted_rate_kbps=3000
enabl e_public_i p_l earni ng=true

congestion_t hreshol d_us_per_s_us=200000
tracki ng_i p_addr=10. 1. 20. 15; .

}

With the congestion avoidance algorithm disabled, the Oracle will send data up to the
configured usage rate. There could be a negative impact to other data flows within the
network infrastructure depending on bandwidth allocation. The Oracle assumes that
the defined usage rate is a guaranteed rate and attempts to send data at that defined
rate as required. Users must consider this when using this new parameter.

Path Eligible Setting for Traffic Types

ORACLE

The Path Eligible/Ineligible options allow users to specify a certain traffic class to be
eligible or ineligible for a specific WAN link. By default, all WAN links are eligible for all
traffic classes. When a WAN link is ineligible for a traffic class internally, the appliance
will add 150 ms latency to the defined WAN link. Depending on the WAN links in the
configuration, this may only reduce the use of that WAN link under normal conditions.
When traffic is queued up, the WAN link could be used by the appliance for the
ineligible class if circumstances dictate.

The configuration parameters are shown below:
set properties

virtual _interface_nane=CL4VL44
virtual _i p_addr=10.4.50. 12

gw_i p_addr=10.4.50.5

wan_i ngress_physical _rate kbps=10000
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wan_egr ess_physi cal _rate_kbps=10000

wan_i ngress_permtted_rate_kbps=10000
wan_egress_permtted rate kbps=10000
wan_i ngress_realtinme_eligible=true
wan_ingress_interactive_eligible=true
wan_egress_real tine_eligible=true
wan_egress_interactive_eligible=true
wan_i ngress_bul k_el i gi bl e=true

wan_egress_bul k_el i gi bl e=true;

This configuration example displays the default option. When reviewing a standard
configuration with all paths eligible, these options will not appear in the configuration
file.

They are displayed above so the user can understand what commands to use for
these options. To verify the settings, the user can use the Oracle SD-WAN Edge QoS
reports to view and verify that a specific WAN link is limiting a traffic class from that
WAN link. Users should consult a Oracle representative if they believe they need this
feature enabled for a specific WAN link.

Reporting Enhancements

Oracle SD-WAN Edge release 2.3 now has additional reports that assist the user in
understanding the availability of the Oracle SD-WAN Edge and quantifying the value of
the Oracle SD-WAN Edge. These new reports provide data on Oracle SD-WAN Edge
availability, QoS usage, periodic network status, and a method to reduce outdated
information using double triggers for event naotification. The following table correlates
the old reports with the new reports in 2.3.

Edge Release 2.2 Edge Release 2.3 Reports
Reports

Reports Performance Reports
Appliance Graphs Appliance Reports

n/a QoS Reports

n/a Usage Reports

n/a Availability Reports

n/a Periodic Status Reports
Table 2

Availability Report

ORACLE

The Network availability report provides comprehensive data regarding uptime,
goodtime, badtime, downtime and incidents per WAN link, conduit, and path. This data
is available on a per site basis at the NCN and at any of the client sites. The client site
report is based on that client's conduits and WAN links. Here is an example of a client
site report:
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QoS Reports
The definition of availability report terms follows:
Term Definition
Oracle SD-WAN
Edge Object A path, conduit or WAN Link.
Incidents A counter for the number of periods of downtime.
Goodtime The total amount of time that an object has been in a good state.
Badtime The total amount of time that an object has been in a bad state.
Uptime The total amount of time that an object has been in a state that is greater
than dead.
Downtime The total amount of time that an object has been in a dead state.
Table 3

The report displays up to 24 hours of data by default. Other display options are
available including, 1 hour, 24 hours, 7 days, or “All Available Data.” To access this
report, login into the web console and select Monitor —> Availability Reports from
the pull-down menu.

QoS Reports

In prior release of Edge, the user did not have insight into the application classes that
traverse a specific conduit, WAN link or path. There were only generic counters that
could be used which displayed traffic on a per class basis. This data was provided as
counters for total traffic only. In the Edge release 2.3, the appliance now provides
class statistics based one of the following options: WAN link, Conduit, Path, and Site.

The Report will look like the following:
From the above screen capture we can see the different classes of traffic on the path

“PPCBL - Colo-L3. From the screen capture we can see the applications classified as
Realtime (blue), Interactive (green) and Bulk (red). Traditionally, Realtime is VVolP or
time sensitive traffic, Interactive is http/https/telnet and Bulk is any type of file transfer
application (ftp). From this report the user can determine which traffic class was using
what portion of the bandwidth on a conduit or WAN link. To view this report log in into
the web console of the appliance and proceed to Monitor -> QoS Reports. Insight
into this type of data allows the network administrator to plan accordingly for WAN link
and bandwidth usage, and potential WAN link expansion.

Usage Report

ORACLE

The Oracle SD-WAN Edge Usage report allows the user to display usage for services
that include Conduit, Intranet, and Internet. By default, this report displays all conduit
and services information in a stacked fashion. The user can then disable conduit
statistics from being displayed and only view Intranet and Internet traffic, if desired.
This data can be displayed for a site or a WAN link, ingress direction or egress
direction. To view this report login into the web console and proceed to Monitor ->
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Usage Reports. The default graph for the Oracle SD-WAN Edge Usage report is
shown below.

Sulect Report
Reports|WAN Link =] wame: |PP-CBL  [=] oirection: \WiN Ingress[=] | Refiesh |

Hepart

80 kips

70 kbps

B KBRS

40 kbos

Bandwidth

02 1021 ]
10:35 1040 1045 10:50 19:55 11:00 1S 11:10 mas 1120

This screen capture is displaying usage for a specific WAN link (PP-CBL) in Oracle
ingress direction (LAN to WAN). The different colors represent the conduits, as well as
Internet and Intranet services provisioned on the PP-CBL WAN link. The user also has
multiple options on time frame for data that is to be displayed, as well as the ability to
display any available archived database. To view this report login into the web console
of the appliance and proceed to Monitor -> Usage Reports

Periodic Status Reports

ORACLE

The Periodic Status reports are provided to the user automatically, once configured.
These reports provide details regarding the status of the underlying network. The
underlying network is considered to be the wide area network — MPLS cloud or ISP
(internet) cloud, as seen from a Oracle appliance perspective. By default, the status
report is not sent. To configure these reports, the user would login to the web console
and proceed to Integrate -> Periodic Status Reports page. Configurable options
include: details can be turned off or on for each individual Site, WAN link, Conduit,
Path, Internet service, and intranet service.

To simplify the configuration process, the “Select All" option may be used, or just
select individual items as appropriate. Once defined, the user can preview the report
before the actual update is emailed. The email can be sent based on the user defined
time criteria

(every day, specific days) as well as defining a specific time of day. There is also a
“Send Now” option that can be used to test the capability. For this to work properly, the
user must have the “Email Alerts” defined properly in the web console Integrate, and
then Configure Events and Alerts section of the web console.

Once emailed, the report would look like Figure 7 below (depending on properties
selected).
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Double Event Triggers

In previous releases, the appliance would send a notification immediately after an
event occurred under any circumstances. To enhance this capability and reduce the
number of event notifications that users receive, a double event trigger capability has
now been added to the appliance. This allows certain event emails to only be sent
when they persist over a user-defined period of time. For example, a conduit is dead -
and is dead for a certain period of time. Once the pre-defined time limit is reached and
the conduit is still dead, the event notification would be sent to the defined email
address. This will reduce the number of emails sent when a conduit goes down and
comes back up immediately. Typically, path state change events generate more state
changes which result in more email notifications. The double event trigger capability
reduces the number of notifications dramatically while still allowing the user the ability
to monitor any path state changes. This capability is disabled by default. The user has
the following options when configuring this capability:

Supports Event Types: Timeframe in seconds:

SERVICE
CONDUIT
WANLINK 10
PATH 30

60

To configure this capability, log in to the web console of the appliance and proceed to

Integrate -> Configure Events and Alerts. Scroll down to the “General Event
Configuration” section and look for the section labeled “Alert if State Persists.” By
default, the user will see the behavior set to “Alert Immediately”, this pull-down
supports the timeframe options shown above. Once all options are configured select
the “Apply Settings” to complete any changes.

Observed Protocols

In Oracle SD-WAN Edge release 2.3, Oracle now provides users with a list of
protocols that are traversing the Oracle appliance. The protocols are displayed to
assist the user in verifying the correct rule set is applied, as well as learn what
protocols may not be IANA-based protocols that reside within their infrastructure. The
following screen shot illustrates this data within the Oracle appliance.
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To view the observed protocols within the web console of the appliance, log in and
proceed to Monitor-> Statistics. From the pull-down list “Show” select the “Observed
Protocols” option. Depending on the data flow through the Oracle, the table may take a
few second to populate. The table will display known and unknown protocols. This
data displayed will provide which rule the flow is matching on, as well as other data
regarding the flow.

Enhanced Network Change Management

The enhanced network change management process allows a user to upload a new
file package to the Oracle SD-WAN Edge. This new package can be a software
update, or a configuration update, or both. The three-step workflow is a set of checks
and processes that ensure that configuration changes and software updates are
applied to the network in a reliable, fail-safe way. Go to Manage Network -> Change
Management to access this utility.
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The Change Management Workflow

Change Preparation NE
Upload Software —
Verify Software

Appliance Staging

Transfer Software

Activation
Delay or Abort Activation

Restart System

In addition to using change management for network software distribution and
activation, a twostep local change management utility has been introduced as well,
allowing for an easier and more intuitive process for updating software and
configuration files on individual appliances. Local change management is located at
the Manage Appliance -> Local Change Management page.
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Release 2.4 Features

This chapter includes features and enhancements released in 2.4.

Network Functionality and Deployability

ORACLE

Intranet Route Eligibility Determined by Path State

A new feature has been added in Oracle SD-WAN Edge Release 2.4 to determine
Intranet route eligibility by path state as opposed to WAN link state. In the past, a route
was ineligible if the WAN link was down, but there were cases where the WAN link
was only down at one site. This caused the Intranet data to not flow between sites. To
resolve this issue the Oracle appliance now can make a path eligible/ineligible
decision based on path state and not just WAN link state. The “Route Eligible Path” is
a path whose status is used to determine whether a route is eligible to be used when
making routing decisions.

As shown in Figure 1 above, there are four sites in a sample prior release network.
There is a conduit from A to B and a conduit from B to C. WAN links a2 and b2 are
also configured with intranet service. When a2 fails, all paths using a2 are dead, so a2
is in WAN link DEAD state. Intranet traffic going from site A to site B will then skip the
intranet route and use the available conduit route. At site B, since b2 is used for a path
for the B-C conduit, it remains in a GOOD state. Intranet traffic from site B to site A will
continue to use the intranet route that enters the network on the b2 link and exits the
network on the a2 link. This traffic will fail to reach the destination since a2 is down.
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To solve this problem, this new feature allows a user to add an eligible path to the
intranet route. When doing a route lookup, the intranet route is now skipped if the
eligible path is DEAD.

One Route Eligible Path can be configured for each dynamic and/or user-configured
static intranet route but there is no limit on the number of intranet routes that can be
configured to use a Route Eligible Path. The configuration editor allows a path to be
configured as a Route Eligible Path for user's static intranet routes. Adding, deleting,
or changing the Route Eligible Path on an intranet route does not require a reset of the

Oracle SD-WAN Edge (please see Figure 2). For more
information on the Oracle SD-WAN Edge Configuration Editor, please see the Oracle
SD-WAN Edge Configuration Editor User's Guide.

Route Eligible Path can also be set by editing the configuration file itself. The
command line options would include the following:

add route

net =10. 0.0. 0/ 8 intranet_servi ce_nanme=lntranet-1
route_eligibility based_on_pat h=true

route_eligibility fromwan_link=a2

route eligibility to wan_|ink=b2 servi ce=l NTRANET;

route_eligibility _based on_path =Boolean

This feature allows a user to add an eligible path to the Intranet route. For Intranet
Services, enable the Intranet route failover feature. Route eligibility will be based on
the state of an associated path.

route_eligibility_from_wan_link_name = Text The “from” WAN link name for the
path that determines whether to mark this route as ineligible, based on the state of the
specified path.

route_eligibility to_wan_link_name =Text

The “to” WAN link name for the path that determines whether to mark this route as
ineligible, based on the state of the specified path.

As defined above, the configuration requires the user to specify the WAN links and to
enable the feature. For more information on the Oracle SD-WAN Edge configuration
file, please see the APN Configuration Reference.

L2 MAC Learning for Multiport Bridging

ORACLE

Mac address learning allows a user to define three ports in a bridge group. This
simplifies many deployments by allowing the user to connect an MPLS router and a
Firewall directly to the appliance without requiring a switch. Figure 3 provides two
examples. The new bridging capability in Oracle SD-WAN Edge R2.4 reduces the
need for infrastructure changes when deploying Oracle SD-WAN Edge appliances.
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Multiple LAN Routers in Same LAN Subnet Multiple LAN Routers in Different LAN
Subnet

MAC address learning for multiport bridging stores the source MAC address of each
received packet so that future packets destined for that address can be forwarded only
to the port on which that address is located. Packets destined for unrecognized
addresses are forwarded out of every port. There are no options to configure this
command. When three or more ports are configured in an Interface group this feature
is enabled.

Design Considerations

ORACLE

»  Oracle does not support user spanning tree with this feature. The infrastructure
must therefore be designed accordingly

e This feature is enabled by default

Port Switching

Some WAN service providers do not allow long duration UDP sessions and block them
in the Cloud. To avoid such issues, the Oracle SD-WAN Edge R2.4 introduces a new
feature allowing the user to specify an alternate UDP port for the Oracle SD-WAN
Edge conduit packets. UDP Port Switching is a preventative measure to change the
source UDP port at specified intervals. The Alternate UDP port number and the port
switch interval are user settable. Port Switching can be set using the Oracle SD-WAN
Edge Configuration Editor (Figure 4, below). For more information on the Oracle SD-
WAN Edge Configuration Editor, please see the APN Configuration Editor User's
Guide.

Port Switching can also be set by editing the configuration file itself. The command line
options would include the following:

add conduit_usage

renote_site_name=NCN-Site wan_egress_rate_ fair_share=800000
wan_i ngress_rate_fair_share=800000 servi ce_group_nanme=Def aul t
udp_port _numr2156

udp_port _num al t =2157
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udp_port_swi tch_interval _m nut es=1500;

udp_port_num =Number (2156)

This will be used as the source UDP port for all WAN ingress packets sent from this
link. The Oracle SD-WAN Edge will also only accept WAN Egress packets at this link
with dst_port set to this port number.

udp_port_num_alt =Number (2156)

This will be used as the alternate source UDP port for all WAN ingress packets sent
from this link. The Oracle SD-WAN Edge will also only accept WAN Egress packets at
this link with dst_port set to this port number, or the udp_port_num_alt value.

udp_port_switch_interval_minutes =Number (1440)

if udp_port_num and udp_port_num_alt are both set and are not equal)

Interval in minutes to be used when switching between the two values of
udp_port_num and udp_ port_num_alt. Allowed values are from 1 minute to 8640
minutes (6 days).

For more information on the Oracle SD-WAN Edge configuration file, please see the
APN Configuration Reference available from the Oracle support site.

Network Topology

ORACLE

Support for Multiple Routers on LAN-side Subnets

With Oracle SD-WAN Edge Release 2.4, the local routes selection process allows the
user to configure the local route to be eligible only when the gateway is reachable. If
the gateway is unreachable, the route will be skipped and the next available route will
be selected to forward the traffic.

With previous releases, the selection process for local routes only allows for the
selection of the route with the lowest cost. Even if this local route's gateway is
unreachable, and there are other routes available to get to the local network, this local
route will still be selected, causing the traffic to the local network to be dropped. The
new feature supports multiple LAN routers in the same or different subnets as shown
in Figures 5 and 6 below.
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N
.

N o e o T o5, | -

SubnetB

Multiple LAN Routers in Same LAN Subnet Multiple LAN Routers in Different LAN
Subnet

Figure 5 Figure 6

This feature is disabled by default but can optionally be enabled once the routes are
added, using the Oracle SD-WAN Edge Configuration Editor as shown in Figure 7 on
the following page.

Multiple routers on LAN-side subnets can also be set by editing the configuration file
itself. The command for this feature is:

add route

net =10. 3. 50. 0/ 24

gw_i p_addr =10. 3. 10. 65

cost =6

route_eligible on_gw=true
servi ce=LOCAL;
route_eligible_on_gw = Boolean (NO)

Enabling this option will cause a route to only be valid if the gateway specified in this
route is reachable. This parameter is for use in local routes only.

For more information on the Oracle SD-WAN Edge configuration file, please see the
APN Configuration Reference.

Support for Serial High Availability Appliances

In Release 2.4, Oracle has enhanced its HA support by expanding it to support the
Serial Inline HA Topology. This allows a simple Fail-to-Wire based serial HA option
that simplifies deployments for end users. The Serial Inline HA feature also includes
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supporting additional Fail-to-Block groups or nonHA traffic on the control segment.
Figure 8 (below) shows an example of how Serial Inline HA could be configured.

Oracle Serial HA

WAN Network Side /
Intranet -

MPLS )/
Router/Firewall \ . )

LAN Network Side

o
P
b RACP

(o~

Fail-To-Block
Interface Group

Workstations

Figure 8

Serial Inline HA can be enabled in the Oracle SD-WAN Edge configuration file using
the Oracle SD-WAN Edge

Configuration Editor GUI (shown in Figure 9 below). For more information on the
Oracle SD-WAN Edge Configuration Editor, please see the APN Configuration Editor
User's Guide.

The Serial Inline HA feature may also be set in the Oracle SD-WAN Edge
configuration file manually, using the use_ serial_ha parameter. The user would
configure the HA in the standard method but select the option for “use_serial_ha.” This
feature can also be added to the configuration manually. A sample of the configuration
setting is shown below:

Define site name=NCN1
{

add appl i ance nanme=ncnl

{

} add ha_appl i ance nane=ncnl

- HA; { add ha_service set properties
primary_appl i ance_name=ncnl

HA secondary_appl i ance_nanme=ncnl primary_recl ai n=f al se
use_serial _ha=true; add interface_group

{

set interface properties viprimary ip_addr=10.40. 10. 13
rtual _interface_nane=VLANL

secondary_i p_addr=10. 40. 10. 14; }
}
}

For more information on the Oracle SD-WAN Edge configuration file, please see the
APN Configuration Reference.

ORACLE 2-6



Chapter 2
Multiple VLAN Segment on Common WAN link

Design Considerations:

* Keepalives must be configured on a Fail-To-Block (FTB) interface group
* FTB interface can be directly connected between appliances

*  Supports untrusted interface groups for conduit traffic

* Link health not used for HA priority

*  Must have a Fail to Wire bypass group defined for conduit traffic

» Standby appliance allows packet to pass through

*  Spanning tree must be considered when deploying this topology

* Sends HA protocol across the FTB HA interface group only

»  Configuration updates traverse the FTB HA interface group from active to backup
appliance

Multiple VLAN Segment on Common WAN link

ORACLE

Oracle SD-WAN Edge Release 2.4 allows multiple VLANs and gateways to be
configured on the same WAN link by supporting multiple Access Interfaces. Each
“Access_Interface” will support a name, a VIP address, a gateway and the option to
enable Proxy ARP. An example of these topologies is shown in Figure 10, below,
where with the addition of this new feature Access Interfaces have been configured for
VLANSs g and b and Edge can perform Proxy ARP for routers g and b.

In previous Edge releases, the WAN link and WAN link gateway were on a single
VLAN, causing problems for customers that segmented traffic (e.g. Intranet vs.
Internet) on different VLANSs for security reasons. Additionally, if Proxy ARP was
enabled on a WAN link, it would only work properly for hosts that resided on the
corresponding VLAN segment. If the WAN link was assigned to VLAN A and the
gateway went down, the users on VLAN A would have connectivity but those on other
VLAN would not.
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VLAN Trunk g, b

\
J

WAN Link With Different VLANs WAN Link With Different Subnets

Figure 10

This feature may be set in the Configuration Editor, as shown in Figure 11 below. Note
that the first configured WAN link access interface is set to be the Primary by default
and additional access interfaces are defined to be excluded. The user would then be
expected to verify the primary access interface link, as well as any interfaces to be
configured as secondary. When the primary access interface gateway is not
reachable, the appliance would use the access interface configured as secondary.

For more information on the Oracle SD-WAN Edge Configuration Editor, please see
the APN Configuration Editor User's Guide.

These interfaces are used to define which gateway the appliance would use to forward
conduit frame for the corresponding WAN link. These options are defined under the
WAN link, Set Properties field of a WAN link definition.

To edit the configuration manually, the options associated with this feature are
included below:

add access_interface name=CL3_W.0 access_interface 1
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virtual interface name=CL3VL0 virtual ip addr=10.3.10.12
gw_ip addr=10.3.10.2

enable_proxy arp=true;

set properties

primary_conduit access_interface=Cogent-NS_l75Federal-AutoAI-0
wan_ingress_physical rate_ kbps=2000
wan_egress_physical rate_ kbps=2000
wan_ingress_permitted rate_ kbps=2000

wan_egress_permitted rate kbps=2000

The Proxy ARP capability is configured under the Access Interface and is shown
above. “True” would indicate Proxy ARP is enabled and “false” would indicate that the
feature is disabled for the Access Interface. Proxy ARP needs to be enabled for local
side subnets.

primary_conduit_access_interface = Text

The name of the access interface to be used as the primary access interface for this
WAN Link. Mandatory.

secondary_conduit_access_interface = Text

The name of the access interface to be used as the secondary access interface for
this WAN Link.

For more information on the Oracle SD-WAN Edge configuration file, please see the
APN Configuration Reference.

Design Considerations:

» Enable Proxy ARP for local side subnets

Path MTU Discovery

ORACLE

Path MTU discovery allows the sender of IP packets to discover the Maximum
Transmission Unit (MTU) of packets that it is sending to a given destination. The MTU
is the largest packet that can be sent through the network along a path without
requiring fragmentation. Previous releases supported ICMP to adjust the conduit MTU.

To overcome these limitations, Oracle SD-WAN Edge Release 2.4 introduces a new
path MTU discovery method that will actively probe each sending path of each conduit
to find out the current MTU, and adjust the conduit MTU accordingly. This feature must
be enabled by the user and will then probe each path within a conduit every 10
minutes.

This feature can be configured in the Oracle SD-WAN Edge Configuration Editor (See
Figure 12, below). Additionally, the Oracle SD-WAN Edge Web Console and CLI will
display the current MTU that is being used by each WAN Ingress path on the conduit
(See Figure 13 for an example) For more information on the Oracle SD-WAN Edge
Configuration Editor, please see the APN Configuration Editor User's Guide. For more
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information on using the Oracle SD-WAN Edge Web Console, please refer to the APN
Appliance Operation Guide.

Figure 12. Active MTU Discovery in the Oracle SD-WAN Edge Configuration Editor.

File Tools Help

U.) Delete WAN Link

TALARI

28 t

WAN Link: Boise-CBL

1% Configuration
v i Site: Fargo
v AF Appliance: Fargo General ISR
¥ Conduit: Fargo-Boise
+ Casses

3 Provisioning

* Rules

¥  Condui: Fargo-DesMoines Hint: You may edit Conduit and Internet/Intranet Services directly in their tables, like a spreadsheet.
+ Classes X
« Rules

v 2 Conduit: Fargo-Duluth
* Classes
* Rules
7 Internet Service: Fargo-Internet

=) Conduit Services Help |

Show Services from = All Groups  +

+ Rules ut e UDP Port Switching Audocosn
v © Inwanet Senice: Intranet-0 2 e ¢ Punching | Emable | AkPort# | Incerval nin) | Paths
o Rules c ]
v @ Intranet Service: Intranet-1
* Rules
¥ @ Intranet Service: Intranet-2
| = Conduit Services Help |
Show Services from | All Groups & | /\
7 -
on Name Group ngr’;:l ActiveMTU W \;npprpy | UDPHole UDe Burt swichy e
‘ Siza fhytes Detect Punching | Enable AltPort# | Interval (min | Paths
™ Fargo 2156 y [ 1441 ™

v <% Site: Duluth
v ¥ Appliance: Duluth Apply | | Reset

Figure 13. Active MTU Discovery Shown in the APN Web Console

TA LA RI Monitor Manage Network Manage Appliance Diagnose Integrate Logout

Monitor -> Statistics Talari Support

Talari Statistics

Show: | Paths Enable Auto Refresh | 5 + |seconds | Refresh (# Clear Counters on Refresh

Path Statistics

Filter: in| Any column || Apply

Show | 100+ |entries  Showing 1 to 100 of 204 entries 1
From To Link Path Conduit Source Destination 4 Discovered Latency St;zi:’cm Packets Pgi:‘:‘: Packets boe
Link State State Port Port MTU OWT Received Lost % P

(mS) Order

Colo-L3 || wi-km GOOD GOOD 2156 2f56 1488 12 6 165 a 0 7.3
Colo-TW || wikm GOOD GOOD 2156 56 1488 11 6 175 0 0 7.9
Colo-L3 || CL-AD GOOD GOOD 2156 5oQ17 1488 31 6 161 1) 0 7.8
Colo-TW || CL-AD GOOD GOOD 2156 597 1488 9 6 183 0 0 8.3
Colo-L3 || CL-AG GOOD GCOD 2156 21 1488 15 6 164 0 0 5
Colo-TW || CL-AG GOOD GOOD 2156 2156 1M|| 8 8 192 1) 0 87

i

If editing the configuration file manually, the command options for this capability in the
configuration file are enabled under the WAN link, conduit services:

renote site name=Client-testl

wan_egress _rate fair_share=100000

wan_i ngress_rate_fair_share=100000

servi ce_group_nanme=Def aul t udp_port _num=2156
active_path _ntu_discovery_enabl e=true;

add conduit_usage

ORACLE"
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For more information on the Oracle SD-WAN Edge configuration file, please see the
APN Configuration Reference.

Design Considerations:

Usability

* Currently if a lower MTU is detected, MTUs of all paths of the corresponding WAN
link are reduced

Clone Site Configuration Wizard

To make it easier to add a new client site to a configuration, Oracle SD-WAN Edge
Configuration Editor now allows the user to clone a pre-existing site's configuration as
a new site.

To clone an existing site using the Configuration Editor, select the site that you would
like to clone, and click the Clone Site button. This will bring up a dialog screen
containing the cloned site information that must be changed before being allowed to
save the new site information. See Figure 14 below. For more information on the
Oracle SD-WAN Edge Configuration Editor, please see the APN Configuration Editor
User's Guide.

The Site Cloning Process

ORACLE

A new cloned site must contain its own valid site configuration. In other words, the
existing information from the site being cloned (presented on the screen in red) must
be changed before the new site can be created. As you make the needed changes,
the text will change from red to black. Any particular portion of the site being cloned
that is unneeded in the new cloned site may be excluded by clicking on that line item
and then clicking the Exclude button, and graying out the unneeded information.
Please see Figure 15 below.

30,8, Clone Site

Clone Site: DesMoines Y
Provide site and appliance
B s ClonedSite names for cloned site

Appliance Name: | ClonedSite

Secure Key: Ox |abdc1432
Klmoges Required Provide a new secure key

Virtwal IPs:

Virtual Interface Virtual IP Address / Prefix @ Exclude

| 10:30:10.11/24
VLAN97 10.30.97.11/24
VLAN9Y 10.30.99.11/24 Provide new VLAN Virtual IP
addresses and prefixes,
or exclude a particular VLA

from the cloned site

Local Routes:

Network Address Gateway

Provide new local route
and gateway addresses,

or exclude a particular local
route from the cloned site

No data to display

WAN Link Parameters:

WAN Link Access Interface Virtual IP Address Gateway @ Exclude
(Des! - ~ DesMoine OAl- /10.30.10.11 11030102 J
DesMoines-MPLS DesMoines-MPLS-AutoAI-0 10.30.10.12 1030.10.2

Provide new WAN link
names, Virtual IP and
Gateway addresses for

the new cloned site,
or exclude particular
WAN links

Figure 15
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Once you have edited the screen making sure that all fields are valid and unique from
their original values, the OK button will be enabled (Figure 16). Clicking the OK button
will allow an audit of the new site to make sure the information will be valid for your
configuration. If any errors are found, you will receive an error message pointing out
that needs to be corrected.

8.0.6 Clone Site L3

Clone Site: DesMoines

Site Name: Ir I

Appliance Name: lclonedSi(e |

Secure Key: Ox |alb2dc34 |
Chinges Reduised

Virtual IPs:
Virtual Interface Virtual IP Address / Prefix | @ Exclude |
(VLANL 24
VLANS9 10.30.99.12/24
Local Routes:
Network Address Gateway W Exclude
No data to display
WAN Link Parameters:
WAN Link Access Interface Virtual IP Address. Gateway. | @ Exclude |

@ | cancel |

Figure 16. New te ready for audit.

If the audit succeeds, you will be presented with a screen detailing the next steps that
need to be performed in making your new site functional in your network (see Figure
17).

8.08 e Next Steps
i

Please complete the following steps to ensure a valid configuration:

1) Please review the configuration of your new Site 'ClonedSite’ to ensure all information is correct.
The following parameters may need to be modified:

@ WAN Link Rates and other WAN Link settings

# Interface Groups, including VLANs

# Conduit Service configuration, including Rules and Classes

@ Internet/Intranet Service configuration, including Rules

@& Routes

@ High Availability, if desired (no HA settings have been copied from the original site)

2) Provision the Conduit Service for your new Site. Navigate to the desired WAN Link(s) at each of the following Sites and enable the
new Conduit Service on the Service Properties tab, then use the Provisioning tab to allocate bandwidth as necessary:

= Fargo
3) Add paths for all Conduits connecting to your new Site. Some helpful tips to make this process simpler:

# When setting the Service Properties for a Conduit Service. enabling Auto-gen Paths will automatically create paths to any other
remote WAN Link used by the Conduit that also has path auto-generation enabled. This option is only available for public Internet
WAN Links.

@ If not utilizing path auto- generation or the necessary paths are between to private intranet WAN Links, navigate to the Paths tab
of the Conduit to add paths manually. If a path is added with the Reverse Also option enabled, a second path with the same
configuration will be created in the reverse direction.

Figure 17: Next steps in the site cloning process message

ORACLE 2-12



Chapter 2
Next Steps in the Site Cloning Process

Next Steps in the Site Cloning Process

Sample Next Steps for the newly created client site called “ClonedSite:”

1. Please review the configuration of your new Site ‘ClonedSite' to ensure all
information is correct.

The following parameters may need to be modified:

*  WAN Link Rates and other WAN Link settings

e Interface Groups, including VLANs

e Conduit Service configuration, including Rules and Classes
e Internet/Intranet Service configuration, including Rules

* Routes

e High Availability, if desired (no HA settings have been copied from the original site)
Provision the Conduit Service for your new Site. Navigate to the desired WAN
Link(s) at each of the following Sites and enable the new Conduit Service on the
Service Properties tab, then use the Provisioning tab to allocate bandwidth as
necessary:

 Fargo

1. Add paths for all Conduits connecting to your new Site. Some helpful tips to
make this process simpler:

e When setting the Service Properties for a Conduit Service, enabling Auto-
gen Paths will automatically create paths to any other remote WAN Link used
by the Conduit that also has path auto-generation enabled. This option is only
available for public Internet WAN Links.

e If not utilizing path auto-generation or the necessary paths are between to
private intranet WAN Links, navigate to the Paths tab of the Conduit to add
paths manually. If a path is added with the Reverse Also option enabled, a
second path with the same configuration will be created in the reverse
direction.

More detailed information on the elements of these steps is available in the APN
Configuration Editor User's Guide.

Improved Site WAN Link Provisioning

ORACLE

An Overview of Provisioning

Provisioning allows for the automatic bidirectional (Ingress/Egress) distribution of
bandwidth for a

WAN link among the various services associated with that WAN link. Using the Oracle
SD-WAN Edge

Configuration Editor, the user can enter the values in the text fields and directly into
the cells of the table like a spreadsheet. The Provisioning page is shown below in
Figure 18. There are three steps to Provisioning that provide for this bandwidth
distribution in a simple and effective way:

1. WAN Link Rates (Setting the WAN link physical and permitted rates)
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2. Provisioning Groups (Create and edit groups of shares of bandwidth)
3. Services (View and edit services for groups or individual site WAN links)

With Oracle SD-WAN Edge Release 2.4, we introduce the concept of Fair Shares to
the provisioning process. Shares are used to distribute the permitted bandwidth
between the provisioning groups. The bandwidth calculated is based on the shares
allocated for a particular group, divided by the total shares for all groups. A separate
pool of shares is used for both Ingress and Egress traffic.

This area allows the user to set both the WAN link

File Tools Help

TALARI

a t
£ Configuration

WAN Link: Fargo-FIBER

¥ i Site: Fargo
v &F Appliance: Fargo

¥ 3 Conduit: Fargo-Boise
o Classes
* Rules

¥ 9 Conduit: Fargo-DesMoines
* Classes
* Rules

General | Sewvice Properties [TV

Hint: You may edit Services and Groups directly in their tables, like a spreadsheet.

() waN Link Rates Help )

¥ 2 Conduit: Fargo-Duluth
* Classes
* Rules
¥ © Internet Service: Fargo-Internet
* Rules
¥ © Intranet Service: Intranet-0
* Rules
¥ © Intranet Service: Intranet-1
* Rules
¥ @ Intranet Service: Intranet-2
* Rules
2B viAN Link: Fargo-FIBER
& WAN Link: Fargo-MPLS Fair Shares Fair (cbps) Fair Shares Fair tkbps)

i @ Delete /
Wit ShesiBolke. O Default 6 1,000,000 5,000 1,000,000 s.000| LT ‘
v & Appliance: Boise - |
¥ 2 Conduit: Fargo-Boise
® Classes

* Rules WAN Egress
¥ © Internet Service: Boise-Internet
* Rules
¥ © Intranet Service: Intranet-0
* Rules
&+ WAN Link: Boise-CBL Totals: 3 1,000,000 5,000 1,000,000 5,000
@+ WAN Link: Boise-MPLS
¥ sl Site: DesMoines
v & Appliance: DesMoines
¥ 2 Conduit: Fargo-DesMoines

Lé

WAN Ingress
Physical Rate (kbps): [10000
Permitted Rate (kbps): 5000

| 'WAN Egress
Physical Rate (kbps): [10000
Permitted Rate (kbps): 5000

(& provisioning Groups Help |

WAN Ingress WAN Egress [+ Ada |  WANIngress

#of Services

Name

C

(& serviees Help )

Show Services from | All Groups % |

« Classes
* Rules WAN Ingress WAN Egress WAN Ingress
¥ © et Serice: Destoins-Inermet N | o Sy i | et e | W [ | Seaa [ i
o Rules
¥ @ Intranat Sarvice: Intranet-0 @ Boise Default 87 no limit 100,000 533 97 no limit 100,000 540 (™=
* Rules @DesMoi... Default 87  nolimt 312,000 1,479 97 nolmit 324,000 1,532
5+ WAN Link: DesMoines-CBL @Duluth  Default 87 nolimit 100,000 533 97 nolimit 100,000 540
itk WAN L imE- Dt MalnészMELS @inernet  Default 87  nolimit 269,000 1,287 87  nolmit 303,000 1.429|  WAN Egress
v sk Site: Duluth g
Plintranar _Nafaulr inn o limis 133 ann sa3 ez aalimir 107 000 sas =N

v & Applance: Duluth

[ Apply [ Reset |

Figure 18

WAN Link Rates

Physical Rate (the raw bit rate for the incoming/ outgoing traffic), and the WAN link
Permitted Rate (the available rate for incoming/outgoing traffic). Please see Figure 19
on the next page.

Provisioning Groups

A Provisioning Group contains a collection of WAN Link bandwidth usages for any
given WAN Link. This allows the user to allocate and distribute the shares of
bandwidth among a smaller set of services at a high level before drilling down to the
individual services for finetuning. They also provide a boundary for the automatic
redistribution of bandwidth within the child Services of the Provisioning Group.

In the Provisioning Groups table, shares are used to distribute the WAN Ingress/
Egress eligible bandwidth, which is the Permitted Rate minus the total Min reserved
bandwidth of all Services on the WAN Link. All Services are initially assigned to a
“Default” Group that is allocated all the eligible bandwidth. The user can create
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additional Groups and allocate bandwidth to its members by giving that Group a
number of Fair Shares. The resulting total bandwidth for all Services in the Group is
then shown in the Fair (kbps) column. Please see Figure 20 for a view of the
Provisioning Groups section.

File Tools Help

WAN Link: Fargo-FIBER

rgo-Dulath “General | Service Properties [NLCuE0ono )

Hint: You may edit Services and Groups directly in their tables. like a spreadsheet.

WA gk Rates Help |
[G3 AN Link- Fargo-FIBER , 8 WAN Ingress WAN Egrass. & Add | WANIngress

(& provisioning Groups ‘ Help

| WAN Ingress WAN Egress [+ Add | WAN Ingress
N. # of Servi v — — =
e | S Fair Shares [ Fair (kbps Fair Shares Fair (kbps) =

= : = W Delete
@ Default 6 1,000,000 5,000 1,000,000 5,000

WAN Egress

Totals: 6 1,000,000 5,000 1,000,000 5,000 \)

Figure 20

To create a Provisioning Group:

Click the Add button

* Provide a Group name

*  Provide the number of WAN Ingress and WAN Egress Fair Shares required for
the new group

* Reassign Services to the new Group using the Group column in the Services
table

Provisioning Groups are available to simplify the provisioning process and are not
required if they are not needed.

The Concept of Using Shares

ORACLE

When provisioning bandwidth for Oracle SD-WAN Edge with a large number of sites,
using percentages does not allow for enough granularity as the site count increases.

Oracle has instituted the use of shares for each of the Services or Groups of Services
within the WAN Link. The total number of shares is up to the user, allowing any
amount of granularity or precision when allocating bandwidth among the different
Services. There are two distinct pools of these shares: WAN Ingress and WAN
Egress.

# Note:

All Services receive their Min Reserved Bandwidth before Fair distribution,
which could result in Groups with equal Fair Shares having disparate Fair
Rates. Fair Rates can also be affected by Service Maximums, if defined.
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The services definition for a WAN link are determined in this section (see Figure 21
below). For conduit services, the user would define the fair shares allocated to a client
site. By default, all sites are placed in the “Default” group with the fair shares divided
evenly. Services for individual site WAN links are shown and may be edited here.

» Display desired Provisioning Group or all groups by using the pull-down menu Add
individual services to a Provisioning Group by selecting the service name and
choosing the desired Group

»  Set the desired WAN Ingress and Egress minimum and maximum rates, and
Group shares for the service by double-clicking the cell to change the rate or
number of shares

* To set an unlimited maximum rate, enter “0” or “no limit” into the cell

*  Click the Apply button to save the settings

Shares of Group

Glossary

ORACLE

On this table, the shares are used in the same way as above, but in this case, itis a
new pool of shares within each group used. These shares are used to divide up the
bandwidth among the members of a group based on the ratio of the current service
divided by the total number of shares for the group in which it is a member. The
Minimum rate acts as a base bandwidth allocation for each service, and the amount of
bandwidth available for fair allocation is based on the total permitted for the group
minus the sum of the minimums for each service in the group.

* Adaptive Private Networking (Oracle SD-WAN Edge)

As used in this guide, the name for the whole network that includes the Adaptive
Private Networking Appliances, the Wide Area Network, the conduits between peer
APNAs, as well as other network application services. Oracle SD-WAN Edge is
configured from a single APNA, which is the Network Control Node (NCN).

e Adaptive Private Networking Appliance (APNA)

The general name for a specific Oracle network appliance, also occasionally referred
to as a Appliance.

*  Client Node (Client)

A Oracle Client Node is an Oracle SD-WAN Edge appliance that is located across the
Oracle network from the NCN. Although an NCN may potentially have multiple clients,
each client has only one NCN.

e Conduit Service

The Conduit service is a logical combination of one or more paths, and is the typical
mode for enterprise site-to-site intranet traffic, utilizing the full value of the Oracle's
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Adaptive Private Networking. In this mode, depending on configuration, the traffic is
actively managed across multiple WAN links to create an end to end conduit.

» Ethernet Interface

A physical or configurable interface of the APNA. For example, the T730 has nine
userdefined Ethernet Gigabit interfaces, plus a predefined Management interface.

e Flow

A flow is a stateful instance (memory) used to track and treat application traffic from its
source to its destination across Oracle SD-WAN Edge. The properties of a particular
flow are derived from the routes, rules, and service that the traffic flow matches.

e Internet Network Service

The Internet Service is for traffic between an enterprise user and sites on the public
Internet. Traffic of this type is not encapsulated. During times of congestion, Oracle
SD-WAN Edge does actively manage bandwidth by rate-limiting Internet traffic relative
to the conduit and intranet traffic as per the configuration established by the
administrator.

* Intranet Network Service

The Intranet Service is for any portion of enterprise Intranet traffic that has not been
defined for transmission across an Oracle SD-WAN Edge conduit. As with Internet
traffic, it remains unencapsulated, and Oracle SD-WAN Edge manages bandwidth by
rate-limiting this traffic relative to other service types during times of congestion. Note
that under certain conditions, and if configured for Intranet Fallback on the Conduit,
traffic between a pair of APNAs that ordinarily travels via a conduit may instead be
treated as Intranet to maintain network reliability.

e Network Control Node (NCN)

The NCN is the central APNA that acts as the master controller of Oracle SD-WAN
Edge, as well as the central point of administration for the client nodes. The NCN's
primary purpose is to establish and utilize a conduit with one or more Oracle Client
Nodes across the network for enterprise site-tosite communications. A particular NCN
can administer and have conduits to multiple Client Nodes.

Network Service

A logical set of operations performed on the traffic as it uses Oracle SD-WAN Edge.
The set of services supported are Bypass, Passthrough, Internet, Intranet, and
Conduit.

e Passthrough Network Service

Traffic directed to the Passthrough service includes broadcasts, ARPs and other
nonlPv4 traffic, as well as traffic on the APNA's local subnet, specifically configured
subnets, or rules applied by the network administrator. The APNA does not delay,
shape or modify

this traffic. Because the Oracle service does not hinder this traffic, the network
administrator must be sure that Passthrough traffic does not consume substantial
resources on the WAN links which the APNA is configured to use for other services.
Example: Passthrough may be used if a host is located on the WAN side of the APNA,
but access to the host does not impact the APNA's specific WAN links. Think of the
special management IP of the WAN link router as a typical example of a proper explicit
use of Passthrough.

¢ Redundant Oracle SD-WAN Edge Control Protocol (RACP)
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The protocol developed by Oracle to provide functionality for two high availability (HA)
APNA's to communicate availability information.

e Rule

A Oracle Networking Service equivalent of a typical router access control list or filter
mask. A rule defines match criteria and properties for IP flows. Flows that match those
criteria use the service with which the rule is associated.

e Oracle Path Oracle Conduit Class

A Oracle Path is a logical link between two Oracle Virtual IP addresses (VIP). A Class
is a queued service point into a Oracle conduit. The Class to which traffic is assigned
determines its share of the conduit bandwidth, permitted queue depth, and its priority,
relative to other traffic, for Oracle Network resources.

e TCP Termination

TCP termination provides the ability to split a single TCP connection into three
separate TCP connections all managed and maintained by the Oracle SD-WAN Edge.
TCP termination is only used for conduit traffic.

e Traffic Service Types
Traffic Service Types apply while the system is in the Active state noted above.
e Trust Relay Points (TRP)

A Cisco Systems software function implemented in voice over IP networks that
provides multiple voice capabilities, such as transversing trusted firewalls.

e Trusted WAN Port

Appliance port processing network traffic that is protected by a firewall, performing as
if it were a traditional WAN port.

*  Untrusted WAN Interface

Appliance interface processing network segment traffic that is not being protected by a
firewall. Non-conduit traffic from the WAN is unable to communicate to any network
interface inside of the appliance. The segment is entirely isolated from the rest of the
network with the exception of the APNs own 128 bit AES encrypted paths.

*  WAN Link

The general term for an enterprise's connection to a WAN. These WAN links are
typically connected to router ports. Some examples of WAN Links are T1, DSL, or
Frame Relay.
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Release 2.5 Features

This chapter includes features and enhancements released in 2.5.

Oracle Hardware Support

Oracle SD-WAN Release 2.5 incorporates the T5000 seamlessly into the entire family
of appliances offered by Oracle. Basic Oracle SD-WAN Edge appliances platform
capabilities are listed below.

Appliance Conduits WAN Ingress WAN Egress Flows  Flows with

Model Paths Paths TCP
Termination
T5000 128 576 576 256,000 16,000
T3000 128 576 576 256,000 16,000
T750 32 216 216 64,000 8,000
T730 16 72 72 64,000 4,000
T510 8 36 36 32, 000 500
Table 1

Table 1 provides a detailed view of the supported hardware maximum capabilities. The
number of conduits can be used to derive the number of sites if used as an NCN or as
a client in a meshed configuration. If any of the appliances are used as a client device,
the hardware can still support the number of conduits defined, but will be dependent
on the Oracle SD-WAN Edge architecture deployed. Table 1 is provided so users
understand the conduits supported by all platforms in Edge release 2.5.

Introducing the T5000 Appliance

Designed to bring WAN reliability and higher bandwidth to large data centers and call
centers, the 2U rack-mountable Mercury T5000 appliance affordably delivers up to 3.0
Gbps uplink/3.0 Gbps downlink (6 Gbps total) across up to 8 WAN connections. T5000
appliance can easily communicate with other Oracle appliances such as the Mercury
T510, T730, T750, and T3000 models. T5000 runs the same software as other Oracle
appliances while taking performance and scalability to the next level, supporting
gigabits of WAN bandwidth across the union of private WAN links and public Internet
connections and providing support for up to 128 branch connections.
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Introducing the T5000 Appliance

& = sasAASEALEIN TASIIRANN ~ 5

‘Connecting Power to the Appliance

‘When connecting power to the Talari T5000
'APN Appliance perform the following:

© Plug AC power cords into the dual power
supply at the rear of the appliance.

© Plug AC power cords into an uninterrupted
AC power source.

CONSOLE

(1
[ EEE[;

{ AN
| Power Off | | Power On I

Port 1 - User defined; forms a bypass pair with Port 2
Port 2 - User defined; forms a bypass pair with Port 1
Port 3 - User defined; forms a bypass pair with Port 4
Port 4 - User defined; forms a bypass pair with Port 3

i
j P MGT__Aux

&>
V4

Port 5 - User defined; forms a bypass pair with Port 6
Port 6 - User defined; forms a bypass pair with Port 5

DB-9 Console Port usB2.0
(admin access) Ports
MGT Port
Management Port

Port 7 - User defined; forms a bypass pair with Port 8

AUX Port
(Default 192.168.0.2/30)

Port 8 - User defined; forms a bypass pair with Port 7

For information on installing the T5000, please reference the Oracle SD-WAN Edge
T5000 Getting Started Guide and the Oracle SD-WAN Edge T5000 Hardware Guide.

ORACLE"
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Release 3.0 Features

This chapter includes features and enhancements released in 3.0.

Dynamic Conduits

The dynamic conduit is a conduit between two Oracle SD-WAN Edge client sites that
is not predefined in the Oracle SD-WAN Edge configuration file, but is created on-
demand based on network traffic. From a user perspective, the advantage of a conduit
between client sites is that traffic can flow directly from one client Oracle SD-WAN
Edge site to a second client site without having to traverse the NCN or two conduits. In
addition, the conduit is built and removed dynamically based on user defined traffic
thresholds. These thresholds are defined in either packets per second (pps) or
bandwidth (kbps). From a configuration perspective, the Dynamic Conduit requires
some up front configuration time. Another benefit of the Dynamic conduit is the ability
for the any client to dynamically build a conduit to any other client.

This allows a dynamic full Mesh configuration for customer traffic flows. Once a
threshold for the Dynamic Conduit is reached and the dynamic conduit is created, the
appliances test the dynamic conduit before making full use of it in the following
manner:

* Send Bulk data if any exists and verify no loss, then
e Send Interactive data and verify no loss, then

* Send Real Time data after the Bulk and Interactive data are considered stable (no
loss or acceptable levels)

e If there is no Bulk or interactive data send Real Time Data after the conduit has
been stable for a period of time

If the user data falls below the configured thresholds for a user defined period of time,
the dynamic conduit is torn down.

Design Considerations

ORACLE

Based on the above traffic flows as well as the nature of dynamic conduits the user
should be aware of certain Design considerations. These considerations are as
follows:

»  For voice traffic across the Dynamic Conduit be aware of WAN link limitations/
quality

— Loss
— Latency of the WAN link

* In certain cases WAN link may not be recommended as a path for a Dynamic
Conduit if there is a high loss or latency that would impact certain traffic types. In
this case, do not configure the WAN link as part of the Dynamic Conduit

*  How often a WAN link transitions from good to bad
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» ldeally there is traffic between the Oracle SD-WAN Edge sites that is non-voice
traffic Bulk or Interactive before Voice

*  WAN link thresholds are based on all traffic on a WAN link, including conduit,
Intranet, and Internet

* In this release Dynamic Conduits support a single “Dynamic Conduit Default set”
for rules and classes.

*  When using Dynamic conduits, the user should have consisted rules for the
following options: Header compression and TCP Termination.

Adding a site to the Dynamic Conduit is a service reset for all site participating in the
Dynamic Conduit.

Dynamic Conduit Configuration

Dynamic Conduits have the concept of an Intermediate site; this site could be an

NCN site. If the NCN site has two client sites connected, Client A and Client B, with
WAN-To-WAN forwarding enabled Client A would communicate with Client B through
the NCN site (Intermediate). Any site configured as the Intermediate site monitors
traffic flowing through sites that are configured to support Dynamic Conduits. In this
example the NCN site is monitoring traffic levels between Client A and Client B. Once
the configured threshold is reached through the Intermediate site the Dynamic Conduit
is built between Client A and Client B.

The other high level design consideration is related to WAN-To-WAN Forwarding

Groups. By default, all Oracle SD-WAN Edge sites reside in the default forwarding
group. When WAN-To-WAN forwarding is enabled all routes from all sites are known
throughout the Oracle SD-WAN Edge. This may not be desired. Because of this, the
concept of WAN-To-WAN Forwarding Groups was added in the 3.0 release. The user
now has the ability to create multiple WAN-To-WAN Forwarding Groups that do not
share routes. In this release the Intermediate Oracle will forward between WAN-To-
WAN Forwarding Groups. In future software, a user will have an option to forward
between WAN-To-WAN Forwarding Group or not.

A high-Level description of the configuration process follows.
The process for configuring a Dynamic Conduits is as follows:

* ldentify intermediate Site
— Enable intermediate site (use default WAN-To-WAN Forwarding Group)
— Enable WAN to WAN forwarding at intermediate site

» ldentify Client sites for Dynamic Conduits Enable dynamic conduits at the clients
site

*  Enable the Dynamic conduit service (WAN Link — Service properties)
Provision WAN Link resources for the Dynamic Conduit (shares)

— Identify threshold used for Dynamic Conduit Creation Define using Dynamic
Conduit Default Set
Define threshold at Intermediate Site WAN Link
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Dynamic Conduit Configuration Creation

ORACLE

For the Dynamic Conduits to be created the user would define a site, typically the NCN
(site but not required to be the NCN site) site, to act as the intermediate node for the
client sites. These options are configured at the appliance level. At this site the user
would enable “WAN-To-WAN forwarding”, as well as select the “Intermediate site”
option, see figure 1.

Appliance: t-ncn-colo

Hame: t-ncn-colo
Secure Key: 0x ef18171625
Modek T5000 » Mode: primary_ncn -
WAN To WAN Forwarding Group: -
Default Direct Route Cost: 5
Gateway ARP Timer (ms): 1000

WAN t ;
/| Enable WAN to WAN Forwarding Route Cost: 10
Dynamic Conduit Settings
Enable Dynamic Conduits /| Set as Intermediate Site

Source MAC Learning
Enable Source MAC Learning

Interface Groups | Virtual IP Addresses [ Conduits I WAMN Links | Routes ] Network Services

fVLAN1 | [ add |

Figure 1

In this example the NCN with the WAN-To-WAN option enabled will forward all routes
to all client appliances within a WAN-To-WAN Forwarding Group. By default, all sites
reside in the default WAN To-WAN Forwarding Group. The user can also define
additional WAN-To-WAN Forwarding Groups as required. The groups are defined at
the Global configuration level. The intermediate site will monitor the traffic flow
between Client Sites to determine if the traffic level reaches the user defined
threshold. If the traffic flow reaches the defined threshold, the Intermediate node will
instruct the client nodes to establish a Dynamic Conduit. The sample thresholds will be
described later in this document.

At the client node, the user would enable the dynamic conduits option at the appliance
level.
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Appliance: t-client-Bangalore

Name: t-client-Bangalore
Secure Key: 0x fo8fchags
Modek T730 ~ Mode: dient -
WAN To WAN Forwarding Group: -
Default Direct Route Cost: 5
Gateway ARP Timer (ms): 1000

WAN to WAN Forwarding
Enable WAN to WAN Forwarding Route Cosk: | 1

Dynamic Conduit Settings
/| Enable Dynamic Conduits

Source MAC Learning
| Enable Source MAC Learning

Set as Intermediate Site

Interface Groups | virtual IP Addresses | Conduits ' WAN Links | Routes | Network Services |

Banga-bypass 4 Add

Figure 2

There are two methods for configuring thresholds for a dynamic conduit. The Dynamic
Conduit will be created if any of the configured values (thresholds) are reached. The
options can be configured at a global level or based on a WAN Link configured at the
Intermediate node. If the user does not want to match on the WAN link they would only
have to configure the thresholds at the global level. Currently if configured at the WAN
link level all traffic accounted for is counted as the threshold value, so conduit traffic,
intranet traffic and Internet traffic are all count towards the WAN link threshold.
Examples of these options are defined below:

Option 1:

The advantage of this option is to offload bandwidth on one of the intermediate node
WAN links. As clients communicate to each other through the intermediate node there
may be a requirement to remove this traffic from one (or multiple) of its local WAN
links. This can be accomplished by defining a threshold on the local WAN link. If one
of the thresholds is reached the Dynamic Conduit will be established between client
sites. The key design point when using the WAN link threshold option is that this is
total traffic on the WAN link. This includes conduit, internet, and intranet traffic, not just
client to client traffic. The option is defined under the appliance — WAN Link — General-
Property's tab. Figure 3 displays the options to configure the available threshold
options.
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Traffic Thresholds for Dynamic Conduits Help ]
WAN Ingress Thresholds WAN Egress Thresholds
|| set kbps Threshold [”] et kbps Threshold
Throughput Threshold (kbps): Throughput Threshold (kbps):
[ Set pps Threshold [] Set pps Threshold
Throughput Threshold (pps): Throughput Threshold (pps):
Figure 3
Option 2:

Once the Dynamic Conduit is enabled at a client site there is a Dynamic Conduit
Default Set defined. Within this default set is a properties tab which includes

“creation limits". The values for the conduit create are Sample time in seconds (default
value 10 seconds), Throughput in kbps (default value 250 kbps), and Throughput in
pps (default value 10 pps).

From the global level once a client site has “Dynamic Conduits” enabled look for
“Dynamic Conduit Default Set: Default”. Figure 4 displays these settings.

(e e s [ e 1
| Overview | Properties | Defaults|

Creation Limits
Sample Time (seconds): |10
Throughput (kbps): | 250

Throughput (pps): 10

Removal Limits
Sample Time (minutes): |10
Throughput (kbps): |50

Throughput (pps): |1

Timers
Remove Conduit Down Wait Time (minutes): |5

Recreate Conduit Hold Time (minutes): 10

Figure 4

Once the intermediate site is defined, and WAN To WAN forwarding is enabled and
Client sites have dynamic conduits enabled if any Creation limit is reached the
dynamic Conduit is created. Again, this can be pps or kbps.

For each client site the user would also have to provision the Bandwidth shares for the
Dynamic Conduit. These provisioned Fair shares per WAN link are used by all
dynamic conduits on that WAN link. The allocated minimum reserve shares are per
Dynamic Conduit for the WAN Link. Figure 5 shows and exampled of enabling the
service on a WAN Link:
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General| Service Properties | provisioning

Hint: You may edit Condut and Intemet/Intranet Services directly in ther tables, lke 2 spreadsheet.

Help |

[ =) Conduit Services
Show Services from Al Groups
[ Turnel Header Active MTU UeHde | LDP Port Snitching [ autopath
on Name G o Port #
‘ ‘ bond Size (bytes Detect { | Puncing | Enabe Alt Port = Interval () | Grow
0 215 1,440 <Defauit>
0 2156 1,440 <Defauit>
] 2156 1,590 <Default>
0 215 0 1,440 <Defauit>

Figure 5

While Figure 6 shows how to define the shares for a WAN Link once the service is
enabled.

Senvices Help |

Show Services from Al Groups

[ I WAN Ingress | WAN Egress WAN Ingress

MJ Gan I Min (kbgs, Max (kbps Shares of Group Fair (kbps) ‘ Min (kbps, Max (kbps) Shares of Group Fair (kbp T
T® <OYNAMIC> Default no kmit 100 354 na it 100 354 g
| @ Cremr 800 100 11 800 100 1

80 80
80 80
| @ Chentan Defaut 80 no kit 100 80 no kit 100 1
Default 80 500 400 80 900 400 216 WAN Egress
| @Intemet Default 100 no bmit 300 100 o fmit 300
Totals: 660 1,700 1,000 1,000 660 1,700 1,000 1,000
e — -
€ —_Dynamc Condut Summary % Help.)
‘WAN Ingress WAN Egress.
Max Dynamic
Condiits Min Per Min Max Per Max Fair Per Min Per in Max Per Max Fair Per
Possble Conduit (kbps Total (kbr Conduit (xbr Total (kbps Conduit (kbps) | Conduit (kbps Total (kbps Conduit {kbps Total (kbps Conduit (xbps

Figure 6

There is also dynamic conduit remove settings that are user definable. In addition to
the above, the web console allows the user to delete a dynamic conduit or Freeze a
dynamic conduit. The freeze option allows the user to keep the conduit up and ignore
the remove conduit. This feature would be used for testing a dynamic conduit as well
as for troubleshooting purposes. These options reside under the Manage Network
Dynamic Conduits tab in the web console.

WAN To WAN Forwarding Enhancements

ORACLE

To provide the flexibility required for Dynamic Conduits to operate, WAN-to-WAN
forwarding was enhanced to allow for multiple groups. All sites that are part of a

WANTo-WAN Forwarding Group with WAN-To-WAN forwarding enabled have a
common

routing table. The routing table consists of routes to all other sites in the group. Many
customers in the past did not enable WAN-To-WAN forwarding because of this fact.
By default, all APNA's are applied to the default group. If the requirement is for only
certain sites to support dynamic Conduits the user would define a new WAN-To-WAN
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Forwarding Group, then at the appliance level assign the appliance to the correct
WAN-To-WAN Forwarding Group.

In addition, APNA's in one group will not have direct routes of an APNA that resides in
another WAN-To-WAN Forwarding Group. The user also has the flexibility in allowing
or excluding Internet routes and Intranet routes in the routing table. The

Internet/Intranet routes are considered local routes from a WAN-To-WAN forwarding
perspective and included in the routing table unless otherwise configured. When
configuring or planning to deploy Dynamic Conduits contact your Oracle
representative for any additional information.

Routing Enhancements

Intranet or Internet Fallback Routes

There were certain configurations when route eligibility was used that a Conduit
Fallback route was not hit because the conduit was down, but the gateway was still
reachable. When this occurred, the traffic would hit a pass-through route which in
certain designs was then dropped by the Oracle. To eliminate Oracle from dropping
frames the user can now select Intranet/Internet fallback routes such that if the conduit
fails the Oracle will forward traffic to the defined Intranet router/gateway. See figure 7
for details.

Internet Service: Client4-Internet

Default Set:

| Primary Reclaim
|/| Ignore WAN Link Status Export Default Routes

Apply _. Reset

From figure 5 we can see that this option is configured under “Appliance — Internet
Service — Ignore WAN link Status”. The same option exists under Intranet service and
is enabled via the check box.

Additional Enhancements

ORACLE

e Auto-Path Groups for WAN Links
In previous releases the user would have to create a manual path and then edit
the advanced attributes for the path for private WAN links. Because there was no
auto-path for private (intranet) WAN links the user was forced to define the paths
and attributes for the path. This new feature allows a user to define an “Auto-Path-
group” at the global level and assign attributes to the group.

An “Auto-Path-group” defines a set of WAN links in the Oracle SD-WAN Edge that
are reachable to each other. Figure 8 displays the options for the group.
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Autopath Group: Default_Group

Mame: |Default_Group

[V] Set as Default Autopath Group

Settings For Generated Paths
DSCP: | Any -

[¥] Enable Encryption
[V] Bad Loss Sensitive

[¥] Instability Sensitive

[ Apply H Reset |

Figure 8

The options other than the group name are standard Oracle options:
» DSCP setting for the path

*  Encryption enabled or disabled

* Bad loss sensitivity

* Instability Sensitive

Once the group is defined it can be applied to as many WAN Links as needed
reducing the configuration time.

Figure 9 displays where to apply this option.

The group is applied at the WAN link — Service properties — Conduit Level, under the
Autopath group pull down menu.

Hintz You may edt Condult and Enternet/Intranet Services drecty in ther tables, lke a spreadsheet.

- Condut Services Heip

TumeHeader | AcveMtu | i UDP Port Sidtching Autopath
On ‘ Hame | Erodgy Spe (b1 | Detect ‘ ShATE | Encble | AltPorte | Inbervel mr ‘k * Growp
v ! 0 2155 i —
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Figure 9

SNMP
Within the Oracle SNMP MIB there were enhancements and bug fixes added to
the Oracle MIB. These changes include the following:

— Add a Last updated date for the MIB

— OracleNumEvents is now a gauge with events being clean up after 30 days
— When in standby mode for HA counters are now accurate

— All rule statistics types have changed from counters (64) to gauge

— Dynamic Conduit statistics table is a separate table as there is only data when
the conduit is in use

— The appliance serial number is viewable from SNMP

— The MIB now allows customers to define a “Contact”, “Location”, and or
Description for an appliance. This is configured under Integrate >>Configure
Events and Alerts in the web console of the appliance

— tnStatsRuleTable now reports data correctly and will match the web console
displayed data for rule statistics

— tnStatsConduitEntry —now records BOWT (Best One Way Time), Jitter,
Packets
Lost uni- directionally

— The ability to query Oracle version information was added to the MIB,
including APNware version, OS version etc.

— tnstatsConduitClassType values how match the web console classes as
expected

— Cisco NetFlow MIB is no longer supported
*  ARP Timeout Setting

In the past this option was set-able through a debug level. This has now been
moved to a user configurable parameter. Any previously configured ARP timeout
value set using the debug level will be lost and must now be configured using the
Gateway ARP Timer setting in the Configuration Editor. It defines the amount of
time between ARPs for a Oracle WAN link gateway.

This option is changed when devices do not handle the 1 second ARP value used
by default in the Oracle appliance. The user can now define the number of
seconds for ARP on an appliance at the global level. Figure 8 displays where to
define this option.
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Appliance: t-ncn-colo

Name: t-non-colo
Secure Key: 0x ef18171625
Modek T5000 »  Mode: primary_ncn -
WAN To WAN Forwarding Group: ' -
Default Direct Route Cost 5
Gateway ARP Timer (ms): 1000

WAN to WAN Forwarding
/| Enable WAN to WAN Forwarding Route Cosk: | 10

Dynamic Conduit Settings
| Enable Dynamic Conduits /| Set as Intermediate Site

Source MAC Learning
| Enable Source MAC Learning

Interface Groups Virtual IP Addresses [ Conduits [ WAN Links | Routes I Network Services |

VLAN1 1[4 ade J

- Resst

Figure 10
¢ WAN Link Disable Paths Option

In previous releases, a user wishing to prevent traffic from using a WAN link would
have to individually disable each path that used the WAN link. Based on user
requests, this has been enhanced to allow a user to select a WAN link to disable,
which will automatically disable all paths on that WAN link.

* Ping Enhancements

Ping has now been enhanced to include the following new options:
*  Ping count

* Packet size

In the past the system would only ping 5 times and the user could not define the size
of a ping frame. This has been enhanced for troubleshooting purposes.

e Security Enhancements

Certain security enhancements are now included in APNware 3.0. These are listed
below.

*  Within the web console or the CLI the admin level user can now change the root
level password if they know the current root password.
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* Users accessing the appliance from SSH now can be authenticated by RADIUS or
TACACS (Release 3.0P1)

* Additional RADIUS and TACACS server are now configurable, if the first server
fails then the next server in the list will be used to authenticate the user. (release

3.0P1)
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This chapter includes features and enhancements released in 3.1.

Default Configuration Parameter Change

In the Oracle SD-WAN Edge Software Release 3.1 there has been a change to a
default configuration parameter. In previous software releases the Oracle SD-WAN
Edge configuration editor/compiler would add in a bridge pair when configured for Fail-
to-Wire (FTW) or provide a warning message that no bridge pair had been configured.
Typically, the user would then add in the bridge pair definition if required. This would
lead to a configuration file having the following entry for a bridge pair (as an example):

add bridge_pair device_one=1 device_two=2

This allows the Oracle appliance to bridge traffic between ports 1 and port 2, which
also creates a FTW pair. The change is that now the system will NOT automatically
add into the configuration file the above bridge commands. Instead the following

warning will be provided to the user during validation of creating a configuration file:

* ---> WARNING EC329: in define site "Client---Test' ---> add
appliance ---> add interface_group: Interfaces in this interface
group are not part of a bridge pair. Devices connected to these
interfaces will not be reachable w thout the aid of an external
devi ce.

To resolve the configuration warning the user should identify the site with the
configuration issue and perform one of the following:

* Add in the bridge pair
* Enable Source MAC Learning
If the issue is not resolved, traffic that is considered pass--- through will not flow

between port 1 and port 2. This may be required behavior, which is the reason for the
default configuration change.

When upgrading from a previous release the user should not receive these warnings,
but there are always exceptions. If the user does receive the warning message and
has questions please contact support for clarifications on the message, configuration
assistance and help in resolving the warning message.

Oracle SD-WAN Edge Configuration Editor

ORACLE

The new Oracle SD-WAN Edge Configuration Editor is a web--- based tool
incorporated with Oracle SD-WAN Edge

Software that delivers Oracle SD-WAN Edge configuration editing capabilities,
configuration compiling, and the ability to create and edit network maps. The
Configuration Editor operates on Configuration Packages, which consist of an Oracle
SD-WAN Edge configuration and one or more optional network maps. These
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Configuration Packages can be saved, re--- opened, exported, or imported from the
Configuration Editor. Unlike the legacy Configuration Editor, this new tool works
without Java, making it a more secure choice for network development.

You will find the Configuration Editor on the web interface by navigating to Manage
Network, and then Configuration Editor.

Once inside the Configuration Editor, you can select “New” to start building your
Configuration Package or you can select “View Tutorial” to be guided through an
introduction of the new tool.

The Configuration Tree (located in the left--- side pane of the Configuration Editor) is
where you can add sites, define connections between those sites, and perform
provisioning activities. Figure 3 illustrates an example of the Configuration Tree
expanded to edit the Basic Settings for a site. All items denoted with “+” can be
expanded to show more detail.

After building the network configuration, a Network Map can be customized by clicking
& dragging individual sites onto the map, or by auto populating the map with all sites.
Every new

Configuration Package has a default map called “Network Map” associated with it.
This map can be re-named and additional maps can be created using the “+” tab.

To further customize your map, you can also add backgrounds to it. Click the gear
symbol on the map and select “Set Background”. As shown in the example below, you
can then place your Sites on the background where you wish. (See figure 5)

Oracle SD-WAN Edge Configuration Editor and Oracle SD-WAN Edge

Aware

ORACLE

Oracle SD-WAN Aware is a new network management system to be release in 2014.
In order to deploy Oracle SD-WAN Aware in an Adaptive Private Network, each Oracle
Mercury Oracle SD-WAN Edge Appliance in the network must have its software
updated to R3.1 or higher. The new Oracle SD-WAN Edge Configuration Editor is the
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foundation of the configuration model that will allow an Oracle SD-WAN Aware Node
to perform Management and Monitoring functions for the entire Oracle SD-WAN Edge.
For more information on Oracle SD-WAN Aware and its implementation please contact
your local Oracle representative.

5-3



Release 4.0 Features

This chapter includes features and enhancements released in 4.0.

256-Site Adaptive Private Networks

ORACLE

# Note:

This feature is only supported for APNs in which Oracle SD-WAN Aware
R1.0 GA P1 (or later) has been deployed. See APN Software R4.0 GA
Release Notes for more details.

In Oracle SD-WAN Edge Software R4.0, a feature has been added to enable a single
T5000, configured as an NCN, to create up to 256 static conduits. This doubles the
previously supported scale. This will, in the general case, enable a T5000 NCN to
govern an Oracle SD-WAN Edge with up to 256 Client Sites.

The T5000 can now also support a greater number of WAN Paths and Flows. See the
below table for details on supported capacity for each NCN-capable appliance model:

Appliance Model T750 T3000 T3010 T5000 (w/o T5000 (w/
Aware) Aware)

Max Static Conduits 32 128 128 128 256

Max Dynamic 16 32 32 32 32

Conduits

Max WAN Ingress 216 576 576 576 1152

Paths

Max WAN Egress 216 576 576 576 1152

Paths

Max Flows (TCP 64,000 256,000 256,000 256,000 512,000

Term off)

Max Flows (TCP term 8,000 16,000 16,000 16,000 16,000

on)

Max Public WAN 8 8 8 8 8

Links

Max Private WAN 32 32 32 32 32

Links

Configuration Editor

In Oracle SD-WAN Edge Software R4.0, the user will continue to be able to create and
edit Oracle SD-WAN Edge configuration files from the NCN web interface via Manage
Network -> Configuration Editor. However, the Oracle SD-WAN Edge Configuration
Editor on the NCN will only support creating and editing Oracle SD-WAN Edge
configuration files for APNs with up to 128 Client Sites. To scale past 128 Clients, the
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Oracle SD-WAN Edge configuration file must be managed from Oracle SD-WAN
Aware.

Changes to Data Storage on Oracle SD-WAN Edge
Appliances

< Note:

The following changes apply to all APNs, regardless of Oracle SD-WAN
Aware deployment.

In Oracle SD-WAN Edge Software R4.0, it is guaranteed that each APNA participating
in a worst-case typical 256-Site Oracle SD-WAN Edge will be able to store at least 7
days of statistical and event data.

Previously, 30 days of statistical storage was guaranteed on each APNA in an Oracle
SD-WAN Edge. With the introduction of Oracle SD-WAN Aware, storage of statistical
data on the APNAs is not the preferred method for network monitoring. An Oracle SD-
WAN Edge equipped with Aware can offload statistics from the APNAs to the Aware
Node and accumulate up to a year's worth of network-wide data.

Changes to Local Route Scale

# Note:

The following changes apply to all APNs, regardless of Oracle SD-WAN
Aware deployment.

In Oracle SD-WAN Edge Software R4.0, support for unique local routes was increased
for all Oracle SD-WAN Edge appliances. Previously, unique local route scale was
capped at 128 for all appliances models. See the below table for details on increased
capacity for each appliance model:

Appliance Model T510 T750 T750 T3000 T3010 T5000
Max Unique Local 512 512 512 512 2048 2048
Routes
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This chapter includes features and enhancements released in 4.1.

Oracle Virtual Appliance CT800

Oracle SD-WAN Edge Software R4.1 supports the deployment of a Oracle Virtual

Appliance CT800 within Amazon Web Services (AWS). This feature allows the user to

provide Conduit connectivity to the AWS cloud. Using the Oracle CT800 solution,

users will be able to leverage the typical Oracle features providing a more reliable and
secure connection to the AWS cloud. The solution also allows users to take advantage
of the quality of service offering provided today by Oracle Conduit. As cloud demands
grow, users can leverage Oracle Conduits to allocate WAN bandwidth to more critical
applications when demand dictates.

Oracle CT800 features within AWS:

Supports up to 100 Mbps of Conduit throughput

Supports Static and Dynamic Conduits

Supports Internet and AWS Direct Connect WAN services
Supports typical FTB configurations

Supports configuration of WAN/LAN/Management ports as needed

Oracle CT800 requirements within AWS:

AWS EC2 Instance Type: c3.2xlarge
# of vCPUs: 8

RAM: 15 GB

Storage: 160 GB

# Network Interfaces: 2!

For installation details, see the Oracle Virtual Appliance CT800 Getting Started Guide.

As your cloud services grow, deploy the Oracle CT800 for a more robust and secure
connection from your enterprise network to services in the AWS cloud.

MQOS Estimation

In conjunction with Oracle SD-WAN Aware 1.1, Oracle SD-WAN Edge Software R4.1

supports the ability to provide Mean Opinion Score (MOS) estimates for defined
applications traversing the WAN via a Oracle Conduit. This will assist the user in
problem isolation for voice or other critical traffic flowing across the Conduits.

1 At minimum, the Oracle CT800 requires 2 Network Interfaces (1 for MGT and 1 for LAN/WAN). However, the

CT800 can support up to 4 Network Interfaces.

ORACLE
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It is important to note that Oracle MOS estimation is based on WAN Egress flow
processing. As traffic matching a defined rule is received at the WAN Egress side of
the Conduit, the values for calculating the MOS are saved in the database file for
reporting in Oracle SD-WAN Aware. The MOS calculation is based on the E-Model or
ITU-T G.107. The following describes how a user would enable the MOS capability in
the Oracle SD-WAN Edge Configuration Editor, then view calculated MOS values in
Oracle SD-WAN Aware.

How to Configure

ORACLE

1. Create an Application with "Estimate MOS" Enabled
In the NCN web console, under Manage Network, and then Configuration Editor:
» Open a configuration to edit (or create a new configuration)

* Navigate to Connections -> Applications and select the "+" to add a new
application

*  Give the new application a name and make sure that "Estimate MOS" is enabled

==

Connections

Default Sets
=l Applications  + ?
1 Voice-Default-MOS 2 @ ?

B4 Estimate MOS

1. Add the Application to a Rule for a Static Conduit
In the NCN web console, under Manage Network -> Configuration Editor:
*  Open a configuration to edit (or create a new configuration)

* Navigate to Connections -> [Site Name] -> Conduits -> [Conduit Name] ->
Local Site

Under the Rules section, add a new rule with the previously-defined Application
Name.

< Note:

The rule can be added to a Default Set or to a specific Conduit.

RIS-NCN
Bl WAN-to-WAN Forwarding
Conduits + 2

100 Voice-Default-MO[~| ) uor_[v| = CI. | 1 - [+)

3. Verify the Traffic Matches the Defined Rule
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In the web console, under Monitor -> Flows:

* Review relevant traffic flows to ensure they are matching the defined rule

How to View

Once an application has been configured with "Estimate MOS" enabled, calculated
MOS values for the application can be viewed in Oracle SD-WAN Aware. MOS values
are calculated over one-minute intervals. The user can view both Average Oracle SD-
WAN Edge MOS and Lowest Oracle SD-WAN Edge MOS for each interval.

* Average APN MOS: Calculated using the average latency for packets observed
on WAN Egress that match the application over one minute, and an average loss
percentage (sampled every second) for all flows matching the application over
multiple minutes.

 Lowest APN MOS: Calculated using the average latency for packets observed on
WAN Egress that match the application over one minute, and an average loss
percentage (sampled every second) for all flows matching the application over
multiple minutes.

To generate a graph of MOS values, in the Oracle SD-WAN Aware web console
navigate to Monitor > Graphs -> [Site Name] -> Conduits -> Applications ->
Application Name -> [Average APN MOS | Lowest APN MOS].

To generate a report of MOS values, in the Oracle SD-WAN Aware web console
navigate to Monitor > Reports -> Applications.

Security Enhancements

Summary

ORACLE

Oracle SD-WAN Edge Software R4.1 supports several security enhancements.
Although not required for deployments, these features are available for environments
that require an additional level of encryption or security in general.

A summary of these features is provided below. See APN Security Technical Paper for
more details. Each feature is configurable at a global level, for the entire Adaptive
Private Network (Oracle SD-WAN Edge).

256-bit AES Encryption

256-bit AES Encryption is now supported, in additional to the previously supported
128-bit AES Encryption. 256-bit AES Encryption is not enabled by default.

Enhanced Encryption Key Generation/Rotation

Per-session encryption keys are generated and automatically rotated (when
Encryption Key Rotation is enabled) using an Elliptic Curve Diffie-Hellman algorithm.
Encryption Key Rotation is enabled by default.

Extended Packet Authentication Trailer

To provide users with the ability to have strong message authentication, an optional
trailer inside the encrypted payload can now be enabled. By default, this optional
trailer is composed of a 4-byte checksum of the unencrypted packet data, which acts
like a standard Hashed Message Authentication Code (HMAC). While a standard
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HMAC would impact performance significantly, this checksum trailer provides a similar
benefit while minimizing processing overhead. If use of a standard HMAC is required,
the optional trailer can be configured to use a 16-byte SHA-256 HMAC in place of the
4-byte packet checksum.

Extended Packet Encryption Header

To provide users with the ability to have the highest level of packet uniqueness and
protection against Frequency Analysis, an optional 16-byte counter can now be
prefixed inside the encrypted payload to act as a rotating, cryptographically random
Initialization Vector.

How to Configure

In the NCN web console, under Manage Network -> Configuration Editor:

*  Open a configuration to edit (or create a new configuration)

* Navigate Sites -> Settings

APN Settings /7
ty Settings

Note: Changing the Network Encryption Mode may cause Site Secure Keys to be truncated or regenerated if they do not meet the requirements of the new mode

Network Encryption Mode:
AES 128Bit  [v]

& Enable Encryption Key Rotation
O Enable Extended Packet Encryption Header
[ Enable Extended Packet Authentication Trailer

Extended Packet Authentication Trailer Type
32.Bit Checksum[V]

< Note:

Enabling some of the enhanced security options could impact performance.
Contact your Oracle Sales representative or Oracle Support for help in
understanding the potential performance impact.

SNMP Polling for ARP Table

Oracle SD-WAN Edge Software R4.1 supports retrieval of ARP entries and associated
statistics via SNMP polling. Polling will retrieve the data for existing ARP table entries,
along with associated interfaces and statistics for each entry. The data for this SNMP
entry is updated once a minute on the Oracle SD-WAN Edge Appliance.

For more data on this specific MIB enhancement please review the Oracle MIB and
from the Oracle SD-WAN Edge Appliance web console under Integrate -> Download/
View Oracle MIB.

Appliance Settings from Aware

In conjunction with Oracle SD-WAN Aware R1.1, Oracle SD-WAN Edge Software R4.1
supports the ability to configure appliance settings from Oracle SD-WAN Aware.
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Appliance settings include options associated with DNS, NTP, Time Zone, User
Authentication, FTP server configuration, Notification settings,

Netflow, etc. These options are not governed by the Oracle SD-WAN Edge
Configuration Editor. With Oracle SD-WAN, Aware R1.1, these settings can now be
pushed from Oracle SD-WAN Aware to any user-selected group of Oracle SD-WAN
Edge Appliances in the network. Additionally, templates of appliance settings can be
created, edited, and saved on Oracle SD-WAN Aware to streamline future Oracle SD-
WAN Edge Appliance installs.

From a deployment perspective, the following should be considered:

Settings defined locally will override settings that were previously pushed from
Oracle SD-WAN Aware

Settings pushed from Oracle SD-WAN Aware will override settings that were
previously defined locally

Settings pushed from Oracle SD-WAN Aware will take effect once received on the
target Oracle SD-WAN Edge Appliance(s)

Settings pushed from Oracle SD-WAN Aware are received on the target Oracle
SD-WAN Edge Appliance(s) via the management interface

Settings can only be pushed from Oracle SD-WAN Aware to those Oracle SD-
WAN Edge Appliances that are reachable
(i.e. displayed on the Manage -> Discovery screen)

Blank settings in a template will not be pushed to the Oracle SD-WAN Edge
Appliance(s)

In the Oracle SD-WAN Aware web console, under Manage -> Appliance Settings:

Select "New" to create a new Appliance Settings template
For each section, select "Include in File" to edit the options in that section
Once all desired options have been set, select "Save" to save the template

Select "Export" to export the template to the desired Oracle SD-WAN Edge
Appliance(s)

Manage / APNA Appliance Settings

New  Open. Import...

General W Include in File

a

Timezone W Include in File

M



Release 4.2 Features

This chapter includes features and enhancements released in 4.2.

Non-Resetting Configuration Updates

Oracle SD-WAN Edge Software R4.2 now supports all network configuration updates
as non-resetting updates. This process change is inherent in all configuration updates
and does not require any specific command to be enabled. When a new Oracle SD-
WAN Edge Configuration is applied to the network via Change Management, the
Oracle Service will not be forced to restart for any combination of configuration
parameter changes. In addition, the web interface will provide detailed information on
the time required for a staged configuration update to be performed on the network,
allowing the user to understand the potential impact of an update to their Appliances
and to their network as a whole.

Configuration Updates

ORACLE

Under Manage Network -> Change Management on the web interface of the
Network Control Node (NCN), there are two new columns, Traffic Interruption -
Expected and Traffic Interruption - Actual. These columns display values that indicate
the following for each Site in the Oracle SD-WAN Edge:

Traffic Interruption - Expected: The expected worst traffic interruption time for the
Site, based on the difference between the active and staged configurations. For more
detail on the impact to each Conduit, refer to APN_traffic_impact.log.

* 0 sec - No service interruption for this Site
* <1 sec - Traffic interruption time will be less than 1 second
e <1 min - Traffic interruption time will be less than 1 minute

e <3 min - Traffic interruption time will be less than 3 minutes (only relevant for
software updates, which still require a restart of the Oracle Service)

* Loc Chg Mgt - Package must be applied via that Site's local change management

Traffic Interruption - Actual: The time it took to perform a configuration or software
update at the Site. This does not include the time it took for full network convergence
during an update. Updates to Sites may occur in parallel.

N ms/s - Actual traffic interruption time at the Site when the update was performed

e Err - An error occurred when performing the update
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Manage Network Change Management Talari Suppon
Overview Activate !
Change Preparation You may now activate the changes that have been distributed across your network. Each appliance will apply the changes and restart the
Talari service.
Appliance Staging Note: A reboot or loss of power during this operation may result in an incomplete installation which could require manual installation to

resolve

Click Activate Staged to begin,

Activate Staged in: 10 seconds B

Activation Complete.
The network change process has finished. Click Done to exit this screen.
To undo your changes, click the Revert button.

Rovert | Abort =]
Currently Prepared:  Configuration - aws-ct800-testbedMNewCfg.zip Software - Current Running

Configuration Filenames:  Active - aws-ct800-testbedNewCfg.zip Staged - aws-c1800-testbed.zip

2
sk Appiinca Nodal | Seara Currently Acthwe Currently Staged Traffic Interruption Download
Software Config Software Config Expected  Actual Package
NCN-c1800-ncn CT800 Re 2 QA DY 11132014 2152 0n 11721114 R& 2 QA D1_11132014 1531 en 112114 Osec Ums active / staged
AU-ctBO0-AL CTa00 R4_2 QA_DI_1113201£ 2152 en 1172114 R4 2 QA D1 11132014 13T on 1172114 Osec Oms active / staged
BRA-CIB00-BRA CT800 Ra 2 QA DY 11132014 21:52on 11721114 Ra 2 QA DI_11132014 19: mné 0sec 0Oms active staged
Chent-ctB00-client CT800 R4 2 QA_D1 11132014 215200 10/2114 Re 2 QA_DI_11132014 1 Dsec Oms active / staged
GED-¢tBO0-GEQ cT800 Rd_2_0A_D1_11132014 2152 on 11721714 Ra_2_0A.D1.11132014 Osec 0 ms attive / staged
RL-Ct800-IRL CT800 R4 2_QA_D1_11132014 2 11721014 12 19:31 on 11721714 0sec 0ms active / staged
SNG-CtBO0-5NG CT800 R4 2 QA_D1 11132014 215200 1121114 R4 2 QA DI_11132014 1931 en 11721714 Osec oms active f staged

From the above, the expected traffic interruption time for the configuration update was
0 seconds (i.e. no expected interruption) for each Site, and that the actual interruption
time met this expectation. Certain configuration updates will impact traffic for a period
of time. When this is the case, the expected traffic interruption time will show the
maximum interruption time that can be expected in the form of <1 sec, <1 min, or <3
min. Prior to activating a staged configuration update, the user can use the expected
traffic interruption time for the staged configuration to determine if a maintenance
window is required for the update. Please note that an appliance with traffic load may
require more time to complete the update process.

Impact of Common Configuration Updates

ORACLE

The expected traffic interruption times for various common configuration changes are
outlined below. These are estimates; the actual interruption times may be less and will
be displayed in the web interface and logged for help with future planning.

No Interruption:

e NCN mode (primary, secondary) is changed

e Gateway ARP Timer is changed or Proxy ARP is enabled/disabled
¢ WAN-to-WAN Forwarding is enabled/disabled

* Intermediate Node attribute is enabled/disabled

e The attributes of a Route, Rule, Class or Autopath are changed

¢ Maximum Dynamic Conduits is changed or Dynamic Conduit Thresholds are
changed

¢ WAN Link Conduit, Intranet, or Internet usage is changed (but not added/removed)
¢ Remote Site that has no Conduit to the local Site is added/removed

e Encryption key is changed or key rotation is enabled/disabled
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Interruption of Less Than 1 Second:

e Site is added/removed or Site hame is changed

e Conduit is added/removed/changed

WAN Link or WAN Path is added/removed/changed

* Appliance Name is changed

e HA attributes are changed

» Interface Group is added/removed/changed

*  WAN-to-WAN Forwarding Group is changed

*  Dynamic Conduits are enabled/disabled

*  WAN Link Conduit, Intranet, or Internet usage is added/removed
»  Source MAC Learning is enabled/disabled

» Extended Packet Encryption Header is enabled/disabled

» Extended Packet Authentication Trailer is enabled/disabled or Trailer Type is
changed

Interruption of Less Than 1 Minute:

e Encryption mode for the Oracle SD-WAN Edge is changed

e Any routing table update change when Local Route Eligibility is enabled at a site.
WAN Path Encryption is enabled/disabled

Software Updates

As in previous releases, software updates will require a restart of the Oracle Service.
The new display will instruct the user of the expected traffic interruption time. The
following screen shows the expected and actual traffic interruption times for a software

Manage Network Change Management Tajari Suppon
i ?
Change Process Overview !
Change Preparation The Change Management process allows a user to upload changes to the network, whether it be a configuration, software, or both. This
three-step workfiow is a set of checks and processes that ensure that configuration changes and software updates are applied in a refiable,
ia fail-safe way.
Change Preparation Appliance Staging Activation
Upload Files to NCN Transfer Files to Clients Activate Change
(TTTIRETRLT = A A [TTT =2 A U

Clicking the Activate Staged button will skip to the Appliance Staging step, where you may switch to 3 previously-staged appiiance package (f present)
Actiate Staged | Bogin

Configuration Filenames:  Active - aws-ct800-testbed.zip Staged - aws-ctBOO-testbed.zip

g1
Ste-Appliance  Model State STy Ak Currently Staged Download
Software Cantig Software Config ypected  Actua Package
NCH-ctBDO-nen CTBOO REZCADII1132014  1931on112104  RLI DeveloperSpecific P1_10012014  22070n1022M4 <3min 765 actve/staged
U-CtBO0-AU cT800 REZ.QADI11132018 1931 0n a 22:0Ton 10204 <3min 605 acowe/stages
RA-CWO0-BRA  CTE00 R2.QADITINZ2016  19310n 4 20700102114 <Gmin 625 acive/staged
Chient-ct800-client CT800 R&_2 QA DI 11132014 1931 on 112114 22:07 on 1002414 <3 min 67s active / staged

From the above, the expected traffic interruption time for the software update was less
than 3 minutes for each Site, but that the actual interruption time was less than 100
ms. The user traffic would have been impacted for a bit longer than this as Conduits
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between the Sites must be operational or in the “GOOD” state before user traffic can
flow across them.
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Release 4.3 Features

This chapter includes features and enhancements released in 4.3.

Configure Private MPLS WAN Links

ORACLE

This feature simplifies creating Oracle SD-WAN Edge configurations when adding a
Multiprotocol Layer Switching (MPLS) WAN Link. Previously, users created a WAN
Link for each MPLS queue. Each WAN Link required a unique Virtual IP Address (VIP)
to create the WAN Link and a unique Differentiated Services Code Point (DSCP) tag
corresponding to the provider's queuing scheme. Once users defined a WAN Link for
each MPLS queue, they defined the Intranet Service to map to a specific queue.

In Oracle SD-WAN Edge 4.3, a new MPLS specific WAN Link definition (i.e., Access
Type) is available. Once the user selects the new Access Type, Private MPLS, they
can define MPLS queues associated with the WAN Link. This allows users to define a
single VIP with multiple DSCP tags that correspond to the provider's queuing
implementation for the MPLS WAN Link. This also allows users to map the Intranet
Service to multiple MPLS Queues on a single MPLS WAN Link.

# Note:

If you have existing MPLS configurations and would like to implement the
Private MPLS Access Type, please contact Oracle Support for assistance.

The high-level steps to configure this enhancement from within the Oracle SD-WAN
Edge Configuration Editor are:

1. Define the WAN Link Access Type as Private MPLS.
2. Define the MPLS Queues corresponding to the Service Provider MPLS queues.

3. Enable the WAN Link for Conduit Service (enabled by default for Private MPLS
WAN Links).

4. From Conduit WAN Link, assign an Autopath group.

# Note:

If the Autopath Group is assigned from the WAN Link level, Oracle SD-WAN
Edge will build paths automatically between the NCN and Client MPLS
Queues based on matching DSCP tags. If the Autopath Group is assigned
from the MPLS Queue level, Oracle SD-WAN Edge will build paths
automatically regardless of whether the DSCP tags match.

1. Ensure that the same Autopath Group is configured at the NCN and Client.
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2. Verify that the Paths for the WAN Link are built automatically.

3. Assign Intranet Service to a specific queue if needed.

# Note:

The Oracle configuration may not have a one-to-one mapping for provider-
based queues. This is based on specific deployment scenarios.

# Note:

You cannot create Autopath Groups between different Private Access Types.
For instance, you cannot create Autopath Groups between a Private Internet
Access Type and a Private MPLS Access Type.

Add Private MPLS WAN LINK

ORACLE

In the Oracle SD-WAN Edge Configuration Editor, once users click + (Add) under
Sites [Site Name] WAN Links, the Add WAN Link pop-up appears.

Figure 1 illustrates how to configure the new WAN Link Access Type of Private MPLS.

Selecting a WAN Link Access Type of Private MPLS defines the Basic Settings for the
WAN Link. The configurable settings include the physical (permitted) rate for WAN
Ingress and WAN Egress. The MPLS Queues cannot exceed the physical (permitted)
rate values. There are also no Audit errors if the sum of all MPLS Queues is below the
WAN Link physical rates. See Figure 2 for a screen shot of the defined MPLS Queues.

Figure 2: Defined MPLS Queues

Figure 2 illustrates the Basic Settings for a Private MPLS WAN Link. Under the Basic
Settings, there is now a new MPLS Queues Tab. Users click + Add to add specific
MPLS Queues. These should correspond with the queues defined by the Service
Provider.

Users must define the following attributes for the MPLS Queues option:

¢ MPLS Queue Name

* DSCP Tag: This setting should correspond to the Service Provider's DSCP tag
setting for the queue.

* Unmatched: When enabled, any frames arriving that do not match defined tags
within the configuration file are mapped to this queue and the bandwidth defined
for this queue.
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*  WAN Ingress Permitted Rate: The amount of bandwidth that Oracle devices are
permitted to use for upload, which cannot exceed the defined physical upload rate
of the WAN Link.

WAN Egress Permitted Rate: The amount of bandwidth that Oracle devices are
permitted to use for download, which cannot exceed the defined physical
download rate of the WAN Link.

When users expand the MPLS Queue definition (by clicking the +), additional options
appear.

These options include:

e Tracking IP Address: WAN Link tracking address

e Congestion Threshold: The defined amount of time for congestion (in
microseconds) after which the MPLS Queue will throttle packet transmission to
avoid additional congestion. When congestion exceeds the set Threshold, Oracle
will back off the sending rate.

e Eligibility: The MPLS Queue's eligibility to process specific classes of traffic.
When eligibility is disabled for a specific class of traffic, that class of traffic is
unlikely to route through the MPLS Queue unless network conditions require it.

Users should configure the MPLS Queues that correspond to the existing Service
Provider WAN Link queue definitions.

Since this is a new WAN Link Access Type, any existing MPLS WAN Links that are
configured prior to Oracle SD-WAN Edge 4.3 are not impacted. Users should discuss
migrating to the 4.3 features if desired, but migration is not required. Please contact
your implementation team or support for additional recommendations when migrating
to the new WAN Link Access Type.

Define WAN Link Basic Properties (Private MPLS)

Once the Private MPLS WAN Link with its MPLS Queues is defined, users should
assign an Autopath Group to the WAN Link under a specific Conduit definition. Go to
Connections

[Site Name] WAN Links [MPLS WAN Link Name] Conduits [Conduit Name]
[Local Site] WAN Links and click Edit (¢'). Click the Autopath Group drop-down
menu and choose from the available groups. By default, MPLS Queues inherit the
Autopath Group assigned to the MPLS WAN Link. You may choose to set the
individual MPLS Queues to Inherit the chosen Autopath Group or choose an
alternate from the Autopath Group dropdown menu for each MPLS Queue. Figure 3
illustrates this process.
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MNCH-Calo
WAN-t0-WAN Forwarding
Conduits ?

Dynamic Conduits
NECN-Colo-CL-151-KM
NCN-Cofo-Client-AG 7
Local Site 7
Basic Settings
WAN Links & 7

UDP Port Switching
P —
Tunnel | 4 ve s
WAN Link Use Fgater M il et Enable AL e Autopath Group
(ytes) o -
Colo-13 = 2156 <Default= =
Colo-TWC o 2156 ! <Default= a
E colo-mpLs v c 140, «f <Nona> |
<Default>
MPLS Queue Use DECP Tag A AWS-DC
Colo-MPLS-AF41 - a4l <n|  Bad-loss-dis
ColoMPLS-EF 2 of dn-E_D“fa““ S

Figure
3: Conduit WAN Link Autopath Group Drop-Down Menu

¢ Note:

If there is not a one-to-one mapping, based on DSCP tag, between queues
at the local site and the remote site, users must map MPLS Queues to
specific Autopath Groups. Inheriting an Autopath Group from the MPLS WAN
Link will only automatically generate paths between queues with matching
DSCP tags.

Assign Autopath Group to Conduit-WAN Link

Figure 4 and Figure 5 illustrate that the Autopath Group defined is the same for the
NCN and Client appliance. This allows the system to build the Paths automatically.
Figure 5 displays the NCN and Client settings. At the NCN site users can also expand
the WAN Link associated with the conduit.

Verify Autopath Creation

Once users build the Path, the configuration is complete and they can follow the
Change Management procedure to activate the configuration. Figure 6 illustrates the
automatically generated paths.
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View Permitted Rate and Congestion for WAN Links

In Oracle SD-WAN Edge 4.3, the Web console now allows users to view the permitted
rate for WAN Links and WAN Link Usages and whether a WAN Link, Path, or Conduit
may be in a congested state. In past Oracle SD-WAN Edge releases, this information
was typically only available in Oracle SD-WAN Edge log files and via CLI-based
commands. These options are now available in the Web console to assist users in
problem isolation and troubleshooting.

View Permitted Rate

Permitted Rate is the amount of bandwidth that a particular WAN Link, Conduit
Service, Intranet Service, or Internet Service is permitted to use at a given point in
time. The permitted rate for a WAN Link is static, and is defined explicitly in the Oracle
SD-WAN Edge configuration. The permitted rate for a Conduit Service, Intranet
Service, or Internet Service will fluctuate over time, in response to congestion, user
demand, and Fair Shares, but will always be greater than or equal to the Minimum
Reserved Bandwidth for the Service.

Go to Monitor Statistics and select WAN Link Usage from the Show drop-down
menu to display the page in Figure 7 including the Permitted Kbps information.

Under Local WAN Links users can see the configured permitted rates for each WAN
Link defined at the local site. For example, RIS-NCN-WL2 has a configured permitted
rate of 100Mbps. The Usages and Permitted Rates table displays the actual, real-
time permitted rates for each Service that the WAN Link is used for (individual Conduit
Services and combined Internet-Intranet Services). This information can assist users
in troubleshooting a specific WAN Link problem or throughput associated with a WAN
Link.

View Congestion

ORACLE

Oracle SD-WAN Edge 4.3 enhances the Web console to display a WAN Egress
congestion state if it occurs within the site. There are three states associated with
congestion:

¢ UNKNOWN: The WAN Link, Path, or Conduit is down so there is no congestion
state

¢ NO: The WAN Link, Path, or Conduit is not congested
e YES: The WAN Link, Path, or Conduit is congested

In addition to the Web console displaying a congested state, there are also event
notifications that users can enable and that the appliance generates when the
congested state occurs. The event options include:

*  WAN_LINK_CONGESTION: A WAN Link has become congested or un-
congested

* USAGE_CONGESTION: A Conduit has become congested or un-congested
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< Note:

Congestion is detected if packets in the WAN are delayed more than 100ms
from the expected time of arrival.

To view congestion on a WAN Link, go to Monitor Statistics and choose WAN Link
Usage from the Show drop-down menu. See Figure 8 for a screen capture of a
congested WAN Link. The congested WAN Link is highlighted in red with the
Congestion state as YES.

To view congestion on a Path, go to Monitor Statistics and choose Paths from the
Show drop-down menu. See Figure 9 for a congested Path.

Menitor f Statistics Talari Support
show: [Paths v ] Enable AutoRefresh  [5_ /| seconds | Refresh | R show lacest data
path Statistics
Fiter: [ | in [Any column ][ Apply |

snow[100_wenries  snowsng 1 to 401 4 entries 1

+ From Fath Condun  Source  Desunaton  Discovered Latency Statistical Packets Packers Out Packets g Conduit
Num To Link kops. Congestion
' Link State State Fort Fort MTU BOWT Jitter (ms) Recenved of Order Lost% 5 Type ®

1 'i:-l"lm“" E_SI“'C"' coop || sooo 2158 2158 1488 2 108 a2411 ) 000 188841 || stanic |-
e e — - _— 3 2 231728 0 0.00]| 10017.02 | static NO
msvcw- [| S
e [0 coon | Goop 2156 2156 & 2 2 69515 ] 000 372739 || stanic NO
= WL-2
RIS-NCN: cu- .

i 3010- Goob | Goob 2156 2136| WA 2 2 335689 0 0.00]| 21576.51 | Static NO
v Wit

Showing 1 10 4 of 4 entries 1

Bandwidth calculated over the last 137 seconds

Figure 9: Congested Path

As illustrated in Figure 9, congestion can occur in one direction of a Path. In the above
Oracle SD-WAN Edge, congestion is occurring from CL1-3010-WL1 RJS-NCNWLL1.
So, congestion (WAN Egress) is occurring from the Client site to the NCN site. Figure
9 was taken at the Client site. The Oracle NCN uses Oracle encapsulation to notify the
Client appliance that it has congestion on the defined Path above. With this
information, the Client appliance can also display that congested state.

To view congestion on a Conduit, go to Monitor Statistics and choose Conduit from
the Show dropdown menu.

< Note:

If a WAN Link, Path, or Conduit is congested, the Web console will display
this state while the congestion persists and for an additional 15 seconds after
the congestion clears. This is to provide users the ability to troubleshoot the
event when it occurs.
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Configuration Versioning

To reduce the chance of an Oracle SD-WAN Edge misconfiguration from multiple
users exporting changes from the Configuration Editor in Oracle SD-WAN Edge,
Oracle introduced Configuration Versioning in release 4.3.

The Oracle SD-WAN Edge Configuration Editor applies versioning metadata to
configuration packages when the user saves a configuration or exports a configuration
to Change Management. Upon export to Change Management, Oracle SD-WAN Edge
detects whether the configuration the user is attempting to export is derived from the
running configuration. If the configuration is not derived from the current, running
configuration, Oracle SD-WAN Edge presents the warning illustrated in Figure 10.

Figure 10:
Export Configuration Dialog with Warning Message

The user can choose to proceed and overwrite the running configuration or cancel the
Export.

Support for Installing User-Generated Certificates on
Appliances

Currently, all major browsers present a warning screen to users when they attempt to
access the Web console of an appliance for the first time stating that the SSL
certificate is invalid. Some browsers allow the user to add an exception to avoid the
warning in the future, but the exception is specific to the appliance, the workstation,
and the browser. The certificate is invalid for two reasons:

* The identity on the certificate does not match the URL of the appliance (typically
an IP address).
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Support for Installing User-Generated Certificates on Appliances

* An authority trusted by the user's system did not sign the certificate.

Oracle SD-WAN Edge 4.3 allows users to upload generated certificates to the Web
console of the appliance.

The user should generate the certificate for the appliance's IP address and the
appropriate Certificate Authority should sign the certificate prior to installation. If the
certificate is generated properly, it will be trusted by the systems on the user's network.

" Note:

For User-Generated certificates, there is also a root certificate that is loaded
into the user's Web browser.

To upload the certificate, log into the appliance and proceed to Manage Appliance
HTTPS Certificate. Users can upload a certificate and key file as required. There is no
procedure to delete a certificate that was uploaded, but the user can regenerate a
Oracle certificate by selecting Regenerate HTTPS Certificate as illustrated in Figure
11.

Figure 11: HTTPS Certificate
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Release 4.4 Features

This chapter includes features and enhancements released in 4.4.

LAN GRE Tunnels

ORACLE

Oracle SD-WAN Edge 4.4 introduces LAN GRE Tunnels and allows you to configure
Appliances to terminate GRE

Tunnels on the LAN. For example, in certain environments it may be advantageous to
create a GRE Tunnel between a Appliance and a LAN side Linux host or router. This
allows the Appliance to pass Conduit traffic into a GRE Tunnel terminated on the host
or router for forwarding or processing. LAN GRE Tunnels can be used in the AWS
environment where no Layer 2 support is available to simplify the deployment process.

To configure a LAN GRE Tunnel:

1. Log into your Appliance's web console.

2. Click on Manage Network, and then Configuration.

w

Open Sites - [Site Name], and then LAN GRE Tunnels and click + to add a new
tunnel.

Enter a Name and select a Source IP from the list of configured Virtual IPs.
Enter the tunnel's Destination IP and prefix (e.g., 10.4.0.20).

Click the Checksum checkbox if a checksum in the header is required.

N o g bk

Enter the Keepalive Period in seconds.

" Note:
If the Keepalive Period is set to 0, no keepalive packets will be sent, but the

tunnel will stay up even if the other end of the tunnel is unreachable.

1. Enter the number of Keepalive Retries.

< Note:

This is the number of times that the Appliance sends keepalive packets
without a response before it brings the tunnel down.

=

Click Apply.
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¢ Note:

If the packet size including the GRE header exceeds the MTU and if "don't
fragment” is set in the IP header, the packet will be dropped, but if "don't
fragment” is not set in the IP header, the packet will be fragmented.

Figure 1: Create a LAN GRE Tunnel

Monitor LAN GRE Tunnels

To monitor configured LAN GRE Tunnels, go to Monitor, and then Statistics and
choose LAN GRE Tunnel from the Show drop-down menu.

Figure 2: LAN GRE Statistics

IPsec Encryption in Conduit

Oracle SD-WAN Edge 4.4 introduces the ability to secure Conduit user data with IPsec
encapsulated by the Oracle Reliable Protocol (TRP). This is executed using a 140-2
Level 1 FIPS-certified IPsec cryptographic library using Suite B algorithms and 256-bit
ECP.
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Conduit /

Figure 3: IPsec Encryption in a Conduit To implement IPsec Encryption on a Conduit:

1. Log into your Appliance's web console.
2. Click on Manage Network, and then Configuration.

3. Open Connections - Default Sets — Conduit Default Sets — [Site Name],
and then IPsec Settings.

4. Click the edit icon (=) and click the checkbox next to Secure Conduit User Data
with IPsec to enable IPsec on the conduit.

5. Choose ESP, ESP+Auth, or AH from the Tunnel Mode drop-down menu.

6. If the Tunnel Mode is ESP or ESP+Auth, choose AES 128-bit or AES 256-bit from
the Encryption Mode drop-down menu.

7. If the Tunnel Mode is AH, choose SHA1 or SHA-256 from the Hash Algorithm
drop-down menu.

8. Click Apply.

Figure 4: Configure IPsec on a Conduit

Monitoring IPsec

To monitor Conduits secured with IPsec go to Monitor, and then Statistics and
choose Conduit from the Show drop-down menu. The IPsec Tunnel State column
indicates whether a Conduit's IPsec tunnel state is GOOD, DEAD, or NEG (tunnel is
being negotiated).
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Figure 5: IPsec Tunnel State

Path State Configurability and Monitoring

Oracle SD-WAN Edge 4.4 allows users to control when a Path is marked bad and how
long a bad Path is kept on probation. It also gives users greater visibility into why a
bad or dead Path is in its current state.

1.

Oracle SD-WAN Edge 4.4 gives you greater control of the Bad Loss Sensitivity
feature with the ability to manually configure the threshold for loss before a Path is
marked BAD.

Now you can manually configure Silence Period, or the time that must elapse
before a Path is marked BAD after packets are determined to be overdue.

Now you can also manually configure the Path Probation Period, or the time that
must elapse before a Path is marked GOOD, after the symptom (e.qg., loss or
silence) clears.

The following new attributes are configurable:

Bad Loss Sensitivity: The Path state transitions from GOOD to BAD when a
specified amount of loss is observed. When set to On, loss is evaluated based on
an internal formula. When set to Custom, loss is evaluated based on user-defined
threshold. When set to Off, loss does not affect Path state.

Percent Loss Over Time: Designate the Percent Loss (via drop-down menu) that
is tolerable Over Time (via drop-down menu). Together these attributes establish
what percentage of loss is tolerable over a specified period of time. Once
exceeded, the Path State transitions from GOOD to BAD.

Silence Period (ms): The Path state transitions from GOOD to BAD when no
packets are received within the specified amount of time.

Path Probation Period (ms): The probation period before changing the Path state
from BAD to GOOD, after the symptom (e.g., loss or silence) clears.

To configure Bad Loss Sensitivity:

1.
2.
3.

Log into your Appliance's web console.
Click on Manage Network, and then Configuration.

Open Connections - Autopath Groups - [Autopath Group Name].

ORACLE
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4. Click the edit icon and choose Custom from the Bad Loss Sensitivity drop-down
menu

Ll + Add ?

!

Connections

Default Sets
Applications
Autopath Groups ?
Default Group # fif ?

@ Set as Default

IP DSCP Tagging:
Any s

@ Enable Encryption
Bad Loss Sensitivity:
Custom v

Percent Loss (%): Over Time (ms):
5 2 1500 >

Silence Period (ms):
DEFAULT

Path Probation Period (ms):

Instability Sensitive

Figure 6: Configuring New Bad Loss Sensitivity Attributes

1. Choose a Percent Loss and a corresponding Over Time amount from their
respective dropdown menus to establish a threshold for loss over time before the
Path state will transition from GOOD to BAD.

2. Define a Silence Period (in milliseconds) from the drop-down menu. If no packets
are received within the Silence Period you designated, the Path state will transition
from GOOD to BAD.

3. Define a Path Probation Period (in milliseconds) from the drop-down menu. After
the symptom (e.g., loss or silence) clears, the Path state will transition from BAD
to GOOD once the Path Probation Period you designate here elapses.

4. Click the checkbox next to Instability Sensitive if you want latency penalties and
spikes considered in the Path scoring algorithm.

5. Click Apply.

Monitor Statistics

ORACLE

The Monitor, and then Statistics default Paths screen was updated and renamed to
increase usability. The Source Port, Destination Port, Discovered MTU, Packets
Received, and Packets Out of Order, columns were moved to the new Paths
(Advanced) screen (see Figure 8) to save space. Thus, the new, default Paths
(Summary) screen is streamlined and easier to read.
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Monitor Statistics

Figure 7: Paths (Summary) Screen

On the new Monitor, and then Statistics, and then Paths (Advanced) screen, some

column headings have been condensed to make the screen more readable.

The following header names have changed:

Congestion is now Cong

Source Port is now Src Port
Destination port is now Dst Port
Discovered MTU is now MTU
Statistical Jitter (mS) is now Jitter (mS)
Packets Out of Order is now 000

Figure 8: New Paths (Advanced) Screen

The following new columns were also added to the Paths (Advanced) screen:

Reason: This column indicates why a Path is marked BAD or DEAD.
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e Path State Duration: This column indicates how long a Path has been in its
current state.

Figure 9: Reason and Duration

Availability Reports

The Availability Reports screen (Monitor, and then Availability Reports) was
reorganized and updated for both usability and readability.
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Figure 10: Availability Reports

The Incidents column was enhanced to include a cluster of sub-columns that convey
the following information:

e Total: The number of times a Path or Conduit has transitioned to a BAD or DEAD
state.

e Loss: The number of times a Path has been marked BAD due to packet loss.

* Silence: The number of times a Path has been marked BAD or DEAD due to
packet silence (i.e., no packets are received).

e Peer: The number of times a Path has been marked BAD or DEAD because the
remote site indicated it was BAD or DEAD.

The Badtime column was enhanced to include a cluster of sub-columns that convey
the following information:

* Total: The total time a Path or Conduit has been in a BAD state.
* Loss: The total time a Path has been marked BAD due to packet loss.

» Silence: The total time a Path has been marked BAD due to packet silence (i.e.,
no packets are received).

» Peer: The total time a Path has been marked BAD because the remote site
indicated it was BAD.

The Downtime column was enhanced to include a cluster of sub-columns that convey
the following information:

e Total: The total time a Path or Conduit has been marked DEAD.

» Silence: The total time a Path has been marked DEAD (i.e., no packets are
received).

ORACLE
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* Peer: The total time a Path has been marked DEAD because the remote site
indicated it was DEAD.

Additional changes to Availability Reports:

* Path and Conduit information in Availability Reports is also included in the Periodic
Status Reports when they are configured to include the Path or the Conduit in the
report.

Additional Enhancements

The following enhancements were also rolled into Oracle SD-WAN Edge 4.4:

e Perform Diagnostic Dumps on Remote Client Appliances from the NCN

If you can still reach a Client via the NCN but cannot access that Client via its
management port, the new packgr ound_di agnost i cs command allows
administrators to perform a diagnostic dump on the remote Client via the NCN
command line. When administrators execute the t con debug command then execute
therenote_cnd [ Renot e

Site] ‘‘tcon background diagnostics'' (e.g.,renpte_cnd Omaha-CL1
‘“‘tcon

background_di agnosti cs' ') command from a debug shell, a diagnostic dump will
be started as a background process at the remote site specified.

Administrators can track the execution of the current remote diagnostics operation and
avoid spawning separate diagnostic dumps using r enote_cnd [ Renpte Site]
““tcon

background_di agnostics_status'' (e.g., tcon renmpte_cnd Omha CL1
‘‘tcon background_di agnosti cs_stat us' ' ). This way administrators will
know when the remote

diagnostic dump is complete.

# Note:

The backgr ound_di agnosti cs and
backgr ound_di agnosti cs_st at us commands can only be executed
from within the debug shell.

»  Export Authentication Logs to Syslog

When syslog is available for an appliance, administrators can now navigate to
Integrate -

Configure Events and Alerts and click the Authentications to Syslog checkbox to
forward user login events to a remote syslog server.
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Figure 11: Syslog Settings
* Route Serviceability Enhancements

The Routes screen under Monitor, and then Statistics now displays the Maximum
allowed routes as well as the routes in use. It also houses a new Purge dynamic
routes button that you can use to clear dynamic routes and refresh the route table if
you suspect it is corrupted.

Figure 12: Changes to Routes Screen

Appliance T5200 Support

Oracle SD-WAN Edge 4.4 introduces support for the new Appliance T5200. The
T5200 is the first Appliance with 10G fiber connectivity. The 2U rack-mountable T5200
delivers up to 3Gbps across eight public and 32 private WAN Links and connects up to
256 sites, all of which you can manage through the Oracle SD-WAN Edge 4.4
interface. Refer to the Appliance T5200 Hardware Guide for additional details.

Oracle Virtual Appliance VT500 Support

Oracle SD-WAN Edge 4.4 introduces support for the new Oracle Virtual Appliance
VT500. The VT500 is the first Oracle Virtual appliance built to run on VMware's
vSphere virtual server environment. It delivers up to 40Mbps across three public and
32 private WAN Links and connects up to eight sites that you can manage through the
Oracle SD-WAN Edge 4.4 interface. Refer to the Oracle Virtual Appliance VT500
Getting Started Guide for additional details.

ORACLE
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Release 5.0 Features

This chapter includes features and enhancements release in 5.0.

Enhanced Match Criteria for Rules

In support of the new Virtual Routing and Forwarding (VRF) feature set, Edge 5.0 has
significantly enhanced the criteria for Rule matching. The VLAN ID and the newly
introduced Routing Domain may be used as match criteria for Rules in addition to the
previously supported match criteria.

* Routing Domain: You can now choose one of the available, configured Routing
Domains from the drop-down menu when creating a new Rule.

ever

Figure 1: Routing Domain Drop-Down Menu

* VLAN ID: You can now enter one of the configured VLAN IDs in the VLAN ID field
when creating a new Rule.

100 DEFAULT_FTP | Employee 41 100.1.1324 “ FIP 4 Ay 3lo - o

Figure 2: VLAN ID Field

Virtual Routing and Forwarding (VRF)

Edge 5.0 introduces Virtual Routing and Forwarding (VRF) to empower network
administrators by giving them tools to segment their network for additional security and
manageability. You can now separate guest network traffic from employee traffic,
create distinct routing domains to segment large corporate networks, support multiple
tenants at a Client Site, and segment traffic to support multiple customer networks.

Here are the touch points in Edge 5.0 to add, configure, and use Routing Domains to
control and segment network traffic. Routing Domains can be used with both the Open
Shortest Path First (OSPF) and Interior Border Gateway Protocol (IBGP) protocols.
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In the Configuration Editor under Global, and then Routing Domains click Add (+)
and enter a Name for your new Routing Domain. If you want to default to this Routing
Domain, click the Default checkbox. Click Apply to save the changes. If you plan to
implement a single Routing Domain, no explicit configuration is required. All new
configurations are automatically populated with a default Routing Domain.

Routing Domains <+ & 7

Mamie L3 SLIIT JEE

| Customer8)| | -
CustA i
Def_RD ’ 1T}

Figure 3: Add a Routing Domain

Under Sites, and then [Client Site Name], and then Routing Domains click the
Enable checkbox to enable a configured Routing Domain for the Site. Click the Default
checkbox to make that Routing Domain the default for the Site. Click Apply to save the
changes.

Note: Unchecking Enable for a Routing Domain will make it unavailable for use at the
Site.
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Client-1
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Figure 4: Site Level Routing Domain Management

Under Sites, and then [Client Site Name], and then Interface Groups choose a
Routing Domain from the drop-down menu when configuring Virtual Interfaces.

Note: Once Virtual Interfaces are associated with a specific Routing Domain, only
those interfaces will be available when using that Routing Domain.

-l Interface Groups  + & 7

Wirtual Interfaces Ethernet interfaces Bypass Mode Security Deelete

BvinomovnamvizafiiliZ] 2 4 5 X1 X2 X3 X4 | FaboWire §| Tused $ @

Virtual Interfaces  + Bridge Pairs  +

Name Rout ng Domain VLAN ID DHCP Delete Interfaces Delete
VL110 . 110 None % 1 1 $es 2 i (]
VL1114 _ ZT::V“ b 111 Mone 2|
vL1i2 . | 112 Mone % 1

Apply | Close
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Figure 5: Configuring Interface Groups

From Sites, and then [Client Site Name], and then Virtual IP Addresses choose a
Routing Domain from the dropdown menu when configuring Virtual IP Addresses. The
Routing Domain you choose determines which Virtual Interfaces are available from the
drop-down menu.

Virtual IP Addresses + 4# 7
Address / Prefix Routing Domain  Virtual Interface = Securit Delete
10.1.1.11/24 Employea 5 VL1110 L | Trusted ]ﬂi
10.1.1.11/24 VL1111 & | Trusted [l
10.1.2.11/24 + Employea VL112 L Trusted
Guast
Close

Figure 6: Configure Virtual IP Addresses

Under Sites, and then [Client Site Name], and then LAN GRE Tunnels choose a
Routing Domain from the drop-down menu when configuring a LAN GRE Tunnel. The
Routing Domain you choose determines which Source IP Addresses are available
from the drop-down menu.

LAN GRE Tunnels + # 7

o <Dafault>
Employes
Guest Revert

Clignt-1-Tunnal-1 10.1.2.11 § * * -

Figure 7: Configure a LAN GRE Tunnel

From Sites, and then [Client Site Name], and then WAN Links, and then [WAN Link
Name], and then Access Interfaces choose a Routing Domain from the drop-down
menu when configuring an Access Interface. The Routing Domain you choose
determines which Virtual Interfaces are available from the drop-down menu.

WAN Links ?
Client-1-WL-1
Settings
Access Interfaces + & 2

Cliant-1-WL-1-Al-3 VL1111 101,113 10111 Secondary a -

Client-1-WL-1-Al-1 Employes VL2 ¥ 104211 10.1.21 Primary 11

Clignt-1-WL-1-Al-2 VLI £ 10.4.111 10.1.1.1 Primary . i
LV Revert

Figure 8: Configure an Access Interface

Under Connections, and then [Site Name], and then Intranet Services, and then
[Intranet Service Name], and then Basic Settings click the Edit (') icon. Choose a
Routing Domain from the drop-down menu.
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Intranet Services ?
Intra’l 7
Basic Settings & ?

Routing Domain:
Employea v

¥ Enable Primary Reclaim

Default Set:
<MNona> 3

lgnore WAN Link Status

Figure 9: Select Routing Domain for Intranet Service

From Connections, and then [Site Name], and then Intranet Services, and then
[Intranet Service Name], and then Rules choose a Routing Domain from the drop-
down menu.

Rules + 7

BBB Apply I

Figure 10: Configure a Rule

From Connections, and then [Site Name], and then IPsec Tunnels when you
choose LAN as the Service Type, choose a Routing Domain from the drop-down
menu. The Routing Domain will determine which Local IP Addresses are available.

ORACLE"
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Note: If the Service Type is Intranet, the Routing Domain is pre-determined by the
chosen Intranet Service.

IPsec Tunnels + & 7

Service I,.lpn': Name 'IGL.:-I-g Domaln Local 1P Pear P MTU Dialete
LAN & LAN-1 + <Default> *: *| =
Employas
Guast | e
Sales

Figure 11: Configure IPsec Tunnel

From Connections, and then [Site Name], and then Routes choose a Routing
Domain from the drop-down menu. New Routes are automatically associated with the
default Routing Domain.

Routes + & 7

Nerwork IP Address Routing Domain Cost Service Type Gavesway P Address Delate

10.0.1.11/24

ey |

10.0.1.11/24

10.0.129.0/24 <Default> § ° LAN GRE Tunnel 3 | 50.1.1.2 b1}

10.0.2.11/24 Employes : C *

10.0.2.11/24 Sales = Local
RRTELY -V <Default> Intarnet - i |
12,125.10.0/24 Employes Intranet : &

- e Guest - -

1.112 Sales AN GRE i 3.0.1 ]
EmMpIOYesTy
L L[ a5 i ‘assthrough
Close

Figure 12: Configure a Route

Monitoring

ORACLE"

From the Oracle Talari Appliance's home page, Routing Domain names are displayed
in the System Status area of the screen.

System Status

Name: NCN-Primary-NCN-Primary
Model: T750
Appliance Mode: NCM
Management IP Address: 172.16.100.1
Appliance Uptime: 2 days, 18 hours, 39 minutes, 10.2 seconds
Service Uptime: 34 minutes, 44.0 seconds
Routing Domain Enabled: Employee
Guest
Sales
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Figure 13: Appliance Home Page

Under Monitor, and then Statistics, Routing Domain information is displayed, and
results can be filtered by Routing Domain for the following criteria:

*  Access Interfaces
*  WAN Links

e MPLS Queues

* Intranet Services
*  ARP

* LAN GRE

e Tunnels

* |Psec

* Routes

*  Flows

WAN Link Statistics

Filter: Employes inRouting Domain B ooy
Show 100 [Jentries  Showing 1 to 4 of 4 entries (fitered from 15 total entries) m
WAN Link A Access Interface Routing Domain P Address Proxy Address Proxy ARP State MAC Last ARP Reply Age (ms)
Client1-WL-2 (standby) /A ][Employee 101111 11110 VA wA [
Client-2WL2 N/A][Employee 102111 20.20.20.20 | N/A WA [NA
GEO-Site WL-2 /A][Employee 10100211 7717 |[NiA wA  |[wiA
NCN-Primary-WL-2 (standby) NCN-Primary-WL-2-A1-1 |[Employee 100211 3333 DISABLED wa |

Showig 1 1041 emies fiared 15 ol e O

Figure 14: WAN Link Statistics Filtered by Employee Routing Domain

Under Manage Network, and then View Configuration, wherever configuration
information for the following attributes is displayed, the Routing Domain is also
displayed:

 Sites
WAN Links

e Intranet Services
LAN GRE

e Tunnels
« |Psec
* Routes

*  Flows

Route Configuration

Routes for routing domain ‘Employes' :

Gateway IF Route Route

Address or Neighbor Eligibility Eligible
Num  Network Addr Next_Hop Service Site Cost Type Protocol Direct Type Based on

0 10.0.2.11/32 - NCH-Primary 5 static - - -

1 10.0.2.0/24 . IPHost NCK-Primary 5 Static - - - -

2 10.100.1.0/24 L NCR-Primary-GEO-Site GEO-Site 5 Statiec - - - -

3 10.100.2.0/24 - NCH-Primary-GEO-Site GEO-Site 5 static - - -

4 10.2.1.0/24 L NCN-Primary-Client-2 Client-2 5 Static - - -

5 10.2.2.0/24 L NCN-Primary-Client-2 5 Static - - - -

6 10.1.1.0/24 - NCH-Primary-Client-1 5 static - - -

7 10.1.2.0/24 . NCH-Primary-Client-1 5 Static - - -

B 11.123.10.0/24 » Internst 5 Static - » » -

9 0.0.0.0/0 - Internet 5 Static - - - -

10 0.0.0.0/0 . Passthrough 16  Static - - - -

11 0.0.0.0/0 L Discard NCK-Primary 16 Static - L =
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Dynamic Routing

Edge 5.0 introduces support for Dynamic Routing protocols. This feature enables your
Oracle Talari Appliance to discover LAN subnets, advertise Conduit routes, work more
seamlessly within networks using the Interior Border Gateway Protocol (IBGP) and
Open Shortest Path First (OSPF) protocols, potentially eliminate redundant equipment
(branch routers), and support graceful router failover.

Note: Edge 5.0 uses Interior BGP (IBGP) and OSPF as an Interior Gateway Protocol
(IGP).

Virtual IP Address Ildentity

To use a Virtual IP Address for Dynamic Routing, go to Sites, and then [Site Name],
and then Virtual IP Addresses. Click the Identity checkbox for a Virtual IP Address to
use it for IP services.

Virtual IP Addresses + 4 7

e 4 3 o I ¢ L L
0res FIENHA v gl TET2eCE O ETFLILY e Ll

10.0.0.5M6 athOviand § & Trusted |l
Trusted
Revert

Figure 15: Virtual IP Address Identity

Open Shortest Path First (OSPF) Routing Protocol

OSPF is an interior routing protocol that uses a link state algorithm to exchange
routing information between routers within a single routing domain (i.e., autonomous
system). You can now configure Oracle Talari Appliances to learn routes and advertise
routes using OSPF.

To configure OSPF:

1. Under Connections, and then [Site Name], and then Route Learning, and then
OSPF, and then Basic Settings click the Edit (¢ icon.

2. Click the Enable checkbox, enter an optional Router ID, click the Advertise APN
Routes checkbox if you wish to advertise Routes, and click Apply to enable OSPF.

ORACLE 11-8
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Route Learning 7
OSPF 7

Basic Settings & ?

* Enable

¢ Advertise APMN Routes

Router 10

Apply | Close

Figure 16: Enable OSPF
3. Expand OSPF > Areas and click the Edit icon.

Areas + 2 7

Name Source IP Address Interface Cost Authentication Type # el
ingDomain 4 | Virtualinterface-1 4 | 10,004 None 3 -

o

Figure 17: Configuring OSPF

1. Enter an area ID to learn from and advertise to.

2. For sites with multiple Routing Domains, under Virtual Interfaces choose a Routing
Domain from the drop-down menu as illustrated in Figure 17. The Routing Domain
determines which Virtual Interfaces are available.

Note: If there is only one Routing Domain configured, the Routing Domain column will
not appear. If Identity is not checked for a specific Virtual IP Address (see the Virtual
IP Address Identity section for more details), the associated Virtual Interface will not be
available for IP services.
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Choose one of the available Virtual Interfaces from the Name drop-down menu.
The Virtual Interface will determine the Source IP Address.

Enter the Interface Cost (10 is the default).
Choose an Authentication Type from the drop-down menu.
If you chose Password or MD5 in step 8, enter the Password associated text field.

In the Hello Interval field, enter the amount of time to wait between sending Hello
protocol packets to directly connected neighbors (10 seconds is the default).

In the Dead Interval field, enter the amount of time to wait to receive a Hello
protocol packet before marking a router as dead (40 seconds is the default).

Click Apply to save your changes.

Interior Border Gateway Protocol (IBGP)

Interior BGP (IBGP) is an exterior routing protocol designed to exchange routing
information between routing domains (i.e., autonomous systems). However, BGP may
be used for routing within a domain. In this application, it is referred to as Interior BGP.
You can now configure Oracle Talari Appliances to learn routes and advertise routes
using Interior BGP.

ORACLE

To configure Interior BGP (IBGP):

1.

Under Connections, and then [Site Name], and then Route Learning, and then
IBGP, and then Basic Settings click the Edit (¢) icon.

Click the Enable checkbox, click the Advertise APN Routes checkbox if you wish
to advertise Routes, enter an optional Router ID, and enter the number of the
Local Autonomous System to learn routes from and advertise routes to in the
Local Autonomous System field. Click Apply to enable IBGP.
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=l route Lea rming 7
OSPF
Eiser ?
[=] Basic Settings & ?

/ Enable

¢ Advertise APN Routes

Router |1D:

Lacal Autonomous System:
10

Figure 18: Enable IBGP
1. Expand IBGP, and then Basic Settings, and then Neighbors and click the Add
(+) icon.

Neighbars + # ?
Melghbar IR Hold Time(s) | Local Preference(s) (/5P Password

Default_RoutingDomain 3| etho-viano ¥+ 100,05 100.0.12 v

Figure 19: Add a Neighbor to a Site with a Single Routing Domain

Note: If there is only one Routing Domain configured, the Routing Domain column will
not appear. If Identity is not checked for a specific Virtual IP Address (see the Virtual
IP Address Identity section for more details), the associated Virtual Interface will not be
available for IP services

1. For Sites with multiple Routing Domains, choose a Routing Domain from the drop-
down. The Routing Domain determines which Virtual Interfaces are available.

2. Choose a Virtual Interface from the drop-down menu. The Virtual Interface will
determine the Source IP Address.

3. Enter the IP Address of the IBGP Neighbor router in the Neighbor IP field.
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4. Inthe Hold Time (s) field, enter the Hold Time, in seconds, to wait before declaring
a neighbor down (the default is 180).

5. Inthe Local Preference (s) field, enter the Local Preference value, in seconds,
which is used for selection from multiple IBGP routes (the default is 100).

6. Click the IGP Metric checkbox to enable the comparison of internal distances to
calculate the best route.

7. Inthe Password field, enter a password for MD5 authentication of IBGP sessions
(authentication is not required).

Filters are used to import or exclude routes learned via OSPF and IBGP based on
specific match criteria.

Filters + 2 7

E 100 <Any> [ Allowed_NCN_L( $
200 Def_RD
300 <Any>
[ 400 <Any>
500 <Any>
El soo <Any>

4+ 11.123.10.024
+ 1001024

>
ERE - R0 0]
eEEEBE ¢

alalalala

gig181818

g g5

22282322
z

I
I

anuab> CARBRE-E
I A
I

@ Export Route to Talari Appliances Eligibility Based On Gateway

APN Cost: Service Type:
Local

Eligibility Based On Path

Revert

Figure 20: Add a Filter on a Site with Multiple Routing Domains

1. Expand Route Learning, and then Filters and click the Add (+) icon.

Note: If there is only one Routing Domain configured, the Routing Domain column will
not appear.

1. Click the + next to your new Filter to expand the settings.
2. You can use the following criteria to construct each Filter that you create.

e Order: The Order in which filters are prioritized. The first filter that a route matches
to will be applied to that route.

* Routing Domain: To match routes from a specific routing domain, choose one of
the configured Routing Domains from the drop-down menu.

* Source Router: To match routes from a specific source router, enter the IP
address of the Source Router.

» Destination: To match routes by destination, choose Manual from the drop-down
menu and enter an IP Address and Netmask in the adjacent field or choose from
the list of available Network Objects.

»  Prefix: To match routes by prefix, choose a match predicate from the drop-down
menu and enter a Route prefix in the adjacent field.

*  The predicates are:
— Eqg: Equal to

— It: Less than
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— le: Less than or equal to

— gt: Greater than

— ge: Greater than or equal to

Next Hop: To match routes by next hop, enter the IP address of the Next Hop.

Protocol: To match routes by protocol, choose the protocol from the drop-down
menu (Any, OSPF, or IBGP) to learn routes from.

Cost: If the protocol for your filter is OSPF, to match routes by cost, choose a
match predicate from the drop-down menu and enter a route cost in the adjacent
field.

The predicates are:

— eq: Equalto

— It: Less than

— le: Less than or equal to

— gt: Greater than

— ge: Greater than or equal to

Include: Click the checkbox to Include routes that match this filter. Otherwise
matching routes are ignored.

Enabled: Click the checkbox to Enable this filter. Otherwise the filter is ignored.
Clone: Click the Clone icon to make a copy of an existing Filter.

Export Route to Oracle Talari Appliances: Click the checkbox to export matching
routes to Oracle Talari Appliances at other Sites when WAN-to-WAN Forwarding
is enabled. This functionality is enabled by default and only applies for the
following Service Types: Local, LAN GRE Tunnel, and LAN IPsec Tunnel.

Eligibility Based on Gateway: Click the checkbox to ensure that a matching route
is not used if its Gateway is unreachable.

Cost: Enter the cost that the Oracle Talari Appliance applies to matching routes
(the default is 6).

Service Type: Select the Service Type (e.g., Local, Internet, Intranet, LAN GRE
Tunnel, LAN IPsec Tunnel, or Passthrough) that will be assigned to matching
routes.

Service Name: For Intranet, LAN GRE Tunnel, and LAN IPsec Tunnel, specify the
name of the configured Service Type to use.

Eligibility Based on Path: Click the checkbox to ensure that a matching route is not
used if a chosen Path is dead. Choose a Path from the list of available Paths on
the drop-down menu below.

4. Once you have configured your filter, click Apply.

Network Objects

ORACLE

Edge 5.0 introduces Network Objects, a new option under the Global section in the
Configuration Editor. Now you can group multiple subnets together, and reference a
single Network Object when defining a Route Filter rather than creating a filter for each
subnet.
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1. If you plan to use Network Objects, navigate to Global, and then Network
Objects click Add (+).

Click Add (+) under Networks.
Enter the IP Address and Subnet of the new Network Object.
Click Apply to save the settings.

g H W D

To edit the Network Object's name, double-click on the name of the Network
Object and enter a new name.

MNetwork Objects ?

Metwork_Object_One
Networks + &

[§1]
=
=

Network C

10.0.0.1/24 1]

Close

Figure 21: New Network Object

Monitoring

Under Monitor, and then Statistics all functions for Routes supported in Edge 4.4 are
supported in Edge 5.0 regardless of whether a Route is Dynamic or Static.

Maximum allowed routes: 16000

Routes for routing domain ; CustA

Filter: in{ Any colimn + | mpoly
Show| 100 8 |enties  Showing 1105 of § entries []
INum* metwork Addr  OoTEway Service  heachable " cws  Type  Protcol NEBRDOT o HU isinge ElEibMity  Eigibiliy
I 1P Address Address Direct Count Type Value
. m-en-n- [ M- N
1 4 || * E i i = : E 0
o] 100.100.100.002: sk s g ER 5 o ves NrA A
1] 100.1.002¢ . Local vES M- Mstatic |- . 5 of ves A N/
NCN
2| 10010024 . Local NO {:“;’n Dynamic [|oseE |- 6 ofmo aw
300000 . Passthrough | YES . + s |- - 16 o ves N/ NI
[l . Discard VES . +|[seane g 16 o[ves NIA NI,
e o

Figure 22: Route Statistics for Dynamic and Static Routes

WAN Link IP Address Learning (DHCP Client)

Edge 5.0 introduces WAN Link IP Address Learning via DHCP Clients. This
functionality reduces the amount of manual configuration to deploy Oracle Talari
Appliances and reduces customers' ISP costs by eliminating the need to purchase
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static IP Addresses. Now Oracle Talari Appliances can obtain dynamic IP Addresses
for WAN Links on untrusted interfaces eliminating the need for an intermediary WAN
router to perform this function or a static IP.

Note: DHCP Client can only be configured for Oracle Talari Appliances configured as
Client Nodes.

To Configure DHCP for an Untrusted Virtual Interface, choose Client from the DHCP
dropdown menu under Sites, and then [Client Name], and then Interface Groups,
and then Virtual Interfaces.

SanFrancisco-Client
Basic Settings
Routing Domains
Interface Groups + # ?

Virtual Interfaces Ethernet Interfaces Bypass Mode Security Delete
11234 5 X1 X2 3 X4 % & Trusted -
native (0), vian332 (332), vlan345 (345 28 3 4 5 X1 X2 X3 X4 Fail-to-Block § Trusted 3§ [
AUX (0), aux332 (332), aux345 (345) 1 24 5 X1 X2 X3 x4 Fail-to-Block & Trusted & [
[E] vLAN349 (349), VLAN350 (350) 123 4 5| X B3 X4 Fail-to-Block § Untrusted 5 [
Virtual Interfaces  + Bridge Pairs  +
Name Routing Domain VLAN ID DHCP Delete Interfaces Delete
o s 2z

VLAN349 RD-ALL v| 340 4 ne o

VLAN350 RD-ALL + 350 + Client |
HA(Q) 1.2/ 3 4 5 X1 X2 X3 s Fail-to-Block & Trusted & [

Apply  Revert

Figure 23: Enable DHCP for a Virtual Interface

Under WAN Links, and then [WAN Link Name], and then Settings, and then Basic
Settings click the Autodetect Public IP checkbox to enable the Network Control
Node (NCN) to detect the Public IP Address to be used by the Public Internet WAN
Link.

Note: This is required when DHCP Client mode is configured for the WAN Link.

WAN Links 7
SPWLY
SFPWL2-Inter
Settings 7
Basic Settings 7
WAN Ingress
Physical Rate (cbps): Physical Rate (kbps):
10000 10000
¥ Set Permitted From Physical ¥ Set Permitted From Physical

Permitted Rate (kbpsk Permitted Rate (kbopsk

Note: Changing the access type of this WAN Link may cause automatically generated Paths to this link to be added or removed.

Access Type:
= ¢ Autedetect Public IP

Public Intemet 3

Standby

Figure 24: Autodetect Public IP
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Monitoring

The runtime Virtual IP Address, Subnet Mask, and Gateway settings are logged as in
4.4, Events are generated when Dynamic Virtual IPs are learned, released, or expired;
when there is a communication issue with the learned Gateway or DHCP server; or
when duplicate IPs are detected. If duplicate IPs are detected at a Site, Dynamic
Virtual IPs are released and renewed until all Virtual Interfaces at the site have unique
Virtual IP Addresses.

Under Manage Network > Enable/Disable/Purge Flows the DHCP Client WAN Links
table provides the status of learned IPs. From here you can request to Renew the IP,
which will refresh the lease time. You can also choose to Release & Renew, which
will get a new IP address with a new lease.

DHCP Client WAN Links
Ethernet Virtual . IP Address/ Gateway IP Leasle Remaining o o
WAN Link Duration Expiration Date Action
Interface Interface Prefix Address Seconds
Seconds

B 913 0n z

X2 VLAN349 || SFWL3-Inter 10.30.30.55/24 | 10.30.30.2 | 1800 1840 1/8/2016 Renew || Submit
4:28 on T~ .

X2 VLAN3S50 ([ SFWL4-Inter 10.20.20.53/24 || 10.20.20.2 || 86400 || 71035 11972016 Renew k|| Submit

Figure 25: DHCP Client WAN Links

IPsec VPN Termination

ORACLE

Expanding on the IPsec in Conduit feature introduced in 4.4, Edge 5.0 release allows
third party devices to terminate IPsec VPN Tunnels on the LAN or WAN side of Oracle
Talari Appliances. Now you can secure site-to-site IPsec Tunnels terminating on an
Oracle Talari Appliance using a 140-2 Level 1 FIPS certified IPsec cryptographic
binary.

Note: Bandwidth provisioning is not available for LAN side IPsec VPN termination.

If you plan to implement Certificates for IKE negotiation, navigate to Sites, and then
Certificates and add any necessary certificates.

[ certificates  ?

= Identity ?
MName Fingerprint Delete
talari-id 0F:31:F3:4E:B2:D4:31.75:AD:70:AD:7D:D8:35:64:47:8A:D0:68:95
=l Trusted ?
Name Fingerprint Delete
talari-ca 36:08:B7:5F:2A:BE:02:EB:5F :DE:45:B7:88:21:7F:60:59:6A:50:32
talari-root 81:C3:1D:51:EA:59:DB:B7:BA:78:01:D0:FF:2F :9D:35:46:D3:58:88

Figure 26: Certificates for IKE Negotiation

Navigate to Connections, and then [Site Name], and then IPsec Tunnels to create
an IPsec Tunnel.

You can configure the following criteria, and click Apply to save your settings:
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IPsec VPN Termination

AS-TB-CL-3
WAN-to-WAN Forwarding
Conduits
Internet Services
Intranet Services
WAN Links
IPsec Tunnels 4+ & ?

Bl intranat & VPN-ASA-1 £ 10305

10.101.0.100 i |

Version: Mode:
IKEv1 ¥ Main H

ldentity: Authentication Pre-Shared Key: &
IP Addrass & Pre-Shared Key &

Validate Peer Identity

DH Group:
Group 2 (MODP1024) 3

Hash Algorithm:
SHA1 H

Encryption Mode:
AES 256-Bit &

Lifetime (s): DPD Timeout (s):

300

Lifetime (s) Max:

Figure 27: IPsec IKEv1 Settings

e Service Type: Choose either Intranet or VPN from the drop-down menu.

rvice Type MName Local IF Peer I MTU Delete

* Name: If the Service Type is Intranet, choose from the list of configured Intranet
Services in the drop-down menu. If the service type is LAN, enter a unique Name.

e Local IP: Choose the Local IP address of the IPsec Tunnel from the drop-down

menu of available Virtual IP Addresses configured at this Site.
» Peer IP: Enter the Peer IP address of the IPsec Tunnel.

 MTU: The default is 1500, but you can enter a different value.

* IKE Settings

Version: Choose either IKEv1 or IKEv2 from the drop-down menu.

Mode: For IKEv1, choose either Main or Aggressive from the Mode drop-down
menu.

Identity: Choose either Auto or IP Address from the Identity drop-down.

Authentication: Choose either Pre-Shared Key or Certificate from the
Authentication drop-down menu.

*  Pre-Shared Key: If you are using a Pre-Shared Key, copy and paste it into
this field. Click on the Eyeball (@) icon to view the Pre-Shared Key.

*  Certificate: If you are using an Identity Certificate, choose it from the drop-
down menu.

Validate Peer Identity: Click the Validate Peer Identity checkbox to validate the

IKE's Peer Identity. If the peer's ID type is not supported, do not enable this feature.

e DH Group: Choose the Diffie—Hellman group (Group 1, Group 2, or Group 5) to
use for IKE key generation from the drop-down menu.

ORACLE
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*  Hash Algorithm: Choose MD5, SHA1, or SHA-256 from the drop-down menu to
authenticate IKE messages.

*  Encryption Mode: Choose AES 128-bit, AES 192-bit, or AES 256-bit as the
Encryption Mode for IKE messages from the drop-down menu.

» Lifetime (s): Enter the preferred duration, in seconds, for an IKE security
association to exist. The default is 3600 seconds.

* Lifetime Max (s): Enter the maximum preferred duration, in seconds, to allow an
IKE security association to exist. The default is 86400 seconds.

» DPD Timeout (s): Enter the Dead Peer Detection timeout, in seconds, for VPN
connections. The default is 300 seconds.

* IKEvV2 Settings

= intranet 4 VPN-CL4 4 10.3.05 2 o00.4.01 15i i |

IKE Settings

‘

Version:

IKEv2
Identity: Authentication: Certificate:

IP Address 3 Certificata H idcert H
Peer Authentication: Peer Pre-Shared Key: &

Pre-Shared Key e Validate Peer Identity
DH Group: Hash Algorithm: Integrity Algorithm: Encryption Mode:
Group 2 (MODP1024) § SHA1 H SHA1 H AES 128-Bit %

Lifetime (sk Lifetime (s) Max: DPD Timeout (sk

IPsec Settings

‘

IPsec Protected Networks 2

Figure 28: IPsec IKEv2 Settings

» Peer Authentication: Choose Mirrored, Pre-Shared Key, or Certificate Peer
Authentication from the drop-down menu.

Peer Pre-Shared Key: Paste the IKEv2 Peer Pre-Shared Key into this field for
authentication. Click on the Eyeball (@) icon to view the Pre-Shared Key.

e Integrity Algorithm: Choose MD5, SHA, or SHA-256 as the hashing algorithm to
use for HMAC verification from the drop-down menu.

e |Psec Settings
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Tunmel Type: PF3 Group:
egm . =Mones :

Encryption Mode:

AES 128-Bit 2
Lifietime (s): Lifetime [s) Max:
Lifietimea (KB): Lifetime (K8) Max:

Network Mismatch Behavior:
Dirop -

IPsec Protected Metworks ?

Source |P/Prefix Destination |P/Prefis Delete

Ravert

Figure 29: IPsec Settings and IPsec Protected Networks

Tunnel Type: Choose ESP, ESP+Auth, or AH as the Tunnel Type from the
dropdown menu.

PFS Group: Choose the Diffie—Hellman group (Group 1, Group 2, or Group 5) to
use for perfect forward secrecy key generation from the drop-down menu.

Encryption Mode: If you chose ESP or ESP+ Auth, choose AES 128-bit, AES
192bit, or AES 256-bit as the Encryption Mode for IPsec messages from the drop-
down menu.

Hash Algorithm: If you chose ESP+Auth or AH as the Tunnel Type, choose MD5,
SHAZ1, or SHA-256 from the Hash Algorithm drop-down menu to use for HMAC
verification.

Lifetime (s): Enter the amount of time, in seconds, for an IPsec security
association to exist. The default is 28800 seconds.

Lifetime Max (s): Enter the maximum amount of time, in seconds, to allow an
IPsec security association to exist. The default is 86400 seconds.

Lifetime (KB): Enter the amount of data, in kilobytes, for an IPsec security
association to exist.

Lifetime Max (KB): Enter the maximum amount of data, in kilobytes, to allow an
IPsec security association to exist.

Network Mismatch Behavior: Choose Drop, Send Unencrypted, or Use Non-IPsec
Route as the desired action for your Talari WAN to take if a packet does not match
the IPsec Tunnel's Protected Networks from the drop-down menu.

IPsec Protected Networks

— Source IP/Prefix: After clicking the Add (+ Add) button, enter the Source IP
and Prefix of the network traffic the IPsec Tunnel will protect.

— Destination IP/Prefix: Enter the Destination IP and Prefix of the network traffic
the IPsec Tunnel will protect.
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Monitoring

Under Monitor, and then Statistics when you choose IPsec Tunnel from the Show
drop-down menu, you can see the following criteria:

*  Tunnel Name

« State

e Service Type

* Packets Received
* Packets Sent

*  Kbps Received

» Kbps Sent

e Packets Dropped
*  Bytes Dropped

« MTU

atistics

Show: | IPsec Tunnal s Enable Auto Refresh |5 §|seconds ... « Show latestdata,
*sec Tunnel Statistics
Filter: n| Any column 4| Apply
show(100 &) entrles -Showing 1 to 8of & entries first | [Previous | [1] [Nest][ost
Name State Service Type Packets Received Kbps Recelved Packets Sent KbpsSent Packets Dropped  Bytes Dropped  MTU

ASTENCN-ASTE-CL1 [ Conduit 0 0 0 [ 0 ol 1359
ASTE-NCN-ASTB-CL-2 (| GOOD || Conduit o 0 o 0 0 off 1359
ASTE-NCN-AS-TB-CL-3 (| GOOD || Conduit 0 0 o 0 0 off 1359
AS-TH-NCN-AS-TB-CL+ (| GOOD || Conduit 0 0 0 o 0 o) 1359
WPN-ASA-1 |-| Intranet 0 ] (1] a 0 oj|_ 1427
VPN-ASAZ I -~ ] [ 0 0 o of 1377
VPN-PaloAlta | 0 [ o 0 o o] 1439
VPN-SonicWal I rtranet ] 0 0 0 0 o] 1436

Showing 1108 f 8 erries 0

Figure 30: IPsec Tunnel Monitoring

Under Manage Network, and then View Configuration when you choose IPsec
Tunnel from the Show dropdown menu, you can view the IPsec Tunnel configuration:
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IPsec Tunnel Configuration

Hame:

VEH-ASA-1

ipsec_service type=intranet
ike local ip addr=10.0.0.6
ike_remote_ip_ addr=10.101.0.100
network mtu=1500

ike version=2

ike auth=psk

ike_ identity=auto

ike_peer_ auth=cert

ike validate peer identity=1
ike_hash algorithm=sha256
ike_integ algorithm=sha25é
ike encryption mode=aes25é
ike_dhgroup=groupl

ike lifetime s=300

ike lifetime s max=86400
ike_dpd s=300

ipsec_tunnel mode=tunnel
ipsec_tunnel type=esp auth
ipsec_encryption mode=aesl28
ipsec_hash_algorithm=gha
ipsec_pfsgroup=nona
ipsec_lifetime s=28800
ipsec_lifetime s max=B6400
ipsec_lifatime kb=0
ipsec_lifetime kb max=0
ipsec_mismatch_behavior=drop
Protected Hetworks:

[1] 10.0.0.0/16 => 10.101.0.0/16
[2] 10.4.0.0/16 => 10.101.0.0/16
[3] 10.3.0.0/16 -> 10.101.0.0/16
[4] 10.2.0.0/16 => 10.101.0.0/16
[5] 10.1.0.0/16 -> 10.101.0.0/16

Figure 31: IPsec Tunnel Configuration

Standby WAN Links

WAN Links

?

[E new-Primary-wiL-1
NCN-Primary-WL-2
Settings /7 ?

Basic Settings 7

WAN Ingress WAN Egress
Physical Rate (kbps): Physical Rate (kbps):

G000 6000
¥ Set Permitted From Physical # Set Permitted From Physical
Permitted Rate (kbps): Permitted Rate (xops)

6000 6000

Note: Changing the access type of this WAN Link may cause automatically generated Paths to this link to be added or removed.

Access Type:

Public Internet n Autodetect Public IP
Public IP Address:

¥ Standby 3333

Figure 32: Standby WAN Link on Public Internet Connection

Edge 5.0 introduces Standby WAN Links, which you can configure so user traffic will
only be transmitted on that WAN Link when all other available WAN Links are dead or
disabled. This feature can only be configured for Private Intranet and Public Internet
Access Types. Simply click the Standby checkbox when you configure a Private
Intranet or Public Internet WAN Link in the Configuration Editor.

ORACLE"
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Monitoring

A Path that has at least one Standby WAN Link as an endpoint is considered a backup
Path. Under Monitor, and then Statistics all functions for Paths are supported
regardless of whether a Path is configured as a backup Path in Edge 5.0.

Show: [Patns (Summay)  v| @ EnableAutoRefresh (5 v|seconds Stop | @ Showltest data

it
Shon {100 ¥ ercres  Show 110 Toof s ennes  procesing B
Nam_ From ik Totnk ot sate Condutt siate Conitype sour er ) ossn s
[ [N R R Go00 E) e z 000 T
E_ Jhors cirrB ooy o0 I T 3 oo
L Jamw [V Soon oo e : Soo [
P ooy [T Soo0 oo [
R = o0 oo Tw :
s o [Crzrus Gandoy Gooo Goon o0]
[z PR J e PR GooD Gooo ) ITES |
s [azrusmmany Tnon.rue So00 oo e |
Nopar e G000 oo > oo oo
T nouus JlecsPus oraon Soo0 Gow e > Soo 7
s
n

T Jww | [ oo oo e : [
o 5708 Grnaoy Jcn-roe oo Goon e P

5 oy e Soon oo e P
T Jhorm Teer Goo oo
5 Jaew Tcnpav o o0

Tecerus cnrus e o0

Show[100_v] entries  Showing 1 (0.6 of 6 entries (kered from 16 total enties)

o From Link Totink Fathsiate Conduistte ConduitType sowr Jier )
e e [eLr-rus andby oo )
J[ccre08 tandon [nen-rus Goon Goon

ctz0s wandon Soon oo
[rcrrus o0 G000
e 708 ano o0 So00
Trcroe oo Goon

e [ o] (1] o] ]

Figure 34: Paths (Summary) Including Standby WAN Links Filtered
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Release 5.1 Features

This chapter includes features and enhancements released in 5.1.

Virtual Appliance VT800

Edge 5.1 introduces support for the new Virtual Appliance VT800. This new virtual
appliance supports different performance levels depending on how it is licensed. The
VT800 supports up to 200 Mbps of full-duplex performance, 8 Public WAN Links, 32
Private WAN Links, and scales higher than the VT500 to support more Conduits,
Paths, and tunnels.

Alarm System

ORACLE

Edge 5.1 introduces a new Alarm System that streamlines the configuration and
number of severity based alerts for network administrators. Now you can configure

contextually-based alarms with specific criteria for triggering and clearing alarm states.
To configure an Alarm:

1. Under Integrate Configure Alarms, click the Add Alarm button.

2. Select an Event Type from the drop-down menu.

| 2|
Trigger Duration (. co0o Clear Duration
(sec) (sec)

Cal] vlo

Trigger State Severity Email Sysiog SNMP

 SERAVICE

CONDUIT
WANLINK
PATH
DYNAMIC_CONOUIT
WAN_LINK_CONGESTION
USAGE_CONGESTION
FAN

i  POWER_SUPPLY
PROXY_ARP
ETHERNET
DISCOVERED_MTU
LAN_GRE_TUNNEL
IPSEG_TUNNEL

Figure 1: Select Event Type

1. Choose a Trigger State from the drop-down menu. When the Event Type enters
this state an Alarm is triggered. The options available on the Trigger State drop-
down menu are determined by the Event Type.

Alarm Configuration

Add Alarm 2
Event Type Trigger State ;I’sr;i)ge(nuranun Clear State :Cs'l::)r EEELE Severity Email Syslog SNMP
SERVICE i tlo o

DISABLED

STANDBY_NCN

Aorhy Settings ACTIVE_HA

STANDBY HA

ENABLED

ACTIVE_NGN

Figure 2: Select Trigger State
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1. Enter the amount of time (in seconds) in the Trigger Duration field that the Event
Type must remain in the Trigger state to trigger the Alarm. The default is 0
seconds, which would trigger the alarm immediately.

# Note:

The Trigger Duration field is not available for some Event Types.

1. Choose a Clear State from the drop-down menu. When the Event Type enters this
state the existing Alarm is cleared. The options available on the Clear State
dropdown menu are determined by the Trigger State.

Add Alarm 7;

Event Type Trigger State (Y;:‘?er DL Clear State ((';::; LLLEY Severity Email Syslog SNMP
SERWICE 4 STANDBY HA &0 tlo
SNW STANDBY_HA

Figure 3: Select a Clear State

1. Enter the amount of time (in seconds) in the Clear Duration field that the Event
Type must remain in the Clear State to clear the Alarm. The default is O seconds,
which would clear the alarm immediately.

" Note:

The Clear Duration field is not available for some Event Types.

1. Choose a Severity from the drop-down menu based on the urgency of the alarm.
The Severity is displayed in the alert that is sent out when the Alarm is triggered
and cleared and is also displayed with the Alarm under Diagnose Viewl/Clear
Alarms.

;nm o ﬂ

Trigger Duration o Clear DUration’ co. ority Email Syslog SNMP
(seq) tseq)

SERVICE 4 || STANDBY HA tlo $lo

Event Type Trigger State
DEBUG

INFO
Apoly Settings. NOTICE

WARNING
ERROR

l"E\-\‘-AEEF‘F;E]EN\’:\d i m
Figure 4: Choose a Severity

1. Select the alert delivery method by clicking the Email, Syslog, and SNMP
checkboxes. You can select multiple delivery methods, however, even if you do
not choose a delivery method, an alarm is produced that you can view on the
View/Clear Alarms page.

2. Click Apply to save the alarm.
3. Repeat steps 1 through 8 to add additional Alarms.
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Diagnose Alarms

To diagnose network issues based on current Alarms, you can use the Diagnose
Alarm page to see a list of all current Alarms. Click Diagnose, and then View/Clear
Alarms to sort and filter the list of Alarms, or clear them by clicking the Clear Action
checkbox at the end of an Alarm row then clicking the Clear Checked Alarms button
near the top of the page. Click the Clear All Alarms button to clear all current alarms.

Diagnose View/Clear Alarms

Alarms

Enable Auto Refresh Time Interval 5 [ seconds Refresh Clear Checked Alams Clear All Alarms ?

Triggered Alarms Summary

Filter: in| Any column B reoy
Show 100 [Jentries  Showing 1to 12 of 12 entries
Severity Object Type Object Name Trigger State Trigger Duration (sec) Clear State Clear Duration (sec) Clear Action

CRITICAL | conpurT Pittsburgh:Raleigh DEAD o][coop 0
CRITICAL | conpurT Pittsburgh:Portiand DEAD o][coop 0
Oerror__|[PaTH PittsburghLink->RaleighLink DEAD o[[coon []
Derror__|[PATH Pittsburghlink2->Raleighlink2 DEAD 0][coon 0
Derror |[PaTH RaleighLink->PitrsburghLink DEAD 0][oon [}
Derror |[PatH PortiandLink->PittsburghLink DEAD 0]/ soon 0
Derror_|[PatH PittsburghLink->PortiandLink DEAD o[[coon 0
@cerror|[PATH Pittsburghlink2->Portiandlink2 DEAD 0][coon 0
D error__|[PaTH RaleighLinkz->Pittsburghlink2 DEAD 0][coon 0
“ERROR PATH PortlandLink2->PittsburghLink2 DEAD 0 || Goop o
WARNING || WANLINK PittsburghLink DEAD 0][coon 0
WARNING || WANLINK PittsburgLink2 DEAD 0][coon 0

Showing 1 to 12 of 12 entries

Figure 5: View or Clear Alarms

Route Export Filters

For networks in which Route Learning has been enabled, Edge 5.1 provides more fine
grained control over which Edge routes are advertised to routing neighbors rather than
advertising all or no routes. Export Filters are used to include or exclude routes for
advertisement via OSPF and IBGP based on specific match criteria.

Under Connections, and then (Site Name), and then Route Learning in the
Configuration Editor, Import Filters are separate and distinct from Export Filters. You
may configure up to 32 Export Filters.

= Route Learning  ?

[£ oser
[ sce
Bl import Fiters 4 & 2
= 100 Alowed CL1 Local Notworks e Any o o
] 200 <Manual> 111230016 oa Any @ O
[ exportFiers + 2 7
100 <Manuab ea eq Conduit @ ©O
200 <Manuat- 0.0.0.032 e 0 e Any o

You can use the following criteria to construct each Export Filter that you create:

e Order: The Order in which filters are prioritized. The first filter that a route matches
to will be applied to that route.

» Service Type: To match filters from a specific routing domain, choose one of the
configured Routing Domains from the drop-down menu.
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* Network Address: Enter the IP Address and Netmask or configured Network
Object that describes the route's network.

»  Prefix: To match routes by prefix, choose a match predicate from the drop-down
menu and enter a Route prefix in the adjacent field.

* APN Cost: The method (predicate) and the APN Route Cost that are used to
narrow the Selection of routes exported.

» Service Type: To match routes by Service Type, select the Service Type (e.g.,
Local, Internet, Intranet, LAN GRE Tunnel, LAN IPsec Tunnel, or Passthrough)
from a list of existing, supported Services.

* Site/Service Name: If you select a Service Type, you may also need to select a
specific Site or Service Name

* Gateway IP Address: If you choose LAN GRE Tunnel as the Service Type, enter
the Gateway IP for the tunnel.

* Include: Click the checkbox to Include routes that match this filter. Otherwise
matching routes are ignored.

* Enable: Click the checkbox to Enable this filter. Otherwise the filter is ignored.

* Clone: Click the Clone icon to make a copy of an existing Filter.

Operating System Patching

To facilitate the expeditious distribution of Debian patches to customers, those patches
will now be bundled in new OS patches that are separate from Edge Software updates
and full OS updates. OS patches can be independently uploaded and installed to the
active OS partition on Oracle Talari Appliances running OS 4.1 or later and each patch
builds on the previously uploaded patch.

To see the Currently Installed Patch Level, navigate to Manage Appliance OS
Partitions. To upload new OS patches, scroll down to the OS Patch Network Upload
area of the page.

08 Patch Metwork Upload
This section allows a Talari O5 Patch to be uploaded from the web browser.
Currently Installed Patch Level: 4.5P0

Filename: Cheose File Mo file chosen

Uplead

Figure 7: OS Patch Network Upload

Once you download a new patch to your local machine, click the Choose File button
to select the file you downloaded and click Upload to install the patch to the active OS
partition on your Oracle Talari Appliance. For a more in depth explanation of OS
patching, please refer to the OS Partition Update Guide.

Customizable Web Console

ORACLE

Now you can customize the look and feel of your Oracle Talari Appliance's Web
Console. Edge 5.1 allows network administrators to add a Custom Login Message, a
Custom Support Link, and Upload a Custom Logo to brand their Oracle Talari
Appliances' web interfaces.
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From the Manage Appliance HTTPS Settings in the Custom Login Message area,
enter a message to appear on the login page for appliance users. Click the Allow
HTML box to format and style your message with HTML. When you are done, click the
Save Login Message button to save the message.

Custom Login Message
Set a custom message to be displayed on the login page. HTML may not include input fields or embedded content such as iframes.

Allow HTML:
Custom Login

Figure 8: Custom Login Message

In the Custom Support Link area of the HTTPS Settings screen enter a Support
Link Name and your organization's Support Link URL to create a link on the
appliance login page.

Set a custom name and URL for the support link shown on each page. The URL must include the http:// or https:// prefix.
Support Link Name:

Support Link URL:

Save Support Lnk |

Figure 9: Custom Support URL

From the Upload Custom Logo section on the HTTPS Settings screen, you can
upload a logo to replace the Talari logo on your appliance. Click the Choose File
button, choose the logo image you want to upload, and click Upload Custom Logo. If
you need to remove the logo you updated, click Remove Custom.

Upload Custom Logo

Upload a custom image file (png, jpg or gif) to be displayed in place of the Talari Logo.
NOTE:For best results, image should be 167px wide and 72px high.
Custom Logo Filename: Choose File | No file chosen

Upload Custom Logo |

Remave Custarmn Logo |

Figure 10: Custom Logo

Here is an example of the login screen of an Oracle Talari Appliance with a Custom
Logo and Custom Login Message.
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OEBFﬁﬁa ny

Return Home

Username:
Password:

B =

rized users only. Usage of *
ed and recorded by system personnel.

Figure 11: Customized Web Console

DHCP Relay and DHCP Server

Edge 5.1 introduces the ability to use your Oracle Talari Appliances as either DHCP
Servers or DHCP Relay Agents to simplify your network's configuration. Now you can
use your Oracle Talari Appliances to issue IP Addresses via DHCP or forward DHCP
packets between clients and servers where necessary.

< Note:

DHCP Relay and DHCP Server require appliances to be running OS 4.5 or
later.

Management Interface DHCP Server

From the Manage Appliance Local Network Settings screen you can now configure
the Management Interface DHCP Server. Click the Enable DHCP Server checkbox
to start the server, then enter the Lease Time (in minutes), the Domain Name, and
define the IP Address range by entering a Start IP Address and an End IP Address.

nay, subnet mask, and DNS servers) for DHCP offers. The DHCP Server

DHCP Server Status:  runnin,

Enable DHCP Server:  [4]

Lease Time (minutes): I\ 440

Demaln Name: [se
Start IP Address: Il'_‘Ql 1

End IP Address: TR —

Change Settings
Show Chents | Clear Clhents

Figure 12: Configure DHCP Server

Click the Change Settings button to finish configuring the DHCP Server. Click the
Show Clients button to view the current DHCP clients, and click the Clear Clients
button to release the current DHCP Client Leases.
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< Note:

If you plan to use DHCP Server on an Oracle Talari Appliance configured for
High Availability (HA), do not configure the service on both the Active and
Standby appliance. Doing so will lead to duplicate IP Addresses on the
defined management network.

Client IP Address  Lease Start Time Lease End Time Client MAC Address Client Hostname State
10312 |[Tue Feb @ 00:00:27 2016][Tue Feb © 00:00:27 2016 |[36:5e:b5:f3:43:99  |[ASTB-CL3TN _ |[active]

Figure 13: DHCP Server Client Database

DHCP Relay

Network administrators can use the DHCP Relay service on the management port of
Oracle Talari Appliances to relay requests and replies between local DHCP Clients
and a remote DHCP server. This allows local hosts to acquire dynamic IP Addresses
from the remote DHCP Server. For a more in depth explanation of DHCP Relay,
please refer to Using Oracke Talari Appliances as DHCP Replay Agents.

From the Manage Appliance Local Network Settings Screen you can configure the
Management Interface DHCP Relay. Click the Enable DHCP Relay checkbox to
enable the service. Enter the DHCP Server IP Address and click the Change
settings button to begin using your appliance as a DHCP Relay Agent.

< Note:

If you plan to use DHCP Relay on an Oracle Talari Appliance configured for
High Availability

(HA), do not configure the service on both the Active and Standby appliance. Doing so
will

lead to duplicate IP addresses on the defined management network.

Management Interface DHCP Relay

= b

Enable DHCP Relay: ]
DHCP Server IP Address: 192.168.51.10

Change Settings

Figure 14: Enable DHCP Relay
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Release 5.2 Features

This chapter includes features and enhancements released in 5.2.

Support for 550 Sites

Edge 5.2 supports the ability for a T5200, functioning as an NCN, to create up to 550
static Conduits without loss of performance and with full support for all previously
existing features, including up to 16,000 Routes. The user also gains the ability to
have up to 23,000 WAN Paths, 11,000 WAN Links, 512,000 Flows, and 200,000
Rules.

Stateful Firewalll

Edge 5.2 provides a firewall built into the Oracle Talari Application. The firewall allows
Policies between Services and Zones, and supports Static NAT, Dynamic NAT (PAT),
and Dynamic NAT with Port Forwarding. Additional firewall capabilities include:

e Filtering traffic flows between Zones

e Filtering traffic between services within a Zone

« Filtering traffic between services that reside in different Zones
»  Filtering traffic between services at a site

» Defining Filter Policies to Allow, Deny, or Reject flows

e Tracking flow state for selected flows

e Applying Global Policy Templates

e Support for Port Address Translation for traffic to the Internet on an untrusted port,
as well as port forwarding inbound and outbound

To simplify the configuration process, firewall Policies are created at the Global level.
This Global configuration consists of Pre-Appliance and Post-Appliance site Policy
Templates that can be applied to all sites within Edge. For a more in-depth explanation
of the Stateful Firewall feature in Oracle SD-WAN Edge 5.2 GA, please refer to SD-
WAN Firewall Configuration Guide.

DHCP Relay & DHCP Server

ORACLE

Devices on the same network as the Oracle Talari Appliance's LAN/VLAN interface
may now use the DHCP Relay & DHCP Server features to provide those devices with
their IP configuration. These features help to simplify the client site network by
reducing the amount of equipment necessary.

 DHCP Relay

Network administrators can now use the DHCP Relay service on data ports of Oracle
Talari Appliances to relay requests and replies between local DHCP Clients and a
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remote DHCP Server. This allows local hosts to acquire dynamic IP addresses from
the remote DHCP Server.

To configure DHCP Relay, navigate to Manage Network > Configuration Editor >
Sites > [Site Name] > DHCP. Expand Relays then specify the data ports to be used
and the Server IP address.

- + Add

DC
Angelina-CFB
[= Brazoria_Branch_Dickinson-CFB
Basic Settings
Routing Domains
Interface Groups
Virtual IP Addresses
LAM GRE Tunnels
WAN Links

Certificates
EloHce ?
Server Subnets
El relays ?
Virtual Interface Server P Delete

MPLS-Data  10.196.4.139
High Availability

Connections

Provisinning

e DHCP Server

Network administrators can now also use the DHCP Server feature on data ports of
Oracle Talari Appliances to allow local hosts to acquire dynamic or static IP
addressing directly from the Oracle Talari Appliance.

To configure DHCP Server:

1. Navigate to Manage Network > Configuration Editor > Sites > [Site Name] >
DHCP and expand Server Subnets.

2. Select the Virtual Interface to be used and specify the range of IP addresses
allowed to be dynamically assigned to local hosts.

Users may also choose to enter additional information in this section that hosts will
then be configured with as well, such as gateway IP, DNS, and an Option Set
(described below).

ORACLE"
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The Hosts option of this drop down allows users to manually tie specific IP addresses
to specific hosts via host MAC address if desired.

rls

B angelina-crs 1T}
Basic Settings
Routing Domains
Interface Groups
virtual IP Addresses
LAN GRE Tunnels
WAN Links

Certificates
ElpHce ?
=l server subnets  + 2?
Virtual Interface IP Subnet Domain Mame Primary DNS Secondary DNS Enable Delete
Bl mPLs Data 10.200.247.41/24 192.168.51.5 J |1}
Ranges +
Range Start IP Range End IP Gateway IP Option Set Delete
10.200.247.200 10.200.247.205 10.200.247 1 New DHCP Option Set o
Hosts  +
Fixed IP Address MAC Address Option Set Delete
10.200.247.206 1a:0a:45:14:e1:52 <None> o

Relays
High Availability
Brazoria_Branch_Dickinson-CFB

Connections

Provisioning

dits: 0

< Note:

The following feature is optional, not required.

DHCP Option Sets are a group of DHCP settings or paramters that can be applied to
inidividual IP address ranges. To create DHCP Option Sets, navigate to the Global
section of the configuration and expand Options. Enter the required settings you
would like to include in the set, then click Apply.

ORACLE"
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Global

[# apN settings
= Routing Domains
[F firewall
[# applications
Network Objects
[# Default sets
DHCP Option Sets ?
New_DHCP_Option_Set
Options + # ?

Mame Option Number

Default Lease Tinv | 0
Custom v | 224

“endor encapsulated option
NetBIOS Name Server
NetBIOS node type

TFTP Server Name

TFTP Server Address

IP Telephone

Max Lease Time

m Defaul Lease Time
Subnet Mask

[# autopat
WAN-to-

Eoc Router
= Angelina Domain Name Server
Domain Name
[# sasic Custom

= Routing Domains
Finterface Groups

Data Type
Integer v | 3000
Integer v

Value Delete

*

Gdl 7|

Apply | Revert

Your DHCP Option Set must then be tied to a DHCP range and is done so in the Sites
section where the IP address range was defined.

Global
DC

=) Angelina-CFB
[# Basic Settings
[# Routing Domains
Interface Groups
virtual IP Addresses
LAN GRE Tunnels
WAN Links
Certificates
EloHer 7

[Elserver subnets

+27?

= Relays
High Availability
Brazoria_Branch_Dickinson-CFB

Connections

Provision

dits: 0

Virtual Interface IP Subnet Domain Name Primary DNS
[l mPLs-Data 1020024741724 192.168.51.5
Ranges 4+
Range Start IP Range End IP Gateway IP
10.200.247.200 10.200.247.205 10.200.247 1
Hosts  +
Fixed IP Address MAC Address
10.200.247.206 1a:0a:45:f4.e1:52

<None>

Secondary DNS Enable Delete

N |

Option Set
New DHCP Option Set o

Delete

Delete

]

Option Set

“

ORACLE"

13-4



Chapter 13
Standby WAN Link (VSAT)

To view a list of Clients from the DHCP Server Database, navigate to Monitor >
DHCP from the web Ul.

Client [P Lease Start Lease End Time Client MAC Client Hostname State

Address Time Address
Mon Jul 11 | Mon Jul 11
15:23:23 2016 15:29:23 2016

Routing Domain

active

3a:1a:dc:67:ca:b4

10.200.247.200

TexasF_AngelinaZ_TH

Default_RoutingDomain

| Close

Standby WAN Link (VSAT)

Introduced in Edge 5.2, this feature gives users the ability to have as many as three
Standby WAN Links with customizable priorities per location, providing users the
flexibility to use the more expensive links only when needed. The Standby WAN Links
may be activated to supplement Conduit bandwidth when specified thresholds are met
(On-Demand Standby) or when all primary WAN Links are DEAD or Disabled (Last-
Resort Standby).

Below are steps to enable this feature. This example chooses the On-Demand
Standby option:

1. Set the WAN Link mode using the Configuration Editor under Sites > [Site Name] >
WAN Links > [WAN Link Name] > Settings > Advanced Settings > WAN Link
Mode.

Sites

NYC

Basic Settings
Routing Domains
Interface Groups
Virtual IP Addresses
LAN GRE Tunnels
[ElWAN Links 4 ?

[=) Settings 2 ?
Basic Settings ?
Advanced Settings ?
Provider ID: Frame Cost (bytes):
0
Congestion Threshold (ps): MTU Size (bytes):
20000 1500
WAN Link Mode: Priority:
On-Demand Standby 1
Heartbeat Interval:
1 second

ORACLE"
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The Priority option is a value to indicate which Standby WAN Link will be activated in
which order and the Heartbeat Interval can either be set or disabled.

# Note:

A more detailed definition of the three modes available can be found by
clicking the ? icon to display the help text.

" Note:

A WAN Link configured in Standby mode can not have Internet or Intranet
Services enabled on it, this will result in a Configuration Audit Error.

2. Create a Default Set in the Global section that will be used for Conduits using the
Standby WAN Link.

APN Settings
Routing Domains
Firewall
Applications
Network Objects
Default Sets 7
Conduit Default Sets ?
New_Conduit_Default_Set
Classes
Rules
IPsec Settings
Advanced Settings # ?

Standby WAMN Link(s) Activation

Bandwidth threshold in a percentage of the
total egress permitted rates of regular WAN
links in the conduit (%):

20

Apply Close

Under Advanced Settings, the user is able to specify a bandwidth threshold in terms
of a percentage of the total WAN Egress Permitted Rates of regular WAN Links. If the
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available bandwidth provided by the regular WAN Links in the conduit falls below this
bandwidth threshold, On-Demand Standby WAN Links in the Conduit will be activated
to supplement bandwidth.

Apply the Default Set to specific Conduits under Connections > [Site Name] >
Conduits > [Conduit Name] > Local Site > Basic Settings > Default Set.

NYC
BUFF
[=}syr
WAN-to-WAN Forwarding
[} Conduits + ?
Dynamic Conduits
[=] BUFF-SYR i ?
[<} Local Site  ?
[=] Basic Settings 2 ?

Disable Reverse Also

Tracking IP Address:

Default Set:
New_Conduit_Default_Set

< Note:

Step 2 is only required when choosing the On-Demand Standby option and
is not applicable for Last-Resort Standby WAN Links.

Output from the Monitor > Statistics page of the web Ul will let you know which WAN
Links are in Standby mode. The user will observe minimal amounts of traffic traversing
such links, depending on how the Heartbeat Interval and Activation thresholds have
been configured.
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Adaptive Bandwidth Detection

1

BUFF-MPLS

BestEffort

GOOD

GOOD

Static

show 100 [Jentries  Showing 11012 0f 12entries  Processing..
Num & From Link To Link Path State Conduit State Conduit Type BOWT Jitter (mS) Loss%  kbps Congestion
1 BestEfort NYCMPLS GOOD GOOD Static 5 3 000|248 NO
2 £ NYC-MPLS GooD G0ooD Static B 3 ooo] 2828 NO
3 SYR-Charter (standby) NYC-DSL GOOD GOOD Static 5 4 000 039 NO
4 NYC.DSL SYR-Charter (standby) GooD G0ooD Static 2 4 0.00 039 NO
5 NYC-MPLS BestEffort GOOD GooD Static 3 3 ooo][ 1604 NO
s NYCMPLS e GooD G0ooD Static B 3 ooo] 1838 NO
7 BestEffort BUFF-MPLS GOOD GooD Static 5 5 ooo|[ 1973 NO
s £ BUFF-MPLS GooD G0ooD Static B 5 ooo] 2295 NO
9 SYR-Charter (standby) BUFF-CLink GOOD GOOD Static 5 4 000 039 NO
0 BUFF-CLink SYR-Charter (standby) GooD GooD Static 2 4 0.00 055 NO
2 6
B 5

12

BUFF-MPLS

EF

GOOD

GOOD

Static

Showing 1 to 12 of 12 entries

Adaptive Bandwidth Detection

This feature is introduced in Edge 5.2 for users with VSAT, LOS, Microwave,
3G/AG/LTE WAN Links, whose available bandwidth varies based upon weather and
atmosphere conditions, location, line of site obstructions, etc. It allows the Oracle
Talari Appliance to adjust the bandwidth rate on the WAN Link dynamically based on a
defined bandwidth range, to use the maximum amount available without marking the
paths BAD.

To enable this feature:

1.

In the Configuration Editor, navigate to Sites > [Site Name] > WAN Links >
[WAN Link Name] > Settings > Advanced Settings.

Check the Adaptive Bandwidth Detection box and enter in the Minimum

Acceptable Bandwidth.
[E] settings 2 ?

< Note:

Basic Settings

Advanced Settings

Provider ID:

WAN Link Mode:
Regular Active

Eligibility
Cell Networking

Congestion Threshold {ps):

20000

7| Adaptive Bandwidth Detection

Frame Cost (bytes):

0
0

MTU Size (bytes):

1 5040}
200

Minimum Acceptable Bandwidth (Percent
Conduit Egress %):

“

8
= | =

There is no specific logging or event alerts for this feature, but users may
refer to Monitor > Performance Reports for a historical trend in bandwidth

rates.

To schedule recurring bandwidth tests after enabling Adaptive Bandwidth Detection:

ORACLE
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1. Navigate to Diagnose > Path Bandwidth.

2. Under Schedule Path Bandwidth Testing, click the Add button. Select the Path
Name to test on, Frequency, Day of Week (if applicable), Hour (if applicable), and
Minute, then click Apply Settings.

Diagnose Path Bandwidth Talari Support

~ Instant Path Bandwidth Testing

Path: NCN-site-WL-1->CL1-site-WL-1 [ 2

Test

|- Schedule Path Bandwidth Testing

Add
Path Name Frequency Day of Week Hour Minute
CL1-site-WL-1->NCN-site-WL-1 [ every 4 hours i) Sunday 0 o g

Apply Settings

~ History Path Bandwidth Testing Result

Show 50 Edentries  Showing 0 to 0 of 0 entries
Search

| Num From Link To Link Test Time Min Bandwidth (kbps) Max Bandwidth (kbps) Avg Bandwidth (kbps) |
HND data available in table “

Showing 0 to 0 of 0 entries

" Note:

If Adaptive Bandwidth Detection is configured but recurring bandwidth testing
is not scheduled, the bandwidth test will run once and the Oracle Talari
appliance will use that one-time result. Recurring bandwidth testing is
required for Adaptive Bandwidth Detection to function as intended.

Users may monitor the bandwidth detected on these links from the web Ul under
Monitor > Statistics > WAN Link Usage > Local WAN Egress On Demand WAN
Link Usages.

Local WAN Egress On Demand WAN Link Usages

Filter: in| Any column v Apply
Show| 100 v |entries  Showing 1to 2 of 2 entries m
Adaptive Bandwidth Detection
r 1
WAN Link WAN Link  Standby Confitured Minimum Maximum Allowed ~ CurrentAllowed  Conduit Conduit Activate On Demand Conduit Usable In
Mode Priority 3 Acceptable BW Kbps BW Kbps BW Kbps Name Threshold Kbps Bandwidth Kbps Use
e OnDemand | 1 Local 2940 9800 3040 HChi sl 2940 3040 Yes
Inet (standby) Client-test
entsatcom | RBY" | yp No A NA NA | e o 240 3940( No
Active Client-test
Showing 1 to 2 of 2 entries m

Active Bandwidth Testing

Edge 5.2 provides users the ability to issue an instant path bandwidth test, or to
schedule such testing to be completed at specific times on a recurring basis. This
feature will be useful for demonstrating how much bandwidth the user has between
two locations during new and existing installations, also for testing paths to determine
the outcome of setting and confirmation changes, such as adjusting DSCP tag settings
or bandwidth Permitted Rates.

To use this tool:

1. Navigate to Diagnose > Path Bandwidth.
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2. Select the desired Path and click Test.

Diagnose Path Bandwidth

Talari Support

nstant Path Bandwidth Testing

Path: NYC-DSL->BUFF-CLink ?

Test

Results

Minimum Bandwidth:19850 kbps
Maximum Bandwidth:20663 kbps
Average Bandwidth:20266 kbps

Schedule Path Bandwidth Testing

Add
Path Name Frequency Day of Week Hour Minute
NYC-MPLS->BUFF-MPLS [ every day B Sunday 0 B » B
BUFF-CLink->NYC-DSL [ every 12 hours [ Sunday 0 15 kg
Apply Settings
History Path Bandwidth Testing Result
Filter: anycounn B Apply

Show | 10 a entries Showing 11 to 20 of 34 entries

Test Time (hh:mm on mm/dd/yyyy) Min Bandwidth (kbps) Max Bandwidth (kbps)
[[BUFF-cLink ][ 10:18 on 7/7/2016 I 1962 | 2026 ||
[ BUFF-CLink ][ 10:34 on 7/7/2016 I 1986 | 2018 ||

EEE

Avg Bandwidth (kbps)
1999
2004

Num From Link To Link
[11 [[Mrcost
[1z_ [nrcost

The output will display the minimum, maximum, and average bandwidth results of the
test. Along with the ability to test the bandwidth, the user can now change the
configuration file to use the learned bandwidth. This is accomplished via the Auto
Learn option is under Site > [Site Name] > WAN Links > [WAN Link Name] >
Settings and if enabled, the system will use the learned bandwidth.

Users may also schedule reoccurring tests of path bandwidth in weekly, daily, or
hourly intervals.

Diagnose Path Bandwidth

Talarl Support

nstant Path Bandwidth Testing

Path: NYC-DSL->BUFF-Clink a ?

Test

Results

Minimum Bandwidth:13850 kbps
Maximum Bandwidth:20663 kbps
Average Bandwidth:20266 kbps

Schedule Path Bandwidth Testing

Add
Path Name Frequency Day of Week Hour Minute
NYC-MPLS->BUFF-MPLS [ every day B Sunday o B » B
BUFF-CLink->NYC-DSL [ avery 12 hours [ Sunday 0 15 kg
Apply Settings
History Path Bandwidth Testing Result
Filter: Anycounn B Apply

Show | 10 B entries Showing 11 to 20 of 34 entries

EEE

Num From Link To Link Test Time (hh:mm on mm/dd/yyyy)

Min Bandwidth (kbps) Max Bandwidth (kbps) Avg Bandwidth (kbps)
[11 |[nvcpst  |[BUFF-CLink |[10:18 on 7772016 I 1962 2026 | 1999
[12 J[nrcDsL  J[BUFF-CLink || 10:34 on 7/7/2016 I 1986 | 2018 || 2004

¢ Note:

A history of the path bandwidth testing results will be displayed at the bottom
of this page and results will archive every 7 days.
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SNMPv3 Polling and Trap Capability

< Note:

The platform only supports a single user account for each SNMPv3

capability.

To configure SNMPv3 Polling and Traps, navigate to the SNMPv3 section of the
Integrate > Configure Events and Alerts page and fill in the fields as required.

SMMP v3

#| Enable v3 Agent

User Name talariuser
Password sesssnans
Verlfy Password
Authentication MD5 v
Encryption DES ~

#| Enable v3 Traps | Send v3 Test Trap |
Destination IP Address{es) 172.16.13.101
Port 162

User Name talariuser
Password sesssnans
Verlfy Password
Authentication MD5 v
Encryption DES ~

Eligibility for IPsec Non-Conduit Routes

Prior to Edge R5.2, IPsec tunnel routes would remain in the route table even if the

tunnel became unavailable.

ORACLE
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Statistics

Show:  Reutes. v Enable Auto Refresh |5 v seconds Refresh | Clear Counters on Refresh | Purge dynamic routes

Maximum allowed routes: 16000

Routes for routing domain : Defaulc RoutingDomain

Filter: DC1-Intrane

Show 100 v |entries  Showing 1 to 2 of 2 entries (filtered from 27 total entries)

Num 4 Network Addr Gateway IP Adaress service Reachable  SiteIPAddress  Site  Type  Protocol  NeighborDirect  Cost  HitCount  Eligible
[ 2|[103103032 |+ Jloctinwaner [ves I Jloct Jstenc [ I s 22| ves ]|
T [octimraner e i oo Jeee |l B = el

Showing 1 to 2 of 2 entries (filtered from 27 total entries)

Routing Table Example A

Using the Keepalive option under Connections > [Site Name] > IPsec Tunnels
enhances such behavior so that the IPsec Non-Conduit Routes will now be considered
ineligible when the IPsec tunnel is no longer available.

Connections

Eloc
[F) WAN-t0-WAN Forwarding
[ conduits
Internet Services
Intranet Services
I WAN Links
ElipsecTunnels + 2 ?

Service Type Name Routing Domair Firewall Zone ocal IP Peer P MTU Keepalive  Delete

B intranet DC1-Intranet <Defaull <Default> 10.0.10.11 10.3.10.30 ) v i}

IPsec Settings ?
IPsec Protected Networks ?

Source IP/Prefix Destination IP/Prefix Delete

10.0.10.0/24 10.4.10.0/24 i

Statstics

Show:  Routes v Enable Auto Refresh |5 7 seconds | Refiesh | @ Clear Counters on Refresh | Purge dynamic routes

Maximum allowed routes: 16000

Routes for routing domain : Default_ RoutingDomain
Filter: DC1-Intrane

Show 100_v|entries  Showing 1 to 2 of 2 entries (fitered from 27 total entries)
Protocol  NeighborDirect  Cost  HitCount Eligible

11 |[ves I
ofve

Num *  Network Addr Gateway IP Address Service Reachable  Site IPAddress  Site  Type
[ 2][1031030m2 [+ Jloctintraner[ves I Jloct J[stauc [ | sl
| 23][i041002¢ I+ J[oci-itranet_][no I+ JloctJ[swatc_][- Il Il s

Showing 1 ta 2 of 2 entries (filtered from 27 total entries)

Routing Table Example B

Additional Enhancements

Routing Enhancements

e OSPF Type5to Type 1

Users now have the ability to decide whether learned OSPF routes are exported as
external Type 5 or intra-area Type 1.

e Hairpin from non-WAN-to-WAN Forwarding Site

Users may nhow configure a 0.0.0.0/0 route to hairpin traffic between two locations
without impacting any additional locations. If used for Intranet traffic, specific Intranet

ORACLE"
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routes will be added to the Client site to forward Intranet traffic through the Conduit to
the hairpin site. Enabling WAN-to-WAN Forwarding to accomplish this is no longer
necessary.
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Release 6.0 Features

This chapter includes features and enhancements released in 6.0.

Application Packet Filtering

¢ Note:

Prior to Edge 6.0 GA, the objects that perform MOS scoring were originally
called “Applications” but have been renamed “Rule Groups” in this, and
future, releases.

In Edge 6.0 GA, Applications are a set of one or more rule match criteria, such as IP
address, Protocol, DSCP, or Port Number. An Application is a way to put an identifier
on a packet when it enters the system to track it. Once a flow has been matched to an
Application type, the Application identifier can be used either on the rule or firewall
filter as possible match criteria to handle this type of traffic as needed.

Applications

In the Configuration Editor under Advanced > Global > Applications, click Add (+) to
create a new Application that will allow for multiple different criteria.

Edit Application

PHUH[Y Name:
100 ICMP_IPERF @ Enable

Application Match Criteria  +
Protocol Pert1 Port2 Network IP Address 1 Network IP Address 2 DsCP Delete

TCP () v 5001 Any v
ICMP (1) N Any v
TCP (8) v 5004 Ay v
TCP () v 5003 Any v
TCP (6) v 5002 Any v

EEE EE

Apply Cancel

Figure 1: Add a new Application

Apply the Application to Firewall Policies

ORACLE"

Once an Application is created you can then make a firewall policy that will treat all
specified match criteria the same way. This can be done from a Global level via
Global > Firewall > Firewall Policy Templates. This will apply to all firewalls within
the network.
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Edit Firewall Policy 7 x
Priority:
100
From Zones ToZones
Zone Enable Zone Enable
Any “ Any w
Default_LAN_Zone 5] Default LAN_Zone 5]
Internet_zone 5] Internet_Zone 5]
Untrusted_Internet_Zone o Untrusted_Internet_Zone [=]
Action: Log Interval (s) Track
Allow 0

@ LogStart @ LogEnd | Track

Application Name:

ICMP_IPERF ¥

P Protocol DSCP
Any v Any v| @ AllowFragments O Reverse Also

Source Service Type Source Service Name:  Source [P Source Port
Any v Any v

Dest Service Type: Dest Service Name DestIP DestPort:
Any N Any v

Apply | Cancel

Figure 2: Associating a Global Firewall Policy with an Application

Firewall policies can also be configured from a Site level via Connections > [Site
Name] > Firewall > Policies. These will only affect traffic at that site.

Bjmehta

WAN-to-WAN Forwarding

Conduits

[#] Internet Services
Intranet Services

[#] WAN Links

LAN GRE Tunnels

[#] IPsec Tunnels

[5] Firewall  ?
Settings
[5] Policies + & ?

Pre-Appliance Template Policies

?
Local Policies [ERU) ?
Zones Source Destination
n

Priority Routing Domain Action From To Application 1P Protocol DSCP Service IPAddress Port Service IP Address Port R%:?* Info Edit Delete Clone

Post-Appliance Template Policies 2

Figure 3: Associating a Firewall Policy with an Application at the Site Level

Apply the Application to QoS Rules

Once an Application is created you can then make a single QoS rule that will treat all
specified match criteria the same. This can be done from a Global level under Global
> Default Sets > Conduit Default Sets > Rules.

Rule Groups
Network Objects
[ Defaultsets 2
[E] Conduit Default Sets + ?

EICRConduis @@

] Classes
Elrues +22
bon
orcer Rule Group Name Appicaton Name Destsrc Dest ool protocol s Source | Destesrc | D osce cone
B 100 <None> ICMP IPERE Any ©
Iniialze Properties Using Protocol
WAN General 2
Transmit Mode
Loag Batance Pains @ Retransmit Lost Packets

Figure 4: Adding Application to a Global QoS Rule
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QoS rules can also be configured, and Applications can be added to them, at a site
level under Connections > [Site Name] > Conduits > [Path Name] > Local Site >
Rules. These will only affect the traffic at that site.

Connections

JAD-NCN-860
WAN-to-WAN Forwarding
Conduits ?

Dynamic Conduits
JAD-NCN-860-JAD-CL1-510 ?
Local Site  ?

Basic Settings
WAN Links

Classes
Rules + # 7

Order Rule Group Mame Application NMame Source
o] 100 <Nones> [-| icup_iPErF |+

Initialize Properties Using Protocol

|
Figure 5: Adding Application to a Local QoS Rule

Tracking Based on Firewall Policy

Users can check to see the statistics for Applications for the Firewall Policy under
Monitor > Firewall in the web Ul and select Applications from the dropdown. This
allows users to easily see all connections that match to the selected Application,
where they are coming from, where they are going to, and how much traffic they are
generating. With this, the user can easily see how their Firewall policies are acting on

the traffic for each Application.

Figure 6: Filtering Firewall statistics by Application

Tracking Based on QoS Rule

Users can check to see the status of the current Application for the Rule created under
Monitor > Statistics in the web Ul and select Applications from the dropdown. This
allows the user to be able to see at a glance the amount of traffic being generated by a
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specific Application, and how many sessions are generating it. This can be useful to
track bandwidth utilization for specific application types.

Monitor Statistics

Show: | Applications v ¥ Enable Auto Refresh |5 ¥ |seconds | Stop | ¥ Show latest data.

Applications Statistics

Filter: in| Any column ¥ || Apply

Show 100 ¥ |entries Showing 1 to 3 of 3 entries EI
Application Service Type Packets Recelved Kbps Recleved Packets Sent Kbps Sent Sessions
ICMP_IPERF CONDUIT 202716 303355.22 212070 344170.23 88
ICMP_IPERF INTRANET 0 0 0 0 0
ICMP_IPERF INTERNET 0 a

Showing 11to 3 of 3 entries

1] a a
e (1] [eslli=]

Figure 7: Tracking QoS by Application

VRF Firewall Enhancement

Edge 6.0 GA introduces VRF Firewall enhancements to allow for multiple VRFs, each
having access to the Internet. Each VRF is configured to be associated with a different
user group, for example, employee or guests, while keeping the traffic from each
isolated. This feature allows each Routing Domain (user group) access to the Internet
through a common Access Interface. This provides the following capability:

* Local guest-user Internet access

*  Employee-user Internet access for defined applications

*  Employee-users may continue hairpin all other traffic to the NCN

*  Allow the user to add specific routes per Routing Domain, if required
*  When enabled, this feature applies to all Routing Domains

Users may also create multiple access interfaces to accommodate separate public
facing IP addresses. Either option provides the required security necessary per user

group.

" Note:

Detailed instructions for how to configure VRFs can be found in the Edge 5.0
New Features Guide.

Below are the steps to configure this option:

1. Create Internet Service for a Site under Connections > [Site Name] > Internet
Services and enable the Use checkbox under WAN Links.

2. Enable the checkbox labeled Internet Access for All Routing Domains under
Sites > [Site Name] > WAN Links > [WAN Link Name] > Access Interfaces.
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] WAN Links  + 7
[5] SI-ATT _Uverse fir

Settings
[5] Access Interfaces 4 2 ?

Internet
| Access

Name Routing Domain Virtual Interface P Address Gateway IP Address  Conduit Mode 1'\%;) forAll  Delete
uting

Domains

SJ-ATT_Uverse- ... Default_RoutingDomain VNI62_ATT_UVERSE 108.78.4.113 108.78.4.118 Primary

Figure 8: Enabling Internet access for All Routing Domains

Selecting this checkbox allows the Edge to use this Access Interface for Internet
Service on all configured Routing Domains.

Users may choose to configure either a shared Access Interface or one Access
Interface for each group (separate public facing IP addresses).

¢ Note:

After completing the following steps you should see 0.0.0.0/0 routes added,
one per Routing Domain, under Connections > [Site Name] > Routes.

Eroutes + ?

Search;
‘ Order ‘ Network IP Address Routing Domain Cost Service Type nfo it | Delete |
1 10.200.247.41/24  Default 5 Local @
2 10.200.247.42/24  Default 5 Local (6]
3 10.200.247.6/24 Default 5 Local @
4 11.123.10.0/24 5 Intranet Intranet-0 ® g &
5 11.20.20.11/24 Guest 5 Local @
6 12.125.10.0/24 5 Internet (O 4 o
7 0.0.0.0/0 Default 5 Internet ®
8 0.0.0.0/0 Guest 5 Internet @
9 0.000/0 Default 16 Passthrough @
10 0.0.00/0 Guest 16 Passthrough @
K < 1 > om

Figure 9: Verifying Routes Added for Each Routing Domain

# Note:

It is no longer required to have all Routing Domains enabled at the NCN.
Disabling Routing Domains at the NCN that are in use at a Branch site will
produce a popup message:
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Disable Routing Domain

Are you sure you want to disable this Routing
Domain? All network objects using this Routing

Domain will be removed.
Disable Cancel

Figure 10: Removing a Routing Domain

Users may confirm that each Routing Domain is using the Internet Service by checking
the Routing Domain column in the Flows table of the web Ul under Monitor > Flows.

Toggle Columns

Figure 11: Flows in Routing Domains

Users may also check the routing table for each Routing Domain under Monitor >
Statistics > Routes.

I Tl
(e oo

Figure 12: Flows for a Routing Domain

Easy First Install Simplified Appliance Installation

Oracle Talari Appliances going into new sites and RMA replacement appliances going
into existing site can now be implemented with ease. A new Edge can now be
connected and powered on by a non-technical person. A Network Administrator can
add a new site, configure it at the NCN, and upload the software and configuration
package to a registration server. This registration server will reside in the cloud. The
Client Appliance is then installed and will acquire an IP address from DHCP. Once the
Client Appliance has a valid IP address it will contact the registration server, and
based on its serial number, download the corresponding package. Once the package
is downloaded, it is activated automatically and the site will become operational.

ORACLE"
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Configuration using Templates

In Edge 6.0 GA, new customers with five or more basic sites to setup for the first time
will enjoy time savings while setting up new sites and WAN Links. With the use of
templates, users may configure certain settings one-time and then duplicate the
settings across more than one site as needed. This functionality is presented to the
user in two key ways. First, the ability to create and administer WAN Link templates.
Second a tab, which simplifies the setup of basic sites. Each of these is accessed via
the Basic tab. Under the Basic tab, you have the Network option used for WAN Link
templates and the Site option, which simplifies the configuration process for a site.

WAN Link Templates

ORACLE

The WAN Link Templates functionality provides users with a way to setup basic
configuration for WAN Links and reuse these across the network to save time. The
WAN Link Templates feature exists within both the Basic configuration mode and the
Advanced configuration mode, with minimal differences between the two modes in
Edge 6.0 GA.

Below are the steps to use this feature through the Basic configuration mode:

Manage Network > Configuration Editor > New > Basic.

Manage Network / APN Configuration Editor / Package: Untitled 3

Click Network to change from the (default) Sites view to Network view.

View: Network Sites

Filter Templates:

+ WAN Link Template ?

Click + WAN Link Template to view the Add WAN Link Template screen shown
below.
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Add WAN Link Template X

Wan Link Template
Name

= *

WAN Ingress Physical Rate:  WAN Egress Physical Rate:
( * 0 *

¥ Auto Learn ¥ Auto Learn

Add Cancel

Once a WAN Link Template is added, it will be displayed as one of the WAN Link
Templates on the Network view within Basic mode.

View: Network Sites

Filter Templates:

+ WAN Link Template 2 Template Details Info  Edit

|Comeastinet @ Speeds : Va
TW-inet 10M (Auto-learn) / 50M (Auto-learn)

Basic Configuration Mode

Edge 6.0 GA introduces the Basic configuration mode as our first step in a larger ease
of use evolution. Network administrators with basic sites will be able to reduce
repetitive tasks and configure new sites with minimal clicks. Combined with WAN Link
Templates (see above) the Basic configuration is a very powerful tool to be up and
running with minimal manual configuration.

The concept of the Basic > Sites view is to simplify the configuration process to allow
the user to create a configuration file, which will generate a Conduit between the
defined sites. The required configuration properties for a Conduit between sites
include:

» Appliance
e Interface
«  WAN Links

+ Static Routes
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Existing users will observe that one configuration change on the Basic mode view may
in fact modify or change more than one setting in Advance mode. Basic mode does
allow the Import of existing configurations, and allows the user to move between Basic
and Advanced modes.

Below are the steps to use the Basic configuration mode.

Manage Network > Configuration Editor > New > Basic.

Manage Network / APN Configuration Editor / Package: Untitled 3 nsupn

New | [ Open.. | save | savess. import.. | Export QA [ GlobalAdions ¥ @ 7

Click + Site and enter basic site details.

Add Site
Site Name:

test-NCN

Secure KE}’Z
J5aeddTB8a363ebfd

Model: Maode:
T5000 primary NCM

License:
H (3Ghbps)

Cancel

Add from the Add Site Dialog will present the basic site details in the site list to the left
and display a Site Summary to the right. The Site Summary provides the ability to add,
view, and edit site details for interfaces, WAN Links, and Static Routes.

Appliance

From this point forward if the user desires to edit Appliance information just entered in
the previous step, they can click the Edit icon to the right of the Appliance settings in
the summary view.
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View: Network Sites

ilter Sites:

? Site Details Info Edit Add
| rest e " Appliance: V4
test-NCN-T5000 (T5000)
= License: H_3000{3000)
Interfaces: 7 +
WAN Links: Vd &P
Static Routes: 7 +
Interfaces

Clicking the Add / Edit Icon to the right of the Interfaces summary view shown for the
site will provide the ability to add, edit, and delete Interfaces.

Add Site Settings

Interfaces
Ethernet Interfaces Bypass Mode Bridged Security Delete

Hv2 3|a|ls |87 8| ax Fail-to-Wire + o Trusted v @@

VLAN  +
VLAN ID WAN DHCP Client IP Address / Prefix Delete

The Interface option allows the user to define the physical topology of the site, such as
the ports, logical VLANs and security level for the physical ports. At this level, the user
can also define if the WAN interface will use DHCP for an IP address, or they may
statically assign an IP address. This allows the user to configure multiple options
under the same panel.

WAN Links

Clicking the Edit Icon to the right of the WAN Links summary view shown for the site
will provide the ability to add, edit, and delete WAN Links.

ORACLE"
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Site Details Info Edit Add

Appliance: 2
test-NCN-T5000 (TS000)
s License: H_3000{3000)

Interfaces: Z +
Ethernet Port 1, 2

+ Mode: fail_to_wire, Trusted

+ Bridged Interfaces: 1 <-->2
= VLANS: 00(10.10.10.11/24)

Static Routes: & +

While Adding / Editing a WAN Link, the option to use a WAN Link Template is
provided. After selecting a WAN Link Template, the WAN Link will be configured using
the WAN Link Template values. The user has the option to overwrite the Template
values if desired. Additionally once the Virtual Interface is selected, the IP address is
automatically provided from the interface configuration.

Add Site Settings

WAN Links
WAN Link Access Type Virtual Interface IP Address Gateway [P Address  Delete

% Public Internet X v *k x|

Public IP Address WAN Link Template

<None> v

Autodetect Public IP <None>

WAN Ingress Physical Rate (kbps} WAN Egress Physical Rate (kbps):

0 * 0 *

A summary view of WAN Links is then displayed in Basic mode after the initial
configuration is complete.
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View: Network Sites

Filter Sites

:

leseNey @

Site Details Info Edit Add

Appliance: 2
‘test-NCN-T5000 (T5000)
« License: H_3000(3000)

Interfaces: V.4 *
EthernetPort 1,2

= Mode: fail_to_wire, Trusted

* Bridged Interfaces: 1 <--> 2

= VLANS: 0(10.10.10.11/24)

WAN Links: Vd +
NCN-Comcast

= Access Type : Public Intenet

» Rates: 50M /50M

= IP Address: 10.10.10.11/24

= VLAN:O

= GW Address: 10.10.10.1

« Conduit Mode : Primary
NCN-TW

* Access Type : Public Internet

= Rates: 25M /25M

= IP Address: 10.10.10.12/24

« VLAN:O

+ GWAddress: 10.10.10.1

+ Conduit Mode : Primary

Static Routes: +

Static Routes

Clicking the Add / Edit icon to the right of the Static Routes area will take the user to
the Add / Edit Static Routes dialog. Currently the user can only add local routes within
the Basic configuration view.

Add Site Settings

Routes <

Network IP

Address/Prefix Service Type Gateway IP Address Delete

*

Add Cancel

After configuration, the summary view will display the site information configured and
provide the ability to edit all items, as well as add more Interfaces, WAN Links, or
Static Routes as needed.

ORACLE"
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Site Details Info Edit

I=
o

Appliance: Z
test-NCN-T5000 (T5000)
+ License: H_3000{3000)

Interfaces: Z +
EthernetPort 1, 2

» Mode: fail_to_wire, Trusted

+ Bridged Interfaces: 1 <--= 2

» VLANS: 0(10.10.10.11/24)

WAN Links: Z +
MNCN-Comcast

= Access Type : Public Internet

= Rates: 50M /50M

* [P Address: 10.10.10.11/24

s VLAN:O

+ GW Address: 10.10.10.1

» Conduit Mode : Primary

MNCN-TW
» Access Type : Public Internet
= Rates: 25M /25M
s |P Address:10.10.10.12/24
* VLAN:D
s GW Address: 10.10.10.1
+ Condult Mode : Primary
Static Routes: V4 +

e 10.100.10.0/24 via 10.10.10.50 (Local) cost3

The Basic view is intended to simplify the configuration process and provide the user
the ability to create a configuration file quickly and easily. For more complicated
configurations, the user may create a Basic configuration using this mode, then
proceed to the Advanced mode to complete the configuration.

Service Chaining

Edge 6.0 GA now provides support for service chaining on the T860 Appliance with
OS 5.0. This capability allows the T860 Appliance to run the application natively and
support a Guest VM via KVM. This capability is intended for sophisticated partners.
For more information on this capability please contact your representative.
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Release 6.1 P2 Features

This chapter includes features and enhancements released in 6.1 P2.

Site Templates

Users now have the ability to configure Bridge Pairs, VLANSs, and Ethernet Interfaces
using Site Templates. This reduces configuration complexity when adding branch
locations with similar topologies and saves the user time.

To create a Site Template, begin on the Basic tab, select the Network view, and click
the + Site Template button.

New Open.. Save SaveAs. ‘ Import...  Export.. QAll v

o

View: Network Sites

Filter Templates:

+ Service Provider ?

‘ 4+ Site Template

Figure 1

Here, you will select which Ethernet Interfaces should be used, set the Bypass Mode,
choose whether to bridge the Interfaces, pick a Security setting, add any required
VLANSs, and set the WAN DHCP Client option. Click the Add button and observe that
the New_Site_Template now appears on the left-hand side of the page. To change the

template name or edit any of its settings, simply click on it.

Add Network Settings

Interfaces
‘ Ethernet Interfaces ‘ Bypass Mode ‘ ijged| Security ‘Delete

E 1 2 3 4 5 *-| Trusted -|

VLANS 4

WAN DHCP Client | Delete

VLAN ID

Figure 2
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The user will then select which sites should use the template.

Figure 3

Edit Network Settings

Sites Using This Template:
| site | Apply

TemBlite | Template tobe Used

NYC o <None>
New_Site_Template
SYR <None>

Additionally, users may create a Site Template based on an existing site within the
configuration. To do so, change the view to Sites, select the branch site name, and

click Generate Site Template.

New Open.. Save SaveAs. ‘ Import...  Export... QAII v |
—
View: Network Sites
—
Filter Sites:
? Site Details / ‘ Info ‘ Edit | Add
NYC [@ Generate Site Template
BUFF
LI
Appliance: V4
SYR(T510)
Interfaces: V4 +
Ethernet Port 1,2
» Mode: Fail-to-Wire, Trusted
» Bridged Interfaces: 1 <-->2
* VLANS: 0(10.30.30.11/24)
Ethernet Port 3
» Mode: Fail-to-Block,, Trusted
* VLANS: 0(10.30.33.11/24)
Figure 4

In this example a new Site Template will be generated from the existing site, “SYR”".
You can confirm the settings in the pop up window and change the template name.
This new template has been named Branch_TemplateA.

ORACLE
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Generate Site Template x

Please review the following fields for the new site template before generating
this site template.

Template Name:
SYR

Interfaces

Ethernet Interfaces Bypass Mode ‘ Bridged Security
3 4 5| Faowre | O Trusted ~
1 2 4 5 | Failto-Block j o Trusted |

Figure 5
Observe that Branch_TemplateA now appears on the Network view page.

New Open.. Save SaveAs.. ‘ Import...  Export...

View: Network Sites

Filter Templates:

+ Service Provider ? Template Details ‘ Infn‘ Edit | Add

Sites Using This Template: V4

+ Site Template

Interfaces: e +

Ethernet Ports: 1, 2
* Mode: Fail-to-Block, Trusted
® VLANS: <None Configured>

Ethernet Ports: 3

| Branch TemplateA i

* Mode: Fail-to-Block , Trusted
® VLANS: <None Configured>

Figure 6

Assign the new template to a site. In the example below, Branch_TemplateA has been
assigned to branch site “BUFF".
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Edit Network Settings

Sites Using This Template:

‘ Site ‘ T;rregllgle Template to be Used

NYC m| <None>

BUFF a Branch_TemplateA
SYR 0 <None>

LI Cancel

Figure 7

Back on the Sites view, site “BUFF” shows it has been assigned to Site Template
Branch_TemplateA.

New Open.  Save SaveAs.. ‘ Import...  Export... QAll v

S

View: Network Sites

Filter Sites:

? Site Details ‘ Info | Edit ‘ Add

NYC @ Generate Site Template

lBusE &
SYR
Appliance: V4
Appliance (T730)

 Site Template: Branch_TemplateA

Interfaces: Z
Ethernet Port 1,2

* Mode: Fail-to-Wire , Trusted
Ethernet Port 3

# Mode: Fail-to-Block, Trusted

WAN Links: Va +
BUFF-CLink

Figure 8

Additional Features in Edge 6.1 GA P2

Additional features included in Edge 6.1 GA P2 include Service Provider — Aware (SP-
Aware), OpenDaylight API for service provider configuration, and Restful APIs for
service provider network Change Management.
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Release 7.0 Features

This chapter includes features and enhancements released in 7.0.

WAN Optimization

7.0 GA introduces the capability to perform WAN Optimization on TCP flows, allowing
users to simplify branch network infrastructure by consolidating SD-WAN and WAN
Optimization services on a single device. WAN Optimization (WANOp) increases
efficiency across the WAN for bulk file-transfer traffic, specifically for data requested by
more than one user at the same location.

When WAN Optimization is enabled for a flow, TCP Termination is automatically
enabled as well. This feature splits a single TCP connection into 3 separate TCP
connections, all managed and maintained by the , in to offer maximum throughput and
reliable transfer across the WAN via the conduit. The diagram below shows an
example WANOp flow between two sites.

Talari I A Talari I B

o WANOp N\ / WANOp
T T

T
t o
. [ conauit| _, /WanopN | Tcp tcp | | condui || ‘/_/wm \4 LN -
Flow Rule Term. Term. Scheduler [ |7 e Term.
S
A 1) I K
: son -Tlar Gondut )
\ y

LAN TCP Termination - Host to Talari Appliance WAN TCP Terminat

V

WAN Optimization is supported on the E100, T3010v2, T5000v2, and T5200 Oracle
Talari Appliance models.

" Note:

A one-time reboot is required on all WANOp-capable Oracle Talari
Appliances after upgrading to 7.0. The following banner will be displayed if
the reboot is necessary:

Warning:As a result of the latest software installation the fhome partition has been resized.

! A one-time Reboot of this appliance is required.

Session Capacity for Supported Models

Appliance Model Number of Sessions
E100 8000

T3010v2 8000

T5000v2 16000

T5200 16000
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The WANOPp solution is configured on a per-rule basis and performs deduplication and
compression on TCP Conduit traffic.

Configuring WAN Optimization

Pull up the web Ul for the NCN appliance, navigate to Manage Network > APN
Configuration Editor and Import the current configuration file. On the Advanced tab,
under Global > Default Sets > Conduit Default Sets > [Conduit Default Set] >
Rules, click the (+) icon to create a rule for the type of traffic to be optimized.

Rues + 2?7

Expand the rule properties. WAN Optimization is enabled via a dropdown menu under
the WAN General section. When WANOp is enabled, TCP Termination is also
enabled by default.

G 100 [ <None> [ Any R NFS G Any |

Initialize Properties Using Protocol

WAN General

Transmit Mode:

Load Balance Paths - Retransmit Lost Packets

Traffi mization
Enable TCP Termination: Enable WAN Optimization
:

< Note:

When WANOp is enabled, TCP Termination is enabled for WAN
Optimization to function as designed. If desired, the user can also enable
TCP Termination independently from the WAN Optimization capability.

A reciprocal rule enabling WANOp will be generated automatically at the remote site of
the selected Conduit.

Once your configuration is complete, Export it to Change Management and follow the
prompts through the Change Management process until the new configuration has
been Activated.

Verification

To verify that traffic flow is being optimized, navigate to the Monitor > Flows page on
the NCN. Uncheck the WAN Ingress and WAN Egress Flow Types, and check TCP
Termination, then click the refresh button to display only TCP Terminated flows.

The flows table will show detailed information about all TCP Terminated flows,
including their WANOp state, as shown below:
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Chapter 16
Zscaler Integration

Flow Type: WAN Ingress WAN Egress

Max Flows to Display 0
(Per Flow Type): L

Filter (Qptional): Help
Refresh

r Flows Data

TCP Terminated Flows

Source Dest
Pol

source [P Address DestIP Address “) ¢ PP Age(ms) From Wan kbps ToWan kbps From Lan kbps ToLan kbps Bytes Pending To LAN Bytes Pending To WAN

state f 1s WANOp

10111 | EEEER [[g0_][53258][5 |15

[[EsTaBLISHED [ ves

Total TCP Terminated sessions displayed: 1 out of 1. Total WANOp sessions: 1.

For more information on the WAN Optimization solution, including more detailed
capabilities, performance, and monitoring options, please see the WAN Optimization

Guide.

Zscaler Integration

Zscaler is a Cloud Security Provider (CSP) that delivers key Next Generation Firewall
features including Intrusion Detection System (IDS), Intrusion Prevention System

ORACLE

(IPS), Data Loss Prevention (DLP), and Sandboxing.

Introduced in APN R7.0 GA, users can now integrate a branch office Oracle Talari
Appliance with the Zscaler Cloud Security Gateway via IPSec tunneling, for the
purposes of tunneling Internet-destined traffic to Zscaler for cloud-hosted filtering and

security services.
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Internet (Sites/Services - User Traffic)

Zscaler
Active Cloud

ZScaler Gateway

Enforcement Node

E-IP (B) <]
VAR
Tunnel

Endpoint IPs

Internet

(Tunnel)

S 'PSeﬁTunng[>

E100

N N N N

User User User User
Branch Site

Configuration

To configure a Zscaler IPSec tunnel, navigate to Manage Network > Configuration
Editor on the NCN and Import the current configuration file. Click on the Advanced
tab, expand Connections > [Site Name] > IPSec Tunnels and click the (+) icon.

Select Zscaler as the Service Type, select the Local IP address, fill in the Peer IP
address of the Zscaler Enforcement Node (ZEN), enter the IKE Pre-Shared Key, and
click Apply.
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apelHill-Client_Zscaler1 AD-BMC J

Version: Mode:
IKEv1 j Main

It‘l?n‘.llyi Authentication:
Auto J Pre-Shared Key J

O validate Peer identity

DH Group: Hash Algorithm: Encryption Mode:
Group 2 (MODP1024) J SHA1 _J AES\EB-Ein

Lifetime (s} Lifetime {5) Max: DPD Timeout (s):
86400 B4

IPsec Settings ?

Tunnel Type: PFS Group:
ESP-NL <Monec :J

Hash Algorithm:
sHa1 -]

Lifetime (s): Lifetime (s) Max:
Lifetime (KB): Lifetime (KB) Max:

Network Mismatch Behavior:
Drop

IPsec Protected Networks

( §

" Note:

When you add an IPSec tunnel with a Service Type of Zscaler, the following
default configurations will be applied that are not applied when selecting LAN
or Intranet Service Types.

Firewall — Adds a Deny policy from Default_LAN_Zone to
Untrusted_Internet_Zone.

NAT — Deletes the default outbound PAT policy, if one exists.

Routing — Adds a 0.0.0.0/0 route over the Zscaler tunnel and a /32 host-route of
the tunnel Peer IP to the gateway.

Save the configuration and Export it to Change Management. Follow the Change
Management process to Stage and Activate the new configuration.

Verification
Once the new configuration is running, follow the steps below to verify functionality.

1. Generate Internet traffic from a host on the LAN to a URL that has been blocked by
Zscaler.

2. Verify the Zscaler IPSec Tunnel status in the web Ul of the Oracle Talari Appliance
under Monitor > Statistics > IPSec Tunnel.
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Statistics

{snm IPsec Tunnel B EnableAutoRefresh 5 [Jseconds Refresh ) Show latest data. ‘

~ IPsec Tunnel Statistcs

Filter: i Any column B ooy
Show 100 [ enties  Showing 1 to 1 of 1 entries |I| ,
Name *  RoutingDomain State Service Type Packets Recelved Kops Recelved Packets Sent Kops Sent Packets Dropped Bytes Dropped M1y
[chzsaler J[roMC I nternet | 565 115135 | 23546 o ofie |
Showing 1101 0f 1 entries |I|

3. Verify the flow of the generated traffic through the Oracle Talari Appliance via

Monitor > Flows. Once you have identified the flow, confirm the Service Type as
INTERNET.

Monitor / Flows Talari Support
. SelectFlows

Flow Type: WANIngress @ WANEgress Internet Load Balancing Table TP Termination Table

Max Flows to Display. .

Gertiowtyper L 5

Fiter Optional): 443 Help

Retrosn
Flows Data
Toggie Columns

Both WAN Ingress and WAN Egress Flows.

RS SR s octon S O iy pposcp M S Seee UMM g SO0 é‘:ﬁi‘.‘ﬂ m:n:a e e e
o] osorn] s Jsuao] sofrcrfaem] sefovemer [orze Jroon ] o] ofaom| aom| omo] oo s ] W W
o] tomrmn|sezzsanrms| W e snrcrfammn] 1w [orzime Jroon | wm| o ofaom| aom| omo| oo se| wa|
| tosorn| oW uom | afrcrfasmn] safowcmer [orz [roon| me| o ofaom| som| omo| oo sa] a| wafun
wac| mavarm| ooz | safsomo|rcr[asm] ovemer [orzam [roon || o| wofaom| son] omo| o] sa] wa|
oanc| suzmre| rosarn[P || semn o foson| 12w [z [iocn | ] s3] somfore] oou| oom| o] sof a] afw

Total INGRESS flows displayed: 3 out of 8
Total EGRESS flows displayed: 3out of 7

4. Verify Zscaler is blocking the traffic.

(LX) X! Internet Security by Zscaler - Iceweasel
/ Interet Security by Zsca... B | 4

€ @ wwwespn.com v &|[Q sear “a ¥ A=

TALARI NETWORKS INC.

@ Sorry, you don't have permission to visit this site.

Website blocked

Not allowed to browse Specific-Blocked-Sites category
You tried to visit: http:/Aww.espn.com/

See our internet use policy.

Need help? Contact our support team at +91-9000000000

@ zscater Your organt

In the event the IPSec Tunnel between the Oracle Talari Appliance and the Zscaler
ZEN goes down, the 0.0.0.0/0 route through the tunnel will become unreachable and
pulled from the routing table. Traffic will hit the next available, reachable 0.0.0.0/0
route out to the Internet. Route reachability can be verified in the Oracle Talari
Appliance's web Ul under Monitor > Statistics > Routes.

" Note:

R7.0 GA only supports a single VRF/routing domain for Zscaler.
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Customer Edge (CE) Router Replacement Within the APN

Oracle SD-WAN Edge 7.0 introduces the ability to replace a Customer Edge Router
with a Adaptive Private Network Appliance. This is accomplished by leveraging the
APNA's ability to masquerade its Local Autonomous System (AS) number (on a per-
neighbor basis) so that it can peer with a Provider Edge (PE) Router in a manner
consistent with a traditional Customer Edge (CE) Router. The APNA can peer with
other BGP neighbors as well, using either its true Local AS number or a masqueraded
AS number.

Installation Summary

Sample APN site before replacing the CE Router with the APNA.

Internet
PE Router
i AS: 64000
i:}rezwlag " CE Router
2.1. 10212 100.1.1.11 @
AS: 65200 100.1.1.1

LAN Subnet
10.2.1.0/24

San Jose Client Site

Sample Edge site after replacing the CE Router with the APNA.
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PE Router
5 —
Firewall :
10.2.1.1 7 100.1.1.1
. AS: 64000

AS 65500 LAN Subnet

10.2.1.0/24

San Jose Client Site
The CE router is removed and the APNA peers directly with the PE router via eBGP by
masquerading its AS number as the replaced CE router's AS number (AS 65200). The

APNA's actual Local AS number is 65500 and it can peer via iBGP with local routers in
this AS.

If desired, APNAs can also peer with each other via iBGP over a Conduit. This allows
Edge to act as an Autonomous System. The primary use-case intended for Edge as
an Autonomous System consists of the primary NCN, and secondary NCN if required,
are configured as Route-Reflectors, and Clients using an iBGP peering session to the
NCN(s) for BGP reachability information.

BGP Configuration

Using the Configuration Editor, navigate to Connections > [Site Name] > Route
Learning > BGP > Basic Settings and click the pencil icon to edit.
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—IBGP 7?

—| Basic Settings # ?

Enable

Advertise APN Routes

Router I1D:
100.1.1.11

Local Autonomous System:
65500

Check the Enable box to enable BGP on the APNA. If it is desirable to advertise Edge
routes to BGP peers, check the Advertise Routes box. Enter an optional Router ID
and enter the Local Autonomous System number.

Neighbors

Use the (+) icon to the right of the Neighbors section to add BGP neighbor entries.

Vi_port_3 4] 100.1.1.11 65200 100.1.1.1 64000 180 100

Choose the appropriate Virtual Interface, enter the Local AS number or AS
Masquerade number, and enter the Neighbor IP address. In this example, we are
using the AS Masquerade number 65200, to match the AS Number of the former CE
Router.

Note: If the Local AS field in the Neighbors section is left blank, the default behavior is
to use the Local AS defined in the previous step under Basic Settings. If no Local AS
is defined in either of these sections, no AS number will be used.

The following options may also be set:

e Hold Time(s) - Time in seconds to wait before declaring a neighbor as DOWN.
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Local Preference - Sets the BGP attribute Local Preference for routes learned
from the neighbor specified.

Route Reflector Client - The APNA will act as a Route Reflector and the neighbor
will be treated as a Route Reflection Client.

Disable Local AS Loop Protection - By default, BGP routes learned that contain
the APNA's Local AS number in the AS path will be rejected to guard against
routing loops. This can be disabled for situations in which learned routes are
prepended with the APNA's Local AS number to influence path selection in BGP.

Password - Used if the BGP session requires MD5 authentication.

Import and Export Filters

Now that BGP is enabled and neighbors have been configured, the Import Filters can
be configured under Connections > [Site Name] > Route Learning > Import Filters.

By default, no routes will be imported until Import Filters have been added, as the
default filter rejects all route advertisements. Expand the Import Filters section and use
the (+) icon to add a filter.

ImportFilters  + 2 ?

[ 100 “ | <Manuat> 3 [ea  3]" . Ay %] - [ I -
. [ . [ J- - [ . [ J-

" Note:

For each added filter, use any combination of the Destination, Prefix, and
Next Hop fields to match desired BGP routes to learn. If these fields are left
with their default value of (*), all advertised BGP routes will be imported.
Additionally, it is important to understand the impact of the Include and
Enabled checkboxes. If Include is checked, routes that match the filter will
be imported. On the same filter, if Include is not checked, then routes that
match the filter will not be imported. The Enabled checkbox simply enables
or disables the filter entirely.

Use the (+) icon to the left of the Order column to reveal Edge specific options. Click
the Service Type dropdown box to expose the available options. Depending on the
Service Type chosen, various additional options will be available and are listed below.

Export Route to Oracle Talari Appliances: If the Export Route to Oracle Talari
Appliances checkbox is enabled, the Oracle Talari Appliance will communicate
route data to Oracle Talari Appliances at other sites if WAN-to-WAN forwarding is
enabled. This functionality is enabled by default but only applies to the following
Service Types: Local and LAN GRE Tunnel.

Eligibility Based on Gateway: If the gateway becomes unreachable, this feature
will ensure that traffic is not sent to matching routes.

APN Cost: The cost will be applied to the matched routes when importing into the
Oracle Talari Appliance's route table. The default APN Cost is 6.

Service Type: Choose a Service Type from all the existing, supported Services.
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* Recursive Route: When the Service Type is Conduit, check this option to find the
Conduit name from an imported route's source router automatically.

* Service Name: The name of the service that matching routes will use.

» Eligibility Based on Path: If enabled, Path state becomes criteria for filters.

E importFilters + 2 ?

= 100 * <Manual> 10.3.1.0/24 eq * C Ay * . o 0

Eligibility Based On Gateway

APN Cost Service Type: Service Name
6 Intranet Recursive Route SJ-Intranet-Service

Eligibility Based On Path

Once configuration of the APN is complete, the configuration should be saved and
Change Management should be used to push the configuration changes to the
APNAs.

Static Routes File

Oracle Talari Appliances provide a Static Routes file that can be edited to define
routes that should persist through software and configuration changes made to the
APN. This is used for inserting static routes into the dynamic routing table, not the
APN routing table. It ensures that any necessary static routes are advertised to the PE
router after the CE router replacement, regardless of changes to the APN
configuration. By default, static routes defined in this file will be advertised to all
neighbors within the specified routing domain.

BGP Verification and Troubleshooting

After the replacement, login to the web Ul of the APNA and navigate to Monitor >
Statistics to verify that the change is successful.
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TALARI
Net WO rksw Monitor

Statistics

Flows

Firewall

Performance Reports
Qo5 Reports

Usage Reports

Availability Reports

Appliance Reports

DHCP

This will bring up the Paths (Summary) statistics page. Verify that Path State and
Conduit State report GOOD for each WAN Link as shown in the image below.

pansme  consurste  condur Type ) o o
I Goon It Goon | - I Bl Bl oo0) aas]] |
] Gom | oo T I g = [ - ]
I — Gooo I Sosc| B B I ITER | ]
I — Gooo s I ] ] oo veno] ]

Next, use the dropdown menu to select Routes to verify that the expected routes are
properly being learned via BGP. In the example below, notice the 10.3.1.0/24 route
shows Type as Dynamic and Protocol as BGP.

Num *  Network Addr Gateway IP Address Service: Firewall Zone Reachable Site [P Address Site Type Protocol
0 100.0.0024 E Local Default_LAN Zone YES N Sanjose-CLI Static
1(/10.2.1.0/24 . Local Defauli_LAN_Zone YES % Sanjose-CLI Static
2]10.1.1.0v24 ® RAL-NCN-Sanjose-CLI Default_LAN_Zone YES = RAL-NCN Static
3(103.0.0/24 100.1.1.12 SIntranet-Service Default_LAN Zone YES " - Dynamic BGP
> -
«# Note:
The route must also be considered reachable for it to be used.
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BGP Troubleshooting Enhancements

The Oracle Talari Appliance's web Ul provides tools to gather information about the
Dynamic Routing Protocols you have enabled. These tools can be found under
Diagnose > Dynamic Routing Protocols.

Log Files
Home 8
Ping
— System Status Trace Route
Name:
Model: Path Bandwidth

Appliance Mode:
Unique Identifier: Packet Capture
Management IP Addre
Appliance Uptime:

Service Uptime: Insert/View Events
Routing Domain Enabl

System Info

Dynamic Routing Protocols

— Local Versions

Software Version: IKE/IPsec

Built On:
i Purge Flows
Hardware Version:

0S5 Partition Version: View/Clear Alarms

- r

Below are descriptions of each option. When a view allows filtering, enter the Network
Address and Mask in the format shown below.

Dynamic Routing Protocol

View: = BGP Show Route Table Procotol for NWAddress/Mask B}  RoutingDomain: | Default RoutingDomain [

Network Address:*  10.1.1.0 Mask: * 24 Submit
Refresh

* BGP State - Shows an overview of the current state of each Dynamic Routing
Protocol instance.

 BGP Show Route Table Protocol - Shows prefixes associated with each BGP
instance/neighbor.

BGP Show Route NWAddress/Mask Table — Shows prefixes associated with
each BGP instance/neighbor and allows filtering for specific prefixes. Will provide
APN and BGP routes.

*  BGP Show Route Table Protocol NWAddress/IMask - Shows prefixes
associated with each BGP instance/neighbor and allows filtering for specific
prefixes. Provides BGP routes only.

BGP Show Route Export - Shows routes being advertised from the Oracle Talari
Appliance.

BGP Show Route Export (detailed) - Shows routes being advertised from the
Oracle Talari Appliance, as well as routing protocol attributes.

 BGP Show Route Preexport - Shows all applicable routes for advertisement.
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BGP Show Route Preexport (detailed) - Shows all applicable routes for
advertisement, as well as routing protocol attributes.

Show Route Table- Provides an overview of each route prefix.

Show Route Table (detailed) - Provides an overview of each route prefix and
protocol-specific attributes such as Next Hop, Local Preference, AS Path, etc.

Show Route Count in Table - Gives a count of all entries in the routing table
(BGP and APN).

Show Protocol - Outputs a list of routing protocols that are currently running and
their states.

Talari Protocol Table - Shows only the Edge routing table.

Appliance ifconfig - Shows the output of the “ifconfig” command to provide the
user detailed information about each active interface port.

BGP Configure - Reloads the advanced routing configuration.

BGP Restart - Restarts all routing protocols.

For additional information on this topic (including how to edit the Static Routes file)
please refer to the CE Router Replacement Guide on the Support Portal section of our
website under Documentation.

E100 as an NCN

R7.0 GA now supports deployment of the E100 Oracle Talari Appliance as a primary
and secondary NCN for up to 8 Client sites (9 total sites per-network). This is done in
the Configuration Editor from the Advanced tab under Sites > [Site Name] > Basic
Settings where the Model should be the E100 and the Mode can now be either
primary NCN or secondary NCN.
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- 4+ Add

Elncnt D

[5] Basic Settings 2 ?

Appliance Name: Secure Key:

NCN 231124 3cH Reaene-'ﬁte
Model: Mode:

E100 primary NCN

Site Template:
<None>

Default Direct Route Cost:

a

Gateway ARP Timer (ms):
1000

Enable Source MAC Learning

After completing the configuration, the user will Export it to Change Management and
follow the prompts to create a package for the E100 appliance. Once you have
uploaded the package to the E100, the Home Page will reflect that the E100 is
functioning as the NCN Appliance.

TALARI

Networks. | e e T e
Home
Model: ;I D!J-
Appliance Mode: NCN

Management IP Address: 192.168.8.90

Appliance Uptime: 1 hours, 45 minutes, 56.9 seconds
Service Uptime: 41 minutes, 53.0 seconds
Routing Domain Enabled: Defaull_RoutingDomain

Note: If you try to push a configuration through Change Management where the
primary or secondary NCN is an E100 and you have defined more than 8 Client sites
(resulting in more than 9 total sites per-network), the configuration will not pass the
Validation Check.

ORACLE"

16-15



Chapter 16
E100 as an NCN

Verification Results x

Status: Validation Failed
*Line: 0-> ERROR: EC271. cannot define more than 9 Sites when the Primary NCN Appliance is a e100
This Configuration is invalid. Please fix the above errors and recompile the configuration.

Files created:
E100-7_0-NCN-Config-13JUN2017 .xml
E100-7_0-NCM-Config-13JUN2017-xml Ist

Ok

Sofrwars Canflo Software Confly Exnerted Artual

Capacity Report for the E100 NCN

Appliance Model T510 T730 T750 T860 E100 T3010 T5000 T5200
Supported as NCN No No Yes Yes Yes Yes Yes Yes
Max Client Sites as NCN N/A NA 32 32 8 128 256 550
Max Static Conduits 8 16 32 32 32 128 256 550
Max Dynamic Conduits 4 8 16 16 16 32 32 32

Max WAN Ingress Paths 36 72 216 216 216 576 1152 5500
Max WAN Egress Paths 36 72 216 216 216 576 1152 5500
64,00 64,00 64,00 64,00 64,00 256,00 512,00

Max Flows (TCP Term off) 0 0 0 0 0 0 0 512,000
Max Flows (TCP term on) 500 4,000 8,000 8,000 8,000 16,000 16,000 16,000
Max Public WAN Links 3 8 8 8 8 8 8 8

Max Private WAN Links 32 32 32 32 32 32 32 32

Max untes (Static & 16,00 16,00 16,00 16,00 16,00 16,000 16,000 16,000
Dynamic) 0 0 0 0 0

Max Recommended Routing 16 16 16 16 16 16 16 16
Domains

NetFlow (Support for Version 9 and IPFIX)

While NetFlow V5 is the default setting, users now have the ability to export flow
information using NetFlow v9 and IPFIX. To enable NetFlow and select the version,
navigate to Integrate > NetFlow Host Settings from the web Ul of any Talari
Appliance, click the Enable NetFlow button, then select the preferred version from the
NetFlow Version drop down.
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TALARI
Networks. IRy ey

Integrate NetFlow Host Settings

Enable NetFlow 5

NetFlow Version ~ 9

NetFlow Host 1:
Port
NetFlow Host 2: (Optional - can be left blank.)
IP Address Port
NetFlow Host 3: (Optional - can be left blank.)
IP Address Port

Apply Settings Clear Settings

" Note:

To complete the configuration, you must enter in a NetFlow Host IP
Address and Port number, then click the Apply Settings button.

Additional Features in 7.0 GA

Additional features included in 7.0 GA include support for the VT800 at the data rate of
500Mbps through a Conduit on the Azure cloud and the VT800 at the data rate of
2Gbps for ESXi on the Intel Xeon E7-8870v4.

Appliance Model Throughput 1400B at MOS score of 4.3 or Better
T510 2 x 40 Mbps
T730 2 x 80 Mbps
T750 2 x 120 Mbps
E100 2 x 200 Mbps
T860 2 x 800 Mbps
T3010 2 x1 Gbps
T5000 2 x 3 Gbps
T5200 2 x 5 Gbps
VT800 (ESXi) 2 x 2 Gbps
VT800 (Azure) 2 x 500 Mbps
VT800 (Hyper-V) 2 x 200 Mbps
CT800 2 x 100 Mbps
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Release 7.1 Features

This chapter includes features and enhancements released in 2.3.

E1000 Hardware Options

ORACLE

7.1 introduces three hardware variations for the E1000 in the form of optional
expansion cards. Customers may order either four additional fail-to-wire Gigabit

Ethernet ports or two 10 Gigabit Ethernet fiber ports. To determine which expansion

card (if any) is installed on the appliance, check the number of Ethernet interfaces

under Manage Appliance > Local Network Settings:

Hardware Option Ports
E1000 without expansion card AUX, MGT, interfaces 1-8
E1000 with 10G expansion card AUX, MGT, interfaces 1-10
E1000 with FTW expansion card AUX, MGT, interfaces 1-12

Port Labelling for Expansion Cards
Port 9
Port 10

10G Fiber (2 Port) Expansion Card:

The E1000 with 10G fiber expansion card does not ship with SFPs. The following

modules are supported in conjunction with this card:

Description Intel Part

Intel (Short Range) Dual Rate 10GBASE-SR/1000BASE-SX E10GSFPSR
(Supplier Part FTLX8571D3BCVIT1 or AFBR-709DMZ-IN2)
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Intel (Long Range) Dual Rate 10GBASE-LR/1000BASE-LX
(Supplier Part FTLX1471D3BCVI31)

Intel Ethernet SFP+ 10GbE direct attach passive copper
Twinaxial Cable

(Available in 1 Meter, 3 Meter, and 5 Meter lengths)

Chapter 17
E1000 Hardware Options

E10GSFPLR

1 Meter: XDACBL1M
3 Meter: XDACBL3M
5 Meter: XDACBL5M

Port9

Port 12
Port 11
Port 10

Fail to Wire Copper (4 Port) Expansion Card:

EEaaEEEE -ﬂ . Eiﬁfmlﬂﬁ_

M m--ﬂmd-bﬂ':l: L L 1 [

< Note:

The configuration editor will not detect which expansion card (if any) is
installed on an E1000, and will offer port 1 — 12 for all EL000s. Before
beginning configuration for an E1000, please verify the physical ports on the
appliance. For an E1000 with no expansion card, only configure ports 1 —
8. For an E1000 with the 10G fiber expansion card, only configure ports 1 —
10; ports 9 and 10 should not be configured for FTW. For an E1000 with the
FTW expansion card, all 12 ports may be configured.

If a configuration that does not match the available hardware is applied to an
E1000, the Talari service will be disabled. Once a mismatched configuration has
been applied to an E1000, a corrected package must be applied through Local
Change Management before the service will start. Alternately, the appliance may be
factory defaulted and a corrected configuration applied using the Easy 15! Install
process. The Talari service will be disabled until a corrected package is applied.

For more information about the E1000, available hardware options, and special
configuration considerations, please see the E1000 Installation Guide and the E1000

Hardware Guide.
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Interactive Dashboard

7.1 enhances the Oracle Talari Appliance Home page, providing users with an

interactive dashboard which provides at-a-glance insight into the APN and quick

access to areas of interest:

Name: PPark-Primary

Talari Support

— System Status

05 Version: 5.1 Hardware Version: E1000v1 Local Appliance: Active
Appliance Mode: Active NCN Software Version:  R7_1_GA_11142017 Peer Appliance: Standby
Management IP Address: 192.168.20.10 Appliance Uptime: 2 weeks, 4 days, 1 hours, 39 minutes, 12.9 seconds Last Update Received: 0 seconds ago
Unique Identifier: E20109170022  Service Uptime 20 minutes, 24.0 seconds
Paths Summary WAN Link Usage Diagnostic Logs
— Site Usage
Total WAN Ingress (Upload) Total WAN Egress (Download)
30.00 40.00

P — 30.00
w w
£ 2000 s
2 Z
£ £
5 5 20.00
2 =
H 2
5 10.00 &
10.00
0.00 — Conduit _— Intranet — Internet .00 — Conduit _— Intranet _— Internet
09:45 09:50 09:55 10:00 00:45 09:50 09:55 10:00

— Path Status

Conduit & Path Status

Conduits [N M Dead
Paths | A B Good
0 20 40 60 80 100 120 140 160 180 200 220

Recent Event Errors
(No messages to display.

r Dead Conduits

Conduit 'PPark-AZ-TNET-East' is currently dead.
Conduit 'PPark-Azure-WestUS' is currently dead.
Conduit 'PPark-kgault' is currently dead.

r Live Conduits

Conduit PPark-ahodge: Uptime: 18 minutes, 41.0 secands.
Conduit PPark-AWS-VA-USA:  Uptime: 19 minutes, 53.0 seconds.
Conduit PPark-Azure-EastUS: Uptime: 15 minutes, 7.0 seconds.

Conduit PPark-Bangalore: Uptime: 19 minutes, 48.0 seconds.
Conduit PPark-cparsons: Uptime: 19 minutes, 49.0 seconds.
Conduit PPark-dpereira: Uptime: 19 minutes, 51.0 seconds.
Conduit PPark-dwilhelm: Uptime: 19 minutes, 51.0 seconds.
Conduit PPark-jdickey: Uptime: 19 minutes, 51.0 seconds.
Conduit PPark-jhill: Uptime: 19 minutes, 51.0 seconds.
Conduit PPark-josswald: Uptime: 19 minutes, 50.0 seconds.

ORACLE"
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System Status and Quick Links

Name: PPark-Primary

Chapter 17
Interactive Dashboard

Talari Support

— System Status

05 Version: 5.1 Hardware Version: E1000v1
Appliance Mode: Active NCN Software Version:  R7_1_GA_11142017
Management IP Address: 192.168.20.10 Appliance Uptime: 2 weeks, 4 days, 1 hours, 39 minutes, 12.9 seconds

Unigue Identifier: E20109170022 Service Uptime 20 minutes, 24,0 seconds

Active
Peer Appliance: Standby
Last Update Received: 0 seconds ago

Local Appliance:

) ) ) )

— Site Usage

Total WAN Ingress (Upload)

30.00 40.00

Total WAN Egress (Download)

= = 30.00
2 2000 3
£ £
= =
ﬁ “: 20.00
s s
3 3
GE 10.00 :E
10.00
— Conduit — Intranet Internet — Conduit — Intranet Internet
0.00 0.00 —
09:45 09:50 09:55 10:00 09:45 09:50 09:55 10:00
— Path Status
Conduit & Path Status
Conduits NN B Dead
Paths | A I Good
0 20 40 60 80 100 120 140 160 180 200 220

Recent Event Errors

(No messages (o display.

— Dead Conduits

Conduit 'PPark-AZ-TNET-East' is currently dead.
Conduit 'PPark-Azure-WestUS' is currently dead.
Conduit 'PPark-kgault' is currently dead.

r Live Conduits

Conduit PPark-ahodge:
Conduit PPark-AWS-VA-USA:
Conduit PPark-Azure-EastUs:

Uptime: 18 minutes, 41.0 seconds.
Uptime: 19 minutes, 53.0 seconds.
Uptime: 15 minutes, 7.0 seconds
Conduit PPark-Bangalore:
Conduit PPark-cparsons:
Conduit PPark-dpereira:
Conduit PPark-dwilhelm:
Conduit PPark-jdickey:
Conduit PPark-jhill:
Conduit PPark-josswald:

Uptime: 19 minutes, 48.0 seconds.
Uptime: 19 minutes, 4.0 seconds.
Uptime: 19 minutes, 51.0 seconds.
Uptime: 19 minutes, 51.0 seconds.
Uptime: 19 minutes, 51.0 seconds.
Uptime: 19 minutes, 51.0 seconds.

Uptime: 19 minutes, 50.0 seconds.

The new

landing page moves the appliance name to the top of the page. Local system
information has been consolidated under the System Status heading. Additional
system information (including model, service uptime, and the build date for software)

has been moved to the Diagnose > System Info tab.

Just below the System Status information, quick links are provided to commonly used

screens:

Summary report.

The Paths Summary button takes users to the Monitor > Statistics Path

* The Classes button takes users to the Monitor > Statistics Classes report, with
the Conduit Filter pre-set to the first Conduit in the list.

* The WAN Link Usage button takes users to the Monitor > Statistics WAN Link
Usage report.

ORACLE

The Diagnose button takes users to the Diagnose > Log Files page.
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Site Usage
— Site Usage
Total WAN Ingress (Upload) Total WAN Egress (Download)
30.00 40.00

11/15/2017 09:57:20
» Conduit: 22,227 kbps e —

w
=]
=
3

® Intranet: 1 kbps
Internet: 4 kbps

20.00

20.00

10.00

Bandwidth {(Mbps)
Bandwidth (Mbps)

10.00

— Conduit _— Intranet Internet — Conduit _— Intranet Internet
09:45 09:50 09:55 10:00 09:45 09:50 09:55 10:00

The Site Usage graphs show an overview of the past 24 hours of WAN Ingress and
WAN Egress bandwidth usage for the site, broken down by Conduit, Intranet, and
Internet. Hover over a point on the graph to view a tooltip showing the date, time, and
exact values for Conduit, Intranet, and Internet bandwidth at that time. These graphs
are linked to the Monitor > Usage Reports page. Clicking on a graph will take users
to the Usage Reports page to view the requested report in more detail.

Path Status

— Path Status
Conduit & Path Status
I Dead
o 20 40 60 80 100 120 140 160 180 200 220 240

This bar chart provides a visual display of Conduit and Path states. Red (Dead)
segments are clickable. A Dead Conduits segment links to Monitor > Statistics >
Conduits, pre-filtered to show only dead Conduits. A Dead Paths segment links to
Monitor > Statistics > Paths (Summary), pre-filtered to show only dead Paths.

Recent Event Errors

Recent Event Errors
{Evenﬂme Description

2017-11-02 03:53:47 Watchdog update too late, interval 41248313 uSecs, limit 2000000 uSecs

Displays up to 10 recent errors, if any Events with an Event Type of “Error” are
available to display.

Conduits

Dead Conduits

Conduit *PPark-e1000-test’ is currently dead.
Conduit ‘PPark-josswald' is currently dead.

Live Conduits

Conduit PPark-AWS-VA-USA:  Uptime: 16 haurs, 15 minutes, 12.0 seconds.
Conduit PPark-Azure-EastUS:  Uptime: 16 hours, 15 minutes, 19.0 seconds.
Conduit PPark-Azure-WestUS:  Uptime: 16 hours, 15 minutes, 9.0 seconds.
Conduit PPark-Bangalore: Uptime: 16 hours, 15 minutes, 9.0 seconds.

Any dead Conduits are displayed above the list of live Conduits. Clicking on a dead
Conduit will take the user to Monitor > Statistics > WAN Link Usage, where the
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WAN Optimization on Virtual Appliances

Usage and Permitted Rates table will be automatically filtered based on the service

name for the Conduit.

Live Conduits provide hyperlinks to the remote site (on the NCN only).

7.1 expands support for WAN Optimization to the VT800 and CT800 platforms. WAN
Optimization is supported on these platforms at the following levels, with the following

resources:
Max Cloud
License  WANOp WANOp Disk Instance
Platform Level Capacity VCPUs RAM  Sessions Size Type
Y001 20 Mbps 8 Mbps 2 8GB 1,500  160GB
VT800 for 14
i 2Gbps  200Mbps , oC  16GB 10,000  160GB
XIS?S for 5o Mbps 8 Mbps 4 28GB 10,000  160GB  DS12 v2
XIE?S for 500 Mbps 100 Mbps 8 (2.4GHz) 56GB 16,000  160GB  DS13 v2
VT800for 56 Mpps 8 Mbps 2 8GB 1500  160GB
Hyper-V
VT800 for 10
Hypery 200Mbps 100Mbps 00 10GB 5000  160GB
g0 or 20 Mbps 8 Mbps 8 156B 5000  160GB c3.2xlarge
a0 for 200 Mbps 50 Mbps 8 156B 5000  160GB  c3.2xlarge
¢ Note:

The maximum number of WANOp sessions is scaled based on available
memory. If a virtual appliance has insufficient dedicated RAM, the maximum
number of WANOp sessions will be lower. Provisioning a virtual appliance
below recommended system specifications will not disable WANOp, but will
impact WANOp performance. Provisioning a virtual appliance below the
defined minimum specifications is not supported.

A warning banner will be displayed in the Web Console if WANOp is enabled on a
VT800 or CT800 that does not meet the minimum recommended system
specifications. An example is shown below, on a VT800 with insufficient RAM and

VCPUs:

Warning:

* WAN Optimization will likely have degraded performance unless at least 8 GB of RAM are allocated to the appliance. The system
' currently only has 4.06 GB.
.

* WAN Optimization will likely have degraded performance unless at least 2 cores are allocated to the appliance. The system currently
only has 1.
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WAN Optimization Reporting Enhancements

7.1 enhances the existing WAN Optimization monitoring facilities with graphical reports
to display key WANOp data over time. To view the reports, navigate to Monitor >
WAN Optimization.

— Report

KBytes Saved B

® KBytes Saved Egress WAN OP KBytes Saved Ingress/Egress

® KBytes Saved Ingress
550k

Show All | Hide All
500k
450k
400k
350k

300k

250k

KBytes Saved

200k

150k

100k
50k
0k

10/24 10/24 10/25 10/25 10/26 10/26 10/27
12:00 12:00 12:00

Date & Time

(Drag mouse on graph to get more detailed data)

[ Manage Database Archives ‘

Database: Current E Create New | Delete

Different reports may be selected from the dropdown in the upper left-hand corner of
the Report pane, and filtered using the criteria to the left of the graph. Available reports
include:

» Kilobytes Saved (Egress/Ingress)

e Compression Ratio (Egress/Ingress)

» Deduplication Ratio (Egress/Ingress)

» Data Reduction Percentage (Egress/Ingress)
» Deduplication Cache Percentage (Hit/New)

»  Deduplication Cache Count (Hit/New)

* Deduplication Cache Kilobytes (Hit/New)

For in-depth descriptions of the information provided in these reports, please see the
WANOp Setup and Configuration Guide.

Users can zoom in to view a period of time in greater detail by dragging on the graph
to select the timeframe of interest:
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— Report

KBytes Saved u

® KBytes Saved Egress WAN OP KBytes Saved Ingress/Egress

® KBytes Saved Ingress Zoom Reset

Show All | Hide All

200k
175k
150k

125k

KBytes Saved

100k

10/24 10/25 10/25 10/25 10/25 10/26 10/26
18:00 06:00 12:00 18:00 06:00

Date & Time

(Drag mouse on graph to get more detailed data)

Manage Database Archives
(Dalabase: Current <] Create New | Delate

To zoom out to the original graph data, click the Zoom Reset button in the upper right
corner of the pane.

Users may also view reports for archived databases by selecting the report they wish
to view, then scrolling down to the Manage Database Archives pane and selecting an
archived database from the dropdown. Changing reports after selecting an archived
database will reset the report to the current database.

Additional Features in 7.1 GA

Increased Maximum Bandwidth on AUX Port

7.1 increases the maximum WAN link bandwidth for interface groups including the
AUX port to 500Mbps on the T3010, T5000, and T5200.

Monitor > Statistics Enhancements

7.1 introduces some slight changes to the Monitor > Statistics page in the Web
Console:

e Inthe Paths (Summary) view, the Congestion column has been removed.

e Inthe Classes view, the Conduit Filter field has been replaced with a dropdown
menu. Additionally, any entry in the Dropped Packets column with a value greater
than 0 will be highlighted.

e Inthe ARP view, entries are automatically sorted by reply state.

e Inthe WAN Link Usage view, the Usage % column has been added to the “Local
WAN Links” and “Usage and Permitted Rates” tables. The Usage % is Kbps/
Permitted Kbps.
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WANOp Intelligent Cache

7.1 optimizes the performance of WANOp caching for items accessed multiple times,
ensuring faster speeds for frequently accessed files.

ORACLE 17-9



Release 7.2 Features

This chapter includes features and enhancements released in 7.2.

User Interface Enhancements

ORACLE

7.2 GA introduces a new and improved user interface, including a new landing
dashboard and updated navigation. The new dashboard and all statistics screens are
responsive for easier viewing on varying screen sizes.

Navigation menus have been moved to the sidebar, and reorganized into logical
groupings to make the navigation experience more intuitive. Additionally, users may
quickly locate any navigation link using the Search bar at the top of the navigation
sidebar.

TALARI z e e e R e
Networks.
ppm stz | Site Gonchits Paths WAN Link Usage (0 %) WAN Link Usage @Whope) | Events (st 24

23| 4 14456 oj10|0

0.99| 2.62 2.89]9.29

Good | Dead Good | Dead Emergency | Aler | Error

Conduit Usage Conduit Health ~ gast 24 Top Applications

Top Receive Rates Mbps Conduit Status change To Dead

nare-gastus [ 3940 [Top 5 i last 24 hours)
o [
| 0202
mowisy 0214 Je— o
ylean | 0.085 Uncomvon
hawroWestUs | 0084 doman

000 195 391 586 7.8
Total Rate (Mbps)
Pparimnicks [l PParkiahodge

WAN Optimization Data Reduction WAN Optimization KBytes Saved

125 125¢

M Data Reduction (Egress) Il Data Reduction (ingress) I KBytes Saved (Egress) Il Kaytes Saved (ingress)

100 100

New Landing Dashboard

Landing Dashboard Components

The top bar will be visible on every page of the new User Interface:

= PPark-Primary (NCN/HA-Active)  talariuser v
Outages Prevented (iast 24hr) Site Conduits Paths WAN Link Usage (BW %) WAN Link Usage (BW Mbps) Events (st 24h)
3:02:48:11 | 68 23| 4 144 | 56 0.99]|2.62 2.89|9.29 o|10]|0
Downtime Saved | Incidents Good | Dead Good | Dead Revd | Send Revd | Send Emergoncy | Alert | Error

Toggle visibility of the navigation menu and refresh the current page using the buttons
on the left-hand side of the top bar. On the right-hand side, the site name and logged-
in username are displayed.

Click on the username to display a dropdown menu with links for logout, system
information, and support:
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PPark-Primary (NCN/HA-Active) talariuser ~

dnk Usage (Bw  Log Out [

3 | 5.17 System Info (1]
W

Support/Help 9

Send

Click System Info in the dropdown to display the system status information, including
OS Version, Hardware Version, Software Version, and Management IP:

© System

Site Name: PPark-Primary

0S Version: 5.1 Hardware E1000v1
Version:
Appliance Mode: Active NCN Software R7_2_GA_01222018
Version:
Management IP 192.168.20.10  Appliance 12 day(s):10 hour(s):53 minute(s):43
Address: Uptime: second(s)
Unique Identifier: E20109170022 Service Uptime: 13 hour(s):00 minute(s):16 second(s)

High Availability Status

Local Appliance: Active
Peer Appliance: Standby
Last Update Received: 0 seconds ago

Appliance alerts will also be shown in the top bar, if any exist:

o A\ PPark-Primary (NoNMA-Actve)  talariuser

Click the alert icon to display a popup listing all appliance alerts.

The first section of the new dashboard presents summary information about the health
of the site:

ORACLE
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Z PPark-Primary (NGN/HA-Active) talariuser -

Site Conduits Paths WAN Link Usage (BW %) WAN Link Usage (BW Mbps) Events (iast 24hr)
23| 4 144 |56 0.99]| 2.62 2.89|9.29 o|f0]0

Good | Dead Good | Dead Emergoncy | Atert | Error

Outages Prevented (ast 24m)

3:02:48:11 | 68

Outages Prevented (Last 24 hours): The amount of downtime saved (calculated as
time when Paths went dead but the Conduits stayed up) and number of incidents
(times Paths went dead) detected in the last 24 hours. Links to Reports > Availability.

Site Conduits: The number of Good and Dead Conduits for the site. Each number
links to Statistics > WAN > Conduits, filtered by the appropriate state.

Paths: The number of Good and Dead paths for the site. Each number links to
Statistics > WAN > Paths (Summary), filtered by the appropriate state. Any Bad
paths are included in the count of Good paths, as this is a transitory path state.

WAN Link Usage (BW %): The local WAN Link Usage by percentage of total
permitted rate, for receive (download) and send (upload). Links to Statistics > WAN >
WAN Link Usage.

WAN Link Usage (Mbps): The local WAN Link Usage by Mbps, for receive
(download) and send (upload). Links to Statistics > WAN > WAN Link Usage.

Events (Last 24 hours): The number of emergency/alert/critical-level severity events
in the last 24 hours. Links to Event Management > Insert/View Events.

The second section of the dashboard provides information about Conduit health:

Conduit Usage Conduit Health  gast 2an Top Applications

Top Receive Rates Mbps Conduit Status change To
saure o I .7 sead
(Top 5 in last 24 hours)
san_dose [l 0.301 = [
nchri I 0.188 ‘ UNCOMMON
I 0.118 http/www fwww-http
ahodge | 0.060 domain
0.00 9.77 195
Total Rate (Mbps)
PPark:mnicks [l PPark:ahodge
¢’ Note:
»

This section and all of the following sections can be collapsed and expanded
using the /A button in the upper right corner.

Conduit Usage: The top five receive rates in Mbps for the local site, sorted in
descending order. The report title links to Statistics > WAN > Conduits.

Conduit Health: The five Conduits which have gone dead the most in the last 24
hours. If fewer than five Conduits have gone dead in the last 24 hours, only those
which have gone dead will be shown. Users may hover over each section of the graph
to see total state changes for that site within the last 24 hours. The report title links to
Statistics > WAN > Conduits.
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Top Applications: The top five observed protocols and the total rate for each. The
report title links to Statistics > QOS > Observed Protocols.

The third section of the dashboard provides at-a-glance information about WAN
Optimization, and will only be displayed on appliances that support WAN Optimization:

WAN Optimization Data Reduction WAN Optimization KBytes Saved

125 250K
M Data Reduction (Egress) [l Data Reduction (Ingress) M KBytes Saved (Egress) [l KBytes Saved (Ingress)

100 . 200K

150K

Data Reduction %
KBytes Saved

100K

-1l

08:00 16:00 15.Jan 08:00 08:00 16:00 15.Jan 08:00

WAN Optimization Data Reduction: Report displaying data reduction percentages
for WAN Egress and WAN Ingress WANORp traffic at the site on a per-minute basis.
Users may hover over a point on the chart to display detailed data. Select the legend
headers to turn data points off or on. The report title links to WAN Optimization >
Statistics, with the data reduction report displayed.

WAN Optimization Kbytes Saved: Report displaying kilobytes saved using WAN
Optimization for WAN Egress and WAN Ingress. Users may hover over a point on the
chart to display detailed data. Select the legend headers to turn data points off or on.
The report title links to WAN Optimization > Statistics, with the Kbytes Saved report
displayed.

# Note:

Data is only displayed if WAN Optimization is enabled. Otherwise, the
section will report “No Data to Display”.

The fourth section of the dashboard presents site bandwidth reports:

Total WAN Ingress (Upload) Total WAN Egress (Download)

39.06 58.59
Conduit Il Intranet Internet Conduit Il Intranet Internet
48.83
29.30
39.06

1553 2930

Bandwidth (Mbps)
Bandwidth (Mbps)

1953
077

0.00 0.00 . -
18:00 15.Jan 06:00 12:00 18:00 15.Jan 06:00 12:00

Total WAN Ingress (Upload): Report displaying total WAN Ingress bandwidth usage
for Conduit, Intranet, and Internet services for the last 24 hours. Users may hover over
a point on the chart to display detailed data. Select the legend headers to turn data
points off or on. The report title links to Reports > Usage, with WAN Ingress pre-
selected in the direction dropdown.

Total WAN Egress (Download): Report displaying total WAN Egress bandwidth
usage for Conduit, Intranet, and Internet services for the last 24 hours. Users may
hover over a point on the chart to display detailed data. Select the legend headers to
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turn data points off or on. The report title links to Reports > Usage, with WAN Egress
pre-selected in the direction dropdown.

The fifth and final section displays Conduit status information:

Conduit Status

Live Conduit(s) Dead Conduit(s)
Conduit PPark-ahodge: Uptime: 22 hours, 14 minutes, 30.0 seconds. Conduit PPark-AZ-TNET-East is currently dead
Conduit PPark-AWS-VA- Uptime: 1 days, 16 hours, 22 minutes, 30.0 Conduit PPark-jhill is currently dead
USA: seconds.
Conduit PPark-josswald is currently dead.
Conduit PPark-Azure- Uptime: 1 days, 16 hours, 22 minutes, 30.0
EastUS: seconds. Conduit PPark-MP is currently dead.
Conduit PPark-Azure- Uptime: 1 days, 16 hours, 22 minutes, 28.0
WestUS: seconds.
Conduit PPark- Uptime: 1 days, 16 hours, 22 minutes, 26.0

Bangalore seconds

Conduit PPark-cparsons: Uptime: 1 days, 16 hours, 22 minutes, 23.0
seconds.

Live Conduits: A list of all live Conduits at the site. On the NCN, live conduits link to
the remote site.

Dead Conduits: A list of all dead Conduits at the site. Dead Conduits link to Statistics
> WAN > Conduits, filtered for dead conduits.

WAN Optimization Dashboard and Reporting
Enhancements

ORACLE

7.2 provides a new at-a-glance dashboard for WAN Optimization with more detailed
reports and more data about the protocols being optimized. The dashboard refreshes
automatically every minute to provide up-to-date information. Additionally, all WANOp
pages have been consolidated into the new WAN Optimization menu in the sidebar for
ease of location. The WAN Optimization menus and dashboard will only be displayed
on appliances that support WAN Optimization.

To view the WAN Optimization dashboard, navigate to WAN Optimization >
Dashboard:
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] z
2
3 =
0 o
< ] & 2
& & & & S
o

Optimized Traffic by App / Protocol (From LAN)

Unknown: 0.0 % HTTP:2.7%

Unknown: 0.0 %

- SMBIBAN NFS:0.7%
FTP: 0.0 %
FTP0.0%
SME:57.9% —
NFS:78.9 %
Application Data Reduction Table
asrc
Feduction Reduction From To From To
Application Ingress 5 LAN WAN WAN LAN
) MB) (MB) (MB) (MB)
F )
HT 150 [:
s 31 a1
8.7 5561 17
10
Showing 116 5 of 5 entries Previous 1 Next

WAN Optimization Dashboard Overview

# Note:

Features Guide for configuration details.

} | Non Optimized ( (Egress) Optimized {»

12,825 | 15,760

MB) | Non Optimized (. Optimized Sessions | Tota...

3208 | 9811

Data Reduction % by App/Protocol (WAN to LAN)

¢ & &

%,

Optimized Traffic by App / Protocol (To LAN)

HTTP 415 %

The new WAN Optimization dashboard takes advantage of the Application
objects that can be defined in the Configuration (Global > Applications).
Application Recognition was introduced in 6.1. Please see the 6.1 New

If an application is defined in the configuration and used in policies or rules, individual
WANOp statistics will be tracked for that application and tagged with the application

name defined in the configuration.

WAN Optimization Dashboard Components

The first section of the WAN Optimization dashboard presents summary information

about WAN Optimization function at the site:
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Bandwidth Saved (MB) Data Reduction (%) (ingress) Optimized (MB) | Non Optimized (MB) (Egress) Optimized (MB) | Non Optimized (MB) Optimized Sessions | Total Flows

4)4,925 0|14 9,516 | 10,234 29,072 35,268 2651 | 9232

Bandwidth Saved (MB): Total bandwidth saved using WAN Optimization in MB, for
WAN Ingress and WAN Egress. Links to WAN Optimization > Monitor WANOp with

the Kbytes Saved report pre-selected.

Data Reduction (%): Data reduction percentage using WAN Optimization, for WAN
Ingress and WAN Egress. Links to WAN Optimization > Monitor WANOp with the

Data Reduction % report pre-selected.

(Ingress) Optimized (MB) | Non Optimized (MB): Total WAN Ingress bandwidth
optimized vs non-optimized, in MB. Links to WAN Optimization > Statistics.

(Egress) Optimized (MB) | Non Optimized (MB): Total WAN Egress bandwidth
optimized vs non-optimized, in MB. Links to WAN Optimization > Statistics.

Optimized Sessions | Total Flows: Total number of active WAN Optimized sessions
vs total active sessions. Links to WAN Optimization > Flows, with WAN Ingress,
WAN Egress, and TCP Termination Table pre-selected.

The second section of the WAN Optimization dashboard provides data reduction
reports by application/protocol:
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Bandwidth Saved (MB) Data Reduction (%) imized (MB) | Nen Optimized (Egress) Optimized {MB) | Non Optimized (. Optimized Sessions | Tota
906 | 2,678 13.3]| 16.9 5,978 7,046 12,825 | 15,760 3208 | 9811
| Egre e | B
Data Reduction % by App/Protocol (LAN to WAN) Data Reduction % by App/Protocol (WAN to LAN)
125 60
3 40
e :
5 2
B 8
z z
=
o 0 —
< R < & & K { <
& & @ S & R
oF oF
Optimized Traffic by App / Protocol (From LAN) Optimized Traffic by App / Protocol (To LAN)
unknown: 0.0% HITR2.7%
Unknown: 0.0 %
- SMBIBAN NFS:0.7%
FTP: 0.0 %
TP 00 % HTTP 415 %
SME:57.9% —
NFS:78.9 %
Application Data Reduction Table
Searct
Feduction Reduction From To From To
Application Ingress Egress LAN WAN WAN LAN
(36} (36) MB) (MB) (MB) (MB)
F ) )
HTTF 42.55 189 150 6534
SMB 95 a1 3
NFS 61 17
Showing 116 5 of 5 entries Previous 1 Next

Data Reduction % by App/Protocol (LAN to WAN): Data reduction percentage for
each protocol or application (for applications defined in the configuration), for WAN
Ingress (upload). Users may hover over each bar to see the exact percentage.

Data Reduction % by App/Protocol (WAN to LAN): Data reduction percentage for
each protocol or application (for applications defined in the configuration), for WAN
Egress (download). Users may hover over each bar to see the exact percentage.

The third section of the WAN Optimization dashboard provides information about
optimized traffic by application/protocol:
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Bandwidth Saved (MB) Data Reduction (%) g zed (MB) | Non Optimized (Egress) Optimized {MB) | Non Optimized (. Optir essions | Tota
906 | 2,678 13.3]| 16.9 5,978 7,046 12,825 | 15,760 3208 | 9811
| Egre e | B
Data Reduction % by App/Protocol (LAN to WAN) Data Reduction % by App/Protocol (WAN to LAN)
125 60
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Optimized Traffic by App / Protocol (From LAN) Optimized Traffic by App / Protocol (To LAN)
unknown: 0.0% HITR2.7%
Unknown: 0.0 %
- SMBIBAN NFS:0.7%
FTP: 0.0 %
TP 00 % HTTP 415 %
SME:57.9% —
NFS:78.9 %
Application Data Reduction Table
Searct
Feduction Reduction From To From To
Application Ingress Egress LAN WAN WAN LAN
(36} (36) MB) (MB) (MB) (MB)
F ) )
HTTF 42.55 189 150 6534
SMB 131 3
NFS 1 1
Showing 116 5 of 5 entries Previous 1 Next

Optimized Traffic by App/Protocol (From LAN): Chart displaying the percentage of
total optimized upload/WAN Ingress traffic for each protocol or application (for
applications defined in the configuration). Users may hover over each bar to see the
exact percentage.

Optimized Traffic by App/Protocol (To LAN): Chart displaying the percentage of
total optimized download/WAN Egress traffic for each protocol or application (for
applications defined in the configuration). Users may hover over each bar to see the
exact percentage.

The final section of the WAN Optimization dashboard is the Application Data
Reduction Table:
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5 antries Previous 1 Next

The Application Data Reduction table shows flow statistics for WAN Optimized
sessions that match user-defined Application objects in the configuration, as well as
WAN Optimized HTTP, HTTPS, FTP, SSH, and Telnet sessions that do not match a
defined Application object.

For more information about WAN Optimization, please see the WAN Optimization
Guide.

Enhanced DHCP Relay

ORACLE

7.2 introduces the ability for users to configure up to four DHCP server relay
addresses per virtual interface, allowing users with multiple DHCP servers at their
NCN site to take advantage of increased redundancy.

DHCP relays may be configured in the Advanced view of the Configuration Editor,
under Sites > [site nhame] > DHCP > Relays, as shown below:
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ElpHep 2
Server Subnets

ERelays + 2 2

Server IP 2 | Server IP 3 ‘ Server IP 4 l Delete

192.168.49.14 0}

Virtual Interface ‘ Server IP 1 |

E4-GUEST 192.168.49.13

When configuring DHCP Relays, the Virtual Interface and Server IP 1 are required.
Server IPs 2 through 4 are optional.

Monitoring information for DHCP Relay is available under Monitor > DHCP.

Client Private Subnet Reuse for Untrusted Segment

7.2 introduces the ability to set duplicate Virtual IPs at multiple sites when the Virtual
IP Address is Private and the associated Interface Group is defined as Untrusted. This
feature is intended for use is situations where multiple sites are being deployed with
the same WAN link provider, with provider equipment pre-configured for the same IP
address/subnet at every site.

........... D @

Basic Settings

Routing Domains

= interface Groups + # ?

| Virtual Interfaces | Ethernet Interfaces Bypass Mode | Security | Delete
Pt12(0) 1 2 3 4 5 Faito-Wire Trusted [
| Pt5 (0) 1 2 3 48 FaltoBlock Untrusted [ |
E—
[Z] virtual IP Addresses  + 7 ?
IP Address / Prefix | Virtual Interface Firewall Zone | Identity | Private | Security | Delete
192.168.0.1/24 Pt12 Default_LAN_Zone v Trusted | 1]
I 10.0.1.1/24 Pt5 Untrusted_Internet_Zone Untrusted ﬁ_?[_.l

If one or more of the duplicate Virtual IPs is not private, an Audit Error will be
displayed.

At Site CL2 in 'virtual_ip_addrn->ip_addrn': '10.0.1.1" is not unique throughout
'Default_RoutingDomain'. The duplicate IP Address was found at 'site CL1: virtual_ip_addrn-
>ip_addrn’

o EC319 10.0.1.1/24

Palo Alto GlobalProtect Cloud Integration

ORACLE

7.2 adds support for integration of branch office Oracle Talari Appliances with the Palo
Alto GlobalProtect cloud service via IPsec tunneling, enabling users to tunnel Internet-
destined traffic to GPCS for cloud-hosted filtering and security services.

To configure a Palo Alto GlobalProtect cloud IPSec tunnel, navigate to Configuration
> Configuration Editor on the NCN and Import the current configuration file. Click on
the Advanced tab, expand Connections > [Site Name] > IPSec Tunnels, and click
the (+) icon.

Select Palo Alto as the Service Type, select the Local IP address from the dropdown,
fill in the Peer IP address of the GlobalProtect cloud service IKE Gateway, enter the
IKE Pre-Shared Key, add the local Protected Networks for the IPsec tunnel, and click

Apply.
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IPsec Tunnels _ + # 7
S ——

Service Type‘l\ Name | Firewall Zone ’,Lu:a\ 1P | FEErN MTU | Keepalive | Delete
Palo Alto & y!-site_PaIuA\lm [ ntemet_zone (4] 1011011 +] 10.102.0.100 )400 v «
.~y
IKE Settings ?
Version:
IKEv2 3
Identity: Authentication: Pre-Shared Key: @&
[ Auto :] [ Pre-Shared Key :]
Peer Authentication:
Validate Peer Identity
DH Group: Hash Algorithm: Integrity Algorithrn: Encryption Mode:
[ Group 2 (MODP1024) :] [ SHA1 :] SHA1T ¢ AES 128-Bit
Lifetime (s): Lifetime (s) Max: DPD Timeout (s):
28800 86400 5
IPsec Settings ?
Tunnel Type: PFS Group:
ESP+Auth 4 Group 2 (MODP1024) &
Encryption Mode: Hash Algorithm:
AES 128-Bit 3 SHA1 %
Lifetime (s): Lifetime (s) Max:
28800 86400
Lifetime (KB): Lifetime (KB) Max:
0 0
Network Mismatch Behavior:
IPsec Protected Networks [Eaiell]
Source IP/Prefix Destination IP/Prefix Delete

If no options are available in the Local IP dropdown, ensure Internet Service is
enabled on at least one WAN link at the site under Connections > [Site Name] >
Internet Services.

Private Cloud Path Enhancement

In certain cases, service providers have a private cloud which is separate from the
public Internet. Within their environment they use PAT (Port Address Translation) to
forward user traffic from their private cloud to the Internet. In these cases, the service
provider will have a limited number of public IP address for NATing. When deployed
for an enterprise customer, if they select one of these providers for multiple client sites,
there is the possibility that multiple Client WAN links could be PATed/NATed to the
same public IP address. Prior to 7.2, Talari would validate/learn a path based on the
source IP address of the received frame (at the NCN for example). The end result is
that the first site brought online would function as expected, with a Path in the GOOD
state. However, at the second Client site using the same public IP address, the Path
would be in the DEAD state. To resolve this issue, 7.2 has been enhanced to use the
source IP address and source port for path learning validation. With this enhancement
Talari has expanded its ability to interoperate with multiple additional Service Provider
WAN environments.
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< Note:

Conduits between Client sites with the same shared public IP are not
supported at this time.

All WAN links which may reside behind the same public IP must have Autodetect
Public IP enabled in the configuration under Sites > [Site Name] > WAN Links >
[WAN Link] > Settings > Basic Settings, as shown below:

WAN Links ?
CL1-site-WL-1
Settings & ?

Basic Settings ?

Note: Changing the access type of this WAN Link may cause automatically generated Paths to this link to be added or

removed.

WAN Link Template:
[ <None> s

— WAN Egress

Access Type:

| Public Internet 4

— WAN Ingress

Physical Rate (kbps): Physical Rate (kbps):

10000 10000
Set Permitted From Physical Auto Learn Set Permitted From Physical Auto Learn
Permitted Rate (kbps): Permitted Rate (kbps):

10000 10000

: =
Tracking IP Address: q Autodetect Public IP

Public IP Address

Remote sites other than the NCN will not be able to bring up paths to a client using a
shared public IP unless UDP Hole Punching is enabled in the configuration under
Connections > [Site Name] > Conduits > [Conduit] > Local Site > WAN Links at
the client sites which share the public IP, as shown below:

Basic Settings
WAN Links 2 7

UDP Part Switching
[y
Tunnel
bl fod Active InE upP " "
WAN Link Use [ Heade Tu | UoP Hole |Enable | ARt | Interva Autopath Group
ize Detect | Port | p nching Port (min}
(bytes) ol =
CL1-site-WL-1 0 2156 1440 | <Default> 4|
CL1-site-WL-2 0 2156 1440 | <Default> L

Additional Features in 7.2 GA

ORACLE

7.2 introduces the following additional features:

»  Configuration Editor:

A note has been added in the Configuration Editor at all locations where a Rule may
be configured to clarify that Drop Limit and Disable Limit values in milliseconds are not
valid for Bulk Classes. These values will automatically be set to 0. Drop Depth (bytes)
and Disable Depth (bytes) values should be used for Bulk Classes instead.
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Release 7.2 P3 Features

This chapter includes features and enhancements released in 7.2 P3.

Configuration Versioning and Comparison

ORACLE

Configuration Versioning

Beginning in 7.2 GA P3, configurations will be versioned automatically whenever a
change is applied via Change Management. Each new version contains additional
metadata which allows network administrators to quickly audit changes to the
configuration. The information collected includes: the user who edited the configuration
and when the edit was made, the user who activated the configuration and when the
configuration was activated, the name of the configuration, and a user-generated
comment describing the reason for the change. All of the information except the user-
generated comment will be collected automatically without any required action from
the user or network administrator.

Whenever a configuration is saved or exported, the user will be prompted to add a
comment, as shown below:
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Save/Save As
Package Name:

example-configuration-2_20180503_1208

Reason for Config Change:

Increased INET BW at RDU, AVL, CLT: made
AVL Geo NCN.

] Allow Overwrite m Cancel

Export Configuration
Destination:

[ Change Management inbox

Reason for Config Change:

Increased INET BW at RDU, AVL, CLT: made
AVL Geo NCN.

¢ Note:

Adding or updating the user comment is not enforced by the configuration
editor. Users may save or export a configuration with no added comment, or
without updating the comment text.
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< Note:

Adding a user comment when exporting a saved configuration will overwrite
any user comment added when the configuration was previously saved.

Configuration Comparison

To review and compare configurations, navigate to Configuration > Compare
Archived Configurations and click Select Configurations to Compare.

< Note:

Only configurations which have already been activated via Change
Management are available for comparison.

Click to select or deselect a configuration for comparison. Selected configurations will
be highlighted. Click Compare to view the selected configurations.

Select Two Configurations To Compare

2018-05-21 talariuser_192-  2018-05-21 talariuser_192- example_configuration3_20180521_1505.cfg  "Increased AVL INET
15:05:14 168-50-79 14:52:57 168-50-79 bandwidth."

2018-05-21 talariuser_192- 2018-05-21 talariuser_192- example_configuration2_20180521_1450.cfg "Added site CLT"
14:50:29 168-50-79 13:46:58 168-50-79

2018-05-21 talariuser_172- | 2018-05-21 talariuser_172- example_configuration1_20180521_1310.cfg "Removed Facebook
13:10:49 16-42-1 12:04:21 16-42-1 application, made AVL Geo
NCN*

2018-05-04 talariuser_172- = 2018-05-04 talariuser_172-  testEdit2_20180504_1500.cfg "add facebook"
16:00:67 16-42-1 14:42:48 16-421

2018-04-05 talariuser 2018-04-05 talariuser AVL-intra-04052018_20180405_1243.cfg “add intranet service at AVL"
12:43:05 12:38:45

Cancel Compare

¢ Note:

More than two configurations may be selected, but only two configurations
may be compared at a time. The Compare button will be greyed out until only
two configurations are selected.

The newer configuration will be displayed on the left, and the older configuration will
be displayed on the right. In addition to the configuration name and user-generated
comment, the header for each configuration will show the activating/editing username,
IP address, date, and time:
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Compare Archived Configurations

Select Configurations to Compare

Newer Older

Config Name: example_configurationd_20180521_1530.cfg Config Name: example_configuration3_20180521_1505.cfg

Activated By snorris_192-168-50-79 @ 2018-05-21 15:30:56 Activated By. talariuser_192-168-50-79 @ 2018-05-21 15:06:14

Edited By: snorris_192-168-50-79 @ 2018-05-21 15:24:40 Edited By: talariuser_192-168-50-79 @ 2018-05-21 14:52:57

Comment: *Removed site CLT." Comment: “Increased AVL INET bandwidth."

Changes in newer config: example_configuration4_20180521_1530.cfg vs older config: example_configuration3_20180521_1505.cfg

Legend: blus => modified, red = removed, green => added

set apn_properties
encryption_mode=aes128 encryption_mode=ae

define application_match_collection define application_mat

{ {

1 1

define application define application
name=DEFAULT_AF11 name=DEFAULT_AF11

set apn_properties

{

set application_properties set application_pr

define application define application

A side-by-side comparison of the configuration text file is displayed below the headers.
Objects that have been removed will be highlighted in red and marked with a “-:

Changes in newer config: example_configurationd_20180521_1530.cfg vs older config: example_configuration3_20180521_1505.cfg

Legend: biue => modified, red => removed, green => added

wan_egress_rate_fair_share=1000
wan_ingress_rate_fair_share=1000
service_group_name=Default
autopath_group_name=Default
conduit_usage

- remote_site_name=CLT

- wan_egress_rate_fair_share=1000
- wan_ingress_rate_fair_share=1000
- service_group_name=Default

- autopath_group_name=Default
conduit_usage
remote_site_name=GS0
wan_egress_rate_fair_share=1008
wan_ingress_rate_fair_share=1000
service_group_name=Default

wan_egress_rate_fair_share=1000
wan_ingress_rate_fair_share=1080
service_group_name=Default
autopath_group_name=Default
conduit_usage

remote_site_name=GS0
wan_egress_rate_fair_share=1000
wan_ingress_rate_fair_share=1060
service_group_name=Default

Objects that have been added will be highlighted in green and marked with a “+";

Changes in newer config: example_configuration2_20180521_1450.cfg vs older config: example_configuration1_20180521_1310.cfg

Legend: blue => modified, red => removed, green => added
service_group_name=Default

autopath_group_name=Default
conduit_usage

service_group_name=Default
autopath_group_name=Default
conduit_usage
remote_site_name=CLT
wan_egress_rate_fair_share=1000
wan_ingress_rate_fair_share=1000
service_group_name=Default
autopath_group_name=Default
conduit_usage
remote_site_name=G6S0
wan_egress_rate_fair_share=1000
uan innrace rata fair chare=1000

A

remote_site_name=GSO
wan_egress_rate_fair_share=1000
wan innrece rate fair chara=1004

Objects that have been modified will be highlighted in blue and marked with a “<<:

Changes in newer config: example_configuration3_20180521_1505.cfg vs older config: example_configuration2_20180521_1450.cfg

Legend: blue => modified, red => removed, green => added

it 1
set conduit_properties

3 3

add virtual _wan_link add virtual wan_link
name=AVL-INET name=AVL-INET

{ i
set properties

access_type=public_internet

set conduit_properties

set properties
access_type=public_internet

wan_ingress_physical_rate_kbps=10000 << wan_ingress_physical_rate_kbps=3000
wan_egress_physical_rate_kbps=50000 < wan_egress_physical_rate_kbps=15000
wan_ingress_permitted_rate_kbps=10000 << wan_ingress_permitted_rate_kbps=3000
wan_egress_pernitted_rate_kbps=50000 << wan_egress_permitted_rate_kbps=15000

add access_interface
name=AVL-INET-AI-1
virtual_interface_name=AVL-INET-vil

access_interface
name=AVL-INET-AI-1
virtual_interface_name=AVL-INET-vil

ORACLE"
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Release 7.3 Features

This chapter includes features and enhancements released in 7.3.

Enhanced Application Identification

7.3 GA introduces Enhanced Application Identification, which offers a significant
improvement to how Oracle Talari Appliances identify and forward applications. This
release introduces the following new application identification enhancements:

ORACLE

DNS snooping, a less intrusive application identification technique when compared
to our existing DNS proxy or manual six-tuple identification mechanisms.

Simplified application policy configuration, with a default signature library (the
Application Signature Library) with over 100 application entries included. Preset
application signatures are modular and can be downloaded and upgraded
independently of software packages via the regular Change Management process.
Talari will provide updates to the Application Signature Library moving forward
based on customer feedback.

A dedicated application dashboard which allows the user to view top cumulative
and live applications, bandwidth usage by service, and application health
information. This information helps administrators perform common tasks such as
troubleshooting and capacity planning:
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= PPark-Primary (NCN/MA-Active)  talariuser ~
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Conduit Applications

Intranet Applications
1/0 15/0.17 o/o
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Application Category MB
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» Streamlined configuration elements that make creating an application policy fast
and easy. The Enhanced Application Identification is extensible and supports the
addition of user-defined categories and applications.

* Applications are assigned to a pre-defined application category, or users may
configure additional application categories as required.

By combining all of these capabilities, users can create granular application policies
such as steering a single application (e.g., Microsoft Office 365) out the local internet
service while forwarding all other SaaS application(s) back to the data center or NCN
site. The user can also define the scope of the application policy which could include a
single location, all Edge sites or a subset of sites depending on user needs. Traditional
QOS services are applied for conduit services where the user can map an application
to a pre-defined classification or select their own classification from a pre-defined list.
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For information on configuring and monitoring Enhanced Application Identification,
please see the Enhanced Application Identification & Application Signatures Guide.

E500 Appliance ( 7.3 GA P3)

7.3 GA P3 adds support for the E500 appliance. The E500 is an extension of the E-
series of Oracle Talari Appliances. The E500 intended for use in mid-sized branch or
regional offices that require higher performance and port density than the E100
provides. The E500 supports WAN Optimization and Easy 1st Install. For more
information on this platform, please see the E500 Installation Guide and the E500
Hardware Guide.

Private Registration Server (7.3 GA P3)

Beginning in 7.3 GA P3, customers who do not wish to depend on the public
Registration Server may host a Private Registration Server for use during the Easy 15t
Install process. The private registration server may be deployed for access via an
incumbent private intranet or for access via the public Internet, and may use either a
static IP host or a DNS-resolvable Fully Qualified Domain Name (FQDN).

Once the Private Registration Server (PRS) is installed and operational, the high-level
data flow for the Easy 15! Install process to complete properly is as follows:

e User provides the serial number for the site being deployed to the NCN

e The NCN uploads package to the PRS
— Connectivity must exist to the PRS from the NCN management port IP
— The NCN pushes the client package to the PRS via HTTPS

e Once the client appliance is powered on and has an IP address/gateway/DNS for
the management port, the following occurs:

— The client will attempt to establish an HTTPS session via its management port
to the PRS and provide its serial number

*  Once the serial number is validated via the HTTPS session, the PRS will
provide a URL for the client to download the appliance package

— The client appliance will establish a second HTTPS session to retrieve the
appliance package based on the validated serial number

For detailed information on deploying and using a Private Registration Server, please
see the Private Registration Server Installation and Deployment Guide.

Threshold Alerting (7.3 GA P4)

ORACLE

7.3 GA P4 introduces the ability to monitor WAN link usage and trigger an alert if a
user-defined usage threshold is exceeded. Threshold Alerting can provide insight into
situations wherein the failure of one WAN link in a Conduit would result in the
remaining WAN link(s) being oversubscribed, allowing customers to resolve potential
issues before they arise.

Threshold Alerting is configured using the Advanced view of the Configuration Editor,
and is disabled by default. To enable Threshold Alerting at a site, go to Sites > [Site]
> Basic Settings and enter a non-zero value for at least one threshold:
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[=] Basic Settings # 7

Appliance Name: Secure Key:

E100 132bb462cbc6B809 Regenerate
Model: Mode:
E100 primary NCM

Site Template:

<None>

Default Direct Route Cost:

5

Gateway ARP Timer (ms):

1000

Enable Source MAC Learning

Application Normal RTT adjust time (ms):

0

Application Warning RTT adjust time (ms):

0

WAN Ingress Lower Threshold (kbps):
8000

WAN Egress Lower Threshold (kbps):
18000

WAN Ingress Higher Threshold (kbps): WANM Egress Higher Threshold (kbps):

11000 20000

When a threshold is configured and the combined WAN link usage for the site exceeds
the configured value, an event will be generated.

" Note:

When the combined WAN link usage exceeds the Lower Threshold value, an
event with a severity of “Notice” will be generated. When the combined WAN
link usage exceeds the Higher Threshold value, an event with a severity of
“Warning” will be generated.

By default, all WAN links at a site are used for threshold calculations. To exclude a
WAN link from threshold calculations, go to Sites > [Site] > WAN Links > [WAN Link]
> Settings > Advanced Settings in the Advanced view of the Configuration Editor
and uncheck the “Enable WAN Link Threshold” box:
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Basic Settings

Advanced Settings

Provider ID:

Congestion Threshold (us):
20000

o Enable WAN Link Threshold

Event

Frame Cost (bytes):
0
MTU Size (bytes):

1500

WAN Link Mode:

Regular Active

Eligibility

Cell Networking

Additional Features in 7.3

ORACLE"

CT800-128 and VT800-128 Appliances (7.3 GA P4)

7.3 GA P4 introduces support for the CT800-128 and the VT800-128. These new
virtual appliances build on the CT800 and VT800 appliances to support up to 128
conduits in AWS, ESXi, Azure, and HyperV.

Increased Throughput in AWS (7.3 GA P4)

The CT800-128 supports a new maximum performance level of 500Mbps full-

duplex for AWS.
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Release 8.0 Features

ORACLE

This chapter includes features and enhancements released in 8.0.

ID

Description Release

16569

16551

19119

Old log files are now 8.0 GA
compressed to permit
longer retention.

8.0 GA introduces Cloud 8.0 GA
Connect, which allows

customers to connect to
participating Cloud

Connect providers from

the enterprise platforms

via Cloud Conduits.

The licensing requirement 8.0 GA P1
for virtual appliances

(VT800, VT800 - 128,

CT800, and CT800 - 128)

has been removed.
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Release 8.1 Features
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This chapter includes features and enhancements released in 8.1.

ID

Description Release

29989632
(19500)

29989624
(19486)

29989439
(19230)

29989448
(19245)

29989220
(18936)

User Names can now contain  APN 8.1 P1
several special characters that

were previously disallowed:

@, /,and\.

T5200 CPU profile APN 8.1 P1
optimizations as well as

general packet scheduler

enhancements have been

made to significantly improve

performance and stability

during heavy load across large

networks. Advanced logging

and alerting tools are included.

When configuring email alerts APN 8.1 P1
with SMTP Authentication

enabled, event emails may not

be sent.

8.1 introduces support for the APN 8.1 GA
D6000. The D6000 is the

replacement appliance for the

T5X00 series, with improved

performance.

8.1 introduces support for the APN 8.1 GA
D2000. The D2000 is the

replacement appliance for the

E1000.
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Release 8.2 and later

Feature descriptions for release 8.2 and later are available in the documentation set
that corresponds to each release. See the Release Notes for the release to see a
description of the feature.
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