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Manager Cloud Control, and describes in detail how you can use the discovery,
provisioning, patching, and monitoring features to manage your data center.

This guide is primarily meant for administrators who want to use the discovery,
provisioning, patching, and monitoring features offered by Cloud Control to meet their
operating system and host lifecycle management challenges. As an administrator, you
can be either a Designer, who performs the role of a system administrator and does
critical operating system and host operations, or an Operator, who runs the default

as well custom deployment procedures, patch plans, and patch templates to manage
operating system and host configurations.

Documentation Accessibility
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Access to Oracle Support
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Introduction to Enterprise Manager
Lifecycle Management

This part contains the following chapters:

e Introduction to Lifecycle Management

e Setting Up Your Infrastructure
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Introduction to Lifecycle Management

This chapter covers the following:

» Information Map for Lifecycle Management Solutions

e Overview of the New Lifecycle Management Solutions

Information Map for Lifecycle Management Solutions

Table 1-1 lists the chapters and sections relevant to the various lifecycle management
solutions offered by Cloud Control. Consider this an information roadmap to learn
about the solution and perform the required operations.

Table 1-1 Information Map for Lifecycle Management Solutions

Domain Target Name  Solution Area Reference Links
Database Single-Instance Discovery e Discovering Hosts
Database Automatically and Adding

Targets Manually

«  Discovering Hosts Manually
and Adding Targets Manually

Provisioning e Creating and Provisioning
Oracle Databases
e Provisioning Oracle Grid
Infrastructure for Oracle
Databases

e Creating Databases

Upgrade Upgrading Databases
Patching Patching Software Deployments
Change Management Manage Database Schema
Changes
Configuration Manage Configuration Information
Management
Compliance Manage Compliance
Management
Enterprise Data Managing Enterprise Data
Governance Governance
Change Activity Overview of Change Activity
Planner Planner
Oracle Real Discovery e Discovering Hosts
Application Automatically and Adding
Server (Oracle Targets Manually
RAC) «  Discovering Hosts Manually

and Adding Targets Manually

ORACLE 1-1
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Information Map for Lifecycle Management Solutions

Table 1-1 (Cont.) Information Map for Lifecycle Management Solutions

Domain Target Name

Solution Area

Reference Links

Provisioning e Provisioning Oracle Grid
Infrastructure for Oracle Real
Application Clusters Databases
e Provisioning Oracle Real
Application Clusters for 12c and
18c
e Extending Oracle Real
Application Clusters
e Deleting or Scaling Down
Oracle Real Application
Clusters
Patching Patching Software Deployments
Change Management Manage Database Schema
Changes
Configuration Manage Configuration Information
Management
Compliance Manage Compliance
Management

Enterprise Data
Governance

Managing Enterprise Data
Governance

Change Activity

Overview of Change Activity

Planner Planner
Oracle RAC Discovery «  Discovering Hosts
One Database Automatically and Adding
Targets Manually
«  Discovering Hosts Manually
and Adding Targets Manually
Provisioning Provisioning Oracle Real

Application Clusters One (Oracle
RAC One) Node Databases

Change Management

Manage Database Schema
Changes

Configuration Manage Configuration Information
Management
Compliance Manage Compliance
Management
Enterprise Data Managing Enterprise Data
Governance Governance
Change Activity Overview of Change Activity
Planner Planner
Pluggable Discovery «  Discovering Hosts
Database Automatically and Adding
Targets Manually
*  Discovering Hosts Manually
and Adding Targets Manually
Provisioning Managing Pluggable Databases

Using Enterprise Manager
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Table 1-1 (Cont.) Information Map for Lifecycle Management Solutions
|

Domain Target Name  Solution Area Reference Links
Oracle Discovery e Discovering Hosts
Database Automatically and Adding
Replay Client Targets Manually

e Discovering Hosts Manually
and Adding Targets Manually

Provisioning Provisioning Oracle Database
Replay Client

Change Management Manage Database Schema
Changes

Configuration Manage Configuration Information

Management

Compliance Manage Compliance

Management

Enterprise Data Managing Enterprise Data

Governance Governance

Change Activity Overview of Change Activity

Planner Planner

Overview of the New Lifecycle Management Solutions

In today's world, with the cloud infrastructure, numerous low cost servers and

software deployments on those servers have brought in a fresh set of lifecycle
management challenges. The challenges range from discovering and monitoring the
health of existing software deployments to provisioning new software deployments and
maintaining them over a period of time.

Besides that, other problems include difficulty in managing consistency and
compatibility across these software deployments and operating systems, managing
configuration changes, and managing security vulnerabilities that lead to lack of
compliance.

These lifecycle management challenges eventually force you to engage more human
resources and devote significant amount of time in managing the data center
operations.

Oracle Enterprise Manager Cloud Control (Cloud Control) offers lifecycle management
solutions that help you meet all lifecycle management challenges easily by

automating time-consuming tasks related to discovery, initial provisioning and cloning,
patching, configuration management, ongoing change management, and compliance
management.

Figure 1-1 illustrates the lifecycle management solutions offered by Cloud Control.
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Figure 1-1 Lifecycle Management Solutions

‘ Discovery

‘ Provisioning

‘ Patching

‘ Configuration Management

‘ Compliance Management

‘ Change Management

‘ Enterprise Data Governance

‘ Change Activity Planner

Discovery involves identifying hosts and their
software deployments, adding them as manageable
targets, and monitoring and managing their health.

Provisioning involves repeatable, reliable, automated,
unattended and scheduled mass-deployment of
software, applications or servers across different
platfarms, environments, and locations.

Patching involves maintaining the software over a
period of time with bug fixes, enhancements, and latest
features offered by the software vendor.

Configuration management involves discovering,
collecting, monitoring, comparing, and customizing
configuration data for all managed targets in the
enterprise.

Compliance Management involves defining,
customizing, and managing compliance frameworks,
compliance standards, and compliance standard rules
to evaluate the compliance of targets and systems as
they relate to business best practices for configuration,
security, and storage.

Change Management involves consolidating and
propagating changes in database during development,
customization, or application upgrades, to ensure
database compliance across enterprise.

Enterprise Data Governance involves identifying,
managing, tracking, and securing sensitive data in the
data center.

Change Activity Planner involves planning, managing,
and monitaring operations within your data center. These
operations involve dependencies and coordination across
teams and business owners, as well as multiple
processes.

Table 1-2 describes each of these lifecycle management solutions.
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Table 1-2 Lifecycle Management Solutions

_______________________________________________________________________|
Solution Area Coverage

Discovery .
Provisioning .
Patching .
Change .
Management

ORACLE

Automatically discovers software deployments using IP scanning
techniques (NMAP).

Converts unmanaged software deployments to managed targets in
Cloud Control so that their health can be monitored.

Offers an integrated workflow for deploying Oracle Management Agents
and discovering targets on selected auto-discovered hosts.

All discovery solutions are covered in the Oracle Enterprise Manager
Host Lifecycle Management Guide under: Discovering Hosts and
Software Deployments.

Discovers bare metal servers and live target servers.

Provisions Linux operating system on bare metal servers (hypervisors
and virtual machines).

Associates patching templates with provisioning so that patches can be
applied automatically once the operating system is provisioned.
Provisions Oracle Databases, Oracle Real Application Clusters (Oracle
RAC), Oracle Grid Infrastructure (for standalone servers and clustered
environments), and Pluggable Databases.

Provisions clusters in virtualized Exadata systems.

Supports mass upgrade of single instance, Oracle RAC, and Oracle RAC
One database instances one at a time.

Provisions Oracle WebLogic Server, Oracle Coherence, Oracle SOA
Suite, SOA Artifacts, Service Bus, Oracle WebCenter, Business
Intelligence, and Java EE applications.

Offers an integrated patching workflow with My Oracle Support—access
to recommendations, search patches, and so on.

Orchestrates patching workflow using Patch Plans, including automated
selection of deployment procedures and analysis of the patch conflicts.
Validates patches for applicability in your environment, validates patch
plans, and automatically receives patches to resolve conflicts.

Helps you save successfully analyzed or deployable patch plans as
patch templates, which contain a predetermined set of patches and
deployment options saved from the source patch plan.

Offers out-of-place patching (only for standalone databases), in-place
patching, and rolling and parallel patching modes, both in offline and
online mode.

Captures database object definitions and initialization parameters at
different points in time.

Compares databases; compares baselines.

Propagates changes from database definitions and initialization
parameters captured in a baseline or from a database to a target
database.

Specifies, groups, and packages object metadata changes. Creates
change plans from ad hoc changes, comparison-based differences, or
developer tools.

Compares data between a local and remote database, and determines
how seed data customizations will be affected by application upgrades.
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Table 1-2 (Cont.) Lifecycle Management Solutions

_______________________________________________________________________|
Solution Area Coverage

Configuration e Searches configuration data across the enterprise.

Management »  Displays configuration data in the context of a single managed entity
—configuration item types and properties, system configuration data,
system target relationships, custom configuration data.

*  Monitors change activity across the enterprise—includes changes both
to configurations and to relationships, which are associations that exist
among managed entities.

e Compares configurations of a particular target type using comparison
templates, which enable you to ignore the obvious differences and set
alerts on critical issues that need immediate attention.

e Identifies files and other configuration data that Cloud Control does
not already collect from well-known target types or from a target type
introduced as part of the custom configuration definition.

«  Creates new relationships between managed entities using the Topology
Viewer or a generic system target type. Helps you perform dependency
analysis and impact analysis on assets in your enterprise using the

Topology Viewer.
Compliance - Evaluates the compliance of targets and systems as they relate to your
Management business best practices for configuration, security, and storage.

e Advises of how to change configuration to bring your targets and
systems into compliance.

e Helps you define, customize, and manage Compliance frameworks,
Compliance standards, Compliance standard rules.

*  Helps you test your environment against the criteria defined for your
company or regulatory bodies using these self-defined entities.

Enterprise Data ¢  Provides the means to identify databases within the enterprise that
Governance potentially contain sensitive data, and then to evaluate the data within
these candidates to determine if sensitive data exists.

*  Uses metadata discovery to identify databases containing objects that
are protected by security features known as Protection Policies.

«  Discovers sensitive database candidates by identifying application
signatures, a set of database objects such as schemas, tables, and
views that are unique to a specific application.

«  Performs metadata discovery automatically whenever a database target
is discovered. This feature can be disabled if you want more control over
when and how the metadata discovery job runs.

« Enables you to associate a sensitive database candidate with a new or
existing Application Data Model (ADM) and set sensitive columns for the

ADM.
Change Activity ¢  Enables you to plan, manage, and monitor operations within your data
Planner center. These operations involve dependencies and coordination across

teams and business owners, as well as multiple processes.

e Provides you the ability to create plans comprising of one or more
tasks. Tasks can be associated with operations like a patch template,
a compliance standard, or a manual job.

«  Enables you to monitor all managed plans. This helps you to identify any
issues that may delay the activity plan completion deadline.

e Prints plans that can be used for reporting purposes. Information
includes overall summary across all plans, plan summary within a given
plan, overall tasks across all tasks across plans, and task summary
across tasks within a given plan.
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< Note:

The provisioning and patch management solutions are essentially based on
deployment procedures, which are Oracle-supplied predesigned procedures
that help you accomplish the provisioning and patching tasks. Deployment
procedures contain a hierarchal sequence of steps, where each step

might contain a sequence of other steps. Essentially, they encapsulate the
workflow of all the tasks that need to be performed for a provisioning or
patching operation. For more information about deployment procedures, see
About Deployment Procedures. For information about the default deployment
procedure that you must use for your provisioning or patching operation,
refer to the respective chapters.
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Setting Up Your Infrastructure

This chapter describes the infrastructure requirements you must meet before you start
using the lifecycle management features. This chapter is essentially for administrators
or designers who create the infrastructure. The requirements described in this chapter
have to be performed only once.

This chapter covers the following:

e Getting Started with Setting Up Your Infrastructure
*  Setting Up Oracle Software Library

e Setting Up Credentials

*  Creating Enterprise Manager User Accounts

e (Optional) Setting Up My Oracle Support

*  Deploying Agents on OCI Resources

e (Optional) Configuring Self-Update

e (Optional) Setting Up E-mail Notifications

e (Optional) Setting Restricted Accesses for the Root Components

Getting Started with Setting Up Your Infrastructure

ORACLE

This chapter helps you get started by providing an overview of all the steps involved
in setting up your infrastructure. Consider this section to be a documentation map
to understand the sequence of actions you must perform to successfully set up your
infrastructure for carrying out all the lifecycle management tasks, including Patching
and Provisioning.

Figure 2-1 is a pictorial representation of the sequence of steps you must perform in
order to setup your infrastructure.

Figure 2-1 Setting Up Your Infrastructure WorkFlow

0—0—0—0—0—0
TS Bl

Setting Up Setting Up Creating Setting Up (Optional) (Optional)
Software Credentials Enterprise My Oracle Configuring Setting Up
Library Manager User Support Self-Update E-Mail

Accounts Credentials Notifications

Click the reference links provided against the steps in the Table 2-1 for more
information on each section.
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Table 2-1 Getting Started with Setting Up Your Infrastructure

Step Description Reference Links
Step 1 Setting Up Software Library Setting Up Oracle
Software Library
Step 2 Setting Up Credentials Setting Up
Credentials
Step 3 Creating Enterprise Manager User Accounts Creating Enterprise
Manager User
Accounts
Step 4 Setting Up My Oracle Support Credentials (Optional) Setting
Up My Oracle
Support
Step 5 Additional /Value Add setup (optional) (Optional)
Configuring Self-Update Configuring Self-
Update
Step 6 Additional /Value Add setup (optional) (Optional) Setting
Setting Up E-Mail Notifications Up E-mail
Notifications

< Note:

Ensure that the OMS is patched appropriately to the required level.

For information about the patches that need to be applied on the

Enterprise Manager Cloud Control Management Server (OMS) for using the
Provisioning and Patching features, see My Oracle Support note 427577.1.

Setting Up Oracle Software Library

ORACLE

Oracle Software Library (Software Library) is one of the core features offered by
Oracle Enterprise Manager Cloud Control (Cloud Control). Technically, it is a storage
location that stores certified software entities such as software patches, virtual
appliance images, reference gold images, application software and their associated
directive scripts. In addition to storing them, it also enables you to maintain versions,
maturity levels, and states of these software entities.

To access the Software Library console page, in Cloud Control, from the Enterprise
menu, select Provisioning and Patching and then, click Software Library. On the
Software Library home page, as shown in Figure 2-2, there are two types of folders:
Oracle-owned folders (marked by a lock symbol) and User-owned folders.
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Figure 2-2 Software Library Console

Software Library Page Retrashed Fab 21, 2017 1:33:35 AM PST 4.)

Software Library maintains enities that represent software patches, vitual applance images, reference gold images, appication software and their associated directive scripts. You can pick any of the Oracle-supplied entiies, customize them or create a custom
one of your own. Once defined, these reusable antties can be referenced from a Deployment Procecure to automate the patching, provisioning, or deployment of the associated software.

Actons w View v Find MName | aQ \, Search
Name Type  Subtype Revision Status Maturity Owner  Description
4 i Software Library ORACLE  Root Fokder for Software Library entiies -

b iy Adapters ciives and Components belonging o the registered adapters

b iy Bare Wetal Provisioning ORACLE  Bare Wetal Provisioning directory

b iy Business intsligence Provisioning Utiities ORACLE S Library Entiies bebnging to B1 Provisioning

+ i Cloud Custom Action Utities ORACLE  Cioud Custom Action =
b iy Cloud ORACLE  Cloud

» it Coherence Node Provisioning ORACLE  Coherence Hode Provisioning Entiies

¥ i Common Provisioning Utiies ORACLE  Directives belonging to Common Provisioning (SIDB and RACPROV and any ather

» it ComposieDepioy ORACLE  ComgosteDeploy Entties.

¥ ity Core URL Certificate Montoring ORACLE  Core URL Certificate Wontoring entties

» i, CRSRAC Provisioning ORACLE  Drectives and Components belongng 1o CRSRAC Provisioning (SCRSRAC and RACFROV)
» iy, CVU Prerequisite-fixup companents. ORACLE GV Prerequisite-fecup components belonging to DB Provisiening

» i Recovery Applance ORACLE  Divectives and Components used for Recovery Appiance.

+ fim Database Provisioning CVU Downloads SYSMAN

» fim Database Provisioning Profies
b iiry DB Consaldation DB Consaidation area folder display name
» i, DB Provisioning Directives snd Components belonging fo DB Provisioning
» i, Datavase as & Service Database tempiates base location

b i, Diagnostic Tools Diagnostic Tools Directory

» i dummy

To start using the Software Library to create and manage entities, the Software
Library Storage Locations must be configured. System Administrators are responsible
for configuring the Software Library storage locations, following which the Software
Library becomes usable.

Cloud Control offers the following types of storage locations:

e Upload File Locations: These locations are configured for storing files uploaded
by Software Library as part of creating or updating an entity. The Upload File
Locations support two storage options:

1. OMS Shared File System
2. OMS Agent File System

« Referenced File Locations: These are locations that allow you to leverage the
organization's existing IT infrastructure (like file servers, web servers, or storage
systems) for sourcing software binaries and scripts. Such locations allow entities
to refer to files without having to upload them explicitly to a Software Library
storage. Referenced File Locations support three storage options:

1. HTTP Locations
2. NFS Locations
3. Management Agent Locations

You can configure the storage locations from the Administration Console. To do so,
in Cloud Control, from Setup menu, select Provisioning and Patching, then select
Software Library. The Software Library Administration Page as shown in Figure 2-3
appears:
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Figure 2-3 Software Library Administration

Software Library: Administration Page Refreshed Feb 21, 2017 1:32:22 AM PST 1)
Software Library »
The administration console enables you to configure and administer the Software Library storage locations and cache nodes,

Upload File Locations | Referenced File Locatons  Cache Nodes

Configure the storage locations that can be used for uploading files for Software Library entties.
Storage Type  OMS Shared Fie System El

Configure fie system locations on the OMS hosts. Make sure the locations are accessible by all the OMS instances, typically mounted or shared locations. You can optionaly configure the common credental to be used by the Software Library for
reading/writing from#ta a location.

Actions v View v = Add.

Deleted

Total Available Used Entities
Space Space Space  Used
Space

Name Status Location Associated Entities Credential Last Refreshed

Change Credential
view_storagess .. Show 2196 1732 1589 0Bytes Feb 20,2017 9:04:34 Pl
Clear credential

swib Active iseraten/

For information on configuring Software Library, see Configuring a Software Library in
Oracle Enterprise Manager Cloud Control Administrator's Guide.

< Note:

To run the procedure on a Windows host which involves executing some
Software Library entities (for example, directive scripts), you (the Windows
user) must be granted the following privileges:

e Act as part of the operating system
e Adjust memory quotas for a process
e Logon as batch job

e Replace a process level token

If not, the execution of the directive steps in the procedure may fail.

Setting Up Credentials

ORACLE

To perform any of the provisioning and patching tasks in Enterprise Manager Cloud
Control, you need to set up Named Credentials for normal operating system user
account Oracle and Named Credentials for privileged user accounts root.

A Named Credential specifies a user's authentication information on a system. Named
credentials can be a username and password pair such as the operating system

login credentials, or the Oracle home owner credentials primarily used for performing
operations such as running jobs, patching and other system management tasks.

Enterprise Manager Cloud Control enables you to register the system credentials as
Named Credentials for normal user Oracle. Alternately, if you have r oot privileges, you
can even register the r oot account details as Named Credentials for the privileged
users. Once they are registered as Named Credentials, you can save them as
Preferred Credentials if you want.

The advantages of saving credentials are:
* You do not have to expose the credential details to all the users.

e It saves time and effort as you do not have to specify the user name and password
every time for each Oracle home or host machine, you can instead select a named
profile that will use the saved credentials.
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For more information on Named Credentials, see Oracle Enterprise Manager Cloud
Control Security Guide.

While most steps within a Deployment Procedure can be run as a normal user,

there are some steps that require special permissions and privileges, and the Oracle
account credentials or the root account credentials may not be sufficient. Under such
circumstances, use authentication utilities to run some steps within the Deployment
Procedure with the privileges of another user. The authentication utilities supported
by Enterprise Manager Cloud Control are SUDO and PowerBroker. This support is
offered using the Privilege Delegation mechanism available in Enterprise Manager
Cloud Control.

For a conceptual overview of Privilege Delegation and the authentication tools
supported by it, see Oracle Enterprise Manager Cloud Control Security Guide.
Table 2-2 lists the use cases pertaining to credentials, and describes the steps to be
performed for setting up credentials for provisioning. Select the use case that best
matches with the situation you are in, and follow the suggested instructions.

Table 2-2 Setting Up Enterprise Manager Credentials

|
Use Case Steps to be performed

If you do not have Do the following:
direct access or the

required credentials for 1. Set up the Privilege Delegation as follows:

the normal operating a. Create Privilege Delegation (PDP) Template either for
system user account SUDO or PowerBroker. To do so, see Privilege Needed
(Oracle) OR if you do for Creating a Privilege Delegation in Oracle Enterprise
not have direct access or Manager Cloud Control Security Guide.

the required credentials

for the privileged account b. Apply the created template on the Management Agents of
(root). the target hosts.

2. Create Named Credentials for normal operating system user
account Oracle with privileges to run as SUDO or PowerBroker,
for more information see Creating Named Credentials in Oracle
Enterprise Manager Cloud Control Security Guide.

OR

Create Named Credentials for privileged users account root
with privileges to run as SUDO or PowerBroker, for more
information see Creating Privileged Credentials in Oracle
Enterprise Manager Cloud Control Security Guide.

3. Save the Named credential for normal operating system
account or the named credentials for the privileged user
account as Preferred Credential. To do so, see Saving Preferred
Credentials for Hosts and Oracle Homes and Saving Preferred
Credentials to Access My Oracle Support sections in Oracle
Enterprise Manager Cloud Control Security Guide.
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Table 2-2 (Cont.) Setting Up Enterprise Manager Credentials

_______________________________________________________________________|
Use Case Steps to be performed

If you have direct Do the following:
access or the required
credentials for the
normal operating system
user account (Oracle)

Create Named Credentials for normal operating system user
account Oracle, for more information see Creating Named
Credentials in Oracle Enterprise Manager Cloud Control

OR if you have direct Security Guide.

access or the required OR

credentials for the Create Named Credentials for privileged user accounts (root)
privileged account (root). Credentials, for more information see Creating Privileged

Credentials in Oracle Enterprise Manager Cloud Control
Security Guide

2. Save the Named credential for normal operating system
account or the named credentials for the privileged user
account as Preferred Credential. To do so, see Saving Preferred
Credentials for Hosts and Oracle Homes and Saving Preferred
Credentials to Access My Oracle Support sections in Oracle
Enterprise Manager Cloud Control Security Guide.

Creating Enterprise Manager User Accounts

This section describes the following:
e Overview of User Accounts
»  Creating Designer User Account

e Creating Operator User Account

Overview of User Accounts

ORACLE

From Cloud Control, you can create and manage new Enterprise Manager
Administrator accounts. Each administrator account includes its own login credentials,
as well as a set of roles and privileges that are assigned to the account. There are
three main administrator accounts Designer, Operator and a Super Administrator that
oversees the previous mentioned roles.

Based on the accesses, the users can be classified as follows:
e Super Administrator

«  Designers (EM ALL_DESI G\ER)

e Operators (EM ALL_OPERATOR)

Super Administrators

Super Administrators are powerful Cloud Control administrators with full access
privileges on all targets. They are responsible for creating and administering accounts
within the Cloud Control environment. For example, Super Administrators create the
Designer and Operator roles, and grant these roles to different users and groups within
their enterprise.
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Designers

Designers are lead administrators with increased privileges on Deployment
Procedures and Software Library. Starting with Cloud Control, designers can create
deployment procedure templates using the Lock down feature, and save these
templates to enforce standardization and consistency. Operator privileges are granted
on these templates so that administrators who login as Operators can launch these
templates, and run the Deployment Procedure successfully. Doing this ensures that
the procedures are less error prone and more consistent. For more information about
saving deployment procedures using lock downs, see Saving and Launching the
Deployment Procedure with Lock Down.

Designers are responsible for performing all the design-time activities such as:

»  Creating the provisioning profiles in the Software Library.

»  Creating components, directives, and images, and storing them in Oracle Software
Library.

e Customizing the default deployment procedures according to the needs of the
organization.

» Creating patch plans and patch templates.

The predefined Oracle role for a Designer is EM ALL_DESI G\ER, this role in turn
includes fine grained roles where you can specifically set EM PROVI SI ONI NG_DESI GNER
for provisioning tasks, and EM PATCH DESI GNER for patching tasks. For more
information about privilege grants to Designers, see Granting Roles and Privileges

to Administrators.

Operators

Operators are administrators who have restricted privileges on a Deployment
Procedure and Software Library. Normally, operators can view and submit a
deployment procedure. The Designer user may also grant the Operator the necessary
privileges on any targets or entities.

Operators use the infrastructure created by designers and perform run-time activities
such as:

e Accessing the provisioning profiles present in the Software Library for provisioning
procedures.

* Launching software deployments to provision software on selected targets.
» Patching software deployments using patch plans and patch templates.

The predefined Oracle role for an Operator is EM ALL_OPERATOR, this role in turn
includes fine grained roles where you can specifically set EM_ PROVI SI ONI NG_OPERATOR
for provisioning tasks, and EM PATCH OPERATOR for patching tasks. For more
information about privilege grants to Operators, see Granting Roles and Privileges

to Administrators.

" Note:

Designers can choose to perform both design-time and run-time activities,
but operators can perform only run-time activities.
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Creating Designer User Account

To create a Designer user account, follow these steps:

1. In Cloud Control, from the Setup menu, select Security, then select
Administrators.

2. On the Administrators page, click Create.
3. Inthe Create Administrator wizard, do the following:

a. On the Properties page, specify the name Designer and provide a password.
Leave the other fields blank, and click Next.

b. On the Roles page, select EM_ALL_DESIGNER, and click Next.

" Note:

You can alternately restrict the Designer access to either
Provisioning or Patching domains. For granting privileges explicitly
for Provisioning, select the EM PROVI SI ON_DESI GNER role. Similarly,
for granting designer privileges explicitly for Patching, select the
EM PATCH DESI GNER role.

c. Onthe Target Privileges page, select the targets privileges that must be
granted to a Designer user account. For information about the target privileges
available to an Administrator with Designer role, see Granting Roles and
Privileges to Administrators on the Deployment Procedure.

d. On the Resource Privileges page, select the privileges to be explicitly granted
for each of the resource types.

e. Onthe Review page, review the information you have provided for this user
account, and click Finish.

Creating Operator User Account

To create an Operator user account, follow these steps:

1. In Cloud Control, from the Setup menu, select Security, then select
Administrators.

2. On the Administrators page, click Create.
3. Inthe Create Administrator wizard, do the following:

a. On the Properties page, specify the name Operator and provide a password.
Leave the other fields blank and click Next.

b. On the Roles page, select EM_ALL_OPERATOR, and click Next.
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< Note:

You can alternately restrict the Operator access to either
Provisioning or Patching domains. For granting privileges explicitly
for Provisioning, select the EM PROVI SI ON_OPERATOR role. Similarly,
for granting designer privileges explicitly for Patching, select the
EM PATCH_OPERATOR role.

c. Onthe Target Privileges page, select the targets privileges that must be
granted to an Operator user account. For information about the target
privileges available to an Administrator with Operator role, see Granting Roles
and Privileges to Administrators on the Deployment Procedure.

d. On the Resource Privileges page, select the privileges to be explicitly granted
for each of the resource types.

e. On the Review page, review the information you have provided for this user
account, and click Finish.

Deploying Agents on OCI Resources

With Enterprise Manager you can manage database assets running in a combination
of on-premises data centers or in the Oracle Cloud Infrastructure (OCI) from the same
user interface. The Provision Pluggable Databases now provides a unified experience
to manage pluggable databases on any platform. Perform operations like create,
clone, refreshable clone, relocate on-premises PDBs as well as OCI PDBs.

Prerequisites To Deploying Agents on OCI resources

Before you begin please ensure the following prerequisites that need to be performed
within OCI prior to discovery in Enterprise Manager

1. Provision a Compute Virtual Machine or Database System and then deploy an
agent on the same network VCN and Subnet for target discovery and monitoring.
The agent needs to use the same SSH keys that you have used for provisioning
Compute Virtual Machines or Database system when deploying an agent.

a. Open port 3872 on the VCN security list to permit connection.

Figure 2-4 Add Security Rule

= ORACLE Cloud Applications > Search for resources and services Us West Phoen v () X (D E
Add Rule Help
Add Security Rules
Optionally add one or more rules to the network security group. Learn more about security rules.

- Rule X
swaretess ()
ECTION ource Tvee (2) sounce cior (7)

Ingress. < CIDR z 10.0.0.0/24
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2. Log in to the node where the agent will be deployed and open the firewall port
3872.

a. Use the following firewall rules for database systems:

sudo iptables -1 INPUT -p tcp -mstate --state NEW-mtcp
-5 10.0.1.0/25 --dport 3872 -m coment --conment "Required
foraccess to Agent Listener" -j ACCEPT

sudo iptables -1 INPUT -p tcp -mtcp --dport 3872 -j ACCEPT
sudo service iptables save

sudo service iptables reload

b. Use the following commands for RHEL 7.7 and above:

firewal | -cnd --zone=public --add-port=3872/tcp --pernmanent
firewal | -cnd --rel oad
i ptabl es-save | grep 3872

3. Create named credentials on Enterprise Manager with the SSH key provided
during Compute VM or Database system provisioning, to do this in Enterprise
Manager navigate to Setup>Security and click on Named Credentials.

a. Credential Name: OCl _SSH Key

b. Credential Type: SSH Key Credentials
c. Scope: d obal

d. Username: opc

e. Run Privilege: sudo

f. Runas:oracle

4. Set up Privilege Delegation. Navigate to Setup>Security>Privilege Delegation.
Select the installed agent and make sure Privilege Delegation is set for the
agent.

Figure 2-5 Privilege Delegation Setting

Edit Host Privilege Delegation Settings

Host Privilege Delegation Setting : tzius = e-mclinsarcoc < mal vy ot

Type Sudo -l
For example fopt/sudofbin/sudo -u %RUNAS%
Settinge %COMMAND%

* Sudo Command  /bin/sudo -S -u %RUNA
Parameters
Setting properties can be used 