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ORACLE’

Preface

Audience

Oracle Database Appliance is an optimized, prebuilt database system that is easy to deploy,
operate, and manage. By integrating hardware and software, Oracle Database Appliance
eliminates the complexities of nonintegrated, manually assembled solutions. Oracle Database
Appliance reduces the installation and software deployment times from weeks or months to
just a few hours while preventing configuration and setup errors that often result in suboptimal,
hard-to-manage database environments.

« Audience

«  Documentation Accessibility

* Related Documents

e Conventions

This guide is intended for anyone who configures, maintains, or uses Oracle Database
Appliance:

e System administrators

*  Network administrators

» Database administrators

* Application administrators and users

This book does not include information about Oracle Database architecture, tools,
management, or application development that is covered in the main body of Oracle
Documentation, unless the information provided is specific to Oracle Database Appliance.
Users of Oracle Database Appliance software are expected to have the same skills as users of
any other Linux-based Oracle Database installations.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Related Documents

For more information about Oracle Database Appliance, go to htt p: // www. or acl e. conml
got o/ oda/ docs and click the appropriate release.
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ORACLE
Preface

For more information about using Oracle Database, goto http://docs. oracl e. com
dat abase/ and select the database release from the menu.

For more information about Oracle Integrated Lights Out Manager 3.2, see https://
docs.oracle.com/cd/E37444_01/.

For more details about other Oracle products that are mentioned in Oracle Database Appliance
documentation, see the Oracle Documentation home page at htt p: // docs. oracl e. com

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action or terms defined in the text.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.

# prompt The pound (#) prompt indicates a command that is run as the root user.
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Oracle Database Appliance Checklists

Use these checklists to ensure you have completed the tasks required for setting up,
deploying, and patching Oracle Database Appliance.

e Checklist for System Requirements

Before you begin the deployment, ensure that you have the system information described
in this checklist ready. This checklist applies to baremetal and virtualized platform

deployments.

 Deployment Checklist for Oracle Database Appliance Bare Metal Systems

This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

e Checklist for Custom Network Address Configuration

Use the checkilist to identify the IP addresses required for Oracle Database Appliance.

Checklist for System Requirements

Before you begin the deployment, ensure that you have the system information described in
this checklist ready. This checklist applies to baremetal and virtualized platform deployments.

Table 1-1 Checklist for System Configuration Information for Oracle Database

Appliance
Component Information Required Comments
Host Name The name for the Oracle Use this space to note the values

Domain Name

Region

Timezone

X11 Deployment and User’s Guide
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Database Appliance System. The for your appliance.
name must conform with the RFC 55t Name:

952 standard, which allows
alphanumeric characters and
hyphens ( - ), but does not allow
underscores ( _ ). The name
should not begin with a numeral
or hyphen and should not end in
a hyphen. Oracle recommends
that you use all lowercase
characters for the host name.

Your domain name.
For example: exanpl e. com

The region where you plan to
operate the Oracle Database
Appliance system.

The time zone where you plan to
operate the Oracle Database
Appliance system.

Domain Name:

Region:

Timezone:

November 28, 2025
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Chapter 1
Checklist for System Requirements

Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required

Comments

Diskgroup Redundancy

Number of Enabled CPU Cores

Backup

Percentage of Storage Reserved
for Data

System Password

DNS Server

NTP Server

X11 Deployment and User’s Guide
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Determine the redundancy level
for DATA, RECO, and FLASH:

If there are up to two disks, then
you can select the disk group
redundancy as Normal or Flex. If
there are more than two disk
drives, then you can select the
redundancy as Normal (two way
mirror), High (three way mirror),
or Flex. If you select High
redundancy, then DATA, RECO,
and FLASH are all High
Redundancy.

Based on your capacity-on-
demand (CoD) license, this value
specifies the number of enabled
CPU cores

Determine the backup location.
For external backup, you need an
NFS device.

Determine the amount of
reserves for DATA storage. The
percentage must be a whole
number between 10 and 90, and
determines how the disks are
partitioned between DATA and
RECO. For example, if you
specify 80, then 80% of storage is
reserved for DATA and the
remaining 20% is for RECO.

The password set for the root
user of the system, operating
system users, database users,
and pdbadmin. The password is
also used to set the database
SYS and SYSTEMpasswords.
Ensure that the password you
provide is in compliance with
common security practices.

(Optional) DNS server details. If
configuring DNS, a minimum of
one DNS Server IP is required.

(Optional) Network Time Protocol
(NTP) server details.

Use this space to note the values
for your appliance.

Use this space to note the values
for your appliance.

Backup location:

Use this space to note the values
for your appliance.

You must provide a system
password when you deploy your
appliance.

DNS Server details:

NTP Server details:
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Checklist for System Requirements

Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance
. _________________________________________________________________________________|
Component Information Required Comments
Network Information for the client Obtain the following network Use this space to note the values
access network information: for your appliance.
*  Node 0 Name: such as
exanpl e0

*  Node 0 Public IP Address

*  Node 1 Name (For HA
Models): such as exanpl el

*  Node 1 Public IP Address
(For HA Models)

*  Node 0 Virtual IP Name (For
HA Models): for example,
exanpl e0-vip

*  Node 0 Public Virtual IP
Address (For HA Models)

*  Node 1 Virtual IP Name (For
HA Models): for example,
exanpl el-vip

*  Node 1 Public Virtual IP
Address (For HA Models)

*  SCAN Name (For HA
Models): for example,
exanpl e-scan

e SCAN IP Addresses: Two
SCAN IP addresses are
required

*  Netmask

*  Gateway IP

The Public and private network

must not be in same subnet, they

must be in non-related separate

subnet.
Network Information for the Obtain the following ILOM Use this space to note the values
Oracle Integrated Lights Out network information: for your appliance.
Manager (ILOM) network «  ILOM host name

. ILOM IP address

*  Subnet mask

*  Gateway IP

e ILOM Password: default is
changene.

For HA systems, ensure that you

have the information to configure

two ILOM networks.
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance
. _________________________________________________________________________________|
Component Information Required Comments

User and group information Determine how you want to Use this space to note the values

configure your users and groups  for your appliance.
and whether or not you want to
allow operating system role
separation. The default is two
users with six groups.
Operating System Role
Separation: Yes/No
Customization of Users and
Groups: Yes/No

Groups and IDs:

e Grid Infrastructure User

e Grid Infrastructure User ID
»  Database User

» Database User ID

e Install Group

e Install Group ID

»  DBA Operating System
Group

*  DBA Operating System
Group ID

ASM Admin Group

e ASM Admin Group ID

e ASM Operating System
Group

*  ASM Operating System
Group ID

e ASM DBA Group

e ASM DBA Group ID
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Checklist for System Requirements

Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required Comments

Initial Database Details (if you
want to create one during
deployment)

X11 Deployment and User’s Guide
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(Optional) If you choose to create Use this space to note the values
an initial database during for your appliance.
deployment, determine the
following configuration details:

* Database name

»  Database unique name

»  Database version (based on
the database clones that are
registered with the Oracle
Database Appliance)

*  Determine the Oracle
Database edition licensing
that you have, either
Enterprise Edition or
Standard Edition. You cannot
mix editions.

- Database deployment,
whether Oracle RAC or
single-instance database

e CDB (Container Database):
Yes or No

. PDB name

*  Shape (for example, odb1,
odb2, and so on)

»  Database Class: Enterprise
Edition, OLTP, DSS, or IMDB.
Standard Edition OLTP only.

e Data files on Flash storage:
Yes/No

»  Database file size

» Database characterset

*  National characterset

e Database language

e Storage (Oracle ASM or
Oracle ACFS).

»  Database redundancy

»  Configure Oracle Enterprise
Manager console. If you are
using Enterprise Manager
Cloud Control with this
appliance, do not choose this
option.

»  Password for the database

The DB Name and DB Unique

name can contain alphanumeric

characters and must start with an
alphabet. It can contain
underscores ( _ ), but cannot
contain characters such as "!

@%N&*()+=\\ ~[{]};:\" <>/
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Deployment Checklist for Oracle Database Appliance Bare Metal Systems

Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

. _________________________________________________________________________________|

Component Information Required Comments

Oracle Auto Service Request (Optional) Do you want to Oracle Auto Service Request

(Oracle ASR) information configure and enable Oracle ASR (Oracle ASR) information for your
at deployment or later? If appliance

required, then ensure that you
have the following information.
* ASR Type

* ASR User Name

*  ASR Password

*  SNMP Version

*  Proxy Server Name
*  Proxy Port

*  Proxy User Name

e Proxy Password

Deployment Checklist for Oracle Database Appliance Bare Metal

Systems

This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Table 1-2 Deployment Checklist for Bare Metal Systems

Component

Tasks

Register your hardware
Support Identifier (SI)

Plug in the Appliance

Configure Oracle Integrated
Lights Out Manager (Oracle
ILOM) on NodeO and Nodel

X11 Deployment and User’s Guide
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Add your hardware Support Identifier (SI) to your My Oracle Support
account profile. Your hardware Sl is supplied when you purchase
Oracle Database Appliance. If you acquire new software licenses, then
you must also register your new software Sls. The Sl registration
process can take up to 24 hours to complete.

Plug in all the cables including the power cords, and then wait for
the SP OK light to become solid green. Do not power up yet.

If there is no video port available on your Oracle Database
Appliance hardware model, then use the Server Management
Serial Port to connect to a laptop, or determine the DHCP address
assigned to it. Note: Serial port must be set to 115200, so make
sure the baud rate speed matches.

Before you configure Oracle ILOM:

Connect an Ethernet cable from the NET MGT port to your site's
management network. The NET MGT port is a 1 GbE port for
Oracle ILOM and by default, is configured for DHCP.

Obtain the Oracle ILOM host name and IP address, the netmask,
and the gateway addresses from the DHCP server.

Have a new password ready to replace the default Oracle ILOM
password

Log into the Oracle ILOM console and follow the procedure in the topic
Configuring Oracle Integrated Lights Out Manager.
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Deployment Checklist for Oracle Database Appliance Bare Metal Systems

Table 1-2 (Cont.) Deployment Checklist for Bare Metal Systems

Component Tasks
Power ON »  Power on each node and log in as r oot user with wel comel
password.

e Verify cabling: # / opt/oracl e/ dcs/ bi n/ odacli vali date-
st or aget opol ogy

e Verify interconnect networking. Run the commands # et ht ool
plpl and # ethtool plp2.

Follow the steps described in the topic Verifying Cabling and Network
Connections.

Plumb the network Ensure that you have recorded the IP address and netmask address.

Set up a temporary network connection to Oracle Database Appliance.
Use the command odacl i configure-firstnet on NodeO, for both
single- and multi-node systems.

Log into the Oracle ILOM console and follow the procedure in the topic
Plumbing the Network.

Download Oracle Database Log into My Oracle Support and download the software files for

Appliance Software deployment. Refer to the Oracle Database Appliance Release Notes for
the latest software.

Install Oracle Database Upload the zip files to a temporary location on Oracle Database

Appliance Appliance and then update the repository and install the software.

Follow the steps and run the commands described in the topic Installing
Oracle Database Appliance Software.
Create Appliance e Set the Browser User Interface password for the oda- admi n user.

* Log into the Browser User Interface and configure system,
network, and users and groups.

Ensure that you have the information mentioned in Checklist for
System Requirements available to you.

Follow the steps described in the topic Creating an Appliance.
Perform postinstallation tasks  Configure CPU core count.

Change the passwords for Browser User Interface, Oracle users and
groups, and Oracle ILOM.

Follow the steps described in the chapter Oracle Database Appliance
Postinstallation Tasks.

Cleanup Deployments If your deployment failed for some reason, then run the cleanup script
and redeploy the appliance.

For steps to run the cleanup script, see the topic Uninstalling Oracle
Database Appliance Components.

Related Topics

«  Verifying Cabling and Network Connections
After powering on Oracle Database Appliance, verify that the network connections are set
up correctly.

e Configuring Oracle Integrated Lights Out Manager
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

* Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.
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Chapter 1

Checklist for Custom Network Address Configuration

»  Creating the Appliance

Create the appliance using the Browser User Interface or ODACLI commands.

* Oracle Database Appliance Postinstallation Tasks

Complete these administrative tasks after you have deployed software, but before the

system is operational.

* Uninstalling Oracle Database Appliance Components

Use the Oracle Database Appliance cleanup deploy utility, / opt/ or acl e/ oak/ onecnd/
cl eanup. pl to uninstall Oracle Database Appliance components.

Checklist for Custom Network Address Configuration

Use the checkilist to identify the IP addresses required for Oracle Database Appliance.

@® Note

Oracle does not recommend changing the default Host Private Address. You cannot
change the private network after deploying the appliance.

Table 1-3 Default IP Address Requirements for Oracle Database Appliance

Type of IP IP Address Default Values Your Values As Applicable
Client Access Network No default No default
Additional Network No default No default
Oracle Integrated Lights Out No default No default

Manager (ILOM)

Host Private Addresses InfiniBand has bonded
interface i bbondO . The
system configures i chond0 on
non-InfiniBand High-Availability
systems. The subnets
192.168.16.0/24 and
192.168.17.0/24 are
configured.

Not applicable: the private addresses are
defined before deployment and should
not be changed
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Introduction to Oracle Database Appliance

Oracle Database Appliance saves time and money by simplifying deployment, maintenance,
and support of database solutions for organizations of every size. Oracle Database Appliance
hardware models are optimized to run Oracle Database Standard Edition and Enterprise
Edition.

e About Oracle Database Appliance
Understand Oracle Database Appliance hardware models, deployment plans, and
database options.

» Oracle Database Appliance Software Terminology
Understand the software patches available for Oracle Database Appliance.

*  About the Browser User Interface
Use the Oracle Appliance Manager Browser User Interface to deploy and manage the
appliance, databases, networks, jobs, CPU pools,compute instances, and database
systems.

About Oracle Database Appliance

Understand Oracle Database Appliance hardware models, deployment plans, and database
options.

About Oracle Database Appliance Hardware Models

Choose the Oracle Database Appliance hardware model that suits your business needs.

Oracle Database Appliance Hardware Model Deployment Use Case

Oracle Database Appliance X11-S, X11-L, X11-HA -«  Oracle Database Appliance X11-S is a small
configuration designed for smaller or entry-
level deployments.

*  Oracle Database Appliance X11-L is a large
configuration designed for larger databases.

*  Oracle Database Appliance X11-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X10-S, X10-L, X10-HA

Oracle Database Appliance X10-S is a small

configuration designed for smaller or entry-

level deployments.

*  Oracle Database Appliance X10-L is a large
configuration designed for larger databases.

*  Oracle Database Appliance X10-HA is a large

configuration designed for larger databases

and high-availability.
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About Oracle Database Appliance

Oracle Database Appliance Hardware Model

Deployment Use Case

Oracle Database Appliance X9-2S, X9-2L, X9-2-
HA

Oracle Database Appliance X8-2S, X8-2M, X8-2-
HA

Oracle Database Appliance X7-2S, X7-2M, X7-2-
HA

Oracle Database Appliance X6-2S, X6-2M, X6-2L

Oracle Database Appliance X6-2-HA

Oracle Database Appliance X5-2

Oracle Database Appliance X9-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X9-2L is a large
configuration designed for larger databases.
Oracle Database Appliance X9-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X8-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X8-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X8-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X7-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X7-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X7-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X6-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X6-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X6-2L is a large
configuration designed for larger databases.

Highly-available two-node Oracle RAC clusters that
can support both Oracle RAC and single-instance
databases.

Highly-available two-node Oracle RAC clusters that
can support both Oracle RAC and single-instance
databases.

You cannot expand or reconfigure Oracle Database Appliance to a different configuration. For
example, you cannot expand Oracle Database Appliance X7-S to Oracle Database Appliance
X7-2M. For Oracle Database Appliance hardware configuration details, see the Oracle

Database Appliance Owner's Guide.

About Oracle Database Appliance Deployment Plans

Oracle Database Appliance X8-2S and X8-2M are single node systems that you deploy as a

bare metal platform.

Oracle Database Appliance X8-2-HA is a two-node system with the option to deploy as a bare

metal platform or a virtualized platform.
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Oracle Database Appliance X7-2S and X7-2M are single node systems that you deploy as a
bare metal platform.

Oracle Database Appliance X7-2-HA is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

Oracle Database Appliance X6-2S, X6-2M, X6-2L are single node systems that you deploy as
a bare metal platform.

Oracle Database Appliance X6-2-HA is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

Oracle Database Appliance X5-2 is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

About Database Deployment Options for Oracle Database Appliance

The following Oracle Database editions are available:

Database Edition Supported Releases
Oracle Database Enterprise Edition Oracle Database release 19c, 18c, 12.2.0.1, and
12.1.0.2
Oracle Database Standard Edition 2 Oracle Database release 19c, 18¢, 12.2.0.1, and
12.1.0.2
@ Note

It is important to understand your Oracle Database licensing before you create
databases. You cannot provision Oracle Database Enterprise Edition and Standard
Edition databases in the same bare metal platform, or the same ODA_ BASE
virtualized deployment, subject to Oracle Database licensing requirements. Review
the Oracle Database Licensing Information User Manual for the Oracle Database
release to review supported options and products.

Oracle Database Appliance Software Terminology

Understand the software patches available for Oracle Database Appliance.

The table describes the Oracle Database Appliance patches that are available for download
and the purpose of the patch.

@® Note

Some hardware models may not use the patches listed in the table.

Table 2-1 Software for Oracle Database Appliance
|

Patch

Description

Oracle Database Appliance patch Use the patch bundle to update to the latest release after Oracle Database Appliance
bundle (quarterly patch release) is deployed. The patch updates the Oracle Database Appliance server, storage, and

database components.

X11 Deployment and User’s Guide

G42406-02

November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 3 of 7



ORACLE

Chapter 2
About the Browser User Interface

Table 2-1 (Cont.) Software for Oracle Database Appliance

Patch Description
Oracle Database Appliance Grid Use to perform an initial deployment of Oracle Database Appliance and also to patch
Infrastructure/Database Clone your deployment to the latest release.

The bundle contains the latest Grid Infrastructure and Database components, Oracle
Database Appliance Manager software, Oracle Linux and hardware drivers for
deployment on an Oracle Database Appliance that is shipped from factory state.

If you reimage Oracle Database Appliance with the Bare Metal ISO Image, download
the Grid Infrastructure/Database Clone patch to deploy Oracle Database Appliance.

Oracle Database Clone

Use the Database Software Clone files to get the latest Database clone binaries for
Oracle Database releases 19c, 12.2.0.1, and 12.1.0.2. The RDBMS clone files are
needed to create Oracle databases and database homes.

Bare Metal ISO Image

Use to reimage the appliance and reset the system back to the factory configuration.

@ Note

See the Oracle Database Appliance Release Notes for the patch numbers and
download locations and the component versions available in the patch bundle.

Note

Starting with Oracle Database 18c, Oracle provides quarterly updates in the form of
Release Updates (Updates) and Release Update Revisions (Revisions). Oracle no
longer releases patch sets. For more information, see My Oracle Support Note
2285040.1.

Oracle Database releases are of type versi on and versi on_ful | releases. The

ver si on release is designated in the form major release version.0.0.0.0. The major
release version is based on the last two digits of the year in which an Oracle Database
version is released for the first time. The versi on_ful | release is an update of a
version release and is designated based on the major release version, the quarterly
release update version (Update), and the quarterly release update revision version
(Revision).

Prior to Oracle Database release 18c, changing the first or second digit in the release
number was an upgrade, and changing the fourth digit indicated an update. With 18c
and later releases, changing the first digit is an upgrade, and changing the second
indicates an update.

About the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to deploy and manage the
appliance, databases, networks, jobs, CPU pools,compute instances, and database systems.

The Browser User Interface provides a user-friendly interface to quickly view and perform
many of the tasks needed to deploy, patch, and manage your bare metal system. The Oracle
Database Appliance Deployment and User's Guide for your hardware model describes how to
use the Browser User Interface to perform many of the tasks related to deployment, patching,
and management of your appliance.
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Use the links in the side navigation to view and manage the following:
e Appliance
— Appliance information
— System information
— Disk group information including storage utilization such as free and used space
— Information about all databases that use a storage disk group
— All the patches and hardware and software components installed on the appliance
— List of RPMs and RPM Dirift information
— Oracle ASM port
*  Network
— View network details
— Create, update, and delete networks
— View interface details
¢ Oracle ASR
— View Oracle Auto Service Request (Oracle ASR) configuration details
— Configure, modify, test, and delete Oracle ASR
* Repository Manager
— Update the patch repository with Oracle Database Appliance patches
— View component details of the patch and versions that are installed on the appliance

— View component details of the patch and versions that are available, but not yet
installed, on the appliance

— Run patch prechecks before applying the patch
— Update the server and storage components
 Compute Instances
— Create KVM deployment on Oracle Database Appliance
— Create view, modify, and, delete virtual storage, virtul network, and virtual disks
— Create view, modify, and, delete, start, and stop virtual machines
« DB Systems
— Create DB System
— List and describe DB System
— Modify, delete, start, and stop DB System
*+ CPU Pools
— Create view, modify, and, delete CPU pool for bare metal and KVM deployments

Use the links in the top navigation to view and manage the following:

« Database
— Create a database
— View database details

— Apply a backup policy for the database
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— Create a manual backup
— Recover a database from a backup

— View and update the database backup schedule and update the archive log backup
schedule for the database

— Modify associated networks, database shape and class, and the associated backup
policy for a database

— Create, update, and delete backup policies
— Create, update, and delete database homes
— Create and delete database backup
— Clone a database from a database backup or an Oracle ACFS database snapshot
— Patch database homes
— Move databases from one Oracle home to another
* Credential Store
— Create Object Store Credentials for backup and recovery

— View the details for Object Store Credentials, including the endpoint URL, user name,
and tenant

— Update and delete Object Store Credentials
— Configure Oracle Key Vault Server
*  Monitoring
— View the status of hardware, storage, memory, cooling, networking, and power

— View monitoring information for each node, in the case of High-Availability
deployments

— View system health status and drilldown to details of incidents

—  Click the hardware image to view details
e Security

— View audit records and create and view database security assessment reports
e Activity

— View a list of jobs, details, and status

— Click a job description to view job details

Expand Resources in the upper right corner of the Browser User Interface to perform the
following tasks:

e There are links to access the Oracle Database Appliance blogs, FAQs, and
Documentation.

e Click About to view the Oracle Database Appliance release that is installed on the
appliance.

Expand Account in the upper right corner of the Browser User Interface to perform the
following tasks:

* Click ILOM Setting to change the root password. To enable first-time login and access to
Oracle ILOM, a default Administrator (root) account and its password are provided with the
system.

» Click Change Password to change the oda- adm n password.
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«  Click Sign Out to sign out of the Browser User Interface. If you do not sign out, the system
automatically signs you out after a period of inactivity. A warning will appear 2 minutes
before the session expires.

Doc Search

You can access the Oracle Database Appliance documentation set from the Browser User
Interface. There is a search box at the top right hand corner on the BUI. Search results are
links to documentation pages shown as a new window in the BUI. When you click the Help
button, links from the documentation relevant to the context of the tab are displayed.

Along with the search results from the Oracle Database Appliance documentation pages, BUI
also provides relevant Frequently Asked Questions (FAQs) for the search query. Additionally,
you can also search on DCS error codes such as DCS-10001, DCS-10032, and so on in the
search box and get the links to documentation pages contains these error codes. When you
specify the search query, relevant documentation links, FAQs and DCS error codes links are
displayed under separate sections in a new window in the BUI.

For the latest updates to the documentation for a release, see the online Oracle Database
Appliance documentation library at https://docs.oracle.com/en/engineered-systems/oracle-
database-appliance/index.html.
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Readying Oracle Database Appliance for
Deployment

Before deploying Oracle Database Appliance, perform these setup tasks.

Attaching Storage Cables to Oracle Database Appliance X11-HA
Connect the storage cables for Oracle Database Appliance X11-HA.

Attaching Network Cables to Oracle Database Appliance X11-HA
Connect Oracle Database Appliance X11-HA to either a 10GBase-T (copper) or 25GbE
SFP28 (fiber) network.

Attaching Network Cables to Oracle Database Appliance X11-S or X11-L
Connect Oracle Database Appliance X11-S or X11-L to either a 10GBase-T (copper) or
25GbE SFP28 (fiber) network.

Attaching Power Cords and Initializing Components
Attach power cords for Oracle Database Appliance.

Configuring Oracle Integrated Lights Out Manager
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

Powering On Oracle Database Appliance the First Time
Use this procedure the first time you power on Oracle Database Appliance.

Attaching Storage Cables to Oracle Database Appliance X11-HA

Connect the storage cables for Oracle Database Appliance X11-HA.

Cabling the Storage for Oracle Database Appliance X11-HA

Connect the storage cables for Oracle Database Appliance 11-HA.
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Table 3-1 Storage Cabling for Oracle Database Appliance X11-HA

Callout
Numbe
r

Purpose

Start - Compute Node0 End - Compute Nodel

1

Connect green SFP28
cable (Interconnect Port
25GbE)

Connect yellow SFP28
cable

(Interconnect Port
25GbE)

Connect dark blue SAS
cable

Connect light blue SAS
cable

Connect dark red SAS
cable

Connect light red SAS
cable

Connect into green port
(PORT 2) in PCle slot 1

Connect into yellow port
(PORT 1) in PCle slot 1

Connect into dark blue
port (SAS0) in PCle slot
2 in NodeO

Connect into light blue
port (SAS1) in PCle slot
9 in NodeO

Connect into dark red
port (SAS1) in PCle slot
2 in Nodel

Connect into light red
port (SAS0) in PCle slot
9 in Nodel

Connect into green port (PORT 2) in
PCle slot 1

Connect into yellow port (PORT 1) in
PCle slot 1
Connect into dark blue port in top 10

Module (PORT 0)

Connect into light blue port in bottom 10
Module (PORT 0)

Connect into dark red port in top 10
Module (PORT 1)

Connect into light red port in bottom 10
Module (PORT 1)
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Cabling the Storage Expansion Shelf
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Table 3-2 Cabling the Storage Expansion Shelf for Oracle Database Appliance X11-HA

Callout Number

Start - Compute Nodes

End - Expansion Shelf

7

10

Connect dark blue SAS

Connect light blue SAS

Connect dark red SAS

Connect light red SAS

Connect into dark blue
port (SAS0) in PCle slot
2 in Nodel

Connect into light blue
port (SAS1) in PCle slot
9in Nodel

Connect into dark red
port (SAS1) in PCle slot
2 in NodeO

Connect into light red
port (SAS0) in PCle slot
9 in NodeO

Connect into dark blue
port in top 10 Module
(PORT 0)

Connect into light blue
port in bottom 10 Module
(PORT 0)

Connect into dark red
port in top 1O Module
(PORT 1)

Connect into light red
port in bottom 10 Module
(PORT 1)
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Attaching Network Cables to Oracle Database Appliance X11-HA

Connect Oracle Database Appliance X11-HA to either a 10GBase-T (copper) or 25GbE SFP28

(fiber) network.

The SFP28 ports support 10Gb and 25Gb fibre and twinaxial cable (twinax), depending on the
SFP modules used in these ports. For 10GBase-T public networking, use the Cat-6 network
cables. To use the SFP28 ports, use the correct transceivers and cables to meet your switch
bandwidth. The following sections show the cabling options for 10GBase and 25GbE SFP28

(fiber) network ports.

Connecting the Fiber and Copper Network Cables for Oracle Database Appliance X11-

Node

Table 3-3 Network Ports and Power Cabling

Callout Description

1 Power Supply (PS) 1 with fan module

2 Power Supply (PS) 1 status indicators: Service
Required LED: amber, AC OK LED: green

3 Power Supply (PS) 0 with fan module

4 Power Supply (PS) 0 status indicators: Service
Required LED: amber, AC OK LED: green

5 Not used

6 PCle card slot 1: Oracle Dual Port 25Gb Ethernet
Adapter which provides two ports for a private
cluster interconnect between server nodes

7 PCle card slot 2: provides two SAS3 connectors
used to connect the servers to the storage shelf
and the storage expansion shelf

8 PCle card slot 3: filler panel

9 PCle card slot 4: filler panel, or 2nd optional Oracle
Dual Port 25Ghb Ethernet Adapter or Oracle Quad
Port 10GBase-T Adapter

10 PCle card slot 5: 1st Oracle Dual Port 25Gb
Ethernet Adapter or Oracle Quad Port 10GBase-T
Adapter

11 PCle card slot 6: filler panel

12 PCle card slot 7: filler panel

13 PCle card slot 8: filler panel, or 3rd optional Oracle
Dual Port 25Gb Ethernet Adapter or Oracle Quad
Port 10GBase-T Adapter
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Table 3-3 (Cont.) Network Ports and Power Cabling

- __________________________|
Callout Description

14 PCle card slot 9: provides two SAS3 connectors
used to connect the servers to the storage shelf
and the storage expansion shelf

15 Locate LED (white)

16 100/1000Base-T network interface port with RJ-45
connector: NET O

17 NET MGT port: 10/100/1000Base-T network

interface port with RJ-45 connector used to
connect to the Oracle ILOM service processor

18 USB 3.1 connector

19 System status indicators: Service Required LED
(amber), Power/OK LED (green)

20 SER MGT port: RJ-45 serial port used to connect

to the Oracle ILOM service processor

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR) SFP
transceivers for each of the network ports, and then plug in the appropriate optical cable.
Currently, Oracle sells both the SR and LR SFP transceivers. In addition to these transceivers,
you must purchase the appropriate LC-LC terminated fiber optic cables from a third-party
vendor.

Table 3-4 Transceivers for the SFP Ports - 10Gb/1Gb
]

Name ATO Part Number x-option Part Number
SFP+ 10GBase-SR (Short Range 2129a X2129A-N
Transceiver)

SFP+ 10GBase-LR (Long Range 5562a-z X5562A-Z
Transceiver)

Table 3-5 Transceivers for the SFP Ports - 25Gb
]

Name ATO Part Number x-option Part Number
Oracle 10/25 GbE Dual Rate 7604269 7604270

SFP28 Short Range (SR)

Transceiver

SFP28 25GBase-LR (Short 7118017 7118019

Range Transceiver)

SFP28 25GBase-LR (Long 7118020 7118021

Range Transceiver)

Copper Cables

You can purchase the following copper cables from Oracle. These cables have built-in SFP
connectors.
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Table 3-6 Networking Cables for the SFP Ports - 10Gb/1Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper  1m 7105137 X2130A-1M-N

cable: 1 meter

TwinAx passive copper  2m 7105139 7105148

cable: 2 meter

TwinAx passive copper  3m 7105140 X2130A-3M-N

cable: 3 meter

TwinAx passive copper  5m 7105141 X2130A-5M-N

cable: 5 meter

Table 3-7 Networking Cables for the SFP Ports - 25Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper  1m 7118359 7118367

cable: 1 meter

TwinAx passive copper  2m 7118360 7118368

cable: 2 meter

TwinAx passive copper  3m 7118361 7118369

cable: 3 meter

TwinAx passive copper 5m 7118362 7118370

cable: 5 meter

Attaching Network Cables to Oracle Database Appliance X11-S

or X11-L

Connect Oracle Database Appliance X11-S or X11-L to either a 10GBase-T (copper) or 25GbE
SFP28 (fiber) network.

The SFP28 ports support 10Gb and 25Gb fibre and twinaxial cable (twinax), depending on the
SFP modules used in these ports. For 10GBase-T public networking ports that have RJ-45
connectors, use Cat-6 network cables. To use the SFP28 ports, use the correct transceivers
and cables to meet your switch bandwidth. The following sections show the cabling options for
10GBase and 25GbE SFP28 (fiber) network ports.

Connecting Network Cables for Oracle Database Appliance X11-S or X11-L

Connect the Fiber and Copper Network Cables for Oracle Database Appliance X11-S or X11-L

Node —
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Table 3-8 Network Ports and Power Cabling
|

Callout Description

1 Power Supply (PS) 1 with fan module

2 Power Supply (PS) 1 status indicators: Service
Required LED: amber, AC OK LED: green

3 Power Supply (PS) 0 with fan module

4 Power Supply (PS) 0 status indicators: Service
Required LED: amber, AC OK LED: green
Not used

PCle card slot 1:

»  Oracle Database Appliance X11-S: filler panel

*  Oracle Database Appliance X11-L: filler panel,
or 4th optional Oracle Flash Accelerator 680
PCle Card

7 PCle card slot 2:

*  Oracle Database Appliance X11-S: filler panel

*  Oracle Database Appliance X11-L: filler panel,
or 1st optional Oracle Flash Accelerator 680
PCle Card

8 PCle card slot 3:

e Oracle Database Appliance X11-S: filler panel

*  Oracle Database Appliance X11-L: filler panel,
or 2nd optional Oracle Flash Accelerator 680
PCle Card

9 PCle card slot 4:
e Oracle Database Appliance X11-S: filler panel

*  Oracle Database Appliance X11-L: filler panel,
or 2nd optional Oracle Flash Accelerator 680

PCle Card
10 PCle card slot 5: 1st Oracle Dual Port 25Gb
Ethernet Adapter or Oracle Quad Port 10GBase-T
Adapter
11 PCle card slot 6: Oracle Retimer PCle Card
12 PCle card slot 7: filler panel
13 PCle card slot 8: filler panel, or 3rd optional Oracle

Dual Port 25Gb Ethernet Adapter or Oracle Quad
Port 10GBase-T Adapter

14 PCle card slot 9:

*  Oracle Database Appliance X11-S: filler panel,
or 2nd optional Oracle Dual Port 25Gb
Ethernet Adapter or Oracle Quad Port
10GBase-T Adapter

*  Oracle Database Appliance X11-L: filler panel,
or 3rd optional Oracle Flash Accelerator 680

PCle Card
15 Locate LED (white)
16 100/1000Base-T network interface port with RJ-45
connector: NET O
17 NET MGT port: 10/100/1000Base-T network

interface port with RJ-45 connector used to
connect to the Oracle ILOM service processor

18 USB 3.1 connector
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Table 3-8 (Cont.) Network Ports and Power Cabling
|

Callout Description

19 System status indicators: Service Required LED
(amber), Power/OK LED (green)

20 SER MGT port: RJ-45 serial port used to connect
to the Oracle ILOM service processor

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR) SFP
transceivers for each of the network ports, and then plug in the appropriate optical cable.
Currently, Oracle sells both the SR and LR SFP transceivers. In addition to these transceivers,
you must purchase the appropriate LC-LC terminated fiber optic cables from a third-party
vendor.

Table 3-9 Transceivers for the SFP Ports - 10Gb/1Gb
]

Name ATO Part Number x-option Part Number
SFP+ 10GBase-SR (Short Range 2129a X2129A-N
Transceiver)

SFP+ 10GBase-LR (Long Range 5562a-z X5562A-Z
Transceiver)

Table 3-10 Transceivers for the SFP Ports - 25Gb
]

Name ATO Part Number x-option Part Number
Oracle 10/25 GbE Dual Rate 7604269 7604270

SFP28 Short Range (SR)

Transceiver

SFP28 25GBase-LR (Short 7118017 7118019

Range Transceiver)

SFP28 25GBase-LR (Long 7118020 7118021

Range Transceiver)

Copper Cables
You can purchase the following copper cables from Oracle. These cables have built-in SFP
connectors:

Table 3-11 Networking Cables for the SFP Ports - 10Gb/1Gb
]

Name Length ATO Part Number x-option Part Number
TwinAx passive copper 1m 7105137 X2130A-1M-N

cable: 1 meter

TwinAx passive copper 2m 7105139 7105148

cable: 2 meter

TwinAx passive copper 3m 7105140 X2130A-3M-N

cable: 3 meter
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Table 3-11 (Cont.) Networking Cables for the SFP Ports - 10Gb/1Gb

_______________________________________________________________________________|
Name Length ATO Part Number x-option Part Number

TwinAx passive copper 5m 7105141 X2130A-5M-N
cable: 5 meter

Table 3-12 Networking Cables for the SFP Ports - 25Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper 1m 7118359 7118367

cable: 1 meter

TwinAx passive copper  2m 7118360 7118368

cable: 2 meter

TwinAx passive copper  3m 7118361 7118369

cable: 3 meter

TwinAx passive copper  5m 7118362 7118370

cable: 5 meter

Power Cords and Initializing Components

Attach power cords for Oracle Database Appliance.

/\ Caution

Before plugging in the power cords, ensure that the electrical outlets providing the
power are grounded.

If you use only a single AC circuit, then connect both power cords for each component to that
circuit. If you want to maintain N+1 power supply redundancy, then use two separate AC
circuits. Connect one power cord from each AC circuit into each component.

For more information about cabling with the supplied Cable Management Arm, refer to Oracle
Database Appliance Owner’s Guide.

Configuring Oracle Integrated Lights Out Manager

Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle Database
Appliance independent of the operating system.

Deploying a new Oracle Database Appliance requires a direct connection to the system to
configure the Oracle Integrated Lights Out Manager (ILOM) and the first network. If you use
the serial port, ensure that the baud rate speeds match. After the first public network interface
is configured, you can perform the remaining deployment steps on the Oracle Database
Appliance system or from a remote system.

Configuring Oracle ILOM Using IP Address Assigned by DHCP
Ensure that the ILOM NIC is enabled and that i pv4 is enabled.
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Using a client system's browser, enter the IP address or host name assigned by DHCP into
the browser address field and press Enter. For example, https://129.XXX.XX.XX.

At the login page, enter the default user name, r oot and the default password, changene.

The Oracle ILOM web interface is displayed.

Configuring Oracle ILOM Using Static IP Address

1.

Using a client system, establish a secure shell (SSH) connection by entering the following
on the command line:

ssh -1 root sp_ip_address
where sp_i p_addr ess is the IP address assigned by DHCP.
Enter the default user name, r oot , and the default password, changene.

The Oracle ILOM CLI prompt appears. Change the default password to a secure password
of your choice.

Set the working directory.
cd / SP/ net wor k
Specify a static Ethernet configuration as follows:

set pendi ngi paddr eSS=xXX. XXX. XX. XX
set pendi ngi pnet mask=yyy. yyy. yyy.y
set pendi ngi pgat eway=zzz.22z.2z. 222
set commit pendi ng=true

set state=enabl ed

XXX. XXX. XX. XX, YYY.Yyy.yyy.y and zzz. zzz. zz. zzz are the IP address, netmask, and
gateway (respectively) for your ILOM and network configuration.

Verify changes and then exit:

show / SP/ net wor k
exit

Configuring Oracle ILOM Using the IPMI tool

To assign IP addresses to Oracle ILOM manually, follow these steps:

1.

Open the IPMI tool.

# ipmtool —I open sunoem cli

Go to SP/ net wor k and verify that the port is enabled:

show / SP/ net wor k

If the port is not enabled, then enable the port.

# ipmtool -1 open sunoemcli "set /SP/network state=enabled"

In SP/ net wor k, verify that i pv4 is enabled.
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5. Ifipv6 is enabled, then disable i pv6 and enable i pv4.

# ipmtool -1 open sunoemcli "set /SP/network/ipvé state=disabled"
# ipmtool -1 open sunoemcli "set /SP/network/ipv4 state=enabl ed"

Related Topics

e Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

@ See Also

My Oracle Support Note 1395445.1: "ODA (Oracle Database Appliance) : ILOM
configuration via Serial port" at https://support.oracle.com/rs?type=doc&id=1395445.1

Powering On Oracle Database Appliance the First Time

Use this procedure the first time you power on Oracle Database Appliance.

When you power on Oracle Database Appliance for the first time, the system automatically
defines your public network interface based on which of the public interface ports are
connected. For Oracle Database Appliance X11-HA, the dual-port 10/25 GbE SFP28 PCle
adapter is used for the cluster interconnect.

@® Note

After you connect power cords, the green SP OK light-emitting diode (LED) lights blink
for a few minutes, and then turn to steady ON. The cooling fans also may turn on.
However, these events do not indicate that the system is started. You must complete
all of the steps in this section to turn on the appliance properly. Read through the
entire section to understand the sequence required for initial system startup.

1. (For Oracle Database Appliance X11-HA) Power on the attached storage shelf, or shelves,
by plugging in their AC power cords. Do this before powering on the server nodes as it
takes a few minutes for a storage shelf to come online.

2. Push the recessed power button to turn on the appliance.

@® Note

The fully-initialized state is indicated by the green SP OK LEDs staying steadily lit.
If any of the green LED lights on the server are still blinking, then wait for them to
complete their initialization steps.

Refer to the figures and to the following callout table to identify the power button and the
system initialization status indicator lights.
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Figure 3-1 Front of Oracle Database Appliance Power Panel
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Table 3-13 Description of Callouts for Powering On Oracle Database Appliance

|
Callout Function

5 Green Power/OK LED, located on the front panel.
The light must be in the steady ON position
(Green light does not blink) before you log on to
the system.

6 Recessed ON/OFF power button, which is
located on the front panel of the appliance. Push
this button only once. Do not repeatedly push the
power button.

4 SP OK LED light, located on the front panel of
the appliance.

Oracle Database Appliance does not use the DO NOT SERVICE indicator.

3. Wait for Oracle Database Appliance to complete startup.

@® Note

Do not repeatedly push the power buttons. Startup can take several minutes to
complete.

Oracle Database Appliance is ready for use when the green Power/OK LED (callout 1) on the
front of the system remains steadily on.
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Provisioning Oracle Database Appliance Bare
Metal System

Understand the process to configure Oracle Database Appliance bare metal system.

The Browser User Interface is the preferred method of deploying your bare metal platform
configuration. The Browser User Interface provides all of the fields necessary to provision
Oracle Database Appliance, including configuring the system, network, database, and Oracle
Auto Service Request (Oracle ASR). If you prefer to use the command-line interface, you must
create a JSON file to configure the deployment options.

Verifying Cabling and Network Connections
After powering on Oracle Database Appliance, verify that the network connections are set
up correctly.

Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol (IP)
information assigned to a node, to enable provisioning of the Oracle Database Appliance
software.

Downloading Oracle Database Appliance Software
Download Oracle Database Appliance software and copy to a temporary location before
applying updates to your appliance.

Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.

Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.

Managing Local Volumes
Understand how you can modify the size of logical volumes LOGVOLOPT and LOGVOLUO1.

Verifying Cabling and Network Connections

After powering on Oracle Database Appliance, verify that the network connections are set up
correctly.

Run the validation scripts only on Oracle Database Appliance HA models.

1.

Log into the Oracle Database Appliance console and access the server node with user
name as r oot and password wel conel.

Run validation scripts on both nodes, to verify cabling. For example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology
I NFO : ODA Topol ogy Verification

I NFO : Running on NodeO

I NFO : Check hardware type

SUCCESS : Type of hardware found : X9-2

I NFO : Check for Environment

SUCCESS : Type of environment found : Bare Metal

I NFO : Check nunber of Controllers
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SUCCESS : Number of ahci controller found : 1
SUCCESS : Number of External SCSI controllers found : 2
INFO : Check for Controllers correct PCle slot address
SUCCESS : Internal RAID controller :

SUCCESS : External LSI SAS controller 0 : 31:00.0
SUCCESS : External LSI SAS controller 1 : 9d:00.0
INFO : Check if JBCD powered on

SUCCESS : 2JBOD : Powered-on

INFO : Check for correct nunber of EBODS(2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cabl e check for port 0 on controller 0
SUCCESS : Cable check for port 1 on controller 0
SUCCESS : Overall Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cable check for port 0 on controller 1
SUCCESS : Cable check for port 1 on controller 1
SUCCESS : Overall Cable check for controller 1

INFO : Check for overall status of cable validation on Node0
SUCCESS : Overall Cable Validation on NodeO

SUCCESS : JBODO Nicknanme set correctly

SUCCESS : JBOD1 Nicknane set correctly

If there is a storage expansion shelf connected to the appliance, then power it on. Run the
st oraget opol ogy command on both nodes to make sure the cabling is correct. For
example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology
I NFO : ODA Topol ogy Verification

I NFO : Running on Node0

I NFO : Check hardware type

SUCCESS : Type of hardware found : X9-2

I NFO : Check for Environnent

SUCCESS : Type of environment found : Bare Metal

I NFO : Check nunber of Controllers

SUCCESS : Number of ahci controller found : 1
SUCCESS : Number of External SCSI controllers found : 2
INFO : Check for Controllers correct PCle slot address
SUCCESS : Internal RAID controller :

SUCCESS : External LSI SAS controller 0 : 31:00.0
SUCCESS : External LSI SAS controller 1 : 9d:00.0
INFO : Check if JBCOD powered on

SUCCESS : 2JBOD : Powered-on

INFO : Check for correct nunber of EBODS(2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cabl e check for port 0 on controller 0
SUCCESS : Cable check for port 1 on controller 0
SUCCESS : Overall Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cable check for port 0 on controller 1
SUCCESS : Cable check for port 1 on controller 1
SUCCESS : Overall Cable check for controller 1

INFO : Check for overall status of cable validation on Node0
SUCCESS : Overall Cable Validation on NodeO
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SUCCESS : JBODO Nicknane set correctly
SUCCESS : JBOD1 Nicknane set correctly

Verify the interconnect network:

# ethtool plpl

Settings for plpl:

Supported ports: [ FIBRE ]

Supported |ink nodes: 1000baseT/ Ful

Supported pause frane use: Symmetric Receive-only
Supports auto-negotiation: Yes

Advertised link nodes: 1000baseT/ Ful
10000baseT/ Ful

Advertised pause frane use: No

Advertised auto-negotiation: Yes

Speed: 25000My/ s <<<<<<<<<<<<<<<<<<<<<<< check speed
Dupl ex: Ful

Port: Direct Attach Copper

PHYAD: 1

Transceiver: interna

Aut o- negoti ation: on

Current message |evel: 0x00000000 (0)

Link detected: yes

# ethtool plp2

Settings for plp2

Supported ports: [ FIBRE ]

Supported |ink nodes: 1000baseT/ Ful

Supported pause frane use: Symmetric Receive-only
Supports auto-negotiation: Yes

Advertised link nodes: 1000baseT/ Ful
10000baseT/ Ful

Advertised pause frane use: No

Advertised auto-negotiation: Yes

Speed: 25000My/ s <<<<<<<<<<<<<<<<<<<<<<< check speed
Dupl ex: Ful

Port: Direct Attach Copper

PHYAD: 1

Transceiver: interna

Aut o- negotiation: on

Current message |evel: 0x00000000 (0)

Link detected: yes

Related Topics

Deployment Checklist for Oracle Database Appliance Bare Metal Systems

This checklist provides an overview of the tasks to setup and deploy Oracle Database

Appliance bare metal systems for the first time.
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Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol (IP) information
assigned to a node, to enable provisioning of the Oracle Database Appliance software.

e )

© 'mportant
On Oracle Database Appliance X9-2, X10, and X11, the odacl i confi gure-firstnet

command supports bonding of ports across two supported network PCI cards of the
same type.

NOT_SUPPORTED

To change the network bonding after the system is deployed, run the cl eanup. pl -
cl eanDef Net command to ensure that no network setup exists in the bonding
interface, and then run the odacli configure-firstnet command to configure the
new bonding.

@® Note

If you enable Link Aggregation Control Protocol (LACP) on the bonding interface when
you run the odacl i configure-firstnet command, then|acp_rate is setto 1 (fast).
You must adjust the switch setting so that it can support this | acp_rat e.

1. Connect to Oracle ILOM remote console, then log into Oracle Database Appliance as
root .

2. Run the command confi gure-firstnet on both nodes. You can choose to enable Link
Aggregation Control Protocol (LACP) on the bonding interface when you run odacl i
configure-firstnet.

# /opt/oracl e/ dcs/ bin/odacli configure-firstnet
Use bonding on different network interfaces:

bondi ng between ports on the sane network card [0]

bondi ng between Network Card 1 in slot 6 and Network Card 2 in slot 4
[1]

bondi ng between Network Card 1 in slot 6 and Network Card 3 in slot 8
[2]

bondi ng between Network Card 2 in slot 4 and Network Card 3 in slot 8
[3]
Pl ease input your selection (0 - 3) [0]:
Select the Interface to configure the network on (btbondl btbond3 bt bond5)
[ bt bond1]:
Use LACP bonding on btbondl (yes/no) [no]:
Configure DHCP on btbondl (yes/no) [no]:
I NFO. You have chosen Static configuration
Use VLAN on btbondl (yes/no) [no]:
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3. Complete the network configuration as prompted and configure the public network
interface. Also provide the netmask and gateway IP address.

You use this network connection to transfer the software to the server node.
Example 4-1 Example of a Bonded Configuration

For a bonded configuration, answer yes to using a bonding public interface and configure the
first network to use a bt bond3 interface without configuring DHCP.

# /opt/oracl e/ dcs/bin/odacli configure-firstnet

Select the Interface to configure the network on (btbondl btbond3 bt bond4)
[ bt bondl1] : bt bond3

Use LCAP bonding on btbond3 (yes/no) [no]:yes

INFO. network interface [btbond3] in LACP node
Configure DHCP on btbond3 (yes/no) [no]:

I NFO. You have chosen Static configuration

Use VLAN on btbond3 (yes/no) [no]:yes

Configure VLAN on btbond3, input VLANID [2 - 4094] 119
I NFO. using network interface btbond3. 119

Enter the IP address to configure : 10.31.129. 36

Enter the Netmask address to configure : 255.255.255. 240
Enter the Gateway address to configure [10.31.129. 33]
INFO Restarting the network

Shutting down interface btbondl: [ OK ]

Shutting down interface btbond2: [ OK ]

Shutting down interface p3pl: [ OK ]

Shutting down interface p3p2: [ OK ]

Shutting down interface sfpbondl: [ OK ]

Shutting down | oopback interface: [ OK ]

Bringing up | oopback interface: [ OK ]

Bringing up interface btbondl: Determining if ip address 10.209.13.109 is
already in use for device btbondl...

[ K]

Bringing up interface btbond2: [ K]

Bringing up interface sfpbondl: [ OK ]

Example 4-2 Example of Configuring VLAN

# /opt/oracl e/ dcs/ bin/odacli configure-firstnet
Select the Interface to configure the network on (btbondl btbond3 bt bond4)
[ bt bond1] : bt bond3

Use LCAP bonding on btbond3 (yes/no) [no]:yes

INFO. network interface [btbond3] in LACP node
Configure DHCP on btbond3 (yes/no) [no]:

I NFO. You have chosen Static configuration

Use VLAN on btbond3 (yes/no) [no]:yes

Configure VLAN on btbond3, input VLAN ID[2 - 4094] 119
INFO using network interface btbond3.119

Enter the IP address to configure : 10.31.129. 36

Enter the Netmask address to configure : 255.255.255. 240
Enter the Gateway address to configure [10.31.129. 33]
INFO Restarting the network

Shutting down interface btbondl:

Shutting down interface ent:

Shutting down interface plpl:

Shutting down interface plp2:

RRARKR
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Shutting down | oopback interface: [
Bringing up | oopback interface: [
Bringing up interface btbondl:
Determining if ip address 192.0.2.24 is already in use for device btbondl...
[ X ]
Bringing up interface ent: [ & ]
Bringing up interface plpl:
Determining if ip address 192.0.2.24 is already in use for device
plpl... [ K ]
Bringing up interface plp2:
Deternmining if ip address 192.0.2.24 is already in use for device plp2...
[ &X ]

XK ]
X ]

Bringing up interface btbondl.122:
Determining if ip address 192.0.2.24 is already in use for device
bt bond1. 122. . .

[ &K

Configuring LACP after Deployment

Use the - 0 option with the odacl i configure-firstnet command to enable or disable LACP
on a bonding interface.

Enabling LACP on a bonding interface after deployment:

# odacli configure-firstnet -o

I NFO. Configure network option

Select the Interface to configure the network on (btbondl btbond3 bt bond5)
[ bt bond1] : bt bond3

Use LACP bonding on btbond3 (yes/no) [no]: yes

INFO network interface [btbond3] setup in LACP node

Disabling LACP on a bonding interface after deployment:

# odacli configure-firstnet -o

INFO Configure network option

Select the Interface to configure the network on (btbondl btbond3 bt bond5)
[ bt bond1] : bt bond3

Use LACP bonding on btbond3 (yes/no) [yes]: no

INFO network interface [btbond3] setup in active-backup node

Downloading Oracle Database Appliance Software

Download Oracle Database Appliance software and copy to a temporary location before
applying updates to your appliance.

1. Download the software files from My Oracle Support to a temporary location on an external
client. Refer to the release notes for details about the software for the latest release.
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For example, download the Oracle Database Appliance GI Clone for ODACLI/DCS stack
(patch 30403673) and Oracle Database Appliance RDBMS Clone for ODACLI/DCS stack
(patch 30403662) for 19.29:

p30403673_1929000_Li nux- x86-64. zi p
p30403662_ 1929000 _Li nux- x86-64. zi p

Unzip the software — it contains README.html and one or more zip files for the patch.

unzi p p30403673_1929000_Li nux- x86- 64. zi p
unzi p p30403662_1929000_Li nux- x86-64. zi p

The Gl and RDBMS Clone files for release 19.29 are extracted.

odacli-dcs-19.2
odacli-dcs-19.2

ate-Qd-19.
at e- DB- 19.

z

9.0.0.0-d 29.0.0.zip
9.0.0.0-d 29.0.0.zip

Copy the software files from the external client to Oracle Database Appliance. Use the scp
or sft p protocol to copy the bundle.

Example using scp command:

scp software file root @da_host:/tnp

Example using sftp command:

sftp root @da_host

Enter the root password, and then copy the file.

put software file

For example, for release 19.29:

ate-Q3-19.
at e- DB- 19.

z
z

put odacli-dcs-19.29.0.0.0-d 29.0.0.zip
put odacli-dcs-19.29.0.0.0-d 29.0.0.zip

The Gl and RDBMS Clone files are copied to the temporary location on the appliance. You can
update the repository, and create the appliance, as explained in the next topic.

Related Topics

Installing Oracle Database Appliance Software

Install Oracle Database Appliance software, before creating the appliance.

Ensure that the Oracle Database Appliance patches are downloaded and available for
updating the repository, as described in the topic Downloading Oracle Database Appliance
Software.

Starting with Oracle Database Appliance release 19.12, the sizes of volumes / u01 and / opt
are smaller than the corresponding sizes in earlier releases. The size of / u01 is now 40GB and
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the size of / opt is now 30GB. A new ACFS file system, mounted at / opt / or acl e/ oak/

pkgr epos/ or apkgs/ cl ones, is created during provisioning. The DATA disk group provides
space of 150 GB for the file system. The Oracle Grid Infrastructure and Oracle Database clone
files are stored on this file system.

s 3\

@ Important

If you want to install third-party software on your Oracle Database Appliance, then
ensure that the software does not impact the Oracle Database Appliance software.
The version lock on Oracle Database Appliance RPMs displays a warning if the third-
party software tries to override Oracle Database Appliance RPMs. You must restore
the affected RPMs before patching Oracle Database Appliance so that patching
completes successfully.

© mportant

To ensure that your deployment has the latest Oracle Database Appliance firmware,
download the latest server patch and update the repository. Then, run the odacl i
descri be- conponent command to check whether the firmware is current or out-of-
date. If the firmware is not current, then run the odacl i updat e-server and odacl i
updat e- st or age commands before you deploy the Oracle Database Appliance
software. If the firmware is current, then you can deploy the Oracle Database
Appliance software as described in this topic, without updating the server and storage.
Before updating the server or storage, ensure that you run the odacl i create-

prepat chreport command to generate the prechecks report, otherwise an error is
displayed.

@® Note

Public network gateway must be responsive to ping requests. Oracle Clusterware
uses the public network gateway as ping target to facilitate the VIP failover in Oracle
Database Appliance high-availability environment.

@® Note

Starting with Oracle Database Appliance release 19.27, Oracle ASM Filter Driver
(ASMFD) is not automatically configured during provisioning of the appliance. Do not
specify the enabl eAFD parameter in the provisioning JSON file.

1. Verify the current system version by running the following command on both nodes:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-conponent -v

On a single-node Oracle Database Appliance system, run the command odacl i
descri be- conponent without the - v option.

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli describe-conponent
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Update the repository with Oracle Grid Infrastructure and Database software only. To
prevent space issues in / opt, it is recommended that you add other repositories after the
bare metal instance is provisioned.

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-repository -f /tnp/
G clone file,/tnp/DB clone file

For example, for release 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacli-dcs-19.29.0.0. 0-dat e-DB-19. 29. 0. 0. zi p, / t np/ odacl i - dcs-19. 29. 0. 0. 0-
date-d-19.29.0.0.zip

Confirm that the repository update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job_ID

Delete the software zip files from the temporary location on the appliance to save space:

[root @dal opt]# rmsoftware file
rm renmove regular file software file? y

You have now updated the repository with the Oracle Database Appliance software, and can
create your appliance, as described in the next topic.

Related Topics

Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Creating the Appliance

Create the appliance using the Browser User Interface or ODACLI commands.

@® Note

If you plan to enable multi-user access, then refer to the chapter Implementing Multi-
User Access on Oracle Database Appliance before you create your appliance.

Creating the Appliance using ODACLI Commands

You can use the command odacl i cr eat e- appl i ance and a JSON file that includes your
appliance configuration settings to deploy the appliance instead of using the Browser User

Interface. Review the readme in the / opt / or acl e/ dcs/ sanpl e directory carefully along

with the provided JSON example files. Create a JSON file with the necessary changes based
on your environment and requirements.

@ See Also

Creating an Appliance Using a JSON File in this guide for example JSON files and the
procedure to create a JSON file.
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@® Note

It is important to review the readme and the examples carefully before creating your
JSON file. If you do not enter your network and Oracle ILOM information correctly
based on your setup, you will lose network access to both the host and Oracle ILOM.

Creating the Appliance using the Browser User Interface (BUI)

Follow these steps to create the appliance using the BUI:

Ensure that ports 7070 and 7093 on the network between Oracle Database Appliance and the
client machine, are open.

1.
2.
3.

Open a browser window.
Go to the following URL: ht t ps: // ODA- host -i p- addr ess: 7093/ ngnt / i ndex. ht m

Get the security certificate (or certificate), confirm the security exception, and add an
exception.

Navigate to the Browser User Interface (BUI). You are prompted to set the password for
the oda- adni n user.

htt ps:// ODA- host -i p- addr ess: 7093/ ngnt /i ndex. ht m

Log into the BUI with the new password.

When you launch the Browser User Interface on an unconfigured appliance, the Appliance
page notifies you that the appliance is not configured and provides a link to the pages
needed to configure and create the appliance.

® Note

If you face any issues when logging into the Oracle Database Appliance Browser
User Interface, then see the topic Errors When Logging into the Browser User
Interface in the chapter Troubleshooting Oracle Database Appliance.

Click Create Appliance.

In the Create Appliance page, if you want to create the appliance from a saved
configuration, click Browse, and select the JSON file. The information from the saved
configuration file is loaded. You can retain or edit the fields. Otherwise, manually, provide
the values to create the appliance.

In the System Information tab, specify the values as follows.
a. System Name: Enter the host name.

The host name can contain alphanumeric characters and dashes (-), but cannot start
with a number or dash (-) or end with dash (-). Do not exceed 30 characters.

b. Domain Name: Enter the domain name.

c. Region: Select the region of the world where the Oracle Database Appliance is
located.

d. Time Zone: Select the time zone where the Oracle Database Appliance is located.
e. (Optional) DNS Servers: Enter addresses for one or more DNS servers.

f. (Optional) NTP Servers: Enter addresses for one or more NTP servers.
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Diskgroup Redundancy: If there are two disks, then you can select the disk group
redundancy as Normal or Flex. To select the the redundancy as High, there must exist
more than four disks, and a quorum disk. If five or more disks are configured, then the
quorum disk is not required. Select Normal, High, or Flex, as per your deployment
requirement.

The Flex parameter defines the disk group redundancy. Flex redundancy requires at
least 3 storage devices, including a quorum. For a database to be placed on Oracle
ASM, you can set the database redundancy during its creation. For a database to be
placed on Oracle ACFS, the database inherits the redundancy of the ACFS file
system. You can specify an ACFS file system redundancy during its creation. You can
set the disk group redundancy only during appliance creation. The database
redundancy can be set anytime you create the database.

The redundancy level for DATA, RECO, and FLASH can be set to Normal, Flex, or
High based on whether there are two, four, or more disks.

Note: For Oracle Database Appliance hardware models other than X8-2, the
redundancy level for REDO is always High.

Data Storage Percentage: Enter a whole number between 40 and 90 to define the
percentage of storage reserved for DATA, the remainder is reserved for RECO. For
example, if you enter 80, then 80% of the storage for DATA and 20% for RECO.

Disk Group for Database Home Storage: Select the disk group, whether DATA or
RECO depending on your hardware model, and specify the size to be allocated. This
chooses the disk group from which the ACFS storage required for database homes is
allocated.

System Password and Confirm Password: Enter the system password in both fields.

The system password is the password set for UNIX and r oot users. The password
must begin with an alpha character and cannot contain quotation marks. Do not
exceed 30 characters.

Specify the DNS Servers and NTP Servers details.

Starting with Oracle Database Appliance release 19.16, if you specify DNS servers,
then ensure that all host names (except SCAN) are resolvable to one and only one IP
address through the given domain name and DNS servers. These include Client
Access Network Host Name, VIP Name, and ILOM Host Name. This does not apply to
SCAN names as they can resolve to multiple IP addresses. If any of the above host
names does not resolve to an IP address or resolves to multiple IP addresses, then
the the following error is displayed:

DCS- 10045: Val i dation error encountered: Hostnane 'hostnamel’ does not
resolve to a unique |P address.

In the Network Information tab, configure the primary client access network, virtual
networks, and an Oracle Integrated Lights Out Manager (Oracle ILOM) network. You are
only required to configure the client access network. The ILOM configuration is optional if
you already configured the ILOM for the appliance and you do not need to make changes.

Specify the following, depending on whether it is a single-node or two-node Oracle
Database Appliance deployment:

a.

Client Access Network Host Name: For NodeO, enter the host name for the primary
client access network.

Client Access Network IP Address: For NodeO, enter the IP address for the primary
client access network.
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VIP Name for NodeO: Enter the name of the virtual IP network for NodeO.

VIP IP Address for NodeO: Enter the virtual IP address that resides on NodeO and is
shared between the nodes.

VIP Name for Nodel: Enter the name of the virtual IP network for NodeO.

VIP IP Address for Nodel: Enter the virtual IP address that resides on Nodel and is
shared between the nodes.

(Optional) ILOM Host Name: Enter the name of the Oracle ILOM host for NodeO and
Nodel.

(Optional) ILOM Network IP Address: Enter the IP address for the ILOM for NodeO
and Nodel.

(Optional) ILOM Network Subnet Mask: Enter the subnet mask address for the ILOM.
(Optional) ILOM Network Gateway: Enter the gateway address for the ILOM.

Client Access Network Subnet Mask: Enter the subnet mask address for the primary
client access network.

Client Access Network Gateway: Enter the gateway address for the primary client
access network.

Client Access Network Interface: Enter the interface for the primary client access
network.

SCAN Name: Specify the Single Client Access Name (SCAN).

SCAN IP Address: Specify the SCAN IP address. You can specify up to three SCAN
IP addresses.

Specify the VIP address and SCAN only for high-availability deployments.

10. Determine how you want to configure your users and groups and whether or not you want
to allow operating system role separation:

Two users with six groups: Customize Users and Groups, select No. Allow OS Role
Separation, select Yes. This is the default configuration.

Two customized users with six customized groups: Customize Users and Groups,
select Yes. Allow OS Role Separation, select Yes.

Single user with two groups: Customize Users and Groups, select No. Allow OS Role
Separation, select No

Single user with six groups: Customize Users and Groups, select Yes. Allow OS Role
Separation, select No. SAP deployments use this configuration.

11. Do you want to create an initial database? Select Yes and go to Step 9 or select No and
go to Step 10.

12. Enter the following information to configure an initial database:

a.

DB Name: Enter a name for the database.
The name must contain alphanumeric characters and cannot exceed 8 characters.
(Optional) DB Unique Name: Enter a globally unique name for the database.

Databases with the same DB Name within the same domain (for example, copies of a
database created for reporting or a physical standby) must have a different DB Unique
Name that is unique within the enterprise. The name must contain alphanumeric,
underscore (), dollar ($), and pound (#) characters, but must begin with an alphabetic
character. No other special characters are permitted in a database name. The unique
name cannot exceed 30 characters.
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DB Version: Select a database bundle patch number.

CDB: Select Yes or No to specify whether or not you want a Container Database
(CDB).

PDB Name: Enter a name for the pluggable database (PDB).

The name must begin with an alphanumeric character. The following characters are
valid: alphanumeric characters, and underscore ().

PDB Admin User: Enter an Admin user name for the pluggable database (PDB).

Database Edition: Select the Oracle Database edition, either Standard Edition and
Enterprise Edition. Your license determines which database edition you are eligible to
create in the appliance.

For Oracle Database 19c¢ Standard Edition, you can only create single-instance Oracle
Database, with or without high-availability.

SYS and PDB Admin User Password: Provide a password for the database.

Deployment: Select a deployment type from the list. The options are RAC, RAC-One,
or Sl (single-instance database). If you select a single instance database, then select
the node for the S| database deployment.

For Standard Edition Oracle Database 19c or later, you can choose to enable high
availability for single-instance databases. For Standard Edition Oracle Database 19.6
or later, if you choose to create a single-instance database, then the high availability
feature is available by default. To disable high-availability, set the value in the Enable
High Availability field to No.

For Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later,
you can choose to enable high availability for single-instance databases. For
Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later, if
you choose to create a single-instance database, then the high availability feature is
disabled by default. To enable high-availability, set the value in the Enable High
Availability field to Yes.

If you select a single instance database, then you have the option to create the
database on either NodeO or Nodel. The default is NodeO.

Shape: Select a database shape from the list.

In the Database Class field, select a database class from the drop-down list. If an
option is not available in the list, it is not supported for the database edition on the
Oracle Database Appliance or the version that you selected. The default is OLTP.

In the Storage field, select ACFS or ASM from the drop-down list. The default is
Oracle ASM.

If you specified the disk group redundancy as Flex, then you can select the Database
Redundancy value as Mirror or High.

Data Files on Flash Storage: Select Yes or No.
This option is only available if the HA system has HDD storage drives.
Configure EM Express: Select Yes or No.

Select Yes to configure the Oracle Enterprise Manager Database Express (EM
Express) console for Oracle Database 12.2.1.0 or 12.1.0.2. Selecting Yes enables you
to use the console to manage the database.

Character set: Select a character set.

National Characterset: Select a national characterset.
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Language: Select the database language.
Territory: Select a territory or location from the list.

For Oracle Database Enterprise Edition 19c or later, you can choose to enable
Transparent Database Encryption (TDE). Select Yes or No in the Enable TDE option.
Specify and confirm the TDE Password. By default, the TDE option is disabled.

13. In the Diagnostics Information tab, configure and enable Oracle ASR or choose to enable
trace file redaction.

14.

15.

Enable Trace File Redaction: Select Yes if you want to redact sensitive information in
diagnostics collections.

You can configure and enable Oracle Auto Service Request (Oracle ASR) now or later:

To not enable Oracle ASR during deployment, select No and click Submit. After
deployment, you can configure an internal Oracle ASR or register with an external
Oracle ASR Manager from either the Browser User Interface or command-line
interface.

— Internal Oracle ASR: choose to configure Oracle ASR Manager on Oracle
Database Appliance or use Oracle ASR Manager configured on another server in
the same network as your appliance.

— External Oracle ASR: If you already have Oracle ASR Manager configured
elsewhere, you can register Oracle Database Appliance with your existing Oracle
ASR Manager.

To enable Oracle ASR, select Yes and complete the fields:
Select Internal or External in the ASR Type field.

ASR User Name: Enter the e-mail address associated with the My Oracle Support
account under which the server is registered.

Password: Enter the password associated with the My Oracle Support account under
which the server is registered.

(Optional) Specify the HTTPS Port Number for the ASR manager. The default port
number is 16162.

HTTP Proxy used for Upload to ASR: Select Yes or No.
Proxy Server Name: If you are using a proxy for upload, enter the proxy server name.
Proxy Port: If you are using a proxy for upload, enter the proxy port.

(Optional) HTTP Proxy Requires Authentication: If you are using a proxy for upload,
select Yes if you require authentication. If you do not require authentication, select No.

Proxy User Name: If you are using a proxy for upload, enter the proxy user name.

(Optional) Proxy Password: If you are using a proxy for upload and require
authentication, enter the proxy password.

Click Submit. When prompted, click Yes to confirm that you want to start the job to deploy
the appliance.

Verify that the appliance is deployed. Run the odacl i descri be- syst emcommand. For
high-availability deployments, run the command on both nodes.

The job to create the appliance takes time to complete. To monitor the job progress, click the
Activity tab. Click the job number to view the tasks.

After deployment, the r oot and database users SYS, SYSTEM and PDBADM N are set to the
system password. The oracl e and gri d passwords are set to the default password. Change
these passwords to comply with your user security protocols.
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Related Topics

e Errors When Logging into the Browser User Interface
If you have problems logging into the Browser User Interface, then it may be due to your
browser or credentials.

Related Topics

» Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Related Topics

* Reimaging an Oracle Database Appliance Baremetal System
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

Related Topics

* Implementing Multi-User Access on Oracle Database Appliance
Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Managing Local Volumes

Understand how you can modify the size of logical volumes LOGVOLOPT and LOGVOLUO1L.

About Local Volumes

During imaging, Oracle Database Appliance creates a RAID1 volume between the two
operating system disk. On all systems with Oracle Linux 8 and later, two small partitions are
created on this RAID1 volume to support Unified Extensible Firmware Interface (UEFI). The
rest of the disk space is assigned to a third partition. A physical volume is initialized on this
third partition which is fully assigned to a volume group Vol Gr oupSys. Several logical volumes
namely LogVol Root , LogVol W01, LogVol OPT, and LogVol Swap are created in Vol G oupSys. On
single-node Oracle Database Appliance systems, two more logical volumes, LogVol RECOand
LogVol DATA, each of 1 GB in size are also created. Oracle Database Appliance formats
LogVol Root , LogVol W01, and LogVol OPT as ext 4 (fourth extended file system), and mounts
them at/, /u01, and / opt respectively. These logical volumes use only a part of the available
storage, approximately 125 GB.

@ Note

The term Local Volume refers to the logical volume and the physical volumes
initialized on the operating system disk.

The local volumes LOGVOLOPT and LOGVOLU01 may not have sufficient space for creating Oracle
Grid Infrastructure homes, installing additional software, creating Oracle Grid Infrastructure log
files, and others. In such cases, extending the size of these local volumes is useful.
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@® Note

After extension, the size of local volumes cannot be reduced through Oracle Database
Appliance tooling. Ensure that you carefully plan local volume extensions.

Viewing and Extending the Local Volume Size Using ODACLI Commands

Run the following command to view all the local volumes:

odacli list-1ocal vol unes

The command displays the total size of the physical volume, the free space available in the
volume group, and the space required to support ODABR backup during patching. It also
displays the space available for extending the local volumes in a safe manner such that
sufficient buffer is reserved for ODABR backup. In addition, it shows the details of all the local
volumes in the system.

To modify the local volume size, run the following command:

odacli extend-|ocal vol ume --nane vol une_name --increnent-size
increment_size in _GB --force

The command enables extension of LogVol U01 and LogVol OPT only. It allows extension up to
the size showed by the Space for extension field in the odacli |ist-1ocal vol umes output.

Viewing and Extending the Local Volume Size Using BUI

Follow these steps:

1. Navigate to the Browser User Interface. You are prompted to set the password for the oda-
admi n user.

https:// ODA- host -i p-address: 7093/ ngnt / i ndex. ht m

2. Inthe Appliance home page, click the Local Volumes link on the left-hand pane.

3. Inthe Local Volumes Details page, you can view the physical volume and logical volume
details. For high-availability system, you can view these details for both nodes.

4. To increase the local volumes LOGVOLOPT and LOGVOLWO01 sizes, click Extend. Confirm your
action in the popup window.

5. Inthe Extend Local Volume page, select the Volume Name, and specify the Increment
Size in GB. Click Force Run to override the ODABR backup space requirement. You can
extend both LOGVOLOPT and LOGVOLWO01 volumes.

6. Confirm the operation and submit the job. Track the status of the job completion and verify
that it completes successfully.
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Implementing Multi-User Access on Oracle
Database Appliance

Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

/\ Caution

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance on bare metal systems and cannot rollback multi-user access after you
provision and deploy your appliance. The Oracle Database Appliance administration
model changes when you deploy the Multi-User Access feature. Evaluate your role
separation requirements before using this feature. Deploying on a test system first can
help with the evaluation and assessment of the new administration model.

® Note

You can enable multi-user access on Oracle Database Appliance DB systems when
you create the DB system either using ODACLI commands or Browser User Interface
(BUI).

*  About Multi-User Access on Oracle Database Appliance
Before provisioning your appliance, understand how multi-user access can enhance the
security of the system and provide an efficient mechanism for role separation.

«  About Users, Roles, Entitlements, and Operations on a Multi-User Access Enabled Oracle
Database Appliance System
Understand the users, roles, entitlements, and operations when you provision your
appliance with multi-user access enabled.

* About Granting and Revoking Resource Access
Muti-user access allows exclusive or shared access to resources. Review this example
about shared resource access.

» Using Passwordless Multi-User Access on Oracle Database Appliance
Understand how you can implement passwordless multi-user access on Oracle Database
Appliance, its advantages and restrictions, and the associated life cycle management
changes for your appliance.

»  Provisioning Oracle Database Appliance with Multi-User Access
You can enable multi-user access only when you provision Oracle Database Appliance,
using CLI commands or the Browser User Interface.

« Creating, Viewing, and Deleting Users on Oracle Database Appliance with Multi-User
Access
After provisioning the appliance with multi-user access enabled, you can create users with
specific entitlements.
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» Activating a New User on Oracle Database Appliance with Multi-User Access
Understand how to activate a new user on multi-user access enabled Oracle Database
Appliance.

*  Granting and Revoking Resource Access on Oracle Database Appliance with Multi-User
Access
You can grant and revoke resource access on the appliance.

* Viewing Roles, Operations, and Entitlements on Oracle Database Appliance with Multi-
User Access
You can view roles and entitlements on the appliance.

* Managing Databases and Database Homes on Oracle Database Appliance with Multi-User
Access
The custom user created on multi-user access Oracle Database Appliance can deploy and
manage databases and database homes.

e Changing the Password for a User Account on Oracle Database Appliance with Multi-User
Access
Understand how to manage passwords on multi-user access Oracle Database Appliance.

» Resetting the Password for a Locked User Account on Oracle Database Appliance with
Multi-User Access
Understand how to reset the password on multi-user access Oracle Database Appliance.

About Multi-User Access on Oracle Database Appliance

Before provisioning your appliance, understand how multi-user access can enhance the
security of the system and provide an efficient mechanism for role separation.

Currently, a single Oracle Database Appliance account with user name and password is used
to securely connect to the appliance, run ODACLI commands, or log into BUI. The r oot user
performs all administration on an Oracle Database Appliance. With multi-user access, you
have the option of providing separate access to database administrators to manage
databases. Display of resources within the Browser User Interface are also filtered as per user
role. The r oot access is restricted to the Oracle Database Appliance system administrator to
access system logs or debug issues that require r oot access.

When you enable multi-user access, you create multiple users with different roles that restrict
them from accessing resources created by other users and also restrict the set of operations
they can perform using ODACLI commands or Browser User Interface (BUI). The same user
credentials that you set up, can be used for logging into the BUI and running ODACLI
commands. The BUI also displays resources and information based on access to the set of
resources. A separate Multi-User Access Management tab is available only to the odaadmi n
user to administer the users and resources in the system.

@® Note

When you enable multi-user access, the Oracle Database Appliance administrator is
odaadmi n. This user has access to all the resources on the appliance and can run any
operations using ODACLI or the BUI using the same set of credentials. When you do
not enable multi-user access, the user name you use to log into BUI is oda- admi n.
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@® Note

The authentication token support for ODACLI session management is linked to a
multi-user access user account. Since r oot is an operating system administrative user
and not a multi-user access user, auth token based session management system is
not supported when a user logs in as r oot . Therefore, you must provide an Oracle
Database Appliance account user name and password to run any ODACLI command.

Benefits of enabling multi-user access

Multi-user access feature supports user lifecycle management such as creation, activation,
updation, deactivation, deletion, and credential management.

By using multi-user access, multiple departments such as finance and human resources
within the same organization can use Oracle Database Appliance as a consolidation
platform for hosting their databases in a secure manner as only the authorized users in the
respective departments can access their departmental databases and perform lifecycle
management operations on the databases.

Organizations that have root access policy restrictions can use multi-user access and
create separate users with restricted roles.

Without multi-user access, all databases were created as the default database user
chosen during provisioning. Hence, even in a sudo-based multi-user environment, the ODA
administrator could not track usage of resources. Now such reporting is possible at the
database level.

Multi-user access feature supports token-based session management. A user enters the
password only when they run the first odacl i command. Subsequently, a token is
generated and till it expires, the user is not required to enter the password again. Each
time an odacl i command is run, the existing token is refreshed with a new token that has
the expiry of 120 mins or the value configured by the odaadni n user. This means if the
odacl i session is not idle for the expiry duration, the user does not need to enter the
password again.

Both Basic Auth and mTLS modes of authentication are supported. ODACLI and BUI uses
Basic Auth. Users such as oracl e and gri d can also run certain operations using mTLS-
based authentication. Basic Auth is a password-based authentication scheme. mTLS is a
certificate-based authentication scheme where both the client (user) and the server
mutually present and authenticate each other's certificate before the authentication is
deemed complete.

Multi-user access provides for user account locking on multiple failed login attempts and
password expiration. You can also unlock and reset the account in case the password is
forgotten.

@ Note

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance and cannot rollback multi-user access after you provision and deploy your
appliance. Provision the feature on your test system first, and then deploy this feature
on your production system.
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Related Topics

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

 ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

About Users, Roles, Entitlements, and Operations on a Multi-
User Access Enabled Oracle Database Appliance System

Understand the users, roles, entitlements, and operations when you provision your appliance
with multi-user access enabled.

@® Note

Note that in a multi-user access enabled deployment, the oda- adni n user is not
present. The ODA admin user name is odaadmi n. The first user with administrative
privileges is called odaadni n. This user can log into the BUI and run ODACLI
commands. This user can also create other user accounts with roles and entitlements
as required.

About Roles, Entitlements, and Operations

Each user can be assigned one or more roles in a multi-user enabled Oracle Database
Appliance system. Each role encompasses a set of entittements that authorizes a user to
perform only a specific set of operations using ODACLI or BUI. Each entitlement in turn, is a
group of a similar set of operations. For example, PROVI S| ONDB- MGMT is an entitlement that
encompasses provisioning-related operations such as create-database, clone-database,
delete-database, register-database. Similarly, BACKUPDB- MGMI' encompasses backup related
operations such as create-backup, delete-backup, irestore-database, recover-database , and
so on. The ODA- DB role has access to a collection of entitlements such as PROVI S| ONDB- MGMT,
BACKUPDB- MGV, and PATCHDB- MGMT. A user with the ODA- DB role can perform all the database
lifecycle management operations on the databases that they own. Additionally, if a user with
the role of ODA- DB is granted the ODA- GRI Drole as well, this user can now perform Oracle Grid
Infrastructure-related operations.

Roles can be internal or external. Internal roles are assigned to system users and are used
internally for the purpose of administration of the Oracle Database Appliance system. For
example, the CDA- ADM NI STRATOR role is assigned to the Oracle Database Appliance system
administrator to manage the appliance or associated entities. Another example is a DB system
communicating with the bare metal using a system user with the role of CDA- DBVM NFRA.

External roles can be granted to the new users created by odaadni n, the Oracle Database
Appliance system administrator. For example, the odaadm n creates a new user odadbl with
the role of ODA- DB. Now this user odadbl is entitled to create databases and perform lifecycle
management operations because of the role granted to them. A user can have one or more
roles.

The topic ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
describes the ODACLI commands that have changes for multi-user access and the
entitlements required to run the commands.
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Multi-User Access User Roles

When you enable multi-user access on Oracle Database Appliance, the following user roles
are available:

- ODA-ADMINISTRATOR: This is an internal role assigned to the first user (odaadni n)
created during the provisioning of an Oracle Database Appliance. This role entitles
odaadmi n to run all ODACLI commands or perform all Browser User Interface (BUI)
operations. This role cannot be assigned to the new users that odaadni n creates. The
odaadmi n account is an administrator role that can run any operation (command) on any
resource. For example, user odal creates a database dbl and user oda2 creates a
database db2. Each user can now perform lifecycle management operations on their
respective database only. But, odaadni n can patch both databases by running odacl i
commands. This allows both DBAs (odal and oda2) and an overall administrator
(odaadmi n) to perform functions specific to their role.

* ODA-DB: This is an external role available to odaadmi n to assign to newly-created users.
This role entitles the user to perform database management operations such as create,
modify, restore, recover, backup, patch, clone, move, register, and delete.

- ODA-OAKDROOT: This is an internal role that is assigned to system user oakdr oot
created during provisioning and is used by OAKD to run certain operations such as get-
disks and release-disks. OAKD communicates with DCS through mTLS certificates-based
authentication. Hence, this user does not have any password associated with it. Do not
use this role to connect by SSH to the appliance or log into the Browser User Intercae to
run ODACLI commands. None of the password management commands such as change-
password apply to this user.

* ODA-GRID: This is an internal role assigned to the gri d user. This role entitles the user to
run Oracle Grid Infrastructure-related operations.

e« ODA-DBVMINFRA: This is an internal role assigned to the DBVM user created on the
bare metal system when the DB system is provisioned. This role entitles the user to
synchronize metadata between the DB system and the bare metal system.

Related Topics

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

e ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

About Granting and Revoking Resource Access

Muti-user access allows exclusive or shared access to resources. Review this example about
shared resource access.

Muti-user access allows exclusive or shared access to resources. It is recommended that each
user creates their own database home and then creates databases in the home. This provides
for an efficient method of separation of duties where each user has exclusive access to their
databases. However, in certain exceptional situations, such as lack of disk space, a user can
request the administrator odaadm n to grant them shared access to a resource owned by
another user.

For example, if user odal wants to create a database of version 19c and there is already a
database home DBH2 of the same version created by another user oda2. With the consent of
user oda2, user odal can now request the odaadni n user to grant them shared access to
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database home DBH2. Once the shared access is granted, user odal can now create a
database dbl on the shared database home DBH2 and manage it. Note that user odal can
connect to the database db1 only through the SYS user password and not as a password-less
connection based on operating system authentication, as the database home DBH? is still
owned by user oda2. Oracle Database Appliance resources such as database home, database
storage, and databases can be shared accross users in a similar fashion on an on-demand
basis. However, there are restrictions to the secondary owner managing the shared resource.

Using Passwordless Multi-User Access on Oracle Database

Appliance

Understand how you can implement passwordless multi-user access on Oracle Database
Appliance, its advantages and restrictions, and the associated life cycle management changes
for your appliance.

/\ Caution

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance on bare metal and DB systems and cannot rollback multi-
user access after you provision and deploy your appliance. The Oracle Database
Appliance administration model changes when you deploy the passwordless multi-
user access feature. Evaluate your role separation requirements before using this
feature. Deploying on a test system first can help with the evaluation and assessment
of the new administration model.

Existing bare metal and DB system deployments that do not have multi-user access
enabled or have the earlier multi-user access feature which requires a password when
you first run an odacli command, cannot be converted to a passwordless multi-user
access deployment.

@® Note

Starting with Oracle Database Appliance release 19.23, a passwordless flavor of the
multi-user access feature is also available. You can provision a DB system with either
flavor of multi-user access on a bare metal system that does not have multi-user
access enabled. On such a bare metal system, you can still use role separation and
resource ownership capabilities that multi-user access or multi-user access
passwordless provides.

About Passwordless Multi-User Access on Oracle Database Appliance
Before provisioning your appliance, understand how passwordless multi-user access can
enhance the security of the system and provide an efficient mechanism for role separation.

Provisioning Oracle Database Appliance with Passwordless Multi-User Access

You can enable passwordless multi-user access only when you provision Oracle Database
Appliance using CLI commands. Passwordless multi-user access feature provisioning and
management is not supported through the Browser User Interface (BUI).

Creating, Viewing, and Deleting Users on Oracle Database Appliance with Passwordless
Multi-User Access

After provisioning the appliance with passwordless multi-user access enabled, you can
create users with specific entitlements.
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Changing the Password for a User Account on Oracle Database Appliance with
Passwordless Multi-User Access
Understand how to manage passwords on multi-user access Oracle Database Appliance.

Example JSON Files to Create a Single-Node Passwordless Multi-User Enabled Appliance
Follow these JSON file examples to create a JSON file to deploy a single node appliance
with the command odacl i creat e-appli ance.

Example JSON File to Create a High-Availability Passwordless Multi-User Enabled
Appliance

Follow the JSON file example to create a JSON file to deploy a high-availability appliance
with the command odacl i creat e-appl i ance.

Example JSON Files to Create a Single-Node Passwordless Multi-User Enabled DB
System

Follow the JSON file example to create a JSON file to deploy a single-node DB System,
with role separation, with the command odacl i creat e- dbsyst em

Example JSON File to Create a High-Availability Passwordless Multi-User Enabled DB
System

Follow the JSON file example to create a JSON file to deploy a two-node DB System, with
role separation, with the command odacl i creat e- dbsystem

About Passwordless Multi-User Access on Oracle Database Appliance

Before provisioning your appliance, understand how passwordless multi-user access can
enhance the security of the system and provide an efficient mechanism for role separation.

Oracle Database Appliance supports enabling of passwordless multi-user access at the time of
provisioning of Oracle Database Appliance, on bare metal systems and DB systems. You must
specify the "i sMul ti User AccessPLEnabl ed": true option in the JSON file used for
provisioning bare metal systems and DB systems. For more information, see the example
JSON file with this option in this chapter.

When you enable passwordless multi-user access, you create multiple users with different
roles that restrict them from accessing resources created by other users and also restrict the
set of operations they can perform using ODACLI commands.

@® Note

You can enable passwordless multi-user access on Oracle Database Appliance bare
metal and DB systems at the time of provisioning using ODACLI commands. You
cannot use the Browser User Interface (BUI) to enable passwordless multi-user
access on Oracle Database Appliance bare metal systems. However, you can use the
BUI on the Oracle Database Appliance bare metal system to enable multi-user access
on Oracle Database Appliance DB systems at the time of provisoning.

Benefits of enabling passwordless multi-user access

If your corporate policies prevent direct usage of Oracle Database Appliance user account
passwords by employing tools or software that allow access to Oracle Database Appliance
through your corporate credentials, then you can configure passwordless multi-user
access and run commands on your appliance without the need for specifying your Oracle
Database Appliance account password when you first run an ODACLI command or when
your authentication token expires. This does not compromise the security of the system as
all communication to the Oracle Database Appliance server is through a strong and secure
system generated password, unique for every user.
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* Passwordless multi-user access feature provides role separation and supports user
lifecycle management such as creation, deletion, and credential management.

* By using passwordless multi-user access, multiple departments such as finance and
human resources within the same organization can use Oracle Database Appliance as a
consolidation platform for hosting their databases in a secure manner as only the
authorized users in the respective departments can access their departmental databases
and perform lifecycle management operations on the databases.

« Organizations that have root access policy restrictions can use passwordless multi-user
access and create separate users with restricted roles.

e Without multi-user access, all databases were created as the default database user
chosen during provisioning. Hence, even in a sudo-based multi-user environment, the ODA
administrator could not track usage of resources. Now such reporting is possible at the
database level.

»  For passwordless multi-user access, you do not have to specify the Oracle Database
Appliance account password when you first run an ODACLI command or when the
authentication token expires. The Oracle Database Appliance system generates a strong
and secure password for every user. This password is internally stored by the system and
used when you run odacli commands.

* Both Basic Auth and mTLS modes of authentication are supported. ODACLI uses Basic
Auth. Users such as or acl e and gri d can also run certain operations using mTLS-based
authentication. Basic Auth is a password-based authentication scheme. mTLS is a
certificate-based authentication scheme where both the client (user) and the server
mutually present and authenticate each other's certificate before the authentication is
deemed complete.

@® Note

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance and cannot rollback passwordless multi-user access after
you provision and deploy your appliance. Provision the feature on your test system
first, and then deploy this feature on your production system.

Related Topics

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

e ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

Provisioning Oracle Database Appliance with Passwordless Multi-User
Access

You can enable passwordless multi-user access only when you provision Oracle Database
Appliance using CLI commands. Passwordless multi-user access feature provisioning and
management is not supported through the Browser User Interface (BUI).

Provision your appliance as described in the chapter Provisioning Oracle Database Appliance
Bare Metal System.
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/\ Caution

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance on bare metal systems and cannot rollback multi-user
access after you provision and deploy your appliance. The Oracle Database Appliance
administration model changes when you deploy the passwordless multi-user access
feature. Evaluate your role separation requirements before using this feature.
Deploying on a test system first can help with the evaluation and assessment of the
new administration model.

Overall Steps in Provisioning Oracle Database Appliance with Passwordless Multi-User
Access Enabled

1. Enable passwordless multi-user access.

e To provision your appliance using a JSON file, add the attribute
"isMultiUserAccessPLEnabl ed": trueinthe prov_req.json file. If the attribute is set
to f al se or does not exist in the prov_req. j son file, then passwordless multi-user
access is not enabled during provisioning of the appliance. Note that you can set either
multi-user access or passwordless multi-user access in the JSON file, not both.

"i sRol eSeparated”: true,
"isMul tiUserAccessPLEnabl ed": true,
"osUser Goup": {
"groups": [{
"groupld": 1001,
"groupName": "oinstall",
"groupRol e": "oinstall"

b

2. Connect to the Oracle Database Appliance network and run the odacl i confi gure-
firstnet command using the Oracle ILOM console.

3. Log into Oracle Database Appliance as the root user and run the odacl i create-
appliance -r prov.json command with "i sMil ti User AccessPLEnabl ed": true inthe
prov. j son file.

4. After the provisoning job is submitted, log out as r oot and log in as the odaadmi n user
using a PAM utility or passwordless SSH and check the status of the provisioning job and
ensure that it is successful.

5. The system creates Oracle Database Appliance accounts for odaadmi n, oracl e, and gri d
users. These are Oracle Database Appliance system users and their accounts are
activated during created. The user odaadmi n is created with the role of ODA- ADM NI STRATOR
while the oracl e and gri d users are created with the role of ODA DB and ODA GRI D
respectively.

6. The system configures the multi-user access repository with a list of roles and
entitlements, used for assigning to the users in the system.

7. You can now log into the appliance using the PAM utility that is integrated with the
appliance. The PAM utility prompts you for your corporate credentials and on successful
authentication, logs you into the appliance as an Oracle Database Appliance user as per
the mapping defined by the PAM utility administrator. Alternatively, you can set up
passwordless SSH to log into the appliance.
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8. After the bare metal system is provisioned, log in as the odaadni n user and run the odacl i
create-dbsystem -p prov.json command with "i sMil ti User AccessPLEnabl ed": truein
the prov.j son file.

9. After the DB system is provisioned, log in as the odaadm n user through the PAM utility or
passwordless SSH and create additional users, if required.

10. Log into the DB system as the or acl e user through the PAM utility or passwordless SSH
and create databases for the or acl e user.

11. Log into DB system as a custom user through the PAM utility or passwordless SSH and
create databases for the custom user.

Related Topics

*  Provisioning Oracle Database Appliance Bare Metal System
Understand the process to configure Oracle Database Appliance bare metal system.

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Creating, Viewing, and Deleting Users on Oracle Database Appliance with
Passwordless Multi-User Access

After provisioning the appliance with passwordless multi-user access enabled, you can create
users with specific entitlements.

After you provision your appliance with multi-user access enabled, do the following:

Creating, Viewing, and Deleting Users with ODACLI Commands

1. Connect to the appliance as the odaadmi n user.

ssh odaadm n@da- box hostnane/| P

2. Run any ODACLI command and provide the odaadm n password when prompted.

3. On successful authentication, create a user with the following command:

odacli create-user —u usernane -r conmma-separated role nanes

For example, create a user dbuser 1 with lifecycle management privileges for dabatases:

odacli create-user -u dbuserl —r CDA-DB

The odaadni n user creates dbuser 1 and assigns a temporary password.

4. After the user is created successfully, the dbuser 1 can log into the appliance with the
temporary password.

5. The dbuser1 isinthe I nacti ve state. Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.
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6. Use the new password to connect by SSH into the appliance and run ODACLI commands

or connect to the Browser User Interface.

7. The odaadni n user can view all the users in the system:

# odacli |ist-users

8. The odaadni n user can view details for a user in the system:

# odacli describe-user -u user_id

9. Delete a user in the system. Note that only the odaadni n user can delete a user in the

system.
# odacli delete-user -u user_id

Related Topics

e odacli Multi-User Access Commands

Use odacl i commands to enable multi-user access for the appliance.

Changing the Password for a User Account on Oracle Database Appliance
with Passwordless Multi-User Access

Understand how to manage passwords on multi-user access Oracle Database Appliance.

@® Note

If your appliance is configured as passwordless multi-user enabled, then all user
accounts are preactivated during creation and never get locked because the system
internally generates the password for each user and uses it for authentication when
required for running ODACLI commands. For passwordless multi-user enabled
systems, do not run any scripts for unlocking the odaadni n account or the odacl i
reset - passwor d command to reset the password. Run the odacl i change- password
command to change the system generated password for your Oracle Database
Appliance account.

Changing the Password on Passwordless Multi-User Access Enabled System Using
ODACLI Commands

e You can change password for an Oracle Database Appliance user, whose account is
active. This command resets the password of this user account to a new randomly
generated password.

odacli change- password

Related Topics

* odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.
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Example JSON Files to Create a Single-Node Passwordless Multi-User
Enabled Appliance

Follow these JSON file examples to create a JSON file to deploy a single node appliance with
the command odacl i create-appliance.

@® Note

If you do not enter your network and Oracle ILOM information correctly based on your
setup, then network access is lost to both the host and Oracle ILOM.

When using the example to create your JSON file, change the definitions to match your
environment. The password must meet password requirements.

Note: To configure Oracle ASR during provisioning, always specify the asrType parameter in
the JSON file.

Example 5-1 JSON File to Create a Single Node Oracle Database Appliance with Role
Separation and Passwordless Multi-User Access

The following is an example of a JSON file that creates a single node appliance on Oracle
Database Appliance. The example uses role separation and enables passwordless multi-user

access.
"instance" : {
"name" : "odanbox",
"i nst anceBaseName" : "odanbox-c",

"dbEdi tion" : "EE",

"timeZone" : "UTC',

"ntpServers" : ["xX.X.X.x"],
"dnsServers" : ["X.X. X Xx", "XX. X, X, xx", "
"domai nNane" : "exanpl e.conf,

"i sRol eSeparated" : true,
"isMultiUserAccessPLEnabl ed" : true,

"osUserGoup" : {

XX. X. X. Xx"],

"groups" : [ {
“groupld" : 1001,
“groupName" : "oinstall",
"groupRol e" : "oinstall"
boA

“groupld" : 1002,

“groupName" : "dbaoper",

"groupRol e" : "dbaoper"
oA

“groupld" : 1003,

“groupNare" : "dba",

"groupRol e" : "dba"

boA
“groupld" : 1004,
“groupName" : "asnmadm n",
"groupRol e" : "asnadm n"
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b A
"groupld" : 1005,
"groupName" : "asnoper",
"groupRol e" : "asmoper"
b A

"groupld" : 1006,
“groupName" : "asmdba",
"groupRol e" : "asndba"
H
"users" @ [ {
"userld" : 1000,

"userNane" : "oracle",
"userRol e" : "oracl eUser"
oA
"userld" : 1001,
“userNane" : "grid",
"userRole" : "gridUser"
}]
!
2
"users": |
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
b
{
"id": 1001,
"name": "uoracle",
"role": "oracl eUser"
}
]
b
“mul ti UserAccess": {
"isMul tiUserAccessPLEnabl ed": true
}
h

"sysOraHomeSt orage”: {
“vol uneSi ze": "160",
"di skgroup": " DATA"

}

"nodes" : [ {
"nodeNunber" : "0",
"nodeNane" : "odanbox",

"network" : [ {
"ni cNang" : "btbondl",

“i pAddress" @ "XxX.X.X.xx",
"subNet Mask" : "XXX.XXX.XXX. X",
"gateway" : "Xxx.X.x.x",

“networkType" : [ "Public" 1,
"i sDefaul t Network" : true
b
1
"ilom : {
"i | onNane": " odanmbox-c",

"i pAddress": " xx. X. X. xx",
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"subNet Mask": " XXX. XXX. XX. X",

"gat eway": "xx. X. x. x"
1
Yl
"grid" o {
"di skGoup" : [ {
"di skG oupNane" : "DATA",
"redundancy” : "NORMAL",
"di skPercentage" :80
oA
"di skG oupNane" : "RECO',
"redundancy” : "NORMVAL",
"di skPercentage" :20

"scan" : null,
"vip": null,
"l anguage" : "en"

}

atabase" : {

"dbNane" : "nyTestDb",

"dat abaseUni queNane": "nyTest Db_sealkj ",

"dbEdition" ; "EE",

"dbVersion" : "19.26.0.0",

"dbHorel d": nul |,

"instanceOnly" . false,

"isCdb" : true,

"pdBName" : "pdbl",

"pdbAdmi nuser Name" : "pdbuser",

"enabl eTDE": true,

"adm nPassword" : "password",

"dbType" : "SI",

"dbTar get NodeNunber" : nul |,

"dbd ass" : "QLTP",

"dbShape" : "odbl",

"dbStorage" : "ACFS',

"dbCharacterSet" : {
"characterSet" . "AL32UTF8",
"nl sCharacterset” : "AL16UTF16",
“dbTerritory" : "AVERI CA",
"dbLanguage" : "AMERI CAN'

¥

"dbConsol eEnabl e" : fal se,

"backupConfigld":null,

"rmanBkupPasswor d": nul |

b

"asr" i {
"asrType": "I NTERNAL",
"user Nane":"john. smit h@xanpl e. cont',
"password": " password",
"proxyServer Nane": " www pr oxy. exanpl e. cont',
"proxyPort":"80",
"proxyUser Name": " proxy-user",
"proxyPassword": " proxy- password",
"htt psPort Nunber":"16163"

}

}
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Example 5-2 JSON File to Create a Single Node Oracle Database Appliance without
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates an Oracle Database Appliance without
using role separation and with passwordless multi-user access. This example creates two
groups (oinstall and dba) and one user (oracle).

{
"instance" : {
"name" : "odanbox",
"instanceBaseNanme" : "odanbox-c",
"dbEdition" : "EE",
"timeZone" : "UTC',
"ntpServers" : ["xx.X.X.xx"],
"dnsServers" : ["XX.X. X, XX", "XX. XX XX", XX XL XL XX
"domai nNane" : "exanpl e.conf,
"i sRol eSeparated" : false,
"isMultiUser AccessPLEnabl ed" : true,
"osUser Group" : {
"groups” : [ {
"groupld" : 1001,
"groupName" : "oinstall",
"groupRol e" : "oinstall”
oA
"groupld" : 1002,
"groupName" : "dba",
"groupRol e" : "dba"
P
“mul ti UserAccess": {
"isMultiUser AccessPLEnabl ed": true
}
b
"nodes" : [ {
"nodeNunber" : "0Q",
"nodeNane" : "odanbox",
"network" : [ {
"ni cNane" : "btbondl",
"i pAddress" : "xXx.X.X.xx",
"subNet Mask" : "XXX.XXX.XXX. X",
"gateway" : "Xxx.X.x.x",
"networ kType" : [ "Public" ],
"i sDefaul t Network" : true
b
1
"ilom : {
"i | omNane": "odanmbox-c",
"i pAddress": " xx. X. x. xx",
"subNet Mask": " XXX. XXX. XXX. X",
"gat eway": " xx. X. X. x"
1
I
"grid" o {

"di skGoup" : [ {
"di skG oupNane" : "DATA",
"redundancy” : "NORVAL",
"di skPercentage" :80
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oA
"di skG oupNane" : "RECO',
"redundancy” : "NORMAL",
"di skPercentage" :20

"scan" : null,
"vip": null,
"l anguage" : "en"

}

atabase" : {

"dbNane" : "nyTestDb",

"dat abaseUni queNane": "nyTest Db_sealkj ",

"dbEdition" ; "EE",

"dbVersion" : "19.26.0.0",

"dbHorel d": nul |,

"instanceOnly" . false,

"isCdb" : true,

"pdBName" : "pdbl",

"pdbAdmi nuser Name" : "pdbuser",

"enabl eTDE": true,

"adm nPassword" : "password",

"dbType" : "SI",

"dbTar get NodeNunber" : nul |,

"dbd ass" : "QLTP",

"dbShape" : "odbl",

"dbStorage" : "ACFS',

"dbCharacterSet" : {
"characterSet" . "AL32UTF8",
"nl sCharacterset” : "AL16UTF16",
“dbTerritory" : "AVERI CA",
"dbLanguage" : "AMERI CAN'

¥

"dbConsol eEnabl e" : fal se,

"backupConfigld":null,

"r manBkupPasswor d": nul |

b

"asr" i {
"asrType": "I NTERNAL",
"user Nane":"john. smi t h@xanpl e. cont',
"password": " password",
"proxyServer Nane": " www pr oxy. exanpl e. cont',
"proxyPort":"80",
"proxyUser Name": " proxy-user",
"proxyPassword": " proxy- password",
"htt psPort Nunber":"16163"

}
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Example JSON File to Create a High-Availability Passwordless Multi-User
Enabled Appliance

Follow the JSON file example to create a JSON file to deploy a high-availability appliance with
the command odacl i create-appliance.

@ Note

It is important to review the readme and the examples carefully before creating your
JSON file. If you do not enter your network and Oracle ILOM information correctly
based on your setup, then network access is lost to both the host and Oracle ILOM.

Example 5-3 JSON File to Create a High-Availability Oracle Database Appliance with
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates a high-availability appliance on Oracle
Database Appliance bare metal platform. The example uses role separation and with
passwordless multi-user access. When using the example to create your JSON file, change
the definitions to match your environment. The password must meet password requirements.

{

"instance":{
"name": "odahabox",
"i nstanceBaseName": "
"dbEdi tion":"EE",
"timeZone":"UTC",
"ntpServers" : ["10.0.3.14"],
"dnsServers" : ["10.0.4.10","10.0.4.11","10.0.4.12"],
"domai nNane": " exanpl e. conf,
"i sRol eSeparated": true,
"isMul ti User AccessPLEnabl ed" : true,
"osUser G oup": {

"groups": |

{

odahabox",

"groupld": 1001,
"groupName": "oinstall",
"groupRol e":"oinstal "

¥

{
"groupld": 1002,
"groupNare": " dbaoper",
"groupRol e": " dbaoper"

¥

{
"groupld": 1003,
"groupNare": "dba",
"groupRol e": "dba"

¥

{

"groupl d": 1004,
"groupName": "asmadm n",
"groupRol e": "asmadm n"
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¥
{
“groupl d": 1005,
"groupName": "asmoper",
"groupRol e": "asnoper"
¥
{
“groupl d": 1006,
“groupNane": "asndba",
"groupRol e": "asndba"
1
1,
"users":|
{
"userld": 101,
“userNane":"grid",
"userRol e":"gridUser"
¥
{
"userld": 102,
"user Nane": "oracl e",
"userRol e":"oracl eUser"
1
]
¥
"users": [
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
¥
{
"id": 1001,
"name": "uoracle",
"role": "oracl eUser"
}
]
¥
“mul ti UserAccess": {
"i sMul tiUser AccessPLEnabl ed": true
}
¥
"obj ect StoreCredential s": null
1

ysOraHomeSt orage”: {
“vol uneSi ze": "160",
"di skgroup": " DATA"
}

"nodes": [

{
"nodeNunber": " 0",
"nodeNange": "odahaboxc1n2",
"network": [
{
"ni cNane": " bt bond1",

"i pAddress”:"10. 31. 98. 133",
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"subNet Mask": " 255. 255. 240. 0",
"gateway":"10. 31.96. 1",
"networ kType": [
"Public"
1,
"i sDefaul t Network": true
}
1,

"ilom':{
"i | omNane": "odahabox2-c",
"i pAddress":"10. 31. 16. 140",
"subNet Mask": " 255. 255. 240. 0",
"gat eway":"10. 31. 16. 1"

“nodeNunber":"1",
"nodeNane": "odahaboxclnl",
"network": [
{
"ni cName": " bt bond1",
"i pAddress":"10. 31.98. 132",
"subNet Mask": " 255. 255. 240. 0",
"gateway":"10. 31.96. 1",
"networ kType": [
"Public"
1
"i sDefaul t Network":true
1
1
"ilom':{
"i | omNane": "odahabox1-c",
"i pAddress":"10. 31. 16. 139",
"subNet Mask": " 255. 255. 240. 0",
"gateway":"10. 31. 16. 1"

}
] 1
"grid":{
"di skGoup": [
{
"di skG oupName" : " DATA",

"redundancy": "H GH',
"di skPercent age": 80

"di skG oupNane": " RECO',
"redundancy": "H GH',
"di skPercent age": 20
¥
1,
"scan": {
"scanNane": "odahaboxcl- scan",
"i pAddresses”: |
"10. 31.98. 182",
"10. 31.98. 183"
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"vipti[
{
"nodeNunber":"0",
"vi pNanme": " odahaboxc1n2-vi p",
"i pAddress”:"10. 31. 98. 159"
¥
{
"nodeNunber": " 1",
"vi pNanme": " odahaboxc1nl-vi p",
"i pAddress":"10. 31. 98. 158"
}
1,
"l anguage": "en"
¥
"dat abase": {
"dbNane": "nyTest Db",
" dat abaseUni queNane": "nyTest Db_sealkj ",
"dbVersion":"19.26.0.0",
"dbHomel d": nul I,
"instanceOnly": fal se,
"isCdb":true,
"pdBName": " pdb1",
"pdbAdmi nuser Nare": " pdbuser ",
"enabl eTDE": t r ue,
"adm nPasswor d": " password",
"dbType": "RAC',
"dbTar get NodeNunber": nul | ,
"dbd ass": "OLTP",
"dbShape": "odbl1",
"dbSt orage": " ACFS",
"dbCharact er Set ": {
"characterSet":"AL32UTF8",
"nl sCharacterset":"AL16UTF16",
"dbTerritory":"AVERI CA",
"dbLanguage": " AVERI CAN'
¥
"dbConsol eEnabl e": f al se,
"backupConfigld": nul |
¥
"asr":null

Example JSON Files to Create a Single-Node Passwordless Multi-User

Chapter 5

Using Passwordless Multi-User Access on Oracle Database Appliance

]

Enabled DB System

Follow the JSON file example to create a JSON file to deploy a single-node DB System, with

role separation, with the command odacl i

Use the example JSON file to create a file for your environment.
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@® Note

It is important to review the readme and the examples carefully before creating your
JSON file.

Example 5-4 JSON File to Create a Single-Node Oracle KVM Database System with
Role Separation and Passwordless Multi-User Access

The following is an example of a JSON file that creates a single-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform. The example uses role separation
and passwordless multi-user access. When using the example to create your JSON file,
change the definitions to match your environment. The password must meet password
requirements.

{
"systenm': {
"name": "test_exanple",
"shape": "odb2",

"cust omvenorySi ze": "24G',
"timeZone": "Anerical/lLos_Angel es",
"di skGroup": "DATA",
"cpuPool Narme": "shared_dbsystem cpupool ",
"enabl eRol eSeparation": true,
"cust onRol eSeparation”: {
"groups": [
{

"name": "oinstall",

"id": 1001,

"role": "oinstall"

}s

{
"nanme": "dbaoper",
"id": 1002,
"role": "dbaoper"

}s

{
"nane": "dba",
"id": 1003,
"role": "dba"

}s

{
"name": "asmadnin”,
"id": 1004,
"role": "asmadmn"

}s

{
"name": "asnoper",
"id": 1005,
"role": "asnoper"

}s

{
"nanme": "asndba",
"id": 1006,
"role": "asndba"

}
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1
"users": |
{
"name": "grid",
"id": 1000,
"role": "gridUser"
b
{
"name": "oracle",
"id": 1001,
"role": "oracl eUser"
}
]
"users": |
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
b
{
"id": 1001,
"nanme": "uoracle",
"role": "oracl eUser"
}
]

}

mul ti User Access": {

"isMul ti User AccessPLEnabl ed":

}

¥
}

¥

"dat abase": {
“name": "dbl19",

“uni queNane": "db19",
"domai nNane": "exanpl e. cont',
"version": "19.29.0.0.251021",

"edition": "EE",
Iltypell: n SI II’

"dbd ass": "COLTP",
“shape": "odb2",

"role": "PRI MARY",

“target NodeNunmber": null,
“enabl eDbConsol e": fal se,
"enabl eFl ashSt orage": fal se,
"enabl eFl ashCache": fal se,
“enabl eUni fiedAuditing": true,
"enabl eEEHA": true,

"enabl eSEHA": fal se,

true

“redundancy": null,<<< if diskgroup redundancy is FLEX, then database
redundancy nust be set to one of "HGH' or "MRROR', otherwi se, can be null

"characterSet": {
"characterSet": "AL32UTF8",

"nl sCharacterset": "AL16UTF16",

"dbTerritory": "AMERI CA",
"dbLanguage": "ENGLI SH'
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b

"enabl eTDE": fal se
"isCdb": true
"pdbName": "pdbl"
"pdbAdmi nUser": " pdbadm n"
b
"network": {
“domai nNane": "test_domain",
"ntpServers": |
XX XXX, XX, XXX"
1
“dnsServers": [
XX XXX, XX, XXX"
1
“nodes": [
{
"nane": "nodel"
“i pAddress": "XX.XX.XX.XXX"
"net mask": "XXX.XXX.XXX. X",
"gateway": "XxX.xx.xx.x"
“nunber": 0

}
1,

"publ i cVNetwork": "vnet 1"
} y

"grid": {
"l anguage": "en

Example 5-5 JSON File to Create a Single-Node Oracle KVM Database System without

Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates a single-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform, without role separation and with
passwordless multi-user access. When using the example to create your JSON file, change

the definitions to match your environment. The password must meet password requirements.

{
"system': {
"name": "test_exanple",
"shape": "odb2",

"cust omvenorySi ze": "24G',

"timeZone": "Anerical/lLos_Angel es”,

"di skGoup": "DATA",

"cpuPool Narme": "shared_dbsystem cpupool ",
"dat abase": {

"name": "dbl9",

"uni queNane": "dbl9",

"domai nNane": "exanpl e. cont',

"version": "19.29.0.0.251021",

"edition": "EE",
"type": "SI",
"dbd ass": "OLTP",
"shape": "odb4",

"role": "PR MARY",
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“target NodeNunmber": null,
“enabl eDbConsol e": fal se,
“enabl eUni fiedAuditing": true,

"redundancy": "H GH',<<< if diskgroup redundancy is FLEX, then
dat abase redundancy must be set to one of "H GH' or "M RROR', otherwise, can

be nul |
“characterSet": {
"characterSet": "AL32UTF8",
"nl sCharacterset": "AL16UTF16",
"dbTerritory": "AMERI CA",
"dbLanguage": "ENGLI SH'
1
“enabl eTDE": fal se,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdmi nUser": "pdbadni n"
b
"users": |
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
1
{
"id": 1001,
"name": "uoracle",
"role": "oracl eUser"
}
]
1
“mul ti UserAccess": {
"isMul tiUserAccessPLEnabl ed": true
}
h
"network": {
“domai nNane": "test_domain",
"ntpServers": [],
“dnsServers": [
XX XXX, XX, XXX"
1
“nodes": [
{
“nane": "nodel",
"i pAddress": "XX.XX.XX.XXx",
"net mask": "XXX.XXX.XXX. X",
"gateway": "XX.XX.xx.x",
“nunber": 0
1
1
"publicVNetwork": "vnet1"
h
"grid": {
"l anguage": "en"
1
}
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Example JSON File to Create a High-Availability Passwordless Multi-User
Enabled DB System

Follow the JSON file example to create a JSON file to deploy a two-node DB System, with role
separation, with the command odacl i creat e- dbsystem

Use the example JSON file to create a file for your environment.

Example 5-6 JSON File to Create Two-Node Oracle KVM Database System without Role
Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates two-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform, without role separation and with
passwordless multi-user access. When using the example to create your JSON file, change
the definitions to match your environment. The password must meet password requirements.

{
"systent: {
"nane": "test_systent,
"shape": "odb2",

"cust omvenorySi ze": "24G',
"timeZone": "AnericallLos_Angel es",
"di skGroup": "DATA",
"cpuPool Narme": "shared_dbsyst em cpupool ",
¥
"dat abase": {
“name": "dbtest",
"uni queNane": "dbtest",
"domai nNanme": "test_domain",
"version": "19.29.0.0.251021",

"edition": "EE",
"type": "SI",
"dbd ass": "OLTP",
"shape": "odb2",

"role": "PRI MARY",

"t arget NodeNunmber": "0",

"enabl eDbConsol e": fal se, version

"enabl eUni fi edAuditing": true,

"enabl eEEHA": true,

"redundancy": "M RROR', <<< if diskgroup redundancy is FLEX, then
dat abase redundancy must be set to one of "H GH'" or "M RROR', otherwise, can

be nul |
"characterSet": {
"characterSet": "AL32UTF8",
"nl sCharacterset": "AL16UTF16",
"dbTerritory": "AMER CA",
"dbLanguage": "AVMERI CAN'
2
"enabl eTDE": fal se,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdni nUser": " pdbadm n"
}
"users": |

{
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"id": 1000,
"name": "ugrid",
"role": "gridUser"
b
{
"id": 1001,
"name": "uoracle",
"role": "oracl eUser"
}

]
}

"mul tiUserAccess": {

"isMul ti User AccessPLEnabl ed": true

}
b
"network": {
“domai nNane": "test_domain",
"ntpServers": [],
"dnsServers": |
XX XXX, XX, XXX"
1
“nodes": [
{
"nane": "nodel"
“i pAddress": "XX.XX.XXX.XX"
"net mask": "XXX.XXX.XXX. X",
"gateway": "XX.XX.XXX.X"
“nunber": 0,
“vi pName": "nodel-vip"
"vi pAddress”: "XX.XX.XXX. XX"
h
{
"nane": "node2"
“i pAddress": "XX.XX.XXX.XX"
"net mask": "XXX.XXX.XXX. X",
"gateway": "XX.XX.XXX.X"
"nunmber": 1,
"vi pName": "node2-vip"
"vi pAddress”: "XX.XX.XXX. XX"
1
1
“publi cVNetwork": "vnet1",
"scanNane": "test-scan"
“scanlps": |
XX XX, XXX, XX",
"XX. XX, XXX, XX"
]
h
"grid": {
"l anguage": "en"
1
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Example 5-7 JSON File to Create Two-Node Oracle KVM Database System with Role

Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates two-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform. The example uses role separation
and with passwordless multi-user access. When using the example to create your JSON file,
change the definitions to match your environment. The password must meet password

requirements.

{
"system': {
"nane": "test_systent,
"shape": "odb2",

"cust omvenorySi ze": "24G',
"timeZone": "Anerical/lLos_Angel es”,
"di skGroup”: "DATA",

"cpuPool Name": "shared_dbsystem cpupool ",

"enabl eRol eSeparation": true,
"cust onRol eSeparation": {
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"groups”

{

}
1,

"users":

{

o

"name": "oinstall",
"id": 1001,
"role": "oinstall"

"name": "dbaoper",
"id": 1002,
"role": "dbaoper

"name": "dba",
"id": 1003,
"role": "dba"

"name": "asmadm n",
"id": 1004,
"role": "asmadm n

"name": "asnoper",
"id": 1005,
"role": "asnoper"

"name": "asndba",
"id": 10086,
"role": "asndba"

[

"name": "grid",
"id": 1000,
"role": "gridUser"
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b
{
"name": "oracle",
"id": 1001,
"role": "oracl eUser"
}
]
}
b
"users": |
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
b
{
"id": 1001,
"name": "uoracle",
"role": "oracl eUser"
}
]
b
“mul ti UserAccess": {
"isMul tiUserAccessPLEnabl ed": true
}
h
"dat abase": {

name": "dbtest",

“uni queNane": "dbtest",

“domai nNane": "test_domain",
"version": "19.29.0.0.251021",

"edition": "EE",
Iltypell: n SI II’

"dbd ass": "OLTP",
“shape": "odb2",

"role": "PRI MARY",
"t arget NodeNunmber": "0",
“enabl eDbConsol e": fal se,
“enabl eUni fiedAuditing": true,
"enabl eEEHA": true,
"redundancy": null, <<< if diskgroup redundancy is FLEX, then
dat abase redundancy must be set to one of "H GH' or "M RROR', otherwise, can

be nul |
“characterSet": {
"characterSet": "AL32UTF8",
"nl sCharacterset": "AL16UTF16",
"dbTerritory": "AMER CA",
"dbLanguage": " AMERI CAN'
¥
“enabl eTDE": fal se,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdmi nUser": " pdbadm n"
h
"network": {

“domai nNane": "test_domain",
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"ntpServers": [],
"dnsServers": |
XX XXX, XX, XXX"

]

nodes": |
"name": "nodel",
"i pAddress": "XX.XX.XXX.XX",
"net mask": "XXX.XXX.XXX. X",
"gateway": "XX.XX.XXX.X",

"nunber": 0,

"vi pName": "nodel-vip",

"vi pAddress”: "XX.XX.XXX. XX"
¥
{

"nane": "node2",

"i pAddress": "XX.XX.XXX.XX",

"net mask": "XXX.XXX.XXX. X",

"gateway": "XX.XX.XXX.X",

"nunber": 1,

"vi pName": "node2-vip",

"vi pAddress”: "XX.XX.XXX. XX"
}

1
“publi cVNetwork": "vnet1",
"scanNane": "test-scan"
“scanlps": |
XX XX, XXX, XX",
"XX. XX, XXX, XX"
]
h
"grid": {
"l anguage": "en

Provisioning Oracle Database Appliance with Multi-User Access

You can enable multi-user access only when you provision Oracle Database Appliance, using
CLI commands or the Browser User Interface.

Provision your appliance as described in the chapter Provisioning Oracle Database Appliance
Bare Metal System.

/\ Caution

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance on bare metal systems and cannot rollback multi-user access after you
provision and deploy your appliance. The Oracle Database Appliance administration
model changes when you deploy the Multi-User Access feature. Evaluate your role
separation requirements before using this feature. Deploying on a test system first can
help with the evaluation and assessment of the new administration model.
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@® Note

You can specify the token expiration duration, password expiration duration, maximum
failed login attempts, and other details when you provision multi-user access enabled
Oracle Database Appliance with JSON file. You can also specify these values as a
one-time activity from the Browser User Interface when you configure multi-user
access and provision Oracle Database Appliance using the Browser User Interface.

Overall Steps in Provisioning Oracle Database Appliance with Multi-User Access
Enabled

1. Enable multi-user access.

* If you provision your appliance using a JSON file, then add the attribute
"isMulti User AccessEnabl ed": true inthe prov_req.j son file. If the attribute is set to
fal se or does not exist in the prov_req. j son file, then multi-user access is not
enabled during provisioning of the appliance.

"i sRol eSeparated": true,
"isMul tiUserAccessEnabl ed": true,
"osUser Goup": {
"groups": [{
"groupld": 1001,
"groupName": "oinstall",
"groupRol e": "oinstall"

b

You can also set the multi-user access attributes by adding the following in the JSON
file:

b
“asr": null,
"nul tiUserAccess": {
"dcsUser PasswdExpDur at i onl nDays": 90,
"t okenExpirationlnMns": 120,
"maxNunfai | edLogi nAttenpts": 3
}
}

The values for these attributes are as follows:

— Token expiration duration in minutes: The minimum value you can specify is 10
minutes, the maximum value is 600 minutes, and the default is 120 minutes.

— Password expiration duration in days: The minimum value you can specify is
30 days, the maximum value is 180 days, and the default is 90 days.

— Maximum failed login attempts allowed: The minimum value you can specify is
2, the maximum value is 5, and the default is 3.

* If you create the appliance using the Browser User Interface (BUI), then select the
Enable Multi-User Access (N/A for DB System) checkbox in the BUI login page.
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Provide passwords for odaadni n, or acl e, and gri d users. These are Oracle Database
Appliance system users and their accounts are activated during created. The user
odaadni n is created with the role of CDA- ADM NI STRATOR while the oracl e and gri d users
are created with the role of ODA_DB and ODA_GRI D respectively.

The system configures the multi-user access repository with a list of roles and
entitlements, used for assigning to the users in the system.

You can now log into the appliance with the newly-created user credentials and deploy
databases.

Provisioning Oracle Database Appliance Using the Browser User Interface with Multi-
User Access Enabled

1.

10.
11.

Access the Browser User Interface:

https://host-ip-address: 7093/ ngnt /i ndex. ht m

For the first login, since the odaadni n role is not configured, you are prompted to provide
the ODA password and enable multi-user access.

Select Enable Multi-User Access (N/A for DB System) and provide a strong password
for the ODA user.

Click Configure Multi-User Settings and then set the User Password Expiry Duration
(In Days), Session Expiration for CLI (minutes), and Maximum Failed Login Attempts.
Click Save to save these settings and return to the Login page on the BUI.

Click Submit. A confirmation message is displayed on successful creation of the user.
Click OK. You are redirected to the Login page.

Specify the User Name and ODA Password and click Login. Note that the ODA admin
user name is odaadm n if multi-user access is enabled. If multi-user access is not enabled,
then the ODA admin user name is oda- admi n.

In the Create Appliance page, specify the details for creating the appliance. See the topic
Creating the Appliance for detailed information about the information you need to provide.

Select Assignh same password for admin, oracle, grid users if you want to specify the
same password for all users. Otherwise, specify different passwords for the syst em adnmi n,
oracl e, and gri d users.

Click Submit to create the appliance with multi-user access enabled.

The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status. After you close the Job confirmation page, you
can click the Activity tab to monitor the job progress. Click the job number to view the
tasks and status details. Click Refresh to refresh the page.

Related Topics

Provisioning Oracle Database Appliance Bare Metal System
Understand the process to configure Oracle Database Appliance bare metal system.

odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.
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Creating, Viewing, and Deleting Users on Oracle Database
Appliance with Multi-User Access

After provisioning the appliance with multi-user access enabled, you can create users with
specific entitlements.

After you provision your appliance with multi-user access enabled, do the following:

Creating, Viewing, and Deleting Users with ODACLI Commands

1. Connect to the appliance as the odaadm n user.

ssh odaadm n@da- box hostnanme/| P

2. Run any ODACLI command and provide the odaadmi n password when prompted.

3. On successful authentication, create a user with the following command:

odacli create-user —u usernane -r conma-separated role nanes

For example, create a user dbuser 1 with lifecycle management privileges for dabatases:

odacli create-user —u dbuserl —-r CDA-DB

The odaadmi n user creates dbuser 1 and assigns a temporary password.

4. After the user is created successfully, the dbuser 1 can log into the appliance with the
temporary password.

5. The dbuserl isinthe | nacti ve state. Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

6. Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

7. The odaadmi n user can view all the users in the system:
# odacli |ist-users
8. The odaadni n user can view details for a user in the system:

# odacli describe-user -u user_id

9. Delete a user in the system. Note that only the odaadni n user can delete a user in the
system.

# odacli del ete-user -u user_id
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Creating, Viewing, and Deleting Users with Browser User Interface

1.

o & W Db

10.

Log into the Browser User Interface as the odaadni n user:

https://host-ip-address: 7093/ ngnt /i ndex. ht m

Click the Multi-User Access tab.
Click the Users link on the left-hand pane.
Click Create User.

In the Create User page, provide the User ID, specify the Role, and provide the ODA
Password for this user. Note that the same user credentials work for login for BUI and
ODACLI commands.

Optionally, click Generate mTLS Certificate to enable mTLS-based authentication.
Click Create.

The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status. After you close the Job confirmation page, you
can click the Activity tab to monitor the job progress. Click the job number to view the
tasks and status details. Click Refresh to refresh the page.

In the Multi-User Access tab, on the Users page, click on the link for the user whose
details you want to view.

To delete a user, log in as the the odaadni n user. In the Actions drop-down list, select
Delete. Note that only a user of type Custom can be deleted.

Related Topics

odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Activating a New User on Oracle Database Appliance with Multi-
User Access

Understand how to activate a new user on multi-user access enabled Oracle Database
Appliance.

Activating the New User on Multi-User Access Enabled System Using ODACLI
Commands

1.

After a new user is created by odaadmni n successfully, the new user, for example, dbuser 1
can log into the appliance with the temporary password.

Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.
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Activating the New User on Multi-User Access Enabled System Using Browser User
Interface

1.

After a new user is created by odaadni n, log into the Browser User Interface as the new

user:
https://host-ip-address: 7093/ mgnt /i ndex. ht m

Specify the User Name and the temporary password in the ODA Password field.

Since this is a new account, the Account Status is | nact i ve. You are prompted to specify
and confirm a new password.

Specify and confirm the Password and click Submit.

On successful password change, log into the Browser User Interface with the new
password.

Related Topics

odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Granting and Revoking Resource Access on Oracle Database
Appliance with Multi-User Access

You can grant and revoke resource access on the appliance.

Granting and Revoking Resource Access with ODACLI Commands

Grant or revoke access to a resource in a multi-user access enabled system:

# odacli grant-resource-access -ri resource_|ID -u user_nane
# odacli revoke-resource-access -ri resource |D -u user_name

View access to a DCS resource in a multi-user access system:

# odacli describe-resource-access -ri resource ID

View access to all DCS resources defined in a multi-user access system:

# odacli list-resources-access -ao -rn resource_nane -rt resource_type

Granting and Revoking Resource Access with Browser User Interface

1.

Log into the Browser User Interface as odaadmi n:

https://host-ip-address: 7093/ ngnt /i ndex. ht n

Click the Multi-User Access tab.
Click the Resources link on the left-hand pane.

Click on a Resource to view more details.
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For a Resource, in the Actions drop down list, select Grant Resource Access to grant the
user shared access to a resource. Select the User Name from the drop-down list and click

Grant. Click Yes to confirm and submit the job.

Select Revoke Resource Access to revoke access to a resource from a user. Select the
User Name from the drop-down list and click Revoke. Click Yes to confirm and submit the

job.

Related Topics

odacli Multi-User Access Commands

Use odacl i commands to enable multi-user access for the appliance.

Viewing Roles, Operations, and Entitlements on Oracle Database
Appliance with Multi-User Access

You can view roles and entitlements on the appliance.

Viewing Roles, Operations, and Entitlements with ODACLI Commands

@ Note

For Oracle Database Appliance release 19.13, the multi-user access feature is
available for standalone Oracle Database Appliance systems. During provisioning, a
single domain and tenancy is created by default and all users are created within the

default domain and tenancy.

View all the roles defined in the system:

# odacli |ist-user-roles

View details for a user role in the system:

# odacli describe-user-role -n role_name

View all the entitlements defined in the system:

# odacli list-user-entitlements

View details for an entitlement in the system:

# odacli describe-user-entitlenent -n entitlement _name
View all the operations defined in the system:

# odacli |ist-user-operations

View details for an operation in the system:

# odacli describe-user-operation -n operation_name
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View the domains defined in the system. In this release, this is the default domain.
# odacli |ist-domains

View details for a domain in the system:

# odacli describe-domain -dn domai n_name

View the tenants in a multi-user access enabled domain. In this release, this is the default
tenancy.

# odacli list-tenants

View details for a tenant in a multi-user access enabled domain:

# odacli describe-tenant -tn tenant_name

Viewing Roles, Operations, and Entitlements with Browser User Interface

1.

6.

Log into the Browser User Interface as odaadmi n:

https://host-ip-address: 7093/ ngnt /i ndex. ht m

Click the Multi-User Access tab.

Click the Roles link on the left-hand pane. The roles defined in the system are displayed.
These roles cannot be edited or updated.

Click on a Role to view more details.

Click the Entitlements link on the left-hand pane. The entitlements defined in the system
are displayed. These entitlements cannot be edited or updated.

Click on an Entitlement to view more details.

Related Topics

odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Managing Databases and Database Homes on Oracle Database
Appliance with Multi-User Access

The custom user created on multi-user access Oracle Database Appliance can deploy and
manage databases and database homes.

After you create a custom dbuser 1 on an Oracle Database Appliance with multi-user access
enabled, manage databases as follows:

Creating and Listing Databases and Database Homes Using ODACLI Commands

1.

Connect to the appliance as dbuser 1.

ssh dbuser 1@da- box hostnane/ | P
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2. Create a database:
odacl i create-database -n dbNane -v dbVersion

3. Runtheodacli |ist-databases to view the databases owned by dbuser 1:

odacli |ist-databases

Another user with the ODA- DB role cannot use the resource owned by dbuser 1 to create a
database home, thus ensuring role separation.

4. Use the -al | option on the appliance when multi-user access is enabled to view all the
databases in the system.

odacli |ist-databases -all

5. Use the -al | option on the appliance when multi-user access is enabled to view all the
database homes in the system.

odacli Ilist-dbhomes -all

Creating and Listing Databases and Database Homes Using Browser User Interface

1. Log into the Browser User Interface as dbuser 1:

https://host-ip-address: 7093/ mgnt /i ndex. ht m

2. Click the Database tab.
3. Click Show All Databases. A list of all databases in the system is displayed.
* View Details: View the details of the database.
* Modify: Modify the database
* Move: Move the database
* Upgrade: Upgrade the database
* Delete: Delete the database.
* Grant Access: Grant access privilege to the database to a user.
* Revoke Access: Revoke access privilege to the database from a user.
* View Pre-patch reports: View prechecks report for patching.

4. Click the Database Home link on the left hand pane. A list of all database homes in the
system is displayed.

5. For a database home, you can click the Actions dropdown list, and select from the
following options:

* View Database: View the details of the database home.

* Delete: Delete the database.

e Grant Access: Grant access privilege to the database home to a user.

* Revoke Access: Revoke access privilege to the database home from a user.

* View Pre-patch reports: View prechecks report for patching.
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Related Topics

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Changing the Password for a User Account on Oracle Database
Appliance with Multi-User Access

Understand how to manage passwords on multi-user access Oracle Database Appliance.

Changing the Password on Multi-User Access Enabled System Using ODACLI
Commands

* You can change password for an Oracle Database Appliance user, whose account is
active:

odacli change- password

Changing the Password on Multi-User Access Enabled System Using Browser User
Interface

1. Log into the Browser User Interface as the user whose password you want to change:

https://host-ip-address: 7093/ mgnt /i ndex. ht m
2. To change the Account password at any time: Click on the Account drop down list in the
top right-hand side of Browser User Interface and select Change Password.

3. Specify the Old Password and also specify and confirm the new Password and click
Submit.

Related Topics

» odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Resetting the Password for a Locked User Account on Oracle
Database Appliance with Multi-User Access

Understand how to reset the password on multi-user access Oracle Database Appliance.
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Resetting Password for a Locked User Account on Multi-User Access Enabled System
Using ODACLI Commands

@ Note

If your appliance is configured as passwordless multi-user enabled, then all user
accounts are preactivated during creation and never get locked because the system
internally generates the password for each user and provides it to the DCS agent for
authentication when required for running ODACLI commands. For passwordless multi-
user enabled systems, do not run any scripts for unlocking the odaadni n account or
the odacl i reset-password command to reset the password. Run the odacl i

change- passwor d command to change the system generated password for your
Oracle Database Appliance account.

* Unlock the odaadm n user account that is locked due to multiple failed login attempts or
password expiry.

1.
2.

Log inasroot.

Run the following:

[ opt/oracl e/ dcs/ bi n/ reset Cr edsFor OdaAdni n. sh

A temporary password is assigned to the odaadni n user.
Log in as the odaadmi n user with the temporary password.

Run the following command:

odacli reset-password

You are prompted to provide the temporary password and specify and confirm the new
password. After the command runs successfully, the user account is unlocked.

* Unlock any non-admin user account that is locked due to multiple failed login attempts or
password expiry.

1.
2.

Log in as odaadni n.

Run the following command:

odacli authorize-user

After you provide a temporary password, the account is unlocked.
Log in as the user whose account was locked, with the temporary password.

Run the following command:

odacli reset-password

You are prompted to provide the old password, the temporary password and specify
and confirm the new password. After the command runs successfully, the user account
is unlocked and reactivated.
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Resetting Password for a Locked User Account on Multi-User Access Enabled System
Using Browser User Interface

Unlock the non-admin user account that is locked due to multiple failed login attempts or
password expiry as follows:

Log into the Browser User Interface as the odaadni n user:

https://host-ip-address: 7093/ ngnt /i ndex. ht m

In the Multi-User Access tab, on the Users page, click on the link for the user whose
password you want to reset. Note that you can reset the password for users of type
Custom only. The Account Status for the user is LockedFai | edLogi n.

In the Actions drop down list, select Authorize Password Reset.

In the Authorize Password Reset page, specify the Old Password, specify and
confirm the Temporary ODA Password, and click Authorize.

Now, log into the Browser User Interface as the user whose account is being unlocked.
Specify the User Name and the temporary password in the ODA Password field.

Since the account was locked, the Account Status is Cr edent i al Reset . You are
prompted to specify and confirm a new password.

Specify and confirm the Password and click Submit.

On successful password change, log into the Browser User Interface with the new
password.

Related Topics

odacli Multi-User Access Commands

Use odacl i commands to enable multi-user access for the appliance.
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Oracle Database Appliance Postinstallation
Tasks

Complete these administrative tasks after you have deployed software, but before the system
is operational.

*  About Password Requirements on Oracle Database Appliance
Understand password requirements for multi-user access and non-multi-user access
enabled systems.

*  Configuring CPU Core Count
Oracle Database Appliance is delivered with all cores on each server enabled. Follow this
procedure to reduce the number of cores, if required.

*  Modifying Oracle ASM Listener Port After Deployment
Understand how you can modify Oracle ASM listener port on Oracle Database Appliance
after deployment.

*  Securing Oracle ILOM Service Processors
Change the Oracle ILOM default password after completing Oracle Database Appliance
deployment.

* Changing Oracle Database Appliance Passwords
After deploying your appliance, ensure that you change the following passwords for
securing your system.

* Changing the DNS Server Address on Oracle Database Appliance
If the DNS server in the data center changes, understand how you can update the DNS
entries on on Oracle Database Appliance server so that the network functions correctly.

Related Topics

»  Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

About Password Requirements on Oracle Database Appliance

Understand password requirements for multi-user access and non-multi-user access enabled
systems.

Following are the password requirements on Oracle Database Appliance for various
deployments.
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Table 6-1 Password Requirements on Oracle Database Appliance

Component

Multi-user access enabled and
passwordless multi-user
access-enabled system

Non-multi-user access enabled
system

Password Length

Minimum password length is 9
characters.

Maximum password length is 30
characters.

Minimum password length is 9
characters.

Maximum password length is 30
characters.

Password History

Yes. New password cannot be
the same as any previous
password.

Yes. New password cannot be
the same as any previous
password.

Password Complexity

The password must contain at
least two characters each from:
uppercase letters, lowercase
letters, numbers (0-9), and
allowed special characters #, - or
_. The password must have a
minimum of 9 characters and a
maximum of 30 characters.

The password must contain at
least two characters each from:
uppercase letters, lowercase
letters, numbers (0-9), and
allowed special characters #, - or
_. The password must have a
minimum of 9 characters and a
maximum of 30 characters.

Maximum Password Age

The default is 90 days. The
permitted range is 30 to 180
days, which can be configured by
the user.

The default is 90 days. This value
is not configurable.

Account Lockout Threshold

default retry attempts 3 times ,
Allowed Range 2 times — 5 times,
user configurable

None

Reset Account Lockout Counter

Account is locked out when you
run an ODACLI command after
password has expired or after
maximum retrial attempts are
exceeded in the case of wrong
password. You must obtain
authorization from the system
administrator to unlock the
account. You can then change
the temporary password provided
by the administrator as part of
authorizing an unlock of their
account. Till the account is re-
activated, you cannot run any
ODACLI command.

None

Reset Bad Attempts Counter

If you have not exceeded the
maximum retrial attempts and
enter correct password, then the
counter is reset to 0. If the
maximum retrial attempts are
exceeded, then the account is
immediately locked and you must
request for unlocking the
account. Till the account is re-
activated, you cannot run any
ODACLI command.

None
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Table 6-1 (Cont.) Password Requirements on Oracle Database Appliance

Component Multi-user access enabled and | Non-multi-user access enabled
passwordless multi-user system
access-enabled system

Change on first use Yes. The user account is created | Can be set by a single oda-
initially as Inactive. You must adm n user on the first login to
change the password on first the BUI.

login to make it active. Till the
account is activated, you cannot
run any ODACLI command.

Related Topics

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

« ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

Configuring CPU Core Count

Oracle Database Appliance is delivered with all cores on each server enabled. Follow this
procedure to reduce the number of cores, if required.

1. To reduce the number of cores, run the following command on Node 0 only:

Set the cores in multiples of 2, for example, 12:

[root @akl opt]# /opt/oraclel/dcs/bin/odacli nodify-cpucore --cores 12

When you run the command, the nodes are restarted to apply the changes.

2. Check if the job completed successfully:

[root @akl opt]# /opt/oracle/dcs/bin/odacli describe-job -i job_ ID

3. Verify that the core count is updated on both nodes:

[root @akl opt]# /opt/oracle/dcs/bin/odacli describe-cpucore

Modifying Oracle ASM Listener Port After Deployment

Understand how you can modify Oracle ASM listener port on Oracle Database Appliance after
deployment.

Modifying Oracle ASM listener port using ODACLI commands

In earlier Oracle Database Appliance releases, you provisioned your bare metal system with
Oracle ASM listener port 1525 as the default and as the Oracle ASM discovery address port
from DB systems. Starting with Oracle Database Appliance release 19.24, you can customize
Oracle ASM listener port number as a postinstallation task. All DB systems that you provision
after changing the Oracle ASM listener port number use the new Oracle ASM port number.
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Use the following command to modify the Oracle ASM listener port number:

odacli nodify-asnport -p any_unused_port between 1024 and_65536

For example:

# odacli nmodify-asnport -p 1528

@ Note

You can run the odacl i modi fy-asnport command only on deployments where the
bare metal system is on Oracle Database Appliance release 19.24 or later and the DB
system is on release 19.24 or later and you use the Oracle Al Database 26ai clones
available with Oracle Database Appliance release 19.29.

e )

© mportant

When you run the odacl i nodi fy-asnport command in an Oracle Data Guard
enabled environment on a standby system where MAX PROTECTION is enabled,
Oracle Clusterware is restarted on the standby system. This may impact the downtime
of the primary system. Ensure that you take these factors into consideration when you
change the Oracle ASM port on either the primary or standby systems, or both.

\. J

Modifying Oracle ASM listener port using BUI

Follow these steps:

1. Log into the Browser User Interface:
https://host-ip-address: 7093/ ngnt /i ndex. ht m

2. Click Appliance.

3. Inthe Basic Information page, Click Modify ASM Port to change the Oracle ASM listener
port.

4. In the Modify ASM Port dialog box, specify the ASM Port and click Modify.
5. Click Refresh ASM Port to view the update.

Related Topics

*  Modifying Oracle ASM Listener Port After Deployment
Understand how you can modify Oracle ASM listener port on Oracle Database Appliance
after deployment.

Securing Oracle ILOM Service Processors

Change the Oracle ILOM default password after completing Oracle Database Appliance
deployment.

Do not change the default password until after you have completed software deployment on
the Oracle Database Appliance.
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Changing Oracle ILOM Password from the Console

1.

2.
3.

In the Oracle ILOM console, from the Administration menu, select User Management,
and then navigate to the User Accounts subtab.

Select root user and click Edit.

Change the r oot user password.

Changing Oracle ILOM Password Using CLI Commands

1.

Connect to the Oracle ILOM service processor (SP) through SSH:
# ssh -1 root SP-ipaddr

Set the new password:

-> set /SP/users/root password=new password

Changi ng password for user /SP/users/root/password...

Enter new passv\,ord agai N: REEEEEE KR
New password was successfully set for user /SP/users/root

Changing Oracle Database Appliance Passwords

After deploying your appliance, ensure that you change the following passwords for securing
your system.

Changing the Oracle Installation Owner Passwords

During deployment, the root and database users SYS, SYSTEM and PDBADMIN are set to the
system password. After deployment, the oracle and grid passwords are also set to the system
password. Change the passwords to comply with your enterprise user security protocols. Refer
to the Oracle Database Appliance Security Guide and Oracle Database Security Guide for
information about the required configuration and best practices to secure database systems.

Changing the oda-admin User Password through the Command-Line

1.
2.

Log in to the appliance as r oot .

Run the odacl i set-credential command to reset the password. Enter the new
password when prompted.

# odacli set-credential --usernanme oda-admn
Enter 'user' password:
Retype 'user' password:

Changing the the oda-admin User Password through the Browser User Interface

1.
2.
3.

Log into the Browser User Interface using the user name oda- adni n.
Click About, then User Settings in the upper right corner of the Browser User Interface.

Enter the password in the Password field and the Password Confirmation field, then click
Submit.

A confirmation message is displayed.
Click About, then click Sign Out.
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5. Log back into the Browser User Interface with the new password.

® Note

The oda- adni n password expiration period is 90 days.

Changing the DNS Server Address on Oracle Database
Appliance

If the DNS server in the data center changes, understand how you can update the DNS entries
on on Oracle Database Appliance server so that the network functions correctly.

Follow these steps to change the DNS server address on Oracle Database Appliance:

1. Login as the root user.
2. Openthe/etc/resolv.conf file in atext editor.

3. Locate the name server setting for the DNS server and change it to the new value. For

example:
search exanpl e. com
naneserver 10.7.7.3

4, Save the file and close the editor.
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Re-imaging Oracle Database Appliance

Bare metal operating system re-imaging installs Oracle Database Appliance operating system
software on the local (boot) drive.

Bare Metal is a non-virtualized Oracle Database Appliance configuration. Oracle Database
Appliance ships from the factory with a bare metal configuration, default ISO image and
Appliance Manager installed. Use the OS ISO Image to restore the OS to the "shipped from
factory" state. Use only when necessary. Reimaging does not patch the firmware or update the
component versions; it only re-images the local system disk from an operating system
perspective. After imaging is completed, provision the bare metal system.

» Uninstalling Oracle Database Appliance Components
Use the Oracle Database Appliance cleanup deploy utility, / opt / or acl e/ oak/ onecnd/
cl eanup. pl to uninstall Oracle Database Appliance components.

* Reimaging an Oracle Database Appliance Baremetal System
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

e Performing Secure Erase of Data on Storage Disks
With this release, you can securely erase data from storage devices. Running the secure
erase tool deletes the data on the storage disk permanently.

* Redeployment of Oracle Database Appliance
Understand the process to redeploy Oracle Database Appliance.

Related Topics

«  Errors when re-imaging Oracle Database Appliance
Understand how to troubleshoot errors that occur when re-imaging Oracle Database
Appliance.

Uninstalling Oracle Database Appliance Components

Use the Oracle Database Appliance cleanup deploy utility, / opt/ or acl e/ oak/ onecnd/
cl eanup. pl to uninstall Oracle Database Appliance components.

About the Cleanup Utility
Use the cleanup deploy utility to do the following:

e Uninstall Oracle Auto Service Request (Oracle ASR)

e Uninstall Oracle Trace File Analyzer (TFA)

* Uninstall Oracle ORAchk Health Check Tool

* Uninstall Oracle Grid Infrastructure and the Oracle stack
* Reset or delete the Oracle Linux udev rules

« Delete users and groups that were created when the appliance was created.
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The script removes the firstnet config and the client access VLAN UNIX_DB, but does not
delete any other VLANSs. The script also resets any disabled CPU cores and enables all of the
cores.

The cleanup utility runs in two modes: default and force mode. In the default mode, the
commands used as part of cleanup do not use the force option. The Oracle ASM disk status is
changed from MEMBER to FORMER, but ASM header on the disk is not erased. The default
mode can be used only for cleaning up or re-provisioning of the same system.

@® Note

For High-Availability systems, run the cleanup utility on both nodes sequentially.
Ensure that the cleanup utility has completed on the first node, and then start the
process on the second node.

Running the Cleanup Utility for a Baremetal Deployment

# perl /opt/oracl e/ oak/onecnd/cl eanup.pl [-griduser grid_user] [-dbuser
db_user] [-groups coma separated list of groups] [-omausers
dbuser 1, dbuser 2, dbuser 3] [ - erasedat a] [ - nodpr] [-nossh] [f]

When the grid_user and db_user are the same (r ol eSepar at i on=f al se), you must run the
script for each user (- gri dUser and - dbUser).

For example:

cl eanup.pl -griduser grid -dbuser oracle -omausers dbuserl, dbuser2, dbuser3

Table 7-1 Command Options for Cleanup Utility

|
Option Description

grid_user Describes the Oracle Grid Infrastructure user
name. The default useris gri d.

db_user Describes the database user name. The default
useris oracl e
Example with gri d and or acl e users:

cl eanup. pl -griduser grid -dbuser
oracl e

groups Describes the comma-separated list of groups. The
default groups are
oinstal |, dba, dbaoper, asmadni n, asnoper, a
sndba.

onmusers Describes the comma-separated list of custom
users created on a multi-user access enabled
Oracle Database Appliance environment. All
custom users created after provisioning a multi-
user access enabled environment must be
removed completely before you reprovision the
appliance.
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Table 7-1 (Cont.) Command Options for Cleanup Utility

_________________________________________________________________________________|
Option Description

erasedat a Completely erases all disks on the Oracle
Database system. It is mandatory to run this option
if intention of cleanup is to reuse or move these
disks on other systems. This option needs to be
run on the first node when running on high-
availability systems.

Example of secure erase:

cl eanup. pl -erasedata

cl eanDef Net Cleans up the default public network.

checkHeader Checks for QAK/ ASMheader on disks after
successfully running the cleanup script. Use this to
validate if the OAK/ ASMheader was erased by the
cleanup script or not.
Example of checking disk header:

cl eanup. pl -checkHeader

nodpr Forces regular cleanup even if Data Preserving
Reprovisioning environment is detected.Wipes out
all data on Oracle ASM disks. You cannot run the
command odacl i restore-node - (g after this
operation.
On Data Preserving Reprovisioning environments,
the default cleanup mode is Data Preserving
Reprovisioning mode which cleans the appliance
without erasing Oracle SM disks to allow the
command odacl i restore-node -gtobe
reattempted. Using the - nodpr option allows you
to override this behaviour and force regular
cleanup.

Example:

cl eanup. pl - nodpr

nossh Does not attempt to set up SSH on high-availability
deployments. Use this option in cases such as
when the scripts using cleanup.pl are not updated
to handle stopping the server, or if you have
forgotten the SSH password, or if SSH is not set up
on the system.
Example:

cl eanup. pl -nossh
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Table 7-1 (Cont.) Command Options for Cleanup Utility

_________________________________________________________________________________|
Option Description

f In the force mode, all commands use the force
option. The ASM disk header is erased. The oakd
header on the disk is erased in both default and
force modes.

Example of default mode:

cl eanup. pl

Example of force mode:

cl eanup. pl -f

® Note

The cleanup utility for bare metal deployments produces a log file. The utility tries to
create the log file at / opt / or acl e/ oak/ | og/ host nane/ cl eanup/

cl eanup_ti mest anp. | og. If the log cannot be created in that location, then the log is
created at / t np/ cl eanup_ti mest anp. | og.

Related Topics

» Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Reimaging an Oracle Database Appliance Baremetal System

Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

Bare metal restore uses Oracle Integrated Lights Out Manager (Oracle ILOM) to reimage the
Oracle Database Appliance node. The ILOM must be configured before performing a bare
metal restore or reimage. Generally, the ILOM is configured as part of readying for deploying
Oracle Database Appliance.

Download the Oracle Database Appliance Bare Metal ISO image to your local machine before
you launch the Oracle ILOM console.

Follow these steps to reimage your appliance. For Oracle Database Appliance High-Availability
deployment, follow these steps on both nodes.

1. Open a browser and connect to Oracle Integrated Lights Out Manager (ILOM) on Node 0
as root.

https://ilom-ip-address
2. Launch the Remote Console.

a. Expand Remote Control in the left navigation.
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b. Click the Redirection tab.
c. Click Launch for the Remote Console in the Actions menu.
The state of the system determines what appears on the Console page.
Add the image.
a. Click the KVMS tab, then select Storage.
b. Click Add.

c. Browse to the Oracle Database Appliance Bare Metal ISO Image, highlight the image,
then click Select.

d. Click Connect.

The mounting of the ISO image is successful when the Connect button changes to a
Disconnect button.

e. Click OK
The CD-ROM icon in the top right corner is highlighted.
Configure the CD-ROM as the next boot device.
a. Expand Host Management in the left menu of the ILOM Remote Console tab.
b. Click Host Control.
c. Select CDROM from the Next Boot Device menu, then click Save.
Power cycle the node.
a. Click Power Control in the Host Management menu.
b. Select Power Cycle , then click Save.

When the node comes back after the power cycle, re-imaging starts automatically. The
Oracle Linux page appears, followed by the Running Post-Install scripts page.

The Running Post-Install scripts page is a static page and might give the impression that
the reimaging process is not progressing. The post-install process during re-imaging will
wait until the synchronization between the partitions of the two mirrored local hard disks is
complete, which can take 15 to 20 minutes to complete.

To check the progress of re-synchronization, press the ALT-F2 key combination to open a
second console and enter the following command:

# cat /proc/ndstat

When the re-synchronization is complete, re-imaging is completed and the machine
restarts.

After the machine restarts, the system is ready for you to deploy the Oracle software on the
appliance to create an Oracle Database Appliance bare metal platform.

Related Topics

Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.

Related Topics

Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol (IP)
information assigned to a node, to enable provisioning of the Oracle Database Appliance
software.
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« Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.

Performing Secure Erase of Data on Storage Disks

With this release, you can securely erase data from storage devices. Running the secure erase
tool deletes the data on the storage disk permanently.

You may want to consolidate storage disks between appliances. For example, you can use
X7-2 disks on X6-2 models, and may want to consolidate all X6-2 disks on one system, and
use all new X7-2 storage disks on another system. In such cases, use secure erase to erase
headers from disks before re-imaging the disks, since the storage disks across the appliances
may have different partition ratios.

@® Note

The secure erase tool conforms to the NIST 800-88 standard, also called NIST
Special Publication 800-88 (NIST SP 800-88), Guidelines for Media Sanitization.
Running the secure erase tool removes data from storage disks permanently. If you
have any data on the disk, then take a backup of your storage disk before running the
secure erase tool.

Follow the steps to run the secure erase tool:

1. Stop oakd and the database and Oracle Grid Infrastructure before running the secure
erase tool.

On bare metal systems, run the command:

# odaadncli stop oak

On Virtualized Platforms:

# oakcli stop oak

To stop Oracle Clusterware resources:
# crsctl stop crs -f
2. Run the secure erase tool:
# [ opt/oracl e/ oak/ bi n/ odaer aser. py
3. You can also run the secure erase tool when running the cleanup tool:

# [ opt/oracl e/ oak/ onecmd/ cl eanup. pl -erasedata
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Example 7-1 Options for the Secure Erase Tool

Option Description

-a,--all Erases all disks. For example:

# [ opt/oracl e/ oak/ bi n/ odaeraser. py --all

--disk disk1,disk2 Erases specified disks. For example:

# [ opt/oracl e/ oak/ bi n/ odaeraser. py --disk
e0_pd_00,e0 _pd 01

--dryrun Runs the tool in the test mode
--type HDD| SSD| NVMe Erases the type of disk specified
-V, --verbose Displays verbose output
-h,--help Displays all CLI options for the tool

Redeployment of Oracle Database Appliance

Understand the process to redeploy Oracle Database Appliance.

After cleaning up the system and erasing the header, you can continue deployment of Oracle
Database Appliance as follows:

1. Download Oracle Database Appliance software.
2. Install Oracle Database Appliance software.

3. Create the appliance.

For the above steps, run the procedures as described in this guide.

Reprovisioning Oracle Database Appliance without reimaging
You can re-provision Oracle Database Appliance without re-imaging the appliance.

1. Run the following command from the Oracle ILOM console:

[ opt/ oracl e/ oak/ onecnd/ cl eanup. pl -erasedata

Or, run the following command to clean up Oracle ASM header on the storage:

/ opt/ oracl e/ oak/ onecnd/ cl eanup. pl -f

2. To re-provision the appliance, confirm that the Oracle ASM header is UNKNOWN:

[ opt/ oracl e/ oak/ onecnd/ cl eanup. pl -checkHeader

3. Continue with the provisioning steps such as configuring firstnet from the Oracle ILOM
console as described in the topic Provisioning Oracle Database Appliance Bare Metal
System.
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Related Topics

e Plumbing the Network
Plumb the Oracle Database Appliance network with the public internet protocol (IP)
information assigned to a node, to enable provisioning of the Oracle Database Appliance
software.

* Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.
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Patching Oracle Database Appliance

To keep Oracle Database Appliance running with the latest software, check for and apply
Oracle Database Appliance patch bundles when they are released.

About Patching Oracle Database Appliance
Use the Oracle Database Appliance Patch Bundle to patch your appliance.

About Patching Prechecks
Patching prechecks are designed to detect and flag problems that might be encountered
during patching.

About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

Minimizing Downtime When Patching Oracle Database Appliance
Understand best practices to minimize downtime when you apply patches to your Oracle
Database Appliance deployment.

About Updating Databases and Database Homes
Understand how to update a database and database home using either the Browser User
Interface or odacl i commands.

Updating ESTES-EXT Firmware Before Patching Oracle Database Appliance Server
Update TMT (Task Management Reset Type) for Estes-Ext before you patch the Oracle
Database Appliance server.

Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

Patching Oracle Database Appliance Bare Metal Systems Using the Browser User
Interface

Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the
patch bundle using the Browser User Interface, and then update the DCS admin and DCS
components using CLI commands.

Patching Oracle Database Appliance DB Systems Using the Browser User Interface
Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the
patch bundle using the Browser User Interface, and then update the DCS admin and
components using CLI commands.

Updating Oracle Database Appliance Repository with Database Clone Files For Bare
Metal Systems

Follow these steps to update the Oracle Database Appliance repository with Oracle
Database clone files for the latest release using CLI commands.

Patching Databases Using ODACLI Commands or the BUI
Use ODACLI commands or the Browser User Interface to patch databases to the latest
release in your deployment.

X11 Deployment and User’s Guide

G42406-02

November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 1 of 60



ORACLE’

Chapter 8
About Patching Oracle Database Appliance

« Patching Existing Database Homes Using ODACLI or the BUI
Use ODACLI or BUI to patch database homes in your deployment to the latest release.

« Patching Non-Provisioned Oracle Database Appliance Systems
Oracle Database Appliance supports patching of non-provisioned single-node or high
availablity systems by running odacl i updat e- server conponent s command.

* Applying Additional Patches and Updates on Bare Metal Systems
Configure additional patch repositories and patch your operating system and databases to
ensure that your deployment has the latest updates and security fixes.

¢ Cleaning Up the Patch Repository
Use the Browser User Interface or Command Line Interface to delete obsolete or old
patches from the repository.

*  About Upgrading Oracle Databases on Oracle Database Appliance
Understand how to upgrade databases using either the Browser User Interface or odacl i
commands.

»  Setting Dynamic Default Parameters
You can set dynamic default parameters using the BUI.

About Patching Oracle Database Appliance

Use the Oracle Database Appliance Patch Bundle to patch your appliance.

Patches offer new features and may improve the functionality of existing features.

About Out of Place Patching

Starting with Oracle Database Appliance release 19.11, Oracle Database Appliance uses the
out-of-place patching model. This means that a new software Oracle home is created when
patching an Oracle Grid Infrastructure or Oracle Database home. Starting with Oracle
Database Appliance release 19.11, the patches for Oracle Grid Infrastructure and Oracle
Database are available as images. All procedures remain the same.

About MySQL Server and DCS Patching

Starting with Oracle Database Appliance release 19.10, DCS framework uses MySQL server
as its metadata store. MySQL server is automatically installed and configured, during
provisioning, when creating the appliance. Similarly, during patching, the odacl i updat e-
dcsconponent s command automatically installs and configures MySQL server. MySQL server
processes do not run with r oot operating system user account. Instead, MySQL server
processes run with a new operating system user account called odanysql . Note that the
odanysql operating system user is created only for ownership purposes and the odanysql user
account owns only the MySQL directories. The odanysgl operating system user cannot log into
the appliance. The odanysqgl operating system user account for MySQL ensures role
separation between the user owning Oracle databases on the appliance and the metadata
used for DCS operations.

About Oracle Database Appliance Patch Bundles

The Oracle Database Appliance Patch Bundle contains the latest patches for DCS Admin,
DCS Components, OAK, Oracle ILOM, firmware, enhancements, and fixes.

The Oracle Database Appliance Release Notes include information about the latest Oracle
Database Appliance patch bundle and a list of component versions in the patch bundle. Oracle
recommends updating the appliance with the latest Oracle Database Appliance software
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version to take advantage of new features, fixes, and the latest supported component versions.
See the Oracle Database Appliance Release Notes for the upgrade paths.

/\ Caution

Do not patch Oracle Database Appliance using generic patches for Oracle Grid
Infrastructure or Oracle Linux. Also do not use individual infrastructure patches, such
as firmware patches. You must only use Oracle Database Appliance patches. If you
use patches that are not intended for Oracle Database Appliance, or if you use
OPatch, or a similar patching tool, then the metadata maintained by Oracle Database
Appliance is not updated, and you cannot complete future patch updates. If you apply
out-of-cycle Oracle Database Release Update (RU), then ensure that you also follow
the recommendations described in the Readme for the RU.

The patch bundle provides all relevant patches for the entire system, including the following:
e Oracle Database Appliance server

e BIOS

e Hardware drivers

e Hardware Management Pack (HMP) and firmware drivers for various components
e Oracle Appliance Manager

*  Oracle Linux

e Java Runtime Environment (JRE)

e Oracle Integrated Lights Out Manager (Oracle ILOM)

e Oracle Auto Service Request (Oracle ASR)

e Oracle Intelligent Platform Management Interface (Oracle IPMI)

* Network Card Patches for relevant hardware models

About Updating Oracle Linux RPMs

While not recommended, you can update some Oracle Linux RPMs for Oracle Database
Appliance. Do not update or customize Oracle Linux kernel, Oracle Optimal Flexible
Architecture, Oracle InfiniBand, or related software. Other software may be installed, updated,
or customized. However, the Oracle Database Appliance update may not carry newer version
dependencies of customized components. Therefore, you might be required to remove and
subsequently reapply site-specific changes to successfully update Oracle Database Appliance
in the future.

/\ Caution
For Oracle Database Appliance, do not update the following:
e Oracle Linux Kernel (ker nel )
e Oracle Optimal Flexible Architecture (of a)
* Oracle RDMA packages (or acl e-r dma-r el ease)

For storage, do not apply any RPM updates.
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Patching prechecks are designed to detect and flag problems that might be encountered

during patching.

The prechecks view the state of the appliance, including the version and hardware specific
upgrades, verify that the necessary conditions and checks are complete before attempting an
upgrade, and identify conditions that might cause an upgrade to fail. You can avoid potential
patching problems by correcting the conditions and resolving the issues before applying the

patch.

Update the DCS framework to ensure that the latest updated prechecks are available when

you run these commands.

Components Verified by Patching Prechecks

Check

Component Verified

System patching prechecks

Validate Nexus Reset Estes-Ext Failed

X11 Deployment and User’s Guide
G42406-02
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Checks that the DCS framework is online on all
nodes

Checks that there is sufficient space for the update

Validates the minimum agent version and validates
the patching tag

This server patching precheck is displayed for
ORCL-EXT-SAS3 controller with model number
0x0097. This precheck verifies that controllers
NVDATA is updated to 0e.01.00.0d version. If
Estes-Ext is not updated to |_T Nexus Reset, then
an error is displayed.

SAS3 controller requires Nexus
Reset .

DCS-10293: Current System has ORCL-
EXT- SAS3 control | er

whi ch requires the firmware update
to enabl e NEXUS RESET

To performthe firmware update, run
[ opt/ or acl e/ oak/ pkgr epos/
firmivarecontroller/lsilogic/0x0097/
16. 00. 08. 00/ it _nexus_reset.sh

on both nodes
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Check

Component Verified

Server patching prechecks
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For operating system:
»  Validates supported versions

*  Validates minimum supported versions

»  Validates patching tag

«  Validates whether patch location is available
*  Verifies OS patch

e Validates command execution

For Oracle ILOM:

«  Validates supported versions

*  Validates minimum supported versions

» Validates patching tag

»  Validates whether patch location is available
e Checks for Oracle ILOM patch version

*  Validates Patch location

*  Validates command execution

»  Validates connectivity to Oracle ILOM

For Oracle Grid Infrastructure:

»  Validates supported Oracle Grid Infrastructure
versions

»  Validates available space

*  Validates whether Oracle Clusterware is
running

e Validates patching tag

»  Validates whether system is provisioned

»  Validates whether Oracle ASM is online

*  Validates the minimum agent version

e Validates the central inventory

*  Validates patching locks

*  Validates whether clones location exists

»  Validates DB start dependencies

»  Validates DB stop dependencies

* Validates command execution

For Oracle ORAchk:

*  Runs the ORAchk tool that performs operating
system level prechecks.

*  Validates command execution
For server:

»  Validates whether server patching can be
performed in local mode or not

*  Validates command execution

Confirms that the bare metal system is upgraded,
in the case of DB systems.

Verifies and confirms that the database start/stop
dependencies are correct.

Confirms that patching locks are not present.
Verifies that the central inventory is accurate.
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Check Component Verified

Database home patching prechecks Confirms that Oracle Grid Infrastructure is installed

Confirms that the DCS framework is at the required
version

Confirms that Oracle Clusterware is running on all
nodes

Confirms that Oracle Grid Infrastructure is
upgraded

Validates that there is sufficient disk space
available

Checks if the disk group for database homes on
Oracle ACFS is configured

Checks whether the clone file is present in the
repository

Checks whether the / u01/ app/ odaor abase
directory exists. If the directory exists, then the
check confirms that there is a valid symbolic link.

Database home patching with out-of-place patching The check creates a database home and verifies
prechecks that all databases can be moved from the source
home to new home.

This check validates that the - - | ocal option can
be used for the database home.

Storage prechecks Validates storage patch location and tag
Validates patching location and tag
Validates command execution
Validates Oracle ASM disk groups status

Validates rolling patch (for high-availability
deployment)

About Enabling NUMA on Oracle Database Appliance

Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

NUMA (Non-Uniform Memory Access) can help facilitate efficient use of the underlying NUMA
hardware. On Oracle Database Appliance, you can enable NUMA for databases on bare metal
and DB systems, CPU pools, and for KVM applications.

About Enabling NUMA During Provisioning of Oracle Database Appliance

When you provision Oracle Database Appliance with release 19.29, NUMA is automatically
enabled on the database, DB system and CPU pools. Hence, when you create a database, DB
system, or CPU pool on an Oracle Database Appliance release 19.29 deployment, NUMA is
automatically enabled and no additional configuration is required. NUMA is not enabled by
default for application VMs.

About Enabling NUMA After Patching Oracle Database Appliance

NUMA is enabled by default starting with Oracle Database Appliance release 19.12. When you
patch to Oracle Database Appliance release 19.29 from 19.11 or earlier, the odacl i updat e-
server conponent s command sets NUMA at the system level. New databases created after
patching are NUMA-enabled. For existing databases, enable NUMA by running the command
alter systemset "enabl e_numa_support"=true on the database.
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After patching the bare metal system to release 19.29 from 19.11 or earlier, as a one-time
activity, you must run the command odacl i remap- cpupool s to enable NUMA on all existing
CPU pools (BM, VM, dbsystem).

For existing DB systems, run the command odacl i nodi fy- dbsyst em - - enabl e- numa to
enable NUMA for the dbsystem and the database of the DB system.

NUMA is not enabled by default for application VMs. For new and existing application VMs, run
the command odacl i nodi fy-vm - - enabl e- nuna to enable NUMA for the VM configuration.
You must also enable NUMA for the components inside the VM such as operating system and
application running inside the VM. The command odacl i nodi fy- dbsyst em - - enabl e- nuna is
only supported on application VMs with even number of CPU cores so that CPU cores can be
evenly distributed to NUMA nodes. In Oracle Database Appliance, one CPUcore is equal to 2
vCPU.

See the topic Patching Oracle Database Appliance Bare Metal Systems Using the Command-
Line for more details about the steps to patch your deployment and enable NUMA.

Related Topics

» Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

» Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

* Remapping CPU Pools in a Bare Metal or KVM Deployment
Use ODACLI commands or the Browser User Interface to remap CPU pools in a bare
metal or KVM deployment.

e odacli modify-vm
Use the odacl i modi fy- vmcommand to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli remap-cpupools
Use the odacl i remap- cpupool s command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

e odacli modify-dbsystem
Use the odacl i modi f y- dbsyst emcommand to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli create-cpupool
Use the odacl i create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.

Minimizing Downtime When Patching Oracle Database

Appliance

Understand best practices to minimize downtime when you apply patches to your Oracle
Database Appliance deployment.

Recommendations for Minimizing Downtime During Patching

* To minimize database patching downtime, it is recommended that you use Oracle RAC or
Oracle RAC One Node on an Oracle Database Appliance high-availability system.
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« If available, use Oracle Data Guard and patch the standby system first. After you patch the
standby system, switch the workload to the standby system, patch the primary system, and
then switch the workload back to the primary system. For more information, see Patching
Oracle Data Guard Databases on Oracle Database Appliance in this guide.

* Always use Oracle Database Appliance Backup and Recovery (ODABR) to back up the
system disks to ensure easy restore, if the patching operation fails. ODABR restores the
system disk to pre-patching state.

e The odacl i update-storage command has a --rol | i ng option for storage devices (SSD
and HDD) to minimize patching downtime. There could be other shared storage
component firmware that require a system restart and do not support rolling. Oracle
Database Appliance storage patching can be deferred, but it is not recommended. Note
that the - - rol | i ng option cannot be used with the odacl i updat e- st orage command on
single-node Oracle Database Appliance systems.

Minimizing Downtime using the --local Option During Patching

To minimize downtime, use the - -1 ocal option with the odacl i updat e- server conponents and
odacli updat e- dbhome commands. Update the DCS components and then run the odacl i
creat e- prepat chreport command. There is no downtime during the prepatch process. After
analyzing the prepatch report, use the - -| ocal option to continue patching Oracle Database
Appliance.

® Note

Before patching databases, ensure that the server patching operation on both nodes
has completed successfully. Do not run the odacl i updat e- dbhone and odacl i

updat e- dat abase commands before the odacl i updat e- server conponent s operation
completes successfully on both nodes.

@ See Also

Oracle Database High Availability Overview and Best Practices Guide in the Oracle
Database 19c Documentation Library

About Updating Databases and Database Homes

Understand how to update a database and database home using either the Browser User
Interface or odacl i commands.

About Updating Databases and Database Homes

Oracle Database Appliance provides the following options to patch or update databases and
database homes:

- Patch or update each database home. The database home is patched out-of-place.
When patching database home, Oracle Database Appliance automatically provisions a
destination database home if needed, records the source database home, target version,
and destination database home mapping in the metadata repository, and then moves all
databases running in the source database home to the destination database home. Use
the odacl i updat e- dbhomre command or the BUI to patch all databases from a single
source database home to a single destination database home. Use this option if there are
no constraints on your system for space usage or for provisioning a new database home.

X11 Deployment and User’s Guide

G42406-02

November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 8 of 60



ORACLE

Chapter 8
Updating ESTES-EXT Firmware Before Patching Oracle Database Appliance Server

« Patch or update selected databases in a database home to a specific database
home. You must specify the target database and destination database home when
patching. You can use the odacl i updat e- dat abase command or the BUI to patch a
specific database to a specific database home or to control when and how many database
homes are provisioned. Using the update-database workflow also provides an option to run
the operation again, if the patching operation failed. The abort and revert options available
with the update-database workflow are not supported when the target database is a single-
instance database.

Before patching the database or database home, upload the Oracle Database clone files for
the database version, to the repository, and then create the database home. See Patching
Oracle Database Appliance Using the CLI for the procedure to update the repository with the
latest Oracle Database clone files.

' \

© mportant

The odacl i updat e- dat abase command that enabled association of a backup
configuration with database was deprecated in Oracle Database Appliance release
19.6. Starting with Oracle Database Appliance release 19.17, the odacl i updat e-

dat abase command enables database patching and is similar to the patching
functionality that the odacl i updat e- dbhome command provides, with a few
differences as described in the Oracle Database Appliance Deployment Guide for your
hardware model.

. J

Before you run the odacl i updat e- dbhome command, you must create the prepatch report for
the database home by running the command odacl i creat e- prepat chreport -d. Similarly,
before you run the odacl i updat e- dat abase command, you must create the prepatch report
either for the source database home or target database by running the command odacl i
create-prepatchreport -dorodacli create-prepatchreport -db respectively. The source
and destination database homes must be consistent in the prepatch report and when
specifying them in the odacl i updat e- dat abase command. If you do not create the prepatch
report before the patch operation, then the odacl i updat e- dat abase and odacl i updat e-
dbhonme commands fail with an error message prompting you to run the patching pre-checks.

For more information about the options for the updat e- dbhone and odacl i updat e- dat abase
commands, see the chapter Oracle Database Appliance Command-Line Interface.

Updating ESTES-EXT Firmware Before Patching Oracle
Database Appliance Server

Update TMT (Task Management Reset Type) for Estes-Ext before you patch the Oracle
Database Appliance server.

Before you patch your Oracle Database Appliance deployment and your existing database
homes to the current release, you must update | _T Target Reset of Estes-Extto|_T Nexus
Reset . This update is not included in the regular firmware update. Run the / opt / or acl e/ oak/
pkgrepos/ firmwarecontrol | er/lsilogic/0x0097/16.00.08.00/it_nexus_reset.sh scriptto
complete this update before you perform server patching. The patching precheck verifies that
controllers NVDATA is updated to 0e.01.00.0d version. If Est es- Ext is not updatedto | _T
Nexus Reset, then an error is displayed.

Follow these steps:
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1. Ensure that you update the repository with the server zip file for Oracle Database
Appliance release 19.26.

2. Shut down Oracle Grid Infrastructure, Oracle Database, and all applications before you run
the update. Ensure that Oracle Clusterware is not running.

3. Before you patch the Oracle Database Appliance server, run the following command:

# [opt/oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/0x0097/16.00.08. 00/
sas3flash -listall

Avago Technol ogi es SAS3 Flash Wility

Version 17.00. 00.00 (2018.04.02)

Copyri ght 2008-2018 Avago Technol ogies. All rights reserved.

Adapter Selected is a Avago SAS: SAS3008( QD)

Num Clr FW Ver NVDATA x86- Bl S PCl Addr

0 SAS3008(C0) 16.00.08.00 Oe. 01. 00. Oc 08.37.00. 00 00: 3b: 00: 00
1 SAS3008(C0) 16.00.08.00 Oe. 01. 00. Oc 08.37.00. 00 00: e3:00: 00

Fi ni shed Processi ng Cormands Successful ly.
Exiting SAS3Fl ash.

4. If the system is already up-to-date, then the following message is displayed:

# [lopt/oracl e/ oak/ pkgrepos/firmarecontroller/lsilogic/

0x0097/ 16. 00. 08.00/it_nexus_reset.sh

The I _T Nexus Reset is enabled for the SAS3 controller(s) in this system
No action required.

5. Run the script.

# /opt/oracl e/ oak/ pkgrepos/firmwarecontrol | er/lsilogic/0x0097/16.00. 08. 00/
it_nexus_reset.sh

Use the -force option to run the script without being prompted for answers.

6. If Oracle Clusterware is running, then the following error is displayed:

# [ opt/oracl e/ oak/ pkgrepos/firmnarecontroller/lsilogic/0x0097/16.00.08.00/
it _nexus_reset.sh

CRS status found as up and running in this node, please SHUTDOM the CRS
and retry running this script

7. Shut down Oracle Clusterware and run the script again:

# /u01/app/ 19.26.0.0/grid/bin/crsctl check crs
CRS-4638: Oracle High Availability Services is online
CRS-4537: Custer Ready Services is online

CRS-4529: Custer Synchronization Services is online
CRS-4533: Event Manager is online

# /u01/app/ 19.26.0.0/grid/bin/crsctl stop crs
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# /u01/app/ 19.26.0.0/gri d/bin/crsctl check crs
CRS-4639: Could not contact Oracle High Availability Services

# /opt/oracl e/ oak/ pkgrepos/firmwarecontrol | er/lsilogic/0x0097/16.00. 08. 00/
it_nexus_reset.sh
HHAHHHHHHH R R H R R R R R H
Running it_nexus_reset.sh script is going to performnexus reset
and does DEEP PONER CYCLE of iLOM
Pl ease enter 'yes' to confirmthe Nexus Reset operation,
enter 'no' to cancel.
HHAHHHHHH R R R R R H R R R R H
Do you wish to continue and rest nexus adapter? (yes/no): yes
Trying perform| _T Nexus Reset
Updating Adapter with index: O
runni ng /opt/oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/
0x0097/ 16. 00. 08. 00/ sas3flash -c¢c 0 -f /opt/oracl e/ oak/ pkgrepos/
firmvarecontrol |l er/lsilogic/0x0097/16.00.08. 00/
Oracl e_SAS9300-8e_i t _p_000D_ph16. 04_nexus. bin
Avago Technol ogi es SAS3 Flash Wility
Version 17.00. 00. 00 (2018.04.02)
Copyright 2008-2018 Avago Technol ogies. All rights reserved.

Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Flash Firmware |nmage

Firmvare 1 mage has a Valid Checksum
Fi rmvare Version 16.00. 08. 00
Firmvare 1 mage conpatible with Controller.

Val i d NVDATA | mage found.
NVDATA Maj or Version Oe. 01
Checking for a conpatible NvData image...

NVDATA Device I D and Chip Revision match verified.

NVDATA SubSyst em Vendor and SubSystem Device |1 D natch
verified.

NVDATA Ver si ons Conpati bl e.

Valid Initialization Image verified.

Val i d Boot Loader |mage verified.

Begi nni ng Firmwvare Downl oad. . .
Fi rmvare Downl oad Successful .

Verifying Downl oad. ..
Firmvare Flash Successful.

Resetting Adapter...
Adapt er Successfully Reset.

NVDATA Versi on Oe. 01. 00. 0d
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Fi ni shed Processi ng Cormands Successful ly.
Exi ting SAS3FI ash.
runni ng /opt/ oracl e/ oak/ pkgrepos/firmarecontroller/lsilogic/
0x0097/ 16. 00. 08. 00/ sas3flash -¢c 0 -0 -e 3
Avago Technol ogi es SAS3 Flash Wility
Version 17.00. 00. 00 (2018.04.02)
Copyright 2008-2018 Avago Technol ogies. Al rights reserved.

Advanced Mde Set

Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Erase Flash

Erasing Persistent Configuration Pages Region...
Erase Flash Operation Successful!

Fi ni shed Processing Cormands Successfully.

Exi ting SAS3FI ash.

runni ng /opt/oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/

0x0097/ 16. 00. 08. 00/ sas3flash -c 0 -b /opt/oracl e/ oak/ pkgrepos/

firmvarecontrol | er/lsilogic/0x0097/16.00.08.00/ npt 3x64. rom

Avago Technol ogi es SAS3 Flash Wility

Version 17.00. 00. 00 (2018.04.02)

Copyright 2008-2018 Avago Technol ogies. Al rights reserved.
Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Flash Bl OS | mage

Validating BIOS I nage. ..
Bl OS Header Signature is Valid
BI OS I mage has a Valid Checksum
BICS PCl Structure Signature Valid.
BI OS I mage Conpatible with the SAS Controller.
Attenpting to Flash BICS | mage. ..
Verifying Downl oad. ..
Fl ash Bl OS | mage Successful.
Fi ni shed Processing Cormands Successfully.
Exi ting SAS3FI ash.

runni ng /opt/oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/

0x0097/ 16. 00. 08. 00/ sas3flash -c 0 -b /opt/oracl e/ oak/ pkgrepos/

firmvarecontrol | er/lsilogic/0x0097/16.00.08.00/ npt sas3.rom

Avago Technol ogi es SAS3 Flash Wility

Version 17.00.00.00 (2018. 04.02)
Copyright 2008-2018 Avago Technol ogies. All rights reserved.
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Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Flash BIGS | nage
Validating BIOS I nage. ..
Bl OS Header Signature is Valid
BI OS I mage has a Valid Checksum
BIOCS PCl Structure Signature Valid.
BI OS I mage Conpatible with the SAS Controller.
Attenpting to Flash BICS | mage. ..
Verifying Downl oad. ..
Fl ash Bl OS | mage Successful.
Fi ni shed Processing Cormands Successfully.
Exi ting SAS3Fl ash.

runni ng /opt/ oracl e/ oak/ pkgrepos/firmarecontroller/lsilogic/

0x0097/ 16. 00. 08. 00/ sas3flash -c 0 -b /opt/oracl e/ oak/ pkgrepos/

firmvarecontrol ler/lsilogic/0x0097/16.00.08.00/Isisas3f.rom

Avago Technol ogi es SAS3 Flash Wility

Version 17.00. 00.00 (2018.04.02)

Copyright 2008-2018 Avago Technol ogies. Al rights reserved.
Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Flash BIGS | nage

Validating Bl OS | nage. ..
Bl OS Header Signature is Valid
BI OS I mage has a Valid Checksum
BICS PCl Structure Signature Valid.
BI OS I mage Conpatible with the SAS Controller.
Attenpting to Flash BICS | mage. ..
Verifying Downl oad. ..
Fl ash Bl OS | mage Successful.
Fi ni shed Processing Commands Successful ly.
Exi ting SAS3FI ash.

Updating Adapter with index: 1

runni ng /opt/ oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/

0x0097/ 16. 00. 08. 00/ sas3flash -c 1 -f /opt/oracl e/ oak/ pkgrepos/

firmvarecontrol ler/lsilogic/0x0097/16.00.08. 00/
Oracl e_SAS9300-8e_i t _p_000D_ph16. 04_nexus. bin
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Avago Technol ogi es SAS3 Flash Utility
Version 17.00. 00.00 (2018.04.02)
Copyright 2008-2018 Avago Technol ogies. All rights reserved.

Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Flash Firmware |nmage

Firmvare 1 mage has a Valid Checksum
Fi rmvare Version 16.00. 08. 00
Firmvare 1 mage conpatible with Controller.

Val i d NVDATA | mage found.
NVDATA Maj or Version Oe. 01
Checking for a conpatible NvData image...

NVDATA Device I D and Chip Revision match verified.

NVDATA SubSyst em Vendor and SubSystem Device ID natch
verified.

NVDATA Versi ons Conpati bl e.

Valid Initialization Image verified.

Val i d Boot Loader |mage verified.

Begi nni ng Firmwvare Downl oad. . .
Fi rmnvare Downl oad Successful .

Verifying Downl oad. ..
Firmvare Flash Successful.

Resetting Adapter...
Adapt er Successfully Reset.

NVDATA Versi on 0Oe. 01. 00. 0d

Fi ni shed Processing Cormands Successfully.

Exi ting SAS3FI ash.
runni ng /opt/oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/
0x0097/ 16. 00. 08. 00/ sas3flash -¢c 1 -0 -e 3
Avago Technol ogi es SAS3 Flash Wility
Version 17.00. 00.00 (2018.04.02)
Copyright 2008-2018 Avago Technol ogies. Al rights reserved.

Advanced Mbde Set

Adapter Selected is a Avago SAS: SAS3008(Q0)
Executing Qperation: Erase Flash

Erasing Persistent Configuration Pages Region...
Erase Flash Operation Successful!

Fi ni shed Processing Commands Successful ly.

Exi ting SAS3FI ash.

runni ng /opt/ oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/
0x0097/ 16. 00. 08. 00/ sas3flash -c 1 -b /opt/oracl e/ oak/ pkgrepos/
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firmvarecontrol | er/lsilogic/0x0097/16.00.08. 00/ npt 3x64. rom

Avago Technol ogi es SAS3 Flash Wility

Version 17.00. 00. 00 (2018.04.02)

Copyright 2008-2018 Avago Technol ogies. All rights reserved.
Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Flash BIGS | nage

Validating BIOS I nage. ..
Bl OS Header Signature is Valid
BI OS I mage has a Valid Checksum
BICS PCl Structure Signature Valid.
BI OS I mage Conpatible with the SAS Controller.
Attenpting to Flash BICS | mage. ..
Verifying Downl oad. ..
Fl ash Bl OS | mage Successful.
Fi ni shed Processing Cormands Successful ly.
Exi ting SAS3FI ash.

runni ng /opt/ oracl e/ oak/ pkgrepos/firmarecontroller/lsilogic/

0x0097/ 16. 00. 08. 00/ sas3flash -c 1 -b /opt/oracl e/ oak/ pkgrepos/

firmvarecontrol ler/lsilogic/0x0097/16.00.08.00/ npt sas3.rom

Avago Technol ogi es SAS3 Flash Wility

Version 17.00. 00. 00 (2018.04.02)

Copyright 2008-2018 Avago Technol ogies. All rights reserved.
Adapter Selected is a Avago SAS. SAS3008( C0)
Executing Operation: Flash BIGS | nage

Validating BIOS I nage. ..
Bl OS Header Signature is Valid
BI OS I mage has a Valid Checksum
BICS PCl Structure Signature Valid.
BI OS I mage Conpatible with the SAS Controller.
Attenpting to Flash BICS | mage. ..
Verifying Downl oad. ..
Fl ash Bl OS | mage Successful.
Fi ni shed Processing Commands Successful ly.

Exiting SAS3FI ash.
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runni ng /opt/oracl e/ oak/ pkgrepos/firmwarecontroller/lsilogic/
0x0097/ 16. 00. 08. 00/ sas3flash -c 1 -b /opt/oracl e/ oak/ pkgrepos/
firmvarecontrol ler/lsilogic/0x0097/16.00.08.00/Isisas3f.rom
Avago Technol ogi es SAS3 Flash Wility

Version 17.00. 00. 00 (2018.04.02)

Copyright 2008-2018 Avago Technol ogies. Al rights reserved.

Adapter Selected is a Avago SAS: SAS3008(Q0)
Executing Operation: Flash Bl OS | mage

Validating BIOS I nage. ..

Bl OS Header Signature is Valid

BIOS I mage has a Valid Checksum

BICS PCl Structure Signature Valid.

BI OS I mage Conpatible with the SAS Controller.

Attenpting to Flash BICS | mage. ..

Veri fying Downl oad. . .

Fl ash Bl OS | mage Successful.

Fi ni shed Processing Cormands Successfully.
Exi ting SAS3FI ash.

create script for ILOM deep recycle

chnod 777 /tnp/dcsfiles/

chnod 700 /tnp/dcsfiles//rebootllomsh

prepare systemfor ILOMrecyle

Enabl i ng HOST_AUTO POAER ON on | LOM

Connected. Use "D to exit.

-> set /SP/policy HOST_AUTO POAER ON=enabl ed

Set ' HOST_AUTO PONER ON' to 'enabl ed'

-> Session cl osed

Di sconnect ed

Setting set /System deep_power _cycle=true
Connected. Use "D to exit.

-> set /Systenl deep_power_cycl e=true

Set 'deep_power _cycle' to '"true'

-> Session cl osed
Di sconnect ed
Trigger recycle script in background

Continue patching your server and databases as described in the topic Patching Oracle
Database Appliance Bare Metal Systems Using the Command-Line.
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Verify that the updates ran successfully. When the system comes up, verify the NVDATA
versions and firmware version.

# [opt/oracl e/ oak/ pkgrepos/firmnarecontroller/lsilogic/0x0097/16.00.08. 00/
sas3flash -listall

Avago Technol ogi es SAS3 Flash Wility

Version 17.00. 00.00 (2018.04.02)

Copyri ght 2008-2018 Avago Technol ogies. Al rights reserved.

Adapter Selected is a Avago SAS: SAS3008( QD)
Num Ctlr FW Ver NVDATA x86- Bl CS PCl  Addr

0 SAS3008(C0) 16.00.08.00 Oe. 01. 00. 0d 08.37.00. 00 00: 3b: 00: 00
1 SAS3008(C0) 16.00.08.00 Oe. 01. 00. 0d 08.37.00. 00 00: e3:00: 00

Fi ni shed Processi ng Cormands Successful ly.
Exiting SAS3Fl ash.

Related Topics

About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

Managing Database Homes on Oracle ACFES Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.

About Creating Database Homes on Oracle ACFS Storage

When you create new Oracle Database homes, they are created on Oracle ACFS file
system which are stored on Oracle Database Appliance storage disks. You can create new
Oracle Database homes using the odacl i creat e- dat abase or odacli create-dbhome
commands, or when you patch an existing database home.

odacli modify-vm
Use the odacl i nodi fy- vmcommand to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli remap-cpupools

Use the odacl i remap- cpupool s command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

odacli modify-dbsystem
Use the odacl i nodi f y- dbsyst emcommand to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli create-cpupool
Use the odacl i create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.

X11 Deployment and User’s Guide

G42406-02

November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 17 of 60



ORACLE’

Chapter 8
Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line

Patching Oracle Database Appliance Bare Metal Systems Using
the Command-Line

Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

To patch your Oracle Database Appliance deployment and your existing database homes to
the current release, you must download the Oracle Database Appliance Server patch, Oracle
Grid Infrastructure clone files, and Oracle Database clone files and update the repository on
the bare metal system.

7

\.

NOT_SUPPORTED

When you patch your Oracle Database Appliance deployment to the current release,
for ORCL-EXT-SAS3 controller with model number 0x0097, the patching precheck
verifies that controllers NVDATA is updated to 0e.01.00.0d version. You must update

| T Target Reset of Estes-Extto| T Nexus Reset by running the / opt/ or acl e/ oak/
pkgrepos/firnmnarecontrol | er/1silogic/0x0097/16.00.08.00/it_nexus_reset.sh
script. For more information, see the topic Updating ESTES-EXT Firmware Before
Patching Oracle Database Appliance Server.

7

© Important

Oracle recommends always patching from within the previous four Oracle Database
Appliance releases because these patching paths are tested. If you patch from any
earlier Oracle Database Appliance release, then you may encounter errors.

@® Note

Run the steps in this procedure in the same order as documented. Run the odacl i
updat e- dcsadni n and odacl i updat e- dcsconmponent s commands, and then run the
odacl i updat e-serverconmponent s command and the odacl i updat e- gi horme
command.

r

© mportant

Ensure that there is sufficient space on your appliance to download the patches.

\.

7

© Important

If you want to install third-party software on your Oracle Database Appliance, then
ensure that the software does not impact the Oracle Database Appliance software.
The version lock on Oracle Database Appliance RPMs displays a warning if the third-
party software tries to override Oracle Database Appliance RPMs. You must restore
the affected RPMs before patching Oracle Database Appliance so that patching
completes successfully.
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s )

© Important

If you have configured Oracle ASR and are patching your appliance to Oracle
Database Appliance release 19.29, then after updating the DCS framework, delete the
existing Oracle ASR configuration and reconfigure it, before you run the odacl i

updat e- server conponent s command to patch your appliance.

@® Note

Public network gateway must be responsive to ping requests. Oracle Clusterware
uses the public network gateway as ping target to facilitate the VIP failover in Oracle
Database Appliance high-availability environment.

@ See Also

Enabling Custom SSH Key Management on Oracle Database Appliance in this guide
for information on how to manage SSH keys on bare metal systems and DB systems

The Oracle Database Appliance Backup Recovery (ODABR) tool helps recover a system to the
pre-patch state, should any potential errors occur during the bare metal system patching
process that may render the system unusable. Download and install the latest version of the
Oracle Database Appliance Backup Recovery (ODABR) tool to enable creation of snapshots
before patching. See My Oracle Support Note 2466177.1 for the procedure to install ODABR.
https://support.oracle.com/rs?type=doc&id=2466177.1

ODABR software is included in Oracle Database Appliance release 19.29 and is installed when
you provision the appliance. The ODABR utility is installed in the / opt / odabr location. To
create an ODABR snapshot, run the / opt / odabr/ odabr backup -snap command. After
patching completes successfully, run the / opt / odabr/ odabr del snap command to delete the
ODABR snapshot.

Follow these steps to apply patches to your Oracle Database Appliance and update existing
database homes.

1. Download the Oracle Database Appliance Server Patch for the ODACLI/DCS stack (patch
38427251), Oracle Grid Infrastructure clone files (patch 30403673), and Oracle Database
clone files (patch 30403662) from My Oracle Support to a temporary location on an
external client. Refer to the release notes for details about the patch numbers and software
for the latest release.

For example, download the server patch for 19.29:

p38174287 1928000 _Li nux- x86-64. zi p

2. Unzip the software — it contains README.html and one or more zip files for the patch.

unzi p p38174287_1928000_Li nux- x86- 64. zi p

The zip file contains the following software file:

oda-sm 19. 29. 0. 0. 0- dat e- server. zip
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Copy all the software files from the external client to Oracle Database Appliance. For High-
Availability deployments, copy the software files to only one node. The software files are
copied to the other node during the patching process. Use the scp or sft p protocol to copy
the bundle.

Example using scp command:

# scp software file root @da_host:/tnp

Example using sft p command:

# sftp root @da_host

Enter the r oot password, and copy the files.

put software file

Update the repository with the server software file:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
software file

For example, for 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/oda-
sm19.29.0.0.0-date-server.zip

Confirm that the repository update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

Update DCS admin:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsadmin -v 19.29.0.0.0

Update the DCS components:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsconponents -v
19.29.0.0.0

The odacl i updat e- dcscomponent s command updates Oracle HAMI, MySQL, and
updates other DCS components such as the DCS framework, DCS CLI, and DCS
controller on Oracle Database Appliance.

If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update by re-running the odacl i updat e- dcsconponent s command. See the topic
Resolving Errors When Updating DCS Components During Patching about more
information about DCS components checks errors.
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@® Note

Note that for DCS framework update to be complete, the odacli updat e-
dcsconmponent s command must be run. Ensure that both commands are run in the
order specified in this procedure.

Update the repository with the Oracle Grid Infrastructure clone file and the Oracle
Database clone file:

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-repository -f /tnp/
software_file

For example, for 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacli-dcs-19.29.0.0.0-date-A@-19.29.0.0.zip
[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacli-dcs-19.29.0.0.0-date-DB-19.29.0.0.zip

Run patching pre-checks. You must run the odacl i creat e- prepat chreport command
before you patch your server; otherwise, the odacl i updat e- server conponent s and

odacl i updat e- gi home commands fail with an error message prompting you to run the
patching pre-checks. Note that odacl i creat e- prepat chreport supports the -1 option,
which runs the prechecks on the local node only. However, to be able to patch the system,
the command odacl i creat e- prepat chreport must be run without the -1 option, so that
the prechecks can be performed on both nodes before patching is started on any of the
two nodes.

Note that there is no downtime when the patching prechecks run. The command updates
the operating system, Oracle ILOM, ORACHK server, Oracle Database Appliance server,
and Oracle ASR components.

[root @dal opt]# /opt/oraclel/dcs/bin/odacli create-prepatchreport -sc -v
version

For example, for 19.29:

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli create-prepatchreport -sc -v
19.29.0.0.0

Verify that the patching pre-checks ran successfully:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport

For example:

# odacli create-prepatchreport -v 19.29.0.0.0 -sc

Job details

| D: 4500de6d- d2f 2- 4bf 1- bbc1- 48b4d56f ef Of

Description: Patch pre-checks for [CS, |LOM ORACHKSERVER, SERVER] to
19.29.0.0.0
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Status: Created

Created: Cctober 14, 2025 09:53:08 PDT

Message: Use 'odacli describe-prepatchreport -i 4500de6d- d2f 2- 4bf 1-
bbcl- 48b4d56fef Of' to check details of results

Task Nane Start Time End Tine Status

[root @odel ~]# odacli describe-prepatchreport -i 4500de6d- d2f 2- 4bf 1-
bbc1- 48b4d56f ef Of

Prepat ch
Report

Job ID: 4500de6d- d2f 2- 4bf 1-
bbc1- 48b4d56f ef Of

Description: Patch pre-checks for [OS, |1LOM ORACHKSERVER,
SERVER] to
19.29.0.0.0

St at us:
SUCCESS

Created: COctober 14, 2025 9:53:08 AM
PDT

Result: Al pre-checks
succeeded

Node
Nane

nodel

Pr e- Check St at us
Comment s
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_ 0
Val i date supported versions Success  Validated mini num supported
versi ons.
Validate patching tag Success  Validated patching tag:
19.29.0.0.0.
I's patch location available Success  Patch location is
avail abl e.
Verify OS patch Success  No dependencies found for RPMs
bei ng

renoved, updated and installed
Check

[ opt/oracl e/ dcs/ | og/
jobfiles/

yunmdr yrunout _2025- 10- 14_09- 53-

35.0349_1004.10g file for nore
details

Val i dat e command execution Success  Validated command

execution

LM

Validate | LOM server reachable Success  Successfully connected with
| LOM

server using public IP and
UsB

i nt er connect

Val i date supported versions Success  Validated mini num supported
versi ons.

Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.

I's patch location available Success  Patch location is

avail abl e.

Checking Il om patch Version Success  Successfully verified the
versions

Patch | ocation validation Success  Successfully validated

X11 Deployment and User’s Guide
G42406-02 November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 23 of 60



ORACLE Chapter 8
Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line

| ocation

Val i dat e command execution Success  Validated command
execution

_ ORACHK

Runni ng orachk Success  Successfully ran

Orachk

Val i dat e command execution Success  Validated command
execution

__SERVER _

Val i date | ocal patching Success  Successfully validated server
| oca
pat chi ng

Validate all KVM ACFS Success Al KVM ACFS resources are
runni ng

resources are
runni ng
Validate DB System VM states Success Al DB System VMs states are

expect ed

Val i date Nexus Reset Estes-Ext Success This systemhas the required

SAS3

controller firmware that does
not

require | _T NEXUS
reset
Validate DB System AFD state Alert To avoi d disk unavailability
when

di sks managed t hrough ASM
are

repl aced or added, DB Systens
with

AFD configured nmust be
upgr aded. DB
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be

to

Syst ens

to

above

Val i dat e command execution Success
execution

Node
Nane

node2

Pr e- Check St at us
Comment s

Val i date supported versions Success
versi ons.

Val i date patching tag Success
19.29.0.0.0.

I's patch location available Success
avail abl e.

Verify OS patch Success
bei ng

Check
jobfiles/

yundr yrunout _2025- 10- 14_09- 53-
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nor e
details
Val i date command execution Success  Validated command
execution
e i
Validate | LOM server reachable Success  Successfully connected with
| LOM

server using public IP and
UsB
i nterconnect
Val i date supported versions Success  Validated mini num supported
versi ons.
Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.
I's patch location available Success  Patch location is
avail abl e.
Checking Il om patch Version Success  Successfully verified the
versions
Pat ch | ocation validation Success  Successfully validated
| ocation
Val i date command execution Success  Validated command
execution
__ORACHK__
Runni ng orachk Success  Successfully ran
Orachk
Val i date command execution Success  Validated command
execution
__SERVER
Val i date | ocal patching Success  Successfully validated server
| oca
pat chi ng
Validate all KVM ACFS Success Al KVM ACFS resources are
runni ng
resources are
runni ng
Validate DB System VM st ates Success Al DB System VMs states are
expect ed
Val i date Nexus Reset Estes-Ext Success This systemhas the required
SAS3

controller firmware that does
not

require | _T NEXUS
reset
Validate DB System AFD state Alert To avoi d disk unavailability
when

di sks managed t hrough ASM
are

replaced or added, DB Systens
with

AFD configured nmust be
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upgr aded. DB
Systenms [nodel] nust be
updated to 23.9 before upgrading
to
23.10 or above.DB
Syst ens
[nodel] nust be upgraded to
19. 28 or
above.
Val i dat e command execution Success  Validated command execution

Use the command odacl i descri be- prepat chreport to view details of the pre-patch
report. Fix the warnings and errors mentioned in the report and proceed with the server
patching.

Apply the server update with the odacl i updat e- server conponent s command to update
the server. The components that are updated include operating system, Oracle HMP,
Oracle ILOM, BIOS, local disk firmware, local controller firmware, shared controller
firmware, and OAKD. Note that you can use the - - | ocal option with the odacli updat e-
server conponent s command to update the local node.

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-serverconponents -v
version

For example, for 19.29:

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-serverconponents -v
19.29.0.0.0

Confirm that the server update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

@® Note

After successful server update, it is recommended that you delete any ODABR
shapshot you created before starting the server update. If you want to retain any
ODABR snapshot when you update the storage and other components, then
consider that the presence of active ODABR snapshots may affect system
performance. See My Oracle Support Note 2466177.1 for the procedure to create
and delete ODABR snapshots: https://support.oracle.com/rs?
type=doc&id=2466177.1

Before you update the Oracle Grid Infrastructure home, run the odacli create-
prepat chreport command with the - gi option.

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -gi -v
version
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For example, for 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -gi -v
19.29.0.0.0

14. Verify that the patching pre-checks ran successfully:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport -i 1D

For example:
[root @dal ~]# odacli create-prepatchreport -v 19.29.0.0.0 -gi

Job details
ID: 67b03a56-abal- 4aec-8342-2d0e040el5e5
Description: Patch pre-checks for [RHPG, G] to 19.29.0.0.0
Status: Created
Created: COctober 14, 2025 10:27:15 PDT
Message: Use 'odacli describe-prepatchreport -i 67b03a56-
abal- 4aec- 8342-2d0e040e15e5' to check details of results

Task Nane Start
Ti me End
Ti me St at us

[root @dal ~]# odacli describe-prepatchreport -i 67b03a56-
abal- 4aec- 8342- 2d0e040e15e5

Prepat ch Report
Job ID: 67b03a56- a5al- 4aec- 8342- 2d0e040el15e5
Description: Patch pre-checks for [RHPG, G] to 19.29.0.0.0
Status: SUCCESS
Created: COctober 14, 2025 10:27:15 AM PDT
Result: Al pre-checks succeeded

Comment s

__RHPG

Eval uate @ patching Success  Successfully validated G
pat chi ng

Val i date conmand execution Success  Validated command
execution

a
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Validate G netadata Success  Successfully validated G

met adat a

Vali date supported @ versions Success Successfully validated mninmum
version

Val i date avail abl e space Success  Validated free space

under /u01

I's clusterware running Success Custerware is

runni ng

Validate patching tag Success  Validated patching tag:
19.29.0.0.0.

I's system provisioned Success Verified systemis
provi si oned

Validate ASMin online Success ASMis

online

Validate kernel log I|evel Success  Successfully validated the OS

| og

| eve
Validate mninum agent version Success G patching enabled in
current
DCSAGENT
version
Validate Central Inventory Success oralnventory validation
passed
Val i date patching | ocks Success  Validated patching
| ocks
Validate clones |ocation exist Success Validated clones
| ocation
Validate DB start dependencies Success DBs START dependency check
passed
Val i date DB stop dependencies  Success DBs STOP dependency check
passed
Val i date space for clones Success  Clones volune is already
created
vol une

Val i dat e command execution Success  Validated command
execution

Pr e- Check St at us
Comment s

__RHPG
Val i dat e command execution Success  Validated command
execution

_G__

Validate G netadata Success  Successfully validated G

met adat a

Val i date supported @ versions Success Successfully validated mninmum
version
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Val i date avail abl e space Success Validated free space
under /u01
I's clusterware running Success Custerware is
runni ng
Validate patching tag Success  Validated patching tag:
19.29.0.0.0.
I's system provisioned Success Verified systemis
provi si oned
Validate ASMin online Success ASMis
online
Validate kernel log I|evel Success  Successfully validated the OS
| og
| eve
Validate mninum agent version Success G patching enabled in
current

DCSAGENT
version
Validate Central Inventory Success oralnventory validation
passed
Val i date patching | ocks Success  Validated patching
| ocks
Validate clones |ocation exist Success Validated clones
| ocation
Validate DB start dependencies Success DBs START dependency check
passed
Validate DB stop dependencies  Success DBs STOP dependency check
passed
Val i date space for clones Success  Clones volune is already
created
vol une
Val i date command execution Success  Validated command
execution

Use the command odacl i descri be- prepat chreport to view details of the pre-patch
report. The pre-patch report also indicates whether storage patching can be rolling or not,
based on whether an expander update is also required.

Fix the warnings and errors mentioned in the report and proceed with the storage
components patching.

15. Update the Oracle Grid Infrastructure home and components.

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-gi hone -v version

For example, for 19.29:

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-gihone -v 19.29.0.0.0

16. Before you update the storage components, run the odacl i creat e- prepat chreport
command with the - st option.

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -st -v
version
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For example, for 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -st -v
19.29.0.0.0

17. Verify that the patching pre-checks ran successfully:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport

For example:

[root @dal opt]# odacli describe-prepatchreport -i 95887f92- 7be7- 4865-
a311- 54318ah385f 2

Pat ch pre-check report
Job ID: 95887f92- 7The7- 4865- a311- 54318ah385f 2
Description: Patch pre-checks for [ STORAGE]
Status: SUCCESS
Created: COctober 8, 2025 12:52:37 PM HKT
Result: Al pre-checks succeeded

Comment s

__STORAGE__
Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.
Patch | ocation validation Success  Verified patch
| ocation
Patch tag validation Success  Verified patch
tag
Storage patch tag validation Success  Verified storage patch
| ocation
Verify ASM di sks status Success  ASM disks are
online
Validate rolling patch Success  Rolling nmode patching all owed
as

there is no expander
upgr ade
Val i date command execution Success  Validated command
execution

Pr e- Check St at us
Comment s

X11 Deployment and User’s Guide
G42406-02 November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 31 of 60



ORACLE

18.

19.

Chapter 8
Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line

__STORAGE__

Validate patching tag Success  Validated patching tag:
19.29.0.0.0.

Patch | ocation validation Success  Verified patch

| ocation

Patch tag validation Success  Verified patch

tag

Storage patch tag validation Success  Verified storage patch
[ ocation

Verify ASM di sks status Success  ASM disks are
online
Validate rolling patch Success  Rolling nmode patching all owed
as
there is no expander
upgr ade.
Val i dat e command execution Success  Validated command
execution

Use the command odacl i descri be- prepat chreport to view details of the pre-patch
report. The pre-patch report also indicates whether storage patching can be rolling or not,
based on whether an expander update is also required.

Fix the warnings and errors mentioned in the report and proceed with the storage
components patching.

Update the storage components.

Specify the - -rol | i ng option to patch shared disks in a rolling fashion. Note that if you
patch from an Oracle Database Appliance release that requires the expander to be
patched, then you cannot use the - -rol | i ng option during storage patching.

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-storage -v version --
rol ling

For example, for 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-storage -v 19.29.0.0.0
--rolling

Starting with Oracle Database Appliance release 19.11, Oracle Database homes are not
created on the local disk. Oracle Database homes are created on an Oracle ACFS-
managed file system. For a database user oracle, the new database homes are created
under / u01/ app/ odaor ahone/ or acl e/ .

If the database home is not already configured on Oracle ACFS, then before patching the
database home, configure the database home storage with the odacli confi gure-
dbhone- st or age command. For example:

[root @dal opt]# odacli configure-dbhone-storage -dg DATA

The command does not cause storage allocation or creation of volumes or file systems.
The command only sets the disk group location in the metadata.

For information about managing database homes on Oracle ACFS, see the topic
Managing Database Home Storage.
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20. To patch existing Oracle Database Homes to release 19.29, ensure that the repository is
updated with the Oracle Database clone files. If you have not updated the repository with
the Oracle Database clone files, then update the repository.

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-repository -f /tnp/
DB software file

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacli-dcs-19.29.0.0.0-date-DB-19.29.0.0.zip

@® Note

You have the option to patch each database home using the odacl i updat e-
dbhonme command or patch selected databases in a database home to a specific
database home using the odacl i updat e- dat abase command.

21. To patch all databases in a specified database home:

a.

If you want to patch each database home by running the odacl i updat e- dbhone
command, then create the prepatch report first. Run the patching pre-checks and
review the prepatch report. You must run the odacl i create- prepat chreport
command before you patch your Oracle Database homes; otherwise, the odacl i
updat e- dbhome command fails with an error message prompting you to run the
patching pre-checks.

[root @dal opt]# /opt/oraclel/dcs/bin/odacli create-prepatchreport --
dbhone --dbhoneid DB Honme ID -v rel ease_number
[root @dal opt]# odacli describe-prepatchreport -i Job ID

[root @dal opt]# /opt/oraclel/dcs/bin/odacli create-prepatchreport --
dbhome - - dbhonei d d03d5187- 1¢20- 470a- 9d51- 49a0d6f 60772 -v 19.29.0.0.0
[root @dal opt]# odacli describe-prepatchreport -i 6f040374-d271-4711-
a7db- e6c04597ad69

Patch pre-check report
Job ID:  6f040374-d271-4711-a7db- e6¢c04597ad69
Description: Patch pre-checks for [DB, ORACHKDB]: DbHome
is OraDB19000 _honel
Status:  SUCCESS
Created: Cctober 8, 2025 8:59:48 AM HKT
Result: Al pre-checks succeeded

Node Nare

nodel

Pr e- Check St at us

Conment s

_bB

Val idate DB Hone ID Success Val i dated DB Hone
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| D

d03d5187- 1¢20- 470a- 9d51- 49a0d6f 60772

Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.

I's system provisioned Success  Verified systemis
provi si oned

Validate mninum agent version Success Validated mini mum agent
version

Is G upgraded Success Validated G is

upgr aded

Val i date avail abl e space for Success Validated free space required
under

db [ u01/ app/

odaor ahorme

Val i dat e dbHonmesOnACFS Success  User has configured diskgroup
for

configured Dat abase homes on

ACFS

Val i date Oracl e base Success  Successfully validated Oracle
Base

I's DB clone avail abl e Success  Successfully validated clone
file

exi sts
Eval uate DBHome patching with  Success  Successfully validated
updati ng
RHP dbhone with RHP. and | oca
pat chi ng

is
possi bl e
Val i date conmand execution Success  Validated command
execution

_ ORACHK

Runni ng orachk Success  Successfully ran
Orachk

Val i date conmand execution Success  Validated command
execution

Pr e- Check St at us
Comment s

Validate DB Home | D Success Validated DB Hone
| D

d03d5187- 1c20- 470a- 9d51- 49a0d6f 60772

Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.

I's system provisioned Success  Verified systemis
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provi si oned
Validate mninum agent version Success Validated mini mum agent
version

Is G upgraded Success Validated G is

upgr aded

Val i date avail abl e space for Success Validated free space required
under

db [ u01/ app/

odaor ahorne

Val i dat e dbHonmesOnACFS Success  User has configured diskgroup
for

configured Dat abase homes on

ACFS

Val i date Oracl e base Success  Successfully validated Oracle
Base

I's DB clone avail abl e Success  Successfully validated clone
file

exists

Eval uate DBHome patching with  Success  Successfully validated
updati ng

RHP dbhome with

RHP.

Val i dat e command execution Success  Validated comrmand

execution

__ORACHK__

Runni ng orachk Success  Successfully ran

Orachk

Val i dat e command execution Success  Validated command

execution

If the disk group for database homes on Oracle ACFS is not set up as described in
step 17, then the prepatch report lists the error The systemis not set up to create
dat abase hones on ACFS. Run the odacli confi gure-dbhone- st orage command to
configure the disk group for database homes on Oracle ACFS.

Note that running the odacl i creat e- prepat chreport command creates the target
Oracle Grid Infrastructure home, which the database patching operation uses.

If the pre-patch report does not show any errors, then update the database home to
the latest release. You need not use the - f option with the odacl i updat e- dbhome
command. Note that you can use the - - | ocal option with the odacli updat e- dbhome
command to update the local node.

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-dbhonme --id
DB Horme | D -v rel ease_nunber

For example, for 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dbhone --id 7c67c5b4-
f 585- 4ba9- 865f - c719c63c0abe -v 19.29.0.0.0

22. To patch a specific database to a specific database home:
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a. If you want patch selected databases in a database home to a specific database home
using the odacl i updat e- dat abase command, then create the prepatch report first.
Run the patching pre-checks and review the prepatch report. You must run the odacl i
creat e- prepat chreport command before you patch your Oracle database; otherwise,
the odacl i updat e- dat abase command fails with an error message prompting you to
run the patching pre-checks.

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -db -
dbi d DATABASE_ID -to a68f9947-DB_HOME | D

For example, for 19.29:

[root @dal ~]# odacli describe-prepatchreport -i efa93519-
a365- 4e9a- 9f 25- ad3c653cccef

Pat ch pre-check report

Job ID efa93519-a365- 4e9a- 9f 25- ad3c653cccef

Description: Patch pre-checks for [SI NGLEDB,

ORACHKSI NGLEDB] : Target DB is db10181, Destination DbHome is
OraDB19000_hone8

St at us: SUCCESS

Created: Cctober 8, 2025 11:19:03 AM PDT

Result: All pre-checks succeeded

__ SINGLEDB

I's system provisioned Success Verified systemis provisioned

Val i dat e dbHonmesOnACFS Success User has configured disk group for

configured Database hones on ACFS

Val i date Oracle base Success Successfully validated O acle Base

Eval uate DB clone availability Success Successfully validated clone file
exists

Eval uate DB patching with RHP Success Successfully validated patching DB
with RHP.

Val i date command execution Success Validated conmand execution

_ ORACHK
Runni ng orachk Success Successfully ran Orachk
Val i dat e command execution Success Validated command execution
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I's system provisioned Success Verified systemis provisioned

Val i dat e dbHonmesOnACFS Success User has configured disk group for

configured Database hones on ACFS

Val i date Oracle base Success Successfully validated Oacle Base

Eval uate DB clone availability Success Successfully validated clone file
exists

Eval uate DB patching with RHP Success Successfully validated patching DB
with RHP.

Val i date command execution Success Validated conmand execution

_ ORACHK
Runni ng orachk Success Successfully ran Orachk
Val i dat e command execution Success Validated command execution

b. If the pre-patch report does not show any errors, then update the databases to the
latest release.

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-database -i
dat abase_| I/ -n dat abase_nane -to destination_dbhome | D

For example, for 19.29:

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-database -i
c05458c7- 0f 1d- 4260- 8e62- 003b3ec26d74/-n db10181 -to dc98eaa9- 289c-4710-
a898- ca6287a07a9c

[root @dal ~]# odacli describe-job -

d442a7d4- 594f - 48e2- 8b02- 9124811bb7b4

Job details
| D: d442a7d4- 594f - 48e2- 8b02- 9124811bb7b4
Description: DB Patching: database IDis
c05458c7- 0f 1d- 4260- 8e62- 003b3ec26d74
Status: Success
Created: Cctober 8, 2025 3:23:43 PM PDT
Message:

Task Name Node Nane Start Time End Time Status

Creating wallet for DB Client nodel Cctober 8, 2025 3:24:42 PM PDT

Cct ober 8, 2025 3:24:42 PM PDT Success

Pat ch databases by RHP nodel Cctober 8, 2025 3:24:42 PM PDT Cctober 8,
2025 3:29:34 PM PDT Success

Updati ng dat abase netadata node2 Cctober 8, 2025 3:29:34 PM PDT Cctober
8, 2025 3:29:34 PM PDT Success

Set |og_archive_dest for Database nodel Cctober 8, 2025 3:29:34 PM PDT
Cct ober 8, 2025 3:29:37 PM PDT Success

CGenerating and saving BOM nodel Cctober 8, 2025 3:29:37 PM PDT Cctober
8, 2025 3:31:44 PM PDT Success

CGenerating and saving BOM node2 Cctober 8, 2025 3:29:37 PM PDT Cct ober
8, 2025 3:31:44 PM PDT Success

TDE par aneter update node2 Cctober 8, 2025 3:32:25 PM PDT Cctober 8,
2025 3:32:25 PM PDT Success
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23. Confirm that the patch jobs are successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli |ist-jobs

24. If you are patching your appliance from Oracle Database Appliance release 19.11 or
earlier, then run the following steps. You must also run these steps if your appliance was
previously patched to Oracle Database Appliance release 19.12 or later, but you did not
run these steps when patching to release 19.12.

a.

b.

X11 Deployment and User’s Guide
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After patching the bare metal systems and database homes, enable NUMA (Non-
Uniform Memory Access) on existing databases of release 19.12 or earlier, by running
the following SQL*Plus command:

SQ > alter system set

_enabl e_numa_support"=true scope=spfile sid="*";

Restart the database after running the command to ensure that the changes take
effect.

For more information about enabling NUMA, see the topic About Enabling NUMA on
Oracle Database Appliance.

If you have deployed DB systems, VMs, or CPU pools, perform the following steps:

Run the odacl i remap- cpupool s command:

[root @dal opt]# /opt/oracle/dcs/bin/odacli remap-cpupool s

If the odacli remap-cpupool s command fails with the error DCS- 10001: | nt er nal
error encountered: Not enough physical CPUs available for CPU Pool

" cpupool _nanme' on node 'node_nane’, run the odacli remap-cpupool s
command again with the - - use_r eserved- cor es option. For information about the
command options, see the chapter Oracle Database Appliance Command-Line
Interface for KVM.

If you have DB systems in your deployment, then run the odacl i nodi fy-
dbsyst emcommand. If you have VMs in your KVM deployment and you want to
enable NUMA for the VMs, then run the odacli modi fy-vm - - enabl e- numa
command for VMs. That is:

For DB systems:

odacli nodify-dbsystem --enabl e- nuna

For VMs:

odacli nodify-vm --enabl e- nuna

@® Note

For bare metal systems and DB systems on Oracle Database Appliance X7-2S
and X8-2S, the database i ni t. ora parameter _enabl e_numa_support is set to
FALSE even when NUMA is enabled. This is expected because these hardware
models are single socket systems.
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Related Topics

« Patching Existing Database Homes Using ODACLI or the BUI
Use ODACLI or BUI to patch database homes in your deployment to the latest release.

Related Topics
» Oracle Database Appliance Release Notes
Related Topics

* Resolving Errors When Updating DCS Components During Patching
Understand how to troubleshoot errors when updating DCS components during patching.

Related Topics

*  About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

» Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

e Managing Database Homes on Oracle ACFS Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.

* About Creating Database Homes on Oracle ACFS Storage
When you create new Oracle Database homes, they are created on Oracle ACFS file
system which are stored on Oracle Database Appliance storage disks. You can create new
Oracle Database homes using the odacl i creat e- dat abase or odacli create-dbhome
commands, or when you patch an existing database home.

* odacli modify-vm
Use the odacl i modi fy-vmcommand to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli remap-cpupools
Use the odacl i remap- cpupool s command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

e odacli modify-dbsystem
Use the odacl i nodi fy- dbsyst emcommand to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli create-cpupool
Use the odacl i create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.

Patching Oracle Database Appliance DB Systems Using the
Command-Line

Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

To patch your Oracle Database Appliance DB systems deployment and your existing database
homes to the current release, you must download the Oracle Database Appliance Server
Patch and update the bare metal system repository.
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@® Note

Run the commands in this topic in the same order as documented. Run the odacl i
updat e- dcsadm n and odacl i updat e- dcsconponent s commands before running the
odacli updat e-serverconponent s command.

@® Note

Public network gateway must be responsive to ping requests. Oracle Clusterware
uses the public network gateway as ping target to facilitate the VIP failover in Oracle
Database Appliance high-availability environment.

Ensure that you have patched your Oracle Database Appliance bare metal deployment to
release 19.29 before you patch your DB system.

Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and update the existing database home in the DB system.

1. Ensure that the Oracle Database Appliance Server Patch for the ODACLI/DCS stack,
Oracle Grid Infrastructure clone files, and Oracle Database clone files are available in the
repository. Run the odacl i |ist-avail abl epat ches command in the bare metal system to
view whether the clone files are available in the system.

[root @dal opt]# odacli |ist-avail abl epatches

2. Connect to the DB system.
3. Update DCS admin:

[root @bsystentl opt]# /opt/oracle/dcs/bin/odacli update-dcsadmin -v
19.29.0.0.0

4. Run patching pre-checks. You must run the odacl i creat e- prepat chreport command
before you patch your server; otherwise, the odacl i updat e- server conponent s command
fails with an error message prompting you to run the patching pre-checks.

[root @bsystentl opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -sc
-V version

For example, for 19.29:

[root @bsystenl opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -sc
-v 19.29.0.0.0

5. Verify that the patching pre-checks ran successfully:

[root @bsystentl opt]# /opt/oracl e/ dcs/bin/odacli describe-prepatchreport -
i ID
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For example:

# odacli create-prepatchreport -v 19.29.0.0.0 -sc

Job details

| D: 4500de6d- d2f 2- 4bf 1- bbc1- 48b4d56f ef Of

Description: Patch pre-checks for [0S, ORACHKSERVER, SERVER] to 19.29.0.0.0
Status: Created

Created: Novermber 22, 2025 10:44:07 PM TOT

Message: Use 'odacli describe-prepatchreport -i 4500de6d- d2f 2- 4bf 1-

bbcl- 48b4d56fef Of ' to check details of results

Task Nane Start Time End Tine Status

[root @dal ~]# odacli describe-prepatchreport -i 7f490943- bb74-4918-93f a-
c22a5f 0db287

Prepat ch Report
Job 1D 7f490943- bb74- 4918- 93f a- c22a5f 0db287
Description: Patch pre-checks for [0S, ORACHKSERVER, SERVER]
to 19.29.0.0.0
Status:  SUCCESS
Created: Novenber 22, 2025 10:44:07 PM TOT
Result: Al pre-checks succeeded

Val i dat e supported versions Success  Validated m ni num supported
versi ons.
Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.
I's patch location available Success Patch location is
avail abl e.
Verify OS patch Success  No dependencies found for RPMs
bei ng

renoved, updated and installed
Check

[ opt/oracl e/ dcs/ | og/
j obfiles/

yundryrunout 2025- 11-22_22- 45-
00. 0551 475.109g file for nore
details
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Val i dat e command execution Success  Validated command
execution

_ ORACHK

Runni ng orachk Success  Successfully ran
Orachk

Val i date conmand execution Success  Validated command
execution

__SERVER
Val i date | ocal patching Success  Successfully validated server
| oca

pat chi ng

Validate all KVM ACFS Success Al KVM ACFS resources are
runni ng

resources are

runni ng

Validate DB System VM st ates Success Al DB System VMs states are
expect ed

Enabl e support for Milti-DB Success  No need to convert the DB
System

Val i date DB System AFD state Success  AFD is not

configured

Val i date command execution Success  Validated command
execution

Pr e- Check St at us
Comment s

Val i date supported versions Success  Validated mini num supported
versi ons.
Validate patching tag Success  Validated patching tag:
19.29.0.0.0.
I's patch location available Success Patch location is
avail abl e.
Verify OS patch Success  No dependencies found for RPMs
bei ng

renoved, updated and installed
Check

[ opt/oracl e/ dcs/ | og/
jobfiles/

yundr yrunout _2025- 11-22_22- 45-
22.0636_341.1o0g file for nore
details
Val i date conmand execution Success  Validated command
execution

_ ORACHK__
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Runni ng orachk Success  Successfully ran
Orachk

Val i date conmand execution Success  Validated command
execution

__SERVER _
Validate |ocal patching Success  Successfully validated server
| ocal

pat chi ng

Validate all KVM ACFS Success Al KVM ACFS resources are
runni ng

resources are

runni ng

Validate DB System VM st ates Success Al DB System VMs states are
expect ed

Enabl e support for Milti-DB Success  No need to convert the DB
System

Val i date DB System AFD state Success  AFD is not

configured

Val i date command execution Success  Validated command
execution

Use the command odacl i descri be- prepat chreport to view details of the pre-patch
report. Fix the warnings and errors mentioned in the report and proceed with the server
patching.

Apply the server update. Note that you can use the - -| ocal option with the odacl i
updat e- server conponent s command to update the local node.

[root @bsystentl opt]# /opt/oracl e/ dcs/bin/odacli update-serverconponents -
vV version

For example, for 19.29:

[root @bsystenl opt]# /opt/oracle/dcs/bin/odacli update-serverconponents -
v 19.29.0.0.0

You can use the - f option to override precheck failures and complete the server patching.

Confirm that the server update is successful:

[root @bsystentdl opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

Before you update the Oracle Grid Infrastructure home, run the odacl i create-
prepat chreport command with the - gi option.

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -gi -v
ver si on

For example, for 19.29:

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -gi -v
19.29.0.0.0

X11 Deployment and User’s Guide

G42406-02

November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 43 of 60



ORACLE

9.

Chapter 8
Patching Oracle Database Appliance DB Systems Using the Command-Line

Verify that the patching pre-checks ran successfully:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport

For example:

[root @dal ~]# odacli create-prepatchreport -v 19.29.0.0.0 -g

Job details
ID: 67b03a56- abal- 4aec- 8342- 2d0e040el5e5
Description: Patch pre-checks for [RHPA, G] to 19.29.0.0.0
Status: Created
Created: Cctober 14, 2025 10:27:15 PDT
Message: Use 'odacli describe-prepatchreport -i 67b03a56-
abal- 4aec- 8342- 2d0e040e15e5' to check details of results

Task Nane Start
Time End
Time St at us

# odacli describe-prepatchreport -i c6a3cf36-71bd-4420- bcc8-4c26df b496f ¢

Prepat ch Report
Job I D c6a3cf 36- 71bd- 4420- bcc8- 4c26df h496f ¢
Description: Patch pre-checks for [RHPA, G] to 19.29.0.0.0
Status:  SUCCESS
Created: Novenber 23, 2025 6:42:22 AM TOT
Result: Al pre-checks succeeded

Conmment s

__RHPE

Eval uate @ patching Success  Successfully validated G
pat chi ng

Val i dat e command execution Success  Validated command
execution

G
Validate G netadata Success  Successfully validated G
met adat a
Val i date supported @ versions Success Successfully validated mnimum
version
Val i date avail abl e space Success Validated free space
under /u01l
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I's clusterware running Success Custerware is

runni ng

Validate patching tag Success  Validated patching tag:
19.29.0.0.0.

I's system provisioned Success Verified systemis
provi si oned

Val i dat e BM versions Success  Validated BM server
conponent s

versions
Validate kernel log I|evel Success  Successfully validated the OS

| og

| eve
Validate mninum agent version Success G patching enabled in
current

DCSAGENT
version
[root @dal ~]# odacli describe-prepatchreport -i c6a3cf36-71bd-4420-
bcc8- 4c26df b496f ¢

Prepat ch Report
Job ID: c6a3cf36- 71bd- 4420- bcc8- 4c26df h496f ¢
Description: Patch pre-checks for [RHPA, G] to 19.29.0.0.0
Status: SUCCESS
Created: Novenber 23, 2025 6:42:22 AM TOT
Result: Al pre-checks succeeded

Comment s

__RHPG

Eval uate @ patching Success  Successfully validated G
pat chi ng

Val i date conmand execution Success  Validated command
execution

_G__

Validate G netadata Success  Successfully validated G

met adat a

Val i date supported @ versions Success Successfully validated mninmum
version

Val i date avail abl e space Success Validated free space
under /u01l

I's clusterware running Success Custerware is

runni ng

Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.

I's system provisioned Success  Verified systemis
provi si oned
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Val i date BM ver si ons Success Validated BM server
conmponent s

versions
Validate kernel log I|evel Success  Successfully validated the OS

| og

| eve
Validate mni num agent version Success G patching enabled in
current
DCSAGENT
version
Validate Central Inventory Success oralnventory validation
passed
Val i date patching | ocks Success  Validated patching
| ocks
Validate clones |ocation exist Success Validated clones
| ocation
Val i date command execution Success  Validated command
execution

Pr e- Check St at us
Comment s

__RHPG
Val i dat e command execution Success  Validated command
execution

G
Validate G netadata Success  Successfully validated G
met adat a
Val i date supported @ versions Success Successfully validated mninmum
version
Val i date avail abl e space Success  Validated free space
under /u01
I's clusterware running Success Custerware is
runni ng
Val i date patching tag Success  Validated patching tag:
19.29.0.0.0.

Use the command odacl i descri be- prepat chreport to view details of the pre-patch
report. The pre-patch report also indicates whether storage patching can be rolling or not,
based on whether an expander update is also required.

Fix the warnings and errors mentioned in the report and proceed with the storage
components patching.

10. Update the Oracle Grid Infrastructure home and components.

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-gi hone -v version
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For example, for 19.29:

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-gi hone -v 19.29.0.0.0

11. To patch existing Oracle Database Homes to release 19.29:

a.

On the bare metal system, run the command odacl i descri be-dbsystem i nage to
check that the repository is updated with the required Oracle Database clone files. If
the database clone file is not displayed in the command output, then run the command
odacli update-repository on the bare metal system to update the repository with the
database clone files:

[root @dal opt]# /opt/oraclel/dcs/bin/odacli update-repository -f /tnp/
DB software file

[root @dal opt]# /opt/oraclel/dcs/bin/odacli update-repository -f /tnp/
odacli-dcs-19.29.0.0.0-date-DB-19.29.0.0.zip

Run the patching pre-checks and review the prepatch report. You must run the odacl i
creat e- prepat chreport command before you patch your Oracle Database homes;
otherwise, the odacl i updat e- dbhome command fails with the error message
prompting you to run the patching pre-checks.

[root @bsystentl opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport
--dbhome --dbhoreid DB Home ID -v rel ease _nunber
[root @bsystentl opt]# odacli describe-prepatchreport -i Job_ID

[root @bsystentl opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport
- - dbhome - -dbhorei d 7c67c5b4-f 585- 4ba9- 865f - ¢719c63c0abe -v 19.29.0.0.0
[root @bsystentl opt]# odacli describe-prepatchreport -i

39ef leeb- 70d3- 47ad- b3f 5- 48960ca0607b

Alternatively, you can use the odacli update-database to update the databases in your
deployment:

[root @bsystendl opt]# odacli create-prepatchreport --database --

dat abase-i d database |D --to-hone dest_dbhone ID

[root @bsystenl opt]# odacli update-database --id database |ID --to-hone
dest _dbhone_ID

If there are no errors, then update the database home to the latest release. You need
not use the - f option with the odacl i updat e- dbhome command. Note that you can
use the - - | ocal option with the odacl i updat e- dbhome command to update the local
node. You can also use the - - node option to specify the node containing the database
to update.

[root @bsystendl opt]# /opt/oracl e/ dcs/bin/odacli update-dbhone --id
DB Home | D -v rel ease_nunber
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For example, for 19.29:

[root @bsystentdl opt]# /opt/oracl e/ dcs/bin/odacli update-dbhone --id
7c67c5b4- f 585- 4ba9- 865f - ¢719¢c63c0abe -v 19.29.0.0.0

12. Confirm that the patch jobs are successful:

[root @bsystenl opt]# /opt/oracle/dcs/bin/odacli |ist-jobs

Related Topics

About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

odacli modify-vm
Use the odacl i nodi fy- vmcommand to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli remap-cpupools

Use the odacl i remap- cpupool s command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

odacli modify-dbsystem
Use the odacl i nodi f y- dbsyst emcommand to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli create-cpupool
Use the odacl i create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.

odacli describe-dbsystem-image

Use the odacl i descri be-dbsystem i mage command to view the supported Oracle Grid
Infrastructure and Oracle Database versions and the availability of the clone files and
Database System KVM image in the Oracle Database Appliance system.

Patching Oracle Database Appliance Bare Metal Systems Using
the Browser User Interface

Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the patch
bundle using the Browser User Interface, and then update the DCS admin and DCS
components using CLI commands.

Updating the Patch Repository Using the Browser User Interface

1.

Download the Oracle Database Appliance patches from My Oracle Support and save them
in a directory on the appliance. See the Oracle Database Appliance Release Notes for a
list of available patches and links to download the patches.

Log into the Browser User Interface.
htt ps://NodeO-host -i p- address: 7093/ ngnt /i ndex. ht n

Click Repository Manager.

In the Update Patch Repository page, enter the absolute file path and patch name, then
click Update Repository to start the update repository job. You can list more than one file
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to update to the repository with a comma separated list, without spaces, or you can update
each file, one at a time.

Click Activity to monitor the progress. When the job completes successfully, the Patch
Repository is updated.

Updating the DCS Admin and DCS Components After Updating the Repository and
Before Patching

Before patching your appliance using the Browser User Interface, you must update the DCS
admin and DCS components manually through ODACLI commands.

Follow these steps:

1.
2.

In the BUI, click Appliance and then click Infrastructure Patching on the lefthand pane.

Using ODACLI commands, update the DCS admin and DCS components:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsadmin -v 19.29.0.0.0
[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsconponents -v
19.29.0.0.0

If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update.

@® Note

You must log into the Browser User Interface again after running the odacl i
updat e- dcsconmponent s command.

Running Patching Prechecks and Patching Server, and Storage Using the Browser User
Interface

1.
2.

Do not have any jobs running or pending during the update window.

In the BUI, click the Appliance tab, and then click Infrastructure Patching on the lefthand
pane.

In the SERVERCOMPONENTS section, view the Component Details. If you just updated
the Patch Repository, click Refresh.

After the patch is uploaded to the Patch Repository, the Component Details on the page
are updated with the Installed Version and Available Version for each component.

Click Precheck to run patching prechecks. You must run the patching prechecks before
updating the server and other components. Click View Pre-Check Reports to view the
patching prechecks report. If there are no errors in the report, then click Apply Patch to
begin the job to patch the server components. For high-availability systems, when updating
the server on the bare metal system, you can select the Node to Update. You can choose
the node that you want to update or you can choose to update both nodes.

When the job finishes, go to the next step. Click View Jobs for the job status.

In the Gl section, click Refresh to refresh the Oracle Grid Infrastructure details. Click
Precheck to run patching prechecks. You must run the patching prechecks before
updating the storage components. Click View Pre-Check Reports to view the patching
prechecks report. If there are no errors in the report, then click Apply Patch to begin the
job to patch the Oracle Grid Infrastructure components.
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Select the Force Run check box to ignore errors and apply the patch. Select the Ignore
CVU Postcheck Failures check box to ignore CVU failures. Click Update.

Click View Jobs for the job status.

In the STORAGE section, click Refresh to refresh the Component Details. Click Precheck
to run patching prechecks. You must run the patching prechecks before updating the
storage components. Click View Pre-Check Reports to view the patching prechecks
report. If there are no errors in the report, then click Apply Patch to begin the job to patch
the storage components. Click View Jobs for the job status.

For high-availability environment, you can select the Rolling check box to perform rolling
patching of storage components.

Patching Oracle Database Appliance DB Systems Using the
Browser User Interface

Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the patch
bundle using the Browser User Interface, and then update the DCS admin and components
using CLI commands.

Updating the Patch Repository Using the Browser User Interface

1.

Download the Oracle Database Appliance patches from My Oracle Support and save them
in a directory on the appliance. See the Oracle Database Appliance Release Notes for a
list of available patches and links to download the patches.

Log into the Browser User Interface within the bare metal system, with the oda- adni n
user name and password.

htt ps://NodeO-host -i p- address: 7093/ ngnt /i ndex. ht m

Click the Appliance tab, and then click Infrastructure Patching on the lefthand pane.

In the Update Repository tab, on the Update Patch Repository page, enter the absolute
file path and patch name, then click Update Repository to start the update repository job.
You can list more than one file to update to the repository with a comma separated list,
without spaces, or you can update each file, one at a time.

Click Activity to monitor the progress. When the job completes successfully, the Patch
Repository is updated.

Updating the DCS Admin and DCS Components After Updating the Repository and
Before Patching

Before patching your DB system using the Browser User Interface, you must update the DCS
admin and DCS components manually, through ODACLI commands.

Follow these steps:

1.
2.

In the BUI, click Appliance and then click Infrastructure Patching on the lefthand pane.
Using ODACLI, update the DCS admin and DCS components:
[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsadmin -v 19.29.0.0.0

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-dcsconponents -v
19.29.0.0.0
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If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update.

@® Note

You must log into the Browser User Interface again after running the odacl i
updat e- dcsconmponent s command.

Running Patching Prechecks and Patching Server and Storage Components Using the
Browser User Interface

1.
2.

Do not have any jobs running or pending during the update window.

Log into the Browser User Interface within the DB system with the oda- admi n user name
and password.

htt ps://NodeO-host -i p- address: 7093/ ngnt / i ndex. ht n

Click the Appliance tab, and then click Infrastructure Patching on the lefthand pane.

In the SERVERCOMPONENTS section, view the Component Details. If you just updated
the Patch Repository, click Refresh.

After the patch is uploaded to the Patch Repository, the Component Details on the page
are updated with the Installed Version and Available Version for each component.

Click Precheck to run patching prechecks. You must run the patching prechecks before
updating the server and other components. Click View Pre-Check Reports to view the
patching prechecks report. If there are no errors in the report, then click Apply Patch to
begin the job to patch the server components. For high-availability systems, when updating
the server on the bare metal system, you can select the Node to Update. You can choose
the node that you want to update or you can choose to update both nodes.

When the job finishes, go to the next step. Click View Jobs for the job status.

In the GI section, click Refresh to refresh the Oracle Grid Infrastructure details. Click
Precheck to run patching prechecks. You must run the patching prechecks before
updating the storage components. Click View Pre-Check Reports to view the patching
prechecks report. If there are no errors in the report, then click Apply Patch to begin the
job to patch the Oracle Grid Infrastructure components.

Select the Force Run check box to ignore errors and apply the patch. Select the Ignore
CVU Postcheck Failures check box to ignore CVU failures. Click Update.

Click View Jobs for the job status.

In the STORAGE section, click Refresh to refresh the Component Details. Click Precheck
to run patching prechecks. You must run the patching prechecks before updating the
storage components. Click View Pre-Check Reports to view the patching prechecks
report. If there are no errors in the report, then click Apply Patch to begin the job to patch
the storage components. Click View Jobs for the job status.

For high-availability environment, you can select the Rolling check box to perform rolling
patching of storage components.

Click Activity to monitor the progress, and verify that the job completes successfully.
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Updating Oracle Database Appliance Repository with Database
Clone Files For Bare Metal Systems

Follow these steps to update the Oracle Database Appliance repository with Oracle Database
clone files for the latest release using CLI commands.

To create new databases of a specific release version, you must update the Oracle Database
Appliance repository with the Oracle Database clone files for a release. Follow these steps to
update the repository with Oracle Database clone files for the latest release.

1.

Download the Oracle Database clone software file for a release, for example,
p30403662_ 1929000 Li nux- x86- 64. zi p, and extract the Oracle Database clone software:

For example, download the Oracle Database clone software patch for 19.29:

unzi p /tnp/ p30403662_1929000 Li nux- x86-64. zi p
odacli-dcs-19.29.0.0.0-date-DB-19.29.0.0.zip

Copy all the software files from the external client to Oracle Database Appliance. For High-
Availability deployments, copy the software files to only one node. The software files are
copied to the other node during the patching process. Use the scp or sft p protocol to copy
the bundle.

Example using scp command:

# scp software_file root @da_host:/tnp

Example using sft p command:

# sftp root @da_host

Enter the r oot password, and copy the files.
put software file
Update the repository with latest release database software:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacl i -dcs-db-clone-file.zip/

For example, for 19.29:

[root @dal opt]# /opt/oracl e/ dcs/bin/odacli update-repository -f /tnp/
odacli-dcs-19.29.0.0.0-date-DB-19.29.0.0.zip

Follow the same steps to update the repository with the database clone software for other
supported database versions.

Confirm that the repository update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli |ist-jobs
[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job_ID
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5. Delete the software zip files from the temporary location on the appliance to save space:

[root @dal opt]# rmsoftware file
rm renove regular file software file? y

Patching Databases Using ODACLI Commands or the BUI

Use ODACLI commands or the Browser User Interface to patch databases to the latest release
in your deployment.

Before patching the database home, upload the Oracle Database clone files for the database
version, to the repository. See Updating Oracle Database Appliance Repository with Database
Clone Files Using the CLI for the procedure to update the repository with the latest Oracle
Database clone files.

s ~

© mportant

You must run the odacl i create-prepat chreport command before you patch the
Oracle databases; otherwise, the odacl i updat e- dat abase command fails with an
error message prompting you to run the patching pre-checks.

& J

Patching Databases on Oracle Database Appliance using ODACLI Commands

Run the following command to patch a database using the CLI:

odacli update-database [-a] [-dp] [-f] [-i db_id] [-inp] [-I] [-n db_name] [-
ni node] [-r] [-to db_home_id] [-j] [-h]

For more information about the options for the updat e- dat abase command, see the chapter
Oracle Database Appliance Command-Line Interface.

Patching Databases on Oracle Database Appliance using BUI

1. Log into the Browser User Interface with the oda- admni n user name and password.

htt ps://NodeO-host -i p- address: 7093/ ngnt /i ndex. ht m

Navigate to the Database tab.
Select the database you want to patch.
Click Update.

a p 0w DN

If you select Apply Data Patch, then the Data Patch for the specified database is applied
and you cannot select any other options.

6. On a high-availability system, you can also select the node in the Select Node to Update
list.

7. Select Ignore Missing Patches to ignore missing patches.
8. Select Force Run to force the operation to run.

9. Select the destination database home.

10. In the Patching Options

e Abort: To abort previously unfinished or failed patching operation.
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* Revert: To revert previously unfinished or failed patching operation.
* None: To patch the database.
11. Click Update.

12. If you have not run the pre-checks earlier, then an error is displayed when you submit the
job to update the database.

13. In the Database page, select the Database and then click Precheck to run pre-checks for
patching the database.

Click Activity for job status.

14. In the Database page, for the database to be patched, click Actions and select View Pre-
patch reports to view the pre-check report. Fix any errors, and then select Action as
Apply to patch the database.

15. Verify that the patching job completes successfully.

Patching Existing Database Homes Using ODACLI or the BUI

Use ODACLI or BUI to patch database homes in your deployment to the latest release.

Before patching the database, upload the Oracle Database clone files for the database
version, to the repository. See Updating Oracle Database Appliance Repository with Database
Clone Files Using the CLI for the procedure to update the repository with the latest Oracle
Database clone files.

Patching Database Homes on Oracle Database Appliance using ODACLI Commands

Run the following command to patch a database home using the CLI:

odacli updat e-dbhome -i dbhonme_id -v version [-f] [-inp] [-p] [-1] [-u
node_nunber] [-j] [-h]

For more information about the options for the updat e- dbhonme command, see the chapter
Oracle Database Appliance Command-Line Interface.

Patching Database Homes on Oracle Database Appliance using BUI
1. Log into the Browser User Interface with the oda- admni n user name and password.
htt ps://NodeO-host -i p- address: 7093/ ngnt /i ndex. ht n

Navigate to the Database Home tab.
Select the database home you want to patch.

Select the Patch Version for the database home.

g & 0 Db

To patch multiple database homes, select each database home to be patched and the
patch version for each database home.

6. Select the Node to Update. You can choose the node that you want to update or you can
choose to update all nodes.

7. Click Patch. Select Precheck to run pre-checks before patching the database.

Click Activity for job status.

X11 Deployment and User’s Guide

G42406-02

November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 54 of 60



ORACLE’

Chapter 8
Patching Non-Provisioned Oracle Database Appliance Systems

8. Onthe Patch page, for the database to be patched, click Actions and select View Pre-
patch reports to view the pre-check report. Fix any errors, and then select Action as
Apply to patch the database.

9. Select Ignore Precheck Failures to ignore failures reported in the prechecks reported. It
is recommended that you fix errors reported in the precheck results.

10. Select Ignore Missing Patches to ignore missing patches.

11. Verify that the patching job completes successfully.

Related Topics

e Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

Related Topics

e Oracle Database Appliance Release Notes

Patching Non-Provisioned Oracle Database Appliance Systems

Oracle Database Appliance supports patching of non-provisioned single-node or high
availablity systems by running odacl i updat e- server conponent s command.

A non-provisioned Oracle Database Appliance system does not have Oracle Grid
Infrastructure or Oracle Database installed or running on it. You can upgrade Oracle ILOM and
storage firmware on an unprovisioned system without running the odacl i creat e-appliance
command by reimaging the system using the bare metal ISO image of Oracle Database
release 19.25 or later. Then patch the system with the server patches of the same release as
the bare metal ISO image by running the odacl i updat e- server conponent s command. When
you reimage your system, the DCS infrastructure is updated automatically.

Follow these steps to update the firmware:

1. Reimage the Oracle Database Appliance using the bare metal ISO image for Oracle
Database Appliance release 19.29 or later.

2. Update the repository with the server patch for the Oracle Database Appliance release you
want to patch to, for example 19.29 or later.

3. Forrunning odacl i updat e- server conponent s on Oracle Database Appliance imaged
with ISO of release 19.29:

odacli update-serverconponents -v 19.29.0.0.0 -sko -f

For Oracle Database Appliance release 19.29 or later, you can use the - sko option to skip
ORAchk failures and proceed with the server patching, and the - f option to override
precheck failures and complete the server patching.

Applying Additional Patches and Updates on Bare Metal

Systems

Configure additional patch repositories and patch your operating system and databases to
ensure that your deployment has the latest updates and security fixes.
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Enabling Kernel Updates
Oracle Ksplice enables you to update your systems with the latest kernel security and bug
fix updates.

Applying Out-of-Cycle Database Patches

The out-of-cycle patching feature enables administrators to patch databases in the Oracle
Database Appliance deployment with the latest Oracle Database Release Update, outside
of the Oracle Database Appliance releases.

Enabling Kernel Updates

Oracle Ksplice enables you to update your systems with the latest kernel security and bug fix
updates.

You can download and install the latest Oracle Ksplice updates (uptrack-updates) with either
the local ULN repository or ULN channel.

Follow these steps to install Oracle KSplice:

1.

Register your server with Unbreakable Linux Network (ULN). By default, you are registered
for the Oracle Linux Latest channel for your operating system and hardware.

Log in to Unbreakable Linux Network:

https://www.oracle.com/in/linux/

Ensure that you have access to the Internet on the server where you want to use Ksplice.
For example, if you are using a proxy server, then set the proxy server and port values in
the shell with commands similar to the following:

# export http_proxy=http://proxy.conpany.com port
# export https_proxy=http://proxy.conpany.com port

Register the server:
# ul n_register
Set up the local repository as described in the Oracle Ksplice user documentation. This

enables you to download the latest Ksplice update packages at regular intervals without
requiring a direct connection to the Oracle Uptrack server or to ULN.

To update a system to a specific effective kernel version, install the upt r ack- updat es
package for the current kernel.

yum -y install uptrack-updates-'unane -r'

You can also download the upt r ack- updat es RPM from the Ksplice channel and install the
RPM manually. For example:

# rpm -Wh uptrack-
updat es- 4. 14. 35-1902. 11. 3. 1. el 7uek. x86_64-20200325- 0. noar ch. r pm
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@ See Also

Oracle Linux Ksplice User's Guide for information about configuring Oracle Ksplice at:
https://docs.oracle.com/en/operating-systems/oracle-linux/

Applying Out-of-Cycle Database Patches

The out-of-cycle patching feature enables administrators to patch databases in the Oracle
Database Appliance deployment with the latest Oracle Database Release Update, outside of
the Oracle Database Appliance releases.

You can apply Oracle Database Release Update (RU) patches manually using OPatch. Refer
to the relevant section in this topic to run the OPatch for your database version.

@ Note

The OPatch commands and procedures described in this topic are examples, and may
need modifications based on a specific Oracle Database Release Update (RU).
Always refer to the Readme of the Oracle Database Release Update (RU) for
additional commands and steps.

Note

It is strongly recommended that you patch your deployment through the Oracle
Database Appliance releases, whenever possible.

Note

You can apply out-of-cycle patches to baremetal and DB system deployments using
this procedure.

Using OPatchauto to Manually Patch Oracle Database Release 12c and Later

1.

Confirm that the dcs- agent and other components are updated to the latest release.

# odacli describe-conponent
# odacli |ist-dbhomes

Update OPatch to the latest version, if available:

a.
b.

C.

Download the latest OPatch version from My Oracle Support.

Copy the files to the local host and extract them to the ORACLE_HOVE/ OPat ch directory.
Update the OPatch tool as or acl e user.

I'bin/rm-rf $ORACLE HOVE/ OPat ch/

su - oracle -c /usr/bin/unzip -q -o OPatch_zip_|l ocation/
p6880880_122010_Li nux- x86-64. zi p -d $ORACLE_HOME
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3. Download the latest database patches from My Oracle Support and copy the files to the

local host.

scp patchfil enane root @ostnane: directory

4. Unzip patches to an empty directory, for example, / t np/ pat chesDi r as or acl e user.

This creates sub directories under / t np/ pat chesDi r with bug numbers. If the patch you
are applying is a Release Update (RU), then the patch directory has multiple sub-
directories.

fusr/bin/unzip -0 location_of patches/p29301631_180000_Li nux- x86-64. zip -
d /tnp/ patchesDir

5. For Oracle Database Appliance High-Availability deployments, set up SSH Keys for secure
connection.

6. Analyze the patches.

$ORACLE_HQOVE/ OPat ch/ opat chauto apply directory with patches extracted -
anal yze -oh $ORALCE HOME -1o0g /tnp/ opat chAut oAnal yzePat ch. | og

7. Asroot user, apply the patches.

$ORACLE_HQOVE/ OPat ch/ opat chauto apply directory to_extract patches -
oh $ORACLE _HOME -i npl ace

8. When patching is completed on both nodes, run utlrp. sql and cat con. pl scripts to
recompile invalid objects in the database.

9. Update the registry to ensure that system component values are registered.

# odacli update-registry -n dbhone -f

Cleaning Up the Patch Repository

Use the Browser User Interface or Command Line Interface to delete obsolete or old patches
from the repository.

About Cleaning Up the Patch Repository

After patching Oracle Database Appliance with the latest patches, old unused clone files may
remain and consume space in the repository. Cleanup repository deletes the unused clone/
patch files to reclaim space. You can clean up the repository using the Browser User Interface
or ODACLI commands.

Cleaning Up the Patch Repository Using ODACLI command

# odacli cleanup-patchrepo [-cl clones] | [-v version [-conmp conponent]]| [-]|
[ ocal | -n Nodel D

Specify the clone file names and the node from which you want to delete the old patches.

For details about the command options, see the chapter Oracle Database Appliance
Command-Line Interface.
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Cleaning Up the Patch Repository Using the Browser User Interface

Follow these steps to clean up the patch repository:
1. Inthe Browser User Interface, click Patch Manager.

2. Click the Cleanup Repository tab, and then click Refresh to list the available patches in
the repository.

3. Select the Components, such as old Oracle Grid Infrastructure or Oracle Database clone
files that you want to clean up from the repository, and the Patch Version, for example, an
older release of Oracle Database Appliance.

4. Click Cleanup Clone Files to clean up clone files for selected components from the
repository at / opt / or acl e/ oak/ pkgr epos/ or apkgs/ cl ones/ .

5. Click Cleanup Repository to submit the cleanup repository job.

6. Click Activity to monitor the progress. When the job completes successfully, the Patch
Repository is updated.

Related Topics

e odacli cleanup-patchrepo
Use the odacl i cl eanup- pat chr epo command to delete obsolete or old patches from
the repository.

About Upgrading Oracle Databases on Oracle Database

Appliance

Understand how to upgrade databases using either the Browser User Interface or odacl i
commands.

Prerequisites for Upgrading Databases

Before upgrading databases, upload the Oracle Database clone files for the database version,
to the repository, and then create the database home. See Patching Oracle Database
Appliance Using the CLI for the procedure to update the repository with the latest Oracle
Database clone files.

About Upgrading Databases Using the Browser User Interface
Follow these steps to upgrade a database using the Browser User Interface.

1. Log into the Browser User Interface with the oda- admni n user name and password.

htt ps://NodeO-host -i p- address: 7093/ ngnt / i ndex. ht n

2. Click the Database tab, and then select a database, click Actions, and then click
Upgrade.

3. Verify that the database upgrade job completes successfully.
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About Upgrading Databases Using the Command-Line Interface

Run the following command to upgrade a database using the CLI:

odacli upgrade-database -i Conma separated |ist of database ids -from source
dbhome id -to destination dbhorme id [-j] [-h]

For more information about the options for the upgr ade- dat abase command, see the chapter
Oracle Database Appliance Command-Line Interface.

Setting Dynamic Default Parameters

You can set dynamic default parameters using the BUI.

Setting Dynamic Default Parameters Using the Browser User Interface

Follow these steps:
1. From the Appliance page, click Parameter Repository.

2. The Parameter Repository page lists all the parameters in the repository. Currently,
parameters of type RDBMS are supported.

3. Select Update Parameter to create a new configuration property.

4. In the Update Parameter page, specify the Parameter Name and Value, and provide an
optional Description. Specify whether you want to create the parameter for the Bare
Metal or DB System. You can also specify the whether the parameter applies to All DB
Systems or you can select the DB system for which you want to create the parameter.

5. Click OK.

6. Confirm the action to submit the job. Monitor the job progress and check that it completes
successfully.

7. To update a parameter, select the Update option from the Actions menu.

8. You can edit the Value, Description, and select whether the parameter applies to Bare
Metal or DB System. You can also select the DB system for which you want to update the
parameter or choose to apply the parameter to All DB Systems.

9. Click Update.

10. To delete a parameter, select the Delete option from the Actions menu. You can delete
the parameter from the Bare Metal or DB System. You can also select the DB system for
which you want to delete the parameter or choose to delete the parameter from All DB
Systems.

11. Click Delete.
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Manage the Oracle Databases on your Oracle Database Appliance.

@® Note

A bigfile tablespace in Oracle database is a tablespace with a single, but very large,
up to 4 GB blocks, datafile. Bigfile is the default file size when creating a new
tablespace for Oracle Database. All Oracle database tablespaces are bigfile
tablespaces.

e About Administrative Groups and Users on Oracle Database Appliance
Oracle Database Appliance Browser User Interface deployment creates operating system
groups and users whose members are granted system administration privileges on the
appliance.

e About Data Migration Options for Oracle Database Appliance
Oracle Database Appliance supports the use of standard Oracle Database loading and
migration tools.

e About Creating Database Homes on Oracle ACFES Storage
When you create new Oracle Database homes, they are created on Oracle ACFS file
system which are stored on Oracle Database Appliance storage disks. You can create new
Oracle Database homes using the odacl i creat e- dat abase or odacli create-dbhome
commands, or when you patch an existing database home.

* About Standard Edition High Availability for Oracle Database Appliance
Oracle Database Appliance supports Standard Edition High Availability solution with
Oracle Grid Infrastructure that provides cluster-based failover for Oracle Database 19c
Standard Edition.

«  About Enterprise Edition High Availability for Oracle Database Appliance
Oracle Database Appliance supports Enterprise Edition High Availability solution with
Oracle Grid Infrastructure that provides cluster-based failover for Oracle Database
Enterprise Edition.

¢ Working with Databases
Use the Browser User Interface to display a list of databases, database details, and create
and delete databases. You can use CLI commands to manage your databases.

e Working with Database Homes
Use the Browser User Interface to display a list of database homes, details, and create and
delete database homes.

e Migrating Databases
Review these topics to learn how to prepare for and migrate an entire database to your
Oracle Database Appliance.

«  About Managing Multiple Database Instances Using Instance Caging
Use instance caging to manage your system resources on Oracle Database Appliance.
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e Oracle EM Express and DB Console
You can use Oracle Enterprise Manager Database Express (EM Express), or the Database
Control Console (DB Console) to manage your database.

About Administrative Groups and Users on Oracle Database
Appliance

Oracle Database Appliance Browser User Interface deployment creates operating system
groups and users whose members are granted system administration privileges on the
appliance.

During configuration, two administrative accounts are created for Oracle Database Appliance:
the user gri d, with a user ID (UID) of 1001, and the user or acl e, with a UID of 1000. The user
gri d is the Oracle Grid Infrastructure installation owner. The user or acl e is the Oracle
Database installation owner, and the owner of all Oracle Database homes (Oracle homes). By
default, these users are members of operating system groups whose members are granted
privileges to start up and administer Oracle Database and Oracle Automatic Storage
Management.

The following table describes the Oracle system privileges groups, and information about the
operating system authentication groups:

Table 9-1 Operating System Groups and Users on Oracle Database Appliance
]

Oracle System Privileges = Group Name Group ID (GID) gridis a oracle is a
member member

Oracle Inventory group oi nstal 1001 yes (primary yes (primary

(OINSTALL) group) group)

OSOPER for dbaoper group  dbaoper 1002 yes yes

OSDBA group dba 1003 no yes

OSASM group for Oracle asmadnin 1004 yes no

ASM

OSOPER for ASM group asnoper 1005 yes no

OSDBA for ASM group asmdba 1006 yes yes

To change the Group Name and GID from the default values on Oracle Database Appliance
bare metal platforms, change the default values from the Browser User Interface during the
deployment. If you create an initial database during deployment, then the password for the
SYS and SYSTEM users is the password that you set in the Browser User Interface.

To change the Group Name and GID from the default values on the Oracle Database
Appliance Virtualized Platform, use the - advance parameter with the command oakcl i

depl oy. If you create an initial database during deployment, then the password for the SYS
and SYSTEM users is the ROOT password from the Configurator.

@® Note

Change the password for both users as soon as possible after configuration to prevent
unauthorized access to your database using these privileged accounts.
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About Data Migration Options for Oracle Database Appliance

Oracle Database Appliance supports the use of standard Oracle Database loading and
migration tools.

If you are loading data or migrating data from an existing database to Oracle Database
Appliance, then you can use the standard Oracle Database loading and migration tools. These
tools include the following:

* Oracle GoldenGate

e SQL*Loader

e Oracle Data Pump

e transportable tablespaces
*  RMAN

You can also use the RMAN utility to back up and recover databases on Oracle Database
Appliance.

About Creating Database Homes on Oracle ACFS Storage

When you create new Oracle Database homes, they are created on Oracle ACFS file system
which are stored on Oracle Database Appliance storage disks. You can create new Oracle
Database homes using the odacl i creat e- dat abase or odacli create-dbhome commands, or
when you patch an existing database home.

Oracle Database homes are created on an Oracle ACFS-managed file system. For a database
user or acl e, the new database homes are created under / u01/ app/ odaor ahone/ or acl e/ .

The mount / u01/ app/ odaor ahone is a shared file system for a high-availability system. On a
high-availability system, / u01/ app/ odaor ahone/ is a shared ORACLE_HOME between the
nodes. Existing database homes continue to remain on the local disks.

The ORACLE_BASE location has also changed to an Oracle ACFS-based file system. On
high-availability system, the ORACLE_BASE is not shared between the nodes. Each node has
its own Oracle ACFS file system for ORACLE_BASE. The new ORACLE_BASE for the
database homes are created under the mount / u01/ app/ odaor abase/ .

The disk space for the Oracle ACFS file system is located in the DATA or RECO disk group.
You must specify the disk group for the Oracle ACFS file system. For Oracle Database
Appliance X8-2 hardware model and single-node systems, the Oracle ACFS file system must
be located in the DATA disk group. You can specify the initial size of the ORACLE_HOME
volume. The default value is 80 GB. You can set a value from 25 GB to 1024 GB. The initial
volume size for ORACLE_BASE is fixed at 10GB. Note that for these volumes, AUTOEXTEND
is off. You can extend the volume size with the odacl i nodi fy- dbhone- st or age command.

Changes When Provisioning Oracle Database Appliance Release 19.29

As part of the provisioning request, you must specify the disk group and size of the volume in
the json file in the sysOraHomeStorage section.

"sysOraHoneSt orage” @ {
"di skgroup" : "DATA",
"vol uneSi ze" : "80"

b

X11 Deployment and User’s Guide

G42406-02

November 28, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 3 of 35



ORACLE Chapter 9
About Creating Database Homes on Oracle ACFS Storage

If you do not specify the values in the json file, then the following error is displayed during
provisioning:

DCS-10045: Val i dation error encountered: M ssing argunent : sysOraHoneStorage

If the values are invalid, then the following errors may be displayed during provisioning:

DCS-10024: I nput parameter 'Disk Goup' contains unacceptabl e val ue ' DATAL' .
Al l owed values are '[DATA, RECO'. (case insensitive)

DCS- 10045: Val i dation error encountered: Required vol uneSize value in
sysOraHoneSt orage shoul d be in the range of 25GB to 1024GB.

Changes When Patching to Oracle Database Appliance Release 19.29

If you have patched your appliance from Oracle Database Appliance release 19.6 or later to
19.29, then run the odacl i confi gure- dbhone- st orage command before creating a new
database home. Otherwise, the following error is displayed when creating a new database
home:

# odacli create-dbhome -v 19.8.0.0.200714
DCS- 10601: The systemis not set up to create database hones on ACFS.

Once the disk group for the volumes are setup, new database homes are created on the
Oracle ACFS file system.

Related Topics

e odacli configure-dbhome-storage
Use the odacl i confi gur e-dbhone- st or age command to configure the database
home storage.

« odacli list-dbhome-storages

Use the odacl i 1i st-dbhone- st or ages command to view the database home
storage resources after the volumes for ORACLE_HOME and ORACLE_BASE are
created.

e odacli describe-dbhome-storage
Use the odacl i descri be- dbhone- st or age command to view information such as
how much space is available (at a volume or diskgroup level).

e odacli modify-dbhome-storage
Use the odacl i nodi f y- dbhone- st or age command to modify database home
storage and add additional disk space.

e Managing Database Homes on Oracle ACFES Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.
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About Standard Edition High Availability for Oracle Database
Appliance

Oracle Database Appliance supports Standard Edition High Availability solution with Oracle
Grid Infrastructure that provides cluster-based failover for Oracle Database 19c¢ Standard
Edition.

About Standard Edition High Availability for Oracle Database 19c

With Standard Edition High Availability, when there is an instance or a node failure, the
database automatically fails over to the other node, after attempting to restart on the local
node. The database is restarted on the surviving node, thereby providing high availability for
Oracle Standard Edition databases.

If your Oracle Database deployment contains Standard Edition 2 Oracle Real Application
Cluster (Oracle RAC) databases of releases earlier than 19c, then they must be converted to a
Standard Edition High Availability configuration as part of the upgrade to Oracle Database 19c.

For more details about this feature, refer to the Oracle Database Documentation Library at
https://docs.oracle.com/en/database/oracle/oracle-database/index.html.

About Standard Edition High Availability for Oracle Database Appliance Release 19.29

Standard Edition High Availability for Oracle Database 19c is supported on Oracle Database
Appliance for high availability deployments, that is, deployments that have two server nodes,
shared storage, and server interconnects.

Oracle Database Appliance enables automatic configuration for failover at deployment time for
Oracle Database 19c Standard Edition single-instance databases. Both nodes have Oracle
Homes for Standard Edition single-instance databases.

Single-instance Oracle Database 19c¢ Standard Edition databases created using the ODACLI
commands or the Browser User Interface (BUI) have Standard Edition High Availability
enabled by default. You can also choose to disable the High Availability option. To enable
Standard Edition High Availability for existing Standard Edition Oracle RAC databases of
releases earlier than 19c¢, you must convert these Oracle RAC or Oracle One Node databases
to single-instance databases, and then upgrade to single-instance Oracle Database 19c
Standard Edition database with Standard Edition High Availability enabled by default.

About Provisioning, Upgrading, and Relocating Standard Edition High Availability
Oracle Database

To create a single-instance Oracle Database 19c¢ with Standard Edition High Availability, use
the following command:

odacli create-database -u db_uni que_nane -n db_name -dh db_home -y SI -g
t arget _node

To upgrade a Standard Edition Oracle RAC Database to Oracle Database 19c Standard
Edition, convert the Oracle RAC Database to a single-instance Oracle Database:

odacli nodify-database -in db_nane -y single-instance
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Then, upgrade the single-instance database to Oracle Database 19c¢ with Standard Edition
High Availability as follows:

odacli upgrade-database -i db_id -to destination_dbhone -ha

To relocate a Standard Edition High Availability Oracle Database from one node to another
outside of a failover, use the following command, specifying either the target node or the target
host in the command:

odacli nodify-database -in db_name -g target_node

or:

odacli nodify-database -in db_name -th target host

For detailed information about these ODACLI command options, see the Oracle Database
Appliance Command Line Reference chapter in this guide.

Related Topics

e Oracle Database Appliance Command-Line Interface
The command-line interface has different classes of tools to manage Oracle Database
Appliance.

About Enterprise Edition High Availability for Oracle Database

Appliance

Oracle Database Appliance supports Enterprise Edition High Availability solution with Oracle
Grid Infrastructure that provides cluster-based failover for Oracle Database Enterprise Edition.

About Enterprise Edition High Availability for Oracle Database

With Enterprise Edition High Availability, when there is an instance or a node failure, the
database automatically fails over to the other node, after attempting to restart on the local
node. The database is restarted on the surviving node, thereby providing high availability for
Oracle Enterprise Edition databases.

For more details about this feature, refer to the Oracle Database Documentation Library at
https://docs.oracle.com/en/database/oracle/oracle-database/index.html.

About Enterprise Edition High Availability for Oracle Database Appliance Release 19.29

Enterprise Edition High Availability for Oracle Database 19.29 is supported on Oracle
Database Appliance for high availability deployments, that is, deployments that have two
server nodes, shared storage, and server interconnects.

Oracle Database Appliance enables automatic configuration for failover at deployment time for
Oracle Database 19.29 Enterprise Edition single-instance databases. Both nodes have Oracle
Homes for Enterprise Edition single-instance databases.

To enable Enterprise Edition High Availability for existing Enterprise Edition Oracle RAC
databases of release 19.29, you must convert these Oracle RAC databases to single-instance
databases, and then upgrade to single-instance Oracle Database 19.29 Enterprise Edition
database with Enterprise Edition High Availability enabled by default.
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About Provisioning, Upgrading, and Relocating Enterprise Edition High Availability
Oracle Database

To create a single-instance Oracle Database 19.29 with Enterprise Edition High Availability,
use the following command:

odacli create-database -u db_uni que_nane -n db_name -dh db_home -y SI -g
target _node -ha

To upgrade an Enterprise Edition Oracle RAC Database to Oracle Database 19.29 Enterprise
Edition, convert the Oracle RAC Database to a single-instance Oracle Database:

odacli nodify-database -in db_name -y single-instance

Then, upgrade the single-instance database to Oracle Database 19.29 with Enterprise Edition
High Availability as follows:

odacli upgrade-database -i db_id -to destination_dbhone -ha

To relocate an Enterprise Edition High Availability Oracle Database from one node to another
outside of a failover, use the following command, specifying either the target node or the target
host in the command:

odacli nodify-database -in db_name -g target node

or:

odacli nodify-database -in db_name -th target_host

For detailed information about these ODACLI command options, see the Oracle Database
Appliance Command Line Reference chapter in this guide.

Related Topics

* Oracle Database Appliance Command-Line Interface
The command-line interface has different classes of tools to manage Oracle Database
Appliance.

Working with Databases

Use the Browser User Interface to display a list of databases, database details, and create and
delete databases. You can use CLI commands to manage your databases.

@® Note

Oracle Database Appliance enables unified auditing for databases created in new
database homes. Unified audit trail captures audit information and places them in one
location and in one format. This consolidated view enables auditors to co-relate audit
information from different components. Having a single audit trail also improves
management and security of the audit trail. For more information about unified audit
trail for Oracle Database, see Oracle Database Security Guide.
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Viewing Databases

Use the Oracle Appliance Manager Browser User Interface to display a list of Oracle
databases and database details, create, upgrade, and delete a database in Oracle
Database Appliance.

Creating a Database Using the Browser User Interface
Use the Oracle Appliance Manager Browser User Interface to create a database in Oracle
Database Appliance.

Managing Database Homes on Oracle ACFS Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.

Creating a Database Using ODACLI Commands
Create a database from the command-line interface.

Cloning a Database from Backup
Use the Browser User Interface to clone a database from a backup.

Cloning an Oracle ACFS Database
Create a database from an existing Oracle ACFS database using ODACLI commands or
BUI.

Modifying a Database
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
modify a database in Oracle Database Appliance.

Moving a Database from One Oracle Home to Another
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to move
a database from one Oracle home to another of the same database version.

Upgrading a Database
Use the Oracle Appliance Manager Browser User Interface to upgrade an Oracle database
to a different database home version.

Upgrading a Database Manually Using AutoUpgrade
Use AutoUpgrade to manually upgrade an earlier release of Oracle database on Oracle
Database Appliance.

Deleting a Database
Use the Oracle Appliance Manager Browser User Interface to delete an Oracle database.

Viewing Databases

Use the Oracle Appliance Manager Browser User Interface to display a list of Oracle
databases and database details, create, upgrade, and delete a database in Oracle Database
Appliance.

Log into the Browser User Interface:
https://host name or ip-address: 7093/ ngnt/i ndex. ht m
Click the Database tab.

(Optional) Click the database name, in blue font, to display more details about the
database.

(Optional) Click Actions next to a database entry to view more details, upgrade or delete
the database.
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Creating a Database Using the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to create a database in Oracle
Database Appliance.

Ensure that the repository is updated with Oracle RDBMS Clone files for a database version,
before creating the database as described in Updating Oracle Database Appliance Repository
with Database Clone Files Using the CLlI.

@® Note

For Standard Edition Oracle Database 19c or later, you cannot create Oracle RAC Or
Oracle RAC One Node Database. You can only create single-instance Oracle
Database. For Standard Edition Oracle Database 19.6 or later, you can choose to
enable high availability for single-instance database. For Enterprise Edition Oracle
Database 19.15 or later or Oracle Database 21.6 or later, you can choose to enable
high availability for single-instance databases.

The Browser User Interface provides a quick and easy method of creating new databases. The
Create New Database page in the Browser User Interface is populated with default options for
most of the configuration options. Drop-down lists enable you to quickly view and select from a
list of available options. You can use the drop-down list to create a new database Oracle
Database Home (ORACLE_HOME) for the database or select an existing ORACLE_HOME
that you created earlier.

Oracle Database 19.29 is supported on both Oracle Automatic Storage Management (Oracle
ASM) and Oracle ASM Cluster file system (Oracle ACFS). When databases are created in
Oracle ACFS, each database is configured with its own Oracle ACFS file system for the
datafiles and uses the following naming convention: / u02/ app/ db user/ oradat a/ db uni que
name. The default size of this mount point is 100 GB.

The fields in the Browser User Interface adjust, depending on the database version you select.
Follow these steps to create a database:

1. Log into the Browser User Interface:
https://host-ip-address: 7093/ mgnt /i ndex. ht m

Click the Database tab.

Click Create Database to display the Create Database page.

Select Create Database on the Create Database page.

g w DN

Enter the following information on the Database Information page to configure the
database:

a. Inthe DB Name field, enter a name for the database. The name dbl appears in the
field as an example of a database name, but the field is not populated. You must enter
a hame.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

b. (Optional) In the DB Unique Name field, enter a name to define a unique name for
the database.

c. Inthe Use Existing DB Home field, select Yes or No.
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In the DB Version field, select a database bundle patch number from the drop-down
list.

Available database versions with available clones appear in the list in descending
order. Supported versions that are not available in the repository appear in light gray
font at the bottom of the list. Search is available for the list. To add a supported version
to the repository, download the RDBMS clone file and update the repository.

For the CDB option on Oracle Database releases later than 12.1, select Yes or No,
depending on whether or not you want the database to be a
container database (CDB). The default is Yes.

In the PDB Name field, enter a name for the pluggable database (PDB).

Alphanumeric characters and underscore (_) are valid. The name must begin with an
alphanumeric character and cannot exceed 30 characters. The name pdbl appears in
the field in italic text as an example, but it is not populated. You must enter a name.

In the PDB Admin User field, enter a name.

The field shows pdbadni n as an example, you must enter a name. Alphanumeric
characters and underscore () are valid.

In the Database Edition field, enter the edition for which you have a license, either
Enterprise Edition or Standard Edition.

For Standard Edition Oracle Database 19c or later, you can only create single-instance
Oracle Database. For Standard Edition Oracle Database 19.6 or later, you can choose
to enable high availability for single-instance database. For Enterprise Edition Oracle
Database 19.15 or later or Oracle Database 21.6 or later, you can choose to enable
high availability for single-instance databases.

For single-instance Oracle Database deployment, specify the Node, either NodeO or
Nodel. The default is NodeO. Specify whether you want to Enable High Availability.

In the Shape field, select a database shape from the drop-down list. The shape
determines the number of cores and total memory allocated to the database. The
default is odb1.

In the Database Class field, select a database class from the drop-down list. If an
option is not available in the list, it is not supported for the database edition on the
Oracle Database Appliance or the version that you selected. The default is OLTP.

In the Storage field, select ACFS or ASM from the drop-down list. The default is
Oracle ASM.

If the disk group redundancy was set to Flex during the appliance creation, then you
can select the Database Redundancy value as Mirror or High.

Select the Networks you want to associate with the database.
Select the CPU Pool Name to associate with the database.

For the Configure EM Express or Configure EM Console option, select Yes or No.
The default is No.

Select Yes to configure the Oracle Enterprise Manager Database Express (EM
Express) console for Oracle Database 19.29. Selecting Yes enables you to use the
console to manage the database.

In the SYS and PDB Admin User Password field, enter the password for the SYS,
SYSTEM and PDB Adnmi n.

The password must begin with an alpha character and cannot exceed 30 characters.
Quotation marks are not allowed.
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r. In the Confirm Password field, enter the password again to confirm.

s. Inthe Characterset field, select an option from the drop-down list. The default is
AL32UTF8.

t. Inthe National Characterset field, select an option from the drop-down list. The
default is ALI6UTF16.

u. Inthe Language field, select a database language from the drop-down list. The default
is American.

v. Inthe Territory field, select a territory or location for the database from the drop-down
list. The default is America.

Click Next.

In the TDE Information page, for Oracle Database Enterprise Edition 19c or later, you can
choose to enable Transparent Database Encryption (TDE). Select Yes or No in the Enable
TDE option. Specify and confirm the TDE Password. By default, the TDE option is
disabled.

Click Create. When prompted, click Yes to confirm that you want to start the job to create
the database.

The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status.

After you close the Job confirmation page, you can click the Activity tab to monitor the job
progress. Click the job number to view the tasks and status details. Click Refresh to refresh
the page.

Managing Database Homes on Oracle ACFS Storage

Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to manage
database home storage in Oracle Database Appliance.

Managing Database Home Storage Using the Browser User Interface

1.

8.

Log into the Browser User Interface:
https://host-ip-address: 7093/ ngnt /i ndex. ht m

Click the Database tab.
Click Database Home Storage on the left pane.

If Database Home Storage is not configured, then click on the Configure Database Home
Storage button.

Select the Disk Group Name and specify the Size in GB.

Click Create. When prompted, click Yes to confirm that you want to start the job to
configure the database home storage.

You can also view a list of all Database Home storages from the Database tab and view
details for each database.

To modify Database Home Storage, select Modify in the Actions drop down list.

Managing Database Home Storage Using ODACLI Commands

1.

Use the odacl i confi gure- dbhome- st or age command to configure the database home
storage:

# odacli configure-dbhone-storage -dg DATA
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Use the odacli |ist-dbhone-storages command to list the database home storages:

# odacli I|ist-dbhone-storages

Use the odacl i descri be- dbhone- st orages command to describe a database home
storage:

odacli describe-dbhome-storage -i 67622ce6- 0a00- 4f ec- b948- 7a0ba7922311

For more information about these command options, see the Oracle Database Appliance
Command Line Reference chapter in this guide.

Related Topics

odacli configure-dbhome-storage
Use the odacl i confi gur e- dbhone- st or age command to configure the database
home storage.

odacli list-dbhome-storages

Use the odacl i 1i st-dbhone- st or ages command to view the database home
storage resources after the volumes for ORACLE_HOME and ORACLE_BASE are
created.

odacli describe-dbhome-storage
Use the odacl i descri be- dbhone- st or age command to view information such as
how much space is available (at a volume or diskgroup level).

odacli modify-dbhome-storage
Use the odacl i nodi f y- dbhome- st or age command to modify database home
storage and add additional disk space.

Creating a Database Using ODACLI Commands

Create a database from the command-line interface.

@® Note

If you provisioned the appliance without creating an initial database, then you must
create a Oracle home. If the version of the database home is different from the
migrated database, create a database home for the migrated database. You might
want to create a database home specifically for the migrated database.

/\ Caution

When you enable Transparent Data Encryption (TDE) on databases, with software
keystore or Oracle Key Vault keystore with endpoints in Oracle Key Vault, you are
prompted to set a password for the TDE wallet. Provide a strong password for security
compliance. Enter this password carefully when setting it for the first time, and ensure
that this password is available to you at all times for database management
operations. Failure to provide the TDE wallet password when prompted, will cause an
error in accessing encrypted data.

This example creates a new database named PRCDDB with database version 19.29, and a new
database home, if a database home does not exist.
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Use the odacl i 1i st-dbhones command to display a list of database homes and verify
that a database home exists for the database version.

Note the ID if you want to use an existing database home or if you want to get more
details. Use the odacl i descri be- dbhomes command to get more details about a
specific database home.

# odacli |ist-dbhones
ID Nane DB Version

b727bf 80- c99e- 4846- ac1f - 28a81a725df 6 OraDB199_homel 19.29.0.0.0

(conti nued)
Home Location

/ u01/ app/ or auser/ product/19. 0. 0. 0/ dbhore_1

Create a database home if a database home does not exist for the database version.

If you want to create a database home for specifically for the migrated database, you can
use the odacl i creat e- dbhonme command, or you can create the database home when
you create the database. The example creates a database home for database version
19.29.0.0.0.

# odacli create-dbhone -v 19.29.0.0.0

Create a database. You can use an existing database home ID or you can create a
database home when creating the database.

To create a database named PRCDDB that uses an existing database home with 1D
b727bf 80- c99e- 4846- aclf - 28a81a725df 6:

# odacli create-database -n PRODDB -i o -dh b727bf 80-c99e- 4846-
aclf-28a81a725df 6

To create a database named PRCDDB with database version 19. 29. 0. 0. 0 and a database
home:

# odacli create-database -n PRODDB -v 19.29.0.0.0 -io

To create a TDE-enabled database named PRODDB:

# odacli create-database -n PRODDB -t

Cloning a Database from Backup

Use the Browser User Interface to clone a database from a backup.

When you backup a database in Oracle Database Appliance, a backup report is created. Save
the backup report as a JSON file and you can use the file to create a database on the same
appliance, or a different appliance.

The following are the prerequisites to cloning a database from a backup:

1.

The source database backup location must be Object Store or External FRA (Network File
System).
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If you use Object Store backup location, then obtain Object Store Credentials for the host.

If you use an External FRA (Network File System) backup location, then obtain the
Network File System (NFS) mount point location.

Create a backup policy using the object store credentials or NFS mount point as the
backup destination.

Attach the backup policy to the database that you want to backup. If the source database
does not have TDE enabled, then providing the Backup Encryption password is mandatory
when attaching Objectstore backup policy. However, the Backup Encryption password is
optional when attaching the NFS backup policy. If the source database has TDE enabled,
then you need not specify the Backup Encryption password, irrespective of backup
destination.

Create a manual backup of the database and save the backup report generated when the
backup completes.

Follow these steps to create a database from backup:

1.

Log into the Browser User Interface:
https://host-ip-address: 7093/ ngnt /i ndex. ht m

Click the Database tab.

Click Create Database to display the Create Database page.

Click Clone Database from Backup, then click Next to display the Clone Database from
Backup page.

Select the Backup Destination from which you want to create the database. If your backup
destination is Object Store:

a. Select Backup Destination as ObjectStore.
b. Select your Object Store Credential Name.

c. Enter the password in the Backup Encryption Passwords field and the Confirm
Backup Encryption Passwords field.

If your backup destination is Network File System (NFS):
a. Select Backup Destination as External FRA.

b. Enter the password in the Backup Encryption Passwords field and the Confirm
Backup Encryption Passwords field.

Click Browse and select the backup report from which you want to create the database.

When the backup report is loaded, Database Information and TDE Information steps are
displayed on different pages and populated based on the backup report. You can edit
some of the fields.

For Standard Edition Oracle Database 19c or later, you cannot clone Oracle RAC or
Oracle RAC One Node Database. You can only clone a single-instance Oracle Database.
For Standard Edition Oracle Database 19.6 or later, you can choose to enable high-
availability for single-instance database. For Enterprise Edition Oracle Database 19.15 or
later or Oracle Database 21.6 or later, you can choose to enable high availability for single-
instance databases.

In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

Enter the password in the SYS and PDB Admin User Password field and the Confirm
Password field.
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Specify the Networks.

If your source database has Transparent Database Encryption (TDE) enabled, then you
can enable TDE on the cloned database. If the source database has TDE enabled, then
the backup report has the TDE wallet backup location and the TDE Wallet Backup
Location field in the BUI displays this value. Specify and confirm the TDE Password.

You can choose an Oracle Key Vault server configuration from the Select OKV Server
Config drop-down list, and specify the OKV Wallet Location.

Click Create.

Click Yes to confirm that you want to clone a database from the selected Object Store or
External FRA.

When you submit the job, the job ID and a link to the job appears. Click the link to display
the job status and details.

Validate that the job completed. You can track the job in the Activity tab in the Browser
User Interface, or run the command odacl i descri be-j ob with the job ID.

# odacli describe-job -i jobld

Cloning an Oracle ACFS Database

Create a database from an existing Oracle ACFS database using ODACLI commands or BUI.

Cloning enables to:

Create a database from another database without bringing down the source database

Create multiple databases from a gold image, thus ensuring standardized mass
deployments

Optimize space utilization, by use of Oracle ACFS snapshots in cloning

Create different types of databases, from a single source database type. For example, you
can create single-instance databases, Oracle RAC databases, or Oracle RAC One Node
databases from any type of source database

Depending on the available memory and CPU cores, specify a supported database shape
such as odbls, odb2, and so on, to create any class of database from any source
database.

Create clone databases on a standby system. Since standby systems are not production
systems, they are a better choice for seeding test or development environments.

Run clone database from a database home that is different from that of the source
database.

Create clone database from a read-only source database.

Create read-only clone database from any source database.

Following are the prerequisites to clone a database:

Ensure that Oracle Clusterware is running on all nodes, and the source database is up and
running.

The source database must use Oracle ACFS storage.
The source database must not be a multitenant container database (CDB).

The source database must be opened in either read-write mode, or read-only mode if it is a
primary database. A standby database can be in mounted or read-only open mode.
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The source database must not be in backup mode.
The source database must be in archive mode.

All data files of the source database must be in the same Oracle ACFS directory.

@® Note

For Standard Edition Oracle Database 19c or later, you cannot clone Oracle RAC or
Oracle RAC One Node Database. You can only clone a single-instance Oracle
Database. For Standard Edition Oracle Database 19.6 or later, you can choose to
enable high-availability for single-instance database.

Cloning an Oracle ACFS Database Using Command Line Interface

1.

Run the odacl i cl one- dat abase command.

odacli cl one-dat abase --databaseUni queNane --dbname --dbshape --dbtype --
sour cedbnane --associ at ed-networks --cpupool --dbhoneid --disable-ha --
enabl e-ha --newhone --read-only --tdepassword--json

For cloning, you can create a new database home or select an existing database home. To
create a new database home, specify the - - newhone option. To use an existing database
home, specify the - - dbhonei d. Specify the unique name of the database, the name for the
new database, the database shape, the type of database, and the source database name.
For TDE-enabled database, also specify the - -t depasswor d option. The TDE password of
the new database must be the same as the TDE password of the source database.

For information about all the command options, see the ODACLI Command Reference
chapter.

Cloning an Oracle ACFS Database Using the Browser User Interface

1.

g » W DN

Log into the Browser User Interface:

https://host-ip-address: 7093/ ngnt /i ndex. ht m

Click the Database tab.

Click Create Database to display the Create Database page.

Click Clone a Database, then click Next to display the Clone Database page.

In the Clone Database page, you can create a new database home or select an existing
database home.

To create a new database home, select the Create New DB Home and then provide the
values as described in this procedure.

To specify an existing database home, select the Source Database Name from which you
want to create the database and the DB Home Name.

For Oracle Database 19c Standard Edition, you can only create single-instance Oracle
Database, with or without high-availability. For Standard Edition Oracle Database 19.6 or
later, you can choose to enable high-availability for single-instance database. For
Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later, you
can choose to enable high availability for single-instance databases.

Select the Database Shape (template) for your new database. The database shape you
select determines the total memory allocated to the database.
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In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

Specify the DB Unique Name for the database. If the database unique name is not
provided, then the name of the database is set to the database name.

Specify the Networks.

Enter the password in the SYS and PDB Admin User Password field and the Confirm
Password field. For Transparent Database Encryption (TDE) enabled database, specify
the TDE wallet password. The TDE password is the same as the TDE password of the
source database.

Click Create.
Click Yes to confirm that you want to clone a database from the selected source database.

When you submit the job, the job ID and a link to the job appears. Click the link to display
the job status and details.

Validate that the job completed. You can track the job in the Activity tab in the Browser
User Interface, or run the command odacl i descri be-j ob with the job ID.

# odacli describe-job -i jobld

Related Topics

odacli clone-database
Use the odacl i cl one- dat abase command to clone a new database from a source
database.

Modifying a Database

Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to modify a
database in Oracle Database Appliance.

Modifying a Database Using the Browser User Interface

1.

Log into the Browser User Interface:
https://host-ip-address: 7093/ nmgnt /i ndex. ht m

Click the Database tab.
For the database that you want to modify, select Modify in the Actions drop down list.

In the Modify Database page, you can attach or detach associated networks and backup
policy, and modify database shape and class. You can also change TDE wallet
management from EXTERNAL to ODA for Oracle Database 19c and later databases.

To modify the Database Class or Database Shape, select the new value in the drop down
list.

To attach or detach networks, modify the values in the Attach Networks and Detach
Networks fields.

To remove the associated backup policy from the database, do not select any value in the
Select Back up Policy drop down list.

If you configured Oracle Flex disk group when you created the database, you can also
modify the database redundancy. If the database you are modifying is an Oracle ACFS
Database, then the database redundancy for all cloned Oracle ACFS databases is
modified.
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You can choose to change the Backup Encryption Password. If the database has TDE
enabled, then the RMAN Backup Encryption password is not used.

Note that if the database uses Oracle Key Vault server configuration, then you cannot
modify any TDE options.

Select the Specify TDE Option to perform these operations:

* Select Re-key TDE Master Encryption Key to re-key the TDE master encryption key
of the database. Specify the Current TDE Wallet password.

* Select Change Password for TDE Wallet and specify the Current TDE Password
and the New TDE Password.

* If the TDE wallet management is set to EXTERNAL, then you can view and select the
Change TDE Wallet Management option, and set it to CDA.

For Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later,
you can choose to Enable High Availability for single-instance databases.

For Standard Edition Oracle Database 19.6 or later, you can choose to Enable High
Availability for single-instance databases.

Click Modify. When prompted, click Yes to confirm that you want to start the job to modify
the database.

Modifying a Database Using ODACLI Commands

1.

Use the odacl i nodi fy- dat abase command to modify the configuration of a database,
such as backup configuration, database class, database type, TDE key, or to change the
TDE wallet management from EXTERNAL to ODA.

# odacli nodify-database -s database _shape -cl database class -i dbid

For example:

# odacli nodify-database -i 1941d594-c777- 4eca- 9f ce- 18b778d5¢153 -s odb2 -
cl DSS

For example, the following command re-keys the TDE master encryption key of the
database after accepting the current TDE Wallet password.

# odacli nodify-database -n testdb -rkt
Enter TDE wal | et password:

For more information about the odacl i nodi f y- dat abase command options, see the
Oracle Database Appliance Command Line Reference chapter in this guide.

Related Topics

odacli modify-database

Use the odacl i nodi f y- dat abase command to modify the configuration of a database,
such as backup configuration, database class, and database type, and to change TDE
wallet management from EXTERNAL to CDA.
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Moving a Database from One Oracle Home to Another

Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to move a
database from one Oracle home to another of the same database version.

Moving a Database Using the Browser User Interface

1.

Log into the Browser User Interface:
https://host-ip-address: 7093/ ngnt /i ndex. ht m

Click the Database tab.
For the database that you want to modify, select Move in the Actions drop down list.

Select the Destination Database Home where you want to move the database. The
destination database home must be of the same base version. Select Ignore Missing
Patches to ignore missing patches. For high-availability environment, you can select the
Non-Rolling check box to perform non-rolling move of the database home.

Click Move. When prompted, click Yes to confirm that you want to start the job to move the
database.

Moving a Database Using ODACLI Commands

1.

Use the odacl i nove- dat abase command to move a database from one Oracle home to
another home of the same database version.

# odacli nove-database -i database |ID -dh destination_database_home |ID

For more information about the odacl i nove- dat abase command options, see the Oracle
Database Appliance Command Line Reference chapter in this guide.

Related Topics

odacli move-database
Use the command odacl i mnove- dat abase to move a database from one Oracle home
to another home of the same database version.

Upgrading a Database

Use the Oracle Appliance Manager Browser User Interface to upgrade an Oracle database to
a different database home version.

Before upgrading to a different database home, you must upload the Oracle RDBMS clone files
to the repository and create the database home.

1.

@® Note

You cannot upgrade Oracle RAC or Oracle RAC One Node Database to a destination
database home of Standard Edition Oracle Database 19c or later. You must first
convert Oracle RAC Or Oracle RAC One Node Database to single-instance Oracle
Database using the odacl i nodi f y- dat abase command and then upgrade the single-
instance Oracle Database to a destination database home of Standard Edition 19c or
later.

Log into the Browser User Interface:
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https://host name or ip-address: 7093/ ngnt/i ndex. ht m
Click the Database tab.
Click Actions next to the database that you want, then select Upgrade.

Select the destination database home version from the list of available versions for the
upgrade.

When upgrading single-instance Standard Edition Oracle Database 18.9 or later to
Standard Edition Oracle Database 19c or later, you can also choose to enable or disable
High Availability.

When upgrading single-instance Enterprise Edition Oracle Database 19.15 or later or
Oracle Database 21.6 or later, you can also choose to enable or disable High Availability.

You can also change the TDE wallet management option if TDE is enabled for the source
database and the TDE Wallet Management is set to External. Select Change TDE Wallet
Management to set the TDE Wallet Management to ODA.

Click Upgrade.

Upgrading a Database Manually Using AutoUpgrade

Use AutoUpgrade to manually upgrade an earlier release of Oracle database on Oracle
Database Appliance.

Starting with Oracle Database Appliance release 19.17, you cannot manage releases of Oracle
Database earlier than 19¢ using ODACLI or BUI. To upgrade Oracle databases of release
12.1, 12.2, and 18c on Oracle Database Appliance, use OPatch to patch the databases or use
Oracle Database Upgrade Assistant (DBUA) or AutoUpgrade to upgrade these databases
manually with Oracle Database Appliance 19.17 or later.

Ensure the following:

The Oracle Database Appliance server must be on Oracle Database Appliance release
19.19 or later.

The repository must be updated with the target database clone version on the source and
target Oracle Database Appliance systems.

Create the destination DB home for the database:

#odacl i create-dbhome -v 19.18.0.0.230117

[root @dal ~]# odacli |ist-dbhones

I D Nane DB
Ver si on DB Editi on Home
Locati on St at us

f90adccl-f 64a-41ce-b72d- 154db155b1f a OraDB19000_honel
19.18.0.0.230117 EE / u01/ app/ odaor ahone/ or acl e/
product/19. 0. 0. 0/ dbhone_1 CONFI GURED

562a7428- 9ea7- 4878- 9005- 62c¢9d732al2b OraDB12102_honel
12.1.0.2.220719 EE / u01/ app/ odaor ahome/ or acl e/
product/12. 1. 0. 2/ dbhone_1 CONFI GURED
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Disable SSHCleanerJob and configure SSH user equivalence between both nodes in case
of Oracle Database Appliance High-Availability systems.

[root @dal ~]# odacli |ist-schedul es|grep "Nange\| SSH'

ID Nane

Description

Cr onExpr essi on Di sabl ed

44ad4f e2- 4893- 4c7d- ablc- 15845ch74aab SSHO eaner Job SSH
cleaner job to clean up stale SSH keys 00/30* 1/1* 7?2

* fal se

[root @dal ~]# odacli nodify-schedule -i 44ad4fe2-4893-4c7d-
ablc- 15845ch74aab -d
Modi fy job schedul e success

[root @dal ~]# odacli |ist-schedul es|grep "Nange\| SSH'

ID Narme

Description

Cr onExpr essi on Di sabl ed

44ad4f e2- 4893- 4c7d- ablc- 15845ch74aab SSHO eaner Job SSH
cleaner job to clean up stale SSH keys 00/30* 1/1* 7?2

* true

[oracl e@dal ~]$ /u0l/ app/ odaor ahone/ or acl e/ product/ 19. 0. 0. 0/ dbhone_1/
dei nstal | / sshUser Set up. sh -user oracle -hosts "odal oda2" -
noPr onpt Passphr ase

Create the AutoUpgrade configuration file as the or acl e operating system user on the first
node.

[oracl e@dal ~]$ cat autoupgrade. conf

gl obal . aut oupg_I og_di r=/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade

upgl. dbnane=italy

upgl.start ti me=NOW

upgl. sour ce_honme=/ u01/ app/ odaor ahone/ or acl e/ product/12. 1. 0. 2/ dbhore_1
upgl. target _hone=/ u01/ app/ odaor ahone/ or acl e/ product/19. 0. 0. 0/ dbhore_1
upgl.sid=italyll

upgl. | og_dir=/u01/ app/ odaor abase/ or acl e/ aut oupgrade/italy

upgl. upgrade_node=I ocal host

upgl.target _version=19

upgl.run_utlrp=yes

upgl. ti mezone_upg=no

Change the Fast Recovery Area to Oracle ACFS if the database was created on Oracle
ASM.

a. Verify whether the dbstorage of the database is ACFS or ASM.

# odacli |ist-databases

ID DB Nane DB Type DB
Ver si on CDB d ass Shape St or age St at us
DbHonel D
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5c183783-a198- 413e- b96e- 2c941f e1a895 italy RAC
12.1.0.2.220719 true QTP odb2 ACFS
CONFI GURED  562a7428- 9ea7- 4878- 9005- 62¢9d732a12b

8f 90d26d- c17a- 45e3- abbc- 67¢981c24a3f hun RAC
19.18. 0. 0. 230117 true OLTP EE odbl ASM
CONFI GURED  f90adccl-f 64a-41ce- b72d- 154db155b1f a

[root @dal ~]# odacli |ist-dbhones

ID Nane DB
Ver si on DB Editi on Hone
Locati on St at us

f90adccl-f 64a- 41ce- b72d- 154db155bh1f a OraDB19000_honel
19.18.0.0.230117 EE / u01/ app/ odaor ahone/ or acl e/
product/19. 0. 0. 0/ dbhone_1 CONFI GURED

562a7428- 9ea7- 4878- 9005- 62c9d732a12b OraDB12102_honel
12.1.0.2.220719 EE / u01/ app/ odaor ahone/ or acl e/
product/12. 1. 0. 2/ dbhome_1 CONFI GURED

[oracl e@dal ~]$ export ORACLE HOMVE=/ u0l/ app/ odaor ahone/ or acl e/ product /
12.1.0. 2/ dbhone_1

[oracl e@dal ~]$ export PATH=$ORACLE HOVE/ bi n: $PATH

[oracl e@dal ~]$ export ORACLE SID=italyl

[oracl e@dal ~]$ sqlplus / as sysdba

SQ.> show paraneter db_recovery file_dest

ACFS:

NANVE TYPE VALUE

db_recovery file_dest string [ u03/ app/ or acl e/
fast_recovery_areal

db_recovery file dest_size big integer 53862M

ASM

NANVE TYPE VALUE

db_recovery file_dest string

+RECQ( FGBFI LEGROUP_TEMPLATE_M RROR)

db_recovery file dest_size big integer 200G

If the dbstorage is ASM, then create a vmstorage temporarily or use an existing one
and create with a slightly larger size than db_recovery_fil e_dest_si ze.

[root @dal ~]# odacli create-vnstorage -n tempfra -r mirror -s 250G

[root @dal ~]# odacli |ist-vnstorages

Nane Di sk group Vol urre nare Vol ume
devi ce Size Used Used %

Avail able  Munt Poi nt

Created Updat ed
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tempfra DATA TEMPFRA / dev/ asnl
tempfra- 18 250.00 GB 1.09 GB 0.44% 248.91
G  /u05/app/ sharedrepo/tenmpfra 2023-04-18 19: 05: 55 CEST

2023-04-18 19:05: 55 CEST

c. Create a folder on the vmstorage and change ownership of the folder to or acl e: dba.

[root @dal ~]# mkdir /u05/app/sharedrepo/tenpfra/italy
[root @dal ~]# chown oracl e:dba /u05/app/ sharedrepo/tenpfralitaly

d. Change db_recovery file_dest to ACFS.

SQ> alter systemset db_recovery_file_dest="/u05/ app/sharedrepo/
tenpfral/italy/' scope=bot h;

Run prechecks and review the findings.

[oracl e@dal ~]$ /u0l/ app/ odaor ahone/ or acl e/ product/19. 0. 0. 0/
dbhonme_1/j dk/ bin/java -jar /u0l/app/ odaorahome/ oracl e/ product/19. 0. 0. 0/
dbhone_1/rdbns/ adni n/ aut oupgr ade. jar -config ~/aut oupgrade. conf -node
anal yze

Aut oUpgrade 22.4.220712 | aunched with default internal options
Processing config file ..

| Starting AutoUpgrade execution |

1 CDB(s) plus 2 PDB(s) will be analyzed

Type 'help' to list console commands

upg> Job 100 conpl et ed

------------------- Final Summary --------------------

Nurmber of dat abases [ 1]
Jobs finished [1]
Jobs failed [0]

Pl ease check the summary report at:

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status. htm

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status. | og

Run AutoUpgrade in fixup mode to fix issues that could prevent a successful upgrade (if
any).

[oracl e@dal ~]$ /u0l/app/ odaor ahome/ or acl e/ product/19. 0. 0. 0/
dbhome_1/j dk/ bin/java -jar /u01/app/ odaorahore/ oracl e/ product/19. 0. 0. 0/
dbhonme_1/rdbns/ adni n/ aut oupgr ade. jar -config ~/ aut oupgrade. conf -node
fixups

Aut oUpgrade 22.4.220712 | aunched with default internal options
Processing config file ..
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| Starting AutoUpgrade execution

1 CDB(s) plus 2 PDB(s) will be processed

Type 'help' to list console commands

upg> Job 101 conpl et ed

------------------- Final Summary --------------------
Nunber of databases [ 1]

Jobs finished [1]
Jobs failed [0]

Pl ease check the summary report at:

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status. htm

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status.|og

Re-run prechecks and review the findings.

[oracl e@dal ~]$ /u0l/ app/ odaor ahone/ or acl e/ product/19. 0. 0. 0/
dbhonme_1/j dk/ bin/java -jar /u0l/app/ odaorahome/ oracl e/ product/19. 0. 0. 0/
dbhone_1/rdbns/ adni n/ aut oupgr ade. jar -config ~/autoupgrade. conf -node
anal yze

Aut oUpgrade 22.4.220712 | aunched with default internal options
Processing config file ..

| Starting AutoUpgrade execution

1 CDB(s) plus 2 PDB(s) will be analyzed

Type 'help' to list console commands

upg> Job 102 conpl et ed

------------------- Final Summary --------------------
Nunber of databases [ 1]

Jobs finished [1]
Jobs failed [0]

Pl ease check the summary report at:

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status. htm

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status.|og

Upgrade the database.

[oracl e@dal ~]$ /u0l/app/ odaor ahome/ or acl e/ product/19. 0. 0. 0/
dbhome_1/j dk/bin/java -jar /u01/app/ odaor ahome/ oracl e/ product/19. 0. 0. 0/
dbhore_1/rdbns/ adnmi n/ aut oupgr ade. jar -config ~/ autoupgrade. conf -node
depl oy

Aut oUpgrade 22.4.220712 | aunched with default internal options
Processing config file ..

1 CDB(s) plus 2 PDB(s) will be processed
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Type 'help' to list console commands

upg> Job 103 conpl et ed
------------------- Final Summary --------------------

Nurmber of dat abases [ 1]
Jobs finished [1]
Jobs failed [0]
Jobs restored [0]
Jobs pending [0]

---- Drop GRP at your convenience once you consider it is no |onger needed

Drop GRP fromitalyl: drop restore point AUTOUPGRADE 9212 ROME121020

Pl ease check the summary report at:

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status. htm

/ u01/ app/ odaor abase/ or acl e/ aut oupgr ade/ cf gt ool | ogs/ upgr ade/ aut o/ st at us/
status.|og

Note: once you confirned that database was running as expected fromall
perspective and downgrade surely woul d not be needed, drop the restore
poi nt which was created by AutoUpgrade tool as the output also instructed

---- Drop GRP at your convenience once you consider it is no |onger needed

Drop GRP fromitalyl: drop restore point AUTOUPGRADE 9212 ROME121020

Enable SSHCIleaner job and remove SSH user equivalence in case of Oracle Database
Appliance high-availability system.

[root @dal ~]# odacli |ist-schedul es|grep "Nange\| SSH'

ID Narme

Description

Cr onExpr essi on Di sabl ed

44ad4f e2- 4893- 4c7d- ablc- 15845ch74aab SSHO eaner Job SSH
cleaner job to clean up stale SSH keys 00/30* 1/1* 7?2

* true

[root @dal ~]# odacli nodify-schedule -i 44ad4fe2-4893-4c7d-
ablc-15845ch74aab -e
Modi fy job schedul e success

[root @dal ~]# odacli |ist-schedul es|grep "Nange\| SSH'

ID Nane

Description

Cr onExpr essi on Di sabl ed

44ad4f e2- 4893- 4c7d- ablc- 15845ch74aab SSHO eaner Job SSH
cleaner job to clean up stale SSH keys 00/30* 1/1* 7?2

* fal se

Renove | ocal and renote node from/hone/oracle/.ssh/authorized keys files
on both nodes as oracle OS user using "vi" command

[oracl e@dal ~]$ vi /home/oracle/.ssh/authorized_keys
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[oracl e@da2 ~]$ vi /home/oracl e/.ssh/authorized_keys

Remove all id* files under /hone/oracle/.ssh as oracle OS user on both
nodes

[oracl e@dal ~]$ rm/home/oracl e/ .ssh/id*
[oracl e@da2 ~]$ rm/home/oracl e/.ssh/id*

10. Sync up the DCS metadata of the database.

[root @dal ~]# odacli |ist-dbhones

ID Nane DB
Ver si on DB Edition Home
Locati on St at us

f90adccl-f 64a-41ce-b72d- 154db155b1f a OraDB19000_honel
19.18.0.0.230117 EE / u01/ app/ odaor ahome/ or acl e/
product/19. 0. 0. 0/ dbhone_1 CONFI GURED

562a7428- 9ea7- 4878- 9005- 62c¢9d732al2b OraDB12102_honel
12.1.0.2.220719 EE / u01/ app/ odaor ahome/ or acl e/
product/12. 1. 0. 2/ dbhone_1 CONFI GURED

[root @dal ~]# odacli |ist-databases

ID DB Nane DB Type DB

Ver si on CDB d ass Edition Shape Storage Status
DB Honme I D

222a1d47- 24ea- 4a00- 82f 0- 20d7f e17f 59e italy RAC

12.1.0. 2.220719 true QTP EE odb2 ACFS

CONFI GURED  562a7428- 9ea7- 4878- 9005- 62c9d732al2b

[root @dal ~]# odacli describe-dbstorage -n italy|grep DBUni que
DBUni que Nane: rome

[root @dal ~]# odacli update-registry -n db -u rone

Job details
ID: fc54b821- c407-4174- 8ala- c90ba66ebcd2
Description: Discover Conponents : db
Status: Created
Created: April 18, 2023 12:04:55 PM CEST
Message

[root @dal ~]# odacli describe-job -i fc54b821-c407-4174-8ala-c90bab6ebcd2

Job details
ID:  fc54b821-c407-4174-8ala- c90bab66e6cd2
Description: Discover Conponents : db
Status: Success
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Created: April 18, 2023 12:04:55 PM CEST

Message:
Task Name Node Narme Start
Ti me End Time St at us
Di scover DBHome odal April 18,
2023 12:05: 01 PM CEST April 18, 2023 12:05:04 PM CEST Success
Di scover DBHome odal April 18,
2023 12:05: 04 PM CEST April 18, 2023 12:05:07 PM CEST Success
Di scover DB: rone odal April 18, 2023
12:05: 09 PM CEST April 18, 2023 12:05:20 PM CEST Success
[root @dal ~]# odacli |ist-databases
ID DB Nane DB Type DB
Ver si on CDB d ass Edition Shape Storage Status
DB Honme ID
222a1d47- 24ea- 4a00- 82f 0- 20d7f e17f 59¢ italy RAC
19.18. 0. 0. 230117 true QTP EE odb2 ACFS

CONFI GURED  f90adccl-f64a-41ce-b72d- 154db155b1f a

11. If you edited db_recovery_file_dest in step 4, then revert the change.

[oracl e@dal ~]$ export ORACLE_HOVE=/ u01/ app/ odaor ahone/ or acl e/ pr oduct/
19. 0. 0. 0/ dbhone_1

[oracl e@dal ~]$ export PATH=$ORACLE HOVE/ bi n: $PATH

[oracl e@dal ~]$ export ORACLE_ SID=italyl

[oracl e@dal ~]$ sqlplus / as sysdba

SQ.> alter system set
db_recovery_file_dest="+RECO FGFI LEGROUP_TEMPLATE_M RROR)' scope=bot h;

12. Take a full backup.
[oracl e@dal ~]# odacli create-backup -n italy -bt Regular-LO

13. Remove the temporary vmstorage.

[oracl e@dal ~]# odacli delete-vimstorage -n tenpfra

Deleting a Database

Use the Oracle Appliance Manager Browser User Interface to delete an Oracle database.

1. Log into the Browser User Interface:
https://host name or ip-address: 7093/ ngnt/i ndex. ht m
2. Click the Database tab.

3. Click Actions next to the database that you want, then select Delete.
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4. In the Confirmation dialog, select Force Delete to force the deletion and then click OK to
confirm the action.

Working with Database Homes

Use the Browser User Interface to display a list of database homes, details, and create and
delete database homes.

e About Managing Multiple Oracle Homes on Oracle Database Appliance
Create and manage one or more Oracle home directories and Oracle databases on Oracle
Database Appliance.

* Viewing Database Homes
Use the Browser User Interface to display a list of database homes and database home
details, including databases associated with a DB home.

e Creating a Database Home
Use the Browser User Interface to create database homes in Oracle Database Appliance.

« Deleting a Database Home
Use the Browser User Interface to delete an Oracle database home.

About Managing Multiple Oracle Homes on Oracle Database Appliance

Create and manage one or more Oracle home directories and Oracle databases on Oracle
Database Appliance.

Oracle home is the directory in which you install Oracle Database binaries, and from which
Oracle Database runs. Oracle Database Appliance supports multiple Oracle homes, including
support of different release Oracle Database homes. You can create multiple Oracle databases
on a given Oracle home. Use Oracle Appliance Manager Browser User Interface to create and
manage multiple Oracle homes and databases on Oracle Database Appliance. Oracle
Database Appliance Manager automatically creates an Oracle Database Oracle home that is
compliant with Oracle’s Optimal Flexible Architecture (OFA) standards.

Check the Oracle Database Appliance Release Notes to obtain information about the specific
Oracle software releases supported for your Oracle Database Appliance platform.

When you use ODACLI commands to create multiple homes on Oracle Database Appliance,
the commands start the Oracle Home cloning process. In Oracle Database Appliance
deployments, the user or acl e is the default software installation owner.

You can use the Browser User Interface or the command-line interface to create and manage
databases.

Use ODACLI commands to create, list, describe, and delete databases on Oracle Database
Appliance. The odacl i creat e- dat abase command enables you to create a database with
minimal user input. When you run this command without any additional options, the command
creates a new database home (ORACLE_HOME). You can create a database in an existing
home by using the - - dbhonei d option. To find the dbhomeid, use the odacl i |i st -
dbhones command.

Alternatively, you can use the Browser User Interface to create list, describe and delete
databases and database homes. You can display a list of all Database Homes that includes the
database home name, ID, version, the date and time that the database home was created and
the location on the same page. You can also create and delete database homes on the
Browser User Interface.
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/\ Caution

Do not apply Oracle Database patches directly to Oracle Databases on Oracle
Database Appliance. Only use Oracle Database Appliance patch bundles, which are
tested to work across the whole software stack. If a one-off database patch is
required, it may be applied to the Oracle Home. When you apply the Oracle Database
Appliance patch bundle, it may cause a conflict during future patching events and you
might need to roll back and then re-apply the patch.

Viewing Database Homes

Use the Browser User Interface to display a list of database homes and database home
details, including databases associated with a DB home.

1. Log in to the Browser User Interface:
https://ip-address: 7093/ ngnt /i ndex. ht m
2. Click the Database tab.

3. Click Database Home on the left menu to view all database homes. The name, ID,
version, location and date and time stamp of when the database home was created
appears on the page.

4. (Optional) Click Actions next to a database home entry, then View Databases to see the
databases that are associated with the database home.

Creating a Database Home

Use the Browser User Interface to create database homes in Oracle Database Appliance.

Before you can create a database home, the Oracle Database Appliance RDBMS Clone file
image must be in the repository. Follow these steps to create a database home:

1. Log in to the Browser User Interface:
https://ip-address: 7093/ ngnt/i ndex. ht m

2. Click the Database tab, then click Database Home.

3. Click Create Database Home.

4. Select a database version from the list of available versions, then select the database
edition, either Enterprise Edition or Standard Edition, per your licensing agreement.

5. Click Create. When prompted, click Yes to confirm that you want to start the job.

Deleting a Database Home

Use the Browser User Interface to delete an Oracle database home.
You can delete a database home (DB Home) if it is not associated with any databases.
1. Log into the Browser User Interface:
https://host nane or ip-address: 7093/ ngnt /i ndex. ht ni
2. Click the Database tab.
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3. Click Database Home on the left menu to view all database homes. The name, ID,
version, location and date and time stamp of when the database home was created
appears on the page.

4. Click Actions next to a database home entry, then Delete, and then confirm the action to
delete a database home.

Migrating Databases

Review these topics to learn how to prepare for and migrate an entire database to your Oracle
Database Appliance.

e About Migrating Databases
You can migrate an entire active container database (CDB) or non-CDB database to an
Oracle Database Appliance machine by using the RMAN duplicate command.

e Configuring a Static Listener
Configure a static listener before you duplicate a database.

e Migrating a Database
Use the RMAN Dupl i cat e command to migrate the entire database to the appliance.

* Reqistering a Database
Use the odacl i regi st er-dat abase command to register the migrated database with
the appliance.

About Migrating Databases

You can migrate an entire active container database (CDB) or non-CDB database to an Oracle
Database Appliance machine by using the RMAN duplicate command.

When using RMAN Duplicate, ensure to have network connectivity from source and target
databases:

e Source database: The existing database to be migrated.

» Target database: The new database created on an Oracle Database Appliance
environment.

If you do not have network connectivity between the source and the target environments, you
can use the offline migration method. Offline migration uses RMAN backup sets for duplication,
which does not require connectivity to the primary database.

At a high level, the procedure involves the following steps:

1. Deploy or update Oracle Database Appliance to the latest version.

Confirm that the provisioning completed successfully. On bare metal systems, use the
command odacli |i st-jobs andthe command odacli descri be-j ob to verify the
status.

2. Create an instance only database from the command-line interface.

e On bare metal systems, use the command odacl i cr eat e- dat abase with the
i nstanceonl y flag on an Oracle Database Appliance machine. The new database is
the target database.

Creating an instance only database also creates the following:

e ACFS Filesystem used to store the database files
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« Directory structures that are required by the database instance/rman duplicate
command

e Password file for the SYS user
3. Configure a static listener.

4. Migrate the existing database to the target database using the backup and restore
operations.

5. Register the migrated database with the appliance.

® Note

You can only migrate and register a database of the same storage type. For example,
to migrate and register an Oracle ACFS database, you must create an Oracle ACFS
database and then migrate and register it. Similarly, to to migrate an Oracle ASM
database, you must create an Oracle ASM database and then migrate it.

Configuring a Static Listener

Configure a static listener before you duplicate a database.
The static listener is only required when using RMAN Duplicate command.
Perform the following steps to manually configure the | i st ener. or a file:

1. Login as a grid user.
2. Navigate to /u01/ app/ 19. 0. 0. 0/ gri d/ net wor k/ adni n/ directory.

3. Edit the default i st ener. or a file and append the static database entry.

SID LI ST_LI STENER=
(SID_LIST=
(SI D_DESC=
( GLOBAL_DBNAME=db_uni que_nare wi th domai n)
( ORACLE_HOME=db hone)
('SI D_NAME=db uni que nare)
(ENVS="TNS_ADM N=dat abase hone/ net wor k/ adnmi n"))

For example, the following file is edited for an 19.29.0.0.0 database named PRODDB in the
exanpl e. comdomain:

SID LI ST LI STENER=
(SID_LIST=
(SI D_DESC=
( GLOBAL_DBNAME=PRODDB. exanpl e. com
( ORACLE_HOVE=/ u01/ app/ or acl e/ product/ 19. 0. 0. 0/ dbhone_2)
('SI D_NAME=PRODDB)
( ENVS="TNS_ADM N=/ u01/ app/ or acl e/ product/ 19. 0. 0. 0/

dbhome_2/ net wor k/ adni n"))

)

4, Save the file.
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5. Restart the listener.

srvctl stop listener -1 listener
srvctl start listener -l listener

Migrating a Database

Use the RMAN Dupl i cat e command to migrate the entire database to the appliance.

Before migrating the database, verify that a network connection exists between the source and
destination databases.

1. Verify that the sysdba connection to the auxiliary database is working. Use the password
that you defined when you created the database with the - - i nst anceonl y flag.

sql pl us sys/ passwor d@ost nanme: PORT/ GLOBAL_DBNAME as sysdba << ECF
select 1 from dual;

exit;

EOF

The following example uses the Welcome_12 password for myhost on port 1521 for
PRODDB.example.com.

sql pl us sys/ Wl cone_12@ryhost : 1521/ PRODDB. exanpl e. com as sysdba << ECF
select 1 fromdual;

exit;

EOF

2. As oracle user, set the ORACLE_HOME and ORACLE_SID environment variables.
ORACLE_HOVE=path of Oracle Hone against which the AUX DB is created
ORACLE_SI D=dat abase uni que nane

3. Display a list of all database storage configured on the appliance and database storage
identifiers (ID).

Use the odacl i 1i st-dbstorages to display the storage IDs for all configured
filesystems.

# odacli |ist-dbstorages

I D Type DBUni que Nane St at us
68d13446-f 26¢c- 49¢ee- ab75-a393732aa88a  Asm rdbl Confi gured
ff2023d9- 338d- 4cf f - 8bb4- e73a89e32ce4  Acfs PRCDDB Confi gured

4. Display the database storage details, including the DATA, RECO and REDO locations, for
each database storage ID.

For example, use the odacl i descri be- dbst or age command to display information
about the ACFS storage for ID 9fe39332-ccla-4b4b-8393-165524a6ef6b.

# odacli describe-dbstorage -i ff2023d9-338d- 4cff-8bb4-e73a89e32ce4
DBSt orage details
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| D: ff2023d9- 338d- 4cf f - 8bb4- €73a89e32ce4

DB Nane: PRODDB

DBUni que Nane: PRODDB

DB Resource | D: ¢c5b77384- 634e-4dc8- b10b-fa2831d2c59b
Storage Type: Acfs

DATA Location: /u02/app/oracl e/ oradat a/ PRODDB
RECO Location: /u03/app/oracle/fast_recovery_areal
REDO Location: /u03/app/oraclel/redo/

State: ResourceState(status=Configured)

Created: June 22, 2019 12:07:12 PM SGT

Updat edTi me: June 22, 2019 12:26:39 PM SGT

Duplicate the database.

Use the RMAN duplicate database command to duplicate the database.

rman target sys/Wlcone_ 12@ource database host nane: PORT
(Cont i nued)

/ Service Nane auxiliary sys/ Wl come_12@ost name of the target
dat abase: 1521/ servi ce nane

RUN {

SET NEWNAME FOR DATABASE TO NEW

duplicate target database to PRODDB from active database

SPFI LE

SET cluster_database ' fal se'

SET audit _file dest '/u0l/app/oracl e/ adm n/ PRODDB/ adunp'

SET db_create file_dest '/u02/ app/oracl e/ oradat a/ PRODDB

SET db_create_online_log dest 1 '/u03/app/oraclel/redo

SET db_recovery file_dest '/u03/app/oracle/fast recovery area'
SET control _files '/tnp/control PRODDB.ctl' nofilenamecheck;

}

Registering a Database

Use the odacl i regi st er-dat abase command to register the migrated database with the
appliance.

The dbcl ass, dbshape, servi cenanme and password are mandatory for registering the database.
The dbcl ass and dbshape determine the sga_t arget and pga_t ar get settings. The database

i nit.ora parameters are reset as part of the odacl i regi st er - dat abase command.
Review the i ni t. or a parameters after registration and ensure that the parameters set
correctly.

Follow these steps to register a database:

1.

Ensure that the sql pat ches are in the Oracle Database Appliance environment. If the
patches are not in the environment, copy the $CH sql pat ch directories from the source
database home to the $CH in Oracle Database Appliance before executing the odacl i
regi st er - dat abase command

The odacl i regi st er-dat abase command invokes the dat apat ch utility for applying
the post patch SQLs. If the source database has any sql pat ches applied that are not
present in the Oracle Database Appliance environment, then the dat apat ch will fail.
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Register the database with Oracle Database Appliance.

# odacli register-database -¢c OLTP -s odbl -sn exanpl e_service
Enter SYS, SYSTEM and PDB Adnmin user password:
Retype SYS, SYSTEM and PDB Admin user password:
{
"jobld" :
"status"
"message" : null,
"reports" : [ ],
"createTi mestanp” "August 08, 2021 05:55:49 AM EDT",
"description" : "Database service registration with
db service name: exanple_service",
"August 08, 2018 05:55:49 AM EDT"

" 317b430f - ad5f - 42ae- bb07- 13f 053d266e2",
"Created",

"updat edTi ne"

—

# odacli describe-job -i "317b430f - ad5f - 42ae- bb07- 13f 053d266e2"

Job details
I D 317b430f - ad5f - 42ae- bb07- 13f 053d266e2
Description: Database service registration with
db service name: exanpl e_service
Status: Success
Created: August 08, 2018 5:55:49 AM EDT
Message:

restore control file August 08, 5:55:49 AM EDT
move spfile to right location August 08, 5:56: 08 AM EDT
register DB with clusterware August 08, 2018 5:56:13 AM EDT
reset db parameters August 08, 5:57: 05 AM EDT
Runni ng Dat aPat ch August 08, 5:57:36 AM EDT

(Conti nued)
End Tine
5.56: 08 AM EDT  Success
5.56:13 AMEDT  Success
2018 5:57:05 AMEDT  Success
5.57:36 AMEDT  Success
5.57:49 AM EDT  Success

Use the odacli 1i st-dat abases command to view the registered database.

About Managing Multiple Database Instances Using Instance

Caging

Use instance caging to manage your system resources on Oracle Database Appliance.

Oracle Database provides a method for managing CPU allocations on a multi-CPU server that
runs multiple database instances. This method is called instance caging. Instance caging uses
an initialization parameter to limit the number of CPUs that an instance can use
simultaneously.
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Instance caging and Oracle Database Resource Manager (the Resource Manager) work
together to support your desired service levels across multiple instances. Consolidation can
minimize idle resources, maximize efficiency, and lower costs.

Oracle Database Appliance templates are already tuned for the size of each database instance
workload. They are designed to run on a specific number of cores. Instance caging ensures
that each database workload is restricted to the set of cores allocated by the template,
enabling multiple databases to run concurrently with no performance degradation, up to the
capacity of Oracle Database Appliance. You can select database template sizes larger than
your current needs to provide for planned growth.

@® Note

Oracle strongly recommends that you use the Oracle Database Appliance templates,
because they implement best practices and are configured specifically for Oracle
Database Appliance.

The Oracle Database Appliance Manager interface refers to the database sizing
templates as database classes.

By default, instance caging is not enabled on Oracle Database Appliance. To enable instance
caging, set the initialization parameter, RESOURCE_MANAGER _PLAN, for each database on Oracle
Database Appliance. The parameter specifies the plan to be used by the Resource Manager

for the current instance. Setting this parameter directs the Resource Manager to allocate core
resources among databases. If a plan is not specified with this parameter, then the Resource
Manager and instance caging are not enabled.

Instance caging allocation of core resources is enabled in accordance with the Oracle
Database Appliance database template size that you select for each database. The CPU_COUNT
initialization parameter is set in the template. Use the CPU_COUNT setting that matches the size
of each database to consolidate, and follow the standard instructions for configuring instance
caging.

Oracle EM Express and DB Console

You can use Oracle Enterprise Manager Database Express (EM Express), or the Database
Control Console (DB Console) to manage your database.

The EM Express console is available for supported releases of Oracle Database. The consoles
are web-based tools for managing Oracle Databases.

The EM Express console provides the following features:

»  Support for basic administrative tasks, such as storage and user management
e Comprehensive solutions for performance diagnostics and tuning
« Performance advisors in a graphic user interface

e Oracle Database utilities in a graphic user interface, such as SQL*Loader and Oracle
Recovery Manager (RMAN)

EM Express is built inside the database server and cannot perform actions outside the
database.
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Managing TDE-Enabled Oracle Databases

Manage TDE-enabled Oracle databases on your Oracle Database Appliance.

About Transparent Database Encryption (TDE) in Oracle Database Appliance
Transparent Data Encryption (TDE) enables you to encrypt sensitive data that you store in
tables and tablespaces.

About Oracle Key Vault

Oracle Key Vault is a fault-tolerant, highly available, and scalable, secure and standards-
compliant key and secrets management appliance, where you can store, manage, and
share your security objects.

Creating TDE-Enabled Databases With User Credentials

Understand how you can create TDE-enabled databases on Oracle Database Appliance
using the credentials of a user in Oracle Key Vault. This method supports creation of TDE-
enabled databases on bare metal and DB systems.

Creating TDE-Enabled Databases Using Oracle Key Vault With Endpoints in Oracle Key
Vault

Understand how you can create TDE-enabled databases on Oracle Database Appliance
using endpoints and wallets already in Oracle Key Vault. This method supports creation of
TDE-enabled databases on bare metal and DB systems.

Managing Oracle Key Vault Server Configuration Operations Using ODACLI Commands
Understand how you can manage Oracle Key Vault server configuration operations on
Oracle Database Appliance on bare metal and DB systems.

Managing Database Operations on TDE-enabled Databases with TDE keys stored on
Oracle Key Vault

Understand how you can manage TDE-enabled databases with TDE keys stored on
Oracle Key Vault on Oracle Database Appliance on bare metal and DB systems.

Creating a User in Oracle Key Vault Using BUI
Create a user with Oracle Key Vault server configuration entittement on a multi-user
access enabled Oracle Database Appliance.

Updating Oracle Key Vault Endpoints for Databases

Understand how you can update the Oracle Key Vault client on Oracle Database Appliance
when the Oracle Key Vault server is updated to the latest release or when certificates are
regenerated on the Oracle Key Vault server.

Registering TDE-enabled Databases Configured with Oracle Key Vault

You can now register TDE-enabled databases that use Oracle Key Vault keystore but were
not created using Oracle Database Appliance tooling. After registering these databases
with Oracle Database Appliance, you can use Oracle Database Appliance commands for
managing the databases.

Restoring an Oracle Key Vault TDE Database using RMAN and Registering the Database
Understand how you can register a TDE-enabled database that uses Oracle Key Vault to
store TDE keys.

Restoring a Software Keystore TDE database using RMAN and Registering the Database
Understand how you can register a TDE-enabled database that uses software wallet to
store TDE keys.
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*  Creating Oracle Key Vault Server Configuration Object Using the BUI
Understand how you can create TDE-enabled database on Oracle Database Appliance
with TDE keys stored in Oracle Key Vault on bare metal and DB systems using the BUI.

e Granting and Revoking Access on Oracle Key Vault Server Configuration Using BUI
Understand how you can grant and revoke access to Oracle Key Vault server configuration
on Oracle Database Appliance on bare metal and DB systems using BUI.

e Managing Oracle Key Vault Server Configuration Operations Using BUI
Understand how you can manage Oracle Key Vault server configuration operations on
Oracle Database Appliance on bare metal and DB systems.

e Migrating Tablespaces from a TDE-enabled Oracle Database with Software Keystore to
another TDE-enabled Database with Oracle Key Vault Keystore
Understand how you can migrate tablespaces with the expdp/impdp transportable
tablespaces feature from TDE-enabled database using software keystore to use Oracle
Key Vault as keystore.

e Manually Migrating from Software Keystore to Oracle Key Vault Keystore on Oracle
Database Appliance
Understand how you can migrate tablespaces from software keystore to Oracle Key Vault
keystore for databases created on Oracle Database Appliance

e Manual Migration and Encryption of Data into TDE-Enabled Database
Understand how you can migrate transportable tablespaces to TDE-enabled database on
Oracle Database Appliance.

About Transparent Database Encryption (TDE) in Oracle
Database Appliance

Transparent Data Encryption (TDE) enables you to encrypt sensitive data that you store in
tables and tablespaces.

After the data is encrypted, this data is transparently decrypted for authorized users or
applications when they access this data. TDE helps protect data stored on media (also called
data at rest) in the event that the storage media or data file is stolen.

Oracle Database uses authentication, authorization, and auditing mechanisms to secure data
in the database, but not in the operating system data files where data is stored. To protect
these data files, Oracle Database provides Transparent Data Encryption (TDE).

TDE encrypts sensitive data stored in data files. To prevent unauthorized decryption, TDE
stores the encryption keys in a security module external to the database, called a keystore.

Oracle Database Appliance enables creation and lifecycle management of TDE-enabled
databases with ODACLI commands or through the BUI. You can create TDE-enabled single-
instance, Oracle RAC or Oracle RAC One Node databases with ODACLI commands or BUI.
You can also change TDE passwords and re-key the database using ODACLI commands or
BUI. When you use software keystore, you can also backup the TDE wallets along with the
database. You can also recover the TDE software wallet and restore the database as a new
copy with the odacli irestore-database command.

Based on the keystore used, TDE on Oracle Database Appliance can be configured as any of
the following types:

« TDE keys stored in software keystore: In this type of TDE method, the TDE keys are
stored in a wallet on Oracle Database Appliance.
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TDE keys stored in a wallet on Oracle Key Vault: In this type of TDE method, the TDE
keys are stored in a wallet on Oracle Key Vault. Note that if you do not want to provide the
credentials of users in Oracle Key Vault, you can use endpoints already created on Oracle
Key Vault, and directly specify the endpoints when you create or restore the database on
Oracle Database Appliance. Otherwise, you can create Oracle Key Vault server
configuration on Oracle Database Appliance with the Oracle Key Vault user details and use
these user credentials to create and restore the database on Oracle Database Appliance.
You can configure TDE keys with Oracle Key Vault keystore in one of the following ways:

— Using credentials of a user in Oracle Key Vault: In this configuration, the TDE keys
are stored in a wallet on Oracle Key Vault and accessed through Oracle Key Vault user
credentials.

— Using endpoints and wallet already created on Oracle Key Vault: In this
configuration, the TDE keys are stored in a wallet on Oracle Key Vault and accessed
through Oracle Key Vault end points.

® Note

To enable Transparent Data Encryption (TDE), you must deploy Oracle Database
Enterprise Edition with Oracle Database 19c or later. Transparent Data Encryption
(TDE) is an Advanced Security Option (ASO) available with Oracle Database
Enterprise Edition.

@ See Also

Using Transparent Data Encryption in the Oracle Database Advanced Security Guide

/\ Caution

When you enable TDE on databases, either with software keystore or with Oracle Key
Vault keystore using endpoints and wallet already created on Oracle Key Vault, you
are prompted to set a password for the TDE wallet. Provide a strong password for
security compliance. Set the password carefully, and ensure that this password is
available to you at all times for database management operations. Failure to provide
the TDE wallet password when prompted, results in not being able to access the
database tables.

About Oracle Key Vault

Oracle Key Vault is a fault-tolerant, highly available, and scalable, secure and standards-
compliant key and secrets management appliance, where you can store, manage, and share
your security objects.

For detailed information about Oracle Key Vault, see the Oracle Key Vault documentation at
https://docs.oracle.com/en/database/oracle/key-vault/21.10/okvag/

okv_intro.htmlI#GUID-1C565FBE-BC21-4E76-B2A6-88A17F6649D7.
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Terminology used when storing TDE keys on Oracle Key Vault for TDE-enabled
databases on Oracle Database Appliance

Understand these concepts about using Oracle Key Vault server with databases on Oracle
Database Appliance:

Role separation: Oracle recommends that you assign different users for database
administration and TDE key operations. You must not provide the user who has the
database administration role with the credentials of the Oracle Key Vault server. This
ensures the database user with data file access cannot open the database without
knowing TDE wallet passwords. You can set up this role separation by enabling multi-user
access feature on Oracle Database Appliance. For more information about configuring
multi-user access, see the topic Implementing Multi-User Access on Oracle Database
Appliance. On Oracle Database Appliance, the credentials of Oracle Key Vault user need
not be shared with the ODA-DB user. The ODA-Adminstrator grants the resource, that is,
the Oracle Key Vault server configuration, access to the intended DB user and the DB user
can use the Oracle Key Vault server configuration when creating the TDE-enabled
database to store the TDE keys on the Oracle Key Vault server.

Oracle Key Vault server configuration: The term refers to an Oracle Database Appliance
resource that stores the metadata of the Oracle Key Vault. The Oracle Key Vault server
configuration has details such as the name of the user created to manage the TDE keys on
the Oracle Key Vault server and the IP address or host name of the Oracle Key Vault
server. The Oracle Key Vault server configuration on Oracle Database Appliance is
identified by a name, to differentiate Oracle Key Vault server configurations. This name is
unigue within the Oracle Database Appliance system and the value is case-sensitive.
When creating the Oracle Key Vault server configuration, you must provide the credentials
of the user on Oracle Key Vault server. It is recommended that this user is a least
privileged user with only Creat e Endpoi nt privilege. The user name and password you
specify when you create the Oracle Key vault server configuration correspond to the user
on the Oracle Key vault server. The password you provide during creation of this object is
not stored on Oracle Database Appliance. The Oracle Key Vault client auto-login wallet is
created using these credentials and all requests to the Oracle Key Vault server use this
client auto-login wallet. The database automatically reads the auto-login wallet for the
required ADMINISTER KEY MANAGEMENT SQL commands.

A user with ODA-DB role: A user with ODA-DB role in a multi-user access-enabled or
multi-user access-enabled passwordless environment can create and maintain the
database. This user, is granted the ODA-DB role and is entitled to perform all database
related operations such as creation, patching, modification, deletion, backup, and recovery.
These operations are restricted to the database that belongs to the user. For more detalils,
see the chapter Implementing Multi-User Access on Oracle Database Appliance in this
guide.

Oracle Key Vault user: The Oracle Key Vault user name and password that you provide
when you create the Oracle Key Vault server configuration must correspond to an existing
user and the password on the Oracle Key Vault server. Otherwise, there can be failures in
accessing Oracle Key Vault. This user can also perform create, delete, describe, and list
operations on the Oracle Key Vault server configuration objects that they create.

Virtual Wallet: A virtual wallet, created on Oracle Key Vault, is a container for objects that
must be stored securely. For TDE-enabled databases on Oracle Database Appliance that
use Oracle Key Vault as the keystore, the TDE keys of the database are stored inside this
virtual wallet.
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Requirements for configuring TDE-enabled databases with keys stored in Oracle Key
Vault

The Oracle Key Vault server version must be 21.10.0 or later.

It is recommended that you set up Network Time Protocol on Oracle Database Appliance.
The database operations interacting with Oracle Key Vault fails if the clock on Oracle
Database Appliance and Oracle Key Vault server are not synchronized. You must ensure
that the time is consistent across the servers or use Network Time Protocol on Oracle
Database Appliance.

You cannot create a starter database with TDE configured using Oracle Key Vault when
you provision Oracle Database Appliance on bare metal systems and select to create a
starter database. This is because creation of TDE database that uses Oracle Key Vault to
store TDE keys requires Oracle Key Vault server configuration to already exist. To create a
database with TDE configured using Oracle Key Vault on DB system, first create a DB
system without a starter database and then create the database with TDE configured using
Oracle Key Vault as described in the topic Creating TDE-Enabled Database on Oracle
Database Appliance Using Oracle Key Vault.

For configuring TDE-enabled databases with keys stored in Oracle Key Vault with the
credentials of a user in Oracle Key Vault, on multi-user access-enabled systems, you must
create a new user with the ODA- OKVCONFI GADM N role which has the entitlements CDA-
OKVCONFI GVI EWMGMT and ODA- OKVCONFI GVODI FYMGMT. The ODA- OKVCONFI GVI EWMGMT
entitlement enables you to perform operations such as Describe and List on the Oracle
Key Vault server configuration object. The CDA- OKVCONFI GVODI FYMGMT entitlement enables
you to perform operations such as Create and Delete on the Oracle Key Vault server
configuration object. The ODA- OKVCONFI GVI EWMAMT entitlement is included in the CDA- DB
role, and any DB user with the ODA- DB role can list and describe the Oracle Key Vault
server configuration object and select the required Oracle Key Vault server configuration
object to create the database. For non-multi user access-enabled systems, there is no
need to create a new user.

Related Topics

Implementing Multi-User Access on Oracle Database Appliance

Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

Creating TDE-Enabled Databases With User Credentials

Understand how you can create TDE-enabled databases on Oracle Database Appliance using
the credentials of a user in Oracle Key Vault. This method supports creation of TDE-enabled
databases on bare metal and DB systems.

Follow these steps to create a TDE-enabled database with TDE keys stored on Oracle Key
Vault on Oracle Database Appliance bare metal and DB systems:
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Step 1: Create the user on Oracle Database Appliance corresponding to the user on
Oracle Key Vault. This step applies to multi-user access-enabled systems only.

If the user with the ODA- OKVCONFI GADM N role does not exist, or if you want to assign a different
user for the database you are creating, then create the user.

1.

Create a new user with the ODA- OKVCONFI GADM N role. For example:

odacli create-user -u okvuserl -r ODA- OKVCONFI GADM N

The user is created and assigned a temporary password.

After the user is created successfully, the okvuser 1 can log into the appliance with the
temporary password.

The okvuser 1 is in the | nacti ve state. If the appliance is configured with multi-user access
enabled, then activate the user with the following command. Note that if the appliance is
configured with passwordless multi-user access, then you do not need to activate the user.
For more information about configuring multi-user access, the topic Implementing Multi-
User Access on Oracle Database Appliance.

odacl i activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

Step 2: Create an Oracle Key Vault server configuration

1.

The Oracle Key Vault user that creates the Oracle Key Vault server configuration must be a
user with the least privilege of Cr eat e Endpoi nt on the Oracle Key Vault server.

For multi-user access-enabled systems, log in as the user with the CDA- OKVCONFI GADM N
role, for example, the okvuser 1. For non-multi user access enabled systems, log in as the
root user.

The Oracle Key Vault password prompt displays twice, to accept and confirm the Oracle
Key Vault password. Specify the password of the Oracle Key Vault user on the Oracle Key
Vault server, which enables the user to log into the Oracle Key Vault server. Specify the
user name with the - u option in the odacl i creat e- okvserver confi g command. The
name of the Oracle Key Vault server configuration is case-sensitive and no two Oracle Key
Vault server configurations can have same name on Oracle Database Appliance. The
length of the Oracle Key Vault server configuration cannot exceed 128 characters.

odacli create-okvserverconfig -n okvobj1l -u epokvusrl -ip XXX.XX.XXX. XXX
Enter OKV user password :
Retype OKV user password :
Job details
D 730d2469- 6ef a- 4ed1- 8386- 513e97c866ea
Description: Create OKV Server Config: okvobj1l

Status: Created

Created: Cctober 20, 2024 11:28:39 AM PDT

Message: Create OKV Server Config.
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Task Nane Start
Ti me End
Ti me St at us

odacli describe-job -i 730d2469- 6ef a- 4ed1- 8386-513e97c866ea

Job details
I D 730d2469- 6ef a- 4ed1- 8386- 513e97c866ea
Description: Create OKV Server Config: okvobj1l
Status: Success
Created: Cctober 20, 2024 11:28:39 AM PDT
Message: Create OKV Server Config.

Task Nane Node Nare Start
Tine End

Tine St atus

KV Password Store creation nl Cct ober
20, 2024 11:28:39 AM PDT Cct ober 20, 2024 11:29:04 AM PDT

Success

Downl oad of OKV REST package nl Cct ober
20, 2024 11:28:42 AM PDT Cct ober 20, 2024 11:28:44 AM PDT

Success

Edit of OKV REST package nl Cct ober
20, 2024 11:28:44 AM PDT Cct ober 20, 2024 11:28:45 AM PDT

Success

Cenerate OKV client wallets nl Cct ober
20, 2024 11:28:45 AM PDT Cct ober 20, 2024 11:28:47 AM PDT

Success

The command creates an Oracle Key Vault server configuration okvobj 1 for the Oracle
Key Vault server user epokvusr 1 on the specified server.

Step 3: Share Oracle Key Vault server configuration for multi user access-enabled
systems only

1.

For multi-user access-enabled systems, the DB user who creates the database using the
Oracle Key Vault server configuration must have shared access to the Oracle Key Vault
server configuration created by the Oracle Key Vault user. The odaadmi n user must share
the Oracle Key Vault server configuration with the DB user using the odacl i grant -
resour ce- access command. The DB user can then create the database with the Oracle
Key Vault server configuration. An example where the odaadni n user shares the okvobj 1
resource with DB user dbusr 1 is as follows:

su odaadmi n

odacli grant-resource-access -ri d017d35a-0757-460a- 98f 0- 9f 8d0944c872 -u
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dbusr1
Shared access of resource granted to user successfully..

To get the resource ID of the Oracle Key Vault server configuration, run the odacl i 1i st-
okvserver confi gs command. For example:

odacli |ist-okvserverconfigs
ID Nane User
Nane | P address Host Name Descri ption

d017d35a- 0757- 460a- 98f 0- 9f 8d0944¢872 okvobj 1
epadm n XXX, XX. XX. XXX Nul | OKV Server for
sal es dat abases

Step 4: Create the database

For multi-user access-enabled systems, log in as the DB user and use the odacli create-

dat abase command with the options -t , - osc and - kt to create a database with TDE
configured using Oracle Key Vault server. For non-multi user access-enabled systems, you can
run the same command as r oot user.

Determine the Oracle Key Vault server you want to store the TDE keys on and provide the
value with the - osc option in the odacl i creat e- dat abase command. The DB user can select
the required Oracle Key Vault server configuration from the list of Oracle Key Vault server

configurations displayed with the odacl i 1i st-okvserverconfigs command. For non-multi
user access enabled systems, run the odacli |ist-okvserverconfigs command as r oot
user.

e The option -t indicates that the database must be configured with TDE, using the Oracle
Key Vault credentials represented by the Oracle Key Vault server configuration specified
using the - osc option.

e The option - kt specifies the the type of kesytore used in TDE configuration. The value of
the keystore can be either sof t war e or okv. The default is sof t war e. The values are case-
insensitive. The OKVSer ver Conf i gNane attribute of the database is set to the name of the
Oracle Key Vault server configuration specified in the create database request.

e The password for TDE wallet is randomly generated by the system, and you do not need to
specify it.

A\ Warning

The password is stored in a wallet on Oracle Key Vault. Loss of that wallet results in
not being able to access the database tables. So, do not delete the wallet on Oracle
Key Vault.

An example to create a database kokvdb2 which uses Oracle Key Vault credentials
represented by Oracle Key Vault server configuration kovobj 1 is as follows:

odacli create-database -n kokvdb2 -t -kt OKV -osc kovobj 1
Enter SYS and SYSTEM user password:
Retype SYS and SYSTEM user password:
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Job details
D 94a51f la- 2d4c- 4eac- b0c2- 7871d88c0df 8
Description: Database service creation with DB name: kokvdb2
Status: Created
Created: July 15, 2024 3:00:53 PM CST
Message

Task Nane Start
Ti me End Tinme
St at us

odacli describe-job -i 94a51f la- 2d4c- 4eac- b0c2- 7871d88c0df 8

Job details
D 94a51f la- 2d4c- 4eac- b0c2- 7871d88c0df 8
Description: Database service creation with DB name: kokvdb2
Status: Success
Created: July 15, 2024 3:00:53 PM CST

Message
Task Name Start
Ti me End Tine
St at us
Val i dating dbHone avail abl e space July 15, 2024 3:01:19 PM
CST July 15, 2024 3:01:19 PM CST Success
TDE configuration using OKV July 15, 2024 3:17:37 PM
CST July 15, 2024 3:20:36 PM CST Success
TDE Wl l et directory creation July 15, 2024 3:17:38 PM
CST July 15, 2024 3:17:46 PM CST Success
Setting Database paraneter for OKV July 15, 2024 3:17:46 PM
CST July 15, 2024 3:19:07 PM CST Success
Auto login TDE Wall et creation July 15, 2024 3:19:07 PM
CST July 15, 2024 3:19:09 PM CST Success
OKV TDE Wallet creation July 15, 2024 3:19:09 PM
CST July 15, 2024 3:19:12 PM CST Success
OKV Endpoi nt configuration July 15, 2024 3:19:12 PM
CST July 15, 2024 3:19:43 PM CST Success
Setting TDE Master Encryption Key July 15, 2024 3:19:43 PM
CST July 15, 2024 3:20:13 PM CST Success
Create Users tabl espace July 15, 2024 3:20:36 PM
CST July 15, 2024 3:20:39 PM CST Success
Clear all listeners from Database July 15, 2024 3:20:39 PM
CST July 15, 2024 3:20:40 PM CST Success
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Copy Pwfile to Shared Storage July 15, 2024 3:20:43 PM
CST July 15, 2024 3:20:47 PM CST Success

On successful database creation, the Oracle Key Vault client software is installed in

the / et ¢/ OKV/ db_uni que_nane/ okv directory. The ownership of all the files is set to
db_user:oi nstall and the permission is set to 750. The autologin TDE wallets are created in
the / et ¢/ OKV/ db_uni que_nane/t de and / et ¢/ OKV/ db_uni que_nane/ t de_seps directories. The
ownership of these directories is recursively set to db_user: oi nstal | and the permission to
750.

Related Topics

* Implementing Multi-User Access on Oracle Database Appliance
Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

» odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Creating TDE-Enabled Databases Using Oracle Key Vault With
Endpoints in Oracle Key Vault

Understand how you can create TDE-enabled databases on Oracle Database Appliance using
endpoints and wallets already in Oracle Key Vault. This method supports creation of TDE-
enabled databases on bare metal and DB systems.

@® Note

In this Oracle Database Appliance release, this feature is supported on Oracle RAC
and Oracle single-instance databases only. This feature is not available with Oracle
RAC One Node databases and Oracle single-instance database with high-availability
enabled.

To create a TDE-enabled database using Oracle Key Vault with endpoints in Oracle Key Vault,
you must complete the following tasks:

1. Log into Oracle Key Vault and create virtual TDE wallet corresponding to a database.

2. Create endpoints corresponding to each instance. For a single instance database, you
must create one endpoint and for Oracle RAC database, create two endpoints.

3. Set the default wallet for the created endpoint.

4. Download the okvclient.jar file corresponding to each endpoint. For single instance
database, download one file, and for Oracle RAC database, there are two files available for
download, one per instance..

Step 1: Obtain the okvclient. jar file using Oracle Key Vault REST commands

You can create the okvclient.jar file either through Oracle Key Vault REST commands or
Oracle Key Vault server user interface.

To obtain the okvclient.jar file using Oracle Key Vault REST commands, log in as the
or acl e user, and then follow these steps:
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Create working directories, such as / t np/ wor k and / t np/ wor k/ cl i ent _wal | et . Navigate to
the / t np/ wor k directory and download and unzip the RESTful Service utility from the
Oracle Key Vault server. When you unzip the utility, you can observer three directories bi n,
l'ib,and conf.

mkdi r /'t np/ wor k/
mkdi r /tnp/work/client_wallet
cd /tnp/ work
curl -Gk https://okv_server _ip: 5695/ okvrestclipackage. zi p
% Total 9% Received % Xferd Average Speed Time Time Time Current
Dl oad Upl oad Total Spent Left Speed
100 3750k 100 3750k O 0 2500k 0 0:00:01 0:00:01 --:--:-- 2500k

Unzip okvr est cl i package. zi p. Edit conf/okvrestcli.ini and add the Oracle Key Vault
server IP address, user name, and path to the directory where the client autologin wallets
are created. In the following example, / t mp/ wor k/ cl i ent _wal | et is the directory path
where client autologin wallets are created.

#Provi de absol ute path for log property, okv client_config properties
[ Defaul t]
| og_property=./conf/okvrestcli _|ogging.properties
server=okv_server_ip
okv_client_config=./conf/okvclient.ora
user =okv_user
client _wallet=/tnp/work/client wallet

Edit the bi n/ okv file and uncomment the line export
OKV_RESTCLI _CONFI G=$OKV_RESTCLI _DI R/ conf/ okvrestcli.ini and also set the
JAVA HOME variable:

#!/ bi n/ bash
export OKV_RESTCLI _DI R=$(dirname "${0}")/..
export OKV_RESTCLI _CONFI G=$OKV_RESTCLI _DI R/ conf/okvrestcli.ini
export JAVA HOVE=/ opt/oracl e/ dcs/javall.8.0_xxx
if [ -z "$JAVA_HOMVE" ]
t hen
echo "JAVA HOME environment variable is not set."”
exit 1
fi

if [ -z "$OKV_RESTCLI _CONFI G' ]

t hen
echo "OKV_RESTCLI _CONFI G environment variable is not set."
exit 1

fi

export OKV_RESTCLI _JAR=$COKV_RESTCLI DI R/Ii b/ okvrestcli.jar
$JAVA HOVE/ bin/java -jar $OKV_RESTCLI _JAR "$@

Generate client auto login wallets. You are prompted to provide the Oracle Key Vault user
password.

[t mp/ wor k/ bi n/f okv admin client-wallet add --client-wallet /tnp/work/
client_wallet --wallet-user okv_user
Passwor d:
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Create the TDE wallet corresponding to the database, if the TDE wallet is not already
created using the Oracle Key Vault user interface.

[t mp/ wor k/ bi n/ okv manage- access wal | et create --wallet wallet_nane --
uni que FALSE

Create the endpoint corresponding to the wallet. For Oracle RAC database, create two
endpoints. Create the endpoint only if it is not already created using the Oracle Key Vault
user interface.

[t mp/ wor k/ bi n/ okv admi n endpoi nt create --endpoint endpoint_name --type
ORACLE_DB --pl atform LI NUX64 --strict-ip-check TRUE

Set the default wallet for the endpoint. For Oracle RAC database, the default wallet for
both endpoints must be the same TDE wallet. Set the default wallet only if it is not already
set using the Oracle Key Vault user interface.

[t mp/ wor k/ bi n/ okv manage- access wal | et set-default --wallet wallet_nane --
endpoi nt endpoi nt _nare

Download the okvcl i ent.jar command. For Oracle RAC database, you must download
the okvclient.jar corresponding to both the endpoints. After the download is complete,
copy the okvclient.jar corresponding to the remote instance to the remote node.

[/t np/ wor k/ bi n/ okv adnmi n endpoi nt downl oad - -endpoi nt <endpoi nt _nane> --
| ocation <location>

While downloading the endpoint, if the Endpoi nt token is already consuned message is
observed as below, then re-enroll the endpoint.

[t mp/ wor k/ bi n/ okv admi n endpoi nt downl oad --endpoi nt endpoi nt_nane --
 ocation |ocation
/ t mp/ wor k/ 1 og/ okv0. 1 0g. 0 (Permnission denied)

{
"result" : "Failure",
"message" : "Endpoint token is already consumed"
}
[t mp/ wor k/ bi n/ okv admi n endpoi nt re-enroll --endpoint <endpoi nt_nane>
[t mp/ wor k/ 1 og/ okv0. 1 0g. 0 (Permnission denied)
{
"result" : "Success"
}

Step 2: Create the database

1.

For multi user access-enabled and multi user access passwordless systems, log in as the
DB user and run the odacl i creat e- dat abase command. For non-multi user access-
enabled systems, log in as the r oot user and run the odacl i creat e- dat abase command.
The option - - enabl e-t de/ -t indicates that the database must be configured with TDE.
The option - - keyst or e-t ype/ - kt specifies the the type of keystore to use in TDE
configuration. The option - - okvcl i ent - pat h/ - ocp specifies the absolute path to the
okvclient.jar file corresponding to the endpoint.
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For single-instance database, the option - - okvcl i ent - pat h/ - ocp takes only one value.
For Oracle RAC database, the option - - okvcl i ent - pat h/ - ocp takes two values
corresponding to each instance. The values must be comma-separated. The first path
corresponds to the local instance whereas the second path corresponds to the remote
instance. You are prompted to provide the TDE password.

On successful database creation, the Oracle Key Vault client software is installed in

the / et ¢/ OKV/ db_uni que_nane/ okv directory. The local auto login TDE wallets are created
in the / et ¢/ OKV/ db_uni que_nane/ t de directory. The okvclient.jar file in the source
location is deleted.

An example to create a single-instance database named okvdb without using the Oracle
Key Vault server configuration object, is as follows:

odacli create-database -n okvdb -y SI -t -kt OKV -ocp /tnp/okvclient.jar
Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Enter TDE wal | et password:

Retype TDE wal | et password:

Job details
I D:  94a51f la- 2d4c- 4eac- bOc2- 7871d88c0df 8
Description: Database service creation with DB nane: okvdb
Status: Created
Created: July 15, 2024 3:00:53 PM CST

Message:
Task Nane Start
Tine End
Tine St at us

odacli describe-job -i 94a51f la- 2d4c- 4eac- b0c2- 7871d88c0df 8

Job details

I D:  94a51f la- 2d4c- 4eac- bOc2- 7871d88c0df 8
Description: Database service creation with DB nane: okvdb
Status: Success
Created: July 15, 2024 3:00:53 PM CST

Message:
Task Name Start
Ti me End
Ti me Status
Val i dating dbHone avail abl e space July 15, 2024 3:01:19 PM
CST July 15, 2024 3:01:19 PM CST Success
TDE configuration using OKV July 15, 2024 3:17:37 PM
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CST July 15, 2024 3:20:36 PM CST Success
TDE Wl l et directory creation July 15, 2024 3:17:38 PM
CST July 15, 2024 3:17:46 PM CST Success
Setting Database paraneter for OKV July 15, 2024 3:17:46 PM
CST July 15, 2024 3:19:07 PM CST Success
Auto login TDE Wall et creation July 15, 2024 3:19:07 PM
CST July 15, 2024 3:19:09 PM CST Success
Installing the OKV client software July 15, 2024 3:19:09 PM
CST July 15, 2024 3:19:42 PM CST Success
Setting TDE Master Encryption Key July 15, 2024 3:19:43 PM
CST July 15, 2024 3:20:13 PM CST Success
Create Users tabl espace July 15, 2024 3:20:36 PM
CST July 15, 2024 3:20:39 PM CST Success
Cear all listeners from Database July 15, 2024 3:20:39 PM
CST July 15, 2024 3:20:40 PM CST Success
Copy Pwfile to Shared Storage July 15, 2024 3:20:43 PM
CST July 15, 2024 3:20:47 PM CST Success

An example to create an Oracle RAC database named okvdbr ac without using the Oracle
Key Vault server configuration object, is as follows. Specify the path to the okvclient.jar
file for the local database instance first, followed by the path to the okvclient.jar file for
the remote database instance in the request.

odacli create-database -n okvdb -y RAC -t -kt OKV -ocp /tnp/dirl/
okvclient.jar,/tnp/dir2/okvclient.jar

Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Enter TDE wal |l et password:

Retype TDE wal | et password:

Job details
ID: cbh6llec2-ff87-44f9-a79b- 3abla290644f
Description: Database service creation with DB nane: okvdbrac
Status: Created
Created: COctober 20, 2024 6:13:28 AM PDT

Message:
Task Nane Start
Ti me End
Ti me St at us

odacli describe-job -i ch6llec2-ff87-44f9-a79b- 3abla290644f

Job details
ID: ch6llec2-ff87-44f9-a79b- 3abla290644f
Description: Database service creation with DB nane: okvdbrac
Status: Success
Created: COctober 20, 2024 6:13:28 AM PDT
Message:
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Task Name Node Nare Start
Ti me End

Ti me St at us

Val i dating dbHone avail abl e space nl Cct ober
20, 2024 6:13:49 AM PDT Cct ober 20, 2024 6:13:49 AM PDT

Success

Val i dating dbHone avail abl e space n2 Cct ober
20, 2024 6:13:49 AM PDT Cct ober 20, 2024 6:13:49 AM PDT

Success

Setting up SSH equival ence nl Cct ober
20, 2024 6:13:51 AM PDT Cct ober 20, 2024 6:13:54 AM PDT

Success

Setting up SSH equival ence nl Cct ober
20, 2024 6:13:54 AM PDT Cct ober 20, 2024 6:13:57 AM PDT

Success

Creating ACFS dat abase homne nl Cct ober
20, 2024 6:13:58 AM PDT Cct ober 20, 2024 6:13:58 AM PDT

Success

Val i dating dbHone avail abl e space nl Cct ober
20, 2024 6:13:59 AM PDT Cct ober 20, 2024 6:13:59 AM PDT

Success

Setting TDE Master Encryption Key nl Cct ober
20, 2024 6:34:15 AM PDT Cct ober 20, 2024 6:34:56 AM PDT

Success

Create Users tabl espace nl Cct ober
20, 2024 6:34:57 AM PDT Cct ober 20, 2024 6:34:59 AM PDT

Success

Cear all listeners from Database nl Cct ober
20, 2024 6:35:00 AM PDT Cct ober 20, 2024 6:35:01 AM PDT

Success

Deleting OKV Client Software Jar nl Cct ober
20, 2024 6:35:03 AM PDT Cct ober 20, 2024 6:35:04 AM PDT

Success

Deleting OKV Client Software Jar n2 Cct ober
20, 2024 6:35:04 AM PDT Cct ober 20, 2024 6:35:04 AM PDT

Success

Encrypt all Tabl espaces nl Cct ober
20, 2024 6:35:04 AM PDT Cct ober 20, 2024 6:36:15 AM PDT

Success

Related Topics

¢ Implementing Multi-User Access on Oracle Database Appliance
Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.
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Managing Oracle Key Vault Server Configuration Operations
Using ODACLI Commands

Understand how you can manage Oracle Key Vault server configuration operations on Oracle
Database Appliance on bare metal and DB systems.

You can create, list, delete, and describe Oracle Key Vault server configuration on Oracle
Database Appliance bare metal and DB systems. Note that you run these operations only
when you create TDE-enabled databases that allow Oracle Database Appliance to store the
user credentials of the Oracle Key Vault user, described in the Creating TDE-Enabled
Databases With User Credentials topic.

Listing Oracle Key Vault server configurations:

Use the odacl i |ist-okvserverconfigs command to view all the Oracle Key Vault server
configurations.

odacli |ist-okvserverconfigs

ID Nane User

Nane | P address Host Name Description

d017d35a- 0757- 460a- 98f 0- 9f 8d0944c872 okvobj 1

epadmin XXX, XX. XX. XXX Nul | KV server for
Sal es dat abase

b6336173- 666b- 4d81- 88bd- 52384419114 okvobj 2

epadni n2 XXX, XX. XX. XXX Nul | KV server for
Sal es dat abase

Describing an Oracle Key Vault server configuration:

Use the odacl i descri be-okvserverconfi g command to view a Oracle Key Vault server
configuration.

For example:

odacl i describe-okvserverconfig -n dokvobj 1
OKV Server Config details
I D: c196bd0a- 4a42- 43a6- 8578- 9929ceb28525
Name: dokvobj 1
User Nane: userl
| P Address: XXX.XXX.XX.XXX
Host Nane:
Description: OKV server config for Sales
CreatedTine: Cctober 4, 2024 9:41:43 AM HKT
Updat edTi me: Cctober 4, 2024 9:42:10 AM HKT
State: CONFI GURED
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Deleting Oracle Key Vault server configuration:

Use the odacl i del et e- okvserver confi g command to delete Oracle Key Vault server
configuration. You can delete the Oracle Key Vault server configuration only if all databases
that used the Oracle Key Vault server configuration are already deleted.

odacl i del ete-okvserverconfig -n okvobj1
Job details
D 7446c9b4- a927- 431f - 8eOb- 099eec8116e7
Description: Delete OKV Server Config: dokvobj1
Status: Running
Created: Cctober 4, 2024 9:44:29 AM HKT
Message: Delete OKV Server Config

Task Nane Start

Ti me End Time

St at us

KV Password Store del etion Cctober 4, 2024 9:44:29 AM
HKT Runni ng

odacli describe-job -i 7446c9b4-a927-431f - 8e0b- 099eec8116e7

Job details

D 7446c9b4- a927- 431f - 8eOb- 099eec8116e7
Description: Delete OKV Server Config: dokvobj1
Status: Success
Created: Cctober 4, 2024 9:44:29 AM HKT
Message: Delete OKV Server Config

Task Nane Node Nare Start
Time End Tine

Status

KV Password Store deletion odal Cct ober 4,
2024 9:44:29 AM HKT Cctober 4, 2024 9:44:45 AM HKT

Success

OKV Server Config directory deletion odal Cct ober 4,
2024 9:44:45 AM HKT Cctober 4, 2024 9:44:45 AM HKT

Success

OKV Server Config deletion odal Cct ober 4,
2024 9:44:45 AM HKT Cctober 4, 2024 9:44:46 AM HKT Success

Related Topics

» odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.
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Managing Database Operations on TDE-enabled Databases with
TDE keys stored on Oracle Key Vault

Understand how you can manage TDE-enabled databases with TDE keys stored on Oracle
Key Vault on Oracle Database Appliance on bare metal and DB systems.

You can re-key TDE master encryption key or restore, delete, perform database backup and
recovery, and configure Oracle Data Guard on TDE-enabled database on Oracle Key Vault on
Oracle Database Appliance bare metal and DB systems.

* Changing the Password for TDE-enabled Databases
Understand how you can change the password of TDE-enabled database on Oracle
Database Appliance on bare metal and DB systems, that uses Oracle Key Vault to store
TDE keys.

* Re-keying TDE Master Encryption Key for TDE-Enabled Databases
Understand how you can re-key TDE master encryption key of TDE-enabled database on
Oracle Database Appliance on bare metal and DB systems, that uses Oracle Key Vault to
store TDE keys.

* Performing Backup and Recovery of TDE-enabled Databases
Understand how you can back up and recover TDE-enabled database with TDE keys
stored on Oracle Key Vault on Oracle Database Appliance on bare metal and DB systems.

* Restoring TDE-Enabled Databases Using Oracle Key Vault User Credentials
Understand how you can restore TDE-enabled databases using database backups, on
Oracle Database Appliance bare metal and DB systems, with credentials of a user on
Oracle Key Vault.

* Restoring TDE-Enabled Databases With Endpoints and Wallet Manually Created in Oracle
Key Vault
Understand how you can restore TDE-enabled databases on Oracle Database Appliance
using the endpoints and wallets created manually on Oracle Key Vault. This method
supports creation of TDE-enabled databases on bare metal and DB systems.

» Deleting TDE-enabled Databases
Understand how you can delete a TDE-enabled database on Oracle Database Appliance
on bare metal and DB systems, that uses Oracle Key Vault to store TDE keys.

Changing the Password for TDE-enabled Databases

Understand how you can change the password of TDE-enabled database on Oracle Database
Appliance on bare metal and DB systems, that uses Oracle Key Vault to store TDE keys.

Changing the password of TDE-enabled databases on Oracle Database Appliance that
use the credentials of a user in Oracle Key Vault

Use the odacl i nodi f y- dat abase command with the option - - change- t de- passwor d, - ct p for
TDE-enabled databases on Oracle Database Appliance that use the credentials of a user in
Oracle Key Vault. The new password is randomly generated and stored securely on the Oracle
Key Vault server replacing the old TDE password. For example:

odacli nodify-database -n db3 -ctp
Job details

ID: b6d0f4c2-976a- 42b3- a32d- 6¢f c7848375d
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Description: Modify database: db3

Status: Success

Created: February 24, 2025 08:50:08 UTC

Message: Modify database

Task Nane
Ti me End Ti
St at us

Start

Re-enrol | and Provision of Endpoint
08:50: 14 UTC February 24, 2025
Success

Save the new TDE password using a

08:50: 30 UTC February 24, 2025
Success

tenmporary customattribute on

(O

TDE Wal l et cl osure

08:50: 35 UTC February 24, 2025
Success

TDE Wl l et closure

08:50: 43 UTC February 24, 2025
Success

Change the TDE password in [ocal wallet

08:50: 45 UTC February 24, 2025
Success

Auto login TDE Wil l et creation

08:51: 06 UTC February 24, 2025
Success

Re-enrol |l and Provision of Endpoint
08:51:12 UTC February 24, 2025
Success

Change the TDE password in local wallet
08:51:29 UTC February 24, 2025
Success

Auto login TDE Wil l et creation

08:51:49 UTC February 24, 2025
Success

Save new TDE password on OKV

08:51:54 UTC February 24, 2025
Success

Del ete the tenporary customattribute
08:52: 04 UTC February 24, 2025
Success

on

(O

Deleting OKV Client Software Jar

08:52: 08 UTC February 24, 2025
Success

Dat abase stop (Srvctl)

08:52: 08 UTC February 24, 2025
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Success

Dat abase start (Srvctl) nl February 24, 2025
08:52:48 UTC February 24, 2025 08:53:56 UTC

Success

Checking the TDE wal | et status nl February 24, 2025
08:53: 56 UTC February 24, 2025 08:53:59 UTC Success

Changing the password of TDE-enabled databases on Oracle Database Appliance that
use endpoints and wallets already in Oracle Key Vault

Use the odacl i nodi f y- dat abase command with the option - - change- t de- passwor d, - ct p.
For TDE-enabled databases on Oracle Database Appliance that use endpoints and wallets
already in Oracle Key Vault, you are prompted to specify the password during the password
change operation. For example, for Oracle RAC database:

odacli nodify-database -n dbl4 -ctp
Enter the current TDE password:
Enter the new TDE password:
Re-enter the new TDE password:
Job details
ID:  aa2a90db- ab9d- 4b10- b9ch- 4e23f b38844a
Description: Modify database: okvdb22

Status: Success

Created: My 15, 2025 17:29:24 UTC

Message: Modify database

Task Name Node Narme Start
Ti me End Tine

St at us

TDE Wl l et closure nl May 15, 2025 17:29:28
urc May 15, 2025 17:29:30 UTC Success

Change the TDE password in local wallet nl May 15, 2025 17:29:30
urc May 15, 2025 17:29:31 UTC Success

TDE Wl l et closure n2 May 15, 2025 17:29:30
urc May 15, 2025 17:29:30 UTC Success

Auto login TDE Wallet creation nl May 15, 2025 17:29:31
urc May 15, 2025 17:29:31 UTC Success

Change the TDE password in local wallet n2 May 15, 2025 17:29:31
urc May 15, 2025 17:29:32 UTC Success

Auto login TDE Wall et creation nl May 15, 2025 17:29:32
urc May 15, 2025 17:29:32 UTC Success

Dat abase stop (Srvctl) nl May 15, 2025 17:29:32
urc May 15, 2025 17:30:15 UTC Success

Dat abase start (Srvctl) nl May 15, 2025 17:30:15
urc May 15, 2025 17:30:48 UTC Success
Checking the TDE wal | et status nl May 15, 2025 17:30:48
urc May 15, 2025 17:30:48 UTC Success
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Related Topics

« odacli modify-database
Use the odacl i nodi f y- dat abase command to modify the configuration of a database,

such as backup configuration, database class, and database type, and to change TDE
wallet management from EXTERNAL to ODA.

Re-keying TDE Master Encryption Key for TDE-Enabled Databases

Understand how you can re-key TDE master encryption key of TDE-enabled database on
Oracle Database Appliance on bare metal and DB systems, that uses Oracle Key Vault to store
TDE keys.

Use the odacl i nodi f y- dat abase command to perform re-key of TDE master encryption key
with the option - r kt . For TDE configured using Oracle Key Vault, you are prompted to specify
the password during the re-key operation. For example:

odacli nodify-database -n kokvdb2 -rkt

{
"jobld" : "dbedf89d- b60f - 4209- bbcf - 0db61e4eb350",
"status" : "Created",
"message” : "Mdify database",
"reports" : [ ],
"createTimestanp” : "July 15, 2024 15:56:01 PM CST",
"resourcelList" : [ {
"resourceld" : "7alc996b- ee8d- 49bc- 8759- chbf cee3bcce”,
"resourceType" : null,
"resour ceNewType" : "Db",
"jobld" : "dbedf89d- b60f - 4209- bbcf - 0db61e4eb350",
"updat edTi ne" : null
I
"description" : "Mdify database: kokvdb2",
"updat edTi me" : "July 15, 2024 15:56:01 PM CST",
"j obType" : null
}

odacli describe-job -i dbedf89d-b60f - 4209- bbcf - 0db61e4eb350

Job details

ID:  dbedf 89d- b60f - 4209- bbcf - 0db61e4eb350
Description: Modify database: kokvdb2
Status: Success
Created: July 15, 2024 3:56:01 PM CST
Message: Modify database

Task Name Start

Ti me End Tine

St at us

TDE Wl | et Re-Key July 15, 2024 3:56:04 PM
CST July 15, 2024 3:56:12 PM CST Success
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Related Topics

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Performing Backup and Recovery of TDE-enabled Databases

Understand how you can back up and recover TDE-enabled database with TDE keys stored
on Oracle Key Vault on Oracle Database Appliance on bare metal and DB systems.

Performing backup of TDE-enabled database with TDE keys stored on Oracle Key Vault

Use the odacl i create-backup command to back up TDE-enabled database with TDE keys
stored on Oracle Key Vault. The TDE wallet is not present on Oracle Database Appliance, but
resides in Oracle Key Vault server, and hence it is not backed up with the database backup. As
a result, the value of TDE wallet backup location attribute of the database backup report is set
to null.

[ odaadm n@dal bin]$ odacli describe-job -i be94dlf 7- ad6e- 48a5- 94a3-
f 0a52578048b

Job details
ID: be94dlf 7- ad6e- 48a5- 94a3-f 0a52578048b
Description: Create Regul ar-L0 Backup[ TAG aut o] [ Db: db15] [ NFS: /
nfs_backup/ or abackups/ dbsf b225975e/ dat abase/ 1851419729/ db15]
Status: Success
Created: March 26, 2024 4:14:19 AM PDT

Message:
Task Name Node Narme Start
Ti me End Time Status
Val i dat e backup config odal March 26, 2024 4:14:21
AM PDT March 26, 2024 4:14:21 AM PDT Success
NFS | ocation existence validation odal March 26, 2024 4:14:21
AM PDT March 26, 2024 4:14:22 AM PDT Success
Recovery Wndow validation odal March 26, 2024 4:14:22
AM PDT March 26, 2024 4:14:24 AM PDT Success
Archivel og del etion policy configuration odal March 26, 2024 4:14:24
AM PDT March 26, 2024 4:14:26 AM PDT Success
Dat abase backup odal March 26, 2024 4:14:26
AM PDT March 26, 2024 4:15:21 AM PDT Success

[ odaadm n@dal bin]$ odacli describe-backupreport -i d2326683-9766-4933- beel-
a2b59c9d7e9e
{

"id" : "d2326683-9766-4933- beel-a2b59c9d7e9e",

"dbResl d" : "96a98156- b657- 403e- a87c- 357¢2069c285",

“tag" : "auto",

"dbld" : "1851419729",

"dbNane" : "dbl5",

"dbUni queNane" : "db15",
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"backupType" : "Regul ar-L0",

"keepDays" : null,

"backupLocation" :
db15/ db",

"cf BackupHandl e" :
db15/ db/ c- 1851419729- 20240326- 03",

"spf BackupHandl e" :
1851419729/ db15/ db/ c- 1851419729- 20240326- 03",

"pitrTimeStamp" : "March 26, 2024 04:15:06 AM PDT",

"pitrSCN' : "1675444",

"reset LogsTi neStanmp" : "March 26, 2024 03:01:39 AM PDT",

"reset LogsSCN' : "1575481",

"oraHomeVersion" : "19.23.0.0.240116",

"sql Pat ches" : "35926646, 34774667, 35943157",

"backupLogLoc" :

"/ nfs_backup/ orabackups/ dbsf b225975e/ dat abase/ 1851419729/
"/ nfs_backup/ orabackups/ dbsf b225975e/ dat abase/ 1851419729/

"/ nfs_backup/ orabackups/ dbsf b225975e/ dat abase/

"/ nfs_backup/ orabackups/ dbsf b225975e/ dat abase/ 1851419729/

db15/ r manl og/ 2024- 03- 26/ r man_backup_aut 0o_2024- 03- 26_04- 14- 29. 0478. | og",

"tdeValletLoc" : null,
"dbConfiglLoc" :

"/ nfs_backup/ orabackups/ dbsf b225975e/ dat abase/ 1851419729/

db15/ dbconfi g/ 2024- 03- 26/ DBCONFI G_aut 0_2024- 03- 26_04- 15- 19. 0472. tar. gz",

nane" : "Backup_Report db15",

"createTime" : "March 26, 2024 04:14:26 AM PDT",
"state" : {
"status" : " CONFI GURED'
}7
"updat edTi me" : "March 26, 2024 04:14:26 AM PDT",

"backupReport LogDetai |l " :
1851419729/ db15/ r mandet ai | | ogr eport/2024- 03- 26/
rman_| i st_backup_detai | _aut o_2024-03-26_04- 15- 16. 0129. | og",

"dblnfo" : {
"dbd ass" : "OLTP",
"dbType" : "RAC',
"dbShape" : "odb2",

"dbEdi tion" : "EE",
"dbStorage" : "ASM,
"dbRedundancy" : null,

"pdbName" : null,
"isCdb" : false
}7
"dbDat aSi ze" : "2441M',
"dbRedoSi ze" : "16403M',

"rmanBackupPi eces" :

"/ nfs_backup/ or abackups/ dbsf b225975e/ dat abase/

"/ nfs_backup/ orabackups/ dbsf b225975e/ dat abase/

1851419729/ db15/ backuppi eces/ 2024- 03- 26/ backupPi eces_aut 0_96a98156- b657- 403e-

a87c-357c2069c285 20240326041518. j son",
"conpressi onAl go" : "BASIC',
“cpuPool " : null,
“nunber &f Cores" : null,
"keyst oreType" : "OKV',

Note that since TDE wallet backup is not supported, if the keystore type is CKV, if you specify
the component as t dewal | et inthe odacli create-backup command, an error is encountered.

[ odaadm n@dal bin]$ odacli create-backup -n dbl5 -c tdewal | et

DCS-10144: TDE wal | et backup operation is not supported for TDE databases with

KV keystore type.
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Performing recovery of database with TDE configured using Oracle Key Vault with

credentials of Oracle Key Vault user

Use the odacl i recover-dat abase command to recover a database with TDE configured
using Oracle Key Vault. For example, to recover a database kokvdb2, run the following

command:

odacli recover-database -n kokvdb2 -t | atest
{
"jobld" : "8ab0d65f-2269-41ff-b030-51f edecc82b5",
"status" : "Created",
"message” : null,
"reports" : [ ],
"createTinestanp" : "July 15, 2024 18:26:26 PM CST",

"resourceList" : [ ],

"description” : "Create recovery-latest for DB : kokvdb2",
"updat edTime" : "July 15, 2024 18:26:26 PM CST",

"jobType" : null

}

odacli describe-job -i 8a50d65f-2269-41ff-b030-51f e4ecc82b5

Job details
ID:  8a50d65f - 2269- 41f f - b030- 51f edecc82b5
Description: Create recovery-latest for DB : kokvdb2
Status: Success
Created: July 15, 2024 6:26:26 PM CST

Message
Task Nane Start
Time End Tine
Status
Dat abase recovery validation July 15, 2024 6:26:30 PM
CST July 15, 2024 6:27:50 PM CST Success
Dat abase recovery July 15, 2024 6:27:50 PM
CST July 15, 2024 6:30:07 PM CST Success
Enabl e bl ock change tracking July 15, 2024 6:30:07 PM
CST July 15, 2024 6:30:12 PM CST Success
Dat abase openi ng July 15, 2024 6:30:12 PM
CST July 15, 2024 6:30:15 PM CST Success
Dat abase restart July 15, 2024 6:30:15 PM
CST July 15, 2024 6:31:31 PM CST Success
Recovery netadata persistence July 15, 2024 6:31:31 PM
CST July 15, 2024 6:31:31 PM CST Success

The TDE wallets are stored on the Oracle Key Vault server and not on Oracle Database
Appliance, and so, ODACLI commands cannot be used for restore and recovery operations. If
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the keystore type is OKV, and you specify the component as t dewal | et in the odacli recover-
dat abase command, an error is encountered.

[ odaadm n@dal bin]$ odacli recover-database -n dbl5 -tl /nfs_backup/
ewal | et.pl2 -t latest

DCS-10045: Val i dation error encountered: Usage of TDE wallet related
paraneters is not allowed for a TDE database with OKV keystore type.

[ odaadm n@dal bin]$ odacli restore-tdewallet -n dbl5

Enter TDE wal | et password:

DCS-10144: Restore TDE wal | et operation is not supported for TDE dat abases
wi th OKV keystore type.

Performing recovery of database with TDE configured using Oracle Key Vault with
endpoints in Oracle Key Vault

The odacl i recover - dat abase command prompts for the TDE password. Before database
recovery, the local auto-login wallet is regenerated using the Administer Key Management
command. You must specify the TDE password for database recovery.

odacli recover-database -n kokvdb2 -t | atest
Enter the TDE password:

odacli describe-job -i 8a50d65f-2269- 41f f - b030- 51f edecc82b5

Job details
ID: 8a50d65f - 2269- 41f f - b030- 51f e4ecc82b5
Description: Create recovery-latest for DB : kokvdb2
Status: Success
Created: July 15, 2024 6:26:26 PM CST

Message
Task Name Start
Ti me End Time
St at us
Auto login TDE Wil l et creation July 15, 2024 6:26:30 PM
CsT July 15, 2024 6:27:50 PM CST
Dat abase recovery validation July 15, 2024 6:26:30 PM
CsT July 15, 2024 6:27:50 PM CST Success
Dat abase recovery July 15, 2024 6:27:50 PM
CsT July 15, 2024 6:30:07 PM CST Success
Enabl e bl ock change tracking July 15, 2024 6:30:07 PM
CsT July 15, 2024 6:30:12 PM CST Success
Dat abase openi ng July 15, 2024 6:30:12 PM
CsT July 15, 2024 6:30:15 PM CST Success
Dat abase restart July 15, 2024 6:30:15 PM
CsT July 15, 2024 6:31:31 PM CST Success
Recovery netadata persistance July 15, 2024 6:31:31 PM
CsT July 15, 2024 6:31:31 PM CST Success
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Errors during database recovery

The TDE wallets are stored on the Oracle Key Vault server and not on Oracle Database
Appliance, and so, ODACLI commands cannot be used for restore and recovery operations. If
the keystore type is OKV, and you specify the component as t dewal | et in the odacli recover-
dat abase command, an error is encountered.

[ odaadm n@dal bin]$ odacli recover-database -n dbl5 -tl /nfs_backup/
ewal [ et.pl2 -t |atest

DCS- 10045: Val i dation error encountered: Usage of TDE wallet related
parameters is not allowed for a TDE database with OKV keystore type.

[ odaadmi n@dal bin]$ odacli restore-tdewallet -n dbl5

Enter TDE wal | et password:

DCS-10144: Restore TDE wal | et operation is not supported for TDE dat abases
with OKV keystore type.

Related Topics

* odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Restoring TDE-Enabled Databases Using Oracle Key Vault User

Credentials

Understand how you can restore TDE-enabled databases using database backups, on Oracle
Database Appliance bare metal and DB systems, with credentials of a user on Oracle Key
Vault.

Prerequisites

« To restore a database with primary role in an Oracle Data Guard configuration, TDE wallet
for the target database must be created on the Oracle Key Vault server before you run the
restore command. This TDE wallet is a copy of the wallet of the source database.

- To restore a database with a standby role in an Oracle Data Guard configuration, the TDE
wallet copy must not be created. The TDE wallet of the primary database must be used for
the standby database.

Step 1: Create the Oracle Key Vault user. This step applies to multi-user access-enabled

systems only.

If the user with the ODA- OKVCONFI GADM N role does not exist, or if you want to assign a different
user for the database you are restoring, then create the user.

1. Create a new user with the ODA- OKVCONFI GADM N role. For example:

odacli create-user -u okvuserl -r ODA- OKVCONFI GADM N

The user is created and assigned a temporary password.

2. After the user is created successfully, the okvuser 1 can log into the appliance with the
temporary password.

3. Theokvuserlisinthelnactive state. If the appliance is configured with multi-user access
enabled, then activate the user with the following command. Note that if the appliance is
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configured with passwordless multi-user access, then you do not need to activate the user.
For more information about configuring multi-user access, the topic Implementing Multi-
User Access on Oracle Database Appliance.

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

Step 2: Create an Oracle Key Vault server configuration

Create an Oracle Key Vault server configuration for the target database. Create a new Oracle
Key Vault server configuration only if an Oracle Key Vault server configuration for the same
Oracle Key Vault server does not already exist. If a configuration already exists, then use the
existing configuration.

1.

The Oracle Key Vault user that creates the Oracle Key Vault server configuration must be a
user with atleast the privilege of Cr eat e Endpoi nt on the Oracle Key Vault server.

For multi-user access-enabled systems, log in as the user with the CDA- OKVCONFI GADM N
role, for example, the okvuser 1. For non-multi user access enabled systems, log in as the
root user.

Oracle Key Vault password prompt displays twice, to accept and confirm the Oracle Key
Vault password. This is the password of the Oracle Key Vault user on the Oracle Key Vault
server, which enables the user to log into the Oracle Key Vault server. Specify the user
name with the - u option in the odacl i creat e- okvserverconfi g command. The name of
the Oracle Key Vault server configuration is case-sensitive and no two Oracle Key Vault
server configurations can have same name on Oracle Database Appliance. The length of
the Oracle Key Vault server configuration cannot exceed 128 characters.

odacli create-okvserverconfig -n okvobj1l -u epokvusrl -ip XXX.XX.XXX. XXX
Enter OKV user password :
Retype OKV user password :

Job details
I D. 8878f c02- 3d64-4519- bf 52- f ch50839f 89f
Description: Create OKV Server Config: okvcfgb
Status: Success

Created: Cctober 14, 2024 14:04:29 UTC

Message: Create OKV Server Config
Task Nane Node Nare Start
Tine End
Ti me St atus
KV Password Store creation odal Cct ober
14, 2024 14:04:29 UIC Cctober 14, 2024 14:04:56 UTC
Success
Downl oad of OKV REST package odal Cct ober
14, 2024 14:04:31 UTC Cctober 14, 2024 14:04:32 UTC
Success
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Edit of OKV REST package odal Cct ober
14, 2024 14:04:32 UTC Cctober 14, 2024 14:04:32 UTC

Success

Cenerate OKV client wallets odal Cct ober
14, 2024 14:04:32 UTC Cctober 14, 2024 14:04:35 UTC

Success

The command creates an Oracle Key Vault server configuration okvobj 1 for the Oracle
Key Vault server user epokvusr 1 on the specified server.

Step 3: Copy TDE keys from source wallet to target wallet on Oracle Key Vault server
using ODACLI commands

Use the odacl i copy- okvt dewal | et command to copy the TDE wallet to the Oracle Key Vault
server. Specify the source wallet name (- - sour ce-wal | et -nane | -swn), target wallet Oracle
Key Vault server configuration object name (- -t ar get - okvserverconfig | -tosc), and the
target wallet name (--target -wal | et -name | -twn)in the command. A new wallet with the
name specified for the target wallet name (- -t arget - wal | et - name | -twn) parameter is
created in the target Oracle Key Vault server. This wallet contains the TDE keys copied from
the source wallet.

If the source wallet is on a different Oracle Key Vault server than the target wallet, then specify
the source wallet Oracle Key Vault server details such as the host name (- - sour ce- host nane

| -shn)orthe IP address (--source-ip | -sip) of the server and the name of the user that
owns the wallet on the Oracle Key Vault server (- - sour ce- username | -su). You must provide
a password when prompted in this case. This is the password of the Oracle Key Vault user that
owns the source wallet on the Oracle Key Vault server. For multi-user access enabled systems,
run this command as the Oracle Key Vault user on Oracle Database Appliance.

There are three scenarios when you copy the TDE wallet:

Scenario 1: Copy the TDE wallet on the same Oracle Key Vault server with the same
Oracle Key Vault user

In this case, the source TDE wallet and the target TDE wallet are on the same Oracle Key
Vault server, and both are owned by the same user on the OKV server. For example:

odacli copy-okvtdewal | et -swn tdeokv_on_oda8nD13-c -tosc okvobj1l -twn tdeokvss
Job details
I D:  50df 7dcc- 8e17- 48db- 9206- 879c44e57¢20
Description: Copy wallet in OKV server
Status: Success
Created: June 20, 2024 2:56:02 AM CST
Message:

Task Nane Start
Ti nme End Tine

Creating a TDE wal l et copy in the OKV June 20, 2024 2:56:03 AM
CsT June 20, 2024 2:57:17 AM CST Success
server
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Scenario 2: Copy the TDE wallet on the same Oracle Key Vault server but using a
different Oracle Key Vault user

In this case, the source and the target wallet are on the same Oracle Key Vault server but are
owned by different users on the Oracle Key Vault server. The owner of the source wallet in the
Oracle Key Vault must provide read and manage access permissions on the wallet to the
owner of the target wallet on Oracle Key Vault before running the ODACLI command to copy
the wallet.

Follow these steps to provide read and manage wallet permissions to the target wallet Oracle
Key Vault user:

1. Log into the Oracle Key Vault server as the source wallet Oracle Key Vault user.

2. Navigate to the Keys and Wallets tab. Select the source wallet checkbox and click the
Edit icon.

3. Navigate to the Wallet Access Settings section and click Add.

4. In the dropdown list for Type, select Users, and then select the checkbox for the target
wallet Oracle Key Vault user.

5. Inthe Access Level section, select Read Only and Manage Wallet.

6. Click Save.

After you provide the required permissions to the target wallet user, run the odacl i copy-
okvt dewal | et command.

odacli copy-okvtdewal | et -swn tdeokv_on_oda8nD13-c -tosc okvobj2 -twn tdeokvdu
Job details
I D: 50df 7dcc- 8e17- 48db- 9206- 879c44e57¢20
Description: Copy wallet in OKV server
Status: Success
Created: June 20, 2024 2:56:02 AM CST
Message:

Task Nane Start
Ti ne End Tine
St at us

Creating a TDE wal | et copy in the OKV June 20, 2024 2:56:03 AM
CST June 20, 2024 2:57:17 AM CST Success
server

Scenario 3: Copy the TDE wallet to a different Oracle Key Vault server

In this case, the source wallet and the target wallet are on different Oracle Key Vault servers.
Specify the source wallet Oracle Key Vault server details in the odacli copy- okvt dewal | et
command. Specify the password of the source wallet Oracle Key Vault user when prompted.
For example:

odacli copy-okvtdewal | et -swn tdeokv_on_oda8mD13-c -Sip XXX.XX.X.XXX -SuU
epokvusrl -tosc okvobj3 -twn tdeokvds

Enter OKV user password:

Ret ype OKV user password:
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Job details
ID:  50df 7dcc-8el7- 48db- 9206- 879c44e57¢20
Description: Copy wallet in OKV server
Status: Success
Created: June 20, 2024 2:56:02 AM CST
Message:
Task Nane Start
Ti me End Tinme
St at us

Creating a TDE wal l et copy in the OKV June 20, 2024 2:56:03 AM
CST June 20, 2024 2:57:17 AM CST Success
server

Alternate method for Step 3: Copying the TDE keys from the source database wallet to
the target database wallet using the Oracle Key Vault user interface

Instead of using ODACLI commands, you can create a new wallet for the target database in
the Oracle Key Vault server and copy the TDE keys of the source database to the wallet using
the Oracle Key Vault user interface as follows:

1. Log into the Oracle Key Vault server.
2. Navigate to the Keys & Wallets tab.

3. The Oracle Key Vault user must be provided read, write, and manage wallet permissions
from the Access Settings section of the source database wallet.

4. To create a new wallet, click Create.
5. Specify the new name for the wallet of the target database.

6. Copy the TDE keys of the source database when creating the new wallet. Search for the
name of the source database in the Add Wallet Contents section. When the keys are
displayed, select all TDE Master Encryption Key checkboxes for the database.

7. To save the wallet, click Save.

8. Run this step only if the Oracle Key Vault administrator has created the wallet for the
Oracle Key Vault user. Ensure that the administrator provides read-write and manage-
wallet access for the wallet to the user after creation.

a. Log into the Oracle Key Vault server as the Oracle Key Vault administrator.

b. Inthe Keys & Wallets tab, select the checkbox for the newly-created wallet and click
on the Edit option for the wallet.

c. Inthe Wallet Access Settings, click Add.

d. Inthe Select Endpoint/User Group section, select Users from the dropdown list.

e. Select the checkbox for the Oracle Key Vault user to be provided access to the wallet.
f. Inthe Access Level section, select Read and Modify and Manage Wallet options.

g. To save the access settings for the wallet, click Save.
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Step 4: Restoring TDE-enabled databases with TDE keys stored on Oracle Key Vault

Use the odacl i irestore-database command to restore a TDE-enabled database with TDE
keys stored on Oracle Key Vault. Specify the options - - enabl e-t de, - - okv- server-config, - -
okv-wal | et - nane, and keyst or e- t ype in the command.

The option - - enabl e- t de, -t indicates that the restored database must be configured with
TDE, using the Oracle Key Vault server configuration specified in the - - okv- server-config
option. The keystore of such irestored database is set to KV. The okvSer ver Confi gNanme
attribute of the restored database object is set to the name of the Oracle Key Vault server
configuration specified in the irestore request. Specify the wallet name for the target database
with the - - okv-wal | et - name parameter. This wallet must be present in the Oracle Key Vault
server and the TDE keys must be copied to the wallet before running the irestore operation.

Since the wallet is already created in the Oracle Key Vault server, specify the name of the
wallet, the Oracle Key Vault server configuration where the wallet is created, and the keystore
type as OKV in this case in the odacl i irestore-dat abase command:

odacli irestore-database -r /tnp/dblBackupreport.json -t -osc okvobj1l -kt OKV
-own db2_wallet -n okvdbl5

Enter SYS and SYSTEM user password:

Enter SYS and SYSTEM user password:

Job details
I D dc44f 3f 0- 5af 3- 4402- ad23- €923e1446371
Description: Database service recovery with DB name: okvdblb
Status: Success
Created: July 5, 2024 6:54:00 AM EDT
Message

Task Name Node Narme Start
Ti me End Time
St at us
Check if cluster ware is running odal July 5
2024 6:54:23 AM EDT July 5, 2024 6:54:23 AM EDT
Success
Check if cluster ware is running oda2 July 5, 2024
6: 54: 23 AM EDT July 5, 2024 6:54:24 AM EDT
Success
Creating DbStorage for DbRestore odal July 5, 2024
6: 54: 25 AM EDT July 5, 2024 6:54:42 AM EDT
Success
Val i dating Di skSpace for DATA odal July 5
2024 6:54:25 AM EDT July 5, 2024 6:54:27 AM EDT
Success
Setting up SSH equival ence odal July 5
2024 6:54:27 AM EDT July 5, 2024 6:54:34 AM EDT
Success
Configuring user access to ACFS odal July 5
2024 6:54:38 AM EDT July 5, 2024 6:54:39 AM EDT
Success

filesystems for
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okvdb15

Audit directory creation
6:54: 40 AM EDT

Success

Audit directory creation
6:54:41 AM EDT

Success

Configure TDE for RestoreDb TaskFl ow
6:54: 46 AM EDT July 5, 2024
Success

Auxiliary Instance Creation

6: 54: 50 AM EDT July 5, 2024
Success

TDE Wl let directory creation

6: 55: 30 AM EDT July 5, 2024
Success

OKV Endpoint configuration

6:55:31 AM EDT July 5, 2024
Success

Auto login TDE Wil l et creation

6:56: 02 AM EDT July 5, 2024
Success

Password based TDE Wl let open

2024 6:56:04 AM EDT July 5
Success

Create pfile for Auxiliary Instance

2024 6:56:07 AM EDT July 5
Success

Rman duplicate

2024 6:56:08 AM EDT July 5
Success

Creating pfile fromspfile

2024 7:01:23 AM EDT July 5
Success

Set PFile Oanership

2024 7:01:24 AM EDT July 5
Success

Custom ze Db Paraneters

2024 7:01:25 AM EDT July 5
Success

Shutdown And Start database

2024 7:01:36 AM EDT July 5
Success

Create spfile for restore db

2024 7:06:51 AM EDT July 5
Success

Set PFile Oanership

2024 7:06:53 AM EDT July 5
Success

Shut down And Mount dat abase

2024 7:06:54 AM EDT July 5
Success

Re-Create control file

2024 7:08:23 AM EDT July 5
Success

July 5, 2024

July 5, 2024
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Rermovi ng Di sabl ed Redo Threads

2024 7:09:21 AM EDT July
Success

Updating DB attributes

2024 7:09:23 AM EDT July
Success

Regi st er Database taskfl ow

2024 7:09:30 AM EDT July
Success

Create SPFile in shared | oc

2024 7:09:30 AM EDT July
Success

Del ete Local Spfile

2024 7:09:40 AM EDT July
Success

Regi ster DB with clusterware

2024 7:09:41 AM EDT July
Success

Add Startup Trigger to Cpen all PDBS
2024 7:11:20 AM EDT July
Success

Set SysPassword and Create PwFile
2024 7:11:21 AM EDT July
Success

Enabl e bl ock change tracking

2024 7:11:25 AM EDT July
Success

Creating pfile

2024 7:11:37 AM EDT July
Success

Updating db env

2024 7:11:39 AM EDT July
Success

Enabl e DbSi zi ng Tenpl ate

2024 7:11:40 AM EDT July
Success

Updat e Dat abase G obal Nane

2024 7:13:14 AM EDT July
Success

Create tns entry

2024 7:13:18 AM EDT July
Success

Create tns entry

2024 7:13:19 AM EDT July
Success

Runni ng dat apat ch

2024 7:13:21 AM EDT July
Success

Set CPU pool

2024 7:13:52 AM EDT July
Success

Reset Associ ated Networks for Database
2024 7:14:54 AM EDT July
Success

Reset Associ at ed NetworKks

2024 7:15:00 AM EDT July
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Success

Set |og_archive_dest for Database odal July 5
2024 7:15:01 AM EDT July 5, 2024 7:15:07 AM EDT

Success

Setting Database paraneter for OKV odal July 5
2024 7:15:07 AM EDT July 5, 2024 7:16:43 AM EDT

Success

Enabl e New Tabl espace Encryption odal July 5
2024 7.16:45 AM EDT July 5, 2024 7:16:47 AM EDT

Success

Copy Pwfile to Shared Storage odal July 5
2024 7.16:47 AM EDT July 5, 2024 7:16:58 AM EDT

Success

Configure Al Candidate Nodes odal July 5
2024 7:16:58 AM EDT July 5, 2024 7:17:01 AM EDT

Success

Restore the database by copying the wallet using ODACLI commands and providing the wallet
name to the command. After copying the TDE keys of the wallet of the source database with
the odacli copy- okvt dewal | et command, specify the target Oracle Key Vault wallet name in
the odacli irestore-database command.

odacli irestore-database -r /tnp/dblBackupreport.json -t -osc okvobj1l -kt OKV
-own db2 wal | et

Enter SYS and SYSTEM user password:

Enter SYS and SYSTEM user password:

Related Topics

e odacli Multi-User Access Commands
Use odacl i commands to enable multi-user access for the appliance.

Restoring TDE-Enabled Databases With Endpoints and Wallet Manually
Created in Oracle Key Vault

Understand how you can restore TDE-enabled databases on Oracle Database Appliance using
the endpoints and wallets created manually on Oracle Key Vault. This method supports
creation of TDE-enabled databases on bare metal and DB systems.

Prerequisites

» To restore a database with primary role in an Oracle Data Guard configuration, TDE wallet
for the target database must be created on the Oracle Key Vault server before you run the
restore command. This TDE wallet is a copy of the wallet of the source database.

» To restore a database with a standby role in an Oracle Data Guard configuration, the TDE
wallet copy must nhot be created. The TDE wallet of the primary database must be used for
the standby database.

e The TDE wallet created must be set as the default wallet for the endpoints created.

e« The okvclient.jar file corresponding to each endpoint must be downloaded and copied
to the Oracle Database Appliance node on which you submit the database restore request.
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Step 1: Copying the TDE keys from the source database wallet to the target database
wallet using the Oracle Key Vault user interface

Create a new wallet for the target database in the Oracle Key Vault server and copy the TDE
keys of the source database to the wallet as follows:

1.
2.
3.

Log into the Oracle Key Vault server.
Navigate to the Keys & Wallets tab.

The Oracle Key Vault user must be provided read, write, and manage wallet permissions
from the Access Settings section of the source database wallet.

To create a new wallet, click Create.
Specify the new name for the wallet of the target database.

Copy the TDE keys of the source database when creating the new wallet. Search for the
name of the source database in the Add Wallet Contents section. When the keys are
displayed, select all TDE Master Encryption Key checkboxes for the database.

To save the wallet, click Save.

Run this step only if the Oracle Key Vault administrator has created the wallet for the
Oracle Key Vault user. Ensure that the administrator provides read-write and manage-
wallet access for the wallet to the user after creation.

a. Log into the Oracle Key Vault server as the Oracle Key Vault administrator.

b. Inthe Keys & Wallets tab, select the checkbox for the newly-created wallet and click
on the Edit option for the wallet.

c. Inthe Wallet Access Settings, click Add.

d. Inthe Select Endpoint/User Group section, select Users from the dropdown list.

e. Select the checkbox for the Oracle Key Vault user to be provided access to the wallet.
f. Inthe Access Level section, select Read and Modify and Manage Wallet options.

g. To save the access settings for the wallet, click Save.

Step 2: Creating endpoints and setting the default wallet

Follow these steps:

1.

Create endpoints corresponding to each instance. For Oracle RAC database, create two
endpoints corresponding to two instances. For single-instance database, create one
endpoint corresponding to one instance.

a. Inthe Oracle Key Vault home page, navigate to the Endpoints tab and click Add.

b. Specify the Endpoint Name. Select the Type as Oracle Database, Platform as
Linux, and click Register.
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Key Vault 21.7 Q. DHARM v () Help

£ Home = Endpoints @, Keys & Wallets ik Reports 2 Users

Last Refreshed Time: 21-AUG-2024 08:10:19 [All times UTC +05:30 hours]

Register Endpoint Cancel

Endpoint Groups Endpoint Name * Jltestn |

Endpoints

Endpoints

Type * Oracle Database v
Platform * Linux ~

Description

Administrator Email

2. Inthe Default Wallet page, click Choose Wallet and set the default wallet for the created
endpoints.

Key Vault 21.7

L DHARM v (?) Help

{2 Home £ Endpoints eys allets il Reports 2 Users
H Endpoil Keys & Wall R 2 U

Last Refreshed Time: 21-AUG-2024 08:15:10 [All times UTC +05:30 hours]

. Add Default Wallet
Endpoints dd Default Wal ®
Common Name of Certi
) Issuer
; Last Active Time
Endpoint Groups
i " Select Wallet
Default Wallet Actions
E] ‘ O1 Row text contains 'test (x E——
Default Wallet Wallet Name Description Creation Time | o2
Node
® test 21-AUG-2024
“ 08:15:01
Endpoint Group M
O e 30-JUL-2024
QO 10:44:15

Step 3: Downloading the TDE wallet to Oracle Key Vault server using Oracle Key Vault
commands

For multi user access-enabled and multi user access passwordless systems, log in as the
Oracle Key Vault server user. For non-multi user access-enabled systems, log in as the oracl e
user and then follow these steps:

1. Create working directories such as /t np/work and /t np/ wor k/ cl i ent _wal | et . Navigate to
the / t np/ wor k directory. Download and extract the RESTful Service Utility from Oracle Key
Vault server. You can view three directories bi n, | i b, and conf .

mkdir /tnp/ work/
mkdir /tnp/work/client_wallet
cd /tnp/ work
curl -Ck https://okv_server _ip: 5695/ okvrestclipackage. zi p
% Total % Received % Xferd Average Speed Time Time Time Current
Dl oad Upl oad Total Spent Left Speed
100 3750k 100 3750k O 0 2500k 0 0:00:01 0:00:01 --:--:-- 2500k

2. Extract the contents of okvr est cl i package. zi p file. Edit the conf/okvrestcli.ini file and
add the Oracle Key Vault server IP address, user name, and path to the directory where
the client auto login wallets are created. In the following example, the client auto login
wallets are created in the / t mp/ wor k/ cl i ent _wal | et directory.

#Provi de absolute path for |og_property, okv_client_config properties
[Defaul t]
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| og_property=./conf/okvrestcli_|ogging.properties
server=<okv_server _i p>
okv_client_config=./conf/okvclient.ora

user =<okv_user >

client_wallet=/tnp/work/client_ wallet

Edit the bi n/ okv file and uncomment the line export
OKV_RESTCLI _CONFI G=$OKV_RESTCLI _DI R/ conf/ okvrestcli.ini file. Set JAVA HOME as
follows:

#!/ bi n/ bash
export OKV_RESTCLI DI R=$(dirnanme "${0}")/..
export OKV_RESTCLI _CONFI G=$OKV_RESTCLI _DI R/ conf/okvrestcli.ini
export JAVA HOVE=/ opt/oracl e/ dcs/javall.8.0_xxx
if [ -z "$JAVA_ HOME" ]
t hen
echo "JAVA HOME environnment variable is not set.”
exit 1
fi

if [ -z "$OKV_RESTCLI _CONFI G' ]

t hen
echo "OKV_RESTCLI _CONFI G environment variable is not set.”
exit 1

fi

export OKV_RESTCLI _JAR=$COKV_RESTCLI DI R/Iib/okvrestcli.jar
$JAVA HOVE/ bin/java -jar $OKV_RESTCLI _JAR "$@

Generate the client auto login wallets. Specify the Oracle Key Vault password when
prompted.

[t np/ wor k/ bi n/okv admin client-wallet add --client-wallet /tnp/work/
client_wallet --wallet-user okv_user
Passwor d:

Create the endpoint corresponding to the wallet. For Oracle RAC database, you must
create two endpoints specific to each database instance. Run this step only if the
endpoints are not already created using the Oracle Key Vault Server user interface.

/t np/ wor k/ bi n/ okv admi n endpoi nt create --endpoint endpoint_name --type
ORACLE DB --platform LI NUX64 --strict-ip-check TRUE

Set the wallet created in Step 1 as the default wallet for the endpoints. For Oracle RAC
database, the default wallet for both the endpoints must be same TDE wallet. Run this step
only if the TDE wallet is not already set as the default wallet for the endpoints using the
Oracle Key Vault Server user interface.

/ t p/ wor k/ bi n/ okv manage-access wal | et set-default --wallet <wallet_ name>
--endpoi nt <endpoi nt _name>
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7. Download the okvclient.jar file. For Oracle RAC database, download the okvclient.j ar
file corresponding to both endpoints. After downloading the files, copy the okvclient.jar
corresponding to the remote instance to the remote node.

[t p/ wor k/ bi n/ okv adnmi n endpoi nt downl oad --endpoi nt <endpoi nt _name> - -
| ocation <location>

When you download the endpoints, if you encounter a message such as Endpoi nt t oken
i s already consuned, then you must enroll the endpoint again as follows:

[t mp/ wor k/ bi n/ okv admi n endpoi nt downl oad --endpoi nt endpoi nt_nane --
l ocation |ocation
[t mp/ wor k/ 1 og/ okv0. 1 0g. 0 (Permnission denied)

{
"result" : "Failure",
"message" : "Endpoint token is already consumed"
}
[t mp/ wor k/ bi n/ okv admi n endpoi nt re-enroll --endpoint <endpoi nt_nane>
[t mp/ wor k/ 1 og/ okv0. 1 0g. 0 (Permnission denied)
{
"result" : "Success"
}
}

Step 4: Restoring TDE-enabled databases with TDE keys stored on Oracle Key Vault

For multi-user access-enabled systems, log in as database user. For non-multi user access
enabled systems, log in as the r oot user. Use the odacli irestore-database command to
restore a TDE-enabled database with TDE keys stored on Oracle Key Vault. Specify the
options - - enabl e-t de, - - okvcl i ent - pat h, and keyst or e- t ype in the command.

The option - - enabl e-t de, - t indicates that the restored database must be configured with
TDE. Use the option - - keyst or e-t ype, - kt to specify the type of keystore for the TDE
configuration. Use the option - - okvcl i ent - pat h, - ocp to specify the absolute path to the
okvclient.jar file corresponding to the database endpoint. For single-instance database, you
can specify one value in the - - okvcl i ent - pat h, - ocp option, whereas for Oracle RAC
database, you can specify two values. Provide the TDE password when you are prompted.
After the restore operation of the database is successful, the Oracle Key Vault endpoint
software is installed in the / et ¢/ OKV/ db_uni que_nane/ okv location. The local auto login TDE
wallets are created in the / et ¢/ OKV/ db_uni que_nane/ t de location.

To restore a single-instance database okvdb without using the Oracle Key Vault server
configuration object, run the odacl i irestore-database command as follows:

odacli irestore-database -r /tnp/bkpreport.json -n okvdb8 -y SI -t -kt OKV -
ocp /tnp/okvclient.jar

Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Enter TDE wal | et password:

Job details

ID:  dce7bde6- 7f c4- 48ec- 891b- 649525f 1cedf
Description: Database service recovery with DB name: okvdb8
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Status: Success
Created: August 28, 2024 2:50:46 PM CST
Message
Task Nane Node Name
Ti me End Tinme
St at us
Rest ore Dat abase scaodalOhal3c2nl

2024 2:51:09 PM CST August
Failure

Rest ore Dat abase

2024 2:51:10 PM CST August

Failure

Check if cluster ware is running
2024 2:51:14 PM CST August
Success

Check if cluster ware is running
2024 2:51:14 PM CST August
Success

Creating DbStorage for DbRestore
2024 2:51:14 PM CST August
Success

Val i dating Di skSpace for DATA

2024 2:51:14 PM CST August
Success

Setting up SSH equival ence

2024 2:51:15 PM CST August

Success

Configuring user access to ACFS
2024 2:51:20 PM CST August
Success

filesystems for

okvdb8st

Audit directory creation
2024 2:51:20 PM CST
Success

Audit directory creation
2024 2:51:21 PM CST
Success

Configure TDE for RestoreDb TaskFl ow

August

August

2024 2:51:22 PM CST August
Success

Auxiliary Instance Creation

2024 2:51:24 PM CST August

Success

TDE Wl l et directory creation
2024 2:51:36 PM CST

Success

Installing OKV Cient Software
2024 2:51:36 PM CST

Success

Auto login TDE Wall et creation

August

August
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28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

2024 2:58:11 PM CST

scaodalOhal3c2nl
2024 2:58:10 PM CST

scaodalOhal3c2nl
2024 2:51:14 PM CST

scaodalOhal3c2n2
2024 2:51:14 PM CST

scaodalOhal3c2nl
2024 2:51:21 PM CST

scaodalOhal3c2nl
2024 2:51:15 PM CST

scaodalOhal3c2nl
2024 2:51:19 PM CST

scaodalOhal3c2nl
2024 2:51:20 PM CST

scaodalOhal3c2nl
2024 2:51:21 PM CST

scaodalOhal3c2n2
2024 2:51:21 PM CST

scaodalOhal3c2nl
2024 2:51:39 PM CST

scaodalOhal3c2n2
2024 2:51:36 PM CST

scaodalOhal3c2nl
2024 2:51:36 PM CST

scaodalOhal3c2n2
2024 2:51:37 PM CST

scaodalOhal3c2nl

Start

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,
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2024 2:51:37 PM CST
Success
Password based TDE Wl let open

August

2024 2:51:38 PM CST August
Success
Install Cbject Store Swift modul e

2024 2:51:58 PM CST

Success

Restoring Spfile From Casper
2024 2:52:16 PM CST

Success

Custom ze Db Paraneters
2024 2:52:38 PM CST

Success

Create spfile for restore db
2024 2:52:47 PM CST

Success

Restoring control file

2024 2:52:48 PM CST

Success

Mounting db

2024 2:53:11 PM CST

Success

Val i dating backup for RestoreDB
2024 2:53:35 PM CST August
Success

Restoring DB for migration
2024 2:53:41 PM CST

Success

Change DBI D and/ or DBNane
2024 2:54:27 PM CST

Success

Regi st er Database taskfl ow
2024 2:54:31 PM CST

Success

Create SPFile in shared | oc
2024 2:54:31 PM CST

Success

Del ete Local Spfile

2024 2:54:37 PM CST

Success

Register DB with clusterware
2024 2:54:37 PM CST

Success

Set SysPassword and Create PwFile
2024 2:55:23 PM CST August
Success

Enabl e bl ock change tracking
2024 2:55:26 PM CST

Success

Creating pfile

2024 2:55:28 PM CST

Success

Updating db env

2024 2:55:29 PM CST

Success

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August
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28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

2024 2:51:38 PM CST

scaodalOhal3c2nl
2024 2:51:39 PM CST

scaodalOhal3c2n2
2024 2:52:16 PM CST

scaodalOhal3c2n2
2024 2:52:38 PM CST

scaodalOhal3c2n2
2024 2:52:47 PM CST

scaodalOhal3c2n2
2024 2:52:48 PM CST

scaodalOhal3c2n2
2024 2:53:11 PM CST

scaodalOhal3c2n2
2024 2:53:35 PM CST

scaodalOhal3c2n2
2024 2:53:41 PM CST

scaodalOhal3c2n2
2024 2:54:26 PM CST

scaodalOhal3c2n2
2024 2:54:28 PM CST

scaodalOhal3c2nl
2024 2:57:08 PM CST

scaodalOhal3c2n2
2024 2:54:37 PM CST

scaodalOhal3c2n2
2024 2:54:37 PM CST

scaodalOhal3c2n2
2024 2:55:23 PM CST

scaodalOhal3c2nl
2024 2:55:25 PM CST

scaodalOhal3c2n2
2024 2:55:28 PM CST

scaodalOhal3c2n2
2024 2:55:29 PM CST

scaodalOhal3c2n2
2024 2:55:30 PM CST

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,
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Enabl e DbSi zing Tenpl ate scaodalOhal3c2n2 August 28
2024 2:55:30 PM CST August 28, 2024 2:56:20 PM CST

Success

Create tns entry scaodalOhal3c2nl August 28,
2024 2:56:20 PM CST August 28, 2024 2:56:21 PM CST

Success

Create tns entry scaodalOhal3c2n2 August 28,
2024 2:56:21 PM CST August 28, 2024 2:56:22 PM CST

Success

Runni ng dat apat ch scaodalOhal3c2n2 August 28,
2024 2:56:22 PM CST August 28, 2024 2:56:23 PM CST

Success

Set CPU pool scaodalOhal3c2nl August 28,
2024 2:56:23 PM CST August 28, 2024 2:56:23 PM CST

Success

Reset Associated Networks for Database scaodalOhal3c2n2 August 28
2024 2:57:10 PM CST August 28, 2024 2:57:13 PM CST

Success

Reset Associ ated Networks scaodalOhal3c2nl August 28
2024 2:57:13 PM CST August 28, 2024 2:57:14 PM CST

Success

Set [ og_archive_dest for Database scaodalOhal3c2n2 August 28
2024 2:57:14 PM CST August 28, 2024 2:57:18 PM CST

Success

Setting Database paraneter for OKV scaodalOhal3c2nl August 28
2024 2:57:18 PM CST August 28, 2024 2:58:05 PM CST

Success

Enabl e New Tabl espace Encryption scaodalOhal3c2n2 August 28
2024 2:58:07 PM CST August 28, 2024 2:58:08 PM CST

Success

Deleting OKV Client Software Jar scaodalOhal3c2n2 August 28
2024 2:58:09 PM CST August 28, 2024 2:58:09 PM CST

Success

Copy Pwfile to Shared Storage scaodalOhal3c2nl August 28
2024 2:58:09 PM CST August 28, 2024 2:58:10 PM CST Success

To restore an Oracle RAC database, run the odacl i irestore-database command as follows.
Specify the okvcl i ent.j ar file for the local database instance first, followed by the path to the
okvclient.jar file for the remote database instance in the request. In the following example,
the okvclient.jar file inthe/tnp/dirl location belongs to the local node and the
okvclient.jar fileinthe/tnp/dir2 location belongs to the remote node.

odacli irestore-database -r /tnp/bkpreport.json -n okvdb7 -y RAC -t -kt KV -
ocp /tmp/dirl/okvclient.jar,/tnp/dir2/okvclient.jar

Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Enter TDE wal | et password:

Job details
ID: 79b2d96c- 0156- 444b- b965- 185b311f 5110
Description: Database service recovery with DB name: okvdb7
Status: Success
Created: August 28, 2024 12:58:39 AM CST
Message
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Task Name Node Narme Start

Ti me End Time

Status

Check if cluster ware is running scaodalOhal3c2nl August 28
2024 12:59: 07 AM CST August 28, 2024 12:59:07 AM CST

Success

Check if cluster ware is running scaodalOhal3c2n2 August 28
2024 12:59: 07 AM CST August 28, 2024 12:59:07 AM CST

Success

Creating DbStorage for DbRestore scaodalOhal3c2nl August 28,
2024 12:59: 07 AM CST August 28, 2024 12:59:14 AM CST

Success

Val i dating Di skSpace for DATA scaodalOhal3c2nl August 28
2024 12:59:08 AM CST August 28, 2024 12:59:08 AM CST

Success

Setting up SSH equi val ence scaodalOhal3c2nl August 28
2024 12:59:09 AM CST August 28, 2024 12:59:12 AM CST

Success

Configuring user access to ACFS scaodalOhal3c2nl August 28
2024 12:59:13 AM CST August 28, 2024 12:59:13 AM CST

Success

filesystens for

okvdb7

Audit directory creation scaodalOhal3c2nl August 28
2024 12:59: 14 AM CST August 28, 2024 12:59:14 AM CST

Success

Audit directory creation scaodalOhal3c2n2 August 28
2024 12:59: 14 AM CST August 28, 2024 12:59:14 AM CST

Success

Configure TDE for RestoreDb TaskFl ow scaodalOhal3c2nl August 28
2024 12:59:15 AM CST August 28, 2024 12:59:32 AM CST

Success

Auxiliary Instance Creation scaodalOhal3c2nl August 28,
2024 12:59:17 AM CST August 28, 2024 12:59:28 AM CST

Success

TDE Wl let directory creation scaodalOhal3c2nl August 28
2024 12:59:28 AM CST August 28, 2024 12:59:28 AM CST

Success

Installing OKV Cient Software scaodalOhal3c2nl August 28
2024 12:59:28 AM CST August 28, 2024 12:59:29 AM CST

Success

Installing OKV Cient Software scaodalOhal3c2n2 August 28
2024 12:59:30 AM CST August 28, 2024 12:59:31 AM CST

Success

Auto login TDE Wall et creation scaodalOhal3c2nl August 28
2024 12:59:31 AM CST August 28, 2024 12:59:32 AM CST

Success

Password based TDE Wl let open scaodalOhal3c2nl August 28
2024 12:59:32 AM CST August 28, 2024 12:59:32 AM CST

Success

Install Cbject Store Swift nodul e scaodalOhal3c2n2 August 28
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2024 12:59:51 AM CST

Success

Restoring Spfile From Casper
2024 1:00:09 AM CST

Success

Custom ze Db Paraneters
2024 1:00:28 AM CST

Success

Create spfile for restore db
2024 1:00:34 AM CST

Success

Restoring control file

2024 1:00:35 AM CST

Success

Mounting db

2024 1:00:58 AM CST

Success

Val i dating backup for RestoreDB
2024 1:01:23 AM CST August
Success

Restoring DB for migration
2024 1:01:29 AM CST

Success

Re-Create control file

2024 1:10:54 AM CST

Success

Change DBI D and/ or DBNane

2024 1:11:36 AM CST

Success

Rermovi ng Di sabl ed Redo Threads

August

August

August

August

August

August

August

August

August

2024 1.14:34 AM CST August
Success

Updating DB attributes

2024 1:.14:36 AM CST August

Success
Custoni ze DB for Type RAC/ RacOne

2024 1:14:37 AM CST August
Success

Enabl e cluster ware for rac/racone db
2024 1:14:45 AM CST August
Success

Building Cluster DB Views for Rac and
2024 1:14:45 AM CST August
Success

RacOne

Regi ster Database taskfl ow

2024 1:14:58 AM CST August
Success

Create SPFile in shared | oc

2024 1:14:59 AM CST August
Success

Del ete Local Spfile

2024 1:15:05 AM CST August

Success
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28,

28,

28,

28,

2024 1:00: 09 AM CST

scaodalOhal3c2nl
2024 1:00: 28 AM CST

scaodalOhal3c2nl
2024 1:00: 34 AM CST

scaodalOhal3c2nl
2024 1:00:35 AM CST

scaodalOhal3c2nl
2024 1:00:58 AM CST

scaodalOhal3c2nl
2024 1:01:23 AM CST

scaodalOhal3c2nl
2024 1:01:29 AM CST

scaodalOhal3c2nl
2024 1:10:54 AM CST

scaodalOhal3c2nl
2024 1:11:36 AM CST

scaodalOhal3c2nl
2024 1:14:34 AM CST

scaodalOhal3c2nl
2024 1:14:36 AM CST

scaodalOhal3c2nl
2024 1:14:37 AM CST

scaodalOhal3c2nl
2024 1:14:44 AM CST

scaodalOhal3c2nl
2024 1:14:45 AM CST

scaodalOhal3c2nl
2024 1:14:56 AM CST

scaodalOhal3c2nl
2024 1:20:24 AM CST

scaodalOhal3c2nl
2024 1:15:05 AM CST

scaodalOhal3c2nl
2024 1:15:05 AM CST

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,
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Regi ster DB with clusterware
2024 1:.15:05 AM CST

Success

Add Startup Trigger to Cpen all PDBS
2024 1:16:33 AM CST August
Success

Set SysPassword and Create PwFile
2024 1.16:34 AM CST August
Success

Enabl e bl ock change tracking
2024 1.16:38 AM CST

Success

Creating pfile

2024 1.16:55 AM CST

Success

Updating db env

2024 1.16:56 AM CST

Success

Enabl e DbSi zi ng Tenpl ate
2024 1.16:56 AM CST
Success

Updat e Dat abase d oba
2024 1.18:39 AM CST
Success

Create tns entry

2024 1.18:40 AM CST
Success

Create tns entry

2024 1.18:42 AM CST
Success

Runni ng dat apat ch
2024 1.18:43 AM CST
Success

Set CPU pool

2024 1:19:19 AM CST
Success

Reset Associ ated Networks for
2024 1.20:26 AM CST

Success

Reset Associ ated Networks
2024 1:20:30 AM CsT

Success

Set |og_archive_dest for Database
2024 1:20:31 AM CsST August
Success

Auto login TDE Wall et creation
2024 1.20:34 AM CST

Success

Setting Database paraneter for OKV
2024 1:20:36 AM CST August
Success

Enabl e New Tabl espace Encryption
2024 1.22:19 AM CST August
Success

Deleting OKV Client Software Jar
2024 1.22:20 AM CST August

August

August

August

August

August

Nane

August

August

August

August

August

August

August

August
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Dat abase

28,

28,

28,

28,

28,

28,

28,

scaodalOhal3c2nl
2024 1:16:33 AM CST

scaodalOhal3c2nl
2024 1:16:33 AM CST

scaodalOhal3c2nl
2024 1:16:38 AM CST

scaodalOhal3c2nl
2024 1:16:54 AM CST

scaodalOhal3c2nl
2024 1:16:56 AM CST

scaodalOhal3c2nl
2024 1:16:56 AM CST

scaodalOhal3c2nl
2024 1:18:38 AM CST

scaodalOhal3c2nl
2024