Oracle® Key Vault
Developer's Guide

Release 21.2
F39995-03
August 2021

ORACLE"



Oracle Key Vault Developer's Guide, Release 21.2
F39995-03

Copyright © 2014, 2021, Oracle and/or its affiliates.
Primary Author: Mark Doran

Contributors: Rahil Mir, Min-Hank Ho, Swapna Jawarikapisha , Shirley Kumamoto, Michael Leong, Sunil
Pulla, Sindhu Ravichandran, Saikat Saha, Vipin Samar

This software and related documentation are provided under a license agreement containing restrictions on
use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse
engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is
prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If
you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software,
any programs embedded, installed or activated on delivered hardware, and modifications of such programs)
and Oracle computer documentation or other Oracle data delivered to or accessed by U.S. Government end
users are "commercial computer software" or "commercial computer software documentation” pursuant to the
applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use,
reproduction, duplication, release, display, disclosure, modification, preparation of derivative works, and/or
adaptation of i) Oracle programs (including any operating system, integrated software, any programs
embedded, installed or activated on delivered hardware, and modifications of such programs), ii) Oracle
computer documentation and/or iii) other Oracle data, is subject to the rights and limitations specified in the
license contained in the applicable contract. The terms governing the U.S. Government's use of Oracle cloud
services are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information management applications.
It is not developed or intended for use in any inherently dangerous applications, including applications that
may create a risk of personal injury. If you use this software or hardware in dangerous applications, then you
shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure its
safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this
software or hardware in dangerous applications.

Oracle, Java, and MySQL are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are
used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc,
and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered
trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content, products,
and services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly
disclaim all warranties of any kind with respect to third-party content, products, and services unless otherwise
set forth in an applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not be
responsible for any loss, costs, or damages incurred due to your access to or use of third-party content,
products, or services, except as set forth in an applicable agreement between you and Oracle.



Contents

Preface

Audience Xi
Documentation Accessibility Xi
Diversity and Inclusion Xi
Related Documents Xii
Conventions Xii

Part | Introduction to the Oracle Key Vault Client SDK

1 Changes in This Release

1.1 New C and Java SDK APIs for Certificates, Certificate Requests, Private Keys, and
Public Keys 1-1

2 Getting Started with the Oracle Key Vault Client SDK

2.1 About Getting Started with the Oracle Key Vault Client SDK 2-1
2.2 Who Should Use This Guide 2-2
2.3 Platforms Supported 2-2
2.4 Advantages of Using the Oracle Key Vault Client SDK 2-2

3 KMIP Features of the Oracle Key Vault Client SDK

3.1 KMIP Version 3-1
3.2 KMIP Profile Support 3-1
3.3 KMIP Managed Objects 3-1
3.4 KMIP Operations 3-2

4 Setting Up the Oracle Key Vault SDK

4.1 Enrolling an Endpoint 4-1
4.2 Downloading the C or Java SDK Software 4-1
4.3 Contents of the C SDK File 4-5

ORACLE" iii



4.4 Contents of the Java SDK File 4-7

5 Oracle Key Vault Client SDK Program Structure

5.1 About the Oracle Key Vault Client SDK Program Structure 5-1
5.2 Oracle Key Vault Program Flow 5-1
5.2.1 Basic Program Flow 5-2
5.2.2 Advanced Program Flow 5-4
5.2.2.1 Oracle Key Vault Program with Batching 5-4

5.2.2.2 Detailed Oracle Key Vault Program 5-6

5.3 Oracle Key Vault Program Environment 5-8
5.4  Oracle Key Vault Program Connection 5-9
5.5 Oracle Key Vault Program Session 5-9

Part || Oracle Key Vault Client C SDK API Reference

6 Oracle Key Vault Datatypes and Structures

6.1 Oracle Key Vault Datatypes 6-1
6.2 Oracle Key Vault Structures and Enumerations 6-1
6.2.1 OKVAttr 6-2
6.2.2 OKVAttrNo 6-4
6.2.3 OKVEnv 6-5
6.2.4 OKVErr 6-6
6.2.5 OKVMemoryCitx 6-7
6.2.6 OKVODbjNo 6-8
6.2.7 OKVOps 6-8
6.2.8 OKVOpsNo 6-9
6.2.9 OKVServerinformation 6-10
6.2.10 OKVTTLV 6-10

7 Oracle Key Vault Management APIs

7.1 okvEnvCreate 7-1
7.2 okvEnvFree 7-3
7.3 okvEnvFreeResultObj 7-4
7.4  okvEnvGetOpRequestObj 7-5
7.5 okvEnvSetConfig 7-7
7.6 okvEnvSetTrace 7-8

ORACLE iv



8 Oracle Key Vault Client SDK Connection Management APIs

8.1 okvConnect 8-1
8.2 okvConnSendRecvBytes 8-3
8.3 okvConnSet 8-4
8.4 okvConnUnSet 8-6
8.5 okvDisconnect 8-7

9 Oracle Key Vault Client SDK Memory Management APIs

9.1 okvFree 9-1
9.2 okvMalloc 9-2
9.3 okvRealloc 9-3

10 Oracle Key Vault Client SDK Error Handling APIs

10.1 okvErrGetDepth 10-1
10.2 okvErrGetDepthForBatch 10-3
10.3  okvErrGetNum 10-4
10.4 okvErrGetNumAtDepth 10-6
10.5 okvErrGetNumAtDepthForBatch 10-7
10.6  okvErrGetNumForBatch 10-9
10.7 okvErrReset 10-11
10.8 okvGetTextForErrNum 10-12

11  Oracle Key Vault Client SDK KMIP and Batch APIs

11.1 Oracle Key Vault Client SDK KMIP APIs 11-1
11.1.1 About the Oracle Key Vault Client SDK KMIP APIs 11-3
11.1.2 okvActivate 11-3
11.1.3 okvAddAttribute 11-5
11.1.4 okvCreateKey 11-7
11.1.5 okvDeleteAttribute 11-10
11.1.6  okvDestroy 11-12
11.1.7 okvGetAttributeList 11-14
11.1.8 okvGetAttributes 11-17
11.1.9 okvGetCertificate 11-19
11.1.10 okvGetCertificateRequest 11-22
11.1.11 okvGetKey 11-25
11.1.12 okvGetOpaqueData 11-27
11.1.13 okvGetPrivateKey 11-29
11.1.14 okvGetPublicKey 11-32

ORACLE Y



11.1.15 okvGetSecretData 11-35
11.1.16 okvGetTemplate 11-38
11.1.17 okvLocate 11-40
11.1.18 okvModifyAttribute 11-42
11.1.19 okvQueryCapability 11-45
11.1.20 okvRegCertificate 11-47
11.1.21 okvRegCertificateRequest 11-51
11.1.22 okvRegKey 11-55
11.1.23 okvRegOpaqueData 11-58
11.1.24 okvRegPrivateKey 11-61
11.1.25 okvRegPublicKey 11-65
11.1.26  okvRegSecretData 11-69
11.1.27 okvRegTemplate 11-72
11.1.28 okvRekey 11-74
11.1.29 okvRevoke 11-77

11.2  Oracle Key Vault Client SDK Batch APIs 11-79
11.2.1 okvBatchCreate 11-79
11.2.2 okvBatchExecute 11-80
11.2.3 okvBatchFree 11-82
11.2.4 okvGetBatchOperationCount 11-83
11.2.5 okvGetBatchOperationName 11-84

12  Oracle Key Vault Client SDK KMIP Attributes and Custom Attributes

APIs

12.1 Oracle Key Vault KMIP Attributes APIs 12-1
12.1.1 About the Oracle Key Vault KMIP Attribute APIs 12-6
12.1.2  Attribute Index and Element Index 12-7
12.1.3  okvAttrAddArchiveDate 12-8
12.1.4 okvAddAttributeObject 12-9
12.1.5 okvAttrAddActivationDate 12-10
12.1.6  okvAttrAddCertLen 12-11
12.1.7 okvAttrAddCertType 12-12
12.1.8 okvAttrAddCompromiseDate 12-13
12.1.9 okvAttrAddCompromiseOccurrenceDate 12-14
12.1.10 okvAttrAddContactinfo 12-15
12.1.11  okvAttrAddCryptoAlgo 12-16
12.1.12  okvAttrAddCryptoLen 12-17
12.1.13 okvAttrAddCryptoParams 12-18
12.1.14  okvAttrAddCryptoUsageMask 12-20
12.1.15 okvAttrAddDeactivationDate 12-21

ORACLE Vi



12.1.16
12.1.17
12.1.18
12.1.19
12.1.20
12.1.21
12.1.22
12.1.23
12.1.24
12.1.25
12.1.26
12.1.27
12.1.28
12.1.29
12.1.30
12.1.31
12.1.32
12.1.33
12.1.34
12.1.35
12.1.36
12.1.37
12.1.38
12.1.39
12.1.40
12.1.41
12.1.42
12.1.43
12.1.44
12.1.45
12.1.46
12.1.47
12.1.48
12.1.49
12.1.50
12.1.51
12.1.52
12.1.53
12.1.54
12.1.55
12.1.56

ORACLE

okvAttrAddDestroyDate
okvAttrAddDigest
okvAttrAddDigitalSignAlgo
okvAttrAddFresh
okvAttrAddlinitialDate
okvAttrAddLastChangeDate
okvAttrAddLeaseTime
okvAttrAddName
okvAttrAddObjectGroup
okvAttrAddObjectType
okvAttrAddProcessStartDate
okvAttrAddProtectStopDate
okvAttrAddRevocationReason
okvAttrAddState
okvAttrAddUniquelD
okvAttrAddUsageLimits
okvAttrAddX509Certld
okvAttrAddX509Certlss
okvAttrAddX509CertlssAltName
okvAttrAddX509CertSubj
okvAttrAddX509CertSubjAltName
okvAttrGetActivationDate
okvAttrGetArchiveDate
okvAttrGetCertLen
okvAttrGetCertType
okvAttrGetCompromiseDate
okvAttrGetCompromiseOccurrenceDate
okvAttrGetContactinfo
okvAttrGetContactinfoLen
okvAttrGetCryptoAlgo
okvAttrGetCryptoLen
okvAttrGetCryptoParams
okvAttrGetCryptoUsageMask
okvAttrGetDeactivationDate
okvAttrGetDestroyDate
okvAttrGetDigest
okvAttrGetDigestLen
okvAttrGetDigitalSignAlgo
okvAttrGetFresh
okvAttrGetlnitialDate
okvAttrGetLastChangeDate

12-22
12-23
12-24
12-25
12-26
12-27
12-28
12-29
12-30
12-31
12-32
12-33
12-34
12-35
12-36
12-37
12-38
12-40
12-41
12-43
12-44
12-45
12-46
12-47
12-48
12-49
12-50
12-51
12-52
12-53
12-55
12-56
12-57
12-58
12-59
12-60
12-61
12-62
12-63
12-64
12-65

Vii



12.1.57
12.1.58
12.1.59
12.1.60
12.1.61
12.1.62
12.1.63
12.1.64
12.1.65
12.1.66
12.1.67
12.1.68
12.1.69
12.1.70
12.1.71
12.1.72
12.1.73
12.1.74
12.1.75
12.1.76
12.1.77
12.1.78
12.1.79
12.1.80
12.1.81
12.1.82

okvAttrGetLeaseTime
okvAttrGetName
okvAttrGetNameValuelLen
okvAttrGetObjectGroup
okvAttrGetObjectGroupLen
okvAttrGetObjectType
okvAttrGetProcessStartDate
okvAttrGetProtectStopDate
okvAttrGetRevocationReason

okvAttrGetRevocationReasonMessagelen

okvAttrGetState
okvAttrGetUniquelD
okvAttrGetUniquelDLen
okvAttrGetUsageLimits
okvAttrGetX509Certld
okvAttrGetX509CertldissuerLen
okvAttrGetX509CertldSerialNoLen
okvAttrGetX509Certlss
okvAttrGetX509CertlssAltName
okvAttrGetX509CertlssAltNameLen
okvAttrGetX509CertlssDNLen
okvAttrGetX509CertSubj
okvAttrGetX509CertSubjAltName
okvAttrGetX509CertSubjAltNameLen
okvAttrGetX509CertSubjDNLen
okvGetAttributeObject

12.2  Oracle Key Vault KMIP Custom Attribute APIs

12.21
12.2.2
12.2.3
12.2.4
12.25
12.2.6
12.2.7
12.2.8
12.2.9
12.2.10
12.2.11
12.2.12
12.2.13
12.2.14

ORACLE

About the KMIP Custom Attributes API
okvCustomAttrAddBoolean
okvCustomAttrAddByteString
okvCustomAttrAddDateTime
okvCustomAttrAddEnum
okvCustomAttrAddinteger
okvCustomAttrAddinterval
okvCustomAttrAddLonginteger
okvCustomAttrAddStructure
okvCustomAttrAddTextString
okvCustomAttrGet
okvCustomAttrGetBoolean
okvCustomAttrGetByName
okvCustomAttrGetByteString

viii

12-66
12-67
12-68
12-69
12-70
12-72
12-73
12-74
12-75
12-76
12-77
12-78
12-79
12-80
12-81
12-82
12-84
12-85
12-86
12-88
12-89
12-90
12-92
12-94
12-95
12-96
12-98
12-99
12-100
12-102
12-103
12-104
12-105
12-107
12-108
12-109
12-110
12-112
12-113
12-114
12-116



12.2.15 okvCustomAttrGetByteStringLen 12-117
12.2.16 okvCustomAttrGetByType 12-118
12.2.17 okvCustomAttrGetDateTime 12-120
12.2.18 okvCustomAttrGetEnum 12-121
12.2.19 okvCustomAttrGetinteger 12-122
12.2.20 okvCustomAttrGetinterval 12-124
12.2.21 okvCustomAttrGetLonginteger 12-125
12.2.22  okvCustomAttrGetStructure 12-127
12.2.23  okvCustomAttrGetTextString 12-128
12.2.24  okvCustomAttrGetTextStringLen 12-130
13 Oracle Key Vault Extension Operation Management APIs
13.1 About the Oracle Key Vault Client SDK Extension Operation Management APIs 13-1
13.2 okvOpsCreate 13-1
13.3 okvOpsExecuteOp 13-2
13.4  okvOpsFree 13-4
14  Oracle Key Vault Client SDK TTLV Object APIs
14.1 About the Oracle Key Vault Client SDK TTLV Object APIs 14-2
14.2  okvTTLVAddToObject 14-2
14.3 okvTTLVAddToObjectByTag 14-3
14.4  okvTTLVGetChild 14-4
14.5 okvTTLVGetChildByTag 14-6
14.6 okvTTLVGetChildCount 14-7
14.7  okvTTLVGetChildCountByTag 14-8
14.8 okvTTLVGetFirstChildByTag 14-9
14.9 okvTTLVGetLen 14-10
14.10 okvTTLVGetRequest 14-12
14.11 okvTTLVGetResponse 14-13
14.12 okvTTLVGetTag 14-14
14.13 okvTTLVGetType 14-15
14.14 okvTTLVGetValue 14-16
14.15 okvTTLVGetValueCopy 14-17
15 Oracle Key Vault Client SDK Utility APIs
15.1 About the Oracle Key Vault Client SDK Utility APIs 15-1
15.2  okvAttrExtractTTLV 15-2
15.3 okvAtirMakeTTLV 15-3
15.4 okvGetTextForAttributeNum 15-4
ORACLE ix



15.5 okvGetTextForTag 15-5
15.6 okvGetTextForTagEnum 15-6
15.7 okvGetTextForTagType 15-7
15.8 okvGetTextLenForAttributeNum 15-8
15.9 okvObjGetAttrNo 15-9
Part lll  Oracle Key Vault Client Java SDK API Reference
16 Oracle Key Vault Java SDK Packages
16.1 oracle.okv.exception Java Package 16-1
16.2 oracle.okv.kmip Java Package 16-2
16.3 oracle.okv.response Java Package 16-3
16.4 oracle.okv.service Java Package 16-3
17 Oracle Key Vault Java SDK APIs
17.1 Java SDK Management APIs 17-1
17.2 Java SDK Connection Management APIs 17-1
17.3 Java SDK KMIP APIs 17-2
17.4 Java SDK KMIP Batch APIs 17-2
17.5 Java SDK KMIP Attribute APIs 17-3
17.6 Java SDK KMIP Custom Attribute APIs 17-5
17.7 Java SDK KMIP Extension Operation Management APIs 17-5
17.8 Java SDK KMIP Extension TTLV Object APIs 17-5
Part IV Oracle Key Vault Client SDK Troubleshooting

18  Troubleshooting

Index

ORACLE"



Preface

Audience

Welcome to Oracle Key Vault Developer's Guide. This guide explains how to use the Oracle
Key Vault client SDK to integrate Oracle and non-Oracle products directly with Oracle Key
Vault.

This preface contains:

e Audience

e Documentation Accessibility
* Diversity and Inclusion

* Related Documents

e Conventions

This document is intended for application developers using the C and Java programming
languages to manage Oracle and non-Oracle heterogenous solutions for use with Oracle Key
Vault.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at htt p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?ct x=accé& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit htt p: / / www. or acl e. conml pl s/t opi ¢/ | ookup?

ct x=acc&i d=i nfo or visit htt p: // www. or acl e. com pl s/t opi ¢/ | ookup?ct x=accé&i d=trs if you
are hearing impaired.

Diversity and Inclusion

ORACLE

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and
partners, we are working to remove insensitive terms from our products and documentation.
We are also mindful of the necessity to maintain compatibility with our customers' existing
technologies and the need to ensure continuity of service as Oracle's offerings and industry
standards evolve. Because of these technical constraints, our effort to remove insensitive
terms is ongoing and will take time and external cooperation.

Xi
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http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

Preface

Related Documents

For more information, see the following documents:
* Oracle Key Vault Administrator's Guide
e Oracle Key Vault Release Notes

To download free release notes, installation documentation, white papers, or other
collateral, visit the Oracle Technology Network (OTN). You must register online before
using OTN; registration is free and can be done at

http://ww. oracl e. con t echnet wor k/ i ndex. ht m

If you already have a user name and password for OTN, then you can go directly to
the documentation section of the OTN website at

http://ww. oracl e. com t echnet wor k/ docunent at i on/ i ndex. ht n

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

Xii


http://www.oracle.com/technetwork/index.html
http://www.oracle.com/technetwork/documentation/index.html

Introduction to the Oracle Key Vault Client

SDK

ORACLE

Part | provides an overview and explains who should use this guide and the advantages of
the Oracle Key Vault client SDK.

e Changes in This Release
This Oracle Key Vault release introduces new features that enhance the use of the
Oracle Key Vault Client SDK.

*  Getting Started with the Oracle Key Vault Client SDK
The Oracle Key Vault client SDK is designed for C and Java programmers who
understand Oracle Key Vault.

*  KMIP Features of the Oracle Key Vault Client SDK
The communication exchange between the Oracle Key Vault client SDK and the Oracle
Key Vault server will make use of the KMIP protocol.

e Setting Up the Oracle Key Vault SDK
The client SDK is available in both C and Java.

e Oracle Key Vault Client SDK Program Structure
The Oracle Key Vault client SDK program structure covers areas such as the program
flow, types, environment, connection, and session.



Changes in This Release

This Oracle Key Vault release introduces new features that enhance the use of the Oracle
Key Vault Client SDK.

New C and Java SDK APIs for Certificates, Certificate Requests, Private Keys, and
Public Keys

In Oracle Key Vault release 21.2, new APIs enable you to perform operations such as
registering and fetching objects, and adding attributes to those objects (for example,
length, type, ID, subject, issuer, and algorithm).

1.1 New C and Java SDK APIs for Certificates, Certificate
Requests, Private Keys, and Public Keys

In Oracle Key Vault release 21.2, new APIs enable you to perform operations such as
registering and fetching objects, and adding attributes to those objects (for example, length,
type, ID, subject, issuer, and algorithm).

ORACLE

C SDK APIs

Registration and fetch operations are as follows:

okvCet Certificate

okvGet Certificat eRequest
okvCet Pri vat eKey

okvGet Publ i cKey
okvRegCertificate
okvRegCertifi cat eRequest
okvRegPr i vat eKey
okvRegPubl i cKey

Attribute operations are as follows:

okvAttrAddCertLen
okvAttrAddCert Type
okvAttrAddDi gital Si gnAl go
okvAttrAddX509Cert | d

okvAt t r AddX509Cert | ss

okvAttr AddX509Cert | ssAl t Nane
okvAt t r AddX509Cer t Subj

okvAt t r AddX509Cer t Subj Al t Nane

1-1
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New C and Java SDK APIs for Certificates, Certificate Requests, Private Keys, and Public Keys

okvAttrGetCertlen

okvAttrGet Cert Type
okvAttrGetDigital Si gnAl go

okvAt trGet X509Cert1d

okvAttrGet X509Cert | dl ssuerLen
okvAttrGet X509Cert | dSeri al NoLen
okvAt trGet X509Cert | ss
okvAttrGet X509Cert | ssAl t Nane
OkVAt t r Get X509Cer t | sSAl t NamreLen
okvAttrGet X509Cert | ssDNLen
okvAt t r Get X509Cer t Subj

okvAt t r Get X509Cer t Subj Al t Nane
okvAt t r Get X509Cer t Subj Al t NaneLen
okvAt t r Get X509Cer t Subj DNLen

Java SDK APIs

Registration and fetch operations are as follows:

okvGet Certificate

okvGet Certificat eRequest
okvGet Pri vat eKey

okvCet Publ i cKey
okvRegCertificate
okvRegCerti fi cat eRequest
okvRegPri vat eKey
okvRegPubl i cKey

Attribute operations are as follows:

okvAt t r AddAr chi veDat e
okvAttrAddCertLen

okvAt t r AddCert Type
okvAttrAddDi gital Si gnAl go
okvAttrAddinitial Date

okvAt t r AddLast ChangeDat e
okvAttrAddState
okvAttrAddX509Cert|d

okvAttr AddX509Cert | ss

okvAttr AddX509Cert | ssAl t Nane

1-2
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New C and Java SDK APIs for Certificates, Certificate Requests, Private Keys, and Public Keys

okvAt t r AddX509Cer t Subj

okvAt t r AddX509Cer t Subj Al t Nane
okvAttrGetCertLen

okvAttrGet Cert Type
okvAttrGetDigital Si gnAl go
okvAttrGet X509Cert1d

okvAt trGet X509Cert | ss
okvAttrGet X509Cert | ssAl t Nane
okvAttr Get X509Cer t Subj

okvAt t r Get X509Cer t Subj Al t Nane

Related Topics

Getting Started with the Oracle Key Vault Client SDK
The Oracle Key Vault client SDK is designed for C and Java programmers who

understand Oracle Key Vault.
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Getting Started with the Oracle Key Vault
Client SDK

The Oracle Key Vault client SDK is designed for C and Java programmers who understand
Oracle Key Vault.

About Getting Started with the Oracle Key Vault Client SDK

The Oracle Key Vault Client SDK provides C and Java APIs to create custom
applications that enable Oracle and non-Oracle products to integrate directly with Oracle
Key Vault. However, it is not designed to manage endpoints or to function as an
encryption library.

Who Should Use This Guide
This guide is intended for proficient C and Java programmers who are adept Oracle Key
Vault and Oracle Database administrative users.

Platforms Supported
Oracle Key Vault Software Development Kit is supported on various platforms depending
on the programming language.

Advantages of Using the Oracle Key Vault Client SDK

Oracle Key Vault client SDK will allow an endpoint program to access the Oracle Key
Vault server and be able to perform multiple KMIP operations on the objects stored in the
Oracle Key Vault server.

2.1 About Getting Started with the Oracle Key Vault Client SDK

The Oracle Key Vault Client SDK provides C and Java APIs to create custom applications
that enable Oracle and non-Oracle products to integrate directly with Oracle Key Vault.
However, it is not designed to manage endpoints or to function as an encryption library.

ORACLE

The Oracle Key Vault Client SDK addresses product-specific key management issues.

The following are the features of the Oracle Key Vault Client SDK:

Enables an endpoint program to access the Oracle Key Vault server and execute multiple
KMIP operations on the Key Vault server objects.

Available for C and Java platforms.

Is designed to enable Oracle and non-Oracle products to manage keys, credentials,
symmetric keys, and other secrets. Enables users to manage heterogeneous solutions.
Users can create, register, retrieve, and delete objects, as well as add, delete, and modify
attributes of objects.

Supports authentication with the Oracle Key Vault server and also can use the Oracle
Key Vault configuration files. Enables endpoints to use their own connection
management. The client SDK can communicate with the Key Vault server by using a
mutually authenticated secure connection (TLS).

Enables endpoints to make use of their own memory management.

2-1



Chapter 2
Who Should Use This Guide

2.2 Who Should Use This Guide

This guide is intended for proficient C and Java programmers who are adept Oracle
Key Vault and Oracle Database administrative users.

2.3 Platforms Supported

Oracle Key Vault Software Development Kit is supported on various platforms
depending on the programming language.

(o

e Linux

* Solaris SPARC64

* Solaris x64

e AIX
¢ HP-UX
Java

e Platform Neutral

2.4 Advantages of Using the Oracle Key Vault Client SDK

Oracle Key Vault client SDK will allow an endpoint program to access the Oracle Key
Vault server and be able to perform multiple KMIP operations on the objects stored in
the Oracle Key Vault server.

The key advantages of using the Oracle Key Vault Client SDK are:
* Externalize Key Management to Oracle Key Vault.

e Support KMIP operation and objects.

»  Simplified connection setup.

*  Tight integration with endpoint enrollment.

* Easyto embed the SDK in an existing C or Java program.

- Easy to update existing code that interfaces with another key management
provider, providing the full power of KMIP key management.

e Simple and intuitive to use.

«  Complies with various regulations and mandates that cover physical separation of
encryption keys and encrypted data. Externalizing key management provides this
separation, hence security of the overall environment is enhanced.

ORACLE 2-2



KMIP Features of the Oracle Key Vault Client

SDK

The communication exchange between the Oracle Key Vault client SDK and the Oracle Key
Vault server will make use of the KMIP protocol.

The Key Vault Client SDK simplifies the KMIP exposure to the endpoint and supports
additional functionality that makes it easier for the endpoints to communicate with the Oracle
Key Vault server.

KMIP Version
The Oracle Key Vault client SDK supports Version 1.1 of the KMIP specification, limited
to those objects and operations required by supported profiles.

KMIP Profile Support
The Oracle Key Vault client SDK supports four KMIP profiles.

KMIP Managed Objects
The Oracle Key Vault client SDK supports four KMIP managed objects.

KMIP Operations
The Oracle Key Vault client SDK supports 14 KMIP operations.

3.1 KMIP Version

The Oracle Key Vault client SDK supports Version 1.1 of the KMIP specification, limited to
those objects and operations required by supported profiles.

3.2 KMIP Profile Support

The Oracle Key Vault client SDK supports four KMIP profiles.

The supported profiles are as follows:

Basic Asymmetric Key and Certificate Store
Basic Symmetric Key Foundry and Server
Basic Symmetric Key Store and Server

Secret Data

3.3 KMIP Managed Obijects

The Oracle Key Vault client SDK supports four KMIP managed objects.

ORACLE

These managed objects are as follows:

Opague object

Secret data
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Symmetric key

Template

3.4 KMIP Operations

The Oracle Key Vault client SDK supports 14 KMIP operations.

ORACLE

These KMIP operations are as follows:

Create

Regi st er (of keys, secrets, opaque objects and templates)
Rekey

Locate

Cet (of keys, secrets, opaque objects, and templates)
Get Attribute

Get Attribute List

Add Attribute

Modify Attribute

Delete Attribute

Activate

Revoke

Dest r oy

Query
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Setting Up the Oracle Key Vault SDK

The client SDK is available in both C and Java.

*  Enrolling an Endpoint
An Endpoint must be registered and enrolled to the Oracle Key Vault server before
downloading the SDK content to that endpoint.

*  Downloading the C or Java SDK Software
You must download the appropriate Software Development Kit (SDK) software, either the
C or Java version.

e Contents of the C SDK File
The contents of C SDK file include demo programs, the SDK library file, and other
necessary files.

* Contents of the Java SDK File
The contents of Java SDK file include demo programs, the SDK library jar file, and other
necessary files.

4.1 Enrolling an Endpoint

An Endpoint must be registered and enrolled to the Oracle Key Vault server before
downloading the SDK content to that endpoint.

If the endpoint is not already registered and enrolled before downloading the SDK, please
enroll the endpoint by following the instructions from Enrolling Endpoints for Oracle Key Vault.

4.2 Downloading the C or Java SDK Software

You must download the appropriate Software Development Kit (SDK) software, either the C
or Java version.

1. Access the Oracle Key Vault management console from the endpoint on which you wish
to deploy the SDK.

2. The login page to the Oracle Key Vault management console appears.
Do not log in.

3. Click the Endpoint Enrollment and Software Download link below the Login button.
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Figure 4-1 Endpoint Enroliment and Software Download

e ' BN

\-.“../
Oracle Key Vault

& User Name
éQ Password

Endpoint Enrollment and Software Download

System Recovery

Copyright (c) 2014, 2021 Oracle and/or its affiliates.

4. The Enroll Endpoint & Download Software screen appears.
There are four tabs along the top.
e Enroll Endpoint & Download Software
*  Download Endpoint Software Only
* Download RESTful Service Utility
» Download Software Development Kit

5. Click the Download Software Development Kit tab.
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Figure 4-2 Download Software Development Kit

Enroll Endpoint & Download Software Download Endpoint Software Only Download RESTful Service Utility [ Download Software Development Kit ]

Enroll Endpoint & Download Software [ concel [ Clear m

To enroll an endpoint, enter your endpoint Enrollment Token and click 'Submit Token'. Update the endpoint details if necessary

and click "Enroll' to complete the enrollment. Download the endpoint package when prompted.

Enrollment Token Submit Token

Endpoint Type Oracle Database v
Endpoint Platform Linux v

Email e a r ator@exa
Description

6. The Download Software Development Kit screen appears with the option to select either
the C or Java SDK.

Figure 4-3 Select C as the SDK Language

Enroll Endpoint & Download Software Download Endpoint Software Only  Download RESTful Service Utility Download Software Development Kit

Download Software Development Kit Cancel

To download the Software Development Kit, select the SDK language, choose the appropriate SDK platform (if applicable) and click

‘Download'. You must have a previously provisioned endpoint to deploy and use the SDK.
SDK Language Oc Java

SDK Platform Linux ~

7. If you select the C SDK, you must select the platform for deployment.
The platform options are:
e Linux
* Solaris SPARC
*  Solaris x64
« AIX
*  HP-UX
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Figure 4-4 Select SDK Platform

Enroll Endpoint & Download Software  Download Endpoint Software Only  Download RESTful Service Utllity Download Software Development Kit

Download Software Development Kit ‘ Cancel '

To download the Software Development Kit, select the SDK language, choose the appropriate SDK platform (if applicable) and click

‘Download'. You must have a previously provisioned endpoint to deploy and use the SDK.

SDK Langusge Oc laa

SDK Platform Linux v |
Solaris SPARC
Solaris x64
AlX
HP-UX

If you choose the Java SDK, it is platform independent and does not require you to
choose a platform.

Figure 4-5 Select Java as the SDK Language

Enroll Endpoint & Download Software Download Endpoint Software Only Download RESTful Service Utility Download Software Development Kit

Download Software Development Kit | Cancel

To download the Software Development Kit, select the SDK language, choose the appropriate SDK platform (if applicable) and click

'‘Download'. You must have a previously provisioned endpoint to deploy and use the SDK.

SDK Language C© Java

8. Click Download.
Save the SDK zip file to the desired location.

9. Ensure that you have the necessary administrative privileges to install software on
the endpoint.

10. Check that the OKV_HOME environment variable is correctly set.
See the README file included in the zip file for more information.
11. Navigate to the directory in which you saved the zip file.
12. Unzip the SDK file.
For example, on Linux, to unzip the Java SDK file, use:

unzip -o okv_jsdk.zip -d $OKV_HOME

or for the C SDK file, use:
unzip -o okv_csdk.zip -d $OKV_HOME
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< Note:

Oracle recommends you to deploy the SDK software contents under OKV_HOME.
This applies even during redeployment or upgrade to new version of the SDK
software.

Oracle recommends to redeploy the SDK software in the same location post
upgrade to Oracle Key Vault 21.2 if already deployed in Oracle Key Vault 21.1.

4.3 Contents of the C SDK File

ORACLE

The contents of C SDK file include demo programs, the SDK library file, and other necessary
files.
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Figure 4-6 C SDK Directories and Files

bin demo

include

libokvcsdk.so

okvesdk.h

okvcsdkdef.h

AsymmetricKeysDemo.c
AttributeOperationDemo.c
BatchOperationDemo.c
CertificateRequestDemo.c
CertificateDemo.c
CreateKeyDemo.c
CreateKeylnVirtualWalletDemo.c
DestroyKeyDemo.c
KeyManagementApp.c
LocateGetKeyDemo.c
OpaqueDataDemo.c
RegisterKeyDemo.c
SecretDataDemo.c

Makefile

The i ncl ude directory contains header files for C SDK APIs. The | i b directory
contains the shared library object. bi n is an empty directory to place the demo
program object files and executables.

The deno directory contains sample programs which demonstrate the use of the C
SDK APIs. The table below provides a brief description of each sample program.

Table 4-1 Sample Programs

Sample Program

Description

Asymet ri cKeysDeno. ¢

Application for Asymmetric Keys management
operations such as register, activate, get, get
all attributes of private and public keys.

AttributeQperationDeno. c

Application for KMIP attribute operations such
as add, modify, get, and delete attributes.
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Table 4-1 (Cont.) Sample Programs
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Sample Program

Description

Bat chQper at i onDeno. ¢

Application to demonstrate batching such as
batching of create, activate, add attribute, get
key, and destroy operations.

CertificateDenp.c

Application for Certificate management
operations such as register, activate, get
certificate and get all attributes.

CertificateRequest Deno. ¢

Application for Certificate Request
management operations such as register, get
certificate request and get all attributes.

Cr eat eKeyDeno. c

Application for KMIP create and activate key
operations.

Creat eKeyl nVi rt ual Wl | et Deno. ¢

Application for KMIP create key operation in
the given wallet and activate the key.

Dest r oyKeyDenp. ¢

Application for KMIP locate operation by given
name and destroy the key.

KeyManagenent App. ¢

Application for Key management operations
such as create, activate, get, deactivate, and
destroy key.

Locat eGet KeyDeno. ¢

Application for KMIP locate operation by given
name and get the key details like key length,
algorithm, and value.

OpaqueDat aDeno. ¢

Application for Opague Data management
operations such as register, get, add attribute,
and destroy opaque data.

Regi st er KeyDeno. ¢

Application for KMIP register key operation.

Secr et Dat aDeno. ¢

Application for Secret Data management
operations such as register, activate, add
attribute, deactivate, and destroy secret data.

See the README file provided with the C SDK for complete instructions about environment
configuration, compiling, and running the demo programs.

The contents of Java SDK file include demo programs, the SDK library jar file, and other

necessary files.
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Figure 4-7 Java SDK Directories and Files

bin demo

- %
—

lib README

logging.properties

okvjsdk.jar
AsymmetricKeysDemo.java
AttributeOperationDemo.java
BatchOperationDemo.java
CertificateRequestDemo.java
CertificateDemo.java

CreateKeyDemo.java

—— CreateKeylInVirtualWalletDemo.java

DestroyKeyDemo.java
KeyManagementApp.java
LocateGetKeyDemo.java
OpaqueDataDemo.java
RegisterKeyDemo.java

SecretDataDemo.java

The | i b directory contains the Oracle Key Vault Client Java SDK jar file okvj sdk. j ar
and sample j ava. util .| oggi ng configuration file | oggi ng. properties. binis an
empty directory to place the Java demo program class files.

The den directory contains sample programs which demonstrate the use of the Java
SDK APIs. The table below provides a brief description of each sample program.

Table 4-2 Sample Programs

Sample Program

Description

Asymmret ri cKeysDeno. j ava

Application for Asymmetric Keys management
operations such as register, activate, get, get
all attributes of private and public keys.

AttributeQperationDeno.java

Application for KMIP attribute operations such
as add, modify, get, and delete attributes.

Bat chQper at i onDeno. j ava

Application to demonstrate batching such as
batching of create, activate, add attribute, get
key, and destroy operations.

CertificateDeno.java

Application for Certificate management
operations such as register, activate, get
certificate and get all attributes.
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Sample Program

Description

CertificateRequestDenp.java

Application for Certificate Request
management operations such as register, get
certificate request and get all attributes.

Cr eat eKeyDeno. j ava

Application for KMIP create and activate key
operations.

Creat eKeyl nVirtual Wl | et Deno. j ava

Application for KMIP create key operation in
the given wallet and activate the key.

Dest r oyKeyDeno. j ava

Application for KMIP locate operation by given
name and destroy the key.

KeyManagenent App. j ava

Application for Key management operations
such as create, activate, get, deactivate, and
destroy key.

Locat eCet KeyDeno. j ava

Application for KMIP locate operation by given
name and get the key details like key length,
algorithm, and value.

OpaqueDat aDeno. j ava

Application for Opague Data management
operations such as register, get, add attribute,
and destroy opaque data.

Regi st er KeyDeno. j ava

Application for KMIP register key operation.

Secr et Dat aDeno. j ava

Application for Secret Data management
operations such as register, activate, add
attribute, deactivate, and destroy secret data.

See the README file provided with the Java SDK for complete instructions about environment
configuration, compiling, and running the demo programs.
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Oracle Key Vault Client SDK Program
Structure

The Oracle Key Vault client SDK program structure covers areas such as the program flow,
types, environment, connection, and session.

e About the Oracle Key Vault Client SDK Program Structure
The program structure of an Oracle Key Vault SDK program describes the approach the
Oracle Key Vault client will take to write an endpoint SDK program.

e Oracle Key Vault Program Flow
The Oracle Key Vault general program flow includes creating the environment handle,
followed by the connection and session, then termination and release.

e Oracle Key Vault Program Environment
The Oracle Key Vault program environment is the region or block in the endpoint where
the Oracle Key Vault functions are executed.

e Oracle Key Vault Program Connection
The Oracle Key Vault program connection has two types of connections: explicit and
intrinsic.

e Oracle Key Vault Program Session
The Oracle Key Vault program session are of two types: Oracle Key Vault session and
Oracle Key Vault call session.

5.1 About the Oracle Key Vault Client SDK Program Structure

The program structure of an Oracle Key Vault SDK program describes the approach the
Oracle Key Vault client will take to write an endpoint SDK program.

The Oracle Key Vault SDK itself is written using certain assumptions and the Oracle Key
Vault client must write the endpoint program code in a manner that is consistent with those
assumptions.

The Oracle Key Vault client SDK is available for C and Java platforms. The Oracle Key Vault
SDK follows the data types, calling conventions, syntax and semantics of the programming
language.

The endpoint SDK program can be compiled and linked in the same manner as any other C
or Java application. There is no need for any separate pre-processing or post compilations
steps.

For an endpoint program to communicate with the Oracle Key Vault server, the endpoint SDK
program must follow the program flow, link Oracle Key Vault client SDK library and account
for the characteristics of the Oracle Key Vault program.

5.2 Oracle Key Vault Program Flow

ORACLE

The Oracle Key Vault general program flow includes creating the environment handle,
followed by the connection and session, then termination and release.
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Oracle Key Vault program flows are categorized by their structure and how much KMIP
detail is involved to write them: basic and advanced.

Basic Program Flow
A basic program works seamlessly with KMIP programs.

Advanced Program Flow
The advanced program flow can be categorized as an Oracle Key Vault program
with batching and detailed Oracle Key Vault program.

5.2.1 Basic Program Flow

A basic program works seamlessly with KMIP programs.

A basic Oracle Key Vault program has the following characteristics:

It consists of Oracle Key Vault client SDK functions that perform broad KMIP
operations such as creating, activating, retrieving, and registering keys or
credentials with Oracle Key Vault server.

The client need not be aware of the intricate KMIP details when using the
functions.

It contains functions to help the client focus on functionality such as creating and
rotating a key, rather than handling details of the KMIP specification, setting up
connections with Oracle Key Vault, and other operations.

Advantages of a basic program are as follows:

It is use-case driven.

It is KMIP agnostic. Very little KMIP knowledge is required to make use of these
functions.

It can be deployed quickly.

It integrates easily.

The disadvantage of a basic program is that not every KMIP detail is supported.

The basic program flow has the following structure:

1.

2
3.
4

ORACLE

Create the Oracle Key Vault environment handle.

Optionally, configure the trace information.

Configure the connection information.

Optionally, set up the Oracle Key Vault program session.

e Create Oracle Key Vault operations or function arguments, if required.
e Execute the Oracle Key Vault operations or functions.

e Interpret and free up the Oracle Key Vault operations or function results if
necessary.

Terminate the Oracle Key Vault program session if it had been established earlier.

Release the Oracle Key Vault environment handle.
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Figure 5-1 Basic Oracle Key Vault Program Flowchart
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Example 5-1 Basic Oracle Key Vault Program

OXVEnv  *env = okvEnvCreat e( OKV_MEMORY_FUNCTI ONS) ;

okvEnvSet Confi g(env, (oratext *)config_file, (oratext *) connection_pwd);
okvEnvSet Trace(env, (oratext *)trace_dir, OKV_TRACE DEBUG ;

okvConnect (env);

okvCreat eKey(env, ..., unique_id, &unique_id_len);

printf("unique identifier %", unique_id);

okvActivate(env, unique_id);

okvDi sconnect (env);

okvDestroy(env, unique_id);

okvEnvFree( &env);

5.2.2 Advanced Program Flow

The advanced program flow can be categorized as an Oracle Key Vault program with
batching and detailed Oracle Key Vault program.

e Oracle Key Vault Program with Batching
Many KMIP operations such as locating and activating objects can be batched by
using the okvBat chCr eat e API.

* Detailed Oracle Key Vault Program
The detailed Oracle Key Vault program can cover most of the use cases that are
allowed by the KMIP protocol.

5.2.2.1 Oracle Key Vault Program with Batching

ORACLE

Many KMIP operations such as locating and activating objects can be batched by
using the okvBat chCr eat e API.

Batching two or more KMIP operations means that the KMIP request packets for both
the operations will be aggregated and sent to the Oracle Key Vault server together in
one super or batched KMIP packet. This reduces round trips for the information
exchanged between the client SDK and the Oracle Key Vault server.

An Oracle Key Vault program with batching has the following structure:
1. Create the Oracle Key Vault environment handle.
2. Optionally, configure the trace information.
3. Configure the connection information.
e Optionally, set up the Oracle Key Vault program session.
e Start batching.
— Create the Oracle Key Vault KMIP TTLV function arguments, if required.
— Create the Oracle Key Vault functions.

e Execute the batched operations. This will execute all the Oracle Key Vault
functions and possibly process the data returned from the KMIP server.

— Interpret any Oracle Key Vault function results, if required.
e End batching.

e Terminate the Oracle Key Vault program session if it was established earlier.
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4. Release the Oracle Key Vault environment handle.

The Oracle Key Vault program flow with batching is same as basic program flow except for
the Oracle Key Vault function execution part and is as shown in the figure below.

Figure 5-2 Advanced Oracle Key Vault Program with Batching Flowchart

v
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Batching

|
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Funtion Argument

v
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Vault Function

v

Another Oracle
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to Batch
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I
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v

Execute Batched Oracle Key
Vault Functions

I‘

v

Interpret Oracle Key Vault
Function Results

v

Another
Oracle Key Vault
Function Result

to Interpret
?
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|
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v

End Oracle Key
Vault Batch

v
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?
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Example 5-2 Advanced Oracle Key Vault Program With Batching

OKVEnv  *env = okvEnvCreat e( OKV_MEMORY_FUNCTI ONS) ;
okvEnvSet Confi g(env, (oratext *)config_file, (oratext *) connection_pwd);
okvEnvSet Trace(env, (oratext *)trace_dir, OKV_TRACE DEBUG ;
okvBat chCr eat e(env);

okvCreat eKey(env, ..., unique_id, &unique_id_len);
okvActivate(env, (oratext *)NULL);

okvDestroy(env, (oratext *)NULL);

okvBat chExecut e(env);

printf("unique identifier %", unique_id);

okvBat chFree(env);

okvEnvFree( &env);

5.2.2.2 Detailed Oracle Key Vault Program

The detailed Oracle Key Vault program can cover most of the use cases that are
allowed by the KMIP protocol.

A detailed Oracle Key Vault program consists of a set of Oracle Key Vault Client SDK
functions that allow the client to write programs that are an actual representation of the
KMIP packets being transported to the server. This requires the client to know KMIP
protocol in some details.

The basic SDK program covers most of the common use cases. More complex
operations or use cases can be done with a detailed Oracle Key Vault program.

The program structure is mostly the same as the basic Oracle Key Vault program
structure. However, there is an additional operation handle that is used to define the
KMIP operation.

The Oracle Key Vault detailed program flow can also make use of batching the
multiple KMIP operations.

A detailed Oracle Key Vault program has the following structure:
1. Create the Oracle Key Vault environment handle.
2. Optionally, configure the trace information.
3. Configure the connection information.
*  Optionally, configure the Oracle Key Vault program session.
— Create an Oracle Key Vault operation array for multiple KMIP operations.
— Build a KMIP request message for the Oracle Key Vault operations.
— Execute the Oracle Key Vault operations, possibly in batch mode.
— Unwrap the KMIP response message for the Oracle Key Vault operations.
— Free up the Oracle Key Vault operation array.

* Terminate the Oracle Key Vault program session if you had established it
earlier.

4. Release the Oracle Key Vault environment handle.

The detailed Oracle Key Vault program flow is same as basic program flow except for
the Oracle Key Vault function execution part and is as shown in the figure below.
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Figure 5-3 Detailed Oracle Key Vault Program Flowchart
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Example 5-3 Advanced Oracle Key Vault Detailed Program

OKVEnv  *env = okvEnvCreat e( OKV_MEMORY_FUNCTI ONS) ;

/* Allocate Operation array for two KM P operations */
KVOps  *ops[ 2] ;
ub4 al g = CRYPTO ALG AES;

Chapter 5
Oracle Key Vault Program Flow

okvEnvSet Config(env, (oratext *)config file, (oratext *) connection_pwd);
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okvEnvSet Trace(env, (oratext *)trace_file, OKV_TRACE DEBUG);

/* First OKV KM P Qperation */

ops[ 0] = okvOpsCreate(env, OKVpCreate);

req = okvTTLVGet Request (env, ops[0]);

okvTTLVAddToQhj ect (env, req, OKVDEF_TAG OBJ_TYPE, ...);

tenpl ate = okvTTLVAddToj ect (env, req, OKVDEF_TAG TEMPLATE ATTR ST, ..);
attr = okvTTLVAddToObj ect (env, tenplate, OKVDEF_TAG ATTR ST, ...);
okvTTLVAddToOhj ect (env, attr, OKVDEF_TAG ATTR_NAME, "Cryptographic
Algorithnd ...);

okvTTLVAddToQbj ect (env, attr, OKVDEF_TAG ATTR I NDEX, & nd, ..);
okvTTLVAddToQbj ect (env, attr, OKVDEF_TAG ATTR VALUE, &alg, ..);

. soon for crypto algorithmlen and crypto mask attributes ...

/* Second OKV KM P Operation */
ops[1] = okvOpsCreate(env, OKVOpActivate);
req = okvTTLVGet Request (env, ops[1]);

/* Note KMP ID for activation is inplicit since detailed operations are always
batched. */

/* Execute OKV KM P Qperations in Batch node */
okvOpsExecut eOp(env, ops, 2);

/* Parse the result of the first OKV KM P Qperation */

resp = okvTTLVGet Response(env, ops[0]);

tagid = okvTTLVGet Chil d(env, resp, 1, OKVDEF_TAG ID, 0, &ctag_id_len);
ctag_id = okvTTLVGet Val ue(tagid);

ctag_id[ctag_id_len] = 0;

printf("\nCreated Key %", ctag_id);

/* Parse the result of the second OKV KM P Qperation */

resp = okvTTLVGet Response(env, ops[1]);

tagid = okvTTLVGet Chil d(env, resp, 0, OKVDEF_TAG ID, 0, &atag_id_len);
atag_id = okvTTLVGet Val ue(tagid);

atag_id[atag_id_len] = 0;

printf("\nActivated Key %", atag_id);

/* Free the two operations */
okvQOpsFree(env, &ops[0]);
okvQOpsFree(env, &ops[1]);
okvEnvFree( &env);

5.3 Oracle Key Vault Program Environment

ORACLE

The Oracle Key Vault program environment is the region or block in the endpoint
where the Oracle Key Vault functions are executed.

The Oracle Key Vault program environment begins with the initialization of the Oracle
Key Vault environment handle and ends with the freeing of this handle. The
initialization and freeing of the Oracle Key Vault environment handle can be done in
different endpoint program functions so the Oracle Key Vault environment exists
across functions in the endpoint program.

The Oracle Key Vault program environment is limited to a process or thread only and,
as such, the Oracle Key Vault environment will exist within a process or a thread only.
The Oracle Key Vault environment handle must not be used in the threads or
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processes forked after the Oracle Key Vault environment is initialized. The forked processes
or threads can have their own Oracle Key Vault environments.

5.4 Oracle Key Vault Program Connection

The Oracle Key Vault program connection has two types of connections: explicit and intrinsic.

*  Explicit connections: You must configure the connection that connects to the Oracle
Key Vault server explicitly, perform a few Oracle Key Vault client SDK operations, and
then disconnect from the Oracle Key Vault server.

* Intrinsic connections: You must configure the connection and then execute the Oracle
Key Vault client SDK function. This function sets up the connections and then ends when
the task is complete.

The difference between the two approaches is the number of times the connection between
endpoint SDK Program and Oracle Key Vault server has to be setup. The connections are
SSL connections and could prove to be costly for performance intensive applications.

There is a two-minute time-out on the Oracle Key Vault server connections if there is no
activity on the connection. For explicit connections, the connection is reset automatically if it
is disconnected.

5.5 Oracle Key Vault Program Session

ORACLE

The Oracle Key Vault program session are of two types: Oracle Key Vault session and Oracle
Key Vault call session.

An Oracle Key Vault program session exists from the time the endpoint program explicitly
connects to the Oracle Key Vault server, to the time it explicitly disconnects from the Oracle
Key Vault server. This is described as the first case in the previous section (explicit
connections). There can be multiple Oracle Key Vault function calls during an Oracle Key
Vault session, that is, between the time the connection is setup and is disconnected.

The second case described in the previous section (intrinsic connections) sets up the
connection only for the duration of one Oracle Key Vault client SDK function. This temporary
internal session is called Oracle Key Vault program call session or Oracle Key Vault call
session.

In general, if there are a number of KMIP operations to be executed together in time and
program space, then it is better to set up the Oracle Key Vault session. If there are just one or
two operations to be executed, and if they are batched, then there is no need to set up the
Oracle Key Vault session explicitly.

Oracle Key Vault program sessions exist within an Oracle Key Vault program environment.
More than one Oracle Key Vault session can exist within an Oracle Key Vault program
environment in a serial fashion. One Oracle Key Vault session cannot be embedded in
another Oracle Key Vault session. Since the scope of an Oracle Key Vault environment is a
single process or a thread, the Oracle Key Vault session is also limited to a process or thread.

An Oracle Key Vault session by definition encompasses both batched and non-batched
Oracle Key Vault functions. While batching saves the round trips to the Oracle Key Vault
server, an Oracle Key Vault session reduces the need to repeatedly set up a connection with
the Oracle Key Vault server.
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Part Il provides information about the Oracle Key Vault C SDK APIs.

*  Oracle Key Vault Datatypes and Structures
This section describes the Oracle Key Vault datatypes and structures.

*  Oracle Key Vault Management APls
The Oracle Key Vault management APIs control the Oracle Key Vault Interface program
environment.

*  Oracle Key Vault Client SDK Connection Management APIs
This section describes the interfaces for Oracle Key Vault connection management.

*  Oracle Key Vault Client SDK Memory Management APIs
This section describes the Oracle Key Vault interfaces required to handle endpoint
specified memory management.

e Oracle Key Vault Client SDK Error Handling APls
This section describes the interfaces for Oracle Key Vault error management.

*  Oracle Key Vault Client SDK KMIP and Batch APIs
The SDK KMIP APIs provide functions for creating keys, activating keys, adding
attributes to keys, destroying keys, and other operations. The batch APIs enable you to
perform these activities in a batch operation.

e Oracle Key Vault Client SDK KMIP Attributes and Custom Attributes APIs
This section describes the interfaces that help create and interpret both KMIP attributes
and KMIP custom attributes.

*  Oracle Key Vault Extension Operation Management APIs
Oracle Key Vault provides operations used to execute custom KMIP requests.

*  Oracle Key Vault Client SDK TTLV Object APIs
The SDK TTLV object APIs enable you to perform activities such as getting the child of an
OKVTTLV object.

* Oracle Key Vault Client SDK Utility APIs
You can use the Oracle Key Vault client SDK utility APIs with other Oracle Key Vault
functions to simplify common operations.



Oracle Key Vault Datatypes and Structures

This section describes the Oracle Key Vault datatypes and structures.

e Oracle Key Vault Datatypes
This section describes the datatypes provided with the Oracle Key Vault SDK.

e Oracle Key Vault Structures and Enumerations
This section describes the structures and enumerations provided with the Oracle Key
Vault SDK.

6.1 Oracle Key Vault Datatypes

This section describes the datatypes provided with the Oracle Key Vault SDK.

Oracle Key Vault client SDK defines a set of C datatypes that are used throughout the Oracle
Key Vault client SDK. These definitions are available to the endpoint program upon inclusion
of okvcsdk.h. The following table lists the datatypes and their description.

Table 6-1 Oracle Key Vault Datatypes

Datatype Description

ubl Unsigned byte of at least 1 byte.
shl Signed byte of at least 1 byte.
ub2 Unsigned byte of at least 2 bytes.
sh2 Signed byte of at least 2 bytes.
ub4 Unsigned byte of at least 4 bytes.
sh4 Signed byte of at least 4 bytes.
ub8 Unsigned byte of at least 8 bytes.
sh8 Signed byte of at least 8 bytes.
OKVErr No Same as ub4.

KVTag Same as ub4.

KVType Same as ubl.

or at ext Character byte of size 1 byte.

6.2 Oracle Key Vault Structures and Enumerations

ORACLE

This section describes the structures and enumerations provided with the Oracle Key Vault
SDK.

¢ OKVAttr
OKVAt tr has a collection of all the KMIP attributes, single or multi-instance attributes,
supported by the KMIP specification.
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«  OKVAttrNo
OKVAt t r No defines the KMIP attributes with OKVATTRVAX as the count of the KMIP
attributes.

*  OKVEnv
OKVEnv is the Oracle Key Vault environment handle that controls the endpoint SDK
program behavior.

e OKVErmr
OKVEr r is the Oracle Key Vault error management handle that captures errors in
an Oracle Key Vault operation.

e OKVMemoryCtx
OKVMenor yCt x is the Oracle Key Vault memory management context that holds the
memory context and pointers to endpoint defined memory functions.

*  OKVObjNo
OKVQOhj No defines the KMIP managed object types with OKVOBIJMAX as the
maximum possible count of the KMIP managed object types.

e OKVOps
OKVQps is the Oracle Key Vault operation handle.
*  OKVOpsNo

OKVOpsNo defines the KMIP Operations with OKVOPSMAX as the count of the
maximum possible KMIP operations.

*  OKVServerinformation
OKVSer ver | nf or mat i on is the Oracle Key Vault specific information that is returned
by the Oracle Key Vault server for the Oracle Key Vault query operation.

e OKVTTLV
OKVTTLV defines the Oracle Key Vault structure for a TTLV object.

6.2.1 OKVAttr

ORACLE

OKVAt tr has a collection of all the KMIP attributes, single or multi-instance attributes,
supported by the KMIP specification.

Multi-instance attributes also have a field for the count of the multi-instance attribute.
Attributes that have text string and byte string have a length associated with the value
pointers.

Definition

/* Client SDK collection of attribtues */
struct OKVAttr

{

struct
{
oratext *id;
ub4 idl;
} unique_identifier;
ub4 name_count ;
struct
{
oratext *nane;
ub4 nanel ;
ub4 type;

} name[ OKV_MAX_ATTR | NSTANCES] ;
OKVObj No obj ect _t ype;
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ub4 crypto_al gorithm
ub4 crypto_l ength;
ub4 crypto_paraneters_count;
struct
{
ub4 bl ock_ci pher _node;
ub4 paddi ng_nret hod;
ub4 hashi ng_al gorithm
ub4 key_rol e_type;
} crypto_paramet er s| OKV_MAX_ATTR_|I NSTANCES] ;
ub4 cert_type;
ub4 cert_l ength;

struct

{
ubl *issuer;
ub4 issuerl;

ubl *serial _nunber;
ub4 serial _numberl;
} X509 cert _identifier;
struct
{
ubl *di stingui shed_nane;
ub4 di stingui shed_nanel ;
ub4 alternative_nane_count;
struct
{
ubl *nane;
ub4 nanel;
} alternative_name[ OKV_MAX_ALTERNATE NAMES] ;
} X509_cert _subject;
struct
{
ubl *di stingui shed_nane;
ub4 di stingui shed_nanel ;
ub4 alternative_nane_count;
struct
{
ubl *nane;
ub4 nanel;
} alternative_name[ OKV_MAX_ALTERNATE NAMES] ;
} X509 _cert _issuer;
ub4 digital _signature_algorithm count;
ub4 digital _signature_al gorithn]{ OKV_MAX_ATTR | NSTANCES] ;
ub4 di gest_count;
struct
{
ub4 hashing_al gorithm
ub4 key_format_type;
ubl *di gest _val ue;
ub4 digest_val uel ;
} digest[ OKV_MAX_ATTR_| NSTANCES] ;
ub4 crypt o_usage_nask;
ub4 | ease_tine;
struct
{
ub8 total;
ub8 count;
ub4 unit;
} usage_linmts;
ub4 state;
ub8 initial _date;
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b

ub8 activation_date;
ub8 process_start_date;
ub8 protect_stop_date;
ub8 deactivation_date;
ub8 destroy_date;
ub8 conproni se_occurrence_date;
ub8 conproni se_date;
struct
{
ub4 reason_code;
oratext *nmessage;
ub4 messagel ;
} revocation_reason;
ub8 archive_date;
ub8 fresh;
ub4 1ink_count;
struct
{
ub4 type;
oratext *linked_object_identifier;

ub4 I'inked_obj ect _identifierl;

} 1ink[ OKV_MAX_ATTR_I NSTANCES] ;
ub8 | ast_change_date;

/* Un-Supported Attributes * /

Crypto Domain Paraneters
Cert_ldentifier
Cert _Subj ect
Cert _| ssuer
bj ect _Group[]
Contact _Information
Application_Specific_Information[]
Operation_Policy_Nane

*/

typedef struct OKVAttr OKVAttr;

6.2.2 OKVALttrNo

OKVAt t r No defines the KMIP attributes with OKVATTRVAX as the count of the KMIP
attributes.

Definition

/*

KMP Attributes */

typedef enum

{

OKVAttrNone = 0,
OKVAt t r Uni quel d,
OKVAt t r Nane,

OKVAL t r Qbj Type,
OKVAL t r Crypt 0Al g,
OKVAttr CryptoLen,

OKVAt t r Crypt oPar ans,
OKVAt t r Crypt oDomai nPar ans,
OKVAt tr Cert Type,
OKVAt t rCertLengt h,
OKVAt t r X509Cert | d,
OKVAt t r X509Cer t Subj ect,

Chapter 6
Oracle Key Vault Structures and Enumerations
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}

OKVAt t r X509Cer t | ssuer,
OKVAttrCertld,
OKVAt t r Cert Subj ect,
OKVAttrCertlssuer,

OKVAt trDi gi tal Si gnAl go,
OKVAt t rDi gest,
OKVAt t r OpsPol i cyNane,
OKVAt t r Crypt oUsageMask,
OKVAt t r LeaseTi ne,

OKVAt trUsageLimts,
OKVAttr State,
OKVAttrinitial Date,
OKVAt t rActi vati onDat e,
OKVAt trProcessStart Date,
OKVAt t r Prot ect St opDat e,
OKVAt t r Deact i vat i onDat e,
OKVAt t r Dest royDat e,
OKVAt t r Conpr omi seCeccur enceDat e,
OKVAt t r Conpr omi seDat e,
OKVAt t r Revocat i onReason,
OKVAt t r Ar chi veDat e,
OKVAt t r Chj ect Group,
OKVAt t r Fresh,

OKVAt trLink,
OKVAt t r AppSpeci fi ¢l nfo,
OKVAt t r Cont act I nf o,
OKVAt t r Last ChangeDat e,
OKVAttrinvalid = 255
OKVALt t r No;

#defi ne OKVATTRMAX 33

6.2.3 OKVEnv

OKVEnv is the Oracle Key Vault environment handle that controls the endpoint SDK program
behavior.

Chapter 6
Oracle Key Vault Structures and Enumerations

OKVEnv also holds Service Provider Interfaces (SPI) handles used in the endpoint SDK
program, the request and result OKVTTLV objects for Oracle Key Vault functions.

Definition

[* Oracle Key Vault Environment */

struct OKVEnv

{

OKVConnCt x *conn_spi ;
OKVMenor yCt x *mem spi ;
OKVPar seCt x *par se_spi;

ub4 flag;

#define OKVENV_CONN_SETUP 0x00000001
#defi ne OKVENV_BATCH MODE 0x00000002
#defi ne OKVENV_CONN_SPI 0x00000004
#defi ne OKVENV_NATCONN_SPI  0x00000008
#defi ne OKVENV_MEM SPI 0x00000010
#defi ne OKVENV_NATMEM SPI 0x00000020
#defi ne OKVENV_PACK XM 0x00000040

OKVTTLV *request _obj;
OKVTTLV *result_obj;
OKVEr r *err;
OKVTrcCt x *trc_ctx;

ub4 batch_cnt;
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OKVBat chCt x **bat ch;
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ub4 bat ch_err_ctx_cnt;
OKVBat chErr Ctx **bat ch_err_ctx;

b

typedef struct OKVEnv OKVEnv;

Parameters

Parameter

Description

conn_spi

Stores the handle for the connection management SPI. If the
endpoint program does not specify one then it stores the
handle for the native connection management.

mem spi

Stores the handle for the memory management SPI. If the
endpoint program does not specify one then it stores the
handle for the native memory management.

par se_spi

Stores the context for parse management. Since the
serialization of OKVTTLV objects is internal to Oracle Key Vault
Client SDK, par se_spi is set and unset internally only. KMIP
v1.1 can have a regular TTLV packing or XML style packing. In
the first version of Oracle Key Vault Client SDK, TTLV packing
is supported.

flag

Controls the operational behavior of the Oracle Key Vault client
SDK program. Most of the flags are self explanatory.

request _obj

For Oracle Key Vault API functions having OKVTTLV objects as
arguments, the object is created beforehand. The allocated
memory for this object is pointed to by r equest _obj .

result _obj

For Oracle Key Vault API functions that return OKVTTLV
objects, the object has to be interpreted by the EndPoint
program after the call is done i.e. the memory for the Oracle
Key Vault API functions is cleaned up. The memory for the
OKVTTLYV object is not cleaned at the Oracle Key Vault
function call and is pointed to by resul t _obj .

err

This is the error handle that captures the errors in Oracle Key
Vault operation. Multiple errors can be reported for a given
operation. These errors will be captured in the error stack.

trc_ctx

Stores the handle for trace management.

bat ch_cnt

This is the count of batch operations.

bat ch

This is the array of batch operations along with the place
holders for results.

batch_err_ctx_cnt

This is the count of batch error context.

batch_err_ctx

Batch error context will hold the information such as Oracle
Key Vault operation name and errors related to that operation if
any.

6.2.4 OKVErr

OXVErr is the Oracle Key Vault error management handle that captures errors in an

ORACLE

Oracle Key Vault operation.

Multiple errors can be reported for a given operation. These errors will be captured in

the error stack.
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/* Oracle Key Vault Error Managenent */

struct OKVErr

{
#defi ne OKVERR_CNT 100
ubl err_cnt;
ub4 err_stack| OKVERR_CNT] ;

b
typedef struct OKVErr OKVErr;
Parameters
Parameter Description
err_cnt Count of errors in the error stack, which indicates the depth of the
error stack.
err_stack Stack of error numbers captured.

6.2.5 OKVMemoryCtx

OKVMenor yCt x is the Oracle Key Vault memory management context that holds the memory
context and pointers to endpoint defined memory functions.

It also holds pointers to the mal | oc, real | oc, and f r ee functions supplied by the endpoint

program.

Definition

/* Menory Function Context */
struct OKVMenoryCt x

{
voi d *ctx; /* Context */
void * (*okvMalloc)(void *ctx, size_t size); [* Malloc */
void * (*okvRealloc)(void *ctx, void **ptr, size_t size); /* Realloc */
voi d (*okvFree)(void *ctx, void **ptr); I* Free */
b
typedef struct OKVMenoryCtx OKVMenoryCtx;
Parameters
Parameter Description
ctx The endpoint program defined memory context.
okvMal | oc Pointer to the endpoint program defined function to allocate
memory. This function should clear the memory allocated, that is,
set all allocated bytes to zero.
okvReal | oc Pointer to the endpoint program defined function to re-allocate the
size of the previously allocated and possibly populated memory.
okvFree Pointer to the endpoint program defined function to free the memory

allocated using okvMal | oc or okvReal | oc. The pointer should be
set to NULL after freeing it.

ORACLE
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Related Topics

e okvFree
okvFr ee is a pointer to the endpoint program defined function to free the memory
allocated using okvMal | oc or okvReal | oc.

» okvMalloc
okvMal | oc is a pointer to the endpoint program defined function that should
allocate memory.

* okvRealloc
okvReal | oc is a pointer to the endpoint program defined function that should
reallocate memory.

6.2.6 OKVODbjNo

OKVQOhj No defines the KMIP managed object types with OKVOBIMAX as the maximum
possible count of the KMIP managed object types.
Definition

[* OKV KM P Managed Cbjects */
typedef enum

{
OKVChj None = 0, /* No Chject Type */
OKVQhj Cert = 1, /* Certificate */
OKVQhj Symmetri c, /* Symmetric Key */
OKVQhj Publi c, /* Public Key */
OKVQhj Privat e, /* Private Key */
OKVChj Tenpl ate = 6, /* Tenplate */
OKVQhj Secret, /* Secret Data */
OKVChj Opaque /* Opaque Chject */

} OKVQbj No;

#defi ne OKVOBIJMAX 8

6.2.7 OKVOps

ORACLE

OKVQps is the Oracle Key Vault operation handle.

Definition

/* Oracle Key Vault KM P Qperation */

struct OKVOps

{
OKVOpsNo ops;
OKVEr r err;
OKVTTLV *item
OKVTTLV *req;
ub4 res;
OKVTTLV *resp;
OKVEr r *errb;

¥
typedef struct OKVOps OKVOps;

OKVOps captures the request and response OKVTTLYV structures for a given Oracle
Key Vault KMIP operation along with the result (pass or fail) of the operation.
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Parameters

Parameter Description

ops KMIP operation associated with this Oracle Key Vault operation
handle.

err Error handle for batch operations.

item Batch item of this KMIP operation.

req KMIP Request OKVTTLYV object.

res Result of the KMIP operation.

resp KMIP Response OKVTTLYV object.

errb Error handle pointer for batch operations.

6.2.8 OKVOpsNo

OKVOpsNo defines the KMIP Operations with OKVOPSMAX as the count of the maximum possible

ORACLE

KMIP operations.

Definition

/* KMP Qperations */

typedef enum

{
OKVOpNone = 0,
KVpCreate = 1,
OKVOCr eat eKeyPai r,
OKVOpRegi st er,
OKVOpRekey,
OKVQOpDer i veKey,
OKVOpCertify,
OKVOpRecertify,
OKVOpLocat e,
OKVOpCheck,
OKVOpGet
OKVOpGet Attri but es,

OKVOpGet At tri but eLi st

OKVOpAddAttri but e,

OKVOphbdi fyAttri but e,
OKVOpDel et eAttribute,

OKVOpQbt ai nLease,

OKVOpGet UsageAl | ocat i on,

OKVQOpAct i vat e,
OKVOpRevoke,
OKVOpDest r oy,
OKVOpAr chi ve,
OKVOpRecover,
OKVQpVal i dat e,
KVOpQuery,
OKVOpCancel ,
OKVQpPol |
OKVOpNot i fy,
OKVOpPut
OKVOpRekeyKeyPai 1,

OKVOpDi scover Ver si ons

/*
/*

/*
/*

/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*

/*

/*

Wong Operation */
Create */

Regi ster */
Rekey */

Locate */

Check */

CGet */

Get Attributes */
Get Attribute List */
Add Attribute */
Modify Attribute */
Delete Attribute */

Activate */
Revoke */
Destroy */

Query */

Di scover Versions */
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} OKVOpsNo;
#defi ne OKVOPSMAX

6.2.9 OKVServerinformation
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30

OXVSer ver | nf or mat i on is the Oracle Key Vault specific information that is returned by
the Oracle Key Vault server for the Oracle Key Vault query operation.

Definition

struct OKVServer|nformation

{

oratext server_name[ 30];

oratext server_version[30];

¥
typedef struct OKVServer!nformation OKVServerl nfornation;
Parameters

Parameter Description

server_nanme

Should be ORACLE KEYVAULT SERVER if the endpoint
program is communicating with the Oracle Key Vault server.

server_version

The version of the Oracle Key Vault server the endpoint
program is communicating with.

6.2.10 OKVTTLV

OKVTTLV defines the Oracle Key Vault structure for a TTLV object.

Definition

/* Oracle Key Vault KM P TTLV Structure */

struct OKVTTLV

{
OKVTag tag;
KVType  typ;
ub4 | en;
ubl *val ;
ub4 ttlv_array_cnt;
OKVTTLV **ttlv_array;
b
typedef struct OKVTTLV OKVTTLV;
Parameters
Parameter Description
tag The tag value of the TTLV object.
typ The type value of the TTLV object.
I en The length of the value of the TTLV object.
val The value of the TTLV object.
ttlv_array cnt The count of the child TTLV objects for this TTLV object.
ttlv_array An array of the child TTLV objects for this TTLV object.

ORACLE
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The Oracle Key Vault management APIs control the Oracle Key Vault Interface program
environment.

e okvEnvCreate
okvEnvCr eat e creates the Oracle Key Vault environment handle and the Oracle Key Vault
SDK program begins with a successful call to this function.

*  okvEnvFree
okvEnvFr ee frees the Oracle Key Vault environment handle, which marks the end of the
Oracle Key Vault environment.

*  okvEnvFreeResultObj
okvEnvFreeResul t Obj frees the OKVTTLYV result descriptor that was returned by the
Oracle Key Vault functions.

*  okvEnvGetOpRequestObj
okvEnvGet OpRequest bj gets the root (top-level parent) of the OKVTTLV descriptor for
Oracle Key Vault KMIP functions.

* okvEnvSetConfig
okvEnvSet Confi g sets up the Oracle Key Vault connection configuration context.

e okvEnvSetTrace
okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.

7.1 okvEnvCreate

okvEnvCr eat e creates the Oracle Key Vault environment handle and the Oracle Key Vault
SDK program begins with a successful call to this function.

Category

Management API

Purpose

okvEnvCr eat e is used to create the Oracle Key Vault environment handle which in turn holds
error handle, tracing context and the various Service Provider Interface handles required by
the Endpoint program. All of the Oracle Key Vault functions are done within the purview of
this handle. The Oracle Key Vault environment begins with a successful call to this function.
Syntax

OKVEnv *okvEnvCr eat e( OKVMermor yCt x *nentt x) ;
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okvEnvCreate
Parameters
Parameter IN/OUT Description
menct x I'N Oracle Key Vault memory
management context.

Return Values

Return Value Description

OKVEnv* Oracle Key Vault environment handle.

Success: A valid pointer to the Oracle Key
Vault environment handle is returned.

Failure: A NULL pointer is returned.

Comments

Endpoints using the Oracle Key Vault memory management should pass in
OKV_MEMORY_FUNCTI ONS to okvEnvCreat e.

The Oracle Key Vault client SDK provides the client with an option to define their own
memory management context and memory management functions.

Suppose the client has defined cl i ent Mal | oc(), cl i ent Real | oc(), clientFree(), and
cl i ent & xP for memory management. The client can make use of these functions by
initializing the Oracle Key Vault environment handle with the Oracle Key Vault memory
context structure.

OKVMermoryCt x ¢l i ent Menory;
clientMenory.ctx = clientCxP;

client Menory. okvMal | oc = &client Mal | oc;
clientMenory. okvReal | oc = &clientReal | oc;
client Menory. okvFree = &clientFree;
okvEnvCreat e(&cl i ent Menory);

Example

OKVEnv  *env = (OKVEnv *) NULL;

/* Setup the Oracle Key Vault Environment handle */
printf("\nSetting up Oracle Key Vault Environnment handle\n");
env = okvEnvCreat e( OKV_MEMORY_FUNCTI ONS) ;

if (lenv)

printf("\tCould not setup the Oracle Key Vault Environment handl e\n");
return 1;
}

el se

printf("\tSuccessfully setup Oracle Key Vault Environnent handle\n\n");

ORACLE 7-2



Chapter 7
okvEnvFree

Related Topics

okvEnvFree
okvEnvFr ee frees the Oracle Key Vault environment handle, which marks the end of the
Oracle Key Vault environment.

okvEnvFreeResultObj
okvEnvFreeResul t Obj frees the OKVTTLYV result descriptor that was returned by the
Oracle Key Vault functions.

okvEnvGetOpRequestObj
okvEnvGet OpRequest bj gets the root (top-level parent) of the OKVTTLV descriptor for
Oracle Key Vault KMIP functions.

okvEnvSetConfig
okvEnvSet Confi g sets up the Oracle Key Vault connection configuration context.

okvEnvSetTrace
okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.

7.2 okvEnvFree

okvEnvFr ee frees the Oracle Key Vault environment handle, which marks the end of the
Oracle Key Vault environment.

ORACLE

Category

Management API

Purpose

okvEnvFr ee is used to free the Oracle Key Vault environment handle. It marks the end of
Oracle Key Vault environment.

Syntax

voi d okvEnvFree( OKVEnv **env);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault Interface
environment handle.

Return Values

No values returned.

Comments

None.

Example

OKVEnv  *env = (OKVEnv *) NULL;

/* Setup the Oracle Key Vault Environment handle */
printf("\nSetting up Oracle Key Vault Environnent handle\n");
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env = okvEnvCreat e( OKV_MEMORY_FUNCTI ONS) ;
if (lenv)

printf("\tCould not setup the Oracle Key Vault Environment handl e\n");
return 1;

}

el se

printf("\tSuccessfully setup Oracle Key Vault Environnent handle\n\n");

}
/* Do some KM P operations */

/* Free the env handle */

printf("Rel easing the Environnment handle\n");
okvEnvFree( &env);

return 0;

Related Topics

* okvEnvCreate
okvEnvCr eat e creates the Oracle Key Vault environment handle and the Oracle
Key Vault SDK program begins with a successful call to this function.

e okvEnvFreeResultObj
okvEnvFreeResul t Obj frees the OKVTTLYV result descriptor that was returned by
the Oracle Key Vault functions.

*  okvEnvGetOpRequestObj
okvEnvGet OpRequest Cbj gets the root (top-level parent) of the OKVTTLV
descriptor for Oracle Key Vault KMIP functions.

* okvEnvSetConfig
okvEnvSet Confi g sets up the Oracle Key Vault connection configuration context.

e okvEnvSetTrace
okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.

7.3 okvEnvFreeResultObj

ORACLE

okvEnvFreeResul t Obj frees the OKVTTLYV result descriptor that was returned by the
Oracle Key Vault functions.

Category

Management API

Purpose

okvEnvFreeResul t Obj will free the OKVTTLYV result descriptor that was returned by the
Oracle Key Vault functions.

Oracle Key Vault KMIP functions at times return OKVTTLV descriptors that have to be
explored further either using Oracle Key Vault helper or Oracle Key Vault KMIP
Extension functions. The OKVTTLV parent for the result descriptor is stored in Oracle
Key Vault environment handle and is not freed upon completion of the Oracle Key
Vault function.
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After the Oracle Key Vault function result descriptor has been interpreted, it can be freed
using okvEnvFreeResul t Qvj .

Syntax

voi d okvEnvFreeResul t Cbj (OKVEnv *env);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault Interface
environment handle.

Return Values

No values returned.

Comments

The subsequent Oracle Key Vault functions calls will free the result descriptor of the previous
Oracle Key Vault function.
Example

/* Setup the Oracle Key Vault Environment handle 'env' */
/* Do some KM P operations */
okvEnvFreeResul t Obj (env);

Related Topics

* okvEnvCreate
okvEnvCr eat e creates the Oracle Key Vault environment handle and the Oracle Key Vault
SDK program begins with a successful call to this function.

*  okvEnvFree
okvEnvFr ee frees the Oracle Key Vault environment handle, which marks the end of the
Oracle Key Vault environment.

*  okvEnvGetOpRequestObj
okvEnvGet OpRequest bj gets the root (top-level parent) of the OKVTTLV descriptor for
Oracle Key Vault KMIP functions.

» okvEnvSetConfig
okvEnvSet Confi g sets up the Oracle Key Vault connection configuration context.

e okvEnvSetTrace
okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.

7.4 okvEnvGetOpRequestObj

ORACLE

okvEnvGet OpRequest Cbj gets the root (top-level parent) of the OKVTTLV descriptor for Oracle
Key Vault KMIP functions.

Category

Management API
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Purpose

Some KMIP functions will use an OKVTTLV descriptor argument to build the TTLV
Request. okvEnvGet OpRequest hj is used to get the root (top-level parent) of the
OKVTTLYV descriptor for Oracle Key Vault KMIP functions.

Oracle Key Vault functions like okvAt t r AddUni quel D will create an OKVTTLYV attribute
descriptor but these functions need a parent OKVTTLV descriptor.

okvEnvGet OpRequest bj () returns the parent OKVTTLV descriptor for such Oracle
Key Vault functions.

Syntax
OKVTTLV *okvEnvGet QpRequest Gbj (OKVEnv *env);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle.

Return Values

Return Value Description

OKVTTLV * OKVTTLYV object.

Success: A valid pointer to the OKVTTLV
descriptor is returned.

Failure: A NULL pointer is returned.

Comments

None.

Example

OKVTTLV *request = (OKVTTLV *) NULL;
/* Setup the Oracle Key Vault Environment handle 'env' */
request = okvEnvGet OpRequest bj (env);

Related Topics

e okvEnvCreate
okvEnvCr eat e creates the Oracle Key Vault environment handle and the Oracle
Key Vault SDK program begins with a successful call to this function.

*  okvEnvFree
okvEnvFr ee frees the Oracle Key Vault environment handle, which marks the end
of the Oracle Key Vault environment.

*  okvEnvFreeResultObj
okvEnvFreeResul t Obj frees the OKVTTLYV result descriptor that was returned by
the Oracle Key Vault functions.
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*  okvEnvSetConfig
okvEnvSet Confi g sets up the Oracle Key Vault connection configuration context.

* okvEnvSetTrace
okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.

1.5 okvEnvSetConfig

okvEnvSet Conf i g sets up the Oracle Key Vault connection configuration context.

Category

Management API

Purpose

okvEnvSet Confi g is used to specify the password for the SSL connection wallet. The SSL
connection wallet will be created at the time of enrollment. The password specified at the time
of endpoint enrollment is the one used with this function. If no password was specified at the
time of enrollment, NULL should be used as the password.

okvEnvSet Conf i g will also specify the configuration file that will be used to set up the
connection configuration for holding details like the server IP address, server port number,
and other information which will be needed during establishing connection with the Oracle
Key Vault server.

Syntax

OKVErr No okvEnvSet Confi g( OKVEnv *env, oratext *conn_config file,
oratext *conn_pwd);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

conn_config file IN Oracle Key Vault connection
configuration file.

conn_pwd I'N Password of the SSL connection
wallet.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The connection configuration file is the okvcl i ent. or a file, which is created at the time of
Oracle Key Vault endpoint enrollment.
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If you do not specify the full path to the connection configuration file, then the API tries
to look for configuration file under $OKV_HOVE/ conf . Make sure to set up the $OKV_HOVE
to the directory where the endpoint software was installed.

Example

oratext *pwd = (oratext *)NULL;
/* Setup the Oracle Key Vault Environment handle 'env' */

printf("Setting up Oracle Key Vault connection configuration\n");
okvEnvSet Config(env, (oratext *)NULL, (oratext *)pwd);

Related Topics

* okvEnvCreate
okvEnvCr eat e creates the Oracle Key Vault environment handle and the Oracle
Key Vault SDK program begins with a successful call to this function.

e okvEnvFree
okvEnvFr ee frees the Oracle Key Vault environment handle, which marks the end
of the Oracle Key Vault environment.

*  okvEnvFreeResultObj
okvEnvFreeResul t Obj frees the OKVTTLYV result descriptor that was returned by
the Oracle Key Vault functions.

*  okvEnvGetOpRequestObj
okvEnvGet OpRequest bj gets the root (top-level parent) of the OKVTTLV
descriptor for Oracle Key Vault KMIP functions.

* okvEnvSetTrace
okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.

7.6 okvEnvSetTrace

ORACLE

okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.

Category

Management API

Purpose

okvEnvSet Trace is used to specify the location of the trace file and also the trace level.
The trace file will record the internal traces generated by the endpoint SDK program
and can be useful for diagnostics and debugging. The level of tracing determines how
fine-grained or coarse-grained the tracing should be. In ascending order, debug levels
take the following values:

e (KV_TRACE_OFF - No tracing

e (KV_TRACE_FATAL - Fatal level only tracing
*  OKV_TRACE_ERROR - Error tracing

e (OKV_TRACE_WARN - Warning tracing

¢ OKV_TRACE_I NFO- Informational tracing

e (OKV_TRACE_DEBUG - Debug tracing
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e OKV_TRACE_ALL - All tracing
Syntax
OKVErrNo okvEnvSet Trace( OKVEnv *env, oratext *trace_file, ubl debug_level);
Parameters
Parameter IN/JOUT Description
I'N Oracle Key Vault environment
handle.
trace file IN Location of client SDK trace file.
debug_| evel IN Level of tracing.
Return Values
Return Value Description
OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

oratext *trace_dir = (oratext *)NULL;

/* Setup the Oracle Key Vault Environnment handle 'env' */

trace_dir = (oratext *)"/tmp";
printf("Setting up Tracing\n");
okvEnvSet Trace(env, (oratext *)trace_dir, OKV_TRACE_INFO);

Related Topics

okvEnvCreate
okvEnvCr eat e creates the Oracle Key Vault environment handle and the Oracle Key Vault
SDK program begins with a successful call to this function.

okvEnvFree
okvEnvFr ee frees the Oracle Key Vault environment handle, which marks the end of the
Oracle Key Vault environment.

okvEnvFreeResultObj
okvEnvFreeResul t Obj frees the OKVTTLYV result descriptor that was returned by the
Oracle Key Vault functions.

okvEnvGetOpRequestObj
okvEnvGet OpRequest bj gets the root (top-level parent) of the OKVTTLV descriptor for
Oracle Key Vault KMIP functions.

okvEnvSetConfig
okvEnvSet Conf i g sets up the Oracle Key Vault connection configuration context.
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Management APIs

This section describes the interfaces for Oracle Key Vault connection management.

e okvConnect
okvConnect begins the Oracle Key Vault interface session and creates a connection to
the Oracle Key Vault server.

* okvConnSendRecvBytes
okvConnSendRecvByt es sends a KMIP request message to the Oracle Key Vault server
and retrieves the KMIP response message sent back from the Oracle Key Vault server.

* okvConnSet
okvConnSet can be used to set up the user client connection provider which can be used
to establish connection to the Oracle Key Vault server.

e okvConnUnSet
okvConnUnSet is used to free the client connection provider.

* okvDisconnect
okvDi sconnect ends the Oracle Key Vault interface session and disconnects the Secure
Sockets Layer (SSL) connection between the endpoint and the Oracle Key Vault server.

8.1 okvConnect

okvConnect begins the Oracle Key Vault interface session and creates a connection to the
Oracle Key Vault server.

Category

Connection management API

Purpose

okvConnect is used to begin the Oracle Key Vault session and create a connection to the
Oracle Key Vault Server. Subsequent Oracle Key Vault functions will use this connection for
communicating with the Oracle Key Vault Server.

Syntax
OKVEr rNo okvConnect (OKVEnv *env);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

OKVErrNo err_no;

/* Setup the Oracle Key Vault Environnment handle 'env' */

printf("Setting up Oracle Key Vault session\n");
err_no = okvConnect (env);

if (err_no)

{
printf("Could not setup the Oracle Key Vault session\n");
return 1;
}
el se
{
printf("Successfully setup Oracle Key Vault Session\n");
}

Related Topics

e okvConnSendRecvBytes
okvConnSendRecvByt es sends a KMIP request message to the Oracle Key Vault
server and retrieves the KMIP response message sent back from the Oracle Key
Vault server.

* okvConnSet
okvConnSet can be used to set up the user client connection provider which can
be used to establish connection to the Oracle Key Vault server.

* okvConnUnSet
okvConnUnSet is used to free the client connection provider.

» okvDisconnect
okvDi sconnect ends the Oracle Key Vault interface session and disconnects the
Secure Sockets Layer (SSL) connection between the endpoint and the Oracle Key
Vault server.
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8.2 okvConnSendRecvBytes

ORACLE

okvConnSendRecvByt es sends a KMIP request message to the Oracle Key Vault server and
retrieves the KMIP response message sent back from the Oracle Key Vault server.

Category

Connection management API

Purpose

okvConnSendRecvByt es is used to send a KMIP request message to the Oracle Key Vault
server and retrieve the KMIP response message sent back from the Oracle Key Vault server.
The response returned by the Oracle Key Vault server cannot exceed the maximum payload
supported between the Oracle Key Vault client and server.

Syntax

OKVErr No okvConnSendRecvByt es( OKVEnv *env,
ubl *reqmsg, ub4 reqmsgl,
ubl **respmsg, ub4 *respmsgl);

Parameters
Parameter IN/JOUT Description
env IN Oracle Key Vault environment
handle.
reqmsg IN KMIP TTLV request message.
reqmsgl IN KMIP TTLV request message
length.
I espnsg I N QUT KMIP TTLV response message.
respmsgl I N oUT KMIP TTLV response message
length.
Return Values
Return Value Description
OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The endpoint program needs to allocate space for the response message. If the response
message cannot fit in the allocated space the function will return an error.

Example

OKVErrNo err_no;

/* Setup the Oracle Key Vault Environment handle 'env' */
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err_no = okvConnSendRecvBytes(env, (ubl *)NULL, (ub4)0, (ubl **)NULL, (ub4 *)O0);

if (err_no)

{
printf("Error while executing okvConnSendRecvBytes\n");
return 1;
}
el se
{
printf("Successfully executed okvConnSendRecvBytes\n");
}

Related Topics

* okvConnect
okvConnect begins the Oracle Key Vault interface session and creates a
connection to the Oracle Key Vault server.

» okvConnSet
okvConnSet can be used to set up the user client connection provider which can
be used to establish connection to the Oracle Key Vault server.

e okvConnUnSet
okvConnUnSet is used to free the client connection provider.

* okvDisconnect
okvDi sconnect ends the Oracle Key Vault interface session and disconnects the
Secure Sockets Layer (SSL) connection between the endpoint and the Oracle Key
Vault server.

8.3 okvConnSet

ORACLE

okvConnSet can be used to set up the user client connection provider which can be
used to establish connection to the Oracle Key Vault server.

Category

Connection management API

Purpose

okvConnSet can be used to set up the user client connection provider which can be
used to establish connection to the Oracle Key Vault server. Subsequent Oracle Key
Vault functions will use this connection for communicating with the Oracle Key Vault
server.

Syntax

OKVEr rNo okvConnSet (OKVEnv *env,

voi d *connCtx,

OKVErrNo (*connect Fn) (void *ctx),

voi d (*di sconnect Fn)(void *ctx),

OKVErrNo (*sendRecvFn) (void *ctx,
ubl *send_bytes,
ub4 send_bytes_len,
ubl **recv_bytes,
ub4 *recv_bytes_len));

8-4



ORACLE

Chapter 8
okvConnSet

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

connCt x IN Client defined connection
context.

connect Fn I'N Client defined connect function.

di sconnect Fn IN Client defined disconnect
function.

sendRecvFn I'N Client defined send response to
Oracle Key Vault server and
receive response from Oracle
Key Vault server function.

ctx I'N Client defined connection
context.

send_bytes IN KMIP TTLV request message.

send_bytes | en IN KMIP TTLV request message
length.

recv_bytes I N OUT KMIP TTLV response message.

recv_bytes len I N OUT KMIP TTLV response message

length.

Return Values

Return Value

Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The Oracle Key Vault Client SDK also provides native connection management support. The
endpoint program does not have to do anything special if it wants the Oracle Key Vault client

SDK to take care of connection management.

Example

/* Suppose the client has defined clientConnect(), clientDisconnect(),
clientSendRecv() and clientNatCtxP for connection managenent. The
client can make use of these functions by initializing the Oracle Key
Vault environnment handle with the Oracle Key Vault connection context

structure */

OKVErrNo err_no;

err_no = okvConnSet (env, clientNatCtxP, clientConnect(...), clientDi sconnect(...),

clientSendRecv(...));

if (err_no)

{
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printf("Error while setting the client defined connection functions to
envi ronment handl e\n");

}

el se

{

printf("Successfully set the environnent handle with client defined
connection functions");

}

Related Topics

e okvConnect
okvConnect begins the Oracle Key Vault interface session and creates a
connection to the Oracle Key Vault server.

e okvConnSendRecvBytes
okvConnSendRecvByt es sends a KMIP request message to the Oracle Key Vault
server and retrieves the KMIP response message sent back from the Oracle Key
Vault server.

e okvConnUnSet
okvConnUnSet is used to free the client connection provider.

» okvDisconnect
okvDi sconnect ends the Oracle Key Vault interface session and disconnects the
Secure Sockets Layer (SSL) connection between the endpoint and the Oracle Key
Vault server.

8.4 okvConnUnSet

okvConnUnSet is used to free the client connection provider.

Category

Connection management API

Purpose

okvConnUnSet is used to free the client connection provider.

Syntax
voi d okvConnUnSet (OKVEnv *env);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

Return Values

No values returned.
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Comments

The Oracle Key Vault client SDK also provides native connection management support. The
endpoint program does not have to do anything special if it wants the Oracle Key Vault client
SDK to take care of connection management.

Example

okvConnUnSet (env) ;

Related Topics

* okvConnect
okvConnect begins the Oracle Key Vault interface session and creates a connection to
the Oracle Key Vault server.

e okvConnSendRecvBytes
okvConnSendRecvByt es sends a KMIP request message to the Oracle Key Vault server
and retrieves the KMIP response message sent back from the Oracle Key Vault server.

* okvConnSet
okvConnSet can be used to set up the user client connection provider which can be used
to establish connection to the Oracle Key Vault server.

* okvDisconnect
okvDi sconnect ends the Oracle Key Vault interface session and disconnects the Secure
Sockets Layer (SSL) connection between the endpoint and the Oracle Key Vault server.

8.5 okvDisconnect

okvDi sconnect ends the Oracle Key Vault interface session and disconnects the Secure
Sockets Layer (SSL) connection between the endpoint and the Oracle Key Vault server.

Category

Connection management API

Purpose

okvDi sconnect ends the Oracle Key Vault session and will disconnect SSL connection
between the endpoint program and the Oracle Key Vault server.

Syntax
OKVEr r No okvDi sconnect (OKVEnv *env);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

OKVErrNo err_no;
printf("Disconnnecting Oracle Key Vault Session\n");
err_no = okvDi sconnect (env);

if (err_no)

{
printf("Could not disconnect fromOracle Key Vault session\n");
return 1;
}
el se
{
printf("Successfully disconnected fromOracle Key Vault Session\n");
}

Related Topics

» okvConnect
okvConnect begins the Oracle Key Vault interface session and creates a
connection to the Oracle Key Vault server.

* okvConnSendRecvBytes
okvConnSendRecvByt es sends a KMIP request message to the Oracle Key Vault
server and retrieves the KMIP response message sent back from the Oracle Key
Vault server.

e okvConnSet
okvConnSet can be used to set up the user client connection provider which can
be used to establish connection to the Oracle Key Vault server.

* okvConnUnSet
okvConnUnSet is used to free the client connection provider.
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Management APIs

This section describes the Oracle Key Vault interfaces required to handle endpoint specified

memory management.

e okvFree

okvFr ee is a pointer to the endpoint program defined function to free the memory

allocated using okvMal | oc or okvReal | oc.

e okvMalloc

okvMal | oc is a pointer to the endpoint program defined function that should allocate

memory.

* okvRealloc

okvReal | oc is a pointer to the endpoint program defined function that should reallocate

memory.

0.1 okvFree

okvFr ee is a pointer to the endpoint program defined function to free the memory allocated
using okvMal | oc or okvReal | oc.

Category

Memory management API

Purpose

okvFr ee is a pointer to the endpoint program defined function to free the memory allocated
using okvMal | oc or okvReal | oc. The pointer should be set to NULL after freeing it.

Syntax

void (*okvFree)(void *ctx, void **ptr);

Parameters

Parameter IN/JOUT Description

ctx I'N Memory context (context of OKVMenor yCt x)
ptr I'N Previously allocated memory

Return Values

No values returned.

Comments

None.
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okvMal | oc is a pointer to the endpoint program defined function that should

allocate memory.

» okvRealloc

okvReal | oc is a pointer to the endpoint program defined function that should

reallocate memory.

9.2 okvMalloc

okvMal | oc is a pointer to the endpoint program defined function that should allocate

ORACLE

memory.

Category

Memory management API

Purpose

okvMal | oc is a pointer to the endpoint program defined function that should allocate

memory.

Syntax

void * (*okvMalloc)(void *ctx, size_t size);

Parameters

Parameter INJOUT Description

ctx I'N Memory context of OKVMenor yCt x.
si ze I'N Size of memory to be allocated.

Return Values

Return Value

Description

voi d* Memory pointer to allocated memory.
Success: A valid pointer to the allocated
memory is returned.
Failure: A NULL pointer is returned if the
function cannot allocate memory of requested
size.

Comments

None.

Related Topics

e okvFree

okvFr ee is a pointer to the endpoint program defined function to free the memory
allocated using okvMal | oc or okvReal | oc.
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* okvRealloc
okvReal | oc is a pointer to the endpoint program defined function that should reallocate
memory.

9.3 okvRealloc

ORACLE

okvReal | oc is a pointer to the endpoint program defined function that should reallocate
memory.

Category

Memory management API

Purpose

okvReal | oc is a pointer to the endpoint program defined function that should reallocate
memory. The data in the previously allocated memory should be copied to the newly
allocated memory.

Syntax

void * (*okvReal loc)(void *ctx, void **ptr, size_t size);

Parameters

Parameter INJOUT Description

ctx I'N Memory context (context of OKVMenor yCt x).
ptr IN Previously allocated memory.

si ze I'N Size of the memory to be allocated.

Return Values

Return Value Description

voi d* Memory pointer to reallocated memory.

Success: A valid pointer to the re-allocated
memory is returned.

Failure: A NULL pointer is returned if the function
cannot allocate memory of requested size.

Comments
None.

Related Topics

*  okvFree
okvFr ee is a pointer to the endpoint program defined function to free the memory
allocated using okvMal | oc or okvReal | oc.

» okvMalloc
okvMal | oc is a pointer to the endpoint program defined function that should allocate
memory.
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APIs

This section describes the interfaces for Oracle Key Vault error management.

okvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is returned.

okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided
batch job number otherwise 0 is returned.

okvErrGetNum
okvEr r Get Numreturns the error number on top of the error stack.

okvErrGetNumAtDepth
okvErr Get NumAt Dept h returns the error number at the specified depth of the error stack.

okvErrGetNumAtDepthForBatch
okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of the
error stack for the provided batch job number.

okvErrGetNumForBatch
okvErr Get Nunfror Bat ch returns the error number on top of the error stack for the provided
batch job number.

okvErrReset
okvErr Reset resets the error stack in the environment handle.

okvGetTextForErrNum
okvGet Text For Er r Numreturns the text of the error number.

10.1 okvErrGetDepth

okvEr r Get Dept h is used to return the depth of the error stack otherwise 0 is returned.

ORACLE

Catetory

Error handling API

Purpose

okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is returned if no
error was recorded in the error stack.

Syntax

ubl okvErr Get Dept h( OKVEnv *env);
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okvErrGetDepth
Parameters
Parameter IN/JOUT Description
env I'N Oracle Key Vault environment handle.

Return Values

Return Value Description

ubl

Oracle Key Vault error stack depth.

Success: A non-zero positive number, which
is the depth of the error stack, is returned.

Failure: Zero is returned, since depth is zero if
no error is recorded.

Comments

None.

Example

ub4 err_depth = okvErrCet Dept h(env);

if (err_depth == 0)

{
printf("No Error \n");
}
el se
{
printf("Error\n");
}

Related Topics

okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the
provided batch job number otherwise 0 is returned.

okvErrGetNum
okvErr Get Numreturns the error number on top of the error stack.

okvErrGetNumAtDepth
okvErr Get NumAt Dept h returns the error number at the specified depth of the error
stack.

okvErrGetNumForBatch
okvErr Get NunfFor Bat ch returns the error number on top of the error stack for the
provided batch job number.

okvErrGetNumAtDepthForBatch
okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of
the error stack for the provided batch job number.

okvErrReset
okVErr Reset resets the error stack in the environment handle.

okvGetTextForErrNum
okvCet Text For Er r Numreturns the text of the error number.

10-2



Chapter 10
okvErrGetDepthForBatch

10.2 okvErrGetDepthForBatch

ORACLE

okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided batch
job number otherwise 0 is returned.

Catetory
Error handling API

Purpose

okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided batch
job number, otherwise 0 is returned.

Syntax

ubl okvErr Get Dept hFor Bat ch( OKVEnv *env, ub4 bat chjobnun;

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.
bat chj obnum IN Batch job number.

Return Values

Return Value Description

ubl Oracle Key Vault error stack depth.

Success: A non-zero positive number which is the
depth of the error stack for the respective batch
job is returned.

Failure: Zero is returned, since depth is zero if no
error is recorded for the respective batch job.

Comments

Here bat chj obnumis the number in which the operations are batched. For example, if the
user wants to create a key, activate a key, revoke it, and then destroy it, all of these
operations are batched in the same order. That is, bat chj obnumfor create a key is 1,

bat chj obnumfor activate a key is 2, bat chj obnumfor revoke is 3 and bat chj obnumfor destroy
is 4. Once the batch job execution finishes, the user can pass in the batch job number for
okvErr Get Dept hFor Bat ch to get the depth of the errors from the respective batch job error
stack.

If batch job number provided is invalid, then zero (0) is returned by this API.

Example

ub4 err_depth = 0;

okvBat chCreate(env);

okvCreateKey(...); /* 1st Batch Job */
okvActivate(...); /* 2nd Batch Job */
okvRevoke(...); /* 3rd Batch Job */
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okvDestroy(...); /* 4th Batch Job */
okvBat chExecut e(env);

/* Check error on top of the error stack for 1st batch job */
i f (okvErrGet Nunfor Bat ch(env, 1))

{
printf("Found error for 1st batch job");
err_depth = okvErr Get Dept hFor Bat ch(env, 1);
printf("Depth of the error stack is %", err_depth);
}

Related Topics

*  OkvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is
returned.

e okvErrGetNum
okvErr Get Numreturns the error number on top of the error stack.

*  OkvErrGetNumAtDepth
okvErr Get NumAt Dept h returns the error number at the specified depth of the error
stack.

e okvErrGetNumForBatch
okvEr r Get Nuntor Bat ch returns the error number on top of the error stack for the
provided batch job number.

*  okvErrGetNumAtDepthForBatch
okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of
the error stack for the provided batch job number.

 okvErrReset
okvErr Reset resets the error stack in the environment handle.

e okvGetTextForErrNum
okvGet Text For Er r Numreturns the text of the error number.

10.3 okvErrGetNum

ORACLE

okvErr Get Numreturns the error number on top of the error stack.

Catetory
Error handling API

Purpose

okvErr Get Numreturns the error number on top of the error stack. OKV_SUCCESS is
returned if no error recorded.

Syntax

OKVErrNo okvErr Get Num( OKVEnv *env);

Parameters
Parameter IN/JOUT Description
env IN Oracle Key Vault environment handle.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: The error number on top of the error
stack is returned.

Failure: OKV_SUCCESS (0) is returned if there is
no error.

Comments

None.

Example

printf("Setting up Oracle Key Vault session\n");
okvConnect (env);

if (okvErrGetNun(env))

{
printf("Could not setup the Oracle Key Vault session\n"};
return 1;
}
el se
{
printf("Successfully setup Oracle Key Vault session\n\n");
}

Related Topics

e 0okvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is returned.

*  okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided
batch job number otherwise 0 is returned.

*  okvErrGetNumAtDepth
okvErr Get NumAt Dept h returns the error number at the specified depth of the error stack.

*  okvErrGetNumForBatch
okvErr Get Nunfror Bat ch returns the error number on top of the error stack for the provided
batch job number.

*  okvErrGetNumAtDepthForBatch
okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of the
error stack for the provided batch job number.

* okvErrReset
okVErr Reset resets the error stack in the environment handle.

*  okvGetTextForErrNum
okvCet Text For Er r Numreturns the text of the error number.
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10.4 okvErrGetNumAtDepth

okvErr Get NumAt Dept h returns the error number at the specified depth of the error

stack.

Catetory

Error handling API

Purpose

Chapter 10
okvErrGetNumAtDepth

okvEr r Get NumAt Dept h returns the error number at the specified depth of the error

stack otherwise OKV_SUCCESS is returned.

Syntax

OKVErr No okvEr r Get NumAt Dept h( OKVEnv *env, ubl depth);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.

depth IN Depth at which the error number is
needed.

Return Values

Return Value Description

OKVEr r No

Oracle Key Vault error number.

Success: The error number at the specified

depth in the error stack is returned.

Otherwise: OKV_SUCCESS (0) is returned if

there is no error.

Comments

okVErr Get NumAt Dept h returns OKV_SUCCESS if the depth specified is more than that
returned by okvEr r Get Dept h.

Example

ub4 err_depth = okvErrCet Dept h(env);

while (err_depth > 0)

{

ub4 error = 0;

[* Get error nunber to get error text */
error = okvErrGet NumAt Dept h(env, err_depth--);
printf("Error %: % \n", error, okvCetTextForErrNum(error));

ORACLE
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Related Topics

okvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is returned.

okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided
batch job number otherwise 0 is returned.

okvErrGetNum
okvErr Get Numreturns the error number on top of the error stack.

okvErrGetNumForBatch
okvEr r Get Nunfor Bat ch returns the error number on top of the error stack for the provided
batch job number.

okvErrGetNumAtDepthForBatch
okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of the
error stack for the provided batch job number.

okvErrReset
okvErr Reset resets the error stack in the environment handle.

okvGetTextForErrNum
okvGet Text For Er r Numreturns the text of the error number.

10.5 okvErrGetNumAtDepthForBatch

okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of the error
stack for the provided batch job number.

Catetory

Error handling API

Purpose

okvEr r Get NumAt Dept hFor Bat ch returns the error number at the specified depth of the error
stack for the provided batch job number, otherwise OKV_SUCCESS is returned.

Syntax
OKVErr No okvEr r Get NumAt Dept hFor Bat ch( OKVEnv *env, ub4 bat chj obnum
ubl depth);
Parameters
Parameter IN/OUT Description
env I'N Oracle Key Vault environment handle.
bat chj obnum IN Batch job number.
depth IN Depth at which the error number is needed.

ORACLE
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: The error number at the specified
depth in the error stack is returned for the
respective batch job number.

Otherwise: OKV_SUCCESS (0) is returned if
there is no error.

Comments

bat chj obnumis the number in which the operations are batched. For example, if the
user wants to create a key, activate a key, revoke it, and then destroy it, all of these
operations are batched in the same order; that is, bat chj obnumfor create a key is 1,
bat chj obnumfor activate a key is 2, bat chj obnumfor revoke is 3, and bat chj obnumfor
destroy is 4. Once the batch execution finishes, the user can pass in the batch job
number and the depth at which the error is needed for okvEr r Get NumAt Dept hFor Bat ch
to get the error details.

If the batch job number provided is invalid, then OKV_SUCCESS (0) is returned by this
API. okvErr Get NumAt Dept hFor Bat ch returns OKV_SUCCESS if the depth specified is
more than that returned by okvEr r Get Dept hFor Bat ch.

Example

ub4 err_depth = 0;

okvBat chCreat e(env);

okvCreateKey(...); /* 1st Batch Job */
okvActivate(...); /* 2nd Batch Job */
okvRevoke(...); /* 3rd Batch Job */
okvDestroy(...); /* 4th Batch Job */
okvBat chExecut e(env);

/* Check error on top of the error stack for 1st batch job */
i f (okvErrGet Nunfor Bat ch(env, 1))

{
printf("Found error for 1st Batch Job");
err_depth = okvErr Get Dept hFor Bat ch(env, 1);
printf("Depth of the error stack is %", err_depth);
while (err_depth > 0)
{
ub4 error = 0;
[* Get error nunber to get error text */
error = okvErr Get NumAt Dept hFor Bat ch(env, 1, err_depth--);
printf("Error %: % \n", error, okvCet TextForErrNum(error));
}
}

Related Topics

e okvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is
returned.

ORACLE 10-8



Chapter 10
okvErrGetNumForBatch

okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided
batch job number otherwise 0 is returned.

okvErrGetNum
okvErr Get Numreturns the error number on top of the error stack.

okvErrGetNumAtDepth
okvErr Get NumAt Dept h returns the error number at the specified depth of the error stack.

okvErrGetNumForBatch
okvEr r Get Nunfor Bat ch returns the error number on top of the error stack for the provided
batch job number.

okvErrReset
okVErr Reset resets the error stack in the environment handle.

okvGetTextForErrNum

okvCet Text For Er r Numreturns the text of the error number.

10.6 okvErrGetNumForBatch

okvErr Get Nunfror Bat ch returns the error number on top of the error stack for the provided

batch job number.

Catetory

Error handling API

Purpose

okvErr Get NunfFor Bat ch returns the error number on top of the error stack for the provided
batch job number. OKV_SUCCESS is returned if no error recorded.

Syntax

OKVErr No okvEr r Get Nunfor Bat ch( OKVEnv *env,

ub4 bat chj obnum ;

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.
bat chj obnum IN Batch job number.

Return Values

Return Value

Description

OKVEr r No

Oracle Key Vault error number.

Success: The error number on top of the error
stack for the respective batch job is returned.

Failure: OKV_SUCCESS (0) is returned if there is no
error.

ORACLE
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Comments

bat chj obnumis the number in which the operations are batched. For example, if the
user wants to create a key, activate a key, revoke it and then destroy it, all of these
operations are batched in the same order. That is, bat chj obnumfor create a key is 1,
bat chj obnumfor activate a key is 2, bat chj obnumfor revoke is 3, and bat chj obnumfor
destroy is 4. Once the batch execution finishes, the user can pass in the batch job
number for okvEr r Get Nunfor Bat ch to get the error from the top of the respective batch
job error stack.

If batch job number provided is invalid, then OKV_SUCCESS (0) is returned by this API.

Example

okvBat chCreat e(env);
okvCreateKey(...); /* 1st Batch Job */
okvActivate(...); /* 2nd Batch Job */
okvRevoke(...); /* 3rd Batch Job */
okvDestroy(...); /* 4th Batch Job */
okvBat chExecut e( env);

/* Check error on top of the error stack for 1st Batch Job */
i f (okvErrGet Nunfor Bat ch(env, 1))

{
}

printf("Found error for 1st Batch Job");

Related Topics

*  okvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is
returned.

e okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the
provided batch job number otherwise 0 is returned.

*  OkvErrGetNum
okvErr Get Numreturns the error number on top of the error stack.

e okvErrGetNumAtDepth
okvEr r Get NumAt Dept h returns the error number at the specified depth of the error
stack.

*  okvErrGetNumAtDepthForBatch
okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of
the error stack for the provided batch job number.

* okvErrReset
okvErr Reset resets the error stack in the environment handle.

o okvGetTextForErrNum
okvGet Text For Er r Numreturns the text of the error number.
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10.7 okvErrReset

okvErr Reset resets the error stack in the environment handle.

Catetory

Error handling API

Purpose

okvEr r Reset resets the error stack in the environment handle.

Syntax
voi d okvErrReset (OKVEnv *env);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.

Return Values

No values returned.

Comments

None.

Example

/* Do some KMP operations |ike adding attribute to an object and get the sane
attributes, belowis an illustration of using 'okvErrReset' when getting
the individual attibutes

*/
ub4 umask = 0;
ub4 state = 0;

printf("Trying to get Crypto Usage Mask value from State Attribute\n");
okvAttrGet Crypt oUsageMask(env, ttlv, &umask);

i f (okvErrGet Nun{env))

/* Check for errors */

okvErrReset (env); [* this will come in handy when we don't want to keep
getting the same errors for the next set of API
calls where we try to get the individual Attribute
val ues */

printf("Trying to get State value from State Attribute\n");
okvAttrGet State(env, ttlv, &state);

i f (okvErrGet Nun{env))

/* Check for errors */
okvErrReset (env);

ORACLE 10-11



Chapter 10
okvGetTextForErrNum

Related Topics

okvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is
returned.

okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the
provided batch job number otherwise 0 is returned.

okvErrGetNum
okvErr Get Numreturns the error number on top of the error stack.

okvErrGetNumAtDepth
okvEr r Get NumAt Dept h returns the error number at the specified depth of the error
stack.

okvErrGetNumForBatch
okvEr r Get NunfFor Bat ch returns the error number on top of the error stack for the
provided batch job number.

okvErrGetNumAtDepthForBatch
okvEr r Get NumAt Dept hFor Bat ch returns the error number at the specified depth of
the error stack for the provided batch job number.

okvGetTextForErrNum
okvGet Text For Er r Numreturns the text of the error number.

10.8 okvGetTextForErrNum

okvCet Text For Er r Numreturns the text of the error number.

ORACLE

Category

Error handling API

Purpose

okvCet Text For Er r Numreturns the text of the the error number. If the error number is
not valid, a pointer to NULL is returned.

Syntax

oratext *okvGet Text For Err Nun{ OKVErrNo err_no);

Parameters
Parameter IN/OUT Description
errno I'N Oracle Key Vault error number
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Return Values

Return Value Description

oratext * Oracle Key Vault error text.

Success: Pointer to text of the error is returned.

Failure: NULL pointer is returned if the error
number is not valid.

Comments

None.

Example

ub4 error = 0;
printf("Error %: % \n", error, okvGCetTextForErrNun(error));

Related Topics

okvErrGetDepth
okvErr Get Dept h is used to return the depth of the error stack otherwise 0 is returned.

okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided
batch job number otherwise 0 is returned.

okvErrGetNum
okvErr Get Numreturns the error number on top of the error stack.

okvErrGetNumAtDepth
okvErr Get NumAt Dept h returns the error number at the specified depth of the error stack.

okvErrGetNumForBatch
okvErr Get NunfFor Bat ch returns the error number on top of the error stack for the provided
batch job number.

okvErrGetNumAtDepthForBatch
okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of the
error stack for the provided batch job number.

okvErrReset
okVvErr Reset resets the error stack in the environment handle.
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Oracle Key Vault Client SDK KMIP and
Batch APIs

The SDK KMIP APIs provide functions for creating keys, activating keys, adding attributes to
keys, destroying keys, and other operations. The batch APIs enable you to perform these
activities in a batch operation.

Oracle Key Vault Client SDK KMIP APls
This section describes the interfaces for the Oracle Key Vault functions for KMIP
operations.

Oracle Key Vault Client SDK Batch APIs
This section describes the interfaces for the Oracle Key Vault KMIP batch functions.

11.1 Oracle Key Vault Client SDK KMIP APIs

This section describes the interfaces for the Oracle Key Vault functions for KMIP operations.

ORACLE

About the Oracle Key Vault Client SDK KMIP APIs
The Oracle Key Vault KMIP APIs enable you to perform actions such as managing keys
and secret data.

okvActivate

okvAct i vat e implements the KMIP Activate operation.
okvAddAttribute

okvAddAt t ri but e implements the KMIP Add attribute operation.
okvCreateKey

okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.
okvDeleteAttribute

okvDel et eAtt ri but e implements the KMIP Delete attribute operation.
okvDestroy

okvDest r oy implements the KMIP Destroy operation.
okvGetAttributeList

okvGet Attri but eLi st implements KMIP Get attribute list operation.
okvGetAttributes

okvCGet Attri but es implements KMIP Get attribute operation.

okvGetCertificate
okvGet Certificate implements the KMIP Get operation for the Certificate object.

okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.
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okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key
object.

okvGetPublicKey
okvCet Publ i cKey implements the KMIP Get operation for the KMIP public key
object.

okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegCertificate
okvRegCerti fi cat e implements the KMIP Register operation for the KMIP
certificate object.

okvRegCertificateRequest
okvRegCerti fi cat eRequest implements the KMIP Register operation for the
certificate request object.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

okvRegPrivateKey
okvRegPr i vat eKey implements the KMIP Register operation for the KMIP private
key object.

okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

okvRekey
okvRekey implements the KMIP Rekey operation.
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* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.1 About the Oracle Key Vault Client SDK KMIP APIs

The Oracle Key Vault KMIP APIs enable you to perform actions such as managing keys and
secret data.

Many of these functions take unique identifier as an input argument. As per KMIP v1.1, the
unique identifier can be optional when the commands are batched given that the KMIP server
can determine a single unique identifier from the previous commands. So if the previous
command like locate returns only one unique identifier for possible use-cases, and the
following commands operate on this unique identifier, the unique identifier can be omitted
from the following commands.

The unique identifiers, along with their lengths, will be returned from the KMIP API functions.
The unique identifiers needs to be NULL terminated by the endpoint program.

The endpoint program can pass in a larger buffer and the length will be used to determine the
actual unique identifier bits in the larger buffer.

11.1.2 okvActivate

okvAct i vat e implements the KMIP Activate operation.

Category
KMIP API

Purpose

okvAct i vat e implements the KMIP Activate operation. It will activate the KMIP object
identified by its unique identifier.

Syntax

OKVErr No okvActivat e(OKVEnv *env, oratext *uid);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.

uid IN Unique identifier (can be NULL for batching).

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.
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Comments

None.

Example

/* Create the KM P object, say Key for exanple and get its unique
identifier as part of its creation in ‘uid and then activate
it as bel ow

*|

okvActivate(env, &uid[0]);

i f (okvErrGet Nun{env))
{

}

printf("Error while activating the object\n");

Related Topics

»  okvAddAttribute
okvAddAttri but e implements the KMIP Add attribute operation.

e okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

» okvDeleteAttribute
okvDel et eAt tri but e implements the KMIP Delete attribute operation.

»  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

»  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

e okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

* okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

e okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

»  okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.
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okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

okvRekey

okvRekey implements the KMIP Rekey operation.

 okvRevoke

okvRevoke implements the KMIP Revoke operation.

11.1.3 okvAddAttribute

okvAddAt tri but e implements the KMIP Add attribute operation.

Catetory
KMIP API

Purpose

okvAddAt tri but e implements the KMIP Add attribute operation. It adds an attribute to the

KMIP object specified by the unique identifier.

Syntax

OKVErrNo okvAddAttribute(OKVEnv *env, oratext *uid,

OKVTTLV **attr);

Parameters

Parameter INJOUT Description

env I'N Oracle Key Vault environment handle.

uid IN Unique identifier (can be NULL for batching).
attr IN Attribute to be added to the KMIP object.

Return Values

Return Value

Description

OKVEr r No

Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

ORACLE

11-5



ORACLE

Chapter 11
Oracle Key Vault Client SDK KMIP APIs

Comments

The API has the below exceptions when used with Oracle Key Vault server:

» If attributes are added to opaque or template objects using this API, the Oracle
Key Vault server will give a general failure error and the attributes will not be
added to the KMIP object. As a workaround the attributes can be added during the
registration using APIs okvRegCpaqueDat a and okvRegTenpl at e.

e If a single instance attribute is added to an object using this APl and the object
already has an instance of the attribute, then the attribute won't get overwritten,
but a general failure error will be thrown. Please use the okvMbdi f yAttri but e API
to modify attribute values.

» If a protect stop date later than the deactivation date is passed in request TTLV,
the server will not give an error and the protect stop date will be added to
registered KMIP object.

» If a process start date is added using this API, the server will give permission
denied error. As a workaround the attribute can be added during registration using
APIs okvRegKey, okvRegSecr et Dat a, okvRegOpaqueDat a, and okvRegTenpl at e.

Example

/* Create the KM P object, say Key for exanple and get its unique
identifier as part of its creationin ‘uid, we can add an attribute
to it as shown bel ow */

OKVTTLV *attr_in = (OKVTTLV *)NULL;

OKVTTLV *req = (OKVTTLV *) NULL;

oratext *name_value = (oratext *)"attribute_nane";

ub4 name_val uel = strlen("attribute_name");

req = okvEnvGet QpRequest Qbj (env);

attr_in = okvAddAttributeObject(env, req, OKVAttrName, (ub4) 0);

okvAttrAddNane(env, attr_in, name_val ue, nane_val uel, 1);
okvAddAttribute(env, &uid[0], &attr_in);

i f (okvErrGetNun(env))
{

}

printf("Error while adding Nane attribute to the object\n");

Related Topics

*  okvActivate
okvAct i vat e implements the KMIP Activate operation.

e okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

* okvDeleteAttribute
okvDel et eAt t ri but e implements the KMIP Delete attribute operation.

e okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvCGet Attribut eLi st implements KMIP Get attribute list operation.
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okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

okvRekey
okvRekey implements the KMIP Rekey operation.

okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.4 okvCreateKey

ORACLE

okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

Category
KMIP API

Purpose

okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.
The unique identifier of the symmetric key object generated by the Oracle Key Vault server is
returned as oui d. The maximum length of the unique ID for Oracle Key Vault SDK is defined
by OKV_UNI QUE_| D_MAXLEN.
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Syntax

OKVErrNo okvCreat eKey( OKVEnv *env,
KVType al g, ub4 len, ub4 mask,
OKVTTLV *tenpl ate_names_attrs,
oratext *wallet_nane, ub4 wallet_nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment handle.

alg IN Symmetric key algorithm.

I en I'N Key length of the symmetric key.

mask IN Cryptographic usage mask of the symmetric key.
tenpl ate_names_at |IN Template names or attributes that will form the
trs template-attribute.

wal | et _name IN Wallet name value.

wal | et _nanel IN Length of the wallet name value.

oui d out Unique identifier of the generated key.

oui dl our Unique identifier length of the generated key.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

It is recommended to add a KMIP Name attribute to symmetric key object to help
identify it in future.

The caller has to allocate the memory for the unique identifier returned by this function.
The length of allocated memory is passed in via the length of the unique identifier
argument oui dl . Sufficient memory to store the returned unique identifier should be
allocated.

A symmetric key of the specified length for the specified algorithm and for a specific
use (cryptographic usage mask) is generated in wallet wal | et _nane if specified else it
is generated in the default wallet if present with the endpoint.

Example

/* Paraneters to create symetric key */
OKVType al go = CRYPTO ALG AES;

/* Key length 128, because AES keys are 128, 192 or 256 bits in |ength*/
ub4 key_len = 128;
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ub4 usage_mask = CRYPTO MASK_ENCRYPT | CRYPTO MASK_DECRYPT;
oratext uid[ OKV_UNI QUE_| D MAXLEN + 1];
ub4 uidl = sizeof(uid);

OKVTTLV *tenplate = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *)NULL;

/* Set up the environnent handle 'env' and al so the menory and connection
managenent as shown in previous sections */

menset (uid, 0, uidl);

tenpl ate = okvEnvGet OpRequest Obj (env);

/* Add nane attribute object to tenplate attribute */

attr_in = okvAddAttributeCbject(env, tenplate, OKVAttrNane, (ub4) 0);
okvAttrAddNane(env, attr_in, (oratext *)"My New Key", strlen("My New Key"), 1);
printf("\tCreating a Symretric key\n");

okvCreat eKey(env, algo, key_|en, usage_mask, tenplate,
(oratext *)NULL, (ub4)0, &uid[0], uidl);

if (okvErrGetNun(env))
{

}

printf("Error while creating the key\n");

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvDeleteAttribute
okvDel et eAt tri but e implements the KMIP Delete attribute operation.

e okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet AttributeLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

e okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

» okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

* okvLocate
okvLocat e implements the KMIP Locate operation.

e okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.
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*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

e okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opague
data object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

* okvRekey
okvRekey implements the KMIP Rekey operation.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.5 okvDeleteAttribute

ORACLE

okvDel et eAt tri but e implements the KMIP Delete attribute operation.

Catetory
KMIP API

Purpose

okvDel et eAt t ri but e implements the KMIP Delete attribute operation. It deletes an
attribute specified by an attribute name and attribute index of the KMIP object
specified by the unique identifier.

Syntax

OKVErrNo okvDel et eAttribute( OKVEnv *env, oratext *uid,
oratext *attr_nane,
ub4 attr _index,
OKVTTLV **attr);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.

ui d IN Unique identifier (can be NULL for batching).
attr_nanme I'N Name of attribute to be deleted.
attr_index IN Index of the attribute to be deleted.

attr out Attribute to be deleted from the KMIP object.
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Return Values

Return Value Description

OKVErr No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

/* Create the KM P object, say Key for exanple and get its unique identifier
as part of its creation in 'uid . Add contact information attribute and
to delete it, it can done as shown bel ow */

OKVTTLV *attr_del = (OKVTTLV *) NULL;
oratext *attr_name = okvGCet Text For Attri buteNum( OKVAttrContact|nfo);

/* Passing Contact Info attribute to be deleted at attribute index 0 */
okvDel eteAttribute(env, &uid[0], attr_nanme, (ub4)0, &attr_del);

if (okvErrGetNun(env))
{

}

printf("Error while deleting the contact info attribute of the object\n");

Related Topics

» okvActivate
okvAct i vat e implements the KMIP Activate operation.

*  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

e okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvCet Attribut eLi st implements KMIP Get attribute list operation.

* okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpagqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

» okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.
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* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

* okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

» okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

e okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

e okvRekey
okvRekey implements the KMIP Rekey operation.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.6 okvDestroy

okvDest r oy implements the KMIP Destroy operation.

Catetory
KMIP API

Purpose

okvDest r oy implements the KMIP Destroy operation. It will destroy the KMIP object
specified by unique identifier.

Syntax

OKVErrNo okvDestroy(OKVEnv *env, oratext *uid);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.

uid IN Unique identifier (can be NULL for
batching).
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Return Values

Return Value Description

OKVErr No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

/* Create the KM P object, say Key for exanple and get its unique
identifier as part of its creation in 'uid, activate it,
revoke it and then you can destroy it as bel ow */

okvDestroy(env, &uid[0]);

if (okvErrGetNun(env))
{

}

printf("Error while destroying the object\n");

Related Topics

» okvActivate
okvAct i vat e implements the KMIP Activate operation.

*  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

» okvDeleteAttribute
okvDel et eAt t ri but e implements the KMIP Delete attribute operation.

*  okvGetAttributeList
okvCGet Attribut eLi st implements KMIP Get attribute list operation.

* okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

e okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.
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* okvModifyAttribute
okvModi f yAt t ri but e implements the KMIP Modify attribute operation.

e okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

*  okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpagueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

» okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

e okvRekey
okvRekey implements the KMIP Rekey operation.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.7 okvGetAttributeList

okvGet Attri but eLi st implements KMIP Get attribute list operation.

Catetory
KMIP API

Purpose

okvGet Attribut eLi st implements KMIP Get attribute list operation. It retrieves the
names of the regular and custom attributes of a KMIP object specified by the unique
identifier.

attr_names_count specifies how many attr_nanes can be accommodated in
attr_names and okvGet Att ri but eLi st () will only copy that many attribute names. If
there are more attributes then attr_names_count will be modified to store the actual
number of attributes in the returned request.

Syntax

OKVErrNo okvGet AttributelList(OKVEnv *env, oratext *uid,
ub4 *attr_names_count, oratext **attr_names);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault Interface environment handle.
uid IN Unigue identifier (can be NULL for batching).
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Parameter IN/JOUT Description
attr_names_count I N OUT Count of the attributes.
attr_names ot Names of the attributes.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The list retrieved is unordered.

Example

/* Create the KM P object, say Key for exanple and get its unique identifier
as part of its creationin 'uid . Add attributes |ike say name, contact info
and then nanes of these attributes can be retrieved as bel ow */

ub4 attr _list _count = 0;
oratext **attr_names = (oratext **)NULL;

printf("\tGetting the count of attributes associated with the key\n");
okvGet AttributeList(env, uid, &ttr_list_count, (oratext **)NULL);

i f (okvErrGet Nun{env))
{

}

printf("\tGetting the attribute names associated with the key\n");
attr_names = (oratext **)calloc(attr_list_count, sizeof(oratext *));

printf("Error while getting the attribute |ist count\n");

for (i =0; i < attr_list_count; i++)
/* Allocate menory to hold attribute names */
attr_names[i] = (oratext *)calloc(OKV_NAME MAXLEN,
si zeof (oratext));

}

okvGet AttributeList(env, uid, &ttr_|list_count, (oratext **)attr_nanes);

i f (okvErrGet Nun{env))
{

}

printf("Error while getting the attribute |ist nanmes\n");

Related Topics

» okvActivate
okvAct i vat e implements the KMIP Activate operation.
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okvAddAttribute
okvAddAtt ri but e implements the KMIP Add attribute operation.

okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

okvDeleteAttribute
okvDel et eAt tri but e implements the KMIP Delete attribute operation.

okvDestroy
okvDest r oy implements the KMIP Destroy operation.

okvGetAttributes
okvCGet Attri but es implements KMIP Get attribute operation.

okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAt tri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

okvRekey
okvRekey implements the KMIP Rekey operation.

okvRevoke
okvRevoke implements the KMIP Revoke operation.
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Chapter 11
Oracle Key Vault Client SDK KMIP APIs

okvGet Attri but es implements KMIP Get attribute operation. It retrieves the specified list of
regular and custom attributes for a given KMIP object specified by the unique identifier.

Syntax

OKVErrNo okvGet Attributes(OKVEnv *env, oratext *uid,
ub4 attr_names_count,
oratext **attr_nanes,

OKVTTLV **attrs);

Parameters

Parameter INJOUT Description

env I'N Oracle Key Vault environment handle.

uid I'N Unique identifier (can be NULL for batching).
attr_nanes_count I'N Count of the attributes to be retrieved.
attr_nanes I'N Names of the attributes to be retrieved.
attrs aut Attributes retrieved.

Return Values

Return Value

Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The list retrieved is unordered.

Example

/* Create the KM P object, say Key for exanple and get its unique
identifier as part of its creation in 'uid . Add contact information
Nane, Cryptographic Al ogirthm Cryptographic Length attributes to the

created key and then all

OKVTTLV *attrs = (OKVTTLV *) NULL;

oratext *attr_nane_list[3];

of these attributes can be retrieved as bel ow */

attr_name_|list[0] = okvGet Text For AttributeNun( OKVAttrNane);
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okvGet Text For At t ri but eNun( OKVAt t r Crypt oAl g) ;
okvGet Text For At t ri but eNun( OKVAt t r Crypt oLen) ;

okvGet Attributes(env, uid, 3, (oratext **) attr_name_list, &attrs);

i f (okvErrGetNun(env))

{
}

printf("Error while getting the attributes of the object\n");

Related Topics

okvActivate
okvAct i vat e implements the KMIP Activate operation.

okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

okvDestroy
okvDest r oy implements the KMIP Destroy operation.

okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvCet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi f yAtt ri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.
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* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

e okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

*  okvRekey
okvRekey implements the KMIP Rekey operation.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.9 okvGetCertificate

okvGet Certificat e implements the KMIP Get operation for the Certificate object.

Catetory
KMIP API

Purpose
okvGet Certificate implements the KMIP Get operation for the Certificate object.

For the specified unique identifier of the certificate, the certificate type, certificate length, the
actual certificate bytes in the endpoint program supplied buffer and the actual length of the
certificate bytes are returned.

If the length of the certificate buffer supplied is smaller than the length of the actual certificate
retrieved from the Oracle Key Vault Server, then certificatel is populated with the actual
certificate length but certificate is set to NULL.

Syntax

OKVErrNo okvGet Certificate(OKVEnv *env, oratext *uid,
ub4 *certificate_type,
ubl *certificate, ub4 *certificatel);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.

ui d IN Unique identifier of the certificate (can be
NULL for batching).

certificate_ type out Type of certificate.

certificate out Certificate.

certificatel ot Length of the certificate.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

/* Create a Certificate for exanple and get its unique
identifier as part of its creationin "uid */

ubl *cert;

ub4 certl = 128001;

ub4 cert_type = 0;

cert = (ubl *)nalloc(certl * sizeof(ubl));
printf("\tGetting the certificate\n");

okvGet Certificate(env, uid, &cert_type, cert, &certl);

if (okvErrGetNun(env))
{

}

printf("Error while getting the certificate\n");

/* Free 'cert' */

Related Topics

e okvActivate
okvAct i vat e implements the KMIP Activate operation.

*  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

» okvDeleteAttribute
okvDel et eAt t ri but e implements the KMIP Delete attribute operation.

*  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

» okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.
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okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key object.

okvGetPublicKey
okvGet Publ i cKey implements the KMIP Get operation for the KMIP public key object.

okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

okvGetTemplate
okvCet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegCertificate
okvRegCertifi cat e implements the KMIP Register operation for the KMIP certificate
object.

okvRegCertificateRequest
okvRegCertifi cat eRequest implements the KMIP Register operation for the certificate
request object.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

okvRegPrivateKey
okvRegPri vat eKey implements the KMIP Register operation for the KMIP private key
object.

okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.
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* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.10 okvGetCertificateRequest

okvCet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

Catetory
KMIP API

Purpose

okvGet CertificateRequest implements the KMIP Get operation for the Certificate
request object.

For the specified unique identifier of the certificate request, the certificate request type,
certificate request length, the actual certificate request bytes in the endpoint program
supplied buffer and the actual length of the certificate request bytes are returned.

If the length of the certificate request buffer supplied is smaller than the length of the
actual certificate request retrieved from the Oracle Key Vault Server, then the
certificate_requestl is populated with the actual certificate request length but
certificate_request is setto NULL.

Syntax

OKVErrNo okvGet Certificat eRequest (OKVEnv *env, oratext *uid,
ub4 *certificate_request_type,
ubl *certificate_request,
ub4 *certificate_requestl);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.

ui d IN Unique identifier of the certificate request
(can be NULL for batching).

certificate_request_ |QUT Type of certificate request.

type

certificate request |QUT Certificate request.

certificate_requestl |QUT Length of the certificate request.
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Return Values

Return Value Description

OKVErr No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

/* Create a Certificate Request for exanple and get its unique
identifier as part of its creationin "uid */

ubl *cert_req;
ub4 cert_reql = 128001;
ub4 cert_req_type = 0;

cert_req = (ubl *)nalloc(cert_reql * sizeof(ubl));
printf("\tGetting the certificate request\n");

okvCet CertificateRequest(env, uid, &cert_req_type, cert_req,
&cert _reql);

if (okvErrGetNun(env))
{

}

printf("Error while getting the certificate request\n");

/* Free 'cert_req */

Related Topics

e okvActivate
okvAct i vat e implements the KMIP Activate operation.

*  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

» okvDeleteAttribute
okvDel et eAtt ri but e implements the KMIP Delete attribute operation.

*  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

»  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

11-23



ORACLE

Chapter 11
Oracle Key Vault Client SDK KMIP APIs

okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetCertificate
okvGet Certificat e implements the KMIP Get operation for the Certificate object.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key
object.

okvGetPublicKey
okvGet Publ i cKey implements the KMIP Get operation for the KMIP public key
object.

okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvCet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegCertificate
okvRegCerti fi cat e implements the KMIP Register operation for the KMIP
certificate object.

okvRegCertificateRequest
okvRegCertifi cat eRequest implements the KMIP Register operation for the
certificate request object.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

okvRegPrivateKey
okvRegPri vat eKey implements the KMIP Register operation for the KMIP private
key object.

okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.
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* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

e okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

*  okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.11 okvGetKey

ORACLE

okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

Catetory
KMIP API

Purpose
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

For the specified unique identifier of the symmetric key, the key length, key algorithm, the
actual key bytes in the endpoint program supplied buffer and the actual length of the key
bytes are returned.

If the length of the key buffer supplied is smaller than the length of the actual key retrieved
from the Oracle Key Vault Server, then the keyl is populated with the actual key length but
key is set to NULL.

Syntax

OKVErr No okvGet Key( OKVEnv *env, oratext *uid,
ub4 *key_al g, ub4 *key_len,
ubl *key, ub4 *keyl);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment
handle.

uid I'N Unique identifier of the key (can
be NULL for batching).

key_al g aut Symmetric key algorithm.

key |en out Key length of the symmetric key
provided at the time of creation.

key out Symmetric key.

keyl our Length of the symmetric key.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

/* Create a Symmetric Key for exanple and get its unique
identifier as part of its creationin "uid */

ubl *key;

ub4 keyl = 128001;

ub4 key_algo = 0;

ub4 key_len = 0;

key = (ubl *)malloc(keyl * sizeof(ubl));
printf("\tGetting the key\n");

okvCet Key(env, uid, &key_algo, &ey_len, key, &keyl);
key[ keyl] = 0;

if (okvErrGetNun(env))
{

}

/* Free ‘key' */

printf("Error while getting the key\n");

Related Topics

» okvActivate
okvAct i vat e implements the KMIP Activate operation.

*  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

» okvDeleteAttribute
okvDel et eAt t ri but e implements the KMIP Delete attribute operation.

*  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

»  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.
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* okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

» okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

» okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

* okvRekey
okvRekey implements the KMIP Rekey operation.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.12 okvGetOpaqueData

ORACLE

okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

Catetory
KMIP API

Purpose
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

For the specified unique identifier of the opaque data, the opaque data type, the opaque data
length and the opaque data bytes in the endpoint program supplied buffer is returned.

If the length of the opaque data buffer supplied is smaller than the length of the actual
opaque data retrieved from the Oracle Key Vault server, then opaque_dat al is populated with
the actual opaque data length but opaque_dat a is set to NULL.

Syntax

OKVErr No okvGet OpaqueDat a( OKVEnv *env, oratext *uid,
ub4 *opaque_data_type,
ubl *opaque_data, ub4 *opaque_datal);
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Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

uid IN Unique identifier of the opaque
object (can be NULL for
batching).

opaque_data_type out Type of opague object.

opaque_dat a ot Opague object.

opaque_dat al aur Length of opaque object.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments
None.

Example

/* Create an opaque data for exanple and get its unique
identifier as part of its creationin 'uid */

ubl *opaque_dat a;
ub4 opaque_data_l en = 128001;
ub4 opaque_data_type = 0;

opaque_data = (ubl *)nmall oc(opaque_data_| en*si zeof (ubl));

okvGet OpaqueDat a(env, &uid[0], &opaque_data_type, &opaque_data[O0],
&opaque_data_l en);

i f (okvErrGet Nun{env))
{

}

/* Free "opaque_data" */

printf("Error while getting the opaque data\n");

Related Topics

*  okvActivate
okvAct i vat e implements the KMIP Activate operation.

* okvAddAttribute
okvAddAttri but e implements the KMIP Add attribute operation.
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* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

» okvDeleteAttribute
okvDel et eAtt ri but e implements the KMIP Delete attribute operation.

e okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attribut eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvCGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

* okvGetTemplate
okvCet Tenpl at e implements the KMIP Get operation for the KMIP template object.

» okvLocate
okvLocat e implements the KMIP Locate operation.

» okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRegOpaqueData
okvRegQOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

» okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

*  okvRekey
okvRekey implements the KMIP Rekey operation.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.13 okvGetPrivateKey

okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key object.

Catetory
KMIP API
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Purpose

okvCet Pri vat eKey implements the KMIP Get operation for the KMIP private key
object.

For the specified unique identifier of the private key, the private key length, private key
algorithm, the actual private key bytes in the endpoint program supplied buffer and the
actual length of the private key bytes are returned.

If the length of the private key buffer supplied is smaller than the length of the actual
private key retrieved from the Oracle Key Vault server, then privat e_keyl is populated
with the actual private key length but pri vat e_key is set to NULL.

Syntax

OKVErrNo okvGet Pri vat eKey( OKVEnv *env, oratext *uid,
ub4 *private_key_alg, ub4 *private_key_len,
ubl *private_key, ub4 *private_keyl);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.

ui d IN Unique identifier of the private key (can
be NULL for batching).

private_key alg aut Private key algorithm.

private key |en aut Key length of the private key provided at
the time of creation.

private_ key our Private key.

private_keyl ot Length of the private key.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.
Comments

None.

Example

/* Create a Private Key for exanple and get its unique
identifier as part of its creationin "uid */

ubl *private_key;
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ub4 private_keyl = 128001;

ub4 private_key_algo = 0;

ub4 private_key len = 0;

private_key = (ubl *)malloc(private_keyl * sizeof(ubl));

printf("\tGetting the private key\n");

okvCet Privat eKey(env, uid, &private_key_algo, &private_key_len,
private_key, &private_keyl);

private_key[private_keyl] = 0;
i f (okvErrGetNun(env))
{
printf("Error while getting the private key\n");
}

/* Free 'private_key' */

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

* okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

» okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

* okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

* okvGetCertificate
okvCet Certificat e implements the KMIP Get operation for the Certificate object.

e okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpagqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

e okvGetPublicKey
okvGet Publ i cKey implements the KMIP Get operation for the KMIP public key object.

* okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

e okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.
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e okvLocate
okvLocat e implements the KMIP Locate operation.

e okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

* okvRegCertificate
okvRegCertifi cat e implements the KMIP Register operation for the KMIP
certificate object.

* okvRegCertificateRequest
okvRegCertifi cat eRequest implements the KMIP Register operation for the
certificate request object.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

* okvRegPrivateKey
okvRegPr i vat eKey implements the KMIP Register operation for the KMIP private
key object.

e okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.14 okvGetPublicKey

okvGet Publ i cKey implements the KMIP Get operation for the KMIP public key object.

Catetory
KMIP API

Purpose

okvGet Publ i cKey implements the KMIP Get operation for the KMIP public key object.

ORACLE 11-32



ORACLE

Chapter 11
Oracle Key Vault Client SDK KMIP APIs

For the specified unique identifier of the public key, the public key length, public key
algorithm, the actual public key bytes in the endpoint program supplied buffer and the actual
length of the public key bytes are returned.

If the length of the public key buffer supplied is smaller than the length of the actual public key
retrieved from the Oracle Key Vault Server, then the publ i ¢_keyl is populated with the actual
public key length but publ i c_key is set to NULL.

Syntax

OKVErr No okvGet Publ i cKey( OKVEnv *env, oratext *uid,
ub4 *public_key_alg, ub4 *public_key_len,
ubl *public_key, ub4 *public_keyl);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.

ui d IN Unique identifier of the public key (can be
NULL for batching).

public_key alg out Public key algorithm.

public_key |en aut Key length of the public key provided at the
time of creation.

public_key our Public key.

public_keyl ot Length of the public key.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

/* Create a Public Key for exanple and get its unique
identifier as part of its creationin "uid */

ubl *public_key;

ub4 public_keyl = 128001;

ub4 public_key algo = 0;

ub4 public_key_len = 0;

public_key = (ubl *)malloc(public_keyl * sizeof(ubl));

printf("\tCGetting the public key\n");
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okvGet Publ i cKey(env, uid, &public_key_al go, &public_key_|en,
public_key, &public_keyl);

public_key[ public_keyl] = 0;

i f (okvErrGetNun{env))
{

}

printf("Error while getting the public key\n");

/* Free 'public_key' */

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

* okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

» okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetCertificate
okvGet Certificate implements the KMIP Get operation for the Certificate object.

e okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

*  okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpagqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

e okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key
object.

* okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

e okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.
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okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegCertificate
okvRegCertificat e implements the KMIP Register operation for the KMIP certificate
object.

okvRegCertificateRequest
okvRegCertifi cat eRequest implements the KMIP Register operation for the certificate
request object.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

okvRegPrivateKey
okvRegPri vat eKey implements the KMIP Register operation for the KMIP private key
object.

okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.15 okvGetSecretData

ORACLE

okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

Catetory
KMIP API

Purpose
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

For the specified unique identifier of the secret data, the secret data type, the secret data
length and the secret data bytes in the endpoint program supplied buffer is returned.
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If the length of the secret data buffer supplied is smaller than the length of the actual
secret data retrieved from the Oracle Key Vault server, then the secret _dat al is
populated with the actual secret data length but secret _dat a is set to NULL.

Syntax

OKVErrNo okvGet Secr et Dat a( OKVEnv *env, oratext *uid,
ub4 *secret_data_type,
ubl *secret_data, ub4 *secret_datal);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle.

uid I'N Unique identifier of the secret
data (can be NULL for
batching).

secret _data_type aur Type of secret data.

secret _data aur Secret data.

secret _datal ot Length of secret data.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

/* Create a secret data for exanple and get its unique
identifier as part of its creation in 'uid */

ubl *secret data;

ub4 secret _data | en = 128001;

ub4 secret_data_type = 0;

secret_data = (ubl *)malloc(secret_data_| en*sizeof (ubl));

okvGet Secret Data(env, &uid[0], &secret_data_type, &secret_data[O0],
&secret _data_| en);

i f (okvErrGetNun{env))

{
printf("Error while getting the secret data\n");

}

/* Free "secret_data" */
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Related Topics

okvActivate

okvAct i vat e implements the KMIP Activate operation.
okvAddAttribute

okvAddAt tri but e implements the KMIP Add attribute operation.
okvCreateKey

okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.
okvDeleteAttribute

okvDel et eAttri but e implements the KMIP Delete attribute operation.
okvDestroy

okvDest r oy implements the KMIP Destroy operation.
okvGetAttributeList

okvGet Attri but eLi st implements KMIP Get attribute list operation.
okvGetAttributes

okvGet Attri but es implements KMIP Get attribute operation.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

okvRekey
okvRekey implements the KMIP Rekey operation.

okvRevoke
okvRevoke implements the KMIP Revoke operation.
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11.1.16 okvGetTemplate

ORACLE

okvCet Tenpl at e implements the KMIP Get operation for the KMIP template object.

Catetory
KMIP API

Purpose
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

The template is a list of attributes, which can be interpreted using the Oracle Key Vault
utility or Oracle Key Vault KMIP extension functions. For the specified unique identifier
of the template, the attributes of the template object are returned.

Syntax

OKVErrNo okvGet Tenpl at e( OKVEnv *env, oratext *uid,
OKVTTLV **attrs_tenplate);

Parameters

Parameter IN/IOUT Description

env I'N Oracle Key Vault environment
handle.

ui d IN Unique identifier of the
template (can be NULL for
Batching).

attrs_tenplate (08)) Attributes of the template.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

This API will throw a general failure error while retrieving the template with process
start date and protect stop date in the case if we register the template with these
attributes.

For each create or register operation that uses retrieved attributes of the template
object, okvGet Tenpl at e should be used before that operation.

Example

/* Create a tenplate for exanple and get its unique
identifier as part of its creationin "uid */

OKVTTLV *tenplate = (OKVTTLV *) NULL;
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okvGet Tenpl ate(env, uid, &enplate);

i f (okvErrGetNun(env))

{
}

printf("Error while getting the tenplate\n");

Related Topics

okvActivate

okvAct i vat e implements the KMIP Activate operation.

okvAddAttribute

okvAddAt tri but e implements the KMIP Add attribute operation.

okvCreateKey

okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.
okvDeleteAttribute

okvDel et eAttri but e implements the KMIP Delete attribute operation.

okvDestroy

okvDest r oy implements the KMIP Destroy operation.

okvGetAttributeList

okvGet Attri but eLi st implements KMIP Get attribute list operation.

okvGetAttributes

okvGet Attri but es implements KMIP Get attribute operation.

okvGetKey

okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.
okvGetOpaqueData

okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.
okvGetSecretData

okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.
okvLocate

okvLocat e implements the KMIP Locate operation.

okvModifyAttribute

okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

okvRekey
okvRekey implements the KMIP Rekey operation.
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* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.17 okvLocate

okvLocat e implements the KMIP Locate operation.

Catetory
KMIP API

Purpose
okvLocat e implements the KMIP Locate operation.

The locate operation will look up all the objects in Oracle Key Vault that match the
attributes specified in the | ocate_attrs.

ui d_cnt should indicate the actual number of unique identifiers strings.

ui ds are the UIDS of the objects that match the attributes specified in | ocate_attrs.

Syntax

OKVErrNo okvLocat e( OKVEnv *env,
ub4 uid_max, ub4 storage_status, OKVTTLV *locate_attrs,
ub4 *uid_cnt, oratext **uids);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

ui d_nax IN Maximum number of unique
identifiers expected.

storage_status IN Look for archived or online
objects.

| ocate attrs IN Attributes that define the
locate search.

ui d_cnt aur Number of unique identifiers
returned by the server.

ui ds ot Unique identifiers that match
the locate attributes and
storage status criteria.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.
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Comments

The caller has to allocate sufficient memory for the unique identifiers ui ds returned by this
function. The only exception is irrespective of what the ui d_max value is, all the UIDs are
returned by the Oracle Key Vault server that match the attributes specified in | ocate_attrs.

Example

/* Set up the environnent handle 'env' and al so the menory and connection
managenment as shown in previous sections. Create a key with a name
attribute value "MyNewKey" for exanple and get its unique
identifier as part of its creation in 'uid . Locate operation can be done as
shown bel ow. */

ub4 | ocate_count = 0;

ub4 uid_max = 1;

OKVTTLV  *loc_attrs = (OKVTTLV *) NULL;

OKVTTLV *attr_in = (OKVTTLV *)NULL;

oratext **locate_uids = (oratext **) malloc(uid_max * sizeof(oratext *));
ub4 itr =0;

for (itr =0; itr <uid_max; itr++)

{
}

| oc_attrs = okvEnvGet OpRequest Obj (env);
attr_in = okvAddAttributeObject(env, loc_attrs, OKVAttrName, (ub4) 0);

locate_uids[itr] = (oratext *) malloc(OKV_UN QUE_|I D_MAXLEN * sizeof (oratext));

/* Add nanme attribute value to name attribute object */
okvAttrAddNane(env, attr_in, (oratext *) "MNewkey", strlen("MNewKey"), 1);
okvLocate(env, uid_max, 1, loc_attrs, & ocate_count, |ocate_uids);

i f (okvErrGetNun(env))
{

}

printf("Error while Locating the Key: M/NewKey\n");

Related Topics

» okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt t ri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

» okvDeleteAttribute
okvDel et eAtt ri but e implements the KMIP Delete attribute operation.

e okvDestroy
okvDest r oy implements the KMIP Destroy operation.

* okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvCGet Attri but es implements KMIP Get attribute operation.
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okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvCet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

okvRegOpaqueData
okvRegQOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

okvRekey
okvRekey implements the KMIP Rekey operation.

okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.18 okvModifyAttribute

ORACLE

okvModi fyAttri but e implements the KMIP Modify attribute operation.

Catetory
KMIP API

Purpose

okvModi fyAttri but e implements the KMIP Modify attribute operation. It modifies an
attribute of the KMIP Object specified by the unique identifier.

Syntax

OKVErrNo okvModi fyAttribute( OKVEnv *env, oratext *uid,

OKVTTLV **attr);
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Parameters

Parameter INJOUT Description

env I'N Oracle Key Vault environment handle.

uid IN Unique identifier (can be NULL for batching).

attr IN Attribute of the KMIP object that needs to be
modified.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

/* Create the KM P object, say Key for exanple and get its unique identifier
as part of its creation in 'uid, we can add an attribute and modify it
as shown shown bel ow */

OKVTTLV *tenmpl = (OKVTTLV *) NULL;

OKVTTLV *req = (OKVTTLV *) NULL;

OKVTTLV *attr_tenp = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *) NULL;
oratext *contact = (oratext *)"9123456789";

ub4 contactl = strlen((char *) contact);
oratext *new contact = (oratext *)"abc.xyz@ont;
ub4 new_contactl = strlen((char *) new_contact);

templ = okvEnvGet CpRequest Qbj (env);
attr_tenp = okvAddAttributeCObject(env, templ, OKVAttrContactlnfo, (ub4) 0);

okvAttrAddCont actInfo(env, attr_tenp, contact, contactl);
okvAddAttribute(env, &uid[0], &attr_tenp);

/* Now let's nodify the contact info attribute */

req = okvEnvGet OpRequest Obj (env);

attr_in = okvAddAttributeCObject(env, req, OKVAttrContactlnfo, (ub4) 0);
okvAttr AddCont act I nfo(env, attr_in, new contact, new contactl);

okvhodi fyAttribute(env, &uid[0], &attr_in);

i f (okvErrGet Nun{env))
{

}

printf("Error while modifying the contact info attribute of the object\n");

Related Topics

» okvActivate
okvAct i vat e implements the KMIP Activate operation.
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okvAddAttribute
okvAddAtt ri but e implements the KMIP Add attribute operation.

okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

okvDeleteAttribute
okvDel et eAt tri but e implements the KMIP Delete attribute operation.

okvDestroy
okvDest r oy implements the KMIP Destroy operation.

okvGetAttributeList
okvCGet AttributeLi st implements KMIP Get attribute list operation.

okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvCet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

okvRekey
okvRekey implements the KMIP Rekey operation.

okvRevoke
okvRevoke implements the KMIP Revoke operation.
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11.1.19 okvQueryCapability

okvQuer yCapabi | i ty implements the KMIP Query operation.

Catetory
KMIP API

Purpose
okvQuer yCapabi | i ty implements the KMIP Query operation.

KMIP query operation returns the Oracle Key Vault server supported items such as KMIP
operations, objects, server information. Items can also be retrieved one at a time. Query
function specifies which items should be returned. The supported values of query functions
are

«  OKVDEF_QUERY_OPERATI ONS
OKVDEF_QUERY_OBJECTS
«  OKVDEF_QUERY_SERVER | NFO

The count of the item not requested in the query function will be zero. If server information is
not requested then server _i nformation can be NULL.

Syntax

OKVErrNo okvQuer yCapabi | i ty(OKVEnv *env,
ub4 query_function_cnt, ub4 *query_function,
ub4 *operation_cnt, OKVOpsNo *operati on,
ub4 *object _type_cnt, OKVObj No *object_type,
OKVServer I nformation *server_information);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle.

query_function_cnt IN Count of KMIP functions
requested.

query_function IN KMIP functions requested.

operation_cnt our Count of KMIP operations
supported.

operation aut KMIP operations supported.

obj ect _type_cnt our Count of KMIP managed objects
supported.

obj ect _type out KMIP managed objects
supported.

server_information aut Oracle Key Vault server specific

information.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

/* Set up the environnent handle 'env' and also the nmenory and
connection management as shown in previous sections. */

OKVServer | nfornmation s;
ub4 query_function[1];
ub4 operation_cnt = 30;
OKVOpsNo operation[30];
ub4 object _type_cnt = 30;
OKVObj No obj ect _type[ 30];
query_function[0] = 3;

okvQueryCapabi lity(env,1, query_function, &operation_cnt, operation,
&obj ect _type_cnt, object_type, &s);

if (okvErrGetNun(env))
{

}

printf("Error while executing okvQueryCapability");

Related Topics

» okvActivate
okvAct i vat e implements the KMIP Activate operation.

*  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

» okvDeleteAttribute
okvDel et eAtt ri but e implements the KMIP Delete attribute operation.

*  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

»  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.
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* okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

» okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

» okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

*  okvRekey
okvRekey implements the KMIP Rekey operation.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.20 okvRegCertificate

ORACLE

okvRegCerti fi cat e implements the KMIP Register operation for the KMIP certificate object.

Catetory
KMIP API

Purpose
okvRegCertifi cat e implements the KMIP Register operation for the KMIP certificate object.

The certificate of a specific type is registered with Oracle Key Vault Server. The unique
identifier of the certificate object generated by the Oracle Key Vault server is returned as
oui d.

The maximum length of the unique ID for Oracle Key Vault SDK is defined by
OKV_UNI QUE_| D_MAXLEN.

The new certificate being registered can take in additional attributes specified with the help of
attributes or also with the template names. The attributes, and also the template names if
specified, will be the template attribute added to KMIP register operation.
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ub4 certificate_type, ub4 certificate_subtype,
ubl *certificate, ub4 certificatel,

ub4 mask, OKVTTLV *tenpl ate_names_attrs,
oratext *private_key_uid,

ub4 private_key uidl,

oratext *wallet_nane, ub4 wallet_nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment handle.

certificate_type IN Certificate type.

certificate subtype |IN Certificate sub-type.

certificate IN Certificate.

certificatel I'N Certificate length.

mask I'N Cryptographic usage mask of the
certificate.

tenpl ate _names_attrs [IN Template names or attributes that will
form the template-attribute.

private_key uid IN Unique identifier of the private key
associated with the certificate (optional).

private_key uidl I'N Unique identifier length of the private key
associated with the certificate (optional).

wal | et _nane IN Wallet name value.

wal | et _namel IN Length of the wallet name value.

oui d our Unique identifier of the registered
certificate.

oui dI aur Unique identifier length of the registered
certificate.

Return Values

Return Value Description

OKVEr r No

Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

ORACLE
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Comments

It is recommended to add a KMIP name attribute to certificate object to help identify it in
future.

The caller has to allocate the memory for the unique identifier returned by this function. The
length of allocated memory is passed in via the length of the unique identifier argument
oui dl . Sufficient memory to store the returned unique identifier should be allocated.

The certificate being registered can optionally be associated with a private key by providing
the UID of the private key (pri vat e_key_ui d). Validate the existence of private_key_ ui d by
performing a locate operation (using okvLocat e API) before passing it as an argument to this
API.

Allowed values of the certificate_subt ype argument:
e OKV_CERT_SUBTYPE_USER CERT: represents User Certificate.
e OKV_CERT_SUBTYPE_TRUSTPO NT: represents Trustpoint.

The certificate is registered with Oracle Key Vault server in wallet wal | et _nane if specified
else it is registered in the default wallet if present with the endpoint.

Example

[* X.509 Certificate type */

ub4 cert_type = OKVDEF_CERT_TYPE_X509;

[* Certificate Subtype */

ub4 cert_subtype = OKV_CERT_SUBTYPE_USER CERT;
/* Usage mask */

ub4 cert _mask = CRYPTO MASK ENCRYPT;

ubl cert[] = "----- BEG N CERTI FI CATE- - - - -

M | EvQ BADANBgKQhKi GOWOBAGE..............eceermereee.
----- END CERTI FI CATE-----";

ub4 certl = strlen((const char *)cert);
oratext uid[ OKV_UNI QUE_I D MAXLEN + 1];
ub4 uidl = sizeof(uid);

OKVTTLV *tenplate = (OKVTTLV *) NULL;
OKVTTLV *attr _in = (OKVTTLV *)NULL;

/* Set up the environment handle 'env' and also the nenory and
connecti on management as shown in previous sections */

menset (uid, 0, uidl);

tenpl ate = okvEnvGet OpRequest bj (env);

/* Add name attribute object to request handle */
attr_in = okvAddAttri buteObject(env, tenplate, OKVAttrNanme, (ub4) 0);

/* Add name attribute value to name attribute object */
okvAttr AddNane(env, attr_in, (oratext *)"M Certificate for Register operation",
strien("My Certificate for Register operation"), 1);

okvRegCertificate(env, cert_type, cert_subtype,
cert, certl,
cert_mask , tenplate,
(oratext *)NULL, (ub4)o,
OKV_NO_WALLET, OKV_NO WALLET_LEN,
uid, &uidl);
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wid*uidl] = "\0":

i f (okvErrGetNun(env))

{
}

printf("Error while registering the certificate\n");

Related Topics

okvActivate
okvAct i vat e implements the KMIP Activate operation.

okvAddAttribute
okvAddAt t ri but e implements the KMIP Add attribute operation.

okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

okvDestroy
okvDest r oy implements the KMIP Destroy operation.

okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetCertificate
okvGet Certificate implements the KMIP Get operation for the Certificate object.

okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key
object.

okvGetPublicKey
okvCet Publ i cKey implements the KMIP Get operation for the KMIP public key
object.

okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.
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* okvModifyAttribute
okvModi f yAt t ri but e implements the KMIP Modify attribute operation.

e okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

* okvRegCertificateRequest
okvRegCertifi cat eRequest implements the KMIP Register operation for the certificate
request object.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

» okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

* okvRegPrivateKey
okvRegPri vat eKey implements the KMIP Register operation for the KMIP private key
object.

e okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

e okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.21 okvRegCertificateRequest

ORACLE

okvRegCertifi cat eRequest implements the KMIP Register operation for the certificate
request object.

Catetory
KMIP API

Purpose

okvRegCertifi cat eRequest implements the KMIP Register operation for the certificate
request object.

The certificate request object is registered as an opaque object with Oracle Key Vault Server.
The unique identifier of the certificate request object generated by the Oracle Key Vault
server is returned as oui d.

The maximum length of the unique ID for Oracle Key Vault SDK is defined by
OKV_UNI QUE_| D_MAXLEN.
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The new certificate request being registered can take in additional attributes specified
with the help of attributes or also with the template names. The attributes, and also the
template names if specified, will be the template attribute added to KMIP register

operation.

Syntax

OKVErrNo okvRegCertificat eRequest (OKVEnv *env,

ub4 certificate_request_type,

ubl *certificate_request,

ub4 certificate_requestl,

OKVTTLV *tenpl ate_nanes_attrs,

oratext *private_key_uid,

ub4 private_key_uidl,

oratext *wal |l et_nanme, ub4 wallet_nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment handle.

certificate_request_ |IN Certificate request type.

type

certificate request |IN Certificate request.

certificate requestl |IN Certificate request length.

tenpl ate_names_attrs [IN Template names or attributes that will
form the template-attribute.

private_key uid I'N Unique identifier of the private key
associated with the certificate request
(mandatory).

private_key uidl I'N Unique identifier length of the private key
associated with the certificate request
(mandatory).

wal | et _name IN Wallet name value.

wal | et _nanel IN Length of the wallet name value.

oui d out Unique identifier of the registered
certificate request.

oui dI our Unique identifier length of the registered

certificate request.

Return Values

Return Value

Description

OKVEr r No

Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

ORACLE
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Comments

It is recommended to add a KMIP name attribute to certificate request object to help identify it
in future.

The caller has to allocate the memory for the unique identifier returned by this function. The
length of allocated memory is passed in via the length of the unique identifier argument
oui dl . Sufficient memory to store the returned unique identifier should be allocated.

The certificate request being registered should be associated with a private key by providing
the UID of the private key (pri vat e_key_ui d). Validate the existence of private_key_ ui d by
performing a locate operation (using okvLocat e API) before passing it as an argument to this
API.

The certificate request is registered with Oracle Key Vault server in wallet wal | et _nane if
specified else it is registered in the default wallet if present with the endpoint.

Example

/* Certificate Request type */

ub4 cert_req_type = OKVDEF_CERT_REQ TYPE_PEM

ubl cert_req[] ="----- BEG N CERTI FI CATE REQUEST-----

M | EvQ BADANBgkghki GOWOBAQE.........cccvvveininens
----- END CERTI FI CATE REQUEST-----";

ub4 cert_reql = strlen((const char *)cert_req);
oratext uid[ OKV_UNI QUE_I D_MAXLEN + 1];
ub4 uidl = sizeof(uid);

OKVTTLV *tenplate = (OKVTTLV *) NULL;
OKVTTLV *attr _in = (OKVTTLV *)NULL;

/* Please make sure to pass a valid Private Key U D */
oratext *private_key uid = "64281937-768D- 4F78- BF39- EBD5985BFAB2" ;
ub4 private_key_uidl = strlen((const char *)private_key_uid);

/* Set up the environment handle ‘env’ and also the nenory and
connecti on management as shown in previous sections */

menset (uid, 0, uidl);

tenpl ate = okvEnvGet OpRequest Obj (env);

/* Add name attribute object to request handle */
attr_in = okvAddAttributeObject(env, tenplate, OKVAttrNanme, (ub4) 0);

/* Add name attribute value to name attribute object */
okvAttr AddNane(env, attr_in, (oratext *)"M Certificate Request for Register
operation”,

strien("My Certificate Request for Register operation"), 1);

okvRegCertificat eRequest (env, cert_req_type,
cert_req, cert_reql, tenplate,
private_key_uid, private_key_uidl,
OKV_NO WALLET, OKV_NO WALLET_LEN,
uid, &uidl);

uid[*uidl] = "\0';

if (okvErrGet Nun{env))
{

}

printf("Error while registering the certificate request\n");
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Related Topics

okvActivate
okvAct i vat e implements the KMIP Activate operation.

okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

okvDestroy
okvDest r oy implements the KMIP Destroy operation.

okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetCertificate
okvGet Certificate implements the KMIP Get operation for the Certificate object.

okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key
object.

okvGetPublicKey
okvCet Publ i cKey implements the KMIP Get operation for the KMIP public key
object.

okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.
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* okvRegCertificate
okvRegCertifi cat e implements the KMIP Register operation for the KMIP certificate
object.

e okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

* okvRegPrivateKey
okvRegPri vat eKey implements the KMIP Register operation for the KMIP private key
object.

* okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

e okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.22 okvRegKey

ORACLE

okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

Catetory
KMIP API

Purpose
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

The unique identifier of the symmetric key object created by the Oracle Key Vault server is
returned as oui d.

The maximum length of the unique ID for Oracle Key Vault SDK is defined by
OKV_UNI QUE_| D_MAXLEN.

The new key created can take in additional attributes specified with the help of attributes or
also with the template names. The attributes, and also the template names if specified, will be
the template attribute added to KMIP register operation.

Syntax

OKVErrNo okvRegKey( OKVEnv *env,
OKVType key_al g, ub4 key len, ubl *key, ub4 keyl,
ub4 mask, OKVTTLV *tenpl ate_names_attrs,
oratext *wallet_nane, ub4 wallet_nanel,
oratext *ouid, ub4 *ouidl);
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Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.

key al g I'N Symmetric key algorithm.

key |en IN Key length of the symmetric key.

key IN Symmetric key.

keyl I'N Symmetric key length.

mask I'N Cryptographic usage mask of the symmetric key.
tenplate _names_at |IN Template names or attributes that will form the
trs template-attribute.

wal | et _name IN Wallet name value.

wal | et _nanel IN Length of the wallet name value.

oui d out Unique identifier of the registered key.

oui dI out Unique identifier length of the registered key.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

It is recommended to add a KMIP name attribute to symmetric key object to help
identify it in future.

The caller has to allocate the memory for the unique identifier returned by this function.
The length of allocated memory is passed in via the length of the unique identifier
argument oui dl . Sufficient memory to store the returned unique identifier should be
allocated.

A symmetric key of the specified length for a specified algorithm and use
(cryptographic usage mask) is registered with Oracle Key Vault server in wallet
wal | et _nare if specified else it is registered in the default wallet if present with the
endpoint.

Example

/* Tag for Cryptographic A gortihm AES */
KVType algo = CRYPTO ALG AES;

/* Key length 128, because AES keys are 128, 192 or 256 bits in |ength*/

ub4 key len = 128;

ub4 usage_mask = CRYPTO MASK_ENCRYPT | CRYPTO MASK_DECRYPT;
/* Key */

ubl key[] = "770A8A65DA156D24" ;
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/* Length of symmetric key */

ub4 keyl = strlen((const char *)key);
oratext  uid[ OKV_UNI QUE_I D MAXLEN + 1];
ub4 uidl = sizeof (uid);

OKVTTLV  *tenplate = (OKVTTLV *)NULL;
OKVTTLV  *attr_in = (OKVTTLV *)NULL;

/* Set up the environnent handle 'env' and al so the menory
and connection management as shown in previous sections */

menset (uid, 0, uidl);

tenpl ate = okvEnvGet QpRequest bj (env);

/* Add nanme attribute object to request handle */
attr_in = okvAddAttributeCObject(env, tenplate, OKVAttrNane, (ub4) 0);

/* Add nanme attribute value to name attribute object */
okvAttrAddNane(env, attr_in, (oratext *)"My Key for Register operation”,
strien("My Key for Register operation"), 1);
okvRegKey(env, algo, key_ len, &key[0], keyl, usage_mask, tenplate,

(oratext *)NULL, (ub4)0, uid, &uidl);

i f (okvErrGetNun(env))
{

}

printf("Error while registering the key\n");

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

» okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

* okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

»  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

e okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

» okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.
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e okvLocate
okvLocat e implements the KMIP Locate operation.

e okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

e okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

* okvRegOpagqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

» okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

* okvRekey
okvRekey implements the KMIP Rekey operation.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.23 okvRegOpaqueData

ORACLE

okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

Catetory
KMIP API

Purpose

okvRegOpaqueDat a implements the KMIP register operation for the KMIP opaque data
object.

The opaque data is a byte string. A text file, text string, binary file, or key can also be
uploaded as an opaque data.

The unique identifier of the opaque data object created in the Oracle Key Vault server
for the registered opaque data is returned as oui d.

The maximum length of the unique ID for Oracle Key Vault SDK is defined by
OKV_UNI QUE_I D_MAXLEN.

The new opaque data created can take in additional attributes specified with the help
of attributes or also with the template names. The attributes, and also the template
names if specified, will be the template attribute added to KMIP Register operation.

Syntax

OKVEr r No okvRegOpaqueDat a( OKVEnv *env,
ub4 opaque_data_type, ubl *opaque_dat a,
ub4 opaque_dat al ,
OKVTTLV *tenpl ate_nanes_attrs,
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oratext *wallet_name, ub4 wallet_nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.

opaque_data_type IN Type of opaque object being registered.

opaque_dat a IN Opaque object being registered.

opaque_dat al I'N Length of opaque object being registered.

tenpl ate _names_attrs |IN Template names or attributes that will form the
template-attribute.

wal | et _name IN Wallet name value.

wal | et _nanel IN Length of the wallet name value.

oui d out Unique identifier of the registered opaque object.

oui d1 ot Unique identifier length of the registered opaque
object.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

It is recommended to add a KMIP name attribute to opaque data object to help identify it in
future.

The caller has to allocate the memory for the unique identifier returned by this function. The
length of allocated memory is passed in via the length of the unique identifier argument
oui dl . Sufficient memory to store the returned unique identifier should be allocated.

An opaque data of a specific type is registered with Oracle Key Vault server in wallet

wal | et _nare if specified else it is registered in the default wallet if present with the endpoint.
The size of the opaque data is limited by the maximum size of the object handled by the
Oracle Key Vault server.

An exception is that the attributes lease time, deactivation date, destroy date, compromise
occurrence date, compromise date, and revocation reason are not supported for opaque
objects.

Example

oratext *opaque_data = (oratext *)"M/NewData";
ub4 opaque_datal = strlen("M/NewData");
oratext uid[ OKV_UNI QUE_I D_MAXLEN + 1];

ub4 uidl = sizeof(uid);

[* Set up the environnent handle 'env' and also the nmenory and
connection management as shown in previous sections */
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menset (uid, 0, uidl);

/* Regi ster Opaque Data */
printf("\tRegistering opaque data\n");

okvRegOpaqueDat a( env, OKVDEF_TAG OPAQUE_DATA_TYPE,
opaque_data, opaque_datal,
(OKVTTLV *)NULL, (oratext *)NULL, (ub4)O0,

&ui d[0], uidl);
i f (okvErrGetNun(env))
{
printf("Error while registering the opaque data\n");
}

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

* okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

» okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

e okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

* okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

» okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

e okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.
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* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data
object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

*  okvRekey
okvRekey implements the KMIP Rekey operation.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.24 okvRegPrivateKey

ORACLE

okvRegPri vat eKey implements the KMIP Register operation for the KMIP private key object.

Catetory
KMIP API

Purpose
okvRegPri vat eKey implements the KMIP Register operation for the KMIP private key object.

The unique identifier of the private key object registered by the Oracle Key Vault server is
returned as oui d. The maximum length of the unique ID for Oracle Key Vault SDK is defined
by OKV_UNI QUE_| D_MAXLEN.

The new private key being registered can take in additional attributes specified with the help
of attributes or also with the template names. The attributes, and also the template names if
specified, will be the template attribute added to KMIP register operation.

Syntax

OKVEr rNo okvRegPri vat eKey( OKVEnv *env,
OKVType private_key_alg, ub4 private_key_len,
ubl *private_key, ub4 private_keyl,
ub4 mask, OKVTTLV *tenpl ate_names_attrs,
oratext *wallet_nane, ub4 wallet_nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment handle.
private_key alg IN Private key algorithm.

private key len IN Key length of the private key.

private_key IN Private key.

private_keyl IN Private key length.

mask I'N Cryptographic usage mask of the private key.
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Parameter IN/JOUT Description

tenpl ate_names_attrs I'N Template names or attributes that will form
the template-attribute.

wal | et _nane IN Wallet name value.

wal | et _nanel IN Length of the wallet name value.

oui d our Unique identifier of the registered private key.

oui dl out Unique identifier length of the registered
private key.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

It is recommended to add a KMIP name attribute to private key object to help identify it
in future.

The caller has to allocate the memory for the unique identifier returned by this function.
The length of allocated memory is passed in via the length of the unique identifier
argument oui dl . Sufficient memory to store the returned unique identifier should be
allocated.

A private key of the specified length for a specified algorithm and use (cryptographic
usage mask) is registered with Oracle Key Vault server in wallet wal | et _nane if
specified else it is registered in the default wallet if present with the endpoint.
Example

/* Key Al gorithm*/
KVType private_key _al go = CRYPTO ALG RSA;

/* Key Size */

ub4 private_key_len = 2048,;
ubl private_key[] = "45687942323587........ "
ub4 private_keyl = strlen((const char *)private_key);

/* Usage mask */

ub4 private_key_mask = CRYPTO MASK_DECRYPT;
oratext uid[ OKV_UNIQUE_I D_MAXLEN + 1];
ub4 uidl = sizeof(uid);

OKVTTLV *tenplate = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *)NULL;

/* Set up the environnent handle 'env' and also the menory and
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connection nmanagenent as shown in previous sections */
menset (uid, 0, uidl);
tenpl ate = okvEnvGet QpRequest bj (env);

/* Add nanme attribute object to request handle */
attr_in = okvAddAttributeCbject(env, tenplate, OKVAttrNane, (ub4) 0);

/* Add nanme attribute value to name attribute object */
okvAttrAddNane(env, attr_in, (oratext *)"My Private Key for Register operation",
strien("My Private Key for Register operation"), 1);

okvRegPrivat eKey(env, private_key_al go, private_key_len,
private_key, private_keyl,
private_key_nask, tenplate,
OKV_NO WALLET, OKV_NO WALLET_LEN,
uid, &uidl);

wid*uidl] = "\0":

if (okvErrGetNun{env))
{

}

printf("Error while registering the private key\n");

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

* okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

»  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

» okvGetCertificate
okvCet Certifi cat e implements the KMIP Get operation for the Certificate object.

e okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpagqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

e okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key object.
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* okvGetPublicKey
okvGet Publ i cKey implements the KMIP Get operation for the KMIP public key
object.

» okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

» okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

e okvRegCertificate
okvRegCertifi cat e implements the KMIP Register operation for the KMIP
certificate object.

* okvRegCertificateRequest
okvRegCertifi cat eRequest implements the KMIP Register operation for the
certificate request object.

e okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

* okvRegPublicKey
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key
object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

e okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRevoke
okvRevoke implements the KMIP Revoke operation.
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11.1.25 okvRegPublicKey

ORACLE

okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key object.

Catetory
KMIP API

Purpose
okvRegPubl i cKey implements the KMIP Register operation for the KMIP public key object.

The unique identifier of the public key object registered by the Oracle Key Vault server is
returned as oui d.

The maximum length of the unique ID for Oracle Key Vault SDK is defined by
OKV_UNI QUE_| D_MAXLEN.

The new public key being registered can take in additional attributes specified with the help of
attributes or also with the template names. The attributes, and also the template names if
specified, will be the template attribute added to KMIP register operation.

Syntax

OKVErrNo okvRegPubl i cKey( OKVEnv *env,
OKVType public_key_alg, ub4 public_key_len,
ubl *public_key, ub4 public_keyl,
ub4 mask, OKVTTLV *tenpl ate_names_attrs,
oratext *private_key uid, ub4 private_key_uidl,
oratext *wallet name, ub4 wallet nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment handle.

public_key alg IN Public key algorithm.

public_key len I'N Key length of the public key.

public_key IN Public key.

public_keyl IN Public key length.

mask IN Cryptographic usage mask of the public key.

tenpl ate_nanes_attrs I'N Template names or attributes that will form
the template-attribute.

private key uid IN Unique identifier of the private key
associated with the public key (optional).

private_key uidl IN Unique identifier length of the private key
associated with the public key (optional).

wal | et _name IN Wallet name value.

wal | et _namel IN Length of the wallet name value.

oui d out Unique identifier of the registered public key.
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Parameter IN/JOUT Description
oui dl ot Unique identifier length of the registered
public key.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

It is recommended to add a KMIP name attribute to public key object to help identify it
in future.

The caller has to allocate the memory for the unique identifier returned by this function.
The length of allocated memory is passed in via the length of the unique identifier
argument oui dl . Sufficient memory to store the returned unique identifier should be
allocated.

A public key of the specified length for a specified algorithm and use (cryptographic
usage mask) is registered with Oracle Key Vault server in wallet wal | et _nane if
specified else it is registered in the default wallet if present with the endpoint.

The public key being registered can be optionally associated with a private key by
providing the UID of the private key (pri vat e_key_ui d). Validate the existence of

private_key_uid by performing a locate operation (using okvLocat e API) before

passing it as an argument to this API.

Example

/* Key A gorithm*/
OKVType public_key_al go = CRYPTO ALG RSA;

/* Key Size */

ub4 public_key len = 2048;

ubl public_key[] = "7698767245345566789823428........... "
ub4 public_keyl = strlen((const char *)public_key);

/* Usage mask */

ub4 public_key _mask = CRYPTO_MASK_ENCRYPT;

oratext uid[ OKV_UNI QUE_I D_MAXLEN + 1];

ub4 uidl = sizeof(uid);

OKVTTLV *tenplate = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *) NULL;

/* Set up the environnent handle ‘env’ and also the menory and

connection nmanagenent as shown in previous sections */
menset (uid, 0, uidl);
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tenpl ate = okvEnvGet OpRequest Obj (env);

/* Add nanme attribute object to request handle */
attr_in = okvAddAttributeCbject(env, tenplate, OKVAttrNane, (ub4) 0);

/* Add nanme attribute value to name attribute object */
okvAttrAddNane(env, attr_in, (oratext *)"My Public Key for Register operation”,
strien("My Public Key for Register operation"), 1);

okvRegPubl i cKey(env, public_key_al go, public_key_len,
public_key, public_keyl,
public_key_mask, tenplate,
(oratext *)NULL, (ub4)0,
OKV_NO WALLET, OKV_NO WALLET_LEN,
uid, &uidl);

wid{*uidl] = "\0":

i f (okvErrGetNun(env))
{

}

printf("Error while registering the public key\n");

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

* okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

» okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

* okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetCertificate
okvCet Certificat e implements the KMIP Get operation for the Certificate object.

e okvGetCertificateRequest
okvGet Certificat eRequest implements the KMIP Get operation for the Certificate
request object.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpagqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

e okvGetPrivateKey
okvGet Pri vat eKey implements the KMIP Get operation for the KMIP private key object.
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* okvGetPublicKey
okvGet Publ i cKey implements the KMIP Get operation for the KMIP public key
object.

» okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

» okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

e okvRegCertificate
okvRegCertifi cat e implements the KMIP Register operation for the KMIP
certificate object.

* okvRegCertificateRequest
okvRegCertifi cat eRequest implements the KMIP Register operation for the
certificate request object.

e okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

* okvRegPrivateKey
okvRegPri vat eKey implements the KMIP Register operation for the KMIP private
key object.

» okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

* okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

e okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.
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11.1.26 okvRegSecretData

ORACLE

okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data object.

Catetory
KMIP API

Purpose
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret data object.
Secret data is usually a password or a string.

The unique identifier of the secret data object created in the Oracle Key Vault server for the
registered secret data is returned as oui d.

The maximum length of the unique ID for Oracle Key Vault SDK is defined by
OKV_UNI QUE_| D_MAXLEN.

The new secret data created can take in additional attributes specified with the help of
attributes or also with the template names. The attributes, and also the template names if
specified, will be the template attribute added to KMIP register operation.

Syntax

OKVErrNo okvRegSecr et Dat a( OKVEnv *env,
ub4 secret _data_type, ubl *secret_data,
ub4 secret_datal, ub4 mask,
OKVTTLV *tenpl ate_nanes_attrs,
oratext *wallet_name, ub4 wallet_nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

secret _data_type I'N Type of secret data being
registered.

secret _data I'N Secret data being registered.

secret _datal IN Length of secret data being
registered.

mask I'N Cryptographic usage mask of the
secret.

tenpl ate_nanes_attrs I'N Template names or attributes
that will form the template-
attribute.

wal | et _name IN Wallet name value.

wal | et _nanel IN Length of the wallet name value.

ouid ot Unique identifier of the registered

secret data.
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Parameter IN/JOUT Description

oui dl ot Unique identifier length of the
registered secret data.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

It is recommended to add a KMIP name attribute to secret data object to help identify it
in future.

The caller has to allocate the memory for the unique identifier returned by this function.
The length of allocated memory is passed in via the length of the unique identifier

(oui dl') argument. Sufficient memory to store the returned unique identifier should be
allocated.

A secret data of a specific type is registered with Oracle Key Vault server in wallet
(wal | et _nane) if specified else it is registered in the default wallet if present with the
endpoint.

The size of the secret data is limited by the maximum size of the object handled by the
Oracle Key Vault server.

Example

/* Paranmeters for registering secret data */
/* Tag for secret data type */
OKVType  type = OKVDEF_SECRET_DATA TYPE PASSWORD;

ub4 usage_nmask = CRYPTO MASK_ENCRYPT | CRYPTO MASK_DECRYPT;
oratext *secret = (oratext *)"M/NewSecret";

ub4 secretl = strlen("M/NewSecret");

or at ext ui d[ OKV_UNI QUE_I D_MAXLEN + 1];

ub4 uidl = sizeof (uid);

/* Set up the environnent handle 'env' and also the nenory and
connection management as shown in previous sections */
menset (uid, 0, uidl);

/* Register Secret data */
printf("\tRegistering the secret data\n");

okvRegSecret Dat a(env, type, secret, secretl,
usage_mask, (OKVTTLV *)NULL,
(oratext *)NULL, (ub4)O,

&uid[0], uidl);
i f (okvErrGet Nun{env))
{
printf("Error while registering the secret data\n");
}

ORACLE 11-70



Chapter 11
Oracle Key Vault Client SDK KMIP APIs

Related Topics

ORACLE

okvActivate
okvAct i vat e implements the KMIP Activate operation.

okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

okvDestroy
okvDest r oy implements the KMIP Destroy operation.

okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque data
object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

okvRekey
okvRekey implements the KMIP Rekey operation.

okvRevoke
okvRevoke implements the KMIP Revoke operation.

11-71



Chapter 11
Oracle Key Vault Client SDK KMIP APIs

11.1.27 okvRegTemplate

okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.

Catetory
KMIP API

Purpose

okvRegTenpl at e implements the KMIP Register operation for the KMIP template object
(not to be confused with KMIP template-attribute object).

A template object is a collection of attributes.

The unique identifier of the template object created with the specified attributes in
Oracle Key Vault for the registered template is returned as oui d.

The maximum length of the unique identifier for Oracle Key Vault SDK is defined by
OKV_UNI QUE_| D_MAXLEN.

Syntax

OKVErr No okvRegTenpl at e( OKVEnv *env,
OKVTTLV *attrs_tenpl ate,
oratext *wallet _name, ub4 wallet nanel,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter INJOUT Description

env I'N Oracle Key Vault environment handle.

attrs_tenplate IN Attributes of the template.

wal | et _name I'N Wallet name value.

wal | et _nanel I'N Length of the wallet name value.

oui d out Unique identifier of the registered template.

oui d1 out Unique identifier length of the registered
template.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

The caller has to allocate the memory for the unique identifier returned by this function.
The length of allocated memory is passed in via the length of the unique identifier
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(oui dI') argument. Sufficient memory to store the returned unique identifier should be
allocated.

The template will be registered with the wallet specified in wal | et _nane argument else it will
be registered with the default wallet associated with the endpoint in case the default wallet
exists.

Example

oratext uid[ OKV_UNI QUE_I D_MAXLEN + 1];
ub4 uidl = sizeof(uid);

/* Set up the environment handle 'env' also the nenory and connection
management as shown in previous sections */

menset (uid, 0, uidl);

okvRegTenpl ate(env, (OKVTTLV *)NULL, (oratext *)NULL, (ub4)0, &uid[0], &uidl);

i f (okvErrGet Nun{env))
{

}

printf("Error while registering the Tenplate\n");

Related Topics

e okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAttri but e implements the KMIP Add attribute operation.

e okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key object.

» okvDeleteAttribute
okvDel et eAt tri but e implements the KMIP Delete attribute operation.

*  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

e okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvCGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvGet Key implements the KMIP Get operation for the KMIP symmetric key object.

* okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data object.

* okvGetSecretData
okvGet Secr et Dat a implements the KMIP Get operation for the KMIP secret data object.

e okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

«  okvModifyAttribute
okvMbdi fyAttri but e implements the KMIP Modify attribute operation.
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*  okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

e okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opague
data object.

* okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

* okvRekey
okvRekey implements the KMIP Rekey operation.

*  okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.28 okvRekey

ORACLE

okvRekey implements the KMIP Rekey operation.

Catetory
KMIP API

Purpose
okvRekey implements the KMIP Rekey operation.

The rekey operation requires the unique identifier of the symmetric key that needs to
be re-keyed. Most of the attributes are carried over from the old key. Some attributes
are modified per KMIP defined rules.

The unique identifier of the new symmetric key object generated by the Oracle Key
Vault server is returned as oui d.

The maximum length of the unique ID for Oracle Key Vault SDK is defined by
OKV_UNI QUE_| D_MAXLEN.

Syntax

OKVErrNo okvRekey(OKVEnv *env, oratext *uid,
ub4 of fset, OKVTTLV *tenpl ate_nanes_attrs,
oratext *ouid, ub4 *ouidl);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

uid IN Unique identifier of the key

being rekeyed (can be NULL
for Batching).
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Parameter IN/OUT Description

of f set IN Time interval between
initialization (creation) date
and activation date.

templ ate_nanes_attrs I'N Template names or attributes
that will form the template-
attribute for rekey.

oui d ot Unique identifier of the newly
generated symmetric key.

oui dI ot Unique identifier length of the
newly generated symmetric
key.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The caller has to allocate the memory for the unique identifier of the new symmetric key
returned by this function. The length of allocated memory is passed in via the length of the
unique identifier (oui dl ) argument.

The API has the below exceptions when used with Oracle Key Vault server:

* The server doesn’t impose any restrictions on the number of times a key can be rekeyed.
For example, if a key K1 is rekeyed and a new key K2 is created, the server allows the
key K1 to be rekeyed again and key K3 would be created.

» If atemplate is passed for rekey, the template attributes are not added for the new key.
As a workaround, this can be added post rekey using okvAddAt t ri but e.
Example

/* Set up the environment handle 'env' and also the nenory and
connection management as shown in previous sections. Create
a key for exanple and get its unique identifier as part of
its creation in "uid . Rekey can done as shown bel ow */

oratext rekey uid[ OKV_UNI QUE_I D MAXLEN + 1];
ub4 rekey_uidl = sizeof(rekey_uid);

menset (rekey_uid, 0, rekey_uidl);
okvRekey(env, uid, (ub4)0, (OKVTTLV *)NULL, &rekey_uid[0], &rekey uidl);

i f (okvErrGet Nun{env))
{

}

printf("Error while Re-Keying the Key\n");
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Related Topics

okvActivate
okvAct i vat e implements the KMIP Activate operation.

okvAddAttribute
okvAddAt tri but e implements the KMIP Add attribute operation.

okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

okvDestroy
okvDest r oy implements the KMIP Destroy operation.

okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

okvLocate
okvLocat e implements the KMIP Locate operation.

okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template
object.
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* okvRevoke
okvRevoke implements the KMIP Revoke operation.

11.1.29 okvRevoke

ORACLE

okvRevoke implements the KMIP Revoke operation.

Catetory
KMIP API

Purpose

okvRevoke implements the KMIP Revoke operation. It revokes the KMIP object specified by
the unique identifier with a revocation reason and the date when the object was
compromised.

Syntax

OKVErr No okvRevoke( OKVEnv *env, oratext *uid,
ub4 revocation_reason,
oratext *revocation_nsg,
ub8 conp_occurrence_date);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.

uid IN Unique identifier (can be NULL for batching).
revocation_reason I'N Revocation reason for revoking the KMIP object.
revocation_nsg I'N Revocation message for revoking the KMIP object.
conp_occurrence date |IN Date when the KMIP object compromise occurred.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

/* Create the KM P object, say Key for exanple and get its unique identifier
as part of its creationin 'uid, activate it and then revoke it as bel ow */

okvRevoke(env, &uid[0], (ub4)l, (oratext *)"Retiring the key",
(ub8)time((time_t *)NULL));
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i f (okvErrGetNun(env))

{
printf("Error while revoking the object\n");

}

Related Topics

* okvActivate
okvAct i vat e implements the KMIP Activate operation.

»  okvAddAttribute
okvAddAt t ri but e implements the KMIP Add attribute operation.

* okvCreateKey
okvCr eat eKey implements the KMIP Create operation for the KMIP symmetric key
object.

* okvDeleteAttribute
okvDel et eAttri but e implements the KMIP Delete attribute operation.

»  okvDestroy
okvDest r oy implements the KMIP Destroy operation.

*  okvGetAttributeList
okvGet Attri but eLi st implements KMIP Get attribute list operation.

*  okvGetAttributes
okvGet Attri but es implements KMIP Get attribute operation.

*  okvGetKey
okvCet Key implements the KMIP Get operation for the KMIP symmetric key object.

e okvGetOpaqueData
okvGet OpaqueDat a implements the KMIP Get operation for the KMIP opaque data
object.

* okvGetSecretData
okvCet Secr et Dat a implements the KMIP Get operation for the KMIP secret data
object.

* okvGetTemplate
okvGet Tenpl at e implements the KMIP Get operation for the KMIP template object.

e okvLocate
okvLocat e implements the KMIP Locate operation.

» okvModifyAttribute
okvModi fyAttri but e implements the KMIP Modify attribute operation.

e okvQueryCapability
okvQuer yCapabi | i ty implements the KMIP Query operation.

* okvRegKey
okvRegKey implements the KMIP Register operation for the KMIP symmetric key
object.

* okvRegOpaqueData
okvRegOpaqueDat a implements the KMIP Register operation for the KMIP opaque
data object.

» okvRegSecretData
okvRegSecr et Dat a implements the KMIP Register operation for the KMIP secret
data object.

11-78



Chapter 11
Oracle Key Vault Client SDK Batch APIs

okvRegTemplate
okvRegTenpl at e implements the KMIP Register operation for the KMIP template object.

okvRekey
okvRekey implements the KMIP Rekey operation.

11.2 Oracle Key Vault Client SDK Batch APIs

This section describes the interfaces for the Oracle Key Vault KMIP batch functions.

okvBatchCreate
okvBat chCr eat e will mark the start of Oracle Key Vault batching.

okvBatchExecute
okvBat chExecut e will execute the batched Oracle Key Vault functions.

okvBatchFree
okvBat chFr ee will mark the end of Oracle Key Vault batching.

okvGetBatchOperationCount
okvCet Bat chOper ati onCount gets the count of batched Oracle Key Vault operations.

okvGetBatchOperationName
okvGet Bat chOper at i onNane returns the KMIP operation name of the respective batch job
number that is passed with this function.

11.2.1 okvBatchCreate

okvBat chCr eat e will mark the start of Oracle Key Vault batching.

Catetory

KMIP Batch API

Purpose

okvBat chCr eat e will mark the start of Oracle Key Vault batching. All Oracle Key Vault
functions after this command will be batched.

Syntax

OKVErrNo okvBat chCreat e( OKVEnv *env);

Parameters
Parameter IN/JOUT Description
env I'N Oracle Key Vault environment

handle.

ORACLE
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

/* Set up the environnent handle 'env' and also the nmenory and
connection management as shown in previous sections. */

printf("Start preparing batch operations\n");
okvBat chCreat e(env);

if (okvErrGetNun(env))
{

}

[* All Oacle Key Vault API's fromthis point will be batched */

printf("Error while initiating the Batch");

Related Topics

» okvBatchExecute
okvBat chExecut e will execute the batched Oracle Key Vault functions.

* okvBatchFree
okvBat chFr ee will mark the end of Oracle Key Vault batching.

* okvGetBatchOperationCount
okvGet Bat chOper at i onCount gets the count of batched Oracle Key Vault
operations.

» okvGetBatchOperationName
okvGet Bat chQper at i onNane returns the KMIP operation name of the respective
batch job number that is passed with this function.

11.2.2 okvBatchExecute

ORACLE

okvBat chExecut e will execute the batched Oracle Key Vault functions.

Catetory
KMIP Batch API

Purpose

okvBat chExecut e will execute the batched Oracle Key Vault functions. The batched
Oracle Key Vault functions are functions between okvBat chCr eat e and
okvBat chExecut e. If there are errors, then the errors for all the batched Oracle Key
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Vault functions should be checked to verify which operations failed and which were
successful.

Syntax

OKVErrNo okvBat chExecut e( OKVEnv *env);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

To check for individual operations in the batch after its execution, these APIs can be made
use of: okvErr Get Nuntor Bat ch, okvEr r Get Dept hFor Bat ch, and

okvErr Get NumAt Dept hFor Bat ch. The errors for individual batch operations can be checked
only before freeing the batch context, that is, before calling okvBat chFr ee.

Example

/* Set up the environnent handle 'env' and also the nenory and
connection management as shown in previous sections. */

printf("Start preparing batch operations\n");

okvBat chCreate(env);

/[* All Oacle Key Vault KMP APls fromthis point will be batched */

printf("Executing batch operation\n");
okvBat chExecut e( env);

i f (okvErrGet Nun{env))
{

}

printf("Error while executing the batch");

Related Topics

« okvBatchCreate
okvBat chCr eat e will mark the start of Oracle Key Vault batching.

» okvBatchFree
okvBat chFr ee will mark the end of Oracle Key Vault batching.

*  okvErrGetDepthForBatch
okvErr Get Dept hFor Bat ch is used to return the depth of the error stack for the provided
batch job number otherwise 0 is returned.
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okvErr Get NumAt Dept hFor Bat ch returns the error number at the specified depth of
the error stack for the provided batch job number.

e okvErrGetNumForBatch

okvEr r Get NunfFor Bat ch returns the error number on top of the error stack for the

provided batch job number.

* okvGetBatchOperationCount

okvGet Bat chOper at i onCount gets the count of batched Oracle Key Vault

operations.

* okvGetBatchOperationName

okvGet Bat chQper at i onNarre returns the KMIP operation name of the respective
batch job number that is passed with this function.

11.2.3 okvBatchFree

okvBat chFr ee will mark the end of Oracle Key Vault batching.

Catetory
KMIP Batch API

Purpose

okvBat chFr ee will mark the end of Oracle Key Vault batching. Essentially the memory
allocated for complex arguments will be released. Subsequent Oracle Key Vault
functions will not be batched unless okvBat chCr eat e is called again.

Syntax
OKVEr r No okvBat chFree( OKVEnv *env);

Parameters
Parameter IN/JOUT Description
env IN Oracle Key Vault environment

handle.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for
the error on top of the error stack.

Comments

The errors for individual batch operations can be checked only before freeing the
batch context, that is, before calling okvBat chFr ee.

ORACLE

11-82



Chapter 11
Oracle Key Vault Client SDK Batch APIs

Example

/* Set up the environnent handle 'env' and also the nenory and
connection management as shown in previous sections. */

printf("Start preparing batch operations\n");

okvBat chCreate(env);

/[* All Oacle Key Vault KMP APls fromthis point will be batched */

printf("Executing batch operation\n");
okvBat chExecut e(env);

[* Check for Individual Batch Operation errors */

printf("Ending batch operations\n\n");
okvBat chFree(env);

i f (okvErrGet Nun{env))
{

}

printf("Error while ending the batch");

Related Topics

* okvBatchCreate
okvBat chCr eat e will mark the start of Oracle Key Vault batching.

» okvBatchExecute
okvBat chExecut e will execute the batched Oracle Key Vault functions.

* okvGetBatchOperationCount
okvCet Bat chOper ati onCount gets the count of batched Oracle Key Vault operations.

* okvGetBatchOperationName
okvGet Bat chQper at i onNane returns the KMIP operation name of the respective batch job
number that is passed with this function.

11.2.4 okvGetBatchOperationCount

okvGet Bat chOper ati onCount gets the count of batched Oracle Key Vault operations.

Catetory
KMIP Batch API

Purpose

okvGet Bat chOper at i onCount gets the count of batched Oracle Key Vault operations.

Syntax
ub4 okvGet Bat chOper at i onCount (OKVEnv *env);

Parameters
Parameter IN/JOUT Description
env I'N Oracle Key Vault environment handle.
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Return Values

Return Value Description

ub4 Count of the batched operations.
Success: A valid positive non-zero number is
returned.
Failure: Zero.

Comments

This function should be called before calling okvBat chFr ee else it will return zero.

Example

ub4 batch_cnt = 0;

/* Set up the environnent handle 'env' and also the menory and
connection nmanagenent as shown in previous sections. */

printf("\t\tStart preparing batch operations\n");

okvBat chCr eat e(env);

* Al Oracle Key Vault KMP APls fromthis point will be batched */

printf("\t\tExecuting batch operation\n");
okvBat chExecut e(env);

[* Check for Individual Batch Operation errors */

bat ch_cnt = okvGet Bat chOper ati onCount (env);
printf("Count of the KM P operations that are batched: %", batch_cnt);

Related Topics

* okvBatchCreate
okvBat chCr eat e will mark the start of Oracle Key Vault batching.

* okvBatchExecute
okvBat chExecut e will execute the batched Oracle Key Vault functions.

» okvBatchFree
okvBat chFr ee will mark the end of Oracle Key Vault batching.

* okvGetBatchOperationName
okvGet Bat chOper at i onNane returns the KMIP operation name of the respective
batch job number that is passed with this function.

11.2.5 okvGetBatchOperationName

okvGet Bat chQper at i onNane returns the KMIP operation name of the respective batch
job number that is passed with this function.

Catetory
KMIP Batch API
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Purpose

okvGet Bat chQper at i onNane returns the KMIP operation name of the respective batch job
number that is passed with this function.

Syntax

oratext *okvGetBatchOperationName(OKVEnv *env, ubl batchjobnun;

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.
bat chj obnum IN Batch job number.

Return Values

Return Value Description

oratext * KMIP operation name that was batched.
Success: A pointer to batch job operation name is
returned.

Failure: NULL pointer is returned.

Comments
This function should be called before calling okvBat chFr ee else it will return a pointer to NULL.

bat chj obnumis the number in which the operations are batched. For example, if the user
wants to create a key, activate a key, revoke it, and then destroy it, all of these operations are
batched in the same order, that is, bat chj obnumfor create a key is 1, bat chj obnumfor
activate a key is 2, bat chj obnumfor revoke is 3, and bat chj obnumfor destroy is 4.

Example

ub4 batch_cnt = 0;
ub4 batch_job_num = 0;

/* Set up the environnent handle 'env' also the nenory and
connection managenent as shown in previous sections. */

printf("\t\tStart preparing batch operations\n");

okvBat chCreat e(env);

/[* All Oacle Key Vault KMP API's fromthis point will be batched */

printf("\t\tExecuting batch operation\n");
okvBat chExecut e(env);

[* Check for Individual Batch Operation errors */

batch_cnt = okvGet Bat chOper ati onCount (env);
printf("Batch Operations count is: %\n", batch_cnt);

if (batch_cnt)
{

for(batch_job_numel; batch_j ob_nunk=batch_cnt; batch_job_numt+)
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{
printf("\t\t\t%d: %\n", batch_job_num okvGetBatchQOperationName(env,
batch_j ob_num);
}
}

Related Topics

* okvBatchCreate
okvBat chCr eat e will mark the start of Oracle Key Vault batching.

» okvBatchExecute
okvBat chExecut e will execute the batched Oracle Key Vault functions.

* okvBatchFree
okvBat chFr ee will mark the end of Oracle Key Vault batching.

* okvGetBatchOperationCount
okvCet Bat chQper at i onCount gets the count of batched Oracle Key Vault
operations.
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and Custom Attributes APIs

This section describes the interfaces that help create and interpret both KMIP attributes and
KMIP custom attributes.

Oracle Key Vault KMIP Attributes APIs
Oracle Key Vault provides a set of APIs to manage KMIP attributes.

Oracle Key Vault KMIP Custom Attribute APIs
The KMIP Custom Attribute APIs are listed in this section.

12.1 Oracle Key Vault KMIP Attributes APIs

Oracle Key Vault provides a set of APIs to manage KMIP attributes.

ORACLE

About the Oracle Key Vault KMIP Attribute APIs
This section describes the interfaces that help create and interpret Oracle Key Vault
KMIP attributes.

Attribute Index and Element Index
Element index can be used to retrieve child TTLV objects from the parent TTLV object
and attribute index is the property of a KMIP Attribute.

okvAttrAddArchiveDate
okvAt t r AddAr chi veDat e adds an archive date attribute to an OKVTTLV object.

okvAddAttributeObject
okvAddAttri but eChbj ect adds an attribute object to the parent TTLV object.

okvAttrAddActivationDate
okvAt t r AddAct i vati onDat e adds the activation date attribute to an OKVTTLV object.

okvAttrAddCertLen
okvAttr AddCert Len adds a certificate length attribute to an OKVTTLYV object.

okvAttrAddCertType
okvAtt r AddCert Type adds a certificate type attribute to an OKVTTLV object.

okvAttrAddCompromiseDate
okvAt t r AddConpr oni seDat e adds a compromise date attribute to an OKVTTLV object.

okvAttrAddCompromiseOccurrenceDate
okvAtt r AddConpr oni seCccur renceDat e adds a compromise occurrence date attribute to
an OKVTTLV object.

okvAttrAddContactinfo
okvAt t r AddCont act | nf o adds a contact information attribute to an OKVTTLV object.

okvAttrAddCryptoAlgo
okvAt t r AddCr ypt 0Al go adds a cryptographic algorithm attribute to an OKVTTLV object.

okvAttrAddCryptoLen
okvAt t r AddCrypt oLen adds a cryptographic length attribute to an OKVTTLV object.
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okvAttrAddCryptoParams
okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

okvAttrAddCryptoUsageMask
okvAt t r AddCr ypt oUsageMask adds a cryptographic usage mask attribute to an
OKVTTLYV object.

okvAttrAddDeactivationDate
okvAt t r AddDeact i vat i onDat e adds a deactivation date attribute to an OKVTTLV
object.

okvAttrAddDestroyDate
okvAt t r AddDest r oyDat e adds a destroy date attribute to an OKVTTLV object.

okvAttrAddDigest
okvAtt r AddDi gest adds a digest attribute to an OKVTTLV object.

okvAttrAddDigitalSignAlgo
okvAt t r AddDi gi t al Si gnAl go adds a digital signature algorithm attribute to an
OKVTTLYV object.

okvAttrAddFresh
okvAt t r AddFr esh adds a fresh attribute to an OKVTTLYV object.

okvAttrAddInitialDate
okvAttrAddl ni tial Dat e adds an initial date attribute to an OKVTTLV object.

okvAttrAddLastChangeDate
okvAt t r AddLast ChangeDat e adds a last change date attribute to an OKVTTLV
object.

okvAttrAddLeaseTime
okvAttr AddLeaseTi me adds a lease time attribute to an OKVTTLV object.

okvAttrAddName
okvAt t r AdddNane adds a name attribute to an OKVTTLV object.

okvAttrAddObjectGroup
okvAt t r Addhj ect Group adds an object group attribute to an OKVTTLYV object.

okvAttrAddObjectType
okvAtt r AddOhj ect Type adds an object type attribute to an OKVTTLV object.

okvAttrAddProcessStartDate
okvAtt r AddProcessSt art Dat e adds a process start date attribute to an OKVTTLV
object.

okvAttrAddProtectStopDate
okvAt t r AddPr ot ect St opDat e adds a protect stop date attribute to an OKVTTLV
object.

okvAttrAddRevocationReason
okvAttr AddRevocat i onReason adds the revocation reason attribute to an
OKVTTLYV object.

okvAttrAddState
okvAtt r AddSt at e adds a state attribute to an OKVTTLV object.

okvAttrAddUniquelD
okvAt t r AddUni quel D adds a unique identifier attribute to an OKVTTLV object.

okvAttrAddUsageLimits
okvAtt r AddUsageLi m t s adds a usage limits attribute to an OKVTTLV object.
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okvAttrAddX509Certld
okvAt tr AddX509Cert | d adds an issuer and serial number which forms the X.509
Certificate ID attribute to an OKVTTLV object.

okvAttrAddX509Certlss
okvAtt r AddX509Cert | ss adds a X.509 Certificate Issuer distinguished name attribute to
an OKVTTLV object.

okvAttrAddX509CertlssAltName
okvAt t r AddX509Cert | ssAl t Name adds a X.509 Certificate Issuer Alternate name attribute
to an OKVTTLV object.

okvAttrAddX509CertSubj
okvAt t r AddX509Cer t Subj adds a X.509 Certificate Subject distinguished name attribute
to an OKVTTLV object.

okvAttrAddX509CertSubjAltName
okvAt t r AddX509Cer t Subj Al t Name adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLYV object.

okvAttrGetActivationDate
okvAttrGetActivationDat e gets the activation date attribute value from an OKVTTLV
object.

okvAttrGetArchiveDate
okvAttrGet Archi veDat e gets the archive date attribute value from an OKVTTLV object.

okvAttrGetCertLen
okvAttrGet Cert Len gets the certificate length attribute value from an OKVTTLV object.

okvAttrGetCertType
okvAt t r Get Cert Type gets the certificate type attribute value from an OKVTTLV object.

okvAttrGetCompromiseDate
okvAt t r Get Conpr oni seDat e gets the compromise date attribute value from an OKVTTLV
object.

okvAttrGetCompromiseOccurrenceDate
okvAt t r Get Conpr oni seCccur renceDat e gets the compromise occurrence date attribute
value from an OKVTTLYV object.

okvAttrGetContactinfo
okvAt t r Get Cont act I nf o gets the contact information attribute value from an OKVTTLV
object.

okvAttrGetContactinfoLen
okvAttr Get Cont act I nf oLen gets the length of the contact information value of the
contact information attribute.

okvAttrGetCryptoAlgo
okvAt t r Get Crypt oAl go gets the cryptographic algorithm attribute value from an
OKVTTLYV object.

okvAttrGetCryptoLen
okvAt t r Get Crypt oLen gets the cryptographic length attribute value from an OKVTTLV
object.

okvAttrGetCryptoParams
okvAt t r Get Crypt oPar ans gets the cryptographic parameters attribute found at or after
element index el em i ndex.
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okvAttrGetCryptoUsageMask
okvAt t r Get Crypt oUsageMask gets the cryptographic usage mask attribute value
from an OKVTTLYV object.

okvAttrGetDeactivationDate
okvAttrGet Deacti vati onDat e gets the deactivation date attribute value from an
OKVTTLYV object.

okvAttrGetDestroyDate
okvAt t r Get Dest r oyDat e gets the destroy date attribute value from an OKVTTLV
object.

okvAttrGetDigest
okvAttrGet Di gest gets the digest attribute found at or after element index
el em i ndex.

okvAttrGetDigestLen
okvAt t r Get Di gest Len gets the length of the digest value of the digest attribute
found at or after element index el em i ndex.

okvAttrGetDigitalSignAlgo
okvAttrGet Di gi tal Si gnAl go gets the digital signature algorithm attribute value
from an OKVTTLYV object.

okvAttrGetFresh
okvAt t r Get Fr esh gets the fresh attribute value from an OKVTTLYV object.

okvAttrGetlnitialDate
okvAttrGetlnitial Dat e gets the initial date attribute value from an OKVTTLV
object.

okvAttrGetLastChangeDate
okvAt t r Get Last ChangeDat e gets the last change date attribute value from an
OKVTTLYV object.

okvAttrGetLeaseTime
okvAttr Get LeaseTi me gets the lease time attribute value from an OKVTTLV
object.

okvAttrGetName
okvAt t r Get Nane gets the name value, attribute index, and name type of the name
attribute found at or after element index el em i ndex.

okvAttrGetNameValuelLen
okvAtt r Get NameVal uelLen gets the length of the name value of the name attribute
found at or after element index el em i ndex.

okvAttrGetObjectGroup
okvAtt r Get Obj ect G oup gets the object group value of the object group attribute
found at or after element index el em i ndex.

okvAttrGetObjectGrouplLen
okvAt tr Get Obj ect G oupLen gets the length of the object group value of the object
group attribute found at or after element index el em i ndex.

okvAttrGetObjectType
okvAt t r Get Ohj ect Type gets the object type attribute value from an OKVTTLV
object.

okvAttrGetProcessStartDate
okvAttrGet ProcessSt art Dat e gets the process start date attribute value from an
OKVTTLYV object.
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okvAttrGetProtectStopDate
okvAt t r Get Prot ect St opDat e gets the protect stop date attribute value from an OKVTTLV
object.

okvAttrGetRevocationReason
okvAt t r Get Revocat i onReason gets the revocation reason attribute value from an
OKVTTLYV object.

okvAttrGetRevocationReasonMessagelen
okvAt t r Get Revocat i onReasonMessagelen gets the length of the revocation message
value of the revocation reason attribute.

okvAttrGetState
okvAttrGet St at e gets the state attribute value from an OKVTTLV object.

okvAttrGetUniquelD
okvAt t r Get Uni quel D gets the unique identifier attribute value from an OKVTTLV object.

okvAttrGetUniquelDLen
okvAt t r Get Uni quel DLen gets the length of the unique identifier value of the unique
identifier attribute.

okvAttrGetUsageLimits
okvAttrGet UsageLi m ts gets the usage limits attribute value from an OKVTTLV object.

okvAttrGetX509Certld
okvAt trGet X509Cer t | d gets the X.509 Certificate ID attribute value from an OKVTTLV
object.

okvAttrGetX509CertldissuerLen
okvAt trGet X509Cert | dl ssuer Len gets the length of the certificate issuer value of the
X.509 Certificate ID attribute from an OKVTTLV object.

okvAttrGetX509CertldSerialNoLen
okvAttrGet X509Cert | dSeri al NoLen gets the length of the certificate serial number value
of the X.509 Certificate ID attribute from an OKVTTLV object.

okvAttrGetX509Certlss
okvAt trGet X509Cer t | ss gets the X.509 Certificate Issuer distinguished name attribute
value from an OKVTTLYV object.

okvAttrGetX509CertlssAltName
okvAttrGet X509Cert | ssAl t Nane gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLV object found at or after the element index el em i ndex.

okvAttrGetX509CertlssAltNameLen

okvAt trGet X509Cert | ssAl t NanelLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLYV object found at or after the element index
el em i ndex.

okvAttrGetX509CertlssDNLen
okvAt t r Get X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer
distinguished name value from an OKVTTLV object.

okvAttrGetX509CertSubj
okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name attribute
value from an OKVTTLYV object.

okvAttrGetX509CertSubjAltName
okvAt t r Get X509Cer t Subj Al t Nane gets the X.509 Certificate Subject alternate name
attribute value from an OKVTTLYV object found at or after the element index el em i ndex.
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*  okvAttrGetX509CertSubjAltNameLen
okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate
Subject Alternate name value from an OKVTTLV object found at or after the
element index el em i ndex.

*  OkvAttrGetX509CertSubjDNLen
okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject
distinguished name value from an OKVTTLV object.

*  okvGetAttributeObject
okvGet Attri but eChj ect gets the attribute, its name, and index from the parent
attribute found at element index el em i ndex.

12.1.1 About the Oracle Key Vault KMIP Attribute APIs

ORACLE

This section describes the interfaces that help create and interpret Oracle Key Vault
KMIP attributes.

For the functions in this section, all of the functions with arguments env and tt| v have
the following meaning:

Parameter IN/OUT Description

env IN Oracle Key Vault Environment
handle.

ttlv IN TTLV parent object.

For the functions in this section that return the TTLV object (KVTTLV *), the return
value has the following interpretation:

e Onsuccess, a valid TTLV object for the attribute is returned.

e Onfailure, a NULL pointer is returned.

For the functions in this section that return the length of the retrieved object, the return
value has the following interpretation:

* On success, the length of the buffer is returned.

e On failure, zero (0) is returned.

For the functions in this section that return the Oracle Key Vault error number, the
return value has the following interpretation:

e On success, OKV_SUCCESS is returned.

e Onfailure, a valid error number is returned for the error on top of the error stack.

Oracle Key Vault functions defined in this section add and retrieve attributes of a
specific KMIP data type to and from the OKVTTLV object. The functions have the
following construction in general:

* okvAttrAddAttr: Adds the attribute to the OKVTTLV parent object.

e okvAttrGet AttrLen: Gets the value length of the attribute in OKVTTLV parent
object for KMIP Attributes that don’t have fixed length.

» okvAttrGetAttrEl ement Len: Gets the value length of the element of the attribute
in the OKVTTLV parent object for STRUCTURE attributes that have child values
with variable length. An example is the name value of the nane attribute.

» okvAttrGet Attr: Gets the attribute in the OKVTTLV parent object.
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12.1.2 Attribute Index and Element Index

Element index can be used to retrieve child TTLV objects from the parent TTLV object and
attribute index is the property of a KMIP Attribute.

An OKVTTLV parent object can have a number of child OKVTTLV objects. The child objects
usually have different KMIP tags. Some of the child objects like, multi-instance attributes can
be repeated, so there can be a few child objects with the same tag.

The immediate child objects of an OKVTTLYV object can be thought of as an indexed list. The
child OKVTTLYV objects can be retrieved one by one from the parent object by specifying the
index. This index is the element index of the child TTLV object.

okvTTLVGetChild should be used to retrieve the child by specifying the element index.

In most cases however, the child being looked up is known. The child is usually identified by
a tag. But what is not known is the index of the child TTLV object.

okvTTLVGetChildByTag is used to lookup the child with a given tag.

With this API we generally guess that the child is found at particular index. The API will look
for the first occurrence of the child from this index onwards and will return the actual index
where the child was found.

Usually we should start with index 0, to get the first occurrence of the child with a given tag.
The returned element index will specify where the child was found.

The element index can be incremented by one and okvTTLVGet Chi | dByTag can be called
again to get the second occurrence of the child with the same tag.

The first occurrence of child with a given tag can also be done by using
okvTTLVGet Fi r st Chi | dByTag.

This behavior is true for any Oracle Key Vault function that takes element index as an
argument.

As an example using the OKVTTLV Parent Object table below, calling

okvTTLVGet Chi | dByTag( " Narme", &el em index) with el em i ndex set to 1 will return object
with Ref# C, and set the el em i ndex to 2. Again calling okvTTLVGet Chi | dByTag( " Cbj ect
G oup", &elem.index) with el em.index setto 4 will return object with Ref# E, and set the
el em index to 4.

Table 12-1 OKVTTLV Parent Object
]

Ref # Attribute Object Element Index Attribute Index
A Name 0 1
B Object Group 1 1
C Name 2 3
D Name 3 2
E Object Group 4 2

Attribute index is the property of a KMIP Attribute. Oracle Key Vault returns the attribute index
to the endpoint program when requested or the endpoint program can add one when
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modifying or adding an attribute. Oracle Key Vault does not do any special processing
for the attribute index and does not use it for lookup operations.

12.1.3 okvAttrAddArchiveDate

okvAt t r AddAr chi veDat e adds an archive date attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddAr chi veDat e adds an archive date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddAr chi veDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 archive_date);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to OKVTTLV object.

archive_date IN Archive date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
archive date attribute value added.

Failure: NULL Pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APIs.

Example

time_t current _time = time((time_t *)NULL);
okvAt t r AddAr chi veDate(env, ttlv, (ub8) current_time + 10000);
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Related Topics

*  okvAttrGetArchiveDate
okvAt t r Get Archi veDat e gets the archive date attribute value from an OKVTTLV object.

12.1.4 okvAddAttributeObject

ORACLE

okvAddAttri but eChbj ect adds an attribute object to the parent TTLV object.

Catetory
KMIP attribute API

Purpose

okvAddAt tri but eChj ect adds an attribute object to the parent TTLV object. The actual
attribute value can be added using the functions defined in this section.
Syntax

OKVTTLV* okvAddAttributeCbj ect (OKVEnv *env, OKVTTLV *ttlv,
OKVAttrNo attrno, ub4 attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault Environment
handle.

ttlv IN Pointer to parent OKVTTLV object.

attrno I'N Attribute number of the attribute being added.

attr_index IN Attribute index of the attribute.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLV object with
attribute object TTLV indicated by argument
at trno added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.

The API can be used to add attribute TTLVs to the parent TTLV object. The below example
shows how a contact info attribute can be added to the parent TTLV object.

Example

oratext *contact = (oratext *)"sanple contact info";
ub4 contactl = strlen((char *) contact);
OKVTTLV *resul tttlv;
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resultttlv = okvAddAttributehject(env, ttlv, OKVAttrContactlnfo, (ub4) 0);
okvAttrAddContactInfo(env, resultttlv, contact, contactl);

Related Topics

*  okvGetAttributeObject
okvGet Attri but eCbj ect gets the attribute, its name, and index from the parent
attribute found at element index el em i ndex.

12.1.5 okvAttrAddActivationDate

okvAttr AddAct i vati onDat e adds the activation date attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddAct i vati onDat e adds the activation date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddActivationDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 activation_date);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

activation_date IN Activation date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLYV object with
activation date attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APIs.

Example

time_t current_time = time((time_t *)NULL);

okvAttrAddActivationDate(env, attr_in, (ub8) current_tinme + 10000);
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Related Topics

*  okvAttrGetActivationDate
okvAttrGet ActivationDat e gets the activation date attribute value from an OKVTTLV
object.

12.1.6 okvAttrAddCertLen

okvAttr AddCert Len adds a certificate length attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAttrAddCert Len adds a certificate length attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddCertLen(OKVEnv *env, OKVTTLV *ttlv,
ub4 cert_len);

Parameters

Parameter INJOUT Description

env IN Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to OKVTTLV object.

cert_len IN Certificate length.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
certificate length attribute value added.

Failure: NULL pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.

Example

okvAttrAddCertLen(env, ttlv, (ub4)500);
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okvAt t r AddCer t Type adds a certificate type attribute to an OKVTTLV object.

e okvAttrGetCertType

okvAt t rGet Cert Type gets the certificate type attribute value from an OKVTTLV

object.

»  okvAtirGetCertLen

okvAttrGet Cert Len gets the certificate length attribute value from an OKVTTLV

object.

okvAt t r AddCer t Type adds a certificate type attribute to an OKVTTLV object.

Catetory

KMIP attribute API

Purpose

okvAtt r AddCert Type adds a certificate type attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddCert Type( OKVEnv *env, OKVTTLV *ttlv,

ub4 cert_typ);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

cert_typ IN Certificate type.

Return Values

Return Value

Description

OKVTTLV *

Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
certificate type attribute value added.

Failure: NULL pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to
be sent to the Oracle Key Vault server. It does not do any server operation like the

KMIP APIs.
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Example

okvAttrAddCert Type(env, ttlv, OKVDEF_CERT_TYPE X509);

Related Topics

*  okvAttrAddCertLen
okvAtt r AddCert Len adds a certificate length attribute to an OKVTTLV object.

» okvAttrGetCertLen
okvAttrGet Cert Len gets the certificate length attribute value from an OKVTTLV object.

*  okvAttrGetCertType
okvAt t r Get Cert Type gets the certificate type attribute value from an OKVTTLV object.

12.1.8 okvAttrAddCompromiseDate

ORACLE

okvAt t r AddConpr oni seDat e adds a compromise date attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddConpr oni seDat e adds a compromise date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddConpr oni seDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 conp_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

conp_date IN Compromise date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLV object with
compromise date attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.
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Example

tim_t current _tine = time((time_t *)NULL);
OKVTTLV *resul tttlv;
resultttlv = okvAttrAddConproni seDate(env, ttlv, (ub8) current_tine + 24*3600);

Related Topics

*  okvAttrGetCompromiseDate
okvAt t r Get Conpr oni seDat e gets the compromise date attribute value from an
OKVTTLYV object.

12.1.9 okvAttrAddCompromiseOccurrenceDate

ORACLE

okvAt t r AddConpr oni seCccur renceDat e adds a compromise occurrence date attribute
to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddConpr oni seCeccur renceDat e adds a compromise occurrence date attribute
to an OKVTTLYV object.

Syntax

OKVTTLV *okvAtt r AddConproni seCccurrenceDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 conp_occr_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV object.

conp_occr_date I'N Compromise occurrence date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
compromise occurrence date attribute value
added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.
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Example

ub8 conp_dat e;
ctime(&conp_date);
resulttlv = okvAttrAddConprom seCccurrenceDate(env, ttlv, conp_date);

Related Topics

*  okvAttrGetCompromiseOccurrenceDate
okvAt t r Get Conpr oni seCccur renceDat e gets the compromise occurrence date attribute
value from an OKVTTLYV object.

12.1.10 okvAttrAddContactinfo

okvAt t r AddCont act | nf 0 adds a contact information attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddCont act I nf o adds a contact information attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddCont act | nfo( OKVEnv *env, OKVTTLV *ttlv,
oratext *contact_info, ub4 contact_infol);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

contact _info IN Contact information.

contact _i nf ol IN Length of contact information.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with contact
info attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.
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Example

OKVTTLV *resul ttlv;

oratext *new contact = (oratext *)"abc.xyz@ont;

ub4 new contactl = strlen((char *) new contact);

resulttlv = okvAttrAddContact!Info(env, attr_in, new contact, new contactl);

Related Topics

*  okvAttrGetContactinfoLen
okvAttr Get Cont act I nf oLen gets the length of the contact information value of the
contact information attribute.

»  okvAttrGetContactinfo
okvAt t r Get Cont act I nf o gets the contact information attribute value from an
OKVTTLYV object.

12.1.11 okvAttrAddCryptoAlgo

okvAt t r AddCr ypt 0Al go adds a cryptographic algorithm attribute to an OKVTTLV
object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddCr ypt oAl go adds a cryptographic algorithm attribute to an OKVTTLV
object.

Syntax

OKVTTLV *okvAttrAddCrypt oAl go( OKVEnv *env, OKVTTLV *ttlv,
ub4 crypto_al g);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

crypto_alg I'N Cryptographic algorithm.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLYV object with
cryptographic algorithm attribute value added.

Failure: NULL pointer.
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Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.
Example

attr = okvAddAttributehject(env, tenpl, OKVAttrCryptoA g, 0);
okvAtt r AddCrypt oAl go(env, attr, (ub4)CRYPTO ALG AES);

Related Topics

*  okvAttrGetCryptoAlgo
okvAttr Get Crypt oAl go gets the cryptographic algorithm attribute value from an
OKVTTLYV object.

e okvAttrAddCryptoLen
okvAt t r AddCr ypt oLen adds a cryptographic length attribute to an OKVTTLV object.

*  okvAttrGetCryptoLen
okvAttrGet Crypt oLen gets the cryptographic length attribute value from an OKVTTLV
object.

*  okvAttrAddCryptoParams
okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

e okvAttrGetCryptoParams
okvAt t r Get Crypt oPar ans gets the cryptographic parameters attribute found at or after
element index el em i ndex.

12.1.12 okvAttrAddCryptoLen

okvAt t r AddCr ypt oLen adds a cryptographic length attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddCrypt oLen adds a cryptographic length attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddCrypt oLen(OKVEnv *env, OKVTTLV *ttlv,
ub4 crypto_len);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

crypto_len IN Cryptographic length.
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Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
cryptographic length attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example

attr = okvAddAttributebject(env, tenpl, OKVAttrCryptolLen, 0);
okvAttrAddCryptoLen(env, attr, (ub4)128);

Related Topics

e okvAttrAddCryptoAlgo
okvAt t r AddCr ypt 0Al go adds a cryptographic algorithm attribute to an OKVTTLV
object.

*  okvAttrGetCryptoAlgo
okvAt t rGet Crypt oAl go gets the cryptographic algorithm attribute value from an
OKVTTLYV object.

*  okvAttrGetCryptoLen
okvAt t r Get Crypt oLen gets the cryptographic length attribute value from an
OKVTTLYV object.

e okvAttrAddCryptoParams
okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

*  OkvAttrGetCryptoParams
okvAtt r Get Crypt oPar ans gets the cryptographic parameters attribute found at or
after element index el em i ndex.

12.1.13 okvAttrAddCryptoParams

ORACLE

okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddCrypt oParans( OKVEnv *env, OKVTTLV *ttlv,
ub4 bl ock_ci pher _nmode, ub4 paddi ng_net hod,
ub4 hashing_al gorithm ub4 key_rol e_type);
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Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent TTLV.

bl ock_ci pher _node IN Block cipher mode.

paddi ng_net hod IN Padding method.

hashi ng_al gorithm IN Hashing algorithm.

key _role_type IN Key role type.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
cryptographic parameters added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.

Example

okvAt t r AddCrypt oParans(env, ttlv, BLK ClPHER ECB, PADDI NG SSL3,

HASH ALG M4, KEY_ROLE_CVK);

Related Topics

ORACLE

okvAttrAddCryptoAlgo
okvAt t r AddCr ypt 0Al go adds a cryptographic algorithm attribute to an OKVTTLV object.

okvAttrGetCryptoAlgo
okvAt t r Get Crypt oAl go gets the cryptographic algorithm attribute value from an
OKVTTLYV object.

okvAttrAddCryptoLen
okvAt t r AddCr ypt oLen adds a cryptographic length attribute to an OKVTTLV object.

okvAttrGetCryptoLen
okvAt trGet Crypt oLen gets the cryptographic length attribute value from an OKVTTLV
object.

okvAttrGetCryptoParams
okvAt t r Get Crypt oPar ans gets the cryptographic parameters attribute found at or after
element index el em i ndex.
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12.1.14 okvAttrAddCryptoUsageMask

okvAt t r AddCr ypt oUsageMask adds a cryptographic usage mask attribute to an
OKVTTLYV object.

Catetory
KMIP attribute API

Purpose
okvAt t r AddCr ypt oUsageMask adds a cryptographic usage mask attribute to an
OKVTTLYV object.
Syntax
OKVTTLV *okvAttrAddCrypt oUsageMask( OKVEnv *env, OKVTTLV *ttlv,
ub4 mask);
Parameter IN/IOUT Description
env I'N Pointer to the Oracle Key Vault
environment handle.
ttlv I'N Pointer to parent OKVTTLV
Object.
mask I'N Cryptographic usage mask.
Return Values
Return Value Description
OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
cryptographic usage mask attribute value
added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example

OKVTTLV *resul tttlv;
resultttlv = okvAttrAddCrypt oUsageMask(env, ttlv, (ub4)12);

Related Topics

*  okvAttrGetCryptoUsageMask
okvAt t r Get Crypt oUsageMask gets the cryptographic usage mask attribute value
from an OKVTTLV object.
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12.1.15 okvAttrAddDeactivationDate

okvAtt r AddDeact i vati onDat e adds a deactivation date attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddDeact i vati onDat e adds a deactivation date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddDeacti vati onDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 deactivation_date);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

deactivation_date IN Deactivation date

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
deactivation date attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APls.

Example
tinme_t current _time = tinme((time_t *)NULL);
okvAttrAddDeactivationDate(env, ttlv, (ub8) current_date + 1800);

Related Topics

» okvAttrGetDeactivationDate
okvAt trGet Deacti vati onDat e gets the deactivation date attribute value from an
OKVTTLYV object.
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12.1.16 okvAttrAddDestroyDate

okvAt t r AddDest r oyDat e adds a destroy date attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddDest r oyDat e adds a destroy date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddDestroyDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 destroy_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

destroy_date IN Destroy date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
destroy date attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example
tinme_t current _time = tinme((time_t *)NULL);
okvAttr AddDest royDate(env, attr_in, (ub8) current_time + 24*3*3600);

Related Topics

e okvAttrGetDestroyDate
okvAt t r Get Dest r oyDat e gets the destroy date attribute value from an OKVTTLV
object.
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12.1.17 okvAttrAddDigest

okvAttr AddDi gest adds a digest attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddDi gest adds a digest attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddDi gest (OKVEnv *env, OKVTTLV *ttlv,
ub4 hash_al go, ub4 key_format_type,
oratext *digest, ub4 digestl);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

hash_al go IN Hash algorithm.

key format _type IN Key format type.

di gest IN Digest value.

di gest | IN Digest value length.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with digest
attribute values added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.

Example

oratext digest[] = "Sanple_Digest";

okvAddAttri but eObject(env, ttlv, OKVAttrDigest, 1);

resulttlv = okvAttrAddDi gest(env, ttlv, HASH ALG SHA 1, OKVDEF_KEY_FMI_COPAQUE,
&di gest[0], sizeof (digest));
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Related Topics

*  okvAttrGetDigest
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okvAt t r Get Di gest gets the digest attribute found at or after element index

el em i ndex.

*  okvAttrGetDigestLen

okvAt t r Get Di gest Len gets the length of the digest value of the digest attribute
found at or after element index el em i ndex.

12.1.18 okvAttrAddDigitalSignAlgo

okvAttrAddDi gi t al Si gnAl go adds a digital signature algorithm attribute to an

OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAttrAddDi gi t al Si gnAl go adds a digital signature algorithm attribute to an

OKVTTLYV object.

Syntax

OKVTTLV *okvAttrAddDi gi tal Si gnAl go( OKVEnv *env, OKVTTLV *ttlv,

ub4 digital _sign_alg);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

digital _sign alg IN Digital Signature Algorithm.

Return Values

Return Value

Description

OKVTTLV *

Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
digital signature algorithm attribute value
added.

Failure: NULL Pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.
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Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.
Example

okvAttrAddDi gi tal Si gnAl go(env, ttlv, SIGN ALG SHA256 W RSA);

Related Topics

*  okvAttrGetDigitalSignAlgo
okvAttrGet Di gi tal Si gnAl go gets the digital signature algorithm attribute value from an
OKVTTLYV object.

12.1.19 okvAttrAddFresh

ORACLE

okvAt t r AddFr esh adds a fresh attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddFr esh adds a fresh attribute to an OKVTTLV object.

Syntax
OKVTTLV *okvAttrAddFresh( OKVEnv *env, OKVTTLV *ttlv, ub8 fresh);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

fresh IN Fresh attribute.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with fresh
attribute value added.

Failure: NULL pointer.

Comments
The fresh attribute can take values 0 or 1 for false or true respectively.

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APls.
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Example

OKVTTLV *resul ttlv;
resulttlv = okvAttrAddFresh(env, attr_in, (ub8) 1);

Related Topics

*  OkvAttrGetFresh
okvAt t r Get Fresh gets the fresh attribute value from an OKVTTLV object.

12.1.20 okvAttrAddInitialDate

okvAttrAddlni tial Dat e adds an initial date attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAttrAddl ni tial Dat e adds an initial date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddlnitial Date( OKVEnv *env, OKVTTLV *ttlv,
ub8 initial _date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

initial _date IN Initial date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLYV object with
initial date attribute value added.

Failure: NULL Pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.
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Example

tim_t current _tine = time((time_t *)NULL);
okvAttrAddinitial Date(env, ttlv, (ub8) current_time + 10000);

Related Topics

*  okvAttrGetlnitialDate
okvAttrGetlnitial Date gets the initial date attribute value from an OKVTTLV object.

12.1.21 okvAttrAddLastChangeDate

okvAt t r AddLast ChangeDat e adds a last change date attribute to an OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddLast ChangeDat e adds a last change date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddLast ChangeDat e( OKVEnv *env, OKVTTLV *ttlyv,
ub8 | ast_change_date);

Parameters

Parameter IN/OUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to OKVTTLV object.

| ast _change_date IN Last Change date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLV object with last
change date attribute value added.

Failure: NULL Pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.
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Example

tim_t current _tine = time((time_t *)NULL);
okvAttr AddLast ChangeDate(env, ttlv, (ub8) current_tine + 10000);

Related Topics

* okvAttrGetLastChangeDate
okvAtt r Get Last ChangeDat e gets the last change date attribute value from an
OKVTTLYV object.

12.1.22 okvAttrAddLeaseTime

okvAtt r AddLeaseTi me adds a lease time attribute to an OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAttr AddLeaseTi me adds a lease time attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddLeaseTi ne( OKVEnv *env, OKVTTLV *ttlv,
ub4 | ease_tine);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

| ease_time IN Lease time.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
lease time attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APIs.
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Example

OKVTTLV *resul ttlv;
resulttlv = okvAttrAddLeaseTi ne(env, ttlv, (ub4)100);

Related Topics

*  OkvAttrGetLeaseTime
okvAttrGet LeaseTi nme gets the lease time attribute value from an OKVTTLV object.

12.1.23 okvAttrAddName

okvAt t r AddNane adds a name attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddNane adds a name attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddName( OKVEnv *env, OKVTTLV *ttlv,
oratext *name, ub4 namel, ub4 typ);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

name I'N Name value of the name
attribute.

nanmel I'N Length of name value of the
name attribute.

typ I'N Type of the name attribute.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLYV object with name
attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.
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Example

oratext[] nane_value = "sanpl e nane";
ub4 name_val uel = strlen((const char *)nane_val ue);
okvAttrAddNane(env, attr_in, (oratext *) name_val ue, name_val uel, 1);

Related Topics

*  okvAttrGetName
okvAt t r Get Nane gets the name value, attribute index, and name type of the name
attribute found at or after element index el em i ndex.

* okvAttrGetNameValueLen
okvAtt r Get NameVal uelLen gets the length of the name value of the name attribute
found at or after element index el em i ndex.

12.1.24 okvAttrAddObjectGroup

okvAt t r Addhj ect Group adds an object group attribute to an OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAt t r Addhj ect G oup adds an object group attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddObj ect Group( OKVEnv *env, OKVTTLV *ttlyv,
oratext *object_group,
ub4 obj ect _groupl);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to parent OKVTTLV
Object.

obj ect _group IN Object group of the object
group attribute.

obj ect _groupl I'N Length of object group of the

object group attribute.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
object group attribute value added.

Failure: NULL pointer.
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Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.

Example

OKVTTLV *resul ttlv;
oratext obj _grp[] = "Object_Goup";
resulttlv = okvAttrAddoj ect G oup(env, ttlv, &obj _grp[0], strlen(obj _grp));

Related Topics

*  okvAttrGetObjectGroup
okvAt t r Get Obj ect G oup gets the object group value of the object group attribute found at
or after element index el em i ndex.

*  0okvAttrGetObjectGroupLen
okvAt t r Get Obj ect G oupLen gets the length of the object group value of the object group
attribute found at or after element index el em i ndex.

12.1.25 okvAttrAddObjectType

ORACLE

okvAt t r AddOhj ect Type adds an object type attribute to an OKVTTLV object.

Catetory
KMIP atrribute API

Purpose

okvAt t r Addhj ect Type adds an object type attribute to an OKVTTLV object.

Syntax
OKVTTLV *okvAttrAddOhj ect Type( OKVEnv *env, OKVTTLV *ttlyv,
OKVOhj No typ);
Parameters
Parameter IN/JOUT Description
env I'N Pointer to the Oracle Key Vault
environment handle.
ttlv I'N Pointer to parent OKVTTLV
Object.
typ I'N Type of the object type attribute.
Return Values
Return Value Description
OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with object
type attribute value added.

Failure: NULL pointer.
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Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example

okvAtt r Addhj ect Type(env, req, OKVCbj Symmetric);

Related Topics

*  okvAttrGetObjectType
okvAt t r Get Obj ect Type gets the object type attribute value from an OKVTTLV
object.

12.1.26 okvAttrAddProcessStartDate

okvAt t r AddProcessSt art Dat e adds a process start date attribute to an OKVTTLV
object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddProcessSt art Dat e adds a process start date attribute to an OKVTTLV
object.

Syntax

OKVTTLV *okvAttrAddProcessStart Dat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 process_start_date);

Parameters

Parameter IN/OUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

process_start date IN Process start date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
process start date attribute value added.

Failure: NULL pointer.
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Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.

Example
time_t current _tine = time((time_t *)NULL);
okvAttrAddProcessStartDate(env, attr_tenp, (ub8) current_time + 1000);

Related Topics

»  okvAttrGetProcessStartDate
okvAttrGet ProcessSt art Dat e gets the process start date attribute value from an
OKVTTLYV object.

12.1.27 okvAttrAddProtectStopDate

okvAt t r AddPr ot ect St opDat e adds a protect stop date attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddPr ot ect St opDat e adds a protect stop date attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddProt ect St opDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 protect_stop_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

protect _stop_date IN Protect stop date.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with protect
stop date attribute value added.

Failure: NULL pointer.
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Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example
time_t current _time = time((tim_t *)NULL);
okvAttrAddProtect StopDate(env, attr_in, (ub8) current_tine + 24*3600);

Related Topics

*  okvAttrGetProtectStopDate
okvAtt r Get Prot ect St opDat e gets the protect stop date attribute value from an
OKVTTLYV object.

12.1.28 okvAttrAddRevocationReason

okvAtt r AddRevocat i onReason adds the revocation reason attribute to an OKVTTLV
object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddRevocat i onReason adds the revocation reason attribute to an OKVTTLV
object.
Syntax

OKVTTLV *okvAttrAddRevocati onReason( OKVEnv *env, OKVTTLV *ttlv,
ub4 code, oratext *nsg, ub4 nsgl);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

code IN Revocation code.

nsg IN Revocation message.

megl IN Revocation message length.
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Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
revocation attribute values added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APls.

Example

oratext nmsg[] = "Object_Conpronised";

OKVTTLV *resul ttlv;

resulttlv = okvAttrAddRevocationReason(env, ttlv, OKVDEF_REV_CODE _KEY_COW, &nsg[0],
si zeof (msQ));

Related Topics

» okvAttrGetRevocationReason
okvAt t r Get Revocat i onReason gets the revocation reason attribute value from an
OKVTTLYV object.

» okvAttrGetRevocationReasonMessagelen
okvAt t r Get Revocat i onReasonMessagelen gets the length of the revocation message
value of the revocation reason attribute.

12.1.29 okvAttrAddState

okvAt t r AddSt at e adds a state attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddSt at e adds a state attribute to an OKVTTLV object.

Syntax
OKVTTLV *okvAttrAddState( OKVEnv *env, OKVTTLV *ttlv, ub4 state);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault environment
handle.

ttlv I'N Pointer to OKVTTLYV object.

state IN State.
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Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
state attribute value added.

Failure: NULL Pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example

okvAttrAddState(env, ttlv, (ub4)1l);

Related Topics

*  okvAttrGetState
okvAttrGet St at e gets the state attribute value from an OKVTTLV object.

12.1.30 okvAttrAddUniquelD

ORACLE

okvAt t r AddUni quel D adds a unique identifier attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddUni quel D adds a unique identifier attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddUni quel D{ OKVEnv *env, OKVTTLV *ttlv,
oratext *uid, ub4 uidl);

Parameters

Parameter IN/IOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to parent OKVTTLV
object.

uid IN Unique identifier.

ui di IN Unique identifier length.
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Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with the
unique identifier attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APls.

Example

OKVTTLV *resultttlv;
oratext uidval[] = "12345678901234567890";
resultttlv = okvAttrAddUni quel D(env, ttlv, &uidval[0], strlen(uidval));

Related Topics

e okvAttrGetUniquelD
okvAt t r Get Uni quel D gets the unique identifier attribute value from an OKVTTLYV object.

*  okvAttrGetUniquelDLen
okvAt t r Get Uni quel DLen gets the length of the unique identifier value of the unique
identifier attribute.

12.1.31 okvAttrAddUsageLimits

ORACLE

okvAt t r AddUsageLi m t s adds a usage limits attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAtt r AddUsageLi m t s adds a usage limits attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddUsageLi m ts(OKVEnv *env, OKVTTLV *ttlv,
ub8 total, ub8 count, ub4 unit);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

total I'N Usage limits total.

count IN Usage limits count.
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Parameter IN/JOUT Description

unit I'N Usage limits type.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLV object.

Success: Pointer to OKVTTLV object with
usage limits attribute value added.

Failure: NULL pointer.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example

OKVTTLV *resulttlyv;
resulttlv = okvAttrAddUsageLimts(env, ttlv, (ub8) 256, (ub8) 256, (ub4) 1);

Related Topics

e okvAttrGetUsageLimits
okvAttrGet UsageLi m ts gets the usage limits attribute value from an OKVTTLV
object.

12.1.32 okvAttrAddX509Certld

okvAt t r AddX509Cert | d adds an issuer and serial number which forms the X.509
Certificate ID attribute to an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt tr AddX509Cert | d adds an issuer and serial number which forms the X.509
Certificate ID attribute to an OKVTTLV object.

Syntax

OKVTTLV *okvAt t r AddX509Cert | d( OKVEnv *env, OKVTTLV *ttlv,
oratext *issuer, ub4 issuerl,
oratext *serialno, ub4 serialnol);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.
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Parameter IN/JOUT Description

ttlv I'N Pointer to OKVTTLV object.

i ssuer IN Certificate issuer.

i ssuer| IN Certificate issuer length.
serial no IN Certificate serial number.

seri al nol IN Certificate serial number length.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with X.509
certificate id attribute value added.

Failure: NULL pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs.

Example

oratext issuer[] =" DN

CN=sanpl e_i ssuer, OU=deno, O=Sof t war e, L=Redwood_Ci ty, ST=Cal i f or ni a, C=us";
oratext serialno[] = "0x01";

okvAttr AddX509Certld(env, ttlv, & ssuer[0], strlen(issuer),
&serialno[0], strlen(serialno));

Related Topics

*  okvAttrGetX509Certld
okvAt trGet X509Cer t | d gets the X.509 Certificate ID attribute value from an OKVTTLV
object.

*  okvAttrGetX509CertldlssuerLen
okvAttrGet X509Cert | dl ssuer Len gets the length of the certificate issuer value of the
X.509 Certificate 1D attribute from an OKVTTLV object.

»  okvAttrGetX509CertldSerialNoLen
okvAttrGet X509Cert | dSeri al NoLen gets the length of the certificate serial number value
of the X.509 Certificate ID attribute from an OKVTTLV object.
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12.1.33 okvAttrAddX509Certlss

ORACLE

okvAt t r AddX509Cer t | ss adds a X.509 Certificate Issuer distinguished name attribute
to an OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddX509Cer t | ss adds a X.509 Certificate Issuer distinguished name attribute
to an OKVTTLV object.

Syntax

OKVTTLV *okvAttrAddX509Cert|ss(OKVEnv *env, OKVTTLV *ttlv,
oratext *dn, ub4 dnl);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to OKVTTLV object.

dn I'N Certificate issuer distinguished name.

dnl IN Certificate issuer distinguished name
length.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with
X.509 certificate issuer distinguished name
attribute value added.

Failure: NULL Pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example

oratext dn[] = "DN
CNesanpl e_i ssuer, QU=deno, O=Sof t war e, L=Redwood_Ci ty, ST=Cal i f or ni a, C=us";
ub4 dnl = strlen((const char *)dn);
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okvAtt r AddX509Cert|ss(env, ttlv, &n[0], dnl);

Related Topics

e okvAttrAddX509CertlssAltName
okvAt tr AddX509Cert | ssAl t Nane adds a X.509 Certificate Issuer Alternate name attribute
to an OKVTTLYV object.

*  okvAttrGetX509Certlss
okvAttrGet X509Cert | ss gets the X.509 Certificate Issuer distinguished name attribute
value from an OKVTTLYV object.

*  okvAttrGetX509CertlssAltName
okvAt trGet X509Cer t | ssAl t Nane gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLV object found at or after the element index el em i ndex.

*  0okvAttrGetX509CertlssAltNameLen
okvAttrGet X509Cer t | ssAl t NaneLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLYV object found at or after the element index
el em i ndex.

*  okvAttrGetX509CertlssDNLen
okvAt t rGet X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer
distinguished name value from an OKVTTLV object.

12.1.34 okvAttrAddX509CertIssAltName

ORACLE

okvAt t r AddX509Cert | ssAl t Name adds a X.509 Certificate Issuer Alternate name attribute to
an OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAt tr AddX509Cert | ssAl t Nane adds a X.509 Certificate Issuer Alternate name attribute to
an OKVTTLV object.

Syntax

OKVErrNo okvAttrAddX509Cert | ssAlt Name( OKVEnv *env, OKVTTLV *ttlv,
oratext *alt_name, ub4 alt_namel);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to OKVTTLV object.

alt_nane IN Certificate issuer alternate name.

al t _nanel IN Certificate issuer alternate name length.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failture: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs
to be sent to the Oracle Key Vault server. It does not do any server operation like the
KMIP APlIs.

Example

oratext alt_nanme[] = "ww. exanpl e.conf;
ub4 alt_nanmel = strlen((const char *)dn);

okvAttrAddX509Cert | ssAl t Name(env, ttlv, &alt_name[0], alt_nanel);

Related Topics

*  okvAttrAddX509Certlss
okvAttrAddX509Cert | ss adds a X.509 Certificate Issuer distinguished name
attribute to an OKVTTLV object.

*  OokvAttrGetX509Certlss
okvAttrGet X509Cert | ss gets the X.509 Certificate Issuer distinguished name
attribute value from an OKVTTLYV object.

*  okvAttrGetX509CertlssAltName
okvAt trGet X509Cer t | ssAl t Nane gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLYV object found at or after the element index
el em i ndex.

*  okvAttrGetX509CertIssAltNameLen
okvAttrGet X509Cer t | ssAl t NaneLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLV object found at or after the element index
el em i ndex.

o 0okvAttrGetX509CertlssDNLen
okvAt trGet X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer
distinguished name value from an OKVTTLYV object.
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12.1.35 okvAttrAddX509CertSubj

ORACLE

okvAt t r AddX509Cer t Subj adds a X.509 Certificate Subject distinguished name attribute to an
OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddX509Cer t Subj adds a X.509 Certificate Subject distinguished name attribute to an
OKVTTLYV object.
Syntax

OKVTTLV *okvAttrAddX509Cert Subj (OKVEnv *env, OKVTTLV *ttlv,
oratext *dn, ub4 dnl);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault environment
handle.

ttlv I'N Pointer to OKVTTLYV object.

dn I'N Certificate subject distinguished name.

dnl IN Certificate subject distinguished name
length.

Return Values

Return Value Description

OKVTTLV * Pointer to OKVTTLYV object.

Success: Pointer to OKVTTLV object with X.509
certificate subject distinguished name attribute
value added.

Failure: NULL pointer.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APIs

Example

oratext dn[] = "DN

CN=sanpl e_subj ect, QU=denp, O=Sof t war e, L=Redwood_Ci ty, ST=Cal i f or ni a, C=us";
ub4 dnl = strlen((const char *)dn);

okvAt t r AddX509Cer t Subj (env, ttlv, &n[0], dnl);
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Related Topics

*  okvAttrAddX509CertSubjAltName
okvAt t r AddX509Cer t Subj Al t Name adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLYV object.

e okvAttrGetX509CertSubj
okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name
attribute value from an OKVTTLV object.

*  okvAttrGetX509CertSubjAltName
okvAt t r Get X509Cer t Subj Al t Nanme gets the X.509 Certificate Subject alternate
name attribute value from an OKVTTLV object found at or after the element index
el em i ndex.

*  okvAttrGetX509CertSubjAltNameLen
okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate
Subject Alternate name value from an OKVTTLYV object found at or after the
element index el em i ndex.

e okvAttrGetX509CertSubjDNLen
okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject
distinguished name value from an OKVTTLV object.

12.1.36 okvAttrAddX509CertSubjAltName

okvAt t r AddX509Cer t Subj Al t Name adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLYV object.

Catetory
KMIP attribute API

Purpose

okvAt t r AddX509Cer t Subj Al t Nanme adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLV object.
Syntax

OKVErr No okvAttrAddX509Cert Subj Al t Name( OKVEnv *env, OKVTTLV *ttlv,
oratext *alt_name, ub4 alt_namel);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

alt_nane IN Certificate subject alternate name.

alt_nanel IN Certificate subject alternate name length.
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Return Values

Return Value Description

OKVErr No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failture: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

This API does only the client side processing to build the OKVTTLV object that needs to be
sent to the Oracle Key Vault server. It does not do any server operation like the KMIP APls.

Example

oratext alt_name[] = "wwww. exanpl e.cont';
ub4 alt_nanmel = strlen((const char *)dn);
okvAt t r AddX509Cert Subj Al t Nane(env, ttlv, &alt_name[0], alt_namel);

Related Topics

e okvAttrAddX509CertSubjAltName
okvAt t r AddX509Cer t Subj Al t Narme adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLV object.

*  okvAttrGetX509CertSubj
okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name attribute
value from an OKVTTLYV object.

*  okvAttrGetX509CertSubjAltName
okvAt t r Get X509Cer t Subj Al t Nanme gets the X.509 Certificate Subject alternate name
attribute value from an OKVTTLYV object found at or after the element index el em i ndex.

*  okvAttrGetX509CertSubjAltNameLen
okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate Subject
Alternate name value from an OKVTTLYV object found at or after the element index
el em i ndex.

*  OkvAttrGetX509CertSubjDNLen
okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject
distinguished name value from an OKVTTLYV object.

12.1.37 okvAttrGetActivationDate

ORACLE

okvAttrGetActivationDat e gets the activation date attribute value from an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAttrGet Activati onDat e gets the activation date attribute value from an OKVTTLV object.
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OKVErrNo okvAttrGetActivationDate( OKVEnv *env, OKVTTLV *ttlv,
ub8 *activation_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

activation_date (68)) Activation date.

Return Values

Return Value

Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub8 act date;

okvAttrGetActivationDate(env, ttlv, &act_date);

Related Topics

»  okvAttrAddActivationDate
okvAttr AddAct i vat i onDat e adds the activation date attribute to an OKVTTLV

object.

okvAt t r Get Archi veDat e gets the archive date attribute value from an OKVTTLV

object.

Catetory

KMIP attribute API

Purpose

okvAt t r Get Ar chi veDat e gets the archive date attribute value from an OKVTTLV

object.
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Syntax

OKVErrNo okvAttrGet Archi veDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 *archive_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
Object.

archive_date ot Archive date.

Return Values

Return Value Description

OKVET r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments
None.

Example

ub8 archive_date;
okvAttrGet ArchiveDate(env, ttlv, &archive_date);

12.1.39 okvAttrGetCertLen

okvAttrGet Cert Len gets the certificate length attribute value from an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAttrGet Cert Len gets the certificate length attribute value from an OKVTTLV object.

Syntax

OKVErrNo okvAttrGet CertLen(OKVEnv *env, OKVTTLV *ttlv,
ub4 *cert_len);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.
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Parameter IN/JOUT Description
ttlv I N Pointer to the OKVTTLV object.
cert_len aut Certificate length.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 cert _len = 0;
okvAttrGetCertlLen(env, ttlv, &cert_len);

Related Topics

»  okvAttrAddCertLen
okvAttr AddCert Len adds a certificate length attribute to an OKVTTLV object.

*  okvAttrAddCertType
okvAt t r AddCer t Type adds a certificate type attribute to an OKVTTLV object.

e okvAttrGetCertType
okvAt t rGet Cert Type gets the certificate type attribute value from an OKVTTLV
object.

12.1.40 okvAttrGetCertType

ORACLE

okvAttr Get Cert Type gets the certificate type attribute value from an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAttrGet Cert Type gets the certificate type attribute value from an OKVTTLV object.

Syntax

OKVErrNo okvAttrGet Cert Type( OKVEnv *env, OKVTTLV *ttlv,
ub4 *cert_typ);
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Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

cert_typ aut Certificate type.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 cert_type = 0;

okvAttrGet Cert Type(env, ttlv, &cert_type);
Related Topics

*  okvAttrAddCertLen
okvAtt r AddCert Len adds a certificate length attribute to an OKVTTLV object.

e okvAttrAddCertType
okvAtt r AddCert Type adds a certificate type attribute to an OKVTTLV object.

*  okvAttrGetCertLen
okvAt trGet Cert Len gets the certificate length attribute value from an OKVTTLV object.

12.1.41 okvAttrGetCompromiseDate

ORACLE

okvAt t r Get Conpr oni seDat e gets the compromise date attribute value from an OKVTTLV
object.

Category
KMIP attribute API

Purpose

okvAt t r Get Conpr oni seDat e gets the compromise date attribute value from an OKVTTLV
object.
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OKVErrNo okvAttr Get Conproni seDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 *conp_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to the OKVTTLV
object.

conp_date (68)) Compromise date.

Return Values

Return Value

Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub8 conp_dat e;

okvAt t r Get Conproni seDate(env, ttlv, &conp_date);

Related Topics

e okvAttrAddCompromiseDate
okvAt t r AddConpr oni seDat e adds a compromise date attribute to an OKVTTLV

object.

12.1.42 okvAttrGetCompromiseOccurrenceDate

okvAt t r Get Conpr oni seCeccur renceDat e gets the compromise occurrence date

ORACLE

attribute value from an OKVTTLYV object.

Category

KMIP attribute API

Purpose

okvAt t r Get Conpr oni seCccur renceDat e gets the compromise occurrence date

attribute value from an OKVTTLV object.
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Syntax

OKVErrNo okvAttr Get Conproni seCccurrenceDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 *conp_occr_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
Environment handle.

ttlv IN Pointer to the OKVTTLV object.

conp_occr_date aut Compromise occurrence date.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

ub8 conp_occ_date;
OKVTTLV *resultttlv;
resultttlv = okvAttrGet Conproni seCccurrenceDate(env, ttlv, &conp_occ_date);

Related Topics

* okvAttrAddCompromiseOccurrenceDate
okvAt t r AddConpr oni seCccur renceDat e adds a compromise occurrence date attribute to
an OKVTTLV object.

12.1.43 okvAttrGetContactinfo

ORACLE

okvAt t r Get Cont act I nf o gets the contact information attribute value from an OKVTTLV
object.

Category
KMIP attribute API

Purpose

okvAt t r Get Cont act I nf o gets the contact information attribute value from an OKVTTLV
object.
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Syntax

OKVErrNo okvAttrGet Contact | nfo(OKVEnv *env, OKVTTLV *ttlv,
oratext *contact_info, ub4 *contact_infol);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
Environment handle

ttlv IN Pointer to the parent
OKVTTLV Object

contact _info (68)) Contact information

contact _i nf ol ot Length of contact information

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

The memory for the argument cont act _i nf o must be allocated before you execute the
okvAt t r Get Cont act I nf o function call. You can find the size by using
okvAttr Get Cont act | nf oLen.

Example

ub4 contactl!;

contact! = okvAttrGet ContactlnfolLen(env, ttlv);
contact = calloc(contactl, sizeof(oratext));
okvAttrGet ContactInfo(env, ttlv, contact, &contactl);

Related Topics

» okvAttrAddContactinfo
okvAt t r AddCont act | nf o adds a contact information attribute to an OKVTTLV
object.

e okvAttrGetContactinfoLen
okvAt tr Get Cont act I nf oLen gets the length of the contact information value of the
contact information attribute.

12.1.44 okvAttrGetContactinfoLen

ORACLE

okvAt t r Get Cont act I nf oLen gets the length of the contact information value of the
contact information attribute.

Category
KMIP attribute API
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Purpose

okvAttr Get Cont act I nf oLen gets the length of the contact information value of the contact
information attribute.

Syntax

ub4 okvAttrGet Contact | nfoLen( OKVEnv *env, OKVTTLV *ttlv));

Parameters

Parameters IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
Environment handle

ttlv I'N Pointer to parent OKVTTLV
Object

Return Values

Return Value Description

ub4 Length of the attribute value.

Success: Length of the contact information
attribute value.

Failure: 0.

Comments

None.

Example

ub4 cinfol;
cinfol = okvAttrGetContactlnfoLen(env, ttlv);

Related Topics

»  okvAttrAddContactinfo
okvAtt r AddCont act I nf o adds a contact information attribute to an OKVTTLV object.

*  okvAttrGetContactinfo
okvAt t r Get Cont act I nf o gets the contact information attribute value from an OKVTTLV
object.

12.1.45 okvAttrGetCryptoAlgo

ORACLE

okvAt trGet Crypt oAl go gets the cryptographic algorithm attribute value from an OKVTTLV
object.

Category
KMIP attribute API
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Purpose

okvAttr Get Crypt oAl go gets the cryptographic algorithm attribute value from an
OKVTTLYV object.

Syntax

OKVErrNo okvAttrGet Crypt oAl go( OKVEnv *env, OKVTTLV *ttlv,
ub4 *crypto_alg);

Parameters

Parameter IN/IOUT Description

env I'N Pointer to the Oracle Key Vault
Environment handle.

ttlv IN Pointer to the OKVTTLV
object.

crypto_alg (08)) Cryptographic algorithm.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub4 alg = 0;
okvAttrGet CryptoAl go(env, ttlv, &alg);

Related Topics

*  okvAttrAddCryptoAlgo
okvAt t r AddCr ypt oAl go adds a cryptographic algorithm attribute to an OKVTTLV
object.

e okvAttrAddCryptoLen
okvAt t r AddCrypt oLen adds a cryptographic length attribute to an OKVTTLV
object.

*  okvAttrGetCryptoLen
okvAt tr Get Crypt oLen gets the cryptographic length attribute value from an
OKVTTLYV object.

*  okvAttrAddCryptoParams
okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

*  okvAttrGetCryptoParams
okvAt t r Get Crypt oPar ans gets the cryptographic parameters attribute found at or
after element index el em i ndex.
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12.1.46 okvAttrGetCryptoLen

ORACLE

okvAttr Get Crypt oLen gets the cryptographic length attribute value from an OKVTTLV object.

Category
KMIP attribute API

Purpose

okvAt tr Get Crypt oLen gets the cryptographic length attribute value from an OKVTTLYV object.

Syntax

OKVErrNo okvAttrGet CryptoLen(OKVEnv *env, OKVTTLV *ttlv,
ub4 *crypto_len);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle

ttlv IN Pointer to the OKVTTLV object

crypto_len out Cryptographic length

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

ub4 len = 0;
okvAttrGet CryptoLen(env, ttlv, &en);
Related Topics

*  okvAttrAddCryptoAlgo
okvAt t r AddCr ypt oAl go adds a cryptographic algorithm attribute to an OKVTTLV object.

e okvAttrGetCryptoAlgo
okvAt t r Get Crypt oAl go gets the cryptographic algorithm attribute value from an
OKVTTLYV object.

*  okvAttrAddCryptoLen
okvAtt r AddCrypt oLen adds a cryptographic length attribute to an OKVTTLV object.
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*  okvAttrAddCryptoParams
okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

e okvAttrGetCryptoParams
okvAt t r Get Crypt oPar ans gets the cryptographic parameters attribute found at or
after element index el em i ndex.

12.1.47 okvAttrGetCryptoParams

okvAt t r Get Crypt oPar ans gets the cryptographic parameters attribute found at or after
element index el em i ndex.

Category

KMIP attribute API

Purpose

okvAttr Get Crypt oPar ans gets the cryptographic parameters attribute found at or after
element index el em i ndex in the parent TTLV.

Syntax

OKVErrNo okvAt trGet Crypt oParams( OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em.i ndex,
ub4 *bl ock_ci pher_node, ub4 *paddi ng_net hod,
ub4 *hashing_al gorithm ub4 *key_role_type);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to parent TTLV object.

el em i ndex I N QUT Element index.

bl ock_ci pher _node ot Block cipher mode.

paddi ng_net hod aur Padding method.

hashi ng_al gorithm at Hashing algorithm.

key role_type aur Key role type.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.
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Example

ub4 bcm pm ha, krt, ind;
okvAttrGet CryptoParans(env, ttlv, & nd, &cm &m &ha, &krt);

Related Topics

*  okvAttrAddCryptoAlgo
okvAt t r AddCr ypt oAl go adds a cryptographic algorithm attribute to an OKVTTLV object.

e okvAttrAddCryptoLen
okvAt t r AddCr ypt oLen adds a cryptographic length attribute to an OKVTTLV object.

*  okvAttrAddCryptoParams
okvAt t r AddCr ypt oPar ans adds cryptographic parameters to an OKVTTLV object.

*  okvAttrGetCryptoAlgo
okvAt t r Get Crypt oAl go gets the cryptographic algorithm attribute value from an
OKVTTLYV object.

*  okvAttrGetCryptoLen
okvAttrGet Crypt oLen gets the cryptographic length attribute value from an OKVTTLV
object.

12.1.48 okvAttrGetCryptoUsageMask

okvAttr Get Crypt oUsageMask gets the cryptographic usage mask attribute value from an
OKVTTLYV object.

Category
KMIP attribute API

Purpose

okvAt t r Get Crypt oUsageMask gets the cryptographic usage mask attribute value from an

OKVTTLYV object.

Syntax

OKVErrNo okvAttrGet Crypt oUsageMask( OKVEnv *env, OKVTTLV *ttlv,

ub4 *mask);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle

ttlv IN Pointer to parent OKVTTLV
object

mask out Cryptographic usage mask
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub4 mask = 0;
okvAttrGet Crypt oUsageMask(env, ttlv, &mask);

Related Topics

e okvAttrAddCryptoUsageMask
okvAt t r AddCr ypt oUsageMask adds a cryptographic usage mask attribute to an
OKVTTLYV object.

12.1.49 okvAttrGetDeactivationDate

okvAttrGet Deacti vati onDat e gets the deactivation date attribute value from an
OKVTTLYV object.

Category
KMIP attribute API

Purpose

okvAttrGet Deact i vati onDat e gets the deactivation date attribute value from an
OKVTTLYV object.
Syntax

OKVErrNo okvAttrGet Deactivati onDat e( OKVEnv *env, OKVTTLV *ttlv,
ub8 *deactivation_date);

Parameters

Parameter IN/IOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle

ttlv I'N Pointer to OKVTTLV object

deactivation_date at Deactivation date
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Return Values

Return Value Description

OKVErr No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

ub8 deact _date;
okvAttrGetDeactivationDate(env, ttlv, &deact_date);

Related Topics

»  okvAttrAddDeactivationDate
okvAtt r AddDeact i vati onDat e adds a deactivation date attribute to an OKVTTLV object.

12.1.50 okvAttrGetDestroyDate

okvAt t r Get Dest r oyDat e gets the destroy date attribute value from an OKVTTLV object.

Category
KMIP attribute API

Purpose

okvAtt r Get Dest r oyDat e gets the destroy date attribute value from an OKVTTLV object.

Syntax

OKVErrNo okvAttrGet DestroyDat e( OKVEnv *env, OKVTTLV *ttlyv,
ub8 *destroy_date);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle

ttlv I'N Pointer to OKVTTLV object

destroy_date aut Destroy date
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub8 destroy_date;
okvAttrGet DestroyDate(env, ttlv, &destroy_date);

12.1.51 okvAttrGetDigest

ORACLE

okvAttrGet Di gest gets the digest attribute found at or after element index
el em i ndex.

Category

KMIP attribute API

Purpose

okvAttrGet Di gest gets the digest parameters for the OKVTTLV object.

Syntax

OKVErrNo okvAttrGetDi gest (OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em i ndex,
ub4 *hash_al go, ub4 *key_format_type,
oratext *digest, ub4 *digestl);

Parameters

Parameter IN/IOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to parent OKVTTLV
object.

el em i ndex I N ouT The API will look for the first
occurrence of the child with
tag OKVDEF_TAG DI GEST
from this index onwards and
will return the actual index
where the child was found.

hash_al go aut Hash algorithm.

key format_type aut Key format type.

di gest aut Digest value.
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Parameter IN/OUT Description
di gest | I N oUT Digest value length.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The memory to store the digest value has to be allocated before this APl is called.
okvAt trGet Di gest Len can be used to get the digest length.
Example

ub4 ei = 0, digestl = 0, hash_al go, key_ format_type;

digestl = okvAttrGetDigestLen(env, ttlv, &ei);

oratext * digest = (oratext *) calloc(digestl ,sizeof(oratext) );

okvAttrGet Di gest (env, ttlv, &ei, &hash_al go, &key format _type,
&di gest[ 0], &digestl);

Related Topics

*  okvAttrAddDigest
okvAtt r AddDi gest adds a digest attribute to an OKVTTLV object.

e okvAttrGetDigestLen
okvAt t r Get Di gest Len gets the length of the digest value of the digest attribute found at
or after element index el em i ndex.

12.1.52 okvAttrGetDigestLen

okvAt t r Get Di gest Len gets the length of the digest value of the digest attribute found at or
after element index el em i ndex.

Category
KMIP attribute API

Purpose

okvAt t r Get Di gest Len gets the length of the digest attribute from the OKVTTLV object.

Syntax

ub4 okvAttrGetDi gestLen(OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em.i ndex);
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Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to the OKVTTLV
object.

el em i ndex I N oUT The API will look for the first

occurrence of the child with
tag OKVDEF_TAG DI GEST
from this index onwards and
will return the actual index
where the child was found.

Return Values

Return Value

Description

ub4

Length of the attribute value.
Success: Length of the digest attribute.
Failure: 0.

Comments

None.

Example

ub4 ei = 0;
ub4 digestl;

di gest! = okvAttrGetDigestLen(env, ttlv, &ei)

Related Topics
»  okvAttrAddDigest

okvAtt r AddDi gest adds a digest attribute to an OKVTTLV object.

*  okvAttrGetDigest

okvAt t r Get Di gest gets the digest attribute found at or after element index

el em i ndex.

12.1.53 okvAttrGetDigitalSignAlgo

okvAttrGet Di gi tal Si gnAl go gets the digital signature algorithm attribute value from

ORACLE

an OKVTTLYV object.

Catetory

KMIP attribute API

Purpose

okvAttrGet Di gi tal Si gnAl go gets the digital signature algorithm attribute value from

an OKVTTLYV object.
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Syntax

OKVErrNo okvAttrGetDigital SignAl go(OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em.i ndex,
ub4 *digital _sign_alg);

Parameters

Parameter IN/OUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

digital _sign_alg out Digital Signature Algorithm.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failture: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 digital _sign_algo = 0;
okvAttrGetDigital SignAl go(env, ttlv, &digital _sign_algo);

Related Topics

*  okvAttrAddDigitalSignAlgo
okvAt t r AddDi gi t al Si gnAl go adds a digital signature algorithm attribute to an OKVTTLV
object.

12.1.54 okvAttrGetFresh

ORACLE

okvAt t r Get Fresh gets the fresh attribute value from an OKVTTLYV object.

Category

KMIP attribute API

Purpose

okvAtt r Get Fresh gets the fresh attribute value from an OKVTTLV object.
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OKVErrNo okvAttrGet Fresh(OKVEnv *env, OKVTTLV *ttlv, ub8 *fresh);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle

ttlv IN Pointer to the parent
OKVTTLV Object

fresh (68)) Fresh attribute

Return Values

Return Value

Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub8 fresh val;

okvAttrGet Fresh(env, attr, & resh_val);

Related Topics
e okvAttrAddFresh

okvAt t r AddFr esh adds a fresh attribute to an OKVTTLV object.

12.1.55 okvAttrGetinitialDate

okvAttrGetlnitial Date gets the initial date attribute value from an OKVTTLV object.

Category
KMIP attribute API

Purpose

okvAttrGetlnitial Date gets the initial date attribute value from an OKVTTLV object.

Syntax

OKVErrNo okvAttrGetinitial Date( OKVEnv *env, OKVTTLV *ttlv,
ub8 *initial _date);
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Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
Environment handle.

ttlv IN Pointer to OKVTTLV object.

initial_date ot Initial date.

Return Values

Return Value Description

OKVET r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

ub8 ini_date;
okvAttrGetlnitial Date(env, ttlv, & ni_date);

12.1.56 okvAttrGetLastChangeDate

ORACLE

okvAt trGet Last ChangeDat e gets the last change date attribute value from an OKVTTLV
object.

Category
KMIP attribute API

Purpose

okvAt t r Get Last ChangeDat e gets the last change date attribute value from an OKVTTLV
object.
Syntax

OKVErrNo okvAttrGet Last ChangeDat e( OKVEnv *env, OKVTTLV *ttlyv,
ub8 *| ast _change_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

| ast _change date out Last change date.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub8 | ast_change_date;
okvAt t r Get Last ChangeDate(env, ttlv, & ast_change_date);

12.1.57 okvAttrGetLeaseTime

ORACLE

okvAttrGet LeaseTi me gets the lease time attribute value from an OKVTTLV object.

Category
KMIP attribute API

Purpose

okvAttrGet LeaseTi me gets the lease time attribute value from an OKVTTLV object.

Syntax

OKVErrNo okvAttrGetLeaseTi ne(OKVEnv *env, OKVTTLV *ttlv,
ub4 *| ease_tine);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
Environment handle.

ttlv I'N Pointer to the OKVTTLV
object.

| ease_time at Lease time.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.
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None.

Example

ub4 | ease_tine;
okvAttrGetLeaseTi me(env, ttlv, & ease_tine);

12.1.58 okvAttrGetName

Chapter 12
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okvAt t r Get Nane gets the name value, attribute index, and name type of the name attribute

found at or after element index el em i ndex.

Category

KMIP attribute API

Purpose

okvAt t r Get Nane gets the name value, name length, and name type of the name attribute

from the OKVTTLV object.

Syntax

OKVErrNo okvAttrGet Name( OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em. i ndex,
oratext *name, ub4 namel, ub4 *typ);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to the parent TTLV
object.

el em i ndex I N OUT The API will look for the first
occurrence of the child with tag
OKVDEF_TAG_NAME_ST from this
index onwards and will return the
actual index where the child was
found.

name out Name value of the name
attribute.

nanel I N oUT Length of name value of the
name attribute.

typ out Type of the name attribute.

ORACLE
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

The memory to store the name value should be allocated before the function call.

Example

ub4 ei = 0;

ub4 nanetyp;

namel = okvAttrGet NameVal ueLen(env, ttlv, &ei);

oratext * nane = (oratext *) calloc(nanel, sizeof(oratext));
okvAttrGet Nane(env, ttlv, &ei, name, namel, &nametyp);

Related Topics

»  okvAttrGetNameValuelLen
okvAt t r Get NaneVal ueLen gets the length of the name value of the name attribute
found at or after element index el em i ndex.

*  okvAttrAddName
okvAt t r AdddNane adds a name attribute to an OKVTTLV object.

12.1.59 okvAttrGetNameValueLen

ORACLE

okvAt t r Get NaneVal ueLen gets the length of the name value of the name attribute
found at or after element index el em i ndex.

Category
KMIP attribute API

Purpose

okvAt t r Get NaneVal ueLen gets the length of the name attribute from the OKVTTLV
object.

Syntax

ub4 okvAttrGet NameVal ueLen( OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em i ndex);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to the OKVTTLV buffer

to search the name length.

12-68



Chapter 12
Oracle Key Vault KMIP Attributes APIs

Parameter IN/OUT Description

el em i ndex I N QUT The API will look for the first
occurrence of the child with
tag OKVDEF_TAG _NAMVE_ST
from this index onwards and
will return the actual index
where the child was found.

Return Values

Return Value Description

ub4 Length of the attribute value.
Success: Length of the name attribute.
Failure: 0.

Comments

None.

Example

ei =0;

namel = okvAttrGet NaneVal ueLen(env, ttlv, &ei);

Related Topics

*  okvAttrGetName
okvAt t r Get Nane gets the name value, attribute index, and name type of the name
attribute found at or after element index el em i ndex.

* okvAttrAddName
okvAt t r AddName adds a hame attribute to an OKVTTLV obiject.

12.1.60 okvAttrGetObjectGroup

okvAt t r Get Obj ect G oup gets the object group value of the object group attribute found at or
after element index el em i ndex.

Category
KMIP attribute API

Purpose

okvAt t r Get Obj ect G oup gets the object group value of the object group attribute from the
OKVTTLYV object.
Syntax

OKVErrNo okvAttrGet Obj ect G oup( OKVEnv *env, OKVTTLV *ttlyv,
ub4 *el em.i ndex,
oratext *object_group, ub4 *object_groupl);
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Parameters

Parameter IN/OUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

el em i ndex I N oUT The API will look for the first
occurrence of the child with
tag OKVDEF_TAG 0BJ_GROUP
from this index onwards and
will return the actual index
where the child was found.

obj ect _group ot Object group of the object
group attribute.

obj ect _gr oupl I N QUT Length of object group of the

object group attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

The memory for obj ect _group must be allocated before you execute the function call.
Use okvAttr Get Obj ect G oupLen to find the size of memory to be allocated.

Example

ub4 index = 0, obj _grpl;

obj _grpl = okvAttrGet Obj ect G oupLen(env, ttlv, & ndex);

oratext *obj_group = (oratext *)calloc(obj_grpl, sizeof(oratext);
okvAttrGet Obj ect Goup(env, ttlv, & ndex, &obj _group, &obj _grpl);

Related Topics

*  okvAttrGetObjectGroupLen
okvAt t r Get Obj ect G oupLen gets the length of the object group value of the object
group attribute found at or after element index el em i ndex.

*  okvAttrAddObjectGroup
okvAt t r Addhj ect G oup adds an object group attribute to an OKVTTLV object.

12.1.61 okvAttrGetObjectGroupLen

ORACLE

okvAt t r Get Obj ect G oupLen gets the length of the object group value of the object
group attribute found at or after element index el em i ndex.

Category
KMIP attribute API
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okvAt t r Get Obj ect G ouplLen gets the length of the object group from the OKVTTLV object.

Syntax

ub4 okvAttrGet Qbj ect G oupLen( OKVEnv *env, OKVTTLV *ttlv,

ub4 *el em.i ndex);

Parameters

Parameter IN/JOUT Element index

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to the OKVTTLV object.

el em i ndex I N OUT The API will look for the first

occurrence of the child with tag
OKVDEF_TAG_0BJ_GROUP from
this index onwards and will return
the actual index where the child
was found.

Return Values

Return Value

Description

ub4

Length of the attribute value.

Success: Length of the object group attribute
value.

Failure: 0.

Comments

None.

Example

ub4 obj _grpl,

obj _grpl = okvAttrGet Obj ect G oupLen(env, ttlv, & ndex);

Related Topics
e okvAttrAddObjectGroup

okvAt t r Addhj ect Group adds an object group attribute to an OKVTTLYV object.

*  okvAttrGetObjectGroup

okvAt t r Get Obj ect G oup gets the object group value of the object group attribute found at
or after element index el em i ndex.

ORACLE
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okvAt t r Get Obj ect Type gets the object type attribute value from an OKVTTLV object.

Category

KMIP attribute API

Purpose

okvAt t r Get Obj ect Type gets the object type attribute value from an OKVTTLV object.

Syntax
OKVErrNo okvAttrGet Obj ect Type( OKVEnv *env, OKVTTLV *ttlv,
OKVQbj No *typ);

Parameters

Parameter IN/OUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

typ aut Type of the object type
attribute.

Return Values

Return Value Description

OKVEr r No

Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub4 typ;

okvAttrGet Obj ect Type(env, ttlv, &yp);

Related Topics
e okvAttrAddObjectType

okvAt t r AddOhj ect Type adds an object type attribute to an OKVTTLV object.

ORACLE
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12.1.63 okvAttrGetProcessStartDate

okvAttrGet ProcessSt art Dat e gets the process start date attribute value from an OKVTTLV
object.

Category
KMIP attribute API

Purpose

okvAttrGet ProcessSt art Dat e gets the process start date attribute value from an OKVTTLV
object.
Syntax

OKVErrNo okvAttrGet ProcessStart Date( OKVEnv *env, OKVTTLV *ttlv,
ub8 *process_start_date);

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

process_start_date out Process start date.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

ub8 pstart_date;
okvAttrGetProcessStartDate(env, ttlv, &pstart_date);

Related Topics

*  okvAttrAddProcessStartDate
okvAttr AddProcessSt art Dat e adds a process start date attribute to an OKVTTLV object.
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12.1.64 okvAttrGetProtectStopDate

okvAtt r Get Prot ect St opDat e gets the protect stop date attribute value from an
OKVTTLYV object.

Category
KMIP attribute API

Purpose

okvAt tr Get Prot ect St opDat e gets the protect stop date attribute value from an
OKVTTLYV object.
Syntax

OKVErrNo okvAttrGet Protect StopDat e( OKVEnv *env, OKVTTLV *ttlyv,
ub8 *protect_stop_date);

Parameters

Parameter IN/OUT Description

env IN Pointer to Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV parent
object.

protect_stop_date aur Protect stop date.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

ub8 pstop_date;
okvAttrGet Protect StopDate(env, ttlv, &pstop_date);

Related Topics

e okvAttrAddProtectStopDate
okvAt t r AddPr ot ect St opDat e adds a protect stop date attribute to an OKVTTLV

object.
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12.1.65 okvAttrGetRevocationReason

okvAt t r Get Revocat i onReason gets the revocation reason attribute value from an OKVTTLV
object.

Category
KMIP attribute API

Purpose

okvAt t r Get Revocat i onReason gets the revocation reason attribute value from an OKVTTLV
object.
Syntax

OKVErrNo okvAttrGet Revocati onReason( OKVEnv *env, OKVTTLV *ttlv,
oratext *msg, ub4 *megl, ub4 *code);

Parameters

Parameter IN/JOUT Description

env [N Pointer to Oracle Key Vault
environment handle.

ttlv IN Pointer to parent OKVTTLV
object.

code out Revocation code.

msg aut Revocation message.

msgl I N oUT Revocation message length.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

The memory for the nsg argument must be allocated before the function call. The size of
memory to be allocated can be retrieved by using okvAt t r Get Revocat i onReasonMessageLen.
Example

ub4 code;

megl = okvAttrGet Revocati onReasonMessagelen(env, ttlv);
revoke_reason = cal |l oc(nsgl, sizeof(oratext));

okvAt t r Get Revocati onReason(env, ttlv, revoke_reason, &msgl, &code);
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Related Topics

« okvAttrAddRevocationReason
okvAt tr AddRevocat i onReason adds the revocation reason attribute to an
OKVTTLYV object.

e okvAttrGetRevocationReasonMessagelen
okvAt t r Get Revocat i onReasonMessagelen gets the length of the revocation
message value of the revocation reason attribute.

12.1.66 okvAttrGetRevocationReasonMessageLen

ORACLE

okvAt t r Get Revocat i onReasonMessagelen gets the length of the revocation message
value of the revocation reason attribute.

Category
KMIP attribute API

Purpose

okvAt t r Get Revocat i onReasonMessagelen gets the length of the revocation message
value of the revocation reason attribute.

Syntax

ub4 okvAttrGet Revocati onReasonMessageLen( OKVEnv *env, OKVTTLV *ttlv);

Parameters
Parameters IN/JOUT Description
env I'N Pointer to Oracle Key Vault
environment handle.
ttlv IN Pointer to the OKVTTLV
object.
Return Values
Return Value Description
ub4 Length of the attribute value.
Success: Length of the revocation message.
Failure: 0.
Comments
None.
Example
ub4 msgl ;

megl = okvAttrGet Revocati onReasonMessagelen(env, ttlv);
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okvAt t r AddRevocat i onReason adds the revocation reason attribute to an OKVTTLV

object.

*  okvAttrGetRevocationReason

okvAt t r Get Revocat i onReason gets the revocation reason attribute value from an

OKVTTLYV object.

12.1.67 okvAttrGetState

okvAttrGet St at e gets the state attribute value from an OKVTTLV object.

ORACLE

Category
KMIP attribute API

Purpose

okvAt t r Get St at e gets the state attribute value from an OKVTTLV object.

Syntax

OKVErrNo okvAttrGet State(OKVEnv *env, OKVTTLV *ttlv, ub4 *state);

Parameters

Parameter IN/JOUT State

env I'N Pointer to parent OKVTTLV
object.

ttlv IN Pointer to OKVTTLV parent
object.

state aut State.

Return Values

Return Value

Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

ub4 val _state;
okvAttrGet State(env, attr, &val _state);
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12.1.68 okvAttrGetUniquelD

okvAt t r Get Uni quel D gets the unique identifier attribute value from an OKVTTLV
object.

Category
KMIP attribute API

Purpose

okvAt t r Get Uni quel D gets the unique identifier attribute value from an OKVTTLV
object.

Syntax

OKVErrNo okvAttrGet Uni quel D{ OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em.index,
oratext *uid, ub4 *uidl);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV
parent object.

el em i ndex I N QUT The API will look for the first
occurrence of the child with
tag OKVDEF_TAG _| D from this
index onwards and will store
the actual index where the
child was found.

uid aut Pointer to memory storing the
unique identifier.

ui di1 I N QUT Unique identifier length.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

The memory to store the UID should be allocated before API is called. To fetch the
length, execute okvAt t r Get Uni quel DLen.

ORACLE 12-78



Chapter 12
Oracle Key Vault KMIP Attributes APIs

Example

ub4 index = 0;

oui dl = okvAttrGetUni quel DLen(env, ttlv, & ndex);

oratext *ouid = (oratext *) calloc (ouidl,sizeof(oratext));
okvAttrGetUni quel D(env, ttlv, & , &ouid[0], &ouidl);

Related Topics

*  okvAttrAddUniquelD
okvAt t r AddUni quel D adds a unique identifier attribute to an OKVTTLV object.

e okvAttrGetUniquelDLen
okvAt t r Get Uni quel DLen gets the length of the unique identifier value of the unique
identifier attribute.

12.1.69 okvAttrGetUniquelDLen

okvAtt r Get Uni quel DLen gets the length of the unique identifier value of the unique identifier
attribute.

Category
KMIP attribute API

Purpose

okvAt t r Get Uni quel DLen gets the length of the unique identifier value of the unique identifier
attribute.
Syntax

ub4 okvAttrGet Uni quel DLen( OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em.i ndex);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

ttlv IN TTLV parent object containing
the UID.

el em i ndex I N oUT The API will look for the first

occurrence of the child with tag

OKVDEF_TAG _| D from this index
onwards and will store the actual
index where the child was found.
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Return Values

Return Value Description

ub4 Length of the attribute value.
Success: Positive integer indicating the length
of UID.
Failure: 0.

Comments

None.

Example

oui dl = okvAttrGetUni quel DLen(env, ttlv, & ndex);
okvAttrGet Uni quel D(env, ttlv, & ndex, &ouid[0], &ouidl);

Related Topics

e okvAttrAddUniquelD
okvAt t r AddUni quel D adds a unique identifier attribute to an OKVTTLV object.

*  okvAttrGetUniquelD
okvAt t r Get Uni quel D gets the unique identifier attribute value from an OKVTTLV
object.

12.1.70 okvAttrGetUsageLimits

ORACLE

okvAt t rGet UsageLi m t s gets the usage limits attribute value from an OKVTTLV
object.

Category
KMIP attribute API

Purpose

okvAttrGet UsageLi m ts() gets the usage limit attribute value from an OKVTTLV
object.
Syntax

OKVErr No okvAt trGet UsageLi m t s(OKVEnv *env, OKVTTLV *ttlyv,
ub8 *total, ub8 *count, ub4 *unit);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle.

ttlv IN Oracle TTLV parent object.

total ot Usage limits total.

count (08)) Usage limits count.

uni t aur Usage limits type.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

ub4 utype;
ub8 utotal, ucount;
okvAttrGet UsageLimts(env, ttlv, &utotal, &ucount, &utype);

Related Topics

e okvAttrAddUsageLimits
okvAtt r AddUsageLi m t s adds a usage limits attribute to an OKVTTLV object.

12.1.71 okvAttrGetX509Certld

okvAttrGet X509Cert | d gets the X.509 Certificate ID attribute value from an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAttrGet X509Cer t | d gets the X.509 Certificate ID attribute value from an OKVTTLV object.

Syntax

OKVErrNo okvAttrGet X509Cert | d( OKVEnv *env, OKVTTLV *ttlv,
oratext *issuer, ub4 *issuerl,
oratext *serialno, ub4 *serialnol);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

i ssuer aut Certificate issuer.

i ssuerl ot Certificate issuer length.

serial no out Certificate serial number.

seri al nol out Certificate serial number length.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

The memory to store the X.509 Certificate ID value which consists of issuer and serial
number values should be allocated before this APl is called.

okvAttrGet X509Cert | dl ssuer Len and okvAttrGet X509Cert | dSeri al NoLen can be
used to get the issuer and serial number value lengths respectively.

Example

oratext *issuer = (oratext *)NULL;

oratext *serial = (oratext *)NULL;

ub4 issuer_len = okvAttrGet X509Cert|dl ssuerlLen(env, ttlv);
ub4 serial _| en = okvAttrGet X509Cert | dSerial NoLen(env, ttlv);

i ssuer
serial

cal loc(issuer_len + 1, sizeof(oratext));
calloc(serial _len + 1, sizeof(oratext));

okvAttrGet X509Certld(env, ttlv, issuer, & ssuer_|en,
serial, &serial_len);

/* Free 'issuer' and 'serial' */

Related Topics

e okvAttrAddX509Certld
okvAt t r AddX509Cert | d adds an issuer and serial number which forms the X.509
Certificate ID attribute to an OKVTTLV object.

*  okvAttrGetX509CertldlssuerLen
okvAt trGet X509Cer t | dl ssuer Len gets the length of the certificate issuer value of
the X.509 Certificate ID attribute from an OKVTTLV object.

*  okvAttrGetX509CertldSerialNoLen
okvAttrGet X509Cert | dSeri al NoLen gets the length of the certificate serial number
value of the X.509 Certificate ID attribute from an OKVTTLV object.

12.1.72 okvAttrGetX509CertldIssuerLen

okvAttrGet X509Cer t | dl ssuer Len gets the length of the certificate issuer value of the
X.509 Certificate ID attribute from an OKVTTLV object.

Catetory
KMIP attribute API

ORACLE 12-82



Chapter 12
Oracle Key Vault KMIP Attributes APIs

Purpose

okvAttrGet X509Cer t | dl ssuer Len gets the length of the certificate issuer value of the X.509
Certificate ID attribute from an OKVTTLYV object.

Syntax
ub4 okvAttrGet X509Cert | dl ssuerLen( OKVEnv *env, OKVTTLV *ttlv);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

Return Values

Return Value Description

ub4 Length of the attribute value.

Success: Length of the certificate issuer value of
the X.509 Certificate ID.

Failure: 0

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 issuerl = 0;
i ssuerl = okvAttrGetX509Cert|dlssuerLen(env, ttlv);

Related Topics

e okvAttrAddX509Certld
okvAt t r AddX509Cert | d adds an issuer and serial number which forms the X.509
Certificate 1D attribute to an OKVTTLV object.

*  okvAttrGetxX509Certld
okvAt trGet X509Cer t 1 d gets the X.509 Certificate ID attribute value from an OKVTTLV
object.

*  okvAttrGetX509CertldSerialNoLen
okvAttrGet X509Cert | dSeri al NoLen gets the length of the certificate serial number value
of the X.509 Certificate ID attribute from an OKVTTLV object.
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12.1.73 okvAttrGetX509CertldSerialNoLen

okvAttrGet X509Cer t | dSeri al NoLen gets the length of the certificate serial number
value of the X.509 Certificate ID attribute from an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt trGet X509Cert | dSeri al NoLen gets the length of the certificate serial number
value of the X.509 Certificate ID attribute from an OKVTTLV object.

Syntax

ub4 okvAttrGet X509Cert | dSerial NoLen( OKVEnv *env, OKVTTLV *ttlv);

Parameters

Parameter IN/JOUT Description
env IN Pointer to the Oracle Key Vault

environment handle.

ttlv I'N Pointer to the OKVTTLV object.
Return Values

Return Value Description
ub4 Length of the attribute value.

Success: Length of the certificate serial
number value of the X.509 Certificate ID.

Failure: 0

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 serialnol = 0;
serial nol = okvAttrGet X509Cert|dSerial NoLen(env, ttlv);
Related Topics

*  okvAttrAddX509Certld
okvAt t r AddX509Cert | d adds an issuer and serial number which forms the X.509
Certificate ID attribute to an OKVTTLV object.
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*  okvAttrGetX509Certld
okvAt trGet X509Cer t 1 d gets the X.509 Certificate ID attribute value from an OKVTTLV
object.

*  okvAttrGetX509CertldIssuerLen
okvAttrGet X509Cert | dl ssuer Len gets the length of the certificate issuer value of the
X.509 Certificate 1D attribute from an OKVTTLV object.

12.1.74 okvAttrGetX509Certlss

okvAttrGet X509Cert | ss gets the X.509 Certificate Issuer distinguished name attribute value
from an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt trGet X509Cer t | ss gets the X.509 Certificate Issuer distinguished name attribute value
from an OKVTTLYV object.
Syntax

OKVErrNo okvAttrGet X509Cert | ss(OKVEnv *env, OKVTTLV *ttlyv,
oratext *dn, ub4 *dnl);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

dn aut Certificate Issuer distinguished name.

dnl I N OUT Certificate Issuer distinguished name length.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failture: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

The memory to store the X.509 Certificate Issuer distinguished name value should be
allocated before this API is called.
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okvAt t r Get X509Cer t | ssDNLen can be used to get the X.509 Certificate Issuer
distinguished name value length.

Example

oratext *issuer = (oratext *)NULL;
ub4 issuer_len = okvAttrGet X509Cert|ssDNLen(env, ttlv);
i ssuer = calloc(issuer_len + 1, sizeof(oratext));

okvAttrGet X509Cert|ss(env, ttlv, issuer, & ssuer_|len);
/* Free 'issuer' */

Related Topics

*  okvAttrAddX509Certlss
okvAtt r AddX509Cer t | ss adds a X.509 Certificate Issuer distinguished name
attribute to an OKVTTLV object.

e okvAttrAddX509CertlssAltName
okvAt t r AddX509Cert | ssAl t Nane adds a X.509 Certificate Issuer Alternate name
attribute to an OKVTTLYV object.

*  okvAttrGetX509CertlssAltName
okvAt trGet X509Cer t | ssAl t Nane gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLV object found at or after the element index
el em i ndex.

*  okvAttrGetX509CertlssAltNameLen
okvAt trGet X509Cer t 1 ssAl t NaneLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLV object found at or after the element index
el em i ndex.

*  okvAttrGetX509CertlssDNLen
okvAt t r Get X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer
distinguished name value from an OKVTTLYV object.

12.1.75 okvAttrGetX509CertIssAltName

ORACLE

okvAttrGet X509Cert | ssAl t Nane gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLYV object found at or after the element index
el em i ndex.

Catetory
KMIP attribute API

Purpose

okvAttrGet X509Cer t | ssAl t Name gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLYV object found at or after the element index
el em i ndex.

Syntax

OKVErrNo okvAttrGet X509Cert | ssAl t Name( OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em i ndex,
oratext *alt_name, ub4 *alt_nanel);
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Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

el em i ndex I N OUT Index of child OKVTTLYV to start the lookup.

alt_nane aut Certificate Issuer Alternate name.

al t _nanel I N oUT Certificate Issuer Alternate name length.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failture: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

The memory to store the X.509 Certificate Issuer alternate name value should be allocated
before the function call.

okvAt trGet X509Cer t 1 ssAl t NaneLen can be used to get the X.509 Certificate Issuer alternate
name value length.

Example

oratext *issuer_alt_name = (oratext *)NULL;
ub4 issuer_alt_name_len = okvAttrGet X509Cert|ssA t NameLen(env, ttlv, 0);
i ssuer_alt_name = calloc(issuer_alt_name_len + 1, sizeof(oratext));

okvAt t r Get X509Cert |1 ssAl t Nane(env, ttlv, 0, issuer_alt_nane,
& ssuer_alt_nane_| en);

/* Free 'issuer_alt _name' */

Related Topics

*  okvAttrAddX509Certlss
okvAtt r AddX509Cer t | ss adds a X.509 Certificate Issuer distinguished name attribute to
an OKVTTLYV object.

e okvAttrAddX509CertlssAltName
okvAt tr AddX509Cert | ssAl t Nane adds a X.509 Certificate Issuer Alternate name attribute
to an OKVTTLYV object.

*  okvAttrGetX509Certlss
okvAt trGet X509Cert | ss gets the X.509 Certificate Issuer distinguished name attribute
value from an OKVTTLYV object.
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okvAttrGetX509CertlssAltNameLen
okvAt trGet X509Cer t | ssAl t NaneLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLV object found at or after the element index

el em i ndex.

*  okvAttrGetX509CertlssDNLen
okvAt trGet X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer
distinguished name value from an OKVTTLV object.

12.1.76 okvAttrGetX509CertissAltNamelLen

ORACLE

okvAt trGet X509Cer t | ssAl t NaneLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLV object found at or after the element index
el em i ndex.

Catetory
KMIP attribute API

Purpose

okvAttrGet X509Cert | ssAl t NaneLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLV object found at or after the element index
el em i ndex.

Syntax

Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv I'N Pointer to the OKVTTLV object.

el em i ndex I N ouT Index of child OKVTTLYV to start the
lookup.

Return Values

Return Value Description

ub4 Length of the attribute value.

Success: Length of the X.509 certificate
issuer alternate name value.

Failure: 0.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.
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Example

ub4 issuer_alt_nanel = 0;
i ssuer_alt_namel = okvAttrGet X509Cert|ssAltNaneLen(env, ttlv, 0);
Related Topics

e okvAttrAddX509Certlss
okvAt t r AddX509Cer t | ss adds a X.509 Certificate Issuer distinguished name attribute to
an OKVTTLYV object.

*  okvAttrAddX509CertIssAltName
okvAtt r AddX509Cert | ssAl t Nane adds a X.509 Certificate Issuer Alternate name attribute
to an OKVTTLV object.

*  OokvAttrGetX509Certlss
okvAttrGet X509Cert | ss gets the X.509 Certificate Issuer distinguished name attribute
value from an OKVTTLYV object.

*  OkvAttrGetX509CertlssAltName
okvAt trGet X509Cer t | ssAl t Nane gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLYV object found at or after the element index el em i ndex.

*  okvAttrGetX509CertlssDNLen
okvAt t r Get X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer
distinguished name value from an OKVTTLYV object.

12.1.77 okvAttrGetX509CertIssDNLen

okvAt t r Get X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer distinguished
name value from an OKVTTLV object.

Catetory
KMIP attribute API

Purpose

okvAt trGet X509Cer t | ssDNLen gets the length of the X.509 Certificate Issuer distinguished
name value from an OKVTTLV object.

Syntax
ub4 okvAttrGet X509Cert | ssDNLen( OKVEnv *env, OKVTTLV *ttlv);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

ORACLE 12-89



Chapter 12
Oracle Key Vault KMIP Attributes APIs

Return Values

Ret!

urn Value Description

ub4

Length of the attribute value.

Success: Length of the X.509 certificate
issuer distinguished name value.

Failure: 0.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 issuerl = 0;
i ssuerl = okvAttrGCet X509Cert|ssDNLen(env, ttlv);

Related Topics

okvAttrAddX509Certlss
okvAttrAddX509Cert | ss adds a X.509 Certificate Issuer distinguished name
attribute to an OKVTTLV object.

okvAttrAddX509CertlssAltName
okvAt t r AddX509Cert | ssAl t Nane adds a X.509 Certificate Issuer Alternate name
attribute to an OKVTTLYV object.

okvAttrGetX509Certlss
okvAt trGet X509Cer t | ss gets the X.509 Certificate Issuer distinguished name
attribute value from an OKVTTLYV object.

okvAttrGetX509CertlssAltName

okvAt trGet X509Cer t | ssAl t Nane gets the X.509 Certificate Issuer alternate name
attribute value from an OKVTTLV object found at or after the element index

el em i ndex.

okvAttrGetX509CertlssAltNameLen

okvAt trGet X509Cert | ssAl t NaneLen gets the length of the X.509 Certificate Issuer
Alternate name value from an OKVTTLYV object found at or after the element index
el em i ndex.

12.1.78 okvAttrGetX509CertSubj

okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name
attribute value from an OKVTTLYV object.

Catetory

KMIP attribute API

ORACLE
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Purpose

okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name attribute
value from an OKVTTLYV object.

Syntax

OKVErrNo okvAttrGet X509Cert Subj (OKVEnv *env, OKVTTLV *ttlv,
oratext *dn, ub4 *dnl);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

dn ot Certificate Subject distinguished name.

dnl I N oUT Certificate Subject distinguished name
length.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failture: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

The memory to store the X.509 Certificate Subject distinguished name value should be
allocated before this APl is called.

okvAt t r Get X509Cer t Subj DNLen can be used to get the X.509 Certificate Subject
distinguished name value length.

Example

oratext *subject = (oratext *)NULL;
ub4 subject _|en = okvAttrGet X509Cert Subj DNLen(env, ttlv);

subject = calloc(subject_len + 1, sizeof(oratext));
okvAt t r Get X509Cert Subj (env, ttlv, subject, &subject_len);

/* Free 'subject’ */
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Related Topics

*  okvAttrAddX509CertSubj
okvAt t r AddX509Cer t Subj adds a X.509 Certificate Subject distinguished name
attribute to an OKVTTLYV object.

e okvAttrAddX509CertSubjAltName
okvAt t r AddX509Cer t Subj Al t Nane adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLV object.

*  okvAttrGetX509CertSubjAltName
okvAt t r Get X509Cer t Subj Al t Nanme gets the X.509 Certificate Subject alternate
name attribute value from an OKVTTLV object found at or after the element index
el em i ndex.

*  okvAttrGetX509CertSubjAltNameLen
okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate
Subject Alternate name value from an OKVTTLYV object found at or after the
element index el em i ndex.

e okvAttrGetX509CertSubjDNLen
okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject
distinguished name value from an OKVTTLV object.

12.1.79 okvAttrGetX509CertSubjAltName

ORACLE

okvAt t r Get X509Cer t Subj Al t Nanme gets the X.509 Certificate Subject alternate name
attribute value from an OKVTTLYV object found at or after the element index
el em i ndex.

Catetory
KMIP attribute API

Purpose

okvAt t rGet X509Cer t Subj Al t Nanme gets the X.509 Certificate Subject alternate name
attribute value from an OKVTTLV object found at or after the element index
el em i ndex.

Syntax

OKVErrNo okvAttrGet X509Cert Subj Al t Name( OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em i ndex,
oratext *alt_name, ub4 *alt_nanel);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to the OKVTTLV object.

el em i ndex I N oUT Index of child OKVTTLYV to start the
lookup.

alt_nane our Certificate Subject Alternate name.

alt _nanel I N OUT Certificate Subject Alternate name length.
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Return Values

Return Value Description

OKVErr No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failture: A valid error number is returned for the
error on top of the error stack.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

The memory to store the X.509 Certificate Subject alternate name value should be allocated
before the function call.

okvAt t r Get X509Cer t Subj Al t NanmeLen can be used to get the X.509 Certificate Subject
alternate name value length.

Example

oratext *subject_alt_name = (oratext *)NULL;
ub4 subject _alt_name_l en = okvAttrGet X509Cert Subj Al t NameLen(env, ttlv, 0);

subject _alt_nane = call oc(subject_alt_nanme_len + 1, sizeof(oratext));

okvAt t r Get X509Cert Subj Al t Name(env, ttlv, 0, subject_alt_nane,
&subj ect _alt_name_l en);

/* Free 'subject_alt_nane' */

Related Topics

e okvAttrAddX509CertSubj
okvAt t r AddX509Cer t Subj adds a X.509 Certificate Subject distinguished name attribute
to an OKVTTLV object.

e okvAttrAddX509CertSubjAltName
okvAt t r AddX509Cer t Subj Al t Nanme adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLYV object.

*  okvAttrGetX509CertSubj
okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name attribute
value from an OKVTTLYV object.

*  okvAttrGetX509CertSubjAltNameLen
okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate Subject
Alternate name value from an OKVTTLYV object found at or after the element index
el em i ndex.

e okvAttrGetX509CertSubjDNLen
okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject
distinguished name value from an OKVTTLV object.
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12.1.80 okvAttrGetX509CertSubjAltNameLen

okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate Subject
Alternate name value from an OKVTTLV object found at or after the element index

el em i ndex.

Catetory

KMIP attribute API

Purpose

okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate Subject
Alternate name value from an OKVTTLYV object found at or after the element index

el em.index.

Syntax

ub4 okvAttrGet X509Cert Subj Al t NaneLen( OKVEnv *env, OKVTTLV *ttlv,

ub4 *el em i ndex);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to the OKVTTLV object.

el em i ndex I N oUT Index of child OKVTTLYV to start the
lookup.

Return Values

Return Value Description

ub4

Length of the attribute value.

Success: Length of the X.509 certificate
subject alternate name value.

Failure: 0.

Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 subj _alt_nanel
subj _alt_nanel

ORACLE

= okvAttrGet X509Cert Subj Al t NaneLen(env, ttlv, 0);
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Related Topics

okvAttrAddX509CertSubj
okvAt t r AddX509Cer t Subj adds a X.509 Certificate Subject distinguished name attribute
to an OKVTTLYV object.

okvAttrAddX509CertSubjAltName
okvAt t r AddX509Cer t Subj Al t Nane adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLV object.

okvAttrGetX509CertSubj
okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name attribute
value from an OKVTTLV object.

okvAttrGetX509CertSubjAltName
okvAt trGet X509Cer t Subj Al t Narre gets the X.509 Certificate Subject alternate name
attribute value from an OKVTTLV object found at or after the element index el em i ndex.

okvAttrGetX509CertSubjDNLen
okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject
distinguished name value from an OKVTTLYV object.

12.1.81 okvAttrGetX509CertSubjDNLen

okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject distinguished
name value from an OKVTTLV object.

Catetory

KMIP attribute API

Purpose

okvAt t r Get X509Cer t Subj DNLen gets the length of the X.509 Certificate Subject distinguished
name value from an OKVTTLV object.

Syntax

ub4 okvAttrCGet X509Cert Subj DNLen( OKVEnv *env, OKVTTLV *ttlv);

Parameters

Parameter IN/JOUT Description

env I'N Pointer to the Oracle Key Vault environment
handle.

ttlv IN Pointer to the OKVTTLV object.

Return Values

Return Value Description

ub4

Length of the attribute value.

Success: Length of the X.509 certificate subject
distinguished name value.

Failure: 0.

ORACLE
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Supported Versions

Oracle Key Vault C SDK version 21.2.0.0.0 and later.

Comments

None.

Example

ub4 subjl = 0;
subj | = okvAttrGet X509Cert Subj DNLen(env, ttlv);

Related Topics

*  okvAttrAddX509CertSubj
okvAt t r AddX509Cer t Subj adds a X.509 Certificate Subject distinguished name
attribute to an OKVTTLYV object.

e okvAttrAddX509CertSubjAltName
okvAt t r AddX509Cer t Subj Al t Nane adds a X.509 Certificate Subject Alternate name
attribute to an OKVTTLV object.

*  okvAttrGetX509CertSubj
okvAt t r Get X509Cer t Subj gets the X.509 Certificate Subject distinguished name
attribute value from an OKVTTLYV object.

*  okvAttrGetX509CertSubjAltName
okvAt t r Get X509Cer t Subj Al t Nane gets the X.509 Certificate Subject alternate
name attribute value from an OKVTTLV object found at or after the element index
el em i ndex.

*  okvAttrGetX509CertSubjAltNameLen
okvAt t r Get X509Cer t Subj Al t NaneLen gets the length of the X.509 Certificate
Subject Alternate name value from an OKVTTLV object found at or after the
element index el em i ndex.

12.1.82 okvGetAttributeObject

ORACLE

okvGet Attri but eQbj ect gets the attribute, its name, and index from the parent
attribute found at element index el em i ndex.

Category
KMIP attribute API

Purpose

okvGet Attri but eChj ect gets the attribute, its name and index from the parent
attribute found at element index el em i ndex. The actual attribute value can be
retrieved using one of the other functions defined in this section.

Syntax

OKVErrNo okvGet Attribut eQbj ect (OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em. i ndex,
OKVAttrNo *attrno, ub4 *attr_index, OKVTTLV **attr);
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Parameters

Parameter IN/JOUT Description

env IN Pointer to the Oracle Key Vault
environment handle.

ttlv IN Pointer to OKVTTLV object.

el em i ndex I N OUT The API will return the attribute
number, attribute index and
attribute value at the child at
index pointed to by el em i ndex.

attrno out Oracle Key Vault attribute
number.

attr_index out Attribute index.

attr aut TTLV object containing attribute
value.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

This API is useful when it is required to parse the parent TTLV and find the various attribute
and their corresponding values. The following example shows how we can use this API to
parse a KMIP TTLV for name attribute.

Example

ub4 i =0, ret_name_attrl, attrno, ret_index_name_attr;
OKVTTLV *nane_attr_out;
oratext * ret_nanme_attr;

whi | e( OKV_ATTR_NOT_FOUND ! =
okvGet AttributeCbject(env, attr_out_list, &,
&attrno, &ret_index_nane_attr, &name_attr_out))

{
if(attrno == OKVAttrNane)
{
ret_name_attrl = okvAttrGet NaneVal ueLen(env, nane_attr_out, & );
ret_name_attr = calloc(ret_nanme_attrl, sizeof(oratext));
okvAttrGet Nane(env, nane_attr_out, &,
ret_name_attr, ret_nane_attrl, &yp);
break;
}
el se
{ .
i ++:
}
}

ORACLE 12-97



Chapter 12
Oracle Key Vault KMIP Custom Attribute APIs

Related Topics

okvAddAttributeObject
okvAddAttri but eCbj ect adds an attribute object to the parent TTLV object.

12.2 Oracle Key Vault KMIP Custom Attribute APIs

The KMIP Custom Attribute APIs are listed in this section.

ORACLE

About the KMIP Custom Attributes API
The Oracle Key Vault KMIP custom attributes follow a set of strict guidelines.

okvCustomAttrAddBoolean
okvCust omAt t r AddBool ean adds a Boolean data type to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrAddByteString
okvCust omAt t r AddByt eSt ri ng adds a byte string data type to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrAddDateTime
okvCust omAt t r AddDat eTi ne adds a date time data type to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrAddEnum
okvCust omAt t r AddEnumadds an enumeration data type to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrAddinteger
okvCust omAt t r Addl nt eger adds an integer data type to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrAddinterval
okvCust omAt t r Addl nt erval adds an interval data type to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrAddLonginteger
okvCust omAt t r AddLongl nt eger adds a long integer data type to the custom
attribute specified by the OKVTTLV parent object.

okvCustomAttrAddStructure
okvCust omAt t r AddSt ruct ur e adds a TTLV structure to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrAddTextString
okvCust omAt t r AddText St ri ng adds a text string data type to the custom attribute
specified by the OKVTTLV parent object.

okvCustomAttrGet
okvCust omAt t r Cet finds any custom attribute at or after element index el em i nd.

okvCustomAttrGetBoolean
okvCust omAt t r Get Bool ean fetches a Boolean data type found at the element
index el em i nd.

okvCustomAttrGetByName
okvCust omAt t r Get ByNane finds custom attribute with name nane at or after the
element index el em i nd.
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*  okvCustomAttrGetByteString
okvCust omAt t r Get Byt eStri ng returns the byte string data type found at the element
index el em i nd.

*  okvCustomAttrGetByteStringLen
okvCust omAt t r Get Byt eSt ri nglen returns the length of the byte string data type found at
the element index el em i nd.

» okvCustomAttrGetByType
okvCust omAt t r Get By Type finds any custom attribute of type t yp at or after the element
index el em i nd, and returns the actual element index and length of the name of the
custom attribute.

» okvCustomAttrGetDateTime
okvCust omAt t r Get Dat eTi ne returns a date time data type found at the element index
el emind.

*  okvCustomAttrGetEnum
okvCust omAt t r Get Enumreturns an enumeration data type found at the element index
el emind.

e okvCustomAttrGetinteger
Returns an integer data type found at element index el em i nd in the custom attribute
specified by the OKVTTLV parent object along with the attribute index.

» okvCustomAttrGetinterval
okvCust omAttr Get I nterval returns an interval data type found at the element index
el emind.

e okvCustomAttrGetLonglnteger
okvCust omAt t r Get Longl nt eger returns a long integer data type found at the element
index el em i nd.

* okvCustomAttrGetStructure
okvCust omAt t r Get St ruct ur e returns a TTLV structure data type found at element
index el em i nd.

e okvCustomAttrGetTextString
okvCust omAt t r Get Text St ri ng returns the text string data type found at the element index
el emind.

*  okvCustomAttrGetTextStringLen
okvCust omAt t r Get Text St ri nglLen returns the length of the text string data type found at
the element index el em i nd.

12.2.1 About the KMIP Custom Attributes API

The Oracle Key Vault KMIP custom attributes follow a set of strict guidelines.

The custom attributes can have structures but the structures cannot have structures within
them.

All client KMIP custom attribute names can begin with x- only. Any Oracle Key Vault custom
attribute not starting with this prefix will be rejected.
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< Note:

Do not use the prefix of x- OKV with custom attribute names. The custom
attributes that start with the x- OKV prefix are reserved for use by Oracle Key
Vault only.

Functions that return the OKVTTLV object have the following interpretation:

e On success, a valid KVTTLV object for the attribute is returned.
e On failure, a NULL pointer is returned.

Functions that return the length of the retrieved object have the following
interpretation:

* On success, a length of the buffer is returned.
e On failure, zero (0) is returned.

The following Oracle Key Vault functions add and retrieve custom attributes of a
specific KMIP Data type from the OKVTTLV object. The functions have the following
construction in general:

e okvCust omAt t r AddType adds the custom attribute name and value to the OKVTTLV
parent object.

» okvCust omit tr Get TypelLen gets the length of the custom attribute value from the
OKVTTLV parent object for KMIP Data Types that don’t have fixed length.

e okvCust omAt t r Get Type gets the custom attribute name and value from the
OKVTTLV parent object.

The attribute index and element index used in the Oracle Key Vault functions have the
same meaning as the standard Oracle Key Vault KMIP attribute APIs, but with the
following exception:

Custom attributes have iterator functions because the endpoint may not know the type
of the custom attribute with a given name. This makes it necessary to iterate over all
types of custom attributes. But when a custom attribute with a given name is located,
then the element index points that attribute for certain. Therefore, the get functions for
the custom attributes do not have to look for the attribute at all and do not have to
update the element index passed in.

Related Topics

e About the Oracle Key Vault KMIP Attribute APIs
This section describes the interfaces that help create and interpret Oracle Key
Vault KMIP attributes.

12.2.2 okvCustomAttrAddBoolean

okvCust omAt t r AddBool ean adds a Boolean data type to the custom attribute specified
by the OKVTTLV parent object.

Category
KMIP custom attributes API
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Purpose

okvCust omAt t r AddBool ean adds a Boolean data type to the custom attribute specified by the
OKVTTLYV parent object.

Syntax

OKVTTLV * okvCust omAt t r AddBool ean( OKVEnv *env, OKVTTLV *ttlv,
oratext *nanme, ub4 nanel,
ub8 bool _val, ub4 attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle

ttlv I'N TTLV parent object

nane I'N Name of custom attribute

nanel IN Length of name of custom
attribute

bool _val IN Boolean value to be added to the
custom attribute

attr_index IN Attribute index of the Boolean

custom attribute

Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.

Success: Pointer to OKVTTLV object with
Boolean data type added.

Failure: NULL.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVITLV *)NULL;

req = okvEnvGet OpRequest Obj (env);

attr_in = okvCustomhttrAddBool ean(env, req, "x-M/ Bool ean",
strlen("x-M Bool ean"),
00000001, 0);

okvAddAttribute(env, uid, &ttr_in);

Related Topics

» okvCustomAttrGetBoolean
okvCust omAt t r Get Bool ean fetches a Boolean data type found at the element index
el emind.
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12.2.3 okvCustomAttrAddByteString

ORACLE

okvCust omAt t r AddByt eSt ri ng adds a byte string data type to the custom attribute
specified by the OKVTTLV parent object.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r AddByt eSt ri ng adds a byte string data type to the custom attribute
specified by the OKVTTLV parent object.

Syntax

OKVTTLV *okvCust omAt t r AddByt eStri ng( OKVEnv *env, OKVTTLV *ttlv,
oratext *name, ub4 nanel,
ubl *byte, ub4 bytel, ub4 attr_index);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle

ttlv IN TTLV parent object

name I'N Name of custom attribute

namel I'N Length of name of custom
attribute

byte I'N Byte string

byt el IN Length of byte string

attr_index IN Attribute index of the byte

string custom attribute

Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.

Success: Pointer to OKVTTLV object with byte
string added.

Failure: NULL.

Comments
None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *) NULL;
ubl *byte = "ByteOne";

req = okvEnvGet QpRequest Qbj (env);
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attr_in = okvCustomAttrAddByteString(env, req, "x-M/ Byte String",
strlen("x-M Byte String"),
byte, strlen(byte), 0);
okvAddAttribute(env, uid, &ttr_in);

Related Topics

*  okvCustomAttrGetByteStringLen
okvCust omAt t r Get Byt eSt ri ngLen returns the length of the byte string data type found at
the element index el em i nd.

* okvCustomAttrGetByteString
okvCust omAt t r Get Byt eStri ng returns the byte string data type found at the element
index el em.i nd.

12.2.4 okvCustomAttrAddDateTime

ORACLE

okvCust omAt t r AddDat eTi ne adds a date time data type to the custom attribute specified by
the OKVTTLYV parent object.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r AddDat eTi me adds a date time data type to the custom attribute specified by
the OKVTTLYV parent object.

Syntax

OKVTTLV * okvCust omAt t r AddDat eTi me( OKVEnv *env, OKVTTLV *ttlv,
oratext *nane, ub4 nanel,
ub8 date_time, ub4 attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle

ttlv I'N TTLV parent object

nane I'N Name of custom attribute

nanel IN Length of name of custom
attribute

date time IN Date time value to be added to
the custom attribute

attr_index IN Attribute index of the date time

custom attribute
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Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.

Success: Pointer to OKVTTLV object with
date time custom attribute added.

Failure: NULL.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *) NULL;
tinme_t current _time = tinme((time_t *)NULL);

req = okvEnvGet QpRequest Qbj (env);

attr_in = okvCustomhAttrAddDat eTi ne(env, req, "x-M Date Tine",
strien("x-MW Date Tine"),
(ub8) current_time, 0);

okvAddAttribute(env, uid, &ttr_in);

Related Topics

» okvCustomAttrGetDateTime
okvCust omAt t r Get Dat eTi ne returns a date time data type found at the element
index el em i nd.

12.2.5 okvCustomAttrAddEnum

okvCust omAt t r AddEnumadds an enumeration data type to the custom attribute
specified by the OKVTTLV parent object.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r AddEnumadds an enumeration data type to the custom attribute
specified by the OKVTTLV parent object.

Syntax

OKVTTLV * okvCust omAt t r AddEnun{ OKVEnv *env, OKVTTLV *ttlv,
oratext *name, ub4 nanel,
ub4 enunval , ub4 attr_index);

Parameters
Parameter IN/OUT Description
env IN Oracle Key Vault environment

handle
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Parameter IN/OUT Description

ttlv I'N TTLV parent object

nane I'N Name of custom attribute

nanel I'N Length of name of custom
attribute

enunval I'N Enum value to be added to the

custom attribute

attr_index IN Attribute index of enumeration
custom attribute

Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.

Success: Pointer to OKVTTLV object with
enumeration values added.

Failure: NULL.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVITLV *)NULL;

req = okvEnvGet OpRequest Obj (env);

attr_in = okvCustomhttrAddEnum(env, req, "Xx-My Enuneration",
strlen("x-M/ Enuneration"),
CRYPTO_ALG DES, 0);

okvAddAttribute(env, uid, &ttr_in);

Related Topics

*  okvCustomAttrGetEnum
okvCust omAt t r Get Enumreturns an enumeration data type found at the element index
el emind.

12.2.6 okvCustomAttrAddinteger

ORACLE

okvCust omAt t r Addl nt eger adds an integer data type to the custom attribute specified by the
OKVTTLYV parent object.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Addl nt eger adds an integer data type to the custom attribute specified by the
OKVTTLYV parent object.
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OKVTTLV * okvCust omAttr Addl nt eger (OKVEnv *env, OKVTTLV *ttlv,

oratext *nane,

ub4 namel ,

ub4 integer, ub4 attr_index);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle

ttlv IN TTLV parent object

name I'N Name of custom attribute

nanel I'N Length of name of custom
attribute

i nteger I'N Integer value to be added to
the custom attribute

attr_ind IN Attribute index of the integer

custom attribute

Return Values

Return Value

Description

OKVTTLV *

Pointer to the OKVTTLV object.

Success: Pointer to OKVTTLYV object with
integer data type added.

Failure: NULL.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;

OKVTTLV *attr_in

(OKVTTLV *) NULL;

req = okvEnvGet OpRequest Qbj (env);
attr_in = okvCustomhAttrAddl nteger(env, req, "x-My Integer",
strien("x-My Integer"), 32, 0);

okvAddAttribute(env, uid, &ttr_in);

Related Topics

*  okvCustomAttrGetinteger

Returns an integer data type found at element index el em i nd in the custom
attribute specified by the OKVTTLV parent object along with the attribute index.

ORACLE
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12.2.7 okvCustomAttrAddinterval

ORACLE

okvCust omAt t r Addl nt erval adds an interval data type to the custom attribute specified by
the OKVTTLYV parent object.

Category

KMIP custom attributes API

Purpose

okvCust omAt t r Addl nt erval adds an interval data type to the custom attribute specified by
the OKVTTLV parent object.

Syntax

OKVTTLV * okvCust omAt tr Addl nterval (OKVEnv *env, OKVTTLV *ttlyv,
oratext *name, ub4 nanel,
ub4 interval, ub4 attr_index);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment
handle

ttlv IN TTLV parent object

name I'N Name of custom attribute

namel I'N Length of name of custom
attribute

i nterval IN Interval value to be added to the
custom attribute

attr_ind IN Attribute index of the Interval

custom attribute

Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.
Success: Pointer to OKVTTLV object with interval
data type added.
Failure: NULL.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *)NULL;

req = okvEnvGet OpRequest Qbj (env);
attr_in = okvCustomAttrAddl nterval (env, req, "x-M Interval",
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strlien("x-M Interval"),
5 0);
okvAddAttribute(env, uid, &ttr_in);

Related Topics

* okvCustomAttrGetinterval
okvCust omAt tr Get I nterval returns an interval data type found at the element
index el em i nd.

12.2.8 okvCustomAttrAddLongInteger

okvCust omAt t r AddLongl nt eger adds a long integer data type to the custom attribute
specified by the OKVTTLV parent object.

Category

KMIP custom attributes API

Purpose

okvCust omAt t r AddLongl nt eger adds a long integer data type to the custom attribute
specified by the OKVTTLV parent object.

Syntax

OKVTTLV * okvCust omAt t r AddLongl nt eger (OKVEnv *env, OKVTTLV *ttlv,
oratext *name, ub4 nanel,
ub8 long_integer, ub4 attr_index);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

ttlv IN TTLV parent object.

nane I'N Name of custom attribute.

nanel IN Length of name of custom
attribute.

[ ong_i nt eger I'N Long integer value to be
added to the custom attribute.

attr_index I'N Attribute index of long integer

custom attribute.

Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.

Success: Pointer to OKVTTLV object with
long integer data type added.

Failure: NULL.
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Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *)NULL;

req = okvEnvGet QpRequest Obj (env);

attr_in = okvCustomAttrAddLongl nteger(env, req, "x-My Long Integer",
strlen("x-M/ Long Integer"),
(ub8) 32, 0);

okvAddAttribute(env, uid, &ttr_in);

Related Topics

* okvCustomAttrGetLonginteger
okvCust omAt t r Get Longl nt eger returns a long integer data type found at the element
index el em i nd.

12.2.9 okvCustomAttrAddStructure

ORACLE

okvCust omAt t r AddSt ruct ur e adds a TTLV structure to the custom attribute specified by the
OKVTTLYV parent object.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r AddSt ruct ur e adds a TTLV structure to the custom attribute specified by the
OKVTTLYV parent object.

Syntax

OKVTTLV * okvCust omAttrAddStruct ure( OKVEnv *env, OKVTTLV *ttlv,
oratext *name, ub4 nanel,
OKVTTLV *structure, ub4 attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

ttlv I'N TTLV parent object.

name I'N Name of custom attribute.

nanel IN Length of name of custom
attribute.

structure I'N TTLV structure to be added to
the custom attribute.

attr_index IN Attribute index of the structure

custom attribute.
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Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.

Success: Pointer to OKVTTLV object with
TTLV structure added.

Failure: NULL.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *)NULL;

[* Construct the structure to be added */
OKVTTLV *req2 = okvEnvCGet OpRequest Qbj (env);
okvAt t r AddUni quel D(env, req2, "Unique_l D354", sizeof ("Unique_I D354"));

/* Add the structure */

req = okvEnvGet QpRequest Qbj (env);

attr_in = okvCustomAttrAddStructure(env, req, "x-My Structure",
strlen("x-My Structure"),
req2, 0);

okvAddAttribute(env, uid, &ttr_in);

Related Topics

» okvCustomAttrGetStructure
okvCust omAt t r Get Struct ur e returns a TTLV structure data type found at element
index el em i nd.

12.2.10 okvCustomAttrAddTextString

okvCust omAt t r AddText Stri ng adds a text string data type to the custom attribute
specified by the OKVTTLV parent object.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r AddText Stri ng adds a text string data type to the custom attribute
specified by the OKVTTLV parent object.
Syntax

OKVTTLV *okvCust omAt t r AddText Stri ng(OKVEnv *env, OKVTTLV *ttlv,
oratext *name, ub4 nanel,
oratext *text, ub4 textl, ub4 attr_index);
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Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

ttlv IN TTLV parent object.

nane IN Name of custom attribute.

namel IN Length of name of custom
attribute.

t ext I'N Text string.

textl IN Length of text string.

attr_index IN Attribute index of the text string

custom attribute.

Return Values

Return Value Description

OKVTTLV * Pointer to the OKVTTLV object.
Success: Pointer to OKVTTLV object with text
string data type added.
Failure: NULL.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *) NULL;
oratext *text = "Text Message";

req = okvEnvGet QpRequest Qbj (env);

attr_in = okvCustomAttr AddText String(env, req, "x-My Text String", strlen("x-M Text

String"),
okvAddAttribute(env, uid, &ttr_in);

Related Topics
e okvCustomAttrGetTextString

text, strlen(text), 0);

okvCust omAt t r Get Text St ri ng returns the text string data type found at the element index

el emind.

* okvCustomAttrGetTextStringLen

okvCust omAt t r Get Text Stri nglLen returns the length of the text string data type found at

the element index el em i nd.

ORACLE
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12.2.11 okvCustomAttrGet

ORACLE

okvCust omAt t r Get finds any custom attribute at or after element index el em i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get finds any custom attribute at or after element index el em i nd. The
actual element index and length of the name of the custom attribute are also returned.
Syntax

OKVErr No okvCust omAttr Get (OKVEnv *env, OKVTTLV *ttlv,
ub4 *elem.ind, OKVType *typ, ub4 *nane_|en);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle.

ttlv IN TTLV parent object.

elem.ind I N QUT Element index.

typ I'N Type of the custom attribute.

name_| en aut Length of the name of the

custom attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;

oratext *attr_nane_list[1];
attr_name_list[0] = "x-My CustomAttribute";
ub4 elemind = 0;

ubl typ = 0;

ub4 narme_len = 0;

okvGet Attributes(env, uid, 1, (oratext **) attr_name_list, &tlv);

/* W need the type of the customattribute */
okvCust omAt t r Get ByNane(env, ttlv, &lemind, attr_name_list[0Q],
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strien((char *) attr_name_list[0]), &yp):
okvCustomAttrGet (env, ttlv, &lemind, &yp, &anme_len);
printf ("% %", elem.ind, name_|len);

Related Topics

e okvCustomAttrGetByName
okvCust omAt t r Get ByNane finds custom attribute with name nane at or after the element
index el em i nd.

* okvCustomAttrGetByType
okvCust omAt t r Get By Type finds any custom attribute of type t yp at or after the element
index el em i nd, and returns the actual element index and length of the name of the
custom attribute.

12.2.12 okvCustomAttrGetBoolean

ORACLE

okvCust omAt t r Get Bool ean fetches a Boolean data type found at the element index el em i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Bool ean fetches a Boolean data type found at element index el em i nd in
the custom attribute specified by the OKVTTLV parent object along with the attribute index.

Syntax

OKVErrNo okvCust omAt t r Get Bool ean( OKVEnv *env, OKVTTLV *ttlv,
ub4 elem.ind, oratext *nane, ub4 *nanel,
ub8 *bool _val, ub4 *attr_i ndex);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

ttlv I'N TTLV parent object.

elemind IN Element index.

name ot Name of custom attribute.

namel I N QUT Length of name of custom
attribute.

bool val ot Boolean value in the custom
attribute at el em i nd.

attr_index out Attribute index of the Boolean

custom attribute.
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Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

Either memory for the buffer for the name of the custom attribute should be pre-
allocated and the size of memory passed in as nanel , or both nane and nanel should
be NULL. Just one of them cannot be NULL.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nanme_list[1];
attr_name_list[0] = "x-M Bool ean";
ub4 attr_index = 0;

ub4 elemind = 0;

ub8 bool _val = 0;

ub4 narmel = 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);
oratext *name = (oratext *) nmalloc(namel * (sizeof(oratext)));
menset ((void *) nane, 0, nanel);
okvCust omAt t r Get Bool ean(env, ttlv, elem.ind, name,

&nanel, &bool val, &ttr_index);
printf ("9%", bool _val);

1; r ée( name) ;
Related Topics

* okvCustomAttrAddBoolean
okvCust omAt t r AddBool ean adds a Boolean data type to the custom attribute
specified by the OKVTTLV parent object.

12.2.13 okvCustomAttrGetByName

ORACLE

okvCust omAt t r Get ByNane finds custom attribute with name nane at or after the element
index el em.i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get ByNane finds custom attribute with name nane at or after element
index el em i nd. The actual element index and type of the custom attribute are also
returned.
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OKVErrNo okvCust omAt t r Get ByName( OKVEnv *env, OKVTTLV *ttlv,
ub4 *el em.ind, oratext *name, ub4 name_len,
KVType *typ);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle

ttlv IN TTLV parent object

elemind I N oUT Element index

nane IN Name of custom attribute

nane_| en I'N Length of name of custom
attribute

typ aut Type of the custom attribute

Return Values

Return Value

Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.
Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nanme_list[1];

attr_name_|list[0] = "x-My Custom Attribute";

ub4 elemind = 0;
ubl typ = 0;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);
okvCust omAt t r Get ByName(env, ttlv, &lemind, attr_name_list[0], strlen((char *)

attr_name_list[0]), &yp);
printf ("% %", elemind, typ);

Related Topics
e okvCustomAttrGet

okvCust omAt t r Get finds any custom attribute at or after element index el em i nd.

e okvCustomAttrGetByType

okvCust omAt t r Get By Type finds any custom attribute of type t yp at or after the element
index el em i nd, and returns the actual element index and length of the name of the

custom attribute.
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12.2.14 okvCustomAttrGetByteString

ORACLE

okvCust omAt t r Get Byt eSt ri ng returns the byte string data type found at the element
index el em i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Byt eStri ng returns the byte string data type found at element index
el em i nd in the custom attribute specified by the OKVTTLV parent object along with
the attribute index.

Syntax

OKVErrNo okvCust omAttr Get Byt eString( OKVEnv *env, OKVTTLV *ttlv,
ub4 elemind, oratext *name, ub4 *namel,
ubl *byte, ub4 *bytel, ub4 *attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

ttlv IN TTLV parent object.

elem.ind IN Element index.

nanme (0]} Name of custom attribute.

namel I N QUT Length of name of custom
attribute.

byt e aut Byte string.

byt el I N QUT Length of byte string.

attr_index aur Attribute index of the byte

string custom attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

Memory for the buffer for the byte string data type should be pre-allocated and the size
of memory passed in as byt el .

Either memory for the buffer for the name of the custom attribute should be pre-
allocated and the size of memory passed in as narnel , or both narme and nanel should
be NULL. Just one of them cannot be NULL.
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Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nane_list[1];
attr_name_list[0] = "x-My Byte String";
ub4 attr_index = 0;

ub4 elemind = 0;

ub4 bytel 16;

ub4 nanel 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);
ubl *byte = (ubl *) malloc(bytel * (sizeof(ubl)));
menset ((void *) byte, 0, bytel);
oratext *name = (oratext *) nalloc(namel * (sizeof(oratext)));
menset ((void *) nane, 0, nanel);
okvCustomAttr Get ByteString(env, ttlv, elemind, nane,
&nanel , byte,
&bytel, &attr_index);
printf ("%", byte);

% r ée( name) ;
free(byte);
Related Topics

e okvCustomAttrAddByteString
okvCust omAt t r AddByt eSt ri ng adds a byte string data type to the custom attribute
specified by the OKVTTLV parent object.

e okvCustomAttrGetByteStringLen
okvCust omAt t r Get Byt eStri nglen returns the length of the byte string data type found at
the element index el em i nd.

12.2.15 okvCustomAttrGetByteStringLen

okvCust omAt t r Get Byt eSt ri ngLen returns the length of the byte string data type found at the
element index el em i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Byt eSt ri nglen returns the length of the byte string data type found at
element index el em i nd in the custom attribute specified by the OKVTTLV parent object.
Syntax

ub4 okvCust omAttr Get Byt eStringLen(OKVEnv *env, OKVTTLV *ttlv,
ub4 el emind);

Parameters
Parameters IN/JOUT Description
env I'N Oracle Key Vault environment

handle.
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Parameters IN/JOUT Description
ttlv I'N TTLV parent object.
elemind IN Element index.

Return Values

Return Value Description

ub4 Length of the attribute value.
Success: Length of the byte string data type.
Failure: 0.

Comments

None.

Example

OKVTTLV *attrs = (OKVTTLV *) NULL;
oratext *attr_nane_list[1];
attr_name_list[0] = "x-My Byte String";
ub4 len = 0, elemind = 0;

okvGet Attributes(env, uid, 1, (oratext **) attr_name_list, &attrs);
I en = okvCust omAttr Get ByteStringLen(env, attrs, elem.ind);

Related Topics

e okvCustomAttrAddByteString
okvCust omAt t r AddByt eSt ri ng adds a byte string data type to the custom attribute
specified by the OKVTTLV parent object.

* okvCustomAttrGetByteString
okvCust omAt t r Get Byt eSt ri ng returns the byte string data type found at the
element index el em i nd.

12.2.16 okvCustomAttrGetByType

ORACLE

okvCust omAt t r Get By Type finds any custom attribute of type t yp at or after the element
index el em i nd, and returns the actual element index and length of the name of the
custom attribute.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get By Type finds any custom attribute of type typ at or after element
index el em i nd. The actual element index and length of the name of the custom
attribute are also returned.
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Syntax

OKVErrNo okvCust omAt t r Get ByType( OKVEnv *env, OKVTTLV *ttlv,
ub4 *elemind, OKVType typ, ub4 *name_len);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment
handle

ttlv IN TTLV parent object

elemind I N oUT Element index

typ IN Type of the custom attribute

nane_| en ot Length of the name of the

custom attribute

Return Values

Return Value Description
OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

None.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;

oratext *attr_nane_list[1];
attr_name_list[0] = "x-My Custom Attribute";
ub4 elemind = 0;

ubl typ = 0;

ub4 nanme_len = 0;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);

/* W need the type of the customattribute */

okvCust omAt t r Get ByNane(env, ttlv, &lemind, attr_name_list[0Q],
strlen((char *) attr_name_list[0]), &typ);

okvCust omAt tr Get ByType(env, ttlv, &elemind, typ, &uanme_|len);

printf ("% %", elem.ind, nane_len);

Related Topics

e okvCustomAttrGet
okvCust omAt t r Get finds any custom attribute at or after element index el em i nd.

e okvCustomAttrGetByName
okvCust omAt t r Get ByNane finds custom attribute with name narme at or after the element
index el em i nd.
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12.2.17 okvCustomAttrGetDateTime

okvCust omAt t r Get Dat eTi ne returns a date time data type found at the element index
el emind.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Dat eTi ne returns a date time data type found at element index
el em i nd in the custom attribute specified by the OKVTTLV parent object along with
the attribute index.

Syntax

OKVErrNo okvCust omAtt r Get Dat eTi me( OKVEnv *env, OKVTTLV *ttlv,
ub4 elemind, oratext *name, ub4 *narel,
ub8 *date_tinme, ub4 *attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

ttlv IN TTLV parent object.

elem.ind IN Element index.

nanme (0]} Name of custom attribute.

namel I N QUT Length of name of custom
attribute.

date tine aut Date-time value in the custom
attribute at element index
el em i nd.

attr_index aur Attribute index of the date-time

custom attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

Either memory for the buffer for the name of the custom attribute should be pre-
allocated and the size of memory passed in as nanel , or both nane and nanel should
be NULL. Just one of them cannot be NULL.
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Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nane_list[1];
attr_name_list[0] = "x-My Date Tinme";
ub4 attr_index = 0;

ub4 elemind = 0;

ub8 date_time = 0;

ub4 nanel = 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);
oratext *name = (oratext *) nalloc(namel * (sizeof(oratext)));
menset ((void *) nane, 0, nanel);
okvCust omAtt r Get Dat eTi ne(env, ttlv, elemind, naneg,

&narel, &date_tine, &attr_index);
printf ("%", date_tine);

% r ée( name) ;
Related Topics

e okvCustomAttrAddDateTime
okvCust omAt t r AddDat eTi me adds a date time data type to the custom attribute specified
by the OKVTTLYV parent object.

12.2.18 okvCustomAttrGetEnum

ORACLE

okvCust omAt t r Get Enumreturns an enumeration data type found at the element index
el emind.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Enumreturns an enumeration data type found at element index el em i nd in
the custom attribute specified by the OKVTTLV parent object along with the attribute index.

Syntax

OKVEr r No okvCust omAt t r Get Enum( OKVEnv *env, OKVTTLV *ttlv,
ub4 elem.ind, oratext *nane, ub4 *nanel,
ub4 *enunval , ub4 *attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

ttlv IN TTLV parent object.

el em.ind IN Element index.

nane aut Name of custom attribute.

nanel I N oUT Length of name of custom
attribute.
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Parameter IN/JOUT Description

enunval aut enumvalue in the custom
attribute at element index
el emind.

attr_index out Attribute index of enumeration

custom attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

Either memory for the buffer for the name of the custom attribute should be pre-
allocated and the size of memory passed in as nanel , or both nane and namel should
be NULL. Just one of them cannot be NULL.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nanme_list[1];
attr_name_|list[0] = "x-My Enuneration";
ub4 attr_index = 0;

ub4 elemind = 0;

ub4 enunval = 0;

ub4 namel = 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_pame_list, &tlv);
oratext *nanme = (oratext *) malloc(namel * (sizeof(oratext)));
menset ((void *) name, 0, nanel);
okvCust omAt t r Get Enun({env, ttlv, elem.ind, nane,

&nanel, &enunval, &attr_index);
printf ("%", enunval);

1; r ée( nane) ;
Related Topics

e okvCustomAttrAddEnum
okvCust omAt t r AddEnumadds an enumeration data type to the custom attribute
specified by the OKVTTLV parent object.

12.2.19 okvCustomAttrGetinteger

ORACLE

Returns an integer data type found at element index el em i nd in the custom attribute
specified by the OKVTTLV parent object along with the attribute index.

Catetory
KMIP Custom Attributes API
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Purpose

Returns an integer data type found at element index el em i nd in the custom attribute

specified by the OKVTTLV parent object along with the attribute index.

Syntax
OKVErrNo okvCust omAttr Get | nteger (OKVEnv *env, OKVTTLV *ttlv,

ub4 elem.ind, oratext *nane, ub4 *nanel,

ub4 *integer, ub4 *attr_index);

Parameters
Parameter IN/JOUT Description
env I'N Oracle Key Vault environment handle.
ttlv IN TTLV parent object.
el em.ind IN Element index.
name ot Name of the custom attribute.
nanel I N OUT Length of the name of the custom attribute.
i nt eger ot Integer value in the custom attribute at
el emind.
attr_index out Attribute index of the integer custom
attribute.
Return Values
Return Value Description
OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the

error on top of the error stack.

Comments

Either memory for the buffer for the name of the custom attribute should be pre-allocated and

the size of memory passed in as nanel , or both nane and nanmel should be NULL.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nane_list[1];
attr_name_list[0] = "x-M Integer"”;
ub4 attr_index = 0;

ub4 elemind = 0;

ub4 integer = 0;

ub4 namel = 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_name_list, &tlv);
oratext *name = (oratext *) malloc(namel * (sizeof(oratext)));
menset ((void *) nanme, 0, nanel);
okvCustomAttr Get I nteger(env, ttlv, elemind, name,

&namel , & nteger, &attr_index);
printf ("%", integer);
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% r ée( name) ;
Related Topics

e okvCustomAttrAddinteger
okvCust omAt t r Addl nt eger adds an integer data type to the custom attribute
specified by the OKVTTLV parent object.

12.2.20 okvCustomAttrGetinterval

okvCust omAttr Get I nterval returns an interval data type found at the element index
el emind.
Category

KMIP custom attributes API

Purpose

okvCust omAt tr Get I nt erval returns an interval data type found at element index
el em i nd in the custom attribute specified by the OKVTTLV parent object along with
the attribute index.

Syntax

OKVErrNo okvCust omAttrGetInterval (OKVEnv *env, OKVTTLV *ttlyv,
ub4 elem.ind, oratext *name, ub4 *pamel,
ub4 *interval, ub4 *attr_index);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment
handle.

ttlv IN TTLV parent object.

elemind IN Element index.

name out Name of custom attribute.

namel I N oUT Length of name of custom
attribute.

interval aut Interval value in the custom
attribute at element index
el emind.

attr_index aur Attribute index of the Interval

custom attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.
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Comments

Either memory for the buffer for the name of the custom attribute should be pre-allocated and
the size of memory passed in as nanel , or both name and namel should be NULL. Just one of
them cannot be NULL.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL,;
oratext *attr_nanme_list[1];
attr_name_list[0] = "x-M Interval";
ub4 attr_index = 0;

ub4 elemind = 0;

ub4 interval = 0;

ub4 namel = 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_|ist, &tlv);
oratext *name = (oratext *) malloc(namel * (sizeof(oratext)));
menset ((void *) nane, 0, nanel);
okvCustomAttrGetlInterval (env, ttlv, elemind, naneg,

&namel, &interval, &ttr_index);
printf ("9%", interval);

1; r ée( name) ;
Related Topics

e okvCustomAttrAddinterval
okvCust omAt t r Addl nt erval adds an interval data type to the custom attribute specified
by the OKVTTLV parent object.

12.2.21 okvCustomAttrGetLonglInteger

okvCust omAt t r Get Longl nt eger returns a long integer data type found at the element index
el emind.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Longl nt eger returns a long integer data type found at element index
el em i nd in the custom attribute specified by the OKVTTLV parent object along with the
attribute index.

Syntax

OKVErr No okvCust omAtt r Get Longl nt eger (OKVEnv *env, OKVTTLV *ttlv,
ub4 el emind, oratext *name, ub4 *nanel,
ub8 *long_integer, ub4 *attr_index);

Parameters
Parameter IN/JOUT Description
env IN Oracle Key Vault environment

handle.
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Parameter IN/JOUT Description

ttlv I'N TTLV parent object.

elemind IN Element index.

name ot Name of custom attribute.

namel I N OUT Length of name of custom
attribute.

[ ong_i nt eger aut Long integer value in the custom
attribute at element index
el emind.

attr_index out Attribute index of the long integer

custom attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

Either memory for the buffer for the name of the custom attribute should be pre-
allocated and the size of memory passed in as nanel , or both nane and namel should
be NULL. Just one of them cannot be NULL.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nane_list[1];
attr_name_list[0] = "x-M Long Integer";
ub4 attr_index = 0;

ub4 elemind = 0;

ub8 long_integer = 0;

ub4 nanel = 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);
oratext *name = (oratext *) nalloc(namel * (sizeof(oratext)));
menset ((void *) nane, 0, nanel);
okvCust omAtt r Get Longl nteger(env, ttlv, elem.ind, nane,

&narel, & ong_integer, &ttr_index);
printf ("%d", long_integer);

% r ée( name) ;
Related Topics

* okvCustomAttrAddLonglnteger
okvCust omAt t r AddLongl nt eger adds a long integer data type to the custom
attribute specified by the OKVTTLV parent object.
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12.2.22 okvCustomAttrGetStructure

okvCust omAt t r Get Struct ur e returns a TTLV structure data type found at element
index el em i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Struct ur e returns a TTLV structure data type found at element index
el em i nd in the custom attribute specified by the OKVTTLV parent object along with the
attribute index.

Syntax

OKVErrNo okvCustomAttrGet Structure( OKVEnv *env, OKVTTLV *ttlyv,
ub4 elemind, oratext *name,
ub4 *namel, OKVTTLV **structure,
ub4 *attr_index);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle

ttlv I'N TTLV parent object

elem.ind IN Element index

nanme aut Name of custom attribute

namel I N oUT Length of name of custom
attribute

structure aut TTLV structure of the custom
attribute

attr_index aut Attribute index of the structure

custom attribute

Return Values

Return Value Description

OKVErr No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

Either memory for the buffer for the name of the custom attribute should be pre-allocated and
the size of memory passed in as nanel , or both nane and nanel should be NULL. Just one of
them cannot be NULL.
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Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nane_list[1];
attr_name_list[0] = "x-My Structure";
ub4 attr_index = 0;

ub4 elemind = 0;

OKVTTLV *structure = (OKVTTLV *) NULL;
ub4 nanel = 20;

/* Retrieve the structure */
okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);
oratext *name = (oratext *) nalloc(namel * (sizeof(oratext)));
menset ((void *) nane, 0, nanel);
okvCustomAttrGet Structure(env, ttlv, elem.ind, nang,

&narmel, &structure, &attr_index);

/* Parse the retrieved structure */

ub4 len = 0;

OKVTTLV *cttlv = okvTTLVGet Chil d(env, structure, 0, (OKVTag *) O,
(OKVType *) 0, &len);

oratext *cttlv_val = (oratext *)okvTTLVGetVal ue(cttlv);

printf ("%", cttlv_val);

% r ée( name) ;
Related Topics

e okvCustomAttrAddStructure
okvCust omAt t r AddSt ruct ur e adds a TTLV structure to the custom attribute
specified by the OKVTTLV parent object.

12.2.23 okvCustomAttrGetTextString

okvCust omAt t r Get Text St ri ng returns the text string data type found at the element
index el em i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Text St ri ng returns the text string data type found at element index
el em i nd in the custom attribute specified by the OKVTTLV parent object along with
the attribute index.

Syntax

OKVErrNo okvCust omAttr Get Text String( OKVEnv *env, OKVTTLV *ttlv,
ub4 elem.ind, oratext *nane,
ub4 *nanel, oratext *text,
ub4 *textl, ub4 *attr_index);
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Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle

ttlv IN TTLV parent object

elemind IN Element index.

nane aut Name of the custom attribute.

namnel I N oUT Length of the name of the
custom attribute.

t ext aut Text string.

textl I N oUT Length of the text string.

attr_index aut Attribute index of text string

custom attribute.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

Memory for the buffer for the text string data type should be pre-allocated and the size of
memory passed in as textl .

Either memory for the buffer for the name of the custom attribute should be pre-allocated and
the size of memory passed in as nanel , or both name and nanel should be NULL.

Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
oratext *attr_nanme_list[1];
attr_name_list[0] = "x-My Text String";
ub4 attr_index = 0;

ub4 elemind = 0;

ub4 textl = 16;

ub4 narmel = 20;

okvGet Attributes(env, uid, 1, (oratext **) attr_nane_list, &tlv);
oratext *text = (oratext *) malloc(textl * (sizeof(oratext)));
menset ((void *) text, 0, textl);
oratext *name = (oratext *) nmalloc(namel * (sizeof(oratext)));
menset ((void *) nane, 0, nanel);
okvCust omAt tr Get Text String(env, ttlv, elemind, nane,

&nanel, text,

&extl, &attr_index);
printf ("%", text);

free(nane);
free(text);
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Related Topics

e okvCustomAttrAddTextString
okvCust omAt t r AddText Stri ng adds a text string data type to the custom attribute
specified by the OKVTTLV parent object.

e okvCustomAttrGetTextStringLen
okvCust omAt t r Get Text Stri nglen returns the length of the text string data type
found at the element index el em i nd.

12.2.24 okvCustomAttrGetTextStringLen

ORACLE

okvCust omAt t r Get Text St ri ngLen returns the length of the text string data type found
at the element index el em i nd.

Category
KMIP custom attributes API

Purpose

okvCust omAt t r Get Text Stri nglLen returns the length of the text string data type found
at element index el em i nd in the custom attribute specified by the OKVTTLV parent
object.

Syntax

ub4 okvCust omAt tr Get Text StringlLen( OKVEnv *env, OKVTTLV *ttlv,
ub4 el em.ind);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment
handle

ttlv IN TTLV parent object

elem.ind IN Element index

Return Values

Return Value Description

ub4 Length of the attribute value.

Success: Length of the text string data type
attribute value.

Failure: 0.

Comments

None.

Example

OKVTTLV *attrs = (OKVTTLV *) NULL;
oratext *attr_nane_list[1];
attr_name_list[0] = "x-My Text String";
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ub4 len =0, elemind = 0;

okvGet Attributes(env, uid, 1, (oratext **) attr_name_list, &attrs);
I en = okvCust omAttrGet Text StringLen(env, attrs, elem.ind);

Related Topics

*  okvCustomAttrAddTextString
okvCust omAt t r AddText St ri ng adds a text string data type to the custom attribute
specified by the OKVTTLV parent object.

e okvCustomAttrGetTextString
okvCust omAt t r Get Text Stri ng returns the text string data type found at the element index
el emind.
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Oracle Key Vault provides operations used to execute custom KMIP requests.

e About the Oracle Key Vault Client SDK Extension Operation Management APIs
This section describes the interfaces for Oracle Key Vault operations used to execute
custom KMIP requests.

e okvOpsCreate
okvQpsCr eat e creates the Oracle Key Vault operation handle that will be used to execute
custom KMIP operations.

*  0okvOpsExecuteOp
okvQOpsExecut eOp executes one or more custom KMIP operations.

e okvOpsFree
okvQpsFr ee frees the Oracle Key Vault operation handle.

13.1 About the Oracle Key Vault Client SDK Extension
Operation Management APIs

This section describes the interfaces for Oracle Key Vault operations used to execute custom
KMIP requests.

13.2 okvOpsCreate

ORACLE

okvQpsCr eat e creates the Oracle Key Vault operation handle that will be used to execute
custom KMIP operations.

Category

KMIP extension operation management API

Purpose

okvQOpsCr eat e is used to create the Oracle Key Vault operation handle which will be used to
execute custom KMIP operations.

Syntax

OKVOps *okvOpsCreat e( OKVEnv *env, OKVOpsNo ops);

Parameters
Parameter IN/JOUT Description
env I'N Oracle Key Vault environment

handle
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Parameter IN/JOUT Description
ops IN KMIP operation
Return Values
Return Value Description
OKVOps* Oracle Key Vault operation handle.

Success: A valid pointer to the Oracle Key
Vault operation handle is returned.

Failure: A NULL pointer is returned.

Comments

Oracle Key Vault KMIP extension APIs can be used to create custom OKVTTLV
request packets that can be sent to the Oracle Key Vault server to get a KMIP
response packet. An operation with custom OKVTTLV request packet is a custom
KMIP operation.

Oracle Key Vault KMIP extention APIs can also parse the KMIP response. Once the
operation is executed, Oracle Key Vault operation handle will also hold the OKVTTLV
response packet from the Oracle Key Vault server.

Example

OKVTTLV *req = (OKVTTLV *) NULL,;
OKVTTLV *attr_in = (OKVTTLV *) NULL;

OKVOps *op = okvOpsCreate(env, OKVOpAddAttribute);

req = okvTTLVGet Request (env, op);

attr_in = okvAddAttributeCbject(env, req, OKVAttrNane, 0);
okvAttrAddNane(env, attr_in, "XYZ", strlen("XYZ"), 1);
okvAddAttribute(env, uid, &ttr_in);

Related Topics

*  okvOpsExecuteOp
okvOpsExecut eOp executes one or more custom KMIP operations.

e okvOpsFree
okvQpsFr ee frees the Oracle Key Vault operation handle.

13.3 okvOpsExecuteOp

ORACLE

okvOpsExecut eOp executes one or more custom KMIP operations.

Category

KMIP extension operation management API

Purpose

okvQpsExecut e(p is used to execute one or more custom KMIP operations. The
operations are batched and executed.
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Syntax

OKVErrNo okvOpsExecut eOp( OKVEnv *env, OKVOps **opsr, ub4 ops_cnt);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle.

opsr I'N Oracle Key Vault operation
handle.

ops_cnt I'N Count of Oracle Key Vault

operation handle.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number
Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

opsr is an array of operations to be batched and executed. ops_cnt is the count of the
operations batched.

The error handle will hold the error returned by the Oracle Key Vault server. But this error
need not be for all the operations in the operation array. Even if there is an error, the Oracle
Key Vault operation handle should be checked for valid response packets.

There is no order to interpret the operation array. The result of the third operation can be
processed before that of the first one.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVTTLV *) NULL;
OKVTTLV *tenpl ate;

OKVOps *ops| 2] ;

/* First Batch Operation */

ops[0] = okvOpsCreate(env, OKVOpCreate);

req = okvTTLVGet Request(env, ops[0]);

okvAtt r Addhj ect Type(env, req, OKVCbj Symmetric);

tenpl ate = okvTTLVAddTobj ect (env, req, OKVDEF_TAG TEMPLATE ATTR ST,
OKVDEF_| TEM TYPE_STRUCT, (void *) NULL,
(ub4) 0);

attr_in = okvAddAttributeQbject(env, tenplate, OKVAttrCryptoA g, 0);

okvAttr AddCrypt oAl go(env, attr_in, (ub4) CRYPTO ALG AES);

attr_in = okvAddAttributeQbject(env, tenplate, OKVAttrCryptolen, 0);

okvAttrAddCryptoLen(env, attr_in, (ub4) 128);

attr_in = okvAddAttributeCQbject(env, tenplate, OKVAttrCryptoUsageMask, 0);

okvAttr AddCrypt oUsageMask(env, attr_in, (ubd) 12);
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/* Second Batch Cperation */
ops[1] = okvQOpsCreate(env, OKVOpActivate);
req = okvTTLVGet Request (env, ops[1]);

/* Execute Batch Cperation */
okvOpsExecut eOp(env, ops, 2);

Related Topics

* okvOpsCreate
okvQpsCr eat e creates the Oracle Key Vault operation handle that will be used to
execute custom KMIP operations.

e okvOpsFree
okvQpsFr ee frees the Oracle Key Vault operation handle.

13.4 okvOpsFree

ORACLE

okvQpsFr ee frees the Oracle Key Vault operation handle.

Category

KMIP extension operation management API

Purpose

okvQOpsFr ee is used to free the Oracle Key Vault operation handle.

Syntax

voi d okvOpsFree( OKVEnv *env, OKVOps **ops);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle

ops IN Oracle Key Vault operation
handle

Return Values

None.

Comments

None.

Example

OKVOps ops = okvOpsCreate(env, OKVOpCreate);

okvQOpsFree(env, &ops);
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Related Topics

* okvOpsCreate
okvQOpsCr eat e creates the Oracle Key Vault operation handle that will be used to execute

custom KMIP operations.

e okvOpsExecuteOp
okvQOpsExecut eCp executes one or more custom KMIP operations.
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APIs

ORACLE

The SDK TTLV object APIs enable you to perform activities such as getting the child of an
OKVTTLV object.

* About the Oracle Key Vault Client SDK TTLV Object APIs
Oracle Key Vault provides interfaces for the Oracle Key Vault KMIP parser and builder,
which help build the OKVTTLYV objects and help parse them.

*  0okvTTLVAddToObject
okvTTLVAddToObj ect creates an OKVTTLV object and makes this object a child object of
the OKVTTLYV parent object.

e 0okvTTLVAddToObjectByTag
okvTTLVAddTohj ect ByTag creates an OKVTTLV object and makes this object a child
object of the OKVTTLV parent object.

e 0okvTTLVGetChild
okvTTLVGet Chi | d retrieves a child OKVTTLV object from the OKVTTLV object at the
given element index.

e 0okvTTLVGetChildByTag
okvTTLVGet Chi | dByTag retrieves a child OKVTTLV object from the OKVTTLYV object with
the specified tag.

e okvTTLVGetChildCount
okvTTLVGet Chi | dCount returns the number of child OKVTTLV objects of the specified
OKVTTLYV parent object.

e 0okvTTLVGetChildCountByTag
okvTTLVGet Chi | dCount By Tag will return the number of child OKVTTLV objects of the
specified OKVTTLV parent object that have the given tag.

*  okvTTLVGetFirstChildByTag
okvTTLVGet Fi r st Chi | dByTag retrieves the first child of the OKVTTLV object that has the
specified tag.

*  OkvTTLVGetLen
okvTTLVGet Len returns the length of the value of the OKVTTLV object.

*  0okvTTLVGetRequest
okvTTLVGet Request returns the OKVTTLV request object of the operation.

*  OkvTTLVGetResponse
okvTTLVGet Response returns the OKVTTLV response object of the custom KMIP
operation.

*  OokvTTLVGetTag
okvTTLVGet Tag returns the tag value of the OKVTTLV object.

e OokvTTLVGetType
okvTTLVGet Type returns the type value of the OKVTTLV object.
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*  OkvTTLVGetValue
okvTTLVGet Val ue returns the pointer to the value of the OKVTTLV object.

e 0okvTTLVGetValueCopy
okvTTLVGet Val ueCopy copies the value of the OKVTTLYV object into the supplied
buffer.

14.1 About the Oracle Key Vault Client SDK TTLV Object

APIs

Oracle Key Vault provides interfaces for the Oracle Key Vault KMIP parser and builder,
which help build the OKVTTLYV objects and help parse them.

TTLV stands for tag type length value. The element and attribute indexes used in the
Oracle Key Vault SDK TTLV object APIs have same meaning as the Oracle Key Vault
KMIP attribute APIs.

Related Topics

* About the Oracle Key Vault KMIP Attribute APIs
This section describes the interfaces that help create and interpret Oracle Key
Vault KMIP attributes.

14.2 okvTTLVAddToObject

ORACLE

okvTTLVAddToObj ect creates an OKVTTLV object and makes this object a child object
of the OKVTTLYV parent object.

Category
KMIP extension TTLV object API

Purpose

okvTTLVAddTohj ect will create an OKVTTLV object and make the newly created
OKVTTLYV object a child object of the OKVTTLV parent object.

Syntax

OKVTTLV *okvTTLVAddToObj ect (OKVEnv *env, OKVTTLV *ttlv,
KVTag tag, OKVType typ, void *val, ub4 len);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle.

ttlv IN OKVTTLV parent object.

tag I'N Tag of the OKVTTLYV object.

typ I'N Type of the OKVTTLV object.

val IN Value of the OKVTTLV object.

I en IN Length of value of the
OKVTTLV object.
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Return Values

Return Value Description

OKVTTLV* OKVTTLYV object.

Success: A valid pointer to the created OKVTTLV
object is returned.

Failure: A NULL pointer is returned.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *tenpl ate;

OKVOps *ops = okvOpsCreate(env, OKVpCreate);
req = okvTTLVGet Request (env, ops);

tenpl ate = okvTTLVAddTobj ect (env, req, OKVDEF_TAG TEMPLATE_ATTR ST,
OKVDEF_| TEM TYPE_STRUCT, (void *) NULL,
(ub4) 0);

Related Topics

e 0okvTTLVAddToObjectByTag
okvTTLVAddTohj ect ByTag creates an OKVTTLV object and makes this object a child
object of the OKVTTLV parent object.

14.3 okvTTLVAddToObjectByTag

okvTTLVAddToObj ect ByTag creates an OKVTTLV object and makes this object a child object
of the OKVTTLV parent object.

Category
KMIP extension TTLV object API

Purpose

okvTTLVAddToQbj ect ByTag will create an OKVTTLV object and make the newly created
OKVTTLYV object a child object of the OKVTTLV parent object.

Syntax

OKVTTLV *okvTTLVAddToObj ect ByTag( OKVEnv *env, OKVTTLV *ttlv,
KVTag tag, void *val, ub4 len);

Parameters
Parameter IN/JOUT Description
env I'N Oracle Key Vault environment

handle
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Parameter IN/JOUT Description

ttlv I'N OKVTTLYV parent object

tag IN Tag of the OKVTTLV object

val IN Value of the OKVTTLV object

I en IN Length of the value of the
OKVTTLV object

Return Values

Return Value Description

OKVTTLV* OKVTTLV object

Success: A valid pointer to the created
OKVTTLYV object is returned.

Failure: A NULL pointer is returned.

Comments

The difference between okvTTLVAddToChj ect ByTag and okvTTLVAddToChj ect is that
okvTTLVAddToObj ect By Tag will try to interpret the type from the tag. This can be done
most of the times but not always.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *tenpl ate;

OKVOps *ops = okvOpsCreate(env, OKVpCreate);
req = okvTTLVGet Request (env, ops);

tenpl ate = okvTTLVAddTonj ect ByTag(env, req,
OKVDEF_TAG_TEMPLATE_ATTR ST,
(void *) NULL, (ub4) 0);

Related Topics

*  0okvTTLVAddToObject
okvTTLVAddTohj ect creates an OKVTTLV object and makes this object a child
object of the OKVTTLYV parent object.

14.4 okvTTLVGetChild

okvTTLVGet Chi | d retrieves a child OKVTTLV object from the OKVTTLYV object at the
given element index.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Chi | d retrieves a child OKVTTLV object from the OKVTTLYV object at the
given element index. The tag and type of the OKVTTLV object and length of the value
of the OKVTTLV object are also returned.
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OKVTTLV *okvTTLVGet Chi | d( OKVEnv *env, OKVTTLV *ttlyv,

ub4 el em i ndex,

KVTag *tag, OKVType *typ, ub4 *len);

Parameters

Parameter IN/OUT Description

env I'N Oracle Key Vault environment
handle

ttlv IN OKVTTLV parent object

el em i ndex IN Element index of the child
OKVTTLV object

tag aut Tag of the child OKVTTLV object
being retrieved

typ out Type of the OKVTTLV object
being retrieved

I en our Length of the value of the

OKVTTLV object

Return Values

Return Value

Description

OKVTTLV*

Child OKVTTLYV object at element index
el em i ndex.

Success: A valid pointer to the child OKVTTLV
object at element index el em i ndex is returned.

Failure: A NULL pointer is r et ur ned. .

Comments

* Ifel em.index exceeds the number of children, then NULL is returned.

e The tag of the value of OKVTTLYV object is also returned if t ag is not NULL.

e The type of the value of OKVTTLV object is also returned if t yp is not NULL.

e The length of the value of OKVTTLV object is also returned if | en is not NULL.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;

OKVTag ct ag;
KVType ctyp;
ub4 clen;

OKVOps *ops = okvOpsCreate(env, OKVOpCreate);

resp
tagid

ORACLE

okvTTLVGet Response(env, ops);
okvTTLVGet Chil d(env, resp, 1, &ctag, &ctyp, &clen);
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Related Topics

*  OkvTTLVGetChildByTag
okvTTLVGet Chi | dByTag retrieves a child OKVTTLV object from the OKVTTLV
object with the specified tag.

e OokvTTLVGetFirstChildByTag
okvTTLVGet Fi r st Chi | dByTag retrieves the first child of the OKVTTLV object that
has the specified tag.

14.5 okvTTLVGetChildByTag

okvTTLVGet Chi | dByTag retrieves a child OKVTTLV object from the OKVTTLV object
with the specified tag.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Chi | dByTag is used to retrieve a child OKVTTLV object from the OKVTTLV
object with the specified tag at or after element index el em i ndex. The actual element
index is also returned.

Syntax

OKVTTLV *okvTTLVGet Chi | dByTag( OKVEnv *env, OKVTTLV *ttlv,
KVTag tag, ub4 *el em.index);

Parameters

Parameter IN/JOUT Description

env IN Oracle Key Vault environment
handle.

ttlv IN OKVTTLV parent object.

tag I'N Tag of the OKVTTLYV object
being retrieved.

el em i ndex I N ouT Element index of the child
OKVTTLYV object.

Return Values

Return Value Description

OKVTTLV* OKVTTLYV object with the given tag.

Success: A valid pointer to the child
OKVTTLV object with the given tag at or after
element index el em i ndex is returned.

Failure: A NULL pointer is returned.

Comments

If el em i ndex exceeds the number of children, then NULL is returned.
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Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;
KVTag ct ag;

KVType ctyp;

ub4 clen;

ub4 el em.index = 0;

OKVOps *ops = okvOpsCreate(env, OKVpCreate);

resp = okvTTLVGet Response(env, ops);

tagi d = okvTTLVGet Chi | dByTag(env, resp, OKVDEF_TAG ID, &elem.index);
ctag = okvTTLVGet Tag(tagid);

ctyp = okvTTLVGet Type(tagid);

clen = okvTTLVGetLen(tagid);

Related Topics

e OkvTTLVGetChild
okvTTLVGet Chi | d retrieves a child OKVTTLV object from the OKVTTLYV object at the
given element index.

e OkvTTLVGetFirstChildByTag
okvTTLVGet Fi r st Chi | dByTag retrieves the first child of the OKVTTLV object that has the
specified tag.

14.6 okvTTLVGetChildCount

okvTTLVGet Chi | dCount returns the number of child OKVTTLV objects of the specified
OKVTTLYV parent object.

Category
KMIP extension TTLV object API

Purpose

okvTTLWGet Chi | dCount will return the number of child OKVTTLV objects of the specified
OKVTTLYV parent object.

Syntax

ub4 okvTTLVGet Chi | dCount ( OKVTTLV *ttlv);

Parameters
Parameter IN/JOUT Description
ttlv IN OKVTTLYV object
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Return Values

Return Value Description
ub4 Number of child OKVTTLV objects of the
specified OKVTTLV object.

Success: Count of child OKVTTLV objects of
the specified OKVTTLV parent object.

Failure: A zero is returned on error or if the
OKVTTLYV parent object is not a STRUCTURE.

Comments

If the specified OKVTTLV object is not a STRUCTURE, then zero is returned. If the
specified OKVTTLV object is a STRUCTURE and there was an error, zero is returned.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
ub4 child_count;

OKVOps *ops = okvOpsCreate(env, OKVOpCreate);
resp = okvTTLVGet Response(env, ops);
child_count = okvTTLVGet Chi |l dCount (resp);

Related Topics

e okvTTLVGetChildCountByTag
okvTTLVGet Chi | dCount By Tag will return the number of child OKVTTLV objects of
the specified OKVTTLV parent object that have the given tag.

14.7 okvTTLVGetChildCountByTag

ORACLE

okvTTLVGet Chi | dCount By Tag will return the number of child OKVTTLV objects of the
specified OKVTTLV parent object that have the given tag.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Chi | dCount By Tag will return the number of child OKVTTLV objects of the
specified OKVTTLV parent object that have the given tag.

Syntax
ub4 okvTTLVGet Chi | dCount ByTag( OKVTTLV *ttlv, OKVTag tag);

Parameters

Parameter IN/OUT Description

ttlv I'N OKVTTLV object

tag IN Tag of the child OKVTTLV

objects being counted
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Return Values

Return Value Description

ub4 Number of child OKVTTLV Objects of the specified
OKVTTLYV parent object with the given tag.

Success: Count of the child OKVTTLV objects of
the specified OKVTTLV parent object with the
given tag.

Failure: A zero is returned on error or if the
OKVTTLYV parent object is not a STRUCTURE.

Comments

If the specified OKVTTLV object is not a STRUCTURE, then zero is returned. If the specified
OKVTTLYV object is a STRUCTURE and there was an error, zero is returned.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
ub4 uni que_i d_count;

OKVOps *ops = okvOpsCreate(env, OKVOpCreate);

resp = okvTTLVGet Response(env, ops);
uni que_i d_count = okvTTLVGet Chi | dCount ByTag(resp, OKVDEF_TAG ID);

Related Topics

e okvTTLVGetChildCount
okvTTLVGet Chi | dCount returns the number of child OKVTTLV objects of the specified
OKVTTLYV parent object.

14.8 okvTTLVGetFirstChildByTag

okvTTLVGet Fi r st Chi | dByTag retrieves the first child of the OKVTTLV object that has the
specified tag.

Category

KMIP extension TTLV object API

Purpose

okvTTLVGet Fi rst Chi | dByTag is used to retrieve the first child of the OKVTTLYV object that has
the specified tag.

Syntax

OKVTTLV *okvTTLVGet Fi r st Chi | dByTag( OKVEnv *env,
OKVTTLV *ttlv, OKVTag tag);
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Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle

ttlv IN OKVTTLV parent object

tag IN Tag of the OKVTTLYV object
being retrieved

Return Values

Return Value Description

OKVTTLV* OKVTTLV object with the given tag.

Success: A valid pointer to the child
OKVTTLYV object with the given tag is returned.

Failure: A NULL pointer is returned.

Comments

None.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;
OKVTag ct ag;

OKVType ctyp;

ub4 clen;

OKVOps *ops = okvOpsCreate(env, OKVOpCreate);
resp = okvTTLVGet Response(env, ops);
tagid = okvTTLVGet FirstChil dByTag(env, resp, OKVDEF_TAG ID);

ctag = okvTTLVGet Tag(tagid);
ctyp = okvTTLVGet Type(tagid);
clen = okvTTLVGet Len(tagid);

Related Topics

e okvTTLVGetChild
okvTTLVGet Chi | d retrieves a child OKVTTLV object from the OKVTTLYV object at
the given element index.

e okvTTLVGetChildByTag
okvTTLVGet Chi | dByTag retrieves a child OKVTTLV object from the OKVTTLV
object with the specified tag.

14.9 okvTTLVGetLen

okvTTLVGet Len returns the length of the value of the OKVTTLYV object.

Category
KMIP extension TTLV object API
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Purpose

okvTTLVGet Len will return the length of the value of the OKVTTLV object.

Syntax

ub4 okvTTLVGet Len( OKVTTLV *ttlv);

Parameters

Parameter IN/JOUT Description
ttlv IN OKVTTLYV object

Return Values

Return Value Description

ub4 Length of the OKVTTLV object value

Success: Length of the value of the OKVTTLV
object is returned.

Failure: A zero is returned if the OKVTTLV object
is a STRUCTURE or if there was an error.

Comments

If length returned is zero, then it implies an error except when the OKVTTLYV type is a
STRUCTURE.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;
ub4 clen;

OKVOps *ops = okvOpsCreate(env, OKVOpCreate);

resp = okvTTLVGet Response(env, ops);

tagid = okvTTLVGet FirstChil dByTag(env, resp, OKVDEF_TAG ID);
clen = okvTTLVGet Len(tagid);

Related Topics

*  OkvTTLVGetTag
okvTTLVGet Tag returns the tag value of the OKVTTLYV object.

e OokvTTLVGetType
okvTTLVGet Type returns the type value of the OKVTTLV object.

*  OkvTTLVGetValue
okvTTLVGet Val ue returns the pointer to the value of the OKVTTLV object.

*  okvTTLVGetValueCopy
okvTTLVGet Val ueCopy copies the value of the OKVTTLV object into the supplied buffer.
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14.10 okvTTLVGetRequest

okvTTLVGet Request returns the OKVTTLV request object of the operation.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Request will return the OKVTTLYV request object of the operation. This
object will be the root OKVTTLYV object used to build the KMIP Request. All OKVTTLV
objects used in the KMIP request will fall under the OKVTTLV request object.

Syntax

OKVTTLV *okvTTLVGet Request (OKVEnv *env, OKVOps *ops);

Parameters

Parameter IN/OUT Description

env IN Oracle Key Vault environment
handle

ops IN Oracle Key Vault operation
handle

Return Values

Return Value Description

OKVTTLV* OKVTTLYV request object for the operation.

Success: A valid pointer to the OKVTTLV
request object is returned.

Failure: A NULL pointer is returned.

Comments

None.

Example

OKVTTLV *req = (OKVTTLV *) NULL;
OKVTTLV *attr_in = (OKVITLV *)NULL;

OKVOps *op = okvOpsCreate(env, OKVOpAddAttribute);

req = okvTTLVCGet Request (env, op);

attr_in = okvAddAttri buteCbject(env, req, OKVAttrNane, 0);
okvAttr AddNane(env, attr_in, "XYZ", strlen("XYZ"), 1);
okvAddAttribute(env, uid, &ttr_in);

Related Topics

e 0okvTTLVGetResponse
okvTTLVGet Response returns the OKVTTLV response object of the custom KMIP
operation.
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14.11 okvTTLVGetResponse

ORACLE

okvTTLVGet Response returns the OKVTTLV response object of the custom KMIP operation.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Response will return the OKVTTLV response object of the custom KMIP operation.
This object will be used to parse the KMIP response from the Oracle Key Vault server. All
OKVTTLYV objects of the KMIP response have to be extracted and processed from the
OKVTTLYV response object.

Syntax

OKVTTLV *okvTTLVGet Response( OKVEnv *env, OKVQps *ops);

Parameters
Parameter IN/JOUT Description
env IN Oracle Key Vault environment
handle.
ops I'N Oracle Key Vault operation
handle.
Return Values
Return Value Description
OKVTTLV* OKVTTLYV response object of the operation.
Success: A valid pointer to the OKVTTLV Response object
is returned.

Failure: A NULL pointer is returned.

Comments

None.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;

OKVTTLV *tagid = (OKVTTLV *) NULL;

KVTag ctag, rtag;

OKVType ctyp, rtyp;

oratext cval [OKV_UNI QUE_I D_MAXLEN + 1], rval [ OKV_UNI QUE_I D_MAXLEN + 1];
ub4 clen, rlen;

OKVOps *ops| 2] ;

/* Get the result of the First Batch Cperation */
ops[ 0] = okvOpsCreate(env, OKVpCreate);
resp = okvTTLVGet Response(env, ops[0]);

/* Retrieve the Unique ldentifier */
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tagid = okvTTLVGet Chil d(env, resp, 1, &ctag, &ctyp, é&clen);
printf("\n% % % ", ctag, ctyp, clen);

okvTTLVGet Val ueCopy(tagid, (void *)cval, clen);

cval[clen] = 0;

printf("%\n", cval); /* Print the Unique Identifier */

/* Get the result of the Second Batch Operation */
ops[1] = okvQOpsCreate(env, OKVOpActivate);
resp = okvTTLVGet Response(env, ops[1]);

/* Retrieve the Unique ldentifier */

tagid = okvTTLVGetChild(env, resp, 0, &tag, &typ, &len);
printf("\n% % % ", rtag, rtyp, rlen);

okvTTLVGet Val ueCopy(tagid, (void *)rval, rlen);

rval[rlen] = 0;

printf("%\n", rval); /* Print the Unique Identifier */

Related Topics

*  okvTTLVGetRequest
okvTTLVGet Request returns the OKVTTLV request object of the operation.

14.12 okvTTLVGetTag

okvTTLVGet Tag returns the tag value of the OKVTTLV object.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Tag will return the tag value of the OKVTTLV object.

Syntax
OKVTag okvTTLVGet Tag( OKVTTLV *ttlv);

Parameters
Parameter IN/JOUT Description
ttlv I'N OKVTTLYV object

Return Values

Return Value Description

KVTag Tag of the OKVTTLYV object.

Success: A valid tag value of the OKVTTLV
object is returned.

Failure: A zero is returned.

Comments

None.

ORACLE 14-14



Chapter 14
okvTTLVGetType

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;
KVTag ct ag;

OKVOps *ops = okvOpsCreate(env, OKVOpCreate);

resp = okvTTLVGet Response(env, ops);
tagid = okvTTLVGet First Chi | dByTag(env, resp, OKVDEF_TAG ID);
ctag = okvTTLVGet Tag(tagid);

Related Topics

*  OkvTTLVGetType
okvTTLVGet Type returns the type value of the OKVTTLV object.

*  OkvTTLVGetLen
okvTTLVGet Len returns the length of the value of the OKVTTLYV object.

e OokvTTLVGetValue
okvTTLVGet Val ue returns the pointer to the value of the OKVTTLV object.

*  okvTTLVGetValueCopy
okvTTLVGet Val ueCopy copies the value of the OKVTTLV object into the supplied buffer.

14.13 okvTTLVGetType

ORACLE

okvTTLVGet Type returns the type value of the OKVTTLV object.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Type will return the type value of the OKVTTLV object.

Syntax
OKVType okvTTLVGet Type( OKVTTLV *ttlv);

Parameters
Parameter IN/JOUT Description
ttlv IN OKVTTLV object

Return Values

Return Value Description

KVType Type of the OKVTTLYV object.

Success: A valid Type value of the OKVTTLV
object is returned.

Failure: A zero is returned if there was an error.
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Comments

None.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;
KVType ctyp;

OKVOps *ops = okvOpsCreate(env, OKVpCreate);

resp = okvTTLVGet Response(env, ops);
tagi d = okvTTLVGet Fi rst Chil dByTag(env, resp, OKVDEF_TAG ID);
ctyp = okvTTLVGet Type(tagid);

Related Topics

*  OkvTTLVGetTag
okvTTLVGet Tag returns the tag value of the OKVTTLV object.

*  OkvTTLVGetLen
okvTTLVGet Len returns the length of the value of the OKVTTLYV object.

e 0okvTTLVGetValue
okvTTLVGet Val ue returns the pointer to the value of the OKVTTLV object.

*  0okvTTLVGetValueCopy
okvTTLVGet Val ueCopy copies the value of the OKVTTLYV object into the supplied
buffer.

14.14 okvTTLVGetValue

okvTTLVGet Val ue returns the pointer to the value of the OKVTTLV object.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Val ue returns the pointer to the value of the OKVTTLV object.

Syntax
voi d *okvTTLVCGet Val ue( OKVTTLV *ttlv);

Parameters
Parameter IN/JOUT Description
ttlv IN OKVTTLV object
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Return Values

Return Value Description

voi d* OKVTTLV object value.

Success: Pointer to the value of the OKVTTLV
object is returned.

Failure: A NULL pointer is returned if there is an
error.

Comments

None.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;
ub4 clen;

oratext *cval;

OKVOps *ops = okvOpsCreate(env, OKVOpCreate);

resp = okvTTLVGet Response(env, ops);

tagid = okvTTLVGet First Chi | dByTag(env, resp, OKVDEF_TAG ID);
clen = okvTTLVGetLen(tagid);

cval = (oratext *) okvTTLVGetVal ue(tagid);

cval[clen] = 0;
printf("%", cval);
Related Topics

e 0okvTTLVGetTag
okvTTLVGet Tag returns the tag value of the OKVTTLV object.

*  OkvTTLVGetType
okvTTLVGet Type returns the type value of the OKVTTLV object.

*  OKvTTLVGetLen
okvTTLVGet Len returns the length of the value of the OKVTTLV object.

e okvTTLVGetValueCopy
okvTTLVGet Val ueCopy copies the value of the OKVTTLV object into the supplied buffer.

14.15 okvTTLVGetValueCopy

ORACLE

okvTTLVGet Val ueCopy copies the value of the OKVTTLV object into the supplied buffer.

Category
KMIP extension TTLV object API

Purpose

okvTTLVGet Val ueCopy will copy the value of the OKVTTLV object into the supplied buffer.

Syntax

ub4 okvTTLVGet Val ueCopy( OKVTTLV *ttlv, void *val, ub4 |en);
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Parameters

Parameter IN/JOUT Description

ttlv I'N OKVTTLYV object

val aut Buffer for the OKVTTLV object
value

len IN Length of the OKVTTLV object
value

Return Values

Return Value Description

ub4 Length of the OKVTTLV object value.

Success: Length of the value of the OKVTTLV
object is returned.

Failure: Zero is returned.

Comments
The memory for the value has to be pre-allocated before making a call to this function.

Depending on the type of the OKVTTLV object, the value can be interpreted differently.
For example, if the type of the OKVTTLYV object is | NTEGER, then the value can be
stored in a ub4 variable. However, if the OKVTTLV object is a BYTE STRI NG, the value
is a ubl array of length | en.

This function should not be used for OKVTTLYV objects that are of type STRUCTURE.

Example

OKVTTLV *resp = (OKVTTLV *) NULL;
OKVTTLV *tagid = (OKVTTLV *) NULL;

ub4 clen;

oratext cval [ OKV_UNI QUE_I D_MAXLEN + 1];

OKVOps *ops = okvOpsCreate(env, OKVpCreate);

resp = okvTTLVGet Response(env, ops);
tagi d = okvTTLVGet Fi rst Chil dByTag(env, resp, OKVDEF_TAG ID);
clen = okvTTLVGetLen(tagid);

okvTTLVGet Val ueCopy(tagid, (void *)cval, clen);
cval[clen] = 0;

printf("%", cval);

Related Topics

*  OokvTTLVGetTag
okvTTLVGet Tag returns the tag value of the OKVTTLYV object.

e OokvTTLVGetType
okvTTLVGet Type returns the type value of the OKVTTLV object.

*  OKvTTLVGetLen
okvTTLVGet Len returns the length of the value of the OKVTTLV object.

e okvTTLVGetValue
okvTTLVGet Val ue returns the pointer to the value of the OKVTTLV object.
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Oracle Key Vault Client SDK Utility APIs

You can use the Oracle Key Vault client SDK utility APIs with other Oracle Key Vault functions
to simplify common operations.

The element and attribute index used in the Oracle Key Vault utility functions have the same
meaning as described in section Attribute Index and Element Index.

About the Oracle Key Vault Client SDK Utility APls
You can use the Oracle Key Vault SDK utility APIs with other Oracle Key Vault APIs to
simplify commonly used operations.

okvAttrExtractTTLV
okvAttrExtract TTLV converts the attributes that are child OKVTTLV objects of the
specified OKVTTLV parent object into OKVAt tr .

okvAttrMakeTTLV
okvAt tr MakeTTLV converts the OKVAt tr into an OKVTTLYV structure.

okvGetTextForAttributeNum
okvGet Text For At t ri but eNumreturns the attribute name for a given Oracle Key Vault
attribute number.

okvGetTextForTag
okvCet Text For Tag returns the name of the valid KMIP tag.

okvGetTextForTagEnum
okvGet Text For TagEnumreturns the name of the enumerated value for a valid KMIP tag of
ENUMERATI ON type.

okvGetTextForTagType
okvGet Text For TagType returns the name of the valid KMIP type.

okvGetTextLenForAttributeNum
okvGet Text LenFor At t ri but eNumreturns the length of the name of the attribute for a
given Oracle Key Vault attribute number.

okvODbjGetAttrNo
okvQbj Cet At t r No will return the Oracle Key Vault attribute number for a given TTLV
object.

15.1 About the Oracle Key Vault Client SDK Utility APIs

You can use the Oracle Key Vault SDK utility APIs with other Oracle Key Vault APIs to
simplify commonly used operations.

ORACLE

The client SDK utility API element and attribute indexes have the same structure as the
Oracle Key Vault KMIP attribute APIs.

Related Topics

About the Oracle Key Vault KMIP Attribute APIs
This section describes the interfaces that help create and interpret Oracle Key Vault
KMIP attributes.
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15.2 okvAttrExtractTTLV

ORACLE

okvAt t r Ext ract TTLV converts the attributes that are child OKVTTLV objects of the
specified OKVTTLV parent object into OKVAt tr .

Category
KMIP utility API

Purpose

okvAt t r Ext ract TTLV will convert the attributes that are child OKVTTLV objects of the
specified OKVTTLV parent object into OKVAt tr .

Syntax

OKVErrNo okvAttrExtract TTLV(OKVEnv *env, OKVTTLV *attr_ttlv,
OKVAttr *attr_col);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

attr_ttlv IN TTLV parent object containing
attributes.

attr_col ot Collection of attributes.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for
the error on top of the error stack.

Comments

None.

Example

OKVAttr attr_struct;
ub4 index = 0;
menset ((void *)&attr_struct, 0, sizeof(attr_struct));

okvAttrExtract TTLV(env, ttlv, &attr_struct);
printf("\nAttributes Extracted:");

printf("\nName: % ", attr_struct.name[index].name);
printf("\nName Length: % ", attr_struct.nane[index].nanel);

[* Null terminate the unique identifier */
attr_struct.unique_identifier.id[attr_struct.unique_identifier.idl] = 0;
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printf("\nUnique ID: % ", attr_struct.unique_identifier.id);
printf("\nUnique ID Length: %l ", attr_struct.unique_identifier.idl);
printf("\nCryptographic Algorithm 9% ", attr_struct.crypto_algorithny;

Related Topics

e okvAtirMakeTTLV
okvAt tr MakeTTLV converts the OKVAt tr into an OKVTTLYV structure.

15.3 okvAttrMakeTTLV

ORACLE

okvAtt r MakeTTLV converts the OKVAt t r into an OKVTTLYV structure.

Category
KMIP utility API

Purpose

okvAtt r MakeTTLV will convert the OKVAt tr into an OKVTTLYV structure and all the new
attributes in the OKVTTLV will be collected under the specified OKVTTLV parent object.
Syntax

OKVErrNo okvAttrMakeTTLV(OKVEnv *env, OKVAttr *attr_col
OKVTTLV *attr_ttlv);

Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment
handle.

attr_col IN Collection of attributes.

attr _ttlv aut TTLV parent object containing
attributes.

Return Values

Return Value Description

OKVEr r No Oracle Key Vault error number.

Success: OKV_SUCCESS (0) is returned.

Failure: A valid error number is returned for the
error on top of the error stack.

Comments

For multi-instance attributes, the count of the attribute must be set. For example, nane is a
multi-instance attribute. Hence, if nanme is being added, name_count must also be specified.
Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;
OKVOps *ops;
OKVAttr attrs;
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menset ((void *)&attrs, 0, sizeof(attrs));

/* Adding name attribute to the structure */

ub4 index = 0;

attrs.name_count = 1;

attrs.nane[index].nane = "attr_nanme";
attrs.nane[index].nanel = strlen(attrs.nanme[index].nane);
attrs. nane[index].type = 1;

/* Adding cryptographic algo attribute to the structure */
attrs.crypto_al gorithm= CRYPTO ALG AES;

/* Adding unique identifier attribute to the structure */
attrs.unique_identifier.id = uid,

attrs.unique_identifier.idl = strlen(attrs.unique_identifier.id);
ops = okvOpsCreate(env, OKVOpAddAttribute);

ttlv = okvTTLVGet Request (env, ops);

/* Convert OKVAttr structure to TTLV Attributes Chject */
okvAttrMakeTTLV(env, &attrs, ttlv);

Related Topics

*  OkvAttrExtractTTLV
okvAt t r Ext ract TTLV converts the attributes that are child OKVTTLV objects of the
specified OKVTTLV parent object into OKVAt tr .

15.4 okvGetTextForAttributeNum

okvCet Text For At t ri but eNumreturns the attribute name for a given Oracle Key Vault
attribute number.

Catetory
KMIP Utility API

Purpose

okvGet Text For At t ri but eNumreturns the attribute name for a given Oracle Key Vault
attribute number.

Syntax

oratext *okvGet TextForAttributeNun( OKVAttrNo attrno);

Parameters

Parameter IN/JOUT Description

attrno I'N Oracle Key Vault attribute number of the
KMIP attribute.
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Return Values
Return Value Description
orat ext* Name of KMIP attribute.
Success: A valid pointer to the name of the KMIP
attribute.

Failure: A NULL pointer is returned.

Comments

None.

Example

printf("%", okvGetTextForAttributeNun OKVAttrActivationDate));

Related Topics

e okvGetTextForTag
okvGet Text For Tag returns the name of the valid KMIP tag.

*  okvGetTextForTagEnum
okvCet Text For TagEnumreturns the name of the enumerated value for a valid KMIP tag of
ENUMERATI ON type.

» okvGetTextForTagType
okvGet Text For TagType returns the name of the valid KMIP type.

*  okvGetTextLenForAttributeNum
okvCet Text LenFor At t ri but eNumreturns the length of the name of the attribute for a
given Oracle Key Vault attribute number.

15.5 okvGetTextForTag

okvGet Text For Tag returns the name of the valid KMIP tag.

Category
KMIP utility API

Purpose

okvCet Text For Tag returns the name of the valid KMIP tag. A NULL value is returned for invalid
KMIP tag.

Syntax

oratext *okvGet Text For Tag( OKVTag tag);

Parameters
Parameter IN/OUT Description
tag I'N KMIP tag
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Return Values

Return Value Description

orat ext* KMIP tag name.

Success: A valid pointer to the KMIP tag
name is returned.

Failure: A NULL pointer is returned.

Comments

None.

Example

printf("%", okvGetTextForTag( OKVDEF_TAG ID));

Related Topics

» okvGetTextForAttributeNum
okvGet Text For At t ri but eNumreturns the attribute name for a given Oracle Key
Vault attribute number.

*  okvGetTextForTagEnum
okvGet Text For TagEnumreturns the name of the enumerated value for a valid KMIP
tag of ENUVERATI ON type.

e okvGetTextForTagType
okvGet Text For TagType returns the name of the valid KMIP type.

*  okvGetTextLenForAttributeNum
okvCet Text LenFor At t ri but eNumreturns the length of the name of the attribute for
a given Oracle Key Vault attribute number.

15.6 okvGetTextForTagEnum

ORACLE

okvGet Text For TagEnumreturns the name of the enumerated value for a valid KMIP tag
of ENUVERATI ON type.

Category
KMIP utility API

Purpose

okvGet Text For TagEnumwill return the name of the enumerated value for a valid KMIP
tag of EMUMVERATI ON type.

Syntax

oratext *okvGet Text For TagEnun{ OKVTag tag, ub4 val);

Parameters
Parameter IN/JOUT Description
tag IN KMIP enum tag
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okvGetTextForTagType
Parameter IN/OUT Description
val I'N KMIP enum tag value
Return Values
Return Value Description
oratext* Name of KMIP enum tag value.

Success: A valid pointer to the name of the KMIP
enum tag value is returned.

Failure: A NULL pointer is returned.

Comments

A NULL value is returned for invalid KMIP tag or invalid value of the KMIP tag or if the KMIP
tag is not of ENUVERATI ON type.
Example

printf("%", okvGetText For TagEnum( OKVDEF_TAG_STATE, OKVDEF_STATE_ACTI VE));

Related Topics

» okvGetTextForAttributeNum
okvGet Text For At t ri but eNumreturns the attribute name for a given Oracle Key Vault
attribute number.

» okvGetTextForTag
okvCet Text For Tag returns the name of the valid KMIP tag.

* okvGetTextForTagType
okvGet Text For TagType returns the name of the valid KMIP type.

» okvGetTextLenForAttributeNum
okvGet Text LenFor At t ri but eNumreturns the length of the name of the attribute for a
given Oracle Key Vault attribute number.

15.7 okvGetTextForTagType

ORACLE

okvCet Text For TagType returns the name of the valid KMIP type.

Category
KMIP utility API

Purpose

okvGet Text For TagType returns the name of the valid KMIP type. A NULL value is returned for
invalid KMIP type.

Syntax

oratext *okvGet Text For TagType( OKVType typ);
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Parameters
Parameter IN/JOUT Description
typ I'N KMIP type

Return Values

Return Value Description

oratext* KMIP type name.

Success: A valid pointer to the KMIP type
name is returned.

Failure: A NULL pointer is returned.

Comments

None.

Example

printf("%", okvGetTextForTagType(OKVDEF_| TEM TYPE_INT));

Related Topics

» okvGetTextForTag
okvCet Text For Tag returns the name of the valid KMIP tag.

* okvGetTextForTagEnum
okvGet Text For TagEnumreturns the name of the enumerated value for a valid KMIP
tag of ENUVERATI ON type.

*  okvGetTextForAttributeNum
okvGet Text For At t ri but eNumreturns the attribute name for a given Oracle Key
Vault attribute number.

»  okvGetTextLenForAttributeNum
okvGet Text LenFor At t ri but eNumreturns the length of the name of the attribute for
a given Oracle Key Vault attribute number.

15.8 okvGetTextLenForAttributeNum

ORACLE

okvGet Text LenFor At t ri but eNumreturns the length of the name of the attribute for a
given Oracle Key Vault attribute number.

Catetory
KMIP Utility API

Purpose

okvGet Text LenFor At t ri but eNumreturns the length of the name of the attribute for a
given Oracle Key Vault attribute number.

Syntax
ub4 okvGet Text LenFor Attri but eNun{ OKVAttrNo attrno);
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okvObjGetAttrNo

Parameters
Parameter IN/JOUT Description
attrno IN Oracle Key Vault attribute number of the

KMIP attribute.

Return Values

Return Value

Description

ub4

Length of the attribute name.
Success: Length of the buffer is returned.
Failure: 0.

Comments

None.

Example

printf("o%d", okvGetTextLenForAttributeNun( OKVAttrActivationDate));

Related Topics

e okvGetTextForAttributeNum
okvGet Text For At t ri but eNumreturns the attribute name for a given Oracle Key Vault

attribute number.

*  okvGetTextForTag

okvGet Text For Tag returns the name of the valid KMIP tag.

e okvGetTextForTagEnum

okvGet Text For TagEnumreturns the name of the enumerated value for a valid KMIP tag of

ENUMERATI ON type.
e okvGetTextForTagType

okvGet Text For TagType returns the name of the valid KMIP type.

okvQbj Cet At t r No will return the Oracle Key Vault attribute number for a given TTLV object.

Catetory

KMIP Utility API

Purpose

okvQObj Get At t r No will return the Oracle Key Vault attribute number for a given TTLV object.

Syntax

OKVAttrNo okvObj Get AttrNo( OKVEnv *env, OKVTTLV *ttlv);
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Parameters

Parameter IN/JOUT Description

env I'N Oracle Key Vault environment handle.
ttlv I'N OKVTTLYV object.

Return Values

Return Value Description

OKVAttr No Oracle Key Vault attribute number for the TTLV
object.
Success: Oracle Key Vault attribute number
for the given TTLV object is returned.
Failure: OKVAt trlnval i d is returned.
Comments
None.
Example

OKVTTLV *ttlv = (OKVTTLV *) NULL;

switch (okvObj Get AttrNo(env, ttlv))

{

.C;'i.SE OKVAL t r Qbj Type:

casé. d<VAt trCryptoAl g:

casé. d<VAt trCryptoLen:

casé. d<VAt trCrypt oUsageMask:
}
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Oracle Key Vault Client Java SDK API
Reference

Part Il provides information about the Oracle Key Vault Java SDK packages and its APIs.

* Oracle Key Vault Java SDK Packages
The Oracle Key Vault Java SDK provides four packages.

e Oracle Key Vault Java SDK APIs
The Oracle Key Vault Java SDK provides APIs similar to C SDK APIs.
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Oracle Key Vault Java SDK Packages

The Oracle Key Vault Java SDK provides four packages.

Table 16-1 Oracle Key Vault Java SDK Packages

Package Description

oracl e. okv. exception This package contains all the exceptions thrown

by the Java SDK Oracle Key Vault interface.

oracl e. okv. km p This package contains enumclass for KMIP tags,

tag enumerations, and types.

oracl e. okv. response This package contains all the response classes

whose objects are the return values of various
high-level Oracle Key Vault Java SDK APlIs.

oracl e. okv. service This package contains the OKVSer vi ce class

through which all the high level Java SDK APIs are

exposed.

» oracle.okv.exception Java Package

The oracl e. okv. except i on package contains all the exceptions thrown by the Java SDK

Oracle Key Vault interface.

e oracle.okv.kmip Java Package

The or acl e. okv. kni p package contains enumclass for KMIP tags, tag enumerations, and

types.
e oracle.okv.response Java Package

The oracl e. okv. response package contains all the response classes whose objects are

the return values of various high-level Oracle Key Vault Java SDK APIs.

» oracle.okv.service Java Package

The or acl e. okv. servi ce package contains the OKVSer vi ce class through which all the

high level Java SDK APIs are exposed.

16.1 oracle.okv.exception Java Package

The or acl e. okv. except i on package contains all the exceptions thrown by the Java SDK

Oracle Key Vault interface.

Exceptions

*  OKVAppNamespaceNotSuppException
e OKVAuthNotSuccessfulException

e OKVBatchResponseException

e OKVConfigurationException

e OKVConnectionException

e OKVCryptographicFailureException

ORACLE
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oracle.okv.kmip Java Package

*  OKVEnNcodingOptionException

*  OKVException

*  OKVFeatureNotSuppException

*  OKVGeneralFailureException

*  OKVIllegalOperationException

*  OKVIndexOutOfBoundsException
*  OKVIinsufficientGrpPrivException

*  OKVinvalidArgumentException

e OKVinvalidAttrValueException

*  OKVinvalidFieldException

e OKVinvalidGroupException

*  OKVinvalidMessageException

e OKVInvalidTTLVException

*  OKVItemNotFoundException

*  OKVKeyCompressionTypeNotSuppException
*  OKVKeyFormatTypeNotSuppException
*  OKVMissingDataException

*  OKVNoReasonException

*  OKVObjectArchivedException

e OKVOperationCancelledException
*  OKVOperationNotSuppException

e OKVPermissionDeniedException

*  OKVResponseException

*  OKVResponseToolargeException
*  OKVRestrictedModeException

*  OKVWrongObjectTypeException

16.2 oracle.okv.kmip Java Package

The or acl e. okv. km p package contains enumclass for KMIP tags, tag enumerations,
and types.

Interfaces
*  OKVPrimitiveConnection
Classes

OKVConnection
e OKVSSLConnection
e OKVTTLV

Enums
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16.3 oracle.okv.response Java Package

16.4 oracle.okv.service Java Package

ORACLE

OKVTag
OKVTagEnum
OKVType

Chapter 16
oracle.okv.response Java Package

The oracl e. okv. r esponse package contains all the response classes whose objects are the
return values of various high-level Oracle Key Vault Java SDK APIs.

Interfaces

OKVAppSpecificinfo
OKVAttribute
OKVAttrListResponse
OKVAttrsResponse
OKVBatchResponse
OKVCertResponse
OKVCryptoDomainParams
OKVCryptoParams
OKVDigest
OKVKeyResponse
OKVLink

OKVName
OKVOpaqueDataResponse
OKVQueryResponse
OKVResponse
OKVRevocationReason
OKVSecretDataResponse
OKVTemplateResponse
OKVUidListResponse
OKVUidResponse
OKVUsageLimits
OKVX509Certld

Classes

OKVServerlnformation

The oracl e. okv. servi ce package contains the OKVSer vi ce class through which all the high

level Java SDK APIs are exposed.

Interfaces
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*  OKVTransporter
Classes

*  OKVService

e OKVTransporterimpl
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Oracle Key Vault Java SDK APIs

The Oracle Key Vault Java SDK provides APIs similar to C SDK APIs.

e Java SDK Management APIs
This section describes the interfaces for Oracle Key Vault program environment.

e Java SDK Connection Management APIs
This section describes the interfaces for Oracle Key Vault connection management.

» Java SDK KMIP APIs
The Java SDK KMIP APIs provide functions for creating keys, activating keys, adding
attributes to keys, destroying keys, and other operations.

* Java SDK KMIP Batch APIs
This section describes the interfaces for the Oracle Key Vault KMIP Batch functions.

* Java SDK KMIP Attribute APIs
This section describes the interfaces that help create and interpret Oracle Key Vault
KMIP attributes.

* Java SDK KMIP Custom Attribute APIs
This section describes the interfaces that help create and interpret Oracle Key Vault
KMIP custom attributes.

e Java SDK KMIP Extension Operation Management APIs
This section describes the interfaces for Oracle Key Vault operations used to execute
custom KMIP requests.

e Java SDK KMIP Extension TTLV Object APIs
This section describes the interfaces for Oracle Key Vault KMIP parser/builder.

17.1 Java SDK Management APIs

This section describes the interfaces for Oracle Key Vault program environment.
Management APIs

*  okvEnvGetOpRequestObj
*  okvEnvSetConfig

17.2 Java SDK Connection Management APIs

This section describes the interfaces for Oracle Key Vault connection management.
Connection Management APIs

e okvConnect
* okvConnSendRecvBytes

e okvDisconnect
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17.3 Java SDK KMIP APIs

The Java SDK KMIP APIs provide functions for creating keys, activating keys, adding

17.4 Java SDK KMIP Batch APIs

ORACLE

attributes to keys, destroying keys, and other operations.

KMIP APIs

okvActivate
okvAddAttribute
okvCreateKey
okvDeleteAttribute
okvDestroy
okvGetAttributeList
okvGetAttributes
okvGetCertificate
okvGetCertificateRequest
okvGetKey
okvGetOpaqueData
okvGetPrivateKey
okvGetPublicKey
okvGetSecretData
okvGetTemplate
okvLocate
okvModifyAttribute
okvQueryCapability
okvRegCertificate
okvRegCertificateRequest
okvRegKey
okvRegOpaqueData
okvRegPrivateKey
okvRegPublicKey
okvRegSecretData
okvRegTemplate
okvRekey

okvRevoke

Chapter 17
Java SDK KMIP APIs

This section describes the interfaces for the Oracle Key Vault KMIP Batch functions.

17-2



17.5 Java SDK KMIP Attribute APIs

ORACLE

KMIP Batch APIs

okvBatchExecute

Chapter 17
Java SDK KMIP Attribute APIs

This section describes the interfaces that help create and interpret Oracle Key Vault KMIP
attributes.

KMIP Attribute APIs

okvAddAttributeObject
okvAttrAddActivationDate
okvAttrAddArchiveDate
okvAttrAddCertLen
okvAttrAddCertType
okvAttrAddCompromiseDate

okvAttrAddCompromiseOccurrenceDate

okvAttrAddContactinfo
okvAttrAddCryptoAlgo
okvAttrAddCryptoLen
okvAttrAddCryptoParams
okvAttrAddCryptoUsageMask
okvAttrAddDeactivationDate
okvAttrAddDestroyDate
okvAttrAddDigest
okvAttrAddDigitalSignAlgo
okvAttrAddFresh
okvAttrAddInitialDate
okvAttrAddLastChangeDate
okvAttrAddLeaseTime
okvAttrAddName
okvAttrAddObjectGroup
okvAttrAddObjectType
okvAttrAddProcessStartDate
okvAttrAddProtectStopDate
okvAttrAddRevocationReason
okvAttrAddState
okvAttrAddUniquelD
okvAttrAddUsageLimits
okvAttrAddX509Certld
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okvAttrAddX509Certlss

okvAttrAddX509CertIssAltName

okvAttrAddX509CertSubj

okvAttrAddX509CertSubjAltName

okvAttrGetActivationDate
okvAttrGetArchiveDate
okvAttrGetCertLen
okvAttrGetCertType

okvAttrGetCompromiseDate

okvAttrGetCompromiseOccurrenceDate

okvAttrGetContactinfo
okvAttrGetCryptoAlgo
okvAttrGetCryptoLen
okvAttrGetCryptoParams
okvAttrGetCryptoUsageMask
okvAttrGetDeactivationDate
okvAttrGetDestroyDate
okvAttrGetDigest
okvAttrGetDigitalSignAlgo
okvAttrGetFresh
okvAttrGetlnitialDate
okvAttrGetLastChangeDate
okvAttrGetLeaseTime
okvAttrGetName
okvAttrGetObjectGroup
okvAttrGetObjectType
okvAttrGetProcessStartDate
okvAttrGetProtectStopDate
okvAttrGetRevocationReason
okvAttrGetState
okvAttrGetUniquelD
okvAttrGetUsageLimits
okvAttrGetX509Certld
okvAttrGetX509Certlss

okvAttrGetX509CertlssAltName

okvAttrGetX509CertSubj

okvAttrGetX509CertSubjAltName

Chapter 17
Java SDK KMIP Attribute APIs
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17.6 Java SDK KMIP Custom Attribute APIs

okvGetAttributeObject

Chapter 17
Java SDK KMIP Custom Attribute APIs

This section describes the interfaces that help create and interpret Oracle Key Vault KMIP
custom attributes.

KMIP Custom Attribute APIs

okvCustomAttrAddBoolean
okvCustomAttrAddByteString
okvCustomAttrAddDateTime
okvCustomAttrAddEnum
okvCustomAttrAddinteger
okvCustomAttrAddinterval
okvCustomAttrAddLonginteger
okvCustomAttrAddStructure
okvCustomAttrAddTextString
okvCustomAttrGetBoolean
okvCustomAttrGetByName
okvCustomAttrGetByteString
okvCustomAttrGetByType
okvCustomAttrGetDateTime
okvCustomAttrGetEnum
okvCustomAttrGetinteger
okvCustomAttrGetinterval
okvCustomAttrGetLonglinteger
okvCustomAttrGetStructure

okvCustomAttrGetTextString

17.7 Java SDK KMIP Extension Operation Management APIs

This section describes the interfaces for Oracle Key Vault operations used to execute custom
KMIP requests.

Extension Operation Management APIs

okvOpsExecuteOp

17.8 Java SDK KMIP Extension TTLV Object APIs

This section describes the interfaces for Oracle Key Vault KMIP parser/builder.

KMIP Extension TTLV Object APIs

ORACLE

17-5



ORACLE

okvTTLVGetChild
okvTTLVGetChildByTag
okvTTLVGetFirstChildByTag
okvTTLVGetLen
okvTTLVGetTag
okvTTLVGetType
okvTTLVGetValue

Chapter 17
Java SDK KMIP Extension TTLV Object APIs
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Oracle Key Vault Client SDK Troubleshooting

Part VII describes troubleshooting issues with using the Oracle Key Vault Client SDK.

e Troubleshooting
Oracle Key Vault SDK programs can be debugged using the tracing infrastructure which
is included as a part of Oracle Key Vault SDK deliverable.
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Troubleshooting

Oracle Key Vault SDK programs can be debugged using the tracing infrastructure which is
included as a part of Oracle Key Vault SDK deliverable.

Refer the content below for using the tracing infrastructure for C SDK and Java SDK
programs.

* C SDK Tracing: Before turning on the tracing, identify the version of C SDK software
being used on your system as shown below. If you have deployed C SDK
under $OKV_HOME, then execute the following commands:

cd $OKV_HOMVE/ csdk/lib
strings |ibokvcsdk.so | grep "Oracle Key Vault C SDK Version"

The Oracle Key Vault C SDK supports an extensive tracing infrastructure in order to
debug errors encountered during execution of a C SDK endpoint program. The tracing
can be enabled for a C SDK program using the okvEnvSet Tr ace API. The Oracle Key
Vault C SDK supports different trace levels to filter trace messages generated for a C
SDK endpoint program. Refer to section okvEnvSetTrace to find information on various
trace levels and refer the example in same section to enable tracing for a C SDK
endpoint program. The trace files can be found in the location provided as input to
okvEnvSet Trace API call. The trace files have the format

okv_csdk_<Process_I D of _CSDK _Progranp.trc.

e Java SDK Tracing: Before turning on the tracing, identify the version of Java SDK
software being used on your system as shown below. If you have deployed Java SDK
under $OKV_HOME, then execute the following commands:

cd $OKV_HOWE j sdk/lib
unzip -p okvjsdk.jar | strings | grep "Oracle Key Vault Java SDK Version"

Tracing for the Oracle Key Vault Java SDK is supported at the standard

java. util.logging trace levels: OFF, SEVERE, WARNING, INFO, FINE, FINER, and
ALL. Tracing can be turned on by setting the trace level in configuration file

| oggi ng. properties. This configuration file is provided as part of the Oracle Key Vault
Java SDK deliverable. Please make sure to turn on the global trace level . | evel and
java. util.logging.FileHandl er.|evel inthe configuration file so that the Java SDK
traces are generated in a file. Also you may change the directory in which you want the
trace file to be generated by editing the property

java.util.logging. FileHandl er. pattern in the configuration file.

For more information on trace levels, refer to https://docs.oracle.com/javase/7/docs/api/
javalutil/logging/Level.html. For more information on j ava. util. | oggi ng FileHandler,
refer to https://docs.oracle.com/javase/7/docs/api/javalutil/logging/FileHandler.html.

Provide the SDK version information and the trace logs when raising SDK issues to support
team. Note that no sensitive information is written to a trace file during program execution.

Related Topics

* okvEnvSetTrace
okvEnvSet Trace sets up the Oracle Key Vault trace configuration context.
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algorithm
digital signature algorithm, getting with
okvAttrGetDigitalSignAlgo, 12-62
attribute index
about, 12-7
attribute objects
about, 12-6
adding archive date with
okvAttrAddArchiveDate, 12-8
adding certificate length with
okvAttrAddCertLen, 12-11
adding certificate type with
okvAttrAddCertType, 12-12
adding digital signature algorithm with
okvAttrAddDigitalSignAlgo, 12-24
adding initial date with okvAttrAddInitialDate,
12-26
adding last change date with
okvAttrAddLastChangeDate, 12-27
adding state with okvAttrAddState, 12-35
adding with okvAddAttributeObject, 12-9
adding X509 certificate ID with
okvAttrAddX509Certld, 12-38
adding X509 certificate issuer alternate name
with
okvAttrAddX509CertlssAltName,
12-41
adding X509 certificate issuer with
okvAttrAddX509Certlss, 12-40
adding X509 certificate subject alternate
name with
okvAttrAddX509CertSubjAltName,
12-44
adding X509 certificate subject with
okvAttrAddX509CertSubj, 12-43
defining KMIP attributes with OKVATTRMAX
using OKVALttrNo, 6-4
defining KMIP attributes with OKVOBJMAX
using OKVObjNo, 6-8
defining KMIP attributes with OKVOPSMAX
using OKVOpsNo, 6-9
text string data type, getting with
okvCustomAttrGetTextString, 12-128
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attribute objects (continued)

TTLV structure data type, getting with
okvCustomAttrGetStructure, 12-127

attribute objects, custom

about, 12-99

Boolean data type, adding with
okvCustomAttrAddBoolean, 12-100

Boolean data type, getting with
okvCustomAttrGetBoolean, 12-113

byte string data type length, getting with
okvCustomAttrGetByteStringLen,
12-117

byte string data type, adding with
okvCustomAttrAddByteString,
12-102

byte string data type, getting with
okvCustomAttrGetByteString, 12-116

custom attribute with name, getting with
okvCustomAttrGetByName, 12-114

custom attribute, getting with
okvCustomAttrGetByType, 12-118

custom attributes, getting with
okvCustomAttrGet, 12-112

date time data type, adding with
okvCustomAttrAddDateTime, 12-103

date time data type, getting with
okvCustomAttrGetDateTime, 12-120

enumeration data type, adding with
okvCustomAttrAddEnum, 12-104

enumeration data type, getting with
okvCustomAttrGetEnum, 12-121

integer data type, adding with
okvCustomAttrAddinteger, 12-105

interval data type, adding with
okvCustomAttrAddinterval, 12-107

interval data type, getting with
okvCustomAttrGetinterval, 12-124

long integer data type, adding with
okvCustomAttrAddLonginteger,
12-108

long integer data type, getting with
okvCustomAttrGetLonglnteger,
12-125
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attribute objects, custom (continued)

text string data type length, getting with
okvCustomAttrGetTextStringLen,
12-130

text string data type, adding with
okvCustomAttrAddTextString, 12-110

TTLV structure, adding with
okvCustomAttrAddStructure, 12-109

B

batch operations

ending with okvBatchFree, 11-82

executing with okvBatchExecute, 11-80

getting counts of batch operations with
okvGetBatchOperationCount, 11-83

getting name of batch job nhumber with
okvGetBatchOperationName, 11-84

start of with okvBatchCreate, 11-79

C

certificate
request object, 11-51
client SDK KMIP APls
about, 11-3
connections
creating with OKIConnConnec, 8-1
KMIP response messaging with
okvConnSendRecvBytes, 8-3
KMIP response messaging with okvConnSet,
8-4
KMIP response messaging with
okvConnUnSet, 8-6
OKl types, 5-9
removing with okvDisconnect, 8-7
SSL connection wallet, password, 7-7
contact information
adding with okvAttrAddContactinfo, 12-15
getting with okvAttrGetContactinfo, 12-51
length, getting with
okvAttrGetContactinfoLen, 12-52
cryptographic
algorithm, adding with okvAttrAddCryptoAlgo,
12-16
algorithm, getting with okvAttrGetCryptoAlgo,
12-53
length, adding with okvAttrAddCryptoLen,
12-17
length, getting with okvAttrGetCryptoLen,
12-55
parameters, adding with
okvAttrAddCryptoParams, 12-18
parameters, getting with
okvAttrGetCryptoParams, 12-56

ORACLE

Index

cryptographic (continued)
usage mask, adding with
okvAttrAddCryptoUsageMask, 12-20
usage mask, getting with
okvAttrGetCryptoUsageMask, 12-57

D

data, opaque
getting with okvGetOpaqueData, 11-27
registering with okvRegOpaqueData, 11-58
data, secret
getting with okvGetSecretData, 11-35
registering with okvRegSecretData, 11-69
dates
activation date, getting with
okvAttrGetActivationDate, 12-45
adding activation date attribute with
okvAttrAddActivationDate, 12-10
archive date, getting with
okvAttrGetArchiveDate, 12-46
compromise date, adding with
okvAttrAddCompromiseDate, 12-13
compromise date, getting with
okvAttrGetCompromiseDate, 12-49
compromise occurrence date, adding with

okvAttrAddCompromiseOccurrenceDate,

12-14

compromise occurrence date, getting with
okvAttrGetCompromiseOccurrenceDate,
12-50

deactivation date, adding with
okvAttrAddDeactivationDate, 12-21

deactivation date, getting with
okvAttrGetDeactivationDate, 12-58

destroy date, adding with
okvAttrAddDestroyDate, 12-22

destroy date, getting with
okvAttrGetDestroyDate, 12-59

initial, getting with okvAttrGetlnitialDate, 12-64

last change, with with
okvAttrGetLastChangeDate, 12-65

okvCustomAttrAddDateTime, 12-103

okvCustomAttrGetDateTime, 12-120

process start date, adding with
okvAttrAddProcessStartDate, 12-32

process start date, getting with
okvAttrGetProcessStartDate, 12-73

process stop date, getting with
okvAttrGetProtectStopDate, 12-74

protect stop date, adding with
okvAttrAddProtectStopDate, 12-33

digest
adding with okvAttrAddDigest, 12-23
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digest (continued)
digest attribute, getting with
okvAttrGetDigest, 12-60
length, getting with okvAttrGetDigestLen,
12-61
downloading SDK software, 4-1

E

Index

K

element index
about, 12-7
ending Oracle Key Vault Interface environment,
okvEnvFree, 7-3
endpoints
SDK program behavior, OKVEnv, 6-5
SDK program behavior, okvEnvCreate, 7-1
error handling
capturing errors with OKVErr, 6-6
depth of error stack for batch job with
okvErrGetDepthForBatch, 10-3
depth of error stack with okvErrGetDepth,
10-1
error at depth with okvErrGetNumAtDepth,
10-6
error number at specified depth of error stack
with
okvErrGetNumAtDepthForBatch,
10-7
error number for batch with
okvErrGetNumForBatch, 10-9
get error number with okvErrGetNum, 10-4
reset error stack with okvErrReset, 10-11
text of error with okvGetTextForErrNum,
10-12

F

freeing Oracle Key Vault Interface TTLV
descriptor, okvEnvFreeResultObj, 7-4
fresh attributes
adding with okvAttrAddFresh, 12-25
getting with okvAttrGetFresh, 12-63

J

Java packages
enum class, in oracle.okv.kmip, 16-2
exceptions, in oracle.okv.exception, 16-1
OKVService class, in oracle.okv.service, 16-3
response classes, in oracle.okv.response,
16-3

ORACLE

keys
creating KMIP key object with okvCreateKey,
11-7
getting symmetric keys with okvGetKey,
11-25
registering symmetric, 11-55
rekeying with okvRekey, 11-74
KMIP features
supported managed objects, 3-1
supported operations, 3-2
supported profiles, 3-1
supported version, 3-1
used with Oracle Key Vault client SDK, 3-1
KMIP objects
activating with okvActivate, 11-3
adding attributes with okvAddAttribute, 11-5
certificate request operations with
okvRegCertificateRequest, 11-51
creating key with okvCreateKey, 11-7
deleting attributes with okvDeleteAttribute,
11-10
destroying with okvDestroy, 11-12
getting attribute list with okvGetAttributeList,
11-14
getting attributes with okvGetAttributes,
11-17
getting certificate request with
okvGetCertificateRequest, 11-22
getting certificate with okvGetCertificate,
11-19
getting opaque data with
okvGetOpaqueData, 11-27
getting private key with okvGetPrivateKey,
11-29
getting public key with okvGetPublicKey,
11-32
getting secret data with okvGetSecretData,
11-35
getting symmetric key objects with
okvGetKey, 11-25
getting template objects with
okvGetTemplate, 11-38
implementing locate operations with
okvLocate, 11-40
modifying attributes with okvModifyAttribute,
11-42
opaque data object register operations with
okvRegOpaqueData, 11-58
guerying with okvQueryCapability, 11-45
register certificate with okvRegCertificate,
11-47
register private key with okvRegPrivateKey,
11-61
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KMIP objects (continued)

register public key with okvRegPublicKey,
11-65

rekey operations with okvRekey, 11-74

revoke operations with okvRevoke, 11-77

secret data object register operations with
okvRegSecretData, 11-69

symmetric key object register operations with
okvRegKey, 11-55

template object register operations with
okvRegTemplate, 11-72

L
length
certificate length, getting with
okvAttrGetCertLen, 12-47
M

memory management

memory management context with
OKVMemoryCtx, 6-7

memory re-allocation with okvRealloc, 9-3

pointer to memory allocation program with
okvMalloc, 9-2

pointer to memory freeing program with
okvFree, 9-1

N

names

adding with okvAttrAddName, 12-29

attribute, name, and index, getting with
okvGetAttributeObject, 12-96

getting name, index attribute with
okvAttrGetName, 12-67

getting name, index length attribute with
okvAttrGetNameValuelLen, 12-68

O

objects
group, adding with okvAttrAddObjectGroup,
12-30
group, getting with okvAttrGetObjectGroup,
12-69
length, getting with
okvAttrGetObjectGroupLen, 12-70
type, adding with okvAttrAddObjectType,
12-31
type, getting with okvAttrGetObjectType,
12-72
OKITTLVGetChild, 14-6

ORACLE

Index

okvActivate C API, 11-3
okvAddAttribute C API, 11-5
okvAddAttributeObject C API, 12-9
OKVAttr C API, 6-2
okvAttrAddActivationDate C API, 12-10
okvAttrAddArchiveDate C API, 12-8
okvAttrAddCertLen C API, 12-11
okvAttrAddCertType C API, 12-12
okvAttrAddCompromiseDate C API, 12-13
okvAttrAddCompromiseOccurrenceDate C API,
12-14
okvAttrAddContactinfo C API, 12-15
okvAttrAddCryptoAlgo C API, 12-16
okvAttrAddCryptoLen C API, 12-17
okvAttrAddCryptoParams C API, 12-18
okvAttrAddCryptoUsageMask C API, 12-20
okvAttrAddDeactivationDate C API, 12-21
okvAttrAddDestroyDate C API, 12-22
okvAttrAddDigest C API, 12-23
okvAttrAddDigitalSignAlgo C API, 12-24
okvAttrAddFresh C API, 12-25
okvAttrAddinitialDate C API, 12-26
okvAttrAddLastChangeDate C API, 12-27
okvAttrAddLeaseTime C API, 12-28
okvAttrAddName C API, 12-29
okvAttrAddObjectGroup C API, 12-30
okvAttrAddObjectType C API, 12-31
okvAttrAddProcessStartDate C API, 12-32
okvAttrAddProtectStopDate C API, 12-33
okvAttrAddRevocationReason C API, 12-34
okvAttrAddState C API, 12-35
okvAttrAddUniquelD C API, 12-36
okvAttrAddUsageLimits C API, 12-37
okvAttrAddX509Certld C API, 12-38
okvAttrAddX509Certlss C API, 12-40
okvAttrAddX509CertlssAltName C API, 12-41
okvAttrAddX509CertSubj C API, 12-43
okvAttrAddX509CertSubjAltName C API, 12-44
okvAttrExtractTTLV C API, 15-2
okvAttrGetActivationDate C API, 12-45
okvAttrGetArchiveDate C API, 12-46
okvAttrGetCertLen C API, 12-47
okvAttrGetCertType C API, 12-48
okvAttrGetCompromiseDate C API, 12-49
okvAttrGetCompromiseOccurrenceDate C API,
12-50
okvAttrGetContactinfo C API, 12-51
okvAttrGetContactinfoLen C API, 12-52
okvAttrGetCryptoAlgo C API, 12-53
okvAttrGetCryptoLen C API, 12-55
okvAttrGetCryptoParams C API, 12-56
okvAttrGetCryptoUsageMask C API, 12-57
okvAttrGetDeactivationDate C API, 12-58
okvAttrGetDestroyDate C API, 12-59
okvAttrGetDigest C API, 12-60
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okvAttrGetDigestLen C API, 12-61
okvAttrGetDigitalSignAlgo C API, 12-62
okvAttrGetFresh C API, 12-63
okvAttrGetlnitialDate C API, 12-64
okvAttrGetLastChangeDate C API, 12-65
okvAttrGetLeaseTime C API, 12-66
okvAttrGetName C API, 12-67
okvAttrGetNameValuelLen C API, 12-68
okvAttrGetObjectGroup C API, 12-69
okvAttrGetObjectGroupLen C API, 12-70
okvAttrGetObjectType C API, 12-72
okvAttrGetProcessStartDate C API, 12-73
okvAttrGetProtectStopDate C API, 12-74
okvAttrGetRevocationReason C API, 12-75
okvAttrGetRevocationReasonMessagelLen C
API, 12-76
okvAttrGetState C API, 12-77
okvAttrGetUniquelD C API, 12-78
okvAttrGetUniquelDLen C API, 12-79
okvAttrGetUsageLimits C API, 12-80
okvAttrGetX509Certld C API, 12-81
okvAttrGetX509CertldissuerLen C API, 12-82
okvAttrGetX509CertldSerialNoLen C API, 12-84
okvAttrGetX509Certlss C API, 12-85
okvAttrGetX509CertlssAltName C API, 12-86
okvAttrGetX509CertlssAltNamelLen C API, 12-88
okvAttrGetX509CertlssDNLen C API, 12-89
okvAttrGetX509CertSubj C API, 12-90
okvAttrGetX509CertSubjAltName C API, 12-92
okvAttrGetX509CertSubjAltNamelLen C API,
12-94
okvAttrGetX509CertSubjDNLen C API, 12-95
okvAttrMakeTTLV C API, 15-3
OKVAttrNo C API, 6-4
okvBatchCreate C API, 11-79
okvBatchExecute C API, 11-80
okvBatchFree C API, 11-82
okvConnect C API, 8-1
okvConnSendRecvBytes C API, 8-3
okvConnSet C API, 8-4
okvConnUnSet C API, 8-6
okvCreateKey C API, 11-7
okvCustomAttrAddBoolean C API, 12-100
okvCustomAttrAddByteString C API, 12-102
okvCustomAttrAddDateTime C API, 12-103
okvCustomAttrAddEnum C API, 12-104
okvCustomAttrAddinteger C API, 12-105
okvCustomAttrAddinterval C API, 12-107
okvCustomAttrAddLonginteger C API, 12-108
okvCustomAttrAddStructure C API, 12-109
okvCustomAttrAddTextString C API, 12-110
okvCustomAttrGet C API, 12-112
okvCustomAttrGetBoolean C API, 12-113
okvCustomAttrGetByName C API, 12-114
okvCustomAttrGetByteString C API, 12-116
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okvCustomAttrGetByteStringLen C API, 12-117
okvCustomAttrGetByType C API, 12-118
okvCustomAttrGetDateTime C API, 12-120
okvCustomAttrGetEnum C API, 12-121
okvCustomAttrGetinterval C API, 12-124
okvCustomAttrGetLonglnteger C API, 12-125
okvCustomAttrGetStructure C API, 12-127
okvCustomAttrGetTextString C API, 12-128
okvCustomAttrGetTextStringLen C API, 12-130
okvDeleteAttribute C API, 11-10
okvDestroy C API, 11-12

okvDisconnect C API, 8-7

OKVEnNv C API, 6-5

okvEnvCreate C API, 7-1

okvEnvFree C API, 7-3
okvEnvFreeResultObj C API, 7-4
okvEnvGetOpRequestObj C API, 7-5
okvEnvSetConfig C API, 7-7
okvEnvSetTrace C API, 7-8

OKVETrTr C API, 6-6

okvErrGetDepth C API, 10-1
okvErrGetDepthForBatch C API, 10-3
okvErrGetNum C API, 10-4
okvErrGetNumAtDepth C API, 10-6
okvErrGetNumAtDepthForBatch C API, 10-7
okvErrGetNumForBatch C API, 10-9
okvErrReset C API, 10-11

okvFree C API, 9-1

okvGetAttributeList C API, 11-14
okvGetAttributeObject C API, 12-96
okvGetAttributes C API, 11-17
okvGetBatchOperationCount C API, 11-83
okvGetBatchOperationName C API, 11-84
okvGetCertificate C API, 11-19
okvGetCertificateRequest C API, 11-22
okvGetKey C API, 11-25
okvGetOpaqueData C API, 11-27
okvGetPrivateKey C API, 11-29
okvGetPublickey C API, 11-32
okvGetSecretData C API, 11-35
okvGetTemplate C API, 11-38
okvGetTextForErrNum C API, 10-12
okvGetTextForTag C API, 15-5
okvGetTextForTagenum C API, 15-6
okvGetTextForTagType C API, 15-7
okvLocate C API, 11-40

okvMalloc C API, 9-2

OKVMemoryCix C API, 6-7
okvModifyAttribute C API, 11-42
OKVObjNo C API, 6-8

OKVOps C API, 6-8

okvOpsCreate C API, 13-1
okvOpsExecuteOp C API, 13-2
okvOpsFree C API, 13-4

OKVOpsNo C API, 6-9
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okvQueryCapability C API, 11-45
okvRealloc C API, 9-3
okvRegCertificate C API, 11-47
okvRegCertificateRequest C API, 11-51
okvRegKey C API, 11-55
okvRegOpaqueData C API, 11-58
okvRegPrivateKey C API, 11-61
okvRegPublicKey C API, 11-65
okvRegSecretData C API, 11-69
okvRegTemplate C API, 11-72
okvRekey C API, 11-74
okvRevoke C API, 11-77
OKVServerinformation C API, 6-10
OKVTTLV C API, 6-10
okvTTLVAddToObject C API, 14-2
okvTTLVAddToObjectByTag C API, 14-3
okvTTLVGetChild C API, 14-4
okvTTLVGetChildCount C API, 14-7
okvTTLVGetChildCountByTag C API, 14-8
okvTTLVGetFirstChildByTag C API, 14-9
okvTTLVGetLen C API, 14-10
okvTTLVGetRequest C API, 14-12
okvTTLVGetResponse C API, 14-13
okvTTLVGetTag C API, 14-14
okvTTLVGetType C API, 14-15
okvTTLVGetValue C API, 14-16
okvTTLVGetValueCopy C API, 14-17
operation management
about, 13-1
creating OKI operation handle with
okvOpsCreate, 13-1
executing custom KMIP operations with
okvOpsExecuteOp, 13-2
freeing OKI operation handle with
okvOpsFree, 13-4
getting query information TTLV structure with
OKVServerinformation, 6-10
getting request and response OKVTTLV
structure with OKVOps, 6-8
Oracle Key Vault, 5-1
advanced program, about, 5-4
basic program, about, 5-2
program connection, 5-9
program environment, 5-8
program session, 5-9
program with batching, about, 5-4, 5-6
See also Oracle Key Vault Interface (Oracle
Key Vault)
Oracle Key Vault client SDK
about, 2-1
advantages, 2-2
C SDK file contents, 4-5
downloading, 4-1
Java SDK file contents, 4-7
platforms supported, 2-2
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Oracle Key Vault client SDK (continued)

program structure, 5-1

who should use, 2-2
Oracle Key Vault Interface (Oracle Key Vault),

5-1

program structure, 5-1
oracle.okv.exception Java package, 16-1
oracle.okv.kmip Java package, 16-2
oracle.okv.response Java package, 16-3
oracle.okv.service Java package, 16-3

P

passwords
SSL connection wallet, okvEnvSetConfig, 7-7

Q

queries
okvQueryCapability, 11-45

R

revokes
okvRevoke, 11-77
reason message length, getting with

okvAttrGetRevocationReasonMessagelen,

12-76

reason, getting with okvAttrGetRevocationReason,

12-75
revocation reason, adding with
okvAttrAddRevocationReason, 12-34

S

sessions
Oracle Key Vault program, 5-9
state
attribute, getting with okvAttrGetState, 12-77

T

templates
getting with okvGetTemplate, 11-38
registering with okvRegTemplate, 11-72
time
lease time, adding with
okvAttrAddLeaseTime, 12-28
lease time, getting with
okvAttrGetLeaseTime, 12-66
okvCustomAttrAddDateTime, 12-103
okvCustomAttrGetDateTime, 12-120
trace files
location of, using okvEnvSetTrace, 7-8
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TTLV (tag type length value)
freeing TTLV descriptor,
okvEnvFreeResultObj, 7-4
root of Oracle Key Vault Interface TTLV
descriptor,
okvEnvGetOpRequestObj, 7-5
TTLV objects
about, 14-2
child TTLV object, creating with
okvTTLVAddToObject, 14-2
child TTLV object, creating with
okvTTLVAddToObjectByTag, 14-3
child TTLV object, getting with
okvTTLVGetChild, 14-4
child TTLV object, getting with tag using
OKITTLVGetChild, 14-6
first child TTLV object, getting with
okvTTLVGetFirstChildByTag, 14-9
length value of TTLV object, getting with
okvTTLVGetLen, 14-10
number of child TTLV objects, getting of
parent with
okvTTLVGetChildCountByTag, 14-8
number of child TTLV objects, getting with
okvTTLVGetChildCount, 14-7
Oracle Key Vault structure, defining with
OKVTTLV, 6-10
tag value of TTLV object, getting with
okvTTLVGetTag, 14-14
TTLV child attributes, converting with
OKIAttrExtractTTLV, 15-3
TTLV child attributes, converting with
okvAttrExtractTTLV, 15-2
TTLV object pointer, getting with
okvTTLVGetValue, 14-16
TTLV object type value, getting with
okvTTLVGetType, 14-15
TTLV object value, getting with
okvTTLVGetValueCopy, 14-17
TTLV request object, getting with
okvTTLVGetRequest, 14-12
TTLV response object, getting with
okvTTLVGetResponse, 14-13
type
certificate type, getting with
okvAttrGetCertType, 12-48

U

unique IDs
adding with okvAttrAddUniquelD, 12-36
attribute, getting with okvAttrGetUniquelD,
12-78
length, getting with okvAttrGetUniquelDLen,
12-79
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usage
limits, adding with okvAttrAddUsageLimits,
12-37
limits, getting with okvAttrGetUsageLimits,
12-80
utility APIs
about, 15-1
collection of KMIP attributes with OKVAttr,
6-2
name of KMIP tag enumerated value, getting
with okvGetTextForTagenum, 15-6
name of KMIP tag, getting with
okvGetTextForTag, 15-5
name of KMIP type, okvGetTextForTagType,
15-7
OKIAttr to TTLV structure, converting with
okvAttrMakeTTLV, 15-3
TTLV child attributes, converting with
okvAttrExtractTTLV, 15-2

X

X.509 certificate

add certificate 1D, adding with
okvAttrAddX509Certld, 12-38

add certificate issuer alternate name, adding
withokvAttrAddX509CertIssAltName,
12-41

add certificate issuer, adding with
okvAttrAddX509Certlss, 12-40

add certificate subject alternate name, adding
with
okvAttrAddX509CertSubjAltName,
12-44

add certificate subject, adding with
okvAttrAddX509CertSubj, 12-43

get certificate ID issurer length, getting with
okvAttrGetX509CertldissuerLen,
12-82

get certificate ID serial number length, getting
with
okvAttrGetX509CertldSerialNoLen,
12-84

get certificate ID, getting with
okvAttrGetX509Certld, 12-81

get certificate issurer alternate name length,
getting with
okvAttrGetX509CertlssAltNameLen,
12-88

get certificate issurer alternate name, getting
with okvAttrGetX509CertlssAltName,
12-86

get certificate issurer distinguished name
length, getting with
okvAttrGetX509CertlssDNLen, 12-89
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X.509 certificate (continued) X.509 certificate (continued)

get certificate issurer, getting with okvAttrGetX509CertSubjAltName,
okvAttrGetX509Certlss, 12-85 12-92

get certificate subject alternate name length, get certificate subject distinguished name
getting with length, getting with
okvAttrGetX509CertSubjAltNameLen, okvAttrGetX509CertSubjDNLen,
12-94 12-95

get certificate subject alternate name, getting get certificate subject, getting with
with okvAttrGetX509CertSubj, 12-90
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