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1. Introduction

For the purpose of single sign-on FLEXCUBE UBS is qualified with Oracle Identity Management
11.1.2.2.0 (Fusion Middleware 11gR1) — specifically using the Access Manager component of Oracle
Identity Management. This feature is available in the releases FC UBS V.UM 7.3.0.0.0.0.0 and onwards
of FLEXCUBE UBS.

This document is expected to provide an understanding as to how single sign-on can be enabled for a
FLEXCUBE UBS deployment using Oracle Fusion Middleware 11g.

In addition to providing a background to the various components of the deployment, this document also,
talks about Configuration in FLEXCUBE and Oracle Access Manager to enable single sign-on using
Oracle Internet Directory as a LDAP server.
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2. Background and Prerequisites

2.1 Pre-Requisites

The following are the pre-requisites for Oracle Access Manager (OAM) and LDAP Directory Server.

2.1.1 Software Requirements

1. Oracle Access Manager — OAM (11.1.2.2.0)

e Access Server
e Webtier Utilities 11.1.1.7.0
e Web Gate 11.1.2.2.0
e Http Server
2. LDAP Directory Server

Please make sure that the LDAP which is been used for FLEXCUBE Single Signon deployment is
certified to work with OAM.

List of few LDAP Directory servers supported as per OAM document (note - this is an indicative list.
The conclusive list can be obtained from the Oracle Access Manager documentation):

e Oracle Internet Directory

e Active Directory

e ADAM

e ADSI

e Data Anywhere (Oracle Virtual Directory)
e |IBM Directory Server

e NDS

e Sun Directory Server

3. Web Logic(10.3.5)

For the purpose of achieving single sign on for FCUBS in FMW 11gR1, it is necessary for the weblogic
instance to have an explicit Oracle HTTP server (OHS).

2.2 Background of SSO related components
2.2.1 QOracle Access Manager (OAM)

Oracle Access Manager consists of the Access System, and the Identity System. The Access System
secures applications by providing centralized authentication, authorization and auditing to enable single
sign-on and secure access control across enterprise resources. The Identity System manages information
about individuals, groups and organizations. It enables delegated administration of users, as well as self-
registration interfaces with approval workflows. These systems integrate seamlessly.

The backend repository for the Access Manager is an LDAP-based directory service that can be a
combination of a multiple directory servers, which is leveraged for two main purposes:
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e As the store for policy, configuration and workflow related data, which is used and managed by
the Access and Identity Systems

e As the identity store, containing the user, group and organization data that is managed through
the ldentity System and is used by the Access System to evaluate access policies.

2.2.2 LDAP Directory Server

To integrate FLEXCUBE with OAM to achieve Single Sign-on feature, FLEXCUBE’s password policy
management, like password syntax and password7 expiry parameters can no longer be handled by
FLEXCUBE. Instead, the password policy management can be delegated to the Directory Server. All
password policy enforcements would be on the LDAP user id’s password and NOT FLEXCUBE
application users’ passwords.

2.2.3 WebGate/AccessGate

A WebGate is a Web server plug-in that is shipped out-of-the-box with Oracle Access Manager. The
WebGate intercepts HTTP requests from users for Web resources and forwards it to the Access Server
for authentication and authorization.

Whether you need a WebGate or an AccessGate depends on your use of the Oracle Access Manager
Authentication provider. For instance, the:

Identity Asserter for Single Sign-On: Requires a separate WebGate and configuration profile for each
application to define perimeter authentication. Ensure that the Access Management Service is On.

Authenticator or Oracle Web Services Manager: Requires a separate AccessGate and configuration
profile for each application. Ensure that the Access Management Service is On.

2.2.4 |dentity Asserter

Identity Asserter uses Oracle Access Manager Authentication services and also validates already-
authenticated Oracle Access Manager Users through the ObSSOCookie and creates a WebLogic-
authenticated session. It also provides single sign-on between WebGates and portals. We can get more
details on Identity asserter HERE

This document containts the configuration of Oracle Interner Directory as LDAP server and its
configuration in weblogic. This document will not discuss the configuring and setting up of OAM and
LDAP directory server of other LDAP servers. This will be provided by the corresponding Software
provider.
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http://download.oracle.com/docs/cd/E12839_01/core.1111/e10043/osso.htm#CHDGCACF

3. Configuration

3.1 Pre-Requisites

The steps provided below assume that FLEXCUBE has already been deployed and is working (without
single sign-on)

The provided below steps assume that Oracle Access Manager and the LDAP server have been installed

already and the requisite setup already done with respect to connecting the two along Weblogic’s ldentity
Asserter.

3.2 Change the web.xml file

1. Locate the web.xml file in the application (FCUBS) EAR file

2. Add the following lines under login-config.
<login-config>
<auth-method>CLIENT-CERT</auth-method>
<realm-name>myRealm</realm-name>

</login-config>

D:\OracleMiddlewareluser,_projectsidomains\FCDomain\servers\FCServer\imp) WL _user\FCUB5105Yf9bfxytwar\WEB-INF\web.xml]

Wiew Search Document Project  Tools Window Help

=R Y= RV X YEREE AW =S HEREO N
‘v
] §—-t—-1 t 2 t 3 t 4 t 5 t 3 t 7 t 8 t t ===
1 <local>=com.iflex. foc.ejb.FCIJEJELocal< /locals
r <ejb-link>FCJEJB /ejb-1link>
~ </ejb-local-ref>

<ejb-local-refs>
<ejb-ref-name>FCUBS_BATCHEJE_LOCAL< /ejb-ref-names
<ejb-ref-typerSession</ejb-ref-type>
<local-home>com.iflex. fcc.ejb.batch.BatchEJELocalHones flocal -homelx
<local>com.iflex. fooc.ejb.batch.BatchEJELocal</locals>

v <ejb-link»BatchEJE< /eib-links

=/ejb-local-ref>

wa 1o £

a <auth-method>CLIENT-CERT fauth-nethod=
Wa <realn-naneruyRealns /realn-names:
ME. |33 </login-confims

< jweb-app>

‘a

3. Save the file and redeploy and restart the application.

3.3 Configuring SSO in OAM Console

After installing OAM, Webtier Utilities and Webgate, extend the weblogic domain to create OAM server.

Follow the post installation scripts deployWebGate and EditHttpConf as provided in
(http://docs.oracle.com/cd/E17904 01/install.1111/e12002/webgate004.htm

1. Identity Store Creation
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http://docs.oracle.com/cd/E17904_01/install.1111/e12002/webgate004.htm

To create new User Identity Store, Login to OAM Console and navigate to System
Configuration>>Common configuration>>Data Sources>> User Identity Store.

2. Input below information in the User Identity Store.

Choose Store Type as Oracle Internet Directory.

Location:

LDAP server Host name and Port Number in <HOSTNAME>:PORT format
Bind DN:

User name to connect the LDAP Server

Password:

Password to connect the LDAP Server

User Name Attribute:

The attribute created in LDAP, which will be the User Name for the other application (here it will be

treated as the FCUBS Username)

User Search Base:

The container of the User Name in the LDAP server.
Group Search Base:

The container of the Group Name in the LDAP server.
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 Error 404--Not Found | +| o

EEESEN |12 0racle Access Manager - Administrat... x |}

€& [8 ifichw-ap-21:7001/0amco

ORACLE’ Access Manager Accessbiity Hep Signout O

Signed in as weblogic

e || *F - oam agent 11g base url Pt ||| ® |

ole/faces/pages/PolicyManager.jspx?_adf.ctrl-state=kfr23iytk_48& _afrLoop=

Policy Configuration System Configuration
) Conmon ConBipaion O Welcome FCUBSWebgate OAM Agents oam_serverl User Identity Stores =@
Actions ~ View + Pt} Create: User Identity Store Test Connection | Apply | @)
V [ZData Sources = * Store Name | FCUBSIdentityStore Description
7 & User Identity St
& User Identity Stores L * Store Type | OID: Orade Internet Directory [+]
> & UserldentityStore1 3
> 3ipPlugins -
v| Access Manager Settings [CJEnable SsL
Actions ~ View + B @ | Location and Credentials
£ 49 Access Manager Settings *Location | ifichw-ap-21:3061 *Bind DN | cn=ordadmin
¥/ 38550 Aoeria *Password | eesseesees
> 35 0AM Agents
> 50550 Agents
7 [ Authentication Modules JUsersand Groups
7 [ LDAP Authentication module * User Name Attribute | uid
& Loap * User Search Base | cn=Users,dc=orade, dc=com
= ﬁ LDAPNoPasswordAuthModule
S User Filter Object Classes
&> B Kerberos Authentication module
> B X509 Authentication module Group Name Attribute
> G Custom Authentication module * Group Search Base | cn=Groups,dc=oradle,dc=com
Group Filter Classes
[T Enable Group Cache
Group Cache Size (Mb) | 10000 3
Group Cache TTL (Seconds) 03]
| Connection Details
Minimum Pool Size | 10 3 Results time limit (seconds) of2l
Maximum Pool Size | 50 3 RetryCount| 3]
Wait Timeout (seconds) | 120 (4] Referral Policy | follow []
Inactivity Tmeout (seconds) El
>| Security Token Service ﬂ

http://iflchw-ap-21:7001/0amconsole/faces/pages/Polic _adf.ctrl-state=kfr23iytk_4&_afrLoop=10370372111194#

3. After input of the above information click on ‘Apply’ button. On successful creation, click test
connection button to verify whether the LDAP connection is working fine.
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i i . [ mons [ . ciam

hw-ap-21:7001/0amc faces/pages/PolicyM: jspx?_adf.ctrl J 48 _afrLoop=10370372111194 p B«

4. Creating Authentication Module

Navigate to System Configuration >> Access Manager Settings >> Authentication Modules >> LDAP
Authentication Module.

Click ‘New’ Button to create new Authentication Module. Input the Name of the authentication module and
choose the User Identity Store we created in step 1.
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.
olle|m e

Accessbiity Help Signout O
Signed in as weblogic

_IE2 aF

EEEREN 12 0racte Access Manager - Administat...

€& [B ifichw-ap-21:7001/0am ges/PolicyManagerjspx?_

ORACLE’ Access Manager

Policy Configuration System Configuration
By rcusswebgate OAM Agents oam_serverl AP FCUBSIdentityStore FCUBS_Authentication_Module

| Common Configuration
Actions ~ View + X @ FCUBS_Authentication_Module
7 [Z)Data Sources & Confirmation

7 gluser 1dentity Stores|
£ & UserldentityStore1 K| LDAP Authentication Module FCUBS_Authentication_Module created successfully.

> @ FCUBSIdentityStore
| Access Manager Settings * Name | FCUBS_Authentication_Module
Actions ~ View ~ Xa * User Identity Store | FCUBSIdentityStore []

&% Access Manager Settings

7 §%550 Agents

> $50aM Agents

& §50550 Agents

n Modules

| Error 404--Not Found

|| *Q - oam agent 11g base url

Kfr23iytk 48 afrl

le/faces,

v

[ Loap

> B LDAPNoPasswordAuthModule
&> B FcuBS_Authentication_Module
&> [ Kerberos Authentication module
> B X509 Authentication module
&> B Custom Authentication module

2| Security Token Service ﬂ
|

. 4&_afrLoop=10370372111194#

http://iflchw-ap-21:7001/oam faces/pag yo?_adf.ctrl

5. Creating OAM 11g Webgate

Navigate to System Configuration>>Access Manager Settings>>SSo Agents>>0AM Agents.

Click on ‘Create 11g webgate’ button

or Click on New OAM 11g Webgate link available in welcome page.
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EEEEEN |12 01acle Access Manage: - Administration.. _

- - - - v
& [8 ifichw-ap-21:7001/0amconsole/faces/pages/PolicyManager.jspx?_adf.ctrl-state=kfr 11194 ¢ ~ configuring ss0111.1.5 Pl B ®|-
ORACLE" Access Manager Accessbilty Help Signout ©
Signed in as weblogic
P
Policy Configuration System Configuration
~J Common Configuration [ORTEZYNSIL  Create OAM 11G Webgate i)
Actions ~ View + 4 m Welcome to Oracle Access Manager 11g
1> B= Available Services Use this console to
> &% Common Settings Manage the Access Manager policies already configured in the system.

&> 2 server Instances

£ [@8) Session Management
1> B Certificate Validation
> [(JData Sources

.
® Manage the agent profiles and server profiles of the configured Access Manager servers.
« Register new applications that need single sign-on integration with Orade Access Manager.
* Manage and create trust between partners for Oradle Security Token Service.

* Manage common settings and configuration for Oracle Access Manager and Orade Security Token Service.

> ThPiugins Click any of the links below to start using the console. Alternatively, you can use the navigation tree on the left as well.
58 550 Agents @ Trust Partners
Manage Partner applications. Manage the trust between partners.
New OAM 10g Webgate [ New Requester Partner
New OAM 11g Webgate [ New Relying Party Partner
New OSSO Agent
Policies &2 Configuration
Manage policy components and application domains. Manage the common settings and configurations.
New Application Domain [E] Available services
Common Settings

[E] Access Manager Settings
[E) security Token Service Settings

>| Access Manager Settings
>| Security Token Service ﬂ

http://iflchw-ap-21:7001/0amc pag y...7_adf.ctrl-state=kfr23iytk 48 _afrloop=10370372111194#
x Find: host name ¥ Next 4 Previous & Highlightall [| Match case

Enter any name for Webgate and Base URL (The host and port of the computer on which the Web server
for the Webgate is installed) and click on apply.
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v (o] O i

- configuring ss011.11.5 Pla B ®|-

W EOradeAccessManagev-Administrationu.lm ——— -y

2111194 ¢

es/pages/PolicyM

€& [B ifichw-ap-21:7001 /oamconsole/faces

Accessbiity Hep Signout ©O

ORACLE’ Access Manager
Signed in as weblogic
s
Policy Configuration System Configuration
| Common Configuration Create OAM 11G Webgate &
Actons + View v ® @ Create OAM 11g Webgate Apply
1> B Available Services
> 9 Common Settings Version 119 User Defined Parameters
& [ server Instances * Name | FCUBSWebgate
1 [@) Session Management Base URL | http: /jifichw-ap-21:7001
g ["-'é Certificate Validation
£ [JData Sources
1> 3hPlugins Virtual host [
Access Client Password Auto Create Polides [
*Seaurity @ Open TP Vaiidation (]
(©) Simple
© Cert
Host Identifier
Resource Lists
Protected Resource List + X Public Resource List + X
| Relative URD |il | Relative LRI i
Dl !
il
>/ Access Manager Settings
| Security Token Service ﬂ
x Find: host name & Next 4 Previous & Highlightall [~ Match case

Once the OAM 11g Webgate created, add filterOAMAuthnCookie=false parameter along with default
parameters in User Defined Parameters.

Click ‘Apply’ button to save the changes.
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| B ntroduction to the 0AM Policy Mod... -

| £} /Farm base domain/winstancel/ohs... « | + |

— [E] Oracle Access Manager - Administrat... % @OTN Discussion Forums : Responses i...
€ [ ifichw-ap-21:7001 3 pages W ode=08

|| - fiterOAMAuthnCookie parameter ~ ° | A [3-| #* -

ORACLE’ Access Manager

Policy Configuration System Configuration

© Welcome O0AM Agents FCUBSWebgate

v/ Common Configuration

Actions ~ View + ® 1@ FCUBSWebgate
o=

1> B= Available Services & -
> ¢ Common Settings E| (& Confirmation
> [ Server Instances OAM 11g Webgate FCUBSWebgate modified successfully. Application Domain is FCUBSWebgate
1> [E8) Session Management -

| Access Manager Settings Name FCUBSWebgate

Actions + View v ERAN Access Clent Password

&> &9 Access Manager Settings * Security @) Open

v §550 Agents ) Simple
55 0AM Agents ) Cert
& 0850 Agents *State @) Enable
&> B Authentication Modules Disable
*Max Cache Elements | 100000 (3]
* Cache Timeout (Seconds) 1800 3
*Token Validity Period (Seconds) 3600 3]
* Max Connections 1§
* Max Session Time 3600 3]
* Failover Threshold 15
* AAA Timeout Threshold 10

* Preferred Host | FCUBSWebgate Allow Management Operations (]
Logout URL
Server Lists
Primary Server List + X Secondary Server List + R
ServerName |HostName |HostPort [MaxNumbef|| ||ServerName |HostName |HostPort |Max Numbef!

Accessibilty Help  Sign Out (@]

Signed in as weblogic

ME
Apply | 4

Logout Callback URL | foam_logout_success
Logout Redirect URL | https://10.180. 196. 158: 14101/0an
Logout Target URL

User Defined Parameters [ oyov el HeaderVar =15, S5t
URLInUTF8Format=true
dient_request_retry_attempts=1

1y =10
flteroaMAuthnCookin=false

50 3

Cache Pragma Header | no-cache

* Sleep for

Cache Control Header | no-cache
Debug [T
1P Validation [T
Deny On Not Protected

m

oam_server[w] ificw-ap21 5575 1

>| Security Token Service

x Find: SUTENETE § Ned 4 Previous & Highlightall (] Match case (@) Phrase not found

6. Post OAM Webgate 11g Creation Steps

Perform the following steps to copy the artifacts to the Webgate installation directory:

On the Oracle Access Manager Console host, locate the updated OAM Agent

ObAccessClient.xml configuration file (and any certificate artifacts). For example:

$DOMAIN_HOME/output/$Agent_Name/ObAccessClient.xml

11gWebgate_instance_dir/webgate/config/ObAccessClient.xml

On the OAM Agent host, copy artifacts (to the following Webgate directory path). For example:

(for instance WebTier_Middleware_Home/Oracle_WT 1/instances/instancel/config/

OHS/ohs1/webgate/config/ObAccessClient.xml)

7. Creating Authentication Scheme
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To create Authentication Scheme navigate to Policy Configuration >> Authentication Schemes

Click on ‘Create’ button to create new Authentication Scheme.

: Any name to identify Authentication Scheme

Name
Challenge Method : BASIC
Challenge Redirect URL . loam/server

Authentication Module : Choose the authentication module created in step 2.

RS [ 12) 0racle Access Manager- Administat.. x | B ntegrating 0AM security Provider .. v
] —
€& [B ifichw-ap-21:7001/0amconsole/faces/pages/PolicyManager.jsp?_adf.ctrl-state=kfr23iytk 48 afrl | |*]- authentication schema oam 11g Pla B = -
ORACLE’ Access Manager Accessbiity Hep Sgnout O
Signed in as weblogic
Policy Configuration System Configuration
Al [+] [ FcuBs_Auth_Scheme &
@ search AThN T ation SONeS Set As Default || Apply |
3 srowse (RN [& Confirmation b3

»
vew- @R O Authentication Scheme, FCUBS _Auth_Scheme, created successfully

7 [ shared Components

7 8% Resource Type
*Name | FCUBS_Auth_Scheme

EprrTe
48} TokenServiceRP Description
i =
_ £ wl_authen * Authentication Level 1§

Defauit

* Challenge Method [BASIC [v]

* Challenge Redrect URL | foam/server
* Authentication Module | FCUBS_Authentication_Module v

Challenge Parameters

& EKerberosscheme
1> [ LDAPNoPasswordValidationScheme

&> @@ xsoascheme
7 @ Application Domains
1> @ Fusion Apps Integration
> @ 1AM suite

La

If it is a basic authentication scheme, we need to add the 'enforce-valid-basic-auth-credentials' tag to the
config.xml file located under /user_projects/domains/<MyDomain>/config/. The tag must be inserted
within the <security-configuration> tag as follows: [Just before the end of security configuration tag]

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>
</security-configuration>

8. Creating Authentication Scheme
3-9
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To create authentication policy, navigate to Policy Configuration >> Application Domains >> [Webgate
agent name] >> Authentication Policies.

Click new button and input the below information
Name: Enter any name to identify the Authentication Policy (eg. FCUBSWebPolicy)
Authentication Scheme: Choose the authentication scheme created in step 5.

Resources:

Add the resources which are all need to be protected. If <WebgateName>:/.../ and <WebgateName>:/
are added in the resources then all the sources are protected.

EEEEREN (1) 0rocte Access Manager - Adminisration.. | ] <

€ B ifichw-ap-21:7001/0amcon P

licy)

VindowMode=08_adf.ctrl-state=sail189q1_ ¢ |29~ Google Pla|E -
ORACLE' Access Manager

Accessbiity Help Signout ©

Signed in as weblogic
&

Policy Configuration System Configuration
Al [+] [& create Authentication Policy
@ search Authentication Policy
14 Browse m *Name | FCUBSWebPolicy Success URL
view + | @) FoX Description

Failure URL
v B shared Components

7 §8% Resource Type
$BHTTP
#TokenServiceRp * Authentication Scheme | FOUBS_Auth_Scheme [+
8% wl_authen

7 [F Host Identifiers Resources Responses
[5 Feusswebgate
B wsutergent G e 2

7 [B) Authentication Schemes Main )
AnonymousScheme
B Basicscheme

BasicSessionlessScheme

Identity Assertion [T]

FCUBSWebgate:/.../
FCUBSW/ebgate:/

FCUBS_Auth_Scheme
[ Kerberosscheme
[ LoapNopasswordValdationScheme

7 @ Applcation Domains
7 @FcuBSWebgate
1> 8% Resources
7 [& Authentication Polices
1> [ Protected Resource Policy
1> [B Authorization Policies
1 (&) Token Issuance Policies
1> @ Fusion Apps Integration
> @1amsuite

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses maintained in the tab
will be added in the response header during the authentication.
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| Firefox ] (&) Oracle Access Manger - Adrministrtion.. | + | S = e |
€& [B padsrini-pc:s001/cameonso es anager.js W -5 IR E Alia & B e
ORACLE' Access Manager Accessbity Help Signow O

Signed in as weblogic
=

[TV 5ystem Configuration

A = [ FcuBswebgate:Protected Resource Policy HE
(@ search Authentication Policy Apply
tprowse (M. * Name | Protected Resource Policy Success URL

view v ) FoR Description | policy set during domain creation. Add resources to this polcy to Failure LRL
7 8 Shared Companents o prouectithe Identity Assertion [7]
7 §8%Resource Type
$HrTP
& TokenserviceRP * Authentication Scheme | FCUBS_Auth_Scheme [+
$8% wi_authen
7 [ Host Identifiers Responses
[ Feusswebgate
Eiamsuteagent | M| T8
v [ authentication Schemes gisme) Type |value
88 anonymousscheme fon Header [+] Suser.attr.dn
BasicScheme
[ basicsessionlessscheme
[ Frauthscheme
[EFcuss_auth_scheme
[ Kerberosscheme
[ oapNoPasswordvalidationscheme
[ Loapscheme
[ oanmadvanced
[ onamsasic
B8 oamtogscheme
&8 oamadminConsoleScheme
OIFScheme
OIMscheme
TaPScheme
[ xs09scheme
7 @ Applcation Domains
v @FcuBswebgate
1> §8¥ Resources
7 [ Authentication Policies
1 [E Protected Resource Policy
> B Authorization Policies
1> [ Token Issuance Policies !
1> @ Fusion Apps Integration e
& @ 1am sute i Cmceecee e e e oo aeCaoC

m

i ] b

x Ga

e o~ T T — e T

9. Adding Resources

Navigate to Policy Configuration >>Application Domains >>FCUBSWebgate >>Resources .
e Click on Create New Resource button .
e Select the type as HTTP.
e Select the Host Identifier as FCUBSWebgate
e Enter the resource URL as /FCINeoWeb
e Select the protection level as Protected
e Click on apply button to update the resource added.
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Select:the Authentication-palicy and Authorisation policy as Protected Resource Pofieysl

g\\/v E| itz 1018021950001 oamconsole/faces) paces, Policy Manager.jspx”_a‘Lodp=2

772344349328 _afWindowl/ode=06_act.t-stat==ofuplyiat T +

"f| X -" mod wl_oks.53 P~

Gle Edit Yiew Favories Tools Help

5y Favorits

35~ | moc_wl_oks.sc locatior -, |[=] Instelling and Corfiguring .. € Crecle Accass Manegar...

5. © v Peger Sfdyr Toos+ @ %
ORACLE' Access Manager

accessiblity -elp Sanout O
Signedin as webogic
P

Policy Configuration

=)
A - O Welcame B FCUBSWebgate Resources '\"3‘} FCUBSV/ebgat=FOUBSWebgate:/FONeolel X
Bsearn @ Resources Ay
FEEN o N
View - m YO ® Type | HIT?
o ﬁ?aled Comrpenzrts - Descption
7 BResorce Ty I
BHT
{%Tol:enkmteRF Hos: Tniider FCUBSV/zhgaze =
{Bw_auhen
iy R URL | FChNeoW'eh
7 [£ Hos: Lderifiers =
5 Feusebga Guery String
[ mrimicent *proecion el Poleced v
7 [ aurhenticztion Schemes
anlssmgn Authenticztion Poicy  Proteced Rescurce 2ty =
ElBasi:schems Authariztion Paicy Protec-ed Rescurce iy~
[flBasizsessiolessSchame
ElFantrschere

BRIFCLES At schere
FElkerberossoeme
DA spazanard sz tonSems
Fliazschere
Fosaradiarced
FElosarEasic
FHloamigcschere
EoamacnnCorlesdrenz
Horrsoen:
flomsdhere
[ apsd-eme
Felsoscreme
v @ applcaion Demaing
7 (@FCLESWebgat=
{5 Resources
> g Auhetcetion Poics
# B Auhoizztion Poizs
> [gh Token Jssuance Poides
> @Fusion Apps It=gaton
> @EIemsutz -

_—

Denz

€ Locel irtrane: | Prozectzc Mcdz OFf v WINE v

10. Adding Authorization Policy

Check whether the resources available in the authentication policies are available in Authorization Policy.
During web gate creation these values are defaulted.
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[ Firefo ] |[2)16.14 Setting Up LDAP Synchronization - | [=] ORACLE dentity Manager Delegated ... | (@] OTN Discussion Forums  LDAP Sync... * | (2] Oracle Access Manager - Administrat.. x | 4 ¥/
€ adstini-pc
padiini-p

oamconsole/faces/pages/PolicyManagerjspi?_aft

frWindowMode=f

-state=5dqao | |49~ 1158/em Al B -
ORACLE’ Access Manager

Accessbilty Help Signout ©

Signed in as weblogic
=
T System Configuration
o = CRT R o e N =M & rcuBswebgate:Protected Resource Policy £
@ search Authorization Policy Apply
LR search W * Name | Protected Resource Policy Failure LRL
= e
Vew~ @ =R Description  polcy set during domain creation. Add resources to this policy o Use Impied Constraints [¥]
7 [ shared Components - protect them. Identity Assertion []
7 §8%Resource Type
LR
8% TokenServiceRP Success URL
5 wi_authen -
9 8 Host Hentiiers Resources (O
5 Feusswebgate
& 1amsuiteAgent 4 Resources
Authentication Schemes

reovccolk
{ FUBSWebgate: FCINeoWeb
{| FcUBswebgate:/

| Fcusswebgate:/.../*

EEIE]

[@rcuss_auth_Scheme
@ Kerberosscheme

i

7 @ Appiication Domains
v @Fcusswebgate

1> ¥ Resources

7 [ Authentication Policies

[& Feuss_Auth_Policy
> [ Protected Resource Policy
7 B Authorization Polcies
x s

1> [ Token Issuance Poiicies !
Q) Erton s rtegaton R B
1> @i suite 34

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses maintained in the tab
will be added in the response header during the authorization.
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W;J [S) Oracle Access Manager - Administration... I + |

- ole s

€ E padsrini-pc:5001/0amconsole/faces/pages/PolicyManager.jspx?_afrLoo;

ORACLE’ Access Manager

Policy Configuration

Al [«

System Configuration
[# FcuBswebgate:Protected Resource Policy

Authorization Policy

(B search
View v m =R
v ﬁshared Components. A

v {"} Resource Type

Ehrie

& TokenServiceRP Success URL

@ wl_authen
Resources Constraints Responses

[ Host Identifers
{_’5 Responses

* Name | Protected Resource Policy

Description | poficy set during domain creation, Add resaurces to this policy to
protect them,

[ Feusswebgate
[ 1amsuiteagent
7 [ authentication Schemes }Na"‘e |Type

Failure URL
Use Implied Constraints )
Identity Assertion [C]

BENCIER

Accesshity Help Signout ©

Signed in as weblogic
o

HE
Apply

& anonymousscheme 4oN Header
B asicscheme |
@ BasicSessionlessScheme:
FaauthScheme
FCUBS_Auth_Scheme
KerberosScheme:
LDAPNoPasswordvalidationScheme:
BB Loapscheme
OAAMAdvanced
[ oanmpasic
OAM10gScheme
OAMAdminConsoleScheme
OIFScheme
@ OIMScheme
@ TAPScheme:
[ xs095cheme
v @ Application Domains
v @FcuBswebgate
L @' Resources
7 [ Authentication Policies
" EPmtected Resource Palicy
v EAuthonzatwon Policies
[ protected Resource Policy

m

$user.attr.dn

1> (@ Token Issuance Policies " T .

L %Fusinn Apps Integration
> G@iram Site J
4

x

| Eevom paee  m— g | T

11. Configuring mod_wI_ohs for Oracle Weblogic server Clusters

To enable the Oracle HTTP Server instances to route to applications deployed on the Oracle Weblogic
Server Clusters, add the directive shown below to the mod_wl_ohs.sh file available in <Weblogic Home>

/Oracle_WT1l/instances/instancel/config/OHS/ohs1.
<Location /console>
SetHandler weblogic-handler
WebLogicHost idmhost1.mycompany.com
WeblogicPort 7001

</Location>

12. Checking the Webgate 11g Agent Creation
3-14

ORACLE



After configuration of webgate 11g agent launch the URL

http://<hostname>:<ohs Port>/ohs/modules/webgate.cgi?progid=1 to verify whether the
webgate configuration is fine. If the URL launches a screen as below then the webgate configuration is
working fine.

W — e

| Diagnostic View of Oracle Access Manag.. |

& [} padsrini-pc7780/ohs/modules/webga 77 ¥ C

N-Goge Pl A G| B #

Resource to [active|100000( 60 1800 |13979:416:139:1 | 33688 "
Authentication
Scheme
Authenticationjactive, 25 1 1800 |45629:140:138:1| 710
Scheme
Resource to [active/100000| 59 1800 183:59:0:1 25488
Authorization
Policy
Authorization [active| 1000 | 3 15 178:5:4:1 6507
Result

13. Using OAM Test Tool (This step is not mandatory)

There is a test tool provided in OAM software which helps us to check the response parameter values.
The test tool is available in <OAM Install Dir>\ oam\server\tester.
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For eg. D:\weblogic\Middleware\Oracle_IDM1\oam\server\tester

Use java -jar oamtest.jar to launch the OAM test tool.

-
[8] Oracle Access Manager Test Tool ) e

Filz Edit Test Help

B¢

Server Connection

IF Address Port Max Conn "Agent ID ’
*Primary: |padsini-pc 5575 1 FCLUBSWebgate
Apent Password
Secondary: il 1
Min Cenn  Timeout {ms) Mode 'W
1 30000 open EEOEIoG]

Protected Resource URI '& é
Scheme . "Host Port
http » | |FCUBSWebgate i} Get Auth Scheme

Resource Operation . -
[FCINeoWeb Get - 4 Malidaie

User |dentity
|P Address *Username Password é
SARAN 2000000000
L Authenticate
User Certificate Store
Status Messages
[B/27TM2 1117 AM][response] Redirect URL : hitps://padsrini-pc: 14101/0am/server ~

[B/2TM2 1117 AM][response] Credentials expected : 0x1 [basic)

[B/2TM 2 1117 AM][request][authenticate] yes

[B/2TMZ 1117 AM][response] User DN : cn=SARAN, cn=users,dc=oracle do=com
[8/2712 11:17 AM][response] Session|D : 285388es8-751d-4580-act0-20f0 T cfEded
[B/2TM2 11:17 AM][response][action] DM : cn=5ARAN, cn=users, dc=oracle do=com
[8/27112 11:17 AM][response][action] OAM_IMPERSONATOR_USER :

[B/27M2 1117 AM][reguest][authorize] v

[8/2 -'1211:1TAI-,1:[rEsp::nsej[smi:>niEr: cn=SARAN, cn=users, dc=oracle do=com I
[B/27M12 11:17 AM][response][action] DAN_IMFERSUNA TUR_USER

m

[B/2712 11:17 AM][response][action] OAM_REMOTE_USER : SARAN
[B/2712 11:17 AM][response][action] OAM_IDENTITY_DOMAIN : FCUBS|dentityStore R
Elapsed {ms): 47 Capture Queus: Empty E é
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3.4 First launch of FLEXCUBE after Installation

After installing FLEXCUBE and while launching it for first time, the normal FCUBS login screen with
userid and password will appear, this is because when installing the ‘sso installed’ parameter will be set
to ‘N’

3.4.1 Bank Parameter Maintenance

To enable SSO in FLEXCUBE, login into the application and enable “SSO Enabled” Check box in “Bank
Maintenance” screen.

& Bank Parameters Maintenance - X
Bank Code * 000 Customer Name BAMK FUTURA T
Head Office Branch Description BAMK FUTURA
Code * 000

Financial Preferences | General Preferences

Format Masks Year End Profit and Loss E
CIF Mask bbbnnnnnn General Ledger® 241000801
General Ledger Mask* nnnnnnnnn Transaction Code * 000
Spread General Ledger Purge Days

Spread Application | Both Leg Auto Batch

Spool File Purge Days User Restriction For Batch

Mumbear

550 Enabled

90
3
Cheque Numbering Details Checksum Algorithm
Lodgment Mumbers

Inter Pay Lead days

Cheque Numbers Unique Unigue For Branch
for Branch
TRS Details Suspense Account -
Input ByLC32702 Authaorized ByLC32702403 Modification 152 Authorized
Date Time2012-02-29 13:26:22 Date Time 2012-02-29 15:20:45 e Open s il

3.4.2 SSO Parameters
After enabling SSO, the parameters required for SSO should be maintained. Go to “Security Maintenance

-> Sys. Administration -> SSO Maintenance”. Provide all the details like Directory Server host name, Port
number, LDAP admin Userid , admin Password, LDAP base and Login time out duration (in Sec).
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& single Sign On Maintenance - X

LDAP Host* padsrini-pc
LDAP Fort* 3060
LDAP Admin Id * cn=orcladmin
LDAP Password* eseseseses

LDAP Base * cn=Users dc=oracle dc=c
am

Time Qut Duration(Seconds)* 600

Fields
Input By SARAM Authorized By SARAN Modification 1 Authorized
Date Time 2012-01-06 12:33:04 Date Time 2012-01-06 12:33:04 Humbey Open

3.4.3 Maintaining Branch Level DN Template (Branch Maintenance)

Go to the “Branch Maintenance” of FLEXCUBE UBS.

For each branch LDAP DN template should be maintained, which is used in the FLEXCUBE user
maintenance Form to populate corresponding LDAP userid automatically from this template. Go to branch
level parameter screen and Click on Preferences Icon.

E.g.: LDAP DN Template: cn=<FCJUSR>,cn=Users,dc=i-flex,dc=com

Here in this above template cn=<FCJUSR> part preferably must be there and it should not be altered, but
the rest of the DN name can change based on the configuration.
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’ Branch Parameters Preferences x

Netting Suspense General 233200804 Profit and Loss Adjustment
Ledger
Walk In Customer 000003171

Internal Swap Customer 000003171
Clearing Account

Track Previous Year Profit
And Loss Adjustment

Revaluation Split Details

Offset Clearing Account Revaluation Split Required

Weekly Holiday 1 Saturday Suspense Product Maintenance
Weekly Holiday 2 Sunday Debit Product
Clearing Bank Code Description
MIS Group For Currency Credit Product
Interdict Validation Description
Required
Interdict Timeout Interval International Banking Account Number Masks
Status Processing Basis | Contract Level Bank Code aaaann
Provisioning Frequency | Daily Account Mumber  aann
Uncollected Funds Basis .
Uncollected Funds FGL Integration
Deferred Statement FGL Handoff Required
Generation .
Enterprise General Ledger ELCM Integration
Minor Age Limit (Yrs) 18 ELCM Replication
Motification Days
Cheque Stale Days
Limit Expiry Advice MNotification
Days
Back Value Details LDAP DN Template
Back Valued Check LDAP DM Template cn=<FCCUSR= cn=User
Required g,dc=oracle,dc=com

Back Value Days

e I

3.4.4 Maintaining LDAP DN for FCUBS Users

For each user id in FCUBS a user has to be created in the LDAP.

When creating the user in LDAP ensure that the DN used is same as the LDAP DN value that will be
updated in user maintenance form. Once the user is created in LDAP go to the user maintenance form in
FCUBS. If the FCUBS user already exists then unlock the user and update the LDAP DN value which
was set when creating the user in LDAP. Click on Validate button to check whether any other user is
having the same LDAP DN value.
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Q User Maintenance

User Details

User Reference
Language * ENG
Home Branch * 004
Customer No
Department Code
Department Description

User Identification * FCUBSUSER
Name * FCUBS User

User Status @ Enabled
Haold
Disabled
Locked

Classification (@ Staff
Branch

Status Changed On

Last Signed On

Staff Customer Restriction
Required

Tax |dentifier ELCM UserlD
I LDAP DN FCUBSUSER Multi Branch Access
Time Level * ]
Amount Format
Date Format
Auto Authorization
Validate
User Password Start Date * 2012-01-08
Password essssssssse End Date
Password Changed On - 2012-01-06 11:01:33
Email
Invalid Logins
Cumulative
Successive

Restricted Password Rolesl Rightsl Functions | Tﬂsl Account Classes | General Ledgers | Limits | Branches | Products

Disallowed Functions | Users Holiday | Fields | Group Restriction | Centralized Role

Maker KANMNAMNA Date Time: 2012-01-06 13:29:56 Mod Mo 3
Checker SARAN Date Time: 2012-01-06 13:34:26 Record Status Closed Exit
Authorization Status Authorized

3.4.5 Launching FLEXCUBE

After setting up FLEXCUBE to work on Single Sign on mode, navigate to the interim servlet URL from
your browser.

For e.g.: http://<hostname>:[port]/FCINeoWeb

Since the resource is protected, the WebGate challenges the user for credentials as shown below.
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S (€ comnecting.. =] - =8 =

= padsrini-pc:7778/FCINeoWeb X | |24~ Google Pl A |G B -
Authentication Required o)
0 A username and password are being requested by https://padsrini-pc14101. The site says: "OAM
11g"
User Name:  SARAN
Password: | sessessses

Waiting for padsfini-pc.

Once the user is authenticated and authorized to access the resource, the servlet gets redirected to
normal FLEXCUBE application server URL and now the new signon form will appear as below. The
application will automatically redirect FLEXCUBE home page.
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-
@ Oracle FLEXCUBE UBS11.4Login - Mozilla Firefox Vo - -

} | padsrini-pci7778/FCINeoWeb/LoginServiet

ORACLE" FLEXCUBE Universal Banking

Theme [Default [+]

ORACLE"

[N

3.4.6 Signoffin a SSO Situation

FLEXCUBE does not provide for single signoff currently, i.e., when a user signs off in FLEXCUBE, the
session established with Oracle Access Manager by the user will not be modified in any manner.

In a SSO situation the ‘Exit’ and ‘Logoff’ actions in FLEXCUBE will function as ‘Exit’, i.e., on clicking
these, the user will ‘exit’ FLEXCUBE and will need to re-launch FLEXCUBE using the FLEXCUBE launch

URL.
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