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1. Introduction

The Oracle Web Services Manager (WSM) Policy Manager is the security and management policy
lynchpin for Oracle Fusion Middleware 11g Web services. It provides a policy framework to manage and
secure Web services consistently across your organization. Oracle WSM can be used by both
developers, at design time, and system administrators in production environments. The policy framework
is built using the WS-Policy standard

The following list provides examples of specific tasks that you can perform using Oracle WSM:

e Handle WS-Security (for example, encryption, decryption, signing, signature validation, and so
on)

o Define authentication and authorization policies against an LDAP directory.

e Generate standard security tokens (such as SAML tokens) to propagate identities across multiple
Web services used in a single transaction.

e Segment policies into different namespaces by creating policies within different folders.
e Examine log files.
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2. Prerequisites

This document assumes that the following software are installed and configured properly.
e Oracle SOA Suite 11g
e Oracle Weblogic Server 119
e Oracle Web Service Manager 11g which comes along with Oracle SOA suite 11g
e eviware soapUI3.0.1 (For testing the web service with policy)

Gateway EJB and Gateway Web Services has to be deployed on weblogic server before attaching
policies.

For gateway EJB and gateway Web services deployment please refer to Gateway Installation guide.
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3. Installation

For the installation of Oracle SOA 11g and Oracle Weblogic 11g please refer to Installation Guide for
Oracle SOA Suite and Getting Started With Installation for Oracle Weblogic Server respectively.
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4.

Attaching policies to the Web Service

The following policy which have been tested with FLEXCUBE services :

e policy:oracle/wss_username_token_service policy

o Please follow the procedure mentioned to attach a policy to the web service.

Navigate to the Summary of Deployments page.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soa_domain

BH-Environment

S --Deployments )
EH-Services

+r-Messaging

EF-1DBC

t--Data Sources
--Multi Data Sources
--Data Source Factories
--Persistent Stores
+--Foreign JNDI Providers
--Work Contexts

--XML Registries

XML Entity Caches

How do I..

o Install an Enterprise application
e Configure an Enterprise application
e Update {redeploy) an Enterprise application

e Start and stop a deployed Enterprise
application

Monitor the modules of an Enterprise
application

@ Home Log Out Preferences Record Help Welcome, weblogic | Connected to: soa_domain

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed
applications and modules can be started, stopped, updated {redeployed), or deleted from the domain by first selecting the application name
and using the controls on this page.

To install a new application or module for deployment to targets in this domain, click the Install button.

P Customize this table

Deployments
Install > ¥ Showing 1 to 10 of 26 Previous | Next
Deployment

[ | name & State | Health | Type Oider
O @ AgAdapter Active | ¥ 0K Resource Adapter 324

= Activ Enterprise
O [Bb2bui Active | &2 OK Application 313
[ | @PbAdapter Active |« OK |Resource Adapter | 322

= Enterprise

O CFDefaultToDoTaskFlow Active | & 0K Application 314
O | ® (@joms Application (11.1.1.1.0) Active | 9?0k | Web Application 120

Expand the web service application and click on Web Services link.
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» Update {redeploy) an Enterprise application O Active | %’ 0K | Resource Adapter 322
® Start and stop & deployed Enterprise Enterprise
- - [+ W )
application Ol= EDefaultToDoTaskFlm\ Active | % oK Application 314
» Monitor the modules of an Enterprise
application O @DMS Application {11.1.1.1.0) Active | %# 0K | Web Application 130
» Deploy EJB modules —
) nterprise
& Install a Web application O Bem Active | &% 0K Application 400
. . Enterprise
B [RFCUBSCeyService Active | % oK. s 100
System Status = o E‘ i Application
Health of Running Servers = Modules
| Failed (0) (@) FCUBSCeyService Web Application
| Critical (0)
EElBs
CQverloaded ()
Mone to display
| Warning {0}
I [ Web Services
( @‘CUBSCcyService ] Web Service
O leAdapter Active | %" Ok | Resource Adapter | 321
N . Enterprise
£ AW .1.0.0, L
Ol= EFMU Welcome Page Application {11.1.0.0.0) Active | @ oK Application 150
| Active | ¥’ 0K | Resource Adapter 325
Inztall

Showing 1to 10 of 26 Previous | Mext

2. Navigate to the Configuration tab.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences [&] Record Help || | Welcome, weblogic | Connected to: soa_domain
t Summary of Deploy >GW_EJB_Bean >Summary of Deployments >build >Summary of Deployments > FCUBSCcyService >Summary of
EE T = ments >FCUBSCcySe Summary of Deployments = FCUBSCcyService
Configuration editing is enabled. Future
changes will automatically be activated as you Settings for FCUBSCcyService
modify, add or delete items in this domain. -~
Security | Testing | Monitoring
Domain Structure R . -
soa_domain - % s % A o A g ) A
B}-Envirorment — A Web Service is a set of functions packaged into a single entity that is available to other systems on a network, It is implemented using a
1 Java Web Service (JWS) file, which is a Java dass that uses JWS metadata annotations to specify the shape and behavior of the Web
--Deployments Service.
Eh-Services
B}-Messaging This page displays the general configuration of a deployed \Web Service, such as the name that appears in the Deployments table of the
[i} DB Administration Console, the name of the WAR or JAR file in which itis packaged, and name that appears in the WSDL that describes the Web
i Service.
i-"Data Sources
;‘“Muln Data Sources
*--Data Source Factories = Deployment Name: FCUBSCcyService The name of the Web Service as it appears in the
--Persistent Stores Deployments table. More Info...
r--Foreign JNDI Providers
--Work Contexts Module Name: FCUBSCcyService.war The name of the Web Service archive file, sither a WAR
--XML Registries file or EJB JAR file depending on the Web Service
XML Entity Cach - features itimplements, More Info...
How do I.. | Service Name: FCUBSCcyService The name of this Web Service. This name appears in the
WSDL file that defines the public contract of this Web
e Start and stop a Web Service Service. More Info...
o View the Web Service configuration
o View the WSDL of a Web Service

3. Click ‘WS-Policy’.

42 ORACLE




Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soa_domain |~
B}-Environment

--Deployments

[EH-Services

'Messaging

EH-IDBC

;‘"Data Sources

Multi Data Sources

--Persistent Stores

t--Foreign JNDI Providers

~-Work Contexts

--XML Registries =
~-XML Entitv Caches L

‘--Data Source Factories —

How do L. 8

e Startand stop a Web Service

o View installed Web Services

o View the WSDL of a Web Service
e Monitor a Web Service

o Install a Web Service

System Status B
Health of Running Servers

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soa_domain

-
—

-"Deployments

E-Services

’Messagmg

EH-JDBC

;‘“Data Sources
;‘"Mulh Data Sources
*--Data Source Factories —!
r~Persistent Stores
r--Foreign JNDI Providers
—Work Contexts

-“XML Registries

Settings for FCUBSCcyService

Overview "Conﬁguration “ Security || Testing | Monitoring

|‘ General i Handlers | WSDL ‘FNS-PoIicy] Port Components

N—
Save

Use this page to view the general configuration of this Web Service, such as the type of archive it is packaged in (WAR or EJB JAR), the file
that contains the Web Service implementation, and so on.

Name: FCUBSCcyService The name of the Web Service. More Info...

Description: (No value specified) Specifies the description of the Web Service, More
Info...

Web Service Type: JAX-WS 2.1 The Web Service Type (JAX-WS /JAX-RPC). More

Implementation Type: WAR

Implementation Source: FCUBSCcyService.war

@ WSDL Publish File: " Flag that specifies whether to publish the WSDL of the

e — | deployed Web Service for JAX-RPC Web Services, Note
that JAX-WS Web Services always publish the WSDL.
Valid values indude true or false, If set to true, then the
server returns the WSDL upon request using the URL
format: service_address?WSDL, If false, then the server
returns a 404 code because the WSDL is not available.
The WSDL file is defined by the <wsdl-file> element in
the webservices.xml descriptor.  More Info...

4. Select web service end point of the web service.

ORACLE WeblLogic Server® Administration Console

@ Home Log Out Preferences [&] Record Help Welcome, weblogic | Connected to: soa_domain

L |
Home >Summary of Deployments >GW_EIB_Bean >Summary of Deployments >build >Summary of Deployments > FCUBSCcyServics >Summary of
Deployments =FCUBSCcyService »Summary of Deployments =>FCUBSCcyService

Settings for FCUBSCcyService

6verwéw ' Configuration ‘ VSV»ecurity }”1;esﬁng Monitorir;g

XML Entity Caches
How do L.. c

General | Handlers “ WSDL WS-PoIicy‘ Part Components

This page lists the policy files that are associated with the endpoints and operations of this WebService, The operations are listed below the
endpoint - click on the + sign to view them., Click on the endpoint or operation name to configure an associated policy file. For example, you
can specify that the policy file applies only for inbound (request) SOAP messages, and soon .
WS-Policy Files Associated With This Web Service

Showing 1to 10f 1 Previous | Next

Service Endpoints and Operations % Policies

FCUBSCcyServiceSEI |

Showing 1to 10f 1 Previous | Next

5. Select OWSM web service policy and navigate to the next page by clicking on ‘Next’.
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ORACLE WebLogic Server® Administration Console

Change Center & Home Log Out Preferences Record Help || Welcome, weblogic | Connected to: soa_domain
t Home >Summary of Deployments >GW_EJB_Bean >Summary of Deployments >buid >Summary of Deployments >FCUBSCcyService >Summary of
VL cllanges and r e Dey ments =FCUBSCoyService »Summary of Deployments =FCUBSCcyService
Configuration editing is enabled. Future
changes will automatically be activated as you Configure a WebService policy
modify, add or delete items in this domain.
Domain Structure
soa_domain _._ Configure the Policy Type for a Web Service
BH-Environment
D"geplovmen(s Use this page to configure which kind of policies (WebLogic or OWSM) this \Web Service will use.
EH-Services
'Messagxng Note: Once you have added a policy to this Web Service, you will only be able to add policies of the same type unless you remove all of the
E-IDBC policies from this \Web Service's endpaints and operations first.
;‘"Data Sources
§~"Multi Data Sources \Which kind of Web Service policies should this Web Service use?
*--Data Source Factories —
r—Persistent Stores
r--Foreign JNDI Providers O ¢ webLogic
--Work Contexts
--XML Registries L l ® Gg OWSM |
—-XML Entitv Caches =
How do L.. =] “GLcel‘
e Associate a WS-Policy file with a Web Service

6. Select policy:oracle/wss_username_token_service_policy and click on finish.

T e e m mmmm e mmeme e mm s e e e i m e e e
B}-Messaging The Available Endpoint Policies window lists the WS-Palicy files that are available for you to assodiate to the Web Service endpaint. Use the
E+-1DBC arrows to move a file to the Chosen Endpoint Policies table, then dlick OK to activate your update.

t--Data Sources

=-Multi Data Sources

‘--Data Source Factories —
~-Persistent Stores

Service Endpoint Policies

Service Endpoint Policies:
r--Foreign JNDI Providers @g o
--Work Contexts Available Endpoint Policies Chosen Endpoint Pc
--XML Registries i
—-XML Entity Caches Lo policy:oracle binding_authorization_denyall_palicy :]
policy:oracle binding_authorization_permitall_policy
How do L.. C] policy:oracle binding_permission_authorization_poalicy
policy:oracle/wss 10_message_protection_service_palicy
o Assodate a WS-Palicy file with a Web Service policy:oradle/wss10_sam_token_service_policy

policy:oracle/wss 10_saml_token_with_message_integrity_service_policy

® View the SOAP message handlers of a \Web policy:oracle/wss 10_sami_token_with_message_protection_service_policy

Service policy:oraclefwss 10_username_id_propagation_with_msg_protection_service_policy

® View the WSDL of 2 Web Service policy:oracle/wss 10_username_token_with_message_protection_service_policy
policy:oracle/wss10_x509_token_with_message_protection_service_policy

® Start and stop a Web Service policy:oraclefwss11_kerberos_token_service_policy

o' Manitor & Web Sefvice policy:oracle/wss11_kerberos_token_with_message_protection_service_policy
policy:oracle/wss11_message_protection_service_policy
policy:oracle/wss11_saml_token_with_message_protection_service_policy

Syster Status =] policy:oracle/wss11_username_token_with_message_protection_service_policy
policy:oraclefwss11_x509_token_with_message_protection_service_policy

Running policy:oracle/wss_oam_token_service_policy
2L SEbiEE policy:oraclefwss_saml_token_bearer_over_ssl_service_policy
[ Faied @ policy:oracle/wss_saml_token_over_ss|_service_policy

policy:oracle/wss_username_token over ss| service polic

policy:orade/wss _username_token_service poli
policy:oracle/wss 10_sami_hok_token_with_message_protection_service_policy

| Critical {0)
Overloaded (0)

| Warning {0) _] __Ij u
I oK (2)

| Back|| tiex
ol

Cancel

7. Update the plan.xml.
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Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soa_domain

E-Services

-Messaging
EF-JDBC

t--Data Sources

ulti Data Sources
“--Data Source Factories

~-Persistent Stores

r=-Foreign JNDI Providers

~-Work Contexts

--XML Registries

~-XML Entity Caches

8.

How do L..

Create a deployment plan
Update a deployment plan
Specify a deployment plan

Configure an Enterprise application
Start and stop a deployed Enterprise

annlication

ORACLE WebLogic Server® Administration Console

@ Home Log Out Preferences [&4] Record Help \7777\ Q Welcome, weblogic | Connected to: soa_domain

Home =Summary of Deployments »GW_EJB_Bean >Summary of Deployments >buid >Summary of D:
Deployments =FCUBSCeyService »Summary of Deployments >FCUBSCcyService

loyments >FCUBSCcyService >Summary of

Save Deployment Plan Assistant

OK | l\ Cancel

Save Deployment Plan

‘You have made configuration changes that need to be stored in a new deployment plan.

Select or enter the path of a deployment plan file, The path must end with ".xml'", Itis highly recommended that this file be named Plan.xml',

Each plan should be located in its own directary, otherwise applications can inadvertently share deployment plan files, The plan file will be
overwritten if it already exists, Other files in the plan directory may be overwritten as well,

Path: iDt\QuaIiﬁcationGateway\Kernel1OA5\CO\FCUBSCcyService\buiId\PlanAxml

Recently Used Paths: D:\QualificationGateway\Kernel 10, 5\CO\FCUBSCcyService \build

D:\QualificationGateway \Kernel 10, 5\CO\FCUBSCcyService

D:\QualificationGateway Kernel 10. 5\GW _EJB\build

cvrhp0707.i-flex.com \D: \ QualificationGateway \Kernel10.5 | CO \ FCUBSCcyService \ build

Current Location:
3 veramr
=) plan

® ¥ pranxmi
(@) ¥ webxmi

Cancel

Click on Deployment to restart the application to reflect the plan.

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

3

Domain Structure

soa_domain
th-Environment

é --Deployments '
=k-Services

Messaging

EH-IDBC

t--Data Sources

~-Multi Data Sources
--Data Source Factories
--Persistent Stores
r--Foreign JNDI Providers
--Work Contexts

--XML Registries

XML Entity Caches

v

How do L..

Start and stop a Web Service

View the Web Service configuration
View the WSDL of a Web Service

Monitor a Web Service

Install a Web Service

Svstem Status

9. Stopping the application.

=l

ORACLE Weblogic Server® Administration Console

ﬁ Home Log Out Preferences [24] Record Help |‘ ! Q Welcome, weblogic | Connected to: soa_domail

Home =Summary of Deployments >GW_EJB_Bean >Summary of Deployments »>build >Summary of Deployments > FCUBSCcyService >Summary of
Deployments »FCUBSCoyService »Summary of Deployments »FCUBSCcyService

Messages
& All changes have been activated, No restarts are necessary.
& A new deployment plan has been successfully created in D: \QualificationGateway \Kernel 10, 5\CO\FCUBSCeyService \build\Plan. xmi.
& Remember to restart your deployment to refiect the new plan.

Settings for FCUBSCcyService

i()verview | Configuration | Security | Testing | Monitoring

A \Web Service is a set of functions packaged into a single entity that is available to other systems on a network. Itis implemented using a
Java \Web Service (JWS) file, which is 3 Java class that uses JWS metadata annotations to specify the shape and behavior of the Web
Service.

This page displays the general configuration of a deployed \Web Service, such as the name that appears in the Deployments table of the
Administration Console, the name of the WAR or JAR file in which it is packaged, and name that appears in the WSDL that describes the Web

Service.

Deployment Name: FCUBSCcyService The name of the Web Service as it appears in the
Deployments table. More Info...

Module Name: FCUBSCcyService.war The name of the Web Service archive file, either a WAR
file or EJB JAR file depending on the Web Service
features itimplements. More Info...

Service Name: FCUBSCcyService The name of this Web Service. This name appears in the

WSDL file that defines the public contract of this Web
Service. More Info...
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s[o].‘a__dotnaln = This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed
Enviranment applications and modules can be started, stopped, updated {redeployed), or deleted from the domain by first selecting the application name
--Deployments and using the contrals on this page.
E-Services
Messaging To install a new application or module for deployment to targets in this domain, dlick the Install button,
E+-IDBC
t--Data Sources . .
i--Muiti Data Sources B Customize this table
“--Data Source Factories Deployments
~-Persistent Stores
r--Foreign JNDI Providers Inztall | Update || Delste | Start v || Stop v Showing 1to 10 of 26 Previous | Mext
~Work Contexts : " . I k
o . ‘When work completes
XML Registries
- g j [ | mame &% h | Type Deployment
WML Entitv Caches Force Stop Now Order
How do L.. = O @Aq.ﬂdapb&r Stop, but continue servicing administration requests l Resource Adapter 324
& Instal an Enterprise application O Ebﬂ)ul Active | %% oK Enbe_rpri_se 313
. - Application
# Configure an Enterprise application
& Update {redeploy) an Enterprise application [1 | @Pbadapter Active | %* 0K | Resource Adapter | 322
® Startand stop a deployed Enterprise Enterprise
- - [+ W )
application Ol= EDefaultToDoTaskFloA Active | % OK Application 314
# Monitor the modules of an Enterprise
application O @DMS Application {11.1.1,1.0) Active | % oK | Web Application 150
# Deploy EJB modules E—
. nterprise
& Instal a Web application O Bem Active | % OK Application 400
. . Enterprise
v FCUBSCcyService ] Active | 9" oK s 100
System Status = [ B ! Application
Health of Running Servers [ | @FileAdapter Active | %* Ok | Resource Adapter | 321

10. Starting the application.

s0a_domain = Control | Monitoring
BH-Environment
--Deployments
E-services This page displays & list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed
Messaging applications and modules can be started, stopped, updated {redeployed), or deleted from the domain by first selecting the application name
E}-JDBC and using the controls on this page.
t--Data Sources . N . M
b-Muti Data Sources To install a new application or madule for deployment to targets in this domain, dick the Install button.
“--Data Source Factories —
“Persistent Stores  Customize this table
F--Foreign JMDI Providers
--Work Contexts Deployments
~XML Registries
--¥ML Entity Caches ﬂ Install || Update | Delete | Start v || Stop v Showing 1to 10 of 26 Previous | Mext
L
How do L.. B
[ | name &% — — State Health | Type Deployment
o Servicing only administration requests Order
# Install an Enterprise application
® Configure an Enterprise application [ | @AgAdapter Active & 0K | Resource Adapter | 324
® Update {redeploy) an Enterprise application 2
O | = Eb2bui Active |@o | Enterprise 313
# Start and stop a deployed Enterprise Application
application
[ | @PbAdapter Active |’ OK | Resource Adapter | 322
# Monitor the modules of an Enterprise
application :
| R DefaultToDaTaskFlow Active o | Entererise 314
» Deploy EJBE modules Application
* Instal a Web application O | ® @oms Application (11.1.1.1.0) Active | %ok | Web Application | 190
System Status = O Bem Actve | 0K g;ﬁﬁﬂﬁn a0
Health of Running Servers i
ERFcUBSCeyService ] Prepared | @ 0K E;;L‘;ﬁi 100
| Failed {0}
 E—TTR () [ | @FieAdapter Active | %’ OK | Resource Adapter | 321

11. After starting the application make sure that it is active.
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maodify, add or delete items in this domain. I l 4 Start requests have been sent to the selected Deployments. J
Domain Structure Summary of Deployments
s0a_domain 1= Control | Monitoring
B-Environment
- Deployments
Eh-services This page displays a list of Java EE applications and stand-slone application modules that have been installed to this domain, Installed
'Messaging applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name
E—}-J[_)Bc and using the contrals on this page.
i~-Data Sources . . s P
MUlt Data Sources To install @ new application or module for deplayment to targets in this demain, dlick the Install button.
‘--Data Source Factories —
“Persistent Stores B Customize this table
Foreign JMDI Providers
--Work Contexts Deployments
~XML Registries
--¥ML Entity Caches ﬂ Intal Showing 1to 10 of 26 Previous | Mext
How do L.. B
[ | name & State | Health | Type 33’::""‘9“
# Install an Enterprise application
& Configure an Enterprise application [ | @Acadapter Active | ¥ 0K | Resource Adapter | 324
# Update {redeploy) an Enterprise application -
' O | ® Fbabui Acive |k | Enterrie 313
# Start and stop @ deployed Enterprise Application
application
[ | @0bAdapter Active | &® Ok | Resource Adspter | 322
# Monitor the modules of an Enterprise
application -
F EDefau\tToDoTaskFlow Active | ¥?OK EntTanse 314
» Deploy EJB modules Application
* Install a Web application O |DMS Application (11.1,1.1.0) active | @ ok | web Application 190
=] . Enterprise
System Status ] (Gem Active | & oK Application <
Health of Running Servers N
Il FRFCUBSCeyService acive | @y )| Enterorise 100

12. Expand the application and click on the web service to verify the policies attached with it.

S COnTOUrE ST EMTEpTES SpRTEE T
# Update {redeploy) an Enterprise application O @Db.ﬂ\dapter Active | % 0K | Resource Adapter 322
# Startand stop a deployed Enterprise Enterprise
A = e i
application O|= EDefau\tToDoTaskFloA Active | @ 0K Application 314
# Monitor the modules of an Enterprise
application O @DMS Application {11,1,1.1.0) active |%* oK | Web Application 130
# Deploy EJB modules —
. nterprise
& Instal 2 Web application d Bem Active | &7 OK Application 400
) . Enterprise
Bl CRFCUBSCoyService Active | & OK iy 100
System Status =l O 3 ¥ Application
Health of Running Servers = Modules
| Failed {0} @) FCUBSCoyService \Web Application
| Critical (0)
= EJEs
Overloaded (0)
Mone to display
| Warning (0)
. ) Bl web Services
‘ E:FCUESCCYSEFVICE I Web Service
O | @FileAdapter Active | %’ OK | Resource Adapter | 321
Lo — - Enterprise
TR N
O CRFMW Welcome Page Application (11.1.0.0.0) Active | % oK application 150
O @FmAdEDEF Active | #* 0K | Resource Adapter | 325
Install Showing 1to 10 of 26 Previous | Mext
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ORACLE Weblogic Server® Administration Console
Change Center @ Home Log Out Preferences Record Help 1 Q ‘ Welcome, weblogic | Connected to: soa_domain
esta Home >Summary of Deployments >build >Summary o oyments »FCUBSCcyService >Summary of Deploymeants > FCUBSCcyServ Summary of
View changes and s Deployments >FCLESC’:-;S’&!’ ce =Summary of Deployments >FCUBSCcyServi::e '
Configuration editing is enabled. Future
changes will automatically be activated as you Settings for FCUBSCcyService
modify, add or delete items in this domain. - =
Overview | Configuration ||Security | Testing | Monitoring
Domain Structure O e—
soa_domain |~ . e
BH-Envi = A \Web Service is a set of functions packaged into a single entity that is available to other systems on a network. It is implemented using a
vironment Java Web Service (JWS) file, which is a Java class that uses JWS metadata annotations to specify the shape and behavior of the \Web
Service,
‘Messaging This page displays the general configuration of a deployed Web Service, such as the name that appears in the Deployments table of the
Li}- DEC Administration Console, the name of the WAR or JAR file in which it is packaged, and name that appears in the WSDL that describes the Web
i Service.
--Data Sources
;“"Multl Data Sources
*--Data Source Factories = Deployment Name: FCUBSCcyService The name of the Web Service as it appears in the
---Persistent Stores Deployments table. More Info...
r--Foreign JNDI Providers
--Work Contexts Module Name: FCUBSCcyService.war The name of the Web Service archive file, either a WAR
--XML Registries file or EJB JAR file depending on the Web Service
XML Entity Caches ;, features itimplements, More Info...
How do L.. = Service Name: FCUBSCcyService The name of this Web Service, This name appears in the
WSDL file that defines the public contract of this Web
e Startand stop a \Web Service Service, More Info...
e View the Web Service configuration
o View the WSDL of a Web Service
e Monitor a Web Service
o Install a Web Service
OO T T ST
# Update {redeploy) an Enterprise application O @Dh;‘-\dapt&r Active |9 0K | Resource Adapter 322
# Startand stop a deployed Enterprise Enterprise
application F EDEfﬂU‘tTUDUTﬂSkHUW Active | %% 0K Application 314
# Monitor the modules of an Enterprise
application B @DMS Application (11,1.1.1.0) Active |9 QK | Web Application 130
» Deploy EJB modules —
N nierprise
* Instal a Web application O Dem Active | & 0K App"cﬂﬁon i
. . Enterprise
e g O | = @rFcussceyservice active | % oK Application 100
Health of Running Servers [=] Modules
| Failed (0) @FCUESCC\;Service Web Application
| Critical {0)
= ElEs
Overloaded (@)
MNone to display
| Warning {0}
. [ Web Services
( E:?CUESCcySErvicE ] Web Service
O | @FileAdapter Active | 9? 0K | Resource Adapter | 321
_— . Enterprise
O EFMW Welcome Page Application {11.1.0.0.0) Active | 9 0K Application 150
O | @FteAdapter Active | ¥ 0K | Resource Adapter | 325

Install | LUy

Showing 1to 10 of 26 Previous | Mext
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ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future

changes will automatically be activated as you

modify, add or delete items in this domain.

Domain Structure
soa_domain
E-Environment
--Deployments
EF-Services

;‘"Data Sources

;‘“Mulh' Data Sources
“--Data Source Factories
r~-Persistent Stores
r--Foreign JNDI Providers
—-Work Contexts

--XML Registries

XML Entity Caches

|

How do L..

=]

ﬁ Home Log Out Preferences [&] record Help | \

& Welcome, weblogic | Connected to: soa_domain

Home >Summary of Deployments >build >Summary of Deployments >FCUBSCcyService >Summary of Deployments >FCUBSCcyService »Summary of

Deployments »FCUBSCcySe

Settings for FCUBSCcyService

Overview ‘ Configuration ‘ Security | Testing H Monihoringr\

= =Summary of Deployments >FCUBSCcyService

|‘ General Handlersr ‘ WSDL ‘ WS-Policy h Port Components

This page lists the palicy files that are associated with the endpoints and operations of this WebService, The operations are listed below the
endpoint - click on the + sign to view them, Click on the endpoint or operation name to configure an associated policy file. For example, you
can specify that the policy file applies only for inbound {request) SOAP messages, and so on .

WS-Policy Files Associated With This Web Service

Showing 1to 1of 1 Previous | Next

Service Endpoints and Operations &%

Policies

FCUBSCcyServiceSEL

policy:oraclefwss_username_token_service_policy ]

Showing 1to 10f 1 Previous | Next
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5.1

5. Testing Web Service with Policies

Testing Web Service through Enterprise Manager

1. Once attaching the policies is finished, login to the enterprise manager (http://hostname:port/em)

ORACLE 0

Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control
Farm Farm_soa_domain
*={User Name [weblogic

FPassword | seessessss

infr: , as well as the co 5 ations you applications, The rich set of metrics and monitoring information
deploy. You can configure service engines such as BPEL, allows you to proactively manage the health of the application

Interactive Correlation Charts Mediator, Human Work Flow and can deploy and manage and diagnose performance bottlenecks.
[# Dynamic Context Menu SCA composite applications. S i
Context Sensitive Help [# Identity Management

WebCenter Management
Complete Security and Audit Management
Configure Logging and Search Log Files

2. Expand the Weblogic Domain and Select the domain (created during SOA installation).
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ORACLE Enterprise Manager 11g Fusion Middleware Control
Eram v | & Topology

Farm_soa_domain ®

Setupw Helpw Log Out

Logged in as weblogic
Page Refreshed Oct 26, 2005 7:58:50 PM GMT+05:30 02

B3 soa =l Deployments

# [3 Metadata Repositories
User Messaging Service

Name
=l 3 Application Deployments
[ (3 Internal Applications
E [C)Resource Adapters
@, DefaultToDoTaskFlow
E FCUBSCcyService
@G _EIB_Bean
E worklistapp
B 3504
soa-infra

————— e ——————

=

= Fusion Middleware had

Down
L) i
Wup®
Status  Target Name Status  Host
E (3 WebLogic Domain
El & soa_domain
&5l Adminserver ﬁ cvrhp0707.i-flex....
¢  soa_servert 5l bam_server1 &
& soa_serverl &l soa_server1 %) cvrhp0707.i-flex....
ﬁ soa_serverl =l [ Metadata Repositories
ﬁ soa_serverl @ mds-owsm cvrhp0707.i-flex....
[@] mds-soa cvrhp0707.i-flex....
ﬁ soa_serverl [= [ User Messaging Service
@ usermessagingdriver-email (soa_ser... {} cvrhp0707.i-fiex....
@ usermessagingserver (soa_server1) G cvrhp0707.i-flex....
=] Farm Resource Center &

3. Select Test Web Service link from the fusion middleware control.

ORACLE Enterprise M
Hram v | & Topology
B~ soa_domain®

119 Fusion Control

Setupw Helpw LogOut

Logged inas weblbgic

System MBean Browser
D WebLogic Server Administration Console

= &4 Farm_soa_domain | 5] webLogic Dom;iv:\ Page Refreshed Oct 26, 2009 8:03:22 PM GMT+05:30 1)
3 Application Deployments
Home A
& s0a E Clusters ; A~
B £3 WebLogic Domain _ Search | |®
- 1 Logs [ S— ﬁTa configure and manage this
il isoa._domain| WebLogic Domain, use the Oracle Name AT servers Cluster S:ss::r i
[ Metadata Repositories \WebLogic Server Administration Address s &
[Z3 User Messaging Service Port Usage Console. No Clusters found
- D
Application Deployment » VE)
SOA Deployment » El Deployments
{(\Web Services » Policies
E Security 4 Test Web Service
Metadata Repositories Registered Services

Platform Policy Configuration

General Information

Search \ ’@

5 AdminServer {} cvrhpO...

5l bam_server1 3
5l soa_server1 &  covrhpo...

a

Bear
Listen Active Pr?::s:;st Accesses eme =
Port Sessions Time (msg) (. 3 [Z3 Application Deployments
AT 3 Internal Applications
7001 4 0.00 0.00
) Resource Adapters
Unavail... Unavail... Unavailable Unavail...
@ DefaultToDoTaskFlow 3
8001 0 0.00 2.0C X
@ FeuBsCeyservice ¢

) | 3 @ GW_ETB_Bean ¢

=l Oracle WebLogic Domain Resource Center ] @ worklistao

4. Enter the WSDL URL of the web service for which policy is applied and click on Parse WSDL.
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ORACLE Enterprise Manager 11g Fusion Middleware Control Setupv Helpw LogOut
Eram v | & Topology

El¢ soa_domain ® Logged in as weblogic
= 5 Farm_soa_domain £ WebLogic Domain v Page Refrashed Oct 26, 2003 8:06:46 PM GMT+05:30 {2
23 Application Deployments
(3 soa Test Web Service

=N ] \WebLogic Domain Use this page to test any WSDL, including WSDLs that are not in the farm. To test a \Web service, enter the WSDL and click Parse WSDL. When the page
ﬂ s0a_domain refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test. Specify any input

B3 Metadata Repositories parameters, and click Test Web Service.

[Z3 User Messaging Service o (b@i/@hpom7.i;ﬂex.com:800I]FCUBSCcyService/FCUBSCcvService?WSDLT ql Parse WSDL |

HTTP Basic Auth Option for WSDL Access

5. Select the operation for which you want to test the web service.

ORACLE Enterprise Manager 11g Fusion Control Setupv Helpv LogOut
{EFerm v | & Topology
B¢ soa_domain ® Logged in as weblogic
= @ Farm_soa_domain ﬁ \WebLogic Domain v Page Refreshed Oct 25, 2009 £:20:07 PM GMT+05:30 [$]
3 Application Deployments g
£ s0a Test Web Service @ | Testwebsenice |

B 3 WebLogic Domain Use this page to test any WSDL, including WSDLs that are not in the farm, To test a Web service, enter the WSDL and click Parse WSDL. \When the page

@ lsoa_ refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test, Specify any input
B3 Metadata Repositories parameters, and dlick Test Web Service,
3 User Messaging Service WSDL [httpsjevrhp0707.i-fex. com:8001/FCUBSCeyService[FCUBSCeyServiceWISDL Q| Parsewsnr |

HTTP Basic Auth Option for WSDL Access
Service FCUBSCcyService
Port FCUBSCcyServiceSEL

Endpoint URL |http: ce | Edit Endpoint URL |

| Request = Response

Security
(O wss Username Token (O HTTP Basic Auth (O Custom Policy () None

Quality of Service
ws-RM @ wsDL Default O None O Custom mToMm ® wsDL Default (O None (O Custom
Policy URI | Policy URT ) )

| Ws-Addressing @ WSDL Default O None (O Custom
|Policy URT |

| i V]
6. Select WSS Username Token and enter the Weblogic credentials.
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ORACLE Enterprise M

Firam v | & Topology
-
= @ Farm_soa_domain
23 Application Deployments

3 soa
= 3 webLogic Domain

[ Metadata Repositories
(3 User Messaging Service

Setupv Helpw LogQut

ger 11g Fusion Control
soa_domain® Logged in as weblogic
] WebLogic Domain v Page Refrashed Oct 26, 2009 8:20:07 PM GMT+05:30 ()
Test Web Service @ | TestwebsService |

Use this page to test any WSDL, including WSDLs that are not in the farm. To test a Web service, enter the WSDL and click Parse WSDL. \‘lhen the page
refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test, Specify any input
parameters, and dlick Test Web Service.

WSDL ‘Htm://cvrhpﬂ707.i-ﬂex.Vcom:80Orl/FCUBSC&yServxceFCUBSCcyéervnce?\"iSDL Q |, Parse WSDL
HTTP Basic Auth Option for WSDL Access
Service FCUBSCcyService

Port FCUBSCcyServiceSED
Operation | oeryCeybefn [~]

Endpoint URL SCcyService Edit Endpoint URL []

Request

Response

Security
((® WSS Username Token (O HTTP Basic Auth () Custom Policy (O None
*Username Passv\.‘ord-

Quality of Service
wsRM @ wsDL Default O None O Custom vToM @ WsDLDefault O None O Custom
Policy URT Policy URI [ - -

WS-Addressing ® WsDL Default (O None O Custom
| Policy URT

7. Enter the Request Message and Click on Test Web Service button.

%Farm ~ | & Topology

E-

= @ Farm_soa_domain

3 soa
El £3 WebLogic Domain
=
3 Metadata Repositories
b User Messaging Service

ORACLE Enterprise Manager 11g Fusion Middleware Control

23 Application Deployments

Setup= Help= LogOut

soa_domain @ Logged in as weblogic

] WebLogic Domain - Page Refrashed Oct 26, 2009 8:20:07 PM GMT-+05:30 (2
Concurrent |hreads 5 |
Loops per Thread 10

Delay in Milliseconds

Input Arguments
Mame Type Value
* RequestMsg string <FCUBS_REQ_ENY ><FCUBS_Higsy

Request | Responss

Test Web Service
~]

8. The Test Status Passed indicates the web service is properly authenticated by the policy.
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ORACLE Enterprise Manager 11g Fusion Middieware Control
E8Farm v | & Topology

Setupv Helpw Log Out

[ Metadata Repositories parameters, and click Test \Web Service.

- soa_domain® Sl R
= 38 Farm_soa_domain (] WebLogic Domain v Page Refreshad Oct 26, 2009 §:44:52 PM GMT+05:30 L2
2 Application Deployments B
(3 s0a Test Web Service @ | Testwebsevice | m
B @ webLogic Domain Use this page to test any WSDL, including WSDLs that are notin the farm, To test a Web service, enter the WSDL and dlick Parse WSDL. \When the page
= ﬂ C refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test, Specify any input

[23 User Messaging Service

WISDL [yt fjcurhp0707.i-flex. com: 800 1/FCUBSCeyService [FCUBSCeyService7WSDL

Q| PersewsoL |

Service FCUBSCcyService
Port FCUBSCcyServiceSED

Operation [queryCeyDefn

HTTP Basic Auth Option for WSDL Access

Endpoint URL |}

Edit Endpoint URL [7]

E Request i [ Response |

Test Statug Passed
Response Time {ms) 8781
Tree Vi
Name Type
ResponseMsg string

ORACLE Enterprise Manager 11g Fusion Middleware Control
‘gFarm v | & Topology

B~ soa_domain ®
= g Farm_soa_domain 5'§Webl.ogit: Domain v

<2xml version="1.0"?> <FCUBS_RES_ENV ‘

Value

xmins="http: //fcubs.iflex.com/service FCUBSCcyService /QueryCcyDefn” >
<FCUBS_HEADER > <SOURCE >FLEXCUBE </SOURCE > ‘

9. Wrong credential will result to an error during Testing of web service.

Setupw Helpw LogOut

Loggéd in as weblogic
Page Refrashad Oct 26, 2009 §:44:52 PM GMT+05:30 ()

[Z3 Application Deployments
3504 Test Web Service
= 3 WebLogic Domain
[Z Metadata Repositories
[33) User Messaging Service

parameters, and click Test Web Service.
WSDL

|htto://evrhp0707.i-flex. com:800 1/FCUBSCeyService FCUBSCeyServiceWSDL.

, 2

@ | Testwebservice

Use this page to test any WSDL, including WSDLs that are not in the farm. To test a Web service, enter the WSDL and click Parse WSDL, When the page
refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test, Specify any input

iq{ Parse WSDL ‘

Service FCUBSCcyService
Port FCUBSCcyServiceSEL

Operation [ queryCeyDefn

HTTP Basic Auth Option for WSDL Access

Endpoint URL

Request \ Re;ogé :

| Edit Endpoint URL O

Security

(® \sS Username Token (O HTTP Basic Auth (O Custom Palicy (O None

*Username

| Password |eesees |

Quality of Service

ws-RM @ wsDL Default O None O Custom

mToM @ wsDL Default O None O Custom

Policy URT |

Policy URT | |

\S-Addressing ® WsDL Default (O None O Custom

Policy URT |
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5.2

The selected operation QueryCcyDefn could not be invoked.

An exception occured while invoking the webservice operation, Please see logs
for more details.

=] Hide Additional Trace Information
java.lang.Exception: gj
oracle.sysman.emSDK. webservices, wsdlapi.SoapTestException:
FailedAuthentication : The security token cannot be authenticated or
authorized. at
oracle.sysman.emas.model. wsmagt. WSTestModel.invokeOperation
{WSTestModel.java:570) at
oracle.sysman.emas. view.wsmgt.WSView.invokeOperation(WSView.java: 381)
at oracle,sysman.emas, view.wsmat. WSView.invokeOperation
{WSView.java: 298) at sun.reflect.NativeMethodAccessorImpl.invoked(Native
Method) at sun.reflect.NativeMethodAccessorImpl.invoke
(NativeMethodAccessorImpl.java: 38) at
sun.reflect. DelegatingMethodAccessorImpl.invoke
(DelegatingMethodAccessorImpl.java: 25) at java.lang.reflect.Method.invoke
(Method.java:537) at com.sun.el.parser. AstValue.invoke{Astvalue.java: 157)
at com.sun.el.MethodExpressi pl.invoke(MethodE: ionImpl.java: 283)
at
org.apache.myfaces. trinidadi . taglib.util. MethodExpressionMethodBinding
{(MethodExpressionMethodBinding.java: 53) at
org.apache.myfaces. trinidad.component.UIXComponentBase.broadcastToMeth
{UIXComponentBase.java: 1245) at
org.apache.myfaces. trinidad.c 1t UIXC d.broadcast
{LITXCommand.iava: 133) at

V]
e

Testing of Web Service via SOAP Ul (eviware soapUl3.0.1)

The above Testing of web service can also be done via SOAP Ul as follows:

Configure the Outgoing WS- Security Configurations by double clicking the project and navigating to the
Security Configurations tab.
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| Jsoapll|3104] HER
File Tools Deskkop Help
al 88 4 X Search Forum |
: & | B FruBsCcyService Fe E
= Projects
é - By FCUBSCoySarvice » rOverviaw rTestSuites rSecurity Configurations
=+ X FCUBSCoyServiceSEIRinding & (2] =
B~ BuploadDiscountRate - [ Outgaing W3-Security Configurations | Incoming WS-Security Corfigurations | Keystores [ Certificates |
-2 BukUploadFormardRate z utgaing ecurity Configurations | Incoming ecurity Configurations eystores [ Certfficates
- 2 BulklploadSpotR.ate =l ks i (7]
- ¢ CCYPositionHoff Narme Default Usernamejalias| _Default Password ] Ackor [ Must Understand I
£ & CurrencyPairDefnQuery \WS-Lisername-Taken [
b T CurrencyPositionQuery
i g FwdrateMasterauthorize
i g FudrateMasterDelete
i g FwdrateMasterModify
i T FudrateMasterhew
b o FudrateMasterQuery
=+ 2 QueryCoyDefn
L 22 Request 1
i g RatesMasterfuthorize
i T RatesMasterDelete rr Username |
t- ¢ RatesMastertodity =i |weblogic |
i g RatesMasterbew
k- RatesMasterQuery Password: |uuuuu |
- RateTypeQuery Add Monce: [] Adds & nonce
i B FCUBSCoyServiceSEIRinding TestSui
v ? add Created: [ ] Adds a created
h
r Project Propetties r Custorn Properties | [+
Property | Yalue | [» al|
Marne: FOURBSCryService |« _F
Description
Fil Dilsnanui-0.1-.. | 7] | |5 B3
Properties soapUllag  httplog  jetty log  errorlog  wsrmlog  memary log
1. Create a new request for the operation, which you want to invoke.
2. Configure the Authentication and security related setting by going to Aut Section as shown to apply

the WS-User Token into the request.

>7 ORACLE



L Ecanifain| = =][x]
File Tools Desktop Help

BRaE @8 & X B —

3 = i 17 et @
"é (E=] Frofects P =@ 0O 2 m [http:Hcvrhpmns.u—ﬂexmm:ann1,iFcuBSccySerwce;’FcuBECEySerwce -] W+ @
E e@ FCUBSCoyService
= X FOUBSCoyService SEIRindin 2 [#soapenv: Envelope mlns: foub="heep://foubs. iflex. :; = =]
% BulkploadDiscountRat | (7 <soapenv:Header /> =
2 BulUploadForwardrat | [5 <soapenv:Body> =
- BulkUploadSpotR ste o= <foub: QueryCoyDhe fur< ! [CDATA [« FUUES REQ ENT @
2 CCYPasitionHaff </ soapent: Body>
- CurrencyPairDefnGue [S/SEERemye alene>
2 CurrencyPositionQuer:
- gh FrudrateMasterAuthori
-2 FwdrateMasterDelete
% PwdrateMasterModify
% FrudrateMasterhiew
2 FwdrateMasterQuery
- QueryCoyDefn
L. 5% Reguest 1
- % RatesMasterfuthorize
2 RatesMasterDelete
g RatesMasterModify
-2 RatesMasterMew
& RatesMasterQuery =
% RateTypeQuery < D
B FCUBSCoyServiceSEIBindin
Username: [ |
Fassword: | |
Domain: [ |
|
Gutgoing WSS |WS-Username-Token - ]
Request Properties =
Property value T Tg) W58 E] <] DG
MName Request 1 —
Description Headers (0} Attachments (0)  WS-&  WS-RM Headers (6)  Attachments (03
MESSTQE Size f‘l'i?: respoAuthentication and Security-related settings | 1il
soapUIlog  httplog  jetty log  errorlog  wsrmlog  memory log

3. Run the request by clicking the button as shown.

b =0/ 3800, ﬂﬂ@i

File Tools Desktop Help

Balm @68 4 XB Search Forum |48 @

& = 32 Request 1 ol |
g--%licCtZBSCcyService ‘_. i [0 O FHa | [http:J‘,l’cvrhpD?DS.i-FIex‘cDm:8001,I’FCUBSCcySarwce,l’FCUBSCcyService v] - @
& X FCUBSCcyServiceSEIRindin| | [ |<seapeny: Envelope snlns: foub="http://foubs.iflex. com/" :; = ke Eavelope wulns:s="hetp://schemas.xulscap.d=
-2 BulkliploadDiscountRal E <soapenv:Header /> =3 <& :Body=
- BulkUploadForwardRal z “soapenv:Body= z “QueryCoyle fnlesponse xmlns="http: //fo
&2 BukUploadspotrate 4 <foub:QueryCeyDe fns</ [CDATA L« FCURS REQ ENV ~FCUES & |<FCUBE_RES_ENV xumlns="http://fcubs.iflex.com
% CCYPositionHof? </soapenv:Body= <FCUBS_HEADER-
2 CumencyPaiDefnCue </soapenv: Envelopes| <E0URCE-FLEXCUBE=/S0URCE-
@ CurrencyPositionCuer <UESCOMP>FCUES < /UBSCOMD>
- ] <UEERID=PURTS 1FCT<USERID>
(-2 PwdrateMaster Authori
-2 FwdrateMasterDelete “ERANCH> CHO < /ERANCH>
e ) <BENVICE-FCUESCoyService</SERVICE-
B @ FudratsMasterhodify <0PERATION=QueryCeyDe fn</0PERATION-
& FicrabeMastertlen <DESTINATION>EXTEYE</DESTINATION>
-2 FudrateMasterQuery <FUNCTIONID>CYDCDEFN</FUNCTIONID -
= @ QueryCoyDefn <ACTION=EXECUTEQUERY</ACTION=
iF Reguest 1 <MECETATS SUCCESE </ MSBETAT
- g% RatesMasteriuthorize +/FCUES_HEADER:
-3 RatesMasterDelete <FCOUBS_BODY>
[ g5 RatestaskerModify <Coy-Defn-Fulls
&2 RatesMasterhew <CCYCODE>USD</CCYCODE
-2 RatesMasterQuery <CCYHAME-U. 3. DOLLAR</COYNAMES
-2 RateTypeQuery <COUNTRY>US</COUNTRY=
- B FCUBSCoyServicsSETBindin #CCYDECIMALS> 2/ COYDECINALSS
<COYRNDRULE> R</COYRNDRULE>
<CCYRNDUNIT» . 0Ll</CCYRNDUNIT>
<CCYSPOTDAYS: 1</ COTSPOTDATS >
<CCYINTMETHOD»3+/CCYINTMETHOD >
<POSITIONGL>803214521</POSITIONGL:
M. | <POSITIONEQVGL=9032 16547+ /P08 ITIONEQVGY
e ——— = <SETTLEMNTHSGDAYS >0+« SETTLEMNTHSGDAT S -
<INDEXFLAG-N+/INDEXFLAG
Poperty |__veke | || [ il Dlal| | I — Dl
Mame Request 1 -
Description : Aub Headers (0)  Attachments (0)  WS-4  WS-RM Headers {(6)  Attachments (0)
MSSSTQS Size 809 tesponse time: 498ms (2703 bytes) 1:1
; e

soapUllog httplog jettylog errorlog  wstmlog  memary log
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