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1.1

1.2

1. Setting Up Plug-Ins

Introduction

You need to carry out certain tasks manually before Oracle FLEXCUBE deployment. This
document details out the pre-deployment tasks based on the on the selected plug-ins.

Integrating Oracle FLEXCUBE UBS and BPEL

If you have created the EAR file with BPEL as a plug-in, then along with the Oracle FLEXCUBE

UBS EAR file, the Installer creates ‘FCJJPSProvider.jar file inside the folder ‘BPELbuild’ created
along. You need to complete the following tasks before deploying Oracle FLEXCUBE UBS EAR

file.

1.2.1 Custom Provider Configuration

FCUBS Custom Authenticator Provider configuration has to be done from the Weblogic console
of SOA or manually update the config.xml of the SOA domain. Below steps needs to be followed
to setup Custom Authentication Provider:

1. Along with FCUBS Ear file, Installer creates FCUBSAuthenticationProvider.jar file inside the
BPELDbuild folder.
a. Copy this file to the following path on the application server host

<ORACLE_HOME>\wlserver\server\lib\mbeantypes .

2. Restart the Admin Server.

3. Login to the Console.

4. Click on Security Realms.

ORACLE WebLogic server Agminstaton Consol 12¢ - -

|
Change Center & Home Log Out Preferences [&4] Record Help Q Welcome, weblogic | Connected to: Dev1201_domain

ey s el reatatts ome >Summary of Security Realms

Configuration editing is enabled. Future Home Page
changes will automatically be activated as you
modify, add or delete items in this domain. Information and Resources

Domain Structure

DeL201E sk = Configure appications = Common Administration Task Descriptions
EH-Environment = Configure GridLink for RAC Data Source = Read the documentation
{~Deployments = Configure a Dynamic Cluster = Ask a question on My Orade Support
B-Services

= Recent Task Status

Seaurity Realms
B}-Interoperabiity = Set your console preferences
-Diagnostics = Orade Enterprise Manager
Domain Configurations
 Domain « Messaging  WTC Servers
= IS Servers o Jolt Connection Pools
® Store-and-Forward Agents

How do L. = VS Modules
 Search the configuration * Clusters " Path Services  LogFies
o Use the Change Center = Server Templates = Bridges o Disgnostic Modules
* Record WLST Scripts = Migratable Targets * Data Sources ® Built-in Diagnostic Modules
o Change Console preferences el Coberante Glsters: o Persistent Stores © Diagnostic Images
® Manage Console extensions o NS * XML Registries  Request Performance
 Monitor servers ® Virtual Hosts © XML Entity Caches o Archives

® Work Managers ® Foreign JNDI Providers ® Context
System Status = ® Startup And Shutdown Classes 8 Work Can e © SNWP
Health of Running Servers o
| o Mail Sessions

Failed (0) S "
Flers o Monitoring Dashboard @

I Gritical ) ® Deployments P,

* OSGi Frameworks

Overloaded (0)
[ Warning (0)

I o« ) Security Realms

5. Click on myrealm.
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AR Wb derees i it i o

Change Center ) Home Log Out Preferences [& Record Help Q Welcome, weblogic | Connected to: Dev1201_dom

e e e ta i >Summary of Security Realms

Configuration editing is enabled. Future Summary of Security Realms.
changes wil automaticaly be activated as you
modify, add or delete items in this domain.

A security reaimis a container for the mechanisms-including users, groups, security roles, security polces, and security providers--that are used to protect WebLogic resources. You can have multile

Domain Structure security realms in a WebLogic Server domain, but only one can be set as the defaut (active) realm.
Dev1201_domain This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that realm.
B-Environment

“Deployments

Services P Customize this table

~Security Realms
BH-Interoperabil

Realms (Filtered - More Columns Exist)

~Diagnostics
[ New | [ D Showing 1to 10f 1 Previous | Next
Name &> Default Realm
myreaim true
[ New | [Delete Showing 1to 10f 1 Previous | Next
How do L. =2

o Configure new security reaims
o Delete security reaims

o Change the defauit security ream

System Status a8
Health of Running Servers
| Failed (0)
[ Critical (0)
Overloaded (0)
[ Warning (0)

)

6. Click on Providers tab and click on new button to create new authentication provider.

[ Settings for myrealm x [} Oracle Software Deliver, x ¥ [#] 10.184.132.64:8080/ddlt. x Y 3 8UG x ¥ [ SearchSoftware ‘ - i @L-:w(zﬂﬂ
<« C 10184132228 nf gel | § . M R aw® 0 :
R ——— B o]
Change Center @ Home Log Out Preferens d Help Q Welcome, weblogic | Connected to: soa_server_bpel
View changes and restarts sacs e deauond o e
No pending changes exist. Click the Release Settings for myrealm

Configuration button to allow others to edit the .
domain, Configuration ~ Users and Growps | Roles and Policies | Credential Mappings araton

Authentication = Password Validavon | Authorzation = Adjudication ~ Role Mapping | Auditing | Credential Mapping | Certfication Path

ecurity realm

fer allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in 3 security reaim, and you can configure multiple Authentication providers i
Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

b Customize this table

Authentication Providers

| Reorder Showing 1to 4 of 4 Previous | Next

Description Version
| Authentication provider for FLEXCUBE users FCUBS 12.2
| Trust Service Identty Assertion Provider 10
| WebLogic Authenticabon Prowider 10
- ‘ WebLogic Identity Assertion provider 10
HowdoL.. =
New [Daleto| | Reorder Showing 1t0 4 of 4 Previous | Next

nfigure authent
on providers

System Status

Health of Running Servers 3s of 6:37 AM
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7. Give Provider name as FCJCustomProvider and type as FCUBSUserAuthenticator.

ORACLE webLogic Server Administration Console 12¢

Change Center & Home LogOut Preferences

Record Help

Welcome, weblogic ‘ Connected to: Dev1201_domain
View changes and restarts

Providers
Configuration editing is enabled. Future Create a New Authentication Provider
changes wil automaticaly be activated as you
modify, add or delete items in this domain. OK | || Cancel
Domain Structure Create a new Authentication Provider
Dev1201, domain The following properties will be used to identify your new Authentication Provider.
G-Envronment
i Indicates required felds
F-Services
B mie i The name of the authenfication provider.
-Interoperabiity
> Diagnostics

“ame: FCJCustomProvider|
This s the type of authentication provider you wish to create.

Type: FCUBSUserAuthenticator [+]

HowdoL..

o Manage security providers

« Configure Authentication and Identity
‘Assertion providers

System Status ]

Health of Running Servers

| Failed (0)
[ critical ()
Overloaded (0)

[ Warning (0)

I )

8. Click Reorder to bring the newly created provider to first of all providers and click OK.

ORACLE webLogic Server Administration Console 12¢

Change Center &) Home Log Out Preferences

‘ Q Welcome, weblogic ‘ Connected to: Dev1201_domain
View changes and restarts s Brviies
Messages
Configuration editing is enabled. Future
changes wil automatically be activated as you @ Create operation cancelled - no Authentication Providers created.
modify, add or delete items in this domain.
Settings for myrealm
Domain Structure
Configuration | Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration
Dev1201_domain
Environment Authentication ~ Password Validation Adjudication pir Auditing | C ppi C Keystores
Deployments
-Services
Seaurity Reaims An Authentication provider allows WebLoglz Server to establish trust by vahdanng a user. You must have one Authentication provider in a security realm, and you can confiure multiple Authentication
B-Interoperability providers in a security realm, Different type: lesigned tores, such as LDAP servers or DBMS. You can also configure a Realm Adapter
E-Diagnostics Authentication provider that allows you to work it ssrs and aroups from previous releases of WebLogic Server.
P Customize this table
Authentication Providers
New Showing 1to 4of 4 Previous | Next
Howdo L.. =
| name Description Version
o Configure Authentication and Identity
Assertion providers FCICustomProvider Authentication provider for FLEXCUBE users FCUBS 12.1
« Configure the Password Validation provider Trust Service Identity Asserter Trust Service Identity Assertion Provider 1.0
* Manage security providers [] | Defauitauthenticator WebLogic Authentication Provider 10
SSetthe AR ool fl ] | Defautticentityasserter Weblogic Identity Asserton provider 10
* Re-order Authentication providers

Reorder

Showing 1to 4of 4 Previous | Next
System Status =

Health of Running Servers

[ Failed (0)

[ Critical (0)
Overloaded (0)

[ Warning (0)

I o)
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ORACL.E webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automaticaly be activated as you
modify, add or delete items in this domain.

Domain Structure
De

201_domain
ironment
Deployments
B-Services
Security Realms
Interoperability
iagnostics

[

Howdo L.. =

 Re-order Authentication providers
o Set the JAAS control fiag

System Status =]
Health of Running Servers

[ Failed (0)

[ Critical (0)
Overloaded (0)
Warning (0)

1
I o

Q Welcome, weblogic | Connected to: Dev1201_domain

Providers

& Home LogOut Preferences

Reorder Authentication Providers
| K | || cancel
Reorder Authentication Providers
You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Select authenticator(s) in the list and use arrows to move them up and down in the list.

(5] Authentication Providers:
Available:
] FOCustomProvider
"] Trust Service Identity Asse
[7] DefaultAuthenticator
| DefaultidentityAsserter

OK Cancel

9. Click on FCJCustomProvider.
10. In Common tab change the control flag to “SUFFICIENT”.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you

Welcome, weblogic  Connected to: Dev1201_domain

) Home Log Out Preferences

>FCICustomProvider

Settings for FCJCustomProvider

modify, add or delete items in this domain. e
- Common | Provider Specific
Domain Structure
Dev1201_domain Save
[-Environment
~Deployments This page alows you to define the general configuration of this provider.
Services

~-Security Realms
-Interoperability

4 Name:

FCICustomProvider

Diagnostics
(] Description: Authentication provider for FLEXCUBE users
] version: FCUBS 12.1
@] Control Flag: SUFFICIENT [+]
Save
How do L. g) | ==
No task help found.

System Status =]
Health of Running Servers

| Failed (0)

[ Critical (0)
Overloaded (0)

[ Warning (0)

I )

11. In Provider Specific tab
a) Set JNDIName as Flexcube JNDI Name.
b) If external authentications are used in FCUBS then Fill the Ldap/MSAD related fields.

ORACLE



ORACLE WebLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences [ Record Help \ Q wEkome,webloq-c}Connecved to: Dev1201_domain

View changes and restarts

Settings for FCICustomProvider
Configuration
Common | Provider Specific
Lsove
This page allows you to configure additional attributes for this security provider

| 45] Ldap SSLEnabled

5] Authentication Type: MSAD [+]
(5] Ldap Domain Name: OFSS.COM
4] Security Authentication Type: simple [+]
How do L. El 4] Ldap Server Ip And Port: localhost389
No task help found.
5] External Password Required
System Stabus 4] Ldap Server Time Out Duration: 0
Health of Runing Servers
|
| Faied (0) (] Msad Or Ldap Login Required
45] INDIName: jdbc/fcjdevDS

12. For manually editing the config.xml go to the below path and open the config.xml file
<ORACLE_HOME>\Middleware\user_projects\domains\base_domain\config\
The following codes need to be added at proper locations in the config.xml.
a) Search for < realm> tag and add the following code between <realm> and </ realm>
tags.This should be the first child of the realm Node.

<sec:authentication-provider xmIns:n1="http://fcubs.ofss.com/security"

xsi:type="n1:fcubs-user-authenticatorType">
<sec:name>FCJCustomProvider</sec:name>
<sec:control-flag>SUFFICIENT</sec:control-flag>
<nl:msad-or-ldap-login-required>true</nl:msad-or-ldap-login-required>
<nl:external-password-required>true</n1l:external-password-required>
<nl:authentication-type>MSAD</nl:authentication-type>
<nl:ldap-server-ip-and-port>LDAP://localhost:389</n1:ldap-server-ip-and-port>
<nl:ldap-ssl-enabled>true</nl:ldap-ssl-enabled>
<nl:security-authentication-type>simple</n1:security-authentication-type>
<nl:ldap-domain-name>0OFSS.COM</nl:ldap-domain-name>
<nl:ldap-server-time-out-duration>0</n1l:ldap-server-time-out-duration>

</sec:authentication-provider>

b) Make sure tag values matches the value given during Property file creation.

1.2.2 Configuring libovd for single Entity

You need to configure the libovd details. Follow the steps given below:

1. Along with the Oracle FLEXCUBE UBS EAR file, the Installer creates ‘FCJJPSProvider.jar
file inside the BPELbuild folder under SOURCE directory.

2. On the application server host, create a folder by name ‘classes’ at the location
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x’.

3. Extract the file ‘FCJJPSProvider.jar and from the extracted content, copy the folder ‘com’ to:
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x\classes’.

15 ORACLE


http://fcubs.ofss.com/security

10.

Navigate to the location
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x\classes\com\ofss\fcc\bpel\
cac’. Edit the properties file ‘CISProperties.properties’ and update ‘JNDIl.name’ with the JNDI
name same as Entity Name given in Multi Entity Names screen while creating property file
‘fcubs.properties’, e.g. ‘jdbc/fcjdevDS'.

Copy ‘FCJJPSProvider.jar’ to
‘<MIDDLEWARE_HOME>/user_projects/domains/<domain_name>/config/fmwconfig/ovd/plu
gins/lib.Create the directory structure if it does not exists.

Copy the fcubs_adapter.xml from this word doc to
‘<MIDDLEWARE_HOME>/oracle_common/modules/oracle.ovd/templates/

fcubs_adapter.xml

Search for param name="DataSource" in fcubs_adapter.xml and update its value with
FCUBS Datasource name, e.g. updated parameter would look like
<param_name="DataSource" value="jdbc/fcjdevDS"/>.

Set environment variables in the command prompt, e.g. for linux shell,

export ORACLE_HOME-=/scratch/app/bpm12212(setting ORACLE_HOME)
export WL_HOME-=/scratch/app/bpm12212/wlserver(setting WL_HOME)
export JAVA_HOME=/scratch/work_area/DBA/jdk1.8.0_144 (setting JAVA_HOME)

Execute “libovdadapterconfig” script which is present in
‘<MIDDLEWARE_HOME>/oracle_common/bin’ with below parameters. Provide the below
arguments with values for admin server host name or ip ,admin server port ,weblogic user id,
domain home and fcubs datasource.

Jlibovdadapterconfig.sh -adapterName fcubsadapter -adapterTemplate fcubs_adapter.xml -host
<ADMIN_SERVER_HOST> -port <ADMIN_PORT> -userName <WEBLOGIC_USERID> -domainPath
<DOMAIN_HOME> -dataStore DB -root ou=fcubs,dc=oracle,dc=com -contextName default -
dataSourceJNDIName <FCUBS_DATASOURCE_JNDI>

Once the above steps are completed, i.e. “Adapter created successfully: fcubsAdapter”
message is displayed, restart the server.

1.2.3 Configuring libovd for MultiEntity

1.
2.
3.

Continue step 1 to step5 from 1.2.2 section.
In the following steps replace the <Entityld> tag with the proper Entity name.

Copy the fcubs_adapter_<Entityld>.xml to
‘<MIDDLEWARE_HOME>/oracle_common/modules/oracle.ovd/templates/

fcubs_adapter_ Entityld.xml

1-6 ORACLE



4. Search for <FCUBSDATASOURCE> in fcubs_adapter_< Entityld>.xml and update it with fcubs
Datasource with the mapped Datasource for the entity in the property file.

Ex:<param name="DataSource" value="<FCUBSDATASOURCE>"/>

5. Search for UserldPattern Parameter and Update the value for OU to the entity name in
lower case.

EX: <param name="UserldPattern" value="cn=%USERID%,0ou=<
Entityld>,dc=oracle,dc=com"/>

6. Search for MultiEntityEnabled element and update the value to true.
EX: <param name="MultiEntityEnabled" value="true"/>

7. Search for Entityld element and update the value with the entity name in lower case which we
have created.

EX:<param name="Entityld" value=" < Entityld >"/>
8. Serach for ou=fcubs and update with enity id in lower case.
EX : ou= Entityld

9. Execute “libovdadapterconfig” script which is present in
‘<MIDDLEWARE_HOME>/oracle_common/bin’ with below parameters. Update the admin
server host name or ip ,admin server port ,weblogic user id, domain home ,root and fcubs
datasource

libovdadapterconfig.sh -adapterName fcubsAdapter -adapterTemplate fcubs_adapter_< Entityld >.xml
-host <ADMIN_SERVER_HOST> -port <ADMIN_PORT> -userName <WEBLOGIC_USERID> -
domainPath <DOMAIN_HOME> -dataStore DB -root ou=<Entityld>,dc=oracle,dc=com -contextName
default -dataSourceJNDIName <FCUBSDATASOURCE name which we mapped in step4>

10. Repeat from step2 to step? for each entity creation

11. Once the above steps are completed, restart the server.

Note:- for any misconfiguration in libovd

We can delete the existing fcubsAdapter and re run the ./libovdadapterconfig.sh
For deleting fcubsAdapter use the below command:

Log in to the WSLT console by running the WLST script.For example:
MW _HOME/oracle_common/common/bin/wlst.sh
(UNIX)MW_HOME\oracle_common\common\bin\wist.cmd (Windows)

Connect to your Administration Server using the following syntax:

connect ('SWLS admin user name>','<WLS admin password>','t3://<admin server host>:<admin
server port>')

For example:connect('weblogic','weblogic','t3://myserver:7001")

Delete the misconfigured adapter using the following syntax:
deleteAdapter(adapterName="fcubsAdapter’)

17 ORACLE



Note the following:

e In case of Multi Entity, all data sources must be created separately for each
entity. The JINDI name will be differentiated by suffixing entity name.

Examples: If Data source is ‘jdbc/fcjDevDs’ then jdbc/fcjDevDs+entity name will
be lookup the application. (jdbc/fcjDevDs+entity name) jndi should be presented
in application server.

e For multi teant deployment BPMN support will be available only for the logged

entity.

1.2.4 Configuring for Multiple Providers for Multiple Entities
1. Login to the Adminserver.

2. Click on security Realms.

modty, add or delete items in this domain,

Domain Structure

soa_domain
+-Doman Partitions
*-Environment
~Deployments

BH-Interoperability
+Diagnostics

How do I..

 Search the configuration

© Use the Change Center

* Record WLST Saipts

« Change Console preferences
« Manage Console extensions

* Monitor servers

System Status

Health of Running Servers

| Faied (0)

[ Critical (0)
Overloaded (0)

[ Warning (0)

— )

Information and Resources

= Configure appications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferances

= Orace Enterprise Manager

Domain Configurations

* Domain

© Domain Partitions

 Partiton Work Managers

o Servers

o Clusters
= Server Templates
» Mgratable Targets

» Coherence Clusters

« Work Managers

« Concurrent Templates

« Resource Management

o Startup And Shutdown Classes

o Security Realms

= Common Administration Task Descriptions
= Read the documentation

» Aska question on My Oradle Support

* Resource Group Templates
* Resource Groups
« Deployments

« Messagng
M S

= Store-and-Forward Agents
= IS Modules
= Path Services
 Bridges

« Data Sources

« Persistent Stores

* XM_ Registries

* XM Enfity Caches

« Foreign INDI Providers

* Work Contexts

* jCOM

* Mad Sessions

« FileT3

- TTA

« 0SGI Frameworks

® WTC Servers

 Jolt Connection Pools

* Log Fies

« Diagnostic Modules

« Buit-n Diagnostic Modues
« Diagrostic Images

« Request Performance

o Archives

il

 Context
* SNMP

o Interceptors

» Monitoring Dashboard &

3. Click on myrealms.

1-8
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ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
s0a_domain

~Domain Partitions
~Environment
“Deployments
~Services
i-Security Realms
“Interoperability
*-Diagnostics

How do L. =

« Configure new security reaims
* Enable automatic realm restart
« Delete security realms

 Change the default security realm

System Status =]
Health of Running Servers

| Failed (0)

[ Critical (0)

i ~ Overloaded (0)
Warning (0)

]
I O (3)

& Home Log Out Preferences [&] Record Help Q Welcome, weblogic‘cwmecmd to: soa_domz

m >Summary of Security Realms

Summary of Security Realms

A security realm is a container for the mechanisms--induding users, groups, security roles, security policies, and security providers--that are used to protect WebLogic resources. You can have multiple
active security realms in a WebLogic Server domain, but only one can be set as the default security realm, which is reserved for domain administrative purposes.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that realm.

{ Customize this table

Realms (Filtered - More Columns Exist)

New Showing 1to 10f 1 Previous | Next
[71| name & Default Realm
[T | myrealm true

New | | Delete

Showing 1to 1of 1 Previous | Next

4. Click on Providers.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration edting is enabled. Futire

changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

s0a_domain

Howdo L. =

» Configure new security realms
» Enable automatc reaim restart

» Manage security for Vieb applcations and

o Set the default security model

* Delegate MBean authorization to the reaim

Welcome, weblogic | Comected to: soa_dorr

B Home LogOut Preferences [ Record Help Q

ims >myrealm

Settings for myrealm

Configuration Users and Groups  Roles and Polices ~ Credential Mappings Migration

General | RDBMS Secuity Store | User Lockout  Performance Providers- Tab |

Save

Use this page to configure the general behavior of this security reaim.

Note:
Ifyou y using JACC (Java Contract for Containers as defined in JSR 115), you must use the DO Only security model. Other WebLogic Server models are
not avalable and the seaurity functions for Web applications and EJBs in the Administration Console are disabled.

Name: myreaim ne of this security reaim. More Info..

1] Security Model Default: DD Only |

[

v :::j Combined Role Mapping Enabled

x:y_J Use Authorization Providers to Protect JMX Access

Restart After Non-Dynamic Changes

System Status
Health of Running Servers

I Faied (0)

5. Click on New

Retire Timeout: 60

¥ Advanced
Save

ORACLE
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ORACLE webLogic Server Administration Console 12¢ -

Fr—T & Home Log Out Preferences Q Welcome, weblogic | Cornected to: soa_domair
View changes and restarts bm >Providers
Configuration editing is enabled. Future Settings for myrealm
changes will automatically be activated as you
modify, add or delete items in this domain, Configuration | Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration
Domain Structure Authentication | Password Vaidation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path
soa_domain
-Domain Partitions
e A An Authentication provider allows WebLogic Server to establsh trust by validating a user. You must have one Authentication provider in a security reaim, and you can configure multiple Authentication
onmer) providers in a security realm, Different types of d designed to ac data stores, such as LDAP servers or DBMS.
Deployments

“Services

“Seaity Realms b Customize this table
B Interoperabilty
B-Diagnostics Authentication Providers

New | | Deeie ‘ Reorder Showing 1t040f 4 Previous | Next
Name Description Version
[F] |Feuss Authentication provider for FLEXCUBE users FCUBS 12.2

HowdoL. 8 7] [Trust Service Identity Asserter Trust Service Identity Asserton Provider 10
« Confire Authenticaton and ity 7] | Defauitauthenticator WebLogic Authentication Provider 10

Assertion providers [[] | DefaultidentityAsserter WebLogic Identity Assertion provider 10

» Configure the Password Validation provider

New e Reorder Showing 1to 40f 4 Previous | Next
« Manage security providers — p—

« Set the JAAS control flag

« Re-order Authentication providers

System Status B
Health of Running Servers

[ Falled (0)

[ " Critical (0)
Overloaded (0)

[ Warning (0)

I ok (3)

6. Enter the Name with proper Entity Name(entity name we mapped in property file) and select
the type as FCUBSUserAuthenticator

ORACLE webLogic Server Administration Console 12¢ _
Change Center @ Home LogOut Preferences (5] Record Help Q Welcome, weblogic | Comected to: soa_dom

View changes and restarts o : . - ——y s

D >Providers

Configuration editing is enabled. Future Create a New Authentication Provider
changes wil automatically be activated as you
modify, add or delete items in this domain, oK || can
Domain Structure

<03_doman
Domain Partibons The folowing properties wil be used to identify your new Authentication Provider.

Create a new Authentication Provider

The name of the authentication provider.

+

Interoperability

" Nai
Diagnostics e ENTITYID

oo

This is the type of authentication provider you wish to create.

Tyve: FCUBSUserAuthenticator

Howdo L. =

« Manage security providers

* Configure Authentication and I
Assertion providers

System Status =
Health of Running Servers

[ Failed ()

| Criteal (0)
Overloaded (0)

[ Warning (0)

I

7. Click on Reorder. Bring the Authenticatiorprovider to the first in the order and click ok.
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ORACLE' WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
soa_domain
B}-Domain Partitions
-Environment
eployments
E-Services
i-Security Realms
E-Interoperabilty
BH-Diagnostics

How do L.. B

o Re-order Authentication providers

o Set the JAAS control flag

Welcome, weblogic| Conected to soa_dom

& Home Log Out Preferences

Hom D >Providers

Reorder Authentication Providers
oK | | cance |
Reorder Authentication Providers
You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Select authenticator(s) in the list and use arrows to move them up and down in the list.
Z@ Authentication Providers:

Available:

[] Fcuss

[7] Trust Service Identity Asse.
[F] DefaultAuthenticator

[7] DefaultidentityAsserter

K4

OK | || Cancel

System Status =]

Health of Running Servers

| Faied (0)

[ Critical (0)

[ Overloaded (0)
[

Warning (0)

8. Click the Provider that we have created.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
soa_domain
-Domain Partitions
B-Environment
~~Deployments
BH-Services
~-Security Realms
B-Interoperability
-Diagnostics

HowdolL..

« Configure Authentication and Identity
Assertion providers

» Configure the Password Validation provider

* Manage security providers

o Set the JAAS control flag

* Re-order Authentication providers

Welcome, weblogic ‘ Connected to: s0a_domair

& Home Log Out Preferences [ Record Help Q

myreaim >Sumi

TYID >Providers

Settings for myrealm

Configuration = Users and Groups ~ Roles and Polides

Credential Mappings

Providers  Migration

Authentication = Password Validation = Authorization = Adjudicaton = Role Mapping = Auditing = Credential Mapping = Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication
providers in a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

P Customize this table

Authentication Providers

| New | Reorder Showing 1to 50f 5 Previous | Next
["]| Name Description Version
[ |enrmvip Authentication provider for FLEXCUBE users FCUBS 12.2

[ |Feuss Authentication provider for FLEXCUBE users FCUBS 12.2

[T | Trust Service Identity Asserter Trust Service Identity Assertion Provider 10

] | DefaultAuthenticator WebLogic Authentication Provider 10

[7] | DefaultidentityAsserter WebLogic Identity Assertion provider 10
New Reorder

Showing 1to 50f 5 Previous | Next

System Status =]
Health of Running Servers

I Faied (0)
[ Critical (0)

I " Overloaded (0)
| Warning (0)

I O (3)

9. In common tab select the control flag as SUFFICENT from the list and click on save.
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ORACLE' webLogic Server Administration Console 12¢ _

Chiamge Ceister & Home Log Out Preferences [& Record Help Q Welcome, weblogic ‘ Connected to: soa_d

View changes and restarts >ENTITYID
Configuration editing is enabled. Future Settings for ENTITYID
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration
Domain Structure Common  Provider Specific
s0a_domain
#H-Domain Partitions | Save |
Environment
et This page alows you to define the general confguration of tisprovider.
i Services Z@ Name: ENTITYD
i--Security Realms
BH-Interoperability
BH-Diagnostics & ipti provider for FLEXCUBE users
] Version: FCUBS 12.2
@ Control Flag: SUFFICIENT [+]
Save

How do L.. =2

No task help found.

System Status =
Health of Running Servers

| Faied (0)

[ Critical (0)
Overloaded (0)

[ Warning (0)

I O (3)

10. Select the provider specific tab .

ORACLE webLogic Server Administration Console 12¢ _

Change Center | & Home Log Out Preferences [& Record Help ‘ Welcome, weblogic ‘ Connected to: soa_doma
| - -
View changes and restarts ENTITVID
Configuration editing is enabled. Future Settings for ENTITYID
changes will automatically be activated as you
modify, add or delete items in this domain, | | Configuration
Domain Structure | || Common  Provider Specific
s0a_domain
Domain Partitions |.Save |
By t
"D’;\;‘\Luvms This page allows you to configure additional attributes for this security provider.
-Services
“Security Realms &5 Liag server Ip Amd Port localhost389
- Interoperabiiity
H-Diagnostics . s E =
€5 0Mame: idbeficidevDS
"] 45 External Password Required
(] Ldap Server Time Out Duration: 0
HowdoL.. =1
| @ Multi Entity Enabled
No task help found. |
(5] Security Authentication Type: simple E]
System Status 8|
Health of Running Servers I ] Entity 1d: ENT1
| Failed (0)
[ critica (0) (] Ldap Domain Name: OFSS.COM
Overloaded (0)
[ Warning (0) | 4] Ldap SSLEnabled
I O (3)
| 4] Msad Or Ldap Login Required
(5] Authentication Type: MSAD E[
Save

11. Change the JNDI name to the Datasource JNDI name which have mapped to the entity in the
property file level and check the multi entity enabled checkbox.
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ORACLE webLogic Server Administraton Console 12¢

Change Center

View changes and restarts

& Home Log Out Preferences (2 Record Hep Q Welcome, mhloq-c!Cwmaa to: soa_don

D »Providers SENTITVID

Configuration edting Futre
changes il automzticaly be activated as you
mocify, add or delete items n this comain.

Domain Structure

50a_domain
£ Doman Parttons
[#-Environment

"
&

Security Realns
Intercperabity
Dagnostcs

m

HowdoL..

No task hep found

System Status
Health of Running Servers

I Faied {0}

[

Overloadzd (0)
Warning (0)

[
<5

Save

This page alows you to conficure additonal atiibutes for this security provider,

] Ldap ServerIp And Port: localhost329
leg:mmme. dbe/idevDS
[ 45 External Password Required
5] Ldap Server Time Out Duration: 0
s
simple v]
9 Entity 1d: ENT1
| Ldap Domain lizme: OFSSCOM
E 4 Ldap SSLEnabled
[ 5 Msad Or Ldap Login Required
i) Authentication Type: MSAD [+]
Save

12. Enter the Entityld with the Entity name which we created in the property file level and click on

save

ORACLE webLogic Server Administiation Console 12¢

Change Center

View changes and restarts

Configuration editing is enabled. Future

changes wil automatically be activated as you

modify, add or delete items in this domain.

Domain Structure
s508_domain
3H-Domain Partitions

B-Environment
Deployments

@ Home Log Out Preferences [ Record Help Q

Home >S acurly Re - ary of Securty R e ENTITYID >Providers >ENTIT ers >ENTITVID
Settings for ENTITYID

Configuration

Common | Provider Specific

Save

This page allows you to configure additional attributes for this seurity provider.

1] Ldap Server Ip And Port: localhost389
&-Diagnostics g
z E] INDIName: jdbe/fcjdevDS
5] External Password Required
5] Ldap Server Time Out Duration: 0
&
How do L. =
7 6| Multi Entity Enabled
No task help found.
xg Security Authentication Type: simple ?
System Status =
Health of Ruving Servers | ENL1
| Faled (0)
o i .
[ criteal () aF} Ldap Domain Kame: OFSS.COM
Overloade
[ Viaming (0) ] Ldap SSLEnabled
I ()
4] Msad Or Ldap Login Required
4] Authentication Type: MSAD[+]
LSme

Welcome, weblogic | Connected to: soa_don
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13. Create the new datasource for each entity with the JNDI nhame which we mapped in the
property file.

14. Restart the Admin server

15. Continue the stepl to stepl5 for each provider creation in multientity scenario.
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125

Configuring DBAdapter

In order to configure DBAdapter, follow the steps given below.

1. Log in to ‘Weblogic Console’ and click ‘Deployment’ under ‘Domain Structure’.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
Dev1201_domain
B-Environment
i-~-Deployments
Services
~Security Realms
E-Interoperability
iagnostics

& Home Log Out Preferences Welcome, weblogic‘connected to: Dev1201_domair

Record Help Q

Home >Summary of Deployments

HowdoL.. =]

Install an enterprise application

 Configure an enterprise application

Update (redeploy) an enterprise application

o Start and stop a deployed enterprise
application

Monitor the modules of an enterprise
appiication

Deploy EJB modules
Install 2 Web application

System Status =]
Health of Running Servers.

[ Failed (0)

It " Critical (0)

[ Overloaded (0)
[ Warning (0)

[

2. Inthe Deployments table,

DbAdapter’.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automaticaly be activated as you
modify, add or delete items in this domain.

Domain Structure

Dev1201_domain
B-Environment
+-Deployments
[#-Services
i+-Security Realms
BH-Interoperability
E-Diagnostics

Howdo L..

m

o Configure outbound connection pool
properties

System Status =]
Health of Running Servers.

Failed (0)

Critical (0)

Overloaded (0)

Warning (0)

—

R
[
I
[

Summary of Deployments
Control | Monitoring
This page displays a st of Java EE appiications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.
Toiinstall a new application or module for deployment to targets in this domain, dick the Install button,
P Customize this table
Deployments
Instal | | Update | | Delete Start v Stop v Showing 1to 47 of 47 Previous | Next
]| Name & State | Health | Type Targets Deployment Order
= AqAdapt 4 Resource
0| @ Active  [¥OK Adapter soa_serverl 324
Enterprise.
B
[ | = rgb2bui Actve |[¥ oK Aoplcation soa_serverl 313
Al e o Enterprise
B8 [7BamComposer New Applcation bam_server1 500
ol . Enterprise
B8 [7BamCQservice New Application bam_server1 300
[ | ® pzBamserver New Eriterppise; bam_server1 400
%) Application
Enterprise
A=
[ | B pRBPMComposer Actve (¥ oK Appication soa_serverl 385
[7] | g coherence-transaction-ar Adive |Pok  |Resource AdpinServer, 100
Adapter bam_server1, soa_server1
= Resource.
7 CoherenceAdapter
0| @ P! Installed i 331
o Resource
= DbAdapter
(Wi Dt Active  [¥OK Adapter s0a_serverl 322
= - . Enterprise
B2 L‘?‘Defau\lToDuTash‘IuA Actve |¥OK Appication soa_serverl 314
[F]| ® oM Appiication (12.1.3.0.0) Actve |¥OK | Web Appication | AdTINSErver, 5
o} bam_server1, soa_server1
- Enterprise
0| Bgem Actve (¥ OK Appication AdminServer 400
Enterprise
 FRF (12.1.0.
B [RFCUBSAR (12.1.0. 0) Prepared | ¥ OK Appication soa_serverl 500

select ‘DbAdapter’. You will be navigated to ‘Settings for

& Home Log Out Preferences Welcome, weblogic‘Connected to: Dev1201_domain

Record Help Q

Home >Summs ioyments >DbAdapter

Settings for DbAdapter

Overview | DeploymentPlan | Configuration | Security | Tergets = Control | Testing | Monitoring | Notes
General | Properties | Outbound Connection Pools | Admin Objects | Workload | Instrumentation

“This page displays a table of Outbound Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Outbound Connection Pool groups. Groups are listed
by connection factory interface and the instances are listed by their JNDI names. E: d to obtain information for a Ce instance within an Outbound Connection
Pool group. Ciick the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed in the table below.

Outbound Connection Pool Configuration Table

New | | Del

Showing 1to 10f 1 Previous | Next

[ Groups and Instances & Connection Factory Interface

javax.resource.cd. ConnectionFactory javax.resource.cdl.ConnectionFactory.

Showing 1to 10f 1 Previous | Next

3. Click ‘Configuration’ tab and select ‘Outbound Connection Pools’ under it.
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4. Under ‘Groups and Instances’, click and expand ‘javax.resource.cci.ConnectionFactory’.

5. Click ‘New’ and select ‘javax.resource.cci.ConnectionFactory' in Outbound Connection
Group.

6. Define ‘JNDI Name’ as ‘eis/DB/FCCDEV’ and click on ‘Finish’.

The ‘jndi name’ should be the same as the one in ‘Dbutility sub-process’.

7. Click ‘DbAdapter again. Click ‘Configuration’ tab and select ‘Outbound Connection Pools’
8. Under ‘Groups and Instances’, click and expand ‘javax.resource.cci.ConnectionFactory’.

9. The new JNDI name is listed.

10. Click on the hyperlink ‘eis/DB/FCCDEV’.

RN Vibliogh Sorver atdcdor il B 30 o)

Change Center & Home Log Out Preferences [&] Record Help Q Welcome, weblogic ‘ Connected to: Dev1201_domain
View changes and restarts Home »Summary of Deployments >DbAdapter
Configuration editing s enabled, Future Settings for javax.resource.cci.ConnectionFactory
changes will automatically be activated as you
modify, add or delete items in this domain. General | Properties | Transaction | Authentication | Connection Pool | Logging
Domain Structure
Bewt a1 o ‘This page allows you to view and modify the configuration properties of this outbound connection pool. Properties you modify here are saved to a deployment plan.
GH-Environment
e devments Outbound Connection Properties
i :Zu‘::j i | Save | Showing 110 8 0f 8 Previous | Next
: 'f'g:;“:;b"'" Property Name & Property Type Property Value Supports Dynamic Updates
DataSourceName javalang String jdbe/fcjdevDs false
DefaultChar javalang Boolean false false
PlatformClassame lang.Stri rg.eci tence. platform. datab: 10Patform false
lang.Int 50 false
UsesBatchiriting javalang Boolean true false
Howdo L. F s Bk e false
« Configure outbound connection pool UsesSkipLocking javalang Boolean true false
properties D T
System Status = | Save | Showing 1to 8 of 8 Previous | Next
Health of Running Servers.

| Failed (0)

[ Critical (0)
Overloaded (0)

[ Warning (0)

I o< ()

11. Click the ‘Property Value’ field for the ‘DataSourceName’ and update the application JNDI
reference (given in ‘fcubs.properties’ file) and then press ‘Enter’ key.

12. Save and restart the Admin server.
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1.2.6 Configuring JMS Adapter

1. Login in to console - Click on JMS Servers—>New

soa-infra (SOAInfrastruct.. % | FCIZLIQAR2 (Oracle Web... % | Home Page - AlphaDom: | dev_domain (Oracle Web... % | Summary of JMS Servers ... X \Alphabomlin(OradeWe... x|+

€ 10.184.135.218:7001 /con

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain -

EF-Environment
L-servers
B-Clusters
i-Coherence Clusters
-Machines
rtual Hosts
Work Managers
“--Startup and Shutdown Classes
i-Deployments
E}-Services
[}-Messaging
-MS Servers

d Agents

HowdoIL..

o Search the configuration

© Use the Change Center
 Record WLST Saripts

« Change Console preferences
 Manage Console extensions

® Monitor servers

System Status

m

Health of Running Servers

Failed (0)
Gritical (0)
Overloaded (0)
Warning (0)

)

e

& Home Log Out Preferences

Home Page

Information and Resources

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

® Set your console preferences

= Oradle Enterprise Manager
Domain Configurations
rain

 Domain

* Servers

* Clusters
= Server Templates
= Migratable Targets

® Coherence Clusters

® Machines

® Virtual Hosts

o Work Managers

® Startup And Shutdown Classes

© Deployments

our Application’s Security Settings

o Security Realms

(o S

Record Help

>Summary of JMS Servers

c

= Common Administration Task Descriptions
® Read the documentation
= Aska question on My Orade Support

* Messaging
M
Store-and-Forward Agents
= IMS Modules

ervers

= Path Services
» Bridges

« Data Sources

o Persistent Stores

* XML Registries

© XML Entity Caches

« Foreign INDI Providers

work Contexts

o jcoM

 Mai Sessions

o FileT3

o ITA

 0SGi Frameworks

PlueB ¥ =

|
Welcome, admin | Connected to: AlphaDomain

Interoperability
® WTC Servers

 Jolt Connection Pools

* Log Files

© Diagnostic Modules

« Builtn Diagnostic Modules
© Diagnostic Images
 Request Performance

o Archives

o Context

* SNMP

® Monitoring Dashboard &

soa-infra (SOA Infrastruct.. X

€ 10.184.135.218:7001

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain -
EH-Environment
i--Servers

E-Clusters
+--Coherence Clusters
Machines
Virtual Hosts
Vork Managers

L--Startup and Shutdown Classes
~Deployments
-Services

[}-Messaging

d.anents

Howdo L.. =]

o Configure JMS servers
« Configure JMS system modules

System Status

Health of Running Servers
I Failed (0)

I Critical (0)

[ Overloaded (0)
| Warning (0)

I )

& Home LogOut Preferences

Summary of JMS Servers

Record Help

2in >Summary of JMS Servers

IMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

{ Customize this table

IMS Servers (Filtered - More Columns Exist)

New Delete

Welcome, admi

| Connected to: AlphaDomain

Showing 1to 8 of 8 Previous | Next

[7]| Name & Persistent Store Target Current Target Health
BamAlertEngine ImsServer BamAlertEngine ImsFileStore BAMServer BAMServer
BamCQServiceJmsServer_BAMServer BamCQServiceImsFileStore_BAMServer BAMServer BAMServer
BamReportCacheJmsServer BamReportCacheJmsFileStore BAMServer BAMServer
BamServerImsServer_BAMServer BamServerImsFieStore_BAMServer BAMServer BAMServer
BPMIMSServer BPMIMSFileStore SOAServer SOAServer Lok
SOAIMSServer SOAIMSFileStore SOAServer SOAServer Lok
UMSIMSServer_auto_1 UMSIMSFileStore_auto_1 BAMServer BAMServer
UMSMSServer_auto_2 UMSIMSFileStore_auto_2 SOAServer SOAServer Lok

New Delete

Showing 1to 8 of 8 Previous | Next
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2. Please provide the below Name for JMS Server and select the file persistent store as
below->Next

Create a New JMS Serve

€ ) @ 10184.135.218:7001/console/ console.portal?_nfpb=trued:_pagelabel=ImsServerC _action0 v €

8- o Plie v #

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [B] Record Help | | e Welcome, admin | Comected to: AlphaDomain
O Home >AlphaDorrain >Summary of JMS Servers
Configuration editing is enabled. Future Create a New JMS Server
changes will automatically be activated as you )
modify, add or delete items in this domain. Back | | Next |\ Foish \| Cancel |
Domain Structure JMS Server Properties
Ao The following properties wil be used to identify your new JMS Server.
it = Indicates required filds
i-Clusters
" Coherence Clters What would you lke to name your new IMS Server?
L--Machines
~Virtual Hosts —
Work Managers &3 * tame: [FCUBSJMSServer |
~Startup and Shutdown Classes

Spedfy persistent store for the new JMS Server.,
Persistent Store: | SOAIMSFileStore []| Create a New Store
Back | Nm\hm |\Cau(5

{--Js Servers
| q

d Aents.

How do L.

o Configure JMS system modules
» Configure custom persistent stores

System Status =]
Health of Running Servers

Failed (0)

Critical (0)

Overloaded (0)

Warning (0)
[

3. Select the target as SOA Server > Finish

Create a New JMS Serve

€ @10184135218:7001 /console/ 23 erC - actionOverride=/com/bea/ console/actions/jms/server/createj + C ||~ Google Pl ¥ A =

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&] Record Help | La wm:dm‘cmm:wm
View cheupes snud restarfe Home > AlphaDomain >Summary of JMS Servers
Configuration editing is enabled. Future (Create a New JMS Server
changes wil automatically be activated as you -
modify, add or delete items in this domain. Back | [N | || Frish | || Cancel |
Domain Structure Select targets
Aphisbonain Select the server instance or migratable target on which you would like to deploy this JMS Server.
EH-Environment
t-Servers ey
I Ta
L= rget: SOASewver [+]

Leck | [ e || Fris | || cance |

Startup and Shutdown Classes
i--Deployments
~Services

HowdoL.. =]

© Configure JMS system modules
o Configure custom persistent stores

System Status ]
Health of Running Servers
Failed (0)
| Critical (0)
Overloaded (0)

Warnine (0}
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_ soa-infra (SOAInfrastruct.. X | FCI21IQAR? (Oracle Web.. % | Summary of JMS Servers | dev_domain (Oracle Web... X |

€

10.184.135.218:7001 /co

ol

in (Oracle We... % | oF

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
mocify, add or delete items in this domain.

Domain Structure

AlphaDomain
E-Environment
Servers
B-Clusters
i--Coherence Clusters
i-Machines
Virtual Hosts.
Work Managers
L--Startup and Shutdown Classes
-Deployments
E}-Services
[EH-Messaging
IMS Servers
d:Er d Aoents,

Howdo L.

 Configure WS servers

 Configure JMS system modules

System Status
Health of Running Servers

I Failed (0)
[ cital©

[ Overloaded (0)
[ Warning (0)

I )

& Home Log Out Preferences

Ho

i >Summary of JMS Servers

Messages

& Al changes have been activated. No restarts are necessary,

« IMS Server created successfully

Summary of JMS Servers

JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created

P Customize this table

IMS Servers (Filtered - More Columns Exist)

in the current Weblogic Server domain.

= |

LPlée B ¥ A

Welcome, admin | Connected to: AlphaDomain

| New | [ Delete Showing 1t0 9 of 9 Previous | Next
Name & Persistent Store Target Current Target Health
BamAlertEngnemSSen( o bl by Name | BamAlertEngine ImsFileStore BAMServer BAMServer
BamCQServiceImsServer_BAMServer BamCQServiceJmsFileStore_BAMServer BAMServer BAMServer

[7] | BamReportCachemsServer BamReportCache JmsFieStore BAMServer BAMServer

[] | BamServerimsServer_BAMServer BamServer JmsFileStore_BAMServer BAMServer BAMServer
BPMIMSServer BPMIMSFieStore SOAServer SOAServer Yok
FCUBSIMSServer SOAIMSFileStore |SOAServer | SOAServer Sk ]

[T [ SoAMsServer SOAIMSFieStore SOAServer SOAServer L oK

7] |uMsIMsServer_auto_t UMSIMSFileStore_auto_1 BAMServer BAMServer

[ |uMsImsServer_auto_2 UMSIMSFileStore_auto_2 SOAServer SOAServer Lok

New

Showing 1t0 90f 9 Previous | Next

4. Go back to Console >JMS Modules—>New

soa-infra (SOA Infrastruct.. % | FCI21IQAR2 (Oracle Web... * | Home Page - AlphaDom: | dev_domain (Oracle Web... * |SummnlyofJMSSﬂvers...

€

10.184.135.218;

C="ron

x JAlphnDomnin(Orxlve_« x|+

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain

~Environment

Servers

Clusters

Coherence Clusters

Machines

Virtual Hosts

Work Managers

Startup and Shutdown Classes

--Deployments
Services

-Messaging

-JMS Servers

d 8nents

How do I..

« Search the configuration

© Use the Change Center

« Record WLST Scripts

© Change Console preferences
® Manage Console extensions

 Monitor servers

System Status

Health of Running Servers

| Failed (0)
[ Critical (0)

Overloaded (0)
I Warning (0)

I o< )

@ Home Log Out Preferences

H
Home Page

Information and Resources

# Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager
Domain Configurations

Domain

 Domain

o Servers

* Clusters
= Server Templates
= Migratable Targets

o Coherence Clusters

o Machines

© Virtual Hosts

o Work Managers

© Startup And Shutdown Classes

ecurity Setti

o Security Realms

>Summary of JMS Modules

= Common Administration Task Descriptions
= Read the documentation

= Ask a question on My Oradle Support

Services
© Messaging
 IMS Servers

® Store-and-Forward Agents

= Path Services
» Bridges

 Data Sources

 Persistent Stores

XML Registries

© XML Entity Caches

 Foreign INDI Providers

 Work Contexts

 jcoM

 Mail Sessions

o FileT3

. TTA

* 0SGi Frameworks

Pl B ¥ A

Welcome, admin ‘ Connected to: AlphaDom:

Interoperability
* WTC Servers

» Jolt Connection Pools

D nostics

* Log Files

« Diagnostic Modules

« Buit-n Diagnostic Modules
© Diagnostic Images

© Request Performance

® Archives

» Context

* SNV

® Monitoring Dashboard &
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5.

soa-infra (SOA Infrastruct.. x | FCI21IQAR2 (Oracle Web... *

Summary of JMS Moduls

10.184.135.218:7001

€

x \gev_damnin (Oracle Web... * I Summary of JMS Servers ...

X AlphaDomain (Oracle We.. X | (C="a ]

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

@ Home Log Out Preferences

H

Summary of JMS Modules

Domain Structure

IMS system resources are configured and stored as modules similar to standard J2EE modules. Such resources indude queues, topics, connection factories, templates, destination keys, quota,
distributed queues, distributed topics, foreign servers, and M store-and-forward (SAF) parameters. You can administratively configure and manage MS system modues as global system resources.

Pl B & A

Welcome, admin | Connected to: AlphaDomain

= 'E”V':”me”‘ B This page summarizes the JMS system modules that have been created for this domain.
~Servers
~Clusters
~~Coherence Clusters $ Customize this table
--Machines
Virtual Hosts i IMS Modules
Work Managers
~Startup and Shutdown Classes New ) D Showing 1to 8of 8 Previous | Next
-Deployments.
~Services [ Mame &> Tee
[}-Messaging
IMS Servers [T] | BamalertEngineJmsSystemModule System
Store-and-Forward Agents
IMS Modules = [7] | BamCQServiceJmsSystemResource_BAMServer System
[T] | BamReportCache ImsSystemModule System
Howdo L. =]
BamServer msSystemResource System
« Configure JMS system modules e p—
« Configure resources for JMS system modules
SOAIMSModule System
T = [7] | uMSAQIMSSystemResource System
[[] |umsIMSSystemResource System
Health of Runring Servers 8 =
New Showing 1to 8 0f 8 Previous | Next
| Failed (0) —
I Critical (0)

Overloaded (0)
[ " Warning (0)

I )

Create a JMS Module with the Name, FCUBSJMSModule. Click on Next-> Select the target
as SOA Server—>Finish

10.184.135.218:7001/console,

&

le.portal

soa-infra (SOA Infrastruct... * | FC1211QAR2 (Oracle Web... % | Create JMS System Mod dev_domain (Oracle Web... x | Summary of JMS Servers... x | AlphaDomain (Oracle We... * |

Create

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

& Home Log Out Preferences [&] Record Help

>Summary of JMS Modules

MS S

Create JMS System Module

Back | | Next | ‘ Frish ‘Cancel

Domain Structure

AlphaDomain
E-Environment
i--Servers

Clusters
Coherence Clusters
Machines

Virtual Hosts

Work Managers
Startup and Shutdown Classes
-Deployments
E-Services
[}-Messaging
{--JMS Servers
LGty \d-F

d Anents

The following properties will be used to identify your new module.

distributed queues, distributed topics, foreign servers, and IMS

IMS system resources are configured and stored as modules similar to standard J2EE modules. Such resources include queues, topics, connection factories, templates, destination keys, quota,
d (SAF)

Pl B ¥ A

Welcome, admin | Connected to: AlphaDomain

You can

* Indicates required fields

What would you like to name your System Module?
* Name:

FCUBSJMSModule

What would you like to name the descriptor file name? If you do not provide a name, a defaut will be assigned.

Howdo L..

® Configure JMS system modules
 Configure JMS servers

Descriptor File Name:

Location In Domai

System Status
Health of Running Servers

| Failed (0)

| Critical (0)

[ " Overloaded (0)
[ Warning (0)

<

Back | | Next | ‘ Finish ‘Canoel

Where would ike to place the descriptor for this System Module, relative to the jms configuration sub-directory of your domain?

configure and manage JMS system modules as global system resources.
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Create JMS System Mod

€ | @ 10184.135.218:7001 /console/

sole.portal?C

_actionOverride=/com/bea/console/actions/jms/modules/syste

¢ | |8 - Google

PlaeB ¥ A =

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
mocify, add or delete items in this domain.

& Home Log Out Preferences [&] Record Help La.

Home > AlphaDomain >Summary of JMS Servers >Summary of JMS Modules

Create JMS System Module

Domain Structure

The following properties will be used to target your new JMS system module.

AlphaDomain
i Use this page to select the server or duster on which you would like to deploy this JMS system module. You can reconfigure targets later if you wish.
~-Servers
[H-Clusters
~-Coherence Clusters P —
i-Machines
~Virtual Hosts
~-Work Managers Fr—
~-Startup and Shutdown Classes
~Deployments [”] Adminserver
[E-Messaging
£--JMs Servers [l Barserver
i i d.Agents, 3
v
o i a 7] soaserver

® Configure JMS system modules

 Configure JMS servers

| Back | Ned\‘\ﬁmsh

E

System Status g

Health of Running Servers

[ Faled@
[ cita©
[ Overloaded (0)
[ wamng@
[ )

(@

Welcome, admin | Connected to: AlphaDomain

Settings for FCUBSIMSM.

€ | @ 10184.135218:7001/console/console.portal?. _pageLabel=MSSy nFigGen Plea 8 A& =
e — — e — ————— —
Pe——————————
Change Center & Home Log Out Preferences [&] Record Help | | e Wduulm'.admil‘t.omedﬁdm: AlphaDomain
iy chasiges s vestarte Home »AlphaDomsin >Summary of JMS Servers >Summary of JMS Modules >FCUBSIMSModule
Messages
Configuration editing is enabled. Future:
changes will automatically be activated as you ¥ All changes have been activated. No restarts are necessary.
odys add o Gelete Heme n e doel: « The JMS module was created successfuly.
Domain Structure Settings for FCUBSIMSModule
AlphaDomain Al |
| | Configuration | Subdeployments | Targets | Security | Notes
This page displays general information about a JMS dul Italso allows you
Name: FCUBSIMSModule The name of this JMS system modue.  More Info...
Startup and Shutdown Classes
Fenenisnants Descriptor File Name: jms feubsjmsmodule-ms. xml The name of the JMS module descriptor fie.  More Info...
-Services
This the IM¢ that have be ted for this IM: cl d topic destinations, connection factories, IMS templates, destination sort keys,
T & d 3 foreign servers, and o
a
 Customize this table
No task help found.
Summary of Resources
System Status a | New | [ Delete | Showing 0 to 0 0f 0 Previous | Next
st of Rixiiog Seneees []] name & Type INDI Name Targets
| Faled (0)

[ cita@©
[ Overloaded (0)
[ waming@
I ok ()

There are no items to display

| New | | Delete

Showing 0 to 0 0f 0 Previous | Next

1-21

ORACLE



6. Go back to IMS Modules=>FCUBSJMSModule>New

ruel_pagelabel=JMSSystem eC: G

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&] Record Help Q
Vicw cheiaes oad estarte Homa >AlphaDomsin >Summary of JMS Servers >Summary of JMS Modulss >FCUBSIN

Configuration editing is enabled. Future

Modules >FCUBSIMSModule

Module >Summary of JMS Modules >FCUI

Al d & A=

Welcome, admin ‘Cnnn:cted to: AlphaDomain

SIMSModule >Summary of JMS Modules >FCUBSIMSModule >Summary of JMS

ianges will automatically be activated as you Settings for FCUBSIMSModule
modify, add or delete items in this domain. =
c Tergets | Seaurity | Notes
Domain Structure
Aphabomain (& “This page displays general information about a JMS system module and its Itaso allows you to d
~Environment
Servers L
Clusters b Name: FCUBSIMSModule: The name of this JMS system module. More Info...
Coherence Clusters
Pacies i Descriptor File Name: jms/feubsjmsmodule-jms.xm The name of the JMS module descriptor file. More Info...
Virtual Hosts
Work Managers
Startup and Shutdown Classes i the IM: that! for this JMS system module, incuding queue and topic destinations, connection factories, JMS templates, destination sort keys,
~Deployments foreign servers, and d
-Services
E}-Messaging
| |IMS Servers P Customize this table
| o B &
Summary of Resources
Howdo L.. a
New | [ Delete Showing 0 to 0 0f 0 Previous | Next
No task help found. =
| & ‘ Name & Type INDI Name ‘Subdeployment Targets |
SkesiSatus = | There are no tems to display |
IRy e New | [ Delete Showing 010 0 o 0 Previous | Next
| Failed (0)

Critical (0)
[ Overloaded (0)
Ji Warning (0)

)

7. Click on Connection Factory-> next->Create the connection Factory with the below
Names—>Next

&ImsC

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you

modify, add or delete items in this domain.

Dom:
AlphaDomain =

Structure

i \
~Clusters
~~Coherence Clusters

Howdo L. =]

® Configure quotas for destinations
 Configure IMS templates

« Configure destination keys

« Configure topics

« Configure queues

« Configure connection factories

« Configure uniform distributed topics
« Configure uniform distributed queves
« Configure foreign servers
 Configure IMS SAF

System Status =]
Health of Running Servers.

| Failed (0)

 —T )

[ Overloaded )

[ waming(0)
oK (2

& Home Log Out Preferences

Record Help Q

Home >AlphaDomain >Summary of JMS Servers >Sum
IMS Modules >FCUBSIMSModule

7 of M5 Modls >FCUBSIMSHodule >Summary of JMS Modules »FCUBSIMSHodue >Summary of M5 Modules >FCUBSIMSModue >Summary of
Create a New JMS System Module Resource

Back | | Next | |[[Firsh | || Cancel

Choose the type of resource you want to create.

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories.

Depencing on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, ike stand-alone queues and topics, connection
factories, distrbuted queues and topics, foreign servers, an . you can ak dto for selecting targets. You can also associate
ich is an advanced mechanism for grouping JMS module resources and the members to server resources.

(© Connection Factory.

Defines a set of connection configuration parameters that are sed to
create connections for JMS dients. More Info...

Defines a point-to-point destination type, which are used for asynchronous
peer communications. A message delivered to a queue is distributed to only
one consumer.  More Info...

© Topic Defines a publish/subscribe destination type, which are used for
asynchronous peer communications. A message delivered to a topicis
distributed to al topic consumers. ~ More Info...

) Distributed Queue Defines a set of queues that are distributed on multiple IMS servers, but
which are accessble 25 a single, logical queue to JMS dients.  More Info...

() Distributed Topic Defines a set of topics that are distributed on multiple JMS servers, but

which are accessible s a single, logical topic to JS dients.  More Info...

) Foreign Server Defines foreign messaging providers or remote Weblogic Server instances

that are not part of the curent domain.  More Info. ..

Controls the allotment of system resources available to destinations. More
Info...

*) Destination Sort Key

Defines a unique sort order that destinations can apply to arriving
messages. More Info...

©) IMS Template Defines a set of default configuration settings for multiple destinations. More
Info...

©) SAF Imported Destinations Defines a collection of imported store-and-forward (SAF) destiations. A
SAF destination is a representation of a queue or topic in a remote server
instance or cluster thatis imported into the local custer or server instance,
5o that the local server instance or cluster can send messages o the remote
server instance or duster. More Info...

) Remote SAF Context

Defines the URL of the remote server instance or dluster where a JMS
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R o o i  —Y

@ rome L FCsLINSTEST

t Preferences

Change Center

View changes and restarts. "
o sendng changes eist. Oick the Reles Create a New JMS System Module Resource
Confgursaon button to slow others

5 the
Back (Meut) | rmish || Canost
omnection Factory Properties

Release Comtgueaton 9 octony.

Tha folosng pregetes wl be wsed to dentiy your sew connect The current modde s FCUBSIMSHo,

Domain Structure

would you M to mame you factary

FCUBSConnectionfactory

hat IO Hame wauld you ke 5 use 1 fosk up your new connecten factry

INOT Name: [ndlFCUBS Connectionfactory

erol which Access na sbacrotions. Should sbacristions Cremted using s Tacsey be shavatle’

The Connection Factory Sabscri

Subscripticn shonng Pobcy:

notisns crested with dFeent Cier

The Gl 0g the Chent ID policy to Unvesticted f sharing durable:

Policy Indcates whether more than cne JMS connechen can use the same Clent
ou the 1 vse?

Chest 10 Policy: Restricted v

iber of messages that can queved for n ssynchrenous sessan, Shoud ths connecben facts

A commecton factory can bt the o

Maimum Messages per Sessioa: 10

Shoud i cannectizn factoey creste sessions tht are JTA sware, and reate

) XA Connection Factory Enabled

Shoukd the suhentcated e name be stached o sent messages f the JMS destinsbon = configured o mppertthe behy

stem status
r Attach JMSX UserlD

Heskh of Running Servers a5 of 113 P
Back (Newt) || #wisn || Cancel

8. Select Advanced targeting->create New Sub Deployment with the below Name->Select the
target as JMS server which we have created on top—>Finish

soa-infra (SOA Infrastruct., % | FCI21IQAR2 (Oracle Web.., / Create a New JMS System... % | dev.domain e % | oy of IMS S x| OncleWe., x | + Ll S
€ 10.184.135.218:7001 c nsole.portalimsCreateSystemModuleEntityPortlet_actionOverrid m/be ole/actions/jms/connecti v C | | [+ Google Pl da $ & =

ey ————— B 0 O

Welcome, admin | Connected to: AlphaDomain

Change Center & Home Log Out Preferences (24 Record Help Q
MSModule >Summary of IMS Modules >FCUBSIMSModule > FCUBS Connectionfactory >Summary of JMS Modules >FCUBSIMSModuie >Summary of JM:

View changes and restarts

Configuration editing 1s enabled. Future
changes wil automatically be activated a3 you
modify, add or delete items in this domain.

Create a New JMS System Module Resource

Back | [ fie | || Finiah | | Advanced Targeting | || Cancel

The following properties will be used to target your new JMS system module resource

Domain Structure

AlphaDomain

EF-Environment
Servers | Use this page to view and accept the default targets where this JMS resource willbe targeted. The default targets are based on the parent JMS system module targets. If you do not want to accept
#1-Clusters L the default targets, then cick Advanced Targeting to use the subdeployment mechaniam for targeting this resource.
Coherence Clusters
Machines

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changed, this resource wil also be retargeted appropriately.

Startup and Shutdown Classes Targets:
Deployments
E}-Services
S = |
MS Servers
I [ somserver |
How doI... =]
Back | [ e | || Finh | || Advanced Targeting | || Cancel

@ Configure quotas for destinations

* Configure JMS templates
o Configure destination keys

« Configure topics

* Configure queues

* Configure connection factories

« Configure uniform distributed topics
® Configure uniform distributed queues
« Configure foreign servers

AF

« Configure J

System Status
Health of Running Servers
| Failed (0)
| Critical (0)
Overloaded (0)
I Warning (0)

I o (2)
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soa-infra (SOA Infrastruct... i'mnm(oi’atlgweh,. x / Create a New JMS System... % | dev_domain (Oracle Web... % |Summq6ﬂmss‘gw'ms...

——
% AphaDomain Oracewe., x | + el

mModuleEntityPortle

‘com/bea/console/actions/jms/connecti

¢

€ 1018435218700 /cor 8-

ORACLE webLogic Server Administration Console 12¢

LPlir B 3 A

Change Center @ Home Log Out Preferences [&] Record Help
View changes and restarts Home >Summary of jodules >FCUBSIMSModule >Summary of J -CUBSIMSModule >FCUBSConnectior
dule >placeholder
Configuration editing i enabled. Future
changes will automatically be activated as you Create a New JMS System Module Resource
modify, add or delete items in this domain.
Back | [ et | || Frish ‘ Cancel
Domain Structure
pr— . The following properties will be used to target your new JMS system module resource
EH-Environment [
Servers Use this page to select a subdeployment to assign this system modle resource. amechanism by which M5 d and targeted to a server instance, cluster, or
B-Clusters SAF agent. If necessary, you can create a new subdeployment by diicking the Create a New You can al targets later by using the parent
i-Coherence Clusters module’s subdeployment management page.
i--Machines T
i-Virtual Hosts
[ o irmgesi Select the subdeployment you want to use. If you select (none), no targetin
-Startup and Shutdown Classes
~Deployments Subdeployments: (none) [ Create a New Subdeploym
Services
E-Messaging What targets do you want to assign to this subdeployment?
~JMS Servers
L d d dcents =
Targets:
HowdoL.. E
« Configure quotas for destinations
« Confiure 5 enpltes [Bock | [t ||| i | || Conel |
o Configure destination keys
 Configure topics
 Configure queues
o Configure connection factories
« Configure uniform distributed topics
o Configure uniform distrbuted queves
o Configure foreign servers
© Configure JMS SAF
System Status
Health of Running Servers.
[ Faled (0)
| Critical (0)
[ Overloaded (0)
[ Warning (0)
I o« ()
e . S — .
soa-infra (SOA Infrastruct.. % | FCI21IQAR (Oracle Web.. X | Create aNew Subdeploy.. * | dev_domain % | ) x| Alp x |+ oot S|
€ | @ 10184.135.218:7001/console/console.portal reateSystemModuleEntityPortlet_actionOverride=/com/bea/console/actions/jms/target/ne ¥ C' - Google Al ¢ &=
ORACLE webLogic Server Administration Console 12¢ =)
pe e ——— @ Home Log Out Preferences [2] Record Help Q Welcome, admin | Connected to: AlphaDomain

View changes and restarts Hon »P

o ~placeholder
Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items i this domain.

Create a New Subdeployment

| OK | | Cancel
Domain Structure

Subdeployment Properties
AlphaDomain -

EF-Environment

The following properties wil be used to identify your new subdeployment.

H1-Clusters L Subdeployment Name: Fcuss|
--Coherence Clusters

Machin

Virtual He OK Cancel

|+-Work Managers

L--Startup and Shutdown Cl:
Deployments

IMS Server
Acents

How do L..

 Configure quotas for destinations
* Configure JMS templates
 Configure destination keys
 Configure topicz

 Configure queues

® Configure connection factories
 Configure uniform distributed topics
 Configure uniform distributed queues
 Configure foreign servers

 Configure JMS SAF

System Status
Health of Running Servers

I Falled (0)

[ Critical (0)

[ Overloaded (0)
[ Warning (0)
I K (2)

1-24

ORACLE



soa-infra (SOAInfrastuct., | FCI21IQAR (OracleWeb.. % | CreateaNew M System... x| dev.do
€

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

10.184.135.218 stemModuleEntityPortlet_actionOverrids

Record Help

View changes and restarts B ki RS FOUEEIMS —
Modules >FCUBS! ule >placeholder
Pending changes exist. They must be activated
to take effect. You may actvate them now. Create a New JMS System Module Resource
Otherwise, they will be automatically activated
when you next modify, add or delete items in Back | [ ext ‘ Finish ‘ Cancel
this domain. — S— —
Activate Changes The following properties will be used to target your new JMS system module resource
Undo, 88 Chanoee Use this page to select a subdeployment to assign this system modue resource. A subdeployment is a mechanism by which JMS resources are grouped and targeted to a server instance, duster, or
SAF agent. If necessary, you can create a new subdeployment by dicking the Create a New Subdeployment button. You can also reconfigure subdeployment targets later by using the parent
Domain Structure module's subdeployment management page.
AlphaDomain =
~Environment Select the subdeployment you want to use. If you select (none), no targeting will occur.
Servers g
B}-Clusters 3 Subdeployments: FCUBS []| Create a New Subdepioyment
Coherence Clusters .
Machines
Virtual Hosts What targets do you want to assign to this subdeployment?
Work Managers
Startup and Shutdown Classes Targets:
~Deployments |
-Services (%
Messaging Servers
++-1MS Servers
: d d Acents. x ]
Howdo L. =]
« Configure quotas for s Servers
® Configure IMS templates [ BpMIMSServer

o Configure destination keys

* Configure topics FCUBSIMSServer

® Configure queues
* Configure connection factories [] soasmsserver

 Configure uniform distributed topics
o Configure uniform distrbuted queues Clumsimsserver_auto_2
 Configure foreign servers

o Configure JMS SAF Back | [Next ‘ Finish lCanceI

System Status 5]
Health of Running Servers

[ Faled(®
i Critical (0) .
[ Overloaded (0)
[ Warning (0)

I )

soa-infa (SOA Infrastruct., % | FCIZ1IQARD (OracleWeb.. % | Settings for FCUBSIMSM... | dev_domain (Oracle Web... % | Summary of IMS Servrs... % |

w2

; (CSTal™ )
&5 =1
€ @10188135218 c Pl B 3 A=

ORACLE webLogic Server Administration Console 12¢ _

Record Help | connected to: AlphaDomain

console/console.portal?_nfpb=tru

SystemModuleConfigGenera

Change Center & Home Log Out Preferences

View changes and restarts me >Summary >FCUBSIMSModule >Sums f IMS Modul ms
uies >FCUBSIMSModule >placeholder
Configuration editing is enabled. Future [
changes wil automatically be activated as you
modify, add or delete items in this domain. « All changes have been activated. No restarts are necessary.
« Connection factory created successfuly.
Domain Structure
AphaDomain +| | settings for FCUBSIMSModule
Configuration | Subdeployments | Targets | Security | Notes
i--Coherence Clusters
| Beaenls This page displays general information about a JMS system moduie and its resources. It also allows you to configure new resources and access existing resources.
~Virtual Hosts
I Work Mermgere Name: FCUBSIMSModule The niame of this JMS system module.  More Info...
“Startup and Shutdown Classes
~Deployments
Bl Descriptor File Name: sms/fcubsimsmodue-jms.xmi The name of the JMS module descriptor fle. More Info...
E}-Messaging
| [MEsmee e = This page summarizes the JMS resources that have been created for this JMS system module, induding queue and topic destinations, connection factories, JMS templates, destination sort keys,
i destination quota, distributed destinations, foreign servers, and store-and-forward parameters.
Howdo L.. =
No task help found. P Customize this table
Summary of Resources
System Status ]
New | [ Delete Showing 1to 10f 1 Previous | Next
Health of Running Servers
r Foled @ []| name & Type INDI Name Subdeployment Targets
Critical (0) [ | FeussConnectionfactory Connection Factory 3ndi/FCUBSConnectionfactory FcuBs FCUBSIMSServer
Overloaded (0
[ © New | | Delete Showing 1to 10f 1 Previous | Next
Warning (0) —_—
I o« ()
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soa-infra (SOAInfrastruct.. X | FCIZLIQAR? (Oracle Web... % | Settings for FCUBSIMSM... > | dev_domain (Oracle Web... % | Summary of JMS Servers.. % | AlphaDomain (OracleWe.. X | + o] T S|

€ | @ 10184.135.218:7001/console/console.portal?_nfp

Pled & | =

ey —————— B o

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain -
EH-Environment ‘
i Servers
Clusters
~Coherence Clusters ‘
~-Machines
~Virtual Hosts
Work Managers
“--Startup and Shutdown Classes
Deployments
Et-Services
| El-Messaging
i 1-Jvs Servers
Lk d: d Agents,

How do L.

No task help found.

System Status

Health of Running Servers

| Failed (0)

| Critical (0)

[ Overloaded (0)
[ Warning (0)

I

& Home Log Out Preferences

Record Help Q Welcome, admin ‘Cnnnen&d to: AlphaDomain

>FCUI
= >placeholder

Messages
« Al changes have been activated. No restarts are necessary

& Connection factory created successfly.
Settings for FCUBSIMSModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing resources.

Name: FCUBSIMSModule The name of this JMS system module. More Info...

Descriptor File Name: jms/feubsimsmodule-jms. xml The name of the JMS module des

riptor fle.  More Info...

This page summarizes the JMS resources that have been created for this JMS system module, induding queue and topic destinations, connection factories, JMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

P Customize this table

Summary of Resources
New Showing 1to 10f 1 Previous | Next
[ | name & Type INDI Name Subdeployment Targets
[7] | FeusSConnectionfactory Connection Factory indifFCUBSConnectionfactory FCUBS FCUBSIMSServer
New

Showing 1to 10f 1 Previous | Next

9. Go back to console >Click on JIMS Modules ->New -> check on Queue—>next

soainfra (SOA Infrastruct... %  FCI21IQAR? (Oracle Web.. | Create a New MS System... | dev_domain (Oracle Web... % | Summary of IMS Servers... %  AlphaDomain (Oracle We.. % |+ oo o |

€ 10.184.135.218:7001 /conso

-JMS Servers
an=nts.

HowdoI.. =

o Configure quotas for destinations

® Configure JMS templates

« Configure destination keys

® Configure topics

o Configure queues

« Configure connection factories

o Configure uniform distributed topics
* Configure uniform distributed queues
o Configure foreign servers

® Configure JMS SAF

System Status =

Health of Running Servers
| Failed (0)
[ Critical (0)

Overloaded (0)
Warning (0)

I
)

ortal?m:

emModuleEntityPortlet

c|B8-6 Pl ¥ & | =

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories. a

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, ke stand-alone queues and topics, connection
factories, distributed queues and topics, foreign servers, and MS SAF destinations, you can also proceed to targeting pages for selecting appropriate server targets, You can also associate
targetable resources with subdeployments, which is an advanced mechanism for grouping JMS module resources and the members to server resources.

Connection Factory Defines 2 set of connection configuration parameters that are used to
create connections for JMS dients,  More Info...

© Queue P son type, which are used for asynchronous
peer communications. A mes: delivered to a queue is distributed to only
one consumer
| Topic Defines a pul scribe destination type, which are used for
asynchronous peer communi A ge delivered to a topicis
distributed to al topic consumers.  More Info...
Distributed Queue Defines a set of queues that are distributed on multiple IMS servers, but
which are accessible s a single, logical queue to M5 di More Info...
Distributed Topic Defines a set of topics that are distributed on multiple JMS ers, but
which are accessble as a single, logical topic to JMS dients.  More Info..
Foreign Server Defines foreign messaging providers or remote WebLo
that are not part of the current dor More Info...
) Quota Controls the allotment o m resources avalable to destinations. More
Info...
Destination Sort Key Defines a unique sort order that destinations can apply to arriving
messages. More Info..
) IMS Template set of default configuration settings for multiple destinations. More

SAF Imported Destinations

imported int
ce or cluster c:
More Info...

) Remote SAF Context Defines the URL of the remote server instance or dluster where a IMS
destination is exported from. It also contains the security credentials to be
ted and authorized in the remote duster or server. More Info...

SAF Error Handling take when the SAF service fails to forward messages

. More Info..

10. Create Queue with Name NOTIFY_DEST_QUEUE and JNDI name as
jms/NOTIFY_DEST_QUEUE->select the sub deployment which we have created earlier
—“>Next->Finish
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Create a New JMS Syster | dev_domain (Oracle Web.., x
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ORACLE WweblLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain
G-Environment

- Clonters
Coherence Clusters

Startup and Shutdown Classe
Drnk)vm—m\
ices
Messaging

IMS Servers
i--Store-and-Eonward Agents

How do L..

» Configure quotas for destinations
 Configure JMS templates
 Configure destination keys
 Configure topics

« Configure queues

 Configure connection factories

» Configure uniform distributed topics
» Configure uniform distributed queues
® Configure foreign servers
 Configure JMS SAF

System Status =]
Health of Running Servers

| Failed (0)

| Critical (0)

[ Overloaded (0)
[

Warning (0)

— o

steSyztemModuleEntityPortlet_actionOverride ule

@ Home Log Out Preferences [&] Record Help Welcome, admin | Connected to: AlphaDomai

ummary of JMS M Summary of IMS

SIMSModule

MSMo

of IMS Modules » FCUBSIMSMo:

FCi dule
placeholdar

Create a New JMS System Module Resource
| Back | | Next_ ‘ Finish | ‘ Cancel
IMS Destination Properties

The following properties will be used to identify your new Queue. The current module is FCUBS IMSModule

" Name: NOTIFY_DEST_QUEL

E ol [ims/NOTIFY_DEST QUEUE
Template: None LYJ

| Back | | Nex | || Finish | || Cancel

soa-infra (SOAInfrastruct., X | FCI21IQAR2 (OracleWeb.. X | Create aNew JMS System.. | dev_domain (Oracle Web... % |

OracleWe.. %+ oo e |

€

10.184.135.218:7001/console/console.po

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editingis enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
AlphaDomain
-Environment

]

Qo
G
g

-Machines
Virtual Hosts
-Work Managers
t-Startup and Shutdown Classes
—-Deployments
EF-Services
5

4 acents

How do I...

« Configure quotas for destinations

® Configure JMS templates

o Configure destination keys
 Configure topics

* Configure queues

* Configure connection factories

« Configure uniform distributed topics
* Configure uniform distributed queues
o Configure foreign servers

® Configure JMS SAF

System Status
Health of Running Servers.

| Failed (0)
Critical (0)
Overloaded (0)
Warring (0)
oK (2

Ll BE 3 A

& Home Log Out Preferences Welcome, admin | Connected to: AlphaDomain

Record Help

>Summary of IMS

>FCUBSIMSM

placeholder

Summary

Create a New JMS System Module Resource

Back | [Nt | || Fnish | | | Cancel

The following properties will be used to target your new JMS system module resource

Use this page to select a subdeployment to assign this system module resource. which M are grouped and targeted to a server instance, cluster, or
SAF agent. If necessary, you can create a new subdeployment by ciicking the Create a New Subdepluvmenl button. You can also reconfigure subdeployment targets later by using the parent
module’s subdeployment management page.

Select the subdeployment you want to use. If you select (none), no targeting wil occur.
Subdeployments: FCUBS E Create a New Subdeployment
What targets do you want to assign to this subdeployment?

Targets:

JMS Servers.

BPMIMSServer

© FcuBsIMSServer

SOAJMSServer

UMSIMSServer_auto_2

Back | [ Ned | || Fish | || Cancel

ORACLE
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P
soa-infra (SOA Infrastruct.. * I FC1211QAR2 (Oracle Web... )tj Settings for FCUBSIMSM... x| dev_domain (Oracle Web... * \SummiryoflMSSeNels... x ‘AlphaDornain(OﬂcleWau x | o @m

€ ) @ 10.184.135.218:7001 /console/console.portal?_nfpb=true&_pagelabel=JMSSystemModuleConfigGeneralPage e || 8- coogle Pl a ¥ A =
e Y
Welcome, admin | Connected to: AlphaDomain

Change Center @ Home Log Out Preferences [&] Record Help

ule >FCUBSC

Summan, Mod ary of IMS

View changes and restarts

placeholder

Configuration editing is enabled. Future T
changes will automatically be activated as you
modify, add or delete items in this domain. o Al changes have been activated, No restarts are necessary.

o The JMS Queue was areated successfully
Domain Structure
AlphaDomain .| Settings for FCUBSIMSModule
E-Environment

Servers

B-Clusters 3

Coherence Clusters

beabeini This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing resources.

Virtual Hosts

Work Managers

Configuration | Subdeployments | Targets | Security | Notes

Name: FCUBSIMSModule The name of this tem module. More Info...
Startup and Shutdown Classes
Deployments
EH-services Descriptor File Name: 3ms feubsimsmodule ms. xml The name of the IMS module descriptor fie.  More Info. ..
[E}-Messaging
oy x = This page summarizes the JMS resources that have been created for this JMS system module, induding queue and topic destinations, connection factories, JMS templates, destination sort keys,
aeal destination quota, distributed destinations, foreign servers, and store-and-forward parameters.
Howdo I... E
No task help found. { Customize this table
Summary of Resources
System Status =]

New. | [Delete Showing 1o 20f 2 Previous | Next
Health of Running Servers =
I Faled ©) Name & Type INDI Name Subdeployment Targets
| Critical (0) [T | FeuBsConnectionfactory Connection Factory jndi/FCUBSConnectionfactory FCUBS FCUBSIMSServer
Overloaded (0) [F] | NOTIFY_DEST_QUEUE Queue jms/NOTIFY_DEST_QUEUE FCUBS FCUBSIMSServer
[ Warning (0)
o) New Showing 1o 20f 2 Previous | Next

11. Please create queue MDB_QUEUE_RESPONSE with JNDI name as
jms/MDB_QUEUE_RESPONSE, queue eis/jms/ORGateway with JINDI name as
eis/jms/ORGateway, and queue FAULT_QUEUE_RESPONSE with JNDI name as
jms/FAULT_QUEUE_RESPONSE as above in console within FCUBSJMSModule.(Follow
step 8-9in 1.2.6)

12. Go to Console->Deployment->JmsAdapter->Configuration->Outbound Connection
Pool->Expand oracle.tip.adapter.jms.lJmsConnectionFactory>New->Provide JNDI as
‘eis/Queue/Notif >next->Finish
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Summary of Deployment.

€ ) 9 | @ 10184135218:7001/console/console.portal?_nfpb=true&:_pageLabel=AppD g - ||B- coogle Plerd & A=
ke o I A
| adminserver, Bamserver,
gDV Applcaton (12,1.3.0.0) Active |POK  |Web Appication | eSS 5
@ gem acve [Pk (TP | pminserver 400
 [FFCUBSAPPILT (12,1.0.0.0) e |B z:'g:; SoAServer 500
Fieadapter Acve [P0k im“ SOAServer 321
[Efrewo Active  [¥ 0K i"p::; SOAServer 100
{@FtpAdapter Actve [POK [T SOAServer 325
 FgGWebServices (12.10.0.0) Ave  |Pok :E:; SoAserver 500
IDEWorld ter Resource
& iAdap Installed e 333
9] | i msadapter actve |vok R Facaiy SOAServer 323
{ JmsAdapter, Level 1,19 of 46 Resource
cepacan Imshdapter, Leve 1,19 o146 | taled e =
{@MQseriesdapter Acive | LOK i::;ﬁ SOAServer 327
R Resource
(&"1SMQAdapter Installed Adapter 334
[FOARPredictonservice Acive | Lok i";:ﬁ SOAServer 100 7
{@OradeAppsadapter Actve POk [T SOAServer 38
OradeBamAdapter Resarce
{§OradeBamAdap! Installed e 329
[ OradeBPVBACServerazp Actve |[¥OK :; SOAServer 384
[aorad:BPMmesgrRrksﬂpp Active  [@OK i::::: SOAServer 382 =
E&ademrocesadestxpp Active | OK E"i m SOAServer 381
[ OradeBPMWorispace Acive | @ oK TD::‘:E;‘ SOAServer 83
Resource
SAPAdapter
{B)SAPAdapt Installed o 335
mSmpleAppfovarTaslﬂm Active | 0K T;ga SOAServer 386
[Esoainfia Active [ OK ::;Mi,se SOAServer 350
[] | & rFRsoa-webapps active |0k |EntErPrise SOAServer 360
10.184.135.218:7001/console/ portal?. _pagelabel=App ppApplica.. T T ("com. Gl lype= A |«
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€ @ 10.184.135.218:7001/console/console.portal

aqeLabe\:(cnn&cmr»’-;}fh(at\on( g utboundConnecti g :nigh:true&‘ C'V

PlieB ¥ A

Summary of JMS Modules >FCU e >placeholder >Summary of Deployments >JmsAdapter >Summary of

View changes and restarts Home >FCUBSConnectionfactory >Summary of JMS Modules > FCUBSIMSMod
Deployments =JmsAdapter

Configuration editing is enabled. Future

changes will automatically be activated as you Settings for ImsAdapter

modify, add or delete items in this domain.
Overview Plan | G ion | Seaurity | Targets | Control | Testing | Monitoring | Notes

Domain Structure || General | Properties | Outbound Connection Pools | Admin Objects | Workload | Instrumentation

AlphaDomain =
~Servers L This page displays a table of Outbound Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Outbound Connection Pool groups. Groups are
B}-Clusters 5 listed by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain configuration information for a Connection Pool instance within an Outbound
~Coherence Clusters Connection Pool group. Click the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed in the table below.
i--Machines b |
~Virtual Hosts « ion Pool C: ion Table
~-\Work Managers
--Startup and Shutdown Classes | New | [ Delete Showing 1to 1of 1 Previous | Next
~Deployments
E¥=Servi ["]| Groups and Instances & Connection Factory Interface
EH-Messaging
= . B orade. tip.adapter. jms. ImsConnectionFactory oradle.tip.adapter.jms. LimsConnectionFactory
Aents
E eis/activemg/Queue orade. tip.adapter.jms.IJmsConnectionFactory
How do L.. a
= eis/aqjms/EDNLocalTxDurableTopic orade. tip.adapter.jms.IJmsConnectionFactory
L ;"0’;‘2:’:5"“""’“““ connection pool [F1|  eis/aqims/EDNLocalTxTopic oradle. tip.adapter.jms. IimsConnectionFactory
=] DNxaD i oradle. tip.adapter.jms. LimsConnectionFactory
System Status =] []|  eis/aqims/EDNxaTopic orade. tip.adapter.jms.IJmsConnectionFactory
Health of Running Servers [[]|  eis/agims/Queue oradle. tip.adapter.jms. IJmsConnectionFactory
) [F1|  eis/agims/Topic oradle. tip.adapter.jms.IJmsConnectionFactory
[ citcl@ [C]|  eisffioranoma/Topic oradle. tip.adapter.jms.1JmsConnectionFactory
I " Overloaded (0) [F1|  eisfbossma/Queue oradle. tip.adapter.jms.1JmsConnectionFactory
[ Warning (0) [F]|  eisfims/aiaB2BQueuecF orade. tip.adapter.jms. msConnectionFactory
K
I o< 2 [F1|  eisfims/aiaErrorTopicCF oradle. tip.adapter.jms.IJmsConnectionFactory
[[]| eis/pramati/Queve oradle. tip.adapter.jms.1JmsConnectionFactory
= eis/sunma/Queue orade. tip.adapter.jms.IJmsConnectionFactory
[F]|  eis/tibjms/Queue oradle. tip.adapter.jms. IJmsConnectionFactory
[F1|  eis/tibims/Topic oradle. tip.adapter.jms.IJmsConnectionFactory
[T]|  eis/tbjmsDirect/Queue orade. tip.adapter. jms. IimsConnectionFactory
= eis/tibjmsDirect/Topic orade. tip.adapter.jms.IJmsConnectionFactory
[F]|  eis/webspheremq/Queue oradle. tip.adapter.jms. IJmsConnectionFactory
[F1|  eis/wis/EDNLocalTxDurableTopic oradle. tip.adapter.jms.IJmsConnectionFactory
[C]|  eis/wis/EDNLocalTxTopic orade. tip.adapter. jms. IImsConnectionFactory
E eis/wis/EDNxaDurableTopic orade. tip.adapter.jms.IJmsConnectionFactory
[F]|  eis/wis/EDNxaTopic oradle. tip.adapter.jms. IJmsConnectionFactory
[F1|  eiswis/Queue oradle. tip.adapter.jms.IJmsConnectionFactory
[E1|  eis/wis/Topic orade. tip.adapter. jms. IimsConnectionFactory

| Create a New Outbound

€ | @ 10.184.135.218:7001/console/ console.portal?_nfpb=true&:_pagelabel=ConnectorCreateOutboundConnectionPage & | |B- Google Al B ¥ A =

e Y
P — @ Home Log Out Preferences [&] Record Help Q | Welcome, admin | Connected to: AlphaDomain
View changes and restarts Home >FCUI e >placel ler >Summary of Dey ents >ImsAdapter >Summary of ImsAdapter >Summary of JmsAdapter >Summary of Deph ents >
Configuration editing is enabled. Future Create a New Outbound Connection
changes will automatically be actvated as you
modify, add ar delete itams in this domain, Back | | Nex | Finish [ Cancel |
Domain Structure ‘Outbound Connection Group
Aghzboman = In which outbound connection aroup do you want to reate an instance?

e Outbound Connection Groups

8 'E"‘:*E’s - 3 Showing 1to 10f 1 Previous | Next
~Coherence Clusters
“Machines il Outbound Connection Group &
--Virtual Hosts
~-Work Managers orade.tip. adapter.jms. JmsConnectionFactory
De;smnup ;ﬂd Shutdown Classes S LB oL Preves [Nt
~Deployment S
"'E’f’:::sagmg Back | | Net | | [Finsh | || Cancel |

i f-aMs Servers

2 = . d Agents, ¥
How do I... E

« Configure outbound connection pool
properties

System Status =]
Health of Running Servers

[ Faled(0)
[ cital©
[ Overloaded (0)
[ waming @
I o« )
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| sowinfra (SOAInfrastruct., X | FCIZUIQAR? (OracleWeb.. % | Create s New Outbound .. | dev_domain (OracleWeb.. X  Summary of IMS Servers... % | AlphaDomain (OracleWe.. X =+ E‘ﬂlgg
€ @ 10184.135.218:7001 /consc Pl B ¥ A=

ORACLE webLogic Server Administration Console 12¢ —

| conected to: Alphabomain

console.portal?ConnectorCreateOutboundConnectionPortlet_actionOverride=/com/b

Record Help

Change Center @ Home Log Out Preferences

View changes and restarts H FCUBS)H >p Summary nts >ImsAdapter
Configuration editing is enabled. Future Create a New Outbound Connection
changes will automatically be actvated as you
modify, add or delete items in this domain. Back | | Next ‘ Finish } Cancel
Domain Structure INDI name for Outbound Connection Instance
Apebonan o Enter the INDI name that you want to use to obtain the new connection instance
[EH-Environment
b-Servers icates required fields

Justers
+--Coherence Clusters
lachines
firtual Hosts -
Vork Managers 5 * INDI Name: eis/Queue/Notif

The Outbound Connection instance represents a connection pool. The INDI name can be used to obtain the pool at runtime.

tartup and Shutdown Classes
~Deployments Back | [Mext [ Finish ‘ Cancel
EH-Services
[}-Messaging
i b-JMs Servers
H b \A-Fr 4 Anente. St
How do L. =}

 Configure outbound connection pool
properties

System Status =]
Health of Running Servers

| Failed (0)

[ Critical (0)
[ Overloaded (0)
[ waming®
I o« 2

soa-infra (SOA Infrastruct... % |

€ | @ 10184135.218:7001/consc

8- Pl a ¥ & =

icationConfigurationOutboundConnectionPoolP

7 B-Clusters 3 listed by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain configuration information for a Connection Pool instance within an Outbound
| oherence Clusters Connection Pool group. Click the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed i the table below.
i achines =
I irtual Hosts C ion Pool C: jon Table
i Vork Managers
i -Startup and Shutdown Classes New Showing 1to 10f 1 Previous | Next
i--Deployments ——
-Services Groups and Instances & Connection Factory Interface
{ EFMessaging
iy s se"'f’s " . ) oradle. tip. adapter. jms. IImsConnectionFactory oradle.tip.adapter.jms.ImsConnectionFactory
P o £ Anents
[[]| eis/activemq/Queue oradle. tip.adapter.jms.IJmsConnectionFactory
Howdo L.. ]
[F]|  eis/agims/EDNLocalTxDurableTopic orad. tip.adapter.jms. IImsConnectionFactory
i 5?5;522““‘”“””‘1 conpection aoal [E1|  eis/aqims/EDNLocalTxTopic orade. ip.adapter.jms. IimsConnectionFactory
= DNxaDt orade. tip.adapter.jms.IJmsConnectionFactory
System Status =] [T]|  eis/aqims/EDNxaTopic oradle. tip.adapter.jms. IImsConnectionFactory
Health of Running Servers [[1|  eis/aqjms/Queue oracle. tip.adapter.jms.IJmsConnectionFactory
I Faied (0) = eis/aqjms/Topic orade. tip.adapter.jms.IImsConnectionFactory
[ Critical (0) [C]|  eis/fioranomq/Topic oradle. ip.adapter.jms.IJmsConnectionFactory
Overloaded (0) [[]|  eis/ibossma/Queue oradle. tip.adapter.jms. IImsConnectionFactory
[ Warring (0) [1|  eisfims/aiaB28QueuecF oradle. tip.adapter jms. ImsConnectionFactory
| [CHe) p
|} eisfjms/aiaError TopicCF orade. tip.adapter.jms.IJmsConnectionFactory
= eis/pramati/Queue orade. tip.adapter.jms.IJmsConnectionFactory
[[]|  eis/Queueotif oradle. tip.adapter.jms.IJmsConnectionFactory
[ eis/sunma/Queue orade. tip.adapter.jms. IImsConnectionFactory
= eis/tibjms/Queue orade. tip.adapter.jms.IJmsConnectionFactory
= eis/tibjms/Topic oradle. tip.adapter.jms.IJmsConnectionFactory
[7]|  eis/tbimsDirect/Queue oradle. tip.adapter.jms. ImsConnectionFactory
[F]|  eisftibjmsDirect/Topic orad. tip.adapter.jms. ImsConnectionFactory
= eis/webspheremq/Queue orade. tip.adapter.jms.IJmsConnectionFactory
= eis/wls/EDNLocalTxDurableTopic orade. tip.adapter.jms.IJmsConnectionFactory
[T]|  eisfwis/EDNLocalTxTopic orad. tip.adapter.jms. IimsConnectionFactory
=) eis/wis/EDNxaDurableTopic oradle. tip.adapter.jms.IJmsConnectionFactory
= eis/wis/EDNxaTopic orade. tip.adapter.jms.IJmsConnectionFactory
= eis/wis/Queue oradle. tip.adapter.jms.IJmsConnectionFactory
[F]|  eis/wis/Topic oradle. tip.adapter.jms.IJmsConnectionFactory
New Showing 1to 10f 1 Previous | Next
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13. Click on the Outbound connection pool with eis/Queue/Notif and enter the connection
factory location as jndi/FCUBSConnectionfactory->press Enter and Save

o T S|

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain B
EH-Environment ‘
i--Servers

Clusters
Coherence Clusters ‘

Pled & | =

Welcome, admin | Connected to: AlphaDomain

& Home Log Out Preferences

Settings for oracle.tip.adapts

DImsC

General  Properties Transaction = Authenticaton = Connection Pool = Logging

This page allows you to view and modify the configuration properties of this outbound connection pool. Properties you modify here are saved to a deployment plan.

Outbound Connection Properties

3 Save Showing 1to 7of 7 Previous | Next
t--Machines Seea
Virtual Hosts -
Property Nlame & Property Type Property Value Supports Dynamic Updates
i--Work Managers
*--Startup and Shutdown Classes AcknowledgeMode java.lang.String AUTO_ACKNOWLEDGE false
eployments
ervices ConnectionFactoryLocation java.lang.String lindi/FCUBSConne( false
[H-Messaging
T H 0 Sarvrs FactoryProperties java.lang.String false
- d d.agents IsTopic java.lang.Boolean false false
Howdo L. =] IsTransacted java.lang.Boolean false false
* Configure outbound connection pool Password java.lang.String false
properties Username java.lang.String false
System Status = Save Showing 1to 7of 7 Previous | Next
Health of Running Servers
| Failed (0)
| Critical (0)
[ Overloaded (0)
[ Warning (0)

)

Bl

€  @10184135.218:7001

onsol

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated s you
modify, add or delete items in this domain

e/console.portal

Domain Structure

AlphaDomain -
E}-Environment

i i—Servers
Clusters
Coherence Clusters
Machines
Virtual Hosts
ork Managers

L--Startup and Shutdown Classes
-Deployments
E-Services
E}-Messaging
i 1-IMS Servers

d Agents

Howdo L.. El

® Configure outbound connection pool

properties
System Status =]
Health of Running Servers
Failed (0)
Critical (0)

Overloaded (0)
Warning (0)

o)

|
[
\
E—

nfpb=true

Pl B ¥ A =

Welcome, admin | Connected to: AlphaDomain

@ Home Log Out Preferences

~Summary of

¢ of IMS

>Summary of IMS Modu

JImsAdapter
Messages

o Al changes have been activated. No restarts are necessary.
 Deployment plan has been successfully updated.
) Remember to update your deployment to reflect the new plan when you are finished with your changes.

Settings for oracle.tip.adapter.jms.ImsConnectionFactory

General | Properties | Transaction | Authentication | Connection Pool | Logging

This page allows you to view and modify the configuration properties of this outbound connection pool. Properties you modify here are saved to a deployment plan.

Outbound Connection Properties

| Save | Showing 1to 7of 7 Previous | Next
Property Name & Property Type Property Value Supports Dynamic Updates

AcknowledgeMode java.lang.String AUTO_ACKNOWLEDGE false

ConnectionFactorylocation java.lang.String jndi/FCUBSConnectionfactory false

FactoryProperties java.lang.String false

IsTopic java.lang.Boolean false false

IsTransacted java.lang.Boolean false false

password java.lang.String false

Username java.lang.String false

| Save | Showing 1to 70f 7 Previous | Next

ORACLE
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14. Go to console =>Deployments>JMS adapter->Update>Next> Next 2>finish

Summary of Deployme:

& @ 10.184.135.218:7001 /console/console.portal?_nfpb=true&_pagelabel=AppDeploymentsC (]
[ GrClusters 10 INGTaN & NeW APPICATION OF MOGUIE TOr GEPIYMENT T TarGETs N T3 GOMAIN, CICK Tie INGTal DUTIoN,
Machi
Virtual Hosts. b Customize this table
Work Managers
Startup and Shutdown Classes Deployments
-Deployments
}-Services | Instail | | Update | | Delete | || Statv | | Stop v Showing 1to 46 of 46 Previous | Next
}-Messaging
IS Servers (]| name < State | Health | Type Targets Deployment Order
! il At = < 2 <
Frimr 5 71 | g Aaadapter Prepared @ oK |Rezource SoAserver 324
« Install an enterprise appiication =1 | @ oz Prepared | @Ok |Enterprise. BOABEE 55
 Configure an enterprise application X AR 4
« Update (redeploy) an enterprise application [ | # rpBamComposer New Entacpries BAMServer 500
® Start and stop a deployed enterprise —
applcation 1 | @ ppeamcaservice New Enterpn BAMServer 300
® Monitor the modules of an enterprise ) Apphcation
application Enterprise
) ramserver ow ver
« Geploy €38 moduies IE1 | & pganserver " Eerpree | avser o
® Install a Web application o RS Enterprise
[ | ® pgEPMCompo: Active | 0K ~Lidrng SOAServer 385
System Status (=] T Resource AdminServer, BAMServer,
£ & Active  |WOK | daptar SOAServer 100
Health of Running Servers &
=5 CoherenceAdapter i lesource
| Patad () | & Installed Adapter 331
I Critical (0) Resource
DbAdapter Actve | oK soAserver 322
I Overloaded (0) Ea Adapter
I Warning (©) Enterprise
1| # rpyDefaultTopoTaskFIow v
— o ) I 3 Active oKk s Soaserver 314
- o ¥ . Adminserver, BAMServer,
[F] | 1 (g)oMS Appiication (12.1.3.0.0) Active | OK | Web Application | SOMCSeT " s
1| ® rpyem Active |@ok  |Sntererdee Adminserver 00
4 ry Enterprise
[7] | @ PRFEUBSARRIUT (12.1.0.0.0) Active | Warning Leboach SOAServer 600
] | @ Pieadapter Acve  [wok | Roaource SOAServer an
2 | @ pgrewe Acve |wox [EntEree oorcerer 100
(] | @ FtpAdapter Actve |wok  [Reource SOAServer 125
1 |  pewwebservices (12.1.0.0.0) Acve  |Pwok  [ETEEER | ooacerver 00
= Resource
I0EWoridAdapter atalle
| & o Installed prosioly 333
P

e | ~ | ~ | Highlight All  Matgh Case

Update Application Assi

@ 10.184.135.218:7001/console/console.portal?AppApplicationUpdatePortletreturnTo=AppDeploymentsControlPage8iAppDeploymentsContre  C | |[BY ~ Google »p =
P PPAPP P ppLep g ppUep g

e — Y

P — @) Home Log Out Preferences [&] Record Help La Welcome, admin | Connected to: AlphaDomain

Vic cinges B tectarts Home >Summary of >Summary of ImsAdapter >Summary of JMS Modules >FCUBSIMSModule >Summary of IS Modules >Summary of

Deployments >JmsAdapter >Summary of Deployments
Configuration editingis enabled. Future

changes will automatically be activated as you Update Application Assistant
modify, add or delete items in this domain.
Back | | Net | || Finih | || Cancel
Domain Structure
prom— Locate new deployment files
b Eaoanent You have elected to update the JmsAdapter application.
~-Servers
Bi-Clusters () Update this application in place with new plan changes. (A plan must be specified for this option)
~-Coherence Clusters
~Machines
Deployment plan path: I 1L.xmi| Change
~Virtual Hosts T B tonLsonlChizpa Eattil
--Work Managers
~Startup and Shutdown Classes @ Redeploy this application using the following deployment files:
Deployments
Services Source path: 12cr Js ImsAdapter.rar| Change Path
E}-Messaging
{--JMS Servers
| T ¥ plan path: 1 lan1.xml Change Path
How do L. |
fack | [Net | || Finih | || Cance
® Start and stop a deployed enterprise
applcation

« Configure an enterprise appication

* Create a deployment plan

« Target an enterprise application to a server
® Test the modules in an enterprise application

System Status a
Health of Running Servers

[ Faled(0)
[ citel©
[ Overloaded (0)
[ Waming@
I o« (2
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Summary of Deploymen

€ | @ 10184.135.218:7001/console/console.portal?_ _pagelLabel=AppD: g < ~ Google
e e————
Change Center & Home Log Out Preferences [&] Record Help Q | Wdcnmg,)dminlCm(kdhz: AlphaDomain
Vichs i e vestarts Home >Summary of Deployments >JmsAdspter >Summary of Deployments >JmsAdapter >Summary of JMS Modules >FCUBSIMSModule >Summary of JMS Modules >Summary of
>ImsAdapter v
Configuration editing is enabled. Future [
changes wil automaticaly be activated as you
modify, add or delete items in this domain. « All changes have been activated. No restarts are necessary.
« Selected Deployments were updated.
Domain Structure 2
AlphaDomain Summary of Deployments
EH-Environment |
-Servers amtret]] vontormg |
Bi-Clusters
++-Coherence Clusters
eakelnt This page displays a st of Java EE applications and stand-ak cati thaths i to this domain, Installed applications and modules can be started, stopped, updated
ol I (redeployed), or deleted from the domain by first selecting the appiication name and using the controls on this page.
{-Work Managers Toinstall a new application or module for deployment to targets in this domain, ciick the Install button.
L--Startup and Shutdown Classes B
-Deployments
S b Customize this table
E}-Messaging
i*--JMS Servjrs e = Deployments
Howdo L. a Instal | [ Update | [ Delete | |‘M Sopv | Showing 10 46 of 46 Previous | Next
« Install an enterprise appication ]| name & State | Health | Type Targets Deployment Order
 Configure an enterprise application rce
 Updats (redeploy) an enterise appication [ @AuAdaoﬁer Prepared | ¥ OK Adspter SOAServer 324
© Start and stop a deployed enterprise 5
cation [ | @ pgbabui Prepared [ OK E"h‘,“’"ﬁ: SOAServer 313
© Monitor the modules of an enterprise P
application FgBamComposer New ek BAMServer 500
« Deploy EJ8 modues Archostn
« Install a Web appication [BamcQservice New E"E.“";f; BAMServer 300
System Status =] FgBamServer New Enterp ;eﬂ BAMServer 400
Health of Running Servers 5
FREPMComposer Adve |wog |Entererse SoAServer 385
Faled (0) Application
Resource AdminServer, BAMServer,
critical (0 coherence-transaction-rar ' '
© =] Actve | LK Adapter SOASarver 100
Overloaded (0)
Resource
w @ ] | g Coherenceadapter
g :(r:;g [0)] B dapt Installed ter 331
[F] | g@0bAdapter Adve POk [\ SOAServer 2]
] | © pppefaultToDoTaskflon Active [@0K i::zﬂni SOAServer 314
72.DMS Application (12.1.3.0.0) Actve | OK | web Appication | AdTInServer; BAMServer, | o -

15. Create the out bound connection pool with the eis/wls/Queue name in the Deployments
using connection factory jndi/FCUBSConnectionfactory.
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1.2.7 Configuring FTP Adapter

1. Login to console->Deployments—> FTP Adapter—> Configuration->Outbound Connection
Pool->New

soa-infra (SOA Infras... * | Login - Oracle Enter... ’(j Settings for FtpAda

tionConfigurationOut

€ @10184135218 Al 3 Be

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

Record Help

View changes and restarts nts >FtpAdapter

Configuration editing is enabled. Future Settings for FtpAdapter
changes will automatically be activated as you
modify, add or delete items in this domain. Overview | DeploymentPlan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes
5 General | Properties | Outbound Connection Pools | Admin Objects | Workload | Instrumentation
Domain Structure
AlphaDomain
E-Environment This page displays a table of Outbound Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Outbound Connection Pool groups. Groups are listed
~-Deployments by connection factory interface and the instances are listed by their INDI names. Expand a group to obtain configuration information for a Connection Pool instance within an Outbound Connection
1-Services Pool group. Click the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed in the table below.
~Security Realms
3 Interoperablity Outbound Connection Pool Configuration Table
B}-Diagnostics
New Showing 1to 10f 1 Previous | Next
Groups and Instances & Connection Factory Interface
) javax.resource.cd.ConnectionFactory javax.resource.cd.ConnectionFactory
[C]|  eis/FtpjCoherenceHAFtpAdapter Javax.resource. cd.ConnectionFactory
How do .. &l [[1|  eisfFtp/Fipadapter Jjavax.resource.cd.ConnectionFactory
 Configure outbound connection pool [C]| eis/ftp/FtpAdapterLd javax.resource. cd.ConnectionFactory
properties = eis/Fip/FtpAdapter_VMS javax.resource.cd.ConnectionFactory
[C]|  eisfFtp/Fipsadapter Javax.resource.cd.ConnectionFactory
System Status = =
] eis/Ftp/HAFtpAdapter javax.resource.cd.ConnectionFactory
Health of Runni
2 LR [[]|  eisFtp/HAFtpAdapterDB2 javax.resource. cd. ConnectionFactory
| Failed (0) 1|  eisFtpMAFtpAdapterMSsQL javax.resource. cd. ConnectionFactory
R
[ £l o) 1| eisFprocalTransactionFtpadapter javax.resource.cdi.ConnectionFactory
Overloaded (0)
r Warring ©) New Showing 1to 10f 1 Previous | Next
I o)

xlNewTab x| + l_Inﬂ-g
PlueB ¥ A=

ORACLE WebLogic Server Adiisiion Console 125 B 2 20202020 O

€  @101841352187

portal

Change Center @ Home Log Out Preferences Record Help Welcome, admin 1 Connected to: AlphaDomain
View changes and restarts FtpAdapter

Configuration editing is enabled. Future Create a New Outbound Connection

changes will automatically be activated as you

modify, add or delete items in this domain. Back | Finih | || Cancel

Domain Structure INDI name for Outbound Connection Instance
AlphaDomain

Enter the JNDI name that you want to use to obtain the new connection instance

-Environment

eployments * Indicates required fields
[B}-Services

it i The Outbound Connection instance represents a connection pool. The JNDI name can be used to obtain the pool at runtime.
[-Interoperability

& Degostcs ) DI Name: eisffip/FpAdapterLcl

| Back | [ie | || Finsh ‘Cancel

HowdoL..

o Configure autbound connection pool
properties

System Status

Health of Running Servers

i Failed (0)
| Critical (0)

[ Overloaded (0)
[ Warning (0)

— )

2. Add JNDI name as eis/ftp/FtpAdapterLcl

3. Click finish and save.
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1.2.7.1 BIP Interactive reports configuration

The Following set of instructions can be followed if the BPEL needs to be configured with BIP
interactive reports

1. Login to the BIP domain console, http/s:<hostname>:<port>/console.
2. Follow the step 1.2.1 to add the “FCJCustomProvider”.

After adding, Navigate to security realms >myrealm > Users and Groups and check if the users from
the schema are displayed in Users tab, and Roles from the schema are displayed under the Groups
Tab.

T W e —— B o

P @ Home Log Out Preferences [ Record Help | Q Welcome, weblogic | Comnected to: bifoundation_domain

Vicw connues s veciarts Home >Summary of Security Resims >myreaim >Users and Groups

No pending changes exist. Click the Release Settings for myrealin
Configuration button to allow others to edit the

domain. Configuration | Users and Groups | Roles and Policies || Credential Mappings | Providers | Migration
Lock & Edit E Groups

Release Configuration

= This page displays information about each user that has been configured in this security realm,
Domain Structure

bifoundation_domain Some results are not displayed because there are too many matches. Please customize this table to specify more spedific criteria,
BF-Environment

+~-Deployments B Customize this table

B-

yices

Security Realms Users
e L Showing 1 to 10 of 1000 Previous | Next
E-Diagnostics Liew.]

Name & Description Provider
000ANT1 Defaut Admin User1 FCICustomProvider
11111RM_3 Sweta FCICustomProvider
11111RM_4 RM FCICustomProvider
112233 Default Admin User 10 FCICustomProvider
Howdo L. = 121212 Default Admin User 10 FCICustomProvider
 Manage users and groups. 123456 SANKER GS FCICustomProvider
s P 141414 Default Admin User 10 FCICustomProvider
o Modfyusers 15259403 Kumar FCICustomProvider
o Delete users 1M20862 BALA FCICustomProvider

20862A1 Bala FCICustomProvider

System Status New | [Delete Showing 1 to 10 of 1000 Previous | Next

Health of Running Servers

in Failed (0)

| Critical (0)
Overloaded (0)

[ Warning (0)

I K (2)

3. Login to the Enterprise Manager (em) http/s:<hostname>:<port>/em

¢ Right click on the domain(in which Bl suite is installed) under the weblogic domain

e Go to security and then navigate to application roles
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Setup = Help + Log Out

Farm_bifoundation_domain ® Logged in az weblogic
Page Refreshed Mar 19, 2014 6134136 P 15T 82

7 (3§ Porm_bifoundation_domain
&2 Apol o

| Deployments

[ Fusion Middleware o

= Hom
b G2 Business O™
i~ (20 Essbase  Control >
= [ Metadate Logs. » mup (9)
Port Usage
Appication Deployment ,
Web services | status [Target | Name | stans|nost cruuease
ADF Domain polication ~
= ¥ [ Weblogie Domain
Security ] credentais ¥ [l bifoundation_domain

Tetadsta Repontones

5] Adminserver

Security Provider Configuration a SOATEAM-RND2.. 0,00

JDBC Data Sources

@

encalds a v L bl_chuster &

System MBaan Browser l&‘;‘m‘f‘_ N @
*

*

ebLogic Server onsole ¥ @ Business tnteligence
£ WebLogic Server Consol —— @ ek
Genera Information (&) coreappicatin
— R SystemPolcies ¥ G Essbese Servers
4 Audt Pollcy [B)essbaseserver1
e —— V (52 Metadata Repositories

[B)mds-owsm SOATEAM-RND2,(

SOATEAM-RNDZ|

| Farm Resource Canter e

Before You Begin
@ Introduction to Oracle Fusion Mddieware
@ Understanding Key Oracle Fusion Middieware Farm Concepts
@ Overview of Oracle Fusion Middieware Administration Tools
Typical Adminitration Tasks
Getting Started Using Oracis Enterprise Manager Fusion Mddieware Control
@ Navigating Within Fusion Middleware Control
@ starting and Stopping Cradle Fusion Mddieware
@ Deploying an Application Using Fusion Middieware Control
Other Resources
18 Oracie Fusion Mddieware Rezources on the Web
® Oracle Fusion Mddieware Forums

arrole_xml 1= hostdsn_xm! 2 # showalldewnleads., %

4. After navigating to next screen as in below screenshot,
e Select application stripe as obi
e Click on the search button

e Click on create button to add a role

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup ~ Help ~ Log Out
Fam v %, Topology
B - bifoundation_domain @ Loggedin as weblogic
v B8 Farm_bifoundation_domain 5] webLogic Domain ~ Page Refreshed Mar 19, 2014 6:40:40 PM 15T 0

L> (3 Applcation Deployments
v [ webLogic Domain

Application Roles
v PPl

bifc lat Application roles are the roles used by security aware applications that are spedific to the application. These roles are seeded by applications in single global policy store when the applications are
&5 Adminserver registered, These are also application roles that are created in the context of end users accessing the application.
> Bl bi_duster [ To manage users and groups in the WebLogic Domain, use the Oracle Weblodic Server Security Provider.

1> [ Business Inteligence

2|Policy Store Provider
&> [ Essbase Servers

v/Search
& (3 Metadata Repositories Select an application and enter search keyward for role name to search for roles defined by this application. Use application stripe to search f application uses a stripe that i differerent from
application name.
Application Stripe | obi L

Role Name | Starts With ¥
R createlike...  PEdit... 3 Delete.

Display Name
Create a new application role 2

BIAdministrator BI Administrator Role
BlAuthor BI Author Role
BIConsumer &I Consumer Role
Normallser NormalUser

Manager Manager

~|Membership for BISystem

princpal [Display Name [Tvpe [Description
BISystemUser User
loc: :7002/em/faces/as/as/wiFar L ¥ le_ias_farm&L afrLoop=204754250353830%,

hostdsn_xm!

userrole_xml| 'h ¥ Showall downloads... X
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After navigating to next screen as in below screenshot,

e Enter the role name(mandatory), display name(optional), description(optional)

e Click on the Add button

e Inthe Add Principal pop up select type as “Group”

¢ In the advanced option check the checkbox and again select the type as “Group” below

o Click on the Search button, if the roles are listed then select the roles like
ALLROLES-000, ADMINROLE-000 from the list.

or

o Enter the Principal Name (mandatory), which is actually the role present in the
FCUBS (ex: ALLROLES-000, ADMINROLE-000), Display Name (optional).

e After completing click on OK button in pop up window and also in the screen.

ORACLE Enterprise Manager 11g Fusion Middieware Control
BiFam~v %, Topology

Setup v Help v LogOut

a - bifoundation_domain ®
7 G Farm_bifoundation_domain {25] WebLogic Domain ~
&> (23 Applcation Deployments
v [23 WeblLogic Domain Application Roles > pplicat
7 £l (i on_domain| Create Application Role

5l Adminserver
> B bi_clster
£~ [ Business Inteligence
> [ Essbase Servers
&> [ Metadata Repositories

General
Apgicgtion Stipe obi
ALLROLES

iame |ALLROLES
Desaription [ALLROLES

Members
An appiication role may need to be mapped to users or groups defined in enterprise LDA
e Add )| $¢ Delete
_ [Name |Display Name
No groups or application roles added.

Page Refreshed Mar 19, 2014 6:45:35 PM 15T 00

Add Principal

Specify criteria to search and select the application roles that you want to grant permissions to.

v|Search

Tipe

Searched Principals
| Principal | Display Name

Logged in as weblogic

oK | _cancel

®

| Description

BlAdministrators

BlAuthors
BIConsumers
ElPTest

CrossDomainConnectors

Deployers

Monitors

v|Advanced Option

Check to enter principal name here instead of searching from above. This option can
e used for advanced scenarios related to custom

BI Administrators =
Group

81 Authors Group

BI Consumers Group
BIPTest
CrossDomainConn

can make inter-

domain calls from
foreign domains.
Deployers can view

all resource

attributes and deploy
applications.

Monitors can view

and modify all

resource attributes

Tyve [Group v] |+ Principal Name [ALLROLES-000

Display Name | ALLROLES-000

OK | Cancel

After getting information message like “A new role added successfully”, then again

¢ Right click on the domain(in which Bl suite is installed) under the weblogic domain

e (o to security and then navigate to application polices
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ORACL.E Enterprise Manager 11g Fusion Middleware Control

BiFfam~

=g

v 4 Ferm_bifoundation_domain

bifoundation_domain @

&l Adminse;  Home

> B bi_duster  Control %
t> [ Business Intelig  Logs »
> D BssbaseServer Lo
&> [ Metadata Repo:
Application Deployment »
Web Services »

ADF Domain Configuration

5] WebLogic Domain +

Application Policies

jes are the authorization policies that an application relies upon for controling access to its resources.
users and groups in the WebLogic Domain, use the Oracle Weblogic Server Security Provider.

pre Provider
Scope WebLogic Domain
Provider XML

Location ./system-jazn-data.xml

Setup v Help v LogOut

Logged in as weblogic
Page Refreshed Mar 13, 2014 7:37:40 PM IST L

plication stripe in policy store , select principal type and enter search keyword to query application security grants assigned to the principals. Click on searched principal to query

joolication Strioe | obi v

Security » | Credentials
WetaditaRepcaitnges Security Provider Configuration [©)
JDBC Data Sources |
” Application Policies [3Q Delete...
System MBean Browser ! T
L ‘Appiication Roles ame |Description
w rver Admini nsol 4 |
f Weblogic Server Administration Console e istrator Role:
m Role
General Information
System Polices Lmer Role
ﬂ Bl ey r Role
~|Policies for BIAdministrator
Permissions
Resource Name |Resource Type |Permission Actions |Permission Class
oracle.bi.server.manageRepositories oracle.bi.server permission _all_ oradle.security. jps.ResourcePermission
oracle.bi.scheduler.manageJobs oracle.bi.scheduler.permission _all_ oracle.security. jps.ResourcePermission
racle.bi \mana... oracle.bi talo... _all_ oracle.security. jps.ResourcePermission
racle.bi.publisher. er racle.bi.publisher.permission _all_

oracle.security. jps.ResourcePermission

& userrole_xml

| 2] hostdsn_xml

7. After navigating to next screen as per screen shot,

¥ Show all downloads...

Select the application stripe as obi, principal type as “Application Role”

Click on the search button

x

Select BIConsumer(it should be highlighted) from the list and click on the create like

button.
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ORACLE Enterprise Manager 11g Fusion Middleware Control

Biram~ Topology
B
v 38 Farm_bifoundation_domain
&> 3 Application Deployments
v (22 webLogic Domain
7 (4] bifoundation_domain
&5l Adminserver
- B bi_duster
£ (3 Business Inteligence
£ [ Essbase Servers
£> [ Metadata Repositories

Setup v Help v LogOut

bifoundation_domain ® toggedinas weblogic
] WebLogic Domain + Page Refreshed Mar 19, 2014 7:37:40 PM 157 ()
Application Policies

Application poicies are the authorization policies that an application relies upon for controling access to ts resources.

[ To manage users and groups in the WebLogic Damain, use the Oradle Webloaic Server Security Provider,
IPolicy Store Provider

e WebLogic Domain
XML
Location ./system-jazn-data.xml

l|Search

Select an appiication stripe in policy store , select princpal type and enter search keyword to query application security grants assigned to the principals. Click on searched principal to query
policies. =

opicaton Strpe
Principal Type [ Appication Role ¥

ieateliten) /Edt... R Delete...

Cisplayiame

Deseiprion
BI Administrator Relc
BI System Rolz
1 Lonsumer Role
Bl Auliur Rule
ERepo-tiiever FCUBS Concume- Role
ElPalicies for BIConsumer
rermissions
Fezaurce Nam: PRecoirce Type. Jermiccion Actions Permicsion Claec
Sylore rtd_ic_persp de_perective orede secuiityjps.Resaure: cimission &
A Glane tid_ic_persp de_peresectise erdle seruityjpe Resautedermicsion
Ll rd satch bétch admin orede secuntyaps.Kesourcz-emission
el td_ls

choice_edto- orede securityjps.Resourcsemmission %

8. After navigating to next screen as per the screen shot,

Click on Add button , a new window “Add Principal” will be launched.

Select Type as “Application Role” and click on the search button

From the list select the role that has been created earlier in application role screen and

click on OK button in pop up window and screen.

ORACLE Enterprise Manager 11g Fusion Middleware Control

EBramy | &, Topology
=~

1 G Farm_bifoundation 1203_domain
il [ Application Deployments

&l 2 WebLogic Domain Application Policies > Create Application Grant

Setpy Hepv LogOut

bifoundation1203_domain @
{25 WebLogic Domain +

Logged in as weblogic
Page Refreched Jun 4, 2015 8:16:52 PM 157 £

& ] [bifoundation1203_.dom  Create Application Grant

5l Adminserver
& H bi_duster

Application Stripe obi

OK | | Cancel

Grantee
) B9 Business Inteligence Select the grantees (user, group or application rale) you want to add to the poicy.
& [ Metadata Repositories
DislayName __ Tyee  Desoipon
No users or groups added.

Permissions

No permissions added.

o Add / Edit..

Add Principal

Spedify criteria to search and select the application roles that you want to grant permissions to.
Elsearch

Type | Applcation Role [7]
Principal Name [ starts with 7]

Display Name | Starts With E| ®
Xo
Searched Principals
Re T Permission Action:

prindpal Display Name Description sareeTipe fAsans
BISystem B System Role
ElAdministrator BI Administrator Role
BlAuthor BI Author Role
BIConsumer BI Consumer Role
BlReportViewer FCUBS Consumer Role

W Auroes ALLROLES ALLROLES
authenticated-role Authenticated Role

I "
OK || Cancel

Click Add button under Permissions and add the two permissions one by one as

mentioned below.
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oracle.bi.publisher.runReportOnline

oracle.bi.publisher.accessReportOutput

ORACLE Enterprise Manager 11g Fusion Middieware Control

v 9;; Farm_ELCM121MAT

> [ Application Deployments
V [ WebLogic Domain

v il ELeMizivaT

&) Adminerver
> B bi_cluster

1> [ Business Intelligence
1> [] Essbase Servers
> [ Metadata Repositories

ELCM121MAT @

il webLogic Domain ~

Application Policies > Create Applicatio
Create Application Grant

Application Stripe_obi
Grantee

Select the grantees (user, group or application role) you want to add to the policy.

Setup v Help ~ Log OL

Logged in as infra

Page Refreshed Dec 10, 2014 4:15:06 PM 15T T

Ok | concel

g add 3D
Name: |Display Name |Type |Description
ALLROLES ALLROLES Application Role ALLROLES

JEdt... RDekte...

Permission Class

oracle.security. jps.ResourcePermission
oracle.security.jps ResourcePermission

|Resource Name
oracle.bi.publisher.runReportOniine
oracle. bi.publisher. acc

I

k

|Resaurce Type
oracle.bi.publisher.permission
oracle.bi.publisher.permission

After getting information message like “A security added successfully”,

e Login into the BIPublisher , http/s:<hostname>:<port>/xmlpserver

e Click on the Administration .

e Click on the Roles and Permission under Security center and check if the added role(in

em) is displayed, If not restart the servers.

ORACLE" BI Publisher Enterprise

3 Data Sources
“8 . 0sc comeston
© INDI Connection
° File

 LDAP Connection
@ OLAP Connection

Security Center

Delivery

o Printer
o Fax

o Email

@ WebDAV
S HTTP

o FTP
° CUPS Server

% o pelvery Configuration

Oracle BI Publisher 11.1.1.7.0 (buid: 20130303, 1415)

£

2ui
<z

Home | Catalog | [ New v

System Maintenance
© Server Configuration

@ Scheduler Configuration

o Scheduler Diagnostics

» Report Viewer Configuration

Runtime Configuration

9 Properties
@ Font Mappings
@ Currency Formats

Integration

» Oracle BI Presentation Services
© Oracle Endeca

@ | Administration
B Open v

Hepv | sgnout O

Signed In As weblogic

] userrole_xml

(] hostdsn_xml
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10. Then click on the Catalog , then on the folder that has been created , and then on

permissions
ORACLE" BI Publisher Enterprise Search © | Administration | Help -
catalog Home Catalog [ New~ | BB Openv |Signedin
(3> (9 @ @ 88 () 1) 3 4R~ | Locaion  /shared Folders/FCReports
| Folders 3/13/14 1:28 PM | Created By weblogic
o i b | Job Htory. | Ect | Morew

dified 3/13/14 1:26 PM | Created By weblogic

= Tasks

(1 FCReports

[ Upload
@ Donnload
3 cut
(R
s Properties
B Export uIFF

11. After clicking on the permissions, a new window will pop up, delete all the roles if any present
on click of permissions, then click on Add button, and then click on search button in “Add
Roles” window that is launched newly and select the role that has been created and click on
move button and click on OK.
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ORACLE’ BI Publisher Enterprise

© | Administration | H
Catalog Home | Catalog = [ New v B Open~ | Sign«
'\ ¢ \Location | /Shared Folders/FCReports M
= Folders ratio | Last Modified 3/13/14 1:28 PM | Created By weblogic
1 v
T My Foders 1 Open | Schedule | Jobs | Job History | Edit | More
B2 shared Folders ratio | Last Modified 3/13/14 1:26 PM | Created By weblogic
Serecnests 9 it | Morew
FCReports
Samples
Permissions ]
Location [FCReports
[ Apply permissions to items within this folder
| K3 &3
Role Name Read rite Delete Run Report Online Schedule Report View Report Output |
= ==
Add Roles )
Location [FCReports
Avaiable Roles Selected Roles
Neme | Roles
| 25
b Rl
81 Administrator Role
>
81 Author Role N
BI Consumer Role
Move All
BI System Role
Remove
Manager
NormalUser Bemove sy
=l Tasks
[ FCReports
[ Expand [ Upload
9 Delete & Download
Copy 3 cut
[yPast= =@ Rename Help OK || Cancel
[@Permissions @@ Properties
B Export XLIFF

12. Finally, the role will be added and select the options that has to be provided for the particular
role and check if the permissions is only to items within the folder if necessary.

ORACLE"  BI Publisher Enterprise

3/14 1:28 P | Created By weblogic
= {Schedule | Jobe | Job Hiatory | Edit | Morew.
523 Shared Folders E‘ ratio | Last Modified 3/13/14 1:26 PM | Created By weblogic
S comvorcne B e
) FCRupOHS
@[5 samples
Permissions
= Tasks
[ FCReports
(2 Expand [ Upload
3¢ Delete. @ Download
@) cony 3 cut
) FuRenania
[ Permzsions i Properties
[ Export XLIFF

Now the reports in the folder will be accessed accordingly based on the roles.
Note:

In the similar way we can set the permissions at report level also for particular role.
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13. Please login in to Bi Publisher http://server:port/xmlipserver.

14. Click on Adminstration=> JDBC connection->Add Data Source

€ | @ 10184.133161.9704/xmipserver/servlet/zdmin

AlieE ¥ &

@ | Administration | Helpv | Sign Out -

K New-

ORACLE" BI Publisher Enterprise

Home | Catalog B8 Open~ | Signed In As weblogic

!,.‘< B System Maintenance
s server Configuration
@ Scheduler Configuration
@ Scheduler Diagnostics
@ Report Viewer Configuration

[ _ Data Sources
<

3 @ JDBC Connection
@ JNDI Connection
@ File
@ LDAP Connection
@ OLAP Connection

| Security Center

@ Security Configuration
# Roles and Permissions
@ Digital Signature

Runtime Configuration

@ Properties
@ Font Mappings
@ Currency Formats

Delivery = Integration

=
q.

@ Delivery Configuration
@ Printer

@ Fax

o Email

@ WebDAV

@ HTTP

s FTP

@ CUPS Server

|
" @ Oracle BI Presentation Services

10.184.133.161:9704/xmlpserver/servlet/admin
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ORACLE" BI Publisher Enterprise ® | Administration | Hepv | Sign out O

B Openv | Signe

n As weblogic v

[  Data Sources <! System Maintenance
8 ) &’
@ JDBC Connection ' @ Server Configuration
@ JNDI Connection @ Scheduler Configuration
@ File @ Scheduler Diagnostics
@ LDAP Connection @ Report Viewer Configuration

@ OLAP Connection

. Security Center —. Runtime Configuration
oo
¥ @ Security Configuration = @ Properties
* Roles and Permissions @ Font Mappings
* Digital Signature @ Currency Formats
Delivery Integration
=] 3
@ Delivery Configuration ¥ @ Oracle BI Presentation Services
@ Printer
@ Fax
 Email
@ WebDAV
@ HTTP
o FTP

@ CUPS Server

10.184.133.161:9704/xmls e/connec i sTkn=6ec2d6c614€97518204

ORACLE'  BI Publisher Enterprise arcr S I © | rivtration | Heb~ | Son out

Home | Catalog | [ New

Bs Open~ | Signed In As weblogic

Administration > JDBC

Data Sources
JDBC JNDI | File LDAP OLAP

|_Add Data Source

00f16 [v| Next6 @

Data Source Name Connection String Delete
demo jdbc:oracle:thin:@10.184.149.52:1521:S0ADB @
EC1202U8S jdbc:oracle:thin:@10.184.132.144:1521:KD12NEW @
EC121DEV jdbc:oracle:thin:@10.184.132.144:1521:KD12NEW i}
ECBIP jdbe:oracle:thin:@10.184.154.149:1521:0RFC12C i}
ECOR121DEV jdbc:oracle:thin:@10.184.154.149:1521:0RFC12C @
ECOR1211UT jdbc:oracle:thin:@10.184.154.149:1521:0RFC12C i}
ECUBS1203 jdbc:oracle:thin:@10.184.132.137:1521:FCPATCH2 @
FCUBS121 jdbe:oracle:thin: @whfo0aew:1521:0RFC12C i ]
ECUBS12C jdbe:oracle:thin:@10.184.132.172:1521:FCUBS12C i |
feubswf1202 jdbc:oracle:thin:@10.184.149.52:1521:S0ADB i ]

Add Data Source
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15

Please create the data source with data source name as FCSOA and use soa schema
details to create the same.

search [ © | Administration

Signed In As weblogic ~

Administration > JDBC > Add Data Source

Add Data Source

Apply | | cancel |

General

¥TIP Please make sure to install the required JDBC driver classes.
¥TIP With Oracle Fusion Middleware Security Model, select the Use System User checkbox to use the BI System User for your BI Server Database Connection.

* Data Source Name |FCSOA

= Driver Type | Oracle 11g =

* Database Driver Class |oracle.jdbc.OracleDriver

* Connection String @//ofss222783.in.oracle.com:1521/FCUBSDEV121

Use System User
= Username  [DEV12C_SOAINFRA
Password

Pre Process Function

Post Process Function
[T use Proxy Authentication

Backup Data Source

¥TIP To enable access to a backup data source, please check the Use Backup Data Source checkbox and enter the necessary connection information.

[7] use Backup Data Source

Connection String

Username
Password

16. Add the fcubs roles to allowed Roles under security

ORACLE" BI Publisher Enterprise orch (X I © | Adnivistration | Help~ | Son Out

Open reblogid]

Use System User
= Username [DEVL2C_SOAINFRA

Password [e

Pre Process Function

Post Process Function

[T Use Proxy Authentication

Test Connection

Backup Data Source

TIP To enable access to a backup data source, please check the Use Backup Data Source checkbox and enter the necessary connection information.

[] use Backup Data Source
Connection String

Username
Password

Security
[ Allow Guest Access Avaiable Roles Alowed Roles
BI Administrator Role - 3 -] @
BI Author Role Move ]
BI Consumer Role o)
BI System Role
FCUBS Consumer Role Move All
S
Remove
| Remove All ad

17

Click on test connection .once the connection is established succesfuly .Click on Apply.
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18. Please follow the steps 15 to 17 to create data source for FCUBS Schema and give the name
as FCBIPBPEL

1.2.8 BAM Report Configuration settings

1. The Following set of instructions can be followed if the BPEL need to be configured with BAM
reportsGenerate a deployment plan for BAM Composer Application.

2. Login in to console http://hostname:port/console

3. Click on Deployments—>click on BAM Composer

ORACLE' WebLogic Server Adninsiation Conole 12 s 2 2 20 of

Change Center | @ Home Log Out Preferences [& Record Heb Q Welcome, weblogic | Connected to: dev_domain
Ve choais sind watety | Home >Summary of Deployments
Configuration editing is enabled. Future Summary of Deployments |
changes wil automaticaly be activated as you
modey, add or delete tems i this domain oy Monkarng |
Domain Structure | b
| This page dsplays a Ist of Java EE appications and stand-alone application modules that have been mstaled to this domain. Installed appiations and modules can be
dev_domab started, stopped, updated (redeployed), or deleted from the domain by frst selecting the application name and usng the controls on ths page.
%- Envzonment
To instal a new applcation or module for deployment to targets in ths domain, cick the Install button.
$-Services 1
Securty Real Deployments, Level1, 2 of 6, Selected |
#- Interoperabity ¥ Customize this table
4-Dagnostics
Deployments
install | [ Updata | | Delete | | Stant Stop Showng 1t0 47 of 47 Previous | Next
Name ~ State | Health | Type Targets Deployment Order
PR Resource
23 AgAdapte: tve |@
‘ Act OK | agopter | S00serverl 324
HowdoL.. = | T T Tea T
nterprse
Acve | OK 503_serverl 313
« Install an enterprie appication | | | Applcation | -
o Configure an enterprise application Aave |[@ok i:;?;’:oen bam_servert 00
« Update (redeploy) an enterprise appication - { ! 1 I
o Start and stop a deployed enterprse @ mmBamCQService Acve |k | ETEPER i ceven 300
application Applcation U
& » R Enterprise
A BamServer Acve |V OK Appication bam_serverl 400
« Deploy EJ8 modules
% FABPMComposer Acve [wok |EteWIEE |, corvent 385
« Install 2 Web application 0 Applcation |-
/ Resource | AdmnServer,
2 coherence-tr; tion-rar t
System Status = | | bbbty Acve |¥OK |,ciiier  [bamsenverl, 100
| s0a_servert
Health of Running Servers T T T ||
73 CoherenceAdapter Instaled 331
| Faled (0) Jit | | | Adapter
| rtical (0) g ObAdapter Acve [¥ 0K ':::‘:;':f s0a_serverl 322
Overioaded (0)
[ Waming (0) # ppDefaukToDoTasFlow Acve [wok [EntemrEe |, corvert 34
I O (3) Appication | *°2-
Web AdmnServer,
% [gOMS Applcation (12.1.3.0.0) Acve [Pok |51 |bamsevers, |5
s s0a_serverl

4. c,;l-ick on Configufaﬁoh Configuration ->Save
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ORACLE WebLogic Server Administration Console 12¢

Claioetentsr @ Home Log Out Preferences [ Record Hep Q Welcome, weblogic | Connected to: dev_domain
Vider clianges a0l restats Home >Summar loyments >BamCompaser >Summary of Deployments >BamComposer

Configuration edting is enabled. Future
changes wil automaticaly be acthated as you
modfy, add or delete items in this domain.

Domain Structure

dev_domain

#-Environment
Deployments

Save

#-Services This page describes the configuration information that is currently defined in the deployment plan for the selected module or component.
Security Realms
& Interoperabilty
#-Diagnostics Session cookies max age (in seconds): q
Session Invalidation Interval (in seconds): 60 e
doing house-cleaning checks for timed-out and invald sessions,
and deleting the old sessions and freeing up m: More Info...
d Session Timeout (in seconds): 3600 The amount of time (in seconds) that a session can remain
How do L.. nactive before  is invaldated. More Info.
o Create 3 deployment plan o i .
[ Debug Enal Enable debugging information for this session  More Info...
« Update a deployment plan 9 € ugg
s :“T{:gg:“’" % daployed-enterprse Maximum in-memory Sessions: Z] The maximum number of sessions to retain in memory. The
o 1" indicates that there & no imt. More Info...
* Configure an enterprise application
« Target an enterprise application to a server Monitoring Attribute Name:

System Status =
Health of Running Servers

[ Faled (0)
| Critical (0)

Settings for BamComposer
Overview

Application  Workload

Deployment Plan Securty = Targets Control ~Testing Monttoring  Notes

Instrumentation

Overloaded (0)
[ Warning (0)

I K (3)

5. Click on Overview->check the deployment plan location

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

dev_domain

% Environment.
Deployments

- Services

- Security Reaims

Interoperabilty

Diagnostics

How do L... E

 Start and stop 3 deployed enterprise
application

 Configure an enterprise application

« Create a deployment pian

« Target an enterprise applcation to a server

» Test the modules in an enterprise
application

System Status

Health of Running Servers

| Faled (0)
[ crtical (0)
Overloaded (0)
[ Warming (0)
|

0K (3)

@ Home Log Out Preferences [ Record Help ‘ Q Welcome, weblogic | Connected
Home >Summary of Deployments >BamComposer >Summary of Deployments >BamComposer >Summary of Deployments >BamComposer

Settings for BamComposer

Overview | Deployment Plan | Configuration | Security | Targets Control | Testing | Monitoring = Notes

Save

Use this page to view the general configuration of an enterprise appiication, such as its name, the physical path to the applcation files, the associated deployment
plan, and so on. The table at the end of the page lists the modules (such as Web applcations and EJBs) that are contained in the enterprise applcation. Cick on the
name of the module to view and update its configuration.

Name:

BamComposer The name of this enterprise appication. More Info...

Path: | scratch/ app/ fmw12c/ Middleware/ soa bam/ applcations/ The path to the source of the deployable unit on the

BamComposer. ear Administration Server. More Info...
Deployment Plan: / scratch/ app/ frow12c/ Middleware/ soa/ bamy applcations/ plan/ to the deployment plan document on the
Plan3. xml ion Server.  More Info...

Staging Mode: nostage Specifies whether a deployment’s files are copied from a source
on the Administration Server to the Managed Server's staging
area during application preparation. More Info...

Plan Staging Mode: (not specified) Specifies whether an application’s deployment plan is copied
from a source on the Administration Server to the Managed
Server's staging area during application preparation. More Info...

Security Model: DDOnly The security model that is used to secure a deployed
module. More Info...

(5] Deployment Order: 500 value that indicates when this unit is deployed,

her deployable units on a server, during

] Deployment Principal A string value that indicates the principal that should be used

Name: when deploying the fil or archive during startup and shutdown
caling out into application code for interfaces such as
ApplcationLifecycleListener. If no principal name is specied,
then the anonymous principal will be used. More Info...

Save

Modules and Components

Showing 1to 1 of 1 Previous | Next

6. Add variable and variable assignment as below to the Plan.xml in

<module-name>BamComposerWeb.war</module-name> and for reference please find

plan.xml file.

<variable>

<name>oracle.adf.view.rich.security. FRAME_BUSTING</name>
<value>never</value>

</variable>
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<module-descriptor external="true">
<root-element>web-app</root-element>
<uri>WEB-INF/web.xml</uri>
<variable-assignment>
<name>oracle.adf.view.rich.security. FRAME_BUSTING</name>
<xpath>/web-app/context-param/[param-
name="oracle.adf.view.rich.security. FRAME_BUSTING"]/param-value</xpath>
<origin>planbased</origin>
</variable-assignment> </module-descriptor>

Plan3.xml

7. Stop the BAM composer application in console.

* ¥ Customize this table
#-Dagnostxs

Deployments
Install | | Updote | | Delete | | Startv | Swopy Showng 1 to 47 of 47 Previous | Next
T When work completes T T T
Name Type Targets | Deployment Order
| Force Stop Now | | |
Stop, but continue servicng admnistration requests ok ’::“’:”‘“ soa_serverl 1324
apter t |
How do I... T 5 1 T
Acve |@Pok [ENtEPER o coven 3
o Instal an enterprise appica Appication
o Configure 3n = Enterprise )
c 0K | on | bam_servert 500
. Enterprse |
# pBamCQService Acve | |
BamCQServic ctve OK | eooiton |bamsenert (300
o Entemrse
¥ rBamSenver Ave | ’
BamSery ctve OK | aookaton | bamoservert 400
o Deploy EJ8 modules e
%1 [RBPMC Acwe |@ .
o Instal 2 Web appication ripkin! = OK | Appication [ S02-servert s
AdminServer,
4 Resource
2 coherence-transaction-rar Act %
System Status i vencetannctonn e (YOK | Jiorer | bamsenverl, 100
s03_serverl
Heakth of Running Servers T T T 1
3 CoherenceAdapter it Resource -
@ Adapter
N [ | |
-5 DbAdapter Acve |@ok |Resource | cervert |322
8 Adapter
3 Enterprise |
@ o Defauk ToDo TaskFlow ve |@
Defauk ToDoTaskFlo Acve 0K | A ton | Soa_senvert ‘314
s Adminserver, |
@1 (g)DMS Appication (12.1.3.0.0) Acve |V OK bam_serverl, s
Applcation |
s0a_serverl
Enterprse |
o Ave | |
ctwve O | iopiaton | Admaserver 400
S S S 2 Enterprse 3 [
& PRFCUBSADDIUT (12.1.0.0.0 Acve | Waming | applaaton | *03-Serverl |s00
terpr |
& PRFOUBSADDSO3EMD (12.1.0.0.0) Prepared | & OK i’;:_(‘;l":“ s0a_serverl |01
1 i — |
3 FieAdapter Acve |@ok ROV | carven 1321
g Adapter
z Enterprse |
® pafrew s
ewo Installed el |00
FmA Acwe |wok  |REOUC oy carven l22s

8. Update the deployment plan.
9. Click on deployments —>click on BAM Composer checkbox - Click on update
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ORACLE WebLogic Server Administration Console 12c

Change Center |
View changes and restarts

Configuration edting & enabled. Future |
changes wil automatically be activated as you
modfy, add or delete kems in thes domain. |

Domain Structure |

|
dev_domain

Servces

Securty Realms
@ Interoperabity
- Diagnostics

How do L..

« Instal an enterprse appication
 Configure an enterprse applcation
« Update (redepioy) an enterprse appication |

o Start and stop a deployed enterprise
appliation

© Montor the modules of an enterprse
applcation

© Deploy EJ8 modules

« Instal 2 Web applcation

—————————————

System Status

Heatth of Running Servers

| Faled (0)

| omal (0)
Overloaded (0)
Waming (0)

|
I ok (3)

@ Home Log Out Preferences [&] Record Help Q

Control  Monitoring

‘This page displays a It of Java EE applications and stand-alone application modules that have been nstaled to this doman. Installed appications and modules can be
started, stopped, updated (redeployed), or deleted from the domain by frst selecting the appication name and using the controls on this page.

To install a new applcation or module for deployment to targets in this doman, cick the Instal button.

¥ Customize this table

Switv | | Swpy Showing 1 to 47 of 47 Previous | Next
T [ T
| Name & | State 1&:&- Type Targets Deployment Order
T Resource
AqAdapter
@ Acve  [POK | FENCE oo sevent 324
Enterprie
Ab2bul |Actve (@ OK Appication | S03-serverl 313
Enterprise
v
Actve OK | ooaton |bamserverl 500
‘ { |
|21 | = ppeamcasenice |Acve  |@ ok i:;"‘"“" bam server1 (300
% rABamServer Enterprise
ABamServe Actve |PoK [NPES | bam servert 400
| | | Enterprise
4 [BPMComposer v
| moc Actve OK | K opication | S03-severl 385
AdminServer,
coherence-transaction-rar Acve [Pok |ReSUCE |y covert,  [100
Adapter
s0a_serverl
| CoherenceAdapt | Resource
oter
=] | ntated i 31
: | [
DbAdapter Ave (wok |ReSUCE o, coven 322
Adapter
[
@ v | | Enterprie
1 A Defauk ToDoTaskFiow Acve (oK | IPEY |s0aservent 314
Web AdminServer,
® MS Aj tion 1.3. ) t
) OMS Appication (12.1.3.0.0. Actve |V OK Appicaton | bam_server1, H

| s0a_servert
T

Welcome, weblogic | Connected to: dev_domain

Summary of Deployments

10. Select the Update this application in place with new deployment plan changes and click on
change path button.

ORACLE WeblLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration eding is enabled. Future
changes wil automaticall be actvated as you
modfy, add or delete ftems n ths doman.

@ Home Log Out Preferences [&d Record Help

Domain Structure Locate new deployment files
dev_doman You have elected to update the BamComposer applcation.
%-Environment
Disoymi (Swdate this appication in place with new deployment plan changes. (A deployment plan must be specified for this
¥-Services
Option)
Securty Reams
& Interoperabity Deployment plan path:
#-Dagnostics
Redeploy this application using the following deployment files:
Source path: ‘omposer.ear Change Path
— xml_Change Path
How do L..
Back | | Nex | || Finish | || Cancel

o Start and stop 3 deployed enterprise
appication

« Configure an enterprise appication

« Create a deployment pian

© Target an enterprise appication to a server

© Test the modules in an enterprise
appication

System Status

Heakh of Running Servers

| d (0)

| Crtical (0)
Overioaded (0)

Waning (0)

[
— <)

11. Select the latest plan.xml in the in the path->next->next->Finish

Welcome, weblogic  Connected to: dev_domain

Summary of Deployments.
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ORACLE WebLogic Server Administration Console 12

P @ Home Log Out Preferences [ Record Heb Wekcome, weblogic | Conected to: dev_domain

Views chatpes atil restarts Home >Summary of Deployments. >BamComposer mComposer >Summary of Deployments
Configuration editing & enabled. Future Update Application Assistant
changes wil automatically be activated as you
modiy, add or delete items in thi domain, fack | Next| || Fimsh | || Cancel
Select a deployment plan.

Select or enter a deployment plan for this 2pp. The file must exst and have 3 .xm extension.

Deployments

&-sanvices Path: 3aml
Securty Realms. Recently Used Paths:
#- Interoperabiity /
#1- Dagnostics [sratch/app/frrw1 2¢/Middieware/s03/bam
[scratch/work_area/DEV/ear_stageng
Current Location: 0fss2221222 | scratch / app / fmwi2c | Mddieware / 502 | bam / apphcations / plan
% plan.xml
@ X plan3.xmi

Back | | Next| || Finish | || Cancel

How do L.. B S )

 Start and stop 3 deployed enterpre
ippication

» Configure an enterprise appication
» Create 3 deployment plan
© Target an enterprise apphcation to a server

® Test the modules n an entemrise
applcation

System Status E
Heakh of Running Servers
| Faled (0)
| Crtical (0)

Overkaded (0)
[ warning (0)
I o« (3)

ORACLE WebLogic Server Administration Console 12¢
Record Heb a Welcome, weblogic| Connected to: dev_domain

Vi cliangyss s estarts Home >Summary of Deployments >BamComposer >Summary of Deployments >BamComposer >Summary of Deployments >BamComposer >Summary of Deployments
Messages

Change Center @ Home Log Out Preferences

Configuration edting is enabled. Future
changes will automaticaly be actiated as you @ Al changes have been activated. No restarts are necessary.
modiy, add or delete ftems in this domain.

o selected were updated.
Dol Stchire; Summary of Deployments
dev_domain
B Environment. ol Monkodig
Deployments
- Services
£ Securty Realms “This page displays a st of Java EE applications and stand-alone application modules that have been nstalld to this domain. Installed applcations and modules can be
B interoperabity started, stopped, updated (redeployed), or deleted from the domain by first selecting the applcation name and using the controls on this page.

B Duncetics To nstall 2 new applcation or modue for deployment to targets in this dormain, cick the Instal button. =

b Customize this table

Deployments
install | [Update | [ Delete | |[ St | [Siopv Showing 1 to 47 of 47 Previous | Next
How do L..
]| name & State | Health |Type Targets Deployment Order
rge
© Install an enterprise application
L Resource
 Configure an enterprise application (@ AaAdapter Acie |POK | pasee | soaserverl 324
« Update (redeploy) an enterprse appication =
nterprse
o Start and stop a deployed enterprise [ | & pab2bui Actve  |# 0K Apph’;m“ s0a_serverl 313
applcation
« Monitor the modules of an enterprise 01 | @ pBamcomposer prepared @ 0K | TSP o severt (500
applcation o)
« Deploy 38 modues F1 | @ pggamcasenvice Acthe [P OK (TSP | bam severt (300
« Instal 2 Web appcation
] Acthe [P OK |LTSPe | bam severs (400
System Status B
(s Enterprise
Health of Running Servers B pBPMComposer Acve QoK | B [soasenert 385
Falled (0) AdminServer,
I i 5 coherence-transaction-rar Aive | @ 0K iii"‘éf:f bam_serverl, | 100
E e 3k 503_serverl
[ Overoaded (0) =
[ WaEG0) 1 | g Coherencendapter Instated e .
I o (3) Re
[ | g DbAdapter Adve @Ok |LEEE  soa serverl 322
1 | 81 FDefaultToDoTaskFow Acie |0k |ETEPE oo corvert 314 3

12. Restart the BAM Composer application in the console
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ORACLE webtogh server s coso 12

Change Center @) Home Log Out Preferences (] Record Help Welcome, admin | Connected to: AlphaDomain
e chopnsad e - e ry of Deployments
Configuration editing s enabled. Future: Messages
changes wil automaticaly be activated a5 you
modfy, add or delete items n this doman.  Selected Deployments have been requested o stop.
Py TS Summary of Deployments
‘AlphaDomain +|  control Montoring
E-Envrorment
Servers
B-Clusters This page displays a list of Java EE applications and stand-sione appication moduies that have been installed to this domain. Installed appiications and modues can be started, stopped, updated
Coherence Clusters (redeployed), or deleted from frst selecting the andusing this page.
Machnes
Virtual Hosts e To stall a new appication or module for deployment to targets in this domain, ik the Instal button.
Viork Mansgers
Startup and Shutdown Classes
Deployments P Customize this table
-Service
Secuity Resins Deployments.
(- Interoperabilty
B —4 k| | Updete,| | Delete Showing 110 48.0f 48 Previous | Next
Howdo L. S [ T |
Name - | state | Health | Ty T Order
b | Serviang only admnistration requests { - = oot isaiues
 Instal an enterprise appiication [ oe [
Acadapter 7 Resour | o
» Configure an enterprise appication @ [Prevoed [P OK | sopper [Rousaver 24
» Update (redepioy) an enterprise appication | | Enterprise.
& FAb2bul Pre v | v
 Start and stop a deployed enterprise [Prevered | VOK | opacatin | SOASever o
apphcation T T T
Enteprse |
* Monitor the moduies of an enterprise < [Presered VXK | ieaton |pauserver 500
applcation —— T .
y @ > Enterprise.
» Deploy £38 moduies A BamCQservice [rctve | Pox e ‘EAMSaver 0
« Installa Web appication I mﬂ T
@ rRBamServer Actve |& Sefors |
3 [actve oK on | BAMSenver 00
System Status = T
% PRBPMComposer |actve [wox |Enterree [SOAServa s
Health of Running Servers | Apphcaton |
| Resource | AdminServer, BAMServer
© 3 coberence-transacton-rar [ actw g g
[ Faled (0) @ [actve |@ox b [ 100
[ Criteal (0) T 1 T = T -
) 25 CoherenceAdapter v Resource ‘
Overioaded (0) @ [tated btz 3
= waming (1 [ Resorce |
N =0 @obacepter [actve |0k = | soaserver 2
— | [ I [
| Enterprise
@ [ DefaultToDoT [ Actsv |
[RDefaultToDoTaskFiow |Actve | POk oh | soaserver 314
{ 1 1 t
. v B iz . | Adminserver, BaMserver,
{5/0MS Appicaton (12.1.3.0.0) Actve [POK | Web Appheation | copcer e $
T |
# L CMARRILIT (12.1.0.0.00 [aceve |2 Cnterprse | soaserver 00

13. Login in to em console http://hostname:port/em
14. Right Click on BAM Server->Security-> Application Roles

Enterprise Manager Fusion Middleware Control

@1 WebLogic Domain v

Target Navigation & BamServer ® Logged in as weblogicl [ ofss2221222.in.oracle.com
View v [ Busness Activty Monttoring + Page Refreshed Jul 23, 2015 11:17:31 AMIST
(23 Appication Deployments
[a soa Application Roles
[ WebLogic Domain Applcation roles are the roles used by security aware applications that are specfic to the appication. These roles are seeded by applcations in single
(23 Business A :mzﬁ:z\:v store when the applications are registered. These are also applcation roles that are created in the context of end users accessing the
op -

Metadata Repost & To manage users and groups in the WebLogic Domain, use the Oracle Weblogic Server Security Provider.
letadata Reposttories
-

(23 User Messaging Service Montoring »
Scope WebLogic Domain
Control »
Provider LDAP
Logs

Location jdbc/OpssDataSource
Application Policies

System MBean Browser Application Roles keyword for role name to query roles defined by this application. Use application stripe to search if application uses a stripe that is
‘ TfPEEnc rrom application name.

Role Name  Starts With [
View~  [J Create...

é

Role Name Display Name Description
No application roles found.

Target Information

e Like.

B Mo

15. Click on Create - create application role with ALL ROLES-000->Click on ADD button in the
Members
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Enterprise Manager Fusion Middleware Control 12¢ L weblogic v+ O

@ WebLogic Domain ¥

Target Navigation # BamServer ® Logged in as weblogicl [F ofss2221222.in.0racle.com
VoW [T Business Activity Monitoring v Page Refreshed Jul 23, 2015 11:20:30 AMIST
(23 Application Deployments
3 s0A Create Application Role OK | Cancel
(23 webLogic Domain General
(22 Busiess Activity Monttoring Application BamServer
(- EamServer (am server]
[2 Metadata Reposttories * Role Name  ALLROLES-000
s Natsgng Sanice Display Name  ALLROLES-000
Description
Members
An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other applcation
roles.
View v Delete. [ Detach
Name Display Name Type

No groups or app| Add roles } added.

16. Select the Type as Group and add principle details be referring the below screen shot.
17. Login to BAM Composer - http://hostname:port/bam/composer--> Click on Administrator.

BAM Composer weblogic ¥

+7%xQ

@, Data Objects
23 oracle
@ cuBe_INSTANCE
@ pemo
B FCUBSDATAOBIECTS
@ Getutisoe
@ ORVW_FACILITY_EXPOSURE
B ORVW_TRACK_EXPOSURE
@ sample
@ SMTB_USER_TYPE_CONVERSION_
B test
@ Testarp
@ Testobject2
B TestObjectTestObject
@ witask_Different_Stages
B4 Enterprise Message Sources
[ continuous Queries Monitoring
[ Viewset Monttoring
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18. Go to Data Object->Right Click on CUBE_INSTANCE- Security

BAM Composer

Home Administrator

weblogic ~

+7%R@Q

4 B, pata Objects

@ SMTB_USER_TYPE_CONVERSION_
ﬂ test
@ Testarp
@ TestObject2
@ TestobjectTestObject
@ witask_Different_Stages
EZ8 Enterprise Message Sources
E Continuous Queries Monitoring
[E8 Viewset Monttoring

==

et vty 0

e e

ol

19. Click on Add button under Grant permission and search the list based on the Application Role

Add Application Roles, Groups and Users
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20. Move the ALLROLES-000 to Selected members.

Add Application Roles, Groups and Users

Name

List Applcation Role [

semen

Available Members Selected Members
BPMContentViewer ALLROLES-000

OK | Cancel

21. Click on read, select and Update check boxes ->Click on Save.

BAM Composer Administrator
+/7%@ ( Y)x @8-
@semrly @
4 @, pata Objects ® @
> B oncké Full N
s — ulName /dataobject/GetutisDB
@ oemo Owner Type USER
@ FCUBSDATAOBJECTS Owner Name  weblogic
@ GetutispB -
& ORVW_FACILITY_EXPOSURE
& ORVW_TRACK_EXPOSURE R -
@ samole View~ &b
@ SMTB_USER_TYPE_CONVERSION_ Remove Select Delete Update Secury e
@ test . ¢ 0 10 O
@ Testarp @8 BAMArchrect —————— B
@ Testobject2 &8 BaMContentCreator [@) B ] 53} ] 5l B
: TestObjectTestObject @8 BamContentviewer [@] ] [is] €] 8 £l =]
Witask_Dfferent_Stages
B8 Enterprse Message Sources
[ continuous Queries Monkoring
{8 Viewset Monttoring
‘.
2. Deny Permission
vewy op R [Hioetach
Role Name Read Wrke Remove Select Delete Update Securky
No data to display

22. Follow the step 17 to 21 for other Data objects also.(cube_instance,wftask_different_stages,
ORVW_TRACK_EXPOSURE, ORVW_FACILITY_EXPOSURE, GetUtilsDB,
SMTB_USER_TYPE_CONVERSION_VIEW, FCUBSDATAOBJECTS).
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23. Click on Designer >open Project

BAM Composer

or . Designer

weblogic

FCUBS_BAM_Report

% Create

t

> G Data Objects :Dek‘ -
> B Busiess Queries Secury
8 s {8 Rename

> &8 Business Views
> Dashboards
L Aerts

> B0 parameters Dashboard orz\l

Business View Model

What do you want to create?
Dashboards and Alerts

Dashboards are composed of one or more views

Create one

Alerts are notifications based on KPls, Queries, OF Pattern Matches
Create one

man

24. Click on FCUBS_BAM _report

Open Project

Select the project to open

FCUBS BAM Report
[@ Process Analytics

TestApp_2204

25. click on FCUBS_BAM_Report - Security
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BAM Composer

Designe:

&8 Open Project

4 Create @

X Delete
QJ Data Objects
75 Business Queries

' KPIs @ Rename
B Business Views

i
[é‘ﬁ Dashboards Q
L, Alerts E—

Parameters |Dashboard or Al

Business View Data

« T 3

~ What do you want to create?
Dashboards and Alerts

H Dashboards are composed of one or more views
<
Create one

Alerts are notifications based on KPIs, Queries, OF Pattern Matches

“ Create one

26. Click on ADD button Under Grant Permission.

Home Administrator

FCUBS_BAM_Report ~| FCUBS_BAM_Report (Security) x
+/7%X@ A security

G, Data Objects

B Business Queries FulName /project/FCUBS_BAM_Report
8 s \ USER
| Business Views weblogic
[ pashboards N
L, Alerts
Parameters 1. Grant permission
View v @x [ petach
Role Name Remove Security
R | Add Application Roles, Groups and Users i =

a8

@& BAMContentViewer (V.

2. Deny Permission

Vewv o 3 [fipetach

Role Name Read Write Remove Security
No data to display
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BAM Composer

weblogic ~

FCUBS_BAM_Report x| FCUBS_BAM_Report (Security) x
S+ /XA Asecurty o » BB
> G Data Objects
» [ Business Queries FulName /project/FCUBS_BAM_Report
8 Owner Type  USER
> &) Business Views Owner Name  weblogic
> Dashboards s
L, Aerts
> B parameters 1. Grant permission
viewv dp ¥ Hipetach
Role Nam;

Add Application Roles, Groups and Users |

=

2. Deny Permission

Viewv o ¥ fipetach

Role Name Read Write Remove Security
No data to display

A6eeIINIVVTANA fhan L mrmmncar fiar ac [ Aacinmart

27. Search the List based on the Application Roles and Select the ALLROLES-000

Add Application Roles, Groups and Users

Application Role =3

Vailable Members
BAMArchitect
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28. Move the ALLROLES-000 to Selected Members and click on ok.

0f<2221222:7404 /ham/comnoser/faces/desianer®

Add Application Roles, Groups and Users

Name
List Appicaton Role [

Selected Members

BAMArchitect ALLROLES-000
BPMContentViewer

29. Select the Read check box for ALLROLES-000 ->Click on Save

BAM Composer

Designer

FCUBS_BAM_Report x|

> @, Data Objects

> [ Busness Queries
§ wis

> i) Busness Views

> BB pashboards
D, Aerts

> B parameters

/%A

FCUBS_BAM_Report (Security) x
 security

Full Name /project/FQUBS_BAM_Report
Owner Type  USER
Owner Name weblogic

1. Grant permission
Write Remove Secur

- QUESQ00 |a | la
- — = N—
&8 BamcontentCreator (V] ) v []
&8 saMContentviewer [V ] B s}

2. Deny Permission

vewv dp ¥ [Hoetach

Role Name Read Write Remove Security

No data to display
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1.2.9 |PM configuration to edit the document

The Following set of instructions can be followed if the BPEL need to be configured with IPM

configuration

1. Login to the console, http/s:<hostname>:<port>/console with admin user

2. Follow the step 1.2.1 to add the “FCJCustomProvider”.

After adding, Navigate to security realms > myrealm > Users and Groups and check if the
users from the schema are displayed in Users tab, and Roles from the schema are displayed

under the Groups Tab.

3. After adding the custom authenticator,

¢ Navigate to security realms >my realm > Users and Groups > Groups.

e Click on the New button.

ORACLE WeblLogic Server® Administration Console

P — @ Home Log Out Preferences (] Record Help | Q
View changes and restarts Home
Configuration editing is enabled. Future Settings for myrealm
changes wil automatically be activated as you
modify, add or delete items in this domain. Configuration | Users and Groups [ Roles and Polies | Credential Mappings | Providers | Migration
Domain Structure users | Groups |
1PM_domain
B-Environment
L enkovients This page displays information about each group that has been configured in this security realm.

P Customize this table
roperabiity

E-Diagnostics

Welcome, weblogic ‘ Connected to: IPM_domain

Groups
New Showing 1to 10 of 568 Previous | Next
[]| name & Description Provider
AC-BATCH Accounting Batch Operations. Feubs
ACREPORTS Accounting Reports Faubs
Howdo L. Cl ACRPT Accounting Reports Faubs
ADMIN Admin Feubs
« Manage users and groups
B T [7] | AdminChannelusers AdminChannelUsers can access the admin channel, DefauitAuthenticator
« Modify groups ] view and modify all tiributes and start and stop servers. DefaultAuthenticator
« Delete groups ADMINROLE Admin Role Faubs
AE-MAINT-IN AEOD Maitenance Faubs
System Status g AEOD-RPT AEOD Reports Feubs
Health of Running Servers AEOD-STB Accounting Reports Feubs
I Failed (0) New Showing 1to 10 of 568 Previous | Next
I Critical (0)
[ Overloaded (0)
| ~ Warning (0)

4. After Clicking on the new button,
e Enter the name as “IPMUserGroup”
e Description for it (optional)

e And select the authenticator as “DefaultAuthenticator”

e And then click “Ok”
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Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
1PM_domain
B-Environment
~Deployments
Services
~-Security Realms
B-Interoperability
E}-Diagnostics

How do L..

o Create groups

* Modify groups

« Delete groups

o Create users

« Manage users and groups

ORACLE WebLogic Server® Administration Console

@ Home Log Out Preferences (2] Record Help

Home
Create a New Group
OK| || cancel

Group Properties

The following properties will be used to identify your new Group.
* Indicates required fields

What would you like to name your new Group?
*Name: IPMUserGroup
How would you like to describe the new Group?
Description: User group for IPM
Please choose a provider for the group.

Provider: DefaultAuthenticator [

OK| || cancel

Welcome, weblogic | Connected to: IPM_domain

System Status
Health of Running Servers

1] Failed (0)
I Critical (0)

[ Overloaded (0)
[

Warning (0)
I K (3)

5. Login to the Imaging URL http/s:<hostname>:<port>/imaging with admin user

ORACLE" WebCenter Content: Imaging

Sign In

User ID

Password

Copyright (<) 2010, 2013 Oradle andfor its affliates. Al rights reserved

Privacy Statement

a. Navigate to Manage Applications

b. Click on the FLEXCUBE

c. Then click on the modify on the right pane
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ORACLE WebCenter Content: Imaging

FLEXCUBE: Application Summary [Z=Fesee s

General Properties H

= & Searches

& &% Tools
& Manige Searches

o
= Fleld Definitions
Tipe = Tength_|__Scale. | Reaured. | indesed_ | _Default iave Ficist ]
e petmet | ® v
Appiication Sccurity
[yr— [en Lreehy | oo | =t |
g v R -
Document security
: = R | Rt s

[ A= B o B Y L o |
®  rdmmatrors I
& maseris v 3 S ——

= Storage Policy

Workllow Configuration

Workfow configuratn has ot been defivad.

Application History

Dae
2020155194 Defntion Create
TRV 6ATL_ Defeson hdy _ weblogic

6. After clicking on the modify button,

a. Navigate to Document Security

b. Click on Add button

c. Click on Search button in the pop up window
d. Select the “IPMUserGroup”

e. Click on Add

f.  IPMUserGroup will be listed in the panel, select view ,write,annotate
Standard,Annotate Restricted and Annotate Hidden checkboxes.

g. Finally click on the submit button on the right corner

ORACLE WebCenter Content: Imaging

= 3 Searches.
=33

a
ol Deitons ocage Py Wackew Configuration. Rewew Setsngs

Create Application: Document Security Coocel | Buch | et | bt
sl et Vit The et e ke s Do |

G 444 [ Covy 3 Bemmve

[ rouis
5 Manage Searches L}
D

575 Manage Applications. L]
o

Type securty Nexber
& | Precos
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7. After clicking on the submit button,

a. Navigate to Manage Searches

b. Click on the available search (ex: USER_ID in this doc)

c. Click on the modify

ORACLE' WebCenter Content: Imaging

Logged in as weblogic | Help | Refresh | Pref:

& (35 Searches
USER_ID: Search Summary

USER_ID

EProperties

Search Name USER_ID
Desaription

& 4% Tools Instructions

Maximum Search Result
[= 4 Manage Searches K] L Rl IR0
USER_ID

EIResults Formatting

e e

|Source Application | DOCID
[FLEXCUBE [poc

PoomeriCasiia Joeomet Created
Date By

|Document Creatio... [Document Created...|

DocumentBatch 1d |Document Id
1d_|Document1d

EConditions

| Application: FLEXCUBE

|Document Created... | Contains

|Operator. Value.

[Parameter - Document Created By

‘ ‘ _Jred
=

Parameter Name __|Prompt Text _[Operator Text |Defait Value | Pickiist | Required _Read Only
[Document Created... Document Created...|Contains |
ESecurity
Type |Security Member view | Modfy | Delete | St 1
& Administrators v v v v
& PMUserGroup v
E Audit History
Date Type [uUser Name
7122014 Definition Create  ARU1
7/4/2014 Definition Modify  weblogic
- 7/4/2014 Definition Mocify  weblogic
&l [&] Manage Applications 7/4/2014 Definition Modify  weblogic
= 7/4/2014 Definition Modify  weblogic
@ (9 Manage Inputs /42014 Defibon Modify  weblogic
& @ Manage Connections 7/4/2014 Definition Modify __ weblogic

& &= Manage Security

8. After clicking on the modify button,

a. Navigate to Document Security

b. Click on Add button

c. Click on Search button in the pop up window
d. Select the “IPMUserGroup”

e. Click on Add

f.  IPMUserGroup will be listed in the panel; don'’t select any checkbox except the

default view checkbox.

g. Finally click on the submit button on the right
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ORACLE" WebCenter Content: Imaging

& (%5 Searches

Logged in as weblogic | Help | Reft
o o o B——a—] =t =
USER_ID Properties Results Formatting Conditions Parameterg preview and Test Review Settings
USER_ID: Search Security Cancel | | Back | Next |
Provide security rights for the search. Select Next” when you have finished with search security.
G Add] 5 copy 3§ Remove
& 45 Tools Type |Security Member vew | modty | oeete | St |
= & Manage Searches (K] @ Administrators 5] I
USER_ID & PMUserGroup 1 ] &} S |
‘Add Security Member 6]
Use the picklist to search for groups or users, Use the textinput to search for
2 spefic member name. You can use the ™ character as a widcard within a
group name or user name. (For exar rch for M=S'to find member
names beginning with M’ and ending with s’ Leave the text input blank to
return all members,
seachGows 5]
Type [Security Member
& |AdminChannelusers
& |administrators
@ |AppTesters
| & |crossDomainConnectors
£ Deployers
&) |Monitors
@i |operators
& |oradesystemGroup
& [ Manage Applications
1 (5 Manage Inputs o P
& [ Manage Connections
& &= Manage Security

9. Copy the FCJJPSProvider.jar to location

<ORACLE_HOME >\user_projects\domains\<domian name>\lib
10. Go to the location — ‘<ORACLE_HOME>\
user_projects\domains\<Domain_created>\config\fmwconfig’
a.

Open ‘jps-config.xml’ file. Search for ‘<serviceProviders>’ tag and add the following code
between ‘<serviceProviders>" and ‘</serviceProviders>’ tags.

<serviceProvider class="oracle.security.jps.internal.idstore.generic.GenericldentityStoreProvider"
name="custom.generic.provider" type="IDENTITY_STORE">

<description>DB IdentityStore Provider</description>
</serviceProvider>

Similarly, Search for ‘<servicelnstances>’ tag and add the following code between
‘<servicelnstances>’ and ‘</servicelnstances>’ tags.

<servicelnstance location="dumb" name="idstore.custom" provider="custom.generic.provider">
<description>Custom Identity Store Service Instance</description>
<property name="idstore.type" value="CUSTOM"/>
<property name="ADF_IM_FACTORY_CLASS"
value="com.ofss.fcc.bpel.security.idm.providers.stddb.FCldentityStoreFactory"/>
<property name="DATASOURCE_NAME" value="jdbc/fcjdevDS"/>
<property name="INTERNAL_CONTEXT_REQUIRED" value="true"/>

<property name="INTERNAL_CONTEXT_NAME" value="internalstore"/>
</servicelnstance>
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Make sure that the JNDI (jdbc/fcjdevDS) matches the value given during property file

creation.

c. Search for ‘<jpsContexts default="default">’ tag and add the following code between
‘<jpsContexts default="default">’ and ‘</jpsContexts>’, preferably after the default
‘ijpsContext’.

<jpsContext name="internalstore">
<servicelnstanceRef ref="credstore"/>
<servicelnstanceRef ref="keystore"/>
<servicelnstanceRef ref="policystore.xml"/>
<servicelnstanceRef ref="audit"/>
</jpsContext>

1.2.10 Configuring Superviser Roles in EM

1. Right click on soa-infra. Select security—>Application Roles

ORACL_E Enterprise Manager Fusion iddieware Control 12c It WebLogic Domain v | weblogic ¥
Target Navigation —
9 9 = Mar 21, 2016 12:30:59 PM IST )

View v

PR S e —— ~ s that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also
Home > 2ssing the application.

ne Oracle Weblogic Server Security Provider.

Monitoring »
Logs »
SOA Deployment b 5 application. Use application stripe to search if application uses a stripe that is different from application name.
Manage Partitions »
Work Manager Groups o
= | Detach
Resequencing Groups
Senvice Engines ».0]
Bindings »55[1.0] Description

Senvices and References

Business Events

SOA Administration 4

Security 4 Application Policies
Administration > Application Roles
Target Sitemap

Target Information

»{3 CRDCProcess [1.1]

{3 CreateCorporateCustomer [2.0]
{3 CreateCorporateCustomer [3.0]
{3 CreateCorporateCustomer [3.1]
{3 CreditBureauHandler [1.0]

{2 DBULtility [1.0]

{8 DBULtility [1.1]

{2 DBUtility [2.0]

_H CACVDrnsnne 1400
mn
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2. Search the Application Roles with “Starts with” option.

S

OQACLG. Enterprise Manager Fusion Middieware Control 12c

4 soa-infra @

k=

Application Roles

1% soA Infrastructure v

{5 webLogicDomain ¥ weblogic ¥

Mar 21, 2016 12:30:58 PMIST

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also

application roles that are created in the context of end users accessing the application.

& To manage users and groups in the Webl ogic Domain, use the Oracle Webl ogic Server Security Provider.

P Policy Store Provider

4 search

Enter search keyword for role name to query roles defined by ti

Role Name Starts With |Z| >

View v M create...

s

Role Name
default_Composer
default_Deployer
default_Tester
default_ApplicationOperator
default_Monitor
MiddlewareOperator
MiddlewareAdministrator
SOAAdmIn

SOAOperator
SOAMonitor
SOAAUditAdmin
SOAAuditViewer
BPMWorkflowAdmin
BPMWorkflowCustomize
BPMAGAdmIn
BPMOrganizationAdmin
SOADesigner

10.184.133.168:7401/em/faces/as/sec

[E create Like...

# Edit...

Display Name

Composer for the Default Partition
Composite Deployer for the Default P.
Tester for the Default Partition

3¢ Delete... | Search application roles

application. Use application stripe to search if application uses a stripe that is different from application name.

Description

A composer is responsible for making changes to composite artifacts, such as business rules in a business process, security poli

Adeployer is ible for new appli existing ions, and the

Atester performs integrated black box testing on preproduction systems. A system tester typically runs tests using a combination of.

Application Operator for the Default Pa... An appli operator is for handling and making on requests that result in faults int...
Monitor for the Default Partition A default partition monitor is responsible for ensuring the of the on the default partition.
SOA MiddleWare Operator A operator is for ensuring inuity. A mi operator is also the main point of contactw...
SOA e Admini A i is for ensuring the ofthe servers, butis not always resp
SOA Admin Role SOA application admin role, has full privilege for ing any i security related

SOA operator Role

SOA Monitor Role

SOA Audit Admin Role

SOA Audit Viewer Role

BPM Workflow System Admin Role
BPM Workflow Customize Role
BPM Activity Guide Admin Role
BPM Organization Admin role

SOA Designer

3%

des

Domain_soa_t )_

SOA application operator, for common operational tasks like start, stop, monitor, backups
SOA application monitor role, has read-only privileges for monitoring

SOA audit administrator role, can perform audit configuratoin and administration

SOA auditviewer role, can view audit records.

BPM Workflow Administrator Application Role

BPM Workflow Customize Application Role

BPM Activity Guide Administrator Application Role

BPM Organizati ini

Role
SOA Designer

1_serverl,

3. Select the SOAAdmIn Role and Click on ‘Edit option’.

OoORACLE" P

= T soanfra
= IISsOAInfrastucture

Application Roles

Fusion control 12¢

I3 webloglc Domain

Mar 21, 2016 12130159 PM ST R

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also
application roles that are created In the context of end users accessing the application

it To manage users and groups in the Weblogic Domain, use the Oracle Webl ogic Server Security Provider

¥ Policy Store Provider

“ searcn

Enter search keyword for role name to query roles defined by this application. Use application stripe to search If application uses a stripe that Is different from application name.

Role Name

View W create...

Role Name
default_Composar
default_Deployer
default_Tester
default_ApplicationOperator
defaull_Monitor
MiddlewareOperator
MiddlewareAdministrator
SOAAdmMIN

SOAOperator

SOAMonitor

SOAAUdIAdMIN
SOAAudItViewer
BPMWorkflowAdmin
BPMWorkflowCustomize
BPMAGAdMIN
BPMOrganizationAdmin
SOADesigner

Starts With

% create Like... ” E

>
< pelete...

Il Detacn

[(Edit the salected appiication role ]

Display Name

Composer for the Default Partition
Composite Deployer for the Default
Tester for the Default Partition
Application Operator for the Default Pa
Monitor for the Default Partition

SOA MiddleWare Operator

SOA

Description
A composer is responsible for making changes 1o composite artifacts, such as busINess rules I @ bUSINESs Process, security poll
A deployer is for new

existing ang the
Atester performs integrated black box testing on preproduction systems. A system tester typically runs tests using a combination of.
An operator is

for hanaling and making on requests that result in faults in t
A default partition monitor is responsible for ensuring the successful operations of the deployed applications on the default partition

A operator is

for ensuring A operator is also the main point of contact w

A is

SOA Admin Role

SOA operator Role

SOA Monitor Role

SOA Audit Admin Role

SOA Audit Viewer Role

BPM Workflow System Admin Role
BPM Workflow Customize Role

BPM Activity Gulde Admin Role

BPM Organization Admin role
SOA Designer

for ensuring the of the

servers, butis not always resp
SOA application admin role, has full privilege for performing any operations including security related

SOA application operator, for common operational tasks like start, stop, monitor, backups

SOA application monitor role, has read-only privileges for monitoring

SOA audit administrator role, can perform audit configuratoin and administration

SOA audit viewer role, can view audit records

BPM Workflow Administrator Application Role

weblogic ¥ ”

BPM Workflow Customize Application Role

BPM Activity Guide Administrator Application Role
BPM O

SOA Desianer

Role

ORACLE
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4. Click on the ADD button and provide the Type as Group from drop down.

Add Principal

Specify criteria to search and select the application roles that you want to grant permissions to.
4 search

Type Group E]

Principal Name Starts With B

Display Name Starts With E]

Searched Principals
View v =} Detach

Principal Display Name Description
No search conducted

4 Advanced Option

Check to enter principal name here instead of searching from above. This option can be used for advanced scenarios related to custom authenticators.

OK  Cancel

5. Provide the principal name as (EX:ALLROLES-000) Param_val which is mapped to the
OR_ADMINROLE in the cstb_param table and search the role.Click on ok.

Add Principal

Specify criteria to search and select the application roles that you want to grant permissions to.
“ search

Type Group |z|
Principal Name  Starts With = | ALLROLES-000

Display Name  Starts With E‘ >

Search roles

Searched Principals
View ¥ lw! Detach

Principal Display Name Description

ALLROLES-000 ALLROLES-000

« Advanced Option

[7] Check to enter principal name here instead of searching from above. This option can be used for advanced scenarlos related to custom authenticators.

OK  Cancel

10.184.,133.168:7401,

soainfraétarg
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6. Click Ok .

1.2.11 Email Driver Configuration

The Following set of instructions can be followed if the BPEL need to be configured with Email
Driver configurations

1. Loginto EM console

2. Navigate to User Messaging Service

3. Right click usermessagingdriver-email (soa_serverl)
4

Click on Email Driver Properties

Enterprise Manager Fusion Mig

i‘ Weblogic Domain *

Target Navigation '
View = 3@:]
» 3 Application Deployments
» [ soa En
» 3 WeblLogic Domain T
» [0 Business Activity Monitoring
» [0 Metadata Repositories Vi
(3 user Messaging Service
%_1!,:] usermessagingdriver-email (bam_serveri)
.%é]éusernﬁsagingdl' u -
s e ome
.%_1!,:] USErmessagingserve
2 usermessagingserve  Control v
Logs 3
Performance Summary
Email Driver Properties
System MBean Browser
Target Information

5. .Enter the sender Address and default sender address (This id will be used as sender
address).

6. .Enter the supported protocols (SMTP)
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Enterprise Manager Fusion Middleware Control 12¢ ‘ § weblogic v O

@1 WebLogic Domain ¥ ‘

Target Navigation & usermessagingdriver-email ® Loggedin as weblogicl [ ofss2221222.in.0rade.com
e &} User Messaging Email Driver Page Refreshed Jun 11, 2015 11:09:57 AMIST (&
(3 Application Deployments

(3 s0a
> (2 WebLogic Domain
> [ Business Activity Monitoring
> [ Metadata Repositories

[3 User Messaging Service

Edit Driver Properties OK || Cancel

Common Configuration

Name FCUBS121 Supported Protocols SMTP

; Driver Type User Messaging Email Driver Supported Carriers
&34 usermessagingdriver-email (bam_server1)

‘@;-J usermessagingdriver-email (soa_serv(
&0 usermessagingserver (bam_server1)

7) Use Sender Addresses

Configuration Level

2 Cluster Name Sender Address
& usermessagingserver (soa_server1) @ Use Default Sender Address
Supported Delivery Types EMAILL

Capabiity SEND, RECEIVE EMAIL:XXX@XXX.Xom
Supported Content Types = = cost  [=]
Supported Status Types DELIVERY_TO_GATEWAY_SUCCESS, Speed

DELIVERY_TO_GATEWAY _FAILURE,
USER _REPLY_ACKNOWLEDGEMENT_SUCCESS,
USER _REPLY_ACKNOWLEDGEMENT_FAILURE

7. Select the mail access protocol (IMAP) as per the mail server specification

Driver-Specific Configuration
Encoded

Name Description Mandatory Credential Value
E-mail receiving protocol. The possible A
E-mail Receiving Protocol D nd POP3, IMAP EI
This value specifies the number of times |
to retry connecting to the incoming mail Tiil
: onis
Connection Retry Linit server, if the connection is lost due to 1

some reason. The default value is -1
which means no limit to the number of
tries.

The frequency to permanently remove
deleted messages. The unit is in seconds
and the default value is 600 seconds, A
Message Cleanup Frequency negative value indicates the messages 600

should not be expunged. For the POP3

protocol, the message is expunged after

itis processed.

Whether the driver should mark the

messages deleted after they have been Y

8. Enter the Receive folder in the mailbox (INBOX)
9. Enter the Outgoing mail server hostname or IP
10. .Enter the outgoing mail server port

11. .Enter the outgoing default from address

12. Enter the Outgoing user name and password if required
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Driver-Specific Configuration

Encoded

Credential Fall=

Name Description Mandatory
The name of the SMTP server.

Mandatory only if e-mail sending is XXXXX
required.

Outgoing Mail Server

Outgoing Mail Server Port  Outgoing Mail Server Port 25

The security used by SMTP server,
Outgoing Mail Server Securit Possible values are None, TLS and SSL. None E|
Default value is None.
Deprecated. Use Default Sender Address
instead. The default FROM address (if
one is not provided in the outgoing
message).
The username used for SMTP
authentication. Required only if SMTP
authentication is supported by the SMTP
server,

Default From Address XXX@XXX.COmM

Outgoing Username

-

13. Navigate to SOA Administration ->Workflow Properties

Enterprise Manager Fusion Middieware Control 12¢
@1 WebLogic Domain ¥
Target Navigation & soa-infra ®
View v 22 SOAInfrastructure ¥

[23 Application Deployments

2 s0a Mailer Task
B =
6% 1) Information
@ defautt  Home Y
> B3 WeblogicDon _ Moniorng 5 Al changes made i tis page requre a server restart o take effect.
0 Rahess ity Lo * || workflow Notification Properties
(3 MetadataRer 5oy pegioyment v | | Before configuring the Workfon Notifcaton, confiure the Messaging Service rivr. Go to the Messaging Driver page
[3 User Messagir
Manage Partitions

& usermessa *Notification Mode  Email [

a5 Work Manager Groups
{2 usermessa
B usermessa Resequending Groups Notification Service
i usermessa  Service Engnes & *Email : From Address (xx@xxx.com
Bindings 13
*Emal : Actionable Address  ggg@ggg.com
Services and References =
*Emai : Reply To Address  xxx@xxx.com
Business Events
SOA Administration > CommonProperties  jcation Configuration Properties...
Searity * BPEL Properties
- "
pe
Target Information Mediator Properties
Workflow Properties
B2B Server Properties
Cross References
Token Configurations
Auto Purge

m

Loggedin as weblogicl (3 ofss2221222.n.orade.com
Page Refreshed Jun 11, 2015 11:15:16 AM ST &

@ RelatedLinks v | Apply || Revert

14. Select the notification mode as Email/ALL and enter the from address Actionable address

and reply to Address.
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1.2.12 TimeOQut Settings for BPEL

1. The Following set of instructions has to be configured for BPEL Login in to Console

(http://hostname:port/console)

2. Click on Deployments

€ | @ 10184135218:7001 /console/console portal?_nfpb=true&_pageL abel=HomePagel

ORACLE' webLogic Server Administration Console 12¢

rers >AlphaDomain >Summary of Se

c¢ 'G:v:;:‘ P ﬁ B 4 A& =
Q deme,adml(:olumdmzhlphbonnm

ers >Summary of Deployments >soa-infra >BPELEngineBean

Change Center @) Home Log Out Preferences (5 Recod Heb |
View changes and restarts Home >AlphaDomain >Summary
Configuration editing is enabled. Future Home Page
changes will automatically be activated as you
modify, add or delete items in this domain. ~ Inf ion and
Domain Strocture Helpful Tools
AlphaDomain A ® Configure applications
E-Environment B  Configure GridLink for RAC Data Source:
Servers ‘ ® Configure a Dynamic Cluster
?:;:{;oe Clusters 7 T
Machines ‘ ® Set your console preferences
{=Virtual Hosts L  Orade Enterprise Manager
+Work Managers
*--Startup and Shutdown Classes Domain Configurations —
{~-Deployments
B-Services Domain
i-Security Realms o Domain
EHInteroperabiity
L L-WTC Seryer: Y,
P = Environment
 Servers
® Search the configuration o Clusters
# Use the Change Center » Server Templates
© Record WLST Scripts » Migratable Targets
* Change Console preferences © Coherence Clusters
® Manage Console extensions » Machines
® Monitor servers o Virtual Hosts
* Work Managers
Stz Stats Bl | o Startup And Shutdown Casses
Health of Running Servers
I Faied () Your Deployed Resources
I Critical (0)
Overloaded (0) 3
| Warning (0) Your Applicauun s Security Settings

General Information

® Common Administration Task Desariptions
s Read the documentation

® Ask a question on My Orade Support

Services Interoperability
* Messaging ® WTC Servers
® JMS Servers © Jolt Connection Pools
® Store-and-Forward Agents
= JMS Modules Diagnostics
® Path Services « Log Fies
u Brkiges » Diagnostic Modues
© Data Sources ® Buit-in Diagnostic Modules
o Persistent Stores © Diagnostic Images
* XML Registries  Request Performance
© XML Entity Caches o Archives
© Foreign JNDI Providers o Context
 Work Contexts * SNWP
* jCOM
© Mad Sessions Charts and Graphs
o FieT3  Monitoring Dashboard @
o JTA
© 0SGi Frameworks
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3.

Click on "soa-infra” application under deployments.

TErSerices .
~Security Realms ]| Name & State | Health | Type Targets Deployment Order
EH-Interoperabiity
| LWTC Servers = B 6orade‘wsm‘cmsole‘cme‘vlew(l,o, 12.1.3.0) Active Library AdminServer 311
HowdoL.. =] AdminServer, BAMServer
orace.wsm.seedpalicies(2.0,12,1,3) i ' 4
i polices(: ) Active Library SOAServer 100
 Install an enterprise application
» Configure an enterprise application [] | (g OracleAppsidapter Adve |V OK :j:“ge SOAServer 33
 Update (redeploy) an enterprise application =
- esource
# Start and stop a deployed enterprise &} @l)radeﬂamAdapter Installed Adapter £z
application
Enterprise
 Monitor the modules of an enterprise EOVEdEBPMBACSerVE!ApD Active  [¥0K g SOAServer 384
cation Application .4
# Deploy EXB modules [ | & g OradieBPMComposerRolesApp Active | 0K i::; SOAServer 382
o Install a Web application '
7] | ® pOracegihprocessholsti Active |0k ::;s;‘ SOAServer 81
System Status a
[]| ® 2 OradeBPMWorkspace Acve [Pok |ETEPEE o 83
Health of Running Servers r;) d Apphcation erver
[ Faied (0) fporaitin-adf(11, 11.1.1.10) . Lbrary AdminServer, BAMServer, |\
. SOAServer
Critical (0)
Overloaded (0) i owesp.esepi(20,12.1.3) Adtive Lbrary AdminServer, BAMServer, |
o) SOAServer
Warning (0)
oK@ SAPAdapter Resource
T | gseonden Instaled o ks |
- Enterprise
[
]| & £ simpleApprovalTaskfion Active (¥ 0K Aoplcation SOAServer 36
7 r Enterprise
f]‘ [Fe fra ’ Active | 0K Aoplcaion SOAServer 350
Enterprise
B [gsoa-nebapps Active (¢ 0K Appication SOAServer 360
[ | gysoa.em Active Library AdminServer 100
Resource
SocketAdapter
@ ap! Installed Adapter 3%
Resource AdminServer, BAMServer,
state-management-provider-memory-rar-12.1.3 B 4
0| lagement-pr ¥ Active  |¥OK Aot il 100
- AdminServer, BAMServer, L4
[ UIX(11,12.1.3.0.0 G i
] | iU ) Active Library oM 100

4.

Go to EJBs, click on BPELEngineBean->Configuration->set Transaction TimeOut to 300.

& ) P otssaidl 222:/401 /console/ console.portal{_pageLsbel=Appl gets_nipb=tru ntr © | [ searcn Wi e o
7 B2BInstanceMessageBean [SE]
[)B2BIntegratorBean I
7 B2BMetadataltityBean =
[ 82BstarterBeanviLs BB
7 B2BUtlityBean £8
7 BAMACtionMDB. =
[ BeamActionMDB. =0
{7 BottleneckDetectionBean EB
[ BPELActvityManagerBean £18
7 BPELAUdR TraiBean I
[ BPELCacheRegistryBean eB
7 BPELCacheStoreBean I
{7 BPELClusterBean =0
7 BPELDelveryBean =
[ BPELDispatcherBean E1B

€ BPELEngineBean I
~ BPELFind{ BPELEngineBean, Level 3, 22 of 106 8
{7 BPELInstanceManagerBean e8
[ BPELKeyGeneratorBean E1B
[ BPELProcesshianagerBean I
[ BPELSensorValuesaean er
[ BPELServerManagergean eB
[ BPELTestInstanceManager £8
7 BPmAGProcessBrokerServiceBean er
7 BPMAppServiceBean (o
[T|BPMDame]e:tSecuntySerw(e B
7 BPMNActivityManagerBean £8
7 BPMNAUditTraiBean =
[ BPMNClusterBean e
s al 17401/ console/ rtal? pagelabel: com. . Type=AppD :eib ob engine wls.janBPELEngineBean: < none>:EJE") -
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€ @ 10184.135.218:7001/conso
y ML S

Virtual Hosts

Vork Managers

Startup and Shutdown Classes
~-Deployments

B}-Services

~-Security Realms
E}-Interoperability

Servers

How do L.

* Configure Version 2.X EXBs
 View deployment status of E38s

® Set EJB target servers and dusters
« Update (redeploy) EXBs
 StopEXBs

m

System Status

Health of Running Servers

| Failed (0)

] critical (0)

[ Overloaded (0)
I Warning (0)

I o (2)

Transaction Type:

EJB Class Name:

Pool Configuration
Initial Beans in Free Pook 100
Max Beans in Free Pool: 1000
Idle Timeout: 0

Enterprise Bean Configuration

Network Access Point:

Run As Principal Name:

Create As Principal Name:

Remove As Principal Name:

Passivate As Principal Name:

INDI Name:

Local JNDI Name:

£5) Dispatch Policy:

The name of this bean.  More Info... -
The E38 type (session, entity, or message). More Info...

The bean's transaction type. More Info...

£38 Class Name  More Info...

The initial number of beans in the free pool.  More Info...

The maximum number of beans in the free pool. When an EJ8 has been in
the free pool for the number of seconds spedified in Idle Timeout, and the -
total number of beans in the free pool approaches the maximum beans in
free pool specfied in this field, ide beans are removed from the free
pool. More Info...

The maximum length of time (in seconds) an EJ8 should remain in the cache
o free pool before itis passivated or removed. More Int

Custom network channel that the EJB uses for network
tions. More Info...

communi

The security princpal to be used as the run-as prinapal for a bean that has
securityidentity specfied in its ejb-jar.xml file. More Info...

The principal to be used when ejbCreate would otherwise run with an
anonymous princpal.  More Info...
The principal to be used when ejbRemove would otherwise run with an
anonymous principal.  More Info...

m

The principal to be used when ejbPassivate would otherwise run with an

More Info...

anonymous prinapal

The JNDI name of an E38, resource, or reference in Weblogic Server. More
Info...
The JNDI name for a bean's local Home.  More Info...

More

Designates which server exeute thread pool the £38 should run in.
Info...

More Info...

The trans:

jon timeout value, in seconds.

11:30 AM
6/17/2015

5. Go to EJBs—>BPEL DeliveryBean-> Configuration->set Transaction TimeOut to 300

m

B e et e L e e T e e e o e e L L e ol e o= o —
= B2BUtiityBean -
BAMACtionlMDB eB
[ BeamActionMDB =30
— BottleneckDetectionBean e
BPELActivityManagerBean £18
7 BPELAUdItTraiBean -
[ BPELCacheRegistryBean £8
BPELCacheStoreBean )
BPELClusterBean £18
BPELDelveryBean -
~ BPELDispatcH BPELDeliveryBean, Level 3, 20 of 106 E18
BPELEngineBean )
BPELFinderBean £18
[ BPELInstanceManzgerBean £18
~ BPELKeyGeneratorBean eB
BPELProcessManagerBean =30
[~ BPELSensorValuesBean eB
BPELServerManagerBean £
BPELTestInstanceManager -
BpmAGProcessBrokerServiceBean e
~ BomAppSenviceBean 3]
~ BPMDataDbjectSecurityService £
BPMNACtvityManagerBean -
7 BPMNAUdiETraiBean e8
BPMNClusterBean =30
BPMNDelveryBean £
BPMNDispatcherBean £18
7 BPMNENgineBean -
[ BPMNFinderBean =30
: 401, rtal?_ _pagelabel=App. pp. . "com. , Type=AppD: _ob_engine wls,jarBPELDeliveryBean;<nonexEIB") | ~
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Type: stateless The EJ8 type (session, entity, or message). More Info... =
Transaction Type: Container The bean's transaction type. More Info...
EJB Class Name: -om.collaxa.cub b. I.bpel.BPELD: yl EJB Class Name More Info...

Pool Configuration
How do L.. cl

Initial Beans in Free Pool: 200 The initial number of beans in the free pool. More Info...
« Configure Version 2.X EJ8s _

Max Beans in Free Pool: (1000 The maximum number of beans in the free pool. When an EJB
« View deployment status of EJBs has been in pool for the number of seconds specified in

o Set EIB target servers and clusters Idle Timeout, and the total number of beans in the free pool
approaches the maximum beans in free pool specified in this

« Update (redeploy) E1Bs field, idle beans are removed from the free pool. More Info...

« Stop EJBs

Idle Timeout: ) The maximum length of time (in seconds) an EIB should remain

in the cache or free pool before it is passivated or

System Status =] removed. More Info...

Health of Running Servers Enterprise Bean Configuration

Failed (0) Network Access Point: Custom network channel that the EJB uses for nef

Overloaded (0)

Warning (0) bean that has securi

I oK (4) file.

Run As Principal Name: The security principal

be used as the run-as principal for a

I Critical (0) communications. More Info.
[
[ -identity specfied in its ejb-jar.xmi

Create As Principal Name: e principal to be used when ejbCreate would otherwise run

with an anonymous principal. More Info...

Remove As Principal The principal to be used when ejbRemove would otherwise run
Name: h an anonymous principal. More Info...

ise run

i

Passivate As Principal The principal to be used when ejbPassivate would other
Name: h an anonymous principal.  More Info...

INDI Name: The JNDI name of an EJB, resource, or reference in WebLogic
Server. More Info...

Local JNDI Name: The JNDI name for a bean’s local Home. More Info...

) Dispatch Policy: Designates which server execute thread pool the EJB should run
in. More Info..

ransaction Timeout: The transaction timeout value, in seconds. More Info...

6. Login in to Console 2>JTA

7. Set the JTA timeout according to the below condition. Make sure BPELEngineBean +
BPELDeliveryBean is <= JTA timeout(e.g. 300+300<=600)
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ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete tems in this domain.

Domain Structure
dev_domain

B Environment

- Deployments
[#-Services
+=~Security Realms
- Interoperability
[#-Diagnostics

3600
Abandon Timeout Seconds: 86;100
How do I... B Before Completion Iteration Limit: 10
« Configure domain JTA options
« Configure advanced domain JTA options Max Transactions: 10000
System Status =
Max Unique Name Statistics: 1000
Health of Running Servers
Faled (0) Checkpoint Interval Seconds: 300
Critical (0)
Overloaded (0)
Warning (0)
. O (4) [] write recovery logs when determiners configured
Determiners:
Forget Heuristics

@ Home Log Out Preferences Record Help
Home >Summary of Deployments >dev_domain

Settings for dev_domain

Control

Configuration = Monitoring Security

General JTA JPA  EBs Web Applications = Logging

1Save

Web Service Security

Log Fitters

Notes

Welcome, weblogic [ Connected to: dev_domain

Use this page to define the Java Transaction API (JTA) configuration of this WebLogic Server domain.

Timeout Seconds:

Specifies the maximum amount of time, in seconds, an active
transaction is allowed to be in the first phase of a two-phase
commit transaction. If the specified amount of time expires, the
transaction is automaticall rolled back. More Info...

Specifies the maximum amount of time, in seconds, a
transaction manager persists in attempting to complete the
second phase of a two-phase commit transaction. More Info...

The maximum number of cycles that the transaction manager
performs the beforeCompletion synchronization callback for this
WebLogic Server domain. More Info...

The maximum number of simultaneous in-progress transactions

alowed on a server in this WebLogic Server domain. More Info...

The maximum number of unique transaction names for which
statistics are maintained. More Info...

The interval at which the transaction manager creates a new
transaction log file and checks all old transaction log files to see if
they are ready to be deleted. More Info...

Indicates two-phase transaction recovery logs are written even
if one or more determiners are configured. More Info...

Specifies a list of one or more transaction resources
(determiners) separated by line breaks. A determiner's in-doubt
transaction records are used during transaction recovery when a
TLog is not present. More Info...

Specifies whether the transaction manager automatically
performs an XA Resource forget operation for heuristic
Infn

m

Login in to EM console (http://host:port/em)—->SOA adminstration>BPEL

Properties>MoreConfigpropeties> SyncMaxWaitTime.Change the SyncMaxWaitTime to

200 secs
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Enterprise Manager F

@1 Weblogic Domain ¥

Target Navigation % soa-infra ® Loggedin as admin! [ ofss220692.in.orade.com
ew's 22 SOA Infrastructure ¥ Page Refreshed Jun 17, 2015 11:36:01 AM IST &
> (22 Application Deployments pa
« (3 s0a Dashboard Deployed Composites  Flow Instances  Error Hospital

Home
@ oefaut Monitoring » Key Configuration # Business Transaction Faults Search
of§ Amend 0]
off Amend  Logs i
ofd Amend  SOA Deployment » e [10] Last* 245 Hous [v]@
off 8P  Manage Partitions PIOE SPMEATIC® Recent In
o BPELCC ok G Instanc=Tracking, Production @, . . recion b show the s dath. ek raph o dfl dows With F
iy - Managergnq)s DN oy Dt e e efresh region to show est graph to drill down. @, with Fa
off eeeLCr i o AutoPurge Enabled @ G
Service Engines »
off§ bpeicv -
C and
nﬂ BPELLC Bindings » P Yy
off§ il Services and References SOA Runtime Health
offf CloseF  Business Events W soaserver E|
Composite
i CoseR 55 pdminstraton » O\ e
off coLa m G soa-infra (SOAServer)
off crocF Seaxity « Mo Composite Start-Up Errors Sensor Name
Administration X Initialized Successfu
E c":“f — 1 by & No EIS Connectivity Errors
Credite forma
off§ cRPClosureProcess [1.0] & All Composites are UP
i Roprocess [1.0] + All adapter service endpoints are UP
of§ cRPProcess [2.0)
off§ CurrentAccountCreationWithCreditFaiity System Backlogs
DBUtiity [1.0
ity [1.0]
off§ pButiity [2.0] 2
Last* 243 Hows [z @
DishurseFCUBSORRetaill oanContract [1.0
[1.0)
off§ EQFXProcess [1.0]

o EXPHProcess [1.0] Refresh region to show the latest data.

of§ Externalvaluation [2.0]
o InitisteFCUBSORRetailLoanPayment [1.0] Messages in Queues:
off§ InitiateKYCCheckFCUBSORService [1.0]

off InitisteRetail. oanContractFCUBSORService [1.0]

off§ InitisteRetail oanPaymentFCUBSORService [1.0]

off InitiateRiskEvaluationFCUBSORService [1.0] -
off§ kvccheck [2.0]

of§ KvCCorporateReview [2.0]

off§ KYCReview [2.0]

off LimitReview [1.0]

off§ OpenCurrentaccount [2.0]

of§ OpenRetailTermDeposit [1.0] i « m ] )

BPEL Invoke -
BPEL Calback —
Mediator Parallel Routing —
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J System MBean Browser - Oracl... X |

3&mbeanPattern=oracle.as.soainfra.config%3Aname%3Dbpel%.

€ ) @ 10184.135218:7001 /em/faces/as/browser/mbeans?Adf-Page-Id

Enterprise Manager Fusion Middleware Control

@1 WebLogic Domain ¥

Change Center@ & soa-infra ® Loggedinas adminl [3 ofss220692.in.oracke.com

P Changes v [ Recording v 22 SOA Infrastructure ¥ Page Refreshed Jun 17, 2015 11:37:36 AMIST
Target Navigation System MBean Browser

View v * Application Defined MBeans: BPELConfig:bpel | Apply || Revert |
> [3 Application Deployments e (® nformation
4 3 soa The changes made on this mbean are not managed by the configuration session. The changes will be applied immediately. You cannot undo the changes

52 powinia GoRserven] e
‘ @ default » Show MBean Information

o} AmendFCUBSORNFRetailLoanContract [1.0]
off§ AmendFCUBSORRetailLoanContract [1.0]
off} AmendRetailLoanContractFCUBSORService [1.0] Name Description Access  Value

offd rputiity [1.0] = a separate location from the rest of the instance scope data S z
offd BPELCOLLATProcess [1.0]

specify the number of invoke messages that can be kept in the

in-memory cache, once the engine hits this limit, it would push the
of§ BPELCRPClosureProcess [1.0] MaximumNumberOfinvokeMessageslr message to dispatcher in-memory cache, instead it would save the RW 100000
oftd BPELCRPProcess [1.0] message in the db and these saved messages can be recovered using
off2 bpelcvnprocess [1.0] recovery job, you can use value -1 to disable

This value specifies the maximum number of times an invoke or callback

Operations

I

offd BPELLmitReview [1.0] 23 MaxRecoverAttempt iy ol be e coiciod RW 2

o3 Cretprocess [1.0] 3 The minimum time duration for BPEL to do a real wat that involves a

ol CloseFCUBSORRetailLoanContract [1.0] 2 244 MEEEE Wall dehydration e

off§ CloseRetailLoanContractFCUBSORService [1.0] < 25 objectName The MBean's unique JMX name R orade.as.soainfra.configinar
of§ coLLATProcess [1.0] 26 OneWayDeliveryPolicy Changes whether the one-way invocation messages are delivered RW  async.persist

off§ crRocProcess [1.0] R
of§ CreditBureauBPEL [1.0]
off§ CreditBureauHandler [1.0]

flag to enable or disable coherence cache for bpel service engine. use
CacheEnabled for enabling coherence.

flag to enable or disable coherence cache for bpel service engine when

27 QualityOfService RW  DirectWrite

28 QualityOfServiceAuditStorePolicyUsel Sol RW ol

offf CRPClosureProcess [1.0] QualityOfServicsAuditStorePolicylsel , gystorepolicy s set to async e
off CReprocess [1.0] S —— s ena:ale or d.?ablg coherence cache for bpel service engne when o o
W corecs onelWayDeliveryPolicy is set to async
o : i 30 Readonly If true, it indicates that this MBean is a read only MBean. R fake
- GurentAccountCreationWithiCrediFadity [1.0} 31 RecoveryConfig Recovery Configuration RW  javax.management.openmbe

P i 32 RecurringMaxMessageRaiseSize  Number of messages to recover during recurring recovery RW 50
offd pBUity [2.0]
off Db WFC.UBSORR W 33 Restartieeded Indicates whether a restart s needed. R false

isbursef etaill oanContract [1. a2

offf EQF¥Process [1.0] 34 SpecCompliance Sets how the implementation is compliant to the spec RW  suggest
off BxPnProcess [1.0] L4 35 StartupMaxMessageRaiseSize Number of messages to recover during startup recovery RW 50
off2 Externalvaluation [2.0] 36 Statslast The size of the “most recently processed” request ist RW -1

offd InitiateFCUBSORRetailLoanPayment [1.0] = T The maximum time a request/response operation will take BETore Tt
off InitiateKYCCheckFCUBSORService [1.0] times out. The default value is 45 second:

offd InitiateRetailLoanContractFCUBSORService [1.0]

RW. 45 j

38 SystemMBean TFirue, ftindicates that this MBean is a System MBean. R false
If set to "true™ the engine will apply schema validation for incoming and

m

offd Imba!eR.etallLuanPémenFCUESORSEWl(e [0} 39 ValidateXML outgoing xml documents, The defauit value "false", RW  false

offf InitiateRiskEvaluationFCUBSORService [1.0] i version of the config fie R 110 P
of§ KrCcheck [2.0] 41 visble If true, itindicates that this MBean is visile to current user. R tue -
of§ kvCCorporateReview [2.0] <[ i ] »

11:37 AM
6/17/2015
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1.3

131

1.4

141

1.5

151

Integrating Oracle FLEXCUBE UBS and Scheduler

Before deploying the Oracle FLEXCUBE UBS EAR file, you need to carry out the following tasks.

Running Backend Scripts

You need to compile certain tables pertaining to Scheduler in the schema to which the Application
points. The version of Quartz to be used is Latest Qualified Version.
Follow the steps given below:

1. Download Quartz Latest Qualified Version.gz file from the following URL:
http://www.quartz-scheduler.org/download/download-catalog.html

1. Extract the gz file.

2. Open the folder ‘Quartz-Latest Qualified Version \docs\dbTables’ folder and run
‘tables_oracle.sql’ (this is specific to Oracle Database) in the schema.

For details on latest version of the software qualified with Oracle FLEXCUBE, refer to the
release certificate.

Integrating Oracle FLEXCUBE UBS and BIP Reports

You can integrate Oracle FLEXCUBE UBS and BIP reports. The details are available in the
chapter ‘BIP Web Service Reports’.

Deploying Application Through Application Server’s Admin Console

Deployment from Weblogic Administration Console

You can find the details pertaining to the deployment of Application using Weblogic
Administration Console in the chapter ‘Deploying Oracle FLEXCUBE Application on Weblogic'.

Integrating Oracle FLEXCUBE UBS and MBean

In order to integrate Oracle FLEXCUBE UBS and MBean, you need to follow the below steps
before deploying the Oracle FLEXCUBE UBS EAR file created with MBean as a Plugin.

Startup Script Modification

By default, the TopLink used in MBean uses Oracle xml parser internally. However, Weblogic
Server has to use JAXPlatform.

To change the system property, follow the steps given below:

1. Go to the Weblogic domain home folder.

c) Based on the operating system used, open ‘startWeblogic.cmd’ or ‘startWeblogic.sh’ from
the folder ‘bin’.
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d) Search for ‘WLS_REDIRECT_LOG'. After ‘%JAVA_OPTIONS%’ add the following code
under ‘if’ and ‘else’ conditions.

“-Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform”
Now, the details will look like this:
if "S$WLS REDIRECT LOG%"=="" (

echo Starting WLS with line:

echo %JAVA HOME%\bin\java $JAVA VM$% %MEM ARGS$ -
Dweblogic.Name=%SERVER_NAME% -
Djava.security.policy=%WL HOME$\server\lib\weblogic.policy
$JAVA OPTIONSS %PROXY SETTINGS% %SERVER CLASS%

$JAVA HOME%\bin\java %$JAVA VM% %MEM ARGS% -
Dweblogic.Name=%SERVER NAME% -
Djava.security.policy=%WL HOMES%$\server\lib\weblogic.policy
$JAVA OPTIONS% -
Dtoplznk.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
$PROXY SETTINGS% %SERVER CLASS%

) else (
echo Redirecting output from WLS window to $WLS REDIRECT LOG%

$JAVA HOME%\bin\java %$JAVA VM% %MEM ARGS% -
Dweblogic.Name=%SERVER NAME% -
Djava.security.policy=%WL HOMES$\server\lib\weblogic.policy
%JAVA_OPTIONS% -
Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
$PROXY SETTINGS% $SERVER CLASS% >"%WLS REDIRECT LOGS" 2>&1

)
e) Restart the Weblogic server.
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