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1.1

1.2

1.3

1. Preface

This document contains notes and installation steps needed to install WebServices. Oracle
Financial Services Lending and Leasing relies on several pieces of Oracle software in order
to run and this document is in no way meant to replace Oracle documentation supplied with
the WebServices product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of WebServices.

This guide covers the following processes.

e Installing WebServices Database Objects

e Deploying Application Interface WebServices
e Configuring Weblogic Policy on WebServices
e Verifying Successful Installation

e Enable Logging

e Configuring RESTful WebService

e Appendix - Configuration parameters

Prerequisites

1. Download and Install the Oracle Fusion Middleware 12c¢ Version 12.2.1.4.0 (Fusion
Middleware Infrastructure installer) from http://www.oracle.com/technetwork/middleware/
fusion-middleware/downloads/index.html#close. They are also available from the
following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

2. ltis assumed that the Oracle Financial Services Lending and Leasing DB is installed and
configured, before running the WebServices installer.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Application Oracle Financial Services Lending and Leasing

1-1 ORACLE
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2. Installing WebServices Database Objects

Download and unzip the WebServices database (ofslixwsdb.zip) to a staging folder.

Run $ ./installofslixwsdb.sh
-bash-4.1% ./installof=sllxwsdb. shl

This installer adds the required tables and packages to the apllication database.

Oracle Financial Services Lending and Leasing Webservices DB Installer

Important Note:

It i=s expected to have the OFSLL Application DB been installed and confiqured
before running this installer.

Thi= installer adds the required tables and packages to the =same OFSLL DB schema.

Continue? [v/n]: yl

Enter 'y’ when prompted to continue.

Oracle Financial Serwvices Lending and Leasing Webservices DB Installer

Important Mote:

1 installed and configured

to the same OF5LL DB schema.

r the Oracle F

and Leasing
h/work area/DEV/OFSLLREL

o O

Script Prompts Description and Action Required

Oracle Financial Services Lending | Enter the path to the home directory. This is referred
and Leasing Home Path to as $OFSLL_HOME. Enter 'y’ when prompted for.
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Cracle Financial Services Lending and Leasing Webservices DB Installer

Imporcant Note:

It is expected to have the OFSLL Application DB been installed and configured
before running this inscaller.

This installer adds the required tables and packages to the same OFSLL DB schema.

Continue? [y/n}: y

Enter the Oracle Financial Services Lending and Leasing
Home Path? (usuwually /home/ofsll): /scratch/work area/DEV/OFSLLREL

OFSLLHCME=/=cratch/work_area/DEV/QFSLLREL
Okay? [v/nl: v

Enter the Oracle DB Home Path? /scratch/app/dbl2c/product/12.1.0/dbhome 1

ORAHOME=/scratch/app/dbl2c/product/12.1.0/dbhome 1
Okay? [y/n]: vy

Enter the Oracle SID? CRCL
INSTANCENAME=QRCL
okay? [v/n]: vfjj

Script Prompts Description and Action Required

Oracle DB Home Path Enter the path to the Oracle DB home directory. This
is referred to as $ORACLE_HOME. Enter ‘y’ when
prompted for.

Oracle SID Enter the Name of Oracle Instance. Enter ‘y’ when
prompted for.

Importanc Hote:

v_iniza/piatiomm/bin: fusz/dev_infra/genczic/bin;
app/dbl2c/prod
ee/12.1.0/dbhoms 1

V/OFSLLREL

culd be able sta:

orrect the en

Continue? [y/n]: ‘1.
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The script lists and sets the CRITICAL environment variables

Oracle Financial Services Lending and Leasing Webservices Database Object Installation

The following items are available for installation:

1. database types (512)
2. database tables (47)
3. database views (295)
4, database trigger (4)

5. database package specs (412)
6. database package bodies (420)
7. database indexes (30)
8. System Seed Data (0)

Continue with Installation? [y/n] : ﬂ]

Enter 'y’ when prompted to continue. A list of items available for installation are listed. Enter
‘y’ when prompted to ‘Continue with Installation’.
Oracle Financial 3ervices Lending and Leasing Webservices Database Object Installation

The following items are available for installation:

3 (4)
dacabage package specs  (254)
6. dat

ase package bodies (262)
databage indexes (30)

System Seed Data ()

12 with Imatallation? [y/n] @ y

will be located in /scratch/work area/DEV/CFSLLREL/logs/cfsll xws install logs
Press Enter to Continue...

Enter th racle userid (schema name) that will own the Oracle Financial Services Lending and Leasing

fsllprd): OFSLLREL

for this userid: I

Sets the path for the location of log files. Press ‘Enter’ to continue.

Script Prompts Description and Action Required

Oracle User ID that will own the Oracle Financial | Valid User ID
Services Lending and Leasing objects

Password for this User ID Valid Password

23 ORACLE



The script installs the objects.

PL/3QL procedure

PL/SQL proceducs

PL/SQL proceduce

PL/S0L procedurs

PL/SQL procedure

Commit complete,

successtully completed.

succematully completed.

successiully compleced.

successiully compleced.

auccesatully completed.

Becompilling Invalid Objects...

Oracle Finsncial

Bervices Lending and Léeasing Websefvaces DE Chjese

Insctallation Com

While installing, the script recompiles the invalid objects and completes the installation of DB

objects.

ORACLE



3.1

3. Deploying Application Interface WebServices

Creating Data Sources for WebServices

it is assumed that a managed server is already created for the following web service
deployment(s) as per the process detailed in Application Installation guide section - 3.2
Creating Domain and Servers.

1. Login to WebLogic Server 12c console (http://hostname:port/console).
ORACLE Weblogic Server aAdministration Console 12¢

Welcome

Log in to work with the WeblLogic Server domain

2. The following window is displayed.

ORACLE WeblLogic Server Administration Consale 12c

e <N

Welcome, weblogic |Cc|':nacbed to: OFSLLREL_domain

Change Center @ Home Log Out Preferencas [Ea] Record Help Q

View changes and restarts

Click the Lock & Edit button to modify, add or i

delete items in this domain.
Home Page

Lock & Edit

Information and Resources
Release Configuratio

Domain Structure = Common Administration Task Descriptions
OFSLLREL domain = Configure GridLink for RAC Data
#-Domain Partitions Source

» Configure applications
= Re=ad the documentation

» #ska quastion on My Oracle Support

* Configure a Dynamic Cluster
v i

B}-Services = Recent Task Status
+—Sacurity Realms
FH-Interoperability
31 Diagnostics

= Set your console preferences

= Oracle Enterpriss Manager

Domain Configurations

=« Domain = Resource Group Templates = WTC Sen.

= Jolt Connection Pools

How do L..

=« Domain P;

= Search the configuration

+ Use the Change Center

+ Racord WLST scripes

+ Change Console preferences

+ Manage Consals extensions

* Monitor servers

= Partition Work Managers

= Servers
» Clusters

= Server Templstes

System Status

Heazlth of Running Servers as of 11:23 AM

" Failed (0}
" Crizical (0)

= Migratzbla Targets
» Coherence Clusters
= Machines
= Wirtual Hosts

« Virtual Targets

= Messaging

» Deployments

JMS Servers

« Store-and-Forward
Agents

= IMS Modules

= Path Services

= EBridges

- Log Files

- Diagnostic Modules

= Builtin Diagnostic Modules
= Dizgnostic Images

- Request Performanecs

« Archives

= Context

- SHMP

« Interceptors

ORACLE




3. Click Domain Name > Services > Data Sources. The following window is displayed.

ORACLE WeblLogic Server administration Console 12¢

Change Canter
View changes and restarts

Click the Lock & Edlit button to modify, add or
delete items in this domain.

Lock & Edit

Release Connguration

Domain Structure

OFSLLREL_domain
#F-pomain Pertitions

3}-Messaging

Data Sources
Parsistant Stores

=ign JNDI Providers

-XML Entity Caches
jcom

i—Mail Sessions

How do L.. =]

Creste IDBEC generic data sources

Create JDBC GridLink data sources

Create JDBC multi data sources
» Creste UCP data sources

s Creste Proxy data sources

System Status

Hezlth of Running Servers as of 7:58 PM
[ Faied(0)

[ Critical (0)

Overloaded ()

4. Click ‘Lock & Edit’
Data Source’.

{8} Home Log Out Prafersncas

e ° N
LS

Welcome, weblogic |Gnu1ertzd to: OFSLLREL_domain

Help |

Home =Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monitoring

A JDBC data sounce is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC

connactions. Applications can
source,

This page summarizes the JDBC data source objects that have been crested in this domain.

| Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edir button

look up a data source on the JNDI tree and then borrow a database connection from a data

n the Change Center to activate all the buttons on this page.

MNew ~ Delete Showing 1 to 9 of 9 Previows | Next
Name & Type |INDIMame Targets
AG-IM5-DE Generic | 3dbc/agimsdb OFSLL_Manzgedserver
jdbe/dbk105nIEIBDS Generic | jdbc! JBDS WS._|
LocalSveTolDataSource  Generic | jdbo/LocalSweTblDataSource | AdminServer
mds-adf Ganeric | jdbc/mds/adf AdminSenser, OFSLL_ManagedServer
OFSLL Generic | jdbc/ofsliDBCoNNDS AdminServer, OFSLL_ManagedSarver
= AdminServer, OFSLL_ManagedServer,
opss-audit-DEDS Generic | 3dbc/AuditAppendDataSource W b
e 3 woTe AdminServer, OFSLL_ManagedServer,
= iy 4 . |
opss-audit-viewDs Generic | jdbe/ AuditviewDataSource WS, ManegedServar
= 1l AdminSenver, OFSLL_ManagedServer,
opss-data-source Generic | jdbc/OpssDataSource WS, ManagedServer
WLSSchemaDataSource  Generic | jdbc/WLSSchemaDataSource
N
New - Delete

ORACLE Weblogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist, Click the Release
Configuration bumon to zllow others to adit the
domain.

Lock & Edit

Release Configuratian

Domain Structure
OFSLLREL_domazin
[3-Domain Partitions
@ Environment
i—Deployments
E}-Services
- Massaging
—Data Sources
Persistent Storss:
i—Forsign JNDI Providers
wiork Contexts
XML Registries
XML Entity Caches
jEom
i—Mail Sessinns

How do L.

m

Crezte JDBC generic dats sources

Crazte JDBC Gridlink data sources

Crezte JDBC multi data sources

= Create UCP data sourcas

= Provy dats sources

System Status =]
Heszlth of Running Servers as of 7:58 PM

Failed {0}
Critical (0)

Onarinadad (o)

{8 Home Log Out Braferences

Home > Summary of JDBC Data

Summary of IDBC Data Sources

Configuration  Monitoring

A JDBC data source s an object bound to the JNDI tree that provides detabass connectivity through & pool of JDBC
connections. Applications can leok up a data source on the INDI tree and then borrow a database connection from a data

source,

This page summarizes the JDB

¢ Customize this table

Data Sources (Filtared - More Columns Exist)

Showing 1 to 9 of 9 Previous | Next

button on the left panel. Click ‘New’ on right panel and select ‘Generic

Record Help La,

<> B

Welcome, weblagic | Connected to: OFSLLREL_domain
Sources

C data source objects that have been crestad in this domain.

| New~ | [Delet= Showing 1to0 9 of 3 Previous | Next
Generic Data Sou
Type | INDIName Targets
GridLink Data Sour
Multi Daa Souros Generic | jdbc/2gymsdb OFSLL_Manzgedserver
Priny Dot Soree. P 00 jdbc/dbk10SnIEIBDS W5_ManagedSarver
\UCP Dats Source Lrce  Generic | jdbc/LocalSvcThIDamSource | AdminSanver
T Generic | jdbc/mds/adf Ad , OFSLL_ ! d
[ | oFsie Genaric | jdbc/ofeiDBCONNDS AdminServer, OFSLL_ManagedSarver
= S ; Admi . OFSLL_M; d
[ | opss-2udic-DEDS Generic | jdbc/AuditAppendDataSource W5, ManageciServer
el Ad OFSLL o
A : . %
[ | opss-audit-viewDs Generic | jdbe/ AuditViewDataSource WS ManagedSarver
e s Admi + OFSLL_| d
[ | ops=-data-source Generic | jdbo/ OpssDataSource WS, ManagedSarver
[ | wiSSchemaDstaSource  Generic | jdbo/WLSSchemaDataSource
| New~ | [Delste

Showing 1to 9 of 3 Previous | Mext

3-2
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5. Specify the following details:
ORACLE weblLogic Server Administration Consale 12¢ _A

Change Center {8 Home Log Out Preferences [B] Record Help | &

Wiew changes and restarts Welcome, weblogic |Cazmetnzd to: OFSLLREL_domain

oy ey
B b e S TR R, Home »Summary of Sendcss »Summary of JDBC Data Sources
Configuration butson 1o sliow others to =dit th
Py =low otners ® | | Create a Mew JDBC Data Source
main,
Lk Ty Baek | [Next| | Eirish | Cancei |

Release Configuration

JDBC Data Source Properties
Domain Structure Tha foliowing propartiss will be used to identfy your new JDBC dats sourcs.
OFSLLREL domain * Indicates required fields

What would you like to name your new JDBC dats source?

Sacurity Reslms & " Mama: idbe/dbk105nIEJBDS
F-Interopersl
# Disgnostics

What scope do you want to create your dats source in 7
Scope: Global[~]

What JNDI name would you like to assign to your new JDBC Datz Source?

4% INDI Name:

How do L. = Sdbc/dEkl0SnlEJBDS
P ~
- Craste JDBC generic data sources
+ Create LLR-enabled IDBC data sources
v
System Status =]
Health of Running Servers as of 9:04 AM What database type would you ke to select?
S
atled {0) Database Type: [Cracie
Criscal (0]
Overloaded (0}
— Hack| [Meat] |[Finish | Cancel
arning (0) \—E SR0oES
I Ok (2)

— Enter Data source Name.
— Enter JNDI Name as ‘jdbc/dbk105nIEJBDS’.
— Select ‘Oracle’ as Database Type.

6. Click ‘Next’. The following window is displayed.

7. Select the Database Driver ‘Oracle's Driver(Thin) for Instance connections;Versions:Any’
as shown.

ORACLE Weblogic Server Administration Console 12¢ _A

Change Center {8 Home Log Out Prefersnces Record Help |.&
View changes and restarts Welcome, weblogic |Ca!u\et|:ad to: OFSLLREL_domain
Mol pienthng changes exist, Click: the: Relcase Home »Summary of Senices >Summary of JDBC Data Sources
ggnf:gurauon button to allow others to adit the T LUl Y —
rmain.
R Bl Back | | Next | Finish | Cancal

Release Configuration

JDBC Data Source Properties
Domain Structure

©FSLLREL_domain
#-Domain Partisions

The following properties will be used to identify your new JDBC data source.

=} Environment _i'_“zh'se Oracle

+—Deploymants ypes

B-Services = = 7 = = — =
Sicuricy Rsliis ‘What database driver would you like to uss wo create database connections? Motet * indicates that the driver is explicitly

I supported by Oracle Weblogic Sarver.
+H-Intaropersbiliny

[#1-Diagnostics

Database |sOracle’s Driver (Thin) for Instance connections: Versions Any [~
Driver: -
Back | | Next | Finish | Cancel

How do I... =]

» Crests IDBC generic data sources

= Creste LLR-enabled JDBC datz sources

System Status =
Hezlth of Running Servers as of 10:00 AM
Failed (0}
Critical (0)
[ Ovarlosded (0}

Warning {0)

[
K ()

3-3 ORACLE



8. Click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Administration Consale 12¢ _A

Record Help | Q

Change Canter @ Home Log Out Preferences

View changes and restarts Welcome, weblogic |Camd o1 OFSLLREL_domain
M iy b s, ik the Halkicen Home >Summary of Senvicss >Summary of JDBC Data Sources:
g:nmf?l:lrauon buttan to allow others to adit the T Iy ——

Eodk i bl [Back| [Next| |[Fimsh] | [Cancel]
Release Configuration

ion Options
Domain Structure You have seleczad non-%A JDBC driver m create databasa connection in your naw data source.
OFSLLREL_domain
o = sons? - = 1
ES Partitionis Does this data source support global transactions? If yes, please choose the transaction protocol for this data source,
#H-Environment .
L Degloymants k] Supports Global Transactions
*h-Sarvices
Sy R Select this option i you want to enzble non-XA JDBC connections from the data source to paricipate in global transactions

u E 1 i
Bl-Interoperabi wusing the Logging Last Resowrce (LLR) transaction optimization. Recommended in place of Emulate Two-Phass Commit.

[#-Diagnostics ~

() Logging Last Resource
Select this option if you want to anzble non-XA JDBC connections from the data source to emulate participation in global
transactions using JTA. Select this option only i your application can wolzrate heuristic conditions.

() Emulate Two-Phase Cammit

How do T... Select this option # you want w0 ensble non-XA JDBC connections from the data source to participate in global transactions
wsing the one-phass commit transaction processing. With this option, no other resources can participate in the global
= Crazte IDBC generic data sources transaction.

= Crzate LLR-enabled IDBC data sources Py S ey

System Status =] Back | | Next |Finish | Cancal

Health of Running Servers as of 10:01 AM
[ Failed(D)

Crizical ()
[ Overloaded (0}
[ Warning {0)

ok (2 v

9. Click ‘Next’. The following window is displayed.

P e e g | e s e

Home >Summeary of Sen

Mo pending changes exist. Click the Releasa >Summary of JOBC Data Sources ~
xnﬂguramn butron to allow others to edit the Create s New IO Data e
msin. Saw
Eack At Hack | |Mext | Finish | Gancal
Release C
c o >
Domain Structure Dafine Connection Proparties.

OGFSLLREL_domain
[F-Domain Partisons
=1-Environment

What is the name of the database you would like to connect w?

- Dagloyriaiis Database Name: oLLDB
F-Sarvices
Security Reslms What is the name or IP address of the datmbass server?

FH-Interoperzbi
=1-Disgnostics

Host Name: ofsll.oracle.com

‘What is the port on the dstabase server used to conneact to the datzbasa?

Part: 1521
How do L. =] Wihat databass account user name do you want to uss w create database connectons?
= Create JDBC generic data sources Database User Name: OFSLLREL

= Crests LLR-enabled JDBC dats sources

‘Wihat iz the datzbase account password to use to creste datsbase connactions?
System Stabus =}
Password:

Health of Running Servers as of 10:03 AM bttt

Failed (0} Confirm Password:

Crisical ()
[ overloaded (0}
'7 Warning {0) Additional Connection Properties:
I < (2)

woracle.jdbc.DRCPConnectionClass:

| Back | | Mext| | Finish |-:‘_=nne|

10. Enter the Database details.
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11. Click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Administration Console 12¢ _ ~

Change Center 1@ Home Log Out Preferences [54] Record Help | L&

View changes and restarts Welcome, weblogic | Connectad to: OFSLLREL_domain
==

N I Home >Summary of Senices >Summary of JDEC Data Sources

Configuration buttan to allow others to edit th

e, e sllew orhars = Create 2 Mew JDBC Data Source
Lok FEa Test Configurats | |Basck| [Mext]| nish | || Cancel |
Release Configuration
Test Database Connection

Domain Structure Test the datsbase zvailability and the connection properties you pravided.

OFSLLREL_domain - . i
: e ; = ' 7
- Domain Partitions What is the full package name of JDBC driver class used to creave databass connections in the connaction pool?

&} Environment i 5 .

—Deployments
BH-sanices
Security Realms Driver Class Name:

|oracle jdbe OracleDriver

=-Disgnostics
What is the URL of the datbase wo connect 107 The format of the URL varies by JDBC driver.

URL: jdbc eracle thin:@ofsll.oracle.com: 1521:0LLDB

Wihat database account wser name do you want to use to create database connectons?

How do L. = M i i OFSLLREL
Name:
- Creste JDBC genaric data sources

‘What is the dastabase account password to use to create destabase connections?
» Creste LLR-enabled 1DBC data sources

System Status =
Haalth of Running Servers as of 10:04 AM Password:
[ Failed (0}
T Criveal (9) Confirm Password:
T Gwerlosded (0}
[ Warning (0}

ok (2}

What are the properties to pass to the JDBC driver whan creating dstabsse connections?

12. Click ‘Test Configuration’. The following window is displayed indicating a confirmation
message as ‘Connection test succeeded’.

ORACLE Weblogic Server Administration Consale 12c —/\

Change Canter @ Home Log Out Preferences Record Help | &

View changes and restarts Welcome, weblogic |Cumd to: OFSLLREL_domain
Mo pending changes axist, Click the Relazsa Home »Summary of Services >Summary of JDBC Data Sources

Configuration button to allow others to adit the Messages

domain,

4 Connection test succeeded,
Lock & Edit

Helencs Coniutaton Create a New JDBC Data Source

Test Configuration | | |Back | |Mext| ||Finish Cancel
Domain Structure R R R R

OFSLLREL_domzin Test Database Connection

[3-Domain Partitions B

Bl Environment Test the datzbase availability and the connection properties you provided.
Deployments

What is the full package name of JDBC driver class used to create database connections in the connection paal?

#-5anvices
Sacurity Reslms Mote = L

3 Interoperabil

- Diagnostics
Driver Class Name: | granie idbe. OracleDriver
What is the URL of the databas= to connect to? The format of the URL varizs by JDBC driver,
ML jdbc .oracle:thin:@ofsll.oracle.com:1521:0LLDE

How do L... =]

What databass account wser name do you want to us= 1@ create database connections?
» Creats JDBC generic data sources

Database U
» Crzzte LLR-enabled IDBC datz sources Name: e ‘OFSLLF\’_EL
System Status B What is the datzbase account password to use to create databasa connections?

Hezlth of Running Servers as of 10:05 AM

Failad {0}

T criseal 0) Password:
Overlozdead (0}
I Warning (0] Confirm P; d

! = ane . .
I oK (2} ! v
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13. Click ‘Next’. The following window is displayed.

ORACLE weblLogic Server sdministration Consale 12¢

Change Canter
View changes and restarts

No panding changss svist, Click the Relazss

Configuration button to allow others to edit the

domain.
Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
#-Domain Partitions
#-Emvironment
—Deployments
i*-Sarvices
Security Ri
F-Intaroperabilin
31 -Diagnostics

&) Home Log Out Preferences

Record Help |

N

&

Welcome, weblagic |Ca!met|:ad o: OFSLLREL_domain

Home >Summary of Senvicss >Summary of JDBC Data Sources:

Create a New JDBC Data Source
| Back | [Wexi] || Einish] | [ Cancel]

Select Targets

You c2n szlect one or mare targers o dzploy your new JDBC dara source. TF you don't selact 3 targer, the dets soures will
be created but not deployed. You will need to deploy the dats source at a latar time.

Servers

[] AdminServer

[] oFsLL_ManagedServer

WS_ManagedServar

| Back| [Teext | Finish |'C_=nne|:

How do I... =
» Create IDBC generic data sources

» Craste LLR-enabled IDBC data sources
System Status =]

Health of Running Servers as of 10:06 AM
Failed (0}

Criscal (3)

Overloaded (0}

[ Warning {0}

()

14. Select ‘WS_ManagedServer’ as the target Web service Server and click ‘Finish’. The
following window is displayed.

ORACLE Weblogic Server Administration Console 122

Change Center

Wiew changes and restarts

Pending changes exist. They must be activated

to take effect
| « Activate Changes "]

Undo All Changes

Domain Structure
OFSLLREL_domain
[3-Domain Partitions
Environment

Deployments
Hh-Services

Security Reslms
[+ Intaroparabiliny
[#- Dizgnostcs

How do L...

= Craatz IDBC generic data sources
= Craatz JDBC GridLink data sources
= Creatz IDBC mult data sources

= Create UCP datz sources

= Create Proxy data sources

System Status

Hezlth of Running Servers 2= of 10:08 AM
~ Failed (0}
~ Critical (0]

[ Overloaded (0}

{8} Home Log Out Prafersnces

| Record Help

e < B

L=

Welcome, weblogic |a:md to: OFSLLREL _domain

Home >Summary of Senices >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monimring

A JDEC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up a data source on the JNDI tree and then borrow 3 database connection from a dam

source.

This page summarizes the JDBC dats source objects that have been crested in this domain,

¢ Customize this table

Data Sources (Filtered - More Columns Exist)

| Newew | [Deits Showing 1 to 9 of 3 Previous | Next
[ | name s Type | JINDI Name Targets
O | Ag-ms-D8 Generic | jdbc/agimsdb OFSLL_MznsgedServer
[ | jdbc/dbk10EnIEIBDS  Generic | jdbc/dbk105AIEIBDS W5_ManagadSarver
[ | LocalsveThlDataSource  Generic | jdbc/LocalSwcThbiDataSource | AdminSanver
[ | mds-adf Generic | jdbo/mds/adf Adi + OFSLL_|
[ | oFsLL Generic | jdbc/ofsiDBCONNDS d . OFSLL |
: 2 Admi , OFSLL_|

[ | opss—=udit-DBDS Generic | jdbo/AuditAppendDataSource WS,_ManagedSarver

o 1 F— y d , OFSLL_| o
[ | opss-sudit-viewDs Generic | jdbe/AudittiewDataSource | MRS, BEAL

o o Adh . OFSLL |
[ | opss-data-source Generic | jdbe/OpssDataSource WS ManagedSarer
[ | wisschemaDataSource  Generic | jdbo/WLSSchemzDataSource

New~ | | Delete

Showing 1 to 9 of 9 Previous | Next

15. Click ‘Activate Changes’.

Similarly follow the above steps to create the following data sources:
— jdbc/dbkwsDS
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ORACLE WeblLogic Server administration Consale 12c
Change Center
View changes and restarts

Click the Lock & Edlit button to modify, add or
deleta items in this domain.

—  jdbc/INTHukWznGOb4es;j
E o B

Welcome, weblagic |Ccv:na:hed to: OFSLLREL_domain

{8 Home Log Out Praferences [£2] Re- Halp | @,

Home »Summary of =< >Summary of JDBC Data Sources
Messages

Lock & Edit «# All changss have besn actvated. No restsrts ars necessary

Release Confguration

Summary of JDBC Data Sources

Domain Structure
OFSLLREL_domain

Configuration = Monitoring

A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up a data source on the INDI tree and then borrow a databass connection from a daw
source.

This pags summarizes the JDBC data source objacts that have been craated in this domain.

b Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Ediit button in the Change Cantar to activate all the buttons on this page.

New Delete Showing 1to 9 of 9 Previous | Mext
How do L. -
e Name Type | INDI Name Targets
IDBC generic data sources .
AQ-IMS-DB Generic | jdbe/agymsdb OFSLL_Mansgedserver

JDBEC GridLink data sources
JDBC multi data sources

UCP data sources

jdbe/dbk105nIEIBDS

Ganaric
P

jdbe/dbk105nIEIBDS

W5_ManagedServer

TiDataSounce Lianeric

jdbefLocalSvcThlDataSource

AdminServer

=t= Prosy data sources Generic | jdbe/mds/adf AdminSarver, OFSLL_ManagedServer

Generic | jdbe/ofsIDBCONNDS AdminSsrver, OFSLL_ManagedServer

System Status AdminServer, OFSLL_ManagedServer,

WS5_ManagedServer

AdminServer, OFSLL_ManagedServer,

opss-zudit-DEDS Generic | jdbe/ A DataSource

Hezlth of Running Servers as of 10:08 AM

opss-auditviewDs Generic | jdbe/AuditViewDataSource

~ Failed (D) WS_ManagecSarver

_ Crincal (0) AdminSarver, OFSLL_}

= e opss-data-s ric | jdbc/OpssDat: ShuE ! . L
Overloadad (0) opss-data-sourca Ganaric | jdbc/OpssDamasource W5, ManmteciServer

3.2 Working with SSL

Itis not recommended to run OFSLL WebServices with the test certificates in production. You
have to get:

1. Vendor public production key/certificates for SSL handshake. These have to be imported
into weblogic truststore.

2. RO public production key/certificates to validate digital signature in the RO inputs. This
has to be imported into dIs_cacerts keystore mentioned in the configuration file.

3. Generate production grade public/private key signed by appropriate CA. The public key
has to be shared with RO so that they can validate digital signature in OFSLL requests.
The corresponding private key should not be shared, should be imported into dls_cacerts
keystore mentioned in the configuration file and used to add the digital signature in RO
requests.

Additional Notes

e While testing with the test certificates, you may get error: ‘Signature verification failed
because RSA key public exponent [3] is too small’.

— As a fix, you need to add the following in the start-up script:
‘Dweblogic.security.SSL.allowSmallRSAExponent=true’

e You may encounter error: ‘java.security.InvalidKeyException: lllegal key size or
Cipher not initialize’.

— As afix add the following in the start-up script: ‘Dweblogic.security.SSL.nojce=true’

e You may encounter error: ‘java.security.InvalidAlgorithmParameterException: the
trustAnchors parameter must be non-empty’.

— As afix remove the ‘-DUseSunHttpHandler=true’ SSL option if any from the startup
script.

3.21 Steps to Import Certificates to keystore

1. The JKS(dIs_cacerts) should be available under /WEB-INF/classes/config.
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2. Save all the certificates from the vendor website. Note to save the certificates in "Base-

Click on the padlock and choose ‘View Certificates’.

(W e soucecom s e g ENRENGD il o

v
X

o § e

i i

64 encoded X.509(.CER)" and with extn .cer. Steps for saving certificates from the vendor
website:

Click on the Certification Path tab and select the certificate with the ‘Name’ and ‘Issued

To’ the same as the user-defined ID.

General | Details | Certification Path |

Certification path

(53] GeoTrust Global A
I [55] GeoTrust S5L CA

BB vwww . oracle. com

Certificate status:

View Certificate

lms certificate is OK.

Learn more about certification paths

Go to the Details tab.

| General | Details |cer Path |
Show: [ﬂh v]
Field Value -
[ ] version v3 L
|- | serial number 0266 db
[ signature algorithm shaIRSA
[ signature hash algorithm shal
[ ] 1ssuer GeoTrust S5L CA, GeoTrust, ..
[] valid from Sunday, July 28, 2013 7:12:5...
[-] valid to Saturday, March 08, 2014 2:1,..
[ lebiaet e aea e rrm_Fantent Ma o

Learn more about certificate details

| EditPropertes... |
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3.2.2

3.2.3

3.3

e Click on the ‘Copy to File’ button, and click ‘Next’. Select ‘Base-64 encoding’ and save
the file somewhere on your local computer.

X

Export File Format
Certificates can be exported in a variety of file Formats.

Select the formak you want to use:

I Indade t

€ pers

IS lInde o
I5 Erooe=u
I | Defet

< Back | et > | Cancel |

3. Run following command to import certificate into JKS(dls_cacerts)

"keytool -keystore <Key store Path> /dls_cacerts -import -trustcacerts -file
<Certificate location in file system>\xxx.cer -alias <alias as mentioned in config file>

4. Run following command to view details of certificate like expiration date of certificate etc.

"keytool -list -rfc -alias alias <alias as mentioned in config file> -keystore <Key
store Path> /dIs_cacerts

"keytool -list -v -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

For more details on keytool refer the link: http://docs.oracle.com/javase/7/docs/technotes/
tools/windows/keytool.html

Enable SSL Debuqgging

SSL debugging can be enabled by adding the following to managed server start-up script:
‘Dssl.debug=true’

Connecting to service supporting only TLS protocol

For WLS 12c by default (acting as a client) will send sslv2 hello for the SSL handshake to TLS
service. The TLS service will not respond to SSLv2 hello and the connection will be dropped.

The fix for the problem is to set Dweblogic.security.SSL.protocolVersion=TLS1 at the
Managed server level in which the WebServices have been deployed.

Create RouteOne Credentials and System Policies

In order Configure RouteOne, you need to create credentials and system policies.

1. Login to Oracle Enterprise Manager 12c (http://hostname:port/em).
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2. Onthe left panel, right click on OFSLLREL_domain and select Security > System Policies
> Credentials. The following window is displayed.
ORALCL & Enterprise Manager Fusion Middlewsre Control 12c Hi wesloge Domain ~ weblogic =

=== OFSLLREL_domain &

E== 45 webLopic Domain Sep 15. 2007 3:51:%0 P IST )
Diomain_OFSLLREL domein/OFSLLREL _damain > C
Credentials

the repostiony of security data that o he suthority of enities used by Jaws SE, Java EE, and ADF sppiications. Applications can use the Credential Stora, a single
prowi ore and manage their credentisls secursly.
re P

Vi Create man | -4 Create Key Credential ey b 5% Demen

Credential Type Description

» [~ ofshhnpEstenseindi

3. Click ‘Create Map’. The following window is displayed.

Create Map

Acredentialis uniquely identiied by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name define a logical group of credentials, such as the credentials used by the application. All map names in a
credental store must be distinct

*MapName ofsilintrouteond  x

OK  Cancel

4. Enter Map Name as ‘ofsll.int.routeone’ and click ‘OK’.
5. Click ‘Create Key'. The following window is displayed.
Create Key x

Select Map ofsiLin.routeone ﬂ

*
Key routeone key store password

Type Password ﬂ

* User Name keystorePassword

* Password essssssess

* confirm

(I I X1 XY )
Password

Description Update keystore F‘assword

OK Cancel

6. Click ‘OK'.

Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Maps Key Name Username Password Description
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3.4

3.41

ofsll.in
t.rou-
teone

routeone_key_- keystore- changeit The keystore password

store_pd Password

routeone_key_alias roKeyAlias routeone_- RouteOne's public key

pub_tst alias name.The public

key is needed to verify
the xml signature of the
request.

routeone_ss- sscroKeyAlia | ssc_route- OFSLL's private key

cro_key pd s one alias name. The private
key is used to sign xml
response to RouteOne

routeone_ss- sscroKey- demot- OFSLL's private key

cro_key passsword Password estSSCR1 password

You need to provide access permission for the below mapping. For details on how to set the
access permission, refer to section ‘Create Credentials and System Policies’ in Application
Installation guide.

.. Permission
Permission Class Resource Name .
Actions
oracle.security.jps.service.cred- context=SYSTEM,mapName= read

store.CredentialAccessPermission

ofsll.int.routeone keyName=*

Deploying Webservices

Deployment of WebServices in Enterprise Manager

1. Download and unzip the WebServices - ofslixws.zip.

2. Following is a mapping of which EAR is needed for which service:

dbkls-xxws.ws.app-dt.ear

dbkls-

XXWS.WS.app-

ds.ear

dbkls-xxws.ws.app-ro.ear

DT Interface: To receive loan
application from dealer track

DS Interface: To
receive edocs appli-

cation update

RO Interface: To receive loan
application from route one

DT Interface: To receive loan
application/deal update from
dealer track

DS Interface: To
receive edocs com-

ment update

RO Interface: To receive loan
application/deal refresh from
route one

DT Interface: To receive com-
ments from dealer track

DS Interface: To
receive edocs loca-

RO Interface: To receive com-
ments from route one

tion update
LOSPostStatusRequestSer- LOSPostStatusRequestSer-
vice: To post comments to vice: To post comments to route
dealer track one
LOSPostStatusRequestSer- LOSPostStatusRequestSer-
vice: To post application sta- vice: To post application status
tus to dealer track to route one
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ILOSPostDealerDetailsSer- ILOSPostDealerDetailsSer-
vice: To post dealer details to vice: To post dealer details to
dealer track dealer track

LOSEContractService: To
recieve contract information
from RouteOne

3. Unzip all the ear files present:
— dbkls-xxws.ws.app-dt.ear
— dbkls-xxws.ws.app-ro.ear
— dbkls-xxws.ws.app-ds.ear

4. Open each of the unzipped files and unzip the war file.

-bash-4.1% unzip ofsllxws.zip -d ofslizws
Archive: ofsllxws.zip
inflating: ofsllzws/dbkls-xxws.ws.app-ds.ear
inflating: ofsllxws/dbkls-xxws.ws.app-dt.ear

inflating: ofsllxws/dbkls-XxwWs.Ws.app-Io.ear
-bash-4.15 cd ofsllxws

-bash-4.1%1s
Ibkls-xxws.ws.app-ds.ear dbkls-xxws.ws.app-dt.ear dbkls-xxws.ws.app-ro.ear
-bash-4.15unzip dbkls-xxws.ws.app—ds.ear -d dbkls-xxws.ws.app-ds
Archive: dbkls-xxws.ws.app-ds.ear
creating: dbkls-x®ws.ws.app-ds/META-INE/
inflating: dbkls-xxws.ws.app-ds/METL-INF/application.zml
inflating: dbkls-xxws.ws.app-ds/dbkls-xws-web-dz.war
-bash-4.15cd dbkls-xxws.ws.app-ds
-bash-4.1% 1s
ibkls-xws-web-ds.war METR-INF 3
-bash-4.1% unzip dbkls-xws-web-ds.war -d dbkls-xws-web-ds
Archive: dbklz-rws-web-dz.war
creating: dbkls-xws-web-ds/WEB-INF/
creating: dbkls-xws-web-ds/WEE-INF/claszes/
creating: dbkls-zws-web-ds/WEB-INF/classes/com/ I
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofas/
creating: dbkls-gws-web-ds/WEB-INF/classes/com/ofas/f11/
creating: dbkls-zws-web-da/WEB-INF/classes/com/ofas/f1l/utila/
creating: dbkls-xws-web-ds/WEE-INF/classes/con/ofss/f11/xws/
creating: dbkls-xws-web-ds/WEE-INF/classes/con/ofss/f11/xws/dialerintegration/
creating: dbkls-zws-web-ds/WEB-INF/classes/com/ofss/f11/xws/exception/
creating: dbkls-zgws-web-ds/WEB-INF/classes/con/ofss/f11/zws/lookap/
creating: dbklz-xws-web-da/WEB-INF/classes/com/ofza/f11/xwa/xas/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/f11/xws/xcl/
creating: dbkls-xws-web-ds/WEE-INF/classes/con/ofss/f11/xws/xcs/

.- 1 freme wme i = Fmmwr

5. It creates a WEB-INF file

—hash-4.151=
dbkls-—xw=z—-web—ds.war METL-IHNE WEE-IHNF

After unzipping the war file to directory, the directory will have the following structure

e / dbkls-xxws.ws.app-ds / dbkls-xxws.ws.app-dt / dbklsxxws.ws.app-ro
WEB-INF (directory)
---->classes (directory)
- config
- class files (in package folders)
----- > lib (directory)

- OfsllCommonCSF jar
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------ > wsdl (directory)

- *.wsdl

..... > *-java-wsdl-mapping.xml

----- > web.xml

..... > weblogic.xml

----- > weblogic-webservices.xml

----- > weblogic-webservices-policy.xml

..... > webservices.xml

6. To edit the web interface config files, navigate to the above WEB-INF > classes > config.
Edit the following configuration files with the application url and port.

For complete details on configuration parameters, refer to “Appendix - Configuration
parameters” section in Appendix chapter.

e ds_servlet_init.conf-This is the configuration file only for edocs servlet interface

#### XML schema to use when validating incoming application update
#### (comments) messages

#### URL for OFSLL eDocs web service

LOSeApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSeApplicationRequestService
LOSApplicationCommentUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationCommentUpdateService
LOSApplicationLocationUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationLocationUpdateService

#### URL for OFSLL application update web service

e dt servlet_init.conf- This is the configuration file only for dealer track servlet interface

#### URL for OFSLL new application web service

LOSApplicationRequestServicelURL = http://<localhost>:<porty/dbkls-xws-app-dt/LOSApplicationRequestservice

#### URL for OFSLL application update web service

LOSApplicationUpdateServiceURL = http:f/<localhast>:<port>/dbkls—st—app—dtfLO%EFplicationUpdateService

e ro_servlet_init.conf- This is the configuration file only for route one servlet interface

##%#% URL for OFSLL new application web service

LOSApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-—xws-app-ro/LOSApplicationRequestService

#### URL for OFSLL application update web service

LOSApplicationUpdateServiceURL = http: <localhost>:<port>/dbkls—xws—-app-ro/LOSApplicationUpdateService

#### URL for OFSLL e contract web service

LOSeContractWebServiceServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOSEContractService
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7. Login to Web Logic application server enterprise manager (e.g.: http://hostname:port/em)

SIGN IN TO

Domain Domain_OFSLLREL_domain
* User Name
* Password

[ Login to Partition

ORACLE"

8. Enter valid login credentials. The following window is displayed.

OORALCL € enterprise Manager Fusion Middleware Gontrol 120 i Weblogic Domain v  wablogic
T== OFSLLREL_domain @ Paw= [ w | AutoRefresh OF
¥ WebLogic Demain Sep 26, 2047 B:15:37 PM IST )
@ Information

Certain functicnality on this page is availabla only when you own the adit session lock. To obtain the lock, click “Lock and Edit™ in the Change Canter menu.

Administration Server

3 » Name AdminS=rver
Up
Host ofsilin.oracie com

Listen Port 0001

Servers
( » View v Create Delete Contral »  EF
Chaees Name Status Cluster Machine State Health Listen Port
AdminServer{admin) -+ Running  OK o001
OFSLL_ManagedSarver & Running  OK 8002
Beployments WS _ManagedSarver + Running Ok 004
@ ’
up
Domain Partitions
Domain Partitions b
Resource Group Templates < >

Columns Hidden 34 Servers 3of 3
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9. Expand the weblogic domain present in the left pane. The following window is displayed.

ORALCL_& Enterprizse Manager Fusion Middlewars Control 12c

Neblogic Domain « weblogic =

f= OFSLLREL domain © EEl = - ruwmreren on v
- WebLogic Domain = Epl s Mt )
@ Information Eoch&bow
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, olick "Lock and Edit” in t P Cohacarmiges 1 L\\,
SeTyo Administration Server
Name AdminServer
3ue
Host  ofsiLn.oracie com o All Cha:
Listen Port. 0001 ‘iew Restart Checklist
Clusters - Preferences
— Help
i s c Contral = [
Clustecs Name Status Cluster Machine State Health Listen Port
AdminServer{admin) = o Running oK 8001
OFSLL_ManagedServer T Runming  OK 8003
Deployments Vi i + Funning | OK o004

3
3w

Domain Partitions
Domain Partitions b

Resource Group Templates <

>

Columns Hidden 34 Servers 3of3

10. Right click on ‘WS_ManagedServer’ in left panel, select Application Deployment >
Deploy.

OORALCL_E  Enterprise Manager Fuswon Middiewars Cantrol 12c

WebLogic Domain weblogic = =

F OFSLLREL domain &

[ v | Auto Refresh  OF

WebLogic Domain = Sep 16. 2017 12:15:46 PH IST 4}

& Confirmation =

The edit session lock has been acquired. No pending changes exist

Servers Deployments
P Wiew =[] Showall Deployment ~ Ovemide =  Control =
3 e Name W Depioy bs Status  State Health
> B Redegloy T+ Acsive oK
3¢ Undeploy
Clusters
.+, Fetch Deployment Plan
»
Clusters
Deployments

1up

Domain Partitions

Domain Partitions )

Resource Group Templates <

Columns Hidden 4 Columns Frozen 1

Deployments 1

11. The following window is displayed.

OORACL_E’ Enterprise Manager Fuson Micdieware Gontrol 120

OFSLLREL_domain €

weblogis - ==

Salect Archive Seimer Targes

Deploy Java EE Application: Select Archive

Stap 1 efe | Mext | Cancel
Scope

4 Information

Setact 5 scops that you want to desioy this Sppscston to | Global ¥ e o i
Polications that reauire Cra:

Archive or Exploded Directory

Jsws EE sromiv fodiuies (AR fles), EJS Med
(CAR files). JDBC Mosuies. IMS Medul
presant on the sarver where Ener

AR files), Resource Adspter Meodules (RAR flas), Toher
il el i b e S i bl e el g e
TP Manager 1 runming

Archive is on the machine where this VWab browsar is running

. use the SOA
Compests aspioyrant wizs
Choose file | Mo file chosen 1f your sooliestion = nst 2 S¢
compesite or it doss not raqs
Archive or sxoloded diractory = on the servar whers Entersrise Mansgser i= running MBS rapository of ADE

mections, then you can de
 ——— yaur ssplisstion using this wi

[3 Aommistaton Console.
Deployment Plan

e depioyment pian is & fiis that cantains the deploymant so o can ’ so Blsn for
this spplication. Later in the deployment process. you can optionally edit th oymant plan and save it for & future deploymant of ths
spolication. If you 0o NOt Nave 3 deployment pian. one wil e e R T R S T
£ = done. The n is not when you desloy = librs:
& Craste s new dep! plan when

guraton is done.

Deployment pian is on the machine where this V¥eb browser is running.

[[Ghoose file | Mo e chosen

Deploymeant pisn is on the server whers Enterprise Mansger is running.

12. Browse to the folder containing the WebService.
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Eg: /ws-as/ofslixws/dbkls-xxws.ws.app

Click ‘Next'.

ORACL & prise

OFSLLREL_domain €»
-3

Select Archive Select Target

weblagic -

Fusion Contral 122

Back Step 1of4 | Mext | | Cancet

Select Archive

Deploy Java EE Application:
4 Information

Scope

Select 3 scops that you want to deploy this apphieation 1o e it ey
pplications th

Global ¥

R fiss). Conerance Archives

Archive or Exploded Directory
arcnme that is prasent on ©

= (VUAR filas). EJ5 M
and library files (Jar files) can be deployed

ter Moduiss
oy an explot

sdules (EJE AR filas). Ressurss A2
“fou can sikso o
 your application is a

cemposis, uss the SO,
Composis deployment wizard.
plication is not a SC&
or it does not require =

AD:

o man dzploy

No file chosen
Tha Ioestion on ssruar must B an sbsoluts path or =
diractory is on the sarver whars Enterprise M| network pat

Browse.

® Archive or expl

fves_asiofsibans dbkis-ows.ws_ app-dt ear

Deployment Blan
Sppemstion Ve ean uss 3 previously saues deploymant plan for this
Donally Sa% the deploymens pian and saue it for a future deployment of this appleaten. If
Process wnen dep o done. The

o sutomatically dusng the

oy

& Crest= 2 new

£l is done.

plan when

) Deploymant pian is on the machine whers this WWeb browser is running

o file shossn
iz on the sarver whers Entarprize Manager i

runming.
Browse.

13. The following window is displayed. Select the server on which the WebService needs to
be deployed. Click ‘Next’.
ORACLE Enterprise Manager Fusion Middleware Control 122

weblogic v

OFSLLREL_domain £
o ®

Select Targat

Sslsct Archive Applicstion Aftributes

Deploy Java EE Application: Select Target Back Swp2of4 | Next | Cancel
Select the WebLogic server or cluster that you want this application to be deployed to.
Select Name Type Deployed Applications
AdminServer Oracle Weblogic Server
OF5SLL_ManagedServer Oracle Weblogic Server
o 'WS_ManapedServer Oracle Weblogic Sever
S

ORACLE



14. The following window is displayed. Check the context root and select the Distribution
option as ‘Install and start application (servicing all requests)’. Click ‘Next’.

ORACL & B

OFSLLREL_domain &

- Fusion

Contral 120

weblogic =

Setect Archive Select Target Application Deploymen: Sestings
Rttribuotes
Deploy Java EE A A Back  StecZof4 | Mext | Deploy | | Cancel
i Hide Deployment Summary -
Archive Type Java S Application =am ey
Deployment Plan  Greate = new plan
Target OFSsLL
Scope Giobal
Deployment Type Application
= Application Name | dbkis-owws.ws app-dt
Context Root of Web Modules
of Web module specified in Docurment Type Defindtion (OTD) based | cannot be n nesnager Mansger supcons schems based

Con
Spplication xmi onty.

Context Root
Skizsvs-mpp-dt

® Instal and star spplcation (servicing all requests)
© Instal and start applcation in adminisiration mode (servicing only administration requests)

© Instal onlye. Do not start.

« Other Options

15. The following window is displayed. Click ‘Deploy’.

ORACL " prise Fusion Control 122 weblogic
OFSLLREL_domain @
= = -
e Setect Target ensin Settings
Deploy Java EE ication: D S = v ora | Tt e

Deployment Plan  Create 2 new plan

Target OFSLL s

Scope  Global
Deployment Type  Application
Mame dbkis- -
wersien Mot versioned

P ——

Deployment Mode  Instal and star appScaton (servicing all requests)

Deployment Tasks
The 1able below lists commen tasks that you may wish o o befors desioying the apsscanan.

GoTo Task  Description

Corfigurs the WWeb medules in your Spoheaton

Name
Configurs Web Modules
Frigration Snd sthar sscurty behauor

Configure Application Security - poticy
- Deployment Plan
options which the tasis sbous Do net cover

ou can eptionally use the Edit Depioyment Fian option b se2 mors
Edit Deployment Flan
¥ou can cptionally save the depioyment pian to your local disk. You can redepioy this application lster using your saved depicyment pian and not have 1o =di the depicyment pian

Save Deployment Plan

16. The following window is displayed. Click ‘Close’.

Deployment Succeeded

ion. Exit the wizard and use the Change

pp-dt” is are pending
Summary
Scope  Gicbal

Wersion Mot versioned

Deployed Archive £y Zeluser.
Location ws.app-dt.ear

Archive Type Java EE Apghcation (EAR fis)

Deployment Mode  Install and start spplication {servicing il requesss)

o Target OFSLL_|

States | (OFSLL |

Context Root  dbkis-aws-app-dt

4 Hide Progress Messages

dbkis-

Zoiuser, FSLLREL

TST] Infbating degioy operation —
ive: =

IST] Archi
= 3pp-dt.ear
1ST] [Depicyer. 143140[The task cannot be processed further until the current edit session is activatad. VWhen this occurs, task
The wser can exit the deploysr tool without afiecting the task.
7 AM IST] Deploy operation completed.

17. If required, similarly deploy rest of the WebServices.

18. In case the context root has to be changed for the WebServices, it can be changed by
editing the application.xml or through the console. To change through console, login to
WebLogic Server 12c console (http://hostname:port/console).
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19. Go to Deployments > <select the service deployment> > Configuration General and
modify the context root to the recommended name as follows:

Service Service EAR Recommended Remark
Context
Edocs dbkls- dbkls-xws-app-ds | If this the recommended context
Interface XXWS.Ws.app- name is not used, then the Ser-
ds.ear vice URLs in the configuration
files needs to be changed
Dealer dbkls- dbkls-xws-app-dt | If this the recommended context
Track XXWS.WS.app- name is not used, then the Ser-
Interface ds.ear vice URLs in the configuration
files needs to be changed
Route dbkls- dbkls-xws-app-ro | If this the recommended context
One Inter- | xxws.ws.app- name is not used, then the Ser-
face ro.ear vice URLs in the configuration

files needs to be changed

20. Ensure that the application status is ‘Active’.
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4. Configuring Weblogic Policy on WebServices

After deploying WebServices, you must configure Weblogic Policy on WebServices.

To configure Weblogic Policy on WebServices

1. Login to WebLogic application server console (http://hostname:port/console). The
following window is displayed.

oRACLE WeblLogic Server Adminisirstion Console 12c

- D

Change Canter @) Home Log Out Praferences Q
View changes and restarts Welcome, weblogic | Cannected to: OFSLLREL_domain
Click the Lock & Edit button t modify, add or o
delete items in this domain,
Home Page

Lock & Edit
Information and Resources

Helpful Tools General I

Domain Structure » Configure spplications = Comemon Administration Task Descriptions
OFSLLREL_domain = Configure GridLink for RAC Data = Read the documentaition

[ Domain Partitions Source

o =tk s question oa My Cracls Support
- Environment * Configurs = Dynarmic Chuster

» Recent Task Stams

y Rezims -
[# - Interoperability -
[ Dizgnostics

Ser your consois preferences

Oracle Enterprise Managar

Domain Configurations

urce Group Temy es Ir r
+ Domain » Resource Group Templates = WTC Servers
» Jolt Connection Pools

How do L. = + Domain Partitions

= Search the configuration -
» Usa the Change Canter
= Record WLST scripts

= Change Console praferences + Servers

artition Work Managers - LogFiks

+ Diagnostic Modules

« Buitin Diagnostic Modules
« Diagnostic Images

= Manzpe Console extensions
= Monitor ssrvers

System Status

Health of Running Servers as of 9:25 AM
[ Failed (1)

[ Critical (0}

I Crearioadad (0}

! :

Warning (0)

= Clusters
= Server Templates
= Migratable Targets

= Coheranca Clusters

= Machines

= Virual Hosts

= Viral Targats

+ Work Managers

= Concurrant Tampiates

» Resnuire Maranemens

following window is displayed.

oRrRACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts

Click the Lock & S button to modify, add or
delate izems in this domain.

Lock & Edit

Domain Structure
OFSLLREL_doe
Domain Partitions
Emviranmant
Deployments
[~ Services

Security Rezims
[ Intaroparahbiliny
[ Dizgrostics

How do L. =]

- Install an enterpris= spabication

= Configure an enterprise application

aploy) 2n e =2 zpolication

= Deploy EJB modules
= Instsf a Web application

System Status =
Heslth of Running Sarvars as of 7:44 AM

{8 Home Log Out Preferences [&]

Hame =Summary

Summary of Deployments

Configuration | Contrel | Monitoring

+ Massaging
= M5 Sarvers

= Store-and-Forward Agents
= M5 Modules
= Path Servicss
= Bridg=s

+ Data Sources

Persistent Stores

- VAL Do

2. Click ‘Deployments’ which is available on both side panels as marked above.

-d Help Q

= Regquest Performanca
= Archives

» Conbext

- SHMP

Interceptors

= Monitoring Dashboard &

The

o

Welcome, weblogic | Cannzci=d to: OFSLLREL_domain

nment > Summary of Deployments

This page displays the kst of Java EE applications and szandalone application modules installed 1o this domain,

Yau can update {redecloy) or delete installed applications and modules from the domain by selecting the checkbox nexr to the
application name and then using the controls on this page.

To install 2 new application or modude for deployment o targets in this domsin, dlick Install.

| Customize this table

Deployments
Install] [Updsi] [D
MName o State Health Type Targets
coharence- AdminServer,
@ = Acive ¥ OK Acl@a W OFSLL ManzgedServer, Globa
transacon-rar P WS5_ManzgecServer
N Enterprise
Acive W OK TP e panagedterver  Globs
- i AdminServer,
i Acive POK JER L OFSLL MansgedServer, Globs
f12.2.1..0) WS_ManagedServer
H rzam Actve woOK  EMERIEMER e Globa
LE Agclication
ofsfla7 e wok BN oo wanocedooner Globs
Agglication
pcve ok Wb e Globa
Agclication
AdminSarer,
Actve WP OK PESINCE oo unedtener, Globa
Adapter

WS_ManagedServer

Scope Domain Partitions

Showing 1 o 7 of 7 Previous | Next

Deployment Order

100

100

400

100

150

100
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3. Click on application name dbkls-xxws.ws.app-dt on right side panel. The following
window is displayed.

ORACLE WebLogic Server Adminsirsin Consoie 126 s 2 oBh

Change Center @ Home Log Out Preferences 2] Record Help
View changes and restarts Welcome, -ahlog‘:| Connectad to: OFSLLREL_domain
Click the Lack & Edi button ta modify, add or Hame >Summary of Deployments >dbkis-roows.ws.app-dt

deletk deriein; thes damain. Settings for dbkls-soows.ws.app-dt

Lock & Edit

Flan G Security | Targets | Control | Testing | Monitoring | Motes

Relase Configiration

Click the Lock & Edlit button in the Change Canter to modify the settings on this page.
Domain Structure

OFSLLREL_domzin Sau
[ Domain Partitions
[ Environment: Usz this page 1o viaw the ganersl configuration of &n entarprisz sppfication, such 2 its name, the physical path w the apphication files,
Deplaymants tha assorizead daployment plan, 2nd 5o on. The table at the and of the page fists the modules {such as Wab apolications and E1Bs)
Ciss that are contminad in the encerprise application. Click on the name of the module to view and update its configuration.
Security Resims
-1 o 2
# Interoperability Name: dokdsoons.wes.zon-dt The name of this enterprise application.  More Infa...
[#- Dizgnostics
Scope: Global Specifies if this enterprise application is sccessible

within the domain, a partition, or & resource group
template.  More Info...

1 scranch/ app/ fmwl 2/ user_projects! domains! The path to the sourcz of the deployable unit on the
OFSLLREL_domain sysman/ upload/ deploy dbklssoows, ws. Administration Server. Mare Info...
How do I... =] app-dtf archive/ dbkls-omws. ws. app-dt. ear
= Start and stop a deployed enterpris2 Deployment {no plan sperified] The path to the deployment plan document on the
application Plan: Administration Server. More Info...
= Configure an enterorise application
- Create a deployment plan Staging (not szecified) Specifies whather 3 deployment’s files are copied
Mode: rom a sowrce on the Administration Server to the

» Targat an enterprise application o 3 server

] Managed Server's staging area during application
instance

preparation.  More Info...
= Test the modules in an enterprisz apphcation

Plan Staging [not soecified) Specifies whether an apphication’s deployment plan is
Mode: copied from a sowrce on the Administration Server to
Systas El
sl the Manzged Server's staging ares during spplication
Health of Running Servers as of 7:4% AM preparation. More Info...
Failzd (2] Security DDOnky The security model that is used to secure a deployed
Critical {0} Model: module.  More Info...
Overlozded {0}
[ waming (D) (. An int=ger valu that indicstes when this unit is
o Al Dgguluvmem: 100 deployed, reletive to other deployable units on & x

4. Scroll down the page.

Moduies and Companents -
Showing Ltalofl Previous | Next

Mame i Tyoe
" Enterzrice
5 coiisoous ws.app-o et
Eem
Nane ta dispizy
E Madules
dbiisxws-2pe-dt w
Appiiztian
5 wen Serices
o e B PR wen
@) service
@ CESA o Ay O St s Ao =
service
wes
ez
[ CESEesTTr R R s e wes
ERNEN
;i x wan
i Dot
- Service
@O SostD ez DetaiaS ey ice wen
sz
@ LookUDRecuesSe e wen
¢ sz
LS ARpiicatanAcTaurt e ESarvic e
= service
LS ApRicatanCommantipasteSarvice e
@) seriize
LS AppicatanLacatanUIpdsteService wen
sz
) LOSApplcatanFacu eSS rice wen
sz
) LoEApslatonEaaranR e e T ar e wer
@O AppicITanUpaateService wes
@ EEN
LosCaeuiaraTEance was
EEN
@) LOSThaestatusR s arcs wes
ERNEN
LoEsapplicatianfecuesEarios s
ERNEN
wwan
Lo
- Service
LS RastACTOuTtRd At S rvice g
sz
o wen
ez

ShowingLtalorl Previous | Nedt
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5. Click ‘WebServices CSSAccountSearchRequestService'. The following window is
displayed.

ORACLE  WebLogic Server adminsiaion Consce 12: )
Change Center @) Home Log Out Preferences Record Help || |
e et Welcome, weblogic | Connsciad to: OFSLLREL_domain
Chick the Lok & Edl button to modify, add or Hame =Summary of Depioyments =dbkls-oos. we.app-dt >C viee:
delete itams in this domain. Settings for C ' ==
Lock & Edit
Overview | Configuration | Securizy Monitaring
Release Configuration — il | 1l
Domain Structure A Web s=rvicz is 2 set of functions packaged into 2 single entity that is available to other systems on & network, It is implementsd

using a Java Web Senice (TWS) file, which is a Java clzss that uses WS metadata annomtions to specify the shape and behavior of

OFSLLREL domain the Web szrice,

[#- Domain Partitions

[~ Environment This page displays the general configuration of = deployed Web service, such as the name that 2opears in the Deployments tble of the
- Deploymernts Administration Conscle, name of the WAR or EIB AR file in which iz is packaged, and name that appears in the WSDL that

| piay . =

[~ Services describes the Web sarvics,

i~ Security Reaims

c I’jDerDFE.'ahlllt\« Deployment Name: dokds-cons ws.ano-dt Mame of the Web ssrvice as it appears in the

-~ Diizgnastics Deployments tble.  More Info...

Module Name: doicls-ows-web-dtowar Mame of the Wb serice archive file, sither 3 WAR
fil= or E1B JAR file depending on the Web service
features it implements,  Mare Info...

Service Name: CSSAccountSearchRequestSenics Mame of this Web service, This name appears in the

T = 'WSDL fike that defines the public contract of this Web

service.  More Info...

Instz'l 2 Web sarvice

Start and stop a Web service

Attach a Wi-Palicy file to 2 Web service
Configurs Web services

View the SOAP messaoe handlers of 2 Web
sErvice

View the WSDL of a Web service

Tast @ Wieb sarvicz

Manitor SOAP Wb sarvices

Manitor SOAP Web service clints

System Status =]
Health of Running Servers as of 7:55 AM

[ Rl -

6. Select ‘Testing’ tab and click “?WSDL’ link in Test Point column adjacent to the service
name in the table.

ORACLE WeblLogic Server Administration Consale 12c =
Change Center {8 Home Log Dut Frefersnces [&] Welcome, weblogic | Connected to: OFSLLREL_domain
View changes and restarts e 5y e
Click the ook & St button ta maty, =48 or Settings for CSSAccountSearchRequestService
deiste itams in this domain.
Overview | Configuration | Secusty | Testing | Menitari
Lock & St L it 1 If = || i
Releasa Configuration
Uz= this page ta test thet your Wb z=mvice ix deplayd and that i is working =3 =pect=d, In the tztls, mopand the neme of the Web servcs t= ==
= fist of its test points.
Damain Structure
OFSLLAEL domain Deployment Tests
B1-Domain Partiions
Showing 1to1ofl Previous Mext
Name &% Test Paint Comments
E CSSAcoauntSaarchfecuestSarvice Test paints for this WelService motule.
ok Pa-CL/CS! 3 & [Fwscd WSDL page an sarver W3_ManagedSarver
Showing 1to1ofl Previous Mext
Hew do L. =]
o Instal = Web zary
» Start zvd stzg = Wb zerice
s Aftach = WE-Policy file To 2 Web zmrvice
» Configurs Web s=rvices
» Vimw the SOAF messags hantiers of = Wel
=rvice
» imw the WSDL o 2 Wb zerce
s TastaWeb zrics
= Manitor SO4P Web s=rvic=s
System Status [E]
Health of Runming Servers 2z of 7053 A
I Failes (0)
I Critical (3}
Overiazdea (7)
f——r——— m
10.180.25. bkls-xws-app-dt/CS5AccountSearchRequestService WS DL -
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7.

The following window is displayed. The WSDL will be accessible on http before applying
WS-Policy.

This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥ <WL5G3NR:definitions xmlns="" wxmlns:WL5G3N@="http://schemas.xmlsoap.org/wsdl/"
xmlns :WL5G3N1="http://www.w3.0org/2001/XML5chema"
xmlns :WLSG3NZ="http://com/ofss/fll/xws/xcs/Accountsearch . wsdl™
¥mlns :WLSG3N3="http://schemas.xmlscap.org/wsdl/soap/” name="CSSAccountSearchRequestservice”
targetNamespace="http://com/ofss/fll/xws/xcs/AccountSearch.wsdl">
¥ <WL5G3NB: types>
<xsd:schema xmlns="http:// www.w3.org/20€1/XMLSchema” xmlns:S0OAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/™
xmlns:ns1="http://com.ofss.f1l.xws.xcs/IC55AccountSearchRequestService. xsd"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://com/ofss/fll/xws/xcs/AccountSearch.wsdl™ xmlns:xsd="http://waw.w3.org/2801/XMLSchema™
targetNamespace="http://com.ofss.fll.xws.xcs/ICS5AccountSearchRequestService. . xsd™ />
</WL5G3N@: types>
¥ <WL5G3N@:message name="doAccountSearchstréRequest”>
<WL5G3N@:part name="requestStr"” type="WL5G3N1l:string"/>
</WL5G3N@:message>
¥ <WL5G3N@:message name="doAccountSearchStr@Response”>
<WL5G3N@:part name="return” type="WL5G3Nl:string”/>
</WL5G3N@:message>
¥ <WL5G3N@:portType name="AccountSearchRequestService">
¥ <WL5G3N@:operation name="doAccountSearch™>
<WL5G3N@:input message="WL5G3N2:doAccountSearchStr@Request™ name="doAccountSearchStr@Request”/>
<WL5G3N2:output message="WL5G3N2:doAccountSearchStré@Response” name="doAccountSearchStr@Response”/ >
</WL5G3N@: operation>
</WL5G3N@: portType>
¥ <WL5GIN@:binding name="CSSAccountSearchRequestService™ type="WL5G3N2:AccountSearchRequestService™s>
<WL5G3N3:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>
¥ <WL5G3N@:operation name="doAccountSearch™>
<WL5G3N3 :operation style="rpc"/>
¥ <WL5G3N@: input name="doAccountSearchStréRequest™>
<WL5G3N3:body namespace="CSSAccountSearchRequestService” use="literal"/>
</WL5G3Ne: input>
¥ <WL5G3N@: output name="doAccountSearchStr@Response”>
<WL5G3N3:body namespace="CSSAccountSearchRequestService” use="literal"/>
</WL5G3Ne: output>
</WL5G3Ne: operation:
</WL5G3N8: bindings st

Navigate to Configuration > WS-Policy tab.
OoORACLE WebLogic Server Administration Console 12c _ 2

Change Center @ Home Log Out Preferences (] fiecord Help | Q
R Welcome, weblogic | Connzcted to: OFSLLREL_domain
P & Eete b iy, adil e Hame >Summary of Depioyments >dbids-oms.we.app-dt >C: vice
debata items in this domain. Settings for C
Lock & Edit
Overview | Configuration | Security | Testing | Menitoring
Fislesse Configurason
Genaral Handles  WS-Policy  Forts
Domain Structure
CELIEL domean This pags lists the policy fles that ars smached to the endpoints and serations of this Web service, Tre opsrations ars listed below
iz Domain Pehinois the andpoint: dick on the + sign to viaw them. Click on the endpoint or operation name to at=ch a policy file. For example, you can
% Emironmant specify that the policy file apples only for inbound (request) SOAP messages, and o on,
Deployments
[ Services WS-Policy Files Associated With This Web Service
Security Resims
[~ Intaroparability Click the Lock & Edlit button in the Change Center to activate all the buttons on this page.
e
R Disnoercs Shawing 1o 1 of 1 Previous | Next
Service Endpoints and Operations < Policies
[ [CS5AcoountSearchReguastsarvicd
Showing 1to 1of 1 Previous | Mext
How do L... ]

Instzl & Wb ssrvice

Start and stop a Web service
Attach a Wi-Palicy file to a Web service
Configurs Web servicas

View the SOAP messsge handlers of = Web
zarvice

Wizw the WSDL of 2 Web service
Tast & Wsh ssrvics

Maonitor SOAP Wab services

Maonitor SOAP Wb service clients

System Status 5l
Health of Running Servers as of B:06 AM

Failed (0] it

Click ‘CSSAccountSearchRequestService’.
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10. In the below window, select ‘Weblogic’ and click ‘Next'.

oRACLE WeblLogic Server Administration Console 12c
Change Center @ Home Log Ou Preferences [&] Record Help |

View changes and restarts

—‘

Welcome, weblogic | Gann=cted to: OFSLLREL_domain

Mo pending changes exist, Cick the Release Hame =Summary of Deplay sdbils-soos. we.app-dt >C
Configuration button to allow others to adit the

ety Configure a WebService policy

Lock & Edit Back| [Nes| |[Finish] || Gancel

Release Configuraion
Configure the Palicy Type for a Web Service

Domain Structure
OFSLLREL_domain

Usa this page to configurs which kind of policies (WebLagic or DWSM) this Web Sarvice will uss.

B~ Domain Partitions Mote: Onoe you have added = policy to this Web Servics, you will anly be able to 2dd policies of the same type unless you remove all of
[+ Emvironmant the policies from this Web Senvice's endpoints and aperations first,
i~ Deployments
- Servicas
e hich kind of Web Sarvice policies should this Web Service use?
[#- Interoparability =
[ Dizgnastics ® aff Weblogic
) 4] OWSM
Back| [Hext | Finich |
How do L... [Z]

Install 2 Web szrvice

Start and stop a Web service

Attach a WS-Palicy file to a Web s=nice
Configure Web services

View the SOAP message handlers of 2 Web
sarvice

View the WSDL of a Web sarvica

Tast 2 Wb s=rvics

Monitor SOAP Wab services

Monitor SOAP Wb service clisnts

System Status
Heslth of Running Servers as of B:07 AM

11. Select ‘policy:Wssp1.2-Https-UsernameToken-Plain.xml’ and click right arrow to move it

to the selected policies list.

ORACLE weblLogic Server Administration Console 12c
@ Home Log Dut Frefersncss [5] Record Hel
Horme > Summary of Depioyments =dokis-cous ve spp-ct > CSSACrountSearchRequestServic

|9

Change Center
View changes and restarts
Mz pending chznges mest. Click the Azlezzz

Configuration Button to allew others to =dit
domain

Configure & WebService pelicy

Back | [Haxt |-Flnisl| | Cangel |

Lock & Et

— Configure & WS-Palicy File for & Web Servies Endpoint

ERS— e, . . —
R = Uz= thiz pegs te sarfigurs the WS-Poficy fis thet is assscizted with thi

OFSLLREL_domain
-ain Partitions

indov lists the WE-Falicy files that
the Chosen Endpoint Policies tabie, then cick OK to activate your updats

The fvaiabie Endpaint Folises
o = file 1o

Smrvicm Erdpaint Folices

#f] Service Endpoint Pali
Availeble Endpeint Policies:

palicy:Wssp1.2-EncryptBody.ocml =
3 2 i ¥
policy:Wssp1.2-Hitps-ClientCertReg.aml
1 tn i 1
policy:Wssp1.2-Https.xml
policy:Wasp1.2-Sign-Wsa-Headersoml
palicy:Wssp1.2-SignBody.xml
Hew do Lu. = a 1.2-Wssl. i ic2 1
1.2-Wasl.l 15,
® Insiall = Wisb ser S S i
= Startend step 1.2-Wea. i 8 a0t
= Att=ch = WS-Palizy file ta 2 Web szrics 1.2-Wss1d i ]
= Configurs Web s=rvices 1.2-Wes1.0-X500 I
» Vimw the SOAF mezsage handiers of = Web b E
1.2-Ws1.0-X509-Triy 1
& JEDL o = 1.2-Ws31.1-DK-X509- i 1
5 policy:Wssp1.2-Wss1.1-DK.xml
E G 1.2-Wssl. i 5
= Manitor SOAF Web s=rvices 1.2 Weai.d 1
= Manitar SOAF Web ssrvics dients 1.2-Ws1. xrml -

Suwsbem Status al

Welcome, weblagic | Cennected to: OFSLLREL_domai

Web Service endpsint.

vailatle far you to sssocizte to tie Web Ser

rdpeint. Use the arrows to

Chasen Endpoint Policies:
1

tp:
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12.

13.

Click ‘OK..

ORACLE Weblogic Server Adminisiration Console 12¢

Change Center
Vitw changes and restarks

% panding changes most. Click the Relesze

Configuration Button to allew others to edit the

dormain.

Domain Structure
OFSLLAEL domain
Dormain Partifions

B Interopersbiity
B} Diagrastics

ment glan

 Updats 2 tesioyment plen

= deployment plan

e 2n =rie:

== =pplication

= Start and step = deploy=d enterprize
aspliction

= Tergetan saterpriss sspiostion ta 2 server
instance

= Test the moCules in an enterprise spplcstan

Sysbem Status =]

Heaith of Running Servers zs of B:05 &M

Crerioades (0}
I Warring (0}
N O 3

@ Home Log Out Preferences [&2] Record Hels
Hemne = Summeary of ik

app-ct = 0SS

Save Deployment Plan Assistant

Save Deployment Plan
Y¥ou have made configuration changes that nesd to be stoned in 2 new degleyment plan
Select or enter the path of 2 deployment plsn fie. The path must end with *soml TE i highty recommendsd that this fe be named Fian xml"

Each pian should be lscated in s awn dirsctary, offierwise spplicetions can insdvestently shers deployment plan fies. The pian i will be
overwritten if it sir=aty xists. Other fil=s in the plan dirsctary may be overwritten 2= well,

Path: |iseratehiPlan.smi

Recently Used Paths:
Current Location:

(mone)

mumDObzp.in oracke com [ scratch §
d

2P [ fmw12c | umer_projects [ Samains { OFSLLREL famain / sysman | uplcad |
=zloy | dbkleoows we

5 arcnive

I zanfic

oK |'Cam:a;

Welcame, weblogic | Cennected ta: OFSLLREL domain

Browse to any folder to save Deployment Plan and click ‘OK’.

ORACLE weblLogic Server Administration Console 12c

Change Center

View changes and restarts

ng changes mst. They must be activates
o take effact

o Activats Chang=e

unga All Changes

Domain Structure

OFSLLREL_domain
Domain Fartiions

How do L. =

o Insizh = Vel zer

= Configurs Web s=rvices

= Vimw the SOAF messsge fandiers of = Wel
zmrvice

= View the WSDL of a Web servce

= Test a Web service

= Manior SOAF Web services

= Manitor SOAF Web service cients

System Status =]
Heaith of Running Servers 2 of B:13 AM
Failed (0]
I Critical (0}
Overicades (0}

izrring (0}

@i Home Log Out Preferences [ Recors Hels |
Hom= >Summary of
Messages

Welcome, weblagic | Cannect=d ta: OFSLLREL_domain

e

&7 A new degioyment plan hax been successfully created in
Jemratzhy Plan .

(& Your deployment configuration has been uptiated to indude the new plan.

Settings for CSSActountSearchRequestService.

Overview | Configuration | Sezusity | Testing | Moritering

to = =|1g|- ariity that = aveletie tz

=ms on = netwerk. I

= mp|=-r=.—.t.=a uzing = Jave

eral configueation of = depl much ms the name that appsars in the Deployments table of the

the name of e WAR or E15 JAJ. fim i whizh if iz packaged, and reme fal spzesrs in the WEDL Mal fescribes the Wel

Deployment Name: dbilz-oo ws.zap-dt Hame of the Web

table. More Info.

ie= 23 it ap=ars in the Desleymants

Module Name: B e -

Neme of the Web
It

Service Name: CSSicrountSearchimsusstSarvion =aryice. This name appears in the

the public contract of this Web
fa...

ORACLE



14.
shown when you access with http URL.

d with 1t. The d tree is shown below:

This XML file does not appear to have any style 1

Now you will be not able to access the WSDL on http port. Following message will be

—<env:Envelope>
<env:Header/>
—<env:Body>
—<env:Fault>
<faultcode>env:Client Access</faultcode>
<faultstring>5SL Required!</faultstring>
</env:Fault>
</env:Body>
</env:Envelope=

Note

For SSL communication, the vendor servers seek public certificates. Hence, you need to
download the certificates from vendor website and import into your java keystore. You
then need to configure Weblogic to present the certificates to vendor servers for success-

ful handshake.

15. Select the environment on the left pane. The following window is displayed.

ORACLE Weblogic Server Administraticn Console 12¢

Change Center &l Home Log OUt Prefersnces [2] #=c Help |
View changes and restarts T
Ty, =00 or Home Page

Information and Rescurces

= Configure applications

* Reac the documentstion

- A=k a question on My Orac Suppart

« Resource

up Templates

+ Ammouree Groups

* (Chenge Conacie preferences
+ Manags Conscés sxtensions

« Monitor servers

System Skatus

==l of Running Servers 2= of .58 AM

4-7

* Comman Administration Task Descrigtions

-

Wecaune, webhagie | st - OFSLLREL Bomei

NTC Ser

= Joit Connection Poals

ORACLE



16. Click ‘Servers’.
ORACLE Weblogic Server Administration Console 12¢ _A

Change Canter 1@ Home Log Out Preferences [ fecord Help (K=%

View changes and restarts Welcome, weblogic | Connectad w: OFSLLREL_domain
Click the: Lock & £t button o modify, add or Hame *Summany o Emviroament > Summiary of Servers

delete tems in this domain,

Summary of Servers
L Lock & Edit
Configuration | Control
Fielease Configuation = -

A sarver is 3n instance of Weblogic Server that runs in its own Javs Virual Machine (JVM) and has its own configuration.

= s This page summarizes e=ch server that has been configured in the current Weblogic Server domain.
Domain Partitions
Environment
-Deployments. ]

Sarvices
i~ Security Resims ¥ Customize this table
[ - Interoperability
[ Diagnostics Servers (Filtered - More Columns Exist)

Click the £ock & Edit button in the Change Canter to activate all the buttons on this page.

Mewi| [Clone| [Deist= Showing 1 to 3 of 3 Previous | Mext

Mame o Type Cluster Machine State Health Listen Port

P = i {dmi RUNNING |+ OK 3001
OFSLL_ManagedServer Configured RUNNING |« OK 3003

« Crests Managed Sarvers

N i, WS_Manzgadsarver Configurad RUNNING | &% 0K 9004

« Dalstz Mznaged Servers Few| [Chone| [Delete Showing 1to 3of 3 Previous | Mext

- Dslets the Administration Server
= Start and stop servers

= View objects in the JNDI tree

System Status =]
Health of Running Servers as of 10:06 AM
[ Faild(0)
[ cital{g)
[ Oweroaded (0}
[ Waming (0) b
i (2

17. Select the Server into which the WebServices are deployed.

ORACLE WebLogic Server Adminission Cansole 126 . 2020 <o B

Change Center 1 Home Log Out Braferances [a] fecord Help | |
View changes and restarts Welcome, weblogic | ‘Connected to: OFSLLREL_domain
Click the Lack & Fditbutton to modify, add or Hame =Summary of Emircament >Summary of Servers >WS_ManagedServer

delete izems in this domain. Settings for WS_Ma r—
! Lock & Edit |

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes
Release Configuration - Il L] I 1l |

General | Chster | Services | Keystores  S5L | Federation Serviees | Degloyment | Migration | Tuning | Overload
Concurrency | Haalth Monitoring | Senver Start | Wb Services | Cohersnce

Domain Structure
OFSLLREL_domnain

[ Dormzin Partitions
e i Click the Lock & Edit buttan in the Changs Canter m modify the sewings on this page.
[~ Deplayments Save
[ Sarvices
i~ Security Reslims
[ - Interoperability Kepstores ensure the sscure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view
I Disgnostics and define various keystors configurations, Thess settings help you to manage the s=curity of message ransmissions,
Keystores: Dema Identity and Demo Trust| Chan, Which configuration nues should be used for ﬁn\:ng
server's idantity and trust keystores?
Info...
Identity
How do T, B Demo Identity  kss://system/demoidentity The location of the demo identity keystors.  More
Keystore: Infou.
= Configurs identity and must
iz = Dema Identity  kss The type of the demo ide keystore, Generally,
Gl Keystore Type: e e o Hors T
» Setup S5L
Demo Identity |, qq0usssssssscens The: deamin enuty kejpmmre’s encryed pesplvese.
Shae o, = Passphrase: spplied. More Infoun.
Health of Running Servers as of 10:07 AM Trust
[ Failed(@ f
Dema Trust =5t (zystam) trust The location of the demo trust keystore.  More Info..,
Critical {0} Keystore:
Overloaded (0)
Warning (0} Demao Trust s The type of the demo trust keystore, Generally, this i
N o (3) Keystare Type: JKS or K55, Mare Info...
Dema Trust The demo trust keystore's encrypted passphrase, This v
Keystore is read only and changes will not be zpplied.  Morz
Passphrase: Info...
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18. Select ‘Keystores’.

ORACLE weblogic Server Adminstration Consale 12c

Change Center
View changes and restarts
No pending changes exist, Click the Relesse
Configurstion button to allow others to edit the
domain.

Lock® Edit

Release Configuration

How do L... =
- Configure identity and oust

+ Configure keystores

= Serup S5L

System Status =]
Health of Running Servers as of 10:09 AM
[ Faled(@

Crisical (@}

I
[ Owrlosded (0)
: 2

&) Home Log Out Preferences [&] Record Help @

Welcome, weblogic | Connec=d to: OFSLLREL_domain

Hams = Summary of Envirenment = Surnmary of Servers > WS_ManagedServer

Settings for WS_ManagedServer

‘Configuration | Proweccls | Logging | Debug || Monitoring | Control | Deployments | Services | Security | Motss
General || Cheter | Services s5L Services Migration | Tuning | Owerload

Concurrency | Health Monitoring | Server Start | Wb Services | Coherence

Save | |Cancel

Kysrorss ensure the sscure storage and management of privats keys and trusted cemificate suthorities (CAs). This page lets vou view
and define various keystors configurations. These settings help you to manage the security of message transmissions.

and Command Line

and Demo Trust

ORACILE weblLogic Server Adminstration Console 120

Change Center
View changes and restarts

Click the Logk & Eoit button w medify, add or
delete izems in this domain,

Lock & Edit

Domain Structure
OFSLLREL domain
[ Domain Partitions
[ Environment

(- Deployments.

[ Services

| Gecurity Reslms
13- Interoperability
[ Diagnostics

How do L.. =]

= Configure identity and wust
« Configure keystores

= SetupSSL

System Status =
Health of Running Servers as of 10:11 AM
[ Failed (0}

[ Criical {0}

[ Overloaded (0}

i Warning (0}

I G

Specify

- D
B e | @l

Welcome, weblogic | Cannectd to:; OFSLLREL_domain

183 Home Log Out Preferences [52]

s > WS_ManagedServer
Settings for WS_ManagedServer

Configuration | Protocols | Lopging | Debug | Monitoring | Control | Deployments | Services | Security | Motes

General | Chster | Services S5L

Serviczs | D Migration | Tuning | Cwerlad

Concurrency  Health Monitoring |~ Server Start | Wb Services | Coherence

Click the Lack & Edlir button in the Changs Canter to modify the semtings on this page,

Save

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view
and define various keystore configurations. Thess settings help you to manage the security of message transmissions,

Keystores: Customn Identity and Custorn Trust

Change

Identity
Custom Identity Keystore:

Custom Identity Keystore Type: The type of

using the Oracle Kay Store Sarvice, thi
beKS5  More Info...

Custom Identity Keystore

Passphrase:

‘Confirm Custom Identity Keystore
Passphrase:

Trust

Custom Trust Keystore: . For 2 JKS
name. For an
y=tore, the source is

Custom Identity Keystore: Java keystore holding the certificates
Custom Trust Keystore: Java keystore holding the certificates
Custom Identity Keystore Type: jks

Custom Trust Keystore Type: jks

%Keystore Passpharses: keystore password

ORACLE

- N



20. Click Save. The WSDL can be accessed on https port as below. The WS-Policy will be
shown in WSDL.

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

¥ <WL5G3N@:definitions xmlns="" xmlns:WL5G3N@="http://schemas.xmlsoap.org/usdl/"
xmlns :WLSG3N1="http://www.w3.org/2001/XMLSchema™

xmlns :WL5G3N2="http://com/ofss/f11/xws/xcs fAccountSearch.usdl”

xmlns :WLSG3N3="http://schemas.xmlsoap.org/wsdl/soap/" nam
targetNamespace="http://com/ofss/fl1l/xus/xcs/AccountSearch
¥ <WL5G3N@: types>
<xsd:schema xmlns="http://www.w3.org/2081/XML5chema” xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/scap/encoding/™
xmlns: "http://com.ofss.f1l.xws.xcs/ICSSAccountSearchRequestService. xsd”
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://com/ofss/f11/xws/xcs/AccountSearch.wsdl" xmlns:xsd="http://wew.w3.org/2001/XMLSchema™
targetNamespace="http://com.ofss.fll.xws . xcs/IC55AccountSearchRequestService. . xsd" />
</WL5G3N@: types>
v <WL5G3N@ :message name="doAccountSearchStreRequest”:
<WL5G3N@:part name="requestStr"” type="WL5G3N1:string"/>
</WL5G3N@:message:>
v <WL5G3N@ :message name="doAccountSearchStreResponse”>
<WL5G3N@:part name="return” type="WL5G3Nl:string"/>
</WL5G3N@:message >
v <WL5G3N@:portType name="AccountSearchRequestService">
¥ <WL5G3N@:operation name="doAccountSearch™>
<WL5G3M@: input message="WL5G3N2:doAccountSearch5troRequest” name="doAccountSearchStré@Request”/>
<WL5G3N@:output message="WL5G3N2:doAccountSearchStr@Response” name="doAccountSearchStr@Response”/»
</WL5G3N@: operation>
</WL5G3N@: portType>
¥ <WL5G3N@:binding name="CSSAccountSearchRequestService” type="WL5G3N2:AccountSearchRequestService">
<WL5G3N3:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>
¥ <WL5G3N@:operation name="doAccountSearch™>
<WL5G3N3:operation style="rpc"/>
input name="doAccountSearchstréRequest"™>
:body namespace="CSSAccountSearchRequestService” use="literal"/>
</WL5G3N@: input>
¥ <WL5G3N8: output name="doAccountSearchStr@Response”>
<WL5G3N3:body namespace="C5SAccountSearchRequestService” use="literal"/>
</WL5G3N@: output>
</WL5G3N@:operation>
</WL5G3N@: binding> o

CS5AccountSearchRequestService”
Swsdl™>

Apply WS-Policy policy:Wssp1.2-Https-UsernameToken-Plain.xml to the following
WebServices.

e CSSAccountDetailsRequestService

e CSSAccountPayOffQuoteRequestService
e CSSAccountSearchRequestService

e CSSPostTransactionsRequestService
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5.1

5.2

5. Verifying Successful Installation

Steps to Verify Successful Webservices deployment:
1. Ensure that the state is ACTIVE and health is OK in the Weblogic

2. Accessing the WSDL using: http://<hostname>:<port>/<context root>/
CSSAccountDetailsRequestService?WSDL and receiving error: “No valid XML found”

Steps to Verify Successful Interface (Route One) de-
ployment:

1. Ensure that the state is ACTIVE and health is OK in the Weblogic

2. Accessing the interface URLs mentioned below from the browser and receiving error: "No
valid XML found":

e "http://<hostname>:<port>/<context root>/postdi2xws?xaeprc
e "http://<hostname>:<port>/<context root>/postds2xws?xaeprc
e '"http://<hostname>:<port>/<context root>/postro2xws?xaeprc

51 ORACLE



6.1

6.2

6. Enable Logging

Enabling WebService Log

It is not recommended to enable WebServices log while running in production environment.
The logging should be enabled in production only for debugging purpose by following the
below mentioned steps.

1.

The log file path has to be specified in ‘logging.properties’ file.

2. Thefile is available inside config folder. Navigate to dbkls-xxws.ws.app-dt.ear/dbkls-xws-
web-dt.war/WEB-INF/classes/config/
— Edit the following with the log file path:
java.util.logging.FileHandler.pattern=<Path>/dbkls_xws_%g.log
3. Restart the managed server (in which services are deployed) with the following
argument:
Type Description
Argument Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties
Example nohup ./startManagedWebLogic.sh -
Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties &

4. The login levels can be set through the logging.properties file. Un-comment the level

required in the logging.properties file
— #com.ofss.fll.xws.level=FINEST
— #com.ofss.fll.xws.level=FINER
— #com.ofss.fll.xws.level=FINE
—  #com.ofss.fll.xws.level=CONFIG
— #com.ofss.fll.xws.level=INFO

Enabling SQL Log for WebServices Component

It is not recommended to enable WebServices SQL log while running in production
environment. The logging should be enabled in production only for debugging purpose by
following the below mentioned steps:

1.

The CMN_DEBUG_LEVEL system parameter should be enabled and set to appropriate
non-zero value.

The CMN_DEBUG_METHOD system parameter should be enabled and set to
appropriate non-zero value.

6-1 ORACLE



3. The respective package debug level for the webservice should be enabled and set to
appropriate non-zero value in system parameter. Please refer the below table to for the
service and debug level mapping.

Service

Dialerintegrator:
xcsadi_em_100_01

To receive loan applica-
tion from dealer track:
XAEPRC_EM_100_01

To receive edocs
application update
: XAE-
EDS_EM_100_01

To receive loan
application from
route one:XAE-
PRC_EM_100_01

CSSAccountDe-

tailsRequestSer-

vice:

XCSPRC_EM 100
01

To receive loan applica-
tion/deal update from
dealer track: XAEUP-
D EM 100 01

To receive edocs
comment update :
XAE-

EDS EM_100 01

To receive loan
application/deal
refresh from route
one : XAEUP-

D EM 100 01

CSSAccount- To receive comments To receive edocs To receive com-
SearchRequest- from dealer track : location update : ments from route
Service: XAEPRC_EM_100_01 | XAE- one: XEAUP-
XCSACS_EM_100 EDS_EM_100_01 | D_EM_100_01
_01
CSSPostTransac- | To post comments to To post com-
tionsRequestSer- | dealer track: XAECH- ments to route
vice: K_EM_100_01 one: XAECH-
XCSUP- K_EM_100_01
D_EM_100_01
CSSAccountPay- To post application sta- To post applica-
OffQuoteRequest- | tus to dealer track: tion status to route
Service: N/A XAECHK_EM_100_01 one: XAECH-
K_EM_100_01

LOSeApplication-
RequestService:
XAE-
EDS_EM_100_01

To post dealer details
to dealer track: XPR-
PRC_EM_100_01

To post dealer
details to dealer
track: XPR-
PRC_EM_100_01

LOSApplication-
RequestService:
XAE-

PRC_EM_100_01

LOSApplication-
SearchRequest-
Service:

XAE-
QUE_EM_100_01

LOSApplication-
LocationUpdate-
Service:

XAE-
EDS_EM_100_01
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Service

LOSApplication-
CommentUpdate-
Service:

XAE-

EDS_EM 100 01

LOSPostStatusRe-
questService:
XAECH-
K_EM_100_01

LOSApplica-
tionUpdateSer-
vice:

XAEUP-
D_EM_100_01

LOSCheckStatus-
RequestService:
XAECH-
K_EM_100_01

LOSEcontractSer-
vice:

XACPRC_EM_100
01

ORACLE



7. Configuring RESTful WebService

Follow the below steps to configure RESTful WebService.

e Create Data Sources for RESTful WebService
e  OAuth Implementation

e Deploy RESTful WebService

e Deploy RESTful Credit Bureau WebService

Create Data Sources for RESTful WebService

1. Login to Oracle Weblogic 12c¢ console (http://hostname:port/console).

7.1

ORACLE Weblogic Server aAdministration Console 12¢

Welcome

Log in to work with the WeblLogic Server domain

Username:

Password:

2. On successful login, the following window is displayed.

ORACLE WeblLogic Server Administration Consale 12c
@ Home Log Out Preferences Reco

e <N

Welcome, weblogic |Cc|nnacbed to: OFSLLREL_domain

Change Center Help | Q

View changes and restarts

Click the Lock & Edit button to modify, add or i

delete items in this domain.
Home Page

Lock & Edit

Information and Resources
Release Confy

ration

Domain Structure

OFSLLREL domain
#-Domain Partitions

=}-En

= Canfigure applications - Comman Administration Task Descriptions
= Configure GridLink for RAC Data
Source

= Re=ad the documentation

» #ska quastion on My Oracle Support
‘onmeant

= Configure a Dynamic Cluster
—Deployments

#}-Senvices
—Security Reslms
#-Interoperability
- Diagnostics

= Recent Task Status

= Set your console preferences

= Oracle Enterpriss Manager

Domain Configurations

=« Domain = Resource Group Templates = WTC Servers

= Jolt Connection Pools

How do L..
source Groups Diag

= Search the configuration

s Use the Change Center

» Record WLST scripes

+ Change Console prefersnces
+ Manage Consale extensions

* Monitor servers

= Partition Work Managers

Servers
Clusters

= Server Templstes

-

- Log Files

Deployments

= Dizgnostic Images

Messaging

- Disgnostic Modules
= B

= Request Performance

in Diagnestic Modules:

« Archives

=iiMicekeiiel Targers = IMS Sarvers - Context
System Status + Coherence Clusters = Swre-and-Forward . SNMP

Agents -
Heslth of Running Servers as of 11:23 &M + Machines g i
i = IMS Modules
[ Failed (0} = Virtual Hosts S
: i = - "ath Services W

[ " Criscal (0) « Virtuzl Targets

7-1

= EBridges
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3. Click Domain Name > Services > Data Sources. The following window is displayed.

ORACLE WeblLogic Server administration Console 12¢

Change Canter
View changes and restarts

Click the Lock & Edlit button to modify, add or
delete items in this domain.

Lock & Edit

Release Connguration

Domain Structure

OFSLLREL_domain
#F-pomain Pertitions

3}-Messaging

Data Sources
Parsistant Stores

=ign JNDI Providers

-XML Entity Caches
jcom

i—Mail Sessions

How do L.. =]

Creste IDBEC generic data sources

Create JDBC GridLink data sources

Create JDBC multi data sources
» Creste UCP data sources

s Creste Proxy data sources

System Status

Hezlth of Running Servers as of 7:58 PM
[ Faied(0)

[ Critical (0)

Overloaded ()

4. Click ‘Lock & Edit’
Data Source’.

{8} Home Log Out Prafersncas

e ° N
LS

Welcome, weblogic |Gnu1ertzd to: OFSLLREL_domain

Help |

Home =Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monitoring

A JDBC data sounce is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC

connactions. Applications can
source,

This page summarizes the JDBC data source objects that have been crested in this domain.

| Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edir button

look up a data source on the JNDI tree and then borrow a database connection from a data

n the Change Center to activate all the buttons on this page.

MNew ~ Delete Showing 1 to 9 of 9 Previows | Next
Name & Type |INDIMame Targets
AG-IM5-DE Generic | 3dbc/agimsdb OFSLL_Manzgedserver
jdbe/dbk105nIEIBDS Generic | jdbc! JBDS WS._|
LocalSveTolDataSource  Generic | jdbo/LocalSweTblDataSource | AdminServer
mds-adf Ganeric | jdbc/mds/adf AdminSenser, OFSLL_ManagedServer
OFSLL Generic | jdbc/ofsliDBCoNNDS AdminServer, OFSLL_ManagedSarver
= AdminServer, OFSLL_ManagedServer,
opss-audit-DEDS Generic | 3dbc/AuditAppendDataSource W b
e 3 woTe AdminServer, OFSLL_ManagedServer,
= iy 4 . |
opss-audit-viewDs Generic | jdbe/ AuditviewDataSource WS, ManegedServar
= 1l AdminSenver, OFSLL_ManagedServer,
opss-data-source Generic | jdbc/OpssDataSource WS, ManagedServer
WLSSchemaDataSource  Generic | jdbc/WLSSchemaDataSource
N
New - Delete

ORACLE Weblogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist, Click the Release
Configuration bumon to zllow others to adit the
domain.

Lock & Edit

Release Configuratian

Domain Structure
OFSLLREL_domazin
[3-Domain Partitions
@ Environment
i—Deployments
E}-Services
- Massaging
—Data Sources
Persistent Storss:
i—Forsign JNDI Providers
wiork Contexts
XML Registries
XML Entity Caches
jEom
i—Mail Sessinns

How do L.

m

Crezte JDBC generic dats sources

Crazte JDBC Gridlink data sources

Crezte JDBC multi data sources

= Create UCP data sourcas

= Provy dats sources

System Status =]
Heszlth of Running Servers as of 7:58 PM

Failed {0}
Critical (0)

Onarinadad (o)

{8 Home Log Out Braferences

Home > Summary of JDBC Data

Summary of IDBC Data Sources

Configuration  Monitoring

A JDBC data source s an object bound to the JNDI tree that provides detabass connectivity through & pool of JDBC
connections. Applications can leok up a data source on the INDI tree and then borrow a database connection from a data

source,

This page summarizes the JDB

¢ Customize this table

Data Sources (Filtared - More Columns Exist)

Showing 1 to 9 of 9 Previous | Next

button on the left panel. Click ‘New’ on right panel and select ‘Generic

Record Help La,

<> B

Welcome, weblagic | Connected to: OFSLLREL_domain
Sources

C data source objects that have been crestad in this domain.

| New~ | [Delet= Showing 1to0 9 of 3 Previous | Next
Generic Data Sou
Type | INDIName Targets
GridLink Data Sour
Multi Daa Souros Generic | jdbc/2gymsdb OFSLL_Manzgedserver
Priny Dot Soree. P 00 jdbc/dbk10SnIEIBDS W5_ManagedSarver
\UCP Dats Source Lrce  Generic | jdbc/LocalSvcThIDamSource | AdminSanver
T Generic | jdbc/mds/adf Ad , OFSLL_ ! d
[ | oFsie Genaric | jdbc/ofeiDBCONNDS AdminServer, OFSLL_ManagedSarver
= S ; Admi . OFSLL_M; d
[ | opss-2udic-DEDS Generic | jdbc/AuditAppendDataSource W5, ManageciServer
el Ad OFSLL o
A : . %
[ | opss-audit-viewDs Generic | jdbe/ AuditViewDataSource WS ManagedSarver
e s Admi + OFSLL_| d
[ | ops=-data-source Generic | jdbo/ OpssDataSource WS, ManagedSarver
[ | wiSSchemaDstaSource  Generic | jdbo/WLSSchemaDataSource
| New~ | [Delste

Showing 1to 9 of 3 Previous | Mext
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5. The following window is displayed.

ORACLE Weblogic Server Administration Console 12¢

E________°B

Change Canter @ Home Log Out Preferences Record Help
View changes and restarts Welcome, weblogic |Cuzmetted to: OFSLLREL_domain
Mo pending changes exist, Click the Releasa Hame >Summary of JDBC Data Sources
g:nffurat.on button to sllow others to edit the T — Sl Oy —
main,
Lock & Edit Batk| [Nest|

Fiich | Gancal|
Release Configuration

JDBC Data Source Properties
Domain Structure
OFSLLREL_domain * Indicates required fizlds
H-Domain Paritons o

What would you fike to name your new JDBC datz source?

—F-Services ¥
") Masszging 45 * Name: OfSIREST
+—Datz Sources
i~ Persistent Stores
—Foraign JNDI Providers

What scope do you want to creste your datz source in F

—Work Contexts : o
Scope: T

i--XML Registrias Global | v

—¥ML Entity Caches

jCoMm W What JNDI name would you like to assign to your new JDBC Datz Source?

Ml Sessinns

(5] INDI Name:

How do L. z 3dbc/0£s11RSDS

= Crezte JDBC generic data sources

= Creste LLR-enabled JDBC data sources

System Status E

Heazlth of Running Servers as of 7:59 PM What database type would you fike to select?
— fatd

| Faiiecf0) Database Type: |Oracle

Crizical (1)

Overlozded (0}
il Back | | Next |cin|sh | Cancel
[ Warning (0] Jibdex

()

The following proparties will be used to identify your new JDBC data source,

6. Specify the following details:
— Enter Data source Name
— Enter the JNDI Name as ‘jdbc/OfslIWSDS’.
— Select ‘Oracle’ as Database Type.

7. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server Administration Consols 12¢

Change Canter
Wiew changes and restarts

Mo panding changes sxiss. Click the Ralesss

Home Log Out Braferences Record Halp

@

Home > Summany of IDBC Data Sources

<

e

Configuraton button to aliow others to =dit the T e —— L T r—
Lock & Edit Back | [reext Finish Cancel
Release Con

IDBC Data Source Properties
Domain Structure

OFSLLREL_domain

H-Domain Partsons -~
Database Oracle
Type:

supported by Oracle weblogic Serve:

Database
Drivar:

Sson | | remt Finizh Canest

—XML Enusy Caches
jComM ~

il Sessinos

The following properties will be used to identfy your nev JDBC data source.

Wihat darabass drivar would you like to use mo crasts datsbasa connectons? Mote: T indscates that the drivar is axplicthy

*Oracle’s Driver (Thin} for Service connections; Wersions_Any

Howe da I... =

- o=

DB genarc dars sources

=st= LLR-enabled JDBC data sources

System Status

[0}

Himslth of Runming Servers == of 2:00 BM
[ Faiedco)

= al (0

o loaded (0}
I T warning (0)

I ok (3)

8. Select the Database Driver ‘Oracle's Driver(Thin) for Services

connections;Versions:Any’.

ORACLE



9. Click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Asministration Console 126 _A

Change Center B Home Log Out Praferences 5] Record Help | La
View changes and restarts Welcome, weblogic |Cam.aﬂzd to: OFSLLREL domain
Ko pending changas sxist, Click the Release Home >Summary of JDBC Data Sources
Confi tion button to sllow others to edit th
e =l others ® | | Create a New JDBC Data Source
Lock & Edit

| Back | | Meest | | Finish | Cancel |
Release Configuration

ion Options
Domain Structure

You have selected non-XA JDBC driver o create database connection in your new data source.
OFSLLREL_domain

H-Dom sans? - = X
] Diomiiss Pa e ~ Does this data source support global wansactions? If yes, pleass choose the ransaction protocol for this data source.
&} Emvironment .
L Dreployments ] Supports Global Transactions
Services
31-Messaging Select this option i you want to enzble non-XA JDBC connections from the data source to participate in global transactions
1 b using the Lagging Last {LLR) ] Recommended in place of Emulate Two-Phase Commit.
—~Data Sources
Persistant Stores —~
oL Last Resou
—Forsign JNDI Providers s e e
—Work Contesxts
H xr:L Regictriss Select this option if you want o enable non-XA JDBC connections from the data source to emulate participation in global
2 transactions using JTA. Select this option only # your applic=tion can molzrata hauristic condisions.
XML Entity Caches

JCOM B

) Emulate Two-Phase Commit
i-Mail Sescinns,

How do I... =] Select this option f you want to enable non-XA JDBC connections from the data source to participate in global transactions
wusing the one-phass commit transaction processing. With this option, no other resources can participate in the global
- Creste JDBC generic data sources Transaction.

= Create LLR-enabled IDBC data sources (® One-Phase Commit

System Status [=] Back| | Mext | Finish | Gancel
Heslth of Running Servers == of 8:02 PM

[ Failed (0}
[ crscal(a)
[ Cwerloaded (0}
[ Waming {0}
I K (3)

10. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server Administration Consale 12¢ _ "

Change Center {8 Home Log Out Preferences Record Halp | | @
View changes and restarts Welcome, weblogic |Cum\etted to: OFSLLREL_domain
No pending changes evist, Click the Release Home »Summary of JDBC Data Sources
Canfiguration butron to allow others to adit th
d::?g:ra n o Flow others ® Create a New JDBC Data Source
Lock & bt [Back| [Mext| | Fifich | [ Gzncel
Release Configuration
‘Connection Properties
Domain Structure Define Connection Properties.
OFSLLREL_domain
"“'Doms"} Partitians A What iz the name of the databass you would like to connect t?
[#}-Environment
L Degloyments Database Name: OLLDEB
Eh-sarvices
[#1-Messaging What i= the nzme or IP address of the databass s=rver?
i—Datz Sources
Parsistent Stores Host Mame:
= ofsll.oralce.com
—Forsign JNDI Providers
ri Contexts
XML Registries What is the port on the datzbase server used to connact to the databasa?
XML Entity Caches
Jcom o] | R 1521
—Mail Sessings
How do L. B What database account user name do you want to uss % creats datzbase connections?
» Crzztz JDBC generic data sources Database User Name: OFSLLREL
+ Crzatz LLR-znablzd 1DBC datz sources S
What is the datzbase zccount password to use to creste datzbase connections?
System Status B
Password:
Hezlth of Running Servers 25 of 8:07 PM
T Faied (0)
Faied () Confirm Password: ®
Critical ()
Overlozaded (0}
[ Waming (1) Additional Connection Properties:
I ()
i oracle.jdbc.DRCPConnectionClass: v

11. Enter the Database details.
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12. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server administration Conzale 122

Change Canter

View changes and restarts

No pending changes evist, Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domazin

[#-Domain Partitions A

[#Environment
i~ Deploymeants
~}Sanvices
#-Messaging
—Data Sources
i~ Persistent Stores
—Faorzign INDI Providers
—Wark Contexts
i~ XML Registries
ML Entity Caches
oM v

—Mail Seezings

How da L.. 2]

» (reate IDBC generic data sources
+ (Create LLR-gnabled JDBC datz sources

(4]

@ Home Log Out Preferences. |fe| Record Help | | &
Welcome, weblogic | Connected to: OFSLLREL_domain
Home »Summary of JDBC Data Sources
Create a New JDBC Data Source

Test Configuration | || Back| |Next| |F|n:sh | Cancel |

Test Database Connection
Tast the database availability and the connection properties you provided.

Wihat is the full package name of JDBC driver class used to create databass connections in the connection paol?

Driver Class Name: |1 idbe. OracleDriver

What iz the URL of the databass to connact to? The format of the URL varies by JDBC driver,

URL: jdbe:oracle:thin:@/lofsl.oralce.com: 1521/0LLDB

What database account user name do you want to use o create database connections?

Database Usar
Name:

|OFSLLREL

What iz the datzbase zcoount password to use to create datzbase connections?

System Status 2]
Health of Running Servers as of 8:07 PM Password: BRRRRRRRRRRRRRRRI
| Fxiled (0)
Critical (1) Confirm Password: |40 4 pagsasessnsast
Overloadad (0}
" Waming (1) Vihat are the properties to pass ko the JDBC driver when creating database connections?
— s v
Praperties:
13. Click ‘Test Configuration’. On completion, displays a confirmation message as
‘Connection test succeeded'.
14. Click ‘Next’. The following window is displayed.
CORACILE WebLogic Server adminisiaion Senssle 12 —
Change Cantar @ Home Log Out Prafersnces Record Hslp | L= |
Wiahar Chatges noill reserrs : Welcome. weblogic | Connected t: OFSLLREL _domain
[ adminserver
[J 0FSiL_ManagedServer
i Pl ws ManagadSanser
System Status =

15. Select target Server as ‘WS_ManagedServer'.

16. Click Advanced button and update the ‘Inactive Connection Timeout’ to 300 seconds.
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17. Click ‘Finish’ to activate the changes.

Statement Timeout Configuration

When APIls are integrated with Client systems, you may need to specify how long your client
system waits for an API call to complete before a timeout occurs. If the Client system times
out earlier than the API call, you may see inappropriate responses.

Hence, a client timeout value higher than the API response time is required to avoid such a
situation.

Ensure that the time out settings is always defined in decreasing order. Which means, the
time out value of managed components configured between the 'Client Server' and 'OFSLL
Managed Servers' should have decreasing value so that last managed server before OFSLL

has least timeout value.

Follow the below steps to set the statement timeout value.

Login to WebLogic Server 12c console (http://hostname:port/console) using the valid

1.

credentials.

2. Click Domain Name > Services. The following screen is displayed:

wie/ALLE Weblogic Server Administration Console 12

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain,

Lock & Edit

Relesse Configuration

Domain Structure

OFSLLREL_domain
11 Domain Partitions

- Environment

- Deployments

Services

Persistant ;%7
-Foreign JNDI Providers

Work Contexts
-¥ML Reqistries

& Home Log Out Preferences [2] Rec

Home >Summary of JDEC Data Sources
Summary of JDBC Data Sources

Configuration = Monitoring

A JDBEC data source is an object bound to the JNDI tree that provides database connedtivity through a pool of
JDEC connactions, Applications can look up a data source on the JNDI tree and then borrow a database

connection fram a data source.

This page summarizes the JOBC data source objects that have been created in this domain,

[ Customize this table

ord Help |

__________ON

Q,

Welcome, weblogicl Connected to: OFSLL

Data Sources (Filtered - More Columns Exist)

Click the Lock & Ediit button in the Change Canter to activate all the buttons on this page.

Hew Dielate Showing 1to 6of & Previous Next
-¥ML Entity Caches
| JcoM Name Type | JNDI Name Targets
- Mail Sessinns
=y LocalSveThliDaksSource | Generic | jdbe/LocalSveThlDataSource | AdminServer
How do I... [
mds-adf Generic | jdbe/mds/adf AdminServer
» Create JDBC generic data sources T R i
i |t minServer, . ManagedServer,
= Create JDBC GridLink dats sources opss-audit-DEDS Genaric | jdbe/AudithppendDataSource W5_ManagedServer
* Create JDBC multi data sources T
opss-audit-viewDs Generic | jdbc/AuditViewDataSource il E;;DFSU._HBI‘IEQEdSEWEI’,
* Create UCP data sources W5_ManagedServer
* Create Proxy data sources T 0 | AdminServer, OFSLL_ManagedServer,
opss-data-source Genaric | jdbe/CpssDataSource WS_ManagedSsrver
z ey
Gystem Stabus = WLSSchemalataSource | Generic | jdbe/WLSSchemaDataSource

Health of Running Servers as of £:38 PM

New Delets

Showing 1 to 6of & Previous Next

3. Click the ‘Data Source’ from the LHS menu and click on the configured Restful data
source (for example ‘OfslIIREST’).
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4. Click ‘Connection Pool’ tab. The following screen is displayed.

ORACLE webLogic Server Administration Console 12c

Change Center @ Home Log Out Preferences [ Record Help | Q Welcome, weblogic | Connected to: OFSLI

Do st estarts Home >Summary of Servicas >Summary of JDBC Data Sources >OfslIREST
o pending changes exis. Cick the Release Settings for OfSIIREST
Configuration button to allow others to edit the

Configural gioring | Control | Security | Notes

Lock & Edit

General cle | ONS | Transaction | Diagnostics | Identty Options

Release Confguration

save

Domain Structure

CFSLIREL_domain The connection pool within a IDSC data source contains a group of JDBC connections that applications reserve, use, and then retum to the pool. The connction pool and the connections within it are created when the connection poal is registered, usuly
“Domain Partiions vehen starting up WebLogic Server or when deploying the data source to a ne target

-Environment

e Use this page to define the configuration for this data source's connection pool.
eployments

i ijs 5 URL: jdbocoracle:thin The URL of the database to connect to. The format of the URL varies by JDBC driver. More Info.
- Interoperabilty

-Diagnostics

{53 Driver Class Name: s to create the physical database connections in the

» The full package name of
oracle;dociOracleDiver must be i the dlasspath of any server to which it s

conection pocl. (Note
jeployed.)  More Info..

) Properties: The it of properties passed o the JDBC drverthat are used to create physica database comnections
e For example: server-dbserverL. st cach property=value pair on a separate line. - More Info.
How do L. g
+ Configure testing aptions for 3 08€ dats
Y.
+ Confiqure the statement cache for a JD8C
comnecton pool
¢ System Properties: The st of system propertes names passed to the JDBC driver that are used to create physical
+ Confiqure credential mapping for a JDBC datz dakaba o Asm el iR

line. _More Info
« Configure connection harvesting for 2
connection pool

« Encrypt connection properties

] 4
System Status g
Encrypted Properties: The st o encrypted properties passed to the JDBC driver tha are used to create physical database

Health of Running Servers as of 1:42 PM connections. For example: dassword=value. More Info.

I Failed (0)

[ Critical (0) | Add Securely |

B Overloaded (0}

[ Warning (0 Z

5. Click ‘Lock & Edit’ option from the Change Center menu.

6. Scroll down and click the ‘Advance’ option. The following screen is displayed.

 Advanced
Test Connections On Reserve Enables WebLogic Server o test a connection before giving it to 3 cient. (Requires that you specify a
Test Table Name,) More Info...

Test Frequency: 120 The number of seconds a WebLogic Server instance waits betveen attempt: g unused
connections. (Requires that you specify a Test Table Name.) Connections that fail re dosed
and reopened to re-establish 2 valid physical connection. If the test faiks again, the connection is
dosed. More Info...

Test Table Name: The name of the database table to use when testing physical database connections. This name is

e required when you specify a Test Frequency and enable Test Reserved Connections.  More Info...

7z

Seconds to Trust an Idle Pool Connection: ET) The number of seconds within 3 connection use that WebLogic Server trusts that the connection is stil
viable and wil nection test, either before delivering it to an application o during the
periodic connection testing process. More Infa.

Shrink Frequency: 900 The number of seconds to wait before shrinking a connection pool that has incrementally increased to
meet demand. More Info...

) Tnit SQL: SQL statement to execute that vl initiaize newly created physical database connections. Start the
statement with SQL followed by 3 space. More Info...

4

Connection Creation Retry Frequency: 0 The number of seconds between attempts to establish connections to the datsbase. More Info...

(] Login Delay: 0 The number of seconds to delay before creating each physical database connection. This delay
supports database servers that cannot handle multiple connection requests in rapid succession. More

Inactive Connection Timeout: 0 ‘The number of nactive seconds on a reserved connection before WebLogic Server rediaims the
connection and rel back into the connection pool. More Info...

Maximum Waiting for Connection: 2147483647 maximum number of connection requests that can concurrently block threads while waiting to

ve a connection from the data source's connection pocl.  More Info.

Connection Reserve Timeout: 10 The number of seconds after which a call to reserve a connection from the connection pool will

timeout. More Info.
| (5] Statement Timeout: ] | ‘The time after which a statement currently being executed will time out. More Info...

7. Setthe ‘Statement Timeout’ value as appropriate. This is the time after which a statement
currently being executed will time out.

8. Once done, for changes to take effect, you need to restart the Data Source. Click on the
‘View changes and restarts’ from the Change Center menu.

OAuth Implementation

(Optional) To extend OFSLL SaaS, OAuth2 can be used for securing OFSLL web services
user access Authentication.

Web services authentication using OAuth2 is one of the best approach for securing user

authentication to extend OFSLL SaaS. This uses Oracle / Non-Oracle PaaS to authenticate
service access request from an external partner application without sharing OFSLL
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7.4

environment access credentials (UID / Password) and leverages the built-in support for OAuth
2.0.

OAuth 2.0 is an open standard token-exchange technology for verifying a user’s identity
across multiple systems and domains without risking the exposure of a password.

For detailed information, refer to the OAuth Implementation guide shared in OTN library:
https://docs.oracle.com/cd/F22291_01/references.htm.

Deploy RESTful WebService

1. Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

SIGN IN TO

Domain  Domain_OFSLLREL_domain
* User Name
* Password

[ Login to Partition

ORACLE
2. Enter valid login credentials. The following window is displayed.
OORALCL € enterprise Manager Fusion Middleware Gontrol 120 i Weblogic Domsin = weblogic =
F= OFSLLREL_domain & Puw [ w |AutoRefesh OF
= WebLogic Demain = Sep 25, 2047 B:15:37 PH IST )
@ Information
Cartain functionality on this page is availabls only whan you own the adit session lock. To obtain the lock, click "Lock and Edit” in the Changs Canter menu.
Servers Administration Server
. 3 e 5 Nams  AdminServer
Host  ofsilin orscis com
Listen Port 0001
Clusters e
» Visw v Create Delete Contral »  EF
Chims Name Status  Cluster Machine State Health Listen Port
AgminSenver(admin) + Running  OK 8001
OFSLL_ManagedServer E Running (=19 woo3
Deployments WS_ManagedServer + Running 0K e004
®-
Domain Partitions
Domain Partitions g
Resource Group Templates < >

Columns Hidden 34 Servers 3of3

3. Select ‘Lock & Edit’ option in the lock drop-down list available in the header.
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4. Click ‘Deployment’ in the left panel. The following window is displayed.

} Weblogic Domain » weblogic =

ORALCL_& Enterprizse Manager Fusion Middlewars Control 12c

— . FH = | Auto Refresh OF |
= OFSLLREL_domain & m =] st |
i WebLogic Demain = Edit Sessions hsctd
oi T s Lock & Edit %
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, olick "Lock and Edit” in t P Cohacarmiges 1

Sanvers Administration Server

3 Name AdmnServer
up
Host  ofsilin.oracis com ndo All Changes

‘Wiew Restar Checklist

Listen Port 0001

Freferences
Clusters Servers
Help
= s eate Control =
Clustecs Name Status Cluster Machine State Health Listen Port
AdminServer{admin) = o Running oK 8001
OFSLL_ManagedServer o Runming  OK 002
Deployments e + | B i
>
3w
Domain Partitions
Domain Partitions
Resource Group Templates < >
Columns Hidden 34 Servers 3of3

5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

ORACL € Enterprise Manager Fusion Middieware Control 120 i wetlogis Domain ~  weblogic =
=== OFSLLREL_domain & £ » EAw |AuioRefesh OF
= e
= WebLogic Domain « Sep 16, 2017 12:15:46 PH IST 47)

@ Confirmation

The edit session lock has been acquired. No pending changes exist
Servers Deployments

" Wiew w ] Show Al Deployment = Owerride = Control =
. 3 ue Name W Depioy [} Status  State Health Type Domain Part
> B Redeploy * Active oK Web AppEcaton
3¢ Undegloy
Clusters
.+, Fetch Deployment Plan
S
Clusters

Deployments

. 1 e
Domain Partitions

Domain Partitions
Resource Group Templates < >
Columns Hidden 4 Columns Frozen 1 Deployments 1 of 1

6. The following window is displayed.

== o =

7. Browse to the folder containing the WebService. Eg: C:/OfslIRestEAR.ear
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8. Click ‘Next’. The following window is displayed.

e T T e e

9. Select the server on which the WebService needs to be deployed.
10. Click ‘Next’. The following window is displayed.
ORALCL_&" enterprise Manager Fusion Middiewars Control 12c weniags v
OFSLLREL_ domain £
0. d et o e
Deploy Java EE A i ion: A i ion Attril Back Swiep3of4 Mext Depioy Cancel
Distribution
< Other Options =

11. Select the option ‘Install and start application (servicing all requests)’.

12. Check the context root and click ‘Next’.The following window is displayed.

OORALCL € Enterprise Manager Fusion Middlewsars Control 12¢

OFSLLREL_domain @

weblogic ¥

- 3 = -
Select Archive Select Target Atrbutes Dy Settings
Deploy Java EE Application: Deployment Settings Back | Stepdof4 | Mext | Deploy | | Cancet

« Hide Deployment Summary
Archive Type Java EE Asphcaton (EAR fis)
Deployment Plan  Creats a new pian

! Target WS_ManagedS:

Scepe Gioza

Deployment Type  Ags
Application Name  Ofs
Version Mot ed

Context Raot
Deployment Mode  Install and st

Deployment Tasks

The table below lists commMOn 1Esks that you may wish 1o 9o befor wving the appscaticn

GoToTask  Descripti
~ Configurs the \Web meduiss i your applicstion
-~ ‘Configure application policy migration, credantial migraton and other security behawvicr
4 Deployment Plan
“Vou can setionally uss the Edit Desioyment Slan option to s=t mors sdvanced deployment optisns which the deployment tasks sbove do not covsr
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13. Click ‘Deploy’. On successful deployment, the following window is displayed.

Deployment Succeeded

Deployment of Appiication "OfslIRestEAR' is completed. The deployment changes are pending sctivation, Exit the wizard and use the Change Center to
activate or undo the changes.

Summary
Scope  Global

Version Notversioned

Deployed Archive /uli/Midds -
Location OfsliRestEAR 2ar

Archive Type Java EE Application (EAR file)

Deployment Mode  Instaf and start appication (senvicing al requests)

Deployment Target  WS_ManagedServer

Application States Unavailsble (WS_ManagsdServer)

Context Root  DfsllRestiVs

4 Hide Progress Messages

128 September 20 o'Ciock [ST] Infiatng d=ploy operaton
{28 Saptember 20 5:30 o'clock IST] Saving the oracle configuration changes to archive.
120 September 20 5.21 o'clock |ST] Arciive: /ud IMidd gictZeHen
SisliResEAR arc! iResiEAR. ear

126 S=prember 2017 20:25:31 o'tiock |ST] [Deployer 140140]The t2sk cannot be processed further unt the current =it session & etvated, When this
£o0Urs, 25k processing will confinue. The User can exit the deployer toal without afizoting the task

126 Saptembar 2017 20:25:21 o'tlock IST] Deploy oparation compisted

SLLAEL dar

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.

To Identify the RESTful Webservice URL

1. Login to WebLogic Server 12c¢ console (http://hostname:port/console).

2. Click ‘Deployments’ Under Configuration tab and select ‘OfsliIRestEAR’ services. The
following window is displayed.

Summary of Deployments

configuration = Control = Monitoring

This page displays the list of Java EE applications and standalone application modules installed to this domain.

You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and
then using the controls on this page.

To install a new application or module for deployment to targets in this domain, click Install.

[ Customize this table

Deployments
[Tnstail] [Update| [Delete] Shovn ST obb eenaiks. [ et
[ ]| Name & State Health | Type Targets Scope | Domain Partitions | Deployment Order
i 0dl. clickhistory AdminServer,
[ | Active Library OFSLL_ManagedServer, Global 100
(1.0,12.2.1) WS5_ManagedServer
t: AdminServer,
aodl.clickhistory.weba Active Libra OF5LL_ManagedServer, Global 100
D ( Oclg 2|1) REhaon o W5_ManagedServer
[ | = F ofsliQueueMDB Adive |9 ok |EmB OFSLL_Managedserver, Global 100
(0| & FRofslirestear Acive | ¥ oK igﬁgﬁfﬂ WS, ManagedServer Global 100
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3. Click ‘Testing’ tab and expand ‘OfslIRestWS’. The following window is displayed.

Settings for OfsliIRestEAR

Overview = Deployment Plan |~ Configuration = Security = Targets Control = Testing [ Monitoring ~ Notes

Some deployment types support test points you can use to verify that a deployment was successful and that the module is ready for use.

The following table includes all of the test points available for this application or module.

Deployment Tests
Showing 1to 1of 1 Previous | Next
Name &% Test Point Comments
Sort table by Comments i—
=l OfsliRestEAR
El OfsliRestWs
JOfslIRestwS/rest fapplication.wad| WADL page on Server Ws_ManagedServer
[OfslIRestWS/service/apifresources fapplication.wad| WADL page on Server WS_ManagedServer
default | http://10.184.132.155:8315/0fslIRestWs | Default url on server Ws_ManagedServer

Showing 1to 1of 1 Previous | Next

4. You can view the 'OfslIRestful' Services URL as shown.

Swagger documentation for RESTful web services can be accessed using the following
URL type - http://<server_name>;<port>/<Application_context>/swagger.json

7.5 Deploy RESTful Credit Bureau WebService

1. Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

SIGN IN TO

Domain Domain_OFSLLREL_domain
* User Name
* Password

[ Login to Partition

ORACLE
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2. Enter valid login credentials. The following window is displayed.

ORALCL € enterprise Manager Fusion Middleware Gontrol 120 i WeblLogic Domain ~ weblogic =
— OFSLLREL_domain & Baw A~ | AutoRefresh  OF E‘

i Weblogic Domain = Sep 26, 2017 B:15:37 PH IST RT)

& Information

Certain functionality on this page is available only when you own the edit session lock. To cbtain the lock. click "Lock and Edit” in the Change Center menu.
Senvers Administration Server
» Name AdminServer
3u
Host ofsiLn.oracke com
Listen Port 5001
Clusters ;A
= View v Create Contral » ¥
Chiniers Name Status  Cluster Machine State Health Listen Port
AdminSenmes{admin) * Running (=14 wDo1
OFSLL_ManagedSesver + Running Ok oDo3
Deployments WS_ManagedServer + Running  OK B004
>
3ue
Domain Partitions
Domain Partitions
Resource Group Templates < >
Columns Hidden 34 Servers 3of 3
‘ iy . . . . .
3. Select ‘Lock & Edit’ option in the lock drop-down list available in the header.
. ‘ ) . . . .
4. Click ‘Deployment’ in the left panel. The following window is displayed.
ORACL € Enterprise Manager Fusion Middiewars Control 12¢ Aeblogic Domain weblogic =
F= OFSLLREL domain & EEl = - suwreren or o]
- WebLogic Domain Epl s MsT )
ok — Lock & Edit N
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, olick "Lock and Edit” in t Pt € T
Senyos Administration Server
Name  AdminServer ——
3u
Host  ofsiLn.oracie.com ndo All Cha:
e Pa i ‘iew Restart Checklist
Clusters e Preferencas
Hely
= iew - Create Cortral = % P
Clisturs Name Status Cluster Machine State Health Listen Port
AdminSenser(adming + Running  OK 5001
OFSLL_ManagedServer + Running 0K w003
Deployments T + e |58 i
>
3u
Domain Partitions
Domain Partitions b
Resource Group Templates i >

Columns Hidden 34 Servers 3of3
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ORALCL € Enterprise Manager Fusion Middleware Control 120

]
k=

OFSLLREL_domain & 0

- WebLogic Domain =

& Confirmation
The edit session lock has been acquired. No pending changes exist.

FGruoas; Deployments
F View w ] Show All Deployment = Owemide = Control w
. 3 e W Degioy L\\)shm State Health
> B Redeploy - Active ok
3 Undeploy
Clusters
., Fetch Deployment Plan
>
Clusters
Deployments
. e
Domain Partitions
Domain Partitions .

<

Columns Hidden

Resourse Group Templates

4 Columns Frozen

1

6. The following window is displayed.

ORACLE Enterprise Manager Fusion Middlewars Contral 12¢

OFSLLREL_domain €
[ ]

Select Archive Select Target

Deploy Ja...

Scope

Select a scope that you want to deploy this application to Global ¥

Archive or Exploded Directory

Java EE archives, Web Modules (WAR files), EJB Modules (EJB JAR files), Resource Adapter Modules {RAR files). Coherence Archives [(GAR files)
JDBC Modules, JMS Mod and fibrary files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the samver
where Enterprise Manager is running.

® Archive is on the machine where this Web brof

Choose File | OraclePSLL.. esufPlwar |

2 Archive or exploded directory is on the server where Enterprise Manaper is running.

Arehive Location

Erowse...

Deployment Plan

Th loyment plan is a file that contains the dephoymant settings for an cation. 'You can use 3 previously saved deployment plan for this

3R ion. Later in the deployment process, you can optionally edit the deployment plan and save it for a future deployment of this application. If
you do not have a deployment plan, one will be created automatically during the deployment process when deployment cenfiguration is done. The
deploymet plan is not applicable when you deploy a library.

Create 3 new deployment plan when deployment configuration is done.

) Deployment plan is on the machine where this ¥Web browser is running.

+ Deployment plan is on the server where Enterprise Manager is running

Erowse...

¥ Webl ogic Domain

Type

5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

weblogic =

|~

[ = | Auto Refrash  OFf

Sep 15, 2017 12:15:46 FM IST )

Domain Part

Web Appscanon

>
Deployments 1 of 1

]

k Step1of4 Mext | Cancel

4 Information

\Use this page 1o deploy Javs EE
applications that reguire Oracle
Metadata Services (MO3) or that
tske advantzge of the Oraclke
Application Development
Framework (Oracle ADF).

[f your application is a SOA
composite, use the S0A Compos
deployment wizard.

If your application is not 3 SOA
composite or it does not require 3
MDS repository or ADF
connections, then you can deploy
your application using this wizard
or the Oracle WebLogic Server
Administration Console,

7. Browse to the folder containing the Credit Bureau WebService. For example: C:/
OracleFSLLBureauAPl.war
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8. Click ‘Next’. The following window is displayed.

9. Select the server on which the WebService needs to be deployed.

10. Click ‘Next’. The following window is displayed.
ORACLE Enterprise Manager Fusion Middlewars Control 122

OFSLLREL_domain @

O o] [ ]
Select Archive Select Target Application
Attributes
Deploy Ja...

4 Hide Deployment Summary
Archive Type Web Module (WAR fis)
Deployment Plan  Create 3 new plan

Dep Target WS_M:;

Scope Global

Deployment Type  Application

* Application Name  OracieFSLLEureaudP|

Context Root of Web Modules

Web Module Context Root

OracleFSLLBun

OracleFSLLBureaufPl

Distribution
@ Instzll and start application (senvicing 3 requesis]
Inst start application in adménistration mode (servicing enly administration requests)
Install oaly. Do not start.
4 Other Options
® Use the defaults defined by the deployment's targets. Recommended selection:
Application

»

Back | Step 3of4 | Mext | Deploy | Cancel

11. Select the option ‘Install and start application (servicing all requests)’.
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12. Check the context root and click ‘Next’.The following window is displayed.

ORACLE Enterprise Manager Fusion Middizwars Carirol 12c

wehblogic « LI
OFSLLREL_domain €
Ds =) O ®
Select Archive Select Target hon Attributes Deploy Settings
Deploy Ja... Back | Step4of4 Mest | Deploy | Cancel
4 Hide Deployment Summary
Archive Type Web Module (WAR fis)
Deployment Plan  Create 3 new plan
Dy Target WS |
Scope Global
Deployment Type  Application
Application Name OracleFSLLEuresudP!
Version  Not versionsd
Context Root OracieF SLLBureauAP|
Deployment Mode  Insts¥ and stant appfcation (servicing all requests)

Deployment Tasks

The 1able below lists common tasks that you may wish to do befors deploying the applcation.

Name

Configure Application Security

4 Deployment Plan

Go To Task

Fd

Description

Configure application policy migration, credentis! migration and other security behavior

*You can optionally use the Edit Deployment Plan option to 52t more advanced deployment options which the deployment tasks sbove do not cover.
Edit Deployment Plan

*fou can optionally save the deployment plan to your local disk. You can redeploy this application lster using your saved deployment plan and not have to edit the deployment plan.
Save Deployment Plan

13. Click ‘Deploy’. On successful deployment, the following window is displayed.

Deployment Succeeded

D o

3 ication "OracleF 5LL
Center to activate or undo

the changes.

changes are pending activation. Exit the wizard and use the Change

Summary
Scope  Global

Version

Deployed Archive
Location

Archive Type
Deployment Mode

=

Mot versioned
ul1 g
archive/OracieFSLLBure

Web Moduie (WAR file)

12¢8
SUAP| war

In=tall and =3t application (servicing 30 requests)

W,

Target
States

L e

OracleFSLL BureaudPl

; A-.IHide Progress Messages

OFSLLREL

T:37:45 PM IST] D

SLI B
[May 10, 2020
OracleF5LLBuresuAP liconfig/plan.xmi
[May 10, 2020 7:37:45 PM 15T] [Depboyer: 148140]The task cannot be processed further until the current edit session is activated. When this ocours, task
processing will continue. The user can exit the deployer tool without affecting the task.
[May 10, 2020 7:37-45 PM IST] Deploy operation completed.

OFSLLREL

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.
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7.5.1

Create Credentials and System Policies for Credit Bureau Interface

In order Configure Credit Bureau interface, you need to create credentials and system
policies. The credentials are accessed through CSF framework which is managed by Oracle
Weblogic Server. The keys are managed by Maps and Maps need to be given with
Permissions.

Create the following Maps and corresponding keys as indicated in following table.

Maps Keys Description
ofsllint. | creditbureau_auth_- There are two modes:
bureau | mode_adapter BASIC - On selecting this option, you need to define
User Name and Password to authenticate.
OAUTHZ2.0 - On selecting this option, you need to
define additional enabled fields such as Grant Type,
Client Id, Client Secret, Identity Domain, Token and
Header Key.
creditbureau_adapter | If Authentication mode is selected as BASIC, specify
the Basic Authentication User Name and Password.
creditbureau_servi- BureauApi or Third party RestAPI end point url.
ceurl_adapter
ProxyAuthentica- Indicator used to validate proxy.
tionEnabled
ProxyEnabled Indicator is for whether Proxy server info need to be
set or not.
ProxyPort Port to which ProxyServer is running.
ProxyServer Name of the proxyServer to be configured
<Bureau_name>_cert | The location of certificate file which contains the
_path valid certificate for Credit Bureau.
<Bureau_name>_cert | The password that requires to read the valid certifi-
_password cate for the Credit Bureau.
<Bureau Name>_con- | Consumer credentials to be configured for request
sumer_code creation of third party.
<Bureau Name>_to- Indicator used for whether third party token request
ken_indicator needs to be create or not.
<Bureau Indicator used for whether certificate validation is
Name>_cert_- required or not.
check_indicator
Note

For certificate creation, please refer to ‘Interface_Certificate_Configuration.pdf’ document
available in the release bundle.
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A. Appendix - Configuration parameters

Refer to the following section for details on configuration parameters.

Modifying Configuration Files

Route One Configuration

Property
Name

Property Value

Description

Remarks

Configuration Fil

e: ro_servlet_init.conf

LOSApplica- http://<HOST URL for OFSLL New | Refer the recommended
tionRequest- NAME>:<PORT>/ | application WebSer- | context root table for
ServiceURL <CONTEXT vice CONTEXT ROOQOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-
vice app-ro/LOSApplication-
RequestService
LOSApplica- http://<HOST URL for OFSLL Refer the recommended
tionUpdate- NAME>:<PORT>/ | application update context root table for
ServiceURL <CONTEXT WebService CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-
vice app-ro/LOSApplica-
tionUpdateService
LOSeCon- http://<local- URL to validate and Refer the recommended
tractWebSer- host>:<port>/ receive the contract context root table for

viceServiceUR
L

dbkls-xws-app-ro/
LOSEContractSer-
vice

information

CONTEXT ROOT.
Sample URL: http://host-
name:port/dbkls-xws-
app-ro/LOSEContract-

keystoreLoca- | config/dls_cacerts Parameter to set key- | The keystore location
tion store location should not be changed
and keystore should be
available in this location
postURL https://messag- URL for posting Verify the URL with Route
ing.itl.routeone.net/ | acknowledgement
IF1_ITL/CASSB- message to Route
MessagingRe- one
ceiver
fileLocation /tmp temporary file direc- The directory for tempo-
tory rary files. Make sure that
such directory exists on
the deployment server
postTimeout 10 Parameter to set Timeout value should be

timeout value to post

specified in number of

XML message to seconds.
third party.
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Property
Name

Property Value

Description

Remarks

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is setto 1.

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration Fil

e: dbkws_xae_init.conf

lenderld SOME- The finance source SOMELENDER _ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER_ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
application- ROUTEONE Parameter to set Don't modify this value
Source application source
dealerEle- DEALER_DE- Name of XML ele- DEALER_DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation /tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter , Delimiter used in Needed only for Route-
dealer header file One
jndiLookupDa- | jdbc/IN1Huk- Parameter that Don't modify the value
taSource WznGO0b4esj defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts Parameter to set The keystore location
tion location for public/pri- | should not be changed

vate key store for
HTTPS posting and
for XML Digital Sig-
nature

and keystore should be
available in this location
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Property
Name

Property Value

Description

Remarks

postTimeout

10

Parameter to set
timeout value to post
XML message to
third party.

Timeout value should be
specified in number of
seconds.

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is setto 1.

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration Fil

e: dbkws_xec_init.conf

jndiLookupDa-
taSource

jdbc/IN1THuk-
WznGO0Ob4esj

Parameter that
defines the JNDI look
up for the applicaton
datasource

Don't modify the value

Configuration Fil

e: dbkws_xcl_init.co

nf

lenderld SOME- The finance source SOMELENDER _ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER _ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
dealerEle- DEALER _DE- Name of XML ele- DEALER _DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter Delimiter used in

dealer header file
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Property
Name

Property Value

Description

Remarks

jndiLookupDa- | jdbc/dbk105nIE- Parameter that Don't modify the value
taSource JBDS defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts | Parameter to set The keystore location
tion location for public/pri- | should not be changed
vate key store for and keystore should be
HTTPS posting and available in this location
for XML Digital Sig-
nature
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the

property in case the pass-
word is different for the
keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.

sscroKeyPass- | demotestSSCR1 OFSLL's private key | demotestSSCR1 is a
word password sample value
Configuration File: Logging.properties
handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler
java.util.log- ALL
ging.File-
Handler.level
java.util.log- /somewhere/logs/
ging.File- dbkls_xws_%g.log

Handler.patter
n

java.util.log- 1000000
ging.File-

Handler.limit

java.util.log- 4
ging.File-

Handler.count
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Property
Name

Property Value

Description

Remarks

java.util.log-
ging.File-
Handler.appen
d

true

java.util.log-
ging.File-
Handler.format
ter

java.util.log-
ging.SimpleFor-
matter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-

ging.Console-
Handler.format
ter

ging.SimpleFor-
matter

com.ofss.fll.xw
s.level

FINER

set the logging level
for the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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Dealer Track

Property
Name

Property Value

Description

Remarks

Configuration File: dt_servlet_init.conf

LOSAppli- | http://<HOST URL for OFSLL New Refer the recommended
cationRe- | NAME>:<PORT>/ | application WebService context root table for
questServ | <CONTEXT CONTEXT ROOT.
iceURL ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationRe-
questService
LOSAppli- | http://<HOST URL for OFSLL applica- | Refer the recommended
cationUp- | NAME>:<PORT>/ | tion update WebService | context root table for
dateServi | <CONTEXT CONTEXT ROOT.
ceURL ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationUp-
dateService
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | O Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is setto 1.
proxyPort | 80 Parameter to set proxy
port. This is required if
useProxy is set to 1.
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value
file
applica- DEALERTRACK Parameter to set applica- | Don't modify this value
tion- tion source
Source

ORACLE



Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
jndi- jdbc/IN1Huk- Parameter that defines Don't modify the value
Lookup- WznGO0b4esj the JNDI look up for the
DataSour applicaton datasource
ce
keystore- config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | O Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort | 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER_ | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value

file
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
fileDelim- |, Delimiter used in dealer Needed only for Route-
iter header file One
jndi- jdbc/dbk105nIE- Parameter that defines Don't modify the value
Lookup- JBDS the JNDI look up for the
DataSour applicaton datasource
ce
keystore- | config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKey | ofss_routeone OFSLL's private key You may import the pri-
Alias alias name. The private vate key with alias
key is used to sign xml "ofss_routeone" else
response to RouteOne modify the property value
to alias used while import-
ing the private key into
keystore.
sscroKey- | demotestSSCR1 OFSLL's private key demotestSSCR1 is a
Password password sample value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.lo | ALL

gging.File-

Han-

dler.level
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Property
Name

Property Value

Description

Remarks

java.util.lo
gging.File-
Han-
dler.patter
n

/somewhere/logs/
dbkls_xws_%g.log

java.util.lo
gging.File-
Han-
dler.limit

1000000

java.util.lo
gging.File-
Han-
dler.count

java.util.lo
gging.File-
Han-
dler.appen
d

true

java.util.lo
gging.File-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

java.util.lo
gging.Con
sole-
Han-
dler.level

WARNING

java.util.lo
gging.Con
sole-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

com.ofss.f
Il.xws.leve
I

FINER

set the logging level for

the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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EDOCS

plicationRequest-
Service

Property Name Property Value Description Remarks

Configuration File: ds_servlet_init.conf

LOSeApplication- | http://<HOST URL for OFSLL Refer the recommended

RequestServi- NAME>:<PORT>/ | eDocs Create/ context root table for CON-

ceURL <CONTEXT update applica- TEXT ROOT.
ROOT>/LOSeAp- | tion WebService | Sample URL: http://host-

name:port/dbkls-xws-app-
ds/LOSeApplicationRe-
questService

LOSApplication- http://<HOST URL for OFSLL Refer the recommended
CommentUpdate- | NAME>:<PORT>/ | eDocs comment | context root table for CON-
ServiceURL <CONTEXT update WebSer- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-
plicationCom- name:port/dbkls-xws-app-
mentUpdateServi ds/LOSApplicationCom-
ce mentUpdateService
LOSApplication- http://<HOST URL for OFSLL Refer the recommended
LocationUpdate- NAME>:<PORT>/ | eDocs location context root table for CON-
ServiceURL <CONTEXT update WebSer- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-
plicationLoca- name:port/dbkls-xws-app-
tionUpdateServic ds/LOSApplicationLoca-
e tionUpdateService
postTimeout 10 Parameterto set | Timeout value should be
timeout value to | specified in number of sec-
post XML mes- onds.
sage to third
party.
useProxy 0 Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o
proxyHost abc.com Parameter to set
proxy host. This
is required if
useProxy is set
to 1.
proxyPort 80 Parameter to set

proxy port. This
is required if
useProxy is set
to 1.
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Property Name Property Value Description Remarks
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
applicationSource | EDOCS Parameter to set | Don't modify this value
application
source
dealerElement- DEALER_DE- Name of XML DEALER _DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookupData- jdbc/IN1THuk- Parameter that Don't modify the value
Source WznGO0b4esj defines the JNDI

look up for the
applicaton data-
source

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature
keystorePassword | changeit The keystore The deafult password is
password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTimeout 10 Parameter to set | Timeout value should be

timeout value to
post XML mes-
sage to third
party.

specified in number of sec-
onds.
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Property Name

Property Value

Description

Remarks

useProxy

0

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
dealerElement- DEALER_DE- Name of XML DEALER_DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter . Delimiter used in
dealer header
file
jndiLookupData- jdbc/dbk105nIE- Parameter that Don't modify the value
Source JBDS defines the JNDI

look up for the
applicaton data-
source

A-12

ORACLE



Property Name

Property Value

Description

Remarks

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature

keystorePassword | changeit The keystore The deafult password is

password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKeyAlias ofss_routeone OFSLL's pri- You may import the private

vate key alias
name. The pri-
vate key is used
to sign xml
response to
RouteOne

key with alias "ofss_route-
one" else modify the prop-
erty value to alias used
while importing the private
key into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private
key password

demotestSSCR1 is a sam-
ple value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/logs/

ging.File- dbkls_x-

Handler.pattern ws_%g.log

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.append

java.util.log- java.util.log-

ging.File- ging.SimpleFor-

Handler.formatter

matter
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ging.Console-
Handler.formatter

ging.SimpleFor-
matter

Property Name Property Value Description Remarks
java.util.log- WARNING

ging.Console-

Handler.level

java.util.log- java.util.log-

com.ofss.fll.xws.le
vel

FINER

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO

set the logging
level for the
application

Others

e Verify that latest XWS SQL Types, Views and Packages are installed.

e Required Java permissions have been granted

e Verify that System parameters for WebServices URLs as well as Post Response URLs
are set. Please see the table below for details

e System parameter CMN_WALLET_PATH and CMN_WALLET_PASSWORD is setup
e Verify lenderld, lendername in config(dbkws_xae_init.conf) file and also set lenderld in

all response xsl in element "A:Targetld".

e For DealerTrack access, user name/pwd should be setup in file ".htpasswd" under

config dir

System Parameters to be configured:

System Parameter Name

System Parameter Desc

XWS_XAE_DLR_TRACK_RESP_PWD

DEALERTRACK APPLICATION
RESPONSE BASIC AUTH PASSWORD

XWS_XAE_DLR_TRACK_RESP_URL

DEALERTRACK APPLICATION
RESPONSE URL

XWS_XAE_DLR_TRACK_RESP_USER

DEALERTRACK APPLICATION
RESPONSE BASIC AUTH USER

XWS_XAE_DLR_TRACK_WS_URL

OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO DEALER-
TRACK

XWS_XAE_ROUTEONE_RESP_PWD

ROUTE ONE APPLICATION RESPONSE
BASIC AUTH PASSWORD

XWS_XAE_ROUTEONE_RESP_URL

ROUTE ONE APPLICATION RESPONSE
URL

XWS_XAE_ROUTEONE_RESP_USER

ROUTE ONE APPLICATION RESPONSE
BASIC AUTH USER

XWS_XAE_ROUTEONE_WS_URL

OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO ROUTE
ONE

XWS_XAE_EDOC_RESP_URL

EDOCS APPLICATION RESPONSE
BASIC AUTH PASSWORD
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System Parameter Name

System Parameter Desc

XWS_XAE_EDOC_WS_URL

EDOCS APPLICATION RESPONSE URL

XWS_XAE_EDOC_RESP_USER

EDOCS APPLICATION RESPONSE
BASIC AUTH USER

XWS_XAE_EDOC_RESP_PWD

OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO EDOCS

XWS_XPR_DLR_TRACK_RESP_PWD

DEALER TRACK DEALER LOAD PASS-
WORD

XWS_XPR_DLR_TRACK_RESP_URL

DEALER TRACK DEALER LOAD
RESPONSE URL

XWS_XPR_DLR_TRACK_RESP_USER

DEALER TRACK DEALER LOAD USER
ID

XWS_XPR_DLR_TRACK_WS_URL

OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO DEALER TRACK

XWS_XPR_INCLUDE_TEMP

INCLUDE TEMP PRODUCERS

XWS_XPR_ROUTEONE_RESP_PWD

ROUTE ONE DEALER LOAD PASS-
WORD

XWS_XPR_ROUTEONE_RESP_URL

ROUTE ONE DEALER LOAD
RESPONSE URL

XWS_XPR_ROUTEONE_RESP_USER

ROUTE ONE DEALER LOAD USER ID

XWS_XPR_ROUTEONE_WS_URL

OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO ROUTE ONE

XWS_XAE_DLR_TRACK_LENDERID

DEALERTRACK LENDER ID

XWS_XAE_ROUTEONE_LENDERID

ROUTEONE LENDER ID

XWS_XAE_DL-
R_TRACK_LENDER_NAME

DEALERTRACK LENDER NAME

XWS_XAE_ROUTE-
ONE_LENDER_NAME

ROUTEONE LENDER NAME

XWS_XAE_ECON_ROU-
TEEONE_RESP_URL

Route One E-contract response URL
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