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Preface

Audience

This manual provides a verb reference, which duplicates and enhances the command-
line help, for the Enterprise Manager Command Line Interface (EM CLI). This manual
also covers concepts, downloading, deploying, and scripting.

This guide is written for Enterprise Manager administrators who want to perform
operations remotely or script them. The reader should already be familiar with Oracle
Enterprise Manager.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. com pl s/t opi ¢/
| ookup?ct x=accé&i d=i nfo or visit htt p: // www. or acl e. com pl s/t opi ¢/ | ookup?

ct x=accé&i d=trs if you are hearing impaired.

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

XXV


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

What's Changed in this Guide?

What's Changed in this Guide?

The revisions listed below identify information updates, structural changes, as well as
relocation of information to other guides.

Since the last revision, the following changes have been made:

* Added: EM CLI verbs
e Updated: EM CLI verbs
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EM CLI Overview and Concepts

This chapter provides the following topics:
e Overview

* EM CLI Modes of Operation

* EM CLI Architecture

1.1 Overview

The Enterprise Manager Command Line Interface (EM CLI) enables users to access
Enterprise Manager functionality through a command-line interface or scripts. It is
accessible through classic programming language constructs, enabling tasks to be
created and run either from the command-line or programatically. EM CLI enables you
to access Enterprise Manager Cloud Control functionality from text-based consoles
(shells and command-line windows) for a variety of operating systems.

EM CLI is fully integrated with Enterprise Manager's security and user administration
functions, enabling you to carry out operations using EM CLI with the same security
and confidentiality as the Enterprise Manager Cloud Control console. For example,
you can only see and operate on targets for which you are authorized.

Examples of EM CLI tasks you can accomplish are as follows:

* Create a new Enterprise Manager administrator account.
*  Monitor and manage targets, jobs, groups, and blackouts.
* Enable batch/complex tasks on multiple Agents or targets.

* Integrate Enterprise Manager with third-party or custom software through scripts.
Actions that are part of a customer's business model can be performed through
scripts.

1.2 EM CLI Modes of Operation

ORACLE

EM CLI offers the following modes of operation:

e Standard mode

In Standard mode, each EM CLI verb entered is a single operating system
command. Each command launches EM CLI, executes the command, then
terminates.

e Interactive mode

Interactive mode is ideal for adhoc queries or commands for real-time diagnostics
or debugging. In this mode, EM CLI is started as a shell and all commands
entered on the command line are executed immediately to enable several
commands to be executed at will in the same shell.

e Script mode
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In Script mode, an administrator can create a single Python script that includes a
sequence of EM CLI commands to be executed with a single invocation.

Each mode uses the same verbs. A verb is a task or action in the form of a user
command which exposes Enterprise Manager functionality. Some verbs can include
one or more parameters, which are arguments to the specified command. Some of the
parameters are required and some are optional.In the following examples of the
create_group verb syntax, only the - nane parameter is required. The other
parameters are optional.

e Standard mode example

$ entli create_group -name="nang"
[ - type=<group>]
[-add_targets="nanel:typel; name2: type2;..."]
[-is_propagating="true/fal se";

* Interactive mode example

$ encli

entli> ...other commands...

entli> create_group(nane="nane"
[; type=<group>]
[;add_targets="nanmel:typel; name2: type2;..."]
[;is_propagating="truel/fal se");

entli> ...other commands ...

encli> exit()

$

e Script mode example

$ encli @reate_group. py;

1.2.1 Standard Command-line Mode

This is the traditional and exclusive mode prior to Enterprise Manager Cloud Control
version 13.1.0.0. This mode provides a simple command-line interface to Enterprise
Manager, and supports the execution of one verb at a time from the command line.

For example:

entli create_group -nanme=my_group -add_targets="nymachi ne. myco. com host"

1.2.2 Interactive mode

This mode enables you to create a single interactive session with the server (Oracle
Management Services), where you can type in commands, view the output, and
potentially respond to or manipulate the output. Interactive mode opens a Jython shell,
where you can provide Jython scripts using EM CLI verbs as Jython functions. Jython
is a Java implementation of the Python programming language.

Note that when calling a verb in Interactive mode, the arguments are placed inside
parentheses. For example:

entli> create_group(nane='ny_group'..)

1.2.3 Script Mode

ORACLE

Script mode is especially effective when performing tasks in bulk mode or many tasks
at once. Scripts are useful for accomplishing several tasks, including:
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e Listing or setting global target properties
e Listing or setting Agent properties

* Updating database passwords

e Listing group members

This mode enables you to create Jython scripts, store them as files, and then pass
these files to EM CLI as an argument, such as ...

encli @reateuser. py

... where createuser.py is the name of a file containing the Python code to be sent to
EM CLI.

You can create reusable, functional modules using existing EM CLI verbs to generate
complex tasks. This intuitive, object-oriented programming model supports
encapsulation, loops, functions, exception and error handling, and so forth. These
abilities enable you to benefit from all of the powerful features that the Jython
programming language offers.

" See Also:

For more information about using the different modes, see Using EM CLI .

1.3 EM CLI Architecture

ORACLE

Figure 1-1 shows the high-level architecture of EM CLI.
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Figure 1-1 EM CLI Architecture
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EM CLI implements client-server architecture, in which EM CLI is the client, and
Oracle Management Services (OMS) is the server.

A typical verb may take zero or more arguments as input. The EM CLI client passes
the input to OMS for processing. The EM CLI client connects to OMS and establishes
a user session, which is used across verb executions until a logout is initiated.
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This chapter discusses the following Enterprise Manager Command Line Interface
(EM CLI) topics:

EM CLI Installation
Downloading and Deploying the EM CLI Client
Getting Started with EM CLI

Security and Authentication

2.1 EM CLI Installation

EM CLI provides two installable kits:

ORACLE

EM CLI Standard
This kit supports the Standard mode only.
EM CLI with Scripting mode

This kit supports all three modes, but only Interactive and Scripting modes enable
you to provide Jython-based scripts.

EM CLI consists of two components used to access the Enterprise Manager
framework functionality:

EM CLI client

The EM CLI client is a command-line program (Sun Java JRE-based) that sends
EM CLI verbs to a specific Oracle Management Service (OMS). In some respects,
the EM CLI client functions as a command-line equivalent of an Enterprise
Manager Cloud Control console. You can download the EM CLI client on any
system within your managed network.

EM CLI Oracle Management Services (OMS)

The EM CLI OMS is automatically installed with the OMS and serves as the
communication conduit between the EM CLI client and the OMS.

You can download the EM CLI client on any system within your managed network.
The EM CLI client is a command-line program (Sun Java JRE-based) that sends EM
CLI verbs to a specific Oracle Management Service (OMS). In some respects, the EM
CLI client functions as a command-line equivalent of an Enterprise Manager Cloud
Control console. The EM CLI OMS is automatically installed with the OMS and serves
as the communication conduit between the EM CLI client and the OMS.

For instructions about setting up and running EM CLI, see Downloading and Deploying
EM CLI .
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# Note:

EM CLI only supports Oracle Java. EM CLI does not support JRockit JVM,
OpendDK, or other versions of JDK.

2.2 Downloading and Deploying the EM CLI Client

The EM CLI OMS is automatically installed with the OMS, but you must download and
set up the EM CLI client portion. The following instructions cover download procedures
for the EM CLI client. The EM CLI client kits are available for public access, so do not
require authentication.

As mentioned in EM CLI Overview and Concepts , the EM CLI client features two Kits:
EM CLI Standard and EM CLI with the Script option. The EM CLI Script option
includes the Jython Interpreter for Jython script support (described in Using EM CLI ),
as well as all of the features present in the EM CLI Standard kit.

The following sections explain how to download and deploy these two kits.

2.2.1 Requirements

Before downloading the EM CLI client, ensure that the following system requirements
have been met:

»  Enterprise Manager 13c Cloud Control framework
e SunJava JRE version 1.7.0_111 or greater
*  Workstation running Solaris, Linux, HPUX, Tru64, AIX, or Windows with NTFS

# Note:

EM CLI does not support JRockit JVM.

¢ Note:

If you are using an MD5-based signature algorithm, you need to overwrite
the java.security file to switch from the OMS JDK to your client JDK location

2.2.2 Downloading and Deploying the EMC CLI Client for Standard
EM CLI

To download the EM CLI client for standard EM CLI only:

1. Obtain the standard EM CLI client kit emclikit.jar using one of the following
methods:
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*  Download this kit from any 13.1.0.0 or later Cloud Control installation at the
following location:

https://<your_em host: port>/enm public_|lib_downl oad/encli/kit/enclikit.jar

For example:

wget --no-check-certificate
https://<your_em host: port>/enm public_|lib_downl oad/encli/kit/entlikit.jar

*  Download this kit from the Cloud Control console:
— From the Setup menu, select Command Line Interface.

— In the EM CLI Standard section, click the Download the EM CLI
Standard Kit to your workstation link.

2. Setyour JAVA HOMVE environment variable and ensure that it is part of your PATH.
You must be running Sun Java JRE 1.7.0_111 or greater. For example:

Linux platform:

setenv JAVA HOME /usr/local / packages/j2sdkl.7.0_111

Windows platform:
C \Users>set JAVA HOME=C:\Program Fil es\Java\jdk1l.7.0_111

3. Install EM CLI Standard kit into any directory using emclikit.jar. The directory in
which EM CLI is installed is called "EM CLI Home" (or "EM CLI Client Directory").

*  For Enterprise Manager Cloud Control version 13.1.0.0 and later —
On a Linux platform, enter:

$JAVA HOVE/ bin/java -jar entlikit.jar -install_dir=<emcli_hone_dir>

On a Windows platform, enter:

Y%JAVA HOME% bin\java -jar enclikit.jar -install_dir=<emcli_home_dir>
* For Enterprise Manager Cloud Control versions prior to 13.1.0.0 —

On a Linux platform, enter:

$JAVA_HOVE/ bin/java -jar enclikit.jar client

-install_dir=<emcli_hone_dir>

On a Windows platform, enter:

Y% AVA_HOMVE% bin\java -jar enclikit.jar client
-install_dir=<emcli_hone_dir>

4. Change directories to the <em_cli_home_dir> directory where EM CLI is installed,
then execute emcli help setup for instructions on how to use the setup verb to
configure the EM CLI client for a particular OMS.

For information on configuring for shared directories environments, see Using EM
CLI With Shared Directories.
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2.2.3 Downloading and Deploying the EM CLI Client with the Script

Option

ORACLE

¢ Note:

Before proceeding, click here to see a video tutorial on how to download and
get started with EM CLI in Interactive Mode, and click here to see a video
tutorial on how to download and get started with EM CLI in Script Mode.

Read the readme.txt file shipped with the EM CLI kit with Scripting mode.

The default behavior for EM CLI with Scripting or Interactive mode is to create its own
session, which is not persistent and does not store any user session information on
disk. If you have set up EM CLI with Scripting or Interactive mode, the values passed
to its options such as -autologin or -trustall would be used by the new session. If you
have not set up EM CLI or these options were not passed in the setup verb, you would
need to set EM CLI client properties before script execution or launching EM CLI
Interactive mode.

e If EM CLlI is set up with the -autologin option, the script executes as the auto
logged-in user. In the script, you can directly call the verb as a function without
having to use login() in it.

e If EM CLlI is set up without the -autologin option, the login() function has to be
used. If the password is not passed as an argument in the script, you are
prompted for the password during script execution.

e If EM CLlI is set up with the -trustall option, EMCLI_TRUSTALL or
EMCLI_CERT_LOC is not required.

To download the EM CLI client for standard EM CLI as well as Interactive and Script
EM CLI:

1. Obtain the EM CLI client kit emcliadvancedkit.jar using one of the following
methods:

Download this kit from any 13.1.0.0 or later Cloud Control installation at the
following location:

https://<your_em host: port>/enl
public_lib_downl oad/ encli/kit/entliadvancedkit.jar

For example:

wget --no-check-certificate
https://<your_em host: port>/enl
public_lib_downl oad/encli/kit/entliadvancedkit.jar

Download this kit from the Cloud Control console:
— From the Setup menu, select Command Line Interface.

— Inthe EM CLI with Script Option section, click the Download the EM CLI
with Script option kit to your workstation link.
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2. Setyour JAVA HOMVE environment variable and ensure that it is part of your PATH.
You must be running Sun Java JRE 1.7.0_111 or greater. For example:

Linux platform:

setenv JAVA HOME /usr/local / packages/j2sdkl.7.0_111

Windows platform:
C:\Users>set JAVA HOVE=C:.\Program Fi | es\ Java\jdk1l.7.0 111

3. Install EM CLI with Scripting mode into any directory using emcliadvancedkit.jar.
The directory in which EM CLI is installed is called "EM CLI Home" (or "EM CLI
Client Directory").

*  For Enterprise Manager Cloud Control version 13.1.0.0.0 and later —
On a Linux platform, enter:

$JAVA HOWE bin/java -jar entliadvancedkit.jar
-install _dir=<emcli_hone_dir>

On a Windows platform, enter:

%JAVA HOME% bin\java -jar entliadvancedkit.jar
-install _dir=<emcli_hone_dir>

*  For Enterprise Manager Cloud Control versions prior to 13.1.0.0.0 —
On a Linux platform, enter:

$JAVA HOVE/ bin/java -jar encliadvancedkit.jar client
-install _dir=<emcli_hone_dir>

On a Windows platform, enter:

%JAVA HOME% bin\java -jar entliadvancedkit.jar client
-install _dir=<emcli_hone_dir>

4. Change directories to the <em_cli_home_dir> directory where EM CLI is installed,
then execute emcli help sync for instructions on how to use the sync verb to
configure the EM CLI client for a particular OMS.

" Note:

By default, EM CLI with Scripting mode does not store any user session
information on disk. It is tailored to build production-grade Jython modules for
Enterprise Manager.

Read the readme.txt file shipped with the EM CLI kit with Scripting mode.

2.2.4 Using EM CLI With Shared Directories

To avoid contention issues when different Enterprise Manager users are accessing the
same EM CLI directories, the following configuration is suggested:

1. Setthe EMCLI_OPTS environment variable as shown in the following example,
using the export Linux operating system command:
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export EMCLI _OPTS="-Duser. hone=/ home/ user/cli -Dentli.state.dir=/honme/user/cli"

Since this is an environment variable, you can set this permanently in your
session, depending on your operating system.

Invoke the setup command, noting the following recommendations:

* Use a different EM CLI state directory per user by defining the directory
location with the -dir option.

» Use a different verb jars directory per user by defining the directory location
with the -verb_jars_dir option.

For example:

$EMCLI _| NSTALL_HOVE/ encl i setup
-url =https://onsnmachi ne. exanpl e. com em port/em
- user name="adn n"
-dir="/home/ user/cli"
-verb_jars_dir="/hone/user/cli"

2.2.5 Troubleshooting After Installation

If you receive the following error when you try to execute your first EM CLI verb, EM
CLlI tried and failed to acquire a lock for a file:

Error: Some required configuration is nmissing, corrupt, inaccessible, or insecure
(access permissions are too liberal). Resolve the problemand run setup.

To see how this issue occurs, run the sample java program provided in My Oracle
Support Knowledge Document 1480978.1, "EMCLI fails with Some required
configuration is missing.. error or Java.io.lOException: No Locks Available "

https://support.oracle.comrs?type=doc& d1=480978. 1

The program tries to acquire a lock for a file and fails. This error is caused by an NFS
problem in your environment. To work around this issue:

1.

ORACLE

Specify -Duser.home="<non nfs path>" to force EM CLI to create the files under
this directory.

Set the EMCLI_OPTS variable as follows:
export EMCLI _OPTS ="-Duser. home=/t mp"

For example:
export EMCLI _OPTS=-Duser. home=/tnp/entlitenp/ prod
Run the emcli setup command as follows:

entli setup
url ="https://onmsmachi ne. exanpl e. com em port/enf
- user nane="adm n"
- passwor d="passwor d1234"
-trustall
-dir=/tnp/enclitenp/prod
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# Note:

For more information To see how thisrun the sample java program in
MyOracleSupport Document since its easier to educate the customer that the
cause is not within code in emcli. The sample java program provided in
Support Document 1480978.1 tries to acquire a lock for a file and this fails. |
think you can either add the code of the sample java program or you can
reference users to the document., see Knowledge Document 1544004.2,
"Customer User Administrator (CUA) Role and Responsibilities™:

https://support.oracle.conl rs?type=doc& d=1544004. 2

2.3 Getting Started with EM CLI

After the EM CLI client is downloaded and installed, you are ready to begin using EM
CLI. At this point, you can run the EM CLI client out of the installation directory
location, or alternatively, you can add it to your PATH.

2.3.1 Using Basic Operational Verbs

Immediately after installation, only basic operational verbs are available:

» argfile — Execute an EM CLI verb where the verb and any options are contained
in a file.

* help — Access command-line help for EM CLI verbs.

* login — Log in and establish a session with the OMS.

* logout — Log out of EM CLI client from Enterprise Manager.
* setup — Configure EM CLI to function with a specific OMS.

(See Connecting the EM CLI Client to OMS for important information about this
verb.

o status — Show EM CLI setup details
e sync — Synchronize the EM CLI client with an OMS.
e version — List EM CLI verb versions or the EM CLI client version.

EM CLI incorporates a comprehensive command-line help system that provides
various levels of assistance. Available from any EM CLI client installation, the help
system provides a listing of all available verbs, descriptive overviews for each verb,
syntax, as well as usage examples. The command-line help is the definitive EM CLI
information source.

2.3.1.1 Using Commands in Standard Mode

ORACLE

To invoke a verb in standard mode, precede the verb with the emcli command. For
example, to invoke the help for an overview of all available verbs, enter one of the
following commands:

Linux platform:

.lentli help
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Windows platform:

> \entli help

Alternatively, enter the same command followed by the verb name to view a detailed
verb description, the verb parameters and options, and usage examples, as in:

Linux platform:
.lemcli help login
Windows platform:

> \encli help login

" Note:

You can execute EM CLI without using ./ for Linux or .\ for Windows if you
set the PATH environment variable to the directory where EM CLI is
installed.

2.3.1.2 Using Commands in Interactive Mode

ORACLE

To access command-line verbs in interactive mode, you must first invoke the EM CLI
command prompt:

$>. /encli

To invoke a verb, call the verb name followed by parentheses. For example, enter the
following command to invoke the help:

entli> hel p()

To find help for a specific verb, call the help command with the verb within the
parentheses surrounded by a single quote:

entli>hel p('login")

# Note:

The setup and sync commands are not available inside Script and Interactive
modes.

Tip:

Read the readme.txt file shipped with the advanced kit for more specific
examples on how to call the verbs in the EM CLI Client in Script and
Interactive modes.
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2.3.1.3 Calling a Script

To call a script, you must first invoke the EM CLI command prompt:

$>. /entli

To run a script, enter entl i and provide the script location as shown in the following
example, where ny_scri pt. py is the full path of a valid Python script:

Y%encli @ry_script.py

¢ Note:

The setup and sync commands are not available inside Script and Interactive
modes.

Tip:

Read the readme.txt file shipped with the advanced kit for more specific
examples on how to call the verbs in the EM CLI Client in Script and
Interactive modes.

2.3.2 Connecting the EM CLI Client to OMS

ORACLE

You must run the setup verb to connect the EM CLI client to the OMS running the EM
CLI Management Services. Running set up installs all available verb-associated
command-line help from the EM CLI Management Service. If you have installed
EMCLI with the Script option, you can use the sync command instead of the setup
command.

# Note:

If you have followed the instructions in Downloading and Deploying the EM
CLI Client, the set up is already done for you.

You can use one EM CLI client installation to function with multiple OMSes. However,
at any time, EM CLI can function with a particular OMS. For either scenario, you need
to set up the EM CLI client once for each OMS. You also need to subsequently set the
EMCLI_STATE_DIR environment variable to the directory that was specified as the
EM CLI client directory for the particular OMS.

To connect the EM CLI client to OMS:

1. Understand the syntax of the setup and sync verbs and their options by entering
the following commands or referring to the respective verbs in Connecting the EM
CLI Client to OMS:

e Command-line EM CLI:
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.lentli help setup
e Script and Interactive EM CLI:
.lentli help sync

2. Enter the setup verb with at least the minimally required parameters as shown in
This examples:

e Command-line EM CLI:

.lentli setup -url=http://onmsmachi ne. exanmpl e. com em port/em
- user name=em user

e Script and Interactive EM CLI:

.lentli sync -url=http://onmsmachi ne. exanpl e. com em port/em
-usernanme=em user -trustall

If you have already downloaded certificates, you can specify them using the
environment variable EMCLI_CERT_LOC. In this case, the -trustall option is
not needed.

" Note:

Specify the URL you are using to log in to Enterprise Manager through
the browser.

As you observed from step 1, the setup verb has several options, including the
following important options:

e -autologin
e -noautologin

In autologin mode, if a session times out, EM CLI automatically logs you in. In the
default noautologin mode, if no EM CLI command executes within the 45-minute

default session time-out period, you need to log in using the login verb to be able
to execute the verbs.

3. Enter your user password for Enterprise Manager when prompted after the EM
CLI client connects with the EM CLI Management Services.

After running the set up verb, the message "Emcli Setup Successful" appears, and you
are ready to begin using EM CLI.

Tip:
For complete information on the setup verb and its options, including autogin
and noautologin referenced in step 2, see the setup verb.

To configure the EM CLI client to function with multiple Oracle Management
Services by implementing multiple setups, see the Examples section for the
setup verb.
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2.3.3 Configuring an HTTP Proxy Environment

If you are planning to use EM CLI through an HTTP proxy server, you need to set an
additional environment variable, EMCLI _COPTS, that supplies EM CLI with the requisite
proxy host and port information. This examples illustrate setting the EMCLI _OPTS
environment variable for both Windows and UNIX operating systems.

Example 2-1 Setting EMCLI_OPTS in a Microsoft Windows Environment

>set EMCLI _OPTS=- Dhtt p. proxyHost =<proxy host > -Dhttp. proxyPort =<proxy port>

Example 2-2 Setting EMCLI_OPTS in a UNIX Environment (TCSH)

>setenv EMCLI _OPTS "-Dhttp. proxyHost =<proxy host > -Dhttp. proxyPort=<proxy port>"

2.3.4 Configuring Log File Settings for EM CLI

EM CLI creates log files to record informational and error messages generated during
operation. Not all of the logs in This examples are necessarily present. Logs are
created as needed and are appended — they are preserved between invocations of
EM CLI. You can safely delete log files any time without affecting the EM CLI
operation. The logs help you to troubleshoot any run-time errors.

# Note:

By default, .emcli.log is only created when an exception or error occurs, or
when debugging is enabled. Otherwise, the file does not exist.

This examples show possible log file locations:

<EM CLI _I nstance_Hone>/ . encli.| og
<EM CLI _I nstance_Hone>/ . encli.log.1

<EM CLI _I nst ance_Hone> refers to the directory specified by the - di r option in the
latest running of the set up verb (with an appended . entl i sub-directory). The current
<EM CLI _I nst ance_Hone> directory can be identified by executing the st at us verb to
display the setup summary.

Log files are limited to a maximum of 0.5 MB. EM CLI alternates between the two log
files — as each file reaches the 0.5 MB limit, EM CLI begins writing to the other file,
overwriting the oldest log file after encli . | og. 1 has been filled for the first time.

2.3.4.1 Log File Locations

ORACLE

This example show possible log file locations:

If you do not specify a configuration directory when you run the set up verb (- di r
option is omitted), EM CLI assumes the . entl i configuration directory is located within
your local home directory. The log files are placed at the root level of the . entl i
directory. The . entli directory must be local (not mounted remotely).
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In this example, the configuration directory is specified using the - di r option when the
set up verb is run. This allows you to specify a local configuration directory if the user
home directory is mounted remotely (through NFS, for example).

Example 2-3 No Configuration Directory Specified with Setup Verb (default
location)

user. hone/ . encli/.encli.log
user. hone/.encli/.encli.log.1

Example 2-4 Local Configuration Directory Specified with Setup Verb (-
dir=<local directory>

local.dir/.entli/.entli.log
local.dir/.encli/.entli.log.1

2.3.4.2 Log File Location and Log Level

You can specify the log file directory and the log level, if desired, using the following
variables, which you can set as environment variables:

e EMCLI_LOG_LOC — Sets the log file directory to any desired location.

* EMCLI_LOG_LEVEL — Presets the log level. Allowed values in descending order
are:

— SEVERE (highest level)
—  WARNING

— INFO

— CONFIG

— FINE

— FINER

— FINEST (lowest level)

Additionally, you can use the level OFF to turn off logging, and the level ALL to
enable logging of all messages.

2.4 Security and Authentication

ORACLE

To enable EM CLI to function with a particular OMS, configure EM CLI by executing
the setup verb. This is a one-time operation for this particular OMS.

You can find out the OMS connection information from any EM CLI client by invoking
the set up verb without any options. For example:

$ entli setup

Oracl e Enterprise Manager Cloud Control 13c Rel ease 2.

Copyright (c) 1996, 2016 Oracle Corporation and/or its affiliates. Al rights
reserved.

I nstance Hone . Iprivate/entli/setup/.entli

Verb Jars Hone . Iprivate/entli/setup/.entli

EM URL : https://myonshost. us. exanpl e. com 5416/ em
EM user ©userl

Trust all certificates : true

Auto login . false
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You can also invoke the status command, which provides more information than the
setup command:

$ entli status
Oacle Enterprise Manager C oud Control 13c Rel ease 1.
Copyright (c) 1996, 2016 Oracle Corporation and/or its affiliates. Al rights

reserved.

I nstance Home . Iprivate/encli/setup/.entli

Verb Jars Hone . Iprivate/encli/setup/.entli

Stat us : Configured

EMCLI Hone . Iprivate/ M\Hone/ ons/ bin

EMCLI Version : 13.2.0.0.0

Sun Java JRE Hone : Iprivate/ M\Hone/ j dk17/j dk

Sun Java JRE Version : 1.7.0 111

Log file . Iprivate/encli/setup/.entli/.encli.log
EM URL : https://myonshost. us. exanpl e. com 5416/ em
EM user . sysnman

Auto login . false

Trust all certificates : true

Example 2-5 CLI-Enterprise Manager Authentication

>entli setup -url="http[s]://host:port/en —username="<username>" [-trustall] [-
noval i dat e]

>pl ease enter password:

2.4.1 HTTPS Trusted Certificate Management

For authenticating an OMS during the SSL server authentication phase of an HTTPS
connection handshake, EM CLI searches for trusted certificates in the following key
stores:

CONFI G DI R/ . entli/.local keystore
user. hone/.entli/.keystore
JRE_HOWE/ | i b/ security/cacerts

CONFI G_DI Ris the directory specified by the - di r option in the latest running of the
set up verb (with an appended . encl i sub-directory).

JRE_HOME in a Sun Java JRE installation is typically JAVA_ HOVE/ j re.

The Sun Java JRE keyt ool command can manage the key stores. For more
information about this tool, see the security documentation for your Sun Java JRE VM
installation, or at the time of this writing:

http://java.sun.conlj2se/1.5.0/docs/tool docs/ sol ari s/ keyt ool . ht n

Not all of the key stores in the list above will necessarily be present.

2.4.2 Secure EM CLI Clients

You can provide credentials to EM CLI in one of two ways:

« Provide credentials at the time of use. See the login and logout verbs for
information on credentials.
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* Make credentials persistent on the host system where the EM CLI client is
running, as might be the case when executing EM CLI verbs from a shell script.

Caution:

You should only persist credentials on hosts when the host is a secure EM
CLI client, since the only protection available for credentials is the file-system
security of the OS.

Oracle also recommends not using persistent credentials if the EM CLI
user's home directory is mounted over NFS or any other insecure file
system.

2.4.3 Secure Mode for the EM CLI Setup

The EM CLI client installs certain configuration files and a client-side implementation of
verbs on the EM CLI client system. The EM CLI client configuration files contain
information such as the OMS URL, Enterprise Manager user names, and Enterprise
Manager passwords.

By default, the EM CLI client is set up in secure mode. In this mode, EM CLI does not
store any Enterprise Manager or SSO passwords on the EM CLI client disk. The
command emcli setup -noautologin sets up the EM CLI client in secure mode. By
default, -noautologin is true. Therefore, you do not need to specify it if you want to set
up the EM CLI client in secure mode. In secure mode, if the EM CLI session times out
due to inactivity, explicit login (using the login verb) is required before invoking any
verb.

If you want to set up EM CLI in the insecure auto-login mode, you can use the emcli
setup -autologin command. In this mode, if an EM CLI session times out due to
inactivity, EM CLI automatically re-establishes the session when a verb needs to
execute. However, if you explicitly logged out by running emcli logout, you need to
explicitly log in again using emcli login.

e For information on the -noautologin option, see the setup verb.
e For information on logging in, see the login verb.

e For information on logging out, see the logout verb.

. " Note:

The following information regarding the -script option is not to be
confused with the Script mode.

For easy parsing of verb output by scripts, a —scri pt option is available for all
verbs that generate output data. If you use the - scri pt option, all output columns
become tab-separated (with non-null values), and all rows become newline-
separated. You can override the default column and row separators by using the -
format option in place of - scri pt.
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[-script|-format="name: <f or mat
type>; col urm_separ at or : <separ at or _t ext >; r ow_separ at or : <separ at or _t ext >

"]

Supported - f or mat options are shown in Table 2-1.

Table 2-1 Supported "-format"” Options

___________________________________________________________________________|
Option Explanation

-format ="nane: pretty"” Pretty-print the output. This is

the default when both - scri pt
and - f or mat are not specified.

-format ="nane: script"” Identical to just specifying —

scri pt. Columns are tab-
separated, and rows are
newline-separated.

Causes the verb output to be

f or mat =" nane: scri pt; col urm_separ at or : <col unm column-separated by
sep_string>" <col um_sep_string>. Rows

are separated by the newline
character.

Causes the verb output to be

format ="nane: scri pt; row _separator: <row_sep_s row-separated by
tring>" <row_sep_string>. Columns

are separated by the tab
character.

Causes the verb output to be

f or mat =" nane: scri pt; col urm_separ at or : <col unm column-separated by
_sep_string>; row separator:<row sep_string>" <colum_sep_string>and

row- separated by
<row_sep_string>.

-format =" name: csv" Produces a table with the

columns separated by commas
and the rows by newlines.

-script is equivalent to —f or mat =" name: scri pt; col um_separ at or :
\'u0009; r ow_separ at or: \ uO00A"

The values for column and row separator are specified as one or more
character strings. Any of the characters can be represented by the unicode
sequence \ uXXXX (where X is a hex value).

NOTE: The ASCII character set is represented by \ u00XX, where XX can range
from 00 to 7F. For example, the tab character is represented by \ u0009 and
the newline character is represented by \ u000A.

The pretty format type has no attributes.

In scri pt mode, any verb output cells that contain the separator strings are
substituted with the unicode values for these strings so that the output does
not break any scripts required to parse the output.

script is the only format type for which separators can be specified.
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— Separators need not be single characters, and can be specified using both
regular characters interspersed with unicode sequences as shown in This
example:

Example 2-6 Complex Separator
Separator Specification: xxx\ u0009xxx\ u0009

This separator appears as xxx followed by a tab, followed by xxx, followed by another
tab.
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3.1 Using

3.2 Using

ORACLE

This chapter discusses the following Enterprise Manager Command Line Interface
(EM CLI) topics:

e Using Command-line EM CLI

e Using EM CLI in Interactive or Script Mode
* Advanced Script Examples

* Using the Generic 'List' Verb

» Using the Registered Clients Page

Command-line EM CLI

Command-line EM CLI is the traditional and most direct way of invoking an EM CLI
verb. The basic syntax from the system prompt is:

encli verb_nanme -required_paraneterl -required_paranmeter2 ... -optional paranmeterl -
optional _paraneter2 ..

The syntax for a particular verb applies to its usage whether it is invoked through the
command line or programatically. For example, the syntax for the create_group verb
is:

entli create_group
- name="nang"
[ - type=<group>]
[-add_targets="nanel:typel; nane2:type2;..."]...
[-is_propagating="true/false"]

This indicates that the -name parameter is required, whereas the -type parameter,
enclosed within brackets, is optional, as well as the -add_targets and -is_propagating
parameters. This example shows how the verb might be used at the command-line
prompt:

entli create_group -nanme=db_group
-add_targets="enp_rec: oracl e_dat abase"
-add_targets="payrol | : oracl e_dat abase"

Verb Categories provides the format, descriptions of required and optional parameters,
and examples for most EM CLI verbs. Those that are not documented can be found in
the online help by entering the following command:

encli hel p verb_name

EM CLI in Interactive or Script Mode

As introduced in EM CLI Overview and Concepts , EM CLI provides Interactive and
Script modes to enhance and extend the basic functionality offered through the
standard command-line invocation. Both Interactive and Script mode provide the same
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functionality. Unless otherwise stated explicitly, all of the information presented in this
chapter pertains to both Interactive and Script modes.

The following sections discuss the fundamental principles associated with the EM CLI
interactive or scripting modes:

e Jython Interpreter

e Script and Interactive Mode Syntax

e Interactive Mode — Connecting to an Oracle Management Server (OMS)
e Examples of Standard, Interactive, and Script Verb Invocations

e Writing and Running the First Script

e Invoking an EM CLI Verb Programatically

e Error Exception Handling

e Utility Functions

* Selected Use Cases

» Selected list Verb Use Cases

Tip:

For a demonstration of using EM CLI in script and interactive mode, click on
the links below to view the following Enterprise Manager Screenwatches:

e Getting Started with EM CLI in Script Mode
e Downloading and Getting Started with EM CLI in Interactive Mode

3.2.1 Jython Interpreter

Beginning with Enterprise Manager Cloud Control version 12cR3, EM CLI includes an
embedded Jython interpreter (Jython 2.5.3), where all of the verbs are registered as
functions, known as EM CLI verb functions or simply functions. Usage of these
functions is similar to the corresponding verb. In these functions, the parameters
(supplied as key-value pairs) are those present in the verb arguments.

In Interactive mode, the interpreter opens a shell where you can type your commands.
Using Script mode, you can run your Jython program by passing it to the interpreter in
a non-interactive fashion. For both modes, apart from using the EM CLI verb functions,
you can also program in Jython conventionally.

3.2.2 Script and Interactive Mode Syntax

ORACLE

The syntax for these two modes varies slightly.
To run a script:

Enter encl i and provide the script location as shown in the following example, where
nmy_scri pt. py is the full path of a valid Python script:

Y%encli @ry_script.py
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To start EM CLI in Interactive mode:
Enter emcli at the command prompt to start an interactive shell, as follows:
Linux platform:

%entli
encli>

Windows platform:

C\Directory> entli
encli>

Comparing Script and Interactive Modes

To illustrate using the interpreter in both Script and Interactive mode to achieve the
same objective, This examples print the current version of the installed EM CLI client.
Example 3-1 shows a Python script that uses the version() verb of EM CLI to print the
current version. Example 3-2 achieves the same result using the interactive shell. Note
that the version verb used in both of these examples has the same signature and
functionality.

Example 3-1 Script that Prints the Current Version
For a script named emcli_helloworld.py with the following contents:

print 'Hello EMCLI'
print version()

The output is:

Hel | o EMCLI
Oacle Enterprise Manager 13c EMCLI Version 13.1

Example 3-2 Interactive Input that Prints the Current Version

$encli>print 'Hello EMCLI'

Hel l o EMCLI

$encl i >version()

Oracl e Enterprise Manager 13c EMCLI Version 13.1

3.2.3 Interactive Mode — Connecting to an Oracle Management
Server (OMS)

ORACLE

Because most of the verbs require a connection to an OMS, you need to set up an
OMS connection in an Interactive shell before you can invoke any verb by minimally
setting the following required client properties and optionally setting others:

- EMCLI_OMS_URL
«  EMCLI_TRUSTALL or EMCLI_CERT_LOC

The following procedure provides a recommended method of setting up these
properties and subsequently logging in.

1. Type help('client_properties’) in the Interactive shell for more information about the
available client properties, as shown in the following output example:

entli>hel p('client_properties")
EMCLI _OMS_URL : OM5 URL To connect to.
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EMCLI _USERNAME . OMB Usernane.

EMCLI _AUTOLOG N . Possible values are true,false. Default is false.
EMCLI _TRUSTALL . Possible values are true,false. Default is false.
EMCLI _VERBJAR DI R . Location of bindings directory.

EMCLI _CERT_LCC . Location of a valid certificate file.

EMCLI _LOG LOC . Directory where log files will be stored.

EMCLI _LOG LEVEL Possi bl e val ues are

ALL, I NFO, FI NE, FI NER, WARN, SEVERE
Default is SEVERE.
EMCLI _CQUTPUT_TYPE . Possible values are json, JSON, text, TEXT. Default
is json in script node and text in
interactive node.

status() will list values of all the client properties.
set _client_property(propertynane,value), get_client_property(propertynane), and
clear_client_property(nanme)can be used to set, get, and clear a client property

Set the required client properties from either the Interactive shell directly using the
set_client_property() function, or as environment variables before a shell is
launched.

*  Function method

For example, to connect to an OMS at https://hostl.example.com:1234/em in
which you want to trust all certificates:

entli>set_client_property(' EMCLI _OVS_URL',
"https://host1l. exanpl e.com 1234/ eni)
encli>set_client_property(' EMCLI _TRUSTALL',"true")

 Environment variables method

For example, to set the same client properties as environment variables on a
Linux platform:

% setenv EMCLI _TRUSTALL true
% setenv EMCLI _OMS_URL https://host1. exanpl e.com 1234/ em

Windows platform:

C\Directory> set EMCLI _TRUSTALL=true
C\Directory> set EMCLI _OVB_URL=https://host1. exanpl e.com 1234/ em

Log into the OMS:
encli>l ogi n(username="'<user>')

Provide a password at the prompt. You can also alternatively provide a password
as shown:

encli>l ogi n(username='foo', password="bar")

Alternatively Logging in with EMCLI_USERNAME

You can use the EMCLI_USERNAME client property to log in as shown in This
example for the Linux platform:

% set env EMCLI _USERNAME sysman

entli>l ogin()
Enter password : ****xx

Logi n successful

Windows platform:
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C\Directory> set EMCLI _USERNAME sysman
entli>l ogin()
Enter paSSV\Drd : * ok k ok ok %

Logi n successful

Displaying the Status of a Session

You can use the status() command to display the status of an EM CLI session, as
shown in This example:

entli>status()
<banner >

Verb Jars Honme (EMCLI _VERBJAR DI R)
I <Location>/int/./bindings/13.2.0.x.0/.encli

EM CLI Honme ( EMCLI _I NSTALL_HOVE) . [<Location>/int/.

EM CLI Version 0 13.2.0.x.0

Java Home : ljdké/jre

Java Version © 1.x.0.x

Log file (EMCLI _LOG LOQ) : CONSCLE

Log level (EMCLI_LOG LEVEL) : SEVERE

EM URL (EMCLI _OVS_URL) : https://host 1. exanpl e. com 1234/ em
EM user ( EMCLI _USERNAME) : <user>

Auto login (EMCLI _AUTOLOG N) . false

Trust all certificates (EMCLI_TRUSTALL) : true

Exiting the Interactive Shell
To exit the EM CLI interactive shell, use the exit verb as shown:

entli>exit()

3.2.4 Examples of Standard, Interactive, and Script Verb Invocations

ORACLE

This examples contrast these three methods of verb invocations.
Example 1 — String-based Arguments
Standard invocation:

%encli create_user -nane='jan.doe' -type=' EXTERNAL_ USER

Interactive mode invocation:

entli>create_user(nanme="jan. doe',type=" EXTERNAL_USER )
Script mode invocation:

create_user(nane='jan.doe',type=" EXTERNAL_USER)
Example 2 — List-based Arguments

Standard invocation:

%encli grant_privs -name='jan.doe' \
-privilege="USE_ANY_BEACON' \
-privilege="FULL_TARGET; TARGET_NAME=host 1. exanpl e. com TARGET_TYPE=host "

Interactive mode invocation:
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emcli>priv_list = ['USE_ANY_BEACON ,
" FULL_TARGET; TARGET_NAME=nyhost . us. exanpl e. com TARGET_TYPE=host ']

Script invocation:

priv_list=["USE_ANY_BEACON ,
" FULL_TARGET; TARGET_NAME=nyhost . us. exanpl e. com TARGET_TYPE=host ' ]

Example 3 — Flag-based Boolean Arguments
Standard invocation:
%encli get_targets -noheader
Interactive mode invocation:
entli>get _targets(noheader=True)
Script invocation:
get _target s(noheader =Tr ue)
Advisory Information About Incomplete Commands in Interactive Mode

If you do not complete a command in interactive mode, the Jython interpreter prompts
with three dots on the next line. Until the line is complete, Jython continues to generate
this prompt. For example:

entli > status(

)
Providing the closing parenthesis executes the status command.

In This example, "\n" completes the line, and reports a syntax error.

entli> get_targets -targets="oracl e_dat abase"
. An
3.2.5 Writing and Running the First Script

To assist you in writing your first script, this section analyzes a sample script that
retrieves all targets and prints their names. Example 3-3 shows the entire script.

¢ Note:

Line numbers are provided only for explanatory purposes for Table 3-1. For a
copy-ready script, see Example A-1 in Sample Scripts.
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# Note:

Observe the method of accessing the JSON response from the verb
response get_targets().out()['data’]. The get_targets() response provides a
handle to the response object, and out()['data’] provides a handle over the
underlying JSON data. This methodology is consistent for most verbs.

Script Analysis

Table 3-1 provides an analysis of each line of code.

Table 3-1 Line-by-Line Script Analysis

Lines

Description

4

13,15

18

21-24

Jython import construct to import all EM CLI verb functions in the current
program. You can also selectively import the verb functions. You can use the
Jython import function to import all of the functions as wildcards or on an as
needed basis explicitly. For example:

fromencli inport *

... imports all of the functions, whereas ...

fromencli inport get_targets

... imports only the get_targets function.

Custom Jython function to print the name and type of a target. It accepts a key
value tuple of the form. It accepts a key value tuple of the form {Target Name,
Target Type} as the parameters.

Necessary connection to OMS in order to retrieve all targets. Before connecting
to the OMS, you must first set the OMS connection details using the
set_client_property() function. This sets the OMS URL to https://
hostl.example.com:1234/em and enables the client to trust all certificates.

Note that none of these details are stored in disk. These details are stored in
memory and only last for a single script execution. For more information on client
properties, enter help('client_properties’) from the interactive shell.

You can define EMCLI_OMS_URL and EMCLI_TRUSTALL variables as
environment variables if you do not want to set these in your script. If you have
downloaded certificates somewhere, you can also use the environment variable
EMCLI_CERT_LOC to point to the certificate directory. In this case, you do not
need EMCLI_TRUSTALL.

Login function to connect to the OMS. The example uses the Sysman user to log
in. This prompts for a password during execution.

Invokes the get_targets() function and captures its response in an array called
targets_array. This is in JSON format. This example iterates through this array
and uses the custom function print_target_details to print its name and type.

Script Execution

Example 3-4 shows that executing this script retrieves the list of all targets and their

types.

The Logout Successful message indicates that the login session to the OMS is closed
at the end of the execution.
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Example 3-3 Script That Retrieves All Targets and Prints Their Names

1 #entli _get_targets. py

g#l nport all encli verbs to current program

4 fromentli inport *

2 def print_target_details(target):

! 8 print the target name and target type given a target tuple.
18 print target[' Target Name'] + ' ' + target[' Target Type']

11

12 #Set the OMB URL to connect to

13 set_client_property(' EMCLI _OVS_URL', ' https://host 1. exanpl e.com 1234/ em )
14 #Accept all the certificates

15 set_client_property(' EMCLI _TRUSTALL','true')

16

17 #Login to the OVB

18 | ogi n(user nane=" adm nuser"')

19

20 #lnvoke get_targets and | oop over the targets array

21 targets_array = get_targets().out()['data']

22 for target in targets_array:

23 #Call print_target_details function to print the target details
24 print_target_details(target)

Example 3-4 Output of Script that Retrieves All Targets

$entli @ncli_get_targets. py

Enter password : ****xx

test. exanpl e. com host

EM Managenent Beacon oracl e_beacon

CSAcol I ector oracle_csa_col | ector

Cenr ep_Dat abase oracl e_dat abase

EM Jobs Service oracl e_em service

test. exanpl e. com 1838 oracl e_eml

Management Services and Repository oracle_enrep

Management _Servers oracl e_emsvrs_sys

test. exanpl e. com 7654_Managenment _Servi ce oracl e_onms

test. exanpl e. com 7654_Managenment _Servi ce_CONSOLE oracl e_onms_consol e
test. exanpl e. com 7654_Management _Servi ce_PBS oracl e_ons_pbs
/ EMSC_EMSC_DOVAI N EMGC_DOVAI N webl ogi ¢_domai n

Logout successful

3.2.6 Invoking an EM CLI Verb Programatically

As mentioned earlier, all of the verbs are available as global Jython functions with verb
options as function parameters. Flag-based options are provided by specifying True as
the value. List-based options are provided by constructing a Python list and using it as
an argument. Table 3-7 provides more details on this.

3.2.6.1 Accessing Verb Invocation Responses

Every EM CLI verb invocation returns a Response object. The Response object is part
of EM CLI, and has the functions listed in Table 3-2.
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Table 3-2 Response Object Functions

_________________________________________________________________________|
Function Description

out() Provides the verb execution output. The output can be text, or the

JSON.isJson() method on the Response object can be used to
determine whether the output is JSON. Refer to the section "JSON
Processing" for more details.

error() Provides the error text (if any) of the verb execution if there are any

errors or exceptions during verb execution. Refer to the section "Error
and Exception Handling" for more details.

exit_code() Provides the exit code of the verb execution. The exit code is zero for a

successful execution and non-zero otherwise. Refer to the section
"Error and Exception Handling" for more details.

isJson() Provides details about the type of output. It returns True if

response.out() can be parsed into a JSON object.

Example 3-5 invokes the get_targets verb and prints the output, error, and exit code of
the execution.

" Note:

Line numbers are provided only for illustrative purposes. For a copy-ready
script, see Example A-2 in Sample Scripts.

Line 16 shows that instead of printing the raw response (which will be JSON), the
example uses the Jython len() function to print the length of the response array, which
is basically the count of all of the targets. Note that the example uses the Jython str()
function to convert an integer type to a string.

Example 3-6 shows the execution of the script in Example 3-5.

Example 3-5 Script that Incorporates Functions in the get_targets Verb

1
2
3
4
5
6
7
8

9

10
11
12
13
14
15
16
17
18
19

#emcl i _i ntrospect _response. py

#lmport all entli verbs to current program
fromentli inport *

#Set the OMS URL to connect to

set_client_property(' EMCLI _OVS_URL', ' https://host 1. exanpl e.com 1234/ ent)
#Accept all the certificates

set_client_property(' EMCLI _TRUSTALL','true')

#lLogin to the OVS
| ogi n(user nane="' sysnan')

res = get_targets()
print 'Nunber of targets:'+str(len(res.out()['data']))
print "Errors c"+res.error()

print 'Exit code " +str(res.exit_code())
print 'lIsJson c"+str(res.isJson())
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Example 3-6 Output of Script that Invokes the get_targets Verb

$encli @ncli_introspect _response. py
Enter password : *x****
Nunmber of targets: 12

Errors :
Exit code 0
| sJson :True

Logout successf ul

3.2.6.2 JSON Processing

ORACLE

If a verb response is JSON, it can be interactively iterated and accessed. You can use
response.isJson() to check whether the verb output is JSON. If the verb output is
JSON, response.out()['data’] provides the object in the Jython object model.

JSON processing has been shown in previous examples. Example 3-7 shows another
example of this processing. The example uses custom SQL with the list() function,
which provides a generic method to retrieve data about managed objects in Enterprise
Manager. Custom SQL only works if the OMS user has super user privileges.

# Note:

Line numbers are provided only for explanatory purposes for Table 3-3. For a
copy-ready script, see Example A-3 in Sample Scripts.

Script Analysis

Table 3-3 provides an analysis of relevant lines of code. The remainder of the program
is similar to Example 3-3, which was analyzed in Table 3-1.

Table 3-3 Line-by-Line Script Analysis

________________________________________________________________________|
Lines Description

13-22 A custom Jython function get_targets_with_props() returns all of the targets
with a given property name and value. It uses the list() function or verb to
query the targets. This verb, introduced in 12cR3, provides a convenient way
to search the Enterprise Manager repository for resources. One of its features
is to list the resources matching a given SQL query, which is used in the
example. The output of this verb is JISON, which can be accessed using out()
['data’.

31-35 Iterates over the JSON response and prints the target name and target type.

Script Execution

Example 3-8 shows that executing this script retrieves the list of all targets and their
types.

Example 3-7 Script that Incorporates Custom SQL with the list() Function

#emcl i _j son_processi ng. py

#lmport all EMCLI verbs to current program
fromentli inport *

def format(str):

DWW N
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5

6 Gven a string argunent returns it back or returns
7 a blank string if it is of None type

8 Vi

9 if str is None:

10 return "

11 return str

12

13 def get_targets_with_props(p_prop_name, p_prop_val):
14 "

15 Returns targets with given property nane and its value. Uses |ist verb.
16 '

17 | _sql = "select target_nane, target_type, property_value " \

18 “from ngnt $target _properties " \

19 "where property_name ='" + p_prop_name + "' " +" "\
20 "and property_value like '" + p_prop_val + """

21 obj =

l'ist(sql=l_sql)

22 return obj

23 #Set the OV5 URL to connect to

24 set _client_property(' EMCLI _OVS_URL'," https://host1. exanpl e. com 1234/ eni)
25 #Accept all the certificates

26 set_client_property(' EMCLI _TRUSTALL','true')

27 #Log in to the OVB

28 | ogi n(usernane=' sysman')

29 #Find all the targets that have Version property set to release 12
30 | _targets = get_targets_with_props(' Version', '12%)

31 for target in |_targets.out()['data']:

32 tn = target[' TARGET_NAME |

33 tt = target[' TARGET_TYPE ]
34 pv = target[' PROPERTY_VALUE' ]
35 print "Name "+tn + " Type =" + tt + " value=" + pv

Example 3-8 Output of Script that Incorporates Custom SQL

$emcli @ncli_j son_processing. py

Enter password : *x****

Nanme test.exanmpl e.com 1838 Type =oracle_end val ue=13.1.0.0.0
Logout successf ul

3.2.7 Error Exception Handling

ORACLE

If an exception or error occurs during verb execution, an exception of type
emcli.exception.VerbExecutionError is raised. emcli.exception.VerbExecutionError
extends from RuntimeError and hence stops the execution. You can use standard
Jython exception handling to catch this exception.

emcli.exception.VerbExecutionError has the functions listed in Table 3-4.

Table 3-4 Functions for emcli.exception.VerbExecutionError
|

Function Description
error() Provides the error text of the verb execution.
exit_code() Provides the exit code of the verb execution.

Example 3-9 shows the usage of VerbExecutionError.
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# Note:

Line numbers are provided only for explanatory purposes for Table 3-5. For a
copy-ready script, see Example A-4 in Sample Scripts.

ript Analysis

Table 3-5 provides an analysis of relevant lines of code.

Table 3-5 Line-by_Line Script Analysis

Lines Description
4,6 Imports all EM CLI verbs, and imports VerbExecutionError.
9,11 Necessary connection to OMS in order to retrieve all targets. Before connecting

14

22

to the OMS, you must first set the OMS connection details using the
set_client_property() function. This sets the OMS URL to https://
hostl.example.com:1234/em and enables the client to trust all certificates.

Note that none of these details are stored in disk. These details are stored in
memory and only last for a single script execution. For more information on client
properties, enter help('client_properties’) from the interactive shell.

You can define EMCLI_OMS_URL and EMCLI_TRUSTALL variables as
environment variables if you do not want to set these in your script. If you have
downloaded certificates somewhere, you can also use the environment variable
EMCLI_CERT_LOC to point to the certificate directory. In this case, you do not
need EMCLI_TRUSTALL.

Login function to connect to the OMS. The example uses the sysman user to log
in. This prompts for a password during execution.

-27 Exception use case to create the same group again. This produces a run-time
error, which the example is handling in the try except block.

Script Execution

Example 3-10 shows the output of the script shown in Example 3-9.

Example 3-9 Script that Incorporates Exception Handling

O N O WN -

#emcl i _error_exception_handling. py

#import all entli verbs to current program
fromentli inport *

#import the verbexecutionerror
fromentli.exception inport VerbExecutionError

#Set the OMS URL to connect to

set_client_property(' EMCLI _OVMS_URL', ' https://host 1. exanpl e.com 1234/ ent)
#Accept all the certificates

set_client_property(' EMCLI _TRUSTALL','true')

#lLogin to the OVS
| ogi n(user nane=" sysnan')

#Create a group
res = create_group(name='Jan_Doe_G oup')
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19 print res.out()

20

21 #Try to create the sane group again

22 try:

23 #This will trigger an exception as the group exist already
24 create_group(nanme='Jan_Doe_Goup')

25 except VerbExecutionError , e:

26 print e.error()

27 print 'Exit code:'+str(e.exit_code())

Example 3-10 Output of Error Exception Handling Script

$entli @ncli_error_exception_handling. py

Enter password : *x****

G oup "Jan_Doe_Group: group” created successfully
Error: Goup "Jan_Doe_G oup: group” already exists

Exit code:1
Logout successf ul

3.2.8 Utility Functions
The functions shown in Table 3-6 are also available in the EM CLI package.

Table 3-6 Additional Functions
]

Function Description

last_out() Returns the output for the last executed EM CLI command. It returns
None if an EM CLI command has not been executed in the current
session.

last_error() Returns the error text (if any) for the last executed EM CLI command.

It returns None if an EM CLI command has not been executed in the
existing session, or all of the previous executions were successful.

clear() Clears the current shell in Interactive mode.

exit(ret_val) Exits from the EM CLI Interactive shell with ret_val.

3.2.9 Extending EM CLI with Python Libraries

You can extend EM CLI with end-user Python libraries by doing one of the following:

»  Copy modules to the extension directory, as shown in This example:
$EMCLI | NSTALL_HOVE/ ext di r

»  Specify the EMCLI_PYTHONPATH environment variable where the Python
modules are loaded from.

3.2.10 Selected Use Cases

Table 3-7 shows various use cases and corresponding solution examples for standard
EM CLI versus interactive invocations or scripts.
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Table 3-7 Use Case Examples

Task/Action

Invoke a verb with
string-based
arguments

Invoke a verb with

list-based arguments

Invoke a verb with

flag-based Boolean

arguments

Using help

Usage for Standard EM CLI Usage for EM CLI Interpreter (interactive
shell or script)

%encli create_user -nane='jane.doe' - create_user (nanme='j ane. doe',

t ype=" EXTERNAL_USER t ype=" EXTERNAL_USER )

%encli grant_privs -nane='jan. doe' - #First construct a list

privil ege="USE_ANY_BEACON' \ priv_list =

privilege="FULL_TARGET; TARGET_NAME=host1 ['USE_ANY_BEACON , ' FULL_TARGET; TARGET_NA

. exanpl e. com TARGET_TYPE=host" ME=host 1. exanpl e. com TARGET_TYPE=host ']

#Now use the |ist
grant _privs(nanme='j an. doe',
privilege=priv_list)

%encli get_targets -noheader get _target s(noheader =Tr ue)

hel p $verb_nanme hel p(* $verb_nane')

For example, help get_targets prints the help For example, help(‘get_targets') prints the
for the get_targets verb. help for the get_targets verb.

3.3 Advanced Script Examples

This chapter provides examples of using EM CLI to write scripts and automate routine
tasks. To use these scripts, Oracle recommends that you are experienced with
scripting languages and familiar with Jython (Python for the Java platform).

» Changing Lifecycle Status Properties
* Changing Your Database Password

*  Promoting Discovered Targets

3.3.1 Changing Lifecycle Status Properties

ORACLE

To assist you in writing scripts, this section analyzes a sample script that changes the
lifecycle status properties.

Example 3-11 enables an Enterprise Manager administrator to change the lifecycle
status of all the Oracle databases (release 11.2) in their test environment from Test to
Production. Without this script, you would have to log in to the Enterprise Manager
Cloud Control console, and identify all the release 11.2 databases, then manually
change the property to Production for each database target from the target's home

page.

You can reuse this script whenever there is a request to change a set of targets to a
different Lifecycle status.
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# Note:

Line numbers are provided only for explanatory purposes for Table 3-3. For a
copy-ready script, see Example A-5 in Sample Scripts.

Example 3-11 LifeCyclePropertyChange.py

#Di scl ai ner
#EXCEPT WHERE EXPRESSLY PROVI DED OTHERW SE, THE SITE, AND ALL CONTENT PROVI DED ON
#OR THROUGH THE SI TE, ARE PROVIDED ON AN "AS |'S" AND "AS AVAI LABLE" BASIS. ORACLE
#EXPRESSLY DI SCLAI M5 ALL WARRANTI ES OF ANY KIND, WHETHER EXPRESS OR | MPLI ED,
#1 NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
#FOR A PARTI CULAR PURPOSE AND NON- | NFRI NGEMENT W TH RESPECT TO THE SI TE AND ALL
#CONTENT PROVI DED ON OR THROUGH THE SI TE. ORACLE MAKES NO WARRANTY THAT: (A) THE
#SI TE OR CONTENT W LL MEET YOUR REQUI REMENTS; (B) THE SI TE WLL BE AVAI LABLE ON AN
#UNI NTERRUPTED, TIMELY, SECURE, OR ERROR- FREE BASIS; (C) THE RESULTS THAT MAY BE
#OBTAI NED FROM THE USE OF THE SI TE OR ANY CONTENT PROVI DED ON OR THROUGH THE SI TE
#WLL BE ACCURATE OR RELIABLE; OR (D) THE QUALITY OF ANY CONTENT PURCHASED OR
#OBTAI NED BY YOU ON OR THROUGH THE SI TE WLL MEET YOUR EXPECTATI ONS.
#ANY CONTENT ACCESSED, DOWNLOADED OR OTHERW SE OBTAI NED ON OR THROUGH THE USE OF
#THE SITE |'S USED AT YOUR OAN DI SCRETI ON AND RI SK. ORACLE SHALL HAVE NO
#RESPONSI BI LI TY FOR ANY DAMAGE TO YOUR COVPUTER SYSTEM OR LOSS OF DATA THAT
#RESULTS FROM THE DOMLOAD OR USE OF CONTENT.
#ORACLE RESERVES THE RI GHT TO MAKE CHANGES OR UPDATES TO, AND MONI TOR THE USE OF,
#THE SI TE AND CONTENT PROVI DED ON OR THROUGH THE SI TE AT ANY TI ME W THOUT NOTI CE.

1 fromentli inport *

2

3 search_list = [' PROPERTY_NAME=\' DBVersion\'',' TARGET_TYPE= \'oracl e_dat abase
\'", " PROPERTY_VALUE LIKE \"'11.2% "' "]

4

5if len(sys.argv) ==

6 print |ogin(username=sys.argv[0])

7 | _prop_val _to_set = sys.argv[1]

8 | _targets = list(resource="TargetProperties", search=search_|ist,
col urms="TARGET_NANE, TARGET TYPE, PROPERTY_NAME")

9 for target in | _targets.out()['data']:

10 t_pn = 'LifeCycle Status'

11 print "INFO Setting Property nane " +t _pn + " to value " +
| _prop_val _to_set

12 print set_target _property_val ue(property_records=target[' TARGET_NAME']
+":"+target[' TARGET_TYPE | +": "+t _pn+":"+l _prop_val _to_set)

13 else: ]

14 print "\n ERROR Property value argunment is missing"

15 print "\n INFG Format to run this file is filenane.py <usernane>

<Dat abase Target LifeCycle Status Property Val ue>"

3.3.1.1 Script Analysis

ORACLE

Table 3-1 provides an analysis of each line of the code.

Table 3-8 Line-by_Line Script Analysis

___________________________________________________________________________|
Lines Description

1 Jython import construct to import all EM CLI verb functions in the current program.
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Table 3-8 (Cont.) Line-by_Line Script Analysis

Lines

Description

3

10
11

12

13-15

search_list is a variable to pass to the search option in the list verb. This example
uses escape characters to represent single quotes. To pass more than one value for
the same option in the list verb, define as comma separated values, surrounded by
square brackets.

Defines an if condition to ensure the user provides two arguments with the script,
otherwise the script prints an error message (defined in lines #15, 16)

Provides a login to Enterprise Manager. You can remove this if you have set up EM
CLI with autologin. For more information about setup and autologin, see
Downloading and Deploying the EM CLI Client with the Script Option and the setup
and the login verbs.

|_prop_val_to_set is a variable. This is the property value to be set. Remember that
this script is changing this value from Test to Production. You can change this value
to any acceptable Lifecycle property value. For a list of valid values, see the
modify_lifecycle_stage_name verb or the Oracle Enterprise Manager Cloud Control
Administrator's Guide.

Stores the output of the list verb in |_targets. In the list verb, this script passes the
resource as TargetProperties, and search as the search_list variable. This script
specifies three columns:

e target_name

e target_type

e property_name

Defines a for loop. The data in |_targets is available in JSON format. This loop

iterates through the information target property information returned from the list
verb.

For information about JSON processing, see JSON Processing
Setst_pn to the LifeCycle Status value.

Provides a progress message to the user stating that the script is setting the
LifeCycle Status to the value passed to the script from the command line.

Defines the set_target_property_value verb, which sets the value using the
property_records option. When this verb is set for a target pair, it moves to the next
one. This example shows three databases, but in reality, use this script for a larger
number of databases.

Else statement combined with the if condition in line #5. If the arguments specified in

line #5 are not provided correctly, then the script displays one of the following error

messages:

*  Property value argument is missing

*  Format to run this file is filename.py <username> <Database Target LifeCycle
Status Property Value>

Running Example 3-11 provides the following output:

Example 3-12 Output from LifeCyclePropertyChange.py

$ encli @uvyScript.py user Production

Logi n successful

INFO Setting Property nane LifeCycle Status to value Production for dbl
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Properties updated successfully
INFO Setting Property nanme LifeCycle Status to value Production for db2
Properties updated successfully
INFO Setting Property nanme LifeCycle Status to value Production for db3
Properties updated successfully

Logout successful

3.3.2 Changing Your Database Password

ORACLE

To assist you in writing scripts, this section analyzes a sample script that changes the
password of your database.

Example 3-13 is useful if you want to reset the database password on a regular basis
for security compliance. If you change the database password in a target database,
then Enterprise Manager monitoring for that target database is unavailable. To ensure
consistent monitoring, you would have to log in to the Enterprise Manager Cloud
Control Ul, select the required database target and change the password for each and
every database, which is very time-consuming.

By using Example 3-13, you can add a number of databases to a group and then
change the password for all these databases within the group.

# Note:

Line numbers are provided only for explanatory purposes for Table 3-9. For a
copy-ready script, see Example A-6 in Sample Scripts.

Example 3-13 dbPasswordChange.py

#Di scl ai mer

#EXCEPT WHERE EXPRESSLY PROVI DED OTHERW SE, THE SI TE, AND ALL CONTENT PROVI DED ON
#OR THROUGH THE SI TE, ARE PROVI DED ON AN "AS | S" AND "AS AVAI LABLE" BASIS. ORACLE
#EXPRESSLY DI SCLAI MS ALL WARRANTI ES OF ANY KIND, WHETHER EXPRESS OR | MPLI ED,

#I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
#FOR A PARTI CULAR PURPOSE AND NON- | NFRI NGEMENT W TH RESPECT TO THE SI TE AND ALL
#CONTENT PROVI DED ON OR THROUGH THE SI TE. ORACLE MAKES NO WARRANTY THAT: (A) THE
#SI TE OR CONTENT W LL MEET YOUR REQUI REMENTS; (B) THE SI TE WLL BE AVAI LABLE ON AN
#UNI NTERRUPTED, TIMELY, SECURE, OR ERROR- FREE BASIS; (C) THE RESULTS THAT MAY BE
#OBTAI NED FROM THE USE OF THE SI TE OR ANY CONTENT PROVI DED ON OR THROUGH THE SITE
#WLL BE ACCURATE OR RELIABLE; OR (D) THE QUALITY OF ANY CONTENT PURCHASED OR
#OBTAI NED BY YOU ON OR THROUGH THE SITE WLL MEET YOUR EXPECTATI ONS.

#ANY CONTENT ACCESSED, DOWNLOADED OR OTHERW SE OBTAI NED ON OR THROUGH THE USE OF
#THE SITE |'S USED AT YOUR OAN DI SCRETI ON AND RI SK. ORACLE SHALL HAVE NO

#RESPONSI Bl LI TY FOR ANY DAMAGE TO YOUR COVPUTER SYSTEM OR LOSS OF DATA THAT
#RESULTS FROM THE DOWNLOAD OR USE OF CONTENT.

#ORACLE RESERVES THE RI GHT TO MAKE CHANGES OR UPDATES TO, AND MONI TOR THE USE OF,
#THE SI TE AND CONTENT PROVI DED ON OR THROUGH THE SI TE AT ANY TI ME W THOUT NOTI CE.

fromentli inport *

fromentli.exception inport VerbExecutionError
i mport sys

i mport time

def check_j ob_status(job):
count =0

~NOoO O~ WN -
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8 while (count < 10):

9 count = count + 1

10 obj = entli.get_jobs(job_id=joh)
11 #print obj.out()

12 for entry in obj.out()['data']:

13 | _status = entry['Status ID]

14 | _exec_id = entry[' Execution |ID ]

15 #print entry[' Status 1D ]

16 if (I _status =="'5"):

17 print "Job conpleted successfully"
18 count =100

19 elif (I _status =="'4"):

20 | _resp = get_job_execution_detail (execution=l_exec_id,
showQut put =True, xm =Tr ue)

21 print "Job failed, error details "
22 print "Qutput " + str(l_resp.out())
23 count =100

24 el se:

25 time. sleep(2)

26

27 def update_db_pwd_for_target(p_target_name, p_target_type, p_old_password,
p_new_passwor d):

28 | _target_name = p_target_nanme

29 | target _type = p_target_type

30 print "Changing the password for nember : name = " + | _target_name + " type =
" + | _target_type

31 try :

32 | _resp = update_db_password (target_name=l _target_nane,

33 target _type = | _target_type,

34 change_at _target="yes",

35 user _nane="dbsnnp",

36 ol d_passwor d=p_ol d_passwor d,

37 new_passwor d=p_new_passwor d,

38 retype_new_passwor d=p_new_passwor d)
39 | job_submitted =1 _resp.out()["'Jobld"]

40 check_j ob_status(|_job_subnitted)

41 except encli.exception. VerbExecutionError, e:

42 print "ERROR : Change Password failed for name =" + | _target_name + "
type =" + | _target_type

43 print "ERROR : " + e.error()

44

45 def update_db_pwd_for_group(p_group, p_old_password, p_new _password):
46 print "Changing the password for group - " + p_group + " from" +

p_old_password + " to " + p_new_password
47 menbers = get _group_nenmber s(name=p_group).out ()['data']
48 for nmenmber in menbers:

49 | _target _name = nenber[' Target Nane']

50 | _target _type = nmenber[' Target Type']

51 update_db_pwd_for_target(l_target _nane, | _target_type, p_old_password,
p_new_passwor d)

52

53

54 #Set the OMS URL to connect to

56 set _client_property(' EMCLI _OVS_URL', ' https://nyonms. conlen)
57 #Accept all the certificates

58 set _client_property(' EMCLI _TRUSTALL','true')

59

60 | ogi n(usernane=sys. argv[0])

61

62

63 | _grp_name = ' maur G oup'
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65 | _group_nenmbers = ['dbl:oracl e_database',' db2: oracl e_database',' db3:rac_dat abase']

66
67
68

69 res = create_group(nane = | _grp_nane, add_targets = | _group_nenbers)

70

71 print "Listing menbers for group " + |_grp_nane

72

73 for nenber in get_group_nenbers(name=l _grp_nane).out()['data']:

74
75
76

print menber

77 y_n_input = raw_input('Now | ets change the password for all the menbers in this

group(y/n)")
78 if y_n_input I'="y":

79 exit(0)

80

81 | _tgt_usernanme = "dbsnmp"
82 | _ol d_password = "secret1"
83 | _new password = "secret2"

84

85 update_db_pwd_for_group(l _grp_nane, | _old_password, |_new password)

3.3.2.1 Script Analysis

Table 3-9 provides an analysis of each line of the code.

Table 3-9 Line-by_Line Script Analysis

Lines

Description

1-2
3-4
6-25

27-43

45-51

ORACLE

Imports all EM CLI verbs, and imports VerbExecutionError.
Imports Jython libraries.

Defines the job where the script updates the database password for each member of
the |_grp_name group. After each successful job completion, the script displays a
message to the user, and waits 2 seconds before processing the next job, unless
there are any errors or all database passwords are updated.

Defines variables for updating the database password on each target member of the
I_grp_name group. While the script successfully updates the database password, it
provides the following message to the user before proceeding to update the
password of the next database target:

Changing the password for member : name = database_name type = database_type
Defines a loop to get all members from the |_grp_name group and update the

password for each member as defined in line #85. When the script starts processing
this loop, it provides this message to the user:

Changing the password for group - [_grp_name from [_old_password to
|_new_password
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Table 3-9 (Cont.) Line-by_Line Script Analysis

___________________________________________________________________________|
Lines Description

54-58 Necessary connection to OMS to retrieve all targets. Before connecting to the OMS,
you must set the OMS connection details using the set_client_property() function.
This sets the OMS URL to https://myoms.com/em and enables the client to trust all
certificates.

Note that none of these details are stored in disk. These details are stored in
memory and only last for a single script execution. For more information on client
properties, enter help('client_properties') from the interactive shell.

You can define EMCLI_OMS_URL and EMCLI_TRUSTALL variables as
environment variables if you do not want to set these in your script. If you have
downloaded certificates somewhere, you can also use the environment variable
EMCLI_CERT_LOC to point to the certificate directory. In this case, you do not need
EMCLI_TRUSTALL. For more information, see Interactive Mode — Connecting to
an Oracle Management Server (OMS).

60 Provides a login to the OMS. You can remove this if you have set up EM CLI with
autologin. For more information about setup and autologin, see Downloading and
Deploying the EM CLI Client with the Script Option and the setup and the login

verbs.
63 |_grp_name is a variable for the group name
65 |_group_members is a variable for the array of the database name and type.
69 Adds members from |_group_members to the |_grp_name group

71-74 Provides a message to users while the script is adding members to the |_grp_name
group

77-79 Provides a prompt to users to decide if they want to continue with the script. If the
user enters n, then the script exits. If the user enters y, then the script proceeds.

81 |_tgt_username is a variable for the user name of the database owner.

82 I_old_password is a variable for the existing password associated with the database
owner.

83 I_new_password is a variable for the new password associated with the database
owner.

85 Replaces the existing password with the new password for all members of the

|_grp_name group.

3.3.2.2 Script Output

ORACLE

Running Example 3-13 provides the following output:
Example 3-14 Output From dbPasswordChange.py

$ entli @ryScript.py user
Enter password ; *x**xxxkxx

Li sting nembers for group maur G oup

(' Target Nanme': 'aixsdbsi', 'Target Type': 'oracle_database')

(' Target Nanme': 'winsidbl', 'Target Type': 'oracle_database')

(' Target Nanme': 'dblOg', 'Target Type': 'rac_database')

(' Target Nane': 'sol cdbone', 'Target Type': 'rac_database')

Now | et's change the password for all the menbers in this group (y/n)y
Changing the password for group - maurGoup fromsecretl to secret?2
Changing the password for menmber : name = aixsdbsi type = oracl e_dat abase
Job conpl eted successful ly
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Changi ng the password for nenmber : name
Job conpl eted successfully
Changi ng the password for nember : name
Job conpl eted successfully
Changi ng the password for nember : name
Job conpl eted successfully

wi nsi dbl type = oracl e_dat abase

db10g type = rac_dat abase

sol cdbone type = rac_dat abase

Logout successful

3.3.3 Promoting Discovered Targets

ORACLE

To assist you in writing scripts, this section analyzes a sample script that promotes
discovered Oracle Database targets.

Consider a corporate environment where databases are added for each user
requesting an instance using their Ul. Most companies automate the entire process
from database creation, adding data files, and so on. As part of your automation
process, at the end, you can add this script.

Example 3-15 promotes the databases automatically, which are then ready to be
monitored by Enterprise Manager. This removes the necessity for you to have to log in
to the Enterprise Manager Cloud Control Ul and promote the databases manually.

# Note:

Line numbers are provided only for explanatory purposes for Table 3-10. For
a copy-ready script, see Example A-7 in Sample Scripts.

Example 3-15 promote_discovered_dbs.py

#Di scl ai mer

#EXCEPT WHERE EXPRESSLY PROVI DED OTHERW SE, THE SI TE, AND ALL CONTENT PROVI DED ON
#OR THROUGH THE SI TE, ARE PROVIDED ON AN "AS | S" AND "AS AVAI LABLE" BASIS. ORACLE
#EXPRESSLY DI SCLAI MS ALL WARRANTI ES OF ANY KIND, WHETHER EXPRESS OR | MPLI ED,

#I NCLUDI NG, BUT NOT LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
#FOR A PARTI CULAR PURPOSE AND NON- | NFRI NGEMENT W TH RESPECT TO THE SI TE AND ALL
#CONTENT PROVI DED ON OR THROUGH THE SI TE. ORACLE MAKES NO WARRANTY THAT: (A) THE
#SI TE OR CONTENT W LL MEET YOUR REQUI REMENTS; (B) THE SI TE WLL BE AVAI LABLE ON AN
#UNI NTERRUPTED, TIMELY, SECURE, OR ERROR- FREE BASIS; (C) THE RESULTS THAT MAY BE
#OBTAI NED FROM THE USE OF THE SI TE OR ANY CONTENT PROVI DED ON OR THROUGH THE SITE
#WLL BE ACCURATE OR RELI ABLE; OR (D) THE QUALITY OF ANY CONTENT PURCHASED OR
#OBTAI NED BY YOU ON OR THROUGH THE SITE WLL MEET YOUR EXPECTATI ONS.

#ANY CONTENT ACCESSED, DOWNLOADED OR OTHERW SE OBTAI NED ON OR THROUGH THE USE OF
#THE SITE |'S USED AT YOUR OAN DI SCRETI ON AND RI SK. ORACLE SHALL HAVE NO

#RESPONSI BI LI TY FOR ANY DAMAGE TO YOUR COVPUTER SYSTEM OR LOSS OF DATA THAT
#RESULTS FROM THE DOWNLOAD OR USE OF CONTENT.

#ORACLE RESERVES THE RI GHT TO MAKE CHANGES OR UPDATES TO, AND MONI TOR THE USE OF,
#THE SI TE AND CONTENT PROVI DED ON OR THROUGH THE SI TE AT ANY TI ME W THOUT NOTI CE.

fromentli.exception inport VerbExecutionError
i mport sys

al | target s=Fal se
tar get par ms=0
uname=""

pwor d=""

~NOo Ok~ WwN -

3-21



ORACLE

8 url

Chapter 3
Advanced Script Examples

9 nonitor_pw=""

10

11 def hel pUsage():

12
13
14
15
16

print 'Usage: pronote_discovered_dbs. py [-help]’

print '[-all] Add all discovered Single Instance DBs'

print '[-targets <targetl:target2:...] Add only targets |isted'
sys.exit()

17 for i in range(len(sys.argv)):

18
19
20
21
22
23
24
25
26
|isted
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42

if sys.argv[i] in ("-help"):
hel pUsage()
elif sys.argv[i] in ("-targets"):
if i+1 < len(sys.argv):
targetparms = sys.argv[i+1]
el se:
print 'Usage: pronote_discovered_dbs. py [-help]’
print '[-all] Add all discovered Single Instance DBs'
print '[-targets <targetl:target2:...] Add only targets

sys.exit()
elif sys.argv[i] in ("-url"):
if i+l < len(sys.argv):
url = sys.argv[i+1]
elif sys.argv[i] in ("-username"):
if i+1 < len(sys.argv):
uname = sys.argv[i+1]
elif sys.argv[i] in ("-password"):
if i+1 < len(sys.argv):
pword = sys.argv[i+1]
elif sys.argv[i] in ("-nonitor_pw'):
if i+l < len(sys.argv):
moni tor _pw = sys.argv[i+1]
elif sys.argv[i] in ("-all"):
alltargets = True

43 # Make sure user did not specify target list and all targets.

44 i f
45
46

alltargets<>0 and targetparns <>0:
print 'Cannot specify target list and all swtch'
print 'Usage: pronote_discovered_dbs.py -url <EM URL> -usernane <username> -

password <password> -nonitor_pw <passwor d>'

47
48
49
50
51
52 if
53
54

print '[-all] Add all discovered SI Databses'

print '[-targets <targetl:target2:...] Add only list targets'
print '[-help]'

sys.exit()

| en(unane)==0 or len(pword)==0 or len(url)==0:
print 'Mssing required argunents (-url, -usernanme, -password)’
print 'Usage: pronote_discovered_dbs.py -url <EM URL> -username

<username> - password <password> - nonitor_pw <passwor d>'

55
56
57
58
59

print '[-all] Add all discovered SI Databses'

print '[-targets <targetl:target2:...] Add only list targets'
print '[-help]’

sys.exit()

60 # Set Connection properties and | ogon

61 set_client_property(' EMCLI_OVS_URL', url)

62 set _client_property(' EMCLI _TRUSTALL','true')
63 | ogi n(user nane=unarme, passwor d=pwor d)

64

65 cred_str = "User Name: dbsnnp; password: " + nonitor_pw + "; Rol e: Normal "
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66
67 if targetparms <> 0:
68 targetparns = targetparns.replace(":",": oracl e_database;")+": oracl e_dat abase"

69 target _array =

get _targets(unmanaged=True, properti es=True, targets=targetparns).out()[' data']

70 elif alltargets:

71 target_array =

get _targets(targets="oracl e_database", unmanaged=Tr ue, properti es=True ).out()['data']

72 el se:

73 print 'Mssing required argunents (-targets or -all)’
74 hel pUsage()

75

76 if len(target_array) > O:
77 for target in target_array:

78 print "Adding target ' + target['Target Name'] +'...',
79

80 for host in str.split(target['Host Info'],";"):

81 if host.split(":")[0] == "host":]

82 print host.split(":")[1]

83 try:

84 resl = add_target(type="oracl e_database', name=target[' Target
Name' ], host=host.split(":")[1], credential s=cred_str,properties=target['Properties'])
85 print 'Succeeded'

86 except VerbExecutionError, e:

87 print 'Failed

88 print e.error()

89 print "Exit code:' +str(e.exit_code())

90 el se:

91 print "INFO There are no targets to be promoted. Please verify the targets
in Enterprise Manager webpages.'
92

3.3.3.1 Script Analysis

Table 3-10 provides an analysis of each line of the code.

Table 3-10 Line-by_Line Script Analysis

___________________________________________________________________________|
Lines Description

1 Imports all EM CLI verbs, and imports VerbExecutionError.
2 Imports Jython libraries.
4-9 Sets variables:

e uname: User name that allows access to Enterprise Manager
*  pword: Password associated with the user name
e url: Enterprise Manager URL
e monitor_pw: Password that allows monitoring of targets
10 Defines input arguments.

11-15 Defines the message displayed to the user if they run the script with invalid or
missing arguments:

Usage: promote_discovered_dbs.py [-help][-all] Add all discovered Single
Instance DBs[-targets <targetl:target2:...] Add only targets listed
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Table 3-10 (Cont.) Line-by_Line Script Analysis
|

Lines

Description

17-41

43-50

52-58

60-62

63

65
67

68
69

70-71

72-74

76-78

80-82

Defines a For loop that checks that the input variables (defined in lines 4 to 9) are
valid and present, otherwise the script terminates and displays the message defined
in lines 11-15.

Defines an If statement to check that the user doesn't provide the -t ar get s and the
-al | arguments when running the script. If the user enters both arguments, then the
scripts terminates and displays the message defined in lines 11-15.

Defines an If statement to check that user provides the user name, password, and
URL of Enterprise Manager when running the script. If any of these arguments are
missing, then the scripts terminates and displays the message defined in lines
11-15.

Necessary connection to OMS to retrieve all targets. Before connecting to the OMS,
you must set the OMS connection details using the set_client_property() function.
This sets the OMS URL to https://myoms.com/em and enables the client to trust all
certificates.

Note that none of these details are stored in disk. These details are stored in
memory and only last for a single script execution. For more information on client
properties, enter help('client_properties') from the interactive shell.

You can define EMCLI_OMS_URL and EMCLI_TRUSTALL variables as
environment variables if you do not want to set these in your script. If you have
downloaded certificates somewhere, you can also use the environment variable
EMCLI_CERT_LOC to point to the certificate directory. In this case, you do not need
EMCLI_TRUSTALL. For more information, see Interactive Mode — Connecting to
an Oracle Management Server (OMS).

Provides a login to the OMS. You can remove this if you have set up EM CLI with
autologin. For more information about setup and autologin, see Downloading and
Deploying the EM CLI Client with the Script Option and the setup and the login
verbs.

Defines a variable for the credential string required for monitoring targets.

Defines an if statement to determine if the -t ar get s argument is provided and if
targets exist.

Sets the value for target_params

Sets the values for target_array, using the targets (where the list of targets is defined
by targetparams), unmanaged, and properties parameters of the get_targets verb.
When it is set for the first target, the script then moves on to the next target.

Defines an else if statement to set the values for target_array if the -all option is
provided when running the script, using the targets, unmanaged, and properties
parameters of the get_targets verb. When it is set for the first target, the script then
moves on to the next target.

Defines an else statement in case the -targets or -all options are not provided when
running the script. If this happens, the script terminates and displays the message
defined in lines 11-15.

Determines if there is data in the array, and if there is data, the script displays a
message similar to the following:

Addi ng target abchost.us.exanple.com.. host.us.exanple.com

Extracts the host name from the host information
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Table 3-10 (Cont.) Line-by_Line Script Analysis

___________________________________________________________________________|
Lines Description

83-88 Adds the targets to the Management Repository using the add_target verb and
displays the following message:

Succeeded

If the script fails to add targets to the Management Repository, then it displays the
following message:

Failed

90 From line 76, if there are no targets in the array, the script terminates, and displays
the following message to the user:

INFO There are no targets to be pronoted. Please verify the targets in
Enterprise Manager webpages.Logout successful

3.3.3.2 Script Output

ORACLE

Running Example 3-15 with various options provides the following outputs:
Example 3-16 Output from promote_discovered_dbs.py with -all option

$ enctli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel comel -nonitor_pw wel comel -all

Addi ng target sid7458.us.exanple.com.. host.us.exanple.com

Succeeded

Logout successf ul

Example 3-17 Output from promote_discovered_dbs.py with -targets option

$ entli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel conel -nonitor_pw wel conel -targets
si d7458. us. exanpl e. com

Adding target sid7458.us.exanple.com.. host.us.exanple.com
Succeeded

Adding target dbl... host.us.exanple.com

Succeeded

Adding target db2... host.us.exanple.com

Succeeded

Adding target db3... host.us.exanple.com

Succeeded

Logout successfu

Example 3-18 Output from promote_discovered_dbs.py with -targets option

$ entli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel conel -nonitor_pw wel conel -targets dbl:db2: db3
Adding target dbl... host.us.exanple.com

Succeeded
Adding target db2... host.us.exanple.com
Succeeded
Adding target db3... host.us.exanple.com
Succeeded

Logout successful
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Example 3-19 Output from promote_discovered_dbs.py where the specified
targets do not exist

$ encli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel conel -rmonitor_pw wel conel -targets abc

INFO There are no targets to be pronoted. Please verify the targets in Enterprise
Manager webpages.

Logout successf ul

Example 3-20 Output from promote_discovered_dbs.py where no targets are
available for promotion

$ enctli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel comel -nonitor_pw wel comel -all

INFO There are no targets to be promoted. Please verify the targets in Enterprise
Manager webpages.

Logout successful

Example 3-21 Output from promote_discovered_dbs.py where the -all or -
targets option is missing

$ entli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel conel -nmonitor_pw wel conel

Mssing required argunents (-targets or -all)

Usage: pronote_discovered_dbs. py [-help]

[-all] Add all discovered Single Instance DBs

[-targets <targetl:target2:...] Add only targets listed

Logout successful

the Generic 'List' Verb

EM CLI provides dozens of listing verbs, such as list, get, show, and describe. Rather
than selecting from all of these choices, EM CLI provides a generic list verb that you
can execute with various types of queries.

The generic list verb provides the following benefits:

e Backed by a RESTful web service

e Generates JavaScript Object Notation (JSON) for script use and standard output
for command-line use

e Can specify your own custom SQL to retrieve data from the repository using
repository views

3.4.1 Selected list Verb Use Cases

The following sections provide examples of using the list verb for various purposes.

3.4.1.1 Listing Registered Resources

ORACLE

The list verb supports describing the registered listable resources.
To list all registered resource groups and resources:

entli list -help

To describe a specific resource:
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entli list -resource="<resource_name>" -help

This provides a list of all of the columns along with descriptions.
To list data:

encli list -resource="<resource_name>"

To list a specific number of columns:

entli list -resource="<resource_name>" -colums="col 1, col 2"

This command lists only coll and col2 columns from the specified resource.

3.4.1.2 Searching for Data

The list verb supports search capabilities.
To search using the list verb:

encli list -resource="<resource_nanme>" -search="<col um>='<val ue>""

To specify multiple search conditions:

entli list -resource="<resource_name>" -search="<columl> = '<valuel>" -
sear ch="<col un2> = '<val ue2>"'"

3.4.1.3 Registering Resources with the Bind Parameter

To list resources with the bind option:

entli list -resource="<resource_name>" -bind="coll = "'vall"

This is required for a few resources that require bind parameters as specific input.

3.4.1.4 Listing with End-user Defined SQL

To execute user-defined SQL using the -sql option:

encli list -sql="select * from ngnt $target’

The SQL provided in the -sqgl option is executed as the Enterprise Manager user
MGMT_VIEW, which has read-only access to the Enterprise Manager published
MGMT$ database views in the SYSMAN schema. The -sgl option requires Super
Administrator privileges.

3.5 Using the Registered Clients Page

ORACLE

The registered clients page shows all of the EM CLI client installations, and enables
you to clean up or delete unused installations.

Note the following characteristics of this page:

» Registered clients are only visible to super users.

* You can search for existing registered clients by host name and version.
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3.5.1 Accessing the Page

To access the Registered Clients page and display its contents:

1.

From the Enterprise Manager Cloud Control console Setup menu, select
Command Line Interface.

The Command Line Interface tab appears. The figure below shows the page with
a single registered client.

Figure 3-1 Registered Client Entries

ORACLE Enterprise Manager Cloud Control 13¢ I." ' * v @' 'E!" O\ - -

Enterprise Manager Command Line Interface Download Page Refreshed Sep 23, 2016 2:14:59 AM UTC 4.)

Download | Registered Clients

Client Hostname

view v 2 Delete

Client Viersion

Ellent Client Version  Install Home Instance Home  Install Type Launch Mode Setup by Lastyeld Lastyelb
Hostname executed executed at
I 132000 I /B it Ontion Standalone S logout Sep 22, 2016 1...

2.

To select the columns to be displayed, select Columns from the View drop-down,
then select Manage Columns. Choose any columns to be hidden from the pop-up,
then click OK.

Column definitions are as follows:

Client Hostname — Host name of the client where EM CLI is installed.
Client Version — Version of the EM CLI client.

Install Home — Complete path of the directory where the EM CLI client is
installed.

Instance Home — Complete path of the directory of the EM CLI instance home.
Install Type — Can be Standalone, Shell, or Script.

Setup By — EM CLI was set up by this OS user.

Auto Login — Enabled or disabled.

Trust All Certificates — Enabled or disabled.

Setup at Time — Time at which EM CLI was set up.

Last Synced At — Time when the sync verb was last executed.

Last Login At — Time when the last login occurred.

Last Logged In User — Enterprise Manger user last logged in.

EM URL — URL of Enterprise Manager.

3.5.2 Deleting an Entry from the Table

Deleting an entry from the table in this page only deletes it from the repository, but
does not delete the files from the client host where EM CLI is installed. After deletion,
when EM CLI is launched from the same deleted entries directory, it re-adds the entry
into the table.

ORACLE
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For example, suppose a row in the table indicates that EM CLI is installed in
host.example.com at /u01/dir. If you delete this row from the table, this action does not
delete the files in /u01/dir at host.example.com. Now if you log in to host.example.com
and execute emcli setup, Enterprise Manger adds the same row into the table which
was deleted earlier.
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This chapter provides examples of using EM CLI to write scripts and automate routine
tasks. To use these scripts, Oracle recommends that you are experienced with
scripting languages and familiar with Jython (Python for the Java platform).

» Changing Lifecycle Status Properties
e Changing Your Database Password

*  Promoting Discovered Targets

4.1 Changing Lifecycle Status Properties

ORACLE

To assist you in writing scripts, this section analyzes a sample script that changes the
lifecycle status properties.

Example 4-1 enables an Enterprise Manager administrator to change the lifecycle
status of all the Oracle databases (release 11.2) in their test environment from Test to
Production. Without this script, you would have to log in to the Enterprise Manager
Cloud Control console, and identify all the release 11.2 databases, then manually
change the property to Production for each database target from the target's home

page.

You can reuse this script whenever there is a request to change a set of targets to a
different Lifecycle status.

¢ Note:

Line numbers are provided only for explanatory purposes for Table 4-1. For a
copy-ready script, see Example A-5 in Sample Scripts.

Example 4-1 LifeCyclePropertyChange.py

#Di scl ai ner

#EXCEPT WHERE EXPRESSLY PROVI DED OTHERW SE, THE SI TE, AND ALL CONTENT PROVI DED ON
#OR THROUGH THE SI TE, ARE PROVI DED ON AN "AS |'S" AND "AS AVAI LABLE" BASIS. ORACLE
#EXPRESSLY DI SCLAI MS ALL WARRANTI ES OF ANY KIND, WHETHER EXPRESS OR | MPLI ED,

#I NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
#FOR A PARTI CULAR PURPOSE AND NON- | NFRI NGEMENT W TH RESPECT TO THE SI TE AND ALL
#CONTENT PROVI DED ON OR THROUGH THE SI TE. ORACLE MAKES NO WARRANTY THAT: (A) THE
#SI TE OR CONTENT W LL MEET YOUR REQUI REMENTS; (B) THE SITE WLL BE AVAI LABLE ON AN
#UNI NTERRUPTED, TIMELY, SECURE, OR ERROR- FREE BASIS; (C) THE RESULTS THAT MAY BE
#OBTAI NED FROM THE USE OF THE SI TE OR ANY CONTENT PROVI DED ON OR THROUGH THE SITE
#WLL BE ACCURATE OR RELIABLE; OR (D) THE QUALITY OF ANY CONTENT PURCHASED OR
#OBTAI NED BY YOU ON OR THROUGH THE SITE WLL MEET YOUR EXPECTATI ONS.

#ANY CONTENT ACCESSED, DOWNLOADED OR OTHERW SE OBTAI NED ON OR THROUGH THE USE OF
#THE SITE |'S USED AT YOUR OAN DI SCRETI ON AND RI SK. ORACLE SHALL HAVE NO

#RESPONSI BI LI TY FOR ANY DAMAGE TO YOUR COVPUTER SYSTEM OR LOSS OF DATA THAT
#RESULTS FROM THE DOWNLOAD OR USE OF CONTENT.
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#ORACLE RESERVES THE RI GHT TO MAKE CHANGES OR UPDATES TO, AND MONI TOR THE USE OF,
#THE SI TE AND CONTENT PROVI DED ON OR THROUGH THE SI TE AT ANY TI ME W THOUT NOTI CE.
1 fromentli inport *

2

3 search_list = [' PROPERTY_NAME=\' DBVersion\'',' TARGET_TYPE= \'oracl e_dat abase
\'", " PROPERTY_VALUE LIKE \"'11.2% "' "]

4

5if len(sys.argv) ==

6 print |ogin(username=sys.argv[0])

7 | _prop_val _to_set = sys.argv[1]

8 | _targets = list(resource="TargetProperties", search=search_|ist,
col urms="TARGET_NANE, TARGET TYPE, PROPERTY_NAME")

9 for target in | _targets.out()['data']:

10 t_pn = 'LifeCycle Status'

11 print "INFO Setting Property nane " +t _pn + " to value " +
| _prop_val _to_set

12 print set_target _property_val ue(property_records=target[' TARGET_NAME']
+":"+target[' TARGET_TYPE | +": "+t _pn+":"+l _prop_val _to_set)

13 else: ]

14 print "\n ERROR: Property value argunment is missing"

15 print "\n INFG Format to run this file is filenane.py <usernane>

<Dat abase Target LifeCycle Status Property Val ue>"

4.1.1 Script Analysis

ORACLE

Table 4-1 provides an analysis of each line of the code.

Table 4-1 Line-by_Line Script Analysis

___________________________________________________________________________|
Lines Description

1 Jython import construct to import all EM CLI verb functions in the current program.

3 search_list is a variable to pass to the search option in the list verb. This example
uses escape characters to represent single quotes. To pass more than one value for
the same option in the list verb, define as comma separated values, surrounded by
square brackets.

5 Defines an if condition to ensure the user provides two arguments with the script,
otherwise the script prints an error message (defined in lines #15, 16)

6 Provides a login to Enterprise Manager. You can remove this if you have set up EM
CLI with autologin. For more information about setup and autologin, see
Downloading and Deploying the EM CLI Client with the Script Option and the setup
and the login verbs.

7 |_prop_val_to_set is a variable. This is the property value to be set. Remember that
this script is changing this value from Test to Production. You can change this value
to any acceptable Lifecycle property value. For a list of valid values, see the
modify_lifecycle_stage_name verb or the Oracle Enterprise Manager Cloud Control
Administrator's Guide.

8 Stores the output of the list verb in I_targets. In the list verb, this script passes the
resource as TargetProperties, and search as the search_list variable. This script
specifies three columns:

e target_name
e target_type
e property_name
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Table 4-1 (Cont.) Line-by_Line Script Analysis

___________________________________________________________________________|
Lines Description

9 Defines a for loop. The data in |_targets is available in JSON format. This loop
iterates through the information target property information returned from the list
verb.

For information about JSON processing, see JSON Processing
10 Sets t_pn to the LifeCycle Status value.

11 Provides a progress message to the user stating that the script is setting the
LifeCycle Status to the value passed to the script from the command line.

12 Defines the set_target_property_value verb, which sets the value using the
property_records option. When this verb is set for a target pair, it moves to the next
one. This example shows three databases, but in reality, use this script for a larger
number of databases.

13-15 Else statement combined with the if condition in line #5. If the arguments specified in
line #5 are not provided correctly, then the script displays one of the following error
messages:

*  Property value argument is missing
*  Format to run this file is filename.py <username> <Database Target LifeCycle
Status Property Value>

Output

Running Example 4-1 provides the following output:
Example 4-2 Output from LifeCyclePropertyChange.py
$ encli @wysScript.py user Production

Logi n successful

INFO Setting Property nane LifeCycle Status to value Production for dbl
Properties updated successfully
INFO Setting Property nanme LifeCycle Status to value Production for db2
Properties updated successfully
INFO Setting Property nane LifeCycle Status to value Production for db3
Properties updated successfully

Logout successful

4.2 Changing Your Database Password

ORACLE

To assist you in writing scripts, this section analyzes a sample script that changes the
password of your database.

Example 4-3 is useful if you want to reset the database password on a regular basis
for security compliance. If you change the database password in a target database,
then Enterprise Manager monitoring for that target database is unavailable. To ensure
consistent monitoring, you would have to log in to the Enterprise Manager Cloud
Control Ul, select the required database target and change the password for each and
every database, which is very time-consuming.
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By using Example 4-3, you can add a number of databases to a group and then
change the password for all these databases within the group.

# Note:

Line numbers are provided only for explanatory purposes for Table 4-2. For a
copy-ready script, see Example A-6 in Sample Scripts.

Example 4-3 dbPasswordChange.py

#Di scl ai mer

#EXCEPT WHERE EXPRESSLY PROVI DED OTHERW SE, THE SI TE, AND ALL CONTENT PROVI DED ON
#OR THROUGH THE SITE, ARE PROVIDED ON AN "AS |S" AND "AS AVAI LABLE" BASIS. ORACLE
#EXPRESSLY DI SCLAI M5 ALL WARRANTI ES OF ANY KIND, WHETHER EXPRESS OR | MPLI ED,

# NCLUDI NG, BUT NOT LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
#FOR A PARTI CULAR PURPOSE AND NON- | NFRI NGEMENT W TH RESPECT TO THE SI TE AND ALL
#CONTENT PROVI DED ON OR THROUGH THE SITE. ORACLE MAKES NO WARRANTY THAT: (A) THE
#SI TE OR CONTENT WLL MEET YOUR REQUI REMENTS; (B) THE SITE WLL BE AVAI LABLE ON AN
#UN NTERRUPTED, TI MELY, SECURE, OR ERROR- FREE BASIS; (C) THE RESULTS THAT MAY BE
#OBTAI NED FROM THE USE OF THE SI TE OR ANY CONTENT PROVI DED ON OR THROUGH THE SI TE
#WLL BE ACCURATE OR RELI ABLE; OR (D) THE QUALITY OF ANY CONTENT PURCHASED OR
#OBTAI NED BY YOU ON OR THROUGH THE SITE WLL MEET YOUR EXPECTATI ONS.

#ANY CONTENT ACCESSED, DOMNLOADED OR OTHERW SE OBTAI NED ON OR THROUGH THE USE OF
#THE SITE |'S USED AT YOUR OWN DI SCRETI ON AND RI SK. ORACLE SHALL HAVE NO

#RESPONSI BI LI TY FOR ANY DAMAGE TO YOUR COVPUTER SYSTEM OR LOSS OF DATA THAT
#RESULTS FROM THE DOMLOAD OR USE OF CONTENT.

#ORACLE RESERVES THE RI GHT TO MAKE CHANGES OR UPDATES TO, AND MONI TOR THE USE OF,
#THE SI TE AND CONTENT PROVI DED ON OR THROUGH THE SI TE AT ANY TI ME W THOUT NOTI CE.

1 fromentli inport *

2 fromencli.exception inport VerbExecutionError
3 import sys

4 inport time

5

6 def check_job_status(job):

7 count=0

8 while (count < 10):

9 count = count + 1

10 obj = entli.get_jobs(job_id=job)
11 #print obj.out()

12 for entry in obj.out()[ data']:

13 | _status = entry['Status ID]

14 | _exec_id = entry[' Execution |D]

15 #print entry[' Status 1D ]

16 if (I_status =="'5"):

17 print "Job conpleted successful ly"
18 count =100

19 elif (I_status =="4"):

20 | _resp = get_job_execution_detail (execution=|_exec_id,
showQut put =True, xnl =Tr ue)

21 print "Job failed, error details "
22 print "Qutput " + str(l_resp.out())
23 count =100

24 el se:

25 time. sleep(2)

26

27 def update_db_pwd_for_target(p_target_name, p_target_type, p_old_password,
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p_new_password):

28 | _target_name = p_target_nanme

29 | target _type = p_target_type

30 print "Changing the password for nember : name = " + | _target_name + " type =
" + | _target_type

31 try :

32 | _resp = update_db_password (target_nanme=l _target_nane,

33 target _type = | _target_type,

34 change_at _target="yes",

35 user _nane="dbsnnp",

36 ol d_passwor d=p_ol d_passwor d,

37 new_passwor d=p_new_passwor d,

38 retype_new_passwor d=p_new_passwor d)
39 | job_submitted =1 _resp.out()["'Jobld"]

40 check_j ob_status(|_job_subnitted)

41 except encli.exception. VerbExecutionError, e:

42 print "ERROR : Change Password failed for name = " + | _target_name + "
type =" + | _target_type

43 print "ERROR : " + e.error()

44

45 def update_db_pwd_for_group(p_group, p_old_password, p_new _password):
46 print "Changing the password for group - " + p_group + " from" +

p_old_password + " to " + p_new_password
47 menbers = get _group_nember s(nanme=p_group).out ()['data']
48 for nmember in menbers:

49 | _target _name = nenber[' Target Nane']

50 | _target _type = nmenber[' Target Type']

51 update_db_pwd_for_target(l_target _nane, | _target_type, p_old_password,
p_new_passwor d)

52

53

54 #Set the OMS URL to connect to

56 set _client_property(' EMCLI _OVS_URL', ' https://nyoms. conlen)

57 #Accept all the certificates

58 set _client_property(' EMCLI _TRUSTALL','true')

59

60 | ogi n(usernane=sys. argv[0])

61

62

63 | _grp_name = ' maur G oup'

64

65 | _group_nenmbers = ['dbl:oracl e_database',' db2: oracl e_database',' db3:rac_dat abase']
66

67

68

69 res = create_group(nane = | _grp_nane, add_targets = | _group_nenbers)
70

71 print "Listing menbers for group " + | _grp_nane

72

73 for nenber in get_group_nenbers(nanme=l _grp_nane).out()['data']:

74 print nenber

75

76

77 y_n_input = raw_input('Now | ets change the password for all the nmenbers in this
group(y/n)")

78 if y_n_input I'="y":

79 exit(0)

80

81 | _tgt_usernanme = "dbsnmp"
82 | _ol d_password = "secret1"
83 | _new password = "secret2"
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85 update_db_pwd_for_group(l _grp_nane, | _old_password, |_new password)

4.2.1 Script Analysis

Table 4-2 provides an analysis of each line of the code.

ORACLE

Table 4-2 Line-by_Line Script Analysis

Lines

Description

1-2
3-4
6-25

27-43

45-51

54-58

60

63
65
69
71-74

77-79

81

Imports all EM CLI verbs, and imports VerbExecutionError.
Imports Jython libraries.

Defines the job where the script updates the database password for each member of
the |_grp_name group. After each successful job completion, the script displays a
message to the user, and waits 2 seconds before processing the next job, unless
there are any errors or all database passwords are updated.

Defines variables for updating the database password on each target member of the
I_grp_name group. While the script successfully updates the database password, it
provides the following message to the user before proceeding to update the
password of the next database target:

Changing the password for member : name = database_name type = database_type

Defines a loop to get all members from the |_grp_name group and update the
password for each member as defined in line #85. When the script starts processing
this loop, it provides this message to the user:

Changing the password for group - [_grp_name from [_old_password to
|_new_password

Necessary connection to OMS to retrieve all targets. Before connecting to the OMS,
you must set the OMS connection details using the set_client_property() function.
This sets the OMS URL to https://myoms.com/em and enables the client to trust all
certificates.

Note that none of these details are stored in disk. These details are stored in
memory and only last for a single script execution. For more information on client
properties, enter help('client_properties') from the interactive shell.

You can define EMCLI_OMS_URL and EMCLI_TRUSTALL variables as
environment variables if you do not want to set these in your script. If you have
downloaded certificates somewhere, you can also use the environment variable
EMCLI_CERT_LOC to point to the certificate directory. In this case, you do not need
EMCLI_TRUSTALL. For more information, see Interactive Mode — Connecting to
an Oracle Management Server (OMS).

Provides a login to the OMS. You can remove this if you have set up EM CLI with
autologin. For more information about setup and autologin, see Downloading and
Deploying the EM CLI Client with the Script Option and the setup and the login
verbs.

|_grp_name is a variable for the group name
|_group_members is a variable for the array of the database name and type.
Adds members from |_group_members to the |_grp_name group

Provides a message to users while the script is adding members to the |_grp_name
group

Provides a prompt to users to decide if they want to continue with the script. If the
user enters n, then the script exits. If the user enters y, then the script proceeds.

|_tgt_username is a variable for the user name of the database owner.
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Table 4-2 (Cont.) Line-by_Line Script Analysis

___________________________________________________________________________|
Lines Description

82 |_old_password is a variable for the existing password associated with the database
owner.

83 I_new_password is a variable for the new password associated with the database
owner.

85 Replaces the existing password with the new password for all members of the

|_grp_name group.

4.2.2 Script Output

Running Example 4-3 provides the following output:
Example 4-4 Output From dbPasswordChange.py

$ encli @yScript.py user
Ent er pasgv\nrd CoRER AKX AR

Li sting nmenbers for group maur Group

(" Target Nanme': 'aixsdbsi', 'Target Type': 'oracle_database')

(" Target Nanme': 'winsidbl', 'Target Type': 'oracle_database')

(" Target Name': 'dbl0g', 'Target Type': 'rac_database')

(" Target Nanme': 'sol cdbone', 'Target Type': 'rac_database')

Now | et's change the password for all the menbers in this group (y/n)y
Changing the password for group - maurGoup fromsecretl to secret?2
Changing the password for menber : name = aixsdbsi type = oracl e_dat abase
Job conpl eted successfully

Changing the password for menber : name = winsidbl type = oracl e_dat abase
Job conpl eted successfully

Changi ng the password for nember : name
Job conpl eted successful ly

Changi ng the password for nember : name
Job conpl eted successful ly

db10g type = rac_dat abase

sol cdbone type = rac_dat abase

Logout successful

4.3 Promoting Discovered Targets

To assist you in writing scripts, this section analyzes a sample script that promotes
discovered Oracle Database targets.

Consider a corporate environment where databases are added for each user
requesting an instance using their Ul. Most companies automate the entire process
from database creation, adding data files, and so on. As part of your automation
process, at the end, you can add this script.

Example 4-5 promotes the databases automatically, which are then ready to be
monitored by Enterprise Manager. This removes the necessity for you to have to log in
to the Enterprise Manager Cloud Control Ul and promote the databases manually.
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# Note:

Line numbers are provided only for explanatory purposes for Table 4-3. For a
copy-ready script, see Example A-7 in Sample Scripts.

Example 4-5 promote_discovered_dbs.py

#Di scl ai mer

#EXCEPT WHERE EXPRESSLY PROVI DED OTHERW SE, THE SI TE, AND ALL CONTENT PROVI DED ON
#OR THROUGH THE SI TE, ARE PROVI DED ON AN "AS |'S" AND "AS AVAI LABLE" BASIS. ORACLE
#EXPRESSLY DI SCLAI MS ALL WARRANTI ES OF ANY KIND, WHETHER EXPRESS OR | MPLI ED,

#I NCLUDI NG, BUT NOT LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
#FOR A PARTI CULAR PURPOSE AND NON- | NFRI NGEMENT W TH RESPECT TO THE SI TE AND ALL
#CONTENT PROVI DED ON OR THROUGH THE SI TE. ORACLE MAKES NO WARRANTY THAT: (A) THE
#SI TE OR CONTENT W LL MEET YOUR REQUI REMENTS; (B) THE SI TE WLL BE AVAI LABLE ON AN
#UNI NTERRUPTED, TIMELY, SECURE, OR ERROR- FREE BASIS; (C) THE RESULTS THAT MAY BE
#OBTAI NED FROM THE USE OF THE SI TE OR ANY CONTENT PROVI DED ON OR THROUGH THE SITE
#WLL BE ACCURATE OR RELIABLE; OR (D) THE QUALITY OF ANY CONTENT PURCHASED OR
#OBTAI NED BY YOU ON OR THROUGH THE SITE WLL MEET YOUR EXPECTATI ONS.

#ANY CONTENT ACCESSED, DOWNLOADED OR OTHERW SE OBTAI NED ON OR THROUGH THE USE OF
#THE SITE 1S USED AT YOUR OAN DI SCRETI ON AND RI SK. ORACLE SHALL HAVE NO

#RESPONSI Bl LI TY FOR ANY DAMAGE TO YOUR COVPUTER SYSTEM OR LOSS OF DATA THAT
#RESULTS FROM THE DOWNLOAD OR USE OF CONTENT.

#ORACLE RESERVES THE RI GHT TO MAKE CHANGES OR UPDATES TO, AND MONI TOR THE USE OF,
#THE SI TE AND CONTENT PROVI DED ON OR THROUGH THE SI TE AT ANY TI ME W THOUT NOTI CE.

1 fromentli.exception inport VerbExecutionError
2 inport sys
3
4 alltargets=Fal se
5 targetparms=0
6 unanme=""
7 pword=""
8 url="
9 nonitor_pw=""
10
11 def hel pUsage():
12 print 'Usage: pronote_discovered_dbs.py [-help]’
13 print '[-all] Add all discovered Single Instance DBs'
14 print '[-targets <targetl:target2:...] Add only targets listed'
15 sys.exit()
16
17 for i in range(len(sys.argv)):
18 if sys.argv[i] in ("-help"):
19 hel pUsage()
20 elif sys.argv[i] in ("-targets"):
21 if i+l < len(sys.argv):
22 targetparms = sys.argv[i+1]
23 el se:
24 print 'Usage: pronote_discovered_dbs. py [-help]’
25 print '[-all] Add all discovered Single Instance DBs'
26 print '[-targets <targetl:target2:...] Add only targets
l'isted
27 sys.exit()
28 elif sys.argv[i] in ("-url"):
29 if i+l < len(sys.argv):
30 url = sys.argv[i+1]
31 elif sys.argv[i] in ("-usernanme"):
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32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
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if i+1 < len(sys.argv):
uname = sys.argv[i+1]
elif sys.argv[i] in ("-password"):
if i+1 < len(sys.argv):
pword = sys.argv[i+1]
elif sys.argv[i] in ("-nonitor_pw'):
if i+1 < len(sys.argv):
moni tor _pw = sys.argv[i+1]
elif sys.argv[i] in ("-all"):
alltargets = True

# Make sure user did not specify target list and all targets.
if alltargets<>0 and targetparns <>0:

print 'Cannot specify target list and all swtch'
print 'Usage: pronote_discovered_dbs.py -url <EM URL> -usernane <username> -

password <password> -nonitor_pw <passwor d>'

47
48
49
50
51
52
53
54

print '[-all] Add all discovered SI Databses'

print '[-targets <targetl:target2:...] Add only list targets'
print '[-help]'

sys.exit()

if len(uname)==0 or |en(pword)==0 or |en(url)==0:

print 'Mssing required argunents (-url, -usernanme, -password)’
print 'Usage: pronote_discovered_dbs.py -url <EM URL> -username

<username> -password <password> -nonitor_pw <passwor d>'

55
56
57
58
59

print '[-all] Add all discovered SI Databses'

print '[-targets <targetl:target2:...] Add only list targets'
print '[-help]’

sys.exit()

60 # Set Connection properties and | ogon

61 set_client_property(' EMCLI_OVS_URL', url)

62 set_client_property(' EMCLI _TRUSTALL','true')
63 | ogi n(user nane=unarne, passwor d=pwor d)

64

65 cred_str = "User Name: dbsnnp; password: " + nonitor_pw + "; Rol e: Normal "

66

67 if targetparms <> 0:

68
69

targetparns = targetparns.replace(":",": oracl e_database;")+": oracl e_dat abase"
target_array =

get _targets(unmanaged=True, properti es=True, targets=targetparns).out()[' data']
70 elif alltargets:

71 target_array =

get _targets(targets="oracl e_database", unmanaged=Tr ue, properti es=True ).out()['data']
72 el se:

73 print 'Mssing required argunents (-targets or -all)’

74 hel pUsage()

75

76 if len(target_array) > O:

77 for target in target_array:

78 print "Adding target ' + target['Target Name'] +'...',

79

80 for host in str.split(target['Host Info'],";"):

81 if host.split(":")[0] == "host":]

82 print host.split(":")[1]

83 try:

84 resl = add_target (type="oracl e_database', name=target[' Target
Name' ], host=host.split(":")[1], credential s=cred_str,properties=target['Properties'])
85 print 'Succeeded'

86 except VerbExecutionError, e:

87 print 'Failed

ORACLE
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88
89

90 el se:
print "INFO There are no targets to be promoted. Please verify the targets

91

Chapter 4
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print e.error()
print "Exit code:' +str(e.exit_code())

in Enterprise Manager webpages.'

92

4.3.1 Script Analysis

Table 4-3 provides an analysis of each line of the code.

ORACLE

Table 4-3 Line-by_Line Script Analysis
|

Lines Description

1 Imports all EM CLI verbs, and imports VerbExecutionError.

2 Imports Jython libraries.

4-9 Sets variables:

* uname: User name that allows access to Enterprise Manager
*  pword: Password associated with the user name

e url: Enterprise Manager URL

e monitor_pw: Password that allows monitoring of targets

10 Defines input arguments.

11-15 Defines the message displayed to the user if they run the script with invalid or
missing arguments:

Usage: promote_discovered_dbs.py [-help][-all] Add all discovered Single
Instance DBs[-targets <targetl:target2:...] Add only targets listed

17-41 Defines a For loop that checks that the input variables (defined in lines 4 to 9) are
valid and present, otherwise the script terminates and displays the message defined
in lines 11-15.

43-50 Defines an If statement to check that the user doesn't provide the -t ar get s and the
-al | arguments when running the script. If the user enters both arguments, then the
scripts terminates and displays the message defined in lines 11-15.

52-58 Defines an If statement to check that user provides the user name, password, and
URL of Enterprise Manager when running the script. If any of these arguments are
missing, then the scripts terminates and displays the message defined in lines
11-15.

60-62 Necessary connection to OMS to retrieve all targets. Before connecting to the OMS,

you must set the OMS connection details using the set_client_property() function.
This sets the OMS URL to https://myoms.com/em and enables the client to trust all
certificates.

Note that none of these details are stored in disk. These details are stored in
memory and only last for a single script execution. For more information on client
properties, enter help('client_properties’) from the interactive shell.

You can define EMCLI_OMS_URL and EMCLI_TRUSTALL variables as
environment variables if you do not want to set these in your script. If you have
downloaded certificates somewhere, you can also use the environment variable
EMCLI_CERT_LOC to point to the certificate directory. In this case, you do not need
EMCLI_TRUSTALL. For more information, see Interactive Mode — Connecting to
an Oracle Management Server (OMS).
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Table 4-3 (Cont.) Line-by_Line Script Analysis

Lines

Description

63

65
67

68
69

70-71

72-74

76-78

80-82
83-88

90

Provides a login to the OMS. You can remove this if you have set up EM CLI with
autologin. For more information about setup and autologin, see Downloading and
Deploying the EM CLI Client with the Script Option and the setup and the login
verbs.

Defines a variable for the credential string required for monitoring targets.

Defines an if statement to determine if the -t ar get s argument is provided and if
targets exist.

Sets the value for target_params

Sets the values for target_array, using the targets (where the list of targets is defined
by targetparams), unmanaged, and properties parameters of the get_targets verb.
When it is set for the first target, the script then moves on to the next target.

Defines an else if statement to set the values for target_array if the -all option is
provided when running the script, using the targets, unmanaged, and properties
parameters of the get_targets verb. When it is set for the first target, the script then
moves on to the next target.

Defines an else statement in case the -targets or -all options are not provided when
running the script. If this happens, the script terminates and displays the message
defined in lines 11-15.

Determines if there is data in the array, and if there is data, the script displays a
message similar to the following:
Addi ng target abchost.us.exanple.com.. host.us.exanple.com

Extracts the host name from the host information

Adds the targets to the Management Repository using the add_target verb and
displays the following message:

Succeeded

If the script fails to add targets to the Management Repository, then it displays the
following message:

Failed

From line 76, if there are no targets in the array, the script terminates, and displays
the following message to the user:

INFO There are no targets to be pronoted. Please verify the targets in
Enterprise Manager webpages.Logout successful

4.3.2 Script Output

Running Example 4-5 with various options provides the following outputs:

Example 4-6 Output from promote_discovered_dbs.py with -all option

$ enctli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel comel -nonitor_pw wel comel -all
Addi ng target sid7458.us.exanple.com.. host.us.exanple.com

Succeeded

Logout successful

ORACLE

4-11



Chapter 4
Promoting Discovered Targets

Example 4-7 Output from promote_discovered_dbs.py with -targets option

$ encli @ronote_discovered_dbs.py -url https://host.us.exanpl e.com 7799/ em -
usernane sysman -password wel conel -nonitor_pw wel conel -targets
si d7458. us. exanpl e. com

Addi ng target sid7458.us.exanple.com.. host.us.exanple.com
Succeeded

Adding target dbl... host.us.exanple.com

Succeeded

Adding target db2... host.us.exanpl e.com

Succeeded

Adding target db3... host.us.exanpl e.com

Succeeded

Logout successfu

Example 4-8 Output from promote_discovered_dbs.py with -targets option

$ entli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel conel -nonitor_pw wel conel -targets dbl:db2: db3
Adding target dbl... host.us.exanple.com

Succeeded
Addi ng target db2... host.us.exanple.com
Succeeded
Adding target db3... host.us.exanple.com
Succeeded

Logout successful

Example 4-9 Output from promote_discovered_dbs.py where the specified
targets do not exist

$ entli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel conel -nonitor_pw wel comel -targets abc

INFO There are no targets to be promoted. Please verify the targets in Enterprise
Manager webpages.

Logout successful

Example 4-10 Output from promote_discovered_dbs.py where no targets are
available for promotion

$ entli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel conel -nonitor_pw wel comel -all

INFO There are no targets to be promoted. Please verify the targets in Enterprise
Manager webpages.

Logout successful

Example 4-11 Output from promote_discovered_dbs.py where the -all or -
targets option is missing

$ enctli @ronote_discovered_dbs.py -url https://host.us.exanple.com 7799/ em -
usernane sysman -password wel comel -nonitor_pw wel conel

Mssing required argunents (-targets or -all)

Usage: pronote_di scovered_dbs. py [-help]

[-all] Add all discovered Single Instance DBs

[-targets <targetl:target2:...] Add only targets listed

Logout successful
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Verb Reference

This chapter provides a complete listing of all EM CLI verbs in categorical as well as

alphabetical order. Each verb provides complete syntax and usage information.

5.1 Verb Categories

ORACLE

This section lists all of the verbs for this release in the following categories:

Basic Operational Verbs

Account Management Verbs - Oracle Database

Add Host Verbs

Application Data Model Verbs
Agent Administration Verbs
Agent Recovery Verbs

Agent Upgrade Verbs
Application Data Models Verbs
Audit Settings Verbs

AWR Warehouse Verbs

Bare Metal Provisioning Verbs
Bl Publisher Reports Verbs

Big Data Appliance

Blackout Verbs

CFW Verbs

Chargeback Verbs

Clean Coherence Cluster Verbs
Cloning Verbs

Compliance Verbs
Configuration Association History
Configuration Data
Configuration Compare
Connector Verbs

Cost Center Management Verbs
Credential Verbs

Credential Verbs - Oracle Database

Custom Plug-in Update Verbs
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» Data Guard Verbs

» Database High Availibility Verbs

» Database Lifecycle Management Verbs
» Database Machine Targets Customer Support Identifier (CSI) Assignment Verbs
» Database Profile Job Verbs

» Database Replay Verbs

* Data Subset Verbs

* DBaasS Verbs

*  Deployment Procedure Verbs

» Diagchecks Verbs

» Diagnostic Snapshots Verbs

» Discover and Push to Agents Verbs

» Discovery Prechecks Verbs

* Auto Service Request (ASR) Verbs

* Event and Incident Verbs

*  Execute Command Verbs

*  Fusion Middleware Provisions Verbs

* Fusion Middleware Diagnostic Advisor Verbs
*  Generic Middleware Provisioning Verbs
* Gold Agent Image Verbs

e Group Verbs

* Incident Rules Verbs

* Installation Verbs

* Internal Metrics Verbs

» Java EE Application Component Verbs
* JBoss Target Management Group

e Job Verbs

» Latest Configurations Verbs

* Licensing Verbs

* Log Management Verbs

* Masking Verbs

*  Metric Collection and Alerts Verbs

* Metric Data Loading Verbs

*  Metric Verbs

*  Monitoring Template Verbs

* Natification Verbs

*  OMS Configuration Properties
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OMS CPU Activity Report Verbs
OMS Plug-in Deployment Verbs
Oracle Database as Service (DBaaS) Verbs
Package Fusion Application Problem Verbs
Patch Verbs

Ping Subsytem Verbs

Platform as a Service (PaaS) Verbs
Pluggable Database Job Verbs
Prerequisite Check Verbs

Privilege Delegation Settings Verbs
Provisioning Verbs

Reconfig Job Verbs

Redundancy Group Verbs

Refresh Coherence Verbs

Refresh WLS Domain Verbs

Report Import/Export Verbs
Resource Verbs

Saved Configurations Verbs

Secure Communication Verbs

Self Update Verbs

Services Verbs

Server-generated Alert Metric Verbs
Siebel Verbs

SiteGuard Verbs

Software Library Verbs

Software Maintenance Verbs

SSA Verbs

Storage Management Framework Verbs

Switch EM Monitoring Agent for Cluster Target Verbs

System Verbs

Target Data Verbs

Tenant Administrative Verbs

Toaster Verbs

Trace Verbs

Transparent Data Encryption

User-defined Metrics (UDM) Migration Verbs
Upgrade Database Job Verbs
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e User Administration Verbs

e User Session Administration Verbs

*  Websphere MQ Verbs

* WebSphere Target Management Verbs

Basic Operational Verbs

Note: Only these verbs are available immediately after installation.

argfile
help
login
logout
setup
status
sync
version

Account Management Verbs - Oracle Database

get_db_account
get_db_profile
update_db_account_status

Add Host Verbs

continue_add_host
get_add_host_status
list_ add _host_platforms
list add host_sessions
retry_add_host
submit_add_host

Application Data Model Verbs

associate target to_adm
export_adm

list_ adms

verify_adm

Agent Administration Verbs

get_agent_properties
get_agent_property
modify_monitoring_agent
resecure_agent
restart_agent
secure_agent
set_agent_property
start_agent

stop_agent
unsecure_agent

Agent Recovery Verbs

Chapter 5
Verb Categories

5-4



resyncAgent

Agent Upgrade Verbs

get_agent_update_status
get_agent_upgrade_status
get_not_updatable agents
get_signoff_agents
get_signoff_status
get_updatable_agents
get_upgradable_agents
signoff_agents
subscribe_agents
unsubscribe_agents
update_agents
upgrade_agents

Application Data Models Verbs

associate target to_adm
export_adm

import_adm
show_operations_list
update_audit_settings

Audit Settings Verbs

disable_audit
enable_audit
show_audit_settings
show_operations_list
update_audit_settings

AWR Warehouse Verbs
awrwh_add_src_db

awrwh_list_src_dbs
awrwh_remove_src_db

Bare Metal Provisioning Verbs

bareMetalProvisioning

Bl Publisher Reports Verbs

deploy_bipublisher_reports
deploy_bipublisher_selfupdates
grant_bipublisher_roles
list_bipublisher_roles
revoke_bipublisher_roles
setup_bipublisher
unregister_bipublisher

Big Data Appliance

delete_bda_cluster
discover_bda_cluster

ORACLE
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discover_cloudera_cluster
relocate_bda_target
show_hda_clusters

Blackout Verbs

add_blackout_reason
create_blackout
delete_blackout
get_blackout_details
get_blackout_reasons
get_blackout_targets
get_blackouts
stop_blackout

CFW Verbs

cancel_cloud_service_requests
delete_cloud_service_instances
delete_cloud_user_objects
get_cloud_service_instances
get_cloud_service_requests
get_cloud_user_objects

Chargeback Verbs

add_chargeback_entity
assign_charge_plan
assign_cost_center
create_charge_entity type
create_charge_item
delete_charge_item
export_charge_plans
export_custom_charge_items
get_metering_data
import_charge_plans
import_custom_charge_items
list_chargeback_entities
list_chargeback_entity types
list_charge_item_candidates
list_charge plans

list_cost _centers
remove_chargeback_entity
unassign_charge_plan
unassign_cost_center

Clean Coherence Cluster Verbs
clean_down_members
Cloning Verbs

clone_as_home
clone_crs_home
clone_database
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clone_database _home
create_clone
db_clone_management
extend_as_home
extend_crs_home
extend_rac_home

Compliance Verbs

assign_compliance_ca
associate_cs_group_targets
associate_cs_targets
clear_compliance_ca
create_compare_check
delete_compare_check
export_compliance_group
export_compliance_standard_rule
export_facet

export_standard
fix_compliance_state
get_compliance_rule_ca
import_compliance_object
list_compliance_rules
list_compliance_rules_ca
list_cs_rules

list_standards
remove_association_cs_group_targets
remove_cs_target _association
trigger_compliance_ca

Configuration Association History

disable_config_history
enable_config_history
get_config_history_searches
run_config_history
set_config_history retention_period

Configuration Data

delete_config_search
export_config_search
get_config_searches
get_target_types
import_config_search
run_config_search

Configuration Compare

config_compare
create_config_onetimecompare
delete_config_compare_template
delete_config_onetimecompare
delete_saved_onetimecomparison
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export_config_compare_result
export_config_compare_template
get_config_onetimecomparisons
get_config_templates
import_config_compare_template

Connector Verbs

create_cost_centers
create_organizational_entity
get_organizational_hierarchy
update_organizational_entity

Cost Center Management Verbs

publish_change_request_ccc
update_ticket status

Credential Verbs

clear_credential
clear_default_pref credential
clear_monitoring_credential
clear_preferred_credential
create_credential_set
create_named_credential
delete_credential_set
delete_named_credential
get_credtype_metadata
get_duplicate_credentials
get_named_credential

list_ named_credentials
merge_credentials

modify _named_credential
set_credential
set_default_pref _cred
set_monitoring_credential
set_preferred_credential
show_credential_set_info
show_credential_type_info
test_named_credential
update_host_password
update_monitoring_creds_from_agent
update_password
update_target_password

Credential Verbs - Oracle Database

update_db_password
update_credential_set

Custom Plug-in Update Verbs

create_custom_plugin_update
delete_custom_plugin_update

ORACLE 5-8



ORACLE

import_custom_plugin_update
list_custom_plugin_updates
list_patches_in_custom_plugin_update

Data Guard Verbs

create_standby (deprecated)
create_standby_database
dg_change_protection_mode
dg_configure_fsfo
dg_convert_standby
dg_failover
dg_remove_configuration
dg_remove_standby_database
dg_switchover
dg_verify_config

failover (deprecated)
switchover (deprecated)
verify_config (deprecated)

Database High Availibility Verbs

configure_db_ha

Database Lifecycle Management Verbs

create_database
data_transfer

dbimport
delete_database
delete_oracle database
delete_oracle_restart
refresh_database

assign_csi_for_dbmachine_targets

Database Profile Job Verbs

create_dbprofile
describe_dbprofile_input
edit_dbprofile
list_dbprofiles
refresh_dbprofile

Database Replay Verbs

discover_workloads
import_replays
import_workloads
start_replay

Data Subset Verbs

export_subset_definition
generate_subset
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import_subset_definition
import_subset_dump
import_subset_dump
list_subset_definitions

DBaaS Verbs

See DBaaS REST APIs and EM CLI Verbs Based Use Cases in the Enterprise
Manager Cloud Administration Guide.

Deployment Procedure Verbs

confirm_instance
delete_instance
delete_procedure
describe_procedure_input
get_executions
get_instance_data
get_instance_status
get_instances
get_procedure_types
get_procedure_xml
get_procedures
get_retry_arguments
get_runtime_data
ignore_instance
reschedule_instance
resume_instance
retry_instance
save_procedure_input
stop_instance
submit_procedure
suspend_instance
update_and_retry_step
update_procedure_input

Diagchecks Verbs

apply_diagcheck_exclude
define_diagcheck_exclude
diagchecks_deploy_status
diagchecks_deploy_tglist
list_diagcheck_exclude_applies
list_diagcheck_exclusions
list_diagchecks
undeploy_diagchecks
update_diagchecks

Diagnostic Snapshots Verbs

create_diag_snapshot
delete_diag_snapshot

Discover and Push to Agents Verbs

ORACLE 5-10



ORACLE

delete_siebel
discover_coherence
discover_db
discover_fa
discover_fa
discover_gf
discover_siebel
discover_wls
generate_discovery_input
refresh_fa
run_fa_diagnostics

Discovery Prechecks Verbs

fmw_discovery_prechecks

Auto Service Request (ASR) Verbs

em_asr_asset_actcred
em_asr_asset_activation_details
em_asr_asset_activation_job
em_asr_asset_exclude_list
em_asr_asset_include_list
em_asr_deregister
em_asr_register
em_asr_xsl_upload

Event and Incident Verbs

clear_problem
create_resolution_state
delete_resolution_state
get_resolution_states
modify_incident_rule
modify_resolution_state
publish_event

Execute Command Verbs

execute_hostcmd
execute_sql

Fusion Middleware Diagnostic Advisor Verbs

activate_mda_finding_types
deactivate_mda_finding_types
disable_mda_finding_types_for_targets
enable_mda_finding_types for_targets
get_mda_engine_status

list_ mda_finding_types
list_mda_properties
run_mda_health_check
start_mda_engine

stop_mda_engine
update_mda_properties
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Fusion Middleware Provisions Verbs

create_fmw_domain_profile
create_fmw_home_profile
create_inst_media_profile
create_partition_profile
delete_fmw_profile
describe_fmw_profile
list_fmw_profiles

Generic Middleware Provisioning Verbs

create_mw_profile
delete_mw_profile
list_ mw_profiles
list_prov_parameters
provision_mw_profile

Gold Agent Image Verbs

create_gold_agent_image
delete_gold_agent_image
get_agent_unsubscribe_status
get_gold_agent_image_activity_status
get_gold_agent image_details

list_ agents_on_gold_image
list_gold_agent_image_activities
list_gold_agent_images
list_gold_agent_imageversions

emcli list_gold_image_subscribed_agent

promote_gold_agent_image
set_gold_agent_update
stage_gold_agent_image

Group Verbs

create_group
delete_group
export_admin_group
get_group_members
get_groups
import_admin_group
modify _group

Incident Rules Verbs

add_comment_to_event
add_comment_to_incident
add_comment_to_problem
add_target _to_rule_set
change_ruleset_owner
clear_problem
create_resolution_state
delete_incident_record
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delete_resolution_state

enable_or_disable_event_correlation_rule

export_incident_rule_set

generate_downtime_contact

get_resolution_states
import_incident_rule_set
modify_incident_rule
modify resolution_state
publish_event

remove_target from_rule_set

suppress_incident
suppress_problem
unsuppress_incident
unsuppress_problem

Installation Verbs

get_agentimage
get_agentimage_rpm
get_supported_platforms

Internal Metrics Verbs

get_internal_metric
list_internal_metrics

Java EE Application Component Verbs

create_jeeappcom
upload_jeeappcomp_file

JBoss Target Management Group

discover_jboss
refresh_jboss_domain
refresh_jboss_partition

Job Verbs

add_chef_cookbook
create_job
create_job_from_library
create_library_job
delete_chef _cookbook
delete_job
delete_library_job
describe_job
describe_job_type
describe_library_job
export_jobs
get_job_execution_detail
get_jobs

get_job_types
import_jobs
resume_job
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retry_job
stop_job
submit_job
suspend_job

Latest Configurations Verbs

export_latest_config
Licensing Verbs

grant_bipublisher_roles
grant_license_with_validation
revoke_license_no_validation
revoke_license_with_validation

Log Management Verbs

associate_cs_targets

Masking Verbs

export_masking_definition
generate_masking_script
import_masking_definition
list_masking_definitions
reassoc_masking_definition
save_masking_script
submit_masking_job

Metric Collection and Alerts Verbs

clear_stateless_alerts
collect_metric
get_metrics_for_stateless_alerts
get_on_demand_metrics
get_unsync_alerts
metric_control

sync_alerts

Metric Data Loading Verbs

enable_metric_data_load

modify _metric_data_load_limits
modify_metric_data_load_whitelist
remove_metric_data_load_limits

Metric Verbs

get_threshold
modify threshold

Monitoring Template Verbs

apply_template
export_template
import_template
list_templates
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modify_collection_schedule

Notification Verbs

subscribeto_rule

OMS Configuration Properties

get_oms_config_property
get_oms_inventory
get_oms_logging_property
list_oms_config_properties
list_oms_logging_properties
list_trace
set_logging_property
set_oms_property

trace

OMS CPU Activity Report Verbs

dump_activity_list
generate_activity report

OMS Plug-in Deployment Verbs

deploy_plugin_on_agent
deploy_plugin_on_server
get_ext_dev_kit
get_plugin_deployment_status
list_plugins_on_agent
list_plugins_on_server
redeploy_plugin_on_agent
undeploy_plugin_from_agent
undeploy_plugin_from_server

Oracle Database as Service (DBaaS) Verbs

config_db_service_target
get_db_sys_details_from_dbname
set_db_service_properties

Package Fusion Application Problem Verbs

package fa_problem

Patch Verbs

add_engr_sys_patches
create_patch_plan
delete_patch_plans
delete_patches
describe_engr_sys_targets
describe_patch_plan_input
get_connection_mode
get_patch_plan_data
list_aru_languages
list_aru_platforms
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list_aru_products

list_aru_releases

list_patch_plans

search_patches
set_connection_mode
set_engr_sys_patching_options
set_patch_plan_data
show_applicable_engr_sys operations
show_applicable_engr_sys patches
show_engr_sys_operation_status
show_engr_sys_patchable_targets
show_engr_sys_patching_history
show_engr_sys_targets
show_patch_plan
show_patch_readme
stop_engr_sys_maintenance
submit_engr_sys_maintenance
submit_patch_plan
switch_database

switch_gi

upload_catalog

upload_patches

Ping Subsytem Verbs

set_reverse_ping_interval

Platform as a Service (PaaS) Verbs

add_forwarders_for_paas_agent
deregister_forwarder_agents
enable_forwarder_agents
register_forwarder_agents
register_hybridgateway agents

Pluggable Database Job Verbs

complete_post_pdb_relocation
create_pluggable_ database
delete_pluggable database
migrate_noncdb_to_pdb
pdb_backup
pdb_clone_management
relocate_pdb

Prerequisite Check Verbs

list_prerequisites

Privilege Delegation Settings Verbs

apply_privilege_delegation_setting
clear_default_privilege delegation_setting
clear_privilege_delegation_setting
create_privilege_delegation_setting
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Verb Categories

5-16



ORACLE

delete_privilege_delegation_settings
list_privilege_delegation_settings
list_target privilege_delegation_settings
set_default_privilege_delegation_setting
test_privilege_delegation_setting

Provisioning Verbs
provision

Reconfig Job Verbs
convert_to_cluster_database

Redundancy Group Verbs

create_red_group
create_redundancy_group
modify red_group

modify _redundancy_group
view_redundancy_group

Refresh Coherence Verbs

refresh_coherence
Refresh WLS Domain Verbs

refresh_wils

Report Import/Export Verbs

export_report
get_reports
import_report

Resource Verbs
list
Saved Configurations Verbs

delete_saved_config
export_saved_config
import_saved_config
save_latest_config

Secure Communication Verbs

get_ca_info
get_onetime_registration_token
secure_agents

Self Update Verbs

apply_update
download_update
export_update
get_update_status
import_update
import_update_catalog

Chapter 5
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set_mos_credentials
remove_mos_credentials
remove_update

verify _updates

Services Verbs

add_beacon
apply_template_tests
assign_test _to_target
change_service_system_assoc
compare_sla
create_aggregate_service
create_service
delete_metric_promotion
delete_sla

delete_test

delete_test threshold
disable_sla

disable_test
download_ats_test_databank_file
download_ats_test_zip
edit_sl_rule

enable_sla

enable_test

export_sla
extract_template_tests
get_aggregate_service_info
get_aggregate_service_members
get _test_thresholds
import_appreplay_workload
import_sla

list_sla

modify _aggregate_service
remove_beacon
remove_service_system_assoc
run_avail_diag
run_promoted_metric_diag
set_availability

set_key beacons_tests
set_metric_promotion
set_properties

set_test threshold
sync_beacon

upload_ats_test databank_file

Server-generated Alert Metric Verbs

validate_server_generated_alerts
Siebel Verbs

list_siebel_enterprises
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list_siebel servers
update_siebel

SiteGuard Verbs

add_siteguard_aux_hosts
add_siteguard_script_credential_params
add_siteguard_script_hosts
configure_siteguard_lag
create_operation_plan
create_siteguard_configuration
create_siteguard_credential_association
create_siteguard_script
delete_operation_plan
delete_siteguard_aux_host
delete_siteguard_configuration
delete_siteguard_credential_association
delete_siteguard_lag
delete_siteguard_script
delete_siteguard_script_hosts
get_operation_plan_details
get_operation_plans
get_siteguard_credential_association
get_siteguard_health_checks
get_siteguard_lag
get_siteguard_script_credential_params
get_siteguard_script_hosts
get_siteguard_scripts

run_prechecks
schedule_siteguard_health_checks
stop_siteguard_health_checks
submit_operation_plan
update_operation_plan
update_siteguard_configuration
update_siteguard_credential_association
update_siteguard_lag
update_siteguard_script

Software Library Verbs

add_swlib_storage_location
create_swlib_directive_entity
create_swlib_entity
create_swlib_folder
db_software_maintenance
export_swlib_cache_files
get_swlib_entity details
import_swlib_cache_files
list_swlib_entities
list_swlib_entity subtypes
list_swlib_entity types
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list_ swlib_folders
list_swlib_storage_locations
refer_swlib_entity files
reimport_swlib_metadata
remove_swlib_storage location
resync_swlib_cache
stage_swlib_entity files
stage_swlib_entity files_local
switch_swlib_oms_agent_storage
update_swilib_directive_entity
update_swlib_entity
upload_swlib_entity_files
verify_swlib

Software Maintenance Verbs

db_software_maintenance

SSA Verbs

cleanup_dbaas_requests
create_database_size
create_dbaas_quota
create_paas_zone
create_pool
create_service_template
db_cloud_maintenance
delete_database_size
delete_dbaas_quota
delete_paas_zone
delete_pool verb
delete_service_template

get _dbaas_quota
get_dbaas_request_settings
get_paas_zone_detail
get_pool_allowed_placement_constraints
get_pool_capacity
get_pool_detail
get_pool_filtered_targets
get_saved_configs
get_service_template_detail
get_service_templates
list_database_sizes
rename_service_template
update_dbaas_quota
update_dbaas_request_settings
update_paas_zone
update_pool
update_service_template

Storage Management Framework Verbs

disable_snapclone
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edit_storage_ceiling
enable_snapclone
manage_storage_access
register_storage
remove_storage
synchronize_storage

Switch EM Monitoring Agent for Cluster Target Verbs

switch_cluster_agent

System Verbs

create_system
delete_system
get_system_members
modify_system

Target Data Verbs

add_proxy

add_target

add_target_property
add_to_target_properties_master_list
change_target_owner
create_assoc

delete_assoc

delete_from_target properties_master_list
delete_proxy

delete_target

disable_target

enable_target

get_accesspoints
get_best_implementer
get_target_properties
get_target_types

get_targets

list_allowed_pairs

list_assoc

list_target _properties_master_list
list_proxies

list_target_property _names
list_targets having_property value
migrate_to_lifecycle_status
modify_lifecycle_stage_name
modify_proxy

modify target

relocate_targets
remove_target_property
rename_target
rename_targets_property_value
set_standby_agent
set_target_property_value
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show_proxy
test_proxy

use_target properties_master_list

Tenant Administrative Verbs

associate_user_profile
create_tenant
create_user_profile
delete_tenant
delete_user_profile
disassociate_user_profile
modify_user_profile
update_tenant_owner
update_tenant_state

Toaster Verbs

send_system_broadcast

Trace Verbs

generate_ui_trace_report
trace_set_property

Transparent Data Encryption

emcli_tde

User-defined Metrics (UDM) Migration Verbs

abort_udmmig_session
analyze unconverted_udms
create_udmmig_session
list_unconverted _udms
udmmig_list_matches
udmmig_request_udmdelete
udmmig_retry _deploys
udmmig_session_details
udmmig_submit_metricpicks
udmmig_summary
udmmig_update_incrules

Upgrade Database Job Verbs

upgrade_database

User Administration Verbs

allocate_quota
create_role

create_user

delete_role

delete_user
get_supported_privileges
grant_privs

grant_roles
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lock user_account
modify _role

modify user
revoke_privs
revoke_quota
revoke_roles

User Session Administration Verbs
list_active_sessions
Websphere MQ Verbs

discover_wmq
refresh_wmgq

WebSphere Target Management Verbs

discover_was
refresh_was

5.2 -input_file Syntax Guidelines

5.2.1 -input_file Syntax
This option enables you to provide an argument to be specified in a file. For example:

entli xyzverb -input_file="argl:filel.txt" -input_file="arg2:file2. txt"

This string literally translates to:

encli xyzverb -argl=<contents of filel.txt> -arg2=<contents of file2. txt>

encli xyzverb -input_file="name:/tnp/bl.txt" -input_file="type:/tnp/b2.txt"
-input _file="bcnNane:/tnp/b3.txt"

This example makes Userl an Enterprise Manager user, which is already created on
an external user store like the SSO server. The contents of priv_file are
view_target;hostl.example.com:host. Userl will have view privileges on the
hostl.example.com:host target.

entli create_user
-name="User 1"
-t ype="EXTERNAL_USER"'
-input_file="privilege:/home/userl/priv_file"

5.2.2 -input_file for Jobs

For most job verbs, you can specify all of the needed properties in a property file. You
can also provide a few properties on the command line. Properties set on the
command line override values set in the file.

The property file consists of name=value pairs. For example, put the following into
myFile.txt:

name=My JOB 1
t ype=0SConmand
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description=this is a test job
target _|ist=targetl: host

variabl e. defaul t _shel | _command=Is -1
schedul e. f requency=I MVEDI ATE

... then run:

encli create_job -input_file=property file:nyFile.txt

This creates an OS Command job called "MY JOB 1" using preferred credentials.
Usage of Properties

For the create verbs, all properties set in the file are used. For verbs that act on
multiple jobs, like suspend and resume, only "search" properties are used (name, type,
targets. and scheduled starting and ending times).

Creating a Property File

The best way to create a property file is to start by describing a job similar to the one
you want to create, and/or by describing a job type. This provides a list of which
properties are needed by a given job type.

Determining Variables for a Job
Most properties are the same from one job to another. For example:
name, type, description, kind, targetType, cred, schedule notification

The variables needed for a job type change from job to job. Describe a job type to find
out which variables it requires.

For example, the following command creates a property file template based on job
MYJOBL1. This lists the properties set by this job.

encli describe_job [-verbose] -name=MyJobl > nyPropFil e. txt

This example creates a property file template for an OS Command job. This lists the
properties allowed by this job type, including all required and optional variables.
Variables marked as deprecated should be avoided.

entli describe_job_type [-verbose] -type=0SCommand > nyPropFile.txt

5.3 Overriding the Separator and Subseparator

ORACLE

Not all verbs allow separator and subseparator to be overridden. The semi-colon ( ;)
and colon ( :) are respectively the default separator and subseparator. The separator
is used for arguments that take multiple values, and subseparator is used when the
value itself has multiple values. You can override either one of them or both.

The syntax is:

separat or =<option_for_which_separator_has_to_be appl i ed>="separat or _val ue"

As an example of using the separator and subseperator to create a group containing
database?2 and database3, the command could be:

entli create_group -name="tstgrp" -add_targets="database2: oracl e_dat abase;
dat abase3: oracl e_dat abase"
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Using this command as the basis for modification, these examples show overrides of
separator and/or subseperator:

encli create_group -nane="tstgrpl" -add_targets="database2: oracl e_dat abase,
dat abase3: oracl e_dat abase" -separat or=add_t arget s=", "

enctli create_group -nane="tstgrp2" -add_targets="dat abase2&oracl e_dat abase,
dat abase3é&or acl e_dat abase" -separator=add_targets="," -subseparator=add_t argets="¢&"

encli create_group -nane="tstgrp3" -add_targets="dat abase2&oracl e_dat abase;
dat abase3é&or acl e_dat abase" -subsepar at or =add_t ar get s="&"

5.4 EM CLI Verbs

The following sections provide descriptions, formats, and options for all EM CLI verbs.
Some of the verbs also contain one or more examples.

5.4.1 abort_udmmig_session
Aborts the migration of user-defined metrics (UDMSs) to metric extensions in a session.

Format

entli abort_udnmm g_session
- sessi on_i d=<sessi onl d>
[-input_file=specific_tasks:<conplete path_ to file>]

[ 1 indicates that the paraneter is optional

Options
e session_id

Specify the ID that was returned when the session was created, or from the output
of udmmig_summary.

e input_file

Points at a file name that contains a target UDM, one per line in the following
format:

<t arget Type>, <t ar get Nane>, <col | ecti on nane>

Use targetType=Template to indicate a template. Use * for the collection nhame to
abort all UDMs for a target. The input file should be in UTF-8 format.

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

Example

This example aborts the specified migration session. The UDM is returned to the
unconverted list.

entli abort_udmm g_session -session_i d=<sessi onl d>
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5.4.2 activate_mda_finding_types

Activates the specified MDA finding types. A finding type can have status 'N' (new), 'A’
(active), or 'l' (inactive). Only those finding types that are currently inactive, for
example, status 'I', will be activated. For others the previous status is retained.

Format
entli activate_nda_finding_types [-finding_types="<list of finding
types>"] [-separator=finding_types="separator_for_finding_types_val ues"]

[ 1T indicates that the paraneter is optional.

Options
» finding_types

List of finding types. The default separator to be used is ';'".
» separator=finding_types

Indicates the custom separator used for the list of finding types. This option is
mandatory if any other character apart from *;' is used as a separator in the finding
types list.

Example
The following example activates multiple finding types with a custom separator:

enctli activate_nda_finding_types

finding_types="oracl e. sysman. emas. W s_gc_over head$or acl e. sysman. emas. w s_heap_confi g"
-separ at or =fi ndi ng_t ypes="$"

5.4.3 add_beacon

ORACLE

Adds a beacon to the monitoring set of beacons. All enabled tests are pushed to the
beacon.

Format

entli add_beacon
-name=t ar get _nanme
-type=target_type
-bcnNane=beacon_nane
[ - dont Set Key]

[ T indicates that the paraneter is optional
Options

e name

Service target name.

° type
Service target type.

5-26



Chapter 5
EM CLI Verbs

*  bcnName
Beacon name to add.
* dontSetKey

Indicates the added beacon is not automatically a key beacon. Only use this
option if you do not want the beacon to participate in the availability calculation of
the service and tests.

Example

This example adds MyBeacon as a key beacon to the MyTarget service target of type
generic_service.

entli add_beacon -name=' MyTarget' -type='generic_service'
-bcnNane=" MyBeacon'

5.4.4 add_blackout_reason

Adds a new blackout reason. Only Super Administrators can perform this action.

Format

entli add_bl ackout _reason -name="<bl ackout reason>"

Example

This example adds the blackout reason "Testing Purposes."

entli add_bl ackout _reason -name="Testing Purposes”

5.4.5 add_chargeback_entity

ORACLE

Adds the given entity to Chargeback.

Format

add_char geback_entity
-entity_nanme="eName"
-entity_type="eType"
- usage_node="uMde"
Options
e entity_name
Name of the entity to be added to Chargeback.
* entity_type
Type of entity to be added to Chargeback.
¢ usage_mode

Usage mode by which it should be added to Chargeback. You can see the usage
modes for a particular entity type by entering list_chargeback_entity types -
entity_type.

See Also

assign_charge_plan
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assign_cost_center
list_chargeback_entities
list_chargeback_entity types
list_charge plans

list_cost _centers
remove_chargeback_entity
unassign_charge_plan
unassign_cost_center

5.4.6 add_chef cookbook

Adds a software library component and directives for a chef cookbook. If more than
one software library storage location is configured, the default storage location is used.
Use this verb once for each cookbook.

Format

entli add_chef _cookbook
- name="conponent _name"
-fol der _nanme="sw i b_f ol der _name"
-filename="fil ename"
-reci pe_nanes="reci pe_nanell;reci pe_name2;..."
Options
°* name
The software library component name
* recipe_names

Cookbook recipe names. The recipe names are semi-colon separated. A directive
will be created for each recipe.

» folder_name
The software library folder where the component and directives will be saved.
o filename

Name of the cookbook file. It must be in tar, gzip format. The cookbook name must
be the "base" of the filename. For example, if the cookbook is named 'cookie’, then
the cookbook filename must be cookie.tar.gz.

Example

The following example creates a custom software library component and directives for
a new chef cookbook. Entities are created in a sub folder of the MyComponents folder.

entli add_chef cookbook
-name=chef _conponent
-reci pe_nanes="start;stop;install"
-fol der _nane="MConponents fol der"
-filename="nysql .tar.gz"

5.4.7 add_comment_to_event

Adds a comment to a specified event.
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Format

entli add_coment _to_event
-event _id="event |D"
-comment ="t ext "

Options
* event_id

ID of the event to which the comment is to be added.
e comment

Comment text.

Example
The following command adds the comment "Working on this" to an event with the ID 2.

encli -add_comment _to_event -event_id="2" -comrent="Wrking on this"

5.4.8 add_comment_to_incident

Adds a comment to a specified incident.

Format

encli add_comrent to_incident
-incident _id="Incident ID'
-conment ="text"

Options
e incident _id

ID of the incident to which a comment is to be added.
¢ comment

Comment text.

Example

The following example adds the comment "Working on this" to an incident with the ID
2.

entli -add_comment _to_incident -incident_id="2" -coment="Wrking on this"

5.4.9 add_engr_sys patches

Adds a system patch for performing a patching operation at the component level, on a
specific target, or on a list of targets specified in the target file.

Format

entli add_engr_sys_pat ches
-system target_name="target _name"
-systemtarget _type="target_type"
-target _name="target_name" -target_type="target_type" -
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pat ch_conposite_i d="patch_conposite_id" | -input_file=data:"target list specified in
file"

Options

* system_target_name

Specifies the engineered system target name.
* system_target_type

Specifies the engineered system target type.
+ target_name

Specifies the target name.
+ target_type

Specifies the target type.

e input_file

Specifies the path of the file that contains the inputs for setting up the patching

options.

The following is an example of an input file to add patches for targets:

target.0.target _name=sl| cml2adn0l. exanpl e. com
target.0.target _type=oracl e_exadata
target.0.sys_patch. patch_i d=19893788
target.0.sys_patch.rel ease_i d=9800371121010
target.0.sys_patch. pl atform.id=226
target.0.sys_patch.|anguage_i d=0

target. 1. target _nanme=sl| cnl2adnD2. exanpl e. com
target.1.target _type=oracl e_exadata

target. 1. sys_patch. patch_i d=20093789

target. 1. sys_patch.rel ease_i d=9800371121010
target. 1. sys_patch. pl atform.id=226

target. 1. sys_patch.|anguage_i d=0

The following is an example of an input file to add patches for a component:

conponent . type=Cracl e I nfiniband Switch
conponent . sys_pat ch. pat ch_i d=19893788
conponent . sys_pat ch. rel ease_i d=9800371121010
conponent . sys_pat ch. pl at f orm i d=226
conponent . sys_pat ch. | anguage_i d=0

e patch_composite_id

Specifies the patch composite ID. The format of the patch composite ID must

follow p<pat chl D>_<Rel easel D> <Pl at f or mi D>_<Languagel D>.

Example

The following example adds patches for the member target

cl usteradnD102. exanpl e. com cl ust er of the engineered system DB Machi ne
sl cnml2. exanpl e. com or acl e_dbmachi ne, using the inputs specified in / t np/

property. prop:

entli add_engr_sys_pat ches
-system target _nanme="DB Machi ne sl cml2. exanpl e. cont
-system target _type="oracl e_dbmachi ne"
-input _file=data:"/tnp/ property.prop"
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5.4.10 add forwarders_for_paas agent
Adds forwarders for a given PaaS agent.

Format

entli add_forwarders_for_paas_agent
- paas_agent _name="paas_agent _name"
-agent _list="agent list"
Options
* paas_agent_name
Agent name of the hybrid agent.
e agent_list

Forwarder agent list separated by a space.

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Example

The following example forwards paas_agent 1 and paas_agent_2 to paas_agent:

entli add_forwarders_for_paas_agent - paas_agent _nane=<paas_agent >
agent _| i st="paas_agent _1, paas_agent _2"

5.4.11 add_proxy

Adds a proxy which mediates the https traffic from Oracle Management Server to the
Management Agent. Note that this proxy is modeled as an oracle_em_proxy target
type. Management Agents can be associated with the proxy in two ways:

1) Using Management Agent names.
2) Using patterns for Management Agent names.

Currently, the oracle_em_proxy target type proxies are supported only for the traffic
from Oracle Management Server to the Management Agent. For traffic in the reverse
direction (i.e. from the Management Agent to Oracle Management Server), proxy
settings can be specified in the corresponding Management Agent's emd.properties
file.

Format

encli add_proxy
- name="<name>"
-host =" <host >"
-port=<port>
-protocol =<http | https>
[-named_credential ="<credential nanme>"]
[-agent s="<nanmel>, <nane2>,..."]
-agent _patterns="<nanme patternl> <nane pattern2>,..."]
[-excl uded_agent _patterns="<nanme patternl>, <nane pattern2>,..."]
- oms_agent =" <nane>"
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[ ] indicates that the parameter is optional.

Options
* name
Unique name identifying a proxy.
* host
Hostname of a machine where the proxy is set up.
s port
Port on the proxy host offering the proxy service.
e protocol

Protocol used by the traffic which the proxy mediates. The valid values of this
option are http or https.

 named_credential
Name of the Named Credential to be used for authentication with the proxy.
e agents

Comma separated list of the names of Management Agents which the proxy
mediates for. The backslash character (\) can be used as an escape character. If
the Management Agent with the given name does not exist, it is ignored.

e agent_patterns

Comma separated list of patterns for the names of Management Agents which the
proxy mediates for. Pattern can use two wildcard characters:Asterisks (*) for one
or more characters.Question mark (?) for a single character.Backslash (/) for an
escape character.

* excluded_agent_patterns

Comma separated list of patterns for the names of Management Agents which
need to be excluded from the names of Management Agents identified by
Management Agent name patterns associated with the proxy (using the -
agent_patterns option). These patterns can also use the same wildcard characters
that apply to the -agent_patterns option.

* oms_agent
Name of Management Agent set up on Oracle Management Server.
* parameter_1

Sentence fragment describing the parameter.

Example

The following example adds a new proxy using the options name, host, port, and
protocol. In this example, the Management Agents are in the form
"host<id>.<domain>.oracle.com:3535" , where 'id' is a 3 digit number ranging from 000
to 999, and domain with values "in", "us", "uk", or "fr". In such a deployment, this proxy
is associated with host000 and host001 from the "us" domain and host100 to host179

from all the domains.

entli add_proxy
- name="us- pr oxy- 4"
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- host =" ww\« pr oxy- 4. us. nyconpany. conf

- port =80

-protocol =http

-agent s="host 000. myconpany. com 3535, host 001. nyconpany. com 3535"
-agent _patterns="host 1*"

-excl uded_agent _patterns="host 18*, host 19*"

-ons_agent ="sl c02pgw. myconpany. com 1838"

5.4.12 add_siteguard_aux_hosts

Associates new auxiliary hosts with the system. An auxiliary host can be any host that
is not part of the system but is managed by Enterprise Manager Cloud Control. These
hosts can be used to execute any script. Any other targets running on this host will not
be part of Site Guard operation plan(s).

Format

entli add_siteguard_aux_hosts
-system nane="name_of _the_systenf
-host _name="nane_of _the_auxiliary_host"

[ T indicates that the paraneter is optional

Options
* system_name
Name of the system.
* host_name
Name of the auxiliary host that the current user needs to add. This host must be

managed by Enterprise Manager Cloud Control.

Example

This example associates auxiliary hosts host 1. domai n. comand host 2. donai n. com
that are part of aust i n- syst emto the system:

entli add_siteguard_aux_hosts
- system name="austi n- syst enf
-host _name="host 1. domai n. com host 2. domai n. conf

5.4.13 add_siteguard_script_credential _params

ORACLE

Adds a named credential as a parameter for a Site Guard script. The values of user
name and password of this credential can be accessed within the script.

Format
entli add_siteguard_script_credential paranms -script_id="1d associated with
the script” -credential _name="nane of the credential" [-

credential _owner="credential owner"]

[ 1 indicates that the parameter is optional.

Options

e script_id
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The script ID.
e credential_name
The name of the credential.
e credential_owner
The owner of the credential. This option does not need to be specified if the owner

of the credential is same as the logged in user.

Example

The following command adds a script ID and credential name to the siteguard script
where the credential owner is SG_ADMIN.

entli add_siteguard_script_credential paranms

-credential _name="NAMED CREDENTI AL_Y"
-credential _owner="SG ADM N'

See Also

get_siteguard_script_credential_params

5.4.14 add_siteguard_script_hosts
Adds a host to the Site Guard configuration scripts.

Format

entli add_siteguard_script_hosts
-script_id=<script_id>
-host _name=<nanel; nane2;...>
Options
e script_id
ID associated with the script.
* host_name
Name of the host where this script will be run. You can specify more than one host
name.

Example

The following example adds the host 1. donai n. comhost to the Site Guard
configuration script with the ID 10.

entli add_siteguard_script_hosts

-script_id="10"
-host _name ="host 1. donai n. cont

See Also

get_siteguard_script_credential_params
create_siteguard_script
get_siteguard_script_hosts
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5.4.15 add_swlib_storage_location
Adds a storage location in the software library.
Format
entli add_swib_storage_|ocation
-name="| ocati on_nange"
-pat h="l ocation_pat h"
[-type="0QrsShar ed| OnsAgent | Ht t p| Nf s| Ext Agent "]
[-host ="host nane"]
[-credential _set_nane="setnane"] | [-credential name="name" - credential _

ORACLE

owner =" owner "]

[ T indicates that the paraneter is optional

Options
* name

Name of the storage location.
* path

Path of the storage location, which can be a file system path or a URL, depending
on the storage type chosen.

° type
Type of storage location. The default is OmsShared.
* host

Target name of the host where the path for the storage location exists. This option
is required for storage types OmsAgent, Nfs, and ExtAgent. For the Nfs storage
type, the host is not required to be a target in Enterprise Manager.

» credential_set_name

Set name of the preferred credential stored in the repository for the host target.
This is a requiredoption for storage types OmsAgent and ExtAgent. The set names
can be one of the following:

— HostCredsNormal: Default unprivileged credential set
— HostCredsPriv: Privileged credential set
* credential_name

Name of a named credential stored in the repository. this option is required for
storage types OmsAgent and ExtAgent. This option must be specified together
with the credential_owner option.

» credential_owner

Owner of a named credential stored in the repository. This option is required for
storage types OmsAgent and ExtAgent. This option must be specified together
with the credential_name option.

Example

This example adds an OMS Agent File system storage location named
myOMSAgtLocation for the path /u01/swlib' on host 'fsl.us.acme.com. The named
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credential MyAcmeCreds owned by ACME_USER is used for reading/writing files from
this location.

entli add_swib_storage_|ocation
- nanme="nmy OVBAgt Locat i on"
-path="/u01/ swib"
-type="0OrsAgent"
-host="fs1. us. acme. conf
-credential _name="MAcneCreds"
-credential _owner =" ACME_USER"

5.4.16 add_target

ORACLE

Adds a target to be monitored by Enterprise Manager. The target type specified is
checked on the Management Agent for existence and for required properties, such as
user name and password for host target types, or log-in credentials for database target
types. You must specify any required properties of a target type when adding a new
target of this type.

For or acl e_dat abase target types, you must specify Role with the monitoring
credentials. If the Role is Normal, the UserName must be dbsnnp. Otherwise, the Role
must be SYSDBA, and UserName can be any user with SYSDBA privileges.

¢ Note:

You cannot use this verb for composite targets. The verb does not support
adding an association between a parent target such as IAS and a child target
such as OC4J. t db instance targets,You must use the instances option to
specify DB instances before adding the cluster database.

Standard Mode

entli add_target

-name="nane"

-type="type"
-host =" host nanme" ]
-properties="pnanel: pval 1, pname2:; pval 2;..."]
-separator=properties="sep_string"]
- subsepar at or =properti es="subsep_string"]
-credential s="user propnane: user nane; pwdpr opnane: password; ... "]
-input_file="parameter_tag:file_path"]
-di spl ay_nanme="di spl ay_nane"]
- groups="groupnanel: groupt ypel; gr oupname2: groupt ype2; ..."]
-timezone_region="gnt _offset"]
-noni t or _mode="noni t or _node"]
-instances="rac_dat abase_i nstance_target _nanmel:target _typel;..."]
-noni toring_creds="Host CredsPri v; host ; Host Cr eds; Host User Nang; f 0o; ... "] [-
access_poi nt _nanme="ap_nane"] [-access_point_type="ap_type"]

[ T indicates that the paraneter is optional

Server Discovery

Use the following syntax for server discovery:
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entli add_target

- name=${ TARGET_NAME}

-type=oracl e_si _server _nmap

- host =${ AGENT_HOST}

-access_poi nt _name=${ TARGET_NAME_AP}

-access_point_type='oracle_si_server_ilon

-properties="dispatch.url=ilomssh://${TARGET_| P}: 22'

-subsepar at or =properties="'='

-monitoring_creds="ilomcreds_set;oracle_si_server_ilomilom
creds; user nane: ${ USERNAME} ; passwor d: ${ PASSWORD} '

-noni toring_creds="ssh_creds_set;oracle_si_server_ilomssh_
creds; user nane: ${ USERNAME} ; user pass: ${ PASSWORD}

Options

ORACLE

name

Target name. Names cannot contain colons ( : ), semi-colons ( ; ), or any leading
or trailing blanks.

type

Target type. Standard target types include: host , or acl e_dat abase,

oracl e_apache, oracl e_| i stener, and oracl e_end. To see all available target
types available for your environment, check the $AGENT HOVE/ sysman/ admi n/
met adat a directory. A metadata file (XML) exists for each target type.

host

Network name of the system running the Management Agent that is collecting data
for this target instance.

properties

Name-value pair (that is, prop_name: prop_val ue) list of properties for the target
instance. The "name"(s) are identified in the target-type metadata definition. They
must appear exactly as they are defined in this file. Metadata files are located

in $AGENT_HOME/ sysman/ admi n/ net adat a.

# Note:

This verb does not support setting global target properties. It is
recommended that you use set_target_property_values to set target
properties.

separator=properties

Specify a string delimiter to use between name-value pairs for the value of the -
properties. The default separator delimiter is ";".

For more information about the separator option, see -input_file Syntax
Guidelines.

subseparator=properties

Specifies a string delimiter to use between the name and value in each name-
value pair for the value of the -properties option. The default subseparator
delimiter is ":".

For more information about the subsepator option, see -input_file Syntax
Guidelines.
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credentials

Monitoring credentials (name-value pairs) for the target instance. The "name"(s)
are identified in the target-type metadata definition as credential properties. The
credentials must be specified exactly as they are defined in the target's metadata
file. Metadata files are located in $AGENT_HOVE/ sysman/ admi n/ met adat a.

input_file

Used in conjunction with the - credenti al s option, this enables you to store
specific target monitoring credential values, such as passwords, in a separate file.
The -input _fil e specifies a mapping between a tag and a local file path. The tag
is specified in lieu of specific monitoring credentials of the - credent i al s option.
The tag must not contain colons ( : ) or semi-colons ( ;).

For more information about the input_file option, see -input_file Syntax Guidelines.
display_name

Target name displayed in the Enterprise Manager Cloud Control console.

groups

Name-value pair list of the groups to which this target instance belongs. Follows
the format of gr oupnane: gr oupt ype; gr oupnane2: gr oupt ype2.

timezone_region
GMT offset for this target instance. (-7 or -04:00 are acceptable formats.)
monitor_mode

Either 0, 1, or 2. The default is 0. 1 specifies OMS mediated monitoring, and 2
specifies Agent mediated monitoring.

instances

Name-value pair list of RAC database instances that the RAC database target
has. Database instance targets must be added before trying to add the cluster
database.

force

Forces the target to be added even if the target with the same name exists.
Updates the properties of the target with your latest input.

timeout

Time in seconds for the command to wait to add the target to the Agent. The
default is 10 minutes.

monitoring_creds
Sets a monitoring credential set for this target.
Separator=monitoring_creds

Specify a string delimiter to use between name-value pairs for the value of the -
monitoring_creds option. The default separator delimiter is ";".

subseparator=monitoring_creds

Specify a string delimiter to use between name and value in each name-value pair
for the value of the -monitoring_creds option. The default subseparator delimiter is

access_point_name
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Name of the access point target to be added which is tagged to given server
target.

* access_point_type

Type of the access point target to be added which is tagged to given server target.

Example
Example 1

The following example adds an or acl e_dat abase target with the name "database."
Note how the credentials are specified. The names in the name-value pairs come from
the or acl e_dat abase metadata file. They must appear exactly as they are named in
that file. This also applies for the property names. The example uses the base
minimum of required credentials and properties for the database target.

entli add_target
-nane="dat abase"
-type="oracl e_dat abase"
-host ="myhost . us. exanpl e. conf
-credenti al s=" User Nanme: dbsnnp; passwor d: dbsnnp; Rol e: Nor nal "
-properties="SI D sencli;Port:15091; O acl eHore: / or acl e;
Machi neName: snpanp- exanpl e. cont
- groups="G oupl: group; G oup2: group"

Example 2

The following example adds a standalone Oracle HTTP Server.

Encli add_target

-host =t est . nyconpany. com

-name=t est 13c

-type=or acl e_apache

-properties=
"Oracl eHone- >/ scrat ch/ smari swa/ t est 13c| Conf i gPat h- >/ scrat ch/ user 1/ t est 13c/
user _proj ect s/ domai ns/test 1213 _domai n/ confi g/ f mwconfi g/ conponent s/ CHS/ ohs1|
EMTar get Type- >or acl e_apache| O acl el nst ance- >na| conpVer si on- >na| Li f eCycl eMBeanNare-
>na| OPMNMBeanNane- >na| nonMde- >na| Pr oxyMBeanChj ect Nane- >na| Ser ver Nanes- >na|
Canoni cal Pat h-> /i nstancel/ ohsl/ | HTTPMachi ne- >bl r 2201947. nyconpany. . con| HTTPPort -
>7778| versi on->13. 1| NMJser - >webl ogi c| NVPwd- >wel conel" - separ at or =properties="|" -
subsepar at or =pr operties="->"

Example 3

The following example adds an or acl e_dat abase target with the name "database."
Note how the credentials are specified. The names in the name-value pairs come from
the or acl e_dat abase metadata file. They must appear exactly as they are hamed in
that file. This also applies for the property names. The example uses the base
minimum of required credentials and properties for the database target.

entli add_target
-nane="dat abase"
-type="oracl e_dat abase"
-host =" nyhost . us. exanpl e. conf
-credential s=" User Nane: dbsnnp; passwor d: dbsnnp; Rol e: Nor nal "
-properties="SID: sentli;Port:15091; Oracl eHome: / or acl e;
Machi neName: snpanp- exanpl e. cont
-groups="G oupl: group; G oup2: group"

Example 4
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The following example discovers the server ILOM_SPARC at the target IP
10.133.245.231 using the user r oot and the password adni n123:

entli add_target

- name=| LOV_SPARC

-type=oracl e_si _server_nap

-host =" host nane" . myconpany. com

-access_poi nt _name="| LOV SPARC_AFP'

-access_point _type='oracle_si_server_ilon

-properties="dispatch.url=ilomssh://10.133. 245. 231: 22

- subsepar at or =properties='=

-moni toring_creds="ilomcreds_set;oracle_si_server_ilomilom
creds; user name: r oot ; passwor d: adm n123

-noni toring_creds='ssh_creds_set;oracle_si_server_ilomssh_
creds; user nane: root ; user pass: adni n123

5.4.17 add_target_property

Adds a new target property for a given target type. All targets of this target type will
have this new target property.

Format

entli add_target_property
-target _type="target_type"
- property="prop_nane"
Options
e target_type

Target type for which this property needs to be added. To add this property to all
existing target types, you can specify a "*" wildcard character.

e property

Name of the property to be created for this target type. Property names are case-
sensitive. The property name cannot be the same as the following Oracle-provided
target property names (in English):

Comment, Deployment Type, Line of Business, Location, Contact
Example

This example adds the Owner Name property for all targets of type oracle_database.

encli add_target_property -target_type="oracl e_database" -property="0Ower Name"

5.4.18 add target to rule set

ORACLE

Adds a target to an enterprise rule set.

Privilege Requirements: A Super Administrator can add a target to any enterprise rule
set except for predefined (out-of-box) rule sets supplied by Oracle.Only the owner or
co-author of a rule set can add a target to it.

Format

entli add_target_to_rule_set
-rul e_set_name="rul e set nange"

5-40



Chapter 5
EM CLI Verbs

-target _name="target name"
-target _type="internal name for the target type. For exanple, host"
[-rul e_set_owner=<rul eset owner>]

[ 1 indicates that the parameter is optional

Options
e rule_set_name

Name of an enterprise rule set. This option only applies to rule sets that are
associated with a list of targets.

+ target_name

Name of the target to be added.
+ target_type

Target type of the target to be added. For example, host.
* rule_set_owner

Optionally, you can specify the owner of the rule set.

Example

This example adds the host target myhost.com to a rule set named rules. This rule set
is owned by the administrator sysman.

encli add_target_to_rule_set -rule_set_name='rul es' -target_name='nyhost.con -
target _type="host' -rule_set_owner='sysman'

5.4.19 add to_target properties_master_list

ORACLE

Adds the property to the property master list.

Format
Standard Mode

entli add_to_target _properties_naster_|ist
-property_name="nul | "
-property_val ue="nul I "

Interactive or Script Mode

entli add_to_target _properties_naster_|ist(
property_name="nul | "
,property_val ue="nul | "

)
Options
e property_name
The name of the property to be added.

e property_value

The value of the property to be added.
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Exit Codes
Enter exit codes, if available, or delete if no exit codes. For example:

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

5.4.20 add_virtual_platform

ORACLE

Adds Oracle Virtual Platform(s) to remotely monitor Xen-based Hypervisor(s). The
associated Oracle Server and Oracle Virtual Server running on the Hypervisor will is
also added.

You can add multiple Hypervisors at the same time. The command returns the name
and the execution identifier of the job submitted to add the target(s).

To delete an Oracle Virtual Platform and its related targets, use the delete_target verb.

Format

entli add_virtual _platform
-name="host _nane/ | P_address_or _|ist_froman_input_file"
-agent ="agent _t arget _nanme"
[-failover_agent="failover_agent_target nane"]
-credential s="property_namel: property_val uel; property_name2:
property_val ue2;..."
[-wait_for_conpletion=true|false]
[-wait_for_conpletion_tineout=<tine_in_m nutes>]
[-separator=credential s="separator_for_key val ue_pairs"]
[-subseparat or=credential s="separator_for_key_val ue_pair"]
[-input _file="FILE file_path_or_name: Fl LE"]

[ T indicates that the paraneter is optional

Options
°  name

IP address or host name of the Xen-based Hypervisor being added as an Oracle
Virtual Platform in Enterprise Manager. There are two ways to provide this value.
For only one target, you can directly pass this value at the command line with the
name of the Host or the IP address. For multiple values, you can use the "-
input_file" option and list the host names, IP addresses, or an IP address range
from a file by passing the name of the input file. A new line is used to delimit the
host names or the IP addresses. You can specify the host name of a machine, an
IP address, or an IP address range on each line.

See the examples for details.
* agent

Target name of the primary agent used to monitor the Oracle Virtual Platform(s)
and related targets.

» failover_agent

Target name of the failover agent used to monitor the Oracle Virtual Platform(s)
and related targets.

e credentials
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Monitoring credentials (name-value pairs) for the target instance. The "names" are
defined in the target type metadata definition as credential properties. Metadata
files are located at SAGENT_HOME/sysman/admin/metadata.

See the examples for details on various options.
* wait_for_completion

Flag to indicate if the CLI is going to wait for the submitted job to finish. The default
value is false. If the value is true, the progress of the job is printed on the
command line as and when the addition of Oracle Virtual Platform(s) Succeeds/
Fails.

* wait_for_completion_timeout

Time in minutes after which CLI stops waiting for the job to finish. This option is
honored only if the value for the wait_for_completion option is true. A negative or
zero value does not wait for the job to finish.

See the examples for details.
*  separator=credentials

Custom separator for the credential key value pairs. Specify a string delimiter to
use between name-value pairs for the values of the -credentials option. The

default separator delimiter is ";".

For more information about the separator option, see -input_file Syntax
Guidelines.

* subseparator=credentials

Custom separator for a key value pair. Specify a string delimiter to use between
name and value in each name-value pair for the values of the -credentials option.

The default separator delimiter is ":".

For more information about the subseparator option, see -input_file Syntax
Guidelines.

e input_file

Optionally use in conjunction with the -credentials option. You can use this option
to set specific target monitoring credential values, such as passwords or SSH
keys, in a separate file.

This option specifies a mapping between a tag and a local file path. The tag is
specified in lieu of specific -credentials property values.

Examples
Example 1

This example adds an Oracle Virtual Platform with a Unix Sudo user who requires
SSH key Passphraseless-based authentication. The SSH private key, SSH public key,
and password are read from input files.

encli add_virtual _platform

- name=exanpl e. com

- agent =exanpl e. com 1838

-credential s='type: DMOvsSshKeyCr eds; Pri vi | egeType: sudo; pri vi | egedUser: true;
RunAs: root ; Privi | egeCommand: / usr/bin/sudo -S -u Y%RUN_AS% Y%COVVANDY)
Enabl ePseudoTer i nal : f al se; SshPri vat eKey: PRI VATE_KEY;
SshPubl i cKey: PUBLI C_KEY; OVSUser nane: sudoer 1; OvSPasswor d: PWD_FI LE

-input_file="PRI VATE_KEY:id_dsa'
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-input _file="PUBLI C_KEY:id_dsa. pub'
-input _file="PWD_FILE: password'

Example 2

This example adds an Oracle Virtual Platform with a Unix PowerBroker user who
requires SSH key Passphraseless based authentication. The SSH private key, SSH
public key, and password are read from input files.

entli add_virtual _platform

- name=exanpl e. com

- agent =exanpl e. com 1838

-credential s='t ype: DMvsSshKeyCr eds; Pri vi | egeType: power br oker ;
privilegedUser:true; RunAs: root; Privil egeCommand:
[usr/bin/pbrun -1 -u 9%RUN_AS% %COMVANDY
Power Br oker Profi | e: profile; PowerBroker Passwor dPronpt : mypronpt ;
SshPri vat eKey: PRI VATE_KEY; SshPubl i cKey: PUBLI C_KEY;
OVSUser nane: myuser ; OVSPasswor d: PWD_FI LE'

-input_file="PRI VATE_KEY:id_dsa'

-input_file="PUBLI C_KEY:id_dsa. pub'

-input_file="PWD _FILE: password'

5.4.21 allocate _quota
Allocates quota to an assignee.

Format
Interactive or Script Mode

entli allocate_quota
assi gnee_nane="assi gnee name"
assi gnee_t ype="assi gnee type"
[ quot a="quot a"]
Options
* assignee_name
The name of the assignee to whom the quota will be allocated.
* assignee_type
The type of assignee. Valid values are: Tenant, User_Profile, or User.
* (uota

The quota that will be allocated for the assigned user. Quota allocations can be
defined:

— atthe entity level.

— on aquota assignable object if the selected entity supports quota allocation on
objects. When quota is allocated on an object, all quota related computations
will be done in the context of that object.

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.
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Example
The following example allocates quota on a quota assignable object.

encli allocate_quota
-assi gnee_name=T1
- assi gnee_t ype=t enant
- quot a=Conponent 1: Enti tyl; 0. 1: Go; obj ect _name=0BJ1: obj ect _t ype=t ypel

5.4.22 analyze _unconverted_udms

Analyzes UDMs and lists unique UDMs, any possible matches, and templates that can
apply these matching metric extensions.

Format

entli anal yze_unconverted_udns
[ - sessi on_i d=<sessi onl d>]

[ T indicates that the paraneter is optional

Options
e session_id

ID of a session to be analyzed. Not specifying a session ID creates an analysis
session that contains all unconverted UDMs. You can specify this session ID in
future invocations to generate a fresh analysis.

Example

This example lists matches for all unconverted UDMs in the specified migration
session.

entli list_unconverted_udms -session_id=<sessionld>

5.4.23 apply_diagcheck exclude

ORACLE

Applies a diagnostic check exclusion to a set of target instances. You can exclude
certain diagnostic checks by defining an exclusion name. This rule is applied when all
diagnostic checks are evaluated for the particular target type so that the checks
specified in the rule are excluded.

Format

entli apply_di agcheck_excl ude
-target _type="type"
- excl ude_nanme="nanme"
[-target _name="target_name" ]*
[ 1 indicates that the parameter is optional

Options
+ target_type
Type of target.

 exclude _name
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Name to use for the exclusion. To create the exclude _name, use the
define_diagcheck_exclude verb.

e target_name

Target names to apply the exclusion to.

5.4.24 apply_privilege_delegation_setting
Activates Sudo or PowerBroker settings for specified targets.

Standard Mode

entli apply_privilege_del egation_setting
-setting_name="setting"
-target _type="host/conposite"
[-target _nanes="namel; nane2;..."]
[-input_file="FILE:file_path"]
[-force="yes/no"]

[ T indicates that the paraneter is optional

Interactive or Script Mode

appl y_privil ege_del egation_setting
(setting_nane="setting"
,target _type="host/conposite"
[,target _nanes="namel; nane2;..."]
[,input_file="FILE:file_path"]
[,force="yes/no"])

[ T indicates that the paraneter is optional

Options
» setting_name

Name of the setting you want to apply.
e target_names

List of target names. The newly submitted setting applies to this list of Enterprise
Manager targets.

— All targets must be of the same type.

— The target list must not contain more than one element if the element's target
type is "group.”

— The group referenced above should have at least one host target.
+ target_type

Type of targets to which the setting is applied. Valid target types are "host" or
"composite” (group).

* input_file

Path of the file that has target names. This enables you to pass targets in a
separate file. The file cannot contain any colons ( : ) or semi-colons ( ;).

For more information about the input_file option, see -input_file Syntax Guidelines.

 force
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If yes, the operation continues and ignores any invalid targets. The default is no.

Examples
Example 1

This example applies a privilege setting named sudo_set t i ng. This setting applies to
targets of type host, and it is being applied to host 1, host 2, and so forth.

entli apply_privilege_del egation_setting
-setting_name=sudo_setting
-target _type=host
-target _nanes="host 1; host 2; "

Example 2

This example applies a privilege setting named sudo_set ti ng. This setting applies to
targets of type host , and it is being applied to host 1, host 2, and so forth. The f orce
flag indicates that the setting is applied to all valid targets, and invalid targets are
ignored.

entli apply_privilege_del egation_setting
-setting_nanme=sudo_setting
-target _type=host
-target _nanes="host 1; host 2;"
-force=yes

5.4.25 apply_template

ORACLE

Applies a monitoring template to a list of specified targets. The options to the verb can
be supplied in any order.
Format

encli apply_tenplate
-nanme="t enpl at e_nane"
-targets="tnanel: ttypel;tnanme2: ttype2;..."
[-copy_flags="0" or "1" or "2"]
[-replace_metrics="0" or "1"]
[-input_file="FILEL:file_name"]

[ 1 indicates that the parameter is optional

Options
° hame

Template name as it exists in the database. Names cannot contain colons ( : ),
semi-colons (; ), or any leading or trailing blanks.

* targets
The targets should be specified in the following sequence:
TargetNamel:TargetTypel;TargetName2:TargetType2
For example:
dbl: oracl e_database;ny db group: conposite

A semi-colon is the target separator. Ideally, non-composite targets should be of
the target type applicable to the template. If not, the template is not applied to the
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indicated target. For composite targets, the template is applied only to the member
targets that belong to the target type for which the template is applicable.

copy_flags
This applies only for metrics with multiple thresholds.

'0' indicates: Apply threshold settings for key values common to the template and
target.

'1" indicates: Remove key value threshold settings in the target and replace them
with key value threshold settings from the template.

'2" indicates: Apply threshold settings for all key values defined in the template.
The default is '0'.

replace_metrics

0 indicates that the thresholds of the metrics not included in the template but
available in the target will not be changed. This is the default value. 1 indicates
that the thresholds of the metrics present in the target, but not in the template, will
be set to NULL. That is, such metrics in the target will not be monitored and
therefore, no alert will be raised for them.

input_file

You can use this option to specify the location of a file, which contains the
credentials to be used for the User Defined Metrics (UDMS) if the template
contains any UDMs. file_name actually refers to the name of the file along with the
path of the location, which contains the credentials applicable for the UDMs. For
example:

encli apply_tenplate -name="tenpl atel" -targets="nydbl:oracle_database"
-input _file= "FILEL:/usr/tenplate/apply_udm credentials.txt"

This example applies a monitoring template named "templatel” to target mydb1 of
type oracle_database, and the credentials needed for the UDMs are accessed
from the file "/usr/template/apply_udm_credentials.txt".

The contents of the file apply _udm_credentials.txt should be in one of the following
formats:

— All UDMs use the same credentials for all targets. For example:

credLi st Type: al | ;
usr_nane: j oel; passw d: passi;

— Each UDM uses its own credentials for all targets. For example:

credLi st Type: per UDM
udm nane: UDML; usr _nane: j oel; passwr d: passl;
udm nane: UDM2; usr _nane: j oe2; passwr d: pass2;

— Each UDM uses different credentials for different targets. For example:

credLi st Type: per Tar get per UDM

udm nane: UDML; t gt _nane: TNAMEL; usr _nane: j oel; passwrd: passl;
udm nane: UDML; t gt _nane: TNAMEZ2; usr _nane: j 0e2; passwr d: pass2;
udm nane: UDM2; t gt _name: TNAMEL; usr _nane: j oe3; passwr d: pass3;
udm nane: UDM2; t gt _nane: TNAMEZ2; usr _nane: j oe4; passwr d: pass4;

It is important to specify the "credListType" in every input text file that you specify.

For more information about the input_file option, see -input_file Syntax Guidelines.
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Examples
Example 1

This example applies a monitoring template named ny_db_t enpl at e. This template
applies to targets of type or acl e_dat abase, and it is being applied to dbl , which is of
type or acl e_dat abase, and ny_db_gr oup, which is of type conposi te.

For composite targets, the template is only applied to member targets that belong to
the target type for which the template is applicable. Since the copy_fl ags is not
specified, the default ("Apply threshold settings for monitored objects common to both
template and target") is meant.

encli apply_tenplate
-name="ny_db_t enpl at e"
-targets="dbl: oracl e_dat abase; ny_db_gr oup: conposi te"

Example 2

This example applies the monitoring template named my_db_template. This template
is applicable to targets of type oracle_database. This command applies this template
to two targets: target db1 of type oracle_database and target my_db_group of type
composite.

For composite targets, the template is applied only to the member targets that belong
to the target type for which the template is applicable. In this case, since the
copy_flags option is specified as "1", the template is superimposed on the target. All
keys in the template are copied to the target, and any extra keys present in the target
are deleted. The credentials needed for the UDMs are present in file /usr/user/
db_credentials.txt.

The replace_metrics flag set to 1 denotes that the thresholds of the metrics present in
the target, but not in the template, are set to NULL. That is, these metrics in the target
are not monitored, and therefore, no alert is raised for them.

encli apply_tenplate -name="ny_db_tenpl ate"
-targets="dbl: oracl e_dat abase; ny_db_gr oup: conposi te"
-copy_flags="1" -replace_metrics="1" -input_file=
"FILEL: /usr/user/db_credentials.txt"

5.4.26 apply_template_tests

ORACLE

Applies the variables and test definitions from the file(s) into a repository target.

Format

encli apply_tenplate_tests
-target Nane=t ar get _nane
-target Type=target _type
-input_file=tenplate:tenplate_filenane
-input_file=variables:<variable_filename>]
-input _file=atsBundl eZi p: <ats_bundl e_zi p_fi | enane>]
- useBundl eDat abankFi | e]
- useFi r st Rowval ues]
-overwiteExisting=all | none | <test1>:<typel>;<test2>: <type2>;...]
-encryption_key=key]
-sw i bURN=<URN for_sw ib_entity>]
-sw i bPat h=<Path_for_swib_entity>]
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indicates that the paraneter is optional

Options

ORACLE

targetName

Target name.

targetType

Target type.

input_file=template

Name of the input file containing the test definitions.

For more information about the input_file option, see -input_file Syntax Guidelines.
input_file=variables

Name of the input file containing the variable definitions. If this attribute is not
specified, the variables are extracted from the same file containing the test
definitions.

The variables file format is as follows:

<variabl es xm ns="tenpl ate">
<variabl e nanme="<nanel>" val ue="<val uel>"/>
<variabl e nanme="<nanme2>" val ue="<val ue2>"/>

</ ;/ari abl es>

For more information about the input_file option, see -input_file Syntax Guidelines.
input_file=atsBundleZip

Name of the ATS bundle zip defined in the template.

For more information about the input_file option, see -input_file Syntax Guidelines.
useBundleDatabankFile

If you specify this option, the bundle databank files are used.

useFirstRowValues

If you specify this option, the first row values are used.

overwriteExisting

Specifies which tests should be overwritten in case they already exist on the
target. The possible values are:

1. 'none’ (default): None of the existing tests on the target will be overwritten.

2. ‘all' If a test with the same name exists on the target, it will be overwritten with
the test definition specified in the template file.

3. <testl>:<typel>;<test2>:<type2>;...: If any of the tests with names <test1>,
<test2>, and so forth exist on the target, they are overwritten with the definition
in the template file.

encryption_key

Optional key to decrypt the file contents. This key should be the same as the one
used to encrypt the file.

swlibURN
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Loads the software library entity through an URN. The respective entity data such
as OATZ zip file and Zip File Name will be associated to the new service test.
Either this option or the -swlibPath option are required to associate the OATS zip
file to the service test.

* swlibPath

Loads the software library entity through an entity path. The respective entity data
such as OATZ zip file and Zip File Name will be associated to the new service test.
Either this option or the -swlibURN option are required to associate the OATS zip
file to the service test.

Examples
You must have the following privileges to perform these examples:

e Operator privilege on the target.

e Operator privilege on all beacons currently monitoring the target. Alternatively, you
must have the "use any beacon" privilege.

Example 1

This example applies the test definitions contained in the file ny_t enpl at e. xnl into the
Generic Service target ny_t ar get, using the key ny_passwor d to decrypt the file
contents. If tests with names ny_websi t e or ny_scri pt exist on the target, they are
overwritten by the test definitions in the file.

encli apply_tenplate_tests
-target Name="ny_target' -targetType='generic_service'
-input_file=tenplate:'ny_tenplate.xm' -encryption_key="ny_password'
-overwriteExisting="ny_website: HTTP; my_script: CS

Example 2

This example applies the test definitions contained in file my_template.xml into the
Web Application target my_target using the variable values specified in file
my_variables.xml. If any tests in the target have the same name as tests specified in
the template file, they are overwritten.

encli apply_tenplate_tests
-target Name="ny_target' -targetType="website'
-input_file=tenplate:'ny_tenmplate.xm"' -input_file=variables:
"my_variabl es. xnl'
-overwriteExisting="all'

5.4.27 apply_update

ORACLE

Applies an update.

Format

entli apply_update
-id="internal id"

Options
o id

Internal identification for the update to be applied.
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Example

This example submits a job to apply an update, and prints the job execution ID upon
submission.

encli apply_update
-i d="914E3EOF9DBI8DECE040EB0A2C5233EB"

5.4.28 argfile

Executes one or more EM CLI verbs, where both verbs and the associated arguments
are contained in an ASCII file. argfile enables you to use verbs with greater flexibility.
For example, when specifying a large list of targets to be blacked out

(create_bl ackout verb), you can use the ar gfi | e verb to input the target list from a
file.

Multiple EM CLI verb invocations are permitted in this file. You should separate each
verb invocation with a new line.

Format

emcli argfile <file_name>
[-delinme<delimter_string>]

[ 1 indicates that the parameter is optiona
Options

e delim

String used as a delimiter between two verbs in the argument file. The default
delimiter is a newline character.

5.4.29 assign_charge plan

ORACLE

Assigns a charge plan to the given entity.

Format

assi gn_charge_pl an
-entity_nane="eName"
-entity_type="eType"
- pl an_name="pNange"
-[entity _guid="entity_guid"]

[ T indicates that the paraneter is optiona

Options
e entity_name
Name of the entity for which the charge plan is to be assigned.
* entity_type
Type of entity for which the charge plan is to be assigned.
e plan_name

Name of the charge plan to be assigned.

5-52



Chapter 5
EM CLI Verbs

* entity_guid
guid of the entity to be added to Chargeback.

When more than one entity is active in Chargeback with the given entity name and
entity type, the command lists all such entities with additional details such as
creation date, parent entity name, entity guid, and so forth to choose the correct
entity. Select the correct entity from the given list and execute the command again
with entity guid as the parameter instead of entity name and entity type.

Example
This example assigns charge plan "planl" to "db1", an oracle_database entity.

entli assign_charge_plan -entity name="dbl" -entity_type="oracl e_dat abase" -
pl an_name="pl an1"

5.4.30 assign_compliance_ca

Triggers a corrective action for a specified rule.

Format

entli assign_conpliance_ca
-rul e_inane="<rul e_i nternal _name>"
-target _type="<target_type>"
-ca_nane="<correction_action_nane>"

Options

e rule_iname

Internal name of the compliance standard rule. Rule internal names are available
in the MGMT$CS_RULE_ATTRS view.

e target_type
Target type associated with the compliance standard rule.
e ca_name

Name of the corrective action.

Example

The following example assigns the my_action corrective action to the my_rule
compliance standard rule which is located in the host target.

entli assign_conpliance_ca
-rule_i name="ny_rul "
-target _type="host"
-ca_nane="ny_action"

5.4.31 assign_cost_center

ORACLE

Assigns the cost center to the given entity.

Format

assi gn_cost _center
-entity_nane="eName"
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-entity_type="eType"
-cost _cent er_name="cNane"
-[entity_guid="entity guid" ]

[ 1 indicates that the parameter is optional

Options
* entity_name
Name of the entity for which the cost center is to be assigned.
* entity_type
Type of entity for which the cost center is to be assigned.
* cost_center
Name of the cost center to be assigned.
* entity_guid
guid of the entity in Chargeback.

When more than one entity is active in Chargeback with the given entity name and
entity type, the command lists all such entities with additional details such as
creation date, parent entity name, entity guid, and so forth to choose the correct
entity. Select the correct entity from the given list and execute the command again
with entity guid as the parameter instead of entity name and entity type.

Example

This example assigns the cost center "ccl1" to "db1", an oracle_database entity.

entli assign_cost_center -entity name="dbl" -entity_type="oracl e_dat abase" -
cost_center _nanme="ccl"

5.4.32 assign_csi_at_target_level

ORACLE

Assigns or updates the Customer Support IDentifier (CSI) to the given target name
and type.
Format

entli assign_csi_at_target_|evel
-target _name="Target _nane"
-target _type="Target _type"
- cSi ="Cust omer _Support _| Dentifier_val ue"
-nos_i d="My_Oracl e_Support _I D'
Options
* target_name
Name of the Cloud Control target.
* target_type
Type of Cloud Control target
* Csi
Customer Support Identifier value to be assigned.

e  mos_id
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My Oracle Support (MOS) user ID.

Example

entli assign_csi_at_target_|evel
-target _nane="nyhost . us. exanpl e. cont
-target _type="oracl e_exanpl e_t ype"
-csi =12345678
-nos_i d="abc@yz. conf

5.4.33 assign_csi_for_dbmachine_targets

Assigns or updates the Customer Support Identifier (CSlI) for all of the associated
Exadata, RAC, and database targets for a database machine name.

Format

entli assign_csi_for_dbmachine_targets
-target _nane="dat abase_syst em nane"
-c¢si ="cust oner _support _i dentifier_val ue"
-nos_i d="ny_oracl e_support _I D'
Options
* target_name
Name of the database system target.
° csi
Customer Support Identifier (CSI) to be assigned.
e mos_id

My Oracle Support (MOS) user ID.

Example
This example assigns the CSI 1234567 to database system abcdef.company.com.

entli assign_csi_for_dbmachi ne_targets
-target _nane=abcdef . conpany. com
- csi =1234567
-nos_i d=abc@yz. com

5.4.34 assign_test to_target

ORACLE

Assigns a test-type to a target-type. If a test-type t is assigned to target-type T, all
targets of type T can be queried with tests of type t.

Format

entli assign_test_to_target
-testtype=test-type_to_be_assigned
-type=target_type
[-tgtVersion]=version_of target_type

[ T indicates that the paraneter is optional
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Options
* testtype

Test-type to be assigned. Should be the internal name; that is, '"HTTP" instead of
'‘Web Transaction'.

*  type
Service target type.
e tgtVersion

Version of the target type. If not specified, the latest version is used.

Example

This example assigns test type HTTP to targets of type generic service v2.

entli assign_test_to_target
-testtype='HTTP
-type='generic_service
-tgtVersion="2.0'

5.4.35 associate_cs_group_targets

ORACLE

Associates the specified compliance standard with the specified groups of targets for
test mode or normal mode. Test mode is applicable only for drift and consistency
compliance standards.

Format

entli associate_cs_group_targets
-cs_iname="<internal _nane_of standard>"
- aut hor =" <aut hor >"
-versi on="<ver si on>"
(- group_names="<group_nanme_|ist>" | -group_names_file="<file_name>)"
Options
e CS_iname
Internal name of the compliance standard.
e author
Author of the compliance standard.
e version
Version of the compliance standard.
°  group_names
Comma separated list of group names.
e group_names file

Name of the file that contains the group names. The group names can be either
comma-separated values or in a file where the group names are listed on separate
lines. Examples are:

-group_names_file=group1,group2,group3
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-group_names_file="group.txt" where group.txt contains the following lines:

groupl
group2
group3

Note: Use either group_names or group_names_file.

Example

The following example creates associations for the second version of the security
standard, authored by Jones, for the groups named tgt_grp1 and tgt_grp2.

entli associate_cs_group_targets
-¢S_i name="security_standard"
-aut hor =" Jones"
-version="2"
-group_names="t gt _grpl,tgt_grp2"

5.4.36 associate_cs_targets

Associates the specified standard with the listed targets.

Note: When the standard is provided by Oracle, the <std_name> is the standard
internal name.
Format

associate_cs_targets

-nanme="<st d_nanme>"

-version="<std_versi on>"

-aut hor =" <aut hor _name>"

-target _|ist="<target_name>[, <target_name>, <gr oup_nanme>: G oup] *"
-target _list_file="<file_nanme>"

[ ] indicates that this option is optiona

Options
° name
Name of the standard.
e version
Version of the standard.
e author

Author of the standard. When the standard is provided by Oracle, the <std_name>
is the standard internal name, for example, sysman.

e target list

Name of the target. This option is useful when a compliance standard is to be
associated with one or a small number of targets. Targets are separated by
commas. When providing a group target, it should be appended with ":Group".
Examples are:

-target_list="slcOhost"

-target_list="slcOhost,slc-host01"
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-target_list="slcOhost,host_grps:Group"
* target_list_file

Name of the file that contains the list of targets. The targets can be either comma-
separated values or in a file where the targets are listed on separate lines.
Examples are:

-target_list_file=slcOhost,slcOhost1,slcOhost02

-target_list_file="slcOhost.txt" Where slcOhost.txt contains the following lines:
slcOhost

slcOhost01

slcOhost02

Note: Use either the target_list option or the target_list_file option.

Examples
Example 1
The following example specifies the target_list.

entli associate_cs_targets
-name="secure configuration for host"
-version="1"

-aut hor =" sysman"

-target _|ist="host1, host2, groupl: G oup"

Example 2
The following example specifies the target_list_file.

entli associate _cs_targets

-name="secure configuration for host"
-version="1"

-aut hor =" sysman"

-target list file="file with target name |ist’

5.4.37 associate_target to_adm

ORACLE

Associates a target to an existing Application Data Model.

Format

entli associate_target_to_adm
-adm nanme=<appl i cati on_dat a_nodel _nane>
-target _name=<target _name>
-target _type=<target_type>

[ T indicates that the paraneter is optiona
Options
* adm_name
Application Data Model name to which the target will be associated.

* target_name

Application Data Model name to which the target will be associated.
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+ target_type
Type of target that will be associated with the Application Data Model.

Output

Success/error messages

Example

This example associates target test_database to the Application Data Model named
Sample_ADM.

entli associate_target_to_adm -adm nanme=Sanpl e_ADM

target _name=t est _dat abase
-target _type=oracl e_pdb

5.4.38 associate_user_profile

Associates a user profile with a set of users.

Format
Standard Mode

encli associate_user_profile
-name="profile name"
-users="users to be associated"

Interactive or Script Mode

entli associate_user_profile(
nane="profile nane",

users="users to be associated" )
Options
°* pame

Identifies the name of the user profile.

° users

Identifies the name of the users with whom the user profile is to be associated.

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Example
This example associates the profil el user profile with users user 1 and user 2.

entli associate_user _profile
-name="profilel"
-users=user1; user2

5.4.39 awrwh_add_src_db

ORACLE

Adds a database to the AWR Warehouse.Prerequisites:
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*  AWR Warehouse should be configured.
» The database being added cannot be:
- APDB
— Aninstance of a RAC database
— The AWR Warehouse

» Preferred host and database credentials should already be set for the database
being added.

* The database user should be a DBA.

* The database user should have execute privilege on
SYS.DBMS_SWRF_INTERNAL.

Format

entli awwh_add_src_db
-target_name=<Target Database>
-target _type=<Target Database Type>

Options
e target_name

Name of existing target database.
* target_type

Type of target. The possible values for target type are oracle_database and
rac_database.

Output

Success / Error message

Example

The following example adds target database sample_database to the AWR
Warehouse:

encli awwh_add_src_db -target_name=sanpl e_dat abase -target_type=oracl e_dat abase

5.4.40 awrwh_list_src_dbs

ORACLE

Lists all the source databases uploading to the AWR Warehouse. Enterprise Manager
Super Administrators can view all databases uploading to the AWR Warehouse.
Enterprise Manager Administrators can only view databases added by themselves or
databases on which they have view privileges.Prerequisites:AWR Warehouse should
be configured.

Format

encli awwh_|ist_src_dbs[-all | -dbs_with_no_recent_uploads][-script | -
f or mat =[ name: <pretty]| script|csv>];

[col um_separator:"col um_sep_string"];

[row separator:"row sep_string"];][-noheader]
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Options
o all

Sentence fragment describing the option.
e dbs_with_no_recent_uploads

Lists all source databases with no recent uploads.
e script

This option is equivalent to -format="name: script'
o format

Format specification (default is -format="name: pretty"). Use the following
commands for alternate formats:

— -format="name:pretty" prints the output table in a readable format not intended
to be parsed by scripts.

— -format="name:script" sets the default column separator to a tab and the
default row separator to a newline.

— -format="name:csv" sets the column separator to a comma and the row
separator to a newline.

* noheader

Column headers would not be printed if this option is specified.

Output

Lists databases uploading to AWR Warehouse

Examples

The following example lists all the source databases uploading to the AWR
Warehouse.

Example 1

The following example lists all the source databases uploading to the AWR
Warehouse.

entli awwh_|ist_src_dbs

Example 2

The following example lists all the source databases uploading to the AWR
Warehouse without the column headers.

encli awwh_|ist_src_dbs
-noheader

5.4.41 awrwh_remove_src_db

Removes an existing database from the AWR Warehouse.Prerequisites:

*  AWR Warehouse should be configured
» Database specified should be uploading to the AWR Warehouse
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Format

entli aw wh_renove_src_db
-target_name=<Target Database>
-target _type=<Target Database Type>

Options
» target_name

Name of existing target database.
* target_type

Type of target. The possible values for target type are 'oracle_database' and
'rac_database'.

Output

Success / Error

Example

The following example removes target database sample_database from the AWR
Warehouse.

entli awwh_renove_src_db -target_name=sanpl e_dat abase -target _type=oracl e_dat abase

5.4.42 bareMetalProvisioning

ORACLE

Assigns a test-type to a target-type. If a test-type t is assigned to target-type T, all
targets of type T can be queried with tests of type t.

Format

entli bareMetal Provisioning
[-input_file="config_properties:input_ XW"]

[ T indicates that the paraneter is optional

Options
e input_file

Input XML file confirming to the XSD for bare metal provisioning. See below for a
detailed XML file used to provision BMP.

For more information about the input_file option, see -input_file Syntax Guidelines.

Example

encli bareMetal Provi sioning
[-input_file="config_properties:input XM."]

XML Example File

<?xm version="1.0"?>
<Depl oyedl mage><I mageNane>Cr acl eLi nux</ | mageName><Qper at i ngSyst enifype>Cr acl e
Enterprise Linux x86 32 bit</CperatingSystenType>

<I--Specify the Operating systemtype for this operation. Supported operating system
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types are : Oracle Enterprise Linux x86 32 bit, Oracle Enterprise Linux x86 64 hit,
RedHat Enterprise Linux x86 32 bit, RedHat Enterprise Linux x86 64 bit, SUSE Linux
Enterprise Server x86 32 bit, SUSE Linux Enterprise Server x86 64 bit-->

<Tar get | nf 0><Tar get Type>MAC</ Tar get Type>

<I--Specify the target type for this provisioning operation as follows : MAC : If
the provisioning target type is mac address. RE_IMAGE : If reprovisioning the
existing EMtargets. Subnet : If provisioning all the targets in a Subnet.-->

<Tar get ><MACAddr ess>aa: bb: cc: dd: ee: ff</

MACAddr ess><Net wor kI nt er f ace><I nt er f aceName>et h0</ | nt er f aceNanme><Conf i gur at i on>Dhcp</
Configuration>

<!--Specify the network interface type as follows : Dhcp : If the interface
configuration is to be dynanically assigned froma DHCP server. Static : If the
interface configuration is to be statically configured. Network Profile : If the
interface configuration is to be fetched froma Network Profile.-->

<Type>Non Bondi ng</ Type>

<!I--Specify the network interface type as follows : Non Bonding : If the interface
is not part of any bond. Bonding Master : If the interface is supposed to be the
Bondi ng master of a bond. Bonding Slave : If the interface is supposed to be a
Bonding slave as part of bond.-->

<I-- Follow ng are bonding configuration-->

<Bondi ngMbde>1</ Bondi nghbde>

<!I--Specify the Bonding Mdde in case the interface has the role of Bonding Master.-->
<Sl aveDevi ces>et h1, et h2</ Sl aveDevi ces>

<!--Specify the Slave devices as a csv string in case the interface has the role of
Bondi ng Master. For ex : ethl,eth2-->
<PrimarySl aveDevi ce>et h1</ Pri maryS| aveDevi ce>

<I--Specify the Primary Slave device in case the interface has the role of Bonding
Master.-->

<ARPI nt er val >200</ ARPI nt er val ><ARPI PTar get >10. 177. 244. 121</

ARPI PTar get ><ARPFr equency>400</ ARPFr equency><ARPDownDel ay>200</

ARPDownDel ay><ARPUpDel ay>200</ ARPUpDel ay>

<!--bondi ng configuration-->

<I-- If Configuration is Static <l PAddress></|PAddress> <Host Nane></ Host Nane>
<Net mask></ Net mask> <GCat eway></ Gat eway> <DNSServer s></ DNSServers> -->

<l sBoot abl e>t rue</ | sBoot abl e>

<I--Specify if the network interface is the bootable one.-->
</ Net wor k| nt er f ace></ Tar get >

<I-- |f TargetType is RE_IMAGE: replace <MACAddress> with follow ng

<Host Name>nyhost . us. exanpl e. conx/ Host Nane> <Boot abl eMac>aa: bb: cc: dd: ee: ff </
Boot abl eMac> - ->

<I-- |f TargetType is Subnet: replace <MACAddress> with follow ng

<Subnet | P>10. 244, 177. 252</ Subnet | P> <Subnet Mask>255. 255. 252. 0</ Subnet Mask> -->
</ Tar get | nf 0>

<I-- |f TargetType is RE_| MAGE:

<Host Tar get sPref erredCr edSet Nane>cr ed1<. Host Tar get sPref erredCr edSet Name> Specify the
preferred credentials nane to be used for accessing the EM Host targetse to be Re-

i mged. -->

<St ageServer >nyhost . us. exanpl e. conx/ St ageSer ver >

<I--Specify the Stage Server host nanme. For ex : nyhost.nydonain. com->
<St ageSt or age>/ scrat ch/ st age</ St ageSt or age>
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<I--Specify the Stage Storage on the stage server. For ex : /scratch/stage-->
<St ageServer Pref erredCr edSet Name>Cr ed1</ St ageSer ver Pr ef err edCr edSet Name>

<!I--Specify the preferred credentials nane to be used for accessing the stage
server.-->
<St ageSer ver Prer eqs>f al se</ St ageSer ver Prer eqs>

<I--Specify if the pre-requisties check should be run on the stage server before
starting the provisioning.-->
<Boot Ser ver >nyhost . us. exanpl e. conx/ Boot Ser ver >

<!I--Specify the Boot Server host name. For ex : nyhost.nydonain. com - >
<Boot Server Pref erredCr edSet Name>Cr ed1</ Boot Ser ver Pr ef err edCr edSet Nane>

<I--Specify the preferred credentials nane to be used for accessing the boot
server.-->
<Boot Ser ver Prer eqs>f al se</ Boot Ser ver Prer eqs>

<!I--Specify if the pre-requisties check should be run on the boot server before
starting the provisioning.-->
<DhcpSer ver >nyhost . us. exanpl e. conx/ DhepSer ver >

<!--Specify the Dhcp Server host name. This is required only if DHCP automation is
required. For ex : nyhost.mydomain.com Note : Dhcp automation is supported only for
the MAC and RE_I MAGE provi sioning types.-->

<DhcpSer ver Pref erredCr edSet Nane>Cr ed1</ DhcpSer ver Pr ef err edCr edSet Nane>

<I--Specify the preferred credentials nane to be used for accessing the Dhcp
server.-->
<DhcpSer ver Prer eqs>f al se</ DhepSer ver Prer eqs>

<I--Specify if the pre-requisties check should be run on the Dhcp server before
starting the provisioning.-->
<RpnReposi t or y>oel r epos</ RpnReposi t ory>

<!I--Specify the RPMrepository name to be used for provisioning operation. For ex :
CEL4U8r epos- - >
<Root Passwor d>passwor d</ Root Passwor d>

<I--Specify the root password for the provisioned machines.-->
<Ti meZone>Afri cal Al gi er s</ Ti neZone>

<I--Specify the tinme zone for the provisioned machines.-->
<Agent I nst al | User >or aenx/ Agent | nst al | User >

<!--Specify the user name for installing EM agent on the provisioned machines. For
ex : oraem->
<Agent I nstal | Group>dba</ Agent I nst al | G oup>

<I--Specify the agent installation user's group for installing EMagent on the
provi sioned machines. For ex : dba-->

<Agent Basel nstal | ati onDirectory>/var/lib/oracl e/ agent 12g</

Agent Basel nstal | ati onDirect ory>

<I--Specify a directory for installing EM agent on the provisioned machines. For
ex : [var/libloracl el agent12g-->
<Oracl el nventorylLocation>/var/lib/oracl e/ oral nventory</ Oracl el nvent oryLocat i on>

<!I--Specify a directory for storing oracle installed product's inventory on the
provi sioned machines. For ex : /var/lib/oraclel/oralnventory-->
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<Agent Regi st rat i onPasswor d>passwor d</ Agent Regi st rat i onPasswor d>

<!--Specify agent registration password for installing EMagent on the provisioned
machi nes. - - >

<Agent Ronlr | >htt p: // myhost . us. exanpl e. com oracl e-agt. 12. 1. 0. 0. 1-i 386. r pnx/

Agent Rpnir | >

<I--Specify a http URL for fetching agent RPM This is not mandatory if the agent
romis already placed at the staged location-->
<Ref er enceAnaconda/ >

<I--Specify a reference anaconda as a string. It will be used to capture properties
|ike Keyboard, nouse. If not provided they will be defaulted to default val ues.-->
<Packageli st >@ase</ PackageLi st >

<I--Specify the package list to be installed on the provisioned machines.-->
<ACPI >of f </ ACPI >

<!I--Specify the ACPl value for the provisioned machi nes. Supported values are : on
of f-->
<ParaVirtual i zedKer nel >f al se</ ParaVirtual i zedKer nel >

<I--Specify if the provisioned machi nes should be booted with paravirtualized
kernels.-->
<Post I nstal | Scri pt >%post echo "post" </Postlnstall Script>

<!I--This section provides the option of adding commands to be run on the system once
the installation is conplete. This section nust start with the %ost comand.-->

<Fi rst Boot Scri pt >#! / bi n/ sh # chkconfig: 345 75 25 # description: Bare Mta
Provisioning First boot service # </FirstBootScript>

<I--This section provides the option of adding commands to run on the systemwhen it
boots for the first time after installation.-->
<Requi reTTY>f al se</ Requi reTTY>

<I--Specify if tty is required on the provisioned machines.-->
<SeLi nux>Di sabl ed</ SeLi nux>

<!--Specify the SELinux configuration for the provisioned machi nes. Supported val ues
are : Disabled, Enforcing, Pernissive-->
<Mount Poi nt Set ti ngs/ >

<I--Specify /etc/fstab settings for the provisioned nachines.-->
<Nl SSet tings/ >

<I--Specify /etc/yp.conf settings for the provisioned machines.-->
<NTPSet ti ngs/ >

<!I--Specify /etc/ntp.conf settings for the provisioned machines.-->
<Ker nel Par anet er Set ti ngs/ >

<I--Specify /etc/inittab settings for the provisioned machines.-->
<Firewal | Settings/>

<I--Specify the firewal| settings for the provisioned machines.-->
<Har dDi skProfil es>

<!I--Specify the Hard Disk profiles for the provisioned machines.-->
<Har dDi skConf i gurati on>

<!I--Specify the hard disk configuration details-->
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<Devi ceNane>hda</ Devi ceNanme>

<!I--Specify the device name for the disk. For ex : hda, hdb-->
<Capaci t y>10000000</ Capaci t y>

<!I--Specify the disk capacity in MB. For ex : 1024-->
</ Har dDi skConf i gurati on></ Har dDi skProfi| es><PartitionConfigurations>

<I--Specify the partition configurations for the provisioned nachines.-->
<PartitionConfiguration>

<I--Specify the partition configuration details.-->
<Mount Poi nt >/ </ Mount Poi nt >

<!I--Specify the mount point for the partition. For ex : /, /root-->
<Devi ceName>hda</ Devi ceName>

<!I--Specify the disk nane on which this partition has to be configured. For ex :
hda, hdb- - >
<Syst enDevi ceNane>/ dev/ hdal</ Syst enDevi ceNane>

<l--For ex : [/dev/hdal-->
<Fi | eSyst enType>ext 3</ Fi | eSyst enlType>

<I--Specify the File Systemtype for this partition. Supported file systemtypes
are : ext2, ext3, ocfs2, swap, Raid, LVM->
<Si ze>4096</ Si ze>

<I--Specify the size in MB for this partition. For ex : 5120-->
</ PartitionConfiguration></PartitionConfigurations><Rai dConfi gurations>

<!I--Specify the RAID configurations for the provisioned nachines.-->
<Rai dConfi gurati on>

<!I--Specify the RAID configuration details-->
<Mount Poi nt >r ai d. 100</ Mount Poi nt >

<!--Specify the raid id . For ex : raid.100-->
<Rai dLevel >0</ Rai dLevel >

<!I--Specify the RAID Level for this raid device. Supported RAID Levels are : Raid 0,
Raid 1, Raid 5, Raid 6-->
<Partitions>/dev/hdal,/dev/ hda2</Partitions>

<!I--Specify the raid partitions for this raid device as a csv string. For ex : /dev/
hdal, /dev/hda2-->
<Fi | eSyst enType>ext 3</ Fi | eSyst enlType>

<I--Specify the File Systemtype for this partition. Supported file systemtypes
are : ext2, ext3, ocfs2, swap, LVM->
</ Rai dConf i gurati on></ Rai dConfi gur ati ons><Logi cal Vol uneG oups>

<!I--Specify the Logical Volume Goups for the provisioned machines.-->
<Logi cal Vol uneG oup>

<!I--Specify the logical volunme group configuration details-->
<G oupNanme>LVGL</ Gr oupName>

<!--Specify the Logical group nane. For ex : nygrp-->
<Partitions>/ dev/hdal</Partitions>
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<I--Specify the partitions that take part in this logical volume group as a csv
string. For ex : /dev/hdal, /dev/hda2-->
<Rai ds>r ai d. 100</ Rai ds>

<I--Specify the RAIDs that take part in this |logical volune group as a csv string
For ex : raid. 100, raid.200-->
</ Logi cal Vol uneG oup></ Logi cal Vol umeG oups><Logi cal Vol umes>

<!I--Specify the Logical Volunmes for the provisioned nachines.-->
<Logi cal Vol une>

<!I--Specify the logical volunme configuration details.-->
<Mount Poi nt >/ u01</ Mount Poi nt >

<!I--Specify the mount point for this logical volunme. For ex : /, /root-->
<Logi cal Vol uneName>LV1</ Logi cal Vol umeNane>

<!I--Specify the |ogial volume name. For ex : nyvols-->
<Logi cal G- oupNane>LVGL</ Logi cal G oupNane>

<lI--Specify the logical group nane where this volume should be created. For ex

nygrp-->
<Fi | eSyst enType>ext 3</ Fi | eSyst enlType>

<I--Specify the File Systemtype for this partition. Supported file systemtypes
are : ext2, ext3, ocfs2, swap-->
<Si ze>4096</ Si ze>

<!I--Specify the size in MB for this partition. For ex : 5120-->
</ Logi cal Vol une></ Logi cal Vol umes></ Depl oyed| mage>

5.4.43 cancel_cloud_service requests

ORACLE

Cancels scheduled cloud service request(s) initiated by the specified user. Note that
only scheduled requests can be cancelled.

Format

entli cancel _cloud_service_requests
-user ="user nanme"
[-family="famly"]
[-ids="idl;id2..."]

[ T indicates that the paraneter is optiona

Options
* user
Name of the user who initiated the requests.
o family
Service family name to use to filter cloud requests.
° ids

List of Request IDs to use to filter cloud requests. Separate each ID with a
semicolon ( ;).
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Examples
Example 1

This example cancels all scheduled cloud requests owned by userl.

entli cancel _cloud_service_requests
-user ="user 1"

Example 2

This example cancels all cloud requests owned by userl and belonging to the familyl
service family.

entli cancel _cloud_service_requests
-user ="user1"
-famly="famly1"

5.4.44 change_ruleset_owner

ORACLE

Assigns the ownership of an enterprise rule set to a new owner.
Privilege Requirements:
The new owner must have the following privileges:

o Edit Enterprise Rule set on the rule set.

» If specific targets are selected in the rule set, the new user must have View Target
privilege on those targets.

» If some of the rules either creates or updates incidents, the new user must have
Manage Target Event privilege on those targets as well.

Format

entli change_rul eset _owner
-rule_set_name='rule set nange'
-rule_set_owner=<rul e set owner>
-New owner =<new owner >

Options
* rule_set name

Name of an enterprise rule set. This option only applies to rule sets that are
associated with a list of targets.

* rule_set owner
Current owner of the rule set.
° new_owner

New owner of the rule set.

Example

The following example removes USERL1 as the owner of rule set "My rule set" and
assigns USER2 as the new owner.
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entli change_rul eset_owner -rule_set_name 'My rule set' -rule_set_owner USERL -
new_owner USER2

5.4.45 add_comment_to_problem

Adds a comment to a specified problem.

Format

entli add_comment _to_probl em

-probl em.id="Probl em D"
-comment ="t ext "

Options

problem_id
ID of the problem to which a comment is to be added.
comment

Comment verbiage.

Example

The following command adds the comment "Working on this" to a problem with the ID

2.

entli -add_conment _to_probl em -probl emid="2" -comrent="Wrking on this"

5.4.46 change_service _system_assoc

Changes the system that hosts a given service.

ORACLE

Format

entli change_service_system assoc

[]

- name=' nang'

-type=' type’

- syst emmane=' syst em nane'

-systentype='system type'

-keyconponent s=' keyconplnane: keyconmplt ype[ ; keyconp2nane: keyconp2type;...]"

indicates that the paranmeter is optional

Options

name
Service name.

type

Service type.

systemname

System on which the service resides.
systemtype

System type.

5-69



Chapter 5
EM CLI Verbs

* keycomponents
Name-type pair (such as keyconp_nane: keyconp_t ype) list of key components in
the system used for the service.

Example

This example changes the system for a generic service named ny service to a
generic system named ny syst emwith specified key components.

entli change_service_system assoc
-name='ny service' -type='generic_service'
-systemane="ny system -systentype='generic_systeni
-keyconponent s=' dat abase: oracl e_dat abase; myt est beacon: oracl e_beacon’

5.4.47 change_target_owner
Changes the owner of the target.

Format

entli change_target _owner
-target="target_name:target_type"
[-target="target _nane:target_type"]
-owner ="current_target_owner_name"
- new_owner =" new_owner _nane"

[ T indicates that the paraneter is optional

Options
* target

Target name and target type to change the owner.
* owner

Name of the existing owner of the target. The default value for this option is the
currently logged in user.

e new_owner

New owner name of the target.

Example

This example changes the ownership of two targets from admin to admin2.

entli change_target _owner
-target="abc. oracl e. com host"
-target ="t est DBSyst em or acl e_dat abase"
-owner =" adnmi n1"
- new_owner =" adm n2"

5.4.48 clean_down_members

Removes all members of a Coherence cluster whose status is down including the
node and cache targets.
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Format

entli clean_down_nmenbers
-coherence_cl ust er_name: <Coherence Cl uster Target Name> [ - debug]

Options
e coherence_cluster_name

Fully qualified name of the Coherence cluster target.
* debug

Runs the verb in verbose mode for debugging purposes.
Example

This example deletes all members whose status is down in the Test Cl ust er target.

entli clean_down_nmenbers
-coherence_cl uster_nane: " Test Cl uster"

5.4.49 cleanup_dbaas_requests

ORACLE

Cleans up requests from the host and Enterprise Manager. Depending on the options
specified, this verb:

e Cleans up all failed requests from a pool.
e Cleans up all requests from a pool.
e Cleans up failed requests for a specific user.

e Cleans up all requests for a specific user.

Format

entli help cleanup_dbaas_requests
entli cleanup_dbaas_requests [-ids="<request id>"] [ - pool _name="<pool
nane>" -pool _type="
<dat abase| schena| pl uggabl e_dat abase>"
[-user="<SSA user name>"]

[-all]]

[ 1 indicates that the paraneter is optional.

Options
* ids
Request ID to be used for filtering Cloud requests, separated by semicolons( ;).
e pool_name
Name of the pool from which requests must be cleaned up.
e pool_type
Type of pool. Enter one of the following values:
— For database pools: database

— For schema pools: schema
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— For pluggable database pools: pluggable database
* user

User name to be used for filtering requests for deletions.
o all

If specified, cleans up all requests (successful and failed), cancels the requests
that are in a scheduled state, and leaves the requests that are in progress as is. If
this option is not specified, cleanup is performed on failed requests only.

# Note:

The ids and pool_name options cannot be used together.

Examples
Example 1

This example performs a cleanup of all requests, both failed and successful. This
process essentially resets the pool.

entli cleanup_dbaas_requests -pool _name="dat abase_pool " -pool _type="dat abase" -all

Example 2

This example performs a cleanup of all requests (failed and successful) for a specific
user. This option is useful in cases where the user is no longer in the system and the
administrator wants to clean up all of the service instances owned by this user.

entli cl eanup_dbaas_requests -pool _name="dat abase_pool " -pool _type="database" -all -
user =" SSA USER'

5.4.50 clear_compliance ca

ORACLE

Clears all corrective actions for a specified compliance standard rule and target type.

Format

entli clear_conpliance_ca
-rul e_i name="<rul e_i nternal _name>"
-target _type="<target_type>"
Options
e rule_iname

Internal name of the compliance standard rule from which all corrective actions are
being removed. The compliance standard rule internal names are available in the
MGMT$CS_RULE_ATTRS view.

+ target_type

Target type associated with the compliance standard rule.
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Example

The following example clears all corrective actions associated with the my_rule
compliance standard rule located on the host target.

entli clear_conpliance_ca
-rule_iname="ny_rul "
-target _type="host"

5.4.51 clear_credential
Clears preferred or monitoring credentials for given users.

Format

encli clear_credential
-target_type="ttype"
[-target _name="t name"]
-credential _set="cred set"
[-user="user"]
[-oracl e_hones="honel; hone2"]

[ T indicates that the paraneter is optional

Options
+ target_type

Type of target, which must be "host" if you specify the oracle_homes option.
¢ target_name

Name of the target. Omit this option to clear enterprise-preferred credentials. The
target name must be the host name if you specify the oracle_homes option.

* credential_set
Credential set affected.
e user

Enterprise Manager user whose credentials are affected. If omitted, the current
user's credentials are affected. This value is ignored for monitoring credentials.

* oracle_homes
Name of Oracle homes on the target host. Credentials are cleared for all specified
homes.

Example

The following example clears the credential set DBCredsNormal with the user adminl
for the myDB target.

entli clear_credential
-target _type=oracl e_dat abase
-target _name=nyDB
-credential _set =DBCr edsNor mal
-user=admi nl
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5.4.52 clear_default_pref credential

Clears the named credential set as the default preferred credential for the user. The
named credential is not deleted from the credential store. Only the user preference to
use the named credential as the default preferred credential is cleared.

Format

entli clear_default_pref _cred
-set_name="set _name"
-target_type="ttype"

Options
* ?set_name
Clears the default preferred credential for this credential set.
+ target_type
Target type for the credential set.
Example

This example clears the default preferred credential set for the host target type for the
HostCredsNormal credential set.

entli clear_default_pref _cred
-set _name=Host Cr edsNor nal
-target _type=host

5.4.53 clear_default_privilege delegation_setting
Clears the default privilege delegation settings for a specified platform.

Format
Standard Mode

encli clear_default_privilege_del egation_setting
-platformlist="PLATFORM DEFAULT"

Interactive or Script Mode

clear_default_privilege_del egation_setting(
platform|ist="PLATFORM DEFAULT"

)

[ T indicates that the paraneter is optional
Options

* platform_list

Comma-separated list of platforms for which default privilege delegation settings
are removed. Supported platforms: Linux, HP-UX, SunOS, and AlX.
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Exit Codes

0 on success. A non-zero value means verb processing was not successful.

Example

This example clears the default privilege delegation setting for Linux, HP-UX, SunOS,
and AlX platforms.

encli clear_default_privilege_del egation_setting
-platformlist="Linux, HP- UX, SunCS, Al X'

5.4.54 clear_monitoring_credential

Clears the monitoring credential set for the target.

Format

entli clear_monitoring_credential
-set _name="set name"
-target _name="t arget _nanme"
-target _type="ttype"
Options
* set_name
Clears the monitoring credential for this credential set.
o target_name
Clears the preferred credential for this target.
» target_type

Target type for the target/credential set.

Example

This example clears the monitoring credential set for the target testdb.example.com for
the DBCredsMonitoring credential set.

encli clear_nonitoring_credential
- set _name=DBCr edshbni t ori ng
-target _name=t est db. exanpl e. com
-target _type=oracl e_dat abase

5.4.55 clear_preferred_credential

ORACLE

Clears the named credential set as the target preferred credential for the user. The
named credential is not deleted from the credential store. Only the user preference to
use the named credential as the preferred credential is cleared.

Format

entli clear_preferred_credential
-set_name="set _name"
-target_name="target _nanme"
-target_type="ttype"
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Options
* set_name
Sets the preferred credential for this credential set.
+ target_name
Clears the preferred credential for this target.
+ target_type

Target type for the target/credential set.

Example

This example clears the preferred credential set for the host target test.example.com
for the HostCredsNormal credential set.

encli clear_preferred_credential
-set _name=Host Cr edsNor mal
-target _nane=test. exanpl e. com
-target _type=host

5.4.56 clear privilege delegation_setting

ORACLE

Clears the privilege delegation setting from a given host or hosts.

Format

enctli clear_privilege_del egation_setting
-host _nanes="nanel; name2;..."
[-input_file="FILE: file_path"]
[-force="yes/no"]

[ T indicates that the paraneter is optional

Options

* host_names
Names of the hosts.

e input_file

Path of the file that has the list of hosts. The file should have one host nhame per
line.

For more information about the input_file option, see -input_file Syntax Guidelines.
» force

If set to yes, invalid and unreachable targets are ignored and the setting is
removed from all valid and up targets. If set to no, invalid and down targets raise
an error. The default is no.

Example

The following example force clears the privilege delegation setting from the host listed
in the file.text input file.
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encli clear_privilege_del egation_setting
-input _file="FILE /hone/user/file. txt"
-force=yes

5.4.57 clear_problem

ORACLE

Clears problems matching the specified criteria (problem key, target type, and age).
Only users with Manage Target privilege can clear the problems for a target. When a
problem is cleared, the underlying incidents and events are also cleared.

By default, the problem notification is not sent out. You can override this by specifying
the send_notification option. Clearing the underlying incidents and events does not
send out a notification.

Format

entli clear_problem
- probl em key="pr obl em key"
-target _type="target_type"
- ol der _t han="age_of _probl enf
[-target _name="target _nane"]
[ - unacknow edged_onl y="cl ear _unacknow edged_pr obl ens"]
[-send_notification="send_notifications_for_problens"]

[-preview

[ 1 indicates that the paraneter is optiona

Options
e problem_key

Problem key of the problem to be cleared
+ target_type

Internal type name, such as oracle_database for "Oracle Database." You can use
the get_target_types command to get the internal name for a target type.

* older_than
Specify the age (in days) of the problem.
- target_name

Name of an existing non-composite target. For example, the name of a single
database. You cannot use the name of composite targets (target group).

* unacknowledged_only

If provided, only the unacknowledged problems are cleared. This option does not
require any value.

* send_notification

If provided, any applicable notification is sent out for cleared problems. By default,
no notification is sent for cleared problems. This optiondoes not require any value.

°  preview

Gets the number of problems that the command would clear.

Examples

Example 1
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This example clears ORA-600 problems across all databases that have occurred
(based on the occurrence date of the first incident) for at least 3 days.

encli clear_probl em -probl em key="0ORA- 600" -target_type="oracl e_dat abase" -
ol der _than="3"

Example 2

This example sends applicable notifications when the problem clears. By default, a
notification is not sent for the cleared problems.

entli clear_problem -probl em key="0RA-600" -target_type="oracl e_dat abase"
-ol der _than="3" - send_notification

5.4.58 clear_stateless_alerts

ORACLE

Clears the stateless alerts associated with the specified target. Only a user can clear
these stateless alerts; the Enterprise Manager Agent does not automatically clear
these alerts. To find the metric internal name associated with a stateless alert, use the
get_metrics_for_stateless_alerts verb.

You cannot use this command to clear stateless alerts associated with diagnostic
incidents. You can only clear these alerts in the Enterprise Manager console by
clearing their associated Incident or Problem.

Format
entli clear_stateless alerts -ol der _t han=nunber _i n_days
target _type=target_type -target _name=target _name [-

i ncl ude_nenber s] [-
metric_internal _name=target _type_netric:netric_nane:netric_col um] [-
unacknow edged_onl y] [-ignore_notifications] [-preview

[ 1 indicates that the parameter is optional

Options
* older_than

Specify the age of the alert in days. (Specify 0 for currently open stateless alerts.)
- target_type

Internal target type identifier, such as host, oracle_database, and emrep.
* target_name

Name of the target.
* include_members

Applicable for composite targets to examine alerts belonging to members as well.
* metric_internal_name

Metric to be cleaned up. Use the get_metrics_for_stateless_alerts verb to see a
complete list of supported metrics for a given target type.

* unacknowledged_only
Only clear alerts if they are not acknowledged.

* ignore_notifications
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Use this option if you do not want to send notifications for the cleared alerts. This
may reduce the notification sub-system load.

°  preview

Shows the number of alerts to be cleared on the target(s).

Example

This example clears alerts generated from the database alert log over a week old. In
this example, no notifications are sent when the alerts are cleared.

encli clear_stateless_alerts -ol der_than=7 -target_type=oracl e_database -tar
get _nane=dat abase -netric_internal _name=oracl e_dat abase: al ert Log: generi cErrStack -
ignore_notifications

5.4.59 clone_as home

Clones the specified Application Server Oracle Home or S/W Library component from
the target host to specified destinations. For a Portal and Wireless installation, the OID
user and password are also needed. For a J2EE instance connected to only a DB-
based repository, a DCM Schema password is needed.

Passing Variables Through EM CLI

When working with variables such as %er | bi n%or %r acl e_home% EM CLI passes
variable values from the current local environment instead of the variables themselves.
To pass variables through an EM CLI command, as might be the case when using the
-prescripts or-postscripts options, you can place the EM CLI command in a batch
file and replace all occurrences of %with %84

Format

entli clone_as_honme
-input _file="dest_properties:file_path"
-1ist_exclude_files="list of files to exclude"
-i sSwLi b="true/fal se"
-tryftp_copy="true/fal se"
-j obnane="nane of cloning job"
-i asl nstance=i nstance
-islas1013="true/fal se"
- ol dl ASAdni nPasswor d=ol dpass]
- newl ASAdni nPasswor d=newpass]
- ol doc4j passwor d=ol dpass]
- 0c4j passwor d=newpass]
-oi duser=oi d admin user]
- 0i dpasswor d=o0i d admi n passwor d]
- dcrpasswor d=dcm schema passwor d]
-prescripts="script nane to execute"]
-run_prescripts_as_root="true/fal se"]
-postscripts="script to execute"]
-run_postscripts_as_root="true/fal se"]
-rootscripts="script nanme to execute"]
-swib_conponent ="path:path to conponent;version:rev"]
- sour ce_par ams="Tar get Nanme: name; HoneLoc: | oc; HomeNane: nane;
ScratchLoc: Scratch dir Location"
[-j obdesc="description"]

[
[
[
[
[
[
[
[
[
[
[
[
[
[

[ 1 indicates that the paranmeter is optional
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Options

input_file="dest_properties:file_path"

File containing information regarding the targets.

Each line in the file corresponds to information regarding one destination.
Format:

Destination Host Namel; Destination Home Loc; Hone Name; Scratch
Locati on;

For more information about the input_file option, see -input_file Syntax Guidelines.
list_exclude_files

Comma-separated list of files to exclude. Not required if the source is software lib.
" can be used as a wild card.

isSwLib
Specifies whether it is an Oracle Home database or Software Library.

ryftp_copy

Try FTP to copy or not. You should set the FTP copy option to false when using
EM CLI from the command line.

jobname

Name of the cloning job.

iasinstance

Name of instance.

islas1013

Specifies whether this is a 10.2.3 las home.
oldoc4jpassword

Old OC4j password. (Required for 10.1.3 las homes.)
oc4jpassword

New OC4J password. (Required for 10.1.3las homes.)
oldIASAdminPassword

Old Application Server administrator password. (Not required for 10.1.3 las
homes.)

newlASAdminPassword

New Application Server administrator password. (Not required for 10.1.3 las
homes.)

oiduser

OID admin user.
oidpassword

OID admin password.
dcmpassword

DCM schema password.
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*  prescripts

Path of script to execute.

# Note:

Double-quoted options can be passed using an escape (\) sequence. For
example:

prescripts=" <sonme val ue here>=\"some val ue here\" "

° run_prescripts_as_root

Run prescripts as "root". By default, the option is set to false.
e postscripts

Path of script to execute.
* run_postscripts_as_root

Run postscripts as "root". By default, the option is set to false.
* rootscripts

Path of the script to execute. The job system environment variables (%or acl e_hone
% %er| _bi n% can be used for specifying script locations.

e swlib_component

Path to the Software Library to be cloned. "isSwLib" must be true in this case.
e source_params

Source Oracle home information. "isSwLib" must be false in this case.
e jobdesc

Description of the job. If not specified, a default description is generated
automatically.

Example

entli clone_as_home
-input_file="dest_properties:/hone/destinations.txt"
-list_exclude_files="central agents.|st"
-i sSwLi b="f al se"
-tryftp_copy="fal se"
-j obnanme="cl one as hone"
-i asl nstance="asi nst ancenane"
-islas1013="fal se"
- ol dl ASAdm nPasswor d="ol dpasswor d"
-newl ASAdm nPasswor d="newpasswor d"
-prescripts="/hone/ abc/ nyscripts"
-run_prescripts_as_root="true"
-rootscripts="%racl e_home% r oot . sh"
-sour ce_par ans="Tar get Nane: host . domai n. com HonelLoc=/ hone/ or acl e/ appser ver 1;

HomeName=or acl eAppSer ver 1; Scr at chLoc=/t np"
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5.4.60 clone_crs_home

Creates an Oracle Clusterware cluster given a source Clusterware home location or a
Clusterware S/W Library component for specified destination nodes.

ORACLE

Format

entli clone_crs_hone

-input_file="dest _properties:file_path"
-list_exclude files="list of files to exclude"
-i sSwLi b="true/fal se"
-tryftp_copy="true/fal se"
-j obnane="nane of cloning job"
-home_name="nane of hone to use when creating Oracle Clusterware cluster”
-honme_l ocation="location of home when creating Oracle Clusterware cluster"
-cl ustername=nane of cluster to create
[-isWndows="fal se/true"]
[-ocrLoc=ocr |ocation]
[-vdi skLoc=voting disk |ocation]
[-prescripts="script nane to execute"]
[-run_prescripts_as_root="true/fal se"]
[-postscripts="script to execute"]
[-run_postscripts_as_root="truel/fal se"]
[-rootscripts="script nane to execute"]
[-swib_conponent ="path:path to conponent;version:rev"]
[ - source_par ans="Tar get Nane: nane; HomeLoc: | oc; HomeNane: nane;
Scrat chLoc: Scratch dir Location"] [-jobdesc="description"]

[ ] indicates that the paraneter is optional

Options

input_file="dest_properties:file_path"

File containing information regarding the targets.

Each line in the file corresponds to information regarding one destination.
Format:

Destination Host Nane; Destination Node Nane; Scratch
Location; PVTIC; Virtual | P

For more information about the input_file option, see -input_file Syntax Guidelines.
list_exclude_files

Comma-separated list of files to exclude. Not required if the source is software lib.
An asterisk "*" can be used as a wildcard.

isSwLib
Specifies whether it is an Oracle Home database or Software Library.

tryftp_copy

Try FTP to copy or not. You should set the FTP copy option to false when using
encli from the command line.

jobname

Name of the cloning job.
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home_name

Name of the home to use for all homes in the Oracle Clusterware cluster.
home_location

Location of the home to use for all homes in the Oracle Clusterware cluster.
clustername

Name of the cluster to create.

isWindows

Specify whether the cloning source is on a Windows Platform. This option only
applies for creating CRS cloning from a Gold Image source. The default value is
false.

ocrLoc

Oracle Cluster Registry Loaction.
vdiskLoc

Voting disk location.

prescripts

Path of the script to execute.

# Note:

Double-quoted options can be passed using an escape (\) sequence. For
example:

prescripts=" <sonme val ue here>=\"some val ue here\" "

run_prescripts_as_root

Run prescripts as "root". By default, this option is set to false.
postscripts

Path of the script to execute.

run_postscripts_as_root

Run postscripts as "root". By default, it is false.

rootscripts

Path of the script to execute.

swlib_component

Path to the Software Library to be cloned. "isSwLib" must be true in this case.
source_params

Source Oracle home info. "isSwLib" must be false in this case.
jobdesc

Description of the job. If not specified, a default description is generated
automatically.
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Example

entli clone_crs_hone -input_file="dest _properties:crs.prop" -isSaLib="true"
-tryftp_copy="true" -jobname="crs cloning job2" -home_nane="cl oneCRS1"
-home_| ocation="/scratch/scott/cloneCRSL " -clusternanme="crscluster"
-ocrLoc="/scratch/ shared/ ocr" -vdi skLoc="/scrat ch/ shared/ vdi sk"
-postscri pt s="%er | bi n% per| %end_r oot % admi n/ scri pts/ cl oni ng/ sanpl es/

post _crs_ create.pl ORACLE_HOVE=%r acl e_home%

-run_postscripts_as_root="true" -rootscripts="%racle_hone%root.sh"
-swl i b_conponent =" pat h: Conponent s/ cr sconp; ver si on; . 1"

Passing Variables Through EM CLI

When working with variables such as %er | bi n%or %r acl e_hone% EM CLI passes
variable values from the current local environment instead of the variables themselves.
To pass variables through an EM CLI command, as might be the case when using the
-prescripts or-postscripts options, you can place the EM CLI command in a batch
file and replace all occurrences of %with %4

5.4.61 clone_database

ORACLE

Clones a database.

Format

entli clone_dat abase

-sour ce_db_name="sour ce_dat abase_nane"

-dest _gl obal _dbname="gl obal _nane_of _cl one_dat abase"

-dest _oracl e_si d="cl one_dat abase_i nst ance_nange"
-dest _host _name="cl one_host _name"]
-dest _oracl e_hone="cl one_dat abase_oracl e_home"]
-source_db_creds_nane="sour ce_dat abase_credential _nane"]
-source_host _creds_name="sour ce_dat abase_host _credential _nane"]
-dest _host _creds_nane="cl one_dat abase_host _credential _nanme"]
-asm.inst_creds_name="asm i nstance_credential _nane"]
-dest _target _name="cl one_dat abase_nange"]
-cl one_type="cl one_type"]
-source_stagi ng_area="source_stagi ng_directory"]
-dest _stagi ng_area="cl one_dat abase_stagi ng_directory"]
-dest _storage_type="cl one_dat abase_st orage_type"]
-dest _dat abase_ar ea="cl one_dat abase _files_l ocation"]
-dest _recovery_area="cl one_dat abase_fast_recovery_area"]
-dest _|listener_sel ection="cl one_dat abase_| i st ener _sel ecti on"]
[[-dest_listener_name="cl one_dat abase_| i st ener _nane"]
[-dest _listener_port="cl one_database_|istener_port"]]
[-configure with oracle restart"]
[-job_name="j ob_name"]
[-job_desc="job_description"

[ ] indicates that the paraneter is optiona

Options
 source_db_name

Source database Enterprise Manager target name. Can be either a single-instance
database or a cluster database instance.

* dest_global_dbname
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Clone database global database name. Usually specified as <name>.<domain>,
with <name> being used for the db_unique_name and <domain> for the
db_domain_name options.

dest_oracle_sid
Clone database instance name.
dest_host_name

Clone database host hame. If not specified, the clone database is created on the
same host as the source database.

dest_oracle_home

Clone database Oracle home. If not specified, the Oracle Home of the source
database is used.

source_db_creds_name

Source database named credential.
source_host_creds_name

Source database host named credential.
dest_host_creds_name

Destination (clone) host named credential.
asm_inst_creds_name

Automatic Storage Management (ASM) named credential.
dest_target_name

Clone database Enterprise Manager target name.
clone_type

Type of source database backup that will be used for cloning. Valid values are:

— DUPLICATE — Database files are moved directly to the clone database host
by the Recovery Manager (RMAN).

— STAGING — Database files are backed-up into the staging area and moved to
the clone database host through HTTP.

— EXISTING_BACKUP — Database files are restored from existing backups to
the clone database host by the Recovery Manager (RMAN).
pitr_date

Clone database as of the specified date in MM/dd/yyyy hh:mm:a (Month/Date/Year
Hours:Minutes:AM/PM marker) format. For example: 03/22/2014 08:25:AM. If not
specified, the clone database is created as of the latest point-in-time. This option is
applicable when the clone_type is EXISTING_BACKUP.

pitr_scn

Clone database as of the specified System Change Number of the source
database. If not specified, the clone database is created as of the latest point-in-
time. This option is applicable when the clone_type is EXISTING_BACKUP.

encryption_mode

Encryption mode of the existing source database backups. If not specified, the
default value is NONE. This option is applicable when the clone_type is
EXISTING_BACKUP. Valid values are:
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— WALLET — Backups are encrypted using Oracle Encryption Wallet.
— PASSWORD — Backups are encrypted using a password.

— DUAL — Backups are encrypted using both Oracle Encryption Wallet and a
password.

backups_encryption_creds_name

Database named credential for the encrypted backups. This option is applicable if
encryption_mode is PASSWORD or DUAL.

# Note:

this option is applicable only if the clone type is EXISTING_BACKUP and
the database backups are encrypted using a password. This database
credential should be created in Enterprise Manager of scope GLOBAL
with the user name specified as "backup_admin".

tape_settings

Media management vendor settings if the database backups are on tape. This
option is applicable when clone_type is EXISTING_BACKUP.

db_backups_location

The location of the backups to be transferred to the destination host. Multiple
values can be specified using "," as a delimiter. This option is applicable when
cloning to a different host and clone_type is EXISTING_BACKUP.

# Note:

this option is applicable only if the clone type is EXISTING_BACKUP and
the database clone occurs on a different host where the source database
backups are not visible. If the backups are visible from the destination
host, this option should NOT be specified.

— Itis recommended that if the size of the database backups is very
large, the backups should be taken in a common location visible
from the destination host.

— If the source database backups are on ASM diskgroups, ensure that
the diskgroups are mounted at the destination host as these backups
are not transferred.

— When you specify this option is specified, all of the available files at
this location are transferred to a temporary staging location at the
destination host.

— You can specify multiple values for this option with comma (,) as a
delimiter.

source_staging_area

Staging area used to store the backup of source database. This option is
applicable when clone_type is STAGING.

dest_staging_area
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Staging area used to store backup files transferred from source host. This option is
applicable when clone_type is STAGING.

» dest_storage_type
Clone database storage type. Valid values are:

— FILE_SYSTEM — Clone database files will be in a regular file system (using
Oracle-managed Files).

— ASM — The clone database will use Automatic Storage Management (ASM).
* dest_database area

Oracle-managed files (OMF) location for clone database files. This can be a
regular file system (if storage_type is FILE_SYSTEM) or an ASM disk group (if
storage_type is ASM). If not specified, a default value is used.

» dest_recovery_area

Fast recovery area location. If not specified, a default value is used.
» dest_listener_selection

Clone database listener selection. Valid values are:

— GRID_INFRA — Use Grid Infrastructure Home listener.

— DEST_DB_HOME — Use the listener from the clone database Oracle Home.
* dest_listener_name

Clone database listener name. This option is applicable only if
dest_listener_selection is DEST_DB_HOME. If not specified, the first existing TCP
listener found in the clone database Oracle Home is used. If you specify this
option, you must also specify dest_listener_port.

* dest_listener_port

Clone database listener port. This option is applicable only if
dest_listener_selection is DEST_DB_HOME. If you specify this option, you must
also specify dest_listener_name.

» configure_with_oracle_restart

Configure the clone database with Oracle Restart if the clone host has Oracle
Restart configured. Oracle Restart automatically starts the database when
required.

* job_name
Unique job name for the clone job in the Enterprise Manager repository.
* job_desc

Job description.

Example
Example 1

entli clone_database -source_db_nanme="dat abase" -dest_target_name="dbC onel" -
dest _host _name="host 1" -dest_oracl e_home="/ade/ ngade_gct/oracle" -

dest _oracl e_si d="dbC onel" -dest_gl obal _dbnane="dbC onel" -

dest _|istener_sel ection="DEST_DB HOVE" -clone_type="DUPLI CATE" -

dest _storage_type="FI LE_SYSTEM
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Example 2

entli clone_database -source_db_nanme="dat abase" -source_db_creds_nanme="NC DBCREDS1" -
source_host _creds_name="NC HOST_CREDS1" -dest host _name="host1" -

dest _host _creds_name="NC _HOST_CREDS2" - dest_oracl e_home="/u01/ app/ or acl e/ product /

11. 2. 0/ dbhome_2" -dest _oracl e_si d="TESTDBL" -dest_gl obal _dbnanme="TESTDB1" -

dest _listener_sel ection="GRI D_I NFRA" -cl one_t ype="EXI STI NG_BACKUP" -

dest _storage_type="FI LE_SYSTEM db_backups_| ocation="/oracl e/dir1"

5.4.62 clone_database home

ORACLE

Clones the specified Oracle Home or S/W Library from the target host to specified
destinations. If the isRac option is true, a RAC cluster is created. If the isRac option is
true, the home name and location of the RAC cluster are needed.

Format

entli clone_dat abase hone

-input _file="dest_properties:file_path"

-list_exclude files="files_to_exclude"

-isSwLi b="true|fal se"

-isRac="true| fal se"

-tryftp_copy="true|fal se"

-j obnane="nane_of _cl oni ng_j ob"
-home_nanme="hone_when_creating_RAC cluster"]
-home_| ocation="1ocati on_of _home_when_creating_RAC cl uster"]
-prescripts="script_nane_to_execute"]
-run_prescripts_as_root="true|fal se"]
-postscripts="script_to_execute"]
-run_postscripts_as_root="true|fal se"]
-rootscripts="script_nanme_to_execute"]
-sw i b_conponent ="path: path_to_conponent;version:rev"]
- sour ce_par ams="Tar get Nanme: name; HomeLoc: | oc; HomeNane: nane;

ScratchLoc: scratch_dir_| ocation”

[-]jobdesc="description"]

—— —————— —

[ ] indicates that the paraneter is optional

Options
e input_file=dest_properties

File containing information regarding the targets. Each line in the file corresponds
to information regarding one destination.

Format if cloning a database (isRac is false):

Destination Host Namel; Destination Honme Loc; Hone Nanme; Scratch
Locati on;

Format if cloning a RAC cluster (isRac is true):

Host Nane; Node Name; Scratch Locati on;

For more information about the input_file option, see -input_file Syntax Guidelines.
o list_exclude_files

Comma-separated list of files to exclude. This is not required if the source is
software lib. "*" can be used as a wild card.

* isSwLib
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Specifies whether the source is an Oracle Home database or Software Library.
isRac

Specifies whether cloning in RAC mode. If the isRac option is true, a RAC cluster
is created. If the isRac option is true, the home name and location of the RAC
cluster are needed.

tryftp_copy

Try FTP to copy or not. You should set the FTP copy option to false when using
EM CLI from the command line.

jobname

Name of the cloning job.

home_name

Name of the home to use when creating a RAC cluster.
home_location

Location of the home to use when creating a RAC cluster.
prescripts

Path of the script to execute.

# Note:

Double-quoted options can be passed using an escape (\) sequence. For
example:

prescripts=" <sonme val ue here>=\"some val ue here\" "

run_prescripts_as_root

Run prescripts as "root". By default, it is false.
postscripts

Path of the script to execute.
run_postscripts_as_root

Run postscripts as "root". By default it is false.
rootscripts

Path of the script to execute. You can use the job system environment variables
(Yor acl e_hone% %per| _bi n% to specify script locations.

swlib_component

Path to the Software Library to be cloned. "isSwLib" must be true in this case.
source_params

Source Oracle home info. "isSwLib" must be false in this case.

jobdesc

Description of the job. If not specified, it is automatically generated.
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Example

entli clone_database_hone

-input_file="dest_properties:clonedestinations"

-list_exclude files="*.1o0g,*.dbf,sqlnet.ora,tnsnanes. ora,|istener.ora"

-i sSwLi b="f al se"

-i sRac="fal se"

-tryftp_copy="fal se"

-j obnane="cl one dat abase honge"

-prescripts="/home/joe/ nyScript"

-run_prescripts_as_root="true"

-rootscripts="%racl e_home% root . sh"

-sour ce_par ans="Tar get Nane: host . domai n. com HoneLoc=/ or acl e/ dat abasel;
HomeName=0Ul Horel; Scr at chLoc=/t nmp"

Passing Variables Through EM CLI

When working with variables such as %er | bi n%or %r acl e_hone% EM CLI passes
variable values from the current local environment instead of the variables themselves.
To pass variables through an EM CLI command, as might be the case when using the
-prescripts or-postscripts options, you can place the EM CLI command in a batch
file and replace all occurrences of % with %4

5.4.63 collect_metric

ORACLE

Performs an immediate collection and threshold evaluation of a set of metrics
associated with the specified internal metric name. Metric data collection and threshold
evaluation occur asynchronously to the EM CLI call.

You typically use this command when you believe you have resolved an open metric
alert or error and would like to clear the event by immediately collecting and
reevaluating the metric. This command applies to most metrics except server-
generated database metrics.

Use the get_on_demand_metrics verb to see a complete list of supported metrics for a
given target.
Format

enctli collect_netric -target _nane=nane -target _type=type
metric_name=netric_name | -collection_name=user_defined_metric_nanme

[ T indicates that the paraneter is optional

Options
o target_name
Name of the target.
o target_type
Internal target type identifier, such as host, oracle_database, and emrep.
° metric_name

Internal name that represents a set of metrics that are collected together. Use the
get_on_demand_metrics verb to see the supported list of metrics for a given
target.
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* collection_name
Name of the user-defined metric or SQL user-defined metric. This optiononly
applies to user-defined metrics and SQL user-defined metrics.

Examples

Example 1

If you want to collect the "CPU Utilization (%)" metric, look for the appropriate metric
internal name (which is Load) using the get_on_demand_metrics command, then run
the command as follows:

encli collect_netric -target_type=host -target_name=host nane. exanpl e.com -
met ri c_name=Load

Example 2

This example immediately collects and evaluates thresholds for the user-defined
metric called MyUDM:

entli collect_netric -target _type=host -target nane=host nane. exanmpl e.com -
col I ecti on=MyUDM

5.4.64 compare_sla

ORACLE

Compares two SLAs as defined by two XML files. This utility outputs the difference
trees as slal_compare.dif and sla2_compare.dif in the specified directory. You can
use a diff utility to diff these two files. Compare two sla.xml's to find out the difference.
Format

enctli conpare_sla -input_file=slal:'first_xn -input_file=sla2:'second_xm"
[-dir="directory']

[ T indicates that the paraneter is optional

Options
* input_file=slal
File name for the first XML file.
For more information about the input_file option, see -input_file Syntax Guidelines.
* input_file=sla2
File name for the second XML file.
For more information about the input_file option, see -input_file Syntax Guidelines.
o dir
The default is the current directory. If you need to specify another directory, use
this option for the output files slal_compare.dif and sla2_compare.dif.
Example

This example compares two SLAs as defined in slal.xml and sla2.xml, and outputs
slal_compare.dif and sla2_compare.dif in the current directory.

entli conpare_sla
-input _file=slal:slal.xm -input_file=sla2:sla2. xm
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You can use a standard diff tool to diff the files, such as This example for Linux:

diff slal_conpare.dif sla2_conpare.dif

5.4.65 complete_post_pdb_relocation

ORACLE

Performs cleanup operations and complete pluggable database relocation in the
maximum availability mode.

# Note:

This verb is applicable only for database versions 12.2 (and above).

¢ Note:

When a pluggable database of version 12.2 (and above) is relocated in
maximum availability mode, the source pluggable database target still
continues to exist in Enterprise Manager after the successful relocation. In
the Maximum Availability mode, the existing client connections is redirected
by the source CDB's listener to the relocated PDB. To facilitate this
connection redirection, the source pluggable database exists in mounted
state. Eventually, after all the client connect descriptors are migrated by the
user manually to point to the relocated pluggable database, the source can
be removed. This verb should be run only on the source pluggable database
target to remove it and also to delete the pluggable database from backend.

Format

entli conpl ete_post _pdb_rel ocation
-pdb_t arget _nane="source pl uggabl e database target nane"
-input_file="path of the input file"

[ 1 indicates that the parameter is optional.

Options
* pdb_target_name
Name of the source pluggable database target.
* input_file
Path of the file containing the following input properties:

SRC_CDB_CRED = SYSDBA source contai ner database credentials (format -
CRED_NAME: OMNER)

SRC _HOST_CRED = Source container database host credentials (format -
CRED_NAME: OMNER)

Example

Example 1
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This example completes the post relocation actions to delete the source pluggable
database "SICDB_GEN", which was relocated to another container database in the
maximum availability mode.

encli conpl ete_post_pdb_rel ocation

-pdb_t arget _nanme="S| CDB_GEN'
-input _file=data:/u01/ post_rel ocate. props

5.4.66 config_compare

ORACLE

Submits the configuration comparison job.

Format

entli config_conpare

[]

-target _type="oracl e_dat abase"
-first_config="Test Database"
-second_confi g=" SYSMAN'
-j ob_name="Test Conpare Job"
[ - schedul e=
{
start_time:yyyy/ M dd HH mm
tz:{java timezone |ID};
frequency:interval /weekl y/ nonthly/yearly;
repeat : #n #h| #d| #w;
months: #, #, ...
days: #, #,...;
end_tine:yyyy/ M dd HH nm
grace_period:;
]
-tenplate_id="18"]
-job_description="Test Description"]
- mappi ng_di spl ay="Tree"]
-emai | _address]
-save_npde="save_al | | save_only_diffs"]

}
[
[
[
[
[

indicates that the paranmeter is optional

Options

target_type

Target type on which the comparison job is being submitted. The value should be
the internal name. To get the internal name, execute the following EM CLI
command:

encli get_target_types
first_config

Name of the first configuration, which can be either the latest configuration or a
saved configuration of a target. If submitting the latest configuration, provide the
target name. If submitting a saved configuration, the format should be:

"target _nane| saved_configuration_name(which is the "name" field fromthe output
of "entli get_saved_configs"

second_config

Names of the second and subsequent configurations, which can contain one or
more latest configurations and/or one or more saved configurations of one or more
targets. Multiple configurations can be specified, separated by a comma. If the
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latest configuration needs to be submitted, provide the target name. If the saved
configuration needs to be submitted, then the format should be:

"target _nane| saved_configuration_nane(which is the "name" field fromthe output
of "entli get_saved_configs"

job_name
Name of the comparison job.
schedule

Schedule with which the comparison job must be scheduled. If the schedule option
is not provided, the comparison job runs immediately.

— start_time - Time when comparison job has to start executing. The format is
"yyyy/MM/dd HH:mm"

tz - Timezone ID (optional)
— frequency - Valid values are once/interval/weekly/monthly/yearly. (optional)
If frequency is set to interval, repeat must be specified.
If frequency is set to weekly or monthly, days must be specified.
If frequency is set to yearly, both days and months must be specified.

— repeat - Frequency with which the comparison job must be repeated.
(Required only if frequency is set to interval.)

— days - Comma-separated list of days. (Required only if frequency is weekly,
monthly, or yearly.) Example: "repeat=1d"

If frequency is weekly, then the valid range is 1 to 7 inclusive.
If frequency is monthly or yearly, then the valid range is 1 to 30 inclusive.

— months - Comma-separated list of months. (Required only if frequency is
yearly). Valid range is 1 to 12 inclusive.

— end_time - End time for comparison job executions. (optional). If it is not
specified, the comparison job runs indefinitely. The format is "yyyy/MM/dd
HH:mm"

— grace_period - grace period in minutes (optional)
template_id

ID of the template. The value is an integer.
job_description

Description of the comparison job.

mapping_display

Can be either "tree" or "table." The default value is "tree". This option is only for
composite targets. Note: When "template_id" is specified, do not specify
mapping_display.

email_address
Email address to which notification mail is to be sent, if differences are found.
save_mode

Tells the comparison engine whether to save all the results or only the differences.
Valid inputs are "save_all" and "save_only_diffs". The save_only_diffs option
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saves the differences to the Management Repository. Otherwise, all the
comparison results are saved. The default value is "save_only_diffs".

Checking the Job Status:

Once submitted, the comparison job's status can be viewed by issuing the following
EM CLI command:

encli get_jobs -name="j obNane"

Aborting the Job:

Once submitted, the comparison job can be aborted by issuing the following EM CLI
command:

entli stop_job -nanme="j obNane"

Examples
Example 1

This example compares the latest configuration of one target to the latest
configurations of multiple targets. All the comparison results will be saved.

encli config_conpare
-target _type="oracl e_dat abase"
-first_config="Test Database"
-second_confi g="Test Database","Test_Dat abase"
-job_name="Test Job" -tenplate_id="18"
-save_node="save_al | "

Example 2

This example compares the latest configuration with the saved configuration specifying
a start_time.

entli config_conpare
-target _type="oracl e_dat abase"
-first_config="Test Database"
-second_confi g="Test Database| Test Database|oracle_
dat abase| 20140101224530", " Test _Dat abase" -job_nane="Test Job"
-schedul e="start time:2014/06/ 10 15: 45"

5.4.67 configure_db_ha

ORACLE

Perform database high availability (HA) configuration tasks. This verb has multiple
subcommands that perform different HA-related operations. The available
subcommands are mentioned in detail as follows:

configure_db_ha -configureRABackup

Configures one or more databases to be protected by a Recovery Appliance, with the
ability to send backups and redo to the Recovery Appliance. If necessary, installs the
Recovery Appliance Backup Module in the database Oracle homes. (The specified
databases must be already enrolled with the Recovery Appliance as protected
databases.)
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# Note:

Databases specified here must be enrolled as protected databases with the
Recovery Appliance.

Format

entli configure_db_ha —confi gureRABackup
-ra_target_name="<Recovery Appliance target name>"
—-ra_user="<Recovery Appliance database user name>"

(

(-target _name="<dat abase target name>" -target_type="oracl e_dat abase|
rac_dat abase")
| input_file="target_list:<full pathname of input file>"

)

[-db_cred="<dat abase naned credential >"]

[-db_host _cred="<dat abase host named credential >"]

[-enabl e_redo_shi p]

[-force_backup_nodul e_install]

[-staging_directory="<full pathname where Backup Mddule will be staged on
dat abase host s>"]

[-schedul e=

{
start _time:yyyy/ M dd HH: mm
tz:{java tinmezone |D};

H

[ 1 indicates that the parameter is optional.

Options
e ra_target_name

The target name of the Recovery Appliance that the specified databases will be
configured to send backups to.

e ra_user

The Recovery Appliance database user that will be used by all the specified
databases to send backups and redo to the Recovery Appliance. This must be a
virtual private catalog user, not the Recovery Appliance administrator user.

e target_name

The target name of a single-instance or cluster database that will be configured to
send backups to the Recovery Appliance. A multi-database operation can be
performed by using the —input_file option instead of —target_name/—target_type.

+ target_type
The type of the target specified by —target_name, either a single—instance
database (oracle_database) or a cluster database (rac_database).

e input_file

The input file that contains information for each database that is to be configured.
This option is an alternative to -target_name/-target_type. The target_name and
target_type lines are required for each database. The db_cred and db_host_cred
lines are optional; if these are present for a database, they override the command-
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line named credential settings (if any) for that database. The format of the file is as
follows:

target.0.target _name=<dat abase #1 target name>
target.0.target _type=oracl e_dat abase| rac_dat abase
target.0.db_cred=<dat abase naned credential for database #1>
target.0.db_host _cred=<dat abase host nanmed credential for database #1>
target.1.target _name=<dat abase #1 target nanme>
target.1.target _type=oracl e_database| rac_dat abase
target. 1. db_cred=<dat abase naned credential for database #2>

target. 1. db_host _cred=<database host nanmed credential for database #2>
db_cred

The name of an existing Enterprise Manager database named credential that can
be used to connect to all the specified target databases. If this argument is not
specified, preferred credentials will be used. If multiple databases are specified,
this should be a global named credential.

# Note:

If the -input_file option is used, this option can be optionally overridden
for individual databases.

db_host_cred

The name of an existing Enterprise Manager database host credential that has
been created against the Database Instance or Cluster Database target type,
(rather than the Host target type) that can be used to run operating system
commands on the specified target database hosts. The credential should be for a
user that has write permission for all Oracle Homes. If this argument is not
specified, preferred credentials will be used. If multiple databases are specified,
this should be a global named credential.

# Note:

If the -input_file option is used, this option can be optionally overridden
for individual databases.

enable_redo_ship

Enables real-time redo transport to the Recovery Appliance from all specified
target databases.

force_backup_module_install

Installs the version of the Recovery Appliance Backup Module stored in the
Enterprise Manager Software Library into the Oracle Homes of the specified target
databases, even if an existing Backup Module has already been installed in the
Oracle Homes. Since this option overwrites any existing Backup Module, select
this option only if the Backup Module version in the Software Library is at the same
or later version than the version installed on all the specified target databases. If
this flag is not specified, the Backup Module will be installed only if there is no
existing Backup Module present in the Oracle Home.

staging_directory
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The directory where the Backup Module installation files will be staged on the
database hosts. This directory must exist on all hosts. A temporary subdirectory
will be created in this location, then deleted after the installation of the Backup
Module and/or file system backup agent is complete. The default directory is
<Agent installation root>/EMStage.

e schedule

Schedules the customized backup deployment procedure. If schedule option is not
provided, the procedure will run immediately.

— start_time: Time when the procedure has to start execution. The format should
be \"yyyy/MM/dd HH:mm\"

— tz: The timezone ID (optional)

Example 1

The following example configures a single-instance database “Finance” to send
backups and ship redo to the Recovery Appliance “Chicago ZDLRA". It does not install
the Backup Module in the Oracle Home of each database if the Backup Module is
already present. This example uses named database and host credentials:

entli configure_db_ha —configureRABackup —ra_target_name="Chi cago ZDLRA"
—ra_user="rauser1" -target_name="Finance" -target_type="oracl e_dat abase"
—-db_cred="DB_USER' —db_host _cred="DB_HOST_USER' -

enabl e_redo_ship

Example 2

The following example configures a cluster database “Finance” to send backups to the
Recovery Appliance “Chicago ZDLRA” without shipping redo. It performs a forced
installation of the Backup Module in the Oracle Home of each cluster database
instance. This example uses preferred database and host credentials:

entli configure_db_ha —configureRABackup -ra_target_name="Chi cago ZDLRA"
—-ra_user="rauser1" -target_nane="Fi nance" -target_type="rac_dat abase"
—force_backup_nodul e_instal |

Example 3

The following example configures multiple databases specified in the input file “/tmp/
dblist” to send backups and ship redo to the Recovery Appliance “Chicago ZDLRA". It
performs a forced installation of the Backup Module in the Oracle Home of each
database. The backup module installation files are staged in a custom directory
location (/tmp/stage). This example uses named database and database host
credentials:

entli configure_db_ha —configureRABackup —ra_target_name="Chi cago ZDLRA"
—-ra_user="rauser1" —input_file="target _list:/tnp/dblist"
-db_cred="NC_PDB_SYSDBA" -db_cred="DB_USER'

—db_host _cred="DB_HOST_USER' -enabl e_redo_shi p

—force_backup_modul e_instal | -staging_directory="/tnp/stage"

Example 4

The following example configures the databases specified in the input file “/tmp/dblist”
to send backups and ship redo to the Recovery Appliance “Chicago ZDLRA". It does
not install the Backup Module if it is already present . The example uses global named
database and host credentials. The operation is scheduled for a future time as
specified:
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entli configure_db_ha —configureRABackup —ra_target_name="Chi cago ZDLRA"
—-ra_user="rauser1" -—input_file="target list:/tnp/dblist"
—-db_cred="DB_USER" —db_host cred="DB_HOST_USER' -enabl e_redo_ship
-schedul e="start _tine: 2016/ 06/ 28 18:31;tz: PST;"

configure_db_ha -confgureCloudBackup

Configures one or more databases to send backups to Database Backup Cloud
Service. If necessary, installs the Database Cloud Backup Module in the database
Oracle homes.

Format

entli configure_db_ha —configureCd oudBackup

(
(-target _name="<dat abase target name>" -target_type="oracl e_dat abase|
rac_dat abase")
| input_file="target list:<full pathname of input file>"

)

[-cl oud_account =" <Dat abase Backup C oud Service account name>"]

[-db_cred="<dat abase naned credential >"]

[-db_host _cred="<dat abase host named credential >"]

[-force_backup_nodul e_install]

[-staging_directory="<full pathname where Backup Mddule will be staged on
dat abase host >"]

[ - schedul e=

{
start _time:yyyy/ WM dd HH: mm

tz:{java tinmezone |D};

H

[ 1 indicates that the parameter is optional.
Options

° target_name

The target name of a single-instance or cluster database. A multi-database
operation can be performed by using the —input_file option instead of —
target_name/—target_type.

+ target_type
The type of the target specified by —target_name, either a single—instance
database (oracle_database) or a cluster database (rac_database).

e input_file

The file containing the information for each database that is to be configured. This
option is an alternative to —target_name/—target_type. The target_name and
target_type lines are required for each database. The db_cred and db_host_cred
lines are optional; if these are present for a database, they override the command-
line named credential settings (if any) for that database. The format of the file is as

follows:

target.0.target _name=<dat abase #1 target nanme>
target.0.target _type=oracl e_database| rac_dat abase
target. 0. db_cred=<dat abase naned credential for database #1>
target.0.db_host _cred=<dat abase host nanmed credential for database #1>
target. 1. target _name=<dat abase #1 target nanme>

target. 1. target _type=oracl e_database| rac_dat abase
target. 1. db_cred=<dat abase naned credential for database #2>

target. 1. db_host _cred=<database host nanmed credential for database #2>
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cloud_account

The name of a cloud account configured under the Enterprise Manager Hybrid
Cloud Setup console. All the information that is needed to connect to the Backup
Service will be obtained from this account and its associated Backup Service
settings, including the service name, identity domain, username, password, and
container (optional). If this argument is not specified, the global cloud account
settings configured in the Database Backup Cloud Service Settings page will be
used. (This argument is applicable only if the Hybrid Cloud Setup console has
been used to configure accounts and Backup Service settings).

db_cred

The name of an existing Enterprise Manager database named credential that can
be used to connect to all the specified target databases. If this argument is not
specified, preferred credentials will be used. If multiple databases are specified,
this should be a global named credential.

# Note:

If the -input_file option is used, this option can be optionally overridden
for individual databases.

db_host_cred

The name of an existing Enterprise Manager database host credential that has
been created against the Database Instance or Cluster Database target type,
(rather than the Host target type) that can be used to run operating system
commands on the specified target database hosts. The credential should be for a
user that has write permission for all Oracle Homes. If this argument is not
specified, preferred credentials will be used. If multiple databases are specified,
this should be a global named credential.

# Note:

If the -input_file option is used, this option can be optionally overridden
for individual databases.

force_backup_module_install

Install the version of the Oracle Database Cloud Backup Module stored in the
Enterprise Manager Software Library into the Oracle Homes of the specified target
databases, even if an existing Backup Module has already been installed in the
Oracle Homes. Since this option overwrites any existing Backup Module, select
this option only if the Backup Module version in the Software Library is at the same
or later version than the version installed on all the specified target databases. If
this flag is not specified, the Backup Module will be installed only if there is no
existing Backup Module present in the Oracle Home.

staging_directory

The directory where the Backup Module installation files will be staged on the
database hosts. This directory must exist on all hosts. A temporary subdirectory
will be created in this location, then deleted after the installation of the Backup
Module and/or file system backup agent is complete. The default directory is
<Agent installation root>/EMStage.
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e schedule

Schedules the customized backup deployment procedure. If schedule option is not
provided, the procedure will run immediately.

— start_time: Time when the procedure has to start execution. The format should
be "yyyy/MM/dd HH:mm"

— tz: The timezone ID (optional)

Example 1

The following example configures a single-instance database “Finance” to send
backups to Database Backup Cloud Service. It does not install the Backup Module if
the module is already installed. This example uses named database and host
credentials:

entli configure_db_ha —configured oudBackup
-target _name="Fi nance" -target_type="oracl e_dat abase"
—-db_cred="DB_USER" —-db_host _cred="DB_HOST_USER"'

Example 2

The following example configures a cluster database “Finance” to send backups to
Database Backup Cloud Service. It performs a forced installation of the Backup
Module in the Oracle Home of each cluster database instance. This example uses
preferred database and host credentials:

entli configure_db_ha —confi gured oudBackup
-target _name="Fi nance" -target_type="rac_dat abase"
—force_backup_nodul e_instal |

Example 3

The following example configures the databases specified in the input file “/tmp/dblist”
to send backups to Database Backup Cloud Service. It performs a forced installation
of the Backup Module in the Oracle Home of each database. The backup module
installation files are staged in a custom directory location (/tmp/stage). This example
uses named database and database host credentials.

entli configure_db_ha —configureCd oudBackup

—input_file="target _list:/tnp/dblist"

-db_cred="DB_USER' -db_host _cred="DB_HOST_USER' -force_backup_nodul e_i nstal |
-staging_directory="/tnp/ st age"

configure_db_ha -installSoftware

Installs the Recovery Manager (RMAN) backup module in the Oracle Homes or installs
the Recovery Appliance file system backup agent on the hosts of one or more
databases.

Format

entli configure_db_ha —install Software
(
(-target _nanme="<dat abase target name>" -target_type="oracl e_dat abase|
rac_dat abase")
| input_file="target_list:<full pathname of input file>"
)
(

(-instal | _backup_nodul e —nmodul e_t ype="ra| cl oud” [-force_backup_nodul e_install]
[-db_host _cred="<dat abase host nanmed credential >"])
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| (-install_fs_agent [-fs_agent_host_cred="<host naned credential >"]
[-fs_agent _install _directory="<full pathname of OSB client installation

directory>"])

)

[-staging_directory="<full pathname where Backup Mdul e and file system backup

agent installation will be staged on database hosts>"]

[]

[-schedul e=

{
start _time:yyyy/ WM dd HH: mm
tz:{java tinezone |D};

H

indicates that the paraneter is optional

Options

target_name

The target name of a single-instance or cluster database that is configured to send
backups to a Recovery Appliance or Oracle Cloud. You can perform a multi-
database operation by using the —input_file option instead of —target_name/—
target_type.

target_type

The type of the target specified by —target_name, either a single—instance
database (oracle_database) or a cluster database (rac_database).

input_file

The input file that contains information for each database that is configured. This
option is an alternative to —target name/—target_type. The target name and
target_type lines are required for each database. The db_cred and db_host_cred
lines are optional; if these are present for a database, they override the command-
line named credential settings (if any) for that database. The following format is
used while installing a backup module with the —install_backup_module option:

target.0.target_nane=<dat abase #1 target nane>
target.0.target_type=oracl e_dat abase| rac_dat abase

target.0.db_host _cred=<dat abase host named credential for database #1>
target. 1. target_nane=<dat abase #1 target nane>
target.1.target _type=oracl e_dat abase| rac_dat abase

target. 1. db_host_cred=<dat abase host named credential for database #2>

The following format is used while installing the file system backup agent with the
install_fs_backup_agent:

target.0.target_nanme=<dat abase #1 target nane>
target.0.target_type=oracl e_dat abase| rac_dat abase

target.0.fs_agent_host _cred=<host naned credential for the host(s) of database
#1>

target. 1. target_nane=<dat abse #1 target name>
target.1.target _type=oracl e_dat abase| rac_dat abase

target.1.fs_agent_host _cred=<host naned credential for the host(s) of database
#2>

install_backup_module

Installs the version of the Backup Module (of the type specified by the —
module_type argument) stored in the Enterprise Manager software library in the
Oracle Homes of the specified target databases. By default, the module will be
installed if there is no existing module in the database Oracle Home, unless the —
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force_backup_module_install flag is specified. This module cannot be specified in
combination with —install_osb_client.

module_type

The type of RMAN backup module to be installed. The possible values are: ra —
Recovery Appliance Backup Module and cloud — Oracle Database Cloud Backup
Module

force_backup_module_install

Installs a version of the Recovery Appliance Backup Module stored in the
Enterprise Manager Software Library into the Oracle Homes of the specified target
databases, even if an existing Backup Module has already been installed in the
Oracle Homes. Since this option overwrites any existing Backup Module, select
this option only if the Backup Module version in the Software Library is at the same
or later version than the version installed on all the specified target databases. If
this flag is not specified, the Backup Module will be installed only if there is no
existing Backup Module present in the Oracle Home.

db_host_cred

The name of an existing Enterprise Manager database host credential that has
been created against the Database Instance or Cluster Database target type,
(rather than the Host target type) that can be used to run operating system
commands on the specified target database hosts. The credential should be for a
user that has write permission for all Oracle Homes. If this argument is not
specified, preferred credentials will be used. If multiple databases are specified,
this should be a global named credential.

# Note:

If the -input_file option is used, this option can be optionally overridden
for individual databases.

install_fs_backup_agent
Installs the file system backup agent on all hosts of the specified target databases.
fs_agent_host_cred

The name of an existing Enterprise Manager host privileged named credential (not
a database host credential) that can be used to perform the file system backup
agent installation on all the hosts of the specified target databases. The credential
should specify the root user or a user with root privilege delegation. If this
argument is not specified, preferred credentials for the host targets associated with
the databases is used. If multiple databases are specified, this should be a global
named credential.

fs_agent_install_directory

The directory where the file system backup agent is installed on all database
hosts. The directory must exist on all the hosts. The default directory is /usr/local/
oracle/backup.

staging_directory

The full place-name where Backup Module and file system backup agent
installation will be staged on database hosts.

schedule
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Schedules the customized backup deployment procedure. If schedule option is not
provided, the procedure will run immediately.

— start_time: Time when the procedure has to start execution. The format should
be "yyyy/MM/dd HH:mm"

— tz: The timezone ID (optional)

Example 1

The following example installs the Recovery Appliance Backup in the Oracle Home of
one single-instance database “Finance”. It does not install the Backup Module if the
module is already installed. This example uses named database and host credentials:

entli configure_db_ha —install Software

-target _name="Fi nance" -target_type="oracl e_dat abase" -
db_host _cred="DB_HOST_USER"'

-instal | _backup_modul e —nodul e_t ype="ra"

Example 2

The following example installs the Oracle Database Cloud Backup Module in the
Oracle Home of one RAC database “Finance”. It performs a forced installation if the
module is already installed. This example uses nhamed database host credentials:

entli configure_db_ha —install Software

-target _name="Fi nance" -target_type="rac_dat abase"

—instal | _backup_nodul e —nodul e_type="cl oud” -force_backup_modul e_install -
db_host _cred="DB_HOST_USER'

Example 3

The following example installs the Recovery Appliance file system backup agent on all
cluster database nodes of one cluster database “Finance” in a non-default location.
This example uses privileged host credentials:

encli configure_db_ha —install Software

-target _name="Fi nance" -target_type="rac_dat abase"
—install_osh_client —osb_install _directory="/usr/local/osh12”
-osb_host _cred="HOST_PRI V_CRED’

Example 4

The following example installs the Recovery Appliance Backup Module in the Oracle
Homes of multiple databases specified in the input file “/tmp/dblist”. It performs a
forced installation if the module is already installed. This example uses preferred
database host credentials. The operation scheduled for a future time as specified:

entli configure_db_ha —install Software
—input_file="target_list:/tnp/dblist" —install_backup_modul e
—modul e_type="ra" -force_backup_nodul e_instal |

-schedul e="start time:2016/06/28 18:31;tz: PST;"

Example 5

The following example installs the Recovery Appliance file system backup agent on all
hosts of multiple databases specified in an input file in the default location. This
example uses preferred privileged host credentials. The file system backup agent
installation files are staged in a custom staging area location:

entli configure_db_ha —install Software
-install _fs_backup_agent -staging_director="tnp/stage"
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configure_db_ha -uploadFSBackupAgentinstall

Uploads Recovery Appliance file system backup agent installation media into the
Enterprise Manager Software Library. This installation media is used by the -
installSoftware subcommand when it is run with the -install_fs_backup_agent option to
push a file system backup agent installation to one or more hosts. Separate software
library components will be created according to the platform of the uploaded
installation media.

Format

-nmedi a_l ocati on="<pat hname of installation nedia zip file>"

Option
e media_location

The local path-name of the file system backup agent installation media zip file.
Example

Uploads the Recovery Appliance file system backup agent installation media for the
Linux 64 platform:

entli configure_db_ha -upl oadFSBackupAgent I nstal |
-nedi a_l ocati on="/home/ osh_shi phome/ r el eases/ osh-12. 1. 0. 2/
osb_12.1.0.2.0_linux.x64_rel ease. zi p"

configure_db_ha -uploadBackupModule

Uploads Cloud or Recovery Appliance Backup Modules into the Enterprise Manager
Software Library. Separate software library components will be created according to
the platform of the uploaded Backup Module.

Format

entli configure_db_ha -upl oadBackupMdul e

-nodul e_| ocati on="<comma separated |ist of pathnames of Backup Mbdul e zip
files>"

-nodul e_type="ra| cl oud"

Options
* module_location

<comma separated |ist of pathnanes of Backup Mdule zip files>

The list of local pathname of the Backup Module zip file.
¢ module_type

The type of RMAN backup module to be uploaded. The possible values: ra:
Recovery Appliance Backup Module and cloud: Oracle Database Cloud Backup
Module.

Example 1
The following example uploads the Cloud Backup Module for multiple platforms:

entli configure_db_ha -upl oadBackupMdul e -nodul e_type="cl oud"
-modul e_| ocati on="/hone/ opc_| i nux64. zi p, / home/ opc_zl i nux64. zi p"

Example 2
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The following example uploads the Recovery Appliance Backup Module for the Linux
64 platform:

encli configure_db_ha -upl oadBackupMdul e -rmodul e_type="ra"
-modul e_| ocation="/hone/ra_| i nux64. zi p"

5.4.68 config_db_service target

Creates a Database as a Service (DBaaS) target for Oracle Public Cloud.

ORACLE

Format

entli config_db_service_target

- dat abase_uni que_nane="dat abase uni que nane"
-servi ce_grp_nane="service group nanme"
-cloud_service_name="cl oud service nang"
-operation="operation to be performed"
-schema_nanme="schema nange"

-tabl espace_nane="t abl espace nane"
-subscription_i d="subscription 1D']

- cust oner _name="cust omer nane"]

-cSi _nunber="CSI nunber"]

-connecti on_servi ce_name="connection service name"]
-cl oud_service_version="cl oud service version"]
[-1_o_b="line of business"]

Options

database_unique_name

Identifies the DBName property of a database target on which the DBaas$ target will
be based.

service_grp_name

Identifies the DBaasS target service group name. The DBaasS target name will be
servi ce_grp_nane_cl oud_servi ce_nane.

cloud_service_name
Identifies the Oracle Public Cloud service name.
operation

Identifies the operation to be performed on the DBaas target (for example,
"create").

schema_name

Identifies the name of the schema associated with the DBaaS target.
tablespace_name

Identifies the name of the tablespace associated with the DBaasS target.
subscription_id

Provides a value for the Cost Center property of a DBaas target.
customer_name

Provides a customer point of contact for the DBaas target.
csi_number

Identifies the Customer Support Identifier (CSI) of the DBaasS target.
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* connection_service_name

Identifies the name of the Database Service associated with the DBaaS Target.
* cloud_service_version

Shows the Oracle Public Cloud Service version of the DBaasS target.
e |lob

Identifies the Line of Business (LOB) of the DBaas target.

Exit Codes

0 On success
Non-zero val ue neans verh processing was not successful.

Example

Creates a new Database as a Service (DBaaS) target (db_ser v1). Specifies the
schema, tablespace name, and connection service name. The new DBaasS target is
based on a Database target using db. exanpl e. comas the DBNane property:

entli config_db_service_target
- dat abase_uni que_nane="db. exanpl e. conf
-servi ce_grp_nanme="db"
-cloud_service_name="serv1l"
-operation="Create"
-schema_name="HR"
-t abl espace_nane="SYSTEM'
-connection_servi ce_name="nservi cel"

5.4.69 configure_log_archive_locations

ORACLE

Configures Log Archive Locations for the root target and its children. To configure Log
Archive Location for a target, you should know the configuration parameters, like host
name, from where the log archive files are accessible, the credentials to access the
host, and the location of the log archive files.

Format

entli configure_|l og_archive_l ocations
-root _target_name="<target _nane>"
-root_target _type="<target_type>"
[-archive_config_file="<target_archive_config_file_location>"]
[-no_updat €]
[ - debug]

[ T indicates that the paraneter is optional

Options
e root_target_name

Name of the root target. A configurable tree target hierarchy will be created with
this root target. Example root targets are WebLogic Domain and Fusion
Application Instance.

+ root_target_type
Target type of the root target name.

e archive_config_file
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Location of the archive config file. Every line in this file should contain the following
7 fields in the same order.

target_name,target_type,host_target name,host_cred_type,host_cred_name or
new_cred_user_name,new_cred_password,archive_dir_location

target_name

If this target is part of the root hierarchy, then this target and it's children will
be updated with the archive parameters specified.

target_type
Target type of the above target.
host_target_name

Host name from where archive location is accessible. The Management Agent
monitoring this target should have Oracle Fusion Middleware plug-in release
12.1.0.4 or later installed.

host_cred_type

Credential type. Possible values are preferred_credentials or
named_credentials or new_credentials.

host_cred_name

Credential set name for preferred_credentials type or Named credential name
for named_credentials type.

new_cred_user_name

New credential user name for new_credentials type.
new_cred_password

New credential password for new_credentials type.
archive_dir_location

Directory location where log archive files available.

*  no_update

If this flag is provided, targets which are already configured with the archive
properties, will not be updated again.

* debug

Runs the verb in verbose mode for debugging purposes.

Example

The following example configures Log Archive Locations for Fusion Instance target
and its children.

enctli configure_|l og_archive_l ocations

-root _target_nanme=fal
-root _target_type=fusion_apps_i nstance
-archive_config_file=/scratch/config.txt

Sample Archive Config File:

In the case of new credentials:

fal, fusi on_apps_i nstance, adc123. oracl e. com new_credenti al s, user 1, pwdl, / scratch/fal
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In the case of preferred credentials:

fal, fusi on_apps_i nstance, adc123. oracl e. com preferred_credential s, credential _setl,,/
scratch/fal

(Because this is preferred credentials, ',,' means the new_cred_password field is not
valid and therefore skipped.)

5.4.70 configure_siteguard_lag

Configures the limit of Apply lag and Transport lag for all or selected databases of the
system.
Format

entli configure_siteguard_|ag
[ - system nanme="name_of _the_systeni]
[-target _name="name_of _the_target_database"]
[-property_name="lag_type"]
[-val ue="max_linit_in_seconds"]

[ 1 indicates that the paraneter is optional.

Options
* system_name
Name of the system on which lag limits need to be configured.
» target_name
Name of the database on which lag limits need to be configured.
* property_name

Name of the lag property to be configured. Valid values are Appl yLag and
TransportLag.

 value

Limit of the lag. These values are specified in seconds.

Example

This example configures the Apply lag limit of 1000 seconds on all of the databases of
austin-system

entli configure_siteguard_|ag
- system name="austi n- syst enf
- property_name="Appl yLag"
-val ue="1000"

5.4.71 confirm_instance

ORACLE

Confirms a manual step. An instance cannot be confirmed when its status is
suspended, stopped, completed, or completed with an error.

Format

entli confirminstance
[ -1 nstance=<instance_gui d>]
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[ exec=<execution_gui d>]

[ - name=<execution name>]

[ - owner =<execution owner>]
-stategui d=<state_gui d>

[ 1 indicates that the parameter is optional

Options

* instance
Instance GUID.

° exec
Execution GUID.

* name
Execution name.

° owner
Execution owner.

» stateguid

Comma-separated list of state GUIDs.

Examples

entli confirminstance -instance=16B15CB29C3FI9E6CE040578C96093F61 -
st at egui d=51F762417C4943DEE040578CAE087168

entli confirminstance -instance=16B15CB29C3FI9E6CE040578C96093F61 -
st at egui d=' 51F762417C4A943DEE040578CAE087168, 51F762417C4944DEE040578CAE087168'

5.4,72 continue_add_host

ORACLE

Performs resume/continue operations of a previously submitted add host session that
has failed at some phase.
Format

entli continue_add_host
- sessi on_nanme="sessi on_nanme"
-continue_all _hosts | -continue_ignoring_failed_hosts"
[-wait_for_completion]

[ T indicates that the paraneter is optional

Options
° session_name

Name of the session you want to continue to the next phase of Agent deployment.
e continue_all_hosts

Continues the session on all hosts, including those on which the current
deployment phase failed.

* continue_ignoring_failed_hosts
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Continues the session for only the hosts on which the current deployment phase
succeeded.

* wait_for_completion

Specifies whether the command should run in synchronous or asynchronous
mode. If you specify this option (for synchronous mode), the command waits until
the add host session completes before returning control to you on the command
line.

Examples
Example 1

This example continues the session
'ADD_HOST_SYSMAN_Dec_17_2012_2:02:28_AM_PST' to the next phase of
deployment on all hosts.

entli continue_add_host -session_nanme=" ADD HOST_SYSMAN Dec_17_2012_2: 02: 28_AM PST'
continue_all _hosts

Example 2

This example continues the session
'ADD_HOST_SYSMAN_Dec_17_2012_2:02:28 _AM_PST' synchronously to the next
phase of deployment only on hosts on which the current phase was successful.

entli continue_add_host -session_nane=" ADD HOST SYSMAN Dec_17 2012 2:02:28_AM PST'
continue_ignoring_failed hosts -wait_for_conpletion

5.4.73 convert_to_cluster_database

ORACLE

Converts a single-instance database to a Real Application Cluster (RAC) database.

Format

encli convert _to_cluster_database
- sour ceTar get Name="Si ngl e i nstance database target to be converted to RAC'
-sysdbaCreds="Named credentials for SYSDBA user"
-host Creds="Naned credentials for Host"
-newOr acl eHome="RAC Oracle Home, if noving to differnt hone"]
-racConfigType="ADM N_MANAGED | POLI CY_MA NAGED']
-nodelLi st =" Comma- separ at ed node names for Adnmin Managed RAC dat abase"]
-server Pool Li st ="Comma-separated |ist of server pools for Policy Managed
dat abase"]
[ - dat abaseAr ea="Shared storage | ocation for database files"]
[-recoveryArea="Shared storage | ocation for recovery files"]
[-listenerPort="RAC Listener port"]

[
[
[
[

[ T indicates that the paraneter is optional

Options
* sourceTargetName

Enterprise Manager target name of the single-instance database to be converted
to a RAC database. Database versions 10.2.0.1.0 and above are supported for
conversion. The single-instance database target should exist on one of the nodes
of the cluster where the RAC database will be created, and the cluster should be
an Enterprise Manager target.
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sysdbaCreds

Named database credentials with SYSDBA privileges on the database to be
converted to a RAC database.

hostCreds
Named host credentials of the user who owns the Oracle home installation.
newOracleHome

RAC Oracle home location of the converted database. You only need to provide
this if different from the Oracle home of the single-instance database to be
converted.

racConfigType

RAC configuration type. Valid values are POLICY_MANAGED and
ADMIN_MANAGED. POLICY_MANAGED is valid only for database versions 11.2
or higher. The default is ADMIN_MANAGED if not provided.

nodeL.ist

List of valid node names for an ADMIN_MANAGED RAC database. It should
include the node where the single instance database to be converted exists. If not
provided, all the nodes in the cluster are used.

serverPoolList

Comma-separated list of server pool names for a POLICY_MANAGED RAC
database. Applicable only for database versions 11.2 or higher.

databaseArea

New location for data files of the RAC database. This location should be shared
across the nodes of the cluster. It can either be a Cluster File System location or
an Automatic Storage Management diskgroup. If not specified, the existing
database files should already be on shared storage, and files are not moved
during RAC conversion.

recoveryArea

Fast recovery area location of the RAC database. This location should be shared
across the nodes of the cluster. It can either be a Cluster File System location or
an Automatic Storage Management diskgroup. If not specified, the existing
recovery area location should already be on shared storage, and it does not
change during RAC conversion.

listenerPort

Port of the new RAC listener to be created for the new RAC database. If not
provided, the existing listener is used. This option is only applicable to 10.2 and
11.1 database versions. For 11.2 or higher database versions, this value is
ignored and the RAC database is always registered with the existing listener in the
Cloud Infrastructure home.

Examples
Example 1

entli convert_to_cluster_database -sourceTarget Nane=si db
-sysdbaCr eds=sysCreds - host Creds=host Creds racConfi gType=ADM N_MANAGED

Example 2
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entli convert_to_cluster_database -sourceTarget Nane=si db
-sysdbaCreds=sysCreds - host Creds=host Creds racConfi gType=POLI CY_MANAGED
-server Pool Li st =spl, sp2 - dat abaseAr ea=+DATA -recover yAr ea=+RECOVERY

5.4.74 create_aggregate_service

ORACLE

Defines an aggregate service: name and its sub-services. After the aggregate service
is created, you can edit it from the Enterprise Manager Cloud Control console to
configure performance and usage metrics to be collected and displayed.

Format

entli create_aggregate_service
-name=' name'
-type="type'
-avai | Type=SUB- SERVI CE| SYSTEM TESTS
-add_sub_servi ces="namel: typel; nane2: type2;..."
-avai | _eval _func=and| or
[ - host Nane=<host _nanme>
[-agent URL=<agent _url >
[-properties='pnanel| pval 1; pname2|pval 2;..."]
[-timezone_regi on=<gnt _of f set>]
[ - syst emane=<syst em nane>]
[-systentype=<system type>]
[ - keyconponent s=' keyconplname: keyconmplt ype; keyconp2nane: keyconmp2type;..."]
[ - beacons="bcnlnane: benli sKey; ben2nane: ben2i sKey; ... "]
[-input_file="tenplate: Tenplate file_name;[vars:Variables file_nanme]']
[-sysAvail Type=<avail ability_type>]

[ T indicates that the paraneter is optional

Options
°  name

Aggregate service name.
* type

Aggregate service type.
* availType

Sets availability to either sub-service, system-based, or test-based. Valid values
are SUB-SERVICE, SYSTEM, and TESTS.

If availability is set to SYSTEM, -systemname and -systemtype are required.

If availability is set to TESTS, -beacons, template file, and variables are required.
* add_sub_services

Sub-services list.
e avail_eval_func

Operator to evaluate availability. If "and" is used, all sub-services, tests, and
system-components must be up in order for this aggregate_service to be up. If "or"
is used, only one of the sub-services, tests, and system-components needs to be
up for this aggregate_service to be up.

* hostName
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Network name of the system running the Management Agent that is collecting data
for this target instance.

 agentURL

URL of the Management Agent that is collecting data for this target instance. If you
enter the host name, the Agent URL of the host is automatically entered in this
field.

° properties

Name-value pair (that is, prop_name|prop_value) list of properties for the service
instance.

* timezone_region

Accepts either long formats ("America/Los Angeles") or short formats ("PST"). If
you do not provide a time zone, the default OMS time zone is used.

* systemname

System name on which service resides.
* systemtype

Use emcli get_targets to obtain the system type for the system name.
* keycomponents

Name-type pair (that is, keyconp_nane: keyconp_t ype) list of key components in
the system that are used for the service.

« beacons

Name-isKey pairs that describe the beacons of the service. If isKey is set to Y, the
beacon is set as a key-beacon of the service. The service should have at least one
key beacon if the availability is set to test-based.

* input_file

Template file name is the XML file that includes the template definition. Variable
file defines the values for the template.

For more information about the input_file option, see -input_file Syntax Guidelines.
See below for an example of an XML file for this option.
* sysAvailType

Type of availability when the availType is system-based. Sets the availability to
either SYSTEM_TARGET_DIRECTLY or
SELECTED_COMPONENTS_OF A _SYSTEM.

If availability is set to SYSTEM_TARGET_DIRECTLY, the system needs to have
availability[status] defined. -systemname and -systemtype are required options.

If availability is set to SELECTED _COMPONENTS_OF A SYSTEM, -
systemname, -systemtype and -keycomponents are required options.

If availability is set to SYSTEM_TARGET_DIRECTLY and if the system does not
have availability[status] defined, the availability set is invalid. Therefore, the only
option that can be setis SELECTED_COMPONENTS_OF_A_SYSTEM.

Example

entli create_aggregate_service -name="M/ _Nange"
-type="aggregat e_service"
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-add_sub_servi ces="subl:typel; sub2: type2"
-avail _eval _func="and"

-avai | Type="SUB_SERVI CE"
-properties="propl|val uel; prop2| val ue2"
-timezone_regi on="PST"

XML for input_file Example

The following sample XML file creates a service test of name 'EM Console Service
Test' and of type 'Web Transaction'. It defines some properties, such as readTimeout,
Collection Interval, and so forth under the <properties> section, which are related to
this service test.

This service test has defined step information under <mgmt_bcn_step_with_props>.
The name of the step is '1.Access Logout page'. The URL to be monitored under this
step is https://myhost.in.domain.com:14513/em/console/logon/logoff?event=load,
which is defined under the properties section of the step.

This XML file also defines some threshold levels for this service test on the transaction
level under <txn_thresholds>. For the metric avg_response_time, it states that if the
metric value is greater than 6000.0, raise a warning alert, and if the metric value is
greater than 12000.0, raise a critical alert.

<?xm version = "1.0" encoding = 'UTF-8" ?> <transaction-tenpl ate

tenpl ate_type="aggregate_service" xm ns="tenpl ate">

<vari abl es>

<vari abl e name="HOST1" val ue="nyhost.in. domai n. conf/>

<variabl e name="PORT1" val ue="14513"/>

<vari abl e name="PROTOCOL1" val ue="https"/>

</vari abl es>

<transacti ons>

<ngnt _bcn_transacti on>

<ngnt _bcn_txn_with_props>

<ngnt _ben_txn description="Test for checking the availability of EM Consol e/ Wbsite"
is_representative="true" nanme="EM Consol e Service Test" nonitoring="true"
txn_type="HITP"/ >

<properties>

<property name="readTi neout" num val ue="120000. 0" prop_type="2" encrypt="fal se"/>
<property name="certValidationMbde" string_value="1" prop_type="1" encrypt="fal se"/>
<property name="maxDownl oadSi ze" num val ue="1. 0E8" prop_type="2" encrypt="fal se"/>
<property name="sensitiveVal uesProtection" string_value="0" prop_type="1"
encrypt="fal se"/>

<property name="failureStringhbdes" string_val ue="regul arText" prop_type="1"
encrypt="fal se"/>

<property name="UserAgent" string_value="Mzilla/4.0 (conpatible; MSIE 6.0; W ndows
NT 5.1) Oracl eEMAgent URLTi mi ng/ 3. 0" prop_type="1" encrypt="fal se"/>

<property name="successStringhbdes" string_val ue="regul arText" prop_type="1"
encrypt="fal se"/>

<property name="variabl esMbdes" string_val ue="url Encode" prop_type="1"

encrypt="fal se"/>

<property name="content" string_val ue="0" prop_type="1" encrypt="fal se"/>
<property name="Accept Language" string_val ue="en" prop_type="1" encrypt="fal se"/>
<property name="connectionTi meout" num val ue="120000.0" prop_type="2"

encrypt="fal se"/>

<property name="useCache" string_value="yes" prop_type="1" encrypt="fal se"/>
<property name="stringValidationMbde" string_value="1" prop_type="1"

encrypt="fal se"/>

<property name="granul arity" string_val ue="transaction" prop_type="1"

encrypt="fal se"/>

<property name="nuniThreads" numval ue="4.0" prop_type="2" encrypt="fal se"/>
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<property name="retries" numvalue="1.0" prop_type="2" encrypt="fal se"/>
<property name="tineout" numval ue="300000.0" prop_type="2" encrypt="fal se"/>
<property name="retrylnterval " numval ue="5000.0" prop_type="2" encrypt="fal se"/>
</ properties>

<per _bcn_properties/>

</ mgnt _ben_t xn_wi t h_props>

<steps_defn_wi th_props>

<ngnt _bcn_step_wi th_props>

<ngnt _bcn_step step_nunber="1" name="1. Access Logout page" step_type="HITP'/>
<properties>

<property name="req_node" numval ue="1.0" prop_type="2" encrypt="fal se"/>
<property name="http_method" string_value="G' prop_type="1" encrypt="fal se"/>
<property name="url" string_val ue="{PROTOCOL1}://{HOST1}: {PORT1}/en consol e/ | ogon/
| ogof f ?event =l oad" prop_type="1" encrypt="fal se"/>

</ properties>

</ ngnt _ben_step_wi th_props>

</ steps_defn_with_props>

<st epgroups_defn/ >

<t xn_t hreshol ds>

<ngnt _bcn_t hreshol d war ni ng_t hreshol d="6000. 0" war ni ng_oper at or =" 0"

critical _threshol d="12000.0" critical _operator="0" numoccurrences="1">

<ngnt _bcn_threshol d_key metric_name="http_response”

metric_col um="avg_response_time"/>

</ ngnt _ben_t hreshol d>

<mgnt _ben_t hreshol d war ni ng_t hreshol d="0. 0" war ni ng_oper at or ="1"

critical _threshol d="0.0" critical operator="1" numoccurrences="1">

<ngnt _bcn_threshol d_key netric_name="http_response" netric_col um="status"/>
</ ngnt _ben_t hreshol d>

</txn_t hreshol ds>

<step_t hreshol ds/ >

<stepgroup_t hreshol ds/ >

</ ngnt _bcn_transaction>

</transactions>

</transaction-tenpl at e>

5.4.75 create_assoc

ORACLE

Creates target association instances.

Format
Standard Mode

encli create_assoc
-assoc_type="associ ation type"
-sour ce="sour ce"
-dest ="destination_target"
[-separator="separator:attribute_name:character"]
[ - subseparat or ="subseparator:attribute_nane: character"]

Interactive (Script) Mode

create_assoc(
assoc_type="associ ation type"
, source="source"
, dest="destination_target"
[,separator="separator:attribute_nane:character"]
[, subseparat or ="subseparator:attribute_nane: character"]

)

[ 1 indicates that the parameter is optional
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Options
* source_type
Source target type.
* source
Source target.
* dest
Destination target.
* separator

By default, multi-value input attributes use a semicolon ( ;) as a separator.
Specifying this option overrides the default separator value.

Example: separat or="<attri bute_name=sep_char>" where attri bute_nane is
name of the attribute for which you want to override the separator character, and
sep_char is the new separator character.Example: separat or ="at t =#"

* subseparator

By default, multi-value input attributes use a colon ( : ) as a subseparator.
Specifying this option overrides the default subseparator value.

Example: subseparat or="<attri bute_nane=sep_char>" where attri bute_nane is
name of the attribute for which you want to override the separator character and
sep_char is the new subseparator character.Example: separat or ="at t =#"

# Note:

The name and owner options must be used together.

Exit Codes
0 indicates that the verb processing was successful.

Non-zero values indicate that the verb processing was not successful.

Example

This example creates an association of type cluster_contains from target
"abc_cluster:cluster” to targets "def.oracle.com:host" and "ghi.oracle.com:host":

entli create_assoc
-assoc_type="cl uster _contai ns"
-source="abc_cluster:cluster"
-dest ="def . oracl e. com host ; ghi . or acl e. com host"

For a list of allowed pairs, enterencli |ist_allowed_pairs .

5.4.76 create_blackout

Creates a scheduled blackout to suspend any data collection activity on one or more
monitored targets.
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Format

entli create_bl ackout
-name="nane"
-add_target s="nanmel: typel; nane2:type2;..."...
-reason="reason"
[-description="description"]
[-notification_only]
[-is_sla_required]
[-jobs_al | owed]
[-propagate_targets]
[-full_blackout _all _hosts]
[-dep_services_all]
-schedul e=
[frequency: once|interval | weekl y| nont hly| yearly];
duration:[HH ..][:mm..];
[start_time:yy-Mtdd HH mi;
[end_tine:yy-Mtdd HH mi;
[repeat: #n #h| #d| #W] ;
[months: #,#,...];
[days: #,#,...];
[tzinfo:specified|target|repository]
[tzoffset:#[-]1[HHA[:mi]

[tzregion:...]
[ T indicates that the paraneter is optional

Constraints on schedule arguments:

frequency: once

requires => duration or end_time

optional => start_time, tzinfo, tzoffset
frequency:interva

requi res => duration, repeat

optional => start_time, end_tinme, tzinfo, tzoffset
frequency: weekl y

requires => duration, days

optional => start_time, end_tinme, tzinfo, tzoffset
frequency: nont hly

requires => duration, days

optional => start_time, end_tinme, tzinfo, tzoffset
frequency: yearly

requires => duration, days, nonths

optional => start_time, end_tinme, tzinfo, tzoffset

Options
e name

Name of the blackout to create.
* add_targets

Targets to add to the blackout, each specified as t ar get _nane: target _type. You
can specify this option more than once.

e reason

Reason for the blackout. If you have SUPER_USER privileges (you are an Enterprise
Manager Super Administrator), any text string can be used for the reason. The
reason is added to the list of allowable blackout reasons if it is not already in the
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list. If you do not have SUPER_USER privileges, you must specify one of the text
strings returned by the get bl ackout _reasons verb.

description

Description or comments pertaining to the blackout. The description, limited to
2000 characters, can be any text string.

notification_only

When this option is specified, by default a notification blackout for planned
maintenance is created on the selected targets. Blackout duration is excluded from
Availability(%) calculations.

is_sla_required

When this option is specified, the notification blackout is created for unplanned
maintenance. Blackout duration is considered for Availability(%) calculations.

jobs_allowed

When you specify this option, jobs are allowed to run against blacked-out targets
during the blackout period. If you do not specify this option, jobs scheduled to be
run against these targets are not allowed to run during the blackout period. After a
blackout has been created, you cannot change the "allowed jobs" from either EM
CLI or the Enterprise Manager Cloud Control console.

propagate_targets

When you specify this option, a blackout for a target of type "host" applies the
blackout to all targets on the host, including the Agent. This is equivalent to
nodelevel in the emctl command. Regardless of whether you specify this option, a
blackout for a target that is a composite or a group applies the blackout to all
members of the composite or group.

full_blackout_all _hosts

When this option is specified, full blackout is enabled on all hosts included in this
blackout. A full blackout places the host and all targets on the host (including the
agent) under blackout. The propagate_targets option is implicitly enabled on
selecting this option.

dep_services_all

When this option is specified, all of the dependent targets of the targets selected
for blackout will also be blacked out.

schedule

Blackout schedule. Note that the "frequency" argument determines which other
arguments are required or optional.

schedule=frequency
Type of blackout schedule (default is "once").
schedule=duration

Duration in hours and minutes of the blackout (-1 means indefinite). Hours and
minutes each can be up to 6-digits long.

schedule=start_time

Start date/time of the blackout. The default value is the current date/time. The
format of the value is "yy-MM-dd HH:mm", for example: "2003-09-25 18:34"
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 schedule=end_time

Last date/time of the blackout. When "frequency" is weekly, monthly, or yearly,
only the date portion is used. When "frequency" is interval or once, the date and
time are taken into account. The format of the value is "yy-MM-dd HH:mm"; for
example: "2003-09-25 18:34"

* schedule=repeat

Time between successive start times of the blackout. The letter following the
number value represents the time units: "m" is minutes, "h" is hours, "d" is days,
and "w" is weeks.

 schedule=months

List of integer month values in the range 1-12. Each value must have a
corresponding "day" value to fully specify (month, day) pairs that indicate the
blackout starting days of the year.

* schedule=days

When "frequency" is weekly, this is a list of integer day-of-week values in the
range 1-7 (1 is Sunday). When "frequency" is monthly, this is a list of integer day-
of-month values in the range 1-31 or -1 (last day of the month). When "frequency"
is yearly, this is a list of integer day-of-month values in the range 1-31 or -1 (last
day of the month); in this case, the month is taken as the corresponding "month"
value for each (month, day) pair.

* schedule=tzinfo

Type of timezone. The t zi nf o argument is used in conjunction with t zof f set .
Available timezone types are: "specified" (offset between GMT and the target
timezone), "target" (timezone of the specified target), and "repository" (repository
timezone -- default setting when tzinfo is not specified). See - schedul e=t zof f set
for more information.

* schedule=tzoffset

Value of the timezone. When the t zi nf o argument is not specified or is
"repository”, the timezone value is the repository timezone. In this case, the

t zof f set argument must not be specified. Otherwise, the t zof f set argument is
required. When t zi nf o is set to "specified", the t zof f set argument specifies the
offset in hours and minutes between GMT and the timezone. When t zi nf o is set
to "target", the t zof f set argument specifies an integer index (the first is 1) into the
list of targets passed as arguments. For example, for a t zof f set setting of 1, the
timezone of the first target specified in the -add_t ar get s option is used.

Note that the timezone is applied to the start time and the end time of the blackout
periods. The timezones associated with each target are not taken into account
when scheduling the blackout periods (except that when t zi nf o is set to "target",
the specified target's timezone is used for the blackout times).

* schedule=[tzregion:<...>]

Time zone region to use. When you "specify" the tzinfo option, this option
determines which timezone to use for the blackout schedule. Otherwise, it is
ignored. It defaults to "GMT".

Examples

Example 1
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This example creates blackout bl for the specified target (dat abase?2) to start
immediately and last for 30 minutes.

entli create_blackout -name=bl -add_targets=dat abase2: oracl e_dat abase
-schedul e="duration:: 30"
-reason="good reasonl"

Example 2

This example creates blackout bl for the specified targets (dat abase2 and dat abase3)
to start at 2007-08-24 22:30 and last for 30 minutes. The timezone is the timezone for
the dat abase2 target.

entli create_blackout -name=bl
-add_t ar get s="dat abase2: or acl e_dat abase; dat abase3: or acl e_dat abase
-schedul e="frequency: once; start _time: 07-08- 24 22: 30; duration::
30;tzinfo:target:tzoffset: 1"
-reason="good reason4"

5.4.77 create_charge_entity type

Creates a custom entity type for an Enterprise Manager target type for which there is
no current Chargeback support. There can be only one custom entity type for the
specified Enterprise Manager target type.

Format

encli create_charge_entity_type
-target _type="target_type"

Options
e target_type

Name of the custom entity type.
Example

The following example creates a new Chargeback entity type named oracle_apache
for the Enterprise Manager Apache target type:

entli create_charge_entity_type
-target _type="oracl e_apache"

5.4.78 create_charge_item

ORACLE

Creates a custom charge item for Chargeback based on the properties specified in the
referenced file.

Format

entli create charge_item
-input_file="property file:filename"

Options

The option [-input_file] is the full path of a file that contains the item properties. The
following properties can be defined in the file:
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target_type

Target type to which the charge item applies.
source_data_type

Source data type. Valid values are metric, config, and property.
item_name

Name of the item.

metric_group

Metric group name as listed in | i st _i t em candi dat es. This is a required property
if source_data_type=metric.

metric_column

Metric column name as listed in | i st _i t em candi dat es. This is a required
property if source_data_type=metric.

config_view

Config view name as listed in | i st _i t em candi dat es. This is a required property if
source_data_type=config.

config_key

Config key name as listed in | i st _i t em candi dat es. This is a required property if
source_data_type=config.

config_column

Config column name as listed in | i st _i t em candi dat es. This is a required
property if source_data_type=config.

config_data_source

Data source of configuration metric. This is a required property if
source_data_type=config.

property

Property name as listed in | i st _i t em candi dat es. This is a required property if
source_data_type=property.

item_displayname
Item display name.
unit

Unit display name.

aggregation_type

Type of aggregation to use for this item. Applicable only if data type=number. Valid
values are sum and avg. Default value is avg.

is_config_condition
Item used conditionally in a charge plan. Valid values are 0, 1. Default value is 0.
item_category

Category of item. Default value is instance. Valid values are cpu, storage,
memory, network, and instance.

data_type
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Valid values are string and number. The default value is string for config and
property types, and number for metric type.

Examples
Example 1

This example creates a metric custom charge item that bases charges on the average
total of processes on a particular host:

encli create_charge_item-input_file="property file:/home/user/property file"
Contents of /home/user/property file
target _type=host
source_data_type=netric
i tem name=total _proc
metri c_group=Load
met ri c_col um=noCf Procs
i tem di spl aynane=Total Processes
uni t =process
aggregation_t ype=avg
i tem cat egor y=i nst ance
dat a_t ype=nunber

Example 2

This example creates a configuration custom charge item that can charge different
rates for various usage charge items based on the instance region:

entli create charge_item-input file="property file:/home/user/property file"
Contents of /hone/user/property file
target type=oracl e_dat abase
source_data_type=config
i t em nane=cust om confi g
confi g_vi ew=nyCust onCCS
confi g_key=regi on
config_col um=country
config_data_source=regionLi st.txt
i tem di spl ay_nane=Regi on of |nstance
i tem cat egory=i nstance
data_type=string

5.4.79 create_clone

ORACLE

Creates a new cloned database.

Format

encli create_clone
-inputFile="File containing properties required for cloning a database"

Options

* inputFile

The location and name of the file containing the properties required for cloning the
database.

5-123



Chapter 5
EM CLI Verbs

Example

The following example creates a cloned database using the options contained in
the /u01/files/create_cl one. props file:

entli create_clone -inputFile=/u0l/files/create_clone.props

5.4.80 create_compare_check

Creates a comparison check for the specified template and target type.

Format
There are three forms of the EM CLI create_compare_check command:

Latest conparison:

entli create_conpare_check
- name="<check_name>"
-tenpl at e="<t enpl at e_nane>"
-target _type="<target_type>"
- conpar e_t ype="L<ATEST>"
-target _nane="<target _name>"

Saved conpari son:

entli create_conpare_check
- name="<check_name>"
-tenpl at e="<t enpl at e_nane>"
-target _type="<target_type>"
- conpar e_t ype="S<AVED>"
-saved_gui d="<saved_gui d>"

Consi stency conpari son:
entli create_conpare_check
- name="<check_name>"
-tenpl at e="<t enpl at e_nane>"
-target _type="<target_type>"
- conpar e_t ype="C<ONSI STENCY>"
Options
e name
Name of the comparison check being created.
e template
Name of the template being used as the baseline for the comparison.
* target_type
Target type associated with the template.
e compare_type
Type of comparison. Values are:
— LorLATEST
— Sor SAVED
— Cor CONSISTENCY

+ target_name
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Name of the target.
* saved_guid

Name of the saved comparison.

Example

The following example creates the mycheckl comparison check using the 'Database
Instance Template'. The check is against the Oracle database target my_target. The
comparison type is L for latest.

entli create_conpare_check
-name="nycheckl"
-tenpl at e="Dat abase I nstance Tenpl ate"
-target _type="oracl e_dat abase"
-conpare_type="L"
-target _name="ny_target"

5.4.81 create_config_onetimecompare

ORACLE

Creates a one-time comparison for the specified template and target type.

Format

There are three forms of the create_config_onetimecompare command:

Latest conparison:
entli create_config_onetimeconpare
- name="<check_name>"
-tenpl at e_name="<t enpl at e_name>"
-target _type="<target_type>"
-conpare_type="L"
-ref _target_nanme="<tar get _name>"
-dest _target _|ist="<comma_separated_|list_of target_nanes>"

Saved conparison:
entli create_config_onetimeconpare

- name="<check_name>"

-tenpl at e_name="<t enpl at e_name>"

-target _type="<target_type>"

-conpare_type="S"

-saved_confi g_name=<saved_confi g_name>

-dest _target _|ist="<comma_separated_|list_of target_name>" | -
dest _saved_config_list="<comma_separated_|ist_of _saved_configuration>"

Consi stency conparison

entli create_config_onetimeconpare
- name="<check_name>"
-tenpl at e_name="<t enpl at e_name>
-target _type="<target_type>"
-conpare_type="C'
-ref _target_nane="<target _name>

Options
* name
Name of the one-time comparison.

e template_name
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Comparison Template name to be used for the one time comparison.
+ target_type
Target type of the one-time comparison.
e compare_type
Comparison type:
— L for latest comparison
— S for saved comparison
— C for consistency comparison
* ref_target_name
Reference target name of the one-time comparison.
* dest_target_list
Comma separated list of destination target names of the one-time comparison.
Can be used with the dest_saved_config_list option when the comparison type is
"S".
* saved_config_name
Saved configuration name of the target.
* dest_saved_config_list

Comma separated list of destination saved configuration names. Can be used with
the dest_target_list option when the comparison type is "S".

Examples
Example 1
The following example creates a one-time comparison for the Latest compare type.

entli create_config_onetimeconpare
-name="ny_check"
-tenpl ate_name="ny_tenpl ate"
-target _type="host"
-conpare_type="L"
-ref _target _nane="t arget nane"
-dest _target |ist="targetl,target2,target3"

Example 2
The following example creates a one-time comparison for the Saved compare type.

entli create_config_onetimeconpare
-name="ny_check"
-tenpl ate_name="ny_tenpl ate"
-target _type="host"
-conpare_type="S"
-saved_config_name="saved_config"
-dest _target |ist="targetl,target2,target3"

5.4.82 create _cost_centers

Creates one or more cost centers and associates them with respective organizational
entities.
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Standard Mode

entli create_cost_centers
cost-centers="cost center nang,entity nane"[;"cost center name,entity name";.]
[-tenant _nane="tenant nane"]

[ 1T indicates that the paraneter is optional.

Interactive or Script Mode

create_cost_centers
(cost-centers="cost center name,entity name"[;"cost center nane,entity nane";.]
[,tenant _nane="tenant nane"])

[ 1T indicates that the paraneter is optional.

Options
e cost_centers

Specifies one or more cost centers to create and associate with organizational
entities, which may be a line-of-business or a department. The organizational
entity must already exist. Use a comma to separate the cost center name from the
entity name.

° tenant_name

Specifies the name of the tenant to which the organizational entity associated with
the cost center belongs. Default is the tenant of the logged-in user.

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Examples
Example 1

The following example creates two cost centers, receivables and payables, both
associated with the accounting department.

entli create_cost_centers
-cost _centers="recei vabl es, account i ng; payabl es, accounti ng"

Example 2

The following example creates two cost centers, coders and testers, the former
associated with the development department and the latter associated with the QA
department. The organizational entities belong to the engineering tenant.

encli create _cost_centers
-cost _cent ers="coders, devel opnent ; testers, QA"
-tenant _nane="engi neering"

5.4.83 create_credential_set

Creates a new credential set. Only Enterprise Manager Super Administrators can
create new credential sets.
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Format

[]

entli create_credential _set

-set_name="set _name"

-target_type="ttype"
-supported_cred_types="supported_cred_types"
-nonitoring

[-auth_target _type = "authenticating_target_type"
[-description ="description]"

indicates that the paraneter is optional

Options

set_name

Credential set name to be created.
target_type

Target type of the new credential set.
supported_cred_types

Credential types supported by this credential set. You can list the available
credential types by using the command show_credential_type_info.

monitoring

Creates a monitoring credential set.

auth_target_type

Target type for the supported cred types. The default value is target_type.
description

Description of the credential set.

Example

This example creates a new credential set named New_Credential_Set.

encli create credential _set

-set _name=New Credential _Set

-target _type=host

- supported_cred_types=Host Cr eds; Host SSHCr eds
-description="Exanpl e credential set"

5.4.84 create_custom_plugin_update

Creates a custom plug-in update using a plug-in that is already deployed to a
Management Agent. Includes all of the patches that were applied to the source plug-in.
Use this in place of Oracle-supplied plug-in versions for all subsequent plug-in
deployments on any Management Agent.

ORACLE

Format

entli create_customplugin_update

-agent _nane="agent _nanme"
-plugi n_i d="pl ugin_id"
[-overwite]
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[ 1 indicates that the parameter is optional.

Options
* agent_name

Management Agent (host:port) on which the plug-in and its patches are deployed.
*  plugin_id

ID of the plug-in that should be used for creating the custom plug-in update. To
view a list of plug-ins deployed on a Management Agent, run ‘emcli
list_plugins_on_agent'.

e overwrite

Overwrites and updates an existing custom plug-in update, if a custom plug-in
update already exists for that plug-in in the repository. If not provided, the new
custom plug-in update is not created for that plug-in. Applies only for subsequent
plug-in deployments. Does not automatically redeploy on the Management Agents
where the source plug-in was previously deployed. To redeploy on such
Management Agents, run ‘emcli redeploy_plugin_on_agent'.

Examples
Example 1

The following example creates a custom plug-in update for the or acl e. sysnan. db
plug-in that is already deployed on the Management Agent named host . exanpl e. com
If a custom plug-in update already exists for the or acl e. sysman. db plug-in, then the
command does not overwrite it, and therefore, does not create a new custom plug-in
update.

entli create_customplugin_update
-agent _nanme="host . exanpl e. conf
-plugi n_i d="oracl e. sysman. db"

Example 2

The following example creates a custom plug-in update for the or acl e. sysnan. db
plug-in, which is already deployed on the Management Agent named

host . exanpl e. com by overwriting and updating the custom plug-in update that already
exists for the or acl e. sysman. db plug-in in the repository.

entli create_customplugin_update
-agent _nane="host . exanpl e. conf
-plugi n_i d="oracl e. sysman. db"
-overwite

5.4.85 create_database

ORACLE

Creates a database.

Format

entli create_database
[-dbType="t ype_of _dat abase"]
[-host Target s="list_of _host_targets"]
[-cluster="cluster_target_nane"]
-oracl eHome="0Or acl e_Hone_| ocati on"
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- gdbNane="gl obal _dat abase_nane"

-t enpl at eNane="pat h_and_di spl ay_name_of _the_software_library_entity"
-host Creds="naned_credential _for_OS user"
-sysCreds="named_credential _for_SYS user"
-systenCreds="naned_credential _for_SYSTEM user"

-dbsnnmpCr eds="naned_credential _f or _DBSNWP_user"

-sid="dat abase_system.identifier"]

-racConfi gType="RAC configuration_type"]

- nodeLi st =" conma- separ at ed_node_nanes" ]

-server Pool Li st ="comma- separat ed_| i st_of _server_pool s"]

- newSer ver Pool =" new_server_pool _name_and_cardinal i ty"]
-racOneServi ceName="servi ce_nane_f or _RAC one- node_dat abase"]
-tenpl at el nSwl i b="TRUE| FALSE"]

-tenpl at eSt ageLocati on="tenporary_directory_on_agent _side"]
-storageType="FS| ASM']

-dat aFi | eLocation="Location_of _data files "]
-recoveryArealocati on="Fast _Recovery_Area_| ocation "]

- enabl eAr chi vi ng]

-useOWF]

-listeners="comm-separated_|ist_of |isteners_database"]
-newLi stener="new | i stener_and_port"]

— e e e e e e e e — — — —

indicates that the paraneter is optional

Options

dbType
Type of database that needs to be created. Valid values are:

— SINGLE_INSTANCE —To create a database on one particular host or a list of
hosts.

— RAC — To create a cluster database on multiple nodes.
— RACONE — To create a RAC One-node database.
RAC and RACONE require the use of the cluster option.
hostTargets

Comma-separated list of host targets where a single-instance database needs to
be created. This is a mandatory option for a SINGLE_INSTANCE database.

cluster

Cluster target name for the RAC database on which a cluster needs to be created.
The target name should be valid and should have at least one node attached to
the target. This is a mandatory option for RAC and RACONE databases.

oracleHome

Oracle home of the host targets or cluster target. The Oracle home should be
present in all of the targets.

gdbName

Global database name of the database.

templateName

Fully-qualified path and display name of the software library entity.
hostCreds

Named host credentials of the user who owns the Oracle Home installation.
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sysCreds

Named database credentials to be used to create the SYS user.
systemCreds

Named database credentials to be used to create the SYSTEM user.
dbsnmpCreds

Named database credentials to be used to create the DBSNMP user.
sid

Database system identifier., which can be a maximum length of 12 for

SINGLE_INSTANCE, 8 otherwise. This should be alphanumeric, with the first
character being an alpha character.

racConfigType

RAC configuration type. Valid values are:

— POLICY_MANAGED

— ADMIN_MANAGED

The default is ADMIN_MANAGED if not provided.
nodeList

List of valid node names for ADMIN_MANAGED RAC databases. If not provided,
all the nodes for the given cluster target are used.

serverPoolList

Comma-separated list of server pool names for POLICY_MANAGED RAC
databases.

newServerPool

# Note:

You can either use serverPoolList or newServerPool, but not both. For
newServerPool, cardinality is mandatory and should be a positive integer
greater than 0.

racOneServiceName
Service name for the RAC One Node database.
templatelnSwlib

Boolean value stating whether the template is from the software library. Valid
values are TRUE if the template is from the software library, otherwise FALSE.
The default is FALSE if you do not provide this option.

templateStagelLocation

Fully-qualified path to where the template should be staged on the host target.
storageType

Type of storage preferred for the database. Valid values are:

— FSfor File System. This is the default if the option is not provided.
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— ASM for Automatic Storage Management.
» dataFileLocation

Location of the data files.
* recoveryArealocation

Fast Recovery Area location.
* enableArchiving

Indicates whether archiving of the database is required. Valid values are TRUE if
archiving is required, otherwise FALSE. The default is FALSE.

* useOMF
Indicates whether to use Oracle Managed Files.
* listeners

Comma-separated list of listeners (name:port) to register the created database.
This is for the SINGLE_INSTANCE database type only, and will be ignored for a
RAC database.

 newListener

New listener (name:port) creates a new listener and registers the database. This is
for the SINGLE_INSTANCE database type only, and will be ignored for a RAC
database.

Examples
Example 1

entli create_database -oracl eHone=/u01/ app/ oracl e/ product/11. 2. 0/ dbhonme_2 -
gdbNane=t est RACO i - host Creds=cl ust er _naned -sysCreds=sys -systenCreds=system -
dbsnmpCr eds=dbsnnp
-t enpl at eNanme=/ u01/ app/ or acl e/ product/ 11. 2. 0/
dbhonme_2/ assi stant s/ dbca/ t enpl at es/ Gener al _Pur pose. dbc - dbType=RAC -cl ust er=cl uster1
-dat aFi | eLocation=/u01/share/oradata -
recover yArealocation=/u01/share/fra

Example 2

entli create_database -oracl eHone=/u01/ app/ oracl e/ product/ 11. 2. 0/ dbhome_2 -
gdbNane=t est dbee -host Creds=cl ust er_named

-sysCreds=sys -systenCreds=syst em - dbsnnpCr eds=dbsnnp -
t enpl at eName=/ u01/ app/ or acl e/ product/ 11. 2. 0/
dbhonme_2/ assi st ant s/ dbca/ t enpl at es/ Gener al _Pur pose. dbc

-dbType=RAC -cl uster=cl usterl -racConfigType=POLI CY_MANAGED -
newSer ver Pool =spl: 2

5.4.86 create_database size

ORACLE

Specify a database size that overrides values specified in the service template.

Format

entli create_database_size -nane="<size name>"

-description="<size description>"

[-attributes="cpu: <nunber of cores>; nenory: <menory in GB>; processes: <max nunber of
processes>; storage: <Total Storage in GB allocated to database>;"]
[-source_type="Profile Source"]
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[ 1 indicates that the parameter is optional.

Note: Use one or more attributes to specify the database size. The different attributes
must be separated by a semicolon (; ). Attributes specified using the database_size
verb override values specified in the service template.
Options
* name
Creates a name for the database size.
» description
Creates a description for the database size.
e attributes

Defines the database size. Attributes must be separated by a semicolon(;). You
can specify values for the following attributes:

cpu: Total number of cpu cores.
memory: Total maximum in GB.

processes: Total number of processes that can simultaneously connect to the
database.

storage: Total storage that is allocated to the database (in GB)

Example

The following example creates a database size named Small with a maximum of four
CPUs, 50 GB of storage, and 4 GB of memory.

encli create_database_size
-name=Smal |
-description="Smal| size database"
-attributes="cpu: 4; storage: 50; menory: 4"
-sour ce_t ype="webl ogi c_domai n"

5.4.87 create_dbaas_quota

ORACLE

Creates a database quota for an SSA user role.

Format

entli create_dbaas_quota
-rol e_name="<SSA user rol e nane>"
- dat abases="<nunber of database requests>"
-schema_servi ces="<number of schema service requests>"
- pl uggabl e_dat abases="<nunber of Pl uggabl e database service requests>"
- menor y="<nenor y( GB) >"
- st orage="<st or age( GB) >"

[ 1 indicates that the paraneter is optional.
Options

* role_name

Name of the SSA user role for which the quota is to be created.
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» databases
Number of database service requests allowed. For example, for 10 requests enter:
- dat abases="10"

* schema_services
Number of schema service requests allowed. For example, for 10 requests enter:
-schena_servi ces="10"

* pluggable_databases

Number of pluggable database service requests allowed. For example, for 10
requests enter:

- pl uggabl e_dat abases="10"
°* memory
Amount of memory usage allowed. For example, for 10 GB enter:
- menor y="10"
* storage
Amount of storage usage allowed. For example, for 10 GB enter:

-storage="10"

Example
This example assigns the quota for the role My Role:

entli create_dbaas_quota
-rol e_name="M Rol e"
- dat abases="10"
-schema_servi ces="10"
- pl uggabl e_dat abases="10"
- menor y="99"
-storage="99"

5.4.88 create_dbprofile

Creates a new database profile.

Format

encli create_dbprofile
-input_file=data:"file:path"
[-schedul e=
[frequency:interval | weekl y| nont hly| yearly];
start_time:yy-Mtdd HH: nm
end_tine:yy-MWdd HH: mm
[repeat: #n];
[mont hs: #, #, #,...];
[days: #, #,#,...];
[tz:{timezone ID}];
[ grace_period: xxx];

]
[ - purge_pol i cy=DAYS| SNAPSHOTS: nunber ]

[ 1 indicates that the paraneter is optional.
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Options

input_file

A property file which completely describes the type of profile that will be created
and the options used.

schedule

frequency: Frequency type with which the Database Profile will be created. It can
be interval (in minutes), weekly, monthly or yearly

start_time: Denotes the starting time of Database Profile Component creation in
the format yy-MM-dd HH:mm

end_time: Denotes the end time of Database Profile Component Creation
Repetition in the format yy-Mm-dd HH:mm

repeat: Repetition rate at which Database Profile will be created. If the frequency
is interval, then repeat will be in minutes

months: Number of months after which repetition of Database Profile Component
Creation will occur

days: Number of days after which repetition of Database Profile Component
Creation will occur

tz: Time Zone ID for example tz:America/New_York

grace_period: A period of time in minutes that defines the maximum permissible
delay when attempting to create a Databasse Profile. If the job system cannot start
the execution within a time period equal to the scheduled time + grace period, it
will set the create Database Profile to be skipped.By default, grace period is
indefinite

purge_policy

You can purge the collected data based on number of days or count of snapshots.
If you do not specify purge_policy, it is defaulted to NONE. Allowed values: DAYS,
SNAPSHOT

DAYS specify the number of days after which the data component should be
purged.

SNAPSHOT specify the count or number of data components, after which older
data will be purged

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Example

The following example creates a new database profile based on the property file
"profile.txt" with the specified schedule and purge policy.

encli create_dbprofile -input_file="data:/tnp/profile.txt" -
schedul e="frequency:interval ;start_time:14-10-05 05: 30; end_ti ne: 14- 10- 12
05: 23; repeat : 30; grace_period: 60; t z: Ameri ca/ New_York" -purge_pol i cy=DAYS: 2
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5.4.89 create_diag_snapshot

Creates a diagnostic snapshot for specified targets.

ORACLE

Format

entli create_diag_snapshot

[]

- nane=<name>
-desc=<descri pti on>

-start_tinme=<yyyy/ M dd HH m

-end_ti me=<yyyy/ W™ dd HH. m®

-target s=<typel: nanel;type2: name2; .>
-diag_type_odl _target_types=<typel;type2; ..>]
-diag_type_odl _online_|l ogs=<true|fal se>]
-diag_type_odl _of fline_l ogs=<true|fal se>]
-diag_type_jvnd_target _types=<typel;type2; ..>]
-diag_type_jvmd_properties="<pnanel: pval 1; pnane2: pval 2; ..>"]
- debug]

indicates that the paraneter is optional

Options

name

Name of diagnostic snapshot to be created. Make sure that a diagnostic snapshot
does not exists for the specified name.

desc
Description of the diagnostics snapshot.
start_time

Start time for collecting the logs. The snapshot will contain all logs between the
start time and end time. Make sure that the duration is valid for the snapshot.

end_time

End time for collecting the logs. The snapshot will contain all logs between the
start time and end time. Make sure that the duration is valid for the snapshot.

targets

Target type and target name list for the snapshot. This list can contain all targets
for the specific system. User can choose specific target types in optional options
for selected diagnostic types.

diag_type_odI_target_types

Target type list for the Oracle Diagnostic Logging (ODL) diagnostic type. You can
select a subset of target types from the target list for snapshot creation.

diag_type_odl_online_logs

By default, online logs are collected for a snapshot. You can choose to collect
online, offline, or both logs for the Oracle Diagnostic Logging (ODL) diagnostic

type.
diag_type_odlI_offline_logs
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By default, offline/archive logs are not collected for a snapshot. You can choose to
collect online, offline, or both logs for the Oracle Diagnostic Logging (ODL)
diagnostic type.

- diag_type_jvmd_target_types

Target type list for the JVMD diagnostic type. You can select a subset of target
types from the target list for snapshot creation.

» diag_type_jvmd_properties
Properties list to collect logs for the JVMD diagnostic type.
* debug

Runs the verb in verbose mode for debugging purposes.

Examples
Example 1

This example creates a snapshot for EMGC_DOMAIN and EMGC_OMSL1 targets with
offline logs. The target types (weblogic_domain and weblogic_j2eeserver) belong to
the Oracle Diagnostic Logging (ODL) diagnostic type.

entli create_diag_snapshot
—-nanme=wl s_snapshot
—desc= “Snapshot for Wbl ogi ¢ Domains and Server"
-start_date="2012/10/02 10: 30"
-end_dat e="2012/ 10/ 03 22: 30"
—t arget s="webl ogi c_domai n: / EMC_EMSC_DOVAI N/ EMSC_DOVAI N;
webl ogi c_j 2eeserver: |/ EMSC_EMSC DOVAI N EMGC_DOVAI N/ EMGC_OVB1"

Example 2

This example creates a snapshot for the weblogic_j2eeserver target type with offline
logs. You can filter the target types on top of the target list.

entli create_diag_snapshot
—-nane=wl s_snapshot
—desc="Snapshot for Wbl ogi ¢ Domai ns and Server"
—-start_date="2012/10/02 10: 30"
-end_dat e="2012/ 10/ 03 22: 30"
—target s="webl ogi c_domai n: / EM3C_EM3C_DOVAI N EMSC_DOVAI N;
webl ogi c_j 2eeserver:/ EMGC_EMGC_DOVAI N EMGC_DOVAI N EM3C_OWVS1;
webl ogi c_j 2eeserver:/ EMGC_EMGC_DOVAI N EMGC_DOVAI N EMGC_ADM N_SERVER'
-diag_type_odl _target types="webl ogi c_j 2eeserver"
-diag_type_odl _offline_|ogs=true

5.4.90 create_fmw_domain_profile

ORACLE

Creates a Fusion Middleware provisioning profile from a WebLogic Domain.

Format

encli create_fmv domain_profile
-name="profil e_nanme"
-ref _target="reference_target_nane"
[-description="profile_description"]
[-oh_cred="0Cracl e_home_owner _credential s"]
[-incl udeOn]
[-schedul e=
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start_time:yyyy/ W dd HH mm
[tz:{java_timezone_| D}];
[grace_period: xxx];

]

indicates that the paraneter is optional

Options

name
Name of the profile to be created.
ref_target

Name of the WebLogic Domain target to be used as a reference to create the
profile.

description

Description of the profile to be created.

oh_cred

Named credential to be used to access the reference host. The format is:

CREDENTI AL_NANE: CREDENTI AL_OWKER

All operations are performed on the Administration Server host. Credentials of the
Oracle Home owner on the Administration Server host are required. If no named
credential is provided, preferred host credentials for the Oracle Home target are
used.

includeOh
Includes the Oracle Home binaries in the profile.
schedule

Schedule for the Deployment Procedure. If not specified, the procedure executes
immediately.

— start_time: Time when the procedure should start.
— tz: Time zone ID.

— grace_period: Grace period in minutes.

Examples

Example 1

This example creates a WebLogic Domain profile for the specified schedule from the
given WebLogic Domain target using preferred credentials.

encli create_fmv domain_profile

-nanme="Bi t | essDonai nProfile"

-ref _target="/FarnD1_base_domai n/ base_domai n"

-description="A domain profile without software bits"

-schedul e="start _time:2014/6/21 21:23;tz: Ameri ca/ New_York; grace_peri od: 60"

Example 2

This example immediately creates a WebLogic Domain plus Oracle Home from the
given WebLogic Domain target using given named credentials.
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encli create_fmv domain_profile

-name="Domai nProfileWthBits"

-ref _target="/Farn0l_base_domai n/ base_donai n"
-oh_cred="MY_HOST_CRED: SYSMAN'

-incl udeCh

5.4.91 create_fmw_home_profile

Creates a Fusion Middleware provisioning profile from an Oracle Home.

Format

entli create_fmv home_profile

[]

-name="profile_name"
-ref _target="reference_target_nane"
[-description="profile_description"]
[-oh_cred="0racl e_honme_owner _credential s"]
[-schedul e=
start_tinme:yyyy/ WM dd HH mm
[tz:{java tinezone |ID}];
[grace_peri od: xxx];

]

indicates that the paraneter is optional

Options

name
Name of the profile to be created.

ref_target

Name of the Oracle Home target to be used as a reference to create the profile.
description

Description of the profile to be created.

oh_cred

Named credential to be used to access the reference host. The format is:

CREDENTI AL_NAVME: CREDENTI AL_OMNER

If no named credential is provided, preferred host credentials for the Oracle Home
target are used.

schedule

Schedule for the Deployment Procedure. If not specified, the procedure executes
immediately.

— start_time: Time when the procedure should start.
— tz: Time zone ID.

— grace_period: Grace period in minutes.

Examples

Example 1

ORACLE
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This example creates a profile on the specified schedule from the given Oracle Home
target using preferred credentials.

encli create_fmw hone_profile
-name="ChProfilel"
-ref _target="/FarnD1_base_donai n/ base_domai n"
-description="An Oracle Home profile"
-schedul e="start _time:2014/6/21 21:23;tz: Ameri ca/ New_York; grace_peri od: 60"

Example 2

This example immediately creates a profile from the given Oracle Home target using
given named credentials.

encli create_fmv home_profile
-name="ChProfi | e2"
-ref _target="WebLogi cServer_10. 3. 6. 0_nyhost . nyconpany. com 5033"
-oh_cred="MY_HOST_CRED: SYSMAN'

5.4.92 create_gold_agent_image

ORACLE

Creates a Management Agent gold image using the specified source Management
Agent or by importing an already created image from another Enterprise Management
System.

Format

entli create_gol d_agent _i mage
-i mage_nane="gol d_i mage_nange"
-versi on_nanme="gol d_i mage_versi on_nang"
-source_agent | -import_l ocation="source_agent|inport_| ocation"
[-gol d_i mage_descri ption="gol d_i mage_descri ption"]
[-working_directory="working_directory_| ocation"]
[-config_properties=" agent_configuration_properties"]

[ 1 indicates that the parameter is optional

Options

* image_name

Specifies the gold image name to which the created Management Agent gold
image must be added.

e version_name
Specifies the version name of the Management Agent gold image.
* source_agent

Specifies the Management Agent that must be used as the source to create the
Management Agent gold image. To view a list of the Management Agents that can
be used as a source to create a gold image, run encli get_targets -
target="oracle_end".

e import_location

Specifies the location where gold agent image software is staged for creating the
gold agent image version and is accessible from all OMSes.

e gold_image_description

Provides a description of the Management Agent gold image.
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e working_directory

Specifies the working directory that must be used to create the Management
Agent gold image. The default working directory is $AGENT | NSTANCE_HOVE/
install.

» config_properties
Specifies the Management Agent configuration properties separated by ";" that
must be captured while creating the Management Agent gold image.

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Examples
Example 1

The following example creates a Management Agent gold image
OPC_AGI_DB_JUL_13, using example.com:3872 as the source Management Agent,
and adds the gold image version to the gold image OPC_DB_MONITORING:

entli create_gol d_agent _i mage
-sour ce_agent =exanpl e. com 3872 -versi on_nanme=0PC_AG _DB_JUL_13 -
i mge_nanme=0PC_DB_MONI TORI NG

Example 2

The following example creates a Management Agent gold image
OPC_AGI_DB_JUL_13, using example.com:3872 as the source Management
Agent, /tmp as the working directory, and adds the gold image version to the gold
image OPC_DB_MONITORING:

entli create_gol d_agent _i mage
- sour ce_agent =exanpl e. com 3872 -versi on_name=0PC_AG _DB JUL_13 -
i mge_name=0PC_DB_MONI TORI NG - wor ki ng_di rect ory=/tnp

5.4.93 create_group

ORACLE

Defines a group name and its members. After you create the group, you can edit it
from the Enterprise Manager Cloud Control console to configure Summary Metrics to
be displayed for group members.

Standard Mode

entli create_group
- name="nane"
[ -type=<group>]
[-add_t arget s="nanel:typel; nanme2: type2;..."]...
[-is_propagating="true/false"]

[ T indicates that the paraneter is optional

Interactive or Script Mode

create_group
(name="nane"
[, type=<group>]
[, add_target s="nanel:typel; nanme2:type2;..."]...
[,is_propagating="true/false"])
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[ 1 indicates that the parameter is optional

Options
* name
Name of the group.
e type
Group type: group. Defaults to "group".
* add_targets

Add existing targets to the group. Each target is specified as a name-value pair
target _name:target_type. You can specify this option more than once in
Standard Mode.

* is_propagating
Flag that indicates whether or not privilege on the group will be propagated to
member targets. The default is false.

Example

This example creates a database-only group named db_gr oup. This group consists of
two Oracle databases: enp_rec and payrol | .

entli create_group
-name=db_group
-add_targets="enp_rec: oracl e_dat abase"
-add_targets="payrol | : oracl e_dat abase"

5.4.94 create_inst_media_profile

ORACLE

Defines a group name and its members. After you create the group, you can edit it
from the Enterprise Manager Cloud Control console to configure Summary Metrics to
be displayed for group members.

Standard Mode

entli create_inst_nedia profile

-name="profil e_name"
-host ="host _target"
-versi on="nedi a_versi on"
-platforn"nedi a_pl atfornf
[-description="profile_description"]
[-host _cred="Oracl e_hone_owner _credential s"]
-files=

VebLogi c: W.SFi | el;

SOA: SOAFi | el, SOAFi | e2;

OSB: OSBFi | e;

RCU: RCUFi | €;

[ T indicates that the paraneter is optional

Options

° name
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Name of the profile to be created.
* host
Name of the host target that where all of the installation files are stored.
* version
Version of the installation media.
e platform
Platform for which the installation media is applicable.
* description
Description of the profile to be created.
* host_cred
Named credential to be used to access the files. The format is:
CREDENTI AL_NAME: CREDENTI AL_OWNER.
If you do not provide a named credential, preferred host credentials for the Oracle
Home target are used.
o files

List of files to be uploaded to the Software Library. Acceptable products are
WebLogic, SOA, OSB and RCU. An upload for WebLogic is mandatory. The
format is:

PRODUCT1: FI LE1, FI LE2; PRODUCT2: FI LE3, FI LE4

Examples
Example 1

This example uploads the installation media file for the WebLogic Server to the
Software Library from the given location on the given host. Preferred host credentials
will be used to access the files.

encli create_inst_nedia_profile
-name="\¢bLogi c1036l nstal | er"
-host =" myhost . nyconpany. conf'
-description="WebLogic Server 10.3.6.0 installer"
-version="10. 3. 6.0"
-pl at f or m=" Generi c"
-files="WebLogi c:/u01/ medi a/ webl ogi ¢/ W s1036_generic.jar"

Example 2

This example uploads the installation media files for SOA and the WebLogic Server to
the Software Library from the given location on the given host. The provided named
credentials are used to access the files.

entli create_inst_nedia profile
-nane="SOA+W.SI nstal | er"
-host =" nyhost . nyconpany. cont
-description="SOA 11.1.1.7.0 and WebLogi ¢ Server 10.3.6.0 installer"”
-version="11.1.1.7.0"
-pl at f or m=" Generi c"
-host _cred="M_HOST_CRED: SYSMAN'
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-files="WebLogi c:/u0l/ nedi a/ webl ogi ¢/
w s1036_generic.jar; SOA: /u0l/ nedi a/ soa/ soal. zi p, / u01/ nedi a/ soa/ soa2. zi p"

5.4.95 create_jeeappcom

ORACLE

Creates a Java EE Application Component in the software library. On successful
creation, the entity revision is displayed under the specified folder in the software
library.

This entity has not been uploaded yet, use the verb upload_jeeappcomp_file to upload
it to the software library.

Format

entli create_jeeappconp

-name="entity_name"

-fol der_id="fol der_id"
-desc="entity_desc"]
-attr="<attr name>: <attr val ue>"]
- prop="<prop nanme>: <prop val ue>"]
-secret_prop="<secret prop nane>:<secret prop val ue>"]
-note="note text"]

[ T indicates that the paraneter is optional

Options
*  name

Name of the entity.
« folder_id

ID of the folder where the entity will be created. The Software Library Home page
exposes the identifier for folders and entities as a custom column called Internal
ID. By default, this column is hidden.

 desc

A short description about the entity. The new description is visible to all existing
revisions.

e attr

A name:value pair for specifying the attributes of an entity. It is represented as
"attr_name:attr_value". For specifying values for multiple attributes, repeat the -
attr option.

*  prop

A name:value pair for specifying the configuration properties of an entity. It is
represented as prop_name:prop_value. For specifying values for multiple
properties, repeat the option.

e secret_prop

A name:value pair for specifying the configuration property and its secret value. Do
not provide the secret value on the command line. Instead, enter the property
name and press the Enter key. Provide the secret value when you are prompted
for it.

e note
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Information related to the entity such as changes being made to the entity or
modification history that you want to track.

Examples
Example 1

Creates a Java EE Application component called "myJeeAppComp' in the folder
identified by folder_id. You can find the folder ID using the custom column called
Internal ID available on the Software Library home page. Note that this column is
hidden by default.

entli create_jeeappconp
- name="nyJeeAppConp"

fol der_ id="oracl e: defaul t Service: em provi si oni ng:
1: cat : B13B3B7B086458CFE040E80A19AA560C"
+E34
Example 2

Creates entity named 'myJeeAppComp' in the folder identified by folder_id with a short
description about the entity. Entity attributes such as PRODUCT,
PRODUCT_VERSION, and VENDOR are specified. Value for the DEFAULT_HOME
configuration property is also specified. A note that includes information related to the
entity is included.

The identifier of the newly created entity revision will be printed on the standard output.

entli upl oad_j eeappconp_file
entli create_jeeappconp
- nane="nyJeeAppConp"
fol der _i d="oracl e: def aul t Servi ce: em provi si oni ng:
1: cat : B13B3B7B086458CFE040E80A19AA560C"
- desc="myJeeAppConp description"
-at tr="PRODUCT: JEEApp"
-at tr="PRODUCT_VERSI ON: 3. 0"
-attr="VENDOR Vendor"
- prop="DEFAULT_HOME: / u01/ myJeeAppConp3/ "
-not e="myJeeAppConp for test servers"

5.4.96 create_job

ORACLE

Creates and schedules a job. This verb supports multi-task jobs.

# Note:

EM CLI permits OS Script jobs to be run against database targets by setting
the targetType property for -input_file in the create_job verb. For example:

tar get Type=or acl e_dat abase

You can set other target types similarly.

EM CLI supports the following job types:

ASMBQLScr i pt
ASSOCI ATE_CS_FA
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ASSCCI ATE_DOVAI N_FA
Associ at eC ust er ASM

Bl ockAgent

Coher enceCacheAddi ti on
Coher enceNodesRef resh
Config Log Archive Locations
DoMachi neDashboar d

Di scover PDBEntities

Fusi onM ddl ewar eProcessCont r ol
A assFi shProcessCont r ol

I nst al | Ker nel Modul eJob
Log Rotation

OSCommand

Opat chPat chUpdat e_PA
RVANScr i pt

Ref r eshFr onEMSt or e

Ref reshFrom\et al i nk

Ref r eshFusi onl nst ance
SOABul kRecovery

SQ.Scri pt

Shut downDB

St art Depar t edCohNodes

St art Depar t edCohSt or eNodes
St art Fusi onl nst ance
StartupDB

St at spackPur ge

St opFusi onl nst ance
Upgrade Exal ogi ¢ Systens
\\ebLogi ¢ Domai n Di scover
\ebLogi ¢ Domai n Refresh
WLSTScri pt

# Note:

Not all job types support all target types. Use describe_job_type to determine
which target types are supported for a given job type.

Format

entli create_job
-input_file=property file:"filename"
[ - name="j ob_nane"]
[-type="job_type"]

[ T indicates that the paraneter is optional

Options
¢ name

Name of the job.
* job_type

Name of the job type. You can obtain a template property file for the job type by
using the describe_job_type verb.

* input_file
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Provide the file name to load the properties for creating and scheduling the job.
The property file must be accessible to the EM CLI client for reading. Another job
of the same job type could also be used to generate the property file using the EM
CLI verb describe_job.

For more information about the input_file option, see -input_file Syntax Guidelines.

Example

This example creates and schedules a job with name MYJOB1 and job type
MyJobTypel with the property file present at location /tmp/myjob1_prop.txt.

encli create_job -name=MYJOBL -job_type=MyJobTypel -input_file="property file:/tnp/
myj obl_prop.txt"

5.4.97 create_job_from_library

Creates a job using a library job as a template. This verb supports multi-task jobs.

ORACLE

Format

encli create_job_fromlibrary

[]

-lib_job_name="library_job_name"
- name="new_j ob_nane"

-owner="l1ibrary_job_owner"]
-input_file=property file:"filename"]
- appendt ar get s]

indicates that the paranmeter is optional

Options

lib_job_name
Library job to use as a template.
owner

Owner of the job. When this option is not specified, the default job owner is the
logged in Enterprise Manager administrator.

name

Name of the new job to be created. You can also specify the name in the property
file. If no name is specified, a name is generated from the name of the library job.

input_file
"filename" can be provided to load the properties for creating the job.

If you specify a property file, the values in the property file override or append to
existing values in the library job. If you do not specify a property file, the library job
is submitted unchanged.

For more information about the input_file option, see -input_file Syntax Guidelines.
appendtargets

Appends targets in the property file to existing targets in the library job. Otherwise,
library job targets are overwritten by targets in the property file if they are
specified.
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Examples
Example 1
This example creates a job named MYJOB based on the library job MYLIBJOBL.

encli create_job _fromlibrary -1ib_job_name=MYLI BJOBL - nanme=M/Job

Example 2

This example creates a job named MYJOB2 based on the library job MYLIBJOBL1.
Properties in /tmp/myjob1_prop.txt will override library job settings.

entli create job fromlibrary -lib_job_name=MYLI BJOBL - nane=MyJobh2 -
input_file=property file:/tnp/nyjobl prop.txt

5.4.98 create_library job
Creates a library job. This verb supports multi-task jobs.

Format

encli create_library_job
[ - name="j ob_nane"]

[-type="job_type"]
-input_file=property file:"filename"

[ T indicates that the paraneter is optional

Options
° name
Name of the job.

. type

Name of the job type. You can obtain a template property file for the job type by
using the describe_job_type verb.

* input_file

Provide the file name to load the properties for creating the library job. The
property file must be accessible to the EM CLI client for reading. Another library
job of the same job type could also be used to generate the property file using the
EM CLI verb describe_library_job.

For more information about the input_file option, see -input_file Syntax Guidelines.

Example

This example creates a library job with the name MYLIBJOB1 and job type
MyJobTypel with the property file present at location /tmp/myjobl_prop.txt.

encli create_library_job -name=MYLIBJOBL -job_type=M/JobTypel
-input _file="property_file:/tnp/myjobl_prop.txt"
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5.4.99 create_mw_profile
Creates a non-Oracle Middleware Provisioning Profile using the provided archive and
properties.

Examples of non-Oracle middleware include Apache Tomcat, JBoss, etc.

For Oracle Middleware Provisioning Profile, refer to other verbs such as
create_fmw_domain_profile or create_fmw_home_profile.
Format

encli create_mw profile

-input _file=propertiesXn:"Properties XM."
-host="Host Target Nane"
[-host_cred="Host Credentials"]
[-1ocation="Software Library Location"]
[-input_file=paraneters:"Provisioning Options"]
-files=

Archivel,

Archive2,

Scriptl,

Script2

[ 1 indicates that the parameter is optional.

Options
e input_file

An XML file describing the characteristics of the profile. It also contains a list of
commands that can be executed to provision from the profile.

* host

Name of the host target where all files are stored including the archives and, if
required, any scripts required during provisioning.

e host_cred

Named credentials used to access the reference host. This option is not
mandatory. To pass the credential option, enter a name:value pair in the following
format:

credential _nane: credenti al _owner

Where:
credential_name is the name of the named credential.

credential_owner is the credentials of the Oracle home owner on the
administration server host.

If no named credential is provided, the preferred host credential for the host target
will be used.

e |ocation

The software library location for the profile. This option is not mandatory. The
default is: Middleware Provisioning/Generic Profiles.

* input_file:properties
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A properties file listing values for all of the parameters required by the commands
listed in the profile properties. This is an optional parameter as the same can be
provided during provisioning as well.

o files

List of files that must be uploaded to the software library. These files are passed in
the format file1,file2. All of the files necessary for provisioning from this profile
should be provided.

Example

The following example uploads the archives and the provisioning scripts to the
software library from the host nyhost . exanpl e. com The profile is created using the
named credentials specified.

encli create_mw profile
-input _file=propertiesXn:"/ull/nyprofile/properties.xm"
-host =" myhost . nyconpany. conf’
-host _cred="M_HOST_CRED: SYSMAN'
-location="My Stuff/Profiles/M ddl eware"
-files="/ulllnyprofilelbinaries.zip,/ull/nyprofilel
configuration. zip,/ull/nyprofile/cloneBinaries.sh,/ull/myprofilelcloneConfig.sh"

5.4.100 create_named_credential

ORACLE

Creates a named credential. You can provide input parameters using command line
arguments or an input properties file. It also supports the input_file tag for passwords
and parameter values.

Standard Mode

entli create_naned_credential - cred_nanme=<nane>
auth_target _type=<authenticating_target_type> -
cred_type=<credential _type> -cred_scope=<credential _scope>
cred_desc=<credential _description> -target _nane=<target _nane>
target _type=<target_type> -test -
test_target_nanme=<test_target_nane> -
test_target_type=<test_target_type> -input_file=<tag: val ue>
i nput _bfile=<tag: val ue> -properties_file=<filenanme> -

attributes=<pl:vl;p2:v2;...>

Interactive or Script Mode

create_naned_credenti al

(cred_nanme=<name> ,auth_target type=<authenticating_target_type> ,cred_

type=<credential _type> , cred_scope=<credential _scope> , cred_desc=<crede

ntial _description> ,target _nane=<target _nanme> ,target _type=<target_type

> , test ,test_target _nane=<test_target_nane> ,test_target_type=

<test_target_type> ,input_file=<tag:val ue> ,input _bfile=<tag:val ue>
,properties_file=<filenane> ,attributes=<plivl; p2:v2;...>)

Options

e cred_name

Credential name, such as MyBackUpCreds. This is required if you do not use
properties_file.

* auth_target_type
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Authenticating target type (e.g. host). This is required if you do not use
properties_file.

cred_type

Credential type. This is required if you do not use properties_file.
cred_scope

Possible values are globallinstance. The default is global.
cred_desc

Credential description.

target_name

This is required when cred_scope is instance.
target_type

This is required when cred_scope is instance.

test

Use this to test the credential before saving.
test_target_name

Use this to supply the target name to test a global credential. This is required
when cred_scope is global and the test parameter is used.

test_target_type

Use this to supply the target type to test a global credential. This is required when
cred_scope is global and the test parameter is used.

input_file
Use this to supply sensitive property values from the file.

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

input_bfile
Use this to supply binary property values from the file.

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

properties_file

Use this to pass all parameters from the file. Values given on the command line
take precedence.

attributes
Specify credential columns as follows:

col name: col val ue; col nane: col val ue

You can change the separator value using -separator=attributes=<newvalue>, and
you can change the subseperator value using -
subseparator=attributes=<newvalue>.

For more information about the separator and subseperator parameters, see -
input_file Syntax Guidelines.
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Examples
Example 1

This example create a HostCreds named credential with username foo and password
bar:

entli create_nanmed_credenti al
- cred_name=NCl
-aut h_target _type=host
- cred_type=Host Creds
-attribut es="Host User Nane: f 00; Host Passwor d: bar "

Example 2

This example creates a privilege delegation credential with the user name foo,
password bar, privilege delegation type SUDO, and RUNAS user root:

encli create_named credential
-cred_name=NCL
-aut h_target _type=host
- cred_type=Host Creds
-attributes="Host User Nane: f 00; Host Passwor d: bar ; PDPTYPE: SUDG, RUNAS: r oot "

To use Powerbroker attributes, the string should be:

-attributes="Host User Nane: f 0o; Host Passwor d: bar ; PDPTYPE: PONERBROKER; RUNAS: r oot ;
PRCFI LE: EMC

5.4.101 create_operation_plan

ORACLE

Creates an operational plan for the Oracle Site Guard operation.

Format

encli create_operation_plan
-primary_syst em nane="nane_of _primary_systenf
-standby_syst em nane="nane_of _st andby_syst enf
-syst em nane="name_of _systent
- operati on="nane_of _operation"
-name="nane_of _operation_pl an"
-role="rol e_associ ated_wi th_systen

Options

* primary_system_name

Name of your system associated with the primary site. Enter this parameter for
switchover or failover operations.

» standby_system_name

Name of your system associated with the standby site. Enter this parameter for
switch-over or fail-over operations.

* system_name
Name of the system. Enter this parameter for start or stop operations.

* operation
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The function of the operation. Examples: switchover, failover, start, or stop.
* name

Name of the operation plan.
* role

Role associated with a system when you run an operation (start or stop).

Examples
Example 1

entli create_operation_plan
-primary_system nane="Bl Syst enlL"
- standby_syst em nane="BI Syst em2"
-operation="sw tchover"
- name="Bl Syst enl- swi t chover - pl an"

Example 2

entli create_operation_plan
-system nane="austin"
-operation="start"
-name="Bl Systent-start-plan"
-role="Primary"

See Also

submit_operation_plan

5.4.102 create_organizational _entity

Creates an organizational entity, which can be either a department or a line-of-
business. A department is typically a division within an organization that refers to a
specific responsibility. A line-of-business, or LOB, generally describes the products or
services offered by a business.

You can also create cost centers when creating an organizational entity. A cost center
is the smallest segment of an organization for which costs can be collected and
reported.

Standard Mode

entli create_organizational _entity
-entity_nane="entity nang"
-entity_type="entity type"
[-parent _entity _name="parent entity nane"]
[-tenant _nane="t enant nane"]
[-cost_centers="cost centers"[;"cost centers"...]]
[ - separat or =ar gunent _name="separ at or _val ue"])

[ 1T indicates that the paraneter is optional.

Interactive or Script Mode

create_organi zational _entity
(entity_nane="entity nange"
,entity_type="department||ob"
[,parent_entity name="parent entity nane"]
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[,tenant _nane="t enant nane"]
[,cost_centers="cost centers"[;"cost centers"...]]
[, separat or=ar gunent _name="separ at or _val ue"])

[ 1 indicates that the parameter is optional.

Options
* entity_name
Name of the organizational entity to be created.
° entity_type
Type of entity to be created. Value is either department or lob.
*  parent_entity_name

Specifies a parent of the organizational entity being created. The parent must
already exist and can be either a department or LOB, regardless of the type being
created. Default is no parent.

e tenant_name

Specifies the name of the tenant to which the organizational entity being created
belongs. Default is the tenant of the logged-in user.

° cost_centers

Specifies one or more cost centers to create and associate with the organizational
entity being created. Default is no cost centers. You can create cost centers and
associate them independently, using the creat e_cost _cent ers verb.

e separator

Overrides the separator for multi-value input arguments, which is a semicolon (;).
For information about overriding the separator or subseparator, see "Overriding
the Separator and Subseparator".

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Examples
Example 1

The following example creates a department named finance with three cost centers,
C1, C2, C3.

encli create_organizational _entity
-entity_name="finance"
-entity_type="departnent"
-cost _centers="cl;c2;c3"

Example 2

The following example creates a department named finance with three cost centers,
C1, C2, C3, where the separator is changed to a comma (,).

encli create_organi zational _entity
-entity_nane="finance"
-entity_type="departnent"
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-cost_centers="cl,c2,¢c3"
-separ at or =cost _centers=","

5.4.103 create_paas_zone

Creates a PaasS Infrastructure Zone.

ORACLE

Format

entli create_paas_zone

[]

-name="<PaaS Zone nane>"

-credential ="<gl obal naned credential >"

host s="<Host 1, Host 2, Host 3. . . >"]

ovm zones="<QVMZonel, OVMZone2, OVMZone3. . . >"]
rol es="<ssaRol el, ssaRol €2, .. >"]
description="<PaaS Zone description>"]
cpu_utilization="<val ue between 1 and 100>"]
menory_utilization="<val ue between 1 and 100>"]

[_
[_
[_
[_
[_
[_

indicates that the paraneter is optional.

Options

name
Name of the PaaS Infrastructure Zone to be created.
credential

Global named credentials to be used for provisioning in this PaaS Infrastructure
Zone. The credentials should be the same for all hosts. A cloud administrator can
only use the named credentials that they own.

hosts

A comma-separated list of the host targets to be added as members of this Paas
Infrastructure Zone.

ovim_zones

Comma-separated list of the Oracle Virtual Machine (OVM) Zone targets to be
added as members of this Paas Infrastructure Zone. You must add at least one
host or OVM Zone target for a PaaS Infrastructure Zone to be created.

roles

Comma-separated list of SSA roles that can access this PaaS Infrastructure Zone.
A PaaS Infrastructure Zone can be made available to a restricted set of users
through the use of roles. The SSA roles should already be created before
executing this EM CLI command.

description
Description of the PaaS Infrastructure Zone.
cpu_utilization

Placement policy constraints enable the cloud administrator to set maximum
ceilings for any host in the Paa$S Infrastructure Zone. This constraint restricts the
maximum resource consumption for the host members in a Paa$S Infrastructure
Zone. For example, a production PaasS Infrastructure Zone might limit CPU
utilization to 80%, whereas a development PaasS Infrastructure Zone might allow
up to 95 percent utilization. The service instance will be provisioned on the first
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host that satisfies the placement constraints. The value entered must be between
1 and 100. If not specified, the default value of 80% is used.

*  memory_utilization

Placement policy constraint for the PaaS Infrastructure Zone that restricts the
percent of memory used. The value entered must be between 1 and 100. If not
specified, the default value of 80% is used.

Example
This example creates a Paas Infrastructure Zone with the name My PaaS Zone:

entli create_paas_zone
-name="M/ PaaS Zone"
-credenti al =" ZoneNamedCr edent i al s"
-host s="host 1. nyconpany. com host 2. nyconpany. cont
-rol es="SSA USER ROLE"
-description="This is a test PaaS Zone"
-cpu_utilization="85"
-menory_utilization="75"

5.4.104 create_partition_profile

Format

entli create _partition_profile
-nanme="Profile Name"
-ref _target="Reference Target Nane"
-partition_nanme="Partition Name"
[-oh_cred="COracl e Honme Owner Credentials"]
[-wW's_cred="WebLogi ¢ Adninistrator Credentials"]
[-schedul e=start _tine:yyyy/ M dd HH: nm
[tz:{java tinmezone |D}];
[grace_period: xxx]; ]
[-workDir="Working Directory Location"]

[ ]indicates that the parameter is optional.

Options
°  name

Name of the WebLogic Domain Partition Profile.
- ref_target

Name of the reference WebLogic Domain target from which the partition will be
exported.

e partition_name
Name of the partition from which the profile will be created.
* oh_cred

Named credential used to access the reference host. This is an optional
parameter. To pass the credential parameter, enter a nane: val ue pai r inthe
following format:

credenti al _nane: credenti al _owner

Credential_name is the name of the named credential.
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Credential_owner are the credentials of the Oracle home owner on the
Administration Server host.

# Note:
All the operations will be performed on the Administration Server host.

If no named credential is provided, the preferred host credentials for the
Oracle home target will be used.

« wls cred

Named credential used to access the Administration Server.

This is an optional parameter. To pass the credential parameter, enter a nane:
val ue pai r in the following format:

credential _nane: credential _owner
Credential_name is the name of the hamed credential.

Credential_owner are the credentials of the Administrator on the WebLogic
Domain.

# Note:

If no named credential is provided, the preferred Administrator
credentials for the domain target will be used.

* schedule

Specify when to run the deployment procedure. If no value is entered, by default,
the procedure runs immediately. To schedule a procedure, provide:

— start_time: when the procedure should start.
— tz: the timezone id.
— grace_period: grace period in minutes.
*  workDir
Specify the working directory to be used. This is an optional parameter

Example 5-1 Examples

A WebLogic Domain Partition profile called HRPartitionProfile is created using the
partition HRPartition from the domain base_domain at the specified schedule.

No credentials were specified, so the preferred credentials are used.

encli create_fmv domain_profile

-name="HRPartitionProfile"

-ref _target="/FarnDl_base_donai n/ base_domai n"
-partition_name="HRPartition"

-description="A partition profile for human resources"

-schedul e="start _time:2016/6/21 21:23;tz: Arerical New_York; grace_peri od: 60"
-wor kDi r="/u01/ myt enp"
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5.4.105 create_patch_plan

ORACLE

Creates a new patch plan with the specified name and the patch-target map.

Format

entli create_patch_plan

- name="nane"
-input_file=data:"file_path"
[-inpact_other_targets="add_all | add_original only | cancel"]

[-probl ens_assoc_pat ches="ignore_al | _warnings | cancel"]

[ T indicates that the paraneter is optional

Options
°  name

Name of the setting.
* input_file

Input data to create a new patch plan. You must provide the data in the property
name-value pairs.

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

* impact_other_targets

Action to take when other targets are impacted while adding the patches to the
plan. Possible values for this option are:

add_all — Add all impacted targets to the plan. add_original_only — Only add
original targets to the plan. cancel — Cancel the plan creation.

* problems_assoc_patches

Action to take when there are problems associating patches to targets. Possible
values for this option are:

ignore_all_warnings — Ignore all warnings. cancel — Cancel the plan creation.

See Also

delete_patches
describe_patch_plan_input
get_connection_mode
get_patch_plan_data
list_aru_languages
list_aru_platforms
list_aru_products
list_aru_releases
list_patch_plans
search_patches
set_connection_mode
set_patch_plan_data
show_patch_plan
submit_patch_plan
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Also see Patching Using EMCLI in the Enterprise Manager Lifecycle Management

Administrator's Guide:

Examples

enctli create_patch_plan -name="pl an_nanme" -input_file=data:"/tnp/ patchpl an. props"

encli create_patch_plan -name="plan nanme" -input_file=data:"/tnp/ patchplan. props" -

i mpact _ot her_targets="add_al I"

You can use the following sample input file to create a patch plan with two patches:

pat ch. 0. pat ch_i d=4518443
patch. 0. rel ease_i d=80102010

patch. 0. pl atform i d=226
pat ch. 0. | anguage_i d=0
patch. 0. target _name=orcl ws
patch. 0.target _type=oracl e_dat abase
pat ch. 1. pat ch_i d=4424952
patch. 1.rel ease_i d=80102030
patch. 1. pl atform i d=46
pat ch. 1. | anguage_i d=0
patch. 1. target _name=arac
1

patch. 1.target_type=rac_dat abase

5.4.106 create_pool

ORACLE

Creates a software pool.

Format

encli create_poo
-name="<sof tware pool nanme>"
-target _type="<software pool target type>"
-paas_zone="<Paas Infrastructure Zone of software pool >"
- menmber s="<Member 1, Member2...>"
[-description="<software pool description>"]

[-pl acement _constrai nts="<constraint 1=val uel, constraint2=val ue2..

[ - member _constrai nt s="<constrai nt 1=val uel, constraint2=val ue2>"]
[-properties="<propertyl=val uel, property2=val ue2>"]

[ 1 indicates that the parameter is optional
Options
° name

Name of the software pool to be created.

+ target_type

Target type of the software pool to be created, for example "mwaas_zone" for the
middleware Pool, "oracle_cloud_zone" for the database pool, and "schaas_pool"

for schema pool.

e paas_zone

Name of PaaS Infrastructure Zone in which the software pool is to be created.
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*  members

Comma-separated list of targets to be added as members of the software pool.
The targets to be added must satisfy the member constraints specified.

* description
Description of the software pool.
» placement_constraints

Comma-separated key-value pairs of the placement constraints that enable the
self-service administrator to set maximum ceilings for resource utilization. This
ability provides protection for the members of the software pool in terms of
resource consumption. For example, a production software pool might enforce
more conservative limits, whereas a development software pool might enforce
more liberal limits.

«  member_constraints

Comma-separated key-value pairs that restrict the addition of member targets to a
software pool with a set criteria. Execute "emcli
get_pool_allowed_member_constraints -target_type=<Target type>" to retrieve the
list of allowed possible member constraints for a pool target type.

° properties

Comma-separated key-value pairs for additional properties that must be specified
based on the pool target type.

Example
The following example creates the My Pool software pool:

entli create_pool
-name="M/ Pool "
-target _type="mwaas_zone"
- paas_zone="M PaaS Zone"
- menber s=" MyMenber "
-description="This is a test Pool"
- pl acenent _const rai nt s=" MAX_| NSTANCES=20"
- menber _constrai nt s=" VERSI ON=10. 3. 5. 0"

5.4.107 create_pluggable database
Creates a pluggable database.

Format

entli create_pluggabl e_dat abase

- cdbTar get Name="Specify the CDB target name for creating new PDB"

-cdbTar get Type="Specify the CDB target type - oracl e_database, rac_database"

- cdbHost Creds="Speci fy the host credentials on which the CDB target is
| ocated. (owner:name)"”

[-cdbTarget Creds="Specify the credential s of container database on which
the new PDB will be created. (owner:nane)"]

- pdbNanme="Specify a name for the new PDB"

-sour ceType="Type of pdb to be created - DEFAULT, UNPLUGGED PDB, CLONE,
PROFI LE"

[-sourcefronSW.IB="1f -sourceType is 'UNPLUGGED PDB', specify if the dunp
location is SWIB or not."]

[-pdbTenpl at el nSW.I B="1f -sourceFronSW.IB, specify the URN of pdb tenplate
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conponent in SWIB."]

[ - sour cePDBTenpSt agi ngLocati on="Specify fully qualified | ocation for
staging tenporary files. If not specified it will be defaulted to to "C:\Tenp" in
case of Wndows and "\tnp" otherwise."]

[ - unpl uggedPDBType="1f -sourceType is ' UNPLUGGED PDB', specify pdb dunp
type - ARCH VE, RVAN, XM.."]

[ - sour cePDBAr chi veLocation="1f -unpl uggedPDBType=ARCH VE, this is fully
qualified archive location"]

[ - sour cePDBMet adat aFi | e="1f -unpl uggedPDBType=RVAN or XM., this is fully
qualified path of the source PDB netadata file"]

[ - sour cePDBDat aBackup="1f -unpl uggedPDBType=RMAN, this is fully qualified
path of the source PDB datafile"]

[-rmoveDatafiles="If -unpluggedPDBType=XM., this will nove the source PDB
datafiles to the destination"]

[-excl udeSt andbys="1f -unpl uggedPDBType=XM. and if 'rmoveDatafiles' is
specified, this will exclude the new PDB from standby CDBs"]

[-sourcePDBName="1f -sourceType is 'CLONE', specify the nanme of an existing
PDB which is a valid emtarget"]

[-sourceCDBCreds="1f -sourceType is 'CLONE', specify the credentials of
contai ner database on which the -sourcePDBNane i s present. (owner:nanme)"]

[ - pdbAdmi nCreds="Nane of pdb credentials with admn role. (owner:nane)"]

[-useOVF="Specifies that the datafiles can be stored in OVF |ocation"]

[-sameAsSour ce="Specifies that the datafiles of new PDB can be stored in
the same |ocation as that of source CDB']

[ - newPDBFi | eLocati on="Specify the storage location for datafiles of the
created PDB."]

[-createAsC one="1f -sourceType is 'UNPLUGGED PDB' and if 'createAsC one'
is specified, the PDB will be created as clone."]

[-1ockAl I Users="If -sourceType is 'UNPLUGGED PDB' and if 'lockAllUsers' is
specified, all PDB users of the new PDB will be |ocked."]

[-noUser Tabl espace="Specifies that the new DEFAULT PDB will not be created
with USERS tabl espace. "]

[-useSnapC one="If -sourceType is 'CLONE, specify if Snap C one should be
used for cloning"]

[ - sour ceCDBHost Creds="1f -sourceType is 'CLONE and -useSnapCl one is
specified, this is the host credentials for the source container database.

(owner: nane) "]

[-rount Poi nt Prefix="If -sourceType is 'CLONE' and -useSnapC one is
specified, this is the mount point prefix for the clone vol umes"]

[-writabl eSpace="1f -sourceType is 'CLONE and -useSnapC one is specified,
this is the witable space in GB for the clone vol unes"]

[-saveProfile="If -sourceType is 'CLONE' and -useSnapC one is specified, -
saveProfile allows the created snapshot to be saved as profile"]

[-profileName="If -saveProfile is specified, -profileName is required"]

[-profilelLocation="1f -saveProfile is specified, -profileLocationis
required"]

[-profileURN="If -sourceType is 'PROFILE, -profileURN is required"]

[-privHost Creds="1f -sourceType is 'CLONE and -useSnapC one is specified,
this is the privileged host credentials to nount the volumes at the specified
| ocations. (owner:nane)"]

[ 1 indicates that the parameter is optional
Options

* cdbTargetName

Target container database for which pluggable database is to be created. It should
be a valid target on enterprise manager.

* cdbTargetType
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Type of target container database.
cdbHostCreds

Credentials for the host on which the target container database is located. This is
the name of the credentials saved in enterprise manager. To specify a credential
owned by an user other than the current, use the form (owner:name).

cdbTargetCreds

Credentials for the container database on which the new PDB will be created. This
is the name of the credentials stored in enterprise manager.

pdbName

Pluggable database name to be created. This works as a prefix in case of multiple
pluggable database creation and will be suffixed with sequence number to
generate pdb name <pdbname>#

numOfPdbs

Total number of pluggable databases to be created. The maximum number of new
pluggable databases that are allowed in a given container database is 252 . If not
specified, the default value is 1.

sourceType
Type of pluggable database to be created. The valid values are:

— DEFAULT: This will create a pluggable database from seed pluggable
database

— UNPLUGGED_PDB: This will create a pluggable database from existing dump
of an unplugged database like Archive, RMAN file set, or from XML

— CLONE: This will create a pluggable database from an existing pluggable
database

— PROFILE: This will create a pluggable database from an existing PDB profile
sourceFromSWLIB

If the -sourceType is specified as 'UNPLUGGED_PDB' and the dump is available
in software library, this flag must be set.

pdbTemplateInSWLIB

If the -sourceFromSWLIB, specify the valid URN of the pdb template in Software
Library.

sourcePDBTempStagingLocation

Specify fully qualified location for staging temporary files. If not specified, the
default location is "C:\Temp" in case of Windows and "\tmp" otherwise. Files are
deleted after the operation.

unpluggedPDBType

If the -sourceType is specified as 'UNPLUGGED_PDB' and the dump is from file
system, this specifies the type of dump to be used. The valid values are:

— ARCHIVE: This will create a pluggable database from existing PDB archive
— RMAN: This will create a pluggable database from existing PDB RMAN file set
— XML: This will create a pluggable database from the metadata file

sourcePDBArchiveLocation
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If the -unpluggedPDBType is specified as ARCHIVE, this is the fully qualified
location of PDB archive.

sourcePDBMetadataFile

If the -unpluggedPDBType is specified as RMAN or XML, this is the fully qualified
location of the metadata file.

sourcePDBDataBackup

If the -unpluggedPDBType is specified as RMAN, this is the fully qualified location
of datafile backup.

moveDatafiles

This parameter is applicable only if the parameter -unpluggedPDBType is
specified as XML. This option indicates that the datafiles of the source pluggable
database should be moved to the destination datafiles location.

excludeStandbys

This parameter is applicable only if the parameter -unpluggedPDBType is
specified as XML and if 'moveDatafiles' is indicated. This option will exclude the
new pluggable database from all standby container databases
(STANDBYS=NONE).

sourcePDBName

If -sourceType is specified as clone, this specifies the name of the pluggable
database from which the new pluggable database will be cloned from. This has to
be a valid target in enterprise manager.

sourceCDBCreds

If -sourceType is specified as clone, provide the credentials for the container
database on which the -sourcePDBName is present. This is the name of the
credentials stored in enterprise manager.

useOMF

Destination of the datafiles for the new pluggable database will be the OMF
location. This is valid only if the source CDB is OMF.

sameAsSource

Destination of the datafiles for the new pluggable database will be same as CDB.
In case of multi PDB creation this option is invalid.

newPDBFileLocation
Destination of the datafiles for the new pluggable database.
pdbAdminCreds

New pluggable database admin credentials. This is a mandatory parameter, if the
source of new pluggable database is DEFAULT, for other options, it is optional.

createAsClone

This flag specifies whether the new pluggable database should be created as
clone, if the -sourcePDBTYype is specified as 'UNPLUGGED_PDB' and is used by
default in case of multiple pluggable database creation.

lockAllUsers

This flag specifies whether all the users should be locked in case of -
sourcePDBType being 'UNPLUGGED_PDB'.
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* noUserTablespace

This flag specifies whether new DEFAULT PDB should be created without USER
tablespace. This is applied only if the -sourceType is DEFAULT.

* useSnapClone

This flag specifies whether Snap Clone can be used for cloning the PDB. This is
applied only if the -sourceType is CLONE.

 sourceCDBHostCreds

This is the host credentials to get storage information of the source container
database. This is applied only if the -sourceType is CLONE and -useSnapClone is
specified.

«  mountPointPrefix

This is the mount point prefix for the clone volumes. This is applied only if the -
sourceType is CLONE and -useSnapClone is specified.

* writableSpace

This is the writable space in GB for the clone volumes. This is applied only if the -
sourceType is CLONE and -useSnapClone is specified.

* saveProfile

This allows the snapshot created for the source PDB to be saved as a profile. This
is applied only if the -sourceType is CLONE and -useSnapClone is specified.

» profileName

This specifies the name of the profile to be created. This is applied only if -
saveProfile is specified.

» profileLocation

This specifies the location under software library where the created profile will be
saved. This is applied only if -saveProfile is specified.

» profileURN

This specifies the URN of the profile from which PDB will be created. This is
applied only if the -sourceType is PROFILE.

e privHostCreds

This is the privileged host credentials to mount the volumes at the specified
locations. This is applied only if the -sourceType is CLONE and -useSnapClone is
specified.

Examples
Example 1

entli create_pluggabl e_dat abase

- cdbTar get Name=dat abase

- cdbTar get Type=or acl e_dat abase

- pdbNane=pdb - sour ceType=UNPLUGGED PDB

- unpl uggedPDBType=ARCH VE

- sour cePDBAr chi veLocat i on=/ u01/ app/ or acl e/ product/ 12. 1. 0/ dbhone_2/
assi stants/dbca/tenpl ates/a.tar. gz

- cdbHost Cr eds=HOST_CREDS

- cdbTar get Cr eds=DBSNVP

- newPDBFi | eLocat i on=/u01/ app/ or adat a/ pdb
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- pdbAdmi nCreds=pdb_creds
-1 ockAl | Users

Example 2

encli create_pluggabl e_dat abase
- cdbTar get Nane=dat abase
- cdbTar get Type=or acl e_dat abase
- pdbNanme=pdb - nunf Pdbs=1
- sour ceType=CLONE
- cdbHost Cr eds=SYSMAN: HOST _CREDS
- cdbTar get Cr eds=SYSMAN: DBSNVP
- sour cePDBNane=sour ce_pdb
- sour ceCDBCr eds=CDB_SYS_CREDS
- useSnapC one
- sr cCDBHost Cr eds=SYS
-mount Poi nt Pref i x=/ mount/ poi nt/prefix -witabl eSpace=1
- sour cePDBTenpSt agi ngLocat i on=/t np
- pri vHost Cr eds=HOST_SUDO
-saveProfile -profil eName=PROFI LENAVE
-profileLocation=MyProfiles

Example 3

entli create_pluggabl e_dat abase

- cdbTar get Name=dat abase

- cdbTar get Type=or acl e_dat abase

- pdbNane=pdb - nunX Pdbs=1

-sour ceType=PRCFI LE

- cdbHost Cr eds=HOST_CREDS

- cdbTar get Cr eds=DBSNVP

- mount Poi nt Pref i x=/ mount / poi nt/ prefix

-writabl eSpace=1

- sour cePDBTenpSt agi ngLocat i on=/t np

- privHost Creds=HOST_SUDO - prof i | eURN=or acl e: def aul t Ser vi ce: em provi si oni ng:
1: PROFI LE: URN: RANDOM 0. 1

Example 4

entli create_pluggabl e_dat abase

- cdbTar get Name=dat abase

- cdbTar get Type=or acl e_dat abase

- pdbNane=pdb - numX Pdbs=2

- sour ceType=UNPLUGGED _PDB - unpl uggedPDBType=RVAN

- sour cePDBMet adat aFi | e=/ u01/ app/ or acl e/ product/12. 1. 0/ dbhone_2/ assi st ant s/
dbcal t enpl at es/ a. xm

- sour cePDBDat aBackup=/ u01/ app/ or acl e/ product/ 12. 1. 0/ dbhone_2/ assi st ant s/
dbca/tenpl ates/a. dfb

- cdbHost Cr eds=HOST_CREDS

- cdbTar get Cr eds=DBSNVP

- newPDBFi | eLocat i on=/ u01/ app/ or adat a/ pdb

- pdbAdmi nCreds=pdb_creds

-creat eAsC one

Example 5

entli create_pluggabl e_dat abase
- cdbTar get Name=dat abase
- cdbTar get Type=or acl e_dat abase
- cdbHost Cr eds=HOST_CREDS
-cdbTar get Cr eds=CDB_SYS_CREDS
- pdbNane=pdb
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-sour ceType=CLONE

- sour cePDBName=sour ce_pdb

- sour ceCDBCr eds=CDB_SYS_CREDS

-useSnapC one - srcCDBHost Cr eds=HOST_CREDS
-mount Poi nt Prefix=/oracle -writabl eSpace=1
- sour cePDBTenpSt agi ngLocati on=/t np

- pri vHost Cr eds=ROOT_CREDS

5.4.108 create_privilege delegation_setting

Creates a privilege delegation setting template to apply later. You must create at least
one setting to use the appl y_privil ege_del egati on_setting verb.

Standard Mode

[]

encli create_privilege_del egation_setting

-setting_name="name"
-setting_type="ttype"
[-settings="setting"]
[-separator=settings=";"]
[-subseparator=settings=","]

indicates that the paranmeter is optional

Interactive or Script Mode

[]

create_privil ege_del egation_setting

(setting_name="nane"
,setting_type="ttype"
[,settings="setting"]

[, separator=settings=";"]

[, subseparator=settings=","])

indi cates that the paraneter is optional

Options

ORACLE

setting_name

Name of the privilege delegation setting template.
setting_type

Type of setting you want to create.

settings

Parameter value. Choose one of the following parameters:

%USERNAME% — Name of the user running the command. %RUNAS% — Run
the command as this user. %COMMAND% — Sudo command.

The %USER%, %RUNAS%,, %COMMAND% are tokens that the end-user has to
use as-is while creating/modifying the privilege delegation settings. The system
replaces these tokens with the actual values at run time depending on the
command being run and for which user. Also, %command% should be upper case
%COMMAND% for 10.2.0.5 GC.

separator

Delimiter inserted between name-value pairs for the given name. The default value
is a semi-colon ( ;).
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For more information about the input_file parameter, see -input_file Syntax
Guidelines.

* subseparator

Separator inserted between the name and value in each name-value pair for the
given name. The default value is a semi-colon ( ;).

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

Examples
Example 1

These examples create a setting named sudo_set ti ng. The setting is of type SUDO,
and the Sudo path used is / usr/ | ocal / bi n/ sudo. Sudo arguments are:

-S -u %RUNAS% %COMMAND%

encli create_privilege_del egation_setting
-setting_name=sudo_setting
-setting_type=SUDO
-settings="SETTINGS: /usr/local /bin/sudo -S -u Y%RUNAS% %COMVANDYS

Example 2

This example creates a setting named pb_setting. The setting is of type
POWERBROKER, and the PowerBroker path used is / et ¢/ pbr un. Arguments are:

YRUNASY% 9%PROFI LE% YCOMVANDY

encli create_privilege_del egation_setting
-setting_name="pb_setting"
-setting_type="PONERBROKER'
-settings="SETTINGS, /et ¢/ pbrun %RUNAS% %PROFI LE% %COMVANDYS
-separator="settings=;"
-subseparat or="settings=,"

5.4.109 create_rbk

ORACLE

Creates a retroactive blackout on given targets and updates their availability. Only
Enterprise Manager Administrators with OPERATOR privilege on the target can
perform this action. The retroactive blackout feature needs to be enabled from the user
interface to use this command.

Format

encli create_rbk
-reason="<bl ackout _r eason>"
-add_targets="nanel:typel; name2: type2;..."
-schedul e="start _time: <yyyy- MW dd HH nm ss>; end_ti me: <yyyy- M dd
HH: mm ss>; [t zregi on: <ti mezone_regi on>;]"
[-propagate_targets]

[ 1 indicates that the parameter is optional

Options

e reason
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Reason to be stored for the retroactive blackout. If you have SUPER_USER
privileges (you are an Enterprise Manager Super Administrator), any text string
can be used for the reason. The reason is added to the list of allowable blackout
reasons if it is not already in the list. If you do not have SUPER_USER privileges,
you must specify one of the text strings returned by the get_blackout_reasons
verb.

* add_targets

Targets to add to the retroactive blackout. Each target is specified as
target_name:target_type. You can specify this option more than once.

* schedule

Schedule for retroactive blackout. The following arguments are mandatory for
providing a retroactive blackout schedule:

— schedule=start_time - The start date/time of the blackout. The format of the
value is "yyyy-MM-dd HH:mm:ss". For example: "2013-09-20 12:12:12"

— schedule=end_time - The end date/time of the blackout. The format of the
value is "yyyy-MM-dd HH:mm:ss". For example: "2013-09-20 12:15:00"

— schedule=tzregion - The timezone region to use. For example: "UTC". If not
provided, tzregion is defaulted to UTC.

e propagate_targets

A blackout for a target of type "host" applies the blackout to all non-agent targets
on the host. Regardless of whether this option is specified, a blackout for a target
that is a composite or a group applies the blackout to all members of the
composite or group.

Examples
Example 1

This example creates a retroactive blackout on Oemrep_Database and updates the
target's availability record from 2013-09-20 12:12:12 UTC to 2013-09-20 12:15:00
UTC as the blackout.

encli create_rbk -reason="Testing"
-add_t ar get s=" Cenr ep_Dat abase: oracl e_dat abase"
-schedul e="start _tine:2013-09-20 12:12:12; end_ti me: 2013-09- 20
12:15: 00; t zr egi on: UTC"

Example 2

This example creates a retroactive blackout for all targets on host
example.company.com and updates their availability records from 2013-09-20
12:12:12 UTC to 2013-09-20 12:15:00 UTC as the blackout.

entli create_rbk -reason="Testing"
-add_t ar get s="exanpl e. conpany. com host"
-schedul e="start _tine:2013-09-20 12:12:12;end_tine: 2013-09- 20
12: 15: 00; t zr egi on: UTC"
-propagate_targets
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5.4.110 create_red_group

Defines a redundancy group name and its members. After you create the redundancy
group, you can edit it from the Enterprise Manager Cloud Control console to configure
charts to be displayed for redundancy group members.

Format

entli create_red_group
-name="nane"
[-type=<generic_redundancy_group>]

[ - owner =<r edundancy_gr oup_owner >]
[-timezone_regi on=<actual _tinezone_regi on>]

[ T indicates that the paraneter is optional

Options
°  name
Name of the redundancy group.
*  type
Redundancy group type. Defaults to generi ¢_r edundancy_group.
* add_targets

Add existing targets to the redundancy group. Each target is specified as a name-
value pair t arget _nane: t arget _t ype. You can specify this option more than once.

* owner
Owner of the redundancy group.
e timezone_region

Time zone region of this redundancy group.

Example

This example creates a redundancy group named | snr_gr oup. This group consists of
two Oracle listeners: enp_r ec and payrol | .

entli create_red_group -nane=lsnr_group
-add_targets="enp_rec:oracl e_listener"
-add_targets="payrol | :oracle_listener"

5.4.111 create_redundancy_group

ORACLE

Creates a redundancy group.

Format

entli create_redundancy_group -redundancyG oupNane="r edG pNang"
menber Tar get Type="t Type" - menber Tar get Nanes="t Nanel; t Name2" [-
group_status_criteri on=NUMBER| PERCENTACE] [-group_status_tracked=UP|
DOWN| [-group_status_val ue=<group_st at us_val ue>] [-
timezone_region=<val i d_ti me_zone_regi on>]
[is_propagating=true|fal se]
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[ 1 indicates that the parameter is optional

Options
* redundancyGroupName
Name of the redundancy group.
*  memberTargetType
Target type of the constituent member targets.
*  memberTargetNames
Member targets for this redundancy group.
* group_status_criterion

this optionand the next two calculate the status of the Redundancy Group.
Consequently, you need to specify all three options together. If this is not to be a
capacity group, you need to specify the following combination:

-group_status_criterion="NUMBER -group_status_tracked="UP" -
group_status_val ue="1']

* group_status_tracked
See the parameter above.
* group_status_value
See the group_status_criterion parameter.

You can specify any value between 1 and 100 if -group_status_ criterion=
"PERCENTAGE", or any value between 1 and the number of targets present if -
group_status_criterion="NUMBER".

e timezone_region

Time zone region of this redundancy group. For a list of valid time zone regions,
enter the following command at SQLPLUS:

SELECT TZNAME FROM V$TI MEZONE_NAVES

You may need to have the SELECT_CATALOG_ROLE role to execute this
command.
* is_propagating

Indicates whether or not the privilege on the redundancy group will be propagated
to member targets. The default value is false.

Examples
Example 1

This example creates a redundancy group with the name 'redGrpl' and with listener,
listener2, listener3 as its member targets. The status is calculated as the redundancy
group being up if 55 percent of its member targets are up.

encli create_redundancy_group -redundancyG oupNanme='redG pl'
menber Tar get Type="oracl e_| i stener" -

menber Tar get Names="11i stener; |istener2;listener3 -
group_status_criterion="PERCENTAGE -group_status_tracked="UP
group_stat us_val ue="'55'
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Example 2

This example creates a 'redGrpl' redundancy group with listener, listener2, and
listener3 as its member targets and time zone as PST8PDT. The status is calculated
as the redundancy group being up if two of its member targets are up.

entli create_redundancy_group -redundancyG oupNane='redG pl'
- menber Tar get Type="oracl e_| i stener'
-menber Tar get Names="1li stener;|istener2;listener3
-timezone_regi on=' PST8PDT
-group_status_criterion="NUMBER
-group_status_tracked=" UP
-group_status_val ue="2'

5.4.112 create_resolution_state

ORACLE

Creates a new resolution state that describes the state of incidents or problems. Only
super administrators can execute this command. The new state is always added
between the New and Closed states. You need to specify the exact position of this
state in the overall list of states by using the position option. The position can be
between 2 and 98.

The state is applicable by default to both incidents and problems. You can use the
applies_to option to indicate that the state is applicable only to incidents or problems.
A success message is reported if the command is successful. An error message is
reported if the create fails.

Format

entli create_resolution_state
-1 abel ="I abel _for_di spl ay"
-posi tion="di spl ay_position"
[-applies_to="INC PBLM]

[ 1 indicates that the parameter is optional

Options
* label

End-user visible label of the state. The label cannot exceed 32 characters. You
can change this later if needed.

e position

Position of this state within the overall list of states. This is used when displaying
the list of states in the user interface. The position can be between 2 and 98. You
can change the position of the state later if needed.

It is recommended that you set the position with sufficient gaps to facilitate moving
states around. For example, if you set the positions to 5, 10, and 15 instead of 2,
3, and 4, it is easier to move a state from position 15 to 9, for instance, in contrast
to the latter scheme, in which you would have to move all states to provide space
for the reordering.

* applies_to

Indicates that the state is applicable only for incidents or problems. By default,
states apply to both incidents and problems. Supported values are "INC" or
"PBLM".
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Examples
Example 1

This example adds a resolution state that applies to both incidents and problems at
position 25.

entli create_resolution_state -label="Waiting for Ticket" -position=25

Example 2

This example adds a resolution state that applies to problems only at position 35.

entli create_resolution_state -label="Waiting for SR' -position=35 -applies_to=PBLM

5.4.113 create_role

ORACLE

Creates a new Enterprise Manager admininistrator role.

Standard Mode

entli create_role

-name="rol e_nane"
-type="type_of _role"]
-description="description"]
-roles="rolel;role2;..."]
-users="userl;user2;..."]
-privilege="nane[; secure_resource_details]]"
-separator=privilege="sep_string"]
-subseparat or =privi | ege="subsep_string"]

[ T indicates that the paraneter is optional

Interactive or Script Mode

create_role
(name="rol e_nane"
[,type="type_of _role"]
[, description="description"]
[,roles="rolel;role2;..."]
[,users="userl;user2;..."]
[, privilege="nane[;secure_resource_details]]"
[, separator=privilege="sep_string"]
[, subseparat or=privil ege="subsep_string"]

)

[ 1 indicates that the parameter is optional

Options

¢ name
Role name.

c type

Type of role. The default value for this option is EM_ROLE. Other possible values
for this parameter are EM_ROLE and EXTERNAL_ROLE.

e description
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Description of the role.

roles

List of roles to assign to this new role. Currently, the only built-in role is PUBLI C.
users

List of users to whom this role is assigned. If the role must be granted with the
WITH_ADMIN option, include the <subseparator:>WITH_ADMIN option.

privilege

Privilege to grant to this role. You can specify this option more than once. Note:
Privileges are case-insensitive.

Specify <secure_resource_details> as follows:

resour ce_gui d|
[ resource_col unm_nanel=resour ce_col unm_val uel[: resour ce_col urm_name2=r esour ce_col
um_val ue2]..]"

To get the list of SYSTEM privileges, which do not require resource information,
execute the following emcli command:
encli get _supported privileges -type=SYSTEM

To get the complete list of privileges and resource column names, execute the
following emcli command:

encli get _supported privileges

To get the list of target type privileges, execute the following emcli command:
encli get_supported privileges -type=TARGET

To get the list of job privileges, execute the following emcli command:

encli get supported privileges -type=JOB

separator

Specify a string delimiter to use between name-value pairs for the value of the
privilege option. The default separator delimiter is ";" .

For example: separator="<attribute_name=sep_char>"

where attribute_name is the name of the attribute for which you want to override
the separator character and sep_char is the new separator character:
separator="att=#"

subseparator

Specify a string delimiter to use between name and value in each name-value pair

for the value of the privilege option. The default separator delimiter is ";" .
For example: subseparator="<attribute_name=sep_char>"

where attribute_name is the name of the attribute for which you want to override
the separator character and sep_char is the new subseparator character:
subseparator="att=#"

For information about overriding the separator or subseparator, see "Overriding
the Separator and Subseparator".
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Examples

These examples create a role named ny_new r ol e with the one-sentence description -
"This is a new role called ny_new rol e". The role combines three existing roles: r ol el,
rol e2, and rol e3. The role also has two added privileges: to view the job with ID
923470234ABCDFE23018494753091111 and to view the target

host 1. exanpl e. com host . The role is granted to j ohndoe and j anedoe.

Example 1 - Command-Line

entli create_role
-nane="nmy_new_rol e"
-desc="This is a newrole called ny_new_role"
-roles="rol el;rol e2; rol e3"
-privilege="view job; 923470234ABCDFE23018494753091111"
-privilege="view target;hostl. exanple.com host"
-user s="j ohndoe; j anedoe"

Example 2 - Scripting and Interactive

create_role
(name="ny_new_rol e"
,desc="This is a newrole called ny_newrole"
,roles="rolel;rol e2;rol e3"
, privilege="view job; 923470234ABCDFE23018494753091111"
,privilege="view target;host1. exanpl e.com host"
, user s="j ohndoe; j anedoe")

These examples create a role named my_external_role with a role type of
EXTERNAL_ROLE and one-sentence description of "This is an external role."

Example 3 - Command-Line

encli create_role
-name="ny_external _rol e"
-t ype="EXTERNAL_ROLE"
-desc="This is an external role"

Example 4 - Scripting and Interactive

create_role
(name="ny_external _role"
, t ype="EXTERNAL_ROLE"
,desc="This is an external role")

5.4.114 create_service

ORACLE

Creates a service to be monitored by Enterprise Manager.

Format

entli create_service
-nane=' nane'
-type='type'
-avai | Type=t est| system
-avai | Op=and| or
[ - host Nane=<host _nanme>
[ - agent URL=<agent _ur| >
[-properties="pnanel| pval 1; pnane2| pval 2;..."]
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-timezone_regi on=<gnt _of f set >]

- syst emane=<syst em name>]

-syst ent ype=<syst em type>]

- keyconponent s=' keyconplname: keyconplt ype; keyconp2nane: keyconmp2type;..."]
-beacons=" bcnlnane: benli sKey; becn2nane: ben2i sKey; ... ']
-input_file="tenplate: Tenplate file nane]"]

-input _file="variables:Variable file nane]"]

-sysAvai | Type=<avai |l ability_type>]

indicates that the paraneter is optional

Options

name

Service name. Names cannot contain colons ( : ), semi-colons ( ; ), or any leading
or trailing blanks.

type
Service type.
availType

Sets the availability to either test-based or system-based. If availability is set to
t est, template file, beacons, and variable are required arguments. If availability is
set to syst em systemname, systemtype, and keycomponents are required.

availOp

Availability operator. If and, uses all key tests/components to decide availability. If
or, uses any key tests/components to decide availability.

hostName

Network name of the system running the Management Agent that is collecting data
for this target instance.

agentURL

URL of the Management Agent that is collecting data for this target instance. If you
enter the host name, the Agent URL of the host is automatically entered in this
field.

properties

Name-value pair (that is, prop_name|prop_value) list of properties for the service
instance.

timezone_region

GMT offset for this target instance (-7 or -04:00 are acceptable formats).
systemname

System name on which service resides.

systemtype

Type of system for which you want to create the service.
keycomponents

Name-type pair (that is, keyconp_nane: keyconp_t ype) list of key components in
the system that are used for the service.

beacons
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Name-isKey pairs that describe the beacons of the service. If isKey is setto Y,
beacon is set as a key-beacon of the service. The service should have at least one
key beacon if the availability is set to test-based.

e input_file

Template file name is the XML file that includes the template definition. Variable
file defines the values for the template.

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

e sysAvailType

Type of availability when the availType is system-based. Sets the availability to
either system target directly or selected components of a system.

If availability is set to 'system target directly,' the system needs to have
availability[status] defined. systemname and systemtype are required parameters.

If availability is set to 'selected components of a system,' systemname, systemtype
and keycomponents are required parameters.

If availability is set to 'system target directly," and if the system does not have
availability[status] defined, the availability set is invalid. Therefore, the only option
that can be set is 'selected components of a system'.

Examples
Example 1

This example creates a generic service named my_service with specified properties
on a generic system named my_system. The availability is set as system-based, and
the availability is based on system target status.

entli create_service
-name='ny service' -type='generic_service'
-avai | Type='system -avail Qp="or"

-sysAvai |l Type='systemtarget directly'
-properties='propl:val uel;, prop2:val ue2'
-timezone_regi on=" PST8PDT'

-systemane="ny system -systentype='generic_systeni

Example 2

This example creates a generic service named ny_ser vi ce with specified properties
on a generic system named ny syst emwith specified key components. The availability
is set as system-based.

entli create_service
-name=' ny_service' -type='generic_service'
-avai | Type='system -avail Op="or"
-properties="propl:val uel; prop2:val ue2'
-timezone_regi on=" PST8PDT'
-systemane="ny system -systentype='generic_systeni
-keyconponent s=' dat abase: oracl e_dat abase; nyt est beacon: oracl e_beacon’

5.4.115 create_service template

Creates a service template.
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Format

entli create_service_tenplate

[]

-name="<service tenpl ate>"

-service_fam|y="<service famly>"

-servi ce_type="<service type>"]

-pool _target _type="target type of software pools"
-sof t war e_pool s="<SwPool 1, SwPool 2, SwPool 3, ...>"

[-rol es="<SsaRol el, SsaRol €2, .. >"]
[-description="<service tenplate description>"]
[-input_file="data:<service executable metadata file>"]

indicates that the paraneter is optional.

Options

name
Name of the service template to be created.
service_family

Service family for which the service template is being created, for example DBAAS
for database, MWAAS for middleware.

service_type

Service type for which the service template is being created, for example
PhysicalWLS for a physical middleware service template.

pool_target_type
Target type of the software pools to be associated with the service template.
software_pools

Comma-separated list of software pools to be associated with the service
template.

roles

Comma-separated list of SSA roles that can access this service template. A
service template can be made available to a restricted set of users through the use
of roles. The SSA roles should already be created before executing this EM CLI
command.

description
Description of the service template.
input_file

Contains configuration and profile data in JSON format that will be required for
setting values of procedure configuration variables. For example:

i nput _file="data: executabl e.json"

Example

This example creates the service template My Service Template:

entli create_service_tenplate

-name="M ddl eware service tenplate August”
-servi ce_fam | y="MMAS"
-servi ce_t ype="Physi cal W.S"
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-pool _target _type="nmwaas_zone"

-sof t war e_pool s="MyPool OH'

-rol es="SSA USER ROLE"

-description="Mddl enare small instance service tenplate."
-input _file="data: executable.json"

5.4.116 create_siteguard configuration

Creates a site configuration for Site Guard. It associates the systems and their roles.

Format

entli create_siteguard_configuration
- pri mary_syst em name=<name>
-standby_syst em nane=<nanel; name2;...>
Options
e primary_system_name
Name of the system associated with the primary site.
» standby_system_name
Name of the system associated with the standby system. You can specify more
than one system name.

Examples

entli create_siteguard_configuration
-primary_system name="BI Syst ent"
-standby_syst em nane="BI Syst en2"

See Also

update_siteguard_configuration
delete_siteguard_configuration

5.4.117 create_siteguard_credential_association

ORACLE

Associates the credentials with the targets in a site.

Format

entli create_siteguard_credential _association
- Syst em name=<nane>
[-target _name=<nane>]
-credential _type=<type>
[-credential _nanme=<nane>]
[-use_preferred_credential =<t ype>]
-credential _owner =<owner >

[ 1 indicates that the paranmeter is optional.
Options
° system_name

Name of the system.

* target_name
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Name of the target.
* credential_type

Type of credential, which can be HostNormal, HostPrivileged, WLSAdmin, or
DatabaseSysdba.

e credential_name

Name of the credential. If you do not specify this option, you need to specify the
use_preferred_credential parameter.

* use_preferred_credential

Name of the credential. If you do not specify this option, you need to specify the
credential_name parameter.

* credential_owner

Owner of the credential.

Examples
Example 1

entli create_siteguard_credential _association
-system name="Bl Syst enl"
-credential _type="Host Nor mal "
-credential _name="HOST- SGCRED"
-credential _owner="sysman"

Example 2

entli create_siteguard_credential _association
-system name="Bl syst enl"
-target _name="dat abase-i nstance"
-credential _type="Host Nor mal "
-credential _nanme="HOST- DBCRED"
-credential _owner="sysman"

5.4.118 create_siteguard_script

Associates scripts (pre-script, post-script, and storage script) with the Site Guard
configuration.

Format

encli create_siteguard_script
- syst em name=<nane>
- oper at i on=<nane>
-SCript _type=<type>
[-host _name=[ <nanel; name2;...>]
- pat h=<pat h_of _scri pt >
[-all _hosts=true|fal se]
[-rol e=Pri mary| St andby]

[ 1 indicates that the parameter is optional
Options

° system_name

Name of the system.
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operation
Name of the operation. Examples: Switchover, Failover, Start, or Stop.
script_type

Type of script, which can be Mount, UnMount, Pre-Script, Post-Script, Failover, or
Switchover.

host_name

Name of the host where this script will run. You can specify this option more than
once.

path
Path to the script.
all_hosts

Allows the script to run on all the hosts in the system. This optionoverrides the
host_name.

role

Configures the script based on the system role. By default, the script is configured
for both primary and standby roles for a given system.

Examples
Example 1

entli create_siteguard_script

-system name="Bl Syst enl"
-operation="Sw tchover™"
-script_type="Pre-Script"
-path="/tnp/ prescript"”
-all _hosts="true"
-role="Primary"

Example 2

entli create_siteguard_script

-system name="Bl Syst enl"
-operation="Sw t chover"
-script_type="Pre-Script"
-path="/tnp/ prescript"
-host _name="BI HOST1"
-host _name="BI HOST2"

5.4.119 create_standby (deprecated)

ORACLE

Creates a standby database generated from a backup of a primary database.

< Note:

Since create_standby is deprecated, use create_standby database instead.
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Format

entli create_standby

-source_db_target _name="<standby database target name>"
-source_dbh_target _type="oracl e_dat abase| rac_dat abase"
-dest _oracl e_si d="<standby instance name>"
- spnane="<st andby dat abase uni que nane>"
[-source_db_creds_name="pri mary database credential nang"]
[-source_host _creds_name="primary database host credential nane"]
[-dest _host _creds_nanme="standby database host credential nane"]
[-asm.inst_creds_nane="asminstance credential nane"]
[-dest _host _name="standby host nane"]
-dest _oracl e_hone="st andby dat abase oracle hone"]
-dest _target _nanme="standby database target nane"]
-use_dupl i cate=\"Yes| No\ "]
-source_staging_area="prinmary staging directory"]
-storage_type="storage type"]
-dest _db_dat abase_area="standby database files |ocation"]
-dest _db_recovery_area="standby database fast recovery area"]
-dest _l i stener_sel ecti on="standby database |istener selection"]
-dest _| i stener_name="standby database |istener nane"]
-dest _|istener_port="standby database |istener port"]
-sthy_type="standby type"]
-use_broker=\"Yes| No\ "]
-use_sys_dba_nonitoring_creds="use sys dba nmonitoring creds"]
-dest _stagi ng_area="standby staging directory"]
-configure_with_oracle restart]

Options

source_db_target name

Primary database Enterprise Manager target name source. Can either be a single-
instance database or a cluster database instance.

source_db_target_type

Primary database target type. Specify oracle_database for single instance, or
rac_database for cluster.

dest_oracle_sid

Standby database instance name.
spname

Standby database unique name.
source_db_creds_name

Primary database named credential for a user with SYSDBA or SYSDG role.
Default is to use preferred credential.

source_host_creds_name

Primary database host named credential for an operating system user who can
access the primary database Oracle Home. Default is to use preferred credential.

dest_host_creds_name

Standby database host named credential for an operating system user who can
access the primary database Oracle Home. Default is to use preferred credential.
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asm_inst_creds_name

ASM instance named credential.

dest_host_name

Standby database host name. Default is primary host name.
dest_oracle_home

Standby database Oracle Home location. Default is primary database Oracle
Home location.

dest_target_name

Standby database Enterprise Manager target name. Default is standby database
unigue name.

use_duplicate

Database files moved directly to clone the database host by the Recovery
Manager(RMAN). Default is yes.

source_staging_area

Staging area used to store the backup of a primary database. This option is
applicable only when use_duplicate is not set.

storage_type
Standby database storage type.
— FILE_SYSTEM: Standby database files are in a regular file system.

— ASM_STORAGE: Standby database uses Automatic Storage Management
(ASM).

Default is FILE_SYSTEM.
dest_db_database area

Standby database files Oracle-managed files (OMF) location. Can be a regular file
system (if storage_type is FILE_SYSTEM) or an ASM diskgroup (if storage_type is
ASM_STORAGE).

dest_db_recovery_area

Standby database fast recovery area.

dest_listener_selection

Standby database listener selection.

— GRID_INFRA: Uses the Grid Infrastructure Home listener.

— DEST_DB_HOME: Uses the listener from the standby database Oracle Home.
Default is GRID_INFRA.

dest_listener_name

Standby database listener name. This option is applicable only if
dest_listener_selection is set to DEST_DB_HOME.

If not specified, default value is the first existing TCP listener found in the standby
database Oracle Home. Note that if dest_listener_name is specified, then
dest_listener_port must also be specified.

dest_listener_port
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Standby database listener port. This option is applicable only if
dest_listener_selection is set to DEST_DB_HOME. Note that if dest_listener_port
is specified, then dest_listener_name must also be specified.

» sthy type
Type of the standby database to be created.
— PHYSICAL
— LOGICAL
Default is PHYSICAL.
e use_broker
Uses Data Guard broker to manage the Data Guard configuration. Default is yes.
e use_sys dba_monitoring_creds
Uses SYSDBA credentials to monitor the standby database. Default is no.
» dest_staging_area

Staging area used to store the backup files transferred from the primary host. This
option is applicable only when use_duplicate is not set.

» configure_with_oracle_restart

If the destination host has Oracle Restart configured, it configures the standby
database with Oracle Restart. When required, Oracle Restart automatically starts
the standby database. Default is no.

Examples
Example 1

The following command creates a standby database with the uniqgue name
“databasel" generated from the backup of a primary single-instance database named
“Database".

entli create_standby
-source_db_t arget _name="dat abase"
-source_db_target _type="oracl e_dat abase"
-dest _oracl e_si d="dat abasel"
- spnane="dat abasel"

Example 2

The following command creates a standby database with the uniqgue name
"databasel" generated from the backup of a cluster database named "primary". The
standby database uses SYSDBA credentials for monitoring and uses Data Guard
broker to manage the Data Guard configuration.

entli create_standby
-source_db_target _name="prinary"
-source_db_target _type="rac_dat abase"
-dest _oracl e_si d="dat abasel"
- spnane="dat abasel"
-use_broker="Yes"
-use_sys_dba_nonitoring_creds="Yes"
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5.4.120 create_standby_database

ORACLE

Creates a standby database generated from a backup of a primary database.

Format

entli create_standby_database

-source_db_target _name="<standby database target name>"

-source_db_target _type="oracl e_dat abase| rac_dat abase"

-dest _oracl e_si d="<standby instance name>"

- spnane="<st andby dat abase uni que nane>"
-source_db_creds_nanme="<pri mary database credential nanme>"]
-source_host _creds_name="<primary database host credential name>"]
-dest _host _creds_nane="<st andby dat abase host credential name>"]
-asm.inst_creds_nanme="<asminstance credential nane>"]
-dest _host _nanme="<st andby host nanme>"]
-dest _oracl e_hone="<st andby database Oracle honme>"]
-dest _target _nanme="<standby database target name>"]
-use_dupl i cat e="Yes| No"]
-source_staging_area="<primary staging directory>"]
-storage_type="<storage type>"]
-dest _db_dat abase_area="<st andby database files | ocation>"]
-dest _db_recovery_area="<standby database fast recovery area>"]
-dest _l i stener_sel ection="<standby database |istener selection>"]
-dest _| i stener_name="<st andby database |istener name>"]
-dest _|istener_port="<standby database |istener port>"]
-sthy_type="<standby type>"]
-use_bhroker="Yes| No"]
-use_sys_dba_roni toring_creds]
-dest _stagi ng_area="<st andby staging directory>"]
-configure_with_oracle restart]

[-src_ssh_tunnel _port="<ssh tunnel port used by standby database to connect to
primry database>"]

[-dest _ssh_tunnel _port="<ssh tunnel port used by primary database to connect
to standby database>"]

[-src_gateway_creds_name="<prinmary database host hybrid gateway agent
credential nane>"]

[-dest _gat eway_creds_nanme="<standby database host hybrid gateway agent
credential nane>"]

[-dest _G _host _creds_name="<st andby database grid infrastructure credential
nane>"]

[-tde_wal | et _creds_nanme="<transparent data encryption wallet credentials of
the primary database>"]

Options
* source_db_target name

Primary database Enterprise Manager target name source. Can either be a single-
instance database or a cluster database instance.

* source_db_target type

Primary database target type. Specify oracle_database for single instance, or
rac_database for cluster.

e dest_oracle_sid
Standby database instance name.

¢ spname
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Standby database unique name.
source_db_creds_name

Primary database named credential for a user with SYSDBA or SYSDG role.
Default is to use preferred credential.

source_host_creds_name

Primary database host named credential for an operating system user who can
access the primary database Oracle home. Default is to use preferred credential.

dest_host_creds_name

Standby database host named credential for an operating system user who can
access the primary database Oracle home. Default is to use preferred credential.

asm_inst_creds_name

ASM instance named credential.

dest_host_name

Standby database host name. Default is primary host name.
dest_oracle_home

Standby database Oracle home location. Default is primary database Oracle home
location.

dest_target_name

Standby database Enterprise Manager target name. Default is standby database
unigue name.

use_duplicate

Database files moved directly to clone the database host by the Recovery
Manager(RMAN). Default is yes.

source_staging_area

Staging area used to store the backup of a primary database. This option is
applicable only when use_duplicate is not set.

storage_type
Standby database storage type.
— FILE_SYSTEM: Standby database files are in a regular file system.

— ASM_STORAGE: Standby database uses Automatic Storage Management
(ASM).

Default is FILE_SYSTEM.
dest_db_database area

Standby database files Oracle-managed files (OMF) location. Can be a regular file
system (if storage_type is FILE_SYSTEM) or an ASM diskgroup (if storage_type is
ASM_STORAGE).

dest_db_recovery_area
Standby database fast recovery area.
dest_listener_selection

Standby database listener selection.
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— GRID_INFRA: Uses the Grid Infrastructure Home listener.

— DEST_DB_HOME: Uses the listener from the standby database Oracle home.
Default is GRID_INFRA.

dest_listener_name

Standby database listener name. This option is applicable only if
dest_listener_selection is set to DEST_DB_HOME.

If not specified, default value is the first existing TCP listener found in the standby
database Oracle home. Note that if dest_listener_name is specified, then
dest_listener_port must also be specified.

dest_listener_port

Standby database listener port. This option is applicable only if
dest_listener_selection is set to DEST_DB_HOME. Note that if dest_listener_port
is specified, then dest_listener_name must also be specified.

stby_type

Type of the standby database to be created.

— PHYSICAL

— LOGICAL

Default is PHYSICAL.

use_broker

Uses Data Guard broker to manage the Data Guard configuration. Default is yes.
use_sys_dba_monitoring_creds

Uses SYSDBA credentials to monitor the standby database. Default is no.
dest_staging_area

Staging area used to store the backup files transferred from the primary host. This
option is applicable only when use_duplicate is not set.

configure_with_oracle_restart

If the destination host has Oracle Restart configured, it configures the standby
database with Oracle Restart. When required, Oracle Restart automatically starts
the standby database. Default is no.

src_ssh_tunnel_port

SSH Tunnel port used by the standby database to connect to the primary
database. This is the port created on the standby host to forward the connection
request to the primary database listener port.

dest_ssh_tunnel_port

SSH Tunnel port used by the primary database to connect to the standby
database. This is the port created on the primary host to forward the connection
request to the standby database listener port.

src_gateway_creds_name
Hybrid Gateway Agent named credential for the primary database host.
dest_gateway creds_name

Hybrid Gateway Agent named credential for the standby database host.
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e dest Gl _host creds _name

Grid Infrastructure named credentials for an operating system user who can
access the grid infrastructure Oracle home.

e tde_wallet_creds _name

Transparent Data Encryption wallet credentials for the primary database. Use
create_named_credential verb to create these credentials as shown below:

entli create_nanmed_credenti al
-cred_name=WCl -cred_t ype=Ceneri cPassword
-auth_target_type='<system'
-attribut es="GENERI C_PASSWORD: <Pri mary Dat abase TDE Wl | et Passwor d>"

Examples
Example 1

The following command creates a standby database with the uniqgue name
“databasel" generated from the backup of a primary single-instance database named
“Database".

entli create_standby_dat abase
-source_db_t arget _name="dat abase"
-source_db_target _type="oracl e_dat abase"
-dest _oracl e_si d="dat abasel"
- spnane="dat abasel"

Example 2

The following command creates a standby database with the uniqgue name
"databasel" generated from the backup of a cluster database named "primary". The
standby database uses SYSDBA credentials for monitoring and uses Data Guard
broker to manage the Data Guard configuration.

entli create_standby_database
-source_db_target _name="prinary"
-source_db_target _type="rac_dat abase"
-dest _oracl e_si d="dat abasel"
- spnane="dat abasel"
-use_broker="Yes"
-use_sys_dba_nonitoring_creds="Yes"

Example 3

The following command creates a standby database on the Cloud host
‘cloudhost.oracle.com' reachable through a destination gateway for a primary
database that is encrypted with TDE. Communication between the primary and
standby databases will be established using the specified tunnel ports.

entli create_standby_database
-source_db_target _name="pri mary_dat abase"
-source_db_target _type="oracl e_dat abase"
-dest _oracl e_si d=' opcst'
- spnanme=' opcst’
-dest _target _name=' opcst'
-use_sys_dba_noni toring_creds=" YES'
-sour ce_db_creds_nanme=' SRC_DB_CRED
-use_dupl i cat e=' YES
-asminst_creds_nane="ASM
- dest _db_dat abase_ar ea=" DATADG'
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-dest _db_recovery_ar ea="RECODG'

-dest _|i stener_sel ection="DEST_DB_HOWE'

-sour ce_host _creds_name=' SRC_HOST_CREDS
-dest _host _creds_nanme=' OPC_SSH NAVED CREDS'

- dest _host _nane="cl oudhost . or acl e. conf

-dest _oracl e_honme="/scrat ch/ ai ne/ db/ pr oduct / dbhone_1"
- dest _gat eway_creds_nane=" DEST_GATEWAY_CREDS
-dest _G _host _creds_nane="DEST_GRI D_CREDS"
-src_ssh_tunnel _port="4001"

-dest _ssh_tunnel _port="4001"

-configure_ with oracle_restart"

-tde_wal | et _creds_name=' WC1'

5.4.121 create_swlib_directive_entity

Creates an entity of the Directive type in the Software Library. On successful creation,
the entity revision appears in the specified folder on the Software Library Home page.

Format

entli create_swib_directive_entity

-name="entity_nanme"

-folder_id="fol der_id"

-arg="[<arg prefix>;]<arg prop name>[;<arg suffix>]"

[-shel | _type] ="<shell type>"

[-run_privileged]

[-file="<abs/relative file path>[;<new file name>]"

[-upl oad_storage="<storage | ocation nane>; <storage type>"] | [-refer_
storage="<storage | ocation name>; <storage type>"]

[-credential _set_name="setnane"] | [-credential _nane="name" -
credential _owner="owner"]

[-desc="entity_desc"]

[-attr="<attr name>:<attr val ue>"]

[-note="note text"]

[-show entity rev_guid]

[-show _cnd_line_and_exit]

[ ] indicates that the paraneter is optional.

Parameters

*  name
Name of the entity.
» folder_id

Folder ID where the entity is created. The Software Library Home page exposes
the ID for folders and entities as a custom column (Internal ID). However, this is
hidden by default.

e arg

Command line argument property name, specified optionally with a prefix and/or a
suffix. To specify multiple arguments, repeat the option.

* shell_type
Shell type can be one of the following:
— SUB_Exec - Specified in the script
— SUB_PSUB_Bash - Basherl - Perl
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— Defaults to SUB_Perl.
run_privileged

This is an option to specify whether the directive should be executed with
privileged credentials or not. This is executed with normal credentials by default.

file

If - upl oad_st or age is specified, it is the absolute path of the file that is uploaded. If
-refer_storage is specified, it is the relative path of the file that is referred from
the storage location specified. File name stored in the Software Library after the
file is upload is defaulted to the name of the file being uploaded/referred. A
different file name can be specified, optionally, separated by ';'. The first file
specified in the command line will be defaulted as the main file and will be
executed when the directive is run.

host

Target name of the host where the files are available. This should be used in
conjunction with the - upl oad_st or age option.

credential_set_name

The set name of the preferred credential stored in the Management Repository for
the host target. This can be one of the following:

— HostCredsNormal - default unprivileged credential set
— HostCredsPriv - privileged credential set
credential_name

Named credential stored in the Management Repository. This option must be
specified along with the - credenti al _owner option. This must be used in
conjunction with the - upl oad_st orage option.

credential_owner

Owner of a named credential stored in the Management Repository. This option
must be specified along with the -credential_name option. This must be used in
conjunction with the -upload_storage option.

upload_storage

Destination storage location and type for the upload, separated by ';'. The location
specified must be in the 'active’ status. Defaulted to storage type and location of
the first upload location configured for Software Library. The storage type can be
one of the following:

— OmsShared (OMS Shared File System)
— OmsAgent (OMS Agent File System)
refer_storage

Storage location and type for referring to files, separated by ';'. The location
specified must be in the 'active’ status. The storage type can be one of the
following:

— http
— NFS
— ExtAgent

If specified, this option takes precedence over - upl oad_st or age option.
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* desc
Description of the entity. The new description is visible to all existing revisions.
e attr

Attribute and its value is separated by "'. To specify multiple attributes, repeat the
option.

* note

A note about the entity. Repeat the option for multiple notes.
* show_entity rev_guid

Option to enable printing of the internal GUID of the new entity revision or not.
 show_cmd_line_and_exit

Option to enable printing of the command line and exiting without creating a new
entity revision or not.

Examples
Example 1

The following example creates a directive entity named 'myAcnel nstal | ' in the
specified folder. The directive has one argument with a '-home’ prefix and the
argument value is of the ' oh_hone' property. It has two script files associated with it,
the first one is defaulted as the main file. The main file is executed when the directive
is executed. Also, the mymodule.pm file content is saved by the name ' conmon. pni .
The files are accessible locally by the emcli process owner. The folder ID value can be
found on the Software Library Home page. The Software Library Home page exposes
the ID for folders and entities as a custom column (Internal ID). However, this is
hidden by default.

encli create_swib_directive_entity
-name="nyAcnel nstal | "
-fol der _ i d="oracl e: def aul t Servi ce: em provi si oni ng:
1: cat : B13B3B7B086458CFE040E80A19AA560C"
-arg="-hone :oh_hone"
-shel | _type=SUB_Per|
-file=/u0l1/scripts/nyscript.pl
-file=/u01/scripts/ nymodul e. pm conmon. pm

Example 2

The following example creates a directive entity named 'nyAcnel nstal | ' in the
specified folder. The directive has one argument with a '-home' prefix and the
argument value is of the 'oh_hone' property. It has two script files associated with it,
the first one is defaulted as the main file. The main file is executed when the directive
is executed. Also, the mymodule.pm file content is saved by the name ‘common.pm'.
The files are retrieved from the host 'fsl.us.acme.com' using the credential identified
as 'MyAcnmeCreds' owned by 'ACME_USER. The folder ID value can be found on the
Software Library Home page. The Software Library Home page exposes the ID for
folders and entities as a custom column (Internal ID). However, this is hidden by
default.

encli create_swib_directive_entity
-name="nyAcnel nstal | "
-fol der_i d="oracl e: def aul t Servi ce: em provi si oni ng:
1: cat : B13B3B7B086458CFE040E80AL9AAS60C" i d="or acl e: def aul t Servi ce: em provi si oni ng:

5-190



Chapter 5
EM CLI Verbs

1: cat : B13B3B7B086458 CFEO40E80A19AA560C"

-arg="-hone :oh_hone"

-shel | _type=SUB_Perl
-file=/u0l/scripts/nyscript.pl
-file=/u0l/scripts/ nymodul e. pm common. pm
-host="fs1. us. acre. conf

-credential _nanme="MAcneCr eds"

-credenti al _owner =" ACME_USER

5.4.122 create_swlib_entity

Creates an entity in the software library. Upon successful creation, the entity revision
appears under the specified folder on the software library home page.

ORACLE

Format

entli create_swib_entity

[]

-name="entity_nanme"

-folder_id="fol der_id"

[-type] ="type_internal _id"]

[-subtype] ="subtype_internal _id"]

[-desc="entity_desc"]

[-attr="<attr_name>:<attr val ue>"]

[ - prop="<prop_nane>: <prop val ue>"]

[-secret _prop="<secret_prop_nane>: <secret _prop=_val ue>"]
[-note="note_text"]

indicates that the paraneter is optionalis optional

Options

name
Name of the entity.
folder_id

Identifier of the folder where the entity is to be created. The software library home
page exposes the identifier for folders and entities as a custom column (Internal
ID), and is hidden by default.

type
Use the list_swlib_entity_types verb to identify the type.
subtype

Internal identifier of the entity subtype, which defaults to the 'Generic Component'
subtype for the 'Component' type. Use the list_swlib_entity types verb to identify
the subtype.

desc
Description of the entity.
attr

An attribute and its value, separated by a colon ( : ). To specify values for multiple
attributes, repeat this option.

prop

A configuration property and its value, separated by a colon (: ). To specify values
for multiple properties, repeat this option.
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e secret_prop

A configuration property and its secret value separated by a colon (:). Itis
recommended to not specify the secret value on the command line. If omitted from
the command line, the value is prompted for. To specify values for multiple
properties, repeat this option.

e note

A note on the entity. For multiple notes, repeat this option.

Examples
Example 1

This example creates an entity named 'myAcmelnstall' under the specified folder. The
entity is of type 'Component' and subtype 'Generic Component, by default. The folder
identifier value can be found on the software library home page. The software library
home page exposes the identifier for folders and entities as a custom column (Internal
ID), and is hidden by default.

encli create_swib_entity
-name="nyAcnel nstal | "
-folder_id=
"oracl e: def aul t Servi ce: em provi si oni ng: 1: cat : BL3B3B7B086458CFE040E80A19AA560C"

Example 2

This example creates an entity named 'myAcmelnstall’ under the specified folder with
the specified description. The entity is of type ‘Component' and subtype '‘Generic
Component' by default. Values for the entity attributes, viz. PRODUCT,
PRODUCT_VERSION and VENDOR, are specified. The value for the configuration
property named DEFAULT_HOME is specified. A note on the entity is also specified.
The identifier of the newly created entity revision is printed on the standard output.

entli create swib_ entity
-name="nyAcnel nstal | "
-folder_id=
"oracl e: def aul t Servi ce: em provi si oni ng: 1: cat : BL3B3B7B086458CFEQ040E80A19AA560C"
-desc="nyAcnel nstal | description"
-at tr="PRODUCT: Acre"
-at t r="PRODUCT_VERSI ON: 3. 0"
-attr="VENDOR: Acrme Corp"
- prop="DEFAULT_HOVE: / u01/ acne3/ "
-note="nyAcnelnstall for test servers"

5.4.123 create_swlib_folder

ORACLE

Creates a folder in the software library.

Format

encli create_swib_folder
-name="f ol der _name"
-parent _i d="parent _fol der _i d"
[-desc="fol der_description"]

[ T indicates that the paraneter is optionalis optional
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Options
°  name

Name of the folder.
e parent_id

Identifier of the parent folder under which the folder is to be created. To create a
folder under the root folder, specify the parent folder identifier as 'ROOT.' The
software library home page exposes the identifier for folders and entities as a
custom column (Internal ID) and is hidden by default.

« desc

Description of the folder.

Example
This example creates a folder named 'myFolder' under the specified parent folder.

encli create_swib_folder
- nanme="nyFol der"
-parent _id=

"oracl e: def aul t Servi ce: em provi si oni ng: 1: cat : BL3B3B7B086458CFE040E80A19AA560C"
-desc="nyFol der description"

5.4.124 create_system

ORACLE

Defines a system: name and its members. After the system is created, you can edit
the system from the Enterprise Manager Cloud Control console to configure charts to
be displayed for system members.

A database system contains a primary database and related targets such as Listener
and Automatic Storage Management. It also includes standby databases and their
related targets if the database is in a Data Guard configuration. Database systems
cannot be created for standby databases.

Format

entli create_system

- name="nane"
type=<syst enp]
add_nenber s="nanel: typel: key_menber/non_key_nenber; nane2:type2;..."]...
separ at or =add_nenber s="sep_val ue"]
subsepar at or =add_nenber s="subsep_val ue"]
-timezone_regi on="actual _tinezone_region"
- owner =" owner "]
-meta_ver="net a_version_of _systemtype"]
-is_propagating="true|fal se"]
-availability_type="ALL| ANY"]

[.
[.
[.
[.

[ T indicates that the paraneter is optionalis optional

Options
* name
Name of the system.

- type
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System type: generic_system. Defaults to "generic_system".
* add_members

Add existing targets to the system. Each target is specified as a name-value pair
target _name:target _type. You can specify this option more than once.

key _member specifies that this target is a part of the systems availability
calculation.

e separator

Name-value pair separator for the given argument.
e subseparator

Separates the name from the value for the given argument.
e timezone_region

Actual time zone region.
e owner

Owner of the system.
¢ meta_ver

Meta version of the system type. Defaults to "1.0".
* is_propagating

Flag to indicate if the privilege on the system will be propagated to member targets
or not. The default value is false.

e availability_type

Availability calculation method of the system. Defining this is required if
key_member is defined. ALL denotes that all key members must be up in order to
mark the system as up. ANY denotes that at least one of the key members must
be up in order to mark the system as up.

Output

Success / Error. If you attempt to create a standby database, you will receive the
following message:

Operation not supported for given system type.

Examples
Example 1

This example creates a generic system named db_syst emand supports backward
compatibility. This system consists of two Oracle databases: enp_r ec and payrol | .
The owner of this system is user 1. The meta version of the system type is 3. 0.

entli create_system -nane=db_system
-add_nenbers="enp_rec: oracl e_dat ahase"
-add_nenber s="payrol | : oracl e_dat abase"
-timezone_regi on="PST8PDT"
- owner ="user 1"

Example 2

This example creates a generic system named db_system1. This system consists of
two Oracle databases: emp_rec and payroll. emp_rec is a key member for the system.
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The availability calculation method is if ANY of the key members is up, the system is
up. The meta version of the system type is 3.0. This example shows the
recommended method for creating a system.

entli create_system -nanme=db_systenl
-add_nenber s="enp_r ec$or acl e_dat abase$key_nenber"
-add_menber s="payr ol | $or acl e_dat abase"
- subsepar at or =add_menber s="$"
-timezone_regi on="PST8PDT"
-availability_type="ANY"

5.4.125 create_tenant

ORACLE

Creates a new tenant in Enterprise Manager.

Format
Standard Mode

encli create_tenant
- name="nane"
-description="description"
- owner _name="owner _name"
[ - owner _passwor d="owner _password"]
[ - owner _type="owner _type"]
[ - namespace="nanespace"

[ 1 indicates that the parameter is optional

Interactive or Script Mode

encli create_tenant(
nane="nange"
,description="description"
, owner _nanme="owner _nane"
[, owner _passwor d="owner _password"]
[, owner _type="owner _type"]
[, namespace="nanespace"]

)

[ 1 indicates that the parameter is optional

Options
°* name

The name of the tenant.
» description

Description of the tenant.
° owner_name

The tenant owner name.
* owner_type

The type of owner. EM USER is the default owner type. Other possible values are
EM USER and EXTERNAL_USER.

e namespace
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The namespace for the tenant.

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Example

The following example creates a tenant by name ny_t enant with j ohn_doe as the
tenant owner.

entli create_tenant
-name=ny_t enant
-description="This is the tenant description."
- owner _nane=j ohn. doe
- owner _passwor d=pw
- owner _t ype=EM USER

5.4.126 create_udmmig_session

ORACLE

Creates a session to migrate user-defined metrics (UDMS) to metric extensions for
targets.
Format

entli create_udmr g_session
- hame=<sessi on_name>
- desc=<sessi on_descri ption>
[-udm choi ce=<specific_udmto_convert>]*
{-target =<type: nane_of target_to _nmigrate> }*
| {-input_file=targetList:<conplete path_to file>};
{-tenpl ate=<tenpl ate_nanme_to_update> }*
| {-input_file=tenplatelist:<conplete _path to_file>}
[-al | Udns]

[ T indicates that the paraneter is optional

Options
* name
Name of the migration session to be created.
* desc
Description of the migration session to be created.
* udm_choice

Specify if the session should migrate specific UDMs. Otherwise, all UDMs are
migrated.

* target
The type:name of the target to be updated. You can specify multiple values.
* input_file=targetList

Specify a file name that contains a list of targets, one per line, in the following
format:

<t ar get Type>: <t ar get Name>
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For more information about the input_file parameter see -input_file Syntax
Guidelines.

* template

Name of the monitoring template to update. You can specify multiple values.
* input_file=templateList

Specify a file name that contains a list of templates, one name per line.

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

+ alludms
Forces the session to contain all UDMs from targets and templates. (The default
behavior just selects those not in a session.)

Examples
Example 1

This example creates a new session named hostsession that migrates the UDM
hostudm on the target testhost.

entli create_udmm g_session
-name=host sessi on -desc="Convert UDMs for Host Target"
-udm choi ce=host udm -t ar get =host : t est host

Example 2

This example creates a new session hamed hostsession that migrates all the
unconverted UDMs on the target testhost that are not in a session.

entli create_udmm g_session
-nanme=host sessi on -desc="Convert UDWs for Host Target"
-target=host:testhost -all Udns

5.4.127 create_user

ORACLE

Creates a new Enterprise Manager administrator.

Standard Mode

encli create_user
-name="nane" [ - passwor d="passwor d"] [-type="type of user"]
[-roles="rolel;role2;..."]
{-email="email1;emil2;..."]
[-privilege="nane[; secure-resource-details]]"]
[-profile="profile_nanme"]
[-desc="user _description"]
[-expired="truel/fal se"]
[ - prevent _change_password="true/fal se"]
[ - depart nent ="depart nent _name"]
[-cost_center="cost_center"]
[-1ine_of _business="line_of _business"]
[-contact="contact"]
[-location="Iocation"]

[-external _user_id="external _user_id"]

[-tenant="tenant"]

[-like="like"]

[-input_file="FILE:file_path"]
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[-separator="separator:attribute_name:character"]
[-subseparat or ="subseparator:attribute_nane: character"]

indicates that the paraneter is optional

Interactive or Script Mode

create_user(

[]

name="nane"

[, passwor d="passwor d"]

[,type="type of user"]

[,roles="rolel;role2;..."]

[,email="enmail 1;emil?2;..."]

[,privilege="nane[;secure-resource-details]]"]

[,profile="profile_name"]

[, desc="user _description"]

[,expired="truel/fal se"]

[, prevent _change_password="true/fal se"]

[, department ="depart nent _nane"]

[,cost_center="cost_center"]

[,line_of _business="line_of business"]

[,contact="contact"]

[,location="location"]

[,external _user_id="external _user_id"]

[,tenant="tenant"]

[,like="1ike"]

[,input _file="FILE: file_path"]

[,separator="separator:attribute_name:character"]

[, subseparat or="subseparator:attribute_nane: character"] )
indicates that the paraneter is optional

Options

name
Administrator name.
password
Administrator password.
type

Type of user. The default value of this option is EM_USER. Possible values for
this option are:

- EM_USER

— EXTERNAL_USER

— DB_EXTERNAL_USER
roles

List of roles to grant to this administrator. Currently, the built-in roles include
PUBLI C.

email
List of e-mail addresses for this administrator.
privilege

Privilege to grant to this administrator. You can specify this option more than once.
Specify <secure_resource_details> as:
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resource_gui d|
[ resource_col unn_nanel=resour ce_col unm_val uel[: resour ce_col urm_name2=r esour ce_col
um_val ue?]..]"

To retrieve the list of SYSTEM privileges, which do not require resource
information, execute the following emcli command:

enmcli get_supported_privil eges -type=SYSTEM

To retrieve the complete list of privileges and resource column names, execute the
following command:

encli get supported privileges

To retrieve the list of TARGET privileges, execute the following emcli command:
encli retrieve -type=TARGET

To retrieve the list of job privileges, execute the following emcli command:
encli get _supported privileges -type=JOB

profile

Database profile name. It uses DEFAULT as the default profile name.
desc

User description for the user being added.

expired

Use this option to expire the password immediately. The default is false.
prevent_change_password

Valid values are true or false. When set to true, you cannot change your own
password. The default is false.

department

Name of the department of the administrator.
cost_center

Cost center of the administrator in the organization.
line_of business

Line of business of the administrator.
contact

Contact information of the administrator.
location

Location of the administrator.
external_user_id

External user ID of the administrator..
tenant

Tenant name of the administrator.

like

Create like another user.
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e input_file
Reads the contents of a file and passes as property value.

For more information about the input_file parameter, see -input_file Syntax
Guidelines.

e separator

By default, multi-value input attributes use a semicolon ( ;) as a separator.
Specifying this option overrides the default separator value.

Example: separat or="<attri bute_name=sep_char>" where attribute_nane is
name of the attribute for which you want to override the separator character, and
sep_char is the new separator character.Example: separat or ="at t =#"

* subseparator

By default, multi-value input attributes use a colon ( : ) as a subseparator.
Specifying this option overrides the default subseparator value.

Example: subseparat or="<attri bute_nane=sep_char>" where attri bute_nane is
name of the attribute for which you want to override the separator character, and
sep_char is the new subseparator character.Example: separat or ="at t =#"

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Examples

These examples create an Enterprise Manager administrator named new_adni n. This
administrator has two privileges: the ability to view the job with ID
923470234ABCDFE23018494753091111 and the ability to view the target

host 1. exanpl e. com host . The administrator new_adni n is granted the PUBLI C role.

Example 1 Command-Line

entli create_user
- name="new_adni n"
- passwor d="or acl e"
-emai | ="first.|ast @xanpl e. com j oe. shnroe@hmoeshop. cont
-rol es="public"
-privilege="view job; 923470234ABCDFE23018494753091111"
-privilege="view target;hostl. exanple.com host"

Example 2 - Scripting and Interactive

create_user
(name="new_adni n"
, passwor d="or acl e"
,emai | ="first.|ast @xanpl e.com j oe. shroe@hmoeshop. conf
,rol es="public"
,privilege="view job; 923470234ABCDFE23018494753091111"
,privilege="view target;host1. exanpl e.comhost")

These examples make Userl an Enterprise Manager user, which is already created on
an external user store like the SSO server. The contents of priv_file are
view_target;hostl.example.com:host . Userl will have view privileges on the
hostl.example.com:host target.

Example 3 - Command-Line
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entli create_user
-name="User 1"
-type="EXTERNAL_USER'
-input _file="privilege:/home/userl/priv_file"

Example 4 - Scripting and Interactive

create_user
(name="User 1"
, type="EXTERNAL_USER'
Jinput _file="privilege:/hone/userl/priv_file")

5.4.128 create_user_profile
Creates a user profile.

Format

Standard Mode

encli create_user_profile
-name="profile name"
[-description="profile desc"]
[-users="users to be associated"]

[ 1 indicates that the parameter is optional

Interactive or Script Mode

create_user _profile(
name="profile name"
[,description="profile desc"]
[,users="users to be associated"]

)

[ 1 indicates that the parameter is optional

Options
*  name

The name of the user profile to be created.
» description

Description of the user profile to be created.
e users

The names of the users with whom the user profile is to be associated.

Exit Codes

0 if successful. A non-zero value indicates that verb processing was unsuccessful.

Example
The following example creates a new user profile by name profil el.

encli create_user_profile
-nane="profilel"
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EM CLI Verbs
-description=test profile
-users=user 1; user2
Transfers data from source to target.
Format
entli data_transfer -inputFile="File containing properties required for

transferring data"

Options
* inputFile

Location of file containing properties required for transferring data. The mandatory
properties required for this job are:

SOURCE_LOCATION = Location of the data at the source host.
SRC_HOST = Source host containing the data.

SRC_HOST_CREDS = Credentials for the host on which the data is located. If the
source host is on OPC, this should be Host SSH Credentials.

DEST_HOST = Destination host where the data should be copied to.

DEST_HOST_CREDS = Credentials for the host where the data will be copied to.
If the destination host is on OPC, this should be Host SSH Credentials.

DEST_LOCATION = Location on the destination host where the data should be
copied.
Example

The following example transfers data from the source to the target contained in the
dat a_transfer. props file:

entli data_transfer
-input_file=data:/u0l/files/data_transfer.props

5.4.130 db_clone_management

ORACLE

Verb for database clone life cycle mangement.

Format

entli db_cl one_management
-createFul | O one
-creat eTest Mast er
-creat eC oneDB

- creat eSnapCl one

- creat eSnapshot d one
-cl oneTod oud

- enabl eTest Mast er

- di sabl eTest Mast er
-ref reshDat abase

- del et eDat abase
-listCones
-listTest Masters
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-1i st Dat abaseBackups

-1i st Dat abaseSnapshot s

[-target _nane="dat abase target name"

-target _type="dat abase target type"

-clone_type="cl one_type"

-input_file="path of input file"
-print_properties="print properties for input file"]

[ ]indicates an optional parameter.

Options
e -createFullClone
Create a full clone database.
* -createTestMaster
Create a Test Master database.
* -CreateCloneDB
Create a CloneDB database.
e -createSnapClone
Create a Snap Clone database.
* -createSnapshotClone
Create an Exadata Sparse Clone database.
e -cloneToCloud
Clone a database to Oracle Cloud
* -enableTestMaster
Enable a database as Test Master.
» -refreshDatabase
Refresh a database from its source.
* -deleteDatabase
Delete a database and remove the target from Enterprise Manager.
* -listClones
List the clones of a database.
* -listTestMasters
List Test Master databases.
» -listDatabaseBackups
List RMAN backup and image profiles of a database.
» -listDatabaseSnapshots
List Snapshot Profiles of a database.
+ -target_name
Name of the database target. This mandates the presence of -target_type.
+ -target_type

Type of the database target. Possible values:
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— oracle_database for a Single Instance database.

— rac_database for a RAC database.

-clone_type

Type of clone. Possible values:

— LIVE to perform a live clone

— POINT_IN_TIME to perform a prior point in time clone.
-input_file

Path of the file containing input properties.
-print_properties

Print the input properties required for database clone procedures. This mandates
the presence o