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Preface

This guide describes how to configure Oracle Portal. This includes how to plan,
upgrade, check pre-installation requirements, and perform post-installation tasks. This
guide further explains some more advanced Portal deployments, and explains how to
perform the advanced configuration required for these deployments. This guide also
provides information about monitoring and troubleshooting.

Note: For the portable document format (PDF) version of this
manual, when a URL breaks onto two lines, the full URL data is not
sent to the browser when you click it. To get to the correct target of
any URL included in the PDF, copy and paste the URL into your
browser's address field. In the HTML version of this manual, you can
click a link to directly display its target in your browser.

Audience
This guide is intended for two kinds of users:

= Oracle Portal administrators, who are responsible for configuring and
maintaining Oracle Portal.

s Oracle Fusion Middleware administrators, who must configure Oracle Portal to
work with other Oracle Fusion Middleware components.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/us/corporate/accessibility/index.html.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.

Related Documents

For more information, see the following related documentation available in the Oracle
Fusion Middleware documentation library:
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Conventions

Oracle Fusion Middleware Developer’s Guide for Oracle Portal
Oracle Fusion Middleware User’s Guide for Oracle Portal

Note: A complete glossary of Oracle Portal-related terminology
can be found in the Oracle Fusion Middleware User's Guide for Oracle
Portal.

Oracle Fusion Middleware Concepts

Oracle Fusion Middleware Administrator’s Guide

Oracle Fusion Middleware Administrator’s Guide for Oracle HT'TP Server
Oracle Fusion Middleware Administrator’s Guide for Oracle Web Cache

Oracle Application Server Single Sign-On Administrator’s Guide

Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory

Oracle Fusion Middleware Upgrade Guide for Oracle Portal, Forms, Reports, and
Discoverer

Oracle Fusion Middleware Upgrade Planning Guide
Oracle Fusion Middleware Release Notes for Microsoft Windows (32-Bit)

Oracle Fusion Middleware Release Notes for Linux x86

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

CAPITALIZED Capitalized text indicates procedure names.

<> Angle brackets enclose user-supplied information.

[]

Brackets enclose optional clauses from which you can choose one or
none.

Vertical ellipsis points in an example mean that information not directly
related to the example has been omitted.
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What's New in Oracle Portal?

This chapter provides a brief description of features introduced with the latest and
previous releases of Oracle Portal and provides pointers to additional information, this
chapter includes the following section:

New Features in Oracle Portal 11g Release 1 (11.1.1)
New Features in OracleAS Portal 10g Release 2 (10.1.4)

New Features in oracle Portal 119 Release 1 (11.1.1)
The new features of Oracle Portal 11g Release 1 (11.1.1) include:

Oracle Portal Runs on Oracle WebLogic Server

Support for WS-Security

Support for New HTML Document Type Declarations (Doctypes)
Optimization of Oracle Internet Directory Integration

Identity Management Integration

Integration with Oracle Secure Enterprise Search

Oracle Enterprise Manager Fusion Middleware Control
Improved Export/Import Utilities

Integration with Oracle Fusion Middleware

Support for Content Approvals Using BPEL

Improved Integration with Oracle Applications

Capability to integrate Oracle WebCenter Portal: Services into Oracle Portal

Use of Oracle JSF Portlet Bridge to portletize JSF applications and integrate them
into Oracle Portal

Content Integration
Improved Access to Oracle Portal Management Content
OmniPortlet Enhancements

Support for New Industry Standards

Oracle Portal Runs on Oracle WebLogic Server

Oracle Portal, originally shipped as part of Oracle Application Server in previous
releases, now runs on Oracle WebLogic Server 11gR1 (10.3.3).
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Support for WS-Security

With this enhancement, an administrator can secure a WSRP producer with
WS-Security (For example: SAML, UserTaken, and so on.), and select an appropriate
token type to use for identity propagation.

Support for New HTML Document Type Declarations (Doctypes)

A new portal configuration setting allows you to specify the HTML output type
generated by Oracle Portal. In addition to HTML 4.01 Transitional, three new doctypes
are supported: HTML 4.01 Strict, XHTML 1.0 Transitional, and XHTML 1.0 Strict.

Optimization of Oracle Internet Directory Integration

These security enhancements let you adjust for login performance, and specify how
soon the effects of provisioning changes in groups affect user authorizations.

Identity Management Integration

This enhancement lets you define a dynamic group in Oracle Internet Directory, add a
user as a member, and secure a page by assigning appropriate access rights to the
dynamic group. Whatever changes to the group’s rights or the user’s membership in
the group are then reflected in the user’s ability to access the page.

Integration with Oracle Secure Enterprise Search

Secure Enterprise Search (SES) provides the ability to search public and private portal
content as well as external repositories (and replaces UltraSearch).

Oracle Enterprise Manager Fusion Middleware Control

Oracle Portal 11g Release 1 (11.1.1) includes integration with Oracle Enterprise Manger
Fusion Middleware Control 11g, which introduces many important new features for
monitoring and configuring Portal components, viewing performance metrics for
portal pages, portlets, and providers in real time using the Oracle Enterprise Manager
interface.

Improved Export/import Utilities

The Export/Import utilities include several key improvements for Oracle Portal 11g
Release 1 (11.1.1), including:

s Pre-check improvements
= SVU improvements

= Improved error logging
= Enhanced user guidance
= Export improvements

= Ul enhancements

= New cloning functionality

Integration with Oracle Fusion Middleware

Oracle Portal 11g Release 1 (11.1.1) has new portlets that integrate Oracle Secure
Enterprise Search (search submission and search results), Oracle BPEL (notifications,
task analysis, reporting), Oracle Business Intelligence Enterprise Edition (Siebel BI
Tools), and Hyperion System BPM (Business Performance Management), this provides
improved, out-of-the-box integration with Oracle Portal.



Support for Content Approvals Using BPEL

Oracle Portal 11g Release 1 (11.1.1) enables you to use Oracle BPEL to define approval
processes for page groups and pages in your Portal. Oracle BPEL brings added
functionality beyond that provided by the Oracle Portal built-in workflow, and it is
now a simple job to leverage that functionality in your Portal.

Improved Integration with Oracle Applications
Oracle Portal 11g Release 1 (11.1.1) provides improved integration with the following:

s Oracle Applications based on Oracle Applications Framework, such as Oracle
Self-Service Applications, can now expose application pages based on Oracle
Applications Framework as portlets within Oracle Portal.

s Oracle Portal 11g Release 1 (11.1.1) will also support incorporation of portlets from
PeopleSoft applications, including PeopleSoft Version 9, which is based upon the
PeopleTools release 8.48 technology layer. The following adapters are available:

- Oracle Universal Content Management
— Content DB* Third-party content management JCR adapters

-  File system

Capability to integrate Oracle WebCenter Portal: Services into Oracle Portal

In this release, you can integrate Oracle WebCenter Portal: Services, which is a
separate license, into Oracle Portal. For information about setting up the services
producer application, see Chapter 27, Creating Portlets with the Oracle JSF Portlet
Bridge in the Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter.

Use of Oracle JSF Portlet Bridge to portletize JSF applications and integrate them
into Oracle Portal

You can portletize JSF applications by using Oracle JSF Portlet Bridge, which is
packaged with Oracle WebCenter Portal: Services. You can integrate these portlets into
Oracle Portal. For more information about Oracle JSF Portlet Bridge, see Creating
Portlets with the Oracle JSF Portlet Bridge in the Oracle Fusion Middleware Developer’s
Guide for Oracle WebCenter.

Content Integration

The Oracle Portal portlets help to expose content from third-party document
management systems. The portlets are built in Oracle JDeveloper, and JCR 1.0 adapters
are used to connect to content management systems.

Improved Access to Oracle Portal Management Content

Oracle Portal 11g Release 1 (11.1.1) has a new JCR-based (JSR-170) adapter, that will
allow you to integrate content stored and managed within the Portal Repository in a
custom J2EE application.

OmniPortlet Enhancements

This enhancement will provide an advanced parameter form that allows you to
populate a list of values dynamically based on a data source, such as a SQL query or
database column. In addition, the Web service data source of OmniPortlet has been
improved greatly, allowing you to consume complex Web services, including BPEL
and PL/SQL-based Web services.
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Support for New Industry Standards
Oracle Portal 11g Release 1 (11.1.1) supports the following new standards:

s WSRP 2.0: Oracle Portal supports WSRP 2.0, including rich Ajax-enabled portlets
built with ADF rich client technology.

= JSR301: The Portlet Bridge Specification for JavaServer Faces (JSR 301) outlines the
standard for building new portlets with JSE, turning JSF pages and task flows into
standards-based portlets, and bringing existing JSF applications into Oracle Portal.

= JSR170: This allows you to integrate content stored and managed within the Portal
Repository in a custom J2EE application.

New Features in OracleAS Portal 10g Release 2 (10.1.4)
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The new features of OracleAS Portal 10g Release 2 (10.1.4) include:
s New Caching Architecture

= Query Path URL Supports SSL

s New URL Format

s WSRP Support

s Search and Oracle Text Indexing Enhancements

= Support for Enhanced Provider Message Authentication

New Caching Architecture

In 10g Release 2 (10.1.4), OracleAS Portal introduces a major improvement in
scaleability. In this release, OracleAS Web Cache which uses Edge Side Includes (ESI)
processing, is the entry point for page request processing rather than the Parallel Page
Engine (PPE). This simplifies the page metadata (PMD) and it allows different types of
metadata to be cached in OracleAS Web Cache at a more granular level, increasing the
cache hit ratio and enabling a more granular invalidation of portal content. This new
approach also provides support for secure full page caching in OracleAS Web Cache.

Query Path URL Supports SSL

OracleAS Portal maintains the URL prefix of OracleAS Single Sign-On, which accesses
certain information through calls from the database using the UTL_HTTP package.
These calls can now also be made using HTTPS. In previous releases, these calls were
made using HTTP. As a result, even if OracleAS Portal and OracleAS Single Sign-On
were configured to use HTTPS, you had to still use an HTTP port on OracleAS Single
Sign-On to support these interfaces. If you are using HTTPS, then after configuring
OracleAS Single Sign-On to use SSL, you must update the OracleAS Single Sign-On
query path URL.

New URL Format

The URL format in OracleAS Portal 10g Release 2 (10.1.4) has changed from
http://<host>:<port>/pls/<dad> to
http://<host>:<port>/portal/pls/<dad>. This change is to accommodate the
availability of all necessary Portal Services running within OC4J_PORTAL. If URLs of
the older format are accessed, then OracleAS Portal either automatically rewrites the
URL to use the new format, or alerts you to change the bookmarked URL to the new
format.



WSRP Support

Organizations engaged in enterprise portal projects have found application integration
to be a major issue. Until now, users developed portlets using proprietary APIs for a
single portal platform and often faced a shortage of available portlets from a particular
portal vendor. All this changes with the introduction of Web Services for Remote
Portlets (WSRP). WSRP is a Web services standard that allows the plug-and-play of
visual, user-facing Web services with portals or other intermediary Web applications.
Being a standard, WSRP enables interoperability between a standards-enabled
container and any WSRP portal.

Search and Oracle Text Indexing Enhancements
Notable improvements to the search facilities in OracleAS Portal include:

= Search Indexes Synchronize Automatically On Commit

If you are using Oracle Database 10g, you can now specify that Oracle Text indexes
synchronize automatically whenever portal objects are added, modified, or
deleted. This feature is useful for portal applications where newly added or altered
content must be searchable immediately.

To find out more, Section 10.3.5.1, "Synchronizing Oracle Text Indexes". This
feature is not available on databases earlier than Oracle Database 10g

s Improvements to Document and URL Filtering

Oracle Text uses the AUTO_FILTER to convert documents and URL content into a
plain text format that is suitable for indexing. Filtering content unnecessarily can
impact the speed and efficiency of portal searches, so in this release OracleAS
Portal introduces two special attributes for file- and URL- based item types: MIME
Type and Character Set. These attributes enable portal users to classify portal
content correctly when it is uploaded to the portal and this streamlines the filter
process.

For more information, see Section 10.3.3.7, "Maximizing AUTO_FILTER
Performance".

Support for Enhanced Provider Message Authentication

In 10g Release 2 (10.1.4), OracleAS Portal introduces the support for Enhanced
Provider Message Authentication. Enhanced message authentication secures the
integrity of the headers that are used to propagate the user's authenticated identity to
the Web provider. This enables you to leverage J2EE security in your provider code.

See Also:

= Section, "Configuring Provider Message Authentication" for
information on how to configure Provider Message
Authentication.

»  Oracle Fusion Middleware Developer’s Guide for Oracle Portal
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Part |

Concepts

Part one contains the following chapters:
»  Chapter 1, "Understanding the Oracle Portal Architecture"

»  Chapter 2, "Planning Your Oracle Portal"






1

Understanding the Oracle Portal Architecture

This chapter introduces Oracle Portal and it’s architecture, and contains the following
sections:

s Understand the Oracle Portal Components, which provides you with a basic
understanding of the solutions and components of Oracle Portal, so you can have
a better understanding on how they work in concert with Oracle Portal.

Note: Oracle Portal cannot be installed as standalone, but must be
installed as part of Oracle Fusion Middleware.

s Understanding the Oracle Portal Architecture, which provides you with a basic
understanding of the Portal architecture.

s Understanding Caching in Oracle Portal, which describes the caching
configurations you can implement to increase the availability and scalability of
medium to large deployments.

s Understanding WSRP and JPS, which provides an introduction to the Web
Services for Remote Portlets (WSRP) specifications and Java Portlet Specification
(JPS). These two standards enable the development of portlets that interoperate
with different portal products, and therefore widen the availability of portlets
within an organization.

1.1 Understand the Oracle Portal Components

It is important to understand a bit about the overall Oracle Portal architecture so you
can more fully understand how your Oracle Portal configuration fits within that
structure. The next few sections provide some key concepts and terms you will need
as you plan your configuration strategy.

The Oracle Portal architecture consists of three basic tiers:
s Client Tier
s Middle Tier

» Infrastructure Tier

Client Tier

From the client computer, a user can connect to the middle tier and the infrastructure
tier to access the self-service tools for publishing information, build applications,
deploy content management, and administer enterprise portal environment.

Understanding the Oracle Portal Architecture 1-1
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Middle Tier

The middle tier, which includes application tier and web tier, is a set of Oracle Portal
components typically installed into a single Oracle home. A single enterprise can have
one or more Fusion Middleware installations, either residing on one host, or for more
complex installations, distributed across multiple hosts.

Infrastructure Tier

The infrastructure installation consists of several components that help authenticate
users, store access control information, and pass on the required content to the user
based on the privileges the user has on Oracle Portal. Like the middle-tier components,
infrastructure components can be distributed across multiple hosts to enable
scalability and high availability.

Figure 1-1 shows the three parts of the Oracle Portal architecture.

Figure 1-1 Components of the Portal Architecture

Client Tier

viddle Tier

Infrastructure Tier

Note: Oracle Portal 11g Release 1 (11.1.1) is not directly supported on
Internet Protocol Version 6 (IPv6).

The supported configurations are:

= AnIPv4/IPv6 reverse proxy setup on an IPv4/IPv6 dual stack
machine.

s The Portal mid-tier and the backend database on IPv4 machines,
and clients accessing the Portal server through the proxy.

1.1.1 What Are the Middle-Tier Components?

The middle tier is the part of a Portal architecture that contains several components
responsible for accepting requests from clients, validating the requests, and providing
content, while using intelligent data caching for faster and reliable performance.

For Oracle Portal, the middle tier handles all Web requests by forwarding them to the
appropriate provider. This is also where portal pages are assembled, and where the
caching of portal content is managed. The middle tier also provides other functions for
other Oracle Fusion Middleware components.

Some of the key components for Oracle Portal middle-tier are divided into:

1-2 Oracle Fusion Middleware Administrator's Guide for Oracle Portal
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Application Tier
Application Tier includes:

Oracle WebLogic Server: Oracle WebLogic Server is a standards-based application
server that provides a comprehensive and fully integrated platform for running
Web sites, J2EE applications, and Web services. It addresses all the challenges that
you face as you refine your business processes to become an e-business.

Oracle WebLogic Server provides full support for the J2EE platform, XML, and
emerging Web services standards. With Oracle WebLogic Server, you can simplify
information access for your customers and trading partners by delivering
enterprise portals that can be customized and accessed from a network browser or
from wireless devices. It enables you to redefine your business processes and
integrate your applications and data sources with those from your customers or
partners. You can deliver tailored customer experiences through real-time
personalization, and assess and correlate customer navigation, purchasing,
ratings, and demographic data.

You can also implement a centralized management, security, and directory
framework to manage and monitor all of your distributed systems and diverse
user communities. Oracle WebLogic Server maximizes your Web site
infrastructure by deploying your fast, scalable Internet applications through
built-in Web caching, load balancing, and clustering capabilities.

Oracle WebLogic Server is actually a set of solutions with each solution containing
one or more components. A component can be a service, an AP, or an application.
For detailed information, see the Oracle Fusion Middleware Concepts guide.

Portal Services: For Oracle Portal, Oracle HTTP Server handles all incoming
requests to Oracle Portal, by forwarding them to the WLS_PORTAL instance,
which provides all the Portal Services. The Parallel Page Engine (PPE) is one of the
Portal Services that assembles portal pages. Other services, like those previously
provided by mod_plsql, are now incorporated in the Portal Services as well.

Fusion Middlware Control: This administration tool for Portal enables you to
administer clusters, start and stop services, enable and disable components, view
logs and ports, and monitor servers in real-time.

Web Tier

Oracle HTTP Server. Oracle HTTP Server is the underlying deployment platform
for all programming languages and technologies Oracle Fusion Middleware
supports. Providing a "scalable" Web listener front ending the J2EE container and
the framework for hosting static and dynamic pages and applications over the
Web, Oracle HTTP Server includes significant features that facilitate load
balancing, administration, and configuration.

Oracle Web Cache. Works together with Oracle Portal's own file-based caching to
cache page definitions and content in memory, to boost performance. Oracle
Portal is closely integrated with Oracle Web Cache to improve Oracle Portal's
overall availability, scalability, and performance. Oracle Web Cache combines
caching and compression technologies to accelerate the delivery of both static and
dynamically generated portal content.
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Figure 1-2 The Middle-Tier Components
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The middle-tier installation comprises the following components:

1. Oracle WebLogic Server, Oracle HTTP Server, and Oracle Web Cache, which is
the simplest configuration and does not contain any of the Oracle Portal Solution
components.

2. Oracle Portal which adds the Portal solution to those provided by Oracle
WebLogic Server and Oracle Web Cache.

3. Oracle Reports, Oracle Business Intelligence Discoverer, and Oracle Forms,
which contains all of the middle-tier components, including Oracle Portal.

Refer to the following sections for more information:
= Section 2.1.7, "How Should I Configure My Hardware and Software?"
= Section 6.3, "Configuring Multiple Middle Tiers with a Load—Balancing Router"

1.1.2 What Are the Infrastructure Components?

By default, the infrastructure tier handles all authentication requests and hosts the
Oracle Fusion Middleware Metadata Repository, which contains schemas and business
logic used by Fusion Middleware components (including Oracle Portal) and other
pieces of the infrastructure.

For the Oracle Portal middle-tier installation, the infrastructure tier is a prerequisite.
The Oracle Fusion Middleware Infrastructure contains:

= Oracle Internet Directory. An LDAP version 3 compliant repository for storing
user credentials and group memberships for Oracle Portal and other Oracle
products.

= Oracle Application Server Single Sign-On (SSO). Authenticates user credentials
against Oracle Internet Directory for Oracle Portal and other applications, thus
enabling users to log on once to the Web portal to access multiple accounts and
applications with a single user name and password.

= Oracle Metadata Repository. The repository is installed in an Oracle Database and
consists of a collection of schemas that contain product metadata for Oracle Fusion
Middleware components. Some middle-tier components, such as Oracle Portal,
store their metadata in this repository and need access to that metadata during run
time.

1-4 Oracle Fusion Middleware Administrator's Guide for Oracle Portal



Understand the Oracle Portal Components

Figure 1-3 The Infrastructure Tier Components
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You can install multiple instances of any of these components on multiple servers, and
then connect the servers to suit your needs. Deployment configuration options for
Oracle Portal range from installing everything on a single server to multitier
configurations in which the pieces comprising Oracle Portal are located across
multiple servers.

There are three types of OracleAS Infrastructure installations:

1. Oracle Identity Management, which installs and configures Oracle Identity
Management services (Oracle Internet Directory, OracleAS Single Sign-On, Oracle
Delegated Administration Services, Oracle Directory Integration and Provisioning,
OracleAS Certificate Authority).

2. Oracle Metadata Repository, which installs a new Oracle Database containing the
Oracle Metadata Repository, and also stores the database objects that comprise
Oracle Portal.

3. Oracle Identity Management components and Oracle Metadata Repository,
which consists of all the components listed in the preceding two installation types.
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Note: Throughout this guide, you will see references to ORACLE_
HOME. ORACLE_HOME, represents the full path of the Oracle home, and
it is used in cases where it is easy to determine which Oracle home is
referenced. Oracle home contains all Oracle components selected for
an installation type. You are prompted to enter an Oracle home in the
Path field of the Oracle Universal Installer File Locations window.

The following conventions are used in procedures where it is
necessary to distinguish between the Oracle instance, middle tier,
WLS instance, or Oracle Metadata Repository Oracle home:

= Middleware home, consists of the Oracle WebLogic Server home,
and, optionally, one or more Oracle homes. A Middleware home
can reside on a local file system or on a remote shared disk that is
accessible through NFS. Mw_HOME will be used in this
documentation to refer to the directory where the product is
installed.

MW_HOME must be replaced with the full path name of the
installed Oracle Fusion Middleware instance.

= Oracle home, contains installed files necessary to host a specific
product. For example, the Portal Oracle home contains a directory
that contains binary and library files for Oracle Portal and its
components. An Oracle Home resides within the directory
structure of the Middleware home. Each Oracle Home can be
associated with multiple Oracle instance or Oracle WebLogic
Server Domain. The default ORACLE_HOME is named as as_1.

= Oracle instance home, contains one or more system components,
such as Oracle Web Cache, Oracle HTTP Server, or Oracle Internet
Directory. The system components in an Oracle instance must
reside on the same machine. An Oracle instance directory contains
updatable files, such as configuration files, log files, and
temporary files. An Oracle instance is a peer of an Oracle
WebLogic Server domain. Both contain specific configurations
outside of their Oracle homes. The directory structure of an Oracle
instance is separate from the directory structure of the Oracle
home. The default instance home is named as asinst_1.

= WebLogic Server home, which contains installed files necessary to
host a WebLogic Server. The WebLogic Server home directory is a
peer of Oracle home directories and resides within the directory
structure of the Middleware home.

s Oracle Metadata Repository home, represents the full path of the
OracleAS Infrastructure home containing the Oracle Metadata
Repository.

1.2 Understanding the Oracle Portal Architecture

After your development team builds your Web portal, the next step is to deploy a
production version of it. Successful deployment means that end users are able to
access content in a timely manner, without delays, errors, or server downtime. Because
Oracle Portal can be installed in a variety of configurations on different machines, a
successful deployment ultimately depends how you configure portal to address the
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requirements of your site. This section provides some background information that
should be useful to you as you plan your configuration.

1.2.1 How Does Oracle Portal Integrate with Other Components?

Some Oracle Fusion Middleware components serve as portlet providers' for Oracle
Portal, which means you can easily integrate information from various components
into a single portal page. Other components provide essential services to Oracle Portal,
as described in the following list.

Oracle Reports. Oracle Portal includes a simple report building facility. However,
as your reports become more complex, you may want to import the report into
Oracle Reports Services to take full advantage of the functionality it offers. You
can deploy any Oracle Reports Services report as a portlet.

See Also: Oracle Fusion Middleware Publishing Reports to the Web with
Oracle Reports Services

Oracle Business Intelligence Discoverer. As a portlet provider, OracleBI
Discoverer offers Worksheet portlets and List of Workbooks portlets to Oracle
Portal users. A Worksheet portlet contains information from a single Discoverer
worksheet. The portlet displays this information in a table, a graph, or both. The
List of Workbooks portlet presents a list of available workbooks.

See Also:

»  Oracle Fusion Middleware Guide to Publishing Oracle Business
Intelligence Discoverer Portlets

»  Oracle Fusion Middleware Configuration Guide for Oracle Business
Intelligence Discoverer

Oracle Secure Enterprise Search. Secure Enterprise Search (SES) enables portal
users to add a powerful search capability to their portal pages, and can be used to
perform a search over a variety of content repositories and data sources. It also has
the capability to crawl the Oracle Portal Repository and search public content.
Refer to Chapter 10, "Configuring the Search Features in Oracle Portal" for more
information about Secure Enterprise Search.

Oracle Application Server Wireless. Working with OracleAS Wireless, Oracle
Portal automatically transforms the portal page structure to a format appropriate
for the smaller screens of most wireless devices. Only portlets generating
OracleAS Wireless XML content can display on a wireless device.

Oracle Portal developers also have access to a set of page design tools that help in
creating portal pages that optimize the wireless experience. With these tools,
developers can build a distinct portal structure for their wireless users. The
wireless pages and portal pages can share portlet instances, which enables clients
to reuse portlets on browser and wireless clients without reconfiguring each
portlet.

Refer to Section 5.7, "Configuring Mobile Support in Oracle Portal"for more
information.

1 Applications and information sources, represented as portlets, communicate with the portal

throil%h a provider. Each portlet only has one provider, and a provider can have one or more
portle

s that expose an underlying application or information source.

Understanding the Oracle Portal Architecture 1-7



Understanding the Oracle Portal Architecture

»  Oracle Enterprise Manager 11g. Oracle Enterprise Manager 11¢ provides Fusion
Middleware Control. Oracle Enterprise Manager 11¢ Fusion Middleware Control
can be used for monitoring, diagnostics, and for configuring Oracle Portal-specific
integration and performance settings. Refer to Chapter 8, "Monitoring and
Administering Oracle Portal" for more information about monitoring Oracle
Portal.

s Oracle Fusion Middleware Forms Services. Oracle Forms applications combine
interactive, graphical interfaces with strong support for data validation. Forms
developers can quickly create applications with powerful data manipulation
features. Fusion Middleware Forms Services deploys Forms applications to Java
clients in a Web environment. Fusion Middleware Forms Services automatically
optimizes class downloads, network traffic, and interactions with the Oracle
Database. Fusion Middleware Forms Services applications are secured by the
OracleAS Single Sign-On, and accessed from an Oracle Portal environment
provided by Oracle WebLogic Server.

s Oracle Application Server Single Sign-On. OracleAS Single Sign-On
authenticates users who are attempting to gain access your portal. Refer to
Section , "Relationship Between Oracle Portal and OracleAS Single Sign-On" for
more information.

s Oracle Internet Directory. Oracle Internet Directory is Oracle's highly scalable,
LDAP version 3 service, which hosts the Portal’s group membership information.
Oracle Portal queries the directory and retrieves the group memberships of the
user from the directory to determine what they may access and change. Refer to
Section , "Relationship Between Oracle Portal and Oracle Internet Directory" for
more information.

s Oracle Delegated Administration. In addition to querying Oracle Internet
Directory for user and group information, Oracle Portal must provide users with a
user interface to add and modify user and group information. To change
information in the directory, you use the Oracle Delegated Administration
Services user interface. Oracle Portal provides links to the Oracle Delegated
Administration Services for users with sufficient privileges to add and change
users and groups. Refer to Section , "Relationship Between Oracle Portal and
Oracle Delegated Administration Services" for more information.

s Oracle Directory Integration and Provisioning. Oracle Directory Integration
Platform notifies Oracle Portal upon the occurrence of any directory events (for
example, user deletions) to which Oracle Portal subscribes. In essence, the
directory integration server informs Oracle Portal when a change occurs in the
directory that requires a change in Oracle Portal. Refer to Section , "Relationship
Between Oracle Portal and Oracle Directory Integration Platform" for more
information.

= Metadata Repository. The metadata repository is created using the Repository
Creation Utility (RCU) and consists of a collection of schemas that contain product
metadata for Oracle Fusion Middleware components. Oracle Portal, store their
metadata in this repository and need access to that metadata during run time.

1.2.2 How Do the Pieces Fit Together?

A portal comprises groups of pages, each page divided into regions. The regions
specify how space on a given page is allotted to that page's items and portlets.
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1.2.2.1 How Are Pages Assembled in Oracle Portal?

Each time a user requests an Oracle Portal page, the page is dynamically assembled
and formatted according to the portlets and layout chosen for that page. Keep in mind
that the parts that comprise the page are typically drawn from a variety of sources. For
example, the page's layout, look and feel, and user personalizations are stored in the
database as part of the overall page definition, completely separate from any portlet
content. This information may, in turn, be cached by the middle tier.

The fully assembled page may be cached in Oracle Web Cache based on the page's
caching properties. However, if full-page caching is used, pages are not re-assembled
with each request, because they are served directly out of Oracle Web Cache.

The portlets that appear on the page can be written in PL/SQL or Java. For PL/SQL
portlets, the source is an Oracle Metadata Repository database. This could be the
database where the current instance of Oracle Portal is installed, or some other Oracle
Metadata Repository database located on a remote server, which is accessed through
the Federated Portal Adapter. If written in Java, a Web provider provides the portlet
from any location accessible from the network, either Internet or intranet. For example,
you could create a portal page that displays content from many different providers.
These providers can be database providers, Web providers, or WSRP producers.

Figure 1-4 shows how a typical page is assembled. In this release, Oracle Web Cache,
using Edge Side Includes (ESI) processing, is the entry point for page request
processing rather than the PPE. The various pieces of metadata involved in a page
request are cached at a more granular level, increasing the cache hit ratio and enabling
a more granular invalidation of portal content. This new approach also provides
support for secure full page caching in Oracle Web Cache.
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Figure 1-4 Portal Page Request Flow
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Figure 1-4 shows the steps performed when a client requests an Oracle Portal page.

1.
2.

The client browser requests a portal page. Oracle Web Cache receives this request.

Oracle Web Cache retrieves the page stub. You can think of the page stub as a
blueprint for the page that is to be assembled. If the page stub is not already
cached in Oracle Web Cache, then it is generated by the Portal Services running in
the Oracle Portal instance

Note: The Portal Services are used to assemble portal pages, access
portal and page metadata, and so on. The Parallel Page Engine (PPE)
continues to be one of the Portal Services that assembles portal pages.
Other services, like those previously provided by mod_plsql, are now
incorporated in the Portal Services as well.

Oracle Web Cache parses the page stub and retrieves additional user and page
security metadata. Examples of the User Metadata (UMD) are user name, device
type, and language. This user information is gathered once per session per user. If
the UMD is not already cached in Oracle Web Cache, then it is generated by the
Portal Services running in the Oracle Portal instance. The page security metadata
(SMD) contains information that is used to determine whether the user is
authorized to see the content at a given URL. If the SMD is not already cached in
Web Cache, a request is sent through Portal Services to the portal schema in the
Oracle Metadata Repository (not shown in Figure 1-4). If the user has not logged
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in and is requesting private data, then the user will be challenged to log in. An
error page displays if it turns out that the user is not authorized to view the page.

4. Oracle Web Cache returns the already fully assembled copy of the page if it is
found in the cache. Otherwise, it requests the content from Portal Services. The
content of the page is assembled as follows:

a. Portal Services tries to get the cached copy of the page metadata (PMD) from
Oracle Web Cache. The PMD, or the page definition, contains information
about the portlets on a page and their layout. If there is a cache miss in Oracle
Web Cache, then it checks if the portal cache has a valid cached copy. Finally,
if no cached copy of the PMD exists, then the portal schema in the Oracle
Metadata Repository generates the PMD.

b. Portal Services retrieves common page components, such as navigation
portlets, banners, tabs, and subpage regions, from Oracle Web Cache if they
exist. These requests are performed in parallel. A request is sent to the portal
schema in the Oracle Metadata Repository if no valid cached copies exist.

c. For each portlet on the page, Portal Services checks if a cached copy of the
portlet's content exists in the Portal Cache. If there is a cache hit, the cached
content is used. If there is a cache miss, Portal Services fetches the content
from the appropriate provider. These requests are performed in parallel along
with the requests described in the preceding step. Each provider returns
content for the portlet. Content can be requested from Web providers, WSRP
producers, or Database (DB) providers.

5. Oracle Web Cache returns the fully assembled page to the client browser.

1.2.2.2 How Does Communication Flow in Oracle Portal?

The Oracle Portal implements a distributed architecture consisting of multiple
communication points and protocols. For complex configurations including the
introduction of firewalls and proxies, you need to understand the communication
points, and how the various components of Oracle Portal integrate together. Likewise,
to allow for the distribution of the various functions across multiple servers, it is
necessary to be aware of the network protocols that are used in the internode
communication.

The Oracle Portal architecture consists of three basic tiers: the client browser (pictured
at the far left in Figure 1-5) the middle-tier server (pictured on the bottom left), and the
infrastructure server and repositories (pictured on the top left). Although the default
installation places all servers and repositories on the same host, it is recommended
that you install these functions on separate servers, for increased performance and
high availability.

Figure 1-5 shows in detail the communication flow between the various components
of Oracle Portal.
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Figure 1-5 Communication Flow and Protocols

Infrastructure Tier

The three tiers and the communication protocols used between them is described next:
» Client
» Infrastructure Tier

s Middle Tier

Client

»  The client sends a request to Oracle Portal, which is part of the middle tier, using
the HTTP or HTTPS protocols. The use of firewalls and proxies is supported
between the client and the middle tier.

s If the user needs to be authenticated, the client browser is redirected to the Oracle
HTTP Server in the infrastructure tier. This connection is through HTTP or HTTPS
and supports the implementation of both firewalls and reverse proxies in the
network environment.

Infrastructure Tier

The infrastructure tier consists of the Oracle HTTP Server, OracleAS Single Sign-On,
Oracle Internet Directory, and Oracle Metadata Repository.

= If the requested page requires authentication, the user is prompted for a user name
and password. This function is carried out by the Portal Services, through a
redirection to OracleAS Single Sign-On for authentication. All authentication
requests are communicated using the SQL*Net protocol.
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= OracleAS Single Sign-On verifies user credentials against the Oracle Internet
Directory through LDAP/S. The credentials are compared to those found within
the Directory (LDAP compare) and the result returned to OracleAS Single
Sign-On. Upon successful authentication, OracleAS Single Sign-On creates a single
sign-on cookie. Once the user is authenticated and an appropriate Oracle Portal
session created, the user may access pages and other objects.

»  As the access control lists (ACL) for all portal objects are held in the Oracle
Metadata Repository, the Oracle Portal uses an LDAP/S request to communicate
with the Oracle Internet Directory to query the appropriate user and group
membership information defined in the Directory. When a user first logs in to
Oracle Portal, the group memberships of the user are copied to the portal node
and cached on that tier. This process allows for fast lookup of object privileges.
Once the object and page privileges of the user are known, the Parallel Page
Engine goes on to generate the page from the appropriate pieces.

= All user provisioning is performed against the Oracle Internet Directory. The
interface between the Infrastructure tier's Oracle HTTP Server and the LDAP
server is through the Oracle Delegated Administration Services servlet. The Oracle
Delegated Administration Services interface uses the LDAP/S protocol to
communicate with the Oracle Internet Directory.

s The OracleAS Single Sign-On model includes the addition of mod_osso, which
allows any URL to be protected within the OracleAS Single Sign-On environment.
Calls to the Delegated Administration Services servlet are protected by the mod_
o0sso plug-in. This verifies that the user has been properly authenticated before
providing access to the Oracle Internet Directory. In effect, mod_osso filters the
URL and forwards the HTTPS-based request, only if the user has previously been
authenticated.

s The Oracle Directory Integration Platform automatically keeps the locally cached
information up to date with changes in the Oracle Internet Directory. Just as the
Oracle Directory Integration Platform keeps the local cache synchronized with the
Oracle Internet Directory, it also keeps the Oracle Internet Directory synchronized
with any external repository. The Oracle Directory Integration Platform
communicates with the Oracle Internet Directory through LDAP/S.

Middle Tier
The middle tier is divided into tiers:

The middle tier consists of the Application Tier and Web Tier, includes Oracle Web
Cache, Oracle HTTP Server, Oracle WebLogic Server, and other Oracle Portal
components.

Note: Oracle Web Cache, Oracle HTTP Server, and Oracle
WebLogic Server can be installed on different hosts to allow
scalability and high availability.

= Oracle Web Cache front ends the middle-tier components and thus optimizes the
throughput of Oracle Portal. When a page request comes from the browser, Oracle
Web Cache evaluates the URL and services the request from the cache if possible.
If a requested page is not previously cached, the request is forwarded to its origin
server (Oracle HTTP Server in this case) for generation. As a Web accelerator,
Oracle Web Cache allows the use of HTTP or HTTPS communication between
itself and:

s The client browser
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s The appropriate origin server
= Both the origin server and the client browser

The Parallel Page Engine (PPE) runs as a servlet within the Oracle Containers for
J2EE. A URL request to the servlet is forwarded through the Oracle HTTP Server's
plug-in, mod_weblogic. As a standards-based plug-in, mod_weblogic
communicates with Oracle Containers for J2EE using the Apache Java Protocol
(AJP).

The WSRP container is a Java portlet container that implements the WSRP
specification and the Java Specifications Request (JSR) 168 APlIs.

The PPE itself makes requests to database providers, Web providers, and Web
Services for Remote Portlets (WSRP) producers through HTTPS-based
communication. The render request to a database provider is through a URL
loopback to the Portal Services, while the call to a Web provider is by use of a
SOAP-based message protocol over HI'TP or HTTPS, and the call to a WSRP
producer is by use of the WSRP communication protocol using the Web Services
Definition Language (WSDL) URL.

If any Web providers require information from the Oracle Metadata Repository,
they issue the appropriate call through the PDK using a SOAP-based message
protocol over HTTP or HTTPS.

The Oracle Web Cache component uses an invalidation-based cache methodology.
If a requested URL can be serviced from the cache, it is assumed to be correct until
the specified URL is invalidated. If a user customizes their Oracle Portal
experience, or if the privileges configured to use the user changes, the Oracle
Portal invalidates the appropriate cached objects within Oracle Web Cache. To do
this, the Oracle Portal issues a HTTPS-based request directly from the Oracle
Metadata Repository to the invalidation port of the Oracle Web Cache.

1.3 Understanding Caching in Oracle Portal

Oracle Portal caches data in the following locations:

Browser — Data that does not change between requests can be cached in the
browser, for example, expiry-based pages.

Oracle Web Cache — Many types of portal data are stored in this in-memory
caching system. See Section 1.3.1, "Understanding Oracle Web Cache".

Portal Cache — Many types of portal data are also stored in this persistent file
system-based cache. See Section 1.3.2, "Understanding Portal Cache".

Oracle Portal uses three methods to cache Web pages and content:

Invalidation-based caching is used by Oracle Web Cache. An item remains in the
cache until it is explicitly invalidated. For example, a user may update some item,
requiring the cache to be invalidated. As part of the update, the Oracle Metadata
Repository or a Provider sends an invalidation message to Oracle Web Cache. The
next time there is a request for the invalidated item, it is refreshed in the cache.
You can set the expiry time for invalidation-based caching. See Section 6.7.4.3,
"Setting the Expiry Time for Invalidation-based Caching" for more information.

Validation-based caching is used by the portal cache. Before an item in the portal
cache is used, Portal Services contacts the Oracle Metadata Repository or a
Provider to determine if the cached item is still valid.
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= Expiry-based caching is used by the portal cache, Oracle Web Cache, and
browsers. Expiry-based portlets are cached in the portal cache, whereas,
expiry-based assembled pages are cached in Oracle Web Cache. A retention period
for the item specifies how long it is valid in the cache, before a refresh is required.
Pages that use expiry-based caching may also be cached in the user's browser.

Caching can be done at the following levels:
s User — A separate copy of the data is cached for each user.

= System — A single copy of the data is cached for all users.

1.3.1 Understanding Oracle Web Cache

Oracle Web Cache is a powerful server acceleration and load balancing solution.
Oracle Web Cache is required for running Oracle Portal. Oracle Web Cache offers
intelligent caching, page assembly, and compression features. Oracle Web Cache
accelerates the delivery of both static and dynamic Web content, and provides load
balancing and failover features for Oracle Fusion Middleware.

To increase the availability and scalability of medium to large deployments, consider
configuring multiple instances of Oracle Web Cache to run as members of a cache
cluster. A cluster is a collection of cooperating Oracle Web Cache instances that work
together to provide a single logical cache. Cache clusters provide failure detection and
failover, increasing the availability of your Web site. If an Oracle Web Cache instance
fails, other members of the cache cluster detect the failure and take ownership of the
cached content of the failed cluster member. This is achieved because the nodes that
receive requests hold the content, after forwarding the request to the owner cache
node.

By distributing the Web site's content across multiple Oracle Web Cache servers, more
content can be cached and more client connections can be supported, expanding the
capacity of your Web site. You make use of the processing power of more CPUs and,
because multiple requests are executed in parallel, you increase the number of requests
that are served concurrently.

Oracle Portal functions as a Web Cache origin server to take advantage of the
following Web Cache features:

s Caching dynamically generated, user-specific page structure and portlet content
= Fine-grained cache control

= Invalidation-based caching

= Layer 7 load balancing and failover detection

= Performance assurance and surge protection

Portal sites can choose from the following deployment options:

s Collocated: Web Cache runs on the same physical server as the Oracle Portal
middle tier. This configuration is appropriate for smaller, low-volume sites where
the scalability of the middle tier is not a concern.

s Dedicated: Web Cache is deployed on a dedicated server that sits in front of one or
more Oracle Portal middle-tier servers. Dedicated deployments are usually
preferable to collocated deployments, as there is no risk of resource contention
with other server processes. Oracle Web Cache performs well on commodity
hardware, so a dedicated deployment does not have to be costly in terms of
hardware expenditure.
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For medium to large business Web sites with high volume, the dedicated topology
is advantageous for the following reasons:

= No resource contention. Installing Oracle Web Cache and Oracle Portal middle
tier on different servers will guarantee no competition among different
services for hardware resources.

»  Performance assurance and surge protection. By separating the middle-tier server
and cache server, this topology minimizes compound failure rates. Oracle
Web Cache offers patent-pending techniques to guarantee site performance
and scalability, even when Web server loads surpass capacity levels. A surge
protection mechanism detects system overload conditions, providing a crucial
buffer against traffic spikes and denial-of-service attacks.

»  Server affinity. Oracle Web Cache can be used to balance the load between
multiple Oracle Portal middle-tier servers and providers in a cluster. Cookies
can be used to maintain persistent, or "sticky", connections to a specific server
when necessary to preserve state.

See Also: Section 6.8, "Configuring Oracle Portal to Use a Dedicated
Oracle Web Cache Instance"

To avoid a single point of failure in very high-volume sites, two or more nodes
running Oracle Web Cache may be deployed behind a Load Balancing Router (LBR). If
you have multiple deployments of Oracle Portal, each portal site can have its own
Web Cache server. One or more sites can also share a single Web Cache server.
Similarly, a provider can share a Web Cache with a portal site, or a dedicated Web
Cache can be deployed in front of the Web server that hosts the provider. Refer to
Section 6.7, "Managing Oracle Portal Content Cached in Oracle Web Cache" for more
information about configuring Oracle Web Cache.

In addition to providing failover, an Oracle Web Cache cluster also balances the load it
forwards to the middle tier.

Figure 1-6 Adding Oracle Web Cache to a Medium to Large Portal Configuration
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After the initial request to the owner node, the content is cached across any requesting
instances. In Figure 1-6, the LBR distributes incoming requests to the three Oracle Web
Cache instances. When the on-demand content is not available on the node receiving
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the request, the other instances are checked for the cached content, and the page
matching the request is returned to the Browser.

To take advantage of Oracle Web Cache's clustering capability, you must configure
each instance as a member of a cache cluster. In this setup, there is no one-to-one
relationship between an Oracle Web Cache instance and a matching middle-tier
instance. As shown in Figure 1-6, Oracle Web Cache 1 provides load balancing
between middle tiers 1, 2, and 3. Oracle Web Cache 2 and 3 do the same.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Web Cache

You will find additional information about caching and performance on the Oracle
Technology Network (OTN).

1.3.2 Understanding Portal Cache

Portal cache is a file system-based cache for Oracle Portal pages and portlets. Portal
cache supports validation-based caching and expiry-based caching.

Portal cache consists of two kinds of caches:
s Portal Content Cache

The content cache contains user level and system level content generated by
Oracle Portal, which includes page metadata, database portlets, Web portlets,
documents, style sheets, images, and full-page caches.

s Portal Session Cache

Oracle Portal uses session cookies to maintain session details for each portal user.
This session cookie is encrypted and contains important information like the
database user name, lightweight user name, and Globalization Support
characteristics of the session. In order for Portal Services to execute a portal
request, it must get the database user name from the session cookie. To avoid an
expensive decrypt operation with each user request, Portal Services decrypts the
session cookie once and maintains the relevant cookie details in an in-memory
session cache. The in-memory session cache may be used for garbage-collection by
the JVM, and therefore, the session details are also cached in the file system.

Portal content and session cache content resides on the file system, typically and is
configured in the file DOMAIN HOME\config\fmwconfig\servers\WLS_
PORTAL\applications\portal\configuration\portal_cache.conf. You
can specify content cache for Oracle Portal from the Fusion Middleware Control. See
Section 5.6.6, "Configuring the Portal Cache Using Fusion Middleware Control" for
more information.

In multiple middle-tier configurations, you can set up the portal cache for each middle
tier on a shared file system. This ensures that each middle tier can share cached
content, rather than each drawing from its own independent cache.

For example, one middle tier might handle a request for an item by caching it in the
portal cache. Because you must use a load balancing router for configurations having
multiple middle tiers, the next request for the item could be handled by a different
middle tier. This middle tier could access the cached version if the portal caches for
each middle tier are shared on a common file system.

Various parameters for configuring portal cache include:

s Cache location
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= Total cache size
= Maximum cacheable file size
s Maximum time a cached file can be in the cache system

s Cleanup of the cache storage

See Also:
»  Oracle Fusion Middleware Performance and Tuning Guide

= cache.conf section in the Oracle Fusion Middleware
Administrator’s Guide for Oracle HTTP Server.

1.3.3 Understanding Cache Invalidation in Oracle Portal

Oracle Portal makes use of two caching systems: Oracle Web Cache, and portal cache.
Oracle Web Cache supports invalidation-based caching and expiry-based caching. The
portal cache supports validation-based caching and expiry-based caching.

Cache invalidations can be classified into two groups:
= Hard Invalidations

Hard invalidations are queued up over the duration of a single browser request
and are then processed when the Oracle Portal user interface action completes.
The results will be seen immediately. Most page edits and all portlet
customizations are treated as hard invalidations.

s Soft Invalidations

Soft invalidations are queued up over many browser requests and are then
processed later by the soft invalidation database job. Security related changes, for
example, granting privileges on a page to a user or group, are treated as soft
invalidations.

Cache Invalidation Resource Requirements

Invalidations are queued up based on edits and personalizations. With more such
actions being performed, a greater number of invalidations are submitted. Individual
actions that involve more portal objects or users will require more resources to process
the corresponding invalidations. For example, changing the access privileges for a
group of users will require that data for each user in the group be invalidated.
Therefore, the larger the group the more invalidation resources will be needed.
Consider another example, deleting a large number of pages as a bulk operation
requires invalidation resources proportional to the number of pages being deleted.
Processing of invalidations requires storage, CPU, and communication resources.
Therefore, large numbers of cache invalidations may slow down the system. The
reason for this could be any of the following;:

s Communication with Oracle Web Cache

When either hard or soft invalidations are processed, a TCP/IP connection is
established with the Oracle Web Cache invalidation port from the Oracle
Metadata Repository, to send invalidation messages.

For both hard and soft invalidations, all the messages queued are sent using a
TCP/IP connection to Oracle Web Cache. Oracle Web Cache receives these
invalidation messages and attempts to invalidate cached data. This load may affect
Oracle Web Cache's ability to respond to requests for data.

s Cache invalidation queue storage
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Both hard and soft invalidation messages are queued into a database table in the
Oracle Metadata Repository. As the queue grows in size, more database resources
are required to maintain the queue.

s Cache invalidation queue optimization

During the processing of hard or soft invalidation messages, queue optimization
removes duplicate or unnecessary invalidation messages. For example, if a page
group is being invalidated, individual invalidation messages for pages in the page
group are unnecessary. If a large number of invalidation messages have been
queued up, the optimization process may take a long time.

1.4 Understanding WSRP and JPS

The WSRP specification is a Web services standard that allows the plug-and-play of
visual, user-facing Web services with portals or other intermediary Web applications.
Being a standard, WSRP enables interoperability between a standards-enabled
container based on a particular language (such as Java, .NET, Perl) and any WSRP
portal. Therefore, a portlet (regardless of language) deployed to a WSRP-enabled
container can be rendered on any portal that supports this standard. For more
information about WSRP, see
http://docs.oasis-open.org/wsrp/v2/wsrp-2.0-spec.pdf.

JPS is based on JSR 168 and JSR 286. It defines a set of APIs for building
standards-based portlets using Java. Portlets built to this specification can be rendered
to a portal locally or deployed to a WSRP container for rendering portlets remotely.
For more information about JSR 168, see
http://jcp.org/aboutJava/communityprocess/final/jsrl68/index.htm
1.

See Also: Oracle Fusion Middleware Developer’s Guide for Oracle Portal

1.5 What’s Next?

You are ready to move on to Chapter 2, "Planning Your Oracle Portal", now that you
have a basic understanding of the Oracle Fusion Middleware architecture, how Oracle
Portal fits in, the working of caching in Oracle Portal, and WSRP producers. By the
end of that chapter, you should have a good idea of how you want to configure your
installation.
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Planning Your Oracle Portal

This chapter details the task flow involved in planning, installing, configuring, and
administering Oracle Portal. After reading this chapter, you should understand how to
plan the hardware and software you need to effectively build a portal.

This chapter contains the following sections:
s What Do I Need to Consider?
s What Do I Need to Do?

Note: You may want to review Chapter 1, "Understanding the Oracle
Portal Architecture" if you are unfamiliar with the terms used in this
chapter.

2.1 What Do | Need to Consider?

To develop a plan for configuring your portal, it is critical that you have a firm grasp
of the goals you want your system to achieve. Take a look at the following sections to
see what's involved in each of these crucial decision points:

= Which Topology Is Right for Me?

=  How Much Hardware Do I Need?

= How Can I Maximize Performance?

=  How Can I Make My Portal Scale?

= How Can I Make My Portal Highly Available?

= How Can I Secure My Portal?

=  How Should I Configure My Hardware and Software?
= Getting the Most Out of Your Configuration

2.1.1 Which Topology Is Right for Me?

Oracle Fusion Middleware offers a variety of topology options. The Oracle Fusion
Middleware recommended topologies range from small general development
implementations to very large enterprise-wide implementations.

See Also: « Overview of the recommended topologies in the
Oracle Fusion Middleware Concepts guide.

»  High Availability for WebLogic Server.

Planning Your Oracle Portal 2-1



What Do | Need to Consider?

2.1.2 How Much Hardware Do | Need?

Servers, databases, and resources supporting your Web portal must handle wide
variations in user traffic, especially during peak intervals.

As with any Web portal, the server and database capacity with which you will need to
deploy a portal largely depends on the number of user requests that you anticipate.
Displaying a single page to a user may require many separate transactions, from
verifying whether the user has permission to view the page, to loading the images that
appear on the page, to calling a style sheet that contains formatting information for the
page.

The upper and lower limits of what you will need are determined by how you expect
your users to use the portal. If the primary function of the Portal is integration, then
the majority of load will generally be on the Middle tier. If, on the other hand, the
Portal is content driven with significant amounts of customization, then the balance
shifts to the repository/infrastructure.

At a minimum, you will need enough server capacity to satisfy the average load
during a work day, with response times that are acceptable to your user base. If
possible, you should strive to satisfy the volume of page requests you anticipate
during peak intervals of high user activity. Hardware resources such as CPU, memory,
I/0O capacity, and network bandwidth are key to reducing response times. You must
install Oracle Portal on a server or group of servers that can handle a large number of
transactions, or your users will experience slow response times.

Adding more servers and database capacity will certainly improve your Web portal's
performance, but unless you have unlimited funds at your disposal, you will need to
balance good performance against the costs configured to use each new piece of
hardware and software.

See Also: Oracle Fusion Middleware Administrator’s Guide

2.1.3 How Can | Maximize Performance?

Response time is the elapsed time between when a user request is issued and when the
response to that request has been completed. Your Web portal should respond as
quickly as possible with the least amount of software and hardware overhead. Some
performance considerations are:

= Distributing the load

If you anticipate a heavy volume of traffic on your Web portal, you can distribute
the load across multiple servers, each with its own middle-tier instance. If one
server is overloaded with too much traffic, a second server can handle the
overflow. See Section 2.1.8.1, "Load Balancing" for more information.

»  Protecting against failures

A distributed Oracle Portal configuration offers improved availability over a
single server configuration because you are making more software and hardware
resources available to the Web portal. You can use additional servers and software
to provide failover, thus ensuring system stability. See Section 2.1.8.2, "Failover and
Redundancy” for more information.

= Implementing cache clusters

To increase the availability and scalability of medium to large deployments, you
can configure cache clusters. Cache clusters provide failure detection and failover,
increasing the availability of your Web site. See Section 1.3, "Understanding
Caching in Oracle Portal” for more information.
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See Also: Oracle Fusion Middleware Performance Guide

= Choosing optimal cache options for pages, portlet instances, and templates

Caching is the primary way to maximize performance in Oracle Portal. Using a
distributed architecture will increase system availability and speed, but cache
methodology is by far the most important. To improve performance and
scalability, Oracle Portal provides several caching options as described in the
chapter on improving page performance in the Oracle Fusion Middleware User’s
Guide for Oracle Portal.

2.1.4 How Can | Make My Portal Scale?

Redundancy enables you to scale your system by providing identically configured
duplicate computers to provide enough capacity to service requests, and provide
backups in case of failures and errors.

In addition, you can improve scalability by choosing optimal cache options for pages,
portlet instances, and templates. Oracle Portal provides several caching options. For
more information, refer to the chapter about improving page performance in the
Oracle Fusion Middleware User’s Guide for Oracle Portal.

Refer to Section 2.1.8.3, "Scalability" and Section 1.3, "Understanding Caching in Oracle
Portal" for more information.

2.1.5 How Can | Make My Portal Highly Available?

Clustering also enables you to achieve a higher level of system availability than is
possible with only a single Oracle Fusion Middleware instance. An application
running on a single instance of an Oracle Fusion Middleware is dependent on the
operating system and host on which the server is running. In this case, the host poses
as a single point of failure because if the host goes down, the application becomes
unavailable.

See Also: Oracle Fusion Middleware High Availability Guide

2.1.6 How Can | Secure My Portal?

Sensitive data should be secured without affecting content that you want to make
available to all users.

To support a flexible approach to controlling access to Web content, Oracle Portal
leverages other components of Oracle Fusion Middleware and Oracle Database 11¢ to
provide strong protection for your portal. Oracle Portal interacts with all of the
following components to implement its security model:

= Oracle Application Server Single Sign-On

= mod_osso, an Oracle HTTP Server listener module, which facilitates Single
Sign-On for J2EE web applications.

s Oracle Web Cache

s Oracle Internet Directory

s Oracle Delegated Administration Services
= Oracle Directory Integration Platform

See Chapter 7, "Securing Oracle Portal" for more information.
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2.1.7 How Should | Configure My Hardware and Software?

This section discusses how you should configure your hardware and software
installations for optimal use of Oracle Portal and all related Oracle Fusion Middleware
components. This section explains how you can configure your hardware to set up a
small development environment, and deploy larger sites serving many users.

2.1.7.1 Using a Single Computer

In the simplest configuration, all of the Oracle Fusion Middleware component pieces
are installed on a single computer as shown in Figure 2-1. In fact, a single database
could also reside on the computer, containing separate schemas for Oracle Portal,
Oracle Internet Directory, and OracleAS Single Sign-On.

Figure 2—1 Oracle Portal Single Computer Configuration

Oracle Fusion
hiddlewars

This configuration works nicely in a small development environment in which your
developers are using Oracle Portal's declarative interface to build pages, portlets and
applications. It also easily supports a small deployment of the finished Web portal. If
you expect to deploy a larger site that delivers more content to more users, you will
need more than a single server or the simple configuration shown in Figure 2-1.

2.1.7.2 Using Multiple Computers

If a single computer configuration does not suit your needs, consider moving the
various pieces of the Oracle Portal architecture to other computers. When configuring
your Web portal, you will require more servers depending on the size of your site,
where each server performs specialized work. Adding extra hardware increases
performance, and adding more software instances supports redundancy.

Deployment options for configuring larger Web portal sites include:
»  Separating the Middle Tier from the Oracle Metadata Repository
= Installing Oracle Identity Management Separately

= Adding Middle-Tier Instances

s Installing Oracle Web Cache Separately from the Middle Tier
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s  Configuring High Availability for the Infrastructure

Perform the tasks in this list until you are satisfied that your configuration can handle
the demands of your deployed Web portal. If your site must handle only a moderate
workload, you could first separate the middle tier from the database, then consider
moving Oracle Identity Management to another server. You probably will not need to
perform all of these configuration tasks. But as the site grows, you should expand its
underlying configuration by following the sequence shown in this list.

Note: Before you go online with your Web portal, it's a good idea
to set up and test a small pilot system. This enables you to gather
valuable configuration and tuning information based on real usage
patterns, without affecting the users you plan to serve.

2.1.7.21 Separating the Middle Tier from the Oracle Metadata Repository The first thing you
should consider when configuring a larger system is installing the middle tier
separately, as shown in Figure 2-2.

See Also: Oracle Fusion Middleware Performance Guide

Figure 2-2 Separating the Fusion Middleware Middle Tier from the Infrastructure
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Infrastructure Tier

This frees the Oracle Metadata Repository and the middle tier from having to compete
for hardware resources, such as I/O, memory, and disk space. Installing them on
separate computers also gives you more flexibility in performance tuning. This is
important for sites that plan on storing a lot of content in the Oracle Metadata
Repository. Tuning parameters, such as those for an operating system, are different
from those for middle-tier components such as the HTTP server. Setting a performance
parameter for one may not provide optimal performance for another.

2.1.7.2.2 Installing Oracle Identity Management Separately OracleAS Single Sign-On
authenticates user credentials against Oracle Internet Directory for Oracle Portal and
other applications, thus requiring users to log on to the Web portal only once with a
single user name and password, to enable access to multiple accounts and
applications.

Once users have logged in to a deployed Oracle Portal site, they can access any other
OracleAS Single Sign-On secured application.
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As shown in Figure 2-3, Oracle Identity Management is located on a different
computer from the Oracle Metadata Repository. A single instance of Oracle Identity
Management can be configured to work with multiple Oracle products, including
multiple instances of the Oracle Portal middle tier.

Figure 2-3 Oracle Identity Management Installed on a Separate Computer

Browser

Infrastructure
{Identity Mansgemeant)

Oracle Wieb Cache

Oracle Fusion hiddleware

Infragtructure (OracleAs
Metadsta Repository)

The system shown in Figure 2-3 is an example of a distributed configuration. The
configuration includes a centralized Oracle Identity Management server that could
support multiple middle-tier instances. Moving Oracle Identity Management to its
own server gives you the flexibility to tune its performance independently of the
database and middle tier.

In addition, isolating Oracle Identity Management from middle-tier installations
ensures greater stability for the entire distributed system. If the computer where a
middle tier is installed fails, OracleAS Single Sign-On and other middle-tier instances
that rely on it to validate logins are not affected. Additionally, different security
policies can be used to manage the various computers in the configuration.

See Also: Oracle Fusion Middleware Installation Planning Guide

2.1.7.2.3 Adding Middle-Tier Instances You can add redundant middle-tier instances,
each with identical configuration settings, to support the largest Web portals. The
added middle-tier instances are shown in Figure 2—4. It is a good idea to install each
middle-tier instance on its own computer to isolate any hardware failures.
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Figure 2—4 Multiple Middle Tiers

| Middle-Tier Farm

The middle tier forwards user requests for portal pages to a provider, then assembles
the pages with the returned content. As you add more middle-tier instances to your
Oracle Portal configuration, you increase the capacity for user requests and improve
the overall performance of your portal. Database and network resources are used
more efficiently.

Note: For this configuration, you must use a Load Balancing Router
(LBR). See Section 2.1.8.1, "Load Balancing" for more information.

2.1.7.24 Installing Oracle Web Cache Separately from the Middle Tier You can also separate
the Oracle Web Cache server from the middle tier to enable better caching of data,
faster request times, and reduction in the load on the middle tier.

Separating the Web Cache can improve performance by making it easier to tune the
system, since it is memory intensive rather than CPU intensive. Separating the
components can also bring cached data closer to the end user, effectively increasing
security by limiting what content is cached "at the network edge" for a given user
community. For example, in a typical inside/outside scenario, separate Web Caches
can target the community with specific cached content.

2.1.7.25 Configuring High Availability for the Infrastructure In Oracle Fusion Middleware
11g, all Oracle High Availability (HA) solutions, including Cold Failover Cluster, Data
Guard, and Real Application Clusters (Oracle RAC), are supported for the OracleAS
Infrastructure.

See Also: Oracle Fusion Middleware High Availability Guide
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2.1.8 Getting the Most Out of Your Configuration

A distributed Oracle Portal configuration offers improved performance over a single
computer configuration because you are making more software and hardware
resources available to the Web portal. But there are other benefits. You can use
additional servers and software to provide failover, thus ensuring system stability. And
you can deal with wide fluctuations in the amount of work your Web portal is
expected to perform over the course of a day using load balancing between multiple
servers. Finally, you can add more servers to a distributed configuration to support
more users, thus providing scalability.

2.1.8.1 Load Balancing

If you anticipate a heavy volume of traffic on your Web portal, you can distribute the
load across multiple servers, each with its own middle-tier instance. If one server is
overloaded with too much traffic, a second server can handle the overflow.

Oracle Fusion Middleware provides its own load balancing capability by pooling
server instances to service incoming requests. If one instance does not respond, then
the request is forwarded to another instance. This ensures that content and
applications are always available to users of your deployed site.

For very large sites, you can add load balancing hardware or software to distribute
incoming requests to the middle-tier servers. Figure 2-5 shows a Load Balancing
Router (LBR), a very fast network device that distributes network requests across a
large number of servers, being used for this purpose. This is the most common
approach to load balancing, and provides users of your portal with a single published
address instead of them having to send each request to a particular middle-tier server.

Figure 2-5 Multiple Server Configuration Using a Load Balancing Router
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See Section 6.3, "Configuring Multiple Middle Tiers with a Load-Balancing Router" for
more information on adding an LBR to distribute incoming requests to middle-tier
servers.

As an example, the high traffic personal site, My.Oracle.com (MOC), uses an LBR to
sort requests. Because the software logic for distributing loads is contained in the LBR
itself rather than installed separately on each individual middle-tier server, an LBR

2-8 Oracle Fusion Middleware Administrator's Guide for Oracle Portal



What Do | Need to Consider?

lowers the overall administrative costs of your configuration. MOC is both an intranet
and extranet Web site. It provides Oracle employees with a single customizable entry
point to all of Oracle's online services as well business information from external
providers.

Adding an LBR can also help your configuration deal with load variations. Users may
access your site, use its applications, and request content at a much higher frequency
during certain peak intervals, for example, between 9 a.m. and 10 a.m. when most
users log on to begin their work day. During these periods of heavy traffic, the LBR
can distribute page requests among the various middle-tier instances to ensure quick
response times.

If your peak load occurs on a regular basis, consider a configuration that specifically
addresses the need to handle peak load requirements. If your peak load is infrequent,
you may be willing to tolerate slower response times at peak intervals rather than
spend additional money on hardware.

Note that the LBR itself can be configured to support failover. The My.Oracle.com
configuration in Figure 2—6 could add a second LBR, which would be available in case
the primary router fails.

2.1.8.2 Failover and Redundancy

Failover is the ability to switch to a backup when part of your system fails, such as a
server or database. When an Oracle Database 11g fails, for example, it restarts using
any preserved state information from the backup.

Redundancy is the technique of providing duplicate computers configured identically.
The redundant computers provide enough capacity to service requests, and provide
backups in case of failures and errors. You implement redundancy by increasing the
number of computers in your configuration. One server is typically active while the
other monitors the first server's activity, ready to take over if it fails.

As shown in Figure 2-6, My Oracle.com provides for failover using an additional
middle-tier server that can take over if any of the other servers encounter problems
that cause them to fail.

Note: The components depicted in Figure 2-6 represent only one
of many possible configurations. Oracle does not expressly
recommend or endorse these specific vendors, or components, or
both.
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Figure 2-6 My Oracle.com Middle-Tier Configuration
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To set up redundant middle-tier instances, you configure the original and each

redundant instance with identical site name and server port entries, for example,
my.oracle.com and port 5000. That is, although the physical site names and ports
can be different, the virtual host references for the redundant tiers must be the same.

One alternative to redundancy is to set up failover by using any excess capacity that

you have in your overall configuration. For example, you might have four middle-tier
servers, each running at 75% capacity. If one server fails, the other three can take over
the workload of the fourth (25% X 3 = 75%, which is the capacity of the failing server).

2.1.8.3 Scalability

Scalability is the ability of a Web portal to handle more requests as the number of users
and the volume of content increases over time. As the portal handles more traffic,
users should not notice any change in performance, as measured by response intervals
and frequency of errors. If scalability is your goal, you need a flexible configuration
that will enable you to add database capacity and servers incrementally as needed

without adversely affecting the rest of your configuration.

2.2 What Do | Need to Do?

This section describes the task flow involved in planning, installing, configuring, and

administering Oracle Portal.

Successfully deploying Oracle Portal consists of the following steps:

1. Planning Your Portal

2. Upgrading Oracle Portal (if necessary)
3. Verifying Pre-Installation Requirements
4

Installing Oracle Fusion Middleware
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5. Performing Post-Installation Configuration (basic configuration and
administration)

6. Performing Advanced Configuration
7. Securing Oracle Portal

8. Monitoring Oracle Portal

9. Troubleshooting Oracle Portal

The following sections provide high-level descriptions of each step and point to more
detailed information in various locations, including this configuration guide, other
Oracle Fusion Middleware 11¢ Documentation Library books, technical white papers,
and OTN, http://www.oracle.com/technology/.

2.2.1 Planning Your Portal

If you are new to Oracle Portal, you may benefit from reading Chapter 1,
"Understanding the Oracle Portal Architecture" to understand how Oracle Portal fits
into the Oracle Fusion Middleware architecture.

You can find more information about planning your Oracle Portal configuration on
Portal Center at
http://www.oracle.com/technology/products/ias/portal/index.html.

2.2.2 Upgrading Oracle Portal

You will find the latest information on upgrading from an earlier release of Oracle
Portal on OTN,
http://www.oracle.com/technetwork/middleware/ias/upgrade-087279.
html. On the Upgrade page, you will find:

= Instructions for downloading the upgrade scripts.

s Online upgrade documentation.

2.2.3 Verifying Pre-Installation Requirements

To ensure a smooth installation, you must verify that you have fulfilled all
prerequisites and have performed all pre-installation steps. The Oracle Fusion
Middleware Installation Planning Guide contains the general Oracle Fusion Middleware
requirements, while Chapter 3, "Pre-Installation and Post-Installation Tasks" discusses
the portal-specific steps.

2.2.4 Installing Oracle Fusion Middleware

The Oracle Fusion Middleware Installation Planning Guide contains the steps for installing
the Oracle Fusion Middleware middle tier and infrastructure required to run Oracle
Portal. Refer to Chapter 3, "Pre-Installation and Post-Installation Tasks" for additional
information.

2.2.5 Performing Post-Installation Configuration

Chapter 5, "Basic Configuration and Administration" contains information about all
the post-configuration tasks that can be performed by the Oracle Portal administrator.

You can find additional information on Portal Center at,
http://www.oracle.com/technology/products/ias/portal/index.html.
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2.2.6 Performing Advanced Configuration

Part III, "Advanced Configuration Topics" is targeted at the Oracle Fusion Middleware
administrator. Chapter 6, "Advanced Configuration" provides instructions on how to
perform more advanced Oracle Portal configuration and integration configuration,
including virtual hosts, load balancing routers, proxy server, Oracle Web Cache, and
OracleAS Single Sign-On configuration. Other chapters in Part III deal with setting up
features such as search, import and export, and more.

2.2.7 Securing Oracle Portal

Chapter 7, "Securing Oracle Portal" contains in-depth information on how to configure
the security features in Oracle Portal.

2.2.8 Monitoring Oracle Portal

You can monitor Oracle Portal through the Oracle Enterprise Manager 11g Fusion
Middleware Control. For details, see Chapter 8, "Monitoring and Administering
Oracle Portal".

In addition, you can generate performance reports to monitor portal performance. See
Appendix G.2.7, "Enabling Performance Logging". This performance information will
be useful later on, for tuning Oracle Portal performance. See Chapter 11, "Tuning
Performance in Oracle Portal".

2.2.9 Troubleshooting Oracle Portal

Appendix G, "Troubleshooting Oracle Portal" discusses various issues and ways for
resolving and diagnosing problems.
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Part two contains the following chapters:
»  Chapter 3, "Pre-Installation and Post-Installation Tasks"
»  Chapter 4, "Interoperability Scenarios"

s Chapter 5, "Basic Configuration and Administration"






3

Pre-Installation and Post-Installation Tasks

This chapter introduces the installation tasks that you must complete before and after
installing Oracle Portal. For complete instructions on how to install and configure the
infrastructure and the middle tier in different topologies, refer to the Oracle Fusion
Middleware Installation Planning Guide.

This chapter contains the following sections:

» Installation Overview

»  Accessing Oracle Portal After Installation

s Configuring Oracle Portal During and After Installation

If you are planning to upgrade Oracle Portal from a previous release, you will need to

J M o refer to the Upgrade documentation on the Oracle Technology Network (OTN),
http://www.oracle.com/technology/products/ias/portal/upgrade.htm
1.

3.1 Installation Overview
Installing Oracle Portal 11g Release 1 (11.1.1) comprises the following stages:
s WebLogic Server Installation
s Infrastructure Component Installation

m  Oracle Fusion Middleware Middle-tier Release Installation

3.1.1 WebLogic Server Installation

The WebLogic Server installation consists of the Core Application Server,
Administration Console, Configuration Wizard and Upgrade Framework, Web 2.0
HTTP Pub-Sub Server, JDBC Drivers, WebLogic Server Clients, WebLogic Web Server
Plug-Ins, UDDI and Xquery Support, and Server Examples. The WebLogic Server
installation includes a Oracle WebLogic Server administration domain, which is a
logically related group of Oracle WebLogic Server resources. Domains include a
special Oracle WebLogic Server instance called the Administration Server, which is the
central point from which you configure and manage all resources in the domain.
Usually, you configure a domain to include additional Oracle WebLogic Server
instances called Managed Servers. Managed Servers host the portal application
components, Web services, and their associated resources. You deploy Web
applications, EJBs, Web services, and other resources onto the Managed Servers and
use the Administration Server for configuration and management purposes only. The
Managed Servers can be grouped together into a cluster.

The default Portal managed server is WLS_PORTAL which resides at:
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DOMAIN_HOME\config\fmwconfig\servers

Note: Before you proceed with installing a Oracle Portal, ensure that
you have installed WebLogic Server. See Oracle WebLogic Server
Installation Guide. The WebLogic Server installation creates the
Middleware Home, which is used to install all the Oracle Fusion
Middleware components.

3.1.2 Infrastructure Component Installation

The Infrastructure Installation includes:
= Installing Oracle Database
» Installing Oracle Metadata Repository

= Installing Oracle Single Sign-On 10g and Oracle Delegated Administration
Services 10g

Note: See Table 3-1, " Installation Components and Version"

Installing Oracle Database

Oracle Database enables you to store Portal data, update it, and efficiently retrieve it,
with a high degree of performance, reliability, and scalability. You must install a
supported Oracle Database Release. For more information, see System Requirements
and Supported Platforms for Oracle Fusion Middleware 11gR1
http://www.oracle.com/technetwork/middleware/downloads/fmw-11grl
certmatrix.xls on OTN.

See: Oracle Fusion Middleware Repository Creation Utility User’s Guide
and Loading Portal Schema Using RCU.

Installing Oracle Metadata Repository

A metadata repository contains metadata for Oracle Portal. It can also contain
metadata about the configuration of Oracle Fusion Middleware and metadata for your
Portal.

The Oracle Metadata Repository creates a new database and populates it with a
collection of schemas used by Oracle Portal components, such as the Oracle Portal
metadata schema during an infrastructure installation.

You can use the Repository Creation Utility (RCU) CD-ROM to create multiple
repositories in a single database. RCU creates the necessary Portal schemas, refer to
Section , "Loading Portal Schema Using RCU" for more information.

When you install Oracle Portal, some default database schemas and user accounts are
also installed. Refer to Section , "Configuring Oracle Portal Security Options" in
Chapter 7, "Securing Oracle Portal" for a description of the default database schemas.

See: Oracle Fusion Middleware Installation Planning Guide

Note: Before proceeding create schemas for the Portal you want to
install.
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Installing Oracle Single Sign-On 10g and Oracle Delegated Administration
Services 10g

Oracle Identity Management enables you to configure and manage the identities of
users, devices, and services across diverse servers, to delegate administration of these
identities, and to provide end users with self-service privileges. Additionally, you can
configure and enable single sign-on access across enterprise applications and restrict
access to online resources to users with valid credentials.

Oracle Portal requires Oracle Single Sign-On (SSO) and Oracle Delegated
Administration Services (DAS) from the 10g release. If you do not already have access
to these 10g components, you must install them in order for your products to function
properly. For more information, refer to Oracle Identity Management 10g (10.1.4.0.1)
documentation library at http: //download.oracle.com/docs/cd/B28196_
01/index.htm.

Loading Portal Schema Using RCU

Repository Creation Utility (RCU) is a graphical and CLI-based tool used to create
and manage Oracle Fusion Middleware database schemas in your database. Oracle
Portal requires schemas in database prior to installation, these schemas are created and
loaded in your database using RCU. To create the Portal schemas, perform the
following steps:

1. Run rcu.bat, (Windows) from ORACLE_HOME\bin\rcu.bat.
2. The Welcome screen is displayed, click Next.

3. In the Create Repository screen, select Create to load component schemas into a
database and click Next to continue.

4. Inthe Database Connect Detail screen enter the following information:
s Database Type: Select the database type from the drop-down list.

= Host Name: Enter the name of the server where your database is running. Use
the following format:

myhost .mydomain.com

For Oracle RAC databases, specify the VIP name or one of the node names in
this field.

= Port: Enter the port number for your database. The default port number for
Oracle databases is 1521.

= Service Name: Specify the service name for the database. Typically, the service
name is the same as the global database name.

s User Name: Enter the user name for your database..

= Password: Enter the password for your database user.

= Role: Select the database user's role from the drop-down list.
Click Next.

The Repository Creation Utility-Checking Prerequisites screen is displayed, click
OK when all the prerequisites are meet.

5. In the Select Components screen, enter a prefix to be added to the database
schema (for example: MPS), and check only the following check-boxes:

s Check AS Common Schemas and Metadata Services Portal under it.

s Check WebCenter Suite and WebCenter portlets under it.
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Click Next.
Click OK, when the prerequisites are validated.

In the Schema Passwords screen, enter the schema passwords for each main and
additional (auxiliary) schema user.

Click next to accept the default settings, in the Map Tablespaces Screen, and then
do the following;:

= Select Yes to allow the RCU to create any missing tablespaces

= If there are any missing tablespaces. select OK to acknowledge Table space
creation.

In the Summary Screen (for Create Operation), review the information and click
Create to begin schema creation.

In the Completion Summary screen, note the location of the log files, then click
Close to dismiss the screen. The main RCU log and component log files are
written to the following directory:

ORACLE_HOME\rcullog\logdir.date_timestamp

See: Oracle Fusion Middleware Repository Creation Utility User’s Guide

3.1.3 Oracle Fusion Middleware Middle-tier Release Installation

During the Oracle Fusion Middleware middle-tier installation, Oracle Portal is
configured to use the infrastructure services. The deployment of the portal
applications in the middle tier also occurs at this time. The following steps are
performed at this time:

1.

o » w0 Db

10.

Oracle Web Cache configuration information is stored in the Oracle Portal schema
in the Oracle Metadata Repository.

User and Group information is created in Oracle Internet Directory.
The Oracle Fusion Middleware Provider Group is added to Oracle Portal.
Oracle Portal Service Monitoring is configured.

The Provider user interface is configured to work with Oracle Portal. The
middle-tier URL, used to access the provider user interface framework from
Oracle Portal is added to the global settings page.

The default Web providers, OmniPortlet and Web Clipping, are registered.
The Web Services for Remote Portlets (WSRP) container is installed.

The portal repository database contains the default preference store of this WSRP
container. Refer to the Oracle Fusion Middleware Developer’s Guide for Oracle Portal
for more information.

Note: Oracle Portal supports communication with any WSRP
producer.

A sample JSR 168 application is installed to run the WSRP container.
Oracle Text and Secure Enterprise Search are configured.

The Oracle Portal DAD is created in the configuration file, DOMATN_
HOME\config\fmwconfig\servers\WLS_
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PORTAL\applications\portal\configuration\portal_dads.conf,
using the parameters provided at installation time.

11. The file webcache.xml is created in ORACLE
INSTANCE\config\WebCache\webcachel.

webcache . xml stores Oracle Web Cache invalidation settings and it is used by
Web providers such as OmniPortlet and Web Clipping. See the Oracle Fusion
Middleware Developer’s Guide for Oracle Portal for more information.

The details for these steps are available, after the installation, in the file \Program
Files\Oracle\Inventory\logs in Windows and /etc/oraInst.loc in Unix.

Refer to Section , "Oracle Portal Default, Seeded User Accounts" and Section , "Oracle
Portal Default, Seeded Groups" for a description of the Oracle Portal default user
accounts and groups.

Out of the box, the initialization parameters for this new database are suitable for a
very small Oracle Portal configuration with few users. If you plan to use Oracle Portal,
it is recommended that you modify the initialization parameters for the database
based on the requirements for installing the Oracle Metadata Repository in an existing
database, using the settings specified in the Oracle Fusion Middleware Installation
Planning Guide. As you make changes in your configuration, you may need to further
tune the initialization parameters based on the size of your configuration, and the
number of simultaneous users of Oracle Portal.

3.1.4 Installation Components and Versions

Table 3-1, describes the various installation components and their versions.

Table 3-1 Installation Components and Version

Oracle
Oracle Fusion
Number of WebLogi Middleware
Databases c¢ Server Infrastructure Components Mid-Tier
Single 10.3.4.0 = Oracle Database: Identity Management and 11.1.1.4.0
Database Metadata Repository: 10.2.0.4 or later and 11.1.0.7
s Oracle Metadata Repository: 10.1.4.0.1
= Oracle Single Sign-On 10g and Oracle Delegated
Administration Services 10g: 10.1.4.0.1 + PS3+
(Patch:7215628 - 10.1.4.3.0)
= Repository Creation Utility: 11.1.1.4.0
Two 10.3.4.0 s Oracle Database: Identity Management 10.1.0.5 11.1.14.0

Databases (seeded) and Metadata Repository 10.2.0.4 or
later and 11.1.0.7

s Oracle Metadata Repository: 10.1.4.0.1 (IM)

= Oracle Single Sign-On 10g and Oracle Delegated
Administration Services 10g: 10.1.4.0.1 + PS3+
(Patch:7215628 - 10.1.4.3.0)(IM)

= Repository Creation Utility: 11.1.1.4.0 (MR)
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Table 3—-1 (Cont.) Installation Components and Version

Oracle
Oracle Fusion
Number of WebLogi Middleware
Databases c¢ Server Infrastructure Components Mid-Tier
Two 10.3.4.0 = Oracle Database: Identity Management IM: 11.1.1.4.0
Databases 9.2.0.7,10.1.0.5 or 10.2.0.2 (colocated) - see Oracle

Application Server Metadata Repository Creation
Assistant User’s Guide and Metadata Repository
10.2.0.4 or later and 11.1.0.7

s Oracle Metadata Repository: 10.1.4.0.1 (IM)

= Oracle Single Sign-On 10g and Oracle Delegated
Administration Services 10g: 10.1.4.0.1 + PS3+
(Patch:7215628 - 10.1.4.3.0) (IM)

= Repository Creation Utility: 11.1.1.4.0 (MR)

3.2 Accessing Oracle Portal After Installation

This section details the steps you should take to access Oracle Portal after installation:

1. Access Oracle Portal by entering the following URL in your browser:

http://<host>:<port>/portal /pls/<dad>

For example:

http://portal.example.com:8090/portal/pls/portal

The Portal Builder page is displayed.

Table 3-2 explains the components that make up the URL used to access Oracle

Portal.

Table 3-2 Portal URL Descriptions

Parameter

Description

host

Defines the computer on which you installed Oracle Portal.

Enter both the hostname and the fully qualified domain name. For example,
enter host .domain.com.

This name must also match the ServerName parameter in the configuration
file, httpd. conf, located in ORACLE_INSTANCE\config\OHS\ohs1.

port

Defines the port number to access Oracle Portal.
This is the Oracle Web Cache Listen Port.

portal

Specifies that the request should be routed to the Portal Services running inside
Oracle Portal WLS.

Note: In earlier versions, the Oracle Portal URL was of the format
http://<host>:<port>/pls/<dad>. Backward compatibility is provided
for such URLs using rewrite rules in the Oracle HTTP Server configuration, so
that URLs of the /pls/<dad> format are rewritten to /portal/pls/<dad>.
When URLs of the older format are accessed, Oracle Portal either services the
URL directly or alerts you to change the bookmarked URL to the new format.

pls

Specifies that the request is for a PL/SQL procedure.

dad

Defines the Database Access Descriptor (DAD) you specified earlier for your
Oracle Portal installation. The DAD contains information on how to connect to
the database. In a typical default installation, the DAD is "portal'.
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2. Click the Login link, located in the top right corner as shown in Figure 3-1:

Figure 3—1 Login Link

Home  Builder Help |

Portal Builder

3. Log in as the orcladmin user, using the orcladmin password.

When you login, you go to by default to the Welcome tab Here you can view the
documentation library, go to the Quick Tips, and Getting Started with Oracle
Portal.

3.3 Configuring Oracle Portal During and After Installation

During a middle-tier installation that includes Oracle Portal, you can specify if you
want to configure, and automatically start Oracle Portal at the end of the installation. If
you select that option, Oracle Universal Installer (OUI) will configure Oracle Portal.

If you choose Install Only, the Portal will not be configured. To configure the Oracle
Portal after the installation, refer to the Install Only section, in the Oracle Fusion
Middleware Installation Guide for Oracle Portal, Forms, Reports and Discoverer.
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Interoperability Scenarios

This chapter lists interoperability scenarios and considerations for Oracle Portal 11g
Release 1 (11.1.1).

For related information, see the following documents:

»  Oracle Fusion Middleware Installation Guide for Oracle Portal, Forms, Reports,
and Discoverer

s Oracle Fusion Middleware Upgrade Guide for Oracle Portal, Forms, Reports, and
Discoverer

Interoperability Scenarios
s Oracle Portal 11g Release 1 (11.1.1) with Oracle Reports 11g Release 1 (11.1.1)

s Oracle Portal 11g Release 1 (11.1.1) with Oracle Business Intelligence (BI)
Discoverer 11g Release 1 (11.1.1)

s Oracle Portal 11g Release 1 (11.1.1) with Oracle Identity Management 11g Release
1(11.1.1)

s Oracle Portal 11g Release 1 (11.1.1) with Oracle BPEL Process Manager 11g Release
1(11.1.1)

s Oracle Portal 11g Release 1 (11.1.1) with Oracle WebCenter Portal 11g Release 1
(11.1.1)

s Oracle Portal 11g Release 1 (11.1.1) with Oracle Identity Management 10.1.4.x
s Oracle Portal 11g Release 1 (11.1.1) mid tier with Oracle Portal 10.1.4.x repository
s Oracle Portal 11g Release 1 (11.1.1) mid tier with Oracle Portal 10.1.2.x repository

s Oracle Portal 11g Release 1 (11.1.1) mid tier with Oracle Identity Management
10.1.4.x and Oracle Portal 10.1.x repository

s Oracle Portal 11g Release 1 (11.1.1) mid tier with Oracle Identity
Management/Single Sign-On 10.1.4.x and Oracle Portal 10.1.x repository

s Oracle Portal 11g Release 1 (11.1.1) with Oracle Identity Management 10.1.2.3 and
Oracle Single Sign-On/Oracle Delegated Administration Service (DAS) 10.1.2.3

s Oracle Portal 11g Release 1 (11.1.1) with Oracle Access Manager 11g Release 1
(11.1.1)

»  Oracle Portal 11g Release 1 (11.1.1) with Secured Enterprise Search (SES) 10.1.8.3.
For this interoperability scenario to work, you must download and install
Automated Release Update (ARU) 11142341 from

https://support.oracle.com.
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»  Oracle Portal 11g Release 1 (11.1.1) with Secured Enterprise Search (SES) 10.1.8.4.
For this interoperability scenario to work, you must download and install
Automated Release Update (ARU) 10984348 and 11142341 from
https://support.oracle.com.
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Basic Configuration and Administration

This chapter assumes that Oracle Portal has been installed along with the Oracle
Fusion Middleware components and addresses the basic tasks that the portal
administrator can perform after installation is complete.

This chapter contains the following sections:

s Getting Started with Oracle Portal Administration
»  Finding Out Information About Oracle Portal

»  Performing Basic Page Administration

»  Configuring Self-Registration

»  Setting Up Oracle BPEL Process Definitions for Approvals
»  Performing Basic Portal Administration

= Configuring Mobile Support in Oracle Portal

=  Managing Users, Groups, and Passwords

s Configuring Browser Settings

»  Configuring Language Support

»  Configuring Oracle Portal for WebDAV

s Configuring Resource Proxying

5.1 Getting Started with Oracle Portal Administration

Basic Oracle Portal configuration can be performed on the Administer tab available
from Oracle Portal. Additionally, there are other administrative tools available to
configure Oracle Portal and its related components.

This section will introduce you to the various different administrative tools:
»  Using the Oracle Portal Administer Tab

= Using Additional Administrative Tools

5.1.1 Using the Oracle Portal Administer Tab

The Oracle Portal framework provides administrative services, such as access to
monitoring and configuration tools, single sign-on, directory integration, caching, and
security. A lot of the features needed to manage users and groups, to set up security
and search features, and to administer the portal and database are incorporated into a
series of dialog boxes accessed through portlets on a portal page.

Basic Configuration and Administration 5-1



Getting Started with Oracle Portal Administration

After you have installed Oracle Portal, you need to log in as an administrator (The
default username is orcladmin), to perform various administrative functions. After
you have logged in to Oracle Portal, the Portal Builder page is displayed.

Click the Administer tab to view all the subtabs and portlets that help you administer
the portal. The Administer tab is shown in Figure 5-1.

Figure 5—-1 The Administer Tab on the Portal Builder Page

Oncle Application Server Home Buider Maviestor Helo

Portal Builder

Edt  Personalize  Accountinfo  Logout

Welcome Administer

Portal | Portlets | Databasi

Services AGE
Global Settings Export a Transport Set Edit SO Server Confiquration
Estabish defaul home page, defautt style, activiy log interval, 530 Server settings | |Click the browse icon and select a transport set from the st provided, then ciick \aintain the configuration information for the S50 Server. These configuration
and logout behavior, proxy settings, search settings, and portiet g at the Export. seffings include the 550 Servers session seftings
system level
DirectoryAcminstraon e @ pdmisterpariner Appicsions
| Administer users and groups in the Oracle Internet Directory or configure the Create or edit configuration information for partner applications. Partner applications
directory seftings, using the Delegated Administration Service (DAS). Browse Transport Sets for Export are applications that have delegated authentication processing to the SSO Server.
Browse the status ef, download scripts for, reuse, export or delete transport sets for
Log Redistry Administration export

[ Administer Iog registry which determines what log requests result n log entries. Administer Exteral Applications
g registry greq 9 Create or edit information for external applications. External

Transport Sets - Acquire Services BIEIEN| |<-vications are vieb-bassd appications that perform their own user
BPEL Process Deflnition Seftinas . . name/password authentication through HTHL login forms. The SSO Server willlogin
ianage Oracke Business Process Execution Language for Ueb Services (BPEL) || Rogister a Source Portal
; ) Register a Source Portal o these applications on behalf of the user.
arocess definiions. You can Use these BPEL process definiions as agproval Reysies s Dais: (v R

for pages or page groups.

Confiqure BPEL Callback pre e s Ty L 2l
Register the calback URL with Portal.This wil be used to complete the BPEL UL e s L S S Create New Users
workfiove. Create users and specify account information

Acquire Transport Sets

cquire a transport set from source porial to this portal EditiDelete User

Click the browse icon, select a user from the list, then click Edit or Delete.

Transport Sets - Import Services CIEE
. S S

PreCheck a Transport Set

Glick the browse icon and select a transport set from the list provided, then lick .
PreCheck Portal User Profile EIKIE

Establish the User's preferences and global privilege information in the Portal. Click
& [ PreCheck the browse icon, select a user from the ist, then click Ed.

Name

Import a Transport Set wame| |@l[Ed
Click the browse icon and select a transport set from the list provided, then click -
Import. Group o T

Create New Groups

EditiDelete Group
Browse Transport Sets for Import Click the browse icon, select a group from the list, then click Edit or Delets.

Browse the status o, precheck, import or delete transport sets for import
"
Oracle Reports Security BEIE
olT
Oracle Reports Security Settings Portal Group Profile

Define access to Oracke Reports objects, including servers, printers, calendars, and | | EStabiish the group's preferences and privilege information in the Portal. Click the
report defintion fikes. browse icon, select a group from the list, then click Edit

o [Fait]

You will see the following subtabs in the Administer tab screen:

= Portal - This subtab enables you to create users and groups, administer the
OracleAS Single Sign-On (SSO) server, and administer other services including
Oracle Internet Directory, Secure Enterprise Search, Web Cache, proxy
settings, and so on.

= Portlets - This subtab enables you to view the Portlet Repository and its refresh
log, and register remote providers and provider groups.

= Database - This subtab enables you to create and edit database schemas, create and
edit database roles, and monitor database information like database parameters,
memory consumption, and database storage details.

Portal

This subtab under the Administer tab in the Portal Builder page contains the portlets
shown in Table 5-1. This subtab is displayed by default when you click the
Administer tab.
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Table 5-1 Portlets in the Portal Subtab

Portlet Name Enables You to

Services = Specify default home page, default style, and so on.

= Administer users and groups in the Oracle Internet Directory or
configure the directory settings.

= Administer log registry.

= Set up basic and advanced search features.

m  Specify Proxy Server settings.

=  Administer and monitor the performance of Oracle Portal
and its dependent components such as the Oracle HTTP
Server, Portal Services, Oracle Metadata Repository,
Secure Enterprise Search, and providers using the Oracle
Enterprise Manager 11g Fusion Middleware Control.

= Manage Oracle BPEL process definition, and configuring BPEL
callback.

See Chapter 8, "Monitoring and Administering Oracle Portal" for
more information on administering the log registry and monitoring

Oracle Portal performance.

Transport Set -Export =  Export a transport set.

Services = Browse the status of, download scripts for, reuse, export, or
delete transport sets.
See Chapter 12.4, "Export in Oracle Portal" for more information.
Transport Set = Register a database link as source portal.

-Acquire Services . .
q = Browse or delete source portal registration.

= Acquire a transport set from the source portal to your portal.

s See Chapter 12.5, "Acquire Transport Set Services" for more
information.

Transport Set -Import =  Validate a transport set .

Services = Import a transport set.
= Browse the status of, precheck, import or delete transport sets.
s See Chapter 12.6, "Import in Oracle Portal" for more information.
Oracle Reports = Define access to Oracle Reports objects.
Security = Report definition file.
SSO Server = Edit OracleAS Single Sign-On (SSO) Server configuration.
Administration = Create or edit configuration information for partner
applications.
= Create or edit configuration information for external
applications.
See Chapter 7, "Securing Oracle Portal" for more information.
Note: You will need to log in as an Oracle Fusion Middleware
administrator to change SSO settings.
Oracle Reports = Define access to Oracle Reports objects.
Security = Report definition file.
User = Create new users and specify account information.

s Edit or delete users.
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Table 5-1 (Cont.) Portlets in the Portal Subtab

Portlet Name Enables You to

Portal User Profile .

Group .

Portal Group Profile =

Establish the user's preferences and global privilege information
in the portal.

Create groups, assign users to them, and designate group
administrators.

Edit or delete groups.

Establish the group's preferences and privilege information in
the portal.

Portlets

This subtab under the Administer tab in the Portal Builder page contains the portlets

shown in Table 5-2.

Table 5-2 Portlets in the Portlets Subtab

Portlet Name

Enables You To

Portlet Repository

Remote Providers

Remote Provider
Group

View all local and remote portlets.

Refresh information about all the portlets in the repository.
View Portlet Repository refresh log.

Add a provider to the portlet repository.

Change configuration and access information about a provider.
Register multiple providers with a single URL.

Edit a Provider Group registration.

Database

This subtab under the Administer tab in the Portal Builder page contains the portlets

shown in Table 5-3.

Table 5-3 Portlets in the Database Subtab

Portlet Name

Enables You To

Schemas
Roles
Database Information

Database Memory
Consumption,

. | |
Transactions and Locks

Database Storage

Create new database schemas, or edit existing schemas.
Create new database roles, or edit existing roles.

Monitor and view various database related information and
parameters.

Monitor database jobs.

View reports and charts of memory consumption and
transactions.

Monitor session and locks.

Terminate undesirable user sessions.

Monitor and view various database storage related
information.

5.1.2 Using Additional Administrative Tools

For some administrative tasks that cannot be performed through the Oracle Portal
Administer tab, you may need to use one of the following tools:

s Oracle Enterprise Manager 11g Fusion Middleware Control
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s WebLogic ScriptingTool (WLST) Command-line Utility

s Portal Installation and Configuration Scripts

5.1.2.1 Oracle Enterprise Manager 11g Fusion Middleware Control

Oracle Enterprise Manager 11¢ Fusion Middleware Control is included when you
install Oracle Fusion Middleware. From Oracle Portal's perspective, consider this to be
the administration tool for the Oracle Fusion Middleware. Oracle Fusion Middleware
Control enables you to perform the following administration and configuration
operations:

»  Administer clusters

»  Start and stop services

= View logs and ports

s Perform real-time monitoring

= Modify the OracleAS Infrastructure services used by an Oracle Fusion
Middleware middle tier.

Refer to Chapter 8, "Monitoring and Administering Oracle Portal" for a detailed
description of these Oracle Fusion Middleware Control functions.

Most configuration changes for an Oracle Portal instance are made from the Portal
home page or one of the component pages accessed from the Portal home page. To
open Portal home page from the Oracle Fusion Middleware Control home page,
use the navigation sidebar to open the instance, expand Portal folder, and then select
the Oracle Portal instance to configure. Refer to "Accessing Oracle Enterprise
Manager 11g Fusion Middleware Control" for instructions on how to access Fusion
Middleware Control.

5.1.2.2 WebLogic ScriptingTool (WLST) Command-line Utility

The WebLogic Scripting Tool (WLST) is a command-line scripting interface, that helps
you to perform administrative tasks and initiate WebLogic Server configuration
changes to WebLogic Server instances and domains. For more information, see the
WebLogic Scripting Tool Command Reference guide. You can use Portal-specific WLST
commands to complete the following administrative and configuration tasks:

= Configuring a Portal DAD Using WLST

= Configuring the Portal Cache Using WLST

= Configuring the Parallel Page Engine Using WLST

s Configuring Portal Web Cache Settings Using WLST
= Configuring Portal Middle Tier

= Configuring Portal Site Attributes

= Configuring Portal Oracle Internet Directory Attributes

See Also:

s Getting Started Using the Oracle WebLogic Scripting Tool (WLST)
in the Oracle Fusion Middleware Administrator’s Guide

»  WebLogic Scripting Tool Command Reference
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5.1.2.3 Portal Installation and Configuration Scripts

There are also various scripts, copied to your ORACLE_INSTANCE during the
installation of Oracle Portal. These scripts may be needed to perform administrative
actions. Refer to Appendix B, "Using Oracle Portal Installation and Configuration
Scripts" for a description of these scripts.

5.2 Finding Out Information About Oracle Portal
This section covers the following topics:
= Accessing Oracle Portal in Your Browser

= Finding Your Oracle Portal Version Number

5.2.1 Accessing Oracle Portal in Your Browser

After Oracle Portal is installed, access it by entering the following URL in your
browser:

http://<host>:<port>/portal/pls/<dad>

See Table 3-2, " Portal URL Descriptions” for an explanation of the URL components.
For backward compatibility, the old URL syntax is supported in this release. For
example, http://<host>:<port>/pls/<dad>.

See Also: Section 3.1, "Installation Overview"

5.2.2 Finding Your Oracle Portal Version Number

To find your portal version number:
1. Log in as a portal administrator.
2. In the Portal Builder, click the Administer tab.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

3. C(lick the Portal tab.
4. In the Services portlet, click the Global Settings link.

The version number for your Oracle Portal is shown at the bottom of the page.

5.3 Performing Basic Page Administration
This section covers the following topics:
= Setting a Default Home Page
»  Setting the System Default Style
»  Creating Personal Pages
= Setting the Total Space Allocated for Uploaded Files
s Setting the Maximum File Size for Uploaded Files
s Changing the Page Group Quota
= Specifying an Error Message Page
= Setting the Default Page for Non-Authenticated Users
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s Specifying the Default DOCTYPE for Pages

s Removing the Context-Sensitive Help Link

5.3.1 Setting a Default Home Page

The home page is the first page that is displayed to a user after logging in to Oracle
Portal. Here's how the logic works:

s If the user has specified a personal home page, that page is displayed when the
user logs on.

»  If the user has not selected a personal home page, but the portal administrator has
set one for him or her, the default home page specified for that user is displayed.

= If the user has not selected a personal home page, but belongs to a default group,
the default home page specified for that group is displayed.

»  If there is no default home page for the user's default group, or if the user has no
default group, then the system default home page is displayed.

Note: You must be a portal administrator to define a default home
page for the system, a group, or a user.

5.3.1.1 Setting the System Default Home Page

If there is no default home page for the user's default group, the system default home
page is displayed.

To set the system default home page:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one from
the list.

3. Click Return Object next to the page you want to make the system default home
page.
4. Click OK to return to the Portal Builder.

Note: To check that you set the system default home page correctly,
log out of the portal and log back in again. When you log back in, you
should be taken the page that you specified as the system default
home page.

5.3.1.2 Setting a Group's Default Home Page

If the user has not selected a personal home page, but belongs to a default group, the
default home page specified for that group is displayed.

To set a group's default home page:

Basic Configuration and Administration 5-7



Performing Basic Page Administration

1. In the Portal Group Profile portlet, in the Name field, enter the name of the group
for which you want to assign a default home page.

By default, the Portal Group Profile portlet is on the Portal subtab of the
Administer tab on the Portal Builder page.

Note: If you are not sure of the group name, click the Browse
Groups icon and select from the list provided.

2. Click Edit.

3. Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one from
the list.

4. Click Return Object next to the page you want to make the default home page for
this group.

5. Click OK.

Note: Click Reset to remove the group's default home page.

5.3.1.3 Setting a User's Default Home Page

If the user has not selected a personal home page, but you have set one for him or her,
the default home page specified for that user is displayed.

To set a user's default home page:

1. In the Portal User Profile portlet, in the Name field, enter the user name of the
user for whom you want to assign a default home page.

By default, the Portal User Profile portlet is on the Administer tab of the Portal
Builder page.

Note: If you are not sure of the user name, click the Browse Users
icon and select from the list provided.

2. Click Edit.

3. Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one from
the list.

4. Click Return Object next to the page you want to make the default home page for
this user.

5. Click OK.
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Note: Click Reset to reset the user's default home page to the system
default home page.

5.3.2 Setting the System Default Style

If you are the portal administrator, you are responsible for selecting a style to serve as
the system default.

When a style is deleted, all pages and item regions that used the style revert to the
page group default style. If the page group default style is <None>, all pages and
regions revert to the system default style.

Note: To set the system default style, you must be the portal
administrator.

To set the system default style:

1. In the Portal Builder, click the Administer tab.

2. Click the Portal subtab.

3. In the Services portlet, click the Global Settings link.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

4. In the Default Style section, choose a style from the Display Name list.

Note: The list includes all public styles in the Shared Objects page
group.

5. Click OK to return to the Portal Builder.

5.3.3 Creating Personal Pages

A personal page provides an area within Oracle Portal where authorized users can
store and share their own content. Personal pages are located under the Shared
Objects page group, and are organized alphabetically by user name.

Note: To create personal pages for users, you must be the portal
administrator.

This section covers the following topics:
= Automatically Creating a Personal Page for New Users

»  Creating a Personal Page for an Existing User

5.3.3.1 Automatically Creating a Personal Page for New Users
To configure Oracle Portal to automatically create a personal page for new users:

1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.
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2. Ensure that you are on the Main tab.
3. Select Create Personal Pages for New Users.

4. Click OK.

Whenever a new user logs on for the first time, a personal page is automatically
created for that user.

Note: Personal pages are automatically created when new users
log on for the first time (that is, when the user record is created for
the user), not for users that already exist.

5.3.3.2 Creating a Personal Page for an Existing User
To configure Oracle Portal to create a personal page for an existing user:

1. In the Portal User Profile portlet:

a. Inthe Name field, enter the name of the user for whom you want to create a
personal page.

Note: If you are not sure of the name of the user, click the Browse
Users icon and select from the list provided.

b. Click Edit.

By default, the Portal User Profile portlet is on the Administer tab of the Portal
Builder page.

2. Ensure that you are on the Preferences tab.

3. Select Create Personal Page.

Note: If you do not see this check box, the user already has a
personal page.

4. Click OK.

Notes:

= Personal pages are accessible from the Navigator in the Shared
Objects page group. Any authorized user can drill down into the
Personal Pages area of the Shared Objects page group, but they
can only view their own personal page, or those personal pages to
which they have been granted access.

= Personal pages for users with user names that do not begin with
an alphabetic character are located under the Others area of
Personal Pages.

= Personal pages cannot be deleted.
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5.3.4 Setting the Total Space Allocated for Uploaded Files

You can limit the amount of space provided in your database to store documents
uploaded to page groups. See Section 5.3.6, "Changing the Page Group Quota" if you
want to limit the amount of space provided for a single page group.

You can also limit the size of individual files that content contributors can upload to
page groups. See Section 5.3.5, "Setting the Maximum File Size for Uploaded Files" for
more information.

When a user uploads a file to the portal, the upload is monitored in the middle tier to
detect whether the total space or maximum file size is exceeded. If either of these
limits is exceeded, the upload is terminated and an error message is displayed.

Note: To set the total space allocated for uploaded files, you must
be the portal administrator.

To set the total space allocated for uploaded files:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. Make sure you are on the Main tab.

3. In the Total Space Allocated radio group, select Limit To to limit the amount of
space provided to store files uploaded to the page groups in this portal.

4. In the field, enter the maximum amount of megabytes provided for uploaded files
across the whole portal. When this limit is reached, users will no longer be able to
upload files to page groups in the portal.

Notes:

= Select No Limit if you do not want to impose a limit for uploaded
files.

s The Used Space field displays the amount of space currently used
by documents uploaded to page groups in this portal provided
that a limit has been set. If no limit has been set you can still find
out how much space is being used by clicking Calculate. Note
that the calculation may take some time.

5. Click OK.

5.3.5 Setting the Maximum File Size for Uploaded Files

You can limit the size of individual files that users can upload to the page groups in
your portal.

You can also limit the total amount of space provided in your database to store
documents uploaded to page groups. See Section 5.3.4, "Setting the Total Space
Allocated for Uploaded Files" for more information.

When a user uploads a file to the portal, the upload is monitored in the middle tier to
detect if the maximum file size or portal file quota is exceeded. If either of these limits
is exceeded, the upload is terminated and an error message is displayed.
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Note: To set the maximum file size for uploaded files, you must be
the portal administrator.

To set the maximum file size for uploaded files:

1.

5.

In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

Make sure you are on the Main tab.

In the Maximum File Size radio group, select Limit To to specify the maximum
size allowed for individual files uploaded to the portal.

In the field, enter the maximum size (in MB) for each individual file uploaded to
the portal. If a content contributor attempts to upload a file larger than this size, an
error is displayed.

Note: Select No Limit if you do not want to impose a maximum file
size.

Click OK.

5.3.6 Changing the Page Group Quota

You can limit the amount of space provided in your page group to store uploaded
documents.

Note: To change the page group quota, you must have at least one
of the following privileges:

= Portal administrator
= Manage all privileges on the page group
= Manage all global privileges on all page groups

To change the page group quota:

1.
2.
3.

In the Portal Navigator page, click the Page Groups tab.
Click Properties next to the page group with which you want to work.

In the Page Group Quota section, select Limit to to limit the amount of space
provided to store uploaded documents.

In the field provided, enter the size limit (in MB) for uploaded documents in the
page group. When this limit is reached, users will no longer be able to upload
documents to the page group.

Note: Select No limit if you do not want to impose a limit for
uploaded documents.

Click OK.
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5.3.7 Specifying E-mail (SMTP) Host

Enter the Host Name and Port of your e-mail server so that self-registered users can be
informed by e-mail when their accounts are accepted or rejected. The default port for
SMTP is usually 25. If you enable self-registered users to log on immediately, this
information is not needed.

5.3.8 Specifying an Error Message Page

Oracle Portal enables you to choose the error message page that you want to display to
users. You can choose the default system error page, or you can specify your own
customized error page.

Oracle Portal includes an error message page (called Sample Error Page) that you can
edit to match the look and feel of the other pages in your portal. The Sample Error
Page is available under the Portal Design-Time page group and includes a portlet that
displays all the diagnostic information. Alternatively, you can create your own error
message page in any of your page groups. To do this, you must include the Error
Message Portlet on the page and turn caching off.

Note: By default, the Error Message Portlet is located under the
Administration Portlets page of the Portlet Repository.

To specify an error message page:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. In the Error Page section, select one of the following:

= System Error Page to use the system error page to display full-page error
messages to users. The system error page automatically includes all the
diagnostic information.

= Error Page to use your own page to display full-page error messages to users.
Click the Browse Pages icon to select the error message page that you want to
use.

3. C(lick OK.

5.3.9 Specifying an Error Reporting Style

Oracle Portal enables you to choose the error reporting style that you want to display
to users. If you enable Secure Error Reporting, it prints only the toplevel error
message. This option could be selected to avoid exposing error codes, cause and
actions to the end users.

5.3.10 Setting the Default Page for Non-Authenticated Users

You can specify the default page that is displayed to users after they have logged out,
or when they initially access the portal site, by setting the default home page for the
PUBLIC (that is, non-authenticated) user.

Note: You must be a portal administrator to define a default home
page.
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To set the default page users see when they log out, or when they initially access the
site, perform the following steps:

1. In the Portal User Profile portlet, in the Name field, enter PUBLIC.

By default, the Portal User Profile portlet is on the Administer tab of the Portal
Builder page.

2. Click Edit.

3. Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one from
the list.

4. Click Return Object next to the page you want to be displayed when users log
out.

5. Click OK.

Note: Click Reset to remove this setting.

5.3.11 Specifying the Default DOCTYPE for Pages

You can specify a global default doctype that identifies which version of HTML or
XHTML it is using for all pages within your portal. Specifying the global doctype
setting lets your browser display pages faster.

You identify the version of HTML or XHTML by including a doctype declaration in
the code at the begining of the page, such as:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">

Some examples of doctypes include:
» HTML 4.01 Compatibility mode
= HTML 4.01 Transitional

» HTML 4.01 Strict

» XHTML 1.0 Transitional

s  XHTML 1.0 Strict

Note: Specifying the doctype does not affect the generated HTML,
only the DOCTYPE declaration at the beginning of the HTML.

If you select a strict doctype (for example HTML Strict) some portlet refresh features
will be affected due to HTML that is prohibited when using a Strict doctype.
Specifically:

= The page assembly timeout option is not shown when editing pages.

»  Portlet refresh does not use partial page refresh, instead the whole page is
refreshed.
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In addition, if you choose the middle image alignment option, your HTML will not

validate as Strict. This is because an align attribute has to be used in this case, rather

than a CSS attribute and the align attribute does not conform to Strict guidelines.

To specify the doctype for pages in a page group:

1. In the Services portlet, click Global Settings.
By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. Inthe Page DOCTYPE section, select the DOCTYPE to be used as a default for all
page groups.

3. Check Allow Page Groups to use a different DOCTYPE to let users override this

setting at the page group level, specifying a different doctype for the pages within
a specific page group.

4. Click OK.

5.3.12 Removing the Context-Sensitive Help Link

If you have access to SQL*Plus, you can suppress the Context-sensitive Help link that
appears in the banner in Oracle Portal wizards, dialog boxes, alerts, and so on. Note
that you cannot suppress the "?" icon that appears in the blue bar of wizards, dialog
boxes, and alerts.

You cannot perform this task through the user interface; it must be done
programmatically through SQL*Plus.

Note: You must make the following API calls in both the portal
schema and in the portal SSO schema.

To remove the context-sensitive help link:

1. Access SQL*Plus.

2. Enter:
exec wwuil_api_body.set_display_help (wwui_api_body.DISPLAY_ HELP_OFF) ;
commit;

To reinstate the context-sensitive help link:

1. Access SQL*Plus.

2. Enter:

exec wwui_api_body.set_display_help (wwui_api_body.DISPLAY_ HELP_ON) ;
commit;

5.4 Configuring Self-Registration

To enable users to create their own portal user accounts, you must configure the
self-registration feature. After completing this process, the self-registration link is
exposed in the Login portlet.

You can set up an approval process for self-registered users so that they cannot log in
until their accounts have been approved. When the account has been approved or
rejected, the user is notified by e-mail.
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If you do not require approval for self-registered users, the user will be able to log in to
the portal immediately after registering.

Note: To set up self-registration, you must be the portal
administrator.

To set up self-registration:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. In the Self-Registration Options section, select Enable Self-Registration.

3. Select No Approval Required if self-registered users can log on to the portal
immediately after registering.

4. Select Approval Required if self-registered users need to be approved before they
can log on to the portal.

a. Click Configure to set up the approval process.

b. Inthe Approvers field, enter the names of the users or groups that must
approve self-registered users.

Note: Use a semicolon (;) as the separator between multiple users or
groups. Each step of the approval routing can include both users and
groups.

c. For Routing Method for Approvers, choose:

— One at a time, all must approve if you want each user or group to be
notified in turn and every user or group must approve self-registered
users before they can log on.

— All at the same time, all must approve if you want all the users and
groups to be notified at the same time and every user or group must
approve self-register users before they can log on.

— All at the same time, only one must approve if you want all the users and
groups to be notified at the same time, but only one user or group member
must approve self-registered users before they can log on.

d. Click Add Step.

e. Repeat steps a to d to add more steps to the approval process.
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Notes:

= You do not need to change any other settings on this tab, or any of
the settings on the other tabs in this screen.

s The final approver in the approval chain must be privileged to
approve the registration requests of users. To do this, grant the
Allow account management privilege to the final approver. These
privileges can be assigned on the default DAS Edit User page.

= Each approver in the approval chain must have the My
Notifications portlet on their page to see and act upon new user
accounts that are waiting for approval. The My Notifications
portlet can be found under Portal Content Tools in the portlet
repository.

f. Click OK to return to the Global Settings screen.
Click OK.

Go to the home page of your portal.

Switch to Edit mode.
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If the home page of your portal does not already contain a Login portlet, add the
Login portlet to the page.

By default, the Login portlet can be found in the SSO/OID page under the
Administration page in the Portlet Repository.

9. Next to the Login portlet, click the Edit Defaults icon.
10. Select Enable Self-Registration.

11. In the Self-Registration Link Text field, enter the text that you want users to click
to register with the portal.

12. Leave the Self-Registration URL field blank to use Oracle Portal's own
self-registration screen.

If you have created your own self-registration screen, enter the URL in this field.

13. Click OK.

5.5 Setting Up Oracle BPEL Process Definitions for Approvals

Oracle Portal includes functionality to manage and control the publishing of content
on your portal through the use of approvals. However, if your organization finds that
the built-in approvals functionality is somewhat restrictive, you can use Oracle BPEL
workflow processes for approvals instead.

5.5.1 Synchronizing BPEL Workflow with Portal Workflow

Oracle BPEL workflow can work alongside Portal's default workflow. However, the
workflow status as it changes at the BPEL end must be reflected back to the Portal
workflow tables. To achieve this, a WebService is called back from BPEL which
updates the Portal tables. The credentials needed to establish the connection to the
Portal approval schema must be defined in datasource.xml.
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5.5.1.1 Deploying the Call Back WebService
To deploy the callback webservices from BPEL:

1. Add anew JNDI entry in the datasources.xml file located in the WLS_
PORTAL. Specify the JNDI name as Portal ApprovalDS.

To add a datasource entry:

a.

b.

Log on to the Oracle WebLogic Administration console.

If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

In the Domain Structure tree, expand Services > JDBC, then select Data
Sources.

On the Summary of Data Source Page, click New.

On the JDBC Data Source Properties page, enter jdbc/Portal ApprovalDS as
the name for the JDBC data source,

Select Oracle as the Database Type and Oracle's Driver (Thin) Version
XXXXXX as the Database Driver.

Click Next to continue.

On the Transactions Option page, select global transaction options and accept
the default setting, then click Next.

On the Connection Properties page, enter the Database Name, Host Name,
Port, Database user Name (approval schema name and password, for
example: <<PORTAL_SCHEMA_NAME>>_APPROVAL) and click Next.

On the Test Database Connection page, review the connection parameters and
click Test Configuration.

On the Select Target Page, select WLS_PORTAL as the sever to deploy the
data source.

If you are using a cluster portal, you need to specify the Portal machine name
to the cluster address by login to your WebLogic Administration console and
selecting your Domain Name > Environment > Clusters > Cluster Address.
After entering the required information you have to restart the managed
server (WLS_PORTAL).

Click Finish to save the JDBC data source configuration and deploy the data
source to the selected targets.

2. Deploy the WSPortalApproval.ear file, located at ORACLE_
HOME\archives\applications to the managed server WLS_PORTAL using
Oracle WebLogic Server Administration console.

To deploy the application:

b.

Log on to the Oracle WebLogic Administration console.

If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

In the left pane of the Console, select Deployments.
In the right pane, click Install.

Using the Install Application Assistant, locate the WSPortalApproval .ear
file and click Next.

5-18 Oracle Fusion Middleware Administrator's Guide for Oracle Portal



Setting Up Oracle BPEL Process Definitions for Approvals

f. Select the server (from the list of available servers) under which this needs to
be installed ( The default server is WLS_PORTAL).

g. Accept the default values in the next screen and click Finish. The deployment
will be in Prepared state, select Start to make it Active.

3. Navigate to DOMAIN HOME\servers\WLS_PORTAL\tmp\_WL_user and verify
that the WSPortalApproval folder is created.

4. After the deployment ensure that the deployed web service is accessible in the
following way:

http_protocol://wls_hostname:wls_port/bpel/WSPortalApproval.

5.5.1.2 Configuring Portal for BPEL

Once the Callback Webservices is sucessfully deployed, perform the following step to
enable BPEL for portal:

1. Login to your Oracle Portal.
2. Click the Administer tab, and then select the Portal subtab.
3. Under Services, select Configure BPEL Callback.

The Configure BPEL callback page is displayed.

4. In the Callback Endpoint field, enter the callback service URL which is obtained
in Step 1. For example, http_protocol://wls_hostname:wls_
port/bpel/WSPortalApproval.

5. Click OK.

5.5.2 Securing your Portal for BPEL Business Process

Oracle Portal uses secure socket layer (SSL) to secure communication with the BPEL
business process which is the human workflow composite deployed on the SOA
Server. Perform the following task to secure the end to end Portal BPEL
communication:

s Configuring Outbond SSL to BPEL Server
= BPEL Server Callback to Portal

For more information on Portal security, see Chapter 7, "Securing Oracle Portal".

5.5.2.1 Configuring Outbond SSL to BPEL Server

To secure communication from Portal Repository to BPEL server, perform the
following steps:

= Configuring the BPEL Business Process to use SSL
= Import BPEL Server Certificates into Portal Database Wallet

5.5.2.1.1 Configuring the BPEL Business Process to use SSL
Before you start, ensure that your BPEL business process is deployed on a SOA

managed server. To configure SSL perform the following task:

Enabling SOA Managed Server for SSL
To enable the SOA managed server, perform the following tasks:

1. Login to the Oracle WebLogic Administration Console.
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If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

In the left pane of the Console, expand Environment and select Servers.
In the Servers table, click the SOA Managed Server instance.
Select SSL Listen Port Enabled, and enter the SSL Listen Port number.

Obtaining Keys and Certificates,
After you have enabled the SSL for the SOA managed server, do the following:

1.

Obtain digital certificates, private keys, and trusted CA certificates for a SOA
WebLogic Managed Server using the CertGen utility, Sun Microsystem'’s keytool
utility. Digital certificates, private keys, and trusted CA certificates can be obtained
from a reputable vendor such as Entrust or Verisign by sending the certificate
request created using the utilities mentioned. For testing purpose you can also use
the digital certificates, private keys, and trusted CA certificates provided by the
WebLogic Server kit.

Store the private keys, digital certificates, and trusted CA certificates. Private keys
and trusted CA certificates in a keystore assigned for SSL.

Note: The preferred keystore format is JKS (Java KeyStore). Oracle
WebLogic Server supports private keys and trusted CA certificates
stored in files or in the WebLogic Keystore provider for the purpose of
backward compatibility only.

Configuring the Identity and Trust Keystore

For configuring the identity and trust key store for the WebLogic Managed Server, you
need to use the WebLogic Administration Console and perform the following steps:

1.
2.
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Login to the Oracle WebLogic Server Administration Console.

If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

In the left pane of the Console, expand Environment and select Servers.

Select your SOA WebLogic Managed server.

Select Configuration > Keystores.

In the Keystores field, select Custom Identity and Custom Trust.

In the Identity section, define attributes for the identity keystore:

a. Custom Identity Keystore: The fully qualified path to the identity keystore.
b. Custom Identity Keystore Type: The type of the keystore.

c. Custom Identity Keystore Passphrase: The password you will enter when
reading or writing to the keystore. This attribute is optional or required
depending on the type of keystore. All keystores require the passphrase in
order to write to the keystore. However, some keystores do not require the
passphrase to read from the keystore. WebLogic Server only reads from the
keystore so whether or not you define this property depends on the
requirements of the keystore.

Click Save.
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9. To activate these changes, in the Change Center of the Administration Console,
click Activate Changes.

After you have configured the Keystore, you need to configure it for SSL, see Servers:
Configuration: SSL and Configure two-way SSL in the Oracle Fusion Middleware Oracle
WebLogic Server Administration Console Help.

5.5.2.1.2 Import BPEL Server Certificates into Portal Database Wallet

After the BPEL business process is configured to use SSL, you need to make the Portal
Repository communicate to the SOA server with https. To enable this
communication, Portal Database wallet must store BPEL business process managed
server CA trusted certificate into its truststore. Secure communication is required
when the BPEL process URL is used inside Portal Repository during you registration
of WSDL and Endpoint URLs for the process deployed in the BPEL server and SOAP
Request to BPEL server when the item ( participating in the bpel workflow ) gets
uploaded on the page.

Creating an Empty Wallet (HTTPS)

Create an empty wallet to establish the trust points for SSL access to the OracleAS
Single Sign-On. To do this, perform the following steps:

1. Open the Oracle Wallet Manager on the ORACLE_HOME. Note that you can run
Oracle Wallet Manager from any location, as long as the generated wallet is
accessible from the portal schema in the Oracle Metadata Repository. You can
also save the wallet (the directory containing the wallet files) anywhere and move
it to another location that is accessible from the portal schema in the Oracle

Metadata Repository.
2. Choose Wallet > New.
On UNIX, the wallet is stored in the following location by default:

/etc/ORACLE/WALLETS/<Account Name creating the Wallet>

On Windows, the wallet is stored in the following location by default:

\Documents And Settings\<Account Name creating the Wallet>\ORACLE\WALLETS

Create a password for the wallet.

Enter the same password in the Confirm Password field.
Select Standard for Wallet Type.

Click OK.

Click Yes to accept the option to create a Certificate Request.
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Fill out the Certificate Request dialog with details that uniquely identify your
server, and click OK. A dialog will inform you that the certificate request was
created successfully. The Certificate node in the Wallet Navigator will change to
Requested.

9. Send the CR to the chosen Certificate Authority (CA).

10. You must add the Trusted Root Certificate to the Wallet, as shown in "Adding the
Trusted Root Certificate to the Wallet (HTTPS)".

11. Save the wallet in a convenient directory, for example:

INFRA_ORACLE_HOME\wallets
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12.

Choose Wallet > Save.

Adding the Trusted Root Certificate to the Wallet (HTTPS)

Perform the steps in this section only if you do not have the trusted root certificate of
the OracleAS Single Sign-On server's issuing certificate authority listed in the
Trusted Certificates list. In this case, you must add the Trusted Root Certificate to the
Wallet as shown in the following steps, which are based on the Internet Explorer
browser:

1.
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9.
10.

11.

Using the browser, go to the OracleAS Single Sign-On home page,
https://infra.domain.com/pls/orasso. Ensure that this is on an HTTPS
URL.

a. If the certificate on the server is not automatically trusted by your browser, the
Security Alert dialog box is shown.

b. Click View Certificate.
c. Click the Certification Path tab.
d. Select the Certificate Authority Root, which is the first certificate in the list.

e. Click View Certificate.

=h

Click Install Certificate.

This brings up the Certificate Import Wizard. This will import the certificate
into the browser's list of trusted certificate authorities.

Click Next.
Select Automatically select a certificate store based on the type of certificate.
i. Click Next.
j.  Click Finish.
The trusted root certificate is installed in your browser.
Click the lock icon in the status bar to bring up the Certificate dialog box.
Click the Certification Path tab.
Select the Certificate Authority Root, which is the first certificate in the list.
Click View Certificate.
Click the Details tab.
Click Copy to File....
This brings up the Certificate Export Wizard.
Click Next.
Under Select the format you want to use, select Base-64 encoded X.509 (.CER).

Click Next and specify a file name for the certificate. You can provide any filename
for the certificate with a . cer extension.

Click Next and then Finish.

At this point, a . cer certificate file is created, which contains the trusted certificate
authority's root certificate. This certificate must be added to the Wallet's list of Trusted
Certificates. To accomplish this, assuming that the wallet manager is already running
and the empty wallet has been opened, perform the following steps:

1.

Right-click the Trusted Certificates node.
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Select Import Trusted Certificate....
Select Paste the certificate, and click OK.

Copy the contents of the certificate file you created earlier into the text area for the
BASEG64 format certificate, and then click OK.

Verity that the Certificate Authority Root has been added to the list of trusted
certificates.

Save the wallet.

You can also set the auto login feature, check Wallet > AutoLogin, if it is not
already checked. This feature enables PKI-based access to services without a
password, is required for most wallets. It is required for database server and client
wallets. It is only optional for products that take the wallet password at the time of
startup.

Note: If the BPEL workflow app is configured to use two-way SSL,
then you have to import the DB wallet CA’s (certificate authority)
trusted certificate, into the truststore of soa-server).

5.5.2.2 BPEL Server Callback to Portal
The Portal Callback URL used by clients, has to be secured in the following scenarios:

BPEL enabling Portal (Registration of Portal Callback URL with Portal Repository)
Status query of Callback URL on the Global Settings Page (Portal Repository)

Once the approval done by the user on the BPEL server, it tries to intimate Portal
Repository through the call back URL.

To secure the Portal Callback Webservice communication perform the following;:

Configuring Portal Callback Webservices for 2-Way SSL
Configuring the Oracle BPEL Process for Identity and Trust Keystore
Configuring Portal Database for Identity and Trust Keystore

Enabling BPEL Business Process for Authentication with Portal Callback
Webservice

Enabling Portal Repository Client for Authentication with Portal Callback
Webservice

Registering the Database Wallet to the Portal Preference Store

5.5.2.2.1 Configuring Portal Callback Webservices for 2-Way SSL

To configure Portal Webservices

1.

If you have not deployed WSPortal Approval.ear, you need to deploy it to your
WLS_PORTAL managed server as explained in Section 5.5.1.1, "Deploying the Call
Back WebService".

Enable SSL for WSPortal Approval.ear in your managed server (WLS_PORTAL),
do the following:

= Login to the Oracle WebLogic Administration Console.

= If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

Basic Configuration and Administration 5-23



Setting Up Oracle BPEL Process Definitions for Approvals

s In the left pane of the Console, expand Environment and select Servers.
= Inthe Servers table, click the WLS_Portal Managed Server instance.
s Select SSL Listen Port Enabled, and enter the SSL Listen Port number.

3. Obtain the identity and trust Keystore for the Portal manged server (WLS_Portal)
(See, Configuring the Identity and Trust Keystore).

4. Configure the Keystore for SSL, see Servers: Configuration: SSL and Configure
two-way SSL in the Oracle Fusion Middleware Oracle WebLogic Server Administration
Console Help.

5.5.2.2.2 Configuring the Oracle BPEL Process for Identity and Trust Keystore

For configuring the identity and trust keystore, do the following:

1. Deploy the Oracle BPEL processes on your SOA managed server (soa_server).

2. Obtain the identity and trust Keystore for the SOA manged server (See,
Configuring the Identity and Trust Keystore).

5.5.2.2.3 Configuring Portal Database for Identity and Trust Keystore

You need to create a Wallet, to store your identity and trust keystore, see Creating an

Empty Wallet (HTTPS) and Adding the Trusted Root Certificate to the Wallet (HTTPS)

5.5.2.2.4 Enabling BPEL Business Process for Authentication with Portal Callback Webservice

The BPEL Business Process requires to present its identity for authentication with the
Portal managed server ( configured for two-way SSL). For this use your Keytool’s
export and import commands to perform the following:

= Export the SOA managed server’s CA trusted certificate to a text file in BASE 64
encoded format (soa_server_trusted.cer).

= Export the Portal managed server CA’s trusted certificate to a text file in BASE 64
encoded format (portal_server_trusted.cer>.

= Import the SOA managed CA’s (certificate authority) trusted certificate (soa_
server_trusted.cer), into the truststore of Portal Managed Server.

= Import the Portal wallet CA’s (certificate authority) trusted certificate (portal
server_trusted.cer), into the truststore of Portal Managed Server.
5.5.2.2.5 Enabling Portal Repository Client for Authentication with Portal Callback Webservice

The Portal managed server which is configured as two-way SSL, it needs the wallet to
present its identity for authentication, for this do the following:

= Export the wallet CA’s trusted certificate to a text file in BASE 64 encoded format.
(for exporting from the wallet, you can use Oracle Wallet Manager or orapki
utility)

= Import the Portal wallet CA’s (certificate authority) trusted certificate (exported
into a file in the previous step), into the truststore of Portal Managed Server.

= Import the Portal wallet CA’s (certificate authority) trusted certificate (portal
server_trusted.cer), into the truststore of Portal DB Wallet.

5.5.2.2.6 Registering the Database Wallet to the Portal Preference Store
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If your Portal Repository is not registered to use a database wallet, then you need to
register it by running secwc . sqlscript, located at ORACLE_
HOME\portal\admin\plsgl\wwc)

Example 5-1 Registering the Wallet

cd SORACLE_HOME/portal/admin/plsgl/wwc sglplus <portal_schema/<portal_
pwd>@connectstring sgl> @secwc.sqgl <wallet_location>, <wallet_pwd>sgl> @secwc.sql
'file:/ul0l/app/oracle/product/1021_prodee/dbwallet', 'welcomel'

5.5.3 Creating a New BPEL Process Definition

Before page group administrators and page owners can use Oracle BPEL workflow
processes for approvals, you first need to create a process definition that points to
those workflow processes.

Note: This assumes that the Oracle BPEL processes have already
been created and deployed.

1. In the Services portlet, click BPEL Process Definition Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. C(lick Create New BPEL Process Definition.
3. In the Process Name field, enter the name of the Oracle BPEL process.

Page group administrators and page designers use this name to identify the
process when selecting which process to use for their page group or page. The
name should be the same as the name used to identify the process in Oracle BPEL
and should not contain any spaces or special characters.

4. In the Description field, enter a description of the behavior of the Oracle BPEL
process.

While this field is optional, providing a description will greatly aid page group
administrators and page designers when they are selecting a process to use for
their page group or page. The description can contain up to 4000 characters and
can include spaces but not special characters.

5. In the Process Deployment Location field, enter the URL where the Oracle BPEL
process is deployed. This is also known as the endpoint. You can obtain this
endpoint from the process deployed in the SOA server.

If this URL is not accessible directly from Oracle Portal, make sure you have set
up the global proxy definition. See Section 6.5, "Configuring Oracle Portal to Use a
Proxy Server."

6. In the Process WSDL Location field, enter the URL to the Oracle BPEL process’s
description document, or .wsdl1 file. Oracle Portal must have read permissions
on this .wsdl file.

If this URL is not accessible directly from Oracle Portal, make sure you have set
up the global proxy definition. See Section 6.5, "Configuring Oracle Portal to Use a
Proxy Server."

7. In the Process Operation field, enter the name of the operation that Oracle Portal
should trigger when this Oracle BPEL process definition is called. The WSDL
document should describe this operation.
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8. Click OK to create the Oracle BPEL Process Definition.

9. A confirmation screen lets you know whether the definition was created
successfully. If the definition was not created successfully, check the settings and
try again.

If your BPEL process definition was created successfully, click Close.

5.5.4 Editing an Existing BPEL Process Definition

You can edit an existing BPEL process definition if there are no items involved in the
workflow. The business process will be locked if there any items in it.

1. In the Services portlet, click BPEL Process Definition Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. Click the name of the BPEL process definition that you want to edit.

3. Edit the fields as required. For information about these fields, see Section 5.5.3,
"Creating a New BPEL Process Definition."

Note: You cannot edit the Process Name field.

4. Click OK to save your changes.

5. A confirmation screen lets you know whether the changes you made were
successful. If the changes were not successful, check the settings and try again.

If your changes were successful, click Close.

5.5.5 Deleting an Existing BPEL Process Definition
You can delete an existing BPEL process definition if required.
1. In the Services portlet, click BPEL Process Definition Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. In the table, click the delete icon next to the BPEL process definition that you want
to delete.

3. Check the details to make sure that this is the BPEL process definition that you
want to delete.

4. Click Delete to continue with the operation, or Cancel if you have changed your
mind.

5. Click Close.

5.5.6 Oracle Portal Message Schema

Oracle Portal initiates any Oracle BPEL workflow process through a SOAP message
over HTTP. It also sends payload information including the URL of the item so that
approvers can view it.

Example 5-2 shows a sample Oracle Portal message schema to illustrate the kind of
information included in the message payload. The designer of the Oracle BPEL
workflow process should use this information when creating the process (.XSD) file.
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Example 5-2 Sample Oracle Portal Message Schema

<complexType>
<sequence>
<element name="title" type="string"/>
<element name="payload">
<complexType>
<sequence>
<element name="itemType" type="string"/>
<element name="url" type="string"/>
<element name="status" type="string"/>
<element name="date" type="string"/>
<element name="Originator" type="string"/>
<element name="description" type="string"/>
<element name="pageName" type="string"/>
<element name="pageDisplayName" type="string"/>
<element name="pageGroupName" type="string"/>
<element name="subject" type="string"/>
<element name="itemVersion" type="string"/>
<element name="itemExpiry" type="string"/>
<element name="itemDisplayOption" type="string"/>
<element name="author" type="string"/>
<element name="defaultLanguage" type="string"/>
</sequence>
</complexType>
</element>
<element name="itemId" type="integer"/>
<element name="pageId" type="integer"/>
<element name="siteId" type="integer"/>
<element name="submitter" type="string"/>
<element name="approvalId" type="integer"/>
<element name="instanceId" type="integer"/>
<element name="portalWSUrl" type="string"/>
<element name="content_manager">
<complexType>
<sequence>
<element name="userCount" type="integer"/>
<element name="users" type="string" minOccurs="0"
maxOccurs="10"/>
</sequence>
</complexType>
</element>
<element name="page_manager">
<complexType>
<sequence>
<element name="userCount" type="integer"/>
<element name="users" type="string" minOccurs="0"
maxOccurs="10"/>
</sequence>
</complexType>
</element>
<element name="page_group_manager">
<complexType>
<sequence>
<element name="userCount" type="integer"/>
<element name="users" type="string"/>
<element name="groupCount" type="integer"/>
<element name="groups" type="string"/>
</sequence>
</complexType>
</element>

Basic Configuration and Administration 5-27



Setting Up Oracle BPEL Process Definitions for Approvals

</sequence>
</complexType>

Table 54 describes the different elements in the message payload.

Table 5-4 Message Payload Details

Element Description

title The display name of the item

itemType The item type of the item, for example, text, file, url

url The URL that points to the item

status The status of the item

date The date when the item was submitted

Originator The creator of the item.

description The description of the item.

pageName The internal name of the page containing the item

pageDisplayName The title of the page containing the item

pageGroupName The name of the page group that owns the page containing
the item.

subject Information sent by Oracle Portal to Oracle BPEL to explain
why the message is being sent

itemVersion The version number of the item

itemExpiry The expiry date of the item

itemDisplayOption The display option for the item

author The name of the author as specified by the user who
submitted the item

defaultLanguage The default language of the portal

itemId Internally generated ID for the item

pageld Internally generated ID for the page

siteld Internally generated ID for the page group

submitter The user who submitted the item

approvalld

instanceld The instance ID through which the item was added

content_manager

page_manager

page_group_manager

List of users with Manage Content privileges on the page
containing the item. Use this to extract the specific user
names of users with these privileges to use them as approvers
in the Oracle BPEL workflow process.

List of users with Manage privileges on the page containing
the item. Use this to extract the specific user names of users
with these privileges to use them as approvers in the Oracle
BPEL workflow process.

List of users with Manage All privileges on the page group
that owns the page containing the item. Use this to extract the
specific user names of users with these privileges to use them
as approvers in the Oracle BPEL workflow process.
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5.5.7 BPEL Callback Webservice Proxy

Oracle Portal requires any Oracle BPEL workflow process to add a callback service
before you deploy the business process.

Example 5-3 and Example 5-4, shows a sample callback proxy service to illustrate a
Reject or Approval step. The designer of the Oracle BPEL workflow process can use
this information when creating the process.

Example 5-3 Reject Callback Webservice

try

{
portalwsproxy.proxy.WSPortalApprovalSoapHttpPortClient client =
new portalwsproxy.proxy.WSPortalApprovalSoapHttpPortClient () ;

oracle.xml.parser.v2.XMLElement elm ;

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:portalWsUrl");

org.w3c.dom.Node node = (org.w3c.dom.Node) elm.getFirstChild();

String portalWSUrl = node.getNodeValue();

System.out.println("portalWSUrl = " + portalWSUrl);

client.setEndpoint (portalwsSUrl) ;

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:itemId");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("Itemid = " + node.getNodeValue());
java.math.BigDecimal itemId = new java.math.BigDecimal (node.getNodeValue());

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:pageId");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("Pageid = " + node.getNodeValue());
java.math.BigDecimal pageId = new java.math.BigDecimal (node.getNodeValue());

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:siteId");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("Siteid = " + node.getNodeValue());
java.math.BigDecimal siteId = new java.math.BigDecimal (node.getNodeValue());

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:approvalId");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("approvalld = " + node.getNodeValue());
java.math.BigDecimal approvalld = new
java.math.BigDecimal (node.getNodeValue()) ;

elm =

(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:instanceId");
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node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("instanceId = " + node.getNodeValue());
java.math.BigDecimal instancelId = new
java.math.BigDecimal (node.getNodevValue()) ;

client.reject (itemId, pageld, siteld, instanceld, approvalld);

}

catch(java.rmi.RemoteException remoteException)

{
System.out.println ("REJECT "+remoteException);
System.out.println("An exception occured while trying " +

" connect to portal");

remoteException.printStackTrace() ;

}

catch (Exception exception)

{
System.out.println ("REJECT_OTHERS "+ exception);
exception.printStackTrace() ;

Example 5-4 Approve Callback Webservice

try

{
portalwsproxy.proxy.WSPortalApprovalSoapHttpPortClient client =
new portalwsproxy.proxy.WSPortalApprovalSoapHttpPortClient () ;

System.out.println("INSIDE THE APPROVE section");
oracle.xml.parser.v2.XMLElement elm ;

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload", "/clien
t:process/client:portalWsUrl") ;

org.w3c.dom.Node node = (org.w3c.dom.Node) elm.getFirstChild();

String portalWSUrl = node.getNodeValue();

System.out.println("portalWSUrl = " + portalWSUrl);

client.setEndpoint (portalWsUrl) ;

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:submitter");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("submitter = " + node.getNodeValue());

String submitter = new String(node.getNodeValue());

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:itemId");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("Itemid = " + node.getNodeValue());
java.math.BigDecimal itemId = new java.math.BigDecimal (node.getNodeValue());

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:pageId");
node = (org.w3c.dom.Node) elm.getFirstChild();
System.out.println("pageid = " + node.getNodeValue());
java.math.BigDecimal pageId = new java.math.BigDecimal (node.getNodeValue());
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elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:siteId");
node = (org.w3c.dom.Node) elm.getFirstChild();
System.out.println("Siteid = " + node.getNodeValue());
java.math.BigDecimal siteId = new java.math.BigDecimal (node.getNodeValue());

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload","/clien
t:process/client:approvalId");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("approvalid = " + node.getNodeValue());

java.math.BigDecimal approvalld = new
java.math.BigDecimal (node.getNodeValue()) ;

elm =
(oracle.xml.parser.v2.XMLElement)getVariableData ("inputVariable", "payload", "/clien
t:process/client:instanceId");

node = (org.w3c.dom.Node) elm.getFirstChild();

System.out.println("instanceid = " + node.getNodeValue());

java.math.BigDecimal instanceId = new
java.math.BigDecimal (node.getNodeValue()) ;

client.approve (itemId, pageld, siteld, submitter, instanceld, approvalld);
}
catch(java.rmi.RemoteException remoteException)
{

System.out.println("INSIDE APPROVE " + remoteException);

System.out.println("An exception occured while trying " +

" connect to portal");
remoteException.printStackTrace() ;

}
catch (Exception exception)
{
System.out.println("INSIDE APPROVE WHEN_OTHERS " + exception);
exception.printStackTrace();
}

5.6 Performing Basic Portal Administration
This section covers the following topics:
= Simplifying the Full URL of an Oracle Portal Instance
s Configuring Oracle HTTP Server to Use the Oracle Portal Home Page
= Stopping and Starting Portal Components Using Fusion Middleware Control
= Configuring a Portal DAD Using Fusion Middleware Control
s Configuring a Portal DAD Using WLST
s Configuring the Portal Cache Using Fusion Middleware Control
s Configuring the Portal Cache Using WLST
»  Clearing the Portal Cache
= Configuring the Portal Parallel Page Engine
= Retrieving the Portal Schema Password

s Using a Custom Image Directory
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5.6.1 Simplifying the Full URL of an Oracle Portal Instance

You can simplify the full URL created by the Oracle Portal installation to a more
memorable or meaningful URL using the Redirect directive. In this way, end users can
access Oracle Portal by entering a simple URL.

By default, the URL for a new Oracle Portal installation requires you to enter:

http://<host>:<port>/portal/pls/<dad>

You can simplify this URL to:

http://<host>/<redirectpath>

Note: Do not simplify the Oracle Portal URL to
http://<host>:<port>/portal. This is because Oracle Portal is
already mounted on /portal.

1. Open the Oracle HTTP Server configuration file, ht tpd. conf, which is located
in the following directory:

ORACLE_INSTANCE\config\OHS\ohsl

2. Enter the redirect path as follows:

Redirect /<redirectpath> http://<host>:<port>/portal/pls/<dad>

For example:

Redirect /portalhome http://mysite.oracle.com/portal/pls/portal

In this example, end users can enter:

http://mysite.oracle.com/portalhome

to access the full URL, which is:

http://mysite.oracle.com/portal/pls/portal

Notes:

s Theexample http://mysite.oracle.com/portalhome
assumes that the default port is being used. If the default port is
not being used, then the user would have to enter the URL with
the port number,
http://mysite.oracle.com:<port>/portalhome.

»  You can also edit the httpd. conf file using the Oracle
Enterprise Manager 11g Fusion Middleware Control. After you
edit the httpd. conf file you can restart the Oracle HTTP
Server using the Oracle Enterprise Manager 11g Fusion
Middleware Control.

3. Restart the HTTP server by executing the following command from ORACLE_
INSTANCE\bin\opmnctl:

opmnctl restartproc type=ohs
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You can also restart HTTP server by using the Oracle Enterprise Manager 11¢
Fusion Middleware Control.

5.6.2 Configuring Oracle HTTP Server to Use the Oracle Portal Home Page
To set the Oracle Portal home page as the Oracle HTTP Server's default home page:

1.

In the directory ORACLE_INSTANCE\config\OHS\ohsl\htdocs, make a
backup copy of the files welcome-index.html and
welcome-index.html.<lang>, where <lang> is the language code. For
example, welcome-index.html.en is the index HTML file for English.

Edit welcome-index.html.<lang> by replacing the entire contents of the file
with the following HTML redirection code:

<HTML>

<SCRIPT LANGUAGE=JavaScript>
document.location="http://<host>.<domain>:<port>/portal/pls/<dad>"
</SCRIPT>

</HTML>

Notes:

» Do not specify a port number if you are running Oracle Portal on
port 80 or 443.You will need to specify a port number if you
are running Oracle Portal on port 8090.

= If you plan to support other languages, you need to have the
language-specific index HTML files with the redirection code, for
these languages.

5.6.3 Stopping and Starting Portal Components Using Fusion Middleware Control

Portal components typically need to be restarted following a configuration change.

Follow the steps below to stop, start, or restart a component using Fusion Middleware
Control:

1.

Navigate to the Fusion Middleware Control instance for the appropriate farm.

See "Accessing Oracle Enterprise Manager 11g Fusion Middleware Control" for
more information.

Navigate to the home page for your Oracle Portal instance.

See Section 8.2, "Using Fusion Middleware Control to Monitor and Administer
Oracle Portal" for more information.

Locate the Related Components portlet.

In the Name column of the Related Components portlet, click on the component
to start or stop.

From the component menu, select Control.
Do one of the following:
»  Click Stop to stop the component.

s Click Start to start the component.
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5.6.4 Configuring a Portal DAD Using Fusion Middleware Control

A Database Access Descriptor (DAD) is a set of values that specify how an application
connects to an Oracle Database to fulfill an HTTP request. The information in the DAD
includes the user name (which also specifies the schema and the privileges), password,
connect-string, and Globalization Support language of the database.

There are two types of DADs: general DADs and portal DADs. An Oracle Portal
middle tier uses a portal DAD to access the Oracle Metadata Repository, and this
section describes how you can create, edit, or delete a Portal DAD. For information on
general DADs, refer to the Oracle Fusion Middleware Administrator’s Guide for Oracle
HTTP Server.

Creating a Portal DAD

A Portal DAD is automatically created when Oracle Portal is installed. However,
should it be necessary, you can create a DAD manually using Fusion Middleware
Control.

Note: Oracle Portal provides support for only one Portal DAD per
Portal instance; you cannot create a new DAD if there is a pre-existing
DAD for the instance.

Follow the steps below to create a new Portal DAD :
1. Navigate to the Fusion Middleware Control instance for the appropriate farm.

See Section 8.1, "Using Oracle Enterprise Manager 11g Fusion Middleware
Control" for more information.

2. Navigate to the home page for your Oracle Portal instance.

See Section 8.2, "Using Fusion Middleware Control to Monitor and Administer
Oracle Portal" for more information.

3. From the Portal menu, select Settings > Database Access Descriptor.

4. Click Add and complete the parameters for the new Portal DAD. Refer to
Table 8-1, " DAD Settings" for a description of all the options on this page.

5. Click OK.
6. Restart the Oracle HTTP Server and the managed server (WLS_PORTAL).

Refer to Section 5.6.3, "Stopping and Starting Portal Components Using Fusion
Middleware Control" for information on restarting the Oracle HTTP Server and
WLS_Portal components.

Editing a Portal DAD
Follow the steps below to edit a Portal DAD using Fusion Middleware Control:

1. Navigate to the Fusion Middleware Control instance for the appropriate farm.

See Section 8.1, "Using Oracle Enterprise Manager 11g Fusion Middleware
Control" for more information.

2. Navigate to the home page for your Oracle Portal instance.

See Section 8.2, "Using Fusion Middleware Control to Monitor and Administer
Oracle Portal" for more information.

3. From the Portal menu, select Settings > Database Access Descriptor.
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4. Select the DAD and click Edit. Edit the DAD parameters for this Oracle Portal
instance as required. Refer to Table 8-1, " DAD Settings" for a description of all the
options on this page.

5. Click OK.
6. Restart the Oracle HTTP Server and the managed server (WLS_PORTAL).

Refer to Section 5.6.3, "Stopping and Starting Portal Components Using Fusion
Middleware Control" for information on restarting the Oracle HTTP Server and
WLS_Portal components.

Deleting a Portal DAD
Follow the steps below to delete a Portal DAD using Fusion Middleware Control:

Note: Do not delete the default Portal DAD. If the default Portal
DAD is deleted, then Oracle Portal stops working.

1. Navigate to the Fusion Middleware Control instance for the appropriate farm.

See Section 8.1, "Using Oracle Enterprise Manager 11g Fusion Middleware
Control" for more information.

2. Navigate to the home page for your Oracle Portal instance.

See Section 8.2, "Using Fusion Middleware Control to Monitor and Administer
Oracle Portal" for more information.

From the Portal menu, select Settings > Database Access Descriptor.
Select the DAD and click Delete.

Click OK.

Restart the Oracle HTTP Server and the managed server (WLS_PORTAL).

o o & v

Refer to Section 5.6.3, "Stopping and Starting Portal Components Using Fusion
Middleware Control" for information on restarting the Oracle HTTP Server and
WLS_Portal components.

5.6.5 Configuring a Portal DAD Using WLST

Follow the instructions below to create, list, update, or delete a Portal DAD from the
WLST command-line scripting interface. Refer to Section 5.1.2.2, "WebLogic
ScriptingTool (WLST) Command-line Utility" for more information about using the
WLST.

Use the Database Access Descriptor commands listed in Table 5-5 to create, list,
update, or delete a Portal DAD from the WLST command-line scripting interface.
Based on your actions, the portal_dads. conf file located at DOMATIN
HOME\config\fmwconfig\servers\WLS_
PORTAL\applications\portal\configuration is updated.

Table 5-5 Database Access Descriptor Commands for Portal WLST Configuration

Use with
Use this command... To... WLST...
Creating a Portal Create a Portal Database Access Descriptor. Online

DAD
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Table 5-5 (Cont.) Database Access Descriptor Commands for Portal WLST

Use with
Use this command... To... WLST...
Updating Portal Dad  Update the attributes of a Portal Database Access Online
Descriptor.
Deleting Portal DAD  Delete a Portal Database Access Descriptor. Online
listing a DAD List the parameters used by the Database Access Online

Descriptors for configuration.

5.6.5.1 Creating a Portal DAD

A Portal DAD is automatically created when Oracle Portal is installed. To create a
Portal DAD manually, use the following WLST(online) command:

createPortalDad (name, schema, password, [connect_string], nls_language)

Argument Definition

name Name of the Database Access Descriptor.
schema The Portal database account user name.
password The Portal database account password.

connect_string Optional. The connection string used to connect to a remote database.

Connect string may be host name: port number: connect string. The
connect string format may be ServiceNameFormat (host:port:database_
service_name), SIDFormat (host:port:database_sid), or TNSFormat (TNS
alias or the whole TNS entry).

nls_language The globalization support language of the Portal database that is
represented by this DAD. This setting overrides the NLS_LANG
environment variable for a database session and defines some important
globalization support properties of the response, including the response
character set.

Make sure that this language setting matches the NLS_LANG of the
back-end database.

Example 5-5 Creating a Portal DAD

createPortalDad (name="'portall', schema='schema', password="'welcomel', connect_
string="'foo.oracle.com:1521:0rcl',nls_language='AMERICAN_AMERICA.AL32UTF8')

Note: Oracle Portal provides support for only one Portal DAD per
Portal instance; you cannot create a new DAD if there is a pre-existing
DAD for the instance.

5.6.5.2 Updating Portal Dad
To update the attributes of the Portal DAD use the following WLST(online) command:

updatePortalDad (name, [schema], [password], [connect_string], [nls_language])

Argument Definition

name Name of the Database Access Descriptor. This name cannot be
changed during update.

schema Optional. The Portal database account user name.
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Argument Definition

password Optional. The Portal database account password.

connect_string Optional. The connection string used to connect to a remote
database.

Connect string may be host name: port number: connect string.
The connect string format may be ServiceNameFormat
(host:port:database_service_name), SIDFormat
(host:port:database_sid), or TNSFormat (TNS alias or the whole
TNS entry).

nls_language Optional. The globalization support language of the Portal
database that is represented by this DAD. This setting overrides
the NLS_LANG environment variable for a database session and
defines some important Globalization Support properties of the
response, including the response character set.

Make sure that this language setting matches the NLS_LANG of
the back-end database.

Example 5-6 Updating the Portal DAD Attributes

updatePortalDad (name="'portall',6 schema='userl', password='welcome2', connect_
string="'foo.oracle.com:1521:0rcl',nls_language="'AMERICAN_AMERICA.AL32UTF8')

5.6.5.3 Deleting Portal DAD
To delete the Portal DAD use the following WLST(online) command:

deletePortalDad (name)

Argument Definition

name Name of the Portal Database Access Descriptor.

Example 5-7 Deleting the Portal DAD Entry from the Portal_dads.conf File
deletePortalDad (name="'portall"')

5.6.5.4 listing a DAD
To list the parameters specified in all the DAD (both general DADs and Portal DADs),
use the following WLST(online):

listDads ()

Example 5-8 Listing the Various DADs in the domain
listDads ()

/pls/portall

Schema: hluser

Connect String: foo.oracle.com:1521:o0rcl
NLS Language: "AMERICAN_AMERICA.AL32UTF8"

5.6.6 Configuring the Portal Cache Using Fusion Middleware Control

Portal cache is a file system-based cache for Oracle Portal pages and portlets. See
Section 1.3.2, "Understanding Portal Cache" for more information.
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Follow the steps below to configure the Portal cache using Fusion Middleware
Control:

1. Navigate to the Fusion Middleware Control instance for the appropriate farm.

See Section 8.1, "Using Oracle Enterprise Manager 11g Fusion Middleware
Control" for more information.

2. Navigate to the home page for your Oracle Portal instance.

See Section 8.2, "Using Fusion Middleware Control to Monitor and Administer
Oracle Portal" for more information.

3. From the Portal menu, select Settings > Portal Cache.
4. Ensure that the Caching option is set to On.

5. Edit the cache settings for the Oracle Portal instance as required. Table 8-2,
" Portal Cache Settings" has a description of all the options on this page.

6. Click Apply.
7. Restart the managed server (WLS_PORTAL).

Refer to Section 5.6.3, "Stopping and Starting Portal Components Using Fusion
Middleware Control" for information on restarting the WLS_Portal components.

5.6.7 Configuring the Portal Cache Using WLST

The WLST(online) command update the attributes of the Portal cache.

TheSE configuration details are maintained in the DOMAIN
HOME\config\fmwconfig\servers\WLS_
PORTAL\applications\portal\configuration\portal_cache.conf file.

To update the attributes of the Portal Cache, use:

configurePortalCache (enable, directory, total_size, max_size, cleanup_time, max_

age)

Argument Definition

enable Enables (On) or disables (Off) portal content and session caching.

directory The directory where cached content is stored.
Make sure that this directory exists and has read-write access.

total_size The total amount of disk space (in megabytes) that the Portal cache
may use. The maximum value allowed is 4 GB.

max_size The maximum size (in bytes) for all cached files. The maximum value
allowed is 4 GB.
Any dynamically generated content that exceeds this limit is not
cached.

cleanup_time The time at which to start the cleanup of the cache storage. Use the
[Sunday-Saturday, Everyday, Everymonth][hh:mm] format to define
the exact day and time in which cleanup should occur.

max_age Maximum age of a single cached document. This setting ensures the

cache system does not contain any old content. Old cache files are
removed to make space for new cache files. The default is 30 days.

Example 5-9 Configuring the Portal Cache

configurePortalCache (enable=true,directory="'/scratch/user/installs/Inst_
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1/cache/PortalComponent/portal', total_size=10101010,max_size=12300033, cleanup_
time='Everyday 11:00',max_age=20)

5.6.8 Clearing the Portal Cache

Sometimes you must clear the entire portal cache (the Oracle Portal file system-based
cache). For example, when you change the character set of the Oracle Metadata
Repository, you will need to clear the entire portal cache as the existing content will
use the older character set.

To clear the portal cache:

1. Navigate to the portal cache directory. The default path is ORACLE_
INSTANCE\portal\cache.

2. Perform a recursive delete of all the files under this directory. For example, on
UNIX platforms, issue the following command:

rm -rf *

Notes:

= Whenever you clear the portal cache, you may need to clear the
Oracle Web Cache content as well. Refer to Section 6.7.3,
"Configuring Portal Web Cache Settings Using WLST" for
information about clearing the Oracle Web Cache content.

= You must clear the portal cache on all middle tiers.

WARNING: Ensure that you are in the correct directory before
issuing this command. Do not delete the cache directory.

5.6.9 Configuring the Portal Parallel Page Engine

The Oracle Portal architecture is designed around a three-tier architecture that allows
any browser to connect to it. This flexible architecture allows each component
(browser, Oracle HTTP Server listener, Oracle Database 11g, and Oracle Portal) to be
upgraded individually as required.

A part of the Oracle Portal middle tier, the Parallel Page Engine (PPE) is a servlet that
runs under Oracle WebLogic Server and services page requests. The PPE reads page
metadata, calls providers for portlet content, accepts provider responses, and
assembles the requested page in the specified page layout.

5.6.9.1 Setting PPE Configuration Parameters

All servlets are installed under WLS_PORTAL, based upon the application
deployment. The configuration parameters for PPE are entered in the
appConfig.xml file, thatis, in the </portal-midtier> and the configuration
parameter under it. In the default installation, this file can be found at the following
location:

DOMAIN_HOME\config\fmwconfig\servers\WLS_PORTAL\applications\portal\configuration
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The providerHeaders parameter (see Table 5-7) for PPE is entered in the web . xml

file, this file can be found at the following location:

DOMAIN_HOME\servers\WLS_PORTAL\tmp\_WL_user\portal\uh0406\war \WEB-INF

PPE Parameters
Table 5-6 describes each of the different configuration parameters available for use

with the PPE. Each parameter affects the operation of the PPE in a different manner.
Some are simply for logging, while others can affect the performance of the engine or
Oracle Portal itself. In most cases, the default values should be sufficient; however,
there may be configurations where this is not the case. Each parameter is described

with its syntax, description, and default.

Table 5-6 Parallel Page Engine (PPE) Parameters

PPE Setting

Syntax

Description

Default Value

x509certfile

<x509certfile>c:\certific
ates\trustedcerts.txt</x5
09certfile>

Specifies a file containing a list of
certificates to be implicitly trusted
by HTTPClient. These certificates
are added as trust points to all
connections made by HTTPClient
using SSL. Once this setting is in
use, all SSL connections must be
trusted. Otherwise, HTTPClient
will throw an exception in the PPE.

Note that SSL connections are
made from the PPE for two
reasons, and this configuration
affects both:

= loopback requests to the
portal, for example, for PMD.

s show calls to Providers.

Note that the file specified here can
be obtained from a wallet by
exporting all trusted certificates,
but the comments in the resultant
file must be removed.
Alternatively, it can be created
manually.

trust points not
used

versionOnSplas
hScreen

<versionOnSplashScreen>false
</versionOnSplashScreen>

Indicates whether the PPE must
display version information on the
splash screen.

false

useScheme

<useScheme>http</useScheme>

Overrides the scheme (http or
https) used when the PPE makes
requests to the portal. The default,
if not specified, is to always use the
page request scheme. Note that if
you set the useScheme parameter
then you must set the usePort
parameters.

You need to specify these in
scenarios where public access is
through https on port A, and you
want to set PPE requests to use a
faster http connection on port B.

Use page request
scheme
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Table 5-6 (Cont.) Parallel Page Engine (PPE) Parameters

PPE Setting

Syntax

Description

Default Value

usePort

<usePort>8888</usePort>

Overrides the port used when the
PPE makes requests to the portal.
The default, if not specified, is to

always use the page request port.

You need to specify these in
scenarios where public access is
through https on port A, and you
want to set PPE requests to use a
faster http connection on port B.

Use page request
port

useDeviceNameC
acheKeys

<useDeviceNameCacheKeys>fals
e</useDeviceNameCacheKeys>

This key is used to specify whether
the mobile device name or device
class must be used while building
cache keys. The default is for the
device class to be used.

If set to true, then the device
name is used to build cache keys.

false

urlDebugUsers

<urlDebugUsers>fred,bill, ben
</urlDebugUsers>

This is specified to indicate the list
of users allowed to use the _debug
URL parameter, subject to the
value restriction in the
urlDebugMode parameter. If this
is not specified, all users can use it
subject to the value restriction.

The format is a comma-delimited
list of portal user names, with
leading and trailing spaces being
ignored.

none required

urlDebugMode

<urlDebugMode>1</urlDebugMod
e>

Specifies the highest value of the _
debug URL parameter that the PPE
should honor. Possible values for _
debug are:

none, 0,1,2,3,4,and 5

If a value higher than that allowed
is received by the PPE, it is reduced
to the highest value permitted, or
ignored if no value is allowed.

The values build incrementally. For
example, at debug value 2, values
for debug level 1 and 0 are also
recorded.

stall

<stall>65</stall>

If the response headers are
returned, but the data itself lags
behind, then a stall comes into
affect. This value keeps the PPE
from holding on to connections
forever. Once the response headers
are received, the PPE makes every
effort to wait as long as is feasible
to retrieve all of the data. Set this
value appropriately if the portlets
being requested are large, or
running over a slow network.

Note that the upper limit of this
parameter should be set to a
response time acceptable by a Web
user (typically a few seconds).

65 sec
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Table 5-6 (Cont.) Parallel Page Engine (PPE) Parameters

PPE Setting Syntax

Description

Default Value

showPageDebug <showPageDebug>false</showPa

geDebug>

If you set showPageDebug to
true, the Page timing information
is shown on every request.

Refer to Section B.5, "Timing and
Caching Statistics" for a description
of the timing and caching statistics.

false

showError

<showError>true</showError>

When a portlet times out, or
something within the PPE goes
wrong with a particular portlet
request, an error is displayed to the
user. The messages tend to be
generic, but do give the user some
information and an indication that
the page did not display as
expected. If you set this to false,
no messages are displayed to the
user.

true

resourceUrlKey | <resourceUrlKey>KEY</resourc

eUrlKey>

This key is used by the PPE to
calculate checksums for URLs that
are requested by WSRP and JPDK
resource proxying.

If you are using JPDK proxying, a
JNDI environment variable, also
called resourceUrlKey, must be
set for the provider.

none

requestTime
>

<requestTime>30</requestTime

This is the default time out
assigned to portlet requests that do
not have their own time out value
specified. It is applied as the
amount of time (in seconds)
allowed before response headers
are returned by the server. Time
outs are weighted by where they
originate. If the portlet sets its own
time out value, then that is the time
out that is used. If no portlet time
out is available, then the provider
registration time out is used. If
neither of these is present, then the
requestTime is used.

Note that the upper limit of this
parameter should be set to a
response time acceptable by a Web
user (typically a few seconds).

30 sec

queueTimeout <queueTimeout>10</queueTimeo

ut>

The amount of time a request
should stay in the queue before
being timed out. This parameter
can be used if requests for portlets
are timing out, but the requests are
never being sent. Although this
points to other performance
problems that could be solved by
alternative configurations, this
option is available to allow
requests to stay in the queue for
longer or shorter periods of time.

10 sec
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Table 5-6 (Cont.) Parallel Page Engine (PPE) Parameters

PPE Setting

Syntax

Description

Default Value

proxyHost
proxyPort

<proxyHost>ph.comp . com</prox
yHost>
<proxyPort>8888</proxyPort>

This is the host name and port
number of a proxy server that may
be required to request data from
the Oracle Fusion Middleware.
These parameters are only required
if a proxy server is in use between
PPE and the Oracle Fusion
Middleware listener.

n/a

poolSize

<poolSize>25</poolSize>

This represents the number of
connections that the PPE is capable
of making at any one time. This
value can be raised or lowered
based upon performance needs.
Setting the number higher makes
more threads and connections
available for use; however, this
uses more resources.

25

offlinePath

offlinePathMxm
1

<offlinePath>/path/offline.h
tml</offlinePath>
<offlinePathMxml>/path/offli
ne.xml</offlinePathMxml>

By setting either of these, the PPE is
set to display the desired off-line
message. There are two available
messages: one for an HTML
browser and one for a mobile
enabled device.

null

minTimeout

<minTimeout>5</minTimeout>

This is the minimum request
timeout allowed to be used by a
Portlet. Thus, if the minTimeout is
set to 5, and a portlet sends a
timeout of 2, the minTimeout
value of 5 would be applied to that
portlet.

5 sec

maxParallelPor
tlets

<maxParallelPortlets>20</max
ParallelPortlets>

Used to specify the maximum
number of portlet requests for a
given page, that should be allowed,
to execute at the same time.
Allowed values are:

0 - Indicates no restriction (beyond
the number of fetchers available).

Any positive integer - Indicates a
restriction on simultaneous
requests.

20

maxParallelPag
ePortlets

<maxParallelPagePortlets>10<
/maxParallelPagePortlets>

Used to limit the number of page
portlet requests that are allowed to
execute at the same time in the
PPE. Allowed values are as
follows:

0 - Indicates no restriction (beyond
the number of fetchers available).

Any positive integer - Indicates a
restriction on simultaneous
requests.

10

jspSrcAlias

<jspSrcAlias>/internal
jsp/</jspSrcAlias>

The alias for the JSP engine, like
/portal/jsp or some other path.

/Jjsp/

jspRoot

<jspRoot>internal_
jsp</jspRoot>

The relative path where JSP files for
JSP Pages can be found.

jsp
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Table 5-6 (Cont.) Parallel Page Engine (PPE) Parameters

PPE Setting Syntax

Description

Default Value

httpsPorts <httpsPorts>433:444</httpsPo
rts>

This is a colon (:') separated list of
ports on which Oracle Portal is
configured to use SSL.

null

enableWebCache | <enableWebCacheStaticRules>f
StaticRules alse</enableWebCacheStaticRu
les>

This key is not used if you are
running 11g Release 1 (11.1.1) of
the portal repository, and is
provided only for backward
compatibility when you use a 11g
Release 1 (11.1.1) middle tier with
an earlier release of the portal
repository.

If you are using an earlier release of
the portal repository, then consider
the following:

If set to false, PPE includes the
no-store directive in the
surrogate control response header
of an assembled page. This
overrides any static cacheability

rule defined in Oracle Web

Cache, and ensures that the

assembled page is not cached in the
Web Cache.

If set to true, PPE does not
include the no-store directive in
the surrogate control response
header of an assembled page. This
allows the use of static cacheability
rules for caching the assembled

page in Oracle Web Cache.

Note: Itis recommended to use
the default value, false, as setting
it to true makes cached content
accessible using the URL only and
this affects security. Portal data that
is cached in Oracle Web Cache
is secured by the presence of secure
Oracle Portal HTTP headers in
the request. A setting of true
means that fully assembled pages
may be requested by URL alone
and will be returned from the
cache.

false

dmsLogging <dmsLogging>false</dmsLoggin
g>

If you set dmsLogging to true,
the PPE outputs data for DMS

Logging.

true
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Table 5-6 (Cont.) Parallel Page Engine (PPE) Parameters

PPE Setting Syntax Description Default Value
cacheEncryptio | <cacheEncryptionKey>KEY</cac | This key is used to obscure the Server Context
nKey heEncryptionKey> headers used for caching using information

Oracle Web Cache. This allows for

a more secure cache key, and

makes retrieving a cached object

more difficult for unwanted

requests.

This key is not used if you are

running 11¢ Release 1 (11.1.1) of

the portal repository, and is

provided only for backward

compatibility when you use an

11.1.1 middle tier with an earlier

release of the portal repository.
fileUploadLimi | <fileUploadLimit>65536</f | This is used to define the 65536
t ileUploadLimit> maximum size of the file (in bytes)

that can be uploaded.
disableUploadR | <disableUploadRequestChun | If set to true, then chunked false
equestChunking | king>false</disableUpload | encoding of data transfer for file

RequestChunking> upload will be disabled.

wsrpFullPageDe | <wsrpFullPageDecoration>fals | If set to false, turns off decoration true
coration e</wsrpFullPageDecoration> when a portlet is rendered for the

full page modes of WSRP portlets.
wsrpCouldNotGe | <wsrpCouldNotGetMarkupMsg | Replaces the default 'Could not get | none - default
tMarkupMsg >This is my personalized |markup' message (issued when a message displays

error
message</wsrpCouldNotGetM
arkupMsg>

WSRP portlet request fails) with a
custom string.

5.6.9.1.1

Passing Page Headers to Providers

Arbitrary HTTP headers received by the PPE on page requests can be forwarded to
providers. To do this the Portal Administrator specifies headers to be forwarded on a
per provider basis. Providers are identified by the URL at which they are running and
an optional service ID.

Passing page headers to providers uses the providerHeaders and headersFor:
initialization parameters which must be specifed in web.xml. For example, including

the following in the web . xm1 file:

<init-param>

<param-name>providerHeaders</param-name>
<param-value>true</param-value>

</init-param>
<init-param>

<param-name>headersFor: http://my.provider.com/jpdk/providers</param-name>
<param-value>Date:Pragma:X-Oracle-Header</param-value>

</init-param>
<init-param>

<param-name>headersFor: http://some.provider.com/jpdk/providers
urn:charts</param-name>

<param-value>Via:X-Custom-Header</param-value>

</init-param>
<init-param>

Basic Configuration and Administration 5-45



Performing Basic Portal Administration

<param-name>headersFor:
http://other.provider.com/jpdk/clipping</param-name>
<param-value>Cookie/ORA_UCM_INFO;sandiaCookie:Via:X-Custom-Header</param-value>
</init-param>

would result in requests made to the provider running at
http://my.provider.com/jpdk/providers receiving the Date, Pragma and
X-Oracle-Header from the page request, and the provider running at
http://some.provider.com/jpdk/providers with a service ID of urn:charts
receiving the Via and X-Custom-Header page request headers.

The provider running at http: //other.provider.com/jpdk/clipping would
receive Via and X-Custom-Header page request headers in addition to the ORA_
UCM_INFO and sandiaCookie page request cookies. Any other cookies in the page
request would not be forwarded.

Table 5-7 describes the providerHeaders and headersFor parameters:

Table 5-7 ProviderHeaders Parameter

Default
PPE Setting Syntax Description Value
providerHeaders | <init-param> Enables page header forwarding to false
. providers. Allowed values are:
<param-name>providerHeaders
</param-name> true - the headers specified in the
<param-valuestrue</param-val headersFor: <URL>[<sid>] will be
uIe)> p forwarded to the providers.
. false - standard provider header handling.
</init-param>
Defaulting the providerHeaders parameter
to false prevents processing overhead
associated with this feature during PPE
startup and page processing where no
provider headers are being passed.
headersFor: <url> | <init-param> Specifies a colon separated list of HTTP n/a
[<sid>] . header names that will be forwarded to the
<param-name>headersFor: id ith ice ID <sid> (if
<url> [<sid>]</param-name> provider with service sid>
specified), running at URL <url>.
;gﬁfgg_\’:ﬁ;ﬁlﬁ‘ﬁiﬁf This parameter can also be used to specify
P named cookies to be forwarded. These are
</init-param> defined using a semi-colon delimited list of
cookie names preceded by the literal text
‘Cookie/’.

5.6.9.2 Configuring the Parallel Page Engine Using WLST

The WLST (online) command is used to update some of the PPE configuration
parameters in the appConfig.xml file, the configuration file that is used by the
Portal midtier repository servlet. The WLST command is used to update the following
parameters in the appConfig.xml file:

configurePortalPageEngine (encrypt_key, resource_url_key, use_port, use_scheme,

x509certfile)
Argument Definition
encrypt_key Specifies the HMAC key to obscure the headers used for caching using

Web Cache. This allows for a more secure cache key, and makes
retrieving a cached object by unwanted requests more difficult.
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Argument Definition
resource_url_  This key is used calculates checksums for URLs that are requested by
key WSRP and JPDK resource proxying. For WSRP resource proxying to

work, the key must be set to an alpha-numeric value of 10 characters or
more. In addition, for JPDK proxying, a JNDI environment variable, also
called resourceUrlKey, must be set for the provider.

use_port Overrides the port used when the PPE makes requests to the portal. The
default, if not specified, is to always use the page request port. Note that
if you set use_scheme, you must also set the use_port argument.

This may be used for other reasons, but mostly it is used when SSL is
running between the browser and the PPE but not between the PPE and
Portal. In this case, the non-SSL port for loop back requests will be
different from the SSL port used by the browser.

use_scheme Overrides the scheme (HTTP or HTTPS) used when the PPE makes
requests to the Portal. The default, if not specified, is to always use the
page request scheme. Note that if you set use_scheme, you must also set
the use_port argument.

x509certfile Specifies a file containing a list of certificates to be implicitly trusted by
HTTP Client. These certificates are added as trust points to all
connections made by HTTP Client using SSL.

Note: For more information, refer Table 5-6, " Parallel Page Engine
(PPE) Parameters".

Example 5-10 Updating the Parallel Page Engine

configurePortalPageEngine (encrypt_key='encryption key', resource_url_
key='foo.oracle.com',use_port=9999,use_scheme="http',x509certfile="'£file")

5.6.10 Retrieving the Portal Schema Password

The Oracle Portal schema password is required for some operations where you need
to log in to the Portal schema. This section describes how to retrieve the Oracle Portal
schema password. For information about changing schema passwords for both default
and nondefault Oracle Portals, refer to Section 6.11, "Changing the Oracle Portal
Schema Password". To retrieve the Portal schema password, you can use one the
following:

= Using the Oracle Enterprise Manager 11g Fusion Middleware Control
= Using the WLST Command

Using the Oracle Enterprise Manager 11g Fusion Middleware Control

To retrieve the Oracle Portal schema password, using the Oracle Enterprise Manager
11g Fusion Middleware Control, do the following:

1. Login to the Enterprise Manager.

2. Expand WebLogic Domain, and then select ClasssicDomain.

3. Right click ClasssicDomain, select Security, and then Credentials.
The Credentials page is displayed.

4. Under Credential, expand oracle.portal.dads, to see the mapname and keyname.
The default mapname is oracle.portal.dads and the keyname is /pls/portal.
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Using the WLST Command

The Oracle Portal schema password is stored in the configured credential store, and
can be retrieved by an administrator using the WLST 1istCred command. This
command returns the list of attribute values of a credential in the domain credential
store with given map name and key name and lists the data encapsulated in
credentials of type password only. To retrieve the Portal schema password, perform

the following:

1. Run wlst, located at ORACLE_HOME\ common\bin in windows (For Unix it is
wlst.sh).

2. Enter connect ()" -> wls:\offline>connect().

3. Enter your username, password, and server URL.

4. Run listCred (map="mapName", key="keyName").Forexmnpk;
wls:/ClassicDomain/serverConfig>
listCred (map="oracle.portal.dads", key="/pls/portal")

5. The output will be as shown in the following example:

{map=oracle.portal.dads, key=/pls/portal}

Location changed to domainRuntime tree. This is a read-only tree with
DomainMBean as the root.

For more help, use help(domainRuntime)

[Name : DEV_PORTAL, Description : null, expiry Date : null]
PASSWORD:managerl

5.6.11 Using a Custom Image Directory

To avoid losing custom images stored in the Oracle Portal images directory (which is
ORACLE_HOME\portal\images by default) during a future upgrade, it is
recommended that you create your own images directory and set up an appropriate
Oracle HTTP Server alias for this directory.

For example, add an entry, similar to the one shown next, to the file ORACLE_
HOME\portal\conf\portal.conf. It is recommended that you use the local
Oracle Enterprise Manager 11g Fusion Middleware Control instance to make this
change. For more information, refer to the Oracle Fusion Middleware Administrator’s
Guide for Oracle HTTP Server or the Oracle Fusion Middleware Administrator’s Guide for
Oracle Web Cache.

Alias /myimages/ "/opt/app/myportal/images/"
<Directory "/opt/app/myportal/images/">
AllowOverride None
Order allow,deny
Allow from all
ExpiresActive on
ExpiresDefault A2592000
<Files *>
Header set Surrogate-Control 'max-age=2592000'
</Files>
</Directory>

You do not need to perform any specific Oracle Web Cache configuration as Oracle
Web Cache is already configured to globally cache .bmp, .gif, .png, . jpg, and
. jpeg files.
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5.7 Configuring Mobile Support in Oracle Portal

This section discusses how Oracle Portal and Oracle Application Server Wireless are
configured to operate together. Oracle Portal pages can be viewed from a wide variety
of devices including desktop browsers, mobile phones, and PDAs. Oracle Portal uses
OracleAS Wireless to provide wireless functionality to receive requests from wireless
devices, and transform content provided by the portal into an appropriate format.

This section describes the following:

Installing Oracle Application Server Wireless

Patching OracleAS Single Sign-On for Oracle Portal Mobile Access
Configuring Mobile Settings in Oracle Portal

Configuring Mobile Access

Changing the Mobile Device Component of the Cache Key

5.7.1 Installing Oracle Application Server Wireless

OracleAS Wireless is no longer installed by default, and OracleAS Wireless 10g must
now be installed separately.

To install wireless:

1.

Download the Oracle Application Server 10g Release 2 distribution available from
OTN:

http://www.oracle.com/technetwork/middleware/ias/downloads/10
1202-095224 . html

Follow the onscreen instructions to install the OracleAS Wireless 10g distribution.

After completing the OracleAS Wireless 10g installation on a separate server,
continue by configuring Oracle Portal and OracleAS Wireless as shown in
Section 5.7.4, "Configuring Mobile Access".

Note: Oracle Portal 11g Release 1(11.1.1.4) uses OracleAS Wireless
10g for mobile support.

You need to install the following OracleAS Wireless 10g patch to the Wireless
instance:

= If you are using OracleAS Wireless 10g (10.1.2.0.2), you can download the
patch ID 8567297 from https://support.oracle.com/.

= If you are using OracleAS Wireless 10g (10.1.2.3), you can download the patch
ID 8567297 from https://support.oracle.com/.

This patch is required to fix an issue on cookie handling for mobile devices.
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Note: Integrating Oracle Application Server Wireless 10g with Oracle
Portal 11g Release 1 (11.1.1) requires you to complete a set of manual
steps, as described in the My Oracle Support note 837837.1 (Oracle
Portal 11g Release 1 (11.1.1) with Oracle Application Server Wireless). In
addition, see the following:

= My Oracle Support note 343563.1 about Deprecated Features in
Oracle Application Server 10g Release 2 (10.1.2)

= My Oracle Support note 402434.1 about Deprecated Features in
Oracle Application Server 10g Release 3 (10.1.3)

5.7.2 Patching OracleAS Single Sign-On for Oracle Portal Mobile Access

To fix issues on the mobile login form, you must download and install the patch ID
8564509 from https://support.oracle.com/.

5.7.3 Configuring Mobile Settings in Oracle Portal

To configure mobile settings in Oracle Portal:

1.

2.

In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

Click the Mobile tab.

Most mobile-related settings for Oracle Portal are found here. For more detail, see:

Enabling Mobile Access

Configuring Mobile Home Pages

Displaying Page Titles in Mobile Banner Links

Displaying Enhanced Page Layouts on PDAs

Logging Mobile Responses

Configuring the OracleAS Wireless Portal Service URL Reference

Note: In a hosted environment, you can control each subscriber
individually. The exception to this is the OracleAS Wireless Service URL
setting. When Oracle Portal is operating in hosted mode (with
multiple subscribers), any change to the OracleAS Wireless Service
URL must be made by the hosting administrator, using a command
line script, as it affects all subscribers.

5.7.3.1 Enabling Mobile Access

The Enable Mobile Access option enables you to control how Oracle Portal responds
when a mobile client requests portal pages through OracleAS Wireless. If you want
Oracle Portal to return pages and portlets in response to mobile requests, you must
select the Enable Mobile Access option.

If you do not select this option, Oracle Portal responds to mobile requests with a
message stating that it is not mobile enabled.

To enable mobile access:
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1. In the Services portlet, click Global Settings.
Click the Mobile tab.

Select the Enable Mobile Access option.
Click OK.

P w N

5.7.3.2 Configuring Mobile Home Pages

Your mobile home page is the first page you see when you access Oracle Portal from a
mobile device. If mobile access is enabled, you may choose whether users may select a
home page specifically for mobile devices and you can also determine whether all
mobile home pages display a Login Link by default:

= Enabling Users to Select Mobile Home Pages
= Excluding Login Links from Mobile Home Pages

5.7.3.2.1 Enabling Users to Select Mobile Home Pages

The Enable Mobile Home Page Selection option enables you to control whether
portal users may select separate home pages for mobile access. If you do not select this
option, the home pages displayed on mobile devices is the same home page that is
used for standard desktop access.

To allow mobile home pages:

1. In the Services portlet, click Global Settings.

2. Click the Mobile tab.

3. Select the Enable Mobile Home Page Selection option.
4. Click OK.

When you select this option, the Default Mobile Home Page field become available to
users on the Account Info page. For more information, see the Oracle Fusion Middleware
User’s Guide for Oracle Portal.

5.7.3.2.2 Excluding Login Links from Mobile Home Pages

The Exclude Login Link from Mobile Home Page option enables you to control
whether a Login Link is displayed on mobile home pages. If mobile home pages are
allowed, a Login Link is displayed on the mobile home page by default. Select this
option if you do not want the default Login Link to be displayed.

To exclude Login Links from mobile home pages:

1. In the Services portlet, click Global Settings.

2. Click the Mobile tab.

3. Select the Exclude Login Link from Mobile Home Page option.
4. Click OK.

5.7.3.3 Displaying Page Titles in Mobile Banner Links

The Use Page Titles in Mobile Banner Links option enables you to choose what text
is displayed in the navigation links that appear in the mobile banner. Select this option
to use the titles of pages in navigation link text. To see an example, refer to Figure 5-2.
If you do not select this option, the default text (Home and Back) is displayed instead.

To use page titles in navigation link text:
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1. In the Services portlet, click Global Settings.

2. Click the Mobile tab.

3. Select the Use Page Titles in Mobile Banner Links option.
4. Click OK.

5.7.3.4 Displaying Enhanced Page Layouts on PDAs

The Enhance Display for PDAs option allows enhanced page layouts to be displayed
on PDAs (Personal Digital Assistants). PDAs have better display capabilities than
other, more simple mobile devices; therefore it is possible to enhance portal page
display for PDAs.

If you select this option, default font and color settings on the PDA are used for the
text, link text, the page list background, the banner background, and so on. By setting
additional PDA Display Options you can override the default PDA display settings
and include an image in the PDA page banner if you wish. See Figure 5-2, "Sample
PDA Page Layout".

Figure 5-2 Sample PDA Page Layout

Banner | Banner -

Image Backoground &
Login Link Colars

Makile Page List -

Banner Background &

Links Maohile Home Fage Lirk Colors

Welcome

Content List -

Mew Ta My Company?. . Background &
Link Colors
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Contact Information. .. Font Mame,
Zlze, and Colar

If you do not select this option, the same page layout is used for all mobile devices.

To display enhanced page layouts on PDAs and (optionally) customize PDA display
options:

1. In the Services portlet, click Global Settings.
2. Click the Mobile tab.
3. Select the Enhance Display for PDAs option.
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4. Click Apply.

When you click Apply, a new section called PDA Display Options is displayed at

the bottom of the page.

5. (Optional) Set PDA Display Options to control how portal pages are displayed on
PDAs. Ensure that you use valid markup when specifying your font and color

preferences.

For more detail, see Table 5-8, " PDA Display Options".

6. Click OK.

Table 5-8 PDA Display Options

Option

Description

General Options

Basic Link Options

Banner Image Options

Override the default font and color for:

Background Color - Specify a background color for portal
pages; for example, enter #FF0000 or red.

Font Name - Specify the font used to display text on portal
pages; for example, enter arial.

Font Size - Specify the font size used to display text on
portal pages; for example, enter -1.

Font Color - Specify the font color used to display text on
portal pages; for example, enter #0000FF or blue.

To use the default font or color selected by the PDA, leave the
appropriate field blank.

Override the default colors:

Unvisited Link Color - Specify a color for unvisited links
on portal pages; for example, enter #00FFFF or
lightblue.

Selected Link Color - Specify a color for selected links on
portal pages; for example, enter #FFFFFF or white.

Visited Link Color - Specify a color for visited links on
portal pages; for example, enter #FF00FF or magenta.

To use the default link color selected by the PDA, leave the
appropriate field blank.

Use these options to specify an image (.GIF) for the PDA banner:

Banner Image (File name or URL) - If the image is located
in the portal's default image directory, enter the name of
the.GIF file only; for example, enter mylogo. Alternatively,
enter the full URL to the image; for example, enter
http://www.mycompany/images/mylogo.

In Default Image Directory? - Select this check box if the
banner image you want to use is located in the portal's
default image directory. Clear this check box if the image is
accBanner Background Color - Specify a background banner
color for portal pages; for example, enter #00FFFF or
lightblue. Leave the field blank to use the default color
selected by the PDA .essible from a URL.

Banner Background Color - Specify a background banner
color for portal pages; for example, enter #00FFFF or
lightblue. Leave the field blank to use the default color
selected by the PDA.
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Table 5-8 (Cont.) PDA Display Options

Option Description
Page List (Breadcrumbs) Override the default colors:
Options

s Foreground Color - Specify a foreground color for portal
page breadcrumbs; for example, enter #00FFFF or
lightblue.

= Background Color - Specify a background color for portal
page breadcrumbs; for example, enter #0000FF or blue.

= Link Color - Specify a color for link text in portal page
breadcrumbs; for example, enter #000000 or black.

To use the default color selected by the PDA, leave the
appropriate field blank.

Login / Logout Link Specify a color for the Login/Logout link displayed on portal
pages; for example, enter #000000 or black.

5.7.3.5 Logging Mobile Responses

The Log Mobile Responses option enables you to control whether portlet responses to
mobile requests are logged. This feature is useful during development for portlet
debugging purposes. When you select this option, the portal logs the content that
mobile portlets generate when displayed on a page in response to a mobile device
request.

For mobile devices, portal content is rendered in an Oracle specific markup language
called MobileXML. This markup is transformed by OracleAS Wireless to the
appropriate device markup that generated the request.

Portlet responses are logged when all the following conditions are met:
s The Log Mobile Responses option is selected.
s The user making the request is logged on.

s The request is either from a mobile device, or it is for a mobile page.

Notes:

= This option is intended for development purposes only. We do not
recommend that you set this option in a production portal as
mobile response logging will impact your portal performance.

= Whenever you enable or disable the Log Mobile Responses
option, all currently cached page data is invalidated. Therefore,
we recommended that you do not change this option frequently
after your Oracle Portal has been deployed for general access.

To log portlet responses to mobile requests:

1. In the Services portlet, click Global Settings.
2. Click the Mobile tab.

3. Select the Log Mobile Responses option.

4. Click OK.

Oracle Portal comes with two built-in portlets for viewing the content that is logged:
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= Most recent mobile log entry - Shows only the most recent record for a particular
user, irrespective of the portlet from which the data was recorded.

= Mobile log portlet - Shows a list of all the portlets for which a user has content
recorded, the user can select which portlet's content they wish to review.

You will find additional information in the article Provider Debugging Techniques: Using
the Mobile Log Viewers, on the Oracle Technology Network (OTN),
http://www.oracle.com/technology/products/ias/portal/html/mobile
_11g debugging.with.logs.html.

5.7.4 Configuring Mobile Access

After the initial mobile access configuration, or any subsequent Oracle Application
Server reconfiguration that results in a change to the Oracle Application Server
Wireless service URL or Oracle Portal home page URL, you must manually configure
OracleAS Wireless and Oracle Portal to reflect their respective URLs. For more
information, see:

s Configuring the Oracle Portal Home Page URL References
s Configuring the OracleAS Wireless Portal Service URL Reference

5.7.4.1 Configuring the Oracle Portal Home Page URL References

The Oracle Portal home page URL is the address that the OracleAS Wireless service
definition refers to. When initially configuring wireless access, or if the home page
URL changes, you need to configure or update the following references to it:

»  Oracle Application Server Wireless Service Definition

= Oracle Portal's Internal Reference to Itself

5.7.4.1.1 Oracle Application Server Wireless Service Definition To configure the Oracle
Portal home page URL in the OracleAS Wireless server service definition:

1. Log in to OracleAS Wireless Tools by using the following URL:

http://<host>:<port>/webtool/login.uix

2. Enter the user name and password for the wireless administrator.
3. Click the Contents tab.
4. In the Content Manager, select the portal service, and click Edit.

If no Portal service is listed in the Content Manager, create a new service using the
Wireless Administration tool as shown in Creating a New Portal Service.

Click Input Parameters on the left side of the screen.
In the Input Parameters screen, change the URL as required.

Click Apply to save the changes.

©® N o o

Log out of the OracleAS Wireless Content Manager.

See Also: Oracle Application Server Wireless Administrator’s Guide

Creating a New Portal Service

If a Portal service does not already exist in the Content Manager, create one using the
Wireless Administration tool as shown below:

1. Open the Wireless Administration tool and select the Services tab.
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2. Select HttpMasterService and click Create Application.
3. Select Multi-Channel Application and click Create.

4. Enter portalservice as the application name, and the full URL to the Portal
home page as the URL.

The Portal home page URL appears on the Mobile tab on the Global Settings of the
AS11 Portal, and is of the form:

http://<ASllportal-host>/portal/pls/portal/portal.home

5. Click Next, and then click Finish.

6. Select portalservice, and then click Quick Publish and name it portalservice.
7. Click Finish.

8. Select the Contents tab and click Add Application Link.

9. Open the master link, select portalservice, and click Next.

10. Name the application link portalservice, click Next, and then click Finish.
11. Click Access Control Content, select Guest, and click Assign Application.
12. Select portalservice, click Add to Group, and then click Finish.

13. Select the Users tab, and then the Users subtab.

14. Select Guest, and click View Application Links, and check that portalservice
appears in the list.

15. Note the object ID in the table for the portalservice service (for example, 7066) to
specify the URL in the Portal Global Settings Mobile tab.

5.7.4.1.2 Oracle Portal's Internal Reference to Itself

To configure Oracle Portal's own reference to its home page URL, use the script
cfgiasw.pl to set the value. The script files are located here:

ORACLE_HOME/assistants/opca/

To run the script, use the following command:

perl cfgiasw.pl -s portal -c portal_db -h "http://my_portal_server.com/portal/pls/portal/portal.home"

The preceding example is specific to a UNIX machine. See Section B.6, "Using the
cfgiasw Script to Configure Mobile Settings" for more information on the cfgiasw
script.

5.7.4.2 Configuring the OracleAS Wireless Portal Service URL Reference

Oracle Application Server Wireless is used by Oracle Portal as an intermediary in
providing access to mobile devices. To provide this access, Oracle Portal must know
the URL to the OracleAS Wireless service on which the portal is registered. If the
OracleAS Wireless service URL changes, its reference within Oracle Portal must be
updated. This reference can be configured in either of the following ways:

= Using the Global Settings Page to Configure the OracleAS Wireless Portal Service
URL

= Using the cfgiasw Script to Configure the OracleAS Wireless Service URL
Reference
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perl cfgiasw.pl -s

5.7.4.2.1 Using the Global Settings Page to Configure the OracleAS Wireless Portal Service
URL

To update the OracleAS Wireless Portal Service URL using the Global Settings page:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on the
Portal Builder page.

2. C(Click the Mobile tab.
3. Enter the URL in the OracleAS Wireless Portal Service URL field.

4. Enter portalservice as the application name, and the full URL to the Portal
home page as the URL in the form:

http://<wireless-host>/ptg/rm?PAoid=<objectid>

where <objectid> is the portal service Object ID from the Content tab of the
Wireless Administration screen.

5. Click OK.

You can set the OracleAS Wireless Portal Service URL definition only when Oracle
Portal is not operating with multiple subscribers. If Oracle Portal is operating with
multiple subscribers, only the hosting administrator should change the value of
OracleAS Wireless Portal Service URL (using the c£giasw script).

5.7.4.2.2 Using the cfgiasw Script to Configure the OracleAS Wireless Service URL Reference
To change or configure Oracle Portal's reference to the URL of Oracle Application
Server Wireless Portal service, use the script cfgiasw.pl to set the value. The script files
are located here:

ORACLE_HOME\assistants\opca\

To run the script, use the following command:
portal -c portal_db -w "http://my_iasw_server.com/ptg/rm?PAoid=12345"
The preceding example is specific to a UNIX machine. See Section B.6, "Using the

cfgiasw Script to Configure Mobile Settings" for more information on the cfgiasw
script.

5.7.5 Changing the Mobile Device Component of the Cache Key

OracleAS Wireless is integrated with Oracle Web Cache to improve page rendering
performance and scalability. The cache is used as a repository for post-transformed
content; the wireless runtime determines what content needs to be inserted into the
cache and when to expire content in the cache. The cache key used by Oracle Portal is
composed of numerous components. One of these components is based on the
OracleAS Wireless header, X-Oracle-Device.Class. This component allows portlet
content to be cached based on the class of the mobile device used.

You can enable portlet content to be cached based on the name of a specific device
rather than the device class. Refer to Section B.7, "Using the cfgxodnc.pl Script to
Change the Mobile Device Component of the Cache Key" for more information.

5.8 Managing Users, Groups, and Passwords

Refer to Chapter 7, "Securing Oracle Portal" for more information on managing users,
groups, and passwords.
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5.9 Configuring Browser Settings

Refer to Browser Recommendations in the Preface of the Oracle Fusion Middleware
User’s Guide for Oracle Portal.

5.10 Configuring Language Support

Oracle Portal allows application development and deployment in different languages.
This allows developers to work in their own language when they build portals. In
addition, the self-service content management supports multiple languages so that
end users can provide documents and other content in different languages.

During the middle-tier installation, Oracle Portal is configured, by default, to support
en_US. To configure additional languages (listed in Table 5-9) after installation, use the
ptllang tool. For more information, see Section 5.10.1, "Installing Languages After
Installing Oracle Portal.".

Table 5-9 Oracle Portal Languages and Language Abbreviations

Language Language Abbreviation
Arabic ar
Brazilian-Portuguese ptb
Canadian French frc
Czech cs
Danish dk
Dutch nl
English us
Finnish sf
French f
German d
Greek el
Hebrew iw
Hungarian hu
Italian i
Japanese ja
Korean ko
Latin American Spanish esa
Norwegian n
Polish pl
Portuguese pt
Romanian ro
Russian ru
Simplified Chinese zhs
Slovak sk
Spanish e
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Table 5-9 (Cont.) Oracle Portal Languages and Language Abbreviations

Language Language Abbreviation
Swedish s

Thai th

Traditional Chinese zht

Turkish tr

Note: Oracle Portal is not supported on the ZHT32EUC database
character set. If your environment supports Traditional Chinese, then
use the AL32UTF8, ZHT16MSWIN950, or ZHT16BIG5 character set.

The languages that are configured are shown in the Set Language portlet. You can use
Oracle Portal in the language that corresponds to the language setting in the browser,
or to the language you have selected in the Set Language portlet. However, the
language setting in the browser must correspond to an installed language in Oracle
Portal. The Set Language portlet is not displayed by default, but you can add the
portlet to the Portal Builder page or any other page that you create in Oracle Portal.

See Also: The section Working with the Set Language Portlet in the
Oracle Fusion Middleware User’s Guide for Oracle Portal.

This section contains the following topics:

= Installing Languages After Installing Oracle Portal

= Enabling the Use of Territories

5.10.1 Installing Languages After Installing Oracle Portal

To install languages after you have installed Oracle Portal, run pt11ang. You must
run pt1lang for each language that you want Oracle Portal to support.

Caution: During login operations, information is sent to Oracle
Application Server Single Sign-On. The language used in the
authentication request is sent back to Oracle Portal. OracleAS
Single Sign-On must have all languages installed that exist on the
Oracle Portal, so that the selected language is recognized. If
OracleAS Single Sign-On does not have the selected language
installed, it will default to US English. This is the language that
would be asserted to any Oracle Portal that requested
authentication in a language that is not available on OracleAS

Single Sign-On.

The Set Language portlet in Oracle Portal sets a language and a
Persistent Language cookie on OracleAS Single Sign-On and
Oracle Portal.

If there are multiple portals configured to use the same OracleAS
Single Sign-On, and the portals have different languages installed,
all the combined languages must exist on the OracleAS Single
Sign-On to accommodate a Set Language request from any of the
portals.
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Environment

The pt1lang tool is available in the ORACLE_HOME/assistants/opca directory.
Set the ORACLE_HOME environment variable to the Oracle home that contains the
binaries for Oracle Portal, Forms, Reports and Discoverer.

Assumptions
The Oracle Metadata Repository is already installed, and the respective databases

are up.
Usage

On Windows:

ptllang.bat =-lang lang code [ =-s portal_schema] [-sp portal_schema_password] [-c
portal_db_connect_string] [-log log_file directory]

On UNIX:

ptllang.sh =-lang lang code [ =-s portal_schema] [-sp portal_schema_password] [-c
portal_db_connect_string] [-log log file_directory]

Table 5-10 lists and describes the parameters supported by pt1lang.

Table 5-10 ptllang Parameters

Parameter | Definition

-s Oracle Portal schema name.

Default: portal

-sp Oracle Portal schema password.

-c Connect string to the target database where Oracle Metadata Repository is
installed. The format must be DbHos tName : DbPortNumber : DbServiceName.

-lang Abbreviation for the language to install. For a list of abbreviations of all the
supported languages, see Table 5-9.

-log The directory to which the log file is written.

Usage example

The following examples pass in the input provided on the command line. The
examples load the Dutch language strings into the portal schema in the Oracle
Metadata Repository.

On Windows:

ptllang.bat -s portal -sp portal -c¢ myDBhost.domain.com:1521:dbServiceName -lang
nl -log c:\temp

On UNIX:

ptllang.sh -s portal -sp portal -c¢ myDBhost.domain.com:1521:dbServiceName -lang nl
-log /oracle/log

5.10.2 Enabling the Use of Territories

Once a language is installed into Oracle Portal, the end user can select the language
to be used from the languages displayed in the Set Language portlet. For a given
language, portal users may also select their geographic location (territory) so that
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localization settings such as date, currency, and decimal formats are displayed
correctly. For example, if the portal language is set to English, portal users may select
from territories such as, America, Australia, Canada, Ireland, United Kingdom, and so
on.

Territory selection is not available on the Set Language portlet by default. If you want
portal users to be able to specify their geographical location (territory), you must edit
the Set Language portlet.

The Set Language portlet is not displayed by default. However, you can add it to the
Portal Builder page or any other Oracle Portal page.

Adding the Set Language Portlet to a Portal Page
To add the Set Language portlet to a portal page:

1. Log in to Oracle Portal as the portal schema owner.

2. Display the page where you want to display the Set Language portlet. For
example, you might want to add the Set Language portlet to the Administrator
tab on the Portal Builder Page.

Click Edit on top of the page.
Click the Add Portlet icon in the region where you want to add the portlet.
In the Portlet Repository, click Portal Content Tools.

o o & W

Click Set Language in the Available Portlets area, and click OK.
The Set Language portlet is now available on the portal page.

Note: If you add the Set Language portlet to a page and
subsequently install another language, the new language is not
displayed when you view the page. As a workaround, remove the
portlet and add it to the page again.

Enabling the Use of Territories and Locales
To enable the use of territories and locales:

1. Log in to Oracle Portal as the portal schema owner.
2. Click the Edit Defaults icon for the Set Language portlet.

3. Inthe Edit Set Language Portlet Settings screen shown, select the Enable
Territory Selection option.

4. C(lick OK.

By selecting the Enable Territory Selection option, the appropriate locales for each
registered language are displayed. The locales are listed after the languages in the Set
Language portlet, as shown in Figure 5-3.
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Figure 5-3 The Set Language Portlet
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Note: The Oracle Portal online Help system, which uses Oracle Help
for the Web, relies on certain fonts to render the online Help user
interface in different languages. To get the correct fonts installed, you
must select all the languages in which you want to render the online
Help, at the time of installation of the middle-tier server. To do this,
click the Product Languages button, and select your languages on the
Select a Product to Install screen, during the installation.

Additionally, you must make sure that the languages that are installed
on the middle tier correspond with the languages that are installed on
the infrastructure tier, to avoid problems with the Set Language
request issued to OracleAS Single Sign-On.

Installing all languages increases the time required for the middle-tier
installation.

5.11 Configuring Oracle Portal for WebDAV

WebDAV is a protocol extension to HTTP 1.1 that supports distributed authoring and
versioning. With WebDAV, the Internet becomes a transparent read and write medium,
where content can be checked out, edited, and checked in to a URL address. mod_dav
is an implementation of the WebDAV specification. The standard mod_dav
implementation supports read and write access to files.

The term OraDAV refers to the capabilities available through the mod_oradav module.
mod_oradav is the Oracle module that is an extended implementation of mod_dav,
and is integrated with the Oracle HTTP Server. mod_oradav can read and write to
local files, but also to an Oracle Database. The Oracle Database must have an
OraDAV driver installed. The OraDAV driver is installed by default on installation of
Oracle Portal. mod_oradav calls this driver to map WebDAV activity to database
activity. mod_oradav enables WebDAV clients to connect to an Oracle Database,
read and write content, and query and lock documents in various schemas.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
HTTP Server

When Oracle Fusion Middleware is installed, all required OraDAV parameters are set
with values that enable access to Oracle Database content through a Web browser or a
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WebDAV client. If necessary, you can modify parameter values if the default values
do not meet your needs.

Similar to the portal DAD configuration file, WebDAV has it own configuration file
(INSTANCE_HOME/config/OHS/ohsl/moduleconf/mod_oradav.conf) that
contains the OraDAV parameters and start with DAV and DAV Param. These
parameters are specified within a <Location> directive. The oradav . conf file is
included in the httpd. conf file.

See Also: Oracle Fusion Middleware User’s Guide for Oracle Portal

5.11.1 Performing Basic WebDAV Configuration

After Oracle Portal has been installed as part of the Oracle Fusion Middleware
installation, the mod_oradav.conf file should be populated with a <Location>
directive that points to the portal schema. In Example 5-11, the location /dav_
portal/portal will be OraDAV-enabled and will (once populated with the correct
values) connect to the portal schema so that users can use WebDAV clients to access
portal data.

Example 5-11 Configuration Parameters for Portal Access

<Location /dav_portal/portal>
DAV Oracle
DAVDepthInfinity On
DAVParam ORACONNECTSN
<dbhost :dbport :dbservicename>
DAVParam ORAUSER <portal schema name>
DAVParam ORACRYPTPASSWORD <portal schema crypted password>
DAVParam ORACONTAINERNAME wwdav
DAVParam ORAPACKAGENAME
<portal_schema>.wwdav_api_driver
DAVParam ORAException RAISE
DAVParam ORATraceLevel 0
DAVParam ORACookieMaxAge 28800
Options Indexes

</Location>

By default, the Oracle Portal DAV URL is:

http://<host>:<port>/dav_portal/portal/

For example:

http://mysite.oracle.com:8090/dav_portal/portal

The dav_portal part of the URL is the default name of a virtual directory used to
differentiate between portal access through a WebDAV client and portal access that
uses the pls virtual directory. portal is the DAD of the portal installation. You can
also configure virtual hosts to provide a different, simpler, or easier to remember URL
for WebDAV access, if need be.

Users connect to a portal in WebDAV clients using the same user name and password
that they use to log in to the portal itself. If the portal is in a hosted environment, users
also need to add their company information to their user name, as follows:

<username>@<company>
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Authentication

Due to the way some WebDAV clients behave, users might experience authentication
requests multiple times. To avoid this, the portal administrator can enable the cookie
option by adding the following line to the oradav. conf file:

DAVParam ORACookieMaxAge <seconds>

where seconds is the amount of time in seconds before the cookie expires.

For example a value of 28800 is 8 hours and means that once a user has logged on
through a WebDAV client, the client tool will not send the user name and password
again until 8 hours has passed. Many WebDAV clients (For example: Oracle Drive,
WebFolders and Cadaver) do not prompt the user for a user name and password after
that time as they retain the values entered when the user first connected and use them
to create a new cookie.

Note: Some WebDAV clients, for example, Dreamweaver, do not
support cookies, so even if the cookie option is enabled, users may
still be prompted for their passwords multiple times.

If you are using the SQL*Net Advanced Security Option (ASO), the ORACONNECT
parameter in the mod_oradav . conf file must be replaced with ORASERVICE
dbhost as shown next:

<Location /dav_portal/portal>
DAV Oracle
DAVParam ORASERVICE dbhost
DAVParam ORAUSER portal_schema
DAVParam ORAPASSWORD portal_schema_password
DAVParam ORAPACKAGENAME portal_schema.wwdav_api_driver
Options Indexes
</Location>

This allows the database alias to be resolved by the tnsnames . ora file.

Notes:

s When you add a new DAD without specifying the user name
and password, or if you change the portal database schema
user name or password using SQL*Plus, you will need to
update the portal_dads.conf and mod_oradav.conf files
manually.

s Whenever you make changes to portal_dads.conf or mod_
oradav.conf, Oracle HTTP Server and managed server
(WLS_Portal) must be restarted before the new settings will
take effect.

Default Time Limit for File Locks

The new DEFAULTLOCKTIMEOUT parameter provides information about the amount
of time for which any single lock created by a DAV client will endure if the client does
not actively maintain the lock. This is an optional parameter. By modifying this value,
you can define the default amount of time beyond which the locks will expire.

The DEFAULTLOCKTIMEOUT parameter is available in the following format in the
mod_oradav.conf file:
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DAVParam DEFAULTLOCKTIMEOUT 86400

The unit of measurement for this parameter is seconds. If the parameter is not
specified in the configuration file, then Oracle Portal will create locks that will expire
in one day, that is, 86400 seconds.

If the time specified for a lock expires, then any temporary document related to that
lock is removed. This is expected behavior, for example:

» If Microsoft Word crashes while you are updating a document, you will lose
changes to the document if the lock time has expired.

s If you perform operations such as LOCK, PUT, PUT and then close a client
without specifying UNLOCK, all data that was PUT will be lost if the lock time
has expired.

5.11.2 Setting Up a WebDAV Client

The steps required to set up a WebDAV client to connect to Oracle Portal varies
depending on the client. All clients will eventually request a URL. The Portal DAV
URL is very similar to the URL you use to access the portal itself in your Web browser,
and uses the following format:

http://<host>:<port>/<dav_location>

5.11.3 WebDAV Clients and SSL

Although OraDAYV does support Secure Socket Layer (SSL), some WebDAV clients do
not. Refer to the WebDAV client's documentation for details.

5.11.4 Checking the Version of OraDAV Drivers

You can check the version of the OraDAV drivers from any Web browser, as shown in
the following example:

http://<computer>:<port>/<dav location>/~OraDAV-Version

The output will be like the following example:

Version 1.0.3.2.3-0030
Using Container Version 1.5

5.11.5 Checking version of oraDAV

You can check the version of oraDAV by going to dav_portal at
http://host:portal/dav_portal/portal. In the Dav portal url, the version
will be displayed as oraDav Portal Driver (Version Number).

5.11.6 Viewing Errors

Any errors that occur when a user performs actions on a portal using a WebDAYV client
are recorded in an error log that is created in that user's personal page (as an item
titled My Error Log) the first time an Oracle Portal-related WebDAV error occurs. This
can be very helpful for interpreting the error messages reported in WebDAV clients,
such as the message 'An error has occurred while trying to complete this operation'
that is often displayed in Web Folders, or HTTP error numbers reported in Cadaver.
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All errors are also recorded in the Apache error log file (ORACLE_
INSTANCE\diagnostics\logs\OHS\ohs1l), so if the user does not have a personal
page, or is a public user, the errors can still be examined.

The OraTraceEvents parameter in the mod_oradav. conf file ensures that certain
information about an error, such as Agent, User, ECID, URL, and Method, is logged in
the Apache error log file. This information is helpful to portal administrators and
Oracle Support Services in resolving the error. The OraTraceEvents parameter is
available in the following format in the mod_oradav. conf file:

DAVParam OraTraceEvents agent

The information logged in the Apache error log file will be in a format similar to the
following example:

[Wed Sep 22 10:38:46 2004] [notice] OraDAV: Agent [Secret-Agent-Man] User
[Hanckel] ECID [Viscous] URI [/orddav_var2/images/var2] Method [MKCOL].

For more verbose error reporting in the Apache error log file, add the following
parameter to the oradav. conf file:

DAVParam ORATraceLevel 1

Notes:

»  Remember that Oracle HTTP Server needs restarting whenever
a change is made to the mod_oradav . conf file. For information
about how to do this, refer to the Oracle Fusion Middleware
Administrator’s Guide for Oracle HTTP Server.

You can also refer to the section "OraDAV Configuration
Parameters" in the Oracle Fusion Middleware Administrator's Guide
for Oracle HTTP Server for details of other OraDAV parameters.

s The error log is not truncated and may become quite a large file.
We recommend that you periodically delete this file. The next time
an error is encountered a new file will be created.

= "Not Found" messages are sometimes seen in the error log because
the client computer checks for the existence of a file name. If the
file does not exist, the error log correctly displays a 404 error
message.

5.12 Configuring Resource Proxying

If you plan to use JPDK resource proxying to choose a key that can be shared between
the Portal and providers, then you will need to configure the resourceURLKey
parameter. This key is used by the Parallel Page Engine to calculate checksums for
URLs that are requested by WSRP and JPDK resource proxying. For WSRP resource
proxying to work, the key must be set to an alpha-numeric value of 10 characters or
more. The WSRP samples that are shipped with the product use resource proxying.
Therefore, if this is not configured correctly, then you will not be able to view images
in WSRP portlets. In addition, for JPDK proxying, a JNDI environment variable, also
called resourceUrlKey, must be set for the provider. Refer to Section 5.6.9,
"Configuring the Portal Parallel Page Engine" for more information.

To configure WSRP resource proxying, perform the following steps:
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Set the value for the resource_url_key parameter to an alphanumeric value of
10 characters or more, by using the WLST command
configurePortalPageEngine.

Note: You can set the Resource URL Key through Fusion

Middleware Control from the Portal menu, by selecting Settings, and
then selecting Page Engine.

Restart the WLS_PORTAL.
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Advanced Configuration

This chapter describes the configuration that must be performed to achieve some of
the more advanced configurations. You must be familiar with the available
administrative tools described in Section 5.1, "Getting Started with Oracle Portal
Administration" in order to perform these configurations.

This chapter contains the following sections:

Changing Oracle Fusion Middleware Listen Ports

Configuring SSL

Configuring Multiple Middle Tiers with a Load-Balancing Router
Configuring Virtual Hosts

Configuring Oracle Portal to Use a Proxy Server

Configuring Oracle Portal to Work with a Reverse Proxy Server
Managing Oracle Portal Content Cached in Oracle Web Cache
Configuring Oracle Portal to Use a Dedicated Oracle Web Cache Instance
Configuring the Cluster Environment After Installation
Configuring OracleAS Wireless

Changing the Oracle Portal Schema Password

Configuring Oracle Portal Using WLST

6.1 Changing Oracle Fusion Middleware Listen Ports

For information about changing ports in Oracle Fusion Middleware Listen Ports, refer
to the Oracle Fusion Middleware Administrator’s Guide.

See Also: Section 8.4, "Viewing Oracle Fusion Middleware Port
Usage"

6.2 Configuring SSL

Oracle Portal uses a number of different components (such as the Parallel Page Engine,
Oracle HTTP Server, and Oracle Web Cache) each of which may act as a client or
server in an HTTP communication. As a result, each component in Oracle Portal's
middle tier must be configured individually to use HTTPS protocol and Secure Sockets
Layer (SSL), rather than HTTP.
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The following sections in Chapter 7, "Securing Oracle Portal" describe the SSL
configuration options that are available with Oracle Portal.

Section , "SSL to OracleAS Single Sign-On"

Section , "SSL to Oracle Web Cache"

Section , "End to End SSL for Oracle Portal"

Section , "External SSL with Non-SSL Within Oracle Fusion Middleware"
Section , "Configuring SSL to Oracle WebLogic Managed Server"

Section , "Configuring and Registering Web Providers, Provider Groups, and
WSRP Producers Exposed Over SSL"

6.3 Configuring Multiple Middle Tiers with a Load-Balancing Router

This section describes how you can set up Oracle Portal in a multiple middle-tier
environment, front-ended by a Load Balancing Router (LBR) to access the same Oracle
Metadata Repository.

Note: As with all out-of-the-box portal installations, this solution is
best for internal deployments because it is not configured to use SSL.
For the Oracle recommended way of configuring secure enterprise
deployments, refer to the Oracle Fusion Middleware High Availability
Guide.

The purpose of an LBR is to provide a single published address to the client tier, and
front-end a farm of servers that actually service the requests, based on the distribution
of the requests done by the LBR. The LBR itself is a very fast network device that can
distribute Web requests to a large number of physical servers.

Let us assume that we want to configure the multiple middle-tier configuration,
shown in Figure 6-1. In the example, we show Oracle Web Cache on the same
computer as the Oracle Portal middle tier, although they can theoretically be on
different computers.
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Figure 6—1 Multiple Middle-Tier Configuration with a Load Balancing Router
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Table 6-1 Additional Information

Computer Details
Load Balancing Router Computer Name: 1lbr.abc.com
(LBR)

IP Address: L1.1.1.L1.L1
Listening Port: 80

Invalidation Port: 4001 (accessible only from inside)

Portal middle tier 1 (M1) | Computer Name: m1 . abc.com

IP Address: M1.M1.M1.M1

Oracle HTTP Server Listening Port: 8888

Oracle Web Cache Listening Port: 8090

Oracle Web Cache Invalidation Port: 4001

Oracle Web Cache Administration Port: 4002

Oracle Portal Managed Server (WLS_PORTAL): 9001

Portal middle tier 2 (M2) | Computer Name: m2 . abc . com

IP Address: M2 .M2 .M2 . M2

Oracle HTTP Server Listening Port: 8888

Oracle Web Cache Listening Port: 8090

Oracle Web Cache Invalidation Port: 4001

Oracle Portal Managed Server (WLS_PORTAL): 9001
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Notes:

s The name and port values used in this section are for
illustration purposes only, and you will need to substitute these
with your own.

= Refer to the steps outlined in Section 8.4, "Viewing Oracle
Fusion Middleware Port Usage" to view a list of all the ports
currently in use by the components of a particular Oracle Portal
instance.

Additional LBR configuration is required to successfully handle:
s  Loopback Communication

s Oracle Web Cache Invalidation

Loopback Communication

Oracle Portal's Parallel Page Engine (PPE) retrieves page metadata information. This
communication is referred to as Loopback Connections. In a default configuration, the
loopback connections are local, because Oracle Web Cache and Oracle Portal reside on
the same computer.

If an LBR is front-ending Oracle Fusion Middleware, it will need additional
configuration if Oracle Web Cache is located on the same subnet. To understand this
better, let's take a look at the different parts of the loopback connections without this
additional configuration.

1. The PPE sends a loopback request for page metadata when Oracle Portal generates
a page. This loopback request goes directly to the LBR.

2. The request is forwarded by the LBR to Oracle Web Cache.

3. Oracle Web Cache forwards the request to Portal Services, running under Oracle
HTTP Server.

4. Portal Services processes the request and sends back the response to the loopback
request to Oracle Web Cache.

5. Oracle Web Cache forwards the response to the LBR.
6. The LBR receives the response that is supposed to be routed back to the PPE.

7. The LBR detects that the source address, to which the response needs to be sent, is
on the same subnet and it sends it back to Oracle Web Cache, using the LBR's
known socket connection, instead of using the PPE's socket connection.

8. Oracle Web Cache is not listening for the request at all, and the incoming reply is
dropped as there is no valid session.

9. Oracle Portal pages time out with the error "Timeout occurred while retrieving
page metadata.’

As you can see, under normal circumstances, the behavior of the LBR is correct, as the
LBR is programmed to forward all requests to Oracle Web Cache. However, when
loopback requests come from an internal network, the outcome is not desirable.

To avoid this, you must set up a Network Address Translation (NAT) bounce back rule
on the LBR. This configures the LBR as a proxy for requests coming to it from inside
the firewall. This setup ensures that the internal requests are forwarded correctly, and
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when the response reaches the LBR, it is translated correctly and sent to the correct
source address on the network (the PPE in this case).

The required steps for setting this up are discussed later. NAT bounce back is set up
differently on individual LBRs. Consult your LBR's configuration guide for more
information.

See Also: Oracle Fusion Middleware Enterprise Deployment Guide for
Java EE

Oracle Web Cache Invalidation

Oracle Portal leverages Oracle Web Cache to cache a lot of its content. When cached
content in Oracle Web Cache changes, Oracle Portal sends invalidation messages from
the database to Oracle Web Cache. Oracle Portal can only send invalidation messages
to one Web Cache node in an Oracle Web Cache cluster. Oracle Portal relies on that
Oracle Web Cache member to invalidate content in the other members of the cluster.
When Oracle Fusion Middleware is front-ended by an LBR, the LBR must be
configured to accept invalidation requests from the database and balance the load
among the cluster members. Depending on how your routing is set up you may also
need to set up NAT and open the appropriate outbound ports on your data tier. The
required steps for setting this up are discussed later.

Notes:

= After you have completed the Oracle Web Cache Invalidation,
ensure that its password is also updated in the Oracle Portal
Repository.

= You will notice in Figure 6-1 that the infrastructure is behind the
LBR. The infrastructure can be one host, or distributed over
multiple hosts. To configure the infrastructure properly, refer to
the advanced configuration information in the Oracle Application
Server Single Sign-On Administrator’s Guide.

To configure Oracle Portal in a multiple middle-tier environment, front-ended by an
LBR, you must perform the following steps:

= Step 1: Install a Single Portal Middle Tier (M1)

= Step 2: Configure Oracle Portal on M1 to Be Accessed Through the LBR
s Step 3: Confirm That Oracle Portal is Up and Running

m  Step 4: Install a New Portal (M2)

= Step 5: Configure the New Middle Tier (M2) to Run Your Existing Portal
= Step 6: Configure Portal Tools and Web Providers (Optional)

= Step 7: Enable Session Binding on Oracle Web Cache

s Step 8: Confirm the Completed Configuration

6.3.1 Step 1: Install a Single Portal Middle Tier (M1)

Install a single Portal middle tier, and verify the installation. To do this perform the
following steps:

1. Follow the steps described in Oracle Fusion Middleware Installation Guide for Oracle
Portal, Forms, Reports and Discoverer, to install a Portal middle tier on the first
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computer (M1). It is assumed that you use the services of an existing Oracle
Fusion Middleware Infrastructure.

See Also: Oracle Fusion Middleware Installation Planning Guide

2. Verify that you have installed the middle tier successfully by ensuring that you
can access the Oracle Portal home page at:

http://ml.abc.com:8090/portal/pls/portal

Your configuration now looks like Figure 6-2, with the details described in
Table 6-1.

Figure 6-2 Installation of Oracle Portal Middle Tier
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You now proceed with the next step where you configure Oracle Portal to be accessed
through an LBR.

6.3.2 Step 2: Configure Oracle Portal on M1 to Be Accessed Through the LBR

To configure Oracle Portal so it can be accessed through the Load Balancing Router
(LBR), perform the following steps:

1. Configure the LBR (1br.abc . com) to accept requests on port 80 and forward
those to the Oracle Web Cache port (8090) running on computer ml.abc . com.
To do this, you need to:

a. Set up a group, or pool on the LBR, to which individual servers can be added.
b. Add the desired servers' IP addresses, and port numbers to the group.

c. Create a virtual server that listens on port 80, and balances load between the
members of the group.

d. Make sure the LBR translates the port that it is listening on to forward requests
to the port that Oracle Web Cache is listening on.

Note: Consult the LBR documentation to set up the groups, and a
virtual server.
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2. Configure the Oracle Portal middle tier on M1 to allow underlying components to
construct URLs based on the LBR host name (1br. abc . com) and LBR port
number (80), so that self-referential URLs rendered on Oracle Portal pages are
valid for the browser. To do this, perform the following steps:

a. Define a virtual host, using the Create Virtual Host wizard, as explained in
Section 6.4.1.1, "Create the Virtual Host for www.xyz.com", and specify the
host name of the LBR (1br.abc.com:80) in the Server Name field for your
virtual host.

b. Define a second virtual host, using the Create Virtual Host wizard, as
explained in Section 6.4.1.1, "Create the Virtual Host for www.xyz.com", with
the following exceptions:

- Specity the host name of M1 (m1.abc.com:8090) in the Server Name
field for your virtual host.

— Restart the Oracle HTTP Server.

c. After you have configured the virtual hosts, open the ht tpd. conf file in the
Oracle Enterprise Manager 11g Fusion Middleware Control, and do the
following:

- Expand Web Tier and click the Oracle HTTP Server (ohs1) link for your
Oracle Portal instance.

— Inthe Oracle HTTP Server home page, select Administration, and then
Advanced Configuration.

— Inthe Advanced Server Configuration page, select httpd.conf from
Select File option, and click Go.

— Add the virtual host definitions in the httpd. conf file:

NameVirtualHost *:8888
<VirtualHost *:8888>
ServerName http://lbr.abc.com:80
RewriteEngine On
RewriteOptions inherit
UseCanonicalName On
</VirtualHost>

<VirtualHost *:8888>
ServerName http://ml.abc.com:8090
RewriteEngine On
RewriteOptions inherit
UseCanonicalName On
</VirtualHost>

- Click Apply.
— Restart the Oracle HTTP Server.

3. Define a site that matches the virtual host entry, created in the previous step
(1br.abc. com), using Oracle Fusion Middleware Control on M1, as follows:

a. Navigate to the Web Cache Home Page in the Oracle Enterprise Manager 11g
Fusion Middleware Control on M1, as described in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

b. From the Web Cache menu, select Administration, and then Sites.

The Sites page is displayed.
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c. Click Create under Sites.
d. On the Create Site page, specify 1br.abc . con for the Host and 80 for Port.
e. Select Default Site and Compression.
f. Leave the URL Prefix field blank.
g. Click OK. You will now see 1br.abc.com in the Sites table.
h. Select 1br.abc.com from the Sites table and click Edit.
i. In the Aliases section, click Create to create a new alias and enter the
following information:
Host Name: m1 . abc. com
Port: 8090
j. Click OK.

k. Click Apply.

4. Use Oracle Enterprise Manager 11¢ Fusion Middleware Control on M1, to map the
site 1br.abc.com to middle tier m1 . abc . com.

a. From the Sites page, in the Site-to-Server Mapping section, click Create.
The Create Site-to-Server Mapping Definition page is displayed.

b. Enter the following information in the Create Site-to-Server Mapping section:
Host Pattern: 1br.abc.com
Port Pattern: 80
Leave the Prefix field blank.

¢. In the Origin Servers section, select m1.abc.com:8888 from All Origin Servers,
and move it to Selected Origin Servers.

d. Click OK.
e. Click Apply.

f. Selectml.abc.com from the Sites table and click Delete to remove the
unused site.

g. From the Site-to-Server Mapping table, click Delete to remove the unused
sites.

h. Restart your Oracle Web Cache by selecting Control, and then Restart from the
Web Cache Home page in the Oracle Enterprise Manager 11g.

To verify that the site has been mapped correctly, navigate to the Site-to-Server
Mapping page, and ensure that M1 is mapped to the site 1br.abc . com.

5. Configure computer ml.abc . comso that it can resolve the LBR host name to have
the correct IP address. You can either rely on DNS resolution, or make entries in
the /etc/hosts file as follows:

L1.L1.L1.L1 1lbr.abc.com

Where L1 .L1.L1.L1 is the IP address for the LBR. There is no need to restart the
system after making these changes.
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WARNING: Ensure that the /etc/hosts file does not have an
entry that points the local host name to 127.0.0.1. For example:

127.0.0.1 ml.abc.com

Configure the LBR to perform Network Address Translation (NAT) bounce back
for loopback requests coming from the PPE running onm1 . abc . com. This ensures
that when the PPE makes a loopback request to Oracle Web Cache, there are no
errors.

Notes:

= NAT bounce back is set up differently on individual LBRs.
Consult your LBR's configuration guide on how to set this up.

»  The log files contain the NAT bounce back addresses for all
loopback requests from the Parallel Page Engine (PPE), that get
forwarded to Oracle Web Cache or Oracle HTTP Server through
the LBR.

Configure the LBR (1br. abc . com) to accept invalidation requests from the
Oracle Metadata Repository on a separate port (4001 in this example), so that it is
forwarded to the Oracle Web Cache running on computer m1 . abc . com on port
4001.

Note: The LBR does not have to listen on the Oracle Web Cache
invalidation port. On LBRs that do not have Port Mapping ability the
port number must match the Oracle Web Cache invalidation port.

a. Setup a group, or pool on the LBR, to which individual servers can be added.
b. Add the desired servers' IP addresses, and port numbers to the group.

c. Create a virtual server that listens on port 4001, and balances load between
the members of the group.

d. In the case where the LBR's port, that is listening for the invalidation requests,
and the Oracle Web Cache's invalidation port are different, you must ensure
that the LBR translates the port that it is listening on to forward requests to the
port that Oracle Web Cache is listening on.

Notes:

s Consult the LBR documentation to set up the groups, and virtual
server.

s If the Oracle Fusion Middleware Infrastructure is behind another
firewall, you need to make sure that it can send invalidation
messages to the LBR.

s If the Oracle Portal Metadata Repository Database is behind
another firewall, make sure that the database machine can access
Web Provider using the provider registration URL.
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WARNING: For security reasons, the invalidation port on the LBR
(port 4001) should only be accessible from within the network.

8. Configure the portal middle tier as follows:

a.

b.

e.

f.

Navigate to the Portal Home page in the Enterprise Manager.
From the Portal menu, select Settings, and then Wire Configuration.
The Portal Wire Configuration page is displayed.

Enter the following information under Portal Middle Tier section in the Portal
Wire Configuration page:

— Published Host: 1br.abc.com
- Listening Port: 80

Under Oracle Web Cache section in the Portal Wire Configuration page, enter
lbr.abc.com as the Host, and 8093 as the Invalidation Port.

Click Apply.

Restart your managed server.

9. You need to configure the HTTP settings for 1br . abc . com in the Oracle
WebLogic Server Administration Console as follows:

a.

b.

f.

g.
h.

Log in to Oracle WebLogic Server Administration Console.

If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

In the left pane of the Console, expand Environment and select Clusters.
Select the cluster server and, then the HTTP tab.

In the HTTP page enter the following information:

— Frontend Host: 1br.abc.com

—  Frontend HTTPPort: 80

Click Save.

Click Activate Changes.

Restart your managed server.

10. Run ssoreg to register the virtual host for which mod_osso facilitates single
sign-on. The specific application URLs to be defined as partner applications within
this site are defined in the osso . conf file. ssoreg is located on the Identity
Management instance in ORACLE_HOME/sso/bin.

The following example shows the usage of ssoreg on UNIX:

$ ssoreg.sh

-site_name lbr.abc.com

-mod_osso_url http://lbr.abc.com:port
-config_mod_osso TRUE
-oracle_home_path ORACLE_HOME
-config_file /tmp/osso.conf
-admin_info cn=orcladmin

-virtualhost

-remote_midtier
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11.

12,

13

On Windows, you must run ssoreg.bat instead. Refer to the information about
registering mod_osso in the Oracle Application Server Single Sign-On Administrator’s
Guide.

Back up osso. conf which is located in ORACLE_
INSTANCE/config/OHS/ohsl.

Copy the osso. conf file to the ORACLE_INSTANCE/config/OHS/ohsl
directory.

. Restart your Oracle HTTP Server.

After these steps, your configuration looks like Figure 6-3 with the details described in
Table 6-1.

Figure 6-3 Oracle Portal Being Accessed Through the LBR
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6.3.3 Step 3: Confirm That Oracle Portal is Up and Running

Confirm that Oracle Portal is up and running by performing the following tests in the
specified order. If a test fails, address the issues, before proceeding with the next test.
To diagnose the Oracle Web Cache, Oracle HTTP Server, and LBR configuration and
logs, refer to the Oracle Fusion Middleware Administrator’s Guide.

1.

Test access to Oracle Web Cache and Oracle HTTP Server through the LBR, by
accessing a static file that is cached in Oracle Web Cache, and make sure it works.
For example, you can access the following URL:

http://1lbr.abc.com:port/index.html

Test the connection to Oracle Metadata Repository through the LBR, by accessing
the following URL:

http://1lbr.abc.com:port/portal/pls/portal /htp.p?cbuf=test

The response should be "test". If this succeeds, it means that the Oracle Fusion
Middleware middle tier can connect to the Oracle Metadata Repository. If this

fails, then scan the WL.S_PORTAL-diagnostic. log file for the WLS_Portal
instance for details about the request failure, and take appropriate actions.

Test access to Oracle Portal, by completing the following steps:
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a. Access the Oracle Portal home page at
http://lbr.abc.com:port/portal/pls/portal. If this does not work,
then scan the WL.S_PORTAL-diagnostic. log file for the WLS_Portal
instance, and look for errors. The most common reason for this error is
because the PPE cannot make loopback connections. For this to work:

— Ensure that Network Address Translation (NAT) is enabled in the LBR.

—  Ensure that the middle tier on m1 . abc . com can resolve the address of
1br.abc.com. To do this, run the following command from
ml.abc.com:

ping lbr.abc.com

b. While accessing the Oracle Portal home page, it may give an XML Parsing
Error, in such case review the diagnostic logs. One of the causes for this error
may be a mismatch of the WebCache invalidation password between Oracle
Web Cache and Oracle Portal. Review the settings at both ends and make sure
that the password matches.

c. Click the portal login link. If this does not work, review the steps performed to
run ssoreg to register the virtual host for which mod_osso facilitates single
sign-on. Check the WLS_PORTAL-diagnostic. log file for the WLS_
PORTAL instance in the DOMAIN HOME\servers\WLS_PORTAL\logs for
more details.

d. Click some links in the portal.
e. Confirm that content is getting cached in Oracle Web Cache.

From the Web Cache menu in the Oracle Enterprise Manager, select
Monitoring, and then Popular Requests. Select Cache Popular Requests from
the Show Popular Request drop-down list. In the Cache Popular Requests,
click Go to refresh the page content. If you accessed Oracle Portal, you will see
portal content (For example, URLs that contains strings like _esiReqType=2,
wwpob_smd. has_previlege, and wwv_setting.render_css.If youdo
not see any portal content, open another browser and log in to Oracle Portal.
Return to the Cache Popular Requests page, and click Go, to refresh the page
content. This should provide enough content for verification.

f. Perform some basic page edits in Oracle Portal, like adding a portlet to a page
and make sure that the new content shows up. If the new content does not
display properly, or if you see errors, Oracle Web Cache invalidation is
misconfigured.

6.3.4 Step 4: Install a New Portal (M2)

Follow these steps to install a new Portal middle tier on M2 (m2 . abc . com):

Note: Before you proceed with installing a Oracle Portal, ensure that
you have installed WebLogic Server. See Oracle WebLogic Server
Installation Guide. The WebLogic Server installation creates the
Middleware Home, which is used to install all the Oracle Fusion
Middleware components.

1. Run Oracle Universal Installer to install a Portal middle tier on the second
computer (M2).
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2. Select the Install Software and Configure option in the Select Installation Type
screen during the installation of Oracle Fusion Middleware middle tier and click
Next.

3. From the Prerequisite Checks screen, click Next to continue.

4. In the Select Domain screen, select Expand Cluster and enter the following
information:

- Host: Enterml.abc.com

— DPort: Enter the WebLogic Administration port number (default: 7001).

— User Name: Enter the user name of the WebLogic Administration server.

— User Password: Enter the password of the WebLogic Administration server.

5. Enter the information in the Specify Email for Security Updates screen and click
Next to continue.

6. Specify the Middleware Home, Oracle Home, and Oracle Instance locations, along
with the Oracle Instance name in the Specify Installation Location screen and
click Next to continue.

Note: Itis recommended that you use the same physical path for
installing the second middle tier. This helps when you make
configuration changes on one computer and want to transfer the
changes to another computer. If the physical path is different on other
computers, you must ensure that the path elements are corrected after
copying the files.

7. In the Configure Components screen, select the components you have selected for
M1 and click Next.

8. In the Configure Ports screen, select Specify Ports Using Configuration file, and
click Browse to select the staticports. ini file used by M1.

If you did not save the file during M1 installation, the file does not exist. In this
scenario, click View\Edit File and edit the file as follows:

Domain Port No = 7001

[OHS]

Oracle HTTP Server Port No = 8888

[WEBCACHE]

Oracle WebCache Port No = 8090

Oracle WebCache Invalidation Port No = 4001
[MANAGEDSERVER]

Oracle WLS Portal Managed Server Port No = 9001

Note: The port values should be the same as in M1

9. In the Specify Application OID screen, enter your Oracle Internet Directory
server details and click Next.

10. In the Installation Summary screen, verify the information and click Install.

See Also: Oracle Fusion Middleware Installation Planning Guide
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This new installation should not have affected your previous configuration. Confirm
that Oracle Portal is up and running on M1, and can be accessed through the LBR. See
Section 6.3.3, "Step 3: Confirm That Oracle Portal is Up and Running" for more
information about how to check this.

6.3.5 Step 5: Configure the New Middle Tier (M2) to Run Your Existing Portal

Perform the following steps, in the order specified, to configure M2 to run your
existing portal:

1.

Copy the configuration settings for Oracle Portal from the middle tier M1, to the
middle tier M2. It is a good idea to make backup copies of the files first. To do this,
copy the following files:

- appConfig.xml

— portal_cache.conf
— portal_dads.conf
— portal_plsgl.conf

From DOMATIN HOME\config\fmwconfig\servers\WLS_
PORTAL\applications\portal\configuration of M1 to M2.

If M1 and M2 are installed using different physical paths, you need to make sure
that the path elements are corrected after copying the files.

Configure the new Oracle Portal middle tier to allow underlying components to
construct URLs based on the Load Balancing Router (LBR) host name
(1br.abc.com) and LBR port number (80). To do this, perform the following
steps, using the Fusion Middleware Control on M2:

a. Define a virtual host, using the Create Virtual Host wizard, as explained in
Section 6.4.1.1, "Create the Virtual Host for www.xyz.com", with the following
exceptions:

— Select New listen address option, and enter 1br.abc.com: 80.

—  Specify the host name of the LBR (1br.abc.com) in the Server Name
field for your virtual host.

b. Define a second virtual host, using the Create Virtual Host wizard, as
explained in Section 6.4.1.1, "Create the Virtual Host for www.xyz.com", with
the following exceptions:

— Select New listen address option, and enter m2 . abc . com: 8090.

- Specify the host name of M2 (m2 . abc . com) in the Server Name field for
your virtual host.

— Restart the Oracle HTTP Server.

c. After you have configured the virtual hosts, open the ht tpd. conf file in the
Oracle Enterprise Manager 11¢ Fusion Middleware Control, and do the
following:

- Expand Web Tier and click the Oracle HTTP Server (ohs1) link for your
Oracle Portal instance.

— Inthe Oracle HTTP Server home page, select Administration, and then
Advanced Configuration.

— Inthe Advanced Server Configuration page, select httpd.conf from
Select File option, and click Go.
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— Add the virtual host definitions in the httpd. conf file:

NameVirtualHost *:8888
<VirtualHost *:8888>
ServerName http://lbr.abc.com
RewriteEngine On
RewriteOptions inherit
UseCanonicalName On
</VirtualHost>

<VirtualHost *:8888>
ServerName http://m2.abc.com:8090
RewriteEngine On
RewriteOptions inherit
UseCanonicalName On
</VirtualHost>

- Click Apply.
—  Restart the Oracle HTTP Server.

Copy mod_oradav.conf, mod_osso.conf, plsgl.conf, and portal.conf
from ORACLE_INSTANCE\config\OHS\ohsl\moduleconf of M1 to M2.

Copy ORACLE_INSTANCE\config\OHS\ohsl\osso.conf from M1 to M2.

Open portal.conf file located in ORACLE_
INSTANCE\config\OHS\ohsl\moduleconf and remove all lines beginning
with WebLogicHost and WebLogicPort and replace them with a
WebLogicCluster directive and update it as follows for the Oracle HTTP Server
to be made aware of all of the Oracle WebLogic Managed Servers:

For M1:

<Location /portal>

SetHandler weblogic-handler

WebLogicCluster ml.abc.com:9001,m2.abc.com:9001
</Location>

For M2:

<Location /portal>

SetHandler weblogic-handler

WebLogicCluster m2.abc.com:9001,ml.abc.com:9001
</Location>

Restart the Oracle HTTP Server using the following commands:

ORACLE_INSTANCE\bin\opmnctl stopall

ORACLE_INSTANCE\bin\opmnctl startall

Configure the computer m2 . abc . com to resolve the LBR host name to have the
correct IP address. You can either rely on DNS resolution for this, or make entries
in the /etc/hosts file as follows:

L1.L1.L1.L1 1lbr.abc.com

WARNING: Ensure that the /etc/hosts file does not have an
entry that points the local host name to 127.0.0.1. For example:

127.0.0.1 m2.abc.com
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8. Access the Oracle Web Cache Manager on M1, as described in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

9. Use Oracle Enterprise Manager 11g on M1, to add M2 as an additional origin
server to the Oracle Web Cache. To do this, perform the following steps:

a. Navigate to the M1 Web Cache Home page in the Oracle Enterprise Manager
11g.

b. From the Web Cache menu, select Administration, and then Origin Server.
The Origin Servers page displays.

c. Click Create.
The Create Origin Server page displays.

d. In the Create Origin Server page displays page, provide the following

information:
Property Value
Host m2.abc.com
Port 8888
Capacity 100
Protocol HTTP
Routing Enabled ENABLED
Failover Threshold 5
Ping URL /
Ping Frequency 10
(seconds)

Note: For the Port value, use the M2's Oracle HTTP Server listening
port.

e. Click OK.
f. Click Apply.

g. To verify that the origin server has been added properly, locate m2 . abc . com
in the Origin Server table.

Refer to the section on mapping sites to origin servers in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache for more information.

10. Use Fusion Middleware Control on M1, to map the site 1br . abc . com to the two
origin servers ml . abc . com, and m2 . abc . com, by performing the following steps:

a. Navigate to the M1 Web Cache Home page in the Oracle Enterprise Manager
11g.

b. From the Web Cache Menu, select Administration, and then Sites.
The Sites page displays.

c. On the Site-to-Server Mapping page, select the mapping for the LBR site in
the table and click Edit.
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d. Select m2.abc.com:8888 in the All Origins Servers and move it to Selected
Origin Server.

e. Click OK.
f. Click Apply.

9. To verify that the site has been mapped correctly, ensure that both M1 and M2
are mapped to the site 1br.abc.comin the Site to Server Mappings table by
accessing Web Cache menu in the Enterprise Manager, Administration >
Sites.

Refer to the section on mapping sites to origin servers in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache for more information.

11. Use Oracle Fusion Middleware Control on M1, to add the Oracle Web Cache on
M2 to the Oracle Web Cache cluster on M1 and ensure that the password for both
the Oracle Web Cache are same. To do this, perform the following steps:

a. Navigate to the Web Cache Home page in the Fusion Middleware Control.
b. From the Web Cache menu, select Administration, and then Cluster.
c. Inthe Cluster page, click Add.
The Web Cache for M2 will be added.
d. Click Apply.
e. Click Synchronize and, click Yes to confirm.
f. Restart the Oracle Web Cache on M1 and M2.

For information about configuring a cache cluster, refer to the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

12. Configure the LBR to perform Network Address Translation (NAT) bounce back
for loopback requests coming from Oracle HTTP Server on m2 . abc . com. Refer to
Step 6 in Section 6.3.2, "Step 2: Configure Oracle Portal on M1 to Be Accessed
Through the LBR" section for more information.

After these steps, your configuration looks like Figure 6-1.

Note: For adding more middle tiers, follow the procedures outlined
in Section 6.3.4, "Step 4: Install a New Portal (M2)" and Section 6.3.5,
"Step 5: Configure the New Middle Tier (M2) to Run Your Existing
Portal", for each middle tier.

6.3.6 Step 6: Configure Portal Tools and Web Providers (Optional)

Some additional configuration is required to ensure that Portal Tools providers
(OmniPortlet and Web Clipping) and locally and custom built Web providers work
properly in the middle-tier environment. If OmniPortlet or any other Web providers
already have personalizations in the file system, you can use the PDK-Java Preference
Store Migration and Upgrade Utility to migrate the personalizations to the database
and upgrade personalizations from earlier releases. Refer to Section B.9, "Using the
PDK-Java Preference Store Migration and Upgrade Utility" for more information about
this utility.

For the WSRP producer, the Oracle Metadata Repository is used as the default portlet
preference store. If you want to use a different preference store, then refer to the Oracle
Fusion Middleware Developer’s Guide for Oracle Portal for more information.

Advanced Configuration 6-17



Configuring Multiple Middle Tiers with a Load-Balancing Router

Configuring Portal Tools Providers in the Multiple Middle-Tier Environment

Perform the following steps for Portal Tools (OmniPortlet and Web Clipping)
providers to function properly in the multiple middle-tier environment:

1. The Portal Tools configuration information is stored in the OmniPortlet and Web
Clipping provider.xml file on the middle-tier server. You need to update the
configuration directly on one middle tier (for example, M1) and then propagate it
across all middle tiers front-ended by the LBR. For more information, see
Section E.1.3, "Configuring HTTP or HTTPS Proxy Settings".

Propagate the changes made to the provider .xml file to middle tier M2:

s Copy DOMAIN_ HOME\servers\WLS_PORTAL\tmp\_WL_
user\portalTools_version\dir
name\war\WEB-INF\providers\omniPortlet\provider.xml from M1
to M2.

Note that dir_name is a randomly generated directory name for each
deployment instance.

s Copy DOMAIN HOME\servers\WLS_PORTAL\tmp\_WL_
user\portalTools_version\dir
name\war \WEB-INF\providers\webClipping\provider.xml from M1
to M2.

2. Restart middle tier M2.

3. Verify that OmniPortlet and the Web Clipping providers work properly through
the LBR, by going to the test pages at the following URLs.

s OmniPortlet Provider:
http://lbr.abc.com/portalTools/omniPortlet/providers/omniP
ortlet

If you see the "No Portlets Available" message under the Portlet Information
section in the OmniPortlet Provider test page, then you may not have
configured OmniPortlet correctly in Step 1. If OmniPortlet is configured
correctly, the OmniPortlet and Simple Parameter Form portlets are available
on the test page.

= Web Clipping Provider:
http://lbr.abc.com/portalTools/webClipping/providers/webCl
ipping

Note: If you want to use the Web Clipping provider, or the Web Page
Data Source for OmniPortlet, you must also enable session binding in

Oracle Web Cache. Refer to "Step 7: Enable Session Binding on Oracle

Web Cache" for more information.

4. In Oracle Portal, click Edit Registration for the OmniPortlet producer on the
Producers tab of the Navigator, under Locally Built Producers. Then click the
Connection tab, and change the first part of the producer registration URL from
http://ml.abc.com:7777/ tohttp://1lbr.abc.com/.

5. In Oracle Portal, click Edit Registration for the Web Clipping producer on the
Providers tab of the Navigator, under Locally Built Producers. Then click the
Connection tab and change the first part of the producer registration URL from
http://ml.abc.com:7777/ tohttp://1lbr.abc.com/.
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6. Refresh the Portlet Repository so that the Portal Tools portlets appear in the Portlet
Builders folder in the Portlet Repository:

a. Login as the portal administrator, and click the Builder link.
b. Click the Administrator tab.
Click the Portlets sub-tab.

o

e

Click the Refresh Portlet Repository link in the Portlet Repository portlet.

e. The refresh operation continues in the background.

Creating and Editing Locally Built Web Providers in the Multiple
Middle-Tier Environment

Locally built providers are providers that are defined within an instance of Oracle
Portal. These locally built providers are available if you have migrated them from the
previous release. You typically create or edit these providers before configuring for
LBR. If you are doing it after the LBR is configured, perform the following steps:

1. The Web provider information is kept in the provider. xml file on the
middle-tier server. You need to migrate provider.xml to one middle tier (for
example, M1) using upgrade assistance and then propagate it across all middle
tiers front-ended by the LBR. Before you do this, you must shut down all middle
tiers except M1.

2. Propagate the changes made to the files in M1 to middle tier M2:

a. GOtODOMAIN;HOME\ServerS\WLS_PORTAL\tmp\_WL_
user\portalTools_version\dir name\war\WEB-INF and copy the
deployment, deployment_providerui, and providers folders from M1
to M2.

Note that dir_name is a randomly generated directory name for each
deployment instance.

b. Change the <warDir> element in the DOMAIN HOME\servers\WLS_
PORTAL\ tmp\_WL_user\portalTools_version\dir_
name\war \WEB-INF\\deployment_providerui\provideruiacls.xml
file with the appropriate value for M2 (shown in bold):

<providerMap name="MyProducer" baselLanguage="en">
<displayName language="en" translation="myprovider"></displayName>
<timeout>20</timeout>
<timeoutMessage language="en" translation="Timed Out"></timeoutMessage>
<loginFrequency>Never</loginFrequency>
<httpURL>http://1lbr.abc.com:80/portalTools/builder/providers/MYPROVIDER
</httpURL>
<cookieDomain>abc.com</cookieDomain>
<serviceId>MYPROVIDER</serviceId>
<requireSessionData>false</requireSessionData>
<httpAppType>Portal</httpAppType>
<warDir>{providerBuilder war directory of this mid-tier}</warDir>
<warFile>providerBuilder</warFile>
</providerMap>

3. Restart the middle tier M2.

4. Verify that the Web provider works properly through the LBR, by going to the test
page at the URL
http://lbr.abc.com:80/portalTools/builder/providers/<provider
Name>.
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Configuring Custom Built WSRP Producers in a Multiple Middle-Tier
Environment

By default, WSRP producers store their portlet preference data in the Oracle Metadata
Repository, and will work correctly in a multiple middle-tier environment. If you want
to use a custom database to store this information, then refer to theOracle Fusion
Middleware Developer’s Guide for Oracle Portal for the steps to be performed.

Note: When using a custom database for portlet preference data in a
multiple middle-tier environment, all WSRP producers must reference
the same database schema in data-sources.xml.

Configuring Load Balanced Session-Based Web Providers

To configure session-based Web providers, front-ended by a Load Balancing Router
(LBR), the login frequency should be set to "Once Per User Session", on the provider
information page, and the LBR must be configured to do cookie-based routing. To set
the login frequency, take the following steps:

1. Log in to Oracle Portal. On the Portal Builder page.
2. In Portal Builder, click the Administer tab and then the Portlets tab.

3. Under Remote Providers, enter the name of the Web provider you want to
configure, and then click Edit.

4. C(lick the Connection tab.

5. Under User/Session Information, set the Login Frequency to Once Per User
Session.

6. Click OK.

Refer to the specific documentation of your LBR for information about how to
configure an LBR to do cookie-based routing.

Editing an External Application Login URL

If your external application is hosted on the middle tier, then you need to update the
external application login URL in the OracleAS Single Sign-On Server. You can do this
by following the procedure in the "Editing an External Application" section in the
Oracle Application Server Single Sign-On Administrator’s Guide. Change the first part of
the login URL from http://ml.abc.com:7777/ tohttp://lbr.abc.com/.

6.3.7 Step 7: Enable Session Binding on Oracle Web Cache

The Session Binding feature in Oracle Web Cache is used to bind user sessions to a
given origin server to maintain state for a period of time. Although almost all
components running in a default Oracle Portal middle tier are stateless, session
binding is required for two reasons:

s The Web Clipping Studio, used by both the Web Clipping portlet and the Web
Page Data Source of OmniPortlet, uses HTTP session to maintain state, for which
session binding must be enabled. Refer to Appendix E, "Configuring the Portal
Tools Providers" for more information about Web Clipping.

= Enabling session binding forces all the user requests to go to a given Oracle Portal
middle tier, resulting in a better cache hit ratio for the portal cache. Refer to
Section 1.3.2, "Understanding Portal Cache" for details on the portal cache.
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Note: Regardless of whether you have configured an LBR in your
topology, you must enable session binding in Oracle Web Cache if you
have more than one middle tier. In this configuration Oracle Portal
does not require session binding to be set up on the LBR.

To make Oracle Web Cache bind the portal user session to the Oracle Portal middle
tier, perform the following steps in the Oracle Fusion Middleware Control:

1.
2.

Navigate to the Web Cache Home page, in the Oracle Enterprise Manager 11g.

From the Web Cache menu, select Administration, and then Session
Configuration.

The Session Configuration page displays.

Create a session definition in the Session Definition table. Refer to the Oracle
Fusion Middleware Administrator’s Guide for Oracle Web Cache for information on
how to create session definitions.

Specify session-binding settings:

a.

d.

In the Session Policy Configuration section, click Create.
A new row in the table appears.

From the Session Name list, select the session you created in Step 3, and then
With Session from the Cache option.

From the Session Binding Configuration section, check the Bind using a
session radio button. Select session you created in Step 3 and select
Cookie-based.

Click Apply to submit changes.

For more information refer to the Oracle Fusion Middleware Administrator’s Guide for
Oracle Web Cache.

6.3.8 Step 8: Confirm the Completed Configuration

To verify that your complete configuration is working as expected, perform the
following steps:

1.

2.

To clear the contents stored in Oracle Web Cache, restart M1 and M2, as follows:

a.

C.

Access Oracle Enterprise Manager 11¢ and open the M1 instance.

For details, see "Accessing Oracle Enterprise Manager 11g Fusion Middleware
Control".

From the M1 menu, select Control, then Start Down and Control, then Start
Up.

Repeat the steps for M2.

Test access to Oracle Portal through the LBR by completing the following steps:

a.

Access the Oracle Portal home page at
http://1lbr.abc.com/portal/pls/portal.

Click the portal login link.

Click some links in the portal.
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d. Confirm that content is getting cached in Oracle Web Cache, by completing the
following steps:

Access Fusion Middleware Control, expand Web Tier, and select Web Cache.
Right click Web Cache menu and select Monitoring, and then Popular
Requests. The Popular Requests page displays. Perform some basic page
edits in Oracle Portal, like adding a portlet to a page and make sure that the
new content shows up on the Popular Requests page by refreshing the page If
the new content does not display properly, or if you see errors, Oracle Web
Cache invalidation is misconfigured.

6.4 Configuring Virtual Hosts

The Oracle HTTP Server supports the configuration of virtual hosts. Virtual hosts
allow a single computer to appear as any number of different sites. You can, for
example, configure a computer to represent both www . abc . com and www . xyz . com.
Another example would be configuring a computer to represent both
my.oracle.comand oraclepartnernetwork.oracle. com. To configure virtual
hosts with Oracle Portal, you must set this up on the Oracle HTTP Server. Additional
Oracle Web Cache and Oracle Application Server Single Sign-On configuration is also
required.

Portal pages are cached in Oracle Web Cache with the host name of the host that you
access first. Subsequent requests to the same page will always contain links with that
host name irrespective of which host you are accessing.

For example, if you access Page A using virtual host www . abc . com, then all links in
Page A will show up relative to www . abc . com. If another user accesses the same page,
Page A, using the virtual host www . xyz . com, then due to the aliasing in Oracle Web
Cache, all links created for this page will still reference www . abc . com and clicking on
these links will result in portal pages being served from www . abc . com.

Unless the pages served from both virtual hosts are mutually exclusive, that is, portal
pages served from site www . abc . com are not being served from www . xyz . com, users
will be bouncing back and forth between the two virtual hosts. If this is not desired,
then refer to 824225.1 from http://metalink.oracle.com for information on
creating two sites with host independent invalidation in the Web Cache site
definitions.

Note: If your intent is only to change the host name of your
middle tier, refer to the Oracle Fusion Middleware Administrator’s
Guide.

Let's assume that your server name is www . abc . com, and you connect to Oracle Portal
athttp://www.abc.com:8090/portal/pls/portal. The IP address of the
computer that the middle tier is installed onis 196.12.67.8.

You want to access Oracle Portal at
http://www.abc.com:8090/portal/pls/portal, using the real server name,
and http://www.xyz.com:8090/portal/pls/portal, using a virtual host
name, where both URLs resolve to the same IP address.

In this example, port 8090 is the Oracle Web Cache listening port, and port 8888 is
the Oracle HTTP Server listening port.
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Let's also assume that the OracleAS Single Sign-On is installed on a different computer
with the IP address 123.45.67. 8, and accessed at the URL
http://www.login.com:8091/pls/orasso.

Notes:

The IP addresses used in this example are for illustration
purposes only and may not be valid IP addresses.

The name and port values used in this section are for
illustration purposes only and you will need to substitute these
with your own.

In this section we only describe how to configure virtual hosts
for the Oracle Portal middle tier, and this does not modify the
host name for OracleAS Single Sign-On. For more information
about how to customize the OracleAS Single Sign-On host
name, refer to the information about deploying OracleAS
Single Sign-On with a proxy server, in the Oracle Application
Server Single Sign-On Administrator’s Guide, and the Oracle
Fusion Middleware Administrator’s Guide.

Figure 6-4 shows the previously described configuration. Oracle Web Cache and the
Oracle Fusion Middleware are shown as residing on the same middle-tier computer,
although they can exist on different computers.

Figure 6-4 Virtual Host Overview
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Note: The domain names www.abc.com, www.Xyz.com, and
www . login. com must be valid domain names, and you must be
able to ping them.

To configure the virtual host, perform the following steps in the specified order:
1. Create Virtual Hosts

2. Configure Oracle Web Cache

3. Register Oracle Portal with OracleAS Single Sign-On

4. Verify the Configuration

6.4.1 Create Virtual Hosts

You must create virtual hosts entries in the ht tpd. conf file for the virtual host name
www . Xy z . com, and for the real server name www . abc . com. To define the virtual
hosts, use Oracle Enterprise Manager 11¢ Fusion Middleware Control to perform the
following steps:

s Create the Virtual Host for www.xyz.com

n  Create the Virtual Host for www.abc.com

Once you have finished this step, do the following:

1. Verify the httpd.conf File

2. Verify That the Virtual Hosts Are Configured Correctly

6.4.1.1 Create the Virtual Host for www.xyz.com
To create the virtual host for www . xyz . com:

1. Access the Oracle Enterprise Manager 11¢ Fusion Middleware Control.

For details, see "Accessing Oracle Enterprise Manager 11g Fusion Middleware
Control".

2. Expand Web Tier and then click the HTTP Server link for your Oracle Portal
instance.

3. Inthe Oracle HTTP Server home page, select Administration, and then Virtual
Hosts.

The Virtual Hosts page is displayed.
4. Click the Create button.
The Create Virtual Host page is displayed.
5. On the Create Virtual Host page, provide the information listed in Table 6-2.

Table 6-2 Virtual Host Information

Virtual Host Information Value

Virtual Host Name Select Use existing listen address and select a port
number from the drop-down option.

Server Name Your Domain name, http://www.Xyz.com.

Document Root Directory ORACLE_INSTANCE\config\OHS\ohsl\htdocs

Directory Index Can be left blank

6-24 Oracle Fusion Middleware Administrator's Guide for Oracle Portal



Configuring Virtual Hosts

Table 6-2 (Cont.) Virtual Host Information

Virtual Host Information Value

Administration E-Mail Address Valid e-mail address

Type name-based

6. Click OK.
7. Ensure that your server name, http://www.xyz . com, is listed in the table.

8. After you have configured the virtual hosts, open the httpd. conf file in the
Oracle Enterprise Manager 11¢ Fusion Middleware Control, and do the following;:

- Expand Web Tier and click the Oracle HTTP Server (ohs1) link for your Oracle
Portal instance.

— In the Oracle HTTP Server home page, select Administration, and then
Advanced Configuration.

- In the Advanced Server Configuration page, select httpd.conf from Select
File option, and click Go.

— Add the Port to the ServerName, and the Rewrite and RewriteOptions
directives in the VirtualHost container, as follows (shown in bold text):

NameVirtualHost *:8888

<VirtualHost *:8888>
ServerName http://www.xyz.com:8090
DocumentRoot <ORACLE_INSTANCE>/config/OHS/ohsl/htdocs
ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit
</VirtualHost>

- Click Apply.

— Restart the Oracle HTTP Server by selecting Control, and then Restart from
the Oracle HTTP Server Home page.

6.4.1.2 Create the Virtual Host for www.abc.com
To create the virtual host for www . abc . com:

1. In Section 6.4.1.1, "Create the Virtual Host for www.xyz.com" follow steps 1
through 6.

2. Provide the following information in the Server Name field for your virtual host:

www . abc . com

3. In Section 6.4.1.1, "Create the Virtual Host for www.xyz.com" follow step 8.

4. Restart the Oracle HTTP Server.

6.4.1.3 Verify the httpd.conf File

After configuring virtual hosts for www . abc . com and www . xyz . com, take a look at
your httpd. conf file, using Fusion Middleware Control, as follows:

1. Access the Oracle Enterprise Manager 11¢ Fusion Middleware Control.
2. Right click the HTTP Server link for your Oracle Portal instance.
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3. In the Oracle HTTP Server home page, select Administration, and then Advanced
Configuration.

4. In the Advanced Server Configuration page, select httpd.conf from Select File
option and click Go.

Your httpd. conf file should have the following new section:

NameVirtualHost *:8888

<VirtualHost *:8888>
ServerName http://www.xyz.com:8090
ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit
</VirtualHost>

<VirtualHost *:8888>
ServerName http://www.abc.com:8090
ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit
</VirtualHost>

Entries for the virtual hosts can vary depending on the existing content of the
httpd. conf file, but you must have virtual host entries for both www . abc . com
and www . Xy z . com.

5. Click Apply to update the file.

Note:

s Thehttpd. conf file can also be updated manually. The file
can be edited manually, to contain the right VirtualHost
directives, as shown previously.

Finally, restart Oracle HTTP Server, by running the following
command from:

ORACLE_INSTANCE\bin\opmnctl stopall
ORACLE_INSTANCE\bin\opmnctl startall

= If your site name is not registered with the DNS, you need to
update the hosts file on your client computer as follows:

On Windows, this file is typically located in the directory
C:\WINNT\system32\drivers\etc. Here is an example of
the hosts file on Windows:

# Copyright (c) 1993-1995 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP
# for Windows.

#

127.0.0.1 localhost

196.12.67.8 www.abc.com

196.12.67.8 www.xyz.com

On UNIX, the file is typically located in the directory
/etc/hosts. You do not have to restart the system after
making these changes.
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6.4.1.4 Verify That the Virtual Hosts Are Configured Correctly

Verify that both the server name, and the virtual host are working, by accessing these
URLs:

http://www.xyz.com:8090/portal/pls/portal

http://www.abc.com:8090/portal/pls/portal

6.4.2 Configure Oracle Web Cache

The site www . abc . com is already defined in Oracle Web Cache. Additionally, you
must create a site alias in Oracle Web Cache, to make the multiple virtual hosts
transparent to the Oracle Metadata Repository. Note that www . abc . com must be set
up as a site, while www . xyz . com must be defined as a site alias. This way, invalidation
messages sent to Oracle Web Cache invalidate content that is cached for both sites.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Web Cache for information about setting up a site alias.

6.4.3 Register Oracle Portal with OracleAS Single Sign-On
To register Oracle Portal with OracleAS Single Sign-On, do the following:

1.

Run ssoreg to register the virtual host, www . xyz . com, for which mod_osso
facilitates single sign-on. The specific application URLs to be defined as partner
applications within this site are defined in the osso. conf file. The ssoreg script
is located on the infrastructure tier in ORACLE_HOME/sso/bin (UNIX).

The following example shows the usage of ssoreg in UNIX:

ORACLE_HOME/sso/bin/ssoreg.sh

-site_name www.xyz.com:8090

-config_mod_osso TRUE

-mod_osso_url http://www.xyz.com:8090

-remote_midtier

-config_file ORACLE_HOME/Apache/Apache/conf/osso/osso_xyz.conf

Copy the osso_xyz . conf file from your infrastructure home to the ORACLE_
INSTANCE/config/OHS/ohs1 directory.

Open the httpd. conft file using Oracle Enterprise Manager 11¢ Fusion
Middleware Control, and add the following osso parameters shown in bold:

<VirtualHost *:8888>
ServerName www.xyz.com:8090
ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit
OssoIpCheck off
OssoSecureCookies off
OssoIdleTimeout off
OssoConfigFile osso_xyz.conf

</VirtualHost>

Restart the Oracle HTTP Server.

6.4.4 Verify the Configuration

To verify that the virtual hosts are set up correctly, connect to Oracle Portal using
either of the following URLs:
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m http://www.abc.com:8090/portal/pls/portal
s http://www.xyz.com:8090/portal/pls/portal

You should get a login screen at http: //www. login.com on the first login and must
be able to log in successfully. A subsequent login from the other virtual host should
result in a successful single sign-on without a prompt for login credentials.

6.4.5 Reconfiguring Portal for a Change in the OracleAS Single Sign-On 10g Host Name

To reconfigure Oracle Portal for a change in the OracleAS Single Sign-On 10g host
name, perform the following steps:

1. Inthe ORACLE HOME/Apache/Apache/conf/httpd. conf file thatislocated in
the 10g infrastructure home, change the server name to the new host name as
shown below.

ServerName new_sso_host

Example:

ServerName sSoO.mycompany.com

2. Set the ORACLE_HOME environment variable to the 10g infrastructure home.

a. Change the directory to ORACLE_HOME/sso/bin in the 10g infrastructure
home.

b. Run the following script (on UNIX):

ssocfg.sh http new_sso_host new_sso_port

Example:

ssocfg.sh http sso.mycompany.com 7777

Note: On Windows, use the ssocfg.bat script.

3. Register the new OracleAS Single Sign-On 10g partner application.

a. Change the directory to ORACLE_HOME/sso/bin in the 10g infrastructure
home.

b. Run the following script:

ssoreg.sh \

-oracle_home_path $ORACLE_HOME \

-site_name infrastructure_middle_tier:port \
-config_mod_osso TRUE \

-mod_osso_url http://new_sso_host:new _sso_port \
-config_file file name.conf

Example:

ssoreg.sh \
-oracle_home_path S$SORACLE_HOME \
-site_name sso.mycompany.com:7777 \
-config_mod_osso TRUE \
-mod_osso_url http://sso.mycompany.com:7777 \
-config_file $ORACLE_HOME/Apache/Apache/conf/osso/osso-sso.conf
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Note: The command-line syntax and example shown here are for
UNIX.

For Windows, use the ssoreg.bat script, use a backslash (\) as the
directory path separator, and enter the full command on a single line.

c. Backup ORACLE_HOME/Apache/Apache/conf/osso/osso.conf, and
replace it with the content from the ORACLE_
HOME/Apache/Apache/conf/osso/osso-sso.conf file that you created
in the previous step.

4. Update the DCM repository.

SORACLE_HOME/dcm/bin/dcmetl updateconfig

5. Change the DAS operation URL.
a. Start the OID administration tool (oidadmin).
b. Loginas orcladmin.

c. Navigate to the DAS operation URL as shown below:
Entry management
cn=OracleContext
cn=Products
cn=DAS

cn=0perationURLs

d. Update orcldasurlbase with the following value:

http://new_sso_host:new_sso_port/

Example:

http://sso.mycompany.com: 7777/

e. Click Apply.
6. Restart the 10g infrastructure tier.

SORACLE_HOME/opmn/bin/opmnctl stopall
SORACLE_HOME/opmn/bin/opmnctl startall

7. Register the new mod_osso partner application for Oracle Portal 11g.

a. Change the directory to ORACLE_HOME/sso/bin in the 10g infrastructure
home.

b. Run the following script:

ssoreg.sh \
-site_name portal_middle_tier:port \
-config_mod_osso TRUE \
-oracle_home_path $ORACLE_HOME \
-mod_osso_url http://portal_host:port \
-config_file file_name.conf \
-admin_info cn=orcladmin \
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-remote_midtier

Example:

ssoreg.sh \
-site_name portal.mycompany.com:8090 \
-config_mod_osso TRUE \
-oracle_home_path $ORACLE_HOME \
-mod_osso_url http://portal.mycompany.com:8090 \
-config_file $ORACLE_HOME/Apache/Apache/conf/osso/osso-portal.conf \
-admin_info cn=orcladmin \
-remote_midtier

Note: The command-line syntax and example shown here are for
UNIX.

For Windows, use the ssoreg.bat script, use a backslash (\) as the
directory path separator, and enter the full command on a single line.

c. In the Oracle Portal 11g ORACLE_HOME, back up
/config/OHS/ohsl/osso.conf, and replace it with the content from the
ORACLE_HOME/Apache/Apache/conf/osso/osso-portal.conf file
that you created in the previous step.

8. Restart the WLS_PORTAL managed servers.

Restart Oracle Web Cache by selecting Control, and then Restart from the Web
Cache Home page in the Oracle Enterprise Manager 11g.

Finally, restart Oracle HTTP Server, by running the following command from:

ORACLE_INSTANCE\bin\opmnctl stopall
ORACLE_INSTANCE\bin\opmnctl startall

6.5 Configuring Oracle Portal to Use a Proxy Server

You can configure Oracle Portal to use proxy servers to connect to providers and Web
sites outside of your firewall.

Notes:

s Oracle Text uses these proxy server settings when indexing
URL content. See Section 10.3.6.4, "URL Index Proxy Settings"
for more information.

s To configure Oracle Portal to use a proxy server, you must be a
portal administrator.

s  For the Oracle recommended way of configuring secure
enterprise deployments, refer to the Oracle Fusion Middleware
Enterprise Deployment Guide for Java EE.

To specify a proxy server:
1. In the Services portlet, click Global Settings.

The Services portlet is on the Administer tab of the Builder page.
2. Click the Proxy tab.
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3. Inthe HTTP Proxy Host field, enter the address for the HI'TP proxy server that
you want to use to access applications outside your firewall, for example,
myproxy .mycompany . com. Do not prefix http: // to the proxy server name.

4. In the Port field, enter the port number for the proxy server. The port number
defaults to 80 if no value is specified.

Note: Contact your server administrator for the names of servers
running proxy software and their port numbers.

5. Click Add.

You can now use this proxy server for connections between the portal and Web
providers or WSRP producers. You can also use this proxy for other connections,
for example, to connect to the URLs specified for URL items.

6. In the Select Proxy section, choose the proxy server you want to use for such
connections. Choose None if you do not want to use a proxy server for
non-provider connections.

7. In the No Proxy Servers for Domains beginning with field, enter the domains for
which the proxy server should not be used.

Note: The domains must begin with a period (.), for example,
.mycompany . com. Separate multiple domains with a comma (,).

8. Click OK.

i You will find additional information about how to set up proxy servers in the paper "A
J M o Primer on Proxy Servers" on the Oracle Technology Network (OTN),
http://www.oracle.com/technology/.

6.6 Configuring Oracle Portal to Work with a Reverse Proxy Server

A reverse proxy server is a host process that is used as part of a firewall architecture to
isolate the internal hosts from the externally accessible host(s). It does this by
providing a proxy through which external requests must pass to access internal
services. Typically, a proxy server takes the form of a dual-homed host. This means
that it is a host with two network interface cards. One interface connects to the external
network, and the other interface connects to the internal network, or demilitarized
zone (DMZ) of the firewall.

Table 6-5 shows an architecture in which the browser accesses the server through the
hostname that is published by the proxy server. The proxy server then forwards the
request to the actual host within the firewall.

Caution: For this configuration to work properly, you must first
configure OracleAS Single Sign-On to work with the reverse proxy
server. Information on deploying OracleAS Single Sign-On with a
proxy server can be found in the Oracle Application Server Single
Sign-On Administrator’s Guide.
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Figure 6-5 Reverse Proxy Server Configuration
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For this example, consider the following:

Property Value

External server name www . abc . com

External server port 80

Internal server name internal.company .com
Web Cache listening port 8090

Web Cache Administration port 8091

Web Cache invalidation port 8093

OHS listening port 8888

Note: The name and port values used in this section are for
illustration purposes only, and you will need to substitute these with
your own. Refer to Managing Ports, in the Oracle Fusion Middleware
Administrator’s Guide.

Configuring Oracle Portal for the architecture depicted in Figure 6-5 involves the
following steps:

1. Configuring Your Reverse Proxy Server

2. Configuring the Virtual Host for Oracle HTTP Server

3. Configuring your Web Cache to Work with the Reverse Proxy Server

4. Configuring the Portal Middle Tier to Work with Reverse Proxy Server

6-32 Oracle Fusion Middleware Administrator's Guide for Oracle Portal



Configuring Oracle Portal to Work with a Reverse Proxy Server

5. Configuring the Oracle WebLogic Server to Work with Reverse Proxy Server
6. Configuring Loopback to the Internal Server

7. Configuring the osso.conf File
8

Veritying Your Configuration

Configuring Your Reverse Proxy Server

You can choose any proxy server to function as a reverse proxy. For example, you can
use Oracle Web Cache, Oracle HTTP Server, or Internet Information Services (IIS)
listener.

Note: This section describes how to configure Oracle HTTP Server as
a reverse proxy. It is assumed that you have set up and configured
Oracle HTTP Server to listen on port 80 and accessed as

www . abc . com. On some platforms, if you are using ports less than
1024, it requires additional configuration steps. For more information,
refer to the Oracle Fusion Middleware Administrator’s Guide.

To use the Oracle HTTP Server as a reverse proxy first install the standalone version of
the Oracle HTTP Server on the reverse proxy server. This section explains how to
configure the Oracle HTTP Server to pass incoming requests to Oracle Application
Server Single Sign-On, Oracle Delegated Administration Services and Oracle Portal,
and modify all HTTP headers so that only the identity of the reverse proxy server
computer is visible to clients. To configure the Oracle HTTP Server as a reverse proxy,
use the RewriteRule directive with the [P] (force proxy) flag to define URL
rewriting rules and to pass requests through mod_proxy. Add the Port and the
Rewrite directives in the httpd. conf file (ORACLE_INSTANCE\config\OHS\ohs1)
at a location by following the LoadModule directives.

ProxyPassReverse / http://internal.company.com:8090
RewriteEngine On
RewriteRule *~/(.*) http://internal.company.com:8090/$1 [P]

Restart your Oracle HTTP Server:

ORACLE_INSTANCE\bin\opmnctl restartproc process-type=0HS

Configuring the Virtual Host for Oracle HTTP Server

On the middle-tier where the Portal is running, set the ServerName directive to point
to the server name of the reverse proxy, so that self-referential URLs rendered on
Oracle Portal pages are valid for the browser. To do this, complete the following steps:

1. Define a virtual host for the Oracle HTTP Server instance that will be used for the
reverse proxy, by using the Create Virtual Host wizard, as explained in
Section 6.4.1.1, "Create the Virtual Host for www.xyz.com", with the following
exceptions:

s Specify www.abc . comin the Server Name field.
»  Specify 80 for the Port directive in the Virtual Host container.

2. Define a virtual host for the Oracle HTTP Server instance that is the Apache Server
installed with Oracle Portal, by using the Create Virtual Host wizard, as explained
in Section Section 6.4.1.1, "Create the Virtual Host for www.xyz.com", with the
following exceptions:

»  Specify internal.company.comin the Server Name field.
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»  Specify 8090 for the Port directive in the VirtualHost container.

After you have configured the virtual host, open the ht tpd. conf file using the
Oracle Enterprise Manager 11¢g Fusion Middleware Control as follows:

a. Expand Web Tier and click the Oracle HTTP Server (ohsl) link for your Oracle
Portal instance.

b. Inthe Oracle HTTP Server home page, select Administration, and then
Advanced Configuration.

c. Inthe Advanced Server Configuration page, select httpd.conf from Select
File option, and click Go.

d. Edit the following syntax in the ht tpd. conf file:

NameVirtualHost *:8888
<VirtualHost *:8888>
ServerName http://www.abc.com:80
RewriteEngine On
RewriteOptions inherit
UseCanonicalName Off
</VirtualHost>

<VirtualHost *:8888>
ServerName internal.company.com:8090
RewriteEngine On
RewriteOptions inherit
UseCanonicalName Off

</VirtualHost>

e. Restart your Oracle HTTP Server:

ORACLE_INSTANCE\bin\opmnctl restartproc process-type=0HS

Configuring your Web Cache to Work with the Reverse Proxy Server

To configure the reverse proxy for Web Cache, you must define a site that matches the
virtual host entry, created in the previous section and then create ordered mappings of
site to the origin server using the Oracle Fusion Middleware Control. To do this
complete the following steps:

1.
2.

Navigate to the Web Cache Home page in Enterprise Manager.
From the Web Cache menu, select Administration, and then Sites.
The Sites page is displayed.

From the Site Definitions section, click Create.

The Create Site Definition page is displayed.

Enter the following information:

s Host: www.abc . com

s Port: 80

In the Aliases section, click Create to create a new alias.

Enter the following information:

s Host: internal.company.com

s Port: 8090

Accept the default settings for the remaining fields.
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7. Click OK.

Note: Itis recommended that you delete your unused sites, so that
webcache allows only certain types of URLs.

8. From the Sites page, in the Site-to-Server Mapping section, click Create.
The Create Site-to-Server Mapping Definition page is displayed.

9. Enter the following information in the Create Site-to-Server Mapping section:
s Host Pattern: www . abc . com
= Port Pattern: 80

10. In the Origin Servers section, select internal.company.com:8888 from All Origin
Servers, and move it to Selected Origin Servers.

11. Click OK.

12. Restart your Oracle Web Cache by selecting Control, and then Restart from the
Web Cache Home page in the Oracle Enterprise Manager 11g.

Configuring the Portal Middle Tier to Work with Reverse Proxy Server

Oracle Portal maintains some information related to the URL used to access Portal,
you must update the portal middle tier configuration as follows:

1. Navigate to the Portal Home page in the Enterprise Manager.
2. From the Portal menu, select Settings, and then Wire Configuration.
The Portal Wire Configuration page is displayed.

3. Enter the following information under Portal Middle Tier section in the Portal
Wire Configuration page:

s Published Host Name: www . abc . com
s Listening Port: 80
4. Click Apply.
5. Restart your managed server (WLS_PORTAL).

Configuring the Oracle WebLogic Server to Work with Reverse Proxy Server
You need to configure the HTTP settings for www . abc . com as follows:

1. Log in to Oracle WebLogic Server Administration Console.

2. If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

3. In the left pane of the Console, expand Environment and select Clusters.
4. Select the cluster server and, then the HTTP tab.
5. Inthe HTTP page enter the following information:
s Frontend Host: www . abc . com
s Frontend HTTPPort: 80
6. Click Save.
7. Restart your managed server (WLS_PORTAL).
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Configuring Loopback to the Internal Server

To improve performance and to ensure that seeded providers work correctly, the local
HOSTS file must be used to resolve domain names that are not normally visible to the
internal network. For more information about this loopback connection, refer to
Section 1.2.2.2, "How Does Communication Flow in Oracle Portal?".

For example, the Oracle Fusion Middleware host for internal . company . com
makes requests to itself, but the URLs that it is requesting are referring to

www . abc . com. You must create host entries in the local HOSTS file on that machine,
allowing it to resolve this name within the firewall, and ensure that you add an entry
for the proxy machine in the /etc/hosts file on the database machine. This step is
required for the database machine to resolve the address of the proxy machine on the
network. The hosts entry for this example in Windows should include the following
lines:

# This is a sample HOSTS file used by Microsoft TCP/IP
# for Windows NT/2000.

127.0.0.1 localhost

123.45.67.8 www.abc.com

If you do not provide these entries in the local HOSTS file, then you must set the
Oracle Fusion Middleware host to recognize a proxy server that would take the
request out to the Internet and back in through the reverse proxy (www. abc . com), or
configure the reverse proxy server's internal interface to respond to www. abc . com.

Note: On some platforms, such as HP-UX, there is a file that
indicates the search order that should be applied to the sources for IP
name mapping. For the preceding example to work, if such a file
exists on your platform, make sure that it specifies the local hosts file
to be checked for IP mapping, before any DNS servers.

Configuring the osso.conf File
You must configure the osso. conf file as follows:
1. Run ssoreg. shlocated in ORACLE_HOME/sso/bin (Unix) from your Identity

Management instance to register the virtual host for which mod_osso facilitates
single sign-on.
The following example shows the usage of ssoreg.sh in UNIX:
SORACLE_HOME/sso/bin/ssoreg.sh
-site_name www.abc.com:80
-config_mod_osso TRUE
-mod_osso_url http://www.abc.com:80
-update_mode MODIFY

-remote_midtier
-config_file/tmp/osso.conf

On Windows, you must run ssoreg.bat instead.
2, Backupthe osso.conf file.

3. Copy the osso.conf file to the ORACLE_INSTANCE/config/OHS/ohsl
directory.

Verifying Your Configuration

After completing the configuration procedures, you can verify your configuration now
by accessing the Oracle Portal using the proxy host name and port at
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http://www.abc.com/portal/pls/portal. Hover over the URLs to ensure that
they all show up as www.abc . com and not internal . company . com and the port
number in the browser should not be 8090 or 8888.

6.7 Managing Oracle Portal Content Cached in Oracle Web Cache

Oracle Web Cache offers caching, page assembly, and compression features. Oracle
Web Cache accelerates the delivery of both static and dynamic Web content, and
provides load balancing and failover features for Oracle Fusion Middleware. Refer to
Section 1.3, "Understanding Caching in Oracle Portal" for an overview of how caching
works in Oracle Portal.

This section discusses how to configure Oracle Portal to work with Oracle Web Cache.
This section contains the following topics:

= Managing Oracle Web Cache

= Configuring Portal Web Cache Settings Using Oracle Enterprise Manager

s Configuring Portal Web Cache Settings Using WLST

»  Managing Portal Content Cached in Oracle Web Cache

»  Clearing the Cache Invalidation Queue Through SQL*Plus

= Managing the Invalidation Message Processing Job

6.7.1 Managing Oracle Web Cache

In previous releases, you had to use Oracle Web Cache Manager to configure Oracle
Web Cache. In this release you can use Oracle Enterprise Manager 11g Fusion
Middleware Control to configure Oracle Web Cache and update the Oracle Web Cache
configuration file, webcache . xml. Refer to Oracle Fusion Middleware Administrator’s
Guide for Oracle Web Cache for more information.

6.7.2 Configuring Portal Web Cache Settings Using Oracle Enterprise Manager

Use the Oracle Enterprise Manager 11g Fusion Middleware Control to change Oracle
Web Cache settings that Oracle Portal uses, such as the host name, and the
invalidation port number. You configure these settings on the Portal Wire
Configuration page.

See Also: Section 8.2.2.6, "Portal Wire Configuration Page" for a
detailed description of how to use the Portal Wire Configuration

page.

6.7.3 Configuring Portal Web Cache Settings Using WLST
You can use the WLST (Online) command for Portal Web Cache to:

= Listing the Attributes
»  Updating the Attributes

6.7.3.1 Listing the Attributes
To List the attributes of Web Cache configuration used by the Portal repository:

Syntax
listPortalWebcacheConfigAttributes ([dad_name])
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Argument Definition

dad_name Optional. Name of the Database Access Descriptor. Default DAD
name is 'portal.

Example

The following example lists the Web Cache configuration used by the Portal
repository. The Web Cache host name to which the invalidation messages are sent, the
invalidation user name, password and the invalidation port to which the invalidation
messages are sent are listed.

listPortalWebcacheConfigAttributes (dad_name='portal')

WebCache Host: foo.oracle.com

WebCache Invalidation Password: invalidator
WebCache Invalidation Port: 6523

WebCache Invalidation User: invalidator

6.7.3.2 Updating the Attributes
To List the attributes of Web Cache configuration used by the Portal repository:

Syntax

setPortalWebcacheConfig([dad_name], [host], [inv_port], [inv_user], [inv_passwd])

Argument Definition

dad_name Optional. Name of the Database Access Descriptor. Default DAD
name is 'portal.

host Optional. The name of the Web Cache host to which invalidation
messages are sent.

inv_port Optional. The Web Cache port number to which invalidation
messages are sent.

inv_user Optional. The user name used for sending the invalidation messages.

inv_password Optional. Web Cache invalidation password.

Example

The following example updates the Web Cache configuration based on the specified

values.

setPortalWebcacheConfig(dad_name='portal', host='example.mycompany.com', inv_
port='6523",inv_user='invalidator', inv_passwd='invalidator')

6.7.4 Managing Portal Content Cached in Oracle Web Cache

From the Oracle Portal user interface, you can perform various other tasks to manage
portal content cached in Oracle Web Cache. You can either clear the entire portal
content cached in Oracle Web Cache, or clear content for each portal user.
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Caution: Clearing the cache results in cache misses on subsequent
requests and may degrade the Portal’s performance until the cache is
repopulated.

You may want to clear the cache if a user's group membership has changed, to remove
the cache entries for that user, so that he or she has new privileges. Similarly, if you
change a user or group's privileges on an object, you can clear the cache entries for that
object.

To clear the entire cache, or to clear the cache for a particular user, you must be the
portal administrator. To clear the cache for a particular portal object, you must have at
least Manage privileges on the object.

The following sections describe the actions that can be performed using Oracle Portal
in more detail:

s Clearing the Entire Web Cache

s Clearing the Cache for a Particular User

= Setting the Expiry Time for Invalidation-based Caching
s Clearing the Cache for a Particular Portal Object

6.7.4.1 Clearing the Entire Web Cache

You can clear the entire Web Cache by performing the following steps:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. C(lick the Cache tab.
3. Select Clear The Entire Web Cache.
4. Click Apply or OK to clear the cache.

Note: This clears all the page URLs and style sheets but not the
portal images.

6.7.4.2 Clearing the Cache for a Particular User
You can clear the cache for a particular user by performing the following steps:

1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. Click the Cache tab.

3. In the Clear Cache For User field, enter the name of the user for whom you want
to clear the cache.

Note: If you are not sure of the user name, click the Browse Users
icon and select from the list provided.

4. Click Apply or OK to clear the cache for the specified user.
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Note: Alternatively, you can clear the cache for a particular user by
editing the user's portal profile.

6.7.4.3 Setting the Expiry Time for Invalidation-based Caching

With invalidation-based caching, a cache entry is purged when the portal or a provider
sends a message informing Oracle Web Cache that the object has changed (for
example, when an item is edited). However you can also set an expiry time for cache
entries. A cache entry that reaches this time limit is purged, even if Oracle Web Cache
has not received an invalidation message for it.

Note: To set the expiry time for invalidation-based cache entries, you
must be the portal administrator.

To set the expiry time for invalidation-based cache entries:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on
the Portal Builder page.

2. C(lick the Cache tab.

3. In the Maximum Expiry Time field, enter the maximum amount of time (in
minutes) a cache entry should remain in the cache before being purged.

Note: Choosing a small value for this leads to cache misses more
frequently because the cache expires more often. However, choosing a
large value might lead to stale content. Avoid a value of 0 because it
makes all the portal content non-cacheable.

4. Click OK.

6.7.4.4 Clearing the Cache for a Particular Portal Object

You can clear cache entries for page groups, pages, Portal Templates for pages, portlets
in the Portlet Repository, Portal DB Providers, and Portal DB Provider components, by
performing the following steps:

1. In the Navigator, drill down to the object with which you want to work.

= For page groups, pages, and Portal Templates for pages, click Properties, then
click the Access tab.

»  For Portal DB Providers, and Portal DB Provider components, click Grant
Access.

= For portlets, click Edit Root Page next to the Portlet Repository page group,
drill down to the page that contains the portlet, click the Actions icon next to
the portlet, and then click Access.

2. C(Click Clear Cache.
3. C(lick OK.
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6.7.5 Clearing the Cache Invalidation Queue Through SQL*Plus

Sometimes, the cache invalidation queue can grow excessively large as a result of user
actions. For example, repeated granting of security privileges on a page to a group
with a large number of members will place one soft invalidation in the queue for every
user for every grant.

Some soft invalidations may not be necessary, but Oracle Portal may not be able to
determine this. For example, if a group's privileges on a page are upgraded from View
to Fully Personalize, and no member of the group has viewed the page yet, then no
invalidation is necessary. However, Portal does not have a record of who has viewed
the page. Therefore, it proceeds with the soft invalidation configured to use the
security change.

The portal administrator can check the number of soft invalidations in the queue by
executing the following query in SQL*Plus as the portal schema owner:

select count (1) from wwutl_cache_inval_msg$ where process_type=2;

The portal administrator can check the total number of invalidations, hard or soft, in
the queue by executing the following query in SQL*Plus as the portal schema owner:
select count (1) from wwutl_cache_inval_msgs$;

The number of rows in the table wwutl_cache_inval_msg$ that can be considered
excessive depends, to some extent, on the speed of the infrastructure running the
database. Typically, 50000 messages will slow down the soft invalidation job, and

sending 50000 invalidation messages to Oracle Web Cache will introduce a network
load, as Oracle Portal communicates with the Oracle Web Cache invalidation port.

If the soft invalidations are found to be unnecessary, the portal administrator can
perform the following query in SQL*Plus as the portal schema owner:

delete from wwutl_cache_inval_msg$ where process_type=2;

This removes soft invalidations from the queue.

If the soft invalidations are necessary but there is an excessively large number, the
portal administrator can clear the cache invalidation queue using the following
command:

truncate table wwutl_cache_inval_msg$;
The portal administrator should then clear the entire cache through the Oracle Portal

user interface. Refer to Section 6.7.4.1, "Clearing the Entire Web Cache" for information
about performing this task.

6.7.6 Managing the Invalidation Message Processing Job

Oracle Portal uses invalidation messages to expire objects in the cache. You can use the
cachjsub. sql script to configure the frequency at which the invalidation job
executes. Refer to Section B.1, "Managing the Invalidation Message Processing Job
Using cachjsub.sql" for more information and instructions on how to run
cachjsub.sqgl.

6.8 Configuring Oracle Portal to Use a Dedicated Oracle Web Cache
Instance

You can deploy Oracle Web Cache on a dedicated server that front-ends one or more
Oracle Portal middle-tier servers. Oracle Web Cache performs well even on
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commodity hardware, so a dedicated deployment does not have to be costly in terms
of hardware expenditure. In general, it is recommended to use a computer with 1 GB
of memory. Both the cache server and middle-tier server need to use a high speed
network card to ensure site performance. Refer to Section 1.3, "Understanding Caching
in Oracle Portal" for an overview of how caching works in Oracle Portal.

To set up this topology, the administrator of the Web site needs to disable the Oracle
Web Cache that was installed on the same computer as Oracle Portal middle tier,
and set up a new Oracle Web Cache instance on a dedicated server. Figure 6-6
shows the topology where Oracle Portal uses a dedicated Oracle Web Cache
instance.

Figure 6—6 Oracle Portal Using a Dedicated Oracle Web Cache Instance

Oracle
Infrastructure

Oracle Fusion hfddlewars 1

Oracle Fusion hiddleware 2

6.8.1 Understanding Installation Prerequisites and Requirements

s For the Oracle Portal middle tier, you must install OracleAS Infrastructure first,
and then the Portal middle tier.

= After installing the OracleAS Infrastructure and middle tier on their respective
servers, install Oracle Web Cache on a dedicated server.

6.8.2 Configuring a Dedicated Oracle Web Cache

Oracle Universal Installer automatically configures and starts Oracle Portal middle tier
and Oracle Web Cache on the same computer during the Oracle Portal middle-tier
installation. You need to disable the Oracle Web Cache installed on the Oracle Portal
middle-tier computer that is not used, and configure the dedicated Oracle Web Cache
installed on a different computer to communicate with Oracle Portal middle tier.

Configuring a dedicated Oracle Web Cache for Web site: www . company . com, port
number: 7777 involves the following six tasks:

s Task 1: Verify That the Oracle Web Cache on the Dedicated Server Is Running
s Task 2: Configure Oracle Web Cache on the Dedicated Server

»  Task 3: Stop the Unused Oracle Web Cache on the Middle-Tier Server

s Task 4: Configure Oracle Portal Middle Tier with Oracle Web Cache Settings
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s Task 5: Configure Virtual Host Settings for Oracle HTTP Server
»  Task 6: Re-Registering the Oracle HI'TP Server Partner Application

6.8.2.1 Task 1: Verify That the Oracle Web Cache on the Dedicated Server Is
Running

To properly configure Oracle Web Cache on the dedicated server, Oracle Web
Cache needs to be up and running. Refer to the Oracle Fusion Middleware
Administrator’s Guide for information about how to start, stop, restart, and view the
status of Oracle Web Cache on the Fusion Middleware Control home page.

6.8.2.2 Task 2: Configure Oracle Web Cache on the Dedicated Server

To properly configure Oracle Web Cache on the dedicated server, you will need the
origin server information from the Oracle Web Cache installed on the same
computer as Oracle Portal middle tier. To modify the origin server properties setting
from the dedicated Oracle Web Cache instance, follow the instructions in section
2.11.2 Task 2: Specify Origin Server Settings, from the Oracle Fusion Middleware
Administrator’s Guide for Oracle Web Cache.

6.8.2.3 Task 3: Stop the Unused Oracle Web Cache on the Middle-Tier Server

This task is optional. To save resources on the Oracle Portal middle-tier server, follow
the instructions in the Oracle Fusion Middleware Administrator’s Guide to stop the
unused cache on the middle-tier server. This cache instance will not be used for this
deployment option.

6.8.2.4 Task 4: Configure Oracle Portal Middle Tier with Oracle Web Cache Settings

Oracle Portal middle tier needs to know the Oracle Web Cache Listen ports, the
invalidator user name, invalidator password settings, and so on. You need to apply the
new host name and port number of the dedicated Oracle Web Cache to Oracle
Portal middle tier by modifying these settings in the Portal Wire Configuration page:

1. Inthe Oracle Enterprise Manager 11g, select Portal in the System Components
section. The Oracle Portal Home page appears.

2. Right click Portal, and select Settings > Wire Configuration.

3. Click the Portal Web Cache Settings link from the Administration section. The
Portal Web Cache Settings page appears.

4. On the Portal Wire Configuration page, under Portal Midtier modify the Host
field with proper host name: www . company . com, modify the Listening Port field
with proper port number 7777.

5. Review the other Web Cache Settings, like Invalidation Host, to match the cache
information on the dedicated server and click Apply. See the online Help for
guidance on changing the default ports and password settings.

6.8.2.5 Task 5: Configure Virtual Host Settings for Oracle HTTP Server

You must create virtual host entries in the httpd. conf file of the Oracle HTTP
Server that is part of the Oracle Portal middle tier, with the dedicated Oracle Web
Cache settings. In this example, you will set up virtual host name www . company . com
and port number 7777 (same as the dedicated Oracle Web Cache Listen port). The
virtual host name and port number must be consistent with the site definition value
defined in Oracle Web Cache. To do this, perform the following tasks:

1. Configure Virtual Hosts Settings, as follows:
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a. Log in to the Oracle Enterprise Manager.

b. From the Oracle Enterprise Manager home page, expand Web Tier and select
the HTTP Server for your instance.

c. Go to HTTP Server >Administration, and select Virtual Hosts.
d. Click Create.
e. On the Create Virtual Host page, provide the information listed in Table 6-3.

Table 6-3 Virtual Host Information

Virtual Host Information Value
Virtual Host Name Select Use existing listen address.
Server Name Your Domain name, www.company.com
Document Root Directory ORACLE_
INSTANCE\config\OHS\ohsl\htdocs
Directory Index Can be left blank
Administration E-Mail Address Valid e-mail address
Type name-based
f. Click OK.

Note: Do not restart your Oracle HTTP Server.

2. After you have configured the virtual host, open the ht tpd. conf file (located at
ORACLE_INSTANCE\config\OHS\ohsl) using a text editor and add the Port
and the Rewrite directives in the VirtualHost container, as follows (shown in
bold text): syntax:

NameVirtualHost *:8888

<VirtualHost *:8888>
ServerName http://www.company.com:7777
RewriteEngine On
RewriteOptions inherit

</VirtualHost>

6.8.2.6 Task 6: Re-Registering the Oracle HTTP Server Partner Application

For information about Re-registering the Oracle HTTP Server Partner application, see
Re-register the Oracle HTTP Server Partner Application.

6.9 Configuring the Cluster Environment After Installation

Portal Configuration includes configuring the middle tier in the filesystem and the
repository in the database. For post install configuration changes in the cluster
environment, you must update and replicate both these types of configurations in each
of the nodes.
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6.9.1 Middle Tier Configuration

You must update the middle tier (file system) configuration, for each nodes of the
cluster configuration. You can update the midtier configuration, by performing one of
the following:

Login to the Oracle Enterprise Manager 11g, and perform the following:

= To change the Portal Cache configuration, from the Portal home page, select
Portal, Settings, and then Portal Cache to display the Portal Cache Configuration
page. Make the required changes and click Apply. If you want to use the WLST
commands, see Configuring the Portal Cache Using WLST.

s To change the Page Engine configuration, from the Portal home page, select Portal,
Settings, and then Page Engine to display the Page Engine Configuration page.
Make the required changes and click Apply. If you want to use the WLST
commands, see Configuring the Parallel Page Engine Using WLST.

6.9.2 Repository Configuration

You must update the repository configuration (database) only once in a cluster
configuration, as the updates are made to the backend Portal schema in the database
that is shared by all the nodes of the cluster. However the repository configuration can
be run repeatedly for each of the nodes like the midtier configuration. To update the
repository configuration. login to the Oracle Enterprise Manager 11¢ Fusion
Middleware Control, and from the Portal menu, select Settings, and then Wire
Configuration, to display the Portal Wire Configuration page. Make the required
changes and click Apply.

If you want to use WLST commands, see Configuring Oracle Portal Using WLST.

6.10 Configuring OracleAS Wireless

In case of multiple middle-tier installations, the first configured OracleAS Wireless
service URL is stored in the Oracle Portal instance. You can change this to your choice
of OracleAS Wireless service by running the cfgiasw.pl script. Refer to Section B.6,
"Using the cfgiasw Script to Configure Mobile Settings" for more information.

Note: You can also change the URL to your choice of OracleAS
Wireless service by running the portalRegistrar script in the
Oracle Application Server middle tier selected for the OracleAS
Wireless service. Refer to the Oracle Application Server Wireless
Administrator’s Guide for more information about configuring
OracleAS Wireless.

6.11 Changing the Oracle Portal Schema Password

This section provides information about changing schema passwords for both default
and nondefault Oracle Portals. For information on how to retrieve the Portal schema
password, refer to Section 5.6.10, "Retrieving the Portal Schema Password". The Oracle
Portal schema password is created when you load the Portal schema through RCU,
and is required for some operations where you need to log in to the Portal schema. The
Portal schema password is stored in a an LDAP-Based Credential Store. An
LDAP-based policy store is specified in the configuration file jos-config.xml with
the element serviceInstance, as illustrated in the following example, which shows

Advanced Configuration 6-45



Changing the Oracle Portal Schema Password

the specification of an LDAP-base credential store using an Oracle Internet Directory
LDAP server:

<servicelInstance name="someInstance" provider="some_ldap_provider">

<property name="credstore.type" value="0ID"/>
<property name="ldap.url" value="ldap://someURL"/>

</servicelnstance>

The default location of the file jps-config.xml is DOMAIN_
HOME\config\fmwconfig.

To Change the Oracle Portal Schema Password, perform the following;:
= Depending on your Portal Instance, choose one of the following option:
- Changing the Schema Password for a Default Oracle Portal Instance
- Changing the Schema Password for a Nondefault Oracle Portal Instance

s Changing the Portal Credentials

6.11.1 Changing the Schema Password for a Default Oracle Portal Instance

For information about changing the Oracle Portal schema password for the default
Oracle Portal instance, refer to the section on changing Oracle Metadata Repository
schema passwords, in the Oracle Fusion Middleware Administrator’s Guide.

Note: By default, an Oracle Portal middle tier is made up of one
portal instance. Both the DAD name and the Oracle Metadata
Repository schema name for this instance are portal. The section on
changing Oracle Metadata Repository schema passwords in the
Oracle Fusion Middleware Administrator’s Guide describes how to
change the schema password for this default Oracle Portal instance.

6.11.2 Changing the Portal Credentials

You can change the Portal credentials using the following option:
= Managing Portal Credentials Using Oracle Enterprise Manager
= Managing Portal Credentials Using WLST Commands

6.11.2.1 Managing Portal Credentials Using Oracle Enterprise Manager
This section explains the steps you follow to manage credentials in a domain
credential store with Oracle Enterprise Manager.

1. Log in to Oracle Enterprise Manager and navigate to WebLogic Domain >
Domain Name. Right click Domain Name, and select Security > Credentials, to
display the Credentials page.

The area Credential Store Provider is read-only and, when expanded, displays the
credential store provider currently in use in the domain.

The table below this read-only area allows creating, editing, and searching
credentials.
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2. Atany point, use the button Delete to remove a selected item (key or map) in the
table. Note that deleting a credential map, deletes all keys in it. Similarly, use the
button Edit to view or modify the data in a selected item.

3. To display credentials matching a given key name, enter the string to match in the
box Credential Key Name, and then click the blue button to the right of it. The
result of the query is displayed in the table.

4. To redisplay the list of credentials after examining the results of a query, right click
Classic Domain and select Security > Credentials.

Create a New Credential Map
To create a new credential map:

1. Click Create Map to display the Create Map dialog.
2. In this dialog, enter the name of the map for the credential being created.

3. Click OK to return to the Credentials page. The new credential map name is
displayed with a folder icon in the table.

Add a New Key
To add a new key to a credential map:

1. Click Create Key to display the Create Key dialog.

2. In this dialog, select a map from the pull-down list Select Map where the new key
will be inserted, enter a key in the text box Key, select a type from the pull-down
list Type (the appearance of the dialog changes according to the type selected),
enter the required data.

3. Click OK when finished to return to the Credentials page. The new key is shown
under the map icon corresponding to the map you selected.

6.11.2.2 Managing Portal Credentials Using WLST Commands

WLST supports the following online commands to administer credentials:
n  listCred

= updateCred

= createCred

s deleteCred

listCred

The command 1istCred returns the list of attribute values of a credential in the
domain credential store with given map name and key name. This command lists the
data encapsulated in credentials of type password only.

Script Mode Syntax

listCred -map mapName -key keyName

Interactive Mode Syntax

listCred (map="mapName", key="keyName")

The meanings of the arguments (all required) are as follows:

= map specifies a map name (folder).
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= key specifies a key name.
Example

The following invocation returns all the information (such as user name, password,
and description) in the credential with map name myMap and key name myKey:

listCred -map myMap -key myKey

updateCred

The command updateCred modifies the type, user name, and password of a
credential in the domain credential store with given map name and key name. This
command updates the data encapsulated in credentials of type password only.

Script Mode Syntax

updateCred -map mapName
-key keyName
-user userName
-password passWw
[-desc description]

Interactive Mode Syntax

updateCred (map="mapName", key="keyName", user="userName", password="passiW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets)
are as follows:

= map specifies a map name (folder) in the credential store.

= key specifies a key name.

= user specifies the credential user name.

» password specifies the credential password.

= desc specifies a string describing the credential.

Example

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:

updateCred -map myMap
-key myKey
-user myUsr
-password myPassw
-desc "updated usr name and passw to connect to app xyz"

createCred

The command createCred creates a new credential in the domain credential store
with a given map name, key name, user name and password. This command can
create a credential of type password only.

Script Mode Syntax

createCred -map mapName
-key keyName
-user userName
-password passiW
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[-desc description]

Interactive Mode Syntax

createCred (map="mapName", key="keyName", user="userName", password="passiW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets)
are as follows:

= map specifies the map name (folder) of the new credential.

= key specifies the key name of the new credential.

= user specifies the new credential user name.

= password specifies the new credential password.

= desc specifies a string describing the new credential.

Example

The following invocation creates a new password credential with the specified data:

createCred -map myMap
-key myKey
-user myUsr
-password myPassw
-desc "new passw cred to connect to app xyz"

deleteCred

The command deleteCred removes a credential with given map name and key name
from the domain credential store.

Script Mode Syntax

deleteCred -map mapName -key keyName
Interactive Mode Syntax

deleteCred (map="mapName", key="keyName")

Example

= map specifies a map name (folder).
= key specifies a key name.
Example

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred -map myMap -key myKey

6.11.3 Changing the Schema Password for a Nondefault Oracle Portal Instance

Typically, you use Fusion Middleware Control to change the Oracle Portal schema
password, but in the case of a portal instance whose schema resides outside the Oracle
Metadata Repository, you have to change the portal schema password using
SQL*Plus.

Follow these steps to change schema passwords directly in the database:

1. Connect to the database as a user with SYSDBA privileges.
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2. Enter the following command:

SQL> ALTER USER <schema> IDENTIFIED BY <new_password>;

For example, to change the PORTAL30 schema password to "abc123":
SQL> ALTER USER PORTAL30 IDENTIFIED BY abcl23;
After this, you have to update the Database Access Descriptor (DAD) with the new

password. Perform the following steps to update the DAD update the attributes of the
Portal DAD using the following WLST(online) command:

updatePortalDad (name, [schema], [password], [connect_string], [nls_language])

This will update the portal_dads.conf, and then restart your managed server
(WLS_PORTAL).

6.12 Configuring Oracle Portal Using WLST

This section provides information on using WLST as an option for the following Portal
configuration:

= Configuring Portal Middle Tier
s Configuring Portal Site Attributes

= Configuring Portal Oracle Internet Directory Attributes

Note: You need to restart your managed server after making the
configuration changes.

See: Chapter 8, "Monitoring and Administering Oracle Portal" for
performing the task using the Enterprise Manager.

6.12.1 Configuring Portal Middle Tier

You can use the following WLST Online command to updates the Portal repository
with the Portal midtier configuration:

Syntax

setPortalMidtierConfig([dad_name], [ohs_host], [ohs_port], [ohs_protocol],

[webcache_host], [webcache_inv_user], [webcache_inv_port], [webcache_inv_passwd])

Argument Definition

dad_name Optional. Name of the Database Access Descriptor. Default DAD
name is 'portal.

ohs_host Optional. Oracle HTTP Server host name.

ohs_port Optional. Oracle HTTP Server port number.

ohs_protocol Optional. Oracle HTTP Server protocol.

webcache_host Optional. The name of the Web Cache host to which invalidation
messages are sent.

webcache_inv_user Optional. The Web Cache user name used for sending the

invalidation messages.
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Argument Definition

webcache_inv_port Optional. The Web Cache port number to which invalidation
messages are sent.

webcache_inv_passwd Optional. Web Cache invalidation password.

Example
The following example updates the Portal midtier configuration based on the specified
values.

setPortalMidtierConfig(dad_name='portall', ohs_host='foo.oracle.com',ohs_
port='8090"',ohs_protocol=false,webcache_host="'foo.oracle.com',webcache_inv_user=
'invalidator',webcache_inv_port='6523"',webcache_inv_passwd='invalidator")

6.12.2 Configuring Portal Site Attributes

You can use the WLST (Online) command to list the attributes of the portal site
configuration:

Syntax
listPortalSiteConfigAttributes ([dad_name])

Argument Definition

dad_name Optional. Name of the Database Access Descriptor. Default DAD
name is 'portal.

Example

The following example lists the Portal site configuration. Site protocol can be true or
false. HTTP is the protocol when site protocol is false and HTTPS is the protocol when
the site protocol is true. The site host name and port number are also listed.

listPortalSiteConfigAttributes ([dad_name])

Site Protocol: false
Site Host: foo.oracle.com
Site Port: 8090

6.12.3 Configuring Portal Oracle Internet Directory Attributes

You can use the WLST(Online) command to list and update the attributes of the Oracle
Internet Directory configuration:

6.12.3.1 Listing the Attributes

To list the attributes of the Oracle Internet Directory configuration, do the following:

Syntax
listPortalOIDConfigAttributes ([dad_name])
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Argument Definition

dad_name Optional. Name of the Database Access Descriptor. Default DAD
name is 'portal.

Example

The following example lists the Oracle Internet Directory data, which includes the
Oracle Internet Directory host name and port number.

listPortalOIDConfigAttributes (dad_name='portall')
listPortalOIDConfigAttributes('portall')

OID Port: 13060
OID Host: foo.oracle.com

6.12.3.2 Updating the Attributes

To update the attributes of the Oracle Internet Directory configuration, do the

following:

Syntax

setPortalOIDConfig ([dad_name], [host], [port], [protocol], [admin_user], [admin_

passwd])

Argument Definition

dad_name Optional. Name of the Database Access Descriptor. Default DAD
name is 'portal.

host Optional. Oracle Internet Directory host name.

port Optional. Oracle Internet Directory port number.

protocol Optional. Oracle Internet Directory protocol.

admin_user Optional. Oracle Internet Directory administrator's name.

admin_passwd Optional. Oracle Internet Directory administrator's password.

Example

The following example updates the OID configuration based on the specified values.

setPortalOIDConfig(dad_
name='portall', host="'foo.oracle.com',port='13060",protocol=false,admin_
user='cn=orcladmin',admin_passwd="'oraclel")
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Securing Oracle Portal

One of the most important aspects of any portal solution is security. The ability to
control user access to Web content and to protect your site against people breaking
into your system is critical. This chapter describes the Oracle Portal security
architecture in the following topics:

= About Oracle Portal Security
s Configuring Oracle Fusion Middleware Security Framework for Oracle Portal

s Configuring Oracle Portal Security

See Also:
»  Oracle Fusion Middleware Security Guide

»  Oracle Fusion Middleware Getting Started with Oracle Identity
Management

About Oracle Portal Security

The following sections provides an overview of the Oracle Portal security and how it
works with the Oracle Fusion Middleware Security Framework.

s Oracle Portal Security Model

»  Classes of Users and Their Privileges

= Resources Protected

= Authorization and Access Enforcement

= Authorization Modification

= Leveraging Oracle Fusion Middleware Security Services
= Leveraging Oracle Identity Management Infrastructure
s Configuring Dynamic Groups

=  Security for Portlets

»  Securing Access to Web Services Remote Portlets

= Securing the OmniPortlet and Simple Parameter Form
= Securing the Web Clipping Provider

= Securing the Federated Portal Adapter

= Securing OraDAV
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Oracle Portal Security Model

When you make content available on the Web, it is very likely that you need to restrict
access to at least some parts of it. For example, it is unlikely that you want every user
to be able to see every document on your site. It is even less likely that you want every
user to be able to change every document on your site. Oracle Portal provides a
comprehensive security model that enables you to completely control what users can
see and change on your Web site.

Before a user logs on to Oracle Portal, they can only view the content that the content
contributors designate as public. Public content can be viewed by any user who knows
the URL of a portal object (for example, a page) and can connect to the computer
where it is stored. The user sees only those aspects of the object that are designated as
public, such as the public portlets. If the object has no public contents, then the user is
denied access to it.

Once the user logs in to the portal, they may or may not be able to see and change
content depending upon their access privileges. Typically, an authenticated user can
see and do more in the portal than a public user. For example, an authenticated user
might see items or portlets on the page that the public user cannot view. An
authenticated user might also be able to add and edit content, and change properties,
privileges that would typically be denied to a public user. In the portal, you can
control access to objects (pages, items, or portlets) by user and group. That is, you
might grant access privileges for a page to specific named users, user groups, or a
combination of both.

To support this flexible approach to controlling access to Web content, Oracle Portal
leverages the other components of Oracle Fusion Middleware and Oracle Database to
provide strong protection for your portal. Oracle Portal interacts with all of the
following components to implement its security model:

= Oracle Application Server Single Sign-On authenticates users, who are attempting
to gain access to non-public areas of your portal.

s mod_osso is an Oracle HTTP Server module that redirects authentication requests
to OracleAS Single Sign-On. It also keeps track of user activity in partner
applications.

= Oracle Web Cache is the cache used to serve up pages generated by Oracle Portal
(or proxied to the Oracle HTTP Server if not able to service the request). Based on
invalidation caching, Oracle Portal invalidates the cache when the underlying
page or metadata changes.

»  Oracle Internet Directory, Oracle's native LDAP version 3 service, acts as the
repository for user credentials and group memberships.

s The Oracle Internet Directory's Oracle Delegated Administration Services adds or
updates the information stored inside the directory (users and groups).

= Oracle Directory Integration Platform notifies Oracle Portal upon the occurrence of
any directory events (for example, user deletions) to which Oracle Portal
subscribes. In essence, the directory integration server informs Oracle Portal when
a change occurs in the directory that requires a change in Oracle Portal.

Oracle Portal Architecture

Figure 7-1 shows the components and relationships of the Oracle Portal security
architecture.
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Figure 7-1 Oracle Portal Security Architecture
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The Oracle Portal architecture consists of three basic tiers, including the client browser,
the middle-tier server, and the infrastructure servers and repositories. By default,
Oracle Internet Directory and OracleAS Single Sign-On are installed on the same host
as part of the infrastructure installation. This tier is subsequently used for the Oracle
Portal installation.

While the default installation has all three servers and repositories installed on the
same host, we recommend that you install these functions on separate servers.

In Oracle Portal, the middle and infrastructure tier components have a number of
components in common. These include a repository access component made up of a
Database Access Descriptor (DAD) and Oracle Fusion Middleware. The latter is used
on the infrastructure tier to run Oracle Delegated Administration Services and to
execute portal runtime engine on the middle tier.

To optimize the throughput and performance of Oracle Portal, generated pages are
cached in Oracle Web Cache. If a request for a portal page can be served from Oracle
Web Cache, it will be returned without accessing the Oracle Portal middle tier. If not,
the request will be forwarded to the origin HTTP server and the Parallel Page Engine.

If the current user is not authenticated with the Single Sign-On environment, and if the
requested page is not a public page, the user is prompted for a user name and
password. This function is carried out through a redirection to OracleAS Single
Sign-On for authentication, which in turn verifies the credentials against Oracle
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Internet Directory through an LDAP request. The credentials are compared to those
found in the directory.

Upon successful authentication, OracleAS Single Sign-On creates a single sign-on
session cookie. Once the user is authenticated and an appropriate Oracle Portal session
created, it is necessary to determine which pages and objects the user has the
necessary access privileges to. For performance reasons the access control lists (ACLs)
for all portal objects are stored in the Oracle Portal schema in the Oracle Metadata
Repository along with the definition of the objects being secured.

User and Group provisioning is a function of Oracle Internet Directory. That is, all user
and group membership information is stored in the Oracle Internet Directory. When a
user first logs in to Oracle Portal, their current group membership is read from the
directory and cached in the same repository as the ACLs. This process allows for fast
lookup of object privileges. Once the object and page privileges of the user are known,
the appropriate page metadata can be generated to allow the Parallel Page Engine to
assemble the secured page.

To simplify the provisioning of users and groups in Oracle Internet Directory for use in
the portal, Oracle Portal uses Oracle Delegated Administration Services to generate a
user interface to allow direct access to Oracle Internet Directory. Calls to Oracle
Delegated Administration Services are protected by the mod_osso plug-in, which
verifies that the user has been properly authenticated before providing access to the
Oracle Internet Directory.

One important feature of the security architecture is the ability to keep the local cached
group membership list synchronized with Oracle Internet Directory. The Oracle
Directory Integration Platform automatically keeps the locally cached information
up-to-date with changes in Oracle Internet Directory.

If you need to authenticate against an external repository, Oracle Internet Directory
supports both delegated and external authentication. Likewise, just as the Oracle
Directory Integration Platform keeps the local cache synchronized with the Oracle
Internet Directory, it also keeps the Oracle Internet Directory synchronized with any
external repository.

Classes of Users and Their Privileges

Oracle Portal provides a number of user accounts and groups by default.
s Oracle Portal Default, Seeded User Accounts
s Oracle Portal Default, Seeded Groups

s Oracle Portal Default Schemas

Oracle Portal Default, Seeded User Accounts
Table 7-1 describes the user account created by default when Oracle Portal is installed.

Table 7-1 Default Oracle Portal User

User Description

orcladmin This account is granted the highest privileges in Oracle Portal. This account
is created for the Oracle Fusion Middleware administrators, and uses the
password that is supplied during the Oracle Fusion Middleware installation.

This user is also an Oracle Instant Portal administrator for every Oracle
Instant Portal, regardless of who created them.
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Oracle Portal Default, Seeded Groups
Table 7-2 describes the groups created by default when Oracle Portal is installed.

Table 7-2 Default Oracle Portal Groups

Group' Description

AUTHENTICATE Is the group that includes any authenticated, or logged in, user. The purpose
D_USERS of this group is to provide a means to assign the default privileges you want
every logged in user to have in the portal.

By default, this group is given the Create Group and Create All Styles
privileges.

This group is a member of OracleDASCreateGroup.

DBA Is a highly privileged group established for Oracle Fusion Middleware
administrators. Components that are part of Oracle Fusion Middleware
grant full component-specific privileges to members of this group.

The DBA group is a member of the PORTAL_ADMINISTRATORS group.

This group is also a member of the following Oracle Fusion Middleware
privilege groups:

s OracleDASCreateUser

s OracleDASEditUser

= OracleDASDeleteUser

»  OracleDASUserPriv

s OracleDASCreateGroup
s OracleDASEditGroup

s OracleDASDeleteGroup
s OracleDASGroupPriv

= OracleDASConfiguration

Members of DBA do not have the necessary privileges to administer
OracleAS Single Sign-On. If you want members of this group to administer
OracleAS Single Sign-On, then you must grant them those privileges as
described in the Oracle Application Server Single Sign-On Administrator’s
Guide.

Securing Oracle Portal 7-5



About Oracle Portal Security

Table 7-2 (Cont.) Default Oracle Portal Groups

Group' Description
PORTAL_ Is a highly privileged group established for Oracle Portal.
QEMINISTRATO By default, this group is given the following Oracle Portal global privileges:
= Manage All Page Groups
= Manage All Pages
= Manage All Styles
= Manage All Providers
= Manage All Portlets
= Manage All Portal DB Providers
= Manage All Portal User Profiles
= Edit All Group Profiles
= Manage All Logs
= Execute All Transport Sets
This group is a member of the following Oracle Fusion Middleware privilege
groups:
s OracleDASCreateUser
= OracleDASEditUser
s OracleDASDeleteUser
= OracleDASCreateGroup
= OracleDASConfiguration
Members of PORTAL_ADMINISTRATORS do not have the necessary
privileges to administer OracleAS Single Sign-On. If you want members of
this group to administer OracleAS Single Sign-On, then you must grant them
those privileges as described in the Oracle Application Server Single Sign-On
Administrator’s Guide.
PORTLET_ Is a privileged group established for users who need to publish portlets to

PUBLISHERS other users of the portal.

By default, this group is given the Publish All Portlets global privilege of
Oracle Portal.

PORTAL_ Is a privileged group established for users who are building portlets.
DEVELOPERS . . . . ..
By default, this group is given the following Oracle Portal global privileges:
s Create All Portal DB Providers

= Manage All Shared Components

Portal developers require special privileges to create database providers and
portlets. You can assign such privileges to the developers to perform tasks,
such as modifying data on all schemas. For more information, refer to

Table 7-6. In addition, the administration privilege A11 Schema object type
should also have the Manage privilege. For more information, refer to

Table 7-6.
RW_ Is the group of users who administer Oracle Reports Services reports,
ADMINISTRATO printers, calendars, and servers.

R You must assign this group any desired object privileges (for example,
Manage).
RW_DEVELOPER Is the group of users who develop Oracle Reports Services reports.

You must assign this group any desired object privileges (for example,
Execute or Manage).
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Table 7-2 (Cont.) Default Oracle Portal Groups

Group' Description
RW_POWER_ Is the group of users who can modify Oracle Reports Services reports.
USER

You must assign this group any desired object privileges (for example,
Execute or Manage).

RW_BASIC_ Is the group of users who use Oracle Reports Services reports.

USER You must assign this group any desired object privileges (for example,
Execute).

OIP_USER_ Is the group of users who can both create Oracle Instant Portals and perform

ADMINS user administration on them. FMWADMIN users are members of this group.

OIP_ Is the group of users who can access Oracle Instant Portals. This list appears

AVAILABLE_ in the Manage User Rights dialog box in the Oracle Instant Portal user

USERS interface.

Note: To designate Oracle Portal users as Oracle Instant Portal users, use the
Groups portlet to add them to the OIP_AVAILABLE_USERS group, which
was created by default during the installation process. Then use the Manage
User Rights dialog in Oracle Instant Portal to grant the appropriate
privileges.

1 All groups shown in this table are located in cn=<portal_group_
container>,cn=Groups,dc=MyCompany,dc=com. Note that identity management realm name is
determined by the domain name of the server on which the system is installed. For example, if the
domain name of the server was oracle.com, the default identity management realm name would be
dc=oracle,dc=com. If the domain name of the server could not be determined, Oracle Internet Directory
defaults to the domain specified during installation by the administrator. The OracleDASxxxxx groups are
Oracle Internet Directory privilege groups that reside under
cn=groups,cn=0racleContext,dc=MyCompany,dc=com. These groups provide the privileges to perform
operations in Oracle Internet Directory, such as creating or editing of users and groups, and their
privileges.

Notes:

= When viewing portal-related roles in Oracle Internet Directory
Self-Service Console, the descriptions for these roles are prefixed
with numbers, for example,
portal.040823.142021.462000000. The numbers are
actually the name of the Oracle Portal application, and are
displayed to enable selection of roles in a multiple-portal
environment where multiple portals associated with the same
Identity Management system exist.

= When a user is granted Manage privileges on any Oracle Instant
Portal's home page, he or she is granted full privileges over that
particular portal. The user cannot edit, delete, or even view any
other Oracle Instant Portal, unless he or she has been granted
explicit permission to do so. However, the user can delete any
user in the Manage User Rights dialog box, even those he or she
did not create. (For this reason, it's wise to curtail the number of
users who have Manage privileges on a home page.)

Oracle Portal Default Schemas

When you install Oracle Portal, the installation process installs some default schemas
of which you need to be aware.

Table 7-3 describes the schemas created by default when Oracle Portal is installed.
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Table 7-3 Default Oracle Portal Schemas

Schema Description

PREFIX_PORTAL Contains the Oracle Portal database objects and code.

To execute Web requested procedures, Portal Services uses N-Tier
authentication to connect to the schema to which the lightweight user
accounts are assigned (by default, PREFIX_PORTAL_PUBLIC). As
shown in Figure 7-2, access to the database of the portal user is
proxied through the single schema user.

PREFIX_PORTAL_ Is the schema that all lightweight users are mapped to by default.
PUBLIC Procedures are granted to the PREFIX_PORTAL_PUBLIC schema
specifically. They are no longer granted execute to PUBLIC.

PREFIX_PORTAL_ Iscreated to hold some demonstration code. The installation of this

DEMO schema is optional.
PREFIX_PORTAL_  Isused for external JSP application authentication.
APP

Figure 7-2 shows the N-Tier authentication by user proxy.

Figure 7-2 N-Tier Authentication By User Proxy
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Resources Protected

Within Oracle Portal, you decide at what level of granularity you want to control
access. You can assign privileges to any object for each user or for each group. For
example, you can assign access privileges for each user for each and every item in
your portal, but this approach creates considerable overhead for your content
contributors.

If you want to lessen the burden on contributors, then you can assign privileges for
each group at the page level and simply ensure that all of the items that you place on
any given page have similar security requirements. With this approach, the security
that items receive through the page that contains them is usually sufficient and content
contributors only need to assign privileges for items that require higher security than
the page.

See Also: Section, "Oracle Delegated Administration Services
Public Roles" for information about how you might model
privileges.
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Global Privileges

Use global privileges to give a user or group a certain level of privileges on all objects

of a particular type.

Note: Global privileges confer a great deal of power on the user to
whom they are granted. As a result, they should be granted very
cautiously and only to users or groups who truly require them. You
should only have a small number of users with global privileges.

There are three types of privilege groups:

s Table 74, " Page Group Privileges"
s Table 7-5, " Portal DB Provider Privileges"

s Table 7-6, " Administration Privileges"

Table 7-4 Page Group Privileges

Object Type

Privileges

All Page Groups

None: No global page group privileges are granted.

Manage All: Perform any task on any page group. This
privilege supersedes any other privilege in the other global
page group privileges. For example, this also allows managing
of any page.

Manage Classifications: Create, edit, and delete any category,
perspective, custom attribute, custom page type, or custom

item type in any page group.

Manage Templates: Create, edit, and delete any Portal
Template or HTML template in any page group. Grant access
to any template.

Manage Styles: Create, edit, and delete any style in any page
group.

View: View any page in any page group.

Create: Create page groups, and create any page group object
in those page groups. Users or groups with these privileges can
also edit and delete the page groups and page group objects

they create. Note: These users cannot create any objects in the
existing page groups.

Securing Oracle Portal
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Table 7-4 (Cont.) Page Group Privileges

Object Type Privileges

All Pages None: No global page privileges are granted.

Manage: Create, edit, personalize, or delete any page in any
page group. Grant access to any page in any page group.

Manage Content: Add, edit, hide, show, share, or delete any
item, portlet, or tab on any page in any page group.

Manage Items With Approval: Create new items on any page
in any page group. These items are not published until
approved via a specified approval process. Users and groups
with this privilege can also edit the items they create. Users
and groups with this privilege can personalize pages. When
approvals are not enabled for the page group, this privilege
becomes equivalent to the global privilege Manage Content on
the object type All Pages with regard to items.

Manage Styles: Apply an available or new style to any page in
any page group. Create, edit, and delete new styles. Note: Only
allows editing of styles created by user (cannot modify or
delete other user's styles).

Personalize Portlets (Full): Personalize any page in any page
group to add, show, hide, delete, move, or rearrange portlets.
Personalize any page to show, hide, delete, or rearrange tabs,
or add tabs to existing tabbed regions. Personalize any page in
any page group to use a different style.

Personalize Portlets (Add-only): Personalize any page in any
page group to add portlets or add tabs to existing tabbed
regions. Users or groups with these privileges can also delete
the portlets they add. Personalize any page in any page group
to use a different style.

Personalize Portlets (Hide-Show): Personalize any page in any
page group to show or hide portlets or tabs. Personalize any
page in any page group to use a different style. Arrange
portlets in any page in any page group.

Personalize (Style): Personalize any page in any page group to
use a different style.

View: View any page in any page group.

Create: Create subpages in any page group. Users or groups
with these privileges can also edit and delete the subpages they
create. Note: You must have Manage privileges on the root
page in a page group in which you want to create the pages.

All Styles None: No global style privileges are granted.
Manage: Create, edit, and delete any style in any page group.
View: View any style in any page group.

Publish: Make any style in any page group public for other
users to use.

Create: Create styles in any page group. Users or groups with
these privileges can also edit and delete the styles they create.
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Table 7-4 (Cont.) Page Group Privileges

Object Type

Privileges

All Providers

All Portlets

None: No global provider privileges are granted.

Manage: Register, edit, deregister any provider, and display
and refresh the Portlet Repository. Also allowed to grant edit
abilities on any provider.

Edit: Edit any registered provider.
Publish: Register and deregister any provider.
Execute: View the contents of any provider.

Create: Register portlet providers. On the provider the user (or
group) creates, the user gets a Manage privilege; therefore, the
user can perform all operations (including edit and deregister)
on the particular provider that the user has created.

None: No global portlet privileges are granted.
Manage: Create, edit, or delete any portlet in any provider.
Edit: Edit any portlet in any provider.

Execute: Execute any portlet in any provider. Users or groups
with these privileges can see all portlets even if the portlet
security is enforced. The Show link appears in the Navigator
for all portlets.

Access: View any portlet in any provider.

Publish: Publish any page, navigation page, or Portal DB
Provider portlet to the portal, making it available for adding to

pages.

Table 7-5 Portal DB Provider Privileges

Object Type

Privileges

All Portal DB Providers

None: No global application privileges are granted.

Manage: Edit or delete any Portal DB Provider. Create, edit, or
delete any portlet in any Portal DB Provider. Grant access to
any Portal DB Provider and any portlet in any Portal DB
Provider.

Edit Contents: Edit any portlet in any Portal DB Provider.

View Source: View the package specification and body and
run any portlet in any Portal DB Provider. Intended primarily
for users or groups who may want to look at a portlet's source
so they know how to call it.

Personalize: Run and personalize any portlet in any Portal DB
Provider.

Run: Run any portlet in any Portal DB Provider.

Create: Create Portal DB Providers. Users or groups with these
privileges can edit, and delete the providers they create and
create, edit, and delete any portlet in them.
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Table 7-5 (Cont.) Portal DB Provider Privileges

Object Type

Privileges

All Shared Components

None: No global shared component privileges are granted.

Manage: Create, view, copy, edit, delete, and export any shared
component in any Portal DB Provider. View and copy any
system shared component. Grant access to any non-system
shared component.

Create: Create shared components in any Portal DB Provider.
View and copy any system shared component. View any
shared component. Users and groups with these privileges can
view, copy, edit, delete, and export the shared components they
create.

Table 7-6 Administration Privileges

Object Type Privileges

All User Profiles None: No global user profile privileges are granted.
Manage: Edit any user profile. Grant this privilege to other
users and groups.
Edit: Edit any user profile.

All Group Privileges None: No global group profile privileges are granted.

(profiles)

Manage: Edit any group profile. Grant this privilege to other

groups. The Privileges tab of the group profile allows the user
to assign those privileges to the group. The Manage privilege
provides the edit privilege and the ability to grant it to others.

Edit: Edit any portal group profile (setting the default home
page and default mobile home page). Note: The ability to
change any group's description, memberships, and owners is
controlled by the Oracle Internet Directory access control
policies, which are administered through membership in the
OracleDASEditGroup group.
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Table 7-6 (Cont.) Administration Privileges

Object Type

Privileges

All Schemas

All Logs

All Transport Sets

None: No global schema privileges are granted.

Manage: Create, edit, and drop any schema. Grant access to
any schema. Create, edit, drop, and rename any database object
in any schema. Query, update, delete, and insert data in any
table or view in any schema. Compile any function, procedure,
package, or view in any schema. Execute any function,
procedure, or package in any schema. Grant access to any
database object in any schema.

Modify Data: Create schemas. Query, update, delete, and
insert data in any table or view in any schema. Compile any
function, procedure, package, or view in any schema. Execute
any function, procedure, or package in any schema. Users or
groups with these privileges can edit, drop, and grant access to
the schemas they create.

Insert Data: Create schemas. Query and insert data in any
table or view in any schema. Users or groups with these
privileges can edit, drop, and grant access to the schemas they
create.

View Data: Create schemas. Query data in any table or view in
any schema. Users or groups with these privileges can edit,
drop, and grant access to the schemas they create.

Create: Create schemas. Users with these privileges can also
edit, drop, and grant access to the schemas they create. Note: If
you want a user or group to access the Schemas portlet on the
Administer Database tab of the Builder page, either make the
user or group a member of the DBA group, or explicitly grant
the user or group View privileges on the Administer Database
tab. If you do not grant these privileges, the user or group will
still be able to use the Navigator to access schemas.

None: No global log privileges are granted.

Manage: Edit or purge any log. Grant this privilege to others.
Edit: Edit or purge any log.

View: View any log.

None: No global transport set privileges are granted.

Execute: Export and Import objects that are not shared. In
addition, users with these privileges can edit or purge Export
and Import objects that are not shared.

Manage: Edit or purge any import or export sets. Grant this
privilege to others.

Object Privileges

You can assign access privileges to users or groups for all of the following objects
within Oracle Portal through the Access tab of the object's Edit Page:

Table 7-7 Oracle Portal Objects with Privilege Control

Type of Object Available Privileges Inherited Privileges
Calendar = Manage From Database Provider
s View

s Personalize

s Execute
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Table 7-7 (Cont.) Oracle Portal Objects with Privilege Control

Type of Object

Available Privileges

Inherited Privileges

Chart
(based on SQL query)

Chart

(based on wizard)

Data Component

Data Component Cell

Database Provider

Document

Dynamic Page Component

Form'

Frame Driver
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Manage
Edit

View
Personalize

Execute

Manage
Edit

View
Personalize

Execute

Manage
Edit

View
Personalize
Execute
Edit

View
Manage
Edit

View Source
Personalize

Execute

Own
Manage
View Only

Manage
Edit

View
Personalize
Execute
Manage
Edit

View
Personalize
Execute
Manage
Edit

View
Personalize

Execute

From Database Provider

From Database Provider

From Database Provider

From Data Component

Not applicable

From page or item

From Database Provider

From Database Provider

From Database Provider
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Table 7-7 (Cont.) Oracle Portal Objects with Privilege Control

Type of Object

Available Privileges

Inherited Privileges

Hierarchy

Image Chart

Link

List of Values

Menu

Oracle Reports Services
printer

Oracle Reports Services
report

Oracle Reports Services
Server

Manage
Edit

View
Personalize

Execute

Manage
Edit

View
Personalize

Execute

Manage
Edit

View
Personalize

Execute

Manage
Edit

View
Personalize
Execute
Manage
Edit

View
Personalize
Execute
Manage
Edit

View
Execute
Manage
Edit

View
Personalize
Execute
Manage
Edit

View

Execute

From Database Provider

From Database Provider

From Database Provider

From Database Provider

From Database Provider

From Database Provider

From Database Provider

From Database Provider
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Table 7-7 (Cont.) Oracle Portal Objects with Privilege Control

Type of Object

Available Privileges

Inherited Privileges

Page

Page group

Page Item

Portlet

Provider

Query by example form

Report®

Manage
Manage Content

Manage Items With
Approval®

Manage Style

Personalize Portlets
(Full)

Personalize Portlets
(Add-Only)

Personalize Portlets
(Hide-Show)

Personalize (Style)
View
Manage All

Manage
Classifications

Manage Templates
Manage Styles
View

Own

Manage

View Only

Manage
Edit
Execute
Access
Publish
Manage
Edit
Publish
Execute
Manage
Edit

View
Personalize
Execute
Manage
Edit

View
Personalize

Execute
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Table 7-7 (Cont.) Oracle Portal Objects with Privilege Control

Type of Object Available Privileges Inherited Privileges
Schema = Manage Not applicable
= Modify
= Insert
s View
URL = Manage From Database Provider
=« Edit
s View

s Personalize

= Execute

XML = Manage From Database Provider
= Edit
= View

s Personalize

s Execute

You can have many different types of forms (stored procedure or table based, version 2 or version 3
based, and master-detail), but all of these types have the same available privileges and privilege
inheritance.

This privilege is only available on the Access tab if approvals are enabled at the page group level.
When approvals are not enabled for the page group, or when approvals are enabled, but there is no
approval process defined at the page or page group level, this privilege becomes equivalent to the
global privilege Manage Content on the page.

You can have two different types of reports (SQL and table based), but all of these types have the same
available privileges and privilege inheritance.

Granting Privileges to New Providers

When you create or register a new provider, a page is created in the Portlet Repository
under Portlet Staging Area to display portlets for that provider. This page is not visible
to all logged in users. It is only visible to the user who published the provider and
portal administrators. The publisher or portal administrator can change the provider
page properties to grant privileges to appropriate users or groups, as required.

Privileges to Edit Web Providers and Provider Groups

To manage Web providers and provider groups through the user interface, as opposed
to working with files directly, you need to grant appropriate privileges to the
administrative users. The access control list is implemented differently than for the
Oracle Portal schema resident objects. Refer to Section , "Global Privileges" and
Section , "Object Privileges" for information about the Oracle Portal schema resident
objects. Rather, the grants for provider privileges are maintained in an XML file.

To grant privileges to edit and delete Web providers or provider groups, you need to
manually make changes to the following file:

DOMAIN_HOME\servers\WLS_PORTAL\tmp\_WL_user\portalTools_
version\kjdcke\war \WEB-INF\deployment_providerui\provideruiacls.xml

An example of this file follows:
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Note: In this example, the user names any_provider_manage_
user, any_provider_edit_user, and so on, are just sample
user names used here to illustrate the privilege codes that
correspond to the privileges implied by the corresponding user
names. An actual user grant would have the OracleAS Single
Sign-On user name as the value of the name attribute in the
<user> element, and the privilege would be populated with the
appropriate privilege code.

<providerui xmlns="http://www.example.com/portal/providerui/1.0">
<objectType name="ALL_OBJECTS">
<object name="ANY_ PROVIDER" owner="providerui">
<user name="any provider_manager_user" privilege="500"/>
<user name="any_provider_edit_user" privilege="400"/>
<user name="any_provider_execute_user" privilege="300"/>
</object>
<object name="ANY_ PORTLET" owner="providerui">
<user name="any portlet_manage_user" privilege="500"/>
<user name="any portlet_edit_user" privilege="400"/>
<user name="any_portlet_execute_user" privilege="300"/>
</object>
</objectType>
<objectType name="PROVIDER">
<object name="TEST_PROVIDER" owner="providerui">
<user name="provider_manage_user" privilege="500"/>
<user name="provider_edit_user" privilege="400"/>
<user name="provider_execute_user" privilege="300"/>
</object>
</objectType>
<objectType name="PORTLET">
<object name="PORTLET UNDER_TEST_PROVIDER" owner="TESTPROVIDER">
<user name="portlet_manage_user" privilege="500"/>
<user name="portlet_edit_user" privilege="400"/>
<user name="portlet_execute_user" privilege="300"/>
</object>
</objectType>
</providerui>

This file allows for granting of the following types of privileges, described in the
following sections:

= Global Privileges
= Object Level Privileges
Global Privileges Table 7-8 describes the global object types and corresponding

privilege codes that can be granted to users in the provideruiacls.xml file. When
granting a privilege to the user, you should specify the numeric privilege code.
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Table 7-8 Global Privilege Codes for provideruiacls.xml

Type of Object Available Privileges

ANY_PROVIDER 500 (Manage): Can edit, delete, and open any provider or
provider group and portlets under them.

400 (Edit): Can edit any provider or provider group and
execute the portlets under them.

300 (Execute): Can open any provider or provider group and
execute the portlets under them.

ANY_PORTLET 500 (Manage): Can edit, delete, and execute any portlet under
any provider.

400 (Edit): Can edit and execute any portlet under any
provider.

300 (Execute): Can execute any portlet under any provider.

To add a privilege to a particular user, add an entry in the proper object type container,
for example:

<objectType name="ALL_OBJECTS">
<object name="ANY_PROVIDER" owner="providerui">
<user name="jdoe" privilege="400"/>

</object>
</objectType>

For these global privileges, the objectType name is set to ALL_OBJECTS, the object
owner is set to providerui, and the object name should be ANY_PROVIDER or ANY_
PORTLET depending on the type of grant you are setting.

You then set the user name and privilege to the values corresponding to the OracleAS
Single Sign-On user name of the grantee and the privilege code you wish to assign.
This model does not support any grants to groups. It only supports grants directly to
users.

Object Level Privileges Table 7-9 describes the object level privileges that can be granted
to users to give them privileges on specific object instances as referenced within the

provideruiacl.xml XML file.

Table 7-9 Object Privilege Codes for provideruiacl.xml

Type of
Object Available Privileges

PROVIDER 500 (Manage): Can edit, delete, and open the specified provider or provider
group and the portlets under it.

400 (Edit): Can edit the specified provider or provider group and execute the
portlets under it.

300 (Execute): Can open the specified provider or provider group and
execute the portlets under it.

PORTLET 500 (Manage): can edit, delete, and execute the specified portlet under the
specified provider.

400 (Edit): Can edit and execute the specified portlet under the specified
provider.

300 (Execute): Can execute the specified portlet under the specified provider.
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To add a privilege to a particular user, add an entry into the proper object type
container, for example:

<objectType name="PORTLET">
<object name="PORTLET UNDER_TEST_PROVIDER" owner="TESTPROVIDER">
<user name="jdoe" privilege="400"/>

</object>
</objectType>

For the object level privileges, the objectType name is set to PROVIDER or PORTLET,
depending upon to which object instances you are providing access. The object name
is set to the provider name or the portlet name, respectively. The object owner is set to
providerui or the name of the associated provider, again respectively for providers
and portlets.

Table 7-10 summarizes these rules:

Table 7-10 Attribute Values for Providers and Portlets

Attribute Provider Instance Grant Portlet Instance Grant

ObjectType name PROVIDER PORTLET

Object name Provider or provider group  Portlet name
name

Object owner providerui Provider name

User name OracleAS Single Sign-On user OracleAS Single Sign-On user
name name

User privilege Privilege code Privilege code

Privileges to Create and Edit WSRP Producers

For information on granting privileges to create and edit WSRP producers, refer to the
Security section of the JSR 168 specification, at:

http://jcp.org/aboutdJava/communityprocess/first/jsrl68/index.htm
1.

Privileges to Edit URL and XML Portlets in the Portlet Repository

To edit URL and XML portlets in the Portlet Repository, privileges need to be granted
to the users. The URL and XML portlets are available from the Portlet Builders page in
the Portlet Repository. To grant access, or to edit sample providers in the JPDK Web
application, you need to manually make changes to provideruiacls.xml in the
following folder:

DOMAIN_HOME\servers\WLS_PORTAL\tmp\_WL_user\portalTools_
version\kjdcke\war \WEB-INF\deployment_providerui\

Refer to Section , "Privileges to Edit Web Providers and Provider Groups" for
information about the privileges you can grant.

Authorization and Access Enforcement

When users attempt to log in to Oracle Portal, OracleAS Single Sign-On must first
verify their credentials against the directory. Once their identity has been verified,
Oracle Portal checks their access privileges in the directory to determine which objects
they may see and use within the portal.
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1. From Oracle Portal, the user requests to log in by clicking the Login link.

2. The login request is forwarded to mod_osso, which uses dynamic directives to
integrate with the OracleAS Single Sign-On server for authentication.

3. OracleAS Single Sign-On verifies the user credentials against the information
stored in the directory.

4, If authentication is successful, then OracleAS Single Sign-On creates an SSO cookie
for the user. If authentication is not successful, the user is denied access and
returned to the login page to re-enter their user name and password.

5. Once the user's identity has been verified, control is returned to Oracle Portal,
which creates a portal session cookie. Oracle Portal then connects to the directory
and determines the user's group memberships and privileges.

6. Oracle Portal caches the user's membership and privilege information locally for
the duration of their session.

7. When the user attempts to access a page, Oracle Portal performs the following
checks:

s Checks whether the page is public. If so, the user can view it.

= If the page is not public, Oracle Portal checks the local privilege table to
determine whether the current user has privileges to view the page. If the user
has viewing privileges, the user can view it.

s If the current user does not have direct viewing privileges on the page, Oracle
Portal checks the cached membership information and privilege table to
determine whether any of the groups to which the user belongs has privileges
to view the page. If one of the groups to which the user belongs has viewing
privileges on the page, the user can view it.

Note: If changes are made to Oracle Internet Directory that affect the
user's privileges, a notification is raised and the cached information
about the user is invalidated. Thus, Oracle Portal starts enforcing the
user's updated privileges as soon as it receives the notification. If you
are using groups that are based on the groupOfNames objectclass,
then you need to update the provisioning profile. See "Update
Subscription Profiles for Groups Based on groupOfNames" for more
details.

Authorization Modification

In Oracle Portal 11g, a user’s ability to view or edit a page, is based on the definition of
an ACL policy, which references the page and the user (and/or any roles to which they
belong). The user’s privileges are defined by a “named” individual identity, rather
than based on a specific business rule (such as from where the request originated). To
allow for extensions to this security model, the Oracle Portal 11g includes the
Authorization Modifier Package for extending the authorization routines. This
package is executed prior to the standard ACL check, and enables additional rules to
be evaluated before interrogating the ACL itself. This feature applies only to new
pages or page groups, and not to the already existing pages or page groups. If the
Authorization Modifier succeeds (returns true) then the authorization check falls
through to the default ACL based mechanism in order to determine if the user has the
appropriate access rights. Conversely, if the Authorization Modifier denies access
(returns false) the ACL is not even interrogated, and the behavior is to act as if the user
did not have appropriate privileges for the operation, even if the ACL would have
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allowed it. By default, the installed Authorization Modification Package always
returns true, and hence the functionality is effectively disabled. Thus the
determination of access privileges is based solely on the evaluation of the security
ACLs. To switch on the Authorization modifier it is necessary to replace the default
package body with one that implements the desired business rule.

Portal includes the following authorization modifiers:
s Secure Network Aware Authorization Modifiers
s Default Authorization Modifier

= Page View and Edit Authorization Modifier

Secure Network Aware Authorization Modifiers

Oracle Portal is shipped with three predefined Modifier packages (see Table 7-11)
which allow for the implementation of a Secure Network Aware Portal environment,
this helps to implement security policies based not only on an ACL, but also on the
origin of the Portal page request.

Table 7-11  Authorization Modifiers Packages

Script Files Description

cfgamyes.pkb The default ConFiGuration Authorization Modifier disables ALL page
Editing or Customization functionality for requests which originate
outside of the secured network

cfgampev.pkb The ConFiGuration Authorization Modifier for Page Edit and View,
allows for the securing of individual pages outside of the secured
network. That is, the ability to prevent the viewing or editing of
specific pages when the request originated from outside the secure
network environment.

cfgamno . pkb Returns the Authorization modifier to the default disabled state.

The Modifier packages are available in the ORACLE_
HOME\upgrade\portal\admin\plsqgl\wwc directory.

To run the packages perform the following steps:
1. Using SQL*Plus, connect to the Oracle Portal schema as the owner.

2. Run the required package body script file to over-write the current Authorization
Modifier installed.

Default Authorization Modifier

This implementation of the Authorization Modifier package uses the existence of the
ORA_EXT_REQ CGI environment variable described above to recognize that the
request has been received on a server that has been designated as publicly accessible,
and hence should be considered outside of the Secure Network environment. Once
compiled into the Authorization packages, any request from outside of the network
which involves an Edit request is automatically disabled. That is, all customize and
Edit links are removed from the page and direct edit URL references are disallowed.

Page View and Edit Authorization Modifier
This implementation includes:

Securing Specific Pages
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The more specific Authorization Modifier (c fgampev) also uses the CGI variable to
determine an external request. It however uses it in conjunction with defined page
meta-data, in the form of a custom page attribute, to localize the desired
inside/outside security to a subset of pages within the portal. Hence the ability to have
externally available view and/or edit privileges on a specific page is determined on
whether one or both named attributes are defined in the page in question.

Preventing External Viewing of a Specific Page

The ability to view a page externally is determined by the isViewRestricted
named custom attribute. Once defined as part of the page description (through the use
of a custom page template, the setting of this attribute will determine dynamically if
the page is to be viewable, or not. That is, when set to On external viewing of the page
is prevented, while a value of 'Off' (the default) indicates it is to be available externally.
From the perspective of the end user, the activation of this rule has the effect of
removing any links which reference the page as well as preventing any direct URLs to
it (such as via a browser bookmark).

Preventing External Edits and Customization for a Specific Page

In a similar manner, the use of another named attribute i sEditRestricted will
dictate whether a specific page may be edited from outside of the secured network.
This is different to the Default Modifier which globally turns off the ability to perform
any editWhen the value of this attribute is set to ‘On’ the ability to edit/customize the
page is revoked, while setting it to 'Off' indicates edits from “outside” are to be
allowed. The effect of setting this this attribute is to not only remove the page level
edit links, but also revoke the edit/customize capability of the Portlets embedded
within the page. function on any page within the Portal.

Defining Required Page Attributes for use with Authorization Modifiers

While the attributes described above are not currently part of the standard page
meta-data, the extensible page model allows us to add them in the form of “Custom
Attributes” to our page definition. By the creation of a custom page type to be used as
the basis of the inside/outside secureable pages it is a simple process to allow a page
designer to define declaratively whether the page is to be internally secured or
accessible both from with-in and with-out the secured network. The following section
documents the steps required to create the appropriate page type used to secure a
page via the Authorization Modifier functions described above.

1. Log in to the Oracle Portal.
2. From the Portal Builder page, select Navigator.

3. In the Portal Navigator page, under Page Groups Tab, select Shared Objects to
define the Custom Attribute and Page Types. It is recommended that these
properties are defined as Shared Objects rather than scoped to a specific Page
Group, as it allows for their reuse across multiple Page Groups.

Securing Oracle Portal 7-23



About Oracle Portal Security

Figure 7-3 Shared Objects
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Path: Page Groups > Shared Objects

4. From the Shared Objects page, select Attributes.

5. In the Attribute page, select Create New... Attribute and enter the following:

= Display Name: Enter isViewRestricted or isEditRestricted
depending on the functionality desired. Ensure you have entered the right
case as the Authorization modifier rule is case sensitive

= Set the Datatype to Boolean.

Figure 7-4 Create Attribute

Create Attribute
T
2
Attribute Properties
Enter a display name, and choose the type of data the attribute stores.
* Display Name [isViewRestricted
.

—

6. Click Create.

7. Click isViewRestricted link to edit the attribute.

8. In the Edit Attribute page, select Enable Translations.
9. Click Apply.

10. Click OK.

Once the required custom attribute is defined, you needs to make it part of the
meta-data of the page, to do so perform the following;:

1. From the Shared Objects, select Page Types.

2. In the Page Type page, select Create New... Page Type and enter the following;:
= Display Name: Enter NetworkSecurablePage as the name.
= Base Page Type: Standard.
s Click Create.
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Edit the new Page Type and define the attributes associated with it by
selecting the Attributes tab.

Click NetworkSecurablePage link to edit the page type.
Click the Attributes tab.

In the Attributes page, select an attribute from the Available Attributes list to
the Selected Attributes list.

Click Apply.
Set the default value of the attribute depending on your security requirements.

Select Required for the Attribute to be shown in the Page Type and Page
Designer.

Click Apply.

Figure 7-5 Edit Page Type

Edit Page

pe: NetworkSecurablePage

g
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&
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Select Attributes

Select one or more attributes in the Available Attributes list and click the arrows to move them to the Selected Attributes list. Then click Apply to add the selected attributes to the

page type.

Available Attributes Selected Attributes

Author
isViewRestricted

isEditRestricted

()

R O
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Attribute Properties

Enter an optional default value for the attribute. if permitted. Specify whether the attribute is required or optional.

Display Name Datatype Default Value Required
isEditRestricted Boolean off v

—

You have to configure the Page Group to expose the new Page Type you have
created. To complete the task:

1.

2
3.
4

Select a Page Group, and click Properties.
Click Configure tab, from the Edit Page Group Page.
Click Edit, under Types and Classification.

Select the page you have created in this scenario, NetworkSecurablePage from
Hidden Page Types to Visible Page Types, for the Page Group to expose the
new Page Type.
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Figure 7-6 Page Type
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Leveraging Oracle Fusion Middleware Security Services

Oracle Portal leverages Oracle Fusion Middleware Security Services in the following
ways:

= SSL Encryption
= J2EE Security

See Also: For more information:
s Section, "Configuring SSL for Oracle Portal"
»  Section C.2, "Setting Up a JAZN File for External Communication"

»  Oracle Fusion Middleware Services Guide for Oracle Containers for Java
EE

SSL Encryption

The use of HTTPS and the Secure Sockets Layer (SSL) allows for the creation of a
secured connection between a client and a server. Digital certificates on each end of the
communication verify the validity of the server and encryption of the communication
to ensure that it is not compromised. You can implement SSL encryption for Oracle
Portal through the Oracle Fusion Middleware Security Services.

J2EE Security

JPDK Web providers can leverage WLS J2EE security roles for implementing
authorization logic when the container is configured for JAZN LDAP and the portal is
configured to use enhanced authentication to ensure message integrity.

See Also: Section, "Enhanced Authentication"

Leveraging Oracle Identity Management Infrastructure

To provide a more comprehensive security solution, Oracle Portal takes advantage of a
variety of components in the Oracle Identity Management infrastructure:

= Relationship Between Oracle Portal and OracleAS Single Sign-On

= Relationship Between Oracle Portal and Oracle Access Manager

= Relationship Between Oracle Portal and Oracle Internet Directory

= Relationship Between Oracle Portal and Oracle Directory Integration Platform

= Relationship Between Oracle Portal and Oracle Delegated Administration Services
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Oracle Portal also takes advantage of Oracle Identity Management when it creates
users and groups. The most common way to create users and groups, and set global
privileges and preferences for your portal is through the following portlets:

s User Portlet

s Portal User Profile Portlet

s Group Portlet

s Portal Group Profile Portlet

See Also: Oracle Fusion Middleware Getting Started with Oracle Identity
Management

Relationship Between Oracle Portal and OracleAS Single Sign-On
Oracle Portal uses OracleAS Single Sign-On for user authentication.

Support for External Applications OracleAS Single Sign-On supports the concept of
External Applications, which retain their own authentication mechanisms, but for
which OracleAS Single Sign-On can automate login for Oracle Portal users. This is
achieved by providing an External Applications portlet that exposes the list of external
applications registered with the single sign-on server.

Note: Single sign-on using the Basic authentication method (user
name and password) is supported for external applications that users
access using Firefox. However, single sign-on is not currently
supported when using Internet Explorer 6.x or 7.x for external
applications that use the Basic authentication method.

Support for Global Inactivity Timeout in Oracle Portal A Global Inactivity Timeout can be
configured for the OracleAS Single Sign-On Server. To use this feature, you must
configure the OracleAS Single Sign-On Server on the infrastructure tier and mod_osso
on the Oracle Fusion Middleware middle tier.

= To configure Global Inactivity Timeout for Oracle Portal 11g with OracleAS Single
Sign-On server 10.1.2.x, see the Oracle Application Server Single Sign-On
Administrator’s Guide.

= To configure Global Inactivity Timeout for Oracle Portal 11g with OracleAS Single
Sign-On server 10.1.4.3, perform the following steps:

Note: All examples mentioned here use codes and directory paths
for UNIX. On Windows, use backslash(\) and replace ssoreg.sh
with ssoreg.bat.

1. Run the ssogito.sqgl script, which is located at ORACLE_
HOME/sso/admin/plsgl/sso.

A list of fields appears.

— In the Enter value for timeout_cookie_domain field, enter the domain
name in which Oracle Portal and Single Sign-On are installed (for
example: Enter value for timeout_cookie_domain: .acme.org).
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— In the Enter value for inactivity period field, enter the length of the
desired inactivity period in minutes (for example: Enter value for
inactivity_period: 15).

— In the Enter value for new_git_version field, set the value to v3.0.

2. Register MOD_OSSO on the OracleAS Single Sign-On server by running the
following command.

/app/oracle/product/ss0l0143/sso/bin/ssoreg.sh -oracle_home_path
/app/oracle/product/ss0l0143 -site_name ssoacme.org:7777 -config_mod_osso
TRUE -mod_osso_url http://sso.acme.org -config file
/app/oracle/product/ss0l0143/Apache/Apache/conf/osso/osso.conf

3. Set the OssoIdleTimeout parameter to on by editing the mod_osso.conf
file, which is located at ORACLE_HOME/Apache/Apache/conf, as shown in
the following example:

<IfModule mod_osso.c>

OssoIpCheck off

OssoIdleTimeout on

OssoConfigFile
/app/oracle/product/ss0l0143/Apache/Apache/conf/osso/osso.conf

4. Restart both OC4]_SECURITY and the Oracle HTTP_Server.

/app/oracle/product/ss0l0143/opmn/bin/opmnctl restartproc
process-type=0C4J_SECURITY
/app/oracle/product/ss0l0143/opmn/bin/opmnctl restartproc
process-type=HTTP_Server

5. Test Global Inactivity Timeout on the OracleAS SIngle Sign-On server.
a. Gotohttp://sso.acme.org:7777/0iddas.
b. Login as orcladmin, and wait for 20 minutes.
c. Check whether the server asks for authentication again.

6. Register MOD_OSSO for the Portal server.

ORACLE_HOME/sso/bin/ssoreg.sh

-oracle_home_path $ORACLE_HOME

-site_name www.acme.org:8090

-config_mod_osso TRUE

-mod_osso_url http://www.acme.org:8090

-remote_midtier

-config_file /app/oracle/product/Middleware_Portal/asinst_
1/config/OHS/ohsl/osso.conf

7. Setthe OssoIdleTimeout parameter to on by editing the mod_osso.conf
file, which is located at ORACLE_
INSTANCE/config/OHS/ohsl/moduleconf,as shown in the
following example:

<IfModule mod_osso.c>
OssoIpCheck off
OssoSecureCookies off
OssoIdleTimeout on
OssoConfigFile osso.conf

8. Restart the HTTP Server from the Portal middle tier.

/app/oracle/product/Middleware_Portal/asinst_1/bin/opmnctl restartproc
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process-type=0HS

9. Test Global Inactivity Timeout on Portal middle tier.
a. Gotohttp://www.acme.org:8090/portal/pls/portal.
b. Login as orcladmin, and wait for 20 minutes.

c. Check whether the server asks for authentication again.

Relationship Between Oracle Portal and Oracle Access Manager

Oracle Access Manager is a component of Oracle Fusion Middleware that you can use
in place of OracleAS Single Sign-On 10g to implement centralized authentication,
policy-based authorizations, delegated administration, and so on.

Upgrading from OracleAS Single Sign-On 10g to Oracle Access Manager 11g

You can use the Oracle Fusion Middleware Upgrade Assistant to upgrade from
OracleAS Single Sign-On 10g to Oracle Access Manager 11g.

Note: After upgrading to Oracle Access Manager 11g, you cannot
create, administer, and access external applications through the SSO
Server Administration portlet. Clicking on any link in the portlet
results in an error.

During the upgrade process, if external applications are detected, the
Upgrade Assistant provides you the option to discontinue the
upgrade process. If you choose to proceed, after upgrading to OAM,
external applications will not work; neither can you create and
administer external applications.

For more information about upgrading to Oracle Access Manager 11g, see the
"Upgrading Your Oracle Single Sign-On Environment" chapter in the Oracle Fusion
Middleware Upgrade Guide for Oracle Identity Management. That document describes the
upgrade process you should follow depending on whether or not you want to
continue using Oracle Delegated Administration Services after upgrading to Oracle
Access Manager 11g.

Relationship Between Oracle Portal and Oracle Internet Directory

Oracle Internet Directory (OID) is Oracle's highly scalable, native LDAP version 3
service that hosts the Oracle common user identity. Oracle Portal queries OID to
determine a user's privileges and what they are entitled to see and do in Oracle Portal.
In particular, Oracle Portal retrieves the group memberships of the user from OID to
determine what they may access and change.

Given this model, Oracle Portal requires the following interactions with Oracle
Internet Directory:

s Oracle Portal specific entries stored in the directory

s Group attributes stored in the directory

= User attributes stored in the directory

s Caching of user and group information from the directory

= Populating user and group lists of values from the directory through Oracle
Delegated Administration Services
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Oracle Portal makes use of the features in Oracle Internet Directory to provide efficient
user and group management. For a complete list of features provided by Oracle
Internet Directory, refer to the chapter, "What's New in Oracle Internet Directory” in
the Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory.
However, a few of Oracle Internet Directory features are not supported by Oracle
Portal.

Table 7-12 lists and describes the Oracle Internet Directory features not supported in
Oracle Portal.

Table 7-12  Oracle Internet Directory Features Not Supported in Oracle Portal

Features Description

Dynamic Groups In dynamic groups, membership is computed
dynamically based on specific attribute values and
assertions that you specify. Because of the inability to
determine when to issue web cache invalidations for
dynamic groups, pages that are secured with dynamic
groups need to use expiry based caching or no caching.

Single Authentication Security SASL is a method for adding authentication support to

Layer (SASL) connection-based protocols. Oracle Internet Directory
server supports SASL-based authentication
mechanisms, but currently these mechanisms are not
supported in the DBMS_LDAP package, which is used
by Oracle Portal.

Client-side referral caching For performance reasons, an API can be used to cache
the cached referral entries on the client side. Currently,
there is no support for client-side referral caching in the
DBMS_LDAP package, which is used by Oracle Portal.

Directory Entries in Oracle Internet Directory for Oracle Portal In order for security to
function properly, Oracle Portal requires the following entries in the directory's
Directory Information Tree (DIT) structure:

s Default user accounts (cn=PUBLIC, cn=orcladmin) are created in the identity
management realm's user base (cn=Users,dc=MyCompany,dc=com'). By default,
the orcladmin user is added to the DBA group during portal install and
configuration. The PUBLIC user is created for unauthenticated users. Typically, the
PUBLIC user entry is for granting viewing privileges on portal content that is
accessible to any user, unrestricted.

= Group container is created within the identity management realm's group base
(cn=Groups,dc=MyCompany,dc=com'). Oracle Portal can leverage any group in
the directory, but groups are more easily accessed for display in a list of values if
they are located within the Oracle Portal group container.

The name of the group container is derived from the following in Oracle Portal:
s Oracle Portal schema name

s Date and time when Oracle Portal began to use Infrastructure Services

The format of the name is:

schema_name. yymmdd. hh24miss. ff

! The default identity management realm name is determined by the domain name of the
server on which the system is installed. For example, if the domain name server was oracle,
the default identity management realm name would be dc=oracle,dc=com. If the domain
name server cannot be determined, the default name assigned by the directory is de=Default
Company,dc=com
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Note: The name of the group container may have a different format
for releases of Oracle Portal older than 10g Release 1.

= Groups are created within the Oracle Portal group container in the directory:
»  cn=AUTHENTICATED_USERS
= cn=DBA
s n=PORTAL_ADMINISTRATORS
= cn=PORTAL_DEVELOPERS
=  cn=PORTLET_PUBLISHERS
=  n=RW_ADMINISTRATOR
= n=RW_DEVELOPER
=  cn=RW_POWER_USER
=  n=RW_BASIC_USER

= Application entity (orclApplicationCommonName=application_name) is created in
the root Oracle Context (cn=Portal,cn=Products,cn=0OracleContext). The
application password is randomly generated. Oracle Portal uses this entity to bind
to the directory when it needs to query it or perform actions against it (for
example, adding a user) on behalf of the user. When Oracle Portal binds to the
directory for a user, it uses a proxy connection to connect as the user. This method
ensures that the directory properly enforces the user's authorization restrictions.
The Oracle Portal application entity obtains the privileges to initiate proxy
connections by its membership in the user proxy privileges group
(cn=UserProxyPrivilege,cn=Groups,cn=OracleContext). The name of the
application entity is derived from the schema and the time that Oracle Portal
began to use the Infrastructure Services. For example, the name of the application
entity can be portal.040820.123756.096286000, where portal is the schema name
and 040820.123756.096286000 is the timestamp in the yymmdd.hh24miss.ff format.

= Directory synchronization subscription A provisioning profile entry is created in
the provisioning profiles node of the directory (cn=Provisioning
Profiles,cn=changelog subscriber,cn=oracle internet directory). This entry indicates
that the directory must notify Oracle Portal when user or group privilege
information has changed. It enables Oracle Portal to keep its authorizations
synchronized with the information stored in the directory.

Note: When the provisioning profile is deleted from Oracle
Internet Directory, the Enable directory synchronization and Send
event notifications every n seconds, disappear from the Directory
Synchronization section on the Global Settings page's SSO/OID
tab. To navigate to the Global Settings page, in the Portal Builder,
go to the Portal subtab on the Administer tab, and click the Global
Settings link in the Services Portlet.

Figure 7-7 shows where the Oracle Portal information is located in the directory's DIT
structure.
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Figure 7-7 Oracle Portal DIT Structure
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Under cn=Groups,cn=OracleContext,<subscriber_dn>, there is a cn=Groups container,
that contains the following groups:

cn=DBA

—
e’

authenticationServices
userProxyPrivilege
iasadmins
OracleDASCreateUser
OracleDASEditGroup
OracleDASCreateGroup
OracleDASEditUser
OracleDASDeleteUser
OracleDASUserPriv
OracleUserSecurity Admins
OracleDASDeleteGroup
OracleDASGroupPriv
OracleDASConfiguration

These privilege group entries are modified during a portal installation to add portal
groups and the portal application entry to their memberships, to achieve desired
portal functionality. As such, portal information is contained in these groups as well.

User Attributes Stored in Oracle Internet Directory Oracle Portal, like all other components
of Oracle Fusion Middleware, relies upon the directory to store user information. All
users in the directory are defined using the following object classes:

»  The inetOrgPerson object class contains the entire user attributes defined by the
Internet Engineering Task Force (IETF) Request for Comments (RFC) number 2798.

»  The orclUser and orclUserV2 object classes contain a set of standard, additional
attributes for Oracle products.
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The subsequent tables show the various user attributes stored in Oracle Internet

Directory.

Table 7-13 inetOrgPerson Attributes

inetOrgPerson (IETF) attributes

Comment

(@1]

employeeNumber

sn

givenName
middleName
displayName
mail
telephoneNumber
homePhone
mobile

pager
facsimileTelephoneNumber
street

1

st

postalCode

c
homePostalAddress
jpegPhoto

o

title

manager

uid

userPassword

preferredLanguage

Common name of the user

This attribute is mandatory.

Number used to identify employees

Last name. This attribute is mandatory. If
nothing is explicitly specified for this
attribute, the user's nickname is used.

First name

Preferred name

e-mail address

City of office

State of office
Postal code of office
Country of office
Home address
Person's picture

Organization

Employee's supervisor

User ID

Table 7-14 orclUserV2 Attributes

orclUserv2 attributes

Comments

orcllsVisible

orclDisplayPersonallnfo

orclIMaidenName

A flag to indicate whether the user should
be hidden from all but administrators.

A flag to indicate whether a user's personal
information should be hidden from all but
administrators.
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Table 7-14 (Cont.) orclUserV2 Attributes

orclUserv2 attributes Comments

orclDateOfBirth

orclHireDate

orclDefaultProfileGroup Default user group for the person
orclActiveStartDate When account was activated
orclActiveEndDate when account was (or will be) terminated
orclTimeZone

orclIsEnabled A flag to indicate whether the user account

is active. If not active, the user will not be
allowed to log in.

Group Attributes Stored in Oracle Internet Directory Oracle Portal, like all other components
of Oracle Fusion Middleware, relies upon the directory to store group information. All
groups in the directory are defined using the following object classes:

s The groupOfUniqueNames object class contains all of the group attributes
defined by IETF (RFC 2256).

= The orclGroup object class contains a set of standard, additional attributes for
Oracle Portal.

Note: In Oracle Portal 9.0.2 and subsequent releases, you cannot
scope groups to a specific page group. This option was available only
in Oracle Portal 3.0.9.x and preceding releases.

Figure 7-8 shows where the Oracle Portal information for groups is located in the
directory's DIT structure.

Figure 7-8 DIT Structure for Oracle Portal Groups
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The subsequent tables show the various group attributes stored in Oracle Internet
Directory.

Table 7-15 groupOfUniqueNames/groupOfNames Attributes

groupOfUniqueNames/groupOf
Names (IETF) attributes Comment

cn The common name of the group, which can
be typed into places like the Edit Group
field in the Group portlet to locate the

group.

description The text description of the group, which is
displayed in lists of values where the group
appears.

uniqueMember/member A list of the distinguished names (DNs) of

all of the members of the group. The
member DN can represent a user or
another group.

owner A list of the DN of all of the users and
groups that have the privilege of
administering this group.

Table 7-16 orclGroup Attributes

orclGroup attributes Comment

orclGUID The globally unique identifier (GUID) for
this group.

orcllsVisible A flag to indicate whether the group is

public or private. Private groups only
appear in lists of values for their owners.
Other users cannot see them.

Oracle Internet Directory Cache in Oracle Portal To improve performance, Oracle Portal
caches some directory information locally. In particular, Oracle Portal caches the
following:

= Directory connection information for Oracle Portal
= URLs for Oracle Delegated Administration Services

= orclGUIDs of certain privilege groups for authorization checks on directory
portlets (for example, the User and Group portlets)

= some Oracle Context information
» thelocally selected group search and creation bases
= group memberships and default group for each user

The majority of the information cached by Oracle Portal is fairly static (for example,
directory connection information). For those items that are more dynamic, such as
group memberships and default group, Oracle Portal relies upon the Oracle Directory
Integration and Provisioning agent for updates. Oracle Portal maintains a directory
synchronization subscription in the directory that flags the agent to notify it of any
change events that affect Oracle Portal security (for example, adding or deleting a user
from a group).

User and Group Lists of Values in Oracle Portal The User, Group, Portal User Profile, and
Portal Group Profile portlets include lists of values for users or groups. These lists of
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values must be populated with information stored in the directory. By default, the list
of values displays the groups contained under the Oracle Portal group container in the
Oracle Portal DIT structure. You can browse to any group in the tree, if you have the
right access privileges.

The groups that are displayed in the list of values for groups depend on the privileges
of the user viewing them. For example, if a user views the list of values from the
Group portlet, the list only displays those groups that can be edited or deleted by that
user. From Oracle Portal 10g Release 2 (10.1.2) onwards, the implementation of the
LOVs supports a callback method. This callback mechanism requires corresponding
support in the Oracle Delegated Administration Services environment.

If you have upgraded from a release of Oracle Portal earlier than 10g Release 2 (10.1.2),
and if your Infrastructure and Fusion Middleware middle tier were separated onto
different hosts or protocols, you may have performed additional user and group Lists
of Values (LOVs) configuration to accommodate the JavaScript Origin Server Security

policy.
There were two configuration options:
= Setting up of a common-domain by running the script secjsdom. sql.

= Deploying Oracle Delegated Administration Services on the middle tier.

If you have installed the appropriate Oracle Delegated Administration Services
version in your environment, and have not previously implemented the configuration
options mentioned in the preceding text, then no subsequent configuration steps are
required in Oracle Portal to support the LOVs on a separate host. However, if you
used the configuration options mentioned previously, it is required to remove these
steps. This can be done as follows:

1. If Oracle Portal has been configured to use a locally deployed Oracle Delegated
Administration Services servlet, reconfigure it to point to the Infrastructure tier by
running the secdaslc.sql script as follows:

a. From the operating system prompt, go to the following directory:

ORACLE_HOME\portal\admin\plsqgl \wwc

b. Using SQL*Plus, connect to the Oracle Portal schema as the owner and run the
following commands:

@secdaslc N
commit;

If Oracle Portal is used with an older release of Oracle Delegated Administration
Services that does not support the callback method and the directory and Oracle Portal
servers reside on different domains, you have to install the required patch to the
Oracle Delegated Administration Services environment to support the use of LOVs
across domains.

Relationship Between Oracle Portal and Oracle Directory Integration Platform

As shown in Figure 7-9, the Oracle Directory Integration Platform provides important
services to notify components of user and group change events and synchronize
directories.
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Figure 7-9 Oracle Directory Integration Platform Synchronization
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In the figure, the flow to and from the Oracle Internet Directory has two paths. The
first path, labeled Oracle Directory Synchronization Service, shows the concept of
synchronization. In this case, the Oracle Internet Directory acts as a gateway to some
external directory or repository. The synchronization service ensures that changes are
coordinated between the Oracle Internet Directory and its connected directories.
Whenever a change occurs in one of the directories, a notification must be raised with
the Oracle Internet Directory to appropriately reflect the change across all of the
affected directories.

The second path, labeled Oracle Directory Provisioning Integration Service, shows the
concept of provisioning. In provisioning, an application, such as Oracle Portal,
subscribes to changes to certain user or group information. For example, suppose that
an administrator removes a user from a group through the Oracle Delegated
Administration Services. As a result of this change, the user should no longer be
allowed to access certain pages in Oracle Portal. The Oracle Directory Integration
Platform must notify Oracle Portal to update its local cache and immediately prevent
the user from accessing the pages to which she no longer should have access.

For provisioning services, components like Oracle Portal subscribe to provisioning
events (for example, deletion of a group) to keep their local caches of user and group
information synchronized with the central user and group repository in the Oracle
Internet Directory. When a change event occurs, all of the components that are
subscribed to that change event are notified by the Directory Synchronized
Provisioning agent of the Oracle Directory Integration Platform. Oracle Portal sets the
portal directory synchronization subscription flag in the directory to indicate that it
should be notified whenever a subscribed change event takes place. Table 7-17 shows
the events to which Oracle Portal subscribes and the actions it takes when those events
occur.
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Table 7-17 Directory Synchronized Events Handled By Oracle Portal

Subscribed event Oracle Portal action

USER DELETE The local user profile entry is deleted, resulting in the deletion
of the user's privileges. Pages associated with this user are
invalidated in Oracle Web Cache.

USER MODIFY The default group of the user is changed in the local user
(orclDefaultProfileGroup) profile.
GROUP DELETE The local group profile is deleted, resulting in the deletion of

the privileges assigned to this group. The WWSEC_FLAT$
table is updated accordingly if immediate synchronization is
enabled on the Global Settings SSO/OID tab.

GROUP MODIFY The WWSEC_FLATS$ table is updated to reflect membership
(uniqueMember, member) changes that affect Oracle Portal if immediate synchronization
uniqueiviempber, membe is enabled on the Global Settings SSO/OID tab.

If the membership changes involve a group being added or
deleted from the modified group, the pages associated with the
users of the added or deleted group are invalidated in Oracle
Web Cache. The reason for this action is that the security
changes might affect what is visible on the page or the access
privileges of the page itself.

Note: Oracle Portal does not need to subscribe to user and group
creation events. The local user profile is created automatically when
a new user first logs on or is assigned some privilege that causes
the user to be referenced in an access control list (ACL) of Oracle
Portal. Similarly, a local group profile is created automatically when
a new group is first referenced in an ACL.

To function properly, Oracle Portal requires the following for its integration with
Oracle Directory Integration Platform:

= The Oracle Directory Integration Platform must be running. With Oracle Portal
Release 11.0.0 and later, the Oracle Directory Integration and Provisioning agent is
started by default if the user had started the infrastructure tier using opmct1
start all. To start the Oracle Directory Integration Platform, use the oidctl
command. For example:

oidctl instance=1 server=odisrv flags="host=iasga-ultral.abc.com port=4032"
start

s The subscription profile must be created in the Oracle Internet Directory. A default
subscription profile is automatically created during the installation of Oracle
Portal.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Internet Directory

Update Subscription Profiles for Groups Based on groupOfNames By default, groups created
in the Oracle Internet Directory by Oracle Delegated Administration Services are
based on the IETF object class groupOfUnigueNames. However, there is now support
for handling groups created with the object class groupOfNames as well. If your
portal has an existing Oracle Directory Integration Platform subscription profile in the
Oracle Internet Directory (from 9.0.2), then it would be subscribing to group
modifications and deletions based on groups using groupOfUnigueNames. If any
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existing groups in Oracle Internet Directory are based on the groupOfNames object
class you must update the Oracle Directory Integration Platform subscription profile
to subscribe to the events for groups based on groupOfNames in addition to
groupOfUnigueNames.

To create or update the subscription profile, run oidprovtool as shown in the
following example:

oidprovtool operation=create ldap_host=myhost.mycompany.com \
ldap_port=389 \

ldap_user_dn="cn=orcladmin" \

application_
dn="orclApplicationCommonName=PORTAL, cn=Portal, cn=Products, cn=0racleContext"\
organization_dn="dc=us, dc=mycompany,dc=com" \
interface_name=PORTAL.WWSEC_OID_SYNC \

interface_type=PLSQL \
interface_connect_info=myhost:1521:iasdb:PORTAL:password\

schedule=360 \

event_subscription="USER:dc=us, dc=mycompany,dc=com:DELETE" \
event_subscription="GROUP:dc=us, dc=mycompany, dc=com:DELETE"\
event_subscription="USER:dc=us, dc=mycompany, dc=com:MODIFY
(orclDefaultProfileGroup, userpassword) "\
eventsubscription="GROUP:dc=us, dc=mycompany, dc=com:MODIFY (uniqueMember) " \
profile_mode=0UTBOUND

This will create or update the provisioning profile and subscribe to changes for the
unigqueMember and member attributes.

By default, this provisioning profile is enabled.

Relationship Between Oracle Portal and Oracle Delegated Administration Services

In addition to querying the directory for user and group information, Oracle Portal
must provide users with the means to add and modify user and group information. To
change information in the directory, use the Oracle Delegated Administration Services.
Oracle Portal provides links to the delegated administration server for users with the
privileges to add and change users and groups.

Creating and updating information Stored in Oracle Internet Directory The Oracle Delegated
Administration Services provides a comprehensive interface for making updates to the
directory. Authenticated users who have the appropriate privileges can access the
delegated administration server through the User and Group portlets on the
Administration tab in Oracle Portal. To access these portlets, a user must be a member
of the OracleDASCreateUser and OracleDASCreateGroup groups, respectively.
AUTHENTICATED_USERS may create groups by default.

Relationship Between Oracle Delegated Administration Services, mod_osso, and the OracleAS
Single Sign-On mod_osso protects URLs behind the OracleAS Single Sign-On
environment by making the HTTP server effectively into a partner application. Oracle
Delegated Administration Services functionality is single sign-on enabled by using
mod_osso to get the user's identify from the OracleAS Single Sign-On session.
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Figure 7-10 Relationship between Oracle Delegated Administration Services, mod_
osso, and OracleAS Single Sign-On
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mod_osso is a module of the Oracle HTTP Server that is written as a partner
application. You can use mod_osso to enable applications on WLS applications, for
single sign-on. You achieve this by configuring mod_osso with Oracle HTTP Server
directives to restrict access to the Oracle Fusion Middleware application URLs.

Oracle Delegated Administration Services relies on mod_osso to authenticate users
attempting access. When a user attempts to access an Oracle Delegated Administration
Services dialog (for example, a list of users or groups, or the Create User form), mod_
osso checks whether the user has been authenticated. mod_osso performs no
authorization checks other than checking for authentication. If the user has not been
authenticated, mod_osso, which is an OracleAS Single Sign-On partner application,
redirects the user's request to OracleAS Single Sign-On. OracleAS Single Sign-On
either:

»  Finds a cookie that indicates the user has been properly authenticated and sends
back an authenticated token to mod_osso.

= Or if no cookie has been created yet, it brings up the login page to authenticate the
user.

Once the user has been properly authenticated, they are redirected by mod_osso to the
requested Oracle Delegated Administration Services URL. Oracle Delegated
Administration Services then becomes accessible to the user and enforces the user's
privileges, typically relying on access control items in the Oracle Internet Directory.

Oracle Delegated Administration Services URLs

The first request to Oracle Delegated Administration Services from a user session in
Oracle Portal is redirected to the OracleAS Single Sign-On so that mod_osso, which
acts as a partner application on behalf of Oracle Delegated Administration Services,
can establish the identity of the user. OracleAS Single Sign-On constructs a URLC
token that includes the requested Oracle Delegated Administration Services URL.
There is about a 2K limit on the length of the URLC token imposed by Internet
Explorer. As such, the length of the Oracle Delegated Administration Services URL is
also limited. To provide a seamless integration with Oracle Delegated Administration
Services, Oracle Portal includes the URLs of the current portal page and the portal
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home page within this Oracle Delegated Administration Services URL. A typical
Oracle Delegated Administration Services URL appears as follows:

http://myportal.us.abc.com:8090/0iddas/ui/oracle/ldap/das/group/AppCreateGroupInfo
Admin?doneURL=https%3A%2F%2Fwebsvr.us.abc.com%3A5001%2Fportal $2Fpage%3F_

7.s901dev0.portalserver.us.abc.com%2Ccn%$3Dgroups$2Cdc%3Dus%$2Cdc%3Doracle%2Cdc%3Dco
m&enablePA=true

When this URL is included in the URLC token, which is then encrypted for security
reasons, the length of the resulting token easily approaches the 2K threshold. If it
exceeds this limit, the browser may show an error.

There is no fixed size for the URL. However, if you see browser errors when
performing Oracle Delegated Administration Services operations, you should consider
reducing the size of various parts that comprise the portal URL as this will help ensure
that the URL does not exceed the 2k limit. For example, limit hostnames to 8 characters
or less and DAD names to 6 characters or less.

In the event that you encounter this problem, the work around is to log in to Oracle
Delegated Administration Services first through a shorter URL, such as the Directory
Administration link in the Services portlet. Any subsequent access to Oracle
Delegated Administration Services will then not require SSO redirection, and will
succeed.

User Portlet

The User portlet on the Portal tab under Administration enables you to create and
update users through Oracle Delegated Administration Services. To create a new user,
click the Create New Users link in the User portlet. To update information for an
existing user, enter their user name in the Name field or choose it from the list of
values and click Edit. To delete a user, enter their user name in the Name field or
choose it from the list of values and click Delete.

Note: Only a user who is a member of the OracleDASCreateUser,
OracleDASEditUser, or OracleDASDeleteUser privilege groups can
see the User portlet. The link to create new users is displayed only
to users who are members of the OracleDASCreateUser group.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Internet Directory

Figure 7-11 User Portlet
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Portal User Profile Portlet

To set global user privileges and preferences that pertain specifically to the portal, use
the Portal User Profile portlet. To update a user's portal preferences and privileges,
enter their user name in the Name field or choose it from the list of values. You can set

Note: The Portal User Profile portlet is only visible to users with
Manage or Edit privileges for All User Profiles.

all of the following for the user's profile:

s Preferences

whether the user can access the portal

database schema name for the user

whether the user has a personal page

default user group for the user

default home page for the user

default style for the user

whether to clear the Oracle Web Cache for the user

= Global Privileges

page group privileges
Portal DB Provider privileges

administration privileges

Figure 7-12 Portal User Profile Portlet
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Group Portlet

Note: Every user can see the Group portlet, but the link to create
new groups is displayed only to users who are members of the
OracleDASCreateGroup privilege group. Users can only edit or
delete a group if they are the group's owner or a member of a group
with appropriate access control information (ACI) to edit or delete
the group. The following privilege groups are seeded in the Oracle
Internet Directory:

s OracleDASCreateGroup
s OracleDASEditGroup
»  OracleDASDeleteGroup

The preceding privilege groups imply global privileges, and should
be allocated carefully.
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The Group portlet on the Portal tab under Administration enables you to create and
update user groups through Oracle Delegated Administration Services. To create a
new group, click the Create New Groups link in the Group portlet. To update
information for an existing group, enter its name in the Name field or choose it from
the list of values and click Edit. To delete a group, enter the group name in the Name
field or choose it from the list of values and click Delete.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Internet Directory

Figure 7-13 Group Portlet
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Create New Groups
Create groups, assion users to them, and designate group

administrators.

Edit'Delete Group
Click the browese icon, select & group from the list, then click Edit or
Delete.

Name: i— & Eﬂ Delete

Portal Group Profile Portlet

Note: The Portal Group Profile portlet is displayed to all users,
but only users with the Manage or Edit privilege for All Group
Profiles, or the owner of a group can edit its profile.

To set global group preferences and privileges that pertain specifically to the portal,
you need to use the Portal Group Profile portlet. To update a group's portal
preferences and privileges, enter the group name in the Name field or choose it from
the list of values. You can set all of the following for the group's profile:

= Preferences
- default home page for the group
- default style for the group
= Global Privileges
- page group privileges
- Portal DB privileges

- administration privileges

Figure 7-14 Portal Group Profile Portlet
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Oracle Delegated Administration Services Public Roles

In many cases, it is more efficient to use roles exposed by Oracle Delegated
Administration Services to assign privileges for each individual user. When creating
users, you might notice a section called Roles Assignment on the Create User page.

Note: In releases before 9.0.4, roles were called public groups.

Roles provide a very convenient mechanism by which users can be created and
granted a set of privileges simultaneously. When a check box for a role is checked for a
given user, they are granted the designated role upon creation. As an administrator,
you can create your own roles and pre-assign any combination of Oracle Internet
Directory and Oracle Portal privileges to them.

Example: Defining a User Administrator Role Suppose that you want to create a role with
the appropriate privileges for a user administrator. You could create such a role by
following these steps:

Step 1: Create a group.
You begin by creating a group as follows:

1. From Portal Builder (the Design-Time pages), click Administer, if you are not
already on the Administer tab.

2. Click Create New Group in the Group portlet and the Create Group page
appears, as shown in Figure 7-15.
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Figure 7-15 Create Group Page
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On the Create Group page, click Privilege Assignment to go to that section and

choose the following privileges, as shown in Figure 7-16:

» Allow user creation

= Allow user editing

s Allow user deletion
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Figure 7-16 Privilege Assignment Section of the Create Group Page
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Click Submit.

Step 2: Assign the Manage privilege for all user profiles.

After you create the user administrator group, you need to assign it the Manage
privilege for all user profiles. This privilege is the only global privilege that you need
to assign to this group for user administration.

1.

From Portal Builder (the Design-Time pages), click Administer, if you are not
already on the Administer tab.

From the Portal Group Profile portlet, enter the name of your newly created
group and click Edit.

Click Privileges tab.

Scroll down to the Administration Privileges section, shown in Figure 7-17. From
the list next to All User Profiles, choose Manage.

Figure 7-17 Administration Privileges Section of the Edit Group Profile Page

Administration Privileges

Object Type Privileges
All User Profiles Manage v
All Group Privileges Manage
All Schemas Manage v
All Logs Manage
All Transport Sets Manage +
Default Group Privileges Manage
5. Click OK.

Step 3: Make the group a role.

Now that you have created a group representing the user administrator role, you need
to enable it as a role so it appears in the list of roles on the Create User page.

1.

From Portal Builder (the Design-Time pages), click Administer, if you are not
already on the Administer tab.

In the Services portlet, click Directory Administration.
Click Configuration tab.
Click User Entry.
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5.

Click Next until you reach Step 5 of 5, Configure Roles, of the wizard, as shown in

Figure 7-18.

6. Click Add Role to choose the new group and add it to the list of roles.

Figure 7-18 Configure Roles Page
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7. Click Finish. Your group will now appear in the list of public groups on the Create

User page.

Step 4: Hide detailed privilege assignment section.

To encourage the usage of roles rather than direct privilege assignment, you can turn
off the detailed privilege assignment section of the Create Users page. To implement

this change, you need to update a configuration entry in the Oracle Portal schema.

This setting stops Oracle Delegated Administration Services from displaying the
Privilege Assignment section in the Create/Edit User page when it is called from an
Oracle Portal administration page.

Log in to the PORTAL schema through SQL*Plus.

1.

Note:

The PORTAL schema password is stored in the Oracle Internet

Directory and the entry may be viewed by an administrator using the
oidadmin utility with the following path under Entry Management:

OrclResourceName=PORTAL,orclReferenceName=iasdb.myho

st.au.oracle.com,cn=IAS Infrastructure

Databases,cn=IAS,cn=Products,cn=0OracleContext
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2. Invoke the following commands to set the das_enable_pa variable in Oracle
Portal's Oracle Internet Directory configuration preference store:

$ sglplus

Enter user-name: portal
Enter password:

SQL> set serverout on
SQL> exec wwsec_oid.set_preference_value('das_enable_pa', 'N');

PL/SQL procedure successfully completed.
SQL> commit;
Commit complete.

SQL> exit

3. Because the User Portlet is cached in Oracle Web Cache and the Oracle Portal
middle-tier file system cache, you must invalidate the cached version of the portlet
before you are done. Updating the configuration parameter changes the behavior
of the portlet, but updating the parameter does not invalidate the cache. Follow
these steps to invalidate the cached version of the User Portlet:

a. Login to Oracle Portal as a user with administrator privileges.
b. Go to the Builder.
Click the Administration tab.

a o

From the Portal tab, open Global Settings and navigate to the SSO/OID tab.
e. Scroll to the bottom of the page.

=h

Select Refresh Cache for OID Parameters.
g. Click Apply.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Web Cache

Step 5: Validate your changes.

Once you have performed steps 1 through 4, go to the Create User page to verify that
your user administrator group appears there. Note how the other Oracle Portal
administrative roles, or groups, are already pre-seeded into the Roles Assignment list
on this page.

Configuring Dynamic Groups

Dynamic group support relies on the dynamically populated static group
functionality. Dynamic groups in 11.1.1 are exposed in the same manner as static
groups (in fact a dynamic group can be a composite of a static member list and a
dynamically determined membership).

The dynamic membership of the group is defined through the setting of the group’s
labeledURI attribute with an appropriate LDAP query filter. The query filter defines
the set of users that will define the membership of the group.
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Note: The labeledURI attribute is not exposed in the DAS console, so
a dynamic group cannot be defined in DAS. The labeledURI attribute
must be defined within Oracle Directory Manager, or by using an
appropriate LDAP command, such as ldapmodify, from the command
line.

Defining the Dynamic Group
You can create the dynamic group in two ways:

»  Create the dynamic group with an LDIF file and using the ldapadd command
»  Create the dynamic group using the Oracle Directory Services Manager (ODSM)

Option 1: Create Dynamic Group Using an LDIF file
To create the dynamic group using an LDIF file:

1. Create an LDIF file with a text editor. The following example shows how a
dynamic group can be defined that represents all users under the default user
search base, with the title of "Manager":

Example 7-1 Defining a Dynamic Group

dn: cn=managers,cn=portal.070720.104824.056918000, cn=groups, dc=us,dc=orac
le,dc=com

labeleduri: ldap://myserver.mycompany.com.com:12061/cn=users,dc=us,dc=mybiz,dc=com
??sub? (title=Manager)

description: Dynamic Group of Managers

cn: Managers

orclisvisible: true

objectclass: orclDynamicGroup

objectclass: orclGroup

objectclass: top

objectclass: groupOfUniqueNames

displayname: Managers

owner: cn=fmwadmin,cn=users,dc=us,dc=mybiz,dc=com

Note: The labledURI syntax for an LDAP URL is defined in RFC
2255 (http:/ /www.fags.org/rfcs/rfc2255.html). In the example above,
it is representing a search for any entry under the DN
cn=users,dc=us,dc=mybiz,dc=com with the attribute title=Manager.
This is to be done on the server myserver.mycompany.com at LDAP
port 12061 and using a subtree ("sub") search.

A dynamic group can be defined on any attribute or condition that
can be represented as an LDAP URL and defined in the labeledURI
attribute. Dynamic groups can also be defined using the ConnectBy
assertion, which is included in the orclDynamicGroup objectClass.
Refer to the Oracle Fusion Middleware Administrator's Guide for Oracle
Internet Directory for more information for this alternate approach.

2. Save the file, and then update the OID server by issuing the ldapadd command.
For example:

ldapadd -h myserver -p 12061 -D cn=fmwadmin -w mybizl —f managers.ldif —v
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add labeleduri:
ldap:/ /myserver.mycompany.com:12061/cn=users,dc=us,dc=mybiz,dc=com??sub
?(title=Manager)

add description:
Dynamic Group of Managers
add cn:
Managers
add orclisvisible:
true
add objectclass:
orcIDynamicGroup
orclGroup
top
groupOfUniqueNames
add displayname:
Managers
add owner:
cn=fmwadmin,cn=users,dc=us,dc=mybiz,dc=com

adding new entry
cn=managers,cn=portal.070720.104824.056918000,cn=groups,dc=us,dc=mybiz,dc=
com

modify complete

Option 2: Create a Dynamic Group Using ODSM

1. Invoke Oracle Directory Services Manager (ODSM) and connect to the Oracle
Internet Directory server.

Refer to section "7.1.2 Using Oracle Directory Services Manager" in the Oracle
Fusion Middleware Administrator’s Guide for Oracle Internet Directory for information
on invoking and using the Oracle Directory Services Manager.

2. From the Go to list, select Data Browser.
3. Click on the New Entry icon in the data browser.

4. Provide the DN and add the objectclasses orclDynamicGroup and
groupOfUniqueNames.

5. On the Mandatory Properties tab, provide the CN attribute.
6. On the Optional Properties tab, provide the attributes for labeleduri.
7. Click OK to complete the definition of the dynamic group.

When you refresh the tree view you’ll see the new group that you created. Note that
group members will not be shown in ODSM.

Using a Dynamic Group to Secure a Page

Once the dynamic group is defined, it can be used as a guarantee to secure pages in
the Portal. Since updates to dynamic groups do not issue DIP change events, the
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Portal doesn’t have any trigger to invalidate pages that may be affected by these
dynamic groups. Therefore, pages using dynamic groups to secure them should either
not be cached, or cached with expiry-based caching at the user level with a cache
duration appropriate for the attribute being used to define the dynamic group.

Security for Portlets

Portlets act as windows on your application, displaying summary information and
providing a way to access the full functionality of the application. Portlets expose
application functionality directly in your portal or provide deep links that take you to
the application itself to perform a task. Because portlets format information for display
on a Web page, the underlying application need not be Web enabled to be integrated
with Oracle Portal.

In Oracle Portal, portlets are managed by providers. A provider is an application that
you register with Oracle Portal. Oracle Portal supports three types of providers:

= Web providers

= Database providers

»  Web Services for Remote Portlets (WSRP) producers
Portlet security consists of three major areas of functionality:

= Authentication: When a user first accesses a secure URL, they must be challenged
for information that verifies their identity, such as a user name and password, or a
digital certificate.

s Authorization: Authorization is the process that allows certain users to access
parts of an application. Some parts of an application may have public access while
others may be accessible only to a limited number of authenticated users.

s Communication security: Communication security is the means by which Oracle
Portal establishes the authenticity of communications (for example, messages) to
and from providers. In a heavily networked environment, it is critical to verify that
communications are authenticate.

To make your Web providers truly secure, you need to make sure that they are secured
in each of these areas. If you only implement security features for one or two out of
three areas, then your providers cannot be considered secure. The effort you expend to
secure a Web provider should be proportional to the confidentiality of the data the
provider exposes.

To make your WSRP portlets secure, ensure that Oracle Portal and the WSRP
producers communicate through an inherently secure network, such as a VPN
network or a network that is behind a firewall.

Authentication

When a user first logs in to Oracle Portal, they must enter their password to verify
their identity before being permitted access. OracleAS Single Sign-On manages the
login process. Refer to Section , "Single Sign-On" for more information.

Authorization
Authorization determines whether a particular user should view or interact with a
portlet. There are two types of authorization checks:

= Portal Access Control Lists: When you log in to Oracle Portal, OracleAS Single
Sign-On authenticates you. Once authenticated, Oracle Portal uses access control
lists (ACLs) to grant you privileges on portal objects such as pages and portlets.
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The actions may range from simply viewing an object to performing
administrative functions. If you do not belong to a group that has been granted a
specific privilege, Oracle Portal prevents you from performing the actions
associated with that privilege.

s Programmatic Portlet Security: The Portal Developer's Kit-Java includes APIs that
are called to determine if a particular user is authorized to view a portlet. You can
use these APIs to implement authorization logic that augments the Portal ACL
security.

s J2EE Security Roles: You can use J2EE programmatic security in your provider
code. To leverage this capability, you must configure your provider for enhanced
authentication to protect the integrity of the asserted identity. From within your
portlet code, you can use request .isUserInRole ("securityrole"), where
request is the HttpServletRequest request and securityrole is a declared
J2EE security role. Refer to Section , "Enhanced Authentication” for more
information on how to configure enhanced authentication.

Communication Security

Authentication and authorization are important components of securing your Web
providers. They do not, however, check the authenticity of messages being received by
a provider and are therefore not suitable on their own for securing access to a provider.
If the communication is unsecured, someone could imitate Oracle Portal and fool the
Web provider into returning sensitive information.

Communication security focuses on securing communications between Oracle Portal
and a JPDK Web provider. These methods do not apply to database providers, which
execute within the portal database. There are three types of communication security:

= Portal Server Authentication ensures that incoming messages came from a trusted
host.

= Message Authentication ensures that the incoming messages were not tampered
with.

= Message Encryption protects the contents of a message by encrypting them.

Portal Server Authentication Portal Server Authentication restricts access to a provider to
a small number of recognized computers. This method compares the IP address or the
hostname of an incoming HTTP message with a list of trusted hosts. If the IP address
or hostname is in the list, the message is passed to the provider. If not, it is rejected
before reaching the provider.

Message Authentication Message authentication works by appending a checksum based
on a shared key to provider messages. When a message is received by the provider, the
authenticity of the message is confirmed by calculating the expected value of the
checksum and comparing it with the actual value received. If the values are the same,
the message is accepted. If they are different the message is rejected without further
processing. The checksum includes a time stamp to reduce the chance of a message
being illegally recorded in transit and resent later.

See Also: Section , "Message Authentication"

Message encryption Message encryption relies on the use of the HTTPS protocol for
communication between the provider and Oracle Portal. Messages are strongly
encrypted to protect the data therein and provide confidentiality. While encryption
provides a high level of security, it also of necessity impacts performance.
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Note: Use of the HTTPS protocol for communication between Oracle
Portal and WSRP producers is not supported in this release.

Access Control Lists

When you log in to Oracle Portal, OracleAS Single Sign-On authenticates you. Oracle
Portal then uses access control lists (ACLs) to determine if you are authorized to view
each piece of content, including providers and portlets. If you do not belong to a group
that has been granted a specific privilege, Oracle Portal prevents you from performing
the actions associated with that privilege.

ACLs are managed by the following:

»  Privileges define the actions that can be performed on the object to which they are
granted. Several privileges can be granted, such as Manage, Execute, Access, and
Publish. If you set any of these privileges, then the user can access the portlet.

»  Users and their privileges are managed from the Portal tab under the Administer
tab of the builder.

= Group membership in a group and the privileges granted to the group are
managed from the Portal tab under the Administer tab of the builder. A privilege
granted to a user group is inherited by all members of that group.

»  Privileges can be granted to a provider. By default, those privileges apply to the
provider and all the portlets in the provider. Provider ACLs are managed on the
Provider tab of the navigator.

»  Privileges for portlets can override the privilege set for the portlet's provider.
Portlet ACLs are managed on the Provider tab of the navigator. Using Open for
the Provider takes you to a page to manage the portlets of the provider.

Advantages

= ACLs offer a simple, yet very powerful, mechanism to secure portal objects.

= Because the management of users and groups is centralized, you do not have to
change the ACLs as the membership of groups changes.

Disadvantages

ACLs are applied at the provider or portlet level. You cannot vary the security rules
for a portlet depending on the portal page on which the portlet is placed.

Oracle Portal Server Authentication

One way you can prevent unauthorized access to providers is to restrict access to the
provider to known client computers at the server level. This method goes some way
toward defending against denial of service attacks.

In the Oracle HTTP Server, you can permit or deny directives in the ht tpd. conf file
based on hostnames or IP addresses. If hostnames are used as discriminators, the
server needs to look them up on its Domain Name Server, which incurs overhead to
the processing of each request. Using the IP address prevents this added overhead, but
the IP address may change without warning.

Advantages

= This approach only allows trusted hosts to access the provider.

= You can set the restrictions up easily.
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Disadvantages

= Oracle Web Cache does not have IP address checking capability. If you have
Oracle Web Cache in front of a provider, a client on any host can send show
requests to Oracle Web Cache.

= You can circumvent this approach by sending messages to a provider containing
fake IP addresses and hostnames. This method is tricky to carry out effectively
because return messages will go to the computer with the copied IP address, but it
can still cause problems.

The following sections are applicable for Web providers only and not WSRP producers.

Securing the Portal Tools Provider Configuration Pages

Out of the box, the Portal Tools (OmniPortlet and Web Clipping) provider
configuration pages are protected with certain privileges. Refer to Section , "Privileges
to Edit Web Providers and Provider Groups" for more information about these
privileges. In the event that the pages are no longer protected, check in the web . xm1
file under the DOMAIN HOME\servers\WLS_PORTAL\tmp\_WL_
user\portalTools_version\kjdcke\war \WEB-INF directory, that the following
param-value is set to true and not false:

<init-param>
<param-name>oracle.webdb.providerui.securedAccessParam</param-name>
<param-value>true</param-value>

</init-param>

Single Sign-On

Portlets act as windows into an application by displaying a summary of content and a
method for accessing the full functionality of the application. Portlets can expose
application functionality directly in the portal or provide deep links into the
application itself to perform a task.

If the application does not perform authorization, then users need not be authenticated
to see and use it or its associated portlets. For more restricted applications, you need to
authenticate the user who is accessing the application:

= Partner applications share the same authenticated user as the Oracle Portal user.
The application user and the Oracle Portal user are the same in this case.

= External applications use a different authentication mechanism than Oracle Portal
and usually a different repository for user credentials. The application user name
can be the same as in Oracle Portal, but the external application verifies the user
through its own mechanism.

Partner Application A partner application shares the same OracleAS Single Sign-On as
Oracle Portal for authentication. Sharing OracleAS Single Sign-On instances means
that when a user is already logged into Oracle Portal, their identity can be asserted to
the partner application without logging in again.

Partner applications tightly integrate with OracleAS Single Sign-On. When a user
attempts to access a partner application, the partner application delegates the
authentication of the user to OracleAS Single Sign-On. Once authenticated with a valid
user name and password, a user need not provide a user name or password when
accessing other partner applications that share the same OracleAS Single Sign-On
instance. OracleAS Single Sign-On determines that the user was successfully
authenticated and indicates successful authentication to the other partner applications.
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The partner application provider trusts Oracle Portal to authenticate the user on the
provider's behalf. This relationship is possible because Oracle Portal is, itself, a partner
application. Partner application providers must trust Oracle Portal to authenticate the
user in this way because the provider cannot perform the authentication itself.
Authenticating the user directly requires the provider to redirect the browser to
OracleAS Single Sign-On and provide success and failure URLs. This method is not
possible due to the provider architecture. The primary reason for it is that the
authentication occurs in response to an API call from Oracle Portal to the provider.
OracleAS Single Sign-On cannot imitate that call upon successful authentication to the
initSession()/dologin () method to complete its normal processing.

Authentication of users in partner applications differ from conventional applications.
Partner applications delegate user authentication to OracleAS Single Sign-On. If the
user has not been authenticated, OracleAS Single Sign-On displays a login page
prompting the user to enter a user name and password. The login page submits the
user name and password back to OracleAS Single Sign-On.

If successfully authenticated, OracleAS Single Sign-On creates a special cookie
containing information about the user. For security, OracleAS Single Sign-On encrypts
the contents of the cookie. The cookie is sent back to the user's browser but is scoped
such that only OracleAS Single Sign-On can access it. It is not passed to any other
listeners. After creating the cookie, OracleAS Single Sign-On redirects the Web browser
to the success URL specified by the partner application. At this point, the partner
application creates an application session cookie which contains information the
application needs to reestablish the session later. Upon making subsequent requests to
the partner application, it detects the presence of the partner application session cookie
and from it knows that the user is already authenticated.

If the user later accesses another partner application, that application looks for its
application specific session cookie. If the cookie is not found, the application redirects
the request to OracleAS Single Sign-On as described previously. This time OracleAS
Single Sign-On detects the presence of the user's OracleAS Single Sign-On cookie. This
cookie indicates that the user is already authenticated and OracleAS Single Sign-On
redirects the browser to the success URL of the second partner application without
prompting the user for credentials again. At this point, the partner application creates
its own application specific session cookie.

In order to protect the integrity of the identity assertion made by Oracle Portal to the
provider, message authentication with HMAC should be configured. See Section ,
"Configuring Provider Message Authentication" for information on how to set this up.

Advantages
= Provides the tightest integration with Oracle Portal and OracleAS Single Sign-On.

= Provides the best OracleAS Single Sign-On experience to users.

= Provides the most secure form of integration because user names and passwords
are not transmitted between the portal and the provider.

s The application and the portal share the same user repository, which reduces user
maintenance.

Disadvantages

= The application must share the same user repository as Oracle Portal even though
the application's user community may be a subset of the portal's user community.
This minor issue can be addressed because you can restrict access to the portal
pages that expose the application to the application's user community.

Securing Oracle Portal 7-55



About Oracle Portal Security

s The application can only be tightly integrated with one or more OracleAS Single
Sign-On if they share the same user repository.

Implementation Techniques

You make an application a partner application by protecting its URLs using mod_osso.
Once configured, mod_osso restricts access to URLs and handles such things as the
redirection to OracleAS Single Sign-On and the creation of cookies.

mod_osso

mod_osso is a general purpose Oracle HTTP Server module and a partner application
of OracleAS Single Sign-On. It uses OracleAS Single Sign-On to do the authentication.
The module does all the communication and handling of cookies between the Oracle
HTTP Server and OracleAS Single Sign-On. If mod_osso is configured to protect the
URLs of a Web application, then the application effectively becomes a partner
application.

Oracle Portal is also a partner application and uses OracleAS Single Sign-On to
authenticate users. Provided Oracle Portal and mod_osso use the same OracleAS
Single Sign-On instance, the user can access either the Web application or Oracle Portal
by logging in to either one, that is, they need only login once to be able to access both
the Web application and Oracle Portal.

Advantages
= mod_osso is simple to set up.
= You need no additional code in the application.

= New features to the OracleAS Single Sign-On environment are exposed through
simple dynamic directives.

= mod_osso generates a partner application cookie and does all the cookie handling.

= mod_osso secures the partner application and deep links from the partner
application provider.

Disadvantages

= Although not neccessarily a drawback, mod_osso can only be used with Web
applications.

External Application An External Application is an application that uses a different
authentication mechanism than Oracle Portal. The application may use a different
instance of OracleAS Single Sign-On than that used by Oracle Portal or some other
authentication method. In either case, OracleAS Single Sign-On stores user name
mappings, passwords, and any other required credentials to authenticate the user in
each external application. When a user is already logged in to Oracle Portal, they will
be logged into the external application without having to enter their user name or
password.

Applications that manage their own authentication of users can be loosely integrated
with OracleAS Single Sign-On by registering as external applications. An external
application can be exposed as a provider using the Oracle Fusion Middleware Portal
Developer Kit so that it may be accessed from a portlet on a page. External application
providers are only available to JPDK Web providers.

See Also: For more information about the External Applications

portlet, see the Oracle Fusion Middleware User’s Guide for Oracle
Portal.
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When a previously authenticated user accesses an external application for the first
time, OracleAS Single Sign-On attempts to authenticate the user with the external
application. The authentication is performed by submitting an HTTP request that
combines the registration information and the user's user name and password for the
application. If the user has not yet registered their user name and password for the
external application, OracleAS Single Sign-On prompts the user for the required
information before making the authentication request. When a user supplies a user
name and password for an external application, OracleAS Single Sign-On maps the
new user name and password to the user's Oracle Portal user name and stores them.
The next time the user needs to access the external application the stored credentials
are used.

Note: If there is a change in the URL of an external application, then
the external application must be updated in the OracleAS Single
Sign-On Server. For information about updating the external
application, refer to the "Editing an External Application” section in
the Oracle Application Server Single Sign-On Administrator’s Guide.

Advantages

= Allows integration with many portals. If there is a preferred portal, the application
could be integrated as a partner application of that portal and an external
application of other portals.

= Provides a single sign-on experience for users. However, users still need to
maintain different user names and passwords. In addition, the external application
user name mapping must be maintained.

= Allows integration with multiple portals independent of their user repositories
and single sign-on mechanisms.

Disadvantages
= External applications do not share the same user repository as the portal, which
requires additional maintenance of user information.

= The user name and password is transmitted to the provider in plain text. This
approach is not as secure as a partner application. Configuring the provider URL
to use SSL addresses this issue.

s The application must be written using a technology that can be easily integrated
with Java or PL/SQL.

No Application Authentication In this case, the provider trusts the portal sending the
requests. The provider can determine if the user is logged in and the portal user name,
but the application has not authenticated the user.

Advantages
You can implement this form of integration most easily and very fast.

Disadvantages

Provides the weakest integration with Oracle Portal. However, this may not be an
issue if your portlet content is not sensitive, or if the provider location is secured by
the network topology and only accessible by the portal.
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Programmatic Portlet Security

You can implement portlet security methods within a provider to verify that given
users may access portlet instances. These security methods work at the portlet level,
that is, each portlet may have its own user access control. By implementing access
control methods in the provider, content may only be retrieved from a portlet if the
user's credentials pass the authorization logic. If you do not implement portlet security
methods in the provider, any user name may be passed in, even a fictitious,
unauthenticated one.

A provider can implement two portlet security methods:

= Get alist of portlets

= Determine portlet accessibility

These methods have access to the following information about authorization level:

= Strong indicates that OracleAS Single Sign-On has authenticated a user in the
current Oracle Portal session, that is, the user logged in to Oracle Portal with a
valid user name and password, and called the portlet in that session.

= Public indicates a user has not logged in within the context of the current Oracle
Portal session and does not have a persistent cookie to indicate that such a state
previously existed.

Portlets can also access the Oracle Portal user privileges and group memberships:
s User's default group

= User or group privileges

»  User's highest available privilege across all groups

= Objects a user can access

Advantages

With portlet security methods, you can have a portlet produce different output
depending on the user's level of authorization.

Disadvantages

Most security manager implementations use the authorization level or some other user
specific element in an incoming message. A check of this type could be bypassed by an
entity imitating Oracle Portal.

Message Authentication

The Oracle Fusion Middleware Portal Developer Kit supports message authentication
to limit access to a specified provider instance or group of provider instances. A
provider is registered with a secret shared key known only to the portal and provider
administrators.

An Oracle Portal instance sends a digital signature, calculated using a Hashed
Message Authentication Code (HMAC) algorithm, with each message to a provider. A
provider may authenticate the message by checking the signature with its own copy of
the shared key. This technique may be used in SSL communication with a provider
instead of client certificates.

An Oracle Portal instance calculates a signature based on user information, a shared
key, and a time stamp. The signature and time stamp are sent as part of the SOAP
message. The time stamp is based on UTC (coordinated universal time, the scientific
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name for Greenwich Mean Time) so that time stamps can be used in messages between
computers in different time zones.

When the provider receives this message it will generate its own copy of the signature.
If the signatures agree, it will then compare the message time stamp with the current
time. If the difference between the two is within an acceptable value the message is
considered authentic and processed accordingly.

A single provider instance cannot support more than one shared key. Multiple keys
could cause security and administration problems if several clients sharing a provider
use the same key. For instance, if one copy of the shared key is compromised in some
way, the provider administrator has to create a new key, distribute it to all of the
clients, and the clients must then update their provider definition. The way around
this issue is to deploy different provider services, specifying a unique shared key for
each service. Each provider service has its own deployment properties file so that each
service is configured independently of the others. The overhead of deploying multiple
provider services within the same provider adapter is relatively small.

If a provider does not have an Oracle Web Cache in front of it, the use of the same
signature cookie over the lifetime of a provider session means you must trade off
between performance and the security provided by authenticating the requests. The
signature cookie value is calculated only once after the initial SOAP request establishes
the session with the provider. The shorter the provider session timeout, the more often
a signature will be calculated to provide greater security against an illegal show
request. However, the SOAP request required to establish a session takes more time.

In a provider that uses Oracle Web Cache to cache show request responses, you make a
similar trade-off. Cached content is secured in the sense that incoming requests must
include the signature cookie to retrieve the cached content, but caching content for an
extended period of time leaves the provider open to illegal show requests.

The signature element provides protection against interception and the resending of
messages, but it does nothing to prevent the interception and reading of message
contents. Messages are still transmitted in plain text. If you are concerned about the
content of messages being read by unauthorized people, you should use message
authentication in conjunction with SSL.

See Also: Section, "Configuring Provider Message Authentication"

Advantages

Message authentication ensures that the message received by a provider comes from a
legitimate Oracle Portal instance.

Disadvantages

= Message authentication can cause administration problems if a provider serves
more than one Oracle Portal instance.

= Message authentication has a performance implication if made very secure by
having a short session timeout.

HTTPS Communication

Normal communication between Oracle Portal and a provider uses HTTP, a network
protocol that transmits data as plain text using TCP as the transport layer. An
unauthorized agent can read an intercepted message. HTTPS uses an extra security
layer (SSL) on top of TCP to secure communication between a client and a server.
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Each entity (for example, an Oracle Web Cache instance) that receives a
communication using SSL has a freely available public key and a private key known
only to the entity itself. Any messages sent to an entity are encrypted with its public
key. A message encrypted by the public key may only be decrypted by the private key
so that even if a message is intercepted it cannot be decrypted.

Certificates are used to sigh communications, thereby ensuring that the public key
does in fact belong to the correct entity. These certificates are issued by trusted third
parties known as Certification Authorities (CA), for example, OracleAS Certificate
Authority or Verisign. They contain an entity's name, public key, and other security
credentials. They are installed on the server end of an SSL communication to verify the
identity of the server. Client certificates may also be installed on the client to verify the
identity of a client, but this feature is not yet supported Oracle Portal. Message
authentication may be used instead.

Oracle Wallet Manager is the application used to manage public key security
credentials. It is used to generate public/private key pairs, create a certificate request
to a CA, and then install the certificate on a server.

Configuration of SSL

When a provider is registered from an Oracle Portal instance, only one URL is entered.
HTTP or HTTPS may be used, but not a combination of both.

A server side certificate that is installed on a computer identifies that computer, or the
domain, and may be used by any number of port definitions on that computer. A
certificate trust list ensures that communication is limited to specifically identified
servers. Message authentication should be used as well to fully secure communication
between a trusted Oracle Portal instance and a provider.

See Also:

= Section, "Configuring SSL for Oracle Portal"

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet
Directory

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Web
Cache
Advantages
= SSL encrypts the contents of a portlet during the transmission of the data from the
provider to the Parallel Page Engine. To further secure the portlet contents, the
surrounding page should be invoked by a SSL based request.
Disadvantages

= Encryption has a performance impact on Oracle Portal.

= If used, encryption requires all portlets from a provider to use HTTPS even if some
of the content is public.
You will find additional information on security for your Web providers in the papers:
orN »  Overview of Provider Security
»  Overview of Password Authenticated Applications

on the Oracle Technology Network (OTN),
http://www.oracle.com/technology/.
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Securing Access to Web Services Remote Portlets

This section describes how to secure access to WSRP portlets from Oracle Portal.
s Setting Up the Keystores
s Configuring the Producer

For a conceptual overview of WSRP producers, see the Oracle Fusion Middleware
Developer’s Guide for Oracle Portal.

Setting Up the Keystores

The security credentials of the WSRP producer and Portal application can be retrieved
and managed using a Java Keystore (JKS) or an Oracle Wallet. A keystore is a file that
provides information about available public and private keys. Keys are used for a
variety of purposes, including authentication and data integrity. User certificates and
the trust points needed to validate the certificates of peers are also stored securely in
the wallet or keystore. See the Oracle Fusion Middleware Security and Administrator’s
Guide for Web Services for information about keystores.

The consumer in the step-by-step procedures below is the Oracle Portal, which
consumes portlets generated by the remote portlet producer over WSRP. The producer
uses the public key of the consumer to verify the authenticity of the security tokens
received from the consumer in the WS-Security headers of the requests it receives over
its getMarkup interface. To do this, the producer needs a Java keystore that contains
the certificate of the consumer and the root certificate used to sign it. These certificates
are added to the Java keystore as trusted certificates.

This section describes how to create keystores and keys using a Java Keystore (JKS).
JKS is the proprietary keystore format defined by Sun Microsystems. To create and
manage the keys and certificates in the JKS, use the keytool utility that is distributed
with the Java JDK 6.

Create Java keystores for the consumer and producer
To create Java keystores for the consumer, perform the following steps:

1. Go to MW_HOME\jdk160_xx_\bin and open a command prompt.
2. Using keytool, generate a key pair:

keytool -genkeypair -keyalg RSA -dname "<consumer_dname>" -alias <consumer._
alias> -keypass <key_password> -keystore <keystore> -storepass <keystore_
password> -validity <days_valid>

where:

= <consumer_dname> is the name of the consumer (for example,
cn=consumer, dc=example, dc=com)

s <consumer_alias>is the alias of the consumer (for example, consumer)

s <key password>is the password for the new public key, (for example,
welcomel)

s <keystore>is the keystore name, (for example, consumer. jks)
s <keystore password>is the keystore password, (for example, welcomel)

s <days_valid>is the number of days for which the key password is valid
(for example, 360).
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Note: You must use the -keyalg parameter and specify RSA as its
value as shown above as the default algorithm (DSA) used by keytool
for generating the key will not work.

Export the public key for the consumer:

keytool -exportcert -v -alias <consumer_alias> -keystore <keystore> -storepass
<keystore_password> -rfc -file <certificate file>

where:
» <consumer_alias> is the alias of the consumer (for example, consumer)
» <keystore> is the keystore name, (for example, consumer . jks)

» <key_ password>is the password for the public key, (for example,
welcomel)

» <keystore_ password> is the keystore password, (for example, welcomel)

m <certificate_file>is the file name for the certificate to export the key to
(for example, consumer . cer)

Importing the trusted certificate in the producer keystore:

keytool -importcert -alias <consumer_alias> -file <certificate_file> -keystore
<keystore> -storepass <keystore_password>

where:

m <consumer_alias>is the alias of the consumer

m <certificate_file>isthe consumer certificate file name
= <keystore>is the producer keystore name

s <keystore password>is the producer keystore password

Configuring the Producer
To configure the producer, do the following;:

Configuring the Global Keystore
Registering the WSRP Producer

Configuring the Global Keystore
To configure the keystore, do the following:

1.
2.
3.

Login to your Oracle Portal.
Click the Administer tab.
In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal subtab of the Administer tab on the
Portal Builder page.

Click Keystore tab.
The Default Keystore page is displayed.
In the Default Keystore page, enter the required information.

Click Apply.
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7.

Click OK.

Registering the WSRP Producer
To register the producer, do the following;:

1.
2

Click the Portlets subtab.

In the Remote Providers portlet, click Register a Provider to display the Register
Provider page and enter the following information:

s Inthe Name field, enter the name of the provider. This name must not be more
than 200 characters or contain spaces or other special characters.

s In the Display Name field, enter a name to display for the provider when it is
referenced, for example in the Portlet Repository. The display name must not
be more than 200 characters.

s In the Timeout field, enter the number of seconds Oracle Portal should try to
connect to the provider before displaying the timeout message.

s In the Timeout Message field, enter the message to display when Oracle
Portal cannot establish contact with the provider within the number of
seconds specified in the Timeout field. The message displays within the body
of the portlet.

s From the Implementation Style list, select WSRP for your WSRP provider.
Click Next to display the Define Connection page.

In the WSDL URL field, enter the WSDL URL for your provider and click Next.
The Portal Registration Property Values page is displayed.

Provide any registration properties required by the provider. If there are none, you
can proceed to the next step.

The WS-Security Configuration page is displayed.

In the Keystore Configuration section, enter the parameters discussed in
Table 7-18.

Table 7-18 WSRP Producer Key Store Connection Parameters

Field Description

Store Path Enter the full path to the keystore that contains the certificate

and the private key that is used for signing some parts (security
token and SOAP message body) of the SOAP message.

The selected file could be a keystore created with the JDK
keytool, or an Oracle Wallet.

Store Password Provide the password to the key store that was set when the key

store was created. Ensure that you enter the correct store
password. If you enter a wrong password, the producer portlet
displays an error during runtime.

Store Type Select a keystore type (JKS or ORACLEWALLET) for this
producer.

Signature Key Alias Select a signature key alias from the list.

Signature Key Password Specify the password for accessing the key identified by the alias

specified in Signature Key Alias.
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6. Click Finish. You should see a Registration Confirmation page.

Note: PeopleSoft 8.48 and 8.49 WSRP producers support the
Username Token profile only. An Oracle WSRP producer supports
SAML Token profile. For other WSRP containers, check with the
specific vendor to determine the token formats they support.

Securing the OmniPortlet and Simple Parameter Form

The OmniPortlet and simple parameter form are located under Portlet Builders in the
Portlet Repository. By default, any user who has the privilege to create pages can add
these portlets to a page and define them. Furthermore, a user who has at the minimum
Manage Content privileges on the page can define these portlets by clicking the
Define OmniPortlet or Define Simple Parameter Form.

To control this kind of access, you can activate a privilege check. Once you perform the
procedure that follows, the display of these portlets depends upon the privileges
granted to the user or user group from the Access tab. To perform any operations on
the portlet, the user or user group needs at least the Execute privilege.

1. Log in to Oracle Portal.
Click the Navigator link.
Click the Portlet Repository page group.
Click Pages.
Next to the Portlet Builders page, click Edit.
Click Page: Access in the upper left of the page.
Select Enable Item Level Security.
Click OK.
Click the Edit Item icon next to OmniPortlet.
. Click the Access tab.
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. Check Define Portlet Access Privileges.
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. Click Apply and note the appearance of the Grant Access and Change Access
sections of the page.

13. Use the Grant Access section to assign privileges to users and groups as desired.
14. Click OK.
15. Repeat steps 9 through 14 for the Simple Parameter Form.

Securing the Web Clipping Provider

Appendix E, "Configuring the Portal Tools Providers" describes the administrative
tasks that must be performed before you are able to use the Web Clipping provider.
The following sections describe some security configuration options that you should
implement to enable the Web Clipping provider to access trusted sites and encrypt the
channel between itself and the database:

= Adding Certificates for Trusted Sites
s Configuring Oracle Advanced Security for the Web Clipping Provider
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Adding Certificates for Trusted Sites

When a user navigates to a secure site, the Web site typically returns a certificate,
identifying itself to the user when asking for secure information. If the user accepts the
certificate, the certificate is placed into the list of trusted certificates of the browser so
that a secure channel can be opened between the browser and that server. Like a Web
browser, the Web Clipping provider behaves as an HTTP client to external Web sites.
In order for the Web Clipping provider to keep track of trusted sites, it makes use of a
file that stores the certificates of those sites, namely the ca-bundle. crt file, located
in the ORACLE_HOME\portal\conf directory.

The shipped ca-bundle.crt is an exported version of the trusted server certificate
file from Oracle Wallet Manager. The default trusted server certificate in Oracle Wallet
Manager does not cover all possible server certificates that exist on the Web. For this
reason, when a user navigates to a secure server using HTTPS, the user may get an SSL
Hand-shake failed exception in the Web Clipping Studio. To solve this problem, the
ca-bundle. crt file needs to be augmented with new trusted sites that are visited.
As a portal administrator, you must do the following to extend the shipped
ca-bundle.crt file:

1. Use a browser (preferably Internet Explorer) to download the root server
certificate from each external HTTPS Web site in BASE64 format that is visited,
and is missing from the trusted certificate file.

2. Use Oracle Wallet Manager to import each certificate.

3. Export the trusted server certificates into a file and replace the ca-bundle.crt
file with that file.

For more information about Oracle Wallet Manager, see the Oracle Database Advanced
Security Administrator’s Guide in the Oracle Database documentation on OTN,
http://www.oracle.com/technology/.

Configuring Oracle Advanced Security for the Web Clipping Provider

The Web Clipping provider can use Oracle Advanced Security Option (ASO) to secure
and encrypt the channel between itself (on the middle tier) and the database that hosts
the Web Clipping Repository. As ASO is a feature available only on Oracle Fusion
Middleware Enterprise Edition, or as an add-on option to the Standard Edition, this
feature is disabled by default. To enable it, perform the following steps:

1. Go to the Web Clipping provider test page at:

http://<host>:<port>/portalTools/webClipping/providers/webClipping

2. Under the Provider Configuration section, in the Setting column, there is a Web
Clipping Repository field. Click its corresponding Edit link in the Actions
column.

3. In the Repository Settings section of the Edit Provider: webClipping page, select
the enable (secure database connections) option in the Advanced Security
Option field.

4. Select OK to save the settings and return to Web Clipping provider test page.

In addition, you must set the following ASO configuration parameters in the
sqglnet . ora file to ensure that the database connections created between the Web
Clipping provider and the database hosting the Web Clipping Repository are using
ASO. See the Oracle Database Advanced Security Administrator’s Guide for the list of
values to use as all possible combinations of parameters are described in detail.
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=  SQLNET.AUTHENTICATION_SERVICES -- This parameter is used to select a
supported authentication method in making database connections with ASO. See
the Oracle Database Advanced Security Administrator’s Guide for more information
about setting this parameter.

s SQLNET.CRYPTO_SEED -- This parameter denotes the cryptographic seed value
(FIPS 140-1 setting), used in making database connections with ASO.

See the Oracle Database Advanced Security Administrator’s Guide for more
information about setting this parameter.

Note: When setting these parameters after the initial configuration
(where the database parameters are already set up), the database
connections are assumed to be open already. Because enabling ASO
affects all connections made to the database, it is advisable to restart
the WLS instance containing the Web Clipping provider to reset all the
current connections to now use ASO. You would also need to do this
when disabling ASO.

Securing the Federated Portal Adapter

B
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The Federated Portal Adapter is a component of Oracle Portal that allows portal
instances to share their portlets through the Web portlet interface. For example,
suppose that a user displays a page in one portal instance that contains a portlet
whose source resides on another portal instance. When the Federated Portal Adapter
on the remote portal receives the request for the portlet, it starts a session for the user
on the remote portal. The portlet can then be run from the remote portal instance by
the user. This scenario has a couple of security implications:

= Because the Federated Portal Adapter must create a session for the user on the
remote portal, it would be best for the two portal instances to share the same
single sign-on server. Otherwise, name collisions could occur when the Federated
Portal Adapter attempts to log the user onto the remote portal instance.

= Because the Federated Portal Adapter creates private portal sessions based on
SOAP messages it receives, it is a potential security risk. A message authentication
code must be used to ensure that any messages received by the Federated Portal
Adapter emanate from a trusted source.

See Also: Chapter 13, "Using the Federated Portal Adapter"

You will find additional information in the article "How to Add Remote Portlets Using
the Federated Portal Adapter," on OTN, http://www.oracle.com/technology/.

Securing OraDAV

WebDAV (World Wide Web Distributed Authoring and Versioning) is the IETF's
standard for collaborative authoring on the Web. It defines a set of extensions to HTTP
that facilitates collaborative editing and file management between users located
remotely from each other on the Internet.

OraDAV, Oracle's implementation of WebDAYV, is the mechanism used by the Oracle
HTTP Server to communicate with WebDAV clients. OraDAV enables your users to
connect to Oracle Portal using their WebDAV clients. In terms of security, accessing
Oracle Portal through WebDAV presents two security issues for you to consider:

= Expiration of Oracle Portal session cookies for OraDAV
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s SSL and OraDAV

Session Cookie Expiration

The OraDAYV configuration parameter, ORACookieMaxAge, specifies, in seconds, the
length of time for which the DAV client should retain the cookie. The default value is
28800 (that is, 8 hours). Many WebDAV clients (For example Oracle Drive, WebFolders
and Cadaver) do not prompt the user for a user name and password after that time as
they retain the values entered when the user first connected and use them to create a
new cookie.

ORACookieMaxAge can be changed in Oracle Enterprise Manager or by directly
editing it in the mod_oradav . conf file located in ORACLE_
INSTANCE\config\OHS\ohsl\modulecont. If you choose to manually change the
file, you must synchronize the changes with Dynamic Configuration Management.
Once the change has been made in the configuration file, you need to restart the Oracle
HTTP Server to have the changes take effect in the runtime system:

Execute the following command from ORACLE_INSTANCE\bin\opmnctl to restart
the Oracle HTTP Server:

opmnctl restartproc type=ohs

Note: Not all WebDAV clients use cookies. Some perform their
authentication on each request using HTTP basic authentication. A
client may choose to record the user name and password for the
duration of that WebDAV client session and thus only need to
prompt the user once for their credentials. In either case, though,
this behavior results in a slower response time from Oracle Portal
because every request from such clients must be authenticated,
requiring added communication with the Oracle Internet Directory.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
HTTP Server

SSL and OraDAV
The use of SSL for WebDAV communication is supported with OraDAV.

Encrypting a Password in MOD_ORADAV.CONF

This section describes how to encrypt a password in the mod_oradav . conf file.
Perform the following tasks:
= Edit the DAV Password
= Obfuscate the Password

Edit the DAV Password
To edit the password in the mod_oradav. conf file, do the following:

1. Open your mod_oradav . conf file, located at ORACLE_
INSTANCE/config/OHS/ohsl/modulecont (UNIX).

2. Locate the DAV entry for which you wish to change the password. In a default
portal instance, you can find the DAV configuration entry in the following
directive:

<Location /dav_portal/portal>
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3. In the DAV entry, remove the directive ORACRYPTPASSWORD (For example,
DAVParam ORACRYPTPASSWORD
BS50NfrosVz0jf£gc9hUQ9wcbFFXLSYT/BA==), and replace with the clear text
password using the following syntax:

DAVParam ORAPASSWORD <your_password_here>

For example:

If you want to have a password of passwd123, add a line as follows: DAVParam
ORAPASSWORD passwdl23.

4. Save the file.

Obfuscate the Password

After editing the DAV password, it is recommended that the DAV password be
obfuscated by running the oradavTool .pl script located at ORACLE_HOME/bin in
UNIX and ORACLE_HOME\bin in Windows. To do so, perform the following steps:

1. If necessary, change the user to the Oracle software owner user, typically oracle,
using the following command:

su - oracle

2. Set the ORACLE_HOME environment variable to specify the path to the Oracle
home directory for the current release, and set the PATH environment variable to
include the directory containing the Perl executable and the location of the

oradavTool.pl script (located at ORACLE_HOME/ohs/bin in UNIX and
ORACLE_HOME\ohs\bin in Windows).

Bourne, Bash, or Korn shell:

$ ORACLE_HOME=new_ORACLE_HOME_path;export ORACLE_HOME
PATH=$ORACLE_HOME/bin:$SORACLE_HOME/perl/bin:S$PATH; export PATH

C or tcsh shell:

% setenv ORACLE_HOME new_ ORACLE_HOME_PATH
% setenv PATH ORACLE_HOME/bin:SORACLE_HOME/perl/bin:PATH

On Microsoft Windows, set the PATH and PERL5LIB environment variable:

set PATH=ORACLE_HOME\bin;%ORACLE_HOME$\perl\bin;%PATH%
set PERLSLIB=ORACLE_HOME\perl\lib

3. On UNIX platforms, set the shared library path environment variable

Include the ORACLE_HOME/1ib or 1ib32 directory in your shared library path.
Table 7-19 shows the appropriate directory and environment variable for each
platform.

Table 7-19 Shared Library Path Environment Variable

Platform Environment Variable Include Directory
AIX Based Systems LIBPATH ORACLE_HOME/1ib
HP-UX PA-RISC SHLIB_PATH ORACLE_HOME/1ib
Solaris Operating System LD_LIBRARY_PATH ORACLE_HOME/1ib32
Other UNIX platforms, including LD_LIBRARY_PATH ORACLE_HOME/1ib
Linux and HP Tru64 UNIX
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For example, on HP-UX PA-RISC systems, set the SHLIB_PATH environment to
include the ORACLE_HOME/11ib directory:

$SHLIB_PATH=$ORACLE_HOME/1lib:$SHLIB_PATH; export SHLIB_PATH

4. Change directory to the ORACLE_HOME/bin (UNIX) directory, as this is the
location of the oradavTool.pl script.

5. Invoke the following Perl script to encrypt the mod_oradav . conf password:
perl oradavTool.pl -f mod oradav.conffilename
Where mod_oradav.conffilename is the filename for mod_oradav.conf,
which includes the full path to the mod_oradav . conf file.
For example, in UNIX:
perl oradavTool.pl -f /u0l/app/oracle/asllgrl/ORACLE_INSTANCE/config/OHS/<ohs_
name>/moduleconf/mod_oradav.conf

6. The directive ORAPASSWORD is updated with the new directive
ORACRYPTPASSWORD, and your password is obfuscated.

7. Restart your Oracle HTTP Server.

Configuring Oracle Fusion Middleware Security Framework for Oracle
Portal

This section describes considerations for:

= Configuring Fusion Middleware Security Framework Options for Oracle Portal

= Configuring Oracle Identity Management Options for Oracle Portal

Configuring Fusion Middleware Security Framework Options for Oracle Portal

For Oracle Portal, the main consideration when configuring the Oracle Fusion
Middleware Security Framework is how to properly configure SSL. Refer to Section ,
"Configuring SSL for Oracle Portal" for a full description of SSL configuration for
Oracle Portal.

Configuring Oracle Identity Management Options for Oracle Portal

As you configure Oracle Portal for security, you should consider the following topic
related to Oracle Identity Management:

= Setting the Appropriate Naming and Nickname Attributes

Setting the Appropriate Naming and Nickname Attributes

When deciding on the Directory Information Tree structure and the setting of the
Oracle Context parameters for your Oracle Identity Management Infrastructure, you
should consider making the naming attribute different from the nickname attribute.
The naming attribute is used for the first attribute in the entry's Distinguished Name.
By contrast, the nickname attribute holds the OracleAS Single Sign-On user name.

For Oracle Portal to properly support renaming users by changing the value of the
nickname attribute in the Oracle Internet Directory, the nickname attribute must be
different than the naming attribute. By keeping the two separate, the Distinguished
Name of the user's entry in the Oracle Internet Directory remains unchanged even
when the value of the nickname attribute changes.
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See Also: Oracle Fusion Middleware Getting Started with Oracle
Identity Management

Defining a Role for Oracle Portal Installers

To run the Oracle Portal Configuration Assistant (OPCA), the user needs certain
permissions for the various operations performed by this tool. When the user runs
ptlasst, if they provide the credentials -1dap_d 'cn=orcladmin' -w orcladmin_
pwd, then they assume the identity of the Oracle Internet Directory super user, which
enables all operations to succeed. However, if a user needs to run ptlasst as someone
other than cn=orcladmin, then explicit privileges must be provided to this user for
the operations to succeed.

In enterprise deployments of the Oracle Fusion Middleware, a central data center may
have charge of maintaining and managing the central Oracle Identity Management
Infrastructure, including Oracle Internet Directory and Oracle Application Server
Single Sign-On. If a department or division within the enterprise were to install Oracle
Portal and needed to associate it with the central infrastructure, the Oracle Identity
Management Infrastructure administrators would probably not want to just hand out
the cn=orcladmin password to the departmental administrator to install her Oracle
Portal. In such cases, the Oracle Identity Management administrator would grant
certain privileges to the Oracle Portal administrator in order to allow her to run the
Oracle Portal configuration. After performing the configuration, those privileges could
then be revoked.

To define the role for Oracle Portal Installers and assign it to someone, perform the
following steps:

1. An LDIF substitution file (.sbs) is provided to create the group and add it to the
appropriate privilege groups in order for it to inherit the necessary privileges to
successfully perform Oracle Portal configuration.

The file is:

ORACLE_HOME/portal/admin/plsgl/wwc/secadmin. sbs

This file needs to be run through the 1difmigrator to replace the keywords and
transform it into a proper LDIF file:

ldifmigrator 'input_file=secadmin.sbs' 'output_file=secadmin.ldif' -lookup
'host=o0idhost' 'port=oidport' 'DN=cn=orcladmin' 'password=orcladmin pwd'

2. This command creates a file call secadmin.1dif file, which can be loaded onto
the Oracle Internet Directory server to install the necessary role for Oracle Portal
Installers:

ldapmodify -h <oidhost> -p <oidport> -D cn=orcladmin -w orcladmin pwd -v -c -f
secadmin.ldif

Once the secadmin. 1dif file is loaded in the Oracle Internet Directory, the
newly created role will be available on the Create/Edit user page of Oracle
Delegated Administration Services. In order to grant a user this role, you must be
logged in as orcladmin, which is the only user that is able to grant this role to
others.

3. Log on to Oracle Delegated Administration Services and locate the entry for the
user to whom you want to grant the ability to install Oracle Portal. Edit the user
entry and check the role for Oracle Portal Installer. The user should now have the
ability to successfully do the Oracle Portal Configuration.
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Note: In addition to defining this role for Oracle Portal Installers,
you should also make sure that, if the directory contains a lot of
groups, the Query Entry Return Limit on the directory server is
high enough to return all of the groups when queried during
Oracle Portal configuration. This limit is stored in the
orclsizelimit attribute in the root entry of the directory. The
Oracle Portal configuration queries the list of groups in order to
populate its local cache. When invoking the configuration using the
cn=orcladmin account, query limits are not imposed. However,
when doing the configuration as any user other than
cn=orcladmin, the server query limits will be imposed. Hence,
you must make sure that the limits are set high enough, even if it is
just for the duration of the execution of Oracle Portal configuration.

A sample LDIF file that you can use with the ldapmodify command
line utility follows:

dn:

changetype: modify
replace: orclsizelimit
orclsizelimit: 2000

Alternatively, you can set the Query Entry Return Limit from the
Oracle Directory Manager. The attribute is listed against the server
entry.

4. Once the Oracle Portal configuration is complete, you can edit the user's entry
again and remove the privilege, which is no longer needed after performing the
initial configuration.

Configuring Oracle Portal Security

This section describes configuration considerations for Oracle Portal.
s Configuring Oracle Portal Security Options
s Configuring Options for Oracle Fusion Middleware Security Framework

s Configuring Oracle Portal Options for Database Security

Configuring Oracle Portal Security Options

This section contains the following subsections:
= Changing Settings on the Global Settings Page
= Enforcing Role-Based Access Control

= Configuring Provider Message Authentication

Changing Settings on the Global Settings Page

Once you have installed Oracle Portal and performed the appropriate tasks from
Section , "Post-Installation Security Checklist", you can change all of the following
settings that pertain to security from the Global Settings page of Oracle Portal:

= Cache for Oracle Internet Directory Parameters

s Oracle Directory Integration Platform Synchronization
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s Group Search Base Distinguished Name (DN)
s Group Creation Base Distinguished Name (DN)

Cache for Oracle Internet Directory Parameters As pointed out in Section , "Leveraging
Oracle Identity Management Infrastructure”, Oracle Portal maintains a cache of
information from the directory. From the Global Settings page, you can refresh this
cache with the updated information from the directory. Refresh Cache for OID
Parameters immediately updates the cache with the latest parameters values from the
directory. The cached information is relatively static information, hence you do not
need to refresh the cache frequently.

Oracle Directory Integration Platform Synchronization Because Oracle Portal caches group
membership information, it requires a mechanism for updating the cache when the
information is changed in the directory. The directory integration server notifies Oracle
Portal whenever a change is made in the directory that must be reflected in Oracle
Portal. In Global Settings, you can set:

s Enable directory synchronization defines whether the directory integration server
notifies Oracle Portal when a relevant change is made in the directory. If this
setting is not checked, then Oracle Portal will not be notified of any directory
integration server subscribed events. For a proper and supported configuration of
Oracle Portal this option must be enabled.

= Send event notifications every n seconds defines the interval of time between
event notifications sent by the directory integration server to notify Oracle Portal
of relevant changes. This setting is available only when Enable directory
synchronization is checked.

The following settings let you adjust for login performance and how soon the effects of
provisioning changes in groups affect user authorizations:

Enable lazy synchronization of role memberships

A user's group memberships are updated in the portal only at the next login after
group memberships are changed in Oracle Internet Directory, and only at the next
login. Changes in authorization take effect at the next login. If no updates to the user's
groups have occurred between login events, the user’s groups are no longer required
on subsequent logins, until a change occurs to one of the user’s groups.

Enable immediate synchronization of role memberships

A user's group memberships are updated at each login, and are updated when the
Portal receives a group update notification from Oracle Internet Directory. This mode
is recommended only when authorization updates need to be enforced soon after the
updates in Oracle Internet Directory occur, possibly changing a user's authorizations
within a current session.

Enable synchronization of role memberships on every login

A user's group memberships are updated in the portal at each login and take effect at
the next login after groups are updated in Oracle Internet Directory.

A user's group memberships are updated in the portal at each login, with the updated
set of group memberships being in effect for the duration of that session. Oracle
Internet Directory is queried for the current set of group memberships at each login,
whether needed or not. If, for any reason, the user's group memberships are not
correctly reflected in the Portal, it will be re-established with the correct set at each
login.
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Figure 7-20 compares the tradeoffs between login performance, and how quickly user
authorizations are updated for each setting:

Table 7-20 Synchronization Setting Comparison

Setting Description

Lazy synchronization Best performance - login slows only after a group membership
change affecting this user has been done.

Immediate Synchronization = This has the most performance impact as group synchronization
updates may occur within a user's session, and will also occur at
each login, and to get the most "immediate" effect, the DIP
synchronization interval and the webcache soft invalidation
interval needs to be set fairly low, thereby increasing the
frequency of these events.

Synchronize at each login  Baseline performance - consistent with previous releases.

When the Oracle Directory Integration and Provisioning server is running and
configured to work with Oracle Portal, group membership changes in Oracle Internet
Directory will result in soft cache invalidations in Oracle Portal.

See Also:

s Section 1.3.3, "Understanding Cache Invalidation in Oracle
Portal"

= Section 6.7, "Managing Oracle Portal Content Cached in Oracle
Web Cache”

= Section, "Relationship Between Oracle Portal and Oracle
Directory Integration Platform"

Some examples of group membership cache invalidations are:

= If you add a user to a group, the Oracle Directory Integration and Provisioning
server notifies Oracle Portal of the change. Oracle Portal will then issue a single
soft invalidation message that will be processed by the soft invalidation job. This is
because of the possibility that the user may have new privileges that can affect
what data can be viewed.

= If you add group _A to group _B, the Oracle Directory Integration and
Provisioning server notifies Oracle Portal of the change. Oracle Portal will then
issue a soft invalidation message for each user in group _A. This is because of the
possibility that the users in group _A may have new privileges that affect what
data they can view.

Group Creation Base Distinguished Name (DN) Oracle Portal maintains its user group
information in the directory. When groups are created through the Group portlet, they
are created under a node of the LDAP Directory Information Tree (DIT). A node is
identified by its distinguished name (DN). Therefore, in Oracle Portal, you need to
specify in which node you wish to create groups:

Group Creation Base DN is the DN of the node in which you want Oracle Portal to
maintain its user groups. For example:

cn=portal.040820.123756.096286000, cn=Groups, dc=MyCompany, dc=com

This setting is particularly useful if you adapt Oracle Portal to interact with an existing
DIT.
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Group Search Base Distinguished Name (DN) Just as you need to define the node in which
you want to create groups, you must also define the node in which you want Oracle
Portal to search for existing groups. For example, you need to specify where Oracle
Portal searches when it displays the group's list of values in the Group portlet.

Local Group Search Base DN is the DN of the node in which you want Oracle Portal
to maintain its user groups. For example:

cn=portal.040820.123756.096286000, cn=Groups, dc=MyCompany, dc=com

This setting is particularly useful if you adapt Oracle Portal to interact with an existing
DIT.

Enforcing Role-Based Access Control

From Oracle Portal 10g Release 2 (10.1.2) onwards, it is possible to enable or disable
enforcement of Role-Based Access Control. This option is disabled in the default
configuration. Role-Based Access Control can prevent the assignment of both object
level privileges and global privileges directly to users from the Oracle Portal User
Interface and forces them to be granted only to groups. However, this option does not
have any impact on the privileges granted directly to users:

= Before Role-based Access Control was enabled
= Automatically when an object is created
s Through the use of the Oracle Portal APIs

To enable or disable Role-based Access Control, you must run the script
secrlacl. sql located in the directory ORACLE_
HOME/portal/admin/plsqgl/wwc. The syntax for secrlacl.sql is:

@secrlacl.sqgl Y|N

For example, if you want to enable Role-based Access Control, run the script as
follows:

@secrlacl.sql Y

Once Role-based Access Control is enabled, you will see the following changes in
Oracle Portal:

m  Access Tab for Objects. Here you will see only the Group LOV; the User LOV does
not appear.

»  The Privilege tab is not rendered on the Edit User Profile page.

Configuring Provider Message Authentication

Additional configuration is required to set up a provider service that expects
HMAC-enabled communication. You can set up basic or enhanced authentication.

Basic Authentication If your JPDK provider code is accepting the portal user's identity
through the oracle.portal.provider.v2.ProviderUser from the
oracle.portal.provider.v2.render.PortletRenderRequest object, and
using this identity for any sensitive operations, you should configure the portal and
this provider for basic message authentication. Basic message authentication utilizes a
Hashed Message Authentication Code (HMAC), which is a mechanism for message
authentication using cryptographic hash functions, to ensure the integrity of the
message.
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To configure basic authentication using HMAC, you need to configure both the JPDK
Web provider and Oracle Portal as follows:

JPDK Web Provider

For the JPDK Web provider, add a shared key as a Web provider JNDI environment
variable to the web . xm1 file. The exact position of environment entries in web . xm1 is
toward the end, as shown in bold in Table 7-21, which shows the relative order of the
elements in web . xm1.

Table 7-21 Relative Order of the Elements In web.xml

Element Name

icon?

display-name?

description?

distributable?

context-param*

filter*

filter-mapping*

listener*

servlet*

servlet-mapping*

session-config?

mime-mapping*

welcome-file-list?

error-page”®

taglib*

resource-env-ref*

resource-ref*

security-constraint®

login-config?

security-role*

env-entry*

ejb-ref*

ejb-local-ref*

Add a JNDI environment variable definition to the web . xm1 file, by adding the
following env-entry element in the appropriate location:

<env-entry>
<env-entry-name>oracle/portal /provider/service name/sharedKey</env-entry-name>
<env-entry-value>shared_key _value</env-entry-value>
<env-entry-type>java.lang.String</env-entry-type>

</env-entry>

Enter the service name and the shared key value, as shown in Example 7-2.
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Example 7-2 Adding a JNDI Environment Variable Definition to web.xml

<env-entry>
<env-entry-name>oracle/portal /provider/sample/sharedKey</env-entry-name>
<env-entry-value>1234567890abcdeFGHIJ</env-entry-value>
<env-entry-type>java.lang.String</env-entry-type>

</env-entry>

In this example, sample is the service name for the provider and
1234567890abcdeFGHIJ is the shared key value. The value of the shared secret key
used for the HMAC computation must contain between 10 and 20 alphanumeric
characters.

You must define this environment variable for each provider instance that you want to
secure, as shown in Example 7-3.

Example 7-3 Defining JNDI Environment Variables for Multiple Provider Instances in
web.xml

<env-entry>
<env-entry-name>oracle/portal /provider/provider0/sharedKey</env-entry-name>
<env-entry-value>1234567890abcdeFGHIJ</env-entry-value>
<env-entry-type>java.lang.String</env-entry-type>

</env-entry>

<env-entry>
<env-entry-name>oracle/portal /provider/providerl/sharedKey</env-entry-name>
<env-entry-value>0987654321abcdeFGHIJ</env-entry-value>
<env-entry-type>java.lang.String</env-entry-type>

</env-entry>

<env-entry>
<env-entry-name>oracle/portal /provider/provider2/sharedKey</env-entry-name>
<env-entry-value>123123123123</env-entry-value>
<env-entry-type>java.lang.String</env-entry-type>

</env-entry>

Alternatively, you can add the provider property sharedKey in the .properties
file. To do this, perform the following steps:

1. Open the file <app_root>/WEB-INF/deployment/service_
name.properties. (Substitute service_name with the name of your provider
service instance.)

2. Add the provider property sharedKey and the value for your shared key, as
shown in the following example:

sharedKey=1234567890abcdeFGHIJ

You must set this property in each of the service_name.properties files for
each provider instance that you want to secure.

Note: The disadvantage of this alternate approach is that you cannot
manage the environment variables for the provider using Oracle
Fusion Middleware Control, as you would with JNDI environment
entries.
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Oracle Portal

In Oracle Portal, register the provider with the shared key and login frequency
settings, as follows:

1. In the Portal Builder, click the Administer tab, then click the Portlets subtab.
2. In the Remote Providers portlet, click Register a Provider.

3. Inthe Register a Provider page, enter the provider details, and click Next.

4

In the General Properties section, for Shared Key, enter the value of the secret
key.

5. In the User/Session Information section, for Login Frequency, select Once Per
User Session.

6. Follow the instructions in the wizard and click Finish.

Enhanced Authentication If your JPDK Web provider code is running in an WLS
container configured for JAZN-LDAP, and the provider code uses J2EE security or
obtains the user's identity through the getRemoteUser () or getUserPrincipal ()
methods of the Ht tpServletRequest object, you should configure the portal and
this provider for enhanced message authentication. You should also configure
enhanced message authentication if you are using the LDAP (Oracle Internet
Directory) Security features in your provider, as documented in the Oracle Fusion
Middleware Developer’s Guide for Oracle Portal. Enhanced message authentication
secures the integrity of the additional headers that are used to propagate the user's
authenticated identity to the provider.

To configure enhanced authentication using HMAC, you need to configure both the
JPDK Web provider and Oracle Portal.

JPDK Web Provider
To configure the JPDK Web provider, perform the following steps:

1. For the JPDK Web provider, add a shared key as a Web provider JNDI
environment variable to the web . xm1 file. The exact position of environment
entries in web . xml is toward the end, as shown in Table 7-21, which shows the
relative order of the elements in web . xm1.

Add a JNDI environment variable definition to the web . xm1 file, by adding the
following env-entry element in the appropriate location:

<env-entry>
<env-entry-name>oracle/portal/provider/service
name/sharedKey</env-entry-name>
<env-entry-value>shared_key _value</env-entry-value>
<env-entry-type>java.lang.String</env-entry-type>
</env-entry>

Enter the service name and the shared key value, as shown in Example 7-2.

In Example 7-2, sample is the service name for the provider and
1234567890abcdeFGHIJ is the shared key value. The value of the shared secret
key used for the HMAC computation must contain between 10 and 20
alphanumeric characters.

You must define this environment variable for each provider instance that you
want to secure, as shown in Example 7-3.

Alternatively, you can add the provider property sharedKey in the
.properties file. To do this, perform the following steps:
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2.

a. Open the file <app_root>/WEB-INF/deployment/service_
name.properties. (Substitute service name with the name of your
provider service instance.)

b. Add the provider property sharedKey and the value for your shared key, as
shown in the following example:

sharedKey=1234567890abcdeFGHIJ

You must set this property in each of the service_name.properties files
for each provider instance that you want to secure.

Note: The disadvantage of this alternate approach is that you cannot
manage the environment variables for the provider using Oracle
Fusion Middleware Control, as you would with JNDI environment
entries.

Add the provider property enhancedAuthenticationin the .properties
file. To do this, perform the following steps:

a. Open the file <app_root>/WEB-INF/deployment/service_
name.properties. (Substitute service name with the name of your
provider service instance.)

b. Add the provider property enhancedAuthentication and setitto true, as
shown in the following example:

enhancedAuthentication=true

You must set this property in each of the service_name.properties files
for each provider instance that you want to secure.

Oracle Portal

In Oracle Portal, register the provider with the shared key and login frequency
settings, as follows:

1.

2
3.
4

In the Portal Builder, click the Administer tab, then click the Portlets subtab.
In the Remote Providers portlet, click Register a Provider.
In the Register a Provider page, enter the provider details, and click Next.

In the General Properties section, for Shared Key, enter the value of the secret
key.

In the User/Session Information section, for Login Frequency, select Once Per
User Session.

Follow the instructions in the wizard and click Finish.

Configuring Options for Oracle Fusion Middleware Security Framework

When configuring Oracle Portal, you should consider the following options that
leverage the Oracle Fusion Middleware Security Framework:

Configuring SSL for Oracle Portal
Securing the Connection to Oracle Internet Directory (Optional)

Post-Installation Security Checklist
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Configuring SSL for Oracle Portal

The sections that follow provide an overview of the most common SSL configurations
for Oracle Portal and describe the procedures necessary to implement them.

= Section , "Overview of SSL Configurations"

= Section, "SSL to OracleAS Single Sign-On"

= Section, "SSL to Oracle Access Manager"

s Section, "SSL to Oracle Web Cache"

s Section, "End to End SSL for Oracle Portal"

s Section, "External SSL with Non-SSL Within Oracle Fusion Middleware"

= Section, "Configuring SSL to Oracle WebLogic Managed Server"

= Section , "Configuring and Registering Web Providers, Provider Groups, and
WSRP Producers Exposed Over SSL"

Overview of SSL Configurations

Oracle Portal uses a number of different components (such as the Parallel Page Engine,
Oracle HTTP Server, and Oracle Web Cache) each of which may act as a client or
server in the HTTP communication. As a result, each component in the Oracle Fusion
Middleware middle tier may be configured individually for the protocols of HTTPS
rather than HTTP.

Interacting with Oracle Portal involves a number of distinct network hops. These hops
are as follows:

= Between the client browser and the entry point of the portal environment. That is
either:

- Oracle Web Cache
- Network edge hardware device such as a Reverse Proxy or SSL accelerator

m  Between Oracle Web Cache and Oracle HTTP Server of the Oracle Fusion
Middleware middle tier

= Between the client browser and the Oracle HTTP Server of the OracleAS Single
Sign-On or Oracle Internet Directory (or infrastructure) tier

= A loopback between the Parallel Page Engine (PPE) on the middle tier and Oracle
Web Cache or front-end Reverse proxy

= Between the Parallel Page Engine (PPE) and the Remote Web Provider producing
Portlet content

= Between Oracle Portal infrastructure and the Oracle Internet Directory

SSL Usage Restriction

= External JavaServer Pages do not work with the Parallel Page Engine in a partial
SSL configuration mode. They work when SSL is used throughout Oracle Portal. If
SSL is implemented externally with a load balancing router, only internal
JavaServer Pages work.

As a result, with the SSL configurations described in Section , "SSL to OracleAS
Single Sign-On", Section , "End to End SSL for Oracle Portal", and Section ,
"External SSL with Non-SSL Within Oracle Fusion Middleware", you should only
use external JSPs.
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= With the default settings in the ss1 . conf file, an Oracle Portal server running on
HP-IA cannot be accessed through Microsoft Internet Explorer. To work around
this issue, remove the line downgrade-1.0 force-response-1.0 from the
ssl.conf file as follows:

Current

BrowserMatch ".*MSIE.*" \
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0

After correction

BrowserMatch ".*MSIE.*" \
nokeepalive ssl-unclean-shutdown

Checks to Perform Before Configuring SSL

Before using the methods recommended to configure SSL, you must confirm that
Oracle Portal is working correctly in the default non-SSL configuration. To test this,
you must ensure that the following portal tasks work without errors:

s The Oracle Portal home page is accessible
= Users can log in to Oracle Portal

» Edits to content are shown immediately

SSL to OracleAS Single Sign-On

If any connection should be secured with SSL, it is the connection between the browser
and OracleAS Single Sign-On. The password should be protected by SSL in transit
between the browser and OracleAS Single Sign-On. For at least a minimal level of
security, you should configure your installation with this option. All of the subsequent
SSL configurations assume that you have configured SSL for OracleAS Single Sign-On.

Figure 7-19 shows a configuration where OracleAS Single Sign-On is configured to use
SSL.

Figure 7-19 Secured Connection to OracleAS Single Sign-On
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After you have successfully performed the checks described in "Checks to Perform
Before Configuring SSL", you can use either of the following two methods to configure
SSL to OracleAS Single Sign-On:

s Configuring SSL to OracleAS Single Sign-On Using SSLConfigTool
s Configuring SSL to OracleAS Single Sign-On Manually

Configuring SSL to OracleAS Single Sign-On Using SSLConfigTool

Note: As the OracleAS Single Sign-On middle-tier partner
application is still non-SSL, you must re-register it as non-SSL.
Therefore, the re-registration of mod_osso needs to specify the
non-SSL URL of the OracleAS Single Sign-On middle tier for the
mod_osso_url parameter to ssoreg.

Refer to the information on registering mod_osso in the Oracle
Application Server Single Sign-On Administrator’s Guide.

To configure SSL to OracleAS Single Sign-On using SSLConfigTool, perform the
following steps:

1. Run the SSLConfigTool script on the Oracle Fusion Middleware Infrastructure.

a. Enable SSL on the OracleAS Infrastructure that has Identity Management
installed. Run SSLConfigTool in the infrastructure Oracle home, as shown
in the following example for Windows:

SSLConfigTool .bat -config w_default -opwd <fmwadmin_pwd>

Where:

- config_w_default is used to run the tool in silent mode using the
values specified in the portlist.ini file.

- opwd is the Oracle administrator password. If no password is specified,
you will be prompted to enter the password.

See Also: Oracle Fusion Middleware Administrator’s Guide

The information on enabling SSL in the Oracle Application Server Single
Sign-On Administrator’s Guide. If you are going to configure OracleAS
Single Sign-On behind a reverse proxy server, you should refer to the
information on deploying OracleAS Single Sign-On with a proxy
server, in the Oracle Application Server Single Sign-On Administrator’s
Guide.

b. After enabling SSL on the OracleAS Infrastructure that has Identity
Management installed, you must protect OracleAS Single Sign-On URLs. To
do this, refer to the section "Protect Single Sign-On URLs" in the Oracle
Application Server Single Sign-On Administrator’s Guide.

2. Create a wallet. See "Create an Empty Wallet (HTTPS)" for more information.

3. Check if the issuer of the OracleAS Single Sign-On certificate is listed in the
Trusted Certificates list. If not, add the Trusted Root Certificate to the Wallet, as
shown in "Add the Trusted Root Certificate to the Wallet (HTTPS)".

4. Update the wallet path and password as described in "Update Wallet Path and
Password in Portal Repository Preference Store".
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5. Re-register the Oracle HTTP Server as described in "Re-register the Oracle HTTP
Server Partner Application”

6. The orcldasurlbase attribute in the cn=OperationURLs, cn=DAS, cn=Products,
cn=OracleContext entry may need to be updated in Oracle Internet Directory. If it
is not set to use the HTTPS port, you must refresh the cache for the Oracle Internet
Directory parameters: To do this, perform the following steps:

a. Using Oracle Directory Manager (Integrated Management Tools : Oracle
Directory Manager on Windows, or INFRA_ORACLE_HOME/bin/oidadmin
on UNIX), run the Oracle Directory Manager and log in as cn=fmwadmin.

b. Navigate to Entry Management, cn=OracleContext > cn=Products > cn=DAS
> cn=OperationURLs.

c. Checkif the orcldasurlbase entry reflects the HI'TPS port being used on
the infrastructure tier, thatis, https://<infrahost>: <port>/.

If the orcldasurlbase entry does not reflect the HTTPS port, change it in Oracle
Internet Directory and force a refresh of the portal cache, which holds the relevant
Oracle Internet Directory information. To refresh the portal cache, perform the
following steps:

a. Logon to Oracle Portal as a user with administrator privileges.
b. Click the Administration tab, in the Portal Builder page.
From the Portal tab, open Global Settings and navigate to the SSO/OID tab.

a o

Scroll to the bottom of the page.
e. Select Refresh Cache for OID Parameters under Cache for OID Parameters.
Click Apply.

=h

g. The page should refresh with the appropriate value in the DAS Host Name
field.

At this point, configuration is complete for SSL communication to OracleAS Single
Sign-On.

Note: You must clear the Portal modplsql cache so that the page
displays the correct SSO URLs.

The following example shows how to clear the Portal modsql cache on
UNIX.

cd SINSTANCE_HOME/portal/cache
rm -rf ./session/*

rm -rf ./plsqgl/*

rm -rf ./pmd/*

Enable the WebLogic Plug-In, WebLogic ProxySSL, and
WLProxySSLPassThrough parameter

1. Enable WebLogic Plug-In by performing the following steps:
a. Login to the WebLogic Administration Console.
b. If you have not already done so, in the Change Center pane, click Lock & Edit.

c. In the Domain Structure pane, expand the Environment node, and select
Clusters.

list of clusters configured in the domain is displayed.
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d. Click cluster_portal.

e. Expand the Advanced link near the bottom of the page.
f. Select the WebLogic Plug-In Enabled option.

g. Click Save.

2. Set the WLProxySSLPassThrough and WebLogic ProxySSL parameters to ON in
the WLS routing configuration sectionin ORACLE_
INSTANCE/config/0OHS/OHS Name/moduleconf/portal.conf as shown in
the following example:

# WLS routing configuration
<Location /portal>
SetHandler weblogic-handler
WebLogicCluster <HostName>:<Weblogic portal ClusterPort>
WLProxySSL On
WLProxySSLPassThrough ON
</Location>

3. Restart WLS_PORTAL by using Oracle WebLogic Administration console.
Restart Oracle HTTP using the following commands:

ORACLE_INSTANCE/bin/opmnctl stopall
ORACLE_INSTANCE/bin/opmnctl startall

Configuring SSL to OracleAS Single Sign-On Manually

To manually configure this option, refer to the information on enabling SSL in the
Oracle Application Server Single Sign-On Administrator’s Guide. If you are going to
configure OracleAS Single Sign-On behind a reverse proxy server, you should refer to
the information on deploying OracleAS Single Sign-On with a proxy server, in the
Oracle Application Server Single Sign-On Administrator’s Guide.

Note: As the OracleAS Single Sign-On middle-tier partner
application is still non-SSL, you must re-register it as non-SSL.
Therefore, the re-registration of mod_osso needs to specify the
non-SSL URL of the OracleAS Single Sign-On middle tier for the
mod_osso_url parameter to ssoreg.

Refer to the information on registering mod_osso in the Oracle
Application Server Single Sign-On Administrator’s Guide.

In this release of Oracle Portal, you have the option of configuring Portal to access the
OracleAS Single Sign-On URLs over HTTP or HTTPS. The steps that follow indicate
which steps are needed for each configuration:

»  Create an Empty Wallet (HTTPS)

s Add the Trusted Root Certificate to the Wallet (HTTPS)

= Update Wallet Path and Password in Portal Repository Preference Store

»  Re-register the Oracle HTTP Server Partner Application (HTTP and HTTPS)
= Enable the WebLogic Plug-In (HTTPS)

»  Verify the Wallet Path and the OracleAS Single Sign-On Query Path URL (HTTP
and HTTPS)
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= Conditionally Update the Oracle Delegated Administration Services URL Base
Entry in Oracle Internet Directory (HTTP and HTTPS)

Create an Empty Wallet (HTTPS)

Perform the steps in this section only if you plan to use an HTTPS port on OracleAS
Single Sign-On, after configuring OracleAS Single Sign-On to use SSL.

Create an empty wallet to establish the trust points for SSL access to the OracleAS
Single Sign-On. To do this, perform the following steps:

1. Open the Oracle Wallet Manager (ORACLE_HOME\bin\owm). Note that you can
run Oracle Wallet Manager from any location, as long as the generated wallet is
accessible from the portal schema in the Oracle Metadata Repository. You can also
save the wallet (the directory containing the wallet files) anywhere and move it to
another location that is accessible from the portal schema in the Oracle Metadata
Repository.

2. Choose Wallet > New.
On UNIX, the wallet is stored in the following location by default:

/etc/ORACLE/WALLETS/<Account Name creating the Wallet>

On Windows, the wallet is stored in the following location by default:

\Documents And Settings\<Account Name creating the Wallet>\ORACLE\WALLETS

Create a password for the wallet.

Enter the same password in the Confirm Password field.
Select Standard for Wallet Type.

Click OK.

Click No when asked to create a certificate request.

©® N o o ke

Check if the issuer of the OracleAS Single Sign-On certificate is listed in the
Trusted Certificates list. If not, you must add the Trusted Root Certificate to the
Wallet, as shown in "Add the Trusted Root Certificate to the Wallet (HTTPS)".

9. Save the wallet in a convenient directory, for example:

INFRA_ORACLE_HOME\wallets

10. Choose Wallet, and then Save.
11. Check Wallet, and then AutoLogin, if it is not already checked.

Add the Trusted Root Certificate to the Wallet (HTTPS)

Perform the steps in this section only if you do not have the trusted root certificate of
the OracleAS Single Sign-On server's issuing certificate authority listed in the Trusted
Certificates list. In this case, you must add the Trusted Root Certificate to the Wallet as
shown in the following steps, which are based on the Internet Explorer browser:

1. Using the browser, go to the OracleAS Single Sign-On home page,
https://infra.domain.com/pls/orasso. Ensure that this is on an HTTPS
URL.

a. If the certificate on the server is not automatically trusted by your browser, the
Security Alert dialog box is shown.

b. Click View Certificate.
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10.

11.

Click the Certification Path tab.

a o

Select the Certificate Authority Root, which is the first certificate in the list.
e. Click View Certificate.
f. Click Install Certificate.

This brings up the Certificate Import Wizard. This will import the certificate
into the browser's list of trusted certificate authorities.

Click Next.
Select Automatically select a certificate store based on the type of certificate.
i. Click Next.
j-  Click Finish.
The trusted root certificate is installed in your browser.
Click the lock icon in the status bar to bring up the Certificate dialog box.
Click the Certification Path tab.
Select the Certificate Authority Root, which is the first certificate in the list.
Click View Certificate.
Click the Details tab.
Click Copy to File....
This brings up the Certificate Export Wizard.
Click Next.
Under Select the format you want to use, select Base-64 encoded X.509 (.CER).

Click Next and specify a file name for the certificate. You can provide any filename
for the certificate with a . cer extension.

Click Next and then Finish.

At this point, a . cer certificate file is created, which contains the trusted certificate
authority's root certificate. This certificate must be added to the Wallet's list of Trusted
Certificates. To accomplish this, assuming that the wallet manager is already running
and the empty wallet has been opened, perform the following steps:

1.

2
3.
4

Right-click the Trusted Certificates node.
Select Import Trusted Certificate....
Select Paste the certificate, and click OK.

Copy the contents of the certificate file you created earlier into the text area for the
BASE64 format certificate, and then click OK.

Verity that the Certificate Authority Root has been added to the list of trusted
certificates.

Save the wallet.

Update Wallet Path and Password in Portal Repository Preference Store

Perform the steps in this section only if you plan to use an HTTPS port on OracleAS
Single Sign-On, after configuring OracleAS Single Sign-On to use SSL.

Update the wallet path and password in the Portal repository preference store, using
the following script from the Oracle Portal midtier home:
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cd SORACLE_HOME/portal/admin/plsqgl/wwc
sqglplus <portal_schema/<portal_pwd>@connectstring
sqgl> @secwc.sqgl <wallet_location> <wallet_pwd>

Example 7-4 Updated Wallet Path
@secwc.sqgl 'file:/u0l/app/oracle/product/1021_prodee/dbwallet' 'welcomel’

Re-register the Oracle HTTP Server Partner Application (HTTP and HTTPS)

Run ssoreg to register the virtual host for which mod_osso facilitates single sign-on.
The specific application URLs to be defined as partner applications within this site are
defined in the file osso.conf. ssoreg located in ORACLE_HOME/sso/bin.

The following example shows the usage of ssoreg on UNIX:

ORACLE_HOME/sso/bin/ssoreg.sh

-site_name www.abc.com

-config_mod_osso TRUE

-mod_osso_url http://www.abc.com:8090
-remote_midtier

-config_file ORACLE_INSTANCE/conf/OHS/ohsl/osso.conf
-admin_info cn=orcladmin

On Windows, you must run the ssoreg.bat batch file instead. For more information,
see the Oracle Application Server Single Sign-On Administrator’s Guide.

Enable the WebLogic Plug-In (HTTPS)

See Enable the WebLogic Plug-In, WebLogic ProxySSL, and WLProxySSLPassThrough
parameter

Verify the Wallet Path and the OracleAS Single Sign-On Query Path URL (HTTP
and HTTPS)

Oracle Portal maintains the URL prefix of OracleAS Single Sign-On, which accesses
certain information through calls from the database using the UTL_HTTP package.
The calls made across this interface are required for the following reasons:

= Obtain the list of external applications to allow customization of the External
Applications portlet.

= Perform the mapping of OracleAS Single Sign-On user names to external
application user names.

To verify the wallet path and OracleAS Single Sign-On Query Path URL, perform the
following steps:

1. Log in to Oracle Portal as the portal administrator.
Click the Administer tab.

Click the Portal tab.

Click Global Settings in the Services portlet.
Click the SSO/OID tab.

o o & 0N

The SSO Server Settings section should have the appropriate values.
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Conditionally Update the Oracle Delegated Administration Services URL Base
Entry in Oracle Internet Directory (HTTP and HTTPS)

After OracleAS Single Sign-On is SSL-enabled, all OracleAS Single Sign-On partner
applications need to be re-registered so that the updated SSL login URL is obtained by
each partner application for subsequent authentication requests.

After enabling the infrastructure tier's Oracle HTTP Server for SSL, you were asked to
re-register all partner applications, which includes mod_osso on the infrastructure tier.
You have the option of accessing Oracle Delegated Administration Services over
non-SSL or SSL. The base URL for Oracle Delegated Administration Services is stored
in Oracle Internet Directory, and this determines the URL that other applications
render when providing links to Oracle Delegated Administration Services
functionality.

If you want Oracle Delegated Administration Services accessed over SSL, then the
re-registration of mod_osso needs to specify an SSL URL for the mod_osso_url
parameter to ssoreg. Refer to the information on registering mod_osso in the Oracle
Application Server Single Sign-On Administrator’s Guide.

If you decide that you want to access Oracle Delegated Administration Services over
SSL, then the orcldasurlbase attribute in the cn=OperationURLs, cn=DAS,
cn=Products, cn=OracleContext entry needs to be updated in Oracle Internet Directory
to reflect this fact. This attribute value is then used by Oracle Portal for generating
subsequent Oracle Delegated Administration Services URLs. This procedure assumes
that the Oracle HTTP Server on the infrastructure tier is also listening on an HTTPS
port.

1. For this step, you need Oracle Directory Manager (Integrated Management Tools :
Oracle Directory Manager on Windows, or INFRA_ORACLE_
HOME/bin/oidadmin on UNIX). Run the Oracle Directory Manager and log in as
cn=orcladmin.

2. Navigate to Entry Management, cn=OracleContext > cn=Products > cn=DAS >
cn=0OperationURLs.

3. Update the orcldasurlbase entry to reflect the HTTPS port being used on the
infrastructure tier, thatis, https://<infrahost>: <port>/.

Once the entry is updated in Oracle Internet Directory, you must force a refresh of the
portal cache, which holds the relevant Oracle Internet Directory information.

1. Log on to Oracle Portal as a user with administrator privileges.

Go to the Builder.

Click the Administration tab.

From the Portal tab, open Global Settings and navigate to the SSO/OID tab.
Scroll to the bottom of the page.

Select Refresh Cache for OID Parameters.

Click Apply.

©® N o g » 0 Db

The page should refresh with the appropriate value in the DAS Host Name field.

Note: When SSO is enabled for SSL and registered to access via
Portal URL, ensure that the Portal Global settings page points to the
https url for the orcldasurlbase entry in OID, to facilitate OID
operations from Oracle Portal.
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At this point, configuration is complete for SSL communication to OracleAS Single
Sign-On.

Note: You must clear the Portal modplsql cache so that the page
displays the correct SSO URLs.

The following example shows how to clear the Portal modsql cache on
UNIX.

cd SINSTANCE_HOME/portal/cache
rm -rf ./session/*

rm -rf ./plsqgl/*

rm -rf ./pmd/*

SSL to Oracle Access Manager

If you are using Oracle Access Manager (OAM) as the authentication server, then you
must enable SSL communication to Oracle Access Manager (OAM). For more
information about securing communication with Oracle Access Manager (OAM), see
"Secure Communication and Certificate Management" in Oracle Fusion Middleware
Administrator’s Guide for Oracle Access Manager with Oracle Security Token Service.

SSL to Oracle Web Cache

Once you secure the Oracle Single Sign-On communication, the next option is to
secure the communication to the front door of Oracle Portal, which is Oracle Web
Cache. In this configuration, Oracle Web Cache can forward the request to the Oracle
HTTP Server, which is acting as the Oracle Portal middle tier, using HTTP for better
performance. Similarly, the Parallel Page Engine requests for portlet content that
loopback to Oracle Web Cache can request the content using HTTP.

Figure 7-20 shows a configuration where Oracle Web Cache is configured to use SSL.

Figure 7-20 Secured Connection to Oracle Web Cache
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After you have successfully performed the checks described in "Checks to Perform
Before Configuring SSL", to configure SSL to Oracle Web Cache do the following;:
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Note: In the previously described configuration of SSL, you must
re-register the Oracle Portal middle-tier partner application.
Because the OracleAS Single Sign-On middle-tier partner
application is still non-SSL, you must re-register it as non-SSL.
Therefore, the re-registration of mod_osso needs to specify the
non-SSL URL of the OracleAS Single Sign-On middle tier for the
mod_osso_url parameter to ssoreg.

For information about registering mod_osso, see the Oracle
Application Server Single Sign-On Administrator’s Guide.

= Enable OracleAS Single Sign-On for SSL

»  Create a Wallet

= Secure Oracle Web Cache

»  Configure the Parallel Page Engine

= Configure the HTTP Server

= Re-register the Oracle HTTP Server Partner Application

= Configure and Register Web Providers or Provider Groups Exposed over SSL
= Configure and Register WSRP Producers Exposed Over SSL
= Augment the Portal Tools Trusted Certificate File

= Enable Access for Secure Enterprise Search

= Wire the Portal Repository

»  Configure the Portal Repository for Web Cache SSL

= Enable the WebLogic Plug-In

Enable OracleAS Single Sign-On for SSL

Perform the steps described in "Configuring SSL to OracleAS Single Sign-On
Manually" to enable OracleAS Single Sign-On for SSL.

Create a Wallet

The various components of Oracle Portal use the Oracle Wallet Manager to store the
certificates for the secure communication. The first step in this process is to obtain a

certificate from a Certificate Authority (for example, OracleAS Certificate Authority,
Verisign, GTE CyberTrust, and so on).

Note: When you enabled OracleAS Single Sign-On for SSL, you had
to create an empty wallet. For this procedure, Oracle recommends that
you create a new wallet.

Obtaining a Certificate To obtain a digital certificate from the relevant signing
authority, you submit a Certificate Request (CR) uniquely identifying your server to
the signing authority.

1. Open the Oracle Wallet Manager in the middle-tier ORACLE_HOME/bin. On
UNIX, enter owm from the command prompt. On Windows, invoke Oracle Wallet
Manager from the Start menu.
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2. Choose Wallet > New.
On UNIX, the wallet is stored in the following location by default:

/etc/ORACLE/WALLETS/<Account Name creating the Wallet>

On Windows, the wallet is stored in the following location by default:

\Documents And Settings\<Account Name creating the Wallet>\ORACLE\WALLETS

3. Create a password for the wallet, and select one of the option standard (default
value) or PKCS1, as the Wallet Type.

4. Click Yes to accept the option to create a CR.

5. Fill out the Certificate Request dialog with details that uniquely identify your
server. Table 7-22 shows some sample values for the various fields in the
Certificate Request dialog.

Table 7-22 Sample Values for Fields in the Certificate Request Dialog

Field Name Sample Values
Common Name www.abc.com
Organizational Unit DOCUMENTATION
Organization Oracle Corporation
Locality /City Redwood Shores

State/Province (Note: Do  California
not use abbreviations; the

value specified for state or

province must be

completely spelled out)

6. Click OK. A dialog will inform you that the certificate request was created
successfully. The Certificate node in the Wallet Navigator will change to
Requested.

7. Save the wallet in a convenient directory, for example:

ORACLE_HOME\webcache\wallets\portalssl

8. Send the CR to the chosen Certificate Authority (CA).

Note: Certificates are issued by trusted third parties known as
Certification Authorities (CA), for example, OracleAS Certificate
Authority or Verisign. For details on how to obtain a certificate, check
the appropriate vendor's Web site.

Cutting and Pasting

Depending on the CA, you may need to cut and paste the certificate request in their
Web page or export the CR to a file for subsequent uploading to the site.

1. Select the Certificate node in the Wallet Navigator.

2. Highlight the Certificate text in the Certificate Request field. Make sure to include
the BEGIN/END NEW CERTIFICATE REQUEST lines.

3. Copy and paste into the Certificate Request field on the CA's Web site.
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Exporting Certificate Request
To export the certificate request:
1. Choose Operations > Export Certificate Request.

2. Choose the Name and Location of the CR file. A Status Line Message will confirm
the successful export of the CR.

3. Once exported, the CR can be uploaded to the CA's Web site.
Managing Trusted Certificates Once the CA has processed the request, the User

Certificate is forwarded to you either as text within an e-mail or as a simple file that is
downloaded from a given Web page.

Note: If you are using a trial Root Certificate or have chosen a CA
which is not currently installed in the Oracle Wallet Manager, you
must first import the CA's Trusted Certificate before importing your
server-specific User Certificate.

Importing Trusted Certificate (if necessary)
To import the trusted certificate:
1. Choose Operations > Import Trusted Certificate.

2. Based on the CA, choose Paste the Certificate or Select a file that contains the
certificate.

3. Select the appropriate certificate file or paste in the text from the e-mail. Oracle
Wallet Manager expects base-64 encoded root certificates. If you do not have a
base-64 encoded root certificate, then you must perform the steps described in the
"Changing Trusted Certificate Format (if necessary)" section.

4. Click OK.

A status line message should appear indicating that the certificate was successfully
imported. When you import the server specific User Certificate, the certificate node in
the tree structure should also display as Ready.

Changing Trusted Certificate Format (if necessary)

If the certificate import fails, then it is possible that the Certificate is in a format that
the Oracle Wallet Manager does not support. In this case, you need to convert it to a
supported format before importing. The easiest way to do this is through the
certificate Import and Export Wizards within a browser. The following steps are for the
Internet Explorer browser:

1. In Internet Explorer, select Tools > Internet Options....

Click the Content tab.

Click Certificates....

Click the Trusted Root Certification Authorities tab.

Select Import... and follow the wizard to import the certificate.
Highlight the newly imported certificate from the list.

Click Export... and follow the wizard to the Export File Format page.
Choose Base-64 encoded X.509.
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9. Click Next and give the certificate a file name.

10. Click Next.

11. Click Finish.

12. In Oracle Wallet Manager, choose Operations > Import Trusted Certificate.

Once the Trusted Root Certificate has been successfully imported into the Oracle
Wallet Manager you may then import the server specific User Certificate.

Importing Server's User Certificate
To import the server's user certificate:
1. Choose Operations > Import User Certificate.

2. Based on the CA, choose Paste the Certificate or Select a file that contains the
certificate.

3. Select the appropriate certificate file or paste in the text from the e-mail.
4. Click OK.

A status line message should appear indicating that the User Certificate has been
successfully imported.

Having imported the certificate, it is important to save the wallet with the Autologin
functionality enabled. This step is required because Oracle Web Cache accesses the
wallet as the process starts and the wallet password is not held by Oracle Web Cache.
If this property is not set, Oracle Web Cache immediately shuts down if running in SSL
mode. To set this property, perform the following steps:

1. Choose the Trusted Certificate you just imported from the list in the Oracle Wallet
Manager.

2. Choose Wallet > Save.
3. Check Wallet > AutoLogin, if it is not already checked.

Secure Oracle Web Cache
The sections that follow describe how to configure Oracle Web Cache to accept SSL

connections.
Configuring Oracle Web Cache SSL Port
To Configure the Oracle Web Cache SSL port, perform the following steps:

1. Login to the Oracle Enterprise Manager 11g Fusion Middleware Control, as
described in the Oracle Fusion Middleware Administrator’s Guide for Oracle Web
Cache.

2. From the Web Cache menu, select Administration > Ports Configuration.
The Ports Configuration page is displayed.
3. Click Create.
4. From the Create Port page, enter the following information:
s Port Type: NORM
= IP Address: ANY
»s  Port Number: SSL port that Web Cache will listen on
5. Click OK.

7-92 Oracle Fusion Middleware Administrator's Guide for Oracle Portal



Configuring Oracle Portal Security

6. To add the SSL port, select the port you have configured in the previous steps, and
click Edit... and enter the following information in the SSL Configuration section:

= Enable SSL: Enable the check-box
= Server Wallet Name: Select the Wallet containing the SSL server certificate
7. Click OK.

8. From the Web Cache menu, select Control > Restart...., to restart the Oracle Web
Cache.

For more information on the procedure in the preceding text, refer to the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

Defining a Site for the Published SSL Hostname and Port

As there is no out-of-box default SSL configuration, you need to add a Site definition
for the SSL-based Site that Oracle Web Cache will be caching. To add a site definition,
perform the following steps:

1. Navigate to the Web Cache Home Page in the Oracle Enterprise Manager 11¢
Fusion Middleware Control, as described in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Web Cache.

2. From the Web Cache menu, select Administration > Sites.
The Sites page is displayed.
3. Click Create under Sites.
4. On the Create Site page, enter the following details:
= Enter the Host, which is the hostname seen by the browser.

This is the load balancing router or reverse proxy server name for
configurations that use a load balancing router or other reverse proxy, or it is
the Oracle Web Cache hostname in a configuration where Oracle Web Cache
receives browser requests.

»  Set Port to the HTTPS port addressed by the browser requests.
= Leave the URL Prefix blank.

»  Select the Default site checkbox.

= Deselect the Compression checkbox.

» Click OK.

» Click Apply.

5. Remove any sites that are no longer applicable to your modified configuration,
including the default, out-of-the-box non-SSL site.

For more information on the procedure in the preceding text, refer to:

»  The section on creating a site for HTTPS requests for the cache, in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

= The section on creating site definitions in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Web Cache.

Adding Site Aliases

Site aliases are necessary if content is cached across a number of different hostnames,
or ports, or both, but which actually refer to the same logical content. For example,
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when the PPE makes a request for a portlet, and this portlet is requested on a non-SSL
port, but the main Site is accessed over SSL, then an alias entry is needed. This equates
the content accessed through the Site with SSL, to the content accessed over non-SSL.
This way, invalidation requests that are sent to invalidate the content, will invalidate
the content that is cached over either form of URL.

You need to create an alias for the non-SSL Oracle Web Cache listening port for the
Oracle Web Cache SSL site. To create a site alias:

1. From the Sites page, select the newly added site, and click Edit.

2. In the Aliases section, click Create to create a new alias and enter the same
hostname as used by the site entry, and provide the non-SSL port that the PPE will
use to request portlets from Oracle Web Cache.

3. Click OK.
4. Click Apply.
5. Restart the server after making the necessary additions.

For example, if the logical site name is accessed using the URL

https://portal .mycompany.com: 4443, and the non-SSL Listen Port for Oracle
Web Cache is 8090, then you should select the Site with SSL Port 4443, and add an
alias for it using the non-SSL port of Oracle Web Cache (8090).

For more information on the procedure in the preceding text, refer to the section on
creating site definitions in the Oracle Fusion Middleware Administrator’s Guide for Oracle
Web Cache.

Adding Site to Server Mappings of the New Site to the Origin Server

After adding a new site definition, you must add the site to server mapping for the
newly defined site to the origin server. To do this:

1. From the Sites page, in the Site-to-Server Mapping section, click Create.
The Create Site-to-Server Mapping Definition page is displayed.

2. In the Create Site-to-Server Mapping section, enter the information of the Site
you are mapping, which should be the Oracle Web Cache site with the SSL port.
For example, if your logical site name is
https://portal.mycompany.com: 4443, then select the site with Host Pattern
portal .mycompany .com and Port Pattern 4443.

3. In the Origin Servers section, select the non-SSL Origin Server to which requests
should be routed for content, and move it from All Origin Servers to the Selected
Origin Servers listing. For example, if the origin server is running on port 8888
on host portal .mycompany . com, then select portal. mycompany.com:8888.

4. Click OK to close the dialog box and see the new mapping appear in Table 7-23,
" Site-to-Server Mapping" of the original page.

5. Click Apply Changes.
6. Click Apply.
7. Restart the Oracle Web Cache.

For more information on the procedure in the preceding text, refer to the section on
mapping sites to origin servers in the Oracle Fusion Middleware Administrator's Guide for
Oracle Web Cache.
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Enabling Session Binding

The Session Binding feature in Oracle Web Cache is used to bind user sessions to a
given origin server to maintain state for a period of time. Although almost all
components running in a default Oracle Portal middle tier are stateless, session
binding is required:

To make Oracle Web Cache bind the portal user session to the Oracle Portal middle
tier, perform the following steps:

1. Navigate to the Web Cache Home page, in the Oracle Enterprise Manager 11¢
Fusion Middleware Control.

2. From the Web Cache menu, select Administration > Session Configuration.
The Session Configuration page displays.
3. Select the Site, you have created in previous steps.

4. From the Session Binding Configuration section, select Cookie based session
binding with any Set-Cookie.

5. Click Apply.

For more information refer to the Oracle Fusion Middleware Administrator’s Guide for
Oracle Web Cache.

Adding Wallet Path for the Origin Server Wallet

You must enter the wallet path in the Origin Server Wallet page, by performing the
following steps:

1. From the Oracle Web Cache Administration page
(http://www.abc.com:<webcache_admin_port>/webcacheadmin), click
Origin Server Wallet under Origin Servers, Sites, and Load Balancing.

Note: You should log in as administrator. If you do not know the
password, you can reset it by using Oracle Fusion MiddleWare
Control. For more information, see "Configuring Password Security"
in the Oracle Fusion Middleware Administrator's Guide for Oracle Web
Cache.

2. Select the option for the Cache Name, to change its wallet path.
3. Click Edit Selected to display the Edit Origin Server Wallet dialog box.

4. Enter a valid Wallet Directory. For example, use the wallet directory path
specified on the Listen Ports page.

5. Click Submit to close the dialog window. The new wallet directory path is
displayed in the table on the Origin Server Wallet page.

Note: After you have performed all the steps to secure Oracle Web
Cache, you must restart the Oracle Web Cache server using the Oracle
Fusion Middleware Control for the changes to take effect.

Configure the Parallel Page Engine
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In this configuration, you need to configure the PPE to make portlet requests using
HTTP requests. The sections that follow describe how to implement a partial SSL PPE
configuration for this purpose. To configure the PPE, perform the following steps:

1. Login to the Oracle Enterprise Manager 11¢ Fusion Middleware Control.

2, From the Oracle Portal home page's Portal menu, select Settings, and then Page
Engine.

The Page Engine Configuration page is displayed.
3. Inthe Advanced Properties section, add the following parameters:
s Use Port: 8090
s Use Scheme: http
s HTTPS Ports: 4443

4. (Optional) If you want the PPE to trust only specific certificates, in the Advanced
Properties section, add x509certfile in the 509 Certification file field. The
value of x509certfile is the absolute path to the text file containing the list of
certificates which defines the group of "trusted" servers.

Note: If you choose not to implement x509certfile, the PPE trusts
any SSL certificate.

5. Click Apply.
6. Restart your managed server (WLS_PORTAL).

Configure the HTTP Server

Add a Virtual Host definition, for Portal to work with the SSL port of web cache, this
configuration will specify the self-referential urls for the hostname and the port. Add
the following details for the virtual host in the ht tpd. conf file:

1. Login to the Oracle Enterprise Manager 11g Fusion Middleware Control.

2. Expand Web Tier, and click the Oracle HTTP Server (ohs1) link for your Oracle
Portal instance.

3. Inthe Oracle HTTP Server home page, select Administration, and then Advanced
Configuration.

4. In the Advanced Server Configuration page, select httpd.conf from Select File
option, and click Go.

5. Add the following details for the virtual host in the httpd. conf file:

LoadModule certheaders_module ORACLE_HOME/ohs/modules/mod_certheaders.so
NameVirtualHost *:0HS http port
<VirtualHost *:0HS http port>
ServerName https://webcachehost:webcache=sslport
RewriteEngine On
RewriteOptions inherit
SimulateHttps On
UseCanonicalName On
</VirtualHost>

ORACLE_HOME is the full path to the Oracle home for the Oracle Portal installation.
6. Click Apply.
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7. Restart the Oracle HTTP Server by selecting Control, and then Restart from the
Oracle HTTP Server Home page.

Re-register the Oracle HTTP Server Partner Application

Run ssoreg to register the virtual host for which mod_osso facilitates single sign-on.
The specific application URLs to be defined as partner applications within this site are
defined in the file osso.conf. ssoreg is located on the infrastructure tier (OID) in
ORACLE_HOME/sso/bin.

The following example shows the usage of ssoreg on UNIX:

ORACLE_HOME/sso/bin/ssoreg.sh
-site_name www.abc.com:4443
-config_mod_osso TRUE

-mod_osso_url https://www.abc.com:4443
-update_mode MODIFY

-remote_midtier

-config_file /tmp/osso.conf
-admin_info cn=orcladmin

Copy osso. conf to the ohs instance in which you configured the virtual host for the
Web Cache SSL port (ORACLE_INSTANCE/config/OHS/ohsl/osso.conf).

Restart the Oracle HTTP Server using the following commands:

ORACLE_INSTANCE/bin/opmnctl stopall
ORACLE_INSTANCE/bin/opmnctl startall

On Windows you must run the ssoreg.bat batch file instead. For more information
about registering partner applications, see the Oracle Application Server Single Sign-On
Administrator’s Guide.

At this point, configuration is complete for SSL communication to Oracle Web Cache.

Configure and Register Web Providers or Provider Groups Exposed over SSL

See "Configuring and Registering Web Providers or Provider Groups Exposed Over
SSL" for details.

Configure and Register WSRP Producers Exposed Over SSL
See "Configuring and Registering WSRP Producers Exposed Over SSL" for details.

Augment the Portal Tools Trusted Certificate File

If you use the Web Page data source of OmniPortlet provider, you are doing a
loopback to the Web Clipping provider, and so need to add the web provider server
certificate to the trusted certificate file pointed to by the
<trustedCertificatelLocation> tagin OmniPortlet provider.xml file. The
default certificate file is the ca-bundle. crt file, located in the ORACLE
HOME\portal\conf directory.

To do this, perform the steps shown subsequently, which are based on the Internet
Explorer browser. The steps may differ slightly if you are using another browser for
capturing and exporting the necessary certificate.

1. Capture the necessary certificate: Point your browser to the Web Clipping provider
test page:
http://<host>:<port>/portalTools/webClipping/providers/webCli
pping.
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You should see a Security Alert dialog box that shows "The security certificate was
issued by a company you have not chosen to trust. View the certificate to determine
whether you want to trust the certifying authority." or something similar. Click View
Certificate, and then go through the following steps to export the certificate into a
temporary file:

a. Select the Details tab.
b. Select Show: <All> in the drop-down list, and click Copy to File....

¢. Run the Export wizard to export the certificate in Base-64 encoded X.509
format into a temporary file ORACLE_
HOME/portal/conf/providertemp.cer.

2. Append the certificate in the temporary file to the certificate file used by
OmniPortlet provider (default is ORACLE_
HOME/portal/conf/ca-bundle.crt).

Enable Access for Secure Enterprise Search

For Secure Enterprise Search to access secure Web sites, you need to import certificates
into the crawler's trust store and the Oracle Containers for J2EE (WLS) JVM's trust
store on the middle-tier and infrastructure instances.

By default, the WLS JVM recognizes certificates of well-known certificate authorities.
However, if the secure portal instance uses a self-signed certificate or a certificate
signed by an unknown certificate authority, then you must import the portal's
certificate into the WLS JVM's truststore. The WLS JVM default truststore is located at
ORACLE_HOME\jdk\jre\lib\security\cacerts.

To add the required certificate to the trust store, perform the following steps on the
middle-tier and infrastructure instances:

1. Change directory to ORACLE_HOME\jdk\jre\lib\security\ on the middle
tier.

2. Create a backup of the truststore file cacerts, for example, cacerts.bak.
3. Execute the following command to add the required certificate to the trust store:

SORACLE_HOME/jdk/bin/keytool -import -alias <aliasName> -file <root_
certificate_file_name> -trustcacerts -v -keystore SORACLE_
HOME/jdk/jre/lib/security/cacerts

Note: Use any arbitrary value for -alias, but ensure that it is
unique for each certificate.

4. Provide the trust store password, and type "Yes", when prompted for
confirmation.

Note: The preceding steps also need to be performed on the
OracleAS Infrastructure containing the Secure Enterprise Search
crawler.

Wire the Portal Repository
Configure the portal middle tier as follows:

1. Navigate to the Portal Home page in the Oracle Enterprise Manager 11g.
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2. From the Portal menu, select Settings, and then Wire Configuration.
The Portal Wire Configuration page is displayed.

3. Enter the following information under Portal Middle Tier section in the Portal
Wire Configuration page:

— Published Host: Enter the host name.
- Listening Port: Enter the port number.
—  Check the SSL Protocol check box.

4. Click Apply.

5. Restart your managed server.

Configure the Portal Repository for Web Cache SSL

Portal requires mod_osso to retrieve the SSO information. Now that mod_osso is
configured for SSL (registered as partner application with WC ssl port), portal requires
the wallet path and password used to store the WC ssl certificate.

To update the Wallet Path and Password in Portal Repository Preference Store, do the
following:

1. Import the Web Cache SSL certificate into the Portal Database Wallet’s trust store.

2. If you don’t have a database wallet, you could create one using OWM (Oracle
wallet manager) or orapki utility in the installation where the database resides.
Once you have the wallet, import the SSL certificate of web cache into the database
wallet.

3. This wallet location has to be registered into the Portal preference store using the
secwc . sql script, located at ORACLE_HOME\portal\admin\plsgl\wwc.

Example 7-5 Registering the Wallet

cd SORACLE_HOME/portal/admin/plsqgl/wwc

sqglplus <portal_schema/<portal_ pwd>@connectstring sqgl> @secwc.sqgl <wallet_
location> <wallet_pwd>

sql> @secwc.sqgl 'file:/ul0l/app/oracle/product/1021_prodee/dbwallet' 'welcomel'

Enable the WebLogic Plug-In
See Enable the WebLogic Plug-In, WebLogic ProxySSL, and WLProxySSLPassThrough

parameter.
End to End SSL for Oracle Portal

For installations that require the utmost security, it is possible to configure SSL
throughout the system. In this configuration, the loopback from the PPE to Oracle Web
Cache uses a wallet and the hop between the PPE and the Web providers uses a
certificate directly rather than through a wallet.

Figure 7-21 shows a configuration where SSL is configured throughout Oracle Portal.
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Figure 7-21 Secured Connections Throughout the System
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Note: If you have already followed the steps described in Section ,
"SSL to Oracle Web Cache", you must revert all the changes you
have made before configuring SSL throughout Oracle Portal.

After you have successfully performed the checks described in "Checks to Perform
Before Configuring SSL", perform the following steps to configure SSL to OracleAS
Single Sign-On:

Enable OracleAS Single Sign-On for SSL

Create a Wallet

Configure Oracle HTTP Server and Oracle WebLogic Server
Secure Oracle Web Cache

Secure the Parallel Page Engine

Specify Oracle Portal Published Address and Protocol
Configure the HTTP Server

Re-register the Oracle HTTP Server Partner Application
Configure the Portal Repository for Web Cache SSL

Enable the WebLogic Plug-In

Configure and Register Web Providers or Provider Groups Exposed over SSL
Configure and Register WSRP Producers Exposed Over SSL
Augment the Portal Tools Trusted Certificate File

Enable Access for Secure Enterprise Search

Enable OracleAS Single Sign-On for SSL

Perform the steps described in "Configuring SSL to OracleAS Single Sign-On
Manually" to enable OracleAS Single Sign-On for SSL.
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Create a Wallet

It is possible to share a single wallet across both the listener and origin server (and

all other available ports in Oracle Web Cache) if Oracle Web Cache and the Oracle
HTTP Server are on the same computer. Conversely, specific wallets may be  created
for each port. In this case the two servers and ports will be sharing the same  wallet
specified earlier.

In some cases, such as when the Oracle HTTP Server is on a different computer than
Oracle Web Cache, you need to create a separate wallet for the Oracle HTTP Server.
For this situation, refer to the steps in "Create a Wallet" to create the wallet for the
Oracle HTTP Server.

In the default case, where the Oracle HTTP Server is on the same computer as Oracle
Web Cache, you can share the wallet between the two.

Note: After creating the wallet, import it by using either the Fusion
MiddleWare Control or the importWallet WLST command. For
more information, see the "Wallet Management" section in the Oracle
Fusion Middleware Administrator’s Guide.

Configure Oracle HTTP Server and Oracle WebLogic Server

You need to configure the Oracle HTTP Server to establish SSL communication to
WebLogic Server (WLS) and the routing information to Weblogic Managed Server
(WLS_PORTAL), should proxy the SSL mode. To configure HTTP and WLS perform
the following steps:

1. From the Oracle Enterprise Manager 11¢ Fusion Middleware Control, go to Oracle
HTTP Server home page, and select Administration, and then Advanced
Configuration.

The Advanced Server Configuration page is displayed.
2. Select the portal.conf file from the menu option, and click GO.
3. Set the WLProxySSL parameter to ON, as shown below.

# WLS routing configuration

<Location /portal>
SetHandler weblogic-handler
WebLogicHost stbcrl3-3.us.abc.com
WebLogicPort 9001
WLProxySSL On

</Location>

4. Click Apply.

5. You need to create a separate wallet for the Oracle HTTP Server. For this situation,
refer to the steps in "Create a Wallet" to create the wallet for the Oracle HTTP
Server and ensure that in the webcache . xml file, the wallet location is added in
the <OSWALLET> tag.

You can add the wallet location to the <OSWALLET> tag using the Oracle
Enterprise Manager 11g as follows:

a. Expand Web Tier and click the Oracle Web Cache (webcachel) link for your
Oracle Portal instance.

b. From the Web Cache menu, select Security, and then SSL Configuration.
c. Select the wallet you have created, and click Change Wallet.
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d. Click Ok.
Restart the Oracle HTTP Server.

Copy the certificate from the newly created wallet to a text file. Then, import the
file into the keystore used by the managed server on which Oracle Portal is
deployed.

To find out the location of the WebLogic Server keystore, go to the WebLogic
Server Administration Console, navigate to Environment and then Servers, click
the WLS_PORTAL link, select the Keystores subtab under the Configuration tab,
and look for the path specified in the Java Standard Trust Keystore field.

For exporting the certificate from the Oracle HTTP Server wallet, you can use
Oracle Wallet Manager or the orapki utilities available in the middle tier. For
importing the certificate into the keystore, you can use keytool.

The following is a sample usage of keytool:

keytool -import -trustcacerts -alias aliasName -file
certificate file name -keystore cacerts -storetype JKS

certificate_rfile_name should contain the file server certificate and the
certificate authority’s root certificate exported from the wallet.

For more information, see "SSL Configuration in Oracle Fusion Middleware" in the
Oracle Fusion Middleware Administrator’s Guide.

Secure Oracle Web Cache

The sections that follow describe how to configure Oracle Web Cache to accept SSL
connections and forward SSL requests to the SSL-enabled origin server.

Configuring the Oracle Web Cache SSL Port

To configure the Oracle Web Cache SSL port, perform the following steps:

1.

Login to theOracle Enterprise Manager 11g Fusion Middleware Control, as
described in the Oracle Fusion Middleware Administrator’s Guide for Oracle Web
Cache.

From the Web Cache menu, select the Administration, and then Ports
Configuration.

The Ports Configuration page is displayed.

Click Create.

From the Create Port page, enter the following information:
s Port Type: NORM

= IP Address: ANY

s Port Number: SSL port that Web Cache is listening on.
Click OK.

To add the SSL port, select the port you have configured in the previous steps, and
click Edit... and enter the following information in the SSL Configuration section:

= Enable SSL: Enable the check-box
= Server Wallet Name: Select the Wallet containing the SSL server certificate

Click OK.
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8. From the Web Cache menu, select Control > Restart...., to restart the Oracle Web
Cache.

For more information on the procedure in the preceding text, refer to the section on

configuring HTTPS operations ports for the cache in the Oracle Fusion Middleware

Administrator’s Guide for Oracle Web Cache.

Adding the SSL Origin Server

To add the SSL origin server:

1. From the Web Cache menu, select Administration, and then Origin Servers.
The Origin Servers page is displayed.

2. Click Create... to add the SSL Origin Server.

3. Enter the information as follows:

= Host Name: Physical hostname of the computer in which Oracle HTTP Server
is running

»  Port: Oracle HTTP Server's SSL listen port. This property maps to the Listen
parameter in the HTTP server's ss1. conf file located at ORACLE_
INSTANCE\config\OHS\ohsl.

s Capacity: 100
s Protocol: HTTPS
= Routing: Enable
= Failover Threshold: 5
= Ping URL: /
s Ping Interval: 10
4. Click OK.
5. Click Apply.

6. From the Web Cache menu, select Control, and then Restart, to restart the Oracle
Web Cache.

For more information on the procedure in the preceding text, refer to the section on
configuring Origin Server, Load Balancing, and Failover Settings in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

Defining a Site for the Published SSL Host Name and Port

As there is no out-of-box default SSL configuration, you need to add a site definition
for the SSL-based Site that Oracle Web Cache will be caching. To define a site, perform
the following steps:

1. Navigate to the Web Cache Home Page in the Oracle Enterprise Manager 11g
Fusion Middleware Control, as described in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Web Cache.

2. From the Web Cache menu, select Administration, and then Sites.
The Sites page is displayed.

3. Click Create under Sites.

4. On the Create Site page, enter the following details:

= Enter the Host Name, which is the hostname seen by the browser.
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= Set Port to the HTTPS port addressed by the browser requests, which would
be the Oracle Web Cache SSL listen port.

m  Select Yes, for Default site.
= Select No, for Site-Wide Compression.

For other parameters accept the default settings and leave entry blank where
applicable.

s Click OK.

s Click Apply.
5. Remove any sites that are no longer applicable to your modified configuration.
For more information on the procedure in the preceding text, refer to:

s The section on creating a site for HTTPS requests for the cache, in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

s The section on creating site definitions, in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Web Cache.
Adding Site to Server Mappings of the New Site to the Origin Server

After adding a new site definition, you must add the site to server mapping for the
newly defined site to the origin server. To do this:

1. From the Sites page, in the Site-to-Server Mapping section, click Create.
The Create Site-to-Server Mapping Definition page is displayed.

2. Select the Site you are mapping and move it from All Origin Servers to the
Selected Origin Servers listing, which should be the Oracle Web Cache site with
the SSL port.

3. Check the Origin Server that you added in the previous step, entitled "Adding the
SSL Origin Server", to which requests should be routed for content.

4. Click Apply Changes, and then Apply, to see the new mapping, as shown in
Table 7-23 of the original page.

Table 7-23 Site-to-Server Mapping

Origin

Server

Port
Host Name Site Port Host Name

(Oracle
(Oracle Web (Oracle Web (Oracle Web Http
Cache Host Cache Listen ESI Content Cache Host Server
Name) Port) Policy Name) Port) Proxy
www.mycompany. 8094 Unrestricted www.mycompan 8889 No
com Yy .com

5. Restart the Oracle Web Cache.

For more information on the procedure in the preceding text, refer to the section on
mapping sites to origin servers, in the Oracle Fusion Middleware Administrator’s Guide
for Oracle Web Cache
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Enabling Session Binding

The Session Binding feature in Oracle Web Cache is used to bind user sessions to a
given origin server to maintain state for a period of time. Although almost all
components running in a default Oracle Portal middle tier are stateless, session
binding is required for two reasons:

To make Oracle Web Cache bind the portal user session to the Oracle Portal middle
tier, perform the following steps:

1. Navigate to the Web Cache Home page, in the Oracle Enterprise Manager 11¢
Fusion Middleware Control.

2. From the Web Cache menu, select Administration, and then Session
Configuration.

The Session Configuration page displays.
3. Select the site that you created in previous steps.

4. From the Session Binding Configuration section, select Cookie based session
binding with any Set-Cookie.

5. Click Apply.

For more information, see the Oracle Fusion Middleware Administrator’s Guide for Oracle
Web Cache.

Adding Wallet Path for the Origin Server Wallet
See Adding Wallet Path for the Origin Server Wallet.

Secure the Parallel Page Engine

In this configuration, SSL is used throughout as the request comes to Oracle Web
Cache through HTTPS and the PPE loops back over HTTPS as well. The server
specifies the chain that goes with its certificate. As long as the chain is valid and leads
to a self-signed root certificate, it is validated without determining whether it is
trusted, assuming that you have not loaded any trust points into it.

To implement this configuration, perform the following steps on the Oracle Portal
middle tier:

1. Login to the Oracle Enterprise Manager 11g Fusion Middleware Control.

2. From the Oracle Portal home page's Portal menu, select Settings, and then Page
Engine to display the Page Engine Configuration page.

3. In the Advanced Properties section, enter the Oracle Web Cache SSL port into the
HTTPS Ports value.

4. (Optional) If you want the PPE to trust only specific certificates, add
x509certfile. The value of x509certfile is the absolute path to the text file
containing the list of certificates which defines the group of "trusted" servers.

Note: If you choose not to implement x509certfile, the PPE trusts
any SSL certificate.

5. Click Apply.
6. Restart your managed server (WLS_PORTAL).

Securing Oracle Portal 7-105



Configuring Oracle Portal Security

Specify Oracle Portal Published Address and Protocol

To specify the published address for Oracle Portal with the modified port for SSL, you
need to use Oracle Enterprise Manager as follows:

1. Navigate to the Oracle Enterprise Manager 11¢g Fusion Middleware Control.

2. Click the Standalone Instance with the Oracle Fusion Middleware that is running
the Oracle Portal middle tier.

3. Click the Oracle Portal system component (WLS_PORTAL).
4. From the Portal menu, click Settings, and then Wire Configuration.
The Portal Wire Configuration page is displayed.

5. Enter the following information under Portal Middle Tier section in the Portal
Wire Configuration page:

= Listening Port: Enter the Oracle Web Cache SSL port number.
s Check the SSL Protocol check box.
6. Click Apply.

The Oracle Portal schema is updated with the setting and the Oracle Enterprise
Manager 11g target instance is updated to use HTTPS for its URL tests.

If at a later time you choose to switch to HTTP, you would perform this same
procedure and return Listening Port SSL Enabled to No.

Configure the HTTP Server

Edit the Virtual Host definition, for Portal to work with the SSL, this configuration will
specify the self-referential urls for the hostname and the port. Go to Oracle HTTP
Server home page in the Oracle Enterprise Manager 11g Fusion Middleware Control,
select Administration, and then Advanced Configuration. Select the ssl.conf file, and
add the following details for the virtual host shown in bold:

<VirtualHost *:8890>

UseCanonicalName On

ServerName https://dadvmn0041.us.abc.com:8094

<IfModule ossl_module>

SSLEngine on

SSLVerifyClient None

SSLCipherSuite

SSL_RSA_WITH RC4_128 MD5,SSL_RSA_WITH RC4 128 SHA,SSL_RSA WITH 3DES_EDE_CBC_SH
A, SSL_RSA WITH DES_CBC_SHA,TLS_RSA WITH AES 128 CBC_SHA,TLS RSA WITH AES 256 _C BC_
SHA

SSLCRLCheck Off

SSLWallet "wallet_location"

Replace wallet_location with the full path of the custom wallet as shown in the
following example:

SSLiWallet "$SORACLE_INSTANCE/config/OHS/ohsl/keystores/default"

Re-register the Oracle HTTP Server Partner Application

Run ssoreg to register the virtual host for which mod_osso facilitates single sign-on.
The specific application URLs to be defined as partner applications within this site are
defined in the file osso.conf. ssoreg is located on the infrastructure tier (OID) in
ORACLE_HOME/sso/bin.

The following example shows the usage of ssoreg on UNIX:
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ORACLE_HOME/sso/bin/ssoreg.sh
-site_name www.abc.com
-config_mod_osso TRUE
-mod_osso_url https://www.abc.com:8094
-update_mode MODIFY
-remote_midtier
-config_file ORACLE_INSTANCE/config/OHS/ohsl/osso.conf
-admin_info cn=orcladmin

Copy the osso.conf to the ohs instance where we configured virtual host for the
webcache ssl port (ORACLE_INSTANCE/config/OHS/ohsl/osso.conf).

Restart the Oracle HTTP Server using the following commands:

ORACLE_HOME/bin/opmnctl stopall
ORACLE_HOME/bin/opmnctl startall

On Windows you must run the ssoreg . bat batch file instead. Refer to the
information on creating partner applications in the Oracle Application Server Single
Sign-On Administrator’s Guide.

Configure the Portal Repository for Web Cache SSL

Portal queries mod_osso to retrieve the SSO information. Now that mod_osso is
configured for SSL (registered as partner application with WC ssl port), portal need to
know the wallet path and password used to store the WC ssl certificate.

To update the Wallet Path and Password in Portal Repository Preference Store, do the
following:

1. Import the Web Cache SSL certificate into the Portal Database Wallet’s trust store.

2. If you don’t have a database wallet, you could create one using OWM (Oracle
wallet manager) or orapki utility in the installation where the database resides.
Once u have the wallet, import the SSL certificate of web cache into the database
wallet.

3. This wallet location has to be registered into the Portal preference store using the
secwc . sql script, located at ORACLE_HOME\portal\admin\plsgl\wwc.

Example 7-6 Registering the Wallet

cd SORACLE_HOME/portal/admin/plsqgl/wwc

sqglplus <portal_schema/<portal_pwd>@connectstring sqgl> @secwc.sqgl <wallet_
location> <wallet_pwd>

sql> @secwc.sqgl 'file:/ul0l/app/oracle/product/1021_prodee/dbwallet' 'welcomel'

Enable the WebLogic Plug-In

See Enable the WebLogic Plug-In, WebLogic ProxySSL, and WLProxySSLPassThrough
parameter.

Configure and Register Web Providers or Provider Groups Exposed over SSL
See "Configuring and Registering Web Providers or Provider Groups Exposed Over

SSL".

Configure and Register WSRP Producers Exposed Over SSL
See "Configuring and Registering WSRP Producers Exposed Over SSL".
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Augment the Portal Tools Trusted Certificate File
See "Augment the Portal Tools Trusted Certificate File".

Enable Access for Secure Enterprise Search
See "Enable Access for Secure Enterprise Search".

External SSL with Non-SSL Within Oracle Fusion Middleware

The previous configurations discuss how to configure Oracle Portal in such a way that
communications within Oracle Fusion Middleware are secured through SSL. In some
cases, you may want to have Oracle Portal set up such that the site is externally
accessible through SSL URLs but the Oracle Fusion Middleware is internally running
in non-SSL. mode. Note that in this latter scenario, you need to have the SSL to
non-SSL translation done either by a load balancing router (LBR) or an SSL accelerator.
The section that follows outlines the steps you would use with an accelerator on an
LBR or a reverse proxy server performing the SSL translation.

With this option, the SSL features of the Oracle Fusion Middleware Security
Framework are not used, but, instead, an external component is used for providing the
SSL connection point. These external accelerators may be coupled with LBRs or
reverse proxy servers. Oracle Fusion Middleware enables you to configure these
external devices to provide SSL, thus allowing Oracle Fusion Middleware to use HTTP
internally for the best performance.

Figure 7-22 shows a configuration where Oracle Portal is externally accessible through
SSL.

Figure 7-22 External SSL Only
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Note: In a typical configuration, wl.abc.comand ml.abc.com
would reside on the same computer, but for illustration purposes, they
are separated here.

For the purposes of this procedure, assume the following:
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In this example, SSL acceleration is performed by an SSL accelerator, such as LBR,
which also proxies page requests between the HTTP and HTTPS protocols and
their ports. The location of the SSL end point will determine the target for the
loopback requests. For example, if an SSL-enabled reverse proxy server front-ends
a single protocol LBR, loopback requests will be sent to the LBR, while the
published site is exposed by the reverse proxy server.

Your load balancing router is running on 1br . abc . com and the LBR port used for
accessing the site is 443.

Oracle Web Cache is on computer wl.abc . comand the listening port is 8090, the
administration port is 4002, and the invalidation portis 4001.

The Oracle HTTP Server is running on computer m1 . abc . com and the port is
8888.

The port numbers used are example values only.

See Also:

= Section 6.3, "Configuring Multiple Middle Tiers with a
Load-Balancing Router"

»  Oracle Portal Enterprise Deployment Guide:
http://www.oracle.com/technetwork/database/featur
es/availability/maa-portal-edg-129356.pdf

»  Oracle Fusion Middleware High Availability Guide

After you have successfully performed the checks described in "Checks to Perform
Before Configuring SSL", perform the following steps to configure Oracle Portal with
external SSL:

Configure the Oracle Fusion Middleware Middle Tier
Re-register the Oracle HTTP Server Partner Application
Enable Access for Secure Enterprise Search

Enable the WebLogic Plug-In

Configure the Oracle Fusion Middleware Middle Tier

You need to configure the Oracle Fusion Middleware middle tier to allow the
underlying components to construct URLs based on the load balancing router's
hostname, 1br . abc . com, and port (443). To do this:

1.

Edit httpd. conf as follows:
a. Access the Oracle Enterprise Manager 11¢ Fusion Middleware Control.
b. Click the link for the middle tier where Oracle Portal is installed.

c. Expand Web Tier and click the HTTP Server link for your Oracle Portal
instance.

d. In the Oracle HTTP Server home page, select Administration, and then
Advanced Configuration.

e. Inthe Advanced Server Configuration page, select httpd.conf from Select File
option and click Go.

f. Add the following Virtual Host definitions:

NameVirtualHost *:8888
<VirtualHost *:8888>
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ServerName https://lbr.abc.com:443

RewriteEngine On

RewriteOptions inherit

UseCanonicalName On
</VirtualHost>

<VirtualHost *:8888>
ServerName http://ml.abc.com:8090
RewriteEngine On
RewriteOptions inherit
</VirtualHost>

Click Apply.

Restart the Oracle HTTP Server by selecting Control, and then Restart from
the Oracle HTTP Server Home page.

2. Configure the Parallel Page Engine. To do this, perform the following steps:
a. Login to the Oracle Enterprise Manager 11¢ Fusion Middleware Control.

b. From the Oracle Portal home page's Portal menu, select Settings, and then
Page Engine to display the Page Engine Configuration page.

c. Inthe Advanced Properties section, add the following parameters, to attempt
loopbacks using a different protocol and port than what is used by the site:

— Use Scheme: http

— UsePort: 8090

— HTTPS Port: 443
d. Click Apply.

e. From the Portal menu, select Control, then Shut Down and Start Up, to
restart your WLS_PORTAL instance.

3. Ensure that DNS resolves 1br . abc . com to the LBR's IP address.

4. Login to the Oracle Enterprise Manager 11¢ Fusion Middleware Control and do
the following:

a. From the Portal home page's Portal menu, click Settings, and then Wire
Configuration to display the Portal Wire Configuration page.

b. In the Portal Wire Configuration page, enter the following parameters for
Web Cache in the Oracle Web Cache section:

— Host: 1br.abc.com

— Invalidation Port: 4001

— Invalidation User: invalidator

- Invalidation Password: The password you have specified
c. In the Portal Middle Tier section, select SSL Protocol checkbox.
d. Click Apply.

5. From the Oracle Web Cache home page in the Oracle Enterprise Manager 11g
Fusion Middleware Control, select Administration, and then Sites.

The Sites page is displayed.
6. Click Create under Sites.
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10.

11.

On the Create Site page, enter the following details:

s Host: The published hostname and fully qualified domain of the external SSL
accelerator device or reverse proxy server.

s Port: The SSL port number, for example, 443 for the default SSL port.
s URL Prefix: Leave blank.

s Client-Side Certificate: Not required.

s Default Site: Yes.

s Compression: No.

Refer to the Oracle Fusion Middleware Administrator’s Guide for Oracle Web Cache for
detailed instructions on the configuration mentioned earlier.

Click OK.
Click Apply.

Set up an alias for Oracle Web Cache. In the configuration where the Parallel Page
Engine loops back to Oracle Web Cache and Oracle Web Cache is listening on a
different port than the load balancing router, loopback content gets cached with a
URL key of 1br.abc.com: 8090, whereas Oracle Portal sends invalidation
requests to invalidate URLs with the format 1br.abc.com:443. To get around
this inconsistency, you need to set up an alias in Oracle Web Cache to let it know
that 1br.abc.com:8090 and 1br.abc.com: 443 are the same, invalidation
requests for one should invalidate requests for the other as well, and the cached
content should also be leveraged based on this alias.

a. From the Oracle Web Cache home page in the Oracle Enterprise Manager 11g
Fusion Middleware Control, select Administration, and then Sites.

b. From the Sites page, select the newly added site, in this case 1br.abc.com
and click Edit.

The Edit Site page is displayed.

c. In the Aliases section, click Create to create a new alias, enter 1br .abc.com
as the Host and 8090 as the Port, where 8090 is the value for usePort in the
appConfig.xml configuration file for the Parallel Page Engine.

d. Click OK.
e. Click Apply.

f. From the Web Cache menu, select Control, and then Restart, to restart Oracle
Web Cache.

If the default HTTPS port 443 is chosen for a site configured with external SSL
configuration, as in the preceding example, an additional alias needs to be defined
in Oracle Web Cache for the site 1br.abc.com: 443, which should be
lbr.abc.com: 80. Follow the instructions for creating the alias as mentioned in
Step 10 and replace port 8090 with 80.

An alias for port 80 is needed because the "Host" header sent by the browser will
be 1br.abc. com (without a port number appended to it). Because Oracle Web
Cache is listening on the HTTP port, it will assume that the port number is 80 and
use this to determine the site-to-server mapping. It also uses this for cache key
creation.

After adding a new site definition, you must add the site to server mapping for the
newly defined site to the origin server. To do this:
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a. From the Sites page, in the Site-to-Server Mapping section, click Create.
The Create Site-to-Server Mapping Definition page is displayed.

b. Inthe Create Site-to-Server Mapping section, enter the information of the Site
you are mapping (1br.abc . com) and then select a site definition created in
the previous step.

c. In the Origin Servers section, select m1.abc.com, and move it from All Origin
Servers to the Selected Origin Servers listing.

d. Click OK.
e. Click Apply.

f. From the Web Cache menu, select Control, and then Restart, to restart Oracle
Web Cache.

To verify that the site has been mapped correctly, navigate to the
Site-to-Server Mapping page, and ensure that m1 . abc . com is mapped to the
site 1br. abc . com.

For more information on the procedure in the preceding text, refer to the section
on mapping sites to origin servers, in the Oracle Fusion Middleware Administrator’s
Guide for Oracle Web Cache.

12. Configure your load balancing router, 1br . abc. com, to:

a. Accept requests on HTTPS port 443 and forward them to the Oracle Web
Cache port 8090 running on computer wl . abc . com, while converting
HTTPS requests to HTTP.

b. Accept requests on HI'TP port 8090 and forward them to the Oracle Web
Cache port 8090 running on computer wl . abc . com. This enables the
loopback requests. The LBR's port 8090 should only be accessible from the
middle tier. Your firewall may need to be configured separately to make this
work. To test this, run the following command on the middle-tier server:

telnet lbr.abc.com 8090

You should not see any connection failure message when you run the telnet
command.

c. Accept requests on HTTP port 4001 for the invalidation requests and forward
them to the Oracle Web Cache invalidation port 4001. You must be able to
connect to the LBR's port for invalidation requests from the Oracle Metadata
Repository. Your firewall may need to be configured separately to make this
work. To test this, run the following command on the Oracle Metadata
Repository server:

telnet lbr.abc.com 4001
You should not see any connection failure message when you run the telnet
command.

d. Facilitate communication from the middle tier to Oracle Web Cache through
the LBR. NAT-related configuration may be required for this. Refer to
Section 6.3, "Configuring Multiple Middle Tiers with a Load—Balancing
Router" for more information on configuring NAT.
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Note: Refer to Section 6.3.6, "Step 6: Configure Portal Tools and Web
Providers (Optional)" for information on how this configuration might
affect your Web providers.

e. Facilitate communication from the Oracle Metadata Repository to Oracle Web
Cache for the invalidation requests through the LBR. NAT-related
configuration may be required for this.

Re-register the Oracle HTTP Server Partner Application

Run ssoreg to register the virtual host for which mod_osso facilitates single sign-on.
The specific application URLs to be defined as partner applications within this site are
defined in the file osso.conf. ssoreg is located on the infrastructure tier in
ORACLE_HOME/sso/bin.

The following example shows the usage of ssoreg on UNIX:

$ ssoreg.sh

-site_name lbr.abc.com
-config_mod_osso TRUE

-mod_osso_url https://lbr.abc.com:8094
-Oracle_home_path ORACLE_HOME
-config_file /tmp/osso.conf
-admin_info cn=orcladmin

-virtualhost

-remote_midtier

On Windows you must run the ssoreg . bat batch file instead. Refer to the
information on creating partner applications in the Oracle Application Server Single
Sign-On Administrator’s Guide.

Enable Access for Secure Enterprise Search

For Secure Enterprise Search to access secure Web sites, you need to import certificates
into the crawler's trust store and the Oracle Containers for J2EE (WLS) JVM's trust
store on the infrastructure instance.

By default, the WLS JVM recognizes certificates of well-known certificate authorities.
However, if the secure portal instance uses a self-signed certificate or a certificate
signed by an unknown certificate authority, then you must import the portal's
certificate into the WLS JVM's truststore. The WLS JVM default truststore is located at
ORACLE_HOME\jdk\jre\lib\security\cacerts.

To add the required certificate to the trust store, perform the following steps on the
infrastructure instance:

1. Change directory to ORACLE_INSTANCE\jdk\jre\lib\security on the
infrastructure.

2. Create a backup of the truststore file cacerts, for example, cacerts.bak.

3. Execute the following command in UNIX to add the required certificate to the
trust store:

SORACLE_HOME/jdk/bin/keytool -import -alias <aliasName> -file <root_
certificate_file_name> -trustcacerts -v -keystore SORACLE_
HOME/jdk/jre/lib/security/cacerts
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Note: Use any arbitrary value for -alias, but ensure that it is
unique for each certificate.

4. Provide the trust store password, and type "Yes", when prompted for
confirmation.

Note: The preceding steps also need to be performed on the
OracleAS Infrastructure containing the Secure Enterprise Search
crawler.

Enable the WebLogic Plug-In
See Enable the WebLogic Plug-In, WebLogic ProxySSL, and WLProxySSLPassThrough

parameter.
Configuring SSL to Oracle WebLogic Managed Server

This section describes how to enable SSL for WLS using the WebLogic Administration
Console. Perform the following steps:

1. Login to the WebLogic Administration Console, and ensure that the console is
configured to the domain you have created during portal installation.

2. If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

In the left pane of the Console, expand Environment and select Servers.
In the Servers table, click the WLS_Portal Managed Server instance.
Select SSL Listen Port Enabled, and enter the SSL Listen Port number.
Select the Configuration tab group, and then the Keystores tab page.

In the Keystores field, select the Demo Identity and Demo Trust option.
Select the General tab page.

© ®» N o o o

Expand the Advanced group of options near end of the page, and select the
WebLogic Plug-In Enabled option.

10. Click Save.

Your WLS managed server (WLS_Portal) is configured for SSL.

Configuring and Registering Web Providers, Provider Groups, and WSRP Producers Exposed
Over SSL

This section describes how you can configure Oracle Portal to provide access to Web
providers, Provider groups, and WSRP producers exposed over SSL. This section
contains the following topics:

s Configuring and Registering Web Providers or Provider Groups Exposed Over
SSL

s Configuring and Registering WSRP Producers Exposed Over SSL
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Configuring and Registering Web Providers or Provider Groups Exposed Over
SSL

To register a Web provider, which is exposed over SSL, you must have a copy of the
root certificate of the certificate authority used by the Web provider. If the Web
provider is using an unknown or uncommon certificate authority, you need to add the
appropriate root certificate (using Base-64 encoded X.509 format) to the set of trusted
certificates recognized by the Oracle Database hosting the Oracle Metadata Repository
containing the Oracle Portal schema. To configure Web providers or provider groups
exposed over SSL, perform the following steps:

To import the producer SSL certificate into the database keystore, perform the
following:

» Change directory to $ORACLE_HOME/javavm/lib/security on the Oracle
home containing the Oracle Database hosting the Oracle Metadata Repository
containing the Oracle Portal schema.

»  Create a backup of the truststore file cacerts, for example, cacerts.bak.

= Execute the following command (in Unix) to add the required certificate to the
trust store:

SORACLE_HOME/jdk/bin/keytool -import -alias <aliasName> -file <root_
certificate file_name> -trustcacerts -v -keystore $ORACLE_
HOME/javavm/lib/security/cacerts

Note: Use any arbitrary value for -alias, but ensure that it is
unique for each certificate.

= Provide the trust store password, and type Yes, when prompted for
confirmation.

Note: If your portal schema is located in an Repository Creation
Utility (RCU) database and if the release of that Oracle Database is
earlier than 10g (10.1.0.x), then these steps do not need to be
performed.

Example 7-7 Certificate Registration in the Database

[ABC@stake03 security]$ SORACLE_HOME/jdk/bin/keytool -import -alias cacert?2

-file /home/namel/testcer.crt.cer -trustcacerts -v -keystore
/u0l/app/oracle/product/1021prod_ee/javavm/lib/security/cacerts

Enter keystore password: changeit
Owner: CN=xmlns.oracle.com, O=wc_1
Issuer: CN=xmlns.oracle.com, O=wc_1
Serial number: 0
Valid from: Thu Mar 06 19:48:48 PST 2008 until: Tue Mar 05 19:48:48 PST 2013
Certificate fingerprints:
MD5: 4D:43:B4:A7:E9:02:33:20:A9:82:C4:CE:8D:4A:46:59
SHAl: FB:3D:1D:6D:01:6F:7B:35:27:85:20:0F:C4:28:F2:6A 2:75:1D:29
Trust this certificate? [no]: vyes
Certificate was added to keystore
[Saving /u0l/app/oracle/product/1021prod_ee/javavm/lib/security/cacerts]

To import the producer SSL certificate into the Portal Midtier WLS keystore,
perform the following;:
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s Change directory to JAVA_HOME/jre/lib/security/ where Java Home is
the JDK that the WLS_PORTAL managed server is running on.

»  Create a backup of the truststore file cacerts, for example, cacerts.bak.

= Execute the following command to add the required certificate to the trust
store:

SJAVA_HOME/bin/keytool -import -alias <aliasName> -file <root_certificate_
file name> -trustcacerts -v -keystore $SJAVA_HOME/jre/lib/security/cacerts

Note: Use any arbitrary value for -alias, but ensure that it is
unique for each certificate.

= Provide the trust store password, and type Yes, when prompted for
confirmation.

Example 7-8 Certificate Registration in the Portal Midtier WLS

[ABC@stake03 security]$ $JAVA HOME/jdk/bin/keytool -import -alias cacert2 -file
/home/namel/testcer.crt.cer -trustcacerts -v -keystore
/u0l/app/oracle/product/portal/jdk/jre/lib/security/cacerts
Enter keystore password: changeit
Owner: CN=xmlns.oracle.com, O=wc_1
Issuer: CN=xmlns.oracle.com, O=wc_1
Serial number: 0
Valid from: Thu Mar 06 19:48:48 PST 2008 until: Tue Mar 05 19:48:48 PST 2013
Certificate fingerprints:
MD5: 4D:43:B4:A7:E9:02:33:20:A9:82:C4:CE:8D:4A:46:59
SHAl: FB:3D:1D:6D:01:6F:7B:35:27:85:20:0F:C4:28:F2:6A 2:75:1D:29
Trust this certificate? [no]: vyes
Certificate was added to keystore
[Saving /u0l/app/oracle/product/portal/jdk/jre/lib/security/cacerts]

See Also: The subsection "Secure the Parallel Page Engine" in
Section , "End to End SSL for Oracle Portal".

Configuring and Registering WSRP Producers Exposed Over SSL
To configure WSRP producers exposed over SSL, perform the following steps:

1. In a Web browser, enter the WSDL URL of your WSRP producer to ensure that it is
working. If the WSDL definition does not appear in the browser, then the
deployment of your WAR file must have failed. Refer to the section on diagnosing
Java portlet problems in the Oracle Fusion Middleware Developer’s Guide for Oracle
Portal.

2. Modify your WSDL file and make it available over HTTP.

Note: The following steps are for a setup where the WSRP ports are
generated with the HTTP protocol because HTTP was used for
requesting the WSDL URL. However, if you are accessing WSDL
using HTTP and the internal URLs are referenced using HTTPS, then
you can skip Step 2.

a. Ina Web browser, enter the HTTPS WSDL URL. For example:

https://host:port/context-root/portlets?WSDL
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Each port in the WSDL definition should be displayed with an HTTPS
location. For example:

<wsdl:port binding="bind:WSRP_vl_Markup_Binding_SOAP"
name="WSRPBaseService">

<soap:address
location="https://host:port/context-root/portlets/WSRPBaseService"/>
</wsdl:port>

b. Save a copy of the WSDL definition to a file on your application server in a
location where it can be accessed externally over HTTP. For example, the
ORACLE_HOME/ Apache/Apache/htdocs/ directory of your Oracle Portal
installation. When you register the producer in Oracle Portal, use the location
of this WSDL for your WSDL URL on the Define Connection page of the
registration. The format of a WSDL URL is as follows:

http://<host>:<port>/<Savedxml .xml>WSDL

Note: Inthe WSDL URL format, change the file type from
<Savedxml.xml> to <Savedxml.html> or <Savedxml . txt>. This
change in file type is required only for Oracle Portal versions starting
from 11.1.1.4.0.

c. If the ports are not listed with HTTPS locations, then you must change them
manually before proceeding. You can do this by saving the XML to a file from
the browser and opening it in a text editor.

To register a WSRP producer, which is exposed over SSL, you must have a copy of
the root certificate of the certificate authority used by the WSRP producer. Check if
the root certificate exists in the set of trusted certificates recognized by the Oracle
Database hosting the Oracle Metadata Repository containing the Oracle Portal
schema. To check if a root certificate already exists, repeat Step 1 and Step 2 of
Section , "Configure and Register Web Providers or Provider Groups Exposed over
SSL". Access the home page of the SSL-enabled portal. If a certificate security alert
dialog box appears, then skip Step 4.

If the WSRP producer is using an unknown or uncommon certificate authority,
then you need to add the appropriate root certificate (using Base-64 encoded X.509
format) to the set of trusted certificates. To add a root certificate of the certificate
authority used by the WSRP producer to the truststore, repeat Step 1 and Step 2 of
Section , "Configure and Register Web Providers or Provider Groups Exposed over
SSL".

(Optional) If you want the PPE to trust only specific certificates, then add
x509certfile in the appConfig.xml file (located at, DOMAIN_
HOME\config\fmwconfig\servers\WLS_
PORTAL\applications\portal\configuration). The value of
x509certfile is the absolute path to the text file containing the list of certificates
which defines the group of trusted servers. For example:

<x509certfile>c:\mySSLconfig\trustedCerts.txt</x509certfile>

The contents of a typical trustedCerts. txt file would look as shown in
Example 7-9.
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Example 7-9 Sample File Containing a List of Certificates

MIICPDCCAaUCEDJIQM89Q0VbzXIGtZVxPyCUWDQYJK0ZIhvcNAQECBQAWXZELMAKGAIUEBhMCVVMX
FzAVBgNVBAOTD1Z1cml TaWduLCBIbmMuMTcwNQYDVQQLEY5DbGFzcyAXIFB1YmxpYyBQcml tYXJI5
IEN1cnRpZml jYXRpb24gQXvV0aG9yaXR5MBAXDTk2MDEYOTAWMDAWMEF 0XDTIwMDEWNzZ I zNTk10Vow
XzELMAKGA1UEBhMCVVMxFzAVBgNVBA0OTD1Z 1 cml TaWduLCBIbmMuMTcwNQYDVQQLEY5DbGFzcyAx
IFB1YmxpYyBQcmltYXJ5IEN]1cnRpZml jYXRpb24gQXV0aG9yaXR5MIGEMAOGCSQGSIb3DQEBAQUA
A4GNADCBiQKBgQD1Gb9tol1ZhLz1IcfZn3rmN67eehoAKkQ760CWVR01C5X000TskXQ0fzGVuDLDQ
VoQYh50GmxChc9+0WD1rbsH2FdWogD+gEgaNMax /sDTXj zRniAnNFBHiTkViwaR94AoDa3EeRKbs2
yWNcxeDXLYd7obcysHswuiovMaruo2fa2wIDAQABMAOGCSQGSIb3DQEBAGUAALGBAELEZMBOZOSY
G/OwcuaViXzde70VwB0u2NgZ0C00PcZQmhCGjKo/06gE/DAS1cPZydvN8oYGXLEL8 IKIMEKOF1AC
ZHg4PplJdJf8rAJD+5YMVgQ1DHx8h50kp9jwMiml pN9dokzFFjKoQvzFprY2ueC/ZTaTwtLXa9ze
WdaiNfhF

MIICPTCCAaYCEQC6WsIMBTuS1ge2307QU5INMAOGCSAGSIb3DQEBAGUAMF8xCZAJBONVBAYTALVT
MRcwFQYDVQOKEwSWZXJIpU2 1nbiwgSW5jLjE3MDUGA1UECxMuQ2xhc3MgMiBQAWT saWMgUHI pbWFy
eSBDZXJ0aWzZpY2F0aWw9uIEF1dGhveml 0eTAeFw05N ) AxMj kwMDAWMDBaFwOwNDAXMDcyMzUSNT1a
MF8xCzAJBgNVBAYTA1VTMRCcWFQYDVQQKEWSWZXJIpU2 1nbiwgSW5jLjE3MDUGA1IUECXMuQ2xhc3Mg
MiBQdWJIsaWMgUHJIpbWFyeSBDZXJ 0aWZpY2F0aWIuIEF1dGhveml 0eTCBnzANBgkghkiG9wOBAQEF
AAOBjQAwgYkCgYEAt1gLowlgI40Aa885h/QhEZMGTCWi7VUS18WngLn6g8EgoPovFQl80oWBrfnks
+gYPOQ72G2+x0v8vKFJIfg31LxHg3+GYfgFT8t8KOWUOUVObRmpO+QZEDUxWAk1zr58wIbD8+s0r8
/0tsI9VQgiZEGY4jw3HqGSRHBI51v8imABSCAWEAATANBgkghkiGIWOBAQIFAAOBGQC2AB+TV6EQH
pODOZUA/VVT7t7/pUSalUwliF8YYfug5MLv7Qz8pisnwa/TqjOF IFMywROWMPPX+5815pvy0GKt3+B
UP+EYcYnQ2UdDOyxAArdG6S7x39gKLKi3TaVLUFUT79guXdoEZkj60pS6KoATMAOUSCIRZEG644W
78QzWzM910Q==

Note: If you choose not to implement x509certfile, then the PPE
trusts any SSL certificate.

6. Restart your Oracle Fusion Middleware instance:

ORACLE_HOME/opmn/bin/opmnctl stopall
ORACLE_HOME/opmn/bin/opmnctl startall

7. Register the WSRP producer, by specifying the WSDL. The URL used here must be
HTTPS based. For example:

http://><host>:<port>/wsrp-tools/portlets/wsrp2/WSDL

Securing the Connection to Oracle Internet Directory (Optional)

In Section , "Configuring SSL for Oracle Portal", we were mainly concerned with the
HTTP-based network hops. However, you can also secure the network connection to
the Oracle Internet Directory itself, which is LDAP-based communication. In this case
the Oracle Internet Directory should be configured to use LDAP over SSL (LDAPS).
You can find further information about configuring the Oracle Internet Directory for
LDAPS in the Oracle Fusion Middleware Administrator’s Guide for Oracle Internet
Directory.

Once Oracle Internet Directory is configured to use SSL, you must update the Oracle
Portal schema to use the new port on the LDAP server. To perform this step, you run
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the SQL script, secupoid. sql, located in ORACLE_
HOME/portal/admin/plsqgl/wwc. This script allows for the setting of the following
Oracle Internet Directory related parameters:

s Directory Host Name

s Directory Port

= Application Directory Password
»  SSL Settings

When you run the script, it displays the current settings and gives you the ability to
change them accordingly. In this case, you want to set the following:

use_ssl_to_connect_to_ldap=Y
The script will then give you the option of automatically refreshing Oracle Portal's

Oracle Internet Directory cache. Refer to Section B.2, "Using the secupoid.sql Script"
for more information.

Note: From 10g Release 2 (10.1.2) onwards, you can optionally
install Oracle Portal using LDAPS rather than having to implement
it after installation.

Post-Installation Security Checklist

After Oracle Portal is installed, you should consider performing the following steps to
complete the security configuration:

»  Updating the Oracle Text Base URL

s Safeguard Passwords for Lightweight Oracle Portal Users

= Remove Unnecessary Objects

= Review Default Seeded Privileges

= Revoke Public Access to Provider Components

= Control Access to Administration Pages

s Protect PL/SQL Packages

= Consider SSL

»  Consider LDAP over SSL for Oracle Internet Directory Connections

= Change the Application Entity Password

Updating the Oracle Text Base URL

After configuring SSL for portal, perform the following steps to update the Oracle Text
Base URL:

1. Login to your Oracle Portal.

2. Click the Administer tab.

3. Under Services, select Global Settings.

4. Select the Search tab, from the Global Setting page.
5

In Oracle Text Base URL, change the URL property from http to https in the Base
URL. For example, change
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http://abc0088.us.abc.com:8090/portal/pls/portal/ to
https://abc0088.us.abc.com:8090/portal/pls/portal/.

Safeguard Passwords for Lightweight Oracle Portal Users Unscrupulous users might try to
learn the passwords of your default users, which could result in an account lock. This
lock can be released from the server, but it is far better that you not depend on the
default user accounts for administrative purposes. To safeguard the passwords for
these accounts do the following:

1. Create new lightweight administrator accounts with the same access rights as the
default users, and set the account termination date in OracleAS Single Sign-On for
the default users. Alternatively, you can also deselect the Allow User To Log In
setting in the Edit User page for the default users.

2. Once you have disabled login or changed the passwords for the default users, try
logging in to the portal as the default users with the default passwords to ensure
that your changes have been successful.

Remove Unnecessary Objects To prevent users from entering your portal through
obsolete or unnecessary pages, you should remove any unused objects from your
Oracle Portal and database environment. For example:

= Delete page groups that are no longer in use.

= Delete Oracle Portal providers that are no longer in use.

Review Default Seeded Privileges When Oracle Portal is installed, the seeded groups
listed in Table 7-2 are provisioned with a set of privileges that are typically required by
users in those roles. You should review these initial set of privileges to ensure that they
are consistent with your security policy.

Users or groups can obtain privileges from one of the following sources:
s Oracle Portal access control entries
s Oracle Internet Directory privilege groups

To edit the privileges granted through Oracle Portal access control entries, you edit the
user or group profile from the Administer tab with the User Profile Portlet or Group
Profile Portlet. Click the User or Group Profile dialog's Privilege tab. You can revoke
or assign privileges from this list.

To edit the privileges granted through Oracle Internet Directory privilege groups, use
the User Portlet or Group Portlet to edit the User or Group in Oracle Internet
Directory. Select or deselect the check marks by the Privilege Assignment list to grant
or revoke the appropriate privileges in Oracle Internet Directory.

Privileges granted to the AUTHENTICATED_USERS group are given to any user that
logs on to Oracle Portal through OracleAS Single Sign-On upon successful
authentication. This is the group that you will want to establish with the default
privileges for all your logged in users.

For example, if you do not want authenticated users to be able to create groups, then
edit the AUTHENTICATED_USERS group through the Group Portlet and remove the
check mark beside Allow group creation under Privilege Assignment.

Revoke Public Access to Provider Components In some cases, Oracle Portal provider
components may give users the option to view or modify records in application tables.
To tighten security, you should revoke public access from such components if it is
unnecessary. You can also use a menu component with specific access rights on the
menu options to more tightly control application access.
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Control Access to Administration Pages To prevent users who should not have access to
administration interfaces from entering administration pages, you should ensure that
you control access rights for the following page groups and the pages they contain:

= Portal Design-Time Pages is the page group that contains the Oracle Portal Home
Page, and the Builder and Navigator pages.

= Portlet Repository
To control access to the page groups mentioned earlier, perform the following steps:
1. In the Navigator, click Page Groups.

2. Click Edit Properties next to the page group for which you want to change the
access settings.

3. Click the Access tab.

4. Grant MANAGE ALL to specific users or to certain groups. For example, DB2,
PORTAL_ADMINISTRATORS, PORTAL_DEVELOPERS, and your own groups.

5. When you are done, click OK.

To control access to individual administration pages in these page groups, perform the
following steps:

1. In the Navigator, click Page Groups.

2. Click Contents next to the page group that contains the pages on which you want
to change the access settings.

Click Pages.
Click Properties next to the page for which you to change the access settings.

Click the Access tab.

o a k w

Grant MANAGE ALL to specific users or to certain groups. For example, DB2,
PORTAL_ADMINISTRATORS, PORTAL_DEVELOPERS, and your own groups.

7. When you are done, click OK.

Note: The Builder page is the root page of the Portal Design-Time
Pages page group. To alter its access settings, you must click Edit Root
Page next to the Portal Design-Time page group.

Protect PL/SQL Packages The default installation protects standard database procedures
that are granted to PUBLIC (for example, doms_*, ut1l_*). If you write your own
PL/SQL packages, which are granted to PUBLIC, and do not want to provide access to
these packages through a Web browser, then refer to the chapter "Securing Application
Database Access Through mod_plsql" in the Oracle Fusion Middleware User's Guide for
mod_plsql.

Consider SSL If your portal contains confidential information, you should consider
configuring it with SSL. See Section , "Configuring SSL for Oracle Portal” for the
available SSL configuration options.

Consider LDAP over SSL for Oracle Internet Directory Connections By default, Oracle Portal
connects to the directory using LDAP without SSL. If the directory server is configured
for an SSL port, though, Oracle Portal can be configured to use LDAP over SSL, also
known as LDAPS.
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SQL> @secupoid
Current Configuration

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Internet Directory

To configure Oracle Portal to use SSL to connect to the directory, you must run the
secupoid. sql script, located in ORACLE_HOME/portal/admin/plsqgl/wwc. This
script enables you to change the following Oracle Portal configuration parameters
related to the directory:

s Directory hostname

»s  Directory port

= Application directory password
s SSL setting

When you install Oracle Portal, it is automatically configured with a directory server.
However, you may want to change some settings, such as whether to use SSL, after
installation. To change to an SSL connection for the directory, simply run the
secupoid. sql script in the PORTAL schema to specify the LDAPS port instead of
the LDAP port, and indicate that you want to use SSL.

Running the secupoid.sql script
The section that follows shows a sample execution of secupoid. sql from SQL*Plus.

In the example, the directory was initially configured to run LDAP on port 389. Later,
an LDAPS port was activated on 636. Because the server name does not change, we
retain the old value, update the port, and indicate that we want to use SSL by setting
the Use SSL? value to Y. When you run the script, it displays the current configuration
and lets you replace any of the configurable settings. The script also enables you to
update Oracle Portal's directory cache after running it. Because activating SSL does not
change any of the directory information cached by Oracle Portal, it is not usually
necessary to refresh the cache in this case.

OID Host:
OID Port:

Application DN:
orclApplicationCommonName=PORTAL.040820.123756.096286000,cn=Portal, cn=Products, cn=0OracleContext
Application Password: 3E8C2D1B87CB61011757239C5AA9B390

Use SSL? N

oid.domain.com
389

PL/SQL procedure successfully completed.

Updating OID Configuration Entries

Press

[Enter]

to retain the current value for each parameter

For SSL Connection to LDAP, specify "Y'"es or "N"o

Enter value for oid_host:

Enter value for oid_port: 636

Enter value for app_password:

Enter value for use_ssl_to_connect_to_ldap: Y
Enter value for refresh_with_new_settings: N

PL/SQL procedure successfully completed.

No errors.
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After executing the script, Oracle Portal is configured for LDAPS access of the
directory. Refer to Section B.2, "Using the secupoid.sql Script" for more information.

Change the Application Entity Password Oracle Portal never passes a user's password to
the directory. Only OracleAS Single Sign-On performs that task. However, Oracle
Portal authenticates itself to the directory through its application entity and password.

If you want to change the application entity's password, you need to first change its
entry in the directory, using command line utilities or the Oracle Directory Manager.
To locate the application entry in the directory, you need its DN, which is reported by
the secupoid. sql script. By default, Oracle Portal's application entry is:

orclApplicationCommonName=PORTAL.040820.123756.096286000, cn=Portal, cn=Products, cn=0OracleContext

To change the password, you set the userPassword attribute for the application entry
to the new password.

After you have changed the password in the directory, you run secupoid. sql script
in the PORTAL schema and specify the new password there, too. Running the script
enables Oracle Portal to encrypt the password and store it for retrieval when it needs
to connect to the directory.

Refer to Section B.2, "Using the secupoid.sql Script" for more information about the
secupoid.sqgl script.

See Also: Section, "Directory Entries in Oracle Internet Directory
for Oracle Portal", for more information about the application
entity.

Configuring Oracle Portal Options for Database Security

oo

T

n

Fine-grained access controls and secure application contexts add a new dimension to
your ability to secure your data in the database.

Fine-grained access control is sometimes referred to as virtual private database or row
level security. Fine-grained access control in the Oracle Database is the ability to
dynamically attach, at run time, a predicate (WHERE clause) to any and all queries
issued against a database table or view. This feature gives you the ability to
procedurally modify the query at run time. You may evaluate who is running the
query, where they are running the query from, when they are running the query

and develop a predicate given those circumstances. With the use of application
contexts, you may securely add additional information to the environment (such as an
application role the user may have) and access it in your procedure or predicate as
well.

As an example of fine-grained access control, you might have a security policy that
determines what rows different groups of people may see. Your security policy will
develop a predicate based on who is logged in and what group they are in.

You will find additional information about fine-grained access and application
contexts on Portal Center, http://portalcenter.oracle.com/.
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Monitoring and Administering Oracle Portal

This chapter provides information about the monitoring and administration tools that
are available, and how to use them to successfully monitor and administer Oracle
Portal.

You can monitor and administer Oracle Portal through Oracle Enterprise Manager 11¢g
Fusion Middleware Control. Additionally, you can view Oracle Portal Analytics to
monitor Oracle Portal performance and analyze Oracle Portal access characteristics.

You can also configure the Oracle Portal using WLST, see Section 5.1.2.2, "WebLogic
ScriptingTool (WLST) Command-line Utility".

See Also: For additional Oracle Portal monitoring and
administration information, see the Oracle Portal Administration
page on the Oracle Technology Network (OTN), at
http://www.oracle.com/technology/products/ias/port
al/index.html.
This chapter contains the following sections:
= Using Oracle Enterprise Manager 11g Fusion Middleware Control
»  Using Fusion Middleware Control to Monitor and Administer Oracle Portal
= Viewing Oracle Portal Activity Reports
= Viewing Oracle Fusion Middleware Port Usage

s Defining Oracle Enterprise Manager Administration Roles

= About the Oracle Fusion Middleware System MBean Browser

8.1 Using Oracle Enterprise Manager 11g Fusion Middleware Control

Oracle Enterprise Manager 11¢ Fusion Middleware Control is included when you
install Oracle Portal. From Oracle Portal's perspective, consider this to be the
administration console for Oracle Portal. In the Oracle Enterprise Console you can:

= Administer clusters
= Start and stop services
= View logs and ports

s Perform real-time monitoring
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Accessing Oracle Enterprise Manager 11g Fusion Middleware Control

You can access by navigating to the following URL:
http://<hostname.domain>:<port>/em. For example,
http://myhost.mycompany.com:7001/em.

Your start page for Fusion Middleware Control is the Farm home page. This page
contains an Application Deployments page and a Fusion Middleware page indicating the
status of the farm’s system components. From these portlets, you can display the home
page for each component of the Oracle Fusion Middleware for monitoring and
administrative purposes.

If Oracle Portal is configured, it will appear in the Fusion Middleware portlet under
Portal: portal (WLS_PORTAL).

See: Oracle Fusion Middleware Administrator’s Guide

8.2 Using Fusion Middleware Control to Monitor and Administer Oracle

Portal

To monitor and administer Oracle Portal, in the Oracle Fusion Middleware home page
under Portal, click on the portal J2EE application name. This also displays the
WebLogic Container name besides the Portal application, which allows you to locate a
specific portal application, running in a specific WebLogic container. The WLS_
PORTAL is the container for portal servlets, and not the actual portal servlet to
monitor.

Fusion Middleware Control displays a lot of useful metrics for Portal, when this
metrics are displayed in tabular format, they allow sorting of metric rows in ascending
or descending order and allowing you to find highest and lowest values easily.

8.2.1 Portal Home Page Overview

Figure 8-1 shows the Oracle Portal Home page, the main page for monitoring Oracle
Portal, and from which you access Portal’s configuration, logging, and metrics pages,
and Portal components.

Figure 8—1 Oracle Fusion Middleware Control - Oracle Portal Home Page
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The Oracle Portal home page, shown in Figure 8-1, displays various portlets which are
described in the following sections:

= Page Response Time Portlet

= Page Response Codes Statistics Portlet
= Popular Producers Portlet

= Related Components Portlet

s Producers Portlet

= Resource Center Portlet

= Page Engine Statistics Portlet

8.2.1.1 Page Response Time Portlet

The Page Response Time portlet, as shown in Figure 8-2, shows a graphical
representation of the average time in milliseconds that the Parallel Page Engine (PPE)
takes to generate a page.

Figure 8-2 Page Response Time Portlet
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8.2.1.2 Page Response Codes Statistics Portlet

The Page Response Codes Statistics Portlet, shown in Figure 8-3, provides statistics
about HTTP response codes generated by Portal's PPE. Typically, HTTP-2xx and
HTTP-3xx status codes mean successful responses.

Figure 8-3 Page Response Codes Statistics Portlet
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8.2.1.3 Popular Producers Portlet

The Popular Producers portlet, as shown in Figure 8—4, provides a graphical view of
the relative popularity of producers based on access counts.
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Figure 8—-4 Popular Producers Portlet
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8.2.1.4 Related Components Portlet

The Related Component portlet lists the Oracle Fusion Middleware components used
by Oracle Portal. You can drill down and find more information about individual
Oracle Fusion Middleware components, by clicking on a link. The listed components
are:

= Portal URL
= WebLogic Server

8.2.1.41 Portal URL Clicking the Portal URL takes you to the Welcome page for the
currently configured Oracle Portal.

8.2.1.42 WebLogic Server Clicking the WebLogic Server (domain name) link, in the
Related Components portlet, takes you to the Oracle WebLogic Server Domain home
page for the WLS instance associated with the currently configured Oracle Portal. This
is the starting point for managing and monitoring the WLS instance associated with
the Oracle Portal. For example, you can restart the WLS instance from here. All
configuration changes require a restart of the WebLogic Server running on Portal, and
the WebLogic Server (domain name) link provides quick access to perform such an
operation.

8.2.1.5 Producers Portlet

The Producers portlet, as shown in Figure 8-5, lists Portal producers, their status, and
metrics. The status of Producers is shown to be Up when none of the portlets' last
response codes indicated a failure. The status appears Down if the last response code
for at least one portlet indicates a failure.

Metrics you can monitor include:
= Status - Indicates whether a specific producer’s portlet is Up or Down.

= Availability - The percentage of requests that got an HTTP-2xx response from a
producer.

= Invocations - The number of times a producer’s portlet was invoked.

= Average - The average time (in milliseconds) to request a producer’s portlet.
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Figure 8-5 Producers Portlet
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8.2.1.6 Resource Center Portlet

The resource Center portlet, as shown in Figure 8-6, provides links to general
information about using Oracle Fusion Middleware Control to configure Oracle Portal,
links to procedures for common administrative tasks, and links to other useful sites.

Figure 8-6 Resource Center Portlet
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8.2.1.7 Page Engine Statistics Portlet
The Page Engine Statistics Portlet, shown in Figure 8-7, shows average response times,
page access counts, page metadata metrics and Queue statistics for the PPE.

Figure 8-7 Page Engine Statistics Portlet
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8.2.2 Administrating and Monitoring from the Oracle Home Page

From the Oracle Portal home page you can also start and stop Oracle Portal and the
Portal’s J2EE applications, and access Portal’s configuration, log, and metrics pages:

8.2.2.1 Performance Metrics Page

Use the Performance Metrics page to display Oracle Portal metrics or other metrics for
the Oracle Fusion Middleware Farm and Farm components. From the Portal home
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page’s Portal menu, click Monitoring, and then Performance Metrics to display the
Metrics page shown in Figure 8-8.

Figure 8-8 Oracle Fusion Middleware - Metrics Page
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Overview of Metric Collection: Recent History and Since Startup

Performance metrics are automatically enabled for Oracle Portal. In other words, you
do not need to set options or perform any extra configuration to collect performance
metrics. If you encounter a problem, such as an application that is running slowly or is
hanging, you can view particular metrics to find out more information about the
problem. Fusion Middleware Control provides real-time data.

The following types of metrics are available for Oracle Portal:

= Since Startup: At any given time, real-time metrics are available for the duration
for which the WebLogic Server hosting Portal applications was up and running.
The real-time metrics that are collected or aggregated since the startup of the
container are displayed for Portal as Since Startup. These metrics provide data

aggregated over the life time of the WebLogic Server, and therefore, these are very
useful.

Note: Metric collection starts afresh after the Oracle Fusion
Middleware components are restarted. Data collected prior to the
restart is no longer available.

= Recent History: In addition to the Since Startup metrics, Oracle Portal metrics are
also configured to capture the performance data every five minutes. This metric
data is used in conjunction with the Since Startup metrics and is made available as
Recent History metrics. All metrics seen under Recent History are calculated using
just the recent metrics. For example, if a service was used for a short time, but it
was not accessed at all for the last 15 minutes, then the Since Startup metrics for
the service shows numbers greater than 0, whilst the Recent History metrics for
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that service are all zero. The Recent History metrics enable you to assess real-time
performance of a live site based on data collected just from recent runtime access.

Typically, Recent History metrics shows data for the immediate last 10-15 minutes
of data. However, there are scenarios when the data is not for the last 10-15
minutes:

— If the WebLogic Server has just been started up, and has been running for less
than 10-15 minutes, then Recent History shows data for the duration for which
the server has been up and running.

—  Metric collection stops temporarily if no metric requests are detected over a
long period of time. The collection restarts when the client next requests
metrics. If metric collection has stopped, then Recent History initially shows
data for the period since metric collection has stopped. As soon as the metric
collection starts again, the data starts displaying.

While diagnosing a live site, navigate to the Portal metric pages and see the
Services Summary section to identify services that are actively used and/or are
taking longer than expected. Click the Refresh icon next to the time stamp to
refresh metrics with live data. Then, click the particular service and repeat these
steps to determine which specific operation in the service is taking long. If needed,
navigate to application pages that use the service and set the application to trigger
the runtime metrics to get more data.

The Metrics page is divided into the following five tabs:

Page Metrics Tab
Cache Metrics Tab
Repository Metrics Tab
Producer Metrics Tab
Portlet Metrics Tab

For more information, refer to the Oracle Enterprise Manager 11g Online Help.

Page Metrics Tab
The Page Metrics tab (shown in Figure 8-8) gives the following information:

Provides statistics on the percentage of HTTP Response Codes generated by the
PPE.

Page Engine Statistics like number of pages accessed, average page response time
per milliseconds, process requests, since startup and recent history.

Cache Metrics Tab

The Cache Metrics tab (shown in Figure 8-9) contains portlets that display connection
pool and Portal cache statistics.
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Figure 8-9 Oracle Fusion Middleware - Cache Metrics Tab
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Repository Metrics Tab

Repository Metrics tab (shown in Figure 8-10) shows metrics for the Portal database
repository requests, such as repository response code statistics and database
connection pool.

Figure 8—-10 Oracle Fusion Middleware - Repository Metrics Tab
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= Database Connection Pool: Shows the status of the database connection pool.
= The Repository Response Code Statistics portlet gives the following information:
— The type of type HTTP response code.

— The number of invocations in percentage and count, by the HTTP response
code, since startup and last 15 minutes.

- A HTTP-2xx and HTTP-3xx status codes typically mean successful responses.
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protected and you need a login access.

Producer Metrics Tab
The Producer Metrics tab (shown in Figure 8-11) contains three portlets that display
the most popular producers based on access counts, their response times and a table
containing data for all the producers.

The maximum time taken to process HTTP requests.

Figure 8—11 Oracle Fusion Middleware - Producer Metrics Tab
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A HTTP-499 is a special code which means that the requested resource is

A HTTP-470 means that a logout operation has been performed.

The average time each HTTP response code takes to process requests, since
startup and recent history.
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The Most Popular Producers portlet gives the following information:

The number of invocations per producer (displayed on a chart).

The highest value on the chart indicates which portlet producer is used the

most and the lowest value indicates which portlet producer is used the least.

The Popular Producer Response Time gives the following information:

The average time each portlet producer takes to process producer requests

since the Portal application started up (displayed on a chart).

The highest value on the chart indicates the worst performing portlet producer

and the lowest value indicates which portlet producer is performing the best.

The Producer Statistics portlet gives the following information:

The name of the portlet producer being monitored:

Click the name of a portlet producer to view more information about each
portlet that the application uses.

The current status of each portlet producer:

Up (Green Up Arrow) indicates that the portlet producer is up and running
and Down (Red Down Arrow) indicates that the portlet producer is currently
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unavailable. The producer instance might be down, or there could be some
network connectivity issues.

The percentage of producer invocations that succeeded, since startup and
recent history.

The number of invocations, for each producer, since startup and recent history.
The percentage of cache hits, since startup and recent history.

By sorting the Average Time (ms) table, you can find the most frequently
accessed portlet producer in your Portal application and the average time each
portlet producer takes to process producer requests, regardless of the result,
since startup and recent history. Use this metric to detect non-performant
portlet producers. If you use this metric in conjunction with the Invocations
metric, then you can prioritize which producer to focus on.

The maximum and minimum time taken to process producer requests.

Portlet Metrics Tab

The Portlet Metrics tab (shown in Figure 8-15) contains three portlets that display the
most popular portlets based on access counts, portlet response times and other portlet
metrics.

Figure 8-12 Oracle Fusion Middleware - Producer Metrics Tab

Page Metrics | Cache Metrics | Repository Metrics | Praducer Metrics | Portlet Metrics

Most Popular Portlets

15 20 25 30 35 40

Access Count

Portlets Statistics

Display in Chart

Status Portlet

SITEEXPLORER.
OTHERSERVICES
CREATESITES
COMPORTLET_TECHHEWS
RECENTOBIECTS
APPLICATIONEXPLORER

> D>

W CREATESITES

W COMPORTLET_TECHMEWS
RECENTOBJECTS
PORTAL EXPORT IMPORT
SITENAME_PORTLET

[Table Yiew]

Produey™ Type

ORACLE POF Database
ORACLE POF Database
PORTAL COI Database
COMMUMITY Database
ORACLE POF Database
ORACLE POF Database

T Frababaen 1on A ann

Popular Portlet Response Time

| |

] M CREATESITES

W COMPORTLET_TECHNEWS
RECEMTOBJECTS

PORTAL EXPORT IMPORT
SITENAME_PORTLET

Time (ms)

[Table View]

Since Startup

Cache  Average
Hit (%) Time: (ms)
100 1 0 624
puij 193
punj 0 366
10 168
100 145
puij 0 802

Maxmum  Mirimum
Time T gy silabiicy
(ms)  (ms) (%)
624
0 ¥

1203 63
462 3
450 2
802

Recent History

I . Cache  Average
TYOREENE it 3%) Time fms)

0A
0

Ava\\ab(\!/tuy)' Inviocations

0

0
0

0
¥

g

b3

»  The Most Popular Portlets portlet gives the following information:

The highest value on the chart indicates which portlet is used the most and the

The number of invocations per portlet (displayed on a chart).

lowest value indicates which portlet is used the least.

s The Popular Portlet Response Time gives the following information:

The average time each portlet takes to process requests since the the Portal

application started up (displayed on a chart).

The lowest value on the chart indicates which portlet is performing the best.

The highest value indicates the worst performing portlet.
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s The Portlet Statistics portlet gives the following information:
— The current status of each portlet.

Up (Green Up Arrow) indicates that portlet is up and running and Down (Red
Down Arrow) indicates that the portlet is currently unavailable. The producer
instance might be down, or there could be some network connectivity issues.

— The name of the portlet being monitored.
— The name of the portlet producer through which the portlet is accessed.
— The portlet producer type: Web, or WSRP.

Web portlet producer - deployed to a J2EE application server, which is often
remote and communicates through Simple Object Access Protocol (SOAP)
over HTTP.

WSRP portlet producer - Web Services for Remote Portlets (WSRP) is a Web
services standard that allows interoperability between a standards enabled
container and any WSRP application.

— The percentage of producer invocations that succeeded, since startup and
recent history. If Successful Invocations (%) is below 100%, check the
diagnostic logs to establish why service requests are failing.

—  The number of invocations, per producer, since startup and recent history.
—  The percentage of cache hits, since startup and recent history.

- By sorting the Average Time (ms) table, you can find the most frequently
accessed portlet in your Portal application and the average time each portlet
takes to process requests, regardless of the result, since startup and last 15
minutes. Use this metric to detect non-preforming portlet. If you use this
metric in conjunction with the Invocations metric, then you can prioritize
which portlet to focus on.

—  The maximum and minimum time taken to process portlet requests.

8.2.2.2 Performance Summary Page

Use the Performance Summary page to display metrics for Oracle Portal and Oracle
Portal components. Oracle Fusion Middleware automatically and continuously
measures run-time performance. The performance metrics are automatically enabled;
you do not need to set options or perform any extra configuration to collect them.

If you encounter a problem, such as an application that is running slowly or is
hanging, you can view particular metrics to find out more information about the
problem.

From the Portal home page’s Portal menu, click Monitoring, and then Performance
Summary to display the Performance Summary page shown in Figure 8-13.
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Figure 8-13 Oracle Fusion Middleware - Performance Summary Page
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From the Performance Summary page you can:

= Select the time range for which to view metrics using the options on the Time
Range Selection bar.

= Set display options, such as metric thresholds, using the View options.
= View metrics in table format using the Table View option.

= Select the metrics to view using the Metric Palette.

Time Range Selection Options

The Time Range Selection Bar (shown in Figure 8-14) contains options for selecting the
time range for which metrics are displayed.

Figure 8-14 Time Range Selection Bar

Past 15 minutes &l Zhours 15 minutes [ Slider E"(!.)

View Options

Use the View options to select metric thresholds for the selected metrics.

Overlay Option

Use the Overlay option to view metrics of another portal application.

Show Metric Palette Option

Use the Show Metric Palette option to display the Metric Palette (shown in
Figure 8-15) from where you can select the metrics to view.
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Figure 8-15 Metric Palette
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8.2.2.3 Configure Database Access Descriptor Page

In Fusion Middleware Control, you can add, edit or delete the DAD (Database Access
Descriptor) for an Oracle Portal instance. From the Portal home page’s Portal menu,
click Settings, and then Database Access Descriptor to display the Configure
Database Access Descriptor page shown in Figure 8-16.

See Section 5.6.4, "Configuring a Portal DAD Using Fusion Middleware Control" for
more information.

Figure 8-16 Oracle Fusion Middleware Control - Configure Database Access Descriptor
Page

Configure Database Access Descriptor

gk add  ZEdit 3¢ Delete

Mame Authentication Database Connect String
Mode
[pls/portal SingleSignon portal

You can edit or view DAD settings from the Edit Database Access Descriptor page.
From the Configure Database Access Descriptor page, select the DAD and click Edit to
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display the Edit Database Access Descriptor page shown in Figure 8-17. For
information on adding and deleting a DAD, and for more information on editing a
DAD, refer to Section 5.6.4, "Configuring a Portal DAD Using Fusion Middleware
Control"

Note: If you make any changes on the Edit DAD pages, you must
restart Oracle HTTP Server and WLS_PORTAL.

Figure 8—17 Oracle Fusion Middleware Control - Edit Database Access Descriptor Page
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Advanced

In the Edit Database Access Descriptor page, you can modify the DAD settings
detailed in Table 8-1, " DAD Settings":

Table 8—-1 DAD Settings

Setting Description

Database Access Specify a path that points to the Portal DAD (for example,

Descriptor Name or /pls/portal). The path must start with /pls, must not contain

Location any special characters or spaces, and may not exceed 64
characters.

Note: When editing a Portal DAD, this field is read-only.
Portal Schema Name Enter the schema name for the Portal instance.

Portal Schema Password Enter the schema password for the Portal instance.

Tip: To obtain the schema password, refer to Section 5.6.10,
"Retrieving the Portal Schema Password".

Use this field to set the password for a nondefault Oracle Portal
instance.

For the default Oracle Portal instance, we recommend that you
set the password, refer to Section 6.11, "Changing the Oracle
Portal Schema Password" for more information.

Database Connect String  Enter the connection string (if the database is remote). If you
are editing a Portal DAD, use the Connection String Format
property below to specify the format of the connect string you
have entered here.
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Table 8-1 (Cont.) DAD Settings

Setting

Description

Connection String Format

Database NLS Language

Specify the format used for the Database Connect String
property. The options are:

= TnsNameFormat (TNS alias or the whole TNS entry)

Use this format when the connect string is resolved
through tnsnames.ora or when the complete tnsnames.ora
entry is specified in the mod_plsql configuration file. For
example:

myhostdb.oracle.com
or

DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(Host=m
yhost.oracle.com)(Port=1521))(CONNECT_
DATA=(SID=mydb)))"

» LdapServiceNameFormat

Use this format when the database connection details are
defined in the LDAP directory. The LDAP connection
details are contained in the file ldap.ora, located in the
$ORACLE_HOME/Idap/admin directory

s NetServiceNameFormat (SQL*Net entry)

Use this format when the connect string is resolved by
SQL*Net, For example, cn=oracle,cn=mydb for name
resolution through LDAP, or mydb.oracle.com for name
resolution through tnsnames.ora. Please refer to the
SQL*Net documentation for a more detailed description of
Net Service Names.

For database installations like Real Application Clusters, it
is recommended that you configure the connect string
using the NetServiceNameFormat such that the lookup is
through LDAP. This allows database nodes to be for added
and removed without having to re-configure each Oracle
Fusion Middleware middle tier separately to recognize
added or removed nodes.

Enter the NLS language of the Oracle Portal database
represented by this DAD. This setting overrides the NLS_
LANG environment variable for a database session and defines
some important NLS properties of the response, including the
response character set.

For Oracle Portal, this setting should match the NLS_LANG of
the back-end database. For example, if you set this parameter is
to JAPANESE_JAPAN.JA16S]J1IS, content is transferred from the
database in the JA16S]JIS character set.

Tip: To obtain the settings of this parameter, query the nls_
database_parameters table as follows:

select value, parameter
from nls_database_parameters

where parameter in (NLS_LANGUAGE', 'NLS_
TERRITORY',NLS_CHARACTERSET");

Refer to the Oracle Fusion Middleware Administrator's Guide
for Oracle HTTP Server, for more details on the mod_plsql
parameter Plsq]INLSLanguage.
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Table 8-1 (Cont.) DAD Settings

Setting

Description

Request Validation
Function

Specifies an application-defined PL/SQL function that can
provide further processing of a requested procedure. This
enables you to implement tight security for your PL/SQL
application. For example, you can block package/procedure
calls which must not be executed from this DAD.

Use the following format for the PL/SQL function:
boolean function_name (procedure_name IN varchar2)

On invocation, the procedure_name argument contains the
name of the procedure that the request is trying to execute. For
example, if all PL/SQL application procedures callable from a
browser are inside the package mypkg, you could implement
the following function:

boolean my_validation_check
(procedure_name varchar?2)
is
begin
if (upper(procedure_name) like upper
(‘'myschema.mypkg%")) then
return TRUE;
else
return FALSE;
end if;

end;

Use the following syntax to specify this property:
plsqlRequestValidationFunction <string>
For example:

PlsqlRequestValidationFunction myschema.mypkg.my_
validation_check

Tips:

By default, mod_plsql restricts direct URL access to certain
schemas/packages. For more information, see the Exclusion
List property described below.

It is highly recommended that you provide an implementation
for this function that only allows requests that belong to your
application and are callable from a browser.

Since this function is called for every request, ensure that this
function is as performant as possible. Here are some
recommendations:

= Name your PL/SQL packages such that the
implementation of this function is similar to that shown in
the example above.

= If your implementation performs a table lookup to
determine which packages/procedures are allowed, you
can improve performance if you pin the cursor in the
shared pool.
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Table 8-1 (Cont.) DAD Settings

Setting

Description

Exclusion List

Session Cookie Name

Select Session State
Management

Specify the procedures/packages/schema names which are
forbidden to be directly executed from a browser. This is a
comma separated list in which each string in the list is case
insensitive and can accept wildcards. If this parameter is not
specified, the default procedures are used. The default list is:
sys.*, dbms_*, utl_*, owa_*, owa.*, htp.*, htf.*.

If this parameter is overridden, the defaults still apply.
Therefore, you do not have to explicitly add the default list to
the list of excluded patterns.

If you wish to have spaces in the pattern specified for
PlsqlCGIExclusionList, enclose the exclusion list in double
quotes.

Setting this directive to #NONE# disables all protection and
poses a security risk. This setting is not recommended for a live
site and is reserved for debugging purposes only.

This parameter applies only to Oracle Portal installations that
participate in a distributed environment. In most cases leave
this field blank as this parameter automatically defaults to the
DAD name.

Portal Default (StatelessWithResetPackageState)

No value is set for the Session State Management property. The
default setting assigned by mod_plsql is used.
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Table 8-1 (Cont.) DAD Settings

Setting Description

CGI Environment List Specify overriding and /or new CGI environment variables.
This is a comma separated list of names and value pairs which
can override existing environment variables listed below or
add new ones. If no value is specified for the parameters
below, the value is obtained from the Oracle HTTP Server:

=  AUTHORIZATION

= DAD_NAME

= DOC_ACCESS_PATH

= DOCUMENT_TABLE

= HTTP_ACCEPT

» HTTP_ACCEPT_ENCODING
= HTTP_ACCEPT_CHARSET

» HTTP_ACCEPT_LANGUAGE
= HTTP_COOKIE

= HTTP_HOST

= HTTP_PRAGMA

= HTTP_REFERER

= HTTP_USER_AGENT

= PATH_ALIAS

= PATH_INFO

= REMOTE_ADDR

=  REMOTE_HOST

= REMOTE_USER

=  REQUEST_CHARSET

=  REQUEST_IANA_CHARSET
= REQUEST_METHOD

=  REQUEST_PROTOCOL

= SCRIPT_NAME

= SCRIPT_PREFIX

= SERVER_NAME

= SERVER_PORT

= SERVER_PROTOCOL
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Table 8-1 (Cont.) DAD Settings

Setting

Description

Error Style

Document Table

Document Path

Path Aliasing

Path Alias Procedure

Always Describe
Procedures

Before Procedure

Specify whether error messages are displayed on pages
generated by mod_plsql or the Oracle HTTP Server. Specify
this parameter at the DAD level or at the global level by
manually editing the file dads.conf.

ApacheStyle (default) - mod_plsql indicates to the Oracle
HTTP Server which HTTP errors are encountered and the
Oracle HTTP Server generates the error page. This can be used
in conjunction with the Oracle HTTP Server Error Document
directive to produce customized error messages.

modplsqlStyle - error pages are generated by mod_plsql.
Typically, the error page contains a short message indicating
the PL/SQL error encountered, for example, scott.foo
PROCEDURE NOT FOUND.

DebugStyle - error pages are generated by mod_plsql and they
contain additional information such as the URL, parameters,
and server configuration information.

This mode is for debugging purposes only. Do not use this
option in a production system since displaying internal server
variables is a security risk.

Note: If the PL/SQL application generates its own error page,
this option is ignored.

Enter the name of the database table where files uploaded
through a Web browser are stored.

Use the format: <Schema>.wwdoc_document

Enter a path in the URL installation to indicate a document is
being referenced. In the following URL, docs (which is the
default value) is the Document Path.

http:/ /myapp.myserver.com:2000/pls/my_
site/docs/folder1/presentation

Used by PL/SQL applications for Direct Access URLs. The
default is url. Everything after the keyword url is sent to the
invoked procedure.

Used by PL/SQL applications for Direct Access URLs.

Specify On or Off. mod_plsql must know the data type of the
parameters being passed in. Based on the data type, mod_plsql
binds each parameter as an array or as a scalar. This can be
done two ways:

Off - Default for mod_plsql. If this option is chosen, mod_plsql
uses the following heuristics:

s If there is a single value being passed, then the parameter
is a scalar. Otherwise, it is an array

Note: If someone tries to pass a single value for an array
parameter, it fails. A Describe call is then made, requiring two
database trips (one for the failed execute and the other for the
Describe call).

On - One way to know the data type is to describe the
procedures before executing it. This approach can be inefficient
since every procedure has to be described before execution

A user-defined procedure is called before invoking the target
procedure. Use this option to generate headers or start
enabling SQL traces.
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Table 8-1 (Cont.) DAD Settings

Setting Description

After Procedure A user-defined procedure is called after invoking the target
procedure. Use this option to generate footers or stop SQL
traces.

Fetch Buffer Size (rows) Specify how many rows of PL/SQL response data mod_plsql
fetches in each round trip to the database. The default is 200
rows.

8.2.2.4 Portal Cache Configuration Page

In Oracle Fusion Middleware Control, you can specify the Oracle Web Cache settings
that Oracle Portal should use. From the Oracle Portal home page’s Portal menu, select
Settings, and then Portal Cache to display the Portal Cache Configuration page
shown in Figure 8-18.

Figure 8-18 Fusion Middleware Control - Portal Web Cache Settings

Portal Cache Configuration Apply || Revert
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Cleanup
The Cleanup Time setting specifies how often (daily, weekly, or monthly) and at what time the cache dleanup occurs, If vou choose the monthly Frequency, the ceanup will

occur on the first Saturday of every month, The Maximum Age setting determines which PLSGQL Cache files are old enough to be cleared from the cache during the cleanup
to make room for new cache files. Session Cookie Cache items are cleared if they are more than one day old.

Caching Schedule | Eyery Day WD 23 v || 00 W
Maximum Age for Cache Files(days) 30

In the Portal Web Cache Settings page, you can modify the settings detailed in
Table 8-2:

Table 8-2 Portal Cache Settings

Setting Description

Caching Enables (On) or disables (Off) portal content and session
caching.

Cache Directory The directory path to where cached content is stored.

Note: Ensure that this directory exists and that it is accessible
(read /write access required).

Total Cache Size The total amount of disk space (in megabytes) that the portal
cache can use. The maximum value allowed is 4 GB.

Note: This setting is not a hard limit. The cache may exceed
this limit temporarily.

Maximum Cache File Size The maximum size (in bytes) for all cached files. The maximum
value allowed is 4 GB.

Any dynamically generated content that exceeds this limit is
not cached.
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Table 8-2 (Cont.) Portal Cache Settings

Setting

Description

Caching Schedule

Maximum Age for Cache
Files(days)

The time at which to start the cleanup of the cache storage. Use
the format: [Every Sunday - Every Saturday, Every
Day, Every Month] [hh:mm] to define the exact day and
time at which cleanup should occur.

The frequency can be set as daily, weekly, and monthly. The
default is Every Day 23:00. An infrequent cleanup
improves performance but total cache size may be exceeded. A
frequent cleanup decreases performance, but total cache size is
not exceeded.

To define daily frequency, select Every Day. A cleanup
will start every day at the time defined. For example:

Every Day 2:00
Cleans up the cache every day at 2 am (local time).

To define a weekly frequency, enter the day of the week
[Sunday, Monday, Tuesday, Wednesday, Thursday, Friday,
Saturday]. For example:

Every Wednesday 15:30

Cleans up the cache every Wednesday at 3:30 pm (local
time).

To define monthly frequency, select Every Month. The
cleanup starts on the first Saturday of the month at the
time defined. For example:

Every Month 23:00

Cleans up the cache on the first Saturday of every month
at 11:00 pm (local time).

The maximum age for cached files. This setting ensures the
cache system does not contain any old content. Old cache files
are removed to make space for new cache files. The default is
30 days.

Note: This setting only affects items in the Portal content cache.
Session cookie cache items are cleaned if they are in the cache
for more than 1 day.

Refer to Section 5.6.6, "Configuring the Portal Cache Using Fusion Middleware
Control" for more information on how to configure the Portal Cache.

8.2.2.5 Page Engine Configuration Page

Use the Configure Page Engine page to analyze the performance of the Parallel Page
Engine (PPE) that Oracle Portal is using. From the Oracle Portal home page’s Portal
menu, select Settings, and then Page Engine to display the Page Engine
Configuration page shown in Figure 8-18.
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Figure 8-19 Oracle Fusion Middleware Control - Portal Parallel Page Engine Settings
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In the Portal Parallel Page Engine Settings page, you can modify the settings detailed

in Table 8-3:

a0

Table 8-3 Portal Parallel Page Engine Settings

Setting Description

Proxy Host This is the host name of a proxy server that may be required to
request data from the Oracle Fusion Middleware. These
parameters are only required if a proxy server is in use
between PPE and the Oracle Fusion Middleware listener.

Proxy Port This is the port number of the proxy server specified by Proxy
Host.

Proxy User This is the user of the proxy server specified by Proxy Host.

Proxy Password

Cache Encryption Key

Resource URL Key

Use Port

This is the password of the proxy server specified by Proxy
Host.

This key is used to obscure the headers used for caching using
Oracle Web Cache. This allows for a more secure cache key,
and makes retrieving a cached object more difficult for
unwanted requests.

This key is not used if you are running 11g Release 1 (11.1.1) of
the Portal repository or later, and is provided only for
backward compatibility when you use an 11.1.1 middle tier
with an earlier release of the Portal repository.

This key is used by the PPE to calculate checksums for URLs
that are requested by WSRP and JPDK resource proxying.

For WSRP resource proxying to work, the key must be set to an
alpha-numeric value of 10 characters or more.

In addition, for JPDK proxying, a JNDI environment variable
called resourceUr1Key must be set for the provider.

Overrides the port used when the PPE makes requests to the
Portal. The default, if not specified, is to always use the page
request port.

Note: You must set the Use Scheme and Use Port
parameters.

You need to specify these in scenarios where public access is
through https on port A, and you want to set PPE requests to
use a faster http connection on port B.
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Table 8-3 (Cont.) Portal Parallel Page Engine Settings

Setting

Description

Use Scheme

509 Certification file

Overrides the scheme (HTTP or https) used when the PPE
makes requests to the Portal. The default, if not specified, is to
always use the page request scheme.

Note: You must set the Use Scheme and Use Port
parameters.

You need to specify these in scenarios where public access is
through https on port A, and you want to set PPE requests to
use a faster http connection on port B.

Specifies a file containing a list of certificates to be implicitly
trusted by HTTPClient. These certificates are added as trust
points to all connections made by HTTPClient using SSL. Once
this setting is in use, all SSL connections must be trusted.
Otherwise, HTTPClient will throw an exception in the PPE.

SSL connections are made from the PPE for two reasons and
this configuration affects both:

= loopback requests to the portal, for example, for PMD.
s show calls to Providers.

Note: The file specified here can be obtained from a wallet by
exporting all trusted certificates, but the comments in the
resultant file must be removed. Alternatively, it can be created
manually.

Refer to Section 5.6.9, "Configuring the Portal Parallel Page Engine" for more
information on how to configure the Parallel Page Engine.

8.2.2.6 Portal Wire Configuration Page

Use the Portal Wire Configuration page to configure Portal Midtier and to configure
Web Cache and Oracle Internet Directory (OID) for a database access descriptor. From
the Oracle Portal home page’s Portal menu, select Settings, and then Wire
Configuration to display the Portal Wire Configuration page shown in Figure 8-18.

Portal Wire Configuration

=Select Database Access Descriptor

(@) Apply | Rewert

Chonse the Database Access Descriptor ko configure its WebCache and OID.

Datsbase Access Descriptor | portal

=IPortal Midtier
Configure the portal midtier,
Host
Port
S5L Protocel
=webCache
Configure the webcache,
Host
Invalidation Port
Invalidation User
Invalidation Password
=0ID
OID Details
Host
Port
User

Fassword

protocal []

v

dadvmn034,us.abc.com

dadvmni0s4, us.oracke, com

dadvmn034, us.oracle.com

The page is arranged in the following sections:

Select Database Descriptor

Portal Midtier
WebCache
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= OID

Select Database Descriptor
This field specifies the database access descriptor to be configured.

Portal Midtier

Element Description

Host Specifies the <hostname> of the Portal URL. In the High Availability
context, this host name is the host name of the load balancer. In standalone
setups, this host name is the host name of Web Cache. If you access a Portal
from a browser using the url https://www.myportal.com: 4443 then
the Host value will be www . myportal . com.

Port Specifies the <port> of the Portal URL. It is the listen port of the load
balancer host name in HA setups. In standalone setups, this port is the
listen port of Web Cache. If you access a Portal from a browser using the url
https://www.myportal.com:4443 then the Port value will be 4443.

SSL Protocol Specifies the protocol of the Portal URL. It can be either HTTP (non-SSL) or
HTTPS (SSL). If you access a Portal from a browser using the url
https://www.myportal.com: 4443 then the SSL Protocol will be
enabled.

WebCache

Element Description

Host Specifies the host name to be used by Portal for contacting Web Cache. By
default, it matches the Portal middle tier host property, and this default
value is used in most configurations.

Invalidation Specifies the port number to be used by Portal for contacting Web Cache to

Port perform invalidations. In non-High Availability environments, this
property is configured to match the Oracle Web Cache invalidation port. In
High Availability environments, this property is mapped to a port on an
LBR which acts as a load balancing traffic across the individual invalidation
ports.

Invalidation Specifies the invalidation user name. See Oracle Fusion Middleware

User Administrator’s Guide for Oracle Web Cache for more information.

Invalidation Specifies the invalidation password, this is the invalidation password to be

password used by Portal for invalidating content in Web Cache. This password must

match the password in Web Cache. If it does not match the Portal becomes
unusable.

When you set Oracle Web Cache properties on this page, the Oracle Portal schema is

updated.

8-24 Oracle Fusion Middleware Administrator's Guide for Oracle Portal



Using Fusion Middleware Control to Monitor and Administer Oracle Portal

Notes:

When you change Oracle Web Cache properties in the Portal
Web Cache Settings page, it impacts the property cached with
Portal. Navigate to the Web Cache Administration page, in Fusion
Middleware Control, to make the appropriate changes to Web
Cache. Refer to the Oracle Fusion Middleware Administrator’s
Guide for Oracle Web Cache for more information about Oracle
Web Cache.

Changing Oracle Web Cache settings can impact Web
Providers (such as OmniPortlet and Web Clipping) if the
Oracle Web Cache and the Web Provider are running on the
same middle tier. In this case, you must make corresponding
cache configuration changes for the Web Providers. See
"Defining the Oracle Web Cache Invalidation Port" in the Oracle
Fusion Middleware Developer’s Guide for Oracle Portal.

oiD
Element Description
Host Specifies the host name of the OID server.
Port Specifies the OID port number.
User Specifies the OID user name.
Password Specifies the OID password.
Protocol Specifies the protocol to be used. Select this check box to use the HTTPS
protocol.
Note: After completing the Oracle Portal wire configuration, you
must refresh the cache content.
8.2.2.7 Logs

Log Message Page

Use the Log Messages page to view detailed diagnostic information for that Oracle
Portal instance. From the Portal home page’s Portal menu, click Log, and then View
Log Messages to display the Log Messages page shown in Figure 8-20. For more
information, refer to the Enterprise Manager Online Help.
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Figure 8-20 Oracle Fusion Middleware Control - Log Messages Page

Log Messages

£ Broaden Target Scope ¥ ManualRefresh s
Elsearch
Selected Targets (1)
Date Range  (3) Most Recent 1| |Hours |+
Start Date Start Time AM'_'PM
O Time Interval
End Date End Time AM ' PM

*Message Types Incident Error [¥] Error [] Warning [ Notification [ Trace [¥]Unknown Maximum Rows Displayed | 500
Search Add Fields

View v  Show |Summary, by Message Type | || View Related Messages |~ || Export Messages to File |+

Target L7 Target Type Incident Errors  Errors Warnings Notifications
JFarm_dscdomain2899/dscdomain2899/WLS_PORTAL fportal  Application Deployment 1] 1]

Traces

B e R R R R S R T R

See Appendix G, "Troubleshooting Oracle Portal" for more information.

Logs Configuration Page

In Fusion Middleware Control, you can specify the log settings that Oracle Portal
should use. From the Oracle Portal home page’s Portal menu, select Logs, and then
Log Configuration to display the Log Configuration page shown in Figure 8-21.

Figure 8-21 Log Configuration Page

Log Configuration
Use this page ta canfigure basic and advanced log configuration settings.

Loglevels | LogFiles

Lise this page ta create and edit log file configurations.  log Fils configur ation specifies the lag File where the log messages will be lagged ta, the format of the log messages, the rotation policies used, as well as
ther parameters depending on the log File configuration class.

Create.., Create Like... /7 Edit Configuration... &3 View Configuration. .
Handler Name Log Path Log File Farmat Rotation Policy
odl-handler CiiOracleiMiddewareiuser_projectsidomainsiRCDomainfserve Oracle Diagnostics Logging - Text Size Based
o ge-hane C\Oracle\Middiewareiuser_projects|domainsiRCDomainfserve Oracle Diagnostics Logging - Text Size Based

See Also: Oracle Fusion Middleware Administrator’s Guide

8.2.3 Topology Tab

A Topology tab is displayed at the top of every Fusion Middleware component home
page. Click the Topology link to display a graphical representation of your Oracle
Fusion Middleware environment, including the Oracle Fusion Middleware processes

that are running Oracle Portal instances, such as, Web Cache, WLS_Portal and HTTP
Server.

See Also: Oracle Fusion Middleware Administrator’s Guide
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8.3 Viewing Oracle Portal Activity Reports

You can choose how objects and actions are logged in Oracle Portal and generate
reports for analyzing the data. For example, you can add an entry into the Activity Log
tables every time Oracle Portal users create, edit or delete a particular page.

Any authorized user can view the Oracle Portal Log Registry records. However, only
the portal administrator can set up what information is to be logged. See Section 8.3.2,
"Choosing Which Events Are Logged" for more information.

Note: With the introduction of Oracle Web Cache into the Oracle
Portal architecture, some actions logged in Oracle Portal Activity
Log tables have become inaccurate. These actions include View,
Execute (for Reports, Charts, and Hierarchies), and Show. The
Activity Log tables and views still remain in the Oracle Metadata
Repository, as all other logged actions remain accurate.

8.3.1 Logged Events

Table 84 lists the events that can be logged for portal objects.

Table 84 Logged Events for Oracle Portal Objects

Portal Object Event

Pages Create, Edit, Delete, Personalize

Items Create, Edit, Delete, Move, Check Out, Check In

Application Create, Edit, Delete, Execute (except for Reports, Charts, and
Components Hierarchies), Copy, Export, Rename, Generate, Access Control,

Manage, Insert, Update, Save
Portlets Add to Page, Delete from Page
Portlet Instances  Hide, Personalize

Searches Search

Note: User and Group actions such as Create, Edit, and Delete are
logged by Oracle Internet Directory and may be viewed from
Oracle Directory Manager, if logging is enabled. For more
information, refer to theOracle Fusion Middleware Administrator’s
Guide for Oracle Internet Directory.

8.3.2 Choosing Which Events Are Logged

You can choose which events are logged in Oracle Portal Log Registry records.

1. In the Services portlet, click Log Registry Administration.

Note: By default, the Services portlet is on the Portal subtab of the
Administer tab on the Portal Builder page.

The Administer Log Registry page is displayed as shown in Figure 8-22.
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Figure 8-22 Administer Log Registry Page

Administer Log Registry

Close |

Add Mew Log Reqistry Record

Add a new record to the Log Registry. Only those logging requests that match at least one record in
the log registry will actually result in an insert into the activity logging table. The % (percent) symbol
is a wildcard which will match anything.

Edit/Delete Log Registry Record

Modify or delete an existing log registry record.

Edit Delete Domain Sub . Name Action User Browser Language
Domain Name
7 x % portlet % personalize % % %
® % page % create ko Yo Yo

——

Figure 8-22 shows two logging requests. The first creates an entry in the Activity
Log every time a portlet is personalized. The second creates an entry every time a
page is created. If you want to log all possible requests, choose % for each field.

2. Do one of the following:

Click Add New Log Registry Record to create a new Log Registry record and
specify logging criteria.

Or,

Edit logging criteria for an existing Log Registry record. To do this, perform the
following steps:

a. Click the Edit icon to edit logging criteria for an existing Log Registry record
(under Edit/Delete Log Registry Record).

The Edit Log Registry Record page is displayed as shown in Figure 8-23.

Figure 8-23 Edit Log Registry Record page

Edit Log Registry Record

Enter the dormain, sub dormain, name, action, user name, browser and language. This record will permit all logging recards
which match it to actually result in entries in the activity log tables. The wildcard value % (percent) can be used to represent
any value.

Darmain I% =]
Sub Damain |°/o =]
Marne I%
User Name I% @]
Action |% =
Browser I%

Language I%

b. Choose the objects that you wish to log, from the Sub Domain list. Valid
objects are listed in Table 8—4.
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¢. Choose which actions (or events) you want to log, from the Action list. Valid
actions are listed in Table 8—4.

d. Specify other logging criteria as required.
e. Click OK.

8.3.3 Activity Log Views

Several Activity Log views are available (named wwlog_¥). These views exist in the
schema in which Oracle Portal is installed. These views are granted to public;
however, the logs are secure according to the object's security. For example,
information about pages is available only on pages for which the user has access
privileges.

Table 8-5 lists all the Activity Log views and their descriptions. You can create simple
Oracle Portal DB Provider reports and charts based on these views if required.

Table 8-5 Activity Log Views

Log View Description

wwlog_portal_admin_logs All logs (only has records if the user is the portal
administrator).

wwlog_user_logs All logs created by current user.

wwlog_all_portlet_logs Portlet instances on pages that the current user can view.

wwlog_all_document_logs Documents that the current user can view.

wwlog_all_search_logs Searches that the current user can view.

wwlog_all_item_logs Items that the current user can view.

wwlog_all_component_logs | Components that the current user can view.

wwlog_all_object_logs Summary view, which encompasses all the preceding views.

8.3.4 Accessing Activity Log Views Externally

You can also access information in the Activity Log views from outside of the Oracle
Portal browser-based interface, that is, using SQL*Plus, OracleAS Reports Services,
and so on. To do this, you must first set the portal security context for your database
session using the wwetx_api.set_context APL

wwctx_api.set_context (
p_user_name => 'portal_username',
p_password => 'portal_pw'

)i

8.4 Viewing Oracle Fusion Middleware Port Usage

In Oracle Fusion Middleware Control, the Ports Usage page shows a list of all the
ports currently in use by the components of a particular Oracle Fusion Middleware
instance. This page is important when you are troubleshooting port conflicts among
the various Oracle Fusion Middleware components.

Whenever possible, Oracle Fusion Middleware Control provides a link to the
appropriate Oracle Enterprise Manager 11g configuration page where you can modify
the port settings for the component.

To access port usage information for your Oracle Fusion Middleware:
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Port Usage

Shaw | Al

Part in Lise
7001
7001
9002
001
00z

1. From the navigation pane, expand the farm and then WebLogic Domain.
2. Select the domain.
3. From the WebLogic Domain menu, choose Port Usage.

The Port Usage page is displayed, as shown in Figure 8-24.

Figure 8-24 Oracle Fusion Middleware Ports Page

v
IP Address Component Channel Protocol
140.67.48.130 AdrinServer Default[http][2] hitp A
127.0.0.1 AdminServer Default[http][3] hitp
140,87.48. 130 WLS_REPORTS Default[t3][2] t3
140.87.20.130 WLS_PORTAL Default[CLUSTER-BROA CLUSTER-BROADCA!
140.87.20,130 WL5_REPORTS Defaulthttp] hitp
140,67,48, 130 WLS_PORTAL Default[ta][2] t3
127.0.0.1 WLS_PORTAL Default[http]i3] http
140.67.36.130 WLS_PORTAL Default{ CLUSTER-BROA CLUSTER-EBROADCAS
127.0.0.1 AdminServer Default[snmp][3] snmp
140.87.20.130 WLS_REPORTS Default[t3] t3
140,87.20,130 AdminServer Default[t3] t3
140,87 .36,130 AdminServer Default[t3][1] L3
140.67.48.130 AdrinServer Defaultldap][2] |dap
127.0.0.1 AdminServer Defaultfiiop][3] iop
140.87.20.130 AdminServer Defaultfiiop] iop
127.0.0,1 WLS_PORTAL Default[t3][3] t3
140.87.48,130 WLS_REPORTS Default[ldap]2] Idap
140,87 36, 130 WLS_REPORTS Defaultfhttp][1] http
127.0.0.1 WLS_REPORTS Defaultfidap][3] dap
140.67.48.130 AdminServer Defaultfiop][2] iiop
140.87.20.130 WLS_REPORTS Defaultfiiop] fiop
140.87.36.130 AdminServer Default[snmp][1] snmp
140.87.48,130 AdminServer Default[t3][2] t3 2

For information on managing ports, refer to the Oracle Fusion Middleware
Administrator’s Guide.

8.5 Defining Oracle Enterprise Manager Administration Roles
In 11g Release 1 (11.1.1), Oracle Enterprise Manager supports three kinds of

administration roles: Administrator, Operator and Monitor. An Administrator role has

full privilege for performing any operations, including security-related operations.
Whereas, an Operator has a few privileges and the monitor has a limited set of

privileges. If a user doesn't have permission, the functionality is either invisible or
greyed out. The following table describes the privileges:

Action Administrator Operator Monitor

Start Up and Shut Yes Yes No

Down

View Metrics Yes Yes Yes

View Log Messages  Yes Yes Yes

Log Configuration Yes No No

Cache Settings Yes Permission to view only ~ Permission to view only
Configuration

PPE Configuration Yes Permission to view only ~ Permission to view only
Portal Wiring Yes Permission to view only ~ Permission to view only
Configuration
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Action Administrator Operator Monitor

DAD Configuration  Yes Permission to view only ~ Permission to view only
Table

DAD Configuration: Yes No No

Add Action

DAD Configuration: Yes No No

Edit Action

DAD Configuration: Yes No No

Delete Action

8.6 About the Oracle Fusion Middleware System MBean Browser

The Oracle Fusion Middleware System MBean Browser is a part of Oracle Fusion
Middleware Control, and it is used to update configuration settings for middle tier
components. A managed bean (MBean) is a Java object that represents a JMX
manageable resource in a distributed environment, such as an application, a service, a
component or a device. MBeans are defined in the Java EE Management Specification
(JSR-77), which is part of Java Management Extensions, or JMX, a set of specifications
that allow standard interfaces to be created for managing applications in a Java EE
environment.

This section contains the following topics:
= When should I use the Oracle Fusion Middleware System MBean Browser?

= About Portal Configuration MBeans

8.6.1 When should | use the Oracle Fusion Middleware System MBean Browser?

You use the System MBean Browser to enter or modify Oracle Portal configuration
settings that are not available in Fusion Middleware Control Oracle Portal pages.

Note: You should not use the System MBean Browser unless you are
an advanced middle tier administrator.

8.6.2 About Portal Configuration MBeans

Configuration MBeans are defined for each of the Oracle Portal configuration files.
Table 8-6 lists the configuration MBeans for Oracle Portal.

Table 8-6 Portal Configuration MBeans

Configuration Mbean Associated Configuration File
Portal DAD MBean (Config) portal_dads.conf

Portal Cache MBean (Config)  portal_cache.conf
Portal plsql MBean (Config) portal_plsql.conf
Portal Midtier MBean (Config) appConfig.xml

Portal Wiring MBean No associated configuration file.
(Runtime)
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Note: All Portal environment variables that are set in the registry are
not exposed using MBeans. However, if they are specified in the
server configuration file ENVID, the environment variables are
exposed by PortalServerConfigMXBean.
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Configuring Intranet and Internet for Oracle
Portal

This document explains how to configure a dedicated intranet and internet for Oracle
Portal and upgrading Intranet-Internet setup from Oracle Portal 10g to Oracle Portal
11g. This document contains the following topics:

Configuring a Dedicated Intranet and Internet for Oracle Portal

Upgrading Oracle Portal 10g Intranet-Internet setup to 11g

9.1 Configuring a Dedicated Intranet and Internet for Oracle Portal

You can configure Oracle Portal to be accessible from within a company network as
well as from external clients. This section describes some important characteristics of
this configuration, and provides instructions on how to configure Oracle Portal for this
purpose.

The intranet-internet configuration for Oracle Portal requires two logical middle tiers:
portal .mycompany.comand internal .mycompany . com, each residing on a
different host. This separation of physical middle-tiers helps isolate the content cached
for internet and intranet users. This enhances security, and also ensures that users who
navigate to one logical middle tier do not access content served by the other logical
middle tier. Each logical middle tier then provides access to the same Oracle Portal
schema in the Oracle Application Server Metadata Repository and the same Oracle
Portal data. In this configuration, the external logical middle tier is the primary middle
tier used to install, configure, and expose web providers. The internal logical middle
tier is designated as a partner application.

The intranet-internet configuration requires that all OracleAS Web Cache instances be
configured as an invalidation-only cluster. Invalidation-only clustering ensures that
OracleAS Web Cache maintains distinct caches for the two logical sites, while enabling
the cluster members to share invalidation messages (thereby ensuring that content
edits are visible across the two logical sites).

In this configuration, invalidation messages are sent from the Oracle Portal schema in
the OracleAS Metadata Repository to the internal OracleAS Web Cache instance, and
the invalidation message is then sent out to all the cluster members. The invalidation
message used in this configuration ensures that it invalidates content regardless of the
host and port specified in the cached URL. This type of invalidation ensures that
content cached with either logical middle-tier URL is invalidated. For more
information on the OracleAS Web Cache invalidation-only cluster, refer to the Oracle
Application Server Portal Configuration Guide.
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To ensure that the internal and external user communities are distinct, two URLs are
used to access the Oracle Portal applications: from the intranet,

http://internal .mycompany .com; from the Internet,

https://portal .mycompany.com.

The process of configuring the dedicated intranet and extranet for Oracle Portal
consists of the following tasks:

1.

2
3.
4

© ® N o o

10.
11.
12.

Installing and Configuring the External Middle tier
Installing the First Internal Middle Tier on APPHOST3
Configuring an OracleAS Web Cache Invalidation-only Cluster

Configuring the First internal Middle Tier on APPHOSTS3 for Load Balancing
Router

Registering the Internal Middle Tier as a Partner Application
Changing Host Assertion in WebLogic

Installing the Second Internal Middle Tier on APPHOST4
Configuring an OracleAS Web Cache Invalidation-only Cluster

Configuring the Second Internal Middle Tier on APPHOST4 for Load Balancing
Router

Configure Web Cache
Configuring the Oracle Portal Schema in the Oracle Metadata Repository
Validating the Completed Configuration

9.1.1 Installing and Configuring the External Middle tier

To install and configure the external middle tier, perform the steps in the following
sections in Oracle Portal Enterprise Deployment Guide:11.1.1.2:

Install application tier on APPHOST1
Configure APPHOST1

9.1.2 Installing the First Internal Middle Tier on APPHOST3

Follow these steps to install the first internal middle tier:

1.

Copy the staticport.ini file from the Diskl/stage/Response directory to
a local directory, such as TMP.

Edit the staticport.ini file to assign the following custom ports:

Oracle HTTP Server port = 7777

Oracle HTTP Server Listen port = 7778
Web Cache HTTP Listen port = 7777

Web Cache Administration port = 9400
Web Cache Invalidation port = 9401
Web Cache Statistics port = 9402
Application Server Control port = 1810

Before installing the first middle tier on APPHOST3, you must change the
repository version in the portal schema from 11.1.1.4 to 11.1.1.1.0. This can be
achieved by performing the following steps:
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a. Query the Portal version by connecting to the database as portal schema as
shown in the following example:

>sglplus portal/portaldb_portal@portaldb
sqgl> select version from wwc_version$;
sgql> 11.1.1.4.0

Note and remember this Portal repository version.

b. Change the Portal repository version to 11.1.1.1.0 as shown in the following
example:

sqgl> update wwc_version$ set version = '11.1.1.1.0';
sqgl> commit;

sqgl> select * from wwc_version$;

sgl> 11.1.1.1.0

This step is mandatory. If this step is not performed, the newly installed middle
tier on APPHOST3 overwrites the configuration maintained in the portal schema
with the details of the newly installed middle tier. This affects the external portal
middle tier. Temporarily downgrading the Portal schema version ensures that the
configuration maintained in the Portal schema is left untouched. Later, the portal
version must be restored to its original version. Downgrading the portal
repository is required only when you are creating a new domain.

Install Weblogic Server

1.

Start the Oracle Universal Installer.

To start the installer on Unix, issue the server103_1linux32.bin command.
To start the installer on Windows, issue the server103_win32.exe command.
The Welcome screen appears Click Next.

Choose a Middleware Home Directory.

Enter a value for the Middleware Home as shown in the following example:
/ul0l/app/oracle/product/FMW

Henceforth, this will be known as MW_HOME. Click Next.

On the next screen, you will be prompted to register for security updates.

Choose whether or not to receive security updates from Oracle Support. Click
Next.

Select Typical install type in the Choose Install Type screen.
Click Next.

Provide the path where you want to install the product in the Choose Product
Installation Directories screen. Click Next.

Weblogic server will now be installed at the specified location. The Installation
Summary screen appears. Click Done to complete the Installation.

Install Oracle Portal

1.

Run following command to install Oracle Portal binaries into the MW_HOME
created in the above steps:

On UNIX: runInstaller

On WIndows: setup . exe
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2. The Welcome screen appears. Click Next.

3. The Installation Type screen appears. Select Install Software and Configure, and
click Next.

The Prerequisite Checks screen appears.

4. Ensure that all checks have passed and click Next.

The Specify Installation Location screen appears.

5. Enter the following values:

Middleware Home (MW_HOME)
For example, /u0l/lpp/oracle/product/FMW
Oracle Home

Enter the installation directory for Portal. This will be placed under the Mw_
HOME directory.

For example, Portal
Weblogic Server Directory

Enter the installation directory for Oracle Weblogic server. This should be MW_
HOME/wlserver_10.3.

For example, /u0l/app/oracle/product/FMW/wlserver_10.3
Oracle Instance Location

Enter the directory where the Oracle Configuration files will be placed. This
should be outside of Oracle Home. Henceforth, this will be known as
ORACLE_INSTANCE.

For example, /u0l/app/oracle/admin/PortalDomain/Portall
Oracle Instance Name.
In this case, Portall

Click Next. The Select Domain screen appears.

6. Select Create New Domain. Enter the values for User Name, User Password, and
Domain Name.

Click Next. The Configure Components screen appears.

7. Ensure that the following values are checked:

Server Components - Oracle Portal
Management Components - Enterprise Manager
Clustered box

Click Next. The Configure Ports screen appears.

8. Select Specify Ports using Configuration File.

Select a file name and click View or Edit. You can find a sample
statisticports.ini file on installation Diskl in the stage/repsonse
directory.

Save the file and click Next.

9. In the Specify Schema screen, specify the following values:

Database Connect String
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For example,
db_hostname:port:servicename
s Portal Schema Name: MYP_PORTAL
s Portal Schema Password
Enter password entered in RCU
Click Next. The Specify Portlet Schema screen appears.
10. Specify the following portlet schema credentials:
s Portlet Schema Name: MYP_PORTLET
s Portlet Schema Password: Enter the password that was entered in RCU
Click Next. The Specify Application Identity Store screen appears.
11. Specify the following values:
s Hostname
Enter the name of OID server.
= Port
Enter OID port: 389
s User Name
Enter cn=orcladmin
= Password
Enter the orcladmin OID password.
Click Next. The Summary screen appears.

12. Click Install to begin the installation process.

Note: For UNIX installations, run the oracleRoot . sh script when
prompted.

9.1.3 Configuring an OracleAS Web Cache Invalidation-only Cluster

You must configure an OracleAS Web Cache invalidation-only cluster that includes the
OracleAS Web Cache instances from both the internal and external computers. In this
cluster configuration, invalidation requests are propagated across all cache cluster
members. However, the OracleAS Web Cache invalidation-only cluster does not
forward other requests between the cluster members. While processing user requests,
each cluster member acts as an individual cache and does not request objects from
peer cluster members.

This configuration can be used to simplify the administration of many caches,
especially in a cluster whose members are separated by a firewall. For example, a
cluster can have two caches located on either side of a firewall that separates the
intranet from the internet.

9.1.3.1 Preparing the Network Environment for the OracleAS Web Cache
Invalidation-only Cluster

Before configuring the OracleAS Web Cache invalidation-only cluster between the
external and internal OracleAS Web Cache instances, perform the following checks:
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1. Ensure that all external OracleAS Web Cache instances can resolve and contact all
internal OracleAS Web Cache instances and vice versa. This can be done using the
ping network command.

2. Ensure that the invalidation port (9401) is open in the firewall only in one
direction. It must be open from the internal OracleAS Web Cache instance to the
external OracleAS Web Cache instance.

3. Ensure that the administration port (9400) is open in the firewall in both directions.

Note: After the configuration is complete, the administration port
(9400) should be closed to traffic from the external middle tiers to the
internal middle tiers.

4. Ensure that you can use telnet to send network packets from the internal to the
external OracleAS Web Cache ports.

9.1.3.2 Configuring the Caches

This section explains how to manage the caches as a cluster and segregate cache
content, using the OracleAS Web Cache Manager on APPHOST1 to configure settings
for a cache cluster.

1. In the navigator frame, select Properties > Clustering.

The Clustering page appears. The General Cluster Information section displays the
default clusterwide values for failover and invalidation propagation. The Cluster
Members table displays the external middle tier cache.

2. In the General Cluster Information section of the Clustering page, click Edit.
The Edit General Cluster Information dialog box appears.

3. In the Propagate Invalidation field, select Yes to indicate that you want
invalidation requests from cache cluster members to be propagated to other cache
cluster members.

4. Click Submit.

5. In the Cluster Members table of the Clustering page, default values are displayed
for the current cache. Select the APPHOST1 cluster member and click Edit
Selected.

The Edit Cluster Member dialog box appears.
6. In the Capacity field, enter 0.

Note: If you assign a capacity of 0 to all cluster members, no requests
will be forwarded between cluster members. With this setup, you can
propagate the configuration and invalidation across all cache cluster
members, simplifying the administration of many caches.

7. Click Submit.

Before you can add APPHOSTS3 to the cluster, the following conditions must be in
effect:

s The cache must be started.
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The administrator password of the cache to be added must be the same as the
administrator password of the cache on APPHOSTT1. If it is different, you must
connect to the cache’s admin server and modify the administration password. For
more information, refer to "Task 2: Modify Security Settings" in Chapter 8, "Setup
and Configuration" in Oracle Application Server Web Cache Administrator's
Guide.

9.1.3.2.1 Adding Caches to the Invalidation-Only Cluster You must now add the
APPHOSTS3 cache to the cluster using OracleAS Web Cache Manager on APPHOST1.

To add a cache to the cluster in OracleAS Web Cache Manager:

1.

10.

11.

In the navigator frame, select Properties > Clustering.

The Clustering page appears.

In the Cluster Members section of the Clustering page, click Add.
The Add Cache to Cluster dialog box appears.

In the Host Name field, enter apphost3.abc.oracle. com as the host name of
the cache to be added to the cluster.

In the Admin Port field, enter the web cache administration port (9400) for the
cache to be added to the cluster.

In the Protocol for Admin Port field, select either HTTP to accept HTTP browser
requests.

In the Cache Name field, enter apphost3.abc.oracle.com-webcache.
Click Submit.
The cache is now part of the cluster and is listed in the Cluster Members table.

Repeat Steps 2 through 7, substituting apphost4 in the Host Name and Cache
Name fields.

Click Apply Changes.

OracleAS Web Cache adds the cache-specific information from the new cache
cluster members to the cluster configuration.

For each cluster member, set the Capacity to 0. To do this, select Properties, then
Clustering. Select a cluster member and click Edit. In the Edit Cluster Member
dialog box, set the Capacity to 0.

Propagate the configuration to all cluster members.

When you modify the cluster and apply changes, OracleAS Web Cache adds the
cache-specific information from the new cache cluster members to the
configuration. For those changes to take affect in all cluster members, you must
propagate the configuration and restart the cache server process of the cluster
members.

To propagate the configuration to new cluster members in OracleAS Web Cache
Manager:

a. In the navigator frame, select Operations > Cache Operations.

The Cache Operations page appears. The Operation Needed column indicates
the caches to which the configuration should be propagated.

b. Propagate the configuration to all cache cluster members:

—  Select All caches in the Operate On field.
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— Select an Interval of Immediate. (No other interval is allowed for
propagation.)

- Click Propagate.

When the operation completes, the Operation Needed column in the Cache
Operations page indicates the cluster members that need to be restarted.

c. Stop and restart all cluster members:
—  Select All caches in the Operate On field.

— Select an Interval to stagger the time that operation begins on the caches,
and then click Restart.

When the operation completes, the Operation Needed column in the
Cache Operations page indicates that no operations are needed. The cache
cluster is ready to use.

12. Ensure that the administration and invalidation ports are closed to traffic coming
from outside the network.

9.1.3.3 Disabling External to Internal Communication Through the Firewall

To disable external to internal communication through the firewall, perform the
following steps:

1. Disable the administration port from external middle tier to internal middle tier.

2. Ensure that the network packets cannot be sent from the external to the internal
OracleAS Web Cache administration and invalidation ports, using telnet.

3. Ensure that network packets can be sent from the internal to the external OracleAS
Web Cache for both the administration and invalidation ports.

The communication paths and ports should now be as listed in Table 9-1:

Table 9-1 Communication Path and Ports Used by Network Packets

Communication Path Ports to be enabled
Internal WebCache 1 to External WebCache 1 Port 9400 and Port 9401
Internal WebCache 1 to External WebCache 2 Port 9400 and Port 9401

Note: For network security reasons, you should perform any
additional cluster configuration from a Web Cache instance on one of
the internal middle tiers. Any Web Cache instance in the cluster can be
used to administer the cluster, but if you want to use an external
OracleAS Web Cache instance, you must temporarily open the
administration port in the firewall to allow external to internal traffic.

9.1.4 Configuring the First internal Middle Tier on APPHOSTS3 for Load Balancing

Router

You must configure the Load Balancing Router to accept requests on port 7777 and
forward them to the OracleAS Web Cache port 7777 APPHOST3.

You must also configure Oracle Portal middle tier on APPHOSTS3 to allow underlying
components to construct URLs based on the Load Balancing Router host name
(xmlns.oracle.com)and Load Balancing Router port number 7777, so that
self-referential URLs rendered on Oracle Portal pages are valid for the browser. In
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order to do this, you must configure virtual hosts. To configure virtual hosts, perform
the following steps:

1.

Configure the Load Balancing Router to accept requests on port 80 and forward
them to the OracleAS Web Cache port (7777) running on APPHOSTS3. To do this:

a.

Set up a group, or pool, on the Load Balancing Router, to which individual
servers can be added. See the Load Balancing Router documentation for
instructions on how to do this.

Add the desired servers’ IP addresses and port numbers to the group.

Create a virtual server that listens on port 80, and balances requests among
the members of the group. See the Load Balancing Router documentation for
instructions on how to do this.

Ensure that the Load Balancing Router translates the port on which it is
listening to forward requests to the port on which OracleAS Web Cache is
listening.

Configure the Oracle Portal middle tier on APPHOSTS3 to allow underlying
components to construct URLs based on the Load Balancing Router host name
(internal .mycompany . com) and Load Balancing Router port number (80), so
that self-referential URLs rendered on Oracle Portal pages are valid for the
browser. To do this, define a virtual host as follows:

a.

g.
h.

Access the Oracle Enterprise Manager 11g console located at
http://apphost3.abc.oracle.com:7001/em.

In the navigation panel on the left, expand Web Tier.
Select ohs1. The Oracle HTTP Server home page is displayed.

From the menu, select Administration and navigate to Advanced
Configuration.

From the Select file menu, select httpd.conf. Click Go to edit the file.

Edit the httpd. conf file. Add a VirtualHost container, as shown in the
following example:

NameVirtualHost *:7778

<VirtualHost *:7778>
ServerName internal.mycompany.com
Port 80
ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit
UseCanonicalName On
</VirtualHost>

Click Apply.
When prompted to restart Oracle HTTP Server, click No.

Define a second virtual host, using the same steps as for the first, with the
following exceptions:

Specify apphost3.mycompany . com as the Server Name.
Specify 7777 for the Port directive in the VirtualHost container.
When prompted to restart the Oracle HTTP Server, click Yes.
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4. Define a site that matches the virtual host entry created in the previous step, using
OracleAS Web Cache Manager on APPHOSTS3, as follows:

a. Access the OracleAS Web Cache Manager on APPHOSTS3, as described in the
Oracle Application Server Web Cache Administrator’s Guide.

b. From Properties, click Sites.
c. Click Create under Named Sites Definitions.

d. On the Create Named Site page, specify internal .mycompany . com for the
Host and 80 for Port. Keep the default values for all other fields.

e. Click OK. internal .mycompany . comnow appears in the Named Sites
Definitions table.

5. Use OracleAS Web Cache Manager on the external middle tier to add APPHOST3
as an origin server to the OracleAS Web Cache cluster. To add APPHOSTS3,
perform the following steps:

a. Click Origin Server under Origin Servers, Sites, and Load Balancing.

b. Inthe Origin Server page, click Add under the Application Web Servers
table.

c. Inthe Add Application Web Server page, provide the following information:

Property Value

Hostname apphost3.abc.oracle.com

Port 7778 (APPHOST3 Oracle HTTP
Server listening port)

Routing ENABLED

Capacity 100

Failover Threshold 5

Ping URL /

Ping Interval 10

Protocol HTTP

d. Click Submit.

e. To verify that the origin server has been added properly, locate
apphost3.mycompany . com in the Origin Server table.

Note: Refer to the section "Map Sites to Origin Servers" in Oracle
Application Server Web Cache Administrator’s Guide, for more
information.

6. Use OracleAS Web Cache Manager on the external middle tier to map the site
internal .mycompany . com to the middle tier apphost3 .mycompany . com.

a. In the navigation frame, select Site-to-Server Mapping under Origin Servers,
Sites, and Load Balancing.

b. In the Site-to-Server Mapping page, select the first mapping in the table and
click Insert Above.

9-10 Product Title/BookTitle as a Variable



Configuring a Dedicated Intranet and Internet for Oracle Portal

c. Inthe Edit/Add Site-to-Server Mapping page, select the Select from Site
definitions option and then select internal .mycompany . com.

d. Inthe Select Application Web Servers section, select the application server on
APPHOST3 (apphost3 . mycompany . com) specified in the Origin Servers

page.
e. Click Submit.
f. Click Apply Changes on the top of the page.

g. In the Cache Operations page, click Restart to restart OracleAS Web Cache on
APPHOSTS3.

To verify that the site has been mapped correctly, navigate to the Site-to-Server
Mapping page, and ensure that APPHOST3 is mapped to the site
internal .mycompany . com.

7. Configure the apphost3.mycompany.com computer so that it can resolve the Load
Balancing Router hostname to have the correct I’ address. You can use DNS
resolution, or create an entry in the /etc/hosts file as follows:

XXX .XXx.240 internal .mycompany .com

Note: Ensure that the /etc/hosts file does not have an entry that
points the local hostname to 127.0.0.1. For example:

127.0.0.1 apphost3.mycompany.com

9.1.5 Registering the Internal Middle Tier as a Partner Application

For the single sign-on component to work properly, it must always be referenced by a
partner application with the same host name in the URL. This is because cookies are
sent back only to the host that generated them.

You must register the internal middle tier as a partner application. To achieve this,
perform the following steps from an internal middle tier, APPHOST3:

1. Set the ORACLE_HOME variable to the SSO ORACLE_HOME location.

2. Run the SSO registration script ORACLE_HOME/sso/bin/ssoreg. sh with the
parameters as shown in Example 9-1.

Example 9—1 ssoreg Usage on UNIX

-site_name_internal .mycompany.com
-mod_osso_URL https://internal.mycompany.com
-config_mod_osso TRUE

-oracle_home_path ORACLE_HOME

-config_file /tmp/osso.conf

-admin_info cn=orcladmin

-virtualhost

-remote_midtier

On Windows, run the ssoreg.bat script.

3. Copy /tmp/osso.conf to the Portal mid-tier home located at MW_HOME/asinst_
1/config/OHS/ohsl.

4. Restart Oracle HTTP Server by issuing the following command:
ORACLE_HOME/opm/bin/opmnctl restartproc process-type=OHS
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Log in to the Single Sign-On Server using the following URL:
http://login.mycompany.com/pls/orasso

Go to the administration page and then navigate to Administer Partner
applications. Delete the entry for apphost3 .mycompany . com.

Restart Web Tier for the changes to take effect. Oracle Web Tier components can be
restarted using the following commands:

opmnctl stopall

opmnctl startall

Note: Before issuing these commands, ensure that the environment
variable ORACLE_INSTANCE is set to the value that was entered
during the install.

9.1.6 Changing Host Assertion in WebLogic

By default, certain CGI environment variables are not passed through to WebLogic
because the Oracle HTTP Server acts as a proxy for WebLogic. These include the host
and port. WebLogic needs to be aware it is using a virtual site name and port so that it
can generate internal URLs appropriately. To achieve this, perform the following tasks:

1.

Log into the WebLogic administration console using the following URL:
http://apphostl.abc.oracle.com:7001/console

Select Environment and navigate to Clusters.

Click Lock and Edit in the Change Center window to enable editing.

Select cluster_portal. Navigate to HTTP and enter the following values:

Parameter Value

Frontend Host internal. mycompany.

com

Frontend HTTP Port 80
Frontend HTTPS Port Not required

Click Activate Changes in the Change Center window.

Restart WLS_PORTAL managed server. To restart WLS_PORTAL, perform the
following steps:

a. Logintohttp://apphostl.abc.oracle.com:7001/console.

b. Navigate to Servers and select the Control tab.

c. Select the WLS_PORTAL check box and click Shut down.

d. To restart WLS_PORTAL, select the WLS_PORTAL check box and click Start.
The WLS_PORTAL starts.

9.1.6.1 Validate the Configuration

After the first internal middle tier on APPHOSTS3 is configured, you must restore the
portal version number to its original version number. To do this, perform the following
steps:
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1. Query the Portal version by connecting to the database as portal schema as
shown in the following example:

>sglplus portal/portaldb_portal@portaldb
sqgl> select version from wwc_version$;

sgql> 11.1.1.1.0

2. Change the Portal repository version to 11.1.1.4.0 as shown in the following

example:

sqgl> update wwc_version$ set version = '11.1.1.4.0';

sqgl> commit;

sqgl> select * from wwc_version$;

sgl> 11.1.1.4.0

In order to validate the configuration, perform the following tests:

Test URL Result

Test Load Balancer http:/ /myPortal. myc Home page
ompany.com/ displayed

Test Load Balancer https://myPortal.my Home page

via SSL company.com/ displayed

Test Load Balancer http:/ /myPortal. myc REQUEST_

termination ompany.com/portal/ PROTOCOL value of
pls/portal/owa_ HTTPS

util.print_cgi_env

9.1.7 Installing the Second Internal Middle Tier on APPHOST4

Before installing the second internal middle tier on APPHOST4, ensure that the
internal middle tier on APPHOST3 is running.To install the second internal middle tier
on APPHOST4, perform the following tasks:

" Follow the steps in Section 9.1.2, "Installing the First Internal Middle Tier on
APPHOST3" to install the second internal middle tier, with the following

exceptions:

- Substitute APPHOST3 with APPHOST4 wherever applicable.

—  The portal version number must be changed only during the installation of the
first internal middle tier on APPHOST3. Subsequently, when APPHOST4 or
more middle tiers are set up, the portal version number must not be changed.

- In the Install Oracle Portal section, replace Step 6 with the following step:

*

Select Expand Cluster. Enter the following values:

Parameter

Value

Host Name

Port

Name of the host
running WebLogic
Admin Server:
APPHOST3.mycomp
any.com

Port that the Admin
Server is using. For
example, 7001
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Parameter Value

User Name Admin Server
administrator
account name

Password Admin Server
password

Click Next. The Configure Components screen appears.

Note: It is recommended that you use the same physical path for
installing the second middle tier. This helps when you make
configuration changes on one machine and want to transfer the
changes to another machine.

9.1.8 Configuring an OracleAS Web Cache Invalidation-only Cluster

After installing the second middle tier on APPHOST4, you must add the APPHOST4
cache to the cluster using OracleAS Web Cache Manager on APPHOST1. To achieve
this, perform the steps in Section 9.1.3, "Configuring an OracleAS Web Cache
Invalidation-only Cluster", replacing APPHOST3 with APPHOST4 wherever
applicable.

9.1.9 Configuring the Second Internal Middle Tier on APPHOST4 for Load Balancing
Router

Perform the following steps to configure the second internal middle tier on
APPHOST4:

1. Introduce WLS_PORTAL1(APPHOST4) to ORACLE HTTP Server on APPHOSTS3.

After the managed server WLS_PORTAL has started, the Oracle HTTP Server
(OHS) on the external middle tier needs to be made aware, so that it can route
requests to it.

2. Update Oracle HTTP Server configuration to be cluster aware.

After the WebLogic cluster has been created, the WebLogic requests need to be
directed to the cluster. To achieve this, you must edit the following in the
portal.conf file located at ORACLE_
INSTANCE/config/OHS/ohsl/moduleconf on APPHOST3:

= Change the following entries for the blocks beginning with the following:
- /portal
- /portalTools
- /wsrp-tools
- /portalHelp
- /portalHelp2
= Edit the following:

<Location /portal>

SetHandler WebLogic-handler
WebLogicHost apphost3.mycompany.com
WebLogicPort 9001
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</Location>

to

<Location /portal>
SetHandler WebLogic-handler

WebLogicCluster apphost3.mycompany.com:9001, apphostd.mycompany.com:9001

</Location>

3. Restart the Oracle HTTP Server using the following command:

opmnctl restartproc process-type=0HS

4. Copy the configuration information from APPHOST3 to APPHOSTA4.

Location Location

File APPHOST3 APPHOST4

appConfig.xml MW_HOME /user_ MW_HOME/user_
projects/domains/Po projects/domains/Po

portal_cache.conf rtalDomain/config/f rtalDomain/config/f
portal_dads.conf mwconfig/servers/  mweconfig/servers/
ortal_plsgl.conf WLS_ WLS_

P —Pisq PORTAL/application PORTAL1/applicatio
s/portal/configurati ns/portal/configurat
on/ ion

mod_oradav.conf ORACLE_ ORACLE_

mod. osso.conf INSTANCE/config/ INSTANCE/config/

- ’ OHS/ohs1l/modulec OHS/ohsl/modulec
plsql.conf onf onf

portal.conf

virtual_hosts.conf

0sso.conf ORACLE_ ORACLE_
INSTANCE/config/ INSTANCE/config/
OHS/ohsl OHS/ohsl

sqlnet.ora ORACLE_ ORACLE_
INSTANCE/config/ INSTANCE/config/

5. Restart Oracle HTTP Server using the following commands:

ORACLE_HOME/opmn/bin/opmnctl stopall

ORACLE_HOME/opmn/bin/opmnctl startall

6. Configure virtual hosts.

You must configure Oracle Portal middle tier to allow underlying components to

construct URLs based on the Load Balancing Router hostname

(internal .mycompany . com) and Load Balancing Router port number 7777. In

order to do this, you must configure virtual hosts. To configure virtual hosts,

perform the following steps:

a. Editthe httpd.conf file located in $INSTANCE_HOME/config/OHS/ohsl.

b. Add the following entries to the file:

NameVirtualHost *:8888
<VirtualHost *8888>
ServerName http://internal.mycompany.com:7777
RewriteEngine On
RewriteOptions inherit
UseCanonicalName On
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10.

</VirtualHost>

<VirtualHost *:8888>

ServerName apphost4.abc.oracle.com:7777

RewriteEngine On

RewriteOptions inherit

UseCanonicalName On

</VirtualHost>
Create the following Portal directories on APPHOST4 to allow the storage of the
Oracle Portal cache:

ORACLE_INSTANCE/portal/cache
ORACLE_INSTANCE/diagnostics/logs/portal

Update instance paths in the files located in the directory at $SDOMAIN_
HOME/config/fmwconfig/servers/WLS_
PORTALl/applications/portal/configuration.

Edit the following files as stated below:
portal_cache. conf — Change PlsqlCacheDirectory
portal_plsqgl.conf — Change PlsqlLogDirectory

Start WLS_PORTALL1 by logging into the Administration Server on APPHOST4
using the following URL:

http://apphostd4.abc.oracle.com:7001/console

for more information about starting WLS_PORTALYI, see section Start WLS_
PORTALL1 in Oracle Portal Enterprise Deployment Guide:11.1.1.2.

Validate the configuration

After the configuration is completed, you must validate the configuration. In order
to validate the configuration, perform the following tests:

Test URL Result

Test Load Balancer http:/ /myPortal. myc Home page

ompany.com/ displayed

Test Load Balancer https:/ /myPortal.my Home page
via SSL company.com/ displayed

Test Load Balancer https://myPortal my REQUEST_
Termination company.com/portal PROTOCOL value of

/pls/portal/owa_ HTTPS
util.print_cgi_env

9.1.10 Configure Web Cache

Change Web Cache Passwords

The Web Cache invalidation and admin passwords are randomly generated. It is
recommended that these passwords be changed from the default value to a new
known value. To change the password, perform the following steps:

1.
2.

In the navigator window, expand the Web Tier tree.

Select wcl in APPHOST4.
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3. From the menu list at the top of the page, select Administration and navigate to
Passwords.

4. Enter a new invalidation password and administration password. Confirm and
click Apply.

Note: Use the same passwords as used in the external middle tier.

5. Restart Web Cache, for the changes to take effect, by using the following
command:

opmnctl restartproc ias-component=wcl

Use Oracle Web Cache Manager on APPHOST3 to add APPHOST4
To add APPHOST4 using Oracle Web Cache Manager, perform the following steps:

1. Click Origin Server under Origin Servers, Sites, and Load Balancing.
2. In the Origin Server page, click Add under the Application Web Servers table.
3. Inthe Add Application Web Server page, provide the following information:

Property Value

Hostname apphost4.abc.oracle.com

Port 7778 (APPHOST4 Oracle HTTP
Server listening port)

Routing ENABLED

Capacity 100

Failover Threshold 5

Ping URL /

Ping Interval 10

Protocol HTTP

4. Click Submit.

5. To verify that the origin server has been added properly, locate
apphost4.abc.oracle.comin the Origin Server table.

Use Oracle Web Cache Manager on APPHOST3 to map the Load Balancing
Router site to the origin servers

To map the load balancing router site internal .mycompany . com to the two origin
servers apphost3 .mycompany .com and apphost4 .mycompany . com using Web
Cache Manager, perform the following steps:

1. In the navigation frame, select Site-to-Server Mapping under Origin Servers,
Sites, and Load Balancing.

2. In the Site-to-Server Mapping page, select the mapping for the Load Balancing
Router site in the table and click Edit Selected.

3. In the Select Application Web Servers section, select an application Web server
specified in the Origin Servers page for APPHOST4
(apphost4.mycompany . com).
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4. C(Click Submit.

5. To verify that the site has been mapped correctly, ensure that both APPHOST3 and
APPHOST4 are mapped to internal .mycompany . com in the Site to Server
Mappings table.

6. Click Apply Changes at the top of the page. Perform the following steps in the
Cache Operations page:

a. Click Propagate to propagate changes to APPHOSTA4.
b. Click Restart to restart Web Caches on APPHOST3 and APPHOST4.

9.1.11 Configuring the Oracle Portal Schema in the Oracle Metadata Repository

Configure the Oracle Portal schema in the OracleAS Metadata Repository to send
host-independent invalidations. To do this, perform the following steps:

1. Login to APPHost1 and run the script
OH/portal/admin/plsqgl/wwc/cachhii.sql using SQL*Plus.

2. Specify on at the prompt to enable host-independent invalidations.

9.1.12 Validating the Completed Configuration

To verify that your configuration is complete and is working as expected, perform the
following steps:

1. Test access to Oracle AS Portal through the Load Balancing Router by completing
the following steps:

a. Access the OracleAS Portal home page at
http://internal .mycompany.com:7777/pls/portal.

b. Click the Portal login link.
c. Click some links in the portal.

d. Confirm that content is getting cached in OracleAS Web Cache. To do this,
access the OracleAS Web Cache Manager on APPHOSTS3 as described in
Oracle Application Server Web Cache Administrator’s Guide.

Under Monitoring, click Popular Requests. select Cached from the Filter
Objects drop-down list, and click Update. If you accessed Oracle Portal, you
will see portal content (For example, URLs that contain /pls/portal).

Perform some basic page edits in Oracle Portal, such as adding a portlet to a
page, and verify that the new content shows up. If the new content does not
display properly, or errors occur, OracleAS Web Cache invalidation is
misconfigured.

9.2 Upgrading Oracle Portal 10g Intranet-Internet setup to 11g
This section includes the following topics:
» Installing and Upgrading the External Middle Tier
s Post Upgrade Configuration of the External Middle tier
» Installing and Upgrading the First Internal Middle Tier on APPHOST3
»  Post Upgrade Configuration of the First Internal Middle Tier on APPHOST3
s Installing and Upgrading the Second Middle Tier on APPHOST4
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s Post Upgrade Configuration of the Second Internal Middle Tier on APPHOST4
= Validating the Configuration

9.2.1 Installing and Upgrading the External Middle Tier

Installing the External Middle Tier
To install the external middle tier, perform the following tasks:

1. Install WebLogic Server version 1034.
2. Install PS1S/W bits.

3. Install PS3 Sparse patch.
4

Open the vi portal-deployment-sequence.xml file located at MwW_
HOME/oracle_home/install/config/deploy.

Comment the following lines in the file as shown below:

<!-- <Deploy name="portalHelp" file="portal/jlib/portalHelp.ear"
description="Portal Help" stagingMode="nostage"/> -->

<!-- <Deploy name="portalHelp2" file="portal/jlib/portalHelp2.ear"
description="Portal Help 2" stagingMode="nostage"/>-->

5. Run ./config.sh which is located at MW_HOME/$ORACLE_HOME /bin.

Upgrading the Repository and External Middle Tier

You must use the Upgrade Assistant to upgrade the repository and external middle
tier. To upgrade the external middle tier and the required schemas and repository, see

Section 3.6, "Tusk 6: Use the Upgrade Assistant to Upgrade the Required Schemas and Middle

Tiers” in Oracle Fusion Middleware Upgrade Guide for Oracle Portal, Forms, Reports, and
Discoverer

9.2.2 Post Upgrade Configuration of the External Middle tier

After upgrading the repository and the middle tier, you must configure the middle
tier. The following configuration tasks must be performed:

1. Open the httpd. conf file located at MW_HOME/ instance_
name/config/0HS/ohs1. Edit the file as shown below:

NameVirtualHost*:7778
<VirtualHost*:7778>

ServerName portal.mycompany.com
#SecureHttps On

Port 443

UseCanonicalName On
RewriteEngine On

RewriteOptions inherit
</VirtualHost>

<VirtualHost*:7778>

ServerName apphostl.abc.oracle.com:7777
RewriteEngine On

RewriteOptions inherit
UseCanonicalName On

</VirtualHost>

2. Specify the Frontend host and port details.
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a. Log into the upgraded WebLogic console using the following URL:
http://apphostl.abc.oracle.com:7001/console

b. From the navigation panel on the left, navigate to Clusters and click Summary
of Clusters.

c. Select cluster_portal. The Settings for cluster_portal page is displayed.
d. Select the HTTP tab from the Configuration section.
e. Enter the following frontend host and port details:
Frontend Host: portal. mycompany.com
Frontend HTTP Port: 80
Frontend HTTPS Port: 443
f. Click Save. Click Activate Changes for the changes to take effect.

3. Restart WLS_PORTAL for the configuration changes to take effect. To restart WLS_
PORTAL, perform the following steps:

a. Logintohttp://apphostl.abc.oracle.com:7001/console.
b. Navigate to Servers and select the Control tab.
c. Select the WLS_PORTAL check box and click Shut down.
d. To restart WLS_PORTAL, select the WLS_PORTAL check box and click Start.
The WLS_PORTAL starts.
4. Open the portal_dads.conf file located at. Edit the file as shown below:

<Location /pls/portal>

SetHandler pls_handler

Order allow,deny

Allow from All

AllowOverride None

PlsqglDatabaseUsername portal

PlsglDatabasePassword CSFPassword

PlsglDatabaseConnectString
portalinfra.abc.oracle.com:1521:portaldb.abc.oracle.com ServiceNameFormat
PlsqglNLSLanguage AMERICAN_AMERICA.WE8IS08859P1
PlsglAuthenticationMode SingleSignOn

PlsglDocumentTablename portal.wwdoc_document
PlsglDocumentPath docs

PlsglDocumentProcedure portal.wwdoc_process.process_download
PlsglDefaultPage portal.home

PlsglPathAlias url

PlsglPathAliasProcedure portal.wwpth_api_alias.process_download
PlsglExclusionList "#None#"

PlsglCGIEnvironmentList "REQUEST PROTOCOL=HTTPS"
PlsglCGIEnvironmentList "SERVER_PORT=443"

</Location>

5. Create a database wallet and store the certificate of the load balancer in this wallet.
After storing the certificate inside the database wallet, it is also necessary to store
the location of the wallet within the Portal repository.

To achieve these tasks, perform all the steps in the following sections of Oracle
Portal Enterprise Deployment Guide:11.1.1.2:

s Create a Database Wallet
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s Import Certificate into Database Wallet
= Identify the Wallet to Portal

You must register the external middle tier with SSO. For information about
registering with SSO, see Oracle Portal Enterprise Deployment Guide:11.1.1.2.

Restart Web Tier (OHS and Web Cache).

Having made the above changes, the Web tier components must be restarted. This
can be achieved by issuing the following commands:

opmnctl stopall
opmnctl startall
Validate the configuration.

In order to validate the configuration, perform the following tests:

Test URL Result

Test Load Balancer https://myPortal. my REQUEST_
SSL Termination company.com/portal PROTOCOL value of

/pls/portal/owa_ HTTPS
util.print_cgi_env

Test Portal via Load  https://myPortal. my Portal home page

Balancer company.com/portal displayed
/pls/portal

Test Portal Login via  https://myPortal.my Should be able to log

Load Balancer company.com/portal in using account
/pls/portal orcladmin

9.2.3 Installing and Upgrading the First Internal Middle Tier on APPHOST3

Install the First Internal Middle Tier on APPHOST3
To install the internal middle tier on APPHOST3, perform the following tasks:

1.

2
3.
4

Install WebLogic Server version 1034.
Install PS1 S/W bits.
Install PS3 Sparse patch.

Open the vi portal-deployment-sequence.xml file located at MW_
HOME/oracle_home/install/config/deploy.

Comment the following lines in the file as shown below:

<!-- <Deploy name="portalHelp" file="portal/jlib/portalHelp.ear"
description="Portal Help" stagingMode="nostage"/> -->

<!-- <Deploy name="portalHelp2" file="portal/jlib/portalHelp2.ear"
description="Portal Help 2" stagingMode="nostage"/>-->

Connect to the database and change the version in the Portal schema as shown
below:

>sglplus portal/portaldb_portal@portaldb
sqgl> select version from wwc_version$;
sqgql> 11.1.1.4.0

Now change the version to 11.1.1.1.0 as shown below:

sgl> update wwc_version$ set version = '11.1.1.1.0';
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sgl> commit;
sqgl> select * from wwc_version$;
sgql> 11.1.1.1.0

6. Create Portlet schema using 11g RCU.

7. Run ./config.sh which is located at MW_HOME/$ORACLE_HOME /bin.

Upgrade the First Internal Middle Tier on APPHOST3

You must use the Upgrade Assistant to upgrade the internal middle tier on
APPHOSTS3. To upgrade the internal middle tier on APPHOSTS3, see Section 3.6, "Task 6:
Use the Upgrade Assistant to Upgrade the Required Schemas and Middle Tiers” in Oracle
Fusion Middleware Upgrade Guide for Oracle Portal, Forms, Reports, and Discoverer.

Note: The Repository is upgraded only for the external middle tier.
You need not upgrade the repository for the Internal middle tiers on
APPHOST3 and APPHOST4.

9.2.4 Post Upgrade Configuration of the First Internal Middle Tier on APPHOST3

After upgrading the internal middle tier, you must configure the middle tier. The
following configuration tasks must be performed:

1. Specify the Frontend host and port details.
a. Log into the upgraded WebLogic console using the following URL:
http://apphost3.abc.oracle.com:7001/console

b. From the navigation panel on the left, navigate to Clusters and click Summary
of Clusters.

c. Select cluster_portal. The Settings for cluster_portal page is displayed.
d. Select the HTTP tab from the Configuration section.
e. Enter the following frontend host and port details:

Frontend Host: internal. mycompany.com

Frontend HTTP Port: 7777

Click Save.

Note: Leave the Frontend HTTPS port field blank.

f. Restart WLS_PORTAL, for the changes to take effect, by performing the
following steps:

a. Log in to WebLogic console.
b. Navigate to Servers and select the Control tab.
c. Select the WLS_PORTAL check box and click Shut down.

To restart WLS_PORTAL, select the WLS_PORTAL check box and click
Start.

The WLS_PORTAL starts.

e
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2. You must register the internal middle tier on APPHOST3 with SSO. For
information about registering with SSO, see Oracle Portal Enterprise Deployment
Guide:11.1.1.2. Copy the generated osso . conf file to the following directory:

SORACLE_HOME/asinst_1/config/OHS/ohsl/osso.
3. Restart Web Tier (OHS and Web Cache).

Having made the above changes, the Web tier components must be restarted. This
can be achieved by issuing the following commands:

opmnctl stopall

opmnctl startall

9.2.5 Installing and Upgrading the Second Middle Tier on APPHOST4

After the first internal middle tier on APPHOSTS3 is installed and upgraded, you must
restore the portal version number to its original version number. To do