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Convention

Meaning

boldface

italic

monospace

Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.




What's New in This Guide

This preface introduces the new and changed features of WebCenter Sites 11g Release 1
(11.1.1.8.0) and other significant changes that are described in this guide, and provides
pointers to additional information. This preface also lists deprecated features.

New and Changed Features in 11g Release 1 (11.1.1.8.0)

WebCenter Sites 11g Release 1 (11.1.1.8.0) includes the following new and changed
features, described in this guide:

New and Changed Features

Updated Admin Interface. WebCenter Sites forms now offer an improved user
experience for administrators to create and manage data. This includes a
rearrangement of nodes on the administrative tree tabs for more intuitive
navigation.

WebCenter Sites Security Cryptography. This new feature provides for secure
server access to protect your system from internal or external security attacks.
All access is protected through cryptographic encryption of sensitive
information whether located in files or within the server itself. See Chapter 7,
"Implementing Security Using Cryptography and Encryption Key Storage."

Vanity URLs. This new feature supports short, readable, easy-to-control URLs
that typically either contain the name of, or describe the web page to which
they point. A vanity URL can be either auto-generated or created by a content
contributor in the WebCenter Sites Contributor interface. See Chapter 24,
"Configuring Vanity URLs."

WebCenter Content Integration. This new feature is a GUI-controlled
connector. Its function is to synchronize documents and digital assets (such as
images and videos) from WebCenter Content to WebCenter Sites, where they
are managed as native assets. See Part VII, "Oracle WebCenter Content
Integration" for more information.

Document Consolidation

This guide consolidates administrator's documentation that was once available in
separate books. Topics that have been added to this guide are the following;:

Part II, "Administering the Web Experience Management Framework"
describes WEM Framework administration through the WEM Admin
interface, which supports centralized application management and user
authorization. The WEM Framework is used to develop and integrate
applications with Oracle WebCenter Sites.
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- PartIII, "Administering Oracle WebCenter Sites: Community-Gadgets"
provides instructions on enabling the Community and Gadgets interfaces and
contains information about viewing the Community-Gadgets data that is
stored in the production and management caches.

- PartIV, "Administering the Oracle WebCenter Sites: Gadgets Application"
contains information about registering gadgets to the global catalog and site
gadget catalogs. It also contains instructions for managing registered gadgets.

- PartV, "Administering the Community Blog Module" provides administrators
with instructions for enabling content providers to use the Community Blogs
module to create blogs and modify their author profiles.

- Part VI, "Implementing Oracle WebCenter Sites: Site Capture" describes the
web application for downloading dynamically published websites. It shows
you how to navigate the Site Capture application and its file system to manage
crawl sessions and downloaded websites.

- Part VII, "Oracle WebCenter Content Integration"

Note: This part is new. It describes a new feature, WebCenter
Content Integration, and provides instructions for using this feature to
synchronize documents and digital assets (such as images and videos)
from WebCenter Content to WebCenter Sites, where they are
managed as native assets.

- Part VIII, "Implementing Oracle WebCenter Sites Content Integration Platform
for File Systems and Microsoft SharePoint" contains procedures for publishing
content to the Oracle WebCenter Sites web application from file systems and
Microsoft SharePoint.

- Part IX, "Implementing Oracle WebCenter Sites Content Integration Platform
for EMC Documentum" contains procedures for configuring and using the
platform to transfer content between Oracle WebCenter Sites and EMC
Documentum.

Deprecation Notice
The following features are deprecated in WebCenter Sites 11¢ Release 1 (11.1.1.8.0):
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SOAP-based web services. This feature is replaced by REST services.
Mirror publishing. This feature is replaced by RealTime publishing.
Static publishing
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WebCenter Sites DocLink



Part |

Administering WebCenter Sites

The Oracle Fusion Middleware WebCenter Sites Administrator's Guide describes all
facets of the administration of websites, from creation to delivery. The maintenance of
these websites, including creating and maintaining user roles, assets, and publishing is
detailed here.

Part I contains the following chapters:

s Chapter 1, "Overview"

s Chapter 2, "Administrator's Interface"

s Chapter 3, "Site Configuration Guidelines"

s Chapter 4, "Working with ACLs and Roles"

s Chapter 5, "Configuring Users, Profiles, and Attributes"
»  Chapter 6, "Setting Up External Security"

s Chapter 7, "Implementing Security Using Cryptography and Encryption Key
Storage"

»  Chapter 8, "Assembling Content Management Sites"

s Chapter 9, "Managing Access to Content Management Site Components"
= Chapter 10, "Creating and Managing Workflow Processes"

s Chapter 11, "Replicating Content Management Sites"

s Chapter 12, "Publishing with Oracle WebCenter Sites"

s Chapter 13, "The Approval System"

»  Chapter 14, "Various Topics in Export to Disk Publishing and the Approval
Process"

s Chapter 15, "The Export to Disk Publishing Process"

s Chapter 16, "The Mirror to Server Publishing Process"

s Chapter 17, "The Export Assets to XML Publishing Process"
s Chapter 18, "Additional Publishing Procedures"

s Chapter 19, "RealTime Publishing Overview"

s Chapter 20, "Configuring the RealTime Publishing Process"
s Chapter 21, "Working with RealTime Publishing Modes"

s Chapter 22, "On Demand Publishing and Asset Unapproval"
»  Chapter 23, "Configuring the User Interfaces"



Chapter 24, "Configuring Vanity URLs"

Chapter 25, "Configuring the Lucene Search Engine"

Chapter 26, "Revision Tracking"

Chapter 27, "inCache Framework"

Chapter 28, "inCache for Page Caching"

Chapter 29, "inCache for Asset Caching"

Chapter 30, "System Tools"

Chapter 31, "System Defaults"

Chapter 32, "System Data: WebCenter Sites Database"

Chapter 33, "Managing Users, Sites, and Roles in LDAP-Integrated Sites Systems"
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Overview

As the administrator, you will be working with Content Management (CM) sites
throughout your job, configuring the sites, replicating them, and managing their
day-to-day use. Because they are a critical part of your work, you need to understand
what CM sites are, and how they relate to the online site. This chapter provides an
overview.

This chapter also outlines the administrator's job in the Oracle WebCenter Sites
environment and offers guidelines for planning configuration tasks.

This chapter contains the following sections:

s Section 1.1, "Introduction”

s Section 1.2, "Online Sites"

s Section 1.3, "CM Sites"

= Section 1.6, "Content Management Models"

m  Section 1.7, "Oracle WebCenter Sites Environment"
s Section 1.8, "Administrator's Job"

s Section 1.9, "The Focus of This Guide"

= Section 1.10, "Administrator's Prerequisites"

Note: The following features are deprecated in WebCenter Sites 11g
Release 1 (11.1.1.8.0): Sites Desktop, Sites DocLink.

1.1 Introduction

As the Oracle WebCenter Sites administrator, your job is to build the foundation of
your online site, specifically, its back end. The back end itself is a site (or set of sites) in
the Oracle WebCenter Sites installation—a site where business users work to create
their electronic assets, manage them, and deploy them to their audiences. Building the
back end involves configuring the business users, linking them to content-entry forms
as well as other authoring tools, and providing the users with publishing and delivery
systems for serving the online site to browsers.

When the back end is configured, its users log on and fill in content-entry forms. The
content they enter is then saved to tables in the Oracle WebCenter Sites database.
When ready for delivery, the content is drawn programmatically from the database
tables, formatted, and served to browsers as the online site. Figure 1-2, "Component
Website and Relations" and Figure 1-2, "Component Website and Relations" illustrate
the process flow, using a Mirror to Server publishing scenario.
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In our scenario, Figure 1-1, "CM Site" depicts the smallest unit that can function as a
back end: a user who has permissions to write to the Oracle WebCenter Sites database
and to invoke the publishing-delivery systems. This unit, Oracle WebCenter Sites
defines as a CM site. Oracle WebCenter Sites imposes no limit on the number of CM
sites that you can configure for the back end of the online site, or the number of ways
in which the sites can be configured.

Throughout your job as the Oracle WebCenter Sites administrator, you will be working
with CM sites—configuring them, replicating them, and managing their day-to-day
use. Because they are a critical part of your work, you need to understand how CM
sites are defined, how they must be configured, and how they relate to the online site.
This chapter provides an overview.

1.2 Online Sites

Although most Internet users don't need a definition of "online site," it is important to
describe what an online site powered by Oracle WebCenter Sites is. Later in this
chapter, we explain how online sites can be modeled by CM sites.

A WebCenter Sites-powered online site is the set of pages that an organization displays
to its target audience of customers, clients, and casual visitors via Oracle WebCenter
Sites. The online site can be accessible to the general public or it can be a
password-protected site. It can also be a completely exclusive site, such as a corporate
network or departmental network, operating strictly within the private domain.

Regardless of its nature, an online site originates from either a single CM site, or many
CM sites, depending on which model you choose. Throughout our product guides, we
use the term "online site" generically to refer to websites.

This content was created by a user populating one of the content-entry forms below.
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Figure 1-1 CM Site
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This online site, a single page, was created from the asset shown in Figure 1-1.
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Figure 1-2 Component Website and Relations
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Today marked the start of the winter season for Nevada's newest ski resort Ice Point, The
opening signifies that every Nevada ski and snowboard resort is open for the season. Afresh
blanket of snow during the past 24 hours added three to ten inches to resort snow totals. This
snowfall, in addition to the pastweekend's storm cycle, has created wonderful conditions for
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chance of snowfall occurring early next week
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1.3 CM Sites

A CM site is a content management unit within Oracle WebCenter Sites. It is the source
of content for the online site and can represent either an entire online site or one of its
sections.

Note: From this point forward, when the term "site" is used without
a qualifier, it means "CM site."

A site is an object that you must configure in order to first define the authors and
managers of the online site, and then provide them with the permissions and content
management tools they will need: content-entry forms, content-rendering templates,
workflow processes, start menu items, publishing methods, and a delivery system.
The process of configuring a site involves creating not only the site components, but
also associating the components with each other. Making the associations defines a
site, similar to the one shown in Figure 1-3.

Figure 1-3 User Roles and ACLs

Asset Type

(database
table)

Sites Interface

The site is identified by a name (also configured by the administrator), stored in Oracle
WebCenter Sites' database, and listed in authorized users' interfaces. Users with the
correct roles have access to the site. Within the site, roles manage the users' access to
specific functions (such as a Start Menu Item) in the Oracle WebCenter Sites interface.
ACLs manage the user's permissions to content (database tables). Through the
interface functions (made accessible by roles), the user is able to actuate his
permissions (as defined in the ACLs), and therefore operate on the database tables in
order to author and manage specific types of content.
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A Oracle WebCenter Sites system typically has many such sites, each one unique in its
function and composition. When users log in to Oracle WebCenter Sites, they must
also select a site where they will work. The site can be independent of other sites, or it
can share assets with other sites, providing that the sites have a common set of users.

Note: In this release, Oracle WebCenter Sites offers a site-replication
utility called Site Launcher that speeds up the site creation process.
Instead of creating sites from scratch, you can replicate established
sites as necessary, modify the replicates, and spin them off as new sites
in the Oracle WebCenter Sites environment.

1.4 Configuration Components

Configuring a site involves using Oracle WebCenter Sites' administrator interface to
access a system-wide configuration pool, select (or create) components that will make
up the site, and associate the components with each other so they can function
together to produce either the online site or one of its sections.

Table 1-1, " Site Components" lists site components, most of which are required. The
optional components vary according to business needs and user preferences. Whereas
developers are responsible for the code-based components, the administrator is
responsible for all other components.

Site components are generally complex constructs, especially the data model. They are
described in the sections that follow. Data modeling is described in detail in the Oracle
Fusion Middleware WebCenter Sites Developer’s Guide.

Table 1-1 Site Components

Component Required Created by See page ...
CM site definition Yes WebCenter Sites administrator 6

Data model Yes Developers 7

Users Yes WebCenter Sites administrator 7

Roles Yes WebCenter Sites administrator 9

Start menu items Yes WebCenter Sites or its 11

administrator

Workflow processes No WebCenter Sites administrator 12
Publishing system Yes WebCenter Sites administrator 12

User interface options No WebCenter Sites administrator 12

This section contains the following topics:

m Section 1.4.1, "CM Site Definition"

m  Section 1.4.2, "Data Model"

m  Section 1.4.3, "Users and Their Table-Level Permissions"
s Section 1.4.4, "Roles"

s Section 1.4.5, "Start Menus"

m  Section 1.4.6, "Workflow Processes"

= Section 1.4.7, "Publishing System"

1-6 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



Configuration Components

s Section 1.4.8, "User Interface Options"

1.4.1 CM Site Definition

A CM site definition is one of the components of a CM site. It consists of a site name
and optionally a description, both specified by the administrator. The site name can
represent an online site, a business topic, the work of a department, or yet another
type of content. In any case, the site name establishes a business theme that users in
the site are responsible for developing and maintaining.

When you specify a site name, Oracle WebCenter Sites creates a node to represent the
site in its interface. It also appends several default sub-nodes for linking components
to the site: an Asset Types sub-node for linking the data model to the site, a Users
sub-node for linking users to the site, and two other nodes for enabling the optional
user interfaces Desktop and DocLink. Descriptions of these components are given in
the next sections.

For content providers, the site is a visibility control mechanism. The site provides
authorized users access to certain content in the Oracle WebCenter Sites installation.
When a site is properly configured, its name is displayed in the content providers'
interfaces, allowing the content providers to select the site and navigate within it
according to their roles and permissions.

1.4.2 Data Model

The data model is a component of a site. It comprises a set of asset types (database
tables) and asset type definitions, coded by developers for content providers' use. To
help developers equip content providers with the broadest possible set of content
management options, Oracle WebCenter Sites supports three kinds of asset types.

= Content asset types, which are structured repositories for content and by design
reflect the business theme established by the site definition. For example, if you
defined a site named "Social Events," suitable content asset types could be
"Selected Moments in History," "The 20th Century's Greatest Events," and so on,
since they pertain to the theme suggested by the site name.

From asset types, developers code asset type definitions. These are expressed in
the WebCenter Sites interface as content-entry forms (such as the one in

Figure 1-1, "CM Site"), whose fields prompt users for information that will be
delivered to the online site (or reserved for internal use, if necessary). The set of
fields defines the asset type; users' field entries define the asset (an instance of the
asset type).

= Design asset types, which are used by developers to code template assets, which
render the content assets. (We distinguish template assets from content assets in
order to distinguish presentation code from content.)

= Management asset types, which are also used by developers to create tools such as
simple searches and database queries that help content providers manage their
content.

Ordinarily, developers test the asset types they create and pass them on to you so that
you can link them to the site definition (through the Asset Types node) and complete
another step in the site configuration process
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Note: Oracle WebCenter Sites provides a number of default asset
types and allows developers to create their own. The asset types, their
definitions, and the assets themselves are stored in the Oracle
WebCenter Sites database as tables or table entries, and loosely
referred to as content in this guide.

For information about data modeling, see the Oracle Fusion Middleware
WebCenter Sites Developer’s Guide. We recommend that administrators
read the guide to gain a basic understanding of asset types.

1.4.3 Users and Their Table-Level Permissions

Users are site components. In this guide, they are often referred to as content
providers—people who use the developers' data model to author and manage content.

Content providers are the subject matter experts. They can be:
= Authors of online content. Copywriters and designers would fall into this group.

s Reviewers, who examine and edit the content that other users submit to them in
order to ensure its quality. Examples of content reviewers include editors and art
directors who review and modify the copy and designs that are submitted to them.

= Content publishers, who ensure that content is ready to be delivered to the online
site, and approve the content for delivery. An editor-in-chief could be a content
publisher.

= Content managers, who oversee the authoring, review, and publishing processes.

Each content provider must be identified to Oracle WebCenter Sites through a user
account, which consists of a user name, a password, and Access Control Lists (ACLs),
the foundation of Oracle WebCenter Sites' security system.

An ACL is a set of permissions to database tables. The permissions (such as read and
write) are granted when the same ACL is assigned to both the table and the user. If no
ACLs are common to a table and a user, the user has no permissions to the table.

For example, the system table named SystemUsers contains user account information.
The table is assigned three ACLs: SiteGod, UserReader, and UserEditor. If a user is
assigned one of the ACLs—UserReader, in our example—he can read the table. If the
same user is assigned a second ACL—UserEditor—he can also edit the table. If the
user is not assigned any of the ACLSs, he has no permissions to the table.

Be aware, that while ACLs give the user permissions to operate on tables, they do not
give the user the means to operate on the tables. For example, in our preceding
scenario, the user's permissions to read and edit the table translate into permissions to
use the View and Edit functions in the Oracle WebCenter Sites interface. However, the
functions are hidden from the user, unless the same roles are assigned to both the user
and the functions. For information about roles, see Section 1.4.4, "Roles."
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1.4.4 Roles

Figure 1-4 User ACLs
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In general, Oracle WebCenter Sites uses ACLs at two levels:

= At the system security level, to provide authentication functionality and therefore
prevent hackers from entering the Oracle WebCenter Sites environment.

= At the interface level, to control users' permissions to database tables and,
therefore, control the ability to use (but not view) interface functions through
which the permissions are actuated.

Oracle WebCenter Sites provides a number of default system ACLs and pre-assigns
them to system tables. You can re-use the ACLs, or configure your own and assign
them to custom tables, as necessary. For more information about ACLs, see Chapter 4,
"Working with ACLs and Roles" and Chapter 31, "System Defaults."

Whereas ACLs give the user permission to operate on database tables, roles give the
user the means to operate on database tables. Roles determine whether the user has
access to a site, and whether interface functions, such as Edit, Delete, and Start
Workflow are exposed in the user's interface. If the functions are hidden, the user's
permissions to database tables (as specified in the ACLs) cannot be actuated, leaving
the user unable to operate on the tables. Roles also define groups of users, such as
authors and editors. They are used to describe the groups' permissions (and therefore
the users' permissions) to sites, the sites' content, to collateral (such as start menus for
creating and locating content), and to workflow processes.

Roles are implemented in the same way as ACLs; that is, for a function to be displayed
in the user's interface, the function and the user must be assigned the same role. To
illustrate, we continue our previous scenario, where a user is given editorial
permissions to the SystemUser table through the UserReader and UserEditor ACLs. To
exercise those permissions, the user needs access to the Edit function in the Oracle
WebCenter Sites interface. Edit is located in the Admin tab. To view the Admin tab,
however, the user must be assigned the same role as the tab. By default, the tab is
assigned the General Admin role; the same role must also be assigned to the user.
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Figure 1-5 User Roles
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To summarize, the user gains full access to the database table only when he is assigned
the ACLs of the table, and the role of the Admin tab. In practice, as in our scenario,
roles and ACLs must be compatibly assigned—role assignments must support the
permissions that are granted by ACL assignments.

Figure 1-6 User Roles and ACLs
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In addition to displaying interface functions to site users, roles provide a way of
grouping users according to their responsibilities on the site. Users with similar
responsibilities can be assigned the same role(s). For example, administrative users
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need access to the Admin tab. All the administrators can be assigned the
GeneralAdmin role and thereby be given access to the Admin tab.

Oracle WebCenter Sites defines several default system roles, all of which are
pre-assigned to various functions in the Sites interface. Oracle WebCenter Sites also
allows you to configure and assign your own roles. When choosing role names,
consider the responsibilities of the users on the site and select the role names
accordingly. Note that unlike ACLs (which are mapped to database tables), roles are
mapped to sites and functions on the sites (which means that roles must be assigned
on a per-user, per-site basis)

Note: Unlike ACLs, roles are exposed to content providers for
enlisting other content providers into workflow processes.

1.4.5 Start Menus

A start menu is a site component. Items on the menu provide a way of coupling a user
with the asset types he is to work with on the site. The coupling is accomplished by
means of roles.

Oracle WebCenter Sites defines several start menus: New, which allows the user to
create assets on the site; Search, which allows the user to look for and edit assets on the
site; start menus for Sites Desktop, which enables Microsoft Word as an alternative
interface to WebCenter Sites content-entry forms; and start menus for Sites DocLink
which enables the document management interface.

A start menu item specifies:

»  The site(s) to which the start menu item applies

»  The asset type that users on the sites can work with

= The roles that are allowed to create or search for assets of those types
»  The workflow processes (if any) in which the roles can participate

In other words, a start menu item determines which roles can create and search for
assets of a specific type on a site, and which workflow processes the roles can
participate in.

Oracle WebCenter Sites creates start menu items automatically and gives you the
option to configure your own.

1.4.6 Workflow Processes

Workflow processes are optional constructs, mandated only by business needs, and
used to regulate collaborations among content providers.

A workflow process enlists qualified users with complementary expertise to perform a
sequence of operations that starts with the creation of a content asset, continues with
review of the asset, and culminates in approval of the asset. Once approved, the asset
is published to the delivery system by one of the users and finally, delivered as content
to the online site.

Once workflows are configured, they can be specified in start menu items as processes
that automatically begin the moment newly created assets are saved. Workflow
processes can also be omitted from start menu items, to be invoked by users as
necessary. For more information about workflow processes, see Chapter 10, "Creating
and Managing Workflow Processes."
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1.4.7 Publishing System

The publishing system is a site component. The publishing system gives users the
means to migrate sites and their content from one system to another. The publishing
methods that can be configured are: RealTime, Mirror to Server, Export to Disk, and
export to XML. The structure of the site (that is, the database schema) is migrated by
means of either the Mirror to Server or the RealTime publishing method. The content
itself can be published at the administrator's discretion.

1.4.8 User Interface Options

Oracle WebCenter Sites supports a number of optional interfaces through which users
can interact with content:

s Oracle WebCenter Sites Desktop (Sites Desktop), which provides users with the
familiar Microsoft Word interface as an alternative to the content-entry forms that
are native to Oracle WebCenter Sites. Users can create their content in MS-Word
documents, import the Word documents as assets into the Sites database, and from
there, recall and edit the documents.

Note that Sites Desktop requires the content in Word documents to be structured.
For example, when using Oracle WebCenter Sites Desktop to author content, the
user opens a Word document, enters content, and structures the content by
tagging it with the same field names as defined in the equivalent content-entry
form. The tagging utility is embedded in the Word interface, and the selection of
fields is determined by the administrator. When the Word document is saved, the
content in its fields is parsed to the appropriate database table(s).

= Oracle WebCenter Sites DocLink (Sites DocLink), which supports unstructured
content in the flex asset family.

Sites DocLink provides a drag-and-drop interface for uploading and downloading
unstructured content—documents, graphics, or other single binary files that are
managed as flex assets. Sites DocLink also presents the hierarchical structure of
any flex asset family in the Oracle WebCenter Sites database as folders and files in
the Windows Explorer application.

= Web Mode of the Contributor interface, which supports the editing of content
directly on the rendered page. Regular Oracle WebCenter Sites users can make
quick edits in context, while infrequent users can accomplish their work without
having to learn the Oracle WebCenter Sites interface.

1.5 Summary

It is important to understand that the components of a site are not site-specific; the
associations among them are.

Site components are constructs that either exist or must be created in a system-wide
pool. From this pool, you select the components that must interact with each other in
order to create a site; you then associate the components with each other, and assign
them a site name. Because the components are system-wide, they are
re-usable—components that are used to create one site can be used to build other sites.

Note that to content providers, site components appear to be site-specific. However,
any assets that content providers create on the site are indeed specific to that site. The
assets can be copied to other sites, or shared among them.

The options of sharing and copying site components play an important role in the
modeling and replication of online sites, as explained in Section 1.6, "Content
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Management Models."

1.6 Content Management Models

As the administrator, one of your biggest decisions, whether you make it alone or with
collaborators, is how to model the online site in the Oracle WebCenter Sites interface:
as a single site or a set of sites. Which content management model you choose depends
largely on the size of your online site and the nature of its content.

This section contains the following topics:
s Section 1.6.1, "1:1 Model"
s Section 1.6.2, "1:n Model"
s Section 1.6.3, "x:n Model"

1.6.1 1:1 Model

The 1:1 model maps the online site directly to a single CM site. The CM site is the sole
source of the online site.

Figure 1-7 1:1 Model

Dnline Site

A
|

Ch site

The 1:1 model works efficiently for small online sites, where content tends to be
limited, uniform, and managed by few users. For enterprise-level sites, however, pages
often number in the millions and differ significantly in subject matter, content,
presentation, and scope. Organizing large sites requires a model that can handle the
complexities of the task.

1.6.2 1:n Model

The 1:n model maps the online site to multiple CM sites. Each section of the online
site, whether logical or physical, maps to a certain CM site as its source. The CM sites
can function independently of each other or overlap each other by sharing components
and content.
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Figure 1-8 1:n Model

Cnline Site
CM site 1 CM site 2 Ch site n

For example, in a certain catalog site, content contributors who enter data about
household goods never enter data about yard goods, so two separate sites are used to
represent household goods and yard goods. Similarly, in a publication site where
writers work independently of each other, the sports writers have a site that represents
the sports news section, while the financial writers have a separate site that represents
the financial news section. In each design, two sites contribute to one online site.

In a 1:n model, each site is unique; it has its own content types, templates, content
providers, roles, workflow processes, and publishing mechanisms. Each site is the
source of content for its corresponding online section.

When using a 1: n model, administrators have the option to configure sites to be
independent of each other or to overlap each other by sharing components and
content. An independent model works well when certain content needs to be
segregated from other content. For example, the content is sensitive and must be
handled only by certain content providers; or the content is so dissimilar that it needs
to be handled by different specialists.

Overlapping sites, on the other hand, are used to support collaborations among
remotely related content providers, such as those residing in different departments, or
business units.

For example, consider the following scenario. A growing e-business specializing in
mountain climbing disseminates mountain-climbing news and publishes a
photograph album. It also sells gear and answers FAQs. The online site is clearly
segmented into four sections: news, photos, gear, and FAQs. On many occasions,
however, the news and photo sections share photographic content. In this scenario,
one of your options is to create four sites: news, photos, gear, and FAQs such that news
and photos share content. (Another one of your options is to create three independent
sites: one for news and photos, one for gear, and one for FAQs.)

1.6.3 x:n Model

The x:n model maps multiple online sites to multiple CM sites. Of the three
possibilities, this model is the most complex, but offers the greatest advantage to
enterprise-level e-businesses.

In this model, content assets are localized on a given site, while the design and
management assets are configured on separate sites from which they are shared to all
other sites. This type of design allows the administrator to separate content from
presentation and business logic.
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Note: To help administrators and other users understand sites and
their relation to the online site, Oracle WebCenter Sites provides
sample sites named avisports and FirstSitell. Each sample site maps
1:1 to its online site. If the sample sites are installed, you can log in to
the sites by following the login procedure in Chapter 2,
"Administrator's Interface".

Figure 1-9 x:n Model

Online Site 1 Online Site 2 Online Site x
Chsite 1 ---------- Chosite 2 --------- CM site n
[content (design (management
assets) assets) assets)

1.7 Oracle WebCenter Sites Environment

Site configuration is a collaborative process that takes place in a Oracle WebCenter
Sites environment rather than an isolated Oracle WebCenter Sites system. An
enterprise-level environment typically consists of four different WebCenter
Sites-powered systems: development, management, delivery, and testing, as

Figure 1-10, "Oracle WebCenter Sites Environment" shows. Each system runs on its
own database and at some point interacts with the other systems. One of the systems,
testing, is an optional system that large organizations typically install for increased
quality assurance.

As the administrator, you will work with all of the systems at one time or another.
Your collaborators are developers, who work exclusively at the development system
with you and with users whom you appoint as collaborators. This section summarizes
the possible systems and your function in each of them.
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Figure 1-10 Oracle WebCenter Sites Environment
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Note: The names of the systems in your WebCenter Sites
environment might vary from the names used in this guide. Generally,
the management system is also called staging; the delivery system is
also called production; and the testing system is also called QA or QA
testing.

s The development system is responsible for planning and creating the framework
of the online site: the data model that will be used by the CM sites and the data
presentation templates.

» The management system is the staging area, responsible for configuring site
components (other than the data model), assembling the components (including
the data model) into sites, making the sites available to users, and managing users'
day-to-day activities on the sites. The users' responsibility is to develop and
manage content for delivery to the online site.

»  The delivery system is the production area, which receives content for the online
site from the management system and serves it to the target audience.

»  The testing system is where QA tests both the management and delivery systems,
and the online site itself before its launch. When the testing system is absent, the
development system doubles as the testing system.

The rest of this chapter describes your collaborators, your planning strategies, and
your functions at each of the systems.

1.8 Administrator's Job

This section contains the following topics:
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= Section 1.8.1, "Collaborating'
= Section 1.8.2, "Planning"
= Section 1.8.3, "Development"

= Section 1.8.4, "Implementation”

1.8.1 Collaborating

Before development begins you typically collaborate with a team comprising many
different specialists:

= Site designers

= XML and JSP developers

= Java application developers

= Database administrators

= System network administrators

= Marketers and advertising staff

= Business managers

= Product managers, if you are developing a commerce site
= Content providers

The job of the team is to establish functional requirements and design specifications for
the management and delivery systems:

= DPage design

s Caching strategy

= Security strategy

s Format vs. content

= Data model

= Content management model

Much of the preceding information is outlined in the Oracle Fusion Middleware
WebCenter Sites Developer’s Guide. The information presented in this guide is in the
context of the administrator's job.

1.8.2 Planning

Planning is critical, as the decisions that you and your collaborators make will
determine how developers will code system security, the data model, and the delivery
system. Your job, in particular, concerns the management system, as described below.

During the planning stage, your job is to establish with collaborators (mostly business
managers) the requirements and design of the management system, and relay the
information to developers. Items to consider are listed below. The list is not meant to
be exhaustive, but to help you start gathering and organizing information that is most
critical to a successful start of the development cycle.

= Content management model

—  Determine which of the models (1:1, n:1, and x:n) is most appropriate for your
operation
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—  Determine which content assets must be shared and which must copied. Do
the same for template assets.

Site replication

Determine whether you will be replicating sites. If so, you must configure the
source sites to conform to the requirements that are set by the replication process.

Developers must know your decision in order to code correctly. For example, if
sites are to be replicated, the names of templates that will be copied to the new
sites must not be hard-coded.

Data modeling

— What types of assets should be created

—  Which asset types should use revision tracking

—  Which users must have access to which asset types? on which sites?
— What types of templates need to be created by developers

User management methods

In addition to its native user manager, Oracle WebCenter Sites supports LDAP
plug-ins, both hierarchical and flat-schema. Determine which method is
appropriate for your environment. (Procedures in this guide use Oracle
WebCenter Sites' native user manager system throughout.)

User management models

Determine the following;:

- How many users are needed

- Who the users are

- What permissions the users must be given to the database tables:

- Which system ACLs the users must be assigned (without ACLs, no user
accounts can be created).

—  Whether custom ACLs need to be created.

(Note that you may also need to create ACLs to assign to visitors of the
online site in order to restrict them from accessing certain database tables.)

- How many roles are needed

—  What types of roles are needed (writers, editors, illustrators). Make sure
that the roles are compatible with the users' ACLs.

— To which users the roles should be assigned.
Workflow processes

Workflow processes can be optionally attached to asset types to ensure that newly
created assets of those types are automatically engaged in workflow.

- Should workflow be implemented

- If so, which asset types need workflow processes

- How must the workflow processes be designed

—  Which users and roles need to participate in the workflow processes
Publishing system options

- Which type of publishing needs to be configured
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—  Whether publishing schedules need to be approved
= User interface options

Determine which interfaces the users will need:

—  Contributor (Web Mode and Form Mode)

— Admin

-  WEM Admin

—  Sites Desktop

— DocLink

Use both this book and the Oracle Fusion Middleware WebCenter Sites Developer’s Guide
to help you make these decisions.

1.8.3 Development

When the specifications of the online and sites are established, you are ready to begin
your work. As the Oracle WebCenter Sites administrator, you will be working on all
systems in the WebCenter Sites environment during the development stage. (Once the
online site is running, however, you will spend most of your time at the management
system, a smaller fraction at the delivery system, and perhaps none at all at the
development system.)

At each system, you have a specific set of jobs. While developers are responsible for
the data model and other code-based components, you are responsible for all other
aspects.

This section contains the following topics:

= Section 1.8.3.1, "At the Development System"
»  Section 1.8.3.2, "At the Management System"
= Section 1.8.3.3, "At the Delivery System"

»  Section 1.8.3.4, "At the Testing System"

1.8.3.1 At the Development System

The development system is where coding takes place.

= Your job is to provide developers with the specifications of the management
system and to assist with content management operations, such as creating sites.

s The developers' job is to:

— Create sites with the same names as those that will be used on the
management system

— Code the data model (bearing in mind site-replication requirements:
- Content asset types
- Design asset types
- Management asset types

- Create sample assets of each type.

- Test the data model.

— Code templates and, in general, the framework of the online site.
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Once the data model is complete and tested to the satisfaction of all collaborators,
developers migrate the code to the management system

Note: In your WebCenter Sites environment, developers might
choose to not migrate the data model, but to re-create the data model
on the management system.

Note that once development is complete, the development system continues to
operate. One of its ongoing functions is to revise the data model in response to the
evolving needs of online site visitors, content providers, and administrators.

1.8.3.2 At the Management System

Configuration tasks that require no coding are typically completed at the management
system. Here, your administrative work is not collaborative unless you choose to make
it so. For example, because no data modeling or coding takes place at the management
system, you have no need for assistance from developers. However, you can appoint
developers (or other users) to be the site or workflow administrators, to manage
specific sites or workflow processes for the system

Note: On occasion, you will need help from developers; for example,
you might want to add custom functionality to the tree tabs in Oracle
WebCenter Sites' interface.

At the management system, your job is the following:

s Create the sites

Note: In this release of Oracle WebCenter Sites, you can quickly spin
off new sites by using the Site Launcher feature to replicate source
sites. You can then modify the replicates as necessary. For information
about site replication and selecting or creating the appropriate source
sites, see Chapter 11, "Replicating Content Management Sites."

= Configure the users
—  Create their ACLs in Oracle WebCenter Sites, as necessary

- Create user accounts, either through Oracle WebCenter Sites, or external user
managers, such as LDAP plug-ins

— Create roles in Oracle WebCenter Sites, as necessary

- Assign users their roles for each site
= Assemble the sites by

- Associating the users with the sites

- Associating the correct asset types and publishing system with the sites
=  Enable the users by

- Assigning users their roles for each site

- Using roles to associate users and asset types with start menu items

- Using roles to associate users with interface functions such as tree tabs
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— Creating tree tabs, as necessary
s Create and manage workflows
= Enable revision tracking
s Configure site and workflow administrators, as necessary
s Configure the publishing process

s Configure the users' interfaces, as necessary

1.8.3.3 At the Delivery System

The delivery system is configured by developers and typically does not involve an
administrator until the system is ready for use. For Mirror to Server and RealTime
delivery, the delivery system is the entire Oracle WebCenter Sites installation. For
Export to Disk and Export to XML delivery, the delivery system is simply the web
server component of the Oracle WebCenter Sites installation.

1.8.3.4 At the Testing System

The testing system is where QA analysts test the performance of both the management
system and the delivery system, as well as the online site itself before its launch. If the
testing system is absent, the development system doubles as the testing system.
Ordinarily, you are not involved in testing.

1.8.4 Implementation

When the management and delivery systems are in use and the online site is running,
you work almost exclusively at the management system, where you:

= Manage the users
- Adjust their permissions to database tables
- Add, delete, and re-organize users
— Create workflows
— Configure the users' interfaces
= Manage the publishing system

= And otherwise respond to the needs of online site visitors, content providers, and
the e-business

1.9 The Focus of This Guide

This guide focuses on the configuration tasks that you complete at the management
system during the development stage, as described in Section 1.8.3, "Development.” It
is assumed that the data model resides on the management system by the time you
begin your configuration tasks.

1.10 Administrator's Prerequisites

To function in the jobs that were described in the previous section, you must be
equipped with a certain amount of information. This section summarizes the
information you need to know or be familiar with.

s Technical aspects of content management
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Although you are not required to have a specific technical knowledge of
programming and system architecture, a basic knowledge of the following is
desirable:

- Java
- JSPs
— Publishing
- Databases and database management
- Browsers
= Your collaborators

For detailed information, see Section 1.8.1, "Collaborating" and the Oracle Fusion
Middleware WebCenter Sites Developer’s Guide.

= Online site specifications

Online site specifications are typically prepared by site designers or the corporate
communications department to define the site's audience, the site's size, its
message and goals, the nature of the content, and the presentation style. Having
an understanding of the online site will help you model the online site, plan sites,
and collaborate efficiently with developers.

s The Oracle WebCenter Sites environment

As the Oracle WebCenter Sites administrator, you can work with up to four
different systems: development, management, delivery, and testing. Make sure
you have a good understanding of the systems and your function at each of them.
For detailed information, refer to the sections Section 1.7, "Oracle WebCenter Sites
Environment," Section 1.8, "Administrator's Job," and the Oracle Fusion Middleware
WebCenter Sites Developer’s Guide.

s Oracle WebCenter Sites' administrative interface and system defaults

The administrative interface provides you with site configuration tools, and access
to system defaults such as ACLs, roles, and asset types. For information about the

administrator interface, see Chapter 2, "Administrator's Interface.” For information
about system defaults, see Chapter 31, "System Defaults" and Chapter 32, "System
Data: WebCenter Sites Database."

1-22 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



2

Administrator's Interface

Oracle WebCenter Sites defines three kinds of administrators, each with a different
range of administrative rights. This chapter summarizes the administrators and shows
you how to log in to Oracle WebCenter Sites as the general administrator. It describes
the administrator's interface, its tabs, the nodes within the tabs that allow you to
manage sites, and important system defaults that are accessible either from the
interface or the back end.

This chapter contains the following sections:

= Section 2.1, "Types of WebCenter Sites Administrators"

»  Section 2.2, "Logging in to the Administrator's Interface"
s Section 2.3, "Administrator Tabs"

s Section 2.4, "Non-Administrative Tabs"

»  Section 2.5, "System Defaults"

= Section 2.6, "Sample Sites"

2.1 Types of WehCenter Sites Administrators
Oracle WebCenter Sites defines three types of administrators:
s The general administrator, for whom this guide is written.

The general administrator typically manages all systems in the WebCenter Sites
environment and therefore has unrestricted access to each system's interfaces. The
jobs of the general administrator at each system are outlined in Chapter 1,
"Overview."

= Site administrators, who administrate only certain sites on the management
system.

s Workflow administrators, who create workflow processes on the management
system

Each administrator is given permissions to relevant parts of the WebCenter Sites
interface.

Procedures in this guide are specific to the general administrator. Whenever steps can
be executed by the site or workflow administrators, this guide indicates which steps.

Finally, this guide is not restricted to any particular system in the WebCenter Sites
environment. The concepts and procedures it contains are valid at all systems in the
WebCenter Sites environment.
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Note: As this guide is written for the general administrator, the word
"you," whenever it is used, refers strictly to the general administrator.

2.2 Logging in to the Administrator's Interface

This section shows you how to log in to Oracle WebCenter Sites as the general
administrator.

Note: If you are not the general administrator and need to log in as a
site administrator or workflow administrator, obtain your user name
and password from the general administrator before following the
steps below. Also bear in mind that because your permissions to the
Oracle WebCenter Sites interfaces are limited by your role, only
certain parts of this guide are relevant to you.

To log in to Oracle WebCenter Sites as the general administrator
1. Open your browser.

2. Set your browser so that it checks for newer versions of stored pages with every
visit to the page.

3. Navigate to the following URL:
http://<server>:<port>/<context>/login

where <server> is the host name or IP address of the machine running Oracle
WebCenter Sites, <port> is the port number for the server, and <context> is the
context path of the Oracle WebCenter Sites web application. Depending on how
the system was set up, you might also need to include the port number. The
system can be development, management, delivery, testing, or another system in
your WebCenter Sites environment.

Oracle WebCenter Sites displays the following login dialog:

Figure 2—1 Login Dialog

ORACLE" WehCenter Sites Version: 11gR1

Secure User Login

Username |

ORACLE

Password

Forgot password?
Login

O remember me
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4. Enter your user name and password

Note: If you are the general administrator of a new installation that
had no previous administrator, log in as the default system user, with
user name fwadmin and password xceladmin and then immediately
change the password. For instructions on changing your password,
follow the procedure in Section 5.4.1, "Creating a New User."

Because you have logged on as the default administrator, your user
name has the xceladmin ACL (Access Control List) assigned to it, in
addition to being a part of the REST_Admin security group. See
Chapter 5, "Configuring Users, Profiles, and Attributes" for
information about user accounts and their ACLs.

If you create any other general administrators, they must have the
xceladmin ACL assigned to them, and they must be part of the REST_
Admin security group.

5. Click Login.

6. WebCenter Sites responds according to the number of sites that have been created
in its interface. To continue, complete one of the following steps:

If no sites have been created, you must log in to the AdminSite, which will be
listed in the drop-down list. (Note that the situation of no sites is rare. Most
new installations run the sample sites that are provided with Oracle
WebCenter Sites.) Continue with step 7.

If one site has been created, you still need to select the site from the list to log
in to that site. Continue with step 7.

If two or more sites have been created, they are listed in your WebCenter Sites
interface, along with the sample sites that your installation engineer has
elected to install. Select the site that you want to work on. Continue with step
7.

7. Once a site is selected, you will see two icons appear. The left icon is to log in to
the Admin interface, and the right icon is to log in to the Contributor interface.
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Figure 2-2 Login Dialog

ORACLE WebCenter Sites Version: 11gR1

Site

avisparts
ORACLE" Selct App

« Login again

Click to enter the Admin interface.
If you select AdminSite, the icons will be slightly different.

8. At this point, you are logged in to the site of your choice. All the tasks that you
complete pertain to the site, until you switch to a different site. The one exception
is the set of administrative tasks that you execute from the Admin tab, which is
not site specific. The Admin tab contains data for all sites in the system.

Within your selected site, Oracle WebCenter Sites displays the administrator's
interface, consisting of the three frames shown in Figure 2-3:
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Figure 2-3 Window Components

Top Frame: Button bar

Displays icons and buttons for navigating WebhCenter Sites.

Tabs H.

Modes

ORACLE

‘WetConter s

D Lonnestor Sdmie
Bocimashs Nebilty
Eita Admin Viorkfow
it Flan

i _..{Slm

:H].f.su'. Tyzes

[ #sssister

:EI]I'-er.:TI_"lIJ:t:r

& Fablisking

i zearch

++- % Usar Aocess Meragemert

+- e Sleit Veng

3| T

¥ Lacas

X syahnTok

.ﬂ Clear Crecants

+ E_ Fircinis

U =

I

1

New

Search

New

fwizdmin

eparte

Workfiow Stz Pen Publshing

Hzase select tha asat type that you vant 0 ceste:

Type

Atrbute
C52zment
[Defivvcn
Dewen Groug
[ ralmags
Fizer

Page Attriute
Page Defroor
Parent Defiition

Tempste

Left Frame: WehCenter Sites Tree

The WebCenter Sites tree is a collection of
tahs with nodes. Each node is a huilding
hlock of the site.
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Note:

At this point, the first time you log in after selecting a site, you

will be prompted to create a new asset type, with the New form
displaying.

If you are a first time WebCenter Sites user, we recommend that you familiarize
yourself with the following features:

The administrator's interface—the Admin tab in particular. You will be using

the Admin tab almost exclusively throughout this guide to create, configure,
and manage sites. For more information, see Section 2.3, "Administrator

Tabs.

"
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- System defaults, such as ACLs, which you will need in order to configure
users, their access rights, and so on. For more information about system
defaults, see Chapter 31, "System Defaults."

2.3 Administrator Tabs

Up to three administrator-specific tabs can be displayed in Oracle WebCenter Sites'
tree:

=  Admin
s Site Admin
s Workflow

Figure 2-4 Tabs

Dev Connector Admin
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Site Admin Workflow
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=] Tree

% Locale
I+ % System Tools

[*] Clear Checkouts

) % Functions

+

The tabs are permissions-based. To be exposed to the user, they require the user to
have the ACLs and roles shown below:

Table 2-1 Tab Permissions and Roles

Tab ACL Role

Admin xceladmin General Admin
Site Admin xceladmin SiteAdmin
Workflow xceladmin Workflow Admin

The ACLs and Roles are covered in further depth in Chapter 5, "Configuring Users,
Profiles, and Attributes,” and Chapter 31, "System Defaults."

The tabs are also conditional on the type of site in which you are working:
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= If youlog in to a Oracle WebCenter Sites installation where no sites have been
created, you are required to log in to the AdminSite site. Here, you see only the
Admin, Site Admin, and Workflow tabs.

= If you are logged in to a custom site, both the Admin and the Site Admin tabs are
displayed in your interface. The Admin tab remains system-wide. The SiteAdmin
tab is specific to the site you are logged in to. It is therefore a sub-set of the Admin
tab.

= If workflow processes have been created for any site (except the default site), the
Workflow tab is also displayed in your interface. The Workflow tab lists all
workflow processes that have been configured for all sites in the system.

Whether administrator tabs are exposed to other users depends on whether you assign
the users the associated ACLs and roles. For more information about ACLs and roles,
see Chapter 4, "Working with ACLs and Roles." For more information about
administering Mobility (for mobile devices), see the Oracle Fusion Middleware
WebCenter Sites Developer’s Guide

This section contains the following topics:
s Section 2.3.1, "Admin Tab"

s Section 2.3.2, "Site Admin Tab"

s Section 2.3.3, "Workflow Tab"

2.3.1 Admin Tab

The Admin tab is the main administrative tab, used to create, configure, and manage
sites. The Admin tab accounts for all content management components in the Oracle
WebCenter Sites installation.

Figure 2-5 Nodes in Admin Tab
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The Admin tab displays the following nodes:

»  Sites, that is, CM sites (described in Chapter 1, "Overview").
The Sites node has the following functions:
- Lists sites that have been created in the system.

— Enables you to define sites and associate to them the components from the
system-wide configuration pool, below the Sites node. Oracle WebCenter Sites
provides several sample sites as learning tools.

The configuration pool consists of the following nodes:
= Asset Types, for configuring asset types:
— To add subtypes or asset associations for basic asset types.

— To create start menu items for asset types that appear on the New and Search
menus.

- To enable or disable revision tracking for specific asset types. See Chapter 26,
"Revision Tracking" for information.

- To enable assets for Sites Desktop. For information, see Chapter 23,
"Configuring the User Interfaces".

- To enable assets for Sites DocLink. For information, see Chapter 23,
"Configuring the User Interfaces".

= AssetMaker, for site developers to create asset types using the basic asset data
model. See the Oracle Fusion Middleware WebCenter Sites Developer’s Guide for
information.

s Flex Family Maker, for site developers to create new flex families and flex asset
types. See the Oracle Fusion Middleware WebCenter Sites Developer's Guide for
information.

s Publishing, for setting up the publishing system on the development and
management systems. See Chapter 12, "Publishing with Oracle WebCenter Sites"
for more information on publishing in general. See Chapter 15, "The Export to
Disk Publishing Process" and Chapter 16, "The Mirror to Server Publishing
Process" for more information on static and dynamic publishing. See Chapter 19,
"RealTime Publishing Overview" for information about interactive dynamic
publishing.

= Search, for configuring asset types so that they are indexed correctly when you are
using one of the supported third-party search engine modules. See Chapter 25,
"Configuring the Lucene Search Engine" for information.

s User Access Management, which you use to create ACLs and users, to enable or
disable revision tracking for non-asset tables, and to perform various other
operations on WebCenter Sites' database. This node includes the following:

— Users, which you use to manage WebCenter Sites users and the roles
associated with each user ID. See Chapter 5, "Configuring Users, Profiles, and
Attributes" for more information.

- Roles, which you use both for determining the recipients of workflow
assignments and to control users' access to functions in the Oracle WebCenter
Sites interfaces. For more information, see Chapter 4, "Working with ACLs and
Roles."

- ACLs, which are used for allowing access to individual tables and sites. For
more information, see Chapter 4, "Working with ACLs and Roles."
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— User Profiles, which you use to specify email addresses for your users. See
Chapter 5, "Configuring Users, Profiles, and Attributes" for more information.

— REST Security, for configuring the security groups and assigning users to
those groups. Adding someone to the security groups is tied to the WebCenter
Sites interface. See Chapter 6, "Setting Up External Security" and the Oracle
Fusion Middleware WebCenter Sites Developer’s Guide for information.

= Start Menu, which you use to create links in the form that is displayed when users
click the New button or Search button in the Oracle WebCenter Sites interface. You
use the links to create new assets or search for existing assets. Start Menu items
can also be created for managing access to the Sites Desktop and Sites DocLink
interfaces. See Chapter 9, "Managing Access to Content Management Site
Components" for information.

Note: This release of WebCenter Sites supports automatic creation of
the New and Search Start Menu items.

= Tree, which you use to control access to the existing tree tabs, create new ones, or
view assets in the tree in the Contributor interface. See Chapter 9, "Managing
Access to Content Management Site Components" for information.

= Locale, which you use to set the default locale for the WebCenter Sites system. See
Chapter 23, "Configuring the User Interfaces" for information.

= System Tools, which you use to troubleshoot problems directly from the
administrator's interface. Features include configuring log4j logging, accessing
various types of system information, managing caches, searching logs, and testing
the performance of the shared file system. See Chapter 30, "System Tools" for
information.

»  Clear Checkouts, which you use to unlock and check back in to the database the
assets that are checked out by specific users. See Chapter 26, "Revision Tracking"
for information.

s Functions, which administrators can enable or disable in the Oracle WebCenter
Sites interfaces of all users or selected users.

2.3.2 Site Admin Tab

The Site Admin tab is site-specific. It is used to manage the site that you are logged in
to.

The Site Admin tab holds a subset of the administrative functions in the Admin tab. It
allows you to manage existing users of the site, as well as enable or disable asset types.
It does not allow you to create users, asset types, or sites.
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Figure 2-6 Nodes in Site Admin Tab
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For any other user to access this tab, the user must be assigned the xceladmin ACL and
the SiteAdmin role for the site(s) that the user logs in to.

2.3.3 Workflow Tab

The Workflow tab is used to configure workflow processes from the workflow
building blocks that were created using the Admin tab.

Figure 2-7 Nodes in Workflow Tab

Site Plan Admin
Dev Connector Admin
Bookmarks Mobility
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] .'ﬂ Processes
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Note: While the Workflow tab itself is site-specific, its content is not.

The tab. When a user selects a site, the Workflow tab is displayed if
the user is assigned the xceladmin ACL and Workflow Admin role for
that site. In this respect, the Workflow tab is site-specific.

The tab's content. The Workflow tab displays system-wide
information, that is, all workflow processes for all sites in the
installation. Therefore, the content under the nodes in the Workflow
tab is not site-specific.

= States, which you use to create points in the workflow process that represent asset
status within the workflow. See

2-10 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



Sample Sites

= Actions, which you use to create the workflow building blocks called actions and
conditions. These items can be used by any workflow process.

s Timed Action Event, which you use to configure the frequency with which due
dates are calculated for assets that are in workflow.

= Email, which you use to create the workflow email messages that can be used by
any workflow process.

s Clear Assignments, which you use to clear workflow assignments.

For more information on workflow, see Chapter 10, "Creating and Managing
Workflow Processes."

2.4 Non-Administrative Tabs

Your interface displays default non-administrative tabs, and custom tabs if they have
been configured by another administrator. You can create additional tabs as necessary.

For information about the default tabs, see Section 31.7, "Default Tree Tabs." For
information about creating and configuring tabs, see Section 9.5, "Managing Access to
the Tree (Administrator's interface only)."

2.5 System Defaults
WebCenter Sites has a number of system defaults:

= Non-administrative tabs, described in the previous section

[ ] ACLs
»  Roles
s Users

= Asset types
= System Tables

You must be familiar with the defaults in order to configure users and sites.
Information about system defaults is given in Chapter 31, "System Defaults" and
Chapter 32, "System Data: WebCenter Sites Database."

2.6 Sample Sites

To help you better understand WebCenter Sites, we have packaged it with sample sites
named avisports and FirstSitell. You can use the sites to learn about and experiment
with WebCenter Sites without affecting your own sites. The sample sites vary in
complexity and purpose. In addition to providing code samples for developers, they
exemplify how sites are configured.

If your installation engineer has elected to install the sample sites, they will be
displayed in your interface.

To work on the sample sites, follow the steps in Section 2.2, "Logging in to the
Administrator's Interface." You can access the corresponding online sites by pointing
your browser to each site's URL, available from your installation engineer.
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Site Configuration Guidelines

Site configuration in WebCenter Sites is based on a relational system, where
components in a system-wide configuration pool must be associated with each other
and with a site name in order to function as a site. Making the correct associations
creates a functional site—one that hosts the correct users, provides them with the
correct asset types for authoring and managing content, supports workflow as
necessary, publishes correctly, and delivers approved content to the intended
audiences.

This chapter contains procedures that show first-time administrators how to configure
sites. It also contains recommendations for the more experienced administrators to
help them manage and maintain established sites.

This chapter contains the following sections:
s Section 3.1, "Overview"
= Section 3.2, "Site Replication Option"

= Section 3.3, "Site Configuration Steps"

3.1 Overview

When creating and configuring sites, you will be using the Admin tab, shown in
Figure 3-1. The tab is logically separated into two sections. The first section is the Sites
node, where sites are first established; the second is the system-wide configuration
pool, where site components are created, associated to each other, and managed. The
configuration pool begins with the AssetMaker node and ends with User Access
Management.

Initially, when a new site is defined and added to the Sites node, it is empty and
non-functional, because it is not associated in any way with the configuration pool.
You make the site functional by associating with it the various components in the
configuration pool. The components are sharable among sites. Any component that
you associate with one site, you can associate with as many other sites as necessary.
More information about the Sites node and the configuration pool is given on the next

page.
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Figure 3—1 Nodes in Admin Tab, Described
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In Figure 3-1, the marked areas are described in this way:

Section a highlights the Sites node.
Section b highlights the default site.

Section c highlights the custom sites. These sites are created by the administrator.
In this illustration, there are only two custom sites, which are samples provides
with WebCenter Sites.

Section d highlights the default nodes. There is one set per site. Each default node
must be configured by the administrator.

Section e highlights the system-wide configuration pool. Components in the
configuration pool must be selectively associated with each other and with the
sites (as listed in section b) in order to make the sites functional.

Sites are configured in four basic steps from the Admin tab, as shown below. We
emphasize basic to indicate that the steps are intended to provide only an overview of
the site configuration process. Detailed procedures are given in the rest of this guide.

Note: In the procedure below, steps 1 and 2 are interchangeable.
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Table 3—-1 Sites Procedures

Step Description

Add sites to WebCenter Sites: The Sites node (rather than the configuration pool)

1. In the Admin tab, expand Sites can be the starting point for creating sites.

and double-click Add New. When you execute step 1, WebCenter Sites adds the
2. Enter the site name and gite to the Sites node. The Contr.ibutor and Admin
) description interfaces are automatically assigned to each newly
' added site.
3. Selecta preview method by which
you will preview the site's content
(when the content is created).

Under the newly added site, WebCenter Sites creates
a set of sub-nodes that prompt you for site
components:

The Users sub-node prompts you for users.

The Asset Types sub-node prompts you for asset
types (created by developers).

The Sites Desktop sub-node prompts you to enable
Sites Desktop.

The Sites DocLink sub-node prompts you to enable
Sites DocLink.

Each sub-node is equipped with a linking mechanism
that allows you to associate the sub-node, and
therefore the site, with data in the configuration pool.
Because of this linking mechanism, the sub-nodes
cannot be deleted or supplemented with custom
sub-nodes. All data required by the sub-nodes must
be entered in to the configuration pool, described
next.

Populate the configuration pool with  The configuration pool begins with the AssetMaker
components, such as users, asset node and ends with User Access Management, as
types, and roles. Figure 3-1 shows.

The configuration pool enables you to select and
create components for the site and to associate the
components with each other. Data that you establish
in the configuration pool remains independent of any
sites (and therefore inaccessible to users) until you
associate the data with the sites.

Associate and enable components in The Sites node is the endpoint of the site building

the configuration pool with the site: process. In this step, you once again use the Sites

1 Inthe Adminay cxpand st 1O s tme o cae componens i the
and expand the desired site node. 5 P y Pt

Note that components in the configuration pool are
reusable; they can be associated with as many sites as
necessary.

2. Add users and asset types to the
site.

3. Enable the users and asset types
by means of start menu items,
access permissions, and
permissions to tree tabs.

3.2 Site Replication Option

If you plan to create many sites that are similar in content and structure, you can
shorten the site creation process. You can configure the appropriate source sites, then
replicate the sites as often as necessary, and finally modify the replicates as necessary.
The source sites must conform to certain replication requirements. For more
information, see Chapter 11, "Replicating Content Management Sites."
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3.3 Site Configuration Steps

In the site configuration process, certain components in the configuration pool are
required by other components and must be created first if re-tracing of steps is to be
minimized. For example, before users can be created, their ACLs must first exist.

In general, the order of steps in the site configuration process is flexible. One possible
order is given in the procedure below (starting with Section 3.3.1, "Assumptions"),
where the critical site components are created first, then assembled into a site, and
finally enabled for use; the optional components (with the exception of workflows) are
considered last, after the publishing process is configured.

If you are a first-time administrator, we suggest that you familiarize yourself with the
procedure below in order to obtain a basic understanding of the configuration process
and gather all the information that you will need. Once you understand how sites are
configured, you can modify the procedure to suit your needs.

We also suggest that you make a copy of the procedure below and keep it handy when
configuring sites. Each step refers you to sections of this guide (or the Oracle Fusion
Middleware WebCenter Sites Developer's Guide) where you can find detailed information
about the particular step.

This section contains the following topics:

= Section 3.3.1, "Assumptions"

= Section 3.3.2, "Pre-Configuration Decisions"

= Section 3.3.3, "Configuration Steps at the Development System"
= Section 3.3.4, "Configuration Steps at the Management System"

3.3.1 Assumptions

We assume that you and developers will code the data model at the development
system, and after successful testing, migrate the data model to the management
system. At the management system, you will complete the site configuration tasks, test
the management system, and finally deploy the system. Before beginning the
configuration tasks, read Chapter 1, "Overview" for a general understanding of
WebCenter Sites concepts, components, and content management models.

3.3.2 Pre-Configuration Decisions

The decisions to make before you start configuring are best handled in a certain order.

Determine the user management method

Your options are WebCenter Sites' native user manager, an LDAP plug-in, or an
external manager.

While this guide is based on the native WebCenter Sites user manager, it does describe
system behavior for LDAP-integrated systems. For information, see Chapter 33,
"Managing Users, Sites, and Roles in LDAP-Integrated Sites Systems." For information
about configuring users in LDAP, refer to the LDAP product documentation.

Determine users' table-level permissions (ACLSs)

Regardless of which user management method you will be implementing, you must
have ACLs defined in WebCenter Sites. Examine the list of system ACLs (and custom
AClLs, if any have been created) to determine which ACLs to assign to users, and
whether you need to create additional ACLs. Typically, the system ACLs are sufficient.
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For general information about ACLs, see Chapter 4, "Working with ACLs and Roles."
For specifications, see Chapter 31, "System Defaults."

Determine the users' roles

WebCenter Sites defines several system roles and additional roles for the sample sites.
You can reuse the roles for your sites, or create your own. Typically, you will need to
create roles to cover the full range of users' responsibilities on any given site.

For information about roles, see Chapter 1, "Overview" and the section Section 4.5,
"Working with Roles" for general information, and see Chapter 31, "System Defaults,
for the list of system roles and their specifications.

"

Determine whether you will be replicating the sites you are configuring

If you plan to replicate the sites you are configuring, make sure that template-coding
and other requirements are satisfied for the source sites (the sites you are currently
configuring). For an overview of site replication as well as replication options and
requirements, see Chapter 11, "Replicating Content Management Sites."

Determine system security

Before developers begin designing the online site, or contemplating changes to the
user interface on the management system, you must determine and implement your
security protocols. Decisions that you make about security affect the way that
developers code and implement the online site. For information about security, see
Chapter 6, "Setting Up External Security."

3.3.3 Configuration Steps at the Development System

Configuration steps at the development system are also given in detail in the Oracle
Fusion Middleware WebCenter Sites Developer’s Guide. When coding at the development
system is complete, the data model is migrated to the management system, where site
configuration is completed.

Complete configuration steps in this order:

Create the sites that will be used on the management system

In this step, you will create sites with the names that will be used on the management
system. For information and procedures on creating sites, see Chapter 8, "Assembling
Content Management Sites."

Create the data model (asset types and their definitions)

For developers to create a data model or any site used on the management system, the
developers must be created and configured, preferably as an administrative user, at
the development system. For more information on this, see Section 3.3.4,
"Configuration Steps at the Management System," and create administrators on the
developers' system.

Create content asset types
Start by creating the assets with the broadest use to maximize reusability:

1. Create design asset types (templates), bearing in mind site-replication
requirements, if any.

2. Create management asset types.

3. Create sample assets of each type.
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For information about creating asset types, see the Oracle Fusion Middleware WebCenter
Sites Developer’s Guide.

Test the data model
Test the data model in accordance with your company's QA requirements.

Migrate the data model to the management system

To migrate the data model, publish it to the management system. For instructions, see
the chapters on real-time publishing.

3.3.4 Configuration Steps at the Management System

Once the development system has been put into place, you can then configure the
management system.

Complete configuration steps in this order:

Create ACLs, if necessary
For procedures on creating ACLs, see Chapter 4, "Working with ACLs and Roles."

Note: Under no circumstances should you modify or delete a system
ACL.

Database tables. When the data model is migrated to the
management system, assign ACLs to the custom database tables (asset
types), as necessary. For procedures on assigning ACLs to database
tables, see Chapter 4, "Working with ACLs and Roles."

WebCenter Sites page entries. Typically there is no need to assign
ACLs to WebCenter Sites page entries on the management system
because you use roles to control access to assets and interface
functions. However, if you need instructions for assigning ACLs to
WebCenter Sites page entries, see Section 4.3.5, "Assigning ACLs to
WebCenter Sites Pages (SiteCatalog Page Entries)."

Configure the external user manager, if you are using one

For procedures on configuring an LDAP server, see the Oracle Fusion Middleware
WebCenter Sites: Installing and Configuring Supporting Software.

Create Roles
For procedures on creating roles, see Chapter 4, "Working with ACLs and Roles."

Create the users (content providers)

For instructions on creating user accounts in WebCenter Sites, see Section 5.4.1,
"Creating a New User." If you are creating user accounts in external managers, refer to
the product documentation.

Create user profiles, if necessary
User profiles are required for users who will be working with:

= Sites content applications (Engage, Analytics)

» Language packs and setting a default language
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Workflow processes, in which email messages will be sent to notify workflow
participants of their assignments. The user profile supports workflow actions by
mapping a user name to an email address.

User profiles must be created in WebCenter Sites. For instructions, see Section 5.5,
"Working with User Profiles and User Attributes."

Set user attributes, if necessary
If users require attributes beyond the locale and email attributes that are specified in

the user profile, you can create the attributes. For instructions, see Section 5.5.3,
"Modifying, Adding, and Deleting User Attributes."

Create workflow processes for asset types, as necessary

Implementing workflow processes is a business decision, and not a WebCenter Sites
requirement. If you need to create workflow processes, do the following:

1.

10.

Create the Workflow tab for the site, if one does not already exist. For instructions,
see Section 9.5.2.1, "Creating a New Tree Tab."

Plan your workflow process by sketching it. See Chapter 10, "Creating and
Managing Workflow Processes” for help with this step. Then refer to your sketch
and notes throughout this section.

If you have not already done so, create the roles that are needed for the workflow
processes. in you need instructions, see Section 4.5.1, "Creating a Role."

Ensure that users are set up to participate effectively in the workflow:

a. Ensure that users who will participate in workflow have user profiles created
for them. Otherwise, they will not receive email messages from the workflow
process.

b. For shared assets, if you want the pool of workflow candidates to include
people from all the sites that an asset is shared to, enable the cross-site
assignments feature. See Section 10.2.2.3, "Cross-Site Assignments and
Participants" for details.

Create the email objects that you need for your actions and enable the
xcelerate.emailnotification property in the futuretense_xcel.ini file. For
instructions, see Chapter 1, "Overview."

Create the step actions, timed actions, deadlock actions, group deadlock actions,
and delegate actions that you need. For instructions, see Section 10.3.3, "Setting Up
the Actions and Conditions."

If your states have deadlines, be sure to configure the Timed Action Event so that
the deadlines of assets are calculated regularly and the appropriate timed actions
(if any) are invoked in a timely way. For instructions, see Section 10.3.4, "Setting
Up the Timed Action Event."

Create your states. For instructions, see Section 10.3.5, "Setting Up the States."

Create your process. While creating your workflow process, you create the steps
for that process. The steps link together the states so they occur in the proper
order. Additionally, while creating your process, you configure any function
privileges that you need. For instructions, see Section 10.3.6, "Setting Up the
Workflow Processes."

Test your workflow processes. For instructions, see Section 10.3.7, "Testing Your
Workflow Process."
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Set up your start menu shortcuts so that workflow processes are assigned
automatically to assets when they are created. For help with start menu items, see
Section 9.2.2, "Creating Start Menu Items."

Re-create the sites that were created on the development system

For information and procedures on creating sites, see Chapter 8, "Assembling Content
Management Sites."

Migrate the data model, if you have not already done so

At this point, you will need the data model in order to complete most of the remaining
steps. Real-time publish the data model from the development system to the
management system by using procedures in the chapters on real-time publishing.

Assign custom ACLs (if any) to the custom tables, if you have not already done
so

For procedures on assigning ACLs to database tables, see Chapter 4, "Working with
ACLs and Roles."

Assemble the sites
1. Grant users access to the sites. For instructions, see Section 8.2.1, "Granting Users
Access to a Site (Assigning Roles to Users)."

2. Enable asset types for the sites by associating the asset types with the sites. For
instructions, see Section 8.3.1, "Enabling Asset Types for a Site."

Note: This step provides you with the option of allowing WebCenter
Sites to automatically create Start Menu items for the asset types you
are enabling. The Start Menu items New and Search items allow site
users to create and search for assets of those types. You can also create
your own Start Menu items.

Make the site components available to users

1. If you have chosen to create your own Start Menu items for various asset types, go
to Section 9.2, "Managing Access to Asset Types via Start Menus" for additional
instructions.

2. Setaccess permissions on assets. For instructions, see Section 9.3, "Setting Access
Permissions to Assets."

3. Give users access to the tabs in WebCenter Sites' tree. For instructions, see
Section 9.5, "Managing Access to the Tree (Administrator's interface only)."

Configure the Sites publishing process
1. Determine which type of publishing your management system is to execute:

- RealTime

- Export to Disk

- Mirror to Server

- Export Assets to XML

2. Configure the publishing process so the information that content providers create
can be made available to the delivery system.
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For general information and instructions on configuring the publishing process, see
the chapters on export and mirror publishing. For information on the RealTime
publishing process, see the chapters on real-time publishing.

Configure user interfaces, as necessary

The user interface options are Contributor, Admin, WEM Admin, Sites Desktop, and
Sites DocLink. For instructions on making these interfaces available to content
providers, see Chapter 23, "Configuring the User Interfaces."

Enable asset types for search engines, as necessary

In some cases, such as upgrades, it may be necessary to configure the asset types to be
searched so that they can be indexed correctly and found by your search engine. For
instructions on configuring the asset types, see Chapter 25, "Configuring the Lucene
Search Engine."

Set up revision tracking, as necessary

Revision tracking prevents assets from being edited by more than one user at a time.
When you enable revision tracking for a database table, WebCenter Sites maintains
multiple versions of the assets in that table. For instructions on setting up revision
tracking, see Chapter 26, "Revision Tracking."

Set up the delivery system

For more information, see the Oracle Fusion Middleware WebCenter Sites Developer’s
Guide.

Test all systems
Test all systems in accordance with your company's QA policies.

Give users the URL and their log in information to the to the WebCenter Sites

installation
Once users log in, they can then control and manage the content as you've configured.
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Working with ACLs and Roles

Several user management components are used to control access to a WebCenter Sites
system: ACLs, user accounts, user profiles, roles, and sites. Site configuration, itself,
begins with ACLs, with the creation of user accounts, and with the creation of roles.

ACLs can be used on both your management and your delivery systems. However, the
main focus of this chapter is user management on the management system. For
information about user management on your delivery system, see the Oracle Fusion
Middleware WebCenter Sites Developer's Guide.

This chapter contains the following sections:
s Section 4.1, "Overview"

s Section 4.2, "ACLs"

= Section 4.3, "Working with ACLs"

s Section 4.4, "Roles"

= Section 4.5, "Working with Roles"

4.1 Overview

ACLs and roles are of paramount importance in WebCenter Sites.

ACLs are used to regulate entry in to the WebCenter Sites system. The assignment of
ACLs to users, database tables, and WebCenter Sites Pages determines users'
permissions to operate on WebCenter Sites' database tables. If the user's ACLs match
the database ACLs, the user has certain permissions (defined by the ACLs) to operate
on the database tables. ACLs therefore serve as the foundation of the security and user
management model. Without ACLs user accounts cannot be created.

Roles are used to manage access to sites and their components. The assignment of
roles to users and interface functions on a given site determines whether the interface
functions are enabled for the users or hidden from them. If the user's roles match the
roles that are assigned to the interface functions, the functions are enabled for the user.
Otherwise, the functions are hidden.

Before you can establish users you must determine which ACLs and roles the users
need to be assigned. If the ACLs and roles do not already exist, you must create them
in WebCenter Sites, even if you intend to use LDAP plug-ins to create the user
accounts.

This chapter provides you with a basic explanation of ACLs and roles, and shows you
how to create, modify, and delete ACLs and roles.
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4.2 ACLs

Access Control Lists, called ACLs for short, are named sets of database operation
permissions such as read, write, create, and retrieve. Because just about everything in
WebCenter Sites (and the WebCenter Sites content applications) is represented as one
or more rows in one or more database tables, user management on any of your Sites
systems starts with ACLs.

With ACLs, you can limit access to the following items:
s Individual database tables
s Individual WebCenter Sites pages

WebCenter Sites and the Sites content applications use ACLs to enforce access
restrictions to the various functions of those applications by controlling the user's
access rights to the database tables that represent those functions. How? By verifying
that the users attempting the function have the same ACL assigned to their user
accounts as are assigned to the database table.

For example, user account information is contained in the system tables named
SystemUsers and SystemUserAttrs. Because certain ACLs are assigned to those system
tables, only a user with the same ACLs assigned to his or her user account is able to
create new users or edit existing user information.

ACLs serve as the foundation of the security and user management model in your
Sites system by providing authorization functionality. Even if you are using an
external user manager like LDAP to store user information, you must use WebCenter
Sites ACLs.

A user must always have at least the Browser ACL in order to view WebCenter Sites
pages. However, additional ACL restrictions are enforced only when the cc.security
property in the futuretense.ini file is set to true. For information about the
cc.security property, see futuretense. ini in the Oracle Fusion Middleware WebCenter
Sites Property Files Reference. For information about configuring security on your
WebCenter Sites system, see Chapter 6, "Setting Up External Security."

ACLs are assigned to three things: user accounts, database tables, and page entries in
the SiteCatalog table (that is, WebCenter Sites pages).

Note: User Management on the Delivery System. User
management on your delivery system is also based on ACLs. If your
online site is designed to require visitors to register or log in before
they can access areas of the site, you create the ACLs that are needed
on the delivery system and then assign them to the appropriate
database tables.

Typically your site designers take care of assigning ACLs to
WebCenter Sites pages. The Oracle Fusion Middleware WebCenter Sites
Developer’s Guide discusses how to design a user management process
on the delivery system and provides code samples for pages that log
visitors in to the site and verify their identities.

User Accounts

Every user must be assigned at least one ACL and the ACLs assigned to a user define
that user's access to the WebCenter Sites system.

While users have one user account and one set of ACLs, no matter how many sites
they have access to, they can have one set of roles for one site and a different set of
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roles for another site. Therefore, users must be assigned all the ACLs necessary to
provide them the permissions that they need to fulfill all of their site-specific roles.

For example, if you create a role that allows a user with the role the ability to create
template assets, the user assigned that role must also be assigned the ElementEditor
ACL, because creating templates writes data to the ElementCatalog table.

Database Tables

To restrict access to the data in a table, assign an ACL to it through the WebCenter
Sites Database forms available through the Admin tab. Then, only those users with the
same ACL have access to the data in that table.

If you assign more than one ACL to a table, a user needs only one of those ACLs to
access the table. The user's access rights to that table (read, write, create, and so on) are
the ones defined by the ACL.

All of the WebCenter Sites system tables (and several of the Sites content applications
tables) have ACL restrictions. The SystemInfo table lists all the tables in the WebCenter
Sites database and the ACLs assigned to them.

Note: Do not add ACLs to database tables through the WebCenter
Sites Explorer application. Instead, use the WebCenter Sites Database
form in the Admin tab.

With one exception—to register a foreign table in the WebCenter Sites database—never
attempt to change the information in the SystemlInfo table even if your user account
has the ACL that allows you to do so.

For information about:

= Assigning ACLs to database tables, see Section 4.3.4, "Assigning ACLs to Custom
Tables"

= Registering foreign tables, see the Oracle Fusion Middleware WebCenter Sites
Developer’s Guide.

Page Entries in the SiteCatalog Table

The SiteCatalog table holds page entries for all the pages displayed for the Sites
content applications as well as the pages displayed for your online site (that is, the site
that you are delivering from the delivery system.) If you want to restrict access to a
page, assign an ACL to it.

Typically, site developers determine how page restrictions should be configured on the
delivery system. If you are customizing the user interface on the management system,
however, you might need to use ACLs to restrict access to your custom pages.

This section contains the following topics:
= Section 4.2.1, "System ACLs"

s Section 4.2.2, "Sample ACLs"

s Section 4.2.3, "Custom ACLs"

4.2.1 System ACLs

WebCenter Sites and the Sites content applications use a number of system ACLs to
control user access to their features and functions. Different combinations of these
ACLs must be assigned to users. Information about system ACLs and their
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permissions are given in Chapter 31, "System Defaults."

4.2.2 Sample ACLs

A newly installed WebCenter Sites system contains only system ACLs. No additional
ACLs have been created for any of the sample sites that are packaged with WebCenter
Sites.

4.2.3 Custom ACLs

Because WebCenter Sites provides a comprehensive set of ACLs, it is unlikely that you
will need to create your own. However, situations can arise where user management
needs on the management or delivery systems require you to create ACLs. For
example,

= If your online site requires user registration, you may need to create a set of ACLs
for site visitors.

= If your developers create new functions and put them on new tabs to customize
the management system, you might need to create additional ACLs (or roles) to
support the new functions and tabs.

Although creating and applying ACLs is an administrative task, you must first work
with your site designers and developers to determine which ACLs you need and how
to apply them. Once you have determined the ACLs, create them by following
procedures in the rest of this chapter.

4.3 Working with ACLs

This section shows you how to create ACLs, edit, and delete custom ACLs; apply
ACLs to the database tables and WebCenter Sites pages; and customize access
restricted messages

Note: When using an LDAP integration option, be aware of system
response to user and site management operations. For information
about system response, see Chapter 33, "Managing Users, Sites, and
Roles in LDAP-Integrated Sites Systems."

This section contains the following topics:

= Section 4.3.1, "Creating a New ACL"

= Section 4.3.2, "Editing a Custom ACL"

= Section 4.3.3, "Deleting a Custom ACL"

= Section 4.3.4, "Assigning ACLs to Custom Tables"

= Section 4.3.5, "Assigning ACLs to WebCenter Sites Pages (SiteCatalog Page
Entries)"

= Section 4.3.6, "Setting the ACL Restriction Error Message"
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4.3.1 Creating a New ACL

Note: When creating ACLs, consider the roles you will be using in
order to ensure that the ACLs are commensurate with the roles. For
example, if you will be creating a role that allows a user to create
template assets, the user who is assigned that role must also be
assigned the ElementEditor ACL, because creating templates writes
data to the ElementCatalog table.

To create a new ACL
1. In the Admin tab, expand User Access Management, then double-click ACLs.

The ACLs form appears.

Figure 4-1 ACLs form

ACLs

Select an ACL: Browser W

Select Operation: @ padify acL
O add acL

O Delete 0L

2. Select Add ACL and click OK. The value in the Select an ACL field does not
matter at this point.

The Add ACL form appears.

Working with ACLs and Roles 4-5



Working with ACLs

Figure 4-2 Add ACL Form

Add ACL

ACL Mame:
Description:

Access Privileges: [ Read
Clretrieve
Clwrite
Clcreate
Cloelete
[revisionTracking Audit
[ revisionTracking Admin

3. Inthe ACL Name field, enter a unique name.

4. Select the access privileges you want to assign to this ACL. For information on
each privilege, see Section 31.1.1, "Permissions."

5. Click Add.

WebCenter Sites creates the ACL and writes it to the SystemACL table. The new
ACL appears in the drop-down list in the form described in step 1 of this
procedure.

6. If you are using LDAP, create a group (on your LDAP server) that exactly matches
the ACL you just created. After you create the group, assign it to the appropriate
users.

4.3.2 Editing a Custom ACL

Caution: Never modify any of the system ACLs. For a list of these
ACLs, see Section 31.2, "System ACLs."

To edit a custom ACL
1. In the Admin tab, expand User Access Management, then double-click ACLs.

The ACLs form appears.
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Figure 4-3 ACLs Form

ACLs

Select an ACL: Browser v

Select Operation: @ podify acL

O add acL

O Delete 0L

In the Select an ACL field, select the ACL to edit.
Select Modify ACL and click OK.

If the ACL you selected is a system ACL, an alert will display. Do not modify
system ACLs.

In the Modify ACL form, make the desired changes to the Description and Access
Privileges. For information on the displayed options, see Section 31.1.1,
"Permissions."

Click Modify.

WebCenter Sites writes your changes to the SystemACL table.

4.3.3 Deleting a Custom ACL

Caution: Never delete a system ACL. For a list of these ACLs, see
Section 31.2, "System ACLs".

To delete a custom ACL

1.

If you are using LDAP, delete (from your LDAP server) the group corresponding
to the ACL you will be deleting.

In the Admin tab, expand User Access Management, then double-click ACLs.
The ACLs form appears.
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Figure 4-4 ACLs Form

ACLs

Select an ACL: Browser v

Select Operation: @ podify acL

O add acL

O Delete 0L

3. In the Select an ACL field, select the ACL to delete.

4. In the form that appears, select the desired ACL from the drop-down list and click
OK.

WebCenter Sites displays a warning message.
5. Click OK.
The ACL has been deleted.

4.3.4 Assigning ACLs to Custom Tables

If you or the site designers create new tables, you might need to restrict access to those
tables by assigning ACLs to them. Typically, you assign ACLs to new tables when you
create those tables. (For more information, see the Oracle Fusion Middleware WebCenter
Sites Developer’s Guide.)

Note: Do not assign additional ACLs (beyond the ones assigned by
default) to system or core product tables.

To assign ACLs to an existing table

1. In the Admin tab, expand User Access Management, then double-click Sites
Database.

WebCenter Sites displays the Sites Database form.
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Figure 4-5 Sites Database Form

Sites Database

Enter Table Name:

[use "0 25 3 wild card)

Select Operation: & wodify Table
O add Table

O Mirror Table

O Delete Table

Enter the name of the table to which you want to assign ACLs. If you do not know
the name of the table you want to work with, do one of the following:

— Leave the field blank. WebCenter Sites will return a list of all tables in the
database.

- Enter a partial name, ending with the wildcard character (%). WebCenter Sites
will return a list of tables named similarly to your criteria.

Select Modify Table and click OK.
In the list of tables, select the desired table.
WebCenter Sites displays the Modify Catalog form.

In the ACL field, select the ACL(s) you want to assign to the selected table. To
select multiple ACLs, Ctrl-click each desired ACL. You can also select a range of
ACLs by selecting the first and last ACL in the range with Shift-click.

Note: Do not change the value of the File Storage Directory field. For
information about this field, look up the defdir property in the Oracle
Fusion Middleware WebCenter Sites Developer’s Guide.

6. Click Modify.

4.3.5 Assigning ACLs to WebCenter Sites Pages (SiteCatalog Page Entries)

There are at least two ways to assign ACLs to SiteCatalog page entries.

When developers create SiteEntry or template assets, they can assign ACLs to the
page entry created for that asset through a field in the Create or Edit form.

For page entries that are not associated with a SiteEntry or template asset,
developers can use the User Access Management.

To assign ACLs to a page entry that is not associated with a SiteEntry or
template asset

1.

In the Admin tab, expand User Access Management, then double-click Site.
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WebCenter Sites displays the Site form:

Figure 4-6 Site Form

Site

Enter Page Mame:

[use "34" 35 = wild card)
Select Operation: & pogify page
O add Page
O Modlify Status
O modify acLs
O Modify Page Cache
O Delete Pages

O Wigny Page

2. Enter the full path and name of the page to which you want assign ACLs. If you
do not know the name of the page you want to work with, do one of the following;

- Leave the field blank. WebCenter Sites will return a list of all page entries in
the SiteCatalog table.

- Enter a partial name, ending with the wildcard character (%). WebCenter Sites
will return a list of pages named similarly to your criteria.

3. Select Modify ACLs and click OK.
The Modify ACLs form appears.
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Figure 4-7 Modify ACLs Form

Modify ACLs

Select the ACL:

Browser »
ContentEditor
ElementEditar
ElementFeader
FageEditar
FageReader
FemoteClient
SiteGod
TahleEditor
LlzerEditar L

Select the pages to modify:

Page Mame

Aoy Treef Ut fplacePage_XML

AlloyULf TreefloadAsset Tree F]
Aoy TreefloadSitePlanTres ]
Aoyl TreefplacePage F]

4. In the scrolling list at the top of the window, select the ACLs you want to assign to
one or more pages. To select multiple ACLs, Ctrl-click each desired ACL. You can
also select a range of ACLs by Shift-clicking the first and last ACLs in the range.

5. In the list of pages, select the Apply? check box next to each page to which you
want to assign the ACLs you selected in step 4. ACLs currently assigned to each
page are shown in the ACL column. (To select all of the pages in the list, click All.
To deselect all of the pages in the list, click None.)

6. At the bottom of the form, click Apply.

4.3.6 Setting the ACL Restriction Error Message

When users attempt to access a page for which they do not have the appropriate
permissions, WebCenter Sites displays an error message. This message is stored in the
following file:

<cs_install_dir>/futuretense_cs/formpriv.html

You can customize this and other error message pages in the futuretense_cs
directory, with the following restrictions:

= Do not rename any of the files.

= Do not alter any occurrences of the {0} string in any of the files. WebCenter Sites
uses the {0}string to automatically generate these error messages.
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4.4 Roles

User management includes the concept of roles. Roles complement users in the
following ways:

s Whereas the user definition (account) describes an individual's access to the
underlying WebCenter Sites functionality (database tables) through ACLs, roles
are used to manage site-specific access to WebCenter Sites' interface functions.

= Arolerepresents a job description or the title of individuals with similar functions:
for example, content provider, editor, site designer, and administrator.

= Each WebCenter Sites user has one user definition (account) no matter how many
sites have been created. However, the user's roles can vary by site.

= When you enable a user for a site, you enable that user within the context of the
roles that user is to fulfill for that site.

The roles assigned to a user for a site determine the following;:

= Which assets the user can create on that site.

= Which assets the user can search for on that site.

= Which tabs are displayed in the tree when the user logs in to the site.

= Whether the user is eligible for participation in any workflow processes, and, if so,
for which steps in those workflow processes.

= Which functions a user can or cannot perform on an asset while it is moving
through a workflow process.

»  Whether the user can administer a workflow process or create or modify a
workflow group on that site.

This section contains the following topics:
= Section 4.4.1, "System Roles"
= Section 4.4.2, "Sample Roles"

m  Section 4.4.3, "Custom Roles"

4.41 System Roles

Several system roles are installed by WebCenter Sites. One role is required for the Sites
content applications to function, and three are required for the WebCenter Sites
administrators to function. For more information, see Section 31.5, "System Roles."

4.4.2 Sample Roles

If you installed one or more sample sites, you will have access to a number of sample
roles that are included with the sites. The roles permit the sample site users to access
different tree tabs. You can use the sample roles as examples of how you can configure
access control on your sites.

4.4.3 Custom Roles

Unlike ACLs, roles are objects that you will most likely need to create in order to
account for the full range of users' responsibilities on your sites. To create roles, follow
instructions in the next section, Section 4.5, "Working with Roles."
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4.5 Working with Roles

This section shows you how to create, edit, and delete roles.

Note: If you are using LDAP, be aware of system responses to user
and site management operations. For information about system
responses, see Chapter 33, "Managing Users, Sites, and Roles in
LDAP-Integrated Sites Systems."

This section contains the following topics:
= Section 4.5.1, "Creating a Role"

= Section 4.5.2, "Editing a Role"

= Section 4.5.3, "Deleting a Role"

4.5.1 Creating a Role

To create a new role

1. In the Admin tab, expand User Access Management, then expand Roles, then
double-click Add New.

WebCenter Sites displays the Add New Role form.

Figure 4-8 Add New Role Form

Add New Role

*Name:

*Description:

=N S

2. In the Name field, enter a unique name of up to 32 characters.

3. Inthe Description field, enter a short and informative description of no more than
255 characters.

4. Click Add New Role.

5. Add the role to the default tree tabs (Workflow, Bookmarks, Site Admin, Admin,
Site Plan, and Active List), as appropriate. For instructions, see Section 9.5.3,
"Editing Tree Tabs."

4.5.2 Editing a Role

Although you cannot change the name of a role after you have created it, you can edit
the description of the role.
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To edit the description of a role

1. Inthe Admin tab, expand User Access Management, then double-click Roles. A
list of all roles appears in the main window.

2. In the list of roles, navigate to the role you want to edit and click its Edit (pencil)
icon.

3. In the Edit Role form, make your changes, then click Save.

4.5.3 Deleting a Role

Caution: Do not delete any of the system default roles:
General Admin, SiteAdmin, WorkflowAdmin, AdvancedUser,
SitesUser.

To delete a role

1. Inthe Admin tab, expand User Access Management, then double-click Roles. A
list of all roles appears in the main window.

2. In the list of roles, navigate to the role you want to delete and click its Delete
(trash can) icon.

WebCenter Sites displays a confirmation message.
3. Click Delete Role.
The role has been deleted.
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Configuring Users, Profiles, and Attributes

Users can be created through one of the following options: WebCenter Sites' native
user manager (in the administrator's interface), or via LDAP. However, to configure
user profiles and attributes, you must use the administrator's interface.

This chapter outlines your options for creating users. This chapter also shows you how
to create users in WebCenter Sites, and configure their profiles and user attributes. For
information about creating users in external sources, refer to the product
documentation.

This chapter contains the following sections:

5.1 Overview

Section 5.1, "Overview"

Section 5.2, "User Management Options"

Section 5.3, "Configuring Users in WebCenter Sites"

Section 5.4, "Working with User Accounts"

Section 5.5, "Working with User Profiles and User Attributes"

WebCenter Sites users can be created through WebCenter Sites' native user manager,
through WEM Admin, or through external user managers such as LDAP.

Every WebCenter Sites user is defined by the following set of data:

User account, which gives the user access to the WebCenter Sites system and its
database tables

User profile, which is required for users who will be working with:
—  WebCenter Sites applications
- Language packs and setting a default language

-  Workflow processes, in which email messages will be sent to notify workflow
participants of their assignments. The user profile supports workflow actions
by mapping a user name to an email address.

User attributes (in addition to the email and locale attributes in the user profile), if
actions and events in addition to workflow must be supported.

Once users are created and configured, they must be associated, by means of roles,
with the sites they are to work in. This chapter shows you how to create and configure
users. Procedures for associating users with sites are given in Chapter 8, "Assembling
Content Management Sites."
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5.2 User Management Options

WebCenter Sites' Directory Services API enables your WebCenter Sites system to
connect to external directory servers or user managers that contain authentication
information, user information, and so on. The following connection options are
available:

= Native system—The WebCenter Sites native user manager, which uses the native
WebCenter Sites user management tables SystemUsers and SystemUserAttrs.

s The LDAP plug-in—With this option, user names and attributes are stored in the
directory server rather than in the WebCenter Sites database.

Because WebCenter Sites security is based on ACLs, any external user management
system (such as LDAP) must be configured to match the WebCenter Sites ACLs.

Information about configuring the plug-ins is given in the Oracle Fusion Middleware
WebCenter Sites: Installing and Configuring Supporting Software. Properties that configure
the plug-ins are located in the files futuretense.ini (the Authentication tab),
ldap.ini, and dir. ini files. The files are described in the Oracle Fusion Middleware
WebCenter Sites Property Files Reference.

Note: This guide uses the native WebCenter Sites user manager
throughout.

This section contains the following topics:
= Section 5.2.1, "Native WebCenter Sites User Manager"
s Section 5.2.2, "LDAP Plug-In"

5.2.1 Native WebCenter Sites User Manager

If you are using the native WebCenter Sites user manager, follow the guidelines in
Chapter 3, "Site Configuration Guidelines" to create and configure users, and then
grant them access to the management system.

5.2.2 LDAP Plug-In

If you are using LDAP to manage your users on either the management or the delivery
system, you create user accounts with LDAP rather than with the WebCenter Sites
administrator's interface. However, you must still use the administrator's interface to
create ACLs and roles in the WebCenter Sites database (It is also possible to use WEM
Admin to create roles). Instructions for granting users access to a Sites management
system integrated with LDAP are given in our guide, the Oracle Fusion Middleware
WebCenter Sites: Installing and Configuring Supporting Software.

5.3 Configuring Users in WebCenter Sites

Each WebCenter Sites user is completely defined by a user account, user profile, and, if
necessary, user attributes.

= A user account is required for anyone who is to work with WebCenter Sites.

= A user profile is required for users who will be working with WebCenter Sites
modules and products, setting a default language, and participating in workflow
processes in which email messages will be sent.
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User attributes, in addition to the locale and email attributes in the user profile,
may also be required for your operation. If so, the additional attributes can be
created.

Once you have created the user, you must enable that user for the appropriate sites by
assigning roles to the user name for each site the user will work in. For information
about enabling users after you have created them, see Section 8.2.1, "Granting Users
Access to a Site (Assigning Roles to Users)."

After you have created and enabled a new user, be sure to give that user the following
information:

The user name/password combination of the user account.
The URL to the WebCenter Sites:
http://<server>:<port>/<context>/login

where

<server> is the host name or IP address of the machine running WebCenter Sites.
Depending on how the system was set up, you might also need to include the port
number— server: 8080 for example; and

<context> is the name of the web application on the same server.

The rest of this chapter shows you how to create user accounts, profiles, and attributes,
as well as modify and delete them.

5.4 Working with User Accounts

This section shows you how to create, edit, and delete user accounts in WebCenter
Sites.

Note: This section provides procedures for creating, editing, and
deleting users in the WebCenter Sites administrator's interface. If you
are using LDAP, refer to the LDAP product documentation. If you are
using WEM Admin, refer to Chapter 34, "Web Experience
Management Framework."

Also, be sure to substitute the word "group" for the word "ACL" when
reading that guide, and create users who belong to the groups with
these names.

This section contains the following topics:

Section 5.4.1, "Creating a New User"

Section 5.4.2, "Creating Common User Types"
Section 5.4.3, "Editing a User"

Section 5.4.4, "Deleting a User from the System"

5.4.1 Creating a New User

This section shows you how to create users in the WebCenter Sites administrator's
interface.
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Note: If you are using LDAP, refer to the LDAP product
documentation, if you are using WEM Admin, refer to Chapter 34,
"Web Experience Management Framework."

Before creating a user
Before creating a user, determine the user's:

= Loginname
= Password
= ACLs, which regulate the user's access to WebCenter Sites' database tables.

— To determine the user's required ACLs, see Section 31.4, "Required ACLs for
Custom Users."

- To determine the user's additional system ACLs, see Section 31.2, "System
ACLs."

- To determine which ACLs are assigned to the database tables the user must
access, follow the steps in Section 4.3.4, "Assigning ACLs to Custom Tables."

To create a user
1. Inthe Admin tab, expand User Access Management, then double-click User.

2. In the form that appears, select Add User and click OK.

You can add a user name before clicking OK; it will appear auto-filled in the Login
Name field on the next form.

3. Fill in the fields in the Add User form:
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Figure 5-1 Add User Form

Add User

*Login Name:

*Access Privileges: Browser -
ContentEditar
ElementEditar
ElementReader
FageEditor
FageReader
FemoteClient
SiteGod
TableEditar
LserEditor w

*Password:

*Re-enter Password:

a. In the Login Name field, enter a unique name. Do not include spaces or
special characters, such as punctuation. The underscore character (_) is
allowed.

b. In the Access Privileges list, select ACLs for the user. To select multiple ACLs,
Ctrl-Click each desired ACL; you can also select a range of ACLs by selecting
the first and last ACL in the range with Shift-Click.

c. Enter the same password into the Password and Re-Enter Password fields.
d. Click Add.
The user has been created.

e. You can create a general administrator, For more information about making
the user an administrator or a content contributor, see Section 5.4.2, "Creating
Common User Types."

To follow up with post-creation procedures

1.

If the user will be implementing any of the following options:

—  Oracle WebCenter Sites products such as Oracle WebCenter Sites: Engage
- Language packs and different languages

-  Workflow processes that send email messages

create a profile for the user. For instructions, see Section 5.5.1, "Creating and
Editing a User Profile."
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2.

If the user requires attributes in addition to or in place of locale and email
(specified in the user profile), create the attributes. For instructions, see
Section 5.5.3, "Modifying, Adding, and Deleting User Attributes."

Once the user has been completely defined, you must associate the user with a site
by means of roles.

a. If you have not already done so, create roles for the user, following
instructions in Section 4.5.1, "Creating a Role."

b. To associate the user to the site, create the site and add the user to the site. For
instructions, see Section 8.1.1, "Creating a Site" and Section 8.2.1, "Granting
Users Access to a Site (Assigning Roles to Users)."

5.4.2 Creating Common User Types

When creating a user, it is important to consider the roles that the user will have on
separate web sites. In many cases, a user may be an administrator on one site and a
content contributor on another. This section details how to make each user a specific
type of user.

This section describes the following topics:

Section 5.4.2.1, "Making the User a General Administrator"
Section 5.4.2.2, "Making the User a Site Administrator"
Section 5.4.2.3, "Making the User a Workflow Administrator"
Section 5.4.2.4, "Making the User a Content Contributor"

5.4.2.1 Making the User a General Administrator

The general administrator for a site controls all aspects of the site. You should be
aware that when a user is a general administrator, their administrative actions can
only be controlled when they are logged in to the one site, however, they can
administrate all sites when logged in.

1.

For the newly created user, double-check that it has the correct ACLs assigned to
it.

To determine the ACLs for a user, see Section 31.4, "Required ACLs for Custom
Users." Looking at the table there, you can see that the ACLs for a general
administrator are Browser, Element Reader, PageReader, UserReader, xceleditor,
xceladmin, TableEditor, UserEditor, and VisitorAdmin.

On the Admin tab expand security, expand Assign Users to Groups, and
double-click Add New. The Assign Groups to User form appears.

Select the user to make a general administrator, and then select RestAdmin in the
Groups field.

You can use Ctrl-Click to select more than one user or group, but as you will likely
make few general administrators, it is suggested you add them one at a time to
ensure you do not accidentally add a user to the RestAdmin group.

Open the WebCenter Sites tree, and select the site to add the user to.
Click Users to open the User Role Management form.

This form is also available under Site Admin tab by double clicking Users if you
are logged in to the specific site.
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Enter the log in information for the user, and click the Edit icon to open the Edit
Roles for User form. Select General Admin as well as any other roles you wish the
user to have on this web site.

Note: The names of roles used in this documentation are the names
of the roles used in the FirstSitell example web site that comes
installed. You might choose to use different roles or role names with
your published web site.

When adding a general administrator to a site, you may want to consider if you
will want the same person to have different roles on a different site. You will need
to assign these roles to the user when logged in to the site or sites you want to
assign these different roles for the user on.

When a user has general administrator rights, the Admin tab will only appear
when they are logged into the web site (or web sites) where they have the general
administrator role.

5.4.2.2 Making the User a Site Administrator

1.

For the newly created user, double-check that it has the correct ACLs assigned to
it.

To determine the ACLs for a user, see Section 31.4, "Required ACLs for Custom
Users." Looking at the table there, you can see that the ACLs for a site
administrator are Browser, Element Reader, PageReader, UserReader, xceleditor,
and xceladmin.

Open the WebCenter Sites tree, and select the site to add the user to.
Click Users to open the User Role Management form.

This form is also available under the Site Admin tab by double-clicking Users if
you are logged in to the specific site.

Enter the log in information for the user, and click the Edit icon to open the Edit
Roles for User form.

Select the user to make a site administrator, and then select SiteAdmin_
AdminSite in the Groups field.

You can use Ctrl-Click to select more than one user or group, but as you will likely
make few site administrators, it is suggested you add them one at a time to ensure
you do not accidentally add a user to the SiteAdmin_AdminSite group.

Select SiteAdmin and Advanced User as well as any other roles you wish the user
to have on this web site. The SiteAdmin role grants the user access to the Site
Admin tab, the AdvancedUser role grants access to the Admin interface.

Note: The names of roles used in this documentation are the names
of the roles used in the FirstSitell example web site that comes
installed. You might choose to use different roles or role names with
your published web site.

When adding a site administrator to a site, you may want to consider if you will want
the same person to have different roles on a different site. You will need to assign these
roles to the user when logged in to the site or sites you want to assign these different
roles for the user on.
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When a user has site administrator rights, the Site Admin tab will only appear when
they are logged into the web site (or web sites) where they have the site administrator
role.

5.4.2.3 Making the User a Workflow Administrator

1. FPor the newly created user, double-check that it has the correct ACLs assigned to
it.

To determine the ACLs for a user, see Section 31.4, "Required ACLs for Custom
Users." Looking at the table there, you can see that the ACLs for a workflow
administrator are Browser, Element Reader, PageReader, UserReader, xceleditor,
and xceladmin.

2. Open the WebCenter Sites tree, and select the site to add the user to.
3. Click Users to open the User Role Management form.

This form is also available under Site Admin tab by double-clicking Users if you
are logged in to the specific site.

4. Enter the log in information for the user, and click the Edit icon to open the Edit
Roles for User form.

5. Select WorkflowAdmin and AdvancedUser, as well as any other roles you wish
the user to have on this web site. The Workflow Admin role grants the user access
to the Workflow tab, the AdvancedUser role grants access to the Admin interface.

Note: The names of roles used in this documentation are the names
of the roles used in the FirstSitell example web site that comes
installed. You might choose to use different roles or role names with
your published web site.

When adding a workflow administrator to a site, you may want to consider if you
will want the same person to have different roles on a different site. You will need
to assign these roles to the user when logged in to the site or sites you want to
assign these different roles for the user on.

When a user has workflow administrator rights, the Workflow tab will only
appear when they are logged into the web site (or web sites) where they have the
workflow role.

5.4.2.4 Making the User a Content Contributor
For the newly created user, double-check that it has the correct ACLs assigned to it.

To determine the ACLs for a user, see Section 31.4, "Required ACLs for Custom Users".
Looking at the table there, you can see that the ACLs for all users are Browser,
ElementReader, PageReader, UserReader, and xceleditor. You may want to add
additional ACLs needed for a content contributor, depending on the type of content
you want the user to contribute.

For example, the PageEditor ACL would allow the user to add pages to the site, and
modify the content based on the defined elements. The ElementEditor ACL would
allow the contributor to create templates. For more information on the specific ACLs
and how they impact the contributor's editing access, see Chapter 31, "System
Defaults."

The user does not need additional ACLs if you only want them to modify existing
content on a page. Simple editing is contained in the assigned role.
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1. Open the WebCenter Sites tree, and select the site to add the user to.
2. Click Users to open the User Role Management form.

This form is also available under Site Admin tab by double clicking Users if you
are logged in to the specific site.

3. Enter the log in information for the user, and click the Edit icon to open the Edit
Roles for User form. Select SitesUser for the role.

It may be necessary to add different roles depending on how the roles are
connected to the assets. When assets are created, they are connected to roles. These
roles are the only roles that have access to the asset.

Note: Typically you would not assign a user the SitesUser role as
well as the AdvancedUser role for the same web site. The SitesUser
role grants access to the Contributor interface; the AdvancedUser role
grants access to the Admin interface.

The names of roles used in this documentation are the names of the
roles used in the FirstSitell example web site that comes installed. You
might choose to use different roles or role names with your published
web site.

For most content contributors, you will not want to assign them roles on the web
site beyond SitesUser, depending on how you have set up the different assets.
Content contributors will make changes to the content only through the
Contributor interface, and not through the Admin interface that administrators
use.

5.4.3 Editing a User

This section shows you how to edit users in the WebCenter Sites administrator's
interface. If you are using LDAP, refer to the LDAP product documentation.

To edit a user

Caution: Do not change the names or ACLs of WebCenter Sites
system users (DefaultReader, ContentServer, xceladmin).

1. Inthe Admin tab, expand User Access Management, then double-click User.

2. In the form that appears, enter the name of the user you want to work with. If you
do not know the user name, leave the field blank; WebCenter Sites will return a list
of all users in the system.

3. Select Modify User and click OK.
4. In the list of users, select the user you want to work with.

5. In the Modify User form, make the desired changes, then click Modify.

5.4.4 Deleting a User from the System

This section shows you how to delete WebCenter Sites users using the WebCenter Sites
administrator's interface. If you are using LDAP, refer to the LDAP product
documentation.
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To delete a user from the system

Caution: Do not delete any of the WebCenter Sites system users
(fwadmin - or the user used as admin, ContentServer, or
DefaultReader).

1. Delete the user profile, as shown in Section 5.5.2, "Deleting a User Profile."
2. In the Admin tab, expand User Access Management, then double-click User.

3. In the form that appears, enter the name of the user you want to delete. If you do
not know the user name, leave the field blank; WebCenter Sites will return a list of
all users in the system.

4. Select Delete User and click OK.

5. In the list of users, select the Delete radio button next to the user you want to
delete.

6. Click Delete.

WebCenter Sites displays a warning message.
7. Click OK.

The user has been deleted.

5.5 Working with User Profiles and User Attributes

A user profile is required for any user who will be working with the following:
= Sites modules and products
» Language packs

= Workflow processes in which email messages will be sent to notify workflow
participants of their assignments. The user profile supports workflow actions by
mapping a user name to an email address.

A user profile holds a set of user attributes. By default, the only user attributes a user
profile holds are:

s The email attribute, which is used to support workflow actions and takes the
user's email address as a value. (You can create workflow actions that send
workflow participants email about the assets that are assigned to them.)

»  The locale attribute, which is used to determine which language to use for a given
user. This attribute takes the user's preferred location as a value.

s The timezone attribute, which is used to determine which time zone to use for a
given user. This attribute takes the user's preferred time zone as a value.

If the user was created in the WEM Admin interface, the avatar is also an attribute.
You can add more user attributes and store values for them in the WebCenter Sites
user management tables if you want to. However, to use these values in the
WebCenter Sites interfaces requires you to customize the elements that display the
user profile forms. For information about customizing elements for the WebCenter
Sites interfaces, see the Oracle Fusion Middleware WebCenter Sites Developer’s Guide.

This section contains the following topics:

= Section 5.5.1, "Creating and Editing a User Profile"
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Section 5.5.2, "Deleting a User Profile"
Section 5.5.3, "Modifying, Adding, and Deleting User Attributes"

5.5.1 Creating and Editing a User Profile

If you are using LDAP, be aware of system responses to user and site management
operations. For information about system responses, see Chapter 33, "Managing Users,
Sites, and Roles in LDAP-Integrated Sites Systems."

To create or edit a user profile

1.

In the Admin tab, expand User Access Management, then double-click User
Profiles.

WebCenter Sites displays the User Profile Management form.
In the form, enter the desired user name and click Select.
WebCenter Sites displays the profile of the selected user.
Click the Edit icon.

WebCenter Sites displays the Edit User Profile form:

Figure 5-2 Edit User Profile Form

Edit User Profile

User Mame: DefaultReader

Email:
Locale Preference: Mo preference w
Time Zone: | Auto-Detected v

R

In the Email field, enter the user's email address.

(Optional) Select a locale preference for this user from the Locale Preference
drop-down list. The user's local preference overrides the language preference for
the WebCenter Sites system (which is set from the Locale Manager).

Note: If you do not set a locale preference for the user (No
preference is selected in the Locale Preference drop-down list), the
WebCenter Sites interfaces will be displayed in the language set for
the WebCenter Sites system. For information about setting the locale
preference for the WebCenter Sites system, see

Configuring Users, Profiles, and Attributes  5-11



Working with User Profiles and User Attributes

6.

(Optional) In the Time Zone drop-down list, select the user's time zone preference.
If you do not specify a time zone preference (Auto-Detected is selected in the
drop-down menu), the system will automatically detect the time zone of the user
from the user's browser.

Click Save.

Enable this user for the sites the user needs to work with. For instructions, see
Chapter 8.2.1, "Granting Users Access to a Site (Assigning Roles to Users)."

5.5.2 Deleting a User Profile

To delete a user profile

1.

In the Admin tab, expand User Access Management, then double-click User
Profiles.

In the User Profile Management form, click Delete.
WebCenter Sites displays a warning message.
Click Delete User Profile.

WebCenter Sites displays a message confirming the deletion.

5.5.3 Modifying, Adding, and Deleting User Attributes

By default, the only user attributes that the WebCenter Sites content applications need
are an email address and locale preference. Users created in WEM will additionally
have an avatar attribute. You use the user profile feature to assign these attributes to a
user, as shown in Section 5.5.1, "Creating and Editing a User Profile." If you need to,
you can store and use additional user attributes for your users in this table, even if you
are using LDAP.

The Modify User Attributes option allows you to modify the attributes that are used in
the user profile. It also allows you to add and delete attributes.

To modify a user's attributes

1.

In the Admin tab, expand User Access Management, then double-click User.

In the form that appears, enter the name of the user you want to work with. If you
do not know the user name, leave the field blank; WebCenter Sites will return a list
of all users in the system.

Click the user name in the list that whose attributes you want to modify. The User
Attributes form will display.

Fill in the fields of the User Attributes form:
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Figure 5-3 User Attributes Form

User Attributes:DefaultReader

Attribute Name Attribute ¥alues

| | | Add new attribute and value .

Do one of the following, as required:

— Change the current value (or values) assigned to an attribute by editing the
contents of the Attribute Values field.

- Add a new attribute by entering its name and at least one value in the fields at
the bottom of the form.

- Delete any unwanted attributes by deleting the associated value (in the
Attribute Values field).

4. Click Modify.

Your changes are committed to the database.
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Setting Up External Security

Determining what your security protocols should be and then implementing them is
an important part of a WebCenter Sites administrator's duties. You and the site
developers must discuss and determine how security will be configured on both the
management and the delivery systems before they start coding templates and
designing asset types.

This chapter contains the following sections:
s Section 6.1, "Overview"
= Section 6.2, "Implementing Security"

= Section 6.3, "Testing Security"

6.1 Overview

Before developers begin designing the online site or contemplating changes to the user
interface on the management system, you must determine and implement your
security protocols. The decisions you make about security configuration affects the
way that you code and implement your online site.

At regular intervals, you should review your systems to determine whether they are
working as they should. Figure 6-1 shows an example of a secure WebCenter Sites
system:
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Figure 6—-1 WebCenter Sites System
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This section contains the following topics:

»  Section 6.1.1, "ACLs and Security"

»  Section 6.1.2, "DefaultReader, secure.CatalogManager, and secure. TreeManager"
= Section 6.1.3, "BlobServer and Security"

= Section 6.1.4, "Security Goals"

6.1.1 ACLs and Security

As mentioned in Chapter 4, "Working with ACLs and Roles," ACLs (access control
lists) serve as the foundation of the security and user management model in your
WebCenter Sites system. ACLs are sets of permissions that restrict access to both
database tables and WebCenter Sites pages.

ACL restrictions are enforced only when the cc.security and the security.checkpagelets
properties in the futuretense.ini file are set to true. These properties are set to true by
default. If you need to disable security for any reason, open the Property Editor and
set the cc.security property to false. However, Oracle recommends that you keep this
property set to true on all systems to ensure that site development is designed to work
with security enabled.

When planning security measures for your system, examine the list of default ACLs
(described in Chapter 31, "System Defaults"), and determine whether you need
additional ACLs. You might need to create an ACL with a different combination of
permissions than any of the system ACLs provide if your developers plan to create
new tables or to make additions to the user interface.
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Note: Under no circumstances should you modify a system default
ACL or modify the ACLs assigned to a WebCenter Sites system table
or a Sites content application table.

6.1.2 DefaultReader, secure.CatalogManager, and secure.TreeManager

WebCenter Sites and the WebCenter Sites content applications are delivered with
several default user accounts, one of which is named DefaultReader. This account is
assigned to all unauthorized site visitors (because anyone who visits a site hosted by
WebCenter Sites must have a WebCenter Sites user identity).

By default, the DefaultReader user account has the following ACLs: Browser and
Visitor. Visitor enables the tracking of visitors for demographic purposes. Security
issues arise because many of the database tables also have the Browser ACL assigned
to them, and various Engage tables are assigned the Visitor ACL. Therefore, anyone
using the DefaultReader account can examine information in the tables (although they
cannot write to the tables as this user). To prevent someone from using the
DefaultReader user account to view tables in your WebCenter Sites database, set the
following properties in the futuretense.ini file to true:

n secure.CatalogManager
(] secure.TreeManager

When these properties are set to true, the DefaultReader user cannot access the
CatalogManager and TreeManager servlets—not even for read-only data.

Note: More information about Oracle WebCenter Sites: Engage ACLs
(Visitor and VisitorAdmin) is available in Chapter 31, "System
Defaults." See Table 31-3, " System ACLs and Their Descriptions" for
permissions that are associated with each ACL and Table 314,

" Default Users and Their ACLs" for descriptions of the ACLs.

6.1.3 BlobServer and Security

When you want to implement security for your blobs you must enable the security
feature for the BlobServer servlet. You do this by setting the bs.security parameter in
the futuretense.ini file to true.

When bs.security=true, BlobServer refuses to serve a blob unless the URL for the blob
contains evidence that the person requesting it has been authenticated as a valid user.
What evidence? A value in the URL from the csblobid parameter whose value
matches a session variable named csblobid. Therefore, when BlobServer security is
enabled, your developers must code links to blobs differently than usual.

For information about how those links should be coded, see the Oracle Fusion
Middleware WebCenter Sites Developer’s Guide.

6.1.4 Security Goals

Typically, you have a different set of security goals for each of your WebCenter Sites
systems: the development, management, and delivery systems.

This section contains the following topics:
»  Section 6.1.4.1, "Security Goals for the Development System"
s Section 6.1.4.2, "Security Goals for the Management System"
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»  Section 6.1.4.3, "Security Goals for the Delivery System"

6.1.4.1 Security Goals for the Development System

Even though development systems are typically behind firewalls, you should
implement the same security configuration on the development system that will be in
place on the system the developers are designing for (management or delivery). Why?
To be sure that the code will work properly on the target system, because the same
conditions exist on both systems:

= When you plan to use BlobServer security on the delivery system, templates that
create URLs for blobs must be coded differently. Therefore, you must enable
BlobServer security on the development system as well.

s If your online site will require that visitors identify themselves, you must have the
same security configuration in place on the development system that you will use
on the delivery system.

6.1.4.2 Security Goals for the Management System
Security on the management system encompasses two main concepts:

= Ensuring that only valid WebCenter Sites users can access the system (described in
this chapter).

»  Ensuring that those valid users can access only the functions that are appropriate
for them. For information, see Chapter 4, "Working with ACLs and Roles."

6.1.4.3 Security Goals for the Delivery System

The precautions that you take on the delivery system are more stringent by nature
because when you deliver a site to the public, you must ensure that while visitors can
access the content on your site, hackers cannot access areas that you do not want made
public.

When you configure your delivery system, you disable the WebCenter Sites user
interfaces to prevent anyone from adding assets or code through the interfaces or with
any of the developer tools. Additionally, you restrict access to some of the WebCenter
Sites servlets.

6.2 Implementing Security

This section describes the steps you must take to configure the security measures you
have decided to implement: setting properties, changing passwords for default user
accounts, using SSL for systems accessible outside your company's network, mapping
URLs for specific WebCenter Sites servlets, and disabling certain parts of the
applications on the delivery system.

Each section states which steps should be performed on which system or systems.
This section contains the following topics:

= Section 6.2.1, "Properties That Configure Security Settings"

s Section 6.2.2, "Users and Passwords"

= Section 6.2.3, "SSL and Digital Certification"

»  Section 6.2.4, "URLs and the Web Server (Delivery System Only)"

= Section 6.2.5, "WebCenter Sites Forms and Pages (Delivery System Only)"
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6.2.1 Properties That Configure Security Settings

This section describes how to configure the properties in the futuretense.ini file that
implement various kinds of security.

For All Systems

Use the Property Editor to open the futuretense.ini file and verify that the following
properties are set to true:

m CC.security

m security.checkpagelets

n secure.CatalogManager

n secure.TreeManager

If you plan to use BlobServer security, set the following property to true:

bs.security

To ensure that the session timeout value is appropriate for each system, set the
following property, as well:

cs.timeout

On the development and management systems, set the timeout value for as long as
you think that you safely can. On the delivery system, set the timeout value for as
short a time as you can without frustrating your visitors.

For the Delivery System
In addition to the properties described in the preceding section, there is one more
property to specify for the delivery system: cs.wrapper.

Wrappers are the HTML files located in the futuretense_cs directory on the web
server. Also included in that directory is a subdirectory named Dev, which you should
remove from your delivery system.

However, if you decide to remove the entire futuretense_cs directory from the web
server on the delivery system, you must set the cs.wrapper property to false.

For more information, see Section 6.2.5, "WebCenter Sites Forms and Pages (Delivery
System Only)."

6.2.2 Users and Passwords

Be sure that the default user accounts were made secure after WebCenter Sites was
installed on all systems.

For All Systems
Complete the following steps on all systems—development, management, and
delivery:

s Change the default password for the fwadmin user account (User node under User
Access Management in the Admin tab in the administrator's interface).

»  If the WebCenter Sites user that was created during the installation is named
ContentServer, verify that its password is not the default password (password). If
the password used is the default password, change it (User node under User
Access Management in the Admin tab in the administrator's interface).

= Change the default administrator username/password for your application server.

Setting Up External Security 6-5



Implementing Security

s Change the default administrator username/password for your web server.

s  If you have the sample sites installed, a mirror user was created for the Mirror to
Server publishing method (name: mirroruser; password: mirroruser). Change the
password for this user.

s For any user accounts that have the SiteGod ACL, change the password frequently
(User node under User Access Management in the Admin tab in the
administrator's interface). Handle any user account that has the SiteGod ACL as
you would the UNIX root user.

Note: Do not change the default password for the DefaultReader
user.

For the Management and Delivery Systems

If any of the sample sites except AviSports or FirstSitell were installed on either the
management or delivery systems, delete all the sample users including editor, but do
not delete the xceleditor ACL and do not delete the fwadmin user. Additionally,
change the password for the mirroruser user.

For the Delivery System

Do not assign the xceleditor ACL to any user on the delivery system other than the
system administrator of that system. This ACL allows access to the WebCenter Sites
content applications if they are installed on that delivery system.

6.2.3 SSL and Digital Certification

For any system accessible outside your company's network or containing proprietary
data, such as a management system open to remote employees, it is recommended to
use SSL to establish a secure, encrypted connection.

You must use a digital certificate approved by a trusted authority rather than a
self-signed certificate. Using a self-signed certificate can have the following
consequences:

= Internal calls to the system made through Java may fail.

= Some features of the user interface may not function correctly, for example, the
left-hand navigation tree or publishing.

6.2.4 URLs and the Web Server (Delivery System Only)

On the web server of the delivery system, be sure to give access to the following
WebCenter Sites servlets only. How? By mapping only their URLs to the application
server:

s ContentServer
= BlobServer

= Satellite

»  CookieServer

Do not map URLs to the application server for any of the other WebCenter Sites
servlets. Instead, map the URLs for the following servlets to an error page such as the
"404 Not Found" page:

s HelloCS
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s CatalogManager
s TreeManager

= DebugServer

s CacheServer

= Inventory

6.2.5 WebCenter Sites Forms and Pages (Delivery System Only)

On the delivery system, be sure to disable or completely remove the following pieces
of the WebCenter Sites applications:

= Remove the futuretense_cs/Dev directory from the web server. This directory
holds forms that are useful for developers, which means that you do not want
them on your delivery system.

Note: Do not remove this directory from the application server.
Remove it from the web server only.

You can optionally remove the entire futuretense_cs directory from the web
server. (Do not remove it from the application server.) If you do, be sure to set the
cs.wrapper property in the futuretense.ini file to false (the wrappers are the
HTML files from that folder). If you forget, visitors on the site will see "404 Page
Not Found" rather than some of the system error messages.

s GotoSiteCatalog/OpenMarket/Xcelerate/UIFramework and rename all of the
pages. At the very least, rename LoginPage and LoginPost.

6.3 Testing Security

After you have implemented your security measures, test your systems.

Security Tests for All Systems

Complete the following steps on your development, management, and delivery
systems:

1. Try to log in to the database with Sites Explorer using the default user accounts:
— DefaultReader

If you can log in using SomeReader as the password, the
secure.CatalogManager and secure.TreeManager properties are set to false.
Change them to true.

— ContentServer

If you can log in using password as the password, change the password
immediately.

— editor

If you can log in using xceleditor as the password, change the password
immediately.

— fwadmin

If you can log in using xceladmin as the password, change the password
immediately.
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Verify that the sample site users do not exist on the management or delivery
systems.

Verify that you cannot log in with ContentServer/password using a
CatalogManager URL:

http://<server>:<port>/<context>/CatalogManager?ftcmd=1ogin&username=ContentSer
ver&password=password

Verify that you cannot flush the entire cache as ContentServer/password using a
CacheServer URL:

http://<server>:<port>/<context>/CacheServer?all=true&authusername=ContentServe
r&authpassword=password

Verify that you cannot log in to the application server as the default administrator
user.

Verify that you cannot log in to the database as the default administrator user.

Verify that you cannot log in to the web server as the default administrator user.
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Implementing Security Using Cryptography
and Encryption Key Storage

WebCenter Sites provides secure server access to protect your system from internal or
external security attacks. All access is protected through cryptographic encryption of
sensitive information whether located in files or within the server itself. It is important
for all organizations to establish security standards to ensure that important
information is not compromised

Audit Trail Information reports are described in this chapter. They are:
m  Section 7.1, "WebCenter Sites Security Overview"

= Section 7.2, "Considerations for External Key Stores"

= Section 7.3, "The SitesSecurityContext.xml Configuration File"

s Section 7.4, "Mixed Credential Stores"

= Section 7.5, "Sites Security Utilities"

= Section 7.6, "Using Java JCEKS Key Stores"

ms  Section 7.7, "ESAPI Security Validation"

7.1 WebhCenter Sites Security Overview

WebCenter Sites secures the system by default and provides several options to further
tighten security to meet your installation's requirements.

The system comes installed with a secured key store that provides the necessary
encryption keys to properly handle passwords and data exchanges across the network
through encryption techniques. This ensures that sensitive information is not visible to
unauthorized individuals which could compromise the security of your system.

The system has the option to provide an external key store so that the creation and
administration of encryption keys can be controlled by the system administrator. An
external key store uses standard Java cryptography to create and maintain
symmetrical encryption keys.

The system has the option to provide an external credential store rather than a Java
key store for increased security. A credential store facility uses Oracle's advanced
cryptography to create and maintain symmetrical encryption keys. The credential
store location is identified by a properly configured JPS (Java Platform Security)
provider. When used with the WebLogic application server, access and modification of
the credential store is protected by JPS permissions. Only authorized programs are
permitted to access the credential store for reading, modification, or both.
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7.2 Considerations for External Key Stores

The use of standard Java cryptography or Oracle's advanced cryptography
functionality depends on the type of storage for external encryption keys. The system
does not support inter mixing of cryptography packages, they are mutually exclusive
in all cases. The external key store (type is JCEKS) must use the standard Java
cryptography package. The Oracle Credential Store Facility (CSF) only allows
encryption keys created by the Oracle Security Developer Tools (OSDT). Because
encryption keys created by one cryptographic package will not be compatible across
all types of key stores, you should choose the type of store that suits your security
needs and use it in all cases.

For components that require cryptographic support across application server contexts
or machines (such as required for clustered configurations) or both the same
encryption keys must be available. In other words, where a data value is encrypted at
one location it must be decrypted using the same key at the destination location. This
means that you must use copies of the central key store each place where encryption
and decryption are necessary.

The replication and sharing of encryption keys through a key store or credential store
varies on your environment and is not discussed in this document.

Configuration of the cryptography package and external encryption key stores is
controlled by the SitesSecurityContext.xml configuration file. This file must reside
on the class path of the programs that require it. Customizing this file is covered later
in the next section. The Sites product uses a standard naming convention for
associating encryption keys to different functions within the product. There is not a
single encryption key used in all cases. This permits changing the key by functional
use at any time without affecting other functions. There are four associative names
used, for any key store type, which are:

1. masterkey — reserved for future use
2. tokenskey - the encryption key used by the Sites token generator

3. generalkey — the encryption key used for all encrypted POST exchanges and
sensitive information located in external files.

4. passwordkey — the encryption key used when the user password in the database
is encoded by symmetrical encryption.

Note: For a JCEKS key store, the storage of cryptography keys
provides password protection for every key. This version of Sites does
not make use of this capability and expects each of the above keys to
have the same password as the key store itself.

There are two types of encryption key storages that can be used:

1. JCEKS is the standard key store facility to housing symmetrical encryption keys.
Keys stored in this facility must be created and used with the standard Java
cryptography functions. Although this type is universal it is provider specific and
care must be observed not to mix a key store created by one provider and used by
another. This is tied to the Java runtime used to run your applications. Oracle or
Sun Microsystems use a standard JCE provider to create and retrieve encryption
keys. IBM provides their own Java runtime which has a different key store
provider. Although it is possible to modify the IBM security environment to accept
the standard Java JCE provider, the steps to do this are beyond the scope of this
document.

7-2 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



The SitesSecurityContext.xml Configuration File

2. Oracle Credential Store Facility (CSF) is a very secure key storage facility that is
accessed through Java Platform Security (JPS). This facility can be used instead of
JCEKS key store across all environments and is not provider specific as it is an
integral part of Oracle security. Only symmetrical encryption keys created by
Oracle OSDT (Oracle Security Developer Tools) can be stored in this facility. In the
WebLogic environment, this credential store is protected by JPS permissions.
Programs that access or manipulate contexts of the credential store must be
granted permission. Those programs which do not have the proper permission are
denied access. For situations requiring the highest level of security, this is the
preferred option.

7.3 The SitesSecurityContext.xml Configuration File

The SitesSecurityContext.xml file controls all aspects of the security environment
which WebCenter Sites and its related utilities operate within. It is a Spring
configuration file which instantiates the implementation classes for cryptography,
encryption key storage, CSRF token generation, and internal security processing
within the Sites server. It is an integral part of security between the various system
components.

When it is necessary to change system defaults to satisfy varied security requirements
this file is modified to provide the desired overrides. There must be a copy of this
configuration file, with the modifications, available to each component (that is,
WebCenter Sites utility program, server component, REST client) to ensure that the
proper cryptographic package is used with access to the required key store. Failure to
provide the proper configuration and associated key store to all components will cause
part of the system to cease functioning.

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="
http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/context
http://www.springframework.org/schema/context/spring-context-2.5.xsd">

<!-- Crypto support package -->
<bean id="cryptoPackage"
class="com.fatwire.security.common.JavaSecurityCrypto" />

<!-- Credential storage (using JCEKS repository) support package -->

<bean id="credentialPackage"
class="com.fatwire.security.common.JCEKSCredentialStore" >

<property name="keyStoreJar"
value="com/fatwire/security/common/data/WCSitesDefault.keystore" />

<property name="IBMStoreJar"
value="com/fatwire/security/common/data/WCSitesDefaultIBM.keystore" />

</bean>

<!-- CSRF Token generation/validation package (Sites server only) -->
<bean id="tokenPackage" class="com.fatwire.auth.SecurityTokenImpl" />

<!-- Security Basis ... This is the root of all evil -->

<bean id="securityBasis"
class="com.fatwire.security.common.SecurityBasis" >

<property name="securityCrypto" ref="cryptoPackage" />
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<property name="securityToken" ref="tokenPackage" />
<property name="credentialStorage" ref="credentialPackage" />
</bean>

<!-- Security Context (Sites server only)-->

<bean id="securityContext"
class="COM.FutureTense.Security.Context.AdvancedSecurityContextImpl" >

<property name="securityBasis" ref="securityBasis" />

</bean>

</beans>

The SitesSecurityContext.xml file is broken down into five beans; three are
mandatory (cryptoPackage, credentialPackage, and securityBasis) and two used only
by the Sites server (tokenPackage and securityContent). Once modified, the revised
file must be placed on the class path of all components that require it.

The beans in this file are described as:

cryptoPackage — this bean specifies which cryptographic package is initialized.
There are two choices, expressed as a fully qualified class name:

— com.fatwire.security.common.JavaSecurityCrypto — using Java runtime

— com.fatwire.security.common.OracleSecurityCrypto —using OSDT. This
cryptography package must be specified if the Oracle Credential Store Facility
is to be used.

credentialPackage — this bean specifies which key storage is initialized. There are
three choices, expressed as a fully qualified class name:

— com.fatwire.security.common.JCEKSCredentialStore — default support
using JCEKS key stores.

— com.fatwire.security.common.DefaultCredentialStore —standard CSF
implementation for all external programs or application servers other than
WebLogic.

- com.fatwire.security.common.WeblogicCredentialStore — WebLogic
specific CSF implementation.

tokenPackage — this bean is required for the Sites server only. The class keyword
selects the proper class implementation (default is
com.fatwire.auth.SecurityTokenImpl). You have the option to implement your
own security token generator which implements the securityToken interface.

securityBasis — this bean binds all security components together and is not to be
modified. The property entries refer to other bean definitions. The securityToken
property is only specified on the Sites server.

securityContext — this bean is required for Sites server only. It defines the class
which handles all internal security processing. This bean is not to be modified.

This file must be available on the class path for each application that requires
cryptographic encryption and access to a key store facility. Copies of this file must be
configured with the same cryptography and credential store packages. The following
components require a properly configured copy of this file.

1.
2.

Sites Content web application server WEB-INF/classes

Sites CAS web application server WEB-INF/class (When CAS is the configured
authenticator)
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3. Sites TokenAuthority web application servlet (when OAM is the configured
authenticator)

4. Sites REST client application programs
5. Sites utility programs (CatalogMover, PropertyEditor, XmlPost, CSE)

7.4 Mixed Credential Stores

It is possible to implement mixed key storage methods provided the encryption keys
are created with the same salts. For example, CAS can be configured with Java
cryptography and JCEKS key storage which can be used with Sites content server
using Oracle cryptography and CSF key storage. Both key stores are populated with
the named symmetrical encryption keys using the identical salts. Although this will
work it is recommended to use a single key storage methodology for all applications
for simplicity.

7.5 Sites Security Utilities

There are several utilities available with the Sites system to aide in the creation and
maintenance of encryption key storage. These utilities are located in
site-security-11.1.1.8.0.jar and are executed by invoking by the specific class
names from the java command. When running;, it is necessary to define the class path
for all the necessary jars required by the utilities. The following is a sample shell script
that will run one of the utility classes when the class name is supplied as the first
argument:

#!/bin/sh

# Set JAVA_HOME

JAVA_HOME="/fmw/jdk/bin"

# Set CLASS_PATH
CLP="./:sites-security-11.1.1.8.0.jar:commons-logging-1.1.1.jar:spring-2.5.5.jar"
CLP="${CLP}:/fmw/middleware/oracle_common/modules/oracle.osdt_11.1.1/o0sdt_
core.jar"
CLP="${CLP}:/fmw/middleware/oracle_common/modules/oracle.osdt_11.1.1/0sdt_core_
fips.jar"
CLP="${CLP}:/fmw/middleware/modules/com.oracle.jps-common_1.0.0.0.jar"
CLP="${CLP}:/fmw/middleware/modules/com.oracle.jps-api_1.0.0.0.jar"
CLP="S${CLP}:/fmw/middleware/modules/com.oracle.jps-internal_1.0.0.0.jar"
CLP="${CLP}:/fmw/middleware/modules/com.oracle.jps-mbeans_1.0.0.0.jar"
CLP="${CLP}:/fmw/middleware/modules/com.oracle.jps-unsupported-api_1.0.0.0.jar"
CLP="${CLP}:/fmw/middleware/modules/com.oracle.identitystore_1.0.0.0.jar"
CLP="S${CLP}:/fmw/middleware/modules/com.oracle.oraclepki_1.0.0.0.jar"
CLP="S${CLP}:/fmw/middleware/modules/com.oracle.osdt_cert_1.0.0.0.jar"
SJAVA_HOME/java -cp ${CLP} -Doracle.security.jps.config=./config/jps-config.xml
com.fatwire.security.util.$1 $2 $3

Description of Java classes

com. fatwire.security.util.CreateDefaultKeyStore.class: This Sites utility will
create the key store and populate it automatically with a randomly generated set of
Java encryption keys. It requires one argument: key store filename. The password for
the key store must be supplied when prompted for on the system console. The
password that is entered at the console prompt must be provided in the
SitesSecurityContext.xml configuration file.

Arguments (positional):
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Keystore-name Keystore-password
Example:

java -cp sites-security-11.1.1.8.0.jar
com.fatwire.security.util.CreateDefaultKeyStore mystore.keystore

com. fatwire.security.util.CreateDefaultCredentialStore: This utility will create
the Oracle Credential Store Facility (CSF) cwallet.sso file and populate it
automatically with a randomly generated set of Oracle encryption keys. The current
JPS configuration is used to locate and update the cwallet.sso file. If there is no
credential store, then it will be created. The replace argument should be set to yes if
the utility should replace any Sites encryption keys that already exist.

Arguments:
product=sites
replace=no | yes (defaultisno)

com.fatwire.security.util.ExportFromJCEKS.class will extract the salts for each of
the Sites keys in the currently active key store and write the values to the export . keys
file in the working directory. The export file is used as input to one of the import utility
programs listed below.

Arguments: (optional)
export.keys
Example:

java -cp
sites-security-11.1.1.8.0.jar;commons-logging-1.1.1.jar;spring-2.5.5.jar
com. fatwire.security.util.ExportFromJCEKS

com.fatwire.security.util.ImportToJCEKS.class will take the extracted salts from
the export.keys file, create each of the Sites encryption keys using the associated salt,
and add to the output key store. It requires two arguments: key store filename and
export keys file. The password for the key store must be supplied when prompted for
on the system console. The password that is entered at the console prompt must be
provided in the SitesSecurityContext.xml configuration file. If the key store does
not exist, then it will be automatically.

Arguments (positional):
Keystore-name export.keys
Example:

java -cp
sites-security-11.1.1.8.0.jar;commons-logging-1.1.1.jar;spring-2.5.5.jar
com. fatwire.security.util.ImportToJCEKS mystore, keystore export.keys

com.fatwire.security.util.ImportToCSF.class will take the extracted salts from
the export.keys file, create each of the Sites encryption keys using the associated salt,
and add to the output credential store. If the credential store does not exist, then it will
be automatically created. The output credential store is defined by the location
property in the jps-config.xml.

Arguments:
product=sites
import=export.keys

replace=no | yes (defaultis no)
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Example:

java -cp
sites-security-11.1.1.8.0.jar;commons-logging-1.1.1.jar;spring-2.5.5.jar
com. fatwire.security.util.ImportToCSF

7.6 Using Java JCEKS Key Stores

The JCEKS key store which is used to store Java.security encryption keys. It is
necessary to create this file and populate it with the encryption key set required by
Sites. The key store can be created manually using the Java keytool utility located in
the Java JRE bin folder, or using a creation utility class that is provided in the
sites-security jar (com. fatwire.security.util.CreateDefaultKeyStore.class). The
sites utility will create the key store and populate it automatically with a randomly
generated set of Java encryption keys.

The key store requires two arguments:
»  arg[0] = key store filename
= arg[1] = key store password

This password must be provided in the SitesSecurityContext.xml configuration file.
In a minimum configuration (CS and CAS), there must be a
SitesSecurityContext.xml file in each servlet context's class path that points to the
proper key store.

If you are not using the CreateDefaultKeyStore utility, use the Java keytool utility
supplied with the Java runtime. The store type must be JCEKS. You must create four
keys with the following names listed below. Each encryption key is assigned the same
password as the key store itself.

m masterkey —reserved for future use
= tokenskey — the encryption key used by the Sites token generator

= generalkey — the encryption key used for all encrypted POST exchanges and
sensitive information located in external files.

= passwordkey — the encryption key used when the user password in the database is
encoded by symmetrical encryption.

For WebSphere, you must create the key store using the IBM Java runtime. You cannot
mix IBM runtime processing with a key store created with a normal Java runtime.

If you are using the CreateDefaultKeyStore utility, specify the name and password as
arguments when running the class. The utility will create a complete set of the above
keys.

Depending upon how you create the key store, the SitesSecurityContext.xml file
must be modified for CS and a copy provided to override the default setup for CAS.
You must replace the properties in the credentialPackage bean with a property
keyStoreFile with a value that is the fully qualified file descriptor where the key store
resides in the file system. The property keyStorePassword must provide the key store
password provided when the key store was created.

Changing key stores does not affect password encoding in the Sites database. This
ensures you can always log into the system even when key stores are not working
properly. However, all external passwords stored in INI files will have an encryption
from the internal key store and no longer be able to be encrypted. All passwords in
external files should be changed back to their clear text values. Then after the new key
store is in place, use the property editor to force each password to be encrypted using

Implementing Security Using Cryptography and Encryption Key Storage 7-7



ESAPI Security Validation

the new keys. Remember to include a SitesSecurityContext.xml file to be accessed
by the PropertyEditor utility.

Sometimes it is necessary to transfer the same salts used to create encryption keys
from one key store to another. An example is creating mixed provider key stores in an
environment with Java and IBM runtimes (used within WebSphere). The utility classes
included in the sites-security jar file are provided to help this transition.

s com.fatwire.security.util.ExportFromJCEKS.class will extract the salts for
each of the keys in the currently active key store and write the values to the
export.keys file in the working directory.

s com.fatwire.security.util.ImportToJCEKS.class will take the extracted salts
from the export.keys file, create each of the Sites encryption keys using the
associated salt, and add to the output key store. If the key store does not exist, then
it will be automatically created.

Arguments:
product=sites
import=export.keys

replace=no | yes

7.7 ESAPI Security Validation

The Sites server employs the Enterprise Security API to check for and prevent security
vulnerabilities that may occur from injection of malicious web data. The validation
can be customized to meet tighter control over the content of HTTP headers and
incoming data. The validation expressions contained in the ESAPI.properties file can
be modified; this file is included when you install the Sites server. This file resides in
the Sites WEB-INF/classes folder.

Further information about ESAPI is available at the following link:
https://www.owasp.org/index.php/Category: OWASP_Enterprise_Security_API
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Assembling Content Management Sites

Content Management sites can be assembled once their basic components are created.
The basic components are the users (including their ACLs and roles) and the data
model. Optionally, you can enable auxiliary user interfaces such as Sites Doclink and
Sites Desktop. This chapter shows you how to work with sites (create, edit, and delete
sites); how to manage site users (add, edit, and delete users); and how to manage asset
types for the sites (enable and remove asset types).

This chapter contains the following sections:

= Section 8.1, "Working with Sites"

= Section 8.2, "Assigning and Managing Site Users"
= Section 8.3, "Enabling and Managing Asset Types"

= Section 8.4, "Enabling and Managing User Interfaces"

Note: The following features are deprecated in WebCenter Sites 11g
Release 1 (11.1.1.8.0): Sites Desktop, Sites DocLink.

8.1 Working with Sites

Assembling a site requires you to assign users to the site, assign content (asset types)
to the site, and optionally enable the Sites Desktop and Sites DocLink interfaces. In this
chapter, you will create sites, associate users to the sites, and assign asset types to the
sites. In later chapters, you will develop each site by tuning site users' permissions to
content on the site.

This section contains the following topics:

= Section 8.1.1, "Creating a Site"

= Section 8.1.2, "Obtaining Site Configuration Information"
= Section 8.1.3, "Editing a Site"

= Section 8.1.4, "Deleting a Site"

8.1.1 Creating a Site

Creating a site means specifying a site name, description, and a method for previewing
the content that the site will display.

To create a site
1. Inthe Admin tab, expand Sites and double-click Add New.
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The Add New Site form is displayed.

Figure 8—1 Add New Site Form

Add New Site

*Name:
*Description:

Preview method: | Use default (Standard servlet preview) v

=N OIS

2. In the Name field, enter a unique name of up to 255 characters.

Note: Be certain that you have entered a correct name for the site.
Although you can edit the description of a site, you cannot change the
name of a site after you have created it.

3. In the Description field, enter the name of the site as you want it to appear in the
WebCenter Sites interfaces (up to 64 characters). This display name will be used in
site lists throughout the user interface.

4. In the Preview method field, select the method how you will preview the site
content.

5. Click Add Site.

The Site form appears, where you can execute a number of operations. For
example, inspect, edit, or delete the site, manage users, or configure Site Launcher
to replicate the site.
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Figure 8-2 Site Form

Site: LoafersBakery

@ Inspect | "Edit @ Delete

Mame:  LoafersBakery

Description:  Loafers Bakery

Publication ID: 1322670710395

Preview method:  Lse default (Standard servlet preview)

YWrapper page:

Users: Manage users for this site

Enabled Asset Types: Mo Asset Types are enabled for this site

Enable Asset Types... Disable Asset Types...

List all Start Menu iterns for this site

Workflow Processes: List all workflow Processes for this site
Sites Desktop: Configure Sites Desktop for this site
Site Launcher: Configure Site Launcher for this site
List all sites

When the new site is added to the Sites node, WebCenter Sites creates, below the
site name, a set of sub-nodes that prompt you for site components:

Click Manage users for this site for this site to manage site users.

Click Enable Asset Types... to select asset types for the website; click Disable
Asset Types... to remove asset types. Asset types are created by developers.

Click List all Start Menu items for this site to display the Start Menu items
which have been created for the site.

Click List all Workflow Processes for this site to manage the workflows for
the site.

Click Configure Sites Desktop for this site to configure and enable Sites
Desktop.
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— Click Configure Site Launcher for this site to configure and enable Site
Launcher.

Each sub-node is equipped with a linking mechanism that allows you to associate
the sub-node, and therefore the site, with data in the configuration pool. Because
of this linking mechanism, the sub-nodes cannot be deleted or supplemented with
custom sub-nodes. Selecting a sub-node allows you to create All data required by
the sub-nodes must be entered in to the configuration pool, described next.

Note that the procedure above only adds new sites.

= Tomake a site usable, you must associate users and asset types (created by
developers) with the site. If you plan to use workflow processes, you should create
those processes as well.

= To copy or migrate the site to another WebCenter Sites system, use the RealTime
publishing method. See the chapters on real-time publishing.

8.1.2 Obtaining Site Configuration Information

In certain situations, you will need to know how a site has been configured—for
example, which asset types and workflow processes are enabled, and who are the site
users.

To obtain site configuration information
1. In the Admin tab, expand Sites and double-click the desired site.

2. In the Site form, select the option that provides the information you are looking
for.

8.1.3 Editing a Site

Editing a site means changing its description and/or preview method. If you need to
change the name of a site, you must delete the site and create a new one with the
correct name.

To edit a site description
1. In the Admin tab, expand Sites and double-click the desired site.

2. In the Site form, click Edit.
3. In the Edit form, do the following:
a. In the Description field, make the appropriate changes.
b. Inthe Preview Method field, select a different preview method, if necessary.

4. C(Click Save.

8.1.4 Deleting a Site

When you delete a site, all configuration information for that site is either removed or
unshared (if the site shared data with other sites). The following configuration
information is affected by the deletion of a site:

s Start Menu items that were enabled for the site are deleted or unshared
s Smartlists are deleted or unshared
= Publishing destinations are unshared

m Users are removed from the site
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»  Workflows that were shared are unshared or deleted
= Template assets that were shared have their SiteEntry removed

= Asset subtypes that were enabled for that site as well as tree tabs are removed or
unshared

Therefore, before deleting a site, be sure that you have shared the assets that you need
to keep.

To delete a site
1. In the Admin tab, double-click Sites.

2. In the list of sites, navigate to the site you want to delete and click its Delete icon.

A warning is displayed to inform you that site components will be deleted. The
warning identifies the components and prompts you to confirm your intention to
delete the site.

Figure 8-3 Delete Site Form, Showing Warning

Delete Site

This action wil permanently delete assets that belong to the site exclusivaly, 1t will delete all
site configuration information, incuding start menus, workfiow processes, workflow groups
and tres tabs which are configured solely for this site, It wil permanently remove the site.
Are you sure that vou want to delete this site?

Mame: LosfersBakery
Description:  Loafer's Bakery and Restaurant
Description:  Loafer’s Bakery and Restaurant

Publication ID: 1328442552000

3. C(lick Delete Site.

8.2 Assigning and Managing Site Users

This section shows you how to grant WebCenter Sites users access to a site, view site
users, change users' role assignments on a site, and remove users from a site.

This section contains the following topics:
= Section 8.2.1, "Granting Users Access to a Site (Assigning Roles to Users)"
= Section 8.2.2, "Viewing Site Users and Reassigning Roles"

= Section 8.2.3, "Deleting Users from a Site"

Assembling Content Management Sites  8-5



Assigning and Managing Site Users

8.2.1 Granting Users Access to a Site (Assigning Roles to Users)

For a user to gain access to a site, the user must be assigned at least one role on the site.
Assigned roles associate the user with the site and allow the user to log in to the site.
When one of the user's assigned roles is also specified for an interface function on the
site, the user gains access to the interface function.

Note: In this section, we assume that you have created at least one
user, a role, and a site. If you need to create one or another, follow the
steps in Section 5.4.1, "Creating a New User," Section 4.5.1, "Creating a
Role," and Section 8.1.1, "Creating a Site."

To give a user access to a site
1. Inthe Admin tab, expand Sites, then expand the desired site.

2. Double-click Users.

The User Role Management form appears.
Figure 8—4 User Role Management Form

User Role Management

Site: » FirstSitell

Username:

Leave blank to select all users in FirstSitell,

3. Enter the desired user name and click Select.

The User Role Management form displays the user name. No roles are listed next
to the user name.

Note: If you need a list of system-wide users, open the list as follows:

Expand User Access Management and double-click User. Leave the
Enter User Name field blank, select Modify User, and click OK.

4. C(lick the Edit icon next to the user name.

WebCenter Sites displays the Edit Roles form:
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Figure 8-5 Edit Roles Form

Edit Roles for User: Coco

User Name: Coco

Site:  FirstSitell

*Roles: Advancedlser A
Analyst
Analytics
Approver
ArterorkAuthor
Arteeork E ditar
Author
Checker
Contentduthor
ContentE ditar w

5. Select one or more roles from the list. To select multiple roles, Ctrl-Click each
desired role. To select a range of roles Shift-Click the first and last role in the
range.

Note: Consider the user's type. A general administrator, site
administrator, and regular user require different sets of
system-defined roles. For example, a regular user requires access to
the content contributor's interface. In this instance, select the
SitesUser role. For additional help with selecting system-defined
roles, see Section 31.5, "System Roles."

Selecting a role (or roles) makes the user a member of the site that you
chose to work with in step 1. It does not necessarily enable the user to
manage the site's content. To manage content, the user must have
access to interface functions (such as Search) on the site.

If you know which roles are allowed to invoke which interface
functions on the user's site, select the roles in this step. Otherwise, the
roles that you select here you will also specify (in later chapters) for
interface functions that the user needs. The functions may be start
menu items, tree tabs, workflow processes, and asset approval and
publishing functions.

For more information about assigning user roles, see Section 4.5,
"Working with Roles."

6. Click Save.

7. Give the user access to site components by following procedures in Chapter 9,
"Managing Access to Content Management Site Components"
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Note: Remember that the user cannot perform the functions
available to her roles unless the user also has adequate ACL
permissions to operate on the database tables. (While roles allow
access to interface functions, ACLs activate those functions by
allowing access to the database tables.) For more information about
roles and their relationship to ACLs, see Section 1.4.4, "Roles."

8.2.2 Viewing Site Users and Reassigning Roles

To view the list of users and their roles on a given site, and to reassign roles
1. In the Admin tab, expand Sites, then expand the desired site.

2. Under the desired site, double-click Users.

3. In the User Role Management form, leave the user name field blank and click
Select.

WebCenter Sites displays a list of all the users currently assigned roles in the
selected site:

Figure 8-6 User Role Management Form

User Role Management

Site:

HelloAssetWorld

Select the user to modify:

User Name  Roles

# @ Bobo Advancedser, Work flowadming Siteslses, Ganeraladmin
* @ Coco HedoDesigner, AdvancedUser, Sites ker, Genaralddmin
§ Fli Advanced ser, SitestUser, HelloEditor

HeloDesignern, AdvancedUser, Siteddmin, Workfiowadmin, SitesUser, HelloEditor,
Helosuthaor, Generaladmin

§ Jo= Advanced ser, Sitessar, HelloAuthor
¥ Moo Advancedser, SitesUser, Helloauthor
1 afe LISEfs for this site

4. (Optional) If you want to reassign the user's roles, do the following:

a.

b.

Navigate to the desired user name and click its Edit icon.

In the Edit Roles form, select (and/or deselect) one or more roles from the list,
then click Save.

Repeat steps a and b for each additional user, as necessary.
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8.2.3 Deleting Users from a Site

You can delete a user from a site without deleting that user from the system.

To delete a user from a site
1. Inthe Admin tab, expand Sites, then the desired site.

2. Under the desired site, double-click Users.
3. In the User Role Management form, enter the desired user name and click Select.
4. In the form that appears, click the Delete icon next to the user.

WebCenter Sites displays a warning message.

5. Click Delete User from Site.

8.3 Enabling and Managing Asset Types

This section shows you how add asset types to a site (enable the asset types), and
delete them from a site.

This section contains the following topics:
= Section 8.3.1, "Enabling Asset Types for a Site"

= Section 8.3.2, "Removing Asset Types from a Site"

8.3.1 Enabling Asset Types for a Site

Enabling an asset type means associating the asset type with a chosen site or sites.
Once the assignment is made, the asset type itself must be made available to users
through an interface function such as a start menu item or a tree tab, as shown in
Chapter 9, "Managing Access to Content Management Site Components."

Note: The following procedure describes how to enable an asset type
for use. Enabling an asset type for use with Sites Desktop is described
in Section 23.2.2, "Configuring the Word Asset Types for Sites
Desktop."

To enable asset types for a site
1. Inthe Admin tab, expand Sites, then expand the desired site.

Note: If you have the SiteAdmin role, but not the General Admin
role, select the Site Admin tab.

2. Under the desired site, expand Asset Types and double-click Enable.

WebCenter Sites displays the Enable Asset Types form, listing asset types that
have not yet been enabled in this site:
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Figure 8-7 Enable Asset Types Form

Enable Asset Types: LoafersBakery

MName: LoafersBakery
Description:  Loafer’s Bakery and Restaurant

Publication ID: 1322442563000

Artiche Article
Abrtiches Article Flax
AttrTypes Attribute Editor
CCElement CSElement
Collection

Content

CAttributes Content Attribute

Content Attribute

ContentTrgolks Content Definition

DO D OOODDDOE D

Content_CD Content Definition

3. Select the asset types which you want to enable for this site.

Note: Content Query assets are not supported within the Admin UI.

4. Click Enable Asset Types.

5. (Optional) In the form that follows, check the box next to each start menu item that
you would like WebCenter Sites to create. (For more information on start menu
items, see Section 9.2, "Managing Access to Asset Types via Start Menus."
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Figure 8-8 Enable Type Assets Form - Start Menu Selection

Enable Asset Types: LoafersBakery

Start Menu selection

Asset Type B Available Start Menus

Artice 7] Enabide Find Asticle for this site?
[] Enable Mew Article for this site?
[[] Enable Mew Columnist Article for this site?
Content Attribute [] Enable Find Content Attribute for this site?
[] Enable Mew Cantent Attribute for this site?
Content Attribute  [] Enable Find Content attribute, FirstSitell for this site?

[] Create Mew start meru for Content Attribute

Enable Asset Types

If you choose not to generate start menu items at this time, you must manually
create them later. No one can create assets of the asset types you just enabled until
the corresponding start menu items are created.

6. Click Enable Asset Types.

7. The asset types are now enabled for the site. If you need to create start menu items
for them, continue to Section 9.2, "Managing Access to Asset Types via Start
Menus."

Note: To view the assets in the Contributor interface's trees (Site Tree,
Content Tree, and My Work tree) you also need to manually create the
tree tabs for the assets.

8.3.2 Removing Asset Types from a Site

To remove asset types from a site
1. In the Admin tab, expand Sites, then the desired site.

Note: If you have the SiteAdmin role, but not the General Admin
role, select the Site Admin tab.

2. Under the desired site, expand Asset Types and double-click Disable.

WebCenter Sites displays the Disable Asset Types form, showing asset types that
have been enabled for the selected site:
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Figure 8-9 Disable Asset Types Form

Disable Asset Types: LoafersBakery

Name: | oafersBakery

Description:  Loafer's Bakery and Restaurant

Publication ID: 1328442563900

Disable Asset Types: Name Description
Ll Article Articke
[F] CAttributes Content Attribute
O ortent_ Content Attribute

m Dizable Asset Types

3. Select the asset types that you want to remove from the site.

4. Click Disable Asset Types.

Note: If start menu items or workflow processes exist for the asset
type that you disabled on a site, edit the start menu items or workflow
processes so that they reflect the change.

8.4 Enabling and Managing User Interfaces

If you plan to enable the Sites Desktop and Sites DocLink interfaces for users on
certain sites, follow instructions in Chapter 23, "Configuring the User Interfaces."
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Managing Access to Content Management

Site Components

This chapter shows you how to manage access to site components. It is assumed that
users have already been given the permission to access the site containing those
components.

This chapter contains the following sections:

9.1 Overview

Section 9.1, "Overview"
Section 9.2, "Managing Access to Asset Types via Start Menus"
Section 9.3, "Setting Access Permissions to Assets"

Section 9.5, "Managing Access to the Tree (Administrator's interface only)"

Note: The following features are deprecated in WebCenter Sites 11g
Release 1 (11.1.1.8.0): Sites Desktop, Sites DocLink.

Once users are granted permission to access a site (as shown in Chapter 8,
"Assembling Content Management Sites") their ability to work with the site's content is
managed through:

Start menus, which determine whether the users can create, search for, and edit
assets of certain types on the site to which the users are assigned.

Permissions to assets (that are not part of a workflow process). For such assets,
you can create policies that define which roles have permissions to perform which
functions on assets.

Permissions to WebCenter Sites' tree. You can control users' permissions to the
tree, tabs in the tree, nodes in the tabs, and items in the nodes.

Roles are the components that you invoke in order to associate users with interface
functions and the content that the users must manage.

9.2 Managing Access to Asset Types via Start Menus

A start menu is a list of hyperlinked asset types, as Figure 9-1, "New and Search Start
Menus in the Admin Interface" shows:
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Figure 9-1 New and Search Start Menus in the Admin Interface

New

Flease select the asset type that you want to create: Search

Type Name Type Nanne

Attribute Editor Mew Attribute Edito Attribute Editor Find attribute Editor (&dvanced s=arch)
Content Attribute MNew Content Attribute Content Attribute Find Content Attribute (Advanced search)
Content Definition fEw Content Definition Content Definition Find Content Definition (Sdvanced szarch)
Content Flter Mew Content Filter Content Filter Find Content Filter (advanced search)
Content Parent Definition Mew Content Parent Definition Content Parent Definition Find Content Parent Definition (Advanced search)
CEElemant Maw CSEl=ment CSElement Find CSElernent (2dvanced ssarch)
Dimersion MNew Dimensior Dimensiar Find Dimension (advanced saarch)
DimersionSet MNew DimersionSet Dimensionset Find DimensionSet (advanced search)
Diocument Attribute Mew Document Atkribute Diocument Attribute Find Docurment Attribute (advanced search)
Diocument Definition Ne'w Docurment Definitior Document Definition Find Document Definitior (Advanced search)
Diocurment Filter Mew Document Filter Diocument Filker Find Docurment Fiter {&dvanced search)

Document Parent Definition MNew Document Parent Definition

Clicking an asset type name opens a form for either creating an asset of the selected
type, or searching for assets of the selected type. For example, clicking an asset type in
a New start menu opens a form for creating an asset of the selected type. Clicking an
asset type in the Search start menu opens a form that is used to search for and edit
assets of the selected type.

The start menus shown in Figure 9-1, "New and Search Start Menus in the Admin
Interface" are accessible from the Admin Interface by the user clicking the New and
Search buttons, at the top left of the interface. You, as the administrator, grant a user
permission to a start menu item by assigning the same role to the user and the start
menu item.

This section contains the following topics:
s Section 9.2.1, "Start Menu Items"

= Section 9.2.2, "Creating Start Menu Items"

9.2.1 Start Menu ltems

A start menu item is an option in a start menu. A start menu item names the type of
asset a user can create, copy, or search for. For example, the New start menu shown
below belongs to the Admin Interface and displays 16 start menus items to the user
who is authorized to work with the items. The user can create assets of the types that
are listed in the menu.
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Figure 9-2 New Form, Showing Start Menu Items

MNew

Please select the asset type that you want to create:

Type Name

start menu item - —m attribute Editor New Attributs Ed

Content Attribute MNew Content Attrbute
Content Definiton Men et Definitic

Content Filtar =Y nitert Filtes

Content Parent Definition MNew Content Parent Definition
CEElamiamt Mew CSElemmant

Dimension Mew Dimensior

DimersionSet Mew Dimensionset

Oiocurment Attribute MNew Document Atkibute

Diocument Definition Mew Dooumant Dafinitl
Diocurment Filter Mew Documeant Filt e

Document Parent Definition MNew Docurmnent Parent Definition

In the Admin Interface, start menu items are displayed in a list when users click New
or Search in the button bar.

You configure the start menu items to determine the following about the new assets
that are created with them:

Which roles on which sites have access to the start menu item. Specifying roles
controls which content providers can create or search for assets of this type on the
specified sites.

Field/value pairs. You can supply values for certain fields so that those fields are
automatically filled in whenever a content provider creates a new asset with the
shortcut.

For example, for basic assets, it might be useful to have the start menu item set a
pre-determined value for the Dimension, Description, End Date, Start Date,
Subtype, Template or User fields (or some combination). If your basic assets have
associations that can be different based on the subtype of the asset, be sure to
create start menu items that set a subtype for new assets so that the only the
appropriate associations appear in the New form.

For flex assets, it is useful to have start menu items that set the flex definition for
new flex assets so the content providers have fewer steps.

Which workflow process to assign by default to new assets created with the start
menu item and the users who participate in that workflow process.

Start menu items also determine whether certain operations can be performed on an
asset type that is listed in a tree tab (in the Admin interface). If an asset type is
displayed on a tree tab, but there is no start menu item created for it, the only options
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listed in the right-mouse menu for the asset type are Refresh, Edit, and Inspect. To
have the New option included in the right-mouse menu, a New start menu item must
be created for the asset type.

Start Menu Items for Different Kinds of Users

If you have different groups of content providers who create different types of content,
you could create start menu items for each type.

For example, suppose that you have a group of writers who create business articles.
You could create a start menu item that creates a new article, sets the Category to
Business, sets the template to the correct template for articles on the business page,
and places it in a workflow for business articles. Additionally, if you create a role for
business writers, you can configure the start menu item so that only users with the
business writer role can use this start menu item.

Start menu Items for Flex Assets
For flex assets, you can set the definition of a flex asset with the start menu item.

For example, suppose that your public site were a catalog of household goods and that
your flex assets were products. You could create a start menu item named "Toaster"
that sets the product definition to "toaster" for new toaster products, a start menu item
named "glassware" that sets the appropriate product definition for new glassware
products, and so on. A start menu item that sets the flex definition in this way
eliminates a step for your content providers, thereby reducing the chance that they will
select the wrong flex definition by mistake.

9.2.2 Creating Start Menu ltems

Managing user's access to asset types on a site entails creating start menu items for the
asset types. Start menu items determine which users can create and search for assets of
specific types on a specific site. WebCenter Sites supports four kinds of start menu
items:

= New —creates a link for the asset type on the list that is displayed when you click
New in the button bar. If you do not create New items for the asset types that are
enabled for a site, no one can create assets of those types. For information about
creating New start menu items, see Section 9.2.2.1, "Creating New Start Menu
Items."

= Search — creates a link for the asset type on the list that is displayed when you
click Search in the button bar. If you do not create Search items for the assets that
are enabled for a site, no one can search for and edit assets of those types in any of
the WebCenter Sites interfaces. For information about creating Search start menu
items, see Section 9.2.2.2, "Creating Search Start Menu Items."

»  Sites Desktop — makes the asset type available to content providers who use the
Sites Desktop interface instead of one of the browser-based interfaces. For
information about creating Sites Desktop start menu items, see Section 23.2.2,
"Configuring the Word Asset Types for Sites Desktop."

»  Sites DocLink — makes the asset type available to content providers who use the
Sites DocLink interface instead of one of the browser-based interfaces. For
information about creating Sites DocLink start menu items, see Section 23.3.2,
"Configuring the Sites DocLink Asset Types."

This section contains the following topics:

= Section 9.2.2.1, "Creating New Start Menu Items"
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Section 9.2.2.2, "Creating Search Start Menu Items"

Section 9.2.2.3, "Editing Start Menu Items"

Section 9.2.2.4, "Creating Start Menu Items for Sites Desktop"
Section 9.2.2.5, "Creating Start Menu Items for Sites DocLink"
Section 9.2.2.6, "Displaying a List of All Start Menu Items"

9.2.2.1 Creating New Start Menu ltems
Before you begin creating start menu items, note the following:

Create start menu items for only the asset types that are enabled for that site. If the
assets are not enabled, go back to Chapter 8, "Assembling Content Management
Sites," and complete the steps in Section 8.3.1, "Enabling Asset Types for a Site."

If you want to specify a default workflow process, create the workflow process
tirst. For information about workflow, see Chapter 10, "Creating and Managing
Workflow Processes".

Talk with your developers to ascertain which fields are used by queries,
collections, or other design elements for the online site. That way, you can specify
useful default values for those fields.

Note: Content Query assets are not supported within the Admin UL

Talk with your developers about specific dates when the site will change so that
you can create start menu items with appropriate default start and end dates for
Site Preview. Also note that for published assets, the end date determines when
the assets automatically expire from the web site. Speak with developers about
their needs when formulating end date defaults.

Talk with your developers to find out which templates are appropriate for the
various subtypes of asset types that you are creating start menu items for.

You cannot set values for the following kinds of fields:

- Anupload field or any field that writes data to a URL column.
— Fields that accept more than one value.

— Association fields.

- Flex attribute fields for flex and flex parent assets.

To illustrate, the following asset types cannot have set values in the Start Menu:
- Visitor Attribute

- (S Element

— Dimension

- Dimension Set

- Flex Attribute

-  Flex Child Definition

- Flex Filter

— Flex Parent Definition
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History Attribute
History Definition
Page Attribute
Page Definition
Page Filter
SiteEntry
Template
Attribute Editor

To create a New start menu item

1.
2

In the Admin tab, expand Start Menu, then double-click Add New.
In the Start Menu form, do the following:

Figure 9-3 Start Menu Form

Start Menu

Mane:

*hsset Type:

Article

Article Category
Adtribute

Aftribute Editor
CSElement
Collection
Content

Content Attribute
Content Definition
Content Filter

In the Name field, enter the name of the item, using up to 64 characters.

Although it is not required, it is a good idea to start the name with the word
"New" (for example, "New Article" or "New Template"). This is to help the
user later realize that the start menu item is for a new asset.

The name used in the New field will be displayed on the New and Search
forms if the Description field (described in step 4) is left blank.

a.
b.

Start Menu item.
c. Click Continue.
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If you have chosen a flex asset type, the Flex Definition field will appear. If you did
not select a flex asset type, skip to step 4.

a. In the Flex Definition field, select the asset subtype.
b. If the form does not automatically reload, click Continue.

In the next Start Menu form, fill in the fields as explained below:
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Figure 9-4 Start Menu Form

Start Menu

*Name:

Description:

Type:

Asset Type:

Flex Definition:

Default Values

*Sites :

*Roles:

workflow Process:

R w

Article

Brticle

Figld: | abstracts)

Walue: |[Va|ue]

Aty

FirstSitell
AdminSite
avispars
LoatersBakery

Aty
AdhvancedUser
Anahdics
Approwver
ArtwrorkAuthor
ArtworkEditar
Contentauthor
ContentEditor “

Select Workflow...

|
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In the Description field, enter a short description, using up to 255 characters.
The name entered in the Description field will be displayed on the New and
Search forms.

In the Type field, select New.

Note that the Asset Type field is an information-only field that displays your
choice of asset type from the previous form.

(Optional) In the Default Values section, complete the following steps if you
want field values to be set automatically when a content provider creates an
asset with this start menu item.

a. Select a field from the Field drop-down list. This list displays all the fields
for assets of this type; for example, category, source, and template.

b. In the Value field, enter or select a value.

Note: All values are case-sensitive.

WebCenter Sites does not validate the value against the field that you
are setting it for. Therefore, you must be sure that you have entered an
appropriate value.

c. Click the Add arrow to add the value to the field.

d. Repeat the previous three steps, as necessary.

Note: When you set a field value through a start menu item, the field
does not become a read-only field. That is, no matter what value you
set in the Start Menu form, that value can be overridden by the
content provider who creates an asset through the start menu item.
The values that you specify are for convenience only.

In the Sites field, select which sites can use this start menu item. Use
Ctrl-Click to select more than one site.

In the Roles field, select the roles that can have access to the start menu item.
Use Ctrl-Click to select more than one role.

Note: If you are assigning a default workflow with this start menu
item, the roles that you select in this step must match the roles that are
(or will be) authorized for the start step in the workflow process.

(Optional) To configure workflow process details for assets created with this
start menu item, complete the following steps:

a. Click Select Workflow.

b. In the Select Workflow form, select the appropriate workflow process from
the drop-down list and then click Select Workflow.

c. In the Set Participants form, select at least one user for each role that
appears, and click Set Participants.

d. Click Continue.
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The system saves the workflow information and re-displays the Start
Menu form.

5. Click Save.

9.2.2.2 Creating Search Start Menu ltems

To create a Search start menu item
1. Inthe Admin tab, expand Start Menu, then double-click Add New.

2. In the Start Menu form, do the following:

Figure 9-5 Start Menu Form

Start Menu

MName:

*Asset Type: | Adficle M
Article Cateqary
Adtribute
Adtribute Editor
CSElement
Collection
Content
Content Attribute
Content Definition
Content Filter w

a. In the Name field, enter the name of the item, using up to 64 characters.
Although it is not required, it is a good idea to start the name with the word
"Find" (for example, "Find Article" or "Find Template"). This is the name that is
displayed on the Search list.

b. In the Asset Type field, select the type of asset for which you are creating the
Start Menu item.

c. Click Continue.

3. If you have chosen a flex asset type, the Flex Definition field will appear. If you did
not select a flex asset type, skip to step 4.

a. In the Flex Definition field, select the asset subtype.
b. If the form does not automatically reload, click Continue.

4. In the next Start Menu form, fill in the fields as explained below:
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Figure 9-6 Start Menu Form

Start Menu

*Name: | |

Description: | |

Type: Mew hd

Asset Type:  Lrticle

Flex Definition:  Article

Default Values oy | abstract(s) V|

Walle: |[Va|ue] |

“ Ren‘“ve

*Sites 1 |Any

Firstsitell
AdminSite
avisports
LoafersBakery

*Roles:  |Any
AdvancedlUser
Anahdics
Approver
ArtworkAuthor
ArtworkEditar
ContentAuthor
ContentEditor

workflow Process: Select Workflow...

2

4

5. In the Description field, enter a short description, using up to 255 characters.

6. In the Type field, select Search.

Managing Access to Content Management Site Components  9-11



Managing Access to Asset Types via Start Menus

7. Note that the Asset Type field is an information-only field that displays your
choice of asset type.

8. (Optional) In the Default Values section, complete the following steps if you want
field values to be set automatically when a content provider creates an asset with
this start menu item.

a. Select a field from the Field drop-down list. This list displays all the fields for
assets of this type; for example, category, source, and template.

b. In the Value field, enter or select a value.

Note: w=All values are case-sensitive.

WebCenter Sites does not validate the value against the field that you
are setting it for. Therefore, you must be sure that you have entered an
appropriate value.

c. Click the Add arrow to add the value to the field.

d. Repeat the previous three steps, as necessary.

Note: When you set a field value through a start menu item, the field
does not become a read-only field. That is, no matter what value you
set in the Start Menu form, that value can be overridden by the
content provider who creates an asset through the start menu item.
The values that you specify are for convenience only.

9. In the Sites field, select which sites can use this start menu item. Use Ctrl-Click to
select more than one site.

10. In the Roles field, select the roles that can have access to the start menu item. Use
Ctrl-Click to select more than one role.

Note: If you are assigning a default workflow with this start menu
item, the roles that you select in this step must match the roles that are
(or will be) authorized for the start step in the workflow process.

11. (Optional) To configure workflow process details for assets created with this start
menu item, complete the following steps:

a. Click Select Workflow.

b. In the Select Workflow form, select the appropriate workflow process from the
drop-down list and then click Select Workflow.

c. In the Set Participants form, select at least one user for each role that appears,
and click Set Participants.

d. Click Continue.

The system saves the workflow information and re-displays the Start Menu
form.

12. Click Save.
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9.2.2.3 Editing Start Menu ltems

To edit a Start Menu item

1. Inthe Admin tab, expand Start Menu, then expand the node the desired Start
Menu item is located under. Double-click the desired Start Menu item.

The Start Menu Item form appears.
2. Click Edit.

The Start Menu form with the stored information for the item displays.
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Figure 9-7 Start Menu Form

Start Menu

*Mame: |Find Article Flex |

Description: |Find Article Flex |

Type: | Search w

Asset Type:  Article Flex

Flex Definition:  [2ny]

*Cites 1 | Any

Adminsite

*Roles: |[Any

>

Approver
ArteorkAuthor
ArteeorkE ditar
Author

ID: 1330554014955

3. Make the changes to the item.
4. Click Save.

9.2.2.4 Creating Start Menu ltems for Sites Desktop

For information about creating Sites Desktop start menu items, see Section 23.2.2,
"Configuring the Word Asset Types for Sites Desktop".
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9.2.2.5 Creating Start Menu Items for Sites DocLink

For information about creating Sites DocLink start menu items, see Section 23.3.2,
"Configuring the Sites DocLink Asset Types".

9.2.2.6 Displaying a List of All Start Menu ltems

In addition to the individual start menu nodes that appear for each of the asset types
that exist on your WebCenter Sites system, there is a top-level Start Menu node in the
Admin tab. Use this node when you want to see a list of all the start menu items in the
system.

Additionally, there is a link to the list of all the start menu items from the Inspect form
for any individual start menu item.

9.3 Setting Access Permissions to Assets

WebCenter Sites provides a system by which you can set access permissions to assets
that are not part of a workflow process. For such assets, you can create policies and,
within them, define which roles have permissions to perform which functions on
assets. For example, a policy for the Copy function might specify which roles are
allowed to copy an asset. A different policy for the Copy function might specify which
roles are denied the ability to copy an asset. For flex assets, inheritable policies can be
set on parents, meaning that the policies will be inherited by the children.

Functions that can be performed on assets, by default, are the following: checkout,
copy, edit, delete, rollback, share, approve, and build. (For definitions of the functions,
see Section 10.2.6, "Determine the Function Privileges").

All of the above-listed functions are defined in the futuretense_xcel.ini file, as
values of the property xcelerate.authorizefunction (located in the Authorization tab, if
you are using the Property Editor). You can specify additional functions (which are
listed in the Authorization tab).

Access permissions serve a three-fold purpose:

= Extend the workflow function privileges system, making it possible to set
permissions for assets when they are not in workflow

= Introduce new functions (authorize, inspect, and preview) for viewing the
contents of assets that are not in workflow

= Introduce a hierarchical permission inheritance model for assets that are not in
workflow

Note: The access permissions feature does not apply to other entities,
such as pagelets.

This section contains the following topics:
s Section 9.3.1, "Permission Structure"

= Section 9.3.2, "Types of Authorization"
= Section 9.3.3, "Summary"

= Section 9.3.4, "Setting Access Permissions"
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9.3.1 Permission Structure

Permission structure determines which functions (for example, edit and view) a role
can perform. A user's permissions are managed by assigning him the roles that can
perform the functions. WebCenter Sites implements a three-level permission structure:
Grant, Deny, and Inherited. Grant and Deny denote the explicit permissions, that is,
they grant or deny the permission to perform a function. Inherited means that
permissions are neither granted nor denied. Instead, the permissions are inherited
from the parent asset's policy, if one exists. If the parent's policy does not exist, then
the asset's permissions are inherited from the policy of the parent's parent, and so on.

If permissions are ambiguous, the following considerations may help resolve the
ambiguity:

= A permission is granted if at least one of the user's roles grants the permission.

= Grant overrides Deny. If one role grants a permission, but another role denies the
same permission, the permission is granted.

= A permission is denied if at least one of the user's roles denies the permission, and
none of the user's roles grant the permission.

The above scenarios are summarized in the following table:

Table 9-1 Permission Structure

Role 1 Role 2 Result
Granted N/A Granted
Granted Denied Granted
Denied N/A Denied

= Assets can inherit permissions from parent assets.

For example, if a parent asset named "Money Market Funds" grants the delete
permission to a role named Editor, and user Bob has that role, then Bob can delete
the "Money Market Funds" asset and all of its child assets.

= Asset permissions can override the parent assets' permissions.

A "Prime Money Market semi-annual report” asset denies the delete permission to
a certain role. That same role is granted the delete permission in the "Prime Money
Market" parent asset. This means that Bob cannot delete the report, even though
the parent asset grants the delete permission.

= If there are no applicable permissions found on a particular asset, then the
administrator needs to examine the futuretense_xcel. ini file for this
permission. In the futuretense_xcel. ini file, permissions for a particular
function are set for all assets, rather than for a single asset.

For more information about setting permissions in the futuretense_xcel.ini, see
"To set access permissions from futuretense_xcel.ini" on page 9-21.

= Asset permissions overrides futuretense_xcel.ini settings.

For example, if there is a permission xcelerate.copy.grant in the futuretense_
xcel.ini file and the permission to delete asset A is revoked, then the permission
to delete asset A is denied.
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9.3.2 Types of Authorization

Three types of authorization can be defined on a particular function and a particular
asset: workflow function privileges, access permissions, and authorization properties
in futuretense_xcel.ini, all independent of each other. (For information about
workflow function privileges, see Chapter 10, "Creating and Managing Workflow
Processes."

When a user attempts to perform a function on an asset, the system performs a series
of authorization checks in the following order, for that function:

For assets in workflow:

The system checks the workflow function privileges for the function in the workflow
process in which the asset is entered.

1. If no function privilege is defined for the function, the system checks the access
permission policy for that function, as defined in the asset's access permissions
interface.

2. If no access permission is set for the function (including inheritance of the parent's
policy), then the system checks the authorization properties in futuretense_
xcel.ini.

3. If none of the above types of authorization are defined, permission to perform the
function on the asset is granted, by default.

Note: The above types of authorization are checked in the order
shown. If two or more types of authorization are defined, the
authorization that is found first overrides all other types of
authorization. For example, for a specific function such as Edit, if both
workflow function privileges and access permissions are defined on
an asset, then function privileges on Edit override access permissions
on Edit.

For assets that are not in workflow:

1. The system checks the access permissions policy for the function, as defined in
the asset's access permissions interface.

2. If no access permission is set for the function (including inheritance of the
parent's policy), then the system checks the authorization properties in
futuretense_xcel.ini.

3. If none of the above levels of authorization are defined, permission to perform
the function on the asset is granted, by default.

9.3.3 Summary

The different types of authorization described above are independent of each other,
which means that only one type of authorization can apply to an asset at any given
time for any given function. The following guidelines can help you decide which type
of authorization to use:

1. If a function does not require authorization, do not use any of the authorization
types. All roles will have permission to perform that function.

2. If you need a simple authorization policy across multiple assets, set authorization
properties in futuretense_xcel.ini.
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3. If you need a simple authorization policy on a particular asset, set access
permissions.

4. If you need a more complex type of authorization that allows workflow to control
the permissions on an asset, set workflow function privileges.

9.3.4 Setting Access Permissions

Setting access permissions means creating a policy for an asset by specifying which
roles can perform which function(s) on the asset.

There are several ways to set access permissions on assets:
= Using the administrator's interface, to set permissions on individual assets

s Using the futuretense _xcel.ini file, to set permissions on all assets at once

Note: If your asset is entered in to a workflow for which function
privileges are defined, the function privileges override the asset's
access permissions. For information about function privileges,
Chapter 10, "Creating and Managing Workflow Processes."

This section contains the following topics:
s Section 9.3.4.1, "Asset Toolbar"
= Section 9.3.4.2, "Setting Access Permissions from the Administrator's Interface"

= Section 9.3.4.3, "Setting Access Permissions from Property Files"

9.3.4.1 Asset Toolbar

When an asset is viewed, a toolbar appears at the top to aid in working with the asset.
This is where you can perform certain function with each asset.

Figure 9-8 Asset Toolbar

..‘ _IT] / “- ﬂ'.- C'-)_, he more...

The icons in the toolbar perform the following actions, described from left to right:
s Edit: to open the Edit form for the asset.
s Delete: Click to delete the asset.

= Approve for Publish: Click to approve the asset for publication the next time
publication for this asset occurs.

= Share Content: Click to share the content with other sites as enabled by the system
administrator.

= Add to My Bookmarks: Click to add a bookmark to this asset in the Bookmarks
tab. If the asset is already added to the Bookmarks tab, it will be unavailable.

= Status: Click to open a form detailing the workflow approval state of the asset.

= Access Permissions: Click to open the Access Permissions form for the asset. See
Section 9.3.4.2, "Setting Access Permissions from the Administrator's Interface" for
more information.
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= Drop-down menu: this menu allows you additional ways to work with the asset,
including using the asset to copy and create a new asset, as well as create a wholly

new asset and search for other assets.

9.3.4.2 Setting Access Permissions from the Administrator's Interface

To set access permissions from the Administrator's interface
1. Locate the asset for which you will set access permissions.

2. In the asset's Inspect form, select Access Permissions from the icon menu bar.

3. Select one of the radio boxes, click View by role or View by function. In this

example, View by Function is used.

Figure 9-9 Attribute Editor Form

Attribute Editor: CKEditor
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Description: CKEditar
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Inherited
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Copy
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Edit
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Granted
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Denied
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Note: In this procedure, we are using View by function, which
allows you to select a function and then specify the roles that are
granted or denied permission to perform it. If you select View by role,
the order will be reversed: you will have to select the role first, then
specify the functions it is granted or denied.

4. Select a function.

Roles that can perform the function are now displayed in the Inherited list box, by
default. Inherited refers to the permissions policy that the asset inherits from its
parent, or its parent's parent, and so on, depending on which asset in the hierarchy
has a policy.

5. Select a role (or roles) to which you will deny or grant the permission to perform
the function. (To select a block of roles, Shift-Click the extremes of the block. To
select non-adjacent roles, Ctrl-Click each role).

6. Select either Grant or Deny to allow or forbid the role(s) to perform the function:

- Grant explicitly allows the selected role(s) to perform the selected functions on
the specific asset. All other roles are denied permission to perform the selected
function on that asset unless explicitly granted permission.

- Deny explicitly forbids the selected role(s) to perform the selected function on
the specific asset. All other roles are denied permission to perform the selected
function on that asset unless explicitly granted permission

—  Selecting neither Grant nor Deny leaves the roles in the Inherited list box to
indicate that access permissions are inherited.

7. Repeat steps 4-6 for each function and role that must be granted or denied or
which you want to grant or deny permission.

When you have completed selecting functions and roles, your access permissions
form will look similar to the one below:
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Figure 9-10 Attribute Editor Form

Attribute Editor:CKEditor
Name: CrEditor
Description:  CkEditor
Status:  Created
Created: Monday, February 12, 2007 B;19:37 &AM PST by firstste
Modified: Monday, February 12, 2007 8:1%:37 &M PST by firstate
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8. Click Save when finished.

Users who now access this asset will be able to perform the functions that their
roles allow.

9.3.4.3 Setting Access Permissions from Property Files

To set access permissions from futuretense_xcel.ini

In futuretense_xcel.ini, either grant or deny permissions by setting the following
properties:

m xcelerate.grant. functionname = rolelist
m xcelerate.deny. functionname = rolelist
where

functionname is the name of the function, as shown in the futuretense_xcel.ini
file, on the Authorization tab if you are using the Property Editor.

rolelist is a comma-separated list of roles for which the permission is either
denied or granted.

Managing Access to Content Management Site Components  9-21



Configuring Other Options for Asset Types

If the permission is granted or denied in the futuretense_xcel.ini, it is granted or
denied for all assets. These permissions can be overridden by specifically setting access
permissions on an asset-by-asset basis, using WebCenter Sites' access permissions
feature.

9.4 Configuring Other Options for Asset Types

In the Admin tab, there are several other items that configure asset types. These items
contribute to the design and implementation of the asset types, which means that they
are typically used by the developers. Administrators typically do not manage the
items.

However, after an asset type is designed and installed, you might be asked to maintain
the following items:

= sources
= categories

= subtypes

= associations
= mimetypes

For information about these items and procedures for creating and editing them, see
the Oracle Fusion Middleware WebCenter Sites Developer’s Guide.

9.5 Managing Access to the Tree (Administrator's interface only)

You have several ways to configure the tree that is displayed in the left-hand panel of
the administrator's interface:

= You can configure the tree to be either displayed by default in the main window or
hidden by default.

= You can control whether users who toggle a tree off are allowed to toggle the tree
back on.

= You can configure tabs within the tree, adding items or functionality to them, and
determining which users have access to them based on their roles.

= You can configure the tabs' nodes to specify the number of items that are displayed
under any given node.

WebCenter Sites supports two general categories of tree tabs:

= System default tabs, which provide administrative functionality (Admin, Site
Admin, Workflow) and access to individual assets (History, Bookmarks, Site
Plan).

Assets and asset types intended for developers (for example, Template) are either
available only for inspection or inaccessible in the Contributor interface.
Conversely, the following assets are available only through the Contributor
interface: All flex assets and their parent assets, all basic assets, Engage assets
(such as recommendations, segments and promotions), Query, Collection, and
Page assets.

s Custom tabs

— Tabs that you create to make it more convenient for users in different roles to
create the most commonly used asset types.
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— Tabs that developers create to offer customized behavior or new functionality.

Note: The Workflow Groups tab is a hybrid between a system
default and a custom tab. Although the Workflow Groups tab is not
installed by default and you must create it to use it, the element that
provides its logic is installed. That is, while you must manually create
this tab, your developers do not have to code a new element for you.

This section describes how to add roles to the system default tabs, how to create basic
tree tabs that provide access to asset types, and how to configure whether the tree is
displayed by default.

For information about creating custom tree tabs that implement new functionality, see
the Oracle Fusion Middleware WebCenter Sites Developer’s Guide.

This section contains the following topics:

= Section 9.5.1, "Displaying and Hiding the Tree"

= Section 9.5.2, "Creating Tree Tabs"

= Section 9.5.3, "Editing Tree Tabs"

= Section 9.5.4, "Deleting Tree Tabs"

= Section 9.5.5, "Changing Tree Tab Order"

= Section 9.5.6, "Configuring the Number of Items Displayed Under Nodes on Tabs"

9.5.1 Displaying and Hiding the Tree

Any user can toggle the tree on and off whenever he needs less or more space in the
main window to display the assets that he is working on.

If you want, you can configure your WebCenter Sites system so that the tree is toggled
off by default when users first log in to the system. You can also control whether users
are allowed to toggle the tree back on.

The WebCenter Sites features for working with assets are available in right-mouse
menus on the tabs as well as through the icons at the top of the window and the action
bars displayed in the New, Edit, and Inspect forms for individual assets managed
solely in the Admin interface. Therefore, it is not necessary to display the tree for
content providers. However, because the administrative functions are available only
through the Admin, Site Plan, and Workflow tabs, administrative users must always
have access to the tree.

To configure display of the tree and toggling rights
1. Start the Property Editor and open the futuretense_xcel.ini file.

2. Select the Preference tab.

3. To specify that the tree should be toggled off by default when users first log in to
the administrator's interface, set the value of the xcelerate.showSiteTree value
to false.

4. (Optional) To configure the system so that only administrative users (that is, users
who have the xceladmin ACL assigned to their user accounts) are allowed to
toggle the tree back on, set the xcelerate.restrictSiteTree property to true.

5. Save the property file and close the Property Editor.
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6. Restart the application server.

9.5.2 Creating Tree Tabs

A tree tab is a tab (such as Admin) that appears in the left-hand panel of the
administrator's interface. Access to tree tabs is controlled through roles.

Several default tree tabs are core to WebCenter Sites. Before creating a new tree tab,
review the default tabs to gain an understanding of WebCenter Sites' existing
capabilities. The default tree tabs are:

= Bookmarks — displays the assets that you selected and placed in your bookmarks.
All users see this tab as soon as they use the Add to My Bookmarks button to
place an asset in their bookmarks.

= Admin - displays the administrative functions that affect all of the sites in the
system. By default, only users with the default system role named General Admin
have access to this tab.

s Design — serves as the source for creating pages on your site. Some of these
sources are: Templates, Product Definition, Content Definition, and other sources
for the creating pages.

= History — displays the assets that you worked with during the current session. All
users see this tab as soon as they create, inspect, edit, or copy their first asset. This
tab is not configurable.

= Site Admin - holds a subset of the administrative functions that apply only to the
site that you are currently logged in to. By default, only users with the default
system role named SiteAdmin have access to this tab. This tab is useful if you have
individuals who manage which existing users have access to individual sites, but
who do not need to create new users or new sites.

= Site Plan - displays a graphical and hierarchical representation of the pages,
collections, queries, and content assets that make up the online site that you are
making available on the delivery system. By default, all of the FirstSitell sample
site roles and system default roles grant access to this tab.

s Workflow — has the workflow configuration functions. By default, only users with
the Workflow Admin role have access to this tab.

This section contains the following topics:
= Section 9.5.2.1, "Creating a New Tree Tab"
= Section 9.5.2.2, "Creating the 'Workflow Groups' Tab"

9.5.2.1 Creating a New Tree Tab

Note: Before creating a tree tab, familiarize yourself with the default
tree tabs to avoid duplicating their functions. The default tree tabs are
described earlier.

To create a new tree tab
1. In the Admin tab, double-click Tree.

2. In the Tree Tabs form, click Add New Tree Tab.
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Figure 9—11 Tree Tabs Form
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Fill in the Add New Tree Tab form:
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Figure 9-12 Add New Tree Tab Form
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Section Name: [Mew Section Mame]
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Add New Section Edit Section

a. In the Title field, enter a short, descriptive name of up to 64 characters.

b. In the Tooltip field, enter a short, informative description of the tab, up to 255
characters. This description is displayed when the mouse hovers over the tab.

c. In the Site field, select the sites that will display the tab.
d. Inthe Required Roles field, select which roles can access the tab.

e. In the Tab Contents field, select the asset types that will be displayed on the
tab and then click Add Selected Items.
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4.

f. (Optional) If you want to add custom functionality to this tab, use the Section
Name and Element Name fields at the bottom of the form. You will need help
from your developers for this step. See also the Oracle Fusion Middleware
WebCenter Sites Developer’s Guide for more information.

Click Save.
The new tab is displayed in the tree (refresh the display, if necessary).

9.5.2.2 Creating the ‘Workflow Groups' Tab

The Workflow Groups tab displays the workflow groups that exist for a site and the
assets that are included in those groups. For information about workflow groups, see
Section 10.1.6, "Workflow Groups." This tab does not appear by default. If you want to
use it, you must create it.

To create the Workflow Groups tab

1.

In the Admin tab, double-click Tree.

WebCenter Sites displays the Tree Tabs form.

In the form, click Add New Tree Tab.

In the Title field, enter a short, descriptive name of up to 64 characters.
For example: Workflow Groups.

In the Tooltip field, enter a short, informative description of the tab, up to 255
characters.

For example: Workflow Groups.
In the Site field, select the sites that will display the tab.
In the Required Roles field, select which roles can access the tab.

In the Tab Contents area, scroll down to the section area. In the Section Name
field, enter the following name exactly as it appears here: Groups.

In the Element Name field, enter the following name exactly as it appears here:
OpenMarket/Gator/UIFramework/LoadWorkflowGroups

Click Add New Section.

The word Groups appears in the Selected column.

10. Click Save.

9.5.3 Editing Tree Tabs

Editing a tree tab means that you can:

Rename the tree tab

Edit its tooltip

Enable the tree tab for a different set of sites
Display the tree tab to a different set of roles

Select a different set of content for the tree tab, and/or rearrange the content's
display order
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Note: A tree tab is displayed in the user's interface when two
conditions are met:

The tree tab is enabled on the user's site, and Both the tree tab and the
user have at least one role in common.

= When you create site users with new roles, you must select the
new roles in the default tree tabs so that the users have access.
(Default tree tabs are not automatically enabled for new roles.)
The list of default tabs can be found in Section 9.5.2, "Creating
Tree Tabs".

To edit a tree tab
1. In the Admin tab, double-click Tree.

2. In the Tree Tabs form, navigate to the desired tab and click its Edit icon.
3. In the Edit Tree Tab form, make the necessary changes.
For example:

- If you wish to enable the tree tab for a new site, select the site from the Sites
list.

- If your new site has users with new roles, and you wish to enable the tree tab
for those users, select the users' roles from the Roles list.

4. Click Save.

9.5.4 Deleting Tree Tabs

To delete a tree tab
1. In the Admin tab, double-click Tree.

2. In the Tree Tabs form, navigate to the desired tree tab and click its Delete icon.
WebCenter Sites displays a warning message.

3. Click Delete Tree Tab.
The tree tab has been deleted.

9.5.5 Changing Tree Tab Order

You can change the order in which the tree tabs are displayed.

To change the order of tree tabs
1. In the Admin tab, double-click Tree.

2. At the bottom of the Tree Tabs form, click Order Tree Tabs.
WebCenter Sites displays the Order Tree Tabs form:
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Figure 9-13 Order Tree Tabs Form
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The form lists the tabs in the order in which they will appear in the tree.

The tree arranges its tabs into rows. When there are more tabs than a single row
can accommodate, an additional row is formed behind it. The tabs in each row are
ordered from left to right. Rows are ordered front-to-back.

3. Tomove a tab in the tree, select the tab from the list and then use the arrow
buttons to move the tab to the correct position. Repeat this step for each tab that
you want to reposition.

4. Click Save.
The new tab order is displayed in the tree (refresh the display, if necessary).

9.5.6 Configuring the Number of ltems Displayed Under Nodes on Tabs

To optimize WebCenter Sites' response time, you may want to limit the number of
assets that are listed under their respective node in a tree tab. Specifically, when the
WebCenter Sites database holds many assets of any one type, WebCenter Sites can take
a long time to load all the assets and then list them under their node in the tab. To
minimize the loading time, you can limit the number of items to be listed under the
node by setting a threshold. Then, when the number of assets (or other items) for a
node exceeds the threshold, and a user attempts to access the assets, the
administrator's interface prompts the user to enter a search criterion that restricts the
number of items to be returned.

For example, suppose that a node contains more than 300 articles, and the display
threshold is set to 100. When a user expands the node icon that represents the articles,
WebCenter Sites displays a small search criteria form that prompts the user to enter
values which WebCenter Sites uses to limit the number of articles that it returns.
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To configure the number of items under a node in a tree tab
1. Start the Property Editor and open the futuretense_xcel.ini file.

2. Select the Preference tab.

3. Select the xcelerate. treeMaxNodes property and specify a value for it. By default,
this property is set to 100, which means that up to 100 items can be displayed
under a node.

4. Save and close the property file.

5. Restart the application server.
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Creating and Managing Workflow Processes

Workflow is a feature provided by WebCenter Sites that you use to manage the work
on an asset when more than one person participates in its creation. For example, if
assets of a certain type must be reviewed by an editor or a legal representative before it
can be approved for publishing, the workflow feature can route those assets to the
appropriate people at the appropriate time.

This chapter contains the following sections:

s Section 10.1, "Overview"

= Section 10.2, "Planning Your Workflow Processes"

= Section 10.3, "Configuring Your Workflow Processes"
= Section 10.4, "Moving Your Work"

= Section 10.5, "Clearing Workflow Assignments"

10.1 Overview

The end goal for any content provider is to have content assets published. Before an
asset can be published, it must be approved for publishing. The workflow feature
routes assets through whatever series of tasks you deem necessary in a workflow
process that ushers assets from creation to approval.

You can configure a workflow process with as many or as few tasks as necessary to
reflect the way the work at your organization is accomplished. You can configure
email messages that WebCenter Sites sends to notify people when assets are assigned
to them and to remind them that a deadline is approaching or has been missed.

Because there are so many configuration possibilities, it is typical to create a separate
workflow process for each asset type that you plan to use workflow with rather than
attempt to create one process for more than one asset type.

This section contains the following topics:

m  Section 10.1.1, "Workflow Participants"

s Section 10.1.2, "Workflow States"

= Section 10.1.3, "Workflow Steps: Moving Assets from State to State"
= Section 10.1.4, "Multiple Paths for the Asset"

= Section 10.1.5, "Managing Deadlocks"

= Section 10.1.6, "Workflow Groups"

= Section 10.1.7, "Delegating and Clearing Assignments"
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= Section 10.1.8, "Placing an Asset in Workflow"

= Section 10.1.9, "Restricting Access to Assets While They Are in Workflow"
s Section 10.1.10, "Deadlines"

s Section 10.1.11, "Scheduling a Deadline Calculation"

s Section 10.1.12, "How Does a Workflow Process End?"

s Section 10.1.13, "Roles Required to Configure Workflow Processes"

10.1.1 Workflow Participants

When you begin creating a workflow process, the first general question is this: what
are the job titles of the people who work on assets of this type? For example, are they
authors, editors, marketers, graphic artists, product managers, lawyers?

The job titles of the people who participate in a workflow process are considered roles
in the WebCenter Sites interfaces. Roles describe the function of an individual on a site.
When you enable a user for a site, you assign that user the roles that he fulfills for that
site.

When you create a workflow process, you determine which roles are appropriate for
each task. Then, when an individual asset is going through that workflow process,
only the users who have the appropriate role are allowed to complete the task. The
individual user who is selected from the pool of users who have the correct role at any
point is called a workflow participant.

10.1.2 Workflow States

Next, what are the tasks that are performed for assets of this type? For example,
writing, pricing, editing, fact checking, legal review, and so on.

These tasks are called workflow states. A state is a point in the workflow process that
represents the status of the asset at that point. For example, writing article, reviewing
image, legal review, and so on. Participants complete the work that the state represents
while the asset is in that state.

An asset that a participant is working on (or is supposed to be working on) is called an
assignment. A user's assignment list is displayed In the My Assignments form in the
administrator's interface. An asset appears on a user's assignment list as soon as it
enters a state for which the user has a role to fulfill as a workflow participant.

Should an asset in a specific state remain in that state for only a specific amount of
time? If so, assign a deadline to the state. You can then configure the workflow process
to send email messages that remind a participant when the deadline is approaching or
has been missed. These email messages are examples of timed actions.

You can create one or more timed action for each state.

10.1.3 Workflow Steps: Moving Assets from State to State

Next, how does the asset move from state to state? Does a marketing writer send a
prospectus asset to a legal reviewer? Does a graphic artist send an image asset to an
editor? And then what?

The movement of an asset between states is called a step. Because creating the steps in
a process links together states in a specific order, creating the steps in your workflow
process is what organizes your process.
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When you create a step in a process, you specify which state a step moves the asset
from (the From State), which state that step moves the asset to (the To State), and
which roles can take the step.

This section contains the following topics:
= Section 10.1.3.1, "How Steps Work"
= Section 10.1.3.2, "Step Actions and Conditions"

10.1.3.1 How Steps Work

A step places an asset in a state and notifies participants from the appropriate roles.
This operation creates the assignment. You then need a step for the participants from
those roles to take that moves the asset to the next state. In other words, the roles
notified by the previous step should be the roles authorized to take the next step. For
example:

Figure 10-1 Steps In Editing

Author can Editor can
take =tep take step
Edit Article
—| Send for Edit e Editor —— Approve b
Step notifies Edior

How does a user take a step in a workflow process? By specifying that he or she has
finished the assignment (except for the start step, which is described below). When a
user selects the Finish My Assignment option for an asset that is assigned to him or
her, that option invokes the step, moves the asset to the next state, and assigns the
asset to the next participants.

When more than one participant is assigned an asset in the same state, using the Finish
My Assignment option is also referred to as voting. Each participant votes to move the
asset to the next state.

The first step in a workflow process is a start step. A start step is one which has no
From State. That is, the start step begins the workflow process, moving the asset to the
first state in the series of states. This is the step that is invoked when the workflow
process is assigned to the asset. Only users who have the roles authorized for the start
step can start the workflow process for an asset.

10.1.3.2 Step Actions and Conditions

Step actions are events that occur when the step is completed. For example, when a
step occurs, the asset is assigned to a participant. Should the participant be notified
that an asset has been assigned to him or her? If so, you can configure a step action to
send an email message to the new participant. You can specify one or more step
actions for each step.

Another example of a step action is the ApproveForPublish action. It is a default action
delivered with WebCenter Sites that approves the asset. Typically you use this action
in the final step of a workflow process.

Finally, are there any requirements that must be met for an asset in a state before the
step can move the asset to the next state? If so, configure and assign a step condition to
the step. For example, you could configure a condition that verifies that the asset has
all of its association fields filled—that an article has the associated images that it
needs—Dbefore it progresses to the next state.
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10.1.4 Multiple Paths for the Asset

When a workflow process includes a state in which people are reviewing an asset,
typically there is more than one path possible for an asset in that workflow because the
reviewer can either accept it the way it is or reject it.

In such a case, you create two steps for moving the asset from the review state. When
the asset is in that state, the Finish My Assignment form lists both options and the
participants select the appropriate step when they finish their assignments. For
example:

Figure 10-2 Steps in Workflow
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What happens if more than one participant are reviewing the same asset in the same
state and they choose different steps (that is, vote differently)? That depends on how
you configured each step. There are several possibilities:

= Configure the steps so that the first participant to finish the assignment (vote)
determines the direction the asset takes.

= Configure the steps so that all participants have to select the same step (vote the
same way) in order for the asset to progress in either direction. A step that all the
participants must select before that step can be completed is called an all-voting
step. Note that this option can result in deadlocks, described in the next section.

= Use a combination of the preceding possibilities: configure one all-voting step (all
participants must agree), and configure the other step(s) so that if any participant
selects it, the step completes and the asset takes that path.

10.1.5 Managing Deadlocks

A deadlock occurs when the following conditions are true:
»  There is more than one step from a state.

= Two or more of the steps require the participants to perform that step. That is, they
are all-voting steps.

= An asset in that state is assigned to more than one participant.
»  The participants select different all-voting steps when they finish the assignment.

This diagram illustrates a deadlock:
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Figure 10-3 Deadlocked Workflow
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Note that if even one of the steps is not all-voting and a participant selects that step,
the asset will not become deadlocked.

This section contains the following topics:

= Section 10.1.5.1, "Resolving Deadlocks"

s Section 10.1.5.2, "Preventing Deadlocks"

= Section 10.1.5.3, "Notifying Participants When Deadlocks Occur"

10.1.5.1 Resolving Deadlocks

An asset that is in a deadlocked state cannot progress through the workflow process
until the deadlock is resolved. To resolve the deadlock, the participants must confer
with each other and agree on that path that the asset should take. Then, the
participants who must change their selection can do one of the following to resolve the
deadlock:

= Finish the assignment and select the step that they all agreed to take.

= Select the Abstain from Voting option from the Workflow Commands drop-down
list on the asset's Status form.

10.1.5.2 Preventing Deadlocks

Before configuring a workflow process that can result in a deadlock, be sure that it is
absolutely necessary to have complete agreement on all the possible steps from the
state. As you can see from this description, deadlocks cause additional work for all the
participants so be sure that you use this feature only when you need to.

For example, consider a review state with two possible steps: "return for revisions" and
"approve for publish." If you configure the steps so that "return for revisions" does not
require a unanimous vote but "approve for publish” does, you have created a desirable
control—all the reviewers must agree before the asset can be published and any
rejection stops the asset from being published—without risking a deadlock.

10.1.5.3 Notifying Participants When Deadlocks Occur

If you do need to create a workflow process that can result in a deadlock, be sure to
configure and assign a deadlock action that notifies the participants of the deadlock for
each of the steps that can cause the deadlock. The default deadlock action is an email
message that WebCenter Sites sends to the appropriate participants when a step causes
a deadlock.
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10.1.6 Workflow Groups

Is there ever a situation in which several assets are so closely connected that they need
to be thought of as one unit of work or they need to be approved at the same time? In
such a case, you can use the workflow group feature.

This section contains the following topics:

= Section 10.1.6.1, "Using Workflow Groups"

= Section 10.1.6.2, "Adding a Synchronize Step"
= Section 10.1.6.3, "Managing Group Deadlocks"

10.1.6.1 Using Workflow Groups

Workflow groups enable content providers to send a defined set of assets though the
workflow together. While it is the content providers who create workflow groups and
select the assets that are assigned to the group, you, the administrator, still need to
know what kind of assets will be included in workflow groups. Why? So that you can
configure the workflow processes appropriately.

For example, you can configure workflow steps that allow each asset in the group to
progress to the next state when it is finished or you can configure a step that requires
all the assets in the group to reach that point before any of them can progress. (This
second example, called a synchronize step, is described next.)

10.1.6.2 Adding a Synchronize Step

When creating a workflow process that will be used with workflow groups, it is
usually best to configure the process so that it has only one synchronize step. Multiple
synchronize steps can slow down the work on those assets unnecessarily. Assess the
business process that is reflected by the workflow process and determine which steps
must truly be synchronized: perhaps all the assets should go to legal review in one
batch, or perhaps all the assets should be approved for publishing at the same time, for
example.

10.1.6.3 Managing Group Deadlocks

If you create a workflow process to be used with workflow groups and any of the
steps can result in a deadlock, be sure to configure and assign a group deadlock action
that notifies participants when there is a group deadlock and assign it to the process.

10.1.7 Delegating and Clearing Assignments

People go on vacation, get reassigned to new work groups, and move on to different
jobs. What happens to the assets that they are working on? They can delegate their
assignments to other participants who have the appropriate roles.

Additionally, each workflow process can have a workflow administrator. The
administrator of a workflow process can delegate assignments on behalf of the other
participants.

When an asset is delegated to a new participant, should that person receive an email
notice? If so, configure a delegate action to send an email message to new assignees
when assets are delegated to them. You can specify one or more delegate actions for
each workflow process.

If an asset no longer needs to be assigned or if it is easiest to clear the assignment and
then start over, you can use the Clear Assignments feature in the Admin tab.
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10.1.8 Placing an Asset in Workflow

An asset begins its participation in a workflow process in one of the following ways:

= A user selects a workflow process from the Workflow Commands field on the
Status form for the asset.

Selecting the workflow process invokes the start step for the process, which places
the asset into the first state.

= A user creates an asset and the start menu New item for assets of that type is
configured such that there is a default workflow process.

In this case, saving the asset invokes the start step for the process, which
automatically places the asset into the first state.

Because steps are enabled for specific roles, only the users who have a role that is
assigned to the start step of a process can select that process. This means that if you are
using start menu items to place assets in workflow, you must be sure that the roles
assigned to the start menu item are the same roles that are assigned to the start step of
the default workflow.

10.1.9 Restricting Access to Assets While They Are in Workflow

Although workflow routes an asset through a business process, sending it to the
appropriate users at the appropriate times, the fact that the asset is assigned to a
specific user does not stop other users from modifying or even deleting that asset.

If you want to restrict who has access to an asset while it is in workflow, use the
workflow feature called function privileges. These are restrictions set on functions
such as edit, copy, approve, delete, show versions, and so on in the context of
workflow states and workflow roles.

There are three parts to a function privilege:
s The function being restricted.
s The roles allowed or not allowed to perform the function.

s The state during which users with those roles are allowed or not allowed to
perform the function.

When a function privilege is in effect, it means that a user can perform that function
only when the following conditions are true:

s The user has an appropriate role.
s The asset is in the correct state.
s The asset is assigned to the user.

This means that even if the user has the correct role and the asset is in the correct state,
the user cannot perform that function on that asset unless the asset is assigned to that
user.

This section contains the following topics:
= Section 10.1.9.1, "Function Privileges and Step Actions"

= Section 10.1.9.2, "Function Privileges: All or None"
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10.1.9.1 Function Privileges and Step Actions

Function privileges restrict access to a function from the user interface only. This
means that you can program step actions that invoke a function when a step is taken
regardless of what the function privilege is set to at that moment.

The ApproveForPublish step action is an example. Even if you specify function
privileges that restrict users from using the Approve option in the user interface, those
same users can approve an asset with a workflow step if the workflow step invokes
the Approve For Publish action and the user has the correct role to take the step.

In other words, you can use function privileges to prevent users from selecting and
changing assets by mistake and use actions to invoke those functions in a highly
controlled way.

10.1.9.2 Function Privileges: All or None

If you create even one function privilege that allows or restricts access to a function for
a given role, you must create function privileges that cover all the other roles for that
function.

For example, suppose that the only function that you want to restrict is the Delete
function—you want to allow only the editors to delete article assets and only then if
the article is in the Review state. If you create a function privilege that allows editors to
delete article assets that are in the Review state but you do not create any other
function privileges, nobody else can delete article assets that are in the Review state
until you explicitly grant other roles access to the Delete function in the Review state.

Additionally, if you create a function privilege that denies editors access to the Delete
function for assets in the Review state, no user can delete article assets that are in the
Review state until you explicitly grant other roles access to the Delete function in the
Review state.

10.1.10 Deadlines

There are two kinds of workflow deadlines:

= Assignment deadlines — which specify how long an asset should remain in an
individual state. When you set a value for the Estimated Time field of a state, that
creates a deadline for the assets that are assigned to workflow participants when
the assets are in that state.

= Process deadlines — which specify how long it should take for an asset to go
through the entire process.

Note that these different types of deadlines do not interact with each other—they are
calculated separately and are mutually exclusive. Most likely you will use either one
kind or the other, but not both for the same workflow process.

This section contains the following topics:
= Section 10.1.10.1, "Setting and Overriding State Deadlines"
= Section 10.1.10.2, "Setting Process Deadlines"

10.1.10.1 Setting and Overriding State Deadlines

When you create a workflow state, you can set an Estimated Time for it and determine
whether reminder emails should be sent when assignments miss the deadline that is
calculated from the Estimated Time.
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When you create a workflow process that uses the state, you specify whether the
Estimated Time for the state can be changed (overridden) when a user takes the step
that moves the asset into that state.

If the deadline can be changed, any participant who takes the step can override the
deadline unless you configure function privileges that restrict their ability to do so.
Note that any participant who has a role that was designated as an administrator role
for the workflow process can always override an assignment deadline if the deadline
can be changed.

10.1.10.2 Setting Process Deadlines

When you create a workflow process, you determine whether a process deadline can
be set. A process deadline is set when an asset is first placed in workflow, in the Select
Workflow form. Unlike an assignment deadline, however, you cannot configure the
process to send reminder emails when a process deadline is approaching.

If a process deadline can be set, any participant who places the asset in the workflow
can set a process deadline for that asset—unless you configure function privileges that
restrict their ability to do so. Additionally, any participant who has a role that was
designated as an administrator role for the workflow process can always set a process
deadline, if a deadline can be set.

10.1.11 Scheduling a Deadline Calculation

There are two kinds of actions:

= Actions that are invoked by a step. These actions are events that WebCenter Sites
completes when a step is taken.

= Actions that are triggered by a deadline. These actions are queued and are
triggered only after WebCenter Sites calculates the deadlines for the assets and
determines which timed actions (if any) should be invoked.

You specify how often the deadlines are calculated by configuring the Timed Action
Event. This is an event that invokes a background calculation process of all deadlines.
It is similar to the publishing event that invokes the background approval calculation
process.

Just as the publishing process calculates approvals to determine which assets should
be published, the deadline calculation process that is invoked by the Timed Action
Event calculates the deadlines for all assets that are participating in workflow
processes—to determine whether any reminder messages should be sent for
assignment deadlines and to determine the times that should be displayed for assets in
the Due and Process Deadline columns of assignment lists.

You can configure the Timed Action Event on your management system to run as
often as you find it necessary.

10.1.12 How Does a Workflow Process End?

A workflow process ends when there are no more states for the asset to progress
through. This occurs when the final participant takes the end step for the workflow
process.

An end step is the opposite of a start step—it has a From State but no To State. When a
user takes the end step, it is moved to a stateless state, which means the asset is no
longer in workflow and any function privileges set for that workflow process no

longer apply.
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10.1.13 Roles Required to Configure Workflow Processes

The workflow building blocks are located on two tree tabs in the administrator's
interface:

s Admin - holds email objects, actions, conditions, and the Timed Action Event.
s Workflow -holds workflow states and processes.

For access to the Admin tab, you must be assigned the General Admin role and have
the xceladmin ACL assigned to your user account. For access to the Workflow tab, you
must be assigned the Workflow Admin role for the site you want to create workflow
processes for.

For more information about access rights in the WebCenter Sites interfaces, see
Chapter 4, "Working with ACLs and Roles" and Chapter 5, "Configuring Users,
Profiles, and Attributes."

10.2 Planning Your Workflow Processes

When you create a workflow process, you create steps that link together the states for
that process. This means that you or someone else must create the workflow
components—roles, email messages, the various kinds of actions, step conditions, and
states—before you can create a workflow process.

This section provides more details about the configuration of each of the workflow
components so that you can plan and implement your workflow processes. When
planning a workflow, you will do the following:

s Section 10.2.1, "Start with a Sketch"

= Section 10.2.2, "Determine Roles and Participants"

= Section 10.2.3, "Determine the Email Objects, Actions, and Conditions"
s Section 10.2.4, "Determine the States"

= Section 10.2.5, "Determine the Steps"

= Section 10.2.6, "Determine the Function Privileges"

m  Section 10.2.7, "Determine Additional Workflow Process Details"

10.2.1 Start with a Sketch

Where do you begin? With sketches of the business processes that you need to
implement as workflow processes:

= Use boxes to represent the states.
= Use arrows to represent the steps that connect the states.

As you read through the descriptions in this section, write on your sketches the details
about which roles, actions, conditions, deadlines, and so on are appropriate for each
state or step in the process.

Then, refer to your sketches as you use the administrator's interface to create your
workflow processes, described in Section 10.3, "Configuring Your Workflow
Processes."
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10.2.2 Determine Roles and Participants

When you start planning your workflow processes, begin with the roles. What kind of
functional groups participate in workflow? Then, determine how the individual users
from those roles will become the participants in a workflow process for a specific asset.

This section contains the following topics:
= Section 10.2.2.1, "Planning Roles"
= Section 10.2.2.2, "Selecting Individual Participants"

= Section 10.2.2.3, "Cross-Site Assignments and Participants”

10.2.2.1 Planning Roles

To determine the roles that you should create for your processes, ask yourself the
following questions:

= What are the job titles or roles of the content providers who are using your Sites
management system?

= What do the people in each role do? (You can map the tasks that they complete to
your states.)

= How are the roles organized? For example, is there one group of reviewers who
review everything but several groups of content providers who are organized by
subject (for example, sports writers, financial writers, marketing writers, and so
on)

= Do certain groups of people work with specific asset types but not with others? If
so, which roles should have access to each asset type that you plan to create a
workflow process for?

= Would you ever need to notify someone who is not participating in a workflow
about the status of an asset that is in workflow? If so, that person will need a role
so a step or timed action can send an email message to that person.

On your sketches of your workflow processes, write the names of the roles that will
have the asset assigned to them in each state.

For information about creating roles, see Chapter 4, "Working with ACLs and Roles."

10.2.2.2 Selecting Individual Participants

When you configure a workflow process, there are several ways to determine which
specific users participate in the workflow for each individual asset that goes through
the workflow:

= When the workflow is assigned.

You can configure the process so that the person who first assigns the workflow to
the asset must select all the users who will participate. For each state, they select
users from a list. The list includes all the users who have the correct role for that
state.

= When a participant finishes the assignment.

You can configure the process so that each participant determines who the next
participant is when he or she finishes the assignment. That participant selects a
user name from a list that includes all the users who have the correct role for the
next state.

You specify how participants will be selected when you configure the steps.
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10.2.2.3 Cross-Site Assignments and Participants

Assets can be shared between sites. If a shared asset is entered into a workflow
process, should users from all the sites that have access to the asset be considered as
candidates for participating in the workflow? If the answer is yes, enable the cross-site
assignments feature.

When you use the cross-site assignments feature, users see all of their assignments
from all the sites that they have access to in their assignment list no matter which site
they are currently logged into. Having one, consolidated assignment list is very
convenient for your users.

Keep in mind, however, that if your users have different roles in different sites and you
are using function privileges in your workflow processes, they might not be able to
work on an asset that they can see in their assignment lists. For example, say that some
of your users have the author role in one site and the editor role in another. If you are
using function privileges to restrict editing to editors in a certain state, they can see an
asset that they aren't allowed to edit in their assignment list when they are logged in to
the site where they function as authors.

To enable this feature, you set the value of the xcelerate.crosssiteassign property
to true. This property is in the futuretense_xcel.ini property file. For information
about the property, see the Oracle Fusion Middleware WebCenter Sites Property Files
Reference.

10.2.3 Determine the Email Objects, Actions, and Conditions

An action is an event that is triggered in one of three ways:

= A step invokes it (step action).

= A deadline triggers it (timed action).

= A workflow situation triggers it (deadlock, group deadlock, and delegate actions)

A condition is an event that is assessed when a step is attempted. If the condition is
not met, the step cannot be completed.

When you create an action or a condition, you identify an element. Elements are
named pieces of code that are stored in the ElementCatalog table. It is the element that
invokes the function represented by the action. If the element is coded to expect
variables or arguments, you identify values for them when you create the action and
those variables are then passed to the element when the action is triggered.

As an administrator, you are not responsible for coding elements. If your workflow
needs cannot be met by the default workflow elements that are provided, your
developers can code the functionality that you need. See the Oracle Fusion Middleware
WebCenter Sites Developer’s Guide for information about customizing workflow.

WebCenter Sites provides the following default workflow elements:

Table 10-1 Workflow Element Names and Expected Variables

Element Name Variables It Expects

OpenMarket/Xcelerate/Act target
ions/Workflow /StepAction

s/ ApproveForPublish The name of the publishing destination that the asset is to be

approved for.

OpenMarket/Xcelerate/Act emailname
ions/Workflow /StepAction

s/SendEmailToAssignees The name of the email object to send.
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Table 10-1 (Cont.) Workflow Element Names and Expected Variables

Element Name Variables It Expects

OpenMarket/Xcelerate/ Act
ions/Workflow /StepCondit
ions/ExampleStepConditio
n

OpenMarket/Xcelerate/Act emailname
ions/Workflow / Assignmen

tActions,/SendEmail The name of the email object to send.

OpenMarket/Xcelerate/Act emailname
ions/Workflow /DeadlockA
ctions/SendEmailToAssigne
es

The name of the email object to send.

OpenMarket/Xcelerate/Act emailname
ions/Workflow /GroupActi

ons/SendEmailToAssignees The name of the email object to send.

These elements are described in detail in the Oracle Fusion Middleware WebCenter Sites
Developer’s Guide.

With the exception of ApproveForPublish and ExampleStepCondition, these elements
take a variable called emailname and send the email message that is identified by that
variable.

How do you determine the value of the emailname variable? By creating workflow
email objects. The names of the email objects that you create in the Admin tab in the
WebCenter Sites administrator's interface are the names that you specify as the
arguments with the emailname variable when you create actions that send email
messages.

This section contains the following topics:

= Section 10.2.3.1, "About Email Objects"

s Section 10.2.3.2, "About Timed Actions"

= Section 10.2.3.3, "About Delegate Actions"

= Section 10.2.3.4, "About Step Actions"

= Section 10.2.3.5, "About Step Conditions"

s Section 10.2.3.6, "About Deadlock Actions"

= Section 10.2.3.7, "About Group Deadlock Actions"

10.2.3.1 About Email Objects

Email objects are building blocks separate from the actions so that you can use them
with more than one action. For example, the default deadlock action and the default
group deadlock action use the same email message (named Deadlock Message).

You create email objects by giving them a name, a description, a subject line, and text
for the body. When the message is sent, the text provided for the subject is placed in
the subject line and the text provided for the body is placed in the body of the
message.
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Workflow Email Variables

There are several variables that you can use in the subject line and body text which
makes it easier for you to write email messages that are personalized for each
recipient.

The following table lists the default workflow variables that you can use with any
email message:

Table 10-2 Default Workflow Variables

Variable Name Description

Variables.assetname The name of the asset.

Use this variable in every email message so the recipient knows
which asset is being referred to.

Variables.assigner The user name of the participant who assigned the asset to the
person receiving the email.

Use this variable in email messages for step actions that notify
participants that a new asset has been assigned to them.

Variables.time The time specified in the Estimated Time field for a state.

Use this variable for timed actions.

Variables.instruction The text that the previous participant entered in the Action to
Take field of the Finish My Assignment form when he or she
finished the assignment.

Use this variable in email messages for step actions that notify
participants that a new asset has been assigned to them.

For examples of custom email variables, see the email object named Deadlock Message
and the corresponding deadlock action element named

OpenMarket/Xcelerate/ Actions/ Workflow /DeadlockActions/
SendEmailToAssignees.

Default Workflow Email Objects
The default workflow email objects are these:

= Assignment Due Reminder — specifies the asset and the time that it is due.

= Assignment Message — specifies the asset, the person who assigned it, and in the
message from the Action To Take box on the Finish My Assignment form.

s Deadlock Message — describes how the deadlock occurred by listing the users and
the steps that they took.

= Rejection Message —is similar to the Assignment Message, but states that the asset
was rejected by the previous participant (the assigner).

Planning Your Email Objects

To determine the email objects that you need to create, you must also determine the
actions that will send the email messages held in the objects. By using the email
variables in the subject and body, it is likely that you can use the same email object
with more than one timed action or step action.

Typically, you need to compose email messages that specify the following kinds of
things:

= An asset has been assigned to a participant. (For step actions.)

= An asset has been delegated to a new participant. (For delegate actions.)

10-14 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



Planning Your Workflow Processes

= A deadline is approaching for an asset. (For timed actions.)

s A deadline for an asset has been missed. (Also for timed actions.)
= Anassetis in a deadlock. (For a deadlock action.)

= A group of assets are in a deadlock. (For a group deadlock action.)

In the Admin tab, double-click Email. Examine the default email objects to determine
whether you can use them. You can modify the default messages or create your own
email messages.

In one corner of your sketches of the workflow processes, list the email messages that
you will need for that workflow.

10.2.3.2 About Timed Actions

Timed actions are actions that are based on the deadline of a state. If you specify a
deadline for a state, you can specify a timed action to remind the participants about
the deadline.

You create a timed action by giving it a name and a description, specifying an element,
and then providing argument values for the element, if necessary.

To create a timed action that sends email notices about a deadline, specify the
OpenMarket/Xcelerate/ Actions /Workflow / AssignmentActions/SendEmail element
and use the Argument field to specify which email message to send.

When you create a state, you specify which timed actions to use and when to trigger
them, relative to the deadline specified for the state. You can specify more than one
timed action for each state.

When the Timed Action Event runs and calculates the deadlines for all the assets
currently participating in workflow, the appropriate timed actions are triggered.

Default Timed Actions

There is one default timed action: Send Email. It uses the
OpenMarket/Xcelerate / Actions/Workflow / AssignmentActions/SendEmail element
to send the Assignment Due Reminder email message.

Planning Timed Actions

When planning your timed actions, you must also consider the following workflow
components:

= The states that you will create, because these actions are triggered in terms of the
deadlines that you set for your states.

= The email objects that you need to create, because it is likely that your timed
actions will send email messages

Because the time that a timed action is triggered is determined outside of the action
itself (you do this in the form for the state), you can probably create a small number of
generic timed actions—whose only difference is the email message they send—and
use them repeatedly with your states.

In the Workflow tab, expand Actions, then Timed Actions. Examine the Send Email
action to determine whether you can use it. You can modify the default timed action or
create your own.

On each of your sketches of your workflow processes, list the timed actions that you
need for that process near the list of the email messages.
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10.2.3.3 About Delegate Actions

When you assign a delegate action to a workflow process, the action is triggered
whenever a participant (or the workflow administrator) delegates an assignment to
another participant.

You create a delegate action by giving it a name and a description, specifying an
element, and then providing argument values for the element, if necessary.

You can specify one delegate action per workflow process.

Default Delegate Action
There are no default delegate actions provided.

Planning Delegate Actions

It is likely that your delegate action will send an email message to the participant to
whom an assignment is delegated. If this is the case, you can create a delegate action
that uses any of the default workflow elements that send email and create a new email
object for that element to send.

On each of your sketches of your workflow processes, write the name of the delegate
action that you will use for that process. (You can assign one for each process.)

10.2.3.4 About Step Actions

When you assign a step action to a step, the action is triggered when a participant
takes the step.

You create a step action by giving it a name and a description, specifying an element,
and then providing argument values for the element, if necessary.

There are two general categories of step actions: those that complete functions and
those that send email messages to the participants who are being assigned the asset by
the step.

Step actions are completed regardless of function privileges. That is, if you create a
step action that performs a WebCenter Sites function, the action does not check the
function privileges of the participant taking the step. This means that you can restrict
access to a function from the user interface and require participants to use a step in a
workflow in order to complete a specific function (approve for publish, for example).

You can specify one or more step actions for each step.

Default Step Actions
The default step actions are these:

= Approve for Publish, which uses the
OpenMarket/Xcelerate/Actions/Workflow/StepActions/ApproveForPublish
element to approve the asset. Then, the next time a publishing process runs, the
asset is published (as long as all of its dependencies are also approved).

To use this action for your workflow processes, you must specify the publishing
destination(s) that the asset is to be approved for by using the targets argument.

= Send Assignment Email, which uses the
OpenMarket/Xcelerate/Actions/Workflow/StepActions/SendEmailToAssignees
element to send the Assignment Message email object to all the participants
assigned the asset (that is, who are specified in the Assignment Method for the

step).
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= Send Rejection Email, which uses the
OpenMarket/Xcelerate/Actions/Workflow/StepActions/SendEmailToAssignees
element to send the Rejection Message email message to the new assignee (the
participants specified in the Assignment Method for the step).

Planning Step Actions

To determine what kind of step actions you need to create, you must consider the
following workflow components:

»  The steps that you will create for the process. Do people need to be notified that a
step has assigned an asset to them? If so, you need a step action that sends an
email message.

»  The states that the steps move the assets into. Does the state represent the asset
after a function has been completed? If so, you need a step action that implements
that function.

In the Workflow tab, select Actions, then Step Actions. Examine these actions to
determine whether you can use them. You can both modify the default step actions
and create your own.

On each of your sketches of your workflow processes, write the name of the step
actions next to the appropriate steps. You can assign one or more step actions for each
step.

10.2.3.5 About Step Conditions

When you assign a step condition to a step, the condition is assessed when the step is
taken. The condition determines whether the step can be completed or not.

You create a step condition by giving it a name and a description, specifying an
element, and then providing argument values for the element, if necessary. If you want
to use conditions in your workflow processes, talk to your developers about the
conditions you need them to implement through elements.

You can specify one or more conditions for each step.

Default Step Conditions

There is one default step condition: Example Step Condition. It is a "hello world"-style
example that illustrates how to code an element to check for a condition. You and your
developers should examine it to learn how it works and then your developers should
create their own condition elements.

Planning Step Conditions

When thinking about step conditions, you must consider the steps and the state. If you
determine that conditions are necessary for your workflow processes, ask your
developers to create them.

On each of your sketches of your workflow processes, write the name of any step
conditions that you need next to the appropriate steps.

10.2.3.6 About Deadlock Actions

When you assign a deadlock action to a step that can result in a deadlock, the action is
triggered whenever an asset becomes deadlocked during the step.

You create a deadlock action by giving it a name and a description, specifying an
element, and then providing argument values for the element, if necessary.

You can assign one or more deadlock actions per step.
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Default Deadlock Action

There is one default deadlock action: Send Deadlock Email. It uses the
OpenMarket/Xcelerate/ Actions/Workflow /DeadlockActions/SendEmailToAssignees
element to send the Deadlock Message email message.

Planning Deadlock Actions

When thinking about possible deadlock actions, you need to consider the steps that
you will create for your workflow processes. If you plan to design your steps so that
deadlocks cannot occur, there is no need to create any deadlock actions.

In the Workflow tab, expand Actions, then Deadlock Actions. Examine this action to
determine whether you can use it. You can modify the default deadlock action or
create your own.

In your sketches of your workflow processes, write the name of the appropriate
deadlock action next to any step that can result in a deadlock.

10.2.3.7 About Group Deadlock Actions

A group deadlock action is triggered when workflow group becomes deadlocked.
Whoever creates the workflow group selects the group deadlock action. That person
can select one or more for each group.

The group deadlock actions are invoked in addition to any other actions that are
associated with the states or the steps in the workflow process.

Default Group Deadlock Action

There is one default group deadlock action: Send Deadlock Email. It is identical to the
default deadlock action.

Planning Group Deadlock Actions

The same considerations apply for group deadlock actions as for deadlock actions.
However, because it is a content provider who selects the group deadlock action for a
workflow group, be sure that you give a group deadlock action a meaningful,
unambiguous name.

10.2.4 Determine the States

When you create a state, you specify the following kinds of information:

= Name and description. The name of a state should be meaningful and should
represent the kind of work that is being done while the asset is in that state.

= Amount of time an asset should remain in this state (the Estimated Time). The
deadline is calculated in terms of the number of hours or days since the asset
entered the state.

Note that you set the estimated time (the deadline) in terms of hours or days
rather than as a specific date because a state deadline is calculated for each asset as
it passes through the state.

»  The timed actions that should occur and when they should occur, in terms of days
or hours before or after the deadline.

There are no default states, although there are example states provided with all of the
sample sites. On a system where the sample sites are installed, select Workflow, then
select States, and then select a state to examine to learn about how the sample site
states are configured.
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Planning Your States

To determine the states that you need to create, ask yourself the following kinds of
questions:

= Which roles participate in each state? On your sketches, write the names of the
roles next to the states.

= Do any of these states apply to more than one asset type? If so, it's possible that
you can reuse the same state in more than one workflow process.

= How long should it take to complete each state?

= Does this amount of time differ by asset type or by site? If yes, you cannot reuse
the same state in more than one workflow process or share the workflow process
with another site.

»  If there is a deadline, should WebCenter Sites notify the participant when the
deadline is approaching? If yes, when? The day before? Several hours before? And
which timed action (which determines which email message) should be used?

= Should there be a notice when a deadline is missed? If yes, when? And which
timed action should be used?

On the sketches of your workflow processes, list all of this information next to each
state.

Depending on your goals, you might consider creating a workflow process that does
not really end. For example, the Hello Asset World sample site workflow process ends
after a HelloArticle asset has been approved. However, in a case like this, someone
could open and save the asset by mistake, which would mean that it is no longer
approved and will not get published.

To keep assets from being edited after they have been approved and before they have
been published, you could create a final state that holds assets after they have been
approved with a function privilege on the state that restricts anyone from editing the
asset.

Be sure that if you do create a state like this that you create a step that can move the
asset back into an editing state in the workflow so someone can edit it on purpose.

10.2.5 Determine the Steps

You create steps within a process. You use the steps to link together the states. This is
how the process is actually created.

You specify the following kinds of information for each step in your process:

s The name of the step. The name should be meaningful and should describe the
path being taken. For example, Send for Review, Send for Approval, and so on.

»  The From State, which is the state that the step is moving the asset from. If the
step has no From State, it is the start step that begins the workflow process. A
From State is required for each step other than the start step.

» The To State, which is the state that the step is moving the asset to. If the step has
no To State, it is the end step the ends the workflow process.

= Which roles are authorized for the step.

If this is the very first step, the roles you specify determine which users can select
this workflow for an asset. If you are using a Start Menu item to assign the
workflow process to an asset, be sure that the roles assigned to this first (start) step
match the roles assigned to the Start Menu item.
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For subsequent steps after the first (start) step, the roles that you select must either
match or be a subset of the roles that were selected to be notified by the previous
step. Otherwise, the asset cannot leave the state because no one who is assigned
the asset is allowed to move it to the next state.

= Who gets the asset next? (That is, when this step is completed). You specify the
assignee for the To State by selecting one of the following assignment methods:

— Retain From State assignees.

This option assigns the asset to its current assignees—that is, to the user who
completes the step.

This option is useful when you are creating a step that returns to the same
state (which creates an iterative state) or when it is the start step and you want
the asset to be assigned to the person who selects the workflow process
(whether through a start menu item or by selecting it on the Status form).

- No assignments; control actions with function privs.

This option keeps the asset in the workflow process, which means that
function privileges are enforced, but the asset is not actually assigned to
anyone.

Note: When an asset is assigned to the current assignees (Retain
From State assignees option) or assigned to no one (No assignments
option), the workflow system records workflow history for that step.

- Assign from a list of participants.

With this option, you select roles. When a user assigns the workflow process to
an asset, a list of users with the roles that you selected is displayed. The user
selects one or more users from the list, and those users are assigned the asset
when it is in the state that this step moves the asset to.

—  Choose assignees when the step is taken.

You also select roles with this option. This option means that the person who
takes this step (by completing the assignment) during the workflow process
selects the user who is assigned the asset next from a list of users with the
roles selected for the step.

»s  Whether the estimated time for the state that this step moves the asset to can be
changed or not. (Called an Assignment Deadline.)

= Any step actions that should occur.
= Any step conditions that should be assessed.

»  If the step can be taken by more than one user (assignee), whether all the assignees
must take this step before the asset can move to the next state. (The All assignees
must vote field.)

»  If the step can result in a deadlock, what the deadlock action should be.

»  If the process will be used for a workflow group, whether all the assets in the
group must complete this step before any of the assets can move to the next state.
(The Step is group synchronized field.)

There are example steps in all of the sample site workflow processes. On a system
where the sample sites are installed, select Workflow, then select Processes and
examine a process to learn about how the sample workflow steps are configured.
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Planning Your Steps
When determining what your steps should be, consider the following questions:

= Every process needs a start step. Before you create a start step, you must first
determine how the asset is created and then placed into workflow.

Does the first participant create the asset, place it into workflow, and then keep
working on the asset? If so, configure the step so that it is assigned to the person
taking the start step (choose the Retain "From State" assignees option) and
remember to create a start menu item that assigns the workflow to the asset by
default.

Or does a supervisor create the asset and then assign to it a participant? If so,
configure the start step so that the person taking the start step has to select the
assignees.

= What is the order of the states?

= How many paths do you need between each state? This answer determines how
many steps you need.

= Do you need to create an iterative state? If so, configure the step that takes the
asset back to that state so that it is assigned to the person taking the step (choose
the Retain "From State" assignees option).

= For steps that move an asset from a state in which more than one person is
working on that asset, must all the participants complete their assignment before
the step can be taken? If so, configure the step to be an all-voting step.

= Does the asset have more than one possible path from a state? (That is, there needs
to be more than one step with the same From State.) If yes, do any of the steps
from the state require that all participants vote the same way before the asset can
progress? If yes, try to design the process so only one of the steps that lead from
that state require that all the participants vote the same way. If you have two
all-voting steps from the same state, deadlocks can occur.

= For each step, should WebCenter Sites notify the affected participants when the
step is completed and the asset progresses to the next state? If yes, which step
action (which determines the email message) should the step use?

= Do groups of related assets ever need to be worked on at the same time? If so, can
you configure your steps to work appropriately for both a single asset and a group
of assets? If not, create separate workflow processes for the workflow groups.

= For a workflow group, are there any states that all the assets in the group must
enter at the same time? (For example, all the assets should be approved at the
same time.) If so, configure that step to be a synchronize step. Note that it's best to
have only one synchronize step per workflow process.

= What should happen to the asset if you decide not to publish it, after all? Should
you have a cancel step? How many cancel steps do you need?

On your sketches of your workflow processes, right next to the box that represents a
step, list the step actions, the roles who can take the step, the roles who should be
notified when the step is taken, whether the step is an all-voting step, and whether the
step is a synchronize step.

10.2.6 Determine the Function Privileges

Administrators grant or deny roles the privilege to use functions (such as create and
edit) on a given site. When the privilege is granted, the functions are displayed to site
users with those roles. Users can invoke the functions when an asset is in the state
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specified by the privilege. (By default, function privileges are granted to all roles on a

given site.)

You can set function privileges for each function in a workflow process, as necessary.
Instructions for setting function privileges can be found in "Step E: (Optional)
Configure Function Privileges" on page 10-43.

The following table lists the functions that you can allow or disallow users to perform
during a workflow process.

Table 10-3 Functions and User Action Allowances

Function If the Function Privilege is Granted...

Abstain from Voting Users have the option to not vote in a workflow step.
Displayed as an option in the Workflow Commands drop-down
menu on the asset's Status form.

Approve for Publish Users can mark an asset as approved for publishing.
Displayed as an option in the more... drop-down menu on the
asset's Inspect and Status form.

Authorize Users can configure permissions to an asset.

Build Users can build a collection asset.

Displayed as an option in the more... drop-down menu on an
asset's Inspect and Status forms.

Checkout Users can check out an asset, as long as revision tracking is
enabled for the asset type.

Displayed as the Check Out button at the top of an asset's Edit
and Status forms.

Copy Users can copy an asset.

Displayed as an option in the more... drop-down menu on an
asset's Inspect and Status forms.

Delegate Assignment

Users can delegate an asset (assigned to themselves) to another
user (one who has the appropriate role for the asset while it is in
that state).

Displayed as an option in the Workflow Commands drop-down
list on the asset's Status form.

Delete

Users can delete an asset.

Displayed as an icon in the action bar on an asset's Inspect and
Status forms. Also displayed as an icon next to the asset in lists.

Edit

Users can open an asset in its Edit form.

Displayed as an icon in the action bar on an asset's Inspect and
Status forms. Also displayed as an icon next to the asset in lists.

Inspect

Users can open an asset in its Inspect form.

Note: Users without permission to inspect an asset cannot view
any data specific to the asset type. Instead, they see a limited
version of the Inspect form, which displays only standard,
unrestricted fields (such as name, description, and ID).

Make Root of Translation

Users can set an asset as the master asset of translations. (Used
by multilingual assets.)

Displayed as the Make Master link in the Translations field of a
multi-lingual asset's Inspect form.
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Table 10-3 (Cont.) Functions and User Action Allowances

Function If the Function Privilege is Granted...

Place Page Users can place a page on the Site Plan tab.
Displayed as an option in the right-mouse menu on the Site Plan
tab when the user right-clicks Placed Pages.

Preview Users can view an asset in the context of its page.

Displayed as the Preview icon in the asset's toolbar.

Remove from Group

Users can remove the asset from a workflow group.

Displayed as an option in the Workflow Commands drop-down
list on the asset's Status form.

Remove from Workflow

Users can remove the asset from a workflow process.

Displayed as an option in the Workflow Commands drop-down
list on the asset's Status form.

Rollback

Users can return an asset to one of its previous versions (all of
which are stored in the revision tracking system).

Note: This function is displayed as the Rollback button at the top
of an asset's Edit and Status forms when revision tracking is
enabled and at least two versions of the asset exist.

Set Export Destination
Path/Filename

Users can fill in the Path and Filename fields on an asset's New
or Edit forms.

Set Participants

Users can set participants for a workflow process.

Displayed as an option in the Workflow Commands drop-down
list on the asset's Status form.

Additionally, this function prompts the user to select
participants when the workflow process is configured. In this
manner, the user finishing an assignment must select the next
participant (person being assigned the asset).

Set Process Deadline

Users can set a deadline indicating the date and time by which
the workflow process must be completed.

Note: This function is displayed only if the workflow is
configured to allow its users to set a process deadline. This
function then appears as an option in the Select Workflow form
for assets, and when a workflow group is created or edited.

Set Assignment Deadline

Users can set a deadline indicating the date and time by which
the next state must be completed. A deadline set with this option
overrides any deadlines set for the state in the workflow process.

Note: This function is displayed only if the workflow is
configured to allow its users to set an assignment deadline. This
function then appears as an option in the asset's Select Workflow
form and in the Finish My Assignment form.

Share Assets

Users can share the asset with another CM site.

Displayed as the Share Asset option in the more... drop-down
menu on an asset's Edit, Inspect, and Status forms when the
asset type is enabled for more than one CM site.

Show Participants

Users can view a list of the participants in the workflow process
that is currently assigned to the asset.

Displayed as an option in the Workflow Commands drop-down
list on the asset's Status form.

Show Status

Users can view the Status form for an asset.

Displayed as an option in the more... drop-down menu on an
asset's Inspect and Status forms.
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Table 10-3 (Cont.) Functions and User Action Allowances

Function If the Function Privilege is Granted...

Show Version Users can view information about each version of the asset that
the revision tracking system is storing.

Displayed as the Show Versions button at the top of an asset's
Edit and Status forms when revision tracking is enabled for this
asset type.

Set Nested Workflow Users can create a workflow within an existing workflow.

Note: The administrator's interface does not support nested
workflow, but functionality can be obtained with the use of tags.

Translate Users can create a translation of the master asset. (Used by
multilingual assets.)

Displayed as an option in a multi-lingual asset's more...
drop-down menu, on the Edit, Inspect, and Status forms.

This section contains the following topics:
= Section 10.2.6.1, "Planning Function Privileges"

= Section 10.2.6.2, "Implementing Simplified Access Control"

10.2.6.1 Planning Function Privileges

For each workflow process, determine which functions you want to restrict access to,
during which states you want to restrict those functions, and which roles should or
should not have access to those functions when assets that are assigned to them are in
those states.

List any restrictions that you want to enforce next to the appropriate states on your
sketches of your workflow processes.

Remember that in order for your function privileges to enforce the restrictions that you
intend, the roles of the users specified for the state in the function privilege must
match the roles of the users associated with those states in the workflow process itself.
If the roles don't match, the result can be a condition in which no one can move the
asset out of a state because the users who are allowed to work with the asset by the
privilege are not allowed to by the state.

Also, remember that if you create even one function privilege that allows or restricts
access to a function for a given role, you must create function privileges that cover all
the other roles for that function.

10.2.6.2 Implementing Simplified Access Control

Because function privileges are associated with workflow processes, you can restrict
individual users' access to specific functions only when an asset is participating in a
workflow process.

What can you do if you do not want to design and implement workflow processes but
you still want to control access to specific functions? Create a simplified workflow
process with one state and use the No assignments; control actions with function
privs assignment method.

When a step moves an asset into a state using the No assignments assignment method,
the asset does not appear on anyone's assignment list, it just stays in the state which
means that any function privileges assigned to that state are enforced.

To implement access control in this way, follow these general steps:
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1. Create a state. It needs a name and a description. It does not need a deadline or
any timed actions.

2. Create a new workflow process. Select all the roles you want to enforce restrictions
for and all the asset types you want to use this workflow process for.

3. Create one step— the start step that puts assets of those types into the state. For
the step, select the No assignments option. Enable the step for the roles that you
want to be able to create assets of this type and assign this workflow to.

4. Configure the function privileges that you want to enforce for assets in the state
that you created.

5. Create start menu items for the asset types that automatically assign this workflow
process. Be sure that the roles who can use the start menu item match the roles
who are assigned to the start step in the workflow process.

Now when users select New, then select asset type, the new asset is automatically
placed into your single-state workflow. Because the workflow has only the start step
which places all assets of that type into the single state, those assets do not leave the
state and the function privileges are always enforced.

10.2.7 Determine Additional Workflow Process Details

If you have been sketching your workflow processes, filling in all the details about
actions, conditions, email messages, states, steps, and function privileges, by now you
have planned nearly the entire design of your workflow processes.

Although the main task when creating a process is to create the steps that link the
states (which is how your business process is represented), you must also specify the
following kinds of information for each workflow process:

s Its name and description. The name should be descriptive so that users select the
correct workflow process for the correct asset types.

= Which sites can use the process.
= Which asset types can use the process.

= Which roles can participate. This is a superset of all the roles that are designated in
the steps.

= Which role will serve as the administrator of the workflow. A workflow
administrator can delegate assignments on behalf of other participants.

s Whether a process deadline can be set for assets that participate in this workflow
process.

= What the delegate action is.

= What the steps are. For each step, you specify the information described in the
section named Section 10.2.5, "Determine the Steps."

= Whether any of the WebCenter Sites content application functions should be
restricted to users in certain roles while they are working on assets in specific
states. For function privileges, you specify the information described in
Section 10.2.6, "Determine the Function Privileges."

There are example workflow processes delivered with all of the sample sites. They are
described in detail in the next section.
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10.3 Configuring Your Workflow Processes

This section presents the procedures for creating all the components for a workflow
process and then stitching those components together into your workflow processes.

Remember that to create email objects, actions, and conditions or to schedule the timed
action event, you need access to the Admin tab, which means that you need the
General Admin role and the xceladmin ACL. To create workflow states and workflow
processes, you need access to the Workflow tab, which means that you need the
Workflow Admin role.

10.3.1 Overview

Before you create a workflow process, you must create the individual workflow
components that you need for that process. Here are the general steps that you must
take presented in the order you perform them:

1. Plan your workflow process by drawing it. See section Section 10.2, "Planning
Your Workflow Processes" for help with this step. Then refer to your sketch and
notes throughout this section.

2. Create the roles that you need for your workflow processes. See Chapter 4,
"Working with ACLs and Roles" for help with this step. Be sure that any users who
will participate in workflow have user profiles created for them. Otherwise, they
will not receive email messages from the workflow process.

Note: If you want the pool of users who are candidates to be
participants in a workflow to include folks from all the sites that an
asset is shared to, be sure to enable the cross-site assignments feature.
See Section 10.2.2.3, "Cross-Site Assignments and Participants" for
details.

3. Create the email objects that you need for your actions and enable the
xcelerate.emailnotification property in the futuretense_xcel.ini file. See
Section 10.3.2, "Setting Up Email Objects."

4. Create the step actions, timed actions, deadlock actions, group deadlock actions,
and delegate actions that you need. See Section 10.3.3, "Setting Up the Actions and
Conditions."

5. Create your states. See Section 10.3.5, "Setting Up the States."

6. Create your process. While creating your workflow process, you create the steps
for that process. The steps link together the states so they occur in the proper
order. Additionally, while creating your process, you configure any function
privileges that you need. Section 10.3.6, "Setting Up the Workflow Processes."

7. If your states have deadlines, be sure to configure the Timed Action Event so that
the deadlines of assets are calculated regularly and the appropriate timed actions
(if any) are invoked in a timely way. Section 10.3.4, "Setting Up the Timed Action
Event."

8. Test your workflow processes. See Section 10.3.7, "Testing Your Workflow Process.'

9. Set up your start menu shortcuts so that workflow processes are assigned
automatically to assets when they are created. For help with start menu items, see
Section 9.2.2, "Creating Start Menu Items."
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10.3.2 Setting Up Email Objects

You create email objects so that your step and timed actions can send them to the
appropriate participants at the appropriate times. Examine the sketches of your
workflow processes, determine the email messages you need, and then use the
procedures in this section to create and edit them.

Your user account must give you access to the Admin tab in order for you to create
email objects.

This section contains the following topics:

= Section 10.3.2.1, "Enabling the Email Feature"
= Section 10.3.2.2, "Creating Email Objects"

= Section 10.3.2.3, "Editing Email Objects"

= Section 10.3.2.4, "Deleting Email Objects"

10.3.2.1 Enabling the Email Feature

To ensure that your workflow process can successfully send email messages, the
following conditions must be true:

s Inthe futuretense.ini file, the properties on the Email tab must be configured to
provide information about your email server.

s Inthe futuretense_xcel.ini file, the xcelerate.emailnotification property
must be set to true.

For information about the properties cited above and using the Property Editor,
see the Oracle Fusion Middleware WebCenter Sites Property Files Reference.

s The workflow participants must have email addresses specified in their user
profiles. For information about creating user profiles, see Section 5.5, "Working
with User Profiles and User Attributes."

10.3.2.2 Creating Email Objects

To create email objects
1. Inthe Admin tab, expand Email and double-click Add New.

WebCenter Sites displays the Add New Workflow Email form:
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Figure 10-4 Add New Workflow Email Form

Add New Workflow Email

*Name:
*Description:
*Subject:

*Body:

=N O

In the Name field, enter a unique name of up to 36 characters. This is the name
that you provide to the emailname variable when you use this email object with an
action.

In the Description field, enter a short, informative description of up to 36
characters.

In the Subject field, enter a short, informative subject for the email message. See
Section 10.2.3.1, "About Email Objects" for a list of available variables.

In the Body field, enter the text for the message. See Section 10.2.3.1, "About Email
Objects" for a list of available variables.

Click Save.

10.3.2.3 Editing Email Objects

To edit email objects

1.
2.
3.

In the Admin tab, expand Email, then double-click the desired email object.
In the action bar, click Edit.

In the Edit Workflow Email form, make the necessary changes. See Section 10.2.3.1,
"About Email Objects" for a list of available variables.

Click Save.
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10.3.2.4 Deleting Email Objects

To delete email objects
1. Inthe Admin tab, expand Email, and double-click the desired email object.

2. In the action bar, click Delete.
WebCenter Sites displays a warning message.

3. C(lick Delete Email.

10.3.3 Setting Up the Actions and Conditions

When you create any kind of action or a step condition, you identify an element and
you supply values for the variables that the element expects. If you are creating an
action that sends an email message, you identify which email object to send with the
emailname variable.

Before you begin creating actions or step conditions, be sure that you have the
elements and email objects that you need. WebCenter Sites provides several default
action elements and email objects. Use the administrator's interface to examine the
email objects and use WebCenter Sites Explorer to examine the ElementCatalog table.
Determine which elements you plan to use and then write down the entire name of
those elements. If you need additional email messages, consult the previous section,
Section 10.3.2, "Setting Up Email Objects" and create the email messages that you need.

The following procedures describe how to create, edit, and delete the workflow
actions—step, timed, delegate, deadlock, and group deadlock action—and step
conditions. Your user account must give you access to the Workflow tab in order for
you to create actions or conditions.

This section contains the following topics:

= Section 10.3.3.1, "Creating Actions and Conditions"

= Section 10.3.3.2, "Configuring Approve for Publish Step Actions"
= Section 10.3.3.3, "Editing Actions and Conditions"

= Section 10.3.3.4, "Deleting Actions and Conditions"

10.3.3.1 Creating Actions and Conditions

To create actions and conditions
1. In the Workflow tab, expand Actions.

2. Under Actions, expand the category describing the action you are creating, then
double-click Add New.

The available categories are: Step Actions, Step Conditions, Timed Actions,
Delegate Actions, Deadlock Actions, or Group Deadlock Actions.

WebCenter Sites displays the Add New form corresponding to the type of action
you selected. The example below shows the Add New Step Action form:
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Figure 10-5 Add New Step Action Form

Add New Step Action

*Name:
*Description:
*Element Mame:

Arguments:

Add New Action

3. In the Name field, enter a unique name of up to 40 characters.

4. In the Description field, enter a short, informative description of up to 40
characters.

5. In the Element Name field, enter the name of the element in its entirety.
For example, to use the default workflow element SendEmailToAssignees, enter:
OpenMarket/Xcelerate/Actions/Workflow/StepActions/SendEmailToAssignees

6. In the Arguments field, use the following convention to supply values for the
arguments or variables that the element needs to function correctly:

name=value

For the SendEmailToAssignees element, for example, you must provide a value for
the emailname variable (that is, the name of an email object). For example:
emailname=AssignmentDueReminder

If an element takes more than one variable, separate the name/value pairs with
the ampersand (&) character. For example:

namel=valuel&name2=value2

7. Click Add New Action.

10.3.3.2 Configuring Approve for Publish Step Actions

The approval process approves an asset to a specific publishing destination. To use the
default Approve for Publish step action with your workflow processes, you specify the
publishing destination for the assets that are approved by the action.

If all the assets for all of your workflow processes are published to the same
destination, you can simply configure the existing Approve For Publish action.
However, if some types of assets are published to a different destination than the
others, you must create an additional Approve for Publish action for each publishing
destination, or combination of publishing destinations.
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The Approve for Publish step action uses the

OpenMarket/Xcelerate/ Actions/Workflow /Step Actions / ApproveForPublish
element which takes the targets variable. You can use this same element with as many
additional approval step actions as you need.

For the default Approve for Publish step action, provide a value for the targets
variable. Possible values for the targets variable are the names of any of the publishing
destinations that have been created on this WebCenter Sites system.

For example:

targets=serverX.

To specify more than one publishing destination, separate each with a comma. For
example:

targets=serverX, serverY

Note: If the name of a publishing destination that is referenced by
the targets variable is changed, you must also change the value of
the targets variable in your Approve for Publish steps.

10.3.3.3 Editing Actions and Conditions

To edit actions and conditions
1. In the Workflow tab, expand Actions.

2. Under Actions, expand the category describing the action you want to edit.

The available categories are: Step Actions, Step Conditions, Timed Actions,
Delegate Actions, Deadlock Actions, or Group Deadlock Actions.

3. Under the selected category, double-click the action you want to edit.
4. In the action bar, click Edit.

5. Make your changes, then click Save.
10.3.3.4 Deleting Actions and Conditions

To delete actions and conditions
1. In the Workflow tab, expand Actions.

2. Under Actions, expand the category describing the action you want to delete.

The available categories are: Step Actions, Step Conditions, Timed Actions,
Delegate Actions, Deadlock Actions, or Group Deadlock Actions.

3. Under the selected category, double-click the action you want to delete.
4. In the action bar, click Delete.
WebCenter Sites displays a warning message.

5. Click Delete Action.
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10.3.4 Setting Up the Timed Action Event

Before any of your timed actions can be triggered, you must configure the timed action
event so that it calculates deadlines at regularly occurring intervals. Note that there
can be only one timed action event per WebCenter Sites system.

To set up timed action events
1. In the Workflow tab, double-click Timed Action Event.

2. In the action bar, click Edit.

WebCenter Sites displays the Edit Workflow Timed Action Event form:

Figure 10-6 Edit Workflow Timed Action Event

Edit workflow Timed Action Event

Enabled Dates and Times

Recurrence Pattern

Days of the week Days of the month

Select: All | None

Sunday | Monday | Tuesday | Wednesday | Thursday | Friday | Saturday

Times of Recurrence

Hours
1212345678910 11"

12123456?891011PM

Months

Minutes

o5 |10

15 20 25

3033 40

4550 |55

Cenabled @ pisabled

Information:

Ewvent will run only on the selected days of the selected
rnonths.

Mote: Selecting none and selecting all both have the
same effect on the schedule.

Information:

Ewent will run only on the selected minutes during the
selecked hours.,

3. Set the schedule for how often the state deadlines should be calculated in terms of
months, days, hours and minutes, depending on the selected interval.
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Selected values will be highlighted in blue. All values are toggled separately, so it
is not necessary to use Ctrl to select multiple values.

The method of setting a timed action event is similar to the method for setting a
publication event. See "Example Schedule" on page 18-8 for more information.

4. In the Enabled Times and Dates field, select Enabled.
5. Click Save.
A summary of the schedule is displayed.

WebCenter Sites uses the same abbreviations and codes to summarize the schedule for
the timed action event that it does for your publishing events. For information about
how to read the schedule, see Section 18.8, "Reading the Schedule Abbreviations."

10.3.5 Setting Up the States

When you create a workflow state, you specify a deadline, select a timed action, and
configure when the timed action should run. Therefore, before you begin creating your
workflow states, be sure that you have created the timed actions that you need.

To work with workflow states, your user name must be assigned the Workflow Admin
role for the site that you are working with.

This section contains the following topics:

= Section 10.3.5.1, "Creating Workflow States."
= Section 10.3.5.2, "Editing Workflow States."
= Section 10.3.5.3, "Deleting Workflow States."

10.3.5.1 Creating Workflow States

To create workflow states
1. In the Workflow tab, expand States and double-click Add New.

WebCenter Sites displays the Add New Workflow State form:
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Figure 10-7 Add New Workflow State Form

Add New Workflow State

*Name: | |

*Description: | |

Estimated Time: |I:|III |day5|lil V|h|:|ur5

=N

2. In the Name field, enter a unique, meaningful name of up to 40 characters.

3. In the Description field, enter a short, informative description of up to 40
characters.

4. (Optional) In the Estimated Time fields, configure the deadline for assets in this
state. You can specify a deadline in terms of days, hours, or a combination of the
two.

5. (Optional) Click Add Timed Actions and complete the following steps:
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Figure 10-8 Add Timed Action to Workflow State Form

Add Timed Action to Workflow State: Workflow for Flex Assets

Mame:  Flex Worlfow
Description:  worlsflow for Flex fsscets

Estimated Time:  10days:0Ohours

SendEmail ] 0 || Before Deadline

After Deadline

=B G

a. In the Action to Take list, select a timed action.

b. Inthe Offset field, specify whether the action should be triggered before the
deadline or after the deadline.

c. In the Days field and/or the Hours field, specify how many hours or days
before or after the deadline (that you specified in step 5) that the action is to be
triggered.

d. Click Add Timed Action.

e. Repeat this entire step for each timed action that you want to set up for this
state.

6. Click Add New State.

10.3.5.2 Editing Workflow States

To edit workflow states
1. In the Workflow tab, expand States and double-click the state to edit.

2. In the action bar, click Edit.
3. In the Edit form, make the desired changes.

4. (Optional) To change the timed action or the time that it is scheduled to run, click
Add Timed Actions, make the appropriate changes, and click Add Timed Actions
again.

5. Click Save.
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10.3.5.3 Deleting Workflow States

To delete workflow states
1. In the Workflow tab, expand States and double-click the state you want to delete.

2. In the action bar, click Delete.
3. WebCenter Sites displays a warning message.

4. C(Click Delete State.

10.3.6 Setting Up the Workflow Processes

When you create a workflow process, you specify global process information and then
you create steps, assigning step actions to them as needed. The steps in the process
create the flow of the process by linking the states in a specific order.

Before you can begin creating a workflow process, you must have already created your
step actions, step conditions (if necessary), and states.

To work with workflow processes, your user name must be assigned the Workflow
Admin role for the site that you are working with.

Note: If your content providers will use workflow groups, be sure to
enable the Workflow Groups tab for them. For information, see
Section 9.5.2.2, "Creating the 'Workflow Groups' Tab".

This section contains the following topics:

= Section 10.3.6.1, "Creating Workflow Processes."
= Section 10.3.6.2, "Editing Workflow Processes."
= Section 10.3.6.3, "Editing Steps."

= Section 10.3.6.4, "Editing Function Privileges."

= Section 10.3.6.5, "Copying Workflow Processes."
= Section 10.3.6.6, "Deleting Workflow Processes."
= Section 10.3.6.7, "Deleting Steps."

= Section 10.3.6.8, "Deleting Function Privileges."

10.3.6.1 Creating Workflow Processes

When you create a workflow process, you configure three categories of information:
global process settings, steps, and function privileges.

Step A: Name and Set Global Settings for the Process
1. In the Workflow tab, expand Processes and double-click Add New.

WebCenter Sites displays the Workflow Process: (new) form:
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Figure 10-9 Workflow Process Form

Workflow Process: {new)

*Process Name:
*Description:

*Site:

*asset Type:

*Roles:

*Start Step:

Administration Roles:

Process Deadline:

Delegate Actions:

1D:

characters.

Ay ~
GE Lighting
BurlingtonFinancial
HelloAssethorld

Ay s
Aricle Flex

Image Flex

Fecommendation

Aricle w

Advancedlser
Analyst

Analdics

Approver
ArtwarlAuthor w

Mo process steps are currently defined.

Add New Step

Ay ﬁ
AdvancedlUser
Analyst

Analytics

Appraver v

O allowed

® ot alowed
Mo delegate actions are currently defined.

(e )

In the Name field and enter a unique name of up to 25 characters.

In the Description field, enter a short, informative description of up to 64

In the Sites list, select the sites that can use this workflow process.
In the Asset Type list, select the asset type(s) that this workflow process is for.
In the Roles list, select the roles that will participate.
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7. In the Administration Roles list, select the roles that can act as the administrator
for this workflow process when an asset is using it.

8. In the Process Deadline section, specify whether the workflow administrator (or
other user if you configure function privileges that allow it) can set a process
deadline for the assets that participate in this workflow process.

9. If you have configured one or more delegate actions, select the appropriate actions
in the Delegate Actions list.

10. In the Start Step section, click Add New Step.
WebCenter Sites displays the Add New Workflow Process Step form.

10-38 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



Configuring Your Workflow Processes

Step B: Create the Start Step

Figure 10-10 Add New Workflow Process Step Form

Add New Workflow Process Step

Process Name:

*Step Name:

*States:

*Authorized Roles:

*Assignment Method:

Assignment Deadline:

Step Actions:

Step Conditions:

Deadlock Actions:

Yoting:

Workflow Groups:

cales_workflow

From State

To State

none - (Start of Workflow)
F3Il: Approwved and Locked
FSIl: Ready for Approwval
FSIl: Ready to Edit

none - (End of ‘Waorlkflow)
F5Il: Approved and Locked
F5I: Ready for Approwal
F5Il: Ready to Edit

Advancedlser

B2

) Retain "From State" assignees
) Mo assignments; control actions with function privileges

(Select Roles)

O nssign from list of participants Approver

) ) ArtworkAuthor
O thoose assignees when step is taken ArtwarkE ditar
O Aszign to Everyone

O Can change
& Use default

Svailable Action(s)
ApproveForPublish

MNotify||Paricipants

Selected Actionis)

SendassignmentEmail
SendRejectionEmail
SendRevisionMoticeEmail

Add Selected Ttems

ExampleStepCondition

Remove

Please add Deadlock Actions to choose from
[ &l assignees must vate

[ step is group synchronized
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10.

11.

12.

In the Step Name field, enter a unique, meaningful name of up to 64 characters.
Configure the states as follows:

a. In the From State list, select none (start of workflow).

b. In the To State list, select the name of the first state in the workflow process.

In the Authorized Roles list, select the roles that are allowed to take this step by
assigning this workflow to an asset.

In the Assignment Method section, specify which roles will be assigned the asset
by selecting one of the following options:

— Retain "From State" assignees, which, for a start step, means that the user
who assigns the workflow to the asset is assigned the asset

— No assignments; control access with function privs
— Assign from list of participants
— Choose assignees when step is taken

If you select either Assign from list of participants or Choose assignees when
step is taken, select the appropriate roles from the list that is to the right of
those options. (For definitions of these options, see Section 10.2.5, "Determine
the Steps".)

— Assign to everyone

In the Assignment Deadline section, determine whether the workflow
administrator (or another user holding the appropriate function privileges) can
override the Estimated Time (deadline) set for the state that this step moves the
asset to.

(Optional) In the Step Actions list, select one or more step actions that should be
invoked when this step is taken.

(Optional) In the Step Conditions list, select a step condition, if appropriate.
(Optional) Check Voting to select that all assignees must vote to approve.
(Optional) Check Workflow Groups to have the step group synchronized.
Click Save.

The start step is added and the Steps for Workflow Process form is displayed.
Click Save.

WebCenter Sites saves the process and displays it in the Inspect form. Note that
this step appears as the Start Step in the form.

Continue to the next procedure.

Step C: Create the Subsequent Steps

Use the following procedure to create the rest of the subsequent steps, including the
end step:

1.
2
3.

In the Inspect form of the workflow process, click Edit in the action bar.
At the bottom of the Edit form, click Add/Edit Steps.

In the Steps for Workflow Process form, click Add New Step.
WebCenter Sites displays the Add New Workflow Process Step form.

In the Step Name field, enter a unique, meaningful name of up to 64 characters.
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10.
11.

12.

13.

14.

Configure the states as follows:

a. In the From State list, select the name of the state that you selected as the To
State for the previous step.

b. In the To State list, select the name of the next state in the workflow process.
(Note that if you want to create an iterative step, select the same state in the
From State and the To State lists.)

In the Authorized Roles list, select the roles that are allowed to take this step by
finishing the assignment. The roles that you select from this list should either
match or contain a subset of the roles that you selected for the Assignment
Method in the workflow step that immediately precedes this workflow step.

In the Assignment Method section, specify which roles will be assigned the asset
by selecting one of the following options:

— Retain "From Step" assignees

If the From State and the To State are different, the first person who takes this
step (finishes the assignment) is assigned the asset, even if the previous step
assigned the asset to more than one participant.

If the From State and the To State are the same, every user who was assigned
the asset by the last step is assigned the asset again with this step.

— No assignments; control access with function privs
— Assign from list of participants
— Choose assignees when step is taken

If you select either of the last two options above, select the appropriate roles
from the list that is to the right of those options. (For definitions of these
options, see Section 10.2.5, "Determine the Steps")

— Assign to everyone

In the Assignment Deadline section, determine whether the workflow
administrator (or other user if you configure the appropriate function privileges)
can override the Estimated Time (deadline) set for the state that this step moves
the asset to.

(Optional) In the Step Actions list, select one or more step actions that should be
invoked when this step is taken.

(Optional) In the Step Conditions list, select a step condition, if appropriate.

If the step moves the asset from a state in which more than one participant was
working on the asset and you want all participants to finish their assignments
before the step can complete, select the All Assignees must vote option.

If there are any other steps in this process with the same From State and any of
those steps are also all-voting steps (All Assignees must vote is selected), select a
Deadlock Action. For information about deadlocks and avoiding them, see
Section 10.1.5, "Managing Deadlocks" and Section 10.2.3.3, "About Delegate
Actions."

If this workflow process will be used for workflow groups and you want all the
assets to progress at the same time to the To State that you selected in step 4 of this
procedure, select the Step is group synchronized option. it is recommended that
you create only one synchronized step in the process.

Click Save.
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15.

16.

The step is saved and the Steps for Workflow Process form is displayed.
Click Save.
WebCenter Sites saves the process and displays it in the Inspect form.

Repeat this procedure for each step—except the end step—that you want to create
for this process.

To create the end step, continue with "Step D: (Optional) Create the End Step” on
page 10-42.

To configure function privileges, continue to "Step E: (Optional) Configure
Function Privileges" on page 10-43.

Step D: (Optional) Create the End Step

An end step ends the workflow which means that the asset is no longer in a process
and no longer has function privileges controlling access to it, if you are using function
privileges. Use the following procedure to create an end step for the workflow process:

1.
2
3.

10.

11.

12.

In the Inspect form of the workflow process, click Edit in the action bar.

In the Edit Process form, click Add/Edit Steps (a button at the bottom of the form).
In the Steps for Workflow Process form, click Add New Step.

WebCenter Sites displays the New Workflow Process Step form.

In the Step Name field, enter a unique, meaningful name of up to 64 characters.
Configure the states as follows:

a. In the From State list, select the name of the state that you selected as the To
State for the previous step.

b. In the To State list, select none (end of workflow).

In the Authorized Roles list, select the roles who are allowed to take this step by
finishing an assignment. The roles that you select from this list should either
match or contain a subset of the roles that you selected for the Assignment
Method of the workflow step that immediately precedes this workflow step in the
process.

(Optional) In the Step Actions list, select one or more step actions that should be
invoked when this step is taken.

(Optional) In the Step Conditions list, select a step condition, if appropriate.

If the step moves the asset from a state in which more than one participant was
working on the asset and you want all participants to finish their assignments
before the step can complete, select the All Assignees must vote option.

If there are any other steps in this process with the same From State and any of
those steps are also all-voting steps (All Assignees must vote is selected), select a
Deadlock Action. For information about deadlocks and avoiding them, see
Section 10.1.5, "Managing Deadlocks" and Section 10.2.3.3, "About Delegate
Actions."

If this workflow process will be used for workflow groups and you want this step
to be performed on all the assets in the group at the same time, select the Step is
group synchronized option. it is recommended that you create only one
synchronized step in the process.

Click Save.
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The start step is added and the Steps for Workflow Process form is displayed.

13. Click Save.

WebCenter Sites saves the process and displays it in the Inspect form.

If you do not need to configure function privileges, this workflow process is
completed. If you do need to configure function privileges, continue to the next
procedures.

Step E: (Optional) Configure Function Privileges

To configure function privileges

1.
2.
3.

Find the desired workflow process and open its Inspect form.
In the action bar, click Edit.
Click Add/Edit Function Privileges at the bottom of the form.

In the Functions for Workflow Process form, scroll down to the function for which
you want to set a privilege.

Click New next to the desired function.

WebCenter Sites displays the Add Function Privilege form:
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Figure 10-11 Add Function Privilege Form

Add Function Privilege

Process Name: FSIL Approval for Content

Function: ALthorize

*State: FSll: Approved and Locked
FSll: Ready for Approsal
F5ll: Ready to Edit

*Role: Approver
Contentuthor
ContentEditar
Allowed?

=N CE

6. Select the appropriate state from the State list.

7. In the Roles list, select the roles that are allowed or not allowed to perform this
function when an asset is in this state.

8. Do one of the following:

- To allow users with the selected roles to perform the function, select the
Allowed check box.

—  To restrict users with the selected roles from performing the function, clear the
Allowed check box.

9. C(lick Add New.

WebCenter Sites saves the privilege and re-displays the Functions for Workflow
Process form.

10. Repeat steps 3-8 for each function privilege that you need to configure. For more
information about function privileges, see Section 10.2.6, "Determine the Function
Privileges."

11. After you have configured all of your function privileges, click Save.

WebCenter Sites saves the workflow process and re-displays the Workflow Process
form.
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The workflow process is complete.

10.3.6.2 Editing Workflow Processes

To edit workflow processes

1.

In the Workflow tab, expand Processes and double-click the workflow process
you want to edit.

In the action bar, click Edit.
Make your changes as follows:

- To modify the name, description, or any of the other global settings, make
your changes directly in the form.

- To edit the steps, see "Editing Steps" on page 10-45.

- To edit the function privileges, see Section 10.3.6.4, "Editing Function
Privileges."

When you are finished, click Save.

10.3.6.3 Editing Steps

To edit a workflow step

1.

In the Workflow tab, expand Processes and double-click the workflow process
you want to work with.

In the action bar, click Edit.
In the Workflow Process form, click Add/Edit Steps (at the bottom).

In the Steps for Workflow Process form, click Edit next to the step you want to
edit.

In the Edit Workflow Process Step form, make your changes, then click Save.

WebCenter Sites saves the process and displays it in the Inspect form.

10.3.6.4 Editing Function Privileges

To edit a function privilege, you must delete it and then re-create it.

To edit a function privilege

1.

»

©® N o o

In the Workflow tab, expand Processes and double-click the workflow process
you want to work with.

In the action bar, click Edit.
In the Workflow Process form, click Add/Edit FunctionPrivs (at the bottom).

In the Functions for Workflow Process form, click Remove next to the function
that you want to change.

In the dialog box that appears, click OK.

Click New next to the function you just removed.

In the Add Function Privilege form, make your selections and click Save.
In the Functions for Workflow Process form, click Save.

WebCenter Sites saves the workflow process and displays it in the Inspect form.
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10.3.6.5 Copying Workflow Processes

You can copy a workflow process, which can save you some steps in configuring
additional processes.

To copy a workflow process

1.

In the Workflow tab, expand Processes and double-click the workflow process
you want to copy.

In the action bar, select Copy Process from the drop-down list.

WebCenter Sites displays the Copy Workflow Process form:

Figure 10-12 Copy Workflow Process Form

o o & W

Copy Workflow Process: FSI1: Approval for Content

*Process Name:

*Description:

In the Process Name field, enter a unique name for the process.

In the Description field, enter a short, informative description of the process.
Click Save.

Edit the process as necessary. See the following procedures for help:

- Editing Workflow Processes.

- Editing Steps.

- Editing Function Privileges.

10.3.6.6 Deleting Workflow Processes

To delete a workflow process

1.

In the Workflow tab, expand Processes and double-click the workflow process
you want to delete.

In the action bar, click Delete.

WebCenter Sites displays a waning message.
Click Delete Process.

The process has been deleted.

10-46 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



Configuring Your Workflow Processes

10.3.6.7 Deleting Steps

To delete workflow steps

1.

In the Workflow tab, expand Processes and double-click the workflow process
you want to work with.

In the action bar, click Edit.
In the Edit Process form, click Add/Edit Steps (at the bottom of the form).

In the Steps for Workflow Process form, click Remove next to the step you want to
delete.

In the dialog box that appears, click OK.
Click Save.

WebCenter Sites saves the workflow process and displays it in the Inspect form.

10.3.6.8 Deleting Function Privileges

To delete function privileges

1.

In the Workflow tab, expand Processes and double-click the workflow process
you want to edit.

In the action bar, click Edit.

In the Workflow Process form, click Add/Edit FunctionPrivs (at the bottom of the
form).

In the Functions for Workflow Process form, click Remove next to the function
privilege you want to delete.

Click Save.

WebCenter Sites saves the workflow process and displays it in the Inspect form.

10.3.7 Testing Your Workflow Process

Before you move your workflow process to the management system and implement it
there, test it on your development system.

To test your workflow process

Log in as a user with administrator access and configure start menu items that
assign workflow processes to assets, if necessary.

Log in as a user who has a role that has been authorized to take the start step of
the workflow process. Create an asset, select the workflow process (only if the
start menu item does not assign it), and then finish the assignment.

Log in as the participant who has the assignment now. Finish the assignment and
then log in as the next participant. Continue through the entire workflow in this
manner.

Verify that the email messages that should be sent are being sent.

Verify that your workflow sends the asset through the process correctly.
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10.4 Moving Your Work

Typically you create and fine-tune a workflow process on a development system to
ensure that it functions exactly as you need it to before you introduce that workflow
process to the management system.

When your workflow is ready to be used by content providers, use the Initialize
Mirror Target feature to move your workflow components to the management system.

For information about this feature, see Section 18.1, "Migrating a Site from One System
to Another."

10.5 Clearing Workflow Assignments

People go on vacation, get reassigned to new work groups, and move on to different
jobs. What should happen to their workflow assignments in these situations? One
option for handling work assignments that cannot be finished by the original assignee
is to delegate the assignments to someone else. However, even with the delegate
feature, you, the administrator, might still be called on to clear assignments from some
user's assignment list.

To clear assignments for a user
1. In the Workflow tab, double-click Clear Assignments.

2. In the Search for Assignments form, enter the desired user name. For example:

Figure 10-13 Search for Assignments Form

Search for Assignments

*User Mame:

Show Assignments

3. Click Show Assignments.
WebCenter Sites displays a list of assets that are currently assigned to that user.

For example:
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Figure 10-14 Clear Assignments Form

Clear Assignments

The following assets have been assigned to: firstsite.
To clear an assignment, select the asset's check box and click Clear Assignments.

Type MName Description Assigned to Task status Clear
M Page FSIHome Haorne firstsite(Designer ) active O
M Page Home () Page Principale  firstsite{Designer ) active ]
M Page Home i(de)  Home (de) firstzite(Designer ) active ]
M Page Home (2] Home (es) firstzite(Designer ) active C]

Clear assignment comment:

Remove the asset from workflow if there are no other assignees for the asset:

COryas
@ Mo

Clear Assignments

4. In the Clear Assignments form, select the Clear check box next to each assignment
you want to clear.

5. (Optional) In the Clear assignment comment field, enter a brief explanation of the
reason for which you are clearing the selected assignments. The explanation you
enter in this field appears in the Action Taken field in the Workflow History
section of the asset's Status form.

6. Do one of the following;:

- If you want the asset to be removed from workflow if it is not assigned to
anyone else, select Yes.

- If you want the asset to remain on the assignment list of any other user who is
also assigned the asset, select No.

7. Click Clear Assignments.

WebCenter Sites displays a Clear Assignments Report summarizing your changes.
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Replicating Content Management Sites

To speed up the deployment of online sites, Oracle WebCenter Sites provides Site
Launcher. This new feature enables you to replicate a suitably-prepared Content
Management (CM) site and, in the process, either share or copy its components to the
new site. You can then modify the new site as necessary, and deploy it. This chapter
provides an overview of Site Launcher, replication guidelines, requirements and
options, and procedures for enabling and using Site Launcher.

This chapter contains the following sections:
s Section 11.1, "Site Launcher Overview"
= Section 11.2, "Preparing for Replication"
= Section 11.3, "Site Replication Steps"

= Section 11.4, "Post-Replication Tasks and Guidelines"

11.1 Site Launcher Overview

To minimize your effort in creating new sites, WebCenter Sites provides a
site-replication utility called Site Launcher. This utility is designed not for backing up
CM sites, but for spinning them off.

For example, your management system hosts a dedicated CM site for a department
named "Products.” A new department named "Services" has been recently established
and must be quickly introduced to the public. "Services" is similar to "Products" in size
and structure, although its members are public relations specialists rather than
advertising staff. Instead of creating a "Services" CM site from scratch, you can
replicate the "Products" CM site directly on the management system, and modify the
replicate to accommodate the newly established "Services" department.

Site Launcher replicates source sites directly on their native WebCenter Sites system,
re-using the existing database schema. The sites are replicated quickly and easily,
without the need for coding. However, while replication itself is a quick and
straightforward procedure, it does require preparation and follow-up on the part of
the administrator. How much, depends on the content management needs.

The rest of this chapter provides the steps that you need to follow in order to
successfully replicate sites for use in any content management model—1:1, 1:n, or x:n,
described in Section 1.6, "Content Management Models".

Note: Site replication can be carried out only by the general
administrator. Site and workflow administrators cannot replicate the
sites they manage, as they have no access to Site Launcher.
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11.2 Preparing for Replication

Before attempting to replicate a site, you need to consider several recommendations
regarding the nature of the site and its replicate. You must also make decisions about
which components to copy or share, and finally ensure that the source site meets
system requirements for replication. This section outlines our recommendations, your
options, and the system requirements.

This section contains the following topics:
= Section 11.2.1, "Ensuring the Source Site Meets Replication Requirements"

= Section 11.2.2, "Planning the New Site"

11.2.1 Ensuring the Source Site Meets Replication Requirements

Site Launcher can be used to replicate almost any CM site: small, large, functional,
incomplete, independent of other sites, and overlapping other sites by the sharing of
components.

However, to use Site Launcher most effectively, it is best for you to start with a site that
is small, functional, and similar to the site that you need to have. In general, the source
site should be a skeletal one, meaning that it has structure and design, but little
content. These characteristics, beyond ensuring a tractable replicate, will help you
conserve resources and minimize replication time.

In addition, make sure that the source site resides on the management system. (If you
need to first create a replicable source site, follow the steps in Section 3.3, "Site
Configuration Steps".)

11.2.2 Planning the New Site

This section outlines your site replication options and the system requirements.
This section contains the following topics:

= Section 11.2.2.1, "Copying vs. Sharing"

s Section 11.2.2.2, "Naming Assets"

= Section 11.2.2.3, "Planning Users"

= Section 11.2.2.4, "Choosing the Replication Time"

11.2.2.1 Copying vs. Sharing

When designating a source site, you must decide whether to copy or share certain site
components, and therefore, determine from the start, how the new site will function in
relation to its source site—as a duplicate or a subset; as an independent site or an
overlapping site. (On a bigger scale, you will also need to determine how the new site
will function in relation to other sites in your content management model.)

The table below shows that when the source site is being replicated, most if its
components are shared by default. Other components are shared or copied at your
discretion. Users are neither copied nor shared.

Table 11-1 Components and Replication

Source Site Component Replication method
asset subtypes Shared
asset types Shared

11-2 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



Preparing for Replication

Table 11-1 (Cont.) Components and Replication

Source Site Component Replication method
assets Either copied or shared (admin decides)
associations Shared

Sites Desktop and Sites DocLink  Copied

configuration

publishing destinations Shared

roles Shared

start menu items Shared

templates (design assets) Either copied or shared (admin decides)
tree tabs Shared

users Neither shared nor copied

workflow processes Shared

Note that copying and sharing of assets is selective at the asset type level, but not at
the asset level—when you select an asset type to be copied (or shared), all assets of
that type are copied (or shared). The same holds for templates (design assets).

Concerning assets and templates, your specific tasks are to determine:

= Which asset types must have their assets copied or shared.

= Whether template assets must be copied or shared.

= Whether assets will be previewed on the new site as formatted content.

To determine whether assets and templates must be copied or shared, use the
following guidelines:

=  Sharing an asset does not require you to share the template that renders the asset.
The template can be copied.

Whether you share or copy an asset depends on how the rendering logic in the
template treats asset names. For example, template logic can be written in such a
way as to assume either shared templates (constructed with explicit template
names in the render:satellitepage and render:callelement tags) or copied
templates (constructed with a template name using Variables.site prepended to
the name in the render:satellitepage and callelement tags).

The same reasoning applies to other asset types. If in your rendering logic you use
asset names such as flex attribute name, or image name, then the template logic
will treat the asset type as either shared (explicit name) or copied (constructed
name), and you need to designate the source site accordingly.

If you decide to copy template assets, make sure that the template assets do not
contain hard-coded template names, and a template is not named in the Default
Values list of any start menu item.

= When assets are shared to a new site by Site Launcher, their data is not changed.
The single exception is Template assets. A Template asset maintains a SiteCatalog
entry for each site to which it is shared. Therefore, when a template is shared to a
new site, the template's list of SiteCatalog entries is updated (the new site is added
to the list of SiteCatalog entries).

= Because data in a shared asset is not changed, asset references of that asset also
remain unchanged. Therefore, if assets with asset references are to be shared, the
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asset references must also be shared. For example, if you have Article assets that
have references to ImageFile assets, you may

— share both asset types,
- copy both asset types, and
- copy the Articles and share the ImageFiles.

However, you must not share the Article and copy the ImageFiles. Doing so will
cause errors to be displayed when a copy of the site is launched.

= Start menus are shared among the source site and its replicates. Therefore, if a
workflow process is set in the source site's start menu, that workflow will be set in
the replicate sites. When users in the new site invoke the start menu item to create
an asset, the workflow will take effect.

Your decisions in the planning stage are governed by the specifics of your installation
as well as your own methods of managing the WebCenter Sites environment. The site
that you create by replication must ultimately fit in to the content management model
that is being (or has been) established on the management system. For example, if you
have central sites and centrally managed sites, you need to determine how your new
site will function in relation to them. For information about site modeling, see

Section 1.6, "Content Management Models".

11.2.2.2 Naming Assets

Assets that are copied to the new site are named algorithmically, by use of prefixes as
follows:

s The prefix for the source is specified when you designate a site as a site launcher
source site and is, by default, the name of the site.

= The prefix for the new site is specified in Site Launcher itself and is, by default, the
name of the new site. When specifying a prefix, make sure it is short.

s If the source asset has a prefix, or the asset type requires a unique name, then a
prefix will be used in the name of the new asset. If the source asset has a prefix, the
new asset will have the new prefix in place of the old prefix.

s If the source asset does not have a prefix, then the prefix is prepended to the asset
name to make the new asset name.

11.2.2.3 Planning Users

Given that users are not copied or shared to the new site during replication, you will
have to manually add them to the new site.

If the users will be different from those on the source site, you will need to create new
user accounts. In the process, consider the users' functions on the new site, the roles
they will need, their access to start menu items, workflows, tree tabs, and so on.

Bear in mind that the original associations among components are preserved on the
new site. If you redefine users' functions, you may have to redefine their associations
with other components on the site. Accounting for new associations in the planning
stages will help you to assess your post-replication workload and create a functional
site that also meets your expectations.

11.2.2.4 Choosing the Replication Time

Because normal operations affect site replication, it is best to run Site Launcher when
the source site is not being actively edited. Otherwise, the replicate site might not
match the source site. Also, make sure that prior to replication, all assets in the source
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site are checked in to the database. Otherwise, if revision tracking is enabled and an
asset to be shared is checked out, the sharing of the asset will fail.

11.3 Site Replication Steps

This section shows you how to enable and use Site Launcher. The procedure consists
of three basic steps:

1.
2
3.

Section 11.3.1, "Ensure that Replication Requirements Are Satisfied"
Section 11.3.2, "Enable the Source Site for Site Launcher”
Section 11.3.3, "Replicate the Source Site"

The steps are given in detail in the rest of this chapter.

11.3.1 Ensure that Replication Requirements Are Satisfied

1.

Prepare for replication by ensuring that source sites and planned sites meet the
requirements. For more information, see Section 11.2, "Preparing for Replication."

Go to Section 11.3.2, "Enable the Source Site for Site Launcher" to enable the source
site.

11.3.2 Enable the Source Site for Site Launcher

In order to replicate a source site, you must first configure Site Launcher.

To configure Site Launcher

1.

Make sure that you have completed the steps shown above (Section 11.3.1, "Ensure
that Replication Requirements Are Satisfied").

When you complete the steps in this section, be prepared to follow up
immediately with the steps in the next section, Section 11.3.3, "Replicate the Source
Site." Immediate follow-up ensures that the condition of the source site has not
changed.

In the Admin tab, expand Sites and double-click the site you want to replicate.
This is your source site.

In the site's Inspect form, click Configure Site Launcher for this site (at the
bottom of the form).

In the Configure Site Launcher form, do the following;:

a. If you want to copy assets, go to the Asset prefix field and either enter a prefix
for the assets, or accept the default (the name of the source site).

b. In the Enabled Asset Types section, locate the asset types whose assets you
want to copy or share, and click their Copy or Share radio buttons.

Note: If you want to copy or share all assets of all types, click the
Copy All or Share All button.

c. Click the Save button to save your configuration options.
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Figure 11-1 Configure Site Launcher Form

Configure Site Launcher: FirstSitell

*asset prefi: Fsu

@ A¥ zevats will e shaed or comed fo new ate. Copisd assats will e ranamed uang the amet orafl, f @
LrELE namie [ raguirad. AR stard marw itams wall b shared with rew site. AN Siter Dasfton and Sier
DocLis: cordiguration infarmatior: wif be copiad 1o e new e

Enabled Asset Types: Description Asxet Type Skip Data Copy Share
Attribute Editor At Types o @ o
CSElermant CSBement O ® 0
ContEnt Content_C O & D
Content Attrbute Comtent_g& O ® [ @]
Segment Segments O & O
Site Visitor FSIMisitar O & O
Site Visitor Attribute FSIlVisitarAttr O = 0
Site Visitor Definition FSIlVhitoef O ® D
Site Visitor Parent FSIlWEsitorPanent C & [
Site Wiitor Parent Defnition FSIVEitorRDef ] & 8]
SiteEntry SiteErtry O ® O
Ternplate Template O & o
UL Configuration FW_LiiConfiguration O ® 8]
vimtor Attribute Scalar'ds ') = (8]

workflow Process: (D' AF workfow processes wll be shared with new ste.

FSIL Approva for Artwork
FSIL: Approvd for Content
FSIL: Approvd for Doouments
FSIL: Approwd for Procucts
FSIT: Approval for Promiotions
FSII: Apgrovd for Structune

6. Go to the next section, Section 11.3.3, "Replicate the Source Site," to complete the
site replication procedure.

11.3.3 Replicate the Source Site

Once you have enabled the source site for replication, you can use Site Launcher to
create as many copies of the source site as you wish.

To replicate the source site

1. Make sure that you have completed the steps above (Section 11.3.1, "Ensure that
Replication Requirements Are Satisfied", and Section 11.3.2, "Enable the Source
Site for Site Launcher").

2. At the bottom of the Inspect form, click Launch Copy.
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3. In the Site Launcher form, do the following:
a. In the Name field, enter the name for the new site.
b. In the Description field, enter the description for the new site.
c. In the Publish Destinations area:
a. Initialize the destinations by selecting the checkboxes, as necessary.

b. Select the publish destinations you would like to be available for the new
site.

d. Click Add Site to copy the site.
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Figure 11-2 Site Launcher Form
Site Launcher: New Site from FirstSiteIl (FirstSite IT)
*Name:
*Description:

*ascet prefix:

Copiad assets with names beginning with 'FSIT wil be ranamed with this value,
Enabled Asset Types:

workflow Process:

Publish Destinations:

Description Asset Type Skip Data Copy Share
attribute Editor AttrTypes v
CSElerment CSElerment v
Content Content_C v
Content Attributa Content_& v
Content Defirition Content_CD v
Content Fitber Content_F v
Content Parent Contant_P v
Content Parent Definition  Content_PD ("4
Dirmension Dimension

DimensionSet DimensionSet

Docurment Docurment_C v
Document Attribute Document _a v
Daocurnent Defintion Daocurnent_CD v
Diocument Filber Document_F v
Docurnent Parent Dacument_P v
Site Visitor Parent Definitian FSITVisitorPDef v
SiteEntry SiteEntry v
Ternplate Template v
LT Carfiguration Py _UTConfiguration v
Wisitor Attribute Scalarvials v

Workflow

FSII: Approval for Artwork
FSIL: Approval for Content
FSII: Approval for Documents
FSII: Approval for Products
FSIl: Approval for Promotions
| FsIL Approval for Structure |

Initialize

Oset pubish start paint using ‘FSIHome",
O a production site.

[ s a managemeant site.

[ a production site.

Oasa managemant site.

Oasa production site.

Enable?
Oloestination 1 (static)

Clpestination 2 (dynamic)

CIFsT Destination (RedTime)

CIFs Destination (chnarmic)

(lasa managemeant site.
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After the new site is created, WebCenter Sites displays a summary that
indicates:

—  Which assets were copied or shared. For each asset that is shared,
WebCenter Sites adds a row in the AssetPublication table, indicating the
site id (publication id) of the new site. For each asset that is copied,
WebCenter Sites enters the copy into the table where the original asset is
stored.

— The number of start menu items, workflow processes, and publish
destinations that were shared with the new site.

4. At this point, you need to add users and otherwise ensure that the new site is
properly configured. For instructions and guidelines, see the next section,
Section 11.4, "Post-Replication Tasks and Guidelines."

11.4 Post-Replication Tasks and Guidelines

When the new site is established, you need to complete its configuration by
completing the following steps:

1. Add existing users to the new site, or establish new users, depending on how you
planned the new site.

» To add existing users, follow instructions in Section 8.2.1, "Granting Users
Access to a Site (Assigning Roles to Users)."

= To establish new users, follow the guidelines in Chapter 3, "Site Configuration
Guidelines."

2. If workflow processes exist, make sure that the correct asset types and roles are
associated with the processes through Start Menu items.

3. Test the new site.

4. If necessary, create a site administrator. Be sure to assign the xceladmin ACL to the
user account and give the user the SiteAdmin role for the new site.
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Publishing with Oracle WebCenter Sites

Publishing with Oracle WebCenter Sites makes content available to the visitors of your
online site by copying from the management system to the delivery system. Copying
content from one system to another is called publishing.

The WebCenter Sites publishing system supports three publishing methods: Export to
Disk, Mirror to Server, and Export to XML. WebCenter Sites also provides an approval
system that determines which content gets published, a scheduling function that
enables you to set the publication time, and a utility for configuring site-specific
publishing destinations.

This chapter describes the publishing and approval systems. It contains the following
sections:

s Section 12.1, "Overview"

= Section 12.2, "Publishing Methods"

= Section 12.3, "Publishing Destinations"

»  Section 12.4, "The Approval System"

»  Section 12.5, "The Publishing Schedule"

»  Section 12.6, "What Happens During a Publishing Session?"

»  Section 12.7, "Obtaining Information About a Publishing Session"

Note: The following feature is deprecated in WebCenter Sites 11g
Release 1 (11.1.1.8.0): Mirror publishing. This feature is replaced by
RealTime publishing.

12.1 Overview

Before assets can be published, either you or WebCenter Sites must determine the
following information:

= Which publishing method WebCenter Sites should use: Export to Disk, Mirror to
Server, or Export Assets to XML.

As an administrator, you specify the publishing method for the destination when
you configure the publishing destination. For more information, see Section 12.2,
"Publishing Methods."

s The publishing destination WebCenter Sites should publish to during a given
session.
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As an administrator, you configure the publishing destinations for your system.
For more information, see Section 12.3, "Publishing Destinations."

= Which assets have been approved and are ready to be published to the current
destination. The approval system determines this information.

When an asset is deemed ready for publication, a content provider marks it as
approved for a specific publishing destination. The approval system validates the
approved label to determine whether publishing the asset is likely to create broken
links on the live site. If the potential for broken links exists, the asset is held back
from the publishing session until its dependencies on other assets are resolved by
the user approving those assets, as well. If the approved asset either has no
dependencies or its dependencies are satisfied, the approval system releases the
asset to the publishing system.

The approval system's process is complex and varies from one publishing method
to another. For detailed information about the workings of the approval system,
see Chapter 13, "The Approval System" and Chapter 14, "Various Topics in Export
to Disk Publishing and the Approval Process."

= When assets should be published.

As an administrator, you set up the publishing schedule. The publishing process
runs as a batch process that you schedule to occur at regularly-occurring intervals.
On an as-needed basis, you can also override the schedule and publish on
demand. For more information about publishing schedules, see Section 12.5, "The
Publishing Schedule."

During a publishing session, the session information is recorded in log files. You can
monitor the session through the Publish Console to determine both the publishing
history and the status of currently running publishing sessions. You can also use your
browser to complete other administrative tasks, as the publishing process runs in the
background. For information about the events that occur during a publishing session,
see Section 12.6, "What Happens During a Publishing Session?" For information on
how to obtain publishing information, see Section 12.7, "Obtaining Information About
a Publishing Session."

12.2 Publishing Methods

This section describes the publishing methods that WebCenter Sites supports.
Figure 12-1, Figure 12-2, and Figure 12-3 summarize the publishing methods.

= For Export to Disk publishing, the delivery system is a web server. Publishing to
this type of system is done as follows:

Approved assets in the CM system database are rendered by templates into HTML
files. The files are saved to a file system and subsequently published to the web server
by an administrator using a transfer protocol, such as FTP.

When published content is requested by site visitors, the HTML files are served as
pages to the browser.

»  For Mirror to Server publishing, the delivery system is a WebCenter Sites system.
Publishing to this type of system is done as follows:

Approved assets and their database tables are mirrored from the CM system database
to the delivery system database. Throughout the publishing session, the publishing
system communicates and cooperates with the CacheManager on the delivery system.
The CacheManager is a WebCenter Sites servlet that manages a system's page cache.
CacheManager ensures caching of the pagelets or pages that refer to the assets which
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will be mirrored. After the publishing session concludes, CacheManager generates
those pages again to display the updated content, and caches the new pages and
pagelets.

When published content is requested by site visitors, it is provided on-the-fly. The
content is drawn from the delivery system database by templates and served to the
browser, where it is finally rendered as pages.

For Export Assets to XML, the delivery system is a database or an external system
running an application other than WebCenter Sites. The publishing method is a
data transformation method that outputs XML files. Rather than creating pages
that are ready to be displayed by a web server, this publishing method uses the
Export API to create one XML file for each approved asset.

When published content is requested by site visitors, it is provided on-the-fly. The
content is drawn from the delivery system database by templates and served to
the browser, where it is finally rendered as pages.

These chapters describe each publishing method in detail:

Chapter 14, "Various Topics in Export to Disk Publishing and the Approval
Process"

Chapter 15, "The Export to Disk Publishing Process"
Chapter 16, "The Mirror to Server Publishing Process"
Chapter 17, "The Export Assets to XML Publishing Process"

Figure 12-1 Export to Disk Publishing

Export to Disk Publishing
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Figure 12-2 Mirror to Server Publishing

Mirror to Server Publishing

database content
CM System mirroring Delivery served L
Database System dynamically
Databaze by templates
Delivery
system
Figure 12-3 Export to XML Publishing
Export to XML Publishing
Export AP File :
CM Systern —— creates xml —  System* g;géﬁl ———— XML files ——p-
Database files r
Delivery
system

12.3 Publishing Destinations

A publishing destination is either the WebCenter Sites database to which you are
mirroring content, or a directory to which you are exporting. A publishing destination
is expressed as a named object that defines the following parameters:

= A publishing method (Export to Disk, Mirror to Server, or Export Assets to XML)

s A location

-  For Export to Disk publishing and Export Assets to XML, the publishing
system converts the approved assets into HTML or XML files. The location is
the root directory to which the files are saved. You set this directory with the
cs.pgexportfolder property in the futuretense. ini file.

-  For Mirror to Server publishing, the destination is the server name in URL
format (including the port number) of the server that is supposed to deliver
the content. (You set the server name in the Destination address field of the

Destination form.)

s The names of CM sites whose assets can be published to the destination.
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For any publishing method, you can configure more than one publishing destination
for your Sites system. Depending on how your online sites are designed by the
developers, you may need to publish both static content (HTML files, using Export to
Disk) and dynamic content (pages generated on the fly by the Mirror to Server or
Export to XML publishing method). For this kind of dual implementation, consult
with your developers to determine how to configure your publishing destinations.

In this document, the following terms are used when discussing publishing
destinations and configuration:

= Source. The WebCenter Sites database that serves as the source for a publishing
session. Because you can mirror assets from any Sites system to any other Sites
system, the source is not always the content management system.

s Destination. Either the WebCenter Sites database that you are mirroring to or the
directory that you are exporting to.

For information about creating publishing destinations, see Section 15.4.3, "Configure
an Export Destination" and Section 16.3.5, "Create a Mirror Destination."

12.4 The Approval System

When assets are approved for publication on a specific destination, WebCenter Sites
verifies that each asset is ready to be published by invoking the approval system. The
approval system runs a pre-publication process that protects the online site against the
possibility of broken links and outdated content. In this process, the approval system
determines answers to the following questions:

1. Which assets are deemed to be ready for publishing—that is, which assets are
marked by the user as approved?

2. Do the approved assets have dependencies? That is, must any other assets also
accompany those approved assets? or, must any other assets also exist on the
destination to ensure that all the links on the site will work correctly?

For example, you may have a site set up that has article assets that refer to image
files. An approved article with an unapproved associated image file cannot be
published until the image file is also approved.

Depending on the answers to these questions, the approval system either allows the
publishing system to publish approved assets at the next publishing session, or it stalls
the publication of assets that fail the dependency test.

Note: In Export to Disk publishing, the choice of templates can cause
assets to bypass the approval system. For more information about the
approval system in Export to Disk publishing, see Chapter 14,
"Various Topics in Export to Disk Publishing and the Approval
Process."

It is typical to build an approval step into your workflow processes.
For information about workflow, see Chapter 10, "Creating and
Managing Workflow Processes."

For information about how to approve assets, see the Oracle Fusion
Middleware WebCenter Sites Developer's Guide.

Detailed information about the workings of the approval system is given in
Chapter 13, "The Approval System" and Chapter 14, "Various Topics in Export to Disk
Publishing and the Approval Process."
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12.5 The Publishing Schedule

A publishing session (no matter what the publishing method) runs as a background,
batch process called a publish event. As the administrator, you configure the schedule
for publishing events.

You can schedule publishing events to occur daily, weekly, hourly, every 15 minutes,
or in various combinations of these time increments. When scheduling multiple
publishing sessions, bear in mind several rules:

Publishing to a given destination must be done serially.

Because each publishing session is a background event, a given destination can
support only a single publishing session at a time. If publishing to a specific
destination is still in progress when the next event for that destination is
scheduled, the second event attempts to run and then fails, reporting that a
publishing session to that destination is already underway.

Similarly, multiple sources must not be configured to publish simultaneously to
the same destination. Doing so will cause publishing errors and problems with
data integrity.

Never schedule a publishing session to a destination for a time when the
destination system could be publishing to another destination.

For example, you publish from the development system to the management
system, and from the management system to the delivery system. Do not schedule
a publishing session from the development system to the management system
while the management system is publishing to the delivery system.

Publishing to multiple destinations can be done simultaneously. You can publish
to multiple destinations at the same time by setting up events for the destinations
and selecting the same time for them.

Because a publishing event completes database transactions, the publishing feature
must have a user account specified for it. This user is called the batch user and you use
the xcelerate.batchuser and xcelerate.batchpass properties in the futuretense_
xcel.ini file to identify the batch user account for your Sites system.

Note: Publishing also requires a mirror user, different from the batch
user. For more information, see Section 16.2.1, "Users and Mirror to
Server Publishing".

12.6 What Happens During a Publishing Session?

When the publishing system begins publishing approved assets, WebCenter Sites does
the following:

Creates a publishing session by adding a row to the PubSession table and assigns
the session a unique 1D, called the PubSession ID.

Runs a query to gather all the assets that are approved and are ready to be
published to the destination that the session is publishing to.

Locks the assets that are returned by the query, and also notifies the
CacheManager about these assets, so that they cannot be edited while the
publishing session is underway.

Invokes the appropriate element for the publishing method, passing it the list of
assets that should be published.

12-6 Oracle Fusion Middleware WebCenter Sites Administrator's Guide



Obtaining Information About a Publishing Session

Then, those assets are either rendered into files or mirrored to a destination database,
depending on the publishing method in use. For information about what the Export to
Disk, Mirror to Server, and Export Assets to XML publishing methods do with the list
of approved assets, see the following chapters:

s Chapter 15, "The Export to Disk Publishing Process"
s Chapter 16, "The Mirror to Server Publishing Process"
s Chapter 17, "The Export Assets to XML Publishing Process"

When the publishing session concludes, the publishing system notifies the approval
system of which assets were published and then it updates the page cache.

12.7 Obtaining Information About a Publishing Session

WebCenter Sites writes information about each publishing session to log files and to
several tables in the WebCenter Sites database. Much of this information is displayed
in the Publishing Console as the publishing history for a session. To display the
Publishing Console, click the Publish button located in the top button bar in the main
window. See also Section 18.16, "Troubleshooting."

Note: You must have the xcelpublish ACL to view the Publish
Console.
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The Approval System

This chapter explains the basic workings of WebCenter Sites' approval system. It does
not contain procedures on performing specific operations. Rather, its purpose is to
help the administrator gain a basic understanding of the approval system's process,
which is both complex and highly interactive, especially in the case of Export to Disk
publishing.

Each section of this chapter is written to be as self-contained as possible, with many
examples to illustrate the concepts. For continuity, users can read the sections
sequentially, and for reference, turn to the section of interest. As this chapter
progresses, it builds on the introductory material (especially approval-system terms
and definitions), and ends with a comprehensive picture of how the approval system
performs its function.

Note: Readers who would like a summary of the approval process
can skip to the section Section 13.13, "Putting It All Together.".

This chapter contains the following sections:

s Section 13.1, "Overview"

= Section 13.2, "A Brief Look at Dependency Analysis"

s Section 13.3, "Terms and Definitions"

= Section 13.4, "Rules for Dependency Analysis"

= Section 13.5, "Approval Dependencies and Parent-Child Relationships"x
= Section 13.6, "Export to Disk Publishing"

= Section 13.7, "Mirror to Server Publishing and Export to XML"

= Section 13.8, "Ensuring Version-Matched Content"

= Section 13.9, "Exists-Exact Dependencies in Mirror to Server and Export to XML
Publishing"

= Section 13.10, "Exists-Exact Dependencies in Export to Disk Publishing"
= Section 13.11, "Exists/Exact Dependency Rules"

= Section 13.12, "Evaluating Published Content"

= Section 13.13, "Putting It All Together"

= Section 13.14, "Reference: Approval States"
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13.1 Overview

Before a publishing session can begin, the user is required to approve assets for the
publishing destination. This task is far more intricate than it appears to be. Enterprise
sites host enormous numbers of assets, making it impossible for users to track which
assets are bound to each other by dependencies and therefore must be approved
together in order to be published. As a result, users typically approve only some of the
assets that require approval. The unapproved assets compromise the integrity of the
approved assets by causing broken links among them. This is where the approval
system takes over.

The ultimate purpose of the approval system is to protect the integrity of published
content. To this end, the approval system does not automatically allow the publication
of user-approved assets. Instead, it evaluates the condition of the user-approved assets
in order to determine whether they are indeed ready for publication. If necessary, the
approval system then assists the user in approving the supporting assets.

During its operation, the approval system ensures that asset dependencies, encoded in
templates or the data model, are kept intact among approved assets, so the
dependencies can be reproduced on the publishing destination when the assets are
published. If an approved set of assets is free of broken links, it is likely to be free of
broken links when published. If an approved set of assets upholds version matching, it
is likely to uphold version-matching when published.
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Figure 13-1 Approval System in Publishing Methods
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When analyzing approved assets for broken links and inconsistent versions the
approval system performs a dependency test:

1. The approval system determines whether dependencies among user-approved
assets match dependencies that are specified in either the template code or the
data model, taking into consideration the publishing method. As shown in
Figure 13-2 and Figure 13-3:

In Export to Disk publishing, the approval system tests dependencies (among
approved assets) against template code. The dependencies are determined as
the code in the template is evaluated. If a default template has been assigned
to assets of a given type, the approval system uses that template to determine
the dependencies. If there is no default template, the approval system uses the
template that is specified for the given asset. For detailed information about
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approvals and Export to Disk publishing, see Chapter 14, "Various Topics in
Export to Disk Publishing and the Approval Process."

In Mirror to Server publishing and Export to XML, the approval system tests
dependencies (among approved assets) against the data model.

2, If the approval system finds that dependencies among user-approved assets are
satisfied, it allows the assets to be published and releases them to the publishing
system for inclusion in the next publishing session.

However, if it finds the dependencies to be breached, the approval system looks
for published assets that will satisfy those dependencies at publication time and
therefore turns to published content. The approval system scans the
PublishedAssets table to determine what has been published to the target
destination:

If an asset requiring approval does not exist on the target destination (and in
the correct version, if applicable), the approval system prompts the user to
approve the asset.

If the asset requiring approval already exists on the target destination (and in
the correct v