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Introduction

The Oracle Solaris Studio Code Analyzer is an integrated set of tools designed to help developers of C and
C++ applications for Oracle Solaris produce secure, robust, and quality software.

The Code Analyzer includes three types of analysis:

= Static code checking as part of compilation
=  Dynamic memory access checking
= Code coverage analysis

Static code checking detects common programming errors in your code during compilation. A new compiler
option leverages the Oracle Solaris Studio compilers' extensive and well proven control and data flow analysis
frameworks to analyze an application for potential programming and security flaws.

The Code Analyzer uses dynamic memory data collected by Discover, the memory error discovery tool in
Oracle Solaris Studio, to find memory-related errors when you run your application. It uses data collected by
Uncover, the code coverage tool in Studio, to measure code coverage.

In addition to giving you access to each individual type of analysis, the Code Analyzer integrates static code
checking and dynamic memory access checking to add confidence levels to errors found in code. By using
static code checking together with dynamic memory access analysis and code coverage analysis, you will be
able to find many important errors in your applications that cannot be found by other error detection tools
working by themselves.

Getting the Sample Application

This tutorial uses a sample program to demonstrate how to use the Oracle Solaris Studio compilers, the
Discover memory error discovery tool, the Uncover code coverage tool, and the Code Analyzer GUT to find
and correct common programming errors, dynamic memory access errors, and code coverage issues.

The source code for the sample program is available in the sample applications zip file on the Oracle Solaris
Studio 12.3 Sample Applications web page at http://www.oracle.com/
technetwork/server-storage/solarisstudio/downloads/solaris-studio-samples-1408618.html.If
you have not already done so, download the sample applications zip file and unpack it in a directory of your
choice.

The sample application is located in the CodeAnalyzer subdirectory of the
SolarisStudioSampleApplications directory.

The sample directory contains the following source code files:

main.c
previse 1.c
previse all.c
sample 1.c
sample 2.c
sample 3.c
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Collecting and Displaying Data

You can use the Code Analyzer tools to collect one, two, or all three types of data.

Collecting and Displaying Static Error Data

When you build a binary using the -xanalyze=code compiler option, the compiler automatically extracts
static errors and puts the data in a static subdirectory in a binary_name.analyze directory in the same
directory as the source code. For a list of the types of static errors found by the compiler, see “Static Code
Issues” on page 13.

1. Inyour sample directory, build the application by typing:
cc -xanalyze=code *.c
The static error data is written to the static subdirectoryinana.out.analyze directory in your sample
directory.

2. Open the Code Analyzer GUI to view the results:

code-analyzer a.out &

3. The Code Analyzer GUI opens and the Results tab displays the static code issues found during
compilation. The text at the top of the Results tab tells you that twelve static code issues were found.

|H.95Ll5"‘| 4 » [v][o]
|Showing 12 Issues 5hw; Ignored
@ DFM Double Freeing Memory: i VI :

17: fedbibbibbisiisiisbdonble Froe arrortdsdssbssbsshsdbssd)
i8: woid test_fur_iouhl.eizeu: K}

id: char * x = malloc{d)
2@ free(x) ;
21: f* <hug double-free> *f free{x) /* </bug> *f; j% BAD #/

@ INF Infinite Empty Loop:

T fAERSSEREARSEREARERRInTinite Loop SErOCtesstasAsstREANe )
25: woid Lest for infileep ()

26: |
27 while (1) {
28 ]
@ NUL Mull Painter Dereference, Leaky Pointer Check: *{{{long *)0})
wport homel/code- s revise _all.c:64

61: char & gp:

62: int test for_nulld {int etl)
63: |

64:  *{leng*)0 - 0:

B5:  S(int *j0 - Dx12345678;

B NUL Null Pointer Dereference, Leaky Pointer Check: *(((int *)0))
fexportfhomel/code-analyzersample/previse_all.c:65
62: int test_for_mulld {int ctl)

63: |

[TH *{long*j0 = 0;

65:  #[Int *)0 = OX1TILI6TE;
66 char *p = qp

@ NUL Mull Pointer Dereference, Leaky Pointer Check: *({(int *)0))
texport/homelicode-analyzerfsample/previse_all c:72
(1 H pEintf [ "Rcin', *pj;

M it (pl
T printf ("tpin”, #p);
72: return (¥ {velatile int #)0});
73: }
. MFR Missing Function Retuim:

: f* Copyright (o} 2010, Oracle andfor its affilistes. All rights reserved.
*

@ odmb £1(){}

: woid Fool)f}

4 UMR Uninitialized Memory Read: |

W om R

79 else ( 3 = 1: }
B1: if (k2) { 3 = 0: }
82: else [ i = 4; } L |
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4. For each issue, the tab displays the issue type, the path name of the source file in which the issue was
found, and a code snippet from that file with the relevant source line highlighted.

5. To see more information about the first issue, a Double Freeing Memory error, click the erroricon @
The stack trace for the issue opens displaying the error path.

& DFM Double Fresing Mermory: [ ] v
Iexparthome Licode analyzer/sampleiprevisa_all.c:20 h
17y jesssssssssssssssdsdoghle free EEQEfifsssisdsdsssedsds)

18! wold cest_for doublefresi) |
18! char * x = mallacid4):
201 Lees (x|}
#% <bug double-freex &f free(x) /* </bugx> */; /% BAD *f

®Stacktrace
= [ Error Path
© test_for_doublefree =
W test_for_doublefree

6. Notice that when you opened the stack trace, the icon in the upper right corner of the issue changed from

“ to ' toindicate that you have reviewed the issue.

Note - You can hide the issues you have reviewed by clicking the Hide Reviewed Issues button

at the top of the Results tab. Clicking the button again unhides the issues.

7. Click the error icon to close the stack trace.

8. Now look at one of the Unitialized Memory Read warnings. Click the warningicon * to open the stack
trace. Notice that the error path for this issue contains many more function calls than the one for the
Double Freeing Memory issue. Double click on the first function call. The source file opens with that call
highlighted. The error path is displayed in a Details Window below the source code.
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o

| Results xl'tﬂjprm-ise_all.z JI‘l « »[=][D

%W EE-0 Ao S au o a@

ED

EL char * gp:

E2 ine test_[o:_nulLd jine exl)
EA[C] ¢

" N 0 = 0

@ i AEIABETSE

EE (=

E7 it

EB P o

® printf (“Nckn®, *pjg

7o it ip

Tl printf {(“Vpim*, ®*pl;

B EeCuE

o3|l )

T4

75

TE[] int cesc_for_umr (int bhl, int B3 |
77 int i, 5;

TH it bl) [ 1 = 0: )

5 else [ 3= 1; ) |
(1]

Bl if [b3) [ 3 =0 )

B elae [ i = 47 )

23

@ ceturn & + 37

pB[C] struct vte |
BE int ar L:
&0 int b 1;
al LK

23 void test for umcbitop(woid)

LLIE

-11 struct ttt t}

SE exrern wold foo (SEEUCE EEE *1: &
Detads window ¥
@ 1ssus UMR Unindialized Mermary Read |
Stacktrace
= [ Error path

T test_for_umr st pre

T test_for_umr ot

L 7] best_for_umr o0
O rest_for_umr i pre
D rest_for_umr =t pre
U test_for_umr - ore

Double click the rest of the function calls in the error path to follow the path through the code that leads to
the error.

9. To see more information about the UMR error type, click the Info button o to the left of the issue
description. A description of the error type, including a code example and possible causes, is displayed in
the online help browser.

10. Close the Code Analyzer GUIL

Collecting and Displaying Dynamic Memory Usage Data

Whether or not you have collected static data, you can compile, instrument, and run your application to
collect dynamic memory access data. For a list of the dynamic memory access errors found by instrumenting
your application with Discover and then running it, see “Dynamic Memory Access Issues” on page 13.

1. Invyour sample directory, build the sample application with the -g option. This option generates debug
information that allows the Code Analyzer to display source code and line number information for errors
and warnings.

cc -g *.c
2. You cannot instrument a binary that is already instrumented, so save a copy of the binary to use when you
collect coverage data.

cp a.out a.out.save
3. Instrument the binary with Discover:

discover -a a.out

4. Run the instrumented binary to collect the dynamic memory access data.

./a.out
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The dynamic memory access error data is written to the dynamic subdirectory in the a.out.analyze

directory in your sample directory.

5. Open the Code Analyzer GUI to view the results:

code-analyzer a.out &

| Results 1
55homg 15 Issues

| © DFM Double Freeing Memary:
{exportihomelicode-analyzersample/prevae all c-20
17 /enemanvassansanssniounle TEEE BTEOLT  reassssssnsansan/

1B: wold test_for_doubletres () [

18 char * ¥ = malloci4):
zo: tresixl;
21 #* <bug double-free> */ freeix) S* </bugx *f: S BAD */

n mply Loop:
| & INF Infinite Empty L
lexportthome Lcode-analyzersample/previse_all.c:27

Pd; fesksddssksddsskbtdstinfinite loop errorttekskbeakekbeanf
25: woid test for infileop ()

26: {
27: while (1} {
o H 1

| @ NUL Null Pointer Dereference, Leaky Pointer Check: *{{{long *}0))
61: char * gp:
62: int test for nmlld {int ctl)
63: {
64:  S{long*)d = ©:
65:  S(int )0 = Ox12345678;

o MNUL Mull Pointer Dereference, Leaky Pointer Checle: *(({int =)0})
[exporifhomeljcode-analyzer/samplejprevise_all.c:65
62: imt test_for_nunlld {int ctl)

63
64:  #4{long*)0 = O
63:  4(int *)0 = OX12I456TE;
(15 char *p = qgp:

| @ NUL Null Pointer Dereference, Leaky Pointer Check: *(((int *)0))
fexportihome Lcode-analyzer/sample/previse _all.c:72

69 printf {“%cin®, #p);
T0: if (p)

T1: printf (“wpin®, #*p}:
T2 reticn (#({volatile int #)jO)):
TI: )
I & UMR Uninitialized Memory Read: at address 50008 (4 bytes) on the heap
| [ ‘code- I} [ =10

& Binclude <atdlib. h>

8: woid add 0 1 put in_ Z{int #p)
L T |

in: Bl2] = pl0] + p[1]:

11: )

| @ UMR Uninitialized Memory Read: at address (fbfeef8 (4 bytes) on the stack

{exportfhomel/code-analyzer/sample/sampled.c:11
T pimclude <stdlib. b
_9: int wminitialized local 1{int *p)

i gl

———— ——— -
ecx[p

L

v

6. The Results tab now shows both static issues and dynamic memory issues. The background color behind
an issue description indicates a static code issue (tan) or a dynamic memory access issue (pale green).

To filter the results and show just the dynamic memory issues, select the Dynamic checkbox on the Issues

tab.
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Issues Al Sources

Issues: (@ Core () All
= (@) Analysis: Dynamic
[ static(12)

W Dynamic (3)
= @ Severity

[] @ ERROR (3)

& WARNING

¥ @ Bug type

[ JUmMR (Uninitialized Memory Read) (3)
= =} Binaries

[Ja.out(3)
= I[E Files

[]'8 sample3z.c (2)

[]8 samplel.c (1)

Now the Results tab shows just the three core dynamic memory issues.

Note - Core issues are the issues that, when fixed, are likely to eliminate the other issues. A core issue
usually combines several of the issues listed on the All view because, for example, those issues have a
common allocation point, or they occur at the same data address in the same function.

Results tab displays six dynamic memory issues.
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[ Resuits x| Satsii)

|Showing & Issues Ehw:@@ ignored

B UMR Uninitialized Memory Read: at address 8090008 (4 bytes) on the heap i BV
inetidct-06/export/home/analytics-0301/sample/sample 1.c: 10
G: Winciude <stdlib.h>
B: woid aid_ll_l._put_i.n_t[int g
9: |
10: 2] = plo] + pi1]:
ii: §

@ UMR Uninitialized Memory Read: at address 809000c (4 bytes) on the heap
inetidct-oe/export/home/analtics-0301/sample/sample1.c: 10

G: Winclude <stdlib. h>

B: woid add 0 1 put_in Z{int #p)

9: 4

10: pi2] = p[0) + pI1];

11: }

@ UMR Uninitialized Memory Read: at address 8090014 (4 bytes) on the heap
inetidct-06/exporthome/analytics-0301/sample/sample 1.c; 1%
11}
13: woid mul 3 4 _put_in S{int 4p)
14 |
15: pi5]1 = p[3] * pld]:
i6: }

B UMR Uninitialized Memory Read: at address 8090018 (4 bytes) on the heap
11: )
13: woid mul 3 4 _put_in_S5{int *p)
14: 0
15;: pI51 = p[3]1 * pl[d]:
16: |}

& UMR Uninitialized Memory Read: at address 804789c (4 bytes) on the stack
7: #inelude <stdlib,h>
9: dint wninitialized local 1{int 4p}
1o
11 return *p;
12: }
& UMR Uninitialized Memory Read: at address B04789¢ (4 bytes) on the stack
12: }
14: int uninitialized local 2{int *g)
15: {
16: retucn *p;
17: }

Look at the three issues that were added to the display and see how they are related to the core issues. It
looks as though fixing the cause of the first issue in the display is likely to also eliminate the second and
third issues.

To hide the other three dynamic memory access issues while you investigate these first one, click the

Ignore button 4 for each of the issues.

Note - You can later redisplay the closed issues by clicking the Show Ignored Issues button Ign
the top of the Results tab.

at

8. Investigate the first issue by clicking the error icon @ o display the stack trace. For this issue, the stack
trace includes the Call Stack and the Allocated At Stack.
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@ UMR Uninitialized Memary Read; at address BOS0008 (4 bytes) on the heap 0w |

£: #include <stdlib.h>
8: wold add 0_1_puc_in_Z{int *p)

a:

10 pl2] = Lol + plal;

11: )

% Stacktrace

= [ call Stack = [ Allocated At Stack (size 40
W add_o_1_put_in_2 a1 samplel.coi0 © samplel ot samplel o0
v : Htr ¥ main at main.cs
% main at mar © _start in &.out+0x80508cl

© _start in a.cut+0xB050ech i

Double-click function calls in the stacks to see the associated lines in the source file. When the source file
opens, the stack trace is displayed in a Details window below the file.

Results "{ﬁlﬂmﬂlﬂ.‘ a & |v|lO
R AR gy b ae

1] /* Copyraight (o1 3010, Oracle andfor ita affsliares. i1l rights ressceed aEm
- *

3

4L Show that four UEEs have th= same root causs

Bl - mameEy 1 ced at m place but not initial

E Mipnclude <scdlib.h

7

8  wolid add 0_I_puc_in_I(lnt *p

Fll

&l 3] = p[0] + plil: =
1L~}

iz

13 woad -ll_I_‘l_'pIJI'._lll_Sllnl o 1]

114Gt [l
' BL3l = pl2] " pldl:

15 - |

17

i int samplelil

18]

20 int *p = malloc{lD¥sizeol (Int)):

Il

22 add 0_1 pue_im 2(p):

23 mal_3 4 _puc_in Sip):

4

25 tree (p):

28 Eeturn 0:

27 -}

28

L

Issus [previse_allc:84] (UMR) = | ssue [samplel.c:1a) (un = |

) |ssue UMR Urenitiakzed Memory Flud at a-dd'ul 5000& {4 bytes) on the heap

Stacktrace

= [ call stack = [ allocated st Stack (size 40)
D add_0_1_put_in_2 ot samplele 10 ® samplel ot samplel o0
© samplel st samplel.c22 @ maln &t ma
B main st main o ® _start in aout
© _start m aout+0ox10dda i

9. Close the Code Analyzer GUI.

Collecting and Displaying Code Coverage Data

Whether or not you have collected static data or dynamic memory access data, you can compile, instrument,
and run your application to collect code coverage data.
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Since you built the application with the -g option before you collected dynamic memory error data and
saved a copy of the binary before instrumenting it, you can copy the saved binary to instrument for
coverage data collection.

cp a.out.save a.out
Instrument the binary with Uncover:
uncover a.out

Run the instrumented binary to collect the code coverage data.

./a.out

The code coverage data is written to an a. out . uc directory in your sample directory.

Run Uncover on the a. out . uc directory.

uncover -a a.out.uc

The code coverage data is written to an uncover subdirectory in the a. out.analyze directory in your
sample directory.

Open the Code Analyzer GUI to view the results:

code-analyzer a.out &

The Results tab now shows static issues, dynamic memory issues, and code coverage issues. To filter the
results and show just the code coverage issues, select the Coverage checkbox on the Issues tab.

Now the Results tab shows just the twelve code coverage issues. The description of each issue includes a
potential coverage percentage, which indicates the percentage of coverage that will be added to the total
coverage for the application if a test covering the relevant function is added.
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l e

| Showsng 12 Issues Show: m Ignored

+ Uncovered Functliom: Potentlal Coverage 13.0% o e
“ test_for_memoryleak 5

{exportihomel/code-analyzer/sample/previse_all.c:35

31: lfl'ilfilfillillillilli‘liu[, leak g[:qrilkilkiikiikiikiif

32: Wdetine I 20

34: woid test for memoryleak(void)

A%: |

ELH int *ptrA, sum = 0;

el

Uncovered Function: Potential Coverage 9.6%
test_for_aoh
fexport/homel/code-analyzer/sample/previse_all.c:9

F T T L e e

=

¢ extern woid bar (int )
¢ int test for_aoh{int len)

&
7
a8
L
1

O: int 1, aflen], s = O;

Uncovered Function: Potential Coverage B.6%
function with large functionality
[export/homel/code-analyzer/sample/sample2.c: 38
35: helper functiom 2{):

36}

37: veid function with large functionality()
as: |

39: helper function 1{}:

B

Uncovered Function: Potential Coverage 6.8%
test_for_nulld
fexport/homel/code-analyzer/sample/previse_all.c:63

B0 Jekkbddadkbbbsdkbbdsdbinnl]l pointer dereferencetsdbdibsbidibiif

[=

6l: char * gp:

&2: imt test for mulld {int ctl})
63 |

(T H #{long*}@d = O:

g Uncovered Function: Potential Coverage 5.2%
= test_for_umr

T2: return (#{{volatile int *}@)}):

73: )

ThH: ferksdk s Rk Ak AR AR ARy error SRR R
T6: imt test for wmr {int b1, int B2} |

TT: int 1, 3:

§ Uncovered Function: Polential Coverage 4.6%
= test_for_urv

104: int £1 {dmt):

106: Hpragma ne_ side effect (1)
108: int test for mrv ()

109: | Il '

Note - To see all of the issues without scrolling up and down, click the Hide Snippets button

Snippets . )
at the top of the Results tab to hide the code snippets.

7. Inthe Issues tab, notice that nine of the coverage issues are in the previse_all.c source file, three of them
arein sample2.c,and oneisin previse_1.c. To further filter the results and show just the issues for the
sample2. c file, select the checkbox for that file on the Issues tab.

The Results tab now shows just the three code coverage issues found in sample2. c.
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| Resuis |

Showing 3 1ssues

. Uncovered Function: Potential Coverage 8.9%

& function_with_large_functionality
35 helper Tunctien 2() :
ELT |
37: void function with large Tunctionality()
ELERN |
39: helper funotion 10):

Uncovered Function: Potential Coverage 2.0%
function_with_small_functionality
inetfdct-06/exportfhome/anabytics-0301/sample/sample,c:43

B

tLH helper funotion 10);

do:

42: void function with small functionality()
43:

ad: helper fanctien 5{);

& Uncovered Function: Potential Coverage 1.2%
report_error

ad: helper functien 5{):

45: |

47: woid repert ervor()

as: |

(L H printf{“An error has occurredin®);

8. Open the source file by clicking on the source file path link in one of issues. Scroll down in the source file

until you see the warning icons in the left margin.

| Resuts x| 1 samplez.c x|
B W EE-8 qese ay waE

3z _\l'ul\l hueJ.net_[u.ucnun_l 1l

= E
34 prinef {"helpesr function Lyn");

s helper_tunction_ 2 (17

3E 1

37| [wvotd function_with_large_functionality ()
)

b4 | |- helper_tunction_1():

4o 1

_\rcu.:l E'u.n:t_lun_lrlt h_smnil_fun.cl: ionality ()

aL
42
B
a4 T helper function 5();
a5 1
45

47 [wold report_erroz()
B
Ll PEABCE {"AN SrEor has ocourreEdinTys
50 1

51
52 int =samplel ()

530 |

54

&5 covered_function();
SE 1t jecroc)

a7 [ Eeport _&rroril.
58 return OF

58 1

L]

Code that is not covered is marked with a yellow bracket, for example

helper function 51();
}

a5 [ lv:lper_tum:r_lon_'i T Y
SE 1

a7 void helpsr function 21|

A

28 princt {"helper_funcrion Z\mn"):

0 helper fusceclen 3();

an 1

. The coverage issues found in the file are marked with warning

icons %
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Using the Issues Found by the Code Analyzer to Improve
Your Code

By fixing the core issues found by the Code Analyzer, you should be able to eliminate the other issues found in
your code, and make major improvements in its quality and stability.

By doing static error checking, you can find the risky code in your application. But static error checking can
generate false positives. Dynamic checking can help verify and eliminate these errors, giving a more accurate
picture of the issues in your code. And code coverage checking can help you improve your dynamic test
suites.

The Code Analyzer integrates the results these three types of checking to give you the most accurate analysis
of your code all in one tool.

Potential Errors Found by Code Analyzer Tools

The compilers, Discover, and Uncover find static code issues, dynamic memory access issues, and coverage
issues in your code. The specific error types that are found by these tools and analyzed by the Code Analyzer
are listed in the following sections.

Static Code Issues
Static code checking finds the following types of errors:

ABR: beyond Array Bounds Read

ABW: beyond Array Bounds Write

DFM: Double Freeing Memory

ECV: Explicit type Cast Violation

FMR: Freed Memory Read

FMW: Freed Memory Write

FOU: PM_OUT use before definition

INF: INFinite empty loop

Memory leak

MEFR: Missing Function Return

MRC: Missing malloc Return value Check

NFR: uNinitialized Function Return

NUL: NULI pointer dereference, leaky pointer check
REM: Return Freed Memory

UMBR: Uninitialized Memory Read, Uninitialized Memoey Read bit operation
URV: Unused Return Value

VES: out-of-scope local Variable usage

Dynamic Memory Access Issues

Dynamic memory access checking finds the following types of errors:

ABR: beyond Array Bounds Read
ABW: beyond Array Bounds Write
BFM: Bad Free Memory

BRP: Bad Realloc address Parameter
CGB: Corrupted Guard Block
DEM: Double Freeing Memory
FMR: Freed Memory Read

FMW: Freed Memory Write

IMR: Invalid Memory Read

IMW: Invalid Memory Write
Memory leak

OLP: OverLaPping source and destination
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PIR: Partially Initialized Read

SBR: beyond Stack Bounds Read
SBW: beyond Stack Bounds Write
UAR: UnAllocated memory Read
UAW: UnAllocated memory Write
UMR: Unitialized Memory Read

Dynamic memory access checking finds the following types of warnings:

= AZS: Allocating Zero Size
= Memory leak
= SMR: Speculative unitialized Memory Read

Code Coverage Issues

Code coverage checking determines which functions are uncovered. In the results, code coverage issues
found are labeled as Uncovered Function, with a potential coverage percentage, which indicates the
percentage of coverage that will be added to the total coverage for the application if a test covering the
relevant function is added.

Oracle Solaris Studio 12.3 Code Analyzer Tutorial
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