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Abstract

This document contains release notes for the changes in MySQL Shell 9.4.

For additional MySQL Shell documentation, see http://dev.mysql.com/.

Updates to these notes occur as new product features are added, so that everybody can follow the development
process. If a recent version is listed here that you cannot find on the download page (https://dev.mysql.com/
downloads/), the version has not yet been released.

The documentation included in source and binary distributions may not be fully up to date with respect to release note
entries because integration of the documentation occurs at release build time. For the most up-to-date release notes,
please refer to the online documentation instead.

For legal information, see the Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other MySQL
users.
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Preface and Legal Notices
This document contains release notes for the changes in MySQL Shell 9.4.

Legal Notices

Copyright © 1997, 2025, Oracle and/or its affiliates.

License Restrictions

This software and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted
in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast,
modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-free.
If you find any errors, please report them to us in writing.

Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S.
Government, then the following notice is applicable:
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U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications
of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed
by U.S. Government end users are "commercial computer software," "commercial computer software
documentation," or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs (including
any operating system, integrated software, any programs embedded, installed, or activated on delivered
hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract.
The terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable
contract for such services. No other rights are granted to the U.S. Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other
measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.

Trademark Notice

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names
may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks
are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD,
Epyc, and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a
registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible for and
expressly disclaim all warranties of any kind with respect to third-party content, products, and services
unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation and its
affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services, except as set forth in an applicable agreement between you and
Oracle.

Use of This Documentation

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion to other
formats is allowed as long as the actual content is not altered or edited in any way. You shall not publish
or distribute this documentation in any form or on any media, except if you distribute the documentation in
a manner similar to how Oracle disseminates it (that is, electronically for download on a Web site with the
software) or on a CD-ROM or similar medium, provided however that the documentation is disseminated
together with the software on the same medium. Any other use, such as any dissemination of printed
copies or use of this documentation, in whole or in part, in another publication, requires the prior written
consent from an authorized representative of Oracle. Oracle and/or its affiliates reserve any and all rights
to this documentation not expressly granted above.
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Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website
at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support for Accessibility

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=trs if you are hearing impaired.

Changes in MySQL Shell 9.4.0 (2025-07-22, Innovation Release)

Note

These release notes were created with the assistance of HeatWave GenAI.

• Deprecation and Removal Notes

• AdminAPI Added or Changed Functionality

• AdminAPI Bugs Fixed

• Utilities Added or Changed Functionality

• Utilities Bugs Fixed

• Functionality Added or Changed

• Bugs Fixed

Deprecation and Removal Notes

• The following, deprecated in previous releases, were removed in this release:

• -mc

• -ma

• -mx

• --dba=enableXProtocol

• --dba-log-sql

• shell.options.outputFormat

• .routingOptions()

• addInstances and removeInstances were removed from Cluster.rescan()

(WL #16922)
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AdminAPI Added or Changed Functionality

• dba.deploy_sandbox_instance() is extended with the option mysqldPath. This option enables
you to specify the path to the mysqld binary, or MySQL installation root, to use as the seed instance for
your sandbox deployment. (Bug #25423030)

AdminAPI Bugs Fixed

• It was not possible to import a Routing Guideline with import_routing_guideline() if the
guideline's name was already used by an existing guideline on the target topology. Using the force
option overwrote the existing guideline with the imported guideline.

As of this release, the rename option is added to import_routing_guideline(), enabling you to
define an alternate name for the imported guideline, which is used in the event of a naming clash. (Bug
#37750932)

• RoutingGuideline.show({"router": routerId}) failed if the guideline was defined on a
ClusterSet. (Bug #37739359)

Utilities Added or Changed Functionality

• Partitioned tables without a primary key are now reported as errors when running a dump with the
create_invisible_pks compatibility option set, as all columns used in the partitioning expression
must be part of every unique key. Errors are returned similar to the following:

ERROR: Table `s`.`t` does not have a 
  Primary Key, this cannot be fixed automatically because the 
  table is partitioned (this issue needs to be fixed manually)

(Bug #37892879)

• The Dump and Load utilities' ociAuth option now supports instance_obo_user. (Bug #37781203)

• It is now possible to disable collection of host-specific diagnostics information, with the
collectDiagnostics utility's hostInfo option.

hostInfo option defaults to true. To disable, set to false. (Bug #36391259)

Utilities Bugs Fixed

• util.dumpInstance returned the following error when run against MySQL HeatWave DB Systems:

ERROR: User 'admin'@'%' is granted restricted privilege: OPTION_TRACKER_OBSERVER 
(fix this with 'strip_restricted_grants' compatibility option)
      

The list of privileges has been updated to include OPTION_TRACKER_OBSERVER. (Bug #37958876)

• It was not possible to dump data from a MySQL HeatWave DB System running MySQL 8.4, if the
Hypergraph Optimizer was enabled. Errors were returned similar to the following:

MySQL Error 3999 (42000): The hypergraph optimizer does
not yet support 'EXPLAIN with TRADITIONAL format'
    

As of this release, queries which chunk or fetch data from HeatWave-enabled tables now use an
optimizer hint which disables offloading to HeatWave. This also improves dump performance. (Bug
#37904121)
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• The load dump utility failed if the target MySQL instance did not have Performance Schema enabled. An
error similar to the following was returned:

ERROR: [Worker006]: Error opening connection to MySQL: MySQL Error 1683 (HY000): 
'ps_current_thread_id': The Performance Schema is not enabled.
      

As of this release, if the call to ps_current_thread_id() fails for any reason, it is logged, but does
not cause the load to stop. (Bug #37867455)

References: See also: Bug #36197620.

• A fix introduced in 9.1.0 enabled the dump utilities to compare the server version to the MySQL Shell
version and return an error if the server's minor version was greater than MySQL Shell's.

As of this release, an error is returned only if the server has a higher major version. If the minor version
is greater, a warning is logged. (Bug #37866205)

References: See also: Bug #36701854.

• MySQL Shell logging has been improved for LOAD DATA warnings generated by util.importTable and
util.loadDump. Previously, LOAD DATA warnings were printed to the terminal and were difficult to locate
in the log. For example:

Warning: schema@table@123.tsv.zst error 1062: Duplicate entry
'1234567' for key 'table.PRIMARY'

These messages have been improved, making them easier to find in the log. For example:

Warning: An error has been reported while loading data into
`schema`.`table` from 'schema@table@123.tsv.zst' file, error 1062:
Duplicate entry '1234567' for key 'table.PRIMARY'

(Bug #37800574)

• The MySQL REST Service-specific account, ocirest, is automatically excluded when dumping with
ocmids:true, or loading into MySQL HeatWave DB Systems. (Bug #37792183)

• If util.copyInstance or util.loadDump connected using an account without the
ALLOW_NONEXISTENT_DEFINER  privilege, and tried to copy a non-view DDL object with a DEFINER
clause set to an account included in the dump, an error was returned similar to the following:

Error processing schema `<schema>`: Access denied; you need 
(at least one of) the SUPER or ALLOW_NONEXISTENT_DEFINER privilege(s) 
for this operation 
      

As of this release, the accounts are created before any other DDL objects and grants are applied before
view placeholders are replaced with views. (Bug #37669785)

• The Upgrade Checker utility returned a false positive for partial keys in schemas referencing full keys in
other schemas. (Bug #37651453)

• util.copySchemas() could hang if a dump was loaded or copied using an account which lacked the
SELECT privilege on the Performance Schema. The operation hung when indexes were rebuilt. Errors
were returned similar to the following:

MySQL Error 1142 (42000): SELECT command denied to user for table 'events_stages_current'

As of this release, error handling is added for this issue. (Bug #37593239)
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Functionality Added or Changed

• MySQL Shell session objects now support storing client data, providing an alternative to using global
dictionaries tied to session IDs, and improving management of session-specific data for plugins written in
Python or JS. Several other improvements were made to session objects as part of this enhancement.

The following changes were made:

• setClientData() and getClientData() methods added to the classic and X session objects.

• Added a trackSystemVariable() method to the ClassicSession object to allow tracking
SQL_MODE.

• Added a sqlMode property to the ClassicSession object.

(Bug #37710803)

• Shell now supports the storage of generic secrets. You can use the following new functions to manage
your secrets:

• shell.storeSecret(key, value): Stores a secret with the given key.

• shell.readSecret(key): Reads a secret with the given key.

• shell.deleteSecret(key): Deletes a secret with the given key.

• shell.deleteAllSecrets(): Deletes all secrets

• shell.listSecrets(): Lists keys of all secrets

Note

Secrets stored with this API are not accessible to the credential methods listed
here: Working with Credentials, nor can this API cannot access credentials
managed by that API.

See Generic Secret Storage for more information. (WL #16958)

Bugs Fixed

• Custom SQL Handlers did not correctly handle statements preceded by a full line comment. A syntax
error was returned, similar to the following:

mysqlsh.DBError: MySQL Error (1064): You have an error in your SQL syntax; 
check the manual that corresponds to your MySQL server version for the right 
syntax to use near 'yourStatement' at line 2
      

(Bug #37979837)

• MySQL Shell now supports the --local-infile command-line parameter, similarly to the mysql
client.

See mysqlsh — The MySQL Shell for more information. (Bug #37960814)

• Kerberos authentication is now supported on macOS. The authentication_kerberos_client
plugin is now bundled on macOS installations of MySQL Shell. (Bug #37777584)

• MySQL Shell could crash when dumping a table with a functional, or virtual, index.
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The following error was returned:

Segmentation fault (core dumped)
      

(Bug #37770454)

• Using placeholders in SQL queries, such as CREATE REST ... OPTIONS { "cache_ttl": ? }
with parameters, could return a parse error. (Bug #37196079)

• MySQL Shell read all profiles in an AWS config file, including those which were not properly prefixed with
profile. Error messages were returned similar to the following:

Could not obtain credentials to assume role using profile 'default';:
Partial AWS credentials found in config file 
(/path/.aws/config, profile: 
  nameOfProfile), 
missing the value of 'aws_secret_access_key' (RuntimeError);.
      

As of this release, MySQL Shell correctly handles AWS configuration profiles by requiring the profile
prefix, ensuring that only valid profiles are read. (Bug #36916939)

• The runSql() method in the X session did not support ! placeholders. Errors were returned similar to
the following:

        MySQL Error (5015): Session.run_sql: Too many arguments
      

(Bug #34715428)

• Connections to invalid SSH URIs were not properly closed, resulting in multiple defunct sshd processes.
As of this release, tunnel handling is improved and unused tunnels are closed automatically. (Bug
#33564687)

• It was not possible to start MySQL Shell on ARM platforms if PAGE_SIZE was set to 64K. An error
similar to the following was displayed:

mysqlsh: error while loading shared libraries: 
libssh.so.4 ELF load command aligment not page-aligned
      

(Bug #118021, Bug #37854467)
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