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= Related Documents

s Conventions

This document is intended for users of Oracle Fusion Middleware 115 .

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http: //www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.
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Introduction

This chapter introduces Oracle Fusion Middleware Release Notes, 11g Release 1
(11.1.1). It includes the following topics:

s Section 1.1, "Latest Release Information"

= Section 1.2, "Purpose of this Document"

= Section 1.3, "Operating System Requirements"
= Section 1.4, "Memory Requirements"

s Section 1.5, "Certification Information"

= Section 1.6, "Licensing Information"

1.1 Latest Release Information

This document is accurate at the time of publication. Oracle will update the release
notes periodically after the software release. You can access the latest information and
additions to these release notes on the Oracle Technology Network at:

http://www.oracle.com/technology/documentation/

1.2 Purpose of this Document

This document contains the release information for Oracle Fusion Middleware 11g
Release 1 (11.1.1). It describes differences between Oracle Fusion Middleware and its
documented functionality.

Oracle recommends you review its contents before installing, or working with the
product.

1.3 Operating System Requirements

Oracle Fusion Middleware installation and configuration will not complete
successfully unless users meet the hardware and software pre-requisite requirements
before installation. See the Oracle Fusion Middleware Installation Planning Guide for
a complete list of operating system requirements.

1.4 Memory Requirements

Oracle Fusion Middleware memory requirements for installation, configuration, and
runtime are as follows:
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1. Without a Database on the same server: Minimum 4 GB physical memory and 4
GB swap.

2. With a Database on the same server: Minimum 6 GB physical memory and 6 GB
swap.

Note: These minimum memory values are with the assumption that

no user or operating system process is consuming any unusually high
amount of memory. If such a condition exists, corresponding amount

of additional physical memory will be required.

1.5 Certification Information
This section contains the following:
m  Section 1.5.1, "Where to Find Oracle Fusion Middleware Certification Information"

= Section 1.5.2, "Certification Exceptions"

1.5.1 Where to Find Oracle Fusion Middleware Certification Information

The latest certification information for Oracle Fusion Middleware 11g Release 1
(11.1.1) is available at the Oracle Fusion Middleware Supported System
Configurations Central Hub:

http://www.oracle.com/technology/software/products/ias/files/fus
ion_certification.html

1.5.2 Certification Exceptions

This section describes known issues (exceptions) and their workarounds that are
associated with Oracle Fusion Middleware 11g certifications. For a list of known issues
that are associated with specific Oracle Fusion Middleware 11g Release 1 (11.1.1)
components, see the Release Notes for the specific Oracle Fusion Middleware 11g
Release 1 (11.1.1) component.

1.5.2.1 Certification Information for Oracle Fusion Middleware 11g R1 with Oracle
Database 11.2.0.1

If you choose to configure Oracle Internet Directory with Database vault, do the
following:

1. Apply patch 8897382 to fix bug 8897382.

Note: the following workaround is required only if the Oracle Fusion
Middleware version is 11.1.1.1.0 (11gR1). This issue will be fixed in
11.1.1.2.0.

2. Apply the workaround for bug 8987186 by editing
<OH>/1ldap/datasecurity/dbv_oid_command_rules. sql file and find the
following declaration:

/declare

begin
dvsys.dbms_macadm.CREATE_COMMAND_RULE (
command => 'CONNECT'
,rule_set_name => 'OID App Access'
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,0bject_owner => 'ODS'
,object_name => '$%'
,enabled => 'Y');
commit;
end; /

and change the line that is indicated in bold:

/declare

begin
dvsys.dbms_macadm.CREATE_COMMAND_RULE (
command => 'CONNECT'
,rule_set_name => 'OID App Access'
,object_owner => '%'
,object_name => '$%'
,enabled => 'Y');

commit;

end;/

1.5.2.2 Restrictions on Specific Browsers

1.5.2.2.1 Java Plugin for Discoverer Plus Not Downloaded Automatically on Firefox When you
attempt to connect to Discoverer Plus by using the Mozilla Firefox browser on a
computer that does not have Java 1.6 installed, Firefox does not download the JRE 1.6
plug-in automatically. Instead, Firefox displays the following message: "Additional
plugins are required to display this page..."

The workaround is to download the JRE 1.6 plug-in by clicking the Install Missing
Plugin link to install it manually.

1.5.2.3 Process to Install and Configure WebCenter With 32-bit JDK on Supported
64-Bit Platform

For WebCenter 11¢g Release 1, the following platform has been verified with 32-bit
JDK:

HP Itanium and HP PA-RISC:

32-bit HP JDK 1.6.0.02+

To install and configure WebLogic Server with 32-bit JDK perform the following steps:
1. Install the supported 32-bit JDK
2. Export the 32-bit JDK environment. For example:

export JAVA_HOME=/scratch/aime/jdkl.6.0_11
export PATH=/scratch/aime/jdkl.6.0_11/bin:$PATH

3. Run the WebLogic Server generic installer to install WebLogic Server with 32-bit
JDK:

java -jar wlsl031_generic.jar

4. Install WebCenter with the required 64-bit JDK. Unzip the shiphome and go to
Disk1, then invoke runInstaller command with -jreLoc pointing to the 64-bit
JDK. For example:

./runInstaller -jreLoc /scratch/aime/jdk1.6.0_11/jre

5. Run the configuration script to create the WebCenter Domain:
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$SORACLE_HOME/common/bin/config.sh

6. Provide the 32-bit JDK location while running the configuration script. After the
domain is configured with 32-bit JDK, no further updates are required.

1.6 Licensing Information
Licensing information for Oracle Fusion Middleware is available at:
http://oraclestore.oracle.com

Detailed information regarding license compliance for Oracle Fusion Middleware is
available at:

http://www.oracle.com/technology/products/ias/index.html
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Installation and Configuration

This chapter describes issues associated with Oracle Fusion Middleware installation
and configuration. It includes the following topics:

Section 2.1, "Installation Issues and Workarounds"
Section 2.2, "Configuration Issues and Workarounds"
Section 2.3, "Known Issues"

Section 2.4, "Documentation Errata"

2.1 Installation Issues and Workarounds

This section describes installation issue and workarounds. It includes the following
topics:

Section 2.1.1, "Installing Oracle SOA Suite on a Dual Stack Host with IPv4"

Section 2.1.2, "Installing Oracle Web Tier 32-bit on a 64-bit Linux Operating
System"

Section 2.1.3, "Prerequisite Warnings During Installation"

Section 0.0.3, ""Null" Dialog Box Appears When Installing Oracle Identity
Management to FAT32 File System on Windows"

Section 2.1.4, "IRF Startup Class Exceptions May Appear in Oracle WebLogic
Managed Server Logs After Extending Oracle Identity Management Domain"

Section 2.1.5, "WebLogic Administration Server Must Be Running When
Extending Oracle Identity Management Domains"

Section 0.0.5, "Oracle Identity Management Must Be Installed on the C:\ Drive"
Section 2.1.6, "Problems Installing in Thai and Turkish Locales"

Section 2.1.7, "Installing Oracle UCM in Stand-Alone Mode"

Section 2.1.8, "Setting the nls_length_semantics Parameter in your Database"

Section 2.1.9, "Proper Deinstallation for Reinstallation in the Event of a Failed
Installation"

Section 2.1.10, "Running irca.sh or irca.bat Against an Oracle 10g Database”"
Section 2.1.11, "Installing the SOAINFRA Schema with DBA Permissions"
Section 2.1.12, "Deinstallation Does Not Remove WebLogic Domains"

Section 2.1.13, "Failures in the Installation Log File"
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= Section 2.1.14, "Response File is Missing the MIDDLEWARE_HOME Entry"

»  Section 2.1.15, "Ignore Error Message CheckPatchApplicableOnCurrentPlatform
Failed"

2.1.1 Installing Oracle SOA Suite on a Dual Stack Host with IPv4

If you install Oracle SOA Suite on a dual stack host and the SOA front end URL is only
set to IPv4, Oracle BPM Worklist or asynchronous callbacks from IPv6-only clients
may have problems resolving IPv4 callback URLs (and vice-versa).

The work around is to use either a split Domain Name System (DNS) or another
forward proxy configuration. This enables the IPv6-only client to connect to a dual
stack box through its IPv6 interface.

2.1.2 Installing Oracle Web Tier 32-bit on a 64-bit Linux Operating System

The following note exists in the Oracle Fusion Middleware Installation Guide for Web Tier
and Oracle Fusion Middleware Quick Installation Guide for Oracle Web Tier:

Note: If you are installing the 32-bit version of the product, the
system on which you are installing must also be a supported 32-bit
system. Installing a 32-bit version of the product on a 64-bit system is
not supported.

A 32-bit Linux version of Oracle Web Tier may be installed on a 64-bit Linux platform
by doing the following:

1. Run the following command before starting the installer:
linux32 bash

2. During the installation, you will receive an error during the linking phase. To
work around this error:
a. Loginas root user.

b. Move the existing /usr/bin/gcc file to /usr/bin/gcc. orig with the mv
command:

mv /usr/bin/gcc /usr/bin/gcc.orig
c. Using a text editor such as vi, create a new file called gcc41 that contains the
following conent:

#!/bin/sh
exec /usr/bin/gcc.orig -m32 -static-libgcc
-B/usr/lib/gcc/1586-suse-1inux/2.95.3/ $*

Note: The file i586-suse-1linux/2.95.3 may differ slightly
depending on the exact version of your Linux operating system.
Verify the exact version of your Linux operating system in use; search
for the 32bit directory in /usr/1ib/gcc and obtain the exact file
name.

d. Change the file permission for the gcc41 file using the following command:

2-2 Oracle Fusion Middleware Release Notes



Installation Issues and Workarounds

chmod 755 /usr/bin/gccdl

e. Create a symbolic link to /usr/bin/gcc with the following command:

In -s -f /usr/bin/gccdl /usr/bin/gcc

2.1.3 Prerequisite Warnings During Installation

Vendor release updates cummulative patches and/or packages that may superseed
our listed Oracle Fusion Middleware 11g Release 1 prerequisites for platforms. As
long as vendor approved patches and/or packages are installed, the prerequisite
warnings could be ignored and the installation completed.

Another option is to use -ignoreSysPreRegs command line additional argument to
the runInstaller as:

$ Mount_Point/runInstaller -ignoreSysPreReqgs other required install options

2.1.4 JRF Startup Class Exceptions May Appear in Oracle WebLogic Managed Server
Logs After Extending Oracle Identity Management Domain

After extending an Oracle Identity Management domain, you may see exception
messages related to JRF Startup Class in the managed server log files. For example:

Failed to invoke startup class "JRF Startup Class",
oracle.jrf.PortabilityLayerException: Fail to retrieve the property for the Common
Components Home.

oracle.jrf.PortabilityLayerException: Fail to retrieve the property for the Common
Components Home.

You can safely ignore these exception messages—there is no loss in functionality.

2.1.5 WebLogic Administration Server Must Be Running When Extending Oracle
Identity Management Domains

When you install Oracle Identity Management, you have several options for choosing
how the Oracle Identity Management components are installed in relation to an Oracle
WebLogic Server administration domain. If you select the Extend Existing Domain
option on the installer's Select Domain screen, Oracle Identity Management
components are installed in an existing Oracle WebLogic Server administration
domain.

To install Oracle Identity Management components in an existing administration
domain using the Extend Existing Domain option, the Oracle WebLogic
Administration Server instance must be running.

2.1.6 Problems Installing in Thai and Turkish Locales

Turkish and Thai users are recommended to install and run Oracle Fusion Middleware
using the English locale. Oracle Fusion Middleware does support Turkish and Thai
locales as clients.

2.1.7 Installing Oracle UCM in Stand-Alone Mode

The Oracle WebCenter installation gives you the option of installing Oracle Universal
Content Management (UCM). If you choose not to install Oracle UCM during the
Oracle WebCenter installation, you can install Oracle UCM separately in stand-alone
mode. Installation instructions are available at the following location:
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http://download.oracle.com/docs/cd/EL10316_01/owc.htm

These installation instructions are missing some important information, which is
covered below. The following topics are covered:

= Section 2.1.7.1, "Do Not Include Folders_g in the Installation”

s  Section 2.1.7.2, "Disable Trash in the Installation"

2.1.7.1 Do Not Include Folders_g in the Installation

The last question is during the installation procedure is:

Select components to install.
1. ContentFolios: Collect related items in folios

2. Folders_g: Organize content into hierarchical folders
3. LinkManager8: Hypertext link management support
4. OracleTextSearch: External Oracle 1lg database as

search indexer support
5. ThreadedDiscussions: Threaded discussion management
Enter numbers separated by commas to toggle, 0 to unselect all, F to finish:

Make sure you DO NOT include number 2 (Folders_g) for this answer; you should
not install Folders_g using the installation script. Folders_g will be installed when
the we_contentserverconfig. sh script is run.

2.1.7.2 Disable Trash in the Installation

Instead of installing an new Content Server to use with Oracle WebCenter, you have
the option of using an existing Content Server. Any existing Content Server used with
Oracle WebCenter should have the Trash disabled. Trash will only be in the Content
Server if you have installed a foldering component.

To see if Trash is enabled in the Content Server:
1. Go to Administration.

2. Go to Folder Configuration.

3. Go to System Folder Configuration.

The colour of the dot next to the Trash folder indicates whether or not the Trash is
enabled:

s Green = enabled
= Gray = disabled
To disable the Trash:
1. Ensure you can edit marked folders:

a. Open the stellent_dir/custom/Folders_g/folders_
environment.cfg (on UNIX) or stellent_dir\custom\Folders_
g\folders_environment.cfg (on Windows) file.

b. Verify that the CollectionReadOnlyMarkedFolders valueis set to true:

CollectionReadOnlyMarkedFolders=true

2. Restart the Content Server if you changed the folders_environment.cfg file.
3. Login to the Content Server Home Page as a user with Administrator privileges.

4. Go to Administration.

2-4 Oracle Fusion Middleware Release Notes



Installation Issues and Workarounds

5. Go to Folder Configuration.
6. Go to System Folder Configuration.

7. Click on the green dot next to Trash. This will disable the Trash folder and will
turn the dot grey.

8. Restore the value of CollectionReadOnlyMarkedFolders if you had changed
it and restart the Content Server.

2.1.8 Setting the nis_length_semantics Parameter in your Database

Oracle Fusion Middleware only supports schemas in a byte-mode database. The nls_
length_semantics initialization parameter on the database where the schemas
reside must be set to BYTE; setting this parameter to CHAR is not supported.

To check the values of this parameter using SQL*Plus, you can use the show
parameters command:

prompt> sglplus "sys/password as sysdba"SQL> show parameters nls_length_semantics

Replace password with the actual password for the SYS user.
Alternatively, you can check the values by querying the V$PARAMETER view:

prompt> sqglplus "sys/password as sysdba"SQL> select name,value from vS$parameter;

2.1.9 Proper Deinstallation for Reinstallation in the Event of a Failed Installation

In the event that an installation fails, and you want to deinstall the failed installation
and then reinstall the software to the same location, you must do the following;:

1. Make sure that all the managed servers in the failed installation are shut down.
You must verify this in the Administration Console; the word "SHUTDOWN"
must appear next to the managed server name.

2. Deinstall the binaries in the Oracle Home directory using the deinstaller in the
ORACLE_HOME/oui/bin directory.

3. Delete all the managed servers from the failed installation in the config.xml file
by using the Administration Console or WLST.

4. Delete all directories in the DOMAIN HOME/servers directory:

This procedure will enable you to reinstall the software to the same location, using the
same managed server names.

2.1.10 Running irca.sh or irca.bat Against an Oracle 10g Database

If you run the Integration Repository Creation Assistance Tool (irca.sh on UNIX
operating systems or irca.bat on Windows operating systems) against an Oracle
10g database, you will get a java.lang.UnsupportedClassVersionError error.

2.1.11 Installing the SOAINFRA Schema with DBA Permissions

If you need to install the SOAINFRA schema and you are using a user with only DBA
permissions, run the following commands on your database prior to running RCU:

GRANT ALL ON dbms_agadm TO user WITH GRANT OPTION;
GRANT ALL ON dbms_ag TO user WITH GRANT OPTION;

Replace user in the command with the name of your database user.
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2.1.12 Deinstallation Does Not Remove WebLogic Domains

There may be certain scenarios where you will need to remove WebLogic Domains
that you have created. The Oracle Universal Installer is used to remove Oracle
Instances and Oracle Home directories only; it does not remove WebLogic Domains.

If you need to remove a WebLogic Domain, you must do so manually. Please refer to
your Oracle WebLogic Server documentation for more information.

2.1.13 Failures in the Installation Log File

Upon completing of an Oracle Web Tier, Oracle Identity Management, or Oracle
Portal, Forms, Reports and Discoverer installation, the following errors may be seen in
the installtime_and date.log file:

[2009-11-04T21:15:13.959-06:00] [OUI] [NOTIFICATION] [] [OUI] [tid: 16]
[ecid: 0000IJ2LeAeFslALJab5Eif1Aw"91000007,0] OUI-10080:The pre-requisite for
the component Sun JDK 1.6.0.14.08 has failed.

[2009-11-04T21:15:13.960-06:00] [OUI] [NOTIFICATION] [] [OUI] [tid: 16]
[ecid: 0000IJ2LeAeFslALJabEif1Aw"91000007,0] OUI-10080:The pre-requisite for
the component Oracle Configuration Manager 10.3.1.2.0 has failed.

These messages occur because the Sun JDK and Oracle Configuration Manager are not
installed in the oracle_common directory. You can safely ignore these messages.

2.1.14 Response File is Missing the MIDDLEWARE_HOME Entry

When installing Oracle Web Tier, the sample response files that are provided in the
Diskl/stage/Response (on UNIX operating systems) or
Diskl\stage\Response (on Windows operating systems) directories are missing
an entry for specifying the Middleware Home directory.

If you plan on using these response files for silent installation, you must add the
MIDDLEWARE_HOME entry to the file. For example:

MIDDLEWARE_HOME=/home/Oracle/Middleware

2.1.15 Ignore Error Message CheckPatchApplicableOnCurrentPlatform Failed

On applying OPatch during Web Tier installation, the following error messages are
seen in Oralnventory log file:

Prerequisite check "CheckPatchApplicableOnCurrentPlatform" failed.
OPatch failed with error code 74

This error occurs as HP-UX PA-RISC and HP-UX Itanium patches are available in the
same folder, and the OPatch executes all the patches in that folder to overcome a bug
that returns the platform name.

The workaround is to ignore the error messages.

2.2 Configuration Issues and Workarounds

This section describes configuration issues and their workarounds. It includes the
following topics:

= Section 2.2.1, "Installing Oracle SOA Suite and Oracle Portal, Forms, Reports and
Discoverer in the Same Middleware Home"

2-6 Oracle Fusion Middleware Release Notes



Configuration Issues and Workarounds

»  Section 2.2.3, "Specify Security Updates Screen Does Not Appear in the
Configuration Wizard"

»  Section 2.2.4, "Unsupported Database Appears in the Configuration Wizard"

= Section 2.2.5, "Configuring Oracle Identity Management When WebLogic Node
Manager is Running"

= Section 2.2.6, "Configuring OID with Oracle Data Vault"

= Section 2.2.7, "Password Requirements for Oracle Internet Directory
Administrator”

= Section 2.2.8, "Changing the Listen Address of a Managed Server"
= Section 2.2.9, "Expand Cluster Requires Changes to the emd.properties File"
»  Section 2.2.10, "Domain Extension Overwrites JDBC Data Source Name"

»  Section 2.2.11, "Schemas Are Not Visible After Upgrade of Oracle Identity
Management"

s Section 2.2.12, "RCU Summary Screen Issues"
= Section 2.2.13, "Error Message When Configuring Oracle Identity Federation"

= Section 2.2.14, "Ensure There Are No Missing Products When Using unpack.sh or
unpack.cmd"

= Section 2.2.15, "Running unpack.sh or unpack.cmd on a Different Host"

= Section 2.2.16, "Rerouting to Original URL After SSO Authentication in Firefox
Browser"

2.2.1 Installing Oracle SOA Suite and Oracle Portal, Forms, Reports and Discoverer in
the Same Middleware Home

Oracle Portal, Forms, Reports and Discoverer should be installed in its own
Middleware home, which it can not share with any other Fusion Middleware
products. All other Fusion Middleware products, such as Oracle SOA Suite, Oracle
WebCenter Webcenter, or Oracle Identity Management, can share a Middleware
Home.

2.2.2 Extend Domain and Expand Cluster Scenarios with Remote Machines

In scenarios where you are using the Fusion Middleware Configuration Wizard to
extend a domain or expand a cluster with remote machines, you must make sure that
both the source and destination Middleware Home and Oracle Home directories are
identical.

2.2.3 Specify Security Updates Screen Does Not Appear in the Configuration Wizard

If you use silent installation (response file) to configure Oracle Identity Management,
security updates (through Oracle Configuration Manager) are not configured.
However, the ocm. rsp file is created in the Oracle Home directory. If you run the
Configuration Wizard GUI from the Oracle Home, you will not see the Specify
Security Updates Screen because of the presence of the ocm. rsp file.

To work around this issue, delete the ocm. rsp file from the Oracle Home and run the
Configuration Wizard to see the Specify Security Updates screen.
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2.2.4 Unsupported Database Appears in the Configuration Wizard

When running the Configuration Wizard after an Oracle SOA Suite, Oracle
WebCenter, or Oracle Application Developer installation, the "Configure JDBC
Component Schema Screen" lists IBM DB2 as one of the options in the drop-down list
of the "Vendor" field.

IBM DB2 is not yet supported and should not be selected on this screen.

2.2.5 Configuring Oracle Identity Management When WebLogic Node Manager is
Running

To configure Oracle Identity Management, using either the Install and Configure
option or the Configuration Wizard, when the WebLogic Node Manager utility is
running from the same Middleware Home directory where Oracle Identity
Management is installed, the StartScriptEnabled parameter in the
nodemanager.properties file must be set to true. For example:
StartScriptEnabled=true

To configure Oracle Identity Management when the StartScriptEnabled
parameter is set to false, you must:

1. Setthe StartScriptEnabled parameter to true.
2. Stop, then restart the Node Manager utility.

3. Configure Oracle Identity Management using either the Install and Configure
option or the Configuration Wizard.

Note: The nodemanager.properties file is located in the WL_
HOME /common/nodemanager/ directory.

2.2.6 Configuring OID with Oracle Data Vault
If you choose to configure Oracle Internet Directory (OID) with Oracle Data Vault:
1. Apply patch 8897382 (see the README file in the patch for instructions).

2. Inthe ORACLE _HOME/ldap/datasecurity/dbv_oid_command_rules.sqgl
(on UNIX operating systems) or ORACLE_HOME\ldap\datasecurity\dbv_
oid_command_rules.sqgl (on Windows operating systems) file, find the
following code:

/declare

begin
dvsys.dbms_macadm.CREATE_COMMAND_RULE (
command => 'CONNECT'
,rule_set_name => 'OID App Access'
,0bject_owner => 'ODS'
,object_name => '%'
,enabled => 'Y');

commit;

end; /

3. Change the following line:
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,0bject_owner => 'ODS'

to:

,object_owner => '$"'

2.2.7 Password Requirements for Oracle Internet Directory Administrator

When configuring Oracle Internet Directory, using either the installer's Install and
Configure option or the Configuration Wizard, you must enter and confirm the
Administrator Password.

The following is a list of the requirements for the Oracle Internet Directory
Administrator Password. The password must contain:

s Atleast 5 characters
s No more than 30 characters
s Atleast one number

= Only alpha-numeric characters, underscore ( _ ), dollar sign ( $ ), and pound/hash

(#)

Note: If the password you enter does not satisfy these requirements,
the following error message appears:

INST-07037: Administrator Password field value contains one or more
invalid characters or the value is not in proper format.

2.2.8 Changing the Listen Address of a Managed Server

When you run the Configuration Wizard after installing Oracle Identity Management
or Oracle Portal, Forms, Reports and Discoverer, the listen address for WebLogic
managed servers is left blank by default (to listen to all network interfaces). If you
change the listen address to the actual host name, the managed server stops listening
from outside the machine.

It is recommended that you either leave the listen address blank, or specify the IP
address of the host rather than using the host name.

2.2.9 Expand Cluster Requires Changes to the emd.properties File

After running the Oracle Fusion Middleware Configuration Wizard to expand a
cluster, the EMD_URL parameter in the INSTANCE_
HOME/EMAGENT/EMAGENT/sysman/config/emd.properties (on UNIX) or
INSTANCE_HOME\EMAGENT\EMAGENT\sysman\config\emd.properties (on
Windows) file contains the values shown below:

EMD_URL=http://localhost.localdomain:port/emd/main
You must edit this parameter and replace localhost and localdomain with the

actual host and domain information of your environment. For example, using 5160 as
the port number:

EMD_URL=http://myhost .mydomain.mycompany.com:5160/emd/main

Installation and Configuration 2-9



Configuration Issues and Workarounds

2.2.10 Domain Extension Overwrites JDBC Data Source Name

When a WebLogic Domain with JDBC resources is extended to either Oracle SOA
Suite or Oracle WebCenter, the JDBC data source name will be changed. This behavior
is commonly observed in cases where WebLogic Server version lower than 9.x is
upgraded to a version higher than 9.x and then extended to Oracle SOA Suite or
Oracle WebCenter.

To work around this issue, you must manually edit the JDBC data source names.

2.2.11 Schemas Are Not Visible After Upgrade of Oracle Identity Management

After upgrading Oracle Identity Management from Release 10g (10.1.4.3) to 11g
Release 1 (11.1.1), the Oracle Directory Service schemas (ODS and ODSSM) are not
visible in the Repository Creation Utility (RCU).

The reason for this is because RCU is not used during the upgrade process, and RCU
only recognizes schemas that are created by RCU. Refer to Oracle Fusion Middleware
Repository Creation Utility User’s Guide for more information.

2.2.12 RCU Summary Screen Issues

If you are dropping the Identity Management schemas and you select both Oracle
Internet Directory (0DS) and Oracle Identity Federation (OIF) to be dropped, the RCU
summary screen may not be displayed and an exception may be thrown in the
console.

To work around this issue, select and drop one component at a time instead of
selecting them both and dropping them together.

When other components are selected for a drop schema operation, the summary
screen may display inaccurate information. However, the selected schemas will be
successfully dropped from the database in spite of the erroneous information on the
summary screen.

To work around this issue, select and drop only one component at a time.

2.2.13 Error Message When Configuring Oracle Identity Federation

During the configuration of Oracle Identity Federation (OIF), the following error
message regarding key store and password may be seen in the configuration log file:

[app:0IF module:/fed path:/fed spec-version:2.5

version:11.1.1.1.0]: Failed while destroying servlet: usermanager.
java.lang.RuntimeException: The server could not initialize properly:
oracle.security.fed.sec.util.KeySourceException: Invalid/unsupported

key store or incorrect password. Please verify that the password is correct
and the store is a valid PKCS#12 PFX wallet or Java KeyStore file.

This error message can be safely ignored if OIF is running properly.

2.2.14 Ensure There Are No Missing Products When Using unpack.sh or unpack.cmd

Oracle SOA Suite, Oracle WebCenter, and Application Developer all contain the
pack. sh and unpack. sh (on UNIX systems) or pack . cmd and unpack. cmd (on
Window systems) commands in their respective ORACLE_HOME/common/bin (on
UNIX systems) or ORACLE_HOME\ common\bin (on Windows systems) directories.

The pack. sh and pack. cmd scripts are used to create a template archive (. jar) file
that contains a snapshot of either an entire domain or a subset of a domain. The
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unpack. sh and unpack. cmd scripts are used to create a full domain or a subset of a
domain used for a Managed Server domain directory on a remote machine.

The unpack. sh and unpack. cmd commands will fail if any installed products are
missing from the machine where you are running the unpack. sh or unpack. cmd
command.

2.2.15 Running unpack.sh or unpack.cmd on a Different Host

If you are running the unpack. sh (on UNIX) or unpack. cmd (on Windows)
command to unpack a domain on a remote host, the Oracle Home location and the
Middleware Home location on the remote host should match the locations on the host
where the pack was performed.

Below is a valid example:

Host 1:
MW_HOME = /user/home/Middleware
ORACLE_HOME =/user/home/Middleware/Oracle_SOAl

@ Host 2:
MW_HOME = /user/home/Middleware
ORACLE_HOME =/user/home/Middleware/Oracle_SOAl

The example below is NOT valid because the Oracle Homes do not match:

Host 1:
MW_HOME = /user/home/Middleware
ORACLE_HOME =/user/home/Middleware/Oracle_SOAl

@ Host 2:
MW_HOME = /user/home/Middleware
ORACLE_HOME =/user/home/Middleware/SOA_Home

The example below is NOT valid because the Middleware Homes do not match:

Host 1:
MW_HOME = /user/home/Middleware
ORACLE_HOME =/user/home/Middleware/Oracle_SOAl

@ Host 2:
MW_HOME = /user/home/MWHome
ORACLE_HOME =/user/home/Middleware/Oracle_SOAl

2.2.16 Rerouting to Original URL After SSO Authentication in Firefox Browser

When configuring Oracle Portal, Forms, Reports and Discoverer, when both Oracle
HTTP Server and Oracle Web Cache are selected for configuration, re-routing (back to
the original URL) after Single Sign-On (SSO) authentication does not work in Firefox
Browser when the initial request comes from Oracle HTTP Server.

The work arounds are to either use the Internet Explorer browser, or manually modify
the INSTANCE_HOME/config/OHS/instance_name/httpd.conf file and change
the ServerName entry to include the port number. For example:

ServerName myhost.mydomain.com

should be changed to:

ServerName myhost.mydomain.com:port
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Replace port with the actual port number.

2.3 Known Issues
This section describes known issues. It includes the following topics:
= Section 2.3.1, "Deinstall Command Runs Into java.lang.UnsatisfiedLink Error"
= Section 2.3.2, "Forms and Reports Builder Not Supported"

»  Section 2.3.3, "CFGFWK-60895 Error While Running Config.sh with SOA or
WebCenter Using HP JDK 1.6.0.02"

= Section 2.3.4, "Cloning on HP-UX Itanium and HP-UX PA-RISC (64-Bit) Platforms
Succeeds with Chmod:Invalid Option Message"

2.3.1 Deinstall Command Runs Into java.lang.UnsatisfiedLink Error

When command runInstaller -deinstall is run on HP-UX Itanium (64-Bit)
with HP 64bit JVM to deinstall WebCenter or SOA shiphome, it fails to start
deinstalling OUI and runs into java.lang.UnsatisfiedLink error. This happens
as -d64 flag is missing in oraparam. ini jre memory options.

Workaround

Run command runInstaller -deinstall -J-dé4 to continue the deinstallation
process.

2.3.2 Forms and Reports Builder Not Supported

Forms and Reports Builder is not suported on Linux x86-64, Solaris Operating System
(SPARC 64-Bit), AIX Based Systems (64-Bit), HP-UX PA-RISC (64-Bit), HP-UX Itanium,
and Microsoft Windows x64 platforms. It is supported on Linux x86 and Microsoft
Windows (32-Bit) platforms only.

2.3.3 CFGFWK-60895 Error While Running Config.sh with SOA or WebCenter Using HP
JDK 1.6.0.02
After installing SOA or WebCenter on HP-UX Itanium, config.sh is executed to create

a domain. At the Configure Server Start Mode and JDK step, if HP JDK 1.6.0.02 is
selected, the following error message shows after clicking the Next button:

CFGFWK-60895: The selected jdk version is lower than recommended minimum
version.

Workaround

Ignore the error message and click the OK button to continue with creating the
domain. HP JDK 1.6.0.02is certified for use with both SOA and WebCenter so this
error can be ignored. The other option to avoid this error message is to use HP
JDK1.6.0.03 (or higher).

2.3.4 Cloning on HP-UX Itanium and HP-UX PA-RISC (64-Bit) Platforms Succeeds with
Chmod:Invalid Option Message

Cloning is successfully done on HP-UX PA-RISC (64-Bit) and HP-UX Itanium
platforms. However, the installation logs show the chmod:invalid option
message.
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Workaround
Ignore the message because cloning completes successfully.

2.4 Documentation Errata
This section describes documentation errata. It includes the following topics:

m  Section 2.4.1, "Oracle Portal, Forms, Reports and Discoverer Installation Guide:
Missing Step for Restarting Node Manager"

m  Section 2.4.2, "Oracle Portal, Forms, Reports and Discoverer Installation Guide:
Missing Information in the Deinstallation Chapter"

= Section 2.4.3, "Missing Information for Deinstalling Oracle Homes"
= Section 2.4.4, "Invalid Oracle Home Installation Location Specified"

m  Section 2.4.5, "Invalid Note in Some Installation Guides"

2.4.1 Oracle Portal, Forms, Reports and Discoverer Installation Guide: Missing Step for
Restarting Node Manager

Section 2.7 ,"Installing in a Middleware Home Where Oracle SOA Suite or Oracle
Identity Management Already Exist" in the Oracle Fusion Middleware Installation
Guide for Oracle Portal, Forms, Reports and Discoverer is missing a third step. The
complete instructions should be as follows:

If you are installing Oracle Portal, Forms, Reports and Discoverer into a Midldeware
Home directory that already contains an Oracle SOA Suite or Oracle Identity
Management installation, you must do the following before you install:

1. Navigate to the MW_HOME/wlserver_10.3/common/nodemanager (on UNIX
operating systems) or MiW_HOME\wlserver_10.3\common\nodemanager (on
Windows operating systems) directory.

2. Edit the nodemanager.properties file and set the StartScriptEnabled
property as follows:

StartScriptEnabled=true

3. Restart Node Manager.

2.4.2 Oracle Portal, Forms, Reports and Discoverer Installation Guide: Missing
Information in the Deinstallation Chapter

In the deinstallation chapter for the Oracle Fusion Middleware Installation Guide for
Oracle Portal, Forms, Reports and Discoverer, Step 4 in Section 3.2.1, "Stopping Oracle
Fusion Middleware" is missing a piece of information.

While the documentation instructs you to stop the Administration Server, it should be
noted that the Administration Server must remain up and running if you are planning
to deinstall managed instances.

2.4.3 Missing Information for Deinstalling Oracle Homes

When you run the deinstaller and you choose to remove an Oracle Home, the
documentation is missing some information between the Deinstall Oracle Home and
Deinstallation Progress screens.
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On the Deinstall Oracle Home screen, you will see and be asked to verify the Oracle
Home that is about to be deinstalled. When you click Deinstall, a warning dialog box
will appear with the following options:

Click on "Yes" to continue.
Click on "No" to perform deinstall without deleting the directory.
Click on "Cancel" to go back to the "Inventory Dialog".

If you select "Yes" the Oracle Home directory will be removed at the end of the
deinstallation procedure.

If you select "No" you must manually remove your Oracle Home directory after the
deinstall is complete. For example, if you are deinstalling Oracle SOA Suite and your
SOA Oracle Home directory was /home/Oracle/Middleware/Oracle_SOAl ona
UNIX operating system:

> cd /home/Oracle/Middleware
> rm -rf Oracle_SOAl

On a Windows operating system, if your SOA Oracle Home directory was
C:\Oracle\Middleware\Oracle_SOAL, use a file manager window and navigate
to the C: \Oracle\Middleware directory, then right-click on the Oracle_SOAl
folder and select Delete.

2.4.4 Invalid Oracle Home Installation Location Specified

In the installation guides for Oracle Web Tier and Oracle Portal, Forms, Reports and
Discoverer, the documentation contains erroneous information regarding Oracle
Home location on the Specify Installaton Location screen. The following text is
incorrect:

You can specify a pre-existing Oracle Home directory (for example, you are
reinstalling the software into an existing Oracle Home that was created from a
previous installation that was incomplete).

If you specify an existing directory that you want to use for your Oracle Home, it must
be an empty directory.

2.4.5 Invalid Note in Some Installation Guides

In the Installation Guides and Quick Installation Guides for Oracle SOA Suite, Oracle
WebCenter, and Application Developer, the following note may appear:

Note: If you are installing the 32-bit version of the product, the
system on which you are installing must also be a supported 32-bit
system. Installing a 32-bit version of the product on a 64-bit system is
not supported.

This note is not applicable for these products and should be ignored.
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Upgrade

This chapter describes issues associated with upgrading your environment and your
applications to Oracle Fusion Middleware 11g. It includes the following topics:

Section 3.1, "General Issues and Workarounds"
Section 3.2, "General Issues and Workarounds for Migrating from 11.1.1.1.0"

Section 3.3, "Documentation Errata for Upgrade"

3.1 General Issues and Workarounds

This section describes general issue and workarounds. It includes the following topics:

Section 3.1.1, "Patches Required to Address Specific Upgrade and Compatibility
Requirements"

Section 3.1.2, "Unable to Read Composite Model Error During SOA Application
Upgrade"

Section 3.1.3, "Oracle BAM Upgrade Issues"

Section 3.1.4, "Error When Upgrading Oracle Internet Directory Due to Invalid
ODS Schema"

Section 3.1.5, "Restore From Backup Required If Upgrade Fails During a Colocated
Oracle Internet Directory and Oracle Directory Integration Platform Upgrade”

Section 3.1.6, "Cannot Verify Oracle Forms Services Upgrade When Oracle HTTP
Server is Running On a Separate Host"

Section 3.1.7, "WebCenter Security Upgrade Release Notes"
Section 3.1.8, "Oracle B2B Upgrade Release Notes"

Section 3.1.9, "Problem Accessing the Welcome Pages in Oracle HTTP Server After
Upgrade"

Section 3.1.10, "Misleading Error Message When Upgrading Oracle Internet
Directory”

Section 3.1.11, "Problem Starting Oracle Web Cache After Upgrade to 11g"

3.1.1 Patches Required to Address Specific Upgrade and Compatibility Requirements

In general, Oracle assumes that you are running the latest Oracle Application Server
10g patch sets before you begin the upgrade to Oracle Fusion Middleware 11g.

In addition, in some specific cases, you must apply an additional software patches to
your Oracle Application Server 10g components before you start the upgrade process.
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These patches are designed to address specific interoperability issues that you might
encounter while upgrading your Oracle Application Server 10g environment to Oracle
Fusion Middleware 11g.

Table 3-1 lists the specific patch sets required to address specific upgrade and
compatibility requirements for Oracle Fusion Middleware 11g.

For more information, refer to the following sections:
= Section 3.1.1.1, "Obtaining Patches and Support Documents From My Oracle
Support (Formerly OracleMetaLink)"

Table 3—-1 Patches Required to Address Specific Upgrade and Compatibility Requirements

Patch Set Number Description and Purpose Additional Information

8404955 Before you can perform the Oracle B2B schema | "Task 6b: If Necessary, Upgrade the
upgrade, you must apply this required patch to | B2B Schema" in the Oracle Fusion
the Oracle Application Server Integration B2B | Middleware Upgrade Guide for Oracle
10g Release 2 (10.1.2) middle tier. SOA Suite, WebCenter, and ADF

This patch set is required in order to enable the
Java command that you use to export the
trading partner agreements, as described in the
following step.

5746866 If the database that hosts your Oracle "Upgrading to Oracle Database 10g

ot . Release 2 (10.2.0.4)" in the Oracle
Application Server 10 schemas is an Fusion Middleware Upgrade Planning

Oracle Database 10g (10.1.0.x) database, then Guide
make sure that this database patch (or database
patch 5126270) has been applied to the 10g
(10.1.0.x) database before you upgrade the
database to the required Oracle Database 10g

(10.2.0.4).
Note that database patch 5746866 includes
patch 5126270.

7685124 Apply this patch against Oracle Secure "Oracle Secure Enterprise Search" in
Enterprise Search (10.1.8.3.0) before you the Oracle Fusion Middleware
attempt to use Oracle Secure Enterprise Search | Administrator’s Guide for Oracle Portal
with Oracle Portal 11g. Section 35.4, "Interoperability Issues

and Workarounds."

8372141 Apply this patch on your Oracle Application "Applying Patch Sets to Address
Server 10g Release 3 (10.1.3.4) environment to | Specific Upgrade Interoperability
enable interoperability between Oracle SOA Issues" in the Oracle Fusion Middleware

Suite 10g Release 3 (10.1.3.4) and Oracle BPEL | Upgrade Planning Guide

Process Manager 113. "Upgrading Oracle SOA Suite Client
This patch is also referred to as the Oracle SOA | Applications" in the Oracle Fusion
Suite 10g Release 3 (10.1.3.4) Cumulative MLR | Middleware Upgrade Guide for Oracle
#7. SOA Suite, WebCenter, and ADF
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Table 3-1 (Cont.) Patches Required to Address Specific Upgrade and Compatibility Requirements

Patch Set Number

Description and Purpose

Additional Information

6522654

Apply this patch to your Oracle Database
before you attempt to upgrade your Oracle
BAM schema.

If you do not apply this patch to your Oracle
Database 10g (10.2.0.3), 10¢ (10.2.0.4), or

Oracle Database 119 (11.1.0.7) before
performing the schema upgrade, you will
likely see the following error:

BAM MRUA: SCHEMA UPGRADE FAILED
SQLException: ORA-39002: invalid
operation

The description for this patch on My Oracle
Support is "USING DATA PUMP THROUGH
DBLINK CAUSED DATA CORRUPTION FOR
CLOB VALUES".

"Task 6¢: If Necessary, Upgrade the
BAM Schema" in the Oracle Fusion
Middleware Upgrade Guide for Oracle
SOA Suite, WebCenter, and ADF

Section 3.1.3.1, "Datapump Export for
Oracle BAM Upgrade Plug-in Fails in
Oracle Database 10g (10.2.0.3), 10g
(10.1.2.0.4), and Oracle Database 11g
(11.1.0.7)"

7675269

Apply this patch to prevent the occurrence of
an ORA-01591 error in an Oracle Real
Application Clusters (RAC) 11¢ (11.1.0.7)
database.

This error can occur for rows locked by
transactions which were in the middle of
two-phase commit.

The description of this patch on My Oracle
Support is "ODAC 2008:RAC NODE
AFFINITY: DISTRIBUTED TXN ABORTS
WITH ORA-01591."

"Upgrading and Preparing Your
Databases" in the Oracle Fusion
Middleware Upgrade Planning Guide

8291981

Apply this patch to correct a problem where
Metadata Repository (MDS) queries against an
Oracle Database 11¢ (11.1.0.7) database do not
find all of the results (documents or elements)
that they should.

The description of this patch on My Oracle
Support is: "SELECT INCORRECT RESULTS:
SOME RESULTS NOT FOUND".

"Managing the MDS Repository" in
the Oracle Fusion Middleware
Administrator’s Guide
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Table 3-1 (Cont.) Patches Required to Address Specific Upgrade and Compatibility Requirements

Patch Set Number

Description and Purpose

Additional Information

9007079

Apply this bundled patch to your Oracle
Database 11g (11.1.0.7) Real Application
Clusters (RAC) environment to address three
known issues while using the RAC database
with Oracle Fusion Middleware Oracle SOA
Suite components.

See the Readme file for the patch for a list of
the bugs addressed by the patch.

The description of this patch on My Oracle
Support is: "MERGE REQUEST FOR 8886255
AND 7675269".

"Oracle Real Application Clusters and
Fusion Middleware" in the Oracle
Fusion Middleware High Availability
Guide.

8607693 Apply this patch to your Oracle Real "Oracle Real Application Clusters and
Application Clusters (RAC) 11¢ (11.1.0.7) Fusion Middleware" in the Oracle
database to prevent an error that can occur if Fusion Middleware High Availability
an XA transaction branch was being Guide.
asynchronously rolled back by two or more
sessions.

The description of this patch on My Oracle
Support is: "STRESS SOA - ORA-00600:
INTERNAL ERROR CODE, ARGUMENTS:
[504] (RAC)".
7682186 Apply this patch to your Oracle Real "Oracle Real Application Clusters and

Application Clusters (RAC) 11g (11.1.0.7)
database to prevent an issue that results in an
ORA-600 error.

Behavior includes CR-inconsistencies between
index and the block, or incorrect results in a
RAC multi-node global transaction
environment.

The description of this patch on My Oracle
Support is: "ORA-600[KDSGRP1] SIGNALLED
DURING BUGOLTP-XA WORKLOAD".

Fusion Middleware" in the Oracle
Fusion Middleware High Availability
Guide.

3.1.1.1 Obtaining Patches and Support Documents From My Oracle Support
(Formerly Oracle MetaLink)

To obtain a patch, log in to My Oracle Support (formerly OracleMetaLink), click
Patches and Updates, and search for the patch number:

http://metalink.oracle.com/

To obtain a support note or document, log in to My Oracle Support and enter the
support note number in the Quick Find search field at the top of the My Oracle
Support window and search the Knowledge Base for the note number.

3.1.2 Unable to Read Composite Model Error During SOA Application Upgrade

The Oracle Fusion Middleware Upgrade Guide for Oracle SOA Suite, WebCenter, and ADF
describes how Oracle JDeveloper 11g will automatically upgrade specific features of
your Oracle SOA Suite 10g applications to 11g.

However, if you see the following error while upgrading your application in
JDeveloper 11g, then you can safely ignore the error. Your application will be

upgraded, but you will need to create a new SOA-SAR deployment profile after the
application upgrade. And use this newly created profile for deploying SOA composite:
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SEVERE: Unable to read composite model for project project_name

For more information, see 43.2, "Deploying a Single SOA Composite in Oracle
JDeveloper," in the Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite.

3.1.3 Oracle BAM Upgrade Issues

The following sections provide information about specific issues related to upgrading
Oracle BAM 10g to Oracle BAM 11g:

= Section 3.1.3.1, "Datapump Export for Oracle BAM Upgrade Plug-in Fails in Oracle
Database 10g (10.2.0.3), 10g (10.1.2.0.4), and Oracle Database 11g (11.1.0.7)"

= Section 3.1.3.2, "Dependent Alerts Do Not Upgrade Correctly"
= Section 3.1.3.3, "Problem Upgrading a Report that Contains Calculated Fields"

s Section 3.1.3.4, "Calculated Fields Reference the Field ID Rather Than Field Names
After Upgrade to Oracle BAM 11g"

= Section 3.1.3.5, "Using the Oracle BAM 11g Samples After Upgrade from Oracle
BAM 10g"

3.1.3.1 Datapump Export for Oracle BAM Upgrade Plug-in Fails in Oracle Database
109 (10.2.0.3), 109 (10.1.2.0.4), and Oracle Database 11g(11.1.0.7)
Before you upgrade the Oracle BAM 11g schema to 11g, you must first apply patch

6522654 to your Oracle Database 10g (10.2.0.3), 10g (10.1.2.0.4), and Oracle Database
11¢ (11.1.0.7).

If you do not apply this patch, then you will likely experience the following error
during Oracle BAM schema upgrade:

BAM MRUA: SCHEMA UPGRADE FAILED SQLException: ORA-39002: invalid operation

For more information, see Section 3.1.1, "Patches Required to Address Specific
Upgrade and Compatibility Requirements".

3.1.3.2 Dependent Alerts Do Not Upgrade Correctly

When an alert in Oracle BAM 10g is dependent upon another alert, the dependent
alert keeps a reference to the parent alert with a GUID reference. When such an alert is
exported from 10g it will contain a GUID reference to the parent alert, and import to
an Oracle BAM 11g system is not successful.

The following modification to the exported alert definition file can be used as a
workaround for import to an Oracle BAM 11g system.

Edit the exported file contents of the dependent alert from the Oracle BAM 10g
system, and modify the following element containing reference to parent alert.

Change this:

&1t;param name=&quot;RuleID&quot; order=&quot;0&quot;é&gt;
//private:weblogic/Rule/624567ffe84de34c-6ebbdbaal20eb7f6ea6-8000
&1t; /param&gt;

To this:

&1t ;param name=&quot;RuleID&quot; order=&quot;0&quot;&gt;
ParentAlertName
&1t; /param&gt;
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In other words, the GUID reference for parent alert must be replaced by the parent
alert's name.

3.1.3.3 Problem Upgrading a Report that Contains Calculated Fields

If you created a report in Oracle BAM 10g or in Oracle BAM 11g Release 1 (11.1.1.1.0)
and the report contains calculated fields that use using datetime type fields, then the
Calculations tab displays this error in Oracle BAM 11¢ Release 1 (11.1.1.2.0):

BAM-01610: INVALID FILTER EXPRESSION
More specifically, this error occurs when the calculation is an expression for equality

check against a datetime field in String format. For example, for a datetime field such
as Last Modified, the following calculation does not work:

If {Last Modified}=="7/18/2002 1:33:10 PM"

Before you can upgrade the report, you must remove the calculated fields.

3.1.3.4 Calculated Fields Reference the Field ID Rather Than Field Names After
Upgrade to Oracle BAM 11g

After upgrading to Oracle BAM 11g Release 1 (11.1.1.2.0), any calculated fields in your
reports will reference fields by the field ID, rather than the field name.

Specifically, after upgrade, the field name referenced in the expression will be
converted to use the field id (for example, _Num_So1d).

For example, the field reference might appear as follows after the upgrade:

If({_Num_Sold}==5000)
Then ("met")
Else("notmet")

Note that the calculated fields will continue to work after the upgrade and after this
automatic conversion.

3.1.3.5 Using the Oracle BAM 11g Samples After Upgrade from Oracle BAM 10g

When you install Oracle BAM 11g, the installer copies a set of sample applications to
the Oracle SOA Suite Oracle home. Refer to the following sections for more
information about using these samples after upgrading to Oracle BAM 11g from
Oracle BAM 10g:

»  Section 3.1.3.5.1, "General Information About the Oracle BAM Samples"

= Section 3.1.3.5.2, "Removing Any 10g Sample Applications Before Configuring the
Oracle BAM 11g Samples"

For information about using the Oracle BAM 11g after migrating from Oracle Fusion
Middleware 11g Release 1 (11.1.1.1.0), see Section 3.2.7, "Using the Oracle BAM 11g
Prepackaged Samples After Migrating from 11.1.1.1.0".

3.1.3.5.1 General Information About the Oracle BAM Samples The Oracle Fusion
Middleware installer copies the Oracle BAM samples to the following location in the
Oracle SOA Suite Oracle home:

SOA_ORACLE_HOME/bam/samples/bam/

Instructions for configuring and using the samples, as well as updated samples, can be
found at the following URL on the Oracle Technology Network (OTN):
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http://www.oracle.com/technology/products/integration/bam/collateral/samplesllg.html

The instructions explain how to use the propert setup script to configure the demos in
your Oracle BAM 11¢ environment. You can also find individual readme file for each
demo within each sample directory.

3.1.3.5.2 Removing Any 10g Sample Applications Before Configuring the Oracle BAM 11g
Samples Before you use the instructions on OTN to set up the Oracle BAM 11g
samples, remove any data objects, reports, or alerts associated with any existing 10g
samples.

For example, be sure to remove any artifacts associated with the Oracle BAM 10g Call
Center and Atherton demos before you run the setup scripts.

3.1.4 Error When Upgrading Oracle Internet Directory Due to Invalid ODS Schema

If you receive an error when using the Upgrade Assistant to upgrade the Oracle
Internet Directory schema from 10g Release 2 (10.1.2.3) to 11g, then verify that the ODS
10g schema is valid.

To view the status of the Oracle Application Server 10g schemas in your database, use
the following SQL command:

SELECT comp_id, version, status FROM app_registry;

If the output from this command shows that the ODS schema is INVALID, then use
the instructions in the following My Oracle Support document to install and configure
Referential Integrity:

730360.1, "Referential Integrity in Oracle Internet Directory Version 10.1.2.3"

After performing the instructions in the support document, then retry the Oracle
Internet Directory schema upgrade.

3.1.5 Restore From Backup Required If Upgrade Fails During a Colocated Oracle
Internet Directory and Oracle Directory Integration Platform Upgrade

If you are using the Upgrade Assistant to upgrade both Oracle Internet Directory and
Oracle Directory Integration Platform, consider the following.

If the Oracle Internet Directory upgrade fails, then before you can run the Upgrade
Assistant again, you must restore your Oracle Internet Directory 10g backup before
you can run the Upgrade Assistant again. Otherwise, the Upgrade Assistant will not
attempt to upgrade Oracle Directory Integration Platform.

3.1.6 Cannot Verify Oracle Forms Services Upgrade When Oracle HTTP Server is
Running On a Separate Host

If you use the Upgrade Assistant to upgrade an Oracle Forms Services instance that
does not include a local instance of Oracle HTTP Server, then the Verify feature of the
Upgrade Assistant cannot verify that the upgrade was successful. Instead of reporting
that the upgrade was successful, the Verify feature will report that the server is
unavailable. This verification error may not be valid if the Oracle HTTP Server is
installed and configured on a different host than the Oracle Forms Services instance.
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3.1.7 WebCenter Security Upgrade Release Notes

The following bugs/release notes relate to security changes for Custom WebCenter
applications upgrading from 10.1.3.x:

»  Section 3.1.7.1, "RowSetPermission check fails with compatibility flag set"

»  Section 3.1.7.2, "Grants not migrated properly if application contains grants
without permissions"

»  Section 3.1.7.3, "Shared /public credentials not found after external application
deployed"

3.1.7.1 RowSetPermission check fails with compatibility flag set

In 10.1.3, the ADF framework performed rowset, attribute, and method permission
checks in addition to page permission checks. If a 10.1.3 application grants 'read’
permission on the rowset and attribute and 'invoke' permission on the method for all
users, then the application will behave as expected in 11R1 without any additional
setup.

However, if the 10.1.3 application was designed to allow only certain users to view the
rowset, attribute, or invoke method, then a special flag needs to be set to support this
style of security. If this flag is not set, then anyone who has page access can view
attributes and rowsets and invoke methods since in 11R1 the permission check is
performed only on pages and taskflows. The flag must be set for each application in
the adf-config.xml file.

<sec:adf-security-child xmlns="http://xmlns.oracle.com/adf/security/config">
<JaasSecurityContext
initialContextFactoryClass=
"oracle.adf.share.security.JAASInitialContextFactory"
jaasProviderClass=
"oracle.adf.share.security.providers.jps.JpsSecurityContext"
authorizationEnforce="true"/>
<contextEnv name="oracle.adf.security.metadata" value="false"/>
<CredentialStoreContext
credentialStoreClass=
"oracle.adf.share.security.providers.jps.CSFCredentialStore"
credentialStoreLocation="../../src/META-INF/jps-config.xml" />
</sec:adf-security-child>

3.1.7.2 Grants not migrated properly if application contains grants without
permissions

Grants are not migrated properly if a 10.1.3 application contains grants without any
permissions. Developers should inspect the app-jazn-data.xml file in the 10.1.3
workspace and remove any grants that have empty permission set prior to performing
the migration.

3.1.7.3 Shared/public credentials not found after external application deployed

If you have secured your 10.1.3 application, ensure there are no duplicate
JaasSecurityContext and CredentialStoreContext elements in the
application's adf-config.xml file prior to migration.In the following example, the
first JaasSecurityContext element is empty and should be removed (see "Remove
entry" in the XML snippet below).

<adf-config-child xmlns="http://xmlns.oracle.com/adf/security/config">
<CredentialStoreContext
credentialStoreClass=
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"oracle.adf.share.security.providers.jazn.JAZNCredentialStore"
credentialStoreDefaul tUser="anonymous"
credentialStorelocation="./credential-store.xml"/>

<JaasSecurityContext/> <!--Remove entry-->
<JaasSecurityContext
initialContextFactoryClass=
"oracle.adf.share.security.JAASInitialContextFactory"
jaasProviderClass=
"oracle.adf.share.security.providers.jazn.JAZNSecurityContext"
authorizationEnforce="true"/>
</adf-config-child>

3.1.8 Oracle B2B Upgrade Release Notes

The following release notes apply when you are upgrading Oracle B2B 10g to Oracle
B2B 11g:

»  Section 3.1.8.1, "Service Name Is Required When Using ebMS with Oracle B2B"
= Section 3.1.8.2, "Converting Wallets to Keystores for Oracle B2B 11g"
= Section 3.1.8.3, "Oracle B2B UCCnet Documents Not Upgraded to 11g"

3.1.8.1 Service Name Is Required When Using ebMS with Oracle B2B

Because the Service Name parameter is required when using the ebMS protocol in
Oracle B2B 11g, you may need to provide a value for this field after importing 10g
data.

With the agreement in the draft state, update the field on the Partners > Documents
tab. When you select a document definition that uses the ebMS protocol, the
Document Type > ebMS tab appears in the Document Details area. The Service Name
field is on this tab.

3.1.8.2 Converting Wallets to Keystores for Oracle B2B 11g

After upgrading to Oracle B2B 11g, use the orapki pkcsl2_to_jks option to
replace the entire keystore. Convert the wallet to a keystore as follows:

1. Back up the original keystore.

2. Use the orapki wallet pkcs12_to_jks option to convert to the keystore.
3. Usekeytool -1list to listthe aliases and verify.
4

Use keytool -importkeystore toimport the converted keystore to the
backup of the original keystore (as done in Step 1)

3.1.8.3 Oracle B2B UCCnet Documents Not Upgraded to 11g

OracleAS Integration B2B provides support for UCCnet under the Custom Document
option. UCCnet is a service that enables trading partners to exchange
standards-compliant data in the retail and consumer goods industries.

Note, however, that UCCnet documents are not upgraded automatically to Oracle B2B
11g. For information about using UCCnet documents in Oracle B2B 11g, see "Using the
UCCnet Document Protocol" in the Oracle Fusion Middleware User’s Guide for Oracle
B2B.

Upgrade 3-9



General Issues and Workarounds

3.1.9 Problem Accessing the Welcome Pages in Oracle HTTP Server After Upgrade

After you upgrade to Oracle HTTP Server 11g, the DirectoryIndex directive in the
httpd.conf set to index.html. As a result, if you go to the recommended URL to
view the Oracle Fusion Middleware Welcome pages you instead see the "hello world"
sample application page.

To address this issue:
1. [Edit the httpd. conf file in the following location:

ORACLE_INSTANCE/config/OHS/ohs_component_name/

2. Locate the DirectoryIndex directive in the httpd. conf file and change
index.html to welcome-index.html.

3. Restart the Oracle HTTP Server instance.

3.1.10 Misleading Error Message When Upgrading Oracle Internet Directory

When upgrading to Oracle Internet Directory 11, you might notice an error message
in the Upgrade Assistant (Example 3-1). This error message indicates that some
managed processes failed to start.

You can safely ignore this message, as long as the Upgrade Assistant messages also
indicates that all components were upgraded successfully. This error occurs when the
Upgrade Assistant attempts to start the Oracle Enterprise Manager agent and the
agent is already running.

Example 3—1 Error Message When Upgrading Oracle Internet Directory

Starting Destination Components
Starting OPMN and managed processes in the destination Oracle instance.
->UPGAST-00141: startup of 11g OPMN managed processes failed.
Starting WebLogic managed server wls_odsl
Clicked OK to continue
Upgrade Progress 100%
All components were upgraded successfully.

3.1.11 Problem Starting Oracle Web Cache After Upgrade to 11g

After upgrading from Oracle Web Cache 10g, you might experience problems starting
the upgraded Oracle Web Cache 11g instance. If you cannot start Oracle Web Cache
11g, then perform the following post-upgrade task:

1. Locate the webcache.xml configuration file in the following directory:

ORACLE_INSTANCE/config/WebCache/webcache_component_name/

2. Open the file with a text editor and search for any of the following three attributes:

SSLCLIENTCERT_EXPAND
ENABLEPOSTBODYLOGGING
ANON_CRYPTO_FORBIDDEN

3. If any of these attributes exist, then remove the attributes and their values from the
file.

For example, suppose the following entry exists in the webcache.xml file:

<HEADFORWARD SSLCLIENTCERT_TO_PEER="NO" SSLCLIENTCERT ACCEPT="YES"
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CLIENTIP="YES" SSLCLIENTCERT_EXPAND="YES"/>

Modify the entry so it appears as follows:

<HEADFORWARD SSLCLIENTCERT_TO_PEER="NO" SSLCLIENTCERT_ ACCEPT="YES"
CLIENTIP="YES"/>

3.2 General Issues and Workarounds for Migrating from 11.1.1.1.0
This section describes general issue and workarounds. It includes the following topics:
»  Section 3.2.1, "Stopping the 11.1.1.2.0 Domain"
= Section 3.2.2, "Patching the Schema for Oracle Internet Directory"
= Section 3.2.3, "Changing the patchmaster.ValidationErrorContinue Property"
= Section 3.2.4, "Changing the Default Setting for Validation Tasks"
= Section 3.2.5, "Severe Error When Running the execute-sql-rcu Macro”

= Section 3.2.6, "Machine Names Do Not Appear in the Oracle WebLogic Server
Administration Console"

3.2.1 Stopping the 11.1.1.2.0 Domain

While stopping the 11.1.1.2.0 domain by using the ant master-stop-domain-new
command, you may see the following exceptions if the Administration Server and the
Managed Servers are down:

java.net.ConnectException: Connection refused: connect; No available router to
destination.

The admin server and the managed servers should be up while running the command.

3.2.2 Patching the Schema for Oracle Internet Directory

While patching the schema for Oracle Internet Directory, ensure that you specify only
OID as the parameter for the patchMaster.Componentlist property in the
patchMaster.properties file.

3.2.3 Changing the patchmaster.ValidationErrorContinue Property

By default, the patchMaster.ValidationErrorContinue file appears as
patchmaster.ValidationErrorContinue. When you run this property, an error
occurs.

Therefore, if you are using this property, replace the default property with
patchMaster.ValidationErrorContinue before running Patch Assistant.

3.2.4 Changing the Default Setting for Validation Tasks

Patch Assistant validates the properties specified in the patchMaster.properties
file. Additionally it performs the following validation tasks:

= Verify whether the potential source, target home, and instance paths exist.
= Verify locations to discover it they are an instance, home, and so on.

= Validate individual migration task. For example, if you are migrating a domain,
then schema-based properties are not required. If the schema-based properties are
specified, be sure to set the complete and proper set of schema-based properties.
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= Attempts to recognize exceptions to specific components. For example, if Oracle
Internet Directory is solely specified as the component being patched, then the
property patchMaster.Schemaprefix is not necessary. However, if other
components are being patched, then it is assumed that
patchMaster.Schemaprefix is anecessary part of schema property validation.

If you want to continue with the Patch Assistant task after a validation error occurs,
then you can open the patchMaster.properties file (Located in your
patchMaster directory) in a text editor, and change the value to true for the
patchMaster.ValidationErrorContinue property (The default valueis false).
Alternatively, you can use the Ant command-line utility to override the properties set
in the patchMaster.properties file. You must specify the required property on
the command line as follows:

ant-DpatchMaster.ValidationErrorContinue

3.2.5 Severe Error When Running the execute-sql-rcu Macro

When running the execute-sgl-rcu macro, you may see the following error
message, while the SQL script is still running:

[java] SEVERE: Error while registering Oracle JDBC Diagnosability MBean.
[javal java.security.AccessControlException: access denied
(javax.management .MBeanTrustPermission register)

To resolve this error, you must grant the register permission by adding the following
syntax to the java.policy file (Located at JAVA_HOME/jre/lib/securityin
UNIX and JAVA_HOME\ jre\lib\security in Windows):

grant codeBase "file:S${PATCH-MASTER-HOME}/lib/*.jar" {
permission javax.management.MBeanTrustPermission "register";

Yi

Note: Ensure that you replace { PATCH-MASTER-HOME} with your
home path.

3.2.6 Machine Names Do Not Appear in the Oracle WebLogic Server Administration

Console

After running Patch Assistant, you cannot see the list of machines (Machine-0 and
Machine-1) configured during 11.1.1.1.0 and 11.1.1.2.0, in the Oracle WebLogic Server
Administration Console. After migrating to 11.1.1.2.0, you must re-enter the machine
names using the Oracle WebLogic Server Administration Console. For more
information, see Create and configure machines topic in the Oracle Fusion Middleware
Oracle WebLogic Server Administration Console Online Help.

3.2.7 Using the Oracle BAM 11g Prepackaged Samples After Migrating from 11.1.1.1.0

If you are using the Oracle BAM 11g sample applications, refer to the following
sections for information about using the samples after migrating from Oracle Fusion
Middleware 11g Release 1 (11.1.1.1.0) to Release 1 (11.1.1.2.0):

= Section 3.2.7.1, "Configuring the Oracle BAM 11g Samples After Migrating from
11.1.1.1.0"
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= Section 3.2.7.2, "Using the Foreign Exchange Sample After Migrating from
11.1.1.1.0"

For more information about the Oracle BAM 11g samples, see Section 3.1.3.5.1,
"General Information About the Oracle BAM Samples".

3.2.7.1 Configuring the Oracle BAM 11g Samples After Migrating from 11.1.1.1.0

After you migrate from Oracle Fusion Middleware 11¢g Release 1 (11.1.1.1.0) to 11g
Release 1 (11.1.1.2.0), be sure to run the proper setup script for setting up samples.
Specifically, you must run the recreate script instead of the setup script.

For more information, see the readme file for each of the Oracle BAM 11¢g samples.

3.2.7.2 Using the Foreign Exchange Sample After Migrating from 11.1.1.1.0

After you run the recreate script to set up the Foreign Exchange sample after migrating
from 11.1.1.1.0, you might experience the following error when you open the report
(Shared Reports/Demos/Foreign Exchange):

The "Trade Volume" has an error:
CACHEEXCEPTION_NULL_NULL_NULL
Message:BAM-01274: The field ID 1 is not recognized.

To fix this problem, perform the following steps:
1. Open Active Studio.
2. Open the report:

Shared Reports/Demos/Foreign Exchange/SLAViolation Report

3. Click Edit.

4. Select the Trade Volume view and click Edit View.

5. In the Fields tab under Group By, select the field GroupBy.
6. Go to the Surface Prompts tab.

7. From the Display in drop-down menu, in select View Title.
8. Click Apply and save the report.

Visit the Oracle BAM samples page on OTN regularly to obtain updated samples and
more information about the Oracle BAM sample applications.

3.3 Documentation Errata for Upgrade
This section provides documentation errata for the following guides:

= Section 3.3.1, "Documentation Errata for the Upgrade Guide for Oracle SOA Suite,
WebCenter, and ADF"

»  Section 3.3.2, "Documentation Errata for the Oracle Fusion Middleware Upgrade
Guide for Oracle Identity Management"

s Section 3.3.3, "Documentation Errata for Using Patch Assistant to Migrate from
11.1.1.1.0to 11.1.1.2"
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3.3.1 Documentation Errata for the Upgrade Guide for Oracle SOA Suite, WebCenter,

and ADF

The section, "Summary of Supported Starting Points for Oracle SOA Suite, WebCenter,
and ADEFE," in the Oracle Fusion Middleware Upgrade Guide for Oracle SOA Suite,
WebCenter, and ADF lists the starting points for upgrading to Oracle Fusion
Middleware 11g, as well as the latest patch sets available for the Oracle SOA Suite.

The last column of the table in that section should state that the latest patch set
available at the time this document was published is Oracle Application Server 10g
Release 3 (10.1.3.5).

3.3.2 Documentation Errata for the Oracle Fusion Middleware Upgrade Guide for
Oracle Identity Management

This section describes documentation errata. It includes the following topics:

= Section 3.3.2.1, "Error in Procedure for Identifying Additional Oracle Internet
Directory Instances"

= Section 3.3.2.2, "Error in Oracle Virtual Directory Releases Supported"

3.3.2.1 Error in Procedure for Identifying Additional Oracle Internet Directory
Instances

In the section, "Recreating Any Non-Default Oracle Internet Directory Instances,” in
the Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management, step 1
describes how to identify any additional, non-default Oracle Internet Directory
instances you have created.

However, the procedure fails to indicate that the command provided will display a list
of the default instances, as well as any non-default instances. Be sure to review the
output of the command in Step 1 and identify only the Oracle Internet Directory
instances that were not created by default, during the Oracle Internet Directory
installation procedure.

If you have not created any non-default Oracle Internet Directory instances, then there
is no need to perform the steps in the section, "Recreating Any Non-Default Oracle
Internet Directory Instances."

3.3.2.2 Error in Oracle Virtual Directory Releases Supported

In Table 2-2, "Oracle Virtual Directory Releases Supported By This Guide," the
"Description or Notes" section states:

This version of Oracle Identity Federation was available as part of Oracle Application
Server 10g (10.1.4.0.1). It was installed using a separate isntallation procedure and
installation guide.

It should say:

This version of Oracle Identity Federation was available as part of Oracle Application
Server 10g (10.1.4.0.1). It was installed using a separate isntallation procedure and
installation guide.

3.3.3 Documentation Errata for Using Patch Assistant to Migrate from 11.1.1.1.0 to

11.1.1.2

This section describes documentation errata. It includes the following topics:
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s Section 3.3.3.1, "Update the Translation Table in Audit Schema"

= Section 3.3.3.2, "Migrating Oracle Internet Directory Policy and Credential Store
and Reusing an Existing Oracle Internet Directory Server"

»  Section 3.3.3.3, "Migrating Configuration for User Messaging Service Worklist
Driver"

3.3.3.1 Update the Translation Table in Audit Schema

Section "3.3.1.1 Update the Translation Table in Audit Schema" in the Oracle Fusion
Middleware Using Patch Assistant to Migrate from 11.1.1.1.0 to 11.1.1.2.0, has an
additional information. This information is for step 2, as follows:

To avoid scrambled characters, an Unicode-supported database is required to store the
translation data. In addition, to ensure proper character set conversion between
SQL*Plus and the database server, a compatible character set, such as UTF8 or
AL32UTF8, needs to be set for the NL.S_ LANG environment variable before running
disp_names.sql.

For the complete list of legal NL.S_LANG values, see the Oracle Database
Documentation Library at
http://www.oracle.com/technology/documentation/database.html.

3.3.3.2 Migrating Oracle Internet Directory Policy and Credential Store and Reusing
an Existing Oracle Internet Directory Server

To start Oracle Internet Directory mentioned in step 7, in section "3.3.5.2 Migrating
Oracle Internet Directory Policy and Credential Store and Reusing an Existing Oracle
Internet Directory Server" in the Oracle Fusion Middleware Using Patch Assistant to
Migrate from 11.1.1.1.0 to 11.1.1.2.0 is not required. You must skip this step and proceed
to the next step.

3.3.3.3 Migrating Configuration for User Messaging Service Worklist Driver

Section "3.3.8.2 Migrating Configuration for User Messaging Service Worklist Driver"
in the Oracle Fusion Middleware Using Patch Assistant to Migrate from 11.1.1.1.0 to
11.1.1.2.0, has an inaccurate information. The correct information is as follows:

If your Oracle Fusion Middleware 11g Release 1 (11.1.1.1.0) domain has the User
Messaging Service Worklist Driver installed and configured, the configuration of the
Worklist Driver is automatically migrated by the Patch Assistant. Patch Assistant does
not install this additional driver. You must re-install the driver in the Oracle Fusion
Middleware 11¢g Release 1 (11.1.1.2.0) domain. For more information, see "Install the
Worklist Driver" section in the Oracle Fusion Middleware Administrator’s Guide for Oracle
SOA Suite.
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Oracle Fusion Middleware Administration

This chapter describes issues associated with Oracle Fusion Middleware
administration. It includes the following topics:

s Section 4.1, "General Issues and Workarounds"
= Section 4.2, "Configuration Issues and Workarounds"

s Section 4.3, "Documentation Errata"

4.1 General Issues and Workarounds

This section describes general issue and workarounds. It includes the following topic:

= Section 4.1.1, "Fusion Middleware Control May Return Error in Mixed IPv6 and
IPv4 Environment"

= Section 4.1.2, "Deploying JSF Applications"

= Section 4.1.3, "Limitations in Cloning Oracle Virtual Directory"

4.1.1 Fusion Middleware Control May Return Error in Mixed IPv6 and IPv4 Environment

If your environment contains both IPv6 and IPv4 network protocols, Fusion
Middleware Control may return an error in certain circumstances.

If the browser that is accessing Fusion Middleware Control is on a host using the IPv4
protocol, and selects a control that accesses a host using the IPv6 protocol, Fusion
Middleware Control will return an error. Similarly, if the browser that is accessing
Fusion Middleware Control is on a host using the IPv6 protocol, and selects a control
that accesses a host using the IPv4 protocol, Fusion Middleware Control will return an
error.

For example, if you are using a browser that is on a host using the IPv4 protocol and
you are using Fusion Middleware Control, Fusion Middleware Control returns an
error when you navigate to an entity that is running on a host using the IPv6 protocol,
such as in the following situations:

s From the Oracle Internet Directory home page, you select Directory Services
Manager from the Oracle Internet Directory menu. Oracle Directory Services
Manager is running on a host using the IPv6 protocol.

= From a Managed Server home page, you click the link for Oracle WebLogic Server
Administration Console, which is running on IPvé6.

= You test Web Services endpoints, which are on a host using IPvé.

= You click an application URL or Java application which is on a host using IPv6.
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To work around this issue, you can add the following entry to the /etc/hosts file:

nnn.nn.nn.nn myserver-ipvé myserver-ipvé.example.com

In the example, nnn.nn.nn.nn is the IPv4 address of the Administration Server host,
myserver.example.com.

4.1.2 Deploying JSF Applications

Some JSF applications may experience a memory leak due to incorrect Abstract
Window Toolkit (AWT) application context classloader initialization in the Java class
library. Setting the oracle. jrf.EnableAppContextInit system property to true
will attempt eager initialization of the AWT application context classloader to prevent
this leak from occurring. By default, this property is set to false.

4.1.3 Limitations in Cloning Oracle Virtual Directory

Note the following limitations in cloning Oracle Virtual Directory

= When you are cloning Oracle Virtual Directory, the Oracle instance name in the
source environment cannot be the same as the Oracle instance name in the target
environment. The Oracle instance name in the target must be different than the
name in the source.

= After you clone Oracle Virtual Directory from one host to another, you must add a
self-signed certificate to the Oracle Virtual Directory keystore and EM Agent
wallet on Host B. Take the following steps:

1. Set the ORACLE_HOME and JAVA_HOME environment variables.
2. Delete the existing self-signed certificate:

SJAVA_HOME/bin/keytool -delete -alias serverselfsigned
-keystore ORACLE_INSTANCE/config/OVD/ovd_component_
name/keystores/keys.jks
-storepass OVD_Admin password

3. Generate a key pair:

SJAVA_HOME/bin/keytool -genkeypair

-keystore ORACLE_INSTANCE/config/OVD/ovd_component._
name/keystores/keys.jks

-storepass OVD_Admin_password -keypass OVD_Admin password -alias
serverselfsigned

-keyalg rsa -dname "CN=Fully qualified hostname,O=test"

4. Export the certificate:

SJAVA_HOME/bin/keytool -exportcert

-keystore ORACLE_INSTANCE/config/OVD/ovd_component_
name/keystores/keys.jks

-storepass OVD_Admin_password -rfc -alias serverselfsigned

-file ORACLE_INSTANCE/config/OVD/<ovd_component_
name/keystores/ovdcert.txt

5. Add a wallet to the EM Agent:

ORACLE_HOME/ . ./oracle_common/bin/orapki wallet add
-wallet ORACLE_INSTANCE/EMAGENT/EMAGENT/sysman/config/monwallet
-pwd EM Agent_Wallet_password -trusted_cert
-cert ORACLE_INSTANCE/config/OVD/<ovd_component_
name/keystores/ovdcert.txt
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6. Stop and start the Oracle Virtual Directory server.

7. Stop and start the EM Agent.

4.2 Configuration Issues and Workarounds

This section describes configuration issues and their workarounds. It includes the
following topics:

= Section 4.2.1, "Must Stop Oracle SOA Suite Managed Server Before Stopping
soa-infra"

= Section 4.2.2, "Configuring Fusion Middleware Control for Windows Native
Authentication”

»  Section 4.2.3, "Fusion Middleware Control Does Not Keep Column Preferences in
Log Viewer Pages"

= Section 4.2.4, "Changing Log File Format"

4.2.1 Must Stop Oracle SOA Suite Managed Server Before Stopping soa-infra
9035410

Using Fusion Middleware Control, if you stop a Oracle SOA Suite Managed Server
before you stop soa-infra, then you start the Managed Server, the soa-infra application
is not restarted automatically. If you try to restart the soa-infra, you will received an
error. When you encounter the problem, you cannot close the dialog box in the
browser, so you cannot take any further actions in Fusion Middleware Control.

To avoid this situation, you should stop the Managed Server, which stops all
applications, including the soa-infra application. To start the Managed Server and the
soa-infra, start the Managed Server.

To close the browser dialog box, enter the following URL in your browser:

http://host:port/em

4.2.2 Configuring Fusion Middleware Control for Windows Native Authentication

To use Windows Native Authentication (WNA) as the single sign-on mechanism
between Fusion Middleware Control and Oracle WebLogic Server Administration
Console, you must make changes to the following files:

s web.xml
= weblogic.xml

These files are located in the em.ear file. You must explode the em.ear file, edit the
files, then rearchive the em.ear file. Take the following steps (which assume that while
the front end is on Windows, the em.ear file is on UNIX):

1. Set the JAVA_HOME environment variable. For example:

setenv JAVA_HOME /scratch/Oracle/Middleware/jrockit_160_05_R27.6.2-20

2. Change to the directory containing the em.ear, and explode the file. For example:

cd /scratch/Oracle/Middleware/user_projects/applications/domain_name
JAVA_HOME/bin/jar xvf em.ear em.war

JAVA_HOME/bin/jar xvf em.war WEB-INF/web.xml

JAVA_HOME/bin/jar xvf em.war WEB-INF/weblogic.xml
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3. Edit web.xml, commenting out the first login-config block and uncommenting the
login-config block for WNA. (The file contains information about which block to
comment and uncomment.) When you have done this, the portion of the file will
appear as in the following example:

<!--<login-config>
<auth-method>CLIENT-CERT</auth-method>
</login-config>
-——>
<!l--
the following block is for Windows Native Authentication, if you are using
WNA, do the following:
1. uncomment the following block
2. comment out the previous <login-config> section.
3. you also need to uncomment a block in weblogic.xml
-—>
<login-config>
<auth-method>CLIENT-CERT, FORM</auth-method>
<form-login-config>
<form-login-page>/faces/targetauth/emasLogin</form-login-page>
<form-error-page>/login/LoginError.jsp</form-error-page>
</form-login-config>
</login-config>
<security-constraint>

<security-role>
<role-name>Monitor</role-name>
</security-role>

4. Edit weblogic.xml, uncommenting the following block. (The file contains
information about which block to uncomment.) When you have done this, the
portion of the file will appear as in the following example:

<I--
the following block is for Windows Native Authentication, if you are using
WNA, uncomment the following block.
-—>
<security-role-assignment>
<role-name>Admin</role-name>
<externally-defined/>
</security-role-assignment>

<security-role-assignment>
<role-name>Deployer</role-name>
<externally-defined/>

</security-role-assignment>

5. Rearchive the em.ear file. For example:

JAVA_HOME/bin/jar uvf em.war WEB-INF/web.xml
JAVA_HOME/bin/jar uvf em.war WEB-INF/weblogic.xml
JAVA_HOME/bin/jar uvf em.ear em.war
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4.2.3 Fusion Middleware Control Does Not Keep Column Preferences in Log Viewer
Pages

In Fusion Middleware Control, you can reorder the columns in the pages that display
log files and log file messages. However, if you navigate away from the page and then
back to it, the columns are set to their original order.

4.2.4 Changing Log File Format

When you change the log file format note the following:

= When you change the log file format from text to xml, specify the path, but omit
the file name. The new file will be named log. xml.

= When you change the log file format from xml to text, specify both the path and
the file name.

4.3 Documentation Errata

There are no known issues at this time.
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Oracle Enterprise Manager Fusion
Middleware Control

This chapter describes issues associated with Oracle Product. It includes the following
topics:

Section 5.1, "General Issues and Workarounds"

5.1 General Issues and Workarounds

This section describes general issue and workarounds. It includes the following topic:

Section 5.1.1, "Product Behavior After a Session Timeout"

Section 5.1.2, "Fixing Errors Displayed When Selecting the TopLink Sessions
Command in Fusion Middleware Control"

Section 5.1.3, "Verifying the DISPLAY Variable to Correct Problems Displaying
Graphics"

Section 5.1.4, "Incomplete Information Available on the MDS Configuration Page"

Section 5.1.5, "Exceptions When Starting Oracle Web Cache After Accessing
Configuration Pages from Oracle Enterprise Manager Fusion Middleware
Control"

Section 5.1.6, "Table Display Problems When Using Some Language Variants"

Section 5.1.7, "Problems When Internet Explorer 7 is Configured to Open Pop-Up
Windows in a New Tab"

Section 5.1.8, "Additional Fusion Middleware Control Release Notes"

5.1.1 Product Behavior After a Session Timeout

For security purposes, your sessions with the Fusion Middleware Control will time
out after a predefined period of inactivity, and you will be asked to log in to the
console again. In most cases, you are returned to the page you had displayed before
the session timed out.

However, in some circumstances, such as when you are using the Fusion Middleware
Control deployment wizards, you will not be returned the same location in the
product after you log in. In those cases, you will have to navigate to the specific Fusion
Middleware Control page you were using before the session timed out.
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5.1.2 Fixing Errors Displayed When Selecting the TopLink Sessions Command in
Fusion Middleware Control

In Fusion Middleware Control, you can view the Oracle TopLink management pages
by selecting TopLink Sessions from the Application Deployment menu.

However, if you receive an error message when you select this command, you can
remedy the problem by adding one or both of the following MBean system properties,
as follows:

rem set JAVA_OPTIONS=%JAVA_OPTIONS% -Declipselink.register.dev.mbean=true
rem set JAVA_OPTIONS=%JAVA_OPTIONS% -Declipselink.register.run.mbean=true
For more information, see the following URL on the Eclipse WIKI Web site:

http://wiki.eclipse.org/Integrating EclipseLink with_an_Application_Server_
(ELUG) #How_to_Integrate_ JMX

5.1.3 Verifying the DISPLAY Variable to Correct Problems Displaying Graphics

The graphics subsystem for the Fusion Middleware Control generates some of its
graphics on demand, and if the DISPLAY environment variable is set, Fusion
Middleware Control tries to open the specified DISPLAY environment.

If Fusion Middleware Control fails to start due to graphics errors, check to see whether
the DISPLAY environment variable is set to a proper DISPLAY environment.

If the DISPLAY environment variable is set incorrectly, unset the DISPLAY
environment variable. Then restart Fusion Middleware Control.

5.1.4 Incomplete Information Available on the MDS Configuration Page

After deploying a Oracle SOA Suite application that requires Oracle Metadata Services
(MDS), in some rare circumstances, you may find that the MDS configuration page for
the application does not contain complete information about the MDS repository.

To address this problem, use the Metadata Repositories page to register the repository
again. For more information, see "Create and Register an MDS Repository"” in the
Fusion Middleware Control online help.

5.1.5 Exceptions When Starting Oracle Web Cache After Accessing Configuration
Pages from Oracle Enterprise Manager Fusion Middleware Control

To start, stop, or restart Oracle Web Cache from Fusion Middleware Control, from the
Web Cache menu, you can choose Control, and then Start Up, Shut Down, or Restart.

If you select Shut Down, and then Start Up on a configuration page, Fusion
Middleware Control may return exception errors. If these errors occur in your
environment, perform the operations from Web Cache Home page.

5.1.6 Table Display Problems When Using Some Language Variants

When you use Fusion Middleware Control in some non-English language
environments, some of the tables on the component home pages display incorrectly.
For example, some rows of the table appear to be merged and without content.

These issues can be safely ignored, since no data on the pages is hidden. The table cells
that appear incorrectly do not contain performance data or other information.

5-2 Oracle Fusion Middleware Release Notes



General Issues and Workarounds

5.1.7 Problems When Internet Explorer 7 is Configured to Open Pop-Up Windows in a
New Tab

If you configure Microsoft Internet Explorer 7 so it always displays pop-up windows
in a new browser tab, then you may experience problems using Fusion Middleware
Control. For example, in some cases, Enteprise Manager content displays in a new tab
as expected, but Fusion Middleware Control stops responding to mouse clicks. The
only way to continue working is to close the tab.

To avoid this problem, use the Internet Options dialog box in Internet Explorer to
disable the option for displaying pop-up windows in a new tab.

5.1.8 Additional Fusion Middleware Control Release Notes

Refer to Chapter 4, "Oracle Fusion Middleware Administration" for additional Fusion
Middleware Control release notes.

Additional Fusion Middleware Control release notes are also included in the
component chapters of the Release Notes.
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Oracle Fusion Middleware High Availability

and Enterprise Deployment

This chapter describes issues associated with Oracle Fusion Middleware high
availability and enterprise deployment. It includes the following topics:

Section 6.1, "General Issues and Workarounds"
Section 6.2, "Configuration Issues and Workarounds"

Section 6.3, "Documentation Errata"

6.1 General Issues and Workarounds

This section describes general issue and workarounds. It includes the following topic:

Section 6.1.1, "Secure Resources in Application Tier"

Section 6.1.2, "mod_wl Not Supported for OHS Routing to Managed Server
Cluster"

Section 6.1.3, "Only Documented Procedures Supported"
Section 6.1.4, "SOA Composer Generates Error During Failover"

Section 6.1.5, "Accessing Web Services Policies Page in Cold Failover
Environment"

Section 6.1.6, "Considerations for Oracle Identity Federation HA in SSL mode"

6.1.1 Secure Resources in Application Tier

It is highly recommended that the application tier in the SOA Enterprise Deployment
topology and the WebCenter Enterprise Deployment topology is protected against
anonymous RMI connections. To prevent RMI access to the middle tier from outside
the subset configured, follow the steps in "Configure connection filtering" in the Oracle
WebLogic Server Administration Console Online Help. Execute all of the steps, except
as noted in the following:

1.

Do not execute the substep for configuring the default connection filter. Execute
the substep for configuring a custom connection filter.

In the Connection Filter Rules field, add the rules that will allow all protocol
access to servers from the middle tier subnet while allowing only http(s) access
from outside the subnet, as shown in the following example:

nnn.nnn.0.0/nnn.nnn.0.0 * * allow
0.0.0.0/0 * * allow t3 t3s
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6.1.2 mod_wI Not Supported for OHS Routing to Managed Server Cluster

Oracle Fusion Middleware supports only mod_wls_ohs and does not support mod_
wl for Oracle HTTP Server routing to a cluster of managed servers.

6.1.3 Only Documented Procedures Supported

For Oracle Fusion Middleware high availability deployments, Oracle strongly
recommends following only the configuration procedures documented in the Oracle
Fusion Middleware High Availability Guide and the Oracle Fusion Middleware Enterprise
Deployment Guides.

6.1.4 SOA Composer Generates Error During Failover

During failover, if you are in a SOA Composer dialog box and the connected server is
down, you will receive an error, such as Target Unreachable, 'messageData'’
returned null.

To continue working in the SOA Composer, open a new browser window and
navigate to the SOA Composer.

6.1.5 Accessing Web Services Policies Page in Cold Failover Environment

In a Cold Failover Cluster (CFC) environment, the following exception is displayed
when Web Services policies page is accessed in Fusion Middleware Control:

Unable to connect to Oracle WSM Policy Manager.
Cannot locate policy manager query/update service. Policy manager service
look up did not find a valid service.

To avoid this, implement one the following options:
»  Create virtual hostname aliased SSL certificate and add to the key store.

» Add "-Dweblogic.security.SSL.ignoreHostnameVerification=true" to the JAVA _
OPTIONS parameter in the startWeblogic.sh or startWeblogic.cmd files

6.1.6 Considerations for Oracle Identity Federation HA in SSL mode

In a high availability environment with two (or more) Oracle Identity Federation
servers mirroring one another and a load balancer at the front-end, there are two ways
to set up SSL:

= Configure SSL on the load balancer, so that the SSL connection is between the user
and the load balancer. In that case, the keystore/certificate used by the load
balancer has a CN referencing the address of the load balancer.

The communication between the load balancer and the WLS/Oracle Identity
Federation can be clear or SSL (and in the latter case, Oracle WebLogic Server can
use any keystore/ certificates, as long as these are trusted by the load balancer).

= SSLis configured on the Oracle Identity Federation servers, so that the SSL
connection is between the user and the Oracle Identity Federation server. In this
case, the CN of the keystore/ certificate from the Oracle WebLogic Server/Oracle
Identity Federation installation needs to reference the address of the load balancer,
as the user will connect using the hostname of the load balancer, and the
Certificate CN needs to match the load balancer's address.

In short, the keystore/ certificate of the SSL endpoint connected to the user (load
balancer or Oracle WebLogic Server/Oracle Identity Federation) needs to have its
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CN set to the hostname of the load balancer, since it is the address that the user
will use to connect to Oracle Identity Federation.

6.2 Configuration Issues and Workarounds

This section describes configuration issues and their workarounds. It includes the
following topics:

= Section 6.2.1, "jca.retry.count Doubled in a Clustered Environment"
s Section 6.2.2, "Cluster Time Zones Must Be the Same"
= Section 6.2.3, "WebLogic Server Restart after Abrupt Machine Failure"

= Section 6.2.4, "Cookie Persistence Setting on Load Balancer May Result in
Intermittent Timeouts in accessing Portal on Windows platforms"

= Section 6.2.5, "Fusion Middleware Control May Display Incorrect Status”
s Section 6.2.6, "Accumulated BPEL Instances Cause Performance Decrease"

= Section 6.2.7, "Extra Message Enqueue when One a Cluster Server is Brought
Down and Back Up"

= Section 6.2.8, "Duplicate Unrecoverable Human Workflow Instance Created with
Oracle RAC Failover"

= Section 6.2.9, "Configuration Files Missing after Planned Administration Server
Node Shutdown or Reboot"

= Section 6.2.10, "No High Availability Support for SOA B2B TCP/IP"

= Section 6.2.11, "WebLogic Administration Server on Machines with Multiple
Network Cards"

m  Section 6.2.12, "Additional Parameters for SOA and Oracle RAC Data Sources"

= Section 6.2.13, "Message Sequencing and MLLP Not Supported in Oracle B2B HA
Environments"

= Section 6.2.14, "Access Control Exception After Expanding Cluster Against an
Extended Domain"

6.2.1 jca.retry.count Doubled in a Clustered Environment

In a clustered environment, each node maintains its own in-memory Hasmap for
inbound retry. The jca.retry.count property is specified as 3 for the inbound retry
feature. However, each node tries three times. As a result, the total retry count
becomes 6 if the clustered environment has two nodes.

6.2.2 Cluster Time Zones Must Be the Same

All the machines in a cluster must be in the same time zone. WAN clusters are not
supported by Oracle Fusion Middleware high availability. Even machines in the same
time zone may have issues when started by command line. Oracle recommends using
Node Manager to start the servers.

6.2.3 WebLogic Server Restart after Abrupt Machine Failure

If Oracle WebLogic Server does not restart after abrupt machine failure when JMS
messages and transaction logs are stored on NFS mounted directory, the following
errors may appear in the server log files:

Oracle Fusion Middleware High Availability and Enterprise Deployment 6-3



Configuration Issues and Workarounds

<MMM dd, yyyy hh:mm:ss a z> <Error> <Store> <BEA-280061> <The persistent
store "_WLS_server_soal" could not be deployed:
weblogic.store.PersistentStoreException: java.io.IOException:
[Store:280021]There was an error while opening the file store file
"_WLS_SERVER_SOA1000000.DAT"
weblogic.store.PersistentStoreException: java.io.IOException:
[Store:280021]There was an error while opening the file store file
" WLS_SERVER_SOA1000000.DAT"

at weblogic.store.io.file.Heap.open (Heap.java:168)

at weblogic.store.io.file.FileStoreIO.open(FileStoreIO.java:88)

If an of abrupt machine failure occurs, WebLogic Server restart or whole server
migration may fail if the transaction logs or JMS persistence store directory is mounted
using NFS. WebLogic Server maintains locks on files used for storing JMS data and
transaction logs to protect from potential data corruption if two instances of the same
WebLogic Server are accidently started. NFS protocol is stateless, and the storage
device does not become aware of machine failure, therefore, the locks are not released
by the storage device. As a result, after abrupt machine failure, followed by a restart,
any subsequent attempt by WebLogic Server to acquire locks on the previously locked
files may fail. Refer to your storage vendor documentation for additional information
on the locking of files stored in NFS mounted directories on the storage device.

Use one of the following two solutions to unlock the logs and data files.

Solution 1

Manually unlock the logs and JMS data files and start the servers by creating a copy of
the locked persistence store file and using the copy for subsequent operations. To
create a copy of the locked persistence store file, rename the file, and then copy it back
to its original name. The following sample steps assume that transaction logs are
stored in the /shared/tlogs directory and JMS data is stored in the /shared/jms
directory.

cd /shared/tlogs

mv _WLS_SOA_SERVER1000000.DAT _WLS_SOA_SERVER1000000.DAT.old

cp _WLS_SOA_SERVER1000000.DAT.old _WLS_SOA_SERVER1000000.DAT

cd /shared/jms

mv SOAJMSFILESTORE_AUTO_1000000.DAT SOAJMSFILESTORE_AUTO_1000000.DAT.old
cp SOAJMSFILESTORE_AUTO_1000000.DAT.o0ld SOAJMSFILESTORE_AUTO_1000000.DAT
mv UMSIJMSFILESTORE_AUTO_1000000.DAT UMSJMSFILESTORE_AUTO_1000000.DAT.old
cp UMSJMSFILESTORE_AUTO_1000000.DAT.o0ld UMSIJMSFILESTORE_AUTO_1000000.DAT

With this solution, the WebLogic file locking mechanism continues to provide
protection from any accidental data corruption if multiple instances of the same
servers were accidently started. However, the servers must be restarted manually after
abrupt machine failures. File stores will create multiple consecutively numbered .DAT
files when they are used to store large amounts of data. All files may need to be copied
and renamed when this occurs.

Solution 2

Disable WebLogic file locking by disabling the native I/O wlfileio2 driver. The
following sample steps move the shared object for the driver to a backup location,
effectively removing it.

cd WL_HOME/server/native/platform/cpu_arch
mv libwlfileio2.so /shared/backup

With this solution, since the WebLogic locking is disabled, automated server restarts
and failovers succeed. In addition, this may result in performance degradations. Be
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very cautious when using this solution. Always configure the database based leasing
option, which enforces additional locking mechanism using database tables, and
prevents automated restart of more than one instance of same WebLogic Server.
Additional procedural precautions must be implemented to avoid any human error
and ensure that one and only one instance of a server is manually started at any given
point of time. Similarly, extra precautions must be taken to ensure that no two
domains have a store with the same name that references the same directory.

6.2.4 Cookie Persistence Setting on Load Balancer May Result in Intermittent Timeouts
in accessing Portal on Windows platforms

Cookie Persistence on the load balancer is not required for an Oracle Portal
active-active setup. Any inadvertent setting of cookie Persistence to 'active cookie
insert' on certain hardware load balancers for Portal deployments on Windows results
in intermittent timeouts while accessing Oracle Portal.

6.2.5 Fusion Middleware Control May Display Incorrect Status

In some instances, Oracle WebLogic Fusion Middleware Control may display the
incorrect status of a component immediately after the component has been restarted or
failed over.

6.2.6 Accumulated BPEL Instances Cause Performance Decrease

In a scaled out clustered environment, if a large number of BPEL instances are
accumulated in the database, it causes the database's performance to decrease, and the
following error is generated: MANY THREADS STUCK FOR 600+ SECONDS.

To avoid this error, remove old BPEL instances from the database.

6.2.7 Extra Message Enqueue when One a Cluster Server is Brought Down and Back

Up

In a non-XA environment, MQSeries Adapters do not guarantee the only once delivery
of the messages from inbound adapters to the endpoint in case of local transaction. In
this scenario, if an inbound message is published to the endpoint, and before
committing the transaction, the SOA server is brought down, inbound message are
rolled back and the same message is again dequeued and published to the endpoint.
This creates an extra message in outbound queue.

In an XA environment, MQ Messages are actually not lost but held by Queue Manager
due to an inconsistent state. To retrieve the held messages, restart the Queue Manager.

6.2.8 Duplicate Unrecoverable Human Workflow Instance Created with Oracle RAC

Failover

As soon as Oracle Human Workflow commits its transaction, the control passes back
to BPEL, which almost instantaneously commits its transaction. Between this window,
if the Oracle RAC instance goes down, on failover, the message is retried and can
cause duplicate tasks. The duplicate task can show up in two ways - either a duplicate
task appears in worklistapp, or an unrecoverable BPEL instance is created. This BPEL
instance appears in BPEL Recovery. It is not possible to recover this BPEL instance as
consumer, because this task has already completed.
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6.2.9 Configuration Files Missing after Planned Administration Server Node Shutdown
or Reboot

The following information refers to Chapter 10, "Managing the Topology," of the
Oracle Fusion Middleware Enterprise Deployment Guide for Oracle SOA Suite.

When performing a planned stop of the Administration Server's node (rebooting or
shutting down the Admin Server's machine), it may occur that the OS NFS service is
disabled before the Administration Server itself is stopped. This (depending on the
configuration of services at the OS level) can cause the detection of missing files in the
Administration Server's domain directory and trigger their deletion in the domain
directories in other nodes. This can result in the framework deleting some of the files
under domain_dir/fmwconfig/. This behavior is typically not observed for
unplanned downtimes, such as machine panic, power loss, or machine crash. To avoid
this behavior, shutdown the Administration Server before performing reboots or,
alternatively, use the appropriate OS configuration to set the order of services in such a
way that NFS service is disabled with later precedence than the Administration
Server's process. See your OS administration documentation for the corresponding
required configuration for the services' order.

6.2.10 No High Availability Support for SOA B2B TCP/IP

High availability failover support is not available for SOA B2B TCP/IP protocol. This
effects primarily deployments using HL7 over MLLP. For inbound communication in
a clustered environment, all B2B servers are active and the address exposed for
inbound traffic is a load balancer virtual server. Also, in an outage scenario where an
active managed server is no longer available, the persistent TCP/IP connection is lost
and the client is expected to reestablish the connection.

6.2.11 WebLogic Administration Server on Machines with Multiple Network Cards

When installing Oracle WebLogic Server on a server with multiple network cards,
always specify a Listen Address for the Administration Server. The address used
should be the DNS Name/IP Address of the network card you wish to use for
Administration Server communication.

To set the Listen Address:

1. In the Oracle WebLogic Server Administration Console, select Environment, and
then Servers from the domain structure menu.

2. Click the Administration Server.

3. Click Lock and Edit from the Change Center to allow editing.
4. Enter a Listen Address.

5. Click Save.

6.

Click Activate Changes in the Change Center.

6.2.12 Additional Parameters for SOA and Oracle RAC Data Sources

In some deployments of SOA with Oracle RAC, you may need to set additional
parameters in addition to the out of the box configuration of the individual data
sources in an Oracle RAC configuration. The additional parameters are:

1. Add property oracle.jdbc.ReadTimeout=300000 (300000 milliseconds) for
each data source.
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The actual value of the ReadTimeout parameter may differ based on additional
considerations.

2. If the network is not reliable, then it is difficult for a client to detect the frequent
disconnections when the server is abruptly disconnected. By default, a client
running on Linux takes 7200 seconds (2 hours) to sense the abrupt disconnections.
This value is equal to the value of the tcp_keepalive_time property. To
configure the application to detect the disconnections faster, set the value of the
tcp_keepalive_time, tcp_keepalive_interval, and tcp_keepalive_
probes properties to a lower value at the operating system level.

Note: Setting a low value for the tcp_keepalive_interval
property leads to frequent probe packets on the network, which can
make the system slower. Therefore, the value of this property should
be set appropriately based on system requirements.

For example, set tcp_keepalive_time=600 at the system running the WebLogic
Server managed server.

Also, you must specify the ENABLE=BROKEN parameter in the DESCRIPTION clause in
the connection descriptor. For example:

dbc:oracle:thin:@ (DESCRIPTION= (enable=broken) (ADDRESS_LIST= (ADDRESS= (PRO
TOCOL=TCP) (HOST=nodel-vip.mycompany.com) (PORT=1521))) (CONNECT_DATA= (SERVICE_
NAME=orcl.us.oracle.com) (INSTANCE NAME=orcll)))

As a result, the data source configuration appears as follows:

<url>jdbc:oracle:thin: @ (DESCRIPTION= (enable=broken) (ADDRESS_LIST= (ADDRESS= (PRO
TOCOL=TCP) (HOST=nodel-vip.us.oracle.com) (PORT=1521))) (CONNECT_DATA=(SERVICE_
NAME=orcl.us.oracle.com) (INSTANCE NAME=orcll)))</url>
<driver-name>oracle.jdbc.xa.client.OracleXADataSource</driver-name>
<properties>
<property>
<name>oracle.jdbc.ReadTimeout</name>
<value>300000</value>
</property>
<property>
<name>user</name>
<value>jmsuser</value>
</property>
<property>
<name>oracle.net.CONNECT_ TIMEOUT</name>
<value>10000</value>
</property>
</properties>

6.2.13 Message Sequencing and MLLP Not Supported in Oracle B2B HA Environments

Message sequencing and MLLP are not supported in oracle B2B high availability (HA)
environments.

6.2.14 Access Control Exception After Expanding Cluster Against an Extended Domain

The Oracle Identity Federation server has been observed to fail due to access control
exceptions under the following circumstances:
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1. You create a domain with no Identity Management components on host1.

2, Onhost2, you extend that domain in clustered mode, select all Identity
Management components, and select Create Schema.

3. Onhostl, you expand the cluster and select all components.

Due to a bug, the file DOMAIN_HOME/config/fmwconfig
system-jazn-data.xml on hostl is overwritten so that the <grant> element is
removed, which causes the access control exceptions when the Oracle Identity
Federation server is started.

To restore the <grant> element, you use the WLST grantPermission command.

On Linux, enter the following three commands at the bash prompt. Type each
command on one line.

When typing the commands, replace ORACLE_COMMON_HOME with the path to the
Oracle Common Home folder, located in the Middleware Home. When prompted for
information to connect to WebLogic, enter the WLS Administrator Credentials and the
location of the WebLogic Administration Server.

ORACLE_COMMON_HOME/common/bin/wlst.sh
ORACLE_COMMON_HOME/modules/oracle.jps_11.1.1/common/wlstscripts/grantPermissi
on.py -codeBaseURL
file:\${domain.home}/servers/\${weblogic.Name}/tmp/_WL_user/OIF_11.1.1.2.0/-
-permClass oracle.security.jps.service.credstore.CredentialAccessPermission
-permTarget context=SYSTEM, mapName=0IF, keyName=* -permActions read

ORACLE_COMMON_HOME/common/bin/wlst.sh
ORACLE_COMMON_HOME/modules/oracle.jps_11.1.1/common/wlstscripts/grantPermissi
on.py -codeBaseURL
file:\${domain.home}/servers/\${weblogic.Name}/tmp/_WL_user/OIF_11.1.1.2.0/-
-permClass oracle.security.jps.service.credstore.CredentialAccessPermission
-permTarget credstoressp.credstore -permActions read

ORACLE_COMMON_HOME/common/bin/wlst.sh
ORACLE_COMMON_HOME/modules/oracle.jps_11.1.1/common/wlstscripts/grantPermissi
on.py -codeBaseURL
file:\${domain.home}/servers/\${weblogic.Name}/tmp/_WL_user/OIF_11.1.1.2.0/-
-permClass oracle.security.jps.service.credstore.CredentialAccessPermission
-permTarget credstoressp.credstore.OIF.* -permActions read

On Windows, enter the following three commands at the command prompt. Type each
command on one line.

When typing the commands, replace ORACLE_COMMON_HOME with the path to the
Oracle Common Home folder, located in the Middleware Home. When prompted for
information to connect to WebLogic, enter the WLS Administrator Credentials and the
location of the WebLogic Administration Server.

ORACLE_COMMON_HOME\ common\bin\wlst.cmd
ORACLE_COMMON_HOME\modules\oracle.jps_11.1.1\common\wlstscripts\grantPermiss
ion.py -codeBaseURL

file:${domain.home}/servers/\${weblogic.Name}/tmp/ WL_user/OIF_11.1.1.2.0/-
-permClass oracle.security.jps.service.credstore.CredentialAccessPermission
-permTarget context=SYSTEM,mapName=0IF,keyName=* -permActions read

ORACLE_COMMON_HOME\ common\bin\wlst.cmd
ORACLE_COMMON_HOME\modules\oracle.jps_11.1.1\common\wlstscripts\grantPermiss
ion.py -codeBaseURL
file:${domain.home}/servers/${weblogic.Name}/tmp/_WL_user/OIF_11.1.1.2.0/-
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-permClass oracle.security.jps.service.credstore.CredentialAccessPermission
-permTarget credstoressp.credstore -permActions read

ORACLE_COMMON_HOME\ common\bin\wlst.cmd
ORACLE_COMMON_HOME\modules\oracle.jps_11.1.1\common\wlstscripts\grantPermiss
ion.py -codeBaseURL

file:${domain.home} /servers/${weblogic.Name}/tmp/_WL_user/OIF_11.1.1.2.0/-
-permClass oracle.security.jps.service.credstore.CredentialAccessPermission
-permTarget credstoressp.credstore.OIF.* -permActions read

6.3 Documentation Errata
This section describes documentation errata. It includes the following topic:

»  Section 6.3.1, "Documentation Errata for the Fusion Middleware High Availability
Guide"

= Section 6.3.2, "Documentation Errata for the Fusion Middleware Enterprise
Deployment Guide for Oracle WebCenter"

6.3.1 Documentation Errata for the Fusion Middleware High Availability Guide

This section contains Documentation Errata for Oracle Fusion Middleware High
Awvailability Guide.

6.3.1.1 Latest Requirements and Certification Information

Several manuals in the Oracle Fusion Middleware 11g documentation set have
information on Oracle Fusion Middleware system requirements, prerequisites,
specifications, and certification information.

»  The latest information on Oracle Fusion Middleware system requirements,
prerequisites, specifications, and certification information can be found in the
following documents on Oracle Technology Network:

http://www.oracle.com/technology/software/products/ias/files/
fusion_certification.html

This document contains information related to hardware and software
requirements, minimum disk space and memory requirements, and required
system libraries, packages, or patches.

s Oracle Fusion Middleware Certification information at:

http://www.oracle.com/technology/software/products/ias/files/
fusion_certification.html

This document contains information related to supported installation types,
platforms, operating systems, databases, JDKs, and third-party products.

6.3.1.2 Incorrect Path Given for CFC Procedure

In step 12, of section 10.2.3.7.2, "Transforming Oracle Reports for Cold Failover
Clusters," in the Oracle Fusion Middleware High Availability Guide, the following
directory path is incorrect:

DOMAIN_HOME/config/fmwconfig/servers/WLS_DISCO/applications/discoverer
11.1.1.2.0/configuration

The correct directory path is as follows:
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DOMAIN_HOME/config/fmwconfig/servers/WLS_REPORTS/applications/reports_
11.1.1.2.0/configuration

6.3.2 Documentation Errata for the Fusion Middleware Enterprise Deployment Guide
for Oracle WebCenter

This section contains Documentation Errata for Oracle Fusion Middleware Enterprise
Deployment Guide for Oracle WebCenter.

6.3.2.1 Link to Section 8.1.3 is Missing

In Section 8.1, "Configuring the Discussion Forum Connection" of the Oracle Fusion
Middleware Enterprise Deployment Guide for Oracle WebCenter, the link to section 8.1.3,
"Creating a Discussions Server Connection for WebCenter From EM" is missing.

6.3.2.2 Additional Information for Discussions Forum Mulitcast to Unicast
Conversion

In section 6.14, "Converting Discussions Forum from Multicast to Unicast" of the
Oracle Fusion Middleware Enterprise Deployment Guide for Oracle WebCenter, the
following information is missing from Step 3:

Step 3: Repeat steps 1 and 2 for WLS_Services2, swapping WCHost1 for WCHost2,
and WCHost2 for WCHost1 as follows:

-Dtangosol.coherence.wkal=WCHost2 -Dtangosol.coherence.wka2=WCHostl
-Dtangosol.coherence.localhost=WCHost2 -Dtangosol.coherence.wkal.port=8089
-Dtangosol.coherence.wka2.port=8089

6.3.2.2.1 Additional Disscussion Connection Properties Explained in Administration Guide For
additional Discussions Server connection properties associated with the procedure in
Section 8.1.3 "Creating a Discussions Server Connection for WebCenter From EM" of
the Oracle Fusion Middleware Enterprise Deployment Guide for Oracle WebCenter, refer to
section 12.3.1, "Registering Discussions Servers Using Fusion Middleware Control," in
the Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.
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Oracle JDeveloper and Oracle Application
Development Framework (ADF)

The latest known issues associated with Oracle JDeveloper and Application Developer
Framework (ADF) are available on the Oracle Technology Network (OTN) at:
http://www.oracle.com/technology/products/jdev/htdocs/11/index.h
tml.

For more information and technical resources for Oracle JDeveloper and Application
Developer Framework (ADF), visit the product center on the Oracle Technology
Network at:
http://www.oracle.com/technology/products/jdev/index.html.
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Oracle TopLink

This chapter describes issues associated with Oracle TopLink. It includes the following
topics:

Section 8.1, "General Issues and Workarounds"

8.1 General Issues and Workarounds

This section describes general issue and workarounds. It includes the following topic:

Section 8.1.1, "TopLink Object-Relational Issues"

Section 8.1.2, "TopLink Workbench Issues"

Section 8.1.3, "Oracle Database Extensions with TopLink"
Section 8.1.4, "Allowing Zero Value Primary Keys"

8.1.1 TopLink Object-Relational Issues

This section contains information on the following issues:

Section 8.1.1.1, "Incorrect outer join SQL on SQLServer2005"

Section 8.1.1.2, "UnitOfWork.release() not Supported with External Transaction
Control"

Section 8.1.1.3, "Returning Policy for UPDATE with Optimistic Locking"
Section 8.1.1.4, "JDBC Drivers returning Timestamps as Strings"

Section 8.1.1.5, "Proxy Authentication with Oracle Containers for Java EE (OC4J)
Managed Data Sources"

Section 8.1.1.6, "Unit of Work does not add Deleted Objects to Change Set"

8.1.1.1 Incorrect outer join SQL on SQLServer2005

TopLink generates incorrect outer join for SQL Server v2005. The outer join syntax
generated is correct for earlier versions of this database. To work around this
limitation, reconfigure the database compatibility (refer to the SQLServer
documentation for details). Alternatively, you can use a custom TopLink database
platform.

8.1.1.2 UnitOfWork.release() not Supported with External Transaction Control

A unit of work synchronized with a Java Transaction API (JTA) will throw an
exception if it is released. If the current transaction requires its changes to not be
persisted, the JTA transaction must be rolled back.

Oracle TopLink 8-1



General Issues and Workarounds

When in a container-demarcated transaction, call setRollbackOnly () on the
EJB/session context:

@Stateless

public class MySessionBean

{ @Resource
SessionContext sc;

public void someMethod ()
{

sc.setRollbackOnly () ;
}

When in a bean-demarcated transaction then you call rollback () on the
UserTransaction obtained from the EJB/session context:

@Stateless
@TransactionManagement (TransactionManagementType .BEAN)
public class MySessionBean implements SomeInterface

{
@Resource
SessionContext sc;

public void someMethod ()
{

sc.getUserTransaction() .begin() ;

sc.getUserTransaction () .rollback();

8.1.1.3 Returning Policy for UPDATE with Optimistic Locking

The returning policy, which allows values modified during INSERT and UPDATE to be
returned and populated in cached objects, does not work in conjunction with numeric
version optimistic locking for UPDATE. The value returned for all UPDATE operations
is 1 and does not provide meaningful locking protection.

Do not use a returning policy for UPDATE in conjunction with numeric optimistic
locking.

The use of returning policy for INSERT when using optimistic locking works correctly.

8.1.1.4 JDBC Drivers returning Timestamps as Strings

TopLink assumes that date and time information returned from the server will use
Timestamp. If the JDBC driver returns a String for the current date, TopLink will
throw an exception. This is the case when using a DB2 JDBC driver.

To work around this issue, consider using a driver that returns Timestamp (such as
COM.ibm.db2.jdbc.app.DB2Driver) or change the policy to use local time
instead of server time.

Another option is to use a query re-director on the ValueReadQuery used by the
platform:

ValueReadQuery vrqg = new ValueReadQuery (

"SELECT to_char (sysdate, 'YYYY-MM-DD HH:MM:SS.SSSSS') FROM DUAL"
)
vrq.setRedirector (new TSQueryRedirector());
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class TSQueryRedirector implements QueryRedirector
{
public Object invokeQuery (DatabaseQuery query, Record arguments, Session session)
{
String value = (String)session.executeQuery(query);
return ConversionManager.getDefaultManager () .convertObject (
value, java.sql.Timestamp.class
)

8.1.1.5 Proxy Authentication with Oracle Containers for Java EE (0C4J) Managed
Data Sources

Proxy authentication does not work with OC4] managed data sources. Instead of using
the data source provided by the application server, you must create a data source
yourself.

Refer to the "Configuring Oracle Database Proxy Authentication" in the Oracle Fusion
Middleware Developer’s Guide for Oracle TopLink for more information.

For example, replace this code:

login.setConnector (
new OracleJDBC10_1_0_2ProxyConnector (

( (JNDIConnectorlogin.getConnector ()) .getName ()
)
)
with the following;:

oracle.jdbc.pool.OracleDataSource ds = new oracle.jdbc.pool.OracleDataSource() ;
ds.setUser ("MyMainUser") ;

ds.setPassword ("MyPassword") ;
ds.setUrl("jdbc:oracle:thin:@MyServer:1521:MyDb") ;

login.setConnector (new OracleJDBC10_1_0_2ProxyConnector (ds)) ;

8.1.1.6 Unit of Work does not add Deleted Objects to Change Set

When accessing the change set of a Unit of Work to determine what has changed,
objects that are pending deletion (such as uow.deleteObject ( ) and
uow.deleteAllObjects ( )) will not be returned from the result set.

The objects pending deletion are only available through the Unit of Work
getDeletedObjects call.

8.1.2 TopLink Workbench Issues

This section contains information on the following issues:
= Section 8.1.2.1, "Accessibility"
= Section 8.1.2.2, "Running the TopLink Workbench on Windows OS"

8.1.2.1 Accessibility

Due to an issue with HP-UX JDK 1.6, if NullPointExecption error dialog is generated
when saving a file, the error dialog window is not in focus.
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8.1.2.2 Running the TopLink Workbench on Windows OS

Due to an issue with certain configurations and versions of Windows operating
systems, users that launch the TopLink Workbench with the workbench. cmd file
may receive a dialog that states: Could not find the main class. This occurs because the
classpath specified contains a directory path which has periods in it. The workaround
is to rename the offending directory or change the classpath to use directory paths
which do not contain periods.

8.1.3 Oracle Database Extensions with TopLink

This section contains information on the following issue:

= Section 8.1.3.1, "Template JAR for Spatial and XDB Support in Oracle WebLogic
Server"

8.1.3.1 Template JAR for Spatial and XDB Support in Oracle WebLogic Server

To fully support Oracle Spatial and Oracle XDB mapping capabilities (in both
standalone Oracle WebLogic Server and the Oracle JDeveloper integrated WebLogic
Server), you must use the toplink-spatial-template.jar and
toplink-xdb-template.jar to extend the WebLogic Server domain to support
Oracle Spatial and XDB, respectively.

To extend your WebLogic Server domain:

1. Download the toplink-spatial-template.jar (tosupport Oracle Spatial)
and toplink-xdb-template.jar (tosupport Oracle XDB) files from:

m http://download.oracle.com/otn/java/toplink/111110/toplink-s
patial-template.jar

m http://download.oracle.com/otn/java/toplink/111110/toplink-x
db-template. jar

2. Use Table 8-1, " To Support Oracle Spatial"” or Table 8-2, " To Support Oracle XDB"
to determine which files to copy.

Table 8—1 To Support Oracle Spatial

Copy this file From..." To...2
sdoapi.jar <ORACLE_DATABASE_ <WEBLOGIC._
HOME>/md/jlib HOME>/server/lib

These are the default locations. Your actual location may vary depending on your specific environment,
installed options, and version.

When using Oracle JDeveloper integrated WebLogic Server, the <wEBLOGIC_HOME> is located within the
<JDEVELOPER_HOME> directory.

Table 8-2 To Support Oracle XDB

Copy this file From..." To...2
xdb.jar <ORACLE_DATABASE._ <WEBLOGIC_HOME>/server/lib
HOME>/rdbms/jlib
xml.jar <ORACLE_DATABASE_HOME>/1ib <WEBLOGIC_HOME>/server/lib
xmlparserv2.jar <ORACLE_DATABASE_HOME>/1ib <WEBLOGIC_HOME>/server/lib

! These are the default locations. Your actual location may vary depending on your specific environment,

installed options, and version.

When using Oracle JDeveloper integrated WebLogic Server, the <WEBLOGIC_HOME> is located within the
<JDEVELOPER_HOME> directory.
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Note: Although the actual JAR file may be named differently in your
From directory, the file must be named as shown, when copied to the
To directory.

3. Launch the Config Wizard (<WEBLOGIC_HOME>/common/bin/config.sh
(or .bat).

4. Select Extend an existing WebLogic domain.
5. Browse and select your WebLogic Server domain.

When using JDeveloper with integrated WebLogic Server, the typical WebLogic
Server domain location may be similar to:

s In Windows environments:
$APPDATA%\JDeveloper\systemXX.XX.XX.XX\DefaultDomain

where XX . XX . XX . XX is the unique number of the product build.

For Windows platforms, you must enable the Show hidden files and folders
folder option.

s Innon-Windows environments, the default location is under the current user's
default home directory: <$Home>/DefaultDomain

Refer to the Oracle JDeveloper documentation for details.
6. Select Extend my domain using an existing extension template.

7. Browse and select the required template JAR (toplink-spatial-template.jar for
Oracle Spatial, toplink-xdb-template.jar for Oracle XDB).

8. Complete the remaining pages of the wizard.

8.1.4 Allowing Zero Value Primary Keys

By default, EclipseLink interprets zero as null for primitive types that cannot be null
(such as int and long) causing zero to be an invalid value for primary keys. You can
modify this setting by using the allow-zero-id property in the persistence.xml
file. Valid values are:

»  true — EclipseLink interprets zero values as zero. This permits primary keys to use
a value of zero.

» false (default) — EclipseLink interprets zero as null.

Refer the EclipseLink User's Guide at
http://wiki.eclipse.org/EclipseLink/UserGuide for more information.
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Oracle HTTP Server

This chapter describes issues associated with Oracle HTTP Server. It includes the
following topics:

s Section 9.1, "Documentation Errata"

9.1 Documentation Errata

This section describes documentation errata. It includes the following topics:

= Section 9.1.1, "Corrections to Sun Java System Plug-in Instructions for Oracle
Proxy and Oracle SSO Plug-ins"

= Section 9.1.2, "The mod_security Module and Reference Manual Are Not Shipped
With Oracle HTTP Server"

9.1.1 Corrections to Sun Java System Plug-in Instructions for Oracle Proxy and Oracle

SSO Plug-ins

The "Using Oracle Plug-ins for Third-Party Web Servers" appendix of the Oracle Fusion
Middleware Administrator’s Guide for Oracle HTTP Server contains incorrect information
about the Sun Java System plug-in shared library names and relevant paths.

A.1.2 Installing the Oracle Proxy Plug-in

All relevant plug-ins for a given platform are under Diskl/plugins (UNIX) or
Diskl\plugins (Windows) respectively.

Table A-1 Oracle Proxy Plug-In Shared Libraries

The plug-in shared library name for Microsoft Windows should be oracle_proxy_
nes.dll, as follows:

Microsoft Windows: \Diskl\plugins\sjsws\oracle_proxy_nes.dll

A.1.4 Configuring Sun Java System Listener to Use Oracle Proxy Plug-In

In Step 2, the plug-in shared library for Microsoft Windows should be oracle_
proxy_nes.dll, as follows:

Init fn="load-modules" shlib="/path/oracle_proxy_nes.dll" funcs=op_init,op_
objecttype, op_service
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A.2.2 Installing the Oracle SSO Plug-in

All relevant plug-ins for a given platform are under Diskl/plugins (UNIX) or
Diskl\plugins (Windows) respectively.

Table A-2 Oracle SSO Plug-In Shared Libraries

The plug-in shared library names for UNIX and Microsoft Windows are incorrect, and
should be changed, as follows:

s UNIX: /Diskl/plugins/sjsws/oracle_proxy.dll

s Microsoft Windows: \Diskl\plugins\sjsws\oracle_proxy_nes.dll

A.2.5 Configuring Sun Java System Listener for Single Sign-on

s In Step 2, the plug-in shared library names for UNIX and Microsoft Windows are
incorrect, and should be changed, as follows:
On UNIX:

Init fn="load-modules" shlib="/pathl/oracle_proxy.so" funcs=osso_init, \oracle_
single_sign_on, osso_redirect_service, 0sso_success_service"

On Windows:

Init fn="load-modules" shlib="/path/oracle_proxy_nes.dll" funcs=op_init,op_
objecttype, op_service

= In Step 6, the ORACLE_HOME library directory is incorrectly referred to as ORACLE_
HOME/1ib32. Therefore, replace the Step 6 instructions with the following text:

Change the library path variable in the start script for your environment to include
the location of the ORACLE_HOME/ 1ib directory, where ORACLE_HOME is the same
Web Tier installation described in Section A.2.2, "Installing the Oracle SSO
Plug-in". This Web Tier installation must be on the same machine as the
third-party listener (it does not need to be running), so the SSO plug-in can access
the dependency libraries.

= SunJava System 6.1 on UNIX - start
= SunJava System 7.0 on UNIX -bin/startserv

Then modify the value of LD_LIBRARY_PATH to include the path to ORACLE_
HOME/1lib.

= SunJava System on Windows — set LD_LIBRARY_PATH in your environment
to the path to ORACLE_HOME\ 1lib.

9.1.2 The mod_security Module and Reference Manual Are Not Shipped With Oracle

HTTP Server

The "Understanding Oracle HTTP Server Modules" chapter of the Oracle Fusion
Middleware Administrator’s Guide for Oracle HTTP Server contains Section 3.10, "mod_
security”, which discusses the mod_security module and references the ModSecurity
Reference Manual PDF (modsecurity2_ reference.pdf). The mod_security module
and the modsecurity2_reference.pdf file will not be shipped in this release.

9-2 Oracle Fusion Middleware Release Notes



10

Oracle Web Cache

This chapter describes issues associated with Oracle Web Cache. It includes the
following topics:

= Section 10.1, "Configuration Issues and Workarounds"

s Section 10.2, "Documentation Errata"

10.1 Configuration Issues and Workarounds

This section describes configuration issues and their workarounds. It includes the
following topics:

m  Section 10.1.1, "Reset the Random Password Generated in the Oracle Portal,
Forms, Reports and Discoverer Install Types"

= Section 10.1.2, "Running Oracle Web Cache Processes as a Different User Is Not
Supported"

= Section 10.1.3, "Defining Duplicate Origin Servers Causes Startup Failure"

= Section 10.1.4, "Mixed Protocols in Site-to-Server Mappings Causes Startup
Failures"

= Section 10.1.5, "Oracle Web Cache Not Restarting When All Listening Ports Are
SSL-Enabled"

= Section 10.1.6, "Exceptions When Starting Oracle Web Cache After Accessing
Configuration Pages from Oracle Enterprise Manager Fusion Middleware
Control"

10.1.1 Reset the Random Password Generated in the Oracle Portal, Forms, Reports and
Discoverer Install Types

For enhanced security, no default hard-coded passwords are used for managing
Oracle Web Cache.

When you install the Oracle Web Tier installation type, the Oracle Universal Installer
prompts you to choose a password. The Web Cache Administrator page of the Oracle
Universal Installer prompts you to enter a password for the administrator account.
The administrator account is the Oracle Web Cache administrator authorized to
log in to Oracle Web Cache Manager and make configuration changes through that
interface.

When you install the Oracle Portal, Forms, Reports and Discoverer installation type,
the prompt for the administrator password is missing. Instead, the Oracle Portal,
Forms, Reports and Discoverer install type uses a random value chosen at install time.
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No matter the installation type, before you begin configuration, change the passwords
for these accounts to a secure password. If you are configuring a cache cluster, all
members of the cluster must use the same password for the administrator account.

To change the password, use the Passwords page of Fusion Middleware Control, as
described in Section 5.2, "Configuring Password Security," of the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

10.1.2 Running Oracle Web Cache Processes as a Different User Is Not Supported

Running Oracle Web Cache as a user other than the installed user through the use of
the webcache_setuser.sh setidentity command is not supported for this
release. Specifically, you cannot change the user ID with the following sequence:

1. Change the process identity of the Oracle Web Cache processes in the Process
Identity page using Oracle Web Cache Manager (Properties > Process Identity).

2. Use the webcache_setuser. sh script as follows to change file and directory
ownership:

webcache_setuser.sh setidentity <user_ ID>

where <user._ID> is the user you specified in the User ID field of the Process
Identity page.

3. Restart Oracle Web Cache using opmnct1.
Oracle Web Cache will start and then immediately shut down.
In addition, messages similar to the following appear in the event log:

[2009-06-02T21:22:46+00:00] [webcache] [ERROR:1] [WXE-13212] [logging] [ecid: ]
Access log file /scratch/webtier/home/instances/instancel/diagnostics
/logs/WebCache/webcachel/access_log could not be opened.
[2009-06-02T21:22:46+00:00] [webcache] [WARNING:1] [WXE-13310] [io] [ecid: ]
Problem opening file /scratch/webtier/home/instances/instancel/config
/WebCache/webcachel /webcache.pid (Access Denied).
[2009-06-02T21:22:46+00:00] [webcache] [ERROR:1] [WXE-11985] [esi] [ecid: ]
Oracle Web Cache is unable to obtain the size of the default ESI fragment
page /scratch/webtier/home/instances/instancel/config
/WebCache/webcachel/files/esi_fragment_error.txt.
[2009-06-02T21:22:46+00:00] [webcache] [WARNING:1] [WXE-11905] [security]
[ecid: ] SSL additional information:

The system could not open the specified file.

For further information about the webcache_setuser. sh script, see Section 5.9,
"Running webcached with Root Privilege," of the Oracle Fusion Middleware
Administrator’s Guide for Oracle Web Cache.

10.1.3 Defining Duplicate Origin Servers Causes Startup Failure

Fusion Middleware Control enables you to configure multiple origin servers using the
same host name and port number. Configure origin servers with duplicate host and
port settings, both the cache server and admin server processes fail to start.

To resolve this issue:
1. Use a text editor to open webcache.xml, located in:

(UNIX) ORACLE_INSTANCE/<instance_name>/config/WebCache/<webcache name>
(Windows) ORACLE_INSTANCE\<instance_name>\config\WebCache\<webcache_name>
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