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A security realm is a container for the mechanisms--including users, groups, securlty foles, security policies,
and security providers-that are used to protect WebLogic resources. You can have multiple security realms in a
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Authentication | Authorization | Adjudiation | Role Mapping | Audting | CredentialMapping | Certfication Path | Keystores
n Authenticaton provider alows WebLogic Server to establsh trust by validating a user. You must have one Authentication provider in
securty real, an you can configure multile Authentication providers in 3 sscurty reai, Diferent types of Authentication providers are
designed to access different. data stares, such as LDAP servers or DEMS, You can also configure a Realm Adapter Authentication provider
that allows you to work with users and groups from previous relesses of WebLagic Server.
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Authentication Providers
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Configuration | Users and Groups | Roles and Poices | Credential Msppings | Providers | Migration

Authentication | Authorization | Adjudiation | Role Mapping | Audting | CredentialMapping | Certfication Path | Keystores
n Authenticaton provider alows WebLogic Server to establsh trust by validating a user. You must have one Authentication provider in
securty real, an you can configure multile Authentication providers in 3 sscurty reai, Diferent types of Authentication providers are
designed to access different. data stares, such as LDAP servers or DEMS, You can also configure a Realm Adapter Authentication provider
that allows you to work with users and groups from previous relesses of WebLagic Server.
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A keystore is  key database thet contains both public and private keys. Keystore needs to be configured only t the WebLogic domain fevel. You
need to provide the keystore name, path, password and nformetion abovt e aul identity ceticates. f you wish to emove Ehe configuration of
Keystore, uncheck the box below.

[ confiqure Keystore Managsment.
Keystore Type XS
* Keystore Path [ opelcs
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* CorfirmPassword |sesesse

Identity Certificates
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*Keystore Path | producer s

*passiord ensases

* CorfirmPassword |sesesse

Identity Certificates
Speciy the default identiy certicates (signature and encryption keys) Fo ths keystore, Web Services that are corfigured to uss ths keystore
il use these dentiy certficates,

Signature Key Encryption Key.
* Key s [producer * Crypt Aas  producer

* Signature Password esseses * Crypt Password

* CorfirmPassword |sesesse * Canfirm Passward
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Akeystore is  key database that contains both public and prvate keys. Keystore needs to be configured only a the WebLogic Domain evel. You wil
need o provide the keystore name, path, password and nformation about dsfaul identity certicates.

onfigure Keystors Management
@ TIP Toremove keystore configuration, uncherk Configure Keystore Management checkbox above and clck OK.

Keystore Type XS
* Keystore Path | joroducer ks
* passward

* Canfirm Passward

Identity Certificates

Specify the default identiy certicates (signature and encryption keys) For ths keystore, Web Services that are corfigured to uss ths keystore
il use these dentiy certficates,

Signature Key Encryption Key
*Key Alas | sgn-cs-Aey * Crypt Alas | enc-cs-key

* Signature Password * Crypt Password [

* Canfirm Passward * Confirm Password [ o
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Keystore Configuration Concel | | ok

A keystore is  key database thet contains both public and private keys. Keystore needs to be configured only t the WebLogic domain fevel. You
need to provide the keystore name, path, password and nformetion abovt e aul identity ceticates. f you wish to emove Ehe configuration of
Keystore, uncheck the box below.

[ confiqure Keystore Managsment.
Keystore Type XS
* Keystore Path [ producer ks

*passiord ensases

* CorfirmPassword |sesesse

Identity Certificates
Speciy the default identiy certicates (signature and encryption keys) Fo ths keystore, Web Services that are corfigured to uss ths keystore
il use these dentiy certficates,

Signature Key Encryption Key.
* Key s produser * Cryp s producer

* Signature Password esseses * Crypt Password

* CorfirmPassword |sesesse * Canfirm Passward
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Login Details

View the HTHL source of the applicaton's login form to determine the Login URL and fild names for the HTML User 1D and User Password

Enable Automatic Login

*Login URL [ http: s example.comjexchang

* HTVL Lser ID Feld Name | username

* HTWL User Password Field Name | password

Authentication Details

The authentication method speciies how message data i sent by the browser. View the HTML source of the application's ogi form to

determine the method used, for example, <form method="POST">,

Authentication Hethod [pOST v,
/Additional Login Fields
Shared Credentials

‘When shered credentials are enabled, authenticated WebCenter users g i to the appitcation using the user name and password defined
here. WebCenter users are not presented with a login form.

Enabe Shared Credentis []

Public Credentials

‘When publc credentials are ensbled, unauthenticated WebCenter users (publc users) log in o the applicatin using the user name and
passuiord defined here. WebCenter users are nat presented with a login form,

Enabe Pubic Credentials (]
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A keystore is  key database thet contains both public and private keys. Keystore needs to be configured only t the WebLogic domain fevel. You
need to provide the keystore name, path, password and nformetion abovt e aul identity ceticates. f you wish to emove Ehe configuration of
Keystore, uncheck the box below.

[ configure Keystore Management
Keystore Type KS
*Keystore Path | jextemal_webcerter_custom jks.

*passiord ensases

* CorfirmPassword |sesesse

Identity Certificates
Speciy the default identiy certicates (signature and encryption keys) Fo ths keystore, Web Services that are corfigured to uss ths keystore
il use these dentiy certficates,

Signature Key Encryption Key.
*Key Al extemal_webcerter_custom * Crypt A extemal webcerter custom
* Signature Password esseses * Crypt Password

* CorfirmPassword |sesesse * Canfirm Passward
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Application Roles

‘Applcatian roles are the roles used by security aware applcatians that are specic o the applicatin, These roles are sesded by applications n
iebLogic Domain plicy store when the applications are registered. These are also applcatian oles that are created n the context of end users

accessing the sppcatin
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Elsearch
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Security Provider Configuration @
Use ths page to configure Weblogc Domain pocy and credentil sore providers, keystore and login moches used by Web Services Manager
Policy and Credential Store Providers
Current poic and credential store providers are shown below, To chengs the cLrrent policy and credniiel providers use the Change Association bton
Change Association |/ it
ProviderName Provider Typs  Location Polcy and CredentialStore:
policystore.ldap Loap Idpjf example.com:3060jen= exemple_domain @

l1dentity Store Provider
Web Services Manager Authentication Providers
Vou can configure the login modues and keystore for Web Services Manager authentication.

Login Modules
The Following table st al configured ogin moduies For Web Services Manager. Lise this st ta create, confiure o deete a login madie.

Rereate... | Jedt. 3 oekte
Hame Class ControlFlag Descrption
samogimode orackesecuriy os.nternaljaasmodue.sam JpsSAMLLogods Reuired SAML Login Mode
obS loginmode comsun secuity.auth mode KrbSLoginMode Required Kerberos Login Modsle
liges, authenticator og  oracle.secuity.Jo.interal jaas. mocte. digest DigestLogirtiodule Requred Digest Authentictor Lot
cortficate authenticatororacle.secuity.Jo.interal jass. moctie x50, XS03LoginModle  Reaured #4509 Cetiicte Logn 1
wssdgest loghmodue  oracle.security.Jo.interal jass. moctle. digest WSSDigestlogint Requred iS5 Digest Login odul
user authentication log oracle,securtyJos.nternal.jaasmoche, authertication.Jplserd. Recired User Authentiation Log
user,asserton.oginmod oracle.secuity.Jos.interal jass. modtle, assrtion, JpsUserAssertc Requred User Assertion Logn Mo

Ekeystore
@isingle Sign-On Provider

EAdvanced Properties
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Use 55L to connect [
* Connect DN Test LOAP Authentication

* passward

LDAP Root Node Details

Use this section to define provider speciic onfiguration for this LDAP store. To specfy the LDAP root DN, enter the desired root name and domain name.
Under Custam Properties, clik Add, enter the name and desied value of the property n the resuling daiog, and clck OK.
* 5 Rak DN

Create New Domain

* Domsin Name [example_domain
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Permission Summary | | Grant New Permi

issions.

Follow the steps below to grant new user of group permissions: Note, it is not possible to set
permissions for "Anyane” or *Registered Users” here. To do this, use the Permissions Summary page

1 Choose the permissions: [select ]
[ system Admin
[ category Admin
[ User Admin
[ Group Admin
[ Moderator

2 Choose a user or group to grant the permi

[ A Specilic User: (enter usemare -

issions to

separate multiple usemarmes with commas)

[ A Specific Group: (enter group nam

e - separate multiple group names with commas)

3 Done
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Permission Summary | | Grant New Permissions

Follow the steps below to grant new user of group permissions: Note, it is not possible to set
permissions for "Anyane” or *Registered Users” here. To do this, use the Permissions Summary page

1 Choose the permissions: [select ]
System Admin

[ category Admin

[ User Admin

[ Group Admin

[ Moderator

2 Choose a user or group to grant the permissions to:

A Specific User: (enter usemame - separate multiple usemarnes with commas)

frwadmin

[ A Specific Group: (enter group name - separate multiple group names with cormas)

3 Done

GrantNew Permission
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Al Properties.

Properties

|AuthFactory.classhame = oracle.jive.security.JpsAuthFactory

cookieKey

cron.propertiesUparaded = true

GroupManager.classhame = oracle.jive.security.JpsGroupManager|

locale characterEncoding = UTF-8

[Enc discussions setup.complete 11.1.1.2.0 = true

Usertanager.classiiame = oracle.jive.security.JpsUserManager

webservices.soap.custom.crypto.fileName = crypto.properties

webservices.soap.custom.permissionHandler.className = com.jivesoftware.webcenter.webservices. OraclePermissionHandler

webservices.soap.custom.wsséiHandler.className = com.jivesoftware.webcenter.webservices.OracleHandlerProvider

webservices. soap.custom.fire.active = true
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Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Mgration

Authentication | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores.

An Authentication provider alows WebLogic Server to establish trust by validating a user. You must have one Authentication provider n a security realm, and you can configure multiple Authentication providers in a security
realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS. You can also configure a Realm Adapter Authentication provider that allows you to work vith users.

and groups from previous releases of Weblogic Server.
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n Authenticaton provider alows WebLogic Server to establsh trust by validating a user. You must have one Authentication provider in
securty real, an you can configure multile Authentication providers in 3 sscurty reai, Diferent types of Authentication providers are
designed to access different. data stares, such as LDAP servers or DEMS, You can also configure a Realm Adapter Authentication provider
that allows you to work with users and groups from previous relesses of WebLagic Server.
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Targets are the servers, custers, and vitusl hosts on which this deployment il un. There are several ways you can target an applcation
(@ Install this deployment as an application
The applcation and its companents wilbe targeted to the same lacations. This i the mast comman usage.

O Install this deployment as a library

‘Applcation lbraries are deployments that are avalable or other deployments to shere. Librariss should be avalable on al o the targets runring
thei referencing appications

O Install this deployment as an application, but target the components individually
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Select the il path that represents the applcatian ract drectory, archive file, exploded archive drectary, or applcation madhe descriptor that
youwant o instal, You can also enter the path of the application drectory o fil in the Path fied

Note: Only valdFile paths are displayed below. If you cannot find your deplayment Files, upload your Fle(s) andfor confirm that your application
contains the required deployment descriptors.
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ADF Connections
Corfigure the ADF connections defined n conniectons. sl n this applicatin,

Connection Type Neme Description Edt
BPEL bpelcomn BPEL connection 7
External Application imet External appication connection 7
External Application mallext External appication connection 7
External Application stext External appication connection 7
Discussion Forum Discussion Forum ‘WebCenter forum connection z
Portiet Praducer: Oracke PDK-Java Praducer omniprogulconn Oracle PDK-Java Partet Producer connec! 7
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Appication Name ondemand

archive Location Jnetjexamplejscratchicustom_apps/5341fondemand.sar Version V20

Deployment Plan Create a new plan
Deployment Target. CustomAppserver

Deployment Tasks

Context Roat. andemand
Deployment Mods Distribute and start appication (serviing ol requests)

The table below lsts common tasks that you may wish to do before deploying the application.

Name GaToTask,
Configure Web Modues 7
Configure Application Security z
Configure ADF Connections 7

ElDeployment Plan

S Information

Description
Configure the web mades in your applicaton.

Configure applcatian palcy migratian, crecrtial migration and cther security behavior
Configure the ADF connections defined n conniectons. il n this application,

The mekadata repostory and ADF connection configurations are ot save to the deployment plan. At deployment time, those changes wil be diectly saved inthe archive that is

deployed,

Vau can optianaly use the Ed Deplayment Plan option to set more advanced deployment aptians which the deployment tasks abave do nat cover.

Edit Deployment Plan

ou can optionally save the deployment plan to your loca disk. You can redeploy this appitcation ater using your saved deployment plan and not have to et the deployment plan.

Save Deployment Plan

Deploy.
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Deployment Plan Create a new plan

Deployment Target. CustomAppserver

* Agpliction Nare | ondemand

Context Root of Web Modules
ieh Machle: Context Raot
ondemand.war ondemand

Target Metadata Repository
Select the metadata repostory and speciy the partition n the repository thet the application wil be deployed to
* Repostory Name. mds-Customs
Repasicory Type Database.
*partition | ondemand

Distribution
(@ Distribute and start application (servicing all requests)

O Distribute and start application in administration mods (servicing only admiistration requests)
O istribute orly
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Select the Weblogic server o clster that you want this spplicaton to be deployed to

Select Name Type
Adrinserver Oracle Weblogic Server
CustomippServer Oracle Weblogic Server
LS. Partiet Oracle Weblogic Server

WS spaces Oracle Weblogic Server

Deployed Applcations
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Select Archive @ Cancel | Step1of4 | Next

Specify the appication orthe exploded drectory. Optionally you can specify 3 deployment plan,

Archive or Exploded Directory

Java EE archive, Web Hodules (WAR fies), E38 Modues (E38 J4R fils) and Resource Adspter Modules (RAR fles) can be
eployed. You can alsa deploy an expladed archive that is resent o the server where Enterprise Manager s running

(@ Archive is on the machine whers this web browser is running.

o]

O Archive or exploded directory is on the server whers Enterpriss Manager is running.

Deployment Plan

The deployment plan s il that contains the deployment settings fo an appicatian. You can use a previously saved deployment
plan For this applicaton, Later it the deployment process, you can optionaly editthe deployment plan and save t For a uture
deployment of this applcatian. F you do not have  deployment plan, ane wil be created automaticaly during the deployment
process when deployment corfiguration s dore.

(@ Create a new deployment plan when deployment configuration is done.

(O Deployment planis on the machine where this web browser is running.

Browse.

(O Deployment plan is on the server where Enterprise Manager is running.

S Information

Use this page to deploy Java EE
applications tha recure Oracle
Mikadata Services (WDS) or that take
advantage of the Oracle Application
Development Framwork (Oracle ADF),

I your appication s 3 SOA composte,
use the SOA Composice deployment
wzard,

I your appication s not 3 S0A
camposite or I does not require an MDS
repostory or ADF connectons, then you
can deploy your applcation using this
wizard orthe Orace Weblogic Server
Adriistration Cansole
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the Repostary Creation UElty. Ta register inpLt. database cannectian nformation and cick QUery, then select an of the Metadata Repasitary and clck OK button,

o || Cancel
Database Connection Information
Database Type @ Orace O 5QL Server * User Name
* Host Name * Password
*port

Role [SYsDBA v,
* Service Name.

Query
Metadata Repository IsRegitersd?  Schemallame  Version Status Modied Time.

o Repostary

Selected Repository.
The selected schema can be registered arly F it has nat akeady been registered,
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port.  More Info,

More
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