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About This Document

This document describes how to use the BEA WebL ogic Server™ managment APIs
to enhance WebL ogic Server to support your applications.

The document is organized as follows:

m  Chapter 1, “Overview of WebLogic IMX Services,” describes the WebL ogic
Server management interface, and provides overviews of MBeans, the
administrative domain, and server configurations.

m  Chapter 2, “Accessing WebL ogic Server MBeans,” describes how to access and
use WebL ogic Server MBeans from a client application.

m  Chapter 3, “Using MBean Natifications,” desribes how to listen and respond to
MBean notificationsin aclient application.

m  Chapter 4, “Monitoring WebL ogic Server MBeans,” describes how to monitor
M Bean attributes from a monitoring MBean.

Audience

This document is written for independent software vendors (1SVs) and other
developerswho areinterested in creating custom applicationsthat use BEA WebL ogic
Server core technologies. It is assumed that readers have a familiarity with the BEA
WebL ogic Server platform and the Java programming language.
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e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation.

How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File - Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

Related Information

viii

The BEA corporate Web site provides all documentation for WebL ogic Server. The
following BEA WebL ogic Server documentation contains information that isrelevant
to understanding how to extend WebL ogic Server.

m BEA WebL ogic Server Documentation (available online):
e Administration Guide
e Programming Guides
e WebLogic Server API
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http://www.adobe.com
http://e-docs.bea.com/wls/docs61/adminguide/index.html
http://e-docs.bea.com/wls/docs61/programming.html
http://e-docs.bea.com/wls/docs61/javadocs/index.html

m  The Sun Microsystems, Inc. Javasiteat htt p: //j ava. sun. conl

For moreinformation about BEA WebL ogic Server and Java, refer to the Bibliography
athttp://edocs. bea.coni.

Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at

docsupport@bea.com if you have questions or comments. Y our comments will be

reviewed directly by the BEA professionals who create and update the documentation.

In your e-mail message, please indicate the software name and version your are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and

running BEA WebL ogic Server, contact BEA Customer Support through BEA

WebSupport at http://www.bea.com. Y ou can also contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.

When contacting Customer Support, be prepared to provide the following information:

Your name, e-mail address, phone number, and fax number
Your company name and company address

Your machine type and authorization codes

The name and version of the product you are using

A description of the problem and the content of pertinent error messages
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Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Usage

Ctrl+Tab

Keysyou press simultaneously.

italics

Emphasis and book titles.

nonospace
t ext

Code samples, commands and their options, Java classes, data types,
directories, and filenames and their extensions. Monospace text also
indicates text that you enter from the keyboard.

Examples:

import java.util.Enumeration;

chnmod u+w *

confi g/ exanpl es/ appl i cati ons

.java

config. xm

fl oat

nonospace
italic
t ext

Variablesin code.

Example:
String Custoner Nane;

UPPERCASE
TEXT

Device names, environment variables, and logical operators.
Examples:

LPT1

BEA_HOME

OR

{}

A set of choicesin asyntax line.

Optional itemsin asyntax line. Example:

java utils.MilticastTest -n nane -a address
[-p portnunber] [-t tineout] [-s send]
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Convention  Usage

| Separates mutually exclusive choicesin asyntax line. Example:

java webl ogi c. depl oy [list| depl oy| undepl oy| updat e]
password {application} {source}

Indicates one of the following in a command line:

m  Anargument can be repeated several timesin the command line.
m  The statement omits additional optional arguments.

®m You can enter additional parameters, values, or other information

Indicates the omission of items from a code example or from a syntax line.
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CHAPTER

1 Overview of WebLogic
JMX Services

The following sections provide an introduction to the WebL ogic Server IMX
management framework:

= Overview

m The WebLogic Server Management System

m  Webl ogic Server MBeans

m  Quick Reference to WebL ogic Server MBeans

Overview

The WebL ogic Server management architecture is based on the Sun Microsystems,
Inc. Java Management Extensions (JM X) specification. BEA has instrumented many
of the APIs and resources available in WebL ogic Server, and provides the
JMX-compliant Administration Console to monitor and manage those resources.

All WebL ogic Server management functions are accessed using management beans,
or MBeans, which retrieve their values from the WebL ogic Server domain
configuration or runtime state. MBeans provide devel opers with ameansto access all
configuration and monitoring information about WebL ogic Server programmatically
viathe IMX standard API.

Programming WebL ogic IMX Services 11



1 overviewof WebLogic JIMX Services

Thisguide providesan overview of the WebL ogic Server IM X implementation, so that
you can devel op applications or management frameworks that monitor and manage
WebL ogic Server JM X-manageabl e resources.

The WebLogic Server Management System

The WebL ogic Server management system implementsall of the required components
identified in the IMX 1.0 specification. Because a WebL ogic Server installation can

include multiple servers, IMX components are necessarily distributed throughout the
installation. The figure below depicts IMX componentsin atypical WebL ogic Server

installation.
Administration
Server
Administration
MBeanHome
2R A i
MmBeanHome = = - — — — — — — — 1
MBeanServer
Administration MBeans |
Configuration MBeans |
—Runtime MBeans
r— — |\ — — — — — — — - — — — — | +
MBeanHome Server 1 MBeanHome Server 2
MBeanServer \—MBeanServer
Configuration Configuration
MBeans — MBeans
Runtime Runtime
MBeans MBeans

The sections that follow provide an overview of each IMX component.
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The WebLogic Server Management System

Managed Resources

Managed resources comprise the APIs, services, and applications that are hosted on a
WebL ogic Server instance, and which BEA has instrumented for IMX management.
Each managed resource provides one or more MBeans that can be used for monitoring
or modifying the resource.

Instrumented APIsin WebL ogic include EJB, JDBC, JMS, JTA, and XML. BEA has
also instrumented WebL ogic Server services such as startup classes, shutdown classes,
and security realms. Finally, WebL ogic Server provides IM X instrumentation for Web
applications and their respective components, so that you can change an application’s
deployment parameters or monitor its deployment status using the IM X specification.

MBeans

M Beans (managed beans) are the IMX constructs that represent managed resources.
Each managed resource in WebL ogic Server (an API, service, or application
component) uses one or more MBeans to provide an interface for modifying or
monitoring the resource.

WebL ogic Server MBeans provide all of the standard operations defined in the IMX
specification such as:

m  Constructors for instantiating MBeans

m  Methodsfor listing, setting and getting the MBean's attributes
m  Methods for performing additional MBean-specific operations
m Notifications for broadcasting MBean events

In the context of the IMX specification, all WebL ogic MBeans are implemented as
standard MBeans—their attributes and operations are specified directly in their
associated interfaces. WebL ogic Server defines several distinct types of MBean, to
describe their function within the WebL ogic Server management system. See
WebL ogic Server MBeans for more information on specific MBean types.

Programming WebL ogic IMX Services 1-3



1 overviewof WebLogic JIMX Services

MBean Servers

Asdescribed in the IMX specification, an MBean server is the principle agent for
accessing MBeansin the management framework. The MBean server actsasaregistry
for MBeans. Using the MBean Server, management applications can look up MBeans,
determine M Bean attributes and methods, and listen for MBean naotifications.

Each server in a WebL ogic administration domain contains its own MBean Server.
With the exception of the administration server’s MBean Server, each MBean Server
registers only those MBeans that apply to the local WebL ogic Server instance. For
example, an application using the MBean Server for amanaged WebL ogic Server
instance could monitor a Web application that was deployed on that particular server,
but it could not monitor a Web application deployed on another server in the domain.

Because the administration server isitself a WebLogic Server instance, it also has an
MBean server. The administration server’s MBean server isuniquein that it hosts
domain-wide administration MBeans as well as the server’s own configuration and
runtime MBeans.

MBean Homes

1-4

The IMX 1.0 specification does not provide guidelines for making the M Bean server
interface available to management clients outside of the MBean server's VM.

WebL ogic Server Version 6.1 makesthe MBean server interface availableto any client
(local or external to the server's VM) viathe MBeanHone interface.

An MBeanHome issimply awrapper around an MBean server interface that can be used
for accessing WebL ogic Server MBeans. In most cases, applications can use
MBeanHone in place of the MBean server for managing server resources. Any client
can access management functions by using a simple JNDI [ookup to obtain the
MBeanHone of an MBean server.

The MBeanHone interface provides a strongly-typed interface for accessing WebL ogic
Server M Bean attributes, which generally makes MBeanHone easier to usethan MBean
server. For example, once an application has obtained aser ver MBean from
MBeanHone, it can call ser ver MBean. get Li stenPort () toreturnani nt vaue of
the server’slisten port. To perform a similar operation using MBean server, the
application would need to first obtain the IMX object name of the ser ver MBean and
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request itsLi st enPor t attribute. The attribute itself would be returned as a generic
object, and the application would need to know that this particular attribute should be
castinto ani nt value.

MBeanHone can be used only for accessing WebL ogic Server MBeans—applications
cannot obtain user-defined MBeans using MBeanHone. Pure IMX applications, or
applicationsthat need to access registered user M Beans, can obtain and usethe MBean
server interface by first looking up MBeanHome and invoking get MBeanSer ver () .

Asshown in the previous figure, each WebL ogic Server instance in an administration
domain has an MBean server and a corresponding MBeanHone. Using these
MBeanHone interfaces, an application can work with configuration and runtime
MBeans for an individual WebLogic Server.

In addition to providing a standard MBeanHone interface (for a server instance’ s local
configuration and runtime M Beans), the administration server provides an additional
domain-wide MBeanHone interface, as described below.

Administration MBeanHome

The WebL ogic Server management system utilizes a domain-wide MBeanHore
interface that can access all WebL ogic MBeans for all server instancesin a
management domain. Thisincludes the administration MBeans for the domain as a
whole, aswell as the configuration and runtime MBeans for the administration server
and all managed servers.

Although the domain-wide MBeanHone interface does not have an associated MBean
server, it operates in the same manner as a server-specific MBeanHone. Only thelist
of available MBeans differs. The administration MBeanHone accesses another server’s
M Beans using the respective server’s MBeanHone interface, as shown by the dotted
linesin the previous figure.

Applications obtain the domain-wide MBeanHone interface viathe WebL ogic
administration server. After obtaining the domain-wide MBeanHone, an application
can work with domain-wide administration MBeans or any individual server's
MBeans by filtering the list of available MBeansin the domain. Accessing WebL ogic
Server MBeans explains how to obtain an MBeanHone interface programmatically, and
also provides information about which MBeanHone interface an application should
obtain.

Programming WebL ogic IMX Services 1-5
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WebLogic Server MBeans

WebL ogic Server defines three distinct types of MBeans:

m  Administration MBeans, which represent domain-wide configuration parameters
read from confi g. xml .

m Configuration MBeans, which are the per-server copies of administration
MBeans that a server uses to configure itself.

®  Runtime MBeans, which represent the run-time state of various WebL ogic
Server components and subsystems.

The following sections describe each MBean type.

Administration MBeans

1-6

Administration MBeans represent the configured properties of an entire WebL ogic
Server administration domain. When you start up the administration server for a
domain, the server creates administration MBeans using the elements and attributes
specified in thedomain'sconf i g. xni file.

All administration MBeans are registered automatically when the administration
server startsup. Thisincludes administration M Beansfor managed serversthat are not
yet running, or that have not yet attached to the administration server.

JMX management applications can modify the administration domain’sconfi g. xm
fileindirectly by changing attributes of administration MBeans. Every 5 minutes, the
administration M Bean server checksto determineif administration M Beans have been
changed, and writes the changes back to conf i g. xm as necessary.

Changesto administration MBeans are al so written back totheconf i g. xm filewhen
the administration server shuts down, or when MBean attributes are modified by a
WebL ogic Server utility such asthe Administration Console, webl ogi c. Adni n, or
webl ogi c. Depl oy.
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Configuration MBeans

Whereas administration M Beans represent the persistent value of confi g. xml
elements, configuration MBeans represent the “active” value of those same elements.
It isthe active value of the configuration attributes (the configuration MBeans) that
WebL ogic Server subsystems use for operation during the life span of the server.

When you start up aWebL ogic Server, most of its configuration MBean attributes are
derived from the server’ s administration MBeans as registered in the administration
server. For example, amanaged server might connect to the administration server and
derive al of its configuration MBeans from the associated administration MBeans.

However, when you start up a WebL ogic Server, it isalso possible to override
config. xml properties using command-line options. In this case, aserver's
configuration M Bean attributes are popul ated from the override values, rather than the
administration MBean vaues. Attributes that do not have override values are then
derived via administration MBeans registered in the administration server.

JMX applications can modify configuration MBeans to temporarily affect the
configuration of an active WebL ogic Server instance. However, changes to
configuration MBeans are lost when the server reboots or shuts down. To make
permanent changes to a server’s configuration, the application should instead modify
the corresponding resource’ s administration MBean, which is automatically persisted
back totheconfi g. xnl file. Changes made to an administration MBean are also
propagated to the corresponding configuration M Bean, so that the WebL ogic Server
subsystems use the newly-configured attribute value.

Runtime MBeans

A runtime M Bean represents the run-time transient state of the underlying resource or
subsystem that it represents. Runtime M Beans differ from administration and
configuration MBeans in that their attribute values are not derived or overridden—
rather, they represent the current state of a server resource at a given point in time.

For example, runtime MBeans are used to represent the current number of sockets a
WebL ogic Server has opened, or the current state of the server (whether it isrunning,
suspended, or is about to be shut down).

Programming WebL ogic IMX Services 1-7
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Applications can use runtime M Beans to monitor the resource usage of managed
resources, such as Web applications, and to potentially diagnose performance
bottlenecks.

MBean Naming Conventions

1-8

All WebL ogic Server MBeans have a name, atype and adomain. These attributes are
reflected in the MBean's IMX Object Name. The Object Nameisthe uniqueidentifier
for agiven MBean across all domains, and has the following structure:

dormi n nane: Name=nane, Type=t ype[, attr=val ue]. ..
Name isaunique identifier for a given domain and type of MBean.

Type indicates type of managed resource the M Bean exposes. Exampl es of resource
typesinclude Ser ver , WebConponent or JDBCConnect i onPool Runt i me. Type is
also used to distinguish between administration, configuration, and runtime MBeans
by appending the following standard suffixes:

m  <no suffix> indicates an Administration MBean

m Confi g indicates a configuration MBean

®m Runtine indicates aruntime MBean

For example, the value of Type for aJJDBCConnect i onPool MBeanis:
m JDBCConnect i onPool for an Administration MBean

m JDBCConnect i onPool Confi g for a Configuration MBean

m JDBCConnect i onPool Runti me for aruntime MBean

Note that the “MBean” suffix is removed from the MBean interface name to get the
base type of an MBean. In the case of the JDBCConnect i onPool MBean, the actual
MBean interface name is JDBCConnect i onPool MBean.

Specific kinds of MBeans have additional attributesin the IMX object name. All
runtime and configuration MBeanshavealocat i on component that uses the name of
the server on which that MBean islocated asits value. For example:

nmydonai n: Nane=mySer vl et , Type=Ser vl et Runti ne, Locat i on=nyserver

Programming WebL ogic IMX Services
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Any MBean that has a child relationship with aparent MBean has an extraattribute in
its object name to identify the relationship. The format of the attributeis:

TypeO Par ent MBean=NaneOf Par ent MBean

In the following example, Ser ver isthe type of Parent MBean, and nyser ver isthe
name of the Parent M Bean:

nydonai n: Nane=nyl og, Type=Log, Ser ver =nyserver

Package Naming Conventions

All interface types for administration and configuration MBeans are located in the
webl ogi c. managenent . confi gurati on API.

All interfaces types for runtime MBeans are located in the
webl ogi c. managenent . runti me API.

Agent-level interfaces (for example, the MBeanHone and Renot eMBeanSer ver
interfaces) are located in the webl ogi c. managenment API.

Quick Reference to WebLogic Server MBeans

WebL ogic Server provides alarge number of MBeans used for configuring the server
system aswell as applications. In many cases, related MBeans are easily accessed via
a“parent” mbean that provide getter to obtain one or more related MBeans. This
section providesan overview and quick reference to the major categories of WebL ogic
Server MBeans to help you better focus your IMX programming efforts.

Note: The WebLogic Server Management API isfully documented onlinein the
Javadoc. The WebL ogic Server Programming Guides provide additional
information about the programming APIs and services model ed by WebL ogic
Server MBeans.

Programming WebL ogic IMX Services 1-9


http://e-docs.bea.com/wls/docs61/javadocs/index.html
http://e-docs.bea.com/wls/docs61/programming.html

1 overviewof WebLogic JIMX Services

Domain MBean

Domai nMBean isahigh-level WebL ogic Server MBean that represents an entire
management domain. Once you have obtained a Donai nMBean, you can use its getter
methods to obtain MBeans representing the domain’ s log, security, SNMP, and JTA
configuration, as shown in the figure below. Similarly, MBeans such as

Secur i t yMBean and SNMPAgent MBean provide gettersto access MBeans that control
portions of their configuration.

— JTAMbEaR

— LoghBean

— SecurityMbean

— PasswordPolicyMBean

— RealmhiBean

ServerSecurityRuntime
MBean

L SMMPMAgentBean
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Target MBeans

Target MBeans represent objects that you can select when deploying applications and
resources in a management domain. These include MBeans that represent WebL ogic
Server instances and WebL ogic Server clusters.

All Target MBeans implement the

webl ogi c. managenent . confi gur at i on. Tar get MBean interface. This means that
both clusters and servers can be selected as atarget for deploying application
components, or as targets for deploying resources such as connection pools.

Server and Kernel MBeans

The Ser ver MBean, which extends the Ker nel MBean interface, represents a particular
WebL ogic Server instance in a management domain. Applications that obtain the
Ser ver MBean can conveniently access child MBeansthat control the configuration of
the associated server and WebL ogic Server Kernel.
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The figure below depicts the child MBeans that can be obtained via getter methodsin
the Ker nel MBean and Ser ver MBean interfaces.

— ExecutetiueuehBean — ClusterhdBean
— LoghBean — ClusterRuntimehBesan
L SELMBean —— DomainLogFiterkBean

— _ServerStarthBean

— _WebServerhBean

— MLErtityCachehBean

—  HMLRegistryhBean

Cluster MBeans

1-12

Applications can also select a configured WebL ogic Server cluster as atarget when
deploying Web applications or WebL ogic Server resources. d ust er MBean primarily
uses getter and setter methods to configure cluster properties, such as load balancing
algorithms and multicast message properties. O ust er MBean also has agetter method
toreturn all Server MBeansthat are members of the cluster.
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Deployable Unit MBeans

A large number of WebL ogic Server MBeans implement the Depl oynent MBean
interface. Depl oyment MBean represents any type of web application, web application
component, or WebL ogic Server resources that can be deployed to a server or cluster
in the domain.

If you areinterested in working with deployable units, first familiarize yourself with
webl ogic.management.configuration.DeploymentM Bean, as this interface provides
the basic methods used to obtain or add targets, as well as set the deployment order.

Once you are familiar with the basic operations Depl oynent MBean, refer to the
individual deployable unit MBeans that implement the interface. MBeans that
represent deployable application components include;

m  ComponentM Bean

m  ConnectorComponentMBean
m  EJBComponentM Bean

m  ShutdownClassM Bean

m  StartupClassMBean

m VirtualHostMBean

m  WebAppComponentMBean

m  WebDeploymentMBean

m  \WebServerMBean

M Beans that represent deployable WebL ogic Server resources include:
m  JDBCConnectionPoolMBean
= JDBCDataSourceMBean

m  JDBCMultiPoolMBean

m  JDBCTxDataSourceM Bean

m IV SConnectionFactoryMBean

m JMSServerMBean
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m  MessagingBridgeMBean
m RMCFactoryMBean
m WLECConnectionPoolMBean
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CHAPTER

2 Accessing WebLogic
Server MBeans

Thefollowing sections describe how to access WebL ogic Server MBeansfrom aclient
application or management framework:

m Overview

m  Selecting the Client Interface to WebL ogic Server MBeans
m  Obtaining an MBeanHome Using JNDI

m  Accessing MBeans from MBeanHome

m Registering Custom MBeans with MBeanServer

Overview

Asdescribed in The WebL ogic Server Management System, two primary agent-level
interfaces provide client access to MBeans: MBeanSer ver and MBeanHome.

BEA provides MBeanHone asasimple, strongly-typed interface for accessing MBeans
from clients that are either internal or external to the WebL ogic Server VM. If your
application requires pure JM X-compliant access to MBeans, you can also abtain the
MBeanSer ver interface via MBeanHone.

This section describes the basic procedure for obtaining an MBeanHone and accessing
WebL ogic Server MBeansviathe MBeanHome interface. Seethe IM X specification for
more information about accessing MBeans via the MBean server interface.
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Selecting the Client Interface to WebLogic
Server MBeans

Each server in a domain contains an MBeanHome (and a corresponding
MBeanServer), which hosts configuration and runtime MBeans on that server. In
addition, the administration server has an administration MBeanHorre that provides
accessto al MBeansin the entire domain. The particular interface that you choose to
use in your application depends on:

m  Whether your application needs to be purely JM X-compliant
m  Whether your application needs to access user-defined M Beans
m  Whether or not your application works with administration MBeans

m  Whether or not your application manages a single WebL ogic Server, or multiple
WebL ogic Servers

MBeanHome Versus MBeanServer

2-2

The MBeanHone interface provides easy access to WebL ogic Server MBeans.
However, it does not provide access to user-defined MBeans that may be registeredin
the MBeanSer ver interface. If your application must access user-defined MBeans, it
must do so using the MBeanSer ver interface.

Y ou may also chooseto usethej avax. managenent . MBeanSer ver interfaceif your
application must fully comply with the IMX specification. Note, however, that the
MBeanHone interface provides a strongly-typed interface for accessing WebL ogic
MBeans, and is generally easier to use than MBeanSer ver .

Note: All examplesin this chapter use MBeanHone as the primary method for
accessing MBeans. For information on using MBeanSer ver , see the IMX
specification.
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Server MBeanHome Versus Administration MBeanHome

Applicationscan useindividual server MBeanHorre interfaces and/or the administration
MBeanHone interface, depending which MBean(s) the application accesses.

If your application needs to manage administration MBeans, you must use the
domain-wide MBeanHone interface on the administration server, because
administration MBeans are not available viathe MBeanHome interfaces of managed
servers.

If your application will manage multiple WebLogic Server instancesin adomain, it
may be preferable to use the domain-wide MBeanHome interface. The domain-wide
interface allows you to access MBeans from any WebL ogic Server in the management
domain, by filtering the IM X object names.

If your application manages only asingle WebL ogic Server instancein adomain, then
you may want to obtain the local MBeanHone interface for that server, rather than the
domain-wide MBeanHone. Using the local interface saves you the trouble of filtering
MBeansto find those that apply to the single server. Using thelocal interface al so uses
fewer network hops to access MBeans, because you are connecting directly to the
managed server itself.

Obtaining an MBeanHome Using JNDI

The MBeanHome of any server can be obtained from the relevant server’s INDI tree by
using the MoeanHome. LOCAL_JNDI _ NAME constant.

The domain-wide administration MBeanHorre is published in the administration
server’'s JNDI tree at MBeanHome. ADM N_JNDI _ NAME.

The administration server aso publishes an MBeanHome for each server in the domain
initsINDI tree. This MBeanHone isavailable from the INDI tree of the administration
server, and can be accessed using the

MoeanHone. JNDI _NAVE+"."+r el evant Ser ver Nanme constant.
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Example
Client

i mport javax.
i mport javax.
i mport javax.

i mport javax.

i mport javax
i mport webl o

i mport webl o

Thej avax. management . MBeanSer ver for anindividual server’sMBeanHorre can be
obtained by invoking the get MBeanSer ver () method on that MBeanHone. Note that
the domain-wide MBeanHone does not have a corresponding

j avax. management . MBeanSer ver ; caling get MBeanSer ver () onthe
administration MoeanHone returns the MBeanSer ver of the admninistration server.

: Looking Up MBeanHome from an External

The following example shows how an application running in a separate VM would
look up an MBeanHone interface on the administration server.

nam ng. Cont ext ;

nam ng. | ni ti al Cont ext;

nam ng. Aut henti cati onExcepti on;
nam ng. Comuni cat i onExcepti on;

. ham ng. Nam ngExcepti on;

gi c.jndi.Environnent;

gi c. managenent . MBeanHone;

public void findExternal (String host,

Stri

Stri

try

i nt port,

String password) {

ng url ="t3://" + host +
"'+ port;

ng usernanme = "systent;

{

Envi ronment env = new Environnent ();
env. setProviderUrl (url);

env. set Securi tyPrinci pal (usernane);
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env. set SecurityCredenti al s(password);

ctx = env.getlnitial Context();

home = (MBeanHone) ct x. | ookup( MBeanHome. JNDI _NAME + "." +

SERVER_NANE)
System out . printl n( SERVER_NAME +
MBeanHone found external ly");

ctx.close();
} catch (AuthenticationException ae) {

System out. println("Authentication Exception: " + ae)
} catch (Communi cati onException ce) {

System out . println("Conmuni cati on Exception: " + ce);
} catch (Nam ngException ne) {

System out. println("Nam ng Exception: " + ne);

Example: Looking Up MBeanHome from an Internal
Client

If your client application resides in the same JVM as the administration server (or the
WebL ogic Server instance you want to monitor), the INDI lookup for the MBeanHome
issimpler. Thefollowing example shows how an JSP running in the same JVM asthe
administration server would look up an MBeanHone.

public void findlnternal () {

Envi ronnent env = new Environnent () ;
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try {
ctx = env.getlnitial Context();
home = (MBeanHone) ct x. | ookup( MBeanHone. JNDI _NAME + "." +
SERVER_NAME) ;
System out . pri ntl n( SERVER_NAME +

MBeanHonme found internally");

ctx.close();
} catch (Nam ngException ne) {

System out. println("Nam ng Exception: " + ne);

Example: Obtaining MBeanServer from MBeanHome

For applications that need to interact directly with the MBeanSer ver interface,
MBeanHone provides a simple method to obtain its associated MBeanSer ver .

home = (MBeanHone) ct x. | ookup( MBeanHome. ADM N_JNDI _NAME) ;

Renot eMBeanSer ver honmeServer = (Renot eMBeanServer) homne. get MBeanSer ver () ;
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Using the Helper Class to Obtain
MBeanHome Interfaces

WebL ogic Server version 6.1 providesthewebl ogi c. management . Hel per classto
further simplify the process of obtaining MBeanHone interfacesin an internal client.
The Hel per class provides a methods to obtain the server or administration
MBeanHone.

For exampl e, to obtain both the administration server and local server MBeanHome
using the Hel per class:

public void find(String host,
int port,
String password) {
String url = "t3://" + host +
' + port;
try {
| ocal Home = (MBeanHone) Hel per. get MBeanHonme( " syst ent',
password,
url,
SERVER_NAME) ;
adm nHorme = (MBeanHone) Hel per . get Adnmi nMBeanHone( " syst ent',
passwor d,
url);
System out. println("Local and Admin Hones " +
"found using the Hel per class");
} catch (111 egal Argunment Exception iae) {

Systemout.printin("Illegal Argument Exception: " + iae);
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Accessing MBeans from MBeanHome

After obtaining the MBeanHome, you can look up individual M Beans using the methods
described inj avax. managenent . MBeanHone. For example, tolook up all MBeansin
the administration MBeanHome and print their IM X object names:

public void displayMBeans() {

Set al | MBeans = hone. get Al | MBeans() ;

Systemout.printin("Size: " + all MBeans. size());

for (lterator itr = allMBeans.iterator(); itr.hasNext(); ) {
WebLogi cMBean nbean = (WebLogi cMBean)itr. next();
WebLogi cObj ect Nane obj ect Name = nbean. get Qbj ect Nane() ;
System out. printl n(obj ect Narme. get Nane() +

is a(n) " +

nmbean. get Type());

Y ou can access individual MBeans by using the MBeanHone. get MBean() methods.
get MBean() has severa different method signatures, the simplest of which returns a
WebLogi cMBean with the given name and type in the default domain.

MBeanHone provides additional getter methods to obtain specific WebL ogic Server
MBean types. For example, to obtain the Ser ver configuration MBean from the
current domain, you can use the get Conf i gur at i onMBean() method:

String nmyBeanType = "ServerConfig";
Conf i gur ati onMBean mnyServer MBean =

hore. get Conf i gur at i onMBean( SERVER_NAME, nyBeanType) ;
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To obtain aruntime MBean, use the get Runt i mreMBean() method. A runtime
MBean isalocal MBean that gives runtime information about WebL ogic Server and
application components. Unlike other MBeanHome methods, get Runt i meMBean()
returns only runtime MBeans that reside on the current WebL ogic Server. If you call
MBeanHone.get Runt i neMBean() on the Administration Server, it does not return
runtime MBeans from Managed Servers. For example, the following code fragment
returns the JDBCConnect i onPool Runt i me MBean from the current WebL ogic
Server:

String pool Name = "request Connecti onPool ";
JDBCConnect i onPool Runt i neMBean runti meMBean =
(JDBCConnect i onPool Runt i meMBean) hone. get Runt i neMBean( pool Nane,

" JDBCConnect i onPool Runti me") ;

Seethe Javadocsfor webl ogi ¢c. managenent . MBeanHome for information about each
of the getter methods available in MBeanHone.

Registering Custom MBeans with
MBeanServer

Because WebL ogic Server management servicesareimplemented using JM X, you can
also create your own MBeans and register them with an MBean Server inaWebL ogic
Server installation. This allows you to leverage the WebL ogic Server MBean Server
implementation to host your own MBeans and make them available to internal and
external clients.

Note that all custom MBeans must be registered and accessed using the
JMX-compliant MBeanSer ver interface. Y ou cannot use the MBeanHone interface for
custom MBeans, as MBeanHone only makes WebL ogic Server MBeans available to
clients. Furthermore, you cannot use BEA utilities such aswebl ogi c¢. Admi n to access
custom MBeans.

The example that follows shows a very basic MBean implementation and a client
application that registers the MBean with the MBean Server on an administration
server. Note, however, that this example does not show all of the requirements (for
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example, MBean exception handling) outlined in the IMX specification. For full
details on implementing your own custom MBeans, please refer to the IMX
specification.

Example Custom MBean

For the purposes of this example, the custom MBean consists of a skeleton interface
requiring only a single method implementation:

public interface MyCustonvBean {

int getM/Attribute();

Example Client Application

i mport
i mport
i mport
i mport

2-10

The client application performs the following actions:

Obtains the MBeanHome of the administration server using the WebL ogic Server
Helper class

Obtains the associated MBean Server interface using MBeanHome
Registers the custom MBean with the MBean Server
Obtains the value of a custom MBean attribute

Unregisters the MBean from the MBean Server

Notethat many of the above actions, such as obtaining MBeanHonme and MBeanSer ver ,
are discussed earlier in this section. Only the registration and attribute calls differ for
MBeans, because these calls operate directly against the MBean Server interface (and
are full IMX-compliant). Additional information appears within the Java comments.

webl ogi c. managenent . MBeanHone;

webl ogi c. managenent . Hel per;

webl ogi c. managenent . Renot eMBeanSer ver ;

j avax. managenent. *;
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i mport MyCust omMVBean;

/1 The client class inplenents MyCustomvBean, and the main function obtains
/1 MBeanHome and MBeanServer; registers the MBean; accesses an attribute val ue;

/1 and unregisters itself.

public class MyCustom inpl enents MyCustoniBean, java.io.Serializable {

public static void main(String[] args)
/1 An actual JMX client would handl e appropriate exceptions at different points
/1 in the application. For clarity, this exanple client only throws exceptions.

throws Exception {

/1 The client obtains the MBeanHome of the admi nistration server using the
/'l Hel per cl ass.

MBeanHome nbh = Hel per. get MBeanHone("systent',
"system password", "t 3://1 ocal host: 7001", "exanpl esserver");

/1 The client obtains the MBeanServer interface via MBeanHone.

Renot eMBeanServer nbs = nbh. get MBeanSer ver () ;

/1l To use JMX cal | s against the MBeanServer interface, the client nust use
/1 bj ect Nanes.

bj ect Nane nmbo = new Obj ect Nanme( " user _Domai n: Nanme=x") ;

/1 The client attenpts to register the custom MBean with the MBeanServer.

try {
nbs. regi st er MBean( ( Obj ect) new MyCust on(), nbo) ;
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} catch(lnstanceAl readyExi st sException i) {

System out. println("Mean ("+nmbo+") allready exists");

/1 The client obtains and prints the value of M/Attribute.
System out. println("Value of M/Attribute of ("+nbo+")from MBeanServer = "+

mbs. get Attri but e(mbo, "M/Attribute"));

/1 The custom MBean i s unregistered.

nbs. unr egi st er MBean( mho) ;

/1 The exanple client inplenments the MyCustomVBean interface’s single method
/1 with prinhted output.
public int getMAttribute() {

System out. println("get WAttribute invoked.");

return 999;
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CHAPTER

3 Using MBean
Notifications

Thefollowing sections provide an overview of how to usethe various notificationsthat
can be broadcast from WebL ogic Server MBeans:

m Overview
m  MBean Notification Summary
m Using Basic IMX Notifications

m  Working with WebL ogic Server Log Notifications

Overview

All WebL ogic Server MBeans implement the

j avax. management . Noti fi cat i onBr oadcast er interfaces, which meansthey can
emit standard IM X notification types.
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To observe MBean notifications, you simply implement theNot i fi cat i onLi st ener
interface in your client application, and register the listener class with the MBeans
whose notifications you want to receive. The figure below shows a basic system to
monitor notifications using a JSP or Servlet.

— - —~ — JW
— - — ~
~ ~
-~ MBean JSP ~
/ AN
/ - - —— - - \
| Noti ficati onBroadcaster Noti ficationLi stener \
\ /
N /
~ /
~ ~
~ —
S~ — — -

A listener classcan optionally register aNot i fi cati onFi | t er class, which provides
additional control over which notifications the listener receives.

Note: For an complete explanation of IMX notifications and how they work, seethe
Sun Microsystems J2EE IM X specification.

Making Notifications Available to Outside Clients

The IMX version 1.0 specification does not describe how to make notifications
availableto clients outside the broadcasting MBean’ s VM. WebL ogic Server version
6.1 makes notifications available externally viathe

webl ogi c. managenment . Renot eNot i fi cat i onLi st ener interface.
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MBean Notification Summary

MBean

Rerot eNot i fi cat i onLi st ener extends

j avax. management . Noti fi cati onLi stener andj ava. rm . Renot e, making

M Bean notifications available to external clientsviaRMI. Remote Javaclientssimply
implement Renot eNot i fi cati onLi st ener, rather than Not i fi cati onLi st ener,
to accept WebL ogic MBean natifications, as shown below.

—

—_— -~ - JWM
— - — ~—
-~ ~
-~ MBean JSP ~
/s N
/ . - —— - - N\
( Noti fi cati onBroadcaster P NotificationListener
\ /
N /
~ -
~ ~
~ ~
~ _ —

Java dient

Renpte NotificationLi stener

Registration of the remote Java client listener is accomplished through the standard
JMX addNot i fi cati onLi st ener () method.

Notification Summary

WebL ogic Server notifications use the standard notification classes identified in the
JMX 1.0 specification. In addition, WebL ogic Server provides additional notification
classes and notification hel per classes for working with WebL ogic Server MBean log
notifications. The following sections summarize the notification types and classes that
JMX applications can use in WebL ogic Server.
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Basic JMX Notifications

All WebL ogic Server MBeansimplement theNot i fi cat i onBr oadcast er interface,
and can generate the notification types described in the IMX 1.0 specification. These
notification types include:

B j avax. management . Attri but eChangeNoti fi cati on, for notifying when an
MBean attribute value has been changed, and

B j avax. managenment . MoeanSer ver Not i fi cat i on, for notifications delegated
to the MBean server.

In addition, certain WebL ogic Server MBeans support two additional notification
types for attributes that have “add” and “remove’ methods:

B webl ogi c. managenment . Attri but eAddNot i fi cati on isbroadcast when an
attribute’s addAt t ri but eName method is called.

B webl ogi c. management . Attri but eRenoveNoti fi cati on isbroadcast when
an attribute’sr enoveAt t ri but eNarme method is called.

WebLogic Server Log Notifications

34

WebL ogic Server provides the LogBr oadcast er Runt i me MBean, whose sole
responsibility is to broadcast log messages. Client applications that need to listen for
log notifications can simply register with the LogBr oadcast er Runt i me MBean.

A notification that represents a WebL ogic Server log message contains many
additional pieces of information, such as:

m  The name of the machine that issued the log message
® The name of the WebL ogic Server that issued the log message
m Thelog message ID number

To help IM X applications extract and usethisWebL ogic Server log information, BEA
providesthe WebLogi cLogNot i fi cati on wrapper class.

WebLogi cLogNot i fi cati on provides simple getter methods to extract parts of the
log message, as well as methods to obtain the transaction ID, user ID, and version
number associated with the message.
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Working with WebL ogic Server Log Notifications provides details on using the log
notification supporting classes and interfaces.

Using Basic JMX Notifications

To receive WebL ogic MBean natifications, an external client application must:
1. Implement the Renot eNot i fi cati onLi st ener interface.

2. Register the listener class implementation with the MBean(s) whose notifications
you want to receive.

The following sections describe these basic steps.

Creating a Notification Listener

The natification listener classis responsible for handling the IMX notifications
broadcast by one or more MBeans. If your IMX application resides outside of the
broadcasting MBean's JVM, the listener class should implement

webl ogi c. managenent . Rermot eNot i fi cati onLi st ener, supplying a

handl eNot i fi cati on() classto perform actionswhen notificationsarereceived. An
example implementation follows:

i mport javax.managenent. Notificati on;
i mport javax.managenent. NotificationFilter;
i mport javax. managenent. NotificationLi stener;

i mport javax.managenent. Notification.*;

public class WebLogi cLogNoti ficationLi stener inplenments

Renot eNot i fi cati onLi stener {
public void handl eNotification(Notification notification, Object obj) {
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WebLogi cLogNotification win = (WbLogi cLogNotification)notification;
System out . println("WbLogi cLogNotification");
System out. println("” type =" +

w n. get Type());
System out. println(" message id =" +

wl n. get Messagel d());
Systemout.println(" server name =" +

wl n. get Servername());
System out. println(" tinmestanp = " +

wl n. get Ti mreSt anp() ) ;
System out. println(" message = " +

wl n. get Message() + "\n");

Registering Notification Listeners with MBeans

Because al WebL ogic Server MBeans are notification broadcasters, it is possible to
register aNoti fi cati onLi st ener with any available MBean. Registering a

Noti fi cati onLi st ener can beaccomplished by calling the MBean's

addNot i ficati onLi st ener () method.

However, in most cases it is preferable to register alistener using the MBean server’s
addNot i fi cati onLi st ener () method. Using the

j avax. management . MBeanSer ver interface saves the trouble of looking up a
particular MBean simply for registration purposes. For example, to listener defined in
Creating a Notification Listener registersitself using:

rmbs = home. get MBeanSer ver () ;

onane = new WebLogi cObj ect Name(" TheLogBr oadcaster”,
"LogBr oadcast er Runti nme",
DOMAI N_NAME,
SERVER_NAME) ;
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rmbs. addNot i fi cati onLi st ener (onane,
|'i stener,
nul |,

nul l);

Working with WebLogic Server Log
Notifications

To receive log messages, client applications can use the standard IMX API to register
anotification listener with the WebL ogic Server LogBr oadcast er Runt i neMBean, as
shown in the previous examples. LogBr oadcast er Runt i meMBean isresponsible for
generating notifications for log messages generated by a server.

All notifications broadcast by LogBr oadcast er Runt i neMBean are of the type
WebLogi cLogNot i fi cati on. Thereisonly one LogBr oadcast er Runt i meMBean
per server, named TheLogBr oadcast er .

The LogBr oadcast er Runt i neMBean can be accessed using the mechanisms
described in Accessing MBeans from MBeanHome.

Contents of a WebLogicLogNotification

All IMX notificationsfor aWebL ogic Server |og message contain thefollowing fields:

m  Type—thetypefield to which the log notification is mapped. Thisfield has the
format:

weblogic.logM essage.subSy st emmessagel D

where subSyst emindicates the WebL ogic Server subsystem that issued the log
message, and messagel D indicates the internal WebL ogic Server message ID.

m  Time stamp—the time at which the log message causing this notification was
generated by the server.
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i mport javax.
i mport javax.

i mport javax.

public class

®  Sequence number.
m  Message—contains the actual message body of the log message.
m User data—the user datafield is not currently used.

All log notifications are of the type WebLogi cLogNot i fi cati on. Thishelper class
provides getter methods for all individual fields of alog message. Using the
WebLogi cLogNot i fi cati on class, aclient application can easily filter log
notifications based on their severity, user ID, subsystem, and other fields.

ThefollowingNot i fi cati onFi | t er exampleusestheWebLogi cLogNot i fi cati on
class to select only messages of a specific message ID (111000) to be sent as
notifications.

managenent . Noti fi cati on;
managenent . Noti ficati onFilter;

managenent . Noti fi cation. *;

WeblLogi cLogNotificationFilter inplements NotificationFilter,

java.io. Serializable {

publ i c WebLogi cLogNotificationFilter() {

subsystem = ""

}

public bool ean isNotificationEnabl ed(Notification notification) {

if (!'(notification instanceof WebLogi cLogNotification)) {

}

return fal se;

WeblLogi cLogNotification win = (WbLogi cLogNotification)notification;

if (subsystem == null ||

subsystem equal s("")) {

return true;
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StringTokeni zer tokens = new StringTokeni zer (W n. get Type(), ".");
t okens. next Token() ;
t okens. next Token() ;

return (tokens. next Token().equal s(subsysten));

}
public void setSubsystenfFilter(String newSubsystem {

subsyst em = newSubsyst em

Example Notification Listeners for WebLogic Server Error
Messages

Client applications can create various custom Not i f i cat i onLi st ener Sthat receive
log messages as notifications and perform actions such as:

m E-mailing the WebL ogic administrator with critical log messages
m Adding log messagesto a datastore

The basic form of the notification listener differslittle from the example shown in
Creating aNotification Listener. Simply replace the printed messagesin that example
with the necessary JDBC calls or paging operationsto perform in response to the
notification.

Programming WebL ogic IMX Services 39



3 Us ng MBean Notifications

3-10  Programming WebL ogic IMX Services



CHAPTER

4 Monitoring WebLogic
Server MBeans

The following sections provide an overview of how to monitor WebL ogic Server
MBean attributes:

m Overview
m  Setting Up Monitoring

m  Sample Monitoring Scenarios

Overview

A WebL ogic Server client can set up monitors to monitor one or more MBean
attributes. The varioustypes of monitorsare defined inthe IM X documentation for the
packagej avax. managenent . noni t or . Standard IM X monitors are:

® Count er Moni t or, for observing integer attributes
B GaugeMoni t or, for observing integer or floating point attributes
m StringMonitor, for observing string attributes

JMX monitors frequently act as notification broadcasters, to indicate when a certain
condition has been met in amonitor. For this reason, monitoring systems generally
include standard notification constructs, such as notification listeners and notification
filters, which are registered with the monitor.
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Setting Up Monitoring

The following is an example of how to set up a counter monitor for receiving IMX

Notifications. Because this example also uses a natification listener to observe the

monitor’s notifications, some of the information builds from the examplesin Using
MBean Notifications.

Creating a Notification Listener

The example beginsby building anctification listener, named Count er Li st ener , that
will receive notifications emitted from a JIMX monitor;

i mport java.rm.Renote;
i mport javax. managemnent. Notification;
i mport javax. managemnent. nonitor. MonitorNotification;

i mport webl ogi c. managenent . Renot eNot i fi cati onLi st ener;

public class CounterlListener inplenents RenoteNotificationListener {
String nessage;
public void handl eNotification(Notification notification ,Object obj) {
System out . println("\njavax. management. Notification");
System out. println(" type = " +
notification.getType());
Systemout.println(" sequenceNunber =" +
notification. get SequenceNunber());
System out. println(" source = " +
notification.getSource());
System out. println(" timestanp = " +

notification.getTinmeStanp() + "\n");
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if(notification instanceof MnitorNotification) {
Moni tor Notification nmonitorNotification =
(MonitorNotification) notification;
System out . println("\njavax. managenent. nonitor. MnitorNotification");
Systemout.printIn(" observed attr =" +
nmoni torNoti fication. get CoservedAttribute() );
Systemout.println(" observed obj =" +
nmoni tor Noti fi cati on. get CoservedObj ect() );
Systemout.printin(" trigger value =" +
nmoni torNotification.getTrigger() + "\n");
nmessage = "Moean: " + nonitorNotification.getCbservedAttribute() +
"\n" +
"Attribute: " + nonitorNotification.getCbservedObject() +
"\n" +

"Trigger Value: " + nonitorNotification.getTrigger();

Instantiating the Listener and Monitor

The example monitor class instantiates both the listener and monitor object, and
registers the monitor to observe the

Server SecurityRuntime. I nval i dLogi nAt t enpt sTot al Count attribute. This
attribute indicates the number of failed logins to the server

When theinvalid login attempts exceed athreshold value, thehandl eNot i fi cati on
method is invoked by the notification listener,
Count er Li st ener. handl eNoti fication().
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The sample monitor code is as follows:
i mport java.rm .Renpt eException;
import java.util. Set;
inmport java.util.lterator;
i mport j avax. managenent. *;
i mport javax. managenent. Attri but eChangeNotification;
i mport javax. managenment. Attri but eChangeNotificationFilter;
i mport j avax. managenent. noni tor. Count er Moni tor;
i mport javax.nam ng.*;
i mport webl ogi c. jndi.Environnent;
i mport webl ogi c. managenent . *;
i mport webl ogi c. managenent. confi gurati on. Server MBean;
i nport webl ogi c. managenent . moni tor. *;

i mport webl ogi c. managenent. runti me. Server Runt i neMBean;

public class InvalidLogi nMonitor {
public static void main (String args[]) {
/1 make sure there is a password argunent
if (args.length = 3) {
Systemout. println("Usage: java |nvalidLogi nMonitor
"<system password> " +
"<donmi n name> " +

"<server nanme>");

return;
}
String url = "t3://local host: 7001";
String usernane = "systent;
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String password = args[0];
MBeanHonme hone = null;
try {
Envi ronment env = new Environnent();
env. set ProviderUrl (url);
env. set Securi tyPrinci pal (usernane);
env. set SecurityCredenti al s(password);
Context ctx = env.getlnitial Context();
home = (MBeanHone) ct x. | ookup(MBeanHome. ADM N_JNDI _NAME) ;
System out.println("CGot the MBeanHome " + hone);
Renpt eMBeanSer ver rnbs = home. get MBeanSer ver () ;
Count er Monitor nonitor = new CounterMnitor();
Count erLi stener |istener = new CounterlListener();
WebLogi cObj ect Nanme noni t or Obj ect Nanme =
new WebLogi cObj ect Narme(" MyCounter ",
" Count er Moni tor",
args[1],
args[2]);
WebLogi cObj ect Nane securityRt Obj ect Nane =
new WebLogi cObj ect Nanme(" nyserver",
"Server SecurityRuntine",
args[1],
args[2]);
Long t = new Long(2);
Long offset = new Long(0);
nmoni t or. set Thr eshol d( (Nunber)t);

nmoni tor.setNotify(true);
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nmoni t or
noni t or
nmoni t or
nmoni t or
noni t or

noni tor.

.set O f set ((Nunmber) of f set);

.set CbservedAttribute("InvalidLogi nAttenptsTotal Count");
. set CbservedObj ect (securityRt Cbj ect Nane) ;

.addNot i ficationListener(listener, null, null);

. preRegi ster(rnbs, nonitorObject Nane);

start();

} catch (Exception e) {

e.printStackTrace();

Note:

The above example uses the hard-coded server name, “myserver,” when
creating the WebLogi cObj ect Name. Y Ou must pass “myserver” as an
argument when running this example or modify the code to use a different
server name.

Sample Monitoring Scenarios

4-6

This section outlines some typical MBean attributes that you might consider
monitoring to observe performance and/or resource usage. For more details on
individual MBean attributes or methods, see the appropriate MBean API
documentation.
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Sample Monitoring Scenarios

JDBC Monitoring

The JDBCConnect i onPool Runt i me MBean maintains severa attributesthat describe
the connectionsto adeployed JDBC connection pool. Applications may monitor these
attributes to observe the connection delays and connection failures, as well as

connection leaks. The following table outlines those MBean attributes typically used

for JDBC monitoring.

JDBCConnectionPoolRuntime
M Bean Attribute

Typical Monitoring Application

LeakedConnect i onCount

Notify alistener when the total number of
leaked connections reaches a predefined
threshold. L eaked connections are connections
that have been checked out but never returned to
the connection pool viaacl ose() cal;itis
important to monitor the total number of leaked
connections, as aleaked connection cannot be
used to fulfill later connection requests.

Act i veConnect i onsCur r ent Count

Notify alistener when the current number of
active connections to a specified JIDBC
connection pool reaches a predefined threshold.

Connecti onDel ayTi me

Notify alistener when the average time to
connect to a connection pool exceeds a
predefined threshold.

Fai | uresToReconnect

Notify alistener when the connection pool fails
to reconnect to its datastore. Applications may
notify alistener when this attribute increments,
or when the attribute reaches a threshold,
depending on the level of acceptable downtime.
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