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About This Document

This document explains the management subsystem provided for configuring and
monitoring your WebL ogic Server implementation. It covers the following topics:

m  Chapter 1, “Overview of WebL ogic Server Management,” describes the
architecture of the WebL ogic Server management subsystem.

m  Chapter 2, “Starting and Stopping WebL ogic Servers,” explains the procedures
for starting and stopping WebL ogic Servers.

m  Chapter 3, “Configuring WebL ogic Servers and Clusters,” explains the facilities
provided for configuring resources in a WebL ogic Server domain.

m  Chapter 4, “Monitoring a WebL ogic Domain,” describes the facilities that are
provided by WebL ogic Server for monitoring the resources that make up a
WebL ogic Server domain.

m Chapter 5, “Using Log Messages to Manage WebL ogic Servers,” describes the
use of the WebL ogic Server local log and the domain-wide log for managing a
WebL ogic Server domain.

m  Chapter 6, “Deploying Applications,” describes installation of applications on
the WebL ogic Server and the deploying of application components.

m  Chapter 7, “Configuring WebL ogic Server Web Components,” explains the use
of of WebL ogic Server as aWeb Server.

m Chapter 8, “Deploying and Configuring Web Applications,” explains deploying
and configuring of Web applications.

m  Chapter 9, “Ingtalling and Configuring the Apache HTTP Server Plug-In,”
explains how to install and configure the WebL ogic Server Apache plug-in.
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m  Chapter 10, “Installing and Configuring the Microsoft Internet Information
Server (ISAPI) Plug-In,” explains how to install and conifgure the WebL ogic
Server plug-in for the Microsoft Internet Information Server.

m  Chapter 11, “Installing and Configuring the Netscape Enterprise Server Plug-In
(NSAPI),” explains how to to install and configure the Netscape Enterprise
Server proxy plug-in.

m  Chapter 12, “Managing Security,” discusses WebL ogic Server security resources
and how to manage them.

m  Chapter 13, “Managing Transactions,” explains how to manage the Java
Transaction subsystem within a WebL ogic Server domain.

m  Chapter 14, “Managing JDBC Connectivity,” discusses the management of Java
Database Connectivity (JDBC) resources within a WebL ogic Server domain.

m  Chapter 15, “Managing IMS,” discusses the management of Java Message
Service within a WebL ogic Server domain.

m  Chapter 16, “Managing JNDI,” discusses how to use the WebL ogic JNDI
naming tree, including viewing and editing objects on the INDI naming tree and
binding objects to the INDI tree.

m  Chapter 17, “Managing WebL ogic Server Licenses,” describes how to update
your BEA license.

m  Appendix A, “Using the WebL ogic Server Java Utilities,” describes a number of
utilities that are provided for developers and system administrators.

m  Appendix B, “WebL ogic Server Command-Line Interface Reference,” describes
the syntax and usage of the command-line interface for managing a WebL ogic
Server domain.

Audience

Thisdocument isintended mainly for system administrators who will be managing the
WebL ogic Server application platform and its various subsystems.
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e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation.

How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File - Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionals who create and update the documentation.

In your e-mail message, please indicate the software name and version you are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can also contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.
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When contacting Customer Support, be prepared to provide the following information:
m Your name, e-mail address, phone number, and fax number

®m Your company name and company address

®m Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention  Usage

Ctrl+Tab Keysyou press simultaneously.
italics Emphasis and book titles.
nonospace Code samples, commands and their options, Java classes, data types,
t ext directories, and file names and their extensions. Monospace text also
indicates text that you enter from the keyboard.
Examples:

import java.util.Enumeration;
chrmod u+w *

conf i g/ exanpl es/ appl i cati ons
.java

config. xm

f1 oat

nonospace Variablesin code.
italic Example:
t ext .
String Customner Nane;
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Convention  Usage
UPPERCASE Device names, environment variables, and logical operators.
TEXT Examples:
LPT1
BEA_HOME
OR
{} A set of choicesin asyntax line.

[]

Optional itemsin asyntax line. Example:

java utils.MilticastTest -n name -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choicesin a syntax line. Example:

java webl ogi c. depl oy [list| depl oy| undepl oy| updat e]
password {application} {source}

Indicates one of the following in a command line:

= Anargument can be repeated several timesin the command line.
m  The statement omits additional optional arguments.

m You can enter additional parameters, values, or other information

Indicates the omission of items from a code example or from a syntax line.
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CHAPTER

1

Overview of WebLogic
Server Management

This section describes the tools available to manage WebL ogic Server. Thisincludes
the following topics:

m Domains, the Administration Server and Managed Servers
m  Starting the Administration Console

m  Runtime and Configuration Objects

m  Centra Point of Accessto Log Messages

Y our implementation of BEA WebL ogic Server software provides a set of
interrelated resources for users. Managing these resources includes such tasks as
starting and stopping servers, balancing the load on servers or connection poals,
selecting and monitoring the configuration of resources, detecting and correcting
problems, monitoring and evaluating system performance, and deploying Web
applications, Enterprise Javabeans (EJBs) or other resources.

The main tool that WebL ogic provides to accomplish these tasksis a robust,
Web-based Administration Console. The Administration Consoleisyour window into
the WebL ogic Administration Service. The Administration Service, implementation
of Sun’s Java Management Extension (JM X) standard, provides the facilities for
managing WebL ogic resources.

Through the Administration Console you can configure attributes of resources, deploy
applications or components, monitor resource usage (such as server load or Java
Virtual Machine memory usage or database connection pool |oad), view |og messages,
shutdown servers, or perform other management actions.
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Domains, the Administration Server and
Managed Servers

1-2

Aninter-related set of WebL ogic Server resources managed asaunitiscalled a
domain. A domain includes one or more WebL ogic Servers, and may include
WebL ogic Server clusters.

The configuration for adomain is defined in Extensible Markup Language (XML).
Persistent storage for the domain’s configuration is provided by asingle XML
configuration filei nstal | _di r/ confi g/ domai n_nane/ confi g. xm (where

i nstal | _di r isthedirectory under which the WebL ogic Server software has been
installed).

A domain is a self-contained administrative unit. If an application is deployed in a
domain, components of that application cannot be deployed on serversthat are not a
part of that domain. When a cluster is contained in adomain, all of its servers must be
apart of that domain as well.

A WebL ogic Server running the Administration Serviceis called an Administration
Server. The Administration Service provides the central point of control for
configuring and monitoring the entire domain. The Administration Server must be
running in order to perform any management operation on that domain.

In a configuration with multiple WebL ogic Servers, only one server isthe
Administration Server; the other servers are called Managed Servers. Each WebL ogic
Managed Server obtainsits configuration at startup from the Administration Server.

The same class, webl ogi c. Ser ver , may be started as either the Administration
Server for adomain or as a WebL ogic Managed Server. A WebL ogic Server not
started as a Managed Server is an Administration Server.

In atypical configuration for a production system, the applications and components
with your business logic would be deployed across Managed Servers and the role of
the Administration Server would be that of configuring and monitoring the Managed
Servers.
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A domainis active if the Administration Server was started using that configuration.
While the Administration Server is running, only the Administration Server can
modify the configuration file. The Administration Console and the command-line
administration utility provide windows into the Administration Server which enable
you to modify the domain configuration.

Additional non-active configurations may reside in the configuration repository, and
you can edit them using the Administration Console. The configuration repository
consists of a series of subdirectories (at least one) under the/ conf i g directory. Each
domainisdefined in adistinct confi g. xnl fileresiding in a subdirectory with the
same name as the domain. To access non-active configurations, follow the Domai n
Conf i gur at i ons link on the Administration Console Welcome page when you start
the Console.

Starting the Administration Console

The Administration Console is a Web application that uses Java Server Pages (JSPs)
to access the management resources in the Administration Server.

After starting the Administration Server (see Starting and Stopping WebL ogic
Servers), you can start the Administration Console by directing your browser to the
following URL :

http://host nane: port/consol e

The value of host name isthe name or | P address of the Administration Server and
por t isthe address of the port on which the Administration Server is listening for
requests (7001 by default). If you started the Administration Server using Secure
Socket Layer (SSL), you must add s after ht t p asfollows:

htt ps://host nanme: port/consol e

If you have your browser configured to send HT TP requeststo aproxy server, thenyou
may need to configure your browser to not send Administration Server HT TP requests
to the proxy. If the Administration Server is on the same machine as the browser, then
you would want to ensure that requests sent to | ocal host or 127. 0. 0. 1 or both are
not sent to the proxy.
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Theleft paneinthe Administration Console contains ahierarchical treefor navigating
to tables of data, configuration pages and monitoring pages, or accessing logs. By
selecting (that is, left mouse clicking) an item in the domain tree, you can display a
table of datafor resources of a particular type (such as WebL ogic Servers) or
configuration and monitoring pages for a selected resource. Thetop-level nodesin the
domain tree are containers. If leaf nodes are present in those containers, you can click
on the plus sign at the | eft to expand the tree to access the leaf nodes.

The entity tables — tables of data about resources of a particular type — can be
customized by adding or subtracting columns that display values for attributes. Y ou
can customize atable by following the Cust oni ze thi s tabl e link at the top of the
table. Each column in the table corresponds to an attribute that has been selected for
inclusion in the table.

When started, the Administration Console prompts for a password. The first time the
Administration Console is started, you can use the user name and password under
which the Administration Server was started. Y ou can use the Administration Console
tocreatealist of userswith administration privileges. Once designated, these users can
also perform administrative tasks viathe Administration Console.

Runtime and Configuration Objects

1-4

The Administration Server is populated with JavaBean-like objects called
Management Beans (M Beans), which are based on Sun’ s JavaM anagement Extension
(IMX) standard. These objects provide management access to domain resources.

The Administration Server containsboth configuration MBeansand run-time MBeans.
Configuration MBeans provide both SET (write) and GET (read) accessto
configuration attributes.

Run-time M Beans provide a snapshot of information about domain resources, such as
current HTTP sessions or the load on a JDBC connection pool. When a particular
resource in the domain (such asaWeb application) isinstantiated, an MBean instance
is created which collects information about that resource.

When you access the monitoring page for particular resources in the Administration
Console, the Administration Server performsa GET operation to retrieve the current
attribute values.

Administration Guide



Runtime and Configuration Objects

Figure1-1 WebL ogic Server Management Subsystem
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The Administration Service allows you to change the configuration attributes of
domain resources dynamically, that is, while the WebL ogic Servers are running. For
many attributes, you do not need to restart the servers for your change to take effect.
Inthat case, achangein configuration is reflected in both the current run-time value of
the attribute aswell asthe persistently stored valuein the configuration file. (For more
information about configuring WebL ogic Servers, see Configuring WebL ogic Servers
and Clusters.)
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Central

In addition to the Web-based Administration Console, WebL ogic Server provides a
command-line utility for accessing configuration and monitoring attributes of domain
resources. Thistool isprovided for those who want to create scriptsto automate system
management. (See WebL ogic Server Command-Line Interface Reference.)

Point of Access to Log Messages

The Administration Server also provides central access to critical system messages
from all the serversviathe domain log. IMX provides afacility for forwarding
messages to entities that subscribe for specified messages. Subscriber entities specify
which messages to forward by providing afilter that selects messages of interest. A
message forwarded to other network entities on the initiative of alocal WebL ogic
Server is called anatification. IMX notifications are used to forward critical log
messages from all WebL ogic Serversin the domain to the Administration Server.
When aWebL ogic Managed Server starts, the Administration Server registersto
receive critical |og messages. Such messages are stored in the domain log. A single
domain log filter is registered with each WebL ogic Server by the Administration
Server to select the messages to be forwarded. Y ou can change the domain log filter,
view the domain log, and view the local server logs using the Administration Console.
(For details, see Using Log Messages to Manage WebL ogic Servers.)
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CHAPTER

2

Starting and Stopping

WebLogic Servers

This section discusses the following topics:

WebL ogic Administration Server and WebL ogic Managed Servers
Starting the WebL ogic Administration Server

Adding a WebL ogic Managed Server to the Domain

Starting a WebL ogic Managed Server

Migrating from Earlier Versions of WebL ogic Server

Stopping WebL ogic Servers from the Administration Console
Setting up the WebL ogic Server as a Windows Service
Registering Startup and Shutdown Classes
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WebLogic Administration Server and
WebLogic Managed Servers

A WebL ogic domain may consist of one or more WebL ogic Servers. One (and no
more than one) of these WebL ogic Servers must be the Administration Server for the
domain. Additional WebL ogic Serversin the domain are managed servers. The same
executable may be started as either a WebL ogic Administration Server or asa

WebL ogic Managed Server.

Being the Administration Server isthe default role for aWebL ogic Server. Therefore,
if thereisonly one WebL ogic Server in adomain, that server isthe Administration
Server. Inamulti-server domain, aWebL ogic Server becomes a Managed Server only
if itisinstructed to obtainits configuration from arunning Administration Server when
started.

The Administration Server controls access to the configuration for aWebL ogic
domain and provides other management services such as monitoring and log message
browsing. The Administration Server serves up the Administration Console which
provides user accessto the management services offered by the Administration Server.

When aWebL ogic Managed Server is started, it obtainsits configuration from the
Administration Server. For this reason, booting a multi-server WebLogic domainisa
two-step procedure: First you start the Administration Server, and then you start the
Managed Servers.

Note: The Managed Servers must be the same WebL ogic version as the
Administration Server.

Startup Error Messages

2-2

When aWebL ogic Server isstarting, the normal logging subsystemisnot yet available
for logging. Accordingly, any errors encountered during startup are logged to st dout
and to aspecial startup log, ser ver nane- st art up. | og (Whereser ver nane isthe
name of the server). If startup is successful, the last message in thislog points to the
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location of thelocal server log filewhere normal logging occurs. For moreinformation
on the WebL ogic Server logging subsystem, see Using Log Messages to Manage
WebL ogic Servers.

Starting the WebLogic Administration
Server

There are several ways in which the WebL ogic Administration Server can be started:

m  From the command line

The command to start the WebL ogic Server can be either typed in acommand
shell manually or it can be placed in a script to avoid retyping the command
each time the server is started. For information on the sampl e scripts provided
see Starting the WebL ogic Managed Servers Using Scripts.

m  From the Start Menu (Windows only)

m A WeblLogic Server installed as a Windows service will start automatically when
the computer is rebooted.

Use of Passwords When Starting the WebLogic Server

During installation you are asked to specify a password that will be required when the
server isstarted. If you use start scriptsto start an Administration Server or aManaged
Server, you can include the password as a command-line argument (See Starting the
WebL ogic Administration Server from the Command Line.) If you start the server
using a script without the password specified as a command-line argument, you will
be prompted to enter the password if thereis no passwor d. i ni file.
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Starting the WebLogic Administration Server from the
Start Menu

If youinstalled WebL ogic Server on Windowswith the BEA Installation program, you
can use the WebL ogic Server shortcut on the Windows Start menu to start the
WebL ogic Administration Server. Select:

Sart - Programs— BEA WebL ogic E-Business Platform — Weblogic Server
Version - Start Default Server

wherever si on isthe WebL ogic Server software version number.

Invoking the WebL ogic Server from the Start menu executes the start script
startWebl ogi c. cnd (whichislocated ini nstal | _di r/ confi g/ domai n_name
where domai n_nane isthe name of the domain and i nst al | _di r isthe directory
where you installed the WebL ogic Server software).

Starting and Stopping the WebLogic Server as a
Windows Service

2-4

When installed as aWindows service, the WebL ogic Server starts automatically when
you boot the Windows computer. The WebL ogic Server is started by executing the
Windows start script st ar t Webl ogi c. cd. A WebLogic Server started thisway is
started asan Administration Server. See Starting the WebL ogic Administration Server
from the Command Line.

To run the WebL ogic Server asaWindows service, you must haveinstalled it as such.
For information on installing and removing the WebL ogic Server as a Windows
service, see Setting up the WebL ogic Server as a Windows Service.

Y ou can also stop and start the WebL ogic Server easily from the Service Control
Panel.

1. Select Start - Settings— Control Panel.

2. Double-click the Services Control Panel to openit.
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3. Inthe Services Control Panel, scroll to the end to find WebLogi ¢ Server. If
WebL ogic is Started, you will have the option to Stop it when you select it, by
clicking the Stop button to theright. If WebL ogic is Stopped, the Start button will
be available.

Y ou can make the Windows service Automatic, Manual, or Disabled by clicking the
Startup button and selecting a mode.

Starting the WebLogic Administration Server from the
Command Line

The WebL ogic Server is a Javaclassfile, and like any Java application, you can start
it with thej ava command. The arguments needed to start the WebL ogic Server from
the command line can be quitelengthy and typing it out whenever you need to start the
server can be tedious. To make sure that your startup commands are accurate, BEA
Systems recommends that you incorporate the command into a script that you can use
whenever you want to start a WebL ogic Server.

The following arguments are required when starting the WebL ogic Administration
Server from the j ava command line:

m  Specify the minimum and maximum values for Java heap memory.

For example, you may want to start the server with a default allocation of 64
megabytes of Java heap memory to the WebL ogic Server. To do so, you can start
the server with thej ava - ms64mand - nk64moptions.

These values assigned to these parameters can dramatically affect the
performance of your WebL ogic Server and are provided here only as general
defaults. In a production environment you should carefully consider the correct
memory heap size to use for your applications and environment.

m Setthejava -cl asspath option.

The minimum content for this option is described under Setting the Classpath
Option.

m  Specify the name of the server.

The domain configuration specifies configuration by server name. To specify the
name of the server on the command line, use the following argument:
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2-6

- Dwebl ogi c. Name=ser ver nanme

The default valueisnyser ver.

Provide user password.

The default user issyst emand the required password is the password specified
during installation. To enter the password, include the following argument:

- Dwnebl ogi c. managenent . passwor d=passwor d

Specify the WebL ogic root directory if you do not start the WebL ogic Server
from the WebL ogic root directory.

The WebL ogic root directory contains the security resources for the domain and
the Configuration Repository (a directory named \ conf i g). You can specify the
location of the root directory on the command line with the following argument:

- Dwnebl ogi c. Root Di rect ory=pat h

where pat h isthe path to the root directory. If you do not specify this attribute
on the command line, the current directory is used to set the runtime value of
this attribute.

Specify the location of the bea. home directory:

- Dbea. hone=root _install _dir

wherer oot _i nst al | _di r istheroot directory under which you installed the BEA
WebL ogic Server software.

If you generated a password-protected private key, you need to pass the server
the private key password at startup so that the server can decrypt the PKCS
private key file. To pass the private key password to the server on startup,
include the following argument on the command line:

- Dwebl ogi c. pkpasswor d=pkpasswor d

where pkpasswor d isthe private key password.

Password-protected private keys are generated when the Private Key Password
field is specified in the Certificate Request Generator servlet. For more
information, see Chapter 12, “Managing Security.”

You can specify the name of the domain configuration when starting the
Administration Server by using the following argument on the command line:

- Dwebl ogi c. Domai n=donai n_nane
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where donmai n_nane is the name of the domain. Thiswill also be the
subdirectory which has the configuration file that will be used to boot the
domain.

The configuration repository consists of the domains under the/ confi g
directory. The configuration repository may contain a variety of possible domain
configurations. Each such domain islocated under a separate subdirectory, with
the subdirectory name being the name of that domain. When you specify

domai n_name you are thus specifying this subdirectory name. The subdirectory
thus specified contains the XML configuration file (conf i g. xnl ) and the
security resources for that domain (see example below). Thefileconfi g. xm
specifies the configuration for that domain.

The domain configuration with which the Administration Server is started
becomes the active domain. Only one domain can be active.

You can also specify values for WebL ogic configuration attributes on the
command line. These values become the runtime value for that attribute, and any
value stored in the persistent configuration isignored. The format for setting a
runtime value for a WebL ogic attribute on the command lineis:

- Dwebl ogi c. attri but e=val ue

Setting the Classpath Option

The following must be included as arguments to the - cl asspat h option on thej ava
command line;

/webl ogi c/|'i b/ webl ogi c_sp.jar
/webl ogi c/|'i b/ webl ogi c. j ar

WebL ogic Server comes with atrial version of an all-Java database management
system (DBMS) called Cloudscape. If you will be using this DBMS, then you
will need to include the following in the classpath:

/ webl ogi c/ sanpl es/ eval / cl oudscape/ | i b/ cl oudscape. j ar

If you will be using WebL ogic Enterprise Connectivity, you will need to include
the following:
/webl ogi c/li b/ poolorb.jar

where webl ogi ¢ isthe directory where you installed WebL ogic Server.
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Starting the Administration Server Using a Script

Sample scripts are provided with the WebL ogic distribution that you can use to start
WebL ogic Servers. Y ou will need to modify these scriptsto fit your environment and
applications. Separate scripts are provided for starting the Administration Server and
the Managed Server. The scripts for starting the Administration Server are called
startWebLogi c. sh (UNIX) and st artWebl ogi c. cmd (Windows). These scripts
are located in the configuration subdirectory for your domain.

To use the supplied scripts:
m Pay close attention to classpath settings and directory names.
m Change the value of the variable JAVA_HOME to the location of your JDK.

m  UNIX users must change the permissions of the sample UNIX script to make the
file executable. For example:

chmod +x start Admi nWebLogi c. sh

Restarting the Administration Server when Managed
Servers are Running

2-8

For atypical production system it is recommended that the applications containing
your critical business logic be deployed on Managed Servers. In such a scenario, the
role of the Administration Server isthat of configuring and monitoring the Managed
Servers. If the Administration Server should become unavailable in such a
configuration, the applications running on the Managed Servers can continue to
process client requests.

When the Administration Server is started, it makes a copy of the configuration file
that was used to boot the active domain. Thisis saved in the file

install _dir/config/donai n_nane/ config.xnl.booted

wherei nst al | _di r isthe directory where you installed the WebL ogic Server
software and domai n_nane is the name of the domain. The Administration Server
createsthe confi g. xni . boot ed file only after it has successfully completed its
startup sequence and is ready to process requests.
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Y ou should make a copy of thisfile so that you have aworking configuration file that
you can revert to if you need to back out of changes made to the active configuration
from the Administration Console.

If the Administration Server goes down while Managed Servers continue to run, you
do not need to restart the Managed Serversto recover management of the domain. The
procedure for recovering management of an active domain depends upon whether you
can restart the Administration Server on the same machine it was running on when the
domain was started.

Restarting the Administration Server on the Same Machine

If you restart the WebL ogic Administration Server while Managed Servers continueto
run, the Administration Server can detect the presence of the running Managed Servers
if you instruct the Administration Server to perform a discovery. To instruct the
Administration Server to do a discovery of Managed Servers, enter the following
argument on the command line when starting the Administration Server:

- Dwebl ogi c. managenent . di scover =t rue

The default value of this attribute is false. The configuration directory for the domain
contains afiler unni ng- managed- servers. xml whichisalist of the Managed
Serversthat the Administration Server knows about. When the Administration Server
isinstructed to perform discovery upon startup, it uses thislist to check for the
presence of running Managed Servers.

Restart of the Administration Server does not update the runtime configuration of the
Managed Servers to take account of any changes made to attributes that can only be
configured statically. WebL ogic Servers must be restarted to take account of changes
to static configuration attributes. Discovery of the Managed Servers does enable the
Administration Server to monitor the Managed Servers or make runtime changesin
attributes that can be configured dynamically.

Restarting the Administration Server on Another Machine

If amachine crash prevents you from restarting the Administration Server on the same
machine, you can recover management of the running Managed Servers as follows:

1. Assign to another computer the same host name as the former Administration
Server machine.
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2. Install the WebL ogic Server software on the new administration machine (if this
has not already been done).

3. The/ confi g directory (the configuration repository) used to start the
Administration Server on the machine being replaced needs to be made available
to the new machine. The/ conf i g directory could be copied from backup media
or made available via NFS mount, for example. Thisincludes the configuration
file (confi g. xm ) used to boot the active domain as well as applications and
componentsinstalled in the/ appl i cat i ons directory for that domain.

4. Restart the Administration Server on the new machine with the addition of the
following argument on the command line;
- Dwebl ogi c. mnanagenent . di scover =true

This argument will force the Administration Server to detect the presence of the
Managed Serversthat are running.

Adding a WebLogic Managed Server to the
Domain

2-10

Before you can run aWebL ogic Server as a managed server, you must first create an
entry for that server in the configuration for the domain. To do this, do the following:

1. Start the Administration Server for the domain.

2. Invoke the Administration Console by pointing your browser at
http://host nane: port/ consol e, where host nane is the name of the
machine where the Administration Server is running and por t isthe listen port
number that you have configured for the Administration Server (default is 7001).

3. Create an entry for the server machine (Machines - Create a new machine) (if it
is different than the Administration Server machine) and the new server
(Servers— Create a new server).

For more information on configuring servers, see Configuring WebL ogic Serversand
Clusters.
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Starting a WebLogic Managed Server

Once you have added WebL ogic Managed Serversto your configuration (see Adding
aWebL ogic Managed Server to the Domain), you can start the Managed Serversfrom
thej ava command line. The command to start the WebL ogic Server can be either
typed in acommand shell manually or it can be placed in ascript to avoid retyping the
command each time the server is started. For information on the sample scripts
provided see Starting the WebL ogic Managed Servers Using Scripts.

The main way in which the startup parameters for a Managed Server differ from an
Administration Server is that you need to provide an argument that identifies the
location of the Administration Server from which the Managed Server requests its
configuration. A WebL ogic Server started without this parameter runs as an
Administration Server.

The following are required when starting a WebL ogic Managed Server:

m  Specify the minimum and maximum of Java heap memory.

For example, you may want to start the server with a default allocation of 64
megabytes of Java heap memory to the WebL ogic Server. To do so, you can start
the server with thej ava - ms64mand - nk64moptions.

These values assigned to these parameters can dramatically affect the
performance of your WebL ogic Server and are provided here only as general
defaults. In a production environment you should carefully consider the correct
memory heap size to use for your applications and environment.

m Setthejava -cl asspath option.

The minimum content for this option is described under Setting the Classpath
Option.

m  Specify the name of the server.

When a WebL ogic Managed Server requests its configuration information from
the Administration Server, it identifiesitself to the Administration Server by
server name. This enables the Administration Server to respond with the
appropriate configuration for that WebL ogic Server. For this reason, you must
also set the server name when starting a managed server. This can be specified
by adding the following argument to the command line when starting the

WebL ogic Managed Server:
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- Dwebl ogi c. Name=ser ver nanme
Provide the password for the syst emuser.

Only the syst emuser can start a Managed Server. To specify the password for
the syst emuser, you can include the following argument:

- Dwnebl ogi c. managenent . passwor d=passwor d

For information about use of passwords, see Use of Passwords When Starting
the WebL ogic Server.

Note: Becausesyst emisthe default value for the
- Daebl ogi c. management . user nanme argument, you do not need to
specify it when starting a Managed Server.

Specify the location of the bea. home directory:

- Dbea. hone=root _install _dir

wherer oot _i nst al | _di r istheroot directory under which you installed the BEA
WebL ogic Server software.

If you want to start the server with Secure Socket Layer (SSL) protocol, you
need to pass the server the private key password at startup so that the server can
decrypt the SSL private key file. To passthe SSL private key password to the
server on startup, include the following argument on the command line;

- Dwebl ogi c. pkpasswor d=pkpasswor d
where pkpasswor d isthe SLL private key password.

Specify the host name and listen port of the WebL ogic Administration Server

When starting a managed server, it is necessary to specify the host name and
listen port of the Administration Server from which the managed server isto
request its configuration. This can be specified by adding the following
argument to the command line when starting the managed server:

- Dwebl ogi c. managenent . server =host : port
or
- Dwebl ogi c. managenent . server=http://host: port

where host isthe name or | P address of the machine where the Administration
Server isrunning and por t isthe Administration Server's listen port. By default
the Administration Server's listen port is 7001.
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If you are using Secure Socket Layer (SSL) for communication with the
Administration Server, the Administration Server must be specified as:

- Dnebl ogi c. managernent . server=htt ps:// host: port

To use SSL protocol in communication between the Managed Servers and the
Administration Server, you need to enable SSL on the Administration Server.
For details on how to set this up, see Managing Security.

Note: Any WebL ogic Server that is started without specifying the location of the
Administration Server is started as an Administration Server.

Note: Because the Managed Server receives its configuration from the
Administration Server, the Administration Server specified must bein the
same domain as the Managed Server.

You can also specify values for WebL ogic configuration attributes on the
command line. Attribute values set this way become the runtime value for that
attribute, and any value stored in the persistent configuration isignored. The
format for setting aruntime value for a WebL ogic attribute on the command line
is:

- Dwebl ogi c. attri but e=val ue

Starting the WebLogic Managed Servers Using Scripts

Sample scripts are provided with the WebL ogic distribution that you can use to start
WebL ogic Servers. Y ou will need to modify these scriptsto fit your environment and
applications. Separate scripts are provided for starting the Administration Server and
the Managed Server. The scriptsto start Managed Servers are called

st art ManagedWebLogi c. sh (UNIX) and st art ManagedWebLogi c. cnd
(Windows). These scripts are located in the configuration subdirectory for your
domain.

To use the supplied scripts:

Pay close attention to classpath settings and directory names.
Change the value of the variable JAVA_HOVE to the location of your JDK.

UNIX users must change the permissions of the sample UNIX script to make the
file executable. For example:

chrmod +x startManagedWeblogi c. sh
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There are two ways to start the Managed Server using the script:

If you set the value of the environment variables SERVER_NAME and ADM N_URL,
you do not need to provide these as arguments when invoking the start script.
SERVER_NANME should be set to the name of the WebL ogic Managed Server that
you wish to start. ADM N_URL should be set to point to the host (host name or IP
address) and port number where the Administration Server islistening for
requests (default is 7001). For example:

set SERVER_NAME=bi gguy
set ADM N_URL=peach: 7001
st art ManagedWebLogi ¢

You can invoke the start script and pass the name of the Managed Server and the
URL for Administration Server on the command line:

st art ManagedWebLogi ¢ server _nanme adm n: url

where ser ver _nane isthe name of the Managed Server you are starting and
admi n_ur!l iseitherhttp://host:port orhttps://host:port wherehost
isthe host name (or | P address) of the Administration Server and port isthe
port number for the Administration Server.

Migrating from Earlier Versions of WebLogic

Server

2-14

If you have WebL ogic Server startup scripts that you used with a previous rel ease of
the product, you will need to modify them to work with thisrelease. The following are
the main changes from previous releases:

Dynamic class loading has changed.

Previous releases of WebL ogic Server had two separate Java classpath settings
on the command line;

e The Java system classpath
e A specia WebL ogic classpath

The WebL ogic classpath property was used to facilitate dynamic class loading.
In this release, the WebL ogic classpath property has been eliminated and the
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Java system classpath setting has changed. Scripts used with previous releases
will need to be modified accordingly. In this release, dynamic loading of classes
needed for Java 2 applications is the responsibility of those applications, and
specifying the location of the compiled classes is accomplished via the
Extensible Markup Language (XML) descriptors in the files comprising the
application.

See Setting the Classpath Option for information on setting the Java system
classpath.

m |tisnolonger necessary to specify the location of the license file or the policy
file on the command line.

m The distinction between an Administration Server and Managed Serversis new
to thisrelease. You will need to add the URL to point a WebL ogic Server to a
running Administration Server if you want to start it as a Managed Server.

m  See Starting the WebL ogic Administration Server from the Command Line and
Starting a WebL ogic Managed Server for a complete list of the required
arguments.

m  New start scripts, st art ManagedWebLogi c. cnd (Windows) and
st art ManagedWebLogi c. sh (UNIX, are provided for starting WebL ogic
Managed Servers. Thest art WebLogi ¢. sh (UNIX) and st art WebLogi c. cnd
(Windows) scripts are now for use in starting the WebL ogic Administration
Server.

Stopping WebLogic Servers from the
Administration Console

To shutdown an individual WebL ogic Server:

m Inthe Administration Console domain tree (in the left pane), select the server
you want to shutdown.

m  Onthe Monitoring — General tab page, select the Shutdown this server link.
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Shutting Down a Server from the Command Line

Y ou can al so shut down aWebL ogic Server from the command line with thefollowing
command:

java webl ogic. Admin -url host:port SHUTDOM -username adm nnanme
- password password

where:

host isthe name or |P address of the machine where the WebL ogic Server is
running.

port isthe WebL ogic Server’slisten port (default is 7001).

adni nname designates a user that has administrator privileges for the target
WebL ogic Server. Default issyst em

passwor d isthe password for adni nnane.

Setting up the WebLogic Server as a
Windows Service

Y ou can runthe WebL ogic Server asaWindows service. Wheninstalled asaWindows
service, the WebL ogic Server starts automatically when you boot the Windows
computer. A WebL ogic Server is started this way by invoking the start script

st art Wbl ogi ¢. cmd. Whether the WebL ogic Server is started as an Administration
Server or as a Managed Server depends upon the parametersin the j ava command
invoking the WebL ogic Server. See Starting aWebL ogic Managed Server and Starting
the WebL ogic Administration Server from the Command Line.

To setup the WebL ogic Server to run as a Windows service or to reconfigureit soitis
no longer aWindows service, you must have administrator-level privileges. Toinstall
the WebL ogic Server as a Windows service, do the following:

1. Navigate to the webl ogi c\ confi g\ mydomai n directory (wherewebl ogi ¢ isthe
directory where WebL ogic Server wasinstalled and mydomai n isthe subdirectory
with your domain’s configuration).
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2.

Execute the script i nst al | NTSer vi ce. cnd.

Removing WebLogic Server as a Windows Service

To remove the WebL ogic Server as a Windows service, do the following:

1

2.

Navigate to the webl ogi c\ conf i g\ mydonai n directory (wherewebl ogi c isthe
directory where WebL ogic Server wasinstalled and nydonai n isthe subdirectory
with your domain’s configuration).

Execute the script uni nst al | NTSer vi ce. crd.

Y ou can a'so uninstall the WebL ogic Server as a Windows service from the Windows
Start menu.

Changing Passwords for a Server Installed as a Windows

Service

If you install the Default Server as a Windows service, the system password that you
entered during installation of the WebL ogic softwareisused when creating the service.
If this password islater changed, you must do the following:

1

Uninstall the WebL ogic Server as a Windows service using the

uni nst al | NTSer vi ce. cnd script (located in the directory

instal | _dir/config/domai n_name wherei nst al | _di r isthedirectory where
you installed the product).

Thei nstal | NTser vi ce. cnd script contains the following command:

rem*** |nstall the service

“C:\ bea\w server6. O\ bi n\ beasvc” -install -svcnane:nyserver
-javahone: "C: \ bea\j dk130” -execdir:”C:\bea\w server6.0”
-extrapath:”C bea\w server6.0\bin” -cndline:

YCNVDLI NE%

You must append the following to the command:
- passwor d: "your _passwor d”

where your _passwor d isthe new password.
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3. Executethe modifiedi nst al | NTser vi ce. cnd script. Thiswill create anew
service with the updated password.

The WebLogic Windows Service Progam (beasvc.exe)

2-18

The scripts for installing and removing a WebL ogic Server as a Windows service
invoke the WebL ogic Windows Service program, beasvc. exe. Multipleinstances of
WebL ogic Server can be installed or removed as a Windows service using

beasvc. exe.

All configurations for multiple services are stored in the Windows Registry using a
different service name and under a server-specific hive at:

HKEY_LOCAL_MACHI NE\ SYSTEM Current\ Control Set\ Servi ces

When you start the service, the Windowsregistry entries are picked up and the VM is
initialized and started. Since each service that isinstalled isindependent of the others,
you can install multiple instances of WebL ogic Server to run as a Windows service,
provided that each service is given a unique name.

The following options are available with beasvc. exe:

—instal
Install the specified service.

—renove
Remove the specified service.

—svchnane: service_nane
The user-specified name of the service to be installed or removed.

—cndl i ne: java_cndline_paraneters
Thej ava command-line parameters to be used when starting the WebL ogic
Server as a Windows service.

—j avahone: java_directory
Root directory of the Javainstallation. The start command will be formed by
appending\ bi n\j avatojava_directory.

—execdir: base dir
Directory where this startup command will be executed.

—extrapath: additional _env_settings
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Additional path settings that will be prepended to the path applicable to this
command execution.

—hel p
Prints out the usage for the beasvc. exe command.

Win32 systemshavea2kK limitation on thelength of the command line. If the classpath
setting for the Windows service startup is very long, the 2K limitation could be
exceeded. Withthe 1.2 or later version of the Sun Microsystems JVM, you can specify
afilethat contains the classpath using the @ option. Y ou could use this option with
beasvc.exe asin the following example:

beasvc —install —svcnane: myservice -classpath: @:\tenp\mycl asspat h. t xt

Registering Startup and Shutdown Classes

WebL ogic provides a mechanism for performing tasks whenever a WebL ogic Server
starts up or gracefully shuts down. A startup classis a Java program that is
automatically loaded and executed when a WebL ogic Server is started or restarted.
Startup classes are loaded and executed only after all other server initialization tasks
have completed.

Shutdown classes work the same way as startup classes. A shutdown classis
automatically loaded and executed when the WebL ogic Server is shut down either
from the Administration Console or using thewebl ogi ¢. admi n shut down command.

In order for your WebL ogic Serversto use startup or shutdown classes, it is necessary
to register these classes, which you can do from the Administration Console.

Y ou can register a startup or shutdown class by doing the following:

1. Accessthe Startup & Shutdown table from the domain tree (in the left pane) in the
Administration Console. This table provides options for creating entries for
shutdown or startup classes in the domain configuration.

2. Provide the class name and necessary arguments, if any, on the Configuration tab
page for the startup or shutdown class you are adding.

See the Administration Console online help for more information on:

m  Startup classes
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m  Shutdown classes
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CHAPTER

3 Configuring WebLogic
Servers and Clusters

This section discusses the following topics:

Overview of Server and Cluster Configuration
Role of the Administration Server

Starting the Administration Console

How Dynamic Configuration Works

Planning A Cluster Configuration

Server Configuration Tasks

Cluster Configuration Tasks

Creating aNew Domain

Overview of Server and Cluster
Configuration

The persistent configuration for adomain of WebL ogic Servers and clustersis stored
inan XML configuration file. Y ou can modify thisfile in three ways:
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m  Through the Administration Console, BEA's graphical user interface (GUI) for
managing and monitoring a domain configuration. Thisisintended asthe main
way to modify or monitor the domain configuration.

m By writing a program to modify the configuration attributes, based on the
configuration Application Programmatic Interface (API) provided with
WebL ogic Server.

m By running the WebL ogic Server command-line utility for accessing
configuration attributes of domain resources. Thisis provided for those who
want to create scripts to automate domain management.

Role of the Administration Server

32

IWhichever method you choose, the Administration Server must be running when you
modify your domain configuration.

The Administration Server isthe WebL ogic Server on which the Administration
Serviceruns. The Administration Service provides the functionality for WebL ogic
Server, and manages the configuration for an entire domain.

By default an instance of WebL ogic Server istreated as an Administration Server.
When the Administration Server starts, it loads the configuration files, which are
stored, by default, in adirectory called conf i g under the WEBLOG C_HOME directory.
The confi g directory has a sub-directory for each domain that is available to the
Administration Server. The actual configuration file residesinside the domain-specific
directory andiscalledconf i g. xm . By default, when an Administration Server starts,
itlooksfor configurationfile (confi g. xm ) under the default domain directory, which
isnamed - nydomai n.

Each time the Administration Server is successfully started, a back up configuration
file named conf i g. xnl . boot ed is created in the domain specific directory.In the
unlikely event that the conf i g. xni file should become corrupted during the lifetime
of the server, it is possible to revert to this previously known, good configuration.

A domain may consist of only one WebL ogic Server, which operates as the
Administration Server.
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Role of the Administration Server

A typical production environment contains an Administration Server and multiple
WebL ogic Servers. When you start the servers in such adomain, the Administration
Server isstarted first. Aseach additional server isstarted, it isinstructed to contact the
Administration Server for its configuration information. In this way, the
Administration Server operates asthe central control entity for the configuration of the
entire domain. No more than one Administration Server can be active in adomain.
Only the Administration Server can modify the configuration fileswhen it is running.
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Cluster B

Sarver 2

Server 4

Server 5

Cluster A

Server 6

Get
configuration
on startup

Monitor Domain
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SET
Administration Configuration
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Figure3-1 WebL ogic Server Configuration

Starting the Administration Console

The main point of access to the Administration Server is through the Administration
Console. To open the Administration Console, compl ete the following procedure:

http://host: port/consol e

InthisURL, host isthe host name or |P address of the machine on which the
Administration Server isrunning and port isthe address of the port at which the
Administration Server is listening for requests (by default, 7001).

The system prompts you to enter a user |D and password. Enter your UserID and
password. The system performs an authentication and authorization check: it
verifiesthe user ID and password against the user database.

If you are authorized to work with the console, then the consoleis displayed in
the access mode that the system administrator originally assigned to you: either
ReadOnly or Read/Write

How Dynamic Configuration Works

WebL ogic Server allows you to change the configuration attributes of domain
resourcesdynamically, that is, while serversare running. In most casesyou do not need
to restart WebL ogic Server for your changes to take effect. When an attribute is
reconfigured, the new valueisimmediately reflected in both the current run-time value
of the attribute and the persistent value stored in the XML configuration file.

There are exceptions, however. If, for example, you change a WebL ogic Server’'s
listen port, the new address will not be used until the next time you start the affected
server. In that case, if you modify the value, you are changing the persistent value
stored in the XML file and the current run-time configuration value for the attribute
may differ from that persistently stored value. The Administration Console indicates
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if the persistent and runtime values for aconfiguration attribute are not the same using
anicon which changesto an alert when the server needs to be restarted for changesto

Fii)
take effect.

The console doesavalidation check on each attribute that users change. The errorsthat
are supported are out-of-range errors and datatype mismatch errors. In both cases, an
error popup displays telling the user that an error has occurred.

Once the Administration Console has been started, if another process captures the
Listen Port assigned to the Administration Server, you should remove the process that
has captured the server. If you are not able to remove the process that has captured the
Listen Port assigned to the Administration Server, you must edit the Conf i g. XM file
to changethe assigned L isten Port. For information about editing the Conf i g. XM file,
please see the Configuration Reference.

Planning A Cluster Configuration

When planning a cluster configuration, keep in mind the following constraints on the
networking environment and the cluster configuration.

1. The machine(s) you will be using as WebL ogic hosts for the cluster must have
permanently assigned, static | P addresses. You cannot use dynamically-assigned | P
addressesin a clustering environment. If the servers are behind afirewall and the
clientsarein front of the firewall, each server must have a public static | P address
that can be reached by the clients.

2. All WebL ogic Serversin acluster must be located on the same local area network
(LAN) and must be reachable via |P multicast.

3. All serversin acluster must be running the same version of WebL ogic Server.

Configurethe Serversin your cluster to support the particular mix of servicesthat you
are offering.

e For EJBsthat are using JDBC connections, all the serversthat deploy a
particular EJB must have the same deployment and persistence configuration.
This means configuring the same JDBC connection pool on each server.
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e Every machine that hosts servlets must maintain the samelist of servlets with
identical ACLs (access control lists).

e |f your client application uses JDBC connection pools directly, you must
create identical connection pools (with identical ACLs) on each WebL ogic
Server. This means that it must be possible to create any connection pool in
use on all machinesin the cluster. If, for example, you configure a pool of
connections to a Microsoft SQL Server database on an NT server running
WebL ogic, you cannot use this connection pool in a cluster that contains any
non-Windows machines (that is, any machines that cannot support a
Microsoft SQL Server connection).

e Other configuration details may differ for various membersin the cluster.
You might, for example, configure a Solaris server to process more login
reguests than asmall NT workstation. Such differences are acceptable. Thus,
in the example given here, the performance-specific attributes of individual
cluster members may be configured with different values, so long as the
service configuration for all membersisidentical.ln practice, this often
resultsin WebL ogic Serversin the cluster being identically configured in all
areas to do with WebLogic services, classfiles, and external resources (such
as databases).

Server Configuration Tasks

36

Server configuration tasks that can be accomplished from the Administration Console
include:

m  Configuring an individual server using the Server node of the Administration
Console. The attributes that can be changed using this node include the Server
Name, the ListenPort, and the P Address.

m Cloning an individual server using the Server node of the Administration
Console. Theindividual server is cloned, maintaining the attribute valuesin the
origina server and the name of the new server is set on the Configuration
portion of the Server node.

m Deleting a server using the Server node of the Administration Console. Click the
deleteicon for the server you want to delete. A dialog will appear asking you to
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confirm the deletion of the server. Click Yesto confirm your decision to delete
the server.

Viewing a server log using the Server node of the Administration Console. Click
the server you want to monitor. Click the Monitoring tab. Click the View
Server Log link and monitor the server log in the right hand pane of the
Administration Console.

Viewing aserver INDI tree using the Server node of the Administration
Console. Click the server you want to monitor. Click the Monitoring tab. Click
the View JNDI Treelink and view the tree in the right hand pane of the
Administration Console.

Viewing server execute queues using the Server node of the Administration
Console. Click the server you want to monitor. Click the Execute Queues link
and view the table in the right hand pane of the Administration Console.

Viewing server execute threads using the Server node of the Administration
Console.Click the server you want to monitor. Click the Execute Queues link
and view the table in the right hand pane of the Administration Console.

Viewing server sockets using the Server node of the Administration Console.
Click the server you want to monitor. Click the View Sockets link and view the
table in the right hand pane of the Administration Console.

Viewing server connections using the Server node of the Administration
Console. Click the server you want to monitor. Click the View Connections
link and view the table in the right hand pane of the Administration Console.

Forcing garbage collection on a server using the Server node of the
Administration Console. Click the server you want to monitor. Click the VM
tab. Click the Force Garbage Collection link. A dialog will appear to confirm
that garbage collection has taken place.

Monitoring server security using the Server node of the Administration Console.
Click the server you want to monitor. Click the Monitoring tab. Click the
Security tab. The security information will be displayed.

Viewing server version using the Server node of the Administration Console.
Click the server you want to monitor. Click the Version tab. The version data
for this server will be displayed.
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Monitoring server clusters using the Server node of the Administration Console.
Click the server you want to monitor. Click the Cluster tab. The cluster data for
this server will be displayed.

Deploying EJBs on a server using the Server node of the Administration
Console. Click the server on which you want to deploy EJBs. Click the EJB
you want to deploy and use the move control to move it to the Chosen column.
Click Apply to save your selections.

Monitoring al EJB deployments on a server using the Server node of the
Administration Console. Click the server on which you want to monitor EJBs.
Click the Monitor All EJB Deployments link to display the EJB Deployments
table.

Deploying web application components on a server using the Server node of the
Administration Console. Click the server on which you want to deploy web
applications. Click the web application you want to deploy and use the move
control to move it to the Chosen column. Click Apply to save your selections.

Monitoring all web application components on a server using the Server node of
the Administration Console. Click the server on which you want to monitor web
applications. Click the Monitor All Web Applications link to display the Web
Application Deploymentstable.

Deploy startup and shutdown classes on a server using the Server node of the
Administration Console. Click the server on which you want to deploy startup
classes. Click the startup class you want to deploy and use the move control to
move it to the Chosen column. Click Apply to save your selections. Usethe
same process to deploy shutdown classes using the Shutdown Class control.

Assigning web serversto a server using the Server node of the Administration
Console. Click aserver for web-application deployment. A dialog displaysin
the right-hand pane showing the tabs associated with thisinstance. Click one or
more web applications in the Available column that you want to deploy on the
server and use the mover control to move the web application you selected to the
Chosen column. Click Apply to save your assignments.

Assigning JDBC connection pools to a server using the Server node of the
Administration Console. Click a server for web-server assignment. Click one or
more JDBC connection pools in the Available column that you want to assign to
the server and usethe mover control to move the JIDBC connection pools you
selected to the Chosen column. Click Apply to save your assignments.
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Monitoring al JDBC connection pools on a server using the Server node of the
Administration Console. Click a server for JDBC connection-pool monitoring.
Click the Monitor All JDBC Connection Pools on This Server text link. The
JDBC connection pools table displays in the right-hand pane showing all the
connection pools assigned to this server.

Assigning WLEC connection pools to a server using the Server node of the
Administration Console. Click a server for WLEC connection-pool assignment.
Click one or more WLEC connection poolsin the Available column that you
want to assign to the server and use the mover control to move the WLEC
connection pools you selected to the Chosen column.

Monitoring all WLEC connection pools on a server using the Server node of the
Administration Console. Click a server for WLEC connection-pool monitoring.
Click the Monitor All WLEC Connection Pools on This Server text link on the
WLEC tab. The WLEC Connection Pools table displays in the right-hand pane
showing all the connection pools assigned to this server.

Assigning JM S servers, connection factories, and destinations to a server using
the Server node of the Administration Console. Click aserver for IMS
assignments. Click one or more IM S serversin the Available column that you
want to assign to the server. Click the mover control to move the IMS servers
you selected to the Chosen column. Repeat using the IM S Connection Factories
and JM S Destinations control s to assign connection factories and destinations t

Assigning XML registries to a server using the Server node of the
Administration Console. Click asever for XML registry assignment. Click a
registry from the XML Registry drop-down list box. Click Apply to save your
selection.

Assigning mail sessions to a server using the Server node of the Administration
Console. Click aserver for mail session assignment. Click one or more mail
sessions in the Available column that you want to assign to the server. Usethe
mover control to move the mail sessions you selected to the Chosen column.
Click Apply to save your selections.

Assigning File T3s to a server using the Server node of the Administration
Console. Click aserver for file T3 assignment. Click one or more file T3sin the
Available column that you want to assign to the server. Use the mover control to
move the file T3s you selected to the Chosen column. Click Apply to save your
selections.
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Cluster configuration tasks that can be accomplished from the Administration Console
include:

Configuring a cluster of servers using the Cluster node of the Administration
Console. The attributes that can be changed using this node include the Cluster
Name, the Cluster ListenPort, and the names of the serversin the cluster.

Cloning a cluster of servers using the Cluster node of the Administration
Console. Thecluster is cloned, maintaining the attribute values and individual
serversin the original cluster and the name of the new cluster is set on the
Configuration portion of the Server node.

Monitoring serversin acluster using the Cluster node of the Administration
Console. Click acluster for server monitoring. Click the Monitor Server
Participation in This Cluster text link. The server table displays in the right-hand
pane showing all the servers assigned to this cluster.

Assigning serversto a cluster using the Cluster node of the Administration
Console. Click acluster for server assignment. Click one or more serversin the
Available column that you want to assign to the cluster. Use the mover control
to move the servers you selected to the Chosen column. Click Apply to save
your selections.

Deleting a cluster using the Cluster node of the Administration Console. Click
the Deleteicon in the row of the cluster you want to delete. A dialog displaysin
the right-hand pane asking you to confirm your deletion request. Click Yesto
confirm your decision to delete the cluster.
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Creating a New Domain

This section describes how to create anew domain. The configuration information for
all of the WebL ogic administrative domains reside in the configuration repository,
which islocated under the/ conf i g directory. Each domain has a separate
subdirectory under the/ conf i g directory. The name of the subdirectory for adomain
must be the name of that domain.

When you first install WebL ogic Server software, it isrecommended that you create a
zip file that has a copy of the default / nydomai n configuration directory. Y ou should
keep acopy of thiszip file asabackup that you can usefor creating new domains. This
subdirectory contains components that are required for aworking configuration, such
asafil eReal m properties fileand a configuration file.

To create a new domain, do the following:

1. Start the Administration Server under an existing domain such as the default
nydonai n.

2. Invoke the Administration Console by pointing your browser to:
http://host name: port/consol e

where host nane isthe name of the machine where you started the
Administration Server and por t isthe Administration Server’slisten port
(default is 7001).

3. Select mydomain — Create or edit other domains.

This displays the domains table.

4, Select Default — Create anew Domain.

Enter the name of the new domain and click Create.

5. Select the new domain from the list of domains at |eft to make that the current
domain.

6. Now you will need to create an Administration Server entry for the new domain:
a. Select Servers— Create anew Server.

b. Enter the name of the new Administration Server and click Create.
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7.

10.

11

12.

The Administration Console will have created a new subdirectory with the name
of your domain and a configuration file, conf i g. xm , under that subdirectory.
Now you need to create an\ appl i cat i ons subdirectory in that domain
directory. You can create an\ appl i cat i ons subdirectory in acommand shell or,
on Windows, by using Explorer.

Next, copy the Administration Console application to the new \ appl i cat i ons
directory that you just created. To do this, copy thefileconsol e. war from the
\appl i cati ons directory under mydomai n to the new \ appl i cati ons
directory.

The default mydomai n directory contains start scripts for starting the Wel ogic
Server. For Windows installations, these are st ar t WebLogi ¢. cnd and

st art ManagedWebLogi c. cnd. For UNIX installations, these are
startWebLogi c. sh and st art ManagedWebLogi c. sh. Copy these start scripts
to the new domain directory.

You will need to edit the start scriptsin atext editor. By default, the name of the
domainisset as:

- Dwebl ogi c. Domai n=nmydonai n

Replace mydomai n with the name of the new domain.

By default the name of the Administration Server is set as:

- Dwebl ogi c. Name=MySer ver

Replace MySer ver with the name of the new Administration Server.

At the end of the start script thereisacd command:
cd confi g\ nydomain

Replace nydonai n with the subdirectory name of the new domain. Thereisalso
alinein the start script that reads:

echo startWbLogi c.cnd nust be run fromthe config\nydonain
directory.

Replace nydomai n here with the name of the new domain.
Copy Seri al i zedSystem ni . dat andfil eReal m properti es fromthe

default nydonai n directory to your new domain directory. Do not boot the new
Administration Server before copying these files.
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13. If you created apasswor d. i ni file during installation, you must also copy the
passwor d. i ni filefrom the default nydonmai n directory to the directory for your
new domain.

Once you have completed this procedure, you can start the Administration Server for
your new domain.
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CHAPTER

4 Monitoring a WebLogic
Domain

This section explains how to monitor your WebL ogic domain, including:
m  Overview of Monitoring

m  Monitoring Servers

m  Monitoring JDBC Connection Pools

m  Summary of Monitoring Pages in the Administration Console

Overview of Monitoring

The tool for monitoring the health and performance of your WebL ogic domain isthe
Administration Console. The Administration Console allows you to view status and
statistics for WebL ogic resources such as servers, HTTP, the JTA subsystem, JNDI,
security, CORBA connection pools, EJB, JDBC, and JMS.

Monitoring information is presented in the right pane of the Administration Console.
Y ou access a page by selecting a container or subsystem, or a particular entity under a
container, on the hierarchical domain tree, in the left pane.

The Administration Console provides three types of page that contain monitoring
information:

m  Monitoring tab pages for a particular entity (such as an instance of a JDBC
Connection Pool or a particular server’s performance)
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m Tables of data about all entities of a particular type (such as the WebL ogic
Servers table)

m Views of the domain log and of the local server logs. For information about l1og
messages, see Using Log Messages to Manage WebL ogic Servers.

The Administration Console obtains information about domain resources from the
Administration Server. The Administration Server, in turn, is populated with
Management Beans (MBeans), based on Sun’s Java Management Extension (JIMX)
standard, which provides the scheme for management access to domain resources.

The Administration Server contains both configuration M Beans, which control the
domain’s configuration, and run-time MBeans. Run-time M Beans provide a snapshot
of information about domain resources, such as VM memory usage or the status of
WebL ogic Servers. When a particular resource in the domain (such asaWeb
application) isinstantiated, an MBean instance is created which collects information
about that particular resource.

When you access a monitoring page for particular resources in the Administration
Console, the Administration Server performsa GET operation to retrieve the current
attribute values.

The following sections describe some of the monitoring pages that are useful for
managing aWebL ogic domain. These pages have been selected simply toillustrate the
facilities provided by the Administration Console.

Monitoring Servers

4-2

The servers table and the monitoring tab pages for individual servers enable you to
monitor WebL ogic Servers. The servers table provides a summary of the status of all
serversin your domain. If only asmall subset of the log messages from the server are
forwarded to the domain log, accessing the local server log may be useful for
troubleshooting or researching events.

For more information about the log files and the logging subsystem, see Using Log
Messages to Manage WebL ogic Servers.
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Y ou can access monitoring data for each WebL ogic server from the monitoring tabs
for that server. The Logging tab provides access to the local log for the server (that is,
the log on the machine where the server is running).

The Monitoring — General tab pageindicates the current status and provides accessto
the INDI tree, the Execute Queuestabl e, the Active Socketstabl e, and the Connections
table. The Execute Queues table provides performance information such as the oldest
pending request and the number of requests currently pending.

Shutting down or Suspending a Server
The Monitoring — General tab also enables you to shut down or suspend aserver. If a

server is suspended, it accepts requests only from the Administration Server. Client
reguests are ignored.

Performance
The Monitoring — Performance tab graphsreal -time dataon JV M memory heap usage,

reguest throughput, and waiting requests. This tab page also enables you to force the
JVM to perform garbage collection on the memory heap.
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Figure4-1 Service Performance Graphs
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The Java heap is arepository for Java objects (live and dead). Normally you do not
need to perform garbage collection manually because the VM doesthisautomatically.
When the VM begins to run out of memory, it haltsall execution and uses a garbage
collection algorithm to free up space no longer used by Java applications.

On the other hand, devel opers debugging applications may have occasion to force
garbage collection manually. Manual garbage collection may be useful, for example,
if they aretesting for memory leaks that rapidly consume VM memory.

Cluster Data
The Monitoring — Cluster tab provides information about the cluster that the selected

server isaparticipant in (such as the number of serversin the cluster that are currently
aive).

4-4 Administration Guide



Monitoring JDBC Connection Pools

Server Security

JMS

JTA

The Monitoring — Security tab provides statistics about invalid login attempts and
locked and unlocked users.

The Monitoring — JM S tab provides statistics on IMS servers and connections. This
page a so provides links to the tables of active IM S connections and active IMS
servers, which monitor such attributes as total current sessions.

TheMonitoring — JTA tab provides statistics on the Java Transactions subsystem such
astotal transactions and total rollbacks. The page provides links to tables that list
transactions by resource and name, and a table of in-flight transactions.

Monitoring JDBC Connection Pools

Java Database Connectivity (JDBC) subsystem resources can also be monitored via
the Administration Console. The Monitoring tab for a JDBC connection pool allows
you to access atablelisting statistics for the instances of that pool. Aswith other entity
tables in the Administration Console, you can customize the table to select which
attributes you want to be displayed.

A number of these attributes provide important information for managing client
database access.

The WaitersHigh field indicates the highest number of clientswaiting for aconnection
at onetime. The Waitersfield tells you how many clients are currently waiting for a
connection. The Connections High field indicates the highest number of connections
that have occurred at onetime. The Wait Seconds High field tells you the longest
duration aclient has had to wait for a database connection. These attributes allow you
to gauge the effectiveness of the current configuration isin responding to client
requests.
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If the ConnectionsHigh field valueiscloseto the val ue of the Maximum Capacity field
(set on the Configuration Connectionstab), you might consider increasing the val ue of
Maximum Capacity (the maximum number of concurrent connections). If thevaluein
the Waiters High field indicates that clients are subject to along wait for database
access, then you might want to increase the size of the pool.

The value in the Shrink Period field is the length of time the JDBC subsystem waits
before shrinking the pool from the maximum. When the subsystem shrinks the pool,
database connections are destroyed. Creating a database connection consumes
resources and can be time-consuming. If your system has intermittent bursts of client
requests, a short shrink period might mean that database connections are being
recreated continually, which may degrade performance.

Summary of Monitoring Pages in the
Administration Console

[The following table lists al tables and monitoring tab pages availablein the
Administration Console.

Table4-1 Summary of Monitoring Pagesin the Administration Console

Page

Path to Page Monitoring Data

Monitoring Tab Pages

General Server servername — Monitoring — General State and activation time

Information

Server servername — Monitoring — Real-time graphs of request throughput, VM
Performance Performance memory usage, and waiting requests

Cluster Statistics ~ servername — Monitoring — Cluster Statistics about clusters such as the number of

alive servers and sent and received fragments.

Server Security

servername — Monitoring — Security Number of invalid login attempts, total locked
and unlocked users, and other security statistics
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Table4-1 Summary of Monitoring Pagesin the Administration Console

Page Path to Page Monitoring Data
Server Version servername — Monitoring — Version JDK, WebL ogic, and operating system versions
Information
Cluster Clusters — clustername — Monitoring Information about participating servers
Entity Tables
Servers Servers Server-specific data, such as memory usage,
startup time, state, cluster participation, invalid
login attempts, heap status, sockets counts, and
total restarts
Execute Queues  servername — Monitoring — General - M Information about serviced and pending
onitor Execute Queues on this server requests and other attributes
Execute Sockets  servername — Monitoring — General -~ M Protocol and other attributes of active sockets
onitor Active Sockets on this server
Connections servername — Monitoring — General — Connect time, remote address, bytes sent and
Monitor Connections on this server received and other attributes of connections
Clusters Clusters Data such as default load algorithm and

multicast address

Transactions By
Name

servername — Monitoring — JTA —
Monitor Transactions by Name on this
server

Data about transactions organized by name

Transactions By

servername — Monitoring — JTA —

Data about transactions organized by resource

Resource Monitor Transactions by Resource on this

server
Active servername — Monitoring — JTA — Data about in-flight transactions on this server
Transactions Monitor In-flight Transactions on this

server
Machines Machines Address and other attributes of machines
Applications Applications List of applications
EJB Deployments — EJB URL, application name, and other attributes for
Deployments each EJB
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Table4-1 Summary of Monitoring Pagesin the Administration Console

Page Path to Page Monitoring Data
Web Deployments — Web Applications Data such as URL and default servlet for each
Applications Web application
Active Web Deployments — Web Data about deployed copies of this Web
Applications Applications — appname — Monitoring »  a@pplication
Monitor al instances of appnane
Web Application  Deployments — Web Statisticsfor the sel ected Web application, such
Servlets Applications — appname — Monitoring—» @ Maximum pool capacity and execution time
Monitor al servlets for this Web
Application
Startup and Deployments — Startup & Shutdown List of registered startup and shutdown classes
Shutdown
Classes
JDBC Services — JDBC — Connection Pools Initial capacity, capacity increment and other
Connection attributes of JCBC Connection Pools
Pools
JbBC Services—» JDBC — Multipools L oad balancing and other attributes of JDBC
Multipools Multipools
JDBC Data Services » JDBC — Data Sources Pool name, JNDI name and other attributes of
Sources JDBC data sources
JDBC Tx Data Services — JDBC — Tx Data Sources Pool name, JINDI name and other attributes of
Sources JDBC Tx data sources
JMS Connection  Services—» JMS — Connection Factories ~ JNDI name, client ID, default priority and other
Factories attributes of IMS connection factories
JMSTemplates  Services— JMS — Templates Data about JMS templates
JMS Destination  Services — JMS— Destination Keys Key typeand other attributesof IM S destination
Keys keys
JMS Stores Services » IMS - Stores Descriptions of IMS stores
JMS Servers Services—» IMS - Servers Data about IM S servers

4-8
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Table4-1 Summary of Monitoring Pagesin the Administration Console

Page Path to Page Monitoring Data

Active MS Services - IMS - Servers — Monitor all High water mark of connections and other data

Services Active IMS Services about active IMS services

Active MS Services - IMS - Servers — Monitor all Statisticsabout sessions, messages pending, and

Servers instances other data

Active IMS Services - IMS - Servers— Monitor al Consumers, messages received and other

Destinations Active IMS Destinations attributes of active IMS destinations

Active IMS Services» IMS - Servers—» Monitoring ~ High water mark of consumers and other

Session Pools ~ Monitor all Active JMS Session Pools ~ monitoring data

MS Services — JMS — jmsservername — INDI name and other data

Destinations Destinations

JMS Session Services — JMS — jmsservername — Acknowledge mode, maximum sessions, and

Pools Session Pools other attributes of JM S session pools

XML Registries  Services» XML — XML Registries Lists of DocumentBuilderFactories and
SAXParserFactories

WLEC Services » WLEC — WLEC Connection  WebL ogic Enterprise (WLE) domain name,

Connection Pools failover addresses, maximum and minimum

Pools pool size, and other information

Jolt Connection  Services — Jolt Failover addresses, maximum and minimum

Pools pool size and other attributes of Jolt connection
pools

Active Jolt Services — Jolt — Maximum capacity, current connections, and

Connection joltconnectionpool name — other data about instances of a Jolt connection

Pools Monitoring — Monitor al active pools pool

Virtual Hosts Services — Virtual Hosts Format, logfile name and other attributes of
virtual hosts

Mail Sessions Services - Mail Name and properties of mail sessions

FileT3 Services— File T3 Name and path of files

Users Security — Users List of users

Administration Guide 4-9



4 Monitoring a WebLogic Domain

Table4-1 Summary of Monitoring Pagesin the Administration Console

Page

Path to Page

Monitoring Data

Groups

Security — Groups

List of groups

Access Control Security - ACLs

Lists

List of ACLs

Caching Realms  Security — Caching Realms

Lists caching realms

Describes realms

Realms Security — Realms
Domain Log Domain Log Filters
Filters

Servers on which the filter is registered and
attributes used for filtering log messages
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CHAPTER

5 Using Log Messages to

Manage WebLogic
Servers

This section includes the following topics:
m Overview of Logging Subsystem

m Loca Server Log Files

m  Message Attributes

m Message Catalog

m  Message Severity

m Browsing Log Files

m Creating Domain Log Filters

Overview of Logging Subsystem

Log messages are a useful tool for managing systems. They allow you to detect
problems, track down the source of afault, and track system performance. Log
messages generated by the WebL ogic Server software are stored in two locations:
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m  WebL ogic Server component subsystems generate messages that are logged to a
local file, that is, afile that resides on the machine where the server is running.
If there are multiple servers on a machine, each server hasits own log file.
Applications deployed on your WebL ogic Servers may also |og messages to the
server'slocal log file.

m |naddition, asubset of messages logged locally are stored in a central
domain-wide log file maintained by the Administration Server.

JavaManagement Extension (JM X) facilities, embedded in the WebL ogic Server, are
used to transmit log messages from WebL ogic Servers to the Administration Server.
A message forwarded to other entities on the initiative of alocal WebLogic Server is
called anctification in IMX terminology.

When aWebL ogic server starts, the Administration Server’ s message handler registers
with that server to receive log messages. At the time of registration, a user-modifiable
filter is provided that is used by thelocal server to select the messagesto be forwarded
to the Administration Server. These messages are collected in the domain log.

By default, only the most important |og messages (as determined by M essage Severity)
are forwarded from the loca serversto the domain log. The domain log gives you an
overall view of the entire domain while focusing on just the most critical messages.

If you want to modify thefilter, to receive adifferent subset of logged messages from
alocal server, you can do so dynamically, using the Administration Console. Y ou do
not need to restart the local server for your changes to take effect. (See Creating
Domain Log Filters.)

Developers can also build custom message handlersthat can register with aWebL ogic
Server to receive log messages via JM X notifications.

Administration Guide



Overview of Logging Subsystem

Figure5-1 WebLogic Server Logging Subsystem
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Local Server Log Files

5-4

In previous versions of WebL ogic Server, anew log fileis created once the log file
reaches amaximum log file size. This type of automatic log file creation is called log
rotation. Inthe current release, you have the option of basing log filerotation either on
size or on time. To configure rotation, open the Administration Console and do the
following:

1. Intheleft pane, select a server.
2. Intheright pane, select Configuration — Logging.

3. Inthe Rotation Type field, select either time or size.

If the valuein thisfield isnone, no log rotation occurs. If you base log file
rotation on time, anew log file is created once the specified timeinterval (Fi | e
Ti me Span) has elapsed.

By default, thelocal server log fileiscalled ser ver nane. | og (Whereser ver nane is
the name of the server) and is created in the directory where you started the WebL ogic
Server. You can set the file name also on the Configuration — Logging page for the
server.

Y ou can specify the maximum number of rotated filesthat can accummulate by setting
an appropriate value for the Fi | e Count field. Once the number of log files reaches
this number, the oldest log file is deleted each time alog file rotation occurs. The
rotated log files are numbered in order of creationf i | enanennnnn, wherefi | enane
isthe name configured for the log file. For example: webl ogi c. | 0g00007.

Thelocal server log always has all the messages that have been logged.

Configuring logging by the local server aso includes the ability to specify which
messages are logged to st dout . Y ou can exclude messages of lower severity by
specifying the lowest severity to be logged. Y ou can also enable or disable logging of
debug messages to st dout .
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Startup Log

When aWebL ogic Server is starting, if any errors occur before initialization is
complete, these errorsarelogged to st dout andto alocal server startup log file called
webl ogi c- startup. | og. If startup is successful, the last message in this log points
to the location of the local server log file where normal logging occurs.

Client Logging

Java clients that use the WebL ogic logging facility may also generate |og messages.
However, messages logged by clients are not forwarded to the domain log. Y ou
configure logging properties of a client by entering the appropriate argument on the
command line;

- Dwnebl ogi c. 1 og. attri but e=val ue

whereat t ri but e isany LogMBean attribute. By default, logging to alog fileisturned
off for clients and messages are logged to st dout . You can turn on logging to afile
and set the file name by using the following argument on the command line:

- Dwebl ogi c. | og. Fi | eNane=l ogfi | enane

where| ogfi | ename isthe name of thelog file.

The following command line arguments can also be used for client logging:

- Dwebl ogi c. St dout Enabl ed=bool ean

- Dwebl ogi c. St dout DebugEnabl ed=bool ean

- Dwnebl ogi c. Stdout SeveritylLevel = [64 | 32 | 16 | 8| 4| 2| 1]

where bool ean iseither t rue or f al se and the numeric values for

St dout Severi tyLevel correspond to the following severity levels:

I NFO(64) WARNI NG(32), ERROR(16), NOTI CE(8), CRI TI CAL(4), ALERT(2) and
EMERGENCY(1).
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Log File Format

Thefirst line of each message in alog file begins with #### followed by the message
header. The message header provides the run-time context of the message. Each
attribute of the message is contained between angle brackets.

Linesfollowing the message body are only present for messages |ogging an exception
and display the stack trace for the exception. If amessage is not logged within the
context of atransaction, the angle brackets (separators) for Transaction ID are present
even though no Transaction ID is present.

The following is an example of alog message:

####<Jun 2, 2000 10: 23: 02 AM PDT> <I nfo> <SSL> <bi ghox> <myServer >

<SSLLi st enThread> <harry> <> <004500> <Usi ng exportable strength SSL>

Inthisexample, the message attributes are: Timestamp, Severity, Subsystem, Machine
Name, Server Name, Thread ID, User ID, Transaction 1D, Message ID, and Message
Text.

Note: Log messages|ogged by clients do not have the attributes Server Name or
Thread ID.

Note: The character encoding used in writing the log files is the default character
encoding of the host system.

Message Attributes

Each log message saved in a server log file the attributes listed in the following table
may be defined. The Message Id may also associate the message with additional
attributes (such as Probable Cause and Recommended Action) contained in the
Message Catalog.

Attribute Description

Timestamp The time and date when the message originated, in a format that
is specific to the locale.
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Attribute

Description

Severity

Indicatesthe degree of impact or seriousness of the event reported
by the message. See Message Severity.

Subsystem

This attribute denotes the particular subsystem of WebL ogic
Server that was the source of the message. For example, EJB,
RMI, IMS.

Server Name
Machine Name
Thread ID
Transaction ID

These four attributesidentify the origins of the message.
Transaction ID is present only for messages logged within the
context of atransaction. Note: Server Name and Thread ID are
not present in log messages generated by a Javaclient and logged
toaclient log.

User ID

The user from the security context when the message was
generated.

Message ID

A unique six-digit identifier. Message |1Ds through 499999 are
reserved for WebL ogic Server system messages.

Message Text

For WebL ogic Server messages, this contains the Short
Description as defined in the system message catalog. (See
Message Catalog.) For other messages, thisistext defined by the
developer of the program.

Message Catalog

In addition to the information contained in alog message, messages generated by
WebL ogic Server system components (or possibly by user-written code) include
additional pre-defined or canned information that is stored in a message catalog. The
additional attributes stored in the message catal og are described below.

Attribute

Description

Message Body

Thisisashort textual description of the condition being
reported. Thisisthe same as Message Text inthe message.
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Attribute

Description

Message Detail

A more detailed description of the condition that the

message is reporting.

Probable Cause

An explanation as to why the message was logged. The
probable cause of the condition the message is reporting.

Recommended
Action

A recommendation for action by the administrator to
resolve or avoid the condition reported in the message.

Y ou can access these additional message attributes from log views in the
Administration Console.

Message Severity

WebL ogic Server |log messages have an attribute called severity which reflects the
importance or potential impact on users of the event or condition reported in the

message.

Defined severities are described below. Severities are listed in order of severity with
Enmer gency being the highest severity.

Forwarded to Domain

Severity Log by Default? Meaning

Informational No Used for reporting normal operations.

Warning No A suspicious operation or configuration has
occurred but it may not have an impact on
normal operation.

Error Yes A user error has occurred. The system or
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Forwarded to Domain
Severity Log by Default? M eaning

Notice Yes A warning message: A suspicious operation
or configuration has occurred which may not
affect the normal operation of the server.

Critical Yes A system or service error has occurred. The
system is ableto recover but there might be a
momentary 10ss, or permanent degradation,
of service.

Alert Yes A particular serviceisin an unusable state
while other parts of the system continue to
function. Automatic recovery isnot possible;
the immediate attention of the administrator
is needed to resolve the problem.

Emergency Yes The server isin an unusable state. This
severity indicates a severe system failure or
panic.

Debug Messages

Messages with a severity of debug are a special case. Debug messages are not
forwarded to the domain log. Debug messages may contain detailed information about
an application or the server. These messages should only occur when the application
isrunning in debug mode.

Browsing Log Files

The log browsing capahilities of the Administration Console alow you to do the
following:

m View thelocal log file of any server.

m View thedomain-widelog file.
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When viewing either the domain log or the local server log, you can:

m  Select log messages to be viewed based on the time of occurrence, user 1D,
subsystem, message severity, or the message short description.

m View messages as they are logged, or search for past |og messages.

m  Select the log message attributes to be displayed in the Administration Console
and the order in which the attributes are displayed.

Viewing the Logs

Y ou can access both the domain log and the local server log files from the
Administration Console. How to do these tasksis discussed in the Console online help:

m  Viewing the Domain Log

m Viewing the Local Server Log

Creating Domain Log Filters

5-10

The log messages forwarded by WebL ogic Servers to the domain log are, by default,
a subset of messages logged locally. Y ou can configure alog filter that selectslog
messages for forwarding based on message severity, subsystem, or user ID. (Debug
messages are a special case and are not forwarded to the domain log.) Y ou can create
or modify domain log filters from the domain log filters table. The domain log filters
table is accessible from the domain monitoring tab page. See the Administration
Console online help for more information on creating domain log filers.
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CHAPTER

6 Deploying
Applications

This section discusses installation and deployment of applications and application
components on WebL ogic Server. The topics include:

m  Dynamic Deployment

m Using the Administration Console to Deploy Applications

Dynamic Deployment

If auto-deployment is enabled for the target WebL ogic Server domain, when an
application is copied into the/ conf i g/ domai n_nane/ appl i cati ons directory of
theWebL ogic Administration Server, if the Administration Server isrunning it detects
the presence of the new application and deploysit automatically on the Administration
Server. (The subdirectory domai n_name isthe name of the WebL ogic Server domain
in which you are deploying this application.) This technique for deploying an
application is called dynamic deployment and is recommended only for use while you
are devel oping applications. Dynamic deployment is not recommended for usein a
production environment. If WebL ogic Server is not running when you copy the
applicationtothe/ appl i cat i ons directory, the application isdeployed the next time
the WebL ogic Server is started.

By default, auto-deployment is enabled. If you have auto-deployment disabled, you
can still deploy an application or application component manually viathe
Administration Console. This techniqueis called static deployment.
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Enabling or Disabling Auto-Deployment

To determine whether you have auto-deployment enabled, invoke the Administration
Console and go to the domain applications settings page

(Configuration — Applications) for the domain. This page allows you to enable or
disable auto-deployment and to set the interval (in milliseconds) at which the

WebL ogic Server checks for new applicationsinthe\ appl i cat i ons subdirectory.
Figure 6-1 shows this page for the exanpl es demonstration server.

By default, the Administration Server checks every three seconds for changesin the
\appl i cati ons directory when auto-deployment is enabled.

Note: Auto-deployment is amethod for quickly deploying an application on the
Administration Server. It is recommended that this method be used only in a
development environment for testing an application. Use of auto-deployment
in a production environment or for deployment of components on Managed
Serversis not recommended.

Figure6-1 Domain Applications Settings Page

;}examples ﬂ
= @Sewers Examples
@ examplesServer
Clusters
ﬁjhnachines
2 Elpeployments Configuration
QApplicatinns
=S
E]WED Applications
&l startup & shutdown
B Hsenvices
Elipes
El.ints
ElmL
&viLec
g B/ Wiew applications in this domain

Connected to localt 1 Active Domain: exan

General Logging Application:

¥ Auto Deployed Enabled
Auto Update Interval: 3000 ms

6-2 Administration Guide



Dynamic Deployment

Dynamic Deployment of Applications in Expanded
Directory Format

An application or application component can be dynamically deployed either in
expanded directory format or as packaged in an Enterprise Application Archive (EAR)
file, aWeb Application Archive (WAR) file, or a Java Archive (JAR) file.

To dynamically deploy an application in exploded format, do the following:

1. Make sure the directory name created for the exploded application is the same as
the Context Path of the application.

2. Copy thissubdirectory under / conf i g/ domai n_nane/ appl i cat i ons, where
domai n_name isthe name of the target domain where the application isto be
deployed. Thiswill automatically deploy the application if auto-deploy is
enabled.

Dynamic Undeployment or Redeployment of
Applications

An application or application component can be dynamically redeployed while the
server isrunning. This may be useful if you want to update a deployed application or
application component without stopping and restarting the WebL ogic Administration
Server. To dynamically redeploy a JAR, WAR or EAR file, smply copy the new
version of the file over the existing fileinthe/ appl i cat i ons directory.

Thisfeature is useful for developers who can ssimply add the copy to the
/ appl i cati ons directory asthelast step intheir makefile, and the server will then be
updated.

Dynamic Redeployment of Exploded Applications

Y ou can aso dynamically redeploy applications or application components that have
been deployed in exploded format. When an application has been deployed in
exploded format, the Administration Server periodically looks for afile named
REDEPLOY in the WVEB- | NF directory. If the timestamp on this file changes, the
Administration Server redeploys the exploded directory.
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If you want to update filesin an exploded application directory, do the following:

1. When you first deploy the exploded application, create an empty file named
REDEPLOY in the WEB- | NF directory.

2. To update the exploded application, copy the updated files over the existing files
in that directory.

3. After copying the new files, touch the REDEPLOY filein the exploded directory to
ater its timestamp.

When the Administration Server detects the changed timestamp, it redeploys the
contents of the exploded directory.

Using the Administration Console to Deploy
Applications

6-4

Y ou can use the Administration Console to install and deploy an application or
application components (such as EJB and JSP JAR files) and deploy instances of
application components on target WebL ogic Servers. There are several stepsto carry
out thistask:

1. Install the application (or application component) in the
/ confi g/ domai n_name/ appl i cati ons directory on the Administration Server
(where domai n_nane is the name of the domain).

Usethe Install an Application page in the Administration Console to copy a
J2EE application (EAR file), Web application (WAR file), or EJB or JSP (JAR
file) tothe/ confi g/ domai n_nanme/ appl i cat i ons directory on the
Administration Server. Thereisalink to the Install an Application page from the
applications table (see Figure 6-2), Web applications table and EJB deployments
table. Access these tables by selecting the appropriate container in the tree in the
|eft pane.

Installing an application (or application component) viathe Administration

Console also creates entries for that application and application componentsin
the configuration file for the domain (/ conf i g/ domai n_nane/ confi g. xm ).
The Administration Server also generates IM X Management Beans (MBeans)
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that enable configuration and monitoring of the application and application
components.

Figure6-2 Applications Table for Petstore Demonstration Server
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2. Deploy the application or application components.

There are two ways to do deployment depending upon whether you have
auto-deployment enabled:

e |f auto-deployment is enabled, the application is automatically deployed on
the Administration Server onceit is copied to the
/ confi g/ domai n_nane/ appl i cati ons directory on the Administration

Server.
e |f auto-deployment is disabled, an installed application is deployed only if

you specify that it is to be deployed on the Configuration tab page for that
application.

3. Deploy instances of application components (Web application components or
EJBs) on Managed Servers.

Once your application isinstalled on the Administration Server (in the
/ confi g/ domai n_nane/ appl i cat i ons directory), you can deploy components
of the application to WebL ogic Managed Servers.

Select application components to be deployed on a server by accessing the
Deployments — EJB (see Figure 6-3) or Deployments— Web Applications tab
pages for that server.
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Alternatively, you can select target servers for deployment of an application
component viathe Targets tab page for that component.

Figure 6-3 Deployment — EJB Tab Page for a Server
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If you deploy application components (such as EJBs or WAR files) to Managed
Serversin acluster, you must ensure that the same application components are
deployed on all serversin the cluster. To do this, you would select the cluster asthe
target for the deployment.

When an application or application component (such as an EAR or WAR file, or EJB
JAR files) is deployed to a particular WebL ogic Server, the files are copied to a
directory . W _tenp_do_not _del et e_ser ver name under

/ confi g/ domai n_name/ appl i cati ons on the target WebL ogic Server. The

WebL ogic Administration Service invokes a file distribution servlet to copy thefiles
to the target server.
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CHAPTER

7

Configuring WebLogic

Server Web
Components

This section discusses how to configure Web components. The following topics are

covered:

m “Overview” on page 7-2

m “HTTP Parameters’ on page 7-2

m  “Configuring the Listen Port” on page 7-3

m “Web Applications’ on page 7-4

m  “Configuring Virtual Hosting” on page 7-6

m “Setting Up HTTP Access Logs’ on page 7-9

m “Preventing POST Denial-of-Service Attacks’ on page 7-19

m “Setting Up WebL ogic Server for HTTP Tunneling” on page 7-20

m “Using Native I/O for Serving Static Files (Windows Only)” on page 7-22
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Overview

In addition to its ability to host dynamic Java-based distributed applications,

WebL ogic Server isaso afully functional Web server that can handle high volume
Web sites, serving static files such as HTML files and image files as well as servlets
and JavaServer Pages (JSP). WebL ogic Server supportsthe HTTP 1.1 standard.

HTTP Parameters

Y ou can configure thefollowing HT TP operating parameters using the Administration
Console for each instance of WebL ogic Server (or for each virtual host):

Default Web Application
The default Web Application attempts to respond to requests that were not
resolvable by any other deployed Web Application. Resources in the default
Web Application are accessed with a URI that does not include the context
path (the context path of a Web Application is usually the name of the Web
Application).

Post Timeout Seconds
The time (in seconds) that WebL ogic Server waits between receiving chunks
of datasent using the HTTP POST method. Used to prevent denial-of-service
attacks that attempt to overload the server using the POST method.

Max Post Time
Limitsthetotal amount of time that WebL ogic Server spends receiving POST
data.

Max Post Size
Limits the number of bytes of datareceived in a POST from asingle request.
If thislimit istriggered, a MaxPost Si zeExceeded exception is thrown.

Enable Keep Alive
Enables or disables persistent HTTP connections. If the browser is using
HTTP 1.1, keep aliveis aways used.
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Connection timeout
The number of seconds that WebL ogic Server waits before closing an
inactive HT TP connection.

HTTPS Duration
The number of seconds that WebL ogic Server waits before closing an
inactive HTTPS (Secure Socket Layer or SSL) connection.

HTTP Access Logging
Y ou can enable or disable the generation of HTTP accesslogs. Y ou can also
set parameters for when and how the access log is rotated. For more
information, see “ Setting Up HTTP Access Logs’ on page 7-9.

For detailed information on setting these attributes, see Virtual Host at
http://e-docs. bea. com wl s/ docs60/ Consol eHel p/ virtual host. htnl .

Configuring the Listen Port

Y ou can specify the port that each WebL ogic Server listens on for HTTP requests.
Although you can specify any valid port number, if you specify port 80, you can omit
the port number from the HTTP request used to access resources in your Web
Application. For example, if you define port 80 asthelisten port, you can usetheform
http://hostname/ nyfile. ht m instead of

htt p://host nane: port nunber/nmyfile.htm .

Y ou define a separate listen port for regular and secure (using SSL) requests. Y ou
definethe regular listen port on the Servers node in the Administration Console, under
the Configuration/General tab, and you define the SSL listen port under the
Configuration/SSL tab.
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Web Applications

HTTP and Web services are deployed according to the Servlet 2.2 specification from
Sun Microsystems, which describes the use of Web Applications asastandardized way
of grouping together the components of a Web-based application. These components
include JSP pages, HT TP servlets, and static resources such asHTML pages or image
files. In addition, a Web Application can access external resources such as EJBs and

JSPtag libraries. Each server can host any number of Web Applications. Y ou normally
use the name of the Web Application as part of the URI you use to request resources
form the Web Application.

For more information, see “ Deploying and Configuring Web Applications’ on
page 8-1.

Web Applications and Clustering

Web Applications can be deployed in a cluster of WebL ogic Servers. When a user
reguests aresource from aWeb Application, the request isrouted to one of the servers
of the cluster that host the Web Application. If an application uses a session object,
then sessions must be replicated across the nodes of the cluster. Several methods of
replicating sessions are provided.

For more information, see Using WebL ogic Server Clusters at
http://e-docs.bea.com/wls/docs60/cluster/index.html.

Designating a Default Web Application

7-4

Every server and virtual host in your domain has a special type of Web Application,
called adefault Web Application. The default Web Application respondsto any HTTP
reguest that cannot be resolved to another deployed Web Application. In contrast to all
other Web Applications, the default Web Application does not use the Web
Application name as part of the URI. Any Web Application targeted to a server or
virtual host can be declared as the default Web Application. (Targeting a Web
Application isdiscussed | ater in this section. For more information about virtual hosts,
see “Configuring Virtual Hosting” on page 7-6)
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Web Applications

If you do not declare adefault Web Application, WebL ogic Server creates a default
Web Application for each server or virtua host when you start WebL ogic Server. The
default Web Application is named Def aul t ebApp_ser ver name, where

ser ver nane isthe name of the server you started, or in the case of avirtua host,

Def aul t WebApp_vi rt ual Host Nane.

If you declare a default Web Application that fails to deploy correctly, an error is
logged and the user will receive an HTTP 400 error message.

For example, if your Web Application is called shoppi ng, you would use the
following URI to accessa JSP called car t . j sp from the Web Application:

http://host: port/shopping/cart.jsp

If, however, you declared shoppi ng asthedefault Web Application, you would access
cart.j sp withthefollowing URI:

http://host:port/cart.jsp

(Where host isthe host name of the machine running WebL ogic Server and port is
the port number where the WebL ogic Server islistening for requests.)

To designate adefault Web Application for a server or virtual host, use the
Administration Console;

1. Intheleft-hand pane, click the Web Application node
2. Select your Web Application

3. Intheright-hand pane, click the Targets tab.

4

. Select the Servers tab and move the server (or virtual host) to the chosen column.
(You can also target all the serversin a cluster by selecting the Clusters tab and
moving the cluster to the Chosen column.)

Click Apply
Click the Servers (or virtual host) node in the left-hand pane.
Select the appropriate server or virtual host.

In the right-hand pane, click the General tab

© © N o O

Select the HTTP tab.

10. Select a Web Application from the drop-down list labeled Default Web
Application.
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11. Click Apply.

12. If you are declaring a default Web Application for one or more managed servers,
repeat these procedures for each managed server.

Configuring Virtual Hosting

Virtual hosting allows you to define host names that servers or clusters respond to.
When you use virtual hosting you use DNSto specify one or more host namesthat map
to the |P address of a WebL ogic Server or cluster and you specify which Web
Applications are served by the virtual host. When used in a cluster, load balancing
allows the most efficient use of your hardware, even if one of the DNS host names
processes more requests than the others.

For example, you can specify that a Web Application called books responds to
requests for the virtual host name ww. books. com, and that these requests are
targeted to WebL ogic Servers A,B and C, while aWeb Application called car s
responds to the virtual host name www. aut os. com and these requests are targeted to
WebLogic Servers D and E. Y ou can configure a variety of combinations of virtual
host, WebL ogic Servers, clusters and Web Applications, depending on your
application and Web server requirements.

For each virtual host that you define you can also separately define HTTP parameters
and HTTP accesslogs. The HTTP parameters and access logs set for avirtual host
override those set for aserver. Y ou may specify any number of virtual hosts.

Y ou activate virtual hosting by targeting the virtual host to aserver or cluster of
servers. Virtual hosting targeted to acluster will be applied to al serversin the cluster.

Virtual Hosting and the Default Web Application

7-6

Y ou can also designate a default Web Application for each virtual host. The default
Web Application for avirtual host respondsto all requests that cannot be resolved to
other Web Applications deployed on same server or cluster as the virtual host.
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Unlike other Web Applications, a default Web Application does not use the Web
Application name (also called the context path) as part of the URI used to access
resources in the default Web Application.

For example, if you defined virtual host name www. nmyst or e. comand targeted it to a
server on which you deployed aWeb Application called shoppi ng. you would access
aJSPcaledcart . j sp from the shoppi ng Web Application with the following URI:

http://ww. nystore. com shoppi ng/ cart.jsp

If, however, you declared shoppi ng asthe default Web Application for thevirtual host
waw. myst or e. com you would accesscart . j sp with the following URI:

http://ww. nystore.confcart.jsp

For more information, see “How WebL ogic Server Resolves HTTP Requests’ on
page 8-17.

Setting Up a Virtual Host

To define a virtual host, use the Administration Console;
1. Create anew Virtual Host.

a. Click on Servicesin theleft pane. The node expands and displays a list of
services.

b. Click on the virtual hosts node. If any virtual hosts are defined, the node
expands and displays alist of virtual hosts.

c. Click on Create a New Virtual Host in the right-hand pane.
d. Enter aname to represent thisvirtual host.

e. Enter thevirtua host names, one per line. Only requests matching one of these
virtual host names will be handled by the WebL ogic Server or cluster targeted
by thisvirtual host.

f. (optional) Assign adefault Web Application to this virtual host.
g. Click Create.

2. Definelogging and HTTP parameters:
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a. (optional) Click onthe Logging tab and fill in HTTP access|og attributes (For
more information, see “ Setting Up HTTP Access Logs” on page 7-9.)

b. Select the HTTP tab and fill inthe HTTP Parameters.
3. Definethe servers that will respond to this virtual host.
a. Select the Targetstab.
b. Select the Serverstab. You will seealist of available servers.

c. Select aserver in the available column and use the right arrow button to move
the server to the chosen column.

4. Define the clustersthat will respond to this virtual host (optional). You must have
previously defined a WebL ogic Cluster. For more information, see Using
WebL ogic Server Clusters at
http://e-docs.bea.com/wls/docs60/cluster/index.html.

a. Select the Targetstab.
b. Select the Clusters tab. You will see alist of available servers.

c. Select acluster in the available column and use the right arrow button to move
the cluster to the chosen column. Thevirtual host istargeted on all of the servers
of the cluster.

5. Target Web Applicationsto the virtual host.
a. Click the Web Applications node in the left-hand panel.
b. Select the Web Application you want to target.
c. Select the Targets tab in the right-hand panel.
d. Select the Virtual Hosts tab.

e. Select Virtual Host in the available column and use the right arrow button to
move the Virtual Host to the chosen column.
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Setting Up HTTP Access Logs

WebL ogic Server can keep alog of all HTTP transactionsin atext file, in either
common log format or extended log format. Common log format is the default, and
follows a standard convention. Extended log format allows you to customize the
information that is recorded. Y ou can set the attributes that define the behavior of
HTTP access logs for each server or for each virtual host that you define.

Log Rotation

Y ou can also choose to rotate the log file based on either the size of the file or after a
specified amount of time has passed. When either one of these two criteriaare met, the
current access log fileis closed and anew access log file is started. If you do not
configure log rotation, the HTTP access log file grows indefinitely. The name of the
access log file includes a numeric portion that isincremented upon each rotation.
Separate HTTP Access logs are kept for each Web Server you have defined.

Setting Up HTTP Access Logs by Using the Administration
Console

To set up HTTP access logs use the Administration Console at
http://e-docs. bea. coml W s/ docs60/ Consol eHel p/ virtual host. htm :

1. If you have set up virtual hosting:
a. Select the services node in the left-hand pane.

b. Select the virtual hosts node. The node expands and displays alist of virtua
hosts.

c. Select avirtual host.
If you have not set up virtual hosting:

a. Select the servers node in the left-hand pane. The node expands and displays a
list of servers.
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b. Select aserver.

c. Select the Logging tab.

d. Selectthe HTTP tab.

Check the Enable L ogging box.

Enter values for your Log File Name.

Select Common or Extended from the drop down list labeled Format.

Select Rotation type of By Si ze or By Date.

e By Size: Rotatesthelogwhen it exceedsthe value entered into the Log
Buffer Size parameter.

e By Date: Rotatesthelog after the number of minutes specified with the
Rotation Period parameter.

If you have selected Si ze as the Rotation Type, in the File Min Size field specify
thefile size (1 - 65535 kilobytes) that triggers the server to move log messages to
aseparate file.

After the log file reaches the specified size, the next time the server checks the
file size, it will rename the current log file asFi | eName. n and create a new one
to store subsequent messages.

Set the Flush Every parameter to the number of seconds after which the access
log writes out log entries.

If you have selected Date as the Rotation Type, set the Rotation time to the first
date when you want the log file to rotate. (Effective only if Rotation Typeisset to
date.) Enter the date using thej ava. t ext . Si npl eDat eFor mat ,
MM-dd-yyyy-k:mm:ss. See the javadocs for the

j ava. t ext . Si npl eDat eFor mat class for more details.

If you have selected Date as the Rotation Type, set the Rotation Period to the
number of minutes after which the log file will rotate.
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Common Log Format

The default format for logged HTTP information is the common log format at
http://ww. w3. or g/ Daenon/ User/ Confi g/ Loggi ng. ht m #common-1 ogfil e-
f or mat . This standard format follows the pattern:

host RFC931 aut h_user [day/nmonth/year: hour: m nute: second
UTC of fset] "request" status bytes

where:

host
Either the DNS name or the |P number of the remote client

RFCO31
Any information returned by IDENTD for the remote client; WebL ogic
Server does not support user identification

aut h_user
If remote client user sent auserid for authentication, the user name; otherwise

day/ nont h/ year: hour: m nut e: second UTC of f set
Day, calendar month, year and time of day (24-hour format) with the hours
difference between local time and GMT, enclosed in square brackets

"request"
First line of the HTTP request submitted by the remote client enclosed in
double quotes

st at us
HTTP status code returned by the server, if available; otherwise “-”

byt es
Number of bytes listed as the content-length in the HT TP header, not
including the HTTP header, if known; otherwise “-”
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Setting Up HTTP Access Logs by Using Extended Log

Format

WebL ogic Server d so supports extended log fileformat, version 1.0, as defined by the
W3C. Thisis an emerging standard, and WebL ogic Server follows the draft
specification from W3C at www. w3. or g/ TR/ WD- | ogfi | e. ht m . The current
definitive reference may be found from the W3C Technical Reports and Publications
page at www. w3. or g/ pub/ WAV TR.

The extended log format allows you to specify the type and order of information
recorded about each HT TP communication. To enabl e the extended log format, set the
Format attribute on the HTTP tab in the Administration Console to Ext ended. (See
step 4. in “ Setting Up HTTP Access Logs by Using the Administration Consol€” on

page 7-10).

Y ou specify what information should be recorded in the log file with directives,
included in the actual log fileitself. A directive begins on anew line and starts with a
#sign. If thelog file does not exist, anew log fileis created with default directives.
However, if the log file already exists when the server starts, it must contain legal
directives at the head of thefile.

Creating the Fields Directive

Thefirst line of your log file must contain adirective stating the version number of the
log file format. Y ou must also include aFi el ds directive near the beginning of the
file

#Version: 1.0
#Fi el ds: XXXX XXXX XXXX ...

Where each xxxx describes the data fields to be recorded. Field types are specified as
either smpleidentifiers, or may take a prefix-identifier format, as defined in the W3C
specification. Here is an example:

#Fields: date tine cs-nethod cs-uri

Thisidentifier instructs the server to record the date and time of the transaction, the
regquest method that the client used, and the URI of the request for each HTTP access.
Each field is separated by white space, and each record is written to anew line,
appended to the log file.
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Note: The#Fi el ds directive must be followed by anew linein thelogfile, so that the
first log message is not appended to the same line.

Supported Field identifiers

The following identifiers are supported, and do not require a prefix.

dat e
Date at which transaction completed, field has type <date>, as defined in the

W3C specification.

tine
Time at which transaction completed, field has type <time>, asdefined in the
W3C specification.

time-taken
Time taken for transaction to complete in seconds, field has type <fixed>, as

defined in the W3C specification.

byt es
Number of bytes transferred, field has type <integer>

Note that the cached field defined in the W3C specification is not supported in
WebL ogic Server.

The following identifiers require prefixes, and cannot be used alone. The supported
prefix combinations are explained individually.

IP address related fields:
Thesefieldsgivethe IP address and port of either the requesting client, or the
responding server. Thisfield has type <address>, as defined in the W3C
specification. The supported prefixes are;

c-ip
The IP address of the client.
s-ip
The |P address of the server.
DNSrelated fields

Thesefields give the domain names of the client or the server. Thisfield has
type <name>, as defined in the W3C specification. The supported prefixes
are:

WebL ogic Server Administration Guide ~ 7-13



{ Configuring WebLogic Server Web Components

c-dns
The domain name of the requesting client

s-dns
The domain name of the requested server

sc-status
Status code of the response, for example (404) indicating a“File not found”
status. Thisfield has type <integer>, as defined in the W3C specification.

sc- coment
The comment returned with status code, for instance “ File not found”. This
field has type <text>.

cs- net hod
The request method, for example GET or POST. Thisfield hastype <name>,
as defined in the W3C specification.

cs-uri
The full requested URI. This field has type <uri>, as defined in the W3C
specification.

Cs-uri-stem
Only the stem portion of URI (omitting query). Thisfield has type <uri>, as
defined in the W3C specification.

Cs-uri-query
Only the query portion of the URI. Thisfield hastype <uri>, asdefined in the
W3C specification.

Creating Custom Field Identifiers

Y ou can also create user-defined fields for inclusion in an HTTP access | og file that
usesthe extended log format. To create acustom field you identify thefieldinthe ELF
log file using the Fi el ds directive and then you create a matching Java class that
generatesthe desired output. Y ou can create a separate Javaclass for each field, or the
Java class can output multiple fields. A sample of the Java source for such aclassis
included in this document. See “Java Class for Creating a Custom ELF Field” on
page 7-18.

To create a custom field:

1. Includethefield nameintheFi el ds directive, using the form:
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X- myCust onFi el d.
Where nyCust onFi el d isafully-qualified class name.

For more information on the Fi el ds directive, see “Creating the Fields
Directive’ on page 7-12.

2. Create a Java class with the same fully-qualified class name as the custom field
you defined with the Fi el ds directive (for example nyCust onFi el d). Thisclass
defines the information you want logged in your custom field. The Java class
must implement the following interface:

webl ogi c. servl et. | oggi ng. Cust onELFLogger

In your Javaclass, you must implement the | ogFi el d() method, which takesa
Ht t pAccount i ngl nf o object and For mat St ri ngBuf f er object asits
arguments:

e UsetheHt t pAccount i ngl nf o object to access HTTP request and response
data that you can output in your custom field. Getter methods are provided to
access this information. For a complete listing of these get methods, see “ Get
methods of the HttpAccountinglnfo Object” on page 7-16.

e UsetheFor mat Stri ngBuf f er classto create the contents of your custom
field. Methods are provided to create suitable output. For more information
on these methods, see the Javadocs for FormatStringBuffer (see
http://e-docs. bea. coml W s/ docs60/j avadocs/ webl ogi c/ servl et/ |
oggi ng/ For mat St ri ngBuffer. htnl)

3. Compilethe Java class and add the class to the CLASSPATH statement used to start
WebL ogic Server. You will probably need to modify the CLASSPATH statements
in the scripts that you use to start WebL ogic Server.

Note: Do not place this classinside of a Web Application or Enterprise
Application in exploded or jar format.

4. Configure WebL ogic Server to use the extended log format. For more
information, see“ Setting Up HTTP Access Logs by Using Extended Log
Format” on page 7-12.

Note: When writing the Java class that defines your custom field, you should not
execute any code that is likely to slow down the system (For instance,
accessing a DBMSS or executing significant 1/0 or networking calls.)
Remember, an HTTP access log file entry is created for every HTTP request.
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Note: If you want to output more than one field, delimit the fields with atab
character. For moreinformation on delimiting fields and other EL F formatting
issues, see Extended Log Format at
http://ww. w3. org/ TR WD- | ogfi | e-960221. htm .

Get methods of the HttpAccountinglnfo Object

The following methods return various data regarding the HTTP request. These
methods are similar to various methods of j avax. ser vl et . Servl et Request ,
javax.servlet.http. Htp. Servl et Request , and

javax.servlet. http. HtpServl et Response.

For details on these methods see the corresponding methods in the Java interfaces
listed in the following table, or refer to the specific information contained in the table.

Table7-1 Getter Methods of Ht t pAccount i ngl nf o

Ht t pAccount i ngl nfo Met hods Whereto find information on the methods
Obj ect getAttribute(String nane); javax.servlet.ServletRequest

Enuner ation get AttributeNanmes(); javax.servlet.ServletRequest

String get Character Encodi ng(); javax.servlet.ServletRequest

i nt get ResponseCont ent Lengt h(); j avax. servl et. Servl et Response.

set Cont ent Lengt h()

(this method getsthe content length of the response, as set
with the set Cont ent Lengt h() method)

String get Content Type(); javax.servlet.ServletRequest
Local e get Local e(); javax.servlet.ServletRequest
Enuner ati on get Local es(); javax.servlet.ServletRequest
String getParanmeter (String nane); javax.servlet.ServletRequest
Enuner ati on get Par anet er Nanmes() ; javax.servlet.ServletRequest

String[] getParaneterVal ues(String javax.servlet.ServletRequest
nane) ;

String getProtocol (); javax.servlet.ServletRequest
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Table7-1 Getter Methods of Ht t pAccount i ngl nf o

Whereto find information on the methods

Ht t pAccounti ngl nfo Met hods

String get Renot eAddr () ;

javax.servlet.ServlietRequest

String get Renot eHost () ;

javax.servlet.ServletRequest

String get Scheme();

javax.servlet.ServletRequest

String get Server Nane();

javax.servlet.ServlietRequest

int getServerPort();

javax.servlet.ServlietRequest

bool ean i sSecure();

javax.servlet.ServletRequest

String get Aut hType();

javax.servlet.http. Htp.

Ser vl et Request

String get ContextPath(); javax.servlet. http. Htp. Servl et Request
Cooki e[] get Cooki es(); javax.servlet. http. Htp. Servl et Request
| ong get Dat eHeader (String nane); javax.servlet. http. Htp. Servl et Request
String get Header (String nane); javax. servlet. http. Htp. Servl et Request
Enuner at i on get Header Nanes() ; javax. servlet. http. Htp. Servl et Request
Enuner ati on get Headers(String nanme); javax.servlet.http.Http.ServletRequest
int getlntHeader(String nane); javax.servlet. http. Htp. Servl et Request
String get Method(); javax.servlet. http. Htp. Servl et Request
String getPathlnfo(); javax.servlet. http. Htp. Servl et Request
String getPathTransl ated(); javax.servlet. http. Htp. Servl et Request
String get QueryString(); javax.servlet. http. Htp. Servl et Request
String get RenoteUser(); javax.servlet. http. Htp. Servl et Request
String get Request URI(); javax.servlet. http. Htp. Servl et Request
String get Request edSessionld(); javax.servlet. http. Htp. Servl et Request
String getServletPath(); javax.servlet. http. Htp. Servl et Request

Princi pal getUserPrincipal ();

javax.servlet.http. Htp.
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Table7-1 Getter Methods of Ht t pAccount i ngl nf o

Ht t pAccount i ngl nfo Met hods Whereto find information on the methods

bool ean javax.servlet.http. H tp. Servl et Request
i sRequest edSessi onl dFr onTCooki e() ;

bool ean javax.servlet.http. H tp. Servl et Request
i sRequest edSessi onl dFr onJRL() ;

bool ean javax.servlet. http. H t p. Servl et Request
i sRequest edSessi onl dFronlrl () ;

bool ean i sRequest edSessi onldValid(); javax.servlet.http.Htp.ServletRequest

String getFirstLine(); Returns thefirst line of the HTTP request, for example:
GET /index.htm HTTP/ 1.0

I ong getlnvokeTinme(); Returns the length of time it took for the service method
of aservlet to write data back to the client.

int get ResponseSt at usCode() ; javax.servlet. http. H t pServl et Response

String javax.servlet. http. H t pServl et Response
get ResponseHeader (String nane);

Listing 7-1 Java Classfor Creating a Custom ELF Field

i mport webl ogi c. servl et. | oggi ng. Cust onELFLogger ;
i mport webl ogi c. servl et.| oggi ng. For mat Stri ngBuffer;
i mport webl ogi c. servl et.| oggi ng. Ht t pAccount i ngl nf o;

/* This exanple outputs the User-Agent field into a
customfield called MyCustontield

*

/

public class MyCustonField inplements CustonELFLogger {

public void | ogField(HttpAccountinglnfo netrics,
Format St ri ngBuffer buff) {
buf f . appendVal ueOr Dash(netri cs. get Header (" User - Agent ")) ;
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Preventing POST Denial-of-Service Attacks

A Denial-of-Service attack is a malicious attempt to overload a server with phony
reguests. One common type of attack isto send huge amounts of datainan HTTP POST
method. Y ou can set three attributesin WebL ogic Server that help prevent this type of
attack. These attributes are set in the console, under Serversor virtual hosts. If you
define these attributes for avirtual host, the values set for the virtua host override
those set under Servers.

Post Ti neout Secs
Y ou can limit the amount of time that WebL ogic Server waits between
receiving chunks of datain an HTTP POST.

MaxPost Ti neSecs
Limits the total amount of time that WebL ogic Server spends receiving post
data. If thislimit istriggered, a Post Ti meout Except i on isthrown and the
following message is sent to the server log:

Post tinme exceeded MaxPost Ti neSecs.

MaxPost Si ze
Limits the number of bytes of datareceived in aPOST from a single request.
If thislimit istriggered, a MaxPost Si zeExceeded exception is thrown and
the following message is sent to the server log:

POST si ze exceeded the paraneter MaxPostSize.
AnHTTPerror code 413 (Reguest Entity Too Large) is sent back totheclient.

If theclient isin listening mode, it gets these messages. If the client isnot in
listening mode, the connection is broken.
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Setting Up WebLogic Server for HTTP
Tunneling

HTTP tunneling provides away to simulate a statefull socket connection between
WebL ogic Server and aJavaclient when your only option isto usethe HTTP protocol.
It is generally used to tunnel through an HTTP port in a security firewall. HTTPisa
statel ess protocol, but WebL ogic Server provides tunneling functionality to make the
connection appear to be aregular T3Connection. However, you can expect some
performance lossin comparison to anormal socket connection.

Configuring the HTTP Tunneling Connection

7-20

Under the HTTP protocol, aclient may only make a request, and then accept areply
from aserver. The server may not voluntarily communicate with the client, and the
protocol is stateless, meaning that a continuous two-way connection is not possible.

WebLogic HTTP tunneling simulates a T3Connection viathe HTTP protocol,
overcoming these limitations. There are two attributes that you can configure in the
Administration Console to tune a tunneled connection for performance. Y ou access
these attributes in the Servers section, under the Tuning Tab located under the
Configuration tab. It is advised that you leave them at their default settings unlessyou
experience connection problems. These properties are used by the server to determine
whether the client connection is still valid, or whether the client is still alive.

Enabl e Tunnel i ng
Enables or disablesHTTP tunneling. HTTP tunneling is disabled by default.

Tunnel i ng Pi ng
When an HTTP tunnel connection is setup, the client automatically sends a
reguest to the server, so that the server may volunteer aresponseto theclient.
The client may also include instructions in a request, but this behavior
happens regardless of whether the client application needs to communicate
with the server. If the server does not respond (as part of the application code)
to the client request within the number of seconds set inthisattribute, it does
so anyway. The client accepts the response and automatically sends another
request immediately.
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Default is 45 seconds; valid range is 20 to 900 seconds.

Tunnel i ng Ti meout
If the number of seconds set in thisattribute have elapsed sincethe client last
sent arequest to the server (in responseto areply), then the server regardsthe
client asdead, and terminatesthe HT TP tunnel connection. The server checks
the elapsed time at the interval specified by this attribute, when it would
otherwise respond to the client’ s request.

Default is 40 seconds; valid range is 10 to 900 seconds.

Connecting to WebLogic Server from the Client

When your client requests a connection with WebL ogic Server, all you needtodoin
order to use HTTP tunneling is specify the HTTP protocol in the URL. For example:

Hasht abl e env = new Hasht abl e();
env. put (Cont ext . PROVI DER_URL, "http://w host: 80");
Context ctx = new | nitial Context(env);

On the client side, a special tag is appended to the ht t p protocol, so that WebL ogic
Server knows this is atunneling connection, instead of aregular HTTP request. Y our
application code does not need to do any extrawork to make this happen.

The client must specify the portinthe URL, even if the port is80. Y ou can set up your
WebL ogic Server to listen for HTTP requests on any port, although the most common
choiceis port 80 since requests to port 80 are customarily allowed through afirewall.

Y ou specify the listen port for WebL ogic Server in the Administration Console under
the“ Servers’ node, under the “ Network” tab.
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Using Native 1/0 for Serving Static Files
(Windows Only)
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When running WebL ogic Server on Windows NT/2000 you can specify that

WebL ogic Server usethe native operating system call Tr ansni t Fi | e instead of using
Java methods to serve static files such as HTM. files, text files, and imagefiles. Using
native I/O can provide performance improvements when serving larger static files.

Tousenativel/O, add two parametersto theweb. xnm deployment descriptor of aWeb
Application containing the files to be served using native 1/0. The first parameter,
webl ogi c. htt p. nat i vel OEnabl ed should be set to TRUE to enable native 1/0 file
serving. The second parameter, webl ogi c. ht t p. mi ni nunNat i veFi | eSi ze setsthe
minimum filesizefor using native I/O. If thefile being served islarger than thisval ue,
native I/O is used. If you do not specify this parameter, avalue of 400 bytesis used.

Generally, native 1/O provides greater performance gains when serving larger files;
however, as the load on the machine running WebL ogic Server increases, these gains
diminish. Y ou may need to experiment to find the correct value for

webl ogi c. http. mi ni nunNati veFi | eSi ze.

The following example shows the compl ete entries that should be added to the
web. xm deployment descriptor. Theseentriesmust beplacedintheweb. xni fileafter
the <di st ri but abl e> element and before <ser vl et > element.

<cont ext - par an»
<par am nane>webl ogi c. htt p. nat i vel CEnabl ed</ par am name>
<par am val ue>TRUE</ par am val ue>

</ cont ext - par anp

<cont ext - par an>
<par am nane>webl ogi c. htt p. mi ni runNati veFi | eSi ze</ par am nane>
<par am val ue>500</ par am val ue>

</ cont ext - par anp

For moreinformation on writing deployment descriptors see Writing Web Application
Deployment Descriptors at
http://e-docs.bea.com/wls/docs60/programming/webappdepl oyment.html .
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CHAPTER

8

Deploying and
Configuring Web
Applications

The following sections describes how to configure and deploy Web Applications:

“Overview” on page 8-2
“Stepsto Deploy a Web Application” on page 8-3

“Directory Structure” on page 8-5

“Deploying and Redeploying Web Applications’ on page 8-6

“URIsand Web Applications’ on page 8-9
“Configuring Servlets’ on page 8-10
“Configuring JSP” on page 8-13
“Configuring JSP Tag Libraries” on page 8-14
“Configuring Welcome Pages’ on page 8-15
“Setting Up a Default Servlet” on page 8-16

“How WebL ogic Server Resolves HTTP Requests’ on page 8-17

“Customizing HTTP Error Responses’ on page 8-20

“Using CGI with WebL ogic Server” on page 8-20

Administration Guide



8 Deploying and Configuring Web Applications

m “Serving Resources from the CLASSPATH with the ClasspathServlet” on page
8-22

m  “Proxying Requests to Another HTTP Server” on page 8-23

m  “Proxying Requeststo a WebL ogic Cluster” on page 8-25

m  “Configuring Security in Web Applications’ on page 8-29

m “Configuring External Resourcesin aWeb Application” on page 8-35
m “Referencing EJBsinaWeb Application” on page 8-36

m  “Setting Up Session Management” on page 8-37

m  “Configuring Session Persistence” on page 8-39

m “Using URL Rewriting” on page 8-43

m “Using Character Sets and POST Data’ on page 8-45

Overview

82

A Web Application contains an application’s resources such as servlets, JavaServer
Pages (JSP), JSP tag libraries, and static resources such asHTML pages and image
files. A Web Application can also define links to resources outside of the application
such as Enterprise JavaBeans (EJB). Web Applications use a standard J2EE
deployment descriptor in conjunction with a WebL ogic-specific deployment
descriptor to define the resources and their operating parameters.

JSP pages and HT TP servlets can access all servicesand APlIsavailablein WebL ogic
Server. These services include EJBs, database connections via Java Database
Connectivity (JDBC), JavaMessaging Service (IMS), XML, and more.

Web Applications use a standard directory structure defined in the J2EE specification
and can be deployed as a collection of files that use this directory structure (this type
of deployment is called exploded directory format) or asan archived filecalled a. war
file. Deploying a Web Application in exploded directory format is recommended
primarily for use while devel oping your application. Deploying a Web Application as
a.war fileisrecommended primarily for production environments.
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Steps to Deploy a Web Application

To deploy aWeb Application:

1. Arrange the resources (servlets, JSPs, static files, and deployment descriptors) in
the prescribed directory format. For more information, see “ Directory Structure”
on page 8-5.

2. Write the Web Application deployment descriptor (web. xni ). In this step you
register servlets, define servlet initialization parameters, register JSP tag libraries,
define security constraints, and define other Web Application parameters.
(Information on the various components of Web Applicationsisincluded
throughout this document.)

For detailed instructions, see Writing the Web Application Deployment
Descriptor at

http://e-docs. bea. coml W s/ docs60/ pr ogr anmi ng/ webappdepl oynent . h
t ml #web- xm .

3. Create the WebL ogic-Specific Deployment Descriptor (webl ogi ¢. xmi ). In this
step you define JSP properties, INDI mappings, security role mappings, and
HTTP session parameters. If you do not need to define any of the attributes
defined in thisfile, you do not need to create the file.

For detailed instructions on creating the WebL ogic-specific deployment
descriptor, see “Writing the WebL ogic-Specific Deployment Descriptor” at
http://e-docs.bea.com/wls/docs60/programming/webappdepl oyment.html#weblog
ic-xml.

4. Archivethefilesin the above directory structureinto a. war file. Only use
archiving when the Web Application is ready for deployment in a production
environment. (During development you may find it more convenient to update
individual components of your Web Application by devel oping your application
in exploded directory format.) To create a. war archive, use this command line
from the root directory containing your Web Application:

jar cvOof myWebApp. war .
This command creates a Web Application archive file called myWebApp. war .
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5. Deploy the Web Application on Weblogic Server in one of two ways: using the
Administration Console or by copying the Web Application into the applications
directory of your domain.

To deploy a Web Application in archived war format using the Administration
Console (you cannot deploy a Web Application in exploded directory format
using this procedure):

a

Select the Web Applications node in the | eft pane.

b. Click Install a New Web Application.

Browse to the location in your file system of the . war file.

Click Upload.

This procedure creates anew entry intheconfi g. xnl file containing the
configuration for your Web Application and copies your Web Application to
aninternal location.

To deploy a Web Application (in either archived or exploded format) by
copying:

a

Copy a. war fileor the top-level directory containing a Web Applicationin
exploded directory format into the mydomai n/ confi g/ appl i cati ons
directory of your WebL ogic Server distribution. (Where nydonai n isthe name
of your domain.) As soon as the copy is complete, WebL ogic Server
automatically deploys the Web Application.

(optional) Use the Administration Console to configure the Web Application.
Once you change any attributes (see step 6. , below) for the Web Application,
the configuration iswritten to the conf i g. xnl file and the Web Application
will be statically deployed the next timeyou restart WebL ogic Server. If you do
not use the Administration Console, your Web Application is still deployed
automatically every time you start WebL ogic Server, even though
configuration information has not been saved to the confi g. xn file.

Note: If you deploy your Web Application in expanded form, read
“Modifying Components of a Web Application” on page 8-6.

Note: If you modify any component of a. war fileinitsoriginal locationin
your file system, you must redeploy your. war file by uploading it again
from the Administration Console.

6. Assign deployment attributes for your Web Application:
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a. Open the Administration Console

b. Select the Web Applications node.

c. Select your Web Application.

d. Assignyour Web Application to aWebL ogic Server, cluster, or Virtual Host.
e. Select the File tab and define the appropriate attributes.

Directory Structure

Y ou develop your Web Application within aspecified directory structure so that it can
be archived and deployed on WebL ogic Server, or another Servlet 2.2 compliant
server. All servlets, classes, static files, and other resources belonging to aWeb
Application are organized under a directory hierarchy. The root of this hierarchy
defines the document root of your Web Application. All files under thisroot directory
can be served to the client, except for files under the specia directories WEB- | NF and
META- | NF located in theroot directory. Namethe root directory with the name of your
Web Application.This name will be used to resolve requests for components of the
Web Application.

Private files should be located in the VEB- I NF directory, under the root directory. All
files under VEB- | NF are private, and are not served to a client.

WWebAppl i cati onNane/
Place your static files, such asHTML filesand JSP filesin this directory (or
asubdirectory). Thisdirectory isthe document root of your Web Application.

/ VEB- | NF/ web. xm
The Web Application deployment descriptor that configures the
Web Application.

/ V\EB- | NF/ webl ogi c. xm
The WebL ogic-specific deployment descriptor file that defines how
named resourcesin theweb. xm file are mapped to resources
residing elsewhere in WebL ogic Server. Thisfileisalso used to
define JSP and HT TP session attributes.
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/ VEB- | NF/ cl asses
Contains server-side classes such asHTTP servlets and utility
classes.

[ VEB-INF/l'ib
Contains. j ar files used by the Web Application.

Deploying and Redeploying Web
Applications

The procedure you use to deploy or redeploy a Web Application depend on whether
the Web Application is deployed in exploded or archived format. When you modify a
component of aWeb Application you must also redeploy the Web Application on
WebL ogic Server in order to serve the modified component. These procedures are
discussed in this section.

Modifying Components of a Web Application

When you modify any component of aWeb Application (such as a servlet class,
HTML file, JSPfile, or one of the deployment descriptors), the new version of the
component cannot be served by Weblogic Server until you redeploy the Web
Application. The procedure used for redeployment depends on whether the Web
Application is deployed as an archived . war file or deployed in exploded directory
format.

Components in .war Format

When you edit a component of a Web Application that is deployed as awar file, you
will need to re-jar the archive and then upload the . war file again.by using one of the
procedures described in step 5. on page 8-4.
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Components in Exploded Directory Format

When you edit a component of aWeb Application that is deployed in the exploded
directory format, keep in mind that WebL ogic Server updates components differently:

JSP files
JSP files are redepl oyed based on the setting of the pageCheckSeconds
attribute that you define in the WebL ogi c-specific deployment descriptor,
webl ogi c. xm , of your Web Application. The attribute defines the time
interval at which WebL ogic Server checks JSP files to see if they have been
modified. If set to 0, pages are checked on every request. If set to - 1, page
checking and recompiling is disabled.

Note: JSP files are redeployed automatically only to the administration
server. If youwant JSPs redepl oyed to managed serverstargeted by the Web
Application, you must redeploy the Web Application. For more information,
see “Redeploying a Web Application” on page 8-7.

Servlets
Servlets are redeployed based on the setting of the Rel oad Per i od attribute
that you define in the Administration Console. Set this attribute by selecting
your Web Application and then selecting the Configuration/Files tab. The
attribute defines the time interval at which WebL ogic Server checks servlet
classesto seeif they have been modified. If set to 0, servlet classes are
checked on every request. If setto- 1, WebL ogic Server does not check to see
if the classes have been modified.

HTML and other static files
If you modify an HTML or other static file, such asan imagefile or text file,
you must redeploy the Web Application in order for the changes to be
recognized by WebL ogic Server. Use one of the procedures below to
redeploy the Web Application.

Redeploying a Web Application

Use one of the following three procedures to redeploy a Web Application:
m  Usethe Administration Console:

a. Select the Web Application node.

Administration Guide 8-7



8 Deploying and Configuring Web Applications

e.

f.

Select the Web Application you want to redepl oy.
Uncheck the Deployed box in the right-hand pane.
Click Apply.

Check the Deployed box in the right-hand pane.
Click Apply.

m  Modify the REDEPLOY file:

a

Create a sub-directory called VEB- | NF, under the root directory of your Web
Application.

Create an empty text file called REDEPLOY and saveit in the WEB- | NF directory.

To redeploy the Web Application, modify the REDEPLOY file by opening it,
maodifying the contents (adding a space character is the easiest way to do this),
and then saving thefile. Alternately, on UNIX machines, you can usethet ouch
command on the REDEPLOY file.

m Re-copy awar intotheappl i cati ons directory (applies only to dynamic
deployment). See step 5. on page 8-4.

Note:

Redeploying a Web Application also redeploys the Web Application to all
managed servers targeted by this Web Application.

Deploying Web Applications as Part of an Enterprise
Application

8-8

Y ou can deploy aWeb Application as part of an Enterprise Application. An Enterprise
Application isa J2EE deployment unit that bundles together Web Applications, EJBs,
and Resource Adaptors into a single deployable unit. (For more information on
Enterprise Applications, see Packaging Components and Applications at
http://e-docs. bea. com’ w s/ docs60/ progr ammi ng/ packagi ng. ht ni .) If you
deploy aWeb Application aspart of an Enterprise Application, you can specify astring
that isused in place of the actual name of the Web Application when WebL ogic Server
resolves arequest for the Web Application. Y ou specify the new name with the
<cont ext - r oot > element inthe appl i cati on. xm  deployment descriptor for the
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Enterprise Application. For more information, see Client Application Deployment
Descriptor Elements at
http://e-docs. bea. coml W s/ docs60/ progranm ng/ app_xm . htm .

For example, for aWeb Application called or anges, you would typically request a
resource from the or anges Web Application with aURL like:

http://host: port/oranges/catal og.jsp.

If the or anges Web Application is packaged in an Enterprise Application, you can
specify avalue for the <cont ext - r oot > as shown in the following example:

<nodul e>
<\web>
<web- uri >or anges. war </ web-uri >
<cont ext -root >frui t </ cont ext - r oot >
</ web>
</ modul e>

Y ou would then use the following URL to access the same resource from the or anges
Web Application:

http://host:port/fruit/catal og.jsp

URIs and Web Applications

Y ou construct the URL used to access a Web Application from aclient by using the
following pattern:

http://host st ri ng/Cont ext Pat h/ser vl et Pat h/pat hl nf o

Where

host string
is either ahost name that is mapped to avirtual host or
host nane: port Nunber

Cont ext Pat h
is the name of your Web Application

servl et Pat h
isaservlet that is mapped to the ser vl et Pat h
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pat hl nfo
isthe remaining portion of the URL, typically afile name.

If you are using virtual hosting, you can substitute the virtual host name for the
host st ri ng portion of the URL.

For additional information, see How WebL ogic Server Resolves HTTP Requests on
page 8-17.

Configuring Servlets

Servlets are registered and configured as a part of aWeb Application. To register a
servlet, you add several entries to the Web Application deployment descriptor. The
first entry, under the <ser vl et > element defines a name for the servlet and the
compiled class that executes the servlet. This element also contains definitions for
initialization parameters and security roles for the servlet. The second entry, under the
<ser vl et - mappi ng> element defines the URL pattern that calls this servlet.

For compl ete instructions on editing the Web Application deployment descriptor, see:

m  Configuring Web Applications, Deploy Servlets at
http://e-docs. bea. com w s/ docs60/ progr ammi ng/ webappdepl oynent . h
tm #servl et

m  Configuring Web Applications, Map a Servlet to aURL at
http://e-docs. bea. com W s/ docs60/ progr anmi ng/ webappdepl oynent . h
tm #servl et - nappi ng

Servlet Mapping

8-10

Servlet mapping controls how you access a servlet. The following examples
demonstrate some of the ways you can use servlet mapping in your Web Application.
In the examples, a set of servlet configurations and mappings (from the web. xm
deployment descriptor) isfollowed by atable (see “url-patterns and Servlet
Invocation” on page 8-12) showing the URL s used to invoke these servlets.
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Listing 8-1 Servlet Mapping Example

<servl et>

<servl et - name>wat er el on</ servl et - nane>

<servl et-cl ass>nyservl ets. wat ermel on</ servl et-cl ass>
</servl et>

<servl et>

<servl et - name>gar den</ ser vl et - nane>

<servl et-cl ass>nyservl ets. garden</servl et-cl ass>
</servl et>

<servl et >

<servl et - nane>l i st </ servl et - nanme>

<servl et-class>nyservlets.list</servlet-class>
</servlet>

<servl et >

<servl et - nane>ki wi </ servl et - nane>

<servl et-cl ass>nyservl ets. kiw </servl et-class>
</servlet>

<ser vl et - mappi ng>
<servl et - name>wat er nel on</ servl et - nane>
<url-pattern>/fruit/sumer/*</url-pattern>
</ servl et - mappi ng>

<ser vl et - mappi ng>
<servl et - name>gar den</ ser vl et - nane>
<url-pattern>/seeds/*</url-pattern>
</ servl et - mappi ng>

<ser vl et - mappi ng>
<servl et - nanme>| i st </ servl et - nane>
<url-pattern>/seedlist</url-pattern>
</ servl et - mappi ng>

<ser vl et - mappi ng>
<servl et - name>ki W </ servl et - nane>
<url -pattern>*.abc</url-pattern>
</ servl et - mappi ng>
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Table 8-1 url-patternsand Servlet Invocation

URL

Servlet
Invoked

http://host:

por t/ mywebapp/ frui t/ summer/i ndex. ht m

wat er el on

http://host:

por t/ mywebapp/ frui t/ sunmer/i ndex. abc

wat er el on

http://host:

por t/ mywebapp/ seedl i st

list

http://host:

por t/ mywebapp/ seedl i st/ i ndex. ht m

The default
serviet, if
configured, or an
HTTP 404 file
not found error
message

If the mapping
for thel i st
servlet had been
/ seedlist*,
thel i st serviet
would be
invoked.

http://host:

por t/ mywebapp/ seedl i st/ pear. abc

ki wi

If the mapping
forthel i st
servlet had been
/ seedlist*,
thel i st servlet

would be

invoked.
http://host: port/nywebapp/ seeds garden
http://host: port/nywebapp/ seeds/i ndex. ht m garden
http://host: port/nywebapp/index. abc Ki wi
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Servlet Initialization Parameters

Y ou defineinitialization parameters for servletsin the Web Application deployment
descriptor, in the <i ni t - par an> element of the <ser vl et > element, using
<par am name> and <par am val ue> tags. For example:

Listing 8-2 Example of Configuring Servlet Initialization Parameters

<servl et >
<servl et - nane>Hel | oWor | d2</ ser vl et - name>
<servl et -cl ass>exanpl es. servl ets. Hel | oWor| d2</ servl et - cl ass>

<i nit-paranr
<par am nane>gr eet i ng</ par am nane>
<par am val ue>Wel come</ par am val ue>
</init-paranpr

<i nit-paranp
<par am nanme>per son</ par am nane>
<par am val ue>WbLogi ¢ Devel oper </ param val ue>
</init-paranr
</servlet>

For more information on editing the Web Application deployment descriptor, see
Writing Web Applications Deployment Descriptors at

http://e-docs. bea. coml W s/ docs60/ progr anm ng/ webappdepl oynent . ht m
l.

Configuring JSP

Y ou deploy JavaServer Pages (JSP) files by placing them in the root (or in a
subdirectory below the root) of a Web Application. Additional JSP configuration
parameters are defined in the <j sp- descri pt or > element of the WebL ogi c-specific
deployment descriptor, webl ogi ¢. xm . These parameters define the following
functionality:
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m  Optionsfor the JSP compiler.
m  Debugging.

m  How often WebL ogic Server checks for updated JSPs that need to be
recompiled.

m Character encoding

For a complete description of these parameters, see JSP Parameter Names and Va ues
at

http://e-docs. bea. com wl s/ docs60/ programm ng/ webl ogi c_xm . ht Ml #j s
p- par amet ers.

For instructions on editing the webl ogi c. xm file, see Creating the

WebL ogic-Specific Deployment Descriptor at

http://e-docs. bea. comw s/ docs60/ progr amm ng/ webappdepl oynent . ht m
| #webl ogi c- xm .

Configuring JSP Tag Libraries

8-14

Weblogic Server, in accordance with the Servlet 2.2 specification provides the ability
to create and use custom JSP tags. Custom JSP tags are Java classes that can be called
fromwithin a JSP page. To create custom JSP tags, you placethemin atag library and
define their behavior in atag library descriptor (TLD) file. This TLD must be made
available to the Web Application containing the JSP by defining it in the Web
Application deployment descriptor. It isagood ideato placethe TLD filein the
WEB-INF directory of your Web Application, becausethat directory isnever available
publicly.

In the Web Application deployment descriptor, you define a URI pattern for the tag
library. ThisURI pattern must match thevaluein thetaglib directivein your JSP pages.
Y ou a so define the location of the TLD. For example, if thetaglib directivein the JSP

pageis:
<U@taglib uri="nyTaglib" prefix="taglib" %

and the TLD is located in the VEB- | NF directory of your Web Application, you would
create the following entry in the Web Application deployment descriptor:
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Configuring Welcome Pages

<taglib>

<taglib-uri>nyTaglib</taglib-uri>

<tablig-locati on>WEB- | NF/ nyTLD. t| d</taglib-I|ocati on>
</taglib>

For more information on creating custom JSP tag libraries, see Programming JSP Tag
Extensionsat ht t p: / / e- docs. bea. comi Wl s/ docs60/ j sp/ i ndex. ht i .

WebL ogic Server also includes severa custom JSP tags that you can use in your
applications. These tags perform caching, facilitate query parameter-based flow
control, and facilitate iterations over sets of objects. For more information, see Using
Custom WebL ogic JSP Tags at

http://e-docs. bea. comw s/ docs60/t agl i b/ custontags. htm .

Configuring Welcome Pages

WebL ogic Server allows you to set a page that is served by default if the requested
URL isadirectory. Thisfeature can make your site easier to use, because the user can
type a URL without giving a specific filename.

Welcome pages are defined at the Web Application level. If your Server is hosting
multiple Web Applications, you need to define welcome pages separately for each
Web Application.

To define Welcome pages, edit the Web Application deployment descriptor,

web. xm . For more information, see Welcome Files at

http://e-docs. bea. com W s/ docs60/ programm ng/ web_xmnl . ht m #wel cone
-files.

If you do not define Welcome Pages, WebL ogic Server looksfor the following filesin
the following order and serves the first one it finds:

1. index.htm
2. index.htm

3. index.jsp

For more information, see How WebL ogic Server Resolves HT TP Requests on page
8-17.
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Setting Up a Default Serviet

8-16

Each Web Application has a default serviet. This default servlet can be a servlet that
you specify, or, if you do not specify a default servlet, WebL ogic Server uses an
internal servlet called theFi | eSer vl et asthe default servlet. For more information
ontheFil eServl et see How WebL ogic Server Resolves HT TP Requests on page
8-17.

Y ou can register any servlet as the default servlet. Writing your own default serviet
alows you to use your own logic to decide how to handle a request that falls back to
the default servlet.

Setting up a default servlet replacestheFi | eSer vl et and should be done carefully
becausetheFi | eSer vl et isused to serve most files, such astext files, HTML file,
image files, and more. If you expect your default servlet to serve such files, you will
need to write that functionality into your default servlet.

To set up auser-defined default servlet:
1. Defineyour servlet as described in Configuring Servlets on page 8-10.

2. Map your default servlet with aurl-pattern of “/ ”. Thiswill cause your default
servlet to respond to all types of files except for those with extensions of *. ht m
or*. ht m , which areinternally mapped to the FileServlet.

If you also want your default servlet to respond to filesending in *. ht mor

*, ht m , then you must map those extensions to your default servlet, in addition
to mapping “/ . For instructions on mapping servlets, see Configuring Servlets
on page 8-10.

3. If youstill want theFi | eSer vl et to serve files with other extensions, map those
file extensionsto the Fi | eSer vl et (in addition to the mappings for your default
servlet). For example, if you want theFi | eSer vl et to servegi f files, map
* gif totheFileServlet.
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How WebLogic Server Resolves HTTP
Requests

When WebL ogic Server receives an HTTP request, it resolves the request by parsing
the various parts of the URL and using that information to determine which Web
Application and or server should handle the request. The examples below various
combinations of requests for Web Applications, virtual hosts, servlets, JSPs and static
files and the resulting response.

Note: If you package your Web Application as part of an Enterprise Application you
can provide an aternate name for a Web Application that is used to resolve
reguests to the Web Application. For more information, see “ Deploying Web
Applications as Part of an Enterprise Application” on page 8-8.

The table below provides some sample URLs and the file that is served by WebL ogic
Server. Thelndex Directories Checked column refersto the Index Directoriesattribute
that controls whether or not adirectory listing is served if no fileis specifically
requested. Y ou set Index Directories using the Administration Console, on the Web
Applications node, under the Configuration/Files tab.

Table 8-2 Examples of How WebL ogic Server Resolves URL s

URL Index Thisfileisserved in
Directories  response
Checked?
http://host: port/apples no Welcomefile* definedin
the appl es Web
Application.
http://host: port/apples yes Directory listing of the top

level directory of the
appl es Web Application.
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Table 8-2 Examples of How WebL ogic Server Resolves URL s

URL Index Thisfileisserved in
Directories  response
Checked?
http://host: port/oranges/ naval does not Servlet mapped with
matter <url - pattern>of
/ naval intheor anges
Web Application.
There are additional
considerations for servlet
mappings. For more
information, see
“Configuring Servlets’ on
page 8-10.
http://host:port/naval does not Servlet mapped with
matter <url - pattern> of
/ naval intheor anges
Web Application and
or anges isdefined asthe
default Web Application.
For more information, see
“Configuring Servlets’ on
page 8-10.
http://host:port/apples/pie.jsp does not pi e. j sp, fromthe
matter top-level directory of the
appl es Web Application.
http://host: port yes Directory listing of the top
level directory of the
default Web Application
http://host: port no Welcome file* from the
default Web Application.
http://host:port/appl es/nyfile.htni does not nyfile.htn ,fromthe
matter top level directory of the
appl es Web Application.
http://host:port/nyfile. htm does not nyfile. htnl,fromthe
matter top level directory of the
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Table 8-2 Examples of How WebL ogic Server Resolves URL s

URL Index Thisfileisserved in
Directories  response
Checked?
http://host: port/appl es/i mages/red. gif does not red. gi f,fromtheimages
matter subdirectory of the
top-level directory of the
appl es Web Application.
http://host:port/nyFile.htn does not Error 404
matter For more information, see
Wherenyfil e. ht M doesnot exist intheappl es Web “Customizing HTTP Error
Application and a default serviet has not been defined. Responses’ on page 8-20.
http://ww. fruit.con no Welcomefile* from the
default Web Application
for avirtual host with ahost
name of
www. fruit.com
http://ww. fruit.conf yes Directory listing of the top
level directory of the
def aul t WebApplication
for avirtual host with ahost
name of
www. fruit.com
http://ww. fruit.conforanges/nyfile.htm does not nyfile.htnl, fromthe
matter or anges WebApplication

that istargeted to a virtual
host with host name
www, fruit.com

* For more information, see “ Configuring Welcome Pages’ on page 8-15.
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Customizing HTTP Error Responses

Y ou can configure WebL ogic Server to respond with your own custom Web pages or
other HTTP resources when particular HTTP errors or Java exceptions occur, instead
of responding with the standard WebL ogic Server error response pages.

Y ou define custom error pagesin the <er r or - page> element of the Web Application
deployment descriptor (web. xm ). For moreinformation on error pages, seeerror-page
Element at
http://e-docs.bea.com/wls/docs60/programming/web_xml.html#error-page.

Using CGI with WebLogic Server

WebLogic Server provides functionality to support your legacy Common Gateway
Interface (CGI) scripts. For new projects, we suggest you use HTTP serviets or
JavaServer Pages.

WebL ogic Server supports all CGI scripts viaan internal WebL ogic servlet called the
Cd Ser vl et . To use CGl, register the CA Ser vl et inthe Web Application
deployment descriptor (see “Example Entries to Be Included in the Web Application
Deployment Descriptor when Registering the CGlServlet” on page 8-21). For more
information, see Configuring Servlets on page 8-10.

Configuring WebLogic Server to use CGlI

8-20

To configure CGI in WebL ogic Server:

1. Declarethe CG Ser vl et inyour Web Application by using the <ser vl et > and
<ser vl et - mappi ng> elements. The class name for the CA Ser vl et is
webl ogi c. servlet. Cd Servl et.

2. Register the following initialization parameters for the CG Ser vl et by defining
the following <i ni t - par an®> elements:
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cgiDir
The path to the directory containing your CGI scripts. Y ou can
specify multiple directories, separated by a“; ” (Windows) ora*“: ”
(Unix). If you do not specify cgi Di r, the directory defaultsto a
directory named cgi - bi n under the Web Application root.

ext ensi on mappi ng
Maps afile extension to the interpreter or executable that runs the
script. If the script does not require an executable, thisinitialization
parameter may be omitted.

The <par am name> for extension mappings must begin with an
asterisk followed by a dot, followed by the file extension, for
example, *. pl .

The <par am val ue> contains the path to the interpreter or
executable that runsthe script Y ou can create multiple mappings by
creating a separate <i ni t - par am> element for each mapping.

Listing 8-3 ExampleEntriestoBelncluded in theWeb Application Deployment
Descriptor when Registering the CGl Servlet

<servl et >
<servl et - nane>Cd Ser vl et </ servl et - nanme>
<servl et -cl ass>webl ogi c. servl et. C4 Servl et </ servl et -cl ass>
<i nit-paranpr
<par am nane>cgi Di r </ par am nane>
<par am val ue>
/ bea/ W server 6. 0/ confi g/ nydomei n/ appl i cati ons/ myWebApp/ cgi - bi n
</ par am val ue>
</init-paran>

<i nit-paranr
<par am nane>*. pl </ par am nane>
<par am val ue>/ bi n/ per| . exe</ param val ue>
</init-paranr
</servlet>

<ser vl et - mappi ng>
<servl et - nane>Cd Ser vl et </ ser vl et - nane>
<url-pattern>/cgi-bin/*</url-pattern>
</ servl et - mappi ng>
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Requesting a CGI Script

The URL used to request a perl script must follow the pattern:

http://host: port/ nyWebApp/ cgi - bi n/ nyscri pt. pl

Where
host : port

Is the host name and port number of WebL ogic Server
cgi-bin

istheur! - pat t er n name mapped to the C@ Ser vl et ,
my\VeebApp

is the name of your Web Application

nyscri pt. pl
isthe name of the Perl script that islocated in the directory specified by the

cgi Di r initialization parameter.

Serving Resources from the CLASSPATH
with the ClasspathServiet

8-22

If you need to serve classes or other resources from the system CLASSPATH, or from
the WVEB- | NF/ ¢l asses directory of aWeb Application, you can use aspecia servlet
called the d asspat hSer vl et . The T asspat hSer vl et isuseful for applications
that use applets or RMI clients and require access to server-side classes. The

d asspat hSer vl et isimplicitly registered and available from any application.

There are two ways that you can use the O asspat hSer vl et :

m  To serve aresource from the system CLASSPATH, call the resource with a URL
such as:

http://server:port/cl asses/ ny/resource/ nyCl ass. cl ass
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m  To serve aresource from the WEB- | NF/ cl asses directory of a\Web Application,
call the resource with a URL such as:

http://server: port/ nmyWebApp/ cl asses/ ny/ resour ce/ myd ass. cl ass

In this case, the resource is located in the following directory, relative to the root
of the Web Application:

VEEB- | NF/ cl asses/ ny/ resour ce/ nyd ass. cl ass

Warning: Sincethed asspat hSer vl et servesany resource located in the system
CLASSPATH, do not place resources that should not be publicly available
in the system CLASSPATH.

Proxying Requests to Another HTTP Server

When you use WebL ogic Server as your primary Web server, you may also want to
configure WebL ogic Server to passon, or proxy, certain requeststo asecondary HTTP
server, such as Netscape Enterprise Server, Apache, Microsoft Internet Information
Server, or another instance of WebL ogic Server. Any request that gets proxied is
redirected to a specific URL.Y ou can even proxy to another Web server on adifferent
machine.Y ou proxy requests based on the URL of the incoming request.

TheHt t pPr oxySer vl et (provided as part of the distribution) takesan HTTP request,
redirectsit to the proxy URL, and sends the response to the client's browser back
through WebL ogic Server. To use the proxy, you must configure it in aWeb
Application and deploy that Web Application on the WebL ogic Server that is
redirecting requests.

Setting Up a Proxy to a Secondary HTTP Server

To set up aproxy to asecondary HTTP server:

1. Register the proxy servlet in your Web Application deployment descriptor (see
“Sample web.xml for Use with ProxyServlet” on page 8-24). The Web
Application must be the default Web Application of the Server that is responding
to requests. The class name for the proxy servlet is
webl ogi c. t 3. srvr. H t pProxyServl et. For moreinformation see Deploying
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and Configuring Web Applications at
http://e-docs. bea. comw s/ docs60/ adm ngui de/ confi g _web_app. ht mi

2. Defineaninitialization parameter for the Pr oxySer vl et with a<par am nane>
of redi rect URL and a <par am val ue> containing the URL of the server to
which proxied requests should be directed.

3. MaptheProxyServl et toa<url - pattern>. Specifically, map thefile
extensions you wish to proxy, for example*. j sp, or *. ht ni . Use the
<ser vl et - mappi ng> element in theweb. xm Web Application deployment
descriptor.

If you set the<ur | - pattern>to*“/”, then any request that cannot be resolved
by WebL ogic Server is proxied to the remote server. However, you must also
specifically map the following extensions: *. j sp, *. htmi , and *. ht ml if you
want to proxy files ending with those extensions.

4. Deploy the Web Application on the WebL ogic Server that redirects incoming
requests.

Sample Deployment Descriptor for the Proxy Servlet

Thefollowing isan sample of aWeb Applications deployment descriptor for using the
Proxy Servlet.

Listing 8-4 Sampleweb.xml for Use with ProxyServlet

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.
/1 DTD Web Application 2.2//EN
“http://java. sun.confj2ee/ dt ds/ web-app_2_2. dtd"; >

<web- app>

<servl et >
<servl et - name>Pr oxySer vl et </ ser vl et - nane>

<servl et-class>webl ogic.t3.srvr. HtpProxyServl et</servl et-class
>

<i nit-paranpr

<par am nanme>r edi r ect URL</ par am nane>
<par amval ue>
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http://tehana: 7001
</ param val ue>
</init-paranr

</servl et>

<ser vl et - mappi ng>
<servl et - name>Pr oxySer vl et </ ser vl et - nane>
<url-pattern>/</url-pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Pr oxySer vl et </ ser vl et - nane>
<url-pattern>*. jsp</url-pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Pr oxySer vl et </ ser vl et - nane>
<url-pattern>*. ht m</url - pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Pr oxySer vl et </ ser vl et - nane>
<url-pattern>*.htm </url -pattern>

</ servl et - mappi ng>

</ web- app>

Proxying Requests to a WebLogic Cluster

TheHt t pd ust er Ser vl et (provided with the WebL ogic Server distribution) proxies
reguests from aWebL ogic Server to other WebL ogic Serversin aWebLogic Cluster.
TheHt t pd ust er Ser vl et provides|oad balancing and failover for the proxied
HTTP requests. For additional information on servlets and WebL ogic Clusters, see
Understanding HTTP Session State Replication at
http://e-docs. bea. coml W s/ docs60/ cl uster/servlet. htni.
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Setting Up the HttpClusterServlet

8-26

TosetuptheHt t pd usterServlet:

1. Configure the WebL ogic Server instance that will proxy requeststo a cluster of

WebL ogic Servers. Use the WebL ogic Server Administration Console (for
information on using the Administration Console see
http://e-docs. bea. com’ w s/ docs60/ admi ngui de/ i ndex. ht m ).

a. Create anew Web Application in your domain.
b. Create anew Server in the domain, or use the default.

c. Assign the Web Application you created in step a as the default Web
Application for the Server that you just created.

. Register the Ht t pd ust er Ser vl et in the Web Application deployment

descriptor for the Web Application you created in step 1. (See the “Sample
Deployment Descriptor for the HitpClusterServlet” on page 8-28.) The Web
Application must be the default Web Application of the Server that is responding
to requests. For more information see “ Designating a Default Web Application”
on page 7-4.

The class namefor the Ht t pCl ust er Ser vl et is
webl ogi c. servlet.internal.HtpC usterServliet. A Sample
Deployment Descriptor for the HttpClusterServlet isincluded below.

. Define the appropriate initialization parameters for the Ht t pCl ust er Ser vl et .

You define initialization parameters with the <i ni t - par an® el enent inthe
web. xm Web Application deployment descriptor. You must define the

def aul t Ser ver s parameter, and, where appropriate, additional parameters as
described in Table 8-3 “HttpClusterServiet Parameters’ on page 8-27:

. Map the proxy servlet to a<ur| - pat t er n>. Specifically, map the file extensions

you want to proxy, for example*. j sp, or *. htm .

If you set the url-patternto “/ ”, then any request that cannot be resolved by
WebL ogic Server is proxied to the remote server. However, you must also
specifically map the following extensions: *. j sp, *. htni , and*. ht ni , if you
want to proxy files ending with those extensions.
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Another way to set up the url-pattern is to map a url-pattern such as/ f oo and
then set the pat hTr i mparameter to f oo, which removesf oo from the proxied

URL.

Table 8-3 HttpCluster Servlet Parameters

<par am nane>

<par am val ue>

Default
Value

def aul t Servers

(Required) A list of host names and port
numbers of the servers to which you are
proxying requests in the form:

host 1: HTTP_Port: HTTPS Port |
host 2: HTTP_Port : HTTPS_Port

(Where host 1 and host 2 are the host names
of serversinthecluster, HTTP_Por t istheport
where the host is listening for HTTP requests,
and HTTPS_Por t istheport wherethehost is
litening for HTTP SSL requests.)

Separate each host with the | character.

If you set the secur ePr oxy parameter to ON
(seethesecur ePr oxy entry) TheHTTPSport
uses SSL between the WebL ogic Server
running Ht t pc ust er Ser vl et and the
WebL ogic Serversin the cluster. Y ou must
always define an HTTPS port, even if you have
set secur ePr oxy to OFF.

None

secur ePr oxy

ON/ OFF. If set to QN, enables SSL between the
Ht t pd ust er Ser vl et and the member of a
WebL ogic Server cluster.

DebugConfi gl nfo

ON OFF. If settoon, you can query the

Ht t pd ust er Ser vl et for debugging
information by adding a request parameter of
?_\WebLogi cBri dgeConf i g to any request.
For security reasons, it is recommended that
you set this parameter to OFF in a production
environment.

OFF

Administration Guide 8-27



8 Deploying and Configuring Web Applications

connectionTi meout  The amount of time, in seconds, that a socket 0 =infinite
waits in between reading chunks of data. If the  timeout.
timeout expires, a
java.io.lnterruptedl OExceptionis
thrown

nunf Retri es Number of timesHt t pCl ust er Servl et will 5
attempt to retry afailed connection.

pat hTrim String to be trimmed from the beginning of the  None
original URI.

tri mext Thefileextensionto betrimmed fromtheendof  None
the URI.

pat hPrepend String to be prepended to the beginning of the  None

original URL, after pat hTri mhas been
trimmed, and before the request isforwarded to
aWebL ogic Server cluster member.

Sample Deployment Descriptor for the
HttpClusterServlet

Thefollowing isasample of aWeb Applications deployment descriptor, web. xm , for
usingthe Ht t pCl uster Servl et :

Listing 8-5 Sampleweb.xml for Use with HttpCluster Servlet

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.
// DTD Wb Application 2.2//EN
"http://java. sun. conl j 2ee/ dt ds/ web-app_2_2. dtd"; >

<web- app>

<servl et >
<servl et - name>Ht t pCl ust er Servl et </ servl et - nane>
<servl et-cl ass>
webl ogi c. servlet.internal.Htpd usterServl et
</servlet-class>
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<i nit-paranr
<par am nanme>def aul t Ser ver s</ par am nane>
<par am val ue>
nyserver 1: 7736: 7737| nyserver2: 7736: 7737| nyserver: 7736: 7737
</ param val ue>
</init-paranpr

<i nit-paranr
<par am nane>DebugConf i gl nf o</ par am name>
<par am val ue>ON</ par am val ue>
</init-paranpr

</servl et>

<servl et - mappi ng>
<servl et - name>Ht t pCl ust er Servl et </ servl et - name>
<url-pattern>/</url-pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Ht t pCl ust er Servl et </ servl et - name>
<url-pattern>*. jsp</url-pattern>

</ servl et - mappi ng>

<ser vl et - mappi ng>
<servl et - name>Ht t pCl ust er Servl et </ servl et - name>
<url-pattern>*. ht </ url - pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Ht t pCl ust er Servl et </ servl et - name>
<url-pattern>*. htm </url -pattern>

</ servl et - mappi ng>

</ web- app>

Configuring Security in Web Applications

Y ou can secure a Web Application by using authentication, by restricting access to
certain resources in the Web Application, or by using security callsin your servlet
code. Several types of security realms can be used. Security realmsare discussed inthe
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document Security Fundamental's at
http://e-docs. bea. coml W s/ docs60/ security/ concepts. ht m . Notethat a
security realm is shared across multiple virtual hosts.

Setting Up Authentication for Web Applications

8-30

Y ou define Authentication for Web Applicationsin the Web Application deployment
descriptor using the <l ogi n- conf i g> element. Inthiselement you define the security
realm containing the user credential's, the method of authentication, and the location of
resources for authentication. For information on setting up a security realm, see
Security Fundamentals at

http://e-docs. bea. comw s/ docs60/ security/ concepts. htm.

To set up authentication for Web Applications:

1. Choose an authentication method. The available options are:

BASI C

FORM
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Basic authentication uses the Web Browser to display a
username/password dialog box. This username and password is
authenticated against the realm.

Form-based authentication requires that you return an HTML form
containing the username and password. Thefieldsreturned from the
form elements must be: j _user name andj _passwor d, and the
action attribute must bej _securi ty_check. Hereisan example of
the HTML coding for using FORM authentication:

<f orm met hod="PCST” action="j_security_check”>
<i nput type="text” nane="j _usernane” >
<i nput type="password” nane="j_password”>
</forme

The resource used to generate the HTML form may be an HTML
page, a JSP, or a servlet. Y ou define this resource with the
<f or m | ogi n- page> element.

The HTTP session object is created when the login page is served.
Therefore, the sessi on. i sNew() method will return FALSE when
called from pages served after successful authentication.
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CLI ENT- CERT
Uses client certificates to authenticate the request. For more
information, see Configuring the SSL Protocol at
http://e-docs. bea. com W s/ docs60/ adm ngui de/ cnf gsec.
ht m #cnf gsec015.

2. If you choose FORM authentication, also define the location of the resource used
to generate the HTML page and a resource that responds to a failed
authentication. For instructions on configuring form authentication see
<login-config> at
http://e-docs. bea. com W s/ docs60/ programm ng/ web_xm . ht m #l ogi n
-config.

3. Define the realm used for authentication. If you do not specify a particular realm,
the realm defined with the Auth Realm Name field on the Web Application -
Configuration — Other tab of the Administration Console is used. For more
information, see <login-config> at
http://e-docs. bea. com Wl s/ docs60/ programm ng/ web_xm . ht m #l ogi n
-config.

Multiple Web Applications, Cookies, and Authentication

By default, WebL ogic Server assigns the same cookie name (JSESSI ONI D) to all Web
Applications. When you use any type of authentication, all Web Applicationsthat use
the same cookie name use a single sign-on for authentication. Once auser is
authenticated, that authentication will be valid for requests to any Web Application
that uses the same cookie name. The user will not be prompted again for
authentication.

If you want to require separate authentication for a\Web Application, you can specify
aunique cookie name for the Web Application. Specify the cookie name using the
Cooki eName parameter, defined in the WebL ogi c-specific deployment descriptor
webl ogi c. xni , inthe <sessi on- descri pt or > element. For more information, see
session-descriptor element at
http://e-docs.bea.com/wls/docs60/programming/weblogic_xml.html#session-descript
or.
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Restricting Access to Resources in a Web Application

8-32

Y ou can apply security constraints to specified resources (servlets, JSPs, or HTML
pages) in your Web Application.To apply security constraints, you

1. Definearolethat is mapped to one or more principalsin a security realm. You
defineroleswith the <securi ty-r ol e> element (see
http://e-docs.bea.com/wls/docs60/programming/web_xml.html#security-role) in
the Web Application deployment descriptor. You then map theserolesto principals
in your realm with the <securi ty-rol e- assi gnment > element (see
http://e-docs.bea.com/wls/docs60/programming/webl ogic_xml.html#security-role
-assignment) in the WebL ogic-specific deployment descriptor, webl ogi c. xm .

2. Define which resources in the Web Application the security constraint appliesto
using the <ur | - pat t er n> element that is nested inside the
<web-resour ce-col | ecti on> element. The<ur| - pat t er n> canrefer to either
adirectory, filename or a<ser vl et - mappi ng>.

To apply the security constraint to the entire Web Application, use the following
<url -pattern>:

<url-pattern>/*</url-pattern>
3. Definethe HTTP method (GET or POST) that the security constraint applies to

using the <ht t p- net hod> element that is nested inside the
<web-r esour ce-col | ect i on> element.

4, Define whether or not SSL should be used for communication between client and
server using the <t r anspor t - guar ant ee> element nested inside of the
<user - dat a- const r ai nt > method.

Listing 8-6 Sampleof Restricting Resour ces:

web. xm entries:

<security-constraint>
<web- r esour ce-col | ecti on>
<web- r esour ce- nane>Secur eOr der sEast </ web- r esour ce- name>
<description>
Security constraint for resources in the orders/east
directory
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</ descripti on>
<url -pattern>/orders/east/*</url-pattern>
<ht t p- met hod>PQOST</ ht t p- net hod>
<ht t p- met hod>GET</ ht t p- met hod>
</ web- resour ce-col | ecti on>
<aut h-constrai nt >
<descri ption>constraint for east coast
sal es</description>
<r ol e- nanme>east </ r ol e- nane>
<r ol e- name>manager </ r ol e- nane>
</ aut h-constraint >
<user - dat a- constrai nt >
<descri ption>SSL not required</description>
<t ransport - guar ant ee>NONE</ t r ansport - guar ant ee>
</ user - dat a- constrai nt >
</security-constraint>

<security-rol e>
<descri pti on>east coast sal es</description>
<r ol e- nanme>east </ r ol e- nane>
</security-rol e>

<security-rol e>
<descri pti on>manager s</ descri pti on>
<r ol e- nanme>manager </ r ol e- nane>
</security-rol e>

webl ogic. xm entries

<security-rol e-assi gnnent >
<r ol e- nanme>east </ rol e- nane>
<pri nci pal - name>t onx/ pri nci pal - nane>
<princi pal - name>j ane</ pri nci pal - nane>
<princi pal - name>j avi er </ pri nci pal - name>
<pri nci pal - name>nmari a</ pri nci pal - nane>
</ security-rol e-assi gnnent >
<security-rol e-assi gnnent >
<rol e- name> manager </rol e-nane>
<pri nci pal - name>pet er </ pri nci pal - nane>
<pri nci pal - nanme>geor gi a</ pri nci pal - nanme>
</ security-rol e-assi gnnent >
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Using Users and Roles Programmatically in Servlets

Y ou can write your servletsto programmatically access users and rolesin your servlet
code using the method

javax.servlet. http. HtpServl et Request.isUserlnRole(String role).
The string r ol e is mapped to the name supplied in the <r ol e- name> element nested
insidethe<security-rol e-ref>eement of a<ser vl et > declaration in the Web
Application deployment descriptor. The <r ol e- 1 i nk> element mapsto a

<r ol e- name> defined in the <securi t y- r ol e> element of the Web Application
deployment descriptor.

For example:

Listing 8-7 Example of Security Role Mapping

Servl et code:
i sUser | nRol e(" manager") ;

web. xm entries:

<servl et>

<rol e- nane>nmanager </ r ol e- nane>
<rol e-1ink>mgr</role-Ilink>

</servlet>

<security-rol e>
<rol e- nane>ngr </ r ol e- nane>
</security-rol e>

webl ogi c. xm entries:

<security-rol e-assi gnnent >
<r ol e- nane>ngr </ r ol e- nanme>
<princi pal - name>al </ pri nci pal - nane>
<princi pal - name>geor ge</ pri nci pal - name>
<princi pal - name>r al ph</ pri nci pal - name>
</security-role-ref>
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Configuring External Resources in a Web
Application

When accessing external resources, such as a DataSource from aWeb Application via
JNDI, you can map the INDI name you look up in your code to the actual INDI name
as bound in the INDI tree. This mapping is made using both theweb. xm and

webl ogi c. xm deployment descriptors and allows you to change these resources
without changing your application code. Y ou provide anamethat isused in your Java
code, the name of the resource as bound in the INDI tree, and the Java type of the
resource, and you indicate whether security for the resource is handled
programmatically by the servlet or from the credentials associated with the HTTP
request.

To configure external resources:

1. Enter the resource name in the deployment descriptor asyou use it in your code,
the Java type, and the security authorization type. For instructions on making
deployment descriptor entries, see Reference external resources at
http://e-docs. bea. com W s/ docs60/ progr amm ng/ webappdepl oynent . h
tm #resource-ref.

2. Map the resource name to the JINDI name. For instructions on making
deployment descriptor entries, see Map external resources at

http://e-docs. bea. com W s/ docs60/ progr amm ng/ webappdepl oynent . h
tm #

resour ce-description.

This example assumes that you have defined a data source called
account Dat aSour ce. For more information, see JDBC Data Sources at
http://e-docs. bea. com wl s/ docs60/ Consol eHel p/j dbcdat asource. htm .

Listing 8-8 Example of Using a DataSour ce

Servl et code:
javax. sqgl . Dat aSource ds = (] avax.sql.DataSource) ctx.|ookup
(" myDat aSour ce") ;

web. xm entries:
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<resource-ref>

<res-ref - name>nyDat aSour ce</ r es-r ef - nane>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>CONTAI NER</ r es- aut h>

</resource-ref>
webl ogi c. xm entries:

<resour ce-descri pti on>
<res-ref - name>nyDat aSour ce</ r es-r ef - nane>
<j ndi - nane>account Dat aSour ce</j ndi - nanme>
</resource-description>

Referencing EJBs in a Web Application

Y ou reference EJBs in a Web Application by giving them a name in the Web
Application deployment descriptor that is mapped to the INDI name for the EJB that
isdefined in thewebl ogi c- ej b-j ar. xm file deployment descriptor.

To configure EJBsfor usein aWeb Application:

1. Enter the EJB reference name you use to look up the EJB in your code, the Java
class name, and the class name of the home and remote interfaces of the EJB in the
<ej b-r ef > element of the Web Application deployment descriptor. For
instructions on making deployment descriptor entries, see Reference EJB resources

at
http://e-docs. bea. com w s/ docs60/ progr anm ng/ webappdepl oynent . h
tml #ej b-ref.

2. Map the reference namein <ej b-r ef er ence- descri pt i on> element of the
WebL ogic-specific deployment descriptor, webl ogi c. xn , to the INDI name
defined inthe webl ogi c- ej b-j ar. xm file. For instructions on making
deployment descriptor entries, see Map EJB resources at

http://e-docs. bea. com w s/ docs60/ progr anmi ng/ webappdepl oynent . h
tm #

ej b-reference-description.
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Setting Up Session Management

If the Web Application is part of an Enterprise Application Archive (. ear file),
you can reference an EJB by the name used in the . ear with the<ej b-1 i nk>
element.

Setting Up Session Management

WebL ogic Server is set up to handle session tracking by default. Y ou need not set any
of these properties to use session tracking. However, configuring how WebL ogic

Server manages sessionsisakey part of tuning your application for best performance.
Tuning depends upon factors such as:

m  How many users you expect to hit the servlet
m  How many concurrent users hit the servlet
m How long each session lasts

m How much data you expect to store for each user

HTTP Session Properties

Y ou configure WebL ogic Server session tracking with propertiesin the
WebL ogic-specific deployment descriptor, webl ogi c. xm file. For instructions on

editing the WebL ogic-specific deployment descriptor, see Define Session Parameters
at

http://e-docs. bea. coml W s/ docs60/ progr anm ng/ webappdepl oynent . ht m
| #sessi on-descri ptor.

A complete list of session attributes is available at
http://e-docs. bea. com W s/ docs60/ progr amm ng/ webl ogi c_xmnl . ht n #se
ssion-descriptor.
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Session Timeout

Y ou can specify an interval of time after which HTTP sessions expire. When asession
expires, al data stored in the session is discarded. Y ou can set the interval in one of
two ways:

m  Set the Ti meout Secs attribute in the <sessi on- descri pt or > element (see
http://e-docs. bea. com w s/ docs60/ programm ng/ webl ogi c_xm . ht ml #
sessi on-descri pt or) of the WebL ogic-specific deployment descriptor,
webl ogi c. xm . Thisvalueis set in seconds.

m  Setthe<session-timeout > (see
http://e-docs. bea. comw s/ docs60/ progranmm ng/ web_xmni . ht m #web_x
m _sessi on-config) el enent intheWeb Application deployment descriptor,
web. xm . Thisvalueis set in minutes and overrides any value set in the
Ti meout Secs attributein the <sessi on- descri pt or > element of the
WebL ogic-specific deployment descriptor, webl ogi c. xm

Configuring Session Cookies

8-38

WebL ogic Server uses cookies for session management when supported by the client
browser.

The cookiesthat WebL ogic Server usesto track sessions are set astransient by default
and do not out-live the life of the browser. When a user quits the browser, the cookies
are lost and the session lifetime is regarded as over. This behavior is in the spirit of
session usage and it is recommended that you use sessions in this way.

It is possible to configure many aspects of the cookies used to track sessions with
attributes that are defined in the WeblL ogic-specific deployment descriptor,

webl ogi c. xm . A complete list of session and cookie-related attributesis available at
http://e-docs. bea. comw s/ docs60/ progr anm ng/ webl ogi c_xm . ht ml #se
ssi on-descriptor.

For instructions on editing the WebL ogic-specific deployment descriptor, see Define
Session Parameters at

http://e-docs. bea. comw s/ docs60/ progr amm ng/ webappdepl oynent . ht m
| #sessi on-descri ptor.
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Configuring Session Persistence

Using Longer-lived Cookies

For longer-lived client-side user data, your application should create and set its own
cookies on the browser viathe HTTP servlet API, and should not attempt to use the
cookies associated with the HTTP session. Y our application might use cookies to
auto-login auser from a particular machine, in which case you would set anew cookie
to last for along time. Remember that the cookie can only be sent from that client
machine. Y our application should store data on the server if it must be accessed by the
user from multiple locations.

Y ou cannot directly connect the age of a browser cookie with the length of a session.
If a cookie expires before its associated session, that session becomes orphaned. If a

session expires before its associated cookie, the servlet is not be able to find a session.
At that point, anew sessionisassigned whentheget Sessi on() methodiscalled. You
should only make transient use of sessions.

Configuring Session Persistence

There are four different implementations of session persistence:
m  Memory (single-server, non-replicated)

m File system persistence

m JDBC persistence

m In-memory replication (across a cluster)

The first three are covered here; in-memory replication is covered in Understanding
HTTP Session State Replication (at
http://e-docs. bea. con’ W s/ docs60/ cl uster/servlet. htm).

For file, JDBC, and in-memory replication, you need to set additional attributes,
including Per si st ent St or eType. Each method has its own set of properties as
shown below.
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Common Properties

8-40

Y ou can configure the number of sessions that are held in memory by setting the
following attributesin the WebL ogic-specific deployment descriptor, webl ogi c. xm .
These attributes are only applicable if you are using session persistence:

CacheSi ze
Limitsthe number of cached sessionsthat can be activein memory at any one
time. If you are expecting high volumes of simultaneous active sessions, you
do not want these sessions to soak up the RAM of your server since this may
cause performance problems swapping to and from virtual memory. When
the cache isfull, the least recently used sessions are stored in the persistent
store and recalled automatically when required. If you do not use persistence,
this property isignored, and there is no soft limit to the number of sessions
allowed in main memory. By default, the number of cached sessionsis 1024.
The minimum is 16, and maximum is | nt eger . MAX_VALUE. An empty
session uses less than 100 bytes, but grows as data is added to it.

Swapl nt erval Secs
Theinterval the server waits between purging the least recently used sessions
fromthe cacheto the persistent store, whenthecacheEnt ri es limit hasbeen
reached.

If unset, this property defaults to 10 seconds; minimum is 1 second, and
maximum is 604800 (1 week).

I nval i dati onl nt erval Secs
Setsthe time, in seconds, that WebL ogic Server waits between doing
house-cleaning checks for timed-out and invalid sessions, and deleting the
old sessions and freeing up memory. Set this parameter to a value less than
the value set for the <sessi on- t i meout > element. Use this parameter to
tune WebL ogic Server for best performance on high traffic sites.

The minimum valueis every second (1). The maximum value is once aweek
(604,800 seconds). If unset, the parameter defaults to 60 seconds.

You set <sessi on-t i neout > in the <session-config> element (see
http://e-docs. bea. comw s/ docs60/ programm ng/ web_xnml . ht m #w
eb_xnl _sessi on- confi g) of the Web Application deployment descriptor
web. xni .
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Configuring Session Persistence

Using Memory-based, Single-server, Non-replicated
Persistent Storage

Tousememory-based, single-server, non-replicated persistent storage, set the property
Per si st ent St or eType tomenor y. When you use memory-based storage all session
information is stored in memory and is lost when you stop and restart WebL ogic
Server.

Using File-based Persistent Storage

For file-based persistent storage for sessions:
1. SetthePersistentStoreTypetofile.

2. Set the directory where WebL ogic Server stores the sessions. For more
information, on setting this directory, see PersistentStoreDir at
http://e-docs. bea. com W s/ docs60/ programm ng/ webl ogi c_xm . ht M #
Persistent StoreDir.

If you do not explicitly set avalue for this attribute, atemporary directory is
created for you by WebL ogic Server.

If you are using file-based persistence in a cluster, you must explicitly set this
attribute to a shared directory that is accessible to all the serversin acluster. You
must create this directory yourself.

Using a Database for Persistent Storage

For JDBC-based persistent storage for sessions:

1. Set IDBC asthe persistent store method by setting the attribute
Per si st ent St or eType toj dbc.

2. Set aJDBC connection pool to be used for persistence storage with the
Per si st ent St or ePool attribute. Use the name of a connection pool that is
defined in the WebL ogic Server Administration Console.
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For more details on setting up a database connection pool, see Managing JDBC
Connectivity at
http://e-docs. bea. com wl s/ docs60/ adni ngui de/j dbc. htn .

3. Set an ACL for the connection that corresponds to the users that have permission.
For more details on setting up a database connection, see Managing JDBC
Connectivity at
http://e-docs. bea. comw s/ docs60/ adm ngui de/j dbc. ht i .

4. Set up adatabasetablenamedw _ser vl et _sessi ons for JDBC-based
persistence. The connection pool that connects to the database needs to have
read/write access for thistable. The following table shows the Column names and
data types you should use when creating thistable.

Table8-4 wl_servlet sessionstable

Column name Type

w_id Variable-width a phanumeric column, up to 100
characters; for example, Oracle VARCHAR2( 100) .
The primary key must be set as follows:
w _id + wl _context_path.

wl_context_path Variable-width aphanumeric column, up to 100
characters; for example, Oracle VARCHAR2( 100) .
Thiscolumn isused as part of the primary key. (Seethe
w _i d col umm description.)

W _is_new Single char column; for example, Oracle CHAR( 1)

W _create_tine Numeric column, 20 digits; for example, Oracle
NUMBER( 20)

W _is_valid Single char column; for example, Oracle CHAR( 1)

w _sessi on_val ues Large binary column; for example, Oracle LONG RAW

W _access_tine Numeric column, 20 digits; for example, NUVBER( 20)

wl_max_inactive_interval Integer column; for example, Oracle| nt eger .

Number of seconds between client requests before the
session isinvalidated. A negative time value indicates
that the session should never timeout.
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Using URL Rewriting

If you are using an Oracle DBMS, you can use the following SQL statement to create
thew _servl et _sessi ons table:

create table W _servl et _sessions
(W _id VARCHAR2(100) NOT NULL,
wl _context _path VARCHAR2(100) NOT NULL,
w _is_new CHAR(1),
w _create_tinme NUVBER(20),
w _is_valid CHAR(1),
wl _session_val ues LONG RAW
wl _access_time NUMBER(20),
w _max_inactive_i nterval | NTECGER,
PRI MARY KEY (W _id, W _context_path) );

Y ou can modify the proceeding SQL statement for use with your DBMS.

Note: You can configure a maximum duration that the JDBC session persistence
should wait for a JDBC connection from the connection pool before failing to
load the session data with the JDBCConnect i onTi neout Secs ( see
http://e-docs. bea. com W s/ docs60/ progr ammi ng/ webl ogi c_xml . h
t M #JDBCConnect i onTi meout Secs) attribute.

Using URL Rewriting

In some situations, a browser may not accept cookies, which makes session tracking
using cookiesimpossible. URL rewriting is a solution to this situation that can be
substituted automatically when WebL ogic Server detects that the browser does not
accept cookies. URL rewriting involves encoding the session ID into the hyper-links
on the Web pages that your servlet sends back to the browser. When the user
subsequently clicks these links, WebL ogic Server extracts the ID from the URL
address and finds the appropriate Ht t pSessi on when your servlet calls the

get Sessi on() method.

To enable URL rewriting in WebL ogic Server, set the URLRewr i t i ngEnabl ed (see
http://e-docs. bea. com W s/ docs60/ programm ng/ webl ogi ¢_xm . ht m #UR
LRewr i t i ngEnabl ed) attribute in the WebL ogic-specific deployment descriptor,
webl ogi c. xm , under the <sessi on- descri pt or > element. tot rue. (The default
value for this attribute ist r ue.)
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Coding Guidelines for URL Rewriting

There are some general guidelines for how your code should handle URLsin order to
support URL rewriting.

m  Avoid writing a URL straight to the output stream, as shown here:
out.println("<a href=\"/nyshop/catal og.jsp\">catal og</a>");
Instead, use the Ht t pSer vl et Response. encodeURL() method, for example:

out.println("<a href=\""
+ response. encodeURL( “nyshop/ cat al og. j sp”)
+ “\">cat al og</a>");

Calling the encodeURL() method determinesif the URL needs to be rewritten,
and if so, it rewritesit, by including the session ID in the URL. The session ID
is appended to the URL and begins with a semicolon.

m |naddition to URLsthat are returned as a response to WebL ogic Server, also
encode URL s that send redirects. For example:

if (session.isNew())
response. sendRedi r ect
(response. encodeRedi rect Url (wel coneURL) ) ;

WebL ogic Server uses URL rewriting when a session is new, even if the browser
does accept cookies, because the server cannot tell if a browser accepts cookies
in the first visit of a session.

m Your servlet can determine if agiven session ID was received from a cookie by
checking the Boolean returned from the
Ht t pSer vl et Request . i sRequest edSessi onl dFr onCooki e() method. Your
application may respond appropriately, or simply rely on URL rewriting by
WebL ogic Server.

URL Rewriting and Wireless Access Protocol (WAP)

8-44

If you are writing a WAP application, you must use URL rewriting because the WAP
protocol does not support cookies. In addition, some WAP devices have a
128-character limit on the length of a URL (including parameters), which limits the
amount of data that can be transmitted using URL rewriting. To allow more space for
parameters, you can limit the size of the session ID that is randomly generated by
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WebL ogic Server by specifying the number of byteswith the | DLengt h (see
http://e-docs. bea. com W s/ docs60/ programm ng/ webl ogi ¢_xm . ht m #1 D
Lengt h) attribute.

Using Character Sets and POST Data

Y ou can set the character set that is used when processing data from aform that uses
the POST method. To inform the application that processes the form data that a
particular character setisin use, you add specific “signal” charactersto the URL used
to process the form data (specified with the act i on attribute of the <f or m» tag) and
then map those characters to an encoding in the Web Application deployment
descriptor, web. xn . POST datais normally read as ASCII unless specified using the
following procedure.

To process POST datain anon-ASCII character set:

1. Create an entry in the Web Application deployment descriptor, web. xm , withina
<cont ext - par an> element. This entry should come after the <di st ri but abl e>
element and before the <ser vl et > lement intheweb. xm file. In this entry, the
<par am name> always includes the class name
webl ogi c. htt pd. i nput Char set , followed by a period, followed by the signal
string. The <par am val ue> contains the name of the HTTP character set. In the

following example, thestring/ r us/ j o* ismapped tothew ndows- 1251 character
Set:

<cont ext - par an®

<par am nane>webl ogi c. htt pd. i nput Char set./rus/j o*</ param nane>
<par am val ue>w ndows- 1251</ par am val ue>
</ cont ext - par an>

2. Codethe HTML form to use the signal string when sending the form data. For
example:

<form action="http://some. host. com nyWebApp/rus/jo/index.htm ">
</ form

Place the signal string after the Web Application name (also called the context
path—myWebApp— in this case) and before the remaining portion of the URL.
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For more information on the Web Application deployment descriptor, see Define
Context Parameters at

http://e-docs. bea. comw s/ docs60/ progr amm ng/ webappdepl oynent . ht m
| #cont ext - par am
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CHAPTER

9

Installing and

Configuring the
Apache HTTP Server
Plug-In

Thefollowing sections describe how to install and configure the Apache HTTP Server
Plug-In:

“Overview” on page 9-2

“Platform Support” on page 9-3

“Installing the Apache HTTP Server Plug-In" on page 9-3
“Configuring the Apache HTTP Server Plug-In" on page 9-6
“Using SSL With the Apache Plug-In" on page 9-8

“Issues with SSL-Apache Configuration” on page 9-10
“Template for the httpd.conf File” on page 9-14

“Sample Configuration Files’ on page 9-14

“Connection Errors and Clustering Failover” on page 9-11
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Installing and Configuring the Apache HTTP Server Plug-In

Overview

The Apache HTTP Server Plug-In allows requests to be proxied from an Apache
HTTP Server to WebL ogic Server. The plug-in enhances an Apache installation by
allowing WebL ogic Server to handle those requests that require the dynamic
functionality of WebL ogic Server.

Theplug-inisintended for usein an environment where an Apache Server servesstatic
pages, and another part of the document tree (dynamic pages best generated by HTTP
Servlets or JavaServer Pages) is delegated to WebL ogic Server, which may be
operating in a different process, possibly on a different host. To the end user — the
browser — the HT TP requests del egated to WebL ogic Server still appear to be coming
from the same source.

The HTTP-tunneling can also operate through the plug-in, providing non-browser
clients access to WebL ogic Server services.

The Apache HTTP Server Plug-In operates as an Apache module within an Apache
HTTP Server. An Apache moduleisloaded by Apache Server at startup, and then
certain HTTP requests are delegated to it. Apache modules are similar to HTTP
servlets, except that an Apache module is written in code native to the platform.

Keep-Alive Connections in Apache

The Apache HTTP Server Plug-In creates a socket for each request and closes the
socket after reading the response. Because Apache HTTP Server is multiprocessed,
connection pooling and keep-alive connections between WebL ogic Server and
theApache HTTP Server Plug-In cannot be supported.

Proxying Requests

9-2

The plug-in proxies requests to WebL ogic Server based on a configuration that you

specify. You can proxy requests either based on the URL of the request (or a portion
of theURL). Thisiscalled proxying by path. Y ou can also proxy request based on the
MIME type of the requested file. Y ou can also use a combination of both methods. If
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arequest matches both criteria, the request is proxied by path. You can also specify
additional parameters for each of these types of requests that define additional
behavior of the plug-in. For more information, see “ Configuring the Apache HTTP
Server Plug-In” on page 9-6.

Platform Support

The Apache HTTP Server Plug-In is supported on Linux, Solaris and HPUX 11
platforms. For information on support for specific versions of Apache, see the BEA
WebL ogic Server Platform Support Page at

http://e-docs.bea.com/wl g/platf orms/index.html#apach.

Installing the Apache HTTP Server Plug-In

You ingtall the Apache HTTP Server Plug-In as an Apache module along with your
Apache HTTP Server installation. To install the Apache HTTP Server Plug-In:

1. Locatethe shared object file for your platform.

The Apache plug-in is distributed as a shared object (. so) for use on Solaris,
Linux, and HPUX11 platforms. Each shared object file is distributed as separate
versions, depending on the platform, whether or not SSL isto be used between
the client and A pache, and the encryption strength for SSL (regular or 128 hit).
The shared object files are located in the following directories of your WebL ogic
Server installation:

Solaris

lib/solaris
Linux

I'ib/linux
HPUX11

I'i b/ hpux11
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Choose the appropriate shared object from the following table.:

Apache Regular Strength 128-bit
Version Encryption Encryption

Standard nmod_w . so nmod_w 128. so
Apache,

Version 1.x

Apache w/ nmod_wl _ssl . so nmod_wl 128 ssl . so
SSL/EAPI

Version 1.x

(Stronghold,

modssl etc).

Apache+ Raven nod_w _ssl _raven. so nod_wl 128_ssl _raven. so
Version 1.x
Required
because Raven
appliesfrontpage
patches that
makes the
plug-in
incompatible
with the standard
shared object.

2. Enable the shared object.

The Apache HTTP Server Plug-1n will be installed as an Apache Dynamic
Shared Object (DSO). DSO support in Apache is based on a module named
mod_so. ¢ that must be enabled before mod_w . so isloaded. If you installed
Apache using the supplied script, mod_so. ¢ should already be enabled. To
verify that mod_so. ¢ isenabled, execute the following command:

APACHE_HOWE/ bi n/ httpd -1

(Where APACHE_HOME is the directory containing your Apache HTTP Server
installation.)

This command lists all of the enabled modules. If nod_so. ¢ isnot listed, build
your Apache HTTP Server from the source code, making sure that the following
options are configured:
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--enable-modul e=so
--enable-rule=SHARED_CORE

. Install the Apache HTTP Server Plug-1n with a support program called apxs
(APache eXtenSion) that builds DSO-based modules outside of the Apache
source tree, and adds the following lineto the ht t pd. conf file:

AddMbdul e nmod_so. ¢

In your WebL ogic Server installation, use a command shell to navigate to the
directory that contains the shared object for your platform and activate the
webl ogi ¢_nodul e by issuing this command (note that you must have Perl
installed to run this Perl script):

perl APACHE HOVE/ bi n/ apxs —i —a —n webl ogi ¢ nod_w . so

This command copies the mod_w . so file to the APACHE_HOME/ | i bexec
directory. It also adds two lines of instructions for webl ogi c_nodul e to the
htt pd. conf file and activates the module. Make sure that the following lines
were added to your APACHE_HOVE/ conf / htt pd. conf file;

LoadMbdul e webl ogi c_nodul e
AddMbdul e nod_webl ogi c. ¢

. Verify the syntax of the APACHE_HOME/ conf/ ht t pd. conf filewith the
following command:

APACHE_HOVE/ bi n/ apachect 1 confi gt est

The output of this command indicates any errorsin your ht t pd. conf file.

. Configure any additional parametersin the Apacheht t pd. conf configuration
file as described in the section “ Configuring the Apache HTTP Server Plug-In”
on page 9-6. Theht t pd. conf file alowsyou to customize the behavior of the
Apache HTTP Server Plug-In.

. Start Weblogic Server.
. Start (or restart if you have changed the configuration) Apache HTTP Server.

. Test the Apache plug-in by opening a browser and setting the URL to the Apache
Server +“/ webl ogi ¢/ ", which should bring up the default WebL ogic Server
HTML page, welcome file, or default servlet, as defined for the default Web
Application on WebL ogic Server. For example:

http:// nyApacheserver. conl webl ogi ¢/
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Configuring the Apache HTTP Server Plug-In

After youinstall the plug-in (see“Installing the Apache HTTP Server Plug-In” on page
9-3), edit the ht t pd. conf fileto configure the Apache plug-in. Editing the

htt pd. conf fileinformsthe Apache web server that it should load the native library
for the plug-in as an Apache module and also describes which requests should be
handled by the module.

Editing the httpd.conf File

9-6

To edit theht t pd. conf fileto configure the Apache HTTP Server Plug-In:

1. Openthenhttpd. conf file. Thefileislocated at
APACHE_HOME/ conf/ ht 't pd. conf (where APACHE HOVE isthe root directory of
your Apacheinstallation).

2. Verify that the following two lines were added to the ht t pd. conf filewhen you
ran the apxs utility:

LoadModul e webl ogi c_nodul e | i bexec/ mod_w . so
AddModul e nod_webl ogi c. c

3. Addan| f Modul e block that defines one of the following:

For a non-clustered WebL ogic Server:
TheweblLogi cHost and WebLogi cPort parameters.

For acluster of WebL ogic Servers:
TheweblLogi cC ust er parameter.

For example:

<I f Modul e nod_webl ogi c. c>
WebLogi cHost nywebl ogi c. server. com
WebLogi cPort 7001

</ | f Modul e>

4. If you want to proxy requests by MIME type, also add a Mat chExpr essi on line
tothe f Modul e block. (You can also proxy requests by path. Proxying by path
takes precedence over proxying by MIME type. If you only want to proxy
requests by path, skip to step )
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For example, the following | f Modul e block for a non-clustered WebL ogic
Server specifiesthat all fileswith MIME type. j sp are proxied:

<| f Modul e nod_webl ogi c. c>
WebLogi cHost nywebl ogi c. server.com
WeblLogi cPort 7001
Mat chExpression *.jsp

</| f Modul e>

You can also use multiple Mat chExpr essi ons, for example:

<I| f Modul e nod_webl ogi c. c>
WebLogi cHost nywebl ogi c. server.com
WeblLogi cPort 7001
Mat chExpression *.jsp
Mat chExpr ession *. xyz
</| f Modul e>

If you are proxying requests by MIME type to a cluster of WebL ogic Servers,
use the WebLogi cd ust er parameter instead of the WebLogi cHost and
WebLogi cPort parameters. For example:

<I| f Modul e nod_webl ogi c. c>
WebLogi cd uster wlsl. com 7001, wis2. com 7001, wls3. com 7001
Mat chExpression *.jsp
Mat chExpr essi on *. xyz

</ 1 f Modul e>

If you want to proxy requests by path, use the Locat i on block and the

Set Handl er statement. Set Handl er specifiesthe handler for the Apache HTTP
Server Plug-In module. For example the following L ocation block proxies all
reguests containing the / webl ogi ¢ inthe URL:

<Locati on /webl ogi c>
Set Handl er webl ogi c- handl er
</ Locati on>

Define any additional parameters for the Apache HTTP Server Plug-In.

The Apache HTTP Server Plug-In recognizes the parameters listed in “ General
Parameters for Web Server Plug-Ins’ on page C-2. To modify the behavior of
your Apache HTTP Server Plug-In, define these parameters either:

e inalocati on block, for parameters that apply to proxying by path, or
e inanlIfMdul e block, for parameters that apply to proxying by MIME type.
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Notes on Editing the httpd.conf File

m  Asan dternative to the procedure in “ Editing the httpd.conf File’ on page 9-6,
You can define parameters in a separate file called webl ogi c. conf filethat is
included in the | f Modul e block. Using thisincluded file may help modularize
your configuration.For example

<I f Modul e nod_webl ogi c. c>
# Config file for WebLogic Server that defines the paraneters
I ncl ude conf/webl ogi c. conf

</ | f Modul e>

Note: Defining parametersin an included fileis not supported when using SSL
between Apache HTTP Server Plug-1n and WebL ogic Server.

m Each parameter should be entered on anew line. Do not put an ‘=" between the
parameter and its value. For example:

PARAM 1 val uel
PARAM 2 val ue2
PARAM 3 val ue3

m If arequest matches both a MIME type specified in aMat chExpr essi on inan
I f Modul e block and a path specified in aLocat i on block, the behavior
specified by the Locat i on block takes precedence.

m If you define the Cooki eNane parameter, you must defineitinan | f Modul e
block.

Using SSL With the Apache Plug-In

9-8

Y ou can use the Secure Sockets Layer (SSL) protocol to protect the connection
between the Apache HTTP Server Plug-In and WebL ogic Server. The SSL protocol
provides confidentiality and integrity to the data passed between the Apache HTTP
Server Plug-1n and WebL ogic Server. In addition, the SSL protocol allowsthe plug-in
to authenticate itself to WebL ogic Server to ensure that information is passed to a
trusted principal .
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The Apache HTTP Server Plug-1n does not use the transport protocol (ht t p or ht t ps)
specifiedinthe HT TP request (usually by the browser) to determine whether or not the
SSL protocoal is used to protect the connection between the Apache HTTP Server
Plug-In and WebL ogic Server.

Note: You cannot configure a 2-way SSL between the Apache HTTP Server and
WebL ogic Server. The SSL protocol is a point-to-point connection,
cyptographically sealed end-to-end. Therefore, any type of proxy or firewall
cannot see into the SSL socket. The Apache HTTP Server acts as the server
end-point in the SSL connection. The configuration is:

client-->2-way SSL-->Apache<--1-way SSL<--WblLogic Server

The Apache HTTP Server cannot use the digital certificate from the first SSL
connection in the second SSL connection because it cannot use the client’'s
private key.

Configuring SSL Between the Apache HTTP Server
Plug-In and WebLogic Server

To usethe SSL protocol between Apache HTTP Server Plug-1n and WebL ogic Server:

1. Configure WebL ogic Server for SSL. For more information, see “Configuring the
SSL Protocol” on page 12-28.

2. Configure the WebL ogic Server SSL listen port. For more information, see
“Configuring the Listen Port” on page 7-3.

3. SetthewebLogi cPort parameter inthehtt pd. conf fileto thelisten port
configured in step 2.

4. Set the Secur ePr oxy parameter in the ht t pd. conf fileto ON.

5. Set any additional parametersintheht t pd. conf filethat defineinformation
about the SSL connection. For a complete list of parameters, see “SSL
Parameters for Web Server Plug-Ins’” on page C-11.
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Issues with SSL-Apache Configuration

Two known issues arise when you configure the Apache plug-in to use SSL.:

m  ThePat hTri m(see page C-3) parameter must be configured inside the
<Locati on>tag

The following configuration isincorrect:

<Locati on /webl ogi c>
Set Handl er webl ogi c- handl er
</ Locati on>

<I f Modul e nod_webl ogi c. c>
WebLogi cHost | ocal host
WebLogi cPort 7001

Pat hTri m / webl ogi c
</ | f Modul e>

The following configuration is the correct setup:

<Locati on /webl ogi c>
Set Handl er webl ogi c- handl er
Pat hTri m / webl ogi c

</ Locati on>

m Thel ncl ude directive does not work with Apache SSL. You must configure all
parametersdirectly intheht t pd. conf file. Do not use the following
configuration when using SSL:

<I f Modul e nbd_webl ogi c. c>
Mat chExpression *.jsp
I ncl ude webl ogi c. conf
</ 1 f Modul e>
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Connection Errors and Clustering Failover

When the Apache HTTP Server Plug-In attempts to connect to WebL ogic Server, the
plug-in uses several configuration parameters to determine how long to wait for
connections to the WebL ogic Server host and, after a connection is established, how
long the plug-in waitsfor aresponse. If the plug-in cannot connect or does not receive
aresponse, the plug-in will attempt to connect and send the request to other WebL ogic
Serversin the cluster. If the connection fails or there is no response from any

WebL ogic Server in the cluster, an error message is sent.

Figure 9-1 “Connection Failover” on page 9-13 demonstrates how the plug-in handles
failover.

Connection Failures

Failure of the host to respond to a connection request could indicate possible problems
with the host machine, networking problems, or other server failures.

Failure of WebL ogic Server to respond, could indicate that WebL ogic Server is not
running or is unavailable, a hung server, a database problem, or other application
failure.

Failover with a Single, Non-Clustered WebLogic Server

If you arerunning only asingle WebL ogic Server the same logic described here
applies, except that the plug-in only attempts to connect to the server defined with the
WebLogi cHost parameter. If the attempt fails, an HTTP 503 error messageis
returned. The plug-in continues trying to connect to WebL ogic Server until

Connect Ti meout Secs is exceeded.
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The Dynamic Server List

When you specify alist of WebL ogic ServersintheweblLogi cC ust er parameter, the
plug-in uses that list as a starting point for load balancing among the members of the
cluster. After the first request is routed to one of these servers, adynamic server listis
returned containing an updated list of serversin the cluster. The updated list adds any
new serversin the cluster and deletes any that are no longer part of the cluster or that
have failed to respond to requests. This list is updated automatically with the HTTP
response when a change in the cluster occurs.

Failover, Cookies, and HTTP Sessions

9-12

When areguest contains a session information stored in a cookie, inthe POST data, or
by URL encoding, the session ID contains a reference to the specific server in which
the session was originally established (called the primary server) and areferenceto an
additional server wherethe original sessionisreplicated (called the secondary server).
A request containing a cookie attempts to connect to the primary server If that attempt
fails, the request is routed to the secondary server. If both the primary and secondary
serversfail, the sessionislost and the plug-in attempts to make a fresh connection to
another server in the dynamic cluster list. For more information see Figure 9-1
“Connection Failover” on page 9-13.
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Figure9-1 Connection Failover
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Template for the httpd.conf File

Thissection containsasampleht t pd. conf file. Y ou can usethissampleasatemplate
that you can modify to suit your environment and server. Lines beginning with # are
comments. Note that Apache HTTP Server is not case sensitive, and that the
LoadModul e and AddModul e lines are automatically added by the apxs utility.

HEHHHH B HHH R HH B R H R H R R H R R H R R R

APACHE- HOVE/ conf/ htt pd. conf file
HHHHH R HH R R

LoadMbdul e webl ogi c_nodul e I'i bexec/ nod_w . so
AddModul e nod_webl ogi c. c

<Location /webl ogi c>

Set Handl er webl ogi c- handl er

Pat hTri m / webl ogi c

Error Page http://nyerrorpagel. nydomai n. com
</ Locati on>

<Location /servletinmges>

Set Handl er webl ogi c- handl er

Pat hTri m / sonet hi ng

ErrorPage http://nyerrorpagel. nydomai n. com
</ Locati on>

<I f Modul e nod_webl ogi c. c>
Mat chExpression *.jsp
WebLogi cC uster wlsl.com 7001, wls2. com 7001, wis3. com 7001
Error Page http://nyerrorpage. nydomai n. com

</ | f Modul e>

Sample Configuration Files

9-14

Instead of defining parametersinthel ocati on block of your ht t pd. conf file, if
you prefer, you can use awebl ogi c. conf filethat isloaded by the! f Modul e in the
htt pd. conf file. The following examples may be used as templates that you can
modify to suit your environment and server. Lines beginning with ‘# are comments.
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Example Using WebLogic Clusters

# These paraneters are conmon for all URLs which are

# directed to the current module. If you want to override
# these paraneters for each URL, you can set themagain in
# the <Location> or <Files> blocks. (Except WebLogi cHost,

# WebLogi cPort, WebLogi cd uster, and Cooki eNane.)

<I| f Modul e nod_webl ogi c. c>
WeblLogi cd uster wlsl.com 7001, wis2. com 7001, wis3. com 7001
Error Page http://nyerrorpage. nydomai n. com
Mat chExpression *.jsp

</| f Modul e>

BT R T R R

Example Using Multiple WebLogic Clusters

# These paraneters are conmon for all URLs which are

# directed to the current module. If you want to override
# these paraneters for each URL, you can set themagain in
# the <Location> or <Files> blocks (Except WbLogi cHost,

# WebLogi cPort, WebLogi cd uster, and Cooki eNane.)

<| f Modul e nod_webl ogi c. c>
Mat chExpression *.jsp WbLogi cHost =nyHost | WebLogi cPort =7001| Debug=0N
Mat chExpression *. html WebLogi cCl ust er =myHost 1: 7282, nyHost 2: 7283| Er r or Page=
http://ww. xyz. conferror. htm
</ | f Modul e>

Example Without WebLogic Clusters

# These paraneters are conmon for all URLs which are

# directed to the current module. If you want to override
# these paraneters for each URL, you can set themagain in
# the <Location> or <Files> blocks (Except WbLogi cHost,

# WebLogi cPort, WebLogi cd uster, and Cooki eNane. )

<I| f Modul e nod_webl ogi c. c>
WebLogi cHost nywebl ogi c. server.com
WebLogi cPort 7001
Mat chExpression *.jsp

</ | f Modul e>
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Example Configuring IP-Based Virtual Hosting

NarmeVi rtual Host 172.17.8.1

<Vi rtual Host gol dengat e. donai n1. con®

WebLogi cd uster tehamal: 4736, t ehama2: 4736, t ehana: 4736
Pat hTrim/ x1

Connect Ti meout Secs 30

</ Vi rtual Host >

<Vi rtual Host gol dengat e. donai n2. con®

Wbl ogi cd uster greenl: 4736, green2: 4736, gr een3: 4736
Pat hTrim/yl

Connect Ti meout Secs 20

</ Vi rtual Host >

Example Configuring Name-Based Virtual Hosting With a
Single IP Address

9-16

<Virtual Host 162.99.55. 208>
Server Nane nyserver. nydomai n. com
<Location / >
Set Handl er webl ogi c- handl er
WebLogi cd uster 162.99.55. 71: 7001, 162. 99. 55. 72: 7001
| dempot ent ON
Debug ON
DebugConfi gl nfo ON
</ Locati on>
</ Vi rtual Host >

<Virtual Host 162.99.55. 208>
Server Nane nyserver. nydomai n. com
<Location / >
Set Handl er webl ogi c- handl er
WebLogi cHost russel |
WebLogi cPort 7001
Debug ON
DebugConfi gl nfo ON
</ Locati on>
</ Vi rt ual Host >
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CHAPTER

10 Installing and

Configuring the
Microsoft Internet
Information Server
(ISAPI) Plug-In

This following sections describes how to install and configure the Microsoft Internet
Information Server Plug-In. The following topics are covered:

m “Overview of the Microsoft Internet Information Server Plug-In” on page 10-2
m “Installing the Microsoft Internet Information Server Plug-In” on page 10-3
m “Sampleiisproxy.ini File" on page 10-7

m “Using SSL with the Microsoft Internet Information Server Plug-In” on page
10-7

m  “Proxying Servlets From |ISto WebL ogic Server” on page 10-9
m “Testing the Installation” on page 10-10

m “Connection Errors and Clustering Failover” on page 10-11
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Overview of the Microsoft Internet
Information Server Plug-In

The Microsoft Internet Information Server Plug-1n allows requests to be proxied from
aMicrosoft Internet Information Server (11S) to WebL ogic Server. The plug-in
enhancesan | Sinstallation by allowing WebL ogic Server to handle those requeststhat
require the dynamic functionality of WebL ogic Server.

The Microsoft Internet Information Server Plug-In isintended for usein an
environment where the Internet Information Server (11S) serves static pages such as
HTML pages, while dynamic pages such as HTTP Servlets or JavaServer Pages are
served by WebL ogic Server. The WebL ogic Server may be operating in a different
process, possibly on adifferent host. To the end user—the browser—the HTTP
requests delegated to WebL ogic Server still appear to be coming from 1S, The
HTTP-tunneling facility of the WebL ogic client-server protocol also operates through
the plug-in, providing accessto all WebL ogic Server services.

Connection Pooling and Keep-Alive

The Microsoft Internet Information Server Plug-In improves performance by using a
re-usable pool of connections from the plug-in to WebL ogic Server. The plug-in
implements HTTP 1.1 keep-alive connections between the plug-in and WebL ogic
Server by re-using the same connection in the pool for subsequent requests from the
same client. If the connection is inactive for more than 30 seconds, (or a user-defined
amount of time) the connection is closed and returned to the pool.

Proxying Requests

10-2

The plug-in proxies requests to WebL ogic Server based on a configuration that you
specify. You can proxy requests either based on the URL of the request (or a portion
of theURL). Thisiscalled proxying by path. Y ou can also proxy request based on the
MIME type of the requested file. Y ou can also use a combination of both methods. If
arequest matches both criteria, the request is proxied by path. You can also specify
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additional parameters for each of these types of requests that define additional
behavior of the plug-in. For more information, see “Installing the Microsoft Internet
Information Server Plug-In” on page 10-3.

Platform Support

For the latest information on operating system and 11S version compatibility with the
Microsoft Internet Information Server Plug-In, see the platform support page at
http://e-docs. bea. coml W s/ pl atforns/index. ht M #i i s.

Installing the Microsoft Internet
Information Server Plug-In

Toinstall the Microsoft Internet Information Server Plug-In:

1

Copy thei i sproxy. dl | filefromthe/ bi n directory of your WebL ogic Server
installation into aconvenient directory that isaccessible by 11S. Thisdirectory must
also contain thei i sproxy.ini file.

Start the 1S Internet Service Manager by selecting it from the Microsoft 11S Start
menul.

In the left panel of the Service Manager, select your website (the default is
“Default Web Site”).

Click the “Play” arrow in the toolbar to start.

Open the properties for the selected website by holding the right mouse button
down over the website selection in the left panel.

In the Properties panel, select the Home Directory tab, and click the
Configuration button in the Applications Settings section.

Configure proxying by file type:
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10-4

a. Onthe App Mappingstab, click the Add button to add file types and configure
them to be proxied to WebL ogic Server.

b. Inthediaog box, browseto find the“i i sproxy. dl 1" file.

c. Setthe Extension to thetype of filethat you want to proxy to WebL ogic Server.
d. Select the “Script engine” check box.

e. Set Execute Permissions to “ Scripts and Executables’.

f. Deselect the“ Check that file exists” check box.

g. Set the Method exclusions as needed to create a secure installation.

h. When you finish, click the OK button to save the configuration. Repeat this
process for each file type you want to proxy to WebL ogic.

i.  When you finish configuring file types, click the OK button to close the
Properties panel.

Note: Any path information you add to the URL after the server and port is passed
directly to WebL ogic Server. For example, if you request afile from I1S with
the URL:

http://myiis.comjspfiles/nyfile.jsp

itisproxied to WebL ogic Server with aURL such as

http:// mywebLogi c: 7001/ jspfiles/nmyfile.jsp
8. Createtheiisproxy.ini file

Theii sproxy.ini file contains name=value pairs that define configuration
parameters for the plug-in. The parameters are listed in “ General Parameters for
Web Server Plug-Ins’ on page C-2.

Note: Changes in the parameters will not go into effect until you restart the “11S
Admin Service” (Under services, in the control panel).

BEA recommends that you locatethei i sproxy. i ni fileinthe same directory
that containsthei i sproxy. dl | file. You can also use other locations. If you
place the file el sewhere, note that WebL ogic Server searchesfori i sproxy. i ni
in the following directories, in the following order:

a. Thesame directory wherei i sproxy. dl | islocated.
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b.

C.

The home directory of the most recent version of WebL ogic Server that is
referenced in the Windows Registry. If WebL ogic Server does not find the

i i sproxy.ini filethere, it continueslooking in the Windows Registry for
older versions of WebL ogic Server and looksfor thei i sproxy. i ni fileinthe
home directories of those installations.

c:\webl ogic

9. Define the WebL ogic Server host and port number to which the Microsoft
Internet Information Server Plug-In proxies requests. Depending on your
configuration, there are two ways to define the host and port:

If you are proxying requests to a single WebL ogic Server, define the
WebLogi cHost and WebLogi cPort parametersinthei i sproxy. i ni
file. For example:

WebLogi cHost =l ocal host
WebLogi cPort =7001

If you are proxying requests to a cluster of WebL ogic Servers, define the
WebLogi cCl ust er parameter intheii sproxy.ini file. For example:

WebLogi cd ust er =mywebl ogi c. com 7001, your webl ogi c. com 7001

10. Configure proxying by path. In addition to proxying by file type you can
configure the Microsoft Internet Information Server Plug-In to serve files based
on their pat h by specifying some additional parametersin thei i sproxy. i ni
file. Proxying by path takes precedence over proxying by MIME type.

To configure proxying by path:

a. Placetheiisforward. dl | fileinthesamedirectory asthei i sproxy. dl | file

and addthei i sf orward. dl | fileasafilter servicein 1S (WebSite Properties
— ISAPI Filterstab — Addtheiisforward dll).

Register . wl f or war d as a specia filetypeto be handled by i i sproxy.dl|.

Define the property W For war dPat h ini i sproxy. i ni . W For war dPat h
defines the path that is proxied to WebL ogic Server, for example:
W For war dPat h=/ webl ogi c.

Set the Pat hTr i mparameter to trim off the W For war dPat h when necessary.
For example, using

W For war dPat h=/ webl ogi ¢
Pat hTri m=/ webl ogi c
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trims arequest from 11S to Weblogic Server. Therefore,
/ webl ogi ¢/ sessi on ischangedto/ sessi on.

e. If youwant requeststhat do not contain extra path information (in other words,
reguests containing only ahost name), set the Def aul t Fi | eNane parameter
to the name of the welcome page of the Web Application to which the request
is being proxied. The value of this parameter is appended to the URL.

f. If you need to debug your application, set the Debug=0N" parameter in
iisproxy.ini.Ac:\tnp\iisforward.!| ogisgenerated containing alog of
the plug-in’s activity that you can use for debugging purposes.

11. Set any additional parametersinthei i sproxy.ini file. A completelist of
parametersis available in the appendix “ General Parameters for Web Server
Plug-Ins’ on page C-2.

12. 1f you are proxying servlets from I1S to WebL ogic Server and you are not
proxying by path, please read the section “ Proxying Servlets From IS to
WebL ogic Server” on page 10-9.

Creating ACLs through 1IS

ACLswill not work through the Microsoft Internet Information Server Plug-In if the
Authorization header isnot passed by I1S. Usethe following information to ensure that
the Authorization header is passed by 11S.

When using Basic Authentication, the user islogged on with local log-on rights. To
enable the use of Basic Authentication, grant each user account the Log On Locally
user right on the 11S server. Note the following two problems that may result from
Basic Authentication's use of local logon.

m |f the user does not have local log-on rights, Basic Authentication will not work
even if the FrontPage, 1S, and Windows NT configurations appear to be correct.

m A user who haslocal log-on rights and who can obtain physical accessto the
host computer running 1S will be permitted to start an interactive session at the
console.

To enable Basic Authentication, in the Directory Security tab of the console, ensure
that the Allow Anonymous option is"on" and all other options are "off".
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Sample iisproxy.ini File

Hereisasampleii sproxy.ini filefor use with asingle, non-clustered WebL ogic
Server. Comment lines are denoted with the “#” character.

# This file contains initialization name/value pairs
# for the |IS/ WebLogi ¢ pl ug-in.

WebLogi cHost =l ocal host
WebLogi cPort =7001
Connect Ti meout Secs=20
Connect Ret rySecs=2

Hereisasamplei i sproxy. i ni filewith clustered WebL ogic Servers. Comment lines
are denoted with the “#” character.

# This file contains initialization nanme/value pairs
# for the Il S/ WebLogi ¢ plug-in.

WebLogi cd ust er =mywebl ogi c. com 7001, your webl ogi ¢c. com 7001
Connect Ti meout Secs=20
Connect Ret rySecs=2

Note: If you are using SSL between the plug-in and WebL ogic Server the port
number should be defined asthe SSL listen port.

Using SSL with the Microsoft Internet
Information Server Plug-In

Y ou can use the Secure Sockets Layer (SSL) protocol to protect the connection
between the WebL ogic Server proxy plug-in and the Microsoft Internet Information
Server. The SSL protocol provides confidentiality and integrity to the data passed
between the Microsoft Internet Information Server Plug-In and WebL ogic Server. In
addition, the SSL protocol allows the WebL ogic Server proxy plug-in to authenticate
itself to the Microsoft I nternet Information Server to ensure that information is passed
to atrusted principal.
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The Microsoft Internet Information Server Plug-1n does not use the transport protocol
(htt p or ht t ps) to determine whether or not the SSL protocol will be used to protect
the connection between the proxy plug-in and the Microsoft Internet Information
Server. Inorder to usethe SSL protocol with the Microsoft I nternet | nformation Server
Plug-1n, configure the WebL ogic Server receiving the proxied requests to use the SSL
protocol. The port on the WebL ogic Server that is configured for secure SSL
communication is used by the WebL ogic Server proxy plug-in to communicate with
the Microsoft Internet Information Server.

Note: You cannot configure a2-way SSL between the Microsoft Internet
Information Server and WebL ogic Server. The SSL protocol isa
point-to-point connection, cyptographically sealed end-to-end. Therefore, any
type of proxy or firewall cannot see into the SSL socket. The Microsoft
Internet Information Server actsasthe server end-point in the SSL connection.
The configurationis:

client-->2-way SSL-->|1S<--1-way SSL<--WbLogic Server

The Microsoft Internet Information Server cannot use the digital certificate
fromthefirst SSL connectioninthe second SSL connection because it cannot
use the client’s private key.

To usethe SSL protocol between Microsoft Internet Information Server Plug-In and
WebL ogic Server:

1. Configure WebL ogic Server for SSL. For more information, see “Configuring the
SSL Protocol” on page 12-28.

2. Configure the WebL ogic Server SSL listen port. For more information, see
“Configuring the Listen Port” on page 7-3.

3. SetthewebLogi cPort parameter intheii sproxy.ini filetothelisten port
configured in step 2.

4. Setthe Secur ePr oxy parameter inthei i sproxy.ini fileto ON.

5. Set additional parametersin thei i sproxy. i ni filethat define the SSL
connection. For acompletelist of parameters, see “SSL Parameters for Web
Server Plug-Ins’ on page C-11.

For example:

WebLogi cHost =nywebl ogi c. com
WebLogi cPort =7002
Secur ePr oxy=0ON
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Proxying Servlets From IIS to WebLogic

Server

Servlets may be proxied by pathif thei i sf orward. dl | isregistered asafilter. You
would then invoke your serviet with a URL similar to the following:

http://webl ogi c: 7001/ webl ogi c/ nySer vl et

To proxy servletsifi i sforward. di | isnot registered asafilter, you must configure
proxying by file type.To proxy servlets by file type:

1

Register an arbitrary file type (extension) with I1S to proxy the request to the
WebL ogic Server, as described on page 10-3. in step 7. under “Installing the
Microsoft Internet Information Server Plug-In”.

Register your servlet in the appropriate Web Application. For more information
on registering servlets, see Configuring Servlets at

http://e-docs. bea. com W s/ docs60/ progr amm ng. ht nl #confi guri ng-s
ervliets.

Invoke your servlet with a URL formed according to this pattern:
http://ww. nyserver.con vi rtual Name/ anyfil e. ext

where vi r t ual Name isthe URL pattern defined in the <ser vl et - mappi ng>
element of the Web Application deployment descriptor (web. xm ) for this
serviet. and ext isafile type (extension) registered with 11S for proxying to
WebL ogic Server. Theanyfi | e part of the URL isignored in this context.

Note:

o |f theimage links called from the servlet are part of the Web Application,
you must also proxy the requests for the images to WebL ogic Server by
registering the appropriate file types (probably . gi f and. j pg) with IIS. You
can, however, choose to serve these images directly from 1S if desired.

e |f the serviet being proxied has links that call other servlets, then these links
must also be proxied to WebL ogic Server, conforming to the pattern shown
above.
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Testing the Installation

After you install and configure the Microsoft Internet Information Server Plug-In,
follow these steps for deployment and testing:

1. Make sure WebL ogic Server and I1S are running.
2. SaveaJSPfileinto the document root of the default Web Application.

3. Open abrowser and set the URL tothelIS+fi | enane. j sp asshown in this
example:

http://myii.server.comfilenane.jsp

If fil enane. j sp isdisplayed in your browser, the plug-inis functioning.
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Connection Errors and Clustering Failover

When the Microsoft Internet Information Server Plug-In attempts to connect to
WebL ogic Server, the plug-in uses several configuration parametersto determine how
long to wait for connections to the WebL ogic Server host and, after a connection is
established, how long the plug-in waitsfor aresponse. If the plug-in cannot connect or
does not receive aresponse, the plug-in will attempt to connect and send the request to
other WebL ogic Serversin the cluster. If the connection fails or there is no response
from any WebL ogic Server in the cluster, an error message is sent.

Figure 10-1 “Connection Failover” on page 10-13 demonstrates how the plug-in
handles failover.

Connection Failures

Failure of the host to respond to a connection request could indicate possible problems
with the host machine, networking problems, or other server failures.

Failure of WebL ogic Server to respond, could indicate that WebL ogic Server is not
running or is unavailable, a hung server, a database problem, or other application
failure.

Failover with a Single, Non-Clustered WebLogic Server

If you arerunning only asingle WebL ogic Server the same logic described here
applies, except that the plug-in only attempts to connect to the server defined with the
WebLogi cHost parameter. If the attempt fails, an HTTP 503 error messageis
returned. The plug-in continues trying to connect to WebL ogic Server until

Connect Ti meout Secs is exceeded.
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The Dynamic Server List

When you specify alist of WebL ogic ServersintheweblLogi cC ust er parameter, the
plug-in uses that list as a starting point for load balancing among the members of the
cluster. After the first request is routed to one of these servers, adynamic server listis
returned containing an updated list of serversin the cluster. The updated list adds any
new serversin the cluster and deletes any that are no longer part of the cluster or that
have failed to respond to requests. This list is updated automatically with the HTTP
response when a change in the cluster occurs.

Failover, Cookies, and HTTP Sessions

When areguest contains a session information stored in a cookie, inthe POST data, or
by URL encoding, the session ID contains a reference to the specific server in which
the session was originally established (called the primary server) and areferenceto an
additional server wherethe original sessionisreplicated (called the secondary server).
A request containing a cookie attempts to connect to the primary server If that attempt
fails, the request is routed to the secondary server. If both the primary and secondary
serversfail, the sessionislost and the plug-in attempts to make a fresh connection to
another server in the dynamic cluster list. For more information see Figure 10-1
“Connection Failover” on page 10-13.
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CHAPTER

11 Installing and

Configuring the
Netscape Enterprise
Server Plug-In (NSAPI)

The following sections describe how to install and configure the Netscape Enterprise
Server Plug-In (NES) proxy plug-in:

m “Overview of the Netscape Enterprise Server Plug-In” on page 11-2

m “Installing and Configuring the Netscape Enterprise Server Plug-In” on page
11-3

“Using SSL with the NSAPI Plug-In” on page 11-9

“Connection Errors and Clustering Failover” on page 11-11

“Failover Behavior When Using Firewalls and Load Directors’” on page 11-14

“Sample obj.conf file (not using a WebL ogic Cluster)” on page 11-15

“Sample obj.conf file (using a WebL ogic Cluster)” on page 11-17
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Overview of the Netscape Enterprise Server

Plug-In

The Netscape Enterprise Server Plug-In enables requests to be proxied from Netscape
Enterprise Server (NES, also called iPlanet) to WebL ogic Server. The plug-in
enhances an NES installation by allowing WebL ogic Server to handle those requests
that require the dynamic functionality of WebLogic Server.

The Netscape Enterprise Server Plug-In is designed for an environment where
Netscape Enterprise Server serves static pages, and aWeblogic Server (operatingin a
different process, possibly on a different host or hosts) is delegated to serve dynamic
pages, such as JSPs or pages generated by HTTP Servlets. The connection between
WebL ogic Server and the Netscape Enterprise Server Plug-In is made using clear text
or Secure Sockets Layer (SSL). To the end user—the browser—the HTTP requests
delegated to WebL ogic Server appear to come from the same source asthe stati c pages.
Additionally, the HTTP-tunneling facility of the WebL ogic Server can operate through
the Netscape Enterprise Server Plug-In, providing access to all WebL ogic Server
services (not just dynamic pages).

The Netscape Enterprise Server Plug-1n operates as an NSAPI module (see
http://hone. net scape. com servers/index. ht M) within a Netscape
Enterprise Server. The NSAPI module isloaded by NES at startup, and then certain
HTTPrequests are delegated to it. NSAPI issimilar to an HTTP (Java) servlet, except
that aNSAPI module is written in code native to the platform.

For moreinformation on supported versions of Netscape Enterprise Server and i Planet
servers, see the BEA WebL ogic Server Platform Support Page at
http://e-docs. bea. com W s/ pl at f or ns/ i ndex. ht m #pl ugi n.
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Connection Pooling and Keep-Alive

Connection Pooling and Keep-Alive

The WebL ogic Server NSAPI plug-in provides efficient performance by using a
re-usable pool of connections from the plug-in to WebL ogic Server. The NSAPI
plug-in automatically implements “keep-alive” connections between the plug-in and
WebL ogic Server. If aconnection isinactive for more than 30 seconds or a
user-defined amount of time, the connection is closed.

Proxying Requests

The plug-in proxies requests to WebL ogic Server based on a configuration that you
specify. You can proxy requests either based on the URL of the request (or a portion
of theURL). Thisiscalled proxying by path. Y ou can also proxy regquest based on the
MIME type of the requested file. Y ou can also use a combination of both methods. If
arequest matches both criteria, the request is proxied by path. Y ou can also specify
additional parameters for each of these types of requests that define additional
behavior of the plug-in. For more information, see the next section.

Installing and Configuring the Netscape
Enterprise Server Plug-In

Toinstall and configure the Netscape Enterprise Server Plug-In:
1. Copy thelibrary.

The WebL ogic NSAPI plug-in moduleis distributed as a shared object (. so) on
UNIX platforms and as a dynamic-link library (. dI I ) on Windows. These files
arerespectively located inthe/ 1i b or / bi n directories of your WebL ogic
Server distribution.
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Choose the appropriate library file for your environment from the BEA

WebL ogic Server Platform Support Page at

http://e-docs. bea. com’ wl s/ pl at f or ms/ i ndex. ht m #pl ugi n.. and copy
that file into the file system where NES is located.

2. Modify the obj . conf file. Theobj . conf file defines which requests are proxied
to WebL ogic Server and other configuration information. For details see
“Modifying the obj.conf File” on page 11-5.

3. If you are proxying requests by MIME type:

a. Add the appropriate lines to the obj . conf file. For more information, see
“Modifying the obj.conf File” on page 11-5.

b. Addany new MIME typesreferenced inthe obj . conf filetotheM ME. t ypes
file. You can add MIME types by using the Netscape server console or by
editing the M ME. t ypes filedirectly.

To directly edit the M ME. t ypes file, open the file for edit and type the
following line:

type=text/jsp exts=j sp

Note: For NES 4.0 (iPlanet), instead of adding the MIME type for JSPs,
change the existing MIME type from

magnus-internal /jsp
to
text/jsp.
To use the Netscape console, select Manage Preferences— Mime Types, and
make the additions or edits.
4. Deploy and test the Netscape Enterprise Server Plug-In
a. Start WebL ogic Server.

b. Start Netscape Enterprise Server. If NESisaready running, you must either
restart it or apply the new settingsfrom the consolein order for the new settings
to take effect.

c. Totestthe Netscape Enterprise Server Plug-In, open abrowser and set the URL
to the Enterprise Server + / webl ogi ¢/, which should bring up the default
WebL ogic Server HTML page, welcomefile, or default servlet, as defined for
the default Web Application on WebL ogic Server, as shown in this example:
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Modifying the obj.conf File

http://nmyenterprise. server.conm webl ogi c/

Modifying the obj.conf File

To use the Netscape Enterprise Server Plug-In, you must make several modifications
tothe NES obj . conf file. These modifications specify how requests are proxied to
WebL ogic Server. Y ou can proxy requests by URL or by MIME type. The procedure
for each is described later in this section.

The Netscape obj . conf fileisvery strict about the placement of text. To avoid
problems, note the following regarding the obj . conf file:

Eliminate extraneous leading and trailing white space. Extra white space can
cause your Netscape server to fail.

If you must enter more characters than you can fit on one line, place a backslash
(\) at the end of that line and continue typing on the following line. The

backs ash directly appends the end of the first line to the beginning of the
following line. If a space is necessary between the words that end the first line
and begin the second line, be certain to use one space, either at the end of the
first line (before the backslash), or at the beginning of the second line.

Do not split attributes across multiple lines. (For example, al serversin a cluster
must be listed in the same line, following WebLogi cCl ust er).

If arequired parameter is missing from the configuration, when the object is
invoked it issues an HTML error that notes the missing parameter from the
configuration.

To configure the obj . conf file:

1

Locate and open obj . conf .
The obj . conf filefor your NES instanceisin the following location:
NETSCAPE_HOVE/ ht t ps- | NSTANCE_NAME/ confi g/ obj . conf

Where NETSCAPE_HOME is the root directory of the NES installation, and

I NSTANCE_NAME isthe particular “instance” or server configuration that you are
using. For example, on a UNIX machine called myuni xmachi ne, the obj . conf
file would be found here:
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2.

/usr/1ocal / net scape/ enterprise-351/
ht t ps- nyuni xmachi ne/ confi g/ obj . conf

Instruct NES to load the native library as an NSAPI module

Add the following lines to the beginning of the obj . conf file. Theselines
instruct NES to load the native library (the. so or . dI | file) asan NSAPI
module:

Init fn="1oad-nodul es" funcs="w _proxy,w _init"\

shl i b=/usr/ 1 ocal / net scape/ pl ugi ns/ SHARED LI BRARY

Init fn="w __init"

Where SHARED_L| BRARY isthe shared object or dI | (for example

I'i bproxy. so) that you installed in step 1. under “Installing and Configuring the
Netscape Enterprise Server Plug-In” on page 11-3. The function

“I oad- nodul es” tagsthe shared library for |oading when NES starts up. The
values“w _proxy” and “w _i ni t " identify the functions that the Netscape
Enterprise Server Plug-In executes.

If you want to proxy requests by URL, (Also called proxying by path. If you
want to proxy requests by MIME type, see step 4. ) create a separate <bj ect >
tag for each URL that you want to proxy and define the Pat hTr i mparameter.
Proxying by path supersedes proxying by MIME type. The following isan
example of an <Qbj ect > tag that proxies arequest containing the string
*/webl ogi c/ *.

<Chj ect name="webl ogi c" ppat h="*/webl ogi ¢/ *">

Service fn=w _proxy WebLogi cHost =nyserver. com

WeblLogi cPort =7001 Pat hTri n¥"/webl ogi c"
</ Cbj ect >

To create an <Obj ect > tag to proxy requests by URL.:
a.  Specify aname for this object (optional) inside the opening <bj ect > tag

using the nane attribute. The name attribute isinformational only and is not
used by the Netscape Enterprise Server Plug-In. For example

<Cbj ect name=nyCbj ect ...>

b. Specify the URL to be proxied within the <bj ect > tag, using the ppat h
attribute. For example:

<Chj ect name=nyObj ect ppat h="*/webl ogi c/*>

The value of the ppat h attribute can be any string that identifies requests
intended for Weblogic Server. When you use appat h, every request that
contains that path is redirected. For example, appat h of “*/ webl ogi c/ *”
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4.

C.

redirects every request that begins“ht t p: / / ent er pri se. coml webl ogi c”
to the Netscape Enterprise Server Plug-I1n, which sends the request to the
specified Weblogic host or cluster.

Add the Ser vi ce directive within the <bj ect > and </ Obj ect > tags. In the
Ser vi ce directive you can specify any valid parameters as name=value pairs.
Separate multiple name=val ue pairs with one and only one space. For example:

Service fn=wl _proxy WebLogi cHost =nyserver. com
WebLogi cPort =7001 Pat hTri n¥"/webl ogi c"

For acomplete list of parameters, see “ General Parameters for Web Server
Plug-Ins’ on page C-2. You must specify the following parameters:

For a non-clustered WebL ogic Server:
The WeblLogi cHost and WeblLogi cPort parameters.

For acluster of WebL ogic Server:
The WeblLogi cCl ust er parameter.

The Ser vi ce directive should always begin with Servicef n=wl _pr oxy,
followed by valid name=value pairs of parameters.

Here is an example of the object definitions for two separate ppat hs that
identify requests to be sent to different instances of WebL ogic Server.

<bj ect nane="webl ogi c" ppat h="*/webl ogi c/*">

Service fn=wl _proxy WebLogi cHost =nyserver. com
WebLogi cPort =7001 Pat hTri n¥"/webl ogi c"

</ Cbj ect >

<bj ect nane="si" ppath="*/servl eti mages/*">

Service fn=wl _proxy WebLogi cHost =ot herserver. com
WebLogi cPort =7008

</ bj ect >

Note: Parameters that are not required, such asPat hTr i m can be used to
further configure the way the ppat h is passed through the Netscape
Enterprise Server Plug-In. For acomplete list of plug-in parameters, see
“General Parameters for Web Server Plug-Ins’ on page C-2.

If you want to proxy by MIME type, the MIME type must be listed in the

M ME. t ypes file. For instructions on modifying thisfile, see step 3. under
“Installing and Configuring the Netscape Enterprise Server Plug-In” on page
11-3.

All requests with a designated MIME type extension (for example, . j sp) can be

proxied to the WebL ogic Server, regardless of the URL.
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To proxy al requests of acertain file type to WebL ogic Server:

a. Addaservi ce directivetotheexistingdef aul t bj ect definition. (<Obj ect

name=defaul t ...>).

For example, to proxy all JSPsto a WebL ogic Server, the following Ser vi ce
directive should be added after the last line that begins with:

NameTrans fn=....
and before the line that begins with:
Pat hCheck.

Servi ce net hod="( GET| HEAD| POST| PUT) " type=text/jsp
f n=wl _pr oxy\

WeblLogi cHost =192. 1. 1. 4 WebLogi cPort=7001

Pat hPrepend=/j spfiles

This Ser vi ce directive proxies all fileswith the. j sp extension to the
designated WebL ogic Server, where they are served with a URL like this:

http://WebLogi c: 7001/ j spfiles/nyfile.jsp

The value of the Pat hPr epend parameter should correspond to the context
root of a Web Application that is deployed on the WebL ogic Server or cluster
to which requests are proxied.

After adding entries for the Netscape Enterprise Server Plug-In, the default
bj ect definition will be similar to the following example, with the
additions shown in bol d:

<hj ect name=defaul t >
NameTrans fn=pfx2dir fronr/ ns-icons\
dir="c:/ Net scape/ Sui t eSpot/ ns-i cons"
NameTr ans fn=pfx2dir fronr/ nc-icons\
dir="c:/ Net scape/ Sui t eSpot/ ns-i cons"
NameTrans fn="pfx2dir" from="/hel p" dir=\
"c:/ Net scape/ Sui t eSpot/ manual / htt ps/ ug"
NameTr ans fn=docunent-root root="c:/Netscape/ SuiteSpot/docs"
Servi ce net hod="( GET| HEAD| POST| PUT) " type=text/j sp\
fn=wl _proxy WebLogi cHost =l ocal host WebLogi cPort =7001\
Pat hPrepend=/j spfil es
Pat hCheck fn=nt-uri-clean
Pat hCheck fn="check-acl" acl="default"
Pat hCheck fn=fi nd- pat hi nfo
Pat hCheck fn=find-index i ndex-nanmes="index. htnl, hone. htm "
bj ect Type fn=type-by-extension
oj ect Type fn=force-type type=text/plain
Servi ce net hod=(GET| HEAD) type=nagnus-i nternal /i magemap\
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f n=i magemap
Servi ce met hod=( GET| HEAD) \
type=magnus-i nternal /directory fn=i ndex-comon
Servi ce met hod=( GET| HEAD) \
type=*~magnus-internal /* fn=send-file
AddLog fn=fl ex-10og name="access"
</ bj ect >

Add asimilar Ser vi ce statement to the default object definition for all other
MIME types that you want to proxy to WebL ogic Server.

5. If you want to enable HTTP-tunneling (optional):

Add the following object definition to the obj . conf file, substituting the
WebL ogic Server host name and the WebL ogic Server port number, or the name
of aWebL ogic Cluster that you wish to handle HTTP tunneling requests.

<bj ect nane="tunnel" ppat h="*/HTTPC nt*" >

Service fn=wl _proxy WebLogi cHost =192. 192. 1. 4\
WebLogi cPort =7001

</ bj ect >

Using SSL with the NSAPI Plug-In

Y ou can use the Secure Sockets Layer (SSL) protocol to protect the connection
between the Netscape Enterprise Server Plug-In, and WebL ogic Server. The SSL
protocol provides confidentiality and integrity to the data passed between the Netscape
Enterprise Server Plug-1n and WebL ogic Server. In addition, the SSL protocol allows
the WebL ogic Server proxy plug-in to authenticate itself to the Netscape Enterprise
Server to ensure that information is passed to atrusted principal.

The WebL ogic Server proxy plug-in does not use the transport protocol (ht t p or

ht t ps) specified inthe HTTP request (usually by the browser) to determine whether
or not the SSL protocol will be used to protect the connection between the Netscape
Enterprise Server Plug-In and WebL ogic Server.

Note:

Y ou cannot configure a 2-way SSL between the Netscape Enterprise Server
and WebL ogic Server. The SSL protocol is a point-to-point connection,
cyptographically sealed end-to-end. Therefore, any type of proxy or firewall
cannot see into the SSL socket. The Netscape Enterprise Server acts as the
server end-point in the SSL connection. The configuration is:
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client-->2-way SSL-->NSAP| <--1-way SSL<--WebLogic Server

The Netscape Enterprise Server cannot usethedigital certificate fromthefirst
SSL connection in the second SSL connection because it cannot use the
client’s private key.

To usethe SSL protocol between Netscape Enterprise Server Plug-1n and WebL ogic

Server:

1. Configure WebL ogic Server for SSL. For more information, see “ Configuring the
SSL Protocol” on page 12-28.

2. Configure the WebL ogic Server SSL listen port. For more information, see
“Configuring the Listen Port” on page 7-3.

3. SettheweblLogi cPort parameter inthe Ser vi ce directivein the obj . conf file
to the listen port configured in step 2.

4. Setthe Secur ePr oxy parameter in the Ser vi ce directivein the obj . conf file
fileto ON.

5. Set additional parametersin the Ser vi ce directiveinthe obj . conf file that

define information about the SSL connection. For a complete list of parameters,
see “SSL Parameters for Web Server Plug-Ins’ on page C-11.
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Connection Errors and Clustering Failover

When the Netscape Enterprise Server Plug-1n attemptsto connect to WebL ogic Server,
the plug-in uses several configuration parameters to determine how long to wait for
connections to the WebL ogic Server host and, after a connection is established, how
long the plug-in waitsfor aresponse. If the plug-in cannot connect or does not receive
aresponse, the plug-in will attempt to connect and send the request to other WebL ogic
Serversin the cluster. If the connection fails or there is no response from any

WebL ogic Server in the cluster, an error message is sent.

Figure 11-1 “Connection Failover” on page 11-13 demonstrates how the plug-in
handles failover.

Connection Failures

Failure of the host to respond to a connection request could indicate possible problems
with the host machine, networking problems, or other server failures.

Failure of WebL ogic Server to respond, could indicate that WebL ogic Server is not
running or is unavailable, a hung server, a database problem, or other application
failure.

Failover with a Single, Non-Clustered WebLogic Server

If you arerunning only asingle WebL ogic Server the same logic described here
applies, except that the plug-in only attempts to connect to the server defined with the
WebLogi cHost parameter. If the attempt fails, an HTTP 503 error messageis
returned. The plug-in continues trying to connect to WebL ogic Server until

Connect Ti meout Secs is exceeded.
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The Dynamic Server List

When you specify alist of WebL ogic ServersintheweblLogi cC ust er parameter, the
plug-in uses that list as a starting point for load balancing among the members of the
cluster. After the first request is routed to one of these servers, adynamic server listis
returned containing an updated list of serversin the cluster. The updated list adds any
new serversin the cluster and deletes any that are no longer part of the cluster or that
have failed to respond to requests. This list is updated automatically with the HTTP
response when a change in the cluster occurs.

Failover, Cookies, and HTTP Sessions

When areguest contains a session information stored in a cookie, inthe POST data, or
by URL encoding, the session ID contains a reference to the specific server in which
the session was originally established (called the primary server) and areferenceto an
additional server wherethe original sessionisreplicated (called the secondary server).
A request containing a cookie attempts to connect to the primary server If that attempt
fails, the request is routed to the secondary server. If both the primary and secondary
serversfail, the sessionislost and the plug-in attempts to make a fresh connection to
another server in the dynamic cluster list. For more information see Figure 11-1
“Connection Failover” on page 11-13.
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Failover Behavior When Using Firewalls and
Load Directors

In most configurations, the Netscape Enterprise Server Plug-In sends a request to the
primary instance of acluster. When that instance is unavailable, the request fails over
to the secondary instance. However, in some configurations that use combinations of
firewalls and load-directors, any one of the servers (firewall or load-directors) can
accept the request and return a successful connection while the primary instance of
WebL ogic Server isunavailable. After attempting to direct the request to the primary
instance of WebL ogic Server (which isunavailable), the request is returned to the
plug-in as “ connection reset”.

Requests running through combinations of firewalls (with or without load-directors)
are handled by WebL ogic Server. In other words, responses of connecti on reset
fail over to a secondary instance of WebL ogic Server. Because responses of
connection reset fal over inthese configurations, servlets must be idempotent.
Otherwise duplicate processing of transactions may result.
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Sample obj.conf file (not using a WebLogic
Cluster)

Below is an example of lines which should be added to the obj . conf fileif you are
not using acluster. Y ou can use this example as atempl ate that you can modify to suit
your environment and server. Lines beginning with’# are comments.

Note: Makesurethat you do not include any extraneouswhite spaceintheobj . conf
file. Copying and pasting from the samples bel ow sometimes adds extrawhite
space, which can create problems when reading the file.

Y ou can read the full documentation on Enterprise Server configuration filesin the
Netscape Enterprise Server Plug-In documentation.

A LR BEG N SAMPLE OBJ. CONF CONFI GURATION  ---------
# (no cluster)

The following line |ocates the NSAPI library for |oading at
startup, and identifies which functions within the library are
NSAPI functions. Verify the path to the library (the val ue

of the shlib=<...> paranmeter) and that the file is

readabl e, or the server fails to start.

HHHHH

Init fn="Ioad-modul es" funcs="w _proxy,w _init"\
shl i b=/usr/ 1 ocal / net scape/ pl ugi ns/ | i bproxy. so
Init fn="wl __init"

Configure which types of HITP requests shoul d be handl ed by the
NSAPI nodul e (and, in turn, by WblLogic). This is done
with one or nore "<Object>" tags as shown bel ow.

Here we configure the NSAPI nodul e to pass requests for
"/ webl ogic" to a WebLogi ¢ Server listening at port 7001 on
the host nywebl ogi c. server.com

HH B O HHH

<bj ect nane="webl ogi c" ppat h="*/webl ogi c/ *">

Service fn=wl _proxy WebLogi cHost =nywebl ogi c. server.com
WebLogi cPort =7001 Pat hTri n¥"/webl ogi c"

</ Cbj ect >

# Here we configure the plug-in so that requests that
# match "/servletinmages/" is handled by the
# plug-in/WbLogi c.
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<Cbhj ect name="si" ppath="*/servletimages/*">
Service fn=w _proxy WebLogi cHost =192. 192. 1. 4 WeblLogi cPort=7001
</ Cbj ect >

This bject directive works by file extension rather than
request path. To use this configuration, you nust al so add
aline tothe mnme.types file:

type=text/jsp ext s=j sp

This configuration neans that any file with the extension
".jsp" are proxied to WebLogi c. Then you nust add the
Service line for this extension to the Object "default",
whi ch shoul d al ready exist in your obj.conf file:

HHHHHFHHHHR

<hj ect name=defaul t >
NameTrans fn=pfx2dir fron¥/ ns-icons\
dir="c:/ Netscape/ Sui t eSpot/ ns-i cons"
NameTrans fn=pfx2dir fronr/ nc-icons\
dir="c:/ Net scape/ Sui t eSpot/ ns-i cons"
NameTrans fn="pfx2dir" from="/hel p" dir=\
"c:/ Net scape/ Sui t eSpot/ manual / htt ps/ ug"
NameTr ans fn=docunent-root root="c:/Netscape/ SuiteSpot/docs"
Servi ce net hod="( GET| HEAD| POST| PUT) " type=text/jsp fn=w _proxy\
WeblLogi cHost =l ocal host WebLogi cPort=7001 Pat hPrepend=/jspfiles
Pat hCheck fn=nt-uri-clean
Pat hCheck fn="check-acl" acl ="defaul t"
Pat hCheck fn=fi nd-pathinfo
Pat hCheck fn=find-index i ndex-nanmes="index. htnl, hone. htm "
bj ect Type fn=type-by-extension
bj ect Type fn=force-type type=text/plain
Servi ce net hod=( GET| HEAD) type=nagnus-i nternal /i magemap\
f n=i magenmap
Servi ce net hod=( GET| HEAD) \
t ype=magnus-internal /di rectory fn=i ndex-common
Servi ce net hod=( GET| HEAD) type=*~magnus-internal/* fn=send-file
AddLog fn=fl ex-10g nane="access"
</ Cbj ect >

# The followi ng directive enabl es HTTP-tunneling of the
# WebLogi c protocol through the NSAPI plug-in.

<Chj ect name="tunnel" ppat h="*/HTTPC nt*">
Service fn=w _proxy WebLogi cHost =192. 192. 1. 4 WebLogi cPort=7001
</ Cbj ect >
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Sample obj.conf file (using a WebLogic
Cluster)

Below is an example of lines which should be added to obj . conf if you areusing a
WebL ogic Server cluster. Y ou can use this exampl e as atemplate that you can modify
to suit your environment and server. Lines beginning with # are comments.

Note: Makesurethat you do not include any extraneouswhite spaceintheobj . conf
file. Copying and pasting from the samples bel ow sometimes adds extrawhite
space, which can create problems when reading the file.

For more information, see the full documentation on Enterprise Server configuration
files from Netscape.

A LR BEG N SAMPLE OBJ. CONF CONFI GURATION ---------
# (using a WebLogic Cluster)

#

# The following line locates the NSAPI library for |oading at

# startup, and identifies which functions within the library are
# NSAPI functions. Verify the path to the library (the val ue

# of the shlib=<...> paraneter) and that the file is

# readabl e, or the server fails to start.

Init fn="|oad-nmodul es" funcs="w _proxy,w _init"\
shl i b=/usr/ 1 ocal / net scape/ pl ugi ns/ | i bproxy. so
Init fn="wl __init"

# Configure which types of HITP requests shoul d be handl ed by the
# NSAPI nodule (and, in turn, by WebLogic). This is done
# with one or nore "<Ohject>" tags as shown bel ow.

# Here we configure the NSAPI nodul e to pass requests for
# "/weblogic" to a cluster of WebLogic Servers.

<bj ect nanme="webl ogi c"* ppat h="*/webl ogi c/*">

Service fn=wl _proxy \
WebLogi cCl ust er =" mywebl ogi ¢c. com 7001, your webl ogi c. com 7001, \
t hei rwebl ogi c. com 7001" Pat hTri m="/ webl ogi c"

</ hj ect >

# Here we configure the plug-in so that requests that
# match "/servl etinmages/" are handl ed by the
# plug-in/WbLogi c.
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<Cbhj ect name="si" ppath="*/servletimages/*">

Service fn=w _proxy \

WebLogi cd ust er =" mywebl ogi ¢c. com 7001, your webl ogi c. com 7001, \
t hei rwebl ogi c. com 7001"

</ Cbj ect >

This bject directive works by file extension rather than
request path. To use this configuration, you nust also add
aline to the mnme.types file:

type=text/jsp ext s=j sp

This configuration neans that any file with the extension
".jsp" is proxied to WebLogic. Then you nust add the
Service line for this extension to the Object "default",
whi ch shoul d al ready exist in your obj.conf file:

HHEHHFHHFHRFHR

<hj ect name=defaul t >
NameTr ans fn=pfx2dir fronr/ ns-icons\
dir="c:/ Net scape/ Sui t eSpot/ ns-i cons"
NameTr ans fn=pfx2dir frone/ nc-icons\
dir="c:/ Netscape/ Sui t eSpot/ ns-i cons"
NameTrans fn="pfx2dir" from="/hel p" dir=\
"c:/ Net scape/ Sui t eSpot/ manual / htt ps/ ug"
NameTr ans fn=docunent-root root="c:/Netscape/ SuiteSpot/docs"
Servi ce net hod="( GET| HEAD| POST| PUT) " type=text/jsp fn=w _proxy\
WebLogi cCl ust er =" mywebl ogi ¢c. com 7001, your webl ogi c. com 7001, \
t hei rwebl ogi c. com 7001", Pat hPrepend=/j spfil es
Pat hCheck fn=nt-uri-clean
Pat hCheck fn="check-acl" acl ="defaul t"
Pat hCheck fn=fi nd-pathinfo
Pat hCheck fn=find-index i ndex-nanmes="index.htnl, hone. htm "
bj ect Type fn=type-by-extension
bj ect Type fn=force-type type=text/plain
Servi ce net hod=( GET| HEAD) type=nagnus-i nternal /i magemap\
f n=i magenmap
Servi ce net hod=( GET| HEAD) \
t ype=magnus-internal /directory fn=i ndex-common
Servi ce nmet hod=( GET| HEAD) type=*~magnus-internal/* fn=send-file
AddLog fn=fl ex-10g nane="access"
</ Cbj ect >

# The followi ng directive enabl es HTTP-tunneling of the
# WebLogi c protocol through the NSAPI plug-in.

<Chj ect name="tunnel" ppat h="*/HTTPC nt*">

Service fn=w _proxy WebLogi cd uster="nmywebl ogi c. com 7001, \
your webl ogi c. com 7001, t hei rwebl ogi c. com 7001"

</ Cbj ect >
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CHAPTER

12 Managing Security

This section discusses the following topics:

Overview of Configuring Security
Changing the System Password
Specifying a Security Realm
Defining Users

Defining Groups

Defining a Group for a Virtual Host
Defining ACLs

Configuring the SSL Protocol
Configuring Mutual Authentication
Configuring RMI over 110P over SSL
Protecting Passwords

Installing an Audit Provider

Installing a Connection Filter
Configuring Security Context Propagation
Setting Up the Java Security Manager

Modifying the weblogic.policy File for Third Party or User-Written Classes
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Overview of Configuring Security

12-2

Implementing security in a WebL ogic Server deployment largely consists of
configuring fields that define the security policy for that deployment. WebL ogic
Server provides an Administration Console to help you define the security policy for
your deployment. Using the Administration Console, specify security-specific values
for the following elements of your deployment:

Realms

Users and Groups

Access Control Lists (ACLS) and permissions for WebL ogic Server resources
SSL protocol

Mutual authentication

Audit providers

Custom filters

Security context propagation

Because security features are closely related, it is difficult to determine where to start
when configuring security. In fact, defining security for your WebL ogic Server
deployment may be an iterative process. Although more than one sequence of steps
may work, we recommend the following procedure;

1
2.

Change the system password to protect your WebL ogic Server deployment.

Specify a security realm. By default, WebL ogic Server isinstalled with the File
realm in place. However, you may prefer an alternate security realm or a custom
security realm.

Define Users for the security realm. You can organize Users further by
implementing Groups in the security realm.

Define ACLs and permissions for the resources in your WebL ogic Server
deployment.
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5. Protect the network connection between clients and WebL ogic Server by
implementing the SSL protocol. When SSL is implemented, WebL ogic Server
usesits digital certificate, issued by atrusted certificate authority, to authenticate
clients. Thisstep is an optional but we recommend it.

6. Further protect your WebL ogic Server deployment by implementing mutual
authentication. When mutual authentication isimplemented, WebL ogic Server
must authenticate itself to the client and then the client in turn, must authenticate
itself to WebL ogic Server. Again, this step is an optional but we recommend it.

This section describes these configuration steps and the fields you set in the
Administration Console. For a complete description of WebLogic Server security
features, see Introduction to WebL ogic Security and Security Fundamentals.

For information about setting the security fieldsin the Administration Console and
detailed descriptions of each field, see the Administration Console Online Help.

For information about assigning security rolesto WebL ogic EJBs, see WebL ogic
Server 6.0 Deployment Properties.

For information about security in WebL ogic web applications, see Deploying and
Configuring Web Applications.

Changing the System Password

During installation you specify a password for the system User. The specified
password is associated with the syst emUser in WebL ogic Server and is stored in the
fileReal m properties fileinthe\ w server 6. 0\ confi g\ mydomai n directory.
The specified password corresponds to the Administration server for the domain and
all the managed servers associated with that Administration server.

The password is encrypted and is further protected when WebL ogic Server applies a
hash to it. To improve security, we recommend frequently changing the system
password that was set during installation.

To change the system password, do the following:
1. Open the Users window in the Administration Console.

2. Enter systeminthe User field.
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3. Enter anew password in the Password field.
4. Confirm the password.

When using an Administration Server and managed serversin a domain, the managed
server must always use the password for the Administration Server in the domain.
Alwayschangethe password for the Administration Server through the Administration
Console. The new password is propagated to all the managed server in the domain.
Remember the system password for adomain must match across all the serversin the
domain.

Note: The Petstore and the ExampleServer domains still store the system password
inapassword. i ni file. When using these domains, modify the system
password by modifying the password information in the passwor d. i ni file.

Specifying a Security Realm

By default WebL ogic Server isinstalled with the File realm in place. Before using the
File realm, you need to define several fieldsthat govern the use of the File realm. Y ou
set these fields on the Filerealm tab in the Security window of the Administration
Console.

The following table describes each field on the Filerealm tab.

Table 12-1 File Realm Fields

Field Description

Max Users Specifies the maximum number of Usersto be used with the File
realm. The File realm isintended to be used with 10,000 or fewer
Users. The minimum value for thisfield is 1 and the maximum value
i510,000. The default is 1,000.

Max Groups Specifies the maximum number of Groups to be used with the File
realm. The minimum value for thisfield is 1 and the maximum value
i510,000. The default is 1,000.
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Field Description

Max ACLs Specifies the maximum number of ACLsto be used with the File
realm. The minimum value for thisfield is 1 and the maximum value
is10,000. The default is 1,000.

If for any reason, f i | eReal m properti es iscorrupted or destroyed, you must
reconfigure all the security information for WebL ogic Server. Therefore, we
recommend that you take the following steps:

m  Make abackup copy of thefi | eReal m properti es fileand put it in a secure
place.

m  Set the permissionsonthefi | eReal m properti es file protections such that
the administrator of the WebL ogic Server deployment has write and read
privileges and no other users have any privileges.

Note: Y ou should also make abackup copy of theSeri al i zedSyst em ni . dat file
for the File realm. For more information about the
Seri al i zedSyst em ni . dat file, see Protecting Passwords

If, instead of the File realm, you want to use one of the alternate security realms
provided by WebL ogic Server or acustom security realm, set the fields for the desired
realm and reboot WebL ogic Server.

For moreinformation about security realmsin WebL ogic Server, see Security Reams.

Configuring the Caching Realm

Note: All configuration instructions are based on the use of the Administration
Console.

The Caching realm works with the File realm, alternate security realms, or custom
security realmsto fulfill client requests with the proper authentication and
authorization. The Caching realm storesthe results of both successful and unsuccessful
realm lookups. It manages separate cachesfor Users, Groups, permissions, ACLs, and
authentication requests. The Caching realm improves the performance of WebL ogic
Server by caching lookups, reducing the number of callsinto other security realms. For
more information about security realmsin WebL ogic Server, see Security Realms.
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The Caching realm isinstalled automatically when you install WebL ogic Server: the
cacheis set up to delegate to the other security realms but caching is not enabled. Y ou
have to enable caching through the Administration Console.

When you enabl e caching, the Caching realm savesthe results of arealmlookup inits
cache. Lookup results remain in the cache until either the specified number of seconds
defined for the time-to-live (TTL) fields has passed (the lookup result has expired) or
the cache has filled. When the cache is full, new lookup results replace the oldest
cached results. The TTL fields determine how long acached object isvalid. The higher
you set these fields, the less often the Caching realm callsthe secondary security realm.
Reducing the frequency of such callsimproves the performance. The trade-off isthat
changes to the underlying security realm are not recognized until the cached object
expires.

Note: When you obtain an object from asecurity realm, the object reflects asnapshot
of the object. To update the object, you must call the object’sget () method
again. For example, the membership of a Group is set when the Group is
retrieved from the security realm with a call to the get gr oup() method. To
update the members of the Group, you must call the get gr oup() method

again.

By default, the Caching realm operates on the assumption that the secondary security
realm is case-sensitive. In a case-sensitive security realm, the owners of usernames
bill andBill,for example aretreated as two distinct Users. The Windows NT
Security realm and the LDAP Security realm are examples of security realmsthat are
not case-sensitive. If you are using a security realm that is not case-sensitive, you must
disable the CacheCaseSensitive field. When thisfield is set, the Caching realm
converts usernamesto lowercase so that WebL ogic Server gives correct resultsfor the
security realm when it performs case-sensitive comparisons. When defining or
referencing Users or Groups in a case-sensitive security realm, type usernamesin
lowercase.

Configuring the Caching realm involves enabling various types of caches (such as
ACL, Authentication, Group, and Permission) and defining how each cache operates.
To do these tasks, define values for the field shown on the General tab in the Caching
Realm Configuration window. To save your changes, click the Apply button. When
you have finished defining the fields, reboot WebL ogic Server.

The following table describes each field on the General tab.

Table 12-2 Caching Realm Fields
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Field Description

Name Displaysthe active security realm. Thisfield
can not be changed.

Basic Realm The name of the class for the alternate
security realmor custom security realm being
used with the Caching realm.

Case Sensitive Cache Defines whether the specified security realm

is case-senditive. By default, thisfield is
enabled: therealmis case-sensitive. To usea
realm that is not case-sensitive (such asthe
Windows NT and LDAP security realms),
you must disable thisfield.

To enableand configurethe ACL cache, definevaluesfor thefields shown onthe ACL
tab in the Caching Realm Configuration window. To save your changes, click the
Apply button. When you have finished defining the fields, reboot WebL ogic Server.

The following table describes each field on the ACL tab.

Table 12-3 ACL CacheFields

Field Description
Enable ACL Cache Option for enabling the ACL cache.
ACL Cache Size The maximum number of ACL lookupsto

cache. Thedefaultis211. Thisfield should
be a prime number for best lookup
performance.

ACL Cache Positive TTL Thenumber of secondsto retain theresults
of asuccessful lookup. The default is 60
seconds.

ACL Cache Negative TTL The number of secondsto retain theresults
of an unsuccessful lookup. The default is
10 seconds.
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To enable and configure the Authentication cache, define values for the fields shown
on the Authentication tab in the Caching Realm Configuration window. To save your
changes, click the Apply button. When you have finished defining the fields, reboot
WebL ogic Server.

The following table describes each field on the Authentication tab.

Table 12-4 Authentication Cache Fields

Field Description

Enable Authentication Cache Option for enabling the Authentication
cache.

Authentication Cache Size The maximum number of Authenticate

requeststo cache. Thedefault is211. This
field should be a prime number for best
lookup performance.

Authentication Cache TTL Positive Thenumber of secondsto retain theresults
of asuccessful lookup. The default is 60
seconds.

Authentication Cache TTLNegative The number of secondsto retain theresults
of an unsuccessful lookup. The default is
10 seconds.

To enable and configure the Group cache, define values for the fields shown on the
Groups tab in the Caching Realm Configuration window. To save your changes, click
the Apply button. When you have finished defining the fields, reboot WebL ogic
Server.

The following table describes each field on the Group tab.

Table 12-5 Group Cache Fields

Field Description
Group Cache Enable Option for enabling the Group cache.
Group Cache Size The maximum number of Group lookups

to cache. The default is211. Thisfield
should be a prime number for best lookup
performance.
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Table 12-5 Group Cache Fields

Field

Description

Group Cache TTL Positive

Thenumber of secondsto retain theresults
of asuccessful lookup. The default is 60
seconds.

Group Cache TTLNegative

Thenumber of secondsto retain theresults
of an unsuccessful lookup. The default is
10 seconds.

Group Membership Cache TTL

The number of seconds to store the
members of a group before updating it.
The default is 10 seconds.

To enable and configure the User cache, define valuesfor thefields shown on the User
tab in the Caching Realm Configuration window. To save your changes, click the
Apply button. When you have finished defining the fields, reboot WebL ogic Server.

The following table describes each field on the User tab.

Table 12-6 User Cache Fields

Field

Description

Enable User Cache

Option for enabling the User cache.

User Cache Size

The maximum number of User lookupsto
cache. Thedefaultis211.Thisfield should
be a prime number for best lookup
performance.

User Cache TTL Positive Thenumber of secondstoretain theresults
of asuccessful lookup. The default is 60
seconds.

User Cache TTLNegative The number of secondsto retain theresults

of an unsuccessful lookup. The default is
10 seconds.
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To enable and configure the Permission cache, define valuesfor the field shown on the
Permission tab in the Caching Realm Configuration window. To save your changes,
click the Apply button. When you have finished defining the fields, reboot WebL ogic
Server.

The following table describes each field on the Permission tab.

Table 12-7 Permission Cache Fields

Field Description
Enable Permission Cache Option for enabling the Permission cache.
Permission Cache Size The maximum number of Permission

lookups to cache. The default is 211.This
field should be a prime number for best
lookup performance.

Permission Cache TTL Positive Thenumber of secondsto retain theresults
of asuccessful lookup. The default is 60
seconds.

Permission Cache TTLNegative The number of secondsto retain theresults
of an unsuccessful lookup. The default is
10 seconds.

Configuring the LDAP Security Realm

Note: The LDAP security realm has been rewritten to provide improved
performance and configurability. BEA recommends upgrading your
WebL ogic Server 6.0 installation to Service Pack 1.0 to take advantage of this
functionality. WebL ogic Server 6.0 Service Pack 1.0 is available from the
BEA Systems Download page on the Web.

The LDAP Security realm provides authentication through a Lightweight Directory
Access Pratocol (LDAP) server. This server allows you to manage all the users for
your organization in one place: the LDAP directory. The LDAP security realm has
been tested against the following LDAP servers:

m OpenLDAP
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m Netscape Directory Server
m  Microsoft Site Server

Although BEA cannot committ to supporting LDAP serversthat have not been tested,
theimplementation of the LDAP security realm in WebL ogic Server should work with
most LDAP servers.

Configuring the LDAP Security realm involves defining fields that enable the LDAP
Security realm in WebL ogic Server to communicate with the LDAP server and fields
that describe how Users and Groups are stored in the LDAP directory.

Before you can use the LDAP Security realm, you need to enable the Caching Realm
and enter the class name of the LDAP Security realm in the Basic Realm field.

To usethe LDAP Security realm instead of the File realm, go to the Security -~ Realms
node in the left pane of the Administration Console. In the right pane of the
Administration Console, click the Create a New LDAP Realm link.

To specify the name of the LDAP Security realm and the name of the class that
contains the LDAP Security realm define values for the fields shown on the General
tabinthe LDAP Realm Create window. To save your changes, click the Apply button.
When you have finished defining the fields, reboot WebL ogic Server.

The following table describes each field n the General tab.

Table 12-8 LDAP Security Realm Fieldson the General Tab

Field Description

Name The name of the LDAP Security realm such as
AccountingRealm

Realm Class Name The name of the Java class that contains the LDAP
Security realm. The Java class should beincluded in
the CLASSPATH of WebL ogic Server.

To enable communication between the LDAP server and WebL ogic Server define
vaues for the fields shown on the LDAP tab in the LDAP Realm Create window. To
saveyour changes, click the Apply button. When you have finished defining thefields,
reboot WebL ogic Server.

The following table describes each field on the General tab.
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Table 12-9 LDAP Security Realm Fieldson the LDAP Tab

Field

Description

LDAPURL

Thelocation of the LDAP server. Changethe URL
to the name of the computer on which the LDAP
server isrunning and the number of the port at
whichitislistening. If youwant WebL ogic Server
to connect to the LDAP server using the SSL
protocol, usethe LDAP server’s SSL port in the
URL.

Principal

The distinguished name (DN) of the LDAP User
used by WebL ogic Server to connect tothe LDAP
server. Thisuser must be able to list LDAP Users
and Groups.

Credential

The password that authenticates the LDAP User,
as defined in the Principal field.

Enable SSL

Option for enabling the use of the SSL protocol to

protect communications between the LDAP server

and WebL ogic Server. Keepinmind thefollowing

guidelines:

m Disablethisfieldif the LDAP server isnot
configured to use the SSL protocol.

m If you set the UserAuthentication field to
ext er nal , thisfield must be enabled.

AuthProtocol

Thetype of authentication used to authenticate the
LDAPserver. Set thisfield to one of thefollowing
values:

®  None for no authentication
m  Si npl e for password authentication
m  CRAM MD5 for certificate authentication

Netscape Directory Server supports CRAM MD5.
Microsoft Site Server and Novell NDS support

Si npl e.

To specify how Users are stored in the LDAP directory define the fields shown on the
Userstab in the LDAP Realm Create window. To save your changes, click the Apply
button. When you have finished defining the fields, reboot WebL ogic Server.
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The following table describes each field on the Users tab.

Table 12-10 LDAP Security Realm Fields on the Users Tab

Field Description

User Authentication Determines the method for authenticating Users.
Set this field to one of the following values:

m  Bi nd specifiesthat the LDAP security realm
retrieves user data, including the password for
the LDAP server, and checks the password in
WebL ogic Server.

m  Ext ernal specifiesthat the LDAP Security
realm authenticates a User by attempting to
bind to the LDAP server with the username
and password supplied by the WebL ogic
Server client. If you choose the Ext er nal
setting, you must also use the SSL protocol.

m Local specifiesthattheLDAP security realm
authenticates a user by looking up the
UserPassword property inthe LDAP directory
and checking it against the passwordsin
WebL ogic Server.

When using Netscape Directory Server, thisfield
needs to be set to Bi nd.

User Password Attribute The password of the LDAP User.

User DN A list of attributes that, when combined with the
atributesintheUser Nane Attri but e field,
uniquely identifiesan LDAP User.

User Name Attribute Thelogin name of the LDAP User. The value of
this field can be the common name of an LDAP
User but usually it isan abbreviated string, such as
the User ID.

To specify how Groups are stored in the LDAP directory, assign values to the fields
shown on the Groups tab in the LDAP Realm Create window. To save your changes,
click the Apply button. When you have finished defining the fields, reboot WebL ogic
Server.

The following table describes each field on the Groups tab.

Administration Guide 12-13



12 Managing Security

Table 12-11 L DAP Security Realm Field on the Groups Tab

Field Description

Group DN Thelist of attributes that, combined with the Group
Name Attribute field, uniquely identifiesa Group in
the LDAP directory.

Group Name Attribute The name of a Group in the LDAP directory. It is
usually acommon name.

Group Is Context This Boolean checkbox specifies how Group
membership is recorded in the LDAP directory.

m  Check this checkbox if each Group entry
contains one User. By default, thefield is
enabled.

m  Uncheck this checkbox if there is one Group
entry containing an attribute for each Group
member.

Group Username Attribute The name of the LDAP attribute that contains a
Group member in a Group entry.

If you have enabled caching, the Caching realm caches Users and Groupsinternally to
avoid freguent lookups in the LDAP directory. Each object in the Users and Groups
cacheshasaTTL field that you set when you configure the Caching realm. If you make
changesin the LDAP directory, those changes are not reflected in the LDAP Security
realm until the cached object expires or is flushed from the cache. The default TTL is
60 seconds for unsuccessful lookups and 10 seconds for successful lookups. Unless
you change the TTL fields for the User and Group caches, changesin the LDAP
directory should be reflected in the LDAP Security realm in 60 seconds.

If some server-side code has performed alookup in the LDAP Security realm, such as
aget User () call onthe LDAP Security realm, the object returned by the realm cannot
be released until the code releases it. Therefore, a User authenticated by WebL ogic
Server remainsvalid aslong asthe connection persists, evenif you del ete the user from
the LDAP directory.
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Configuring the Windows NT Security Realm

TheWindowsNT Security realm uses account information defined for aWindowsNT
domain to authenticate Users and Groups. Y ou can view Users and Groupsin the
Windows NT Security realm through the Administration Console, but you must
manage Users and Groups through the facilities provided by Windows NT.

The Windows NT Security realm provides authentication (Users and Groups) but not
authorization (ACLS). The syst emUser defined in WebL ogic Server must also be
declared in the Windows NT domain. On aWindows NT platform, WebL ogic Server
must be run under the sy st emUser account, and clients must supply the syst emUser
password to authenticate successfully. When you define the syst emUser account in
Windows NT, make sure the owner of the account has administrative privileges and
can read security-related information from the Windows NT Domain controller.

To usetheWindowsNT Security realm, you must run WebL ogic Server asaWindows
NT Service on a computer in the Windows NT domain. Y ou do not have to run
WebL ogic Server on adomain controller.

Because WebL ogic Server reads ACLsfrom thef i | eReal m properti es fileat
startup time, you must restart WebL ogic Server after you change an ACL. If you use
Groups with your ACL s, you can reduce the frequency with which you must restart
WebL ogic Server. Changing the members of a Windows NT Group allows you to
manage individual Users' accessto WebL ogic Server resources dynamically.

Before you can use the Windows NT Security realm, you need to enable the Caching
Realm and enter the class name of the WindowsNT Security realminthe Basic Realm
field.

To use the Windows NT Security realm instead of the File realm, go to the
Security — Realms node in the | eft pane of the Administration Console. In the right
pane of the Administration Console, click the Create a New NT Realm link.

Configuring theWindowsNT Security realminvolves setting fieldsthat defineaname
for the realm and the computer on which the Windows NT domain isrunning. To
specify arealm name and computer, you must define values for the fields shown the
NT Realm Create window of the Administration Console. To save your changes, click
the Apply button. When you have finished defining the fields, reboot WebL ogic
Server.

The following table describes each field in the NT Realm Configuration window.
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Table 12-12 Windows NT Security Realm Fields

Field Description

Name The name of the Windows NT Security realm, such as,
AccountingReam

Realm Class Name The name of the Java class that implements the
Windows NT Security realm. The Java class needs to
bein the CLASSPATH of WebL ogic Server.

Primary Domain The host and port number of the computer where Users
and Groups are defined for the Windows NT domain. If
you enter multiple host and port numbers, use acomma
delineated list.

Once you have configured the Windows NT Security realm in the Administration
Console, you need to define the syst emUser in Windows NT:

1. Usethe Administrator account tolog on to the Windows NT domain you are using
with WebL ogic Server.

Go to Programs — Administrative Tools.
Select User Manager.
Definethesyst emUser.

Check the show Advanced User Ri ghts option.

o o »» w D

Selectthe Act as part of the operating system option from the Rights
pull-down menu.

~

Check the Add button.

8. Make sure the Windows NT PATH environment variable includes the
\wi server 6. 0\ bi n directory. (WebL ogic Server loadstheWtnt r eal m dl I from
this directory.)

12-16 Administration Guide



Specifying a Security Realm

Configuring the UNIX Security Realm

The UNIX Security realm executes asmall native program, w aut h, to look up Users
and Groups and to authenticate Users on the basis of their UNIX login names and
passwords. On some platforms, wi aut h uses PAM (Pluggable Authentication
Modules) which allows you to configure authentication services in the operating
system without altering applicationsthat use the service. On platformsfor which PAM
isnot available, wi aut h uses the standard login mechanism, including shadow
passwords, where supported.

In UNIX, auser is defined as a member of a group in the following ways:
m Theuser isdefined in adefault group in et ¢/ passwd.

m Theuser ID for auser isincluded inthe et c/ gr oup entry for a specific group.
The UNIX Security realm supports only this method of determining the
members of a group.

Because WebL ogic Server reads ACLsfrom thef i | eReal m properti es fileat
startup time, you must restart WebL ogic Server after you change an ACL. If you use
Groups with your ACL s, you can reduce the frequency with which you must restart
WebL ogic Server. Changing the members of a UNIX Group allows you to manage
individual Users' accessto WebL ogic Server resources dynamically.

Thew aut h program runsset ui d root . You need root permissions to modify the
ownership and file attributes on the w aut h program and to set up the PAM
configuration file for w aut h.

Perform the following steps to configure the UNIX Security realm:

1. If WebLogic Server isinstalled on anetwork drive, copy thew aut h fileto afile
system on the computer that executes WebL ogic Server, for example, the
/usr/ sbi n directory. Thew aut h fileisinthewebl ogi ¢/ | i b/ ar ch directory,
where ar ch isthe name of your platform.

2. Astheroot user, run the following commands to change the wi aut h owner and
permissions;

# chown root W auth
# chnod +xs w aut h

3. On PAM platforms (Solaris and Linux), set up the PAM configuration for
w aut h.
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Solaris—Add the following linesto your / et ¢/ pam conf file:

# Setup for WebLogi c authentication on Sol aris machi nes

#

wl auth auth required /usr/libl/security/pam unix.so.1
w auth password required /usr/lib/security/pamunix.so.1
wl aut h account required /usr/libl/security/pam unix.so.1

Linux—Create afile called / et ¢/ pam d/ w aut h containing the following:

#YPAM 1. 0

#

# File nanme:

# /etc/pam d/w auth

#
# |If you do not use shadow passwords, del ete "shadow'.
auth required /1ibl/security/pam pwdb. so shadow

account required /lib/security/pam pwdb.so

Note: Omit shadowif you are not using shadow passwords.

To usethe UNIX Security realm instead of the File realm, go to the Security -~ Realms
node in the left pane of the Administration Console. In the right pane of the
Administration Console, click the Create a New UNIX Realm link.

Before you can use the UNIX Security realm, you need to enable the Caching Realm
and enter the class name of the UNIX Security realm in the Basic Realm field.

Configuring the UNIX Security realm involves setting fields that define anamefor the
realm and the program that provides authentication services for the UNIX Security
realm.To define these names, specify valuesfor the fields on the UNIX Realm Create
window of the Administration Console. To save your changes, click the Apply button.
When you have finished defining the fields, reboot WebL ogic Server.

The following table describes each field in the UNIX Realm Create window.

Table 12-13 UNIX Security Realm Fields

Field Description

Name The name of the UNIX Security realm, such as,
AccountingReam

Realm Class Name The name of the WebL ogic class that implements the
UNIX Security realm. The Java class needsto beinthe
CLASSPATH of WebLogic Server.
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Table 12-13 UNIX Security Realm Fields

Field Description

AuthProgram The name of the program used to authenticate usersin
the UNIX security realm. In most cases, the name of the
programisw aut h.

If w aut h isnot in the WebL ogic Server class path or if you have given the program
anameother thanw aut h, you must add a Java command-line property when you start
WebL ogic Server. Edit the script you use to start WebL ogic Server and add the
following option after thej ava command:

- Dwebl ogi c. securi ty. uni xreal m aut hProgr anew aut h_pr og

Replace w aut h_pr og with the name of thew aut h program, including the full path
if the program isnot in the search path. Start WebL ogic Server. If thew aut h program
isin the WebL ogic Server path and is named wl aut h, this step is not needed.

Configuring the RDBMS Security Realm

The RDBMS Security realm is a BEA-provided custom security realm that stores
Users, Groups and ACLsin arelational database. The RDBM S Security realm can be
managed through the Administration Console.

To use the RDBMS Security realm instead of the File realm, go to the
Security — Realms node in the | eft pane of the Administration Console. In the right
pane of the Administration Console, click the Create a New RDBM S Realm link.

Before you can usethe RDBM S Security realm, you need to enable the Caching Realm
and enter the class name of the RDBM S Security realm in the Basic Realm field.

Configuring the RDBMS Security realm involves setting fields that define the JIDBC
driver being used to connect to the database and defining the schema used to store
Users, Groups, and ACL s in the database.

To definethesefields, you must specify valuesfor the fields shown on threetabs of the
RDBM S Realm Createwindow: the General tab, the Database tab, and the Schematab.
The following table describes each field that you must set on the General tab.
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Table 12-14 RDBM S Security Realm Fields on the General Tab

Field Description

Name The name of the RDBM S Security realm, such
as, AccountingRealm

Realm Class The name of the WebL ogic class that
implements the RDBM S Security realm. The
Java class needs to be in the CLASSPATH of
WebL ogic Server.

The following table describes the fields you must set on the Database tab.

Table 12-15 RDBM S Security Realm Fields on the Database Tab

Field Description

Driver Thefull class name of the JDBC driver. This
class name must be in the CLASSPATH of
WebL ogic Server.

URL TheURL for thedatabaseyou areusing with the

RDBMS realm, as specified by your JDBC
driver documentation.

User Name The default user name for the database.
Password The password for the default user of the
database.

The Schema properties used to define the Users, Groups, and ACL s stored in the
database are listed on the Schema tab. When you finish defining values for the
necessary fields on each of the three tabs, save your changes by clicking the Apply
button. Then reboot WebL ogic Server.
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Installing a Custom Security Realm

Y ou can create a custom security realm that drawsfrom an existing store of Users such
as directory server on the network. To use a custom security realm, you create an
implementation of thewebl ogi c. security. acl . Abstract Li st abl eReal m
interface or thewebl ogi c. security. acl . Abst r act Manageabl eReal minterface
and then use the Administration Console to install your implementation.

Toinstall acustom security realm, go to the Security — Realms node in the | eft pane of
the Administration Console. In theright pane of the Administration Console, click the
Create a New Custom Realm link.

Before you can use a custom security realm, you need to enable the Caching Realm
and enter the class name of the custom security realm in the Basic Realm field.

Configuring a custom security realm involves setting fields that define aname for the
realm and the interface that implements the realm, and specifying information that
defines how the Users, Groups, and optionally ACL s are stored in the custom security
realm. To define thisinformation, you must specify valuesfor the fields of the Custom
Realm Create window of the Administration Console. To save your changes, click the
Apply button. When you have finished defining the fields, reboot WebL ogic Server.

The following table describes the fields you must set on the Custom Security Realm
Create window.

Table 12-16 Custom Security Realm Fields

Field Description

Name The name of the Custom Security realm, such as,
AccountingRealm

Realm Class Name The name of the WebL ogic class that implements the
Custom Security realm. The Java class needsto bein
the CLASSPATH of WebL ogic Server.

Configuration Data The information needed to connect to the security store.

For information about writing a custom security realm, see Writing a Custom Security
Realm.
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Testing an Alternate Security Realm or a Custom Security
Realm

If you have started WebL ogic Server with an alternate or a custom security realm,
perform the following steps to ensure the realm is working properly:

1. Start the Administration Console. The Administration Console displays al the
Users, Groups, and ACLs known in the security realm.

2. Usethe Administration Consoleto add an ACL for the HelloWorld example
servlet. Give a User and a Group in your security realm access to the HelloWorld
example servlet. Select a Group that does not include the specified User.

3. Restart WebL ogic Server and load the HelloWorld serviet with an ACL using the
following URL:

http://1 ocal host: portnunber/hell oWorl d

Try entering the username and password for a User who is not included in the
ACL you added for the servlet. You should get a message telling you that you
are not authorized to do so.

Try entering the username and password of a User who isincluded in the ACL,
either asan individual User or as a member of the Group. The servlet should
load and display the Hello World message.

Migrating Security Realms

WebL ogic Server 6.0 provides a new management architecture for security realms.
The management architecture implemented through MBeans allows you to manage
security realms through the Administration Console. If you have a security realm from
apreviousrelease of WebL ogic Server, use the following information to migrateto the
new architecture:

m If you are using the Windows NT, UNIX, or LDAP security realms, use the
Convert WebL ogic Properties option in the Administration Console to convert
the security realm to the new architecture. Note that you can view Users,
Groups, and ACLsinaWindows NT, UNIX, or LDAP security realmin the
Administration Console, however, you still need to use the tools in the Windows
NT, UNIX, or LDAP environments to manage Users and Groups.
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m |f you are using a custom security realm, follow the stepsin “Installing a
Custom Security Realm” to specify information about how the Users, Groups,
and optionally ACLs are stored in your custom security realm.

m  The Delegating security realm is no longer support in WebL ogic Server 6.0. If
you are using the Delegating security realm, you will have to use another type of
security realm to store Users, Groups, and ACLSs.

m |f you are using the RDBMS security realm, use one of the following options to
convert the security realm:

e |f you did not change the source for the RDBM S security realm, follow the
stepsin “Configuring the RDBMS Security Realm” to instantiate a new class
for your existing RDBMSS security realm and define information about the
JDBC driver being used to connect to the database and the schema used by
the security realm. In this case, you are creating a MBean in WebL ogic
Server 6.0 for the RDBM S security realm.

e |f you customized the RDBMS security realm, convert your source to use the
MBeans. Use the code examplein the
\ sanpl es\ exanpl es\ securi ty\rdbmsr eal mdirectory asaguide to
converting your RDBMSS security realm. Once you have converted your
RDBMS security realm to M Beans, follow the instructions in“ Configuring
the RDBMSS Security Realm” to define information about the JDBC driver
being used to connect to the database and the schema used by the security
ream.

Defining Users

Note: This section explains how to add Usersto the File realm. If you are using an
alternate security realm, you must use the management tools provided in that
realm to define a User.

Users are entities that can be authenticated in a WebL ogic Server security realm. A
User can be a person or a software entity, such as a Java client. Each User isgiven a
unique identity within a WebL ogic Server security realm. As a system administrator
you must guarantee that no two Usersin the same security realm are identical.
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Defining Usersin a security realm involves specifying a unique name and password
for each User that will access resources in the WebL ogic Server security realm in the
Users window of the Administration Console.

The following table describes the fields in the Users window.

Table 12-17 User Fields

Field Description

Name The name of a User, that is, an entity that will
access WebL ogic Server resources. Names are
case-sensitive.

Password The password for the User. The password must

contain aminimum of 8 charactersin length.
Passwords are case-sensitive.

The File realm has two special users, syst emand guest :

m The syst emUser isthe administrative user who controls system-level
WebL ogic Server operations, such as starting and stopping servers, and locking
and unlocking resources. The syst emUser is defined during the WebL ogic
Server installation procedure.

m Theguest Userisautomatically provided by WebL ogic Server. When
authorization is not required, WebL ogic Server assignsthe guest identity to a
client this giving the client access to any resources that are available to the
guest user. A client canlog in asthe guest User by entering guest asthe
username and guest as the password when prompted by a Web browser or by
supplying the guest username and password in a Javaclient.

The syst emand guest Usersare like other Usersin aWebL ogic Server security
realm:

m  To access WebL ogic Server resources, they must have appropriate ACLS.

m To execute an operation on a WebL ogic Server resource, they must provide a
username and password (or digital certificate).
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To improve the security of your WebL ogic Server deployment, we recommend
disabling the guest User. To do so, check the Guest Di sabl ed opti on onthe
General tab in the Security window in the Administration Console. When you disable
theguest User, theguest Userisnot deleted rather it just becomes unavailabl e so that
no one can log on asthe guest User.

To delete Users, enter the name of the User in the Remove These Users list box and
click Remove.

For more information about Users and the access control model in WebL ogic Server,
see Introduction to WebL ogic Security and Security Fundamentals.

Defining Groups

Note: This section explains how to add Groupsto the Filerealm. If you are using an
alternate security realm, you need to use the management tools provided in
that realm to define a Group.

A Group represents a set of Users who usually have something in common, such as
working in the same department in a company. Groups are used primarily to manage
anumber of Usersin an efficient manner. When aGroup is granted apermission in an
ACL, all members of the Group effectively receive that permission.

Y ou can register a Group with the WebL ogic Server security realm by performing the
following steps:

1. Setting the Name field in the Groups window of the Administration Console.
2. Clicking the Create button.

3. Entering Usersin the Add User field.

4. Clicking the Update Group button when you finish adding Users.

The File realm has one built-in Group: ever yone. All Users defined in the defined
security realm are automatically members of the ever yone Group.

To delete Groups, enter the name of the Group in the Remove These Groups list box
and click Remove.
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For moreinformation about Groups and the access control model in WebL ogic Server,
see Introduction to WebL ogic Security and Security Fundamentals.

Defining a Group for a Virtual Host

In WebL ogic Server, virtual hosts that require authentication are represented in a
security realm as agroup. All the users of the virtual host are defined first as users of
the security realm for a particular WebL ogic Server and then defined as members of
the group that represents the virtual host.

Defining ACLs

Users access resources in a WebL ogic Server security realm. Whether or not a User
can access aresource is determined by the access control lists ACLsfor that resource.
An ACL defines the permissions by which a User can interact with the resource. To
define ACLSs, you createan ACL for aresource, specify the permission for the resource
and then grant the permission to a specified set of Users and Groups.

Each WebL ogic Server resource has one or more permissionsthat can be granted. The
following table summarizes the functions for various WebL ogic Server resources for
which permissions can be restricted with an ACL.

Table 12-18 ACLsfor WebL ogic Server Resources

For thisWebLogic Server  ThisACL... Grants Permission
r esour ce... for these functions...
WebL ogic Servers webl ogi c. server boot

webl ogi c. server. servernane
9 Note:  Only the

syst emuser
can start a
Managed
Server.
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Table 12-18 ACLsfor WebL ogic Server Resources

For thisWebLogic Server  ThisACL... Grants Permission
resource... for these functions...
Command-line Administration ~ webl ogi ¢. adni n shutdown,
Tools lockserver
unlockserver
WebL ogic Events webl ogi c. servl et .t opi cName send
receive
WebL ogic servlets webl ogi c. servl et. servl et Narre execute
WebL ogic JDBC connection webl ogi c. j dbc. connecti onPool . pool n  reserve
pools ame reset
shrink
WebL ogic Passwords webl ogi c. passwor dpol i cy unlockuser
WebL ogic JM S destinations webl ogi c. j ms. t opi c. t opi cNanme send, receive
webl ogi c. j ms. queue. queueNane
WebL ogic JNDI contexts webl ogi c. j ndi . path lookup
modify
list

Tocreate ACLsfor aWebL ogic Server resource, open the Administration Consoleand
perform the following steps:

1. Specify the name of WebL ogic Server resource that you want to protect with an

ACL.

For example, create an ACL for aJDBC connection pool named denopool .

2. Specify apermission for the resource.

You can either create separate ACL s for each permission available for a resource
or one ACL that grants all the permissions for aresource. For example, you can
create three ACL s for the IDBC connection pool, demopool : onewithr eser ve
permission, onewith reset permission, and one with shri nk permission. Or
you can create one ACL withreserve, reset, and shri nk permissions.

3. Specify Users or Groups that have the specified permission to the resource.
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When creating ACLsfor resourcesin WebL ogic Server you need to use the syntax in
Table 12-18 to refer to the resource. For example, the JDBC connection pool named
denopool would be specified aswebl ogi c. j dbc. connect i onPool . denopool .

Before you can boot a WebL ogic Server, you need to give permission to the boot the
server to a set of Users. This security measure prevents unauthorized Users from
booting WebL ogic Server.

Configuring the SSL Protocol

The Secure Sockets Layer (SSL) protocol provides secure connections by allowing
two applications connecting over a network connection to authenticate the other’s
identity and by encrypting the data exchanged between the applications. The SSL
protocol provides server authentication and optionally client authentication,
confidentiality, and data integrity.

To configure the SSL protocol, perform the following steps:

1. Obtainaprivatekey and digital certificatefor WebL ogic Server. You need adigital
certificate and private key for each WebL ogic Server that will usethe SSL protocol.

2. Storethe private key and digital certificate for WebL ogic Server.

3. Through the Administration Console, set fields for the SSL protocol and the
private key, digital certificate, and certificate authorities trusted by WebL ogic
Server. These fields are defined on a per-server basis; you must define them on
any WebL ogic Server that will use the SSL protocol.

The following sections describe these steps in detail.

For acompl ete description of the SSL Protocol, see Introduction to WebL ogic Security
and Security Fundamentals.
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Requesting a Private Key and Digital Certificate

To acquire adigital certificate from a certificate authority, you must submit your
request in a particular format called a Certificate Signature Request (CSR). WebL ogic
Server includes a Certificate Regquest Generator servlet that creates a CSR. The
Certificate Request Generator servlet collects information from you and generates a
private key file and a certificate request file. Y ou can then submit the CSR to a
certificate authority such asVeriSign or Entrust.net. Before you can usethe Certificate
Request Generator serviet, WebL ogic Server must be installed and running.

To generate a CSR, perform the following steps:

1. Start the Certificate Request Generator servlet. The. war file for the servlet is
located inthe\ wl ser ver 6. 0\ conf i g\ mydomai n\ appl i cat i ons directory. The
.war fileisautomatically installed when you start WebL ogic Server.

2. InaWeb browser, enter the URL for the Certificate Request Generator serviet as
follows:

https://hostnanme: port/Certificate
The components of this URL are defined as follows:
e host nane isthe DNS name of the machine running WebL ogic Server.

e port isthe number of the port at which WebL ogic Server listens for SSL
connections. The default is 7002.

For example, if WebL ogic Server is running on a machine named ogr e and it
is configured to listen for SSL communications at the default port 7002 to
run the Certificate Request Generator servlet, you must enter the following
URL in your Web browser:

https://ogre: 7002/ certificate

3. The Certificate Request Generator servlet loads aform in your web browser.
Complete the form displayed in your browser, using the information in the
following table:

Table 12-19 Fieldson the Certificate Request Generator Form

Field Description

Country code The two-letter | SO code for your country. The code for the
United Statesis US.
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Table 12-19 Fieldson the Certificate Request Generator Form

Field

Description

Organizationa unit name

The name of your division, department, or other operational
unit of your organization.

Organization name

The name of your organization. The certificate authority may
require any host names entered in thisfield belong to adomain
registered to this organization.

E-mail address

The e-mail address of the administrator. The digital certificate
ismail to this e-mail address.

Full host name

Thefully-qualified name of the WebL ogic Server on whichthe
digital certificate will be installed. This nameis the one used
for DNS lookups of the WebL ogic Server, for example,

node. nydomai n. com Web browsers compare the host
name in the URL to the name in the digital certificate. If you
change the host name later, you must request a new digital
certificate.

Locality name (city)

The name of your city or town. If you operate with alicense
granted by acity, thisfield isrequired; you must enter the name
of the city that granted your license.

State name

The name of the State or Province in which your organization
operatesif your organizationisin the United States or Canada,
respectively. Do not abbreviate.

Private Key Password
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The password used to encrypt the private key.

Enter apassword inthisfield if you want to use aprotected key
with WebL ogic Server. If you choose to use a protected key,
you are prompted for this password whenever the key is used.
If you specify apassword, you get a PK CS-8 encrypted private
key. BEA recommends using a password to protect private
keys.

If you do not want to use a protected key, leave thisfield blank.

To use protected private keys, enable the Use Encrytped Keys
field on the SSL tab of the Server window in the
Administration Console.
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Table 12-19 Fieldson the Certificate Request Generator Form

Field Description

Random String A string of charactersto be used by the encryption algorithm.
Y ou do not have to remember this string in the future. It adds
an external factor to the encryption algorithm, making it more
difficult for anyone to break the encryption. For this reason,
enter astring that is not likely to be guessed. BEA strongly
recommends a long string with a good mixture of uppercase
and lowercase letters, digits, spaces, and punctuation
characters; these long, mixed strings contribute to more secure
encryption.

Strength Thelength (in bits) of the keysto be generated. The longer the
key, themore difficultitisfor someoneto break theencryption.

If you have the domestic version of WebL ogic Server, you can
choose 512-, 768-, or 1024-bit keys. We recommend the
1024-bit key.

4. Click the Generate Request button.

The Certificate Request Generator servlet displays messages informing you if
any required fields are empty or if any fields contain invalid values. Click the
Back button in your browser and correct any errors.

When all fields have been accepted, the Certificate Request Generator servlet
generates the following files in the startup directory of your WebL ogic Server:

e wmv_nydomai n_com key. der —The private key file. The name of thisfile
should go into the Server Key File Name field on the SSL tab in the
Administration Console.

e wmv_nydomai n_com r equest . dem—The certificate request file, in binary
format.

e wwmv_nydomai n_com r equest . pem—The CSR file that you submit to the
certificate authority. It contains the same data asthe . dem file but is encoded
in ASCII so that you can copy it into email or pasteit into a Web form.

5. Select a certificate authority and follow the instructions on that authority’s web
siteto purchase a digital certificate.
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VeriSign, Inc. offers two options for WebL ogic Server: Global Site Services
which features strong 128-hit encryption for domestic and export Web
browsers, and Secure Site Services, which offers 128-bit encryption for
domestic Web browsers and 40-bit encryption for export Web browsers.

Entrust.net digital certificates offer 128-bit encryption for domestic browser
versions and 40-bit encryption for export browser versions.

6. When you areinstructed to select a server type, choose BEA WebLogi ¢ Ser ver
to ensure that you receive a digital certificate that is compatible with WebL ogic
Server.

7. When you receive your digital certificate from the certificate authority, you need
to storeitinthe\ w server 6. 0\ conf i g\ nydomai n directory.

Note:

If you obtain aprivatekey file from asource other than the Certificate Request
Generator servlet, verify that the private key fileisin PK CS#5/PK CS#8 PEM
format.

8. Configure WebL ogic Server to use the SSL protocol, you need to enter the
following information on the SSL tab in the Server Configuration window:

In the Server Certificate File Name field, enter the full directory location and
name of the digital certificate for WebL ogic Server.

In the Trusted CA File Namefield, enter the full directory location and name
of the digital certificate for the certificate authority who signed the digital
certificate of WebL ogic Server.

In the Server Key File Name field, enter the full directory location and name
of the private key file for WebL ogic Server.

For more information about configuring the SSL protocol, see Defining Fields
for the SSL Protocol.

9. Usethe following command-line option to start WebL ogic Server.

- Dwnebl ogi c. managenent . pkpasswor d=passwor d

where passwor d is the password defined when requesting the digital certificate.
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Storing Private Keys and Digital Certificates

Onceyou have aprivate key and digital certificate, copy the private key file generated
by the Certificate Request Generator servlet and the digital certificate you received
from the certificate authority into the\ wl ser ver 6. 0\ conf i g\ mydomai n directory.

Private key files and digital certificates are generated in either PEM or Definite
Encoding Rules (DER) format. The filename extension identifies the format of the
digital certificatefile.

A PEM (. pem) format private key file begins and ends with the following lines,
respectively:

A PEM(. pem) format digital certificate begins and ends with the following lines,
respectively:

Note: Your digital certificate may be one of several digital certificatesin thefile,
each of whichisbounded by the BEG N CERTI FI CATE and END CERTI FI CATE
lines. Typically, thedigital certificatefilefor aWebL ogic Server isin onefile,
with either a. pemor . der extension, and the WebL ogic Server certificate
chainisinanother file. Twofilesare used because different WebL ogic Servers
may share the same certificate chain.

Thefirst digital certificate in the certificate authority file isthe first digital
certificate in the WebL ogic Server’ s certificate chain. The next certificatesin
the file are the next digital certificates in the certificate chain. The last
certificate in thefileis a self-signed digital certificate that ends the certificate
chain.

A DER (. der) format file containsbinary data. WebL ogic Server requiresthat thefile
extension match the contents of the certificatefile so be sureto savethefileyoureceive
from your certificate authority with the correct file extension.

Assign protectionsto the private key file and digital certificates so that only the
syst emUser of WebL ogic Server has read privileges and al other users have no
privileges to access the private key file or digital certificate. If you are creating afile
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with the digital certificates of multiple certificate authorities or afile that contains a
certificate chain, you must use PEM format. WebL ogic Server provides atool to for
converting DER-format filesto PEM format, and visaversa. For moreinformation, see
WebL ogic Utilities.

Defining Trusted Certificate Authorities

When establishing an SSL connection, WebL ogic Server checks the identity of the
certificate authority against alist of trusted certificate authorities to ensure the
certificate authority currently being used is trusted.

Copy the root certificate of the certificate authority into the
\w server 6. 0\ conf i g\ mydonai n directory of your WebL ogic Server and set the
fields described in Defining Fields for the SSL Protocol.

If you want to use a certificate chain, append the additional PEM-encoded digital
certificates to the digital certificate of the certificate authority that issued the digital
certificate for WebLogic Server. The last digital certificate in the file should be a
digital certificate that is self-signed (that is, the rootCA certificate).

If you want to use mutual authentication, take the root certificates for the certificate
authorities you want to accept and include them to the trusted CA file.

Defining Fields for the SSL Protocol

To define fields for the SSL protocol, perform the following steps:
1. Openthe Administration Console.
2. Open the Server Configuration window.

3. Select the SSL tab. Define the fields on this tab by entering values and checking
the required checkboxes. (For details, see the following table.)

4. Click the Apply button to save your changes.
5. Reboot WebL ogic Server.
The following table describes each field on the SSL tab of the Server Configuration

window.
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Note: Remember if you are using a PK CS-8 protected private key, you need to
specify the password for the private key on the command line when you start

WebL ogic Server.

Table 12-20 SSL Protocol Fields

Field Description

Enabled Checkbox that enables the use of the SSL protocol. By
default, thisfield is enabled.

SSL Listen Port The number of the dedicated port on which WebL ogic

Server listensfor SSL connections. The default is 7002.

Server Key File Name

The full directory location and name of the private key file
for WebL ogic Server. Thefile extension (. DER or . PEM)
indicates the method that should be used by WebL ogic
Server to read the contents of the file.

Server Certificate File Name

Thefull directory location and name of the digital certificate
file for WebLogic Server. The file extension (. DER or

. PEM indicates the method that should be used by

WebL ogic Server to read the contents of the file.

Server Certificate Chain File
Name

The full directory location of the rest of the digital
certificates for WebL ogic Server. The file extension (. DER
or . PEM indicates the method that should be used by
WebL ogic Server to read the contents of the file.

Client Certificate Enforced

Checkbox that enables mutual authentication.

Trusted CA File Name

The name of the file that contains the digital certificate for
the certificate authority(s) trusted by WebL ogic Server. This
file specified in thisfield can contain asingle digital
certificate or multiple digital certificates for certificate
authorities. Thefile extension (. DER or . PEM) tells

WebL ogic Server how to read the contents of thefile

CertAuthenticator

The name of the Java class that implements the
CertAuthenticator interface. For more information about
using the

webl ogi c. security.acl. Cert Aut henti cat or
interface, see Mapping a Digital Certificate to aWebLogic
User.
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Table 12-20 SSL Protocol Fields

Field

Description

Use Java

Checkbox that enables the use of native Java libraries.
WebL ogic Server provides a pure-Java implementation of
the SSL protocol: native Java libraries enhance the
performance for SSL operations on the Solaris, Windows
NT, and IBM AIX platforms. By defaullt, thisfield is not
enabled.

Use Encrypted Keys

Field that specifiesthat the private key for the WebL ogic
Server has been encyrpted with a password. The default is
false.

Handler Enabled

Field that specifies whether or not WebL ogic Server rejects
SSL connectionsthat fail client authentication for one of the
following reasons:

m  Therequested client digital certificate was not furnished.
m  Theclient did not submit adigital certificate

m  Thedigital certificate from the client was not issued by
a certificate authority specified by the Tr ust ed CA
Fi | enane field.

By default, the SSL Handler allows one WebL ogic Server to
make outgoing SSL connections to another WebL ogic
Server. For example, an EJB in WebL ogic Server may open
an HTTPS stream on another Web server. With the

Handl er Enabl ed field enabled, the WebL ogic Server
actsasaclientin an SSL connection. By default thisfield is
enabled.

Disable thisfield only if you want to provide your own
implementation for outgoing SSL connections.

Note: The SSL Handler has no effect on the ability of
WebL ogic Server to manage incoming SSL
connections.

Export Key Lifespan
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The number of times WebL ogic Server uses an exportable
key between a domestic server and an exportable client
before generating a new one. The more secure you want
WebL ogic Server to be the fewer times the key should be
used before anew one is generated. The default isto useit
500 times.
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Table 12-20 SSL Protocol Fields

Field Description

Login Timeout Millis The number of milliseconds that WebL ogic Server should
wait for an SSL connection before timing out. The default
valueis 25,000 milliseconds. SSL connectionstakelonger to
negotiate than regular connections. If clients are connecting
over the Internet, raise the default number to accommodate
additional network latency.

Certificate Cache Size The number of digital certificates that are tokenized and
stored by WebL ogic Server. The default is 3. For more
information, see Using Mutual Authenticationwith Applets.

Configuring Mutual Authentication

When WebL ogic Server isconfigured for mutual authentication, clientsarerequiredto
present their digital certificatesto WebL ogic Server which validatesdigital certificates
against alist of trusted certificate authorities.

To configure your WebL ogic Server for the SSL protocol and certificate
authentication, compl ete the procedure in Configuring the SSL Protocol section.

Copy theroot certificates for the certificate authorities to be used by WebL ogic Server
tothe\ wl server 6. 0\ confi g\ nydomai n directory. During mutual authentication,
clients are required to present adigita certificate issued by one of these trusted
certificate authorities.

To configure mutual authentication, check the Client Certificate Enforced option on
the SSL tab in the Server Configuration window of the Administration Console. By
default, this option is not enabled.
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Configuring RMI over [IOP over SSL

The SSL protocol can be used to protect 11 OP connectionsto RMI remote objects. The
SSL protocol secures connections through authentication and encrypts the data
exchanged between objects. To use the SSL protocol to protect 11OP over RMI
connections, do the following:

1

Configure WebL ogic Server to use the SSL protocol. For more information, see
Configuring the SSL Protocol

Configure the client Object Request Broker (ORB) to use the SSL protocol. Refer
to the product documentation for your client ORB for information about
configuring the SSL protocol.

Usethehost 2i or utility to print the WebL ogic Server IOR to the console. The
host 2i or utility prints two versions of the IOR, one for SSL connections and
one for non-SSL connections. The header of the IOR specifies whether or not the
IOR can be used for SSL connections.

Use the SSL IOR when obtaining the initial reference to the CosNaming service
that accesses the WebL ogic Server INDI tree.

For moreinformation about using RMI over 110OP, see Programming WebL ogic |1OP
over RMI.

Protecting Passwords

It isimportant to protect the passwords that are used to access resourcesin WebL ogic
Server. In the past, usernames and passwords were stored in clear text in aWebL ogic
Server security realm. Now WebL ogic Server hashes all passwords. When WebL ogic
Server receives a client request, the password presented by the client is hashed and
WebL ogic Server comparesit to the already hashed password for matching.
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Protecting Passwords

Eachfil ereal m properti es filehasan associated Seri al i zedSyst em ni . dat
file that is used to hash the passwords. During installation, the

Seri al i zedSystem ni . dat fileisputinthe \w server 6. 0\ confi g\ nydomai n
directory. If for any reason the Seri al i zedSyst enl ni . dat fileiscorrupted or
destroyed, you must reconfigure WebL ogic Server.

We recommend that you take the following steps:

m  Make abackup copy of the Seri al i zedSyst eni ni . dat fileand put itinthe
same location as a copy of itsassociated fi | er eal m properti es file.

m  Set the permissions on the Seri al i zedSyst end ni . dat file protections such
that the administrator of the WebL ogic Server deployment has write and read
privileges and no other users have any privileges.

If you already haveawebl ogi c. properti es fileand you want to hash the passwords
inthefile, usethe Convert webl ogi c. properti es option on the main window in
the Administration Console to convert thewebl ogi c. properti es filetoa
config.xn file. Oncethefileis converted, all existing passwords are protected.

Password guessing is acommon type of security attack.In thistype of attack, ahacker
attemptsto log in to a computer using various combinations of usernames and
passwords. WebL ogic Server has strengthened its protection against password
guessing by providing a set of fields designed to protect passwords.

To protect the passwordsin your WebL ogic Server deployment, you must perform the
following steps:

1. Open the Administration Console.
2. Open the Security Configuration window.

3. Select the Passwords tab. Define the desired fields on thistab by entering values
at the appropriate prompts and checking the required checkboxes. (For details,
see the following table).

4. Click the Apply button to save your choices.
5. Reboot WebL ogic Server.

The following table describes each field on the Passwords tab of the Security
Configuration window.
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Table 12-21 Password Protection Fields

Field

Description

Minimum Password L ength

Number of characters required in a password.
Passwords must contain a minimum of 8
characters. The default is 8.

L ockout Enabled

Checkbox that requests the locking of a user
account when an invalid attempt it made to login
to that account. By default, thisfield is enabled.

Lockout Threshold

The number of failed password entries for a user
that can betried to log in to a user account before
that account islocked. Any subsequent attemptsto
accesstheaccount (even if theusername/password
combination iscorrect) raise a Security exception;
the account remains locked until it is explicitly
unlocked by the system administrator or another
login attempt is made after the lockout duration
period ends. Note that invalid login attempts must
be made within a span defined by the Lockout
Reset Durati on field. The default is5.

Lockout Duration
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The number of minutes that a user’s account
remains inaccessible after being locked in
response to several invalid login attempts within
the amount of time specified by the Lockout
Reset Dur ati on field. The default is 30
minutes. In order to unlock a user account, you
need to havetheunl ockuser permission for the
webl ogi c. passwor dpol i cy.
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Table 12-21 Password Protection Fields

Field Description

Lockout Reset Duration The number of minuteswithinwhichinvalidlogin
attemptsmust occur in order for the user’ saccount
to be locked.

An accountislocked if the number of invalidlogin
attempts defined in the Lockout Threshol d
field happens within the amount of time defined
by thisfield. For example, if the valuein thisfield
isfiveminutesand threeinvaid login attemptsare
made within a six-minute interval, then the
accountisnotlocked. If fiveinvalidlogin attempts
are made within afive-minute period, however,
then the account is locked.

The default is5 minutes.

Lockout Cache Size Specifies the intended cache size of unused and
invalid login attempts. The default is 5.

Installing an Audit Provider

WebL ogic Server allows you to create an audit provider to receive and process
notifications of security events such as authentication regquests, failed or successful
authorization attempts, and receipt of invalid digital certificates.

To use an audit provider, you create an implementation of the
webl ogi c. security. audit. Audi t Provi der interface. Then use the
Administration Console to install and activate your implementation.

Toinstall an audit provider, enter the name of your implementation of the
Audi t Provi der classinthe Audit Provider Classfield on the Security Configuration
window. Reboot WebL ogic Server.

For more information about writing an audit provider, see Auditing Security Events.
For an example of creating a connection filter, see the LogAudi t Pr ovi der example
inthe\ sanpl es\ exanpl es\ securi ty directory of theWebL ogic Server installation.
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Installing a Connection Filter

Y ou can create connection filters that allow you to reject or accept client connections
based on aclient’ s origin and protocol. After the client connects, and before any work
is performed on its behalf, WebL ogic Server passes the client’s IP number and port,
protocol (HTTP, HTTPS, T3, T3S, or I10P), and WebL ogic Server port number to the
connection filter. By examining this information, you can choose to allow the
connection or throw aFi | t er Except i on to terminate it.

To use a connection filter, you must first create an implementation of the
webl ogi c. security. net. Connecti onFil ter interface. Then use the
Administration Console to install your implementation.

Toinstall aconnection filter, enter the name of your implementation of the

webl ogi c. security. net. Connecti onFil ter interface, in the Connection Filter
field on the General tab of the Security Configuration window in the Administration
Console. Reboot WebL ogic Server.

For information about writing a connection filter, see Filtering Network Connections.
For an example of creating a connection filter, see the Si npl eConnecti onFi | t er
exampleinthe\ sanpl es\ exanpl es\ securi ty directory of the WebL ogic Server
installation..

Configuring Security Context Propagation

Security context propagation enables Java applications running in aWebL ogic Server
environment to access objects and operations in BEA WebL ogic Enterprise (WLE)
domains. The BEA WebL ogic Enterprise Connectivity (WLEC) component of

WebL ogic Server provides the security context propagation capability.

When security context propagation is used, the security identity of aUser definedina
WebL ogic Server security realm is propagated as part of the service context of an
Internet Inter-ORB Protocol (110P) request sent to the WLE domain over a network
connection that is part of aWLEC connection pool. Each network connection in the
WLEC connection pool has been authenticated using a defined User identity.
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To use security context propagation, create a WLEC connection pool for each WLE
domain you want to access from WebL ogic Server. WebL ogic Server populates each
WLEC connection pool with 11OP connections. Java applicationsin a WebL ogic
Server environment obtain 11OP connections from a WLEC connection pool and use
those connections to call objects and invoke operations in WLE domains.

Before using security context propagation, add W.E_HOVE/ | i b/ Wl eor b. j ar and
W.E HOVE/ | i b/ W epool . j ar tothe CLASSPATH variablein the
st art Admi nWebLogi c. sh or st art Adm nWebLogi c. cmd file.

For more information, see Using WLEC.
The steps for implementing security context propagation are as follows:

1. Create anew WLEC connection pool for the purpose of security context
propagation. To create aWL EC connection pool, go to the Services—» WLEC node
in the left pane of the Administration Console. In the right pane of the
Administration Console, click the Create a new WLEC Connection Pool link.
Define the fields in the following table:

Table 12-22 WLEC Connection Pool Fieldson the General Tab

Field Description

Name The name of the WLEC connection pool. The name
must be unique for each WLEC connection pool.

Primary Addresses A list of addresses for [1OP Listener/Handlers that can
be used to establish a connection between the WLEC
connection pool and the WLE domain. The format of
each addressis/ / host name: port .

The addresses must match the | SL addressesdefined in
the UBBCONFI Gfile. Multiple addresses are seperated
by semicolons. For example: // mai n1. com 1024;
// mai n2. com 1044.

To configurethe WL EC connection pool to usethe SSL
protocol, usethe cor bal ocs prefix with the address
of the IIOP Listener/Handler. For example:

cor bal ocs: // host nane: port.
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Table 12-22 WL EC Connection Pool Fields on the General Tab

Field

Description

Failover Addresses

A list of addresses for I1OP Listener/Handlers that are
used if connections cannot be established with the
addresses defined in the Primary Addresses field.
Multiple addresses are separated by semicolons. This
field is optional.

Domain

The name of the WLE domain to which thisWLEC
connection pool connects. Y ou can have only one
WLEC connection pool per WLE domain. The domain
name must match the donmi ni d parameter in the
RESOURCES section of the UBBCONFI G file for the
WLE domain.

Minimum Pool Size

The number of I10P connections to be added to the
WLEC connection pool when WebL ogic Server starts.
Thedefaultis 1.

Maximum Pool Size

The maximum number of 11OP connectionsthat can be
made from the WLEC connection pool. The default is
1.

2. Click the Create button.

3. Propagate the security context for a User in a WebL ogic Server security realm to
aWLE domain. To do so, define the fields on the Security tab in the Connection
Pool Configuration window. The following table describes these fields.

Table 12-23 WLEC Connection Pool Fields on the Security Tab

Field

Description

User Name

A WLE user name. Thisfield isrequired only
when the security level inthe WLE domain is
USER_AUTH, ACL or MANDATORY_ACL.

User Password
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The password for the User defined in the User
Nane field. Thisfield isrequired only when you
definethe User Narre field.
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Table 12-23 WLEC Connection Pool Fields on the Security Tab

Field Description

User Role The WLE user role. Thisfieldisrequired whenthe
security level inthe WLE domain is APP_PW
USER_AUTH, ACL, or MANDATORY_ACL.

Application Password The WLE application password. Thisfield is
required when the security level inthe WLE
domainis APP_PW USER _AUTH, ACL, or
MANDATORY_ACL.

Minimum Encryption Level The minimum SSL encryption level used between
the WLE domain and WebL ogic Server. The
possiblevaluesare0, 40, 56, and 128. The default
is40. Zero (0) indicates that the datais signed but
not sealed. 40, 56, and 128 specify the length, in
bits, of the encryption key. If this minimum level
of encryption is not met, the SSL connection
between WLE and WebL ogic Server fails.

Maximum Encryption Level Themaximum SSL encryption level used between
the WLE domain and WebL ogic Server. The
possiblevaluesare0, 40, 56, and 128. The default
is the maximum level alowed by the Encryption
Packagekit license. Zero (0) indicatesthat the data
issigned but not sealed. 40, 56, and 128 specify
the length, in bits, of the encryption key. If this
minimum level of encryption is not met, the SSL
connection between WLE and WebL ogic Server
fails.

Enable Certificate Authentication Checkbox that enables the use of certificate
authentication.

By default certificate authentication is disabled.

Enable Security Context Check this checkbox to pass the security context
of the WebL ogic Server User passed to the WLE
domain.

By default, security context is disabled.

4. To save your changes, click the Apply button and reboot WebL ogic Server.
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5.

Run thet pusr add command to define the WebL ogic Server User as an
authorized User in the WebL ogic Enterprise domain.

Set the - E option of the | SL command to configure the I1OP Listener/Handler to
detect and utilize the propagated security context from the WebL ogic Server
realm. The - E option of thel SL command requires you to specify a principal
name. The principal name defines the principal used by the WLEC connection
pool to log in to the WebL ogic Enterprise domain. The principal name should
match the name defined in the User Name field when creating a WLEC
connection pool.

Using certificate authentication between the WebL ogic Server environment and the
WebL ogic Enterprise environment implies performing a new SSL handshake when
establishing aconnection from the WebL ogic Server environment to a CORBA object,
RMI object, or EJB in aWebL ogic Enterprise environment is initiated. To support
multiple client requests over the same SSL network connection, you must set up
certificate authentication so that it operates as follows:

1

Obtain adigital certificate for the principal and put the private key in the
TUXDI R/ udat aobj / securi ty/ keys directory of WebL ogic Enterprise.

Usethet pusr add command to define the principal as a WebL ogic Enterprise
user.

Define the 11OP Listener/Handler in the UBBCONFI Gfile with the - E option to
indicate the principal is to be used for authentication.

Define the principal name in the User Name field when creating a WLEC
Connection pool in the Administration Console of WebL ogic Server.

Obtain a digital certificate for the IIOP Listener/Handler.

Specify the digital certificate in the SEC_PRI NCI PAL_NANE option of the ISL
command and use the - S option to indicate that a secure port should be used for
communication between the WebL ogic Enterprise domain and the WebL ogic
Server security realm.

For more information about the UBBCONFI Gfile, see Creating a Configuration Filein
the WLE documentation.

For more information about the cor bal ocs prefix, see Understanding the Address
Formats of the Bootstrap Object in the WLE documentation.
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Setting Up the Java Security Manager

Setting

For information about WLE security levels, see Defining a Security Level inthe WLE
documentation.

Up the Java Security Manager

When you run WebL ogic Server under Java 2 (JDK 1.3), WebL ogic Server uses the
Java Security Manager to control access to WebL ogic Server resources. The Java
Security Manager requires a security policy file to set up the permissions. The

WebL ogic Server distribution includes asecurity policy file called webl ogi c. pol i cy
that contains a set of default permissions. With thisfileyou can start WebL ogic Server
without first creating your own security policy file.

Edit the following linesin thewebl ogi c. pol i cy file, replacing the location of the
directory in which you installed WebL ogic Server.

grant codebase “file:./c:/weblogic/-"{
permission java.io.FilePerm ssion “c:${/}webl ogi c${/}-",

Once you make these changes, we recommend that you take the following steps:
m  Make a backup copy of the webl ogi c. pol i cy fileand put it in a secure place.

m  Set the permissions on the webl ogi c. pol i cy file protections such that the
administrator of the WebL ogic Server deployment has write and read privileges
and no other users have any privileges.

Set thej ava. security. manager andj ava. security. pol i cy propertieson the
Java command line when you start WebL ogic Server. These properties perform the
following functions:

m Thejava. security. manager property specifiesthat a security policy will be
used by the Java Virtual Machine (JVM). You do not need to specify any
arguments to this property.

m Thejava. security. policy property specifiesthe location of the security
policy file to be used by the VM. The argument to this property is the fully
qualified file name of the webl ogi c. pol i cy file.

For example:
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$ java ... -Djava.security. manager\
-Dj ava. security. policy==c:/webl ogi c/ webl ogi c. policy

Be sureto use == instead of = when specifying thej ava. securi ty. pol i cy argument
so that only thewebl ogi c. pol i cy fileisused by the Java security manager. The ==
causes the webl ogi c. pol i cy fileto override any default security policy. A single
equal sign (=) causesthewebl ogi c. pol i cy filetobeappendedto an existing security
policy.

Caution: The Java security manager is partially disabled during the booting of
Administration and Managed Servers. During the boot sequence, the
current Java security manager is disabled and replaced with avariation of
the Java security manager that has the checkRead() method disabled.
While disabling this method greatly improves the performance of the boot
sequence, it also minimally diminishes security. The startup classes for
WebL ogic Server arerunwith thispartially disabled Javasecurity manager
and therefore the classes need to be carefully scrutinized for security
considerations involving the reading of files.

Modifying the weblogic.policy File for Third
Party or User-Written Classes

The best location for your server-side user code isthe

webl ogi c/ nyserver/ servercl asses directory. If you have third party or
user-written classesthat are not in that directory, perform the following stepsto protect
them:

1. Copy the entire block of codein thewebl ogi c. pol i cy filefrom* gr ant
codeBase. . . ” tothe closing bracket and semicolon.

2. Paste the selection back into the webl ogi c. pol i cy file below the section you
just copied.

3. Editthegrant codeBase andthepermi ssion.java.io. Fil ePerni ssion
statements so that the directories point to the location of your third party or
user-written code.
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This procedure creates a security policy for your code that contains exactly the same
permissions as those for WebL ogic Server. Y ou should examine these permissions
closely to make sure that thisis the security policy you want for those directories.

Caution:

JavaSoft JDK version 1.2.1 on UNIX systems applies security policies
improperly if your WebL ogic Server software is not installed in the root
directory of the file system or disk drive. Policy isonly applied correct if
thepathinagrant codeBase URL hasjust one component. For example,
if youinstall WebLogic Serverinc:\test\webl ogi ¢ (or even

/ home/ webl ogi ¢ on Solaris), you will see AccessCont r ol Except i on
even though you use the correct URL in your security policy file.

To workaround this limitation, you can either install WebL ogic in the root
directory (recommended) or modify the URL so that it contains only the
first component of the path to your WebL ogic installation. For example:

grant codeBase “file:/c:/test/” {

Problems occur when using the “/ - in the specified URL. This problem
has been acknowledged by Sun Microsystems as bug #4261298, but they
have determined that thisis not abug in the JDK. They state, “when a path
istrailedwith“/ -” it meansthat the element preceding it isadirectory and
that grant functionsfor all elementsbelow it. It does not mean that you can
read the directory itself.” The workaround for this nuance isto add an
additional Fi | ePer mi ssi on entry that consists of just the directory itself
(with no trailing “/ - ).
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CHAPTER

13 Managing Transactions

The following topics are discussed:

m  Overview of Transaction Management
m  Configuring Transactions

m  Monitoring and Logging Transactions
m  Moving a Server to Another Machine

This section provides guidelines for configuring and managing transactions through
the Administration Console. For information on configuring JDBC connection pools
to allow JDBC driversto participate in distributed transactions, see “Managing JDBC
Connectivity” in the Administration Guide.

Overview of Transaction Management

The Administration Console provides an interface to the tools that allow you to enable
and configure WebL ogic Server features, including the JavaTransaction APl (JTA).
To invoke the Administration Console, see the procedures provided in Configuring
WebL ogic Serversand Clusters. The configuration processinvolves specifying values
for attributes. These attributes define various aspects of the transaction environment,
including the following:

m  Transaction time-outs and limits
m  Transaction manager behavior

m  Transaction log file prefix
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Before configuring your transaction environment, you should be familiar with the
J2EE components that can participate in transactions, such as EJBs, JDBC, and JMS.

m EJIBs(Enterprise JavaBeans) use JTA for transactions support. Several
deployment descriptors relate to transaction handling. For more information
about programming with EJBs and JTA, see Programming WebLogic Enterprise
JavaBeans.

m JDBC (Java Database Connectivity) provides standard interfaces for accessing
relational database systems from Java. JTA provides transaction support on
connections retrieved using a JDBC driver and transaction data source. For more
information about programming with JDBC and JTA, see Programming
WebLogic JDBC.

m IMS (Java Messaging Service) uses JTA to support transactions across multiple
dataresources. WebL ogic IMS is an XA-compliant resource manager. For more
information about programming with IMS and JTA, see Programming W\ebL ogic
IMS

For moreinformation about configuring J2EE components, see the applicabl e sections
of this document and the Administration Console online help.

Configuring Transactions

13-2

The Administration Console provides default values for al JTA configuration
attributes. If you specify aninvalid valuefor any configuration attribute, the WebL ogic
Server does not boot when you restart it.

Configuration settings for JTA are applicable at the domain level. This means that
configuration attribute settings apply to al servers within adomain. Monitoring and
logging tasks for JTA are performed at the server level.

Onceyou have configured WebL ogic JTA and any transaction participants, the system
can perform transactions using the JTA APl and the WebL ogic JTA extensions.

Y ou can configure any transaction attributes before running applications (static
configuration) or, with one exception, at application run time (dynamic configuration).
The Tr ansact i onLogFi | ePref i x attribute must be set before running applications.

To configure transaction attributes, complete the following procedure:
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1. Start the Administration Console.

2. Select the domain node in the left pane. The Configuration tab for the domain is
displayed by default.

3. Click the JTA tab.

4. For each attribute, specify avalue or, if available, accept the default value.

5. Click Apply to store new attribute val ues.

6. Ensurethat the Transaction Log File Prefix attributeis set when you

configure the server. For more information on setting the logging attribute, see
“Monitoring and Logging Transactions.”.

Table 13-1 briefly describes the transaction attributes available with WebL ogic
Server. For detailed information about attributes, and valid and default valuesfor them,
see the Domain topic in the Administration Console online help.

Table 13-1 Transaction Attributes

Attribute Description

Ti meout Seconds Thetime, in seconds, a transaction may be active
before the system forces a rollback.

Abandon Ti meout Seconds The maximum time, in seconds, that a transaction
coordinator persists in attempting to complete a
transaction.

Bef ore Conpl etion Thenumber of bef or eConpl et i on callbacksthat

Iteration Limt are processed before the system forces a rollback.

Max Transactions The maximum number of transactions that may be

active on a particular server at one time.

Max Uni que Nane Statistics Themaximum number of unique transaction names
that may be tracked by a server at onetime.

Forget Heuristics A Boolean value specifying whether the transaction
manager should instruct a resource to forget any
transaction with a heuristic outcome.
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Monitoring and Logging Transactions

The Administration Console allows you to monitor transactions and to specify the
transaction log file prefix. Monitoring and logging tasks are performed at the server
level. Transaction statistics are displayed for a specific server and each server hasa
transaction log file.

To display transaction statistics and to set the prefix for the transaction log files,
complete the following procedure:

1
2
3
4.
5
6.

7.
8.

Start the Administration Console.

. Click the server node in the |eft pane.

. Select a specific server in the left pane.

Click the Monitoring tab.

. Click the JTA tab. Totals for transaction statistics are displayed in the JTA dialog.

(You can aso click the monitoring text links to monitor transactions by resource
or by name, or to monitor all active transactions.)

Click the Logging tab.
Click the JTA tab.

Enter atransaction log file prefix then click on Apply to save the attribute setting.

For detailed information on monitoring and logging values and attributes, see the
Server topic in the Administration Console online help.

Moving a Server to Another Machine

When an applications server is moved to another machine, it must be ableto locate the
transaction log files on the new disk. For this reason, we recommend moving the
transaction log files to the new machine before starting the server there. By doing so
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Moving a Server to Another Machine

you can ensure that recovery runs properly. If the pathname is different on the new
machine, updatethe Tr ansact i onLogFi | ePr ef i x attribute with the new path before
starting the server.

When migrating transaction logs after a server failure, make all transaction log files
available on the new machine before starting the server there. Y ou can accomplish this
by storing transaction log files on adual-ported disk available to both machines. Asin
the case of a planned migration, update the Tr ansact i onLogFi | ePr ef i x attribute
with the new path before starting the server if the pathname is different on the new
machine. It isimportant to ensure that all transaction log files are available on the new
machine before the server is started there. Otherwise, transactions in the process of
being committed at the time of a crash might not be resolved correctly, resulting in
application data inconsistencies.
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CHAPTER

14 Managing JDBC
Connectivity

The following sections provide guidelines for configuring and managing database
connectivity through the JIDBC components—Data Sources, Connection Pools and
MultiPools—for both local and distributed transactions:

m “Overview of IDBC Administration” on page 14-1

m “JDBC Components—Connection Pools, Data Sources, and MultiPools’ on page
14-4

m “JDBC Configuration Guidelines for Connection Pools, MultiPools and
DataSources’ on page 14-5

m “Setting and Managing JDBC Connection Pools, MultiPools, and DataSources”
on page 14-19

Overview of JDBC Administration

The Administration Console provides an interface to the tools that allow you to
configure and manage WebL ogic Server features, including JDBC (database
connectivity with Java). For most JDBC administrative functions, which include
creating, managing and monitoring connectivity, systems administrators use the
Administrative Console or the command-line interface. Application devel opers may
want to use the JIDBC API.

Frequently performed tasks to set and manage connectivity include:
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m Defining the attributes that govern JDBC connectivity between WebL ogic Server
and your database management system

m  Managing established connectivity

m  Monitoring established connectivity

About the Administrative Console

Y our primary way to set and manage JDBC connectivity isthrough the Administration
Console. Using the Administration Console, you set connectivity statically prior to
starting the server. For more information, see “ Starting the Administration Console”
on page 1-3.

In addition to setting connectivity, the Administration Console allows you to manage
and monitor established connectivity.

About the Command-Line Interface

The command-line interface provides away to dynamically create and manage
Connection Pools. For information on how to use the command-line interface, see
“WebL ogic Server Command-Line Interface Reference” on page B-1.

About the JDBC API

For information on setting and managing connectivity programatically, see
Programming WebL ogic JDBC at http://e-docs.bea.com/wls/docs60/jdbc/index.html.

Related Information

The JDBC drivers, used locally and in distributed transactions, interface with many
WebL ogic Server components and information appearsin several documents. For
example, information about JDBC driversis included in the documentation sets for
JDBC, JTA and WebL ogic jDrivers.
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Hereisalist of additional resourcesfor JDBC, JTA and Administration:

Administration and Management

m For instructions on opening the Administration Console, refer to “ Configuring
WebL ogic Serversand Clusters’ on page 3-1.

m  For acompletelist of the IDBC attributes, see JDBC Connection Pool, JDBC
Data Sources, JDBC MultiPools, and JDBC Transaction Data Sourcesin the
WebL ogic Administration Console Online Help at
http://e-docs.bea.com/wls/docs60/ConsoleHel p/index.html.

m For information about using the command-line interface, see “WebL ogic Server
Command-Line Interface Reference” on page B-1.

JDBC and WebLogic jDrivers

Thefollowing documentation iswritten primarily for application devel opers. Systems
Administrators may want to read the introductory material as a supplement to the
material in this document.

m For information on the JDBC API, see Programming WebLogic JDBC. The
“Introduction to WebL ogic JDBC” section provides a concise overview of JDBC
and JDBC drivers.

m For information on using the WebL ogic jDrivers, see Installing and Using
WebLogic jDriver for Oracle at
http://e-docs.bea.com/wls/docs60/oracl e/index.html, Installing and Using
WebLogic jDriver for Microsoft SQL Server at
http://e-docs.bea.com/wls/docs60/mssgl serverd/index.html, or Installing and
Using WebLogic jDriver for Informix at
http://e-docs.bea.com/wls/docs60/informix4/index.html.

Transactions (JTA)

m For information on managing JTA, see “Managing Transactions” on page 13-1.

Thefollowing documentation iswritten primarily for application devel opers. Systems
Administrators may want to read the following as supplements to the material in this
section.

Administration Guide 14-3


http://e-docs.bea.com/wls/docs60/ConsoleHelp/jdbcconnectionpool.html
http://e-docs.bea.com/wls/docs60/ConsoleHelp/jdbcdatasource.html
http://e-docs.bea.com/wls/docs60/ConsoleHelp/jdbcdatasource.html
http://e-docs.bea.com/wls/docs60/ConsoleHelp/jdbcmultipool.html
http://e-docs.bea.com/wls/docs60/ConsoleHelp/jdbctxdatasource.html
http://e-docs.bea.com/wls/docs60/ConsoleHelp/index.html
http://e-docs.bea.com/wls/docs60/jdbc/index.html
http://e-docs.bea.com/wls/docs60/jdbc/intro.html
http://e-docs.bea.com/wls/docs60/oracle/index.html
http://e-docs.bea.com/wls/docs60/oracle/index.html
http://e-docs.bea.com/wls/docs60/mssqlserver4/index.html
http://e-docs.bea.com/wls/docs60/mssqlserver4/index.html
http://e-docs.bea.com/wls/docs60/informix4/index.html
http://e-docs.bea.com/wls/docs60/informix4/index.html

14 Managing JDBC Connectivity

m For information on distributed transactions, see Programming WebLogic JTA at
http://e-docs.bea.com/wls/docs60/jta/index.html.

m For information on using the WebL ogic jDriver for Oracle/XA, see "Using
WebL ogic jDriver for Oracle/XA in Distributed Transactions" in Installing and
Using WebL ogic jDriver for Oracle at
http://e-docs.bea.com/wls/docs60/oracl e/trxjdbex.html.

JDBC Components—Connection Pools, Data
Sources, and MultiPools

The following sections provide a brief overview of the JIDBC connectivity
components—Connection Pools, MultiPools, and Data Sources:

Connection Pools

A Connection Pool contains named groups of JDBC connectionsthat are created when
the Connection Pool is registered, usually when starting up WebL ogic Server. Y our
application borrows a connection from the pool, usesit, then returnsiit to the pool by
closing it. Read more about Connection Poolsin Programming WebL ogic JDBC at
http://e-docs.bea.com/wls/docs60/j dbc/ programming.html#programming006.

All of the settings you make with the Administration Console are static; that is, all
settings are made before WebL ogic Server starts. Y ou can create dynamic Connection
Pools—after the server starts—using the command line (see “WebL ogic Server
Command-Line Interface Reference” on page B-1) or programatically using the API
(see Creating a Dynamic Connection Pool in Programming WebLogic JDBC).

MultiPools

Used in local (non distributed) transactions on single-server WebLogic Server
configurations, MultiPools aid in either:

14-4 Administration Guide


http://e-docs.bea.com/wls/docs60/jta/index.html
http://e-docs.bea.com/wls/docs60/oracle/trxjdbcx.html
http://e-docs.bea.com/wls/docs60/oracle/trxjdbcx.html
http://e-docs.bea.com/wls/docs60/jdbc/programming.html#programming006
http://e-docs.bea.com/wls/docs60/jdbc/programming.html#dynamic_conn_pool

JDBC Configuration Guidelines for Connection Pools, MultiPools and DataSour ces

m Load Balancing—pools are added without any attached ordering and are
accessed using a round-robin scheme. When switching connections, the
Connection Pool just after the last pool accessed is selected.

m High Availability—set up pools as an ordered list that determines the order in
which Connection Pool switching occurs. For example, the first pool on the list
is selected, then the second, etc.

All of the connections in a particular Connection Pool are identical; that is, they are
attached to asingle database. The Connection Poolswithin aMultiPool may, however,
be associated with different DBMS. Read more about MultiPoolsin Programming
WebL ogic JDBC at
http://e-docs.bea.com/wls/docs60/jdbc/programming.html#programming008.

Data Sources

A Data Source object enables JDBC clientsto obtain a DBMS connection. Each Data
Source object points to a Connection Pool or MultiPool. Data Source objects can be
defined with or without JTA, which provides support for distributed transactions. Read
more about Data Sources in Programming WebL ogic JDBC at
http://e-docs.bea.com/wls/docs60/jdbc/ programming.html#programming001.

Note: Tx Data Sources cannot point to MultiPools, only Connection Pools, because
MultiPools are not supported in distributed transactions.

JDBC Configuration Guidelines for
Connection Pools, MultiPools and
DataSources

This section describes JDBC configuration guidelines for local and distributed
transactions.
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Overview of JDBC Configuration

14-6

To set up JDBC connectivity, you configure Connection Pools, Data Source objects
(always recommended, but optional in some cases), and MultiPools (optional) by
defining attributes in the Administration Console and, for dynamic connection poals,

at the command line. There are three types of transactions:

m | ocal—non-distributed transaction

m Distributed with XA Driver—two-phase commit

m Distributed with non-XA Driver—single resource manager and single database

instance

The following table describes how to use these objects in local and distributed

transactions:

Table 14-1 Summary of JDBC Configuration Guidelines

Descriptio  Local Transactions Distributed Distributed
n/Object Transactions Transactions
XA Driver Non-XA Driver
JDBCdriver = WebLogic jDriver m  WeblLogic m  WebLogic jDriver for
for Oracle, Microsoft jDriver for Oracle, Microsoft
SQL Server, and Oracle/XA. SQL Server, and
Informix. = Compliant Informix.
= Compliant third-party m  Compliant third-party
third-party drivers. drivers. drivers.

DataSource  Data Source object Tx Data Source Tx Data Source required.
recommended. (If thereis  required. Setenabl e t wo- phase
no Data Source, use the commit =t r ue if more
JDBCAPL) than one resource. See

“Configuring Non-XA

JDBC Driversfor

Distributed Transactions’

on page 14-17.
Connection Requires Data Source RequiresTXData  Requires TXData Source.
Pool object when configuring ~ Source.
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Table 14-1 Summary of JDBC Configuration Guidelines

Descriptio  Local Transactions  Distributed Distributed
n/Object Transactions Transactions
XA Driver Non-XA Driver
Multi Pool Connection Pool and Not supported in Not supported in
Data Source required. distributed distributed transactions.
Used in single-server transactions.

configurations only.

Note: Distributed transactions use the WebL ogic jDriver for Oracle/XA, the
transaction mode for WebL ogic jDriver for Oracle.

Drivers Supported for Local Transactions

m JDBC 2.0 driversthat support the JIDBC Core 2.0 AP (j ava. sqgl ), including
the WebL ogic jDrivers for Oracle, Microsoft SQL Server, and Informix. The
API alowsyou to create the class objects necessary to establish a connection
with a data source, send queries and update statements to the data source, and
process the results.

Drivers Supported for Distributed Transactions

m  Any JDBC 2.0 driver that supports JDBC 2.0 distributed transactions standard
extension interfaces (j avax. sql . XADat aSour ce, j avax. sql . XAConnect i on,
j avax. transacti on. xa. XAResour ce), including the WebL ogic jDriver for
Oracle/XA.

m  Any JDBC driver that supports JDBC 2.0 Core API but does not support JIDBC
2.0 distributed transactions standard extension interfaces. Only one non-XA
JDBC driver at atime can participate in a distributed transaction. See
“Configuring Non-XA JDBC Driversfor Distributed Transactions’ on page
14-17.

Configuring JDBC Drivers

This section explains how to configure drivers for local and distributed transactions.
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Configuring JDBC Drivers for Local Transactions

To configure IDBC driversfor local transactions, set up the JDBC Connection Pool as
follows:

m  Specify the Driver Classname attribute as the name of the class supporting the
java.sql . Driver interface.

m  Specify the data properties. These properties are passed to the specific Dri ver
asdriver properties.

For more information on WebL ogic two-tier JDBC drivers, refer to the BEA
documentation for the specific driver you are using: Installing and Using WebL ogic
jDriver for Oracle at http://e-docs.bea.com/wls/docs60/oracle/index.html, Installing
and Using WebL ogic jDriver for Microsoft SQL Server at
http://e-docs.bea.com/wls/docs60/mssqgl server4/index.html, or Installing and Using
WebLogic jDriver for Informix at
http://e-docs.bea.com/wls/docs60/informix4/index.html. If you are using athird-party
driver, refer to Using Third-Party JDBC XA Drivers with WebL ogic Server in
Programming WebLogic JTA at
http://e-docs.bea.com/wls/docs60/jtalthirdpartytx.html and the vendor-specific
documentation. The following tables show sample JDBC Connection Pool and Data
Source configurations using the WebL ogic jDrivers.

The following table shows a sample Connection Pool configuration using the
WebL ogic jDriver for Oracle.

Table 14-2 WebL ogic jDriver for Oracle: Connection Pool Configuration

Attribute Name Attribute Value

Name nyConnect i onPool

Targets nyserver

DriverClassname webl ogi c. j dbc. oci . Driver
Initial Capacity 0

MaxCapacity 5

Capacitylncrement 1

Properties user =scott; server=l ocal db
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The following table shows a sample Data Source configuration using the WebL ogic

jDriver for Oracle.

Table 14-3 WebL ogic jDriver for Oracle: Data Source Configuration

Attribute Name

Attribute Value

Name nyDat aSour ce
Targets nyserver
JINDIName nmyconnecti on
PoolName nyConnect i onPool

The following table shows a sample Connection Pool configuration using the
WebL ogic jDriver for Microsoft SQL Server.

Table 14-4 WebL ogic jDriver for Microsoft SQL Server: Connection Pool

Configuration

Attribute Name

Attribute Value

Name

nmyConnect i onPool

Targets

nyserver

DriverClassname

webl ogi c. j dbc. mesql server4. Dri ver

Initial Capacity 0
MaxCapacity 5
Capacitylncrement 1

Properties

user =sa; passwor d=secr et ; db=pubs; server =
nyHost : 1433; appnane=MyAppl i cati on; hostn
ame=nyhost Nane
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The following table shows a sample Data Source configuration using the WebL ogic
jDriver for Microsoft SQL Server.

Table 14-5 WebL ogic jDriver for Microsoft SQL Server: Data Source
Configuration

Attribute Name Attribute Value
Name ny Dat aSour ce
Targets nmyserver
JNDIName nmyconnecti on
PoolName nmyConnect i onPool

The following table shows a sample Connection Pool configuration using the
WebL ogic jDriver for Informix.

Table 14-6 WebL ogicjDriver for Informix: Connection Pool Configuration

Attribute Name Attribute Value

Name nmyConnect i onPool

Targets nyserver

DriverClassname webl ogi c. jdbc. i nform x4. Driver

Initial Capacity 0

MaxCapacity 5

Capacitylncrement 1

Properties user =i nf or m x; passwor d=secr et ; server =ny

DBHost ; port =1493; db=nyDB
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The following table shows a sample Data Source configuration using the WebL ogic
jDriver for Informix.

Table 14-7 WebL ogic jDriver for Informix: Data Source Configuration

Attribute Name Attribute Value
Name nyDat aSour ce
Targets nyserver
JINDIName nmyconnecti on
PoolName nyConnect i onPool

Configuring XA JDBC Drivers for Distributed Transactions

To alow XA JDBC driversto participate in distributed transactions, configure the
JDBC Connection Pool asfollows:

m Specify theDriver O assnane attribute as the name of the class supporting the
j avax. sql . XADat aSour ce interface.

m  Make sure that the database properties are specified. These properties are passed
to the specified XADat aSour ce as data source properties. For more information
on data source properties for the WebL ogic jDriver for Oracle, see “WebL ogic
jDriver for Oracle/XA Data Source Properties.” For information about data
source properties for third-party drivers, see the vendor documentation.

The following attributes are an example of a JDBC Connection Pool configuration
using the WebL ogic jDriver for Oracle in XA mode.

Table 14-8 WebL ogic jDriver for Oracle/XA: Connection Pool Configuration

Attribute Name Attribute Value

Name f undsXf er AppPool

Targets nyserver

DriverClassname webl ogi c. j dbc. oci . xa. XADat aSour ce
Initial Capacity 0

MaxCapacity 5
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Table 14-8 WebL ogic jDriver for Oracle/XA: Connection Pool Configuration

Attribute Name Attribute Value
Capacitylncrement 1
Properties user =scot t; passwor d=ti ger; server =l ocal db

The following attributes are an example of a Tx Data Source configuration using the
WebL ogic jDriver for Oraclein XA mode.

Table 14-9 WebL ogic jDriver for Oracle/XA: Tx Data Source

Attribute Name Attribute Value

Name f undsXf er Dat a Sour ce
Targets nmyserver

JNDIName nyapp. f undsXf er
PoolName f undsXf er AppPool

Y ou can a so configure the JIDBC Connection Pool to use athird-party vendor’ sdriver
in XA mode. In such cases, the data source properties are set via reflection on the
XADat aSour ce instance using the JavaBeans design pattern. In other words, for
property abc, the XADat aSour ce instance must support get and set methods with the
names get Abc and set Abc, respectively.

The following attributes are an example of a JDBC Connection Pool configuration
using the Oracle Thin Driver.

Table 14-10 Oracle Thin Driver: Connection Pool Configuration

Attribute Name Attribute Value

Name j t aXAPool

Targets nmyserver, serverl

DriverClassname oracl e.jdbc. xa. client. O acl eXADat aSour ce
Initial Capacity 1
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Table 14-10 Oracle Thin Driver: Connection Pool Configuration

Attribute Name Attribute Value

MaxCapacity 20

Capacitylncrement 2

Properties user =scot t; passwor d=ti ger;
url =j dbc: oracl e: t hi n: @aybri dge: 1521: bay81
-

The following attributes are an example of a Tx Data Source configuration using the
Oracle Thin Driver.

Table 14-11 Oracle Thin Driver: Tx Data Source Configuration

Attribute Name Attribute Value
Name j t aXADS

Targets nyserver, serverl
IJNDIName j t aXADS

PoolName j t aXAPool

Configure the JDBC Connection Pool for use with a Cloudscape driver as follows.

Table 14-12 Cloudscape: Connection Pool Configuration

Attribute Name Attribute Value

Name j t aXAPool

Targets nyserver, serverl

DriverClassname COM cl oudscape. cor e. XADat aSour ce
Initial Capacity 1

MaxCapacity 10

Capacitylncrement 2
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Table 14-12 Cloudscape: Connection Pool Configuration

Attribute Name Attribute Value
Properties dat abaseNanme=C oudscapeDB
SupportsLoca Transaction true

Configure the Tx Data Source for use with a Cloudscape driver as follows.

Table 14-13 Cloudscape: Tx Data Source Configuration

Attribute Name Attribute Value
Name j taZADS

Targets myser ver, nyserver1l
JNDIName JTAXADS

PoolName j t aXAPool

WebLogic jDriver for Oracle/XA Data Source Properties

Table 14-14 lists the data source properties supported by the WebL ogic jDriver for
Oracle. The IDBC 2.0 column indicates whether a specific data source property isa
JDBC 2.0 standard data source property (Y) or aWebL ogic Server extension to JDBC

(N).
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The Optional column indicateswhether aparticular data source property isoptional or
not. Properties marked with Y* are mapped to the corresponding fields of the Oracle
xa_open string (value of the opensSt ri ng property) aslisted in Table 14-14. If they
are not specified, their default values are taken from the openst r i ng property. If they
are specified, their values should match those specified in the openst ri ng property.
If the properties do not match, a SQLExcept i on isthrown when you attempt to make
an XA connection.

Mandatory properties marked with N* are also mapped to the corresponding fields of
the Oracle xa_open string. Specify these properties when specifying the Oracle
xa_open string. If they are not specified or if they are specified but do not match, an
SQLExcept i on isthrown when you attempt to make an XA connection.

Property Names marked with ** are supported, but not used, by WebL ogic Server.
Table 14-14 Data Source Propertiesfor WebL ogic jDriver for Oracle/XA

Property Name  Type Description JDB Op- Default
C20 tional Value
databaseName** String Nameof aparticular Y Y None
database on a server.
dataSourceName String A datasourcename; Y Y Connection
used to name an Pool Name
underlying
XADataSource.
description String Description of this Y Y None
data source.
networkProtocol**  String Network protocol Y Y None
used to communicate
with the server.
password String A databasepassword. Y N* None
portNumber** Int Port number atwhich Y Y None
aserver islistening
for requests.
roleName** String Theinitial SQL role Y Y None
name.
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Table 14-14 Data Source Propertiesfor WebL ogic jDriver for Oracle/XA

Property Name  Type Description JDB  Op- Default
C20 tional Value

serverName String Database server Y Y* None
name.

user String User’saccount name. Y N* None

openString String Oracle’'s XA open N Y None
string.

oracleXATrace String Indicates whether N Y true

XA tracing output is
enabled. If enabled
(true), afilewitha
name in the form of
xa_pool nanedat
e.trcisplacedin
thedirectory in
which the server is
started.

Table 14-15 liststhe mapping between Oracle sxa_open string fieldsand data source

properties.

Table 14-15 Mapping of xa_open String Namesto JDBC Data Source Properties
Oraclexa open StringField JDBC 2.0 Data Source Attribute  Optional

Name
acc user, password N
sglnet ServerName

Note also that users must specify Thr eads=t r ue in Oracle’sxa_open string. For
complete description of Oracle’sxa_open string fields, see your Oracle
documentation.
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Configuring Non-XA JDBC Drivers for Distributed Transactions

When configuring the JIDBC Connection Pool to allow non-XA JDBC driversto
participate with other resources in distributed transactions, specify the Enable
Two-Phase Commit attribute for the JDBC Tx Data Source. (Thisparameter isignored
by resources that support the XAResour ce interface.) Note that only one non-XA
connection pool at atime may participate in a distributed transaction.

Non-XA Driver/Single Resource

If you are using only one non-XA driver and it isthe only resource in the transaction,
leave the Enable Two-Phase Commit option unselected in the Console (accept the
default enableTwoPhaseCommit = false). In this case, the Transaction Manager
performs a one-phase optimization.

Non-XA Driver/Multiple Resources

If you are using one non-XA JDBC driver with other XA resources, select Enable
Two-Phase Commit in the Console (enabl eTwoPhaseConmi t = true).

When enabl eTwoPhaseCommi t issettot rue, the non-XA JDBC resource aways
returns XA_OK during the XAResour ce. pr epar e() method call. The resource
attempts to commit or roll back itslocal transaction in response to subsequent
XAResour ce. commi t () or XAResour ce. rol | back() calls. If the resource commit
or rollback fails, a heuristic error results. Application data may be left in an
inconsistent state as aresult of a heuristic failure.

When Enable Two-Phase Commit is not selected in the Console

(enabl eTwoPhaseCommi t issettof al se), the non-XA JDBC resource causes
XAResour ce. prepar e() tofail. This mechanism ensures that thereis only one
participant in the transaction, asconmi t () throwsaSyst enExcept i on in this case.
When there is only one resource participating in atransaction, the one phase
optimization bypasses XAResour ce. pr epar e() , and the transaction commits
successfully in most instances.
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The following shows configuration attributes for a sample JDBC Connection Pool
using anon-XA JDBC driver.

Table 14-16 WebL ogicjDriver for Oracle: Connection Pool Configuration

Attribute Name

Attribute Value

Name

f undsXf er AppPool

Targets

nyserver

DriverClassname

webl ogi c. jdbc. oci. Driver

Initial Capacity 0
MaxCapacity 5
Capacitylncrement 1

Properties

j dbc: webl ogi c: oracl e

The following table shows configuration attributes for a sample Tx Data Source using

anon-XA JDBC driver.

Table 14-17 WebL ogicj Driver for Oracle: Tx Data Source Configuration

Attribute Name

Attribute Value

Name f undsXf er Dat aSour ce
Targets nyserver, serverl
JNDIName nyapp. f undsXf er
PoolName f undsXf er AppPool
EnableTwoPhaseCommit true
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Setting and Managing JDBC Connection
Pools, MultiPools, and DataSources

The following sections discuss how to set database connectivity
m  Statically, before the server starts, in the Administration Console, and

m  Dynamically, after WebL ogic Server has started, using the command-line
interface.

Once connectivity is established, you use either the Administration Console or
command-line interface to manage and monitor connectivity. See Table 14-19 for
descriptionsof the configuration tasks and linksto the Administration Console Online
Help.

JDBC Configuration and Assignment

Using the Administration Console, you statically set connectivity by specifying
attributes and database properties for the JDBC components—Connection Pools, Data
Sources, and MultiPools. See “Configuring JDBC Connectivity Using the
Administration Console” on page 14-21.

Data Sources are associ ated with Connection Poolsor MultiPools ("pool")—each Data
Source is commonly associated with a specific pool. The associated Data Source and
pool are then assigned to the same target—either the same server or related
server/cluster. Y ou cannot assign a Data Source to one server, then the Connection
Pool to another.
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Refer to the following table for more information.

Table 14-18 Configuration and Assignment Scenarios

Scenario | Associate. . . Assign. ... Target
# Description
1 Data Source A with Data Source A to Managed Data Source and
Connection Pool A Server 1, and Connection Pool
Connection Pool A to assigned to the
Managed Server 1. same target.
2 Data Source B with Data Source B to Cluster X, Data Source and
Connection Pool B then Connection
Connection Pool B to assigned to
Managed Server 2in Cluster ~ rélated
X. server/cluster
targets.
3 Data Source C with Data Source A and Data Source and
Connection Pool C Connection Pool A to Connection Pool
Managed Server 1. assigned as aunit
-AND - to two different
Data Source ato Cluster X; targets.
then assign Connection Pool
A to Managed Server 2in
Cluster X.

(Y ou can assign more than one Data Source to apool, but thereis no practical purpose
for this.) Y ou can assign these Data Source/pool combinationsto more than one server
or cluster, but they must be assigned in combination. For example, you can’t assign a
DataSource to Managed Server A if its associated Connection Pool is assigned only to
Server B.

Y ou can configure dynamic Connection Pools (after the server starts) using the
command-line interface. See “JDBC Configuration Tasks Using the Command-Line
Interface” on page 14-23. Y ou can also configure dynamic Connection Pools
programatically using the APl (see Creating a Dynamic Connection Pool in
Programming WebLogic JDBC).
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JDBC Configurations for Servers or Clusters

Once you configure and associate the Data Source and Connection Pool (or
MultiPool), you then assign each object to the same server or server/cluster. Some
common scenarios are as follows:

In acluster, assign the Data Source to the cluster, and assign the associated
Connection Pool to each managed server in the cluster.

In asingle server configuration, assign each Data Source and its associated
Connection Pool to the server.

If you are using a MultiPool, assign the Connection Pools to the MultiPool; then
assign the Data Source and all Connection Pools and the MultiPool to the server.

See “Configuring JDBC Connectivity Using the Administration Console” on page
14-21 for adescription of the tasks you perform.

Configuring JDBC Connectivity Using the Administration Console

The Administration Console allows you to configure, manage, and monitor JDBC
connectivity. To display the tabs that you use to perform these tasks, complete the
following procedure:

1
2.
3.

Start the Administration Console.
Locate the Services node in the |eft pane, then expand the JIDBC node.

Select the tab specific to the component you want to configure or manage—
Connection Pools, MultiPools, Data Source, or Tx Data Source.

Follow the instructionsin the Online Help. For links to the Online Help, see
Table 14-19.
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The following table shows the connectivity tasks, listed in typical order in which you
perform them. Y ou may change the order; just remember you must configure an object

before associating or assigning it.

Table 14-19 JDBC Configuration Tasks

JDBC Description

Task # | Component/ Task

1 Configure a On the Configuration tabs, you set the attributes for the
Connection Pool Connection Pool, such as Name, URL, and database

Properties.

2 Clonea Connection | Thistask copiesaConnection Pool. On the Configuration

Pool (Optional) tabs, you change Name of pool to a unique name; and
accept or change the remaining attributes. This a useful
feature when you want to have identical pool
configurations with different names. For example, you
may want to have each database administrator use a
certain pool to track individual changes to a database.

3 Configure a On the MultiPool tabs, you set the attributes for the name
MultiPool (Optional) | and algorithm type, either High Availability or Load

Balancing. On the Pool tab, you assign the Connection
Pools to this MultiPool.

4 Configure a Data Using the Data Source tab, set the attributes for the Data
Source (and Source, including the Name, JINDI Name, and Pool Name
Associate with a (thisassociates, or assigns, the Data Source with aspecific
Pool) pool—Connection Pool or MultiPool.)

5 ConfigureaTx Data | Using the Tx Data Sourcetab, set the attributesfor the Tx
Source (and Data Source, including the Name, JINDI Name, and
Associate with a Connection Pool Name (this associates, or assigns, the
Connection Pool) Data Source with a specific pool).

Note: Do not associate a Tx Data Source with a
MultiPool; MultiPools are not supported in
distributed transactions.

6 Assigna Connection | Using the Target tab, you assign the Connection Pool to
Pool to the one or more Servers or Clusters. See Table 14-18
Servers/Clusters Configuration and Assignment Scenarios.

7 Assignthe MultiPool | Using the Target tab, you assign the configured MultiPool
to Serversor Clusters | to Serversor Clusters.
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JDBC Configuration Tasks Using the Command-Line Interface

The following table shows what methods you use to create a dynamic Connection
Pool.

Table 14-20 Setting Connectivity—Dynamic

If youwant to. .. Then usethe. ..

Create adynamic s Command line—"CREATE_POOL"” on page B-20, or

Connection Pool m  APl—see "Configuring WebLogic JDBC Features' in
Programming WebLogic JDBC

For moreinformation, see“WebL ogic Server Command-Linelnterface Reference” on
page B-1, and “ Creating a Dynamic Connection Pool” in Programming WebLogic
JDBC.

Managing and Monitoring Connectivity

Managing connectivity includes enabling, disabling, and deleting the JIDBC
components once they have been established.

JDBC Management Using the Administration Console

To manage and monitor JIDBC connectivity, refer to the following table:
Table 14-21 JDBC Management Tasks

If youwantto... Dothis. .. in the Administration Console

Reassign a Connection Pool | Using the instructionsin Assign a Connection Pool to the

to a Different Server or Servers/Clusters, on the Target tab deselect the target

Cluster (move target from Chosen to Available) and assign anew
target.

Reassign aMultiPool to a Using theinstructions in Assign the MultiPool to Servers

Different Cluster or Clusters, on the Target tab deselect the target (move

target from Chosen to Available) and assign a new target.
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Table 14-21 JDBC Management Tasks

If youwantto...

Do this. .. in the Administration Console

Delete a Connection Pool

See Delete a Connection Pool in the Online Help.

Delete a MultiPool

1. Select the MultiPools node in the left pane. The
Multi Poolstable displaysin theright pane showing all
the MultiPools defined in your domain.

2. Click the Delete icon in the row of the MultiPool you

want to delete. A dialog displays in the right pane
asking you to confirm your deletion request.

3. Click Yesto delete the MultiPools. The MultiPool
icon under the MultiPools node is deleted.

Delete a Data Source

1. Selectthe DataSourcesnodeintheleft pane. The Data
Sourcestable displaysin theright pane showing all the

Data Sources defined in your domain.

2. ClicktheDeleteiconintherow of the Data Sourceyou

want to delete. A dialog displays in the right pane
asking you to confirm your deletion request.

3. Click Yesto delete the Data Source. The Data Source

icon under the DataSources node is del eted.

Monitor a Connection Pool

1. Select the pool in the left pane.

Select the Monitoring tab in the right pane, then select

the Monitor All Active Pools link.

Modify an Attribute for a
Connection Pool, MultiPool,
or DataSource

1. Selectthe JDBC object—Connection Pool, MultiPool,

or DataSource—in the | ft pane.

2. SelecttheTargettabintheright pane, and unassignthe

object from each server (move the object from the
Chosen column to the Available column.) Then click

Apply. Thisstopsthe JDBC object—Connection Pool,

MultiPool, or DataSource—on the corresponding
server(s).

3. Select the tab you want to modify and change the
attribute.

4. Select the Target tab and reassign the object to the
server(s).This starts the JDBC object—Connection
Pool, MultiPool, or DataSource—on the
corresponding server(s).
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JDBC Management Using the Command-Line Interface

The following table describes the Connection Pool management using the
command-line interface. Select the command for more information.

For information on using the Connection Pool commands, see “WebL ogic Server
Command-Line Interface Reference” on page B-1.

Table 14-22 Managing Connection Poolswith the Command-Line Interface

If youwantto... Then usethiscommand. . .

Disable a Connection Pool  “ DI SABLE_POOL” on page B-24

Enable aConnection Pool ~ “ENABLE_POCL” on page B-25

that has been disabled
Delete a Connection Pool “DESTROY_POCL” on page B-23
Confirm if a Connection “EXI STS_POOL” on page B-26

Pool was created

Reset a Connection Pool “RESET_POOL” on page B-27

Administration Guide  14-25



14 Managing JDBC Connectivity

14-26  Administration Guide



CHAPTER

15 Managing JMS

This section explains how to manage WebL ogic IMS, describing the following topics:

m  Configuring IMS

Monitoring IMS

Recovering From a WebL ogic Server Failure

Configuring JMS

Using the Administration Console, you define configuration attributes to:

Enable IMS.
Create JMS servers.

Create and/or customize values for IM S servers, connection factories,
destinations (queues and topics), destination templates, destination keys, backing
stores, session pools, and connection consumers.

Set up custom JM S applications.
Define threshol ds and quotas.

Enable any desired IM S features, such as server clustering (see the next section),
concurrent message processing, destination sort ordering, and persistent
messaging.
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WebLogic JMS provides default values for some configuration attributes; you must
provide values for all others. If you specify an invalid value for any configuration
attribute, or if you fail to specify avalue for an attribute for which a default does not
exist, the WebL ogic Server will not boot IMS when you restart it. A sample IMS
configuration is provided with the product.

When migrating from a previous release, the configuration information will be
converted automatically, as described in “Migrating Existing Applications’ in
Programming WebLogic JMS.

To configure WebL ogic IM S attributes, perform the following steps:
1. Start the Administration Console.
2. Select the IM S button under Services in the left pane to expand the list.

3. Follow the procedures described in the following sections, or in the
Administration Console Online Help, to create and configure the IM S objects.

Once WebL ogic IMS is configured, applications can begin sending and receiving
messages using the IMS API. For moreinformation about devel oping WebLogic IMS
applications, see “Developing aWebLogic IMS Application” in Programming
WebLogic IMS.

Note: To assist with your WebL ogic IM S configuration planning, Programming
WebLogic JMS provides configuration checklists that enable you to view the
attribute requirements and/or options that support various JM S features.
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Configuring Connection Factories

Connection factories are objects that enable IM S clients to create IMS connections. A
connection factory supports concurrent use, enabling multiple threads to access the
object ssimultaneously. Y ou define and configure one or more connection factoriesto
create connectionswith predefined attributes. WebL ogic Server addsthem to the INDI
space during startup, and the application then retrieves a connection factory using
WebL ogic JNDI.

You can establish cluster-wide, transparent access to destinations from any server in
the cluster by configuring multiple connection factories and using targets to assign
them to WebL ogic Servers. Each connection factory can be deployed on multiple
WebL ogic Servers. For moreinformation on JIM S clustering, refer to “WebLogic IMS
Fundamentals’in Programming WebLogic IMS.

To configure connection factories, use the Connection Factories nodein the
Administration Console to define the following:

m Configuration attributes including:
e Name of the connection factory
e Name for accessing the connection factory within the INDI namespace

e Client identifier (client ID) that can be used for clients with durable
subscribers. For more information about durable subscribers, see
“Developing a WebLogic IMS Application” in Programming WebLogic
JMS.

e Default message delivery attributes (that is, priority, time-to-live, and mode)

e Maximum number of outstanding messages that may exist for an
asynchronous session and the overrun policy, (that is, the action to be taken,
for multicast sessions, when this maximum is reached).

e Whether or not the cl ose() method is allowed to be called from the
onMessage() method.

e Transaction attributes (transaction time-out and whether or not JTA user
transactions are allowed)

m  Targets (WebLogic Servers) that are associated with a connection factory to
support clustering. Targets enable you to limit the set of servers, groups, and/or
clusters on which a connection factory may be deployed.
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WebL ogic JM S defines one connection factory, by default:

webl ogi c. j ms. Connect i onFact ory. All configuration attributes are set to their
default values for this default connection factory, as described in “JM S Connection
Factories’ in the Administration Console Online Help.

If the default connection factory definition is appropriate for your application, you do
not need to configure any additional connection factories for your application.

Note: Using the default connection factory, you have no control over the IM S server
on which the connection factory may be deployed. If you would like to target
aparticular IMS server, create a new connection factory and specify the
appropriate IMS server target(s).

For instructions on creating and configuring a connection factory, see“JMS
Connection Factories’ in the Administration Console Online Help.

Some connection factory attributes are dynamically configurable. When dynamic
attributes are modified at run time, the new values become effective for new
connections only, and do not affect the behavior of existing connections.

Configuring Templates

15-4

Templates provide an efficient way to define multiple destinations with similar
attribute settings. Templates offer the following benefits:

m  You do not need to re-enter every attribute setting each time you define a new
destination; you can use the template and override any setting to which you want
to assign anew vaue.

m  You can modify shared attribute settings dynamically simply by modifying the
template.

To define the destination template configuration attributes, use the Templates nodein
the Administration Console. The configurabl e attributes for a destination template are
the same as those configured for a destination. These configuration attributes are
inherited by the destinations that use them, with the following exceptions:

m If the destination that is using a template specifies an override value for an
attribute, the override value is used.
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m  The Name attribute is not inherited by the destination. This name is valid for the
template only. All destinations must explicitly define a unique name.

m  The JNDI Name, Enable Store, and Template attributes are not defined for
destination templ ates.

m  The Multicast attributes are not defined for destination templates because they
apply only to topics.

Any attributes that are not explicitly defined for a destination are assigned default
values. If no default value exists, then you must be sure to specify a value within the
destination template or as a destination attribute override. If you do not do so, the
configuration information remainsincomplete, the WebL ogic IM S configuration fails,
and the WebL ogic IM S does not boot.

For instructions on creating and configuring atemplate, see “JMS Templates’ in the
Administration Console Online Help.

Configuring Destination Keys

Destination keys are used to define the sort order for a specific destination.

To create adestination key, use the Destination Keys node in the Administration
Console and define the following configuration attributes:

m  Name of the destination key

m  Property name on which to sort

m Expected key type

m Direction in which to sort (ascending or descending)

For instructions on creating and configuring a destination key, see “JM S Destination
Keys’ in the Administration Console Online Help.
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Configuring Stores

15-6

The backing store consists of afile or database that is used for persistent messaging.

Through the use of JDBC, JM S enables you to store persistent messages in adatabase,
which is accessed through a designated JDBC connection pool. The JM S database can
be any database that is accessible through a JDBC driver. WebL ogic supports and
provides JDBC drivers for the following databases:

m Cloudscape

m  Informix

m  Microsoft SQL (MSSQL) Server (Versions 6.5 and 7)
m Oracle (Version 8.1.6)

m  Sybase (Version 12)

Optionally, you can restrict the access control list (ACL) for the JIDBC connection
pool. If you restrict this ACL, you must include the WebL ogic system user and any user
who sends JM S messages in the list. For more information, see “Managing Security”
in the Administration Guide.

Note: The JMS examplesare set up to work with the Cloudscape Java database. An
evaluation version of Cloudscape isincluded with WebL ogic Server and a
demoPool database is provided.

To create afile or database store, use the Stores node in the Administration Console
and define the following configuration attributes:

m  Name of the backing store
m (For afile store) Directory within which file stores will be saved

m (For aJDBC database store) JDBC connection pool and database table name
prefix for use with multiple instances

Warning: You cannot configure a XA connection pool with a JDBC database store.

Note: JMS backing stores can increase the amount of memory required during
initialization of aWebL ogic Server as the number of stored messages
increases. If initialization fails due to insufficient memory when you are
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rebooting a WebL ogic Server, increase the heap size of the Java Virtual
Machine (JVM) proportionally to the number of messages that are currently
stored in the IM S backing store. Try rebooting again.

About JMS Stores

The JM S database contains two system tables that are generated automatically and are
used internally by JIMS, asfollows:

B <prefix>JMSStore
B <prefix>JMSSt at e

The prefix nameuniquely identifies IM Stablesin the backing store. Specifying unique
prefixes allows multiple stores to exist in the same database. The prefix is configured
viathe Administration Console when configuring the JDBC store. A prefix is
prepended to table nameswhen the DBM Srequiresfully qualified names, or when you
must differentiate between JM S tables for two WebL ogic servers, enabling multiple
tablesto be stored on asingle DBMS.

The prefix should be specified using thefollowing format, which will resultina
valid table name when prepended to the IM S table name:

[[catal og.]schema.]prefix

Warning: No two JMS stores should be allowed to use the same database tables, as
thiswill result in data corruption.

For instructions on creating and configuring a store, see “JMS File Stores’ and “JMS
JDBC Stores” for information about fileand JDBC database stores, respectively, inthe
Administration Console Online Help.

Recommended JDBC Connection Pool Settings for JMS Stores

For implementations using a JDBC store, if the DBM S should shut down and then
come back online, WebL ogic IMSwill not be able to access the store until WebL ogic
Server is shutdown and restarted. To avoid this situation, you should configure the
following attributes on the JIDBC Connection Pool associated with the IM S store:

Test Connecti onsOnReserve="true”
Test Tabl eNanme="[[[ cat al 0og. ] schema. ] prefi x] JM5St at e”

Otherwise, if the JDBC resource goes down and comes back up, JMS cannot re-use it
until the WebL ogic Server is shutdown and restarted.
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Configuring JMS Servers

A IMS server manages connections and message requests on behalf of clients.

To createaJM S server, use the Servers node in the Administration Consol e and define
the following:

m Configuration attributesincluding:
e Name of the IMS server.

e Backing store (file or IDBC database) required for persistent messaging. If
you do not assign a backing store for aJM S server, persistent messaging is
not supported on that server.

e Templatethat isused to create all temporary destinations, including
temporary queues and temporary topics.

e Thresholds and quotas for messages and bytes (maximum number, and high
and low thresholds).

m Targets (WebLogic Servers) that are associated with a IM S server to support
clustering. Targets enable you to limit the set of servers, groups, and/or clusters
on which the IMS server may be deployed.

Note: The deployment of a IMS server differs from that of a connection factory or
template. A IMS server is deployed on asingle server. A connection factory
or template can be instantiated on multiple servers simultaneously.

For instructions on creating and configuring aJMS server, see “JMS Servers’ in the
Administration Console Online Help.

Configuring Destinations

A degtination identifies aqueue or topic. Once you have defined aJM S server, you can
configure its destinations. Y ou can configure one or more destinations for each IMS
server.

Y ou can configure destinations explicitly or by configuring a destination template that
can be used to define multiple destinations with similar attribute settings, as described
in “Configuring Templates’ on page 15-4.
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To configure destinations explicitly, use the Destinations node in the Administration
Console, and define the following configuration attributes:

m  Name and type (queue or topic) of the destination

m  Name for accessing the destination within the INDI namespace
m  Whether or not a store is enabled for storing persistent messages
m  Template used for creating destinations

m  Keysused to define the sort order for a specific destination

m  Thresholds and quotas for messages and bytes (maximum number, and high and
low thresholds)

m  Message attributes that can be overridden (such as priority, time-to-live, and
delivery mode)

m  Multicasting attributes, including multicast address, port, and time-to-live (for
topics only)

For instructions on creating and configuring a destination, see “JM S Destinations” in
the Administration Console Online Help.

Some destination attributes are dynamically configurable. When attributes are
modified at run time, only incoming messages are affected; stored messages are not
affected.

Configuring Session Pools

Server session pool s enabl e an application to process messages concurrently. Onceyou
have defined a JM S server, you have the option of configuring its server session pools.
Y ou can configure one or more session pools for each JMS server.

To configure server session pools, use the Session Pools node in the Administration
Console and define the following configuration attributes:

m  Name of the server session pool

m  Connection factory with which the server session pool is associated and is used
to create sessions
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m  Message listener class used to receive and process messages concurrently

m Transaction attributes (acknowledge mode and whether or not the session pool
creates transacted sessions)

m  Maximum number of concurrent sessions

For instructions on creating and configuring a session pool, see“JMS Session Pools”
in the Administration Console Online Help.

Some session pool attributes are dynamically configurable, but the new values do not
take effect until the session pools are restarted.
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Configuring Connection Consumers

Connection consumers retrieve server sessions and process messages. Once you have
defined a session pool, you have the option of configuring its connection consumers.
Y ou can configure one or more connection consumers for each session pool.

To configure connection consumers, use the Session Pools node in the Administration
Console to define the following configuration attributes:

m  Name of the connection consumer

m  Maximum number of messages that can be accumulated by the connection
consumer

m  JMS selector expression used to filter messages. For information about defining
selectors, see “Developing a WebLogic IMS Application” in Programming
WebLogic IMS.

m Destination on which the connection consumer will listen.

To create and configure a connection consumer, and for detailed information about
each of the connection consumer configuration attributes, see “ JM S Connection
Consumers” in the Administration Console Online Help.

Monitoring JMS

Statistics are provided for the following JM S objects: JM S servers, connections,
sessions, destinations, message producers, message consumers, and server session
poals. You can monitor JM S statistics using the Administration Console.

JMS statistics continue to increment as long as the server is running. Statistics can be
reset only when the server is rebooted.

To view JMS monitoring information, perform the following steps:
1. Start the Administration Console.

2. Select the IMS node under Services, in the left pane, to expand the list of IMS
services.
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3. Select the IMS Server node under IMS in the left pane.
The IMS Serversinformation is displayed in the right pane.

4. Select the IMS server that you want to monitor from the IMS server list or, from
the IMS Servers displayed in the right pane.

The specified IM S server information is displayed in the right pane.
5. Select the Monitoring tab to display the monitoring data.

For detailed information about the information being monitored, see the
Administration Console Online Help.

Recovering From a WebLogic Server Failure

The following sections describe how to restart or replace a WebL ogic Server in the
event of a system failure, and provide programming considerations for gracefully
terminating an application following such an event.

Restarting or Replacing the WebLogic Server

In the event that a WebL ogic Server fails, there are three methods that you can use to
perform a system recovery:

m Restart the failed server
m  Start up anew server using the same |P address as the failed server
m  Start up anew server using adifferent | P address than the failed server

To restart the failed server or start up a new server using the same IP address as the
failed server, boot the server and start the server processes, as described in Starting and
Stopping WebL ogic Serversin the Administration Guide.

To start up anew server using a different | P address than the failed server:

1. Updatethe Domain Name Service (DNS) so that the server aliasreferencesthe new
IP address.
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2. Boot the server and start the server processes, as described in Starting and
Stopping WebL ogic Serversin the Administration Guide.

3. Optionally perform one or more of the following tasks

If your application uses. . . Perform thefollowing task. . .

Persistent messaging—JDBC Store m  If the IDBC database store physically exists on the failed server,

migrate the database to a new server and ensure that the JDBC
connection pool URL attribute reflects the appropriate location
reference.

m |f the JDBC database does not physically exist on the failed server,
access to the database has not been impacted, and no changes are
required.

Persistent messaging—File Store Migrate the file to the new server, ensuring that the pathname within the

WebL ogic Server home directory is the same as it was on the original
server.

Transactions

Migrate the transaction log to the new server by copying al files named
<server nanme>*. t | og. Thiscan be accomplished by storing the
transaction log files on a dual-ported disk that can be mounted on either
machine, or by manually copying thefiles.

If the files are located in a different directory on the new server, update
that server’s Tr ansact i onLogFi | ePr ef i x server configuration
attribute before starting the new server.

Note:  If migrating following a system crash, it is very important that
thetransactionlog filesbe available when the server isre-started
at its new location. Otherwise, transactionsin the process of
being committed at that time of the crash might not be resolved
correctly, resulting in data inconsistencies.

All uncommitted transactions will be rolled back.

Note: JMS backing stores can increase the amount of memory required during
initialization of aWebL ogic Server as the number of stored messages
increases. When rebooting a WebL ogic Server, if initialization fails due to
insufficient memory, increase the heap size of the JavaVirtual Machine (JVM)
proportionally to the number of messages that are currently stored in the IMS
backing store and try the reboot again.
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Programming Considerations

Y ou may want to program your application to terminate gracefully in the event of a
WebL ogic Server failure. For example:

If aWebLogic Server Fails Then...

and...

Y ou are connected to the failed A JVBExcept i on will be delivered to the connection exception

WebL ogic Server listener. Y ou must restart the application once the server is restarted or
replaced.

You are not connected to the failed Y ou must re-establish everything once the server isrestarted or replaced.
WebL ogic Server

A IMS Server istargeted onthefailed A Consuner Cl osedExcept i on will be delivered to the session
WebL ogic Server exception listener. Y ou must re-establish any message consumers that
may have been lost.
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CHAPTER

16 Managing JNDI

This section discusses the following topics:
m | oading Objectsin the INDI Tree
m Viewing the INDI Tree

Loading Objects in the JNDI Tree

Before you can access an object using WebL ogic JINDI, you must load the object in the
WebL ogic Server INDI tree. The Administration Consolein WebL ogic Server allows
you to load J2EE servicesin WebL ogic Server in the INDI tree. WebL ogic Server
EJBs, RMI, IMS, JDBC, and Mail objects can be loaded in the INDI tree.

Toload an object in the INDI tree, choose a name under which you want the object to
be loaded to the INDI tree and enter it in the INDI Name field when you create the

object.

Viewing the JNDI Tree

From time to time you may find it useful to view the objects in the WebL ogic Server
JNDI tree. To view the INDI tree, click the View JNDI Tree link on the Monitoring
tab for your WebL ogic Server deployment.
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CHAPTER

1/ Managing WebLogic
Server Licenses

Y our WebL ogic Server requiresavalid licenseto run. Thefollowing sectionstellsyou
how to install and update WebL ogic licenses:

m Installing aWebL ogic License

m Updating aLicense

Installing a WebLogic License

Using Evaluation Licenses

An evaluation copy of WebL ogic Server isenabled for 30 days so you can start using
WebL ogic Server immediately. To use WebL ogic Server beyond the 30-day
evaluation period, you will need to contact your salesperson about further evaluation
or purchasing alicense for each IP address on which you intend to use WebL ogic
Server. All WebLogic Server evaluation products are licensed for use on asingle
server with access allowed from up to 3 unique client IP addresses.

If you downloaded WebL ogic Server from the BEA website, your eval uation license
isincluded with the distribution. The WebL ogic Server installation program allows
you to specify thelocation of the BEA home directory, and installsaBEA licensefile,
| i cense. bea, inthat directory.
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Updating a License

17-2

Y ou will need to update the BEA license file if one of the following istrue:
m You have purchased additional BEA software.
m You obtain a new distribution that includes new products.

m You have applied for and received an extension of your 30-day evaluation
license.

In either of these cases, you will receivealicense update file by email asan attachment.
To update your BEA license file, do the following:

1. Savethelicense update file under aname other than | i cense. bea inthe BEA
home directory.

2. Make surethat java (Java 2) isin your path. To add the JDK to your path, enter
one of the following commands:

e set PATH=.\j dk130\ bi n; %PATH%(Windows systems)
e set PATH=./jdk130/ bi n: $PATH (UNIX systems)

3. Inacommand shell, enter the following command in the BEA home directory:
Updat eLi cense |icense_update_file

wherel i cense_updat e_fi | e isthe name under which you saved the license
update file that you received via email. Running this command updates the
li cense. bea file.

4. Saveacopy of your | i cense. bea filein a safe place outside the WebL ogic
distribution. Although no one else can use your license file, you should save this
information in a place protected from either malicious or innocent tampering.
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APPENDI X

A

Using the WebL ogic
Server Java Utllities

WebL ogic Server provides several Java programs that simplify installation and
configuration tasks, provide services, and offer convenient shortcuts. This section

describes each Java utility provided with WebL ogic Server. The command-line syntax

is specified for all utilities and, for some, examples are provided. The following
utilities are documented:

Appl et Ar chi ver
Conver si on
der 2pem

dbpi ng

depl oy

get Property

| ogToZi p

Mul ti cast Test
nyi p

pen2der
Schema

showlLi censes
system

t 3dbpi ng

ver boseToZi p

ver si on
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m witelicense

To use these utilities you must correctly set your CLASSPATH. For more information,
see “ Setting the Classpath Option.”
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AppletArchiver

The Appl et Ar chi ver utility runs an applet in a separate frame, keeps a record of all
of the downloaded classes and resources used by the applet, and packages these into
eithera. j ar fileor a. cab file. (Thecabar c utility is available from Microsoft.)

Syntax

$ java utils. applet.archiver. Appl et Archiver URL fil enane

Argument Definition
URL URL for the applet
fil enanme Local filenamethat isthe destination for the . j ar/ . cab archive
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ClientDeployer

A-4

Youusewebl ogi c. d i ent Depl oyer to extract the client-side JAR file from a J2EE
EAR file, creating a deployable JAR file. The webl ogi c. T i ent Depl oyer classis
executed on the Java command line with the following syntax:

java webl ogic. CientDeployer ear-file client

Theear-fil e argument isan expanded directory (or Java archive filewith a. ear
extension) that contains one or more client application JAR files.

For example:
javaweblogic.ClientDeployer app.ear myclient

where app. ear isthe EAR filethat contains a J2EE client packaged in
nyclient.jar.

Oncethe client-side JAR fileis extracted from the EAR file, use the
webl ogi c. j 2eecl i ent . Mai n utility to bootstrap the client-side application and
point it to aWebL ogic Server instance as follows:

javaweblogic.j2eeclient.Main clientjar URL [application args]
For example

java webl ogic.j2eeclient.Main hellowrld.jar t3://1ocal host: 7001
Greetings
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Conversion

If you have used an earlier version of WebL ogic Server, you must convert your
webl ogi c. properti es files. Instructions for converting your filesusing a
conversion script are available in the Administration Console Online Help section

caled “Conversion.”
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The der 2pemutility converts an X509 certificate from DER format to PEM format.
The . pemfileiswritten in the same directory as the source . der file.

$ java utils.der2pemderFile [headerFile] [footerFile]

Description

The name of the file to convert. The file name must end with a. der
extension, and must contain avalid certificatein . der format.

The header to place in the PEM file. The default header is*----- BEGIN
CERTIFICATE-----".

Use aheader fileif the DER file being converted isaprivate key file, and
create the header file containing one of the following:

[ BEGIN RSA PRIVATE KEY -----" for an unencrypted private
key

[ I BEGIN ENCRYPTED PRIVATE KEY ----- " for an encrypted
private key.

Note:  There must be anew line at the end of the header linein thefile.

The header to place in the PEM file. The default header is*----- END
CERTIFICATE-----".

Use afooter fileif the DER file being converted is aprivate key file, and
create the footer file containing one of the following in the header:

e END RSA PRIVATE KEY -----" for an unencrypted private key
[ I END ENCRYPTED PRIVATE KEY ----- " for an encrypted
private key

Note:  There must be anew line at the end of the header linein thefile.

der2pem

Syntax
Argument
derFile
headerFil e
footerFile

Example

$ java utils.der2pem gracel and_org. der

Decodi ng
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dbping

The dbpi ng command-line utility tests the connection between aDBMS and your
client machine viaatwo-tier WebL ogic jDriver.

Syntax

$ java - Dbea. hone=WeblLogi cHonme utils. dbpi ng DBMS user password DB

Argument Definition

WebLogi cHone The directory containing your WebL ogic Server license
(I'i cense. bea). For example, d: \ beaHorne\ . Required only if
using a BEA-supplied JDBC driver.

DBMB Choose one of the following for your JDBC driver:

WebL ogic jDriver for Microsoft SQL Server:
MBSQLSERVER4

WebL ogic jDriver for Oracle:
ORACLE

WebL ogic jDriver for Informix:
I NFORM X4

Oracle Thin Driver:
ORACLE_THI N

Sybase JConnect driver:
JCONNECT

user Valid username for login. Use the same values you use withi sql
or sqgl pl us.

passwor d Valid password for the user. Use the samevaluesyou usewithi sql
or sqgl pl us.
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Argument

Definition

DB

Name of the database. Use the following format, depending on
which JDBC driver you use:

WebL ogic jDriver for Microsoft SQL Server:
DBNAME@HOST: PORT
WebL ogic jDriver for Oracle:
DBNAME
WebL ogic jDriver for Informix:
DBNAME@HOST: PORT

Oracle Thin Driver:
HOST: PORT: DBNANVE

Sybase JConnect driver: JCONNECT:
HOST: PORT: DBNAME

Where:
m  HOST isthe name of the machine hosting the DBMS,

m  PORT isport on the database host where the DBM S islistening
for connections, and

m  DBNAME is the name of a database on the DBMS. (For Oracle,
thisisthe name of aDBMS defined inthet nsnanes. ora
file)s
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deploy

The depl oy utility gets a 2EE application from an archivefile (,j ar, .war, or .ear)
and deploys the J2EE application to arunning WebL ogic Server. For additional
information, see Deploying and Configuring Web Applicationsin the WebLogic
Server Administration Guide, and the programming guide, Developing WebL ogic
Server Applications.

Syntax

$ java webl ogi c. depl oy [options] [list]|depl oy| undepl oy| updat e]
password {application} {source}

Arguments

Argument Description

applications  Required. Idenitfies the name of the application. The application name
can be specified at deployment time, either with the deployment or
console utilities.

depl oy Optional. Deploys a J2EE application .j ar , war , or .ear filetothe
specified server.

Ii st Optional. Lists all applicationsin the specified WebL ogic Server.

password Required. Specifies the system password for the WebL ogic Server.

source Required. Specifies the exact location of the application archive file
(j ar, .war, or .ear ), or the path to the top level of an application
directory.

undepl oy Optional. Removes an existing application from the specified server.

updat e Optional. Re-deploys an application in the specified server.
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Options

Option

Definition

- conponent conponent name: target1,
target2

Component to be deployed on various
targets, must be specified as:
conponent nane: target 1, target?2

where conponent nane is the name of
the. jar or.war filewithout the
extension. This option can be specified
multiple times for any number of
components (. j ar or . war). An. ear
file cannot be deployed. Each of its
components must be deployed separately
using this option.

- debug

Prints detailed debugging information to
st dout during the deployment process.

-hel p

Printsalist of all options available for the
deploy utility.

-host host

Specifies the host name of the WebLogic
Server to use for deploying the J2EE
application (. j ar, . war, . ear). If you
do not specify this option, the deploy
utility attempts to connect using the host
namel ocal host .

-port port

Specifiesthe port number of theWebL ogic
Server to use for deploying the J2EE
application .j ar, .war , or .ear file.

Note:  If you do not specify the -por t
option, depl oy connectsuses a
default of 7001.

-url url

Specifiesthe URL of aWeblogic Server.
The defaultis| ocal host : 7001.

-usernane usernane

Name of the user with which a connection
will be made. The default issyst em

-version

Prints the version of the deploy utility.
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Examples

The deploy utility is useful for various purposes, including the following:
m Viewing aDeployed J2EE Application

m  Deploying aNew J2EE Application

m  Removing a Deployed J2EE Application

m  Updating a Deployed J2EE Application

Viewing a Deployed J2EE Application

To view an application that is deployed on alocal WebLogic Server, enter the
following command:

% j ava webl ogi c.depl oy |ist password
The value of passwor d isthe password for the WebL ogic Server system account.

To list a deployed application on aremote server, specify the port and host options,
asfollows:

% j ava webl ogi c. depl oy -port port_nunber -host host_nane |ist password

Deploying a New J2EE Application

To deploy a 2EE applicationfile (. j ar, . war, or . ear) or application directory that
is not deployed to WebL ogic Server, enter the following command:

% j ava webl ogi c. depl oy -port port_nunber -host host_nane
depl oy password application source

The values are as follows:
m appl i cati on isthe string you want to assign to this Application.

m sour ce isthefull pathname of the J2EE application file (. j ar ,. war ,. ear) you
want to deploy, or the full pathname of the application directory.

For example:

%] ava webl ogi c. depl oy -port 7001 - host | ocal host depl oy webl ogi cpwd Basi c_exanpl e
c:\ nysanpl es\ ej b\ basi c\ Basi cSt at ef ul Trader Bean. j ar
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Note: The J2EE applicationfile (. j ar,. war ,. ear) copied to the applications
directory of the Administration Server is renamed with the name of the
application. Therefore, in the previous example, the name of the application
archive . . ./config/ mydomai n/ appl i cati ons directory ischanged
from Basi ¢St at ef ul Tr ader Bean. j ar t0 Basi c_exanpl e. j ar.

Removing a Deployed J2EE Application

To remove a deployed J2EE application, you need only reference the assigned
application name, as shown in the following example:

% j ava webl ogi c. depl oy -port 7001 -host |ocal host undepl oy
webl ogi cpwd Basi c_exanpl e

Note: Removing a J2EE application does not remove the application from
WebL ogic Server. You cannot re-use the application name with the depl oy
utility. You can re-use the application nameto updat e the deployment, as
described in the following section.

Updating a Deployed J2EE Application

To update a J2EE application, use the updat e argument and specify the name of the
active J2EE application as follows:

% j ava webl ogi c. depl oy -port 7001 -host |ocal host update
webl ogi cpwd Basi c_exanpl e
c:\updat esanpl e\ ej b\ basi c\ Basi cSt at ef ul Tr ader Bean. j ar

To update a specific component on one or more servers, enter the following command:
% j ava webl ogi c. depl oy -port 7001 -host |ocal host —conmponent
Basi cSt at ef ul Trader Bean. j ar: sanpl eserver, exanpl eserver update

webl ogi cpwd Basi c_exanpl e
c:\updat esanpl e\ ej b\ basi c\ Basi cSt at ef ul Tr ader Bean. j ar
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getProperty

The get Property utility gives you details about your Java setup and your system. It
takes no arguments.

Syntax

$ java utils.getProperty

Example

$ java utils.getProperty

-- listing properties --
user. | anguage=en

j ava. home=c:\javall\ bi n\.

awt . t ool ki t =sun. awt . wi ndows. Wrool ki t
file.encodi ng. pkg=sun.io
java.version=1.1_Fina
file.separator=\

|'ine. separator=

user.regi on=US

file.encodi ng=8859_1

java. vendor=Sun M crosystens Inc
user.ti mezone=PST

user. nanme=nary

0s. ar ch=x86

0s. name=W ndows NT
java.vendor. url =http://ww. sun. conf
user. di r=C:\ webl ogi c

j ava. cl ass. pat h=c: \ webl ogi c\ cl asses;c:\java\lib\cla...
java.cl ass. versi on=45. 3
0s.version=4.0

pat h. separ at or =

user . home=C: \
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logToZip

Syntax

Examples

Thel ogTozi p utility searchesan HTTP server log file in common log format, finds
the Javaclasses|oaded into it by the server, and creates an uncompressed .zi p filethat
contains those Java classes. It is executed from the document root directory of your
HTTP server.

To use this utility, you must have access to the log files created by the HTTP server.

$ java utils.logToZip logfile codebase zipfile

Argument Definition
logfile Required. Fully-qualified pathname of thelog file.
codebase Required. Code base for the applet, or " " if thereis no code base. By

concatenating the code base with the full package name of the applet, you
get the full pathname of the applet (relative to the HT TP document root).

zipfile Required. Name of the. zi p fileto create. Theresulting . zi p fileis
created in the directory in which you run the program. The pathname for
the specified file can be relative or absolute. In the examples, arelative
pathnameis given, so the. zi p fileis created in the current directory.

The following example shows how a .zi p fileis created for an applet that residesin
the document root itself, that is, with no code base:

$ cd /HTTP/ Serv/ docs
$ java utils.logToZi p /HTTP/ Serv/| ogs/ access "" app2.zip

The following example shows how a .zi p fileis created for an applet that residesina
subdirectory of the document root:

C:\>cd \HTTP\ Serv
C.\HTTP\ Serv>java utils.logToZi p \Ilogs\applets\classes app3.zip
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MulticastTest

Syntax

TheMul ti cast Test utility helps you debug multicast problems when configuring a
WebL ogic Cluster. The utility sends out multicast packets and returns information
about how effectively multicast is working on your network. Specifically,
MulticastTest displays the following types of information via standard out:

1. A confirmation and sequence ID for each message sent out by this server.

2. The sequence and sender ID of each message received from any clustered server,
including this server.

3. A missed-sequenced warning when amessage is received out of sequence.
4. A missed-message warning when an expected message is not received.

TouseMul ti cast Test, start one copy of the utility on each node on which you want
to test multicast traffic.

Warning: DoNOT runtheMul ti cast Test utility by specifying the same multicast
address (the - a parameter) as that of a currently running WebL ogic
Cluster. The utility isintended to verify that multicast is functioning
properly before starting your clustered WebL ogic Servers.

For information about setting up multicast, seethe configuration documentation for the
operating system/hardware of the WebL ogic Server host. For more information about
configuring a cluster, see Using WebLogic ServerClusters.

$ java utils.MilticastTest -n name -a address [-p portnunber]

[-t tineout] [-s send]
Argument Definition
-n name Required. A name that identifies the sender of the sequenced

messages. Use a different name for each test process you start.

-a address Required. The multicast address on which: (a) the sequenced
messages should be broadcast; and (b) the serversin the clustersare
communicating with each other. (The default for any cluster for
which amulticast addressis not set is 237.0.0.1.)
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Example

Argument

Definition

-p portnunber

Optional. The multicast port on which all the serversin the cluster
are communicating. (The multicast port isthe same asthelisten port
set for WebL ogic Server, which defaults to 7001 if unset.)

-t timeout Optional. Idle timeout, in seconds, if no multicast messages are
received. If unset, the default is 600 seconds (10 minutes). If a
timeout is exceeded, apositive confirmation of thetimeout is sent to
stdout .

-s send Optionad. Interval, in seconds, between sends. If unset, thedefaultis

2 seconds. A positive confirmation of each message sent out is sent

tost dout .

$ java utils.MilticastTest

-N server100 -A 237.155.155.1

Set up to send and receive on Mil ticast on Address 237.155. 155.1 on

port
W I

7001

send a sequenced nessage under the nane server100 every 2

seconds.

Recei
Recei
|
Recei
Recei
|
Recei
Recei
|
Recei
Recei
|
Recei
Recei
|
Recei
Recei
|
Recei
Recei
|
Recei

ved nessage
ved nessage
(server100)
ved nessage
ved nessage
(server100)
ved nessage
ved nessage
(server100)
ved nessage
ved nessage
(server100)
ved nessage
ved nessage
(server100)
ved nessage
ved nessage
(server100)
ved nessage
ved nessage
(server100)
ved nessage

506 from server 100
533 from server 200
sent nmessage num 507
507 from server 100
534 from server 200
sent nmessage num 508
508 from server 100
535 from server 200
sent nmessage num 509
509 from server 100
536 from server 200
sent nmessage num 510
510 from server 100
537 from server 200
sent nmessage num 511
511 from server 100
538 from server 200
sent nmessage num 512
512 from server 100
539 from server 200
sent nmessage num 513
513 from server 100
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myip

The nyi p utility returns the | P address of the host.
Syntax

$ java utils.nyip
Example

$ java utils.nyip
Host toyboat.toybox.comis assigned | P address: 192.0.0.1
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pem2der

The pengder utility converts an X509 certificate from PEM format to DER format.
The. der fileiswritten in the same directory as the source . pemfile.

Syntax
$ java utils. penRder penFile
Argument Description
pentil e The name of thefile to be converted. The filename must end with a
. pemextension, and it must contain avalid certificatein . pem
format.
Example

$ java utils. penRder gracel and_org. pem
Decodi ng
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Schema
The Schema utility lets you upload SQL statements to a database using the WebL ogic
JDBC drivers. For additional information about database connections, see
Programming WebLogic JDBC.
Syntax
$ java utils.Schema driverURL driverCd ass [-u usernane]
[-p password] [-verbose SQ.fil e]
Argument Definition
driver URL Required. URL for the JDBC driver.
driverC ass  Required. Pathname of the JIDBC driver class.
-u usernanme  Optiond. Valid username.
-p password  Optiona. Valid password for the user.
-ver bose Optional. Prints SQL statements and database messages.
SQfile Required when the - ver bose argument is used. Text file with SQL
statements.
Example

The following code shows a sample Schema command line:

$ java utils. Schema "jdbc: cl oudscape: denp; cr eat e=t r ue"
COM cl oudscape. core. JDBCDri ver
-verbose exanpl es/ util s/ ddl/deno. ddl

The following code shows asample. dd! file:

DROP TABLE ej bAccounts;
CREATE TABLE ej bAccounts
(id var char (15),
bal float,
type varchar(15));
DROP TABLE i dGenerat or;
CREATE TABLE i dGener at or
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(tabl ename varchar (32),
maxkey int);
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showL icenses

TheshowLi censes utility displays licenseinformation about BEA productsinstalled
in this machine.

Syntax
$ java - Dbea. hone=license_location utils.showLicenses
Argument Description
l'i cense_| ocation The fully qualified name of the directory where the
| i cense. bea fileexists.
Example

$ java - Dbea. hone=d:\bea utils. showLi cense
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system

Syntax

Example

The syst emutility displays basic information about your computer’s operating

environment, including the manufacturer and version of your JDK, your CLASSPATH,

and details about your operating system.

$ java utils.system

$ java utils.system
* * * * % JavaVGI’SI on * * * *x * * *
1

] av
*
.1.6
*******java.vendor*******

Sun M crosystens |nc.

*******java.class.path*******
\java\lib\cl asses. zi p; \ webl ogi c\ cl asses;
\ webl ogi c\ | i b\ webl ogi caux. j ar;\webl ogi c\license

* * * * * * * OS nan-e * * * * * * *
W ndows NT

* % * % * * % oS arch * % * % * *x %

x86

* % * % * *x % OS.VerSIOn * % *x % * % %
4.0
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t3dbping
Thet 3dbpi ng utility testsaWebL ogic JDBC connection to aDBMSviaany two-tier
JDBC driver. Y ou must have access to a WebL ogic Server and aDBMS to use this
utility.

Syntax

$ java utils.t3dbpi ng WebLogi cURL user nane password DBMS
driverd ass driver URL

Argument Definition

WebLogi cURL Required. URL of the WebL ogic Server.

user name Required. Valid username of DBMS user.

password Required. Valid password of DBMS user.

DBMS Required. Database name.

driverd ass Required. Full package name of the WebL ogic Server two-tier
driver.

driver URL Required. URL of the WebL ogic Server two-tier driver.
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verboseToZip

When executed from the document root directory of your HTTP server,

ver boseToZi p takesthe standard output from a Java application run in verbose mode,
finds the Java classes referenced, and creates an uncompressed . zi p filethat contains
those Java classes.

Syntax
$ java utils.verboseToZip inputFile zipFil eToCreate
Argument Definition
inputFile Required. Temporary file that contains the output of the application
running in verbose mode.
zi pFil eToCreate Required. Name of the .zi p fileto be created. The resulting .zi p
fileis be created in the directory in which you run the program.
UNIX Example
$ java -verbose nyapplication > & classList.tnp
$ java utils.verboseToZi p classList.tnp app2.zip
NT Example

$ java -verbose nyapplication > classList.tnp
$ java utils.verboseToZi p cl assList.tnp app3.zip
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version
Thever si on utility displays version information about your installed WebL ogic
Server viast dout .

Syntax
$ java webl ogi c. versi on

Example

$ java webl ogi c. versi on
WebLogic Build: 4.0.1 04/05/1999 22:02: 11 #41864
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writeLicense

Thew it eLi cense utility writesinformation about all your WebL ogic licensesin a
filecalledwri t eLi cense. t xt , located in the current directory. Thisfile can then be
emailed, for example, to WebL ogic technical support.

Syntax
$ java utils.witeLicense -nowite -Dwebl ogic.system hone=path
Argument Definition
-nowite Required. Sends the output to st dout instead of
writeLicense.txt.
- Dwebl ogi ¢c. syst em hone Required. Sets WebL ogic system home (the root
directory of your WebL ogic Server installation).
Note:  Thisargument isrequired unless you are
running wr i t eLi cense from your
WebL ogic system home.
Examples

$ java utils.witeLicense -nowite

Example of UNIX Output
¥ k% k x % Gystem properties * * * *x *x *

* % * % * * % J ava. VerSl on * % * % * *x %
1.1.7

* % * * % * % J ava VendOf * * % * *x * *
Sun M crosystens |nc.

* % * % * *x % J ava. Cl ass. pat h * % *x * * *x %

c: \webl ogi c\ cl asses; c: \ webl ogi c\ | i b\ webl ogi caux. j ar;
c:\javall7\lib\classes. zi p;c:\webl ogi c\license
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Example of Windows NT Output

* * * * * * * OS narre * * * * * * *
W ndows NT

* * * % * % * oS arch * * * * *x % *

x86

* * * * *x % * OS.VerSion * % * *x * *x %
4.0

******IP******

Host nyserver is assigned |IP address: 192.1.1.0

* x % % x % | ocation of WebLogic license files * * * * * x
No WebLogi cLi cense. cl ass found

No |icense.bea |icense found in
webl ogi c. system hone or current directory

Found in the classpath: c:/weblogic/license/license.bea
Last Modified: 06/02/1999 at 12:32:12

¥ x % % x % Valid license keys * * * * * ¥

Contents:
Product Name : WebLogi c
| P Address : 192.1.1.0-255
Expiration Date: never
Units cunlimted
key : b2f cf3a8b8d6839d4a252h1781513bh9
* * * * * * AI | I | Cense keys * * * * * %
Contents:
Product Name : WebLogi c
| P Address : 192.1.1.0-255
Expiration Date: never
Units cunlimted
key : b2f cf3a8b8d6839d4a252h1781513b9

* % x x * * \\plogic version * * * * * *
WebLogi c Build: 4.0.x xx/xx/1999 10: 34: 35 #XXXXX
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APPENDIX

B WebLogic Server

Command-Line
Interface Reference

The following sections describe the WebL ogic Server command-line interface:
m  “About the Command-Line Interface” on page B-1

m “Using WebL ogic Server Commands’ on page B-2

m  “WebL ogic Server Administration Command Reference” on page B-3

m “Mbean Management Command Reference” on page B-28

About the Command-Line Interface

As an dternative to the Administration Console, WebL ogic Server offersa
command-line interface to its administration tools, as well asto many configuration
and run-time Mbean properties.

Use the command-line interface if:
®m You want to create scripts for administration and management efficiency.
m You cannot access the Administration Console through a browser.

m You prefer using the command-line interface over a graphical user interface.
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Before You Begin

The examples in this document are based on the following assumptions:

m WeblLogic Server isinstalled in thec: / webl ogi ¢ directory.

m TheJDK islocatedinthec: /j ava directory.

m  You have started WebL ogic Server from the directory in which it was installed.
Before you can run WebL ogic Server commands, you must do the following:

1. Install and configure the WebL ogic Server software, as described in the WebLogic
Server Installation Guide. See
http://e-docs. bea. com wl s/ docs60/install/index. htm .

2. Set CLASSPATH correctly. See “ Setting the Classpath Option” at
http://e-docs. bea. comw s/ docs60/ adm ngui de/ st art st op. ht m #Set t
i ngCl asspat h.

3. Enable the command-lineinterface by performing one of the following steps:
& Start the server from the directory in which it wasinstalled.

e |f you are not starting the server from its installation directory, enter the
following command, replacing c: / webl ogi ¢ with the name of the directory
in which the WebL ogic Server software isinstalled:

- Dwebl ogi c. syst em hone=c: / webl ogi c

Using WebLogic Server Commands

This section presents the syntax and required arguments for using WebL ogic Server
commands. WebL ogic Server commands are not case-sensitive.

Syntax

java webl ogic. Admin [—url URL] [-usernane usernane]
[ - password password] COVMAND ar gunment s
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WebLogic Server Administration Command Reference

Arguments

The following arguments are required by many WebL ogic Server commands.

Argument  Definition

URL The URL of theWebL ogic Server host including the number of the TCP port
at which WebL ogic Server islistening for client requests. The format is
host nane: port. Thedefaultisl ocal host: 7001.

Note:  The URL used with a server command always refers to the
WebL ogic Server, while the URL used with run-time and
configuration Mbean commands always refers to a specific
Administration server.

user name Optional. Username to be authenticated so commands can be executed.
Defaultisguest .

password Optional. Password to be authenticated so commands can be executed.
Defaultisguest .

An administrator must have the appropriate access control permissionsto run
commands used to manage run-time Mbeans.

See the following sections:
m “WebL ogic Server Administration Command Reference” on page B-3

m “Mbean Management Command Reference” on page B-28

WebLogic Server Administration Command
Reference

Table B-1 presents an overview of WeblL ogic Server administration commands. The
following sections describe command syntax and arguments, and provide an example
for each command.
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Table B-1 WebL ogic Server Administration Commands Over view

Task

Command

Description

Cancd shut down a

CANCEL_SHUTD

Cancelsthe SHUTDOWN command for the WebL ogic Server that

WebL ogic Server OMNN is specified in the URL.
See“CANCEL_SHUTDOWN” on page B-6.
Connectto WebLogic  CONNECT M akes the specified number of connectionsto the WebL ogic Server
Server and returns two numbers representing the total time for each round
trip and the average amount of time (in milliseconds) that each
connection is maintained.
See “CONNECT” on page B-7.
Get Help for one or HELP Provides syntax and usage information for all WebL ogic Server
more commands commands (by default) or for asingle command if acommand value
is specified on the HEL P command line.
See“HELP’ on page B-8.
View WebLogic LI CENSES Liststhelicensesfor all the WebL ogic Server instancesinstalled on
Server licenses a specific server.
See“LICENSES’ on page B-9.
List JNDI namingtree LI ST Lists the bindings of anode in the INDI naming tree.
node bindings See“LIST” on page B-10.
Lock WebL ogic LOCK Locks aWebL ogic Server against non-privileged logins. Any
Server subsequent login attempt initiates a security exception which may
contain an optional string message.
See“LOCK” on page B-11.
Verify WebL ogic Pl NG Sends a message to verify that a WebL ogic Server islistening on a
Server listening ports port, and is ready to accept WebL ogic client requests.
See“PING” on page B-12.
Viewing server log SERVERLOG Displays the server log file generated on a specific server.
files See “SERVERLOG” on page B-13.
Shut down a SHUTDOWN Shuts down the WebL ogic Server that is specified in the URL.
WebL ogic Server See“SHUTDOWN” on page B-14.
View threads THREAD_DUWMP  Provides areal-time snapshot of the WebL ogic Server threads that
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Table B-1 WebL ogic Server Administration Commands Overview (Continued)

Task Command Description

Unlock aWebL ogic UNLOCK Unlocks the specified WebL ogic Server after a LOCK operation.
Server See“UNLOCK” on page B-16.

View WebLogic VERSI ON Displays the version of the WebL ogic Server software that is
Server version running on the machine specified by the value of URL.

See“VERSION” on page B-17.
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CANCEL_SHUTDOWN

Syntax

Example

The CANCEL_SHUTDOWN command cancels the SHUTDOWN command for a
specified WebL ogic Server.

When you use the SHUT_DOWN command, you can specify adelay (in seconds).
An administrator may cancel the shutdown command during the delay period. Be
awarethat the SHUTDOWN command disableslogins, and they remain disabled even
after cancelling the shutdown. Use the UNLOCK command to re-enable logins.

See “SHUTDOWN?” on page B-14 and “UNLOCK” on page B-16.

java webl ogic. Admin [-url URL] [-usernane usernane]
[ - password password] CANCEL_SHUTDOWN

Inthefollowing example, asystem user named syst emwith apassword of gunby1234
requests to cancel the shutdown of the WebL ogic Server listening on port 7001 on
machinel ocal host :

java webl ogic. Admin -url t3://1ocal host: 7001 -usernane system
- password gunby1234 CANCEL_SHUTDOWN
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CONNECT

Makes the specified number of connections to the WebL ogic Server and returns two
numbers representing thetotal time for each round trip and the average amount of time
(in milliseconds) that each connection is maintained.

Syntax

java webl ogic. Adnin [-url URL] [-usernane usernamne]
[ - password password] CONNECT count

Argument Definition

count Number of connections to be made.

Example

In the following example, a user with the name admi nuser and the password
gunby 1234 runsthe CONNECT command to establish 25 connectionsto a server named
| ocal host and return information about those connections:

java webl ogi c. Admin -url | ocal host: 7001 -usernane adm nuser
- password gumby1234 CONNECT 25
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HELP

Syntax

Example

Provides syntax and usage information for all WebL ogic Server commands (by
default) or for asingle command if acommand value is specified on the HELP
command line.

java webl ogi c. Admi n HELP [ COVIVAND]

In the following example, information about using the PI NG command is requested:
j ava webl ogi c. Admi n HELP PI NG
The HELP command returns the following to st dout :

Usage: weblogic.Admin [-url url] [-username usernane]
[ - password password] <COMVAND> <ARGUVENTS>

PI NG <count > <byt es>
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LICENSES

Syntax

Example

Liststhe licenses for all WebL ogic Server instances installed on the specified server.

java webl ogic. Adnin [-url URL] [-usernane usernamne]
[ -password password] LI CENSES

In the following example, an administrator using the default username (guest ) and
default password (guest ) requests the license information for a WebL ogic Server
running on port 7001 of machine! ocal host :

java webl ogi c. Admin -url 1| ocal host: 7001 -usernane guest
- password guest LI CENSES
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LIST
Lists the bindings of a node in the INDI naming tree.
Syntax
java webl ogi c. Admi n [-usernane usernane] [-password password]
LI ST cont ext
Argument Definition
cont ext Required. The JINDI context for lookup, for example, webl ogi ¢,
webl ogi c. ej b, j avax.
Example

In this example, user admi nuser , who has a password of gunby1234, requests alist
of the node bindingsin webl ogi c. ej b:

java webl ogi c. Admi n -usernanme adm nuser -password gumbyl1234
LI ST webl ogic.ejb
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LOCK

Syntax

Example

Locks a WebL ogic Server against non-privileged logins. Any subsequent login
attempt initiates a security exception which may contain an optional string message.

Note: Thiscommandisprivileged. It requiresthe password for the WebL ogic Server
administrative user.

java webl ogic. Admin [-url URL] [-usernane usernane]
[ - password password] LOCK “string_nessage”

Argument Definition

“string_nmessage” Optional. Message, in double quotes, to be supplied in the security
exception that isthrown if anon-privileged user attemptstologin
while the WebL ogic Server islocked.

In the following example, aWebL ogic Server islocked.

java webl ogi c. Admin -url | ocal host: 7001 -usernane adm nuser

- password gunby1234
LOCK "Sorry, WebLogic Server is tenporarily out of service."”

Any application that subsequently triesto log into the locked server with a
non-privileged username and password receives the specified message: Sorry,
WebLogi c Server is tenporarily out of service.
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PING

Sends a message to verify that aWebL ogic Server islistening on a port, and is ready
to accept WebL ogic client requests.

Syntax

java webl ogic. Admin [-url URL] [-usernane usernane]
[ - password password] PING [round_trips] [nessage_| ength]

Argument Definition

round_tri ps Optional. Number of pings.

nmessage_| ength  Optional. Size of the packet to be sent in each ping. Requests for
pings with packets larger than 10 MB throw exceptions.

Example

In the following exampl e, the command checks a WebL ogic Server running on port
7001 of machinel ocal host ten (10) times.

java webl ogic. Admin -url |ocal host: 7001 -usernane adm nuser
- password gunby1234 PING 10
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SERVERLOG
Displaysthe log file generated on a specific server.
m |f you do not specify a URL, the server log for the Administration Server is
displayed by default.
m | you specify aserver URL, you can retrieve alog for a non-Administration
Server.
m |f youomitthestarttime and endti me arguments, arunning display of the
entire server log is started.
Syntax
java.webl ogi c. Adnin [-url URL] [-username usernamne]
[ - password password] SERVERLOG [[starttine]|[endtine]]
Argument Definition
starttinme Optional. Earliest time at which messages are to be displayed. If not
specified, messages display starts, by default, when the SERVERLOG
command is executed. The date format isyyyy/ mmi dd. Timeis
indicated using a24-hour clock. The start date and time are entered inside
quotation marks, in the following format: “ yyyy/ nmi dd hh: nmi
endtime Optional. Latest time at which messages are to be displayed. If not
specified, the default is the time at which the SERVERLOG command is
executed. The date format isyyyy/ nmi dd. Timeisindicated using a
24-hour clock. The end date and time are entered inside quotation marks,
inthefollowing format: “ yyyy/ nm dd hh: md
Example

In the following example, arequest is made for arunning display of the log for the
server listening on port 7001 on machine| ocal host .

java webl ogi c. Adnmin -url | ocal host: 7001
SERVERLCG “2001/12/01 14:00” “2001/12/01 16: 00"

The request specifies that the running display should begin at 2:00 p.m. on December
1, 2001, and end at 4:00 p.m. on December 1, 2001.
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SHUTDOWN
Shuts down the WebL ogic Server that is specified in the URL.

Syntax

Example

java webl ogic. Admin [-url URL] [-usernane usernane]

[ - password password] SHUTDOWMN [seconds] [“l ockMessage”]

Argument Definition

seconds Optional. Number of seconds allowed to elapse between the invoking
of this command and the shutdown of the server.

“l ockMessage”  Optional. Message, in double quotes, to be supplied in the message that
issent if auser triesto log in while the WebL ogic Server islocked.

In the following example, a user with the adni nuser username and an administrative
password of gumby 1234 shuts down aWebL ogic Server that islistening on port 7001
of machinel ocal host :

java webl ogic. Admin -url |ocal host: 7001 -usernane adm nuser

-password gunmby1234 SHUTDOMN 300 “Server |ocal host is shutting
down.”

After the command isissued, an interval of five minutes (300 seconds) el apses. Then
the command shuts down the specified server and sends the following message to
st dout :

Server | ocal host is shutting down.
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THREAD_DUMP

Provides areal-time snapshot of the WebL ogic Server threads that are currently
running.

Syntax

java webl ogic. Adnin [-url URL] [-username usernamne]
[ - password password] THREAD_ DUWP
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UNLOCK
Unlocks the specified WebL ogic Server after a LOCK operation.
Syntax
java webl ogic. Admin [-url URL] [-usernane usernane]
[ - password password] UNLOCK
Argument Definition
user name Required. A valid administrative username must be supplied to use this
command.
passwor d Required. A valid administrative password must be supplied to use this
command.
Example

In the following example, an administrator named adni nuser with a password of
gunby 1234 requests the unlocking of the WebL ogic Server listening on port 7001 on
machinel ocal host :

java webl ogic. Admin -url |ocal host: 7001 -usernane adm nuser
- password gunmby1234 UNLOCK
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VERSION
Displaysthe version of the WebL ogic Server software that isrunning on the machine
specified by the value of URL.
Syntax
java webl ogi c. Adnin -url URL -usernanme usernane
- password password VERSI ON
Example

In the following example, auser requests the version of the WebL ogic Server running
on port 7001 on machinel ocal host :

java webl ogi c. Admin -url 1| ocal host: 7001 -usernane guest
- password guest VERSI ON

Note: Inthisexample, the default value of both the user nane and passwor d
arguments, guest , is used.
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WebLogic Server Connection Pools
Administration Command Reference

Table B-2 presents an overview of WebL ogic Server administration commands for
connection pools. The following sections describe command syntax and arguments,
and provide an example for each command.

For additional information about connection pools see Programming WebLogic JDBC
ahttp://e-docs. bea. comw s/ docs60/j dbc/ i ndex. ht i and Managing
JDBC Connectivity in the Administration Guide at

http://e-docs. bea. com wl s/ docs60/ adni ngui de/ j dbc. htn .

Table B-2 WebL ogic Server Administration Commands Over view—Connection Pools

Task Command Description
Create aDynamic CREATE_POOL  Allows creation of connection pool while WebL ogic Server is
Connection Pool running. Note that dynamically created connection pools cannot be

used with DataSources or TxDataSources.
See “CREATE_POOL” on page B-20

Destroy aConnection DESTROY_POOL  Connections are closed and removed from the pool and the pool dies

Pool when it has no remaining connections. Only the “system” user or
users granted “admin” permission by an ACL associated with a
connection pool can destroy the pool.

See“ DESTROY_POCL” on page B-23.

DisableaConnection DI SABLE_POOL Y ou can temporarily disable a connection pool, preventing any

Pool clients from obtaining a connection from the pool. Only the
“system” user or usersgranted “admin” permission by an ACL
associated with a connection pool can disable or enable the pool.

See“ DI SABLE_POOL” on page B-24.

EnableaConnection  ENABLE_POOL ~ When apool is enabled after it has been disabled, the JDBC

Pool connection statesfor each in-use connection areexactly asthey were
when the connection pool was disabled; clients can continue JDBC
operations exactly where they left off.

See“ ENABLE_POOL” on page B-25.
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Table B-2 WebL ogic Server Administration Commands Overview—Connection Pools

Task Command Description
Determineif a EXI STS_POOL  Testswhether aconnection pool with a specified name existsin the
Connection Pool WebL ogic Server. Y ou can use this command to determine whether
Exists adynamic connection pool hasalready been created or to ensure that
you select a unique name for a dynamic connection pool you want
to create.
See“ EXI STS POOL" on page B-26.
Resets a Connection RESET_POOL Closes and reopens all allocated connections in a connection pool.
Pool This may be necessary after the DBM S has been restarted, for

example. Often when one connection in a connection pool has
failed, all of the connections in the pool are bad.

See“ RESET_POOL” on page B-27.
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CREATE_POOL

Allows creation of connection pool while WebL ogic Server is running. For more information,
see “ Creating a Connection Pool Dynamically” in Programming WebLogic JDBC at
http://e-docs. bea. comw s/ docs60/j dbc/ progranm ng. ht M #dynam c_co
nn_pool .

Syntax

java webl ogic. Admin [-url URL] [-usernane usernane]
[ - password password] CREATE_POOL pool Nane acl Nanme=acl X,
props=nyProps,initial Capacity=1, maxCapacity=1,
capaci tyl ncrement =1, al | owshri nki ng=t rue, shri nkPeri odM ns=15,
driver=nyDriver, url =myURL

Argument Definition

pool Name Required. Unique name of pool.

acl Nanme Required. Identifies the different access lists within
fil eReal m properti es intheserver config directory.
Paired name must be dynaPool.

props Database connection properties; typically in the format

“database login name; database password; server network id”.

initial Capacity Initial number of connectionsin apool. If this property is
defined and a positive number > 0, WebL ogic Server creates
these connections at boot time. Default is 1; cannot exceed
maxCapacity.

maxCapaci ty Maximum number of connections allowed in the pool. Default
is1; if defined, maxCapacity should be =>1.

capaci tyl ncrenent Number of connections that can be added at one time. Default
=1

al | owshri nki ng Indicates whether or not the pool can shrink when connections
are detected to not be in use.
Default = true.

shri nkPeri odM ns Required. Interval between shrinking. Units in minutes.
Minimum = 1.If al | owShri nki ng = Tr ue, then default =
15 minutes.
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Argument Definition

driver Required. Name of JDBC driver. Only local (non-XA) drivers
can participate.

url Required. URL of the JDBC driver.

t est ConnsOnReser ve Indicates reserved test connections. Default = False.

t est ConnsOnRel ease  Indicatestest connections when they are released. Default =
False.

t est Tabl eNane Database table used when testing connections, must be present
for tests to succeed. Required if either testConnOnReserve or
testConOnRel ease are defined.

refreshPeriod Setsthe connection refresh interval. Every unused connection
will be tested using TestTableName. Connections that do not
pass the test will be closed and reopened in an attempt to
reestablish avalid physical database connection. If
TestTableName is not set then the test will not be performed.

| ogi nDel aySecs The number of secondsto delay before creating each physical
database connection. This delay takes place both during initial
pooal creation and during the lifetime of the pool whenever a
physical database connectioniscreated. Some database servers
cannot handle multiple requests for connections in rapid
succession. This property allows you to build in asmall delay
to let the database server catch up. Thisdelay takes place both
during initial pool creation and during the lifetime of the pool
whenever aphysical database connection is created.

Example

In the following example, a user with the name admi nuser and the password
gunby 1234 runs the CREATE_POOL command to create a dynamic connection pool:

java webl ogi c. Adnin -url | ocal host: 7001 -usernane adm nuser
- password gunmby1234 CREATE_POOL nyPool

java webl ogic. Adnin -url t3://forest: 7901 -usernanme system
-password gunbyl1234 CREATE_POOL dynapool 6 "acl Name=soneAcl ,
al | owshri nki ng=t rue, shri nkPeri odM ns=10,
ur |l =j dbc: webl ogi c: oracl e, dri ver =webl ogi c. j dbc. oci . Dri ver,
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initial Capacity=2, maxCapaci ty=8,
props=user =SCOTT; passwor d=t i ger; server =bay816"
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DESTROY_POOL

Syntax

Example

Connections are closed and removed from the pool and the pool dies when it has no
remaining connections. Only the “system” user or users granted “admin” permission
by an ACL associated with a connection pool can destroy the poal.

java webl ogic. Adnin [-url URL] [-usernane usernamne]
[ -password password] DESTROY_POCL pool Nane [true|fal se]

Argument Definition

pool Nane Required. Unique name of pool.

fal se Soft shutdown waits for connections to be returned to the pool
(soft shutdown) before closing them.

true Hard shutdown kills al connections immediately. Clients using
(default—hard connections from the pool get exceptionsiif they attempt to use a
shutdown) connection after a hard shutdown.

In the following example, a user with the name admi nuser and the password
gunby 1234 runs the DESTROY_POOL command temporarily freeze the active pool

connections:

java webl ogi c. Admin -url | ocal host: 7001 -usernane adm nuser
- password gumby1234 DESTROY_POCL nyPool false
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DISABLE_POOL

Y ou can temporarily disable a connection pool, preventing any clients from obtaining
aconnection from the pool. Only the “ system” user or users granted “admin”
permission by an ACL associated with a connection pool can disable or enable the
pool.

Y ou haveto optionsfor disabling apool. 1) Freezing the connectionsin apool that you
later plan to enable, and 2) destroy the connections.

Syntax
java webl ogic. Admin [-url URL] [-usernane usernane]
[ - password password] DI SABLE_POOL pool Nane [true]|fal se]
Argument Definition
pool Nane Name of the connection pool
fal se Disables the connection pool, and suspends clients that currently
(disables and have a connection. Attempts to communicate with the database
suspends) server throw an exception. Clients can, however, close their
connections while the connection pool is disabled; the connections
arethen returned to the pool and cannot be reserved by another client
until the pool is enabled.
true Disables the connection pool, and destroys the client’s JIDBC
(default— connection to the pool. Any transaction on the connection isrolled
dissblesand  back and the connection is returned to the connection pool.
destroys)
Example

In the following example, a user with the name admi nuser and the password
gunby 1234 runs the DI SABLE_POOL command to freeze a connection that is to be
enabled later:

java webl ogic. Admin -url |ocal host: 7001 -usernane adm nuser
-password gunby1234 DI SABLE_POOL nyPool false
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ENABLE_POOL

When apool is enabled, the JDBC connection states for each in-use connection are
exactly as they were when the connection pool was disabled; clients can continue

JDBC operations exactly where they left off.

Syntax
java webl ogic. Adnin [-url URL] [-usernane usernamne]
[ - password password] ENABLE_POOL pool Nane
Argument Definition
pool Nane Name of the connection pool.
Example

In the following example, a user with the name admi nuser and the password
gunby 1234 runs the ENABLE_POOL command to reestablish connections that have

been disabled (frozen):

java webl ogi c. Admin -url | ocal host: 7001 -usernane adm nuser
- password gunmby1234 ENABLE_POOL nyPool
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EXISTS_POOL

Syntax

Example

Testswhether a connection pool with a specified name existsin the WebL ogic Server.
Y ou can use this method to determine whether a dynamic connection pool has already
been created or to ensure that you select a unique name for adynamic connection pool
you want to create.

java webl ogic. Admin [-url URL] [-usernane usernane]
[ - password password] EXI STS_POOL pool Nane

Argument Definition

pool Name Name of connection poal.

In the following example, a user with the name adni nuser and the password
gunby1234 runsthe EXI STS_POOL command to determine wether or not apool with a
specific name exists:

java webl ogic. Admin -url |ocal host: 7001 -usernane adm nuser
- password gunby1234 EXI STS_POOL nyPool

B-26  Administration Guide



WebLogic Server Connection Pools Administration Command Reference

RESET_POOL

This command resets the connectionsin aregistered connection pool.

Thisisaprivileged command. Y ou must supply the password for the WebL ogic Server
administrative user to use this command. Y ou must know the name of the connection
pool, which isan entry inthe confi g. xnl file.

Syntax
java webl ogi c. Adnin URL RESET_POCL pool Nane system password
Argument Definition
URL The URL of the WebL ogic Server host and port number of the TCP port at
which WebL ogic islistening for client requests; use
"“t3://host:port."
pool Nane Name of a connection pool asit is registered in the WebL ogic Server's
config.xml file.
password Administrative password for the user "system™. Y ou must supply the
username "system™ and the administrative password to use this Admin
command.
Example

This command refreshes the connection pool registered as"eng" for the WebL ogic
Server listening on port 7001 of the host xyz.com.

java webl ogi c. Adm n t3://xyz.com 7001 RESET_POCL eng system gunby
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Mbean Management Command Reference

Table B-3 presents an overview of the Mbean management commands. The following
sections describe command syntax and arguments, and provide an example for each
command.

Table B-3 Mbean Management Command Overview

Task Command(s)  Description
Create configuration = CREATE Creates an instance of a configuration Mbean. Returns OK to
Mbeans st dout when successful. This command cannot be used for
run-time Mbeans.
See“CREATE” on page B-29.
Delete configuration ~ DELETE Deletes a configuration Mbean. Returns OK in st dout when
Mbeans successful. This command cannot be used for run-time Mbeans.
See “DELETE” on page B-30.
View run-timeMbean GET Displays run-time Mbean attributes.
attributes See“GET” on page B-31.
Invoke run-time I NVOKE Invokes methods that are not designed to get or set attributes. This
Mbeans command can cal only run-time Mbeans.
See“INVOKE”" on page B-33.
Viewrun-timemetrics | NVOKE Run the | NVOKE and GET commands to view run-time metrics and
and statistics GET statistics. These commands can call only run-time Mbeans.
See“INVOKE”" on page B-33, and “GET” on page B-31.
Set configuration SET Sets the specified attribute values for the named configuration

Mbean attributes

Mbean. Returns OK on st dout when successful. This command
cannot be used for run-time Mbeans.

See“SET” on page B-34.
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CREATE

Syntax

Example

Creates an instance of aconfiguration Mbean. Returns O to st dout when successful.
This command cannot be used for run-time Mbeans. The Mbean instance is saved in
theconfi g. xm fileor the security realm, depending on where the changes have been
made.

Note: When you create Mbeans, configuration objects are also created.

For more information about creating Mbeans, see Devel oping WebLogic Server
Applications, at
http://e-docs. bea. comw s/ docs60/ programm ng/i ndex. htm .

java webl ogi c. Adnin [—-url URL] [-username usernamne]
[ - password password] CREATE —nanme nanme -type nbean_type
[ —-donmai n domai n_nane]

java webl ogic. Admin [—-url URL] [-username usernane]
[ - password password] CREATE —nbean mbean_nane

Argument Definition

nanme Required. The name you choose for the Mbean that you are creating.

nbean_t ype Required. When creating attributes for multiple objects of the same
type.

nbean_namne Required. Fully qualified name of an Mbean, in the following format:

“domai n: Type=t ype, Nane=nane”
Type specifiesatype of object grouping and Nane specifiestheMbean
name.

domai n_nane Optional. Name of the domain; for example, mydonai n. If
domai n_nane isnot specified, the default domain name is used.

java webl ogi c. Admin -url | ocal host: 7001 -usernane adm nuser
- password gunmby1234 CREATE - nmbean
“mydomai n: Type=Ser ver, Name=acct Server”
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DELETE
Deletesaconfiguration Mbean. ReturnsOKinst dout when successful. Thiscommand
cannot be used for run-time Mbeans.
Note: When you delete Mbeans, configuration objects are also deleted.
For more information about deleting M beans, see Devel oping WebL ogic Server
Applications, at
http://e-docs. bea. comw s/ docs60/ progranmi ng/ i ndex. ht mi .
Syntax
java webl ogic. Admin [—-url URL] [-usernanme usernane] [-password
passwor d] DELETE {-type nbean_type|—nbean nbean_nane}
Arguments Definition
nbean_t ype Required. When deleting attributes for multiple objects of the same
type.
nbean_name Required. Fully qualified name of an Mbean, in the following format:
“domai n: Type=t ype, Nane=nane”
Type specifies atype of object grouping, and Nare specifies the
Mbean name.
Example

java webl ogic. Admin -url |ocal host: 7001 -usernane adm nuser
- password gunby1234 DELETE - nmbean
“nydonmi n: Type: Ser ver, Name=Acct Server”
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GET

Syntax

Displays run-time Mbean attributes. Y ou can request alist of attributes for multiple
objects of the same type by requesting attributes for the following:

m  All Mbeans that belong to the same Mbean type:
GET {-pretty} -type nbean_type

m A specific Mbean:
GET {-pretty} -nbean nbean_nane

The name of each of the specified Mbeansisincluded in the output. If - pretty is
specified, each attribute name-value pair is displayed on anew line.

The GET command can only call run-time Mbeans.

The name-value pair for each attribute is specified within curly brackets. This format
facilitates scripting by simplifying the parsing of the output.

The name of the Mbean isincluded in the output as follows:

{mbeannane nbean_nane {propertyl value} {property2 value}. . .}
{mbeannane nbean_nane {propertyl value} {property2 value} . . .}

If - pretty isspecified, each attribute name-value pair isdisplayed on anew line. The
name of each of the specified Mbeansisalso included in the output, which isdisplayed
asfollows:

nbeannane: nbean_nane
propertyl: val ue
property2: val ue

nbeannane: nbean_nane
propertyl: val ue
property2: val ue

java webl ogic. Adnmin [—url URL] [-usernane usernane] [-password
password] GET {-pretty} {-type nbean_type|—-nbean nbean_nane}
[-property propertyl] [—property property?2]..
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Argument Definition

nbean_t ype Required. When getting attributes for multiple objects of the same type,
output includes the name of the Mbean.

nbean_name Fully qualified name of an Mbean, in the following format:
“domai n: Type=t ype, Locati on: | ocati on, Nane=nane”
Type specifies atype of object grouping, Locat i on specifiesthe
location of the Mbean, and Nane supplies the Mbean name.

pretty Optional. Produces well-formatted output.

property Optional. The name of the Mbean attribute or attributes to be listed.

Note: If an attributeis not specified using this argument, all attributes
are displayed.

Example

Inthefollowing example, auser requests adisplay of the Mbean attributesfor aserver
named | ocal host , whichislistening on port 7001:

java webl ogic. Adnmin -url |ocal host: 7001 GET -pretty -type Server
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INVOKE
Invokes the specified method (including arguments) on the specified Mbean. This
command can call only run-time Mbeans. Use this command to invoke methods that
do not get or set Mbean attributes.
Syntax
java webl ogic. Adnmin [—url URL] [-usernane usernane] [-password
password] | NVOKE {-type nbean_t ype| —nbean nbean_nane} -method
met hodnane [ ar gunent ]
Arguments Definition
nbean_t ype Required when invoking attributes for multiple objects of the sametype, and must include the

fully qualified name of the Mbean, as follows:
“donmai n: Nane: nane, Type=t ype, Appl i cati on=application”

nbean_nane

Required. Fully qualified name of an Mbean, as follows:
“domai n: Type=t ype, Locat i on=l ocat i on, Nane=nane”

where:

m  Type specifiesthe type of object grouping

m Locat i on specifiesthelocation of the Mbean

m  Nane isthe Mbean name

When the argument is a String array, the arguments must be passed in the following format:
“Stringl; String2;.

nmet hodnane

Required. Name of the method to be invoked. Following the method name, the user can
specify arguments to be passed to the method call, as follows:

“donmai n: Nane=nane, Type=t ype”

Example

Thefollowing exampleinvokes an administration Mbean named admi n_one using the
method get At t ri but eSt ri ngVal ue:

java webl ogi c. Adni n -usernanme system -password gunmby1234 | NVOKE

- mbean nydomai n: Name=admi n_one, Type=Admi ni strat or
-met hod get AttributeStringVval ue PhoneNunber
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SET
Sets the specified attribute values for the named configuration Mbean. Returns Ok on
st dout when successful. This command cannot be used for run-time Mbeans.
New values are saved to the conf i g. xni file or the security realm, depending on
where the new values have been defined.
Syntax
java webl ogic. Admin [—-url URL] [-usernane usernane]
[ - password password] SET {-type nbean_t ype| —nmbean nbean_nane}
—property propertyl propertyl_val ue
[-property property2 property2_val ue]
Argument Definition
nbean_t ype Required when invoking properties for multiple objects of the same type, and must
include the fully qualified name of the Mbean, as follows:
“domai n: Nane: nane, Type=t ype, Appl i cati on=appl i cati on”
nbean_name Required. Must include the fully qualified name of an Mbean, in the following format:
“domai n: Nane=nan®, Locati on: | ocati on, Type=t ype”
where:
m  Nane isthe Mbean name
m Locat i on specifiesthe location of the Mbean
m  Type specifiesthe type of object grouping
property Required. The name of the attribute property to be set.

property _val ue Required. The value to be set with the attribute property.

m  When the argument is an Mbean array, the arguments must be passed in the
following format:
“domai n: Name=nane, Type=t ype; donai n: Nane=nane, Type=t ype”

m  Whentheargument isaString array, the arguments must be passed in the following
format:
“Stringl; String2;.

m  When setting the attribute properties for aJDBC Connection Pool, you must pass
the arguments in the following format:
“user : user nane; passwor d: passwor d; server : server nang”

B-34  Administration Guide



Mbean Management Command Reference

Administration Guide  B-35



B WebLogic Server Command-Line Interface Reference

B-36  Administration Guide



APPENDIX

C Parameters for Web
Server Plug-ins

Thisfoloowing sections describe the parameters that you use to configure the Apache,
Netscape, and Microsoft I1S Web server plug-ins:

m “Overview” on page C-1
m “General Parameters for Web Server Plug-Ins’ on page C-2
m “SSL Parametersfor Web Server Plug-Ins’ on page C-11

Overview

Y ou enter the parametersfor each Web Server Plug-in special configurationfiles. Each
Web Server has a different name for this configuration file and different rules for
formatting the file. For details, see the following sections on each plug-in:

m “Installing and Configuring the Apache HTTP Server Plug-In" on page 9-1

m “Installing and Configuring the Microsoft Internet Information Server (ISAPI)
Plug-In” on page 10-1

m “Installing and Configuring the Netscape Enterprise Server Plug-In (NSAPI)” on
page 11-1

Enter Web server plug-ins parameters as described in the following table.
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C  Parametersfor Web Server Pl ug-ins

General Parameters for Web Server Plug-Ins

Note: Parameters are case sensitive.

Parameter Default Description
WebLogi cHost none WebL ogic Server host (or virtual host name asdefinedinaWeb
(Required when proxying to a Server running in WebL ogic Server) to which HTTP requests
If you are using a WebL ogic cluster, use the
WebLogi cCl ust er parameter instead of WebLogi cHost .
WebLogi cPort none Port at which the WebL ogic Server host is listening for

(Reqguired when proxying to a
single WebL ogic Server.)

WebL ogic connection requests. (If you are using SSL between
the plug-in and WebL ogic Server, set this parameter to the SSL
listen port (see “Configuring the Listen Port” on page 7-3) and
set the Secur ePr oxy parameter to ON).

If you are using a WebL ogic Cluster, use the

WebLogi cd ust er parameter instead of WebLogi cPort .
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Parameter

Default

Description

WebLogi cd uster
(Required when proxying to a
cluster of WebLogic Servers.)

none

List of WebLogic Serversthat can be used in a cluster for
load-balancing. The cluster list is a comma-delimited list of
host:port entries. For example:

WebLogi cCl ust er mywebl ogi c. com 7001,

your webl ogi ¢c. com 7001, t hei rwebl ogi ¢c. com 7001

If you areusing SSL between the plug-in and WebL ogic Server,
set the port number to the SSL listen port (see “ Configuring the
Listen Port” on page 7-3) and set the Secur ePr oxy parameter
to ON.

Use WebL ogicCluster instead of the WebLogi cHost and
W\ebLogi cPort parameters. WebL ogic Server looks first for
theWebLogi cd ust er parameter. If not found, it looks for
and uses WebLogi cHost and WebLogi cPort .

The plug-in does a simple round-robin between al available
cluster members. The cluster list specified in this property isa
starting point for the dynamic cluster list that the server and
plug-in maintain. WebL ogic Server and the plug-in work
together to update the cluster list automatically with new, failed,
and recovered cluster members.

Y ou can disable the use of the dynamic cluster list by setting the
Dynam cSer ver Li st parameter to OFF (Microsoft Internet
Information Server only).

The plug-in directs HTTP requests containing a cookie,
URL-encoded session, or asession stored in the POST datato
the server in the cluster that originally created the cookie.

Pat hTrim

nul |

String trimmed by the plug-in from the beginning of the origina
URL, before the request is forwarded to WebL ogic Server. For
example, if the URL

http:// myWeb. server. com webl ogi ¢/ f oo

is passed to the plug-in for parsing and if Pat hTr i mhas been
set to strip off / webl ogi ¢ before handing the URL to

WebL ogic Server, the URL forwarded to WebLogic Server is:

http:// mywebl ogi c. server. com 7001/ f oo

Pat hPr epend

nul |

String that the plug-in prependeds to the beginning of the
original URL, after Pat hTr i mhas been trimmed, and before
the request is forwarded to WebL ogic Server.
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Parameter

Default

Description

Connect Ti meout Secs

10

Maximum time in seconds that the plug-in should attempt to
connect to the WebL ogic Server host. Make the value greater
than Connect Ret r ySecs. If Connect Ti meout Secs
expires without a successful connection, even after the
appropriate retries (see Connect Ret r ySecs), an HTTP
503/ Servi ce Unavai | abl e responseis sent to the client.

Y ou can customizetheerror response by using the Er r or Page
parameter.

Connect RetrySecs

Interval in seconds that the plug-in should sleep between
attempts to connect to the WebL ogic Server host (or al of the
serversin acluster). Make this number less than the

Connect Ti meout Secs. Thenumber of timestheplug-intries
to connect before returning an HTTP 503/ Ser vi ce

Unavai | abl e response to the client is calculated by dividing
Connect Ti meout Secs by Connect Ret r ySecs.

To specify no retries, set Connect Ret r ySecs equd to
Connect Ti meout Secs. However, the plug-in attempts to
connect at least twice.

Y ou can customize the error response by usingthe Er r or Page
parameter.

C-4
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Parameter

Default

Description

Debug

OFF

Sets the type of logging performed for debugging operations. It
is not advisable to switch on these debugging optionsin
production systems.

The debugging information is written to the
/ t np/ Wl proxy. | og fileon UNIX systems and
c:\tmp\w proxy. | og on Windows NT/2000 systems.

You can set any of the following logging options (the
HFC, HTW HFW and HT C options may be set in combination by
entering them separated by commas, for example “HFC, HTW ):

ON

HFC

HTW

HFW

HTC

ALL

The plug-in logs only informational and error
messages.

No debugging information is logged.

The plug-in logs headers from the client,
informational, and error messages.

The plug-in logs headers sent to WebL ogic
Server, informational messages, and error

messages.

The plug-in logs headers sent from WebL ogic
Server, informational messages, and error

messages.

The plug-in logs headers sent to the client,
informational messages, and error messages.

The plug-in logs headers sent to and from the
client, headers sent to and from WebL ogic
Server, information messages, and error

messages.
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Par ameter Default

Description

DebugConfi gl nfo OFF

Enables the special query parameter
“__Weblogi cBri dgeConfi g". Useit to get details about
configuration parameters from the plug-in.

For example, if you enable“__WebLogi cBri dgeConfi g”
by setting DebugConf i gl nf o and then send arequest that
includesthequery string?__WebLogi cBri dgeConfi g,then
the plug-in gathers the configuration information and run-time
statistics and returnstheinformation to the browser. The plug-in
does not connect to the WebL ogic Server in this case.

This parameter is strictly for debugging and the format of the
output message can change with releases. For security purposes,
keep this parameter turned OFF in production systems.

St at Pat h

(Not available for the Microsoft
Internet Information Server
Plug-In)

fal se

If settot r ue, the plug-in checksthe existence and permissions
of the translated path (“ Proxy-Path-Translated”) of the request
before forwarding the request to WebL ogic Server.

If the file does not exist, an HTTP 404 Fil e Not Found
response is returned to the client. If the file exists but is not
world-readable, an HTTP 403/ For bi dden responseis
returned to the client. In either case, the default mechanism for
the Web server to handle these responses fulfills the body of the
response. Thisoptionisuseful if boththe WebL ogic Server Web
Application and the Web server have the same document root.

Y ou can customize the error response by usingthe Er r or Page
parameter.

Err or Page none

Y ou can create your own error page that is displayed when your
Web server is unable to forward requests to WebL ogic Server.

Y ou can set this parameter in one of two ways:

m Asareative URl (file name). Depending on how you
configure proxying (by MIME type or path) the request for
the error page might be proxied to the WebL ogic Server that
isnot responding. For thisreasonit is probablay more useful
to specify an absolute URL.

m  Asan absolute URL (recommended). Using an absolute
URL to the error page will always proxy the request to the
correct resource on your Web server or another WebL ogic
Server. For example:
http://host: port/ nyWebApp/ Error Page. htm .
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Parameter

Default

Description

HungSer ver Recover Secs

300

Defines the amount of time the plug-in waits for aresponseto a
request from WebL ogic Server. The plug-in waits for
HungSer ver Recover Secs for the server to respond and then
declares that server dead, and fails over to the next server. The
value should be set to avery largevalue. If thevalueislessthan
the time the servlets take to process, then you may see
unexpected results.

Minimum value: 10

| denpot ent

When set to ON and if the servers do not respond within
HungSer ver Recover Secs, the plug-insfail over to the
next server. For more information on fail over, see the section
titled “ Connection Errors and Clustering Failover” in the
documentation for the plug-in

If setto“OFF” the plug-ins do not fail over. If you are using the
Netscape Enterprise Server Plug-In, or Apache HTTP Server
you can set this parameter differently for different URLs or
MIME types.

Cooki eNane

JSESSI O
NI D

If you change the name of the WebL ogic Server session cookie
in the WebL ogic Server Web Application, you need to change
the Cooki eNane parameter in the plug-in to the same value.
The name of the WebL ogic session cookieis set in the

WebL ogic-specific deployment descriptor, in the
<session-descriptor> (see
http://e-docs.bea.com/wls/docs60/programming/weblogic_xml.
html#sessi on-descriptor) element.
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Parameter

Default

Description

Def aul t Fi | eNane

none

The plug-in performs the following steps:
1. Trimsthe path specified with the Pat hTr i mparameter.

2. IftheURIl is“/ " the plug-in appends the value of
Def aul t Fi | eNane.

3. Prepends the value specified with Pat hPr epend.
This procedure prevents redirects from WebL ogic Server.

Set the Def aul t Fi | eNane to the default welcome page of the
Web Application in WebL ogic Server to which requests are
being proxied. For example, If theDef aul t Fi | eNane issetto
wel cone. ht nl , and Pat hTri missetto/ webl ogi c, an
HTTP request like

“ht t p: // somehost / webl ogi c” becomes
“http://sonehost/wel cone. htm ”.

For this parameter to function, the same file must be specified as
awelcomefileinall the Web Applicationsto which requests are
directed. For more information, see “Configuring Welcome
Pages’ in the Administration Guide.

Note for the Apache plug-in using Stronghold or Raven: Do
not definetheDef aul t Fi | eNane parameterinan| Fnodul e
block. Instead, defineitinalocat i on block.

MaxPost Si ze

Maximum allowable size of POST data, in bytes. If the
content-length exceeds MaxPost Si ze, the plug-in returns an
error message. If setto- 1, thesize of POST dataisnot checked.
Thisis useful for preventing denial-of-service attacks that
attempt to overload the server with POST data.

C-8
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Parameter

Default

Description

Mat chExpr essi on
(Apache HTTP Server only)

none

When proxying by MIME type, set the filename pattern inside
of an | f Mbdul e block using the Mat chExpr essi on
parameter.
Example when proxying by MIME type:
<I| f Modul e nod_webl ogi c. c>
Mat chExpression *.jsp

WebLogi cHost =myHost | par amNane=val ue

</| f Modul e>

Example when proxying by path:

<I| f Modul e nod_webl ogi c. c>
Mat chExpr essi on / webl ogi c
WebLogi cHost =myHost | par amNane=val ue
</ | f Modul e>

Fi | eCachi ng

When set to ON, and the size of the POST datain arequest is
greater than 2048 bytes, the POST datais stored on disk ina
temporary file and forwarded to WebL ogic Server in chunks of
8192 bytes. Setting Fi | eCachi ng to ON, however, can causea
problem with the progress bar displayed by abrowser that
indicates the progress of a download. The browser shows that
the download has completed even though the file is still being
transferred.

When set to OFF and size of the POST datain arequest isgreater
than 2048 bytes, the POST datais stored in memory and sent to
WebL ogic Server in chunks of 8192 bytes. Setting to OFF
causes problemsiif the server goes down while processing the
request because the plug-inis not able to fail over.

W For war dPat h

(Microsoft Internet Information
Server only)

null

If W For war dPat h isset to"/" al requests are proxied. To
forward any requests starting with a particular string, set

W For war dPat h to the string. For example, setting

W For war dPat h to/ webl ogi ¢ forwardsall requestsstarting
with/ webl ogi ¢ to Weblogic Server.

This parameter isrequired if you are proxying by path. Y ou can
set multiple strings by separating the strings with commas. For
example: W For war dPat h=/ webl ogi c, / bea.
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Parameter Default Description
Max Ski ps 10 Valid only if Dynami cSer ver Li st issetto OFF.
(Microsoft Internet Information If aWebLogic Server listed in either theWWebLogi cCl ust er
Server only) parameter or adynamic cluster list returned from WebLogic
Server fails, thefailed server ismarked as“bad” and the plug-in
attempts to connect to the next server inthelist.
Max Ski ps setsthe number of attempts after which the plug-in
will retry the server marked as “bad”.
Dynami cSer ver Li st ON When set to OFF, the plug-in ignores the dynamic cluster list
(Microsoft Internet Information used for load balancing requests proxied from the plug-in and
Server only only usesthe static list specified withtheWebLogi cCl ust er

parameter. Normally this parameter should remain set to ON.
There are some implications for setting this parameter to OFF:

m If oneor moreserversinthestaticlist fals, the plug-in could
waste time trying to connect to a dead server, resulting in
decreased performance.

m If you add anew server to the cluster, the plug-in can not
proxy requests to the new server unless you re-define this
parameter. WebL ogic Server automatically adds new
serversto the dynamic server list when they become part of
the cluster.
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SSL Parameters for Web Server Plug-Ins

Note: Parameters are case sensitive.

Parameter

Default

Description

Secur ePr oxy

OFF

Set this parameter to ON to enable the use of the SSL protocol for all
communication between the WebL ogic Server proxy plug-in and
WebL ogic Server. Remember to configure a port on the
corresponding WebL ogic Server for the SSL protocol before defining
this parameter.

This parameter may be set at two levels,: in the configuration for the
main server and, if you have defined any virtual hosts, in the
configuration for the virtual host. The configuration for the virtual
host inheritsthe SSL configuration from the configuration of themain
server if the setting is not overridden in the configuration for the
virtual host.

Trust edCAFi | e

none

Name of the file that contains the digital certificates for the trusted
certificate authorities for the WebL ogic Server proxy plug-in. This
parameter isrequired if the Secur ePr oxy parameter is set to ON.

The filename must include the full directory path of the file.

Requi r eSSLHost Mat ch

true

Determines whether the host name to which the WebL ogic Server
proxy plug-in is connecting must match the Subject Distinguished
Namefield in the digital certificate of the WebL ogic Server to which
the proxy plug-in is connecting.

SSLHost Mat chAQ D

22

The ASN.1 Object ID (OID) that identifieswhich field in the Subject
Distinguished Name of the peer digital certificate isto be used to
perform the host match comparison. The default for this parameter
corresponds to the ConmonNarre field of the Subject Distinguished
Name. Common OID values are:

= Sur Name—23
Common Name—22
Email—13
Organizational Unit—30
Organization—29
Locality—26
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