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About This Document

This document describes how to implement a security scheme for your WebL ogic
Integration B2B deployment.

This document is organized as follows:

m  Chapter 1, “Introducing WebL ogic Integration B2B Security,” provides an
overview of WebLogic Integration B2B security and explains how it is based on
WebL ogic Server security.

m Chapter 2, “ Authenticating and Authorizing Trading Partners,” describes the
authentication and authorization processes used by the B2B software.

m Chapter 3, “Configuring Security,” explains how to configure security for your
B2B trading partners and environment.

m  Chapter 4, “Implementing Nonrepudiation,” explains how to implement a
nonrepudication mechanism in your business processes.

m  Chapter A, “Using the Secure Fingerprint Utility,” explains how to use the
Secure Fingerprint Utility to extract the fingerprint value from adigital
certificate.

What You Need to Know

This document is intended primarily for:

m Business analysts and programmers who design security mechanisms for their
WebL ogic Integration deployments

m  System administrators who will set up and administer B2B security.
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For an overview of the WebL ogic Integration B2B architecture, see Introducing B2B
Integration.

How to Print this Document

Y ou can print acopy of thisdocument from aWeb browser, onefileat atime, by using
the File—>Print option on your Web browser.

A PDF version of thisdocument is available on the WebL ogic Integration
documentation CD. Y ou can open the PDF in Adobe Acrobat Reader and print the
entire document (or a portion of it) in book format.

If you do not have the Adobe Acrobat Reader installed, you can download it for free
from the Adobe Web site at ht t p: / / www. adobe. coni .

Contact Us!

viii

Y our feedback on the WebL ogic Integration documentation is important to us. Send
us e-mail at docsupport@bea.com if you have questions or comments. Y our
comments will be reviewed directly by the BEA professionals who create and update
the WebL ogic Integration B2B documentation.

In your e-mail message, please indicate that you are using the documentation for the
WebL ogic Integration 2.1 release.

When contacting Customer Support, be prepared to provide the following information:
m Your name, e-mail address, phone number, and fax number

®m Your company name and company address

m Your machine type and authorization codes

m Thename and version of the product you are using

m A description of the problem and the content of pertinent error messages
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Documentation Conventions

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

tem

boldface text

Indicates terms defined in the glossary.

Ctrl+Tab Indicates that you must press two or more keys simultaneously.
italics Indicates emphasis or book titles.
nonospace Indicates code samples, commands and their options, data structures and
t ext their members, data types, directories, and filenames and their extensions.
Monospace text also indicates text that you must enter from the keyboard.
Examples:
#include <iostreamh> void main ( ) the pointer psz
chrmod u+w *
\t ux\ dat a\ ap
.doc
tux. doc
Bl TMAP
fl oat
nonospace Identifies significant wordsin code.
bol df ace Example:
t ext
void commt ()
nonospace Identifies variablesin code.
italic Example:
t ext .
String expr
UPPERCASE Indicates device names, environment variables, and logical operators.
TEXT Examples:
LPT1
SIGNON
OR

Implementing Security with B2B Integration
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Convention

Item

{1}

Indicates a set of choices in asyntax line. The braces themsel ves should
never be typed.

[]

Indicates optional itemsin a syntax line. The brackets themselves should
never be typed.

Example:

buil dobjclient [-v] [-0 nane ] [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choices in a syntax line. The symbol itself
should never be typed.

Indicates one of the following in acommand line:

m  That an argument can be repeated several timesin acommand line

m  That the statement omits additional optiona arguments

m  That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:

buil dobjclient [-v] [-o0 nane ] [-f file-list]...
[-1 file-list]...

Indicates the omission of items from acode example or from a syntax line.
The vertical dlipsisitself should never be typed.
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CHAPTER

1 Introducing WebLogic

Integration B2B
Security

Thistopic includes the following sections:

WebL ogic Integration B2B Security Model
Principals, Users, and Groups

Digital Certificates

Certificate Authority

SSL Protocol

Configuration Restrictions to Ensure a Secure Environment

WebLogic Integration B2B Security Model

The WebL ogic Integration B2B security model incorporates the following primary
features:

m  Usesthe security features of the underlying BEA WebL ogic Server™ platform
to perform authentication and authorization of principals before granting access

to B2B resources.

Implementing Security with B2B Integration
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1-2

m |sextensible by allowing you to incorporate your own or third-party vendor
toolsto verify trading partner digital certificates and implement nonrepudiation
support, which isarequirement for critical business messages.

This section describesthe WebL ogic Server and B2B entitiesinvolvedin providing the
authentication and authorization features of WebL ogic Integration.

WebL ogic Integration B2B authentication is the process of verifying a principal’s
identity. Authentication is concerned with who an entity is; it isthe association of an
identity with an entity. Authorization is concerned with what that identity is allowed
to see and do. WebL ogic Integration B2B uses the following methods to perform
authentication:

m  Username and password—human users (administrators) use usernames and
passwords to prove their identity.

m Digitdl certificates—trading partners use digital certificates to prove their
identity to the B2B engine.

m  Secure sockets layer (SSL)—the SSL protocol provides dataintegrity and
confidentiality to the connections between principals.

Authorization protects who has access to the avail able resources. Permission to access
B2B resources is assigned through access control lists (ACLS) and roles.

For complete details about how WebL ogic Server and WebL ogic Integration B2B
work together to authenticate and authorize principalsin the WebL ogic I ntegration
B2B engine, see Chapter 2, “ Authenticating and Authorizing Trading Partners.”

The following figure shows the entities and features in WebL ogic Server and
WebL ogic Integration that provide the B2B security model.
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WebLogic Integration B2B Security Model

Figure1-1 WebLogic Integration B2B Security Model

Conversation Authorization
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Data Encryption
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Authentication in the
Transport Servlet
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WL CCertAuthenticator Class Nonrepudiation Framework
Maps digital certificate to Gl A
WehbLogic Server Llsers . " A
Includes SPIfor configuring a . gggﬂ:g :Endétsl[g%nsegﬁce
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Authentication for ACLs for
Inbound Requests JDBC Pool
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The following table describes each of the features shown in this B2B security model.

Implementing Security with B2B Integration

1-3



1 Introducing WebLogic Integration B2B Security

Table 1-1 Componentsin the WebL ogic I ntegration B2B Security M odel

Component

Description

Conversation authorization

When atrading partner business message arrives, the B2B
engine, as part of the business message authorization
process, examines the contents of the business message to
validate it against the collaboration agreement. That is, the
collaboration agreement defines the business messages a
given trading partner may send and receive. The B2B engine
verifiesthat the content of theincoming businessmessageis
consistent with the business messages that the trading
partner is bound, by role and conversation definition in the
collaboration agreement, to either send or receive.

This authori zation scheme makes sure that only the business

messages that are consistent with the relevant collaboration
agreement have access to B2B engine resources.

Data encryption service

The data encryption service encrypts business messages for
the business protocol sthat requireit. Dataencryption works
by using a combination of the sender’s certificate, private
key, and the recipient’s certificate to encode the business
message. The message can then be decrypted only by the
recipient using the recipient’s private key.

For detail s about using the data encryption service, see
“Configuring M essage Encryption” on page 3-29.

Authentication in the
transport servlet

A transport servlet is aWebL ogic Integration-specific

servlet that serves as the entry point for both HTTP and

HTTPS access to B2B resources, including the following:

m  WebL ogic Integration repository

m  WebL ogic Integration workflow templates and
definitions

m  JDBC connection pool

A transport servlet is dynamically registered in the

WebL ogic Server environment for trading partners bound to

a specific collaboration agreement.
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WebLogic Integration B2B Security Model

Table 1-1 Componentsin the WebL ogic Integration B2B Security M odel

Component

Description

Authentication for outbound
request viathe SSL protocol

The B2B engine authenti cates the recipient for all outbound
messages using the SSL certificate obtained in the SSL
handshake to ensure that the messages are consistent with
the relevant collaboration agreement to which they are
bound.

WLCCer t Aut hent i cat or
class

TheW.CCer t Aut hent i cat or classmapstrading partner
certificatesto the corresponding WebL ogic Server usersthat
have been configured for the trading partner. The
W.CCer t Aut hent i cat or classimplementsthe

webl ogi c. security.acl. CertAut henti cat or
interface.

Y ou can configure this classto invoke your own or atrusted
third-party vendor’ s implementation that verifies trading
partner certificates. For more information, see Chapter 2,
“Authenticating and Authorizing Trading Partners.”

Nonrepudiation framework

The B2B security system provides a means to implement
nonrepudiation support. Nonrepudiation is the ability of a
trading partner to prove or disprove having previously sent
or received a particular business message to or from another
trading partner. Nonrepudiation requires the following
services:

m  Dataencryption

m  Digital signatures
m  Securetimestamps
m  Secure audit log

WebL ogic Integration provides out-of -the-box
implementations for nonrepudiation and Service Provider
Interfaces (SPIs) that allow you to incorporate your own or a
trusted third-party’ s implementation.

For more information about nonrepudiation, see Chapter 4,
“Implementing Nonrepudiation.”

Implementing Security with B2B Integration 1-5



1 Introducing WebLogic Integration B2B Security

Table 1-1 Componentsin the WebL ogic I ntegration B2B Security M odel

Component

Description

Authentication for inbound
requests via SSL protocol

When an inbound trading partner message arrives, both the
trading partner and the WebL ogic Server system exchange
certificates to establish each other’ sidentity. When the SSL
handshake is completed, the trading partner’ s network
connection to the WebL ogic Server system is established.

For information about configuring the SSL protocol in
WebL ogic Server to provide mutual authentication, see
“Configuring the SSL Protocol and Mutual Authentication”
on page 3-2.

ACLSs for JIDBC connection
pool

ACLs are data structures with multiple entries that guard
access to WebL ogic Integration B2B resources. An ACL
grants permission on aresource, or class of resources, to a
list of usersand groups. An ACL includes alist of

Acl Ent ri es, each with the set of permissions for a
particular user or group.

Permissions represent privileges required for accessing a
resource and are specific to the resource they protect. The
exact permissions available depend on the type of resource
the ACL protects. For exampl e, there are permissionsto send
and receive files, delete files, read and write files, and load
servlets.

For information about configuring the ACLsfor the JIDBC
connection pool, see “ Configuring Access Control Lists for
WebL ogic Integration B2B” on page 3-6.

For more information about the WebL ogic Server security features used by B2B
engine, see “Configuring the SSL Protocol” and “Defining ACLS’ in “Managing
Security” in the BEA WebLogic Server Administration Guide.
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Principals, Users, and Groups

Principals, Users, and Groups

Principals are entities that need access to the B2B environment and resources.
WebL ogic Integration B2B principals include:

m  Trading partners
m  Human users—WebL ogic Integration B2B administrators

Principals are granted access to the WebL ogic Integration B2B engine environment
and resources through authentication and authorization mechanisms. Principalsin
WebL ogic Integration B2B map to WebL ogic Server users.

If the B2B engine can prove the identity of the WebL ogic Server user, the B2B engine
associ ates the user with athread that executes code on behalf of the user. Before the
thread begins executing code, WebL ogic Integration B2B checks pertinent access
control lists (ACLs) to make sure the WebL ogic Server user hasthe proper permission
to continue.

WebL ogic Integration B2B supports the following types of WebL ogic Server users:
m  Trading partner users on WebL ogic Integration

m  WebLogic Integration B2B system user

m  WebLogic Integration B2B administrator

Groups are sets of WebL ogic Server users. Groups provide an efficient way to manage
large numbers of users because an administrator can specify permissions for an entire
group at onetime.

Note: Because the tasks typically performed via the WebL ogic Integration B2B
Console requires system level privileges—for creating users, accessing
M Beans, and so on—the WebL ogic Server usernamefor logging into the B2B
Consoleis configured as a WebL ogic Server system user.

Implementing Security with B2B Integration 1-7



1 Introducing WebLogic Integration B2B Security

About Configuring Trading Partners

When you configure a collaboration agreement in WebL ogic Integration, you also
specify the trading partner name bound to that agreement. To associate a user with a
trading partner in the B2B Console, specify the trading partner username, which isa
WebL ogic Server username. WebL ogic Server maps the digital certificate for that
trading partner to the trading partner user at run time.

Figure1-2 Mapping a Trading Partner Certificateto a WebL ogic Server User

WebLogic Server
Collahoration Agreement
Trading Partner /
Trading Partner 2] WeblL ogic Server
Certificate User

Therefore, when atrading partner message arrives in WebL ogic Server, WebL ogic
Server is able to match atrading partner to a WebL ogic Server user by reading a
trading partner certificate, and the B2B engine authentication process may begin.

About Configuring the WebLogic Integration B2B System
User

Please note the following about the B2B system user:

m The B2B system user has access to all B2B resources except the transport
servlet. This restriction prevents an external entity from entering the WebL ogic
Integration system as a B2B system user.

m The B2B system user is predefined in the sample configuration shipped with the
product. The default password for W csyst emuser iswl csyst em However, if
the system user does not exist for any reason, you can create the username
w csyst em(password wl csyst em) viathe WebL ogic Server Administration
Console. (You may aso change the password as desired in the B2B Console.)

1-8 Implementing Security with B2B Integration



Digital Certificates

m Do not use the WebL ogic Server Administration Console to modify a WebL ogic
Integration system password. The password is stored in the repository for
run-time access to B2B resources.

Note:  When the password does not match the one specified in the
fil eReal m properties file, awarning is entered in the system log.
When the password for user wi csyst emdoes not match, the B2B engine
uses the user syst emfor run-time access to the repository.

Digital Certificates

Digital certificates are electronic documents used to uniquely identify principals and
objects over networks such as the Internet. A digital certificate securely binds the
identity of auser or object, as verified by atrusted third party known as a certificate
authority, to aparticular public key. The combination of the public key and the private
key provides a unique identity to the owner of the digital certificate.

Digital certificatesallow verification of the claim that a specific public key doesin fact
belong to a specific user or entity. A recipient of adigital certificate can use the public
key contained inthedigital certificateto verify that adigital signature was created with
the certificate authority’ s private key. If such verification is successful, this chain of
reasoning provides assurance that the corresponding private key is held by the subject
named in the digital certificate, and that the digital signature was created by that
particular certificate authority.

A digitd certificate typically includes avariety of information, such as:

m  The name of the subject (holder, owner) and other identification information
required to uniquely identify the subject, such asa URL or an e-mail address

m  The subject’s public key

m  The name of the certificate authority that issued the digital certificate

Implementing Security with B2B Integration 1-9
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m A serial number

m Thevalidity period (or lifetime) of the digital certificate (defined by a start date
and an end date)

Themost widely accepted format for digital certificatesisdefined by the ITU-T X.509
international standard. Thus, digital certificates can be read or written by any
application complying with the X.509 standard. The public key infrastructure (PK1) in
WebL ogic Server recognizes digital certificates that comply with X.509 version 3, or
X.509v3.

Certificate Authority

1-10

Digital certificates are issued by a certificate authority. Any trusted third-party
organization or company that iswilling to vouch for the identities of those to whom it
issues digital certificates and public keys can be a certificate authority. When a
certificate authority createsadigital certificate, the certificate authority signsit withits
private key, to ensure the detection of tampering. The certificate authority then returns
the signed digital certificate to the requesting subject.

The subject can verify the signature of the issuing certificate authority by using the
public key of the certificate authority. The certificate authority makesits public key
available by providing adigital certificate issued from a higher-level certificate
authority attesting to the validity of the public key of the lower-level certificate
authority. Thishierarchy of certificate authoritiesisterminated by a self-signed digital
certificate known as the root certificate, as shown in the following figure.

Implementing Security with B2B Integration



Certificate Authority

Figure1-3 Certificate Authority Hierarchy

Certificate N Root
Sty Certificate
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Certificate N Digltal
Authority l Public Key Certificate
F
Private Key
Certificate N Digltal
Authority il Public key Certificate
3
Private Key
User or o Digltal
Object - Public Key Certificate
Private ey

Beforeyou use adigita certificate, verify adigital signature, or decrypt a business

message, make sure that the digital certificate isissued by atrusted certificate

authority. Regardless of who encrypts the business message, the digital certificate of
the business message must be trusted, which is established by the certificate authority.

Implementing Security with B2B Integration
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1 Introducing WebLogic Integration B2B Security

SSL Protocol

The SSL protocol provides secure connections by enabling two applications linked
through anetwork connection to authenticate the other’ sidentity and by encrypting the
dataexchanged between the applications. An SSL connection beginswith a handshake
during which the applications exchange digital certificates, agree on the encryption
algorithms to use, and generate encryption keys used for the remainder of the session.

The SSL protocol provides the following security features:

m  Server authentication—the server usesits digital certificate, issued by atrusted
certificate authority, to authenticate itself to clients.

m Client authentication—optionally, clients might be required to authenticate
themselves to the server by providing their own digital certificates. Thistype of
authentication is aso referred to as mutual authentication. The authentication
model in WebL ogic Integration B2B uses mutual authentication.

m Dataprivacy—all client requests and server responses are encrypted to maintain
the confidentiality of the data exchanged over the network.

m Dataintegrity—data that flows between a client and server is protected from a
third party’s tampering.

The SSL protocol isused toimplement link-level encryption of messages sent between
trading partners.

Administrators use a Web browser to access the B2B Console. Y ou can use the
Hypertext Transfer Protocol with SSL (HTTPS) to secure thistype of network
communication.

1-12  Implementing Security with B2B Integration



Configuration Restrictions to Ensure a Secure Environment

Configuration Restrictions to Ensure a
Secure Environment

WebL ogic Integration B2B imposes the restrictions described in this section to ensure
a secure environment. Some of these restrictions are repeated, as appropriate, in
Chapter 3, “Configuring Security.”

The B2B system user is not authorized to access the transport servlet. This
ensures that no external entity can impersonate the B2B system user.

Trading partners are not authorized to access B2B resources. (After atrading
partner certificate has been authenticated, the trading partner certificate is
mapped to a WebL ogic Server user. Only after the trading partner business
message has also been authenticated, the WebL ogic Server user to whom the
trading partner certificate has been mapped accesses the B2B resources on the
trading partner’s behalf.)

The architecture of the WebL ogic Integration environment is designed so that
thereis never aneed to divulge password information for trading partners
because trading partners are always mapped in the B2B environment from their
digital certificates.

The following figure shows how these security restrictions appear in the WebL ogic
Integration B2B security model.

Implementing Security with B2B Integration ~ 1-13



1 introducing WebLogic Integration B2B Security

Figure1-4 The Secure WebL ogic Integration B2B Environment

WebLogic Server
wicsystem Entity
Accessing
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Trading Partner E:e :> User
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In the preceding figure, note the following callouts:

1. Any entity named wl csyst emattempting to gain access to the B2B transport
servlet is denied access.

2. After the trading partner certificate and business message are validated, the
trading partner certificate is mapped to the corresponding WebL ogic Server user.

3. The WebLogic Server user mapped in previous step accesses the B2B resources
required to service the trading partner business message.
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CHAPTER

2 Authenticating and

Authorizing Trading
Partners

The topic includes the following sections:
m Trading Partner Authentication in WebL ogic Integration

m Trading Partner Authorization in WebL ogic Integration B2B

Trading Partner Authentication in WebLogic
Integration

Authentication is the process by which WebL ogic Integration B2B engine establishes
the identity of aprincipal. Digital certificates using the SSL protocol with mutual
authentication (HT TPS) are used between atrading partner and WebL ogic | ntegration.
The B2B engine examines and validates digital certificates against security
information stored in the repository.

WebL ogic Integration B2B incorporates a two-level authentication process:
m Thefirst level involves verification of the trading partner certificate.

m  The second level involves authentication of the trading partner message.

Implementing Security with B2B Integration 2-1
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When atrading partner business message has passed both levels of authentication, the
B2B engine performs the authorization process on the business message.

The sections that follow describe both levels of the B2B authentication process.

Trading Partner Certificate Verification

The WebL ogic Integration B2B security model provides a Service Provider Interface
(SPI) that allows you to insert a Java class that implements an interface that calls out
to athird-party service to verify trading partner certificates. Such an implementation,
called a certificate verification provider (CV P), can call out to one of the following
certificate verification applications:

A Certificate Revocation List (CRL) implementation

An Online Certificate Status Protocol (OCSP) implementation that interacts with
atrusted third-party entity, such as a certificate authority, for real-time certificate
status checking

Your own certificate verification implementation

Benefits of Certificate Verification

2-2

The purpose of trading partner certificate verification is to validate the trading
partner’ s digital certificate. For example, verifying a certificate may involve some or
all of the following tasks:

Traversing the certificate chain to the root certificate authority

Checking a certificate revocation list (CRL) for all the certificatesin the chain to
identify any of those that have been revoked

Performing a real-time certificate check with a trusted vendor, who can verify
the certificate

Checking to make sure all dates in the certificate chain are valid

Verifying the signature of each certificate in the chain

Configuring and using a CV P implementation is optional, but doing so can provide an
additional level of security in the certificate verification process.
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Certificate Verification Process

The following figure shows the sequence of events that occur during the certificate
verification process in the WebL ogic I ntegration environment.

Figure2-1 Trading Partner Certificate Verification in WebL ogic I ntegration

Trading Parther

- Q—

WehLogic Server

'\

WehlLogic Integration

Wl CCertAuthenticator

) A

Certificate Verification Provider
Interface

Certificate Verification Provider
Implementation

o

Third-Party Certificate Verification
Service
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In the preceding figure, note the following callouts.

Callout Description

1 Certificate verification is used only in SSL. The trading partner and the
WebL ogic Server system perform an SSL handshake, during which they
exchange certificates to establish each other’ sidentity. The Certificate
Authority of thetrading partner digital certificate must be trusted in WebL ogic
Server. During this handshake, WebL ogic Server verifies the following:

m  TheCertificate Authority of the trading partner certificate must be one that
istrusted in the WebL ogic Server environment.

m  Thetrading partner certificate has not expired.

When the SSL handshake is completed, the trading partner’s network
connection to the WebL ogic Server system is established.

2 WebL ogic Server invokes the W.CCer t Aut hent i cat or classinthe B2B
engine. The W.CCer t Aut hent i cat or classin turn implements the
webl ogi c. security. acl. CertAut henti cat or interfacein order to
map thetrading partner certificate to the corresponding WebL ogic Server user
that has been configured for the trading partner.

3 The W.CCer t Aut hent i cat or classinvokesthe CVP interface to the
implementation that calls out to the third-party certificate verification service.

4 The CVP implementation calls out to the third-party certificate verification
service, which returns the status of the trading partner certificate.

5 The CVPimplementation returns the appropriate status of the certificateto the
WLCCer t Aut hent i cat or class.

6 If the trading partner certificate is valid, the B2B engine attempts to map the
certificate to avalid trading partner name in the repository. If the certificate
maps to avalid trading partner, WebL ogic Integration returns a WebL ogic
Server user to WebL ogic Server.

Implementing a Certificate Verification Provider
A certificate verification provider (CVP) Java class must implement the

com bea. b2b. security. CertificateVerificationProvider interface. You
have two choices for what a CVP class can call out to:
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m A trusted third-party vendor that conformsto the service provider interface, as
described in “Using the Service Provider Interface” on page 2-5.

m Your own certificate verification application.

Regardless of which choice you pick, you need to create a Javaimplementation of the
CVP SPI that calls out to the application that performs the actua certificate
verification. Creating, compiling, and configuring this CV P application isexplainedin
the subsections that follow.

Using the Service Provider Interface

WebL ogic Integration B2B allows you to implement a CV P viathe

com bea. b2b. security. CertificateVerificationProvider interface, which
provides the CVP service provider interface (SPI). If you implement or usea CVP
using the SPI described in this section, you must later configure this CVP in the
WebL ogic Integration B2B Console so that the CVP isinvoked properly during run
time.

Thecom bea. b2b. security. CertificateVerificationProvider interfacehas
the following methods, which a CV P application must implement:
m void init()

This method is automatically invoked by the B2B engine to invoke any custom
initialization processes in the class you create that implements this interface.
This method is invoked only once, at the startup of WebL ogic Integration.

m String verify(Certificate[] certs)

This method validates the certificate chain obtained during the SSL handshake.
It returns one of the following St ri ng values:

e good—thetrading partner certificate is valid and not expired.

e revoked—the trading partner certificate has been revoked by one of the
certificate authorities in the certificate chain, or the trading partner certificate
has expired.

e unknown—none of the certificate authorities in the certificate chain is able to
establish the validity of the trading partner certificate.

The implementer can choose the validation procedure performed by this method.
For example, this method can check certificate revocation lists (CRLS) stored in
files, it can check the certificate status in real-time using the Online Certificate
Status Protocol (OCSP), or it can use any other mechanism, as appropriate.
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Notes: If you implement a CV P, you need to add a default public constructor for the
CVP with no arguments. Neither the constructor nor any methods in the class
should throw any exceptions.

If you do not configure a CV P, any certificate issued by atrusted certificate
authority is considered by the B2B engineto be valid.

Compiling the Certificate Verification Provider Class
If you implement a CV P, note the following:

m  After you create the CVP Java class, you must compileit and placeit in the
system CLASSPATH.

= You must configure the CVP viathe B2B Console or the Bulk L oader utility.
After you configure the CV P, restart WebL ogic Server so that the CVP can take
effect. If you do not configure a CV P, any certificate issued by atrusted
certificate authority is considered by the B2B engine to be valid.

Configuring a Certificate Verification Provider with WebLogic Integration B2B

For complete details about using the B2B Console to configure a CV P, see
“Configuring a Certificate Verification Provider Interface” on page 3-36. After you
configure a CVP, restart WebL ogic Server so that the CV P can take effect.

Authentication of the Trading Partner Message

After atrading partner’s certificate has been validated by WebL ogic Server, the B2B
engine needs to authenticate the trading partner message before the message itself can
be serviced. Authenticating the trading partner message involves verifying that the
sender of the business message is avalid trading partner listed in the WebL ogic
Integration repository. After atrading partner message has been authenticated, the
trading partner’s identity becomes recognized for full access to B2B resources.

The following figure shows the process of authenticating a trading partner message.
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Figure2-2 Authenticating the Trading Partner M essage

WehLogic Server

Trading Parther
\o\ WeblLogic Integration

& [ Transport Servlet

Repository

In the preceding figure, note the following:

m  Thetransport servlet is the entry point into the B2B engine. When the trading
partner message arrivesin the B2B transport servlet, as shown by callout 1, the
transport servlet verifies the trading partner message. Verifying atrading partner
means ensuring that the trading partner name isvalid by retrieving its value from
avalid certificate associated with the trading partner.

m  When the trading partner message is authenticated, the trading partner is
authorized for access to WebL ogic Integration resources, such as the repository
and WebL ogic Integration business process management (BPM) templates and
workflows, shown by callout 2. The accessis made available viathe B2B
system user context.

Note: Only trading partners can be authenticated to use the B2B transport servlet. If
the B2B system user attempts to access the transport servlet to access B2B
resources, the accessis denied by WebL ogic Server. This mechanism ensures
that no remote entity can gain access to B2B resources assuming the identity
of aB2B system user.
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Trading Partner Authorization in WebLogic
Integration B2B

Authorization isthe process of allowing aB2B principal accessto aspecific set of B2B
resources. The authorization model in the B2B system is based on an ACL and
permission mechanism and role-based authorization control.

The B2B system incorporates two levels of authorization:
m  Authorization of the trading partner for access to the B2B transport servlet

m Authorization of the conversation associated with the trading partner business
message

Trading Partner Authorization

2-8

Thisleve of authorization is performed by WebL ogic Server. When the trading
partner message arrives in WebL ogic Server, and the trading partner and WebL ogic
Server complete the mutual authentication procedure, the trading partner becomes
authorized to access the B2B transport servlet.

The path of the transport servlet is dynamic, so you need to edit the web. xni fileto
allow trading partners to access the URL of the transport servlet. Y ou cannot
preconfigure this because of the dynamic nature of the URL corresponding to the
transport servlet in the B2B environment.

Y ou need to specify transport servlet ACLsin theweb. xni file. The following
example showsaweb. xm filethat specifies the ACLs for atransport servliet named
W ctransport.
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Listing2-1 Example Transport Serviet ACL

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DID Wb Application 1.2//EN
" "http://java.sun.com j 2ee/ dt ds/ web- app_2_2. dtd" >

<web- app>

<l-- Authentication -->
<security-constraint>
<web-resource-col | ecti on>
<web-r esour ce- nane>W ctransport </ web-r esour ce- nane>
<url -pattern>*</url -pattern>
</ web-r esour ce-col | ecti on>
<aut h-constrai nt >
<r ol e- name>Tr adi ngPar t ner G- oupA</ r ol e- nane>
</ aut h- constrai nt >
</ security-constraint>

<l ogi n-confi g>
<aut h- met hod>CLI ENT_CERT</ aut h- met hod>
</l ogi n-confi g>

<security-rol e>

<rol e- nane>Tr adi ngPart ner G oupA</ r ol e- name>
</ security-rol e>
</ web- app>

In the preceding code example:

m w ctransport isthetransport serviet whose endpoint is defined in the
WebL ogic | ntegration repository.

®m Tradi ngPar t ner G oupAisaWebLogic Server user group in which all the
trading partner WebL ogic Server users are members.

m CLI ENT_CERT specifies that the mode of authentication required to access the
transport servlet is SSL with mutual authentication.
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Conversation Authorization

2-10

When the B2B engine performs conversation authorization, the server examinesthe
content of the trading partner business message with respect to the collaboration
agreement to which the trading partner isbound. That is, for agiven role and party
specified in a collaboration agreement, a trading partner may send only a specific set
of business messages. The B2B engine validates the business message against the
following information specified in the collaboration agreement for a particular
conversation:

m  Party information (trading partner and role)
m  Conversation definition
m  Document exchange 1D

Once the conversation authorization is complete for an incoming business message,
access to the B2B resources is dictated by ACLs.
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Configuring Security

Thistopic includes the following sections:

For genera information about configuring WebL ogic Integration B2B, see “Basic

Configuring the SSL Protocol and Mutual Authentication
Configuring Access Control Listsfor WebL ogic Integration B2B
Configuring Security for the WebL ogic Integration B2B Engine
Configuring Trading Partner Security

Configuring Message Encryption

Configuring Digital Signatures for Nonrepudiation

Customizing the WL CCertAuthenticator Class

Configuring a Certificate Verification Provider Interface

Configuring WebL ogic Integration B2B to Use an Outbound HT TP Proxy Server

Configuring WebL ogic I ntegration with a Webserver and a WebL ogic Proxy
Plug-In

Configuring Business Process Management Access to the WebL ogic Integration

Repository

Configuration Tasks’ in Administering B2B | ntegration.
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Configuring the SSL Protocol and Mutual
Authentication

To configure WebL ogic Server to use the SSL protocol and mutual authentication,
complete the following steps:

1. Obtain adigital certificate for WebL ogic Server as described in “Configuring the
SSL Protocol” in “Managing Security” in the BEA WebLogic Server
Administration Guide.

2. Start the WebL ogic Server Administration Console as described in “ Starting the
B2B Console” in “WebL ogic Integration Design and Administration Tools” in
Sarting, Sopping, and Customizing BEA WebL ogic Integration.

3. Inthe navigation tree (in the left pane) of the WebL ogic Server Administration
Console, choose Server s — nyser ver for the domain you are configuring, asin
the following figure.

Figure3-1 Choosing a Domain

=] l:;Smydu:umain
=] @SENEFS
ryserver

The Configuration page for WebL ogic Server is displayed, shown in the
following figure.
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Figure3-2 WebL ogic Server Administration Console Configuration Page

*®%%,

mydomain> Servers> myserver ﬂ =H ? :'Il
L Ba

Connected to 127 .0.0.1:7001 Active Domain: mydomain Sep 27,2001 10:14:30 Ak POT

Motes

honitaring Logging Deployments

Configuration

Protocols Remote Start

General Cluster Compilers

@7? Name: mySerer
A% Machine: (none) =
&2 Listen Port; I?‘Dm—
&2 Listen Address; |
M2 External DNSName: |
Apply |

4. Select the SSL tab to display the Secure Sockets Layer (SSL) configuration page,
shown in the following figure.
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Figure3-3 SSL Configuration Page

mydomain> Servers> myserver

Connected to 127.0.0.1:7001

Configuration tdanitaring Logging

General
AP
AP
AP
AP
AP

Cluster
¥ Enabled
Listen Port:
Server Key File Hame:

Server Certificate File Name:

Server Certificate Chain File Name:

[ Client Certificate Enforced

TrustedCA File Name:

Cert Authenticator:

Active Domain: mydomain

Deployments

Protocols Compilers

7002

|cunfig,ﬁ'mydDmain,’demukey.pem

|cunfig,ﬁ'mydDmain,’demucertpem

|c0nfig,f'myd0main,’ca.pem

|tru sted-ca.pem

Remote Start

5. Thefollowing table describes the information that you enter into the SSL

configuration page.

Table3-1 SSL Configuration Page Fields

Field

Description

Enabled check box

If checked, SSL connections are enabled between
WebL ogic Integration B2B and trading partners.

SSL Listen Port

Specifies the dedicated port on which WebL ogic
Integration B2B listens for SSL connections.

Server Key File Name

Specifiesthe location of the private key file for

WebL ogic Server.
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Table3-1 SSL Configuration Page Fields (Continued)

Field

Description

Server Certificate File Name

Specifies the location of the public key file for
WebL ogic Server. Y ou obtain thisfile from atrusted
security vendor, as described in step 1 in this section.

Server Certificate Chain File Name

Specifies the full directory location of the digital
certificatefor WebL ogic Server. Thislocationisalso
known as the root certificate authority.

Client Certificate Enforced check box

If checked, mutual authenticationis enabled between
WebL ogic Integration B2B and trading partners
accessing WebL ogic Integration B2B resources.

Trusted CAFile Name

Specifiesthe name of thefilethat containsthe digital
certificate for the certificate authority trusted by
WebL ogic Server. Trading partners are required to
present digital certificatesissued by this certificate
authority. Y ou obtainthisfilenamefrom each trading
partner configured in your B2B environment.

Certificate Authenticator

Specifies the certificate authenticator to be used to
determine the validity of the trading partner digital
certificate
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Configuring Access Control Lists for
WebLogic Integration B2B

3-6

The access control list (ACL) for aresource determines whether a user or group can
access aWebL ogic Integration resource. To define ACLSs, you do the following:

1. Createan ACL for aresource.

2. Specify the permission for the resource.

3. Grant the permission to a specified set of usersand groups.
For a B2B resource, one or more permissions can be granted.

The ACL on the WebL ogic Integration JDBC connection pool that is preset in the
sample configuration shipped with WebL ogic Integration has the following
permissions set for the user wi cSanpl esUser : reser ve, shri nk, and reset .

For complete information about defining ACLS, see “Defining ACLS” in “Managing
Security” in the BEA WebLogic Server Administration Guide.

To set the ACLs on the WebL ogic Integration JDBC connection pool in the samples
domain:

1. Configure and start the instance of the WebL ogic Server in the samples domain.
(Start the RunSamples script and bring up the samples launcher page.) For
instructions, see “ Configuring and Starting the Samples Domain” in “ Getting
Started” in Sarting, Sopping, and Customizing BEA WWebLogic Integration.

2. Start the WebL ogic Server Administration Console, if it is not already running.
From the samples launcher page select the WebL ogic Server link under
Administration Consoles in the | eft pane. (The default system administration user
in the samples domain is syst emwith a password of security.)

3. Inthe navigation tree, choose Security — ACLSs.
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Figure3-4 Choosing ACLsin the Navigation Tree

=] @Becuriw
'ﬁ' sers
'ﬁernupa
ACLs

The ACLs that are configured in the WebL ogic Server are listed in the Access
Control Lists configuration page, as shown in the following figure. Note the
entry for the ACL for the WebL ogic | ntegration JDBC connection pool.

Figure3-5 ACL for the JDBC Connection Pool

samples> Realms> myRealm> Access Control Lists 6 =" ? p. hea

onnected to localhost 7001 Active Domain: samples:

ACL for JDBC

Connection Pool
1

B/ Create a new ACL..

Name J Permissions

weblogic. servlet. AdminThreads J execute il |
weblogic. server ]/ boot L]
weblogic jms. SerwverSessionP ool j create ﬂ
weblogic.admin.acl / madify L]
wieblogic jdbe. connectionPool wiP ool * teserve, shrink, reset ﬂ
weblogic.servlet. classes execute ﬁ
weblogic waorkspace wiite, read ﬂ

4. Click the name of the ACL for the WebL ogic Integration JDBC connection pool
(weblogic.jdbc.connectionPool .wliPool). The WebL ogic Server Administration
Console displays the dialog box in which you can set the required permissions for
the WebL ogic Integration JDBC connection pool, as shown in the following
figure.
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Figure3-6 Setting Permissionsfor the WebL ogic Integration JDBC Connection
Poal

& ""1

samples> Realms> myRealm> Access Control Lists ﬂ = ? ;'he‘a
#y

Connected to localhost: 7001 Active Domain: samples Oct &, 2001 11:24:31 AMPDT

B Add a new Permission...

Permissions | Grantees

resene evernyone
shrink guest, admin, wicSamplesUser
resat admin, guest, wicSampleslser

5. Click reset. The dialog box in which you can reset the ACLs for the JIDBC
connection pool is displayed, as shown in the following figure.

Figure3-7 ACL Reset Dialog Box

samples> Realms> myRealm> Access Ceontrol d =1 > ‘-""":f
Lists> weblogic.jdbe.connectionPool.wliPool . g, hea
Connected to localhost: 7001 A Datmain: samples Qct 8, 2001 11:38:45 AWM PDT
A2\
ACL: weblogic.jdbe. cannectionPool.wliPoal
Permission: reset
Grantees: [ guest [ admin [ wicSampleslser

{select to remaovel

Grant to Users: |

Grant to Groups: |

Apply

6. Enter w cSanpl esUser inthe Usersfield, if necessary.
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7. Click Grant Permission, if you have made any changes.

For more information about access control lists, see “Defining ACLS” in “Managing
Security” in the BEA WebLogic Server Administration Guide.

Configuring Security for the WebLogic
Integration B2B Engine

The WebL ogic Integration repository contains security information about the

WebL ogic Integration B2B security system and the trading partners that access B2B
resources. Y ou can configure repository information either by using the WebL ogic
Integration B2B Console, or by specifying it in arepository datafile that you then
import into the repository using the Bulk L oader.

Note: If you use the Bulk Migrator utility to migrate the repository from the 1.0 or
1.0.1 releases of WebL ogic Collaborate make sure the user wi csyst emis
created and the correct password isincluded in the Bulk Loader datafile. For
more information about using the Bulk Migrator utility, see “Migrating from
WebL ogic Collaborate 1.0/1.0.1 to WebL ogic Integration 2.1” in Migrating to
BEA WebLogic Integration Release 2.1.

For the B2B security system, you need to configure the following as required:

m B2B system password

m Audit log class

m Certificate verification class

m  Securetimestamp class

m Certificate authority directory

To configure these entitiesin the B2B security system, complete the following steps:
1. Startthe B2B Console

2. Inthe main pane of the B2B Console, click the link under WebL ogic Integration
B2B, as shown in the following figure.
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Figure3-8 WebLogic Integration B2B Console Main Window
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The B2B configuration tabs are displayed, as shown in the following figure.
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Figure 3-9 B2B Configuration Tabs
“-cr,{
hea

Connected to localhost: 7001 Sep 25, 2001 S:44.17 AMPDT

B2B> B2B a? -
“r

Configuration tanitoring

WLI B2B Hame: B-ZE

Description:

Large Message Support
[ Use Large Message Support

Location: |

Minimum Size: | KB

Apply | Reset

3. Select the Security tab. The Security configuration page for the WebL ogic
Integration system is displayed, as shown in the following figure.
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Figure3-10 WebL ogic I ntegration B2B Security Configuration Page

B2B> B2B Mm? . I]Ba

Connected to loc

Configuration Manitaring

System Password: |’*““°“‘“°“‘“°‘°““‘

Audit Log Class: |u:c:m.ac:me.sec:urily.MyDefauItAuditLDg

Certificate Verification

Class: bm.acme.security.MyDefauItCertifiu:ate\ferificatic:n

Secure Timestamp

Class: |u:c:m.ac:me.secuiﬂy.MyDefaultTimeStamp

Certificate Authority

Directony: ||::\\|:ac:er15

Apply | Reset

4. Thefollowing table describes the fields in the Security tab of the Configuration
panel that you may need to configure. Note that the new configuration takes
effect after the WebL ogic Integration system is restarted.

Table 3-2 Configuring the WebL ogic Integration B2B Security System

Field Description

System Password Password for the WebL ogic Integration B2B system user. Thisis
set when you install the WebL ogic Integration software, and by
default this password iswl csyst em However, if you want to
changeit, you can enter a new password in thisfield.
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Table 3-2 Configuring the WebL ogic I ntegration B2B Security System

Field Description

Audit Log Class Java class that implements audit logging, which is used for
nonrepudiation. Y ou can use the audit log to reconstruct the
sequence of events that have occurred during a conversation,
aong with the data exchanged. Depending on how you configure
the audit log, the audit log may store each business message
exchanged among trading partners along with digital signatures,
timestamps, and other data. For more information about auditing,
see “ Secure Audit Log Service” on page 4-5.

Certificate Verification ~ Javaclassthat calls out to software that verifies that a digital

Class certificate submitted by a remote trading partner isvalid. This
class can call out to either the Online Certificate Status Protocol
(OCSP) application that WebL ogic Integration provides, or
certificate verification provider software that you obtain from a
trusted security vendor. For more information about the
certificate verification class, see “ Trading Partner Certificate
Verification” on page 2-2.

Secure Timestamp Class  Java class that provides secure timestamping of business
messages exchanged among trading partners. Timestamping is
used for nonrepudiation. For more information about secure
timestamping, see “ Secure Timestamp Service” on page 4-3.

Certificate Authority L ocation that containsthe Certificate Authoritiesof all thetrading
Directory partner certificates configured in the WebL ogic Integration
repository.

Configuring Trading Partner Security

Configuring trading partner security involves setting the following for each trading
partner:

m Cetificates
m  Transport security properties

m Document exchange security
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m Delivery channel security

Thefollowing subsections describe how to configure trading partner security for each
of these components.

Note: If you usethe Bulk Loader to import data into the WebL ogic Integration
repository, the WebL ogic Server users that represent each trading partner
configured in the repository are not automatically created. Y ou need to create
these WebL ogic Server users manually. For more information, see “Working
with the Bulk Loader” in Administering B2B Integration.

Configuring Trading Partner Certificates

WebL ogic Integration B2B provides a means to configure the following trading
partner certificates.

Table 3-3 Trading Partner Certificates Configured in WebL ogic I ntegration

B2B
Certificate Description
Client certificate Digital certificate of the remote or local trading partner.
Configuring the client certificate is required when using the SSL
protocol.

Certificate Details:
m  Isof type X509 V3.

m  |sPrivacy Enhanced Mail (PEM) or Definite Encoding Rules
(DER) encoded. (The filename extension specifies the
encoding type: . pemor . der .)

m Isrequired for dl trading partner types while using HTTPS.
Private Key Details:

m |SPEM or DER encoded. (The filename extension specifies
the encoding type: . pemor . der.)

m Isrequired only for local trading partner type.
m  Password protected private keys are not supported.
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Table 3-3 Trading Partner Certificates Configured in WebL ogic I ntegration

B2B

Certificate

Description

Server certificate

Digital certificate of the remote trading partner. Configuring the
server certificate is required when using the SSL protocol.

Certificate Details:

Is of type X509 V3.

IsPEM or DER encoded. (The filename extension specifies
the encoding type: . pemor . der .)

Isrequired for remote trading partner types while using
HTTPS.

Signature certificate

Certificate required of each trading partner if digital signature
support, a requirement for nonrepudiation, is configured for the
e-market. For a description of digital signature support, see
“Digital Signature Support” on page 4-2.

Certificate Details:

Is of type X509 V3.
Any encoding is alowed.
Y ou use the RSA CertJ package to read the certificate.

Isrequired for dl trading partner types using digita signature
service.

Private Key Details:

Uses only the PKCS8 format.

Isalways password protected. (Y ou specify the password asa
system property inthe st art webl ogi ¢ command.)
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Table 3-3 Trading Partner Certificates Configured in WebL ogic I ntegration
B2B

Certificate Description

Encryption certificate Certificate required of each trading partner when business

message encryption is configured for the e-market. Note that
encryption support is available only with the RosettaNet
protocols. For a description of message encryption, see
“Configuring M essage Encryption” on page 3-30.

Certificate Details:

m  [sof type X509 V3.

m  Any encoding is allowed.

m  Use RSA CertJ package to read the certificate.
|

Isrequired for al trading partner types using encryption
service.

Private Key Details:
m  Usesonly the PKCS8 format.

m Isawayspassword protected. (Y ou specify the password asa
system property in the st ar t webl ogi ¢ command.)

Note the following general rules about configuring trading partner certificates:

Each trading partner may have one client certificate and one server certificate,
and any number of encryption and signature certificates.

For each certificate, there isatrading partner type: Loca or Remote. The
contents of each certificate configuration tab depends on the trading partner type.
For example, the tab for configuring a remote trading partner does not contain
fields for entering information about private keys because information about
private keys should be set only for local trading partners.

For local trading partners, you do not configure a server certificate.

When configuring aloca trading partner, you do not need to provide a
WebL ogic Server username for that trading partner. The one exception to this
ruleisif the local trading partner is atrading partner lightweight client.

Private keys for signature and message encryption certificates require a
password. To set a password for a private key, specify the password as a system
property on the command line that starts WebL ogic Server. The following
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example shows the command that starts WebL ogic Server for the Hello Partner
sample application.

% AVA HOVE% bi n\j ava -cl assic -nms64m -ns64m -cl asspath %START_W._ CLASSPATH%

- Dbea. hone=%BEA_HOVE% - Dwebl ogi c. home=%\L_HOVE%

- Dwebl ogi c. syst em home=%N.C_SAMPLES_HOVE% - Daebl ogi c. Domai n=sanpl es

- Dwebl ogi c. managenent . passwor d=security

- Dcl oudscape. syst em hone=%N.C_SAMPLES CLOUDSCAPE_HOVE% - Dwebl ogi c. Name=nyser ver

- Dj ava. security. pol i cy=9N_HOVE% | i b\ webl ogi c. policy

- DKey. certi fi cat e- nane. passwor d=nypasswor d webl ogi c. Server
In the preceding example, certi fi cat e- name represents the name of the
certificate for which a private key password is being specified, and nypassword
represents the password.

To configure trading partner certificates, complete the following steps:

1. Display the main trading partner configuration page, which you can do one of the
following ways:

e Click Trading Partnersin the navigation tree of the B2B Console.

Figure3-11 Trading PartnersEntry in the Navigation Tree

= Boe

'EﬁTrading Partners «+—— Click here
2f Conversations

Callabaration Agraemeants

iBusiness Protocals

e Click the Trading Partnerslink in the right pane.
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Figure3-12 Accessing the Trading Partner Configuration Page

27%,

[ '
s ;
oy e a

Welcome to BEA WebLogic Integration ﬂ‘ ?

Connected to localhost: 7001 Oct 14, 2001 917

Logic Integration B2B 2 Trading Partner
2B Trading Partners
Click here
2 Conversation D Collaboration Agreement
Conversations Caollaboration Agreements

@ Business Protocol
Business Protocols

Copyright (c) BEA Systerns | Inc. All rights reserved.

Themain Trading Partners configuration page, where you can add, modify, and
remove trading partners is shown in the following figure.
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Figure 3-13 Main Trading Partner Configuration Page

B2B> Trading Partners P
-/

Connected to localhost: 7001

B Create a new Trading Partner...

Previous 5 | Mext & | First | Last | Refreshl Search |

™ Trading Partners Collaboration Agreements Type

r RegquestorPartnet 1 LOCAL
r ReplierPartner 1 LOCAL
- HellaPartnerHub 2 LOCAL
I Hub £l LOCAL
r Bartnerl 1 LOCAL

Frevious 5 | Mext & | First | Last | Refresh Femowe |

Note: Intheinstructionsthat follow, we assume that the trading partner has already
been created and configured, with the exception of security parameters. For
complete details about configuring trading partnersin general, see “Basic
Configuration Tasks’ in Administering B2B | ntegration.

2. Click the name of the trading partner whose security settings you want to

configure. The General configuration page for the trading partner is shown in the
following figure.
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Figure3-14 General Configuration Pagefor Trading Partner

22%%,
B2B> Trading Partners> Pinky Wilson Bait Shop ? 4.
#? hea

Manitoring

Configuration

General

Name: Pinky Wilsan Bait Shap
Description: |L0bsterman

Type: ’W‘I’IEL‘

Address: |438 Watts Ave, Tenants Harbor, ME
Email: |curp0rate@pinkw.cc|m

Phone: [207-585-1212

Fax: |207-555-1414

WLS User Name: |pinkyw

Encoding: |

o ‘Active

" Inactive

Reseat

3. Select the Certificates tab. The page on which you configure trading partner
certificatesis displayed, as shown in the following figure.
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Figure3-15 Trading Partner Certificates Configuration Page

o®*%,

B2B> Trading Partners> Pinky Wilson Bait Shop ? 4
#? hea

A FDT

Configuration Maonitaring

Certificates

Certificate Name: |

Certificate Type: Signature Cedificate =

Certificate Location: |

@ Available Signature Certificates

Addfspply | Femowve | Reset|

Note: The preceding figure shows configuring aremote trading partner. If the
trading partner were local, an additional field would be displayed showing
the private key location for the certificate name.

4. To configure each of the trading partner certificates, complete the steps listed in
the following table.
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Table 3-4 Configuring Trading Partner Certificates

Toconfigure. .. Completethe following steps. . .

Client certificate If you are configuring alocal or remote trading partner:

1
2.
3.

5.

In the Certificate Type selection box, select Client Certificate.
In the Certificate Name field, enter the client certificate name.
In the Certificate Location field, enter the filename and | ocation
on your WebL ogic I ntegration machine where the client
certificate is stored.

In the Private Key Location field, enter the filename and
location on your WebL ogic Integration machine where the
private key of the local trading partner is stored. (This step
applies only to local trading partners.)

Click Add/Apply.

Server certificate If you are configuring a remote trading partner:

1
2.

4,

In the Certificate Type selection box, select Server Certificate.
In the Certificate Name field, enter the name of the server
certificate for the remote trading partner’s WebL ogic
Integration system.

In the Certificate Location field, enter the filename and | ocation
on your machinewherethe trading partner’ s server certificateis
stored.

Click Add/Apply.

Signature certificate For trading partners using digita signature support:

1

In the Certificate Type selection box, select Signature
Certificate.

In the Certificate Name field, enter the signature certificate
name.

In the Certificate Location field, enter the filename and | ocation
on your machine where the signature certificate is stored.

In the Private Key Location field, enter the filename and
location on your machinewherethelocal trading partner private
key is stored. (This step applies only to local trading partners.)

Click Add/Apply.
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Table 3-4 Configuring Trading Partner Certificates (Continued)

Toconfigure. .. Complete thefollowing steps. ..

Encryption certificate  For trading partners using RosettaN et-based business message
encryption:

1. Inthe Certificate Type selection box, select Encryption
Certificate.

2. Inthe Certificate Name field, enter the encryption certificate
name.

3. Inthe Certificate Location field, enter the location on your
machine where the encryption certificate is stored.

4. Inthe Private Key Location field, enter the location on your
machine where the local trading partner private key is stored.
(This step applies only to local trading partners.)

5. Click Add/Apply

Notes: When you create atrading partner in WebL ogic Integration, a WebL ogic
Server user is created for that trading partner at run time using the WebL ogic
Server usernamethat you specify. However, when you del ete atrading partner
from the WebL ogic Integration repository, the corresponding WebL ogic
Server user is not automatically deleted. When you delete atrading partner, be
sure also to manually delete the corresponding WebL ogic Server user.

Visit the BEA Developer Center to obtain helpful resources, such aslinksto
sitesthat provide useful tools for manipulating digital certificates and private
keys, which you might find useful in managing WebL ogic Integration B2B
security. Y ou can reach the BEA Developer Center at the following URL:

http://devel oper. bea. conl i ndex. | sp

Configuring a Secure Transport

When you configure a transport for a trading partner, you bind the trading partner’s
transport to a transport security protocol. For example, if atrading partner is
configured to use SSL certificates, you must bind that trading partner’ s transport to a
transport protocol that uses SSL. When a secure transport is configured, the client
certificate is used for outbound SSL. Because WebL ogic I ntegration allows only one
client certificate, there is no need to select the client certificate while configuring a
secure transport.
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To configure a secure transport for a trading partner, complete the following steps:

1. Select the Transport tab. The Transport configuration page is displayed. Thetop of
this page is shown in the following figure.

Figure3-16 Trading Partner Transport Configuration Page

B2B> Trading Partners> Partner2

rA
be:
Connected ta localhost: 7001 = 0, 2001 124313 PM P

The client certificate must be created before an HTTPS transport can be created.

Configuration Manitaring Motes

\ AT 4 |

Transport Hame:

|Panner2—TranspDnD

Transport Protocol: |http-1.1 =

Security Protocol: |

Endpoints
URI Endpoint: |

@ Endpoint Chain

hitp:/f127.0.0.1:7001/Spoke?

ﬂ Femowve

@ Available Transports

|Partner2-'|'ranspc:rtl]

2. Enter the information described in the following table.
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Table 3-5 Configuring the Trading Partner Transport

Field Description

Transport Name The name of the trading partner transport. Y ou can enter a name, or
choose from the list of available transports displayed in the box
labeled Available Transports. Note that each of the available
transports has a security protocol bound to it, so if you choose from
thislist, the transport and security protocols are set automatically.
For more information about specifying the transport name, see the
online helpfor the Transport tab by clicking the question mark in the
upper right.

Transport Protocol The security protocol for the transport. Y ou can choose between
HTTP-1.1 and HTTPS-1.1. The HTTPS-1.1 protocol uses SSL.
Note that if you choose HTTPS-1.1, the security protocol is
displayed in the nonmodifiable field labeled Security Protocol.

URI Endpoint The URI for the transport on the trading partner’s B2B system. To
specify the URI endpoint, you can enter aURI in thisfield, or choose
from one of the available URIs displayed in the box below thisfield.
When you enter the URI endpoint, click Set, to establish the URI, or
Remove, to clear an existing entry in the URI Endpoint field. For
moreinformation about specifying the URI endpoint, see the online
help for the Transport tab by clicking the question mark in the upper
right.

3. Click Add/Apply.

Configuring a Secure Delivery Channel

When you configure atrading partner’s delivery channel, you have the option of
making the delivery channel secure by binding it to the secure transport configured in
“Configuring a Secure Transport” on page 3-23.

To configure a secure channel, complete the following steps:

1. Select the Delivery Channels tab. The Delivery Channels configuration pageis
displayed, as shown in the following figure.
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Figure3-17 Trading Partner Delivery Channels Configuration Page

» ,-cr?

B2B> Trading Partners> Partner2 6 ? P /
2. 1164

Connected to localhost: 7001 Sep 30, 2001 Tl PDT

Configuration Monitoring

Delivery Channel Name: |

Transport: | (none) j
Document Exchange: (nane) -

™ Routing Prozy

@ Available Delivery Channels

Farner2-Channeld

2. Enter the information described in the following table.

Table 3-6 Configuring a Trading Partner Delivery Channel

Field Description

Dédivery Channel Name The delivery channel name. Y ou can enter anamein thisfield,
or choose from the delivery channelslisted in the Available
Delivery Channels box below. For more information about
specifying adelivery channel name, see the online help for the
Delivery Channels page by clicking the question mark in the
upper right.
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Table 3-6 Configuring a Trading Partner Delivery Channel (Continued)

Field Description

Transport The name of the transport configured in the trading partner
transport tab. This field gives you an opportunity to bind the
delivery channel to atransport that you secured when
configuring the transport properties, as described in
“Configuring a Secure Transport” on page 3-23.

Document Exchange The name of the document exchangeto which youwant to bind
the delivery channel. For more information about binding a
document exchange to a delivery channel, see the online help
for the Delivery Channels page by clicking the question mark
in the upper right.

Routing Proxy Check thisbox if you want the trading partner delivery to act as
arouting proxy (hub). For more information about proxy
servers, see“ Configuring WebL ogic Integration B2B to Usean
Outbound HTTP Proxy Server” on page 3-38.

3. Click Add/Apply.

Configuring a Secure Document Exchange

When you configure the trading partner document exchange, you can associate a
document exchange with a business protocol binding that provides digital signature
support or message encryption. Digital signature support is available with al the
business protocol s supported in WebL ogic | ntegration; however, message encryption
is available only with the RosettaNet protocol.

To enable digital signature or message encryption support, complete the following
steps:

1. Select the Document Exchange tab. The Document Exchange configuration page
is displayed, as shown in the following figure.
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Figure3-18 Trading Partner Document Exchange Configuration Page

L L/
28%%,

E2B»> Trading Parthers» WLIS_SupplierOne ﬂ‘ ? :'Ile'a
Ty

, 2001 1:15:20 PM PDT

G, e

Connected to local

Configuration Manitaring Maotes

Document Exchange Name: |PriceAndAvaiIabiIityExchange|

Business Protocol Binding: W

Business Protocol Definition: | (none) -

Encryption Digital Signature (Monrepudiation)
Encryption Certificate: | (none) = Signature Certificate: (none) -
Encryption Level: |NONE j Nonrepudiation Protocol:

Cipher Strength: m Hash Function: Ii
Cipher Algorithm: Ii Signature Algorithm: Ii

2. Enter the information described in the following table.

Table 3-7 Configuring a Trading Partner Document Exchange

Inthefield labeled ... Choosethefollowing information . . .

Business Protocol Binding  The business protocol and version that supports the digital
signature or message encryption capabilitiesthat you want. The
protocol you choose becomes bound to the trading partner
document exchange identified at the top of the page.

Business Pratocol The business protocol associated with the business protocol
Definition binding chosen in the preceding selection box.

3. For information about specifying data in the fields |abeled Document Exchange
Name, End Point Type, Confirmed Delivery, Message History, and Retries, see

the online help for the Document Exchange page by clicking the question mark in
the upper right.
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4. For information about configuring digital signature information, see
“Configuring Message Encryption” on page 3-29.

5. For information about configuring message encryption information, see
“Configuring Digita Signatures for Nonrepudiation” on page 3-32.

Configuring Message Encryption

Asmentioned in Chapter 1, “Introducing WebL ogic Integration B2B Security,” the
B2B message encryption service encrypts business messages for the business
protocols that requireit. Currently, message encryption is supported only for the
RosettaNet 2.0 protocol.

How WebLogic Integration B2B Message Encryption
Works

Data encryption works by using acombination of the sender’s certificate, private key,
and the recipient’ s certificate to encode a business message. The message can then be
decrypted only by the recipient using the recipient’s private key.

Note: The B2B message encryption feature is controlled by licensing
(Encryption/Domestic or Encryption/Export), but the decryption of abusiness
message is not. If WebL ogic Integration does not have a valid encryption
license, the B2B engine disables the encryption service. However, the B2B
engine can always decrypt business messages that are received.

The WebL ogic Integration Release 2.1 message encryption service supports only the
Rivest-Shamir-Adleman (RSA) encryption algorithm.

The following figure shows how data encryption is performed using the public and
private keys.
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Figure3-19 WebLogic Integration B2B M essage Encryption Service

Trading Partner 1 Trading Partner 2

Wehl ogic Server Encrypted Message Webl ogic Server
Wehl ogic Integration WehlLogic Integration

A5EioAABASAY
*0BA5AAT RS
Message Encryption Message Encryption
Service Service
Message Decnypted
Using Any Other Key

Unencrypted Message Decrypted Message

S AAAT BAS &
Hello Wiorld! Hello World!

Note: To use message encryption, you must have avalid license for using the
encryption service.

B4544-084%

Configuring Message Encryption

To configure message encryption for business messages exchanged by trading partners
in a RosettaNet 2.0-based conversation definition, complete the following steps:

1. Configure the trading partner as described in “Basic Configuration Tasks” in
Administering B2B Integration.

2. Configure security for the trading partner delivery channel, as described in
“Configuring a Secure Delivery Channel” on page 3-25. Be sure to configure the
delivery channel using a transport that uses the appropriate RosettaNet 2.0
protocol binding.

3. Configure the trading partner document exchange, as described in “Configuring a
Secure Document Exchange” on page 3-27. Be sure to configure the document
exchange to support the appropriate RosettaNet 2.0 business protocol binding.
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Notice that when you select a RosettaNet business protocol binding on the Doc
Exchange configuration page, the Encryption box is displayed in the lower
left-hand corner of that configuration page. The following figure shows the
Document Exchange configuration page with the Encryption box.

Figure 3-20 Configuration Box for M essage Encryption on Doc Exchange
Configuration Page

-
B2B=> Trading Partners> WLIS_SupplierGne ﬂ ? o'he‘a

Connected to localhost:

Sep 30, 2001 1:156:20 PM PDT

e T

Configuration fanitaring Motes

Document Exchange Name: |F>riceAndAvaiIabiIityExchange|

Business Protocol Binding: ,m

Business Protocol Definition: | (none) hd

Encryption Digital Signature {Nonrepudiation)
Encryption Certificate: | (none) = Signature Certificate: {nhone) =
Encryption Level: |NONE j Nonrepudiation Protocol:

Cipher Strength: m Hash Function: Ii
Cipher Algorithm: Signature Algorithm: li

4. Inthe Encryption box, select the information described in the following table.

Table 3-8 Message Encryption Configuration Settings
Inthefield labeled . .. Select thefollowing . . .

Encryption Certificate The name of the encryption certificate configured in
“Configuring Trading Partner Certificates” on page 3-14.

Encryption Level The parts of the business message that you want to have
encrypted. Choose PAYLQADif you want to encrypt only the
XML business document(s) part of the message. Choose
ENTI RE_PAYLOAD if you want to encrypt the business
documents and al attachments in the message.
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Table 3-8 Message Encryption Configuration Settings (Continued)

In thefield labeled . . . Select thefollowing . . .

Cipher Strength Either 56- or 128-hit encryption. Note that 128-bit
encryption is not available in some localities.

Note that the field labeled Cipher Algorithm isanonmodifiable information
field containing the name of the a gorithm. With Release 2.1 of WebL ogic
Integration, the only value displayed in thisfield is RSA.

5. Click Add/Apply.

Configuring Digital Signatures for
Nonrepudiation

3-32

Digital signature support (described in detail in Chapter 4, “Implementing
Nonrepudiation”) provides a means to prevent anyone or anything from tampering
with the contents of a business message, especially when the business messageisin
transit between two trading partners. Digital signature support is a requirement for
nonrepudiation.

If you are implementing nonrepudiation, you need to configure digital signature
support in the B2B engine, which you can do by completing the following steps:

1. Configure the trading partner, as described in “Basic Configuration Tasks” in
Administering B2B Integration.

2. Configure the trading partner signature certificate, as described in “Configuring
Trading Partner Certificates’ on page 3-14.

3. Configure the trading partner delivery channel security, as described in
“Configuring a Secure Delivery Channel” on page 3-25. Be sure to configure the
delivery channel using a transport that uses the appropriate protocol binding.
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4. Configure the trading partner document exchange, as described in “ Configuring a
Secure Document Exchange” on page 3-27. Be sure to configure the document
exchange to support the appropriate business protocol binding.

5. Inthe Doc Exchange tab, notice the box labeled Digital Signature
(Nonrepudiation) in the lower right. In this box, choose the trading partner
signature certificate identified in “ Configuring Trading Partner Certificates” on
page 3-14.

When you choose a signature certificate, notice the data displayed in the
nonmodifiable fields that are associated with the signature certificate, as shown
in the lower right in the following figure.
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Figure3-21 Configuring Nonrepudiation

B2B> Trading Partners> Parther1 ﬂ ? ”

Connectad to lo

Motes

Configuration Manitoring

Doc Exchangev v ‘

Document Exchange Name: |><OCP

Business Protocol Binding : HOCP-11 -

Business Protocol Definition :  |<0CP -

End Point Type : SPOKE =
Confirmed Delivery : HUB_ROUTED -
Message History : ID_

Digital Signature (Honrepudiation)

Retries Signature P =
Humber of - Certificate : |DlgltaISlgnatureFDrXOCPJ
Retries : Nonrepudiation ’—

Protocol :

Interval : 10 ms

Hash Function :
Timeout : 30 ms

Signature ’—
Algorithm :

These nonmodifiable fields are used for the following purposes.

e Nonrepudiation protocol—identifies the business protocol associated with the
signature certificate.

e Hash Function—identifies the function used for encrypting passwords
exchanged among trading partners. The hash function used by both the
RosettaNet and XOCP protocolsin WebL ogic Integration is SHAL.
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e Signature Algorithm—identifies the algorithm used for encrypting the
signature certificates exchanged among trading partners. The signature
algorithm used by both the RosettaNet and X OCP protocols in WebL ogic
Integration is RSA.

Customizing the WLCCertAuthenticator Class

The W.CCer t Aut henti cat or classis an implementation of the WebL ogic Server
Cert Aut henti cat or class. The default implementation of the

W.CCer t Aut hent i cat or classmapsthedigital certificate of thetrading partner to the
corresponding trading partner user defined in the WebL ogic Integration repository.
Y ou may want to extend this functionality to use mutual authentication for users other
than trading partners. For example, you may want to modify the class to map a Web
browser or Javaclient to aWebL ogic Server user.

TheW.CCert Aut henti cat or classisinvoked by WeblL ogic Server after an SSL
connection between the trading partner and WebL ogic Server has been established.
The class can extract datafrom a digita certificate to determine the trading partner
name that corresponds to the digital certificate.

Thefollowing code example, in which the WebL ogic default realm for retrieving users
is used, shows how the W.CCer t Aut hent i cat or classis customized:

public User authenticate(String userName, Certificate[] certs, boolean ssl)

{
String user = null;

// 1f not using SSL, return
if (ssl == false)

{

return null;

}

/1 Verify that the certificate is either a c-hub certificate or a trading partner
// certificate, then return the corresponding WS user.

if ((user = Security.isValidWCCertificate(certs))!= null)

return real m getUser (user);

}

Implementing Security with B2B Integration ~ 3-35



3 Configuring Security

/1 Certificate is not a valid W.C certificate.
/1 Check here for non-W.C certificate and return the corresponding user.

}

Configuring a Certificate Verification
Provider Interface

Asexplained in “Trading Partner Certificate Verification” on page 2-2, you use a
certificate verification provider to validate atrading partner’ sdigital certificate. If you
areusing acertificate verification provider (CVP), you need to configure it in the B2B
Console, using the steps described in this section.

To configure aCVP:
1. Start the B2B Console.

2. Inthe main page of the B2B Console, click the link under WebL ogic Integration
B2B, as described in “ Configuring Security for the WebL ogic Integration B2B
Engine’ on page 3-9.

3. Inthe B2B Configuration panel, select the Security tab. This displays the page
shown in the following figure.

3-36  Implementing Security with B2B Integration



Configuring a Certificate Verification Provider Interface

Figure 3-22 WebL ogic Integration B2B System Security Configuration Page

B2B> B2B m? ,-he,-a

Connected to local

Configuration Manitaring

|

System Password:

Audit Log Class: |u:c:m.ac:me.sec:urily.MyDefauItAuditLDg

Certificate Verification

Class: bm.acme.security.MyDefauItCertifiu:ate\ferificatic:n

Secure Timestamp

Class: |u:c:m.ac:me.secuiﬂy.MyDefaultTimeStamp

Certificate Authority

Directony: ||::\\|:ac:er15

Apply | Reset

4. Inthefield labeled Certificate Verification Class, enter the fully qualified name
of the Java class that implements the CVP.

5. Click Apply.

Note: Youcanload acertificate verification provider viathe Bulk Loader. For more
information, see “Working with the Bulk Loader” in Administering B2B
Integration.
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Configuring WebLogic Integration B2B to
Use an Outbound HTTP Proxy Server

If you are using WebL ogic Integration in a security-sensitive environment, you may
want to use WebL ogic Integration behind a proxy server. A proxy server alows
trading partnersto communicate acrossintranets or the Internet without compromising
security. A proxy server isused to:

m Hide, from external hackers, the local network addresses of the WebL ogic
Servers that host WebL ogic Integration

m Restrict access to the external network

m  Monitor external network accessto the WebL ogic Servers that host WebL ogic
Integration

When proxy servers are configured on the local network, network traffic (SSL and
HTTP) is tunneled through the proxy server to the external network. The following
figureillustrates how a proxy server might be used in the WebL ogic Integration
environment.

Figure3-23 Proxy Server

Proxy

WebLogic Server Server WehLogic Server

WebLogic Integration WebLogic Integration

Trading Partner 1 Trading Partner 2
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To configure a proxy server for WebL ogic I ntegration, complete the following steps:

1. Display the configuration tabsin the right pane of the B2B Console window, as
shown in the following figure.

Figure 3-24 Configuration Tabsin the WebL ogic I ntegration B2B Console

2?7,

B2B> B2B a? -
“r

Connected to localhost: 7001

Configuration tanitoring

WLI B2B Hame: B-ZE

Description:

Large Message Support
[ Use Large Message Support

Location: |

Minimum Size: | KB

Apply | Reset

2. Select the Proxy tab. The Proxy configuration page is displayed, as shown in the
following figure.
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Figure3-25 WebLogic Integration Proxy Server Configuration Page

-,
P

B2B> B2B ) ? :-he.-a
L

Connected to localhost: 7001 Sep 30, 2001 1:36:54 PM PDT

SN

Configuration Manitaring Motes

Host: I

Port: I

Apphy | Reset |

3. Inthefield labeled Host, enter the address of the proxy server used for the
WebLogic Integration server, if any. For example:

mypr oxy. myconpany. com
4. Inthefield labeled Port, enter the port number for the proxy server.
5. Click Apply.

6. Add permissionsto read and write the ssl . pr oxyHost and ssl . pr oxyPort
system properties for the WebL ogic Server. These system properties are stored in
thewebl ogi c. pol i cy file, which islocated in the directory where you installed
WebL ogic Server. Add the following lines to the gr ant section of the
webl ogi c. poli cy file

perm ssion java. util.PropertyPernmission "ssl.proxyHost", "read, wite";
perm ssion java. util.PropertyPermission "ssl.proxyPort", "read, wite";
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Configuring WebLogic Integration with a
Webserver and a WebLogic Proxy Plug-In

Y ou can configure WebL ogic Integration with a webserver, such as Apache server,
that is programmed to service business messages from a remote trading partner. The
webserver can provide the following services:

m  Receive the business messages from the remote trading partner

m Authenticatesthetrading partner digital certificate

The webserver uses the WebL ogic proxy plug-in, which you can configureto provide
the following services:

m Forwards business messages received by the webserver to WebL ogic Integration,
which is running inside a secure internal network.

m Extract the remote trading partner certificate from the webserver and forward it
to WebL ogic Server for authentication. WebL ogic Integration can then
authenticate the trading partner certificate and business message.

The following figure shows the topol ogy of an environment that uses awebserver, the
WebL ogic proxy plug-in, and WebL ogic Integration.

Figure 3-26 Using a Webserver and the WebL ogic Proxy Plug-In

Firewall Firewall
| |
WebLogic Server l Wehserver l WebLogic Server
| (Apache server, |
WebLogic Integration | Microsoft IS, Webl ogic | WebLogic Integration
-HTTPS—» Netscape NES) | Proxy Plug- / «—HTTP —»
Trading Partner A | In | Trading Partner B
| |
| |
| | Company B

< Company A
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Configuring the Webserver

To configurethe webserver, see“ Configuring WebL ogic Server Web Components” in
the BEA WebL ogic Server Administration Guide.

Thefollowing code exampl e providesthe segment of ht t pd. conf (for Apache server)
for configuring the proxy plug-in:

# LoadMobdul e foo_nodul e |i bexec/ nod_foo. so
LoadModul e webl ogi c_nodul e I'i bexec/ mod_w _ssl . <suffix>

<Location /webl ogi c>
Set Handl er webl ogi c- handl er
Pat hTri m / webl ogi ¢
WeblLogi cHost nyhost
WeblLogi cPort 80
</ Locati on>

Note that in WebL ogic Server 6.0, the proxy plug-in supports only one-way SSL.
Because WebL ogic Server hosting WebL ogic Integration is configured with mutual
authentication, it isimportant that you do not configure the proxy plug-in with SSL.

WebLogic Server User Identity for the Trading Partner

3-42

TheWebL ogic Server user identity is optional when you configure the remote trading
partner. If a particular WebLogic Integration B2B deployment has stringent security
requirements, we recommend the following:

m Configure the ACLs for the transport servlet to enable permissions for the
WebLogic Server users that map to the remote trading partner certificates.

m Disable guest users so that users with unknown or invalid certificates are unable
to enter the WebL ogic Server system.
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Configuring Business Process Management
Access to the WebLogic Integration
Repository

If you use WebL ogic I ntegration with the business process management component
(BPM) of WebLogic Integration, note the following configuration tasks for sharing
access to the WebL ogic Integration repository.

You need to configure BPM to have permissions to use the WebL ogic
Integration repository. You can do this by adding the WebL ogic Server group
wl pi User s to the ACL for the JIDBC connection pool used by the WebL ogic
Integration repository.

If auser of the WebLogic Integration Studio or Worklist utilities needs access to
workflow templates stored in the WebL ogic Integration repository, you need to
add that user to the appropriate ACLs for the WebL ogic Server administration
MBeans.

You can do this by specifying the following ACLs on the WebL ogic Server
MBeans for the user, where user represents the name of the BPM user:

acl . access. webl ogi c. adni n. mbean. MBeanHone=<user >
acl . | ookup. webl ogi c. adni n. nbean. MBeanHonme=<user >

For information about configuring ACLsfor B2B resources, see “ Configuring Access
Control Lists for WebL ogic Integration B2B” on page 3-6.
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CHAPTER

4 Implementing
Nonrepudiation

Thistopic includes the following sections:
m  Overview of Nonrepudiation

m Using the Service Provider Interfaces (SPIs) for Nonrepudiation

Overview of Nonrepudiation

Nonrepudiation is the ability of atrading partner to prove or disprove having
previously sent or received a particular business message to or from another trading
partner. Consider the following example.

Trading Partner A has agreed to purchase 1000 ergonomic chairsfrom Trading Partner
B. In the course of this agreement, Trading Partner A has sent a business message to
Trading Partner B agreeing to buy the chairs at a set price. Later, though, Trading
Partner A disputes the original price and denies having sent a message in which they
agreed to pay that price.

If areliable nonrepudiation system has been in place, Trading Partner B can disprove
Trading Partner A’s claim by producing adocument from Trading Partner A
specifying the amount Trading Partner A agreed to pay. Further, if this original
document is digitally signed, timestamped, recorded, and secured by a trusted
third-party source, the vaidity of this document has full legal recourse.
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Nonrepudiation, or the ability to provide legal evidence of theinvolvement of a
denying party, isarequirement for critical business messages. WebL ogic Integration
B2B supports both nonrepudiation of origin and nonrepudiation of receipt:

m  Nonrepudiation of origin links the business message and the sender of the
message. It provides legal evidence that you have sent a business message.

m  Nonrepudiation of receipt links the business message and the recipient of the
message. It provides legal evidence that you have received a business message.

To support nonrepudiation, the B2B engine incorporates the following services:
m Digital signatures

m  Securetimestamp

m  Secureaudit log

Theremaining sectionsin thistopic describe each of these servicesand explain how to
incorporate them into your B2B environment.

Digital Signature Support

4-2

The purpose of digital signature support isto provide a meansto prevent anyone or
anything from tampering with the contents of a business message, especialy when the
business message isin transit between two trading partners. The B2B engine provides
digital signature support that conformsto the Public Key Cryptography Standard 7
(PKCS7?) packaging for digital signatures.

A digita signature itself is a set of data appended to a business message consisting of
an encrypted, one-way hash value of data packaged in aspecific format (for example,
PKCS7 SignedData). A digita signature:

m Validatesthat the contents of adigitally signed message have not been tampered
with.

m Contains the identity of the sender of the business message.

The datarequired to create a digital signature is obtained from the trading partner
configuration data in the repository. The information required to create a digita
signature also includes the following:

m  Trading partner signature certificate and private key
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m Certificate authority certificate for the trading partner signature certificate
m Hash agorithm name: SHA1

m Signature algorithm name: RSA

Business Protocols with Which You May Use Digital Signature Support

WebL ogic Integration provides digital signature support for messages that use the
following business protocols:

m RosettaNet 1.1
m RosettaNet 2.0
m XOCP1l1

Configuring Digital Signature Support

When you configure WebL ogic Integration, you have the option of specifying adigital
signature service. To use adigital signature service, you must configureit as described
in “Configuring Digital Signaturesfor Nonrepudiation” on page 3-32.

Secure Timestamp Service

If nonrepudiation is being used, secure timestamp services are required to attach a
Coordinated Universal Time (UTC) timestamp to the secure audit log when business
messages are a so logged to the secure audit log. For example, when you receive a
business message, a timestamp is entered as a nonrepudiation of receipt (NRR)
message in the audit log. When you send a business message, a timestamp is entered
as a nonrepudiation of origin (NRO) message in the audit log. WebL ogic Integration
B2B includes a Service Provider Interface (SPI) so that you can incorporate a secure
timestamp service from a trusted third-party provider.

If you incorporate a secure timestamp service from atrusted third-party provider, you
need to create a Java class file that implements the

com bea. b2b. security. Ti mest anpPr ovi der interface. In the class methods (for
example, get Ti mest anp) of your classimplementing the
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com bea. b2b. securi ty. Ti mest anpPr ovi der interface, you call out to the third
party timestamp provider. For details about creating this application, see “Using the
SPI for the Secure Timestamp Service” on page 4-10.

The B2B engine prohibits more than one secure timestamp provider from being
registered in WebL ogic Integration. This restriction ensures that all timestamps
created in the WebL ogic Integration are ordered chronologically.

Note: If you do not configure a secure timestamp service provider in WebLogic
Integration, system timeis used for timestamping system events and
signatures.

For details about the secure timestamp SPI, see “Using the SPI for the Secure
Timestamp Service” on page 4-10.

Configuring the Secure Timestamp Service

4-4

To configure the secure timestamp service, complete the following steps:

1. Start the WebL ogic Integration B2B Console and display the B2B configuration
page, as described in “Configuring Security for the WebL ogic Integration B2B
Engine’ on page 3-9.

2. Select the Security tab. The B2B Security configuration pageis displayed, as
shown in the following figure.
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Figure4-1 B2B Security Configuration Page

B2B> B2B a? -

Connected to lacalhast: 7001

Configuration Manitaring

System Password: |’*““°“‘“°“‘“°‘°““‘

Audit Log Class: |u:c:m.ac:me.sec:urily.MyDefauItAuditLDg

Certificate Verification

Class: bm.acme.security.MyDefauItCertifiu:ate\ferificatic:n

Secure Timestamp

Class: |u:c:m.ac:me.secuiﬂy.MyDefaultTimeStamp

Certificate Authority

Directony: ||::\\|:ac:er15

Apply | Reset

3. Inthefield labeled Secure Timestamp Class, enter the fully qualified name of the
Java class that implements the secure timestamp interface.

4. Restart WebLogic Server so that the new configuration takes effect.

Secure Audit Log Service

A secure audit log is also required for nonrepudiation. Thislog typically stores each
business message with its digital signature and secure timestamp. Y ou use an audit log
to reconstruct the sequence of messages and other system events that have occurred
during the exchange of business messages among trading partners.

Aswith the timestamp service, the B2B engine provides a Service Provider Interface
(SPI) for you to configure atrusted, third-party provider of the secure audit log. If you
incorporate a secure audit log service from atrusted third-party provider, you need to
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create aclassfilethat implementsthecom bea. b2b. securi ty. Audi t LogPr ovi der
interface. In the class methods of your classimplementing the

com bea. b2b. securi ty. Audi t LogPr ovi der interface (for example, | og), you call
out to the third party audit log provider. For details about creating thisimplementation,
see “Using the SPI for the Secure Audit Log” on page 4-11.

Note: If youdo not configure athird-party provider for asecureaudit log service, the
B2B system provides a default audit log in afile named secur eaudi t . | og,
which you can enabl e by setting the system property bea. secur eaudi t toon.
Thisfileis based on the logging subsystem in B2B, and is protected by only
the underlying operating system’ sfile permissions system. Thisfile is not
digitally signed or encrypted.

Writing to the Audit Log Directly

46

As an dternative to writing a Java implementation of the

com bea. b2b. securi ty. Audi t LogPr ovi der interfaceto call out to an application
that writes to the audit log, you can write an application that writes to the audit log
directly viaan invocation to the com bea. b2b. security. Audit .| og(byte[]

dat a) method, as shown in the code example provided in this section.

This exampleis a modification of the Hel | oPar t ner Ser vl et . j ava class, which is
located in the following directory, where W.I _HOME represents the directory in which
the WebL ogic Integration software is installed:

m Windows
ALl _HOVE% sanpl es\ Hel | oPart ner\src\w csanpl es\servl ets
m UNIX

$W.I _HOVE/ sanpl es/ Hel | oPartner/src/w csanpl es/ servlets

In this example, the bolded code shows the statements that have been added to show
writing to the audit log.
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Listing4-1 Example of Writing to the Audit Log Dir ectly

package W csanpl es. servl ets;

i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport
i nport

java.io.*;

java.util.*;

javax.servlet.*;
javax.servlet.http.*;

java.lang. *;

javax.transaction. *;

javax. nam ng. *;

javax.j ms. *;

webl ogi c. j ms. ext ensi ons. W.Topi cSessi on;
webl ogi c. j ns. ext ensi ons. XM_Message;
or g. w3c. dom *;

org. apache. htm . dom *;

org. apache. xm . serialize. *;

or g. apache. xerces. dom *;

or g. apache. xer ces. par sers. DOVPar ser ;
org.xm . sax.*;

com bea. eci . | oggi ng. *;

//1nport the Audit class from security package.

i nport

com bea. b2b. security. Audi t;

protected void printResult HTM.(PrintWiter pw, Document resultDoc)

{

try {
pw. print | n("<P><CENTER><P><BR> <b>Hell o Partner Sanpl e</b><BR>");
if( resultbDoc !'= null ) {

El ement root = resul tDoc. get Docurent El ement () ;
NodeLi st productList =
r oot . get El enent sByTagNane("i nt eger-product");
NodeLi st notelist =
r oot . get El enent sByTagNane("note");
Node chil dProduct = productList.iten(0);
Node chil dNote = noteList.iten(0);
if( childProduct == null || childNote == null ) {
pw. printl n("<BR> The Replier Partner has responded with a docurment of

unexpected structure...");

resul t.

el se {

String product = ((Text)childProduct.getFirstChild()).getData();

String note = ((Text)childNote.getFirstChild()).getData();

/1 Log the note to the Audit | og

byte[] ba = note.getBytes();

Audi t. | og(ba);

/1String strXM.Doc = DocSerializer.docToString(resultDoc);

pw. println("<BR> The Replier Partner has responded with the follow ng
.. <BR> ");
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pw. println("<BR> Product: " + product + "");

pw.println("<BR> Note: " + note + "<P><BR><BR></CENTER>");

pw. print| n(" <CENTER><| M5 SRC=\"Hel | 04. gi f\" W DTH=650 HElI GHT=220
BORDER=0 NATURALSI ZEFLAG=3></ CENTER>") ;

}
}
el se {
pw. println("<BR> ERROR ");
pw. println("<BR> The Requestor Trading Partner's private workflow did not
return a result.<P><BR><BR></ CENTER>") ;
pw. print | n("<CENTER><I MG SRC=\ "Hel | 01. gi f\" W DTH=650 HEI GHT=220 BORDER=0
NATURALSI ZEFLAG=3></ CENTER>") ;

pw. print | n("<P><CENTER><BR> <BR> ");
pw. print | n(" <P><CENTER><A HREF=\"/Hel | oPart ner Launcher. ht m\ "><b>d i ck Here
to Run Agai n</ b></ A></ CENTER></ P>") ;
} catch (Exception e) {
e.printStackTrace();
}
}

Configuring the Secure Audit Log

To configure the secure audit log, complete the following steps:

1. Start the B2B Console and display the WebL ogic Integration B2B configuration
page, as described in “Configuring Security for the WebL ogic Integration B2B
Engine’ on page 3-9.

2. Select the Security tab. The B2B Security configuration pageis displayed, as
shown in the following figure.
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Figure4-2 WebL ogic Integration B2B Security Configuration Page

""‘f
B2B> B2B O I

Connected to localhost: 7001

Configuration Manitaring

|

System Password:

Audit Log Class: |u:c:m.ac:me.sec:urily.MyDefauItAuditLDg

Certificate Verification

Class: bm.acme.security.MyDefauItCertifiu:ate\ferificatic:n

Secure Timestamp

Class: |u:c:m.ac:me.secuiﬂy.MyDefaultTimeStamp

Certificate Authority

Directony: ||::\\|:ac:er15

Apply | Reset

3. Inthefield labeled Audit Log Class, enter the fully qualified name of the Java
class that implements the secure audit log.

4. Restart WebLogic Server so that the new configuration takes effect.
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Using the Service Provider Interfaces (SPIs)
for Nonrepudiation

This section describes the SPIs for the following nonrepudiation services:
m  Secure Timestamp Service

m  Secure Audit Log Service

Using the SPI for the Secure Timestamp Service

4-10

WebL ogic Integration B2B allows you to create a customized secure timestamp
service by implementing thecom bea. securi ty. Ti meSt anpPr ovi der interface. If
you implement atimestamp using the SPI described in this section, you must configure
thisservicelater in the B2B Console so that the service isinvoked properly during run
time.

Thecom bea. b2b. security. Ti meSt anpProvi der interface has the following
methods, which a timestamp application must implement:

m String getTinmestanp()

This method returns a string specifying the time in Coordinate Universal Time
(UTC) format.

m | ong getTinestanplnM I1is()
This method returns a string specifying the UTC time in milliseconds.
Y our implementation of the timestamp interface must include a default public

constructor with no arguments. Neither the constructor nor any methodsin the class
that implements the Ti meSt anpPr ovi der interface should throw any exceptions.
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Using the SPI for the Secure Audit Log

WebL ogic Integration B2B allows you to create a secure audit log service by
implementing the com bea. security. Audit LogPr ovi der interface. If you
implement an audit log service using the SPI described in this section, you must
configure this service later in the B2B Console so that the service isinvoked properly
during run time.

Thecom bea. b2b. securi ty. Audi t LogProvi der interface hasthe following
methods, which a secure audit log application must implement:
m void init()

This method initializes the audit 1og.

m void log (java.lang. String conponent,
java.lang. String type,
byte[] data,
java.lang. String principal)

Thismethod is invoked to log a message in the secure audit log. It has the
following parameters:

e java.lang. String conponent
Contains the component that islogging the message
e java.lang.String type
Specifies the type of the nonrepudiation message
e byte[] data
Contains the data to be logged
e java.lang.String principal

Contains the name of the trading partner who is logging this message

Y our implementation of the secure audit interface must include a default public
constructor with no arguments. Neither the constructor nor any methods in the class
that implements the Audi t LogPr ovi der interface should throw any exceptions.
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Audit Log Messages

All log messages correspond to the DTD | og- message. dt d, which definesthe
contents for each message type.

All audit log messages have the following three identifiers:

m L ocation—the location, in WebL ogic Integration, in which the message is stored
m  Type—the message type

m Data—the actual information that is being logged

The following table describes the contents of the data for each of the message types.
All thelog messages contain the timestamp obtained from the timestamp provider that
is configured in WebL ogic Integration.

Message Type Description

NRR Nonrepudiation of receipt. Containsthat name of thetrading partner
receiving the business message and the application data.

NRO Nonrepudiation of origin. Contains the name of the trading partner
sender, the business message, and the application data.

APP Islogged from any trading partner Java class viathe
Audit.l og(byte[] data) method.The dataformat for this
message type is any stringified XML document. Because the
application islogging the message, the contents of the data are
controlled by the application itself.

Audit Log DTD

<! ELEMENT
< ATTLI ST
< ATTLI ST
< ATTLI ST
<! ELEMENT
<! ELEMENT
<! ELEMENT

The following code example shows the | og- nessage. dt d file:

LOG (non-repudi ation-origin| non-repudiation-receipt | application)>
LOG tine-stanp CDATA #REQUI RED >

LOG | ocation CDATA #l MPLIED >

LOG Principal CDATA #l MPLIED >

non-repudi ati on-origi n (#PCDATA) >

non-repudi ati on-recei pt (#PCDATA) >

application (#PCDATA) >
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Using the Secure
Fingerprint Utility

Certificates are used to authenticate trading partners in WebL ogic Integration B2B.
When you configure the WebL ogic | ntegration Server, you specify a Certificate Field
Name and a Server Certificate Field Name. A Certificate Field name is used for
mapping trading partner certificates to WebL ogic Server users, and a Server
Certificate Field name is used for authenticating a remote SSL server.

Choose one of the following Certificate Field Names: None, Email, or Fingerprint.
When you choose Fingerprint, you extract the fingerprint value from the digital
certificate and enter it in the Certificate Field Vaue.

A B2B utility is provided in the <W.I _HOVE>/ bi n directory to simplify the task of
extracting the fingerprint value from the digital certificate.

The syntax for the fingerprint utility is platform-dependent.
Windows
pronpt> cd 9%\l _HOVE%

pronpt> setenv. crd
prompt> fingerprint.cnd certificate_file

UNIX
pronmpt> cd $W.I _HOVE
prompt> . ./setenv.sh

prompt> fingerprint.sh certificate file
Herecertificate_fil eisthename of thefile containing the digital certificate.

The utility returns the MDS5 fingerprint value in the form of a hexadecima ASCII
string from the digital certificate.
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