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Third-party embedded products
Copyright credits and additional information

Depending on the specific Cyclone Commerce product configuration purchased, the
product may contain some or all of the following third party files.

The vendors listed below in each case: (i) have provided such files "AS IS" and have
affirmatively disclaimed any express or implied warranties, including, but not limited to,
the implied warranties of merchantability and fitness for a particular purpose; and (ii) have
not agreed to incur (and have affirmatively disclaimed) any liability (including but not
limited to direct, indirect, incidental, special, exemplary or consequential damages of any
kind) to any Cyclone Commerce customers or partners or other parties relating to the listed
files, under any theory of liability, whether in contract, strict liability, or tort (including
negligence or otherwise) arising in any way out of the use of such files, even if the vendor
had been advised of the possibility of such damage.

¢ This product includes software developed by the Apache Software Foundation (http://
www.apache.org/), including the following files (see ADDITIONAL NOTES RE
APACHE FILES at the end of the list of Apache files):
axis jar: this file is copyright 1999-2003 The Apache Software Foundation.
derby.jar, derbytools.jar: these files are copyright 2004-2005 The Apache Software
Foundation.

®  josshjar: this file is copyright 2002-2003 Lee David Painter and Contributor, and
distributable under the Apache Software Foundation license.

*  mxgjjar: this file is copyright 2001-2004 by MX4J contributors (http://
mx4j.sourceforge.net/), and distributable under the Apache Software Foundation
license.

¢ ebxmlrr-bindings jar; ebxmlrr-common.jar; jaxr-ebxml.jar: these files are copyright
2000 The Apache Software Foundation. Portions of this Apache software may be
based upon public domain software originally written at the National Center for
Supercomputing Applications, University of Illinois, Urbana-Champaign.

*  jasper-compiler jar; jasper-runtime.jar; log4j.jar: these files are copyright 2000-
2004 The Apache Software Foundation. Portions of this Apache software may be
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based upon public domain software originally written at the National Center for
Supercomputing Applications, University of Illinois, Urbana-Champaign.

soap.jar: this file is copyright 1999-2003 The Apache Software Foundation.
cocoon-2.0.4.jar; cocoon-scratchpad.jar bsf-2.2 jar: these files are copyright 1999-
2003 The Apache Software Foundation.

Commons-discover jar: this file is copyright 2004 The Apache Software Foundation.
commons-httpclient-20020423 jar; commons-jxpath-1.0 jar; commons-fileupload-
1.0.jar; jakarta-commons- collections-2.1.jar; jakarta-commons-lang-1.0.1.jar;
jakarta-commons-logging-1.0.2 jar; and jakarta- commons-pool-1.0.1.jar: these files
are copyright 2001-2003 The Apache Software Foundation.
avalon-framework-20020627.jar; excalibur-altrmi-common-20020916 jar;
excalibur-altrmi-server-impl- 20020916.jar; excalibur-altrmi-server-interfaces-
20020916.jar; excalibur-cli-1.0.jar; excalibur-collections- 20020820 .jar; excalibur-
component-20020916.jar; excalibur-concurrent-20020820.jar; excalibur-
datasource-vmigq-20021121.jar; excalibur-i18n-1.0.jar; excalibur-instrument-
20021108.jar; excalibur- instrument-manager-20021108.jar; excalibur-instrument-
manager-interfaces-20021108.jar; excalibur-io- 1.1.jar; excalibur-logger-
20020820.jar; excalibur-monitor-20020820.jar; excalibur-naming-1.0.jar;
excalibur- pool-20020820.jar; excalibur-sourceresolve-20020820.jar; excalibur-
store-20020820.jar; and excalibur- xmlutil-20020820.jar: these files are copyright
1997-2001 The Apache Software Foundation.

fop-0.20.4.jar: this file is copyright 1999-2001 The Apache Software Foundation.
jakarta-regexp-1.1.jar; jakarta-regexp-1.2.jar fop-0.20.4.jar: these files are
copyright 1999-The Apache Software Foundation.

xmlsec jar: this file is copyright 2002 The Apache Software Foundation.
batik-all-1.5b2 jar: this file is copyright 2000 The Apache Software Foundation.

logkit-20020529 jar: this file is copyright 1997-2001-The Apache Software
Foundation.
resolver-20020130.jar: this file is copyright 2001-2003-The Apache Software
Foundation.
xalan jar: this file is copyright 1999-2003-The Apache Software Foundation. The
Apache Software Foundation notes that the file was originally based on software
copyright 1999, Lotus Development Corporation.
xercesImpljar; and xml-apis.jar: these files are copyright 1999 The Apache Software
Foundation. The Apache Software Foundation notes that the file was originally based
on software copyright 1999, International Business Machines Corporation.
ADDITIONAL NOTES RE APACHE FILES: For certain Apache files, Apache requires
that the following list of conditions be noted:
Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list
of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the [relevant] copyright notice,
this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.
3. The end-user documentation included with the redistribution, if any, must
include the following acknowledgment: "This product includes software
developed by the Apache Software Foundation (http://www.apache.org/)."
Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.
4. The names "Apache" and "Apache Software Foundation" must not be used to
endorse or promote products derived from this software without prior written
permission. For written permission, please contact apache@apache.org.
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5. Products derived from this software may not be called "Apache", nor may
"Apache" appear in their name, without prior written permission of the Apache
Software Foundation.
THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.
This software consists of voluntary contributions made by many individuals on
behalf of the Apache Software Foundation. For more information on the Apache
Software Foundation, please see http://www.apache.org/.
For more recent Apache programs licensed under the Apache License, Version
2.0, you may obtain a copy of the License at http://www.apache.org/licenses/
LICENSE-2.0.
entbase. jar, ents jar, entii.jar, ent12.jar, entroaming.jar, entssljar: these files and
programs are copyright Entrust, Inc., which retains all intellectual property rights to
such files and programs. They are included by Cyclone Commerce in the product
pursuant to an Entrust TrustedPartner Master Agreement and Entrust Engine
Distribution Addendum between Entrust, Inc. and and Cyclone Commerce. These files
may not be used except in connection with the licensed use of the Cyclone Commerce
product.
oboe jar: this file and any related Rules Files provided by Cyclone Commerce to an
end user are copyright American Coders, Ltd., which retains all intellectual property
rights to such files and programs. They are included by Cyclone Commerce in the
product pursuant to a Software License Distribution Agreement between American
Coders Ltd. and Cyclone Commerce. These files may not be used except in connection
with the licensed use of the Cyclone Commerce product.
forms_rt.jar: this file is copyright JetBrains s.r.o..
tsikjar: this file is copyright VeriSign, Inc.
xss4j.jar: this file is copyright International Business Machines Corporation.
concurrent-1.3.2 jar: this is public domain software. Additional information
concerning this product, at the time this Documentation was written, was available at
the Q and A section of the following web site: http:// gee.cs.oswego.edu/dl/classes/
EDU/oswego/cs/dl/util/concurrent/intro.html.
domgj.jar: this file is copyright 2001 Metastuff, Ltd. and its contributors, and credit is
also given to the DOM4J Project (http://dom4j.org/).
castor-0.9.3.9-xml jar: this file is copyright 2000-2002 Intalio Inc. and its
contributors, and credit is also given to the ExoLab Project.
iaik_jcejar; iaik_jce aejar; iaik_cms_ae.jar: these files are copyright The Stiftung
SIC (Stiftung Secure Information and Communication Technologies).
org.mortbay.jetty.jar; org.mortbay.jmx.jar; javax.servlet.jar: these files (the Jetty
Package) are copyright the Mort Bay Consulting Pty. Ltd. (Australia) — see http://
jetty.mortbay.org/jetty/. Jetty requests that a copy of the Jetty license be distributed
with any commercial product that ships with the Jetty product. Jetty's license — taken
verbatim from http://jetty.mortbay.org/jetty/ -- is set forth below. Jetty License,
Revision: 3.7:
Preamble: The intent of this document is to state the conditions under which the
Jetty Package may be copied, such that the Copyright Holder maintains some
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semblance of control over the development of the package, while giving the users
of the package the right to use, distribute and make reasonable modifications to
the Package in accordance with the goals and ideals of the Open Source concept as
described at http:// www.opensource.org.

It is the intent of this license to allow commercial usage of the Jetty package, so
long as the source code is distributed or suitable visible credit given or other
arrangements made with the copyright holders.

Definitions:

"Jetty" refers to the collection of Java classes that are distributed as a HTTP server
with servlet capabilities and associated utilities.

"Package" refers to the collection of files distributed by the Copyright Holder, and
derivatives of that collection of files created through textual modification.
"Standard Version" refers to such a Package if it has not been modified, or has
been modified in accordance with the wishes of the Copyright Holder.

"Copyright Holder" is whoever is named in the copyright or copyrights for the
package.

Mort Bay Consulting Pty. Ltd. (Australia) is the "Copyright Holder" for the Jetty
package.

"You" is you, if you're thinking about copying or distributing this Package.
"Reasonable copying fee" is whatever you can justify on the basis of media cost,
duplication charges, time of people involved, and so on. (You will not be required
to justify it to the Copyright Holder, but only to the computing community at large
as a market that must bear the fee.)

"Freely Available" means that no fee is charged for the item itself, though there
may be fees involved in handling the item. It also means that recipients of the item
may redistribute it under the same conditions they received it.

The Jetty Package is Copyright (c) Mort Bay Consulting Pty. Ltd. (Australia) and
others. Individual files in this package may contain additional copyright notices.
The javax.servlet packages are copyright Sun Microsystems Inc.

1. The Standard Version of the Jetty package is available from http://
jetty.mortbay.org.

2. You may make and distribute verbatim copies of the source form of the
Standard Version of this Package without restriction, provided that you include
this license and all of the original copyright notices and associated disclaimers.

3. You may make and distribute verbatim copies of the compiled form of the
Standard Version of this Package without restriction, provided that you include
this license.

4. You may apply bug fixes, portability fixes and other modifications derived from
the Public Domain or from the Copyright Holder. A Package modified in such a
way shall still be considered the Standard Version.

5. You may otherwise modify your copy of this Package in any way, provided that
you insert a prominent notice in each changed file stating how and when you
changed that file, and provided that you do at least ONE of the following:

a) Place your modifications in the Public Domain or otherwise make them Freely
Available, such as by posting said modifications to Usenet or an equivalent
medium, or placing the modifications on a major archive site such as ftp.uu.net, or
by allowing the Copyright Holder to include your modifications in the Standard
Version of the Package.

b) Use the modified Package only within your corporation or organization.

¢) Rename any non-standard classes so the names do not conflict with standard
classes, which must also be provided, and provide a separate manual page for each
non-standard class that clearly documents how it differs from the Standard
Version.

d) Make other arrangements with the Copyright Holder.

6. You may distribute modifications or subsets of this Package in source code or
compiled form, provided that you do at least ONE of the following:
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a) Distribute this license and all original copyright messages, together with
instructions (in the about dialog, manual page or equivalent) on where to get the
complete Standard Version.
b) Accompany the distribution with the machine-readable source of the Package
with your modifications. The modified package must include this license and all of
the original copyright notices and associated disclaimers, together with
instructions on where to get the complete Standard Version.
¢) Make other arrangements with the Copyright Holder.
7. You may charge a reasonable copying fee for any distribution of this Package.
You may charge any fee you choose for support of this Package. You may not
charge a fee for this Package itself. However, you may distribute this Package in
aggregate with other (possibly commercial) programs as part of a larger (possibly
commercial) software distribution provided that you meet the other distribution
requirements of this license.
8. Input to or the output produced from the programs of this Package do not
automatically fall under the copyright of this Package, but belong to whomever
generated them, and may be sold commercially, and may be aggregated with this
Package.
9. Any program subroutines supplied by you and linked into this Package shall not
be considered part of this Package.
10. The name of the Copyright Holder may not be used to endorse or promote
products derived from this software without specific prior written permission.
11. This license may change with each release of a Standard Version of the
Package. You may choose to use the license associated with version you are using
or the license of the latest Standard Version.
12. THIS PACKAGE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE.
13. If any superior law implies a warranty, the sole remedy under such shall be , at
the Copyright Holders option either a) return of any price paid or b) use or
reasonable endeavours to repair or replace the software.
14. This license shall be read under the laws of Australia. The End. This license
was derived from the Artistic license published on http://www.opensource.com.
jaxen-core jar; jaxen-dom.jar: these files are copyright the Jaxen Organization. See -
-http://jaxen.org/faq.html
jdom jar: this file is copyright 2000-2003 Jason Hunter & Brett McLaughlin. Who
indicate that the product may also include software developed by the JDOM Project
(http://www.jdom.org/) and its contributors.
ido-1.0.2 jar; kodo-jdo.jar: these files are copyright SOLARMETRIC INC.
wsdlgj jar: this file is copyright International Business Machines Corporation and
others (All Rights Reserved), and is subject to an IBM Common Public License. Source
code for this file may be available. Additional information, at the time this
Documentation was published, was available at: http: //www-124.ibm.com
developerworks/projects/wsdl4j/ and http://oss.software.ibm.com/developerworks/

opensource/CPLv1.0.htm

jtds-0.5.1 jar: this file is copyright 1998, 1999 CDS Networks, Inc., Medford Oregon.
bsf-2.2 jar: this file is copyright International Business Machines Corporation and
others (All Rights Reserved), and is subject to an IBM Public License.

ifor-o.7.0.jar: this file is copyright 2002 the jfor project, which requires the following
notice: "This product includes software developed by the jfor project (http://
www.jfor.org). "

jing-20020724.jar: this file is copyright 2001-2003 Thai Open Source Software
Center Ltd.

xt-19991105 jar: this file is copyright 1998, 1999, 2000 Thai Open Source Software
Center Ltd.. The relevant vendor grants permission, free of charge, to any person




obtaining a copy of this file and associated documentation files, to deal in the file
without restriction (see http://www.jclark.com/xml/copying.txt for additional
details).

¢ jisp 1 o0 2jar: this file is copyright Scott Robert Ladd. For more information see --
http:// www.coyotegulch.com/jisp/index.html. It is provided in unmodified form for
the convenience of Cyclone Customers, and is subject to the General Public License.
Cyclone Commerece offers, for at least three years from receipt of the product, to
provide a complete machine-readable copy of the corresponding source code for this
file upon request and without charge.

¢ jstylejar: this file is an earlier version of a product now called Artistic Style (for
information concerning the author and copyright holder see http://
astyle.sourceforge.net). This file is subject to the Artistic License (see http://
astyle.sourceforge.net/license.html).

¢ jtidy-oqgaug2000rz-dev.jar: this file is copyright 1998-2000 World Wide Web
Consortium (Massachusetts Institute of Technology, Institut National de Recherche en
Informatique et en Automatique, Keio University). Additional information can be
found at http://sourceforge.net/projects/jtidy/

®  pizza-1.1jar: this file is subject to the Artistic License (for more information see
http://sourceforge.net/projects/ pizzacompiler/).

¢ rdffilterjar: this file is in the public domain (see http://sourceforge.net/projects/rdf-
filter) for more information.

¢  rhino-1.5r3.jar: this fileis copyright The Mozilla Organization (and portions are

copyright 1998-1999 Netscape Communications Corporation), and is subject to the

Netscape Public License Version 1.1 (see http:// www.mozilla.org/MPL/NPL-1.1.html

and http://www.mozilla.org/NPL/).

jaxm-api.jar: this file is copyright 2002 Sun Microsystems, Inc.

jcai.o jar: this file is copyright 2002 Sun Microsystems, Inc.

ims.jar; jta-spec1_o_1.jar; mailjar: these files are copyright Sun Microsystems, Inc.

jimi-1.0 jar: this file is copyright Sun Microsystems, Inc.

activation jar: this file is copyright Sun Microsystems, Inc.

jms.jar; jta-speci_o_1.jar; mail jar: these files are copyright Sun Microsystems, Inc.

isorelax jar, msv jar, relaxngDatatype. jar, xsdlib jar: these files are copyright Sun

Microsystems, Inc.

*  saaj-apijar; saaj-impljar; jaxp-apijar; jaxr-apijar; jaxrpe.jar; and jimi-1.0 jar:
these files are copyright Sun Microsystems, Inc., which requires the following notice:
"This product includes code licensed from RSA Data Security".

¢ XStream, an open source software. Copyright (¢) 2003-2005, Joe Walnes. All rights

reserved. THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND

CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,

INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR

CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT

LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF

USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED

AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT

LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

POSSIBILITY OF SUCH DAMAGE.
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Trademarks

Cyclone, Cyclone Interchange, Cyclone Powered and Cyclone Commerce are registered
trademarks of Cyclone Commerce, Inc.
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Cyclone Activator and Cyclone WebTrader are trademarks of Cyclone Commerce, Inc.
WebLogic is a registered trademark of BEA Systems, Inc.
All other trademarks are the property of their respective companies.

Third-party web sites and information

The documentation may provide hyperlinks to third-party web sites or access to third-party
content. Links and access to these sites are provided for your convenience only. Cyclone
Commerce does not control, endorse or guarantee content found in such sites. Cyclone
Commerce is not responsible for any content, associated links, resources or services
associated with a third-party site. Cyclone Commerce shall not be liable for any loss or
damage of any sort associated with your use of third-party content.
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System requirements

The following topics provide the hardware and software requirements for
running Cyclone Interchange, BEA WebLogic Edition.

In addition, we strongly recommend that you read the release notes in the
readme file on the installation CD for supplemental information about
system requirements and installation.

Concepts

¢+  Hardware

+  Software on page 6

¢ Port assignments and possible conflicts on page 14
¢ Security considerations on page 16

*

About the user license file on page 17

Hardware

The following topics outline the minimum hardware requirements.

If you plan to run Cyclone Interchange on multiple computers, each
machine in the cluster must meet these requirements.

Windows and UNIX computers

These are the hardware requirements for Windows and UNIX computers.

800 MHz or faster Pentium III-class processor (Windows only)
Minimum 1 gigabyte of Random Access Memory (RAM), but
2 gigabytes or more recommended (see RAM requirement)
¢ 150 MB disk space for Cyclone Interchange software
200-400 MB for data storage, but possibly more (see Temp directory
requirement)
SVGA monitor
CD drive (for installation)
TCP/IP network interface
Local area network (LAN) card (Windows only)

* & o o
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RAM requirement

The bare minimum RAM requirement is 1 gigabyte. But 2 gigabytes are
highly recommended. Even more is necessary for systems that process
large volumes of data or have complex configurations.

For Cyclone Interchange, a complex configuration involves multiple
communities, many partners, multiple nodes, or many custom changes.

For Transaction Director, a complex configuration involves many
document types or attributes, a large volume of document parsing,
complex document parsing, or many user-defined alerts.

Temp directory requirement

The temp directory of the computer running the trading engine server
must have enough space available to handle the largest messages traded.
As a rule of thumb, the temp directory space should be five times larger
than the largest message times the number of messages processed
concurrently. For example, if the largest message is 1 gigabyte and up to

5 messages of that size may be processed concurrently (inbound or
outbound), the temp directory should have 25 gigabytes of available space.
The following is the formula for this example:

1 GB largest message * 5 * 5 concurrent messages = 25 GB temp directory

If you run the trading engine in a multiple computer cluster, the temp
directory of each computer should have this much available space.

When estimating the number of documents processed concurrently, we
recommend estimating high rather than low. Your estimate depends on
the number of integration and delivery exchanges, how the exchanges are
configured, and the number of inbound and outbound documents going
through the exchanges. Another way is to base the estimate on the
expected throughput and how long it takes to process each document. For
example, if the system is expected to process 100 documents a minute and
it takes an average of 15 seconds to process one document, then 25 is the
number processed concurrently.

E-mail server

The trading engine needs access to an external SMTP server if you plan on
sending business messages via SMTP/POP or messages about system
events via e-mail.

4
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Software

The following topics outline the minimum software requirements.

Microsoft Windows

Cyclone Interchange supports the following Windows operating systems.

+  Windows XP with Service Pack 1 or later
+  Windows Server 2003

You must have administrator rights to successfully install Cyclone
Interchange.

If you plan to run Cyclone Interchange as a Windows service, we highly
recommend creating a user account solely for starting the service upon
log-on for Cyclone Interchange and related applications (for example, AS2
Accelerator, aXML Agent). This user account should be granted all
Windows administrator rights. The account should be fully dedicated to
Cyclone Interchange and not be used by any other user.

The dedicated user account is recommended because if a user logs on to a
Windows computer, whatever applications were started are terminated by
Windows when that user logs out.

After installing Cyclone Interchange or related application as a Windows
service, open the properties for the service and change the default setting
of “Local System account” to “This account.” Then type the name and
password of the dedicated user account. When the Windows computer
starts up, the service will start as that special log-in account. So long as no
one manually logs on to the Windows computer as that special log-in
account name, the application will not be aborted when another user logs
out of the computer.

The application installer provides the option to set up the Windows service
under a local system account or a domain\user account. Choose a domain
account if the service needs to access your network or other resources
requiring user permissions beyond your local account. If unsure, ask your
network administrator. Type a domain\user and password only for a
domain account; you do not have to do so for a local account. If you decline
to set up the Windows service at installation, you can set up the service
later.

Even if you do not run Cyclone Interchange or related applications as a
Windows service, a dedicated user account for the Windows computer is
still recommended. When the dedicated account is used to start the
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Windows computer and then Cyclone Interchange is started manually,
make sure the dedicated user never logs out to ensure the application will
run continuously.

UNIX

Cyclone Interchange supports the following UNIX operating systems.

AIX 5.3 (see note)

HP-UX 11i

Red Hat Enterprise Linux 3.1 and 4
Solaris 9 and 10

* & o o

Note: When version 5.4 of Cyclone Interchange was released, IBM’s
JRE 1.5 for AIX was in beta. So support of AIX is pending. A
version for AIX is planned once IBM releases the JRE.
Meantime, AIX users may continue to use 5.3.3.

OS patches

Patches for some operating systems are required to support Java
technology. We recommend checking the support web sites of OS vendors
to download up-to-date patches for UNIX operating systems.

Requirement for users of HP-UX

Default values in HP-UX 11i for threads and other processes are too low for
a Java application like Cyclone Interchange. We recommend using the
SAM tool to adjust kernel parameters to the values in the following table.
We recommend that you involve your organization’s UNIX administrator
in making these changes.

Parameter New value Description

max_thread_proc 1024 Maximum number of threads
allowed in each process.

maxfiles 4096 Soft file limit per process.

maxfiles_lim 6144 Hard file limit per process.

nfile 9968 Maximum number of open files.

nflocks 8192 Total number of file locks for open

files system-wide.

ninode 2492 Maximum number of open inodes.
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Parameter New value Description
nkthread 3635 Total number of kernel threads
available.
nproc 2068 Maximum number of proc table
entries.
Databases

Cyclone Interchange comes with the Apache Derby open source database.
Derby is the default database when Cyclone Interchange runs on a single
computer with a single Java virtual machine. However, Cyclone
Interchange AS, as well as clustered configurations of the trading engine,
must use an external database. Single computer, single JVM
configurations can optionally use an external database.

For information about Derby go to http://db.apache.org/derby/
index.html.

We recommend involving your organization’s database administrator in
the set up and maintenance of an external database.

Supported external databases are:
¢+ IBM DB28.2

¢ Oracle 9i and 10g. Using Oracle requires downloading drivers from
Oracle’s web site. For details see Configure external database on

page 30.

+  Microsoft SQL Server 2000 with SP3a. Do not use Personal Edition.
Use of Personal Edition causes severe operational issues.

Note: If you use SQL Server 2000, Microsoft may have released a
later service pack or patches since this documentation was
published. We recommend checking for and installing those if
available.

In addition Cyclone Interchange requires:

Network access to the database administrator application
+  Database access capability for clients

When using Derby, there is a chance the following error message may
display, sometimes many times in a short period: “Share violation: another
process may be using the file.” This error occurs when a process other than
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the trading engine (most likely virus checking software) tries to access the
Derby database files. The error is harmless and does not affect operation of
the trading engine. To prevent the error from displaying, set virus software
to omit checking the database directory and files. The directory is at
[install directory]\[build number]\corelib\db\derby. Do not move or try
to change any of the files in this directory.

Internet connection

A persistent Internet connection is required for Cyclone Interchange to
exchange messages with partners. This means the connection should
always be “on” and not a dial-up connection. The Internet connection also
needs a static IP address, never a dynamic IP address common to dial-up
connections.

For HTTP connections, it is likely that your partners need to go through a
proxy server to connect to you. Ask your Internet service provider for the
IP address or fully qualified domain name (FQDN) of the proxy server that
a partner needs in order to connect to you over the Internet. Does the
proxy server always present the same static IP address to the partner who
needs to connect to you? If using an FQDN on the proxy server, does it
always resolve to a static IP address? A dynamic IP address is unacceptable
since partners who must connect to you would never know what IP
address to use from one connection to the next.

Internet browser

The browser-based user interface and online help support Microsoft
Internet Explorer 6 or later and Mozilla Firefox 1.0 or later.

If you experience display problems while using the online help (for
example, table of contents links do not match pages), do the following.

¢  For IE, delete the browser’s temporary Internet files (select Tools >
Internet Options, General tab). Restart the browser and try again.

¢ For Firefox, clear the cache (select Tools > Options and then select
Privacy and click Clear next to Cache).

Pop-up blocking software warning

Pop-up blocking software for your browser may interfere with this
product. You may want to disable or uninstall such software.
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Browser requires JRE plug-in

The browser must have J2SE Java Runtime Environment (JRE) 1.5. This
is required to run various applets within the user interface (for example,
the server monitor and statistics monitor).

Do the following to check the browser for the plug-in:

Internet Explorer

Select Tools > Internet Options to open the Internet Options
window. Select the Advanced tab. Scroll down the list of settings
and look for a category named Java (Sun). Under this might be a
setting that is the same or similar to the following line:

Use JRE 1.5.0_05 for <applet> (requires restart)

If present, select the check box for this entry if not already selected.
Click OK to close the window and save your change and restart
Internet Explorer.

Mozilla Firefox

Type about:plugins in the address field and press Enter. Scroll
down the installed plug-ins page and check the version of the latest
Java plug-in.

If you need JRE 1.5.0_05 or later, go to the following URL and download
and install the JRE: http://java.sun.com/j2se/1.5.0/download.jsp

E-mail clients

If you plan to exchange messages with partners who use an e-mail client
application rather than a trading engine application such as Cyclone
Interchange, partners are advised to use Microsoft Outlook 2002 or later.

E-mail service provider

If you plan to use e-mail as a transport for exchanging documents with
partners, we recommend subscribing to a reputable Internet service
provider with high-quality e-mail service. Do not use any of the free e-mail
services available on the Internet. Although these services are suitable for
personal messages, they are not acceptable for business-to-business
e-commerce transactions. Such services have shortcomings related to file
sizes and non-standard MIME headers that are fatal to document trading.
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Remote access

Clients operating remotely require access to Cyclone Interchange server.
For details see UI usage with proxy servers on page 129.

Adobe Acrobat

Adobe Acrobat Reader 5 or later is required to view and print Cyclone
Interchange user documentation that is provided in portable document
format (PDF) files. Acrobat Reader is available free from Adobe Systems
Inc., www.adobe.com.

Port assighments and possible
conflicts

Some transports and database types have default port assignments in
Cyclone Interchange. A default port assignment could conflict with a port
already in use on your system. You can execute a command to check for
possible conflicts. You can use the command before installing Cyclone
Interchange to eliminate possible port conflicts or after installing if you
encounter a problem.

The following table lists the default port assignments in Cyclone
Interchange. The table says where you can change a port number.

Table 1 - Port assignments

Description Default port Where to change it

Derby JDBC driver 0 ..\conf\datastoreconfig.xml
SQL Server JDBC 1433 ..\conf\datastoreconfig.xml
driver

Oracle JDBC driver 1521 ..\conf\datastoreconfig.xml
RMI 2010 ..\bin\startServer.cmd
Control node 3434 Not configurable.

listener for Server

Monitor

connections
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Port assignments and possible conflicts

Table 1 - Port assignments

Description Default port Where to change it

Embedded SMTP 4025 This port, which the trading
engine uses for an embedded
server, can be changed by clicking
Configure the global
embedded SMTP server on the
main trading configuration page in
the user interface.

Embedded HTTP 4080 This port, which the trading

or HTTPS engine uses for an embedded
server, can be changed by clicking
Configure the global

embedded HTTP server on the
main trading configuration page in
the user interface.

Embedded web 5080 This port, which the trading

services API server engine uses for an embedded
server, can be changed by clicking
Configure the global

embedded web services API
server on the main trading
configuration page in the user

interface.
User interface 6080 This port is used to access the user
HTTP interface in a browser. This can be

changed in ..\conf\startup.xml.

Clusterbus 47001 Not configurable. If 47001 is in
use, 47002 is tried and so on up to
47556.

DB2 JDBC driver 50000 ..\conf\datastoreconfig.xml

If there is a port conflict, you can free the port for use by Cyclone
Interchange. Alternately, you can configure Cyclone Interchange to use an
inactive port above 1024 that is not listed in the output of the netstat
command.

You can use the netstat command to generate a list of ports in use on your
system. The command is executed in the following ways.
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Windows

In a command prompt or DOS window, type netstat -a -n or
netstat - an to display a list of ports in use. You can instead type
netstat -a -n | more to page through the list.

UNIX

On a command line, type netstat -a -n or netstat - an to display a
list of ports in use. Or, to find whether a specific port is in use, type
netstat -a | grep [port number].

Security considerations

To ensure the integrity of data processed by Cyclone Interchange, we
recommend that you adhere to the following security measures in addition
to your company's own security policies. Although the risks are possibly
remote, failure to institute minimum security measures may result in
compromised data.

1 Install Cyclone Interchange in the data layer behind a firewall and not
in an area unprotected from exposure to the Internet.

2 Do not view a binary document that has been received by the trading
engine without first scanning the document for viruses.

3 Institute a policy for periodically changing the password for accessing
Cyclone Interchange.

4  Control access to the computer running Cyclone Interchange to
authorized users.

5 Ifyou use an external database on a different computer than the one
running Cyclone Interchange, control access to the database
computer to authorized users.

6 Ifyou manually distribute your certificate to partners, do so via a
secure means. Encourage your partners to do likewise.

About the user license file

The functionality you are licensed to use is controlled by a file named
license.xml. You must have a license file to install the application. After
installing, the file is stored in [install directory]\[build number]\conf.
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About the user license file

Do not move, rename, or delete the license.xml file. Any attempt to change
the contents will make your system inoperable. The file is hashed and
signed to protect it from tampering.

If you receive a new license.xml file, copy over the old file or replace it and
restart the server. For example, you may receive a new license to replace
one that has expired.
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Installation

You can install Cyclone Interchange, BEA WebLogic Edition on computers
that meet the hardware and software criteria described in System
requirements on page 3.

The following topics describe how to install Cyclone Interchange on all
supported operating systems and databases.

Concepts

¢ Installation outline

+  Before installing on page 21

¢+  Maintenance of Oracle database on page 47
*

Oracle custom tablespaces option on page 52
Procedure

Installation procedure on page 22

Configure external database on page 30

Start the server on Windows on page 40

Start the server on UNIX on page 41

Run as a Windows service on page 41

Open the user interface on page 44

Add a node on page 45

Configuring external SMTP server on page 46
Stop the server on page 46

Uninstalling on page 47

® 6 6 6 4 6 6 0 0 o

Installation outline

The following are the basic steps in setting up Cyclone Interchange. These
steps are explained later in more detail.

1  Review Before installing on page 21 for things you should do or know
about before installing.

2 Ifyou are upgrading from version 5.0 or later, see Upgrading on
page 55 before proceeding with the installation of the new version.

If you are upgrading from version 4.2.x or earlier, see Migrating
version 4.2 trading profiles on page 71 before proceeding.
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If you want to run the system on multiple computers, see Nodes and
clusters on page 107 before proceeding.

If using an external database, consider creating a database in your
database application before installing Cyclone Interchange. Although
you can do this after installing, doing it beforehand can streamline the
process.

For details see Configure external database on page 30.
Install Cyclone Interchange. See Installation procedure on page 22.

Start the server. This creates the database tables for the embedded
Derby database or external database. See Start the server on Windows
on page 40 or Start the server on UNIX on page 41.

Open the user interface in a browser. See Open the user interface on
page 44. If this is the first time you have logged on, the getting started
page displays. This page provides prompts and links for completing
the initial configuration.

For security purposes, change the password of the admin user. You
also might want to add a new administrative user of your own and
assign it to the admin role. You can do this by going to the user and
roles area.

Specify an SMTP server for sending messages. You can do this by
following the link on the getting started page or going to the system
management area and clicking Configure the SMTP server.

Depending on whether your user license requires it, add a node on the
newly installed server. See Add a node on page 45.

Start configuring the application. See Getting started with Cyclone
Interchange on page 209.

While configuring the application you may have to edit system files or
add your own custom scripts or code. This is normal in order to use or
extend some functionality. When you upgrade later to a newer version
of the application, you may want to carry forward the configuration in
the files you have changed or added. To simplify this, use the
application’s site directory to document custom changes. This record
keeping is helpful not only for upgrading, but for disaster-recovery
planning as well. We also recommend that you keep copies of all files
that you add to system directories for custom configurations. This
includes such things as modified system configuration files, post-
processing scripts and custom Java classes. For more information
about how to use the site directory, see Planning for upgrades and
disaster recovery on page 89.
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If you do not document your changes to system files, tools are
available for identifying changed system files after upgrading. For
details see File comparison tools for upgrades on page 68.

Before installing

There are certain things you should do or be aware of before installing
Cyclone Interchange.

These areas include:

¢  External database
¢ Other prerequisites

External database

If your user license requires or allows using an external database, the
installation wizard prompts you to enter the following information:

¢ The database type (Oracle, SQL Server or DB2)
+ The name of the database

¢ The fully qualified domain name or IP address of the database
computer

¢+  The database user name
¢  The database password

¢ If Oracle, the location of the database drivers. This is optional. You
can specify the location of the drivers after installation if you prefer.
Download Oracle drivers on page 31 explains how to get the drivers.

You can use your database software to create the database before or after
installing Cyclone Interchange. But regardless which you do first, this
database information must be accurate to avoid possible problems later.
See Configure external database on page 30.

CAUTION:  You must create the external database before starting Cyclone
Interchange server the first time.

See Databases on page 10 for information about supported databases.
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Other prerequisites

Make sure you know the location of the license.xml file. The system
prompts you for it during installation. You cannot install without it.
See About the user license file on page 17. If you do not have this file,
contact technical support.

Make sure the date and time are correct on the computer you are
installing the application. This can avoid possible problems later.

If you have downloaded the software or are not installing from a CD,
you must launch the installer from a physical mapped directory. UNC
is not supported. If you attempt to install through a UNC connection,
the installer displays a message advising you to launch the installer
through a conventional directory path (for instance, C:\directory
name on Windows).

Installation procedure

Use this procedure to install Cyclone Interchange.

Steps

1  Make sure the computer meets the criteria in System requirements on
page 3.

2 Review Before installing on page 21.

3 Ifupgrading from version 5.1 or later, see Upgrading on page 55.
If upgrading from version 4.2.x or earlier, see Migrating version 4.2
trading profiles on page 71.

4 Ifyou plan on using an external database, see Configure external
database on page 30 before proceeding.

5 Ifyou plan on running Cyclone Interchange in a multiple computer
cluster, read Nodes and clusters on page 107 before proceeding.

6  Follow the procedure for your operating system:

Install on Windows on page 23

Install on UNIX on page 24
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Note: The installer lets you choose whether to migrate company and
partner profile data from Cyclone Interchange 4.2.x. If you
choose this option, the installer exports profiles from the
earlier Cyclone Interchange and writes the files to [build
number]\profiles\staged of the new application’s installation
directory tree. See Import all profiles on page 73 for how to
import the profiles to the trading engine.

Install on Windows

Use this procedure to install on computers with supported Windows
operating systems.

Steps

1  Close any applications that might be running.

2  If using an installation CD, place the disk in the CD drive. When the
CD menu appears, click Install to launch the installation wizard. If
the CD menu does not appear after you insert the CD in the drive, use
Windows Explorer and double-click the install.exe file in the
windows directory on the CD.

If you downloaded a ZIP file containing the software, unpackage the
file properly. If using WinZip, for example, select Actions >
Extract. Do not unpackage by copying the files from the WinZip
window and pasting to a directory, as this corrupts the directory
structure of the installation files, causing the installation to fail. After
unpackaging the ZIP file, double-click install.exe to launch the
application installer.

3 Make sure you have a license.xml file. You need this to install the
application.

4  Follow the on-screen prompts for installing the application.

The installer prompts for the location of a common directory. This
directory must be shared if you are clustering on multiple computers.
See Cluster Windows computers on page 111.

The installer asks whether to set up the server as a Windows service.
If you opt for the service, you are prompted to choose your local
system account or a domain account. Choose a domain account if the
service needs to access your network or other resources requiring user
permissions beyond your local account. If unsure, ask your network
administrator. Type a domain\user and password only for a domain
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account; you do not have to do so for a local account. If you decline to
set up the Windows service at installation, you can set up the service
later. See Run as a Windows service on page 41.

5 Ifyou plan on using an external database and have not created the
database yet, see Configure external database on page 30. Do not start
Cyclone Interchange server without first creating the database.

Install on UNIX

Use this procedure to install on computers with supported UNIX operating
systems.

The default installation process is text-based, but you can use the -I gui
parameter to launch a graphical user interface during installation if the
computer has X Windows.

The following steps are common to all supported UNIX operating systems.
Once you perform them, you are directed to the procedure for your
particular operating system to complete the installation.

The home directory for Cyclone Interchange must not be automounted or
on an automounted file system. Cyclone Interchange cannot run correctly
on an automounted file system. This applies to volumes mounted using the
automount utility and not to volumes that are automatically mounted at
startup. Cyclone Interchange cannot be installed on automounted volumes
because of automatic unmounting of such drives.

The installer prompts for the location of a common directory. This
directory must be shared if you are clustering on multiple computers. See
Cluster UNIX or Linux computers on page 119.

Steps

1 Create a user account as the home directory for the application. For
example: /opt/cyclone.

2  Check whether there is between 200 and 400 megabytes of storage
available in the system /tmp directory. If not, set the environment
variable IATEMPDIR to a directory with between 200 and 400
megabytes of disk space. IATEMPDIR is used by the installer
program. If required, use the export command to change the value of
IATEMPDIR from a local variable to an environment variable.

Alternately, you could clear some or all of the /tmp directory, but
doing so could interfere with other processes.

24 Installation and Configuration Cyclone Interchange, BEA WebLogic Edition 5.4



Installation procedure

Make sure you have a license.xml file. You need this to install the
application.

If you are installing using a CD, determine the device name of your
CD drive. The installation CD has a standard ISO-9660 (High Sierra)
file system with Rock Ridge extensions.

If you downloaded a tar file, copy the file to some directory (for
example, cyclone/install). Execute the following command to extract
the tar file:

tar xvf*.tar.

See the installation procedure for your operating system:

Install on Hewlett-Packard HP-UX

Install on IBM AIX on page 27

Install on Red Hat Linux on page 28

Install on Sun Solaris on page 29

Install on Hewlett-Packard HP-UX

Use this procedure to install the application on your Hewlett-Packard HP-
UX server with an installation CD.

Steps

1 Loginasroot.

2  Insert the installation CD into the CD drive.

3 If /mnt does not exist, create it with the following command:
mkdir /mnt

4  Mount the installation CD with the following command:
mount -o cdcase /dev/dsk/* /mnt
where /dev/dsk/* is the device name of your CD drive.

5 Logoutasroot.

6 Log in to the cyclone account you created previously.
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7 Run the following command:
/mnt/hpux/install.bin
8 Follow the instructions in the installation process.
9 Log out from the cyclone account.
10 Login asroot.
11 Unmount the CD by running the following command:
umount /mnt
12 FEject the CD from the CD drive.
13 Log out as root.
14 1If you plan on using an external database and have not created the

database yet, see Configure external database on page 30. Do not start
Cyclone Interchange without first creating the database.

Install on IBM AIX

Use this procedure to install the application on your IBM AIX server with
an installation CD.

The Logical Volume Manager (LVM) enables the user to specify the
physical sectors of the hard drive, or group of hard drives, to use when
creating a volume on the AIX. The sectors closest to the center spindle of
the disk generally give the fastest, most efficient, input and output reads
and writes. The sectors towards the edge of the disk generally give the
slowest input and output results. Once the LVM is used to create and
mount a volume on the AIX, Cyclone Interchange can be installed into a
directory on that mount point just as it can with a non-LVM volume.
Cyclone Interchange software itself is not aware of whether or not this is
an LVM mount point.

Steps

1 Insert the installation CD into the CD drive.
2 Loginasroot

3  Run the command:

mount -vedrfs -r -p /dev/cd? /mnt
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where /dev/cd? is the device name of your CD drive. Possible values
are o through 9. If you have only one CD drive, its number is probably
0.

4 Logout as root.

5 Login to the cyclone account you created previously.

6  Run the following command:
/mnt/aix/install.bin

7  Follow the instructions in the installation process.

8 Log out from the cyclone account.

9 Loginasroot.

10 Unmount the CD by running the following command:
umount /mnt

11 Eject the CD from the CD drive.

12 Log out as root.

13 If you plan on using an external database and have not created the

database yet, see Configure external database on page 30. Do not start
Cyclone Interchange without first creating the database.

Install on Red Hat Linux

Use this procedure to install the application on your Red Hat Linux server
with an installation CD.

Steps
1 Insert the installation CD into the CD drive.
2 Loginasroot
3  Runthe command:
mount /dev/cdrom /mnt
where /dev/cdrom is the device name of your CD drive.

4 Logout as root.
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10

1
12
13

Log in to the cyclone account you created previously.
Run the command:

/mnt/linux/install.bin

Follow the instructions in the installation process.
Log out from the cyclone account.

Log in as root.

Unmount the CD by running the following command:
umount /mnt

Eject the CD from the CD drive.

Log out as root.

If you plan on using an external database and have not created the

database yet, see Configure external database on page 30. Do not start
Cyclone Interchange without first creating the database.

Install on Sun Solaris

Use this procedure to install the application on your Sun Solaris server
with an installation CD. Note that separate procedures are provided,
depending on whether you are running the automounter.

Steps

With automounter (the Solaris default)

1
2

Log in to the cyclone account you created previously.
Insert the installation CD into the CD drive.

Run the following command:
/cedrom/cyclone/solaris/install.bin

Follow the instructions in the installation process.
Eject the CD by running the following command:

eject cdrom
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Without the automounter

1  Insert the installation CD into the CD drive.

2 Loginasroot.

3  Runthe command:
mount /dev/sr? /mnt
where /dev/sr? is the device name of your CD drive. Possible values
are 0 through 9. If you have only one CD drive, its number is probably
0.

4 Logoutasroot.

5 Login to the cyclone account you created previously.

6 Run the command:

/mnt/solaris/install.bin

7  Follow the instructions in the installation process.
8 Log out from the cyclone account.
9 Loginasroot.
10 Unmount the CD by running the following command:
umount /mnt
11 Eject the CD from the CD drive.
12 Log out as root.
13 If you plan on using an external database and have not created the

database yet, see Configure external database on page 30. Do not start
Cyclone Interchange without first creating the database.

Configure external database

The following topics explain how to configure Cyclone Interchange to use
an external database.

Check Databases on page 10 to make sure the database you want to use is
supported.
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Set up Oracle

Use this procedure to set up Oracle as the external database.

Cyclone Interchange requires connectivity to the database for work to be
performed. If connectivity is lost (for instance, the database is restarted),
the server restarts itself and tries to re-establish the connection. Before
restarting, the server rolls back all operations in progress so no data are
lost. If the server cannot re-establish connectivity upon restarting, it
restarts itself repeatedly until connectivity is restored.

This procedure assumes you know how to use your database application.

CAUTION:  You must create the external database before starting Cyclone
Interchange server the first time.

Download Oracle drivers

To use Oracle, you must download drivers. You can do this before or after
installing Cyclone Interchange. If you download the drivers before
installing, you have the option of giving the installation wizard the location
of the drivers on your file system. If you skip this optional step at
installation, you can make the drivers available later. You must make the
drivers available to Cyclone Interchange server before you can start the
server.

Download JDBC drivers from Oracle Corporation at http://
technet.oracle.com/software/content.html. This site requires no-charge
registration. The following downloading steps may differ from the actual
procedure. Under the Technologies, Utilities, and Drivers heading, click
Oracle JDBC Drivers. If using 9i, select Oracle9gi Release 2
(9.2.0.5) (9.2.0.4) (9.2.0.3) & (9.2.0.1) drivers. Download
ojdbc14.jar. If using 10g, select Oracle Database 10g (10.1.0.4)
(10.1.0.2.0) drivers. Download ojdbc14.jar. Although the 9i and 10g
drivers have the same name, the drivers are different. Users of 9i must use
the 9i driver and users of 10g must use the 10g driver.

If after downloading the file you notice the name of the downloaded file is
ojdbc14.zip rather than ojdbc14.jar, rename the file ojdbc14.jar.

If you have already installed Cyclone Interchange, copy the JAR to [install
directory]\[build number]\corelib\db\oracle. If you have not yet installed,
copy the JAR to your file system; the installer will prompt you for the
JAR’s location.
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Oracle tuning guidelines

When using an Oracle database, the user name Cyclone Interchange uses
to connect to the database must not have permissions to access any
schema other than Cyclone Interchange schema. Unless the user is
restricted to only Cyclone Interchange schema, the application may try to
update tables in other schemas with names similar to tables in Cyclone
Interchange schema. The following is an example of a message when
Cyclone Interchange tries to update a table in another schema:

2004-11-25 10:38:09 - [Startup: startSingleton
ConsumptionActivitySweeper] ERROR (EventedThread.run:5) -
EventedThread error. Stopping.
kodo.jdbc.meta.MappingInfoNotFoundException: The "column" attribute/
extension for the version indicator on type
"com.cyclonecommerce.collaboration.transport.ExchangePoint.<version-
indicator>" is missing or names a column "JdoVersion" that does not
exist.

To resolve this, use Oracle Enterprise Manager Console and select
Security > Users > your_user > Roles Granted. Remove any roles
that would allow Cyclone Interchange to access schemas owned by other
users. For example, if one of the roles is DBA, the user can see all schemas,
including those owned by other users.

As a side note, when adding an Oracle user by using the Create Like
function, if the original user has roles you do not want the new user to have
(such as DBA), revoke those roles before starting Cyclone Interchange
server.

The following are other tuning guidelines for Oracle if you plan on running
Cyclone Interchange in a cluster of computers.

Processes

The allowed number of processes and cursors in Oracle must be
configured based on the values in [install directory]\[build
number]\conf\datastoreconfig.xml and the number of nodes in Cyclone
Interchange cluster. By default datastoreconfig.xml specifies a minimum

of 50 connections per node and a maximum of 100. The relevant entry in
that file looks like this:

<Property key="kodo.ConnectionFactoryProperties"
value="MaxIdle=50,MaxActive=100,MaxCachedStatements=0,Ma
xWait=30000"/>

Given that each machine in the cluster has one control node, using the
default datastoreconfig.xml it would take at least n * 100 processes in
Oracle to account for the control nodes alone (where n is the number of
machines in the cluster). On top of that, 100 must be added for each
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processing node. For example, with a cluster of three machines, with 2
processing nodes on machine A, 2 processing nodes on machine B and 3
processing nodes on machine C, the following is needed:

3 ¥ 100 = 300 control node connections

+

(2 + 2 + 3) * 100 = 700 processing node connections

This makes a grand total of 300 + 700 = 1000 processes required in Oracle
for this example.

Cursors

The number of cursors should be twice the total number of connections
(2000 for the preceding example).

Other settings

The SGA (memory) and other settings might need adjusting to account for
the number of processes and cursors. See your Oracle documentation for
more information.

Operating system settings

If you specify a large number of processes in Oracle, you might need to
adjust certain operating system settings. For example, under UNIX you
might need to adjust message queue, semaphore and IPC settings. See
your Oracle and operating system documentation for more information.

For more information about using Oracle, see Maintenance of Oracle
database on page 47.

Steps for Oracle database

1 See Download Oracle drivers on page 31 for information about
obtaining drivers.

If you have already installed Cyclone Interchange and provided the
location of the Oracle database drivers during the installation process,
you can skip this step about obtaining drivers, but you need to create
the database.

If you have not installed Cyclone Interchange, you can follow the
steps for creating the database and then install the application.
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2  See Oracle custom tablespaces option on page 52 for whether custom
tablespaces are right for you. Many users can skip this, but
administrators of large enterprise systems should review this before
proceeding.

3 Inyour database application, create a database. Set a user name and
password for it. Make sure the user has complete administrator rights
for reading, writing and changing the database.

Have the DBA or system manager do the following to set up the user
and permissions:

Create a user and password (for example, username and
secret) for Cyclone Interchange tablespace. Then run the
following statements:

grant connect to username

grant create procedure to username
grant create session to username

grant create table to username

grant create view to username

grant unlimited tablespace to username

For the tablespace, you can limit the size depending on your sizing
needs and database availability.

Note: Ifhave been using Oracle with Cyclone Interchange 4.2.x,
note that the Oracle user requires more permissions with
this release of the trading engine.

4  If you have not already done so, install Cyclone Interchange. See
Installation procedure on page 22.

If you already have installed Cyclone Interchange and did not provide
the installation wizard with the location of the Oracle database
drivers, copy ojdbc14.jar to [install directory]\[build
number]\corelib\db\oracle.

5 Before starting Cyclone Interchange server, you can use a tool to
check the database connection settings and make changes if
necessary. See Database configuration tool on page 85.

6  Start Cyclone Interchange server. See Start the server on Windows on
page 40 or Start the server on UNIX on page 41.

When the server starts, it connects to the database and adds its tables.
Messages in the server console window report this activity. You also
can use your database application to confirm that the tables have
been added.
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7  Open the user interface in a browser. See Open the user interface on
page 44

8 Ifnecessary, add a node. See Add a node on page 45.
9  Start configuring the application. See:

Getting started with Cyclone Interchange on page 209

Set up SQL Server

Use this procedure to set up SQL Server as the external database.

Cyclone Interchange requires connectivity to the database for work to be
performed. If connectivity is lost (for instance, the database is restarted),
the server restarts itself and tries to re-establish the connection. Before
restarting, the server rolls back all operations in progress so no data are
lost. If the server cannot re-establish connectivity upon restarting, it
restarts itself repeatedly until connectivity is restored.

This procedure assumes you know how to use your database application.

CAUTION:  You must create the external database before starting Cyclone
Interchange server the first time.

SQL Server tuning guidelines

For SQL Server, the following are tuning guidelines in case database
performance results in slower processing of Cyclone Interchange server.

Using the SQL Server Database Maintenance Plan Wizard, locate the
Update Data Optimization Information window. Select all three check
boxes on the window. Set up a schedule (for example, every hour). Then on
the Specify the Database Backup Plan window, you might want to turn off
the backup option if you have set up a short interval schedule.

Steps for SQL Server database

1 Inyour database application, create a database. Set a user name and
password for it. Make sure the user has complete administrator rights
for reading, writing and changing the database.

2 If you have not already done so, install Cyclone Interchange. See
Installation procedure on page 22.
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3 Before starting Cyclone Interchange server, you can use a tool to
check the database connection settings and make changes if
necessary. See Database configuration tool on page 85.

4  Start Cyclone Interchange server. See Start the server on Windows on
page 40 or Start the server on UNIX on page 41.

When the server starts, it connects to the database and adds its tables.
Messages in the server console window report this activity. You also
can use your database application to confirm that the tables have
been added.

5 Open the user interface in a browser. See Open the user interface on
page 44

6 Ifnecessary, add a node. See Add a node on page 45.
7  Start configuring the application. See:

Getting started with Cyclone Interchange on page 209

Set up DB2

Use this procedure to set up DB2 as the external database. This procedure
creates a database named cyc_ data.

Cyclone Interchange requires connectivity to the database for work to be
performed. If connectivity is lost (for instance, the database is restarted),
the server restarts itself and tries to re-establish the connection. Before
restarting, the server rolls back all operations in progress so no data are
lost. If the server cannot re-establish connectivity upon restarting, it
restarts itself repeatedly until connectivity is restored.

This procedure assumes you know how to use your database application.

CAUTION:  You must create the external database before starting Cyclone
Interchange server the first time.

DB2 tuning guidelines

For DB2, the following are tuning guidelines if you plan on running
Cyclone Interchange in a cluster of computers.
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Connections

The allowed number of connections in DB2 must be configured based on
the values in [install directory]\[build number]\conf\datastoreconfig.xml
and the number of nodes in Cyclone Interchange cluster. By default
datastoreconfig.xml specifies a minimum of 50 connections per node and a
maximum of 100. The relevant entry in that file looks like this:

<Property key="kodo.ConnectionFactoryProperties"
value="MaxIdle=50,MaxActive=100,MaxCachedStatements=0,Ma
xWait=30000"/>

Given that each machine in the cluster has one control node, using the
default datastoreconfig.xml it would take at least n * 100 connections in
DB2 to account for the control nodes alone (where n is the number of
machines in the cluster). On top of that, 100 must be added for each
processing node. For example, with a cluster of three machines, with 2
processing nodes on machine A, 2 processing nodes on machine B and 3
processing nodes on machine C, the following is needed:

3 * 100 = 300 control node connections
+
(2 + 2 + 3) * 100 = 700 processing node connections

This makes a grand total of 300 + 700 = 1000 connections required in
DB2 for this example.

Other settings

Other DB2 settings might need adjusting to account for the number of
connections. See your DB2 documentation for more information.

Operating system settings

If you specify a large number of connections in DB2, you might need to
adjust certain operating system settings. For example, under UNIX you
might need to adjust message queue, semaphore and IPC settings. See
your DB2 and operating system documentation for more information.

Steps for DB2 database

1 Ifyou plan to install Cyclone Interchange on a computer other than
the DB2 server, install the DB2 client software on the computer you
plan to install Cyclone Interchange.
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2  Install Cyclone Interchange, choosing DB2 as the database type and
providing the location of the DB2 driver files. DB2 provides these
files. They are:

db2jcc.jar
db2jcc_javax.jar
db2jcc_license_cu.jar

See Installation procedure on page 22.

3 Use the db2set tool to make local configuration changes on the DB2
server as follows:

db2set DB2_. RR_TO_RS=YES
4 Create the database on the DB2 server.

5 Usethe DB2 command line processor (clp) tool or Client
Configuration Assistant tool to index the remote database on Cyclone
Interchange computer. This makes the remote database appear as a
locally accessible database on Cyclone Interchange computer. Refer
to the DB2 documentation for how to make these changes.

6 Use the DB2 clp tool or the DB2 Control Center tool to manually
perform configuration steps in the db2_ create.sql script on the
DB2 server. Find the script in Cyclone Interchange tools directory.

The db2_ create.sql script attempts to include to complete order of
steps required to performed this required configuration using the
DB2 clp tool. This sql script is a suggested starting point for DB2
configuration. However, not all steps for accessing, connecting or
granting rights will exactly apply, depending on the DB2 user
performing the operations. For example, you need to modify the
command lines in the script to use your database name, user name
and password.

Note the comments in this script for naming conventions and folder
path conventions. Also note that the minimum lines to perform are:

Create bufferpool bp32 size 250 pagesize 32768;

Create tablespace cyc_big pagesize 32k managed by system using
(‘c:\db2data\cyc_big") bufferpool bp32;

Create temporary tablespace cyc_temp pagesize 32k managed by
system using ('c:\db2data\cyc_temp") bufferpool bp32;

Grant use of tablespace cyc_big to user db2insti;
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Update db cfg for cyc_data using BUFFPAGE 100000;
Update db cfg for cyc_data using APPLHEAPSZ 1024
Update db cfg for cyc_data using MAXAPPLS 80;

Update db cfg for cyc_data using AVG_APPLS 35;

Update db cfg for cyc_data using PCKCACHESZ 1200;
Update db cfg for cyc_data using CATALOGCACHE_SZ 600;
Update db cfg for cyc_data using LOCKLIST 6000;

Update db cfg for cyc_data using LOCKTIMEOUT 30;

Restart the DB2 database on the DB2 server for the changes to take
effect. You can do this with the DB2 clp tool:

stop database manager
start database manager

You also can do it in a DB2 command window with the following
commands:

dbzastop force
dbzstart

Before starting Cyclone Interchange server, you can use a tool to
check the database connection settings and make changes if
necessary. See Database configuration tool on page 85.

Start Cyclone Interchange server. See Start the server on Windows on
page 40 or Start the server on UNIX on page 41.

When the server starts, it connects to the database and adds its tables.
Messages in the server console window report this activity. You also
can use your database application to confirm that the tables have
been added.

Do not log on to the user interface after the server has started. You
must perform additional database tasks before the system is ready for
use.

10 Stop Cyclone Interchange server. See Stop the server on page 46.
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11 Run the db2_runstats command in Cyclone Interchange tools
directory. This updates the new DB2 database tables and optimizes
their performance.

12 Start Cyclone Interchange server.

13 Open the user interface in a browser. See Open the user interface on
page 44

14 If necessary, add a node. See Add a node on page 45.
15 Start configuring the application. See:

Getting started with Cyclone Interchange on page 209

Start the server on Windows

Use one of the following methods to start the server on Windows and you
are not using the Windows service.

CAuTION:  If you plan to use an external database, you must create it
before starting the server the first time.

¢ Select Start > All Programs > Cyclone > Start Server.

+ In Windows Explorer, go to [install directory]\[build number]\bin
and double-click startServer.cmd.

A command window displays as the server is starting. The message
Server Startup Complete displays when the server has started. Do not
close the window or the server stops.

If the message Starting Server appears repeatedly and the server does
not start, it is likely the system cannot connect to the external database.

See Configuring external SMTP server on page 46 for how to use a tool to
help resolve the issue.

Start the server on UNIX

To start the server on UNIX, log in to the cyclone account you created
during the installation process. Run the following command:

[install directory]/[build number]/bin/startServer
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CauTtioN:  If you plan to use an external database, you must create it
before starting the server the first time.

If the server does not start, it is possible a connection cannot be made to
the external database. See Configuring external SMTP server on page 46
for how to check and change database connection settings.

Run as a Windows service

You can run Cyclone Interchange server as a Windows service. This causes
the application to start or stop with the computer. When Cyclone
Interchange is running as a service, the only visual clues of the server
status outside of the user interface are the application’s log files and the
services area of the Windows computer management window.

When the server has been started as a service, do not try to start it again on
the Start menu or by double-clicking startServer.cmd in the
application’s bin directory.

The installation wizard asks whether you want to run the server as a
service. If you declined, you can install the service now.

If you plan to run Cyclone Interchange as a Windows service, we highly
recommend creating a user account solely for starting the service upon
log-on for Cyclone Interchange and related applications (for example, AS2
Accelerator, aXML Agent). This user account should be granted all
Windows administrator rights. The account should be fully dedicated to
Cyclone Interchange and not be used by any other user.

The dedicated user account is recommended because if a user logs on to a
Windows computer, whatever applications were started are terminated by
Windows when that user logs out.

After installing Cyclone Interchange or related application as a Windows
service, open the properties for the service and change the default setting
of “Local System account” to “This account.” Then type the name and
password of the dedicated user account. When the Windows computer
starts up, the service will start as that special log-in account. So long as no
one manually logs on to the Windows computer as that special log-in
account name, the application will not be aborted when another user logs
out of the computer.

The application installer provides the option to set up the Windows service
under a local system account or a domain\user account. Choose a domain
account if the service needs to access your network or other resources

requiring user permissions beyond your local account. If unsure, ask your
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network administrator. Type a domain\user and password only for a
domain account; you do not have to do so for a local account. If you decline
to set up the Windows service at installation, you can set up the service
later.

Even if you do not run Cyclone Interchange or related applications as a
Windows service, a dedicated user account for the Windows computer is
still recommended. When the dedicated account is used to start the
Windows computer and then Cyclone Interchange is started manually,
make sure the dedicated user never logs out to ensure the application will
run continuously.

Install service

If you are not already running the server as a Windows service and want
to, do the following.

Steps

1 Open a command prompt window.

2  Change the directory to [install directory]\[build number]\bin.

3 Runone of the following commands, depending on whether you want
the service to run under your local system account or a domain\user
account.

Local account: cycloneservice -i

Domain account: cycloneservice -i domain\user password
Use the domain account option if the service needs to access your
network or other resources requiring permissions beyond your local
account. If unsure of the option to use, ask your network
administrator.

After running the command, the server will start the next time the

computer starts. Or, if the server is not running, you can manually
start the service in the current session.

Uninstall service

If you want to stop running the server as a Windows service, do the
following.
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Steps

1 Open a command prompt window.

2 Change the directory to [install directory]\[build number]\bin.
3  Runthe command cycloneservice -u.

The next time the computer starts, you must manually start the
server.

Use postinstall to add Windows service

There is another option for installing a Windows service for running
Cyclone Interchange server. This performs the same action as described in
Install service on page 42, but also installs Start menu shortcuts.

Steps

1 Double-click postInstall.cmd in [install directory]\[build
number]\tools and follow the prompts.

If a debug message appears upon executing the tool, ignore it.

2  Verify that the shortcuts were created on the Start menu and the
service has been added. To check for presence of the service, right-
click My Computer on the desktop and select Manage. On the
Computer Management window, expand Services and Applications
and click Services. The service is named CycloneService.

Open the user interface

If you are opening the user interface for the first time, a getting started
page displays when you open the UI. This page provides tips for
configuring the application.

If your user license requires, the first thing you should do upon opening
the UI the first time after installing Cyclone Interchange is add a node on
your computer. See Add a node on page 45.

Before logging on the first time

Before logging on for the first time to the user interface, make sure:
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+ Ifyour license requires or optionally allows using an external
database, the database is properly configured. See Configure external
database on page 30.

¢ The server is running. See Start the server on Windows on page 40 or
Start the server on UNIX on page 41.

¢ Internet Explorer 6 or later or Mozilla Firefox 1.0 or later is installed
on your computer.

Log on procedure

Use this procedure to log on to the user interface.

Steps

1  Make sure the server is running.

2 When you are ready to log on, use one of the following methods:

+ On Windows, select Start > All Programs > Cyclone >
Admin.

+ In Windows Explorer, double-click admin in [install
directory]\[build number]\bin.

+ On Windows or UNIX, point the browser to:
http://host:6080/ui/

Host is the fully qualified domain name or IP address of the
computer running Cyclone Interchange server.

3  Use admin as the user ID and Secret1 as the password when logging
on the first time. The user name and password are case sensitive.

These are the user ID and password of the default system user. After
logging on, we recommend creating a user with all permissions
enabled and using it as a system administrator. We also recommend
immediately changing the password of the user admin. See The
admin user on page 134..

The first time you log on a page titled Getting started displays. It
provides tips and links for configuring the application.
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Add a node

You need to add a node after logging on to the user interface the first time.
A node is an instance of a Java virtual machine. Your license might allow
you to run many nodes. Nodes perform the work of the application.
Having multiple nodes is a way of managing processing work loads in a
computer cluster. For more information see Nodes and clusters on

page 107.

Steps

1

Use the toolbar at the top of the user interface page to select the
system management area.

Notice that displayed on the system management page is the server
on which Cyclone Interchange was recently installed. Also notice that
there are no nodes for the server.

On the system management page, click Add a node in the task list at
the bottom of the page.

You can only add one node at a time. If you want to add another node,
repeat this procedure.

If you are licensed to use both Transaction Director and Cyclone
Interchange, select the application for the node.

Select the computer to add the node. As a new user, you probably
want to select the computer where Cyclone Interchange was recently
installed. However, if a computer cluster has been set up, you can
select another computer.

Select Add to add the node.

The system management page displays the node you added and for
the selected server. Notice the status is not running.

Click Start to the right of the node name to start the node. When the
node starts, the status changes to running.

With a running node in place, you can configure the application. See:

Getting started with Cyclone Interchange on page 209
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Configuring external SMTP server

When you have started the server and logged on to the user interface the
first time, one of the first things you should do is configure an external
SMTP server. The system uses this SMTP server by default to send mail,
unless its use is overridden in certain cases.

Go to the system management area of the user interface and click
Configure the global external SMTP server to set up the server.

Consult with your network or e-mail administrator for the information
needed to complete the configuration fields.

Stop the server

Use one of the following methods to stop the server:
On Windows, type stop in the server console window and press Enter.

On UNIX, execute stopServer.

Uninstalling

Use this procedure to uninstall Cyclone Interchange.

Steps

1  Stop the server.

2 If set up as a Windows service, uninstall the service. See Uninstall
service on page 43.

3 Delete the installation directory.

4  If uninstalling on a Windows computer, delete the Start menu
shortcuts and any desktop shortcuts.
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Cyclone Interchange may put different demands on an Oracle database
than other applications you use because it frequently adds, changes, and
deletes records. It is crucial for a database administrator to set up a
maintenance job that updates statistics at least once a week or more often
for busy systems.

The following topics provide basic guidelines for Oracle database
maintenance.

CAuTION:  The following topics offer minimal guidelines for maintaining
an Oracle database. You should have a qualified database
administrator address database configuration, maintenance
procedures and performance tuning. Database maintenance is
complex, and Oracle offers volumes of documentation. The
basic information here is not a substitute for a qualified DBA
or Oracle documentation or training.

Maintenance prerequisites

You must start by verifying the integrity and health of your Oracle
database configuration. There is little value in trying to maintain the
performance of a poorly running database. Of most vital importance is the
storage management options used when creating the tablespaces and
schema objects assigned to those tablespaces. A given tablespace should
use uniform extent sizes for all its objects. Schema objects within a given
tablespace should all be of the same general size and have very similar
capacity. For information on this, read the Oracle document “How to stop
defragmenting and start living” available at http://www.oracle.com/
technology/deploy/availability/pdf/defrag.pdf.

A qualified database administrator should review the Oracle instance’s
initialization parameters and monitor run-time performance to verify the
general health of the database in a production environment. Once a clean
bill of health has been given, and the users of the database are satisfied
with its performance, only then should the database maintenance
guidelines described in the following topics be implemented.
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Maintenance of Oracle database

Gathering statistics

It is important to keep the statistics up to date to give the Oracle query
optimizer the best possible chance of choosing the fastest access path
available to resolve a given request for data. For Oracle 9i databases, the
most efficient method of keeping the database statistics current is to:

1 Compute statistics reading all of the data once and only once to
establish the most accurate baseline statistics possible.

2 Turn on automatic monitoring of all tables in the schema. This keeps
track of the number of rows changed in each table.

3 Schedule a job to regather stale statistics once a week on tables with
greater than 10 percent changed rows.

4  Manually run the job to regather stale statistics after every bulk load,
purge or other operation that changes 10 percent or more of the data.

Here are some example code snippets that can be run from SQL*Plus as
the schema owner.

REM gather schema stats.sql

REM

REM Author: Troy S. Clark
REM Created: 03/23/2005
REM

REM This script contains code snippets to efficiently gather statistics
REM on all tables and indexes in a given database schema.

REM

REM This script should not be run directly, but rather used as a reference
exit

define SCHEMA OWNER=CITXD

set timing on

-— NOTICE: Using the exec command to execute a stored procedure in SQP*Plus
requires that

-= all of the arguments in the statement be on one line or it

generates an error.

-- 1. Gather full statistics on all tables/indexes in the schema -- only do
this once (i.e., the very first time)

exec dbms_stats.gather schema stats( ownname => '&SCHEMA OWNER', degree =>
4, method opt => 'FOR ALL INDEXED COLUMNS', cascade => true );

-- 2. Turn Table Monitoring On

exec dbms stats.ALTER SCHEMA TAB MONITORING (ownname => '&SCHEMA OWNER',
MONITORING => TRUE) ;

-- 3. On a periodic basis (e.g., every sunday) Gather only Stale Statistics
-= The statement below will only gather statics on tables/indexes that
have had more than 10% of rows changed...
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exec DBMS_ STATS.GATHER SCHEMA STATS (ownname => '&SCHEMA_OWNER',
estimate percent => 20, method opt => 'FOR ALL INDEXED COLUMNS', degree =>
4, cascade => TRUE, options => 'GATHER STALE' );

-- This code will create a new oracle dbms job to gather the stale stats
every Saturday night at 8:00 pm

DECLARE
X NUMBER;
BEGIN
SYS.DBMS_JOB.SUBMIT
( job => X,
what => 'DBMS_STATS.GATHER_SCHEMA_STATS( ownname =>
''EDIPROD'',
estimate percent => 20,
method opt =>
''FOR ALL INDEXED COLUMNS'',
degree => 4,
cascade => TRUE,
options =>

''GATHER STALE'' )ity
next date => to date('26/03/2005 20:00:00", 'dd/mm/yyyy hh24:mi:ss"'),
interval => 'NEXT_ DAY (TRUNC (SYSDATE), ' "SATURDAY'')+20/24",
no_parse => TRUE
)i

SYS.DBMS OUTPUT.PUT_LINE('Job Number is: ' || to char(x));
END;
/

commit;

Rebuilding indexes

Normal B*Tree indexes tend to reach a certain shape and then stay that
way, right balancing/rotation-of-pages as their integer based keys increase
in value. In this case (ever increasing integer key values), space made
available by deletions will be re-used over time. However, indexes having
other datatypes or patterns of key values (such as random integer values,
last names, and so on) will tend to continually grow because they cannot
reuse the empty space in the index fast enough to keep up with changes in
the shape of the B*Tree. This occurs because Oracle does not rebalance
B*Tree indexes upon every deletion and this behavior is a tremendous
performance enhancement. The space is simply left where it is as dead
weight. Whether this space is able to be reused is dependant upon the
nature of the key values of future inserted rows. Thus, it is important to be
able to identify which indexes would benefit from being rebuilt, and then
to only rebuild those indexes while leaving the healthy indexes alone.

Here is a script that can be run from SQL*Plus as a privileged user (that is,
sys, system or other user having been granted the DBA role) that will
produce a list of SQL statements to rebuild only those indexes that would
benefit from doing so. The criteria used can be tweaked to your personal
preferences, but the example below looks for indexes of B*Tree Height
greater than 4 or with more than 20 percent deleted leaf rows.
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REM
REM
REM (@indexes_that _need_to_be rebuilt.sql

REM

REM Based on.... Oracle Corp.'s example: rebuild indx.sql

REM

REM Copyright (c) Oracle Software, 1998 - 2000

REM

REM Author : Jurgen Schelfhout

REM

REM MODIFIED: Troy Clark 03/22/2005 --> modernized the implementation
REM

REM The sample program in this article is provided for educational
REM purposes only and is NOT supported by Oracle Support Services.
REM It has been tested internally, however, and works as documented.
REM We do not guarantee that it will work for you, so be sure to test
REM 1t in your environment before relying on it.

REM

REM This script will analyze all the indexes for a given schema

REM or for a subset of schema's. After this the dynamic view

REM index stats is consulted to see if an index is a good

REM candidate for a rebuild or for a bitmap index.

REM

REM Database Version : 8.1.X and above.

REM
REM

set pagesize 50000
set linesize 120
set trimout on

set trimspool on
set verify off

set serveroutput on

prompt

ACCEPT spoolfile CHAR prompt 'Output-file : ';

ACCEPT schema CHAR prompt 'Schema name (% allowed) : ';
prompt

prompt

prompt Rebuild the index when

prompt - deleted entries represent 20% or more of the current entries
prompt - the index depth is more then 4 levels.
prompt Possible candidate for bitmap index

prompt - when distinctiveness is more than 99%
prompt

spool &spoolfile

declare
v_ignore INTEGER;
v_height index_stats.height%TYPE := 0;
v_1f rows index stats.lf rows%TYPE := 0;
v_del 1f rows index_stats.del 1f rows%TYPE := 0;
v_distinct keys index stats.distinct keys$TYPE := 0;
begin

dbms_output.enable (1000000) ;

dbms output.put line ('Owner Index Name
% Deleted Entries Blevel Distinctiveness');

for rec in ( select owner, table name, index name
from dba indexes
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where owner like upper ('&schema')
and owner not in ('SYS', 'SYSTEM')
) loop
execute immediate 'analyze index ' || rec.owner || '.' |
rec.index name || ' validate structure';

select height,
decode( 1f rows, 0, 1, 1f rows ),
del 1f rows,
decode ( distinct keys, 0, 1, distinct keys
into v_height,
v_1f rows,
v_del 1f rows,
v_distinct_keys
from index stats;

-- Index is considered as candidate for rebuild when :

-= - when deleted entries represent 20% or more of the current entries
-= - when the index depth is more then 4 levels.

-— Index is (possible) candidate for a bitmap index when :

-- - distinctiveness is more than 99%

if ( v_height > 4 ) OR ( ( v_del 1f rows / v_1f rows ) > 0.2 ) then

dbms_output.put line( rpad( rec.owner,16,"' ') || rpad(
rec.index name, 40, ' ') ||
lpad(round((v_del 1f rows / v_1f rows) *

100,
3 ), 17, ") |
lpad( v_height - 1, 7, ' ') ||
lpad(round((v_1f rows - v _distinct keys)
* 100 /
v_1f rows, 3), 16, ' ") );
end if;

end loop;
end;
/

spool off

Oracle custom tablespaces option

Users of Oracle have an option to use custom tablespaces to permit
advanced schema management. Under this option, data are organized in
different tablespaces rather than the default of a single tablespace. This
reduces fragmentation of tablespaces and results in improved
performance of Cyclone Interchange.

This option is intended for large enterprise systems and should be
implemented and managed only with the help of a database administrator.
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The configuration for custom tablespaces must be completed using a new
database and before Cyclone Interchange server is started the first time.
Oracle users who want to change to custom tablespaces must manually
move tables and indexes.

Once custom tablespaces are in place, users can upgrade later to newer
versions of Cyclone Interchange without additional configuration,
provided the same database is used. This is possible because the settings in
the datastoreconfig.xml file carry forward to the new datastoreconfig.xml
file in the upgraded application.

The following steps describe how to implement custom tablespaces.

Steps

1 Install Cyclone Interchange and set up an Oracle database. See
Installation procedure on page 22 and Set up Oracle on page 31.

Do not start Cyclone Interchange server.
2  Edit a sql script to create the custom tablespaces in Oracle.

A sample script, create_tableSpaces.sql, is provided in [install
directory]\[build number]\conf\db. You can use the sample script or
your own.

If using the sample script, configure it for your environment. The
values of the following two properties must be set properly.

define ORASID=orasid

define DATA FILE PATH=/oradata/&ORASID/data

In the section of the file for tablespace names, you can use the names
as provided. If you change the names, you also must edit the
datastoreconfig.xml file to reflect the changed names. You can create
more or fewer tablespaces in your own script, but you must change
datastoreconfig.xml accordingly. Check each tablespace data file
number and size to make sure your database has sufficient capacity.

Save and close the file.

3 Open for editing the datastoreconfig.xml file in [install
directory]\[build number]\conf.

Change the value of the following element to true.
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<TableSpaces enabled="False">

Change the following only if you used your own sql script and not the
sample script or changed the tablespace names in the sample script.

<TableSpace type="Large Table" name="CYCLONE LARGE TABLES"/>
<TableSpace type="Medium Table" name="CYCLONE MEDIUM TABLES"/>
<TableSpace type="Small Table" name="CYCLONE_ SMALL TABLES"/>
<TableSpace type="Large Index" name="CYCLONE LARGE INDEXES"/>
<TableSpace type="Medium Index" name="CYCLONE MEDIUM INDEXES"/>
<TableSpace type="Small Index" name="CYCLONE_ SMALL INDEXES"/>

Each TableSpace entry must correspond to the tablespace name in the
sql script. To group two together (for instance, Medium_ Index and
Small_Index) into the same tablespace, set the name of the two
entries to the same value.

Save and close the file.
4  Run the sql script in Oracle.
5 Start Cyclone Interchange server. This creates the application’s

database schema according to the settings in the datastoreconfig.xml
file.
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When you install Cyclone Interchange, BEA WebLogic Edition the top-
level directory tree looks like this (for example, on Windows):

C:\[install_directory] \bn

\common

For the bn directory, the b stands for build and n is a placeholder for the
build number, which is a way of representing the software version. The
build number directory contains system files. The common directory
contains user data and certain files to be retained in an upgrade.

This directory structure is integral to a strategy for seamless upgrades to
future versions of this software. When upgrading, the new version is
installed in the same root directory (for example, C:\[install_directory]). A
new build number directory is created for the new version and resides
alongside the build number directory of the old version. The build number
directories contain the system files of their respective versions. After
upgrading, there remains a single common directory, which contains files
shared by both versions. For example, after installing an upgrade, the top-
level directory tree looks like this (again, on Windows):

C:\[install_directory] \b1
\b2

\common

We recommend making no changes to these directories as installed. This is
not a restriction on the location of integration and backup directories. You
can set up such directories inside or outside the application directory tree.
If inside the tree, create subdirectories of common. However, we urge
against creating subdirectories of the build number directory, as those
would not be replicated in an upgrade.

Procedure
¢ Upgrading from version 5.1 or later on page 56
Concepts

File comparison tools for upgrades on page 68
¢ Migrating version 4.2 trading profiles on page 71
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Upgrading from version 5.1 or later

Use this procedure if you are running version 5.1 or later of Cyclone
Interchange and intend to upgrade to a newer version. All data are
preserved in the upgrade.

Note: Ifyou are running a version 5 earlier than 5.1 of Cyclone
Interchange, contact technical support for help in upgrading. If
upgrading from Cyclone Interchange 4.2.x, this procedure
covers how to migrate profiles from the earlier version to the
new version.

When upgrading, the same database can be used from one version to the
next. Tables are changed or added, and data are preserved as part of the
upgrade installation process.

When using an Oracle database, the user name Cyclone Interchange uses
to connect to the database must not have permissions to access any
schema other than Cyclone Interchange schema. Unless the user is
restricted to only Cyclone Interchange schema, the application may try to
update tables in other schemas with names similar to tables in Cyclone
Interchange schema. The following is an example of a message when
Cyclone Interchange tries to update a table in another schema:

2004-11-25 10:38:09 - [Startup: startSingleton
ConsumptionActivitySweeper] ERROR (EventedThread.run:5) -
EventedThread error. Stopping.
kodo.jdbc.meta.MappingInfoNotFoundException: The "column" attribute/
extension for the version indicator on type
"com.cyclonecommerce.collaboration.transport.ExchangePoint.<version-
indicator>" is missing or names a column "JdoVersion" that does not
exist.

To resolve this, use Oracle Enterprise Manager Console and select
Security > Users > your_user > Roles Granted. Remove any roles
that would allow Cyclone Interchange to access schemas owned by other
users. For example, if one of the roles is DBA, the user can see all schemas,
including those owned by other users.

As a side note, when adding an Oracle user by using the Create Like
function, if the original user has roles you do not want the new user to have
(such as DBA), revoke those roles before starting Cyclone Interchange
server.

Various upgrading scenarios are possible, depending on whether you want
the same or different functionality in the new version. You can continue
using the same user license, presuming it has not expired and you want the
same functionality after upgrading. You need a new user license if you
want to add or change functionality. Technical support can answer
questions regarding user licenses.

56 Installation and Configuration Cyclone Interchange, BEA WebLogic Edition 5.4



Upgrading from version 5.1 or later

CAuUTION:  If you made changes in the previous version that involved

editing system files, post-processing scripts, in-line
processing, pluggable transports, parsing or other custom
changes, you must take steps to carry those modifications
forward to maintain the same functionality. Before starting the
new server, check the previous version’s build number site
directory for notes and files about custom changes. Use the
notes as a guide for making the same configuration in the new
version. If you did not document changes, take inventory of
the custom changes in the previous version. Failure to account
for custom changes may result in the new version performing
below expectations. See Planning for upgrades and disaster
recovery on page 89.

Steps

1 Review System requirements on page 3 to make sure your hardware
and software meet requirements for the application upgrade.

2 Ifyou want to run the application in a multiple computer cluster, see
Cluster Windows computers on page 111 or Cluster UNIX or Linux
computers on page 119 before proceeding.

3  Stop Cyclone Interchange server of the currently installed application.

4  If you use an external database, back it up. Also, check Databases on
page 10 to make sure your database version is supported.

5 Install the new version, following the instructions for your operating

system in Installation procedure on page 22.

The installer prompts for upgrade information. If installing on UNIX,
these are text prompts. If installing on Windows, the prompts display
on the window in Figure 2.

Cyclone Interchange, BEA WebLogic Edition 5.4 Installation and Configuration 57



3. Upgrading
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Figure 1. Installer upgrade information window

The following explains the upgrade options.

Not upgrading

Select not upgrading when:
Installing for the first time, or

Upgrading from a previous version, but you do not want to
migrate data.

Export 4.x profiles

Select export 4.x profiles when upgrading from Cyclone
Interchange 4.2.x and you want to migrate company and partner
profiles. You also must specify the path to the 4.2.x installation
directory. For more information about this option, see Migrating
version 4.2 trading profiles on page 71.

Upgrade from 5.x

Select upgrade from 5.x when upgrading and you will use the
same database as before.

Point the installer to the build number directory of the currently
installed version. This is an important step. For example, if the
current version is installed in C:\[install directory]\[build
number], use that path as the location of the previous installation.

The installer next prompts to use previous database
credentials. Select that option.
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Later, regardless of the upgrade option you select, the installer
prompts you to choose an installation directory. If upgrading from an
earlier version 5, normally you should select the installation directory
of the previous version. This places the build number directory of the
new version in the same tree with the build number directory of the
older version. Figure 4 is an example of this directory structure on
Windows.

SNs ¥install_directory
) b1155
) biz1z
[L2) comman

Figure 2. New and old build number directories in same tree

If you choose to install in another directory, copy the contents of the
older version’s common)conf directory to the new version’s
common\conf directory. This is necessary so the new version has the
same certificate information as the older version.

CAUTION:  After installation is completed, do not start the application
server until advised later in this procedure.

6 If you have changed any system files or added custom scripts or code
in the older version, refer to the site directory for your notes and
copies of custom files so you can carry the same functionality forward
to the newly installed application. See Planning for upgrades and
disaster recovery on page 89.

Alternately, tools are available to help you identify system files that
have been changed since the previous version was installed. Use of
these tools is explained in File comparison tools for upgrades on
page 68.

Once identified, you can locate your changes in the older system files
and make similar changes in the matching system files for the newly
installed application. Do not replace newer versions of system files
with older versions.

7  Start the server. If you are running the application in a multiple
computer cluster, make sure the server is running on all computers.

8 Ifupgrading from 5.1, check the system management page for
orphaned nodes and, if running on a multiple computer cluster, ghost
machines. If orphaned nodes or ghost machine are displayed, stop
and delete all nodes on the system management page. Then add and
start nodes of the same type until you have as many running as you
want on all machines you want.
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9 Check the message validation rules for community profiles to make
sure the rules are correct for signing and encryption of inbound
messages, if upgrading from a version that did not have such rules
(versions earlier than 5.3.2).

10 When you are satisfied the new version is operating properly, you can
delete, or backup and delete, the build number directory for the old
version at your discretion. You might want to retain the directory if
there is a possibility of reverting to the old version. If you do retain
the old version directory, do not try to run the old and new versions at
the same time on the same computer or with the same database.

File comparison tools for upgrades

If you have changed any system files in the build number directory, we
recommend checking whether you need to carry over custom settings
when upgrading to a new version. For example, you might have edited the
events.xml, log4j.properties or other configuration files and want the same
settings after upgrading. Although database records are preserved in an
upgrade, customized system files are not carried over from the old to new
version.

Three command-line tools are available to help you identify system files
that might have been changed after the previous version was installed or
that are different between the old and new version. The tools are in [install
directory]\[build number]\tools of the new version. All can be invoked
with the -? parameter to generate syntax usage help.

The tools useful for you depend on the version you are upgrading from.
The following explains the tools.

upgradelList

When installing 5.2, upgradeList is called by the installation process and
generates a snapshot of the entire application installation directory tree.
After installing, you can run the upgradeCompare tool and compare saved
snapshots.

You can run this tool by itself without parameters or use the -? parameter

to display help text. The tool writes to a file named cyclonelnstallation.txt.
Note that if you run upgradeList without parameters, the original snapshot
file created at installation time is overwritten. The following is a sample of
the content.

\ 1093367237950 0

\CycloneInterchangeREADME. txt 1089734570000 34680
\JettyLicense.pdf 1093337636000 20341
\TransactionDirectorREADME.txt 1088705501000 22248
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\bin\ 1093367241064 0
\bin\CycloneService.exe 1090275374000 94208
\bin\CycloneService.ini 1091833623000 1373
\bin\OBOE.properties 1068851942000 566
\bin\host_environment.cmd 1093367239943 700
\bin\ViewExecutiveLog.cmd 1086886108000 141
\bin\admin.url 1093367239422 97
\bin\aslTool.cmd 1076460741000 513
\bin\as2Tool.cmd 1076460740000 513
\bin\as3Tool.cmd 1076460857000 513
\bin\asxTool.cmd 1076460899000 513
\bin\createMachineEnv.cmd 1090695608000 635
\bin\db2 create.sql 1089754151000 2743
\bin\db2 runstats.cmd 1074123898000 309
\bin\db2 runstats.sql 1074123896000 414
\bin\dbConfig.cmd 1086372490000 895
\bin\dirTester.cmd 1089670945000 381
\bin\environment.cmd 1093367239402 1116
\bin\ftpTester.cmd 1090948658000 625
\bin\keyInfoWriter.cmd 1090865832000 1139
\bin\postInstall.cmd 1093367239422 89
\bin\postInstall.dat 1093337859000 1483340
\bin\startServer.cmd 1087248742000 1314

upgradeDiff

The upgradeDiff tool recursively compares the sizes of system files in the
old and new installation directory trees. The focus of the comparison are
the bin, conf and corelib directories and their subdirectories. These are the
most likely directories where changed system files can be found. You can,
however, alter the search to include or exclude other directories.

This tool is helpful if you are upgrading from a pre-5.2 version and do not
have a directory snapshot of the old tree, such as the upgradeList tool
provides for version 5.2 and later.

You can run this tool by itself without parameters or use the -? parameter
to display help text. The tool writes to a file named cycloneDifferences.txt.
The following is a sample of the content. Lines are truncated. Records with
the prefix <Diff> are the files detected to be of different sizes.

<Same> \confl\cyclone event.xsd cyclone event.xsd is a file that
<Diff> \confldatastoreconfig.xml datastoreconfig.xml is a file t
<Both> \conf\db\ db is a folder that exists both in C:\cyclone\b
<Both> \conf\db\shared\ shared is a folder that exists both in C
<Same> \confl\db\shared\alerts_schema.xml alerts_schema.xml is a
<Same> \conf\db\shared\cachet schema.xml cachet schema.xml is a
<Same> \conf\db\shared\clusterAdmin schema.xml clusterAdmin sche
<Same> \conf\db\shared\clusterbus_schema.xml clusterbus_schema.x
<Same> \conf\db\shared\common schema.xml common schema.xml is a
<Same> \conf\db\shared\events2 schema.xml events2 schema.xml is
<Same> \conf\db\shared\pcclasses.lst pcclasses.lst is a file th
<Same> \conf\db\shared\persistence schema.xml persistence schem
<Same> \confl\db\shared\valence schema.xml valence schema.xml is
<Both> \conf\db\submit2tx\ submit2tx is a folder that exists bo
<Same> \confl\db\submit2tx\submit2tx schema.xml submit2tx schema
<Both> \conf\db\tradingEngine\ tradingEngine is a folder that e
<Same> \conf\db\tradingEngine\collaboration schema.xml collabor
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<Same> \confl\db\tradingEngine\csos schema.xml csos_ schema.xml i
<Same> \conf\db\tradingEngine\ms sql server procs.xml ms_ sqgl se
<Same> \conf\db\tradingEngine\oracle procs.xml oracle procs.xml
<Same> \confl\db\tradingEngine\sybase procs.xml sybase procs.xml
<Diff> \confl\db\tradingEngine\tradingengine schema.xml tradinge
<Same> \conf\db\tradingEngine\webservices schema.xml webservice

upgradeCompare

The upgradeCompare tool searches for and lists changes made to an
installation tree after a snapshot was taken with the upgradeList tool. The
upgradeCompare tool compares the installation tree to a snapshot file in
the bin directory of the current or previous version.

The tool attempts to analyze the comparison with a prefix for each line in
the output file such as <Same>, <Only-Prev>, <Diff-PrevNewer>, <Diff-
CurBigger>.

The tool by default searches all directories and subdirectories, but
directories can be excluded to narrow the comparison.

You must run upgradeCompare with the -usecurrenttree or
-useprevioustree parameter to indicate whether to compare the
snapshot file to the current or previous build number directory. You also
can use the -? parameter to display help text. The tool writes to a file
named cycloneComparison.txt. The following is a sample of the content.
Lines are truncated.

<Only> \conf\businessprotocols\asx\ asx is a folder that
<Diff-CurBigger-CurNewer> \conf\businessprotocols\asx\con
<Only> \confl\businessprotocols\ebxml\ ebxml is a folder t
<Diff-CurBigger-CurNewer> \conf\businessprotocols\ebxml\c
<Only> \confl\businessprotocols\email\ email is a folder t
<Diff-CurBigger-CurNewer> \conf\businessprotocols\emaillc
<Only> \conf\businessprotocols\mmd\ mmd is a folder that e
<Diff-CurBigger-CurNewer> \conf\businessprotocols\mmd\conf
<Only> \confl\businessprotocols\raw\ raw is a folder that e
<Diff-CurBigger-CurNewer> \conf\businessprotocols\raw\conf
<Diff-CurBigger-CurNewer> \conf\crossworks.properties cross
<Diff-CurBigger-CurNewer> \confl\cyclone event.xsd cyclone
<Diff-CurBigger-CurNewer> \confl\datastoreconfig.xml datast
<Only> \conf\db\ db is a folder that exists only in C:\cyc
<Only> \confl\db\shared\ shared is a folder that exists onl
<Diff-CurBigger-CurNewer> \conf\db\shared\alerts schema.xm

Migrating version 4.2 trading profiles

If you are upgrading from Cyclone Interchange 4.2.x to 5.0 or later, you
can copy company and partner profiles to the new application. You cannot,
however, migrate Tracker data.

62 Installation and Configuration Cyclone Interchange, BEA WebLogic Edition 5.4



Migrating version 4.2 trading profiles

During installation of the trading engine, the system asked whether you
wanted to copy profiles from an earlier version. If you accepted this option,
the installer exported the profiles from the older application and wrote the
files to [install directory]\[build number]\profiles\staged. See Import all
profiles on page 73 for how to import those profiles to the new application.

If you did not export profiles during installation or need to export many
profiles again from an earlier version, see Export all profiles for how to use
a tool to export all profiles.

If you plan on installing version 5.0 or later on a different computer, you
can install the new version on the machine running 4.2.x simply to use the
installer’s tool for extracting the profiles from 4.2.x. Then copy the
exported profile files to the computer you plan to install the new version,
and delete the new version from the 4.2.x computer.

Export all profiles

Use this procedure to export all company or partner profiles at the same
time from Cyclone Interchange 4.2.x. This procedure does manually what
the version 5.0 or later installer does automatically.

Although you can use a password to protect the personal certificates
exported with this method, you should delete the profiles after you import
them to the trading engine, as anyone with a copy of the trading engine
software could also import them if the password became known.

Steps

If you used the profile export option when installing the trading engine,
that process created the profile tool described in step 1 through step 5. If
the tool already is in the Cyclone Interchange 4.2.x bin directory, go to step
6.

1  Locate the import utility in the Cyclone Interchange 4.2.x bin
directory. This file is named Import.bat in Windows and import in
UNIX.

2 Make a copy of the file and name it profileImportExport.bat
(Windows) or profileimportexport (UNIX). Leave the file in the
bin directory.

3  Open the file for editing and find the following string at the end of the
file:

upgrade.StartImport
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4  Delete the string and type the following string in its place:

Windows: util.ProfilelmportExport %*
UNIX: util.ProfileImportExport $*
5 Save and close the file.
6 Open a command window to run the utility. You need to run it twice,

first to export partner profiles and then company profiles. The order
does not matter. Run the utility from the bin directory.

The following is the syntax for exporting partner profiles:

profileimportexport -export -partner -all [destination
directory]

The following is the syntax for exporting company profiles:

profileimportexport -export -company -all [destination
directory] [password]

Specifying a password is optional for exporting company profiles, but
recommended to protect certificate private keys. Remember the
password when importing the profiles later.

Use separate destination directories for the partner and company
profile files, as this simplifies importing the files later. If a destination
directory does not exist, the utility creates it.

7  Goto Import all profiles.

Import all profiles

Use this procedure to import many company or partner profiles at the
same time. This procedure typically is used when migrating profile data
from Cyclone Interchange 4.2.x to 5.0 or later. You must import company
profiles before importing partner profiles.

This is not the procedure to use when importing one profile file at a time.
For that procedure see Exporting and importing profiles on page 231.

Note: In Cyclone Interchange 5.0 and later, company profiles are
called community profiles.

The quickest way to import profiles is to copy profile files to [install
directory]\[build number]\profiles\autoImport. Once the server is stared,
the trading engine on its own imports any compatible profiles it retrieves
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from this directory. If the system is unable to import a profile, it moves the
file to \profiles\autoImport\rejected. Once imported, the system moves
the profile files to the appropriate \profiles\backup subdirectory, either
community or partner.

If you prefer to manually import profiles, follow these steps.

1

Make sure the profile data files to import are accessible on Cyclone
Interchange server. The company and partner profile files need to be
in separate directories.

If you exported profile data during installation of Cyclone
Interchange, the profile files are in system directories. Company
profiles are in ..\profiles\staged\community and partner profiles are
in ..\profiles\staged\partner.

Open the user interface in a browser.

Go to the main trading configuration page and click Add a
community.

Select Import all profiles found in a directory on the server
and click Next.

If you want to import the profiles one at a time rather than all at once,
you can do that instead by selecting the option for importing a single
profile.

Type or browse to the directory where the company profile files are
stored. You can only select a directory that is on the server.

Type a password if the profiles were exported with one. Profiles that
were exported by the installer have a secret password that was
entered for you, so do not enter a password for those profiles.

Click Finish to import the company profiles. The company profiles
become community profiles in the new version.

Go to the community summary page for each imported profile and
check whether any tasks are required to complete the profile
configuration.

One thing you might have to check if the profile was imported from
version 4.2.x or earlier is the inbound integration delivery exchange.

If multiple company profiles were imported, you might consider
consolidating them into a single profile. This is possible because
community profiles support multiple routing IDs.
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10

1

12
13

Delete the company profile files from the server file system to protect
the integrity of the certificate private keys.

Go to the main partner page and click Add a partner.

Select Import all profiles found in a directory on the server
and click Next.

If you want to import the profiles one at a time rather than all at once,
you can do that instead by selecting the option for importing a single
profile.

Type or browse to the directory where the partner profile files are
stored. You can only select a directory that is on the server.

Click Finish to import the partner profiles.

Go to the partner summary page for each imported profile and check
whether any tasks are required to complete the profile configuration.
Check the details of third-party certificates imported with profiles to
make sure trusted roots are present.

Post-import tasks

After you import profiles, you should check the following items:

* & o o

Security settings

Integration delivery exchanges
Trading delivery exchanges
Secondary IDs

Security settings

In Cyclone Interchange version 4.x, security settings are specified on a per-
partner basis only. In this version, security settings are set up in the
collaboration settings and message validation sections of the community
profile, where you can set up message security on a community or per-
partner basis. Because each version handles these settings differently, the
import process cannot translate them properly. You should verify that the
partner security settings you used in version 4.x are reflected in this
application. See Collaboration settings on page 467 and Inbound message
validation on page 501.
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Integration delivery exchanges

The import process creates one integration delivery exchange for a
community. By default, the target location for the integration delivery uses
the following convention:

c:\[previous version’s installation directory]\[community routing ID]\in

You should verify that the target location for your integration delivery
exchange is suitable for your installation. If you run the trading engine in a
cluster, the target location should be a directory on a shared network drive.

You can only specify message routing based on MIME type and binary
message handling by calling a post-processing script from the integration
delivery exchange. See Manage file system integration on page 314 for
more information.

If you change the target location from that used by Cyclone Interchange
version 4.x, you must also update any back-end systems to retrieve
messages from the new locations.

Trading delivery exchanges

If you are migrating XML profiles from Cyclone Interchange 4.1.x or
earlier, those versions do not export all profile information that Cyclone
Interchange 5.0 and later requires. Upon importing profiles from version
4.1.x or earlier, check the configuration of trading delivery exchanges. You
might have to configure the exchanges after importing the profiles.

Secondary IDs

Secondary IDs in 4.2.x partner profiles import as additional routing IDs in
5.0 and later partner profiles. This might require you to perform
additional configuration if secondary IDs were used for re-routing
messages in 4.2.x. For more information see Message re-routing on

page 516.
o o o
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Tools and options

The following topics describe tools available for checking configurations
and troubleshooting. Information also is provided about the application’s
installation directory tree, how to plan for upgrading and disaster
recovery, and an overview of the system’s single sign-on capability.

Concepts

Tools in bin directory

Tools in tools directory on page 78

Installation directory tree on page 82

Single sign-on interface on page 88

Planning for upgrades and disaster recovery on page 89
Running the UI over HTTPS on page 91

* & 6 6 ¢ o

Procedure

¢ Database configuration tool on page 85
+  Binding network interfaces on page 87

Tools in bin directory

The application’s bin directory at [install directory]\[build number]\bin
contains a number of tools, some of which can be useful in certain cases.
The following table summarizes the tools and provides links for more
information for those you might have occasion to use.

If you use Windows, the names of these tools have an extension of .cmd
(for example, dbConfig.cmd). If you use UNIX, there is no extension (for
example, dbConfig).

Depending on whether you use Windows or UNIX, some of these tools
may not have been installed with the application. If a tool changes a value

in the database, restart the server for the change to take effect.

Table 2 - Tools in the application’s bin directory

Tool Description

[host]_environment  Sets the short and long names of the computer
running Cyclone Interchange server. This tool is
not for use by end users.
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Table 2 - Tools in the application’s bin directory

Tool

Description

admin

Opens the user interface log-on page in a
browser.

dbConfig

Displays and allows you to change connection
settings for an external database. See Database
configuration tool on page 85.

environment

Sets environment variables that are specific to
all nodes running on a particular computer.
This tool is not for use by end users.

netConfig

The system uses this utility to identify the short
and long names of computers running the
trading engine server. See Computer names and
clustering on page 109.

On Windows, this tool also manages the
contents of the CycloneService.ini file, as well as
the <machine>_environment.cmd script that is
used when the trading engine is run from a
command prompt.

startServer

Starts Cyclone Interchange server application.
See Start the server on Windows on page 40 or
Start the server on UNIX on page 41.

stopServer

The UNIX command to stop Cyclone
Interchange server application. See Stop the
server on page 46

systemuser

Changes or adds a system user and password.
This user is only used by Cyclone Interchange
system. This tool is not for use by end users,
except in connection with SSO.

unlockuser

Unlocks a user who is blocked from logging on
to the user interface after exhausting the
number of log on retries. See Unlocking a
blocked user on page 138.

Tools in tools directory

The application’s tools directory at [install directory]\[build
number]\tools contains a number of tools, some of which can be useful in
certain cases. The following table summarizes the tools and provides links
for more information for those you might have occasion to use.
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If you use Windows, the names of these tools have an extension of .cmmd
(for example, as1Tool.cmd). If you use UNIX, there is no extension (for
example, as1Tool). This does not apply to scripts with extensions of .sql.

Depending on whether you use Windows or UNIX, some of these tools
may not have been installed with the application. If a tool changes a value
in the database, restart the server for the change to take effect.

Table 3 - Tools in the application’s tools directory

Tool Description

as1Tool Packages, unpackages and dumps EDIINT
messages. This tool is not for use by end users.

as2Tool Packages, unpackages and dumps EDIINT
messages. This tool is not for use by end users.

as3Tool Packages, unpackages and dumps EDIINT
messages. This tool is not for use by end users.

asxTool Packages, unpackages and dumps EDIINT
messages. This tool is not for use by end users.

dataMover Migrates data from one database to another.

This tool is to be used only by some Cyclone
Activator users under the supervision of
technical support.

db2_ create.sql

Used in configuring a DB2 database. See Set up
DB2 on page 36.

db2_runstats

Updates new DB2 database tables and
optimizes their performance. See Set up DB2 on

page 36.

db2_runstats.sql

See db2_ runstats.

DeleteUploaded
DirectorDocs.sql

This script deletes all records in the Transaction
Director database. This tool is for use only upon
advice of technical support.

derby_1J Enables SQL queries of a Derby database. This
tool is not for use by end users.
diagnose When performing troubleshooting, this tool can

be used to compress and send log files to
technical support. Technical support often
requests log files when helping users. Run the
tool from a command line and follow the menu
prompts.
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Table 3 - Tools in the application’s tools directory

Tool

Description

dirTester

Tests the Java temp or other specified directory
by writing an unbuffered and a buffered temp
file. This tool is for use only upon advice of
technical support.

exportProfile

Exports community and partner profiles to
XML files. Community profiles are exported as
partner profiles. The advantage of this tool is
the exporting of partner profiles as partner
profiles, an option not available in the user
interface. Run exportProfile without parameters
to display directions for using the tool. This tool
is only for use with Cyclone Interchange 5.4 or
later.

ftpTester

Verifies interoperability of the trading engine
with FTP servers. See FTP tester tool on

page 549.

httpTester

Tests whether an HTTP client can connect to the
HTTP server. This tool is for use only upon
advice of technical support.

jmsTester

Checks for proper configuration of JMS queues.
See JMS transport on page 297.

keyInfoWriter

Extracts KeyInfo element information from a
certificate for use in a CPA for ebXML trading.
See Extracting the KeyInfo element for a CPA on

page 594.

logViewer

Interleaves multiple log files and sorts log
entries chronologically. It also can filter log
categories, log levels and threads. This tool is
not for use by end users.

messagePurgeTool

Immediately deletes all database records of
traded messages and all files in the backup
directory. See Purge all records, backup files on

page 542.

netInfo

Finds network interfaces for a computer. See
Binding network interfaces on page 87.

peerNetwork
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Table 3 - Tools in the application’s tools directory

Tool

Description

postInstall

Sets up Cyclone Interchange server as a
Windows service and adds shortcuts on the
Start menu. See Use postInstall to add Windows
service on page 43.

postInstall.dat

See postInstall.

rejectInprocess
Messages

Sets Cyclone Interchange messages that are
stuck in the in-process state to a status of failed.
This tool is for use only upon advice of technical
support. For use only when nodes are stopped.

sftpTester

Verifies the operation of the SFTP client in the
trading engine and a partner’s SFTP server. See
SFTP transport on page 291.

update

Updates the database. This tool can be used only
when instructed after receiving an update.dat
file from technical support.

upgradeCompare

Searches for and lists changes made to an
installation tree after a snapshot was taken with
the upgradelList tool. This tool is used when
upgrading. See File comparison tools for
upgrades on page 68.

upgradeDiff

Recursively compares the sizes of system files in
the old and new installation directory trees. This
tool is used when upgrading. See File
comparison tools for upgrades on page 68.

upgradeList

Generates a snapshot of the entire application
installation directory tree. This tool is used
when upgrading. See File comparison tools for
upgrades on page 68.

Installation directory tree

Application files used by Cyclone Interchange are in two primary
directories under the installation directory. These are the build number
directory and the common directory.

The build number directory holds application files. The name of the build
number directory is in the format bn, where n is a number. A build
number is another way of representing the version of the software. The
subdirectories and files in the build number directory are specific to a

particular version.
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The common directory holds files used by a particular installation of
Cyclone Interchange or by multiple instances running in a cluster
environment. These files are not specific to a particular software version
and could be re-used when a newer version is installed later.

There is a third directory at the same level as the build number and
common directories. It is the JRE directory that holds the Java Runtime
Environment files used by the application. This directory is named in the
format jre_n.n, where n.n stands for the JRE version number. In
versions before 5.4, the JRE directory was under the build number
directory.

The following topics describe the subdirectories of the build number and

common directories. These are general descriptions to provide a high-level
familiarity and not a detailed accounting of all subdirectories and files.

[install directory]\[build number]

The following table describes the subdirectories of the build number
directory.

Table 4 - Build number directory descriptions

Directory Description

bin Holds scripts or tools for starting the server, installing
Windows service, changing database connection settings.
Also contains environment files.

conf Stores configuration files for alerts, events and many
other functions. This directory also is the home of the
license.xml file, which controls application functionality

permissions.

corelib Repository for JARSs of third-party applications used by
Cyclone Interchange. This directory also stores database
drivers.

doc User documentation in PDF format for Cyclone

Interchange. This is in addition to a help system that is
accessible on the Help menu in the user interface.

image Contains application icon files used on the Start menu on
computers with Windows operating systems.

jars Repository for JARs proprietary to Cyclone Interchange.

logs Holds most of the log files generated by the system.
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Table 4 - Build number directory descriptions

Directory Description

profiles This is where XML profile files can be copied for manual
or automatic importing to Cyclone Interchange.

samples Contains sample code for demonstrating uses of various
optional features.

site Recommended directory for users to document custom
changes made to Cyclone Interchange and for storing
custom scripts and code as an aid for upgrading or
disaster recovery.

tools Has scripts for executing various troubleshooting and
configuration tools.

util Contains files and user documentation for optional
utilities for Cyclone Interchange and Transaction
Director.

webapps Stores system files used by web services and the user
interface.

[install directory]\common

The default location for the common directory is [install
directory]\common. In a clustered environment, the common directory
must be shared so it is accessible by all nodes. Usually this means the
common directory is on a network file system.

The location of the common directory is determined during installation.
The commonPath entry in the filereg.xml file notes the location of the
common directory. The filereg.xml file is in [install directory]\[build
number]\conf

The following table describes subdirectories of the common directory. Not
all of these directories may appear or be used on your file system.

Table 5 - Common directory descriptions

Directory Description

conf Stores security files such as certificate keys and
certificate revocation lists.

cpatemplates Where Cyclone Interchange stores imported CPA
templates used for ebXML trading.
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Table 5 - Common directory descriptions

Directory Description

data Contains copies of files processed by Cyclone
Interchange. Message tracker uses these files. Users can
control the volume of files through controls in the user

interface.

diagnose This directory is used by the diagnose log file packaging
tool to store compressed files. See diagnose on page 80.

filestore Contains copies of the files uploaded to Transaction
Director.

logs Transaction Director writes a log file to this directory

when GENERATE_AUDIT_LOGS=true in the
txserver.properties file. By default this log is turned off.

webtrader Cyclone Interchange default directory for storing
documents exchanged between a web trader and a
community sponsor.

Database configuration tool

Database driver and connection information for Cyclone Interchange is in
a file named datastoreconfig.xml in [install directory]\[build
number]\conf. A tool is available for viewing or changing information in
this file. You can use it when you want to:

Change from one database to another
Change or correct a parameter such as database name or password
¢ Test the database connection

The database password is encrypted in datastoreconfig.xml, so you must
use the tool to change the password. You cannot edit datastoreconfig.xml
to change the password.

The database configuration tool is named dbConfig.cmd for Windows and
dbConfig for UNIX. It is in [install directory]\[build number]\bin.

The tool can be used with a graphical user interface or executed from a
command line.

To run the tool in GUI mode, in Windows double-click dbConfig.cmd or
run dbConfig.cmd in a command window. In UNIX run dbConfig in a
console window.
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Figure 8 shows the database configuration window. The fields display the
current database information in datastoreconfig.xml.

& Datastore Configurator
'Select database:
DB host: localhost
Port:
Driver:
DB name: haboob

User name: dba

Password: -

iConfirm password: =

Microsoft SOL Server v |

1433

net.sourceforge.jtds. jdbc. Driver

| Save || Test Connection || Exit |

Figure 7. Database configuration window

The tool can be run in a command line with the following parameters:

[-? | -help] [-d (sybase|sqlsrvr|ora|db2|derby)] [-p port] [-h host]
[-n dbname] [-u username] [-pd password]

When you execute the tool from a command line, you can change
information, but not display current information as with the GUI.

Here are some guidelines for using the database configuration tool.

1
2

Before using the tool, close Cyclone Interchange server.

If you change the database type to Oracle, copy ojdbc14.jar to [install
directory]\[build number]\corelib\db\oracle. See Download Oracle
drivers on page 31.

To use the test connection feature in the GUI, change the fields you
want and click Test Connection. If the database has been created,
the information in the fields is correct and the tool can connect to the
database, the test should succeed. If not, make changes and test
again. When you are satisfied with the results, click Save.

When using the GUI, click Save before exiting or your changes are
not saved. Changes are saved to datastoreconfig.xml in the

application’s conf directory.

Restart Cyclone Interchange server when you are done.
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Binding network interfaces

This topic describes an advanced control you can ignore unless binding of
servers is important from a network management perspective.

By default, all of this application’s internal socket servers (for example,
HTTP, SMTP) are bound to all network interfaces of the computer used as
the application server, or computers used as servers if a clustered
environment. This allows clients to connect to the servers on any of the IP
addresses associated with the network interfaces in a given machine. For
example, if a machine has two network interfaces having IP addresses
10.10.1.1 and 10.10.1.2, the HTTP server for the user interface would be
available on both IP addresses at the default port of 6080. The same would
apply to the HTTP server for trading (if configured), but at the default port
of 4080. Note that all servers also would be available on the loop-back
interface, 127.0.0.1, as well (if available). For the majority of users, the
default behavior of binding to all available IP addresses is satisfactory.

The other option is to bind only to the IP address of the application server
identified by the CYC_NETWORK_NAME property. This property is in
the [machine name] environment file, or files if a clustered environment.
The file is in [install directory]\[build number]\bin.

To bind only to CYC_NETWORK_NAME, go to the system management
page in the user interface and click Configure system properties.
Select the CYC_NETWORK_NAME option and click Save changes.
Restart the server for the change to take effect.

There is a command-line tool in the application’s tools directory named
netInfo that you can use to identify the network interfaces on the
application server. Note that it may report more than one IP address per
network interface, depending on how your network is configured. The tool
also reports the value of CYC_NETWORK_NAME. Run the script without
parameters from the tools directory.

Single sign-on interface

Cyclone Interchange has a pluggable interface that allows connection to an
external single sign-on (SSO) system. This interface supports the product’s
existing Cachet SSO interface, but can be replaced by a user
implementation that accesses an SSO repository.

This pluggable interface actually has multiple interfaces that can be
implemented separately, depending on the required level of SSO
integration. The interfaces are:
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UserAuthority  Verifies users and permissions.
UserManager  Creates or modifies users or groups.

Notification For use by a remote system to notify Cyclone
Interchange server when a user is invalid.

Cyclone Interchange internally uses the same SSO architecture that is
available to an external SSO system. Figure 10 shows a simple comparison
of external and internal implementations.

External SSO implementation Internal SSO implementation

I Java interface I I |

UserManager
Users, »‘ ’7
permissions UserManager
External and roles Cvclone
580 SYEI'VEI'
R UserAuthority UserAuthority
Add, delete *
users
Bridge code
User writes .
this security.xml _Use this file to switch between
file internal and external
implementation

Figure 8. SSO external and internal implementation

Documentation and sample code are provided to help you implement the
SSO framework for an external SSO system. The following describes the
documentation and sample code and where you can find it. The referenced
directories are subdirectories of [install directory]\[build number].

Documentation

The following SSO documentation is provided.

SsoDemoReadme

SsoDemoReadme is a text file with instructions for building a
demonstration SSO implementation. This is for demonstration
purposes only and should not be used in production.

Location: \samples\sso
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User Authority and User Management Guides
This documentation describes the SSO interfaces and the
functionality of user management, user authority and cache
management.
Location: \samples\sso\docs
Double-click index.html to open the documentation in a browser.
Javadoc
The Javadoc describes the Java classes for SSO.

Location: \samples\sso\docs\javadocs

Double-click index.html to open the Javadoc in a browser.

Sample code

Sample code is available to create a demonstration SSO implementation.
The SsoDemoReadme file explains how.

Location: \samples\sso\src\demo

Planning for upgrades and disaster
recovery

Besides following your company’s policies for backing up data and
applications, steps are recommended to make upgrading and disaster
recovery easier for Cyclone Interchange.

Managing Cyclone Interchange typically involves making custom changes
to fit your processing needs. This can mean editing system files or adding
your own scripts and Java classes for purposes such as post-processing, in-
line processing, parsing, pluggable transports or other custom changes.

The extent of custom changes depends on the complexity of your
configuration. Regardless of the complexity, the best practice is to
document your changes and keep copies of custom scripts or code files.

Cyclone Interchange provides a file system directory to help in
documenting custom changes. The directory is [install diretory]\[build
number]\site. A readme text file there provides an overview. An advantage
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of using the site directory is that upon upgrading to a new version, the
contents of the site directory from the old installation directory tree are
copied to the new version as part of the installation process.

The site directory has subdirectories with the following recommended
uses.

bin

Store copies of your post-processing scripts, other scripts or
executable files.

Where possible in the user interface, use a relative path to point to
this directory (for example, for a post-processing script). After
upgrading to a new version, you will not have to alter the path in
the UL

conf

Store copies of custom configuration files.

doc

Store text documents containing notes about custom changes.
These can be notes about any changes that would be a useful
reference for someone peforming an upgrade or disaster recovery.

For example, if you edit the alerts.xml or events.xml file in [install
directory]\[build number]\conf, document the changes in a text
file and save it here. When upgrading, use the notes to make the
same changes to the alerts.xml or events.xml in the new version.

Note that it is not recommended to make backup copies of changed
system files for the purpose of substituting the backed up files for
ones in a newly installed application. This is because system files
may have been changed by the software developers between an old
and new version of the application. This is especially true of the
filereg.xml file. The filereg.xml file installed with a new version
should always be used.

Custom changes for some values in system files do not require
documenting because they are forwarded during an upgrade by the
application installer. This includes the commonPath entry from
filereg.xml, the certs and crls paths in crossworks.properties, and
the filestore and audit log paths in txserver.properties.
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jars

Store Java archive files for in-line processors, pluggable transports,
JMS, custom parsers. Your custom code should reference this
directory as ../site/conf. Any JAR copied to this directory
automatically is included in the classpath before [install
directory]\[build number]\jars.

Running the Ul over HTTPS

The default way for browsers to connect to the application server’s user
interface is via HTTP. The typical URL used by a browser is: http://
hostname:6080/ui. Optionally, you can have browsers connect via HTTPS
(HTTP over SSL). The following topics explain how to configure this.

Use keytool

Configuring browsers to connect via HTTPS requires using keytool, a
security tool in the Java Development Kit. For documentation explaining
the use of keytool, go to:

http://java.sun.com/j2se/1.5.0/docs/tooldocs/index.html#securit

Self-signed or CA certificate

The server can use a self-signed certificate or one issued by a certificate
authority. Upon connecting, the server presents the certificate and public
key to the browser to establish the secure connection.

If you have a CA-issued signed certificate, see the keytool documentation
and the instructions from your CA for ways to create your keystore.
Otherwise, you can use keytool to create your own self-signed certificate.
The following is an example of a keytool command for creating a self-
signed certificate:

keytool -genkey -alias jetty -keyalg RSA -sigalg
SHAlwithRSA -validity 1000 -keystore ui-ssl.keys

When keytool prompts for your name, enter your machine's fully qualified
domain name (for example, host.domain.com). You also must enter a
password for the keystore file and a password for the private key.

You can use any values you want for the -alias, -validity and -keystore
parameters. We recommend always using -keyalg RSA. Instead of -sigalg
SHA1withRSA, you can use -sigalg MD5withRSA. See the keytool
documentation for more information about generating key pairs.
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Copy the keystore file to [install directory]\common\conf\keys. This is
where Cyclone Interchange stores its other keystore files.

Edit startup.xml file

You must add an HTTPS service in the startup.xml file in [install
directory]\[build number]\conf.

Open the file for editing. Locate the following commented-out control
node service element:

<Service
class="com.cyclonecommerce.clustercontroller.httpserver.HttpsServerStarter"
param="port=443

keystore=../../common/conf/keys/ui-ssl.keys

keystoreType=JKS

keystorePassword=keystorePassword

keyPassword=keyPassword

clientAuthentication=false"/>

Uncomment this section of the file.

This control node service element has a class attribute of
com.cyclonecommerce.clustercontroller.httpserver.HttpsServerStarter.
This element tells the server to run the UI over an HTTPS server using:

Port 443
Keystore file ../../common/conf/keys/ui-ssl.keys

Keystore type of JKS

Keystore password of keystorePassword

Private key password of keyPassword

No client authentication (see Client authentication on page 93)

* 6 ¢ 6 o o

Note that all parameters to HttpsServerStarter are specified in the single
param attribute.The value of the param attribute is one or more name-
value pairs. If a parameter value contains white space or other special
characters, enclose the value in double quotes or single quotes. For
example:

param="port=443
keystore=../../common/conf/keys/ui-ssl.key
keystoreType=JKS
keystorePassword=&quot;a password with spaces&quot;
keyPassword="another password with spaces'
clientAuthentication=false"

Note the use of &quot; to specify double quotes.

The port, keystore, keystorePassword and keyPassword parameters are
required. The other parameters are optional and are shown with their
default values.
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Client authentication

If the clientAuthentication parameter is set to true for the HTTPS service
in the startup.xml file, the server requires the user's browser to send a
certificate back to the HTTPS server. How a browser picks which
certificate to send varies by browser. But the certificate must be a personal
certificate with a private key owned by the browser user.

The HTTPS server must trust the certificate returned by the browser
client. If a browser user has a CA-issued certificate for authentication, you
only must trust the root CA certificates. If a browser user has a self-signed
certificate, the user must export the certificate and public key to a file and
give you the file. You then must import the certificate to your keystore, as
the following example shows:

keytool -import -keystore ui-ssl.keys -alias clientl -
file client cert.cer

Multiple private keys

If your keystore contains multiple private key entries, they must all have
the same key password. The HTTPS server selects one at random to use as
the server's SSL certificate. This is not a recommended practice, as it will
not be clear to you or your clients what certificate will be used by the SSL
server. If you want to replace an old private key with a new one, it is
recommended that you use:

keytool -delete -keystore ui-ssl.keys -alias keyAlias

0’0
7
0.0
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Navigating the user
interface

The web-based user interface has been designed for ease of use. It employs
many of the conventions found on popular web sites, and you navigate it
just as you would any web site. Self-guiding wizards are used liberally to
walk you through configuration tasks.

Concepts

Online GUI introduction

The toolbar on page 95

Task and alert display latency on page 97
Navigation aids for the trading engine on page 98
Help for users of earlier versions on page 99
Fields that disappear on some pages on page 105

* ¢ 6 6 ¢ o

Online GUI introduction

An animated introduction to the user interface is available online. To
launch the tour, log on to the user interface and click the GUT introduction
link on the Help menu. The tour introduces the major areas of the user
interface and how to navigate them.

The toolbar

The primary navigation aid is the top toolbar.

Figure 11. Toolbar example

The following table describes all toolbar elements. Elements, except
Home, expand when you place the cursor over them to reveal task menus.

Icon Name Link description
Home Application home page for a
,.:l*.lk. G dashboard view of system
activity.
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Icon

Le

Help

Name

CSOS

Message
tracker

Reports

Alerts

Alerts

System
management

Peer network

Trading
configuration

Partners

Users and
roles

Help

Link description

Configure and view orders
for compliance with the
Controlled Substance
Ordering System. This
displays only when users
have a CSOS license.

Search and display trading
activity records and
documents.

Configure user-defined
reports.

View the alert activity report

View alerts.

Blinking icon indicates
alerts requiring user
attention. When there are no
alerts, the icon changes to
the alerts icon.

Manage miscellaneous
system configurations.

Lets users configure a
network for managing
multiple trading engine
clusters. This displays only
when users have a peer
network license.

Configure trading
community entity profiles
and other trading settings.

Configure trading partner
profiles.

Configure users and
permissions.

Product information and
user documentation.
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Task and alert display latency

Task and alert display latency

Because of the way the server polls for status, tasks or alerts may continue
to display on the tasks and alerts toolbar menu for up to several minutes
after you have clicked on them and resolved the items. This also means
tasks or alerts may not display immediately upon being triggered, but
anywhere from some seconds to several minutes later. This is the result of
a tuning adjustment that favors overall user interface performance and
faster page loading. The trade-off for the improved performance is the task
and alert display latency. For instance, if you satisfy an alert condition, the
alert may continue to display on the toolbar for up to up to several
minutes. The duration of the latency depends on the occurrence of the next
interval when the server polls for task and alert status. At the next polling
interval, the server finds the alert has been resolved and stops displaying
it.

The display latency only occurs in the UI It has no bearing on real-time
writing of events to log files or sending of events via e-mail, if configured in
the alerts.xml file in the system conf directory.

Navigation aids for the trading engine

The trading engine has graphics that help you manage trading profiles and
configurations for communities and partners. When you place the cursor
over an element, a red box illuminates the area. You can click any element
to go to the named area.

Figure 16 shows the community navigation graphic, and Figure 18 shows
the partner graphic. The graphics appear on the community or partner
summary page and related pages.

Q Surnrnary ? o |
I.‘- e 4'.' Delwerl,' — rog

—_—
— TTD
: Inteqration Message Pickup exchange
Properties deluen,l ualldatlgon . Trading partrers
@Cer‘tiﬁcates - '- — 1
HTTP

. Integ ration Message
Routing 1D= pickup handler C°L'§g,°rf§§'°” Proviy

ﬁ Contact

Figure 12. Community navigation graphic
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Figure 13. Partner navigation graphic
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For more information see:

¢+ Anatomy of a community profile on page 222
+ Anatomy of a partner profile on page 228

Help for users of earlier versions

If you have used earlier versions of Cyclone software, you will notice
significant differences between your legacy system and this application.
Taking a few minutes to explore the user interface, you will find many of
the same features and functions, but with a fresh look and feel.

Experienced users of Cyclone Interchange will notice a change in the way
the new application manages trading profiles. Where Cyclone Interchange
used companies as the entities representing your side of trading
relationships, this application uses communities. This metaphor also
envelopes all your trading partners. A community not only is the entity
representing your organization or company, but your partners as well.
Figure 20 illustrates this concept, which is reflected in the user interface.
For more information about communities, see Trading configuration on

page 219.

Community entity

Your H B
organization
or company H N

Your partners

Figure 14. The trading engine view of a community entity

The following topics are to help users of earlier versions of Cyclone
Interchange locate functionality in the user interface of this updated
application. The company and partner profile windows of version 4.2.x are
related to areas of the new user interface.

Relating 4.2.x company profile to new system

The following relates the functionality in a 4.2.x company profile to its
location in the user interface of 5.0 and later.
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4.2.x Identity tab

Location of functionality in 5.0 and later:

To enter contact information for a new community, select Trading
configuration > Manage trading configuration and click Add a
community.

To change contact information, open the community summary page. Do
this by selecting Trading configuration and the name of the community
under Recent communities, or select Trading configuration >
Manage trading configuration and click the community name. Once
the community summary page is displayed, click Contact in the
navigation graphic at the top of the page.

4.2.x Preferences tab

Location of functionality in 5.0 and later:

This version does not support sending alert or notification messages by e-
mail.

Message backups are part of the configuration for delivery exchanges,
which are what transports are called. To view or change a backup
preference, open a community or partner summary page and do the
following.

On a community summary page, click Integration pickup, Integration
delivery or Delivery exchange in the navigation graphic at the top of
the page. Click a delivery exchange and select the Advanced tab.

On a partner summary page, click Delivery exchange in the navigation

graphic at the top of the page, click a delivery exchange and select the
Advanced tab.

4.2.x Inbound Protocols tab

Location of functionality in 5.0 and later:

Delivery exchanges for receiving messages from partners are set up in
community profiles.

On a community summary page, click Delivery exchange in the
navigation graphic at the top of the page.
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To view or change a delivery exchange for receiving messages, click a
delivery exchange. To add a delivery exchange, click Add a delivery
exchange to open the delivery exchange wizard. See The delivery
exchange wizard on page 273.

For information about delivery exchanges, see Delivery exchanges on
page 263.

4.2.x XML tab

Location of functionality in 5.0 and later:

Setting XPaths for senders and receivers in XML documents is part of the
configuration of an integration pickup delivery exchange and a community
delivery exchange for receiving messages.

To set up XPaths in a new integration pickup delivery exchange, open the
delivery exchange wizard. See The delivery exchange wizard on page 273.

To view or change XPaths in an integration pickup delivery exchange, click
Integration pickup in the navigation graphic at the top of a community
summary page. Click the name of a delivery exchange and select the From
address or To address tab.

To view or change XPaths in a community delivery exchange for receiving
messages, click Delivery exchange in the navigation graphic at the top of a
community summary page. Click the name of a delivery exchange and
select the From address or To address tab.

For more information, see From address and To address tabs on page 385

4.2.x System Directories tab

Location of functionality in 5.0 and later:

A community retrieves messages for sending to partners using an
integration pickup delivery exchange. On a community summary page,
click Integration pickup in the navigation graphic at the top of the page.

A community routes messages received from partners to an integration
delivery exchange. On a community summary page, click Integration
delivery in the navigation graphic at the top of the page. If there is more
than one exchange, the community uses the one at the top of the list.

You also can use post-processing scripts to direct inbound EDI, XML or
binary messages to separate directories. See Manage file system
integration on page 314.
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4.2.x Integration tab

Location of functionality in 5.0 and later:

The following delivery exchanges are supported for routing messages
received from partners to back-end systems: FTP, file system, JMS,
MQSeries, eb XML message meta-data and web services API client. Post-
processing also is supported.

To add or change an integration delivery exchange, click Integration
delivery in the navigation graphic at the top of a community summary
page. Click a delivery exchange to view or change or click Add an
integration delivery exchange.

See Post-processing configuration details on page 308 for information
about this option.

4.2.x Tuning tab

Location of functionality in 5.0 and later:

Tuning is part of the configuration of delivery exchanges.

On a community summary page, click Integration delivery,
Integration pickup or Delivery exchange in the navigation graphic at
the top of the page. Click a delivery exchange and select the Advanced
tab.

On a partner summary page, click Delivery exchange in the navigation

graphic at the top of the page. Click a delivery exchange and select the
Advanced tab.

Relating 4.2.x partner profile to new system

The following relates the functionality in a 4.2.x partner profile to its
location in the user interface of 5.0 and later.

4.2.x ldentity tab

Location of functionality in 5.0 and later:

To enter contact information for a new partner, select Partners > Add a
partner.
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To change contact information, open the partner summary page. Do this
by selecting Partner and the name of the partner under Recent partners,
or select Partners > Manage partners and click the partner name.
Once the partner summary page is displayed, click Contact in the
navigation graphic at the top of the page.

The message handler area of the user interface manages message
rerouting. On a community summary page, click Message handler in the
navigation graphic at the top of the page. For information see Message
handling on page 509.

4.2.x Preferences tab

Location of functionality in 5.0 and later:

The controls on the Preferences tab are located in various places in the new
user interface.

Settings to preserve original file names or generate unique file names are
part of delivery exchange configuration for partner delivery exchanges and
community integration delivery exchanges. On a partner summary page,
click Delivery exchange in the navigation graphic at the top of the page.
On a community summary page, click Integration delivery in the
navigation graphic at the top of the page.

The setting to compress documents a community sends is part of
collaboration configuration. On a community summary page, click
Collaboration settings in the navigation graphic at the top of the page.
Click Default settings at the top left of the page.

The setting to allow or reject duplicate EDI messages received from
partners is part of message validation configuration. On a community
summary page, click Message validation in the navigation graphic at
the top of the page.

Settings to resend messages when a community does not receive an
expected receipt are part of collaboration configuration. On a community
summary page, click Collaboration settings in the navigation graphic at
the top of the page. Click Default settings at the top left of the page and
select the Reliable messaging tab.

Settings to try again to send a message when a transport fails are part of
the configuration of a delivery exchange for sending messages to partners
and a community integration delivery exchange. On a partner summary
page, click Delivery exchange in the navigation graphic at the top of the
page, click an exchange and select the Advanced tab. On a community
summary page, click Integration delivery, select an exchange and select
the Advanced tab.
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4.2.x Outbound Protocols tab

Location of functionality in 5.0 and later:

Delivery exchanges for sending messages to partners are set up in partner
profiles.

On a partner summary page, click Delivery exchange in the navigation
graphic at the top of the page.

To view or change a delivery exchange for receiving messages, click a
delivery exchange. To add a delivery exchange, click Add a delivery
exchange to open the delivery exchange wizard. See The delivery
exchange wizard on page 273.

For information about delivery exchanges, see Delivery exchanges on
page 263.

4.2.x Firewall tab

Location of functionality in 5.0 and later:

A community can route all outbound messages through an HTTP proxy
server. On a community summary page, click HTTP proxy. See
Outbound HTTP proxy on page 399 for information.

A community also can connect to a partner through an HTTP proxy if the
partner requires this. On a partner summary page, click Delivery
exchange, click an HTTP or HTTPS delivery exchange and select the
Proxy tab.

4.2.x Security tab

Location of functionality in 5.0 and later:

Settings for signing and encrypting messages are part of collaboration
configuration.

On a community summary page, click Collaboration settings in the
navigation graphic at the top of the page. Click Default settings at the
top left of the page. For information see Collaboration settings on

page 467.
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4.2.x Binary Directories tab

Location of functionality in 5.0 and later:

A community can route binary messages received from partners to a
specific directory using a post-processing script. For information see
Manage file system integration on page 314.

Fields that disappear on some pages

On some pages in the user interface, you might notice that some fields
have disappeared. This occurs when you place the cursor over any part of
the top toolbar. The disappearing fields are noticeable especially on the
Message tracker page. The fields disappear only on some pages and only
when the cursor is over the toolbar. The fields reappear when the cursor is
moved away from the toolbar. This is an intentionally designed behavior to
ensure that toolbar menus display properly when expanded menus overlap
page fields. The display issue is solely browser-related and has no effect on
the operation of Cyclone Interchange.
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Nodes and clusters

Your user license might authorize you to run Cyclone Interchange, BEA
WebLogic Edition with multiple nodes. A node is a Java virtual machine
(JVM). Nodes perform the processing work of the application. Multiple
nodes are called a cluster, and a cluster can run on one or multiple
computers.

This chapter does not apply to users who are licensed to operate only the
trading engine in a single JVM mode on a single computer.

CAUTION:  When clustering on multiple computers, performance can be
affected when processing nodes are separated by network
infrastructure such as routers, proxies, hubs and
concentrators. The more infrastructure that clusterbus
messages must pass through, the more likely operational
issues may occur. In addition, while clustering on multiple
machines has been tested on LANSs, it has not been tested on

WAN:S.
Concepts
¢ Cluster description on page 107
¢  Computer names and clustering on page 109
¢ Getting started with nodes on page 111
¢ Node status on page 111
*

Checking the number of licensed nodes on page 127
Procedure
Cluster Windows computers on page 111

Cluster UNIX or Linux computers on page 119
¢  Uselocal temp and logs directories on page 122

Cluster description

The smallest cluster possible for Cyclone Interchange is a cluster of one. A
cluster of one runs on a single computer and has one service and two
nodes. Figure 22 illustrates a cluster of one.
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Computer A

Executive

Cluster Controller node

Processing node

Figure 21. Cluster of one

The Executive is a service whose job is to start nodes, including the Cluster
Controller.

The Cluster Controller runs the user interface, instructs the Executive to
start nodes and allocates processing work among nodes. This node runs in
the background and is invisible to the user.

The processing node performs the work of the application. You can use the
user interface to monitor the status of processing nodes and add, start,
stop and delete nodes.

Your user license says how many nodes you are authorized to use.

The advantages of running multiple nodes are:

1 Increase processing power and performance.

2 Provide fail-over capability when nodes run on multiple machines.

It is up to you to allocate nodes on one or more computers. For example,
Figure 24 illustrates how nodes can be allocated.

Computer A Computer B
Executive Executive
Cluster Controller node Cluster Controller node
Processing node 1 Processing node 5
Processing node 2 Processing node 6
Processing node 3
Processing node 4

Figure 22. Nodes allocated on two computers
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To run a cluster on multiple computers, follow the directions in Cluster
Windows computers on page 111 or Cluster UNIX or Linux computers on

page 119.

The Executive and Cluster Controller are present on each computer in a
multiple computer cluster. However, only one Executive and Cluster
Controller are active at a time. The first Executive and Cluster Controller to
start take precedence. Other Executives and Cluster Controllers are on
stand-by. If the computer with the active Executive and Cluster Controller
goes off line, another pair in the cluster becomes active.

Computer names and clustering

Cyclone Interchange can run in a clustered environment consisting of
multiple nodes distributed over multiple computers on a network. Each
node advertises its network name to other nodes in the cluster by way of
the database. This allows the nodes in the cluster to connect to each other
using TCP/IP sockets.

Each computer in a cluster must have its own environment file that
specifies the short name by which each computer is known on the network
(for example, myhost). The file also specifies the computer’s long name,
including the domain (for example, myhost.domain.com). The names
are written to a file in the application’s bin directory named
[host]_environment (UNIX) or [host]_environment.cmd
(Windows) where host stands for the computer name.

The environment file is written during installation using default values for
the short and long names. After installing, you can check the names in the
file. If not correct, you can edit the file or run the netConfig tool in the bin
directory.

The default names may be unacceptable if you must use an IP address for

nodes to talk to each other. This condition may occur in a test
environment.

The use of network names is useful when clustering;:
¢ Multi-homed machine (a machine with multiple network interfaces)
¢ Sun cluster

+ A cluster with machines on different domains (for example, abc.com
and xyz.com)
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In some high availability environments (for example, Sun cluster) and on
machines with multiple network interfaces, symbolic names must be used
instead. Ask your network administrator to determine whether this applies
to you. If so, you must run netConfig from each machine in the cluster to
specify the correct symbolic name for each machine in the cluster.

When executing netConfig, a unique computer-specific environment script
is written to the bin directory. The result is an environment script file in
the bin directory for each machine in the cluster.

By default Cyclone Interchange uses the short network name to make
connections to nodes on that machine. In unusual circumstances some
other name besides the short network name might be needed for making
connections to nodes on a particular machine. If so, you can edit the bin/
<machine_name>_ environment script for that machine and specify any
value for CYC_NETWORK_NAME. For example, you could specify the
long network name or some other name entirely, including an IP address.

For the trading engine, the long network name is used as the default name
placed in your community profile to tell trading partners how to connect to
your embedded HTTP server, if you are using HTTP for trading. This can
be overridden in the user interface when you create inbound exchange
points for receiving HTTP messages from partners.

Run netConfig as a command-line tool from the bin directory. Type
netconfig and follow the prompts.

Getting started with nodes

Once Cyclone Interchange is installed and a database is set up on one
computer, the next task is to create at least one processing node.

To do this you need to start the server and then start the user interface in a
browser. Navigate to the system management area and click Add a node.

Once the node is added, click the Start link next to the new node’s name
on the system management page. Once the node has started, it is ready for
use. The system management page also provides links for stopping and
deleting nodes.

There is no limit to the number of nodes you can add. However, the system
only allows up to the authorized number to run at the same time. For
example, if you are licensed for six nodes but have configured nine, the
server upon starting only activates six. The reason for creating more nodes
than are licensed is fail-over capability. If a computer in a multiple
computer cluster goes off line, inactive nodes on another computer can be
started to take over the processing load.
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Node status

After a node is set up, you can view its status on the system management
page. To view more, click the node name on the system management page
to display the node details page. The node details page identifies the node
name, node type, the computer on which it runs, the current node status,
and the date and time it was started. From this page, you can shut down
the node or remove it from the cluster.

Cluster Windows computers

Use this procedure to set up two or more Windows computers to run in a
cluster. This procedure explains how to set up two computers, but the
procedure for more computers is the same.

All computers in a cluster must be in the same network domain to enable
nodes to communicate.

This clustering method involves installing the application on each
computer that will be part of the cluster. Certain directories must be
shared across the cluster. The computers access the shared directories
through their network directory names. Mapped drives are not used. Using
network directory names enables you to operate the application as a
Windows service on each computer.

The following table identifies the directories that need to be shared.
During installation you can set a common directory for these. The common
directory must be hosted on one computer and shared to all computers in
the cluster.

Directory
backup
crls
file system integration
keystore
Depending on the level of processing activity, file volumes can grow quite

large. Deciding which computer should host these shared directories
depends on your anticipated processing volume and available disk space.
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Steps

1

Make sure all computers you intend to cluster are synchronized to the
same date and time. This is preferably accomplished with a network
or Internet time server. Check with your network administrator on
whether the computers in your network are time synchronized.
Synchronizing now can avoid operational problems later.

Determine the fully qualified domain name of the computer on which
you plan to install Cyclone Interchange first. Such names are in the
following format: host.domain.com. This procedure assumes the
first computer will host the shared common directory.

Install Cyclone Interchange on the first computer (computer 1). Select
an external database during setup. See Installation procedure on
page 22 and Configure external database on page 30.

When prompted for a common directory, type a directory path in the
Uniform Naming Convention (UNC) format. This is a name that uses
the fully qualified domain name of the computer rather than a drive
letter as part of the path.

For example, if the fully qualified domain name of computer 1 is
computeri.domain.com, you could use the following path for the
common directory:

\\computeri.domain.com\[install directory]\common

UNC is recommended for the common directory name because it is
more reliable and offers wider access over specifying a drive letter in
the directory path.

The installer prompts you to choose whether to install the application
as a Windows service. If you choose this option, you will need to edit
the service in step 6 before using it.

Share the installation directory. Some or all of the shared directories
accessed by all computers in the cluster will be within Cyclone
Interchange installation directory tree on computer 1.

Other computers in the cluster must have full permission (read and
write) to use shared directories. To make sure, check the properties of
the shared directories to see whether all users have full control
permissions.

Test to make sure the common directory specified in step 3 is shared
and accessible by another computer that you plan to add to the
cluster. Do the following:
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On another computer, open Windows Explorer.

In the Address field, type the UNC you specified as the common
directory step 3. If you cannot access the common directory, check
whether you typed the UNC correctly or whether the installation
directory is shared.

If you did not enter a UNC in step 3, but used a directory path with a
drive letter instead, see UNC troubleshooting on page 117.

6 If you installed the Windows service, you must provide a user name
and password with network privileges. Ask a network administrator if
you are unsure of the name and password to use. Do the following;:

Open Start > Control Panel > Administrative Tools >
Services.

Right-click CycloneService and select Properties. Select the
Log On tab.

Select This account and type an account name and password with
network privileges. Click OK to save the changes.

7  Start Cyclone Interchange server on computer 1. To do this, start the
Windows service or see Start the server on Windows on page 40.

8 Log on to the user interface. See Open the user interface on page 44.

9  Go to the system management page. The status of computer 1 should
be “running.”

10 Add and start a node. You can follow the link for adding a node on the
getting started page or go to the system management area of the user
interface. See Add a node on page 45.

11 Install Cyclone Interchange on the second computer (computer 2).
Use the same license.xml file and the same application version as
computer 1. In addition, use the same external database as
computer 1.

12 If you installed the Windows service on computer 2, edit the service
before starting the server. See step 6.

13 Start Cyclone Interchange server on computer 2.

14 Back on computer 1, go to system management area of the user
interface. The second computer should be listed as a running server.
The list of nodes for the second server should indicate that no nodes
are set up for it.
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15 Add and start a node for computer 2. See step 11.

Now the system management page should show nodes running on
both computers.

If you close the server on one machine, the system management page
on the remaining machine will show that one computer in the cluster
is running and the other is not. When you restart the server on either
computer, the nodes for that server will start.

16 Log on to the user interface on computer 2 and go the system
management page. The page should show that the servers on both
computer 1 and computer 2 are running.

17 If you are licensed to use Cyclone Interchange and plan to set up file
system integration in a community profile, use network names for the
shared directories. For example:

\\computeri.domain.com\[install directory]\common\data\ediout

\\computeri.domain.com\[install directory]\common\data\xmlout

\\computeri.domain.com\[install
directory]\common\data\binaryout

\\computeri.domain.com\[install directory]\common\data\ediin
\\computeri.domain.com\[install directory]\common\data\xmlin

\\computeri.domain.com\[install directory]\common\data\binaryin

UNC troubleshooting

If you specified a drive letter for the shared common directory path rather
than a UNC when installing on Windows, there are two ways to remedy
this.

1 Delete the installed application files and install again. This time
specify a UNC when prompted to enter a common directory. Go back
to step 3 of Cluster Windows computers on page 111.

Or

2  Edit properties files and make changes in the user interface to use a
UNC as the shared common directory. The following describes what
to do. Note that the UNCs in the following instructions are examples.
Use the correct UNC for your environment.
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Edit crossworks.properties file

Open the crossworks.properties file in [install directory]\[build
number]\conf. Change the path for the keystore and crls
directories to include the network name of these shared directories.

For example, the default paths are:

// Keystore directory (created on use)
dir.keystore=C:\\[install directory]\\common\\conf\\keys
// CRLS directory (created on use)

dir.crls=C:\\[install directory]\\common\\conf\\crls

Change the paths as the following illustrates. Notice the use of four
slashes preceding the computer name.

// Keystore directory (created on use)
dir.keystore=\\\\computerl.domain.com\\ [install
directory]\\common\\conf\\keys

// CRLS directory (created on use)
dir.crls=\\\\computerl.domain.com\\ [install
directory]\\common\\conf\\crls

Although you can locate shared directories outside of the
application’s installation directory tree, these are exceptions. We
recommend locating the keystore and crls directories within the
application’s common directory, as shown here.

Edit filereg.xml file

Open for editing the filereg.xml file in [install directory]\[build
number]\conf.

Search for the common path element. It should be similar to:

<File name="commonPath" path="C:\\[install
directory]\\common"/>

Change the value to the UNC. For example:

<File name="commonPath"
path="\\computeri.domain.com)[install
directory]\\common"/>

Change backup directory path

You only need to do this if you started the server before editing the
filereg.xml file.
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In the user interface, click Trading configuration on the toolbar
and then click the Set backup directory path link. This
directory is where backup copies of traded documents are stored,
and it must be shared. By default the directory is at the following
location:

C:\[install directory]\common\data\backup

If you plan on storing backup files in this directory, you can change
the path to:

\\computeri.domain.com)[install
directory]\common\data\backup

You do not have to store backup files in a subdirectory of the
application’s common directory. You can use another directory on
your file system. But it must be shared and the path must be
referenced using the network name.

Cluster UNIX or Linux computers

Use this procedure to set up two or more UNIX or Linux computers to run
in a cluster. This procedure explains how to set up two computers, but the
procedure for more computers is the same.

All computers in a cluster must be in the same network domain to enable
nodes to communicate.

This clustering method involves installing the application on a Network
File System (NFS) location and then mounting the location on other
computers. Although the system is installed on NFS, Cyclone Interchange
servers run on the mounted computers. The logs and shared directories
are on NFS.

The NFS location can be on one of the clustered computers or not. This
clustering procedure presumes NFS is on a computer that is not part of
Cyclone Interchange server cluster. All computers must be able to mount
the same NFS location.

Steps

1  Make sure all computers you intend to cluster are synchronized to the
same date and time. This is preferably accomplished with a network
or Internet time server. Check with your network administrator on
whether the computers in your network are time synchronized.
Synchronizing now can avoid operational problems later.
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2  Obtain the NFS location from your system administrator. After
obtaining the location, you might have to create a folder on NFS for
Cyclone Interchange files. Check with your system administrator for
guidance.

3  Ifyou downloaded the software as a tar file, copy the file, via FTP
binary mode, to the NFS location and decompress the tar.

If you have an installation CD, compress the contents in a tar file and
copy it, via FTP binary mode, to the NFS location. When you
decompress the tar, make sure the directory structure is identical to
that of the installation CD.

4  On one of the computers you intend to cluster, log in as root. This is
required to run the mount command in step 6.

This computer is referenced as computer 1 in this procedure.
5 Create a local directory on computer 1. For example, /opt/cyclone.
Note that for convenience, you might want to make this directory

name identical on all the computers you intend to cluster.

6  Mount the directory to NFS where the file install.bin is located. The
following is the format of the mount command:

mount [NFS location] [directory created in previous step]
7 Logout as root.

8 Run install.bin to install Cyclone Interchange on the NFS location.
Configure an external database. See Installation on page 19.

When prompted during installation for the name of the database
computer, type the fully qualified domain name or IP address of the
computer. Do not use the default location of localhost.

When prompted for the installation directory, use the NFS location.

9  Start the server on computer 1. See Start the server on UNIX on
page 41.

10 Point a browser to computer 1 and log on to the user interface. See
Open the user interface on page 44. Go to the system management
page and you will see that computer 1 is running as a server.

11 Add a node on computer 1. See Add a node on page 45.

12 Start the node on computer 1.
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13
14

15
16

17
18

19

20

21

Log in as root on computer 2.

Create a local directory on computer 2. For example, /opt/cyclone.
Note that for convenience, you might want to make this directory
name identical on all the computers you intend to cluster.

Log in as root.

Mount the directory to NFS where the file install.bin is located. The
following is the format of the mount command:

mount [NFS location] [directory created in previous step]
Log out as root.

Now that the NFS location is mounted on computer 2, start the server
on computer 2. You do not have to install the application on
computer 2.

Start the server on computer 2 only after you have started the server
on computer 1 and have added and started a node on it.

When you try to start the server the first time on computer 2, the
system runs the netConfig command in the application’s bin
directory. This script finds default values for the computer’s long and
short names and writes them to an environment file in the bin
directory. These are the names by which your computer is known on
your network. For example, short name computerz2 and long
name computer2.domain.com. In some high availability
environments (like Sun cluster) and on machines with multiple
network interfaces, you may have to change the names in the
environment files to symbolic names. See Computer names and
clustering on page 109 for more information.

To verify another server session has been started on computer 2, go to
computer 1 and open the system management page in the user
interface. The page should display two computers in the cluster.

Add and start a node on computer 2. You can do this from the user
interface browser session pointed to the server on computer 1 or you
can open a new user interface session pointed to computer 2 and
perform this task.

To add another computer to the cluster, repeat the mounting steps on
another computer.

Configure the system according to your needs. You can point a
browser to any server in the cluster and log on to the user interface to
perform configuration tasks. See:
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Getting started with Cyclone Interchange on page 209

Use local temp and logs directories

Use this procedure to set up temporary and logs directories on each
machine in a multiple computer cluster.

When running Cyclone Interchange in a multiple computer cluster, the
best practice is to have a temporary directory on each computer, rather
than using one shared temporary directory for all computers. This is
recommended to enhance system performance. Additional configuration
is required to set up local temporary directories.

How much space should be available in these directories depends on your
judgment based on the expected or actual volume of file activity.

Moreover, if your system handles a large volume of messages, we
recommend having a logs directory on each computer, too. If you do not
want to set up a logs directory on each computer at this time, just follow
the steps for adding the local temporary directories.

Steps

1 Create temporary and logs directories on each computer in the
cluster. Make sure the names and paths are identical on each
machine. For example, on Windows:

C:\local \logs

\temp

2  Open for editing [install directory]\[build number]\conf\filereg.xml.
Change the temp path to the path of the local temporary directory
(for example, C:\local\temp).

Example

<File name="temp" path="/local/temp"/>

3 Open for editing [install directory]\[build number]\conf\events.xml.
The Parameters file attribute is used multiple times in this file for
different event routers. For each occurrence, replace ../logs with the
local logs directory (for example, C:\local\logs).
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Examples

<Parameters file="/local/logs/all events.log"

<Parameters file="/local/logs/%$nodeName% events.log"
<Parameters file="/local/logs/%nodeName$% message summary.log"
<Parameters file="/local/logs/events.log"/>

4  Open for editing [install directory]\[build
number]\conf\log4j.properties. Find the following property:

logaj.appender.file.File=../logs/${cyclone.nodeName}.log

Change ../logs to the path of the local logs directory (for example,
C:\local\logs)

Example

log4j.appender-.file.File=/local/logs/${cyclone.nodeName}.log

5 Ifyou are clustering on UNIX, open the startServer file in [install
directory]\[build number]\bin. Replace occurrences of ../logs with
the path of the local logs directory (for example, /local/logs). There
are three changes to make, indicated by bold text in the examples.

Examples

CONTROLNODENAME="uname -n"
# EXECXLOGGC="-Xloggc:/local/logs/executive_gc.log"

nohup $JAVA_HOME/bin/java -Xmx256m $ EXECXLOGGC -
classpath $CP -Dcyclone.class.path=$CYC_CP $OPTIONS
com.cyclonecommerce.clusteradmin.executive.startup.Boot
com.cyclonecommerce.clusteradmin.executive.startup.Startup >
/local/logs/${CONTROLNODENAME}.stdouterr.log 2>&1 &

echo $! >/local/logs/${CONTROLNODENAME}.server.pid

Checking the number of licensed
nodes

Your user license states how many nodes you are authorized to run.
To find out how many nodes are authorized, do the following:

1  Use a browser to view license.xml in [install directory]\[build
number]\conf.
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Although you can view the license file, do not try to change, move or
delete it. Altering it in any way renders the system inoperable.

2  Search for the word nodes. This takes you to the area of the license
that shows how many nodes you are authorized to run.

R/ R/ R/
0’0 0’0 0.0
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Ul usage with proxy
servers

This topic is for system administrators who must deploy Cyclone
Interchange, BEA WebLogic Edition in a network environment where
users’ browsers make HTTP connections through proxy servers.

Concepts

¢+ Deployment in proxy environment on page 129
¢  Forward proxy on page 129
¢  Reverse proxy on page 130

Deployment in proxy environment

Cyclone Interchange has a web-based user interface served by a built-in
servlet container. When the server is running it listens for HTTP
connections on port 6080.

Cyclone Interchange can be deployed in a network environment where
proxy servers are used to enhance security, caching or logging. Two typical
proxy server implementations are described: forward proxy and reverse

proxy.

Forward proxy

In a forward proxy configuration, the web proxy server is used within a
company’s local area network behind a firewall or in the DMZ. Path A in
Figure 26 illustrates that browser users connect to internal and external
servers via a proxy server behind a firewall. Usually as a matter of policy,
all browsers in the company are configured to go through the proxy server
to connect to internal and external web servers. A browser can be
configured to bypass the proxy server (path B in Figure 26), but this
probably would go against policy.

The web proxy server might be set up inside the firewall, as in Figure 26, or
in the DMZ. If inside the firewall, the proxy server is configured to route
internal HTTP traffic directly to the servers. It does this based on the
domain name or IP subnet. If in the DMZ, the browser is configured to
route HTTP to the proxy when an Internet server is detected.
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Cyclone Interchange can be deployed in a forward proxy environment.
While this does not require modifying browsers, adjustments are required
for the proxy server.

The proxy server needs to be configured to restrict hosts to Cyclone
Interchange domains. It also must be configured to provide direct access
to internal web servers.

A, All browser connections to internal and
external servers are routed through
proxy server

Proxy server
Internetweb | } | Cyclone server
server .
A B
B. Direct
connection
(requires browser
Client web reconfiguration)
| browser T
Outside Inside

Firewall

Figure 25. Forward proxy configuration

Reverse proxy

In a reverse proxy configuration, the web proxy server is in the DMZ
(Figure 28). It provides a secure path for external client browsers through
the firewall to the internal web server. The external users address their
browsers to the proxy host name and port number and might use the
secure HTTP protocol, HTTPS. The proxy server translates the external
browsers’ requests to the host name and port number on the inside of the
firewall.

To deploy Cyclone Interchange in a reverse proxy environment, configure
the proxy with reverse mapping. Consult with the proxy server
administrator or see the proxy documentation for how to configure the
mapping. For example, consider a situation where the server runs on
HostA port 6080 and the proxy server runs on HostB port 8080. In this
case external browsers would use the following URL to connect to the
server on the inside: http://HostB.collaborationsoftware.com:8080.
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A. External browsers connect through

proxy server

Client web

browser

Outside

Firewall

B. Internal browsers
connect directly

Proxy server performs
Network Address
Translation

DMZ

Figure 26. Reverse proxy configuration
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User administration

Users and roles is the area of the user interface for adding and managing
users. Roles define the permissions users have for performing tasks. Roles
can be defined with few or many permissions. Each user should be
assigned at least one role, although it is possible to assign multiple roles to
a single user.

You also use this area to change users’ passwords and manage global
settings, such as session time-out intervals.

For users with CSOS capability, a personal certificates tab is provided for
associating a user with certificates. See CSOS orders on page 649.

Change user: root administrator

General | Roles | Personal certificates |

User ID: admin
Last successful login: 09/21/2005 11:13:25
Mser name:+ koot administrator

Email address:+

[1E-mail notifications for documents rejected by transaction lifecycle management

Save changes I

Figure 29. Change user page in users and roles area of the user interface
Concepts

The admin user on page 134
¢ Global user settings on page 136

Procedures

¢+ Add, change, delete users on page 134
¢  Change password on page 135

+  Add, change, delete roles on page 135
*

Unlocking a blocked user on page 138
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The admin user

The default system user has a user ID of admin. Its initial user name and
password are root administrator and Secret1. This user is assigned to
arole named admin, which has permissions to perform all functions. You
cannot view or change the permissions of the admin role. You cannot
delete the admin role or the admin user.

After logging on the first time with the admin user, we recommend
immediately changing the password.

Although you can change the user name and password of admin and use it
as a system administrator user, we recommend creating another user for
that purpose and reserving the admin user as a backup.

Add, change, delete users

The users and roles area of the user interface has links for adding,
changing and deleting users.

Note: If your software license allows users to have certificates, see
CSOS orders on page 649.

To add a user Select Users and roles > Add a user.
Complete the fields, choose a role for the user and
click Add this user. If the role you want is not
available, you can create a role and add the user
to it later.

To change a user Select Users and roles > Manage users,
select a user, make the changes you want and
click Save changes.

To delete a user Select Users and roles > Manage users,
select a user and click Delete this user. Rather
than deleting, you can disable a user by clearing
the Enable this user check box.

The following are some tips for managing users.
¢ User names and passwords are case sensitive.

+  Selecting the request e-mail notification check box makes the user
eligible to receive alerts and reports by e-mail.
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¢ (Clearing the enable this user check box deactivates a user so the user
no longer can log on. You can use this option when you want to
suspend, but not delete, a user.

¢ When adding a user, remember to assign a role. A user without a role
can log on, but can do nothing else.

¢ One user can log on to multiple browser sessions at the same time
using the same user ID and password.

¢ The total number of browser sessions that can run concurrently is
controlled by the user license. You can check the maxUserSessions
element in the license.xml file for the authorized number. The file is
in [install directory]\[build number]\conf. Although you can view the
license file, do not try to change it, as that renders the application
inoperable.

Change password

Any user with permissions for managing users can change his own
password and the passwords of others.

To change a password, select Users and roles > Manage users and
click a user name. On the user’s page, click Change this user’s
password. Type the new password twice in the fields and click Save
changes. The new password is effective the next time the user logs on.

Add, change, delete roles

The users and roles area of the user interface has links for adding,
changing and deleting roles.

Roles are the permissions that define what users are allowed to do in the
user interface. Roles are named and assigned to users. An administrator
role typically has permissions to perform all tasks. The system role named
admin has all permissions. You can create roles that have many or few
permissions.

To add a role Select Users and roles > Add a role. Type a
name for the role and, optionally, a description.
Review the list of permissions and select the ones
you want for the role. Click Add this role when
done.

Cyclone Interchange, BEA WebLogic Edition 5.4 Installation and Configuration 135



8. User administration

To change a role Select Users and roles > Manage roles. Click
the name of the role to change, make the changes
you want and click Save changes.

To delete a role Select Users and roles > Manage roles. Click
the name of the role to delete, scroll to the bottom
of the change role page and click Delete this
role.

Global user settings

Change global user settings on the users and roles menu opens a page
that lets you configure user interface session settings affecting all users.

Only users assigned to a role with the “manage users and roles” permission
can view or change global user settings.

This page has two tabs: Session management and User security. The
following topics describe the fields on each tab.

Session management tab

Maximum session length (minutes)

The number of minutes a session can be idle before the system logs
off the user.

Login retries

The number of times a user can try unsuccessfully to log on before
the system locks out the user. This is a safeguard against possible
efforts by unauthorized users to access the system.

Lockout length (minutes)

The interval in minutes that a lockout is in effect. When the lockout
expires, the user can try again to log on. If you want to unlock a
user immediately see Unlocking a blocked user on page 138.

Days to save audit events

The number of days to retain records of user activity in the
database. This data is not accessible in the user interface or a log
file.
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Allow a user to have concurrent browser sessions

Selecting this allows all users to log on multiple times to the user
interface simultaneously. When unchecked, each user can have
only a single browser session.

If you select this, make sure the maxUserSessions element in the
license.xml file in the system conf directory can support many
concurrent user sessions.

User security tab

If Cyclone Interchange is part of an external single sign-on (SSO) system
implementation, the user security tab does not display. The external SSO
system controls these settings.

Minimum user ID length

The minimum number of characters allowed for user IDs. The
length can range from a minimum of 5 characters to a maximum of
20 characters.

A user ID can be any combination of alphanumeric characters and
is case sensitive.

If you change the minimum user ID length, the new minimum is
enforced only for new users. IDs of users who pre-date the change
remain valid.

Minimum password length

The minimum number of characters allowed for user passwords.
The length can range from a minimum of 6 characters to a
maximum of 20 characters.

A password can be any combination of characters and is case
sensitive. At least one character must be a number. In addition, at
least one non-numeric character must be upper case and at least
one non-numeric character must be lower case.

If you change the minimum password length, the new minimum is
enforced for users added after the change. Passwords of users who
pre-date the change remain valid. However, the new minimum is
enforced when a password is changed.

Minimum change count before password can be reused

The number of times a user must change a password before a
previous password can be re-used.

Cyclone Interchange, BEA WebLogic Edition 5.4 Installation and Configuration 137



8. User administration

Elapsed days before password can be reused

The number of days that must pass before a user can re-use a
password.

Days password remains valid before it must be reset

The number of days a password is valid before it must be changed.

Elapsed days before disabling an inactive user

The number of days before an inactive user’s account is disabled. A
disabled user can be re-activated.

Force new users to reset their passwords upon initial logon

Selecting this compels all new users to change their passwords
after logging on the first time.

Unlocking a blocked user

You can unlock a user who has been blocked from logging on to the user
interface. A lockout occurs after a user repeatedly fails to log on with an
incorrect user name or password. You can immediately unlock a user
without waiting for the lockout interval to elapse.

The utility to use is unlockuser.cmd in [install directory]\[build
number]\bin. Run the utility without parameters in a UNIX console or
Windows command window.

The utility prompts for the password of the admin user and the user ID of
the user to unlock.
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logs

There are a number of ways to monitor system activity. Methods are
available through the user interface and log files. The user interface
methods are easier to use and understand than the log files, which are
designed for software developers or advanced users.

Note: If you want to send messages about trading engine events by
e-mail, see The alerts.xml file on page 171.

Concepts

¢  User interface tracking on page 139

+  External monitoring of server status on page 142
+  Log file tracking on page 143

¢ Troubleshooting with log4j file on page 149
Procedure

Real-time viewing of log files on page 147
¢ Set up tail as a Windows option on page 148

User interface tracking

The user interface has tools for monitoring various types of system
activity.

Home page

The home page is designed as a dashboard of system-wide activity. It
warns of alerts requiring user attention, reports summary information
about trading activities, reports system status and lets you perform quick
searches of messages.

System monitor

The system monitor reports real-time activity for the trading engine. You
can launch the system monitor after starting Cyclone Interchange server
and leave it running.
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The system monitor can be invoked from various places, including the
home page, and appears in its own browser window. Aside from the home
page, you can launch the system monitor from the system management
menu or page.

System management

System management is an area for managing system-related
configurations, notably JVM nodes. The system management page
displays the operational status of all nodes and the computers on which
the nodes run.

At the bottom of the system management page is a link for “generate
cluster thread dumps.” This generates a file of system statistics that can be
useful in troubleshooting. Technical support may ask you to generate and
send one of these files while investigating a system problem for you. These
files do not contain user consumable information.

Statistics monitor

The statistics monitor lets you build charts for tracking system
performance indicators in real time. For instance, you can set up a chart
for tracking heap memory usage, database response time, message
consumption and production rates.

There are many types of charts you can construct. The charts provided by
default are examples of the types you can set up. You can organize charts
on tabs, one or many charts per tab.

To explore, select Systems management > Statistics monitor. The
statistics monitor uses a Java applet. The first time you use the monitor,
you are prompted to accept the applet. This occurs only the first time.

Here are some tips for navigating and using the statistics monitor:

¢ Click a chart to select it and right-click to open a menu for changing
properties, printing or saving the chart to a PNG file.

+ Immediately below a chart is displayed the values for the last data
point. You can view the values for other data points by clicking the
points.

¢ To build a chart, select Layout > New chart. Note the fields for
naming the chart, selecting the time scale for the horizontal axis in
minutes, hours and days, and setting values for the vertical axis. You
can choose to show or hide data points along the graph line.
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¢+  When setting up a new chart, there are many statistics categories in
the Available list. You can expand each category to display more
options. Some items display as green; others as black. The green
items represent data that are persisted to the database; black items
are not persisted. The difference means a new chart already may have
a history of data to display (green) versus a new chart where data
starts building after inception of the chart (black). You can turn
persistence on and off for the data elements in the
monitoringconfig.xml file in [install directory]\[build number]\conf.

Message tracker

Message tracker is the primary tool for tracking the messages traded
between you and your trading partners. This area is available only to users
licensed for the trading engine.

Message tracker lets you search for messages by various conditions,
including sending and receiving parties, processing status and dates. Once
the system finds messages matching your search conditions, you can view
trading history details and document payloads. You also can reprocess
documents.

Message tracker also lets you save searches so you can perform the same
searches repeatedly without having to set up the conditions again.

For more information see Message tracker on page 529.

External monitoring of server status

A servlet that runs on the trading engine can return a default server status
message or custom page when a client performs an HTTP GET. External
content switches and system monitors can hit the servlet periodically. The
response indicates the trading engine server and all network components
in between are operational.

To use this feature, the server must be running and a community profile
must be set up. Also, for Cyclone Interchange at least one node must be
started. The community profile must have a delivery exchange for
receiving messages from partners that uses an embedded HTTP server.
For information about configuring a profile, see The community profile on
page 221.

You can retrieve the default server status message with a URL in the
following format:

http://host:port/ServerStatus
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Host is the name or IP address of the computer running the trading
engine server. Unless it has been changed, use 4080 as the port. This is
the default port of embedded HTTP servers (see Embedded transport
servers on page 249).

You can point a browser to the URL to manually inspect the status
message. The default message is ServerStatus=OK. To refresh the page,
press Control while selecting Refresh to force the browser cache to
clear.

Instead of the default message, you can design a status file with any
content you like. When you use the server status URL, your file is
displayed. You can use this feature to have external systems generate a
more comprehensive or sophisticated status page.

The name and path of the custom file are controlled by the filereg.xml file
in [install directory]\[build number]\conf. The following are the default
settings:

<File name="serverstatus.html"
path="conf/serverstatus.html" />

To use the default configuration for the custom file, create an HTML
document and save it as serverstatus.html. Copy the file to [install
directory]\[build number]\conf.

You do not have to use an HTML file. You can use any file type you want
and you can use any file name. If you do, change the path attribute in
filereg.xml to conform to your file name and location. However, do not edit
the name attribute. This value must remain as serverstatus.html.

Log file tracking

The system writes many kinds of log files to its logs and other directories.
For the most part, these logs are troubleshooting tools for software
developers and not intended for end users. Experienced users, however,
might gain insights into processing activity by examining certain of these
files. Log files contain a complex array of data that takes practice to
interpret.

Detailed information about system events that users might find useful and
how to manage and route them to various log files is in Events system on

page 155.

The following topics describe the log files.
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Event logs

These logs contain selected events from the event subsystem. These are
events related to message processing activity. If you want to use logs to
monitor processing activity, these are the logs you might want to examine.
They are written to [install directory]\[build number]\logs.

hostname_ te_ events.log reports user-initiated configuration events
for a machine in a cluster. This log records events for the trading engine.

Generated using the event subsystem, these logs are flexible. The content
of the default event logs can be filtered or extended. New event logs can be
created using the event system configuration. For more information see
Events system on page 155.

System logs

System logs contain formatted, time-stamped information reported by
various components of the application. The logs, intended for use by
software developers in troubleshooting, are not supported for end users.
Cyclone Interchange uses the Apache Jakarta Project's log4j framework to
format and manage the logs, which are generated by each Java virtual
machine during runtime. The log4j.properties file in [install
directory]\[build number]\conf can be edited to generate debug level
events in log files.

For information about Apache logging services, see http://
logging.apache.org/log4j/docs/index.html.

See Troubleshooting with log4j file on page 149 for information about
changing and using the file.

The system names the logs based on the names of the source JVM node.
They are written to [install directory]\[build number]\logs. The logs are:

+ hostname.ex.log is created by the system Executive, which is the
first JVM to come up and is responsible for bootstrapping all other
JVMs.

¢+ hostname.cn.log is created by the Control Node on the host it is
named for. Each host in a cluster gets a single Control Node. This
JVM runs the user interface.

+ hostname_ te.log reports processing activity for each JVM node for
the trading engine.
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System logs can report four levels of events. These are, in order of
verbosity:

+  Error messages indicate a possibly serious error affecting service.

¢+ Warn messages typically have operational significance, but might
not affect service.

+ Info messages provide general processing information that could be
useful in troubleshooting.

¢+ Debug messages usually have much detailed information that can be
useful in troubleshooting. This level should be turned on only when
necessary, as it can degrade system performance and use large
amounts of disk space.

The four logging levels are cumulative. Error messages are included at the
warn level, both of which are included at the info level, and everything is
logged at the debug level. The debug level also produces further details
about processing.

System statistics logs

All logs file appended with stats.log are Java Management Extensions
(JMX) monitoring and statistics logs. There can be many of these files,
depending on how many processing nodes are active.

Although not for end users, these logs are an aid in troubleshooting. If you
contact technical support for help, a technician may ask you to send copies
of these files.

User Interface logs

These logs are created by the user interface. Like system logs, they do not
contain information useful to the typical end user. These logs are written
to [install directory]\[build number]\logs\ui. The logs are:

access.log
core.log
error.log
sitemap.log
ui.log

* 6 ¢ o o

The log file names use as a prefix the name of the computer on which
Cyclone Interchange software is installed. The names have the following
format: hostname_ cn_access.log.000001. The cn stands for control
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node. The trailing number (000001) identifies rolling logs. Once a log
reaches a certain size, events write to another log (000002). This rolling
occurs up to five times before events again start writing to the first log file.

HTTP server logs

These logs are written by the embedded HTTP server when a control node
or service node is started with the -Ddebug startup option.

Other logs

These include Cyclone_ InstallLog.log, which contains information about
the initial system installation, and dbConfigurator.log, which contains
messages logged by the database configuration utility. Both of these logs
write to [install directory]\common\logs.

Real-time viewing of log files

Use this procedure to use a utility that lets you view activity as the system
writes it to any log file. This procedure explains how to use it in a Windows
environment. Usage on UNIX is similar.

Note: If your operating system is Windows Server 2003 SP1, you
need to download the Windows Server 2003 Resource Kit
Tools and use the tail.exe from that package rather than the
tail.exe in [install directory]\[build number]\bin. The
download link is http://www.microsoft.com/downloads/

details.aspx?FamilyID=9d467a69-57ff-4ae7-96ee-
b18cq790cffd&displaylang=en.

Steps

1  Choose the log file you want to monitor. Logs are in the logs directory
of the installation hierarchy.

For example purposes, we choose to monitor a node events log.

2 Open a command window. From [install directory]\[build
number]\bin, run the tail command in the following format:

tail -f path logname

In our example, the command is:
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tail -f c:\[install directory]\[build
number]\\logs\hostname_ te_events.log

Set up tail as a Windows option

Use this procedure to set up the tail.exe utility in a way that lets you view
real-time logging activity in Windows when you right-click a log file name
and select a tail option.

Steps

1

10

1

12

Create a directory on your local drive. For example, c:\tailoption.

It is preferred to create a separate directory rather than a subdirectory
in Cyclone Interchange root directory.

Copy tail.exe from [install directory]\[build number]\bin to the
directory you created in the previous step.

In Windows Explore, select Tools > Folder Options.
Click the File Types tab.

Scroll down to the LOG extension in the list of file types. Select it and
click Advanced.

Click New.
In the Action field, type something descriptive like Tail.

In the Application used to perform action field, type the path of the
tail.exe file you copied in step 2. For example, c:\tailoption\tail.exe.

Click OK.

In the Actions area, select Tail or whatever you typed in step 7 and
click Edit.

In the Application used to perform action field, type -f between
tail.exe and "%1" as follows:

Before: C:\tailoption\tail.exe "%1"
After: C:\tailoption\tail.exe -f "%1"

Click OK.
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13 Optionally, click Set Default to make Tail or whatever you typed in
step 7 the default action for log files.

14 Click OK.

15 C(lick Close.

16 When Cyclone Interchange server is running, navigate to [install
directory]\common\logs, right-click a log file, select Tail or whatever
you typed in step 7, and then view the log file as it is being written.

Troubleshooting with log4j file

The properties in the log4j.properties file control the level of messages
written to system log files. By changing levels, you control the volume of
messages written to the logs. Changing levels can be useful in
troubleshooting.

System logs contain formatted, time-stamped information reported by
various components of the application. The logs, intended for use by
software developers in troubleshooting, are not supported for end users.
Cyclone Interchange uses the Apache Jakarta Project's log4j framework to
format and manage the logs, which are generated by each Java virtual
machine during runtime. The log4j.properties file in [install
directory]\[build number]\conf can be edited to generate debug level
events in log files.

For information about Apache logging services, see http://
logging.apache.org/log4j/docs/index.html.

You do not need to restart the server after changing levels for message
categories unless you remove an entry rather than change its level.

CAuUTION:  Using log files to monitor processing or troubleshoot requires
advanced knowledge of the system.

The message levels, from lowest to highest verbosity, are:
Error

Error messages indicate a possibly serious error affecting service.

Warn

Warn messages typically have operational significance, but may
not affect service.
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Info

Info messages provide general processing information that could
be useful in troubleshooting.

Debug

Debug messages usually have much detailed information that can
be useful in troubleshooting. This level should be turned on only
when necessary, as it can degrade system performance and use
large amounts of disk space.

The four logging levels are cumulative. Error messages are included at the
warn level, both of which are included at the info level, and everything is
logged at the debug level. The debug level also produces further details.

Changing the log level of a category changes the level of all categories
beneath it that do not have a logging level explicitly specified. For
example, setting category “com.foo” to debug also sets “com.foo.fum” to
debug unless there is an explicit entry for “com.foo.fum.”

Commonly used categories, from general to more specific, are described in
the following list. To troubleshoot some issues, technical support may ask
you to add even more specific categories not listed here.

Once a category has been set to a different level (for example, from info to
warn), the level remains in effect until the category is set to something else.
Simply removing or commenting out the category does not reset its level,
unless the server is restarted. For this reason, if you add a category and set
it to a verbose level like debug, we recommend resetting it to the info level
when you are done rather than removing the added category. Otherwise,
you would have to wait until the server is restarted for the verbose logging
to stop.

You can change the levels of the following message categories.

General message categories
logdj.category.com.cyclonecommerce=info
The main message category. Includes all system log messages.

logdj.category.com.cyclonecommerce.persistence=info

Messages related to persistence.

logdj.category.com.cyclonecommerce.util=info

Messages from utility classes.
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logdj.category.com.cyclonecommerce.clustercontroller=info

Messages related to system startup and clustering.

logdj.category.com.cyclonecommerce.alerts.AlertDefinitionsMa
nager=info

Messages related to Alert system activity

Trading engine messages

logdj.category.com.cyclonecommerce.tradingengine=info

Messages related to the handling and routing of messages within
the trading engine core.

logdj.category.com.cyclonecommerce.crossworks=info

Messages related to certificate and cryptographic operations.

logdj.category.com.cyclonecommerce.ediintmsg=info

Messages related to EDIINT messages (AS1, AS2, AS3).

logdj.category.com.cyclonecommerce.messageprotocols=info

Messages related to protocol sender and receiver operations.

logdj.category.com.cyclonecommerce.webservices=info

Messages related to ebXML and SOAP-based messaging.

Transport-related trading engine messages

log4j.category.com.cyclonecommerce.tradingengine.transport.s
ystem=info

Messages related to the transport subsystem (consumers and
producers).

log4j.category.com.cyclonecommerce.tradingengine.transport.P
olling=info

Messages specifically related to transport polling. Set to debug to
log a message each time a transport is polled (every 60 seconds by
default).
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logdj.category.com.cyclonecommerce.tradingengine.transport.h
ttp=info

Messages related to the HTTP client and the embedded HTTP
server.

log4j.category.com.cyclonecommerce.tradingengine.transport.ft
p.SimpleDebug=info

Messages related to high-level operation of the FTP client. This is
useful in debug mode for finding common FTP problems. See the
next category for more verbose FTP debugging.

logdj.category.com.cyclonecommerce.tradingengine.transport.ft
p=info

Messages related to low-level operation of the FTP client. In debug
mode this produces very verbose messages. See the previous
category for simpler and more readable FTP debugging.

log4j.category.com.cyclonecommerce.tradingengine.transport.e
mail.smtp=info

Messages related to SMTP delivery exchange.

log4j.category.com.cyclonecommerce.tradingengine.transport.e
mail.pop=info

Messages related to SMTP/POP delivery exchange.

Database messages

These are messages related to the database interface, Kodo. Typically these
properties should only be changed under direction of technical support.
Kodo documentation is available at http://www.solarmetric.com/jdo/
Documentation.

log4j.category.kodo.Tool=warn
log4j.category.kodo.Runtime=error
log4j.category.kodo.Remote=warn
log4j.category.kodo.DataCache=warn
log4j.category.kodo.MetaData=warn
log4j.category.kodo.Enhance=warn
log4j.category.kodo.Query=warn
log4j.category.kodo.jdbc.SQL=warn
log4j.category.kodo.jdbc.JDBC=warn
log4j.category.kodo.jdbc.Schema=warn
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Cyclone Interchange generates, publishes and routes defined events
related to system activity.

Events are published in various ways: in log files, the user interface and by
e-mail. These are events as cataloged in Event tables on page 177.

The events.xml file on page 156 describes how events are published to log
files and JMS routers.

The alerts.xml file on page 171 describes publishing events about the
trading engine to the user interface and by e-mail.

The events.xml and alerts.xml file have default settings for publishing
events without user intervention. Both files, however, are configurable to
expand or reduce the volume of published events.

Concepts

Event levels

The events.xml file on page 156

Log file event router on page 162

JMS event router on page 165

Oracle AQ event router on page 166

XML for JMS and AQ event routers on page 166
The alerts.xml file on page 171

Event tables on page 177

® 6 6 6 6 o o o

Event levels

A “level” indicates the significance of an event. Levels rank events from low
to high importance. There are four levels, which are listed in order of
lowest to highest importance: Low, High, Warning and Error.

Event levels provide different degrees of information. Low level events
contain the most detailed information and high level events contain the
most general information. The warning and error levels do not correspond
to a level of detail, but do infer degrees of importance.
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The events.xml file

The events.xml file in [install directory]\[build number]\conf, manages
publishing events to log files and JMS routers. You must understand this
file if you want to customize event configurations.

Each event contains standard information, including:

Event type

Event level

Time stamp

Name and address of the node that spawned the event
Name of the application that spawned the event

* 6 6 o o

An event also might have specific information in the form of meta-data
content or extended event content.

The events.xml file that manages logged events is [install directory]\[build
number]\conf. You can edit this file to control what events are generated
and where they are published. By default a certain set of events — by no
means all — are configured in events.xml to publish to system log files in
the logs directory (see Log file tracking on page 143). Using event routers
you also can publish events to a JMS queue.

In addition to using event routers that write events to log files or pass
events to some other process, event filters provide a way for determining
what events are delivered to a router. Events can be filtered based on type
or level. You can build complex filters from multiple simple filters.

CAUTION:  Before editing the events.xml file, we recommend making a
copy of it in case you want to restore the default configuration
for events.

The default configuration of events.xml is to write an events log file for
each system node to the logs directory. This results in the generation of at
least one but possibly more log files that, for Cyclone Interchange, are
named in the following format: hostname_te_events.log. For Transaction
Director, the log name has the following format: hostname_tx_events.log.

One of these event logs is the system control node events log. Whether you
run Cyclone Interchange on one or multiple computers, there is a single
control node. By default the name of the control node is the host name of
the computer. The name of the events log file for the control node looks
like this: hostname_ cn_ events.log.
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How many other events log files are generated depends on how many JVM
processing nodes you configure and start in the user interface (see Nodes
and clusters on page 107). There must be at least one processing node, but
there can be more.

Be default events.xml is configured only to write certain events related to
the trading engine to events log files.

Figures in the following topics showing sections of the events.xml file are
depicted as viewed in Internet Explorer. The display might look different
on your system depending on the viewer or editor you use.

EventRouters section of events.xml

The top portion of the events.xml file is for event routers. Figure 32 is an
example of the default EventRouters section of the file.

For details on how to configure routers, see Log file event router on
page 162 and JMS event router on page 165.

- =EventRouters=
+ €l -
- «EventRouter id="Important Events to Log File"
class="com.cyclonecommerce.eventsZ. router.LogFileRouter" active="true">
<Parameters file="..flogs fimportant_events_%nodeMame®%.log" rollon=tart="true" autoFlush="true" />
<MetadataProcessorListRef ref="Messaging" /=
< EventFilterRef ref="Important” /=
</EventRouter>
- «<EventRouter id="Message Summaries to Log File"
class="com.cyclonecommerce.collaboration.events.MessageSummaryLogFileRouter" active="false"=
«Parameters file="..flogsfmessage_summary_%nodeName®o.log" rollOnsStart="true" autoFlush="true" /=
< MetadataProcessorListRef ref="Messaging" /=
<EventFilterRef ref="Message Summary" />
</EventRouter>
- «EventRouter idl="Message Events to Database"
class="com.cyclonecommerce.eventsZ.router.PersistenceRouter" active="true" priority="2147483647"=
<EventFilterRef ref="Messaging To Database" />
</EventRouters>
+ =l-- -
</EventRouters=

Figure 31. EventRouters section of events.xml

EventRouter attributes

The EventRouters element can contain any number of EventRouter
elements, each defining an event router to be installed in the event system.
Each EventRouter element must have an id attribute and a class
attribute. Other attributes are optional.

+ id must specify a unique identifier for the router. If the configuration
contains more than one EventRouter element with the same
identifier, only the last router with the same identifier is installed.

+ class must specify the full name of a class that implements the
com.cyclonecommerce.events2.router.EventRouter interface.
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+ active is optional and specifies whether the event router should be
made active when installed. Only an active router is started when the
server starts. The value of the active attribute must be true (the
default) or false.

¢  priority is optional and specifies the priority of the router relative to
other routers. The value of the priority attribute must be a positive
integer. The system event dispatcher sends events to routers in
priority order of highest to lowest. The lower the value of the priority
attribute, the higher the priority, with 1 the highest priority. If
multiple routers have the same priority, events are dispatched to
those routers in no particular order. If the priority attribute is not
specified, the priority for the router defaults to the middle between
the highest and lowest possible integer value.

Parameters element

An EventRouter element can have a Parameters element that defines
parameters specific to the particular event router class. The Parameters
element can contain attributes or sub-elements.

EventFilterRef element

An EventRouter element can contain an EventFilterRef element that
identifies the event filter to be applied to the event router. Only events that
pass through the filter are passed to the event router. The EventFilterRef
element, if present, must contain a ref attribute with the same value as an
id attribute in an EventFilter element. If a EventFilterRef element is not
defined, all events are passed to the event router.

MetadataProcessorListRef element

An EventRouter element can have a MetadataProcessorListRef
element that identifies what list of meta-data event content processors
should be used to determine what meta-data processor to use for each
event. The ref attribute must refer to a MetadataProcessorList element.

In the default configuration of events.xml, use MetadataProcessorListRef
only when you want to publish events at the Messaging level. This
element is not needed in other event router configurations.

MetadataProcessors section of events.xml

The MetadataProcesssors section follows the EventRouter section of
the events.xml file. Figure 34 is an example of the default
MetadataProcessors section.
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- «<MetadataProcessors=
<l-- Do HNOT remowe or change the following MetadataProcessorlist definition! -
- «MetadataProcessorlist id="Messaging" >
<MetadataProcessor type="Messaging.Message"
class="com.cyclonecommerce.collaboration.events.MessagingMessageMetadataProcessor" /=
<MetadataProcessor type="Messaging.Transport"
class="com.cyclonecommerce.collaboration.events.MessagingTransportMetadataProcessor" />
<MetadataProcessor type="Messaging.Packaging"
class="com.cyclonecommerce.collaboration.events.MessagingPackagingMetadataProcessor" />
</MetadataProcessorlist=
+<l- e
< /MetadataProcessors =

Figure 32. MetadataProcessors section of events.xml

CAuTION:  Although the following paragraphs explain this section of the
file, it is imperative that you do not change it.

The MetadataProcessors element can have any number of
MetadataProcessorList elements, each defining a list of meta-data
processors. Each MetadataProcessorList element must have a unique id
attribute and can contain multiple MetadataProcessor elements, but is not
required to have any. Each MetadataProcessor element must have a type
attribute specifying an event type and a class attribute specifying the
name of a class that implements the
com.cyclonecommerce.events2.metadata.MetadataProcessor interface.

When an event router needs a meta-data event content processor, it
searches the referenced MetadataProcessorList element for the first
MetadataProcessor element with an event type that matches the type of
the event being processed by the event router. The event type in the
MetadataProcessor element can be the exact type or a super-type of the
router's event type. The MetadataProcessor elements are searched in the
order specified.

EventFilters section of events.xml

The EventFilters section follows the MetadataProcessors section of
the events.xml file. Figure 36 is a partial example of the default
EventFilters section.
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- <EventFilters >

A
- <EventFilter idl="Messaging To Database">
- <andFilter=
< EventTypeFilter type="Messaging" /=
- < OrFilter=

<EwventLevelFilter level="High" /=
<EventLevelFilter level="Warning" /=
<EventLevelFilter level="Error" /=
< fOrFilter=
</andFilter=
</EventFilter=
- <EventFilter id="Important">
- < OrFilter=
< EventFilterRef ref="Important Administration" />
<EventFilterRef ref="Message Milestones" />
<EventLevelFilter level="Warning" /=
<EventLevelFilter level="Error" /=
< /OrFilter=
</EventFilter=
+ <EventFilter idl="Message Summary">
- «<EventFilter id="Message Milestones"=
- < OrFilter=
< EventTypeFilter type="Messaging.Message.MessageUnpackaged" />
< EventTypeFilter type="Messaging.Message.MessagePackaged” />
< EventTypeFilter type="Messaging.Message.MessageSent" />
< EventTypeFilter type="Messaging.Message.MessageReceived" /=
< EventTypeFilter type="Messaging.Message.Messagelgnored" /=
< EventTypeFilter type="Messaging.Message.ResponseReceived” /=
< EventTypeFilter type="Messaging.Message.ResponseSent” /=
< /OrFilter=
</EventFilter=
+ <EventFilter idl="Message Packaging"=
+ = EventFilter id="Important Administration" =
+ = EventFilter id="Produced Messages">
< /EventFilters =

Figure 33. EventFilters section of events.xml

The EventFilters element can have any number of EventFilter
elements, each defining an event filter. Each EventFilter element must
have an id attribute that specifies a unique identifier for the filter.
Although more than one EventFilter element can have an id attribute with

the same value, we recommend that each EventFilter element have its own
id.

A filter defined by an EventFilter element only starts upon server startup
when an EventRouter element references it directly or indirectly.

Each EventFilter element defines a single event filter. A single event filter
can be simple or complex.

Simple filters

The following are simple event filters.
<AllFilter/>

A filter that passes all events.

<NoneFilter/>

A filter that passes no events.
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<EventTypeFilter type="type"/>

A filter that passes all events of a specified type or any of its sub-
types. The type attribute must be specified and its value must be
the name of an event type defined in Event tables on page 177

For example, if you specify a type of Messaging.Message, all
events with that prefix will pass through the filter.

<EventLevelFilter level="level"/>

A filter that passes all events at the specified level and above. The
level attribute must be specified and its value must be, in order of
least to most important, Low, High, Warning or Error.

For example, if you specify a level of Low, all Low level messages
will pass through the filter, as well as all High, Warning and Error
events. Conversely, if you specify a level of Error, only Error level
events will pass.

<EventFilterRef ref="filterld"/>

A filter that refers to another event filter. Using this mechanism
supports the re-use of event filters. The ref attribute must be
specified and its value must equal that of an id attribute in an
EventFilter element. Circular filter references are not allowed.

Complex filters

The following are complex event filters.

<NotFilter>

<l-- A single event filter definition must appear here. -->

</NotFilter>

A filter that passes all events that do not pass the simple or
complex event filter defined within.

<AndFilter>

<l-- Any number of event filter definitions may appear here. -->

</AndFilter>

A filter that passes all events that pass all the event filters defined
within.
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<OrFilter>
<l-- Any number of event filter definitions may appear here. -->
</OrFilter>

A filter that passes all events that pass any of the event filters
defined within.

Log file event router

The event system comes with a standard event router in events.xml that
sends events to log files in the logs directory (Log file tracking on

page 143). This outbound event router is implemented by the following
Java class:

com.cyclonecommerce.events2.router.LogFileRouter

The default log file event router is configured in a system file for managing
events. The file is [install directory]\[build number]\conf\events.xml. The
following is an example of how the log file event router is set up in
events.xml. For other details about this file, see The events.xml file on

page 156.

<EventRouter id="Unique identifier of router"
class="com.cyclonecommerce.events2.router.LogFileRouter"
active="false">
<Parameters
file="fileName"
rollOnStart="boolean"
autoFlush="boolean"
gmt="boolean"
maxFileSize="1long"
maxBackupFiles="integer"
maxContentDepth="integer"
rollTimes="hh:mm, hh:mm, hh:mm,.."
/>
<MetadataProcessorListRef ref="Messaging" />
<EventFilterRef ref="Important" />
</EventRouter>

The MetadataProcessorListRef element references an element in the
MetadataProcessors section of events.xml. The EventFilterRef element
references a filter in the EventFilters section of events.xml. The following
explains the attributes of the EventRouter and Parameters elements in the
router defintion.
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EventRouter attributes

The following explains the attributes of the EventRouter element in a log
file configuration in events.xml.

id
A unique identifier of the router.

class

Specifies the name of the Java class that implements the router
interface.

active

Specifies whether the router should be made active when the server
starts.

Parameters attributes

The following explains the attributes of the Parameters element in a log file
configuration in events.xml.

file
Specifies the name of the event log file.

rollOnStart

Specifies whether the log file should be rolled when the log file
router is started. Rolling a log file means starting a new log file,
saving the current log with an extension of .1 to the file name and
renaming any older log files by incrementing the extension by 1.
For example, a file with an extension of .1 is renamed .2, and so
on. The default value is false. This attribute is optional.

autoFlush

Specifies whether events are written immediately to the log file.
Using a value of true is handy when tailing the log and you do not
want to wait before events are displayed. The default value is false,
which causes a delay in writing events to the log, a lag that varies
depending on the operating system. This attribute is optional.

gmt

Specifies whether time stamps should be GMT time. If not, time
stamps use the local time zone. The default value is false if not
specified. This attribute is optional.
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maxFileSize

Specifies the maximum size of a log file before it is rolled. The size
is specified in bytes. The letters K, M or G (case insensitive) can
follow a numerical value to specify kilobytes, megabytes or
gigabytes, respectively. This option only applies when logging to a
file (not standard output). The default value is the maximum file
size supported by the operating system. This attribute is optional.

maxBackupFiles

Specifies the maximum number of rolled log files to retain. This is
in addition to the current log file. The default behavior is to retain
all archived log files. This attribute is optional.

maxContentDepth

Specifies the maximum depth of extended content to display. A
value of 0 displays no extended content, a value of 1 displays the
top level of extended content, and so on. The default behavior is to
display all extended content. This attribute is optional.

rollTimes

Specifies when to roll the log, regardless of file size. Times are
specified in hours and minutes, using a 24-hour clock. If the value
of the gmt attribute is true, the times in this attribute are assumed
to be GMT times; otherwise, they are assumed to be local times.
This option only applies when logging to a file (not standard
output). The default behavior is not to roll at any specific times.
This attribute is optional.

JMS event router

With the help of technical consultants, you can configure a router in
events.xml to publish events to a JMS queue. To do so, you must have Java
Message Service experience and a working JMS system.

Instructions for configuring a JMS event router are in the events.xml file.

Oracle AQ event router

With the help of technical consultants, you can configure a router in
events.xml to publish events to an Oracle Advanced Queuing facility
(Oracle AQ) queue. To do so, you must have Java Message Service
experience and a working Oracle AQ system.
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Instructions for configuring an Oracle AQ event router are in the
events.xml file.

XML for JMS and AQ event routers

Each event is serialized in XML form before being written to the JMS or
AQ queue. Each event type can contain different data that is specific to
event type. The following is an example of such XML content:

<?xml version="1.0" encoding="UTF-8"?>
<CycloneEvent>
<id>1132766968963.226929@nodel</id>
<type>Messaging.Packaging.SignatureCompleted</type>
<level>Low</level>
<created>2005-11-23T12:29:28</created>
<dispatched>2005-11-23T12:29:28</dispatched>
<nodeId>nodel te</nodeId>
<extendedContent/>
<metaData>
<MessageSnapshot>
<CoreId>1132766968539.226918@bdhp6040</CoreId>
<SenderRoutingId>testsender</SenderRoutingId>
<ReceiverRoutingId>testreceiver</ReceiverRoutingId>
<DocumentId>000028161</DocumentId>
<ContentMimeType>application/EDI-X12</ContentMimeType>
<MessageState>Actioned</MessageState>
<MessageContentSize>272</MessageContentSize>
<BusinessProtocolType>RAW</BusinessProtocolType>
<BusinessProtocolVersion>1.0</BusinessProtocolVersion>
<MicCheckFailed>false</MicCheckFailed>
<IsResponsePositive>false</IsResponsePositive>
<IsFinalState>false</IsFinalState>
<MaxRetries>0</MaxRetries>
<NextRetryNum>0</NextRetryNum>
<NextRetryTime>1969-12-31T19:00:00</NextRetryTime>
<CompressionType>None</CompressionType>
<ReceiptRequested>None</ReceiptRequested>
<SendAttempt>0</SendAttempt>
<MaxSendAttempts>0</MaxSendAttempts>
<ResendInterval>0</ResendInterval>
</MessageSnapshot>
</metaData>
</CycloneEvent>

Data common to all events

The following data are common to all events written to the JMS or AQ
queue.

id

Unique event ID. Each event has its own unique ID.
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type
The type of the event.
level

The level of the event (low, high, warning, error).

created

Date and time the event was created in yyyy-MM-dd' T’kk:mm:ss
format.

dispatched

Date and time the event was dispatched in yyyy-MM-
dd’T’kk:mm:ss format.

nodeid
The ID of the node that created the event.

extendedContent

Extended content associated with the event. Name-values pairs
that provide additional data for an event.

Data specific to message-related events

The following data are specific to message-related events written to the
JMS or AQ queue.

Coreld

Unique message identifier within the trading engine.
RefToCoreld

Unique message identifier that relates to this message. Typically

set on a receipt message, RefToCoreld refers to the request
message.

Integrationid

Used to attach customer-specific ID to a message.

SenderRoutingld

Routing ID of the sending party.
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ReceiverRoutingld

Routing ID of the receiving party.

Documentid

Control ID if the message payload is EDI.

ContentMimeType

The MIME type of the message payload.

MessageState

The state of a message within the trading engine. For example,
consumed, produced, rejected.

MessageContentSize

The size of the message content when the event was fired. Note that
the message content size changes as the message flows through the
trading engine; compression, signing, encryption, packaging affect
size at one stage or another.

TransportType

The type of transport that consumed or produced the message. For
example, HTTP, HTTPS, FTP, MQSERIES, JMS, SFTP,
FILESYSTEM, PLUGGABLE.

PeerAddress

URL of a peer in a peer network.

Messageld

Business protocol message ID.

BusinessProtocolType

Business protocol for the current packaging state. The value
depends on a message's state. For example, raw represents an
unpackaged state and EDIINT AS1 represents a packaged state
for the AS1 protocol.
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BusinessProtocolVersion

Version of the business protocol handler for the current packaging
state of the message. The value depends on a message's current
state. The value indicates the version of the ProtocolSender or
ProtocolReceiver handling a message. The value does not
necessarily coincide to a specific packaging specification or RFC.

EncryptionAlgorithm

Encryption algorithm used for the message.
DigestAlgorithm

Digest algorithm used for the message.
ContentMic

MIC value of the message.
RejectionDescription

Rejection reason for a rejected message.
ReceivedContentMic

Received content MIC value used when packaging EDIINT MDN.
Only set on an outbound MDN message.

MicCheckFailed

True if MIC checking of inbound EDIINT message fails. Only set
on an outbound MDN message.

Disposition

Disposition modifier value used when packaging EDIINT MDN.
Only set on MDN's that indicate an unpackaging error. Only set on
an outbound MDN message.

ResponseCoreld

The core id of the response (acknowledgment) message for this
message.

IsResponsePositive

True if the response (acknowledgment) message was positive;
false otherwise.
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IsFinalState

True if the message is in a terminal state (delivered, ignored,
rejected, joined, resubmitting).

ebXMLService

For ebXML. identifies the service that acts on the message. The
designer defines the service. A service is related actions for an
authorized role within a party.

ebXMLAction

For ebXML, identifies a process within a service that processes the
message. The action must be unique within the service in which it
is defined. The service designer defines the value of the action
element.

ebXMLCpald

For ebXML, identifies the CPA that governs the collaboration
between the trading parties. This matches the CPA ID in the CPA,
not the name of the CPA XML file.

ebXMLConversationid

For ebXML, a string identifying a set of related messages that
comprise a conversation between two parties. It must be unique in
the context of the specified CPA ID.

ebXMLRefToMessageld

For ebXML, when present, this must have a Messageld value of an
earlier message to which this message relates. If there is no related
earlier message, this element must not be used.

ebXMLMessageld

For ebXML, a unique identifier for a message that conforms to RFC
2822.

MaxRetries

Maximum number of times to retry a message after a transport
failure.

NextRetryNum

The next retry increment.
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NextRetryTime

The time to execute the next retry after a transport failure.

CompressionType

The type of compression used to compress a message.

ReceiptRequested

The type of receipt requested for a message (NONE, SIGNED or
UNSIGNED).

ReceiptMicAlgorithm

MIC algorithm used for the receipt.

SendAttempt

The number of sends attempted.

MaxSendAttempts

The maximum number of times to resend a message after a failure
to receive a response (acknowledgment).

ResendInterval

The elapsed time to wait between resend attempts.

The alerts.xml file

The alerts.xml file is in [install directory]\[build number]\conf. The
default configuration allows certain events in the high, warning and error
categories to publish to the user interface. You can edit the file to send the
same events by e-mail. This file is only for publishing events for the trading
engine.

The default configuration of alerts.xml calls for publishing some but not all
of the predefined events. The default configuration reports events in the
following general categories:

Certificates about to expire

Message errors involving packaging and invalid sender or receiver
JVM node errors

Accessing an unlicensed feature

Transport errors

Configuration errors

Unexpected errors

* & 6 6 6 o o
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+  TFatal errors

If you understand XML you can edit the file to extend reporting to other
categories of events.

Send events by e-mail

Use this procedure to configure alerts.xml to have the trading engine send
events via e-mail to any recipients. This procedure takes advantage of
default settings and requires only minimal changes to alerts.xml to deliver
events by e-mail.

Steps

1  Configure a community profile. Make sure to do the following:

+ Configure the global external SMTP server. This is required for
e-mailing events. See Configuring external SMTP server on

page 46.

+ In the contact information for the community profile, use a valid
e-mail address. In some instances, alerts.xml uses this as the
“from” address for e-mailed events.

+ Set up a secure e-mail protocol exchange for the community for
receiving messages from partners. Use a detached server for this
transport; do not use an embedded server. Set up this exchange
even though partners might not use it to send messages to your
community. In some instances, alerts.xml uses the SMTP
delivery address for this exchange as the “from” address for
e-mailed events.

2 Make a copy of alerts.xml and keep it as a backup.
3  Open alerts.xml for editing.

4  Near the top of the file, find the Interval minutes element. You
might want to edit the value. This element limits the number of
e-mails that can be sent for the same event. For example, if messages
are repeatedly rejected because of an unknown receiver error, only
one e-mail message is sent per hour if interval minutes is set to 60.

5  Scroll to the bottom of the file. Here you can find commented-out
elements as in Figure 38 for specifying “from” and “to” addresses for
e-mailed events.
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<Communities>

<!-- Uncomment and configure

<Community id="PC1l">

<ActionParameters>

<Parameter name="AlertEmailAddresses" value="mail@domain.com"/>
</ActionParameters>

</Community>

—-—>

<!I--

Used whenever there is an event for which there is no community
routing id or there

is no configuration for the community ID for which the event was
generated.

—=>

<!-- Uncomment to enable

<Community id="default">

<ActionParameters>

<Parameter name="FromEmailAddress" value="mail@domain.com"/>
<Parameter name="AlertEmailAddresses" value="mail@domain.com"/>
</ActionParameters>

</Community>

——>

</Communities>

Figure 34. Address parameters at bottom of alerts.xml

The first block of commented-out elements, identified by
Community id="PC1", is for specifying “to” addresses with a
specific community as the “from” address. A community routing ID is
the value of the Community id element. By virtue of the routing ID,
the trading engine uses the e-mail address of the secure e-mail
protocol exchange for the community as the “from” address.
Configuring this block is optional. It is useful if you have two or more
community profiles.

The second block of commented-out elements, identified by
Community id="default", is for specifying default “from” and “to”
addresses for e-mailed events. Configuring default addresses is
required even if you use the optional first block. This is because some
events are not associated with a community routing ID and the
default “to” and “from” addresses must be used for such events.

Uncomment the second block of commented-out elements for the
default “to” and “from” addresses. Configuring this is required.

For Parameter name="FromEmailAddress" value, enter a
default “from” address for events.

For Parameter name="AlertEmailAddresses" value, enter one
or more “to” e-mail addresses. These are where the events will be
delivered. To enter two or more addresses, separate each address with
a comma. For example, name1@domain.com,name2@domain.com.
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7  Optionally, uncomment the first block of commented-out elements
for a community-specific “from” address and one or more “to
addresses.

Use a community routing ID as the value of Community id.

For Parameter name="AlertEmailAddresses" value, enter one
or more “to” e-mail addresses. These are where the events will be
delivered. To enter two or more addresses, separate each address with
a comma. For example, name1@domain.com,name2@domain.com.

The trading engine will use the address of the secure e-mail delivery
exchange for the community as the “from” address. If such an address
is not available, the trading engine will use the contact e-mail in the
community profile as the “from” address.

8 Save and close alerts.xml
9 Restart the trading engine server.

When an event defined in alerts.xml is triggered, e-mail messages
about the event will be delivered to the specified “to” addresses.

Editing alerts.xml

You can edit the alerts.xml file to alter the events that are published to the
database or delivered by e-mail. You must understand XML to change this
file. The following describes some of the key elements in the file.

Interval minutes

The trading engine only fires one action (e-mail or database) for
multiple similar events that occur within a specified interval. If the
following meta-data matches, the events are considered duplicates.
This is a way to limit the number of e-mail messages sent for the
same events in a given period of time.

AlertDefinition.Name
Event.EventType
Event.EventLevel
Event.ExtendedEventContent
Message.SenderRoutingld
Message.ReceiverRoutingld
Message.BusinessProtocolType
Message.BusinessProtocolVersion
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AlertDefinition

AlertDefinition elements define the type of events to publish,
where to deliver the events (database or e-mail) and the
information to include in event messages.

Events

Events elements refer to some of the predefined event types.

Actions

One or more actions can be taken when an alert definition fires.
Two actions are supported: database and email. the database
action delivers triggered events to the user interface. The email
action delivers events by e-mail.

Address

Each email Action type element has an Address parameter. The
default value of {AlertEmailAddressesses} means the “to”
addresses in the Communities elements at the bottom of the file are
used. You can substitute addresses without brackets for the
bracketed parameter value.

Format

Format elements control the format and content of the e-mail
messages. Valid formats are text and XML. If the format is text, a
list of Field elements can be defined that supply the content of the
e-mail message. Each Field element results in a new line in the
e-mail message. The field has a label and a hard-coded value or a
reference to some meta-data contained in the event. See Meta-data
for e-mail events on page 176

Communities

The Communities element defines the values for any bracketed
Address parameters referenced in the Actions element. For every
event, if there is a community ID and the action is email, then the
name of the bracketed parameter is looked up for that community
ID. This allows the e-mail address to be configured for each
community.

Meta-data for e-mail events

The following meta-data are available to all events in alerts.xml.
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Table 6 - Meta-data for e-mail events

Meta-data Description
AlertDefinition.Name Name of the alert definition
Event.Name Name of event
Event.EventType Type of event (usually same as

Event.Name)

Event.EventLevel Level of event (high, warning, error)

Event.Timestamp Time event was triggered.

Event.ExtendedEventContent Extra information that may be with the
event

Event.NumberOfOccurances Number of times the event has been
published

The following meta-data are available to events at the Messaging level (see
Messaging on page 179) in the default configuration of alerts.xml. All of
these fields names are included in generated e-mail messages. Fields
without data display as blank in e-mail messages.

Message.Coreld
Message.RefToCoreld
Message.SenderRoutingld
Message.ReceiverRoutingld
Message.DocumentId
Message.MimeType
Message.MessageState
Message.MessageContentSize
Message.TransportType
Message.PeerAddress
Message.Messageld
Message.BusinessProtocolType
Message.BusinessProtocolVersion
Message.EncryptionAlgorithm
Message.DigestAlgorithm
Message.ContentMic
Message.RejectedReason
Message.ReceivedContentMic
Message.MicCheckFailed
Message.Disposition
Message.SenderRoutingIdType
Message.ReceiverRoutingIdType
Message.TrueSenderRoutingIdType
Message.TrueSenderRoutingld
Message.TrueReceiverRoutingIdType
Message.TrueReceiverRoutingld
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Event

Message.PeerAddress
Message.ResponseCoreld
Message.IsResponsePositive
Message.IsFinalState
Message.EbxmlService
Message.EbxmlAction
Message.EbxmlCpald
Message.EbxmlConversationld
Message.EbxmlRefToMessageld
Message.EbxmlMessageld
Message.MaxRetries
Message.NextRetryNum
Message.NextRetryTime
Message.CompressionType
Message.ReceiptTypeRequested
Message.SendAttempt
Message.MaxSendAttempts
Message.ResendInterval

tables

Tables of all events are provided in the following topics.

Events follow a hierarchy that lets you filter the volume of reported events.
For example, the following event from the table Messaging on page 179 is
the full detail for this event:

Messaging.Message.MessageUnpackaged.Request

Using an event filter, you can specify how many Messaging events are
published. If you filter events at the top level, Messaging, all events at
that level and below are reported. This would include all events in the
following tables: Messaging on page 179, Transport on page 185 and
Packaging on page 187.

You could exclude many events by filtering according to the next level in
the hierarchy. For example, if you filtered at the Messaging.Message
level, all events in the table Messaging would be reported. No events would
be reported from the tables Transport and Packaging.

You could drop another level and exclude even more events. For example,
if you filtered at the Messaging.Message.MessageUnpackaged level,

only three events from the table Messaging would pass the filter.

The tables give the level of each event.

176 Installation and Configuration Cyclone Interchange, BEA WebLogic Edition 5.4



Event tables

A “level” indicates the significance of an event. Levels rank events from low
to high importance. There are four levels, which are listed in order of
lowest to highest importance: Low, High, Warning and Error.

Event levels provide different degrees of information. Low level events
contain the most detailed information and high level events contain the

most general information. The warning and error levels do not correspond
to a level of detail, but do infer degrees of importance.

Messaging
The following are events that occur during business message processing.

Messaging.Message. is the prefix for these events. In other words, the
syntax of the first event in the following table is actually
Messaging.Message.ActionTreeExecuted.

Table 7 - Messaging events. Prefix: Messaging.Message.

Event Lvl Description
ActionTreeExecuted Low Action tree
executed

Collaboration.ErrorBuildingCollaborati ~ Error  Error building a
on binary
collaboration

Collaboration.ErrorExecutingActionTre ~ Error  Error executing a

e binary
collaboration
DecompressionFailure Error  Message could not

be decompressed

DecryptionFailure Error Message could not
be decrypted
Duplicate Warn  Received a

duplicate message

Duplicate.Message Warn Received a
duplicate message

Duplicate.Payload Error Received a
duplicate
document
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Table 7 - Messaging events. Prefix: Messaging.Message.

Event

Lvl

Description

InlineProcessing.Error

Error

Inline processing
was performed on a
message that
resulted in an
exception being
thrown

InlineProcessing.Initiated

Low

This event
generates before an
inline process is
called by a message
processing action
or a delivery
exchange

InlineProcessing.Performed

Low

Inline processing
was applied to a
message and
returned
successfully

InvalidCertificate

Error

No valid certificate

InvalidCertificate.Invalid EncryptionCer
tificate

Error

No valid encryption
certificate

InvalidCertificate.InvalidSigningCertific
ate

Error

No valid signing
certificate

InvalidPartner

Error

Partner ID invalid
or unknown

InvalidPayload

Error

Payload cannot be
recognized

InvalidPayload.XmlParsingFailure

Error

Error parsing XML
payload

InvalidResponseRequest

Error

Message contains
an invalid receipt
request

InvalidResponseRequest.UnsupportedF
ormat

Error

Requested protocol
format is not
supported

InvalidResponseRequest.Unsupported
MicAlgorithms

Error

Requested MIC
algorithms are not
supported
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Table 7 - Messaging events. Prefix: Messaging.Message.

Event

Lvl

Description

InvalidSignature

Error

Signature cannot
be verified or
validated

InvalidSignature.InvalidHash

Error

Signature has
invalid hash value

InvalidSignature.UnassociatedCertificat
e

Error

Signature
certificate is not
associated with the
message sender

InvalidSignature.UntrustedCertificate

Error

Signature
certificate is
untrusted

Messagelgnored

High

MessageJoined

High

For messages with
multiple payloads
(typically ebXML
and RosettaNet),
child messages of
the original have
been joined into the
single message sent

MessagePackaged

Low

Message packaged

MessagePackaged.Error

Error

An error was
encountered while
packaging a
message

MessagePackaged.Request

Low

A request was
packaged

MessagePackaged.Response

Low

A receipt was
packaged

MessageReceived

High

Message received
from transport

MessageRejected

Error

Message rejected

MessageSent

High

Message sent via
transport

MessageUnpackaged

Low

Message
unpackaged
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Table 7 - Messaging events. Prefix: Messaging.Message.

Event

Lvl

Description

MessageUnpackaged.Error

Error

An error was
encountered while
unpackaging a
message

MessageUnpackaged.Request

Low

A document was
unpackaged

MessageUnpackaged.Response Low

A receipt was
unpackaged

PayloadDelivered

High

Payload delivered
to integration point

PayloadReceived

High

Payload received
from integration
point

PayloadSplit

High

A batch EDI
document has been
split into individual
documents

PayloadSplit.Error

Error

An unrecoverable
error occurred
when splitting an
EDI document. No
children were
produced and the
original document
failed.

RequiredHeaderNotFound

Error

Message did not
contain the
required header

ResendCancelled

Low

Resend cancelled

ResendInitiated

High

Resend initiated

ResendsExhausted

Error

Message resent
maximum times
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Table 7 - Messaging events. Prefix: Messaging.Message.

Event

Lvl

Description

ResponseDelivered

High

An inbound receipt
has been reconciled
with the outbound
message that
requested it, or an
outbound receipt
has been
successfully
transmitted to the
requesting party.

ResponseSent

High

Receipt sent via
transport

Resubmit

High

Message
resubmitted

Resubmit.Failed

Error

Message failed to
resubmit

Resubmit.Initiated

High

Message
resubmission
initiated

UnexpectedProcessingError

Error

Cannot process a
received message
due to an

unexpected error

UnexpectedResponse

Error

Receipt message is
unexpected or
contain

UnexpectedResponse.AuthenticationFai
led

Error

Receipt indicates
authentication of
original message
failed

UnexpectedResponse.DecompressionFa
iled

Error

Receipt indicates
decompression of
original message
failed

UnexpectedResponse.DecryptionFailed

Error

Receipt indicates
decryption of
original message
failed
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Table 7 - Messaging events. Prefix: Messaging.Message.

Event

Lvl

Description

UnexpectedResponse.DuplicateRequest

Warn

Receipt indicates
the original
message was a
duplicate

UnexpectedResponse.DuplicateRespons
e

Warn

Received a
duplicate receipt

UnexpectedResponse.InsufficientMessa
geSecurity

Error

Receipt indicates
original message
had insufficient
security

UnexpectedResponse.IntegrityCheckFai
led

Error

Receipt indicates
integrity check of
original message

failed

UnexpectedResponse.MicMismatch

Error

MIC in receipt does
not match MIC in
original message

UnexpectedResponse.NoPartner

Error

Receipt indicates
there was no
partner configured
for the original
message

UnexpectedResponse.SenderEqualsRec
eiver

Error

Receipt indicates
the sender and
receiver of the
original message
were identical

UnexpectedResponse.UnexpectedProce
ssingError

Error

Receipt indicates
there was an
unexpected error
processing the
original message

UnexpectedResponse.UnknownError

Error

Received a receipt
with an unknown
error

UnexpectedResponse.UnknownFailure

Error

Received a receipt
with an unknown
failure
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Table 7 - Messaging events. Prefix: Messaging.Message.

Event Lvi Description

UnexpectedResponse.UnknownWarnin ~ Warn  Received a receipt
g with an unknown
warning

UnexpectedResponse.UnmatchedRespo  Error  Receipt does not
nse match original
message

UnexpectedResponse.UnsupportedFor ~ Error  Receipt indicates

mat the original
message requested
a receipt using an
unsupported
protocol format

UnexpectedResponse.UnsupportedMic ~ Error  Receipt indicates

Algorithms the original
message requested
a receipt with an
unsupported MIC
algorithm

UnknownReceiver Error Received message
from unknown
receiver

UnknownSender Error  Received message
from unknown
sender

ValidationFailure Error  An error validating
an ebXML
message. For
instance, a message
could not be
validated against a
CPA.

ValidationFailure.NotEncrypted Error  Aninbound
message failed
because it was not
signed

ValidationFailure.NotSigned Error  Aninbound
message failed
because it was not
encrypted
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Transport

The following are transport events.
Messaging.Transport. is the prefix for these events. In other words, the

syntax of the first event in the following table is actually
Messaging.Transport.ConnectionClosed.

Table 8 - Transport events. Prefix: Messaging.Transport.

Event Lvl Description

ConnectionClosed Low Input or output
connected closed

ConnectionEstablished Low Outbound or
inbound
connection
established

ConnectionInitiated Low Outbound or
inbound
connection
initiated

InputTransferCompleted Low Input transfer has
completed

InputTransferInitiated Low Input transfer
initiated on new
connection

OutputTransferCompleted Low Output transfer
completed

OutputTransferInitiated Low Output transfer
initiated

PostProcessing Low Post processing

PostProcessing.Completed High  Post processing
completed

PostProcessing.Failure Error  Post processing
failed

PostProcessing.Initiated High  Post processing
started

ReceiveFailure Error A receive (input)
fails for any reason
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Table 8 - Transport events. Prefix: Messaging.Transport.

Event Lvi Description

ReceiveFailure.InputConnectionFailure =~ Error  Input connection
cannot be set up

ReceiveFailure.InputConnectionLost Error Input connection
lost
ReceiveFailure.InputTermination Error  Input abnormally
terminated
RetryCompleted Low Retry finished
RetryFailure Error A retry fails for any
reason
RetryFailure.RetriesExhausted Error  All retries have
been attempted
RetryFailure.RetryCancelled Error  Retry operation
cancelled
RetryScheduled Low A message that

failed to send due
to a transport error
has been scheduled
for another attempt
at sending

SendFailure Error A send (output)
fails for any reason

SendFailure.OutputConnectionFailure Error A connection

cannot be

established
SendFailure.OutputConnectionLost Error  Established

connection lost
SendFailure.OutputTermination Error  Output abnormally

terminated
Packaging

The following are message packaging events.

Messaging.Packaging. is the prefix for these events. In other words, the
syntax of the first event in the following table is actually
Messaging.Packaging.CertificateValidationFailure.
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Table 9 - Packaging events. Prefix: Messaging.Packaging.

Event Lvl Description
CertificateValidationFailure Error  Certificate
validation failed
CompressionCompleted Low Compression
completed
CompressionInitiated Low Compression
started
DecompressionCompleted Low Decompression
completed
DecompressionFailure Error Decompression
failed
DecompressionInitiated Low Decompression
started
DecryptionCompleted Low Decryption
completed
DecryptionFailure Error  Decryption failed
DecryptionInitiated Low Decryption started
EncryptionCompleted Low Encryption
completed
EncryptionInitiated Low Encryption started
PackageCompleted Low Packaging
completed
Packagelnitiated Low Packaging started
PayloadUnpackaged Low A payload has been
unpackaged
SignatureCompleted Low A signing operation
has completed
Signaturelnitiated Low A signing operation
has started
SignatureVerificationCompleted Low A signature
verification and
validation has
completed
SignatureVerificationFailure Error  Signature

verification failed
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Table 9 - Packaging events. Prefix: Messaging.Packaging.

Event Lvi Description

SignatureVerificationInitiated Low A signature
verification and
validation has

started
UnpackageCompleted Low Unpackaging

completed
Unpackagelnitiated Low Unpackaging

started

Peer network

The following are peer network events.
Messaging.PeerNetwork. is the prefix for these events. In other words,
the syntax of the first event in the following table is actually

Messaging.PeerNetwork.ReceiptForwarded.

Table 10 - Peer network events. Prefix: Messaging.PeerNetwork.

Event Lvl Description

ReceiptForwarded Low A peer received a
receipt intended for
another peer and
forwarded the
receipt to the
proper peer.

ReceiveFailed Error  An error occurred
while processing a
peer message from
another peer.

Administration alert

The following is an event that occurs when an alert is generated. Such an
event also contains information about the particular alert. See The
alerts.xml file on page 171.

Table 11 - Administration alert.

Event Lvi Description

Administration.Alert High  An alert generated
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Administration configuration

The following are administration configuration events, which track
changes to the system and resources used and accessed.

Administration.Configuration. is the prefix for these events. In other
words, the syntax of the first event in the following table is actually
Administration.Configuration.CertificateManagement.Persona

1CertificateAboutToExpire.

Table 12 - Administration events. Prefix: Administration.Configuration.

Event Lvl Description
CertificateManagement.PersonalCertific High A certificate is
ateAboutToExpire about to pass its
expiration date
CertificateManagement.PersonalCertific High A certificate has
ateAdded been added
CertificateManagement.PersonalCertific High A certificate has
ateExpired expired
CertificateManagement.PersonalCertific High A certificate is not
ateNotOperational in active status
CertificateManagement.PersonalCertific High A certificate
ateNotYetValid precedes its
validation date
CertificateManagement.PersonalCertific High A certificate has
ateRemoved been removed
CertificateManagement.PersonalCertific High A certificate is no
ateRevoked longer valid
CertificateManagement.PsePolicyUpdat High A default signing or
ed encryption
certificate has been
changed
CertificateManagement.SslCertificateAb High  An SSL certificate
outToExpire is about to pass its
expiration date
CertificateManagement.SslCertificateEx High  An SSL certificate
pired has expired
CertificateManagement.SslCertificateNo High  An SSL certificate
tOperational is not in active
status
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Table 12 - Administration events. Prefix: Administration.Configuration.

Event Lvi Description
CertificateManagement.SslCertificateNo High  An SSL certificate
tYetValid precedes its
validation date
CertificateManagement.SslCertificateRe High  An SSL certificate
voked is no longer valid
CertificateManagement.TrustedCertifica High  Atrusted certificate
teAboutToExpire is about to pass its
expiration date
CertificateManagement.TrustedCertifica High A certificate has
teAdded been trusted
CertificateManagement.TrustedCertifica High  Atrusted certificate
teExpired has expired
CertificateManagement.TrustedCertifica High  Atrusted certificate
teNotOperational is not in active
status
CertificateManagement.TrustedCertifica High  Atrusted certificate
teNotYetValid precedes its
validation date
CertificateManagement.TrustedCertifica High A certificate has
teRemoved been untrusted
CertificateManagement.TrustedCertifica High  Atrusted certificate
teRevoked is no longer valid
CertificateManagement.UserCertificate =~ High A user’s certificate
AboutToExpire is about to expire
CertificateManagement.UserCertificate =~ High A user’s certificate
Expired has expired
CertificateManagement.UserCertificate =~ High A user’s certificate
NotOperational is not in active
status
CertificateManagement.UserCertificate ~ High A user’s certificate
NotYetValid precedes its
validation date
CertificateManagement.UserCertificate =~ High A user’s certificate
Revoked is no longer valid
Collaboration.AllBuildingBlocksRemove High A message handler

d

condition has been
removed
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Table 12 - Administration events. Prefix: Administration.Configuration.

Event

Lvl

Description

Collaboration.BuildingBlockAdded

High

A message handler
condition has been
added

Collaboration.BuildingBlockRemoved

High

A message handler
condition has been
removed

CrlManagement.UpdateCompleted

High

An update of a
certificate
revocation list has
been completed

CrlManagement.UpdateFailed

Error

An update of a
certificate
revocation list has

failed

CrlManagement.Updatelnitiated

Low

An update has been
initiated for a
certificate
revocation list

EmbeddedServer.Added

High

An embedded
server has been
added

EmbeddedServer.Removed

High

An embedded
server has been
deleted

EmbeddedServer.Updated

High

An embedded
server has been
updated

ExchangePoint.Added

High

An exchange point
has been added

ExchangePoint.Removed

High

An exchange point
has been deleted

ExchangePoint.Updated

High

An exchange point
has been updated

Node.Added

High

A node has been
added

Node.Removed

High

A node has been
deleted
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Table 12 - Administration events. Prefix: Administration.Configuration.

Event Lvi Description
Party.CommunityAdded High A community has
been added
Party.CommunityImported High A community
profile has been
imported
Party.CommunityRemoved High A community has
been deleted
Party.CommunityUpdated High A community has
been updated
Party.ImportFailed Error A community or
partner profile
failed to import
Party.PartnerAdded High A partner has been
added
Party.PartnerImported High A partner profile
has been imported
Party.PartnerRemoved High A partner has been
deleted
Party.PartnerSelfRegistered High A web trader
partner has

registered and
awaits sponsor
approval

Party.PartnerUpdated High A partner has been
updated

CSOS

The following are events related to CSOS document processing. These
events are generated only if your user license allows CSOS processing.

Table 13 - CSOS events.

Event Lvl Description

CSOS.Messaging.Approval Low A user has signed
and approved an
outbound message
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Table 13 - CSOS events.

Event Lvi Description

CSOS.Messaging.Approval.Rejected High A message awaiting
signing was
rejected

CSOS.Messaging.QueuedForApproval Low A document is
waiting for user
signing

CSOS.Messaging.Verification Low The user signature
of an inbound
message has been
verified

CSOS.Messaging.Verification.Failed Error  The user signature
of an inbound
message has failed
verification

Terminal events

The significance of the following events, and the reason for presenting
them apart from other events, is these are terminal events, which indicate
the end of processing in the trading engine.

Messaging.Message.PayloadDelivered

Level: High
For an inbound message, the payload was sent to integration.

For an outbound message, the payload was sent to the partner and
a receipt (if expected) was received.

Messaging.Message.ResponseDelivered

Level: High

For an inbound receipt, it has been received and processed
successfully,

For an outbound receipt, it has been sent successfully.

Messaging.Message.MessageRejected

Level: Error
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An inbound or outbound message containing a payload was
rejected.

This could due to a transport or security failure, application
configuration error, or systems error. The reason for the rejection
and other information are provided with the response.

Messaging.Message.Messagelgnored

Level: High

Processing has reached a point where the message can be safely
ignored and not processed further. The following are the known
instances of when a message is ignored.

When an AS2 message containing a payload or response is sent,
the received synchronous HTTP response is treated as a message.
If a synchronous MDN is not expected and the HTTP response is
a 200-level response, the message is ignored.

When the sender for the raw business protocol is asked to send a
message that does not contain any content (either there really is
no content or the content is of zero length), the message is
ignored.

When the web services protocol receiver receives a duplicate of a
previously received message, the duplicate is ignored.

When the ebXML protocol receiver receives an asynchronous
SOAP fault, the SOAP fault message is ignored.

When the ebXML protocol receiver receives a synchronous SOAP
fault for an unknown message, the SOAP fault message is ignored.

When the ebXML protocol receiver receives a duplicate of a
previously received message, all the messages containing the
payloads of the duplicate message are ignored.

Administration system

Administration.System. is the prefix for these events. In other words,
the syntax of the first event in the following table is actually
Administration.System.ClusterBus.ErrorEvent.
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Table 14 - Administration system events. Prefix: Administration.System.

Event Lvl Description
ClusterBus.ErrorEvent Error Anode
communication

error has occurred

ClusterBus.FatalEvent Error A node
communication
fatal error has
occurred

ClusterBus.WarningEvent Warn Anode
communication
warning has
occurred

Node.ShutdownCompleted High  Node has shut
down

Node.ShutdownlInitiated High  Nodebegins to shut
down

Node.StartupCompleted High  Node has started

Node.StartupFailure Error  Node fails to start

Node.StartuplInitiated High  Node begins to
start up

StartupCompleted High  Server has started

Startuplnitiated High  Server begins to
start up

SystemLoadExceeded Warn  The system has
exceeded the
processing
threshold and has
throttled back

Administration licensing

Table 15 - Administration licensing event

Event Lvl Description

Administration.Licensing.ResourceUnli Warn License.xml file
censed does not allow
access to a resource
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Administration persistence

Table 16 - Administration persistence event

Event Lvl Description

Administration.Persistence.MessagesPu High  Messages have

rged been purged from
the backup
directory and the
database
Security

The following events are related to user-level security auditing.
Security. is the prefix for these events. In other words, the syntax of the
first event in the following table is actually

Security.Authentication.AuthenticationFailure.

Table 17 - Security events. Prefix: Security.

Event Lvi Description

Authentication.AuthenticationFailure High A user cannot be
authenticated

Authentication.AuthenticationSuccess High A user has been
authenticated

Authentication.LockedOutUserAttempt  High A user retrys
logging on

Authentication.UserLoggedOut High  Auser has logged
out

Authentication.MaxAttemptsExceeded High A user has
exhausted the
number of allowed
log-on attempts

Authorization.AuthorizationDenied High A user has been
denied use of a
resource

Authorization.AuthorizationGranted Low A user has been
authorized to use a
resource
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Table 17 - Security events. Prefix: Security.

Event

Lvl

Description

Configuration.Failure

Error

Error due to
missing or
corrupted data in
the database or a
missing license.xml
file

Configuration.ItemChanged

High

A security
configuration has
been changed

Configuration.PasswordCreationFailure =~ Error

A password could

not be encrypted
Group.GroupAdded High  Arole has been
added
Group.GroupRemoved High  Arole has been
deleted
Group.GroupUpdated High  Arole has been
updated
Group.UserAddedToGroup High  Auser has been
added to a role
Group.UserRemovedFromGroup High  User removed from
arole
User.LockedOut High A user’s authority
to log on has been
suspended
User.LockOutRemoved High  Auser canlogon
again
User.PasswordUpdated High A user’s password
has been changed
User.UserAdded High  Auser has been
added
User.UserRemoved High A user has been
deleted
User.UserUpdated High A user has been
updated
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Getting started

Cyclone Interchange, BEA WebLogic Edition provides a secure, scalable
gateway for B2B collaboration. The unified framework helps establish
relationships with trading partners, transact business over the Internet,
and integrate with back-end systems. The gateway provides flexibility in
connecting to partners and legacy systems using widely used protocols,
transports, and integration methods.

Cyclone Interchange can be implemented as a single end-point solution or
as a clustered, fault tolerant gateway with unlimited trading partners. The
application's user interface integrates gateway management, monitoring
and metrics into one view.

AS1, AS2, AS3, RosettaNet, and ebXML are among the protocols Cyclone
Interchange supports for exchanging messages with partners. User-
defined message routing and rules-based processing can be handled at the
partner or document level.

Cyclone Interchange supports multiple operating systems and databases
for ease of deployment.

The following topics provide basic information about the application and
guidelines for configuration.

Concepts

How the trading engine processes
Major components on page 210
Trading engine glossary on page 211
Configuration outline on page 214
Interoperability on page 216
Security guidelines on page 216
Maintenance tips on page 217

® ¢ 6 6 ¢ o o

How the trading engine processes

Figure 40 presents a high-level view of how the trading engine processes
outbound and inbound documents. This shows typical document flows,
although your organization’s configuration may differ.
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Figure 39. Outbound and inbound processing flow

Major components

The following describes the system’s major components.

Administrator is a browser-based application that
enables you to configure and maintain your system for
document exchanges. The parameters you set using the

database.

Administrator application are stored in the system

Administrator enables you to monitor document traffic.
You can search for documents and re-submit documents

to partners or for integration.

Cyclone Interchange, BEA WebLogic Edition 5.4

210 Installation and Configuration



Trading engine glossary

Server performs the document transfers. Server reads
the parameters from the database and uses them to
process, send and receive documents over the Internet.

- Server is designed for continuous operation, 24 hours a
day, seven days a week.

Trading engine glossary

The following define common terms used in describing configuration or
operation of the trading engine.

Term Description

cluster A network environment where two or more
computers are running the trading engine as
players in a single distributed application.
Clustering can enhance fail-over capability and
improve performance.

certificate A digital certificate contains keys used for
encrypting and signing messages, and also for
decrypting and verifying signatures. A certificate
can contain a public-private key pair or a public
key only. See key.

collaboration Control packaging for messages a community

settings sends to partners. Determines whether messages
are sent in cipher or plain text, and whether
partners must acknowledge receiving messages.

community profile A community profile represents your local way of
grouping trading partners. It defines your
organization’s internal processes for handling
messages. It also defines how your community
expects to receive messages from partners.

In versions 4.2 and earlier, a community profile
was called a company profile.

delivery exchange The message protocol or transport or both a
community or partner uses to send and receive
messages.

document A business document such as a purchase order,
invoice, shipping notice, and so on.

EDI Electronic data interchange.
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Term Description

EDIFACT Electronic Data Interchange For Administration
Commerce and Transport. An EDI standard of the
International Organization for Standardization
(ISO).

inbound A message received over the Internet from a
partner. An inbound message is unpacked and
sent to inbound integration.

integration The transport to the back-end system for picking
up outbound messages or delivering inbound
messages. Supported integration transports
include file system, FTP, JMS, MQSeries.

key Keys are contained in digital certificates. There
are two kinds of keys: Private and public. A
private key is your secret key for decrypting
messages or signing messages. A public key is also
your key, but it can be used by a partner to
encrypt messages that only you can decipher with
your private key.

message The cargo or payload the trading engine handles.
A message can be a business document or a
receipt that you or a partner send to acknowledge
receiving a document.

message protocol A standard or convention for handling the
exchange of e-commerce business messages over
the Internet, and sometimes between back-end
systems and the trading engine. A message
protocol supports one or more transports.

Supported message protocols include AS1, AS2,
AS3, ebXML, RNIF.

message validation  Rules stating whether a community accepts
messages from partners that are encrypted or
plain text and signed or unsigned. In the case of
EDI documents, a community also can specify
whether to accept duplicate messages.

node A Java virtual machine (JVM). A node performs
the processing work of the application. You can
have one or many processing nodes on a single or
multiple computers (a cluster), depending on
license permissions.
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Term Description

outbound A message sent over the Internet to a partner. The
trading engine picks up the message from
outbound integration and packages it before
sending.

packaging How an outbound message is prepared before it is

sent to a partner. Packaging normally involves
signing, encrypting and MIME-wrapping the
payload.

partner profile

A partner profile specifies the message protocol
and transport for sending messages over the
Internet to the partner.

payload

The business document within a packaged
message.

receipt

A transport-level message that you or a partner
send to acknowledge receiving a document.

resend

After waiting for the partner to send a receipt
acknowledging receiving a message, the trading
engine sends the message again on the
presumption the partner did not receive the
earlier message.

This sometimes is confused with retry.

retry

A subsequent attempt to connect to the partner’s
transport when the initial attempt to connect and
send the message failed.

This sometimes is confused with resend.

TRADACOMS

TRAding DAta COMmunicationS. An EDI
standard of the Article Numbering Association.
Widely used in the United Kingdom.

trading

The exchange of e-commerce messages over the
Internet between trading partners.

transport

The protocol for moving messages between the
trading engine and partners over the Internet or a
back-end system. Supported transports include,
SMTP, HTTP, FTP, JMS, file system.

unpackaging

The action of unwrapping an inbound packaged
message.

Cyclone Interchange, BEA WebLogic Edition 5.4

Installation and Configuration 213



11. Getting started

Term Description

X12 An EDI protocol of the American National
Standards Institute. It is the primary North
American standard for defining EDI transactions.

Configuration outline

Use the following outline as a guide for configuring Cyclone Interchange.
This outline presumes the application has been installed, the server has
been started, and you have logged on to the user interface in a browser. If
not, first see Installation on page 19.

1 In the user interface, set up your community profile. The user
interface guides you through much of this process.

A community profile contains information about your organization
and its preferences for exchanging messages with other partners.

See Trading configuration on page 219 for information about
community and partner profiles and the roles they play in Cyclone
Interchange. See Add a community on page 225 for how to add a
community profile in the user interface.

2  Generate or obtain a certificate for your community profile. The
trading engine uses certificates for signing and encrypting messages.

See Manage certificates on page 421.

3  Determine whether you want to complete any other configuration for
your community profile.

See Check list for community configuration on page 225.

4  Determine whether messages sent or received by you or partners
must pass through proxy servers, firewalls or load balancers. Take
steps to adjust the trading engine configuration to accommodate
unhindered message traffic. See Firewalls and proxy servers on

page 235.

5 Export your community profile and distribute it by a secure means to
your trading partners. See Export a community profile on page 232.

A link for exporting the profile to a file is provided at the bottom of
the community summary page in the user interface. If you send the
profile file to partners as an e-mail attachment, we recommend
compressing it with WinZip or similar software to ensure file
integrity.
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6 Import or create profiles for your trading partners. The user interface
guides you through most of this process.

See The partner profile on page 227 and Add a partner on page 230.
7  Perform test trading to validate your configuration.

See Test trading on page 553.
8 Begin trading business documents with your partner.

When setting up your community, you configure how the trading
engine retrieves documents to be sent to partners and how documents
received from partners are delivered. Meanwhile, the partner profile
specifies how documents are to be transported to partners. With the
server running and with all required configuration in place, trading
should take place, presuming your partner also has completed all
configuration tasks.

The trading engine retrieves documents from the pickup integration
delivery exchange specified in the community profile. It packages
documents according to the community collaboration settings and
sends documents according to the default delivery exchange
configured in the partner profile. Documents the community receives
from partners are routed to the integration delivery exchange
specified in the community profile.

9  Use the Message tracker area of the user interface to view records of
trading activity. See Message tracker on page 529.

Interoperability

The trading engine has been certified for
interoperability for AS1, AS2, AS3 and ebXML.
See www.ebusinessready.org for a list of
software that the trading engine has been
successfully tested with for interoperability.

Security guidelines

To ensure the integrity of the data processed, we recommend the following
security measures in addition to your company's own security policies.
Although the risks are possibly remote, failure to institute minimum
security measures may result in compromised data.
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Install the trading engine in the data layer behind a firewall and not in
an area unprotected from exposure to the Internet.

Do not install or run the trading engine under a privileged account.
This includes root in UNIX and administrator or system accounts in
Windows.

Do not view a binary document in the user interface that has been
received by the trading engine without first scanning the document
for viruses.

Institute a policy for periodically changing the passwords for
accessing the user interface.

Control access to the computer running the trading engine to
authorized users.

If you use an external database on a different computer than the one
running the trading engine, control access to the database computer
to authorized users.

When distributing your certificate to partners, do so via a secure
means. Encourage your partners to do likewise.

Maintenance tips

Do the following to maintain the trading engine and its data:

*

Back up all system directories and files as part of your normal backup
schedule.

Review the system logs at frequent intervals to detect potential
problems. See Log file tracking on page 143.

Delete old log files from the following locations: [install
directory]\common\logs and [install directory]\[build
number]\webapps\ui\WEB-INF\logs.

Set up a schedule for purging database records and the corresponding
file backups. See Data backups and deletes on page 539.

Make sure there is enough disk space available for the system and the
documents you exchange.

Use the system management page to determine the status of the
server. See System management on page 140.
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¢  Useyour available system tools to check memory usage.
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Trading configuration

Setting up a trading configuration involves adding a community profile,
which contains information about an organization and how it wants to
receive messages from partners. Completing the configuration involves
adding one or more partners to the community. A partner profile contains
information about a partner and how to send messages to it. The user
interface provides helpful links and prompts for adding communities and
partners.

Concepts

How profiles work on page 219

The community profile on page 221

Anatomy of a community profile on page 222

Add a community on page 225

Check list for community configuration on page 225
The partner profile on page 227

Anatomy of a partner profile on page 228

Add a partner on page 230

Routing IDs on page 231

Firewalls and proxy servers on page 235
Self-registration of AS1, AS2 partners on page 240
Partner data form on page 243

Partner categories on page 248

L 2R R R 2R 2B JER 2R R K R IR R 4

Procedure

+  Exporting and importing profiles on page 231

How profiles work

The trading engine organizes the information needed to exchange
documents with partners in community and partner profiles. The use of
profiles makes it easy to set up and maintain trading relationships. A
community profile defines how you receive documents from partners. A
partner profile defines how you send documents to a partner. The user
interface guides you through most steps for setting up community and
partner profiles.
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Community profile Partner profile

Defines how you receive Defines how you send
documents documents

Figure 41. Purpose of community and partner profiles

If you and your partner use Cyclone Commerce software, you can take
advantage of the application’s profile management features, such as profile
and certificate exporting and importing. If a partner uses other
interoperable software, you must maintain the partner profile manually.

To establish a trading relationship, you create and export your community
profile to your trading partner, who imports it as your partner profile.
Conversely, your partner creates and exports a community profile that you
import as a partner profile on your system.

Figure 44 shows the community-partner profile exchange within the
trading engine. This example uses Worldwide Trading as the local trading
partner and Acme Industries as the remote trading partner.

Import Export
Wiarlduide — Wiprldwide Feme
Tm-:llngs: Industries" Trading's Industne_s
Carnrunity Partrier Profile Fartner Profile Carmrmurity
Profile Profile
Expaort Impart
Worldwide Trading Acme Industries

Figure 42. Example of community-partner profile exchange

The community profile

A community represents your local way of grouping trading partners. It
defines your organization’s internal processes for handling messages. It
also defines how your community expects to receive messages from
partners.

The local information is used by your system to set document back-up
options, tune system performance and integrate with back-end systems.
While these settings are significant to you, they are not relevant for your
partners.
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By contrast, the trading information in the community profile is important
to your partners. It consists of what message protocols and transports you
want partners to use when sending documents to you. If you want to
securely exchange documents, the exported community profile also
contains a copy of your certificate and public key used for encryption.

In versions of Cyclone Interchange earlier than 5.0, community profiles
are called company profiles.

Significant elements of a community profile are:
¢ The profile name.

¢ Arouting ID partners can use to send you documents. A community
can have multiple routing IDs.

¢ Anintegration pickup delivery exchange for receiving documents
from a back-end system for packaging and sending to partners. (The
transport for actually sending documents is specified in the partner
profile and not the community profile.)

¢ One or more delivery exchanges that you support for receiving
documents from partners over the Internet.

+ Anintegration delivery exchange for sending documents received
from partners to a back-end system.

¢  For secure trading, a certificate with a public-private key pair. Your
private key remains in your system. Only the public key and
certificate are provided to partners in the exported community
profile.

Anatomy of a community profile

The user interface displays a labeled graphic that represents the parts of a
community profile. The graphic (Figure 46) appears at the top of the
community summary page and other community-related pages. Place your
cursor over a label and a red box appears. Click inside the red box to go to
the page the label references.

-
Surnmar i  — -
i] ' I .‘- @"‘ 4 Delivery i EE:
E Properti InteFrauon Mezsage Pickup exchange L b
ropemes veny validation Trading partners
|E| Certificates . ‘- - 1
. Integ ration Message HTTP
Fouting I0= pickup hand ler Coll:‘l::tlor:';tmn it
ﬁ Contact

Figure 43. Community navigation graphic
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The following defines the role of each labeled part of the navigation
graphic and the page associated with it.

Summary

The summary page reports trading activity for the period you
specify, defaulting to activity within the last hour. It also shows the
default delivery exchange for receiving messages from partners and
certificate information.

Properties

The properties page displays the name of the community. You can
change the name. But we recommend changing a community name
only after due consideration to possible effects on trading partners.

Certificates

The certificates page shows certificates associated with a
community. You also can add a certificate. For more information
see Manage certificates on page 421.

Routing IDs

The routing IDs page shows the routing IDs associated with a
community. A community routing ID is the “from” address used in
message trading. A community must have at least one, but can
have multiple routing IDs. For more information see Routing IDs
on page 231.

Contact

The contact page identifies the contact person for the community
and the contact’s e-mail address. Other information optionally can
be added, including a phone number and notes.

You can use any e-mail address you want. This can be an address
for one person or an alias address with a distribution to many
people. You also can enter multiple e-mail addresses by separating
each address with a semicolon.

Integration delivery

The integration delivery page shows the transports set up to route
messages from partners to a back-end system. A community can
have multiple integration delivery exchanges. For more
information see Integration exchanges on page 268.
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Integration pickup

The integration pickup page shows the transports set up to retrieve
messages from back-end systems for packaging and sending to
partners. If a community has multiple integration pickup
exchanges, all are polled for outbound messages. For more
information see Integration exchanges on page 268.

Message handler

The message handler page lets you set up message actions, such as
re-routing, triggered by specified conditions. For more information
see Message handling on page 509.

Message validation

The message validation page lets you set whether a community
accepts or rejects EDI messages with duplicate control IDs. By
default duplicate messages are rejected. For more information see
Inbound message validation on page 501.

Collaboration settings

The collaboration settings page lets you set up encryption, signing
and other rules for messages a community sends. Provided a
community uses a certificate, the default settings are adequate in
many cases. For more information see Collaboration settings on
page 467.

Pickup/Delivery exchange

The pickup/delivery exchange page shows the message protocols
and transports partners use to send messages to the community
and how the community retrieves the sent messages. A community
with multiple delivery exchanges gives partners multiple avenues
for sending messages. For more information see Trading delivery
exchanges on page 265.

HTTP proxy

The HTTP proxy page lets you define a global HTTP proxy through
which all outbound HTTP traffic is routed, if needed. All
communities use this proxy. For more information see Outbound
HTTP proxy on page 399.

Trading partners

The trading partners page shows the partners that belong to a
community.
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Add a community

There are several ways to add a community. The profile wizard prompts
you for the required information.

Manually create a community profile

If you choose this option, the system prompts you to provide much
of the required configuration. Other configuration is set up by
default. For a list of all components that make up a community
profile, see Anatomy of a community profile on page 222

Import profile information from a file

This method lets you import a profile that was previously exported
as a community profile. This method is for importing a profile one
at a time. For more information see Import company profile as
community profile on page 233.

Import all profiles in a directory on the server

This method lets you import multiple profiles at once. This method
typically is used when importing multiple profiles that were
exported from an earlier version of the trading engine. For more
information see Import all profiles on page 73.

Check list for community configuration

The following are items to consider when configuring a community.

1  Does your community have at least one routing ID? This is the unique
identifier for a community in e-commerce trading. See Routing IDs
on page 231.

If you plan to trade ebXML documents, enter an ebXML party ID type
only if the routing ID is not a URI. See Routing ID for ebXML on

page 584.

2  What kind of certificate do you want to use, self-signed or CA? See
Manage certificates on page 421.

3 What integration delivery exchange do you want to use for picking up
messages from a back-end system? See Integration exchanges on
page 268.

4  What trading delivery exchange to you want to use for receiving
messages from partners? See Trading delivery exchanges on
page 265.
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5 What integration delivery exchange to you want to use for routing
messages received from partners to a back-end system? See
Integration exchanges on page 268.

6 Have you added a trading partner, either by importing a profile file or
manually configuring a profile? See Add a partner on page 230.

7  Have you determined whether messages sent or received by you or
partners must pass through proxy servers, firewalls or load
balancers? If so, take steps to adjust the trading engine configuration
to accommodate unhindered message traffic. See Firewalls and proxy
servers on page 235 and, if applicable, Outbound HTTP proxy on

page 399

8 Do you want the community to use default or custom collaboration
settings? These are rules for how outbound messages are packaged. A
packaged message is one that has been signed and encrypted and also
MIME-wrapped with sender and receiver information along with
other data. See Collaboration settings on page 467.

9 Have you viewed the collaboration settings between your community
and your partner to make sure security and packaging are aligned?
See View settings between partners on page 468.

10 What document packaging rules do you want to enforce for the
messages your community receives from partners? If trading EDI
documents, do you want the community to accept or reject duplicate
documents? See Inbound message validation on page 501.

11 Do you want to set up a post-processing script for special handling of
documents before sending to partners or after receiving from
partners? For example, inbound documents can be channeled to a
specific integration directory with a post-processing script. See Post-
processing configuration details on page 308.

12 Do you want to set up conditions for re-routing, copying or rejecting
messages? See Message handling on page 509.

13 Have you have added and started at least one node? See Nodes and
clusters on page 107.

14 Have you configured the global external SMTP server for sending
e-mail messages? See Configuring external SMTP server on page 46.

15 How long do you want to retain records of processed messages?
Delivery exchanges by default are set to back up all messages passing
through them. Messages must be backed up to use Message tracker
properly. You can set a schedule for how long records are retained.
See Data backups and deletes on page 539.
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The partner profile

Just as you send a community profile to your partner, your partner exports
a community profile to a file and sends it to you. You import this file as the
partner’s profile on your system. The imported profile consists of contact
information and the message protocols and transports your partner
supports for receiving documents.

For partners who do not use Cyclone Commerce software, you must
manually create partner profiles on your system.

Partner profiles can be present in the system without being associated with
a community, but partners must belong to a community for trading to
occur.

Significant elements of a partner profile are:

¢ The profile name.

¢+ Arouting ID to use when sending documents to the partner. A
partner can have multiple routing IDs.

+  One or more delivery exchanges for sending documents to the partner
over the Internet.

+  For secure trading, the partner’s certificate and public key for
encrypting the messages you send.

Anatomy of a partner profile

The user interface displays a labeled graphic that represents the parts of a
partner profile. The graphic (Figure 48) appears at the top of the partner
summary page and other partner-related pages. Place your cursor over a
label and a red box appears. Click inside the red box to go to the page the
label references.

Surnrnar
i = i

e
E'j Categaries Properties
I\i;::g-:rgl:tii - @ Certificates
e[:eiﬂ‘;?‘nrgye Routing IDs
@Corﬁtact

Figure 44. Partner navigation graphic

The following defines the role of each labeled part of the navigation
graphic and the page associated with it.
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Community membership

The community membership page lets you select the communities
a partner belongs to. A partner should belong to at least one
community.

Categories

The categories page lets you organize partners into groups. Use of
this feature is optional. For more information see Partner
categories on page 248.

Delivery exchange

The delivery exchange page shows the message protocols and
transports a community uses to send messages to a partner. A
partner can have multiple delivery exchanges, but only the first in
the list is used. If you intend to trade with a single partner using
multiple message protocols (for example, AS1 and AS3), set up one
partner profile per message protocol. For more information see
Trading delivery exchanges on page 265.

Summary

The summary page shows the default delivery exchange for sending
messages to partners and certificate information.

Properties

The properties page displays the name of the partner. You can
change the name. We recommend changing a partner name only
after considering possible effects on trading.

If you are licensed to use the peer network, this page displays a
check box for whether trading profiles can be cloned to peers.

Certificates

The certificates page shows certificates associated with a partner.
You also can add a certificate. For more information see Manage
certificates on page 421.

Routing IDs

The routing IDs page shows the routing IDs associated with a
partner. A partner routing ID is the “to” address used in message
trading. A partner must have at least one, but can have multiple
routing IDs. For more information see Routing IDs on page 231.

Cyclone Interchange, BEA WebLogic Edition 5.4 Installation and Configuration 227



12. Trading configuration

Contact

The contact page identifies the contact person for the partner.
Other information optionally can be added, including a phone
number, e-mail address and notes.

Add a partner

There are several ways to add a partner. The profile wizard prompts you
for the required information.

Manually create a partner profile

If you choose this option, the system prompts you to provide much
of the required configuration. Other configuration is set up by
default. For a list of all components that make up a partner profile,
see Anatomy of a partner profile on page 228

Manually create a web trader account

This option is available only if your user license allows you to
sponsor web traders, who are partners who only need a web
browser and an Internet connection to engage in e-commerce
trading.

Import profile information from a file

This method lets you import a profile that was previously exported
as a partner profile. This method is for importing a profile one at a
time. For more information see Import a partner profile on

page 232.

Import all profiles in a directory on the server

This method lets you import multiple profiles at once. This method
typically is used when importing multiple profiles that were
exported from an earlier version of the trading engine. For more
information see Import all profiles on page 73.

Routing IDs

The trading engine lets you specify virtually an unlimited number of
routing IDs for communities and partners. A routing ID is a unique
identifier the trading engine uses as the “to” and “from” address for
e-commerce messages exchange over the Internet.
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When you add a community or partner profile, the system prompts you to
enter one routing ID. After the profile is set up, you can add as many as
you want. To add a routing ID, click Routing IDs on the navigation
graphic at the top of the community or partner summary page and follow
the prompts.

A routing ID can be in any format or length (up to 255 characters),
including standard EDI or custom formats that include special characters
or spaces.

If you use the ebXML message protocol, see Routing ID for ebXML on
page 584 for special requirements.

Exporting and importing profiles

For ease of exchanging profile data, you can export a community profile
and public key certificate to an XML file and give it to partners who use
Cyclone Interchange or Activator 4.2.x or later. For partners who use other
interoperable trading software, consult with them on the data they require
of you to establish trading relationships.

Likewise, a partner who uses Cyclone Interchange or Activator 4.2.x or
later can export a community or company profile and public key certificate
to a file and give it to you to import as a partner profile. For partners who
use other interoperable software, collect the trading data you need and
then create a profile for the partner in the user interface. Partner data form
on page 243 provides a way for documenting the data needed to create a
partner profile.

If you are upgrading from Cyclone Interchange or Activator 4.2.x, you can
export company profiles as such and import them as community profiles
in this version of the trading engine.

The following topics explain how to export and import profiles. These
topics address how to export or import profiles one at a time, which is a
typical way of handling profiles. The topics are:

+  Export a community profile
¢  Import a partner profile on page 232
¢+ Import company profile as community profile on page 233

There also is a way to have the trading engine import profiles on its own
without user intervention. That method is explained in Automatic profile
imports on page 234.
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The trading engine exports a community profile as a partner profile XML
file. A community profile cannot be exported as a community profile.
There also is no option in the user interface for exporting a partner profile
as a partner profile, but there is a command-line tool for this (see
exportProfile on page 80).

Export a community profile

Before exporting a community profile to a file as a partner profile, make
sure the profile has been completely configured. On the community
summary page, click Export this community’s profile at the bottom of
the page. Save the file to a directory of your choosing. If you have
associated a certificate with the profile, the certificate and public key
exports with the profile.

Distribute the profile to partners by a secure means. If you send the profile
file to partners as an e-mail attachment, we recommend compressing it
with WinZip or similar software to ensure file integrity.

You only can export a community profile in a form usable as a partner
profile. You cannot export the profile as a usable community profile.

If you give the profile file to a partner who uses Cyclone Interchange or
Activator 4.2.x or earlier, the partner’s system will prompt for additional
information in the imported partner profile. The partner’s system will
prompt for the community’s address, city and state or zip code. This
information is not part of a community profile. You can either provide the
partner with this information or the partner can determine what to enter
upon importing the profile.

Import a partner profile

Upon receiving a profile from a partner, make sure the profile file is
accessible on your file system. Go to the partners area of the user interface
and click Add a partner. Then click Import the profile information
from a file. Point the browser to the file to import, select a community for
the partner and click Finish.

If you are expecting the imported profile to include the partner’s certificate
and public key, check whether a partner’s certificate is trusted, go to the
partner summary page and click Certificates in the navigation graphic at
the top of the page. Click the certificate name and then click the Trusts
tab. Check the details of third-party certificates imported with profiles to
make sure trusted roots are present.
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After importing a profile, go to the partner summary page for the imported
partner and check whether any tasks are required to complete the profile
configuration. See Post-import tasks on page 75.

If a partner uses a trading engine other than Cyclone Interchange or
Activator 4.2.x. or later, you cannot import a usable partner profile, but
must create the profile on the system. Partner data form on page 243
provides a way for documenting the data needed to create a profile.

Import company profile as community profile

You can export company profiles from Cyclone Interchange or Activator
4.2.x and import them as community profiles in this version of the trading
engine.

First, export the company profile from Cyclone Interchange or Activator
4.2.x. You must export the profile as an XML company profile, not a
partner profile. When exporting the profile, you should apply a password
to protect the personal certificate.

Then go to the trading configuration area of the user interface of this
version of the trading engine and click Add a community. Select
Import the profile information from a file, which imports from a
single file on your file system, and click Finish.

Note: The option Import all profiles found in a directory on
the server is explained in Import all profiles on page 73. This
option typically is used when migrating many profiles from an
earlier version of the trading engine.

After importing a profile, go to the community summary page for the
imported community and check whether any tasks are required to
complete the profile configuration. See Post-import tasks on page 75.

Automatic profile imports

The trading engine on its own will import community or partner profiles
written to a certain system directory. These must be profiles that have
been exported from Cyclone Interchange or Activator 4.2.x or later or are
compatible (see Creating profiles outside the application on page 235).

There are two use cases for automatic profile imports. The first is to
migrate community and partner profiles from an earlier to a later version
of the trading engine. This is covered in Migrating version 4.2 trading
profiles on page 71.
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The second case is to help manage profiles by providing a hands-free
method to grow the number of partners in a community or increase the
number of communities or both.

Profiles written to [install directory]\[build number]\profiles\autoImport
are imported by the trading engine when the server is running. Once
imported, the system moves the profiles files from profiles\autoImport to
the appropriate profiles\backup subdirectory, either community or
partner. The system makes all imported partner profiles members of all
communities. The system creates pickup and delivery integration
exchanges for an imported community.

If the trading engine is unable to import a profile file in the autoImport
directory, the system moves the file to \profiles\autoImport\rejected.

The system also has some profile staging directories, as illustrated in
Figure 50. The system does not write to these directories, except during
installation. The directories are a place to hold profile files before a user
moves them to the autoImport directory. The software installer, for
instance, writes profiles files to the staged directories if the user during
installation chooses to have profiles exported from an earlier version of the
trading engine.

\profiles \autoImport \rejected
\backup \community

\partner
\staged \community

\partner

Figure 45. Profile autolmport and related directories

When exporting a company profile from Cyclone Interchange or Activator
4.2.x for import as a community profile in the trading engine, do not apply
a password when exporting the profile as a company profile. The trading
engine cannot import a password-protected profile through the
autoImport directory. The password protects the certificate private key.
Make sure to securely handle a company profile exported without a
password.

Events for profile imports and rejects are written to control node events
log (hostname_ cn_events.log) in the logs directory. The events are:

Administration.Configuration.Party.CommunityImported
Administration.Configuration.Party.PartnerImported

Administration.Configuration.Party.ImportFailed
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Creating profiles outside the application

In addition to using the trading engine to create, export and import
profiles, you can generate profiles outside of the application by using the
profile schemas. For example, you could generate profiles using your own
partner management system and import them to the trading engine.

The following are the schemas to use for creating profiles:

http://www.cyclonecommerce.com/Schemas/2001/09/
InterchangePartnerConfig.xsd

http://www.cvclonecommerce.com/Schemas/2001/0
InterchangeCompanyConfig.xsd

http://www.cyclonecommerce.com/Schemas/2001/08/
CycloneOrganizationProfile.xsd

Firewalls and proxy servers

Many organizations have firewalls to prevent unauthorized access to their
computer networks. A firewall is a server placed outside of a network. The
firewall intercepts all inbound connections from the Internet, allowing

only authorized users to connect to a server on the organization’s network.
In addition, a firewall may limit the outbound connections you can make.

It is likely you or your partners have firewalls to guard against
unauthorized connections. You must take firewalls into account when
configuring the trading engine.

Moreover, your network may require outbound HTTP messages to the
Internet to go through a proxy server on your network. On rare occasions,
the messages you send may have to go through a proxy server on your
partner’s network.

CAUTION:  Message trading can fail if firewalls or proxy servers are not
considered when configuring the trading engine. This is a
common issue for new users. Consult with your network
administrator if you need help with firewalls or proxy servers.

Figure 52 shows where a firewall or proxy server could be located in
proximity to your or your partner’s network.
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Figure 46. Possible locations for firewalls or proxy servers

As a general rule, your firewall must be configured to allow outbound
HTTP traffic on the port you specify in the URL for your partner (for
example, 4080). Your partner's firewall must be configured to allow
inbound HTTP traffic on the port you specify.

In highly secure environments you may wish to set up firewall rules that
only allow outbound HTTP traffic on this port to the IP address of your
partner. However, this imposes a firewall maintenance burden on you if
your partner's IP address changes or if you add partners. The same applies
to your partners if they choose to configure their firewalls to allow inbound
traffic only from specific IP addresses.

As part of normal operation, the operating system's socket layer
dynamically allocates a local port for each outbound connection you make.
This requirement is a fundamental part of socket-based protocols such as
Telnet, FTP, and HTTP. It is not specific to Cyclone Interchange. For
example, if an outbound connection is made to an FTP host on port 21, the
operating system allocates a dynamic port for the client's end of the
connection. This can be seen by running the netstat -an command on the
client after the outbound connection is established. If your firewall is so
strict that it checks the ports in each packet that passes through it, you
must configure the firewall to allow packets containing dynamic ports
associated with local addresses. These are typically in the range of 49152 to
65535 with most operating systems, but on some systems the range is 1024
to 65535. These dynamic ports are associated only with outbound
connections. It is not necessary to allow new inbound connections on these
ports.

Cyclone Interchange in a firewall environment

Figure 54 depicts a standard architecture for deploying Cyclone
Interchange in an environment where firewalls are present. To maintain
document and back-end security throughout the entire process, we
recommend placing the transport servers in a demilitarized zone (DMZ)
and Cyclone Interchange in the data layer. A DMZ is the area between an
organization’s trusted internal network and an untrusted, external area
such as the Internet.
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If you place Cyclone Interchange in the DMZ, take precautions to move the
decrypted documents out of the DMZ to a secure location. You can
accomplish this any number of ways. The method usually depends on your
back-end needs and choice of integration options.
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Figure 47. Standard firewall architecture

Editing URLs to allow for firewalls

If you use the embedded HTTP or HTTPS inbound transport in your
community profile, you may have to make sure your partners have the
right URL. This is because the URL the trading engine uses may not be the
one your partners need to send documents to you through your company’s
firewall or load balancer or both.

When you configure the embedded HTTP or HTTPS inbound transport,
the default local URL is in the following format:

http://<cluster machines>:4080/exchange/ [routing ID]
https://<cluster machines>:4080/exchange/ [routing ID]

The local URL contains the internal name (cluster machines) for the
computer running the trading engine. You cannot change the local URL. If
you installed the trading engine behind a firewall, you must make sure
your partners have the external fully qualified domain name or IP address
to send you documents. Depending on your transport, your partner needs
a URL in the following format:

http://[name or IP address]:4080/exchange/[routing ID]
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https://[name or IP address]:4080/exchange/[routing ID]

You may have to contact your company’s firewall administrator to obtain
this external name or IP address. This is the global IP address alias of the
computer running the trading engine that is exposed to the public side of
the Internet.

You can change the URL for partners on the transport maintenance page
of the user interface. For more information see HTTP maintenance on
page 347. After confirming the URL is correct, you can export your
community profile for your partner to import as a partner profile. The
external URL is contained in the partner profile.

Getting a partner’s firewall information

If you will send documents via HTTP or HTTPS, contact your partner to
determine whether your community needs to send documents through a
firewall on the partner’s network to reach the partner’s trading engine. If
your partner uses Cyclone Interchange 5 or later, the partner may already
have provided the correct public URL in the profile the partner sent you to
import as a partner profile on your trading engine.

Ask the partner for the name or IP address and port number of the firewall
for each transport protocol you intend to use. Also, ask whether the
partner’s firewall requires user name and password authentication.

In the partner profile, open the maintenance page for the transport for
sending messages to the partner. Make sure the URL for sending is correct
on the settings tab. Enter a user name and password to connect if required.
See HTTP maintenance on page 347.

Proxy servers

If your network requires all outbound HTTP traffic to navigate a proxy
server to access the Internet, you can enable this in the community profile.
For more information see Outbound HTTP proxy on page 399.

In the event your partner requires the messages you send to navigate a
proxy server, see Proxy tab on page 384 for configuration information.
Most users do not need to define a partner proxy, as an inbound proxy, if
present, usually is transparent to the sender. In other words, proxies on
the inbound side usually are for conditions such as reverse proxies for load
balancing. Check with your partner to find out whether a partner’s
inbound proxy requires configuration on your end.
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Self-registration of AS1, AS2 partners

The registration wizard helps partners of a trading community generate
partner profiles for use by a Cyclone Interchange partner. This topic is for
partners who want to trade via the AS1 or AS2 message protocol. For
ebXML, see Self-registration of ebXML partners on page 608.

A likely use of the registration wizard is for partners who have a trading
engine other than Cyclone Interchange or Activator. The wizard prompts a
user to supply the information Cyclone Interchange needs to build a valid
partner profile. A community, however, could have partners who use
Cyclone Interchange or Activator enroll through the wizard, as well as
partners who use some other interoperable trading engine.

The registration wizard is a web site hosted on the trading engine server. A
community with license permissions to use the wizard gives the partner a
URL to access the web site in a browser and a user name and password to
log on.

u Help

Welcome to the partner registration wizard

| Choose protocol type  Use this wizard to join a trading community,

Select a message protocol and click Mest, If you are unsure which to select, click
Cancel and log on later, The community expects partners to use a particular
protocol, Choosing the correct one makes enrollment easier and faster,

[OFX:31

Oag2
O ebxmML

Cancel | Next » I

Figure 48. First page of the partner registration wizard

The following topics describe how a Cyclone Interchange community
prepares the partner registration wizard for use and the partner’s steps for
using the wizard.

Wizard preparation

Aside from configuring a community profile in the usual way, complete the
following tasks so partners can join your community using the partner
wizard. These steps are applicable only if your user license allows you to
use the partner registration wizard.
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1 Set a password for the partner user, if this has not already been
done.

When you log on to the user interface for the first time after installing,
there is a link on the getting started page for Set a password for
partner self-registration. Click the link and type a password for
the partner user. This link only appears if your user license allows
you to run the partner registration wizard.

The system creates the partner user for you. Later, your partners will
log on to your server’s registration wizard with the user ID partner
and the password you specify.

If the partner user already has been set up, check the users and roles
area. Select Users and roles > Manage users or Users and
roles > partner registrant.

2  Give your partners the following information:

URL

The URL for connecting to the page for logging on to the
registration wizard. The URL is in the following format:

http://host:6080/ui/

The variable host is the fully qualified domain name or IP address
of the computer running the trading engine.

User name and password

The user name and password the partner must use for logging on
to the registration wizard. Have the partner use partner and the
password you specified for the partner user.

Community name

The name of the community the partner should select to join in
the registration wizard.

3 Discuss with your partner whether you will trade messages via the
AS1 or AS2 message protocol.

4  After a partner registers via the wizard, a message displays on the
user interface home page, prompting you to approve the registration
and associate the partner with your community. Click Trading
Partners in the navigation graphic at the top of the community
summary page, click Add a partner to this community, select
Choose an existing partner profile and click Next. Select the
partner and click Add.
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Using the partner wizard

Before using the partner wizard, you need the following information at
hand:

1 The URL to connect to the wizard in a browser.

A user name and password to log on to the wizard.
The name of the community you will join.

The name of your company.

A company contact name and e-mail address.

o O A WO DN

The routing ID to use as your company’s unique identifier for
e-commerce trading.

7  An encryption certificate and public key exported to a file with an
extension of .cer, .p7b or .p7c. Do not use a certificate file that
contains your private key.

8 Iftrading via AS1, the e-mail address you want the community to use
for sending messages to your company.

9 Iftrading via AS2, the HTTP or HTTPS URL the community needs for
sending messages to your company. If HTTPS, you have the option of
specifying in the wizard whether to compare the name of the SSL
server to the name in the server’s certificate to ensure they are the
same. Also, if the community needs a user name or password to
connect to the server, you must provide that information in the
wizard.

Once you have collected this information, do the following.

Steps

1 Log on to the partner registration wizard.
2  Follow the wizard prompts for registering.

3 Wait for the community to contact you with the next steps.
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Partner data form

Use the following form for recording data about a partner who uses a
trading engine other than Cyclone Interchange or Activator 5.0 or later or
Cyclone Interchange or Activator 4.2.x. You can use the information on the
completed form to create a partner profile for the partner in the user
interface.

When you are ready to add a partner profile, go to the partners area of the
user interface, click Add a partner and then click Manually create a
new partner profile.

Trading engine

Field Partner’s data

Product name

Version number

Identity

Fields followed by an asterisk represent required information in Cyclone
Interchange.

Field Partner’s data

Company name *

Routing ID *

One ID is required but the
partner can have multiple
IDs

Contact name *

Contact phone number *

Contact e-mail address *

Protocol

The partner’s preferred protocol for your community to send documents.

240 Installation and Configuration Cyclone Interchange, BEA WebLogic Edition 5.4



Partner data form

Protocol

Partner’s data

EDIINT AS1 (e-mail)

EDIINT AS2 (HTTP)

Secure file (HTTP, FTP, file system, JMS, MQSeries).

Files are packaged using S/MIME.

Secure e-mail (for partners who use mail clients such
as Microsoft Outlook)

Other (FTP, file system, JMS, MQSeries). No
packaging or security

ebXML

Transport details

The partner’s preferred transport for your community to send documents.

HTTP, e-mail
Field Partner’s data
HTTP URL
HTTPS URL
Authent.icate SSL Circle one: yes no
connection

SMTP/POP e-mail address

SMTP-to- e-mail address

SMTP
SMTP server name
Port (default 25)
Use SSL Circle one: yes no
If use SSL is yes,
the SSL port

FTP
Setting Partner’s data

FTP server name
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Setting

Partner’s data

Port

Inbox

Pickup

User name

Password

Clients must use SSL to connect to

this server

JMS

Setting

Partner’s data

JNDI URL

JNDI factory

JNDI user name

JNDI password

JMS queue

JMS connection factory

JMS user name

JMS password

MQSeries

Setting

Partner’s data

MQSeries server

Port (default 1414)

Queue name

Queue manager

Channel

Character set (default 819)

User name

Password
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Preferences

Preference Partner’s data

Preserve original filenames

If preserve original filenames is true, overwrite
duplicate filenames

If preserve original filenames is true, sequentially
number duplicate filenames

Generate unique filenames

Security details

The partner must provide a digital certificate to effect secure trading.

Field Partner’s data
Sign documents Circle one: yes no
Request acknowledgments Circleone: yes no
Request signed acknowledgments Circle one: yes no
If HTTP or HTTPS, request synchronous | Circle one: yes no
acknowledgments
Message digest Circle one:
SHA1 (default)
MDj5
Encrypt documents (yes or no) Circleone: yes no
Binary and XML documents
Field Partner’s data
Partner will trade binary documents Circle one: yes no
Partner will trade XML documents Circle one: yes no

XML type

Sender XPath if custom XML type
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Field Partner’s data

Receiver XPath if custom XML type

Partner categories

The user interface provides the ability to sort partner profiles into
categories. Assigning partners to categories can help you locate a specific
partner more quickly on search pages when you have several partners from
which to choose.

To create a partner category, select Manage categories from the partner
menu, and then select Add a category. Type a category name, and
optionally select a parent category.

To add a partner to a category, click Categories from the partner’s
summary page, and then select the check box for the category to add the
partner to.
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Embedded transport
servers

The trading engine lets communities use embedded HTTP, SMTP and web
services API transport servers with delivery exchanges. These are provided
so external servers are not needed for trading.

There are two types of embedded transport servers: global and
community.

The trading engine creates the global embedded transport servers. These
are global because multiple delivery exchanges and communities can use
them.

Community-level embedded transport servers are created when a
community chooses to do so when adding an embedded HTTP or SMTP
delivery exchange with the delivery exchange wizard (see The delivery
exchange wizard on page 273). A community can re-use the embedded
servers it has created in multiple delivery exchanges, but other
communities must create their own community-level embedded servers.

Details about configuring transports are in Delivery exchanges on

page 263.

Concepts

¢+  Global embedded HTTP server on page 250

¢ Global embedded SMTP server on page 251

¢ Global embedded web services API server on page 252
*

Embedded HTTP use cases on page 257
Procedure

¢  Change community embedded server on page 253
Pages and fields

¢ Community embedded HTTP fields on page 254
¢ Community embedded SMTP fields on page 256
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Global embedded HTTP server

The global embedded HTTP transport server is available upon installation.
Communities can share it. You can change the server’s port and advanced
options. To change settings, go to the trading configuration area of the
user interface and click Configure the global embedded HTTP
server.

This server only is for HTTP. For HTTPS use a community-level embedded
server (see Community embedded HTTP fields on page 254).

The following are the configuration fields for the server.

Settings tab

Host

The fully qualified domain name of the computer on which the
embedded server runs. The trading engine detects this setting; you
cannot change it.

Port

The port on which the trading engine listens for connection
requests.

Advanced tab

Minimum threads

The least number of threads the trading engine must dedicate to
the server.

Maximum threads

The most threads the trading engine can dedicate to the server.

Maximum linger time (seconds)

The amount of time the connection is kept open after it is closed. A
negative number indicates that the connection should not be kept
open after it is closed.

Read timeout (seconds)

How many seconds of inactivity to allow before the trading engine
terminates the connection.
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Global embedded SMTP server

The global embedded SMTP transport server is available upon installation.
Communities can share it. You can change the server’s port and advanced
options. To change settings, go to the trading configuration area of the
user interface and click Configure the global embedded SMTP
server.

The following are the configuration fields for the server.

Settings tab

Host

The fully qualified domain name of the computer on which the
embedded server runs. The trading engine detects this setting; you
cannot change it.

Port

The port on which the trading engine listens for connection
requests.

Host name used by partners

The fully qualified domain name or IP address that a community’s
partners must use to connect to this embedded server. The trading
engine supplies a value based on the name of the host computer.
It’s possible you may have to change it. Contact your firewall
administrator if you need help with this field.

Port used by partners

The port number that a community’s partners must use to connect
to this embedded server. Contact your firewall administrator if you
need help with this field.

Advanced tab

Backlog

The number of connections that the server puts “on hold” while it is
busy. Once this number is reached, connections are refused.

Read timeout (seconds)

How many seconds of inactivity to allow before the trading engine
terminates the connection.
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Global embedded web services API
server

The global embedded web services API server is available upon
installation. Communities can share it. You can change the server’s port
and advanced options. To change settings, go to the trading configuration
area of the user interface and click Configure the global embedded
web services API server.

For information about how to configure the server for use in trading, see
Web services API transport on page 306.

The following are the configuration fields for the server.

Settings tab

Host

The fully qualified domain name of the computer on which the
embedded server runs. The trading engine detects this setting; you
cannot change it.

Port

The port on which the trading engine listens for connection
requests.

Advanced tab

Minimum threads

The least number of threads the trading engine must dedicate to
the server.

Maximum threads

The most threads the trading engine can dedicate to the server.

Maximum linger time (seconds)

The amount of time the connection is kept open after it is closed. A
negative number indicates that the connection should not be kept
open after it is closed.
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Read timeout (seconds)

How many seconds of inactivity to allow before the trading engine
terminates the connection.

Change community embedded server

After setting up a delivery exchange with a community-level embedded
SMTP or HTTP server, you can change its settings. The embedded
transport maintenance page is accessible from a community’s summary
page. Because embedded transport servers can be shared between
different delivery exchanges, changes you make to the servers are reflected
in all delivery exchanges that use them.

Steps

1  From the community summary page, click Change an embedded
transport server. A list of embedded transports displays.

2  Click the embedded transport server you want to change.

3  Edit the values on the Settings or Advanced tabs as necessary, and
then click Save changes. For field descriptions see Community
embedded HTTP fields on page 254 or Community embedded SMTP
fields on page 256.

Community embedded HTTP fields

The following are the maintenance fields for a community embedded
HTTP or HTTPS transport server.

Change this embedded transport server

Community: Worldwide Trading

settings | Advanced |

Friendly name: Iname

Host: |p|nrentz—fifiDD.cyclonecommerce.cnm

Port:s |4DBD

This server does not have an S5L authentication certificate.Add an SSL authentication certificate

¥ This server requires client-side certificate authentication. Use the partner's certificate to authenticate the
partner's identity when a connection is made to this server,

Save changes I

Figure 56. Community embedded HTTPS server settings tab
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Settings tab

Friendly name

A name you give the transport server to distinguish it from other
community-level embedded servers. This field gets its initial value
when you type it in the delivery exchange wizard.

Host

The fully qualified domain name of the computer on which the
embedded server runs. The trading engine detects this setting; you
cannot change it.

Port

The port on which the trading engine listens for connection
requests.

The following display only for an HTTPS server.

[SSL certificate message]

An HTTPS server requires an SSL certificate. If the server has a
certificate, the name of the certificate is displayed. If the server
does not have an SSL certificate, you are prompted to provide one.

This server requires client-side certificate authentication

Select this to use the partner’s certificate to authenticate the
partner when the partner connects to the server.

Change this embedded transport server

Community: Worldwide Trading

Settings | Advanced |

Minirmum threads |1

Maximum threads:+ |5EIEI

Maximum linger time {seconds)+ |_1

Read timeout (seconds):# ISD

Save changes |

Figure 57. Community embedded HTTP server advanced tab
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Advanced tab
Minimum threads

The least number of threads the trading engine must dedicate to
the server.

Maximum threads
The most threads the trading engine can dedicate to the server.
Maximum linger time (seconds)

The amount of time the connection is kept open after it is closed. A

negative number indicates that the connection should not be kept
open after it is closed.

Read timeout (seconds)

How many seconds of inactivity to allow before the trading engine
terminates the connection.

Community embedded SMTP fields

The following are the maintenance fields for a community embedded
SMTP transport server.

Change this embedded transport server

Community: Worldwide Trading
Settings

Aduancedl

Friendly name:# [, ouSTPserver
Host:

Port:# 4025

The following host and port will be used by your parthers to send files to this server. This information will
become part of your partner profile when you export it, The host and port may be different than the values
shown above, Contact your network administrator if you need help with this field,

Host name used by partners:# host. domain.corm

Port used by partners:* 075

Save changes |

Figure 58. Community embedded SMTP server settings tab
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Settings tab

Friendly name

A name you give the transport server to distinguish it from other
embedded servers. This field gets its initial value when you type it
in the delivery exchange wizard.

Host

The fully qualified domain name of the computer on which the
embedded server runs. The trading engine detects this setting; you
cannot change it.

Port

The port on which the trading engine listens for connection
requests.

Host name used by partners

The fully qualified domain name or IP address that a community’s
partners must use to connect to this embedded server. The trading
engine supplies a value based on the name of the host computer.
It’s possible you may have to change it. Contact your firewall
administrator if you need help with this field.

Port used by partners

The port number that a community’s partners must use to connect
to this embedded server. Contact your firewall administrator if you
need help with this field.

Change this embedded transport server

Community: Worldwide Trading

Settings | Advanced |

Backlog:# IBD

Read timeout (seconds):# I3D

Save changes |

Figure 59. Community embedded SMTP server advanced tab
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Advanced tab

Backlog

The number of connections that the server puts “on hold” while it is
busy. Once this number is reached, connections are refused.

Read timeout (seconds)

How many seconds of inactivity to allow before the trading engine
terminates the connection.

Embedded HTTP use cases

This topic provides examples of using various remote URL and proxy
settings to achieve different results with the embedded HTTP transport
servers. These use cases apply to the global and community embedded
HTTP transport servers.

The trading engine user interface provides flexibility for several setup
variations. The use cases include the most common combinations.

Case A

Embedded HTTP

A partner connects to host:port from a remote URL and sends a POST
request containing the path part of the URL.

Ul settings
Field Sample setting
Local URL http://serveri.domain.com:4080/exchange/
routingID
Remote URL (same)
Proxy (none)
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Results

Action

Value

Server binds to

<cluster_machines>:4080

Partner connects to

serveri.domain.com:4080

Partner request

POST /exchange/routingID HTTP/1.1
HOST serveri.domain.com:4080
<other headers and payload>

Case B

Embedded HTTP with remote URL

A partner connects to host:port from a remote URL and sends a POST
request containing the path part of the remote URL. The firewall or reverse
proxy maps the remote host and port to a real server. In the following
example, edi.domain.com:5080 would be mapped to a server in the cluster

listening to port 4080.
Ul settings
Field Sample setting
Local URL http://serveri.domain.com:4080/exchange/
routingID
Remote URL http://edi.domain.com:5080/exchange/
routingID
Proxy (none)
Results
Action Value

Server binds to

<cluster_machines>:4080

Partner connects to

edi.domain.com:5080

Partner request

POST /exchange/routingID HTTP/1.1
HOST edi.domain.com:5080
<other headers and payload>
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Case C

Embedded HTTP with remote URL including path remapping

This case is the same as the previous case, except that the remote URL has
a different path than the local one, which means a proxy is present that is
rewriting the path in the POST request based on an internal mapping. In
the following example, the path is changed from /inbound/stuff to /

exchange/routingID.
Ul settings
Field Sample setting
Local URL http://serveri.domain.com:4080/exchange/
routingID
Remote URL http://edi.domain.com:5080/inbound/stuff
Proxy (none)
Results
Action Value
Server binds to <cluster_machines>:4080

Partner connectsto edi.domain.com:5080

Partner request POST /exchange/routingID HTTP/1.1
HOST edi.domain.com:5080
<other headers and payload>

Case D

Embedded HTTP with proxy and remote URL including path
remapping

This case is similar to the previous case, except the host and port of the
proxy are explicitly specified. The partner connects to the proxy host:port
and sends a POST request containing the full remote URL. The proxy uses
this information to establish a connection to the real endpoint server. In
the following example, the proxy sends the POST request for
edi.domain.com:5080 to one of the servers in the cluster listening to port
408o0. It also translates the external /inbound/stuff path to /exchange/
routingID.
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Ul settings
Field Sample setting
Local URL http://serveri.domain.com:4080/exchange/
routingID
Remote URL http://edi.domain.com:5080/inbound/stuff
Proxy proxy.domain.com:8080
Results
Action Value
Server binds to <cluster_machines>:4080

Partner connectsto  proxy.domain.com:8080

Partner request POST http://edi.domain.com:5080/
inbound/stuff HTTP/1.1
HOST edi.domain.com:5080
<other headers and payload>

Case E

Embedded HTTPS (SSL) with remote URL

A partner connects to host:port from remote URL and sends POST request
containing the path part of the remote URL. The firewall or reverse proxy
maps the remote host and port to a real server. In the following example,
edi.domain.com:1453 is mapped to a server in the cluster listening to port
1443. This example does not show path remapping, though that might be
present as well.

Ul settings
Field Sample setting
Local URL https://serveri.domain.com:1443/exchange/
routingID
Remote URL https://edi.domain.com:1453/exchange/
routingID
Proxy (none)
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Results
Action Value
Server binds to <cluster_machines>:1443

Partner connects to edi.domain.com:1453

Partner request POST /exchange/routingID HTTP/1.1
HOST edi.domain.com:1453
<other headers and payload>

Case F

Embedded HTTPS (SSL) with proxy and remote URL including path
remapping

This is similar to the non-HTTPS proxy case, except that the partner starts
off by sending a CONNECT request to tell the proxy to establish a tunnel to
the endpoint server. This allows it to perform SSL handshaking with the
endpoint server before sending the POST request. Note in the following
example that the POST request contains only the path, unlike the non-SSL
proxy case, which includes the full URL in order to tell the proxy how to
find the endpoint server.

HTTPS-capable clients that can handle non-transparent proxies are set up
to perform these two steps (CONNECT followed by POST), which keeps
the setup simpler for the user.

Ul settings
Field Sample setting
Local URL https://serveri.domain.com:1443/exchange/
routingID
Remote URL https://edi.domain.com:1453/exchange/
routingID
Proxy proxy.domain.com:8083
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Results
Action Value
Server binds to <cluster_machines>:1443

Partner connects to  proxy.domain.com:8083

Partner request 1 CONNECT edi.domain.com:1453

Partner request 2 POST /exchange/routingID HTTP/1.1
HOST edi.domain.com:1453
<other headers and payload>

Y/ ® R/
0.0 0.0 0.0
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Delivery exchanges are the message protocols or transports or both a
community or partner uses to send and receive messages. These can be set
up in simple or complex configurations, depending on needs.

A message protocol is a standard or convention for handling the exchange
of e-commerce business messages over the Internet, and sometimes
between back-end systems and the trading engine. A message protocol
supports one or more transports. With few exceptions, these are TCP/IP
transports.

Concepts

Four exchanges required on page 264

Trading delivery exchanges on page 265
Integration exchanges on page 268

The delivery exchange wizard on page 273

Adding transports on page 272

Post-processing configuration details on page 308

* 6 6 6 0 o

Procedure

¢+  Manage file system integration on page 314

¢ Set up default file system integration on page 314
+ Enable, disable, test exchanges on page 319

*

Set delivery exchange preferences on page 321
Pages and fields

Detached e-mail for community on page 274
Embedded e-mail for community on page 276
E-mail transport for partners on page 277
Embedded HTTP transport on page 280
Staged HTTP on page 323

HTTP transport for partners on page 283
File system transport on page 285

FTP transport on page 288

SFTP transport on page 291

JMS transport on page 297

IBM MQSeries transport on page 304

Web services API transport on page 306

L R R R IR IR JER R R K K 2R 2
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Four exchanges required

You can have as many delivery exchanges, or transports, as a user license
allows, but at least four are required:

1 A pickup integration exchange to retrieve messages from a back-end
system. This is set up in the profile for the local community.

2 Atrading exchange to send messages over the Internet to partners.
This is set up in the profile for the remote partner.

3 Atrading exchange to receive messages sent by partners. This is set
up in the profile for the local community.

4 A delivery integration exchange to route received messages to a back-
end system. This is set up in the profile for the local community.

Figure 61 illustrates this concept. The numbers in the diagram correspond
to the preceding numbers.

Trading engine

Back-end system community Partner
1. Integration 2 ;r:::lar:-?ge
pickup
(= =y [
4. Integration \j > ;;:ﬂ?ng e
delivery 9

Figure 60. The four delivery exchanges

There are variants on how a community receives messages from partners.
They can be described as the direct send and send-pickup methods. The
direct send method is when, for example, a remote partner and a local
community use the same URL to send and pick up messages from an
embedded HTTP server. The send-pickup method is when a remote
partner sends a message via one transport and the local community can
pick up the message via another, such as SMTP and POP. The trading
delivery exchange maintenance page for communities in the user interface
clearly shows the protocols that use each method.

Note: This documentation often uses the term delivery exchange
to mean all types of exchanges, including trading exchanges
and pickup and delivery integration exchanges.
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Trading delivery exchanges

Trading delivery exchanges in a community profile specify how you want
your local community to receive documents over the Internet from remote
partners. Trading delivery exchanges in partner profiles specify how a local
community sends documents to remote partners.

The user interface lists the delivery exchanges used for trading by message
protocol. A message protocol supports one or more transports.

Table 33 lists all of the trading delivery exchanges communities and
partners can use for exchanging messages. The ones your trading engine
supports depends on your user license. Communities also require pickup
and delivery integration exchanges, which are explained in Integration
exchanges on page 268.

Your local community and remote partner can use the same or a different
message protocol for exchanging messages. However, if you use different
protocols, you must be prepared to return receipts via the same protocol as
the payloads were received. The partner should configure his system
likewise.

Figure 63 illustrates a trading relationship where the local community and
the remote partner use different message protocols. The community
prefers receiving payloads via the AS1 protocol. The partner prefers
receiving payloads via AS2. To accommodate these preferences, both
parties must be prepared to send and receive via AS1 and AS2. In this
scenario, the community receives a payload via AS1 and returns a receipt
to the sending partner via AS1. Meanwhile, the community sends a
payload via AS2 and receives a receipt from the receiving partner via AS2.

Local community Remote partner
Protocols for receiving in Protocols for sending in
community profile: Partner sends payload partner profile:
via AS1
AS1 AS1 (default)

AS2 ] w— — — — — —— — AGD

Partner sends receipt

Protocols for sending in via AS2 Protocols for receiving in
partner profile: Community sends payload community profile:
via AS2
P AS2

AS2 (default)

AS] == — e c— — e— e— — e = 7S]
Community sends receipt
via AS1

Figure 61. Community and partner send via different message protocols
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Notice in Figure 63 that on the community side, AS2 is the designated
default protocol for sending in the partner profile. Likewise, on the partner
side, AS1 is the default for sending. This is necessary because the trading
engine uses the default protocol for sending payloads. See View settings
between partners on page 468.

The packaging options column in Table 33 indicates whether a message
protocol supports signing and encryption of messages using digital
certificates. It also indicates whether message compression is supported.

Table 33 - Supported trading exchanges

Message protocol

Transport options

Packaging options

EDIINT AS1 SMTP/POP Signing
Embedded SMTP Encryption
Compression
EDIINT AS2 Embedded HTTP Signing
Embedded HTTPS Encryption
Staged HTTP web servlet Compression
EDIINT AS3 FTP Signing
SFTP Encryption
Compression
Secure file File system Signing
(see Secure file FTP Encryption
protocol on SFTP Compression
page 689) Embedded HTTP
Embedded HTTPS
JMS
MQSeries
Secure e-mail SMTP/POP Signing
(see About secure SMTP Encryption

e-mail below)

Other

File system

None; messages are

FTP not signed,
SFTP encrypted, or
JMS compressed
MQSeries

ebXML Embedded HTTP Signing
Embedded HTTPS Encryption
Embedded SMTP
SMTP/POP
Staged HTTP web servlet

Web Services Embedded HTTP
Embedded HTTPS
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Table 33 - Supported trading exchanges

Message protocol Transport options Packaging options
RosettaNet 1.1 Embedded HTTP Signing
Embedded HTTPS Compression
RosettaNet 2.0 Embedded HTTP Signing
Embedded HTTPS Encryption
Compression

Note: RosettaNet requires a special user license to enable the
protocol in the trading engine.

About secure e-mail

The secure e-mail message protocol is exclusively for use when trading
with partners who use e-mail client applications like Microsoft Outlook.
For this reason, when a community profile has added a secure e-mail
delivery exchange for receiving messages from partners, the transport
configuration is excluded upon exporting the profile to a file. This is to
discourage partners who use trading engine systems such as Cyclone
Interchange from trading via the secure e-mail protocol. Trading engine
partners should trade via AS1 instead.

For other conditions about trading via the secure e-mail protocol, see
Trading with e-mail client partners on page 699.

References for popular message protocols

For detailed information about widely recognized protocols, go to the
following sites:

AS1, AS2, AS3  http://www.ietf.org/

ebXML www.ebxml.org or www.oasis-open.org
RosettaNet www.rosettanet.org
Interoperability

The trading engine has been certified for
interoperability for AS1, AS2, AS3 and ebXML.
See www.ebusinessready.org for a list of
software that the trading engine has been
successfully tested with for interoperability.
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Integration exchanges

Pickup and delivery integration exchanges are set up in community
profiles. A pickup exchange specifies how the trading engine retrieves
business documents from a back-end system for packaging and sending to
partners. A delivery integration exchange specifies how the trading engine
routes documents received from partners to a back-end system.

Integration exchanges do not use message protocols, as trading delivery
exchanges do. When you set up integration exchanges, you simply select a
transport method and messages are moved without packaging, encryption

or compression.

Table 34 lists the available transports for integration pickup and delivery

exchanges.

Table 34 - Supported integration exchanges

Transport Integration Integration
pickup delivery

File system transport

v v
File system with message meta-data (see
File system transport) v
FTP transport

v v
IBM MQSeries transport

v v
JMS transport

v v
SFTP transport

v v
Web services API client (see Web services
API transport) v
Web services API server (see Web services v

API transport)

A community needs at least one pickup and one delivery integration
exchange, but can have multiple integration exchanges.

The file system with message meta-data transport is configured the same
as File system transport, but is for when a community wants to produce
MMDs to file system inbound integration with ebXML or RosettaNet
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documents. If a community profile is configured for the ebXML or
RosettaNet message protocol and any other protocol, the default inbound
integration transport cannot be file system with message meta-data. See
ebXML support on page 565 or RosettaNet support on page 615.

Integration exchanges can be configured with conditions specifying
senders and receivers, meta-data attributes and rules for routing inbound
messages to various integration exchanges. See: From address and To
address tabs on page 385, Message attributes tab on page 387 and Delivery
criteria tab on page 394.

Note: This documentation often uses the term delivery exchange
to mean all types of transports, including trading exchanges
and pickup and delivery integration exchanges.

Multiple integration pickup exchanges

If there are multiple integration pickup exchanges, the trading engine
checks all for outbound messages. What’s more, all communities share all
integration pickup exchanges. The trading engine determines the sender
by parsing for the “from” address in the document. Alternately, you can set
a fixed value for the “from” address so that all messages picked up from a
particular exchange have a single community as the sender. For more
information see From address and To address tabs on page 385.

Multiple integration delivery exchanges

If a community has multiple integration delivery exchanges for routing
received messages to back-end systems, you can set rules that specify when
to use the exchanges based on conditions. This is useful when you want to
route certain messages to a particular exchange. For configuration details
see Delivery criteria tab on page 394.

For example, when you set up default file system integration exchanges,
the trading engine uses MIME type rules to allocate inbound messages by
document type (see Set up default file system integration on page 314).

To see the integration delivery exchanges for a community, click
Integration delivery on the navigation graphic at the top of the
community summary page. The exchange at the top of the list is the default
exchange. This means if an inbound message does not meet any of the
conditions for other exchanges, the message is routed to this exchange.
Figure 65 shows an example of a file system exchange (c:\data\ediin) with
MIME rules that only EDI messages are allowed. However, the exchange,
as indicated by “OR deliver by default,” also is the default exchange
because it is at the top of the list.
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Pick an integration delivery exchange

Community: Worldwide Trading

After this community endpoint has received and picked up messages, the following protocols are used to
route messages to back-end systems,

Type Location Delivery criteria
Cihvdatahedin { Content MIME type eguals application/EDI-¥12 ) || { Content [k %]

D I-‘-
Other MIME type equals application/EDIFACT ) || { Content MIME Delete|

pFlﬁ'.iB” Lext type equals application/E0I-consent | OR deliver by default

system
O e Other Chydatahxmlin Content MIME type egquals application fsml A ¥
) Celet
(Plain text) Ete
[ File
system
_ : ; ; e . T
O Other Cihdata\binaryin - Content MIME type equals application/octet-stream | Dlletel
(Plain text) Delets|
[ File

system

Figure 62. Exchange at top of list is the default

If a community has multiple integration delivery exchanges, an exchange
without delivery criteria is not used unless it is at the top of the list. A way
to make sure that inbound message that do not meet the rules for other
exchanges are delivered to a single exchange is to add an exchange with no
delivery criteria and position it at the top of the exchange list. Figure 67
shows that a file system exchange is the default to use when inbound
messages do not meet the criteria specified by the other exchanges.

Type Location Delivery criteria
O e Other C:fdatafother Deliver by default
(Plain text)
[ File
system
O e h Chdatahediin { Content MIME
Other tybe equals anplication/EDI-12 ) || { Content MIME

Plain text type equals anplication/EDIFACT 1 |[ [ Content MIME

%m type equals application/EDI-consent |

O Other C:hdatahxmlin Content MIME type equals application/sml
(Plain text)

[ File
system

O Other Chydataibinaryin Content MIME type equals applicationf/octet-strearm
(Plain text)

[ File
system

ok
F<

ok
F<

ok
F<

ok
F<

Figure 63. Delivery exchange with no criteria at top of list is the default

Adding transports

The following is a list of all the transports the trading engine supports for
moving business documents and messages such as receipts. Use this list as
a quick reference to look up information about using the delivery exchange
wizard to add a transport.

¢ Detached e-mail for community on page 274
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Embedded e-mail for community on page 276
E-mail transport for partners on page 277
Embedded HTTP transport on page 280
Staged HTTP on page 323

HTTP transport for partners on page 283

File system transport on page 285

FTP transport on page 288

JMS transport on page 297

IBM MQSeries transport on page 304

Web services API transport on page 306

® 6 6 6 6 4 0 0 0

The topic for each transport documents the configuration fields displayed
in the delivery exchange wizard.

After using the delivery exchange wizard to add a transport, you can use
maintenance pages to change, test, activate, deactivate or delete
community or partner exchanges. The wizard and maintenance pages have
many of the same configuration fields. Generally, however, the wizard
offers only the most commonly used fields for a transport. The
maintenance pages have all configuration fields that can be changed. After
using the wizard to add a transport, you might have to go the transport’s
maintenance page to fine tune the configuration.

Some of these transports are supported by more than one message
protocol. Regardless of the affiliated message protocol, the configuration
of the transport is the same. For a list of message protocols and their
transports, see Trading delivery exchanges on page 265.

The delivery exchange wizard

The user interface has a wizard to help you add trading or integration
exchanges to profiles. It is called the delivery exchange wizard. The wizard
displays different configuration options, depending on the type of
exchange you are adding.

After using the delivery exchange wizard to add a transport, you can use
maintenance pages to change, test, activate, deactivate or delete
community or partner exchanges. The wizard and maintenance pages have
many of the same configuration fields. Generally, however, the wizard
offers only the most commonly used fields for a transport. The
maintenance pages have all configuration fields that can be changed. After
using the wizard to add a transport, you might have to go the transport’s
maintenance page to fine tune the configuration.

The following topics explain how to launch the delivery exchange wizard.
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Open wizard on community summary page

The following are methods to open the delivery exchange wizard on a
community summary page.

¢ While configuring a community, the following links appear on the
community summary page, prompting you to complete these delivery
exchange tasks. Once the tasks are completed, the prompts disappear.

Set up a delivery exchange for picking up messages from
integration

Set up a delivery exchange for receiving messages from
partners

Set up a delivery exchange for routing received messages to
integration

¢+ (Click Delivery exchange on the navigation graphic at the top of the
page. This opens a maintenance page listing any exchanges
configured so far for the community. Click Add a delivery
exchange.

¢ Click Integration delivery on the navigation graphic at the top of
the page. This opens a maintenance page listing any exchanges
configured so far for the community. Click Add an integration
delivery exchange.

¢ (Click Integration pickup on the navigation graphic at the top of the
page. This opens a maintenance page listing any exchanges
configured so far for the community. Click Add an integration
pickup delivery exchange.

Open wizard on partner summary page

The following are methods to open the delivery exchange wizard on a
partner summary page.

¢ While configuring a partner, the following link appears on the partner
summary page, prompting you to complete this delivery exchange
task. Once the task is completed, the prompt disappears.

Set up a delivery exchange for sending messages to this partner

¢+  (Click Add a delivery exchange at the bottom of the partner
summary page.
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¢ (Click Delivery exchange on the navigation graphic at the top of the
page. This opens a maintenance page listing any exchanges
configured so far for the partner. Click Add a delivery exchange.

Detached e-mail for community

When setting up a delivery exchange with a detached e-mail server for a
community, the trading engine splits the information you provide into
separate POP and SMTP settings on the maintenance page. The POP
settings indicate how the trading engine retrieves e-mail messages from
partners. The SMTP settings are provided to your trading partners so they
know how to send messages to the community.

The term detached is used to distinguish this e-mail method, which uses
an external POP server, from the system’s embedded SMTP server, which
is explained in Embedded e-mail for community on page 276. The delivery
exchange wizard provides options for using a detached or embedded
SMTP server.

H I Help
Configure the e-mail settings

Delivery exchange for receiving messages from partners
Community: Worldwide Trading
Complete the following fields for this transport,

E-rail address:

Configure transport [Example: someone@host.com)

Provide the settings for the POP server that the trading engine will poll for
documents.

POP server:

[Example: pop.somehost.com]

Port: 110
User name:
Password:

Confirm password:

Cancel I « Back I Finish |

Figure 64. Detached e-mail server setup in delivery exchange wizard

The following are the fields in the delivery exchange wizard for configuring
the detached e-mail server transport for a community.
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E-mail address

The e-mail address that the remote partner uses to send messages
to your local community.

POP server

The name of the POP server that the trading engine polls for
messages sent by your partner. This must be a fully qualified
domain name or IP address.

Port

The POP server port by default is 110.
User name

The user name to connect to the server.
Password

The password to connect to the server.

Confirm password

The password to connect to the server.

Embedded e-mail for community

A community can use an embedded SMTP server to receive messages from
partners.

When you elect to set up an e-mail transport for a community using an
embedded SMTP server, the delivery exchange wizard asks whether you
want to:

¢ Use the system’s global embedded SMTP server
Use a previously defined embedded SMTP server (if available)
¢ Define a new embedded SMTP server

If you choose to use the system’s global embedded SMTP server, the
trading engine sets up the e-mail address for you.

If you choose to use a previously defined embedded SMTP server, the
wizard prompts you to select the server.

If you choose to define a new embedded SMTP server, the wizard prompts
for a server name and port number.
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Once you have set up the transport, you might have to adjust some server
settings. See Global embedded SMTP server on page 251 or Community
embedded SMTP fields on page 256.

M

Configure the e- mail settings

Delivery exchange for receiving messages from partners
Community: Worldwide Trading
Complete the following fields for this transport server

Friendly name:#

[Exarmple: My Server]
Port:# 4025

Configure transport

Cancel | « Back I Finish |

Figure 65. Add embedded e-mail server in delivery exchange wizard

The following fields are used in the delivery exchange wizard for adding an
embedded SMTP server transport by defining a new embedded SMTP
server.

Friendly name

A name identifying the embedded SMTP server. You can use any
name you want.

Port

The port number that listens for incoming SMTP connections. The
default is 4025.

E-mail transport for partners

The configuration for using e-mail to send messages to partners provides
the option of using the global external SMTP server or an external server
only for use for a specific partner.

The following are fields for configuring the e-mail server transport for a
partner in the delivery exchange wizard.
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M

Configure the e- mail settings

Delivery exchange for sending messages to this partner
Partner: Acme Industries
Complete the following fields for this transport,

Choose SMTP

E-rnail address:
transport type

[Example: someone@host. com)

& Use the global external SMTP server

(' Use a partner-specific SMTP server

Cancel | « Back I Mext I

Figure 66. Configure partner e-mail (1 of 2)
The following three fields are shown in Figure 73.

E-mail address

The e-mail address for sending messages to a partner.

Use the global external SMTP server

Selecting this means the system’s external SMTP server is used to
send messages to the partner. The link to configure the system’s
external SMTP server is on the system management page of the
user interface.

If you select this, click Next and the configuration is completed.
See Configuring external SMTP server on page 46.

Use a partner-specific SMTP server

Selecting this means you can specify an external SMTP server to
send messages to the partner that is different from the system’s
external SMTP server.

If you select this, click Next and continue the configuration. See
Figure 75.
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M

Configure the e- mail settings

Delivery exchange for sending messages to this partner
Partner: Acme Industries
Complete the following fields for this transport,

Configure transport SMTP sarver:

[Example: smtp.haost.corm)

Port: 25

[OThis server requires a user name and password

Cancel | « Back I Finish |

Figure 67. Configure partner e-mail (2 of 2)

SMTP server

Enter an SMTP server for sending messages just for to this partner.
You must type a fully qualified domain name or IP address for the
server. If you leave this field blank, the system inserts its external
SMTP server.

Port
The default port for sending mail is 25.

This server requires a user name and password

Select this if a user name and password are required to connect to
the server and then complete the following fields. SMTP servers
usually do not require user names and passwords for sending.

User name
The user name to connect to the server.
Password

The password to connect to the server.

Confirm password

The password to connect to the server.

Embedded HTTP transport

A community can use an embedded HTTP server to receive messages from

partners.
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When you elect to set up an HTTP transport for a community using an
embedded server, the delivery exchange wizard asks whether you want to:

¢ Use the system’s global embedded HTTP server
¢ Use a previously defined embedded HTTP server (if available)
¢ Define a new embedded HTTP server

If you choose to use the system’s global embedded SMTP server, the
wizard prompts for a community routing ID to append to the URL. No
other configuration is required.

If you choose to use a previously defined embedded HTTP server, the
wizard prompts for the server name and a community routing ID to
append to the URL. No other configuration is required.

If you choose to define a new embedded HTTP server, the wizard prompts
for a server name, port number and whether clients must use SSL to
connect to the server.

If you choose to define a community-level enbedded HTTPS server, you
must add an SSL certificate for the server. After setting up the server in the
delivery exchange wizard, go to the maintenance page in the user interface
for the server. Click Change an embedded transport server on the
community summary page and click the name of the server. If the server
needs a certificate, you are prompted to click Add an SSL
authentication certificate. This action opens the wizard for adding a
certificate.

Except for the global embedded server, embedded HTTP servers can be
designated as HTTPS.

See Embedded transport servers on page 249 for information about
changing the configurations of embedded servers.
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M

Configure the HTTP settings

Delivery exchange for receiving messages from partners
Community: Worldwide Trading

Complete the following fields for this transport server

Friendly name:#

[Example: My Seruar)
Port:# 4080

Configure transport

[clients must use SSL to connect to this server

Cancel | + Back I Next » I

Figure 68. Add embedded HTTP server in delivery exchange wizard (1 of 2)

The following fields are used in the delivery exchange wizard for adding an
embedded HTTP server transport by defining a new embedded HTTP
server.

Friendly name

Type a name for the new embedded HTTP server. This can be any
name you want. You can select this sever when setting up
additional embedded HTTP delivery exchanges later.

Port

The port number that listens for incoming HTTP connections. The
default is 4080.

Clients must use SSL to connect to this server

Select this to set up an HTTPS delivery exchange. A clear box
indicates HTTP.

When you select this check box, the following sub-field displays.

This server requires client-side certificate authentication

If you selected SSL, select this check box to require your partners to
submit a certificate to verify their identity before the delivery
exchange allows the connection. Clear this box to use non-
authenticated HTTPS.

If you select this, you must add an authentication certificate for the
partner.

Click Next to continue the configuration. See Figure 79.
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u Help

Configure URL

Delivery exchange for receiving messages from partners
Community: Worldwide Trading

Enter the last component of the path that partners will use to send messages to t
server, & good choice for this value would be one of the community's routing I0s, a
the default routing 1D has been supplied as a suggestion.

URL:# http://PLorentz-T41 cyclonecommerce .com; 40807/exchange,
Configure URL Fworldwide

Cancel | « Back I Finish |

Figure 69. Add embedded HTTP server in delivery exchange wizard (2 of 2)
URL

The wizard displays most of the URL for the transport, but you
must provide a community routing ID to append to the end. You
can use the ID the wizard displays or type another. This is the URL
your partner uses to send messages to the community.

While this field is visible on the delivery exchange’s maintenance

page, you can only edit it on the embedded server maintenance
page. See Change embedded transports on page 396.

Staged HTTP transport

Setting up the staged HTTP transport requires installing and configuring a
web servlet application in addition to using the delivery exchange wizard
to add the transport. For details see Staged HTTP on page 323.

HTTP transport for partners

Communities can send messages to partners via an external HTTP server.
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H . Help
Configure the HTTP settings

Delivery exchange for sending messages to this partner
Partner: Acme Industries
Complete the following fields for this transport.

Configure transport URL:

[Example: httpi/fsomehost com//thepath)
[Exarple: httpsi/fsormehost comfthepath)

[clients must use S50 to connect to this server

[IThis server requires a user name and password

Cancel | + Back I Next »» I Finish |

Figure 70. Add HTTP transport for partner (1 of 2)

The following fields are used in the delivery exchange wizard for
configuring this transport.

URL

The URL for connecting to the server.

Clients must use SSL to connect to this server

Select this to have Secure Sockets Layer protocol in use during
connections. The server presents a certificate for verification. To do
this, a certificate in a profile must be designated as the SSL
certificate. The server must support SSL. If this is not selected,
connections are anonymous.

Enable host name verification

If selected, the trading engine compares the name of the SSL server
to the name in the server’s certificate to ensure they are the same.

This server requires a user name and password

If selected, type a user name and password for the community to
connect to the server.

If the connection to the server will not made through a proxy, click Finish.
If a proxy will be used, click Next and continue with the configuration. See
Figure 83.
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u _ Help
Configure proxy

Delivery exchange for sending messages to this partner
Partner: Acme Industries

Some servers cannot be accessed directly, but have a proxy that must be
navigated to gain access.

[ Use a proxy to access this server

Host:
Configure proxy (Exarnple: myhost or IP address)

Portie |agan

[IThis proxy reguires a user name and password

Cancel | % Back | Finish |

Figure 71. Add HTTP transport for partner (2 of 2)

Use a proxy to access this server

Select this if the connection to the partner must be made through a
proxy. This normally is not required. Consult with your network
administrator and your partner.

Host
The proxy host name.
Port

The proxy port.

This proxy requires a user name and password

If selected, type a user name and password for the community to
connect to the proxy server.

File system transport

The file system transport can be used as a trading or integration exchange,
but most often is used for integration.

Note: There is a quick way to set up directories for file system
integration pickup and delivery. See Manage file system
integration on page 314.
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When you specify inbound and outbound file system integration
directories, the system creates subdirectories for its own use. The system
must have permissions to create the subdirectories. Do not delete these
subdirectories or copy files to them or retrieve files from them.

For outbound integration, the system creates a subdirectory named
.ready. After a message has been completely written to the parent
outbound directory, the system moves it briefly to the ready subdirectory
before consuming it. For inbound integration, the system creates a
subdirectory named .working. After an inbound message has been
completely written to the working directory, the system moves it to the
inbound parent directory, where a back-end system can retrieve it.

Periods precede the names of the ready and working subdirectories. This is

so the trading engine and any external applications can identify these as
temporary directories and ignore them and any contents.

=
H

Configure the file system settings

Delivery exchange for routing received messages to
integration

Community: Warldwide Trading
Complete the following fields for this transport,

Configure transport

Enter the directory path, This must be a directory on the trading engine
server's file system. If the directory does not exist, the system creates it. If
you use the trading engine in a multiple computer cluster, make sure the
directory is shared,

Directory name: |

Browse... |

[Example: Sitemp or fusrtempl
& Preserve original filenames
O Overwrite duplicate filenames
® Seguentially number duplicate filenames

O Generate unique filenames

Cancel | « Back | Finish I

Figure 72. Add file system transport in delivery exchange wizard

The following fields are used in the delivery exchange wizard for
configuring this transport.

Directory name

Use the Browse button or type the full path for a unique directory
where the trading engine picks up or routes messages, depending
on whether the transport is used for sending or receiving. If the
directory does not exist, the trading engine creates it for you.
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Use a unique directory name. You may want to give the directory a
name that indicates whether the transport is being used for
inbound or outbound integration, receiving messages from
partners or sending messages to partners. For example, for
outbound integration you could name the pickup directory
\data\out; for inbound integration \data\in.

The following fields appear only when this transport is configured to send
messages to partners or route messages received from partners to a back-
end system. These fields do not apply to the file system with message
meta-data transport for ebXML or RosettaNet.

Preserve original filenames

Select this if you want original file names to be preserved when the
trading engine delivers messages.

For binary messages, we recommend that you preserve original file
names. Otherwise, the trading engine assigns a unique file name
that does not readily identify the contents of the file. Preserving
original file names also allows your back-end application to process
binary messages based on their file names.

This field applies to community integration delivery exchanges and
partner delivery exchanges only.

Overwrite duplicate filenames

An option when you choose to preserve original file names. If
duplicate file names are detected, the trading engine overwrites the
existing file.

Sequentially number duplicate filenames

An option when you choose to preserve original file names. If
duplicate file names are detected, the trading engine appends a
number to the new file.

Generate unique filenames

Select to have the system provide a unique file name instead of
using the original name.

This field applies to community integration delivery exchanges and
partner delivery exchanges only.

When selected, files are given arbitrary names. The names always
have less than 30 characters and often have less than 20
characters.
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Appended to the file name is a hex representation of a
monotonically increasing file name counter that is maintained in
the database and guaranteed to be unique across all nodes in a
cluster. In addition, if the original file name had an extension, the
same extension is appended to the unique name the system
generates.

The following are examples of unique file names generated by the
system, one with the original file extension and one without:

dabeed45_4cb.edi
747€4120_4ce

FTP transport

The FTP transport can be used as a trading or integration transport.

To enable partners to send messages to your FTP server, first set up the
account, user ID and password for the FTP server where the trading engine
retrieves files. Any partner who intends to receive messages from you by
FTP also must also perform this step.

We recommend using the AS3 message protocol rather than the secure file
protocol to trade securely via FTP. An exception would be trading with a
partner who uses an earlier version of Cyclone Interchange or Activator
that does not support AS3. See Secure file protocol on page 689 for more
information.

Note: If you use Microsoft Internet Information Services (IIS) for the
FTP server, make sure it is updated with the latest patches from
Microsoft. Large files (approximately 1 gigabyte) may fail
unless IIS is up to date.

See http://support.microsoft.com/?kbid=828086.

Information-level messages about FTP client-server interaction write to
the trading engine log file. For more verbose messages to aid in
troubleshooting FTP issues, you can change the message level to debug.
Open the log4j.properties file in [install directory]\[build
number]\conf. Search for the following entry, change the value from info
to debug, and save and close the file.

log4j.category.com.cyclonecommerce.tradingengine.transport.ftp.SimpleD
ebug=info
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The debug setting logs each meta-command (for example, Send), followed
by each primitive command as it is sent to the server (Rest, Stor, Rnfr,
Rnto, and so on). Also, a message is logged each time a data connection is
initiated or accepted. Each file name received during List operations is
logged.

For more information see System logs on page 144.

When used for integration delivery or sending to partners, default settings
are in place to preserve original file names and sequentially number
duplicate file names. With these settings, the trading engine uses a file
naming convention to defeat conflicts arising from multiple nodes feeding
identically named documents to the same FTP directory and server. Files
are renamed in the following format:

[original file name]__ [unique message ID].[original file extension]

For information about how to test FTP connections see FTP tester tool on
page 549.
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u - Help
Configure the FTP settings

Delivery exchange for receiving messages from partners
Community: Warldwide Trading
Complete the following fields for this transport,

Configure transport  p soryer: |

[Exarnple: sormehost com)

Port: "

Pickup directory: pickup

Can be relative to login directory
[Exarnple: datafpickup or fhormefedifdatafpickup]

Use termporary files to avoid read/write collisions

¥ Use separate directory for temporary files:

inbox

Can be relative to login directory, but must not be under pickup directory
[Example: datafinbox or fhomefedi/datafinbox)

) Use special extension in pickup directory for temporary files:

[Example: .tmp)

User name:
Password:

Confirm password:

[ clients must use SSL ta connect ta this server

Cancel | % Back I Finish |

Figure 73. Add FTP transport in delivery exchange wizard

The following fields are used in the delivery exchange wizard for
configuring this transport.

FTP Server

The name of the FTP server.

Port

The port on which the server listens for incoming connections. The
default is 21.

Pickup directory

Type the path of the directory on your server where messages are
picked up. When the trading engine polls the server for files, it only
looks in the pickup directory, not an inbox directory.
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Use temporary files to avoid read/write collisions

We recommend using this option to prevent the trading engine
from attempting to retrieve partially written files. When this is
selected, you must select one of the two following options.

There may be some specialized servers, typically running on
mainframes, that support only part of the FTP protocol (REC 959).
In such cases you may have to clear this check box and take steps of
your own to make sure collisions do not occur.

Use separate directory for temporary files

Type the full path of an inbox directory (for example,
c:\data\inbox). Files are uploaded to this directory. When fully
written, files are moved to the pickup directory for retrieval.

Do not put the inbox under the pickup directory unless you use a
period at the beginning of the inbox name. The trading engine and
other applications ignore directories and files that begin with
periods.

For example, do not use the following directory structure:
c:\data\pickup\inbox

But you can use the following because a period is the first character
of the inbox directory name:

c:\data\pickup\.inbox

When receiving files from a partner, we recommend that your
partner write files to the inbox directory first and then move them
to the pickup directory when they are ready to be retrieved. This
process is automatic if your partner also uses Cyclone Interchange
or Activator. If the partner uses other software to upload files to
your server, the software should be configured to initially upload
the files to the inbox directory and move them to the pickup
directory when they are ready to be retrieved.

For outbound integration, the back-end system must write the
message to the inbox and then move it to the pickup directory.

For inbound integration and sending outbound to partners, the
trading engine writes to the inbox and then moves the message to
the pickup directory.
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Use special extension in pickup directory for temporary files

If you prefer not to use an inbox, select this option. While a file is
being written to the pickup directory, a temporary extension is
added so the system knows not to retrieve it because the file is only
partially written. Once fully written, the temporary extension goes
away and the file can be retrieved.

User name

The user name to connect to the server.

Password

The password to connect to the server.

Confirm password

The password to connect to the server.

Clients must use SSL to connect to this server

Select this to have Secure Sockets Layer protocol in use during
connections. The server presents a certificate for verification. To do
this, a certificate in a profile must be designated as the SSL
certificate. The server must support SSL. If this is not selected,
connections are anonymous.

Enable host name verification

If selected, the trading engine compares the name of the SSL server
to the name in the server’s certificate to ensure they are the same.

SFTP transport

The Secure FTP (SFTP) transport can be used as a trading or integration
transport.

To enable partners to send messages to your SFTP server, first set up the
account, user ID and password for the SFTP server where the trading
engine retrieves files. Any partner who intends to receive messages from
you by SFTP also must also perform this step.

SFTP is similar to FTP, but performs all operations over an encrypted
Secure Shell (SSH) transport. SFTP and FTP/SSL (or FTPS) are different
transports. An SFTP server can communicate only with other SFTP
servers, not FTP servers.
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The trading engine supports limited SFTP functionality as the following

notes:

¢ Only supports SSH 2.0 (see http://www.ietf.org/html.charters/
secsh-charter.html or http://www.openssh.com/txt/draft-ietf-secsh-
filexfer-o2.txt).

¢ Only supports user name and password authentication.

¢ Checkpoint-restart functionality is not supported.

¢+  User commands and scripting (as supported for FTP) are not
supported for SFTP.

This transport has been tested only with the OpenSSH sftp-server with
user name and password authentication.

En Help

Configure
transport

Configure the Secure FTP settings

Delivery exchange for receiving messages from partners
Community: Acme Industries
Complete the following fields for this transport.,

SFTP Server: |
[Example: sormehost com)

Paort: 22

Pickup directory: pickup

Can be relative to login directary
[Example: datafpickup or fhome/edifdata/ pickup)

[“]Use temparary files to avaoid read/write collisions

) Use separate directory for temparary files:
inbox

Can be relative to login directory, but must not be under pickup directory
(Exarnple: datafinbox ar fhormefedifdatafinbaos)

(0 Use special extension in pickup direckory for temporary files:

[Exarmple: .trmp)

Public key:#

DSafRSA public key for SFTP zerver
User name:

Password:

Confirm password:

Cancel I + Back I Finish I

Figure 74. Add SFTP transport in delivery exchange wizard
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SFTP fields

The following fields are used in the delivery exchange wizard for
configuring this transport.

SFTP Server

The name of the SFTP server.

Port

The port on which the server listens for incoming connections. The
default is 22.

Pickup directory

Type the path of the directory on your server where messages are
picked up. When the trading engine polls the server for files, it only
looks in the pickup directory, not an inbox directory.

Use temporary files to avoid read/write collisions

We recommend using this option to prevent the trading engine
from attempting to retrieve partially written files. When this is
selected, you must select one of the two following options.

Use separate directory for temporary files

Type the full path of an inbox directory (for example,
c:\data\inbox). Files are uploaded to this directory. When fully
written, files are moved to the pickup directory for retrieval.

Do not put the inbox under the pickup directory unless you use a
period at the beginning of the inbox name. The trading engine and
other applications ignore directories and files that begin with
periods.

For example, do not use the following directory structure:
c:\data\pickup\inbox

But you can use the following because a period is the first character
of the inbox directory name:

c:\data\pickup\.inbox

When receiving files from a partner, we recommend that your
partner write files to the inbox directory first and then move them
to the pickup directory when they are ready to be retrieved. This
process is automatic if your partner also uses Cyclone Interchange

Cyclone Interchange, BEA WebLogic Edition 5.4 Installation and Configuration 291



14. Delivery exchanges

or Activator. If the partner uses other software to upload files to
your server, the software should be configured to initially upload
the files to the inbox directory and move them to the pickup
directory when they are ready to be retrieved.

For outbound integration, the back-end system must write the
message to the inbox and then move it to the pickup directory.

For inbound integration and sending outbound to partners, the
trading engine writes to the inbox and then moves the message to
the pickup directory.

Use special extension in pickup directory for temporary files

If you prefer not to use an inbox, select this option. While a file is
being written to the pickup directory, a temporary extension is
added so the system knows not to retrieve it because the file is only
partially written. Once fully written, the temporary extension goes
away and the file can be retrieved.

Public key

The path to the file that contains the RSA or DSA public key for the
SFTP server. You must get this file from the server administrator.
The trading engine uses the key to authenticate the server.

User name

The user name to connect to the server.

Password

The password to connect to the server.

Confirm password

The password to connect to the server.

Testing SFTP

You can use the sftpTester tool to exercise the SFTP client outside of the
trading engine. The script to start sftpTester can be found in [install
directory]\[build number]\tools.

sftpTester is a console-based application that can verify the operation of
the SFTP client in the trading engine and a partner’s SFTP server. The
trading engine server does not have to be running to use this tool. You can
use it on UNIX or Windows.
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sftpTester duplicates the way the trading engine accesses an SFTP server.
It is a test program to verify interoperability with SFTP servers. If you can
send, list, receive and delete files on a SFTP server using sftpTester, this is
a good indication the trading engine can interoperate with the server.

sftpTester prompts for all the information it needs, as the following
illustrates:

****x Welcome to the Cyclone Sftp test program ****

-> Enter host: localhost

-> Enter user: ftpuser

-> Enter password: ftpuserpwd

-> Enter C for CONSUMER client (list, receive, delete), P for PRODUCER
(send) . (Blank assumes C):

-> Enter pickup directory (blank for "pickup"):

-> Enter public key path/filename: ssh host dsa key.pub

After prompting for the initial configuration information such as the host,
user and password, sftpTester displays a main prompt that allows you to
enter meta-commands to perform simple operations such as list, send and
receive. You can enter a question mark (?) at this point to get more
information. The following information displays upon entering a question
mark at the main prompt:

Consumer commands

-> Enter CONSUMER command (e.g. ?, LIST, RECeive, DELete, LLIST, LCD,

QUIT): ?

CONSUMER metacommands (abbreviations shown in upper case):
? help

LIST list files on host

RECeive filename retrieve file from host
DELete filename delete file from host

LCD change local working directory
LLIST list files in local working directory
QUIT/EXIT/BYE exitNormal SftpTester

Producer commands

-> Enter PRODUCER command (e.g. ?, SEND, LLIST, LCD, QUIT): ?
PRODUCER metacommands (abbreviations shown in upper case):

? help

SEND filename write file to host

LCD change local working directory

LLIST list files in local working directory
QUIT/EXIT/BYE exitNormal SftpTester

Troubleshooting SFTP

For troubleshooting, you can write messages specific to the SFTP transport
to the trading engine log file. You can add the following properties to the
log4j.properties file at [install directory]\[build number]\conf.
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+  For messages related to high-level operation of the SFTP client, this
property in debug mode is useful for finding common SFTP problems.

log4j.category.com.cyclonecommerce.tradingengine.trans
port.sftp.SimpleDebug=debug

+  For messages related to low-level operation of the SFTP client, this
property in debug mode produces verbose messages. (Try the simple
debug property before using this one.)

log4j.category.com.cyclonecommerce.tradingengine.trans
port.sftp=debug

JMS transport

The Java Message Service (JMS) transport normally is used as an
integration transport, but can be used as a trading transport.

To use this transport your community must have JMS experience and a
working JMS system.

Your JMS system may have file size limitations. Check the documentation
for your JMS system.

The JMS integration transport is an input and output source for messages.
This is how it works: the trading engine polls the JMS server for messages
in the designated inbound queue. This means that any JMSMessage placed
in the queue by another process is retrieved by the trading engine, which
verifies the type of JMSMessage (BytesMessage or TextMessage). If
verified, the trading engine packages and sends it to the partner. Likewise,
every message the trading engine receives from a partner is unpackaged,
converted to a BytesMessage or TextMessage and placed on the designated
outbound queue.

For pickup integration exchanges, the trading engine determines whether
the message read from the queue is a BytesMessage or a TextMessage. For
delivery integration exchanges, in which messages from partners are sent
to back-end systems, you can select the JMS type (BytesMessage or
TextMessage) on the Advanced tab of the transport’s maintenance page.

When using JMS for integration, configure the trading engine to parse EDI
and XML messages retrieved from a back-end system for sender and
receiver information.
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Binary documents retrieved from the back-end must have the following
meta-data string parameters appended to the BytesMessage or
TextMessage: SenderRoutingld, ReceiverRoutingld and
ContentMimeType. The trading engine performs routing decisions based
on the string parameters.

When the trading engine sends a BytesMessage or TextMessage to
integration, it includes the string parameters SenderRoutingId,
ReceiverRoutingld and ContentMimeType for all document types.

Other meta-data are available for JMS messages. See Meta-data
definitions on page 523. Virtually all of this meta-data are copied into the
JMS message when the trading engine produces the message to a JMS
queue. When reading from a JMS queue, all meta-data from the JMS
message are copied into the collaboration message, but it may not make
sense to set some items in the JMS message. For example it would not
make sense to set the ConsumptionURL in the JMS message.

Note that when the trading engine encounters a meta-data element
containing characters that JMS cannot recognize, it changes the offending
characters into the hex representation of the ASCII code of the characters.
For example, the meta-data element ediint. DocumentType becomes
ediint$2eDocumentType. The $2e is the hex representation of a
period. When submitting JMS messages to the trading engine, use the
properly encoded hex names to have them turned into the proper meta-
data names.

In addition to using the delivery exchange wizard to configure a JMS
transport, other set up is required. Depending on your provider, follow the
recommendations in the Most providers or Oracle AQ topic.

Note: If BEA WebLogic is your JMS provider, there are options for
ensuring proper load balancing and fail-over when delivering
messages to clustered JMS servers. One option is to configure a
distributed destination in WLS and reference its JNDI name on
the JMS configuration page in Cyclone Interchange. At
runtime, the JNDI lookup performed by the WebLogic JMS
client resolves the distributed destination name to a physical
queue. Another option is to provide a comma-separated list of
host names in the JNDI URL field in Cyclone Interchange (for
example, t3://node1:7001,node2:7002,n0de3:7003). At
runtime, the JMS client round-robins between the specified
providers. Both options ensure load balancing and support for
fail-over. See the WebLogic documentation for how to
configure these options.
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Most providers

In addition to completing the JMS transport configuration page in the user
interface, you must add the name of the JAR or class files or both in the
environment file so the server can locate the JMS and JNDI provider. The
environment file is in [install directory]\[build number]\ bin. In some
cases, you need to add the path and name of only one JAR file (for
example, swiftmgq.jar or weblogic.jar), but you might have to include a
series of jars or paths. Do not put the JAR in the application’s corelib
directory.

In Windows, add the JAR at the end of the class path in the following lines
in the environment file:

set CYC CP=..\classes;..\Jjars;..\corelib

set
CYC_CP=%CYC_CP%;..\corelib\db\sglserver;..\corelib\db\oracle
;..\corelib\db\db2;..\corelib\db\derby

For example, for WebLogic on Windows, the entry would be similar to the
following;:

set CYC CP=..\classes;..\Jjars;..\corelib

set

CYC CP=%CYC CP%;..\corelib\db\sqglserver;..\corelib\db\oracle
;..\corelib\db\db2;..\corelib\db\derby;
C:\bea\weblogic8l\server\lib\weblogic.jar

If you run on Windows and use the Windows service for starting the
trading engine server, also add the JMS JAR to the end of the following
class path line in the CycloneService.ini file, which also is in the bin
directory.

CYC CP=..\classes;..\jars;..\corelib;..\corelib\db\sglserver
;..\corelib\db\oracle;..\corelib\db\db2;..\corelib\db\derby

In UNIX, locate the following lines in the environment file:

# Set classpath used by Cyclone class loader (will load all
jars in directories).

CYC _CP="${CYC DIR}/classes"

CYC_CP="${CYC CP}:${JARS}"

CYC _CP="${CYC CP}:${CYC _DIR}/corelib"

CYC CP="${CYC CP}:${CYC DIR}/corelib/db/sglserver"

CYC CP="${CYC CP}:${CYC DIR}/corelib/db/oracle"
CYC_CP="${CYC_CP}:${CYC_DIR}/corelib/db/db2"

CYC CP="${CYC CP}:${CYC _DIR}/corelib/db/derby"

After the last line, insert a line specifying the JAR location. For example:

CYC_CP="${CYC CP}:/bea/weblogic8l/server/lib/weblogic.jar"
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Oracle AQ

If the provider is Oracle Advanced Queuing facility (Oracle AQ), Oracle
must be the external database for the trading engine and Oracle AQ must
be installed.

Add a message queue on Oracle AQ. The queue payload type must be one
of the following:

SYS.AQ$_JMS_BYTES_MESSAGE
SYS.AQ$_JMS_TEXT MESSAGE

On your Oracle client, copy the Oracle AQ drivers aqapi.jar and
jmscommon.jar. You may find these files in the rdbs/jlib directory.
Paste the files to the Cyclone Interchange directory [install
directory]\[build number]\corelib\db\oracle and restart the server.

For any JMS transport for Oracle AQ that polls for messages, go to the
Advanced tab on the transport’s maintenance page and select Use
transacted queue. You need to do this if the JMS settings tab name
includes the word polled. For example, JMS (polled) settings. If the
settings tab is named JMS (listener) settings, the Use transacted
queue control is not available on the Advanced tab.

Cyclone Interchange, BEA WebLogic Edition 5.4 Installation and Configuration 297



14. Delivery exchanges

_‘W
Configure the JMS settings

Delivery exchange for picking up messages from integration
Complete the following fields for this transport,

MS type: @ polled O Listener

- IMS queue:
Configure transport
[Exarmple: *MLQueue@routerl)

[IThis queue requires a user name and password

Choose a method for accessing the IMS gueue:

® Use INDI

JNDT URL:

[Exarmple: srgptfflocalhost: 4001/ tirmeout=10000]
INWDI factory:

[Exarmple: carn swiftrng.jndi InitialContextFactoryIrnpl)

[ This provider requires a user name and password

1MS connection factory:

[Exarmple: plainsocket@routerl or
GueueConnecionFactary22)

) Use a custom Java implementation

Cancel | « Back | Finish |

Figure 75. Add JMS transport in delivery exchange wizard

JMS fields

The following fields are used in the delivery exchange wizard for
configuring this transport.

Except for the user name and password, you can obtain the information
needed to complete this page from the JMS provider's documentation. The
information varies depending on the provider. If you have questions,
contact your JMS provider.

JMS type

There are two choices for acquiring messages from a JMS queue for
integration pickup and receiving messages from partners:

Polled. The trading engine polls the JMS server at intervals for
messages. This is the default setting. The polling interval and the
maximum number of files to retrieve per interval can be adjusted
on the Advanced tab of the transport’s maintenance page. Although
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the rate at which messages enter the system is controlled, this
selection introduces latency and overhead in checking the JMS
server when the queue is empty.

Listener. The JMS server calls the trading engine as soon as a
message is written to its queue. Messages are transferred as they
arrive and do not wait for the trading engine to poll for them. When
selected, the transport’s Advanced tab on the maintenance page
has a setting for reconnecting to the JMS server if the server goes
down. However, there are no controls related to polling, because
polling does not apply. Although latency and polling overhead are
eliminated, this selection cannot control the rate at which
messages enter the system, which could overload it.

Once polled or listener has been selected, the JMS type cannot be
changed on the transport’s maintenance page.

JMS queue

The name of the queue. Example: XMLQueue@router1

This queue requires a user name and password

Select this if the queue requires a user name and password. When
selected, fields appear for entering the information.

User name

A user name for the JNDI provider. This value could be blank and
is typically provided for in the JNDI URL. However, this depends
on the JNDI provider and how it is configured.

Password

A password for the JNDI provider. This value could be blank and is
typically provided in the JNDI URL. However, this depends on the
JNDI provider and how it is configured.

Confirm password
Type the password again for confirmation.
Use JNDI

Select this if a Java Naming and Directory Interface (JNDI)
provider. When selected the applicable fields display.
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JNDI URL

The network URL used to obtain access to the JNDI service
provider for your JMS service. Example: smqp://localhost:4001/
timeout=10000

JNDI factory

The name for the JNDI service provider class. Example:
com.swiftmq.jndi.InitialContextFactoryImpl

This provider requires a user name and password

Select this if JMS requires a user name and password. When
selected, fields appear for entering the information.

User name

A user name for the JMS provider. This can be the same as your
JNDI user name. However, this depends on your JMS provider and
how it is configured.

Password

A password for the JMS provider. This can be the same as your
JNDI password. However, this depends on your JMS provider and
how it is configured.

Confirm password

The password again for confirmation.

JMS connection factory

The connection factory as defined within the JMS provider. This
value can be either in the form factoryname@routername or
the JNDI public symbol for the QueueConnectionFactory.
Examples: plainsocket@router1 or QueueConnectionFactory22.
This depends on your JMS provider and how it is configured.

Use a custom Java implementation

Select this for a JMS provider that does not require a JNDI
implementation. For example, Oracle Advanced Queuing facility
(Oracle AQ). When selected the applicable fields display.

Class name

The name of the Java class for implementing the connection to the
message queue. A Java class for Oracle AQ is available. The class
name is:
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com.cyclonecommerce.tradingengine.transport.jms.OracleAQ
QueueUtil

If you want a Java class for a provider other than Oracle AQ, you
need the help of a professional services consultant. Contact
technical support for information.

Parameters

These are the parameters for implementing the Java class. There
are four parameters required for the Java class for Oracle AQ.
These parameters must be in the following order:

Host. The name of the computer running Oracle AQ.
Queue name. The name of the Oracle AQ message queue.
Port. The port Oracle AQ uses to listen for messages.

Driver type. The type of JDBC driver for connecting to the
provider. For Oracle AQ, the valid values are thin and oci8.

Testing JMS

You can use the jmsTester tool to exercise the JMS client outside of the
trading engine. The script to start jmsTester can be found in [install
directory]\[build number]\tools.

jmsTester is a console-based application that can verify the operation of
the JMS client in the trading engine and a partner’s JMS server. The
trading engine server does not have to be running to use this tool. You can
use it on UNIX or Windows.

jmsTester duplicates the way the trading engine accesses a JMS server. It
is a test program to verify interoperability with JMS servers. If you can
send, list, receive and delete files on a JMS server using jmsTester, this is a
good indication the trading engine can interoperate with the server.

jmsTester prompts for all the information it needs, as the following
illustrates:

**** Welcome to the Cyclone JMS test program ****

-> (n)ew client, (c)onnect, (d)isconnect, (s)end, (r)etrieve,
(a) cknowledge, (q)

uit: n

-> Use JNDI (Y/N - default is yes):

-> JNDI URL (): url

-> JNDI Factory (): factory

-> JNDI Username (): name

-> JNDI Password (): pwd

-> JMS Queue Connection Factory(null): :
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-> JMS Queue (null):

-> JMS Username (null):

-> JMS Password (null):

-> Use Transacted Queue (Y/N - default is no):

-> Send using Bytes or Text Message type: (bytes):

After prompting for the initial configuration information, you can use one
of the testing commands, which are:

(c)onnect
(d)isconnect
(s)end
(r)etrieve
(a)cknowledge

IBM MQSeries transport

The MQSeries transport can be used as a trading or integration transport.

To use this transport, the MQSeries server, queue manager and queues
should be properly configured.

M

Configure the IBM MQSeries settings

Delivery exchange for picking up messages from integration
Complete the following fields for this transport.,
MOQSeries Server

IFEIfE 1414
Configure transport Queue name:

Queue manager:
[Example: “MLQueue@routerl)
Channel:

Characters set: a19

[OThis server requires a user name and passward

Cancel | « Back I Finish |

Figure 76. Add IBM MQSeries transport in delivery exchange wizard

The following fields are used in the delivery exchange wizard for
configuring this transport.
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MQSeries server

The fully qualified domain name or IP address of the MQSeries
host.

Port

The port where the application listens for incoming documents.
The default is 1414.

Queue name

The name of the MQSeries queue that receives incoming
documents.

Queue manager

The name of the MQSeries queue manager.
Channel
The name of the communications channel.

Characters set

The character set used by the queue manager. This number should
match the number used by the queue manager. The default is 819.

This server requires a user name and password

Select this check box to supply a user name and password for basic
authentication. Clear this check box if the server does not require
basic authentication.

User name

The user name to connect to the server.

Password

The password to connect to the server.

Confirm password

The password entered again for confirmation.

Web services API transport

The web services API transport can be used for integration only.
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Integration pickup

When a community uses the web services API to retrieve messages from a
back-end system, this transport uses a global embedded web services API
server. The back-end posts messages to a URL in the following format:

http://localhost:5080/services/MessageService

The variable localhost is the fully qualified domain name or IP address of
the computer running the trading engine. The default port is 5080, but
this can be changed.

No user configuration is needed to set up this pickup transport for a
community. You can modify the global embedded web services API server,
however, by clicking Configure the global embedded Web services
API server on the main Trading configuration page. Because the global
server is shared by all communities, any configuration changes affect all.

Integration delivery

When a community uses the web services API to send messages received
from partners to a back-end system, this transport uses an API client to
send messages to a back-end web server. The set up requires the help of a
technician or developer who is familiar with web services and the Web
Services Description Language (WSDL). The technician or developer
needs to provide a server implementation of the provided MessageService
WSDL.

The WSDL that describes the requirements for both the server and client is
at [install directory]\[build number]\conf\MessageService.wsdl.

Once the back-end web server has been configured according to the WSDL
requirements, you can enter the URL for posting messages to the back-end
server in the single configuration field for the web services API client in the
delivery exchange wizard (Figure 95).
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u Help
Configure the API client settings

Delivery exchange for routing received messages to integration
Community: Worldwide Trading
Complete the following fields for this transport,

Configure transport URL:

[Example: sormehost comfthepath)

Cancel | « Back I Finish |

Figure 77. Add API client transport in delivery exchange wizard

After the transport has been set up, you have the option of sending the
message payload (the default) or only the URL that points to the payload.
If you choose to send only the URL, the back-end system uses the URL to
retrieve the payload from the trading engine backup directory. To enable
this option, click Integration delivery in the navigation graphic at the
top of the community summary page and click the web services API client
transport. Click the Advanced tab and select Send the payload URL
only.

Because the payload is retrieved from the backup directory, there are two
conditions that must be met if you choose to send the payload URL only:

+  Backing up files must be enabled for the web services API client
integration delivery exchange.

+ Ifyou have set up a schedule on the trading engine for deleting
messages, the back-end must retrieve the payload before the next
scheduled purge occurs or the payload will be lost. For information
about setting up schedules for deleting messages see Data backups
and deletes on page 539.

Post-processing configuration details

You can perform post-processing commands on each inbound message
immediately after the trading engine has received, processed and written it
to a delivery integration exchange. You also can execute post-processing
commands after sending messages to partners. The trading engine can
initiate any executable or batch file or script you specify. The batch file or
script is applied to all messages passed through the exchange that calls it.
Batch files or scripts can be used with several or all integration delivery
exchanges or partner delivery exchanges, but they must be called
separately. You cannot specify a global batch file or script.
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The post-processing script must be on a drive that the trading engine can
access and has permission to execute.

There are two places in the user interface where you can enter the name of
a post-processing script.

¢+ On a community summary page, click Integration delivery on the
navigation graphic at the top of the page. Then click the name of an
integration exchange to open the maintenance page. Click the
Advanced tab. Type the script name in the post-processing script
field. Click Save changes.

¢ On a partner summary page, click Delivery exchange on the
navigation graphic at the top of the page. Then click the name of an
outbound transport to open the maintenance page. Click the
Advanced tab. Type the script name in the post-processing script
field. Click Save changes.

The trading engine by default passes seven items of message meta-data to
the post process. Your script can use any or all of them. An example of the
syntax of a command that is executed against an inbound message is:

Windows c:\directoryname\myfile.bat
UNIX /directoryname/myscript.sh

Post-processing message meta-data

The default message meta-data for post-processing are described in the
following table. These match the default post-processing meta-data
elements in the shellscriptmetadata.xml file in [install directory]\[build
number]\conf. The trading engine checks this file to determine valid meta-
data for post-processing. The parameter numbers are shown for Windows

and UNIX.

s % Message meta-data Description
2 =<
o
=
(")

%1 $1 SenderRoutingId The routing ID of the sender

of the message.
%2 $2 ReceiverRoutingld The routing ID of the receiver

of the message.
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SMOPUIM

XINN

Message meta-data

Description

%3

$3

ProductionUrl

The path of the file if the
message was written to a File
System integration delivery
exchange. Otherwise, it is the
URL of the destination.

%4

$4

ProductionFilename

The file name used when the
trading engine wrote the file.

%5

$5

ConsumptionFilename

The file name included in the
MIME header, probably the
original file name from the
sender, if the message was
EDIINT. Otherwise, the name
of the file as when retrieved
from the file system or FTP
server.

%6

$6

EdiControlld

The control ID of an EDI
message. Otherwise, the ID is
XML or BINARY

%7

$7

DocumentClass

The document class of the
message payload (for
example, X12, XML).

If you are writing a post-processing script in Perl, you cannot use $ in the
parameter number. You must use $ARGV[n], where [n] is the argument
number. For example, in the preceding table, the parameter for
SenderRoutingld is $1; for Perl it is $ARGVo0 (notice counting starts at
zero). Likewise, the parameter for ReceiverRoutingld is $2, but $ARGV1

for Perl.

Adding post-processing elements

You can use other post-processing elements than those listed in the table
in Post-processing message meta-data on page 309.

Add the meta-data elements you want to shellscriptmetadata.xml in
[install directory]\[build number]\conf. Follow the format as shown for
the default elements already in the file. Pay attention to the order in which
the meta-data elements are listed. This is important for the corresponding
parameter numbers.
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After editing shellscriptmetadata.xml, restart the trading engine server for
the changes to become effective. All post-processing script invocations are
affected by changes to this file.

Methods for writing scripts

You can use the following methods for writing post-processing scripts:

Operating Languages
system

Windows Compiled languages (for example, Java, Visual BASIC,
C++, Delphi). Also, .cmd and .bat files.

UNIX Any language. For example, shell script, Java, C or Perl.

Script example for Windows

The following is an example of a post-processing script for Windows. This
script re-directs an inbound file to a local directory and writes activity to
an external log file. This example is provided solely to illustrate the correct
format for such scripts.

@echo off

rem WindowsPostprocess.bat to test post-processing.

rem This batch file does two things. It moves the received file
rem to another directory. Then it appends into a log file all
rem the information that CI makes available about that file.

@echo off

move %$3\%4 c:\tmp

echo. >> c:\tmp\postprocess.log

echo ----- newfile info----- >> c:\tmp\postprocess.log

date/t >> c:\tmp\postprocess.log

time/t >> c:\tmp\postprocess.log

echo The Sender Routing Id is %1 >> c:\tmp\postprocess.log
echo The Receiver Routing Id is %2 >> c:\tmp\postprocess.log
echo The Production Directory is %3 >> c:\tmp\postprocess.log
echo The Production Filename is %4 >> c:\tmp\postprocess.log
echo The Consumption Filename is %5 >> c:\tmp\postprocess.log
echo The Control Id is %6 >> c:\tmp\postprocess.log

echo The Content MIME Type is %7 >> c:\tmp\postprocess.log

Script example for UNIX

The following is an example of a post-processing script for UNIX. This
script re-directs an inbound file to a local directory and writes activity to
an external log file. This example is shown solely to illustrate the correct
format for such scripts.
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#!/bin/sh

# $Id: UNIXpostprocess.sh to test post-processing.

# This shell script does two things. It moves the received file
# to another directory. Then it appends into a log file all the
# information that CI makes available about that file.

mv "$3"/"$4" /home/cyclone/tmp

echo ----- newfile info----- >> /home/cyclone/tmp/postprocess.log

date >> /home/cyclone/tmp/postprocess.log

echo The Sender Routing Id is "$1" >> /home/cyclone/tmp/postprocess.log
echo The Receiver Routing Id is "$2" >> /home/cyclone/tmp/postprocess.log
echo The Production directory is "$3" >> /home/cyclone/tmp/postprocess.log
echo The Production Filename is "$4" >> /home/cyclone/tmp/postprocess.log
echo The Consumption Filename 1is "$5" >> /home/cyclone/tmp/postprocess.log
echo The Control Id is "$6" >> /home/cyclone/tmp/postprocess.log

echo The Content MIME Type is "$7" >> /home/cyclone/tmp/postprocess.log

Post-processing events

The trading engine generates the following events when performing post
processing.

Messaging_Transport_PostProcessing_lInitiated

This event is published before the script is invoked.

Messaging_Transport_PostProcessing_Completed

This event is published after the script has been invoked.

Messaging_Transport_PostProcessing_Failure

This event is published if there was an error invoking the script (for
example, script not found).

Post-processing points to consider

Consider the following points when performing post processing.

¢ There is no feedback from the post-processing script. The standard
and error output streams of the process are silently discarded.

¢  The return code is not checked.

¢ Errors are not published and the document is not rejected if any
problems occur within the script.

¢ Post processing is not reliable. The script is not retried in case of
failure.
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Manage file system integration

Back-end file systems are a popular integration method for the trading
engine to pick up messages to send partners and deposit messages
received from partners. The following topics describe some file system
integration management methods.

¢ Set up default file system integration
Use file system to set meta-data values on page 318
¢ Post-processing to route inbound messages on page 318

Set up default file system integration

Use this procedure to create default file system integration exchanges for
all document types (EDI, XML and binary). The structure of the
directories for these exchanges is similar to the default file system
integration for Cyclone Interchange 4.2.x.

The default method creates three integration pickup exchanges and three
integration delivery exchanges.

Steps

1 At the bottom of the community summary page, click Add default
integration exchanges to open the Add default integration
exchanges wizard.

2 Click Next.

3 Specify the top level directory path for the default directories (for
example in Windows, c:\data). You can type the path or click the
Browse button to select a directory. The trading engine creates the
top level directory if it does not exist, as well as the document type-
specific subdirectories.

4  Click Finish to create the integration exchanges and the file system
directories.

To check the integration exchanges, click Integration delivery or
Integration pickup on the navigation graphic at the top of the
community summary page. Figure 96 and Figure 97 show the default
integration exchanges in the user interface.
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Pick an integration pickup exchange

The following protocols are used to pick up messages from back-end systems.

Type Location

Plain text fromFile systern C:hydata\ediout Delete
Plain text fromFile systern  C:hydata\smlout Delete
Plain text fromFile systern C:hydataybinaryout Delste

Figure 78. Default integration pickup exchanges

Pick an integration delivery exchange

Community: Worldwide Trading

After this community endpoint has received and picked up messages, the following protocols are used to
route messages to back-end systems,

Type Location Delivery criteria

O e Cihdatahediin { Content MIME type eguals application/EDI-¥12 ) || { Content [k %]
Other MIME type equals application/EDIFACT ) || { Content MIME Celste |

pFlﬁ'.iB” Lext type equals application/E0I-consent | OR deliver by default

system
O e Othar Cihdatahxmlin Content MIME type equals application/xml A ¥
) D
(Plain text)
[ File
system

=1 - A Ak s ki mmin Mk MTRAT bmm mmimle mmnlimmbimn fm b —em —em al warl

Figure 79. Default integration delivery exchanges

You can check the file system for the directories that have been
created. The following is an example of the default file system
directory structure on Windows.

c:\ data\ Dbinaryin
binaryout
ediin
ediout
xmlin

xmlout

Directories with a suffix of “out” are where your back-end system
writes messages for the trading engine to pick up and then package
and send to partners.

Directories with a suffix of “in” are where the trading engine routes
messages from partners based on the content MIME type of the
inbound messages. For inbound binary messages, the trading engine
takes the further step of creating binaryin subdirectories named for
the routing IDs of the sender and receiver. The trading engine creates
these directories upon parsing sender and receiver information in the
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headers of inbound binary messages. The following is an example of
the binaryin structure on Windows. You do not have to create these
subdirectories yourself.

c:\ data\ Dbinaryin\ sender AID\ receiver ID
sender BID\ receiver ID

sender CID\ receiver ID

5 Once the default integration exchanges have been created, there are
additional setup tasks for some exchanges. If you do not plan on using
these exchanges, skip this step.

binaryout exchange

Creating binaryout subdirectories named for the routing IDs of
the sender and receiver is recommended. These subdirectories
can be made to correspond to meta-data attributes that already
have been set up for you. This makes it possible for the trading
engine to determine the sender and receiver of binary messages.

In the file system, create binaryout subdirectories named for the
routing IDs of your community and of each partner to whom you
plan to send binary messages. The following is an example of the
structure on Windows.

c:\ data\ Dbinaryout\ senderID\ receiver A ID
receiver B ID

receiver C ID

Your back-end system needs to write outbound messages to the
lowest level binaryout directory for a specific community and
partner pair. For example:

c:\data\binaryout\senderID\receiver A ID

The trading engine, upon picking up a message, uses the names of
the sender and receiver routing ID subdirectories as values for
sender and receiver meta-data attributes. How this works is
explained in Directory mapping on page 388
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xmlout exchange

Setting up sender and receiver XPaths is recommended. This
enables the trading engine to locate the sender and receiver
information in outbound XML messages. This is not applicable
for ebXML messages.

Click Integration pickup on the navigation graphic at the top of
the community summary page. Then click the xmlout file system
exchange to open the maintenance page. Select the from address
tab.

Select Always parse for the address and If the document is
XML, use XPaths to locate the addresses. Select a
document type or click XPath wizard and point the wizard to
the sender address in a sample XML document. Click Save
XPaths.

Select the to address tab and do the same procedure to select the
receiver XPath.

Use file system to set meta-data values

You can use a directory hierarchy in your file system that dictates values of
meta-data elements associated with messages picked up through file
system exchanges. For instance, the directory hierarchy can specify a
document’s sender, receiver or values for any number of other meta-data
elements.

For configuration details see Directory mapping on page 388.

Post-processing to route inbound messages

You can use a post-processing script to route inbound binary messages
and inbound messages based on MIME type. The following is a sample
script for Windows that examines a message’s content to determine where
it should be moved after it is unpackaged. The script uses c:\dest as a
sample root directory for receiving inbound messages; you should replace
this with a location suitable for your installation. If you are running a
multiple computer cluster, the destination should be a directory on a
shared network drive.
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In the sample script, the trading engine examines a message’s MIME type.
If the MIME type is known, the message is routed to an appropriate
directory. If the MIME type is not known, the message is considered
binary and routes to a directory based on the community routing ID and
the partner routing ID.

You must manually create all target directories before using the post-
processing script.

@echo off
rem Batch file to move file to directory based on received files
rem MIME type.

rem set the default destination directory to

rem c:\dest\binary\ReceiverRoutingId\SenderRoutingId.

rem Where ReceiverRoutingId is the Routing Id of the Receiving Community,
rem and SenderRoutingId is the Sender Routing Id of the Sending Party.

set destdir=c:\dest\binary\%2\%1

rem If the MIME Type of the content is known, then override the destination
rem directory.

if '%7' == 'application/EDI-X12' set destdir=c:\dest\x12

if '$7' == 'application/EDIFACT' set destdir=c:\dest\edifact
if '%7' == 'application/xml' set destdir=c:\dest\xml

if '%7' == 'text/xml' set destdir=c:\dest\xml

echo Moving %$3\%4 to %destdir$
move %$3\%4 %destdir$

Enable, disable, test exchanges

By default all delivery exchanges are enabled when you add them. To
disable one, open the maintenance page for a delivery exchange, clear the
check box for Enable this delivery exchange check box and click Save
changes.

Another way to enable or disable exchanges is to open a maintenance page
that lists configured exchanges and change their status. The following is
how to open the maintenance pages that list exchanges.

Exchange Opening maintenance page

Receive messages On the navigation graphic at the top of the

from partners community summary page, click Delivery
exchange.

Integration pickup  On the navigation graphic at the top of the
community summary page, click Integration
pickup.
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Exchange Opening maintenance page

Integration delivery On the navigation graphic at the top of the
community summary page, click Integration

delivery.
Send messages to On the navigation graphic at the top of the
partners partner summary page, click Delivery
exchange.

Once a maintenance page is displayed, select a check box for a transport
and click Change status. If active, this makes the transport inactive. If
inactive, this makes the transport active.

Pick a delivery exchange

Community: Worldwide Trading

The following are the delivery exchanges partners use to send messages to this community, The delivery
transpotrt is the method partners use to send messages. The pickup transport is the method the community
endpoint uses to retrieve messages that have been sent,

Type Transport Location
EDIINT A52 [ FDelivery & http: ffserver.world.com: 4020/exchange/22worldwide AI 1|
Eﬁsp: Embedded Deletel
EDIINT AS52  [] X—l'-—DeIi\rery . http: //server2 world.com: 4080/exchange/Zzworldwide1 LA ]
E'i_lcillflgm: Embedded Deletel
Change status I

Figure 80. Community delivery exchange maintenance page

A red X indicates a delivery exchange is disabled. If an X is not
X visible, the exchange is active.

For integration pickup exchanges, the user interface displays a
maintenance page (Figure 99) with two tabs, one for enabled exchanges
and the other for disabled exchanges. This is an especially helpful if you
have many integration pickup exchanges, but only some are enabled at a
given time.

Cyclone Interchange, BEA WebLogic Edition 5.4 Installation and Configuration 315



14. Delivery exchanges

Pick an integration pickup exchange

The following protocols are used to pick up messages from back-end systems.

Enabled exchanges | Disabled exchanges |

Type Location
[] DOther (Plain text] from File system C:/data Deletel
Change status |

Figure 81. Pick an integration pickup exchange page

At the bottom of community summary pages are links that let you enable
or disable at the same time all pickup exchanges for receiving from
partners.

When you open the maintenance page for a delivery exchange, the trading
engine tests the connection to the exchange. Test results of success or
failed display in the test results field. If the test fails, the trading engine
displays an error message plus guidance for troubleshooting the
connection problem.

For a test of an HTTP transport, only the connection is tested. The test
does not validate a user name and password, if assigned.

If a test result is not applicable, it means the connection does not need
testing.

Set delivery exchange preferences

On delivery exchange maintenance pages you can order transports
according to preferences using the up and down arrows to the right of the
exchange names.

On maintenance pages for partner delivery exchanges, the transport that is
first in the list is the default the system uses for sending messages to the
partner.

On maintenance pages for community trading delivery exchanges, the
order of the transports as displayed is preserved when the community
profile is exported. When a partner who also uses Cyclone Interchange 5.0
or later imports the profile, the transport at the top of the list becomes the
default for sending messages.
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Communities can used the staged HTTP web servlet transport to receive
messages from partners. This transport is available only with the AS2 and
ebXML message protocols.

Using this transport requires having a web server application running in
your organization’s DMZ and thorough operations knowledge of the web
server.

Concepts

Overview of staged HTTP

Staged HTTP configuration outline on page 325
Staged HTTP files to deploy on page 325

Log on to servlet UI on page 329

Managing mailboxes on page 330

Staged HTTP fields on page 333

File forwarding to bypass polling on page 334
High availability staged HTTP on page 336
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Procedure

¢  Deploy the web servlet on page 326

Overview of staged HTTP

The staged HTTP transport provides a secure way to receive messages
from partners without having to change firewall configurations. You can
use this transport after deploying the staged HTTP servlet on a web server
in your DMZ. You also must add staged HTTP as an inbound transport in
your community profile.
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15. Staged HTTP
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Figure 100. Using staged HTTP to receive messages from a partner

Figure 101 shows how this transport works, and the following describes the
process.

1 Your partner sends a document to the web server using a standard
message protocol (AS2). The staged HTTP servlet writes the file to
disk pending retrieval by your trading engine. This provides failover
protection.

2  Atthe usual polling interval, your trading engine polls the web server
and retrieves the document with a GET method. This is the default
manner for picking up documents. Alternately, you can configure the
staged HTTP servlet to forward the incoming message to the trading
engine immediately. This bypasses the polling interval, allowing
faster throughput, but opens a port into your trusted network. (See
File forwarding to bypass polling on page 334.)

3 Your trading engine sends a receipt to acknowledge receiving the
document. The receipt can be sent synchronously over the same
connection as the inbound message or asynchronously via the
disposition notification address in the header of the inbound
document.

The staged HTTP transport is only for receiving documents from partners.
To send documents in a similar manner, contact technical support and ask
about the optional Secure Webmailbox Server add-on.
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Staged HTTP configuration outline

Staged HTTP configuration outline

1  Deploy the staged HTTP servlet on your web server. See Staged HTTP
files to deploy on page 325 and Deploy the web servlet on page 326.

2 Logon to the HTTP servlet user interface. See Log on to servlet UI on
page 3209.

3  Add a mailbox for you