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CHAPTER

Introducing the WebLogic Integration
Administration Console

The WebLogic Integration Administration Console allows you to manage and monitor the
entities and resources required for your WebLogic Integration applications.

Figure 1-1 WebLogic Integration Administration Console - Home Page

-:,"lig'h WebLogic Integration Administration Console

YWELCOME: WEBLOGIC | SEPTEMEER 18, 2006 2:05:57 FM IS

= = Process Instance Monitoring '4/. Process Configuration

Aszess the state of current business processes, identify relevant processes by Configure the business processes to meet system reporting and monitoring
performing comprehensive queries, and troubleshoot problematic processes, requirerments,

Message Broker &' Event Generators

Monitor the volumes routed through the message broker, or wview various channel Define the system events that frigger messages to your channels. Rules for these
subscribers, You can track channel message counts, and reset the counts periodically to everts can cover flle systems, email accounts, IMS queues, or events triggered by
enable business reporting. tme. Monitor and manage the message flow stemming from these rules,
I 0n

2 Application Integration Trading Partner Management
Monitor enterprise adapter health, Tune adapter instances for automatic suspension and Configure trading partner information, including co-confirmed service access and
failover to accommodate backend system maintenance schedules or outages, communicaton channels. This information can be maintained individually or exported in

bulk loads. Al messages are tracked and archived for detaled partmer auditng.

=P xMLCache

I System Configuration

Schedule purging of tracking data to balance auditing requirements against performance You can add, modify, get, and delete XMLCache instances that can be used by
needs, You can also manage your protected password store, ¥MLCache control,

For an overview of the WebLogic Integration Administration Console, see the “Configuring,
Managing, and Monitoring WebLogic Integration Applications” demo.
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Introducing the WebLogic Integration Administration Console

The following table lists the available modules and summarizes the tasks associated with each.

Table 1-1 Elements of WebLogic Integration Administration Console

Module Associated Tasks
Process Listing and Locating Process Types
Configuration Listing and Locating Dynamic Controls

Viewing and Changing Process Details

Viewing an Interactive or Printable Process Type Graph
Managing Process Versions

Adding or Changing Dynamic Client Callback Selectors
Updating Security Policies

Adding or Changing Dynamic Control Selectors
Defining Process Control Properties for a Selector
Defining Service Broker Control Properties for a Selector
Deleting Dynamic Control Selectors

Process Instance ~ Viewing Instance Statistics by Process Type
Monitoring Viewing System Health Statistics
Listing and Locating Process Instances
Constructing an Advanced Search
Viewing Process Instance Details
Viewing an Interactive or Printable Process Instance Graph
Suspending, Resuming, Terminating, or Unfreezing Process Instances

Message Broker  Listing and Locating Channels
Viewing Channel Details and Subscriptions
Setting Channel Security Policies
Viewing Global Message Counts
Resetting the Message Counts
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Table 1-1 Elements of WebLogic Integration Administration Console

Module

Associated Tasks

Event Generators

Creating and Deploying Event Generators

Defining Channel Rules for a File Event Generator
Defining Channel Rules for an Email Event Generator
Defining Channel Rules for a JMS Event Generator
Defining Channel Rules for a Timer Event Generator
Defining Channel Rules for an MQ Event Generator
Defining Channel Rules for an HTTP Event Generator
Defining Channel Rules for a RDBMS Event Generator
Listing and Locating Event Generators

Viewing and Updating Event Generator Channel Rules
Suspending and Resuming Event Generators

Resetting the Counters

Deleting Channel Rules

Deleting Event Generators

Application
Integration

Listing and Locating Application Views

Listing and Locating Adapter Instances

Viewing Application View Instance Statistics

Viewing Adapter Instance Statistics

Viewing Connection Factory Pool Statistics for a Service Connection
Viewing Dependent Application Views for an Adapter Instance
Viewing and Changing Application View Details

Viewing and Changing Adapter Instance Details

Viewing and Changing Event Connection Properties

Viewing and Changing Service Connection Properties

Viewing and Changing Connection Pool Size Parameters

Viewing and Changing Application View Auto Suspend Settings
Viewing and Changing Adapter Instance Auto Suspend Settings
Viewing and Changing Environment Variable Values for an Application View
Viewing and Changing WebLogic Server to EIS Principal Mappings
Changing Event Connections for an Application View

Changing Service Connections for an Application View

Changing Event Generation Targets

Enabling or Disabling Container-Managed Sign-On

Updating Security Policies

Suspending or Resuming an Application View or Adapter Instance
Redeploying an Adapter Instance

Resetting the Counters
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Table 1-1 Elements of WebLogic Integration Administration Console

Module Associated Tasks

Trading Partner ~ Configuring Trading Partner Management
Management Adding Trading Partner Profiles
Adding Certificates to a Trading Partner
Adding Protocol Bindings to a Trading Partner
Adding a Custom Extension to a Trading Partner
Adding Services - TO DO - Slowness
Adding Service Profiles to a Service
Defining Trading Partner Profiles
Defining Protocol Bindings
Listing and Locating Trading Partners
Listing and Locating Services
Viewing and Changing Trading Partner Profiles
Viewing and Changing Certificates
Viewing and Changing Bindings
Viewing and Changing a Custom Extension
Viewing and Changing Services
Viewing and Changing Service Profiles
Enabling and Disabling Trading Partner and Service Profiles
Importing Management Data
Exporting Management Data
Deleting Trading Partner Profiles and Services Using Bulk Delete
Deleting Trading Partner Profiles
Deleting Certificates, Bindings, or Custom Extensions
Deleting Services
Deleting Service Profiles from a Service
Viewing Statistics
Monitoring Messages
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Starting the WebLogic Integration Administration Console

Table 1-1 Elements of WebLogic Integration Administration Console

Module Associated Tasks
System Viewing the Configuration for Tracking, Reporting, and Purging Data
Configuration Configuring the Reporting Data and Purge Processes

Configuring the Reporting Datastore

Configuring the Default Data Policy and Tracking Level for Processes
Manually Starting and Stopping the Purge Process

Adding Passwords to the Password Store

Listing and Locating Password Aliases

Changing the Password for a Password Alias

Deleting Passwords from the Password Store

Configuring the Server for Application Integration

XML Cache Adding XML Documents to the XML Cache
Updating an XML Document in the XML Cache
Viewing the Code for an XML Document
Deleting an XML Document from the XML Cache
Viewing All XML Documents in the XML Cache

Starting the WebLogic Integration Administration
Console

Access to the WebLogic Integration Administration Console is password protected. You need to
create a WLI Domain using Configuration Wizard, before you start the server. For more
information about creating a domain using Configuration Wizard, see Domain Configuration
Wizard Guide.

To start the WebLogic Integration Administration console:

1. Open the following URL in your Web browser:

http://adminserver:port/wliconsole

Here, adminserver is the host name or IP address of the WebLogic Server administrative
server, and port is the server listening port. For example type the following to open the
Administration Console: http://localhost:7001/wliconsole.

2. Enter the username and password in the WebLogic Integration Administration Console
window.

Using the WebLogic Integration Administration Console 1-5


http://e-docs.bea.com/common/docs92/confgwiz/newdom.html
http://e-docs.bea.com/common/docs92/confgwiz/newdom.html

Introducing the WebLogic Integration Administration Console

1-6

Note: The user must be a member of the Administrators, IntegrationAdministrators,
IntegrationOperators, or IntegrationMonitors group. See About WebLogic
Integration Users, Groups, Roles, and Security Policies in User Management in the
Worklist Console Online Help. If this is the sample integration domain, the default
login is:
username: weblogic
password: weblogic

The WebLogic Integration Administration Console home page is displayed.

The home page provides access to each of the management modules. To return to the home page
at any time during the session:

If the console is idle for a period of time, you are automatically logged off. To manually log out

and return the Login page, click .

To access the online help at any time, select E
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Process Configuration

This section provides the information you need to use the Process Configuration module of the
WebLogic Integration Administration Console.

The Process Configuration module allows you to:
e View process type information and locate specific processes for configuration.

e View or update process type properties, such as the display name, tracking level, and
reporting data policy.

e View or update the security policies for a process.
e Activate or deactivate a non-versioned process.

e Configure the activation time for a newly deployed process version, or rollback to a
previous version.

e View an interactive or printable process type graph.

e View or update the selectors used to dynamically set control attributes for a Process or
Service Broker control.

Note: You must be logged in as a member of the Administrators, IntegrationA dministrators, or
IntegrationOperators group to make changes to the configuration for a process or
dynamic control. IntegrationOperators cannot modify process security policies. See
About WebLogic Integration Users, Groups, Roles, and Security Policies in User
Management in the Worklist Console Online Help.
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Process Configuration

The following topics are provided:
e About Process Configuration
e Overview of the Process Configuration Module
e Listing and Locating Process Types
e Listing and Locating Dynamic Controls
e Viewing and Changing Process Details
e Viewing an Interactive or Printable Process Type Graph

e Managing Process Versions

Adding or Changing Dynamic Client Callback Selectors

Updating Security Policies

Adding or Changing Dynamic Control Selectors

Defining Process Control Properties for a Selector

Defining Service Broker Control Properties for a Selector

Deleting Dynamic Control Selectors

About Process Configuration

The following sections provide background information related to business process
administration:

e Managing Process Tracking Data

e Process Security Policies

Service Level Agreements

Process Versions

e Dynamic Controls
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About Process Configuration

Managing Process Tracking Data

The data generated as process instances execute is initially stored in the runtime database. The
monitoring information provided in the console is based on this data. In order to optimize
performance, it is important to keep the amount of tracking data stored in the runtime database to
a minimum. This is accomplished by:

e Capturing only the necessary data.
e Transmitting the data to an offline database if required for later analysis.

e Purging the data from the runtime database when it is no longer needed for monitoring
from the console.

A combination of system and process properties control the management of tracking data. The
following table provides a summary of each property and its related configuration tasks. To learn
how to carry out the configuration task, see the referenced topic.

Table 2-1 System Properties and Configuration tasks

Property Configuration Task Task Type and Reference
Default Tracking Set the system default tracking level. System Configuration. See
Level “Configuring the Default Data
Policy and Tracking Level for
Processes” on page 8-13.
Tracking Level Set or verify the tracking level for each process. The ~ Process Configuration. See
administrator can set the level for a process to: “Viewing and Changing
+  Default (the system default tracking level) Process Details” on page 2-14.
*  Full, Node, Minimum, or None (setting overrides
the system default tracking level)
Reporting Data Enable or disable the reporting data stream. If the System Configuration. See
Stream reporting data stream is enabled, the specified “Configuring the Reporting

reporting database is populated by a near real-time
data stream.

Data and Purge Processes™ on
page 8-10.

Purge Schedule

Enable or disable the purge process and set the regular
intervals at which process runs to purge the data from
the runtime database.

System Configuration. See
“Configuring the Reporting
Data and Purge Processes™ on
page 8-10.

Using the WebLogic Integration Administration Console
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Tahle 2-1 System Properties and Configuration tasks (Continued)

Property Configuration Task Task Type and Reference
Purge Delay Set the amount of time after completion or termination ~ System Configuration. See
before the instance data is subject to purge by the “Configuring the Reporting
purge process. Data and Purge Processes™ on
page 8-10.

Default Reporting  Set the system default reporting data policy to On or ~ System Configuration. See

Data Policy Off. “Configuring the Default Data
Policy and Tracking Level for
Processes” on page 8-13.

Reporting Data Set or verify the reporting data policy for each process: Process Configuration. See

Policy «  Onindicates that the instance data is transmitted to ~¥1ewing and Changing
the reporting database if the reporting data stream ~ Lrocess Details” on page 2-14
is enabled. If the reporting data stream is disabled,
no processes data is transmitted, regardless of the
policy set.

» Offindicates that the instance data is not subject to
transfer to the reporting database, even if the
reporting data stream is enabled (that is, the data is
only purged).

*  Default indicates that the system default reporting
data policy (described below) is used.

To learn more, see the following topics:
e “Process Tracking Data” on page 8-2.

e “Reporting and Purging Policies for Tracking Data” on page 8-3

Process Security Policies

To ensure process security, the administrator can configure the following security policies for a
process:

e Execution policy for process operations
The execution policy specifies whether the operations in the process are run as the start
user or the caller’s ID:
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— If start user is specified, each operation assumes the identity of the user that started the
process.

— If caller’s ID is specified, the operation after the call in assumes the identity of that
interrupting call.

In addition, the administrator configures whether or not a single principal is required. If a
single principal is required, then all incoming client requests must come from the same
user.

Execution policy controls the identify used to access external or backend resources. It
allows the administrator to specify whether a process accesses an external system as the
invoking application or as an application that called into the process later. For example,
suppose a process listens for a message on a channel and then waits for a client request.
The administrator can set the execution policy to use the identity from the client request
when the process subsequently accesses SAP.

® Process authorization policy
The role(s) authorized to invoke the process methods (client requests). All methods in the
process inherit the role(s) specified in the process authorization policy.

Note: If the process authorization policy is not defined, everyone is authorized.

e Method authorization policy
The role(s) authorized to invoke the process methods (client requests). All methods inherit
the role(s) specified in the process authorization policy. Additional roles can be added to
the authorization policy for the method.

e Callback authorization policy
The roles authorized to invoke the process callback.

Note: If the callback authorization policy is not defined, everyone is authorized.

To learn how to set the security policies, see “Updating Security Policies” on page 2-27.

Service Level Agreements

A service level agreement (SLA) specifies a performance target for a process. It is typically an
internal or external commitment that a process will be executed within a specified period of time.

To assist you in achieving the SLA for a process, the WebLogic Integration Administration
Console allows you to set the following thresholds:

e SLA threshold, which represents the commitment applicable to the process type (number
of seconds, minutes, hours, or days).
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e SLA warning threshold, which is a percent of the total SLA.

Process status relative to these thresholds is tracked for each process instance as follows:

e When the elapsed time for a process instance reaches the warning threshold, a warning A
is displayed on the Process Instance Summary and Detail pages. The amount of time
remaining until the SLA threshold will be reached is also displayed.

o When the elapsed time exceeds the SLA set, a red flag & is displayed. The amount of
time the SLA threshold has been exceeded is also displayed.

This ability to set SLA thresholds allows you to easily identify processes that do not execute
within the target time frame. You can then make the changes necessary to meet agreements
between suppliers and customers, or to achieve your own performance goals. To learn how to set
the SLA for a process, see “Viewing and Changing Process Details” on page 2-14.

Process Versions

When developers need to modify a deployed process, they must create a new process version and
then release it into production along with older versions. To learn more about creating and
deploying new versions, see the following topics in Building Integration Applications in the
WebLogic Workshop help:

e Versioning Business Processes

e Building and Deploying WebLogic Integration Applications
When multiple versions are deployed, the system determines which version to use when creating
new instances. The administrator controls the release of a process version by:

e Enabling or disabling a version.

e Setting the activation time for a version.

When creating a new instance, the system selects the version with the most recent activation time
from among the enabled versions. (A disabled version is not available for selection.)

When an administrator activates a process by setting its activation time, instances currently
running are not affected. Only instances that are created after the new version becomes active are
created based on the new version.
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Ifanewly activated version experiences problems, a rollback is easily accomplished by doing one
of the following:

e Updating the activation time on the prior version.

e Disabling the problem version. In this case, the enabled version with the most recent
activation date becomes the active version.

To learn more about how to enable or disable a version, or to configure the activation time, see
“Managing Process Versions” on page 2-23.

Note: Processes that are not versioned can also be enabled and disabled. See “Viewing and
Changing Process Details” on page 2-14. A process, whether versioned or not, is only
executable if the Is Enabled property is set to true, and the current time is later than the
Activation Date and earlier than the Deactivation Date.

Dynamic Controls

Dynamic controls, which currently include the Service Broker and Process controls, provide the
means to dynamically set control attributes through a combination of look-up rules and look-up
values. This process is known as dyrnamic binding. In dynamic binding, the process developer
specifies look-up rules, and the administrator defines the look-up values. This design pattern
allows control attributes to be reconfigured for a running application, without redeployment.

The look-up or selector values are stored in the DynamicProperties.xml file, which is located
in the wliconfig subdirectory of the domain root. You can manage the values stored in the
DynamicProperties.xml file from the View Dynamic Control Properties page of the Process
Configuration module.

Dynamic binding changes made in the WebLogic Integration Administration Console override
both configuration changes made in the Workshop development environment and static
annotations.

To learn more about the dynamic controls, see the following topics in Building Integration
Applications in the WebLogic Workshop help:

e Process Control
e Service Broker Control

e Using Dynamic Binding
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Overview of the Process Configuration Module

The following table lists the pages you can access from the Process Configuration module. The
tasks and help topics associated with each of the types are provided in Table 2-2.

Table 2-2 Elements of Process Configuration Module

Page Associated Tasks Help Topics

Process Types

Process Property ~ View a list of process types. Display name, public “Listing and Locating

Summary URI, state (stateful or stateless), tracking level, Process Types” on
reporting data policy, and SLA are displayed. page 2-11

Access the Process Type Details page.

Process Type View process properties. Identifying information “Viewing and Changing
Details (such as service URI and application name), Process Details” on
configurable properties (display name, tracking level, page 2-14
reporting data policy, SLA), dynamic client callback
properties, execution and authorization policies,
variables, and active version are displayed.

Access an interactive or printable graph of the “Viewing an Interactive or
process. Printable Process Type
Graph” on page 2-21

Access one of the following pages to update settings:
Edit Process Properties

Edit Process Versioning

Add New Client Callback Properties

Edit Client Callback Properties

Edit Process Execution Policy

Edit Process Authorization Policy

Edit Method Authorization Policy

Edit Call Back Authorization Policy

Edit Process Update display name, SLA, SLA warning threshold,  “Viewing and Changing

Properties tracking level, and reporting data policy for the Process Details” on
selected process type. page 2-14

Edit Process Enable, disable, or set the activation date and time for ~ “Managing Process

Versioning the selected version. Versions” on page 2-23
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Table 2-2 Elements of Process Configuration Module (Continued)

Page Associated Tasks Help Topics

Add New Client  Add aselector value and properties, which canbeused  “Adding or Changing
Callback to dynamically configure the callback to the client. Dynamic Client Callback
Properties Selectors” on page 2-25
Edit Client Edit the properties used to dynamically configure the  “Adding or Changing
Callback callback to the client. Dynamic Client Callback
Properties Selectors” on page 2-25
Edit Process Specify the run as identity for the process operations, “Updating Security

Execution Policy

and whether or not a single principal is required.

Policies” on page 2-27

“Process Security Policies”
on page 2-4

Edit Process Set the minimum authorized roles for the methods “Updating Security
Authorization (client requests) in the process. Policies” on page 2-27
Policy “Process Security Policies”
on page 2-4
Edit Process Set additional authorized roles for the selected “Updating Security
Method method. (Minimum authorized roles for all methods  Policies” on page 2-27
Authorization are set by the process authorization policy.) “Process Security Policies”
Policy on page 2-4
Edit Call Back Set the authorized roles for the selected callback. “Updating Security
Authorization Policies” on page 2-27
Policy

“Process Security Policies”
on page 2-4

Dynamic Controls

View Dynamic
Control
Properties

View a list of dynamic controls. Control name, type,
and selector value are displayed.

“Listing and Locating
Dynamic Controls” on
page 2-12

Delete a selector from the control.

“Deleting Dynamic
Control Selectors” on
page 2-38

Access the Add New or Edit page for the control to
define properties for a new selector, or edit properties
for an existing selector.

“Adding or Changing
Dynamic Control
Selectors” on page 2-31
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Table 2-2 Elements of Process Configuration Module (Continued)

Page Associated Tasks Help Topics

Add New Define the properties for a new selector. “Defining Process Control
Process Control Properties for a Selector”
Selector on page 2-32

Edit Process Update the properties for an existing selector. “Defining Process Control

Control Selector

Properties for a Selector”
on page 2-32

Add New Define the properties for a new selector.
Service Broker
Control Selector

“Defining Service Broker
Control Properties for a
Selector” on page 2-34

Edit Service Update the properties for an existing selector.

Broker Control
Selector

“Defining Service Broker
Control Properties for a
Selector” on page 2-34
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Listing and Locating Process Types

The Process Property Summary page displays the following information for each deployed
process type. For a more detailed description of the properties, see “Viewing and Changing
Process Details” on page 2-14.

Figure 2-1 Process Property Summary

iZ# Process Property Summary

This page displays a summary of properties for each process. To view or edit process properties, click the Display Mame of

Display Mame % Public LRI 4% Stat
Requestoucte fear_w/frequestquote/RequestQuote. jod Stat
TaxCalcProcess fear_w/requestquote/services,/TaxCalcProcess. jpd Stat
YalidateOrder Jear_w/frequestquote/servicesMalidateCrder. jpd Stat
tesConvertm|ToBytes JddtfContralweb,/ il ftesConvertXm|ToBytes., jpd Stat
tesConvertsmlToRawData JddtfControlweb,/miflftesConvertmiToRawData. jpd Stat
testConvertBytes ToxML fddtfContralweb/mfl/testConver BytesToXML, jpd Stat
testConvertinputStreamToxML fddtfContralweb/mflftestConver inputStreamToxML, jod Stat
testConvertRawDataT oML JddtfContralveb,/mflftestConver tRawDataTaxML. jpd Stat
testE mptyMELMonX mITaxml fddtfControbweb/mflestEmptyhFLNon® miTaxml. jpd Stat
testE mptyMPLAML ToNon L fddtfControbwieb fmfl estE mptyMFLEMLT aMonXML., jpd Stat
testlavaToxmiobi AddtfControlwebTestTypes AestiavaToxmlobj. jod Stat
testlavaToxmlObj JddtfControlweb/cluster ftestlavaToxXmiCbj. jpd Stat
testPerformCombo JddtfContralvweb/ TestTypes testPerfor mCombo, jpd Stat
testPerfor mxXQueryEmpty o) JddtfContralvweb,/ TestTypestestPerfor mxXQueryE mptyXQ. jpd Stat
testPerfor mOueryonxmlChject fddtfControlweb/TestTypes festPerfor mxQueryonxmiChject. jod Stat
Al
Note: The process types are listed alphabetically by display name.
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Table 2-3 Elements of Process Property Summary Page

Property Description
Display Name Display name assigned to the process. The name is a link to the Process Type
Details page.

Note: If more than one version of the process is deployed, it is customary to
append the version number to the display name, but this convention is not
enforced.

Public URI The process URI. If there are multiple versions deployed, this is the version group
URI (that is, the version number is not appended).

State The process type (Stateful or Stateless).
Tracking Level The tracking level set for the process.
Reporting Data The reporting data policy set for tracking data.
Policy

SLA Service level agreement set for the process.

1. From the home page, select the Process Configuration module.

2. Scroll through the pages to locate a specific process type. Use the controls in the lower left
corner. Go to a page by selecting the page number or by using the arrow buttons to go to the

next B, previous 4, first |4, or last Bl page.

Related Topics

e “Viewing and Changing Process Details” on page 2-14
e “Updating Security Policies” on page 2-27

e “Adding or Changing Dynamic Control Selectors” on page 2-31

Listing and Locating Dynamic Controls

The View Dynamic Control Properties page displays the dynamic controls (Process and
Service Broker controls) referenced by deployed processes. For each control, the selector values
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for any dynamic bindings are displayed. To learn how to add or change control selectors, see
“Adding or Changing Dynamic Control Selectors” on page 2-31.

Figure 2-2 View Dynamic Control Properties

E% View Dynamic Control Properties
This page displays all the dynamic contrals and selectors defined Far each contral, Ta edit praperties associated with each selector, dick Edit, To add a new selector, dick Add Selector, To delete a selector,
Context Path Control Hame % Control Type: Selector Value Edit
[OracleXAdppieh DEMS simpleInsertControl Add Selector ProcessCantrol o Data
versioning, SubProcessPControl Add Seleckor ProcessCantral Mo Data
versioning. SubProcess_Stateless_SBCSBControl Add Selector ServiceBrokerContral Mo Data
ersioning.Yersion_ChidPControl Add Selectar ProcessCantral Mo Data
JwersioningiWeb wersioning.version_SubProcess_Control Add Selector ProcessCantral Mo Data
wersioning. version_SubProcess_StatefulPControl Add Selector ProcessCantral Mo Data
versioning.version_SubProcess_StatelessPCantral Add Selectar ProcessCantral o Data
versioning.sem2 Add Selectar ServiceBrokerContral o Data

1. From the home page, select the Process Configuration module.
2. From the left panel, select View Dynamic Controls.

3. To locate a specific control, do one of the following:

— Resort the list. Ascending & and descending ¢, arrow buttons indicate sortable

columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next F, previous
4, first |4, or last | page.

Related Topics

e “Dynamic Controls” on page 2-7

e “Adding or Changing Dynamic Control Selectors” on page 2-31
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Viewing and Changing Process Details

The Process Type Details page allows you to view or change process properties.

Figure 2-3 Process Type Details page

f.’z'?z Process Type Details

This page displars details about a process type sudh as configuration information, variable definitions, and security-related properties,

PRUOCESS TYPE DETAILS

Service URI
Application Name
Stateful/Stateless

Description

Yersion Group URI
Process Graph

CONFIGURABLE PROPERTIES

Display Name

Tracking Level

Reporting Data Policy

SLA

SLA Warning Threshold

Save Process Yariable Yalues on Completion
Is Enabled

Activation Date

Deactivation Date

Configure

DYNAMIC CLIENT CALLBACK PROPERTIES

fear _wAequestiquoteRequestQuote. jpd

ear_o
Stateful

This RequestQuote business process orchestrates the processing of a request for quot
business process are included in the following document "Tutorial: Building Your First |

This process is not part of & version group

Interactve View  Print=ale Wiew

RequestJuote

Cefault

Cefault

[

TN,

Cefault

frue

Septzrmber 21, 2006 1:30:00 AM IST
October 23, 2007 5:29:00 AM IST

You can define dynamic properties far certain client callbacks. These properties allow you o configure various aspects of the client callback dynamiza
original client request. The following table lists selector values that will be used as keys to different client callback properties. Depending on the client
selecior values, one set of properties will be used o dynamically configure the properties of the callback 10 the Client.

Add anew callback property
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Configure

METHOD AUTHORIZATION POLICY

Method Name Authorized Roles Policy
quoteRequest Configure

CONTROL CALLBACK AUTHORIZATION POLICY

Control ID Authorized Roles Policy

priceProcessor Configure

availProcessor Configure

taxCalculation Configure
VARIABLES

Wariable Name | Declared Type
fileProper ties com,bea,wli.control.dynamicProperties. FileControlProper tiesDocurment

Quote org.example.guote, QuoteDocument
availQuote org.example.avail. AvailQuoteDocument
priceQuote org.example.price PriceQuoteDocument
availList com.bea,xml.XmiCbjectist

avail arg.example.avail AvailRequestDocument
priceList com.bea,xml.XmiCbjectist

price org.example.price PriceRequestDocument

iter _request(ML 1 org.example.request. widgetRequestDocument
taxRate float

requestML org.example.request. QuoteRequestDocument
taxCalculation  requestquote.services, TaxCalcControl

priceProcessor  requestquote,services, PriceProcessorControl

4. To update configurable properties, do the following:
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a. Inthe Configurable Properties section, click Configure to display the Edit Process
Properties page.

Figure 2-4 Edit Process Properties

@ Edit Process Properties

Use this page to edit the properties of a process type.

Service URI fear_w/requestquote/RequestOucte, jod
Display Name |Request@u0te | Short display name for the process ty
B [ v

SLA Warning Threshold %

i

Il Full : Tracks event infarmation and
de Mode © Tracks event information anly
Minirurn @ Tracks global events such
Default © Uses the systermwide defaul
Mone : Does not track events or mess

Tracking Level inimum

efault

’)lﬁl’)l’)l’)
[u] o
3
o

“on
Reporting Data Policy O off
* Default
on
Save Process Variable Values on Completion | [Off
* Default
Mor-versioned process is runnable it
Is Enabled "Deactivation Date" are set, "Deactiv:
when specified,
Activation Date September v | |21 w |[2006 01 |30 »
Deactivation Date ever Deactivates
eactivates On | October V|| 23 w2007 at (05 |+ (|29 »
| Submit | |Reset | | Cancel |

b. Set the properties as required. The properties are described in Table 2-4.
c. Click Submit to update the properties and return to the Process Type Details page.
5. To enable, disable, or activate a version, see “Managing Process Versions” on page 2-23.

6. To configure dynamic client callback properties, see “Adding or Changing Dynamic Client
Callback Selectors” on page 2-25.

7. To update the execution policy, process authorization policy, or method authorization policy,
see “Updating Security Policies” on page 2-27.
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Table 2-4 summarizes the information displayed on the Process Type Details page.

Note: When the server is started in iterative development mode (iterativeDevFlag=true),
updates to the configurable properties are overridden when the process is redeployed
through an application build or process redeploy.

Table 2-4 Elements of Process Type Details page

Property Description Administrator
Can Set
(Yes/No)
Service URI The process URL. If there are multiple versions of the process, a version No
number is appended
Application Name  The name of the application. No
Stateful/Stateless The process type (Stateful or Stateless.) To learn more about how No
stateful and stateless processes are created, see Building Stateless and
Stateful Business Processes in Building Integration Applications in the
WebLogic Workshop Help.
Description User-friendly description of the process. No
Version Group URI  For versioned processes, the URI for the version group. No
Process Graph Links to an interactive or printable view of the process. See “Viewing  No
an Interactive or Printable Process Type Graph” on page 2-21.
Configurable Properties
Display name Display name assigned to the process. Yes

Note: If more than one version of the process is deployed, it is
customary to append the version number to the display name,
but this convention is not enforced.
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Tahle 2-4 Elements of Process Type Details page

Property

Description

Administrator
Can Set
(Yes/No)

Tracking Level

The tracking level set for the process. The following types of events can

be tracked:

Global events

Events such as start process, end process, suspend, and resume.

Node transitions
Events generated by each executed node (a start node event and an end
or abort node event).

Full

Global events, node transitions, and data are tracked.

Node

Global events and node transitions are tracked.

Minimum

Global events, such as start process, end process,
suspend, and resume, are tracked.

Default

Tracking level is set to the current system-wide setting
(Full, Node, Minimum, or None). See “Configuring the
Default Data Policy and Tracking Level for Processes”
on page 8-13.

None

No events or data are tracked.

Yes

Reporting Data
Policy

The reporting data policy set for tracking data.

On Reporting data is enabled. The tracking data available
for this process is transmitted to an offline database.

Off Reporting data is disabled for this process.

Default The reporting data policy is set to the system default

reporting data policy. See “Reporting and Purging
Policies for Tracking Data” on page 8-3.
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Tahle 2-4 Elements of Process Type Details page

Property Description Administrator
Can Set
(Yes/No)
SLA Service level agreements (SLA) expressed as the number of seconds, Yes
minutes, hours, or days. When this threshold has been reached, a red flag
&9 is displayed for the process instance.
For processes without an SLA, NA is displayed. To remove an SLA
setting, enter O in the SLA field on the Edit Process Properties page.
To learn more about the SLA, see “Service Level Agreements” on
page 2-5.
SLA Warning A percent of the total SLA time. When this threshold has been reached, Yes
Threshold a warning flag /& is displayed for the process instance.
Is Enabled For non-versioned processes, indicates whether the process is enabled ~ Yes
(true) or disabled (false). For versioned processes, see the Version
Group section.
Activation Time For non-versioned processes, the date and time the process became, or ~ Yes
is to become, active.
Deactivation Time  For non-versioned processes, the date and time the process is to become ~ Yes
inactive.
Dynamic Client Callback Properties
Selector table If the process includes a Client Response node for which a lookup Yes
property has been specified, this table lists the selector values
configured by the administrator. If no values are listed, none have yet
been added.
Selector The selector name used to look up the selector
name properties.
Edit A link to the Edit Client Callback Properties page for
the selector.
Delete A control used to delete the selector.
Version Group
Version Group URI  The URI for the group. No
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Tahle 2-4 Elements of Process Type Details page

Property Description Administrator
Can Set
(Yes/No)
Default Service The URI for the process type. No
URI
Current Active The process in the group that is currently active. No
Version group table Entry for each deployed version in the version group. No
Display Display name assigned to the process version. No
Name
Service URI  The URI for the process version. No
Enabled Indicates whether the process is enabled (true) or Yes
disabled (false).
Activation Date and time the process version became, or is to Yes
Date become, active.
Deactivation Date and time the process version is to become inactive. Yes
Date
Configure Link to the Edit Process Versioning page, from which
you can enable, disable, or update the activation time for
the process version. See “Managing Process Versions”
on page 2-23.
Security Policies
Execution Policy Run As The identity the operations in the process assume while  Yes
executing. Options are caller’s identity or start user.
Single Yes or No. If set to Yes, all incoming client requests
Principal must come from the same user.
Required
Process Roles authorized to invoke process methods. Yes
Authorization
Policy
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Tahle 2-4 Elements of Process Type Details page

Property Description Administrator
Can Set
(Yes/No)

Method Additional roles authorized to invoke the method. (The roles specified  Yes

Authorization for Process Authorization Policy are inherited by the method.)

Policy

Callback Roles authorized to invoke the callback. Yes

Authorization

Policy

Variables

Variables Name and declared type for each variable defined No

Related Topics

e “Viewing an Interactive or Printable Process Instance Graph” on page 3-23
e “Updating Security Policies” on page 2-27

e “Adding or Changing Dynamic Control Selectors” on page 2-31

Viewing an Interactive or Printable Process Type Graph

The Process Type Details page allows you to view an interactive or printable graph of the
deployed process type. The graphical view represents your business process and its interactions
with clients and resources, such as databases, JMS queues, file systems.

If there are running instances, you can access an interactive or printable graph of any instance
from the Process Instance Detail page. See “Viewing an Interactive or Printable Process
Instance Graph” on page 3-23.

Note: The interactive process graph requires Adobe SVG Viewer Version 3.0. To learn more,
see “Requirements for the Interactive Graph” on page 3-4. The printable graph requires
a PDF viewer such as Adobe Acrobat.

Note: You must have Adobe Acrobat Reader installed to view the printable graph.

1. Locate the process to view. See “Listing and Locating Process Types” on page 2-11.

Using the WebLogic Integration Administration Console 2-21



Process Configuration

2. Click the process name to display the Process Type Details page.

3. Click Printable View.
The process graph is displayed as a PDF document.

1. Verify that your browser meets the requirements. See “Requirements for the Interactive
Graph” on page 3-4.

2. Locate the process to view. See “Listing and Locating Process Types” on page 2-11.
3. Click the process name to display the Process Type Details page.

4. Click Interactive View.

The Adobe SVG Viewer displays the interactive view as shown in the following figure.

Service URI: /bZbdrifebxml10/Quote jpd
Tracking Level: Default: Full Print view

Node Info
Node Name: Quote

Type: process
Description:

©

Quote
v

“®

Receive request from client

=

Set Properties

To pan within the process graph, alt+click and drag.

5. Do any of the following:

— To display the name, type, and description for a node, click the node image.

— To scroll the view, press and hold down the Alt key. The cursor changes to a hand "
tool. Click and drag to scroll the process graph vertically or horizontally.
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— To zoom in, press and hold down the Ctrl key. The cursor changes to a zoom in #,
tool. Click to zoom in.

— To zoom out, press and hold down the Ctrl+Shift keys. The cursor changes to a zoom

out =4 tool. Click to zoom out.

— To change to a printable view, click Print View. The process graph is displayed as a
PDF document.

Related Topics

e “Requirements for the Interactive Graph” on page 3-4

e “Viewing an Interactive or Printable Process Instance Graph” on page 3-23

Managing Process Versions

The Version Group section of the Process Type Details page allows you to enable, disable, or
set the activation time for the versions in a process group.

Figure 2-5 Managing Process Versions

Version group

Version Group URI Mwlitest/bpmiMa_VersionTest jpd
Default Service URI fwlitest/bpmiM3_VersionTest_v1 jpd
Current Active Hwlitest/bpm/M3_VersionTest 2. jpd

lay Mame v [|Serice URI Activation Date
WersionTest_vl Mwlitest/bpm/VersionTest_v1 jpd false December 31, 1969 7:00:00 PM EST Configure
YersionTest_v2 Mwlitest/bpmiversionTest 2. jpd true October 14, 2003 4:41:40 PM EDT  Configure

Note: Ifyou are running with noiterativedev, running instances will not be terminated when
you redeploy an EAR. In production it is recommended that you use the following flags
when starting WebLogic Server:

production noiterativedev nodebug notestconsole

1. Locate the process to view. See “Listing and Locating Process Types” on page 2-11.

2. Click the process name to display the Process Type Details page.

In the Version Group section, the current status of each version is displayed in the version
table.
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3. In the version table, click the Configure link for the version.

The Edit Process Versioning page is displayed.

Figure 2-6 Process Edit Versioning

@ Edit Process Versioning

Use this page to view and edit the versioning of a process group.

Version Group URl  Awlitest/bpmitda_WersionTest jpd
Component URI Fulitest/bpra/M3_VersionTest_ w2 jpd

Is Enabled v
Activation Date IOctober 'l 14 | 2003 |16 v”DEI 'l
Subrnit Reset Cancel

4. Do one or more of the following:

— To set the activation time, select the month, date, and time from the Activation Date
drop-down lists.

— To disable the version, uncheck the Is Enabled check box.
— To enable the version, check the Is Enabled check box.

5. Do one of the following:
— To save the changes, click Submit.

The Process Type Details page is displayed. The version table reflects the changes.

— To reset to the last saved values, click Reset.
— To disregard changes and return to the Process Type Details page, click Cancel.

Note: There should always be one active version. If no version is available (that is, all versions
are disabled) when the process is invoked, an error is logged.

Related Topics

e “Process Versions” on page 2-6

e “Viewing and Changing Process Details” on page 2-14
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Adding or Changing Dynamic Client Callback Selectors

If a process includes a Client Response node for which a lookup property has been specified, the
Process Type Details page includes a Dynamic Client Callback Properties section. This
section allows you to define the selector values and properties required to dynamically configure
the callback to the client.

To learn more about specifying a lookup property for a Client Response node, see Sending
Messages to Clients in Building Integration Applications in the WebLogic Workshop help.

1. Locate the process. See “Listing and Locating Process Types” on page 2-11.
2. Click the process name to display the Process Type Details page.

3. Inthe Dynamic Client Callback Properties section, do one of the following:
— To add a new selector, click Add a new callback property.

The Add New Client Callback Properties page is displayed.

Figure 2-7 Add Client CallBack Properties Page

@ Add New Client Callback Properties

Use this page to define properties for a client callback.

Service URI /Applicationintegration/insertBasedEventDemo/Customertaster jpd
Selector VYalue
& Mo Dynarmic Authentication
° Basic Authentication
User Name
Password Alias
" Certificate Based Authentication
Client Certificate. Alias
Client Certificate. Password Alias
Keystore Location
Keystore Password Alias
Keystore Type

— To edit a selector, click the Edit link to the right of the selector value to display the
Edit Client Callback Properties.
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4. Set the properties as required. For a description of the available properties, see the table at the
end of this procedure.

5. Click Submit.

The Process Type Details page is displayed. If you added a new selector, the value is
displayed.

The Table 2-5 summarizes the settings available on the Add New Client Callback Properties and
Edit Client Callback Properties pages.

Table 2-5 Elements of Edit Client Callback Properties page

Setting Description Required/
Optional

In the Selector Value field, enter the The value used to select and dynamically ~ Required
look up key. set control attributes at runtime.

Note: This field cannot be edited on the
Edit Client Callback Properties

page.

Select the No Dynamic Type of authentication. Optional

Authentication, Basic

Authentication, or Certificate Based

Authentication option button.

In the User Name field, enter the user  If Basic Authentication is selected, the Required if

name. required user name. Basic
Authentication

In the Password Alias field, enter the =~ The password alias used to look up the user  ig selected.

password alias. password in the password store. See

“Password Aliases and the Password
Store” on page 8-5.
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Table 2-5 Elements of Edit Client Callback Properties page

Setting Description Required/
Optional

In the Client Certificate Alias field, Certificate alias for Certificate Based Required if

enter the certificate alias. Authentication. Certificate
Based

In the Client Certificate Password Password alias to look up the certificate Authentication

Alias field, enter the password alias.

password in the password store. See
“Password Aliases and the Password
Store” on page 8-5.

In the Keystore Location field, enter
the keystore location.

The keystore location.

In the Keystore Password Alias field,
enter the password alias.

The password alias used to look up the

keystore password in the password store.
See “Password Aliases and the Password

Store” on page 8-5.

In the Keystore Type field, enter the
keystore type.

The keystore type.

is selected.

1. Locate the process. See “Listing and Locating Process Types” on page 2-11.

2. Click the process name to display the Process Type Details page.

3. Inthe Dynamic Client Callback Properties section, click the Delete link to the right of the

selector value.

Related Topics

e “Viewing and Changing Process Details” on page 2-14

Updating Security Policies

The Process Type Details page allows you to set the security policies for the process or its

methods and callbacks.

Note:

If an authenticator that implements the required MBeans is not configured, the options

for configuring the process, method, and callback authorization policies are disabled. To
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learn more about the authenticator requirements, see Security Provider Requirements for
User Management in the Workilist User Guide.

1. Locate the process to view. See “Listing and Locating Process Types” on page 2-11.
2. Click the process name to display the Process Type Details page.
3. To configure the execution policy for the process:
a. Inthe Execution Policy section, click Configure.
The Edit Process Execution Policy page is displayed.
Figure 2-8 Edit Process Execution Policy

l# Edit Process Execution Policy

Use this page to define the execution palicy for a process type.

Service URI fApplicationintegration/insenBasedBEventDerno/Custamerhaster.

Run As Icaller's identity 'l

Single Principal Required [T

Submit Reset Cancel

b. From the Run As drop-down list, select caller’s identity or start user.
c. Check or uncheck the Single Principal Required check box.
d. Click Submit to update the properties and return to the Process Type Details page.

4. To configure the authorization policies, do one or more of the following:
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Updating Security Policies

— To configure the authorization policy for the process methods, in the Process
Authorization Policy section, click Configure.

The Edit Process Authorization Policy page is displayed.

Figure 2-9 Edit Process Authorization Page

f% Edit Process Authorization Policy
lUse this page to define the authorization policy for a process.

Service LRI Jear _wfrequestquote/RequestQuote. jod

Authorized Roles  available Raoles Current Roles

Admin ~

Anonymous » To authorize a role, select the role in the Available Roles list
AppTester right arrow button, To revoke autharization for a role, selec
Deployer #vailable Roles list bax using the left arrow button,
IntegrationAdmin *

IntegrationDeployer ¥

| Submit | |Reset | | Cancel |

Note: If no roles are specified, everyone is authorized.

— To configure the authorization policy for a method, click the Configure link for the

method.

The Edit Process Method Authorization Policy page is displayed.

Figure 2-10 Process Authorization Policy

% Edit Process Method Authorization Policy
Jse this page to define the authorization policy for a process method.
Service URI Jear_w frequestquote/Requestuote. jod
Method Name quoteRequest

Autharized Roles  available Roles Current Roles

Adrnin -

Anonymous » To authorize a role, select the role in the 4vailable Raoles list box and m
ApnTaster right arrowe button, Ta revoke authorization for a role, select the role in
Deployer Available Roles list box using the left arrow button,

IntegrationAdmin *

IntegrationDeployer ¥
| Subrmit | |Reset | | Cancel |
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Figure 2-11 Process Method Authorization Policy page

f.% Edit Process Method Authorization Policy

se this page o define the authorization policy for a process method.

iervice LRI Jear_w frequestquote /RequestQuote. jpd
Aethod Marme quoteRequest

withorized Raoles  Available Roles Current Roles

Admin ~

Anonymous » To authorize a role, select the rale in the Available Roles list
AppTester right arrcw buthon, Ta revake authorization for a rale, selec
Deplayer available Roles list box using the left arrow button,
IntegrationAdmin «

IntegrationDeployer &

Submit | |Reset | | Cancel |

Note: All methods in the process inherit the roles assigned in the process authorization
policy. These roles cannot be removed.

— To configure the authorization policy for a callback, click the Configure link for the
callback.

The Edit Callback Authorization Policy page is displayed.

Figure 2-12 Edit Callback Authorization Policy

@ Edit Callback Authorization Policy
Use this page to define the authorization policy for a control callback.

Senice URI fApplicationintegration/insentBasedEventDerno/Customerhaster. jpd
Cantral ID CustomerlnsertSubscription
Autharized Raoles

Awailable Roles Current Roles
Adrmin
Anonymous
Deployer
IntegrationAdrmin
IntegrationDeployer *
Integrationbanitor x|

>

Subrmit Reset Cancel
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5. Add or remove role assignments as follows:

To add roles:

a. Fromthe Available Roles list, select the required roles. (To select multiple roles, press and
hold the Ctrl key as you click each additional role.)

b. Click the ' icon to move the selected roles to the Current Roles list.

To remove roles:

a. From the Current Roles list, select the roles to remove. (To select multiple roles, press
and hold the Ctrl key as you click each additional role.)

b. Click the | icon to move the selected roles to the Available Roles list.

6. Do one of the following:
— To update the policy, click Submit.
The Process Type Details page is displayed and reflects the changes.
— To reset to the last saved values, click Reset.

— To disregard changes and return to the Process Type Details page, click Cancel.

Related Topics

e “Process Security Policies” on page 2-4

e “Viewing and Changing Process Details” on page 2-14

Adding or Changing Dynamic Control Selectors

The View Dynamic Controls Properties page allows you to add new or update existing
selectors.

1. Locate the dynamic control to update. See “Listing and Locating Dynamic Controls” on
page 2-12.

2. Do one of the following:
— Select the Add Selector link.
— Select the Edit link to the right of the selector value to be updated.
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3. Set the properties as required. For a description of the available properties, see the topic
applicable to type of dynamic control.

— “Defining Process Control Properties for a Selector” on page 2-32

— “Defining Service Broker Control Properties for a Selector” on page 2-34
4. Do one of the following:

— To update, click Submit.

The View Dynamic Controls Properties page is displayed. If you added a new
selector, the value is displayed.

— To reset to the last saved values, click Reset.

— To disregard changes and return to the View Dynamic Controls Properties page, click
Cancel.

Defining Process Control Properties for a Selector

Note: The (Dynamic) Selector has now been deprecated. Please use the XML Metadata Cache
Control to look up WebLogic Integration Administration Console configured values and
then use the setProperties () calls of the Process Control to set the endpoint at
runtime. For more information on the XML MetaData Cache Control, see XML
Metadata Cache Control in Using Integration Controls in the WebLogic Workshop Help,
and for more information on the Process Control, see Process Control in Using
Integration Controls in the WebLogic Workshop Help. For more information on the
WebLogic Integration Administration Console, see Managing WebLogic Integration
Solutions.
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Defining Process Control Properties for a Selector

The Add New Process Control Selector and Edit Process Control Selector pages allow you to
set the selector value, target URI, user name, and password alias.

Figure 2-13 Add New Process Control Selector Page

Context Path
Control Name

Falitest

Selector Value
Target URI
User Name
Password Alias

Submit Cancel

% Add New Process Control Selector

Use this page to add a new Process Control Selector.

pc.BinaryTestSubFlowPContral

The following table summarizes the available settings.

Table 2-6 Elements of Add New Process Control Selector page

Setting Description Required/
Optional
In the Selector Value field, enter the look  The value used to select and dynamically ~ Required to
up key. set control attributes at runtime. Add
Note: This field cannot be edited on the

Edit Process Control Selector

page.
In the Target URI field, enter the URI for ~ The URI for the target process associated ~ Optional
the target process. with this look up key.
In the User Name field, enter the user The user name (if required) used to invoke ~ Optional
name. the target process.
In the Password Alias field, enter the The password alias used to look up theuser ~ Optional

password alias.

password in the password store. See
“Password Aliases and the Password
Store” on page 8-5.
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Related Topics

e “Dynamic Controls” on page 2-7

e “Adding or Changing Dynamic Control Selectors” on page 2-31

Defining Service Broker Control Properties for a
Selector

Note: The (Dynamic) Selector has now been deprecated. Please use the XML Metadata Cache
Control to look up WebLogic Integration Administration Console configured values and
then use the setProperties () calls of the Service Broker Control to set the endpoint at
runtime. For more information on the XML MetaData Cache Control, see XML
Metadata Cache Control in Using Integration Controls in the WebLogic Workshop Help,
and for more information on the Service Broker Control see, Service Broker Control in
Using Integration Controls in the WebLogic Workshop Help.
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Defining Service Broker Control Properties for a Selector

The Add New Service Broker Control Selector and Edit Service Broker Selector pages allow
you to set the selector value and associated properties.

Figure 2-14 Add New Service Broker Control Selector Page

@ Add New Service Broker Control Selector
Use this page to define a new selector for a service broker contral.

Context Path Failitest
Control Name she. ChildSBControl

Selector Value
End Point
Protocol W
& Mo Dynarnic Authentication
" Basic Authentication
User Name
Password Alias
' Certificate Based Authentication
Client Certificate. Alias
Client Certificate. Password Alias
Keystore Location
Keystore Password Alias
Keystore Type
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The following table summarizes the available settings.

Table 2-7 Elements of Add New Service Broker Control Selector page

Setting

Description Required/

Optional

In the Selector Value field, enter the
look up key.

The value used to select and dynamically ~ Required

set control attributes at runtime.

Note: This field cannot be edited on the
Edit Service Broker Selector

page.

In the End Point field, enter the URI for
the target service.

The URI for the service end point
associated with this look up key.

Optional

From the Protocol drop-down list,
select the protocol.

Protocol to use when making the call. Optional
Valid values are

http-soap

http-xml

jms-soap

jms-xml

form-get

form-post

The default is http-soap.

Note: The WebLogic Integration
Administration Console allows
you to specify any of the above
values, therefore, you must take
care to select a protocol that is
supported by the process. For
example, raw XML (non-SOAP)
protocols do not work with
conversational web services.

Select the No Dynamic
Authentication, Basic
Authentication, or Certificate Based
Authorization option button.

Type of authentication. Optional

If client certificates are required, select
Certificate Based Authorization and
enter values in the Keystore Location,
Keystore Password Alias, and Keystore
Type fields.
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Tahle 2-7 Elements of Add New Service Broker Control Selector page (Continued)

Setting Description Required/
Optional

In the User Name field, enter the user ~ The user name (if required) used to invoke  Required if

name. the target process. Basic
Authentication

In the Password Alias ficld, enter the
password alias.

The password alias used to look up the user
password in the password store. See
“Password Aliases and the Password
Store” on page 8-5.

is selected.

In the Client Certificate Alias field,
enter the certificate alias.

Certificate alias if the remote service
requires SSL with two-way authentication
or a digital signature.

In the Client Certificate Password
Alias field, enter the password alias.

Password alias to look up the certificate
password in the password store. See
“Password Aliases and the Password
Store” on page 8-5.

Required if
Certificate
Based
Authorization
is selected.

In the Keystore Location field, enter
the keystore location.

The keystore location.

In the Keystore Password Alias field,
enter the password alias.

The password alias used to look up the
keystore password in the password store.
See “Password Aliases and the Password
Store” on page 8-5.

In the Keystore Type ficld, enter the
keystore type.

The keystore type.

Required if
Certificate
Based
Authorization
is selected.

Related Topics

e “Dynamic Controls” on page 2-7

e “Adding or Changing Dynamic Control Selectors” on page 2-31
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Deleting Dynamic Control Selectors

The View Dynamic Controls Properties page allows you to delete selectors.

1. Locate the dynamic control to update. See “Listing and Locating Dynamic Controls” on
page 2-12.

2. Click the Delete link to the left of the selector value to be deleted.

The selector is deleted from the list.
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Process Instance Monitoring

This section provides the information you need to use the Process Instance Monitoring module
of the WebLogic Integration Administration Console to:

The Process Instance Monitoring module allows you to:
e View summary statistics that reflect system health.
e View the summary or detailed status for selected instances.
e View an interactive or printable process instance graph.

e Terminate or suspend instances, resume previously suspended instances, or unfreeze frozen
instances.

Note: You must be logged in as a member of the Administrators, IntegrationA dministrators, or
IntegrationOperators group to make changes to process status. See About WebLogic
Integration Users, Groups, Roles, and Security Policies in User Management in the
Worklist Console Online Help.

The information displayed in the Process Monitoring module is based on the tracking data stored
in the runtime database. A combination of system-level and process-level properties control the
type of data available. To learn more about how tracking data is managed, see “Managing Process
Tracking Data” on page 2-3.

The following topics are provided:
e Overview of the Process Instance Monitoring Module

e Requirements for the Interactive Graph
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Process Instance Monitoring

Viewing Instance Statistics by Process Type

Viewing System Health Statistics

Listing and Locating Process Instances

e Constructing an Advanced Search

e Viewing Process Instance Details

e Viewing an Interactive or Printable Process Instance Graph

e Suspending, Resuming, Terminating, or Unfreezing Process Instances

Overview of the Process Instance Monitoring Module

3-2

The following table lists the pages you can access from the Process Instance Monitoring module.
The tasks and help topics associated with each are provided.

Table 3-1 Elements of Process Instance Monitoring Module

Page Associated Tasks Help Topics

Process Instance  For each process type, the average elapsed time anda  “Viewing Instance

Statistics count of the number of instances in each state Statistics by Process Type”
(running, suspended, aborted, frozen, terminated, on page 3-7

completed, and above SLA) are displayed.

Filter the list by URI or display name. Use ? to match
any single character or * to match zero or more
characters.
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Table 3-1 Elements of Process Instance Monitoring Module

Page

Associated Tasks

Help Topics

Process Instance

View a list of process instances. Instance ID, display

“Listing and Locating

Summary name, process label, start time, elapse time, and status ~ Process Instances” on
(running, completed, frozen, aborted, suspended) are  page 3-11
displayed.
Filter the list by process status (for example, running,
frozen, or over SLA), instance ID, or process label.
Access the Process Instance Details page for a
selected process.
Set the number of instances to display per page.
Suspend, Resume, Terminate, or Unfreeze process “Suspending, Resuming,
instances. Terminating, or Unfreezing
Process Instances” on
page 3-25
Advanced Search  Construct an advanced search using process “Constructing an
properties such as status, time started or completed, Advanced Search” on
elapsed time, or SLA status. page 3-13
System Health View general indicators of system health and “Viewing System Health

performance trends by process type, including the
process types that are taking the longest to execute,
those that have not completed within SLA thresholds,
and those that are failing to complete.

Statistics” on page 3-10

Process Instance
Details

View process instance properties, including variable
values for the running instance, worklist tasks created
by or associated with the process, and business
messages associated with the process.

“Viewing Process Instance
Details” on page 3-16

Suspend, Resume, Terminate, or Unfreeze the process
instance.

“Suspending, Resuming,
Terminating, or Unfreezing
Process Instances” on
page 3-25

Access an interactive or printable process graph.

“Viewing an Interactive or
Printable Process Instance
Graph” on page 3-23
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Requirements for the Interactive Graph

3-4

To view the interactive process graph, Adobe SVG Viewer must be installed on the client system.
If the server is running on Solaris, verify that your operating environment is set up to support this
feature. The following section provides the information you need:

e Obtaining the SVG Viewer
e Using Adobe SVG Viewer with Netscape 7.0 on Windows

e Server Operating Environment Requirements for Solaris

Obtaining the SVG Viewer

The interactive process graph requires Adobe SVG Viewer Version 3.0x. You can download the
viewer from the Adobe Web site (http://www.adobe.com/svg/viewer/install/main.html).

The Table 3-2 provides viewer availability by browser and operating system. Detailed
information about the operating systems and browsers WebLogic Platform supports is provided
at the following URL:

http://e-docs.bea.com/platform/suppconfigs/index.html

Note: Ifyou are running in an English locale (for example, en_US or en_2U), and need to view
processes that contain non-latin characters, we recommend that you install the Arial
Unicode MS font. To learn more, see http://support.microsoft.com/kb/q287247/
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Requirements for the Interactive Graph

Table 3-2 Browser-wise availabhility of Adobe SVG Viewer

Browser Operating System  Adobe SVG Viewer 3.0x Availability
Microsoft Internet Windows Viewer is available from Adobe.
Explorer 6.x
Netscape 7.0x Windows Requires a workaround. See “Using Adobe SVG Viewer
with Netscape 7.0 on Windows.”
Solaris 3.0 beta 1 version of viewer available from
http://www.adobe.com/svg/viewer/install/main.html
Linux 3.0 beta 1 version of viewer available from
http://www.adobe.com/svg/viewer/install/main.html
HP-UX Viewer is not available from Adobe.
AIX Viewer is not available from Adobe.
Netscape 7.1 Any Viewer is not available from Adobe.
Mozilla 1.x Linux Viewer is not available from Adobe.

Using Adobe SVG Viewer with Netscape 7.0 on Windows

Before viewing an interactive process graph in Netscape 7.0 on Windows, you must install
Version 3.0 of the Adobe SVG Viewer as described in the following procedure.

1.
2.

Close Netscape.

. Install the viewer.

Download version 3.0 of the viewer.

Copy NPSVG3.d11 from the viewer installation directory to your Netscape Plugins folder. For

example, copy the file from C: \WINNT\system32\Adobe\SVG Viewer 3.0 to
C:\Program Files\Netscape\Netscape\Plugins.

Server Operating Environment Requirements for Solaris

Like many Java platform applications in the Solaris operating environment, the ability to serve
up an Interactive Process Graph is dependent on the presence of one of the following:
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Process Instance Monitoring

3-6

e X server and hardware graphics adapter.

o Xvfb “virtual frame buffer” X server, which allows applications to render in the main
memory of the computer instead of the hardware graphics adapter.

e Xsun, the X display server.

If the server is in an environment where there is no guarantee of an X server running, you will
need to install either Xvfb or Xsun to support client access to interactive process graphs.

For a discussion of the issues and instructions, see “Seeing Up Solaris 7, 8, and 9 Operating
Environments for Java Servlet Graphics” at
http://developers.sun.com/solaris/articles/solaris_graphics.html

Note: Headless operation doesn’t allow the use of Java Foundation Classes (Swing), and
therefore does not address the issues.
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Viewing Instance Statistics by Process Type

Viewing Instance Statistics by Process Type

The Process Instance Statistics page lists the display name and average elapsed time for each
process type. It also provides a count of the number of instances in each state (running,
suspended, aborted, frozen, terminated, completed, and SLA exceeded). The counts are based on
tracking data stored in the runtime database and do not include process data that has been purged.

Figure 3-1 Process Instance Statistics
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Display Mame % Ayerage Elapsed % Running % |Susp, % |Aborted % |Frozen % | Terrr
RequestOuote 0 ms a o o o
TaxCalcProcess 0ms RN o n] n]
YalidateOrder 0ms R o n] n]
tesConvertXmlToBytes 0ms A o n] n]
tesConvert¥mlToRawData 0ms Mg o n] n]
testCorver tBytesToxhL 0ms Ad o u] u]
testConvertinputStreamToxhL oms SN o a a
testCorvertRamwDataToxML 0ms [ o [} [}
testEmptyMELNonX miTox ml 0ms [ o n] n]
testEmptybAFLXML TakorL 0 ms A o [} [}
testlavaToxmlOhj 3.5 sers Mg u] u] u]
testlavaToxmlObj 0 ms SN o a a
testPerformCornbo 0ms RN n] n] n]
testPerfor mxQueryEmptyxQ 0ms [ o n] n]
testPerfor mxQueryOnx miObject 0ms [ o n] n]
testPerfor mxQueryWWeakType 0ms A o n] n]
testPerformySLTStrongType 0ms Mg u] u] u]
testPerfor mpSL TWeak TypeE mpbys] 0 ms LS 1} u u
testPerformxSL TWeak TypeNoParam 0ms RN o n] n]
testPerformxSLTWeak TypeRight 0ms R o n] n]
testPerfor mxSLTWeak TypetyrongPararn 0ms A o n] n]
testPerformySL TWeak Type\Wrongxs] 0ms Mg o n] n]
testrongMELNons miToxml 0ms Ad o u] u]
testitdrongMELEML ToMon L 0 ms SN o o o
test0StrongTypekoyalidation 0ms RN o n] n]
testeOStrongTypetalidationnputi 0ms R o n] n]
testeOStrongTypetalidationRetirni 0ms A o n] n]
test0Strong Typevithtalidation 0ms Mg o n] n]
a al.lEW
Note: For stateless processes, N/A is displayed in the running instances column. These

processes start and end in a single transaction.

1. From the home page, select the Process Instance Monitoring module.

2. To locate a specific process, do one of the following:

— Filter by display name or URI. Enter the search target, then click URI or Name. The

processes matching the search criteria are displayed.
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— Resort the list. Ascending & and descending ¢, arrow buttons indicate sortable

columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next -, previous
4, first 14, or last | page.

3. To view additional information about the instances of a selected type, select the process
display name. To view additional information about the instances of a selected type that are
in a specific state, select the number. The Process Instance Summary page displays only
those instances that match the selection. See “Listing and Locating Process Instances” on
page 3-11.

Related Topics

e “Reporting and Purging Policies for Tracking Data” on page 8-3
e “Viewing Process Instance Details” on page 3-16

e “Service Level Agreements” on page 2-5
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Viewing System Health Statistics

The System Health page provides an overview of system health by identifying processes that
may be experiences problems.

ﬁ% System Health

This page displays a summary of process statistics that may be experiencing problems.

HIGHEST AYERAGE ELAPSED TIME

SINCE LAST PURGE LaST 24 HOURS ACTIVE INSTANCES

Service URI | Elapsed |Service LRI |Elapsed |Service URI  |Elapsed
testlavaToxmlobi 3.5 secs  testlavaToxXmiobi 3.5 secs

Mo matching data found.

WORST SLA PERFORMANCE

SINCE LAST PURGE LAST 24 HOURS ALCTIYE INSTANCES

Service URI |Rate |Service URI |Rate |Service URI Rate

Mo matching data found, Mo matching data found, Mo matching data found.

LOWEST SUCCESS RATE

SINCE LAST PURGE LasT 24 HOURS ACTIVE INSTANCES

Service URI | Rate | Service LRI Rate

NSA
Mo matching data found. Mo matching data found. /

The following indicators are displayed:

e Highest Average Elapsed Time
The process name and average elapsed time for processes with the highest average elapsed
time are displayed.

e Worst SLA Performance
The process name and rate for processes with the worst SLA performance are displayed.
Both the percentage of instances that exceeded the SLA, and a ratio of the instances that
exceeded SLA to the total number of instances, are displayed in the rate column.

o Lowest Success Rate
The process name and rate for processes with the lowest success rate are displayed. Both

3-10 Using the WebLogic Integration Administration Console



Listing and Locating Process Instances

the percentage of instances that failed, and a ratio of the instances that failed to the total
number of instances, are displayed in the rate column.

For each of the above, the data displayed is divided into the following categories:

e Since Last Purge
e Last 24 Hours

e Active instances (not applicable to lowest success rate).

Each process name displayed on the page is a link to the Process Instance Summary page for
the process type.

1. From the home page, select the Process Instance Monitoring module.

2. From the left panel, select System Health.

Listing and Locating Process Instances

The Process Instance Summary page displays the following information for each process
instance. For a more detailed description of the properties, see “Viewing Process Instance
Details” on page 3-16.

Figure 3-2 Process Instance Summary Page

f%’ Process Instance Summary g A v Go

This page displays a summary of process irstances, Wee tha search bowes 10 filler the digplayed netances, To

vigw netance details, click the Instance [0, I:' Instance |0
— T

Number of Instances Displayed Per Page 50 b

o CEplay Mame Process Label  |Start Time Elapsad Time | Stats LA Stats
A, i testlavaTaor mich) 9f21/06 +:23 FM 35 secs | Cormpleted

| Suspend Resume | | Terminzte | | Unfrzeze |

Note: The process instances are sorted by start time, most recent first.
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Tahle 3-3 Elements of Process Instance Summary

Property

Description

ID

Process Instance ID. This is a link to the Process Instance Detail page. See
“Viewing Process Instance Details” on page 3-16.

Display name

Display name assigned to the process. If more than one version of the process is
deployed, the version number is appended.

Process Label

Label for the process instance. The label is generated for each instance and
typically reflects a value specific to the instance. For example, an order number,
customer number, DUNS number, or some other value of use in auditing. To learn
more about how the process label is set, see the JpdContext Interface in Building
Integration Applications in the WebLogic Workshop help.

Start Time Time this instance started.
Elapsed Time Time elapsed since instance start. The units reported depend on the duration.
*  From 0 to 99 msecs, duration is reported in milliseconds. For example,
28 msecs.
*  From 99 msecs to one hour, duration is reported to the second. For example,
56 m 48.2 sec.
*  From one hour to one week, duration is reported to the minute. For example,
2d2h6m.
*  From one week to one month, duration is reported to the hour. For example,
25d3.5h.
*  Greater than one month, duration is reported to the day. For example, 67 d.
Status The current state of the instance (Running, Completed, Suspended, Terminated,

Frozen, Aborted).

Note: Because stateless processes start and finish in a single transaction, these
processes are never in the running state.

1. From the home page, select the Process Instance Monitoring module.

2. Inthe left panel, click View All.

3. To locate a specific process, do one of the following:
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Constructing an Advanced Search

— Select a default filter from the Go drop-down list. The following options are available:

All Instances

Funning Instances

Aborted Instances
Suspended Instances
Frozen Instances
Completed Instances
Terminated Instances
Instances Ower SLA,
Instances Over SLA Warning

Filter by instance ID. Enter the required instance 1D, then click Instance ID. The
instance identified is displayed.

Note: Only the exact match is displayed. Do not use wildcards.

Filter by Process Label. Enter the search target, then click Process Label. Instances
with a label that contains the search target are displayed.

Note: This is a containment query. Do not use wildcards.

Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next F, previous
4, first |4, or last Bl page.

— Use the advanced search page. See “Constructing an Advanced Search” on page 3-13.

Related Topics

e “Viewing Process Instance Details” on page 3-16
e “Suspending, Resuming, Terminating, or Unfreezing Process Instances” on page 3-25

e “Reporting and Purging Policies for Tracking Data” on page 8-3

Constructing an Advanced Search

The Advanced Search page allows you to construct a complex process instance search.
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Figure 3-3 Advanced Search Page

% Advanced Search

Use this page 1o search for process instances.

Service URI any
Status Any b/
Started ... Anytime
after
Before
Completed ... Anytime
After
Before
Elapsed Time Ary
Mare Than l:l
Less Than I:I
SLA Status Any
Exrceeded SLA

Exceeded SLA or SLA Warning Threshold,
Exceeded SLa Warning Threshald but not SLa

Sl

Label Contains |
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Table 3-4 summarizes the available search criteria.

Table 3-4 Advanced Search Criteria

Setting

Description

From the Service URI drop-down list,
select the Service URI.

Select from a list of the process types deployed. The default
is any.

From the Status drop-down list, select a
the status.

Specify the process status. The options are as follows:

Running+Zuspended
Aborted+Frozen+Terminated

The default is any.

In the Started ... section, select the
Anytime, After, or Before option button.

If you selected After or Before, use the
corresponding drop-down lists to specify a
time.

Specify the target range for process instance start time.

In the Completed ... section, select the
Anytime, After, or Before option button.

If you selected After or Before, use the
corresponding drop-down list to specify a
time.

Specify the target range for process instance completion
time.

In the Elapsed Time section, specify the
Any, More Than, or Less Than option
button.

If you selected More Than or Less Than,
use the corresponding drop-down lists to
specify the time period.

Specify the target time period for process instance elapsed
time.
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Tahle 3-4 Advanced Search Criteria

Setting

Description

Select the appropriate SLA Status option
button.

Specity one of the following options:

Any

Exceeded SLA

Exceeded SLA or SLA Warning Threshold
Exceeded SLA Warning Threshold, but not SLA

In the Label Contains field, enter the
target search string.

Specify a search target. The search returns processes
instances with a label that contains the search target that
also match the other specified criteria.

Note: This is a containment query. Do not use wildcards.

Viewing Process Instance Details

The Process Instance Detail page allows you to:

3-16

e View process properties.

e View an interactive or printable process graph.

e Suspend, Resume, Terminate, or Unfreeze a process instance.

e Navigate to a parent or child process instance.

Note: If No Data is displayed, the process instance details are not available. Either the data is
not being captured at the tracking level configured for the process, or the information has
been purged. It is possible for an instance ID to be displayed even though the associated
instance data has been purged. For example, although the data for an instance may be
purged after the instance has completed, the instance ID can remain in the runtime
database because it is included as part of the tracking data associated with any parent or
child instances that have not yet been purged.
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Figure 3-4 Process Instance Details Page

5% Process Instance Details

This page displays details about a process instance.

Instance ID
Service URI
Status

Process Label
SLA Status
Start Time
Elapsed Time
Initial Messaye
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Wiew XML Value
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Parent Instance

{Mone}

Child Instances
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Tasks Created by this Instance

{Mone}

Tasks this instance is listening to

{Mone}

B2B Events

{Mone}

Variables

1. Locate the process. See “Listing and Locating Process Instances” on page 3-11.

2. Click the process ID to display the Process Instance Details page.
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3. To view an interactive or printable process graph, click Graphical View or Printable Graph.

Note: Your browser must meet certain requirements to view the interactive graph. See
“Requirements for the Interactive Graph” on page 3-4. To learn more about the
interactive process view, see “Viewing an Interactive or Printable Process Instance
Graph” on page 3-23.

The following table summarizes the information displayed on the Process Instance Detail page.

Table 3-5 Elements of Process Instance Detail page

Property Description

Instance ID Process instance ID.

Service URI The process URL. If there are multiple versions of the process, a version number is
appended.

Status Current status of the process.
Running The process is running.

Note: Because stateless processes start and finish in a single
transaction, these processes are never in the running state.

Completed The process finished.

Suspended The process was suspended.

Terminated The process was terminated.

Aborted The process threw an unhandled exception. Aborted processes can only
be terminated.

Frozen The process failed but can be unfrozen. When a process is unfrozen, it
resumes from the point where it failed. See “Suspending, Resuming,
Terminating, or Unfreezing Process Instances” on page 3-25.

Processes can be designed to freeze, rather than abort, by setting freeze
on failure to true. To learn more see “Setting the Business Process
Properties” in Designing Your Application in Building Integration
Applications.
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Viewing Process Instance Details

Tahle 3-5 Elements of Process Instance Detail page (Continued)

Property

Description

Process Label

Label for the process instance. The label is generated for each instance and typically
reflects a value specific to the instance. For example, an order number, customer number,
DUNS number, or some other value of use in auditing. To learn more about how the
process label is set, see the JpdContext Interface in Building Integration Applications in
the WebLogic Workshop help.

SLA Status

If no service level agreements are set, Not Applicable is displayed.
If service level agreements are set, this field displays the current status:
+ If'the elapsed time does not exceed the SLA, Not exceeded is displayed.

» Ifthe elapsed time exceeds the SLA Warning threshold, the time remaining until the
SLA threshold is reached is displayed.

+ Iftheelapsed time exceeds the SLA, the time elapsed time since the SLA was reached
is displayed.

To learn more about the SLA, see “Service Level Agreements” on page 2-5.

Start Time

Time this instance started.

Exception

Exception content for a aborted or frozen instance.

Elapsed Time

Time elapsed since instance start. The units reported depend on the duration.
*  From 0 to 99 msecs, duration is reported in milliseconds. For example, 28 msecs.

*  From 99 msecs to one hour, duration is reported to the second. For example,
56 m 48.2 sec.

*  From one hour to one week, duration is reported to the minute. For example,
2d2h6m.

*  From one week to one month, duration is reported to the hour. For example,
25d3.5h.

*  Greater than one month, duration is reported to the day. For example, 67 d.

Completion Time

Completion date and time for a completed process.

Termination Time

Termination date and time for a process that has been terminated.
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Tahle 3-5 Elements of Process Instance Detail page (Continued)

Property Description

Pending Activities  Pending controlReceive or clientRequest methods.
For example:

* waitClientRequest[conditionalWaitClientRequest] is displayed
when the instance is waiting for the following:
<clientRequest name="conditionalWaitClientRequest"
method="waitClientRequest" />

* tl onTimeout is displayed when the instance is waiting for the following:
<controlReceive method="tl onTimeout" />

Parent Instance Parent process instance ID, display name, status, start time, and elapsed time for the
parent instance is displayed. The instance ID is a link to the Process Instance Details
page for the instance. To learn more, see “Parent-Child Navigation” on page 3-20.

Note: The parent or child instance is only displayed if the tracking level for the process
is Minimum, Node, or Full.

Child Processes An entry for each child instance. The instance ID, display name, status, start time, and
elapsed time is displayed for each. The instance ID is a link to the Process Instance
Details page for that process.

Tasks created by Worklist tasks created by the instance. The task name and ID are displayed.
this instance

Tasks this instance ~ Worklist tasks this process is listening to. The task name and ID are displayed.
is listening to

B2B Events Summary information for any business messages are displayed. The event ID, direction
(inbound or outbound), and trading partners (from and to) are displayed. The event ID is
a link to the message detail.

Variables Name, type, and value of each variable defined for the instance. Variables are displayed
only for running instances. You can view the value of an XML or string variable by
clicking it.

Parent-Child Navigation

When a process instance calls another process via the Process control, the process invoked is
considered a “child process.” In WebLogic Integration 8.1 SP3, information about related
processes was added to the Process Instance Details page. When you view the detail for an
instance that has been called by another, identifying information for the calling process instance
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is displayed in the Parent Instance section. When you view the detail for a process that invokes
one or more other instances, the information for each instance invoked is displayed in the Child
Instances section.

In addition to displaying identifying information for related instances, the console also provides
the ability to navigate between related instances. The following figure illustrates the parent-child
navigation functionality.

Note: The parent-child navigation functionality is limited to instances invoked via the Process

control. Instances started by the Service Control or Service Broker Control are not
identified as child instances.
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Figure 3-5 Process Instance Details
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Related Topics

e “Viewing an Interactive or Printable Process Instance Graph” on page 3-23

e “Suspending, Resuming, Terminating, or Unfreezing Process Instances” on page 3-25
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Viewing an Interactive or Printable Process Instance
Graph

The Process Instance Details page allows you to view an interactive or printable graph of the
process instance. The graph represents your business process and its interactions with clients and
resources, such as databases, JIMS queues, and file systems.

The interactive instance graph is a fully expanded version of the view provided in the Workshop
Design View. Visual cues are provided to indicate node status as described in the following table:

Table 3-6 Node Status

If the node . .. And the tracking level is . . The node appears. ..
Has been visited Full or Node Normal
Minimum Normal
Is currently executing  Full or Node Highlighted
Minimum Highlighted
Has not been visited Full or Node Dimmed
Minimum Normal

The information displayed is dependent on tracking level and current state of the process.

The top panel displays selected process properties. To learn more about the properties displayed,
see “Viewing Process Instance Details” on page 3-16. In addition to the properties, the commands
applicable to the current state of the instance (terminate, suspend, resume, or unfreeze) are
provided in the top panel. See “Suspending, Resuming, Terminating, or Unfreezing Process
Instances” on page 3-25.

When you click on a node, the node name and type are displayed. If the tracking level is set to
Full or Node, the start time, elapsed time, finish time, completed visits, and description are also
displayed. If the tracking level is set to Minimum, this additional information is only available
for the currently executing node.

Note: You must have Adobe Acrobat Reader installed to view the printable graph.

1. Locate the process instance to view. See “Listing and Locating Process Instances” on
page 3-11.
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2. Click the process name to display the Process Instance Details page.

3. Click Printable Graph.
The process graph is displayed as a PDF document.

1. Verify that your browser meets the requirements. See “Requirements for the Interactive
Graph” on page 3-4.

2. Locate the process instance to view. See “Listing and Locating Process Instances” on
page 3-11.

3. Click the process name to display the Process Instance Details page.

4. Click Graphical View.
The Adobe SVG Viewer displays the interactive view.

Service URI: /b2bdrtfebxml10/QuoteProvider jpd

Tracking Level: Default: Full Print view |
State: Completed Instance ID: 192,168 254 67-1813¢12 f5dc8b9f75.-Tifb
Start Time: 6/18/03 4:19:42 PM EDT Elapsed Time: 401 msecs Finish Time: 6/18/03 4:19:43 PM

Node Info

Node Name: QuoteProvider
Type: process
Start Time
Elapsed Time:
Finish Time:
Visits:

Description:

Receive guote request

BHe

Respond with quote

v

To pan within the process graph, alt+click and drag. To zoom in, ctri+click;

5. Do any of the following:

— To display node status, click the node image. The properties displayed are dependent on
the tracking level set.
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— To scroll the view, press and hold down the Alt key. The cursor changes to a hand &%
tool. Click and drag to scroll the process graph vertically or horizontally.

— To zoom in, press and hold down the Ctrl key. The cursor changes to a zoom in #,
tool. Click to zoom in.

— To zoom out, press and hold down the Ctrl+Shift keys. The cursor changes to a zoom
out = tool. Click to zoom out.

— To change to a printable view, click Print View. The process graph is displayed as a
PDF document.

Related Topics

e “Requirements for the Interactive Graph” on page 3-4

Suspending, Resuming, Terminating, or Unfreezing
Process Instances

Depending on the current state of a process instance, you can suspend, resume, terminate, or
unfreeze it. The following table summarizes the available actions by instance state:

Table 3-7 Available Actions by Instance State

Instance State Available Actions
Running Suspend, Terminate
Suspended Resume, Terminate
Frozen Terminate, Unfreeze
Aborted Terminate

When you terminate a process, the operation in progress finishes, then the process completes
without executing subsequent nodes.
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A process can be designed to freeze, rather than abort, when it encounters an unhandled
exception, by setting the freeze on failure property to true. To learn more see “Setting the
Business Process Properties” in Designing Your Application in Building Integration
Applications. This capability is useful for handling an exception due to a network outage,
unavailable EIS, or other such transitory condition. When you unfreeze a process, if the condition
that led the failure is still in effect, the process returns to the frozen state.

You can suspend, resume, terminate, or unfreeze an instance in the following contexts:
o Process Instance Detail page
e Process Instance Summary page
e Interactive Process Instance Graph

1. Locate the process. See “Listing and Locating Process Instances” on page 3-11.

2. Click the process name to display the Process Instance Details page.

3. Click Suspend, Resume, Terminate, or Unfreeze, as required.

A confirmation dialog box is displayed.
4. Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.

1. Display the Process Instance Summary page as described in “Listing and Locating Process
Instances” on page 3-11.

2. Click the check box to the left of each instance to be suspended, resumed, terminated, or
unfrozen.

3. Click Suspend, Resume, Terminate, or Unfreeze.

A confirmation dialog box is displayed.
4. Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.
1. Locate the process. See “Listing and Locating Process Instances” on page 3-11.
2. Click the process name to display the Process Instance Details page.
3. Click Graphical View.

4. In the top panel of the interactive graph, click Suspend, Resume, Terminate, or Unfreeze,
as required.

A confirmation dialog box is displayed.
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Suspending, Resuming, Terminating, or Unfreezing Process Instances

5. Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.
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Message Broker

This section provides the information you need to use the Message Broker module of the
WebLogic Integration Administration Console to:

The Message Broker module allows you to:
e View a list of channels, with the number of subscribers and processed messages for each.
e View channel properties and set channel security policies.

e View the subscribers to a channel and quickly access a list of the subscriber process
instances.

e View channel summary statistics (number of active channels, subscribed channels, and
dead letter count).

e Reset the message counter.

Note: You must be logged in as a member of the Administrators or IntegrationAdministrators
group to modify channel security policies. See About WebLogic Integration Users,

Groups, Roles, and Security Policies in User Management in the Worklist Console
Online Help.

The following topics are provided:
e About Message Broker Channels
e Overview of the Message Broker Module

e Listing and Locating Channels
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Message Broker

Viewing Channel Details and Subscriptions

Setting Channel Security Policies

Viewing Global Message Counts

e Resetting the Message Counts

About Message Broker Channels

42

A Message Broker channel has similar properties to a Java Message Service (JMS) topic, but is
optimized for use with WebLogic Integration processes, controls, and event generators. Within a
WebLogic Integration application:

e Message Broker Publish controls are used by process or Web service instances to publish
messages to a Message Broker channel.

e Event generators that receive outside events route them as messages to a Message Broker
channel.

e Subscription start nodes start processes upon receipt of a message from a Message Broker
channel. This constitutes a static subscription to the channel.

e Message Broker Subscription controls are used by process or Web service instances to
receive messages from a Message Broker channel. This constitutes a dynamic subscription
to the channel.

Publishers to a Message Broker channel can pass message metadata with the message. This
metadata can be received by the subscriber as a parameter.

Channel files define the channels available in a deployed application. To restrict the messages
routed to static or dynamic subscribers, XQuery filters can be applied against message metadata
(if the metadata is typed XML) or message body (if the body is string or typed XML). All
subscribers registered to receive a message on a channel receive the message, subject to any
filters they have set up. To learn more about defining channels, publishing or subscribing to
channels, and creating subscription filters, see the following sections of Building Integration
Applications in the WebLogic Workshop help:

e Publishing and Subscribing to Channels

e Note About Static and Dynamic Subscriptions” in
(@com.bea.wli.control.broker.MessageBroker.StaticSubscription
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Overview of the Message Broker Module

Overview of the Message Broker Module

The following table lists the pages you can access from the Message Broker module. The tasks
and help topics associated with each are provided.

Table 4-1 Elements of Message Broker Module

Page Associated Tasks Help Topics
Channel View a list of channels. Channel name, message type,  “Listing and Locating
Summary List message count, subscriber count, and dead letter count  Channels” on page 4-4

are displayed.

Filter the list by channel name. Use 2 to match any
single character or * to match zero or more characters.

View Channel

View channel properties. Channel name, message

“Viewing Channel Details

Details type (xml, rawData, string, or none), number of and Subscriptions” on
subscribers, message count, dead letter count, security  page 4-5
policies (publish roles, subscribe roles, and ‘dispatch
as’ principal) and subscription rules are displayed.
You can access the process details for a subscriber
from this page.
Edit Channel View and set the publish roles, subscribe roles, and “Setting Channel Security
Subscribe and ‘dispatch as’ principal defined for the channel. Policies” on page 4-8
Publish
Properties

View Message
Broker Statistics

View summary statistics, including number of active
channels, subscribed channels, dead letter count,
message count, and time of last reset.

Reset the counts (published messages and dead letter).

“Viewing Global Message
Counts” on page 4-9
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Listing and Locating Channels

The Channel Summary List displays the channel name, type (xml, rawData, string, or none),
number of subscribers, message count, and dead letter count for each channel.

(*9 channel Summary List

e All v Go
This page displays channels in the Message Broker and the name, status, and the number of subscribers for each
channel. To view subscription rules for a channel, click the channel name. | Search
Charnel Hame % Message Type % | Message Count % | Subscriber Coumt % | Dead Lether Count &5

MutorialPrefi:Tutorial StopOuote siring u] a 0
MutorialPrefix/TutorialalidateOrder | xml u] 1 0
AntorklistEvent rawData u] a 0
fdeadletter rawData rawData u] a 0
fdeadletter String siring u] a 0
Jdeadletter fml wml u] i} 0

({00 O | T O T

| Reset Message Count |

1. From the home page, select the Message Broker module to display the Channel Summary
List.

2. To locate a specific channel, do one of the following:

— Filter by name. Enter the search target (use 2 to match any single character or * to
match zero or more characters.), then click Search. The channels matching the search
criteria are displayed.

Note: If the Search field is empty, all entries are returned.

— Resort the list. Ascending « and descending <, arrow buttons indicate sortable
columns. Click the arrow to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next , previous
4, first |4, or last Bl page.

Related Topics

e “Viewing Channel Details and Subscriptions” on page 4-5
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Viewing Channel Details and Subscriptions

The View Channel Details page displays the following properties.

Figure 4-1 Channel Details

@ View Channel Details

This page displays details and subscription rules for this Message Broker Channel. To edit security
details for this channel, click Edit Security Details.

Channel Name fdrtfemlistaticAilter
Message Type wml

Number of Subscribers 2

Message Count 2

Dead Letter Count 1]

Publish Roles Mat Defined
Subscribe Roles Mat Defined
Dispatch As Mat Defined

Edit Security Details.

Subscription Rules for this Channel.

Cantral Name w | Filt ] b ber URI &
ACME Flitest/bprmibroker3_WBXML_StaticSubscriptionFilterlBM. jpd
BEA Flitest/bprdbrokerM3_WBXML_StaticSubscriptionFilterBEA. jpd

Return
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Table 4-2 Elements of View Channel Details page

Property Description Administrator
Can Set (Yes/No)
Channel Name The name of the channel as defined in the channel No

file. For example,
/myproject/mygroup/mytype/mychannel is
displayed for the following:

<channels xmins="http:/Awee bea comAwlisbrokerichannelfile”
wrnlns: foo="http: feevew. foo.comibar”
urnins: fooklets="http: Aerwew foo.com/bateta”
channelPrefi:="/nyproject”=
<channel name="mygroup” messageType="none">
<channel name="mytype" messageType="nong"=
<channel name="rychannel’ messageType="xml">
<fchannel=
<fchannel=

Message Type The message type set for the channel (xm1, No
rawData, or string). The field is empty if the type
is set to none.

Number of Subscribers The number of process or Web service types that can ~ No
subscribe to the channel. For example, a JPD with a
static subscription counts as one subscription,
whether there are zero or many instances running.
Similarly, a JPD that uses a Message Broker
Subscription control counts as one subscription,
whether there are zero or many instances actively
subscribed. The identity of each subscriber is listed in
the Subscription Rules table.

Message Count The number of messages delivered to this channel. No

Dead Letter Count When the Message Broker is unable to determine the No
URI to send a message to (that is, no subscribers are
found), the message is sent to the appropriate
deadletter channel: /deadletter/xml,
/deadletter/string, or
/deadletter/rawData. The Dead Letter Count
reflects the number of messages sent to the dead letter
channels since the count was last reset.
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Tahle 4-2 Elements of View Channel Details page

Property Description Administrator
Can Set (Yes/No)
Publish Roles The roles authorized to publish to this channel. If no ~ Yes
roles are defined, everyone is authorized.
Subscribe Roles The roles authorized to dynamically subscribe to this ~ Yes
channel. If no roles are defined, everyone is
authorized.
Note: When you update the subscribe roles, the new
roles are enforced only on subscriptions that
occur after you update the value. Existing
dynamic subscriptions are maintained.
Dispatch As The user under which messages are dispatched to Yes

subscribers. If no user is specified, messages are
dispatched as Anonymous.

Subscription  Control
Rules Name

For dynamic subscriptions, the Message Broker No
Subscription control name.

Filter Value

For subscriptions with filters, the filter value that No
must match the results of applying the filter to the
message.

For static subscriptions, if a filter is set but the filter
value is null, the subscriber only requires that the
filter be satisfied and does not care about the specific
results of evaluating the filter.

For dynamic subscriptions, if a filter is set, but the
filter value is null, the filter value is not specified as
part of the subscription, but rather may be specified
with each instance.

Subscriber
URI

The URI of the subscriber. For processes, this URIis  No
a link to the Process Instance Summary page.

1. Locate the channel. See “Listing and Locating Channels” on page 4-4.

2. Click the channel name to display the View Channel Details page.
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Related Topics

e “Setting Channel Security Policies” on page 4-8

Setting Channel Security Policies

The Edit Channel Subscribe and Publish Policies page allows you to set the following channel
properties:

o Publish Roles
The roles authorized to publish to the channel.

o Subscribe Roles
The roles authorized to subscribe to the channel.

e Dispatch As
The user under which messages are dispatched to subscribers.

Note: If an authenticator that implements the required MBeans is not configured, the options
for configuring the channel security policies are disabled. To learn more about the
authenticator requirements, see Security Provider Requirements for User Management

Figure 4-2 Edit Channel Subscribe and Publish Policies

(*“/ Edit Channel Subscribe and Publish Policies
Jzi this page to edit the publishing and subscription policies for this channel. When done, click Submit or Cancel to return to the View Channel

Channel Name Aiork listEvent

Publish Roles available Roles Current Roles
Admin ~

Anonymaus >
AppTester

Deployer

IntegrationAdmin *
IntegrationDeployer ¥

Subscribe Roles  Available Roles Current Roles
Admin -

Anonymous »
AppTester

Deployer

IntegrationAdmin *
IntegrationDeployer ¥

Dispatch As v

| Submit | | Reset | | Cancel |
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Viewing Global Message Counts

Note: If the publish and subscribe roles are not defined, everyone is authorized. If the dispatch
as user is not defined, messages are dispatched as anonymous.

1. Locate the channel. See “Listing and Locating Channels” on page 4-4.
2. Click the channel name to display the View Channel Details page.

3. Click Edit Security Details.

4. Add or remove Publish Roles or Subscribe Roles as follows:

To add roles:

a. From the Available Roles list, select the required roles. (To select multiple roles, press
and hold the Ctrl key as you click each additional role.)

b. Click the ' icon to move the selected roles to the Current Roles list.
To remove roles:

a. From the Current Roles list, select the required roles. (To select multiple roles, press
and hold the Ctrl key as you click each additional role.)

b. Click the | icon to move the selected roles to the Available Roles list.
5. From the Dispatch As drop-down list, select a valid user name.
Note: If no user is specified, messages are dispatched as anonymous.
6. Do one of the following:
— To update the policies, click Submit.
The View Channel Details page is displayed.
— To restore original settings, click Reset.

— To disregard changes and return to the View Channel Details page, click Cancel.

Viewing Global Message Counts

The View Message Broker Statistics page displays the following:
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Figure 4-3 Message Broker Statistics Page

P:{;J View Message Broker Statistics

This page displays message fraffic routed through message brokers, the number of subscribed channels, and message

Number of Active Channels
Number of Subscribed Channels
Dead Letter Count

Message Count

Time of Last Reset

=}
1
0
0

Thursday, September 21, 2006 11:02:20 PM IST

Table 4-3 Elements of Message Broker Statistics page

Statistic

Description

Number of Active Channels

Number of channels available.

Number of Subscribed Channels

Number of channels that have one or more subscribers.

Dead Letter Count

When the Message Broker is unable to determine the URI to send a
message to (that is, no subscribers are found), the message is sent to
appropriate deadletter channel: /deadletter/xml,
/deadletter/string, or /deadletter/rawData. The
Dead Letter Count reflects the number of messages sent to the dead
letter channels since the count was last reset.

Message Count

Messages published since the count was last reset.

Time of last reset

Time the message count was last reset.

1. From the home page, select the Message Broker module.

2. From the left panel, select View Statistics to display the View Message Broker Statistics

page.

Related Topics

e “Listing and Locating Channels” on page 4-4

Using the WebLogic Integration Administration Console



Resetting the Message Counts

Resetting the Message Counts

You can reset the message counts for one or more channels from the Channel Summary List.
1. From the home page, select the Message Broker module.
The Channel Summary List is displayed.

2. Click the check box to the left of the channels to be reset select them.

Note: You can filter the list as described in “Listing and Locating Channels” on page 4-4.

3. Click Reset Message Count to reset the message count for the selected channels.
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This section provides the information you need to use the Event Generator module of the
WebLogic Integration Administration Console to:

The Event Generator module allows you to:
e Create and deploy new event generators.
e Add channel rules to existing event generators.
e Reset the read and error counters.

e Suspend and resume deployed event generators.

Note: You must be logged in as a member of the Administrators, IntegrationAdministrators, or
IntegrationOperators group to create, change, or delete event generators. See About
WebLogic Integration Users, Groups, Roles, and Security Policies in User Management
in the Worklist Console Online Help.

The following topics are provided:
e About the Event Generators

e Overview of the Event Generator Module

Creating and Deploying Event Generators

Defining Channel Rules for a File Event Generator

Defining Channel Rules for an Email Event Generator
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Event Generators

Defining Channel Rules for a JMS Event Generator

Defining Channel Rules for a Timer Event Generator

Defining Channel Rules for an MQ Event Generator

e Defining Channel Rules for an HTTP Event Generator

Defining Channel Rules for a RDBMS Event Generator

Overview of TibcoRV Event Generator

Listing and Locating Event Generators

Viewing and Updating Event Generator Channel Rules

Suspending and Resuming Event Generators

Resetting the Counters

Deleting Channel Rules

Deleting Event Generators

e Overview of TibcoRV Event Generator

About the Event Generators

Event generators publish messages to Message Broker channels in response to system events (for
example, files arriving in a directory, or messages arriving in an email account or JMS queue).
The following event generators can be created from the WebLogic Integration Administration
Console:

o File event generator
Polls for files in file systems (local directory or FTP server) and publishes the contents (or
a reference to an archived location) to Message Broker channels as XML or binary objects.
File pattern matching, as well as other handling criteria, are specified in the channel rules
for the event generator.

o Email event generator
Polls for messages in email accounts and publishes the contents to Message Broker
channels. Handling criteria are specified in the channel rules defined for the event
generator.
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o JMS event generator
Polls for messages on JMS queues or topics and publishes the messages to Message Broker
channels. Filters (message selectors) can be defined to control which messages are picked
up from the JMS queue or topic. Property name and value matching, as well as other
handling criteria specified in the channel rules, control which messages are published.

o Timer event generator
Creates events at user designated times and publishes the events to Message Broker
channels. When the Timer event generator detects that a designated time has passed, it
publishes a message to a Message Broker channel. The message content can be specified in
the channel rules defined for the event generator.

o MQ event generator
Polls for messages on a WebSphere MQ queue and publishes the messages (MQMD
headers as metadata along with the message payload) to Message Broker channels. Content
filtering, as well as other handling criteria, are specified in the channel rules for the event
generator.

o HTTP event generator
The HTTP event generator is a servlet, which takes HTTP requests, checks for the content
type, and then publishes the messages to Message Broker channels.

o RDBMS event generator
Polls the database table to check for added, deleted, or updated rows and publishes the
results to Message Broker channels. You can also use this event generator to run custom
queries on the database table and publish the results to Message Broker channels.

o TIBCORYV event Generator
The TIBCO RV event generator enables WebLogic Integration generate events to message
broker channels. The messages are received in most formats supported by Rendezvous,
converted to binary and then published to the WebLogic Integration message broker.

A set of channel rules is configured for each event generator. For a JMS event generator, the rules
are applied to incoming JMS messages in the user-designated order. For example, the following
rules are configured for a JMS event generator:

Table 5-1 JMS Event Generator - Rules

Channel Property Value
myapp/orders/AllOrders VendorId
myapp/orders/ACMEOrders VendorId ACME Trading Corp
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In this case, a message with a JMS header property “Vendorld” set to “ACME Trading Corp”
would be posted to the myapp/orders/All0rders channel because the presence of the
“Vendorld” property triggers the first rule. The order must be reversed to achieve the desired
result.

Table 5-2 Rules - Order Reversed

Channel Property Value
myapp/orders/ACMEOrders VendorId ACME Trading Corp
myapp/orders/AllOrders VendorId

Now a message with a JMS header property “Vendorld” set to “ACME Trading Corp” is properly
posted to the myapp/orders/ACMEOrders channel.

Channel rule sequence is only significant for JMS event generators. The sequence is not
significant for Email or File event generators.

Additional information regarding the configuration of event generators is also found in the
following sections of Deploying WebLogic Integration Solutions.

e “Key Deployment Resources” in the Introduction provides information about event
generator resources.

e “Deploying Event Generators” in Understanding WebLogic Integration Clusters provides
information about deploying event generators in a clustered environment, including the
targeting and error handling issues related to the deployment of JMS event generators.

e wli-config.properties Configuration File provides information about setting the
wli.jmseg.EatSoapActionElement property for event generators.
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Overview of the Event Generator Module

The following table lists the pages you can access from the Event Generator module. The tasks
and help topics associated with each are provided:

Table 5-3 Event Generators

Page Associated Tasks Help Topics
File
View All File View a list of File event generators. Generator name,  “Listing and Locating

Event Generators

number of channels, files read, last reset time,
number of errors, error reset time, and status
(running or suspended) are displayed.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

Event Generators” on
page 5-45

Suspend or resume the event generator. The status of
an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

“Suspending and
Resuming Event
Generators” on page 5-48

Reset the files read or error count.

“Resetting the Counters”
on page 5-49

Delete one or more event generators.

“Deleting Event
Generators” on page 5-50

Create New File
Event Generator

Create and deploy a File event generator. The event
generator initially has no channel rules.

“Creating and Deploying
Event Generators” on
page 5-13
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Tahle 5-3 Event Generators (Continued)

Page Associated Tasks Help Topics
File Event Access the File Event Generator Channel Rule “Defining Channel Rules
Generator Definition page to add channel rules to a newly for a File Event Generator”
Definition created or existing event generator. on page 5-18
View the channel rules for an existing event “Viewing and Updating
generator. Select a channel rule to view or update Event Generator Channel
details. Rules” on page 5-47
Delete one or more channel rules. “Deleting Channel Rules”
on page 5-50
File Event Create a new channel rule or view and update an “Defining Channel Rules
Generator Channel  existing channel rule. for a File Event Generator”

Rule Definition

on page 5-18

Email

View All Email
Event Generators

View a list of Email event generators. Generator
name, number of channels, emails read, last reset
time, number of errors, error reset time, and status
(running or suspended) are displayed.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

“Listing and Locating
Event Generators” on
page 5-45

Suspend or resume the event generator.The status of
an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

“Suspending and
Resuming Event
Generators” on page 5-48

Reset the emails read or error count.

“Resetting the Counters”
on page 5-49

Delete one or more event generators.

“Deleting Event
Generators” on page 5-50

Create New Email
Event Generator

Create and deploy an Email event generator. The
event generator initially has no channel rules.

“Creating and Deploying
Event Generators” on
page 5-13
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Tahle 5-3 Event Generators (Continued)

Page Associated Tasks Help Topics

Email Event Access the Email Event Generator Channel Rule “Defining Channel Rules
Generator Definition page to add channel rules to a newly for an Email Event
Definition created or existing event generator. Generator” on page 5-23

View the channel rules for an existing event
generator. Select a channel rule to view or update
details.

“Viewing and Updating
Event Generator Channel
Rules” on page 5-47

Delete one or more channel rules. “Deleting Channel Rules”
on page 5-50
Email Event Create a new channel rule or view and update an “Defining Channel Rules

Generator Channel
Rule Definition

existing channel rule.

for an Email Event
Generator” on page 5-23

Ims

View All IMS
Event Generators

View a list of JMS event generators.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

“Listing and Locating
Event Generators” on
page 5-45

Suspend or resume the event generator. The status of
an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

“Suspending and
Resuming Event
Generators” on page 5-48

Reset the messages read or error count.

“Resetting the Counters”
on page 5-49

Delete one or more event generators.

“Deleting Event
Generators” on page 5-50

Create New JMS
Event Generator

Create and deploy a JMS event generator. When you
create the generator, you specify the destination
topic or queue, message selector, and default channel
rule.

“Creating and Deploying
Event Generators” on
page 5-13
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Tahle 5-3 Event Generators (Continued)

Page

Associated Tasks

Help Topics

JMS Event
Generator Details

Update the default channel rule for the event
generator.

“Viewing and Updating
Event Generator Channel
Rules” on page 5-47

IJMS Event Access the JMS Event Generator Channel Rule “Defining Channel Rules
Generator Definition page to add channel rules to a newly foraJMS Event Generator”
Definition created or existing event generator. on page 5-26
View the channel rules for an existing event “Viewing and Updating
generator. Select a channel rule to view or update Event Generator Channel
details. Rules” on page 5-47
Delete one or more channel rules. “Deleting Channel Rules”
on page 5-50
IJMS Event Create a new channel rule or view and update an “Defining Channel Rules
Generator Channel  existing channel rule. foraJMS Event Generator”

Rule Definition

on page 5-26

Timer

View All Timer
Event Generators

View a list of Timer event generators. Generator
name, number of channels, messages read, last reset
time, number of errors, error reset time, and status
(running or suspended) are displayed.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

“Listing and Locating
Event Generators” on
page 5-45

Suspend or resume the event generator. The status of

an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

“Suspending and
Resuming Event
Generators” on page 5-48

Reset the messages read or error count.

“Resetting the Counters”
on page 5-49

Delete one or more event generators.

“Deleting Event
Generators” on page 5-50
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Tahle 5-3 Event Generators (Continued)

Page

Associated Tasks

Help Topics

Create New Timer
Event Generator

Create and deploy a Timer event generator. The
event generator initially has no channel rules.

“Creating and Deploying
Event Generators” on
page 5-13

Timer Event
Generator
Definition

Access the Timer Event Generator Channel Rule
Definition page to add channel rules to a newly
created or existing event generator.

“Defining Channel Rules
for a Timer Event
Generator” on page 5-28

View the channel rules for an existing event
generator. Select a channel rule to view or update
details.

“Viewing and Updating
Event Generator Channel
Rules” on page 5-47

Delete one or more channel rules. “Deleting Channel Rules”
on page 5-50
Timer Event Create a new channel rule or view and update an “Defining Channel Rules

Generator Channel
Rule Definition

existing channel rule.

for a Timer Event
Generator” on page 5-28

Ma

View All View a list of MQSeries event generators. Generator ~ “Listing and Locating
MQSeries Event name, number of channels, messages read, last reset  Event Generators” on
Generators time, number of errors, error reset time, and status page 5-45

(running or suspended) are displayed.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

Suspend or resume the event generator.The status of
an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

“Suspending and
Resuming Event
Generators” on page 5-48

Reset the messages read or error count.

“Resetting the Counters”
on page 5-49

Delete one or more event generators.

“Deleting Event
Generators” on page 5-50
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Tahle 5-3 Event Generators (Continued)

Page Associated Tasks Help Topics

Create New Create and deploy a MQSeries event generator. The  “Creating and Deploying

MQSeries Event event generator initially has no channel rules. Event Generators” on

Generator page 5-13

MQSeries Event Access the MQSeries Event Generator Channel Rule  “Defining Channel Rules

Generator Definition page to add channel rules to a newly for an MQ Event

Definition created or existing event generator. Generator” on page 5-32
View the channel rules for an existing event “Viewing and Updating
generator. Select a channel rule to view or update Event Generator Channel
details. Rules” on page 5-47
Delete one or more channel rules. “Deleting Channel Rules”

on page 5-50
MQSeries Event Create a new channel rule or view and update an “Defining Channel Rules
Generator Channel  existing channel rule. for an MQ Event

Rule Definition

Generator” on page 5-32

HTTP

View All HTTP
Event Generators

View a list of HTTP event generators. Generator
name, number of channels, HTTP requests read, last
reset time, number of errors, error reset time, and
status (running or suspended) are displayed.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

“Listing and Locating
Event Generators” on
page 5-45

Suspend or resume the event generator. The status of
an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

“Suspending and
Resuming Event
Generators” on page 5-48

Reset the messages read or error count.

“Resetting the Counters”
on page 5-49

Delete one or more event generators.

“Deleting Event
Generators” on page 5-50
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Tahle 5-3 Event Generators (Continued)

Page

Associated Tasks

Help Topics

Create New HTTP
Event Generator

Create and deploy a HTTP event generator. The
event generator initially has no channel rules.

“Creating and Deploying
Event Generators” on
page 5-13

HTTP Event Access the HTTP Event Generator Channel Rule “Defining Channel Rules

Generator Definition page to add channel rules to a newly for an HTTP Event

Definition created or existing event generator. Generator” on page 5-38
View the channel rules for an existing event “Viewing and Updating
generator. Select a channel rule to view or update Event Generator Channel
details. Rules” on page 5-47
Delete one or more channel rules. “Deleting Channel Rules”

on page 5-50
HTTP Event Create a new channel rule or view and update an “Defining Channel Rules
Generator Channel  existing channel rule. for an HTTP Event

Rule Definition

Generator” on page 5-38

RDBMS

View all RDBMS
Event Generators

View a list of RDBMS event generators. Generator
name, number of channels, messages read, last reset
time, number of errors, and error reset time are
displayed.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

“Listing and Locating
Event Generators” on
page 5-45

Suspend or resume the event generator. The status of
an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

“Suspending and
Resuming Event
Generators” on page 5-48

Reset the messages read or error count.

“Resetting the Counters”
on page 5-49

Delete one or more event generators.

“Deleting Event
Generators” on page 5-50
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Tahle 5-3 Event Generators (Continued)

Page Associated Tasks Help Topics

Create New Create and deploy a RDBMS event generator. The  “Creating and Deploying

RDBMS Event event generator initially has no channel rules. Event Generators” on

Generator page 5-13

RDBMS Event Access the RDBMS Event Generator Channel Rule  “Defining Channel Rules

Generator Definition page to add channel rules to a newly for a RDBMS Event

Definition created or existing event generator. Generator” on page 5-39
View the channel rules for an existing event “Viewing and Updating
generator. Select a channel rule to view or update Event Generator Channel
details. Rules” on page 5-47
Delete one or more channel rules. “Deleting Channel Rules”

on page 5-50
RDBMS Event Create a new channel rule or view and update an “Defining Channel Rules
Generator Channel  existing channel rule. for a RDBMS Event

Rule Definition

Generator” on page 5-39

TibcoRV
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Tahle 5-3 Event Generators (Continued)

Page Associated Tasks Help Topics

Create New Create and deploy a TibcoRV event generator. For more information about

TibcoRV Event TibcoRV Event Generators

Generator and other WLI products,
see

View All TibcoRV ~ View a list of TibcoRV event generators. Generator

Event Generators name, number of channels, messages read, last reset
time, number of errors, error reset time, and error
status are displayed.

Filter the list by generator name. Use ? to match any
single character or * to match zero or more
characters.

Suspend or resume the event generator. The status of
an event generator is preserved when the server is
restarted. For example, if the event generator is in the
suspended state when the server is restarted, the
event generator remains suspended.

Reset the messages read or error count.

Delete one or more event generators.

www.e-docs.bea.com/wli/d
0cs92/index.html

Creating and Deploying Event Generators

The Event Generator module allows you to create and deploy the event generators included as
part of WebLogic Integration. When you create a new event generator as described in this section,
it is packaged and deployed as an EJB (JMS, File, Email, Timer, MQ, and RDBMS event
generators) or Web application module (HTTP event generator) on a single managed server.
Once the event generator has been created and deployed, you can suspend, resume, or add

additional channel rules as required.

Note: JMS, HTTP, MQ, and RDBMS event generators can be targeted to any number of
managed servers in a cluster. For JIMS and MQ event generators, it is typical to target the
generator to a single managed server when using a physical JMS destination, or to the
cluster when using distributed destinations. To deploy to a single managed server, see the

procedures in this section.

This section includes the following:

Using the WebLogic Integration Administration Console 5-13


{DOCROOT}/index.html

Event Generators

e Creating and deploying a JMS event generator.

e Creating and deploying a File, Email, Timer, MQ Series, HTTP, or RDBMS event
generator.

1. From the home page, select the Event Generator module.

2. From the left panel, select JMS.

3. Select Create New.
The Create a New JMS Event Generator page is displayed.

4. Inthe Generator Name field, enter a unique name for the event generator.
Note: Names are case insensitive. Leading or trailing spaces are removed.

5. From the Destination Type drop-down list, select javax.jms.queue, javax.jms.topic, or
foreign_jms_destination.

6. Do one of the following:

— If you selected javax.jms.queue or javax.jms.topic, select the JNDI name for the topic
or queue from the Destination JNDI Name drop-down list.

— Ifyou selected foreign_jms_destination, select the Remote JNDI Name from the
Destination JNDI Name drop-down list, and then select the foreign destination type
(javax.jms.Queue or javax.jms.Topic) from the drop-down list directly below it.
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Figure 5-1 Create New JMS Event Generator

B&] Create a New JMS Event Generator

Use this page to create a new JMS Event Generator. although new generators are deployed immediately, they do not have channel rules. You ca
been created.

Generator Name | | The name of the event generator must
S : ; The destination type, Must be a Queue
Sl
Destination:Type |Javaxjms HEHE v| The actual type of a foreign destinatior
Destination JNDI Name |weblDgic.wsee.DefauItOueue v| The niarne of the Queus or Topic,
JMS Connection Factory JNDI Name |Weblogic.jws.jms.QueueConnedionFac‘iow v|
Message Selector Optional,

Default Rule Channel

|3’Samp|ePrefix‘.fSamples (e The Channel for the default 1S Rule.

| Submit | | Feset | | Cancel |

10.

11.

12

13.
14.

Select the INDI name from the JMS Connection Factory JNDI Name drop-down list.

In the Message Selector ficld, specify the JMS message selector. See
http://java.sun.com/dtd/ejb-jar 2 0.dtd.

From the Default Rule Channel drop-down list, select the default channel. Messages that do
not match any other channel rule are published to this channel.

Click Submit to create and deploy the event generator.
The Event Generator Definition page is displayed.

Note: The event generator is created and deployed without channel rules, therefore, the first
task is to define channel rules for the generator.

Select Define a New Channel Rule.

. Set the properties as required. See “Defining Channel Rules for a JMS Event Generator” on

page 5-26.
Click Submit to add the channel rule to the event generator.

If required, repeat steps 10 to 12 to add additional channels.
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15. If multiple rules are defined, you can reorder them as required. Click the up or down arrow &

button to move entries up or down the list. Changes take effect immediately.
From the home page, select the Event Generator module.

From the left panel, select the type of event generator (File, Email, Timer, MQ Series,
HTTP, or RDBMS).

Select the type of Event Generator from the Console main menu, and click Create New.
The Create New page for the selected type is displayed.

For example, the Create New File Event Generator page shown in the following figure.

Figure 5-2 Create a New File Event Generator

Eh
@Create a New File Event Generator

Use this page to create a new File Event Generator. Although new event generators are deployed immediately, they do
new event generator,

Generator Name The name of the event generator must be uniqu

IMS Connection Factory JNDI Name | weblogic.jws. jrns. QueueConnectionFactory v

| Submit | | Reset | | Cancel |

4. Inthe Generator Name ficld, enter a unique name for the event generator. If you selected

HTTP in step 2, you must also enter the Web Application Context Root, and select INDI
name from the JMS Connection Factory JNDI Name drop-down list.

Figure 5-3 Create a New HTTP EG

By
(=) Create a New HTTP Event Generator

Use this page to create a new HTTP Event Generator. Although new event generators are deployed immediately, they do r
the nesw event generator.

The name of the
Generator Name | | event generator
st be unigque,

The context root
| for the new event
generator weh
application

Web Application Context Root | IMS Connection Factory JNDI Nai

| Submit | |Reset | | Cancel |
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5. Click Submit to create and deploy the event generator.
The Event Generator Definition page is displayed.

Note: The event generator is created and deployed without channel rules, therefore, the first
task is to define channel rules for the generator.

6. Select Define a New Channel Rule.

7. Set the properties as required. For a description of the available properties, see the topic
applicable to the event generator you are creating:

— “Defining Channel Rules for a File Event Generator” on page 5-18

— “Defining Channel Rules for an Email Event Generator” on page 5-23
— “Defining Channel Rules for a Timer Event Generator” on page 5-28

— “Defining Channel Rules for an MQ Event Generator” on page 5-32

— “Defining Channel Rules for an HTTP Event Generator” on page 5-38
— “Defining Channel Rules for a RDBMS Event Generator” on page 5-39

8. Click Submit to add the channel rule to the event generator.

9. Ifrequired, repeat steps 6 to 8 to add additional channels.

10. If multiple rules are defined, you can reorder them. Click the up or down arrow & button to
move entries up or down the list. Changes take effect immediately.

Note: This functionality is provided for convenience only. Channel rule sequence is not
functionally significant for Email or File event generators.

Related Topics

e “About the Event Generators” on page 5-2
e “Listing and Locating Event Generators” on page 5-45

e “Viewing and Updating Event Generator Channel Rules” on page 5-47
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Defining Channel Rules for a File Event Generator

The File Generator Channel Rule Definition page allows you to define the properties for the
channel rule.

Figure 5-4 Channel Definition - File

EEJ File Generator Channel Rule Definition

Use this page to define a new file channel rule.

File Type IDisk File 'l

Channel Name Ia’dm’strfdynamic (string) j

Message Encoding

Directory

Pass by file name Mo =

Scan Subdirectories IE,

File Pattern

Sort hy Arrival? Mo =

Polling Interval 0 dayle j hourslm j minleDj SECS
Read Limit ]

Post Read Action IDeIete 'l

Archive Directory

Error Directory

Description
Publish As I 'l
Subrnit Reset Cancel

Note: The settings displayed are dependent on the File Type selected.
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The following table summarizes the available settings:

Table 5-4 Elements of File Generator Rule Definition page

Setting Description Required/
Optional
From the File Type Type of file event. Required
drop-down list, select Disk
File or FTP.
From the Channel Name The name of the Message Broker channel to which Required
drop-down list, select a messages matching the configured criteria are
Message Broker channel. published.
In the Message Encoding The character set, if other than the default. This Optional
field, if you do not want to property applies only if the selected Channel Name is
select the default value, enter  of type string. See
the name of the character set.  http://www.iana.org/assignments/character-sets for
valid values.
Note: This property can
only be set if the
message broker
channel type is string.
In the FTP Host Location Location of the FTP server (IP address or host name)  Required if the
field, enter the FTP server. if the File Type is set to FTP. File Type is
set to FTP
In the FTP User Name field, Name required to access the FTP account. Required if the
enter the name. File Type is
set to FTP
Do one of the following to If you enter the password in the Use Value field, itis Required if the
specify the FTP User stored in clear text in the event generator configuration  File Type is
Password: file. To secure the password, add it to the password set to FTP

* Select the Use Alias
option button, then select
the password alias from
the drop-down list.

* Select the Use Value
option button, then enter
the password in the field.

store. See “Password Aliases and the Password Store”
on page 8-5. After the alias has been added to the
password store, it is available for selection from the
Use Alias drop-down list.
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Table 5-4 Elements of File Generator Rule Definition page (Continued)

Setting

Description

Required/
Optional

In the FTP Local Directory
field, enter the path.

Specifies the path to a directory to which files from the
FTP server are copied.

Required if the
File Type is
set to FTP

In the Directory field, enter a
valid path.

If File Type is set to Disk, specifies the path to the
directory to poll for files.

If File Type is set to FTP, specifies the path on the
FTP server to poll for files.

Whether the File Type is Disk or FTP, we highly
recommend that you specify a location that is
writeable.

If the File Type is Disk, the system verifies that the
directory is writeable before polling. If it is not
writeable, the error count is incremented, and the
reading and publishing process is skipped.

If the File Type is FTP, the files in the directory are
read and published at each polling interval. If an error
is encountered in deleting a file, the error is logged,
and the error count is incremented. The inability to
delete files will result in the same files being published
at every polling interval.

Required

From the Pass by filename
drop-down list, select Yes or
No.

If set to Yes, the file is staged to the Archive directory
and is passed as reference in the
FileControlPropertiesDocument, which is sent as the
payload of the message. If set to Yes, you must specify
an Archive directory.

The default is No.

Required

From the Scan
Subdirectories drop-down
list, select Yes or No.

Specifies whether or not subdirectories are to be
scanned.

Optional

In the File Pattern field, enter
the pattern.

Optional pattern to filter on. Use ? to match any single
character or * to match zero or more characters.

Optional
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Table 5-4 Elements of File Generator Rule Definition page (Continued)

Setting Description Required/
Optional

From the Sort by Arrival If set to Yes, the files are sorted by arrival time. This  Required
field, select Yes or No. maintains the sequence (files are processed by arrival

time).

The default is No.
Specify the Polling Interval ~ How often to poll the specified directory. Enter the Required
in days, hours, minutes, number of days (if the interval is greater than one day)
and/or seconds. in the days field, then select the number of hours,

minutes, and/or seconds from the drop-down lists as

required.
In the Read Limit field, enter Maximum number of files to read per polling sweep.  Required
the maximum number of files ~ Valid values are 0 or greater. If set to 0 all files are
to read per polling sweep. read.
From the Post Read Action  Specifies what the event generator does with a file Required
drop-down list, select Delete  after it has been read.
or Archive. The default is Delete.
In the Archive Directory Specifies the path to a directory to which files are Required if
field, enter a valid path. archived. Post Read

Action is set to
Archive, or
Pass by
filename is set
to Yes

In the Error Directory field,
enter a valid path.

Specifies the file system directory path to write the file
if there is a problem reading it or publishing its
contents to the Message Broker channel.

Required
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Table 5-4 Elements of File Generator Rule Definition page (Continued)

Setting Description Required/
Optional

In the Description field, enter A user-friendly description of the channel rule. Optional

a description of the channel

rule.

From the Publish As The Publish As property allows the file event Optional

drop-down list, select a user ~ generator to publish its messages as a specific user.

name. Setting this property enables messages to be delivered

to a secured message broker channel.

If Publish As is not specified, messages are published
as Anonymous.

Related Topics

e “Creating and Deploying Event Generators” on page 5-13

e “Viewing and Updating Event Generator Channel Rules” on page 5-47
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Defining Channel Rules for an Email Event Generator

The Email Generator Channel Rule Definition page allows you to define the properties for the
channel rule.

Figure 5-5 Channel Definition - Email EG

% Email Event Generator Channel Rule Definition

Usze this page to edit the definition of this email channel rule.

Server Protocol IF'OF'3 'l

Channel Name |Idr1fstrfdynamic (string) j
Hostname
Port Humber -1
Username
Password  Use Alias lm
& lse Yalue
Attachments IW,
Polling Interval 0 daysID j hourleEj minleDj secs
Read Limit a

Post Read Action IDeIete 'l

Archive Directory

Error Directory

Description
Publish As I vl
Subrnit Reset Cancel

Note: The settings displayed are dependent on the Server Protocol selected.
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The following table summarizes the available settings:

Tahle 5-5 Elements of Event Generator Channel Rule Definition

Setting Description Required/
Optional
From the Server Protocol drop-down list,  Server type for the Email account. The Required
select IMAP or POP3. default is POP3.
From the Channel Name drop-down list,  The name of the Message Broker channel =~ Required
select a Message Broker channel. to which messages matching the
configured criteria are published.
In the Hostname field, enter the server The mail server to poll. Required
name.
In the Port Number field, enter the email ~ The mail server port. Required
server port. The default is -1, which indicates the
default port number for the mail server
(143 for IMAP, 110 for POP3).
In the Username field, enter the username  Username for the email account. The event  Required
for the account. generator polls the inbox for this account.
Do one of the following to specify the If you enter the password in the Use Value  Optional
Password: field, it is stored in clear text in the event
«  Select the Use Alias option button generator configuration file. To secure the
then select the password alias from the password, add it to the password store. See
drop-down list. “Password Aliases and the Password
. Store” 8-5. After the aliashas b
* Select the Use Value option button, ore onpage crihicatias has been
th ter th din the field added to the password store, it is available
e enter the password i the Held. for selection from the Use Alias
drop-down list.
From the Attachments field, select Specifies how attachments are handled. If ~ Required
Archive or Ignore. Archive is selected, attachments are saved
to the Archive Directory.
In the Polling Interval field, enter the How often to poll the account. Enter the Required

number of seconds.

number of days (if the interval is greater
than one day) in the days field, then select
the number of hours, minutes, and/or
seconds from the drop-down lists as
required.
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Tahle 5-5 Elements of Event Generator Channel Rule Definition

Setting Description Required/
Optional
In the Read Limit field, enter the Maximum number of messages to read per  Required
maximum number of messages to read per  polling sweep. Valid values are 0 or
polling sweep. greater.
From the Post Read Action drop-down Specifies what the event generator does Optional
list, select Delete, Archive, or Move. with a message after it has been read.
Move is only available with the IMAP
protocol.
The default is Delete.
In the IMAP Move Folder field, enter a If Post Read Action is set to Move, the Required if
valid IMAP folder. IMAP Move Folder specifies the folderto  Post Read
which the message is moved. Action s set
to Move
In the Archive Directory field, enter a If Post Read Action is set to Archive, the Required if
valid path. Archive Directory specifies the path to Post Read
the archive location. Action s set
to Archive
In the Error Directory field, enter a valid  Specifies the file system directory pathto ~ Required
path. write the message and any attachments if
there is a problem.
In the Description field, enter a A user-friendly description of the channel ~ Optional
description of the channel rule. rule.
From the Publish As drop-down list, The Publish As property allows the email ~ Optional

select a user name.

event generator to publish its messages as
a specific user. Setting this property
enables messages to be delivered to a
secured message broker channel.

If Publish As is not specified, messages
are published as Anonymous.

Related Topics

e “Creating and Deploying Event Generators” on page 5-13
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e “Viewing and Updating Event Generator Channel Rules” on page 5-47

Defining Channel Rules for a JMS Event Generator

The JMS Generator Channel Rule Definition page allows you to define the properties for the
channel rule.

Figure 5-6 JMS EG - Channel Rule Definition

% JMS Event Generator Channel Rule Definition

Usze this page to add a JMS event generator channel rule.

Channel Name |a’dr1.-’strfdynamic (string) j
Property Name
Property Value

Description
Puhlish As I 'I
Subrnit Reset Cancel

The following table summarizes the available settings:

Table 5-6 Elements of JMS Event Generator Channel Rule Definition page

Setting Description Required/

Optional
From the Channel Name The name of the channel to which messages matching  Required
drop-down list, select a the configured criteria are published.

Message Broker channel.

In the Property Name field, If both Property Name and Property Value (below)  Optional
enter the name of the required  are specified, the value of the property must match
JMS property. Property Value to trigger a match.

If only Property Name is specified, then the presence
of the property triggers a match.

Ifboth Property Name and Property Value are blank,
all message on the JMS queue are a match.
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Tahle 5-6 Elements of JMS Event Generator Channel Rule Definition page (Continued)

Setting Description Required/
Optional

In the Property Value field, If Property Name is specified, Property Value canbe  Optional

enter the required property used to specify the value required for a match.

value.

Inthe Description field, entera A user-friendly description of the channel rule. Optional

description of the channel rule.

From the Publish As The Publish As property allows the JMS event Optional
drop-down list, select a user generator to publish its messages as a specific user.
name. Setting this property enables messages to be delivered

to a secured message broker channel.

If Publish As is not specified, messages are published
as Anonymous.

Related Topics

e “Creating and Deploying Event Generators” on page 5-13

e “Viewing and Updating Event Generator Channel Rules” on page 5-47
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Defining Channel Rules for a Timer Event Generator

The Timer Event Generator Channel Rule Definition page allows you to define the properties
for the channel rule.

Figure 5-7 Timer Generation Channel Rule Definition

By
(= Timer Generator Channel Rule Definition

Use this page to edit details about this timer generator channel rule.

Channel Name fMutorialPrefix/Tutorial/StopCQluate (string) v
Effective Time September ¥ | |22 v at 2 [¥|[21 ¥|||[FPM »
Daylight Saving (DST) Handling imer handles DST
imer ignores DST
Frequency uns Once

uns Every I:I days haurs ming secs
and ever Expires
xpires n I:I at

Message

Business Calendar Mo Calendar * | Configure Calendar
Description |

Publish As ¥ | Select a user to impersonate.
is Recoverable,/Skippable {Mone} v

| Subrnit | | Reset | | Cancel |
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The following table summarizes the available settings:

Table 5-7 Elements of Timer Generator Channel Rule Definition

Setting

Description Required/
Optional

From the Channel Name drop-down
list, select a Message Broker channel.

The name of the Message Broker channel to ~ Required
which messages matching the configured
criteria are published.

From the Effective Time drop-down
lists, select the month, day, year, and
time to initiate the first event.

The date and time the first event is to be Required
generated. If the effective time has already

passed, the event generator will not publish an

event until the next Runs Every interval (see

next setting). If the Runs Once option is

selected, you must enter a valid, future,

Effective Time or no event will be generated.

If you want to create an event that fires at the
same time, every day, for the calendar year,
you must take into account the fact that a time
change occurs when the time changes from
standard time to daylight savings time. To
account for this you must define two timer
events, one that operates during standard time
(e.g. from April 6 2004, 2:30PM to October
312004 2:30PM) and another that operates
during daylight savings time (e.g. from
November 1 2004 2:30PM to April 2 2005
2:30PM) with the interval set to 1 day. You
also need to define more timers for future
years as needed.

Do one of the following:

* Select the Runs Once option
button.

* Select the Runs Every option
button, then specify the interval in

days, hours, minutes, and seconds.

Intervals from the Effective Time that each Required
event is to be generated. If the Runs Once

option is selected, the Effective Time

constitutes the first and last event generated.

Note: Because the smallest time interval in
a business calendar is a minute, if you
specify a Business Calendar (see
setting below), do not include
seconds in the Runs Every interval.
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Tahle 5-7 Elements of Timer Generator Channel Rule Definition

Setting

Description

Required/
Optional

Do one of the following:

* Select the Never Expires option
button.

* Select the Expires On option
button, then select the month, day,
year, and time from the drop-down
lists.

The date and time the configured schedule
expires. If the Never Expires option is
selected, the configured schedule remains in
effect indefinitely.

Required

In the Message field, enter the message
to be delivered.

The content of the message to be delivered to
the specified Message Broker channel.
Message content is a single element of any
type. For example, if the message content is of
string type, then select a String type channel.
If it is an XML message, then select an XML
type channel.

Optional

From the Business Calendar
drop-down list, select a business
calendar.

If a business calendar is selected, the Runs
Every interval represents business time
calculated against the specified calendar. See
“About Business Calendars and Business
Time Calculations” in the WorkList Online
Help available at
http://e-docs.bea.com/wli/help92/worklistad
minhelp_help/worklistadminhelp/wwhelp/w
whimpl/js/html/wwhelp.htm.

If no calendar is selected, the Runs Every
interval represents an absolute period (24 hour
day, every day).

If you want to modify event generator channel
rules and the business calendar associated
with the channel rules, you must suspend the
corresponding timer event generator before
you make any changes. For information on
suspending a timer event generator, see
“Suspending and Resuming Event
Generators” on page 5-48.

Optional

In the Description field, enter a
description of the channel rule.

A user-friendly description of the channel
rule.

Optional
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Tahle 5-7 Elements of Timer Generator Channel Rule Definition

Setting Description Required/
Optional

From the Publish As drop-down list, The Publish As property allows the Timer Optional
select a user name. event generator to publish its messages as a

specific user. Setting this property enables

messages to be delivered to a secured message

broker channel.

If Publish As is not specified, messages are
published as Anonymous.

Is Recoverable checkbox To recover the timer events that are missed Optional
because of a server shutdown, select the Is
Recoverable check box when you define the
channel rules for a Timer event generator.

Related Topics

e “Creating and Deploying Event Generators” on page 5-13

e “Viewing and Updating Event Generator Channel Rules” on page 5-47
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Defining Channel Rules for an MQ Event Generator

The MQSeries Generator Channel Rule Definition page allows you to define the properties for
the channel rule.

Figure 5-8 MQSeries Generator Channel Rule Definition

% MQSeries Generator Channel Rule Definition

Use this page to define a new file channel rule.

Channel Name |a’wlaiflnsertBasedEventstustomerInsenEvent {xml) j The Channel M
Description Generate customer event Description of 1
Polling Interval (] days ID j hours |D1 j mins IDDj 58CS Howe often to p

Connection Type ITCF'-IF' 'l TCP-IP or Bind

Mame of the M
to connect to

MOSeries Server Host Address 216.148.48.51 IP Address of t

MOSeries Cue
Caonnection Ch

FPort Murnber o
hanager Lister

MOSeries Queue Manager TSTQMGR

MASeries Queue Manager Channel Name TSTOMGR.QUELES

MaSeries Queue Manager Port Number 1414

CCEID to be w

MOSeries Queue Manager CCSID a14 MdSaries Que

TCP-IP Connes

MQSeries Queue Name YOURAPP. TO.MYAPP. CHANNEL E;'l’gz ofihe M

MOSeries Error Queue Name ERROR4 MQSeries Que

messages are

Content Filter Class com.hea.eg.mg.myfilter MyFilter Fully gualified

e : Filtar Implerner

Sets the MAG

Require MQ Data Conversion | while getting tk
fqueue

Number of Polling Threads 1 Mumber of MQ

Palling Thread:

Murnber of hes
Messages Per Poll -1 poll of MQSeri
(-1 for picking :
MO Series Use
MOSeries User Name MOSeries Auth

anahlad
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The following table summarizes the available settings:

Table 5-8 Elements of MQSeries Generator Channel Rule Definition page

Setting Description Required/
Optional
From the Channel Name The name of the Message Broker channel to which Required
drop-down list, selecta Message messages matching the configured criteria are
Broker channel. published.
In the Description field, entera A user-friendly description of the channel rule. Optional
description of the channel rule.
Specify the Polling Interval in ~ How often to poll the specified message queue. Enter  Required
days, hours, minutes, and/or the number of days (if the interval is greater than one
seconds. day) in the days field, then select the number of hours,
minutes, and/or seconds from the drop-down lists as
required.
From the Connection Type The connection mode to be used to connect to the Required
drop-down list, select TCP-IP  WebSphere MQ queue manager. Select TCP-IP or
or Bindings. Bindings.
Bindings is shared memory protocol that can only be
used to connect to queue managers on the local
system.
If TCP/IP is selected, you must also specify the
MQSeries Server Host Address, Queue Manager
Channel Name, and Queue Manager Port.
In the MQSeries Queue Name of the WebSphere MQ queue manager to Required
Manager field, enter the name  connect to.
of the queue manager.
In the MQSeries Server Host IP address or host name for the WebSphere MQ Required if
Address field, enter the IP server. the
address or host name. Connection
Type is set
to TCP-IP
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Table 5-8 Elements of MQSeries Generator Channel Rule Definition page

Setting Description Required/
Optional
In the MQSeries Queue Specifies the name of the server connection channel ~ Required if
Manager Channel Name, enter  used to connect to the WebSphere MQ queue the
the MQ channel name for the manager. Connection
connection. Type is set
to TCP-IP
In the MQSeries Queue The TCP/IP port number used to connect to the Required if
Manager Port Number field, WebSphere MQ queue manager. the
enter the port number of the Connection
queue manager. Type is set
to TCP-IP
In the MQSeries Queue Specifies a Coded Character Set Identifier (CCSID)  Optional
Manager CCSID field, enter supported by WebSphere MQ. For example, for the
the CCSID for the locale en_US.is088591 locale, the CCSID is 819, for the
expected by the application. ja_JP.SJIS locale, it is 932.
For more information about supported CCSIDs, and
about converting between message data from one
coded character set to another, see the WebSphere
MQ documentation for your platform.
In the MQSeries Queue Name Name of the WebSphere MQ queue to monitor for Required
field, enter the name of the messages.
queue.
In the MQSeries Error Queue  Specifies the name of the queue for messages that Optional

Name field, enter the name of
the queue.

cannot be processed due to an error condition.

For example, if the message type retrieved from the
queue does not match the message type set for the
Message Broker channel, an exception would be
generated during processing.

If you specify the name of an error queue, such errored
messages are moved to the specified queue.

If you do not specify the name of an error queue, the
errored message will remain in the original queue, and
the Event Generator will keep trying to send the same
message, which eventually leads to an infinite loop.

Using the WebLogic Integration Administration Console



Defining Channel Rules for an MQ Event Generator

Table 5-8 Elements of MQSeries Generator Channel Rule Definition page

Setting Description Required/
Optional
To enable content filtering, enter ~ The fully qualified name of the class implementing Optional
the fully qualified name of the  the event content filtering logic. As described in
content filter class in the “Content Filtering” on page 5-36, this class is an
Content Filter Class field. extension of the
com.bea.wli.mbconnector.mgseries.Abst
ractContentFilter class.
Check or uncheck the Require ~ When checked, the MOGMO CONVERT option is Optional
MQ Data Conversion check enabled, and directs the queue manager to convert the
box. contents of the message retrieved from the queue.
This option must be checked when retrieving
messages in a cross platform environment involving
mainframes (for example, a mainframe application
puts a message on the queue that is retrieved by the
event generator on a PC). This option is typically
enabled to convert messages to the native character set
as specified by the CCSID.
In the Specify Number of Number of event generator processing threads. Required
Threads field, enter the number
of processing threads.
In the Message Per Poll field, The number of messages to be retrieved by each event  Optional
indicate the number of messages ~ generator thread in each polling cycle. Specify -1 to
to be retrieved by each thread in  retrieve all the messages available on the queue in
each polling cycle. each polling cycle.
If WebSphere MQ authorization =~ The WebSphere MQ user name used to connect to the ~ Optional

is enabled, specify the user name
in the MQSeries User Name
field.

WebSphere MQ queue manager.

Using the WebLogic Integration Administration Console 5-35



Event Generators

Table 5-8 Elements of MQSeries Generator Channel Rule Definition page

Setting Description Required/
Optional

If WebSphere MQ authorization  The WebSphere MQ user password used to connectto  Optional

is enabled, specify the password  the Web sphere MQ queue manager.

in the MQSeries User

Password field.

From the Publish As drop-down  The Publish As property allows the event generatorto  Optional

list, select a user name. publish its messages as a specific user. Setting this
property enables messages to be delivered to a secured
message broker channel.

If Publish As is not specified, messages are published
as Anonymous.

Content Filtering

Filtering the messages in a queue based on message contents requires a custom content filter class
that extends the com.bea.wli.mbconnector.mgseries.AbstractContentFilter class.

Listing 5-1 Content Filter

package com.bea.wli.mgseries.eventgen.contentfilter;

import com.bea.wli.mbconnector.mgseries.AbstractContentFilter;

public class ContentFilter extends AbstractContentFilter

public ContentFilter ()
{
}

public boolean matchContent (byte abytel])

{
/*This function always returns true, ensuring that all
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messages generate the event. However the user should
put in his content filtering logic based on the
contents of the message here. The abyte[] byte array
parameter to this function is the byte array
representation of the message. Return true if the
message should generate an event, otherwise return
falsex/

return true;

The parameter to this function is the byte array representing the message retrieved from the queue
by the event generator. You can create content filtering logic by performing required checks on
the contents of the message represented by the byte array. Return a Boolean value of True from
the function if the message should generate an event. Otherwise return a Boolean value of False.

Once it is defined, the class implementing the content filtering logic should be bundled in a jar
file and included in the WebLogic CLASSPATH.

1.

Extract the mgegEjbUtil.jar from the WL HOME\integration\egs\mgEG.ear file and
include it in the CLASSPATH variable of the environment where the custom content filter class
will be developed.

Create the class by extending
com.bea.wli.mbconnector.mgseries.AbstractContentFilter

Note: This class is present in the mgegEjbUtil.jar file that you extracted in step 1.
Write the Code for the Content Filter Class. Listing 5-1 provides an example.
Compile the custom content filter class.

Extract the AbstractContentFilter class from the mgegEjbUtil.jar and store in a
directory in your file system by maintaining the package structure.

Create a JAR, for example, mycontentfilter.jar, which contains the
com.bea.wli.mbconnector.mgseries.AbstractContentFilter class and the custom
content filter class compiled in step 4.

Include this JAR file in the cLASSPATH variable in the WebLogic Start Server script.

Start the WebLogic Server.
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9. When you create the channel rule for the event generator, specify the fully qualified class
name of the content filter. For example,

com.bea.wli.mgseries.eventgen.ContentFilter.

Related Topics

e “Creating and Deploying Event Generators” on page 5-13

e “Viewing and Updating Event Generator Channel Rules” on page 5-47

Defining Channel Rules for an HTTP Event Generator

The HTTP Generator Channel Rule Definition page allows you to define the properties for the
channel rule.

Figure 5-9 HTTP Generator Channel Rule Definition

=Y a8
= HTTP Generator Channel Rule Definition
Use this page to define a new channel rule.

Channel Name

ustomerinsertEvent (xml)

The Channel Mame
Description Description of my channel rule

Publish As I vl
Reset Cancel

Description of the channel.

Select a user to impersonate.

The following table summarizes the available settings:

Table 5-9 Elements of HTTP Event Generator page

Setting

Description Required/
Optional
From the Channel Name The name of the Message Broker channel to which Required
drop-down list, selecta Message HTTP events are published.

Broker channel.
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Tahle 5-9 Elements of HTTP Event Generator page

Setting Description Required/
Optional

In the Description field, entera A user-friendly description of the channel rule. Optional

description of the channel rule.

From the Publish As drop-down  The Publish As property allows the event generatorto ~ Optional

list, select a user name. publish its messages as a specific user. Setting this
property enables messages to be delivered to a secured
message broker channel.

If Publish As is not specified, messages are published
as Anonymous.

Related Topics

e “Creating and Deploying Event Generators” on page 5-13

e “Viewing and Updating Event Generator Channel Rules” on page 5-47

Defining Channel Rules for a RDBMS Event Generator

The RDBMS Event Generator Channel Rule Definition page allows you to define the

properties for the channel rule.

Using the WebLogic Integration Administration Console 5-39



Event Generators

Figure 5-10 RDBMS EG Channel rule Definition

Eaj RDBMS Event Generator Channel Rule Definition

Use this page to define a new Channel Rule.

Channel Name
Description

Event Name

Polling Interval
Datasource JNDI Name

Max Rows Per Poll
Max Rows Per Event
Publish As

EYENT TYPE

Trigger

Tahle Mame

Mo of Threads

QLEry

Paost Query

|fTutoriaIF'reﬁxfTutoriaIfStopQuote (string) V|

[«1[»

|

[

|days|D V|h0urs|DD V|mins|D1 V|secs

nsert W

<

Select Table Columns to publish

| Subrnit | | Reset | | Cancel |

Figure 5-11 RDBMS Event Generator Channel Rule Definition

Table 5-10 summarizes the available settings:
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Table 5-10 Elements of RDBMS Event Generator Channel Rule Definition page

Setting Description Required/
Optional

From the Channel Name The name of the Message Broker channel to which Required
drop-down list, select a messages matching the configuration criteria are
Message Broker channel. published. If you are publishing to an XML or string

channel, then an XML schema ( . xsd) file will be created

in the WebLogic domain folder under a directory with the

same name as the channel rule definition. You can use

this .XSD for validations.

If you select a RawData channel type from the Channel

Name drop-down list, the event generator publishes a

serialized

weblogic.jdbc.rowset.WLCachedRowSet

containing the database rows that were polled/processed.
In the Description field, enter A user-friendly description of the channel rule. Optional
a description of the channel
rule.
Inthe Event Name field, enter  Identifies a unique event name across channels and across ~ Required
a unique event name. RDBMS Event Generators.
Specify the Polling Interval  Specifies how often the Database is polled. Enter the Required
indays, hours, minutes, and/or number of days (if the interval is greater than one day) in
seconds. the days field, and select the number of hours, minutes,

and/or seconds from the drop-down lists provided.
From the Datasource JNDI Identifies the jndi name of the data source connection for  Required
Name drop-down list, selecta  the database. The list is populated based on the data
jndi name. sources configured in the Weblogic Server where the

event generator is running.

For more information on configuring data sources, see the

RDBMS Event Generator User Guide.
In the Max Rows Per Poll Specifies the number of records to be retrieved by each ~ Required

field, enter the number of
records to be retrieved by each
thread in each polling cycle.

thread in each polling cycle. This number must be a valid
integer greater than 1 and less than 10,000.

Note: The default valueis 1. Please change this value to

a value that suits your requirements.
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Table 5-10 Elements of RDBMS Event Generator Channel Rule Definition page

In the Max Rows Per Event  For example, if there are 10 records of interest and the Required
field, enter the number of Maximum Rows Per Event is 3, there will be 3 events
records that will be part of the ~ with 3 records each, and an event with the remaining
payload of a single event. record. If there are 2 records of interest and the
Maximum Rows Per Event is 3, there will still be an
event with 2 records.
Event Type Selection: A Trigger event notifies an Insert, Update, or Delete Required
Select the required event type; event occurring in a database table.
Trigger or Query/Post Query/Post Query notifies records of interest based on a
Query. select query given on a database table and executes the
SQL specified in the Post Query for each event posted.
Select a user name from the The Publish As property enables the event generator to ~ Optional
Publish As drop-down list. publish its messages as a specific user. Setting this
property allows messages to be delivered to a secured
message broker channel.
If Publish As is not specified, messages are published as
Anonymous.
For a Trigger Event
From the Trigger drop-down  Specifies that an Insert, Update, or Delete event has Required
list, select Insert, Delete, or occurred in a database table using the trigger mechanism. (Defaultis
Update. . ) ) ) Insert)
Note: While creating Trigger Type Events, the Login
ID/Password supplied for the data source must
have permission to CREATE/DROP Tables,
Triggers, and Sequences (Sequence for Oracle
only).
In the Table Name field, enter  Enter the name of the database table. Use the Required

the database table name on
which the trigger event will be
defined.

corresponding syntax for the following databases:
Oracle: SCHEMA. TABLENAME

DB2 UDB: SCHEMA.TABLENAME

Informix Dynamic Server: Catalog.Schema.Table
SQL Server: Catalog.Schema.Table

Sybase Adaptive: Catalog.Schema.Table

Note: Click the Table Name link to view the schemas
and table names. Check the radio button next to the table
name you require and click Submit to select the table.
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Table 5-10 Elements of RDBMS Event Generator Channel Rule Definition page

Select Table Columns to
publish

Click this link to browse the columns of the database table ~ Optional
entered in the Table Name field. Select the desired

columns by checking the check box beside the desired

column. Click Select Columns to choose the checked

columns.

Only those columns of the row you select are published
when an Event occurs. For example, when 2 of 4 columns
are selected for an Update Event, this does NOT mean
that the Event is going to listen for updates on those 2
columns alone. The two are not connected. When a
Trigger Type Event is configured, it is for an entire Row.
An Event will be fired even if only 1 column is chosen
and even if it is not one of the updated columns. For
Delete and Insert Trigger Events, the selected columns
of the Inserted/Deleted row will be published.

If you select Update Event, every column chosen will get
published along with a similar column with “OLD_” as
the prefix. The “OLD_” column will contain the column
value before the update occurred.

If no columns are selected, all the columns in the table
will be published.

In the No of Threads field,
enter the number of
processing threads.

Specifies the number of event generator processing Required
threads. If the number entered is greater than 1, then the

events may not be delivered in the same order as they

were in the database. The greater the number of threads,

the better the concurrency, as with any concurrent system,

order is sacrificed for higher throughput.

The maximum number of rows and maximum number of
events specified above are related to the number of
processing threads. The maximum number of rows per
poll is equal to the maximum number of rows per event
multiplied by the maximum number of threads.

For a Query/Post Query event type
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Table 5-10 Elements of RDBMS Event Generator Channel Rule Definition page

In the first text area, specify
the SQL Query.

This SQL Query is executed and returns records of
interest. The Query must be a Select Query. The Query is
not validated for correctness.

For example, SELECT FIRST_NAME, LAST _NAME,
EMPLOYEE_ID FROM RDBMS_USER.EMP_TBL
WHERE STATUS = ‘Intern’.

Required

In the Post Query text area,
specify the Post Query.

Specifies a Post Query that will be executed for every
row returned by the SQL Query above. You must enter
the exact names of the columns and the @ prefix to
provide runtime values. Post Query is not validated for
correctness.

For example, DELETE FROM
RDBMS_USER.EMP_TBL WHERE FIRST NAME =
@FIRST_NAME.

“SELECT *” will not work if the Post Query refers to a
column in the Query. The selected columns must be listed
individually. All SQL statements must use fully qualified
table names.

The Post Query is only executed if the Query specified
in the SQL Query field returns a ResultSet and if it
contains one or more rows.

If you leave the Post Query field empty and enter a
SELECT query in the SQL Query ficld, the selected row
is deleted after it gets published. If no-op, meaning “No
Operation”, is specified in the Post Query field, the
selected rows are not deleted automatically. If you do not
want to specify a Post Query and also do not want the
selected rows to be deleted automatically, then you must
enter no-op in the Post Query field. Also,
automatic-delete only works if a SELECT query
refers to a single Table (SELECT DEPT. NAME,
EMP.ADDRESS FROM DEPT., EMP WHERE
DEPT.NAME = EMP NAME refers multiple tables).
Automatic delete does not work for DB2 and
Informix.

Optional

Related Topics

e “Creating and Deploying Event Generators” on page 5-13
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e “Viewing and Updating Event Generator Channel Rules” on page 5-47

Listing and Locating Event Generators

The View All page displays the following information for each configured event generator:

Figure 5-12 View All File EG Page

Eﬁj View All File Event Generators View Al j

This page displays a list of file event generators. To view or edit details about
the event generator, click the generatar name. To add an event generator,

click Create New.

n MName

[T |File-DefaultEventGeneratar | 4 7 1 Running

[T | MyFileEG 1 0 ] Running

Note: The status column is not included for RDBMS event generators.

Table 5-11 Elements of View All File Event Generators page

Property Description

Name Name assigned to the event generator. This is a link to the Event
Generator Definition page.

Channel Count The number of channel rules defined for the generator.

Files Read (File) Number of items read by the event generator since the read counter

Emails Read (Email) was last reset or the server was last restarted.

Messages Read (JMS, Timer, . .

MQ, RDBMS, and HTTP) Note: Suspending and resuming an event generator also resets the
counters.

Last Reset Time Time the read counter was last reset.

Error Count Number of errors since the error counter was last reset or the server

was last restarted. The number is the total across all channel rules (an
error directory is configured for each channel rule).
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Tahle 5-11 Elements of View All File Event Generators page

Property Description
Error Reset Time Time the error counter was last reset.
Status Status of the event generator (running or suspended).

Note: The status for the RDBMS event generator is displayed on
the RDBMS Event Generator Definition page.

. From the home page, select the Event Generator module.
. From the left panel, select the type of event generator (File, Email, JMS, or Timer).

. To locate a specific event generator, do one of the following:

— Filter by generator name. Enter the search target (use 2 to match any single character or
* to match zero or more characters.), then click Search. The generators matching the
search criteria are displayed.

— Resort the list. Ascending s and descending ... arrow buttons indicate sortable
columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next , previous
4, first |4, or last Bl page.

. From the home page, select the Event Generator module.
. From the left panel, select the type of event generator (HTTP, MQ Series or RDBMS).

. To locate a specific event generator, do one of the following:

— Filter by generator name. Enter the search target (use ? to match any single character or
* to match zero or more characters.), then click Search. The generators matching the
search criteria are displayed.

Related Topics

e “Viewing and Updating Event Generator Channel Rules” on page 5-47
e “Suspending and Resuming Event Generators” on page 5-48

e “Deleting Event Generators” on page 5-50
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Viewing and Updating Event Generator Channel Rules

The Event Generator Definition page allows you to view and update the channel rules. For a
JMS event generator, you can also update the default rule channel.

1. Locate the event generator. See “Listing and Locating Event Generators” on page 5-45.
2. Click the event generator name to display the Event Generator Definition page.
3. Click Edit Generator Details.

The JMS Event Generator Details page is displayed.

Figure 5-13 JMS EG Details

Eﬁj JMS Event Generator Details

Use this page to edit the default channel rule for 2 JMS Event Generator.

Default Rule Channel |fdr1fxmlfstaticfsoap {zeml) j

Subrmit Reset Cancel

4. Select a new channel from the Default Rule Channel drop-down list.

5. Click Submit to update.

6. Locate the event generator. See “Listing and Locating Event Generators” on page 5-45.
7. Click the event generator name to display the Event Generator Definition page.

8. Do one of the following to display the Generator Channel Rule Definition page:
— To add a channel rule, click Define a New Channel Rule.

— To update existing rules, click the value applicable to the generator type (see the
following list), and then click Edit Channel Rule.

Timer—Effective time
File—Channel Directory
Email—Hostname
JMS—Property Name
MQ—Polling Interval
HTTP—Channel Name
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Note: You cannot update the channel rules for a RDBMS event generator. You must
delete the channel and create a new one.

9. Set the properties as required. For a description of the available properties, see the topic

applicable to the event generator you are creating:
“Defining Channel Rules for a File Event Generator” on page 5-18.
“Defining Channel Rules for an Email Event Generator” on page 5-23.
“Defining Channel Rules for a JMS Event Generator” on page 5-26.
“Defining Channel Rules for a Timer Event Generator” on page 5-28.
“Defining Channel Rules for an MQ Event Generator” on page 5-32.
“Defining Channel Rules for an HTTP Event Generator” on page 5-38.

10. Click Submit to add or update the channel rule.
11. Click the check box to the left of the channel rules to be deleted.
12. Click Delete.

A confirmation dialog box is displayed.

13. Click OK to confirm.
The selected channel rules are deleted.
Note: Not available for all event generator types.

Click the up or down arrow & button to move entries up or down the list. Changes in list order
take effect immediately.

Suspending and Resuming Event Generators

5-48

You can suspend or resume an event generator from the View All page. Suspending a generator
undeploys the Event Generator. On resuming the generator it is deployed.

Note: The messages read and error counts are stored in memory only; the counts are not stored
to disk or other persistent store. Therefore, when you suspend and resume an event
generator, the messages read and error counts are reset to zero.

Note: If you attempt to resume a generator that is already running, or suspend a generator that
is already suspended, the command is ignored.
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Note: When an event generator is suspended before a server restart, it automatically switches
to Running mode on restart. This functionality is uniform across all event generators.
1. Locate the event generators to be suspended. See “Listing and Locating Event Generators” on
page 5-45.
2. Click the check box to the left of the event generators you want to select.
3. Click Suspend.
The selected generators are suspended.
Note: For all event generators, when an event generator is suspended, the counter resets to
0. However, when you suspend a RDBMS event generator, the event generator resets
to 0 AND the message changes to “Last-Reset-Time”.
4. Locate the event generators to be resumed. See “Listing and Locating Event Generators” on
page 5-45.
5. Click the check box to the left of the event generators you want to select.
6. Click Resume.

The selected generators are resumed.

Resetting the Counters

You can reset the read and error counters from the View All page.

1.

Locate the event generators to be reset. See “Listing and Locating Event Generators” on
page 5-45.

Click the check box to the left of the event generators you want to select.
Do one of the following:
— On the View All File Event Generators page, click Reset File Count.
— On the View All Email Event Generators page, click Reset Email Count.

— On the View All EGType Event Generators (where EGType is IMS, Timer, MQ
Series, HTTP, or RDBMS), click Reset the Message Count.

Locate the event generators to be reset. See “Listing and Locating Event Generators” on
page 5-45.

. Click the check box to the left of the event generators you want to select.
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6.

Click Reset Error Count.

Deleting Channel Rules

You can delete any channel rules from the Event Generator Definition page.

1.
2.

Locate the event generator. See “Listing and Locating Event Generators” on page 5-45.
Click the event generator name to display the Event Generator Definition page.
Click the check box to the left of the channel rules to be deleted.

Click Delete Selected Channel Rules.

The selected channel rules are deleted.

Note:  You cannot delete a RDBMS event generator channel rule if a transaction is inserting rows into
the User Table on which the event in question has been configured. You must wait for the
transaction to complete before deleting the channel rule.

Deleting Event Generators

You can delete an event generator from the View All page.

1.

Locate the event generators to be deleted. See “Listing and Locating Event Generators” on
page 5-45.

Click the check box to the left of the event generators you want to delete.

Click Delete.

The selected generators are deleted.

Overview of TibcoRV Event Generator

TIBCO Rendezvous (TIBCORYV) Event Generator is one of the WebLogic IntegrationTM event
generators that you can create from the WebLogic Integration Administration Console. The
TIBCORYV event generator listens for messages on a subject and raises events to the message
broker on receiving the desired message. Figure 5-14 shows the TibcoRV Event Generator page.

5-50

For more information about this event generator and other WebLogic Integration updates, see
www.e-docs.bea.com/wli/docs92/index.html.
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Overview of TibcoRV Event Generator

Figure 5-14 Tibco Event Generators

Mame Channel Count Messages Read Last Reset Time Error Count Error Reset Time Stah
AUOEG TibooES sub2 1 u} il Finr
AUtoEG TibooES subl 1 u} il Ruinr
AUOEG TibcoES subRetain 1 u} il Finr
AUtOEG TibooES sub22 1 u} il Ruinr
AUOEG TibcoES sub? 1 u} il Finr
AUtoEG TibooES sub3 1 u} il Ruinr
AUtDES TibcoEG subb 1 0 0 Susp
AUtoEG TibcoEG subS 1 0 0 Suisg
AUtDES TibcoEG subPersist 1 0 0 Susp
AUtoEG TibooES subll 1 u} il Ruinr
AUOEG TibooES sub20 1 u} il Finr
| Suspend | | Resume | | Delete | | Reset Message Count | | Reset Error Count
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This section provides the information you need to use the Application Integration module of the
WebLogic Integration Administration Console to:

The Application Integration module allows you to manage application views and adapter
instances. For each application view, you can:

e View and reset event and service statistics.

e View adapter instances used by an application view.
e Set environment variables and security policies.

e Change event and service connections.

e Change auto suspend settings.

e Suspend an application view or resume a previously suspended application view.

For each adapter instance, you can:
e View event and service statistics.
e View application views that depend on an adapter instance.
e Manage principal mappings between WebLogic Server usernames and EIS usernames.
e Change auto suspend settings.

e Suspend, resume, and redeploy an adapter instance and all application views that depend
on it.
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Note: You must be logged in as a member of the Administrators, IntegrationAdministrators, or
IntegrationOperators group to make changes to application views and adapter instances.
See About WebLogic Integration Users, Groups, Roles, and Security Policies in User
Management in the Worklist Console Online Help.

The following topics are provided:
e About Application Integration Monitoring and Configuration
e Overview of the Application Integration Module
e Listing and Locating Application Views
e Listing and Locating Adapter Instances
e Viewing Application View Instance Statistics
e Viewing Adapter Instance Statistics
e Viewing Connection Factory Pool Statistics for a Service Connection
e Viewing Dependent Application Views for an Adapter Instance
e Viewing and Changing Application View Details
e Viewing and Changing Adapter Instance Details
e Viewing and Changing Event Connection Properties
e Viewing and Changing Service Connection Properties
e Viewing and Changing Connection Pool Size Parameters
e Viewing and Changing Application View Auto Suspend Settings
e Viewing and Changing Adapter Instance Auto Suspend Settings
e Viewing and Changing Environment Variable Values for an Application View
e Viewing and Changing WebLogic Server to EIS Principal Mappings
e Changing Event Connections for an Application View
e Changing Service Connections for an Application View
e Changing Event Generation Targets
e Enabling or Disabling Container-Managed Sign-On

e Updating Security Policies
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About Application Integration Monitoring and Configuration

e Suspending or Resuming an Application View or Adapter Instance
e Redeploying an Adapter Instance

e Resetting the Counters

About Application Integration Monitoring and
Configuration

Within WebLogic Integration, adapters, application views and controls are used to expose
enterprise resources by providing various levels of abstraction. Adapters provide the detailed
low-level APIs required to interact with an enterprise resource (for example, SAP, PeopleSoft, or
Siebel). Application views provide the intermediate layer between a control and an adapter. An
application view provides the control with an XML interface into the adapter, as well as basic
management capabilities to suspend and resume application view connections. Adapters can be
configured to provide event connections for event delivery, service connections for service
invocations, or both.

Note: To learn more about WebLogic Integration applications, application views, adapters,
events, and services, see Introducing Application Integration, which is available at the
following URL:

http://edocs.bea.com/wli/docs92/aiover/index.html

The Application Integration module of the WebLogic Integration Administration Console
enables you to monitor the status of application views and adapters, configure many of their
properties, and suspend or restart (resume or redeploy) them, as necessary.

The following sections provide background information related to application integration
administration:

Monitoring Application Views and Adapter Instances

You can observe the health of your WebLogic Integration application by viewing the status of its
application views and adapters. If you need more than summary information, you can drill down
to detailed statistics for an individual application view or adapter instance.

To learn more about viewing the status of a WebLogic Integration application, see the following
topics:
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e Viewing Application View Instance Statistics
e Viewing Adapter Instance Statistics

e Resetting the Counters

The following sections provide important information about the statistics displayed:
e Statistics are Reset when MBeans are Recreated

e Statistics for Application Views and Adapters in Testing are Included
Statistics are Reset when MBeans are Recreated

It is important to understand that the statistics displayed do not persist across application view or
adapter redeployment. The application integration statistics displayed in the WebLogic
Integration Administration Console are derived from the
com.bea.wlai.management.runtime.AppViewSummaryMBean and the
com.bea.wlai.management.runtime.AdapterSummaryMBean MBeans. For performance
reasons, these MBeans store the statistics in memory only; the statistics are not stored to disk or
other persistent store. Therefore, any time these MBeans are destroyed, the statistics they contain
are lost.

For example, if the application containing an application view is redeployed, all the MBeans for
the application view are destroyed and recreated, and the application view statistics are reset to
zero. When the statistics page for the redeployed application view is refreshed, the counts are all
reset to zero. Similarly, when adapter instances are redeployed the adapter instance statistics are
reset to zero.

In a single server environment, restarting a managed server also resets the application view and
adapter statistics to zero.

In the case of a cluster, restarting a managed server can cause confusing counts to be displayed
in the WebLogic Integration Administration console. This is because the counts displayed are an
aggregate value across all nodes in the cluster. When a single managed server is rebooted, only
those MBeans that reside on that managed server are destroyed and recreated. Thus, only the
portion of the total statistics represented by the rebooted managed server are lost.

Statistics for Application Views and Adapters in Testing are Included

WebLogic Integration Administration Console includes statistics for application views and

adapter instances being tested from the WebLogic Integration — Application Integration Design
Console. To monitor production statistics only, you should make sure that no application views
or adapter instances are in the process of being tested. To assist in distinguishing, the names of
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About Application Integration Monitoring and Configuration

application views and adapter instances in the Testing state are preceded by underscore characters
(for example, __myapplicati onview).

For information about testing application views and adapter instances, see “Defining an
Application View” in Using the Application Integration Design Console, which is available at
the following URL:

http://edocs.bea.com/wli/docs92/aiuser/2usrdef.html

Reconfiguring Application Views and Adapter Instances

Changes in your system environment may require you to update the configuration of application
views and adapter instances. You can fine-tune your application’s performance by changing its
connection pool or auto suspend settings, or you can make major changes to the application by
changing adapter instances, event connections, or service connections. In the case of system
failures, you can change adapter instances or event targets to respond to EIS outages or the failure
of a managed server in a WebLogic Server cluster.

To learn more about reconfiguring application view and adapter instance properties, see the
following topics:

e Viewing Dependent Application Views for an Adapter Instance

e Viewing and Changing Adapter Instance Details

e Viewing and Changing Event Connection Properties

e Viewing and Changing Service Connection Properties

e Viewing and Changing Connection Pool Size Parameters

e Viewing and Changing Application View Auto Suspend Settings

e Viewing and Changing Adapter Instance Auto Suspend Settings

e Viewing and Changing Environment Variable Values for an Application View
e Viewing and Changing WebLogic Server to EIS Principal Mappings

e Changing Event Connections for an Application View

e Changing Service Connections for an Application View

e Enabling or Disabling Container-Managed Sign-On
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Suspending, Resuming, and Redeploying Application Views
and Adapter Instances

Most of the changes you can make to application views are applied dynamically without causing
an interruption in event delivery or service response. However, some changes require you to
redeploy an adapter or application view in order for the changes to take effect:

e If you edit properties of event or service connections for an adapter instance, you must
redeploy that adapter instance.

e If you select a new event connection or service connection, you must redeploy the
application view.

o If you change the setting for container-managed sign-on, you must redeploy the application
view.

e If you change the values of environment variables, you may have to redeploy the adapter
instance or the application view that uses them—depending on the design of the adapter.

Note: Because redeploying an adapter instance or application view causes a significant
interruption in event delivery and service response, you should make these changes in a
pre-production environment. In a production environment, you should redeploy only in
emergency situations or when you know client usage is halted.

For routine system maintenance, you can suspend or resume an application view or adapter
instance.

Note: When an application view service is invoked, if the adapter instance is suspended, the
application is forced into the suspended state. Specifically:

e When a synchronous service is invoked, a check is performed to see if the adapter
is suspended. If the adapter instance is suspended, an
ApplicationViewSuspendedException is thrown, and the application view is
suspended.

e When an asynchronous service is invoked, if the adapter is suspended, the
asynchronous processor puts the request back on the request queue and the
application view is forced into the suspended state. The suspended application
view allows new asynchronous services to be invoked, but does not process them
or return a response until the application view and the adapter instance are
resumed.

Using the WebLogic Integration Administration Console



Overview of the Application Integration Module

To learn more about suspending, resuming, and redeploying application views and adapter
instances, see the following topics:

e Suspending or Resuming an Application View or Adapter Instance

e Redeploying an Adapter Instance

Managing Application Integration Security

You can specify a list of roles that are allowed to execute services and subscribe for events on an
application view. See About WebLogic Integration Users, Groups, Roles, and Security Policies
in User Management in the Worklist Console Online Help. If you enable container-managed
sign-on, you can also provide a map of WebLogic Server usernames to EIS usernames and
password to use principals for obtaining service connections.

To learn more about managing security for application views and adapter instances, see the
following topics:

e Updating Security Policies
e Enabling or Disabling Container-Managed Sign-On

e Viewing and Changing WebLogic Server to EIS Principal Mappings

Overview of the Application Integration Module

Table 6-1 lists the pages you can access from the Application Integration module. The tasks and
help topics associated with each are provided:

Table 6-1 Elements of Application Integration Module

Page Associated Tasks Help Topics

Application View Management
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Application Integration

Tahle 6-1 Elements of Application Integration Module (Continued)

Page

Associated Tasks

Help Topics

Application
View Summary

View a list of application views. Application view 1D,
state, service count, error count, service average elapsed
time, event count, and associated adapter type are
displayed.

Filter the list by application view ID. Use ? to match any
single character or * to match zero or more characters.

“Listing and Locating
Application Views” on
page 6-13

Access the Application View Details page for a selected
application view.

“Viewing and
Changing Application
View Details” on
page 6-24

Reset event counts and service counts.

“Resetting the
Counters” on
page 6-55

Application
View Details

View application view properties, including properties of
its events and services.

“Viewing and
Changing Application
View Details” on
page 6-24

Suspend or resume the application view.

“Suspending or
Resuming an
Application View or
Adapter Instance” on
page 6-53

Access one of the following pages to view or update
settings:

Application View Container Managed Sign-On Settings
Application View Auto Suspend Settings

Application View Instance Summary

Application View Environment Variables

Application View Security

Application View Event Connection

Application View Service Connection

Access the Adapter Instance Details page for an
application view’s adapter.

“Viewing and
Changing Adapter
Instance Details” on
page 6-29
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Tahle 6-1 Elements of Application Integration Module (Continued)

Page Associated Tasks Help Topics
Application Enable or disable container-managed sign-on. “Enabling or Disabling
View Container- Container-Managed
Managed Sign-On” on page 6-48
Sign-on Settings

Application View and set auto suspend properties. Enable or disable ~ “Viewing and

View Auto auto suspend. Change auto suspend timeout, or suspended ~ Changing Application

Suspend Settings

request retry interval.

View Auto Suspend
Settings” on page 6-37

Application For each event type, view a count of events and errors, “Viewing Application
View Instance events per second, and suspended events. View Instance
Summary Statistics” on
For each service type, view a count of synchronous and  page 6-16
asynchronous services, errors, and suspended services,
average clapsed time, and average request wait time (for
asynchronous services).
View last event count reset time and last service count
reset time.
Reset event counts and service counts. “Resetting the
Counters” on
page 6-55
Application View the default and current values for each environment  “Viewing and
View variable defined in the application view. Set or update the =~ Changing Environment
Environment current value. Variable Values for an
Variables Application View” on
page 6-40
Application View and change the list of roles authorized to execute “Updating Security
View Security services and subscribe for events on an application view. Policies” on page 6-50
Application View and change the adapter used by the events for an “Changing Event
View Event application view. Connections for an
Connection Application View” on

page 6-44
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Tahle 6-1 Elements of Application Integration Module (Continued)

Page

Associated Tasks

Help Topics

Application
View Service
Connection

View and change the adapter used by the services for an
application view.

“Changing Service
Connections for an
Application View” on
page 6-44

Adapter Instance Management

Adapter Instance
Summary

View a list of all adapter instances. Adapter instance ID,
status, event count, event error count, last event delivery
time, and adapter type are displayed.

Filter the list by adapter instance ID. Use 2 to match any
single character or * to match zero or more characters.

Access the Adapter Instance Details page for a selected
adapter instance.

“Viewing Adapter
Instance Statistics” on
page 6-19

Adapter Instance
Details

View adapter instance information, including name, 1D,
application name, description, state, cause of current
state, auto suspend state (enabled or disabled), auto
suspend timeout, and whether or not events connections
are enabled.

“Viewing and
Changing Adapter
Instance Details” on
page 6-29

Suspend or resume the adapter instance.

“Suspending or
Resuming an
Application View or
Adapter Instance” on
page 6-53

Redeploy the adapter instance to activate changes.

“Redeploying an
Adapter Instance” on
page 6-54

Access one of the following pages to view additional
information about an adapter instance:

Adapter Instance Statistics

Dependent Application Views

Access one of the following pages to update settings:
Adapter Instance Auto Suspend Settings

Adapter Instance Event Connection

Adapter Instance Service Connection

6-10
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Tahle 6-1 Elements of Application Integration Module (Continued)

Page

Associated Tasks

Help Topics

Adapter Instance

View event and service statistics for an adapter instance.

“Viewing Adapter

Statistics Instance Statistics” on
page 6-19

Dependent View a list of all application views that depend on an “Viewing Dependent

Application adapter instance. Application Views for

Views of Adapter an Adapter Instance”

Instances on page 6-23

Adapter Instance
Auto Suspend
Settings

Enable or disable auto suspend for the adapter instance.
Reset the auto suspend timeout.

“Viewing and
Changing Adapter
Instance Auto Suspend
Settings” on page 6-39

Adapter Instance
Event
Connection

View and change event properties for an adapter’s event

“Viewing and

connection. Changing Event
Connection Properties”
on page 6-33

Set event generation targets. “Changing Event

Generation Targets” on
page 6-45

Adapter Instance
Service
Connection

View a list of connection factories available to handle
service invocations.

Access the Adapter Instance Service Connection Details
page to view properties for a service connection.

“Viewing and
Changing Service
Connection Properties”
on page 6-34
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Tahle 6-1 Elements of Application Integration Module (Continued)

Page

Associated Tasks

Help Topics

Adapter Instance
Service
Connection
Details

View service connection properties, including the list of
roles authorized to obtain connections from the
connection pool. Access the Edit Adapter Instance
Service Connection Details to update properties.

“Viewing and
Changing Service
Connection Properties’
on page 6-34

s

View connection pool settings for a connection factory.

“Viewing and
Changing Connection
Pool Size Parameters”
on page 6-35

Access WLS to EIS Principal Mapping page.

“Viewing and
Changing WebLogic
Server to EIS Principal
Mappings” on

page 6-42

Edit Adapter
Instance Service
Connection
Details

Update service properties.

“Viewing and
Changing Service
Connection Properties’
on page 6-34

)

Update connection pool settings for a connection factory.

“Viewing and
Changing Connection
Pool Size Parameters”
on page 6-35

Update the list of roles authorized to obtain connections
from the connection pool.

“Updating Security
Policies” on page 6-50

6-12
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Tahle 6-1 Elements of Application Integration Module (Continued)

Page Associated Tasks Help Topics
WLS to EIS View the WebLogic Server usernames mapped to EIS “Viewing and
Principal usernames. Changing WebLogic
Mapping Server to EIS Principal
Delete entries from the list. Mappings” on
page 6-42

Access the WLS to EIS Principal Mapping Detail page to
add or update a mapping between a WebLogic Server
username and an EIS username.

WLS to EIS Add or update a mapping between a WebLogic Server
Principal username and an EIS username.
Mapping Detail

“Viewing and
Changing WebLogic
Server to EIS Principal
Mappings” on

page 6-42

Listing and Locating Application Views

The Application View Summary page displays the following information for each application
view. For a more detailed description of the properties, see “Viewing and Changing Application

View Details” on page 6-24.
Figure 6-1 Application View Summary Page

% Application View Summary

This page displays deploved application views. To view or edit details about an application view, click the AppWiew ID.

L

AppWiew ID % State Service Count Error Count Swe Avg Elap (msec) Ev
sampledpp FunctionDemo CustomerMgmt Deployed i} 1] i} i}
sampledpp InsertBasedEvents Deploved i} i] u] u]

| Reset Event Count | | Reset Serice Count
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Tahle 6-2 Elements of Application View Summary page

Property Description
AppView ID Application View ID. This is a link to the Application View Details page. See
“Viewing and Changing Application View Details” on page 6-24.
Note: Names of application views in the Testing state are preceded by
underscore characters.
State The current deployment state of the application view (Deployed, Undeployed,

Deploying, Undeploying, Deploy Failed, Suspending, Suspended, Resuming,
Testing).

Service Count

Number of service invocations since the service counter was last reset.

Error Count Number of service errors since the service counter was last reset plus the number
of event delivery errors since the event counter was last reset.

Svc Avg Elap Service Average Elapsed Time (milliseconds). Average elapsed time in

(msec) milliseconds for service invocations. This number averages elapsed time for both
synchronous and asynchronous services. For asynchronous services, elapsed time
includes only time spent communicating with the adapter and excludes time spent
waiting on the asynchronous request queue.

Event Count Number of events delivered since the event counter was last reset.

Associated Adapter Name of adapter used by the application view.

Type

1. From the home page, select the Application Integration module.

2. In the left panel, click Application Views.

3. To locate a specific application view, do one of the following:

— Resort the list. Ascending ¢ and descending .. arrow buttons indicate sortable

columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by

selecting the page number or by using the arrow buttons to go to the next F, previous
4, first |4, or last Bl page.
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Listing and Locating Adapter Instances

The Adapter Instance Summary page displays the following information for each adapter
instance. For a more detailed description of the properties, see “Viewing and Changing Adapter
Instance Details” on page 6-29.

Figure 6-2 Adapter Instance Summary Page

% Adapter Instance Summary [“iew Al |

This page displavs deploved adapter instances. | |

D % Status Evenk Count Event Error Count Last Event Delivery Time Adapter Typ
sarmplefpp FunckionDerio CusktormetMarnt  Default Deployed i} i] Mever BEA_'WL5_D
sampledpn InsertBasedEvents  Defaulk Deployed 1] 1] Mever BEA_WL5_D

Table 6-3 Elements of Adapter Instance Summary page

Property Description

ID Adapter ID. This is a link to the Adapter Instance Details page. See “Viewing
and Changing Adapter Instance Details” on page 6-29.

Note: Names of adapter instances in the Testing state are preceded by four
underscore characters.

Status The current status of the adapter instance (Deployed, Undeployed, Deploying,
Undeploying, Deploy Failed, Suspending, Suspended, Resuming, Testing).

Event Count Number of events delivered since the event counter was last reset.

Event Error Count ~ Number of event delivery errors since the event counter was last reset.

LastEvent Delivery ~ System time at which the most recent event was delivered.
Time

Adapter Type Name of adapter type for the adapter instance.

1. From the home page, select the Application Integration module.

2. In the left panel, click Adapter Instances.
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3. To locate a specific adapter instance, do one of the following:

— Resort the list. Ascending & and descending ¢, arrow buttons indicate sortable
columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by

selecting the page number or by using the arrow buttons to go to the next F, previous
4, first |4, or last Bl page.

Viewing Application View Instance Statistics

6-16

The Application View Instance Summary page displays the following information for all
instances of an application view type, and shows the last time the counters were reset (see
“Resetting the Counters” on page 6-55). To learn more about what is included in the counts, see
“The following sections provide important information about the statistics displayed:” on

page 6-4.

Figure 6-3 Application View Instance Summary

Application View Details

This page displays details about this application view,

MAIN DETAILS

Mame CustomerMagrik

Description This Applicationyiew provides some simple services to create/getfupdate customers in the sample CUSTOM
State Deploved

Cause of Current State -

Container Managed Sign-0On Enabled false Change Settings...

Auto Suspend Enabled true Change Settings...

Show Statistics Set Environment Varisbles Set Security Policy

Suspend Application View

EYENTS
Adapter Instance sampledpp FunctionDemo CustormerMamt  Defaulk
Change Event Connection...
Ewvent Mame Description
CustomerUpdated Indicates a customer record has been updated,
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Table 6-4 Elements of Application View Instance Statistics

Property

Description

Event Statistics

Event Name

Name of each event defined for the application view instance.

Event Count

Number of events delivered since the event counter was last reset.

Event Error Count

Number of event errors since the event counter was last reset.

Event Rate (events
per second)

Number of events delivered per second since the event counter was last reset.

Suspended Event
Count

Number of events that have been suspended due to the application view being
placed in the Suspended state.

Last Event Count
Reset Time

Time event count was last reset.

Service Statistics

Service Name

Name of each service defined for the application view instance.

Sync Service Count

Number of synchronous service invocations since the service counter was last
reset.

Note: The Sync Service Count is incremented when the control service method
returns. If there is a rollback due to a subsequent failure, the Sync Service
Count is not rolled back. If the Sync Service Count is incremented, but
there is no corresponding update to the EIS, it is an indication that
something downstream failed (for example, an XQuery transform) and

caused the rollback.

Sync Service Error
Count

Number of synchronous service errors since the service counter was last reset.

Async Service
Count

Number of asynchronous service invocations since the service counter was last
reset.

Async Service
Error Count

Number of asynchronous service errors.
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Tahle 6-4 Elements of Application View Instance Statistics (Continued)

Property Description

Service Average Average elapsed time in seconds for synchronous service invocations.
Elapsed Time

(seconds)

Suspended Async Number of asynchronous service invocations that have been suspended due to the
Service Count application view being placed in the Suspended state.

Last Service Count  Time service count was last reset.
Reset Time

Async Service Average wait time in milliseconds for asynchronous service invocations.
Average Request
Wait Time

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
2. Click an application view ID to display the Application View Details page.

3. In the Main Details section, click Show Statistics.

6-18 Using the WebLogic Integration Administration Console



Related Topics

Viewing Adapter Instance Statistics

e “Resetting the Counters” on page 6-55

e “Suspending or Resuming an Application View or Adapter Instance” on page 6-53

e “Viewing Adapter Instance Statistics”

on page 6-19

Viewing Adapter Instance Statistics

The Adapter Instance Statistics page displays the following information for an adapter instance,
and shows the last time the counters were reset (See “Resetting the Counters” on page 6-55). To
learn more about what is included in the counts, see “The following sections provide important
information about the statistics displayed:” on page 6-4.

Figure 6-4 Adapter Instance Statistics Page

Name

1D

Application Name
Description

State

Cause of Current State
Events Connections Enabled
Auto Suspend Enabled

Auto Suspend Timeout {(seconds)

Change Settings...

Show Statistics

Dependent Application Views
Edit Event Caonnection

Edit Serice Connection

Redeploy

% Adapter Instance Details

This page displays details about this adapter instance.

Suspend Adapter Instance

Customerigmt_Default
sampledpp_FunctionDemo_Customertgmt_Default

sampledpp
Deplayed
true

true
1800

Return
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Table 6-5 Elements of Adapter Instance Statistics page

Property

Description

Adapter Instance Statistics

ID

Adapter instance ID.

Event Statistics

Event Count

Number of events delivered since the event counter was last reset.

Event Error Count

Number of event errors since the event counter was last reset.

Last Event Delivery ~ System time when the most recent event was delivered.

Time

Suspended Event Number of events that have been suspended due to the adapter instance being
Count placed in the Suspended state.

Service Statistics

Sync Service Count

Number of synchronous service invocations since the service counter was last
reset.

Note: The Sync Service Count is incremented when the control service method
returns. If there is a rollback due to a subsequent failure, the Sync Service
Count is not rolled back. If the Sync Service Count is incremented, but
there is no corresponding update to the EIS, it is an indication that
something downstream failed (for example, an XQuery transform) and

caused the rollback.

Sync Service Error
Count

Number of synchronous service errors since the service counter was last reset.

Service Avg Average elapsed time in seconds for synchronous service invocations.

Elapsed Time

(seconds)

Suspended Async Number of asynchronous service invocations that have been suspended due to the

Service Request
Count

adapter instance being placed in the Suspended state.

Last Service
Invocation Time

System time when most recent request for service was received.
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1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
2. Click an adapter ID to display the Adapter Instance Details page.

3. Click Show Statistics.

Related Topics

e “Suspending or Resuming an Application View or Adapter Instance” on page 6-53
e “Resetting the Counters” on page 6-55

e “Viewing and Changing Adapter Instance Details” on page 6-29

Viewing Connection Factory Pool Statistics for a Service
Connection

The Adapter Instance Service Connection Details page displays the following connection
factory pool statistics for a selected service connection:

e Active Connections Count

e Active Connections High Count
e Free Connections Current Count
e Free Connections High Count

e Connections Created Total

e Connections Destroyed Total

e Connections Matched Total

e Connections Rejected Total

e Connections Recycled Total
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Figure 6-5 Pool Statistics

CONNECTION FACTORY POOL STATISTICS

Active Connections Count
Active Connections High Count
Free Connections Current Count
Free Connections High Count
Connections Created Total
Connections Destroyed Total
Connections Matched Total

Connections Rejected Total

o o o0 0O = = = O O

Connections Recycled Total

Edit Properties. ..
WLS o EIS Principal Map...

The statistics are provided by the WebLogic Server
weblogic.management.runtime.ConnectorConnectionPoolRuntimeMBean. To learn
more about the information provided by the ConnectorConnectionPoolRuntimeMBean
interface, see the WebLogic Server Javadoc at the following URL:
http://edocs.bea.com/wls/docs92/javadocs/

1. Locate the adapter instance. See “Viewing and Changing Adapter Instance Details” on
page 6-29.

2. Click an adapter ID to display the Adapter Instance Details page.
3. Click Edit Service Connection to display the Adapter Instance Service Connection page.

4. Click the name of the service connection for which you want to change properties.

The Adapter Instance Service Connection Details page is displayed. The Connection
Factory Pool section displays the statistics described in the preceding table.

5. Click Return to go back to the Adapter Instance Service Connection page.

6. Select another service connection to view, or click return to go back to the Adapter Instance
Details page.
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Viewing Dependent Application Views for an Adapter Instance

Viewing Dependent Application Views for an Adapter
Instance

When you redeploy an adapter instance, WebLogic Integration redeploys the dependent
application views for that adapter instance. The Dependent Application Views of Adapter
Instances page displays the application view ID and status of each application view that depends
on the specified adapter instance for event delivery or service invocation. The adapter ID for the
adapter instance and application name are displayed.

Figure 6-6 Dependent Application Views of Adapter Instance

% Dependent Application Views of Adapter Instances
This page displays application wiews that are dependent on this adapter instance.,

] sampledpp_FunctionDemo_CustomerMgrnt__Default
Application Name sampledpp

Dependent Application ¥iews

Appiiew 1D % Status

sampledpp FunctionDemo Cuskormetarnt

Deploved

1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
2. Click an adapter ID to display the Adapter Instance Details page.

3. Click Dependent Application Views.
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Related Topics

e “Viewing and Changing Adapter Instance Details” on page 6-29
e “Suspending or Resuming an Application View or Adapter Instance” on page 6-53

e “Redeploying an Adapter Instance” on page 6-54

Viewing and Changing Application View Details

The Application View Details page allows you to:
e View and change application view properties.
e View application view statistics.

e Suspend or resume an application view.

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.

2. Click the application view ID to display the Application View Details page.

3. To view statistics for the application view, see “Viewing Application View Instance Statistics”

on page 6-16.

4. To enable or disable the container-managed sign-on setting, see “Enabling or Disabling

Container-Managed Sign-On” on page 6-48.

5. To enable or disable auto suspend, see “Viewing and Changing Application View Auto

Suspend Settings” on page 6-37.

6. To set environment variables, see “Viewing and Changing Environment Variable Values for

an Application View” on page 6-40.

7. To update the security policies, see “Updating Security Policies” on page 6-50.

8. To change the adapter used for event deliveries, see “Changing Event Connections for an

Application View” on page 6-44.

9. To change the adapter used for service invocations, see “Changing Service Connections for

an Application View” on page 6-44.

10. To suspend or resume the application view, see “Suspending or Resuming an Application

View or Adapter Instance” on page 6-53.
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The Application View Details page displays the following information:

Figure 6-7 Application View Details

Application View Details

This page displays details about this application view.

MAIN DETAILS

Name CustomerMgrk

Description This Application¥iew provides some simple services to create/getfupdate customers in the sample CUSTOMER _TABLE table., It also def
State Deplaved

Cause of Current State -

Container Managed Sign-0On Enabled false Change Settings...

Auto Suspend Enabled true Change Settings...

Show Statistics et Environment Warisbles Set Security Policy

Suspend Application Wiew

EYENTS
Adapter Instance sampledpp FunctionDemo CustormerMgmt  Default
Change Event Connection. ..
Event Mame Description
CustomerUpdated Indicates a customer record has been updated.
Last Event Invocation Time Mever
Event Error Count 0
SERVICES
Adapter Instance sampledpp FunctionDemo CustomerMgmt  Default
Change Service Conneckion...
Service Name Description
zetCustomer Get a customer record given his/her First and last name,
Updateustomer Update the customer's email address,
GetAllCustomers Select all customers in the customer kable,
CreateCustomer Create a new custarmer given hisfher first and lask name, and date of birth,
Last Service Invocation Time Mewver
Sync Service Error Count 1]
fewnc Service Frear Count i
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Table 6-6 Elements of Application View Details page

Property Description
Main Details
Name Name of the J2EE application that contains the application view.
Description Description of the application view.
State Current state of the application view.
Undeployed The application view is not available for service invocation or
event deliveries.
Deploying The application view is being prepared to allow for service
invocation and event delivery.
Deployed The application view is ready for use. Events are available as

the EIS produces them and service invocations are allowed.

Deploy Failed The application view could not be deployed and is not
available for use.

Suspending The application view is in the process of being suspended.
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Tahle 6-6 Elements of Application View Details page (Continued)

Property Description

Suspended

The application view is suspended for events, services, or both.
In-flight event deliveries and service invocations are allowed
to complete. New events and asynchronous service invocations
are accepted, but not delivered or serviced until the application
view is in the deployed state. Synchronous service invocations
will fail.

Resuming

The application view is in the process of returning to the
deployed state from the suspended state.

Undeploying

The application view is in the process of being undeployed, and
is unavailable for use. The resources for the application view
are being released, and subscriptions are being withdrawn from
the associated event adapter instance. Attempts to invoke
services will fail with the ApplicationView exception, and no
events will be delivered.

Testing

The application view is in the process of being tested from the
WebLogic Integration — Application Integration Design
Console. Names of application views being tested are
displayed in the WebLogic Integration Administration Console
preceded by four underscore characters.

For information about testing application views, see “Defining
an Application View” in Using the Application Integration
Design Console, which is available at the following URL:

http://edocs.bea.com/wli/docs81/aiuser/2usrdef.html

Cause of Current If the application view is in Deploy Failed or Suspended state, the exception
State thrown or other explanation for why the application is in one of these two states.
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Table 6-6 Elements of Application View Details page (Continued)

Property

Description

Container managed
sign on enabled

Specifies whether the connection factory for the associated adapter instance uses
container-managed or application-managed sign-on.

false Container-managed sign-on is disabled and any principal
mapping on the service connection factory for this application
view is ignored. The client component provides the necessary
security information (typically a username and password)
when making a call to make a connection to an EIS.

true Container-managed sign-on is enabled. If WebLogic Server to
EIS principal mappings exist, the service connection factory
for this application view authenticates connections using the
mapped EIS username any time the current WebLogic user has
a WebLogic username for which there is a mapping.

Auto Suspend
Enabled

Specifies whether the application view can be auto-suspended by a request from
the event connection section of the adapter instance or if a connection-related
exception is detected during service invocation.

false Auto suspend is disabled.

true Auto suspend is enabled. The application view will be
suspended if WebLogic Integration determines that the EIS
instance is temporarily unavailable. The application view will
resume automatically if WebLogic Integration determines the
EIS instance is available or the auto-suspend duration has been
exceeded.

Events

Adapter Instance

ID of the adapter instance the application view uses for event delivery.

Event table Entry for each event defined for the application view.
Event Name Name of the event.
Description Description of the event.

Last Event Time at which the most recent event was delivered.

Invocation Time

Event Error Count

Number of event errors encountered since the event counter was last reset.
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Tahle 6-6 Elements of Application View Details page (Continued)

Property Description
Services
Adapter Instance ID of the adapter instance the application view uses for service invocations.
Service table Entry for each service defined for the application view.
Service Name Name of the service.
Description Description of the service.
Last Service Time at which the most recent service invocation occurred.

Invocation Time

Sync Service Error  Synchronous Service Error Count. Number of synchronous errors encountered

Count since the service counter was last reset.
Async Service Asynchronous Service Error Count. Number of asynchronous errors encountered
Error Count since the service counter was last reset.

Related Topics

e “Viewing and Changing Adapter Instance Details” on page 6-29

e “Resetting the Counters” on page 6-55

Viewing and Changing Adapter Instance Details

The Adapter Instance Details page allows you to:
e View and change auto suspend properties for an adapter instance.
e View statistics for an adapter instance.
e View the application views dependent on an adapter instance.
e View and change event and service connection properties for an adapter instance.

e Suspend, resume, or redeploy an adapter instance.

You can access the Adapter Instance Details page from the Adapter Instance Summary page
or the Application View Details page.
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9.

Do one of the following:

— Locate the adapter instance on the Adapter Instance Summary page. See “Listing and
Locating Adapter Instances” on page 6-15.

— Locate an application view (see “Listing and Locating Application Views” on
page 6-13), and click its application view ID to display the Application View Details

page.
Click the adapter ID to display the Adapter Instance Details page.

To enable or disable auto suspend for the adapter instance, see “Viewing and Changing
Adapter Instance Auto Suspend Settings” on page 6-39.

To view statistics for the adapter instance, see “Viewing Adapter Instance Statistics” on
page 6-19.

To view a list of the application views dependent on the adapter instance, see “Viewing
Dependent Application Views for an Adapter Instance” on page 6-23.

To view and change the properties of the adapter used for event deliveries, see “Viewing and
Changing Event Connection Properties” on page 6-33.

To view and change the properties of the adapter used for service invocations, see “Viewing
and Changing Service Connection Properties” on page 6-34.

To suspend or resume the adapter instance, see “Suspending or Resuming an Application
View or Adapter Instance” on page 6-53.

To redeploy the adapter instance, see “Redeploying an Adapter Instance” on page 6-54.

The Adapter Instance Details page displays the following information:
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Viewing and Changing Adapter Instance Details

% Adapter Instance Details
This page displays details about this adapter instance.
Name Custarnerhgmt_Default
1D sampledpp_FunctionDemo_Customertdgmt__Default
Application Name sampledpp
Description
State Deployed
Cause of Current State
Events Connections Enabled true
Auto Suspend Enabled true
Auto Suspend Timeout {seconds) 1300
Change Settings...
Show Statistics
Dependent Application Yiews
Edit Event Connection
Edit Service Connection
Redeploy Suspend Adapter Instance Return

Tahle 6-7 Elements of Adapter Instance Details page

Property Description

Name Adapter instance name.

ID Adapter ID.

App Name Application name.

Description Description of the adapter instance.
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Tahle 6-7 Elements of Adapter Instance Details page (Continued)

Property Description
State Current state of the adapter instance.

Undeployed  The adapter instance is not available for getting connections or
making event deliveries.

Deploying The adapter instance is being prepared for getting connections or
making event deliveries.

Deployed The adapter instance is ready for use. Events are available as the
EIS produces them and getting connections is allowed.

Deploy The adapter instance could not be deployed and is not available

Failed for use.

Suspending The adapter instance is in the process of being suspended.

Suspended The adapter instance is suspended for events only. In-flight event
deliveries are allowed to complete. New events are accepted, but
not delivered until the adapter instance is in the deployed state.

Resuming The adapter instance is in the process of returning to the
deployed state from the suspended state.

Undeploying The adapter instance is in the process of being undeployed, and
is unavailable for use. Attempts to obtain connections will fail
with exceptions, and no events will be delivered.

Testing The adapter instance is in the process of being tested from the
WebLogic Integration — Application Integration Design
Console. Names of adapter instances being tested are displayed
in the WebLogic Integration Administration Console preceded
by four underscore characters.

For information about testing adapter instances, see “Defining an
Application View” in Using the Application Integration Design
Console, which is available at the following URL:
http://edocs.bea.com/wli/docs81/aiuser/2usrdef.html
Cause of Current If the adapter instance is in Deploy Failed or Suspended state, the exception
State thrown or other explanation for why the instance is in one of these two states.

Using the WebLogic Integration Administration Console



Viewing and Changing Event Connection Properties

Tahle 6-7 Elements of Adapter Instance Details page (Continued)

Property Description

Events Indicates whether or not the adapter instance was configured at design time to
Connections support events. For information about configuring event connections, see
Enabled “Defining an Application View” in Using the Application Integration Design

Console, which is available at the following URL:
http://edocs.bea.com/wli/docs92/aiuser/2usrdef.html

Auto Suspend
Enabled

true Auto suspend is enabled. The adapter instance will be suspended
if WebLogic Integration determines that the EIS instance is
temporarily unavailable. The adapter instance will resume
automatically if WebLogic Integration determines the EIS
instance is available or the auto-suspend timeout has been
exceeded.

false Auto suspend is disabled.

Auto Suspend
Timeout

How long auto suspend should last (in seconds). Valid values are from 0 to
2147483647 seconds, and -1 to specify an infinite timeout period.

The default is 1800.

Viewing and Changing Event Connection Properties

The Adapter Instance Event Connection page enables you to view and change event properties
for an adapter instance. The name and current value of each event property are displayed.

Note:

Event properties are adapter-specific. For descriptions of event properties and their

settings, see your adapter documentation.

In addition to viewing and updating the adapter-specific event properties, you can also define
event generation targets (a list of the managed servers on which the event generator for an adapter
instance is to be started). To learn more, see “Changing Event Generation Targets” on page 6-45.

1.
2.

Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
Click an adapter ID to display the Adapter Instance Details page.

Click Edit Event Connection.

Enter new settings for one or more event properties, as necessary.

Do one of the following:
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— To update the event connection properties, click Submit.
— To reset to the last saved values, click Reset.
— To disregard changes, click Cancel.

Note: In order for changes in event connection properties to take effect, you must redeploy the
adapter instance. For information about redeploying, see “Redeploying an Adapter
Instance” on page 6-54.

Related Topics

e “Viewing and Changing Adapter Instance Details” on page 6-29
e “Changing Event Connections for an Application View” on page 6-44
e “Viewing and Changing Service Connection Properties” on page 6-34

e “Changing Event Generation Targets” on page 6-45

Viewing and Changing Service Connection Properties

The Adapter Instance Service Connection Details page enables you to view and change service
properties for an adapter instance. The name and current value of each service property are
displayed.

Note: Service properties are adapter-specific. For descriptions of service properties and their
settings, see your adapter documentation.

Note: The JdbeDbType property is a legacy field that is no longer used.

In addition to the adapter-specific service properties, you can also:

e Update connection pool properties for the service connection. See “Viewing and Changing
Connection Pool Size Parameters” on page 6-35.

e Update roles authorized to access the service connection. See “Updating Security Policies”
on page 6-50.

e View connection factory pool statistics for the service connection. See “Viewing
Connection Factory Pool Statistics for a Service Connection” on page 6-21.

1. Locate the adapter instance. See “Viewing and Changing Adapter Instance Details” on
page 6-29.

2. Click an adapter ID to display the Adapter Instance Details page.
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3. Click Edit Service Connection to display the Adapter Instance Service Connection page.

4. Click the name of the service connection for which you want to change properties.

The Adapter Instance Service Connection Details page is displayed. For additional
information about the statistics displayed in the Connection Factory Pool Statistics
section, see “Viewing Connection Factory Pool Statistics for a Service Connection” on
page 6-21.

5. Click Edit Properties.
The Edit Adapter Instance Service Connection Details page is displayed.

6. Enter new settings for one or more service properties, as necessary.

For additional information about updating the security policies or connection pool size
parameters, see “Viewing and Changing Connection Pool Size Parameters” on page 6-35 or
“Updating Security Policies” on page 6-50.

7. Do one of the following:
— To update the service connection properties, click Submit.
— To reset to the last saved values, click Reset.
— To disregard changes, click Cancel.

Note: In order for changes in service connection properties to take effect, you must redeploy
the adapter instance. For information about redeploying, see “Redeploying an Adapter
Instance” on page 6-54.

Related Topics

e “Viewing and Changing Adapter Instance Details” on page 6-29
e “Changing Service Connections for an Application View” on page 6-44
e “Viewing and Changing Event Connection Properties” on page 6-33

e “Viewing Dependent Application Views for an Adapter Instance” on page 6-23

Viewing and Changing Connection Pool Size Parameters

The Adapter Instance Service Connection Details page enables you to view and change the
minimum and maximum connection pool size for the connection factory associated with an
adapter instance, and to specify whether or not the pool is allowed to shrink.
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The following table summarizes the available settings:

Tahle 6-8 Details of Adapter Instance Service Connection Details page

Setting Description Required/
Optional

In the Min Pool Size ficld, enter the Minimum connection pool size for the Required
minimum number of connections. connection factory. Valid values are from

0 to 2147483647.

The default is 1.
In the Max Pool Size field, enter the Maximum connection pool size for the Required
maximum number of connections. connection factory. Valid values are the

greater of minimum pool size or 1 to

2147483647.

The default is 10.
Click the Allow Pool to Shrink check box ~ With Allow Pool to Shrink enabled, Required

to enable or disable this option.

WebLogic Server can destroy idle
connections, reducing the number of
connections in the pool to the greater of
either the initial pool capacity or the
number of connections currently in use.

1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.

2. Click an adapter ID to display the Adapter Instance Details page.

3. Click Edit Service Connection to display the Adapter Instance Service Connection page.

4. Click the name of the service connection for which you want to view or change connection

pool parameters.

The Adapter Instance Service Connection Details page is displayed.

5. Click Edit Properties.

The Edit Adapter Instance Service Connection Details page is displayed.

6. Configure the settings as described in the preceding table.

7. Do one of the following:

— To update the service connection properties, click Submit.
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— To reset to the last saved values, click Reset.
— To disregard changes, click Cancel.

Note: In order for changes in service connection properties to take effect, you must redeploy
the adapter instance. For information about redeploying, see “Redeploying an Adapter
Instance” on page 6-54.

Related Topics

e “Viewing and Changing Adapter Instance Details” on page 6-29
e “Viewing and Changing Service Connection Properties” on page 6-34
e “Changing Service Connections for an Application View” on page 6-44

e “Viewing Dependent Application Views for an Adapter Instance” on page 6-23

Viewing and Changing Application View Auto Suspend
Settings

The Application View Auto Suspend Settings page allows you to view and change the auto
suspend enabled, auto suspend timeout, and auto suspend retry interval settings for an application
view. The following settings are available.

Figure 6-9 Application View Auto Suspend Settings

Application View Auto Suspend Settings

Use this page to change the auto suspend settings for this application view,

AUTO SUSPEND SETTINGS

Name aispplication’y iew
Auto Suspend Enabled
Auto Suspend Timeout (seconds) |1BDD |

Suspended Request Retry Interval (seconds) |3 |
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Table 6-9 Elements of Application View Auto Suspend Settings page

Setting

Description

Required/
Optional

Click the Auto Suspend check box to
enable or disable auto suspend.

With auto suspend enabled, the application
view will be suspended if WebLogic
Integration determines that the EIS
instance is temporarily unavailable. The
application view will resume
automatically if WebLogic Integration
determines the EIS instance is available or
the auto-suspend duration has been
exceeded.

Required

In the Auto Suspend Timeout ficld, enter
the number of seconds.

How long auto suspend should last. Valid
values are from 0 to 2147483647
seconds, and -1 to specify an infinite
timeout period.

The default is 1800.

Required

In the Suspended Request Retry Interval
field, enter the number of seconds.

How long to wait before retrying a
suspended request. Valid values are from 0
to 2147483647 seconds.

The default is 3.

Required

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.

2. Click the application view ID to display the Application View Details page.

3. At the Auto Suspend Enabled, click Change Settings to display the Application View

Auto Suspend Settings page.

4. Configure the settings as described in the preceding table.

5. To update the settings, click Submit.

Related Topics

e “Suspending or Resuming an Application View or Adapter Instance” on page 6-53

e “Viewing and Changing Adapter Instance Auto Suspend Settings” on page 6-39
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Viewing and Changing Adapter Instance Auto Suspend

Settings

The Adapter Instance Auto Suspend Settings page allows you to enable or disable auto
suspend, and to update the auto suspend timeout for an adapter instance. The following settings

are available.

Figure 6-10 Adapter Instance Auto Suspend Settings Page

Hame
Auto Suspend Enabled

Subrnit Reset

% Adapter Instance Auto Suspend Settings

Use this page to change the auto suspend settings for this adapter instance.

Auto Suspend Timeout {seconds)

Cancel

Customerdgmt_Default
Icd
1800

Table 6-10 Elements of Adapter Instance Auto Suspend Settings page

Setting Description Required/
Optional
Click the Auto Suspend Enabled check  With auto suspend enabled, the adapter Required

box to enable or disable auto suspend.

instance will be suspended if WebLogic
Integration determines that the EIS
instance is temporarily unavailable. The
adapter instance will resume automatically
if WebLogic Integration determines the
EIS instance is available or the
auto-suspend timeout has been exceeded.

In the Auto Suspend Timeout ficld, enter
the number of seconds.

How long auto suspend should last. Valid  Required
values are from 0 to 2147483647

seconds, and -1 to specify an infinite

timeout period.

The default is 1800.
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1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.

2. Click the application view ID to display the Adapter Instance Details page.

3. Click Change Settings to display the Adapter Instance Auto Suspend Settings page.

4. Configure the settings as described in the preceding table.

5. To update the settings, click Submit.

Related Topics

e “Suspending or Resuming an Application View or Adapter Instance” on page 6-53

e “Viewing and Changing Application View Auto Suspend Settings” on page 6-37

Viewing and Changing Environment Variable Values for
an Application View

The Application View Environment Variables page allows you to view the name, description,
type, default value, and current value of environment variables defined for an application view.
The Application View Environment Variables page also enables you to change the values of
these variables.

Figure 6-11 Application View Environment Variables

Application View Environment Variables

Use this page to view environment variables For this application view. To change the value of an environment variable, enter the new value in the New Yalue column,

Mame CustomerMgmt

Wariable Mame % Description Type | Defaulk Yalue Currenk Walue
myi_atalog The catalog containing the schema containing the CUSTOMER_TAELE table String

mySchema The schema containing the CUSTOMER_TABLE table String | beachan dbo
myTableQualifiers The name qualifiers used ko locate the CIUSTOMER_TABLE table within catalogfschema String | beachan. dbo.

Note:

6-40

To add or delete environment variables, you must use the WebLogic Integration —

Application Integration Design Console. For information about adding and deleting
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environment variables, see “Defining an Application View” in Using the Application
Integration Design Console, which is available at the following URL:

http://edocs.bea.com/wli/docs81l/aiuser/2usrdef.html

When you change the values of environment variables, you may have to redeploy the adapter
instance or the application that uses them—depending on the design of the adapter. For example,
the DBMS sample adapter can dynamically apply changes to environment variables used by
services, but requires a redeployment of the adapter hosting the event connection for changes in
event-related environment variables to take effect. To learn more about specific environment
variables, see the documentation for your adapter.

—_—

. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
2. Click the application view ID to display the Application View Details page.

3. In the Main Details section, click Set Environment Variables to display the Application
View Environment Variables page.

4. Enter new values for one or more environment variables, as necessary.

5. Do one of the following:
— To update the settings, click Submit.
— To disregard changes, click Cancel.

Note: For changes that are not applied dynamically, you must redeploy the adapter instance or
application that uses the environment variables. Valid changes to environment variable
settings are always applied when an application is successfully redeployed.

For information about redeploying an adapter instance, see “Redeploying an Adapter Instance”
on page 6-54. For information about using the WebLogic Server Administration Console to
redeploy applications, see “Deploying, Redeploying, and Stopping Applications” in “Deploying
Applications and Modules” in the WebLogic Server Adminstration Console Online Help, which
is available at the following URL:
http://edocs.bea.com/wls/docs92/ConsoleHelp/core/index.html

Related Topics

e “Viewing and Changing Application View Details” on page 6-24
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Viewing and Changing WebLogic Server to EIS Principal
Mappings
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If container-managed sign-on is enabled for an application view, WebLogic Integration can map
principals from WebLogic Server usernames to EIS usernames and passwords when obtaining

service connections for the application view. The WLS to EIS Principal Mapping page enables
you to view and change principal mappings. The WebLogic Server username and EIS username

for each existing principal mapping are displayed for the named adapter instance and connection
factory.

Figure 6-12 Adapter Instance Service Connection

%Adapter Instance Service Connection

Use this page ko select a connection Factory o handle service invocations.

Name CustomerMgmt_Default

Service Connections

Note: If container-managed sign-on is disabled, WebLogic Integration ignores any principal
mappings.

1. Locate the adapter instance for the service connection. See “Listing and Locating Application
Views” on page 6-13.

2. Click the adapter instance ID to display the Adapter Instance Details page.
3. Click Edit Service Connection to display the Adapter Instance Service Connection page.

4. Click the name of the service connection for which you want to view or change connection
pool parameters.

The Adapter Instance Service Connection Details page is displayed.

5. Click WLS to EIS Principal Map to display existing principal mappings on the WLS to EIS
Principal Mapping page.

6. On the WLS to EIS Principal Mapping page, click the check box to the left of one or more
principal mappings that you want to delete.
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7. Click Delete.

The selected mappings are deleted, and the WLS to EIS Principal Mapping page displays
the remaining principal mappings for the service connection.

8. On the WLS to EIS Principal Mapping page, click Add Mapping to display the WLS to
EIS Principal Mapping Detail page.

Figure 6-13 WLS to EIS Mapping

%WLS to EIS Principal Mapping Detail

Jse this page to add or edit username mappings from a Weblogic Server username to an EIS username and passwort

Adapter Instance Name  CustomerMgmt_Default

Connection Factory Name Default

Source WLS User Name | |

Target EIS User Name | |

Submit | | Reset | | Cancel |

9. Create a new principal mapping by entering a WebLogic Server username, EIS username, and
EIS password for the Source WLS User Name, Target EIS User Name, and Target EIS
Password, respectively.

10. Do one of the following:
— To add the new mapping, click Submit.
— To clear the fields, click Reset.
— To disregard the mapping, click Cancel.
11. On the WLS to EIS Principal Mapping page, click the WLS name for the entry.
The WLS to EIS Principal Mapping Detail page for the entry is displayed.
12. Edit the entry as required.
13. Do one of the following:
— To save changes, click Submit.
— To reset to original values, click Reset.

— To disregard changes, click Cancel.

Using the WebLogic Integration Administration Console 6-43



Application Integration

Related Topics

e “Enabling or Disabling Container-Managed Sign-On” on page 6-48

e “Updating Security Policies” on page 6-50

Changing Event Connections for an Application View

The Application View Event Connection page displays the names of the adapter instances
defined for the application view and allows you to select an adapter to use for event delivery.

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
2. Click the application view ID to display the Application View Details page.

3. In the Events section, click Change Event Connection to display the Application View
Event Connection page.

4. Select an event connection by clicking the option button to the right of the adapter ID.

5. Do one of the following:
— To update the event connection setting, click Submit.
— To disregard changes, click Cancel.

In order for a change in event connection to take effect, you must redeploy the application using
the WebLogic Server Administration Console. For information about using the WebLogic Server
Administration Console to redeploy applications, see Deploying, Redeploying, and Stopping
Applications in the WebLogic Server Adminstration Console Online Help.

Related Topics

e “Viewing and Changing Application View Details” on page 6-24

e “Viewing and Changing Event Connection Properties” on page 6-33

Changing Service Connections for an Application View

The Application View Service Connection page displays the adapter instances and service
connection factories that are defined for the application view, and allows you to select an adapter
to use for service invocations.

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
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Changing Event Generation Targets

2. Click the application view ID to display the Application View Details page.

3. In the Services section, click Change Service Connection to display the Application View
Service Connection page.

4. Select a service connection by clicking the option button to the right of the adapter ID.

5. Do one of the following:
— To update the service connection setting, click Submit.
— To disregard changes, click Cancel.

Note: In order for a change in service connection to take effect, you must redeploy the
application using the WebLogic Server Administration Console. For information about
using the WebLogic Server Administration Console to redeploy applications, see
“Deploying, Redeploying, and Stopping Applications” in “Deploying Applications and
Modules” in the WebLogic Server Adminstration Console Online Help, which is
available at the following URL:

http://edocs.bea.com/wls/docs92/ConsoleHelp/deployment.html

Related Topics

e “Viewing and Changing Application View Details” on page 6-24
e “Viewing and Changing Service Connection Properties” on page 6-34

e “Changing Event Connections for an Application View” on page 6-44

Changing Event Generation Targets

Application Integration event generators work with event routers and resource adapters to publish
EIS events to message broker channels. These event generators allow you to start a business
process based on events, such as an updated record in a database.

To learn more about event processing in application integration, see “Processing Event
Notifications at Run-Time” in Understanding Application Integration in Introducing Application
Integration.

The following sections describe basic and advanced event generation targeting, and provide
instructions for changing the event generation targets.
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In a single node environment, adapter instance events are triggered on the single node by default;
there is no need to specify the target in the Event Generation Targets field on the Adapter
Instance Event Connection page.

In a clustered environment, events are not triggered on any node by default. You must specify
one or more targets in the Event Generation Targets field on the Adapter Instance Event
Connection page. In basic targeting, the target servers for the event connection are specified as
a comma separated list as follows:

servername, servername, servername, ...

If an adapter provides event generator instance support, more advanced event generation
targeting is available. With event generator instance support, event connections can define logical
event generator instances that allow system administrators to control the distribution of event
generation work within a WebLogic Server cluster. The following section describes the how
advanced event generation targeting can be used to improve load balancing and fault tolerance.

Some adapters, such as the DBMS sample adapter, provide event generator instance support. This
allows for finer control over event generator instance targeting when multiple instances of a event
connection are processing events in a cluster. The general syntax for specifying targets in the

Event Generation Targets ficld on the Adapter Instance Event Connection page is as follows:

servername=[instance specifier instance specifier ...],servername=[instanc

e specifier instance specifier ...],...

Here, instance specifier is an adapter-specific instance specifier.
For example, for the DBMS sample adapter:

instance specifier=instance id/number of instances

Here,

® instance idis a numeric identifier for the DBMS sample event generator instance. Valid
values are any integer from 1 to the number of instances.

® number of instances is the total number of DBMS sample event generator instances in
the cluster. Depending upon how the instances are deployed, the total number of instances
can be greater than or less than the number of nodes in the cluster.

For example, you might enter the following in the Event Generation Targets ficld for a DBMS
sample adapter instance:

myserverl=[1/4],myserver2=[2/4],myserver3=[3/4],myserverd=[4/4]
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Here, 1/4 (instance 1 of 4), 2/4 (instance 2 of 4), and so on, each represent an
instance specifier in the format required by the DBMS adapter.

With event generator instance support, if a managed server in your cluster fails, you can move an
event generator instance from the failed server to a live server—potentially configuring multiple
instances to operate on a single live server. For example, continuing the preceding DBMS adapter
example, suppose myserver? fails. The following target specification would move the load to

myserverl:
myserverl=[1/4 2/4],myserver3=[3/4],myserverd=[4/4]

In this case, the event connection on myserverl consumes events destined for instance 1 of 4
and instance 2 of 4. The event connection on myserver3 consumes events destined only for
instance 3 of 4. When myserver2 is back in operation, you could return to the original
configuration.

Note: Although the definition for instance specifier is adapter-specific, the list of
instances is always enclosed in square brackets [ ], and each instance is separated from
the others by one more space characters.

A description of how event generator instance support is provided in the DBMS sample adapter
can be found in “Step 3e: Implement Event Generator Instance Support” in Developing an Event
Adapter in Developing Adapters.

To learn more about application integration event generation targeting, load balancing, and error
handling, see the following sections of Deploying WebLogic Integration Solutions:

e “Events” section of “Application Integration Capabilities and Clients” in Introduction

e “Events” section of “Load Balancing Application Integration Functions in a Cluster” in
Understanding WebLogic Integration Clusters.

e “Deploying Event Generators” in Understanding WebLogic Integration Clusters.
1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
2. Click an adapter ID to display the Adapter Instance Details page.
3. Click Edit Event Connection.

4. Do one of the following:

— In the Event Generation Targets field, enter a comma-separated list of server names
using the following syntax:

servername, servername, servername,.. .
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The event generator for the adapter instance will be started on the named servers only.

— If advanced event targeting is supported by your adapter, enter the mapping for servers
and event generator instances using the following syntax:

Note: The following syntax represents a single entry. It is shown here on multiple lines
for the sake of readability.

servername=[instance_specifier instance_specifier ...],servername=][1i
nstance_specifier instance_specifier ...],...

Here:
servername is the name of a server whose event connection you want to target,

instance specifier is adapter-specific instance specifier for the instance whose
events you want to target to the specified server. See “Changing Event Generation
Targets” on page 6-45.

5. Do one of the following:
— To update event targets, click Submit.
— To reset to original values, click Reset.
— To disregard changes, click Cancel.

Note: In order for changes in event targets to take effect, you must redeploy the adapter
instance. For information about redeploying, see “Redeploying an Adapter Instance” on
page 6-54.

Related Topics

e “Viewing and Changing Adapter Instance Details” on page 6-29
e “Viewing and Changing Event Connection Properties” on page 6-33
e “Changing Event Connections for an Application View” on page 6-44

e “Viewing Dependent Application Views for an Adapter Instance” on page 6-23

Enabling or Disabling Container-Managed Sign-On

The Application View Container Managed Signon Settings page allows you to enable or
disable container-managed sign-on for an application view.
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Figure 6-14 Application View Container Managed Settings

Application View Container Managed Sign-On Settings

Use this page to enable or disable container managed sign-on for this application view. In
order for a new container managed sign-on setting to take effect, you must redeplay the
application using the YWeblLogic Server Administration Consale.

Name Customerhdgmt

Container Managed Sign-On Enabled [~

Submit Cancel

In order for the container managed sign-on setting to take affect, you must redeploy the
application using the WebLogic Server Administration Console. If security policy settings are not
edited and deployed in the correct order, application view security policy settings may be lost
when the application is redeployed.

To learn more about container-managed sign-on, see “Managing Application Integration
Security” on page 6-7.

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
2. Click the application view ID to display the Application View Details page.

3. To the right of Container Managed Sign-On Enabled, click Change Settings.
The Application View Container Managed Signon Settings page is displayed.

4. Click the check box to enable or disable the setting.

5. Do one of the following:
— To update the setting, click Submit.

— To disregard changes, click Cancel.

6. When you change the container-managed sign-on setting, you must perform the following
tasks so that the container managed sign-on setting takes affect:

a. Redeploy the application using the WebLogic Server Administration Console.

b. Edit the security policy for the application view using the WebLogic Integration
Administration Console.
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Note: For information about using the WebLogic Server Administration Console to redeploy
applications, see “Deploying, Redeploying, and Stopping Applications” in “Deploying
Applications and Modules” in the WebLogic Server Adminstration Console Online Help,
which is available at the following URL:

http://edocs.bea.com/wls/docs92/ConsoleHelp/deployment.html

Related Topics

e “Viewing and Changing Application View Details” on page 6-24

e “Viewing and Changing WebLogic Server to EIS Principal Mappings” on page 6-42

Updating Security Policies

6-50

The WebLogic Integration Administration Console enables you to view and update the security
policies for application views and adapter instances. The Application View Security page allows
you to specify a list of roles that are allowed to execute services and subscribe for events. The
Adapter Instance Service Connection Details page allows you to specify a list of roles that can
obtain service connections from the connection factory for an adapter instance.

Note: If an authenticator that implements the required MBeans is not configured, the options
for configuring the security policies for applications views and adapter instances are
disabled. To learn more about the authenticator requirements, see Security Provider
Requirements for User Management in the Worklist User Guide.

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
2. Click the application view ID to display the Application View Details page.

3. In the Main Details section, click Set Security Policy to display the Application View
Security page.
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Figure 6-15 Applications View Security Page
% Application View Security

This page allows you to view and change the security policies for a given application view,

Name aispplicationiew

Authorized Roles  svailable Roles Current Roles Use the arrow buttons to move roles between the avai

IntegrationAdrmin «
IntegrationDeployer ¥

| Subrnit | |Reset | | Cancel |

4. To update, see “To update security policies,” below.
5. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
6. Click the adapter instance ID to display the Adapter Instance Details page.
7. Click Edit Service Connection to display the Adapter Instance Service Connection page.
8. Click the name of the service connection for which you want to set security policies.
The Adapter Instance Service Connection Details page is displayed.
9. At the bottom of the page, click Edit Properties.

The Edit Adapter Instance Service Connection Details page is displayed. You set
authorized roles in the Security Policy section at the bottom of the page.

Figure 6-16 Security Policy

Security Policy
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10. To update, see “To update security policies,” below.

11. Add or remove role assignments as follows:

To add roles:

a. From the Available Roles list, select the required roles. (To select multiple roles, press and
hold the Ctrl key as you click each additional role.)

b. Click the | icon to move the selected roles to the Current Roles list.

To remove roles:

a. From the Current Roles list, select the roles to remove. (To select multiple roles, press
and hold the Ctrl key as you click each additional role.)

b. Click the | icon to move the selected roles to the Available Roles list.

12. Do one of the following:
— To update the policy, click Submit.
— To reset to the last saved values, click Reset.

— To disregard changes, click Cancel.

Related Topics

e “Viewing and Changing WebLogic Server to EIS Principal Mappings” on page 6-42

e “Enabling or Disabling Container-Managed Sign-On” on page 6-48
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Suspending or Resuming an Application View or Adapter
Instance

Depending on the current state of an application view or adapter instance, you may be able to
suspend or resume it. The following table summarizes the available actions by state:

Table 6-11 Details of Application View Details page

Instance State Available Actions

Deployed Suspend

Suspended Resume

Undeployed None
Deploying

Deploy Failed

Suspending

Resuming

Undeploying

The Application View Details page enables you to suspend or resume an application view
instance.

Note: When an application view is suspended, current service invocations and event deliveries
complete. New asynchronous service invocations are accepted, but not serviced. No new
event deliveries are made. Synchronous service requests fail with an
ApplicationViewException.

The Adapters Instance Details page enables you to suspend or resume an adapter instance.

Note: When you suspend an adapter instance, you also suspend its dependent application views
as described in “Suspending, Resuming, and Redeploying Application Views and
Adapter Instances” on page 6-6.

1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
2. Click the application view name to display the Application View Details page.

3. Click Suspend Application View or Resume Application View, as required.

1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.

2. Click the adapter ID to display the Adapters Instance Details page.
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3. Click Suspend Adapter Instance or Resume Adapter Instance, as required.

Note: While application views and adapter instances are in the Suspending or Resuming states,
the button to resume or suspend is not available. Refresh your browser to display this
button.

Related Topics

e “Viewing and Changing Application View Details” on page 6-24
e “Viewing and Changing Adapter Instance Details” on page 6-29

e “Viewing Dependent Application Views for an Adapter Instance” on page 6-23

Redeploying an Adapter Instance

If you have made changes to the event connection or service connection for an adapter instance,
you must redeploy the instance for those changes to take effect. Redeploying an adapter instance
causes its dependent application views to be redeployed, as well.

The Adapter Instance Details page enables you to redeploy an adapter instance.

Note: You can also use the redeploy function to deploy an adapter that is currently in the
undeployed state.

1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
2. Click an adapter ID to display the Adapter Instance Details page.

3. Click Redeploy. A dialog box displays the following message:

This action will redeploy all application views dependent on this adapter instance. Do you
wish to proceed?

4. Do one of the following:

— Click OK to proceed and redeploy the adapter and the application views dependent on
the adapter instance.

Event connections and service connections are updated to reflect any changes that have
been made to their general properties, event generation targets, connection pool size
parameters, security policies, and principal maps. Dependent application views are
redeployed.

— Click Cancel to return to the Adapter Instance Details page without redeploying. The
adapter continues to operate without applying changes to its configuration.
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— To view the application views dependent on the adapter before redeploying, click
Cancel, then see “Viewing Dependent Application Views for an Adapter Instance” on
page 6-23.

Related Topics

e “Viewing and Changing Adapter Instance Details” on page 6-29
e “Viewing Dependent Application Views for an Adapter Instance” on page 6-23

e “Suspending or Resuming an Application View or Adapter Instance” on page 6-53

Resetting the Counters

You can reset the event delivery, service invocation, and error counters in the following contexts:
e Application View Summary page

e Application View Instance Summary page

When you reset the event or service counter, you also reset the associated error counter.

Note: Resetting counters does not reset the count for suspended events or suspended
asynchronous services.

1. Display the Application View Summary page as described in “Listing and Locating
Application Views” on page 6-13.

2. Click the check box to the left of each application view for which counters are to be reset.

3. Do one or both of the following:
— Click Reset Event Count.

— Click Reset Service Count.

1. Display the Application View Instance Summary page as described in “Listing and
Locating Application Views” on page 6-13.

2. Do one or both of the following:
— Click Reset Event Count.

— Click Reset Service Count.
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Related Topics

e “Viewing and Changing Application View Details” on page 6-24
e “Viewing Application View Instance Statistics” on page 6-16

e “Viewing Adapter Instance Statistics” on page 6-19
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CHAPTERa

Trading Partner Management

The Trading Partner Management module allows you to manage trading partners and services,
and to monitor messages and other indicators of trading partner activity. This section provides the
information you need to use the Trading Partner Management module of the WebLogic
Integration Administration Console to manage trading partners and services, and to monitor
messages and other indicators of trading partner activity. The Trading Partner Management
module is divided into the following functional areas which can be accessed from the Trading
Partner Management home page:

e Profile Management
Allows administrators to configure the local and remote trading partners that conduct
business transactions. The required basic information, security certificates, protocol
bindings, and any custom properties required for the transactions are configured.

e Service Management
Allows administrators to manage the services and servce profiles that constitute the
business processes offered or called by trading partners.

o Message Tracking
Allows administrators to set the message tracking criteria and view summary and message
content for the messages tracked.

e Partner Profile Import/Export
Allows administrators to import or export trading partner management data (trading
partners and services).

e Statistics
Allows administrators to view summary statistics that reflect the level of trading partner
activity.
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o Configuration
Allows administrators to configure the resources required and to set system defaults.

Figure 7-1 WebLogic Integration Administration Console - Trading Partner Management - Home Page

-:.'hea WebLogic Integration Administration Console

LOGOUT HELP

WELCOME: WEBLOGIC | OCTOBER 12, 2006 5:57:38 PM GMT+05:30

Profile Management " Service Management
Manage the profiles of your trading partners, Establish security certificates and bindings Manage the list of services exposed to your trading partners and define the protocol for
around rading partner communications. commurication.
AR A

==

~ Partner Profile Import/Export

Message Tracking

Audit the message flow between you and your trading partners, Load trading partmer profies from external systems. Export their profiles for
- * | consumption by other applications,

. p
'/ Configuration

R b b
View a summary of trading partner activity, Manage systemn defaults such as trading partmer message tracking and auditing.

Note: You must be logged in as a member of the Administrators, IntegrationAdministrators, or
IntegrationOperators group to create, change, or delete trading partner management data.
See About WebLogic Integration Users, Groups, Roles, and Security Policies in User
Management in the Worklist Console Online Help.

The following topics are provided:

About Trading Partner Management

Overview of the Trading Partner Management Module

Configuring Trading Partner Management

Adding Trading Partner Profiles

Adding Certificates to a Trading Partner

Adding Protocol Bindings to a Trading Partner

Adding a Custom Extension to a Trading Partner

Adding Services - TO DO - Slowness

Adding Service Profiles to a Service

Defining Trading Partner Profiles

Defining Protocol Bindings
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About Trading Partner Management

Listing and Locating Trading Partners

Listing and Locating Services

Viewing and Changing Trading Partner Profiles
e Viewing and Changing Certificates
e Viewing and Changing Bindings

e Viewing and Changing a Custom Extension

Viewing and Changing Services

Viewing and Changing Service Profiles

Enabling and Disabling Trading Partner and Service Profiles

Importing Management Data

Exporting Management Data

Deleting Trading Partner Profiles and Services Using Bulk Delete

Deleting Trading Partner Profiles

Deleting Certificates, Bindings, or Custom Extensions

Deleting Services

Deleting Service Profiles from a Service

Viewing Statistics

Monitoring Messages

About Trading Partner Management

The basic building blocks of trading partner integration are trading partner profiles, services, and
service profiles. In WebLogic Integration, a trading partner is understood as an entity that has an
agreement with another entity to participate in a specific business transaction, or service, by
playing a predefined role. A trading partner profile includes the trading partner’s identifying
information, and any certificates or protocol binding definitions required to conduct the business
transactions.
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A service represents a business process that is either offered by a local trading partner, or a
business process that is being called via a control on a remote trading partner. In the case of a
service offered by a local trading partner, this element directly corresponds to a Web service or
process type deployed in the local domain. In the case of a service called by a local trading
partner, the service corresponds to a control in the local domain that is used to invoke the remote
service. Service profiles specify the protocol binding and URL endpoints for the local and remote
trading partners that offer and call the service.

The WebLogic Integration Administration Console allows administrators to configure and
manage the required profiles, certificates, and protocol bindings, and to monitor trading partner
activity.

To start the Trading Partner Management, click the Trading Partner Management module tab
in the WebLogic Integration Administration Console home page.

If the Trading Partner Management console is idle for a period of time, you are automatically

logged off. To manually log out and return the Login page, click .

To access the online help at any time, select E

To return to the main WebLogic Integration Administration Console home page, click the BEA
Logo

T
-ty
Z he:
s

To learn more about:

e The entities and elements that comprise trading partner management data, see TPM
Schema in Managing WebLogic Integration Solutions.

e How trading partner management data is used to support business transactions, see
Introducing Trading Partner Integration.

e Building RosettaNet and ebXML solutions, see Tutorials for Trading Partner Integration.

e Building participant processes for ebXML or RosettaNet, see the Building ebXML
Participant Business Processes or Building RosettaNet Participant Business Processes topic
in Building Integration Applications in the WebLogic Workshop help.

o Security in Trading Partner Integration, see:
— Using WebLogic Integration Security in Deploying WebLogic Integration Solutions.

— Example: ebXML Security Configuration and Example: RosettaNet Security
Configuration in Introducing Trading Partner Integration.
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e Trading partner integration controls, see TPM Control, RosettaNet Control, and ebXML
Control in Building Integration Applications in the WebLogic Workshop help.

o WebLogic Integration — Business Connect, the lightweight trading partner software for
WebLogic Integration, see the WebLogic Integration — Business Connect documentation.

Overview of the Trading Partner Management Module

The following table lists the pages you can access from the Trading Partner Management module.
The tasks and help topics associated with each are provided.

Table 7-1 Elements of Trading Partner Management Module

Page

Associated Tasks

Help Topics

Trading Partner Management

Trading Partner
Management
Home Page

Select a trading partner management module (Profile
Management, Service Management, Message

Tracking, Partner Profile Import/Export, Statistics, or

Configuration). Click Trading Partner Management
link to return to this page at any time from the module

pages.

“Trading Partner
Management” on page 7-1

Profile Management: Partner Profiles

View and Edit View a list of trading partners. Trading partner name, “Listing and Locating
Trading Partner  type (remote or local), business ID, description, and  Trading Partners” on
Profiles status of the service profiles associated with the page 7-53
partner (enabled or disabled) are displayed.
Filter the list by name. Use ? to match any single
character or * to match zero or more characters.
Delete one or more trading partners. “Deleting Trading Partner
Profiles” on page 7-97
Enable or disable the trading partner profile. “Enabling and Disabling
Trading Partner and
Service Profiles” on
page 7-85
Add a New Add a trading partner. “Adding Trading Partner

Trading Partner

Profiles” on page 7-16
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Tahle 7-1 Elements of Trading Partner Management Module

Page Associated Tasks Help Topics
View and Edit View a partner profile. The name, business ID, “Viewing and Changing
Trading Partner ~ business type, trading partner type (local or remote),  Trading Partner Profiles”
Profile status, description, and contact information are on page 7-56
displayed.
View summary information for the protocol bindings  “Viewing and Changing
associated with the trading partner. Add anew binding  Bindings” on page 7-63
or select a binding for edit.
View summary information for the certificates “Viewing and Changing
associated with the trading partner. Add a new Certificates” on page 7-60
certificate or select a certificate for edit.
View summary information for a custom extension. “Viewing and Changing a
Update the existing custom extension, or add a new Custom Extension” on
custom extension if one does not exist. page 7-76
Edit Trading Update trading partner properties. Change the “Viewing and Changing
Partner Profile description, business ID, business type, trading Trading Partner Profiles”
partner type (local or remote), status (enabled or on page 7-56

disabled), contact information, or user identity.

Profile Management: Bindings

Add Binding Add a new protocol binding to the selected trading “Adding Protocol Bindings
partner. to a Trading Partner” on
page 7-22
View Binding View the properties of a binding. “Viewing and Changing
Details Bindings” on page 7-63
Edit Binding Edit the properties of a binding. “Viewing and Changing

Bindings” on page 7-63

Profile Management: Certificates

Add Certificate

Add a new certificate to the selected trading partner.

“Adding Certificates to a
Trading Partner” on
page 7-17
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Tahle 7-1 Elements of Trading Partner Management Module

Page Associated Tasks Help Topics

View and Edit View the properties of a certificate or update a “Viewing and Changing
Trading Partner  certificate. Certificates” on page 7-60
Certificate

Edit Certificate Update a certificate by importing certificate files. “Viewing and Changing

Certificates” on page 7-60

Profile Management: Custom Extension

Add Custom Add custom properties to the trading partner. “Adding a Custom
Extension Extension to a Trading
Partner” on page 7-23
View and Edit View the custom properties for a trading partner. “Viewing and Changing a
Custom Custom Extension” on
Extension page 7-76
Edit Custom Change the custom properties for a trading partner. “Viewing and Changing a
Extension Custom Extension” on

page 7-76

Service Management: Services

View and Edit View a list of services. Service name, business service  “Viewing and Changing
Services name, description, type, business protocol, and Services” on page 7-78
description are displayed.
Filter the list by service name. Use 2 to match any
single character or * to match zero or more characters.
Delete a service. “Deleting Services” on
page 7-100
Add Service Add a service definition for a newly deployed service. ~ “Adding Services - TO DO
Assign the name, type, and business protocol. - Slowness” on page 7-26
Optionally assign a description.
View and Edit View service properties. The type, business protocol, “Viewing and Changing

Service Details description, version, and associated service profiles

are displayed.

Select a service profile to view or edit.

Services” on page 7-78

Using the WebLogic Integration Administration Console 1-1



Trading Partner Management

Tahle 7-1 Elements of Trading Partner Management Module

Page Associated Tasks Help Topics

Edit Service Update service properties. Change the type, business  “Viewing and Changing
Details protocol, description or version. Add service profiles. Services” on page 7-78
Add Service Define a service profile to be added to the service. “Adding Service Profiles to
Profile Enable or disable, specify the message tracking level, a Service” on page 7-29

and specify the binding and URL endpoint for the
local and remote trading partners.

View Service View the properties of a service profile. “Viewing and Changing
Profile Service Profiles” on
page 7-82

Edit Service Update a service profile. Enable or disable the service, “Viewing and Changing
Profile change the message tracking level, or change the Service Profiles” on

binding and URL endpoint for the local and remote page 7-82

trading partners.
Add Add authentication to a service profile. “Adding Authentication to
Authentication a Service Profile” on

page 7-31

Message Tracking

View Messages

View the list of messages. Event ID, time of event,
direction (inbound or outbound), and status are
displayed.

“Monitoring Messages” on
page 7-102

Filter the
Displayed
Messages

Configure the filter for the messages displayed on the
View Messages page. Criteria include trading partner
sender and receiver, tracking start time and interval,
and status.

“Filtering the Messages
Displayed” on page 7-103

Message Details

View message properties and link to detail, such as
header, status, or message part data.

“Filtering the Messages
Displayed” on page 7-103

Partner Profile Import/Export

Import Trading
Partner
Management
Data

Select a trading partner management file for import,
and set the import properties.

“Importing Management
Data” on page 7-90
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Tahle 7-1 Elements of Trading Partner Management Module

Page Associated Tasks Help Topics

Export Trading Select trading partners and services for export, and set ~ “Exporting Management

Partner the export properties. Data” on page 7-92

Management

Data

Bulk Delete Select trading partner profiles and services to delete ~ “Deleting Trading Partner
and set the delete properties. Profiles and Services Using

Bulk Delete” on page 7-96

Statistics

Trading Partner ~ View summary statistics. Trading partner count, “Viewing Statistics” on

Management service count by type (process, service control, or page 7-101

Statistics Web service), service profile count, number of

conversations, and a count of the sent and received
messages are displayed.

Configuration

General Set the message tracking properties. Specify the “Configuring the Mode and
Configuration tracking level (all, metadata, or none), directory used ~ Message Tracking” on

to store the messages, and whether or not to trace raw  page 7-10

messages.

Set the trading partner integration mode (test or

production).
Proxy Configure a proxy host. “Configuring a Proxy
Configuration Host” on page 7-12
Audit Log Enable or disable secure audit logging. If enabled, “Configuring Secure Audit
Configuration specify the secure audit logging class. Logging” on page 7-13
Secure Specify the Java class used for secure time stamping.  “Configuring Secure Audit
Timestamp Logging” on page 7-13
Configuration
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Tahle 7-1 Elements of Trading Partner Management Module

Page Associated Tasks Help Topics

Refresh Keystore Refresh the KeyStores (identity and trust) in memory  “Refreshing the Keystore”
from the disk. on page 7-14

Certificate Specify the certificate verification provider. “Specitying the Certificate

Verification Verification Provider” on

Provider page 7-15

Configuring Trading Partner Management

The Trading Partner Management Configuration module allows you to configure system
resources, set the message tracking defaults, or refresh the keystore. See the appropriate topic for
instructions:

e “Configuring the Mode and Message Tracking” on page 7-10
e “Configuring a Proxy Host” on page 7-12

e “Configuring Secure Audit Logging” on page 7-13

e “Refreshing the Keystore” on page 7-14

e “Specifying the Certificate Verification Provider” on page 7-15

Configuring the Mode and Message Tracking

The General Configuration page allows you to define the mode (test or production), and
message tracking properties for trading partner integration.

Figure 7-2 General Configuration Page

Eﬁ’ General Configuration
Use this page 1o configure global settings for message tracking.

Message Tracking Level | ALL ~
Mode Test v
Directory [
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1. From the Trading Partner Management home page, select the Configuration module.

2. Set the message tracking properties as required. See Figure 7-2 for settings.

3. Click Submit to save your changes and return to the Trading Partner Management home

page.

Table 7-1 summarizes settings available on the General Configuration page.

Tahle 7-2 Elements of General Configuration page

Setting Description Required/
Optional
From the Message The default message tracking level for trading partner Required

Tracking Level
drop-down list, select All,
Metadata, or None.

integration. If the tracking level for a service profile is set to
Default (see “Adding Service Profiles to a Service” on

page 7-29), the tracking level for the service profile defaults to
the setting specified here. The options are:

All

Message metadata and a reference to message contents in the
document store are persisted in message tracking tables. Both
message metadata and contents are available for view in the
Message Tracking module of the console.

Metadata

Only message metadata is persisted in message tracking
tables. Message contents are not tracked and are not available
for view in the Message Tracking module of the console.

None

No message tracking information or history is stored in
repository and no information is available for view in the
Message Tracking module of the console.

From the Mode
drop-down list, select Test
or Production.

The trading partner integration mode. In Test mode service Required
profiles are not required for sending and receiving business

messages between collocated trading partners. Default

bindings for both partners can be used in test mode.
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Tahle 7-2 Elements of General Configuration page

Setting Description Required/
Optional

In the Directory field, The path to a directory used to store messages. Required if

enter the path. Trace Raw
Message is
set to Yes.

Select the Trace Raw When set to Yes, messages are also stored in their raw format  Required

Messages Yes or No (the format of the message as it is sent over the wire). This

option. setting can be useful for debugging purposes.

1-12

Configuring a Proxy Host

The Proxy Configuration page allows you to define a proxy host for trading partner integration.

Figure 7-3 Proxy Configuration Page

@ Proxy Configuration

Uze this page to set the proxy host for trading partner management

Proxy Host | | Host narme of the proxy server,

Port number of proxy server. | | Port number of the proxy server,

Note: A proxy server is used to protect local network addresses from hackers and restrict and
monitor external network access from the network hosting WebLogic Integration.

1. From the Trading Partner Management home page, select the Configuration module.
2. From the left menu, select Proxy Host.

3. In the Proxy Host field, enter the host name or IP address.

4. In the Port number of proxy server, enter the port.

5. Click Submit to save your changes and return to the Trading Partner Management home
page.
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Configuring Secure Audit Logging

The Audit Log Configuration page allows you to specify whether or not signed messages are
logged to the secure audit log. If secure audit logging is enabled, the Secure Timestamp
Configuration page allows you to specify the Java class that implements the secure timestamp
class.

Figure 7-4 Audit Log Configuration Page

ﬁ?ﬂf’Audit Log Configuration
Jee this page to configure secure audit logging for the messages sent or received

Secure Audit Logging %”::bi

Secure Audit Logging Class |c0m bea. wii. security audit. DefaultduditlagProvider

Cancel

Note: The classes specified for secure audit logging and secure timestamp must be in the server
classpath. Changes to the secure audit logging or secure timestamp configuration require
server restart.

1. From the Trading Partner Management home page, select the Configuration module.
2. From the left menu, select Secure Audit Log.
3. Do one of the following:

— Select the Disable option button to disable secure audit logging.

— Select the Enable option button, then enter the class to be used in the Secure Audit
Logging Class field.

Note: The default com.bea.wli.security.audit.DefaultAuditLogProvider
class is provided.

4. Click Submit to save your changes and return to the Trading Partner Management home
page.

5. From the Trading Partner Management home page, select the Configuration module.

6. From the left menu, select Secure Timestamp.

The Secure Timestamp Configuration page is displayed.
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Figure 7-5 Secure Timestamp Configuration

W Secure Timestamp Configuration
Use this page to specify the secure timestamp class for trading partner management

Jawa class used for sec
classpath, Optional,

Secure Timestamp Class |

7. In the Secure Timestamp Class field, enter the class.

Note: If no class is entered, secure time stamping is disabled.

8. Click Submit to save your changes and return to the Trading Partner Management home
page.

Refreshing the Keystore

The Refresh Keystore page allows you to refresh the KeyStores (identity and trust) in memory
from the disk.

Figure 7-6 Refresh KeyStore Page

w Refresh KeyStore

Use this page to refresh all keystares in the cluster

Refresh Keystore

1. From the Trading Partner Management home page, select the Configuration module.
2. From the left menu, select Refresh Keystore.

3. Click the Refresh Keystore button to refresh the keystore and return to the Trading Partner
Management home page.
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Specifying the Certificate Verification Provider

The Certificate Verification Provider page allows you to specify the certificate verification
provider for trading partner integration.

Figure 7-7 Certification Verification Provider Page

@ Certificate Verification Provider

Use this page to configure the certificate verification provider

Mame

Certificate VYerification Provider | be ind

Trading partner integration provides a service provider interface that allows you to insert a Java
class that implements an interface that calls out to a third-party service to verify trading partner
certificates. Such an implementation, called a certificate verification provider (CVP), can call out
to one of the following certificate verification applications:

e A Certificate Revocation List (CRL) implementation

e An Online Certificate Status Protocol (OCSP) implementation that interacts with a trusted
third-party entity, such as a certificate authority, for real-time certificate status checking

e Your own certificate verification implementation

To learn how to implement the CVP, see “Using WebLogic Integration Security” in Deploying
WebLogic Integration Solutions.

Note: The CVP class must be in the server classpath. Changes to the CVP configuration require
server restart.

1. From the Trading Partner Management home page, select the Configuration module.
2. From the left panel, select Certificate Verification Provider.
3. In the Certificate Verification Provider field, enter the CVP Java class.

4. Click Submit to save your changes and return to the Trading Partner Management home
page.
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Adding Trading Partner Profiles

1-16

The Add Trading Partner Profile page allows you to create a new trading partner profile.

Figure 7-8 Add Trading Partner Profile

ﬁ*fi Add Trading Partner Profile

Use this page 1o add or edit details about a trading partner,

Name | | Marne, without spaces. Required.

Description | | & description of this profile,

Business ID I:l Business ID of partner. & DUNS number is

Business ID Type l:l Type of Business ID. For informational purp

Default Trading Partner When checked, the default partner 1D is wise

Type LOCAL v Type of trading parmer.

Status ENABLED v Select Enabled to allow business messages
profile,

Email Email address of the partner. Optional,

Address Mailing address of the partner. Optional

Phone | | Contact nurmber of the partner. Optional,

Fax | | Far number of the partner. Optional,

WLS User Name | | Weblogic Server username used to author

[ Add profile ] [ Cancel |

From the Trading Partner Management home page, select the Profile Management
module.

From the left menu, select Create New.

Set trading partner profile properties as required. See “Defining Trading Partner Profiles” on
page 7-37 for a description of the available settings.

Click Submit.

The View and Edit Trading Partner Profile page is displayed with the new profile
definition.
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Note: Ifthere is an error, the Add Trading Partner Profile page is redisplayed. A message
indicating the problem is displayed above the input requiring correction.

5. Do one or more of the following:

— To add certificates to the trading partner, see “Adding Certificates to a Trading Partner”
on page 7-17.

— To add bindings to the trading partner, see “Adding Protocol Bindings to a Trading
Partner” on page 7-22.

— To add a custom extension to the trading partner, see “Adding a Custom Extension to a
Trading Partner” on page 7-23.

Related Topics

e “Adding Certificates to a Trading Partner” on page 7-17

e “Adding Protocol Bindings to a Trading Partner” on page 7-22

e “Adding a Custom Extension to a Trading Partner” on page 7-23
e “Adding Service Profiles to a Service” on page 7-29

e “Viewing and Changing Trading Partner Profiles” on page 7-56
e “Importing Management Data” on page 7-90

e “Listing and Locating Trading Partners” on page 7-53

Adding Certificates to a Trading Partner

The Add Certificate page allows you to add certificates to a trading partner profile.

Note: You can also add a certificate from the Add Trading Partner Binding or Edit Trading
Partner Binding page by clicking the Add Certificate link to the right of the Signature
Certificate drop-down list. If you are adding a certificate in this way, start with step 3 of
the following procedure.

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.
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— From the Trading Partner Management home page, select the Profile Management
module, then select Certificates from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

2. Click the Add Certificate button.
The Add Certificate (Step 1 of 2) page is displayed.

Figure 7-9 Add Certificate Page

W Add Certificate (Step 1 of 2)

Use this page to indicate whether to create a new certificate by import, generate a test certificate, or reference an existing ¢

Choose from the following options:

enerate a certificate for TEST USE only

| mport certificate from file
ze alias for an already imported certificate

3. Select one of the following options:

— Generate a certificate for TEST USE only
Select this option to create a client, signature, or encryption certificate definition. The
certificate generated is a self-signed certificate appropriate for use only in testing.

— Import certificate from file

Select this option to create a client, signature, or encryption certificate definition, and to
import the certificate file(s) from the local file system into the configured key store.

— Use alias for an already imported certificate

Select this option to create a reference to an existing client, signature, encryption, or
server certificate definition.

4. Click Next to display the Add Certificate (Step 2 of 2) page. Refer to the procedure
appropriate to the selected type:
— “Creating a Certificate for Testing” on page 7-18
— “Creating and Importing the Files for a Certificate” on page 7-20

— “Creating a Reference to an Existing Certificate” on page 7-21

Creating a Certificate for Testing

After you select Generate a certificate for TEST USE only and click Next, the Add Certificate
(Step 2 of 2) page is displayed.
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Figure 7-10 Add Certification - Step 2

ﬁ“‘i Add Certificate (Step 2 of 2)

Use this page to add a new certificate for TEST USE only. The certificate generated is a self-signed certificate for testing,

Name |:| Marne, without spaces. Required.

Type CLIENT v Type of the Certificate.

Password Alias Select Alias % | add alias ... The Password alias 1o use for this account,

Import Certificate in Keystore Specifies that the certificate is imported in the keystore,
| Create cerificate | | Cancel |

This page allows you to create a client, signature, or encryption certificate definition. The
certificate generated is appropriate for use only in testing.

1.

In the Name field, enter the name used to identify the certificate within the system. This name
is also the entry name in the local keystore.

From the Type drop-down list, select the type:

— For a local trading partner, the options are CLIENT, SIGNATURE, or
ENCRYPTION.

— For a remote trading partner, the options are CLIENT, SERVER, SIGNATURE, or
ENCRYPTION.

From the Password Alias drop-down list, select the password alias for the password
associated with the keystore entry. This alias is used to retrieve the required password from
the password store. See “Password Aliases and the Password Store” on page 8-5.

Note: Ifyou have not yet defined an entry for the password in the password store, click Add
Alias. After you add the entry, you are returned to the Add Certificate page. The
newly added alias is now included in the drop-down list.

Select the Import Certificate in Keystore check box.

. Click Create Certificate.

The View and Edit Trading Partner Profile page is displayed. The certificate is included
in the certificates summary table.

Note: Ifthere is an error, the Add Certificate page is redisplayed. A message indicating the
problem is displayed above the input requiring correction.
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Creating and Importing the Files for a Certificate

After you select Import certificate from file and click Next, the Add Certificate (Step 2 of 2)
page is displayed.

Figure 7-11 Add Certificate - Step 2

ﬁ""ﬁ Add Certificate (Step 2 of 2)

Use this page to import certificate files from the local file system into the configured key store.

Hame Mame, without spaces. Required.

Type m Type of the Certificate.

Password Alias Im Add alias .. The Password Alias to use for this account.
Import Certificate Location Browse.. Location of the cedificate file, The file location

muzt he accesaible from the server.

Location of the private key for the cedificate.
Private Key Location Browse... The file location must be accessible from the
SErVEr.

Specifies that the cedificate iz imported in the

Import Certificate in Keystore [V keystare

Create certificate Cancel

This page allows you to create a client, signature, or encryption certificate definition, and to
import the certificate files.

1. Inthe Name field, enter the name used to identity the certificate within the system. This name
is also the entry name in the local keystore.

2. From the Type drop-down list, select the type:

— For a local trading partner, the options are CLIENT, SIGNATURE, or
ENCRYPTION.

— For a remote trading partner, the options are CLIENT, SERVER, SIGNATURE, or
ENCRYPTION.

3. Ifyou are importing a certificate for a local trading partner, select the alias for the password
associated with the keystore entry from the Password Alias drop-down list. This alias is used
to retrieve the required password from the password store. See “Password Aliases and the
Password Store” on page 8-5.

Note: This step only applies if you are importing a certificate for a local trading partner.
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Note: Ifyouhave not yet defined an entry for the password in the password store, click Add
Alias. After you add the entry, you are returned to the Add Certificate page. The
newly added alias is now included in the drop-down list.

4. Do one of the following to specify the location of the certificate file:

— Click the Browse button to the right of the Import Certificate Location field, then
locate the certificate file. Select the file and click Open.

— Enter the path to the certificate file in the Import Certificate Location field.

5. To specify the location of the private key file for a LOCAL trading partner, do one of the
following:

— Click the Browse button to the right of the Private Key Location field, then locate the
private key file. Select the file and click Open.

— Enter the path to the private key file in the Private Key Location field.
6. Check the Import Certificate in Keystore check box.
7. Click Create Certificate.

The View and Edit Trading Partner Profile page is displayed. The certificate is included
in the certificates summary table.

Note: Ifthereis an error, the Add Certificate page is redisplayed. A message indicating the
problem is displayed above the input requiring correction.

Creating a Reference to an Existing Certificate

After you select Use alias for an already imported certificate and click Next, the Add
Certificate (Step 2 of 2) page is displayed.

Figure 7-12 Add Certification (2)

ﬁ“ﬁ Add Certificate (Step 2 of 2)

Use this page to add a new certificate for TEST USE only. The certificate generated is a self-signed certificate for

Name |:| Mame, without spaces. Required.

Type CLIENT v Type of the Certificate.

Password Alias Select Alias % Add alias ... The Password alias 1o use for this account,

Import Certificate in Keystore Specifies that the certificate is imported in
Create cerificate | | Cancel |
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This page allows you to create a reference to an existing client, signature, encryption, or server
certificate definition.

1. In the Name field, enter the name used to identity the certificate within the system.

2. From the Type drop-down list, select CLIENT, SERVER, SIGNATURE, or
ENCRYPTION.

3. From the Password Alias drop-down list, select the password alias for the password
associated with the keystore entry. This alias is used to retrieve the required password from
the password store. See “Password Aliases and the Password Store” on page 8-5.

Note: Ifyou have not yet defined an entry for the password in the password store, click Add
Alias. After you add the entry, you are returned to the Add Certificate page. The
newly added alias is now included in the drop-down list.

4. Click Add.

The View and Edit Trading Partner Profile page is displayed. The certificate reference is
included in the certificates summary table.

Note: Ifthere is an error, the Add Certificate page is redisplayed. A message indicating the
problem is displayed above the input requiring correction.

Adding Protocol Bindings to a Trading Partner

The Add Binding page allows you to add bindings to a trading partner profile.

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Bindings from the left menu. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go....

2. Click the Add Binding button.
The Add Binding (Step 1 of 2) page is displayed.
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Figure 7-13 Add Binding (2)

W Add Binding (Step 1 of 2)

Use this page to select the type of binding to be added.

Choose type of binding

| Create Binding | |Cance||

3. Select the eb XML 1.0, ebXML 2.0, RosettaNet 1.1, RosettaNet 2.0, or Web Service option
button.

4. Click Create Binding to display the Add Binding (Step 2 of 2) page.

5. Set the binding properties as required. See “Defining Protocol Bindings” on page 7-40 for a
description of the available settings.

6. Click Add Binding.
The Edit Binding page is displayed. The binding is included in the binding summary table.

Note: If there is an error, the Add Binding page is redisplayed. A message indicating the
problem is displayed above the input requiring correction.

7. If the new binding is:

— An ebXML 1.0 or ebXML 2.0 binding, you can configure signature transforms as
described in “Configuring Signature Transforms for ebXML Bindings” on page 7-72.

— A RosettaNet 1.1 or 2.0 binding, you can configure the notification of failure roles as
described in “Configuring PIP Notification of Failure Roles for RosettaNet Bindings”
on page 7-74.

Adding a Custom Extension to a Trading Partner

The default properties associated with a trading partner can be augmented to support
application-specific requirements through the addition of a custom extension. A custom
extension is modeled in the repository so that defined properties can be retrieved as subtrees
within an XML document. The properties can be retrieved using the TPM control.
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The extension is composed of a user-defined root element that contains well-formed XML
elements and attributes that define the required properties. The user-defined root element is a
child of the <extended-property-set> element, which is the last child of the
<trading-partner> element. The following example shows the XML representation of a
trading partner with a custom extension.

<trading-partner
name="ABC"
business-id-type="duns”
business-id="”123123123"
phone="+1 123 456 7890">
email="admin@abc.com"
<address>123 ABC Street., Anytown, CA 95131</address>
<extended-property-set
name="ABC International Extension"
description="Contact”>
<myxmlelement>
<business-contact>Joe Smith</business-contact>
<phone type="work">+1 123 456 7654</phone>
<phone type="cell">+1 321 654 4567</phone>
<city>Anytown</city>
<state>California</state>
</myxmlelement>
</extended-property-set>

</trading-partner>

An administrator can add a custom extension as described in the following procedure, or by
importing a trading partner data file that contains an XML representation of the extended
properties as described in “Importing Management Data” on page 7-90.

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Custom Extension from the left panel.
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2. Click the Create New button. On the Choose Trading Partner page, select the trading
partner name from the Name drop-down list, then click Go.

The View and Edit Custom Extension page is displayed.

Figure 7-14 Add Custom Extension Page

ﬁ-‘-‘ﬁ Add Custom Extension

Use thiz page to configure or add & custom extension for this trading partner profile. & custom
extension may be & wel-formed XML fragment.

Hame Mame, without spaces. Required.
Description Description. Optional.

]
XML Custom

wmil document

Create Custom Extension Cancel

3. Inthe Name field, enter a name for the custom extension.
4. In the Description field, enter an optional description.
5. In the XML field, enter the XML document.

The extension is composed of a user-defined root element that contains well-formed XML
elements and attributes that define the required properties. For example, the XML
highlighted in bold in the “Adding a Custom Extension to a Trading Partner” on page 7-23
constitutes a valid entry.

6. Click Create Custom Extension.
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The Add Custom Extension page is displayed. The custom extension is displayed in the
Custom Extension summary table.

Note: If there is an error, the Add Custom Extension page is redisplayed. A message
indicating the problem is displayed above the input requiring correction.

Related Topics

e “Adding Trading Partner Profiles” on page 7-16

e “Importing Management Data” on page 7-90

Adding Services - TO DO - Slowness

The Add Service page allows you to create a new service definition.

Figure 7-15 Add Service Page

%Add Service

Usze this page to configure a new service, Click Browse to search for newly deployed Weblogic Integration services,
Name PIP3AZPatticipant. jpd Browse Mare, without spaces. Required.
Type Process v

Type of service . Required,

Business Service Mame Business Service Name as defined in the process,

Business Protocol EBxML v Business Protocal . Required

Description | & description of this profile.

| Add service | |Cance||

1. From the Trading Partner Management home page, select the Service Management
module.

2. From the left menu, select Create New.

3. Do one of the following in the Add Service page:

— To locate a newly deployed ebXML or RosettaNet processes and associated controls,
click the Browse button to the right of the Name field. Click the name of the process or
control to select it. Skip to step 6. (The Type and Business Protocol are specified
based on the process or control you select.)

— To specify a Web service, enter the service URI in the Name field.
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. From the Type drop-down list, select Service Control, Process, or Web Service to specify
the type of service.

. From the Business Protocol drop-down list, select EBXML, ROSETTANET, or
WEBSERVICE to specify the service protocol.

. In the Description field, enter an optional description of the service.

. Click Add Service.

The View and Edit Service Details page is displayed with the new definition.

Note: If there is an error, the Add Service page is redisplayed. A message indicating the
problem is displayed above the input requiring correction.

. To add service profiles to the service, see “Adding Service Profiles to a Service” on
page 7-29.

. If the Business Protocol is ROSETTANET, you can define the RosettaNet service defaults
as described in the following section.

Adding Service Profiles to a RosettaNet Service

After you have created a the service definition for a RosettaNet service, you can add service
Profiles from the View and Edit Service Details page.

To add RosettaNet Service Defaults:

. Locate the service as described in “Listing and Locating Services” on page 7-55.

2. Click the service name to select it.

The View and Edit Service Details page is displayed.
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Figure 7-16 View and Edit Service Details Page

W View And Edit Service Details

This page displays the service properties and associated service profiles. You can edit the service properties, or add, edit or delete s
page

SERYICE DETAILS

Name testl
Business Service Name

Description

Business Protocol ROSETTANET
Type Service Control
Edit Senice | | Add defaults

SERYICE PROFILES

Local Trading Partner % | Remote Trading Partner ¢ | Local Binding % | Remote Binding % | Message Tracking Level €% | Status %

Mo matching data found.

[ Add Serice Profile |

3. Click Add Service Profiles.

4. Define the defaults as required. The following table describes the available settings.

Table 7-3 Elements of View and Edit Service Details page

Service Content Schema Location of the schemas on the file system You must enter a valid

Location path.

Use DTD for Validation True Use DTD over schemas for validating documents received
and sent.

False Do not use DTD for validation.

Validate Service Content True Validate service content for each message

False No validation is performed. Selecting False improves
performance.
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Table 7-3 Elements of View and Edit Service Details page

Validate Service Header True Validate service header for each message

False No validation is performed. Selecting False improves
performance.

5. Click Set Defaults to save the settings and return to the View and Edit Service Details page.

Related Topics

e “Listing and Locating Services” on page 7-55

Adding Service Profiles to a Service

The View and Edit Service Details page allows you to add service profiles to a service.

1. Locate the service as described in “Listing and Locating Services” on page 7-55.

2. Click the service name to select it.

The View and Edit Service Details page is displayed.

3. Click the Add Service Profile button.
The Add Service Profile page is displayed.
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Figure 7-17 Add Service Profiles to a Service

ﬁfﬁ Add Service Profile

The iz page allows o configure new service profile between two trading partners. Authentication and message tracking level for this service
configured.

Service Mame testl

Service Profile Id Optional, If used for ebXML, it contains CP& ID

Status EMABLED » Mame of the client frading parter.

Message Tracking Level | All b Message tracking level for this service profile.
LOCAL REMOTE

Name Test_TradingPartner_1 v Test_TradingFartner 2 v

Binding TP1-m20-binding TP2-m20-binding

EndPaoint | | |

4. From the Status drop-down list, select Enabled or Disabled.

5. From the Message Tracking Level drop-down list, select one of the following:

— ALL
Message metadata and a reference to message contents in the document store are
persisted in message tracking tables. Both message metadata and contents are available
for view in the Message Tracking module of the console.

DEFAULT
The tracking level for this profile is set to the system default tracking level. See
“Configuring the Mode and Message Tracking” on page 7-10.

— METADATA
Only message metadata is persisted in message tracking tables. Message contents are

not tracked and are not available for view in the Message Tracking module of the
console.

— NONE
No message tracking information is sent to the message tracking JMS queue, therefore,

no message history is stored in repository and no information is available for view in
the Message Tracking module of the console.

6. Configure the Local trading partner as follows:
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a. From the Name drop-down list, select the name of the trading partner.

b. From the Binding drop-down list, select the binding. Only bindings of the same type as
the Business Protocol defined for the service are allowed.

The Endpoint field displays the URL for the transport endpoint for the selected
binding.
7. Configure the Remote trading partner as follows:

a. From the Name drop-down list, select the name of the trading partner.

b. From the Binding drop-down list, select the binding. Only bindings of the same type as
the Business Protocol defined for the service are allowed.

The Endpoint field displays the URL for the transport endpoint for the selected
binding.

8. Click Submit.

You are prompted with the following message” “Do you wish to configure authentication?”

9. Do one of the following:

— Click Yes. Go to step 4 of “To add HTTPS authentication to a service profile” or “To
add HTTP authentication to a service profile” in “Adding Authentication to a Service
Profile” on page 7-31.

— Click No. You can configure authentication later as described in “Adding
Authentication to a Service Profile” on page 7-31.

The View and Edit Service Details page is displayed. The new profile is displayed in the
service profile summary table.

Note: Ifthereis an error, the Add Service Profile page is redisplayed. A message indicating
the problem is displayed above the input requiring correction.

Adding Authentication to a Service Profile

The View Service Profile page allows you to configure the authentication properties for the local
and remote trading partners.

When you add authentication to a service profile, the required authentication configuration is
added to each respective trading partner binding. The authentication configuration associated
with a binding can be updated or deleted as described in “Updating or Deleting Authentication”
on page 7-70.
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The following table summarizes the available modes of authentication by transport protocol and
describes the authentication properties added to each trading partner binding.

Table 7-4 Authentication Properties

Transport Authentication Local Trading Partner Remote Trading Partner (RemoteTP)

Protocol Mode (LocalTP) Configuration Configuration

HTTP Basic Client Trading Partner: Client Trading Partner:
RemoteTP LocalTP

Username and Password Alias:

RemoteTP username and password (the
password alias for the password is specified).
The username and password required to access
the RemoteTP transport endpoint.

HTTPS One-Way Client Trading Partner: Client Trading Partner:
RemoteTP LocalTP

Server Certificate:
RemoteTP server certificate to be used for SSL
authentication.

One-Way with ~ Client Trading Partner:  Client Trading Partner:
Basic RemoteTP LocalTP

Username and Password Alias:

RemoteTP username and password (the
password alias for the password is specified).
The username and password required to access
the RemoteTP transport endpoint.

Server Certificate:
RemoteTP server certificate to be used for SSL

authentication.
Mutual Client Trading Partner: Client Trading Partner:
RemoteTP LocalTP
Client Certificate: Client Certificate:

RemoteTP clientcertificate  LocalTP client certificate to be used for SSL
to be used for SSL mutual  mutual authentication.

authentication. Server Certificate:

RemoteTP server certificate to be used for SSL
authentication.
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. Locate the service as described in “Listing and Locating Services” on page 7-55.

. Click the service name to select it.

The View and Edit Service Details page is displayed.

. In the Service Profiles table, click the View link for the service profile entry. (The View link
is in the third column from the right.)

The View Service Profile page is displayed.
. Click Configure Authentication.

You are prompted to select the authentication mode for the local and remote trading
partners as shown in the following figure:

Choose type of Authentication Mode

LOCAL REMOTE

& One Way " One YWay

" One Way with Basic " One Way with Basic
& Mutual & Mutual

Note: Although it is not enforced, typically the same type of authentication is selected for
both the local and remote trading partner.

Select the One Way, One-Way with Basic, or Mutual option button to specify the type for
the Local trading partner.

Select the One Way, One-Way with Basic, or Mutual option button to specify the type for
the Remote trading partner.

. Click the Next button.

Select the certificate(s), or enter the username and password alias, required for the selected
type. The following table summarizes the settings by authentication type.
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Table 7-5 Settings by Authentication Type

Authentication Type  Local Remote

One-Way No local setting. Select the Server Certificate from
the drop-down list.

One-Way with Basic  Enter the Username required to Select the Server Certificate from
access the remote endpoint. the drop-down list.

Select the Password Alias from the
drop-down list.

Mutual Select the Client Certificate from  Select the Client Certificate from
the drop-down list. the drop-down list.

Select the Server Certificate from
the drop-down list.

Note: If the certificate has not yet been added, click the Add Certificate link to the right of
the drop-down list. See “Adding Certificates to a Trading Partner” on page 7-17 for
instructions. Once the certificate has been added, it is available for selection.
Similarly, if the password alias has not been added, click the Add Alias link to the
left of the drop-down list. See “Adding Passwords to the Password Store” on
page 8-16 for instructions. Once the alias has been added, it is available for selection.

9. To preview to the configuration, click Preview config. To learn more about the preview
function, see “Previewing the Authentication Configuration:” on page 7-35.

10. Click Add.
Authentication is added and the View and Edit Service Details page is displayed.

Note: If there is an error, the Add Authentication page is redisplayed. A message
indicating the problem is displayed above the input requiring correction.

1. Locate the service as described in “Listing and Locating Services” on page 7-55.

2. Click the service name to select it.

The View and Edit Service Details page is displayed.

3. Inthe Service Profiles table, click the View link for the service profile entry. (The View link
is in the third column from the right.)

The View Service Profile page is displayed.
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4. Click Configure Authentication.

The authentication mode is displayed as shown in the following figure:

Choose type of Authentication Mode
LOCAL REMOTE
* Basic * Basic

5. Click the Next button.
6. Enter the Username required to access the remote endpoint.

7. Select the Password Alias from the drop-down list.

Note: If the password alias has not been added, click the Add Alias link to the left of the
drop-down list. See “Adding Passwords to the Password Store” on page 8-16 for
instructions. Once the alias has been added, it is available for selection.

8. To preview to the configuration, click Preview config. To learn more about the preview
function, see “Previewing the Authentication Configuration:” on page 7-35.

9. Click Add.
Authentication is added and the View and Edit Service Details page is displayed.

Note: If there is an error, the Add Authentication page is redisplayed. A message
indicating the problem is displayed above the input requiring correction.

Previewing the Authentication Configuration:

The verification of certificates and exchange of public keys that occurs in order to set up a secure
channel over which to communicate is known at the SSL handshake. When you configure
authentication, you have the option of previewing the configuration.

Using the WebLogic Integration Administration Console 1-35



Trading Partner Management

For the HTTPS transport protocol, the preview provides a summary of the handshake configured

as shown in the following figures:

LOCAL REMOTE
Name BEATP ACME
Type LacAL REMOTE
EndPoint https:/127.0.0.1:7001/ebxml2.0/beatp https:/F216.239.50.100:7001 /ebxm 2 0AACME
Type One Way One Way
IMBOUND
--------- Server Cert ----->
OUTBOUND
oo Server Cert (ACME-server) -
LOCAL REMOTE
Name BEATP ACME
Type LacAL REMOTE
EndPoint https:/127.0.0.1:7001/ebxml2.0/beatp https:/F216.239.50.100: 7001 /ebxml2. 0AACME
Type One Way with Basic One Way with Basic
IMBOUND
oo UserMame/Password  ---------
--------- Server Cert ----->
OUTBOUND
--------- UserMame/Password >
oo Server Cert (ACME-server) -
LOCAL REMOTE
Name BEATP ACWE
Type LoCAL REMOTE
EndPoint  https:/127.0.0.1:7001/ebxml2. Ofbeatp https:A216.232.50.100: 7001/ ebxrml2 0AACME
Type Mutual Mutual
INBOUMND
--------- Server Cert -3
Rmmemn Client Cert (ACME-client) ---------
OUTBOUND
Rmmemn Server Cert (ACME-server] -
--------- Client Cert (beatp-client) >
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For HTTP basic authentication, the preview displays the configuration as shown in the following

figure:
LOCAL REMOTE
Name BEATF ACME
Type LOCAL REMOTE
EndPoint  http:#127.0.0.1:7001/ebXML20/BEATP-id http:/#216.239.50.100:7001 /ebixm 2.0/ACME
Type Basic Basic
INBOUND
Eemeeen UseMame/Password -
OUTBOUND =
--------- UserNamedPassword -

Defining Trading Partner Profiles

The Add Trading Partner Profile and Edit Trading Partner Profile pages allow you to define
the properties of a profile. The following table summarizes the available settings.

Table 7-6 Elements of Trading Partner Profile page

Setting Description Required/
Optional
In the Name field, enter the name. The name used to identify the trading partner within the ~ Required
system. Do not use spaces.
Note: This field is only available on the Add Trading
Partner Profile page. It cannot be edited on the
Edit Trading Partner Profile page.
In the Description field, enter a An optional description. This value is for administrative ~ Optional
description. purposes only. It is not included in messages.
In the Business ID field, enter an Identifier for the trading partner. The value is used to Required
appropriate identifier. identify the partner in message exchanges.
In the Business ID Type field, enter  The type or naming convention for the Business ID. For ~ Optional

the type of Business ID.

example, if the value entered for Business ID is a
D-U-N-S number, enter DUNS for the Business ID

Type.
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Table 7-6 Elements of Trading Partner Profile page (Continued)

Setting

Description

Required/
Optional

Check or uncheck the Default
Trading Partner check box.

When checked, the trading partner is designated as the
default trading partner for sending or receiving messages
for the local host system. Default Trading Partner can
only be checked if Type is set to LOCAL. Only one
LOCAL trading partner can be designated as the
default.

The default is unchecked.

Optional

From the Type drop-down list, select
LOCAL or REMOTE.

Specifies whether the trading partner is hosted locally or
represents an external, remote trading partner.

The default is LOCAL.

Optional

From the Status drop-down list,
select ENABLED or DISABLED.

Specifies whether or not to allow business messages to
be sent or received by the partner

You cannot set the Status to DISABLED until all
service profiles associated with the partner are disabled.
If you attempt to set the Status to DISABLED, you are
prompted to disable any enabled service profiles before
the change takes effect.

Setting the Status to ENABLED does not automatically
enable the service profiles associated with the trading
partner. After you enable the trading partner profile, you
must enable the associated service profiles as described
in “Enabling and Disabling Trading Partner and Service
Profiles” on page 7-85.

The default is ENABLED.

Optional

In the Email field, enter an email
address.

A contact email address for the trading partner.

Optional

In the Address field, enter a mailing
address.

A mailing address for the trading partner.

Optional

In the Phone field, enter a telephone
number.

A contact telephone number for the trading partner.

Optional
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Table 7-6 Elements of Trading Partner Profile page (Continued)

Setting Description Required/
Optional
In the Fax field, enter a fax number. A fax number for the trading partner. Optional

Inthe WLS User Name field, entera  The user name that is used to authorize remote trading  Optional
valid user name. partners at the transport level. This user must exist in the

default security realm. See Listing and Locating Users in

Worklist User Guide. The value applies only if Type is

set to Remote.

Related Topics

e “Adding Trading Partner Profiles” on page 7-16

e “Viewing and Changing Trading Partner Profiles” on page 7-56
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Defining Protocol Bindings

The Add Binding and Edit Binding pages allow you to define the properties for a protocol
binding. For example, the Add Binding page for ebXML 2.0 is shown in the following figure.

Figure 7-18 Defining Protocol Bindings

w Add Binding (Step 2 of 2)

Use this page to configure a new binding.

Name |Test_TradingF'ar1ner_1—ebme1D-6 Mame, without spaces. Required.

Business Protocol EBXML
Business Protocol Yersion 1.0

Use this binding as the default binding in a servic

Default Binding protocol

TRANSPORT CONFIGURATION

Specifies the fransport protocol for sending and r

w
Transport Protocol HTTP Service hindings.

5IH
£

Specifies the version of the transport protocal, W

Transport Protocol Version wersion 1.1, This atiribute is ignored for M3,

EndPoint |http:ﬂ1D.128.22.1DQ:?DD1Iehme1 .Da"Test_Tradi| Specifies the URL for this fransport endpoint, Cpt

Timeout _D S Specify ﬂﬂg fransport ti.meout for this endpoint, Tt
does not time out. Optional.

QUALITY OF SERYICE

Delivery Semantics | BESTEFFORT V| Sperifies the reliable messaging behawior.

Retry Count l:l Specifies the maximum number of retries for sen
Specifies the time interval between refries of sen

Retry Interval |ED SECS | tirmeout waiting for a message acknowledgement

haours 41 mins . Optional,

| Specifies the duration for which messages have t

Persist Duration |D msecs duplicate elimination, For example: 55, 5 hours =

KN¥L DIGITAL SIGNATURE CONFIGURATION FOR MONREPUDIATION

Signature Certificate NOMNE + | Add Certificate ... Marne of the signature certificate used for digitalk

Specifies that the message is to be digitally signe

Signature Required sending the message.

[

TF b commmiFime Hemdb Hem vmmimmmme e ke s b

The following sections describe the available settings for each protocol type and a special case
regarding Trading Partner Endpoint definition:

e Defining an ebXML 1.0 or 2.0 Binding

e Defining a RosettaNet 1.1 or 2.0 Binding
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e Defining a Web Service Binding

e Defining Endpoints for Projects Containing Multiple JPDs Having the Same Name

Defining an ebXML 1.0 or 2.0 Binding

The following table describes the settings available for an ebXML 1.0 or 2.0 binding.

Note: When exchanging ebXML messages with a trading partner that uses WebLogic
Integration - Business Connect, you can only use one version of ebXML Message
Service protocol (either ebXML 1.0 or ebXML 2.0). WebLogic Integration - Business
Connect uses the same HTTP endpoint for a given trading partner regardless of the
ebXML version. You cannot configure more than one protocol binding for a given
partner in WebLogic Integration that uses the same HTTP endpoint.

Table 7-7 Settings Available For an ebXML 1.0 or 2.0 Binding

Setting

Description

Required/
Optional

In the Name field, enter the
binding name.

The name used to identify the binding within the system.
The name must be unique within the trading partner
profile. When you add a new binding, a default name is
automatically generated using the following convention:

<partner>-<protocol>-<qualifier>
For example:
acme-ebxml20-4

If you choose to change the default name, make sure the
name you choose is unique.

Note: This field is only available on the Add Binding
page. It cannot be edited on the Edit Binding

page.

Required

Check or uncheck the Default
Binding check box.

When checked, the binding is designated as the default
binding for the ebXML protocol. Only one binding of the
same protocol version can be designated as the default
binding.

The default is unchecked.

Optional
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Table 7-7 Settings Available For an ebXML 1.0 or 2.0 Binding (Continued)

Setting Description Required/
Optional

Transport Configuration
From the Transport Protocol The transport protocol for sending and receiving Optional
drop-down list, selectthe HTTP  messages.
or HTTPS. The default is HTTP.
From the Transport Protocol The version of the transport protocol. Optional
Version, select the version. If HTTP is selected for the Transport Protocol, select 1.0

or 1.1. The default is 1.0.

If HTTPS is selected for Transport Protocol, 1.1 is

currently the only option.
In the Endpoint field, enter the =~ The URL or URI for the transport endpoint. Required
URL for the transport endpoint. g, i1 formation about specifying an endpoint as a URI,

see “Defining Endpoints for Projects Containing Multiple

JPDs Having the Same Name” on page 7-52.
In the Timeout field, enter the =~ The transport timeout for the specified Endpoint. The Optional
transport timeout. default value is 0, which indicates no timeout.
Quality of Service
From the Delivery Semantics The reliable message service behavior: Required

drop-down list, do one of the
following:

* For ebXML 1.0, select
BESTEFFORT or
ONCEANDONLYONCE

* For ebXML 2.0, select
BESTEFFORT,
ONCEANDONLYONCE,
ATLEASTONCE, or
ATMOSTONCE

BESTEFFORT
Best effort. No reliable messaging.

ONCEANDONLYONCE

Once and only once reliable messaging. Select this option
for messaging that requires acknowledgement and
duplicate elimination.

ATLEASTONCE

At least once reliable messaging. Select this option for
messaging that requires acknowledgement, but not
duplicate elimination.

ATMOSTONCE

At most once reliable messaging. Select this option for
messaging that requires duplicate elimination, but not
acknowledgement.
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Tahle 7-7 Settings Available For an ebXML 1.0 or 2.0 Binding (Continued)

Setting Description Required/
Optional
In the Retry Count field, enter ~ The maximum number of retries for sending a reliably Required if
the number of retries. delivered message. The default is 0. ONCEANDON
The value is ignored if BESTEFFORT or LYONCE or
ATLEASTON

ATMOSTONCE is selected for Delivery Semantics. If
ONCEANDONLYONCE or ATLEASTONCE is
selected, the message is retried until the
acknowledgement is received or the number of retries
specified in the Retry Count field is exhausted.

CE is selected,

In the Retry Interval field,
enter the interval.

The time interval before a message is resent following a
timeout waiting for a message acknowledgement.

The following are examples of valid entries:
500 ms or 500 msecs,

5s,or 5 sec, or 5 secs

S m or 5 mins

5 hor 5 hours

5dor5 days

Any combination of the above are also valid. For
example:

1d5h
1 sec 500 ms

The default is 1 min.

Required if
Retry Count is
1 or greater.
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Table 7-7 Settings Available For an ebXML 1.0 or 2.0 Binding (Continued)

Setting Description Required/
Optional
In the Persist Duration, enter Specifies the duration for which messages have to be Required if
the interval. stored persistently for the purpose of duplicate ONCEANDON
elimination. LYONCE or
ATMOSTONC

The following are examples of valid entries:
500 ms or 500 msecs,

5's,or 5 sec, or 5 secs

5 m or 5 mins

5 hor 5 hours

5dor5 days

Any combination of the above are also valid. For
example:

1d5h
1 sec 500 ms

The default is 0.

E is selected,

Note: When defining an ebXML binding for a local trading partner, set the values for Retry Count, Retry
Interval, and Persist Duration to the same values as the remote trading partner.

XML Digital Signature Configuration for Non-Repudiation

From the Signature Certificate
drop-down list, select an
existing certificate or NONE.

If you have not yet added the
certificate, click Add certificate
and follow the instructions in
“Adding Certificates to a
Trading Partner” on page 7-17.

The name of the signature certificate used to digitally sign

messages. NONE indicates no digital signature.

Optional

Check or uncheck the Signature
Required check box.

When checked, the message is digitally signed using the

signature certificate of the trading partner sending the
message. The default is unchecked.

Archiving of signed messages in a secure audit log is

controlled by the secure audit logging configuration. See

“Configuring Secure Audit Logging” on page 7-13.

Optional
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Tahle 7-7 Settings Available For an ebXML 1.0 or 2.0 Binding (Continued)

Setting Description Required/

Optional
Check oruncheck the Signature  When checked, the message is acknowledged by a Optional
Receipt Required check box. digitally signed receipt acknowledgement message using

the signature certificate of the trading partner sending the
acknowledgement. The default is unchecked.

Archiving of signed messages in a secure audit log is
controlled by the secure audit logging configuration. See
“Configuring Secure Audit Logging” on page 7-13.

Note: Within WebLogic Integration, the ebXML protocol supports non-repudiation by digitally signing
outbound messages and acknowledgements based on the settings for the Signature Required and Signature
Receipt Required properties of the binding. In addition to the preceding properties:

* A predefined set of algorithms and parameters are provided by the WebLogic Integration implementation.
To learn more about the implementation, see Using WebLogic Integration Security in Deploying WebLogic
Integration Solutions.

»  Optional XPath filtering transforms can be applied to messages for signing purposes. See “Configuring
Signature Transforms for ebXML Bindings” on page 7-72.
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Defining a RosettaNet 1.1 or 2.0 Binding

The following table describes the settings available for a RosettaNet 1.1 or 2.0 binding.

Table 7-8 Settings Available For a RosettaNet 1.1 or 2.0 binding

Setting Description Required/
Optional

Inthe Name field, enter The name used to identify the binding within the system. The name  Required
the binding name. must be unique within the trading partner profile. When you add a

new binding, a default name is automatically generated using the

following convention:

<partner>-<protocol>-<qualifier>

For example:

acme-rosettanet20-4

If you choose to change the default name, make sure the name you

choose is unique.

Note: This field is only available on the Add Binding page. It

cannot be edited on the Edit Binding page.

Check or uncheck the When checked, the binding is designated as the default binding for the Required
Default Binding check  RosettaNet protocol. Only one binding of the same protocol version
box. can be designated as the default binding.
Transport Configuration
From the Transport The transport protocol for sending and receiving messages. Required
Protocol drop-down
list, select the HTTP or
HTTPS.
From the Transport The version of the transport protocol. Required
Protocol Vers.ion, If HTTP is selected for the Transport Protocol, select 1.0 or 1.1.
select the version. ) .

If HTTPS is selected for Transport Protocol, 1.1 is currently the only

option.
In the Endpoint field, = The URL or URI for the transport endpoint. Required

enter the URL for the
transport endpoint.

For information about specifying an endpoint as a URI, see “Defining
Endpoints for Projects Containing Multiple JPDs Having the Same
Name” on page 7-52.
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Tahle 7-8 Settings Available For a RosettaNet 1.1 or 2.0 binding (Continued)

Setting Description Required/
Optional
In the Timeout field, The transport timeout for the specified endpoint. The default valueis  Required
enter the transport 0, which indicates no timeout.
timeout.
Quality of Service
In the Retry Count The number of times a RosettaNet message should be retried in case  Required
field, enter the number  of failure. The default is 0.
of retries.
In the Retry Interval The amount of time to wait between subsequent retries. The defaultis  Required for
field, enter the interval. 1 min. if Retry
The following are valid entries: Count is 1
500 ms or 500 msecs, or greater.
5s,or 5 sec, or 5 secs
5 m or 5 mins
5 hor 5 hours
5dor5 days
Any combination of the above are also valid. For example:
1d5h
1 sec 500 ms
The default is 60 seconds.
In the Process Specifies the amount of time a PIP can be active without completion ~ Optional

Timeout, enter the
interval.

before timing out. The default is 0.

Note: The values specified for Retry Count, Retry Interval, and Process Timeout are not directly enforced
by the RosettaNet messaging runtime. These values can be accessed from a business process that implements a

RosettaNet process.
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Tahle 7-8 Settings Available For a RosettaNet 1.1 or 2.0 binding (Continued)

Setting

Description

Required/
Optional

Message-Level Encryption (RosettaNet 2.0 Only)

From the Encryption
Certificate drop-down
list, select an existing
certificate or NONE.

If you have not yet
added the certificate,
click Add certificate
and follow the
instructions in “Adding
Certificates to a
Trading Partner” on
page 7-17.

The name of the encryption certificate used to encrypt and decrypt
messages. NONE indicates no message-level encryption. The default
is NONE.

Optional

From the Encryption
Level drop-down list,
select NONE,
PAYLOAD, or
ENTIRE_PAYLOAD

The encryption level specifies how much of the message content is to
be encrypted. Select PAYLOAD to encrypt only the XML business
document(s) part of the message.

Select ENTIRE_PAYLOAD if you want to encrypt the business
documents and all attachments in the message.

The default is NONE.

Optional
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Tahle 7-8 Settings Available For a RosettaNet 1.1 or 2.0 binding (Continued)

Setting

Description

Required/
Optional

From the Cipher
Algorithm drop-down
list, select NONE,
RCS5, DES, 3DES, or
RC2.

Type of cipher algorithm:

If RCS is selected, the algorithm object identifier passed to the RSA
security code is RC5-0x10-32-16/CBC/PKCS5Padding. If the
algorithm object identifier is equal to
RC5-0x10-32-16/CBC/PKC5Padding, then an RC5 in CBC
mode, with the PKCSS5 padding algorithm, is used to encrypt the
message.

If DES is selected, the algorithm object identifier passed to the RSA
security code is DES/CBC/PKC5Padding. If the algorithm object
identifier is equal to DES/CBC/PKC5Padding, then a DES in CBC
mode with the PKCS5 padding algorithm, is used to encrypt the
message.

If 3DES is selected, the algorithm object identifier passed to the RSA
security code is 3DES_EDE/CBC/PKC5Padding. If the algorithm
object identifier is equal to 3DES_EDE/CBC/PKC5Padding, then
a Triple DES in EDE mode, with the PKCS5 padding algorithm, is
used to encrypt the message. A domestic license is required.

If RC2 is selected, the algorithm object identifier passed to the RSA
security code is RC2/CBC/PKCS5Padding. If the algorithm object
identifier is equal to RC2/CBC/PKCS5Padding, then RC2 in CBC
mode, with the PKCSS5 padding algorithm at a key size of 40 bits
(RC2-40), is used to encrypt the message.

The default is NONE.

Required if
Encryption
Level is
PAYLOAD
or
ENTIRE_P
AYLOAD

XML Digital Signature Configuration for Non-Repudiation

From the Signature
Certificate drop-down
list, select the
certificate.

The name of the signature certificate to be used for digitally signing
messages. If you have not yet added the certificate, click Configure.
To learn how to add a certificate, see “Adding Certificates to a
Trading Partner” on page 7-17 for instructions.

Check or uncheck the
Signature Required
check box.

When checked, the message is digitally signed using the signature
certificate of the trading partner sending the message. The default is
unchecked.

Archiving of signed messages in a secure audit log is controlled by the
secure audit logging configuration. See “Configuring Secure Audit
Logging” on page 7-13.

Required
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Tahle 7-8 Settings Available For a RosettaNet 1.1 or 2.0 binding (Continued)

Setting Description Required/
Optional
Check or uncheck the =~ When checked, the message is acknowledged by a digitally signed Required
Signature Receipt receipt acknowledgement message using the signature certificate of
Required check box. the trading partner sending the acknowledgement. The default is
unchecked.

Archiving of signed messages in a secure audit log is controlled by the
secure audit logging configuration. See “Configuring Secure Audit
Logging” on page 7-13.

From the Hash Message digest algorithm used for the acknowledgement message. Required

Function drop-down If SHA1 or None is selected, the Secure Hash Algorithm 1 (SHA-1),
list, select None, which produces a 160-bit hash, is used.

SHA1, or MDS5.
If MDS5 is selected, the Message Digest 5 (MDS5) message hash
algorithm, which produces a 128-bit hash, is used.

The default is None.

Note: Non-repudiation of receipt requires an acknowledgement of
the received RosettaNet business message to be sent. The
acknowledgement must be digitally signed and include an
MDS5 or SHA-1 digest of the message being acknowledged.

Note: Within WebLogic Integration, the RosettaNet protocol supports non-repudiation by digitally signing
outbound messages and acknowledgements based on the settings for the Signature Required, Signature
Receipt Required, and Hash Function properties of the binding. For all RosettaNet messages, the
non-repudiation protocol is PKCS7.

In addition to the preceding properties:

* A predefined set of algorithms and parameters are provided by the WebLogic Integration implementation.
To learn more about the implementation, see Using WebLogic Integration Security in Deploying WebLogic
Integration Solutions.

»  PIP failure notification can also be configured by the administrator. See “Configuring PIP Notification of
Failure Roles for RosettaNet Bindings” on page 7-74.
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Defining Protocol Bindings

Defining a Web Service Binding

The following table describes the settings available for a Web service binding.

Table 7-9 Elements of Web Service Binding

Setting Description Required/
Optional

In the Name field, enter the  The name used to identify the binding within the system. The Required
binding name. name must be unique within the trading partner profile. When

you add a new binding, a default name is automatically generated

using the following convention:

<partner>-<protocol>-<qualifier>

For example:

acme-webservice-4

If you choose to change the default name, make sure the name

you choose is unique.

Note: This field is only available on the Add Binding page. It

cannot be edited on the Edit Binding page.

Transport Configuration
From the Transport The transport protocol for sending and receiving messages. Required
Protocol drop-down list,
select the HTTP or
HTTPS.
From the Transport The version of the transport protocol. Required
Protocol Ve.rsion If HTTP is selected for the Transport Protocol, select 1.0 or 1.1.
drop-down list, select the ) )
version. If HTTPS is selected for Transport Protocol, 1.1 is currently the

only option.
In the Endpoint field, enter =~ The URL or URI for the transport endpoint. Required
the URL for the transport For information about specifying an endpoint as a URI, see
endpoint. “Defining Endpoints for Projects Containing Multiple JPDs

Having the Same Name” on page 7-52.
In the Timeout field, enter ~ The transport timeout for the specified endpoint. The default Required

the transport timeout.

value is 0, which indicates no timeout.
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1-52

Defining Endpoints for Projects Containing Multiple JPDs
Having the Same Name

When you have multiple JPD files with the same name within the same Java package, that is,. in
the same project, you should use the actual URI to identify the absolute endpoint of the
participant process.

To use this feature, you must first add the B2B-TransportServletFilter to your web.xml file
by adding the following lines of code:

<!-- WLI-B2Bi filter-begin. DO NOT EDIT -->

<filter>

<filter-name>TransportServletFilter</filter-name>
<filter-class>com.bea.b2b.transport.http.TransportServletFilter</filter-cl
ass>

</filter>

<filter-mapping>
<filter-name>TransportServletFilter</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

<!-- WLI-B2Bi filter-end. -->

After you have edited your web . xml file, define your trading partner’s endpoint URL
accordingly.

Related Topics

e “Adding Protocol Bindings to a Trading Partner” on page 7-22

e “Viewing and Changing Bindings” on page 7-63
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Listing and Locating Trading Partners

The View and Edit Trading Partner Profiles list displays the following information for each

trading partner:

Figure 7-19 View and Edit Trading Partner Profile

H View and Edit Trading Partner Profile

This page displays general information, bindings, certificates, and custom extensions for this trading partner. To
edit general infor mation, click Edit Prafile, To view or edit a binding, certificate, or custom extensian, click its

name.

GEMERAL INFORMATION

Name Test_TradingParner_1
Business ID 000000001

Business ID Type

Type LOCAL

Status ENABLED

Description
Default Trading Partner  frue

Wiew Statistics ¥ Go

— Seach

Email
Address
Phone
Fax
it profil Delete
BINDINGS
Name % [Business Protocol & .DaFauILE'nd'n; “ [Protocol version & Delete
TP -kl EBXML false 1.0 Delate
TP1-ghom EBXML true 20 Delete
TP1-mil-binding ROSETTANET true 1.1 Delete
IEL-m20-hinding ROSETTANET true 2.0 Delete
Test Tr: ~ekurnl10- EBXML false 1.0 Delete
Add binding

Table 7-10 Elements of View and Edit Trading Partner Profile page

Property Description

Trading Partner Name The name assigned to the trading partner. The name is a link to the
View and Edit Trading Partner Profile page for the partner.

Type The trading partner type (local or remote).
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Tahle 7-10 Elements of View and Edit Trading Partner Profile page (Continued)

Property Description

Business ID Identifier for the trading partner. The value is used to identify the
partner in message exchanges.

Description An optional description. This value is for administrative purposes
only. It is not included in messages.

Status Status of the trading partner:

+  Ared light @b indicates that the trading partner cannot send or
receive messages. The trading partner profile and any service
profiles associated with the trading partner are disabled.

« A green light @ indicates that the trading partner profile is
enabled. If there are any service profiles associated with the
trading partner, they may, or may not, be enabled (the system
does not enforce the status of the service profiles for an enabled
trading partner).

1. From the Trading Partner Management home page, select the Profile Management
module.

2. To locate a specific trading partner do one of the following:

— Filter by trading partner name. Enter the search target (use 2 to match any single
character or * to match zero or more characters.), then click Search. The partners
matching the search criteria are displayed.

— Resort the list. Ascending & and descending .. arrow buttons indicate sortable

columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next F, previous
4, first |4, or last Bl page.

Related Topics

e “Viewing and Changing Trading Partner Profiles” on page 7-56
e “Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

e “Deleting Trading Partner Profiles” on page 7-97
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Listing and Locating Services

The View and Edit Services list displays the following information for each service:

Figure 7-20 View and Edit Services page

%View and Edit Services

Wiew All ~ Go
This page displays a list of Trading Partrer services. To view or edit details about a service, click the Service
Hame, To remove a service, click delete in the Delete column. Search
Service Name = Business Service Narme « Description « Type & Business Protocol < Delete
MyhewwWebiService No Data My new web service description Web Service WEBSERVICE Delete
PIPZaZParticipant, jod No Data Process EBXML Delete
rvice m o Data Web Service WEBSERVICE Delete
Table 7-11 Elements of View and Edit Services page
Property Description
Service Name The service URI or control name. The name is a link to the View and

Edit Service Details page for the service.

Business Service Name The business service name as defined for the process. For an ebXML
process, this is the ebxml-service-name specified in the
@jpd:ebxml Annotation. For a RosettaNet process, this is the
pip-name specified in the @jpd:rosettanet Annotation. The business
service name is empty for Web services.

Description An optional description. This value is for administrative purposes
only. It is not included in messages.

Type The type of service (process, service control, or Web service).

Business Protocol Business protocol (ebXML, RosettaNet, or Web service).

1. From the Trading Partner Management home page, select the Service Management
module.

2. To locate a specific service do one of the following:

— Filter by service name. Enter the search target (use ? to match any single character or *
to match zero or more characters.), then click Search. The services matching the search
criteria are displayed.
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— Resort the list. Ascending & and descending ¢, arrow buttons indicate sortable
columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next ¥, previous
4, first 14, or last Bl page.

Related Topics

e “Viewing and Changing Services” on page 7-78
e “Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

e “Deleting Services” on page 7-100

Viewing and Changing Trading Partner Profiles

The View and Edit Trading Partner Profile page allows you to view and change the properties
of the profile.

Figure 7-21 View and Edit Partner Profile Page

ﬁi‘-ﬁ View and Edit Trading Partner Profile i Statistios =]
Thiz page displays general information, bindings, cerificates, and custom

extensions for this trading partner. To edit general information, click Edit
Praofile. To view or edit & binding, cedificate, or custom extension, click its
Name.

General Information

Hame BEA,
Business ID BE&-id
Business ID Type

Type LOCAL
Status EMABLED
De=cription

Default Trading Partner false

Email testi@email.com
Address

Phone

Fax

Edit profile Delete
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The following table summarizes the information displayed on the View and Edit Trading
Partner Profile page.

Table 7-12 Elements of View and Edit Trading Partner Profile

Property Description Administrator
Can Set
(Yes/No)
Name The name used to identify the trading partner within the system. No
Note: You cannot update the name of an existing trading partner. To
change the name, you must delete the partner, then recreate it
with the new name.
Business ID Identifier for the trading partner. The value is used to identify the Yes
partner in message exchanges.
Business ID Type The type or naming convention for the Business ID (for example, Yes
DUNS for a D-U-N-S number).
Type Trading partner type (local or remote). Yes
Status Status of the trading partner: Yes
* Disabled indicates that the trading partner cannot send or receive
messages. The trading partner profile and any service profiles
associated with the trading partner are disabled.
* Enabled indicates that the trading partner can send and receive
messages. If there are any service profiles associated with the
trading partner, they may, or may not, be enabled (the system does
not enforce the status of the service profiles for an enabled trading
partner).
Description An optional description. This value is for administrative purposes Yes
only. It is not included in messages.
Default Trading Indicator of whether or not the trading partner is designated as the Yes
Partner default trading partner for sending or receiving messages for the local
host system (true or false).
This field is only displayed for a local trading partner.
Email A contact email address for the trading partner. Yes
Address A mailing address for the trading partner. Yes
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Tahble 7-12 Elements of View and Edit Trading Partner Profile (Continued)

Property Description Administrator
Can Set
(Yes/No)
Phone A contact telephone number for the trading partner. Yes
Fax A fax number for the trading partner. Yes
WLS User Name The user name that is used to authorize remote trading partners at the ~ Yes
transport level. (The WLS User name is only displayed for remote
trading partners.)
Bindings
Binding table Entry for each binding configured for the trading partner. Yes
Name The name assigned to the binding. The name is a link to
the View Binding Details page.
Business The business protocol (ebXML, RosettaNet, or Web
Protocol service).
Default Indicator of whether or not this is the designated default
Binding binding for the local host system (true or false).
Protocol The protocol version. The value can be 1.0 or 2.0
Version (ebXML), 1.1 or 2.0 (RosettaNet), or No Data (Web
service).
Delete A Delete link that can be used to delete the entry.
Certificates
Certificate table Entry for each certificate configured for the trading partner. Yes
Name The name assigned to the certificate. The name is a link
to the View and Edit Trading Partner Certificates
page.
Type Type of certificate (client, signature, encryption, or
server)
Delete A Delete link that can be used to delete the entry.
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Tahble 7-12 Elements of View and Edit Trading Partner Profile (Continued)

Property Description Administrator
Can Set
(Yes/No)
Custom Extension
Custom Extension  Entry for the custom extension, if one exists. Yes
table
Name The name assigned to the custom extension. The name
is a link to the View and Edit Custom Extension page.
Delete A Delete link that can be used to delete the entry.
1. Locate the trading partner. See “Listing and Locating Trading Partners” on page 7-53.
2. Click the trading partner name.
The View and Edit Trading Partner Profile page is displayed.
1. On the View and Edit Trading Partner Profile page, click Edit profile.
2. Update properties as required. See “Defining Trading Partner Profiles” on page 7-37.
3. Click Submit.
4. If any service profiles for the trading partner are enabled, you are prompted to disable them
before the change can take effect. Click Disable to disable the service profiles and continue.
The View and Edit Trading Partner Profile page is displayed with the new profile
definition.
Note: If there is an error, the edit page is redisplayed. A message indicating the problem is
displayed above the input requiring correction.
5. Do one or more of the following as required:

— To add certificates to the trading partner, see “Adding Certificates to a Trading Partner”
on page 7-17.

— To add bindings to the trading partner, see “Adding Protocol Bindings to a Trading
Partner” on page 7-22.

— To add a custom extension to the trading partner, see “Adding a Custom Extension to a
Trading Partner” on page 7-23.
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— To update a certificate, see “Viewing and Changing Certificates” on page 7-60.
— To update a binding, see “Viewing and Changing Bindings” on page 7-63.
— To update a custom extension, see “Viewing and Changing a Custom Extension” on

page 7-76.

Related Topics

e “Adding Trading Partner Profiles” on page 7-16

e “Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

Viewing and Changing Certificates

The View and Edit Trading Partner Certificates page allows you to:
e View the properties of a certificate.

e Import certificate files to update a certificate.

For example, the View and Edit Trading Partner Certificates page for a signature certificate
is shown in the following figure.
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Figure 7-22 View and Edit Trading Partner Certificate Page

ﬁfﬁ View and Edit Trading Partner Certificates
Thiz page displays detailz ahout & cedificate. To edit the cerificate, click Edit Certificate.

Hame b2bdomaint -xmidsig
Type SIGMATURE

Password Alias  bZbdomain -xmidsig

Eciit Certificate...

Certificate Details
Issuer Hame 1.2.840.113549.1 9.1=#161h62326264616d51 696831 2d7 3656361 64606962406 26561 2e63616d Ch=h
Hot Valid Before Sun Mar 09 2001711 EST 2003
Hot Valid After Mon Mar 05 20:17:11 EST 2004
Issuer DH EMAILADDRESS=h2hdomainT -secadmin@@bes.com, Chl=b2bdomaint -secadmin, GU=WLI, O="BE& Sy
Subject Hame 1.2.840.113549.1.9.1=#161bE23262646EdE61 89631 207 3656361 6460696 40626561 263616 d Ch=h
Version 3
Signature Algorithm  SHATwithDSA
Finger Print D03 23: D995 CEDE: 8C: 50: 26: 3C: 28:F 4. AF:B1: SC:EE:ET:02: 4769

Cancel

| i

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Certificates from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

2. In the certificate table, click the certificate name.
The View and Edit Trading Partner Certificates page is displayed.

1. On the View and Edit Trading Partner Certificate page, click Edit Certificate.
The Edit Certificate page is displayed.

For example, the Edit Certificate page for a signature certificate is shown in the following
figure.
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Figure 7-23 Edit Certificate Page

ﬁi‘i Edit Certificate

Use thiz page to import certificate files from the local file system into the configured key store.

Hame b2bdomaint -xmidsig

Tyvpe SIGMATURE

Password Alias Ib2bd0main1 -xmldzig 'l Add aliaz .. The Pazswoard Alias to uze for thiz account.

Import Certificate Lacation Browse,.. Location of the pemflcate file. The file location
must be accessible from the server.
Location of the private key for the cerificate.

Private Key Location Browse... The file lacation must be accessible from the
Server.

Import Certificate in K ore [ E::g;f: that the certificate is imported in the

Submit Cancel

Ifrequired, update the Password alias. From the Password Alias drop-down list, select a new
password alias.

Note: Ifyou have not yet defined an entry for the password in the password store, click Add
Alias. After you add the entry, you are returned to the Edit Certificate page. The
newly added alias is now included in the drop-down list.

Do one of the following to specify the location of the certificate file:

— Click the Browse button to the right of the Import Certificate Location field, then
locate the certificate file. Select the file and click Open.

— Enter the path to the certificate file in the Import Certificate Location field.

To specify the location of the private key file for a LOCAL trading partner, do one of the
following:

— Click the Browse button to the right of the Private Key Location field, then locate the
private key file. Select the file and click Open.

— Enter the path to the private key file in the Private Key Location field.
Click Submit.

If any service profiles are enabled, you are prompted to disable them before the change can
take effect. Click Disable to disable the service profiles and continue.

The View and Edit Trading Partner Certificate page is displayed.
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Note: Ifthere is an error, the Edit Certificate page is redisplayed. A message indicating the
problem is displayed above the input requiring correction.

Related Topics

e “Adding Certificates to a Trading Partner” on page 7-17

e “Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

Viewing and Changing Bindings
The View Binding Details page allows you to:
e View the properties of a binding.
e Change the properties of a binding.
e Configure signature transforms for ebXML bindings.

e Configure the trading partner and delivery channel for the PIP Failure Notifier or PIP
Failure Report Administrator roles for RosettaNet bindings.

For example, the View Binding Details page for a RosettaNet 2.0 binding is shown in the
following figure.
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Figure 7-24 View Binding Details Page

ﬁ‘-‘i View Binding Details

This page displays details about this pariner binding. To edit the binding, click Edit Binding.

Name TP1-rn11-binding
Business Protocol ROSETTAMET
Business Protocol Yersion 11
Default Binding frue
TRANSPORT CONFIGURATION
Transport Protocol HTTP
Transport Protocol Yersion 1.1
EndPoint URL http: //127.0.0.1:7001/rn11,Testl
Timeout 0 meecs
CUALITY OF SERYICE
Retry Count 3
Retry Interval 2 hours
Process Timeout 24 hours

DIGITAL SIGNATURE CONFIGURATION FOR NONREPUDIATION

Signature Required false
Signature Receipt Required false
Signature Certificate MNCNE
Mon Repudiation Protocol PKCST
Hash Function MOME
Edit Binding | | Cancel |
AUTHENTICATION
Mode % Clignt TR &% Delate &%
Mo matching data found.
PIP FAILURE
Edit % Trading Partner & Trading Partner Binding Delete
Mo matching data found,
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The following table summarizes the information displayed on the View Binding Details page.

Table 7-13 Elements of View Binding Details page

Property Description Property Administrator
Applies To Can Set
(Yes/No)
Name The name used to identify the binding within the All binding types ~ No
system.
Note: You cannot update the name, business
protocol, or business protocol version of an
existing binding. To change the these
properties, you must delete the binding, then
recreate it with the new values.
Business The business protocol (ebXML, RosettaNet, or Web  All binding types ~ No
Protocol service).
Business The protocol version. The value can be 1.0 or 2.0 ebXML 1.0/2.0 No
Protocol (ebXML), 1.1 or 2.0 (RosettaNet), or No Data (Web ~ RosettaNet 1.1/2.0
Version service).
Default Indicator of whether or not the binding is designatedas  ebXML 1.0/2.0 Yes
Binding the default binding for the protocol (true or false). RosettaNet 1.1/2.0
Only one binding of the same protocol version can be
designated as the default binding.
Transport Configuration
Transport The transport protocol for sending and receiving All binding types  Yes
Protocol messages:
¢ For ebXML or RosettaNet, HTTP or HTTPS.
¢ Fora Web service, HTTP, HTTPS, or JMS.
Transport The version of the transport protocol. All binding types  Yes
Protocol + ForHTTP 1.00r L.1.
Version « For HTTPS the value is 1.1.
Endpoint URL  The URL for the transport endpoint. All binding types  Yes
Timeout The transport timeout for the specified endpoint. A All binding types ~ Yes

value of 0 indicates no timeout.

Using the WebLogic Integration Administration Console

1-65



Trading Partner Management

Tahle 7-13 Elements of View Binding Details page (Continued)

Property Description Property Administrator
Applies To Can Set
(Yes/No)

Quality of Service

Retry Count The maximum number of retries for sending a reliably  ebXML 1.0/2.0 Yes
delivered message. RosettaNet 1.1/2.0

Retry Interval ~ The retry interval: ebXML 1.0/2.0 Yes
«  For ebXML reliable messaging, the time interval ~ RosettaNet 1.1/2.0
before a message is resent following a timeout
waiting for a message acknowledgement. The
default is 1 min.
» For RosettaNet, the number of times a message
should be retried in case of failure.

Persist The duration for which messages have to be stored ebXML 1.0/2.0 Yes
Duration persistently for the purpose of duplicate elimination.

Process The amount of time a PIP can be active without RosettaNet 1.1/2.0  Yes
Timeout completion before timing out.

Delivery The reliable message service behavior: ebXML 1.0/2.0 Yes
Semantics .

Best effort. No reliable messaging.

*  Once and only once reliable messaging. For
messaging that requires acknowledgement and
duplicate elimination.

* At least once reliable messaging (ebXML 2.0
only). For messaging that requires
acknowledgement, but not duplicate elimination.

* At most once reliable messaging (ebXML 2.0
only). For messaging that requires duplicate
elimination, but not acknowledgement.

Digital Signature Configuration for Non-Repudiation

Signature Indicator of whether or not the message is digitally ebXML 1.0/2.0 Yes
Required signed using the signature certificate of the trading RosettaNet 1.1/2.0
partner sending the message (true or false).
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Property Description Property Administrator
Applies To Can Set
(Yes/No)

Signature Indicator of whether or not the message is ebXML 1.0/2.0 Yes
Receipt acknowledged by a digitally signed receipt RosettaNet 1.1/2.0
Required acknowledgement message using the signature

certificate of the trading partner sending the

acknowledgement (true or false).
Signature The name of the signature certificate used to digitally ebXML 1.0/2.0 Yes
Certificate sign messages. RosettaNet 1.1/2.0
Non The predefined non-repudiation protocol (PKCS7). RosettaNet 1.1/2.0 No
Repudiation
Protocol
Hash Function = The message digest hash function (SHA1 or MDS). RosettaNet 1.1/2.0  Yes
Signature The predefined signature algorithm (RSA). RosettaNet 1.1/2.0 No
Algorithm
Message-Level Encryption Configuration
Encryption The name of the encryption certificate used to encrypt  RosettaNet 2.0 Yes
Certificate and decrypt messages. None indicates no

message-level encryption.
Cipher Type of cipher algorithm (RCS, DES, 3DES, or RC2).  RosettaNet 2.0 Yes
Algorithm See “Defining a RosettaNet 1.1 or 2.0 Binding” on

page 7-46 for a description of the values.
Encryption The encryption level specifies how much of the RosettaNet 2.0 Yes
Level message content is to be encrypted.

*  PAYLOAD—Only the XML business
document(s) part of the message is encrypted.

*  ENTIRE PAYLOAD-—The business documents
and all attachments in the message are encrypted.

*  NONE—Message is not encrypted.
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Tahle 7-13 Elements of View Binding Details page (Continued)

Property Description Property Administrator
Applies To Can Set
(Yes/No)
Authentication
Authentication  Entry for each authentication configured for the All binding types  Yes
table binding. See “Adding Authentication to a Service
Profile” on page 7-31.
Mode Basic, one-way, one-way with basic, or
mutual.
Client The name of the trading partner that this
TP authentication applies to.
Delete A Delete link that can be used to delete the
entry.
PIP Failure
PIP failure Entry for PIP notification of failure: RosettaNet 1.1/2.0  Yes
notification
table Failure ~ Type of failure (Failure Report Admin or
Type Failure Notifier).
Trading The trading partner name of the PIP Failure
Partner  Notifier or PIP Report Administrator role.
This specifies the party used to start the
Notification of Failure Error (PIPOA1).
Trading The trading partner binding.
Partner
Binding
Delete A Delete link that can be used to delete the

entry.

1. Do one of the following:
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— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Bindings from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

. In the binding table, click the binding name.

The View Binding Details page is displayed.

. On the View Binding Details page, click the name of the binding.
The Edit Binding page is displayed.

. Update properties as required. See “Defining Protocol Bindings” on page 7-40.

. Click Submit.

. If any service profiles for the trading partner are enabled, you are prompted to disable them
before the change can take effect. Click Disable to disable the service profiles and continue.

The View Binding Details page is displayed with the updated properties.

Note: If there is an error, the Edit Binding page is redisplayed. A message indicating the
problem is displayed above the input requiring correction.

. Do one or more of the following as required:

— To configure signature transforms for an ebXML binding, see “Configuring Signature
Transforms for ebXML Bindings” on page 7-72.

— To Configure PIP failure notification to a RosettaNet binding, see “Configuring PIP
Notification of Failure Roles for RosettaNet Bindings” on page 7-74.
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Updating or Deleting Authentication

The authentication required for an exchange is configured as part of the service profile definition,
but can only be updated or deleted from the respective binding definitions for the service profile
participants. Although you can delete any type of authentication from a binding, the properties
that can be edited are limited. The following table summarizes the changes that can be made by
authentication type.

Table 7-14 Changes by Authentication Type

Authentication Type I the authentication is configured  If the authentication is configured for
for the local trading partner inthe  remote trading partner in the service
service profile . .. profile . ..

Basic No properties can be edited. You can enter a new user name in the
Username field or select a new alias from
the Password Alias drop-down list.

One-Way No properties can be edited. You can select a new certificate from the
Server Certificate drop-down list.

One-Way with Basic ~ No properties can be edited. You can enter a new user name in the
Username field or select a new alias from
the Password Alias drop-down list.

You can select a new certificate from the
Server Certificate drop-down list.

Mutual You can select a new certificate You can select a new certificate from the
from the Client Certificate Client Certificate drop-down list.

drop-down list. You can select a new certificate from the

Server Certificate drop-down list.

To learn more about adding authentication to a service profile, see “Adding Authentication to a
Service Profile” on page 7-31. The following procedures describe how to update or delete an
authentication from the View Binding Details page.
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Do one of the following to display the View Binding Details page:

e [ocate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name. On the View and Edit Trading Partner
Profile page, click the name of the binding in the Bindings table.

e From the Trading Partner Management home page, select the Profile Management
module, then select Bindings from the left panel. On the Choose Trading Partner page,
select the trading partner name from the Name drop-down list, then click Go. Click the
name of the binding in the Bindings table.

e Locate the Service as described in “Listing and Locating Services” on page 7-55, then click
the service name to select it. On the View and Edit Service Details page, click the name
of the binding in the Local Binding or Remote Binding column of the Service Profiles
table.

e In the Authentication section of the View Binding Details page, click the Delete link for
the entry to be deleted.

The entry is removed from the Authentication table.

Note: After you have deleted authentication from the binding of a participant in a service
profile, you can reconfigure it as described in “Adding Authentication to a Service
Profile” on page 7-31. In this case, options are only offered for configuring
authentication for the participant whose authentication was deleted.

1. Inthe Authentication section of the View Binding Details page, select the authentication
entry by clicking the type.
The authentication configuration is displayed.

2. Click Edit Authentication.

3. Depending on the type of authentication, you can do one or more of the following. See
Table 7-14 for summary of the changes that can be made by authentication type:

— Select a new certificate from the Server Certificate drop-down list. If the certificate
has not yet been added, click Add Certificate. See “Adding Certificates to a Trading
Partner” on page 7-17 for instructions. Once the certificate has been added, it is
available for selection.

— Select a new certificate from the Client Certificate drop-down list. If the certificate
has not yet been added, click Add Certificate. See “Adding Certificates to a Trading
Partner” on page 7-17 for instructions. Once the certificate has been added, it is
available for selection.
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— Enter a new user name in the Username field and select a new alias from the
Password Alias drop-down list. If the password alias has not yet been added, click
Add Alias. See “Adding Passwords to the Password Store” on page 8-16 for
instructions. Once the password alias has been added, it is available for selection.

4. Click Submit.
The View Binding Details page is displayed.

Configuring Signature Transforms for ebXML Bindings

The ebXML protocol supports non-repudiation by digitally signing outbound messages and
acknowledgements based on the settings for the Signature Required and Signature Receipt
Required properties of the binding. Optional XPath filtering transforms can be applied to the
message for signing purposes as described in the following procedure.

Note: A default transform is defined which cannot be deleted. The default XPath expression
ensures that, while signing and verifying signed messages, XMLDSig processing engines
exclude all elements with SOAP:actor attributes targeting the nextMsH or next SOAP
node. The default transform is required to exclude SOAP:actor and other dynamic
information used in routing which can invalidate a signature.

To learn more about the digital signature implementation, see Using WebLogic Integration
Security in Deploying WebLogic Integration Solutions.

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Bindings from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

2. In the binding table, click the binding name.
The View Binding Details page is displayed.

3. In the Digital Signature Configuration for Non-Repudiation section, click Configure
Signature Transforms.

The Configure Signature Transforms for XML DSIG page is displayed.
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Figure 7-25 Configure Signature Transforms for XML DSIG Page

W Configure Signature Transforms for XML DSIG

Use thiz page to define the XPath transforms for XML digital signatures. These transforms are used when sending signed messages wusing ebxML

E

Xpath Transforms

loped Transformati hittp: dhaenesae e 3 org 2000009 mid sig#enveloped-signature

not{ancestar-or-zelf: nodel [@S0AP-ERNY &, .

Acd news transform - Sort transforms

Cannolization Transformation hittp: dhaenewey e 3 orgTRAZ001 REC-xml-c14n-20010315
Cancel
4. To add new transforms, do the following:

a. Click Add new transform.
b. Enter the XPath expression in the XPath Transforms field.

c. Click Add.

The Configure Signature Transforms for XML DSIG page is displayed with the new
transform.

d. Repeat steps a to ¢ as required to add additional transforms.
To sort the XPath transforms:
a. Click Sort transforms.

b. Move the position of a condition by clicking the up or down arrow & to the right of the
condition.

c. Click Submit.
To delete XPath transforms:

a. Click the Delete link to the right of the transform.

A confirmation message is displayed.
b. Click OK to confirm and delete the transform.

When all changes are complete, click Cancel to return to the View Binding Details page.
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Configuring PIP Notification of Failure Roles for RosettaNet
Bindings

From the View Binding Details page you can add PIP Failure Notifier and PIP Report
Administrator roles, edit existing roles, or delete roles.

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Bindings from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

2. In the binding table, click the binding name.
The View Binding Details page is displayed.

3. In the PIP Failure section, click Add pip failure.
The Add PIP Failure page is displayed.

Figure 7-26 Add PIP Failure Page

W Add PIP Failure

Usze thiz page to add PIP level failure to notify administrator.

Failure Type IFaiIure Report Ldmin 'l Type of natification faor out of bound messages.

Mame of the trading partner, that will be uzed for notification of out of
bound messages

Hame I BEA-rn ﬂ

Binding Hame |ElEA-rn20-nosec-binding ;I Binding for the partner that will be invoked for out of bound messages

Al Cancel

4. From the Failure Type drop-down list, select Failure Report Admin or Failure Notifier.

5. From the Name drop-down list, select the trading partner name of the PIP Failure Notifier role
(if Failure Notifier is selected) or PIP Report Administrator role (if Failure Report Admin
is selected).

6. From the Binding Name drop-down list, select the binding.

7. Click Add.
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The View Binding Details page is displayed with the addition.

Note: If there is an error, the Add PIP Failure page is redisplayed. A message indicating
the problem is displayed above the input requiring correction.

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Bindings from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

2. In the binding table, click the binding name.
The View Binding Details page is displayed.

3. In the PIP Failure section, click the Failure Type (Failure Notifier or Failure Report
Admin).

The View or Edit PIP Level Failure page is displayed.
4. Click Edit pip failure.
The Edit PIP Failure page is displayed.

Figure 7-27 Edit PIP Failure Page

W Edit PIP Failure

Use this page to edit PIP failure, modify the partner name or the binding and click Select

Failure Type  Failure Report Admin

Mame of the trading partner, that will be used for notificstion of out of

Hame I EERATD LI hound messages

Binding for the partner that will be invoked for out of bound

Binding Hame |ElEA-rn20-nosec-binding ;I messages

Subrmit Cancel

5. From the Name drop-down list, select a new trading partner name.
6. From the Binding Name drop-down list, select a new binding.

7. Click Submit.
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8. If any service profiles for the trading partner are enabled, you are prompted to disable them
before the change can take effect. Click Disable to disable the service profiles and continue

The View Binding Details page is displayed with the update.

Related Topics

e “Adding Protocol Bindings to a Trading Partner” on page 7-22

e “Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

Viewing and Changing a Custom Extension

The View and Edit Custom Extension page allows you to view and update the custom extension
for a trading partner.

1. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Custom Extension from the left panel. On the Choose Trading

Partner page, select the trading partner name from the Name drop-down list, then
click Go.

2. In the custom extension table, click the custom extension name.

The View and Edit Custom Extension page is displayed.

Figure 7-28 View and Edit Custom Extension

W View and Edit Custom Extension

This page displayes the detailed view of the custom extension. To edit the extension, click Edit Custom Extension,
Name testrust

Description
XML

<trading-partner business-id="123123123" business-id-type ="duns" name="4BC" phone="+1 123 4556 7890"> <addr
Edit Custom Extension

Cancel

1. On the View and Edit Custom Extension page, click Edit Custom Extension.

The Edit Custom Extension page is displayed.
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Figure 7-29

W Edit Custom Extension
Use this page to update the custom properties

MName testoust

Description Description, Optional,

<trading-partner &
business—id="123123123"
business-id-type="duns"
name="TABC"
phone="+1 123 456 7390">
<address>123 ABC 3treet., Anytown, CA 9513l</address>
<extended-property-set
description="Contact'™
name="ABC International Extension">
<myxinle lement>
<business—contact>Joe Smith</business-contact>
<phone
type="work">+1 123 456 T654</phone>
type="cell">+1 321 654 4567</phone>
<oityrAnytown</citys
<statexCalifornia</state>
</myxmlelement:>
</extended-property-secs
</trading-partner:

XKML Custom xml document

2. In the Description field, enter or update the optional description.
3. In the XML field, update the XML document.

The extension is composed of a user-defined root element that contains well-formed XML
elements and attributes that define the required properties. For example, the XML
highlighted in bold in the “Adding a Custom Extension to a Trading Partner” on page 7-23
constitutes a valid entry.

4. Click Submit.
The custom extension is displayed in the Custom Extension summary table.

Note: If there is an error, the Edit Custom Extension page is redisplayed. A message
indicating the problem is displayed above the input requiring correction.
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Related Topics

e “Adding a Custom Extension to a Trading Partner” on page 7-23

e “Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

Viewing and Changing Services

The View and Edit Service Details page allows you to view and change service properties. For
RosettaNet services, you can also add, edit, or delete the RosettaNet service defaults from this
page.

Figure 7-30 View and Edit Service Details Page

ﬁ“‘i View And Edit Service Details

This page displays the service properties and associated service profiles. You can edit the service properties, or add, edit or delete service profiles from th

SERYICE DETAILS

Name MyNew\WehService
Business Service Name

Description My new WebService description
Business Protocol WEBSERWICE
Type Web Service

SERYICE PROFILES

Local Trading Partner |Re mate Trading Partner ¢ Local Binding #¢  |Remote Binding ¥ | Message Tracking Level ¢ | Status ¢ |

Mo matching data found.

Add Service Profile
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The following table summarizes the information displayed on the View and Edit Service Details
page.

Tahle 7-15 Elements of View and Edit Service Details page

Property Description Administrator
Can Set
(Yes/No)
Name The service URI or control name. The name is a link to the View and o

Edit Service Details page for the service.

Business The business service name as defined for the process. ForanebXML  No
Service Name  process, this is the ebxml-service-name set in the @jpd:ebxml
annotation. For a RosettaNet process, this is the pip-name set in the
@jpd:ebxml annotation0The business service name is empty for
Web services.

Description An optional description. This value is for administrative purposes Yes
only. It is not included in messages.

Business Business protocol (ebXML, RosettaNet, or Web service). Yes
Protocol
Type The type of service (process, service control, or Web service). Yes
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Tahle 7-15 Elements of View and Edit Service Details page

Property Description Administrator
Can Set
(Yes/No)

Service Profiles

Service profile  Entry for each service profile: Yes

table

Local Trading
Partner

Name of the local trading partner. The name is
a link to the View and Edit Trading Partner
Profile page for the partner.

Remote Trading

Name of the remote trading partner. The name

Partner is a link to the View and Edit Trading
Partner Profile page for the partner.

Local Binding Local binding.

Remote Binding Remote binding.

Message Tracking Message tracking level for the service profile

Level (all, default, metadata, or none). For a
description of the value, see “Adding Service
Profiles to a Service” on page 7-29.

Status Status of the service profile (enabled or
disabled).

View A View link that displays the View Service
Profile page. To learn more, see “Viewing and
Changing Service Profiles” on page 7-82.

Statistics A link to the Trading Partner Management

Statistics page for the service profile.

1. Locate the service as described in “Listing and Locating Services” on page 7-55.

2. Click the service name to select it.

The View and Edit Service Details page is displayed.

3. On the View and Edit Service Details page, click Edit Service.

The Edit Service Details page is displayed.
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Figure 7-31 Edit Service Details Page

10.

11.
12.

13.

ﬁi% Edit Service Details
Use thiz page to edit details about this service.
Hame hZbdrtiebeml20/Seler jpd Mame, without spaces. Required.
Type m Type of service . Reguired.
Business Service Hame Business Service Mame as defined in the process.
Business Protocol Im Businesz= Protocaol | Required
Description A description of this profile.
Sulbmit Cancel

From the Type drop-down list, select Service Control, Process, or Web Service to specify
the type of service.

From the Business Protocol drop-down list, select EBXML, ROSETTANET, or
WEBSERVICE to specify the service protocol.

In the Description ficld, enter an optional description of the service.
Click Submit.

If any service profiles are enabled, you are prompted to disable them before the change can
take effect. Click Disable to disable the service profiles and continue.

The View and Edit Service Details page is displayed with the new definition.

Note: If there is an error, the Edit Service Details page is redisplayed. A message
indicating the problem is displayed above the input requiring correction.

On the View and Edit Service Details page, click View Service Defaults to view the current
settings.

Click Edit Service Defaults to update the settings. See “Adding Service Profiles to a
RosettaNet Service” on page 7-27 for a description of the available settings.

Click Submit to save your changes.

On the View and Edit Service Details page, click View Service Defaults to view the current
settings.

Click Delete to delete the current defaults.

You are prompted to confirm.
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14. Click OK to confirm and delete the RosettaNet service defaults.

The defaults are deleted and you are returned to the View and Edit Service Details page.

Related Topics

e “Adding Service Profiles to a RosettaNet Service” on page 7-27

e “Viewing and Changing Service Profiles” on page 7-82

“Adding Service Profiles to a Service” on page 7-29

“Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

Viewing and Changing Service Profiles

The View and Edit Service Details page allows you to:
e View a list of the service profiles defined for the service.
e View the properties of a selected service profile.

e Edit a selected service profile.
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Figure 7-32 View Service Profile Page

ﬁ*ﬁ View And Edit Service Details

This page displays the service properties and associated service profiles, You can edit the service properties, or add, edit or delete service pro
SERYICE DETAILS

Name WlyMNewWehService
Business Service Name

Description Wy new \WebService description
Business Protocol WEBSERNWICE
Type Wb Service

SERYICE PROFILES

Local Trading Partner % |Rem0te Trading Partner & Local Binding ¥  |Remote Binding % | Message Tracking Level ¢

Mo matching data found.

[ Add Senvice Prafile |

1. Locate the service as described in “Listing and Locating Services” on page 7-55.

2. Click the service name to select it.

The View and Edit Service Details page is displayed.

3. Inthe Service Profiles table, click the View link for the service profile entry. (The View link
is in the third column from the right.)

The View Service Profile page is displayed.

4. On the View Service Profile page, click Edit Service.
The Edit Service Profile page is displayed.
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Figure 7-33 Edit Service Profile Page

ﬁe-‘i Edit Service Profile

Thiz page dizplays the detailed view of the service profile

Service Hame MZbdrtiebxml 0fSecureuoteProvider jpd

Status IENAEILED 'l Mame of the client trading partner.

Message Tracking Level IALL Yl Message tracking lewel for thiz service profile.

LOCAL REMOTE

Hame ACHE BE&

Binding ACME-ebml1 0-mzg-secure-binding LI BEA.-ebmll 0-imzg-zecure-binding LI
EndPaint Fittpo i1 27 0001 7001 febbL1 WACKE-secure bittpo: i1 27 0001 7001 feb L1 VBEA-zecure
Submit Cancel

5. To change the status, select Enabled or Disabled from the Status drop-down list,

6. To change the Message Tracking Level, select one of the following from the drop-down list.

— ALL
Message metadata and a reference to message contents in the document store are
persisted in message tracking tables. Both message metadata and contents are available
for view in the Message Tracking module of the console.

— DEFAULT
The tracking level for this profile is set to the system default tracking level. See
“Configuring the Mode and Message Tracking” on page 7-10.

— METADATA
Only message metadata is persisted in message tracking tables. Message contents are
not tracked and are not available for view in the Message Tracking module of the
console.

— NONE
No message tracking information is sent to the message tracking JMS queue, therefore,
no message history is stored in the repository and no information is available for view
in the Message Tracking module of the console.

7. To update binding for the Local trading partner, select a new binding from the Binding
drop-down list. Only bindings of the same type as the Business Protocol defined for the
service are allowed.
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The Endpoint field displays the URL for the transport endpoint for the selected binding.

8. To update binding for the Remote trading partner, select a new binding from the Binding
drop-down list. Only bindings of the same type as the Business Protocol defined for the
service are allowed.

The Endpoint field displays the URL for the transport endpoint for the selected binding.
9. Click Submit.

10. If the service profile is enabled, you are prompted to disable it before the change can take
effect. Click Disable to disable the service profiles and continue.

The View and Edit Service Details page is displayed. The new profile is displayed in the
service profile summary table. To enable to service profile, see “Enabling and Disabling
Trading Partner and Service Profiles” on page 7-85.

Note: Ifthere is an error, the Edit Service Profile page is redisplayed. A message indicating
the problem is displayed above the input requiring correction.

Related Topics

e “Viewing and Changing Services” on page 7-78

e “Enabling and Disabling Trading Partner and Service Profiles” on page 7-85

Enabling and Disabling Trading Partner and Service
Profiles

You can enable and disable trading partners and service profiles in the following ways:

e Disable a trading partner, and all the service profiles associated with the trading partner,
from the View and Edit Trading Partner Profiles list.

e Enable a trading partner, and all the service profiles associated with the trading partner,
from the View and Edit Trading Partner Profiles list.

e Disable an enabled trading partner from the View and Edit Trading Partner Profile page.
If there are any enabled service profiles associated with the trading partner, you are
prompted to disable them in order to disable the trading partner.

e Enable a disabled trading partner profile from the View and Edit Trading Partner Profile
page.
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Note: Only the trading partner profile is enabled. The associated service profiles are not
automatically enabled when you enable a trading partner in this way.

e Enable or disable individual service profiles from the Edit Service Profile page.

In addition to the above:

e When you update a trading partner profile, certificate, or binding, if any of the service
profiles for the trading partner are enabled, you are prompted to disable them before the
change can take effect.

e When you update a service profile, if it is enabled, you are prompted to disable it before
the change can take effect.

The following procedures describe the various methods for enabling and disabling trading partner
and service profiles.

1. Locate the trading partner(s) to be disabled. See “Listing and Locating Trading Partners” on
page 7-53.

2. Click the check box to the left of each trading partner to select.

3. Click Disable.

The Disable Trading Partner Service Profile page is displayed, listing the service
profiles that must be disabled. The service profiles are related to the disabled trading
partners.
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Figure 7-34 Disable Trading Partner Service Profile

W Disable Trading Partner Service Profile

Use this page to disable selected service profiles

n 2 Local Trading Partner & |Remote Trading Partner &
W | hZhdrtietmi DiargTestReceiver jod ACME BEA
¥ | t2hdrtiekeani OiQuateProvider jod ACME BEA,
|7 MZhdrtiebem SecurecucteProvider jpd | ACME BE2
¥ | ebxmi 0.ArgTestContral BEA, ACME
¥ | ebemil 0 QuoteServiceContral BEA ACME
v | ebxmi1 0. SecureGuoteServiceContral BE~ ACME
¥ | tnmServiceBroker GuotePraviderControl | BEA, ACMWE
Dizahle Cancel

4. Click Disable to disable the service profiles.

You are returned to the View and Edit Trading Partner Profiles list. A red light @ in the
status column indicates that the trading partners cannot send or receive messages.

5. Locate the trading partner(s) to be enabled. See “Listing and Locating Trading Partners” on
page 7-53.

6. Click the check box to the left of each trading partner to select.

7. Click Enable.

The Enable Trading Partner Service Profiles page lists the service profiles that can be
enabled. The service profiles are related to the enabled trading partners.
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Figure 7-35 Enable Trading Partner Service Profiles

W Enable Trading Partner Service Profiles

Use thiz page to enakle selected service profiles

Local Trading Partnet & |Remnate Trading Partner &

W | m2bdrtiskami DisrgTestReceiver jod ACME BEA
W | hZbdrtiekomi DiGuatePravider jod ACME BEA
W | m2bdrtiskmi DiSecureGuoteProvider jood | ACME BEA,
¥ | ekeemi 0 argTestControl BEA& ACME
W | ehemi 0 GuateServiceContral BE& ACME
W | ekmi 0 SecureGucteServiceContral BEA, ACME
¥ |tomServiceBroker QuoteProviderCortral | BEA, ACME
Enable Cancel

Note: You can selectively enable profiles by deselecting the profiles that you do not want
to enable.

8. Click Enable to enable the selected service profiles.

You are returned to the View and Edit Trading Partner Profiles list. A green light @ in the
status column indicates that the trading partners can now send or receive messages.

9. Locate the trading partner. See “Listing and Locating Trading Partners” on page 7-53.

10. Click the trading partner name.
The View and Edit Trading Partner Profile page is displayed.

11. Click Edit profile.
12. From the Status drop-down list, select DISABLED.
13. Click Submit.

14. If any service profiles for the trading partner are enabled, you are prompted to disable them
before the change can take effect. Click Disable to disable the service profiles and continue.
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The View and Edit Trading Partner Profile page is displayed with the updated status.

Note: If there is an error, the edit page is redisplayed. A message indicating the problem is

displayed above the input requiring correction.

Note: The associated service profiles are not automatically enabled.

15.
16.

17.
18.
19.

20.
21.

22.

23.

24.
25.

Locate the trading partner. See “Listing and Locating Trading Partners” on page 7-53.
Click the trading partner name.

The View and Edit Trading Partner Profile page is displayed.

Click Edit profile.

From the Status drop-down list, select ENABLED.

Click Submit.

The View and Edit Trading Partner Profile page is displayed with the updated status.

Note: If there is an error, the edit page is redisplayed. A message indicating the problem is
displayed above the input requiring correction.

Locate the service as described in “Listing and Locating Services” on page 7-55.
Click the service name to select it.
The View and Edit Service Details page is displayed.

In the Service Profiles table, click the View link for the service profile entry. (The View link
is in the third column from the right.)

The View Service Profile page is displayed.
Click Edit Service Profile.
The Edit Service Profile page is displayed.

From the Status drop-down list, select Disabled or Enabled.

Click Submit.

The View and Edit Service Details page is displayed. The updated status is displayed in
the service profile summary table.

Note: Ifthereis an error, the Edit Service Profile page is redisplayed. A message indicating
the problem is displayed above the input requiring correction.
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You can add or update management data (trading partner profiles, service definitions, and service
profiles) by importing an XML representation of the data contained in a trading partner
management (TPM) file. Whether you use the console or the Bulk Loader command line utility
to import, the TPM file must either:

e Conform to the tpm.xsd schema.
Or

e Contain a single trading partner profile exported from WebLogic Integration - Business
Connect or from WebLogic Integration using the business connect format.

When you export TPM data using the console or the Bulk Loader utility, a file suitable for import
is created. To learn more about the required structure, and how the file is used in import, export,
and bulk delete operations, see Using the Trading Partner Bulk Loader in Managing WebLogic
Integration Solutions.

Note: You cannot import certificate private key information for a local trading partner.
Certificates with public keys can only be loaded for remote trading partners.

In the following procedure, it is assumed that the required TPM file has been created. If the file
contains entities (trading partners or services) that already exist, the entities are updated as
described in Using the Trading Partner Bulk Loader in Managing WebLogic Integration
Solutions. Otherwise the entities are added. If the entity being updated is in active use, then the
operation will fail with an error message.

1. From the Trading Partner Management home page, select the Partner Profile
Import/Export module.

The Import Trading Partner Management Data page is displayed.
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Figure 7-36 Import Trading Partner Management Data

ﬁ“% Import Trading Partner Management Data
Use this page to import trading partner profile data into WeblLogic Integration.

File Name | || Browse... | Full path of the file to import fram.
Default 4 fransaction is initiated for eac
Transaction Level efault in a single ransaction,
. I All The data in the selected file is impar
the entire transaction is rolled back,
" Pusiness Connect
Import Format LI Standard Select the format of the impoart file,

| Import | | Reset | | Cancel |

2. Do one of the following:

— Click the Browse button to the right of the File Name field, then locate the TPM file.
Select the file and click Open.

— Enter the path to the TPM file in the File Name field.

3. Specify the Transaction Level by selecting one of the following option buttons:

— All
Imports the data in a single transaction. If invalid data is detected the entire transaction
is rolled back.

— Default
Imports data using multiple transactions. The import initiates a transaction for each
trading partner or service. If invalid data is detected during a transaction for any entity,

the import is rolled back for the current transaction only; importing stops with the
rolled back transaction.

4. Specify the Import Format by selecting one of the following option buttons:

— WLI Standard
Imports the data that conforms to the TPM. xsd schema.

— Business Connect

Imports data that has been exported from WebLogic Integration - Business Connect or
from WebLogic Integration using business connect format.

5. Click Import
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6. If the TPM file contains data for existing trading partners, you are prompted to disable any
service profiles in use for the trading partners. If prompted, click Disable to disable the
service profiles and continue.

When the import process is complete, the following message is displayed.

Microsoft Internet Explorer x|

& The file ' C: MyPath/TPM_File.xml ' is successfully imported

7. Click OK to dismiss the message box.

Related Topics

e “Exporting Management Data” on page 7-92

e “Listing and Locating Trading Partners” on page 7-53

Exporting Management Data

1-92

Before trading partners can participate in transactions hosted by WebLogic Integration, they must
set up their environments to meet the requirements of the application. To facilitate trading partner
setup, one partner can define the required components (trading partner profiles, service
definitions, and service profiles), and then export them so they become available for import by
other trading partners.

1. From the Trading Partner Management home page, select the Partner Profile
Import/Export module.

2. From the left panel, select Export.

The Export Trading Partner Management Data page is displayed.

3. Do one the following:
— To export all trading partner management entities, select the All check box.

— To export selected trading partner profiles, select the Trading Partner check box, then
click the Browse button to display the Choose Trading Partner Profiles page. On the
Choose Trading Partner Profiles page, check or uncheck trading partners as required.
When the trading partners to be exported are checked, click Done.
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Exporting Management Data

ﬁ“ﬁ Choose Trading Partner Profiles

Use this page to select frading partners for export or delete

Trading Partner Name %' | Type | Business Id

Tast_TradingPariner 1 |LOCAL | 000000001

Test_TradingParmer_2 | LOCAL | 000000002

Dane

— To export selected services, select the Services check box, then click the Browse
button to display the Choose Services page. On the Choose Services page, check or
uncheck services as required. When the services to be exported are checked, click

Done.

Figure 7-38 Choose Service Page

ﬁ% Choose Services
Use thiz page to select services for export or delete.
n
¥ | m2bdrtisbxmi DidrgTestReceiver jpd Process
¥ | mZhdrtiekemi DiGuateProvider jod Process
¥ | mZbdrtiekemi DiSecureQuoteProvider jod Process
¥ | b2bdrtishxmi20BCReplyer20 jpd Process
¥ | mZhdrtirosetanet/PIP3A2Participant jod Process
¥ | mZbdrtirosettanet/SecurePIPIA2Paricipant jod | Process
¥ |rosettanet20 SecurePIPAZ9Contral Service Contral
¥ |tpmServiceBroker GuoteProviderContral ‘Wieh Service
Dione

EBxhL

EBXhL

EBXML

EBxhL

ROSETTAMET

ROSETTAMET

ROSETTAMET

WEBSERYICE

Note: The above options are mutually exclusive.

4. Specify the Export Format by selecting one of the following option buttons:
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— WLI Standard
Export data that conforms to the TPM. xsd schema.

— Business Connect
Export for import by WebLogic Integration - Business Connect.

Note: Ifyou are exporting for import to WebLogic Integration - Business Connect, you
can only export one trading partner profile at a time. Before continuing, verify that
a single trading partner is selected.

5. In the Encoding field, specify the encoding, if other than the default. See
http://www.iana.org/assignments/character-sets for valid values.

6. If you checked the Trading Partners or Services check box, do one of the following:

— Check the Export All Referenced Entities check box to export all entities referenced
by the selected trading partners or services. For trading partners, referenced entities
include the entities referenced by any service profile the trading partner is referenced
in. For services, referenced entities include the trading partner profiles referenced in the
service profiles. (A trading partner profile always includes it’s bindings, certificates,
and custom extension.)

Note: Although it is not required, if you are exporting selected services, it is standard
practice to check the Export All Referenced Entities option. If you selected the
Business Connect format, do not check Export All Referenced Entities.

— Uncheck the Export All Referenced Entities check box to export only the selected
trading partners or services.

7. Do one of the following:

— Uncheck the Export Certificate Key Information check box to suppress the export of
certificate key information.

— Check the Export Certificate Key Information check box to export certification key
information.

8. Click Export.

A download of the file is initiated. The dialog box that is displayed is browser-dependent,
but typically, you are prompted to open or save the file.

For example, Internet Explorer displays the following dialog box.
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File Download x|

@ You are downloading the file:

TpmEsport.=ml from localhost

‘wiould you like to open the file or save it to your computer?

Open | Save I Cancel ore Info

V¥ Always ask before opening this type of file

9. Select Save if prompted.

10. Specify the location and name of the file, then click Save.

The file is saved to the specified location.

Related Topics

e “Importing Management Data” on page 7-90
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Deleting Trading Partner Profiles and Services Using
Bulk Delete

You can delete trading partner management data in bulk from the Delete Trading Partner
Management Data page.

Figure 7-39 Deleting Trading Partner Management Data

ﬁ% Delete Trading Partner Management Data

Uze this page to zelect and bulk delete trading partners and services.

All I~ Al entities to he deleted

Default Deletes the trading partner and service data, using multiple

transactions. (This option is appropriste for large repositories. ). If you

choosze this option, the delete intistes = transaction for each of the following
 Defautt ertities: trading partners and services . If invalid data is detected during &
Al tranzaction for any entity, the delete iz rolled back for the current

transaction only; deleting stops with the rolled back transaction.

All The data inthe selected file iz deleted ina single transaction. If invalid

data is detected, the entire transaction iz rolled back.

Transaction Level

Trading Partner — Browese Select the trading partners to delste
Services I Browse Select the services to delete
Delete all referenced entities [ Delete all referenced entities

Delete Feset Cancel

1. From the Trading Partner Management home page, select the Partner Profile
Import/Export module.

2. From the left menu, select Bulk Delete.

The Delete Trading Partner Management Data page is displayed.

3. Specify the Transaction Level by selecting one of the following option buttons:

— All
Deletes the data in a single transaction. If an error is encountered, the entire transaction
is rolled back.

— Default
Deletes the data using multiple transactions. A delete transaction is initiated for each
trading partner or service. If an error is encountered during the transaction for any
entity, the transaction is rolled back; deleting stops with the rolled back transaction.
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4. Do one the following:

— To delete selected trading partner profiles, check the Trading Partner check box, then
click the Browse button to display the Choose Trading Partner Profiles page. On the
Choose Trading Partner Profiles page, check or uncheck trading partners as required.
When the trading partners to be deleted are checked, click Done.

— To delete selected services, check the Services check box, then click the Browse button
to display the Choose Services page. On the Choose Services page, check or uncheck
services as required. When the services to be deleted are checked, click Done.

Note: The above options are mutually exclusive.

5. Do one of the following:

— Check the Delete All Referenced Entities check box to delete all entities referenced by
the selected trading partners or services. For trading partners, referenced entities
include the entities referenced by any service profile the trading partner is referenced
in. For services, referenced entities include the trading partner profiles referenced in the
service profiles. (A trading partner profile always includes it’s bindings, certificates,
and custom extension.)

— Uncheck the Delete All Referenced Entities check box to delete only the selected
trading partners or services.

6. Click Delete.

When the process is complete, the Trading Partner Management home page is displayed.

Related Topics

e “Deleting Trading Partner Profiles” on page 7-97
e “Deleting Certificates, Bindings, or Custom Extensions” on page 7-98
e “Deleting Services” on page 7-100

e “Deleting Service Profiles from a Service” on page 7-100

Deleting Trading Partner Profiles

You can delete trading partner profiles from the View and Edit Trading Partner Profiles list or
from the View and Edit Trading Partner Profiles page. When you delete a trading partner, you
must also delete all associated service profiles.
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Locate the trading partners to be deleted. See “Listing and Locating Trading Partners” on
page 7-53.

Click the check box to the left of each trading partner to select.
Click Delete.

If the selected trading partners are referenced in any service profiles, you are prompted to
delete them. Click Delete All to delete the service profiles and continue.

The View and Edit Trading Partner Profiles list is displayed. The deleted trading partners
are no longer listed.

Locate the trading partner to be deleted. See “Listing and Locating Trading Partners” on
page 7-53.

Click the trading partner name to select it.

On the View and Edit Trading Partner Profile page, click Delete.
A confirmation message is displayed.

Click OK to confirm.

If the trading partner is referenced in any service profiles, you are prompted to delete the
them. Click Delete All to delete the service profiles and continue.

The View and Edit Trading Partner Profiles list is displayed. The deleted trading partner is
no longer listed.

Related Topics

“Deleting Service Profiles from a Service” on page 7-100
“Deleting Trading Partner Profiles and Services Using Bulk Delete” on page 7-96

“Deleting Certificates, Bindings, or Custom Extensions” on page 7-98

Deleting Certificates, Bindings, or Custom Extensions

You can delete certificates, bindings, or custom extension from the Trading Partner
Management Profile page.

1-98

1.

Do one of the following:
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— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Certificates from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

. In the certificate table, click the Delete link for the entry to be deleted.

A confirmation dialog box is displayed.

. Click OK to confirm.

A dialog box is displayed with the following question: “Do you want to remove the
certificate from the keystore also?”

. Click OK to remove the certificate from the keystore, or Cancel to leave the certificate in the
keystore.

. If any service profiles for the trading partner are enabled, you are prompted to disable them
before the change can take effect. Click Disable to disable the service profiles and continue.

The certificate summary table is displayed. The deleted certificate has been removed.

. Do one of the following:

— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Bindings from the left panel. On the Choose Trading Partner
page, select the trading partner name from the Name drop-down list, then click Go.

. In the binding table, click the Delete link for the entry to be deleted.

A confirmation dialog box is displayed.

. Click OK to confirm.

. If any service profiles for the trading partner are enabled, you are prompted to disable them
before the change can take effect. Click Disable to disable the service profiles and continue.

The binding summary table is displayed. The deleted binding has been removed.

. Do one of the following:
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— Locate the trading partner as described in “Listing and Locating Trading Partners” on
page 7-53, then click the trading partner name.

— From the Trading Partner Management home page, select the Profile Management
module, then select Custom Extension from the left panel. On the Choose Trading
Partner page, select the trading partner name from the Name drop-down list, then
click Go.

2. In the custom extension table, click the Delete link for the entry to be deleted.

A confirmation dialog box is displayed.

3. Click OK to confirm.

The custom extension summary table is displayed. The table is now empty.

Deleting Services

You can delete a service from the View and Edit Services list.
1. Locate the service as described in “Listing and Locating Services” on page 7-55.

2. Click the Delete link for the service to be deleted. (The Delete link is in the right-most
column.)

A confirmation dialog box is displayed.
3. Click OK to confirm.

4. Ifthe service includes any service profiles, you are prompted to delete the them. Click Delete
All to delete the service profiles and continue.

The View and Edit Services list is displayed. The deleted service has been removed.

Related Topics

e “Deleting Service Profiles from a Service” on page 7-100

e “Deleting Trading Partner Profiles and Services Using Bulk Delete” on page 7-96

Deleting Service Profiles from a Service

You can delete service profiles from the View And Edit Service Details page.

1. Locate the service as described in “Listing and Locating Services” on page 7-55.
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2. Click the service name to select it.

The View and Edit Service Details page is displayed.

3. In the service profile table, click the Delete link for the entry to be deleted. (The Delete link
is in the second column from the right.)

A confirmation dialog box is displayed.
4. Click OK to confirm.

The View and Edit Service Details page is displayed. The deleted service profile has been
removed from the service profile table.

Viewing Statistics

You can view summary statistics from the Trading Partner Management Statistics page. You
can view statistics for the entire system or for a specific service profile.

e From the Trading Partner Management home page, select the Statistics module.

The Trading Partner Management Statistics page displays the following statistics:

Current Statistics

Trading Parther Count 8
Service Count 16
Process 8
Service Control g
Webh Service 0
Service Profile Count 8
Active Service Profile Count 3
Current throughput
Total Conversation Count 0
Sent Message Count 0
Received Message Count 0

1. Locate the service as described in “Listing and Locating Services” on page 7-55.

2. Click the service name to select it.

The View and Edit Service Details page is displayed.
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3. Inthe service profile table, click the Statistics link for the profile. (The Statistics link is in the
right-most column.)

The Trading Partner Management Statistics page displays the following statistics:
Current Statistics
Total Conversation Count 0

Sent Message Count 0

Received Message Count 0

Monitoring Messages

You can monitor the exchange of business messages from the Message Tracking module. The
message data available is dependent on:

e The message tracking level set for each service profile in the system. To learn more about
the message tracking levels, see “Adding Service Profiles to a Service” on page 7-29.

e The purge schedule for the system. To learn more, see “Reporting and Purging Policies for
Tracking Data” on page 8-3.

From the message tracking module, you can:

e View a list of the business messages exchanged.
e Filter the list.

e View message detail, including header or part content, for selected messages.

In the following procedures, it is assumed that the desired message data is available.
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Listing and Locating Messages

You can view a summary listing of the business messages exchanged on View Messages page.

Figure 7-40 View Messages Page

A vi

iew Messages
ia‘_ 9 Configure Wiew v Go
This page displays messages exchanged batween trading partners. To filter the displayed messages, select
Configure View in the list to the right and click Go. To view details sbout a message, click the Event 1d of the Search
message.

MESSAGES SENT,/ RECEIVED FROM FRIDAY, SEPTEMBER 29, 2006 1:58:23 PM GMT +05:30 T0 FRIDAY, SEPTEMBER 29, 2006 3:58:23 PM GMT +05:30

|EvenHD Time of Event & Direction Status

No matching data found.

Refresh

1. From the Trading Partner Management home page, select the Message Tracking Module.
The View Messages page is displayed.
2. Do one or more of the following:

— Filter the messages on the list as described in “Filtering the Messages Displayed” on
page 7-103.

— Sort the list by time of the event. Click the ascending & and descending ... arrow
button to change the sort. order.

— View the details of a selected message as described in “Viewing Message Detail” on
page 7-104.

Filtering the Messages Displayed

The messages displayed on the View Messages page can be filtered as described in the following
procedure. The filter you set remains in effect until you update it, or until the server is restarted.

1. From the Trading Partner Management home page, select the Message Tracking Module.
The View Messages page is displayed.
2. Select Configure View from the Go drop-down list in the upper right corner.

3. Click Go to display the Filter the Displayed Messages page.
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Figure 7-41 Filter Displayed Messages Page

Filter the Displayed Messages

Use this page to filter the displayed messages.

Start Time 1 ¥ (|44 v || Pk || September v | (29 w2006 +
End Time 3 v |44 |%||PM || September ¥ ||29 v |(2006 v
OR
For Last days |2 v | hours |00 v | mins
For Trading Partner ||| v Trading partner sending the message.
To Trading Partner | a|| v Trading Partrier receiving the message.
Status ALL v Status of the message.
| Submit | |Reset | | Cancel |

4. Do one of the following:

— To specify an explicit start and end time, click the Start Time option button, then select
the start and end times from the drop-down lists.

— To specify an interval relative to the current time, click the For Last option button,
then enter the interval.

5. Do one or more of the following:

— To filter by recipient, select the trading partner from the For Trading Partner
drop-down list.

— To filter by sender, select the trading partner from the To Trading Partner drop-down
list.

— To filter by status, select ALL, SUCCEEDED, or FAILED from the Status drop-down
list.

Viewing Message Detail

You can view message detail from the Message Details page.

1. From the Trading Partner Management home page, select the Message Tracking module.

The View Messages page is displayed.

2. Select the Event ID to display detail for the selected message.
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The message detail is displayed as shown in the following figure. You can view the
message header, status description, message part headers, message part data, or details for
the process instance or type.

Note: The information available is dependent on the message tracking level for the service
profile. To learn more about the message tracking levels, see “Adding Service
Profiles to a Service” on page 7-29.
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ﬁh‘ﬁ Message Details

This page displays details about this message. To view the main message header, click Details,
next to Message Header. To view the details about the status of the message, click Details

next to Status Description. To vig
Message Parts list and click Det Message Header

Content-Type: multipart/related; tvpe="text/xml". boundary="Pan--308654641-1056903933757-10";

Event ID 192.168) star="ak QuoteService-ACME -id-105630397 9060-6- ACME -id-1056903382455-9- header&gt;"
Conversation 1D Quotesq soapaction:on: ehxML
From Partner ACME . .
Click to View
To Partner BEA Click to View
URL hitp: 4127 01.0.1 7001/abXMLIDBE Message Header
Process

Message Signed FALSE
Message Encrypted FALSE
Message 1D Quote

ice- ACGME -id-105690337 5060 -id-1056903952455-9

| Click to View

Message Header i i
Process Type ;bzbdn;ebxmn_ Process Instance

Process Instance 1056903978569 Detail
Time of Event Sun Jun 29 12:26:23 EDT 2003 . .

Size of Message 3297 Click to View

Direction INEOUND Status Detail

Status SUCCEEDED

L. . Status Description
Remaining Retries 0

Status Description  Details Received a message from trading partner '"ACME'

Message Parts

: — : Click to View
1 ML Details 2885 e
- - Message Part
2 ML Details B0 e
Click to View Message ) BEA Weblogic Integration Administrat 10l =|

Message Part Header

Integration Administration Co
&It QuateService-- ACME -id-1056903979060-6- ACME -id-1056903952455-3-headerfgt;  [artner Management Message Tracking

Content-Type: textfxml x-ebxmlattachment: true content-id:

Message Part Data |

<eb: M. Head S0AP-ENV: Tnd d="1" eb:wersio:
<eb: From>

<eb:Partyld type=turn: duns. com"> ACME-id</ .
</ eb: From>

<eb:Tox

<eb:Partyld type=turn: duns.com">BEL-id</ eb:Partyldr

</ eb:Tox

<eb: CPAIdvhitp: /S, openuri . org/epat/ eb: CPAIA>

<eb:Conversationld>Quoteferrce-ACME-id-1056903979060-6

<eb:Bervice type="text">luctefervices/ eb: Bervicer -
K I 2l
S % A N2 E3 | pooum.. [ |
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The System Configuration module allows you to:

This section provides the information you need to use the System Configuration module of the
WebLogic Integration Administration Console to:

e View or set the purge schedule.

e Start or stop the purge process.

e Enable or disable the transmission of data to an offline datastore.

e View or set the INDI name for the datastore used to store data offline.

e View or set the default tracking level and reporting data policy for processes.
e Create, view, or change password aliases.

e Configure the JMS connection factory, repository root, and debug level for application
integration.

Note: You must be logged in as a member of the Administrators or IntegrationAdministrators
group to make any changes to the system configuration. See About WebLogic Integration
Users, Groups, Roles, and Security Policies in User Management in the Worklist Console
Online Help.

The following topics are provided:
e About System Administration

e Overview of the System Configuration Module
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e Viewing the Configuration for Tracking, Reporting, and Purging Data
e Configuring the Reporting Data and Purge Processes

e Configuring the Reporting Datastore

Configuring the Default Data Policy and Tracking Level for Processes

Manually Starting and Stopping the Purge Process

Adding Passwords to the Password Store

Listing and Locating Password Aliases

Changing the Password for a Password Alias

Deleting Passwords from the Password Store

Configuring the Server for Application Integration

About System Administration

8-2

The following sections provide background information related to system administration:
e Process Tracking Data
e Reporting and Purging Policies for Tracking Data

e Password Aliases and the Password Store

Process Tracking Data

Each process instance generates events that contain information about process execution such as
information about the node that is executing, timings, and associated data.

The following types of events can be tracked:

o Global events
Events such as start process, end process, suspend, and resume.

e Node transitions
Events generated by each node (a start node event and an end or abort node event).
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Administrators can set the tracking level for processes to optimally tune their system to meet their
reporting needs and performances requirements. The tracking levels are:

o Full
Global events, node transitions, and data are tracked.

e Node
Global and node transitions are tracked.

o Minimum
Global events are tracked.

o None
No events or data are tracked.

The system default tracking level is set from the System Configuration module. The tracking
level for each process type is set from the Process Configuration module. The administrator has
the option of either:

o Setting the tracking level for a process to the system default.

e Overriding the system default by setting the tracking level for a process to full, node,
minimum, or none.

To learn more about:

e Setting the system default tracking level, see “Configuring the Default Data Policy and
Tracking Level for Processes” on page 8-13.

e Setting tracking level for a process type, see “Viewing and Changing Process Details” on

page 2-14.

Reporting and Purging Policies for Tracking Data

Tracking data includes:
e Process instance history (see “Process Tracking Data” above for tracking levels).

e Trading partner message history (see “Configuring the Mode and Message Tracking” on
page 7-10 for tracking levels).

In order to optimize performance, the amount of tracking data stored in the runtime database
should be kept to a minimum. To help ensure this, the purge process is configured to run at regular
intervals set by the administrator.

Note: You cannot disable the purge process.
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If the data is required for reporting and analysis, the administrator can enable the transfer of
tracking data suitable for reporting to an offline database. If the reporting data stream is enabled,
the specified database is populated by a near real-time data stream.

Note: Because the reporting database is populated by a near real-time stream, it is possible to
see a snapshot of the data where some process instances contain partial data.

To provide a greater level of control, the administrator also configures the following:

e Reporting data policy for each process type
The reporting data policy for a process can be set to one of the following:

— On—Instance data for the process is transmitted to the reporting database if the
reporting data stream is enabled.

— Off—Instance data is not transmitted to the reporting database.

— Default—The system default reporting data policy (described below) is used.

o System default reporting data policy for processes
The system default reporting data policy can be set to On or Off. If the reporting data
policy for a process is set to Default, the process inherits the system default setting.
Instance data for the process is, or is not, transmitted to the reporting database, accordingly.

o Purge Delay
The amount of time after the following events that must pass before the data is subject to
purge by the purge process:

— Completion or termination of a process instance.
— Receipt or delivery of business message.

For example, suppose the reporting data stream is enabled, the reporting data policy for a
process is On, the purge delay is set to 5 days, and the purge process is configured to purge
data every hour. In that case, the data for an instance completing on day 1 would be
transmitted to the reporting database as it is generated, but would not be purged from the
runtime database until 5 days elapsed.

The administrator can reset the purge schedule at any time and run the purge process on demand.
e An aborted instance must be terminated.
e A suspended instance must be resumed and completed, or terminated.

e A frozen instance must be unfrozen and completed, or terminated.

To learn more about:
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e Managing process tracking data, see “Managing Process Tracking Data” on page 2-3.

Configuring the reporting data stream, see “Configuring the Reporting Data and Purge
Processes” on page 8-11.

Setting the system default reporting data policy level, see “Configuring the Default Data
Policy and Tracking Level for Processes” on page 8-13.

Setting the reporting data policy for a process, see “Viewing and Changing Process
Details” on page 2-14.

The reporting data tables, see Querying WebLogic Integration Archive Data in Managing
WebLogic Integration Solutions.

Password Aliases and the Password Store

The password store provides for the secure storage of the passwords used by controls, event
generators, and other WebLogic Integration components. Each required password is defined in
the password store and associated with a password alias. This alias can then be referenced in the
annotations of process definitions (* . jpd), control extensions (*.jcx), and event generator
configuration files (wliconfig/*EventGen.xml).

For example, when configuring an Email event generator, rather than specifying the password
required to access a user’s email account in plain text, the password would be defined and
associated with a password alias in the password store. The password alias, rather than the
password, can then be referenced in the event generator configuration file.

To learn how to add passwords and aliases, see “Adding Passwords to the Password Store” on
page 8-16.
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Overview of the System Configuration Module

The following table lists the pages you can access from the System Configuration module. The
tasks and help topics associated with each are provided:

Table 8-1 System Configuration Module

Page Associated Tasks Help Topics
Reporting and Tracking Policies

Current Tracking  View the system-level settings for the reporting data ~ “Viewing the
and Reporting generation and purge processes. The current status of ~ Configuration for

Data Settings

the reporting data stream (enabled or disabled), purge
schedule, purge delay, reporting datastore (if the
reporting data stream is enabled), default reporting
data policy, and default tracking level are displayed.

Tracking, Reporting, and
Purging Data” on page 8-8

Tracking Data
Purge and
Reporting Data
Policy Settings

Enable or disable reporting data generation.

Edit the purge start time and repeat interval.

Edit the purge delay.

“Configuring the Reporting
Data and Purge Processes”
on page 8-11

Edit Data Store

Change the JNDI name of the offline reporting

“Configuring the Reporting

Configuration database. Data and Purge Processes”
Settings on page 8-11

Default Tracking  Change the default tracking level or default reporting ~ “Configuring the Default
Level and data policy for processes. Data Policy and Tracking
Reporting Data Level for Processes” on
Policy for page 8-13

Processes

Purge

Purge Tracking Request an immediate purge cycle. “Manually Starting and
Data Stopping the Purge

Interrupt a purge cycle.

View the number of records in the runtime database
for completed or terminated process instances.

View the time the last purge cycle completed.

Process” on page 8-14
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Tahle 8-1 System Configuration Module (Continued)

Page

Associated Tasks

Help Topics

Password Store

View and Edit View a list of password aliases. “Listing and Locating
Password Aliases Password Aliases” on
Filter the list by alias name. Use 2 to match any single  page 8-17
character or * to match zero or more characters.
Delete one or more password aliases. “Deleting Passwords from
the Password Store” on
page 8-19
Add New Add a password by assigning a unique alias and “Adding Passwords to the
Password Alias defining the password. Password Store” on
page 8-16
Edit Password Change the password associated with a password “Changing the Password
Alias alias. for a Password Alias” on

page 8-18

Application Integration

View View the application integration configuration. Debug  “Configuring the Server for
Application status (enabled or disabled), JMS connection factory,  Application Integration” on
Integration and repository root directory are displayed. page 8-19

Configuration

Edit Application  Edit the application integration debug status, JMS “Configuring the Server for
Integration connection factory, or repository root directory. Application Integration” on
Configuration page 8-19

Viewing the Configuration for Tracking, Reporting, and
Purging Data
The Current Tracking and Reporting Data Settings page allows you to view the:
e Reporting data configuration.
e Purge schedule.

e Default tracking level for processes and tasks.
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8-8

e Default reporting data policy for processes.

Figure 8-1 Current Tracking and Reporting Data Settings

Current Tracking and Reporting Data Settings

This page allows you to enable or disable Reporting Data generation which is written to an offline 0B specified by Reporting DataStore
control how much tracking data is recored and when it is purged from the runtime database.

REPORTING DATA DATASTORE

Reporting Data Stream Is DISABLED
Reporting Data DataStore JNDI Name  cgDataSource
Configure

PURGE SCHEDULE

Next Purge Start Time Wednesday, Septernber 27, 2006 12:25:30 AM IST
Repeat Every 1day

Purge Delay 1 haour

Configure

DEFAULT REPORTING DATA POLICY AND TRACKING LEYEL FOR PROCESSES

Default Tracking Level Full
Default Reporting Data Policy 0on
Default Variable Tracking Level Off
Reliable Tracking on
Reliable Reporting Off
Configure

1. From the home page, select the System Configuration module. The Current Tracking and
Reporting Data Settings is displayed by default.

Note: You can also click Tracking, Purging, and Reporting Policies on the left menu to
access the Current Tracking and Reporting Data Settings page.

Table 8-1 describes the properties displayed on the page:
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Tahle 8-2 Elements of Current Tracking and Reporting Data Settings page

Property

Description

Reporting Data Datastore

Reporting Data
Stream Process Is

Status of reporting data generation (enabled or disabled):

Note: Tracking data includes process instance, task instance, and
trading partner message history. To learn more, see “Reporting
and Purging Policies for Tracking Data” on page 8-3.

Reporting Data JNDI name of the database to which reporting data is written when the
Datastore JNDI reporting data stream is enabled.

Name

Purge Schedule

Next Purge Start
Time

The start date and time for the purge process.

Repeat Every

Intervals from the start time that the purge process runs.

Purge Delay

The amount of time after completion or termination before process
instance, task tracking. or message history data is subject to purge.

Default Reporting Data Policy and Tracking Level for Processes

Default Tracking The system default tracking level (full, node, minimum, or none). If the

Level Tracking Level for a process is set to Default, the process inherits this
setting. To learn how to set the reporting data policy for a process see
“Viewing and Changing Process Details” on page 2-14.

Default Reporting The system default reporting data policy (on or off). If the Reporting

Data Policy Data Policy for a process is set to Default, the process inherits this
setting. Instance data for the process is, or is not, transmitted to the
reporting database accordingly. To learn how to set the reporting data
policy for a process see “Viewing and Changing Process Details” on
page 2-14.

Default Variable

Tracking Level
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Tahle 8-2 Elements of Current Tracking and Reporting Data Settings page (Continued)

Property Description

Reliable Tracking Ifthis property is On, then the process tracking data is written in the same
transaction of the process. If a problem is encountered during this
operation, then the complete transaction including the process
transaction is rolled back.

If this property is Off, then tracking data is written in a different
transaction of the process. If a problem is encountered during this
operation, then there will be no impact on the process transaction.

Reliable Reporting If this property is On, then process reporting data is written in the same
transaction of the process. If a problem is encountered during this
operation, then the complete transaction including the process
transaction is rolled back.

If this property is Off, then reporting data is written in a different
transaction of the process. If a problem is encountered during this
operation, then there will be no impact on the process transaction.

Related Topics

e “Configuring the Reporting Data and Purge Processes” on page 8-11

e “Configuring the Reporting Datastore” on page §-12

e “Configuring the Default Data Policy and Tracking Level for Processes” on page 8-13
e “Process Tracking Data” on page §-2

e “Reporting and Purging Policies for Tracking Data” on page 8-3

Configuring the Reporting Data and Purge Processes

8-10

The Tracking Data Purge and Reporting Data Policy Settings page allows you to enable or
disable the reporting data stream and update the purge schedule and purge delay.
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Figure 8-2 Tracking Data Purge and Reporting

Tracking Data Purge and Reporting Data Policy Settings

se this page to enable or disable the offline Reporting Data generation and to schedule when and how often the process purge sh

lext Purge Start Time |00 v |25 + || September & || 27 » || 2006 »

‘epeat Every days ¥
urge Delay hours +

Submit | |Reset | | Cancel |

1. From the home page, select the System Configuration module. The Current Tracking and
Reporting Data Settings is displayed by default.

Note: You can also click Tracking, Purging, and Reporting Policies on the left menu to
access the Current Tracking and Reporting Data Settings page.

2. In the Purge Schedule section, click the Configure.

3. Do one or more of the following:

— To update the Next Purge Start Time, select the hour, minute, month, day, and year
from the drop-down lists.

— To update the repeat interval, enter a new value in the Repeat Every field, then select
mins, hours, or days from the drop-down list.

— To update the purge delay, enter a new value in the Purge Delay field, then select
mins, hours, or days from the drop-down list.

4. Click Submit to save your changes and return to the Current Tracking and Reporting Data
Settings page.

Note: When you update the repeat interval without changing the Next Purge Start Time, the
new interval will not be effective until after the next scheduled purge. The scheduled start
time for the next purge is displayed in the Purge Schedule section of the Current
Tracking and Reporting Data Settings page.

Related Topics

e “Reporting and Purging Policies for Tracking Data” on page 8-3

e “Viewing the Configuration for Tracking, Reporting, and Purging Data” on page 8-8
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Configuring the Reporting Datastore

8-12

The Edit Data Store Configuration Settings page allows you to specify the database used to
store reporting data.

Figure 8-3 Edit Data Store Configuration Settings Page
[ ] Edit Data Store Configuration Settings

Jse this page to edit the Archive Data Store.

Digabling the Reporting Data generation here will override all process Repor

ikl SRR L i ] tracking dats will be deleted during the next purge cycle, Purging cannot be

Specify the INDI name of

Reporting Data DataStore INDI Name | cgDataSource v
e = d the database to use,

| Submit | |Reset | | Cancel |

1. From the home page, select the System Configuration module. The Current Tracking and
Reporting Data Settings is displayed by default.

Note: You can also click Tracking, Purging, and Reporting Policies on the left menu to
access the Current Tracking and Reporting Data Settings page

2. In the Reporting Data Datastore section, click the Configure link.

3. To enable or disable the reporting data stream, check or uncheck the Enable Reporting Data
Generation check box.

4. In the Reporting Data Datastore JNDI Name field, enter the JNDI name for the datastore.

5. Click Submit to save your changes and return to the Current Tracking and Reporting Data
Settings page.

Note: When you set or update the Reporting Data Datastore JNDI Name, the change will not
take effect until you restart the server.

Related Topics

e “Viewing the Configuration for Tracking, Reporting, and Purging Data” on page 8-8
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Configuring the Default Data Policy and Tracking Level
for Processes

In addition to allowing you to configure the reporting data stream and purge processes, the
Current Tracking and Reporting Data Settings page allows you to configure:

o The default tracking level and reporting data policies for processes.

See “Viewing the Configuration for Tracking, Reporting, and Purging Data” on page 8-8 for a
description of all the properties displayed on the Current Tracking and Reporting Data
Settings page.

1. From the home page, select the System Configuration module. The Current Tracking and

Reporting Data Settings is displayed by default.

Note: You can also click Tracking, Purging, and Reporting Policies on the left menu to
access the Current Tracking and Reporting Data Settings page.

2. In the Default Reporting Data Policy and Tracking Level for Processes section, click the
Configure link.

The Default Tracking Level and Reporting Data Policy for Processes page is displayed.
Figure 8-4 Default Tracking Level and Reporting Data Policy

@ Default Tracking Level and Reporting Data Policy for Processes
Lize this page to set the systermwide default tracking level and reparting data generation palicy for processes.
Default Tracking Level Full v
Default Reporting Data Policy On

Default Variable Tracking Level |Off v

Reliable Tracking On
Reliable Reporting Off »
| Subrmit | |Reset | | Cancel |

3. Do one or both of the following:

— From the Default Tracking Level drop-down list, select Full, Node, Minimum, or
None.

— From the Default Reporting Data Policy drop-down list, select On or Off.
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— From the Default Variable Tracking Level drop-down list, select On or Off.
— From the Reliable Tracking drop-down list, select On or Off.
— From the Reliable Reporting drop-down list, select On or Off.

4. Click Submit to save your changes and return to the Current Tracking and Reporting Data

Settings page.

Related Topics
e “Viewing the Configuration for Tracking, Reporting, and Purging Data” on page 8-8
e “Process Tracking Data” on page §-2

e “Reporting and Purging Policies for Tracking Data” on page 8-3

Manually Starting and Stopping the Purge Process

The Purge Tracking Data page displays the:

e Number of records stored in the runtime database for completed or terminated process
instances.

e Time the purge process last completed.

Figure 8-5 Purge Tracking Data

Purge Tracking Data

This page displays the number of rows in the process tracking database for completed process instances. Click
Purge Tracking Data to delete the tracking information for completed process and task instances.

Number of Tracking Records in the Database for Completed Processes: 50
Purge Process Status Purge finished at 5/23/04 3:25 PM

Purge Tracking Data Stop Current Purge Operation
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Purge Tracking Data

This page displays the number of rows in the process tracking database for completed process instances. Click
Purge Tracking Data to delete the tracking information for completed process and task instances.

Number of Tracking Records in the Datal for Completed Processes: 50
Purge Process Status Purge finished at 5/23/04 8:25 P
Purge Tracking Data Stop Current Purge Operation

If the purge process is scheduled to run regularly, tracking data, which includes process history,
task history, and trading partner integration message history, is purged from the runtime datastore
according to the schedule currently set. If required, you can request that the purge process run

immediately, or if a purge operation is underway, you can manually stop the process, as described
in the following procedure.

1.
2.

4.

From the home page, select the System Configuration module.
From the left menu, select Purge to display the Purge Tracking Data page.

Do one of the following:

— To start a purge of the tracking data, click the Purge Tracking Data button.

— To stop a purge operation that is currently underway, click the Stop Current Purge

Operation button.

A confirmation dialog box is displayed.

Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.

Related Topics

e “Reporting and Purging Policies for Tracking Data” on page 8-3

e “Configuring the Reporting Data and Purge Processes” on page 8-11
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Adding Passwords to the Password Store

The Add a New Password Alias page allows you to create a password and associate it with a
password alias.

Figure 8-6 Add New Password

Add New Password Alias

Use this page to add a new password key to the system,

Password Alias Name l:l Required,
Password l:l Password,
Confirm Password I:l Confirm password,

| Subrmit | | Reset | | Cancel |

1. From the home page, select the System Configuration module.
2. From the left menu, select Password Store.
3. From the left menu, select Create New to display the Add a New Password Alias page.
4. In the Password Alias Name ficld, enter a unique name.
5. In the Password field, enter the password.
6. In the Confirm Password ficld, enter the password again.
7. Do one of the following:
— To create the password alias, click Submit.

The View and Edit Password Aliases page is displayed. The new alias is included in
the list. (You may need to page forward to see the new alias.)

Note: If there is an error, the Add a New Password Alias page is redisplayed. A
message indicating the problem is displayed above the input requiring correction.

— To disregard the changes and return to the View and Edit Password Aliases page,
click Cancel.
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Related Topics

e “Password Aliases and the Password Store” on page 8-5

e “Listing and Locating Password Aliases” on page 8-17

Listing and Locating Password Aliases

The View and Edit Password Aliases page lists the password aliases defined in the password
store.

Figure 8-7 View and Edit Password

=
Q View and Edit Password Aliases View Al 3

This page displays a lst of password aliases within Weblogic Integration. To view or edit a particular password
alias, click the password allas name, To remove password aliases from the system, select the password aliases |:|
and click Delete Selected Allases.,

Password Allas Name %

[C]| adminalias

[ Delete Selected Aliases

1. From the home page, select the System Configuration module.
2. Inthe left panel, click Password Store to display the View and Edit Password Aliases page.

3. To locate a specific password alias, do one of the following:

— Filter by alias name. Enter the search target, then click Search. The password aliases
matching the search criteria are displayed.

— Resort the list. Ascending « and descending ... arrow buttons indicate sortable
columns. Click the button to change the sort order.

— Scroll through the pages. Use the controls in the lower left corner. Go to a page by
selecting the page number or by using the arrow buttons to go to the next F, previous
4, first |4, or last Bl page.

Related Topics

e “Adding Passwords to the Password Store” on page 8-16

e “Changing the Password for a Password Alias” on page 8-18
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e “Deleting Passwords from the Password Store” on page 8-19

Changing the Password for a Password Alias

The Edit Password Alias page allows you to change the password associated with the password
alias.

Figure 8-8 Edit Password

ﬁ
| | Edit Password Alias
Use this page o edit a password alias,

Password Alias Name  adminalias

Current Password [ 4
New Password [ f

Confirm Password ]

Submit | [Reset | [ Cancel

1. Locate the password alias. See “Listing and Locating Password Aliases” on page 8-17.
2. Click the alias name to display the Edit Password Alias page.
3. In the Current Password field, enter the current password.
4. In the New Password ficld, enter the new password.
5. In the Confirm Password field, enter the new password again.
6. Do one of the following:

— To update the password, click Submit.

The View and Edit Password Aliases page is displayed.

Note: If there is an error, the Edit Password Alias page is redisplayed. A message
indicating the problem is displayed above the input requiring correction.

— To reset to the last saved values, click Reset.

— To disregard the changes and return to the View and Edit Password Aliases page,
click Cancel.
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Deleting Passwords from the Password Store

The View and Edit Password Aliases page allows you to locate and delete selected password
aliases.

1. Locate the password alias or aliases to be deleted. See “Listing and Locating Password
Aliases” on page 8-17.

2. Click the check box to the left of the password aliases to be deleted to select them.

3. Click Delete Selected Aliases.

Configuring the Server for Application Integration

The Edit Application Integration Configuration page allows you to define the server
configuration for application integration.

Figure 8-9 Edit Al Configuration

Edit Application Integration Configuration

Use this page to maodify global parameters for application Integration.

Debug Enabled

IMS Connection Factory JNDI Name |weh|0gic.jws.jms.QueueConnectionFactory |

Repository Root Directory | |

1. From the home page, select the System Configuration module.

2. From the left panel, select Application Integration.
3. On the View Application Integration Configuration page, click Configure.

4. Update the configuration as required. The following table summarizes the available settings:
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8-20

Tahle 8-3 Elements of View Application Integration Configuration page

Setting

Description

Check or uncheck the Debug Enabled
check box.

When Debug is enabled, additional application integration
debug messages are generated. Because these messages
are logged using the standard WebLogic Server logging
facility, they are only logged if debug messages are also
enabled in the WebLogic Server Administration Console.

In the JMS Connection Factory JNDI
Name field, enter the name of the required
JMS connection factory.

Application views use JMS resources to handle events and
asynchronous service invocations, and therefore require
access to a JMS Connection Factory. This field specifies
the JMS Connection Factory JNDI context.

In the Repository Root Directory field,
enter repository root.

Files related to application views are stored in a file
repository (wlai-repository). This field specifies the
root directory for that repository.
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This section provides the information you need to use the XML Cache module of the WebLogic
Integration Administration Console to:

The XML Cache module allows you to:
e Add new entries to the XML Cache.
e Modify existing XML Cache entries.
o Delete existing XML Cache entries.

e View the code for existing cache entries.

Note: You must be logged in as a member of the Administrators, IntegrationAdministrators, or
IntegrationOperators group to add, view, or modify XML Cache entries. See About
WebLogic Integration Users, Groups, Roles, and Security Policies in User Management
in the Worklist Console Online Help.

The following topics are provided:
e About the XML Cache
e Overview of the XML Cache Module
e Adding XML Documents to the XML Cache
e Updating an XML Document in the XML Cache

e Viewing the Code for an XML Document
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e Deleting an XML Document from the XML Cache

e Viewing All XML Documents in the XML Cache

About the XML Cache

The XML Cache stores XML metadata documents. When you are designing a business process,
you use the XML MetaData Cache Control to retrieve the XML documents stored in the XML
Cache. You use the XML Cache module to create and maintain the XML metadata documents
stored in the XML Cache.

Different applications that reside on different server-nodes can share the XML Cache.

Overview of the XML Cache Module

The following table lists the pages you can access from the XML Cache module. The tasks and
help topics associated with each are provided:

Figure 9-1 XML Cache Module

Page Associated Tasks Help Topics
Configure XML Add a new XML document to the cache. “Adding XML Documents
Cache to the XML Cache” on
page 9-3
Update an existing XML document entry. “Updating an XML
Document in the XML

Cache” on page 9-4

View the code for an existing XML document entry. “Viewing the Code for an
XML Document” on
page 9-5

Delete an existing XML document entry. “Deleting an XML
Document from the XML
Cache” on page 9-6
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Figure 9-1 XML Cache Module

Page Associated Tasks Help Topics

Note: If you make a mistake while entering information into any of the Key or XmlFileName fields on
the Configure XML Cache page, you can clear your entry by clicking the Reset button below the field
you made the incorrect entry in.

View All View all XML documents in the cache. “Viewing All XML
Documents in the XML
Cache” on page 9-7

Adding XML Documents to the XML Cache

The XML Cache module allows you to add XML documents to the XML Cache.

1. From the home page, select the XML Cache module.
The Configure XML Cache page is displayed.

Figure 9-2 configure XML Cache

% Configure XML Cache

You can add, delete, and modify entries within the cache.

Key |:| Unigque identifier for XML value.
XmiFileName | || Browse... ML File name for the key,
Key l:l Unigque identifier for XML value,
XmiFilename | || Browse... XML File name for the key,

key [ | Unigue identifier for XML value,
key [ | Unique identifier for XML value,

2. Inthe first Key field, enter a key for the XML document you want to add to the XML Cache.
When you are entering the key, remember that entries in the Key field are case insensitive and
cannot be more than 256 characters long.
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The key is a logical name that uniquely identifies the XML document in the XML Cache.
Do not use MBCS characters in the key name.

Note: Leading and trailing spaces are trimmed for entries in the Key field.

3. Enter a filename for the document in the XmlFileName field or click Browse and select an
existing file.

4. Click Add.
The XML document is added to the XML Cache.

Related Topics
e “About the XML Cache” on page 9-2
e “Viewing All XML Documents in the XML Cache” on page 9-7

Updating an XML Document in the XML Cache

You can update an existing XML document from the Configure XML Cache page.

1. From the home page, select the XML Cache module.
The Configure XML Cache page is displayed.

% Configure XML Cache

vou can add, delete, and modify entries within the cache,

Key |:| Unigque identifier for XML value,

“mlFileName | || Browse... *ML File name for the key,

Key l:l Unique identifier for XML value,

XmifileName | || Browse... HL File name for the key,

key [ | Unique identifier for XML value,
kKey [ | Unigue identifier for XML value,

9-4 Using the WebLogic Integration Administration Console



Viewing the Code for an XML Document

2. Inthe second Key field, enter the key for the XML document you want update. When you are
entering the key, remember that entries in the Key field are case insensitive and cannot be
more than 256 characters long.

The key is a logical name that uniquely identifies the XML document in the XML Cache.

3. Enter a new filename for the document in the XmlFileName field or click Browse and select
an existing file.

4. Click Update.
The XML document is updated in the XML Cache.

Related Topics
e “About the XML Cache” on page 9-2
e “Adding XML Documents to the XML Cache” on page 9-3

e “Viewing All XML Documents in the XML Cache” on page 9-7

Viewing the Code for an XML Document

You can view the code for any XML document stored in the XML Cache.

1. From the home page, select the XML Cache module.
The Configure XML Cache page is displayed.
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Figure 9-3 Configure XML Cache (2)

Configure XML Cache

‘You can add, delete, and modify entries within the cache.

Key |:| Unigque identifier for XML value.

KmiFileName | || Browse... HML File narme for the key,

Key l:l Unigque identifier for XML value.

KmiFilename | || Browse... HML File name for the key,

key [ | Unique identifier for XML valie,
key [ | Unique identifier for XML valie,

2. In the third Key field, enter the key for the XML document you want view. When you are
entering the key, remember that entries in the Key field are case insensitive and cannot be
more than 256 characters long.

3. Click Get.

The code for the specified XML document is displayed in the View XML Cache Content
page.
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Figure 9-4 View XML Cache Content

View XML Cache Content

<IDOCTYPE weblogic-web-app PUBLIC "-#BEA Systerms, Inc /DTD Web Application [«]
3. 1HEN" "http: ffwwew. bea. comds erversiwl 5810/dtdAweblogicB10-web-jar. dtd">
<wehlogic-web-app=
<jsp-descriptors
=l-- Comment the jspServlet param out to go back to weblogic's jspe =
<jsp-param:
<pararn-harnesjspSendet<pararm-names
=param-value>wehblogic. servlet Wl 5P Serdet</param-value=
<fjsp-param:
<jsp-pararn:
<param-name>debug</param-name=
<param-value>true</param-value>
<fjsp-param:
<fjsp-descriptar=
=ur-match-map=weblogic. servlet. utils. SimpleApacheURLMatchiap=/fur-match-map=
<hweblogic-web-app=

4. Click Configure XML Cache at the bottom of the page to return to the Configure XML
Cache page.

Related Topics
e “About the XML Cache” on page 9-2
e “Adding XML Documents to the XML Cache” on page 9-3

e “Viewing All XML Documents in the XML Cache” on page 9-7

Deleting an XML Document from the XML Cache

You can delete any XML document from the XML Cache whenever you want.
1. From the home page, select the XML Cache module.

The Configure XML Cache page is displayed.

2. In the last Key field, enter the key for the XML document you want delete. When you are
entering the key, remember that entries in the Key field are case insensitive and cannot be
more than 256 characters long.

3. Click Delete.
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The XML document associated with the key you specified is deleted from the XML Cache.

Related Topics
e “About the XML Cache” on page 9-2
e “Adding XML Documents to the XML Cache” on page 9-3
e “Viewing All XML Documents in the XML Cache” on page 9-7

Viewing All XML Documents in the XML Cache

You can view all of the entries for the XML Cache from the XML Cache module.

1. From the home page, select the XML Cache module.
The Configure XML Cache page is displayed.

Figure 9-5 Configure XML Cache

% Configure XML Cache

vou can add, delete, and modify entries within the cache,

Key |:| Unigque identifier for XML value,

“mlFileName | || Browse... *ML File name for the key,

Key l:l Unique identifier for XML value,

XmifileName | || Browse... HL File name for the key,

key [ | Unique identifier for XML value,
kKey [ | Unigue identifier for XML value,

2. Click View All in the left panel.
The View XML MetaData Keys page is displayed.
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Figure 9-6 View XML MetaData Keys

View XML MetaData Keys

| Key %
20
21
22

3. To view the individual details of a particular key, click the key name.

The content for the selected key is displayed on the View XML Cache Content page.
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	2. Click the process name to display the Process Type Details page.
	3. In the Dynamic Client Callback Properties section, do one of the following:
	4. Set the properties as required. For a description of the available properties, see the table at the end of this procedure.
	5. Click Submit.
	1. Locate the process. See “Listing and Locating Process Types” on page 2-11.
	2. Click the process name to display the Process Type Details page.
	3. In the Dynamic Client Callback Properties section, click the Delete link to the right of the selector value.
	1. Locate the process to view. See “Listing and Locating Process Types” on page 2-11.
	2. Click the process name to display the Process Type Details page.
	3. To configure the execution policy for the process:
	4. To configure the authorization policies, do one or more of the following:
	5. Add or remove role assignments as follows:
	6. Do one of the following:
	1. Locate the dynamic control to update. See “Listing and Locating Dynamic Controls” on page 2-12.
	2. Do one of the following:
	3. Set the properties as required. For a description of the available properties, see the topic applicable to type of dynamic control.
	4. Do one of the following:
	1. Locate the dynamic control to update. See “Listing and Locating Dynamic Controls” on page 2-12.
	2. Click the Delete link to the left of the selector value to be deleted.

	Process Instance Monitoring
	1. Download version 3.0 of the viewer.
	2. Close Netscape.
	3. Install the viewer.
	4. Copy NPSVG3.dll from the viewer installation directory to your Netscape Plugins folder. For example, copy the file from C:\WINNT\system32\Adobe\SVG Viewer 3.0 to C:\Program Files\Netscape\Netscape\Plugins.
	1. From the home page, select the Process Instance Monitoring module.
	2. To locate a specific process, do one of the following:
	3. To view additional information about the instances of a selected type, select the process display name. To view additional in...
	1. From the home page, select the Process Instance Monitoring module.
	2. From the left panel, select System Health.
	1. From the home page, select the Process Instance Monitoring module.
	2. In the left panel, click View All.
	3. To locate a specific process, do one of the following:
	Viewing Process Instance Details
	1. Locate the process. See “Listing and Locating Process Instances” on page 3-11.
	2. Click the process ID to display the Process Instance Details page.
	3. To view an interactive or printable process graph, click Graphical View or Printable Graph.
	Parent-Child Navigation

	1. Locate the process instance to view. See “Listing and Locating Process Instances” on page 3-11.
	2. Click the process name to display the Process Instance Details page.
	3. Click Printable Graph.
	1. Verify that your browser meets the requirements. See “Requirements for the Interactive Graph” on page 3-4.
	2. Locate the process instance to view. See “Listing and Locating Process Instances” on page 3-11.
	3. Click the process name to display the Process Instance Details page.
	4. Click Graphical View.
	5. Do any of the following:
	1. Locate the process. See “Listing and Locating Process Instances” on page 3-11.
	2. Click the process name to display the Process Instance Details page.
	3. Click Suspend, Resume, Terminate, or Unfreeze, as required.
	4. Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.
	1. Display the Process Instance Summary page as described in “Listing and Locating Process Instances” on page 3-11.
	2. Click the check box to the left of each instance to be suspended, resumed, terminated, or unfrozen.
	3. Click Suspend, Resume, Terminate, or Unfreeze.
	4. Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.
	1. Locate the process. See “Listing and Locating Process Instances” on page 3-11.
	2. Click the process name to display the Process Instance Details page.
	3. Click Graphical View.
	4. In the top panel of the interactive graph, click Suspend, Resume, Terminate, or Unfreeze, as required.
	5. Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.

	Message Broker
	1. From the home page, select the Message Broker module to display the Channel Summary List.
	2. To locate a specific channel, do one of the following:
	1. Locate the channel. See “Listing and Locating Channels” on page 4-4.
	2. Click the channel name to display the View Channel Details page.
	1. Locate the channel. See “Listing and Locating Channels” on page 4-4.
	2. Click the channel name to display the View Channel Details page.
	3. Click Edit Security Details.
	4. Add or remove Publish Roles or Subscribe Roles as follows:
	5. From the Dispatch As drop-down list, select a valid user name.
	6. Do one of the following:
	1. From the home page, select the Message Broker module.
	2. From the left panel, select View Statistics to display the View Message Broker Statistics page.
	1. From the home page, select the Message Broker module.
	2. Click the check box to the left of the channels to be reset select them.
	3. Click Reset Message Count to reset the message count for the selected channels.

	Event Generators
	1. From the home page, select the Event Generator module.
	2. From the left panel, select JMS.
	3. Select Create New.
	4. In the Generator Name field, enter a unique name for the event generator.
	5. From the Destination Type drop-down list, select javax.jms.queue, javax.jms.topic, or foreign_jms_destination.
	6. Do one of the following:
	7. Select the JNDI name from the JMS Connection Factory JNDI Name drop-down list.
	8. In the Message Selector field, specify the JMS message selector. See http://java.sun.com/dtd/ejb-jar_2_0.dtd.
	9. From the Default Rule Channel drop-down list, select the default channel. Messages that do not match any other channel rule are published to this channel.
	10. Click Submit to create and deploy the event generator.
	11. Select Define a New Channel Rule.
	12. Set the properties as required. See “Defining Channel Rules for a JMS Event Generator” on page 5-26.
	13. Click Submit to add the channel rule to the event generator.
	14. If required, repeat steps 10 to 12 to add additional channels.
	15. If multiple rules are defined, you can reorder them as required. Click the up or down arrow button to move entries up or down the list. Changes take effect immediately.
	1. From the home page, select the Event Generator module.
	2. From the left panel, select the type of event generator (File, Email, Timer, MQ Series, HTTP, or RDBMS).
	3. Select the type of Event Generator from the Console main menu, and click Create New.
	4. In the Generator Name field, enter a unique name for the event generator. If you selected HTTP in step 2, you must also enter the Web Application Context Root, and select JNDI name from the JMS Connection Factory JNDI Name drop-down list.
	5. Click Submit to create and deploy the event generator.
	6. Select Define a New Channel Rule.
	7. Set the properties as required. For a description of the available properties, see the topic applicable to the event generator you are creating:
	8. Click Submit to add the channel rule to the event generator.
	9. If required, repeat steps 6 to 8 to add additional channels.
	10. If multiple rules are defined, you can reorder them. Click the up or down arrow button to move entries up or down the list. Changes take effect immediately.
	Content Filtering

	1. Extract the mqegEjbUtil.jar from the WL_HOME\integration\egs\mqEG.ear file and include it in the CLASSPATH variable of the environment where the custom content filter class will be developed.
	2. Create the class by extending com.bea.wli.mbconnector.mqseries.AbstractContentFilter
	3. Write the Code for the Content Filter Class. Listing 5-1 provides an example.
	4. Compile the custom content filter class.
	5. Extract the AbstractContentFilter class from the mqegEjbUtil.jar and store in a directory in your file system by maintaining the package structure.
	6. Create a JAR, for example, mycontentfilter.jar, which contains the com.bea.wli.mbconnector.mqseries.AbstractContentFilter class and the custom content filter class compiled in step 4.
	7. Include this JAR file in the CLASSPATH variable in the WebLogic Start Server script.
	8. Start the WebLogic Server.
	9. When you create the channel rule for the event generator, specify the fully qualified class name of the content filter. For example, com.bea.wli.mqseries.eventgen.ContentFilter.
	1. From the home page, select the Event Generator module.
	2. From the left panel, select the type of event generator (File, Email, JMS, or Timer).
	3. To locate a specific event generator, do one of the following:
	1. From the home page, select the Event Generator module.
	2. From the left panel, select the type of event generator (HTTP, MQ Series or RDBMS).
	3. To locate a specific event generator, do one of the following:
	1. Locate the event generator. See “Listing and Locating Event Generators” on page 5-45.
	2. Click the event generator name to display the Event Generator Definition page.
	3. Click Edit Generator Details.
	4. Select a new channel from the Default Rule Channel drop-down list.
	5. Click Submit to update.
	6. Locate the event generator. See “Listing and Locating Event Generators” on page 5-45.
	7. Click the event generator name to display the Event Generator Definition page.
	8. Do one of the following to display the Generator Channel Rule Definition page:
	9. Set the properties as required. For a description of the available properties, see the topic applicable to the event generator you are creating:
	10. Click Submit to add or update the channel rule.
	11. Click the check box to the left of the channel rules to be deleted.
	12. Click Delete.
	13. Click OK to confirm.
	1. Locate the event generators to be suspended. See “Listing and Locating Event Generators” on page 5-45.
	2. Click the check box to the left of the event generators you want to select.
	3. Click Suspend.
	4. Locate the event generators to be resumed. See “Listing and Locating Event Generators” on page 5-45.
	5. Click the check box to the left of the event generators you want to select.
	6. Click Resume.
	1. Locate the event generators to be reset. See “Listing and Locating Event Generators” on page 5-45.
	2. Click the check box to the left of the event generators you want to select.
	3. Do one of the following:
	4. Locate the event generators to be reset. See “Listing and Locating Event Generators” on page 5-45.
	5. Click the check box to the left of the event generators you want to select.
	6. Click Reset Error Count.
	1. Locate the event generator. See “Listing and Locating Event Generators” on page 5-45.
	2. Click the event generator name to display the Event Generator Definition page.
	3. Click the check box to the left of the channel rules to be deleted.
	4. Click Delete Selected Channel Rules.
	1. Locate the event generators to be deleted. See “Listing and Locating Event Generators” on page 5-45.
	2. Click the check box to the left of the event generators you want to delete.
	3. Click Delete.

	Application Integration
	Monitoring Application Views and Adapter Instances
	Reconfiguring Application Views and Adapter Instances
	Suspending, Resuming, and Redeploying Application Views and Adapter Instances
	Managing Application Integration Security
	1. From the home page, select the Application Integration module.
	2. In the left panel, click Application Views.
	3. To locate a specific application view, do one of the following:
	1. From the home page, select the Application Integration module.
	2. In the left panel, click Adapter Instances.
	3. To locate a specific adapter instance, do one of the following:
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click an application view ID to display the Application View Details page.
	3. In the Main Details section, click Show Statistics.
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Show Statistics.
	1. Locate the adapter instance. See “Viewing and Changing Adapter Instance Details” on page 6-29.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Edit Service Connection to display the Adapter Instance Service Connection page.
	4. Click the name of the service connection for which you want to change properties.
	5. Click Return to go back to the Adapter Instance Service Connection page.
	6. Select another service connection to view, or click return to go back to the Adapter Instance Details page.
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Dependent Application Views.
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view ID to display the Application View Details page.
	3. To view statistics for the application view, see “Viewing Application View Instance Statistics” on page 6-16.
	4. To enable or disable the container-managed sign-on setting, see “Enabling or Disabling Container-Managed Sign-On” on page 6-48.
	5. To enable or disable auto suspend, see “Viewing and Changing Application View Auto Suspend Settings” on page 6-37.
	6. To set environment variables, see “Viewing and Changing Environment Variable Values for an Application View” on page 6-40.
	7. To update the security policies, see “Updating Security Policies” on page 6-50.
	8. To change the adapter used for event deliveries, see “Changing Event Connections for an Application View” on page 6-44.
	9. To change the adapter used for service invocations, see “Changing Service Connections for an Application View” on page 6-44.
	10. To suspend or resume the application view, see “Suspending or Resuming an Application View or Adapter Instance” on page 6-53.
	1. Do one of the following:
	2. Click the adapter ID to display the Adapter Instance Details page.
	3. To enable or disable auto suspend for the adapter instance, see “Viewing and Changing Adapter Instance Auto Suspend Settings” on page 6-39.
	4. To view statistics for the adapter instance, see “Viewing Adapter Instance Statistics” on page 6-19.
	5. To view a list of the application views dependent on the adapter instance, see “Viewing Dependent Application Views for an Adapter Instance” on page 6-23.
	6. To view and change the properties of the adapter used for event deliveries, see “Viewing and Changing Event Connection Properties” on page 6-33.
	7. To view and change the properties of the adapter used for service invocations, see “Viewing and Changing Service Connection Properties” on page 6-34.
	8. To suspend or resume the adapter instance, see “Suspending or Resuming an Application View or Adapter Instance” on page 6-53.
	9. To redeploy the adapter instance, see “Redeploying an Adapter Instance” on page 6-54.
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Edit Event Connection.
	4. Enter new settings for one or more event properties, as necessary.
	5. Do one of the following:
	1. Locate the adapter instance. See “Viewing and Changing Adapter Instance Details” on page 6-29.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Edit Service Connection to display the Adapter Instance Service Connection page.
	4. Click the name of the service connection for which you want to change properties.
	5. Click Edit Properties.
	6. Enter new settings for one or more service properties, as necessary.
	7. Do one of the following:
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Edit Service Connection to display the Adapter Instance Service Connection page.
	4. Click the name of the service connection for which you want to view or change connection pool parameters.
	5. Click Edit Properties.
	6. Configure the settings as described in the preceding table.
	7. Do one of the following:
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view ID to display the Application View Details page.
	3. At the Auto Suspend Enabled, click Change Settings to display the Application View Auto Suspend Settings page.
	4. Configure the settings as described in the preceding table.
	5. To update the settings, click Submit.
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click the application view ID to display the Adapter Instance Details page.
	3. Click Change Settings to display the Adapter Instance Auto Suspend Settings page.
	4. Configure the settings as described in the preceding table.
	5. To update the settings, click Submit.
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view ID to display the Application View Details page.
	3. In the Main Details section, click Set Environment Variables to display the Application View Environment Variables page.
	4. Enter new values for one or more environment variables, as necessary.
	5. Do one of the following:
	1. Locate the adapter instance for the service connection. See “Listing and Locating Application Views” on page 6-13.
	2. Click the adapter instance ID to display the Adapter Instance Details page.
	3. Click Edit Service Connection to display the Adapter Instance Service Connection page.
	4. Click the name of the service connection for which you want to view or change connection pool parameters.
	5. Click WLS to EIS Principal Map to display existing principal mappings on the WLS to EIS Principal Mapping page.
	6. On the WLS to EIS Principal Mapping page, click the check box to the left of one or more principal mappings that you want to delete.
	7. Click Delete.
	8. On the WLS to EIS Principal Mapping page, click Add Mapping to display the WLS to EIS Principal Mapping Detail page.
	9. Create a new principal mapping by entering a WebLogic Server username, EIS username, and EIS password for the Source WLS User Name, Target EIS User Name, and Target EIS Password, respectively.
	10. Do one of the following:
	11. On the WLS to EIS Principal Mapping page, click the WLS name for the entry.
	12. Edit the entry as required.
	13. Do one of the following:
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view ID to display the Application View Details page.
	3. In the Events section, click Change Event Connection to display the Application View Event Connection page.
	4. Select an event connection by clicking the option button to the right of the adapter ID.
	5. Do one of the following:
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view ID to display the Application View Details page.
	3. In the Services section, click Change Service Connection to display the Application View Service Connection page.
	4. Select a service connection by clicking the option button to the right of the adapter ID.
	5. Do one of the following:
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Edit Event Connection.
	4. Do one of the following:
	5. Do one of the following:
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view ID to display the Application View Details page.
	3. To the right of Container Managed Sign-On Enabled, click Change Settings.
	4. Click the check box to enable or disable the setting.
	5. Do one of the following:
	6. When you change the container-managed sign-on setting, you must perform the following tasks so that the container managed sign-on setting takes affect:
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view ID to display the Application View Details page.
	3. In the Main Details section, click Set Security Policy to display the Application View Security page.
	4. To update, see “To update security policies,” below.
	5. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	6. Click the adapter instance ID to display the Adapter Instance Details page.
	7. Click Edit Service Connection to display the Adapter Instance Service Connection page.
	8. Click the name of the service connection for which you want to set security policies.
	9. At the bottom of the page, click Edit Properties.
	10. To update, see “To update security policies,” below.
	11. Add or remove role assignments as follows:
	12. Do one of the following:
	1. Locate the application view. See “Listing and Locating Application Views” on page 6-13.
	2. Click the application view name to display the Application View Details page.
	3. Click Suspend Application View or Resume Application View, as required.
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click the adapter ID to display the Adapters Instance Details page.
	3. Click Suspend Adapter Instance or Resume Adapter Instance, as required.
	1. Locate the adapter instance. See “Listing and Locating Adapter Instances” on page 6-15.
	2. Click an adapter ID to display the Adapter Instance Details page.
	3. Click Redeploy. A dialog box displays the following message:
	4. Do one of the following:
	1. Display the Application View Summary page as described in “Listing and Locating Application Views” on page 6-13.
	2. Click the check box to the left of each application view for which counters are to be reset.
	3. Do one or both of the following:
	1. Display the Application View Instance Summary page as described in “Listing and Locating Application Views” on page 6-13.
	2. Do one or both of the following:

	Trading Partner Management
	Configuring the Mode and Message Tracking
	1. From the Trading Partner Management home page, select the Configuration module.
	2. Set the message tracking properties as required. See Figure 7-2 for settings.
	3. Click Submit to save your changes and return to the Trading Partner Management home page.
	Configuring a Proxy Host

	1. From the Trading Partner Management home page, select the Configuration module.
	2. From the left menu, select Proxy Host.
	3. In the Proxy Host field, enter the host name or IP address.
	4. In the Port number of proxy server, enter the port.
	5. Click Submit to save your changes and return to the Trading Partner Management home page.
	Configuring Secure Audit Logging

	1. From the Trading Partner Management home page, select the Configuration module.
	2. From the left menu, select Secure Audit Log.
	3. Do one of the following:
	4. Click Submit to save your changes and return to the Trading Partner Management home page.
	5. From the Trading Partner Management home page, select the Configuration module.
	6. From the left menu, select Secure Timestamp.
	7. In the Secure Timestamp Class field, enter the class.
	8. Click Submit to save your changes and return to the Trading Partner Management home page.
	Refreshing the Keystore

	1. From the Trading Partner Management home page, select the Configuration module.
	2. From the left menu, select Refresh Keystore.
	3. Click the Refresh Keystore button to refresh the keystore and return to the Trading Partner Management home page.
	Specifying the Certificate Verification Provider

	1. From the Trading Partner Management home page, select the Configuration module.
	2. From the left panel, select Certificate Verification Provider.
	3. In the Certificate Verification Provider field, enter the CVP Java class.
	4. Click Submit to save your changes and return to the Trading Partner Management home page.
	1. From the Trading Partner Management home page, select the Profile Management module.
	2. From the left menu, select Create New.
	3. Set trading partner profile properties as required. See “Defining Trading Partner Profiles” on page 7-37 for a description of the available settings.
	4. Click Submit.
	5. Do one or more of the following:
	1. Do one of the following:
	2. Click the Add Certificate button.
	3. Select one of the following options:
	4. Click Next to display the Add Certificate (Step 2 of 2) page. Refer to the procedure appropriate to the selected type:
	Creating a Certificate for Testing

	1. In the Name field, enter the name used to identify the certificate within the system. This name is also the entry name in the local keystore.
	2. From the Type drop-down list, select the type:
	3. From the Password Alias drop-down list, select the password alias for the password associated with the keystore entry. This a...
	4. Select the Import Certificate in Keystore check box.
	5. Click Create Certificate.
	Creating and Importing the Files for a Certificate

	1. In the Name field, enter the name used to identity the certificate within the system. This name is also the entry name in the local keystore.
	2. From the Type drop-down list, select the type:
	3. If you are importing a certificate for a local trading partner, select the alias for the password associated with the keystor...
	4. Do one of the following to specify the location of the certificate file:
	5. To specify the location of the private key file for a LOCAL trading partner, do one of the following:
	6. Check the Import Certificate in Keystore check box.
	7. Click Create Certificate.
	Creating a Reference to an Existing Certificate

	1. In the Name field, enter the name used to identity the certificate within the system.
	2. From the Type drop-down list, select CLIENT, SERVER, SIGNATURE, or ENCRYPTION.
	3. From the Password Alias drop-down list, select the password alias for the password associated with the keystore entry. This a...
	4. Click Add.
	1. Do one of the following:
	2. Click the Add Binding button.
	3. Select the ebXML 1.0, ebXML 2.0, RosettaNet 1.1, RosettaNet 2.0, or Web Service option button.
	4. Click Create Binding to display the Add Binding (Step 2 of 2) page.
	5. Set the binding properties as required. See “Defining Protocol Bindings” on page 7-40 for a description of the available settings.
	6. Click Add Binding.
	7. If the new binding is:
	1. Do one of the following:
	2. Click the Create New button. On the Choose Trading Partner page, select the trading partner name from the Name drop-down list, then click Go.
	3. In the Name field, enter a name for the custom extension.
	4. In the Description field, enter an optional description.
	5. In the XML field, enter the XML document.
	6. Click Create Custom Extension.
	1. From the Trading Partner Management home page, select the Service Management module.
	2. From the left menu, select Create New.
	3. Do one of the following in the Add Service page:
	4. From the Type drop-down list, select Service Control, Process, or Web Service to specify the type of service.
	5. From the Business Protocol drop-down list, select EBXML, ROSETTANET, or WEBSERVICE to specify the service protocol.
	6. In the Description field, enter an optional description of the service.
	7. Click Add Service.
	8. To add service profiles to the service, see “Adding Service Profiles to a Service” on page 7-29.
	9. If the Business Protocol is ROSETTANET, you can define the RosettaNet service defaults as described in the following section.
	Adding Service Profiles to a RosettaNet Service

	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. Click Add Service Profiles.
	4. Define the defaults as required. The following table describes the available settings.
	5. Click Set Defaults to save the settings and return to the View and Edit Service Details page.
	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. Click the Add Service Profile button.
	4. From the Status drop-down list, select Enabled or Disabled.
	5. From the Message Tracking Level drop-down list, select one of the following:
	6. Configure the Local trading partner as follows:
	7. Configure the Remote trading partner as follows:
	8. Click Submit.
	9. Do one of the following:
	Adding Authentication to a Service Profile

	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. In the Service Profiles table, click the View link for the service profile entry. (The View link is in the third column from the right.)
	4. Click Configure Authentication.
	5. Select the One Way, One-Way with Basic, or Mutual option button to specify the type for the Local trading partner.
	6. Select the One Way, One-Way with Basic, or Mutual option button to specify the type for the Remote trading partner.
	7. Click the Next button.
	8. Select the certificate(s), or enter the username and password alias, required for the selected type. The following table summarizes the settings by authentication type.
	9. To preview to the configuration, click Preview config. To learn more about the preview function, see “Previewing the Authentication Configuration:” on page 7-35.
	10. Click Add.
	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. In the Service Profiles table, click the View link for the service profile entry. (The View link is in the third column from the right.)
	4. Click Configure Authentication.
	5. Click the Next button.
	6. Enter the Username required to access the remote endpoint.
	7. Select the Password Alias from the drop-down list.
	8. To preview to the configuration, click Preview config. To learn more about the preview function, see “Previewing the Authentication Configuration:” on page 7-35.
	9. Click Add.
	Previewing the Authentication Configuration:
	Defining an ebXML 1.0 or 2.0 Binding
	Defining a RosettaNet 1.1 or 2.0 Binding
	Defining a Web Service Binding
	Defining Endpoints for Projects Containing Multiple JPDs Having the Same Name

	1. From the Trading Partner Management home page, select the Profile Management module.
	2. To locate a specific trading partner do one of the following:
	1. From the Trading Partner Management home page, select the Service Management module.
	2. To locate a specific service do one of the following:
	1. Locate the trading partner. See “Listing and Locating Trading Partners” on page 7-53.
	2. Click the trading partner name.
	1. On the View and Edit Trading Partner Profile page, click Edit profile.
	2. Update properties as required. See “Defining Trading Partner Profiles” on page 7-37.
	3. Click Submit.
	4. If any service profiles for the trading partner are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	5. Do one or more of the following as required:
	1. Do one of the following:
	2. In the certificate table, click the certificate name.
	1. On the View and Edit Trading Partner Certificate page, click Edit Certificate.
	2. If required, update the Password alias. From the Password Alias drop-down list, select a new password alias.
	3. Do one of the following to specify the location of the certificate file:
	4. To specify the location of the private key file for a LOCAL trading partner, do one of the following:
	5. Click Submit.
	6. If any service profiles are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	1. Do one of the following:
	2. In the binding table, click the binding name.
	1. On the View Binding Details page, click the name of the binding.
	2. Update properties as required. See “Defining Protocol Bindings” on page 7-40.
	3. Click Submit.
	4. If any service profiles for the trading partner are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	5. Do one or more of the following as required:
	Updating or Deleting Authentication

	1. In the Authentication section of the View Binding Details page, select the authentication entry by clicking the type.
	2. Click Edit Authentication.
	3. Depending on the type of authentication, you can do one or more of the following. See Table 7-14 for summary of the changes that can be made by authentication type:
	4. Click Submit.
	Configuring Signature Transforms for ebXML Bindings

	1. Do one of the following:
	2. In the binding table, click the binding name.
	3. In the Digital Signature Configuration for Non-Repudiation section, click Configure Signature Transforms.
	4. To add new transforms, do the following:
	5. To sort the XPath transforms:
	6. To delete XPath transforms:
	7. When all changes are complete, click Cancel to return to the View Binding Details page.
	Configuring PIP Notification of Failure Roles for RosettaNet Bindings

	1. Do one of the following:
	2. In the binding table, click the binding name.
	3. In the PIP Failure section, click Add pip failure.
	4. From the Failure Type drop-down list, select Failure Report Admin or Failure Notifier.
	5. From the Name drop-down list, select the trading partner name of the PIP Failure Notifier role (if Failure Notifier is selected) or PIP Report Administrator role (if Failure Report Admin is selected).
	6. From the Binding Name drop-down list, select the binding.
	7. Click Add.
	1. Do one of the following:
	2. In the binding table, click the binding name.
	3. In the PIP Failure section, click the Failure Type (Failure Notifier or Failure Report Admin).
	4. Click Edit pip failure.
	5. From the Name drop-down list, select a new trading partner name.
	6. From the Binding Name drop-down list, select a new binding.
	7. Click Submit.
	8. If any service profiles for the trading partner are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	1. Do one of the following:
	2. In the custom extension table, click the custom extension name.
	1. On the View and Edit Custom Extension page, click Edit Custom Extension.
	2. In the Description field, enter or update the optional description.
	3. In the XML field, update the XML document.
	4. Click Submit.
	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. On the View and Edit Service Details page, click Edit Service.
	4. From the Type drop-down list, select Service Control, Process, or Web Service to specify the type of service.
	5. From the Business Protocol drop-down list, select EBXML, ROSETTANET, or WEBSERVICE to specify the service protocol.
	6. In the Description field, enter an optional description of the service.
	7. Click Submit.
	8. If any service profiles are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	9. On the View and Edit Service Details page, click View Service Defaults to view the current settings.
	10. Click Edit Service Defaults to update the settings. See “Adding Service Profiles to a RosettaNet Service” on page 7-27 for a description of the available settings.
	11. Click Submit to save your changes.
	12. On the View and Edit Service Details page, click View Service Defaults to view the current settings.
	13. Click Delete to delete the current defaults.
	14. Click OK to confirm and delete the RosettaNet service defaults.
	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. In the Service Profiles table, click the View link for the service profile entry. (The View link is in the third column from the right.)
	4. On the View Service Profile page, click Edit Service.
	5. To change the status, select Enabled or Disabled from the Status drop-down list,
	6. To change the Message Tracking Level, select one of the following from the drop-down list.
	7. To update binding for the Local trading partner, select a new binding from the Binding drop-down list. Only bindings of the same type as the Business Protocol defined for the service are allowed.
	8. To update binding for the Remote trading partner, select a new binding from the Binding drop-down list. Only bindings of the same type as the Business Protocol defined for the service are allowed.
	9. Click Submit.
	10. If the service profile is enabled, you are prompted to disable it before the change can take effect. Click Disable to disable the service profiles and continue.
	1. Locate the trading partner(s) to be disabled. See “Listing and Locating Trading Partners” on page 7-53.
	2. Click the check box to the left of each trading partner to select.
	3. Click Disable.
	4. Click Disable to disable the service profiles.
	5. Locate the trading partner(s) to be enabled. See “Listing and Locating Trading Partners” on page 7-53.
	6. Click the check box to the left of each trading partner to select.
	7. Click Enable.
	8. Click Enable to enable the selected service profiles.
	9. Locate the trading partner. See “Listing and Locating Trading Partners” on page 7-53.
	10. Click the trading partner name.
	11. Click Edit profile.
	12. From the Status drop-down list, select DISABLED.
	13. Click Submit.
	14. If any service profiles for the trading partner are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	15. Locate the trading partner. See “Listing and Locating Trading Partners” on page 7-53.
	16. Click the trading partner name.
	17. Click Edit profile.
	18. From the Status drop-down list, select ENABLED.
	19. Click Submit.
	20. Locate the service as described in “Listing and Locating Services” on page 7-55.
	21. Click the service name to select it.
	22. In the Service Profiles table, click the View link for the service profile entry. (The View link is in the third column from the right.)
	23. Click Edit Service Profile.
	24. From the Status drop-down list, select Disabled or Enabled.
	25. Click Submit.
	1. From the Trading Partner Management home page, select the Partner Profile Import/Export module.
	2. Do one of the following:
	3. Specify the Transaction Level by selecting one of the following option buttons:
	4. Specify the Import Format by selecting one of the following option buttons:
	5. Click Import
	6. If the TPM file contains data for existing trading partners, you are prompted to disable any service profiles in use for the trading partners. If prompted, click Disable to disable the service profiles and continue.
	7. Click OK to dismiss the message box.
	1. From the Trading Partner Management home page, select the Partner Profile Import/Export module.
	2. From the left panel, select Export.
	3. Do one the following:
	4. Specify the Export Format by selecting one of the following option buttons:
	5. In the Encoding field, specify the encoding, if other than the default. See http://www.iana.org/assignments/character-sets for valid values.
	6. If you checked the Trading Partners or Services check box, do one of the following:
	7. Do one of the following:
	8. Click Export.
	9. Select Save if prompted.
	10. Specify the location and name of the file, then click Save.
	1. From the Trading Partner Management home page, select the Partner Profile Import/Export module.
	2. From the left menu, select Bulk Delete.
	3. Specify the Transaction Level by selecting one of the following option buttons:
	4. Do one the following:
	5. Do one of the following:
	6. Click Delete.
	1. Locate the trading partners to be deleted. See “Listing and Locating Trading Partners” on page 7-53.
	2. Click the check box to the left of each trading partner to select.
	3. Click Delete.
	4. If the selected trading partners are referenced in any service profiles, you are prompted to delete them. Click Delete All to delete the service profiles and continue.
	1. Locate the trading partner to be deleted. See “Listing and Locating Trading Partners” on page 7-53.
	2. Click the trading partner name to select it.
	3. On the View and Edit Trading Partner Profile page, click Delete.
	4. Click OK to confirm.
	5. If the trading partner is referenced in any service profiles, you are prompted to delete the them. Click Delete All to delete the service profiles and continue.
	1. Do one of the following:
	2. In the certificate table, click the Delete link for the entry to be deleted.
	3. Click OK to confirm.
	4. Click OK to remove the certificate from the keystore, or Cancel to leave the certificate in the keystore.
	5. If any service profiles for the trading partner are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	1. Do one of the following:
	2. In the binding table, click the Delete link for the entry to be deleted.
	3. Click OK to confirm.
	4. If any service profiles for the trading partner are enabled, you are prompted to disable them before the change can take effect. Click Disable to disable the service profiles and continue.
	1. Do one of the following:
	2. In the custom extension table, click the Delete link for the entry to be deleted.
	3. Click OK to confirm.
	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the Delete link for the service to be deleted. (The Delete link is in the right-most column.)
	3. Click OK to confirm.
	4. If the service includes any service profiles, you are prompted to delete the them. Click Delete All to delete the service profiles and continue.
	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. In the service profile table, click the Delete link for the entry to be deleted. (The Delete link is in the second column from the right.)
	4. Click OK to confirm.
	1. Locate the service as described in “Listing and Locating Services” on page 7-55.
	2. Click the service name to select it.
	3. In the service profile table, click the Statistics link for the profile. (The Statistics link is in the right-most column.)
	Listing and Locating Messages

	1. From the Trading Partner Management home page, select the Message Tracking Module.
	2. Do one or more of the following:
	Filtering the Messages Displayed

	1. From the Trading Partner Management home page, select the Message Tracking Module.
	2. Select Configure View from the Go drop-down list in the upper right corner.
	3. Click Go to display the Filter the Displayed Messages page.
	4. Do one of the following:
	5. Do one or more of the following:
	Viewing Message Detail

	1. From the Trading Partner Management home page, select the Message Tracking module.
	2. Select the Event ID to display detail for the selected message.

	System Configuration
	Process Tracking Data
	Reporting and Purging Policies for Tracking Data
	Password Aliases and the Password Store
	1. From the home page, select the System Configuration module. The Current Tracking and Reporting Data Settings is displayed by default.
	1. From the home page, select the System Configuration module. The Current Tracking and Reporting Data Settings is displayed by default.
	2. In the Purge Schedule section, click the Configure.
	3. Do one or more of the following:
	4. Click Submit to save your changes and return to the Current Tracking and Reporting Data Settings page.
	1. From the home page, select the System Configuration module. The Current Tracking and Reporting Data Settings is displayed by default.
	2. In the Reporting Data Datastore section, click the Configure link.
	3. To enable or disable the reporting data stream, check or uncheck the Enable Reporting Data Generation check box.
	4. In the Reporting Data Datastore JNDI Name field, enter the JNDI name for the datastore.
	5. Click Submit to save your changes and return to the Current Tracking and Reporting Data Settings page.
	1. From the home page, select the System Configuration module. The Current Tracking and Reporting Data Settings is displayed by default.
	2. In the Default Reporting Data Policy and Tracking Level for Processes section, click the Configure link.
	3. Do one or both of the following:
	4. Click Submit to save your changes and return to the Current Tracking and Reporting Data Settings page.
	1. From the home page, select the System Configuration module.
	2. From the left menu, select Purge to display the Purge Tracking Data page.
	3. Do one of the following:
	4. Click OK to confirm, or Cancel to dismiss the dialog and cancel the action.
	1. From the home page, select the System Configuration module.
	2. From the left menu, select Password Store.
	3. From the left menu, select Create New to display the Add a New Password Alias page.
	4. In the Password Alias Name field, enter a unique name.
	5. In the Password field, enter the password.
	6. In the Confirm Password field, enter the password again.
	7. Do one of the following:
	1. From the home page, select the System Configuration module.
	2. In the left panel, click Password Store to display the View and Edit Password Aliases page.
	3. To locate a specific password alias, do one of the following:
	1. Locate the password alias. See “Listing and Locating Password Aliases” on page 8-17.
	2. Click the alias name to display the Edit Password Alias page.
	3. In the Current Password field, enter the current password.
	4. In the New Password field, enter the new password.
	5. In the Confirm Password field, enter the new password again.
	6. Do one of the following:
	1. Locate the password alias or aliases to be deleted. See “Listing and Locating Password Aliases” on page 8-17.
	2. Click the check box to the left of the password aliases to be deleted to select them.
	3. Click Delete Selected Aliases.
	1. From the home page, select the System Configuration module.
	2. From the left panel, select Application Integration.
	3. On the View Application Integration Configuration page, click Configure.
	4. Update the configuration as required. The following table summarizes the available settings:

	XML Cache
	1. From the home page, select the XML Cache module.
	2. In the first Key field, enter a key for the XML document you want to add to the XML Cache. When you are entering the key, remember that entries in the Key field are case insensitive and cannot be more than 256 characters long.
	3. Enter a filename for the document in the XmlFileName field or click Browse and select an existing file.
	4. Click Add.
	1. From the home page, select the XML Cache module.
	2. In the second Key field, enter the key for the XML document you want update. When you are entering the key, remember that entries in the Key field are case insensitive and cannot be more than 256 characters long.
	3. Enter a new filename for the document in the XmlFileName field or click Browse and select an existing file.
	4. Click Update.
	1. From the home page, select the XML Cache module.
	2. In the third Key field, enter the key for the XML document you want view. When you are entering the key, remember that entries in the Key field are case insensitive and cannot be more than 256 characters long.
	3. Click Get.
	4. Click Configure XML Cache at the bottom of the page to return to the Configure XML Cache page.
	1. From the home page, select the XML Cache module.
	2. In the last Key field, enter the key for the XML document you want delete. When you are entering the key, remember that entries in the Key field are case insensitive and cannot be more than 256 characters long.
	3. Click Delete.
	1. From the home page, select the XML Cache module.
	2. Click View All in the left panel.
	3. To view the individual details of a particular key, click the key name.
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