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About This Document

This document provides an introduction to concepts associated with the BEA

WebLogic Enterprise™ security features, a description of how to secure your
WebLogic Enterprise applications using the WebLogic Enterprise security features,
and a guide to the use of the application programming interfaces (APIs) in the
WebLogic Enterprise Security Service.

This document covers the following topics:

Chapter 1, “Overview of the WebL ogic Enterprise Security Service,” presents an
overview of the features in the WebLogic Enterprise Security Service.

Chapter 2, “Introduction to the SSL Technology,” introduces the concepts
associated with a Public Key Infrastructure (PKI).

Chapter 3, “The WebLogic Enterprise Security Features,” presents an indepth
discussion of the features in the WebLogic Enterprise Security Service and
describes the development and administration processes needed to implement the
features.

Chapter 4, “Managing Public Key Security,” describes how to set up a public
key infrastructure to interact with WebLogic Enterprise applications that use the
Secure Sockets Layer (SSL) protocol and certificate-based authentication.

Chapter 5, “Configuring Link-Level Encryption,” describes setting parameters in
the UBBCONFI G file for Link Level Encryption (LLE).

Chapter 6, “Configuring the SSL Protocol,” describes configuring the IOP
Listener/Handler, the CORBA C++ ORB, or the CORBA Java ORB so that it
can be used with the Secure Sockets Layer (SSL) protocol and certificate-based
authentication.

Chapter 7, “Configuring Authentication,” explains the configuration tasks
required when using authentication in a WebLogic Enterprise application.
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Chapter 8, “Configuring Single Sign-on,” explains the configuration tasks
required when using trusted connection pools in a WebLogic Enterprise
application.

Chapter 9, “Configuring Security Plug-Ins,” explains how to register Security
Plug-Ins in the WebLogic Enterprise environment.

Chapter 10, “Writing a WebLogic Enterprise CORBA Application that
Implements Security,” explains how the bootstrapping options work and
describes implementing password-based authentication and certificate-based
authentication in WebLogic Enterprise CORBA applications.

Chapter 11, “Building and Running the CORBA Sample Applications,”
describes how to build and run the Security and Secure Simpapp sample
applications.

Chapter 12, “Writing a WebLogic Enterprise Enterprise JavaBean That
Implements Security,” describes implementing password-based and
certificate-based authentication in WebLogic Enterprise EJBs.

Chapter 13, “Troubleshooting,” provides troubleshooting tips that can be used
when solving problems that occur with the security portion of a WebLogic
Enterprise application.

Chapter 14, “WebLogic Enterprise Security Service APIs,” introduces the
WebLogic Enterprise security model and the functional components of the
security model.

Chapter 15, “Security Modules,” includes the Object Management Group
(OMG) Interface Definition Language (IDL) for the modules used by the
WebLogic Enterprise Security service.

Chapter 16, “C++ Security Reference,” includes the C++ method descriptions.
Chapter 17, “Java Security Reference,” includes the Java method descriptions.

Chapter 18, “Automation Security Reference,” includes the Automation method
descriptions.
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What You Need to Know

What You Need to Know

Thisdocument isintended for programmerswho want to incorporate security into their
WebL ogic Enterprise applications and system administrators who are responsible for
setting up and maintaining the security infrastructure in an enterprise.

e-docs Web Site

The BEA WebL ogic Enterprise product documentation is available on the BEA

Systems, Inc. corporate Web site. From the BEA Home page, click the Product
Documentation button or go directly to the “e-docs” Product Documentation page at
http://e-docs.beasys.com

How to Print the Document

You can print a copy of this document from a Web browser, one file at a time, by using
the File—>Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Enterprise
documentation Home page on the e-docs Web site (and also on the documentation
CD). You can open the PDF in Adobe Acrobat Reader and print the entire document
(or a portion of it) in book format. To access the PDFs, open the WebLogic Enterprise
documentation Home page, click the PDF Files button, and select the document you
want to print.

If you do not have Adobe Acrobat Reader installed, you can download it for free from
the Adobe Web site &tttp://www.adobe.com
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Related Information

For more information about CORBA, Java 2 Enterprise Edition (J2EE), BEA

Tuxedo®, distributed object computing, transaction processing, C++ programming,
and Java programming, see WeblLogic Enterprise Bibliography in the WebLogic
Enterprise online documentation.

Contact Us!

Xiv

Your feedback on the BEA WebLogic Enterprise documentation is important to us.
Send us e-mail aocsupport@beasys.com if you have questions or comments. Your
comments will be reviewed directly by the BEA professionals who create and update
the WebLogic Enterprise documentation.

In your e-mail message, please indicate that you are using the documentation for th
BEA WebLogic Enterprise 5.1 release.

If you have any questions about this version of BEA WebLogic Enterprise, or if you
have problems installing and running BEA WebLogic Enterprise, contact BEA
Customer Support through BEA WebSUPPORWea#tv.beasys.comYou can also
contact Customer Support by using the contact information provided on the Custome
Support Card, which is included in the product package.

When contacting Customer Support, be prepared to provide the following information
m Your name, e-mail address, phone number, and fax number

m Your company hame and company address

m Your machine type and authorization codes

m The name and version of the product you are using

m A description of the problem and the content of pertinent error messages
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Documentation Conventions

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Item

boldface text

Indicates terms defined in the glossary.

Ctrl+Tab Indicates that you must press two or more keys simultaneously.
italics Indicates emphasis or book titles.
nonospace Indicates code samples, commands and their options, data structures and
t ext their members, data types, directories, and filenames and their extensions.
Monospace text also indicates text that you must enter from the keyboard.
Examples:
#i ncl ude <iostreamh> void main ( ) the pointer psz
chmod u+w *
\'t ux\ dat a\ ap
.doc
tux. doc
Bl TMAP
fl oat
nonospace Identifies significant wordsin code.
bol df ace Example:
t ext . .
void commt ()
nonospace Identifies variables in code.
italic Example:
t ext .
String expr
UPPERCASE Indicates device names, environment variables, and logica operators.
TEXT Examples:
LPT1
SIGNON
OR
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Convention

Item

{1}

Indicates a set of choices in asyntax line. The braces themsel ves should
never be typed.

[ ]

Indicates optiona itemsin a syntax line. The brackets themselves should
never be typed.

Example:

bui l dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choicesin a syntax line. The symbol itself
should never be typed.

Indicates one of the following in acommand line:

m  That an argument can be repeated several timesin acommand line

m  That the statement omits additional optiona arguments

m  That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:

bui l dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from a syntax line.
The vertical dlipsisitself should never be typed.
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CHAPTER

1 oOverview of the

WebLogic Enterprise
Security Service

Thistopic includes the following sections:

The WebL ogic Enterprise Security Service

The WebL ogic Enterprise Security Environment

Single Sign-On in the WebL ogic Enterprise Security Environment
WebL ogic Enterprise Security SPIs

The WebLogic Enterprise Security Service

Security refersto techniques for ensuring that data stored in a computer or passed
between computers is not compromised. Most security measures involve proof
material and data encryption, where the proof material is a secret word or phrase that
gives a user access to a particular program or system, and data encryption isthe
tranglation of datainto aform that cannot be interpreted.

Using Security 1-1



1 overview of the WebLogic Enterprise Security Service

1-2

Distributed applications such as those used for electronic commerce (e-commerce)
offer many access points for malicious people to intercept data, disrupt operations, or
generate fraudulent input; the more distributed a business becomes, the more
vulnerableit isto attack. Thus, the distributed computing software, or middleware,
upon which such applications are built must provide security.

The Security Service of the WebL ogic Enterprise product lets you establish secure
connections between client and server applications. It has the following features:

m Authentication of CORBA C++ client applications, CORBA Java client
applications, RMI client applications and EJBs to the WebL ogic Enterprise
domain. Authentication can be accomplished using a standard
username/password combination or certificate-based authentication where an
entity is authenticated using the identity inside of the X.509 digital certificate
provided to the server applications.

m Dataintegrity and confidentiality through Link Level Encryption (LLE) or the
Secure Sockets Layer (SSL) protocol. CORBA C++, CORBA Java, RMI client
applications and EJBs can establish SSL sessions with a WebL ogic Enterprise
domain. Tuxedo client applications can use LLE to protect network traffic
between bridges and domains.

m A single sign-on environment between the WebLogic Server™ and WebLogic
Enterprise environments using WebLogic Enterprise Connectivity. This feature
allows the propagation of security information about the requesting WLS
principal to the WebLogic Enterprise domain over network connections that are
part of a trusted connection pool.

m Security Service Provider Interfaces (SPIs) that can be used to integrate security
mechanisms that provide authentication, authorization, auditing, and public key
security features. Security vendors can use the SPIs to integrate third-party
security offerings into the WebLogic Enterprise environment.

m A Public Key Infrastructure (PKI) that uses the SSL protocol and X.509 digital
certificates to provide data privacy for messages sent over network links. In
addition, a set of PKI SPIs are provided.

To access the full features of the WebLogic Enterprise Security Service, you need t
install the WebL ogic Enterprise Security Pack. The WebLogic Enterprise Security
Pack contains the files necessary to enable the use of the SSL protocol, LLE, and Pk
For information about installing the WebLogic Enterprise Security Pack, sB&the
WebLogic Enterprise Installation Guide.
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The WebLogic Enterprise Security Service

Note:

Using Security describes the security features of the T-Engine environment in
the WebL ogic Enterprise product. For a complete description of using the
security featuresin the J-Engine environment in the WebL ogic Enterprise
product, see Using WebL ogic SSL and Using WebL ogic ACLsinthe WebL ogic
Server portion of the online documentation. For a description of the T-Engine
and J-Engine environments of the WebL ogic Enterprise product, see Getting
Started.

Table 1-1 summarizes the featuresin the Security Service of the WebL ogic Enterprise
product.

Table 1-1 WebL ogic Enterprise Security Service Features

Security Features  Description SPI Default Implementation
Authentication Proves the stated identity of Implemented as a Provides security at three
users or system processes, single interface levels: no authentication,
safely remembers and application password, and
trangportsidentity information; username/password
and makesidentity information authentication.
available when needed. Certificate-based

authentication is available by
installing the WebL ogic
Enterprise Security Pack.

Authorization Controls access to resources Implemented as a N/A
based on identity or other single interface
information.

Auditing Safely collects, stores, and Implemented as a Default auditing security is
distributes information about single interface implemented viathe features
operating requests and their of the user log (ULOG).
outcomes.

Link-Level Encryption Usessymmetrickey encryption  N/A RC4 symmetric key
to establish data privacy for encryption.

messages moving over the
network links that connect the
machinesin a WebL ogic
Enterprise application.
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1 overview of the WebLogic Enterprise Security Service

Table 1-1 WebL ogic Enterprise Security Service Features (Continued)

Security Features  Description SPI Default Implementation

SSL protocol Uses asymmetric encryptionto  N/A The SSL version 3.0 protocol
establish data privacy for isonly available by installing
messages moving over hetwork the WebL ogic Enterprise
links between WebL ogic Security Pack.
Enterprise domains.

Single sign-on Propagates the security identity ~ N/A N/A

of aWebL ogic Server client
identity to aWebLogic
Enterprise using WebL ogic
Connectivity.

Public key security

Uses publickey (or asymmetric
key) encryption to establish
data privacy for messages
moving over the network links
between remote client
applications and the [|OP
Listener/Handler. Complies
with SSL version 3 alowing
mutual authentication based on
X.509 digital certificates.

Implemented as the
following
interfaces:

Public key
initialization
Key
management
Certificate
lookup
Certificate
parsing
Certificate
vaidation
Proof material
mapping

Default public key security
supports the following
algorithms:

m  RSA for key exchange.
m DESanditsvariantsRC2

and RCA4 for bulk
encryption.

m  MD5 and SHA for
message digests.

1-4

Using Security



The WebLogic Enterprise Security Environment

The WebLogic Enterprise Security

Environment

Direct end-to-end mutual authentication in a distibuted enterprise middleware
environment such as the WebL ogic Enterprise environment can be prohibitively

expensive, especially when accomplished through security mechanisms optimized for
long duration connections. It is not effecient for principals to establish direct network

connections with each server application, nor isit practical to exchange and verify

multiple authentication messages as part of process each service request. |nstead,the
WebL ogic Enterprise product implements a del egated trust authentication model as

shownin Figure 1-1.

Figure1-1 Delegated Trust Model
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Application

IIOP

Server 1

CORBA
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Listener/Handler

Object

Computing

Trusted Server 2

Server

EJB

Base

WebLogic Enterprise Domain
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In adelegated trust model, principals (generally users of client applications)
authenticate to a trusted system gateway process. In the case of the WebL ogic
Enterprise product, the trusted system gateway process is the [|OP Listener/Handler.
As part of successful authentication, security tokens are assigned to the initiating
principal. A security token is an opaque data structure suitable for transfer between
processes.

When arequest from an authenticated principal reachesthe 11OP Listener/Handler, the
IIOP Listener/Handler attaches the principal’s security tokens to the request and
delivers the request to the target server application for authorization and auditing
purposes.

In a delegated trust authentication model, the [IOP Listener/Handler trusts that the
authentication software in the WebLogic Enterprise domain will verify the identity of

the principal and generates the appropriate security tokens. Server applications, in tur

trust that the IIOP Listener/Handler will attach the correct security tokens. Server

applications also trust that any other server applications involved in the process of a

request from a principal will safely deliver the security tokens.

A session is established between the initiating client application and the IIOP
Listener/Handler in the following way:

1. When a client application wants to access an object within a WebLogic Enterprise

domain, the client application uses either a username and password or a X.509
digital certificate to authenticate over the connection with the IIOP
Listener/Handler.

. A security association called a security context is established between a principe

and the IIOP Listener/Handler. This security context is used to control access to
objects in the WebLogic Enterprise domain.

The IIOP Listener/Handler retrieves the authorization and auditing tokens from
the security context. Together, the authorization and auditing tokens represent
the principal’s identity associated with the security context.

. Once the authentication process is complete, the principal invokes an object in

the WebLogic Enterprise domain. The request is packaged into an [IOP request
and forwarded to the IIOP Listener/Handler. The [IOP Listener/Handler
associates the request with the previously established security context.

. The lIOP Listener/Handler receives the request from the initiating principal.

The protection of messages between the client application and the [IOP
Listener/Handler is dependent on the security technology used in the WebLogic

Using Security
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Enterprise application. The default behavior of the WebL ogic Enterprise product
is to encrypt the authentication information but not to protect the message sent
between the client application and the WebL ogic Enterprise domain. The
message is sent in clear text. The SSL protocol can be used to protect the
message. |f the SSL protocol is configured to protect messages for integrity and
confidentiality, the request is digitally signed and sealed (encrypted) beforeit is
sent to the [1OP Listener/Handler.

5. ThellOP Listener/Handler forwards the request along with the authorization and
auditing tokens of the initiating principal to the appropriate server application.

6. When the request is received by the server application, the WebL ogic Enterprise
system interrogates the forwarded tokens of the requesting principal to determine
if the request should be processed or denied. The WebL ogic Enterprise Security
Service will, based on the decision of the authorization implementation integrated
in the WebL ogic Enterprise environment, deny the processing of any request on
an object for which the requesting principal has no permission to access.

Single Sign-On in the WebLogic Enterprise
Security Environment

A WebL ogic Server realm and a WebL ogic Enterprise domain are considered separate
scopes of security definitions. Each contains it own security database of users and
access control. However, by using WebL ogic Enterprise Connectivity, the identity of
aprincipa authenticated in a WebL ogic Server realm can be presented and used to
form the identity of an authenticated principal in a WebL ogic Enterprise domain over
a connection that is part of atrusted pool of connections.

Note: The single sign-on functionality in the WebL ogic Enterprise product is
unidirectional. You can only propagate a principal’s identity from the
WebLogic Server realm to the WebLogic Enterprise domain.

Figure 1-2 illustrates how single sign-on works in the WebLogic Enterprise Security
Environment.
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Figure1-2 Single Sign-On in the WebL ogic Enterprise Security Environment
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When using single sign-on, the security identity of aWebLogic Server principal is
propagated as part of the service context of a llOP request sent to the WebL ogic
Enterprise domain over anetwork connection that is part of atrusted connection pool.
Each network connection in a trusted connection pool has been authenticated using a
defined principal identity. Both username/password and certificate-based
authentication can be used to establish a trusted connection pool.

The propagated security identity is used by the I|OP Listener/Handler to impersonate
aprincipal identity in the WebL ogic Enterprise domain. The impersonated identity is
represented as a pair of tokens: one for authorization and one for auditing. These
tokens are propagated to the target server application in the WebL ogic Enterprise
domain where they are used for authorization and auditing purposes.

To fecilitate the mapping of principal identities, the |1OP Listener/Handler uses an
authentication plug-in. This plug-in isresponsible for mapping the principal identity
into the authorization and auditing tokens. These tokens are propagated as part of the
request being forwarded to the target EJB or CORBA object. The target EJB or
CORBA object can then use these tokens to determine information about the initiator
of the request, including the identity of the principal and the role/group name with
which the principal is associated.
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The SSL protocol can be used to protect the confidentiality and integrity of the request
from the WebL ogic Server realm. SSL encryption is provided for 110P requests to
CORBA objects in the WebL ogic Enterprise domain and RMI on 110OP requeststo
EJBs and RMI objects. In order to protect the request, both WebL ogic Connectivity
and the WebL ogic Enterprise application must be configued to use the SSL protocol.

For information about implementing single sign-on, see Chapter 8, “Configuring
Single Sign-on.”

WebLogic Enterprise Security SPIs

As shown in Figure 1-3, the authentication, authorization, auditing, and public key
security features available with the WebLogic Enterprise product are implemented
through a plug-in interface, which allows security plug-ins to be intergrated into the
WebLogic Enterprise environment. A security plug-in is a code module that
implements a particular security feature.
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Figure1-3 Architecturefor the WebL ogic Enterprise Security Service Provider
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The WebL ogic Enterprise Security Service providesinterfacesfor thetypes of security

plug-inslisted in Table 1-1.

Table 1-2 The WebL ogic Enterprise Security Plug-Ins

Plug-In

Description

Authentication

Allows communicating processes to mutually
prove identification.

Authorization

Allows system administrators to control accessto
WebL ogic Enterprise applications. Specificaly,
an administrator can use authorization to alow or
disallow principals to use resources or services
provided by a WebL ogic Enterprise application.

Auditing

Provides a means to collect, store, and distribute
information about operating requests and their
outcomes. Audit-trail records may be used to
determine which principals performed, or
attempted to perform, actions that violated the
configured security policies of aWebLogic
Enterprise application. They may also be used to
determine which operations were attempted,
which ones failed, and which ones successfully
completed.

Public key initialization

Allows public key software to open public and
privatekeys. For example, gateway processes may
need to have access to a specific private key in
order to decrypt messages before routing them.

Key management

Allows public key software to manage and use
public and private keys. Note that message digests
and session keys are encrypted and decrypted
using thisinterface, but no bulk data encryptionis
performed using public key cryptography. Bulk
dataencryption is performed using symmetric key
cryptography.

Certificate lookup

Allows public key software to retrieve X.509v3
digital certificates for agiven principal. Digital
certificates may be stored using any appropriate
certificate repository, such as Lightweight
Directory Access Protocol (LDAP).
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Table 1-2 The WebL ogic Enterprise Security Plug-Ins (Continued)

Plug-In Description

Certificate parsing Allows public key software to associate a simple
principal name with an X.509v3 digita certificate.
The parser analyzesadigital certificateto generate
aprincipal name to be associated with the digital

certificate.

Certificate validation Allowspublic key softwareto validate an X.509v3
digital certificate in accordance with specific
business logic.

Proof material mapping Allows public key software to access the proof

materials needed to open keys, provide
authorization tokens, and provide auditing tokens.

The specifications for the SPIs are currently only available to third-party security
vendorswho have entered into aspecia agreement with BEA Systems, Inc. Customers
who want to customize a security feature must contact one of these vendors or BEA
Professional Services. For example, a BEA customer who wants a custom
implementation of public key security must contact a third-party vendor who can
provide the appropriate security plug-in or BEA Professional Services.

For more information about security plug-ins, including installation and configuration
procedures, see your BEA account executive.
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Thistopic includes the following sections:
m The SSL Protocol
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The SSL Protocol

2-2

The Secure Sockets Layer (SSL) protocol alows you to integrate these essential
featuresinto your WebL ogic Enterprise application:

Confidentiality

Confidentiality is the ability to keep communications secret from parties other
than the intended recipient. It is achieved by encrypting data with strong
algorithms. The SSL protocol provides a secure mechanism that enables two
communicating parties to negotiate the strongest algorithm they both support and
to agree on the keys with which to encrypt the data.

Integrity

Integrity is a guarantee that the data being transferred has not been modified in
transit. The same handshake mechanism which allows the two parties to agree
on algorithms and keys also allows the two ends of an SSL connection to
establish shared data integrity secrets which are used to ensure that when datais
received any modifications will be detected.

Authentication

Authentication is the ability to ascertain with whom you are speaking. By using
digital certificates and public key security, the client and server applications can
each be authenticated to the other. This allows the two parties to be certain they
are communicating with someone they trust. The SSL protocol provides a
mechanism that can be used to authenticate principals to a WebL ogic Enterprise
domain using X.509 digital certificates. The use of certificate-based
authentication can be used as an alternative to username/password
authentication.

The SSL protocol provides secure connections by allowing two applications

connecting over a network connection to authenticate the other’s identity and by

encrypting the data exchanged between the applications. When using the SSL

protocol, the target always authenticates itself to the initiator. Optionally, if the target
requests it, the initiator can authenticate itself to the target. Encryption makes data

transmitted over the network intelligible only to the intended recipient. An SSL

connection begins with a handshake during which the applications exchange digital
certificates, agree on the encryption algorithms to use, and generate encryption key

used for the remainder of the session.
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The SSL protocol uses public key encryption for authentication. With public key
encryption, a public key and private key are generated for a principal or other entity
such as the IIOP Listener/Handler or an application server. The keys are related such
that the data encrypted with the public key can only be decrypted using the
corresponding private key. The private key is carefully protected so that only the
owner can decrypt messages. The public key, however, is distributed freely so that
anyone can encrypt messaged intended for the owner.

Figure 2-1 illustrates how the SSL protocol worksin the WebL ogic Enterprise
Security environment.

Figure2-1 TheSSL Protocol in the WebL ogic Enter prise Security Environment
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When using the SSL protocol in the WebL ogic Enterprise Security environment, the
[1OP Listener/Handler authenticates itself to initiating principals. The [IOP
Listener/Handler presents its digital certificate to the initiating principal. To
successfully negotiate a SSL connection, the client application must then authenticate
the I1OP Listener/Handler but the 11 OP Listener/Handler will accept any client
applicationinto the SSL connection. Thistype of authentication isreferred to as server
authentication.

When using server authentication, the initiating client application isrequired to have
digital certificatesfor certificate authorities that are to be trusted. The [|OP
Listener/Handler must have a private key and digital certificates that representsits
identity. Server authentication is common on the Internet where customers want to
create secure connections before they share personal data. In this case, the client
application has a similar role to that of a Web browser.

With SSL version 3.0, principals can also authenticate to the [1OP Listener/Handler.
This type of authentication is referred to as mutual authentication. In mutual
authentication, the principal presents their digital certificatesto the I1OP
Listener/Handler. When using mutual authentication, both the I1OP Listener/Handler
and the principal need private keys and digital certificatesthat represent their identity.
Thistype of authentication isuseful when you must restrict accessto trusted principals
only.

The SSL protocol is only available in the WebL ogic Enterprise product by installing
the WebL ogic Enterprise Security Pack. The WebL ogic Enterprise Security Pack
provides the SSL protocol and the infrastructure needed to use digital certificates. For
information about installing the WebL ogic Enterprise Security Pack, see the BEA
WebLogic Enterprise Installation Guide.

Digital Certificates

2-4

Digita certificates are el ectronic documents used to uniquely identify principals and
entities over networks such asthe Internet. A digita certificate securely binds the
identity of aprincipal or entity, as verified by atrusted third party known as a
certificate authority, to a particular public key. The combination of the public key and
the private key provides a unique identity to the owner of the digital certificate.
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Certificate Authority

Digital certificatesallow verification of the claim that a specific public key doesin fact
belong to a specific principal or entity. A recipient of adigital certificate can use the
public key contained in the digital certificate to verify that a digital signature was
created with the corresponding private key. If such verificationissuccessful, thischain
of reasoning provides assurance that the corresponding private key is held by the
subject named in the digital certificate, and that the digital signature was created by
that particular subject.

A digitd certificate typically includes a variety of information, such as:

m The name of the subject (holder, owner) and other identification information
required to uniquely identify the subject, such as the URL of the Web server
using the digital certificate, or an individual’s e-mail address.

m The subject’s public key.
m The name of the certificate authority that issued the digital certificate.
m A serial number.

m  The validity period (or lifetime) of the digital certificate (defined by a start date
and an end date).

The most widely accepted format for digital certificates is defined by the ITU-T X.509
international standard. Thus, digital certificates can be read or written by any
application complying with X.509. The PKI in the WebL ogic Enterprise Security
Service public key recognizes digital certificates that comply with X.509 version 3, or
X.509v3.

Certificate Authority

Digital certificates are issued by a certificate authority. Any trusted third-party
organization or company that is willing to vouch for the identities of those to whom it
issues digital certificates and public keys can be a certificate authority. When a
certificate authority creates a digital certificate, the certificate authority signs it with its
private key, to ensure the detection of tampering. The certificate authority then returns
the signed digital certificate to the requesting subject.
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The subject can verify the digital signature of theissuing certificate authority by using
the public key of the certificate authority. The certificate authority makesits public key
available by providing a digital certificate issued from a higher-level certificate
authority attesting to the validity of the public key of the lower-level certificate
authority. The second solution gives rise to hierarchies of certificate authorities. This
hierarchy isterminated by a self-signed digital certificate known as the root key.

Therecipient of an encrypted message can develop trust in the private key of a
certificate authority recursively, if the recipient has a digital certificate containing the
public key of the certificate authority signed by a superior certificate authority whom
the recipient already trusts. In this sense, a digital certificate is a stepping stonein
digital trust. Ultimately, it is necessary to trust only the public keys of a small number
of top-level certificate authorities. Through a chain of digital certificates, trust in a
large number of users’ digital signatures can be established.

Thus, digital signatures establish the identities of communicating entities, but a digita
signature can be trusted only to the extent that the public key for verifying the digital
signature can be trusted.

Certificate Repositories

2-6

To make a public key and its identification with a specific subject readily available for
use in verification, the digital certificate may be published in a repository or made
available by other means. Certificate repositories are databases of digital certificate:
and other information available for retrieval and use in verifying digital signatures.
Retrieval can be accomplished automatically by directly requesting digital certificates
from the repository as needed.

In the WebLogic Enterprise Security service, Lightweight Directory Access Protocol
(LDAP) is used as a certificate repository. BEA Systems, Inc. does not provide or
recommend any specific LDAP server. The LDAP server you choose should suppor
the X.500 scheme definition and the LDAP version 2 or 3 protocol.
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A Public Key Infrastructure

A Public Key Infrastructure (PK1) consists of protocols, services, and standards
supporting applications of public key cryptography. Because the technology is still
relatively new, the term PK1 is somewhat loosely defined: sometimes PKI simply
refersto atrust hierarchy based on public key digital certificates; in other contexts, it
embraces digital signature and encryption services provided to end-user applications
aswell.

There is no single standard public key infrastructure today, though efforts are
underway to define one. It is not yet clear whether a standard will be established or
multiple independent PK1swill evolvewith varying degrees of interoperability. Inthis
sense, the state of PK |1 technology today can beviewed assimilar to local and wide area
(WAN) network technology in the 1980s, before there was widespread connectivity
viathe Internet.

The following services are likely to be found in a PKI:
m Key registration for issuing a new digital certificate for apublic key.

m Certificate revocation for canceling a previously-issued digital certificate and
private key.

m Key selection for obtaining a party’s public key.

m Trust evaluation for determining whether a digital certificate is valid and which

operations it authorizes.

Figure 2-2 shows the PKI process flow.

Figure2-2 PKI Process Flow
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1. Thesubject appliesto a certificate authority for digital certificate.

2. Thecertificate authority verifies the identity of subject and issuesadigital
certificate.

3. The certificate authority or the subject publishes the digital certificate in a
certificate repository such as LDAP.

4. The subject digitally signs an el ectronic message with the associated private key
to ensure sender authenticity, message integrity, and nonrepudiation, and then
sends message to recipient.

5. Therecipient retrieves the sender’s certificate from the certificate repository and
then retrieves the public key from the certificate.

The WebLogic Enterprise product does not provide the tools necessary to be a
certificate authority. BEA Systems, Inc. recommends using a third-party certificate
authority such as VeriSign or Entrust. By offering a Public Key SPI, BEA Systems,
Inc. extends the opportunity to all WebLogic Enterprise customers to use a PKI
security solution with the PKI software from their vendor of choice.“Sewyle
Sign-On” on page 3-2fbr more information.

PKCS-5 and PK(CS-8 Compliance

2-8

Informal but recognized industry standards for public key software have been issuec
by a group of leading communications companies, led by RSA Laboratories. These
standards are called “Public-Key Cryptography Standards,” or PKCS. The WebLogic
Enterprise product uses PKCS-5 and PKCS-8 to protect the private keys used with tt
SSL protocol.

m PKCS-5 is a specification of a format for using password-based encryption that
uses DES to protect data.

m PKCS-8 is a specification of a format for storing private keys, including the
ability to encrypt them with PKCS-5.
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Supported Public Key Algorithms

Public key (or asymmetric key) algorithms are implemented through a pair of different
but mathematically related keys:

m A public key (which is distributed widely) for verifying a digital signature or
transforming data into a seemingly unintelligible form.

m A private key (which is always kept secret) for creating a digital signature or
returning the data to its original form.

The public key security in the WebL ogic Enterprise Security Service aso supports
digital signature algorithms. Digital signature algorithms are simply public key
algorithms used to provide digital signatures.

The WebL ogic Enterprise product supports the Rivest, Shamir, and Adelman (RSA)
algorithm, the Diffie Hellman agorithm, and Digital Signature Algorithm (DSA).
With the exception of DSA, digita signature algorithms can be used for digital
signatures and encryption. DSA can be used for digital signatures but not for
encryption.

Supported Symmetric Key Algorithms

In symmetric key al gorithms, the same key is used to encrypt and decrypt a message.
The public key encryption system uses symmetric key encryption to encrypt amessage
sent between two communicating entities. Symmetric key encryption operates at | east
1000 times faster than public key cryptography.

A block cipher is atype of symmetric key agorithm that transforms a fixed-length
block of plaintext (unencrypted text) datainto a block of ciphertext (encrypted text)
data of the same length. This transformation takes place in accordance with the value
of arandomly generated session key. The fixed length is called the block size.

The Public key security feature in the WebL ogic Enterprise Security Service supports
the following symmetric key algorithms:

m DES-CBC (Data Encryption Standard for Cipher Block Chaining)
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DES-CBC is a 64-bit block cipher run in Cipher Block Chaining (CBC) mode. It
provides 56-hit keys (8 parity bits are stripped from the full 64-bit key).

m  Two-key triple-DES (Data Encryption Standard)

Two-key triple-DES is a 128-bit block cipher run in Encrypt-Decrypt-Encrypt
(EDE) mode. Two-key triple-DES provides two 56-bit keys (in effect, a 112-bit

key).

For some time it has been common practice to protect and transport a key for
DES encryption with triple-DES, which means that the input data (in this case
the single-DES key) is encrypted, decrypted, and then encrypted again (an
encrypt-decrypt-encrypt process). The same key is used for the two encryption
operations.

m RC2 (Rivest's Cipher 2)

RC2 is a variable key-size block cipher.

m RC4 (Rivest's Cipher 4)

RC4 is a variable key-size block cipher with a key size range of 40 to 128 bits. It
is faster than DES and is exportable with a key size of 40 bits. A 56-bit key size
is allowed for foreign subsidiaries and overseas offices of United States
companies. In the United States, RC4 can be used with keys of virtually
unlimited length, although WebLogic Enterprise public key security restricts the
key length to 128 bits.

Customers of the WebLogic Enterprise product cannot expand or modify this list of
algorithms.

Supported Message Digest Algorithms

2-10

The WebLogic Enterprise Security Service supports the MD5 and SHA-1 (Secure
Hash Algorithm 1) message digest algorithms. Both MD5 and SHA-1 are well known,
one-way hash algorithms. A one-way hash algorithm takes a message and converts
into a fixed string of digits, which is referred to asessage digest or hash value.

MDS5 is a high-speed, 128-bit hash; it is intended for use with 32-bit machines. SHA-1
offers more security by using a 160-bit hash, but is slower than MD5.
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Supported Cipher Suites

A cipher suiteisa SSL encryption method that includes the key exchange algorithm,
the symmetric encryption a gorithm, and the secure hash al gorithm used to protect the
integrity of the communication. For example, the cipher suite
RSA_W TH_RC4_128_MD5 uses RSA for key exchange, RC4 with a 128-bit key for

bulk encryption, and MD5 for message digest.

The WebL ogic Enterprise Security Service supports the cipher suites described in

Table 2-1.

Table2-1 SSL Cipher Suites Supported by the WebL ogic Enterprise Product

Cipher Suite Key Symmetric
Exchange Key
Type Strength
SSL_RSA W TH_RC4_128_SHA RSA 128
SSL_RSA W TH RC4_128_MD5 RSA 128
SSL_RSA W TH_DES_CDC_SHA RSA 56
SSL_RSA EXPORT_W TH_RC4_40_MD5 RSA 40
SSL_RSA EXPORT_W TH_DES40_CBC SHA RSA 40
SSL_RSA EXPORT_W TH_RC2_CBC 40_MD5 RSA 40
SSL_DH DSS_EXPORT_W TH_DES40_CBC_SHA Diffie 40
Hellman
SSL_DH RSA_EXPORT_W TH_DES40_CBC_SHA Diffie 40
Hellman
SSL_RSA W TH 3DES_EDE_CBC_SHA RSA 112
SSL_RSA W TH NULL_SHA RSA 0
SSL_RSA W TH NULL_MD5 RSA 0
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Standards for Digital Certificates

The WebL ogic Enterprise Security Service supportsthe digital certificates that
conform to the X.509v3 standard. The X.509v3 standard specifiesthe format of digital
certificates. BEA recommends obtaining certificates from a certificate authority such
as Verisign or Entrust.
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CHAPTER

3 The Weblogic

Enterprise Security
Features

Thistopic includes the following sections:

Authentication

Authorization

Auditing

Link-Level Encryption

The SSL Protocol

Single Sign-On

Commonly Asked Questions About the WebL ogic Enterprise Security Features

Authentication

In WebL ogic Enterprise product, authentication provides a verified identity to be
established for the client application. The WebL ogic Enterprise product supports
username/password and certificate-based authentication. In addition, a plug-in is
provided for authentication so that Privilege Attribute Certificates (PACs) or Kerberos
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tickets can be used for authentication in the WebL ogic Enterprise environment. The
following sections describe the different types of authentication and how they are
implemented.

Using Username/Password Authentication

The WebL ogic Enterprise product supports a username/password mechanism to
provide authentication to existing WebL ogic Enterprise applications and to new
WebL ogic Enterprise applications that are not prepared to deploy a full public key
infrastructure (PK1). When using username/password authentication, the applications
that initiate invocationson WebL ogi ¢ Enterprise objects authenticate themsel vesto the
WebL ogic Enterprise domain using a defined username and password.

Two levels of Username/Password authentication are provided:

m Application password—in this security scenario, the client application
authenticates itself to the WLE domain. An application password is used to
authenticate the client application.

m System authentication—in this security scenario, the client application provides
a username or client application name and a password that is verified by a
WebLogic Enterprise-provided authentication serw&lm(SRV) before access is
granted to client application.

Username/Password authentication is available in both the base WebLogic Enterpric
product and the WebL ogic Enterprise Security Pack. If you install the WebLogic
Enterprise Security Pack and choose to use username/password authentication, the
SSL protocol can be used to provide confidentiality to communication between client
applications. When using Username/Password authentication, you have the option ¢
using theTobj : : Pri nci pal Aut henti cator:: 1 ogon() or the

SecuritylLevel 2:: Princi pal Aut henti cat or: : aut henti cat e() methods in

your client application.

How Username/Password Authentication Works

Username/Password authentication works in the following way:
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1. Theinitiating application instantiates the Bootstrap object with any of the URL
address formats. For more information about which URL address format to use
with the Bootstrap object, see “Understanding the Address Formats of the
Bootstrap Object” on page 10-2.

2. The initiating application obtains credentials for the user. The initiating
application must provide proof material to be used by the WebLogic Enterprise
domain to authenticate the user. This proof material consists of the name of the
user and a password.

e The initiating application creates the security context using a
Pri nci pal Aut henti cat or object. The request for authentication is sent to
the IIOP Listener/Handler. The proof material in the authentication request is
securely relayed to the authentication server, which verifies the supplied
information.

e |If the verification succeeds, the WebLogic Enterprise system constructs a
O edent i al s object that is used by all future invocations. The
O edent i al s object for the user is associated with toer ent object that
represents the security context.

3. The initiating application invokes a WebLogic Enterprise object in the WebLogic
Enterprise domain using an object reference. The request is packaged into an
[IOP request and is forwarded to the IIOP Listener/Handler that associates the
request with the previously established security context.

If the SSL protocol is used to secure the connection for confidentiality and
integrity, the data will also be protected from eavesdropping.

4. The IIOP Listener/Handler receives the request from the initiating application.

5. The IIOP Listener/Handler forwards the request, along with the credentials of the
initiating application, to the appropriate WebLogic Enterprise object.

Figure 3-1 illustrates these steps.
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Figure3-1 How Username/Password Authentication Works
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get _auth_type();
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passwvord) ;

Development Process for Username/Password
Authentication

34

Defining Username/Password authentication for a WebL ogic Enterprise application
includes administration and programming steps. Table 3-1 and Table 3-2 list the
administration and programming steps for Username/Password authentication. For a
detail ed description of the administration stepsfor Username/Password authentication,
see “Configuring Authentication” on page 7-For a complete description of the
programming steps, sé@/riting a WebLogic Enterprise CORBA Application that
Implements Security” on page 10-1
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Table 3-1 Administration Stepsfor Username/Password Authentication

Step  Description

1 Set the SECURI TY parameter in the UBBCONFI Gfile to APP_PW USER_AUTH,
ACL, or MANDATCRY_ACL.

2 If you defined the SECURI TY parameter as USER_AUTH, ACL, or
MANDATORY_ACL, configure the authentication server (AUTHSRYV) in the
UBBCONFI Gfile.

3 Usethet pusradd and t pgr padd commandsto definelists of authorized users
and groups including the I1OP Listener/Handler.

4 Define the SEC_PRI NCI PAL_NAME and SEC_PRI NCl PAL_PASSVAR for the
ISL server processin the UBBCONFI Gfile.

5 Usethet M oadcf command to load the UBBCONFI Gfile. When the UBBCONFI G

fileisloaded, the system administrator is prompted for a password. The password
entered at thistime becomes the password for the WebL ogi ¢ Enterprise application.

Table 3-2 Programming Stepsfor Username/Password Authentication

Step  Description

1 Write application code that uses the Bootstrap object to obtain a reference to the
SecurityCurrent object.

2 Write application code that obtains the Principal Authenticator object from the
SecurityCurrent object.

3 Write application code that uses the
Tobj :: Princi pal Aut henti cator::logon() or
SecuritylLevel 2:: Princi pal Aut henti cator:: authenticate()
operation to establish a security context with the WebL ogic Enterprise domain.

4 Write application code that prompts the user for the password defined when the

UBBCONFI Gfileisloaded.
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Certificate-based Authentication

3-6

Certificate-based authentication requires that each side of an SSL connection proves
itsidentity to the other side of the connection. In the WebL ogic Enterprise product, the
[1OP Listener/Handler presentsits digital certificate to the principal who initiated the
SSL connection. The initiator then provides achain of digital certificates that are used
by the IIOP Listener/Handler to verify the identity of the initiator.

Once achain of digital certificatesis successfully verified, the I1OP Listener/Handler
retrieves the value of the distinguished name from the subject of the digital certificate.

The WebL ogic Enterprise product uses the e-mail address element of the subject’s
distinguished name as the identity of the principal. The IIOP Listener/Handler uses thi
identity of the principal to impersonate the principal and establish a security context
between the initiating application and the WebLogic Enterprise domain.

Once the principal has been authenticated, the principal that initiated the request an
the IIOP Listener/Handler agree on a cipher suite that represents the type and strenc
of encryption that they both support. They also agree on the encryption key and
synchronize to start encrypting all subsequent messages.

Figure 3-2 provides a conceptual overview of the certificate-based authentication.

Figure 3-2 Certificate-based Authentication
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Application Certificate for Listener/
IOP Handler

SSL Protocol

Listener/Handler
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How Certificate-based Authentication Works

Certificate-based authentication works in the following manner:

1

The initiating application instantiates the Bootstrap object with aURL in theform
of cor bal oc://host: port or cor bal ocs:// host: port and controlsthe
requirement for protection by setting attributes on the

Securitylevel 2:: Credenti al s object returned as aresult of the
Securitylevel 2:: Princi pal Authenticator: :authenticate operation.

Note: Youcanalso usethe SecuritylLevel 2:: Current:: authenticate()

method to secure the bootstrapping process and specify that certificate-based
authentication isto be used.

The initiating application obtains the digital certificates and the private key of the
principal. Retrieval of thisinformation may require proof material to be supplied

to gain access to the principal’s private key and certificate. The proof material
typically is a pass phrase rather than a password.

The security context is established as result of a
SecuritylLevel 2:: Princi pal Aut henticator:: aut henticate() method.
This step is transparent to the user of the application.

If the verification succeeds, the WeblLogic Enterprise system constructs a
O edenti al s object. TheOr edent i al s object for the principal represents the
security context for the current thread of execution.

The initiating application invokes a WebLogic Enterprise object in the WebLogic
Enterprise domain using an object reference.

The request is packaged into an IIOP request and is forwarded to the 11OP
Listener/Handler that associates the request with the established security context.

The request is digitally signed and encrypted before it is sent to the IIOP
Listener/Handler. The WebLogic Enterprise system performs the signing and
sealing of requests.

The IIOP Listener/Handler receives the request from the initiating application.
The request is decrypted.

The IIOP Listener/Handler retrieves the email component of the subjectDN of the
principal’s and uses that as the identity of the user.
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9. ThellOP Listener/Handler forwards the request, along with the associated tokens
of the principal, to the appropriate WebL ogic Enterprise object.

Figure3-3 How Certificate-based Authentication Works

Client
Application

Bootstrap Object WLE Domain

Tobj _Boot st rap ssL 1IOP
(orb, corbalocs://sling.com 2143) Protocol Listener/
Handler
\
SecurityLevel2::Current Object
aut hent i cat e( WLE Object
Tobj :: CertificateBased Simple

emai | addr ess
passphrase);

Si npl e- >t o_upper () ;

Requirements for Using Certificate-based Authentication

Certificate-based authentication uses the SSL protocol so you need to install the
WebL ogic Enterprise Security Pack. Information about installing the WebL ogic
Enterprise Security Pack can be found in the BEA WebLogic Enterprise Installation
Guide. You need a LDAP server to store digital certificatse. Y ou can choose any
LDAP-enabled directory service. You also need to choose the certificate authority
from which to obtain certificates and private keys used in a WebL ogic Enterprise
application. Y ou must have an LDAP-enabled directory service and a certificate
authority in place before using certificate-based authentication in a WebL ogic
Enterprise application.
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Development Process for Certificate-based

Authentication

Using certificate-based authentication in a WebL ogic Enterprise application includes
administration and programming steps. Table 3-3 and Table 3-4list the administration
and programming stepsfor certificate-based authentication. For a detailed description
of the administration steps, see “Managing Public Key Security” on page 4ahd
“Configuring the SSL Protocol” on page 6-1.

Table 3-3 Administration Stepsfor Certificate-based
Authentication

Step

Description

1

Install the WebL ogic Enterprise Security Pack.

Set up an LDAP-enabled directory service.

Obtain digital certificates and a private key for the [1OP Listener/Handler from a
certificate authority.

Obtain digital certificates and a private key for each of the WebL ogic Enterprise
client applications from a certificate authority.

Store the private key filesfor the WebL ogic Enterprise client applications and the
IIOP Listener/Handler in the Home directory of the user or in
$TUXDI R/ udat aobj / securi ty/ keys.

Publish the certificates for the IIOP Listener/Handler, the WebL ogic Enterprise
application, and the certificate authority in the LDAP-enabled directory service.

Definethe SEC_ PRI NCI PAL_NAME, SEC PRI NCl PAL_LOCATI ON, and
SEC PRI NCI PAL_PASSVAR for the I SL server processin the UBBCONFI Gfile.

Usethet pusr add and t pgr padd commands to define the authorized users and
groups of your WebL ogic Enterprise application.

Define a port for SSL communication on the 11OP Listener/Handler using the - S
option of the ISL command.

10

Enabl e certificate-based authentication in the [IOP Listener/Handler using the - a
option of the ISL command.
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Table 3-3 Administration Stepsfor Certificate-based
Authentication (Continued)

Step  Description

11 Create a Trusted Certificate Authority file (trust_ca.cer) that definesthe certificate
authorities trusted by the I10P Listener/Handler.

12 Create a Trusted Certificate Authority file (trust_ca.cer) that definesthe certificate
authorities trusted by the WebL ogic Enterprise client application.

13 Usethet ml oadcf command to load the UBBCONFI Gfile.

14 Optionally, create a Peer Rulesfile (peer _val . r ul ) for both the WebL ogic

Enterprise client application and the 1| OP Listener/Handler.

15 Optionally, modify the LDAP Search filter file to reflect the directory hierarchy in
place in your enterprise.

Figure 3-4illustrates the configuration of a WebL ogic Enterprise application that uses
certificate-based authentication.
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Figure 3-4 Configuration for Using Certificate-based Authentication in a
WebL ogic Enterprise Application
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Table 3-4 lists the programming steps for using certificate-based authentication in a

WebL ogic Enterprise application. For more information, see “Writing a WebLogic
Enterprise CORBA Application that Implements Security” on page.lf-addition,

you can use certificate-based authentication with Enterprise JavaBeans (EJBs), for
more information see “Writing a WebLogic Enterprise Enterprise JavaBean That
Implements Security” on page 12-1.
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Table 3-4 Programming Sepsfor Certificate-based
Authentication

Step  Description

1 Write application code that usesthe cor bal oc or cor bal ocs URL address
formats of the Bootstrap object. Note that the CommonName in the Distinguished
Name of the certificate of the I|OP Listener/Handler must match exactly the host
name provided in the URL address format. For more information on the URL
address formats, see “Understanding the Address Formats of the Bootstrap Object”
on page 10-2.

2 Write application code that uses the aut hent i cat e() method of the
Securitylevel 2:: Princi pal Aut henticator interfaceto perform
authentication. Specify Tobj : : Certi fi cat eBased for the method
argument and the pass phrase for the private key asthe aut h_dat a
argument for Securi ty: : Gpaque.

Using an Authentication Plug-in

The WebL ogic Enterprise product alows the integration of authentication plug-ins
into a WebL ogic Enterprise application. The WebL ogic Enterprise product can
accommodate authentication plug-ins using various authentication technologies,
including shared-secret password, one-time password, challenge-response, and
Kerberos. The authentication interface is based on the generic security service (GSS)
application programming interface (API) where appli cabl e and assumes authentication
plug-ins have been written to the GSSAPI.

If you chose to use an authentication plug-in, you must configure the authentication
plug-in in the registry of the WebL ogic Enterprise system. For more detail about the
registry, see “Configuring Security Plug-Ins” on page 9-1

For more information about an authentication plug-ins, including installation and
configuration procedures, see your BEA account executive.
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Authorization

Authorization allows system administrators to control access to WebL ogic Enterprise
applications. Specifically, an administrator can use authorization to alow or disallow
principalsto use resources or services provided by aWebL ogic Enterprise application.

The WebL ogic Enterprise product supports the integration of authorization plug-ins.
Authorization decisions are based in part on the user identity represented by an
authorization token. Authorization tokens are generated during the authentication
process so coordination between the authentication plug-in and the authorization
plug-in is required.

The authorization plug-in is called for a given client request twice, once when the
request is received and once before the reply is returned.

m The preoperation authorization check determines if a certain operation should be
permitted or not. The check allows an authorization plug-in to examine the
operation, the authorization token, and the data associated with the authorization
token. The associated data might be modified and/or saved for the postoperation
check.

m  The postoperation authorization check determines if an operation should be
permitted or not and is based on the analysis of the output data. The
postoperation authorization check allows an authorization plug-on to examine
the operation, the authorization token, and the associated data.

Postoperation checking is very useful in rule-based security models. For

example, suppose a user is authorized for access to Confidential documents but
performs an operation that retrieves a Top Secret document. The document’s
classification label is not easily determined until after it has been retrieved. In

this case, the postoperation authorization check is an effective way to either deny
the operation.

Multiple implementations of an authorization plug-in can be used in a WebL ogic
Enterprise application. Using multiple authorization plug-ins causes more than one
preoperation and postoperation authorization check to be performed. A voting scheme
is used to determine the result of the authorization checks.
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When using multiple authorization plug-ins, al the plug-ins are placed under asingle
master authorization plug-in. Each subordinate authorization plug-in votes PERM T,
DENY, or ABSTAI N on the client request. The ABSTAI N return value is necessary for
authorization plug-in developers to gracefully handle unexpected situations that are
not understood (such as new operation hames that might be added in the future).

Therulesfor result determination are as follows:
1. If all authorization plug-ins permit, the operation is okd.
2. If any authorization plug-in denies, the operation is denied.

3. If no authorization plug-in denies and al plug-ins do not permit:

e |f the SECURI TY parameter in the UBBCONFI Gfileis MANDATORY_ACL, the
operation is denied.

e |f the SECURI TY parameter in the UBBCONFI Gfileis ACL, the operation is
allowed.

e |f the SECURI TY parameter in the UBBCONFI Gfileis NONE, APP_PW or
USER_AUTH, no authorization checked is performed. This occurs because it
isnot possible to perform authorization checks without having an
authenticated client identity.

If you chose to use an authorization plug-in, you must configure the authorization
plug-in the registry of the WebL ogic Enterprise system. For more detail about the
registry, see “Configuring Security Plug-Ins” on page 9-1

For more information about authorization plug-ins, including installation and
configuration procedures, see your BEA account executive.

Auditing

Auditing provides a means to collect, store, and distribute information about operating
requests and their outcomes. Audit-trail records may be used to determine which
principals performed, or attempted to perform, actions that violated the configured
security policies of a WebLogic Enterprise application. They may also be used to
determine which operations were attempted, which ones failed, and which ones
successfully completed.
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The current implementation of the auditing feature supports the recording of logon
failures, impersonation failures, and disallowed operations into the ul og file. In the
case of disallowed operations, the value of the parameters to the operation are not
provided because thereis no way to know the order and data types of the parameter for
an arbitrary operation. Audit entries for logon and impersonation include the identity
of the principal attempting to be authenticated. For information about setting up the
ul og file, see Monitoring Log Files in the Administration Guide.

Y ou can enhance the auditing capabilities of your WebL ogic Enterprise application by
using an auditing plug-in. The WebL ogic Enterprise system will invoke the auditing
plug-in at predefined execution points, usually before an operation is attempted and
then when potential security violations are detected or when operations are
successfully completed. The actions taken to collect, process, protect, and distribute
auditing information depend on the capabilities of the auditing plug-in. Care should be
taken with the performance impact of audit information collection, especially
successful operation audits, which may occur at a high rate.

Auditing decisions are based partly on user identity, which is stored in an auditing
token. Because auditing tokens are generated by the authentication plug-in, providers
of authentication and auditing plug-ins need to ensure that these plug-ins work
together.

The purpose of an auditing request isto record an event. Each auditing plug-in returns
one of two responses: success (the audit succeeded and the event was logged) or
failure (theaudit failed andthe event was not logged the event). Anauditing plug-in
is called once before the operation is performed and once after the operation

compl etes.

m The preoperation audit allows the auditing of both attemptsto call an operation,
and also alows storage of input data for the postoperation check.

m The postoperation audit reports the status of the completion of an operation. For
failure status, the postoperation audit is called to report a potential security
violation. Usually thistype of report is issued when a preoperation or
postoperation authorization check fails or when some other potential security
attack is detected.

Multiple implementations of the auditing plug-in can be used in a WebL ogic
Enterprise application. Using multiple authorization plug-ins causes more than one
preoperation and postoperation auditing operation to be performed.
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When using multiple auditing plug-ins, all the plug-ins are placed under asingle
master auditing plug-in. Each subordinate authorization plug-in returns SUCCESS or
FAI LURE. If any plug-in failsthe operation, the auditing master plug-in determinesthe
outcome to be FAI LURE. Other error returns are also considered FAI LURE. Otherwise,
SUCCESS is the outcome.

In addition, a WebL ogic Enterprise system process may call an auditing plug-in when
apotential security violation occurs. (Suspicion of a security violation ariseswhen a
preoperation or postoperation authorization check fails or when an attack on security
is detected.) In response, the auditing plug-in performs a postoperation audit and
returns whether the audit succeeded.

The auditing process is somewhat different for users of the auditing feature provided
by the WebL ogic Enterprise product and users of auditing plug-ins. The default
auditing feature does not support preoperation audits. If the default auditing feature
receives a preoperation audit request, it returns immediately and does nothing.

If you choseto use an auditing plug-in other than the default auditing plug-in, you must
configure the auditing plug-in the registry of the WebL ogic Enterprise system. For
more detail about the registry, see “Configuring Security Plug-Ins” on page 9-1

For more information about auditing plug-ins, including installation and configuration
procedures, see your BEA account executive.

Link-Level Encryption

3-16

Link-level encryption (LLE) establishes data privacy for messages moving over the
network links. The objective of LLE is to ensure confidentiality so that a
network-based eavesdropper cannot learn the content of WebLogic Enterprise syste
messages or WebLogic Enterprise application-generated messages. It employs the
symmetric key encryption technique (specifically, RC4), which uses the same key fol
encryption and decryption.

When LLE is being used, the WebLogic Enterprise system encrypts data before
sending it over a network link and decrypts it as it comes off the link. The system
repeats this encryption/decryption process at every link through which the data passe
For this reason, LLE is referred to as a point-to-point facility.

LLE can be used on the following types of network links:
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BEA Tuxedo Workstation client to Workstation Handler (WSH)
Bridge-to-bridge (machine to machine in a WebL ogic Enterprise domain)
Administrative utility (such ast mboot or t mshut down) totli sten

WebL ogic Enterprise domain gateway to WebL ogic Enterprise domain

Note: LLE cannot be used to protect connections between remote WebL ogic

Enterprise client applications and the |1OP Listener/Handler.

Therearethreelevelsof LLE security: 0-bit (no encryption), 56-bit (International ), and
128-bit (United States and Canada). The International LLE version allows 0-bit and
56-bit encryption. The United Statesand Canada L L E version alows0, 56, and 128-bit
encryption.

How LLE Works

LLE worksin the following way:

1

The system administrator sets parameters for any processes that want to use LLE
to control the encryption strength.

e Thefirst configuration parameter isthe minimum encryption level that a
process will accept. It is expressed as a key length: 0, 56, or 128 bits.

e The second configuration parameter is the maximum encryption level a
process can support. It also is expressed as a key length: 0, 56, or 128 bits.

For convenience, the two parameters are denoted as (i n, max). For example,
the values (56, 128) for a process mean that the process accepts at least 56-bit
encryption but can support up to 128-bit encryption.

An initiator process begins the communication session.

A target process receives the initial connection and starts to negotiate the
encryption level to be used by the two processes to communicate.

4. Thetwo processes agree on the largest common key size supported by both.
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5. The configured maximum key size parameter is reduced to agree with the
installed software's capabilities. This step must be done at link negotiation time,
because at configuration time it may not be possible to verify a particular
machine'sinstalled encryption package.

6. The processes exchange messages using the appropriate encryption level.

Figure 3-5 illustrates these steps.

Figure3-5 How LLE Works
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Encryption Key Size Negotiation

3-18

When two processes at the opposite ends of anetwork link need to communicate, they
must first agree on the size of the key to be used for encryption. This agreement is
resolved through a two-step process of negotiation.

1. Each processidentifiesits own ni n- max values.

2. Together, the two processes find the largest key size supported by both.
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Determining min-max Values

When either of thetwo processes startsup, the WebL ogic Enterprise system (1) checks
the bit-encryption capability of theinstalled LLE version by checking the LLE
licensing informationinthel i c. t xt fileand (2) checksthe LLE ni n- max valuesfor
the particular link type as specified in the two configuration files. The WebL ogic
Enterprise system then proceeds as follows:

m If the configured m n-nax values accommodate the installed LLE version, then
the local software assigns those values as the ni n-max values for the process.

m If the configured m n-max values do not accommodate the installed LLE version,
for example, if the International LLE version isinstalled but the configured
mi n-max values are (0, 128), then the local software issues a run-time error;
link-level encryption is not possible at this point.

m If thereare no m n-nmax values specified in the configurations for a particular
link type, then the local software assigns 0 as the minimum value and assigns the
highest bit-encryption rate possible for the installed L LE versions as the
maximum value, that is, (0, 128) for the United States and Canada LL E version.

Finding a Common Key Size

After the m n-max values are determined for the two processes, the negotiation of key
size begins. The negotiation process need not be encrypted or hidden. Once akey size
is agreed upon, it remainsin effect for the lifetime of the network connection.

Table 3-5 showswhich key size, if any, is agreed upon by two processes when all
possible combinations of m n-max values are negotiated. The header row holds the
m n-max values for one process; the far left column holds the ni n-nax values for the
other.

Table 3-5 Interprocess Negotiation Results

(0,0) (0, 56) (0, 128) (56, 56) (56,128) (128, 128)
(0,0 0 0 0 ERROR ERROR ERROR
(0, 56) 0 56 56 56 56 ERROR
(0, 128) 0 56 128 56 128 128
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Table 3-5 Interprocess Negotiation Results

(0, 0) (0, 56) (0, 128) (56, 56) (56,128) (128, 128)
(56, 56) ERROR 56 56 56 56 ERROR
(56, 128) ERROR 56 128 56 128 128
(128, 128) ERROR ERROR 128 ERROR 128 128

WSL/WSH Connection Timeout During Initialization

Thelength of timeaWorkstation client cantakefor initialization islimited. By default,
thisinterval is 30 seconds in an application not using LLE, and 60 secondsin an
application using LLE. The 60-second interval includes the time needed to negotiate
an encrypted link. Thistimelimit can be changed when L LE is configured by changing
the value of the MAXI NI TTI ME parameter for the Workstation Listener (WSL) server
in the UBBCONFI Gfile, or the value of the TA_MAXI NI TTI ME attribute in the T_WsL
class of the ws_M B(5).

Development Process

LLE isavailable in the base WebL ogic Enterprise product. The implementation of
LLE isan administrative task. The system administrators for each WebL ogic
Enterprise application set mi n-max values in the UBBCONFI Gfile that control
encryption strength. When the two WebL ogic Enterprise applications establish
communication, they negotiate what level of encryption to use to exchange messages.
Once an encryption level is negotiated, it remains in effect for the lifetime of the
network connection.
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The SSL Protocol

The WebL ogic Enterprise product provides the industry-standard SSL protocol to
establish secure communications between client and server applications. When using
the SSL protocoal, principals use digital certificatesto prove their identity to a peer.

The default behavior of the SSL protocol in the WebL ogic Enterprise product is to
havethellOP Listener/Handler proveitsidentity to the principal who initiated the SSL
connection using digital certificates. The digital certificates are verified to ensure that
each of the digital certificates has not been tampered with or expired. If thereisa
problem with any of the digital certificatesin the chain, the SSL connectionis
terminated. In addition, theissuer of adigital certificate is compared against a list of
trusted certificate authorities to verify the digital certificate received from the I1OP
Listener/Handler has been signed by acertificate authority that istrusted by the
WebL ogic Enterprise domain.

Figure 3-6 provides a conceptual overview of the SSL protocol.

Figure3-6 The SSL Protocol
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How the SSL Protocol Works

The SSL protocol works in the following manner:
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. Theinitiating application instantiates the Bootstrap object with a URL in the form

of corbal oc: // host: port or corbal ocs:// host: port.

If you usethe cor bal oc: // host : port URL address format, the bootstrapping
process is unsecure. You can use the aut hent i cat e() method of the
SecuritylLevel 2:: Princi pal Aut henti cat or interface and the

i nvocati ons_opti ons_requi red() method to secure the bootstrapping
process and specify that certificate-based authentication is to be used.

. Theinitiating application receives the digital certificates of the principal, in this

case the I|OP Listener/Handler. The security context is established as result of a
Tobj Bootstrap::resolve_initial _references() ora

Tobj : : Princi pal Aut henti cat or:: Logon() method. This step is transparent
to the user of the application.

. If the verification succeeds, the WebL ogic Enterprise system constructs a

Credenti al s object. The Credenti al s object for the principa represents the
security context for the current thread of execution.

. Theinitiating application invokes a WebL ogic Enterprise object in the WebL ogic

Enterprise domain using an object reference.

. Therequest is packaged into an I1OP request and is forwarded to the I1OP

Listener/Handler that associates the request with the established security context.

Therequest isdigitally signed and/or encrypted before it is sent to the [|OP
Listener/Handler. The WebL ogic Enterprise system performs the signing and
sealing of requests.

. ThellOP Listener/Handler receives the request from the initiating application.

Therequest is decrypted.

. ThellOP Listener/Handler forwards the reguest to the appropriate WebL ogic

Enterprise object.

Figure 3-7 illustrates these steps.
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Figure 3-7 How the SSL Protocol Worksin a WebL ogic Enterprise Application
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Requirements for Using the SSL Protocol

To usethe SSL protocol in aWebL ogic Enterprise application, you need to install the
WebL ogic Enterprise Security Pack. Information about installing the WebL ogic
Enterprise Security Pack can be found in the BEA WebL ogic Enterprise Installation
Guide.

The WebL ogic Enterprise implementation of the SSL protocol isflexible enough to fit
into most public key infrastructures. The WebL ogic Enterprise product requires that
digital certificates are stored in an LDAP-enabled directory. Y ou can choose any
LDAP-enabled directory service. You also need choose the certificate authority from
which to obtain digital certificates and private keys used in a WebL ogic Enterprise
application. Y ou must have an LDAP-enabled directory service and a certificate
authority in place before using the SSL protocol in aWebL ogic Enterprise application.
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Development Process for the SSL Protocol

3-24

Using the SSL protocol in a WebL ogic Enterprise application is primarily an
administration process. Table 3-3 lists the administration steps required to set up the
infrastructure required to use the SSL protocol and configure the 11OP
Listener/Handler for the SSL protocol. For adetailed description of the administration
steps, see “Managing Public Key Security” on page 4ahd“Configuring the SSL
Protocol” on page 6-1

Once the administration steps are complete, you can use either Username/Passwor
authentication or certificate-based authentication in your WebLogic Enterprise
application. For more information, sé&riting a WebLogic Enterprise CORBA
Application that Implements Security” on page 1drladdition, you can use the SSL
protocol with Enterprise JavaBeans, for more information;\8&#&ing a WebLogic
Enterprise Enterprise JavaBean That Implements Security” on page 12-1

Note: If you are using the BEA CORBA C++ or CORBA Java ORB as a server
application, the ORB can also be configured to use the SSL protocol. For more
information, se€Configuring the SSL Protocol” on page 6-1

Table 3-6 Administration Stepsfor the SSL Protocol

Step  Description

1 Install the WebL ogic Enterprise Security Pack.
2 Set up an LDAP-enabled directory service.
3 Obtain adigital certificate and private key for the |1 OP Listener/Handler from a

certificate authority.

4 Publish the digital certificates for the I|OP Listener/Handler and the certificate
authority in the LDAP-enabled directory service.

5 Definethe SEC_PRI NCI PAL_NAME, SEC_ PRI NCI PAL_LOCATI ON, and
SEC PRI NCl PAL_PASSVAR parameters for the ISL server processin the
UBBCONFI Gfile.

6 Define aport for secure communication on the 11OP Listener/Handler using the - S
option of the ISL command.
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Table 3-6 Administration Sepsfor the SSL Protocol (Continued)

Step  Description

7 Create a Trusted Certificate Authority file (trust_ca.cer) that definesthe certificate
authorities trusted by the [1OP Listener/Handler.

8 Usethet m oadcf command to load the UBBCONFI Gfile.

9 Optionally, create a Peer Rulesfile (peer _val . rul ) for the IOP

Listener/Handler.

10 Optionally, modify the LDAP Search filter file to reflect the directory hierarchy in
place in your enterprise.

Figure 3-8illustratesthe configuration of aWebL ogic Enterprise application that uses
the SSL protocoal.
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Figure 3-8 Configuration for Usingthe SSL Protocol in a WebL ogic Enterprise
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Single Sign-0On

Single sign-on allows authenticated principalsin aWebL ogic Server realm to make
secure requests on CORBA objects or EJBs in the WebL ogic Enterprise domain.
Single sign-on is only supported over the connection pool provided by WebL ogic
Enterprise Connectivity and only if the connection pool has established a trust
relationship with the WebL ogic Enterprise environment. The trust relationship of the
pool can be established in one of the following ways:
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m  With username/password authentication. In this scenario, the WebL ogic Server
principal isauthenticated but the request between the WebL ogic Server realm
and the WebL ogic Enterprise domain is unprotected.

m  With username/password authentication and the SSL protocol. In this scenario,
the SSL protocal is used to protect the integrity and confidentiality of the
request.

m  Withthe SSL protocol and certificate-based authentication. This is the most
secure scenario, however, it requires that both the WebL ogic Server application
and the WebL ogic Enterprise application implement public key security.

“Configuring Single Sign-on” on page 8-1 describes how to implement each of the
Single sign-on options.

PKI Plug-Ins

The WebLogic Enterprise product provides a PKI environment which includes the
SSL protocol and the infrastructure needed to use digital certificates. However, you
can use the PKIl interfaces to integrate a PKI plug-in that supplies custom
message-based digital signature and message-based encryption to your WebLogic
Enterprise applications. Table 3-7 describes the PKI interfaces.

Table 3-7 PKI Interfaces

PKI Interface Description

Public key initialization Allows public key software to open public and
privatekeys. For example, gateway processes may
need to have access to a specific private key in
order to decrypt messages before routing them.

Key management Allows public key software to manage and use
public and private keys. Note that message digests
and session keys are encrypted and decrypted
using thisinterface, but no bulk data encryptionis
performed using public key cryptography. Bulk
dataencryption is performed using symmetric key
cryptography.
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Table 3-7 PKI Interfaces

PKI Interface Description

Certificate lookup Allows public key software to retrieve
X.509v3 digital certificates for a given
principal. Digital certificates may be stored
using any appropriate certificate repository,
such as Lightweight Directory Access
Protocol (LDAP).

Certificate parsing Allows public key software to associate a simple
principal name with an X.509v3 digita certificate.
The parser analyzesadigital certificateto generate
aprincipal name to be associated with the digital

certificate.

Certificate validation Allowspublic key softwareto validate an X.509v3
digital certificate in accordance with specific
business logic.

Proof material mapping Allows public key software to access the proof

materials needed to open keys, provide
authorization tokens, and provide auditing tokens.

The PKI interfaces support the following algorithms:

m Public key algorithms: Rivest, Shamir, and Adelman (RSA) and Digital
Signature Algorithm (DSA)

m  Symmetric key algorithms:
e Data Encryption Standard for Cipher Block Chaining (DES-CBC)
e Two-key triple-DES
e Rivest's Cipher 4 (RC4)
m Message digest algorithms:
¢ Message Digest 5 (MD5)
e Secure Hash Algorithm 1 (SHA-1)
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If you chose to use a PKI plug-in, you must configure the PKI plug-in the registry of
the WebL ogic Enterprise system. For more detail about the registry, see “Configuring
Security Plug-Ins” on page 9-1

For more information about PKI plug-ins, including installation and configuration
procedures, see your BEA account executive.

Commonly Asked Questions About the
WebLogic Enterprise Security Features

The following sections answer some of the commonly asked questions about the
WebLogic Enterprise Security features.

Do | Have to Change the Security in an Existing WebLogic
Enterprise Application?

The answer is no. If you are using security interfaces from previous versions of the
WebLogic Enterprise product in your WebLogic Enterprise application there is no
requirement for you to change your WebLogic Enterprise application. You can leave
your current security scheme in place and your existing WebLogic Enterprise
application will work with WebLogic Enterprise applications built with the WebL ogic
Enterprise 5.0 product.

For example, if your WebLogic Enterprise application consists of a set of server
applications which provide general information to all client applications which
connect to them, there is really no need to implement a stronger security scheme. If
your WebLogic Enterprise application has a set of server applications which provide
information to client applications on an internal network which provides enough
security to detect sniffers, you do not need to implement the features in the WebLogic
Enterprise Security Pack.
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Can | Use the SSL Protocol in an Existing WebLogic
Enterprise Application?

The answer isyes. Y ou may want to take advantage of the extra security protection
provided by the SSL protocol in your existing WebL ogic Enterprise application. For
example, if you have a WebL ogic Enterprise server application which provides stock
pricesto aspecific set of client applications, you can usethe SSL protocol to make sure
the client applications are connected to the correct WebL ogic Enterprise server
application and that they are not being routed to a fake WebL ogic Enterprise server
application with incorrect data. A username and password is sufficient proof material
to authenticatetheclient application. However, by using the SSL protocol, the message
reguest/reply information can be protected as an additiona level of security.

The SSL protocol offers WebL ogic Enterprise applications the following benefits:

m Protection of the entire conversation including the initial bootstrapping process.
The SSL protocol protects against man-in-the-middle attacks, replay attacks,
tampering, and sniffing.

m Evenif you only use the default settings, the SSL protocol provides signed and
sealed protection since the default encryption settings are a minimum of 56 bit
by default.

m Client verification of the connected I1OP Listener/Handler using the digital
certificate of the IIOP Listener/Handler. The client application can then apply
additional security rulesto restrict access to the client application by the [|OP
Listener/Handler. This protection also appliesto |1OP Listener/Handlers
connecting to remote server applications when using callback objects.

Tousethe SSL protocol inaWebL ogic Enterprise application, set up theinfrastructure
to use digita certificates, change the command-line options on the I SL server process
to use the SSL protocol, and configure a port for secure communications on the 110OP
Listener/Handler. If your existing WebL ogic Enterprise application uses
Username/Password authentication, you can use that code with the SSL protocol. If
your WebL ogic Enterprise C++ CORBA client application does not already catch the
I nval i dDomai n exception when resolving initial references to the Bootstrap object
and performing authentication, write code to handle this exception. For more
information, see “The SSL Protocol” on page 3-21.
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Note: The Javaimplementation of the

Tobj _Bootstrap::resolve_initial _references() method doesnot
throw an I nval i dDomai n exception. When the cor bal oc or cor bal ocs
URL address formats are used, the

Tobj _Bootstrap: :resolve_initial _references() method internally
catchesthe I nval i dDomai n exception and throws the exception as a

COMM _FAI LURE. The method functions this way in order to provide backward
compatibility.

When Should I Use Certificate-based Authentication?

Y ou might be ready to migrate your existing WebL ogic Enterprise application to use
Internet connections between the WebL ogic Enterprise application and web browsers
and commercia web servers. For example, users of your Webl ogic Enterprise
application might be shopping over the Internet. The users must be confident that:

They are in fact communicating with the server at the online store and not an
impostor that mimics the store’s server to get credit card information.

The data exchanged between the user of the WebLogic Enterprise application
and the online store will be unintelligible to network eavesdroppers.

The data exchanged with the online store will arrive unaltered. An instruction to
order $500 worth of merchandise must not accidently or maliciously become a
$5000 order.

In these situations, the SSL protocol and certificate-based authentication offer
WebLogic Enterprise applications the maximum level of protection. In addition to the
benefits achieved through the use of the SSL protocol, certificate-based authentication
offers WebLogic Enterprise applications:

[IOP Listener/Handler verification of the client application that initiates a
request using the digital certificate of the client application. In addition, the [IOP
Listener/Handler can apply additional rules which restrict access to the client
application based on the identity established by the digital certificate. A remote
ORB acting as a server application can also be configured to allow mutual
authentication and verify the identity of a client application based on a digital
certificate.

Inside the WebLogic Enterprise domain, the client application can still have a
BEA Tuxedo username and password. The IIOP Listener/Handler maps the
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identity defined in a digital certificate to a BEA Tuxedo username and password
thus allowing existing WebL ogic Enterprise applications to have an identity in
native WebL ogic Enterprise server applications.

For more information, see “The SSL Protocol” on page 3-21.
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CHAPTER

4 Managing Public Key
Security

Thistopic includes the following sections:

Requirements for Using Public Key Security

Who Needs Digital Certificates and Private/Private Key Pairs
Requesting a Digital Certificate

Publishing Certificatesin the LDAP Directory Service
Editing the LDAP Search Filter File

Storing the Private Keys in aCommon Location

Defining the Trusted Certificate Authorities

Creating a Peer Rules File

Perform the tasks in this topic only if you are using the SSL protocol, or
certificate-based authentication in your WebL ogic Enterprise application.

Requirements for Using Public Key Security

To use the SSL protocol and public key security to protect communication between
principals and the WebL ogic Enterprise domain, you need to install the WebL ogic
Enterprise Security Pack. The WebL ogic Enterprise Security Pack contains the files
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necessary to enable the use of the SSL protocol and the infrastructure for public key
security. For complete information about installing the WebL ogic Enterprise Security
Pack, see the BEA WebLogic Enterprise Installation Guide.

Y ou also need to choose a Lightweight Directory Access Protocol server and a
certificate authority (either commercial or private) set up for your organization before
implementing Public Key Security.

Who Needs Digital Certificates and
Private/Private Key Pairs

To usethe SSL protocol in the WebL ogic Enterprise Security environment, you need
aprivate key and a digitally-signed certificate containing the matching public key.
How many digital certificates and private keysyou need depends on how you plan to
use the SSL protocol.

m |f the SSL protocol isbeing used for protection of a network connection between
aremote client and the I1OP Listener/Handler, you only need to obtain a digital
certificate and private key for the |1OP Listener/Handler.

In this case, the remote client must only be configured with alist of trusted
certificate authorities.

m |f the SSL protocol is being used with certificate-based authentication, you need
to obtain adigital certificate and private key for the 11OP Listener/Handler and
each principa that will access the WebL ogic Enterprise application.

Requesting a Digital Certificate

Toacquire adigital certificate, you need to submit your request for adigital certificate
in a particular format called a certificate signature request (CSR). How you create a
CSR depends on the certificate authority you use. Certificate authorities typically

4-2 Using Security



Publishing Certificates in the LDAP Directory Service

provide ameansto generate a public key, private key, and a CSR which contains your
public key. To create a CSR follow the steps outlined by your chosen certificate
authority.

When you complete the stepsto create a CSR, you receive the following files from the
certificate authority:

File Description
key. der The private key file.
request. pem The CSR file which you submit to the

certificate authority. It containsthe same data
asthe. demfile but thefileis encoded in
ASCII so that you can copy it into e-mail or
pasteit into aweb form.

To purchase adigita certificate from acertificate authority, you submit the CSR to the
certificate authority according to the enrollment procedure of the certificate authority.
Some commerical certificate authoritiesallow you to purchase digital certificates over
through the Web.

Publishing Certificates in the LDAP Directory
Service

The use of aglobal directory serviceisthe most popular way to store digital
certificates. A directory service simplifies the management of information that needs
to beglobally avail ableto an ever-growing number of users. An LDAP server provides
access to avariety of directory services.

The WebL ogic Enterprise product when configured to use the SSL protocol can
retrieve digital certificates for principals and certificate authorities from an LDAP
directory service, such as Netscape Directory Service or Microsoft Active Directory.
Before you can use the SSL protocol or certificate-based authentication, you need to
install an LDAP directory serviceand configureit for your organization. BEA Systems
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does not provide nor recommend any specific LDAP directory service. However, the
LDAP directory service you choose should support the X.500 scheme definition and
the LDAP version 2 or 3 protocol.

LDAPdirectory servicesdefineahierarchy of object classes. While there are anumber
of different object classes, thereis a small set associated with digital certificates.
Figure 4-1 illustrates the object classestypically associated with digital certificates.

Figure4-1 LDAP Directory Structurefor Digital Certificates

root

strongAuthenticationUser certificationAuthority

userCertificate caCertificate

Onceyou receive your digital certificates from the certificate authority, store them in
the LDAP directory service as follows:

m Digital certificatesfor the IIOP Listener/Handler and any principals are stored in
the LDAP directory service with an attribute of user Certi fi cat e on an object
class with that attribute defined. Typically, these digital certificates are stored as
an instance of the st rongAut henti cati onUser object class as defined by
X.500.

m Digital certificatesfor certificate authorities are stored in LDAP directory
service with an attribute of caCer ti fi cate onan object class with that
attribute defined. Typically, these digital certificates are stored as an instance of
thecertificateAuthority classasdefined by X.500.

If your LDAP schemerequiresthe use of different classes, you will need to modify the
LDAP search file as described in “Editing the LDAP Search Filter File” on page 4-5.

The WebLogic Enterprise product requires that the digital certificates be stored in the
directory service in Privacy Enhanced Mail (PEM) format.
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Editing

Refer to the BEA WebLogic Enterprise Installation Guide for information about
integrating an LDAP directory service into the WebL ogic Enterprise environment.

the LDAP Search Filter File

When configuring a WebL ogic Enterprise application to use the SSL protocol or
certificate-based authentication, you may need to customizethe LDAP searchfilter file
to limit the scope of the search of the directory service or specify the object classesthat
will beusedto hold thedigital certificates. Customizing the LDAP search filter file can
result in significant performance gains. The WebL ogic Enterprise Security Pack ships
with the following LDAP search filters:

m A filter stanzathat searches the directory service for digital certificates assigned
to certificate authorities. The filter limitsits search to instances of the
certificationAuthority objectclass.

m A filter stanzathat searches the directory service for digital certificates assigned
to principas. The filter limits its search to instances of the
st rongAut henti cati onUser object class.

If the directory service scheme for your organization is defined to store digital
certificates in object classes other than certi fi cati onAut hori ty and

st rongAut henti cat i onUser , the LDAP search filter file must be modified to
specify those object classes.

Y ou can specify alocation of the LDAP search filter file during the installation of the
WebL ogic Enterprise Security pack. For moreinformation, see the BEA WebLogic
Enterprise Installation Guide.

The LDAP search filter file should be owned by the administrator account. BEA
recommends that the file be protected so that only the owner has read and write
privilegesfor the file and all other users have only read privileges for the file.

To limit the search of the directory service for digital certificates for principals and
certificate authorities, you need to modify the filter stanzasidentified by the following
tagsin the LDAP search filter file:

m BEA person_| ookup

m BEA i ssuer_| ookup
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These tags identify the stanzas in the LDAP search filter file that contains the filter
expression that will be used when looking up information in the directory service.
These BEA -specific tags allow the stanzas of an LDAP search filter fileto be storedin
acommon LDAP search filter file with stanzas used by other LDAP-enabled
applications that might be found in your organization.

Thefollowing is an example of the stanzas of an LDAP search filter file used by the
WebL ogic Enterprise product for the SSL protocol and certificate-based
authentication:

“BEA_person_lookup”
“x (] (objectClass=strongAuthenticationUser) (mail=%v))”
“e-mail address”
“(|(objectClass=strongAuthenticationUser) (mail=%v))”
“start of e-mail address”
“BEA _issuer_lookup”
“xm e i (& (objectClass=certificationAuthority)
(cn=%v)” “exact match cn”
(sn=%v))" “exact match sn”

m BEA_person_lookup  specifiesto search the LDAP directory service for
principals by their e-mail addresses.

m BEA_issuer_lookup  specifiesto search the LDAP directory service for
principals by their common names (cn).

See the documentation for your LDAP-enabled directory service for additional
information about LDAP search file filters.

Storing the Private Keys in a Common
Location

When a principal generates a CSR, they typically get afile with a private key.
Principals need this private key fileto verify their identity in the authentication
process. Assign the private key file protections so that only the owner of the private
key file has read privileges and all other users have no privileges to access the file.
Private key files must be stored as PEM-encoded PK CS #8 protected format.
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The WebL ogic Enterprise system uses the e-mail address of the principal to construct
aname for the private key file asfollows:

1. The @character in the name is replaced by an underscore (_) character.
2. All characters after the dot (. ) character are deleted.
3. A . PEMfile extension is appended to thefile.

For example, if the name of the principal ismi | 0zzi @i gconpany. comtheresulting
private key fileismi | 0zzi _bi gconpany. pem This haming convention allows an
enterprise to have multiple principals that share a common username but are in
different e-mail domains.

The WebL ogic Enterprise software looks in the following directories for private key
files:

Window NT
9%HOVEDRI VE% %HOVEPATHY%

UNIX
$HOVE

The WebL ogic Enterprise software a so looks in the following directory for private
key files:

$TUXDI R/ udat aobj / security/ keys

The / keys directory should be protected so that only the owner hasread privilegesfor
the directory and all other users do not have privileges to access the directory.

Listing 4-1 provides an example of a private key file.

Listing4-1 Example of Private Key File

----- BEGA N ENCRYPTED PRI VATE KEY-- - - -
M | CoDAaBgkghki BwOBBOMWDQQ t SFrt Ycf KygCAQUEggKAEgr Mko8gYB/ MOSXG
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Defining the Trusted Certificate Authorities

4-8

When establishing an SSL connection, the WebL ogic Enterprise processes (client
applications and the 11OP Listener/Handler) check theidentity of the certificate

authority and certificates from the peer’s digital certificate chain against a list of
trusted certificate authorities to ensure the certificate authority is trusted by the
organization. This check is similar to the check done in Web browsers. If the
comparison fails, the initiator of the SSL connection refuses to authenticate the targe
and drops the SSL connection. It is typically the job of the system administrator to
define a list of trusted certificate authorities.

Retrieve from the LDAP directory service the digital certificates for the certificate
authorities that are to be trusted. Cut and paste the PEM formatted digital certificate
into a file named r ust _ca. cer which is stored in

$TUXDI R udat aobj / security/certs. Thetrust _ca. cer can be edited with any

text editor.

Thetrust_ca. cer file should be owned by the administrator account. BEA
recommends that the file be protected so that only the owner has read and write
privileges for the file and all other users have only read privileges for the file.

Listing 4-2 provides an example of a Trusted Certificate Authority file.

Listing 4-2 Exampleof Trusted Certificate Authority File

----- BEG N CERTI FI CATE- - - -

M | Euz CCBCSgAW BAgl QKt ZuMbAOz S9dZal ATIxI uDANBgkghki GOw0BAQQFADCB
z DEXMBUGALUEChMOVmMVyaVNpZ24s| El uYy4xHz AdBgNVBASTFI ZI cml TaWilul FRy
dXNOI E5I dHdvensx Rj BEBgNVBAs TPXd3dy522XJpc2l nbi 5 b20vcm/wb3Npd®y
eS9SUEEgSWEj b3JwlLi BCe SBSZWYULEXxJQUI uTFREKGVpOTgx SDBGBgNVBAMI P1Z|
cm TaWdul ENs YXNz | DEgQOEgSWhkaXZpZHVhbCBTdW z Y3Jp Yy LVBI cnNvbnEg

-----END CERTI FI CATE- - - - -
----- BEGI N CERTI FI CATE- - - -

M | Euz CCBCSgAW BAgl QKt ZuMbACz S9dZal ATIxI uDANBgkghki GOw0BAQQFADCB
z DEXMBUGALUEChMOVmMVVyaVNpZ24s| El uYy4xHz AdBgNVBASTFI ZI cml TaWiul FRy
dXNOI E5I dHdvensx Rj BEBgNVBAs TPXd3dy522XJpc2l nbi 5] b20vcmywb3NpdX®y
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Creating a Peer Rules File

When communicating across network links, it isimportant to validate the peer to
which you are connected is the intended or authorized peer. Without this check, itis
possible to make a secure connection, exchange secure messages, and receive avalid
chain of digital certificates but till be vulnerable to a Man-in-the-Middle attack. Y ou
perform peer validation by verifying a set of specified information contained in the
peer digital certificate against alist of information that specifiestherulesfor validating
peer trust. The system administrator maintains the Peer Rules file.

The Peer Rules are maintained in an ASCI| file named peer _val . rul . Store the
peer_val . rul fileinthefollowing location in the WebL ogic Enterprise directory
structure:

$TUXDI R/ udat aobj / security/certs

Listing 4-3 provides an example of a Peer Rulesfile.

Listing 4-3 Example of Peer RulesFile

This file contains the list of rules for validating if
a peer is authorized as the target of a secure connection

H H H

O=Ace I ndustry

O="Acme Systems, Inc.”; OU=Central Engineering;L=Herkimer;S=NY
O="Ball, Corp.”, C=US

o=Ace Industry, ou=QA, cn=www.ace.com

Each rulein the Peer Rulesfileis comprised of aset of elementsthat areidentified by
akey. The WebL ogic Enterprise product recognizes the key nameslisted in Table 4-1.
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Table4-1 Supported Keysfor Peer RulesFile

Key Attribute

CN CommonName

SN SurName

L LocalityName

S StateOrProvinceName

O OrganizationName

aJ Organizationa UnitName
C CountryName

E Email Address

Each key is followed by an optional white space, the character =, an optiona white

space, and finally the val ue to be compared. The key isnot case sensitive. A ruleisnot

a match unless the subject's distinguished name contains each of the specified
elements in the rule and the values of those elements match the values specified in t
rule, including case and punctuation.

Each line in the Peer Rules file contains a single rule that is used to determine if a
secure connection is to be established. Rules cannot span lines; the entire rule mus
appear on a single line. Each element in the rule can be separated by either a comn
(,) or semi-colon;() character.

Lines beginning with the pound charactérgre comments. Comments cannot appear
on the same line as the name of an organization.

A value must be enclosed in single quotation marks if one of the following cases is
true:

m Strings contain any of the following characters:
,+=""<CR><>#;

m Strings have leading or trailing spaces

m Strings contain consecutive spaces
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By default, the WebL ogi c Enterprise product verifies peer information agai nst the Peer
Rulesfile. If you do not want to perform this check, create an empty Peer Rulesfile.
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CHAPTER

5 Configuring Link-Level
Encryption

Thistopic includes the following sections

m Understanding min and max Vaues

m Verifying the Installed Version of LLE

m Configuring LLE on WebL ogic Enterprise Application Links
m Configuring LLE on BEA Tuxedo Workstation Client Links
m Configuring LLE on Bridge Links

m Configuring LLE on tlisten Links

m Configuring LLE on Domain Gateway Links

Understanding min and max Values

Before you can configure L LE for your WebL ogic Enterprise application, you need to
be familiar with the LLE notation: (ni n, max). The defaults for these parameters are:

m Formn:0

m For max: Number of bitsthat indicates the highest level of encryption possible
for theinstalled LLE version

Using Security 5-1



5

Configuring Link-Level Encryption

For example, the default mi n and nax values for the United States and Canada LLE
version are (0, 128). If you want to change the defaults, you can do so by assigning new
values to mi n and nax in the UBBCONFI Gfile for your application.

Verifying the Installed Version of LLE

5-2

Before setting the mi n and max valuesfor your WebL ogic Enterprise application, you
need to verify what version of LLE isinstalled on your machine. Y ou can verify the
LLE version installed on a machine by running the t madni n command in ver bose
mode as follows:

tmadmn -v

Key lines from the WebL ogic Enterprise licensefile (1 i c. t xt ) appear on your
computer screen, similar to information in Listing 5-1. The entry 128- bi t

Encrypti on Package indicatesthat the United States and Canadaversionof LLE is
installed.

Listing5-1 LLE LicencelInformation

I NFO  BEA Engine, Version 2.4

INFO  Serial: 212889588, Expiration 2000-3-15, Maxusers 10000
INFO. Licensed to: ACME CORPORATI ON

INFO  128-bit Encrypti on Package

WebL ogic Enterprise license files are located in the following directories:
Windows NT
%IUXDl R udat aobj \lic.txt

UNI X
$TUXDI R/ udat aobj /i c. t xt
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Configuring LLE on WebLogic Enterprise
Application Links

To configure LLE in WebL ogic Enterprise applications, you need to set the
M NENCRYPTBI TS and MAXENCRYPTBI TS parameters in the UBBCONFI Gfile for each
WebL ogic Enterprise application participating in the network connection, as follows:

m  The M NENCRYPTBI TS parameter specifies that at least the defined number of
bits are meaningful.

m The MAXENCRYPTBI TS parameter specifies that encryption should be negotiated
up to the defined level.

The possible valuesfor theM NENCRYPTBI TS and MAXENCRYPTBI TS parametersare 0,
40, and 128. A value of zero means no encryption is used, while 40 and 128 specify
the number of significant bits in the encryption key.

Load the configuration file by running t ml oadcf . Thet m oadcf command parses
UBBCONFI G and |oads the binary TUXCONFI Gfile to the location referenced by the
TUXCONFI Gvariable.

Configuring LLE on BEA Tuxedo Workstation
Client Links

If Workstation clients are included in an application, the system administrator must
configure one or more Workstation Listeners (WSL s) to listen for connection requests
from Workstation clients. Each WSL uses one or more associated W orkstation
Handlers (WSHSs) to handle the Workstation client workload. Each WSH can manage
multiple Workstation clients by multiplexing all requests and replies with a particular
Workstation client over a single connection.
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As the system administrator, you enable Workstation client access to the application

by specifying aWSL server in the SERVERS section of the application\dBBCONFI G
file. You need to specify thez and- Z command-line options for the WSL server if
you want to override the defaults for the LhEn andnax parameters. You can only
use link-level encryption if LLE is installed on both the local machine and the
Workstation client.

Note: At the Workstation client end of a network connection, you use environment
variablesTM NENCRYPTBI TS andTMAXENCRYPTBI TS to override the defaults
for the LLE m n andnax parameters.

To configure LLE on Workstation client links, complete the following steps:

1. Ensure that you are working on the applica8TER machine and that the
application is inactive.

2. OpenUBBCONFI Gwith a text editor and add the following lines to 8BERVERS
section.

* SERVERS
WEL SRVGRP="group_name" SRVI D=server_nunber ...
CLOPT="-A -- -z min-Z max ..."

3. Load the configuration by running thei oadcf command. Theni oadcf
command parsedBBCONFI Gand loads the binarfuxCoNFI G file to the location
referenced by th8UXCONFI G variable.

When thet mhoot command starts the application, it passestie-- -z nmin -Z

max" command-line options to the WSL server. When establishing a network link
between a Workstation client and the WSH, the Workstation client and WSL negotiat:
the key size until they agree on the largest key size supported by both.

Configuring LLE on Bridge Links

5-4

The WebLogic Enterprise system architecture optimizes network communications by
establishing a multiplexechannel among the machines in a multiple-machine
application. WebLogic Enterprise application messages flow in both directions over
this channel, and the message traffic is managed by a specialized WebLogic Enterpri
server known as a Bridge server.
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Asthe system administrator, you place an entry in the NETWORK section of the
UBBCONFI Gfile for each machine in a WebL ogic Enterprise application on which a
Bridge server resides. Y ou heed to specify the M NENCRYPTBI TS and

MAXENCRYPTBI TS optional run-time parameters for the Bridge server if you want to
override the defaults for the LLE mi n and max parameters. Using LLE on
Bridge-to-Bridge linksis possible only if LLE isinstalled on the machines where the
Bridge serversreside.

To configure LLE on Bridge links, complete the following steps:

1. Ensure that you are working on the application MASTER machine and that the
application isinactive.

2. Open UBBCONFI Gwith atext editor and add the following lines to the NETWORK
section.

* NETWORK

LMD NADDR="bridge_network_address" BRI DCGE="bri dge_devi ce"
NLSADDR="1i st en_net wor k_addr ess"
M NENCRYPTBI TS=mi n
MAXENCRYPTBI TS=max

LM Disthe logical machine where the Bridge server resides; it has direct access
to the network device specified in the BRI DGE parameter.

3. Load the configuration by running thet m oadcf command. Thet m oadcf
command parses UBBCONFI G and | oads the binary TUXCONFI Gfile to the location
referenced by the TUXCONFI Gvariable.

When the t mboot command starts the WebL ogic Enterprise application, the Bridge
server reads the TUXCONFI Gfile to access various parameters, including

M NENCRYPTBI TS and MAXENCRYPTBI TS. When establishing a network link with a
remote Bridge server, the local and remote Bridge servers negotiate the key size until
they agree on the largest key size supported by both.
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Configuring LLE on tlisten Links

Thet i st en processisa network-independent listener process that provides
connections between nodes of a multiple-machine application, on which
administrative utilities such asthe t mboot command can run. The system
administrator installst | i st en on all machines defined in the NETWORK section of the
UBBCONFI Gfile.

To configure LLE ont1i st en links, follow the steps given in the previous topic,
“Configuring LLE on Bridge Links” on page 5-4. If you so desire, you can start a
separate instance ofi st en on the local machine by entering the command:

tlisten -1 nlsaddr [-z mn -Z nmax]

Then! saddr value must be the same as that specified foKtI$8DDR parameter for
this machine in th&ETWORK section of theJBBCONFI G file.

Configuring LLE on Domain Gateway Links

5-6

A domain gateway is @ DOVAI N process that relays service requests and service
replies between two or more WebLogic Enterprise applications. It provides
interoperability through a specially designed transaction processing (TP) protocol tha
flows over network transport protocols such as TCP/IP.

A domain gateway belongs talamain gateway group, for which a separate Domains
configuration file is required. A domain gateway group consists of a local domain
access point (LDOM) and the remote domain access points (RDOMSs) with which it
communicates. Like the application configuration fileBBCONFI G andTUXCONFI G,

a Domains configuration file is created in text format and then converted to binary
format. The text and binary files are referred t®&SONFI G and BDMCONFI G,
respectively. Th®MCONFI G andBDMCONFI G files, and the environment variables
associated with them, are described onDieONFI G(5) reference page in tiBEA
Tuxedo File Formats and Data Descriptions Reference.
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Asthe system administrator, you must place an entry in the DM TDOMAI N section of the
DMCONFI Gfile for each local domain access point that will accept requests for local
services from remote domain access points. Y ou must also create an entry for each
remote domain access point accessible by a defined local domain access point. Y ou
need to specify the M NENCRYPTBI TS and MAXENCRYPTBI TS optional run-time
parameters for each domain access point for which you want to override the defaults
for the LLE ni n and nax parameters. Domain-to-domain link-level encryptionis
possible only if LLE isinstalled on the machines where the domains reside.

To configure LLE on domain gateway links, complete the following steps:

1. Ensure that you are working on the application MASTER machine and that the
application isinactive.

2. Open DMCONFI Gwith atext editor and add the following lines to the DM TDOVAI N
section.

*DM TDOVAI N

# Local network addresses

LDOM  NWADDR="/ ocal _domai n_net wor k_addr ess"
NWDEVI CE=" | ocal _donai n_devi ce"
M NENCRYPTBI TS=ni n
MAXENCRYPTBI TS=nax

# Renpte networ k addresses

RDOM  NWADDR="renot e_domai n_net wor k_addr ess"
NWDEVI CE=" r enpt e_domai n_devi ce"
M NENCRYPTBI TS=ni n
MAXENCRYPTBI TS=nax

Lbovis alocal domain access point identifier, and Rbaviis aremote domain
access point identifier.

3. Load the configuration by running the dm oadcf command. The dm oadcf
command parses DMCONFI G and |oads the binary BDMCONFI G file to the location
referenced by the BDMCONFI Gvariable.

In the preceding example, when the t nhoot command starts the application, each
domain gateway reads the BDMCONFI G file to access various parameters, including
M NENCRYPTBI TS and MAXENCRYPTBI TS, and propagatesthose parameterstoitslocal
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and remote domains. When the local domain is establishing a network link with a
remote domain, the two domains negotiate the key size until they agree on the largest
key size supported by both.
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Configuring the SSL
Protocol

Thistopic includes the following sections:

Setting Parameters for the SSL Protocol

Defining a Port for SSL Network Connections

Enabling Host Matching

Setting the Encryption Strength

Setting the Interval for Session Renegotiation

Defining Security Parameters for the I11OP Listener/Handler
Example of Setting Parameters on the ISL System Process

Example of Setting Command-Line Options on the CORBA C++ ORB
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Setting Parameters for the SSL Protocol

To usethe SSL protocol or certificate-based authentication with the 11OP
Listener/Handler, the CORBA C++ object request broker (ORB), or the CORBA Java
ORB, you need to:

m  Specify the secure port on which SSL network connectionswill be accepted.
m  Specify the strength that will be used when encrypting data.

m  Optionally, set theinterval for session renegotiation (11OP Listener/Handler
only).

Thefollowing sections detail how to use the options of the ISL command, the
command-line options of the CORBA C++ ORB, or the system properties of the
CORBA Java ORB to set these SSL parameters.

Defining a Port for SSL Network
Connections

To define a port for SSL network connections:

m Usethe-S option of the ISL command to specify which port of the [|OP
Listener/Handler will listen for secure connections using the SSL protocol. You
can configure the I1OP Listener/Handler to allow only SSL connections by
setting the - S option and - n option of the ISL command to the same value.

m If you are using aremote CORBA C++ or CORBA Java ORB, use the
- ORBsecur ePort command-line option or system property on the ORB to
specify which port of the ORB will listen for secure connections using the SSL
protocol. You should set this command-line option or system property when
using callback objects or the WebL ogic Enterprise Notification Service.
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Note: If you are using the SSL protocol with ajoint client/server application, you
must specify aport number for SSL network connections. Y ou cannot use the
default.

Defining asecure port for SSL network connectionsrequires the WebL ogic Enterprise
Security Pack to beinstalled. If the - S option or the - ORBsecur ePort command-line
option or system property is executed and a license to enable the use of the SSL
protocol does not exist, the I10P Listener/Handler, CORBA C++ ORB, or CORBA
Java ORB will not start.

Enabling Host Matching

The SSL protocol is capable of encrypting messages for confidentiality; however, the
use of encryption does nothing to prevent a man-in-the-middl e attack. During a
man-in-the-middle attack, a principal masquerades as the location from which an
initiating application retrieves the initial object references used in the bootstrapping
process.

To prevent man-in-the-middle attacks, it is necessary to perform acheck to ensure that

the digital certificate received during an SSL connection isfor the principal for which

the connection was intended. Host Matching is a check that the host specified in the

object reference used to make the SSL connection matches the common name in the

subject in the distinguished name specified in the target’s digital certificate. Host
Matching is performed only by the initiator of an SSL connection, and confirms that
the target of a request is actually located at the same network address specified by the
domain name in the target’s digital certificate. If this comparison fails, the initiator of
the SSL connection refuses to authenticate the target and drops the SSL connection.
Host Matching is not technically part of the SSL protocol and is similar to the same
check done in Web browsers.

The domain name contained in the digital certificate must match exactly the host
information contained in the object reference. Therefore, the use of DNS host names
instead of IP addresses is strongly encouraged.

By default, Host Matching in enabled in the [IOP Listener/Handler and in the CORBA
C++ and CORBA Java ORBs. If you need to enable Host Matching, do one of the
following:
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m InthellOP Listener/Handler, specify the - v option of the ISL command.

m Inthe CORBA C++ or CORBA Java ORBS, specify the -ORBpeerValidate
command-line option or system property.

Thevaluesfor the-v option and the -ORBpeerVvalidate =~ command-line option or
system property are as follows:

m none—no host matching is performed.

m det ect —if the object reference used to make the SSL connection does not
match the host name in the target's digital certificate, the IIOP Listener/Handler
or the ORB does not authenticate the target and drops the SSL connection. The
det ect value is the default value.

m war n—if the object reference used to make the SSL connection does not match
the host name in the target's digital certificate, the IIOP Listener/Handler or the
ORB sends a message to the user log and continues processing.

If there is more than one IIOP Listener/Handler in a WebLogic Enterprise domain
configured for SSL connections (for example, in the case of fault tolerance), BEA
recommends using DNS alias names for the [IOP Listener/Handlers or creating
different digital certificates for each IIOP Listener/Handler.JHeswitch onthellOP
Listener can be used to specify the DNS alias hame so that object references will be
created correctly.

Setting the Encryption Strength

6-4

To set the encryption strength:

m Usethe-z and-z options of the ISL command to set the encryption strength
inthe I1OP Listener/Handler.

m Usethe-ORBminCrypto and-ORBmaxCrypto command-line option or system
property on the ORB to set the encryption strength in the CORBA C++ or
CORBA Java ORB.

The-z option and the -ORBminCrypto command-line option or system property set
the minimum level of encryption used when an application establishes an SSL
connection with the I1OP Listener/Handler, the CORBA C++ ORB, or the CORBA
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Java ORB. Thevalid values are 0, 40, 56, and 128. 0 means the data is signed but not
sealed while 40, 56, and 128 specify the length (in bits) of the encryption key. If this
minimum level of encryption is not met, the SSL connection fails. The default is 40.

The - Z option and the - ORBmaxCr ypt o command-line option or system property set
the maximum level of encryption used when an application establishes an SSL
connection with the IIOP Listener/Handler, the CORBA C++ ORB, or the CORBA
Java ORB. Thevalid values are 0, 40, 56, and 128. Zero means that datais signed but
not sealed while 40, 56, and 128 specify the length (in bits) of the encryption key. The
default minimum value is 40. The default maximum value is whatever capability is
specified by the license.

The -z or -z options and the -ORBminCrypto and -ORBmaxCrypto command-line
options or system properties are available only if the WebL ogic Enterprise Security
Pack isinstalled.

To change the strength of encryption currently used in a WebL ogic Enterprise
application, you need to shut down the IOP Listener/Handler or the ORB.

The combination in which you set the encryption values isimportant. The encryption
values set in the initiator of an SSL connection need to be a subset of the encryption
values set in the target of an SSL connection.

Table 6-1 lists combinations of encryption values and describes the encryption
behavior.

Table 6-1 Combinations of Encryption Values

-z -Z Description
-ORBmInCrypto -ORBmaxCrypto

No value specified  Novalue specified  If the use of the SSL protocol is specified by
some other command-line option or system
property but no values are specified for
ORBminCrypto and ORBmaxCrypto , these
command-line options or system properties are
assigned their default values.

0 No vaue specified ~ Maximum encryption defaults to the maximum
value specified in the license. Tamper/replay
detection and privacy protection are negotiated.

No value specified 0 Tamper/replay detection is negotiated. Privacy
protection is not provided.
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Table 6-1 Combinationsof Encryption Values (Continued)

-z -Z Description
-ORBm nCrypto - ORBmaxCrypto

0 0 Tamper/replay detection is negotiated. Privacy
protection is not provided.

40, 56, 128 No value specified ~ Maximum encryption defaults to the maximum
value specified in the license. Privacy
protection can be negotiated to the maximum
alowed by the SSL license.

No vaue specified 40, 56, 12 Privacy protection can be negotiated to the
value specified by the- Z optionaslong asitis
less than the maximum allowed by the SSL
license. The - z option defaults to 40.

40, 56, 128 40, 56, 128 Privacy protection can be negotiated between
the values specified by the - z option up to the
value specified by the - Z option as long asthe
values are less than the maximum alowed by
the SSL license.

Note: Inall combinationslisted in Table 6-1, the value of the SSL license controls
the maximum bit strength. If a bit strength is specified beyond the maximum
licensed value, the IIOP Listener/Handler or ORB will not start and an error
will be generated indicating the bit strength setting isinvalid. Stopping the
[1OP Listener/Handler or ORB from starting, instead of lowering the
maximum value and giving only a warning, protects against an incorrectly
configured application running with |less protection than was expected.

If acipher that exceeds the maximum licensed bit strength is somehow
negotiated, the SSL connection is not established.

For alist of cipher suites supported by the WebL ogic Enterprise Security Service, see
“Supported Cipher Suites” on page 2-11.
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Setting the Interval for Session
Renegotiation

Note: You set the interval for session renegotiation only in the [lOP
Listener/Handler.

Use the - R option of the ISL command to control the time between session
renegotiations. Periodic renegotiation of an SSL session refreshes the symmetric keys
used to encrypt and decrypt information which limits the time a symmetric key is
exposed. Y ou can keep long-term SSL connections more secure by periodically
changing the symmetric keys used for encryption.

The -R option specifies the renegotiation interval in minutes. If an SSL connection
does renegotiate within the specified interval, the 11OP Listener/Handler will request
the application to renegotiate the SSL session for inbound connections or actually
performthe renegotiation in the case of outbound connections. The default isO minutes
which results in no periodic session renegotiations.

Y ou cannot use session renegotiation when enabling certificate-based authentication
using the-a option of the ISL command.

Defining Security Parameters for the 11OP
Listener/Handler

For the IIOP Listener/Handler to participate in SSL connections, the [1OP
Listener/Handler authenticatesitself to the peer that initiated the SSL connection. This
authentication requiresadigital certificate. The private key associated with the digital
certificateis used as part of establishing an SSL connection that resultsin an agreement
between the principal and the peer (in this case a client application and the 11OP
Listener/Handler) on the session key. The session key isa symmetric key (as opposed
to the private-public keys) that is used to encrypt data during an SSL session. Y ou
define the following information for the [1OP Listener/Handler so that it can be
authenticated by peers:
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6-8

m  SEC PRI NCI PAL_NAMVE
Specifies the identity of the I|OP Listener/Handler.
m  SEC PRI NCI PAL_LOCATI ON

Specifies the location of the private key file. For example,
$TUXDI R/ udat aobj / security/ keys/ m | ozzi.pem

m SEC_ PRI NCI PAL_PASSVAR

Specifies an environment variable that holds the pass phrase for the private key
of the IIOP Listener/Handler when the t ml oadcf command is not run
interactively. Otherwise, you will be prompted for the pass phrase when you
enter thet m oadcf command.

Note: If you define any of the security parameters for the 11OP Listener/Handl er
incorrectly, the following errors are reported in the ULOG file:

| SH. 28014: LI BPLUG N_CAT: 2008: ERROR: No such file or
directory SEC PRI NCI PAL_NAME

| SH. 28014: | SNAT_CAT: 1552: ERROR: Coul d not open private key,
erro =-3011

| SH. 28104: | SNAT_CAT: 1544: ERROR: Coul d not perform SSL accept
from host/port// | PADDRESS: PORT

To resolve the errors, correct information in the the security parameters and
reboot the |10 Listener/Handler.

These parameters are included in the part of the SERVERS section of the UBBCONFI G
file that defines the ISL system process.

Y ou also need to use the tpusradd command to define the [1OP Listener/Handler asan
authorized used in the WebL ogic Enterprise domain. Y ou will be prompted for a
password for the [IOP Listener/Handler. Enter the pass phrase you defined for
SEC_PRI NCI PAL_PASSVAR.

During initialization, the Il OP Listener/Handler includesits principa name as defined
by SEC_PRI NCI PAL_ NAME as an argument when calling the authentication plug-in to
acquireits credentials. An I1OP Listener/Handler requires credentials so that it can
authenticate remote client applications that want to interact with the WebL ogic
Enterprise application, and get authorization and auditing tokens for remote client
applications.
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Becausethell OP Listener/Handler must authenticateits own identity to the WebL ogic
Enterprise domain in order to become atrusted system process, it is necessary to
configure an authentication server when using the default authentication plug-in. See
“Configuring the Authentication Server” on page 7-1 for more information.

Example of Setting Parameters on the ISL
System Process

You set parameters for the SSL protocol in the portion o$HRYERS section of the
UBBCONFI Gthat defines information for the ISL server process. Listing 6-1 includes
code from aBBCONFI Gfile that set parameters to configure the 1IOP Listener/Handler
for the SSL protocol and certificate-based authentication.

Listing 6-1 UsingthelSL Command in the UBBCONFIG File

I SL
SRVCRP = SYS_GRP
SRVI D 5
CLOPT ="-A---a-z40 -Z128 -S3579 -n //ICEPICK:2569
SEC_PRINCIPAL_NAME="BLOTTO"
SEC_PRINCIPAL_LOCATION="BLOTTO.pem"”
SEC_PRINCIPAL_VAR="AUDIT_PASS”

Example of Setting Command-Line Options
on the CORBA C++ ORB

Listing 6-2 contains sample code that illustrates using the command-line options on
the CORBA C++ ORB to configure the ORB for the SSL protocol.
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Listing 6-2 Exampleof Settingthe Command-Line Optionson the CORBA C++
ORB

Chatd i ent -ORBid BEA || OP
- ORBsecur ePort 2100
- ORBm nCrypto 40
- ORBMaxCrypto 128
TechTopi cs

Example of Setting System Properties on the
CORBA Java ORB

6-10

Listing 6-3 contains sample code that illustrates using the system properties of the
CORBA Java ORB to configure the ORB for the SSL protocol.

Listing 6-3 Example of Setting the System Propertieson the CORBA Java ORB

Chatd i ent - DTOBJADDR=cor bal ocs: // pi gl et: 1900
- Dor g. ong. CORBA=CRBPor t =1948
- cl asspat h=%CLASSPATH% cl i ent
- ORBMaxCrypto 128
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Configuring
Authentication

Thistopic includes the following sections:

Configuring the Authentication Server

Defining Authorized Users

Defining a Security Level

Configuring Application Password Security

Configuring Username/Password A uthentication

Sample UBBCONFIG File for Username/Password A uthentication
Configuring Certificate-based Authentication

Sample UBBCONFIG File for Certificate-based Authentication
Configuring Access Control

Configuring Security to Interoperate with Older WebL ogic Enterprise Client
Applications
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Configuring the Authentication Server

7-2

Note: You only need to configure the authentication server, if you have specified a
value of USER_AUTH or higher for the SECURI TY parameter and are using the
default authentication plug-in..

Authentication requires that an authentication server be configured for the purpose of
authenticating users by checking their individual passwords against afile of legal
users. The WebL ogic Enterprise system uses a default authentication server called
AUTHSRV to perform authentication. AUTHSVR provides a single service, AUTHSVC,
which performs authentication. AUTHSVC is advertised by the AUTHSVR server as
AUTHSVC when the security level is set to ACL or MANDATORY_ACL.

For aWebL ogic Enterprise application to authenticate users, the val ue of the AUTHSVC
parameter in the RESOQURCES section of the UBBCONFI Gfile needs to specify the name
of the process to be used as the authentication server for