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About This Document

Thisdocument providesinformation about security in the BEA Campaign Manager for
WebL ogic™, WebL ogic Commerce Server™, and WebL ogic Personalization
Server™ products.

This document covers the following topics:

m  Chapter 1, “Introduction,” introduces the topic of security by explaining its
importance to e-commerce applications, provides information that may help you
to determine your security requirements, and provides an overview of Campaign
Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic
Personalization Server product security.

m  Chapter 2, “Deployment Descriptors and Security Roles,” describes what a
deployment descriptor is, and explainsthe general XML syntax of the
security-related elements these files contain. It also contains reference
information for the deployment descriptorsin the three sample applications.
Finally, this chapter includes information about security roles, users, groups, and
mapping security roles to principals.

m Chapter 3, “Application Services and Security,” provides reference information
about each of the EJB JAR files' deployment descriptors for the Campaign
Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic
Personalization Server enterprise application, as they relate to security roles and
method permissions.

m Chapter 4, “Sample Applications, Administration Tools, and Security,” describes
how security isimplemented in the sample applications (that is, the WebL ogic
Commerce Server sample storefront application, the WebL ogic Personalization
Server example portal application, and the Administration Tools application).
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What You Need to Know

This document is intended mainly for individuals in the following roles:

m Application Assembler: The Application Assembler takes a set of components
and assembl es them into a complete J2EE application delivered in the form of a
Enterprise ARchive (.EAR) file. The Application Assembler provides
instructions that describe external dependencies of the application, which the
Deployer will resolve in the deployment process.

m Deployer: The Deployer, usualy expert in a specific operational environment, is
responsible for deploying Web applications and Enterprise JavaBeans
components into that environment. The deployment processistypically a
three-stage process:

Installation: Moves the media to the server, generates the additional
container-specific classes and interfaces that enable the container to manage
the application components at runtime, and installs the application
components and additional classes and interfacesinto the J2EE containers.

Configuration: Resolves all the external dependencies and follows the
application assembly instructions defined by the Application Assembler. For
example, the Deployer is responsible for mapping the security roles defined
by the Application Assembler to the user groups and accounts that exist in
the operational environment into which the application components are
deployed.

Execution: Starts up the newly installed and configured application.

The Deployer’s output is Web applications, Enterprise JavaBeans, applets, and
application clients that have been customized for the target operational
environment and are deployed in a specific J2EE container.

m SteAdministrator: The Site Administrator is responsible for the configuration
and administration of the enterprise's computing and networking infrastructure.
The Site Administrator is a so responsible for overseeing the run time well-being
of the deployed J2EE applications.

Note:

X Security Guide

Theroles described above are from the Java 2 Platform Enterprise Edition
Specification v1.3, which you may consult for more information. For aquick
reference, see the “Development Roles’ section of the J2EE Tutorial.



e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation or go directly to the “e-docs’
Product Documentation page at http://edocs.bea.com.

How to Print the Document

Y ou can print acopy of thisdocument from aWeb browser, onefile at atime, by using
the File—>Print option on your Web browser.

A PDF version of thisdocument isavailable on the Campaign Manager for WebL ogic,
WebL ogic Commerce Server, and WebL ogic Personalization Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the Campaign Manager for WebL ogic,

WebL ogic Commerce Server, and WebL ogic Personalization Server documentation
Home page, click the PDF files button and select the document you want to print.

If you do not have the Adobe Acrobat Reader, you can get it for free from the Adobe
Web site at http://www.adobe.com/.

Related Information

The following documents contain additional information about BEA WebL ogic
Server, Campaign Manager for WebL ogic, WebL ogic Commerce Server, and

WebL ogic Personalization Server product security or supplemental information that
may be helpful in understanding the contents of this Security Guide:

m Deployment Guide
m Programming WebLogic Security
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http://edocs.bea.com
http://www.adobe.com/

m  “web.xml Deployment Descriptor Elements’ in the Developing WebLogic Server
Applications documentation.

For more information about J2EE security, consult the following:
m Java Serviet Specification v2.2
m Java 2 Platform Enterprise Edition Specification, v1.3

m Enterprise JavaBeans 1.1 Specification

Contact Us!

Xii

Y our feedback on the BEA Campaign Manager for WebL ogic, WebL ogic Commerce
Server, and WebL ogic Personalization Server documentation isimportant to us. Send
us e-mail at docsupport@beasys.com if you have questions or comments. Y our
comments will be reviewed directly by the BEA professionals who create and update
the Campaigh Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic
Personalization Server documentation.

In your e-mail message, please indicate that you are using the documentation for the
BEA Campaign Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic
Personalization Server 3.5 release.

If you have any questions about this version of BEA Campaign Manager for

WebL ogic, WebL ogic Commerce Server, and WebL ogic Personalization Server, or if
you have problems installing and running BEA Campaign Manager for WebL ogic,
WebL ogic Commerce Server, and WebL ogic Personalization Server, contact BEA
Customer Support through BEA WebSupport at www.beasys.com. Y ou can also
contact Customer Support by using the contact information provided on the Customer
Support Card, which isincluded in the product package.

When contacting Customer Support, be prepared to provide the following information:
m Your hame, e-mail address, phone humber, and fax number

m Your company name and company address

m Your machine type and authorization codes

m Thename and version of the product you are using
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m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Item

boldface text

Indicates terms defined in the glossary.

Ctrl+Tab Indicates that you must press two or more keys simultaneously.
italics Indicates emphasis or book titles.
nonospace Indicates code samples, commands and their options, data structures and
t ext their members, data types, directories, and filenames and their extensions.
Monospace text also indicates text that you must enter from the keyboard.
Examples:
#i ncl ude <iostreamh> void main ( ) the pointer psz
chnod u+w *
\'t ux\ dat a\ ap
.doc
tux. doc
Bl TVAP
fl oat
nonospace Identifies significant words in code.
bol df ace Example:
t ext . .
void commt ()
nonospace Identifies variables in code.
italic Example:
t ext .
String expr
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Convention

Item

UPPERCASE Indicates device names, environment variables, and logical operators.
TEXT Examples:

LPT1

SIGNON

OR
{1} Indicates a set of choices in a syntax line. The braces themsel ves should

never be typed.

Indicates optional itemsin a syntax line. The brackets themselves should
never be typed.

Example:

bui l dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choicesin a syntax line. The symbol itself
should never be typed.

Indicates one of the following in acommand line:

m  That an argument can be repeated several timesin acommand line

m  That the statement omits additional optiona arguments

m  That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:

bui l dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from a syntax line.
The vertical dlipsisitself should never be typed.
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CHAPTER

1

Introduction

The BEA Campaign Manager for WebL ogic, WebL ogic Commerce Server, and
WebL ogic Personalization Server are applications that may store personal information
about customersor display Web site content based on a customer’ sidentity. However,
the level of sensitivity for such data varies. For example, a customer’s credit card
information is highly sensitive data that must be protected; a customer’s color
preferences may be considered by some as less sensitive.

Regardless of the perceived sensitivity of these activities, the Campaign Manager for
WebL ogic, WebL ogic Commerce Server, and WebL ogic Personalization Server
applications provide you with waysto protect the confidentiality and integrity of
customer data, customer preferences, and the overall integrity of customer
transactions. This Security Guide was designed to help you understand how the
Campaign Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic
Personalization Server leverage the security features of the Java™ 2 Platform
Enterprise Edition (J2EE) specification and the J2EE-compliant security features of
the WebL ogic Server platform, aswell as understand any additional security measures
that have been established for application components. Thisguideal so describesways
that you can modify security settings within the Campaign Manager for WebL ogic,
WebL ogic Commerce Server, and WebL ogic Personalization Server to inspire
customer confidendence and solidify your e-business’ online relationships.

Astheintroduction to this Security Guide, this topic includes the following sections:
m Determining Your Application Security Needs

m Development Roles

m Important Security Features

m  Next Steps
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1

Introduction

Determining Your Application Security

Needs

1-2

Security is a critical component of developing e-commerce applications that no
organization can afford to ignore. Malicious users who gain access to your computer
systems can temporarily interrupt business, but those who gain access to your
customers' personal data can cause long-term damage to your reputation. Evenif you
have not had any security mishaps, customers are often hesitant to provide personal
information over the Web, which could affect your abilitiy to tailor products and
services to customer preferences. Therefore, your organization must develop
e-commerce applications that protect customer data and communicate a sense of
privacy and purpose through the user interface. At the same time, however, the
application must not be difficult to navigate or perform slowly because of technical
security requirements.

As the previous discussion suggests, determining your application security needs can
be a difficult balancing act. BEA recommends that you ask yourself the following
questions when attempting to define your application security requirements:

m What resources should | protect?

There are many resources in the Campaign Manager for WebL ogic, WebL ogic
Commerce Server, and WebL ogic Personalization Server applications that can be
protected, including Enterprise JavaBeans (EJBS), servlets, and JavaServer Pages
(JSPs). Consider the resources you want to protect when deciding the level of
security you must provide.

m From whom am | protecting these resour ces?

Like many e-commerce Web sites, you may consider browsing product catalog
pages an acceptable activity for both anonymous and authenticated users. Once
auser decides to purchase an item, however, you may need to identify that user
and retrieve some of their personal information. Obvioudly, thisinformation
must be protected from all other users of the Web site, who may or may not have
malicious intent.

Similarly, the tools included with the Campaign Manager for WebL ogic,
WebL ogic Commerce Server, and WebL ogic Personalization Server applications
may allow administrators to modify the behavior of your e-commerce Web site.
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Development Roles

Should these administrators be able to access all resources and all data? Or
should the most confidential and strategic information be trusted to only afew
individual s?

m What arethe consequences of ineffective or failed protection on the
resource?

In some cases, afault in your application security is easily detected and
considered nothing more than an inconvenience. In other cases, afault might
cause great damage to companies or individual clientsthat use the site.
Understanding the security ramifications of each resource will help you to
properly protect it.

Asyou read the rest of this Security Guide, keep the answersto these questions in
mind. By thinking up-front about your security requirements, you will be more likely
to design security-aware Web applications, and will be better prepared for deployment.

Development Roles

This Security Guide isintended mainly for individuals in the following roles:

m Application Assembler: The Application Assembler takes a set of components
and assembles them into a complete J2EE application delivered in the form of a
Enterprise ARchive (.EAR) file. The Application Assembler provides
instructions that describe external dependencies of the application, which the
Deployer will resolve in the deployment process.

m Deployer: The Deployer, usually expert in a specific operationa environment, is
responsible for deploying Web applications and Enterprise JavaBeans
components into that environment. The deployment processis typicaly a
three-stage process:

¢ Installation: Moves the mediato the server, generates the additional
contai ner-specific classes and interfaces that enabl e the container to manage
the application components at runtime, and installs the application
components and additional classes and interfaces into the J2EE containers.

e Configuration: Resolves all the external dependencies and followsthe
application assembly instructions defined by the Application Assembler. For
example, the Deployer is responsible for mapping the security roles defined
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Introduction

by the Application Assembler to the user groups and accounts that exist in
the operational environment into which the application components are
deployed.

e Execution: Starts up the newly installed and configured application.

The Deployer’s output is Web applications, Enterprise JavaBeans, applets, and
application clients that have been customized for the target operational
environment and are deployed in a specific J2EE container.

m SteAdministrator: The Site Administrator is responsible for the configuration
and administration of the enterprise's computing and networking infrastructure.
The Site Administrator is a so responsible for overseeing the run time well-being
of the deployed J2EE applications.

Note: Theroles described above are from the Java 2 Platform Enterprise Edition
Specification v 1.3, which you may consult for more information. For aquick
reference, see the “Development Roles’ section of the J2EE Tutorial.

Important Security Features

Theimportant aspects of the Campaign Manager for WebL ogic, WebL ogic Commerce
Server, and WebL ogic Personalization Server security mechanisms are described in
the following paragraphs.

Reliance on J2EE Standards and Platform Security

1-4

Security implementations in the Campaignh Manager for WebL ogic, WebL ogic
Commerce Server, and WebL ogic Personalization Server applications rely upon the
security definitions in the Java 2 Enterprise Edition (J2EE) specification and security
measures implemented in the WebL ogic Server platform.

This dependancy has two important implications. First, the applications you build
using the Campaign Manager for WebL ogic, WebL ogic Commerce Server, and
WebL ogic Personalization Server products as a base will also leverage the security
mechanisms implemented by the container, instead of requiring you to embed security
code within your Enterprise JavaBeans (EJBs) routines or their clients. This
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Important Security Features

architectural structure not only reduces debugging/mai ntenance issues and the
likelihood of security holes due to programming errors, but it also avoids the
requirement of tying security rolesto individual applications. Second, because of the
reliance on J2EE and the J2EE-compliant WebL ogic Server, you can be certain that
your Web applicationswill conform to the latest security standardsin theindustry.

For more information about J2EE security, see the Java 2 Platform Enter prise Edition
Specification, v1.3. For more information about how the BEA WebL ogic Server
implements J2EE security, see Programming WebLogic Security.

Declarative Security with Deployment Descriptors

Because of the reliance on J2EE security and the WebL ogic Server implementation of
these techniques, security in the Campaign Manager for WebL ogic, WebL ogic
Commerce Server, and WebL ogic Personalization Server applicationsis declarative.
In other words, protections on resources are defined in a central configuration
document called adeployment descriptor, which isthen used by the WebL ogic Server
platform to enforce security restrictions. Access to protected resourcesis granted
based on whether the requesting user’ s security role matches the role declared in the
deployment descriptor for that resource.

Note: For more information about security roles, see Chapter 2, “ Security Roles.”
For more information about deployment descriptors, see Chapter 2,
“Deployment Descriptors and Security Roles.”

A declarative approach to security enforcement has three major advantages. First, this
type of security isfine-grained, meaning that access can be restricted al the way down
to aspecific method on aJavaBean. Second, the administrator of the WebL ogic Server
(or other J2EE-compliant server) can customize the security attributes for a particular
production environment at deployment time. Third, because deployment descriptor
information is declarative, it can be changed without modifying any JavaBean source
code. At run time, the WebL ogic Server simply reads the deployment descriptor and
acts upon the component accordingly.

Note: For moreinformation about declarative security, seethe Enter prise JavaBeans
1.1 Specification, or the Java 2 Platform Enterprise Edition Specification,
v1.3.
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Introduction
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Asthetopicsin this introduction show, the Security Guide assumes a certain level of
familiarity with standard J2EE security implementations and with the security
mechanisms of the BEA WebL ogic Server. If you have no prior or recent experience
with J2EE or WebL ogic Server, you may want to spend sometimelearning about these
technol ogies before proceeding.

For more information about J2EE security, consult the following documents:
m Java Serviet Specification v2.2

m Java 2 Platform Enterprise Edition Specification, v1.3

m Enterprise JavaBeans 1.1 Specification

For more information about BEA WebL ogic Server security, consult the following
documents:

m Programming WebLogic Security

m  “web.xml Deployment Descriptor Elements’ in the Developing WebL ogic Server
Applications documentation.

L astly, the Deployment Guide (which is part of the same Campaign Manager for
WebL ogic, WebL ogic Commerce Server, and WebL ogic Personalization Server
documentation set) may also be helpful in understanding the contents of this Security
Guide.

If you feel comfortable with J2EE and WebL ogic Server security topics, proceed
through this guide — either sequentially or selectively — to answer your questions
about Campaign Manager for WebL ogic, WebL ogic Commerce Server, and

WebL ogic Personalization Server security.
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CHAPTER

2

Deployment

Descriptors and
Security Roles

Security for the BEA Campaign Manager for WebL ogic, WebL ogic Commerce
Server, and WebL ogic Personalization Server productsis considered declarative
because resource protections are centrally defined in configuration files called
deployment descriptors, instead of within individua application components. This
topic provides you with some general information about deployment descriptors,
explains the syntax for the security-related elements you will find within the
deployment descriptor files, and describes the deployment descriptor settings for the
Campaign Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic
Personalization Server product applications. Because an understanding of security
rolesisrequired to understand deployment descriptors, this topic will also be
addressed.

Thistopic includes the following sections:
m What Is a Deployment Descriptor?

e What Isa Security Role?

e Deployment Descriptor Filesin Enterprise Applications

e Location of Deployment Descriptor Filesin the Product Directory Structure
m  About the web.xml and weblogic.xml Application Deployment Descriptors

e Theweb.xml Deployment Descriptors

¢ Theweblogic.xml Deployment Descriptors
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e ThewlcsApplication’s Deployment Descriptors
e Theexampleportal Application’s Deployment Descriptors
e Thetools Application’s Deployment Descriptors

m  About EJB Deployment Descriptors
e Theegjb-jar.xml Deployment Descriptors

e Theweblogic-gb-jar.xml Deployment Descriptors

What Is a Deployment Descriptor?

A deployment descriptor is a configuration file with a predefined format that all J2EE
compliant Web applications and Enterprise JavaBeans (EJBs) must use, and that all
J2EE compliant servers (such asthe BEA WebL ogic Server) must know how to read.
Thisformat is specified in an XML Document Type Definition, or DTD, and thus has
a.xml extension. Asits name implies, the deployment descriptor describes various
deployment settings, including the type of JavaBean (session or entity) and the classes
used for the remote, home, and bean class. It also specifiesthe transactional attributes
of every method in the JavaBean, which security roles can access each method, and
whether persistencein the entity beansishandled automatically or is preformed by the
bean itself. For more detailed information about deployment descriptors, seethe Java
2 Platform Enterprise Edition Specification, v1.3.

Note: For the purposes of this Security Guide, only the security-related aspects of a
deployment descriptor will bediscussed. For in-depth information about other
elementsin the Campaign Manager for WebL ogic, WebL ogic Commerce
Server, and WebL ogic Personalization Server deployment descriptors or for
genera information about deploying applications, see the Deployment Guide.
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What Is a Security Role?

Because much of this document focuses on the deployment descriptor el ements that
define which security roles can access specific methods, you should know something
about security roles. However, before you can understand security roles, you should
know something about how the J2EE specification defines users and groups.

J2EE Users and Groups

A J2EE user issimilar to an operating system user in that it represents a person. A
group isacategory of users, classified by common traits such as job title or customer
profile. Categorizing users into groups makesit easier to control the access of large
numbers of users. A J2EE group is scoped to the entire WebL ogic Server.

Note: The Campaign Manager for WebL ogic, WebL ogic Commerce Server, and
WebL ogic Personalization Server use the following WebL ogic Server groups,
which you can configure using the User Management Administration Tool:

m w cs_custoner

B everyone

m admin

For more information about the User Management Administration Tool, see

“Using the User Management Tool” in the Creating and Managing Users
chapter of the Building Personalized Applications documentation.

Roles and Principals

A security roleis anamed grouping of information resource access permissions,
defined for an application. Although groups and roles both represent categories of
users, a J2EE security role has a different scope that a group. Specifically, a security
role is scoped only to a specific application in the WebL ogic Server.

Note: For more infomation about assigning security rolesin WebL ogic Web
applications, see “Deploying and Configuring Web Applications.”

The J2EE security roles defined for the Campaign Manager for WebL ogic, WebL ogic
Commerce Server, and WebL ogic Personalization Server applications are:
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m Cust oner Rol e—designated for customers who are registered with the
e-business Web site.

®m AnonynousRol e—designated for anonymous access.

m Adni ni strativeRol e—designated for administrators of the e-business
application.

Mapping aprincipal to arole confersthe defined access permissionsto that prinicpal
aslong asthe principal is"in" therole. For example, an application may define a
security role called guest, which provides read-only access to a small subset of all of
the application's resources. Any principal in the guest role would then have read-only
access to only those few resources.

The J2EE security roles defined for the Campaign Manager for WebL ogic, WebL ogic
Commerce Server, and WebL ogic Personalization Server applications map to the
following WebL ogic Server groups (principals), which may be defined in an
application’swebl ogi ¢. xm file:

m CustonerRol e — w cs_custoner group
®  AnonynousRol e — everyone group
® AdnministrativeRol e — admi n group

With this mapping, the Adni ni strat i veRol e dways includes the adni n group.
Therefore, although you cannot modify accesscontrol lists(ACLS) at runtime, you can
provide specific userswith access at run time simply by adding them to the appropriate
group. For example, if you want to give user JohnDoe access to the JSP
Administration Tools (which require administrative privileges), smply add JohnDoe
to the admi n group.

Notes: For moreinformation about roleto principal mappingintheweblogic.xml file,
see “ The weblogic.xml Deployment Descriptors’ on page 2-12.

For more information about access control lists (ACLSs), see“ACLsand
Permissions” in the Security Fundamentals chapter of the Programming
WebL ogic Security documentation.
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Deployment Descriptor Files in Enterprise Applications

A J2EE application, which may or may not be saved as a compressed Enterprise
ARchive (EAR) file, generally consists of:

m  One or more Web applications, which may or may not be saved as compressed
Web ARchive (WAR) files,

m  One or more Enterprise JavaBeans (EJBs), saved as compressed Java ARchive
(JAR) files,

m  And other resources.

Thus, athough the deployment descriptor provides a central location for
security-related deployment information, it islikely that an enterprise application will
require more than one deployment descriptor file to communicate its security
requirementsto theserver. Infact, for each individual Web application that comprises
the enterprise application, there are two deployment descriptors: web. xm and

webl ogi c. xn . For each EJB JAR that comprisesthe enterprise application, there are
also two deployment descriptors: ej b-j ar . xmi and webl ogi c- €] b-j ar. xm . Each
of these deployment descriptor files are discussed in later sections of this chapter.

Location of Deployment Descriptor Files in the Product
Directory Structure

The Campaign Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic
Personalization Server product is essentially a collection of several prewritten Web
applications and Enterprise JavaBeans (EJBs), organized into a single enterprise
application. This enterprise application is called w csApp, and islocated in the
$W._ COMMERCE_HOVE/ WebLogi cConmer ce3. 5/ confi g/ W csDonai n/

appl i cati ons directory, where $W._ COWERCE_HOVME is the directory where you
installed the product. Theindividual applicationsthat comprisew csApp include
exanpl eportal ,tool s,andw cs, which are located in their own subdirectories
under the wi csApp directory. This directory structure, along with some additional
subdirectories and files, is shown in Figure 2-1.
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Figure2-1 Location of Web Application Deployment Descriptorsin the
WebL ogicCommer ce3.5 Directory Structure
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As Figure 2-1 also shows, in each application subdirectory (such as

$W._ COMWERCE_HOVE/ WebLogi cConmmer ce3. 5/ confi g/ W csDonmi n/

appl i cati ons/ W csApp/ w cs) thereisaVEB- | NF subdirectory. The WEB- | NF
directory contains the two deployment descriptors for the Web application: web. xm
and webl ogi ¢. xm . The contents of theweb. xm and webl ogi c. xm filesfor each
of the prewritten applications are described later sections of this chapter.

As Figure 2-2 shows, thew csApp directory contains JAR filesfor all the Enterprise
JavaBeans (EJBs) that make up the enterprise application. It iswithin each JAR file
that the deployment descriptors ej b-j ar . xm and webl ogi c-ej b-j ar.xn can be
found. Thecontentsof theej b-j ar. xm andwebl ogi c-ej b-jar. xm filesfor each
of the prewritten EJBs are described in Chapter 3, “ Application Services and
Security.”
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Figure2-2 Location of EJB Deployment Descriptorsin the
WebL ogicCommer ce3.5 Directory Structure
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About the web.xml and weblogic.xml
Application Deployment Descriptors

Aspreviously described, each Web application has two deployment descriptors:
web. xm and webl ogi ¢. xm . This section provides a general description of these
files, then lists the contents of these files (that are relevant to security) for thewl cs,
exanpl eportal , andt ool s applications.

The web.xml Deployment Descriptors

Along with other information, the web. xni application deployment descriptor
contains several sets of elements for implementing the J2EE declarative security
model. These deployment descriptors are located in each application’ s WEB- | NF

directory. Eachweb. xm deployment descriptor may contain elementsfor each of the
following security-related topics:
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m Port Numbers and Security Constraints for Generated URL s
e Generate Port Numbers for

e Determine Which Links Use HTTPS
m  Session Timeout
m Declarations of Secure JSPs

These topics are described in detail in the following sections.

Note: For moreinformation about the XML elementsthis section describes, refer to
“web.xml Deployment Descriptor Elements” in the Developing WebLogic
Server Applications documentation.

Port Numbers and Security Constraints for Generated URLS

This section describes the elements in the web. xn deployment descriptor that
configure the cr eat evebf | owURL() method to do the following:

m  Generate Port Numbers for

m Determine Which LinksUse HTTPS

Note: For more information about the cr eat eWebf | owURL() method, see“Using
Webflow in'Y our Web Pages,” whichislocated in the* Customizing Webflow
and Pipelines” chapter of the Guide to Managing Presentation and Business
Logic: Using Webflow and Pipeline documentation.

Generate Port Numbers for

2-8

HTTPand HTTPS

The <cont ext - par an®> element syntax shown in Listing 2-1 determine which port
numbers the cr eat eVebf | owURL() method encodesin the URL sthat it generates.

Listing 2-1 Elements That Generate Port Numbers

<cont ext - par an>
<par am nane>HTTP_PORT</ par am nane>
<par am val ue>port - nunber </ par am val ue>
</ cont ext - par an®
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<cont ext - par an>
<par am nane>HTTPS_PORT</ par am nanme>
<par am val ue>port - nunber </ par am val ue>
</ cont ext - par an>

Determine Which Links Use HTTPS

The <cont ext - par am»> element syntax shown in Listing 2-2 declares a set of files,
pipelines, and input processors that need to be accessed viaHTTPS.

Listing 2-2 Elements That Determine Which LinksUseHTTPS

<cont ext - par an>
<par am nane>HTTPS_URL_PATTERNS</ par am nane>

<par am val ue>
URLs-and- URL patterns
</ par am val ue>

</ cont ext - par an>

When the cr eat eWebf | owURL() method encounters one of the resourcesyou declare
inthe<par am val ue> subelement, it generatesaURL that usesthe HTTPS protocol.

Session Timeout

The <sessi on- conf i g> element syntax shown in Listing 2-3 specifies how many
minutes of inactivity the server will tolerate before ending the session.

Listing 2-3 Element That Specifies Session Timeout

<session-confi g>

<sessi on-ti meout >nunber of mnutes until
ti nmeout </ sessi on-ti neout >

</ sessi on-confi g>
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Declarations of Secure JSPs

2-10

The<securi ty-constrai nt > element syntax shown in Listing 2-4 declares a
collection of resources (JSPs) that only specific security roles can access.

Listing 2-4 Elements That Declare Secur e JSPs

<security-constraint>

<web-resource-col |l ecti on>

<web-r esour ce- nane>nane of the resource collection
</ web- r esour ce- nane>

<descri pti on>docunentation of the collection's scope and
pur pose</ descri pti on>

<url-pattern>single URL pattern: use as many url-pattern
el ements as you need. One pattern/filenane per elenent.
</url-pattern>

<ht t p- met hod>GET</ ht t p- net hod>
<ht t p- met hod>PCOST</ ht t p- net hod>

</ web-resource-col | ecti on>

<aut h-constraint >

<descri pti on>docunent ati on of the authorization
constrai nt</descri ption>

<rol e- nane>nane of declared security role: use as nmany
rol e-nanme el ements as you need. One role per elenent.
</rol e- nane>

</ aut h-constr ai nt >

<user - dat a- constrai nt >

<transport-guarant ee>l NTEGRAL or CONFI DENTI AL
see bel ow for detail s</transport-guarant ee>

</ user-dat a-constraint >

</security-constraint>
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Use one of the following valuesin the <t r anspor t - guar ant ee> element:

m | NTEGRAL to prevent the data from being changed while transmitting between
the client and server.

m CONFI DENTI AL to prevent other entities from observing the contents of the
transmission.

Additionally, any roles used within the <aut h- cont r ai nt > portion of the element
must also be declared within theweb. xn  deployment descriptor, using the following
syntax shown in Listing 2-5.

Listing 2-5 Elements That Declare Security Roles

<security-rol e>

<descri ption>decl arati on docunentati on for the security roles
used in the <auth-contraint> el enent</description>

<rol e-nane>nane of security rol e</rol e-nane>

</ security-rol e>

To give another role access to the resource collection, add <r ol e- nane> elementsto
the <aut h- const r ai nt > element, and add the role to the <securi t y-rol e>
declaration.

You can also add <ur | - pat t er n> elements to specify new directories or to specify
specific files. Note that a pattern or filename must start with a/ (forward slash)
character. For moreinformation on specifying URL patterns, refer to the Java Serviet
Specification v2.2.

Note: If you add or modify any <ur | - pat t er n> elements, and if the

transport-guarantee is set to | NTEGRAL/CONFI DENTI AL, be sureto update
those patternsin the <cont ext - par an»> element for SSL.
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The weblogic.xml Deployment Descriptors

Along with theweb. xm deployment descriptor, each J2EE component application
also requires awebl ogi c. xm deployment descriptor, which declares deployment
properties specific to the WebL ogic Server. Thewebl ogi ¢. xm deployment
descriptor islocated in the same directory asweb. xm (that is, in the application’s
VEB- | NF subdirectory).

Among other elements, the webl ogi c. xn file contains the element syntax shown in
Listing 2-6, which maps a J2EE security role to a user or group (principal) that a
security realm uses to define access control lists (ACLS).

Listing 2-6 Elements That Map Rolesto Principals

<security-rol e-assi gnnent >

<rol e- name>J2EE rol e</r ol e- nane>
<princi pal - name>security-real muser or group</principal -nane>

</ security-rol e-assi gnnent >

Notes: For more information about security realms and ACLs in the WebL ogic
Server, see “ Security Fundamentals’ in the Programming WebL ogic Security
documentation.

For more information about the non-security related elementsin
weblogic.xml, see “The weblogic.xml File,” located in “The Reference
Domain” chapter of the Deployment Guide.

The wics Application’s Deployment Descriptors

2-12

Asdescribed in “ The web.xml Deployment Descriptors’ on page 2-7, the e-commerce
(W cs) application’sweb. xm deployment descriptor specifies the following
security-related information:

m  Port Numbersfor HTTP and HTTPS
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m LinksUsing HTTPS
m  Session Timeout
m  Secure JavaServer Pages (JSPs)

Asdescribed in “ The weblogic.xml Deployment Descriptors” on page 2-12, thewl cs
application’swebl ogi ¢. xm deployment descriptor specifies the following:

m Roleto Principal Mapping

Port Numbers for HTTP and HTTPS

Thedefault port numbersfor HTTPand HT TPS defined in thewt ¢cs Web application’s
web. xm deployment descriptor are 7501 and 7502, respectively.

If you want thew cs Web application to use the same port numbers as the WebL ogic
Server instance (for example, if you areusing WebL ogic Server asyour HTTP server),
either deactivate these elements by surrounding them in comment tags

(<!'-- -->),or changethe valuesto match thelisten port properties for the server. If
you want thewl cs Web application to use different port numbers (for example, if you
want to use the port numbers of a proxy server), change the values shown in the
appropriate element. For moreinformation, refer to “ Changing the Listen Ports’ inthe
Deployment Guide.

Links Using HTTPS

Thelinksinthew cs Web application that are defined in the web. xm  deployment
descriptor to use HTTPS are shown in Listing 2-7.

Listing 2-7 wlcs Application Links That Use HTTPS

<cont ext - par an>
<par am nane>HTTPS_URL_PATTERNS</ par am nane>

<par am val ue>
/ commer ce/ user/*,/ conmmer ce/ order/*,/comrerce/register/*,
newuser _*, profil enewcc_*, paynment newcc_*,profil eeditcc_*,
paynmenteditcc_*,viewprofile *,editprofile_*,
edi t denogr aphi cs_*, profi |l enewaddress_*, profil eedi taddress_*,
changepassword_*, Ent er Shi ppi ngl nfo_*, Sel ect Shi ppi ngAddress_*,
AddNewshi ppi ngAddress_*, orderhi story_*, RefreshOrderH story_*,
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Aut hor i zePaynment , Conmi t O der, Ref r eshPaynment H st ory,
Del et eCr edi t Card, TaxVeri f yShi ppi ngAddr ess_*,
shoppi ngcart I ni t Shi ppi ngMet hodLi st

</ par am val ue>

</ cont ext - par an®

If desired, you can add specific resource names or name patterns to the

<par am val ue> element. Specify patternsfor Pipelines and input processorsin the
form of pat t ern_*. For example, to enable SSL for al requests to input processors
whose names start with pr of i | eedi t cc_, use the pattern profi | eedi tcc_*.

Notes: When naming specific Pipelines and input processors, do not use the
. i nput processor or . pi pel i ne extension

If you add any target names or patterns to the <par am val ue> element, you
must also add them to the <securi t y- const r ai nt > element, whichis
described in “ Declarations of Secure JSPS’ on page 2-10.

Session Timeout

By default, the $W._ COWERCE_HOME/ ser ver / webapps/ wl ¢s/ WEB- | NF/ web. xni
deployment descriptor sets the parameter to 15 minutes. Y ou can modify this setting
depending on your security needs.

Secure JavaServer Pages (JSPs)
Asshownin Listing 2-8, thewl ¢s web. xm deployment descriptor declaresasingle

role, Cust onmer Rol e, in the <r ol e- nane> element, and several <url - patt er n>
elements.

Listing 2-8 Secure JSPsfor thewlcs Application

<l-- Configuration for customer self adm nistration pages
Configuration for role: Custonmer Role -->

<security-constraint>

<web-resource-col |l ecti on>
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<l-- Define a resource collection -->

<web- resour ce- nane>Customer Profile - Self Admnistration
Pages</ web- r esour ce- nane>

<descri pti on>Custoner Profile - Self Administration Pages
</ descri ption>

<!-- URL pattern for the resource collection -->

<url - pattern>/ comerce/user/*</url -pattern>
<url - pattern>/commerce/order/*</url-pattern>
<ht t p- met hod>GET</ ht t p- met hod>

<ht t p- et hod>POST</ ht t p- net hod>

</ web-resource-coll ection>

<l-- This contraint applies to users with rol e “CustonerRol e” -->

<aut h-constrai nt >
<descri ption>Users with role “CustonerRol e”"</descri pti on>
<r ol e- nane>Cust oner Rol e</ r ol e- nane>

<aut h-contraint>

<!-- For enabling SSL, specify CONFI DENTI AL or | NTEGRAL -->

<user -dat a- constrai nt >
<t ransport - guar ant ee>CONFI DENTI AL</tr ansport - guar ant ee>
</ user-dat a- constrai nt >

</ security-constraint>

<l-- Configuration for custoner self registration pages -->
<security-constraint>
<web-resour ce-col | ecti on>
<!-- Define a resource collection -->

<web- r esour ce- nane>Cust oner Sel f Regi stration
</ web-r esour ce- nane>

<descri pti on>Cust oner Self Registration Pages
</ descri ption>

<!-- URL pattern for the resource collection -->
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<url -pattern>/comerce/register/*</url -pattern>
<ht t p- met hod>GET</ ht t p- net hod>
<ht t p- met hod>PCOST</ ht t p- net hod>

</ web-resource-col | ecti on>

<l-- For enabling SSL, specify CONFIDENTI AL or | NTEGRAL -->

<user - dat a- constrai nt>
<transport - guar ant ee>CONFI DENTI AL</ t ransport - guar ant ee>
</ user -dat a-constrai nt >

</security-constraint>

<l-- Declare all the roles used in the <auth-constrai nt> el enent
above -->

<security-rol e>
<descri pti on>Regi stered custonmers with rol e CustonerRol e
</ descri pti on>
<rol e- name>Cust oner Rol e</ r ol e- nane>

</security-rol e>

Role to Principal Mapping

Thee-commerce (W cs) application’ swebl ogi c. xm deployment descriptor specifies
the security-related information shown in Listing 2-9.

Listing 2-9 wilcs Security Roleto Principal Mapping

<l-- Role mapping to the real mgroups: The follow ng el enents
decl are mappi ngs between J2EE rol es and W.CS groups -->

<l-- J2EE rol e CustonerRole maps to W.CS group "w cs_custoner" -->

<security-rol e-assi gnnent >

<rol e- name>Cust oner Rol e</ r ol e- nane>

<princi pal - name>w cs_cust onmer </ pri nci pal - nane>
</ security-rol e-assi gnnent >
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The exampleportal Application’s Deployment
Descriptors

Asdescribed in “The web.xml Deployment Descriptors’ on page 2-7, the
exanpl eportal (ACME) application’sweb. xm deployment descriptor specifiesthe
following security-related information:

m  Secure JavaServer Pages (JSPs)

Asdescribed in “The weblogic.xml Deployment Descriptors” on page 2-12, the
exanpl epor tal application’swebl ogi c. xm deployment descriptor specifies the
following:

m Roleto Principal Mapping

Secure JavaServer Pages (JSPs)
Asshown in Listing 2-10, the exanpl eport al web. xm deployment descriptor

declares asinglerole, Por t al User Rol e, inthe <r ol e- nane> element, and one
<url - pat t er n> element.

Listing 2-10 SecureJSPsfor the exampleportal Application

<security-constraint>
<web-resour ce-col | ecti on>
<web-r esour ce- nane>Port al Resources</web-resource- nane>

<description>The Portal user | ogged-in Pages. Note that since
all portal pages (both in a | ogged-in state and a
non-1ogged-in state) are accessed via the same URL
(portal.jsp), you cannot uniquely trigger authorization on
that URL. Instead,the _userlogin.jsp resource is used.

</ descri pti on>

<url -pattern>/portal s/repository/ _userlogin.jsp
</url-pattern>

<htt p- met hod>GET</ ht t p- net hod>

<htt p- met hod>PCOST</ ht t p- met hod>

</ web-resource-col |l ection>
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<aut h-constraint >
<descri ption>Portal Users</description>
<r ol e- nane>Port al User Rol e</ r ol e- nane>
</ aut h-constr ai nt >

<user - dat a- constrai nt>
<transport - guar ant ee>NONE</ t r anspor t - guar ant ee>
</ user -dat a-constrai nt >

</security-constraint>

<security-rol e>
<description>Portal Users</description>
<rol e- name>Port al User Rol e</ r ol e- nane>
</security-rol e>

Role to Principal Mapping

The exanpl eportal (Acme) application’swebl ogi c. xm deployment descriptor
specifies the security-related information shown in Listing 2-11.

Listing 2-11 exampleportal Security Roleto Principal Mapping

<l-- The Portal User Role napping to the Security Realm-->

<security-rol e-assi gnnent >
<rol e- name>Port al User Rol e</ r ol e- nane>
<princi pal - name>AcnmeUser s</ pri nci pal - nane>
<princi pal - name>w cs_cust onmer </ pri nci pal - nane>
</ security-rol e-assi gnnent >

The tools Application’s Deployment Descriptors

As described in “ The web.xml Deployment Descriptors’ on page 2-7, thet ool s
application'sweb. xm deployment descriptor specifies the following security-related
information:
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m  Secure JavaServer Pages (JSPs)

Asdescribed in“ Theweblogic.xml Deployment Descriptors’ on page 2-12, thet ool s
application’swebl ogi ¢. xm deployment descriptor specifies the following:

m Roleto Principal Mapping

Secure JavaServer Pages (JSPs)

AsshowninListing 2-12, thet ool s web. xn deployment descriptor declaresasingle
role, Admi nRol e, inthe<r ol e- nane> element, and three <ur | - pat t er n> elements.

Listing 2-12 Secure JSPsfor thetools Application

<security-constraint>
<web-resour ce-col | ecti on>

<web-r esour ce- name>Adm ni strati on Tool Pages
</ web- r esour ce- nanme>

<description>The Adm ni stration Tool Pages</descri ption>

<url -pattern>/tool s/*</url -pattern>

<url -pattern>/repository/*</url-pattern>
<url -pattern>/security/*</url-pattern>
<htt p- met hod>GET</ ht t p- net hod>

<htt p- met hod>POST</ ht t p- met hod>

</ web-resource-coll ection>

<aut h-constrai nt >
<descri pti on>Adm ni strat ors</descri pti on>
<r ol e- name>Adm nRol e</r ol e- nane>

</ aut h- constrai nt >

<user -dat a- constrai nt >
<transport - guar ant ee>NONE</ t ransport - guar ant ee>
</ user-dat a- constrai nt >

</ security-constraint>
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<security-rol e>
<descri pti on>Adm ni strators</descri pti on>
<r ol e- name>Adm nRol e</ r ol e- nane>
</security-rol e>

Role to Principal Mapping

Thet ool s application’swebl ogi ¢. xm deployment descriptor specifies the
security-related information shown in Listing 2-13.

Listing 2-13 tools Security Roleto Principal Mapping

<l-- The Adm n Role mapping to the WeblLogic Realm-->

<security-rol e-assi gnnent >
<r ol e- name>Adm nRol e</ r ol e- nane>
<princi pal - name>adm n</ pri nci pal - nane>
</ security-rol e-assi gnnent >

About EJB Deployment Descriptors

2-20

Each JAR scoped to an enterprise application contains two associated XML
deployment descriptors: ej b-j ar. xm and webl ogi c- ej b-j ar. xm . Itisinthese
XML filesthat an application’s individual JavaBeans are registered with appropriate
security constraints.

Note: Becausethe Campaign Manager for WebL ogic, WebL ogic Commerce Server,
and WebL ogic Personalization Server enterprise application consists of many
EJB JAR files, the detail ed contents of the EJB deployment descriptors can be
found in Chapter 3, “Application Services and Security.”
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The ejb-jar.xml Deployment Descriptors

Anej b-jar. xm fileistheprimary deployment descriptor for an Enterprise JavaBean
(EJB). Assuch, theroot element of thisdeployment descriptor elementis<ej b-j ar >.
The<ej b- j ar > element contains mandatory structural information about all included
enterprise beans (defined in the <ent er pr i se- beans> subelement), and may include
an application-assembly descriptor. If present, the assembly descriptor contains the
enterprise bean’s security configuration information (in the

<assenbl y- descri pt or > subelement). This element structure is shown in

Listing 2-14.

Listing 2-14 ejb-jar.xml Element Structure

<ej b-jar>
<ent erpri se- beans>

<entity>Declares an entity bean
<security-role-ref>Declares the security role for the
entity bean</security-role-ref>

</entity>

<session>Decl ares a sessi on bean
<session-type>Stateful or Statel ess</session-type>
<security-role-ref>Declares the security role for the
sessi on bean</security-rol e-ref>

</ sessi on>

</ enterprise-beans>
<assenbl y-descri ptor>

<security-rol e>

<descri ption>Docunent ati on of the security

rol e</description>

<rol e-name>Nane of the security role</rol e-nanme>
</ security-rol e>

<met hod- per m ssi ons>
<rol e-name>Nane of the security role</rol e-nanme>

<met hod>
<ej b- namre>Nane of the bean</ej b-nane>
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<net hod- name>Nane of the bean’s net hod</ net hod- nane>
</ met hod>

</ net hod- per m ssi ons>
</ assenbl y- descri ptor>

</ejb-jar>

As Listing 2-14 also shows, the <ent er pri se- beans> element contains <ent i t y>
subelements when declaring entity beans, and/or <sessi on> subelementswhen
declaring session beans. The<enti t y>and <sessi on> elementsmay further contain
<security-rol e-ref > subelements, which enable the EJB to do programmatic
security checking, if such behavior isdesired. Alsowithinthe <sessi on> element is
a<sessi on-t ype> subelement that describes whether the session bean is stateful or
stateless.

If included, the <assenbl y- descri pt or > element includes security roles and the
individual method permissions associated with these security roles. The
<security-rol e> subelements declare al the roles by which bean method calls will
be authorized. Each security role requires a mapping to an actual group namein the
corrresponding webl ogi c- ej b-j ar. xnl file. (Thewebl ogi c-ej b-j ar. xm fileis
described in the following section.)

The assembly descriptor’s <met hod- per ni ssi on> subelement declares
authorizations for each method in abean. However, these entries are typically listed
by security role (<r ol e- name>), then by bean (<ej b- name>) and then by method
(<met hod- name>). Therefore, thereisusually one <net hod- per ni ssi on> entry for
each security role defined in the previously described <securi ty-r ol e> element.

The weblogic-ejb-jar.xml Deployment Descriptors

2-22

Onepurpose of thewebl ogi c- ej b-j ar. xm deployment descriptor isto associatethe
security role names that may be needed for a particular service (as defined in the
corresponding ej b-j ar . xn file) to principal names. Listing 2-15 shows the syntax
of the security-role assignment element.
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Listing 2-15 Syntax of the Security-Role Assignment Element

<security-rol e-assi gnnent >

<rol e-nane>Nane of security rol e</rol e-nane>
<pri nci pal - name>Cor r espondi ng pri nci pal name</ pri nci pal - nane>

</ security-rol e-assi gnment >

Notes: Therole to principa mappings used in theweb. xni deployment descriptor
may also be used in webl ogi c- ej b-j ar. xn . For more information about
theweb. xm application deployment descriptor, see “ About the web.xml and
weblogic.xml Application Deployment Descriptors’ on page 2-7.

For more information about security roles and principals, see “Roles and
Principals’ on page 2-3.
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CHAPTER

3

Application Services
and Security

Asdescribed in Chapter 2, “ Deployment Descriptors and Security Roles,” each
Enterprise JavaBean (EJB) Java ARchive (JAR) file has two associated deployment
descriptors: ej b-j ar. xm and webl ogi c- ej b-j ar.xm . These XML filescontain
elementsthat register an application’sindividual JavaBeans with appropriate security
constraints.

Since you will use the Campaign Manager for WebL ogic, WebL ogic Commerce
Server, and WebL ogic Personalization Server application services as a starting point
for devel oping your own applications, this topic describes the contents of these
deployment descriptorsfor each JAR intheincluded w csApp enterprise application.
Therefore, thistopic includes the following sections:

m actionjar

e Enterprise Bean Definitions

e Assembly Descriptor

e Security-Role Assignments
m axiom.jar

e Enterprise Bean Definitions

e Security-Role References

e Assembly Descriptor

e Security-Role Assignments
m bridgejar

e Enterprise Bean Definitions
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3-2

e Assembly Descriptor

e Security-Role Assignments
campaign.jar

e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments

discount.jar
e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments

document.jar

e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments
ebusiness.jar

e Enterprise Bean Definitions
e Security-Role References

e Assembly Descriptor

e Security-Role Assignments
ejbadvisor.jar

e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments

events.jar
e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments
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e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments
mail .jar

e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments

placeholder.jar

e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments
portal .jar

e Enterprise Bean Definitions
e Security-Role References

e Assembly Descriptor

e Security-Role Assignments
priceServicejar

e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments
rulesjar

e Enterprise Bean Definitions
e Assembly Descriptor

e Security-Role Assignments
servicemgr.jar

e Enterprise Bean Definitions
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e Assembly Descriptor

e Security-Role Assignments
m uupexamplejar

e Enterprise Bean Definitions

e Assembly Descriptor

e Security-Role Assignments

Notes. The JAR files containing theej b-j ar. xnl and webl ogi c-ej b-j ar. xni
deployment descriptors that are described in this chapter can be found in the
$W._ COMWERCE_HOVE/ WebLogi cConmmer ce3. 5/ confi g/ W csDonmi n/
w csApp subdirectory, where $W._ COMWWERCE HOME is the directory where
you installed the product.

Only the security-related elements of the ej b-j ar . xm and
webl ogi c- e b-j ar. xm deployment descriptors are discussed in this
chapter. For more detailed information about the other elements these
deployment descriptors contain, see the Deployment Guide.

action.jar

Theacti on. jar file contains an EJB that provides the executable actions for the
campaign server (that is, the mail action, the ads action, and the offer discount action).

Enterprise Bean Definitions

Table 3-1 lists the enterprise JavaBean that is defined within theacti on. j ar file's
ej b-jar. xm deployment descriptor.

Table 3-1 action.jar gb-jar.xml EJB Definition

Name Type

ActionService St at el ess session
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Assembly Descriptor

Withinthe acti on. j ar file, theej b-jar. xm deployment descriptor registers the
Act i onSer vi ce statel ess session JavaBean with the application assembly descriptor
shown in Listing 3-1.

Listing 3-1 Assembly Descriptor Element for the ActionService JavaBean

<assenbl y descriptor>

<security-rol e>
<descri pti on>Anonynous User s</descri pti on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

</ security-rol e>

<met hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<net hod>
<ej b- name>Act i onSer vi ce</ ej b- name>
<nmet hod- i nt f >Hone</ net hod-i nt f >
<nmet hod- name>* </ net hod- nane>

</ met hod>

</ net hod- per m ssi on>

</ assenbl y-descri pt or>

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to al of the methods in the Act i onSer vi ce
JavaBean's Hore interface.
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Security-Role Assignments

Withintheacti on. j ar file, thewebl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignments for the Act i onSer vi ce stateless session
JavaBean, as shown in Listing 3-2. In this case, the security role AnonynousRol e is
assigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

Listing 3-2 Security Role Assignmentsfor the ActionService JavaBean

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</r ol e- nane>
<princi pal - name>ever yone</ pri nci pal - nane>

</security-rol e-assi gnnent >

axiom.jar

Theaxi om j ar fileisacollection of EJBs that provide user and group management
and Unified User Profile (UUP) services. For more information, see “ Unified User
Profiles’ in the Creating and Managing Users chapter of the Building Personalized
Applications documentation.

Enterprise Bean Definitions

Table 3-2 lists the enterprise JavaBeans that are defined within the axi om j ar file's
ej b-jar. xm deployment descriptor.
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Table 3-2 axiom.jar €jb-jar.xml EJB Definitions

Name

Type

com beasys. conmer ce. axi om cont act .

User Manager

St at el ess session

com beasys. conmer ce. axi om cont act .

Real nConfi gurati on

St at el ess session

com beasys. conmer ce. axi om cont act .
Uni fi edProfil eTypeManager

St at el ess session

com beasys. conmer ce. axi om cont act .

User

Entity

com beasys. conmer ce. axi om cont act

. Group

Entity

Security-Role References

In addition, the ej b-j ar. xm deployment descriptor contains security-role reference
elementsfor the com beasys. conmer ce. axi om cont act . User Manager stateless
session JavaBean and the com beasys. commer ce. axi om cont act . User entity
bean. These elements, shown in Listing 3-3, enable the EJB to do programmatic
security checking, if such behavior isdesired.

Listing 3-3 Security-Role Referencesin the User and UserM anager JavaBeans

<security-role-ref>

<descri ption>This ref declares the Adm nistrative role for this

bean</descri pti on>

<r ol e- nane>Admi ni strati veRol e</ rol e- nane>
<rol e-link>Adm ni strativeRol e</rol e-1i nk>

</security-rol e-ref>

Note: For information on the differences between declarative and programmatic
security, see the“ Security” chapter in the Java 2 Platform Enterprise Edition

Specification, v1.3.
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Assembly Descriptor

Within the axi om j ar file, theej b-j ar. xnl deployment descriptor registersthe
Axiom statel ess session and entity JavaBeanswith the application assembly descriptor
shown in Listing 3-4.

Listing 3-4 Assembly Descriptor Element for the Axiom JavaBeans

<assenbly descri ptor>

<security-rol e>
<descri pti on>Adm ni strat ors</ descri pti on>
<r ol e- name>Adni ni strativeRol e</r ol e- name>
</security-rol e>

<security-rol e>
<descri pti on>Anonynous User s</descri pti on>
<r ol e- nane>AnonynousRol e</r ol e- nane>
</security-rol e>

<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<met hod>
<ej b- nane>com beasys. conmer ce. axi om cont act .
User Manager </ ej b- name>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>

<met hod>
<ej b- nane>com beasys. conmer ce. axi om cont act .
User Manager </ ej b- name>
<met hod- i nt f >Renot e</ et hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- nane>com beasys. conmer ce. axi om cont act .
Real mConf i gur ati on</ ej b- name>
<met hod- i nt f >Hormre</ et hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>
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<met hod>
<ej b- name>com beasys. commer ce. axi om cont act .
Real nConfi gur ati on</ ej b- name>
<met hod- i nt f >Renot e</ net hod-intf >
<met hod- nane>*</ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. axi om cont act .
Uni fi edProfil eTypeManager </ ej b- nane>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ net hod>

<met hod>
<ej b- name>com beasys. commer ce. axi om cont act .
Uni fi edProfil eTypeManager </ ej b- nane>
<met hod- i nt f >Renot e</ net hod-intf >
<met hod- nane>*</ net hod- nanme>
</ met hod>

</ net hod- per i ssi on>

</ assenbl y-descri pt or>

In this case, the assembly descriptor first specifies two security roles,

Adni ni strati veRol e and AnonynousRol e. The assembly descriptor then specifies
the individual method permissions for the three statel ess session JavaBeansin the
axi om j ar file(User Manager, Real mConf i gur at i on, and

Uni fi edProf i | eTypeManager ) according to the AnonynousRol e. Thus, users
within the security role AnonynmousRol e will be granted accessto all of the methods
in the User Manager , Real nConf i gur ati on, and Uni fi edPr of i | eTypeManager
JavaBeans' Hone interfaces, as well as all of the methods of their Renot e interfaces.
The Adni ni strati veRol e isnot used.
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Security-Role Assignments

Within the axi om j ar file, thewebl ogi c-ej b-j ar. xm deployment descriptor
defines the security role assignments for the Axiom JavaBeans, as shown in
Listing 3-5. In this case, the security role Admi ni strat i veRol e isassigned to the
admi n principal, and the AnonynousRol e is assigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Is a
Security Role?’ on page 2-3.

Listing 3-5 Security Role Assignmentsfor the Axiom JavaBeans

<security-rol e-assi gnnent >

<r ol e- nane>Admi ni strati veRol e</ r ol e- nane>
<pri nci pal - nanme>adni n</ pri nci pal - nanme>

</ security-rol e-assi gnnent >
<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</ r ol e- nane>
<pri nci pal - nanme>ever yone</ pri nci pal - name>

</ security-rol e-assi gnnent >

bridge.jar

Thebridge. j ar file contains an EJB that providesthe LDAP configuration
information for the Unified User Profile (UUP) service. For more information about
UUP, see “Unified User Profiles’ in the Creating and Managing Users chapter of the
Building Personalized Applications documentation. For more information about UUP
and LDAP, see “Using the LDAP Realm” in the same chapter.
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Enterprise Bean Definitions

Table 3-3 lists the enterprise JavaBean that is defined within the bri dge. j ar file's

ej b-j ar. xm deployment descriptor.

Table 3-3 bridge,jar ejb-jar.xml EJB Definition

Name Type

com beasys. conmer ce. bri dge. | dap. LDAPConfi gur ati on St at el ess session

Assembly Descriptor

Withinthe bri dge. j ar file, theej b-jar. xm deployment descriptor registers the

LDAPConf i gur at i on stateless session JavaBean with the application assembly

descriptor shown in Listing 3-6.

Listing 3-6 Assembly Descriptor Element for the LDAPConfiguration JavaBean

<assenbl y descriptor>

<security-rol e>
<descri pti on>Anonynous User s</descri ption>
<r ol e- nane>AnonynousRol e</r ol e- name>

</ security-rol e>

<nmet hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- name>

<met hod>
<ej b- name>com beasys. conmer ce. bri dge. | dap
LDAPConf i gur at i on</ ej b- nane>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ met hod- per m ssi on>

</ assenbly descri ptor>
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In this case, the assembly descriptor specifies that users within the security role
AnonynousRol e will be granted accessto all of the methodsin the
LDAPConf i gur at i on JavaBean's Hone interface.

Security-Role Assignments

Withinthebri dge. j ar file, thewebl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignments for the LDAPConf i gur at i on stateless session
JavaBean, as shown in Listing 3-7. In this case, the security role AnonynousRol e is
assigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Is a
Security Role?’ on page 2-3.

Listing 3-7 Security Role Assignmentsfor the LDAPConfiguration JavaBean

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</r ol e- nane>
<princi pal - name>ever yone</ pri nci pal - nane>

</ security-rol e-assi gnnent >

campaign.jar

Thecanpai gn. j ar fileisacollection of EJBsthat providethe campaign and scenario
services and repositories.
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Enterprise Bean Definitions

Table 3-4 lists the enterprise JavaBeans that are defined within the canpai gn. j ar
file's ej b-j ar. xnl deployment descriptor.

Table 3-4 campaign.jar ejb-jar.xml EJB Definitions

Name Type

com beasys. conmer ce. canpai gn. Scenari oService St at el ess session
com beasys. conmer ce. canpai gn. Scenar i oReposi tory St at el ess session
com beasys. conmer ce. canpai gn. Canpai gnSer vi ce St at el ess session
com beasys. conmer ce. canpai gn. Canpai gnReposi tory St at el ess session

Assembly Descriptor

Withinthecanpai gn. j ar file theej b-j ar. xm deployment descriptor registersthe
Campaign statel ess session JavaBeanswith the application assembly descriptor shown
in Listing 3-8.

Listing 3-8 Assembly Descriptor Element for the Campaign JavaBeans

<assenbl y- descri pt or >

<security-rol e>
<descri pti on>Anonynous User s</description>
<r ol e- nane>AnonynousRol e</r ol e- name>

</ security-rol e>

<security-rol e>
<descri pti on>Adm ni strative Users</description>
<r ol e- name>Adm nRol e</r ol e- nane>

</ security-rol e>

<l-- Pernissions for the AnonynobusRole -->

<nmet hod- per m ssi on>
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<r ol e- name>AnonynousRol e</ r ol e- nane>

<met hod>
<ej b- nane>com bea. conmer ce. canpai gn.
Scenari oSer vi ce</ ej b- nane>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>

<met hod>
<ej b- nane>com bea. conmer ce. canpai gn.
Scenari oSer vi ce</ ej b- nane>
<nmet hod- i nt f >Renot e</ net hod-i nt f >
<nmet hod- name>* </ net hod- nane>

</ net hod>

<met hod>
<ej b- name>com bea. commer ce. canpai gn.
Canpai gnServi ce</ ej b- nanme>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<net hod>
<ej b- name>com bea. conmmer ce. canpai gn.
Canpai gnSer vi ce</ ej b- nane>
<met hod- i nt f >Renot e</ net hod-i ntf >
<met hod- nanme>* </ net hod- nanme>

</ net hod>

<met hod>
<ej b- name>com bea. conmmer ce. canpai gn.
Canpai gnReposi t or y</ ej b- nane>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com bea. conmmer ce. canpai gn.
Canpai gnReposi t ory</ ej b- name>
<met hod- i nt f >Renot e</ net hod-i nt f >
<met hod- nane>get Canpai gnSer vi ce</ net hod- nanme>
</ met hod>

</ met hod- per m ssi on>

<l-- Perm ssions for the AdmnRole -->

<met hod- per m ssi on>
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<r ol e- nane>Admi nRol e</ r ol e- nane>

<nmet hod>

<ej b- name>com bea. commer ce. canpai gn.

Scenari oSer vi ce</ ej b- nane>
<net hod- i nt f >Hone</ net hod- i ntf>
<net hod- name>* </ net hod- nane>

</ met hod>

<nmet hod>

<ej b- name>com bea. commer ce. canpai gn.

Scenari oSer vi ce</ ej b- nane>
<net hod- i nt f >Renot e</ net hod-i nt f>
<net hod- name>* </ net hod- nane>

</ met hod>

<nmet hod>

<ej b- name>com bea. commer ce. canpai gn.

Scenar i oReposi t ory</ ej b- nane>
<nmet hod- i nt f >Hone</ nmet hod-i nt f >
<nmet hod- name>* </ net hod- nane>

</ met hod>

<nmet hod>

<ej b- name>com bea. commer ce. canpai gn.

Scenar i oReposi t ory</ ej b- nane>
<net hod- i nt f >Renot e</ net hod-i nt f>
<net hod- name>* </ net hod- nane>

</ met hod>

<nmet hod>

<ej b- name>com bea. commer ce. canpai gn.

Canpai gnSer vi ce</ ej b- nanme>
<net hod- i nt f >Hone</ net hod-i ntf>
<net hod- name>* </ net hod- nane>

</ met hod>

<nmet hod>

<ej b- name>com bea. commer ce. canpai gn.

Canpai gnSer vi ce</ ej b- nanme>
<net hod- i nt f >Renot e</ net hod-i ntf>
<net hod- name>* </ net hod- nane>

</ met hod>

<nmet hod>

<ej b- name>com bea. commer ce. canpai gn.

Canpai gnReposi t ory</ ej b- nane>
<net hod- i nt f >Hone</ net hod-i ntf>
<net hod- name>* </ net hod- nane>

</ met hod>
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<net hod>
<ej b- name>com bea. commer ce. canpai gn.
Canpai gnReposi t ory</ ej b- nane>
<met hod- i nt f >Renot e</ net hod-i ntf >
<met hod- nanme>* </ net hod- nanme>

</ net hod>

</ net hod- per m ssi on>

</ assenbl y- descri pt or >

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to all the methods in the Hone and Renot e
interfaces for the Scenari oSer vi ce and Canpai gnSer vi ce JavaBeans, plusall
methods on the Hone interface of the Canpai gnReposi t ory JavaBean. In addition,
usersin the AnonynousRol e will be granted access to the get Canpai gnSer vi ce
method onthe Renot e interface of the Canpai gnReposi t ory JavaBean. Userswithin
the security role Adni nRol e will be granted access to all methodsin the Home and
Renot e interfaces for all the JavaBeans.

Security-Role Assignments

3-16

Within the canpai gn. j ar file, thewebl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignments for the Campaign statel ess session JavaBeans, as
shown in Listing 3-9. In thiscase, the security role AnonynmousRol e isassigned to the
ever yone principal, and the Adni nRol e is assigned to both theadm n and syst em
principals.

Note: For more information about security roles and principals, see “What Is a
Security Role?’ on page 2-3.

Listing 3-9 Security Role Assignmentsfor the Campaign JavaBeans

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</r ol e- nane>
<princi pal - name>ever yone</ pri nci pal - nane>
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</ security-rol e-assi gnment >

<security-rol e-assi gnnent >
<r ol e- name>Adm nRol e</r ol e- nane>
<pri nci pal - name>adm n</ pri nci pal - nane>
<pri nci pal - name>syst enx/ pri nci pal - nane>

</ security-rol e-assi gnment >

discount.jar

Thedi scount . j ar fileisacollection of EJBsthat providethe discount definition and
association services. More information about the Discount Management and
Association services can be found in the “Discounts’ chapter of the Managing
Purchases and Processing Orders documentation.

Enterprise Bean Definitions

Table 3-5 lists the enterprise JavaBeans that are defined within the di scount . j ar
file's ej b-j ar. xnl deployment descriptor.

Table 3-5 discount.jar gb-jar.xml EJB Definitions

Name Type

Di scount Managenent St at el ess session
Di scount Associ at i onMgr St at el ess session
Di scount Set Entity

Di scount Entity

Di scount Associ ati on Entity
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Assembly Descriptor

Withinthedi scount . j ar file, theej b-j ar. xnl deployment descriptor registersthe
Discount statel ess session and entity JavaBeans with the application assembly
descriptor shown in Listing 3-10.

Listing 3-10 Assembly Descriptor Element for the Discount JavaBeans

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Anonynous User s</descri pti on>
<r ol e- name>AnonynousRol e</ r ol e- nane>

</ security-rol e>
<met hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ r ol e- nane>

<nmet hod>
<ej b- name>D scount Managenent </ ej b- nane>
<nmet hod- i nt f >Hone</ nmet hod-i ntf >
<nmet hod- name>* </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>D scount Managenent </ ej b- nane>
<met hod- nanme>* </ net hod- nanme>

</ net hod>

<nmet hod>
<ej b- nane>Di scount Associ at i onMyr </ ej b- name>
<net hod-i nt f >Hone</ net hod-i ntf>
<net hod- name>* </ net hod- nane>

</ met hod>

<met hod>
<ej b- nane>Di scount Associ at i onMyr </ ej b- name>
<nmet hod- name>* </ met hod- nane>

</ net hod>

</ net hod- per m ssi on>

</ assenbl y- descri pt or >
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Note: The <met hod> tag without a <met hod- i nt f > specifiesthe <met hod- name>
on both the Hone and Renot e interfaces.

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to al the methods in the Hone and Renot e
interfacesfor theDi scount Managenent and Di scount Associ ati onMyr JavaBeans.

Security-Role Assignments

Withinthe di scount . j ar file, the webl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignments for the Discount stateless session and entity
JavaBeans, as shown in Listing 3-11. In this case, the security role AnonynmousRol e
is assigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

Listing 3-11 Security Role Assignmentsfor the Discount JavaBeans

<security-rol e-assi gnnent >

<r ol e- nanme>AnonynousRol e</ r ol e- nane>
<pri nci pal - nanme>ever yone</ pri nci pal - name>

</ security-rol e-assi gnment >

document.jar

Thedocunent . j ar fileisacollection of EJBsthat providethe document management
services (searching, retrieval, and schemas).
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Enterprise Bean Definitions

Table 3-6 lists the enterprise JavaBeans that are defined within the docunent . j ar
file's ej b-j ar. xnl deployment descriptor.

Table 3-6 document.jar gb-jar.xml EJB Definitions

Name Type

com beasys. comer ce. axi om docunent . Docunent Entity

com beasys. comer ce. axi om docunent . Docunent Scherma Entity

com beasys. commer ce. axi om docunent . Docunent Manager St at el ess sessi on

Assembly Descriptor

Withinthedocunent . j ar file, theej b-j ar. xnml deployment descriptor registersthe
Document stateless session and entity JavaBeans with the application assembly
descriptor shown in Listing 3-12.

Listing 3-12 Assembly Descriptor Element for the Document JavaBeans

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Anonynous Users</description>
<r ol e- nane>AnonynousRol e</ rol e- nane>
</security-rol e>

<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ r ol e- name>

<met hod>
<ej b- name>com beasys. commer ce. axi om docunent . Docunent
</ ej b- nane>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>
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<net hod>
<ej b- name>com beasys. commer ce. axi om docunent . Docunent
</ ej b- nane>
<met hod-i nt f >Renot e</ net hod-i nt f >
<met hod- nanme>* </ nmet hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. axi om docunent .
Docunent Schena</ ej b- nane>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. axi om docunent .
Docunent Schena</ ej b- nane>
<met hod- i nt f >Renot e</ et hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. axi om docunent .
Docunent Manager </ ej b- name>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. axi om docunent .
Docunent Manager </ ej b- nanme>
<met hod- i nt f >Renot e</ et hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ met hod- per m ssi on>

</ assenbl y-descri pt or >

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to al the methods in the Hone and Renot e
interfaces for each of the Document JavaBeans.
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Security-Role Assignments

Within the docunent . j ar file, thewebl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignments for the Document statel ess session and entity
JavaBeans, as shownin Listing 3-13. In this case, the security role AnonynousRol e
isassigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Is a
Security Role?’ on page 2-3.

Listing 3-13 Security Role Assignments for the Document JavaBeans

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</r ol e- nane>
<princi pal - name>ever yone</ pri nci pal - nane>

</security-rol e-assi gnnent >

ebusiness.jar

Theebusi ness. j ar fileisacollection of EJBs that provide the commerce services,
including product catalog, order, tax calculation, shipping, payment, and supporting
EJB Pipeline components. For more information about these services, see the
Managing Purchases and Processing Orders documentation.

Enterprise Bean Definitions

Table 3-7 lists the enterprise JavaBeans that are defined within the ebusi ness. j ar
file's ej b-j ar. xnl deployment descriptor.

3-22  Security Guide



ebusiness.jar

Table 3-7 ebusiness,jar gb-jar.xml EJB Definitions

Name Type
com beasys. conmer ce. ebusi ness. security. Encrypt or St at el ess session
com beasys. conmer ce. ebusi ness. security. Decrypt or St at el ess session

com beasys. conmer ce. ebusi ness. paynment . Credit CardService Statel ess session

com beasys. conmer ce. ebusi ness. paynent . Entity
Paynent Transacti on

com beasys. conmer ce. ebusi ness. t ax. t axwar e. Stat ef ul session
Taxwar eTaxCal cul at or

com beasys. conmer ce. ebusi ness. cust onmer . Cust oner Entity

com beasys. conmer ce. ebusi ness. cat al og. Cat al ogManager St at el ess session

com beasys. conmer ce. ebusi ness. cat al og. service. category. Statel ess session
Cat egor yManager

com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a. St at el ess session
Cust onmDat aManager

com beasys. conmer ce. ebusi ness. cat al og. service.item St at el ess session
Product | t emVanager

com beasys. conmer ce. ebusi ness. cat al og. servi ce. query. St at el ess session
Cat al ogQuer yManager

com beasys. conmer ce. ebusi ness. cat al og. service. category. Statel ess session
JdbcCat egor yManager

com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a. St at el ess session
EpnCust onDat aManager

com beasys. conmer ce. ebusi ness. cat al og. service.item St at el ess session
JdbcProduct | t emVanager

com beasys. conmer ce. ebusi ness. cat al og. servi ce. query. St at el ess session
JdbcCat al ogQuer yManager

com beasys. conmer ce. ebusi ness. shoppi ngcart. pi pel i ne. St at el ess session
Del et eProduct | t enFr onSavedLi st PC
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Table 3-7 ebusinessjar gb-jar.xml EJB Definitions (Continued)

Name Type

com beasys. conmer ce. ebusi ness. shoppi ngcart. pi pel i ne. St atel ess session
Ref r eshSavedLi st PC

com beasys. commer ce. ebusi ness. shoppi ngcart. pi pel i ne. St atel ess session
MovePr oduct | t emToSavedLi st PC

com beasys. conmer ce. ebusi ness. shoppi ngcart. pi pel i ne. St atel ess session
MovePr oduct | t emToShoppi ngCart PC

com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngMet hod Entity

com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngHel per St atel ess session
com beasys. conmer ce. ebusi ness. order. O der Entity

com beasys. conmer ce. ebusi ness. order. Or der Manager St atel ess session

Security-Role References

In addition, theej b-j ar. xm deployment descriptor contains security-role reference

elements for the E-business statel ess session and entity JavaBeans. These elements,
shown in Listing 3-14 through Listing 3-17, enable the EJBsto do programmatic

security checking, if such behavior is desired.

Listing 3-14 illustrates only the Anonymous security-rolereference, asit isdefined for

the following E-business JavaBeans:

m DeleteProductitemFromSavedListPC
m  Encryptor

m  MoveProductltemToSavedListPC

m  MoveProductltemToShoppingCartPC
m  RefreshSavedListPC

m  ShippingHelper

m  ShippingMethod
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m  TaxwareTaxCalculator

Listing 3-14 Anonymous Security-Role Reference in the E-Business JavaBeans

<security-role-ref>

<descri ption>This ref declares the Anonynous role for this
bean</ descri pti on>

<r ol e- name>AnonynousRol e</ r ol e- nane>
<rol e-I i nk>AnonynousRol e</ rol e-li nk>

</security-rol e-ref>

Note: Inthe Taxwar eTaxCal cul at or JavaBean's security-role reference, the
<descri pti on> subelement incorrectly readsAdni ni st rat i veRol e instead
of AnonynousRol e. However, because the description is essentially a
comment, the server is not affected by it.

Listing 3-15 illustrates the Customer and Administrative security-role references, as
they are defined for the following E-business JavaBeans:

m CreditCardService
m  Decryptor

m Order

m OrderManager

m PaymentTransaction

Listing 3-15 Customer and Administrative Security-Role Referencesin the
E-Business JavaBeans

<security-role-ref>

<descri ption>This ref declares the Custoner role for this
bean</ descri pti on>

<r ol e- nane>Cust oner Rol e</r ol e- nane>
<rol e-link>Cust oner Rol e</rol e-1ink>
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3-26

</security-rol e-ref>
<security-rol e-ref>

<description>This ref declares the Adm nistrative role for this
bean</ descri pti on>

<r ol e- name>Adm ni strati veRol e</ r ol e- nane>
<rol e-1ink>Adm ni strati veRol e</rol e-1i nk>

</security-rol e-ref>

Listing 3-16 Anonymousand Administrative Security-Role Referencesin the
Customer JavaBean

<security-rol e-ref>

<description>This ref declares the Anonynous role for this
bean</descri pti on>

<r ol e- nane>AnonynousRol e</r ol e- nane>
<rol e-1i nk>AnonynousRol e</rol e-1i nk>

</security-rol e-ref>
<security-rol e-ref>

<description>This ref declares the Adm nistrative role for
this bean</description>

<rol e- name>Adm ni strati veRol e</r ol e- nane>
<rol e-1ink>Adm ni strativeRol e</rol e-1i nk>

</security-rol e-ref>

Listing 3-17 illustrates the Administrative, Customer, and Anonymous security-role
references, as they are defined for the following E-business JavaBeans:

m CatalogManager
m CategoryManager
m JdbcCategoryManager

m JdbcProductltemManager
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m ProductltemManager

Listing 3-17 Administrative, Customer, and Anonymous Security-Role
Referencesin the E-Business JavaBeans

<security-role-ref>

<descri ption>This ref declares the Adm nistrative role for this
bean</ descri pti on>

<r ol e- nane>Admi ni strati veRol e</ rol e- nane>
<rol e-link>Adm ni strativeRol e</rol e-1i nk>

</security-rol e-ref>
<security-role-ref>

<descri ption>This ref declares the Custoner role for this
bean</ descri pti on>

<r ol e- nane>Cust oner Rol e</r ol e- nane>
<rol e-l i nk>Cust oner Rol e</rol e-1ink>

</security-rol e-ref>
<security-role-ref>

<descri ption>This ref declares the Anonynous role for this
bean</ descri pti on>

<r ol e- nanme>AnonynousRol e</ r ol e- nane>
<rol e-1 i nk>AnonynousRol e</ rol e-li nk>

</security-rol e-ref>

Note: For information on the differences between declarative and programmatic
security, see the“ Security” chapter in the Java 2 Platform Enterprise Edition
Specification, v1.3.
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Assembly Descriptor

Within the ebusi ness. j ar file, theej b-jar.xm deployment descriptor registers
the E-business stateless session and entity JavaBeans with the application assembly
descriptor shown in Listing 3-18.

Listing 3-18 Assembly Descriptor Element for the E-business JavaBeans

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Regi st ered custoners</descri pti on>
<r ol e- name>Cust oner Rol e</r ol e- name>

</ security-rol e>

<security-rol e>
<descri pti on>Adm ni strat or s</ descri ption>
<r ol e- name>Admi ni st rati veRol e</r ol e- name>
</ security-rol e>

<security-rol e>
<descri pti on>Anonynous User s</descri pti on>
<r ol e- name>AnonynousRol e</ r ol e- nane>

</ security-rol e>

<met hod- perm ssi on>
<r ol e- nane>AnonynousRol e</ rol e- nane>

<l-- com beasys. conmer ce. ebusi ness. cat al og. Cat al ogManager
-->

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- name>
<net hod- name>get Cat egor yManager </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- nanme>
<net hod- nanme>get Pr oduct | t eniVanager </ net hod- nane>
</ met hod>

<met hod>
<ej b- nane>com beasys. conmer ce. ebusi ness. cat al og.
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Cat al ogManager </ ej b- name>
<met hod- nane>get Cat al ogQuer yManager </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- name>
<net hod- name>get Cust onDat aManager </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- name>
<net hod- name>cr eat eCat al ogRequest </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- name>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>*</ net hod- nanme>
</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. servi ce. cat egory.
Cat egor yManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat al ogManager </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<net hod- name>get | t ens</ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<net hod- nane>get | t enKeys</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Par ent </ net hod- nane>

</ met hod>
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<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- nanme>get Ancest or s</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- name>get Root Cat egor y</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- nane>get Cat egor yCount </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- nanme>get SubCat egor i es</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- name>get SubCat egor yKeys</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- nane>get Si bl i ngs</ nmet hod- nane>

</ met hod>

<met hod>
<ej b- nane>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- nanme>get Si bl i ngKeys</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- nane>get Cat egori es</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
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cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor yKeys</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. commer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nane>get | t enCount </ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. commer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- name>get SubCat egor yCount </ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- name>get Si bl i ngCount </ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor y</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor i es</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get | t enCat egor i es</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- i nt f >Home</ net hod-i ntf >
<net hod- name>* </ nmet hod- nanme>

</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. servi ce
Pr oduct | t emVanager -->
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<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- name>
<met hod- nane>get Cat al ogManager </ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- name>
<met hod- nane>get | t enCount </ net hod- nane>
</ met hod>

<nmet hod>

<ej b- nane>com beasys. conmer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- name>
<met hod- nane>get Keywor ds</ nmet hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- name>
<met hod- nane>get | t enKeys</ nmet hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- name>
<met hod- nane>get | t ens</ et hod- nanme>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- name>
<met hod- nanme>get | t enx/ met hod- nanme>
</ met hod>

<nmet hod>

<ej b- namre>com beasys. comer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- name>
<nmet hod- i nt f >Hone</ net hod-i nt f >
<nmet hod- name>* </ net hod- nane>

</ met hod>

<! -- com beasys. conmer ce. ebusi ness. cat al og. servi ce.

JdbcPr oduct | t emVanager -->

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

i tem JdbcProduct | t emVanager </ ej b- nane>
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<net hod- nanme>get Cat al ogManager </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<net hod- nanme>get | t enCount </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<met hod- nane>get Keywor ds</ et hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<net hod- nane>get | t enKeys</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<net hod- name>get | t ens</ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<net hod- name>get | t enx/ nmet hod- name>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.
Cust onDat aManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
dat a. Cust onDat aManager </ ej b- name>
<met hod- nane>* </ net hod- nanme>

</ met hod>
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<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

dat a. Cust onDat aManager </ ej b- nanme>
<nmet hod- i nt f >Hone</ net hod-i nt f >
<nmet hod- nanme>* </ net hod- nane>

</ met hod>

<! -- com beasys. conmer ce. ebusi ness. cat al og. servi ce.

Cat al ogQuer yManager -->

<nmet hod>

<ej b- name>com beasys. commer ce. ebusi ness. cat al og.

query. Cat al ogQuer yManager </ ej b- name>
<met hod- nane>* </ net hod- nanme>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

query. Cat al ogQuer yManager </ ej b- name>
<met hod-i nt f >Hone</ net hod-i nt f >
<met hod- nanme>* </ net hod- nane>

</ met hod>

<! -- com beasys. conmer ce. ebusi ness. cat al og. servi ce.

EpnCust onDat aManager -->

<nmet hod>

<ej b- nane>com beasys. conmer ce. ebusi ness. cat al og.

dat a. EpnCust onDat aManager </ ej b- nanme>
<nmet hod- name>* </ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

dat a. EpnCust onDat aManager </ ej b- nanme>
<nmet hod- i nt f >Hone</ net hod-i nt f >
<nmet hod- name>* </ net hod- nane>

</ met hod>

<! -- com beasys. conmer ce. ebusi ness. cat al og. servi ce.

JdbcCat al ogQuer yManager -->

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

query. JdbcCat al ogQuer yManager </ ej b- nane>
<met hod- nane>* </ net hod- name>
</ met hod>

servi ce.

query.

servi ce.

servi ce.

dat a.

servi ce.

servi ce.

query.

servi ce.



ebusiness.jar

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
query. JdbcCat al ogQuer yManager </ ej b- name>
<met hod- i nt f >Hormre</ et hod- i nt f >
<met hod- name>* </ net hod- nane>
</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. servi ce. cat egory.
JdbcCat egor yManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Cat al ogManager </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nane>get | t ens</ net hod- name>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nane>get | t enKeys</ net hod- nane>

</ met hod>

<net hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nanme>get Par ent </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Ancest or s</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- name>get Root Cat egor y</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
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<net hod- nanme>get Cat egor yCount </ net hod- nanme>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nanme>get SubCat egor i es</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- name>
<met hod- name>get SubCat egor yKeys</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nanme>get Si bl i ngs</ nmet hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- name>
<met hod- nanme>get Si bl i ngKeys</ net hod- name>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nanme>
<met hod- nanme>get Cat egori es</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- name>get Cat egor yKeys</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nanme>get | t emCount </ nmet hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nanme>get SubCat egor yCount </ net hod- nane>
</ met hod>
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<met hod>
<ej b- name>com beasys. commer ce. ebusi ness
cat egory. JdbcCat egor yManager </ ej b- nane>

cat al og. servi ce.

<net hod- name>get Si bl i ngCount </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor y</ net hod- nane>
</ net hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor i es</ net hod- name>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nane>get | t enCat egor i es</ met hod- n
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness
cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness.
Encr ypt or </ ej b- nane>
<met hod- nane>*</ net hod- nanme>
</ net hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness
Taxwar eTaxCal cul at or </ ej b- nane>
<met hod- nane>*</ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness
Cust oner </ ej b- name>
<met hod- nane>* </ net hod- nanme>

</ met hod>

cat al og. servi ce.

cat al og. servi ce.

cat al og. servi ce.

anme>

cat al og. servi ce.

security.

tax. t axwar e.

custoner.
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<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. shi ppi ng.
Shi ppi ngMet hod</ ej b- name>
<met hod- nane>* </ net hod- name>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. shoppi ngcart.
pi pel i ne. Ref reshSavedLi st PC</ €] b- nane>
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ met hod- perm ssi on>

<net hod- per m ssi on>
<r ol e- nanme>Cust oner Rol e</ r ol e- nane>

<! -- com beasys. conmer ce. ebusi ness. cat al og.
Cat al ogManager -->

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- nanme>
<met hod- nanme>get Cat egor yManager </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- nanme>
<met hod- nanme>get Pr oduct | t emVanager </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- name>
<met hod- nane>get Cat al ogQuer yManager </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- nanme>
<met hod- nane>get Cust onDat aManager </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- nanme>
<met hod- nane>cr eat eCat al ogRequest </ net hod- nane>
</ met hod>
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<l-- com beasys. conmer ce. ebusi ness. cat al og. servi ce.

Cat egor yManager -->

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat al ogManager </ net hod- nane>
</ net hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nane>get | t ens</ net hod- name>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nane>get | t enKeys</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Par ent </ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Ancest or s</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Root Cat egor y</ net hod- nane>
</ net hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor yCount </ net hod- nane>
</ met hod>

<net hod>
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<net hod- nanme>get SubCat egori es</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<met hod- name>get SubCat egor yKeys</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<met hod- nanme>get Si bl i ngs</ nmet hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nane>get Si bl i ngKeys</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<met hod- nanme>get Cat egori es</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor yKeys</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. commer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<met hod- nane>get | t enCount </ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. commer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<met hod- name>get SubCat egor yCount </ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<met hod- nanme>get Si bl i ngCount </ net hod- nane>
</ met hod>
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<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nane>get Cat egor y</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor i es</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. commer ce. ebusi ness. cat al og.

cat egory. Cat egor yManager </ ej b- nane>
<net hod- nane>get | t enCat egor i es</ net hod- nane>
</ met hod>

<l -- com beasys. conmer ce. ebusi ness. cat al og. servi ce.

Product | t emVanager -->

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

i tem Product |t emVanager </ ej b- nane>
<net hod- nanme>get Cat al ogManager </ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. commer ce. ebusi ness. cat al og.

i tem Product |t emVanager </ ej b- nane>
<net hod- name>get | t enCount </ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- nane>
<net hod- nanme>get Keywor ds</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- nane>
<net hod- nanme>get | t enKeys</ net hod- nane>
</ met hod>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og.

i tem Product | t emVanager </ ej b- nane>
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<met hod- nane>get | t ens</ et hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
i tem Product | t emVanager </ ej b- name>
<met hod- nanme>get | t enx/ nmet hod- nanme>
</ met hod>

<! -- com beasys. conmer ce. ebusi ness. catal og. service.item
JdbcPr oduct | t emVanager -->

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<met hod- nane>get Cat al ogManager </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<met hod- nane>get | t emCount </ nmet hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<met hod- nanme>get Keywor ds</ et hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emVanager </ ej b- nane>
<net hod- nanme>get | t enKeys</ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<met hod- nane>get | t ens</ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emMvanager </ ej b- nane>
<met hod- nanme>get | t enx/ et hod- nanme>
</ met hod>
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<l-- com beasys. conmer ce. ebusi ness. cat al og. serv
dat a. Cust onDat aManager -->

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cata
dat a. Cust onDat aManager </ ej b- nane>
<met hod- nane>*</ net hod- nanme>

</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. serv
query. Cat al ogQuer yManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat a
query. Cat al ogQuer yManager </ ej b- nane>
<met hod- nane>*</ net hod- nanme>

</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. serv
EpnmCust onDat aManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat a
dat a. EpnCust onDat aManager </ ej b- nane>
<met hod- name>* </ net hod- nanme>

</ met hod>

<l-- com beasys. commer ce. ebusi ness. cat al og. serv
query. JdbcCat al ogQuer yManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat a
query. JdbcCat al ogQuer yManager </ ej b- name>
<met hod- nane>*</ net hod- nanme>

</ met hod>

<l-- com beasys. commer ce. ebusi ness. cat al og. serv
cat egory. JdbcCat egor yManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat a
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Cat al ogManager </ net hod- nane>
</ met hod>

ce.

0og

.service.

ce.

og

ce

0og

. service.

. data.

. service.

ce.

0og

. service.

ce.

0og

. service.
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<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nane>get | t ens</ et hod- nanme>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nane>get | t enKeys</ nmet hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nanme>
<met hod- nane>get Par ent </ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nanme>get Ancest or s</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- name>get Root Cat egor y</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- nane>get Cat egor yCount </ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nanme>
<met hod- nanme>get SubCat egor i es</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

cat egory. JdbcCat egor yManager </ ej b- nane>
<met hod- name>get SubCat egor yKeys</ net hod- nane>
</ met hod>

<nmet hod>

<ej b- name>com beasys. comer ce. ebusi ness. cat al og.

servi

servi

servi

servi

servi

servi

servi

servi

servi

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.
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cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nane>get Si bl i ngs</ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nane>get Si bl i ngKeys</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor i es</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor yKeys</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- name>get | t enCount </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- name>get SubCat egor yCount </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Si bl i ngCount </ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
<net hod- nanme>get Cat egor y</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nane>
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<met hod- nane>get Cat egori es</ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- nanme>
<met hod- nane>get | t enCat egor i es</ net hod- nane>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. security.
Decrypt or </ ej b- nane>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. paynent .
Credi t CardSer vi ce</ ej b- name>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. paynent .
Paynent Transact i on</ ej b- name>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. shoppi ngcart.
pi pel i ne. Del et eProduct | t enfr onSavedLi st PC</ ej b- nane>
<met hod- nane>* </ net hod- name>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. shoppi ngcart.
pi pel i ne. Refr eshSavedLi st PC</ ej b- nane>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. shoppi ngcart.
pi pel i ne. MovePr oduct | t enToSavedLi st PC</ ej b- nane>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. shoppi ngcart.
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pi pel i ne. MoveProduct | t emlfoShoppi ngCart PC</ ej b- nanme>
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. or der.
O der </ €] b- name>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. or der.
Or der Manager </ ej b- nane>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ net hod- per m ssi on>

<met hod- per m ssi on>
<r ol e- name>Adm ni strati veRol e</ rol e- nane>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. security.
Decrypt or </ ej b- name>
<met hod- nane>*</ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. paynent .
Credi t Car dSer vi ce</ e] b- name>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. paynment .
Paynment Tr ansacti on</ ej b- nane>
<met hod- nane>* </ net hod- name>

</ met hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. or der.
O der </ €] b- name>
<met hod- nane>* </ net hod- nanme>

</ met hod>

<l-- com beasys. commer ce. ebusi ness. cat al og. Cat al ogManager
-->
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<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og.
Cat al ogManager </ ej b- nane>
<met hod- nane>* </ net hod- name>
</ met hod>

<! -- com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager -->

<nmet hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
cat egory. Cat egor yManager </ ej b- nane>
<met hod- nane>*</ net hod- nanme>
</ met hod>

<! -- com beasys. conmer ce. ebusi ness. cat al og.
JdbcCat egor yManager -->

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
cat egory. JdbcCat egor yManager </ ej b- name>
<met hod- nane>* </ net hod- nanme>
</ met hod>

<! -- com beasys. conmer ce. ebusi ness. catal og. service.item
Product | t emManager -->

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. cat al og. servi ce.
i tem Product | t emVanager </ ej b- name>
<met hod- nane>* </ net hod- nanme>
</ met hod>

<! -- com beasys. conmer ce. ebusi ness. catal og. service.item
JdbcPr oduct | t emVanager -->

<met hod>
<ej b- name>com beasys. comer ce. ebusi ness. cat al og. servi ce.
i tem JdbcProduct | t emvanager </ ej b- nane>
<met hod- nane>* </ net hod- nanme>
</ met hod>

<! -- com beasys. conmer ce. ebusi ness. cat al og. servi ce.
dat a. Cust onDat aManager -->
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<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
dat a. Cust onDat aManager </ ej b- nane>
<met hod- nane>* </ net hod- nanme>

</ net hod>

<l -- com beasys. conmer ce. ebusi ness. cat al og. servi ce. query.
Cat al ogQuer yManager -->

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
query. Cat al ogQuer yManager </ ej b- name>
<met hod- name>* </ net hod- nane>

</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.
EpnmCust onDat aManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
dat a. EpnCust onDat aManager </ ej b- nanme>
<met hod- nane>*</ net hod- nanme>

</ met hod>

<l-- com beasys. conmer ce. ebusi ness. cat al og. servi ce. query.
JdbcCat al ogQuer yManager -->

<met hod>
<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
query. JdbcCat al ogQuer yManager </ ej b- name>
<met hod- nane>*</ net hod- nanme>

</ net hod>

<met hod>
<ej b- name>com beasys. commer ce. ebusi ness. or der.
O der Manager </ ej b- nane>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ met hod- per m ssi on>

</ assenbl y-descri pt or >
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Note: The <net hod> tag without a <met hod- i nt f > specifies the <met hod- nane>
on both the Home and Renot e interfaces.

In this case, the assembly descriptor specifies that usersin the AnonynmousRol e and
Cust oner Rol e can access the following methods in the
com beasys. conmer ce. ebusi ness. cat al og. Cat egor yManager JavaBean:

B get Cat egor yManager

m get Product |t emVanager
B get Cat al ogQuer yManager
B get Cust onDat aManager

m Creat eCat al ogRequest

Note: Usersinthe AnonynousRol e only can also access all methods for the Honme
interface of the Cat egor yManager JavaBean.

Usersin the the AnonynousRol e and Cust omer Rol e can also access the following
methods in the com beasys. conmer ce. ebusi ness. cat al og. servi ce.

cat egory. Cat egor yManager and com beasys. conmer ce. ebusi ness. cat al og.
servi ce. cat egory. JdbcCat egor yManager JavaBeans:

m get Cat al ogManager
B getltens

B getltenKeys

B get Parent

B get Ancestors

B get Root Cat egory

m get Cat egor yCount
B get SubCat egori es
B get SubCat egor yKeys
m get Siblings

m get Si bl i ngKeys

m get Cat egori es

B get Cat egor yKeys

m getltenCount
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m get SubCat egor yCount
m get Si bl i ngCount

B get Category

m get Categories

m getltenCategories

Note: Usersin the AnonynousRol e only can aso access all methods for the Honme
interface of the Cat egor yManager and JdbcCat egor yManager JavaBeans.

Usersin the AnonynmousRol e and Cust oner Rol e can aso access the following
methods of the com beasys. commer ce. ebusi ness. cat al og. service.item
Pr oduct | t emvanager and com beasys. conmer ce. ebusi ness. cat al og.
servi ce. item JdbcProduct | t emvanager JavaBeans:

m get Cat al ogManager

m getltenCount

m get Keywords

B getltenKeys

B getltens

B getltem

Note: Usersin the AnonynousRol e only can aso access al methods for the Honme

interface of the Product | t emvanager and JdbcPr oduct | t emvlinager
JavaBeans.

Usersin the AnonynousRol e can also access all methodsin the Hone and Renot e
interfaces for the following JavaBeans:

m com beasys. comer ce. ebusi ness. cat al og. servi ce. dat a.
Cust onDat aManager

m com beasys. comer ce. ebusi ness. cat al og. query. Cat al ogQuer yManager

m com beasys. comer ce. ebusi ness. cat al og. servi ce. dat a.
EpntCust onDat aManager

m com beasys. comer ce. ebusi ness. cat al og. service. query.
JdbcCat al ogQuer yManager

m com beasys. comer ce. ebusi ness. security. Encryptor

B com beasys. comer ce. ebusi ness. t ax. t axwar e. TaxWar eTaxCal cul at or
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m com beasys. conmer ce. ebusi ness. cust oner . Cust oner
m com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngMet hod

m com beasys. conmer ce. ebusi ness. shoppi ngcart. pi peline.
Ref r eshSavedLi st PC

Usersin the Cust omer Rol e can also access al methods in the Honme and Renot e
interfaces for the following JavaBeans:

m com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.
Cust onDat aManager

m com beasys. commer ce. ebusi ness. cat al og. query. Cat al ogQuer yManager

m com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.
EpntCust onDat aManager

m com beasys. conmer ce. ebusi ness. cat al og. servi ce. query.
JdbcCat al ogQuer yManager

m com beasys. conmer ce. ebusi ness. security. Decryptor
m com beasys. conmer ce. ebusi ness. paynent. Credi t CardServi ce
m com beasys. conmer ce. ebusi ness. paynent . Paynment Transact i on

m com beasys. conmer ce. ebusi ness. shoppi ngcart. pi pel i ne.
Del et ePr oduct | t enfr onSavedLi st PC

m com beasys. commer ce. ebusi ness. shoppi ngcart. pi pel i ne.
Ref r eshSavedLi st PC

m com beasys. conmer ce. ebusi ness. shoppi ngcart. pi pel i ne
MovePr oduct | t enToSavedLi st PC

m com beasys. conmer ce. ebusi ness. shoppi ngcart. pi pel i ne
MovePr oduct | t emToShoppi ngCar t PC

m com beasys. conmer ce. ebusi ness. order. O der

Lastly, usersin the Cust onmer Rol e can access all Home methods for the
com beasys. conmer ce. ebusi ness.or der .Or der Manager JavaBean.

For usersinthe Admi ni strat i veRol e, accessto all methodsin the Home and Renot e
interfaces is granted for each of the E-business JavaBeans, excluding

com beasys. conmer ce. ebusi ness.or der . Or der Manager ,towhich usersareonly
granted access to the methods in the Hone interface.

3-52  Security Guide



ebusiness.jar

Security-Role Assignments

Withintheebusi ness. j ar file, thewebl ogi c-ej b-j ar. xnl deployment descriptor
defines the security role assignments for the E-business stateless session and entity
JavaBeans, as shown in Listing 3-19. In this case, the security role Cust oner Rol e is
assigned to thew cs_cust omer principal, the Adni ni strati veRol e totheadni n
principal, and the AnonynousRol e to the ever yone principal.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

Listing 3-19 Security Role Assignmentsfor the E-business JavaBeans

<security-rol e-assi gnnent >

<r ol e- nanme>Cust oner Rol e</r ol e- name>
<pri nci pal - name>w cs_cust oner </ pri nci pal - nane>

</ security-rol e-assi gnment >
<security-rol e-assi gnnent >

<rol e- nane>Admi ni strati veRol e</r ol e- nane>
<pri nci pal - name>adm n</ pri nci pal - nane>

</ security-rol e-assi gnment >
<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</ rol e- name>
<pri nci pal - name>ever yone</ pri nci pal - nane>

</ security-rol e-assi gnment >
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ejbadvisor.jar

Theej badvi sor . j ar file containsan EJB that provides the personalization Advisor
and advislet framework. For more information about the Advisor, see “ Creating
Personalized Applications with the Advisor” in the Building Personalized
Applications documentation.

Enterprise Bean Definitions

Table 3-8 lists the enterprise JavaBean that is defined within the ej badvi sor . j ar
file's ej b-j ar. xnl deployment descriptor.

Table 3-8 egbadvisor.jar gb-jar.xml EJB Definition

Name Type

com bea. conmrer ce. pl at f orm advi sor. Ej bAdvi sor St at el ess sessi on

Assembly Descriptor

Within the ej badvi sor . j ar file, theej b-j ar. xm deployment descriptor registers
the B bAdvi sor stateless session JavaBean with the application assembly descriptor
shown in Listing 3-20.

Listing 3-20 Assembly Descriptor Element for the EjbAdvisor JavaBean

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Anonynous Users</description>
<r ol e- nane>AnonynousRol e</ rol e- nane>
</security-rol e>

<net hod- per m ssi on>

<r ol e- nane>AnonynousRol e</r ol e- nane>
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<nmet hod>
<ej b- name>com bea. comer ce. pl at f orm advi sor.
Ej bAdvi sor </ ej b- nane>
<net hod- i nt f >Home</ nmet hod-i ntf >
<net hod- name>* </ nmet hod- nanme>
</ met hod>

</ net hod- per m ssi on>

</ assenbl y-descri pt or>

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to all the methods in the Ef bAdvi sor
JavaBean's Hone interface.

Security-Role Assignments

Within the ej badvi sor. j ar file, thewebl ogi c- ej b-j ar. xn deployment
descriptor defines the security role assignments for the Ej bAdvi sor stateless session
JavaBean, asshownin Listing 3-21. Inthis case, the security role AnonymousRol e is
assigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

Listing 3-21 Security Role Assignmentsfor the EjbAdvisor JavaBean

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</ r ol e- nane>
<pri nci pal - nanme>ever yone</ pri nci pal - name>

</ security-rol e-assi gnment >
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events.jar

Theevents. jar file contains an EJB that providesthe Event Service. For more
information about the Event Service, see the Events and Behavior Tracking
documentation.

Enterprise Bean Definitions

Table 3-9 lists the enterprise JavaBean that is defined within theevent s. j ar file's
ej b-jar. xm deployment descriptor.

Table 3-9 eventsjar ejb-jar.xml EJB Definition

Name Type

Event Ser vi ce St at el ess sessi on

Assembly Descriptor

Withintheevent s. j ar file theej b-j ar. xm deployment descriptor registers the
Event Ser vi ce statel ess session JavaBean with the application assembly descriptor
shown in Listing 3-22.

Listing 3-22 Assembly Descriptor Element for the EventService JavaBean

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Anonynous Users</description>
<r ol e- nane>AnonynousRol e</ rol e- nane>
</security-rol e>

<net hod- per m ssi on>

<r ol e- nane>AnonynousRol e</r ol e- nane>
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<met hod>
<ej b- name>com bea. comer ce. pl at f orm advi sor.
Event Servi ce</ ej b- nane>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ net hod- per m ssi on>

</ assenbl y-descri pt or>

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to al the methods in the Event Ser vi ce
JavaBean's Hore interface.

Security-Role Assignments

Withinthe events. j ar file, thewebl ogi c-ej b-j ar. xnl deployment descriptor
defines the security role assignments for the Event Ser vi ce stateless session
JavaBean, asshownin Listing 3-23. In this case, the security role AnonymousRol e is
assigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

Listing 3-23 Security Role Assignmentsfor the EventService JavaBean

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</ r ol e- nane>
<pri nci pal - nanme>ever yone</ pri nci pal - name>

</ security-rol e-assi gnment >
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foundation.jar

Thef oundati on. j ar fileisacollection of EJBs that provides the property set
definitions, the property manager, and the Pipeline execution service. For more
informai on about property sets and property set management, see “ Creating and
Managing Property Sets’ in the Building Personalized Applications documentation.

Enterprise Bean Definitions

Table 3-10liststheenterprise JavaBeansthat aredefinedwithintheevent s. j ar file's
ej b-jar. xm deployment descriptor.

Table 3-10 foundation.jar ejb-jar.xml EJB Definitions

Name Type
com beasys. conmer ce. f oundati on. property. Schema Entity
com beasys. conmer ce. f oundati on. property. St atel ess session

EntityPropert yAggregator

com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a. St atel ess session
EntityPropert yManager

com beasys. conmer ce. f oundati on. property. St atel ess session
EntityPropert yManager

com beasys. conmer ce. f oundati on. property. St atel ess session
LDAPENt i t yPropert yManager

com beasys. conmer ce. f oundati on. property. St atel ess session
Di rect Propert yManager

com beasys. conmer ce. f oundati on. property. SchemaManager St atel ess session

com beasys. conmer ce. f oundati on. pi pel i ne. St atel ess session
Pi pel i neExecut or
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Assembly Descriptor

Withinthe f oundati on. j ar file, theej b-j ar. xm deployment descriptor registers
the Foundation stateless session and entity JavaBeans with the application assembly
descriptor shown in Listing 3-24.

Listing 3-24 Assembly Descriptor Element for the Foundation JavaBeans

<assenbl y- descri pt or >

<security-rol e>

<descri pti on>Anonynous User s</descri pti on>
<r ol e- nane>AnonynousRol e</r ol e- nane>
</ security-rol e>

<met hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ rol e- nane>

<met hod>

<ej b- name>com beasys. commer ce. f oundat i on. property.
Enti tyPropertyAggregator </ ej b- name>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ net hod- per m ssi on>
<met hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ rol e- nane>

<net hod>

<ej b- name>com beasys. conmer ce. ebusi ness. cat al og. servi ce.
dat a. Enti tyPropertyManager </ ej b- name>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ net hod- per m ssi on>
<met hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ rol e- nane>

<met hod>
<ej b- name>com beasys. commer ce. f oundat i on. property.
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EntityPropertyManager </ ej b- name>
<nmet hod- i nt f >Hone</ net hod-i nt f >
<nmet hod- name>* </ net hod- nane>

</ met hod>

</ net hod- per m ssi on>
<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<met hod>
<ej b- name>com beasys. commer ce. f oundat i on. property.
LDAPENt i t yPropertyManager </ ej b- nane>
<met hod- i nt f >Hormre</ et hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ net hod- perm ssi on>
<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<met hod>
<ej b- name>com beasys. commer ce. f oundat i on. property.
Di r ect Pr opert yManager </ ej b- nanme>
<met hod- i nt f >Horme</ et hod- i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>

</ net hod- perm ssi on>
<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<met hod>
<ej b- name>com beasys. commer ce. f oundat i on. property.
SchemaManager </ ej b- nane>
<met hod- i nt f >Horme</ et hod- i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>

</ net hod- perm ssi on>
<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<met hod>
<ej b- name>com beasys. commer ce. f oundat i on. pi pel i ne.
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Pi pel i neExecut or </ ej b- nane>
<net hod- i nt f >Hone</ et hod-i ntf >
<net hod- name>* </ net hod- nane>

</ met hod>

</ net hod- per m ssi on>

</ assenbl y-descri pt or>

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to al the methods in the each of the
Foundation JavaBeans' Hone interfaces.

Security-Role Assignments

Withinthe f oundati on. j ar file, thewebl ogi c- ej b-j ar. xn deployment
descriptor defines the security role assignments for the Foundation stateless session
and entity JavaBeans, as shown in Listing 3-25. In this case, the security role
AnonynousRol e isassigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

Listing 3-25 Security Role Assignmentsfor the Foundation JavaBeans

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</ r ol e- nane>
<pri nci pal - nanme>ever yone</ pri nci pal - name>

</ security-rol e-assi gnment >

Security Guide  3-61



3 Application Services and Security

mail.jar

Themai | . j ar filecontainsan EJB that providesthe outbound Mail Service. The Mail
Service uses the JavaMail API to send campaign-related messages to customers, in
batches. For more information about the Mail Service, see“How Campaigns Use the
Mail Service’ in the Developing Campaign Infrastructure documentation.

Enterprise Bean Definitions

Table 3-11 lists the enterprise JavaBean that is defined within themai | . j ar file's
ej b-jar. xm deployment descriptor.

Table 3-11 mail.jar e b-jar.xml EJB Definition

Name Type

Mai | Service St at el ess sessi on

Assembly Descriptor

Withinthensi | . j ar file theej b-j ar. xm deployment descriptor registers the
Mai | Servi ce stateless session JavaBean with the application assembly descriptor
shown in Listing 3-26.

Listing 3-26 Assembly Descriptor Element for the MailService JavaBean

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Anonynous Users</description>
<r ol e- nane>AnonynousRol e</ rol e- nane>
</security-rol e>

<security-rol e>
<descri ption>Adm ni strative Users</description>
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<rol e- nane>Adm nRol e</r ol e- nane>
</ security-rol e>

<met hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ rol e- nane>

<net hod>
<ej b- name>Mai | Ser vi ce</ ej b- name>
<nmet hod- i nt f >Hone</ net hod-i nt f>
<nmet hod- nane>* </ net hod- nane>

</ met hod>

<net hod>
<ej b- name>Mai | Servi ce</ ej b- name>
<nmet hod- i nt f >Renot e</ net hod-i nt f >
<nmet hod- nane>sendMai | </ net hod- nane>
</ met hod>

<net hod>
<ej b- name>Mai | Ser vi ce</ ej b- name>
<met hod- i nt f >Renot e</ net hod-i nt f >
<nmet hod- nane>addToBat ch</ net hod- nane>
</ met hod>

<met hod>

<ej b- name>Mai | Ser vi ce</ ej b- name>

<met hod- i nt f >Renot e</ met hod- i nt f >

<met hod- nane>get Text Fr omJSP</ net hod- nane>
</ net hod>

<met hod>

<ej b- name>Mai | Ser vi ce</ ej b- name>

<met hod- i nt f >Renot e</ et hod- i nt f >

<met hod- name>get JSPResul t s</ net hod- nane>
</ met hod>

</ met hod- per m ssi on>
<l-- Permssions for the AdmnRole -->
<met hod- per mi ssi on>
<r ol e- nane>Adm nRol e</r ol e- nane>
<net hod>
<ej b- name>Mai | Ser vi ce</ ej b- name>
<nmet hod- i nt f >Hone</ net hod-i nt f>

<nmet hod- nane>* </ net hod- nane>
</ met hod>
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<nmet hod>
<ej b- name>Mai | Ser vi ce</ ej b- nanme>
<net hod- i nt f >Renot e</ net hod-i ntf >
<net hod- name>* </ net hod- nane>

</ met hod>

</ net hod- perm ssi on>

</ assenbl y- descri pt or >

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted accessto all the methodsin the Mai | Ser vi ce
JavaBean's Hone interface, and the following methods in the Renot e interface:

sendMai |

addToBat ch
B get Text Fr omJSP
m getJSPResults

Further, users within the security role Adni nRol e will be granted accessto al the
methods in the Mai | Ser vi ce JavaBean's Hone and Renot e interfaces.

Security-Role Assignments

3-64

Withinthenai | . j ar file, thewebl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignmentsfor the Mai | Ser vi ce stateless session JavaBean,
asshownin Listing 3-27. Inthis case, the security role AnonynousRol e isassigned to
the ever yone principal, and the Adni nRol e isassigned to the admi n and syst em
principals.

Note: For more information about security roles and principals, see “What Is a
Security Role?’ on page 2-3.

Listing 3-27 Security Role Assignments for the M ail Service JavaBean

<security-rol e-assi gnnent >
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<r ol e- name>AnonynousRol e</ r ol e- nane>
<pri nci pal - nanme>ever yone</ pri nci pal - nanme>

</ security-rol e-assi gnment >
<security-rol e-assi gnnent >
<r ol e- name>Adm nRol e</r ol e- nane>
<pri nci pal - name>adm n</ pri nci pal - nane>

<pri nci pal - name>syst enx/ pri nci pal - nane>

</ security-rol e-assi gnment >

placeholder.jar

The pl acehol der . j ar fileisacollection of EJBs that provide the placeholder, ads,
and ad bucket services. For more information, see “Working with Ad Placeholders”
in the Building Personalized Applications documentation.

Enterprise Bean Definitions

Table 3-12 lists the enterprise JavaBeans that are defined within the
pl acehol der. j ar file'sejb-j ar. xnl deployment descriptor.

Table 3-12 placeholder.jar gb-jar.xml EJB Definitions

Name Type

com bea. commer ce. pl at f orm pl acehol der. St at el ess session
Pl acehol der Ser vi ce

com bea. commrer ce. pl at f or m ad. AdBucket Servi ce St at el ess session
com bea. commer ce. pl atf orm ad. AdConf | i ct Resol ver St at el ess session
com bea. commer ce. pl at f orm ad. AdServi ce St at el ess session
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Assembly Descriptor

3-66

Withinthepl acehol der . j ar file, theej b-j ar. xm deployment descriptor registers
the Placeholder stateless session JavaBeans with the application assembly descriptor
shown in Listing 3-28.

Listing 3-28 Assembly Descriptor Element for the Placeholder JavaBeans

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Anonynous Users</description>
<r ol e- nane>AnonynousRol e</ rol e- nane>
</security-rol e>

<security-rol e>
<descri ption>Adm ni strative Users</description>
<r ol e- name>Admi nRol e</r ol e- nanme>

</security-rol e>

<l-- Perm ssions for the AnonynousRole -->
<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m pl acehol der.
Pl acehol der Servi ce</ ej b- name>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m pl acehol der.
Pl acehol der Servi ce</ ej b- name>
<met hod- i nt f >Renot e</ net hod-i nt f >
<met hod- nane>get Cont ent </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m pl acehol der.
Pl acehol der Servi ce</ ej b- name>
<met hod- i nt f >Renot e</ net hod-i nt f >
<met hod- nane>pr evi ewCont ent </ net hod- name>
</ met hod>
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<nmet hod>
<ej b- name>com bea. commer ce. pl at f orm pl acehol der.
Pl acehol der Ser vi ce</ ej b- nane>
<net hod- i nt f >Renot e</ net hod-intf>
<net hod- nane>set Pr evi ewSl ot </ net hod- nane>
</ met hod>

<nmet hod>
<ej b- name>com bea. commer ce. pl at f orm pl acehol der.
Pl acehol der Ser vi ce</ ej b- nane>
<net hod- i nt f >Renot e</ net hod-intf >
<net hod- name>r enovePr evi ewSl ot </ net hod- nane>
</ met hod>

<nmet hod>
<ej b- name>com bea. commer ce. pl at f orm ad.
AdBucket Ser vi ce</ ej b- nanme>
<net hod- i nt f >Home</ net hod-i ntf>
<net hod- name>* </ nmet hod- nanme>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl atf orm ad.
AdBucket Ser vi ce</ ej b- nane>
<met hod- i nt f >Renot e</ net hod-intf >
<net hod- nanme>get Cont ent </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com bea. conmer ce. pl at f orm ad.
AdBucket Servi ce</ ej b- name>
<met hod- i nt f >Renot e</ net hod-i nt f >
<met hod- name>user AddAd</ met hod- nane>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl atf orm ad.
AdBucket Ser vi ce</ ej b- nane>
<met hod- i nt f >Renot e</ met hod-intf >
<net hod- nanme>gl obal AddAd</ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl atf orm ad.
AdBucket Ser vi ce</ ej b- nane>
<met hod- i nt f >Renot e</ met hod-intf >
<met hod- nane>pr evi ewCont ent </ net hod- nane>
</ met hod>
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<met hod>
<ej b- name>com bea. commer ce. pl at f or m ad.
AdConf | i ct Resol ver </ ej b- name>
<nmet hod- i nt f >Home</ net hod-i ntf>
<met hod- nanme>* </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m ad.
AdConf | i ct Resol ver </ ej b- name>
<nmet hod- i nt f >Renot e</ net hod-i nt f >
<met hod- nanme>* </ net hod- nane>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m ad.
AdSer vi ce</ ej b- nane>
<nmet hod- i nt f >Home</ net hod-i ntf>
<met hod- nanme>* </ nmet hod- nane>
</ met hod>

<met hod>
<ej b- name>com bea. conmer ce. pl at f orm ad.
AdSer vi ce</ ej b- nanme>
<met hod- i nt f >Renot e</ net hod-i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>

</ met hod- per m ssi on>

<l-- Permssions for the Adm nRole -->
<met hod- per m ssi on>
<r ol e- nane>Adm nRol e</ rol e- nane>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m pl acehol der.
Pl acehol der Servi ce</ ej b- name>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m pl acehol der.
Pl acehol der Servi ce</ ej b- name>
<met hod- i nt f >Renot e</ net hod-i nt f >
<met hod- nane>* </ net hod- name>
</ met hod>
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<nmet hod>
<ej b- name>com bea. commer ce. pl at f orm ad.
AdBucket Ser vi ce</ ej b- nanme>
<net hod- i nt f >Home</ net hod-i ntf>
<net hod- name>* </ net hod- nanme>
</ met hod>

<nmet hod>
<ej b- name>com bea. commer ce. pl at f orm ad.
AdBucket Ser vi ce</ ej b- nane>
<net hod- i nt f >Renot e</ net hod-intf>
<net hod- name>* </ nmet hod- nanme>
</ met hod>

<nmet hod>
<ej b- name>com bea. commer ce. pl at f orm ad.
AdConfl i ct Resol ver </ ej b- nane>
<net hod- i nt f >Home</ net hod-i ntf>
<net hod- nanme>* </ nmet hod- nanme>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl atf orm ad.
AdConfl i ct Resol ver </ ej b- nane>
<met hod- i nt f >Renot e</ met hod-intf >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl atf orm ad.
AdSer vi ce</ ej b- name>
<met hod- i nt f >Hone</ met hod-i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

<met hod>
<ej b- name>com bea. commer ce. pl atf orm ad.
AdSer vi ce</ ej b- name>
<met hod- i nt f >Renot e</ met hod-intf >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ met hod- per m ssi on>

</ assenbl y-descri pt or>
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In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to all the methods in each of the Placeholder
JavaBeans' Hone interface. Thecom beasys. commer ce. pl at f orm ad.

AdConf | i ct Resol ver and com beasys. conmer ce. pl at f or m ad. AdSer vi ce
JavaBeans also give users in the AnonynousRol e access to the methods in their
Renot e interfaces.

Thecom beasys. commer ce. pl at f orm pl acehol der. Pl acehol der Servi ce
JavaBean allows usersin the AsnonynousRol e to access the following methodsin its
Renot e interface:

m get Cont ent
m previewCont ent
m set Previ ewSl ot

® renovePrevi ewsSl ot

Thecom beasys. commer ce. pl at f orm ad. AdBucket Ser vi ce JavaBean alows
usersin the AnonynousRol e to access the following methods in its Renot e interface:

m get Cont ent
m user AddAd
m gl obal AddAd

® previ ewCont ent

Further, users within the security role Adni nRol e will be granted accessto al the
methods in each of the Placeholder JavaBeans' Hone and Renot e interfaces.

Security-Role Assignments

3-70

Within the pl acehol der . j ar file, thewebl ogi c- ej b-j ar. xm deployment
descriptor defines the security role assignments for the Placeholder statel ess session
JavaBeans, as shownin Listing 3-29. In this case, the security role AnonynousRol e
isassignedtotheever yone principal, and the Adni nRol e isassignedtotheadni n and
syst emprincipals.

Note: For more information about security roles and principals, see “What Is a
Security Role?’ on page 2-3.
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Listing 3-29 Security Role Assignmentsfor the Placeholder JavaBeans

<security-rol e-assi gnnent >

<r ol e- nanme>AnonynousRol e</ r ol e- nane>
<pri nci pal - nanme>ever yone</ pri nci pal - name>

</ security-rol e-assi gnment >
<security-rol e-assi gnnent >

<r ol e- name>Adm nRol e</r ol e- nane>

<pri nci pal - name>adm n</ pri nci pal - nane>

<pri nci pal - name>syst enx/ pri nci pal - nane>

</ security-rol e-assi gnment >

portal.jar

Theportal . jar fileisacollection of EJBsthat provide the portal server.

Enterprise Bean Definitions

Table 3-13liststhe enterprise JavaBeansthat are defined withintheport al . j ar file's
ej b-j ar. xm deployment descriptor.

Table 3-13 portal.jar gjb-jar.xml EJB Definitions

Name Type

ej b. portal . Cat egory Entity
ej b. portal . Col uml nf ormati on Entity
ejb. portal . GoupPersonal i zati on Entity
ejb.portal . Portal Definition Entity
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Table 3-13 portal.jar gb-jar.xml EJB Definitions

Name Type

ej b. portal . Portal G oupHi er ar chy Entity

ej b. portal . Portal H erarchy Entity

ej b. portal . Portal Manager St atel ess session
ej b. portal . Portal Personali zation Entity
ejb.portal.PortletDefinition Entity

ej b. portal . User Personal i zati on Entity

Security-Role References

3-72

In addition, theej b-j ar. xm deployment descriptor contains security-role reference
elements for theej b. portal . Port al Manager Stateless session JavaBean. These
elements, shown in Listing 3-30, enable the EJB to do programmatic security
checking, if such behavior is desired.

Listing 3-30 Security-Role Referencein PortalManager JavaBean

<security-rol e-ref>

<description>This ref declares the Anonynous role for this
bean</descri pti on>

<r ol e- nane>AnonynousRol e</r ol e- nane>
<rol e-1i nk>AnonynousRol e</rol e-1i nk>

</security-rol e-ref>

Note: For information on the differences between declarative and programmatic
security, seethe “ Security” chapter in the Java 2 Platform Enterprise Edition
Specification, v1.3.
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Assembly Descriptor

Withintheportal . j ar file theej b-jar. xm deployment descriptor registers the
Portal entity and statel ess session JavaBeans with the application assembly descriptor
shown in Listing 3-31.

Listing 3-31 Assembly Descriptor Element for the Portal JavaBeans

<assenbl y- descri pt or >

<security-rol e>
<descri pti on>Anonynous User s</descri pti on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

</ security-rol e>

<met hod- per m ssi on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

<net hod>
<ej b- name>ej b. portal . Portal Manager </ ej b- nane>
<nmet hod- i nt f >Hone</ net hod-i nt f >
<met hod- nane>* </ net hod- nane

</ met hod>

</ net hod- per m ssi on>

</ assenbl y-descri pt or>

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to al the methods in the
ej b. portal . Portal Manager JavaBean's Hone interface.
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Security-Role Assignments

Withintheportal . j ar file thewebl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignments for the Portal statel ess session and entity
JavaBeans, as shownin Listing 3-32. In this case, the security role AnonynousRol e
isassigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Is a
Security Role?’ on page 2-3.

Listing 3-32 Security Role Assignmentsfor the Portal JavaBeans

<security-rol e-assi gnnent >

<r ol e- nane>AnonynousRol e</r ol e- nane>
<princi pal - name>ever yone</ pri nci pal - nane>

</security-rol e-assi gnnent >

priceService.jar

ThepriceService.j ar file containsan EJB that provides the dynamic product
pricing engine. For more information, see“Price Service” in the Discounts chapter of
the Managing Purchases and Processing Orders documentation.

Enterprise Bean Definitions

Table 3-14liststhe enterprise JavaBean that isdefined within thepri ceSer vi ce. j ar
file'sej b-jar.xm deployment descriptor.
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Table 3-14 priceServicejar eb-jar.xml EJB Definition

Name Type

Pri ceService St at el ess session

Assembly Descriptor

Withinthe pri ceSer vi ce. j ar file, theej b-j ar. xm deployment descriptor does
not register the Pri ceSer vi ce stateless session JavaBean with an application
assembly descriptor, nor does it define security roles or grant permissions on the
JavaBean's methods. Thisisbecause Pri ceSer vi ce isan EJB that had no security
constraints.

Note: Other EJBsthat have no security constraints may still have content within the
<assenbl y- descri pt or > element. These EJBs were written for a prior
release of the BEA WebL ogic Server, which required a<net hod> element for
the Home interface even if al methodsin the EJB were open.

Security-Role Assignments

Because there are no security contraints on the pri ceSer vi ce stateless session
JavaBean, the webl ogi c- ej b-j ar. xn deployment descriptor does not define any
security role assignmentsfor it.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

rules.jar

Therul es. j ar filecontains an EJB that provides the Rules Manager, which is the
public interface to the rulesengine. For more information, see “Introducing the Rules
Manager” in the Building Personalized Applications documentation.
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Enterprise Bean Definitions

Table 3-15 lists the enterprise JavaBean that is defined within ther ul es. j ar file's
ej b-jar. xm deployment descriptor.

Table 3-15 rulesjar gb-jar.xml EJB Definition

Name Type

com bea. conmer ce. pl at form rul es. manager . Rul esManager St atel ess session

Assembly Descriptor

Withintherul es. j ar file, theejb-j ar. xnl deployment descriptor registersthe
Rul esManager statel ess session JavaBean with the application assembly descriptor
shown in Listing 3-33.

Listing 3-33 Assembly Descriptor Element for the RulesM anager JavaBean

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Adm ni strati ve Users</description>
<r ol e- name>Adni ni strativeRol e</r ol e- name>

</ security-rol e>

<security-rol e>
<descri pti on>Rul e Readi ng User s</descri pti on>
<r ol e- name>Rul esReader Rol e</r ol e- nane>

</ security-rol e>

<security-rol e>
<descri pti on>Anonynous User s</descri pti on>
<r ol e- nane>AnonynousRol e</r ol e- nane>

</ security-rol e>

<met hod- per m ssi on>
<r ol e- nane>AnonynmousRol e</r ol e- nane>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m r ul es. manager.
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Rul esManager </ ej b- nane>
<net hod- i nt f >Hone</ et hod-i ntf >
<net hod- name>* </ net hod- nane>
</ met hod>

</ net hod- perm ssi on>
<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ rol e- nane>

<nmet hod>
<ej b- name>com bea. commer ce. pl at f orm r ul es. manager.
Rul esManager </ ej b- nane>
<net hod- i nt f >Renot e</ nmet hod-i ntf >
<net hod- nanme>eval uat eRul eSet </ net hod- nane>
</ met hod>

</ net hod- perm ssi on>
<net hod- per m ssi on>
<r ol e- nane>AnonynousRol e</ rol e- nane>

<net hod>
<ej b- name>com bea. commer ce. pl at f orm r ul es. manager.
Rul esManager </ ej b- nane>
<net hod- i nt f >Renot e</ net hod-i ntf >
<net hod- nanme>eval uat eRul e</ net hod- nane>
</ met hod>

</ net hod- perm ssi on>
<net hod- per m ssi on>
<r ol e- name>Adm ni strati veRol e</ rol e- nane>

<net hod>
<ej b- name>com bea. commer ce. pl at f orm r ul es. manager.
Rul esManager </ ej b- name>
<net hod- i nt f >Renot e</ net hod-i ntf >
<net hod- nanme>set Rul eSet </ net hod- nane>
</ met hod>

</ net hod- per m ssi on>
<net hod- per m ssi on>

<r ol e- name>Adm ni strati veRol e</ rol e- nane>
<r ol e- nane>Rul esReader Rol e</ rol e- nane>
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<met hod>
<ej b- name>com bea. commer ce. pl at f or m r ul es. manager.
Rul esManager </ ej b- name>
<met hod- i nt f >Renot e</ et hod-i nt f >
<met hod- nane>get Rul eSet </ net hod- nane>
</ met hod>

</ net hod- per m ssi on>
<met hod- per m ssi on>
<rol e- nanme>Adm ni strativeRol e</r ol e- nane>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m r ul es. manager.
Rul esManager </ ej b- name>
<met hod- i nt f >Renot e</ met hod-i nt f >
<met hod- nanme>get Rul eSet s</ et hod- nane>
</ met hod>

</ net hod- per m ssi on>
<met hod- per m ssi on>
<r ol e- nanme>Adm ni strativeRol e</r ol e- nane>

<met hod>
<ej b- name>com bea. commer ce. pl at f or m r ul es. manager.
Rul esManager </ ej b- name>
<met hod-i nt f >Renpt e</ net hod-i nt f >
<met hod- narme>r enoveRul eSet </ net hod- nane>
</ met hod>

</ net hod- per m ssi on>

</ assenbl y- descri pt or >

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to all the methodsin the Rul esManager
JavaBean's Hone interface. Additionally, users within the AnonynousRol e will be
granted accessto the eval uat eRul eSet and eval uat eRul e methods in the Renot e
interface.
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Usersin the Adni ni st rat i veRol e will be granted accessto the set Rul eSet,
get Rul eSet , get Rul eSet s, and r enoveRul eSet methods in the Rul esManager
JavaBean's Renot e interface. Usersin the Rul esReader Rol e will also be granted
access to the get Rul eSet method in the Renot e interface.

Security-Role Assignments

Withinther ul es. j ar file, thewebl ogi c- ej b-j ar. xm deployment descriptor
defines the security role assignments for the Rul esManager stateless session bean, as
shown in Listing 3-34. In this case, the security role Adni ni strati veRol e is
assigned totheadmi n and syst emprincipals, theRul esReader Rol e isassigned tothe
wl cm i nt ernal principal, and the AnonynousRol e isassigned to the ever yone
principal.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.

Listing 3-34 Security Role Assignmentsfor the RulesM anager JavaBean

<security-rol e-assi gnnent >
<rol e- name>Adm ni strati veRol e</r ol e- nane>
<pri nci pal - name>adm n</ pri nci pal - nane>
<pri nci pal - name>syst enx/ pri nci pal - nane>
</ security-rol e-assi gnment >

<security-rol e-assi gnnent >

<rol e- nane>Rul esReader Rol e</ r ol e- nane>
<pri nci pal - name>w cm_i nt er nal </ pri nci pal - name>

</ security-rol e-assi gnment >
<security-rol e-assi gnnent >

<rol e- nane>AnonynousRol e</ rol e- name>
<pri nci pal - name>ever yone</ pri nci pal - nane>

</ security-rol e-assi gnment >

Security Guide  3-79



3 Application Services and Security

servicemgr.jar

Theservicengr. j ar file containsan EJB that provides version information.

Enterprise Bean Definitions

Table 3-16 lists the enterprise JavaBean that is defined within the ser vi cemgr . j ar
file'sej b-jar. xm deployment descriptor.

Table 3-16 servicemgr.jar g b-jar.xml EJB Definition

Name Type

com beasys. commer ce. ser vi cenanager . St atel ess session
Conmmer ceSer vi ceManager

Assembly Descriptor

Withintheser vi cengr . j ar file, theej b-j ar. xm deployment descriptor registers
the Cormer ceSer vi ceManager stateless session JavaBean with the application
assembly descriptor shown in Listing 3-35.

Listing 3-35 Assembly Descriptor Element for the Commer ceServiceM anager
JavaBean

<assenbl y-descri pt or >

<security-rol e>
<descri pti on>Anonynous User s</description>
<r ol e- nane>AnonynousRol e</r ol e- nane>

</ security-rol e>

<met hod- per m ssi on>

<r ol e- nane>AnonynousRol e</ rol e- name>
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<met hod>
<ej b- nane>com beasys. conmer ce. servi cenanager .
Conmrer ceSer vi ceManager </ ej b- nane>
<met hod- i nt f >Hone</ met hod- i nt f >
<met hod- nane>* </ net hod- nanme>
</ met hod>

</ net hod- perm ssi on>

</ assenbl y-descri pt or>

In this case, the assembly descriptor specifies that users within the security role
AnonymousRol e will be granted access to al the methods in the
Conmmer ceSer vi ceManager JavaBean'sHone interface.

Security-Role Assignments

Withinthe ser vi cemgr . j ar file, thewebl ogi c- ej b-j ar. xn deployment
descriptor defines the security role assignments for the Cormer ceSer vi ceManager
statel ess session JavaBean, as shown in Listing 3-36. In this case, the security role
AnonymousRol e isassigned to the ever yone principal.

Note: For more information about security roles and principals, see “What Isa

Security Role?’ on page 2-3.

Listing 3-36 Security Role Assignmentsfor the Commer ceSer viceM anager
JavaBean

<security-rol e-assi gnnent >

<rol e- nane>AnonynousRol e</ r ol e- name>
<pri nci pal - name>ever yone</ pri nci pal - nane>

</ security-rol e-assi gnment >
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uupexample.jar

The uupexanpl e. j ar file containsan EJB that provides an example of the Unified
User Profile (UUP). For moreinformation about UUP, see“ Unified User Profiles’ in

the Creating and Managing Users chapter of the Building Personalized Applications
documentation.

Enterprise Bean Definitions

Table 3-17 lists the enterprise JavaBean that is defined within the uupexanpl e. j ar
file'sej b-jar. xm deployment descriptor.

Table 3-17 uupexamplejar ejb-jar.xml EJB Definition

Name Type

exanpl es. user ngnt . Uni fi edUser Entity

Assembly Descriptor

Within the uupexanpl e. j ar file, theej b-j ar. xm deployment descriptor does not
register the Uni fi edUser entity JavaBean with an application assembly descriptor,
nor doesit define security roles or grant permissions on the JavaBean’ s methods. This
isbecause Uni f i edUser isan EJB that had no security constraints.

Note: Other EJBsthat have no security constraints may still have content within the
<assenbl y-descri pt or > element. These EJBs were written for a prior
release of the BEA WebL ogic Server, which required a<nmet hod> element for
the Hone interface even if all methods in the EJB were open.
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Security-Role Assignments

Because there are no security contraints on the Uni f i edUser entity JavaBean, the
webl ogi c-ej b-j ar. xm deployment descriptor does not define any security role
assignments for it.

Note: For more information about security roles and principals, see “What Isa
Security Role?’ on page 2-3.
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CHAPTER

A4

Sample Applications,

Administration Tools,
and Security

Out-of-the-box, the Campaign Manager for WebL ogic, WebL ogic Commerce Server,
and WebL ogic Personalization Server products include sample applications that
provide you with a starting point for building your own e-commerce applications, and
toolsthat allow you to effectively administer and manage those applications.

As such, these sample applications and administration tools must occasionally
implement J2EE security measures. For example, because the JavaServer Page (JSP)
templates included in the WebL ogic Commerce Server simulate areal-world
storefront (including a check out process), some of the templates must be protected.
Similarly, not everyone in an organization should have the ability to make
modificationsto your critical e-businessapplications. Thus, security measuresarealso
required and implemented in the included administration tools.

While the inner workings of security in these applications has been addressed in
previous topics, this topic describes how a customer’s user experience might be
affected by security in the sample applications (that is, the WebL ogic Commerce
Server sample storefront application and the WebL ogic Personalization Server
example portal application). It also provides details about credit card security
measures, and describes how the security implemented in the administration tools may
affect administrative users.

Thistopic includes the following sections:

m  Security in the Sample Storefront Application
e Protected JavaServer Page (JSP) Templates
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e Credit Card Security Service

m  Security in the Example Portal Application
e Theporta.jsp Template
e Logging Into the Portal
e A Prerequisite for Logging In
m  Security in the Administration Tools
e The Administration JSPs

e The E-Business Control Center

Security in the Sample Storefront
Application

The WebL ogic Commerce Server sample storefront application includes a set of
JavaServer Page (JSP) templates that provide amodel for your home page, search and
browse pages, shopping cart pages, and many other pages that are commonly used on
e-commerce sites. Web content devel opers can use the JSP templates and add
customized HTML tags to match your organization’ s branding requirements, design
preferences, navigation options, and the content of your catalog. In summary, the JSP
templates are agreat starting point for building your own e-commerce Web
application!

Notes: Y ou can view the sample storefront application by first starting the WebL ogic
Commerce Server and then selecting Start — Programs — BEA WebL ogic
E-Business Platform — BEA WebL ogic Commerce Server 3.5 - WLCS
Templates (on Windows systems).

The default username/password combination for thew cs templatesis
denpcust oner and passwor d.
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Thefiles for the sample storefront application are located in

$W._ COMWERCE_HOVE/ WebLogi cConmer ce3. 5/ confi g/ W csDonai n/

appl i cations/w csApp/w cs directory, where$W._ COWERCE_HOME isthe
directory in which you installed the product.

Because some e-commerce Web pages display or alow registered customersto
modify personal information (such as billing information or demographic data), the
included JSP templates that serve these purposes must be protected. This section
describes which JSP templates are protected, how users can access the templates, and
the techniques used to implement these security measures.

Protected JavaServer Page (JSP) Templates

Unless aWeb page contains or requests sensitive customer information, there is no
reason to prevent any user from viewing that page. For example, apotentia customer
who visits your e-commerce site for the first time should be able to browse through
your product catalog with ease. Typical browsing interactions (excluding campaigns)
should not require this user to register or log into your Web site.

With this concept in mind, the WebL ogic Commerce Server sample storefront
application allows anonymous users to move through the JSP templ ates freely, until
they request a page that is protected (that is, contains or requests sensitive
information). Protected pages are those located below the commer ce/ or der and
commer ce/ user directories. This section describes how these JSP templates are
protected, and includes the following subsections:

m main.jsp Template Versions
m Form-based Authentication and Access to Protected Pages
m  Session | nactivity

m SSL and Declarative Transport

main.jsp Template Versions

Themai n. j sp template isthe default home page for thew cs sample storefront

application, and can be accessed by anonymous users. Anonymous users can browse
the store or perform other activities (search, view cart, and so on) using the hyperlinks
presented on the mai n. j sp template. Essentially, anonymous users can access al of
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the product catal og JSP templates, which are described in detail in the “Product
Catalog JSP Templates” chapter of the Building a Product Catalog documentation.
(In this documentation you will also find a detailed explanation of the mai n. j sp
template.)

Although aLog Inlink is provided on the mai n. j sp template, users are not
immediately required to log in. Only when an anonymous user attempts to access a
protected Web page are they prompted for a username and password. Customers who
choseto log in prior to accessing protected pages and are already authenticated are not
prompted again unless they log out or their session times out.

If auser has successfully logged in, that user is considered a registered customer,
welcomed with a personalized greeting, and presented with additional links on the
secured version of the mai n. j sp template (secur eMai n. j sp).

Form-based Authentication and Access to Protected Pages

4-4

If an anonymous user attempts to load a protected page or explicitly indicates their
intent to log in (by clicking the Log In link on the mai n. j sp template), thew cs
application invokes form-based authentication techniques to present the | ogi n. j sp
template to the user. Thetop portion of thistemplate providesform fieldsfor the user
to enter and submit a previously created username and password combination.

Note: Form-based authentication lets developers customize the authentication user
interface presented by an HTTP browser. In other words, you can specify the
.htnl formor.jsp filethat prompts for the username and password.

When the user submits their username and password to gain access to their account,
thej _security_check servlet passes thisinformation to the WebL ogic Server for
verification. The security mechanism in WebL ogic Server verifiesthat the user is part
of thew cs_cust oner group and that the correct password is supplied.

If the supplied username/password combination is valid and the user arrived at the
I ogi n. j sp template on their way to a protected page, the user islogged in and
automatically directed to the protected JSP they were attempting to access. If the
username/password combination was validated after explicitly requesting the

I ogi n. j sp fromthenai n. j sp template, the secured version of the mai n. j sp
template (secur eMai n. j sp) issimply loaded. In either case, if the supplied
username/password combination is deemed invalid, the badl ogi n. j sp template is
displayed. The badl ogi n. j sp template is essentially the same asthel ogi n. j sp
template, but includes an appropriate error message.
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Notes: Thel ogi n.j sp and badl ogi n. j sp templates are described in detail in the
“Customer Registration and Login Services’ chapter of the Registering
Customers and Managing Customer Services documentation.

While you are viewing the WebL ogic Commerce Server sample storefront
application, your browser may display information related to the
demonstration certificate in a pop-up window. If you usethew cs sample
application as abasisfor your own, be sureto purchaseandinstall areal server
license from a certificate authority. For more information about server
certificates, see “Managing Security” in the BEA WebLogic Server
Administration Guide.

Session Inactivity

If an authenti cated user does not interact with the templates for aperiod of 15 minutes,
the session will be deemed inactive. If the user then returnsto the templates and
attempts to access a protected page, the sessi ont i meout . j sp template will be
displayed. This page informs the user that because of the inactivity, they have
automatically been logged out of the system and will need to log in again. This
automatic logout prevents unauthorized individuals from accessing alogged-in user’'s
account information if the user wereto leave their machinefor acertain period of time.

Note: The session timeout interval can be customized to something other than the
default value of 15 minutes. If you wish to modify this value, see “ Session
Timeout” on page 2-9.

SSL and Declarative Transport

Lastly, the Webflow and Pi peline mechani smsthat direct the presentation and business
logic associated with the JSP templates make use of SSL and declarative transport
mechanisms. Linksthat invoke protected JSPfiles, aswell as certain input processors
and Pipelines, need to be accessed viathe HTTPS protocol. There are a number of
these links already defined in thewl cs application. For more information on these
topics, see“LinksUsing HTTPS” on page 2-13.

Secured JSP templates that rely on SSL also require a setting that indicates the
transport guarantee. This guarantee can be CONFI DENTI AL or | NTEGRAL. A
CONFI DENTI AL setting prevents other entities from observing the contents of the
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transmission, while an I NTEGRAL setting prevents the data from being changed while
transmitting between the client and server. For more information on these settings, see
“Secure JavaServer Pages (JSPs)” on page 2-14.

Credit Card Security Service

All credit card information your customers provide is considered sensitive and is
encrypted for security purposes. Thisinformation is decrypted only when absolutely
necessary during specfic payment processing activities (such asauthorization). Onthe
order confirmation JSP template (confi r nor der . j sp), for example, only the last 4
digits of a customer’s credit card are displayed.

This section provides detailed information about the credit card security service,
including:

m Encryption/Decryption Implementation
m Customizable Security Settings

m  Methods for Supplying the Private Key Encryption Password

Encryption/Decryption Implementation

4-6

The WebL ogic Commerce Server product's encryption mechanism relies on libraries
from the WebL ogic Server platform and isbased upon RSA's public key infrastructure.
A public key is used to encrypt a customer's credit card information, while a private
key is used to decrypt it when required.

The public key is stored in the database for use by the Encr ypt Cr edi t Car dPC
Pipeline component, while the private key isitself encrypted using a password you
supply, and stored in the database. When invoked from the Webflow, the

Encr ypt Cr edi t Car dPC Pipeline component reads the customer-provided credit card
information from the Pipeline session, encryptsit using the public key, and then places
it back into the Pipeline session. This encrypted data is subsequently persisted to the
database. Decryption is accomplished using a back-end component and the private
key. Again, decryption isinitiated only in stages of the ordering process where this
datais absolutely necessary.
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Notes: For more information about RSA security standards, see
http://www.rsasecurity.com/. For moretechnical information about the Credit
Card Security Service, please contact your BEA representative.

Customizable Security Settings

Although the WebL ogic Commerce Server product specifies default settings for the
Credit Card Security Service, you can customize them. The security settings reside in
the webl ogi ccommer ce. properti es file (located in the $w._ COWERCE HOVE
directory, where $W._ COMVERCE_HOVE is the directory in which you installed

WebL ogic Commerce Server). These security settings are shown in Listing 4-1.

Listing4-1 Security Settingsin weblogiccommer ce.properties

HHHHEHEHHHE R H
# Properties required for the Security Service
HHHHEHEHHE R H

# Security services are turned on by setting this property to true
# Conmenting out the property or setting it to false will disable
# security.

i s.encryption. enabl ed=true

# The name of the security table and columm nanmes for the public
# and private keys can be specified using the properties bel ow

security.tabl e. nane=W.CS_SECURI TY
security. backup.tabl esW.CS_SECURI TY_BACKUP
publ i c. key. col um. nane=PUBLI C_KEY

private. key. col utm. nane=PRI VATE_KEY

# The key bit size desired
# Key bit I ength and | ength of data that can be encrypted are rel ated
# as follows:

# KEY BI T LENGTH(bits) DATA LENGTH ( byt es)
# 512 53
# 1024 117
# 2048 (MAX LENGTH) 245

key. bit.si ze=1024
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4-8

# WARNI NG Renenber that setting this property will start up the
# server wi thout pronpting for a password. The password wi || be read
# fromthis property which makes the encryption vulnerable to an
# inside attack.

privat e. key. passwor d=W.CS

First,thei s. encr ypti on. enabl ed property enables encryption mechanisms. Please
note that a value of f al se (or no value at al) will disable encryption mechanisms.
BEA has assigned this property a default value of t r ue.

Next isaseries of propertiesthat allow you to specify the names of the security tables
(primary and backup) and the columns in which the public and private keys will be
stored. BEA has assigned default values to these properties, but you can modify them
based on your database.

Following the properties related to the database, the key. bi t . si ze property alows
you to specify the encryption key length. By default, WebL ogic Commerce Server
ships with a 1024-bit key size, although you may want to modify the encryption
strength by changing the key size. Table 4-1 illustrates the possible key bit values.

Table4-1 Key Bit Values
Length (Bits) Data L ength (Bytes)

512 53
1024 117
2048 245

Note: Thehigher the key size, the stronger the encryption and more secure the data.
However, keep in mind that there is a trade-off in increasing the size of the
key—your datamay be more secure, but it may take longer to encrypt the data.

Lastly, thepri vat e. key. passwor d property allows you to specify, in the

webl ogi ccommer ce. pr oper ti es file, the password used to encrypt the private key.
Please note that BEA does hot recommend use of this property. Rather, the private key
should be supplied by an administrator during server startup. For more information
about supplying the private key, see “Methods for Supplying the Private Key
Encryption Password” on page 4-9.
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Note: If not used, the pri vat e. key. passwor d property should be commented out

with a# symbol. BEA has assigned this property a default value of W.CS, but
thisis for demonstration purposes only.

Methods for Supplying the Private Key Encryption Password

Aspreviously mentioned, the private key used to encrypt customer credit cardsisitself
encrypted with a password before being stored in the database. There are three
methods by which you can supply this password:

Specify the password in the webl ogi ccommer ce. properti es file, which will
be read by a startup class (not recommended).

Specify the password at server startup using the console (recommended).

Specify the password after server startup using a secure Web form
(recommended).

Specifying the Password in weblogiccommerce.properties (Default)

The first method for specifying the private key encryption password is to specify the
password as avalue for a property in the webl ogi ccommer ce. properti es file.

Note: BEA does not recommend this method because by providing the password in

asimple text file, you leave yourself vulnerable to security attacks. Anyone
who gains access to thisfile can read the password you use to encrypt the
private key, and thus gain accessto it.

To use this method, follow these steps:

1

Inthewebl ogi ccommer ce. properti es file(locatedinthe $W._ COMVERCE_HOME
directory, where $W._ COMWERCE_HOME is the directory in which you installed the
product), use the pri vat e. key. passwor d property to specify the password.

Set up the class

com beasys. comer ce. ebusi ness. security. KeyBoot strap

as a startup class in the WebL ogic Server console. For information on setting up
a startup class, see “ Startup Class’ in the WebL ogic Server 6.0 documentation.
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Specifying the Password at Server Startup Using the Console

The second method for specifying the private key encryption password is for an
administrator to specify the password at server startup using the server console.

To use this method, follow these steps:

1

Inthewebl ogi ccommer ce. properti es file(located inthe$W._ COMVERCE_HOVE
directory, where $W._ COMMERCE_HOME isthe directory in which you installed the
product), comment out the pri vat e. key. passwor d property line with a#
symbol.

In the WebL ogic Server console, ensure that the
com beasys. commer ce. ebusi ness. security. KeyBoot st rap classisnot a
startup class.

Specifying the Password After Server Startup Using a Secure Web Form

4-10

The third method for specifying the private key encryption password alows an
administrator to enter the password on a secure Web form, so the password isstored in
memory on your system instead of in atext file.

To use this method, follow these steps:

1

In the WebL ogic Server console, ensure that the
com beasys. commer ce. ebusi ness. security. KeyBoot st rap classisnot a
startup class.

Point your Web browser to
<host name>: port/tool s/ security/security_get Password. htn , toload
the secure Web form shown in Figure 4-1.
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Figure4-1 security_getPassword.html

3 BEA WeblLogic Ci erver - Please Enter Password - Netscape

e Seaich Newscaps  Piint  Securty Shop  Ciop

7 Bockmaks A Location: | =] @) What's Relsted
[
DATA SECURITY (ENCRYPTION)
Please enter password:
——
Subrmit
Systam:

=] [Bocurert Done Sk &0 oP @

3. Specify the private key encryption password in the form field and click the
Submit button.

On submission, this page will invoke the Encr ypt i onSer vl et and

KeyGener at or Ser vl et registeredintheweb. xm file (located in the
$W._COMMERCE_HOME/ confi g/ wl csDomai n/ appl i cati ons/ w csApp/tool s/
Veb-i nf directory, where $W._ COMVERCE_HOME is the directory in which you
installed the product).

Important Notes About Supplying Your Password

Y ou must supply the password for al nodesin acluster. Should one node in the cluster
fail, other machines that know the private key encryption password can be used for
failover.

Thefirst timeyou enter the password, you will be asked to confirm whether or not you
want to generate new keys. If thisisindeed thefirst timeyou are entering the password,
you do want to generate new keys. However, be sure to select a password that is
memorable. All credit cards accepted by your site will be encrypted using this
password, and cannot be decrypted if you forget your password.
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If you are asked to confirm whether or not you want to generate new keys and you are
using the same password, then the keys cannot be found in the database. If no datawas
encrypted using the old keys, you can regenerate the keys. However, if datahasalready
been encrypted using the old keys, thisdatawill belost becauseit cannot be read using
the new keys. If you have data encrypted with the old keys, you should stop the server,
check the database, and verify the propertiesinthewebl ogi cconmer ce. properti es
file to ensure that the system is set up properly.

During server startup, any orders placed before the password is entered will be
persisted with apayment transaction in the RETRY state. After supplying the password,
administrators should use the Payment Management Administration Tool to
reauthorize the transaction. For more information about using the Payment
Management Administration Tool, see “Using the Order and Payment Management
Pages’ in the Managing Purchases and Processing Orders documentation.

What if | Want to Change My Password?

4-12

Because all the credit cards that have been encrypted use the private key encryption
password, it is not recommended that you change this password. However, there may
be the rare occasion (for example, if the password has been compromised) when you
need to change the password. Changing the password means changing the public and
private key pair. Therefore, you must follow this process when changing the password:

m Usethe old password (and thus the old key pair) to decrypt old credit card
numbers. The credit card numbers will now be in plain text. Store the credit card
numbersin a data structure that preserves the original organization.

m Create anew key pair using a new password.

m Using the new key pair, re-encrypt the plain text credit card numbers from the
data structure.

Note: Changing the password is especially difficult if you have alot of encrypted
data. Again, this processis not recommended and should not be done unless
absolutely required.
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Security in the Example Portal Application

The WebL ogic Personalization Server example portal application includes a set of
JavaServer Page (JSP) templates that provide amodel for your customers' portal
pages. Internet portals are akey part of many e-commerce applications; they provide
an entry point to the Internet as well as value-added services such as searching and
applicationintegration. Within portal pages are anumber of portlets, or highly focused
channels of information. A portal can contain many of these information channels.
For example, an onlineretail portal could provide avariety of interactive merchandise
portlets, each presenting adifferent specialty category such as mystery books, classical
music CDs, and baseball memorabilia. Among other things, portal technology allows
customers to select and arrange the portlets that appear within their portals, allowing
for truly personalized information display.

Web content devel opers can use the JSP templates and add customized HTML tagsto
match your organization’ s branding requirements, design preferences, navigation
options, and the default content of your portal. Like the WebL ogic Commerce Server
(storefront) JSP templates, the WebL ogic Personalization Server (portal) JSP
templates are a great starting point for building your own portal Web application!

Notes: You can view the example portal application by first starting the WebL ogic
Commerce Server and then selecting Start — Programs — BEA WebL ogic
E-Business Platform — BEA WebL ogic Commerce Server 3.5 — Example
Portal (on Windows systems).

The default username/password combination for the exanpl epor t al
templatesisacne and acne.

Thefiles for the example portal application are located in

$W._ COMWERCE_HOVE/ WebLogi cConmer ce3. 5/ confi g/ W csDonai n/
appl i cations/w csApp/ exanpl eportal directory, where
$W._COVMERCE_HOME is the directory in which you installed the product.

Because some portal Web pages display customized content or allow registered users
to modify personal information (such as preferences or username and password), the
included JSP templates that serve these purposes must be protected. This section
describes which JSP templates are protected, how users can access the templates, and
the techniques used to implement these security measures.
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The portal.jsp Template

Theportal . jsp template is the default home page for the exanpl eport al
application; itinitialy allowsall anonymous usersto accessit. The portal anonymous
users are presented with isa default portal. In other words, it contains the portlets,
color schemes, organization, content, and so on that are defined for the default portal,
and is not currently customized to the user’ s own preferences.

Because the information contained within a portal page is generated based on the
preferences of an individual user, however, the WebL ogic Personalization Server
exampl e portal application requiresthat users be authenticated in order to fully use the
application.

Theportal . j sp template does not automatically prompt the user for a username and
password using basic or form-based authentication techniques; it requires the user to
initiate the login process by clicking the appropriate link/button. Although not fully
declarative, thepor t al . j sp templateislogin-aware. Therefore, theportal .j sp
template behaves differently for anonymous and authenticated users. Once the portal
user has successfully logged in, that user is considered a registered user, welcomed
with a personalized greeting, and presented with additional links on the personalized
version of theport al . j sp template.

Logging Into the Portal

4-14

The example portal application contains a number of JSPs that handle user login and
delegate authentication activities to the WebL ogic Server.

When auser clicksthe Sign In link available from the por t al . j sp template, the
following occurs:

m The userl ogi n JSPiscalled.

This JavaServer Page is protected by a security constraint defined in the example
portal Web application’sweb. xm deployment descriptor. This constraint causes
form-based authentication (viathel ogi n. j sp template) to be invoked prior to
this page being executed.

m Thel ogi n. j sp template is displayed to the portal user.
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The form displayed when a porta user needsto enter their username and
password isthel ogi n. j sp template. Thel ogi n. j sp templateiswrittenina
non-portal specific manner so it can be reused as is when copying the example
portal directory to create a new portal.

m  Upon submission of thel ogi n. j sp template, thel ogi nRequest JSPis
invoked.

Thel ogi nRequest JSP, which wraps both the _user | ogi n.j sp and

| ogi n. j sp pages, isinvoked by the servlet container to del egate form-based
authentication activities to the WebL ogic Server (viathej _security_check
servlet). Thel ogi nRequest JSPis also configured using the Web application’s
web. xm deployment descriptor.

m |f the authentication was successful, the | ogi nSuccess. j sp templateis
displayed to the portal user.

Following authentication, control is passed back to the _user| ogi n JSP, which
defined the JSP template where the user should be directed once user
authentication has completed successfully by thej _securi ty_check servlet
(that is, I ogi nSuccess. j sp). If the portal user isamember of multiple groups,
this page allows the user to select a group. Otherwise, it simply forwards the
user totheportal . j sp template.

A Prerequisite for Logging In

An important point to note about the portal user login processis that in order for a
portal user to arrive at thelogin page ( _user | ogi n. j sp), the user must be amember
of the AcmeUser s group. Thisis because of the definitionsin the exanpl eport al
application’sweb. xm deployment descriptor. However, by coming to the

por tal . j sp template, the portal user is automatically considered a member of the
AcnmeUser s group.
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Security in the Administration Tools

In addition to the sample storefront and portal applications, the Campaign Manager for
WebL ogic, WebL ogic Commerce Server, and WebL ogic Personalization Server also
include some tools that members of your organization will use to administer your
e-commerce Web site. Presently, these tools are available in two forms: the
Administration JSP application (accessed via a Web browser) and the stand-alone
E-Business Control Center graphical user interface (GUI) application.

Because both of these tools alow only authorized individuals in your organization to
make modificationsto your e-commerce Web site, the administration tools a so require
some security protections. The security implemented in both types of administration
tools are discussed in the following sections:

m  The Administration JSPs

m  The E-Business Control Center

The Administration JSPs

The purpose of the JSP-based Administration Tool is to provide administrative users
of the Campaigh Manager for WebL ogic, WebL ogic Commerce Server, and

WebL ogic Personalization Server with the ability to manage various aspects of an
e-commerce Web application. The Administration Tool includes JSPs for User,
Property Set, Portal, Content, Webflow/Pipeline, Catalog, Order, and Payment
Management. Thus, access to these Administration JSPs must be granted only to
authorized users.

Notes: You can view the Administration JSPs by first starting the WebL ogic
Commerce Server and then selecting Start — Programs — BEA WebL ogic
E-Business Platform — BEA WebL ogic Commerce Server 3.5 -
Administration Tools (on Windows systems).

The WebL ogic Commerce Server defines an Adni ni st r at or username for
you, with a password of passwor d (lowercase characters).
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The files for the Administration Tools application are located in

$W._ COMMERCE_HOME/ WebLogi cConmrer ce3. 5/ confi g/ W csDongi n/
appl i cations/w csApp/t ool s directory, where $W._ COVWWERCE_HOME iS
the directory in which you installed the product.

When users attempt to access the JSP-based Administration Tool, the application
invokes basic authentication techniquesto present alogin screen to the user, as shown
in Figure 4-2.

Figure4-2 Administration Login Screen

Enter Network Password

Note: With basic authentication, the WebL ogic Server instructs the Web client to
prompt for a username and password, which the server then uses to
authenticate a principal.

When the user submits their username and password to gain access to their account,
thej _security_check servlet passesthis information to the WebL ogic Server for
verification. The security mechanismin WebL ogic Server verifiesthat the user is part
of theadni n group and that the correct password is supplied.

If the user has supplied avalid username and password combination, WebL ogic Server
authenticates the user and grants access to the Administration JSPs. Presently, users
who have been successfully authenticated by the WebL ogic Server have permission to
use dl the features available in the Administration JSP tools. In other words,
authenticated users are “ superusers;” the application permitsthem to makeall possible
modifications, and there are no restrictions based on the user’s organizational role.
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The E-Business Control Center

4-18

The E-Business Control Center is an application that is packaged with the Campaign
Manager for WebL ogic, WebL ogic Commerce Server, and WebL ogic Personalization
Server, and is designed to simplify the tasks that are necessary to create and maintain
atruly personalized Web site. To meet this objective, the E-Business Control Center
guides both business and technical users through a variety of tasks, ensuring that
people in these diverse roles can focus on the aspects of e-business management that
arerelevant to them.

The E-Business Control Center is similar to the Administration JSPsin that it allows
certain, privileged usersto affect the content and behavior of aWeb site. However, the
similaritiesend there. First, the E-Business Control Center isastand-alone application
that is started like the Campaign Manager for WebL ogic, WebL ogic Commerce
Server, and WebL ogic Personalization Server applications (that is, the E-Business
Control Center is not started within aWeb browser). Second, the E-Business Control
Center is built using Java Swing components and the NetBeans IDE, rather than
JavaServer Pages. As such, the appearance of the interface can be better customized
and the amount of native (non-Java) code used in the application can be minimized.

Note: To learn more about Java Swing components or the NetBeans IDE, see the
Java Tutoria “Getting Started with Swing” or the NetBeans Web site at
http://www.netbeans.org, respectively.

To make modificationsto aWeb site using the E-Business Control Center, auser must
connect to a server by providing some connection information, including a username
and password combination. One of the E-Business Control Center’s Server
Connection windows is shown in Figure 4-3.
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Figure4-3 Server Connection Window

(a Server Connection [ %]

rNew Connection rPrevious Connections |

Dizplay Mame:
[ |

Hostname:

Fart:

Uzername:

Pazsword:

| Connect || Cancel |

Note: For more information about the Server Connection window and the
information required to connect, see “ Connecting the E-Business Control
Center to a Server” in the Using the E-Business Control Center
documentation.

When a user enterstheir information into the Server Connection window, the
E-Business Control Center uses WebL ogic Server realm authentication to create a
JDNI context, which it then usesto look up Enterprise JavaBeans (EJBS) on the server
side. For more information about WebL ogic Server security realms and
authentication, see “ Security Realms’ and other, related topicsin the “ Security
Fundamentals’ section of the Programming WebL ogic Security documentation.

Presently, users who have been successfully authenticated by the WebL ogic Server
have permission to use all the features available in the E-Business Control Center. In
other words, authenticated users are “ superusers;” the application permits them to
make all possible modifications, and there are no restrictions based on the user’s
organizationa role.

Note: Thefeaturesavailableto authenticated users of the E-Business Control Center
depend on the version of the application present in your organization.
Versions of the E-Business Control Center are determined by product license.
For moreinformation on application versions, see“What Doesthe E-Business
Control Center Provide’ in the Introduction of the Using the E-Business
Control Center documentation.
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