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About This Document

This document explains how to use the BEA WebL ogic Personalization Server™ to
create personalized applications for use in an e-commerce site.

This document includes the following topics:

Chapter 1, “Overview of the WebL ogic Personalization Server,” provides an
overview of al the tools and components provided with within the BEA
WebL ogic Personalization Server.

Chapter 2, “Creating and Managing Portals,” describes how to create
personalized application content on the Internet.

Chapter 3, “Creating and Managing Property Sets,” discusses how Property Set
Management allows you to create property sets, the schema of personalization
attributes, and the properties that make up property sets.

Chapter 4, “Creating and Managing Users,” discusses how User Management
joins enterprise data about users with profile data that is used to personalize the
user’s view of the application.

Chapter 5, “Creating and Managing Rules,” discusses how the Rules
Management component allows developers to create business rules that turn on
and off content and match content to users according to their profile information.
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What You Need to Know

This document assumes afamiliarity with the WebL ogic Server platform and related
Web technologies. It isintended for business anaysts, Web devel opers, and Web site
administrators involved in setting up an e-commerce site using BEA WebL ogic
Personalization Server. These roles are described below:

Business analyst defines the company’s business protocols. This user may design
the rules that go into the rules engine.

Java Server Page (JSP) content developer, who uses JSP templates and tag
libraries to implement personalized Web pages to meet business requirements.
This user aso maintains simple configuration files.

Ste administrator, who installs, configures, deploys, and monitors the Web
application server.

System analyst or database administrator, writes rules, designs schemas,
optimizes SQL and monitors usage.

Java developer extend or modifies the Enterprise Java Bean (EJB) components
that make up the Commerce Server engine, if that level of customization is
needed.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation or go directly to the “e-docs’
Product Documentation page at http://e-docs.bea.com.

X Personalization Server User’'s Guide



How to Print the Document

How to Print the Document

Y ou can print acopy of thisdocument from aWeb browser, onefile at atime, by using
the File—>Print option on your Web browser.

A PDF version of this document is avail able on the WebL ogic Personalization Server
documentation Home page on the e-docs Web site (and also on the documentation
CD). Y ou can open the PDF in Adobe Acrobat Reader and print the entire document
(or aportion of it) in book format. To access the PDFs, open the WebL ogic
Personalization Server documentation Home page, click the PDF files button and
select the document you want to print.

If you do not have the Adobe Acrobat Reader, you can get it for free from the Adobe
Web site at http://www.adobe.com/.

Contact Us!

Y our feedback on the BEA WebL ogic Personalization Server documentation is
important to us. Send us e-mail at docsupport@beasys.com if you have questions or
comments. Y our commentswill be reviewed directly by the BEA professionals who
create and update the WebL ogic Personalization Server documentation.

In your e-mail message, please indicate that you are using the documentation for the
BEA WebL ogic Personalization Server 3.2 release.

If you have any questionsabout thisversion of BEA WebL ogic Personalization Server,
or if you have problemsinstalling and running BEA WebL ogic Personalization Server,
contact BEA Customer Support through BEA WebSupport at www.beasys.com. You
can aso contact Customer Support by using the contact information provided on the
Customer Support Card, which isincluded in the product package.

When contacting Customer Support, be prepared to providethefollowing information:
m  Your name, e-mail address, phone number, and fax number

m Your company name and company address

Personalization Server User’'s Guide Xi



m Your machine type and authorization codes
m Thename and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention Item

boldfacetext  Indicatesterms defined in the glossary.

Ctrl+Tab Indicates that you must press two or more keys simultaneously.

italics Indicates emphasis or book titles.

nonospace Indicates code samples, commands and their options, data structures and

t ext their members, data types, directories, and filenames and their extensions.

M onospace text also indicates text that you must enter from the keyboard.
Examples:

#include <iostreamh> void main ( ) the pointer psz
chnod u+w *

\tux\ dat a\ ap

. doc

t ux. doc

Bl TMAP

float
nonospace I dentifies significant wordsin code.
bol df ace Example:
t ext . .

void commt ( )
nonospace Identifies variablesin code.
italic Example:
t ext .

String expr
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Documentation Conventions

Convention Item
UPPERCASE Indicates device names, environment variables, and logica operators.
TEXT Examples:
LPT1
SIGNON
OR
{1} Indicates a set of choicesin asyntax line. The braces themselves should

never be typed.

[]

Indicates optional itemsin a syntax line. The brackets themsel ves should
never be typed.

Example:

buil dobjclient [-v] [-0 name | [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choicesin a syntax line. The symbol itself
should never be typed.

Indicates one of the following in acommand line:

m  That an argument can be repeated severa timesin acommand line

m  That the statement omits additional optional arguments

m  That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:

bui l dobjclient [-v] [-0o name | [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from asyntax line.
The vertical ellipsisitself should never be typed.

Personalization Server User’'s Guide Xiii
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Overview of the
WebLogic
Personalization Server

This chapter is about provides an overview of all the tools and components provided
with the BEA WebL ogic Personalization Server.

Thistopic includes the following sections:

m  What Is WebL ogic Personalization Server?
m The Advisor

m  User Management

m  Rules Management

m  Property Set Management

m Portal Management

m Foundation Classes and Utilities
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1 overview of the WebLogic Personalization Server

What Is WebLogic Personalization Server?

1-2

The WebL ogic Commerce Server is a complete solution for building personalized
e-commerce sites. Within the WebL ogic Commerce Server (WLCS), personalization
functionality is delivered by the WebL ogic Personalization Server (WLPS).

Personalization is the means by which Web content developers can tailor an
application to a particular individual or group based on any number of criteria. The
criteria can be predefined user attributes such as age and gender, or can be based on
behavioral information gathered as the user navigates a site.

Using WebL ogic Personalization Server, you can build Java-based I nternet pages and
sites with dynamic, personalized document content. Y ou can customize what content
gets delivered based on individua user profiles. WebL ogic Personalization Server has
abuilt-in rules editor that you use with JavaServer Pages (JSP) tagsto deliver a
responsive, customized experience for users.

With WebL ogic Personalization Server you can build a wide range of portal types,
from busi ness-to-consumer “ megaportals’ to business-to-business enterprise portals.
What this means for your e-commerce enterprise is aflexible, personalized Web
presence that listens and responds to your customers and partners based on what you
define as important factors.

WebL ogic Personalization Server makes extensive use of J2EE mechanisms such as
Java Server Pages (JSP) with tag library extensions, session and entity Enterprise Java
Beans (EJBs), and Java Naming Directory Interface (JNDI).

WebL ogic Personalization Server isacompl ete solution that enablesrapid depl oyment
of adaptable and personalized applications, allowing your businesses to extend
competitive advantage and accel erate response time to customer and market demands.
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The Advisor

The Advisor

The Advisor ties together the services and components in the WebL ogic
Personalization Server to deliver personalized content. It doesthis by matching content
to information contained in the user profile. In the rest of this chapter, we will look at
each of the WebL ogic Personalization Server servicesin turn, but first let’' s look
briefly at the Advisor.

The Advisor providesan embedded rules engineto classify auser and createadynamic
guery into acontent database to return personalized content for that user. The Advisor
isan EJB that can be accessed directly, but istypically accessed through a set of JSP
tags. These JSP tags allow HTML devel opers to assemble dynamic pages without
writing any Javacode. The Advisor wasbuilt to scalefor large e-commerce Web sites.
It uses a pooling and caching mechanism to keep rules engines ready for rapid
evaluation of Personalization rules. For more information about the Advisor, see the
chapter “Creating Personalized Applications with the Advisor” in the WebL ogic
Personalization Server Developer’s Guide.

User Management

In the WebL ogic Personalization Server, user management is provided through a set
of administration tools, or alternatively through any WebL ogic Server Realm.
Typically, new sitesthat rely on self-registration will use the WebL ogic
Personalization Server user management tools. For sites with large collections of
existing users in the form of customers or employees, the WebL ogic Realm support
can provide added security through products such as LDAP servers.

For more information about User Management, see Chapter 4, “ Creating and
Managing Users.”

Personalization Server User’'s Guide 1-3



1 overview of the WebLogic Personalization Server

Rules Management

1-4

A rule can be thought of as an if-then construct. The left side of the expression (the if
statement) sets the conditions that the rule must meet. Theright side of the rule states
the action to take if the conditions are met. In the WebL ogic Personalization Server,
there are two types of rules: Classification rules and Content selection rules.

Classification rules are used to classify users. A classification rule may be employed
to determine if the user fitsa certain classification, given the user’sand current group’s
property values or the Request or Sessi on properties. So, for example, if auser is
over 35, under 65, and is male, then the user is considered amiddle age man. If a
classifier rule evaluatesto true, it returns a Cl assification object with the same name as
the classification. The results of thisrule can be used by a page developer to vary the
content displayed based on one or more classifications.

Content rules Content selector rules, if they evaluate to true, will result in aquery that
can be sent to the content management component. Theif parts of the content sel ectors
can make decisions based on all the same types of criteria as the classification rules,
and also can use the current time to constrain when the rule isin effect. They can aso
refer to classifier rules, so fundamental categorizations can be reused. The result of a
content selector isaCont ent Quer y object, which containsaquery expression that can
be directly submitted to the content management component.

Rulesin WebL ogic Personalization Server are organized and saved inrule sets. A rule
set may have any combination of classifiersand content selectors, which can be called
by name using the JSP tags.

For more information on rules, see Chapter 5, “Creating and Managing Rules.”
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Property Set Management

Property Set Management

Inthe Property Set Management tool, you create property sets and definethe properties
that make up those property sets. Property Set Management provides schemadetailsto
personalization server subsystems such as Rules Management and Portal
Management. Group, user, request and session schemas can be created in Property Set
Management. Such profile schemas prescribe sets of profile attributes. A property can
be considered a name/value pair. Property sets serve as namespaces for properties, so
that properties can be conveniently grouped, and so that multiple properties with the
same name can be defined.

For more information about property sets, see Chapter 3, “Creating and Managing
Property Sets.”

Portal Management

Portal Management provides an HTML windowing toolkit that allows Web site
developers, group administrators and actual end usersto personalize, customize and
individualize the layout, look, and content of an e-commerce site. It provides these
features through a set of JSP tags, EJBs and administration tools. JSP developers who
choose to use the Portal product will develop portletsin JSP. These portlets are
mini-windows to information, content or application servicesthat are available in the
portal. Portlets can be minimized, maximized in their own window, edited, and
provided with help. Once you have built the portlets, a portal administrator can pick
and choose portlets and make them avail able in the portal. Then, a portal user controls
the layout and visibility of these mini-windows.

For more information about portals and portlets, see the chapter Chapter 2, “ Creating
and Managing Portals.”
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1 overview of the WebLogic Personalization Server

Foundation Classes and Utilities

1-6

The Foundation component provides a set of objects and utilities to support
personalization activities. This component provides EJB objects to support HTTP
handling, including object definition for request and session objects, as well as
object-based utilities specifically designed to support portals.

Foundation includes the Flow Manager, a servlet implementation that allows the
hot-deployment of applications within the WebL ogic Application Server. Flow
Manager aso adds flexibility to navigation through the system—it allows navigation
information to move off the JSP page and into a single point of control. Using a
destination determiner and a destination handler, the Flow Manager dynamically
determines a destination for a given page request and dynamically handlesiit.

For more information about the Foundation component, see the chapter “Foundation
Classes and Utilities” in the WebL ogic Personalization Server Developer’s Guide.
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Creating and Managing
Portals

This chapter discussesthe WebL ogic Personalization Server Administration Tool, and
presents instructions for building an example portal, the Acme Demo.

The WebL ogic Personalization Server Administration Tool contains a compl ete set of
functions that enable portal administratorsto easily create the components of a portal
page and personalize the portal’s content, layout, and appearance.

WebL ogic Personalization Server includes Acme Demo Portal, a complete demo
portal that is set up for you and ready to run. This demo portal uses the Cloudscape
Database Management System (DBMS) to store the Portal Demo data. Use the Acme
Demo Portal to quick start your portal development.

This section includes the following topics:
m Introduction to Portals and Portlets
e The Portal Framework
¢ What isthe Difference Between a Portal and a Portlet?
e Personalizing a Portal
m  Setting Up
e Configuring the Flow Manager to Control Portal Access
e Creating a Portal Web Site Directory Under the Server Document Root
e Using the Portal Administration Tool
m Using the Portal Administration Tool

Personalization Server User’'s Guide 2-1



2 Creating and Managing Portals

e Administering Portlets

e Administering Portals

e Administering Portal Groups

e Creating a Portal Using the Acme Demo

m Creating a Portal Using the Acme Demo
e Starting the Acme Demo Portal
e Building the Acme Demo Portal Components
e Creating Portlets for Your Demo Portal
e Associating Portlets with Your Demo Portal
e Editing Your Demo Portal Layout
e Editing Your Demo Portal Color Scheme
e Testing Your Demo Portal

Introduction to Portals and Portlets

2-2

Internet portals are a key part of many eCommerce applications. Portals provide an
entry point to the Internet as well as value-added services such as searching and
application integration. The WebL ogic Personalization Server alows you to quickly
assembl e both Business-to-Consumer and Business-to-Business portals that require
personalized application content on the Internet.

Intelligent portals can act as tour guides to points of interest, tailored for individual
user preferences. There are portals that concentrate on collecting and delivering
specialized areas of information such as stock trading and finances, emerging
technologies, or corporateinformation. For example, www.boston.comisaspecialized
news portal and www.schwab.com isaspecialized financial portal. Other megaportals
provide general channels of information such as health, weather, sports, news, E-mail
services, chat rooms, news groups, and so on.
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Introduction to Portals and Portlets

Internet portals are an efficient way to exchange large volumes of information with
large groups of people. From the users’ perspective, most portals are organized as a
hierarchical Web site where the main page provides linksto a set of pagesthat provide
amore detailed view of the data.

Satic portals, like many corporate home pages, provide a standard set of information
to everyone who visitsthe site. In contrast, dynamic personalized portals, where the
information presented may differ based on who is viewing the portal, represent a far
more efficient and targeted way to do business. Well-known examples of dynamic
portal s include www.amazon.com, www.ebay.com, www.excite.com, and
my.yahoo.com. With the WebL ogic Personalization Server, you can quickly build
powerful, dynamic portals like these, as well as static ones.

The Portal Framework

WebL ogic Personalization Server provides a collection of prebuilt JSP pages that
provide the core functionality for portals. They are located in
9L COMVERCE_HOMEY ser ver / public_htm /portal s/repository.

When using the framework, your pages will have acommon layout. In thislayout, a
page’ sreal estate will be divided into three main areas: a header, a content area, and a
footer. The header resides at the top of the page and typically containsafull-sized logo
for the site plus some navigation features. The footer resides at the bottom of the page
and typically contains legal notices, copyright information, and a small logo. The
middle section, the content area, contains any number of small independent
components called portlets. The JSPsincluded in the Portal Framework manage the
layout of these portlets on the page.

The example portal demonstrates how the portal framework functions. The JSP source
code in the exampl e portal contains the HTML that controls the portal layout. Within
an HTML table, portlets are dynamically included with <j sp: i ncl ude> in cells.
While the standard portal can handle up to three columns, you can easily add more
columns by including a non-portlet column on either the left or right side of the table.
For instance, the portlets could be in the three right-hand columns and behave asin the
standard example. The left-hand column could be it's own JSP and might be a
navigation bar. Y ou can place portlets in any position aslong asitislegal in HTML.
To persist the portlet row-column position, you can use the API (for example, see the
Por t | et JspBean in the Javadoc). Rewriting the example porta layout require some
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understanding of HTM L and good Java programing skills. Y ou can a so make similar
changes for headers and footers because they are aso JSPswith HTML formatting.
This means you can make the portal look like anything that you want.

For more information about the example portal, see “ Developing Portlets’ in the
Personalization Server Developer’s Guide.

What is the Difference Between a Portal and a Portlet?

A portletisahighly focused channel of information served up by aportal. A portal can
contain many of these information channels. For example, an onlineretail portal could
provide a variety of interactive merchandise portlets, each presenting a different
specialty category such as mystery books, classical music CDs, and baseball
memorabilia.Unlike a static portal page, the deployment of portlets viathe
Personalization Server gives our online retailer the ability to dynamically respond to
customers based on profiles. With thistechnology, not only can the retailer provide
dynamic content, but al so the customer can easily select and arrange their e-Commerce
portlets.

For example, areturning customer, Samantha, who loves mystery novels and ghost
stories could select the “mystery” portlet as central to her standard view of the
retailer’ s home page. Thiswould be done by means of an edit page made available by
theretailer. At the sametime, theretailer could determine that Sam'’ s purchase choices
and portlet selections convey ataste for the unexplained. The Personalization Server
lets you incorporate sophisticated rules technology to automatically generate
responsesto user profiles. A response could be the delivery of specialized information
viaaportlet. In the case of the mystery hound, our fictitious retailer could offer up
recommendations about the latest thrillers and whodunnits on video.

Personalizing a Portal

2-4

Personalization allows you to customize your portals and portlets to serve a specific
audience and purpose. The WebL ogic Personalization Server supports three levels of
personalization, all of which can be administered with Web-based tools. The three
levels or personalization are as follow:
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m Portal
m  Group
m User

Personalization includes Web-based forms for adding and removing portal content,
editing the content layout, and customizing the porta content color schemes. The user
personalization information includes user information and general user preferences.

Setting Up

To properly create and administer a portal using the Portal Administration Tool, you
should know how to configure and run the WebL ogic Server, and set up database
connections.

To create and administer a portal, first you must install and setup the WebL ogic
Personalization Server software. Then, you must also complete the following tasks:

m  Configuring the Flow Manager to Control Portal Access

m Creating a Portal Web Site Directory Under the Server Document Root

Logging On to the Administration Tool

Onceyou have configured the Flow Manager and created aWeb sitedirectory, you can
log on to the Portal Administration Tool.

To log on to the Portal Administration Tool:
1. Start the WebL ogic server configured for portal use.

2. Accesshttp://hostname: port/tool s inyour Web browser where 'hosthname’
is the name of the host running your WebL ogic Server, ‘port’ is the port number
at which the WebL ogic Server islistening for requests, and t ool s isthe hame of
the Web application in the webl ogi c. properti es file.
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A dialog box appears and prompts you to enter a username and password.

3. Enter the username adni ni st r at or and the password passwor d.

Note: Werecommend that after installation you immediately create anew password
for the administrator.

4. Click Ok to display the Administration Tool Home page.

5. Click the Portal Administration page icon.

Configuring the Flow Manager to Control Portal Access

The Flow Manager controlsuser accessto your portal. The Flow Manager receivesall
incoming HT TP requests and dispatches each request to the appropriate destination
URL. For more information about the Flow Manager, see the topic “ Flow Manager”
in the Foundation chapter of the WebL ogic Personalization Server Devel oper’ s Guide.

_DEFAULT_PORTAL_INIT property set

2-6

To configure the Flow Manager, create a portal property set based on a default
application init property set.

To create a new property set:

1. Open the Administration Tools Home page. Click the Property Set Management
icon to open the Property Set Management screen.

2. From the main Property Set Management screen, click Create.

3. Name the new property set you are creating (100 character maximum). The name
of the property set should be the same as the name you will use to create the
portal, or the name you will use to access the application.

4. Enter adescription of the property set (255 character maximum).
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From the Copy Properties From drop-down list, select

APPLI CATI ON_I NI T. _DEFAULT_PORTAL_I NI T (for aportal)

or

APPLI CATI ON_I NI T. _DEFAULT_APP_I NI T (for a non-portal application).

From the Property Set Type drop-down list, select Application Init.
Click Create.

At the top of the page, in red, you will see the message “Property Set creation
was successful.” (Or, you will see an error message indicating why the property
set was not created.)

Click Back to return to the main Property Set Management screen.

Valid Flow Manager Parameters

To set parameters for your portal or application:

1

From the Property Set Management Home page, under the Application
Initialization Property Sets heading, click the name of the property set you just
created.

A Property Set page comes up, allowing you to set parameters.

Note: For non-portal applications, skip this step.

To edit the portal name, click the Edit button to the right of the “ portal name”
property. Change the default value from UNKNOWN to the name of your portal, as
you created it in Portal Management.

Edit the desti nat i ondet er mi ner property. Either accept the default, or edit to
provide your own implementation of these classes.

Edit the dest i nat i onhandl er property. Either accept the default, or edit to
provide your own implementation of these classes.

Customize any other properties you choose. For information about customizing
propertiesin portals, see “Building a Custom Portal Step-by-Step” in the
WebL ogic Personalization Server Devel oper’s Guide.

When you have finished setting properties, click the Finished button at the
bottom of the page.
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Thetable below lists valid parameters for the Flow Manager servlet.

Table 2-1 Valid Flow Manager Servlet Parameters

Parameter Name

Required

Description

alowautologin

No

Determines whether a client with valid cookies can
automatically login. The default is false.

def aul t dest

Yes

The default destination page JSP if thereis not avalid
session for the user. (This page is qualified from
your Docunent Root asdefined in the

webl ogi c. properti es file)

To display a default portal page for anonymous users,
use:

def aul t dest =/ portal s/ myPortal /portal.j
sp

or

to force anonymous usersto thelogin page instead of the
portal page use:

def aul t dest =/ portal s/ myPortal/ _userlog
in.jsp

desti nati ondet er m ner

Yes

Used by the Flow Manager to determine JSP page
navigation.

desti nati onhandl er

Yes

Used by the Flow Manager to determine JSP page
navigation.

gr oupNane

Yes

The default group name for this portal instance. (When
new users register, they are added to this group. This
parameter allowsyou to register two Flow Managersthat
are alike except for the groups that they service.) This
value defaults to everyone.

honepage

Yes

The home page JSP returned by the system in auto-login
or from the portal home button. (This pageis qualified
fromyour Docunent Root asdefined in the

webl ogi c. properti es file.)) Example:
honepage=/ portal s/ nyPortal /portal.jsp

portal nane

Yes
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Table2-1 Valid Flow Manager Servlet Parameters

Parameter Name Required Description

repositorydir Yes Location of default files, (gifs, JSP, etc.)

ref r eshwor ki ngdi r No Number of seconds, defaults to -1, which means check
every time.

sessi onconpar at or Yes How to determineif the session isvalid.

ti meout No Timeout for the cookiesor session valued in secondsand

defaulting to (-1).

If set to (-1), the cookies expire upon exiting the
browser. If cookies are disabled, the session invalidates
upon browser exit. To retain user login information
between browser sessions, set the timeout to alarge
positive number, such as 999999, and set autol ogin=true.

ttl Yes Number of seconds between Flow Manager reexaming
this property set.
wor ki ngdi r Yes Theworking directory JSP for theportal implementation

that tellsthe portal framework whereto find your portal
pages and the WebL ogic Personalization Server pages.
(This page is qudified from your Docurent Root as
defined in thewebl ogi c. properti es file)
Example: wor ki ngdi r=/ portal s/ nyPortal/

Creating a Portal Web Site Directory Under the Server
Document Root

Asafinal step before using the Portal Administration Tool, createaWeb site directory
for your portal pages under your WebL ogic server document root. Then copy al the
files from the demo portal directory to your portal Web site directory.
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To copy filesfrom the demo portal directory to your Web site directory:

1. Using the myPortal example in the preceding section, copy the files and
subdirectories from:
your Docurrent Root / port al s/ repository

to
your Docurrent Root / port al s/ nyPor t al

2. Verify that the Flow Manager wor ki ngdi r property value in the
webl ogi c. properti es file matches the name of the Web site directory to which
you just copied the demo portal files. See the Acme Demo Portal Directory and
Subdirectories table.

For example, if your server document root ispubl i ¢_ht ni and your portal
working directory is/ portal s/ nyPortal /, create the following wor ki ngdi r:

public_htm/portal s/nmyPortal/

Table 2-2 Acme Demo Portal Directory and Subdirectories

Directory Description

/portal s/repository The portal root directory that contains pagessuch asheader . j sp,
footer.jsp,andportal content.jsp.

see Appendix A, WebL ogic Personalization Server Framework
Files, for an explanation of these and other JSP files provided with
the portal framework.

/portal s/repository/imges A directory of images that support your portal and WebL ogic
Personalization Server components.

/portal s/repository/portlets The directory of all portal JSP and HTML pages and the WebL ogic
Personalization Server sample portlet applications.

/portal s/repository/portlets/ A directory of images that supports your portlets and WebL ogic
i mages Personalization Server portlets.
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Using the Portal Administration Tool

Figure2-1 Administration Tool Home Page
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2 hea 5 P_ortal Administration Tool

Portals delete .~ create Portlets delete ~  create
Click a title link to edit a portal. Click a Htle link to edit a portiet.
Dermo Portal Group Paortal Bookmarks Defined Portals
Defined Portlets Dictionary
Group To Do List My To Do List
Quote Search

Now that you have access to the Portal Administration Tool, you can use it to
administer portlets, portals, and business-to-business portal groups. Administrative
functions available in the tool include:

m Creating, editing, and deleting portals
m Creating, editing, and deleting portlets

m Personalizing a portal’s content, layout, and color scheme at the portal and group
levels

m Testing your portal
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Administering Portlets

2-12

Tothe portal framework, aportlet isa JSP page that knows how to retrieve specialized
content and display it in the portal application. To users, a portlet is one of many
content modules on a portal page that can be personalized to reflect appearance,
content, and layout preferences. Once a portlet is created in the Portal Administration
Tool, it can be associated with multiple portals.

Y ou can create, edit, and delete portlets in the Portlets section of the Portal
Administration Tool Home page. All screensin the administration tool related to
portlet functions are color-coded with teal banners and command buttons. Screens
related to portal functions display tan banners and command buttons.

A portlet includes two required components, atitlebar and content area, and several
optional components including the banner, header, footer, edit URL, alternate header,
alternate footer, maximized URL, and help URL as shown in the following graphic:

Figure2-2 Portlet Application Decomposed by Components

fl.]Bookmarks | 7[edit| 5] _{ O Titlebar

Banner

eCommerce Sites Header

+ Amaron com

+ BEA Systems, Inc.

+ The Street.com
+ Wall Street Journal
- eBay
+ eToys
pravided by the Boulder Graup = Footer

Content

Y ou can define each portlet application to include any of the following attributes:

m Editable—Enables the user to customize a portlet's content. For example, in a
stock portfolio portlet application users can click the Edit icon on the portlet
titlebar to access a page that enables them to add or remove stock symbols. If
you select this attribute, you must provide an Edit URL.
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m  Maximizable—Allowsthe portlet to be viewed full screen in the browser
window. This enables you to provide additional portlet content in the Maximized
URL.

The full screen page uses:

e An alternate header—If no alternate header is specified, the framework
uses the default alternate header.

¢ A maximize URL—If no maximize URL is specified, the framework uses
the portlet content area URL as a default.

e An alternate footer—If no aternate footer is specified, the framework uses
the default alternate footer.

m  When the user clicksthe edit or maximize icons in a portlet, the portal
framework calls uponiits ful | screen. j sp page to display in full screen mode.
The diagram below explains how the ful | scr een. j sp page determines which
content to display.

Figure2-3 Content Display Criteria

Full-screen If entered, the portlet's alternate header page displays.

If not entered, the alternateheader. jsp page
Header displaye, Jsp pag

Full-screen If entered, the portlet's maximize URL displays.
Content Area If not entered, the portlets content URL displays.

Full-screen If entered, the portlet's alternate footer page displays.
If not entered, the alternatefocoter. jsp page
Footer displaye, Jsp pag

m Floatable—Allows the portlet to float on top of the portal screen in a separate
browser window. This attribute uses the same header and footer rules as the
maximized URL, but displays the content URL instead of the maximized URL .

m  Minimizable—Reduces the portlet display to thetitlebar to minimize the
amount of space the portlet occupies on the portal page.
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Helpable—Provides a Help icon in the portlet title bar that users can click to
access a URL that assists them with the portlet application. If you select this
attribute, you must provide aHelp URL.

L ogin Required—Requires the user to be logged on to the portal to view the
portlet. For example, if your portal contains a portlet that displays a user's
favorite bookmarks, the user must be logged on before the Bookmark’s portlet is
visible on the portal screen. This attribute helps maintain a secure portal and
allows usersto retrieve personalized information.

M andatory —A portlet can now be personalized to be mandatory. A mandatory
portlet is one that is always available and visible. The portlet can be made
mandatory at the definition, portal personalization, and group personalization
levels.

Titlebar URL — A URL can display asthe portlet titlebar. It can be a JSP or
HTML fragment.

Creating Portlets

2-14

Before you usethe Portal Administration Tool to create aportlet, place all your portlet
application files in the following directory:

your Docurent Root / portal s/ repository/ portlets

Y ou create a portlet in the administration tool by creating a portlet definition entity
(referred to in this document as a portlet) and associating portlet JSP URL s that have
been created by a portlet devel oper with the portlet entity. When a portlet is created, it
is not automatically associated with aportal. Y ou need to add portlets to a portal later
from the portal view-page.

To create a portlet:
1. Onthe Portal Administration Tool Home page, click Create in the Portlets banner.

The Create a New Portlet tool displays.

2. Enter the appropriate information in the following required fields:

e Portlet Name—any combination of numbers and letters will be accepted in
thisfield.

e Content URL—enter aURL relative to your portal wor ki ngdir.

Personalization Server User’'s Guide



Using the Portal Administration Tool

. If desired, enter the appropriate information in the following optional fields:

¢ Header URL—enter a URL to display asthe portlet header. It can be a JSP
or HTML fragment.

e Footer URL—enter aURL to display as the portlet footer. It can be a JSP or
HTML fragment.

e Titlebar URL—enter a URL to display asthe portlet titlebar. It can be a JSP
or HTML fragment.

e Banner URL—enter a URL to display as the portlet banner under the portlet
titlebar. It can be a JSP or HTML fragment. The following shows a sample
banner JSP page:

<@ page extends="com beasys. portal.adm n. Portal JspBase" %

<@ page
i mport="com beasys. portal .tags. Portal TagConst ant s" %

<cent er >
<font size=-1>To Do's for

<@
(String)get Sessi onVal ue( Portal TagConst ant s. PORTAL_GROUP, r equ
est) %</ font >

</ center>

¢ Mandatory—a portlet can now be personalized to be mandatory. A
mandatory portlet is one that is always available and visible. The portlet can
be made mandatory at the definition, portal personalization, and group
personalization levels.

e Alternate Header URL—enter a URL to display as a Web page header when
the portlet isfloated or maximized. If no aternate header exists, the portal
framework uses adefault called al t er nat eheader . j sp.

e Alternate Footer URL—enter a URL to display as a Web page footer when
the portlet isfloated or maximized. If no aternate footer exists, the portal
framework uses adefault called al t er nat ef oot er . j sp.

e Editable—select the check box to enable usersto edit a portlet's content. An
Edit icon displays in the portlet titlebar. The attribute default is desel ected.

e FEdit URL—if you selected the Editable check box, enter a URL that enables
the user to edit the portlet content.
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¢ Maximizable—select the check box to enable users to maximize the portlet in
the current browser window. A Maximize icon displays in the portlet titlebar.
The attribute default is deselected.

e Maximized URL—if you selected the Maximizable check box, enter a URL
for the content area of the maximized page. The default URL is your portlet
content area URL.

e Helpable—select the check box to enable usersto access a help screen. A
Help icon displays in the portlet titlebar. The attribute default is desel ected.

¢ Help URL—if you selected the Hel pable check box, enter a URL that opens
ahelp topic related to the portlet.

e |con URL—enter aURL to display an icon (GIF) on the |eft side of the
portlet titlebar. Thisimage should be 27 pixels wide by 20 pixels high with 2
pixels of transparency on the right.

e Minimizable—select the check box to enable users to minimize the portlet in
the portal screen. A Minimizeicon displaysin the portlet titlebar. The
attribute default is deselected.

¢ Floatable—select the check box to enable usersto float the portlet in anew
browser window. A Float icon displays in the portlet titlebar. The attribute
default is deselected.

e Login Required—select the check box to require a user to be logged on to
the porta to view the portlet. The attribute default is deselected.

4. Click Create.

If the portlet was successfully created, a confirmation message appears in red at
the top of the screen. If not, an error message notifies you of the required
changes.

5. Click Back to return to the home page. The new portlet name displays under the
Portlets banner.

Editing Portlets

After creating a portlet, you can redefine it at any time by adding or removing
attributes.
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To edit a portlet:

1

On the home page, click a portlet title link to display the Edit Propertiestool. The
name of the portlet you selected to edit displays at the top of the screen.

Enter the appropriate changes.
Click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

Click Back to return to the home page.

Deleting Portlets

Y ou can del ete portletsthat you no longer need. However, you must first remove (mark
as unavailable) the portlet from any portalsit is associated with.

To delete a portlet:

1

a > w D

On the home page, click Delete in the Portlets banner. The Delete a Portlet tool
displays.

Select the portlet from the Portlet Name drop-down list.
Click Delete. A confirmation window displays.
Click Ok to confirm your deletion.

Click Back to return to the home page. The portlet name is no longer listed under
the Portlets banner.
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Administering Portals

Y ou can create, edit, or delete portals from the Portals section of the Portal
Administration Tool Home page. All screensin the administration tool related to portal
functions are color-coded with tan banners and command buttons. Screens related to
portlet functions display teal banners and command buttons.

For procedures on using the Acme Demo Portal components to quick start your portal
development, see “ Creating a Portal Using the Acme Demo” on page 2-29.

Creating Portals

2-18

To create anew portal:

1. On the Portal Administration Tool Home page, click Create in the Portals banner
to display the Create a New Portal tool.

2. Complete the following required fields:

e Portal Name—any combination of numbers and letters will be accepted in
thisfield.

e Content URL—enter aportal content JSP relative to wor ki ngdi r .

e Number of Content Columns—Enter 1, 2 or 3.

3. Customize your portal display by entering the optional URL files. Make all URLs
relative to wor ki ngdi r:

e Header URL—enter aheader JSP for the default header page.
e Footer URL—enter afooter JSP for the default footer page.

e Suspended—select the check box to suspend the portal application and
replace the portal home page with an 'under maintenance' screen until service
resumes. To resume service, deselect the Suspended check box on the Edit
Portal Definition tool.

e Suspended URL—enter the default suspended. j sp to display the 'under
maintenance' URL to end users while the application is in Suspended mode.

4. Click Createto create the portal definition.
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If the portal was successfully created, a confirmation message appearsin red at

the top of the screen. If not, an error message notifies you of the required
changes.

5. Click Back to return to the home page. The new portal name displays under the
Portals banner.

Editing Portals

After creating aportal, you can edit it to associate portlets, groups, and users. Y ou can

also personalize the portal’s layout and color scheme, and make changesto the
definition.

To edit a portal:

1. Onthe Portal Administration Tool Home page, click a portal title link to see the
portal view-page. The name of the portal you selected displays at the top of the
screen. Colored banners separate each portal property and contain a command
button for that property. See the following procedures for more information on
editing portal properties.

The following image shows the portal view-page.

Figure2-4 Portal View Page
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Portal: Demo Portal

Portal Administration Tool ong) M) 2

finished
Definition m
Header URL header.jsp Columns a
Content URL portalcontent.jsp Suspended false
Footer URL footer.jsp Suspended URLN/A
Associated Portlets &
X =visible portlets
(X |Bookmarks X | Defined Portals X | Defined Portlets
X | Dictionary X |Group To Do List X |My To Do List
X Quote X |Search
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2. When you are done viewing and editing the portal, click Finished at the top or
bottom of the portal view-page to return to the home page.

Editing Portal Definitions

Y ou can edit the portal definition you created to reflect any changes to the associated
URL s or number of portal columns.

To edit aportal definition:

1. On the portal view-page, click Edit in the Definition banner to display the Edit
Portal Definition tool.

2. Enter the appropriate changes.
3. Click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

4. Click Back to return to the portal view-page.

Adding and Removing Portlets

2-20

Y ou can choose which portlets are available to a portal by adding and removing them
from the system’slist of all established portlets. From the narrowed list of portletsyou
associate with a portal, group, and end users further define which portlets they want
available and visible on their personalized portal page.

To associate portlets with a portal:

1. Onthe portal view-page, click +/- in the Associated Portlets banner to display the
Add or Remove Portlets tool.

2. Toadd aportlet to the portal, select Avail. The portlet is associated with the
portal. It doesn't appear on the portal page until it is made visible by you, the
Group Administrator or the end user.

3. Tomake aportlet visible, select Visible. The portlet is associated with the portal
and now appears on the porta page.
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4.

To remove a portlet from the portal, select Unavail. The portlet becomes
disassociated with the portal and unavailable to new groups and end users
(including anonymous users). However, if the portlet has been personalized at a
group or user level, it remains associated with those levels.

Click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

Click Back to return to the portal view-page. Available portlets appear in the
Associated Portlets section of the screen with a gray background. Visible portlets
are marked with an check mark.

Editing Portlet Display Attributes

Portlet titles, associated with a portal, display as hot links in the Associated Portlets
section of the porta view-page. These links open atool that enables you to further
specify how the portlet displays in the portal, overriding the display attributes
established when the portlet was created. Group Administrators can further
personalize these attributes.

To edit an associated portlet’s display attributes:

1
2.
3.

Click the portlet title link in the Associated Portlets section of the portal view-page.
Enter the appropriate changes in the Edit Portlet Display Attributes tool.
Click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

Click Back to return to the portal view-page.
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Editing the Portal Layout

Y ou can move a portal's associated portlets | eft and right between columns and up and
down within columns depending on the column layout you selected when you created
the portal. Y ou can a so change the percentage of the portal page that each column
occupies. Group Administrators and end users can further personalize the portal
layout.

To edit the layout of portletsin aportal:

1

On the portal view-page, click Edit in the Layout banner to display the Edit Portal
Layout tool. This layout tool shows each portal column, its span percentage, and
the portlets that display within those columns.

Select the portlet you want to move by clicking on it. The portlet name is
highlighted.

Click an arrow to move the portlet up or down within a column, or right or left
between columns.

To change the column spans of a portal layout:

1

Click in the percentage field associated with a column and enter anew percentage.
The sum of all column spans should equal 100%. For single column portals, you
may specify from 1% to 100%.

When you are done editing the portal layout, click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

Click Back to return to the portal view-page. A tablein the Portal Layout section
lists the portlets as you arranged them within each column.

Editing the Portal Color Scheme

Y ou can edit the overall appearance of a portal by changing its background color as
well asthe portlets component colors, title colors, and border appearance.
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To edit portal colors:

1

On the portal view-page, click Edit in the Colors banner to display the Edit Color
Schemes tool. Thistool provides five preset color schemes and a Custom Scheme
tool.

In the Portlet Color Schemes section of the screen, select a preset color scheme or
the custom color scheme. If you sel ected the custom color scheme, enter a hex
color code in each text field, or click the color palette icon to select a color for
each field from the Color Picker.

Select On to display portlet borders, or Off to omit portlet borders.

Select Black, White, or Other to choose the color of the text that displaysin the
portlet titlebar. If you selected Other, enter a hex color code in the text field, or
click the color palette icon to select a color from the Color Picker.

In the Portal Background Color section of the screen, select Gray, White, or
Other to choose a background color for the entire portal page. If you selected
Other, enter ahex color code in the text field, or click the color palette icon to
select a color from the Color Picker.

To preview your color selections, click the Click here to save changes and
preview colorslink. Your color changes are saved and the Edit Color Schemes
tool redisplays the example portlet at the bottom of the screen to reflect your
color preferences.

To save your color preferences without previewing them, click Save. The portal
view-page displays the new colors associated with the portal in the Colors section
of the screen.

To revert the portal appearance to its original color scheme, click Restore
Defaults. The portal view-page displays the default colors associated with the
portal in the Colors section of the screen.

Associating Groups with a Portal

Y ou can only associate portal groups from the portal view page. For moreinformation
on associ ating users with agroup and personalizing portal groups, see“Administering
Portal Groups’ on page 2-25.
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To associate a group with a portal :

1. Onthe portal view-page, click +/- in the Associated Groups banner.
2. Expand the hierarchy (or search) to find the desired group.

3. Check the group.

4. Click Saveto return to the portal view-page. The new group name displaysin the
Associated Groups section of the portal view-page.

To disassociated with a group:

1. Onthe portal view-page, click +/- in the Associated Groups banner.
2. Expand the hierarchy (or search) to find the desired group.

3. Uncheck the group.

4. Click Saveto return to the portal view-page. The group name no longer displays
in the Associated Groups section of the portal view page.

Deleting Portals

Y ou can delete an existing portal from the Portal Administration Tool Home page.
However, you must first disassociate al portal groups and users from that portal.

To delete aportal:

1. Onthe home page, click Deletein the Portal s banner to display the Delete a Portal
tool.

Select the portal from the Portal Name drop-down list.
Click Delete. A confirmation window displays.
Click OK to confirm the deletion.

a > w0 D

Click Back to return to the home page. The portal name no longer displaysin the
Portals section of the Portal Administration Tool Home page.
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Administering Portal Groups

The Portal Administration Tool enables you to personalize portal groups. You can
personalize the layout, content, and color scheme.

Avoid creating portal groups for business-to-consumer portal s with an unmanageable
number of users.

Y ou can edit portal groups from the portal view-page.

Editing Portal Groups

Editing portal groups allows you to associate portlets with each group. Y ou can aso
personalize the group’s portal layout and color scheme.

To edit a portal group:

1. Onthe Portal Administration Tool Home page, click the portal title link the group
is associated with. The portal view-page displays.

2. Inthe Associated Groups section of the screen, click the group title link you want
to edit. The group-view page displays. The names of the portal and group you
selected display at the top of the screen. Colored banners separate each group
property and contain a command button for that property. See the following
procedures for more information on editing group properties.

Adding and Removing Portlets from a Portal Group

Asthe Group Administrator, you choose which portlets are available to a group by
adding and removing them from the portal’s list of all associated portlets. From the
narrowed list of portlets you associate with a group, end users further define which
portlets they want available and visible on their personalized portal page.

To associate portlets with a group:

1. Onthe group-view page, click +/- in the Associated Portlets banner to display the
Add or Remove Portlets tool.
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2. Toadd aportlet to the group, select Avail. The portlet is associated with the
group. It does not display on the portal page until it is made visible by you or the
end user.

3. Tomake aportlet visible, select Visible. The portlet is associated with the group
and displays on the portal page.

4. Toremove a portlet from the group, select Unavail. The portlet becomes
disassociated from the group and unavailable to the group and end users.
However, if the portlet has been personalized at the user level, it remains
associated with those users.

5. Click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

6. Click Back to return to the group-view page. Avail able portlets appear in the
Associated Portlets section of the screen with a gray background. Visible portlets
are marked with an X.

Editing the Portal Group Layout

2-26

Y ou can move agroup’s associated portlets | eft and right between columns and up and
down within columns. End users can further personalize the portal layout.

To edit the layout of portletsin a group:

1. Onthe group-view page, click Edit in the Layout banner to display the Edit Portal
Layout tool. Thislayout tool shows each portal column and the portletsthat display
within those columns.

2. Select the portlet you want to move by clicking on it. The portlet nameis
highlighted.

3. Click an arrow to move the portlet up or down within a column, or right or left
between columns.

4. When you are done editing the portal layout, click Save.
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If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

Click Back to return to the portal view-page. A table in the Portal Layout section
lists the portlets as you arranged them within each column.

Editing the Portal Group Color Scheme

Y ou can edit the overall appearance of agroup by changing its portal background color
aswell as the portlets’ component colors, title colors, and border appearance.

To edit group colors:

1

On the group-view page, click Edit in the Colors banner to display the Edit Color
Schemes tool. Thistool provides five preset color schemes and a Custom Scheme
tool.

In the Portlet Color Schemes section of the screen, select a preset color scheme or
the custom color scheme. If you sel ected the custom color scheme, enter a hex
color code in each text field, or click the color palette icon to select a color for
each field from the Color Picker.

Select On to display portlet borders, or Off to omit portlet borders.

Select Black, White, or Other to choose the color of thetext that in the portlet
titlebar. If you selected Other, enter ahex color code in the text field, or click the
color palette icon to select a color from the Color Picker.

In the Portal Background Color section of the screen, select Gray, White, or
Other to choose a background color for the entire portal page. If you selected
Other, enter a hex color code in the text field, or click the color palette icon to
select a color from the Color Picker.

To preview your color selections, click the Click here to save changes and
preview colorslink. Your color changes are saved and the Edit Color Schemes
tool re-displays the example portlet at the bottom of the screen to reflect your
color preferences.
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7. Tosaveyour color preferences without previewing them, click Save. The

group-view page displays the new colors associated with the portal in the Colors
section of the screen.

8. To revert the portal appearance to its original color scheme, click Restore
Defaults. The group-view page displays the default colors associated with the
portal in the Colors section of the screen.
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Creating a Portal Using the Acme Demo

This section shows you how to use the Acme Demo Portal to quick start your portal
development.

This section includes the following topics:

Introducing the Acme Demo Portal

Starting the Acme Demo Portal

Building the Acme Demo Portal Components
Creating Portlets for Y our Demo Portal
Associating Portlets with Y our Demo Portal
Editing Y our Demo Portal Layout

Editing Y our Demo Portal Color Scheme

Testing Y our Demo Portal

Introducing the Acme Demo Portal

When you install the WebL ogic Personalization Server, acomplete demo portal is set
up for you and ready to run. This ready-made demo portal uses the Cloudscape
Database Management System (DBMS) to store the Acme Demo Portal data. The
demo isready to run with the Cloudscape database immediately after you completethe
WebL ogic Commerce Server installation.

Note: The Cloudscape database is included with WebL ogic Server under alimited

evaluation license. Because of the limitations of the Cloudscape database,
other databases should be considered. The database stores all of the portal
framework information needed to support the portal components.
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Note: Thefile name for the Acme Demo Portal is exampleportal. Throughout the
WebL ogic Personalization Server documentation, the Acme Demo Portal is
referred to by its filename, exampleportal, or simply the “example portal.”

The Acme Demo Portal includes the following:
m Portal page JSP templates - header, footer, and portal content layout JSP pages
m  Sample portlet applications including portlet JSP pages
m A complete set of end user portal personalization tools, including:
e User login and new user registration Web forms
e Change-password and forgot-password Web forms
e End user personalization tools for customizing portal content
e Help pages

All of JSP pages for the Acme Demo Portal are located in the following installed
product directory: public_html/portals/repository.

Starting the Acme Demo Portal

To start the Portal Demo:

1. Start the WebL ogic server by executing the StartCommerce command file in your
installation directory.

2. Open aWeb browser window.

3. Inyour Web browser,enter the following demo portal page URL,
htt p:// host nane: port/ appl i cati on/ exanpl eportal where 'hostname' is
the name of the host running your WebL ogic Server, por t isthe port number at
which the WebL ogic Server islistening for requests, appl i cati on isthe name
of the Flow Manager servlet in the weblogic.properties file, and exanpl epor t al
isthe name of the property set.

Example: http://mybigbox:7501/application/exampleportal
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Y ou can how use the WebL ogic Personalization Server Administration Tool to view
the Demo Portal or assemble your own portal, as described in “Using the Portal
Administration Tool” on page 2-11.

Notes: Before using the Portal Administration Tool to assemble the Acme Demo
Portal, you must install and set up the WebL ogic Personalization Server
software. For more information, see the BEA WebL ogic Commerce Server
with WebLogic Personalization Server Installation Guide.

Y ou must also set the WebL ogic server document root before you are ableto
log on to and use the tool. For more information, see “Creating a Portal Web
Site Directory Under the Server Document Root” on page 2-9.

For more information on accessing and using the administration tool, see
“Using the Portal Administration Tool” on page 2-11.

Building the Acme Demo Portal Components

To create the Acme Demo Portal definition:

1. Click Createin the Portals banner of the Portal Administration Tool Home pageto
display the Create a New Portal tool.

2. Enter the following information in the appropriate fields:

Table 2-3 Sample Data

Field Name Data

Portal Name Acme Demo Portal
Header URL header. j sp

Content URL portal content.jsp
Footer URL footer.jsp

Number of columns 3
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Table 2-3 Sample Data (Continued)

Field Name Data

Suspend Defaults to false. Set to true to suspend the
portal during maintenance.

Suspended URL Enter suspended. j sp if youwant to
display the under maintenance URL during
maintenance.

3. Click Create.

If the portal was successfully created, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

4. Click Back to return to the home page. The name of the new portal, “ Acme
Demo Portal,” displaysin the Portals section of the home page.

Creating Portlets for Your Demo Portal

2-32

Y ou create portlets in the administration tool by associating a URL with each portl et
component. When aportlet is created, it is not automatically associated with a portal .
Y ou must add the portlets to the demo portal later from the portal view-page.

The Acme Demo Portal includes six portlet applications that you can assemble with
the Portal Administration Tool.

To create the demo portlets:

1. Click Create in the Portlets banner of the Portal Administration Tool Home page
to display the Create a New Portlet tool.

2. Tocreate thefirst of the demo portlets, My Bookmarks, enter the following
information in the appropriate fields:
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Table 2-4 Creating MyBookmarks Portlet

Portlet Name

Data

Bookmarks

Portlet Name: Bookmarks

Content URL: port| et s/ bookmar ks. j sp

Editable: select the check box

Edit URL: port | ets/ booknmarks edit.jsp

M aximizable: select the check box

lcon URL: portl ets/imges/pt_booknark. gi f

Login Required: select the check box

Titlebar URL: Enter aURL to display asthe portlet titlebar. It can
be a JSP or HTML fragment.

Mandatory: A mandatory portlet is one that is always available
and visible.

3. Click Create.

If the portlet was successfully created, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required

changes.

4. Follow steps two through three above to create the remaining five portlets. For
each portlet, enter the following information in the appropriate fields:
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Table2-5 Creating Other Portlets

Portlet Name Data

My Dictionary Portlet Name: My Dictionary

Content URL: portlets/dictionary.jsp

Ilcon URL: portl ets/images/pt_dictionary.gif

Minimizable: select the check box

My To Do List Portlet Name: My To Do List

Content URL: portl et s/ nytodo. | sp

Editable: select the check box

Edit URL: portl ets/ nmytodo _edit.jsp

M aximizable: select the check box

Ilcon URL: portl ets/images/pt_ny list.gif

Minimizable: select the check box

Floatable: select the check box

Login Required: select the check box

My Group To Do List Portlet Name: My Group To Do List

Content URL: portl et s/ grouptodo.jsp

Banner URL: port| et s/ gr oupt odobanner.j sp

Editable: select the check box

Edit URL: portl et s/ grouptodo_edit.jsp

M aximizable: select the check box

Ilcon URL: portl ets/imges/pt_group list.gif

Minimizable: select the check box
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Table 2-5 Creating Other Portlets

Portlet Name

Data

Floatable: select the check box

Login Required: select the check box

Stock Quote Portlet Name: Stock Quote
Content URL: portlets/quote.jsp
lcon URL: portlets/imges/pt_quote.gif
Minimizable: select the check box
Search Portlet Name: Search
Content URL: portlets/search.jsp
lcon URL: portlets/imges/pt_search.gif
Minimizable: select the check box
News Index Portlet Name: News Index
Content URL: portl ets/ new_ i ndex.jsp
News Reader Portlet Name: News Reader

Content URL : portlets/news viewer.jsp

Titlebar: content_titlebar.jsp

5. Click Back to return to the Home page. The six new portlet names appear in the

Portlets section.
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Associating Portlets with Your Demo Portal

2-36

After creating a portal, you can associate portletsto it. Y ou can also personalize the
portal’s layout and color scheme, and make changes to the definition. For more
information on editing a portal, see “Editing Portals’ on page 2-19.

Y ou choose which portlets are available to a portal by adding and removing them from
the system'slist of established portlets. From the narrowed list of portletsyou associate
with aportal, group and end usersfurther define which portletsthey want available and
visible on their personalized porta page.

To associate the six portlets you just created with the demo portal:

1

On the Portal Administration Tool Home page, click the Demo Portal titlelink in
the Portal s section of the screen. The Acme Demo Portal view-page displays.

On the portal view-page, click +/- in the Associated Portlets banner to display the
Add or Remove Portlets tool.

To add aportlet to the portal, select Avail. The portlet is associated with the
portal. It does not display on the portal page until it is made visible by you, the
Group Administrator, or the end user.

To make aportlet visible, select Visible. The portlet is associated with the portal
and now displays on the portal page.

To remove a portlet from the portal, select Unavail. The portlet becomes
disassociated with the portal and unavailable to new groups and end users
(including anonymous users). However, if the portlet has already been
personalized at a group or user level, it remains associated with those levels.

Click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

Click Back to return to the Demo Portal view-page. Available portlets appear in
the Associated Portlets section of the screen with a gray background. Visible
portlets are marked with an X.

Personalization Server User’'s Guide



Creating a Portal Using the Acme Demo

Editing Your Demo Portal Layout

Y ou can move aportal’s associated portletsleft and right between columns and up and
down within columns depending on the column layout you sel ected when you created
the portal. Y ou can also change the percentage of the portal page that each column
occupiesin al portals except group portals. Group Administrators and end users can
further personalize the portal layout.

To edit the layout of portletsin the demo portal:

1. Onthe Demo Portal view-page, click Edit in the Layout banner to display the Edit
Portal Layout tool. Thislayout tool shows each portal column, its span percentage,
and the portlets that display within those columns.

2. Select the portlet you want to move by clicking on it. The portlet name is
highlighted.

3. Click an arrow to move the portlet up or down within a column, or right or left
between columns.

To change the column spans of a portal layout:

1. Click inthe percentagefield associated with a column and enter a new percentage.
The sum of al column spans should equal 100%.

2. When you finish editing the portal layout, click Save.

If the changes were successfully made, a confirmation message appearsin red at
the top of the screen. If not, an error message notifies you of the required
changes.

3. Click Back to return to the Demo Portal view-page. A table in the Portal Layout
section lists the portlets as you arranged them within each column.
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Editing Your Demo Portal Color Scheme

2-38

Y ou can edit the overall appearance of a portal by changing its background color as
well asthe portlet’s component colors, title colors, and border appearance.

To edit the demo portal colors:

1

On the Demo Portal view-page, click Edit in the Colors banner to display the Edit
Color Schemes tool. Thistool providesfive preset color schemes and a Custom
Schemetool.

In the Portlet Color Schemes section of the screen, select apreset color scheme or
the custom color scheme. If you selected the custom color scheme, enter a hex
color code in each text field, or click the color palette icon to select a color for
each field from the Color Picker.

Select On to display portlet borders, or Off to omit portlet borders.

Select Black, White, or Other to choose the color of the text that will display in
the portlet titlebar. If you selected Other, enter a hex color code in the text field,
or click the color palette icon to select a color from the Color Picker.

In the Portal Background Color section of the screen, select Gray, White, or
Other to choose a background color for the entire portal page. If you selected
Other, enter ahex color code in the text field, or click the color paletteicon to
select acolor from the Color Picker.

To preview your color selections, click the “ Click here to save changes and
preview colors” link. Your color changes will be saved and the Edit Color
Schemes tool will re-display the example portlet at the bottom of the screen to
reflect your color preferences.

To save your color preferences without previewing them, click Save. The portal
view-page displays the new colors associated with the portal in the Colors section
of the screen.

To revert the portal appearance to the BEA original color scheme, click Restore
Defaults. The portal view-page displays the default colors associated with the
portal in the Colors section of the screen.
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Testing Your Demo Portal

Once your portal is operational, you should test it to verify that all the associated

portlets are available and visible as you specified them, and that your portal displays
the correct color scheme and layout.

Figure2-5 Acme Demo Portal
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To test the demo portal:

1. InaWeb browser, enter the Flow Manager URL:
http://host:port/application/exampleportal

The default portal home page should display all visible portlets and should
reflect your default color and layout preferences.

2. To test end user personalization options, sign on to your portal by clicking the
Sign On icon in the upper right corner of the home page.

If you have not created a user profile, you can do so by following the

registration wizard. If you have created a profile, enter your username and
password, and click Sign On.
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You can how use the personalization tools to customize the porta’s color, layout,
and visible portlets.

Figure 2-5 shows the Acme Demo Portal asit displays with the BEA default
color scheme and layout to a registered user named jsmith.

Where to Get More Information

2-40

This chapter presents the basics of portal development using the WebL ogic
Personalization Server Administration Tools. For an in-depth look at portals and
portlets, see the following sources:

The chapter “Building a Custom Portal Step-by-Step,” in the WebL ogic
Personalization Server Developer’s Guide, presents a tutorial for customizing your
own e-Commerce portal.

The chapter “Developing Portlets,” in the WebL ogic Personalization Server
Developer’s Guide, presents the application developer with essential information
about creating custom portlets.

Y ou may need to consult the following documentation when using the WebL ogic
Personalization Server:

m Using WebLogic JSP
m Using the Cloudscape database with WebL ogic
m Using WebLogic JDBC

m JSP documentation from JavaSoft at http://java.sun.com/products/jsp
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3

Creating and
Managing Property
Sets

Property sets are the schemas for personalization attributes. Using the Property Set
Management tool, you can create property sets and define the properties that make up
these property sets.

This chapter includes the following topics:

m Overview of Property Sets

m  Property Value Retrieval via ConfigurableEntity

m Using the Property Set Management Tool

Creating Property Sets

Creating Properties Within a Property Set
Editing Property Sets

Editing Properties Within a Property Set
Deleting Property Sets

Deleting Properties
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Overview of Property Sets

3-2

In the most general sense, a property can be considered a name/value pair. Property
sets serve as namespaces for properties so that properties can be conveniently grouped
and so that multiple properties with the same name can be defined.

For instance, Web site developers might want users to be able to specify different
background colorsfor each of their portals by requiring the property
“backgroundColor” for auser. By creating “portal A” and “portal B” property sets, the
property “backgroundColor” can exist for both portal A and portal B. While the two
“backgroundColor” properties have the same name, they could have the same or
different definitions. Figure 3-1 shows two property sets with redundant property
names, corresponding to unique definitions.

Figure3-1 Property Sets Serving as Namespaces.
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A property definition includes the following information:

m Property Value Type: The datatype of the property value, for example, Text,
Integer, Float, or Date/Time. A property called age might be an Integer type,
while| ast Nane would be Text.

m Plurality: Whether the property can contain a single value, or multiple values. A
property called f i r st Name might be a single-valued property, while
chi | drenNanes would most likely be multivalued.

m Restriction: Whether the allowable values for a property arerestricted. A
property called f avori t eDayOf TheWeek would only have seven possible
values, while emai | would most likely be unrestricted.

m Default Property Value: Default values provided by the property set
corresponding to the property. A property called f avor i t eDayOf TheWeek might
have a default value of “ Saturday.” A property called daysOf f might have the
defaults “ Saturday” and “ Sunday.”

For Personalization Server purposes, property sets are applied to six major areas.

1. User and Group Profiles

The User/Group property set type is used for defining the property sets and
properties that apply to user and group profiles. For example, a property set of
this type might be created called portal A. Subsequent property retrieval for a
particular user or group can then be scoped with this property set name to
retrieve the user’s background color for the portal. See Chapter 4, “Creating and
Managing Users,” for an in-depth discussion of how property retrieval works for
users and groups.

2. HTTP Sessions

The Session property set type is used for defining the property sets and
properties that apply to HTTP sessions. Like the User/Group property set type, a
“Session” property set type might be called “portal A”. Properties available
through this property set can then be accessed via the Advisor.

3. HTTP Requests

The Request property set typeis used for defining the property sets and
properties that apply to HTTP requests. Again, like the “User/Group” property
set type, a“Request” property set type might be called “portal A.” Properties
available through this property set can then be accessed via the Advisor.
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4. Content M anagement

The Content Management property set type is used for defining the
configuration and run-time use of the Content Management system. Content
Management property sets cannot be created or manipulated with the
Personalization Server Administration Tools. For more complete information on
this subject, see the Content Management chapter in the WebL ogic
Personalization Server Developer’s Guide.

5. Application Initialization

The Application Init property set type uses default values to define application
initialization parameters. These are the property sets used by the Flow Manager
in support of portal (DEFAULT_PORTAL_I NI T) and non-portal

(DEFAULT_APP_I NI T) based personalized applications. For more information
about the Flow Manager, see the chapter Foundations in the WebL ogic
Personalization Server Developer’s Guide

6. Catalog Custom Attributes

You can define a property set that establishes custom attributes for a product
item in the WebL ogic Commerce Server catalog. For a given product item, a
custom attribute that you define can be used in addition to the default attributes
provided by WebL ogic Commerce Server in the catalog database tables. For
more information, see “ Catalog Administration Tasks” in Product Catal og
Management.

Creating aproperty set isasimpletask viathe Property Set Management tools. A name
for the set must be provided as well as description. Properties can be copied from an
existing property set if a pre-existing property set defines similar properties.
Expanding the previous example, if portal A’ s properties have been defined and
portal B is going to have the same (or similar) properties, then you can copy the
properties from portal A’s property set when creating portalB’s property set. Finally,
the type of property set (“User/Group”, “ Session”, or “Request”) must be chosen.

When defining a property, specify the following:
m Property name—the name of the property, such asbackgr oundCol or .

m Description—atextual description of the property, perhaps describing the
purpose of the property.

m Type—the data type of the property value. Data types supported by the
administration tools are Text, Integer (equivalent to Long in Java),

34 Personalization Server User’'s Guide



Overview of Property Sets

Floating-Point number (equivalent to Double in Java), Boolean, and Date/Time
(equivalent to java.sgl.Timestamp).

m  Selection option—determines whether the property is single-valued or
multi-valued.

m Creation category—determines whether the possible values are restricted.
Restricted property values are restricted to values listed in the property
definition. Unrestricted property values have no such limitation.

The following table lists the property definition attribute and value.

Property Definition Attribute Attribute Value

Name Text (100 character length maximum)
Description Text (255 character length maximum)
Type Text, Integer (equivalent to Long in Ja-

va), Floating-Point Number (equivalent
to Doublein Java), Boolean, or

Date/Time
Selection Option Single-valued or multi-valued
Creation Category Restricted or unrestricted
Default Value Up to the user—can be nul |

Once created, User/Group property values can be edited for a particular user or group
viathe User Management user and group tools. For “ Session” and “ Request”
properties, the only editable values are the default values set in the property definitions
—runtime values are determined by valuesin the HTTP session or HTTP reguest,
respectively.
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Property Value Retrieval via
ConfigurableEntity

3-6

Property Sets created with the administration tools are stored as

com beasys. commer ce. f oundati on. property. Schema components. The
component that acts as an “owner” of properties associated with Property Setsisthe
com beasys. commer ce. f oundati on. Conf i gur abl eEnt i t y. During inspection of
the Javadoc for Schema and Conf i gur abl eEnti t y, the reader may see the words
“schema” and “scope” used interchangeably with “ Property Set.” Figure 3-2 shows a
simplified representation of property valueretrieval through a ConfigurableEntity. For
the Conf i gur abl eEnti t y, the value of backgroundColor for portalB has been
overridden. The value of backgroundColor for portal A has not. Therefore, when
backgroundColor isrequested for the portal B property set, the overridden value, red,
will be returned. When backgroundColor is requested for the portal A property set, the
property set default value, white, will be returned.

Figure3-2 backgroundColor Property Retrieval

portal® Schema (Property Set)

backgroundCalor: white

Lzer/Group
ConfigurakleEntity

partalB backgroundColar: red

pottalB Schetna (Property Set)

backgroundCalor: black

Figure 3-3 shows another simple example of backgroundColor property retrieval to
demonstrate the notion of an explicit successor. A second ConfigurableEntity can be
specified in the Conf i gur abl eEnti ty get Property() API that acts as a*“backup”
place to look for aparticular property value. This second Confi gurabl eEntity is
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considered an explicit property successor. In this example, aparticular group is used
as an explicit successor, and the value for portal A’ s background color, green, is
“inherited” from this successor.

Figure 3-3 Explicit Successor backgroundColor Property Retrieval.

User Group
ConfigurableEntity \/L—'___——::_‘ ConfigurableEntity
portalB backgroundColor: red portald backgroundColor: green

Figure 3-4 provides an example of an implicit successor. An implicit successor is a
successor tied to a particular Property Set. In this case, the user does not have a value
for portal A.backgroundColor, and no explicit successor is provided in the

get Property() call. However, the group has already been associated with the user as
itssuccessor for the portal A Property Set. Again, the user “inherits’ the property val ue,
green, from the group.

Figure 3-4 Property Inheritance Through Property Set-related Successor.

User Enginearing Group
SonfigurableEntity ;
ConfigurableBnti ConfigurableEntity

portalB.backgroundColar: red

portald.successor: Engineering portalA.backgroundColor: green

There also exists the notion of a default successor, which can be searched after an
explicit successor and a Property Set-related successor have failed to return avalue for
the property. Figure 3-5 shows such a case. In this example, the Property Set-related
successor cannot produce the necessary property value for backgroundColor in
portalA, so the value must be retrieved from the default successor.
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Figure3-5 Figureb5. Property I nheritance Through a Default Successor.

Engineering Group
ConfigurableErtity

User
ConfigurableErtity

portalB backgroundColor: red
portald successar: Engineering
successor R &D R & D Group
ConfigurableErtity

portald backgroundColor: blue

Keep in mind that these examples have been considerably simplified for brevity and to
easily explain relevant concepts. More details of Confi gur abl eEnt i ty property
inheritance are available in the topic “Users and Groups’ in the chapter Creating and
Managing Users.

Using the Property Set Management Tool

BEA WeblLogic Personalization Server

ent

Property Sets create

Click a title link to edit and delete property sets and
properties, or click create to add new property sets.

The Property Set Management tools allow you to create and manage sets of typed
properties. Property Sets may be defined to describe user and group, session, request,
and content properties.

Creating Property Sets

To create a property set:
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1

3.
4.

On the Administration Tools Home page, click the Property Set Management icon.
The Property Set Management Home page appears.

Click Create in the Property Sets banner. The Create Property Set page appears.

To enter anew property set:

a. Enter the name of the new property set in the Name field.

b. Enter adescription of the new property set in the Description field.
c. Leavethe Copy Properties From default as Don't copy properties.

d. From the Property Set Type drop-down list, select a property set type.

To copy properties from an existing property set into the new one:
a. Enter the name of the new property set in the Name field.
b. Enter adescription of the new property set in the Description field.

c. From the Copy Properties From drop-down list, select the property set
containing the properties you want copied.

Click Createto create the property set.

Click Back to return to the Property Set Management Home Page.

Note: At any time, you can click Back to return to the Property Set Management

Home Page without saving the property set.

Creating Properties Within a Property Set

To create properties within a property set:

1

On the Administration ToolsHome Page, click the Property Set Management icon.
The Property Set Management Home Page appears.

From the Property Set list, click thetitle link for the property set to which you
will add a property. The Property Set view page appears.

Click Create on the Properties bar. The Create Properties page appears.

Personalization Server User’'s Guide 3-9



3 Creating and Managing Property Sets

r ! Create Properties

#
AN

Vs

Enter the appropriate information and click create.

Property Name: *
Description: I *
Type: Test b

Selection Option: Single ¥
Creation Category: Restricted -

back create

a. Enter the property hame in the Property Name field.
b. Enter adescription of the new property in the Description field.
c. Select the type from the Type drop-down list box.

d. Select option (single, multiple) from the Selection Option drop-down list box.

Note: The single option refersto those properties having only one option (for
example, Property: Color, Attribute: red). The multiple option refersto
those properties having multiple options (for example, Property: Colors,
Attributes: red, green, blue, and so on).

e. Select the creation of category (Restricted, Unrestricted) from the Creation
Category drop-down box.

Note: Restricted categories refer to valuesthat are selected viaalist, radio
buttons, check boxes, and so on. Unrestricted categories refer to instances
in which users populate aform field.

4. Click Create.

5. Click Back to return to the Property Set view.

Setting Up the Property Default Value

Notes: Different steps are required for setting up default values, given your
option/category selection.

To set up the property default value for single/restricted categories:

1. From Property Set view, click Edit on the appropriate Property Description bar.
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N

Click Edit on the Properties Values bar.

3. Enter anew value to the property in the New Value field.

b

Click Create. The new value appearsin the Values matrix at the bottom of the
page.

5. Indicate the default value(s) by selecting the appropriate radio button.

6. Click Create.

To set up the property default value for single/unrestricted categories:

1. From Property Set view, click Edit on the appropriate Property Set Description bar.
2. Click Edit on the Properties Values bar.

3. Enter anew value to the property in the New Value field.

4. Click Create.

To set up the property default value for multiple/restricted categories:

1. From Property Set view, click Edit on the appropriate Property Set Description bar.
2. Click Edit on the Properties Values bar.

3. Enter anew value to the property in the New Value field.

4. Click Create. The new value appearsin the Values matrix at the bottom of the
page.

5. Indicate the default value(s) by selecting the appropriate radio button(s).

6. Click Create.

To set up the property default value for multiple/unrestricted categories:

1. From Property Set view, click Edit on the appropriate Property Set Description bar.
2. Click Edit on the Properties Values bar.

3. Enter anew value to the property in the New Value field.

4. Click Save.
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Editing Property Sets

To edit a property set:

1

Onthe Administration Tools Home Page, click the Property Set Management icon.
The Property Set Management home page appears.

Click the appropriate title link from the Property Sets list. The Property Set view
page appears.

To edit the Property Set Description:

1

Click Edit on the Property Set Description bar. The Edit Property Set page appears.

—
i Property Set: portala

W Edit Property Set Description
)

Enter changes to the property set description and click save.

Description: |pnnalAprnpenies *

back save

Enter the new description in the Description field.

Click Save to save changes. The general Property Set view appears with the new
information. Alternately, click Back to return to Property Set view page without
saving your changes.

Editing Properties Within a Property Set

3-12

To edit properties within a property set:

1. OntheAdministration Tools Home Page, click the Property Set Management icon.

The Property Set Management home page appears.

Click the appropriate title link from the Property Sets list. The Property Set view
page appears.

Click Edit on the appropriate property bar. The specific Property view page
appears, containing information specific to the property you wish to edit.

Click Edit on the appropriate Description or Property Values bar. The Edit
Property page appears.
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5. Enter changesin the field(s) provided.

6. Click Save. The specific Property view returns. Alternatively, click Back. The
specific Property view appears and your changes are not saved.

Deleting Property Sets

To delete a property set:

1. Onthe Administration ToolsHome Page, click the Property Set Management icon.
The Property Set Management home page appears.

2. Click the X to the right of the appropriate title link from the Property Setslist.

3. Click OK to confirm the deletion.

Deleting Properties

To delete properties:

1. Onthe Administration ToolsHome Page, click the Property Set Management icon.
The Property Set Management home page appears.

2. Select the appropriate title link from the Property Sets list. The general Property
Set view appears.

3. Click Delete on the Properties bar. The Delete Properties page appears.

@ Property Set: portala

Delete Properties

Select a property from the list and click delete.

Property Name: fcmePaints -

back del

lete
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4. Select aproperty from the Property Name list.
5. Click Delete.

6. Click OK to confirm the deletion. The specific Property view returns.
Alternatively, click Back. The Property view appears and the property is not
deleted.
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CHAPTER

A4

Creating and Managing
Users

This chapter discusses how User Management combines enterprise data about users

with profile datathat is used to personalize the users’ view of the application.

Thistopic includes the following sections:

Overview of User Management

Users and Groups

Unified User Profiles

Using WebL ogic Realms

Anonymous User Profiles

Privacy Statement

User Manager

Using the User Management Tool

Creating Groups

Deleting Groups

Adding Usersto Groups
Removing Users from Groups
Editing Group Property Vaues
Creating Users

Editing User Property Values
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e Deleting Users
e Creating Unified Profile Types
e Editing Unified Profile Types
e Deleting Unified Profile Types
m Using Other Realms
e Registering User Attributes for Retrieval from LDAP
e Unregistering User Attributes for Retrieval from LDAP
e Registering Group Attributes for Retrieval from LDAP
e Unregistering Group Attributes for Retrieval from LDAP
e Viewing LDAP Configuration Settings
e Selecting Groups for Use in the Personalization Server from the Realm
e Mapping Realm Groupsto the Personalization Server
e Deleting Groups from Your Database

Note: Throughout this chapter, the environment variable W._ COVMERCE_HOME is
used to indicate the directory in which you installed the WebL ogic Commerce
Server 3.2 and WebL ogic Personalization Server 3.2 software.

Overview of User Management

The User Management system is a set of JSP tags, EJBs, and tools that facilitate the
creation and persistence of user and group profile properties. It provides accessto user
profile information within alarger personalization server solution. In addition, the
User Management system provides user-authenti cation mechani smsand user-to-group
associ ations.

The User Management system responsibilities include:

m User Authentication—the user management system is used to authenticate a
user against a persistent set of authentication information (typicaly a
username-password combination).

4-2 Personalization Server User’'s Guide



Users and Groups

m User/Group Association M anagement—the association of a user with one or
more groups can play an essential role in determining user profile information
pertinent to the user’s session. The user management system can either provide a
default schema for user-group information persistence, or interface with existing
user databases via standardized interfaces (for example, LDAP) or customized
connectors.

m User Profile M anagement—the user management system constructs the user
profile from persisted user and group attributes. User attributes can range from
statically-defined properties, such as a user's social security number, to
dynamically-created and persisted properties, such as Web site tracking
information for a particular user, or user preferences entered from a standard
input screen. The user management system facilitates the creation and
persistence of user profile properties.

Users and Groups

The two primary components employed by the Personalization Server’s User
Management system are the User and Group, which extend ConfigurableEntity. It is
from these components that User, and Group, and Unified User Profile functionality
stems. User and Group components are also referred to as “ user profiles’ and “ group
profiles.”

The fully qualified name of each object isasfollows:
m User: com beasys. commer ce. axi om cont act . User
m  Group: com beasys. conmer ce. axi om cont act . G oup

m ConfigurableEntity:
com beasys. commer ce. foundat i on. Confi gurabl eEntity

The User Management system works in conjunction with the WebL ogic Server’s
security realm. In this arrangement, the security realm provides a list of users and
groups, group membership information, and authentication. The User Management
system uses the security realm to authenticate users and to know which users and
groups exist and are valid, and which users arein agroup. With thisinformation from
the security realm, it is possible for the User Management system to accomplish its
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primary duties: creating, retrieving, and managing user and group profiles complete
with property data. A default security realm (User Management RDBM SRealm) is
provided by the Personalization Server as part of its “out-of-the-box” configuration.

Property data can be anything that is relevant to a user or group profile in the context
of your personalized application. Thingslike age, gender, and favorite genres of music
could &l be property data. Things like department, position, and office location could
also be property data. Much more is explained later about the actual and possible
implementation details of handling property datain user and group profiles.

Group hierarchies permit property inheritance. For example, if auser profile does not
yet have a“backgroundColor” property value, then the backgroundColor property
value might be inherited from an “engineering” group. Groups may have only one or
no parent group. Aswill be discussed later in this chapter, even if aream for a
third-party data store (for example, LDAP server) is used to access users and groups,
any arbitrary group hierarchy may be configured for personalization purposes
(property inheritance) via the User Management tools.

Profile functionality for both the User and Group componentsis inherited from the
ConfigurableEntity implementation. Figure 4-1 shows a simplified representation of
the User-Group-ConfigurableEntity relationship.

Figure4-1 The User-Group-ConfigurableEntity Relationship

ConfigurableEntity

User Group
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Unified User Profiles

In the BEA WebL ogic Personalization Server, system users are represented by user
profiles. A user profile providesan ID for auser and accessto the properties of auser,
such as age or e-mail address. Property values can be single-valued or multi-valued,
and arerequested viaaget Pr opert y() method which takes a property name asakey.

An advantage of the user profileisthat it can be extended and customized to retrieve
user information from an existing data source. For example, the user profile that ships
with the Personalization Server can combine user properties from the Personalization
Server database with user propertiesfrom an L DAP server into asingle user profilefor
use within an application. Developers and system users need not worry about the
different underlying data sources. To them there isjust one place to go for user
information — the user profile.

The Unified User Profile (UUP) is the name used to describe this aggregation of
properties from an existing data source and the Personalization Server database tables
into a single, customized user profile. More specifically, a UUP marries existing
user/customer data by extending BEA’'s User component. By installing the
Personalization Server’s database tables into the existing database instance and
extending the provided com beasys. conmer ce. axi om cont act . User
implementation, developers can quickly create a customized UUP that retrieves and
stores properties from/to the existing database. This powerful flexibility is desirable
becauseit allows access to existing datawithout requiring data migration or disrupting
existing applications that also use the data. Conversely, if it is more desirableto
migrate existing data into a separate Personalization Server database instance, thisis
also possible.
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Configuration 1

Users and groups exist in some type of data store already, such asan LDAP directory.
Existing user property data must be incorporated into the Unified User Profile as
shown in Figure 4-2.

Figure4-2 Configuration 1

T

User Data Store
LDAP
unix
NT
Other

Security
Realm

lersonalization Server

+  Property Data + Authentication
+  List of Users
+ List of Groups

*+  Group Membership

BEA Weblogic
Parsonalization
Server
— T
Corporate
Database
Unified User

Profile

¢ Existing Property Data

4-6 Personalization Server User’'s Guide



Unified User Profiles

Configuration 2

Users and groups already exist in a data store such as an LDAP directory. No existing
user or group data must be incorporated into the Unified User Profile. All user and
group property datais stored in the Personalization Server’s database tables as shown
in Figure 4-3.

Figure4-3 Configuration 2

Security
Realm

LDAP
Unix
NT
Other

Personalization Server
Database

¢ Authentication
¢ Listof Users

¢ List of Groups
¢ Group Membership

+  Property Data

BEA Weblogic
Personalization

Server

Unified User
Profile
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Configuration 3

Thereis no existing store of users and groups. The Personalization Server’s database
tables contain all user and group data as shown in Figure 4-4.

Figure4-4 Possible Configuration 3

Security

Personalization
Realm

Server Database

+ Authentication
+  List of Users

+ List of Groups
+  Group Membershipg

*  Property Data

BEA Weblogic
Personalization
Server

Unified User
Profile
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Configuration 4

User, group, and property data are in an existing database. Existing user property data
must be incorporated into the Unified User Profile. A custom realm must be created in
order to use the existing users and groups with the Personalization Server as shownin

Figure 4-5.

Figure4-5 Possible Configuration 4

Personalization

Server & Corporate
Database

+ Authentication
+  List of Users

+ List of Groups
+  Group Membership

*  Property Data

BEA Weblogic
Personalization
Server

Unified User
Profile

The UnifiedUser example, found at

WN._ COWERCE_HOVEY ser ver/ public_htm / exanpl es/ unifieduserprofile/
i ndex. ht m demonstrates afictitious company’ s use of the UUP to take advantage of

existing customer data. The UnifiedUser extends

com beasys. conmer ce. axi om cont act. User and retrieves datafrom a
pre-existing database. If you have existing user information that you wish to leverage
in your application, it is recommended that you study this example. The UnifiedUser
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shows how, with relative ease, you can create a customized UUP that suits your
application’s persistence needs. The following table explains exactly what must be
extended in order to create your own custom UUP.

Object Must Extend

UUP Primary Key com beasys. comrer ce. axi om cont act . User Pk- -
with no key fields added.

UUP EJB Interface com beasys. commer ce. axi om cont act . User

UUP EJB Implementation com beasys. comer ce. axi om cont act . User | npl

Thefact that UUPs are ConfigurableEntities means that user profiles have the notion
of setting and getting a property explicitly or implicitly. Explicitly setting a property
means calling a setter method for a property directly. Implicitly setting a property
means setting aproperty viathe set Pr oper t y() method where no explicit setter
method is available. For example, if a UUP contains a“userPoints’ property, calling
set User Poi nt s() directly would explicitly set the user Poi nt s property, while
caling set Property() withthe“userPoints’ key would implicitly set the

user Poi nt s property. When itiscalled, set Property() will first look for a

set User Poi nt s() setter method to call in the user profile. If such a setter method
exists, this method is called and is responsible for setting the property and doing
whatever elseis necessary regarding that property’s changein value. Ultimately it is
the UUP implementation’ s responsibility to persist explicitly-set property values—
even if they areimplicitly called viaset Pr opert y() . ConfigurableEntity only
handles persisting implicitly set properties where no explicit setter method exists.

Figure 4-6 diagrams both an explicit and implicit call to set User Poi nt s() . In both
cases, it isthe UUP bean' s responsibility to handle storing the user Poi nt s vaue. If
no set User Poi nt s() method had existed in the UUP bean, the ConfigurableEntity
implementation would have handled storing the user Poi nt s value.
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Figure4-6 Implicit and Explicit Callsto Set the userPoints Property
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Thisnotion of implicitly and explicitly setting properties allows for additional
flexibility in UUP implementation. |f any special logic needs to happen during the
setting or getting of aproperty, such as the recalculation of some other value, it can
conveniently be donein a setter or getter method for that property. Functionality
external to the UUP can always count on having aset Pr opert y() method and a
get Propert y() method for access to properties, eliminating any need to know
whether a property has its own setter or getter. For example, the <um get Pr opert y>
JSP tag can always retrieve the user Poi nt s property value even if a

get User Poi nt s() method is the only way provided by the UUP to retrieve

user Poi nt s. Thisisbecause the UUP s get Property() method will first check to
seeif it hasaget User Poi nt s() method before checking el sewhere. Properties that
have an explicit set <Pr oper t yName>() and get <Pr oper t yName>() method are
referred to as “ explicit properties,” while properties that can only be set through acall
to set Property() arereferredto as“implicit properties.”

When implementing a custom UUP EJB, you only need to worry about implementing
explicit getter and setter methodsfor the explicit propertiesyou want the UUP to have.
The implementations of these setters and getters then do whatever is necessary to set
and retrieve the property values in the existing datastore.

There are afew important things to be aware of when creating a custom UUP. The
get <PropertyName>(), set <Propert yName>() convention must be followed for
all explicit property setting and getting in aUUP. This meansif you have a UUP with
an explicit user Poi nt's property, you must provide an explicit get User Poi nt s()
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method—ret ri eveUser Poi nt s() would not work. Similarly, setting user Poi nt s

must be donewith aset User Poi nt s() method. Thisisbecausetheget Property()
and set Propert y() methods|ook for getters and setters that follow this convention
when getting and setting properties viaimplicit calls. Overriding set Proper t y() or
get Property() isnot permitted—all getting and setting of explicit properties must
be done through getter and setter methods. Explicit getters and setters must take and
return objects—primitives such as long and float must be wrapped in java.lang.Long
and java.lang.Float objects to be compatible with ConfigurableEntity’s

get Property() andset Property() methods.

Also, if you provide a getter method, it is a good idea to a so provide a setter method
and vice versa. Thisis because you can never predict when someone will try to set or
get aproperty. For example, let’ ssay you provide agetter that retrieves aproperty from
a database table but no corresponding setter. If set Property() iscalled for that
property it will be stored in a Personalization Server table. Thisis messy because you
have the value being retrieved from one place and set in another. The next time the
property isretrieved, it would haveitsoriginal value—not the valuethat wasset. If you
want to provide aread-only property, you should implement an empty setter method.

The definition of ConfigurableEntity’s get Pr opert y() method is as follows:

public Cbject getProperty(String propertySet,
String propertyNane,
Configurabl eEntity explicitSuccessor,
Obj ect defaul tVal ue);

The get Proper t y() method searches for propertiesin different placesin a specific
order which isimportant to understand. For example, if aproperty is not found for a
User, perhaps a Group should be queried for the value. In this case the User would
inherit the property valuefrom aGroup. In ConfigurableEntity terms, the Group would
be the User’s “successor.” If a property is not found in a ConfigurableEntity, then the
ConfigurableEntity’ ssuccessor isqueried for the value. Thisway ConfigurableEntities
can inherit and override values from a parent entity. Successors can be implicit or
explicit. An implicit successor is a ConfigurableEntity’ s default successor or a
successor that is set for a specific Property Set. An explicit successor is a
ConfigurableEntity that is passed as a parameter to the get Pr oper t y() method.
Following isthe order of the get Property() property search asit existsin
ConfigurableEntity, and hencethe User and Group objects aswell as any UUP objects:

1. Look for an explicit gett er method for that property.
2. Look in the entity for the property for the specified Property Set.

3. Look in the entity for the property in the default (null) Property Set.
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4. Look inthe entity for the property in the Reserved Property Set (for properties
from LDAP if using the LDAPRealm).

Note: Propertiesto be retrieved from LDAP must be registered as LDAP
attributes. See “Registering User Attributes for Retrieval from LDAP” on
page 4-40.

Look for the property in the entity’s explicit successor (if specified).
Look for the property in the entity’s successor for the specified Property Set.

Look for the property in the entity’s default successor.

© N o o

Look for a default value as defined in the Property Set if the Property Set is
specified (not null).

9. Return the deflectable passed into the get Pr operty() method.
The definition of ConfigurableEntity’s set Property() method isasfollows:

public Cbject setProperty(String propertySet,
String propertyNane,
oj ect val ue);

Thismethod has afew detail sthat are a so important to understand. If set Pr opert y()
is used to set a property for a Property Set that isinconsistent with the property set’s
definition, an exception is thrown. For example, suppose we have defined a
“UnifiedUserExample’ Property Set that has a user Poi nt s property of type Integer.
If someone triesto set the user Poi nt s property for the “ UnifiedUserExample”
Property Set to be “foo,” an exception would be thrown because user Poi nt s is
defined as being of type Integer and “foo” istext. Similarly, setting a Boolean property
value to “bar” would result in an exception because Boolean values are restricted to
Boolean objects.

If set Property() iscalledandnul | ispassedfor the Property Set, the property value
issetinthenul I Property Set—referred to as the default Property Set. As described
previously inthe search order of get Property(), the default property set is searched
before looking for the property value in the “Reserved” Property Set and then a
SUCCESSOr .

The “Reserved” Property Set is aread-only Property Set that is used to hold property
values from an external datastore. The only timethe “Reserved” Property Set is
currently used in the Personalization Server is when properties are retrieved from an
LDAP directory. Attempting to set a property in the “Reserved” Property Set will
result in an exception being thrown. Propertiesin the “ Reserved” Property Set and the
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Reserved Property Set itself are not editable viathe User Management tools. The User
Management tools allow the specification of attributes to be retrieved from an LDAP
server for users and groups.Only these attributes will be retrieved at runtime.

Properties can be set viaset Proper t y() with aProperty Set specified that does not
exist. Thisisallowed, but strongly discouraged. When thisis done, a Property Setis
not created “on-the-fly” for the specified Property Set name. Rather, the specified
Property Set name serves only as anamespace for the property. Similarly, itisallowed
but strongly discouraged to set aproperty viaset Pr oper t y() for an existing Property
Set specifying a property that does not exist for that Property Set. Properties set in
either of these ways are not editabl e through the User Management tools, but
propertiesin the “null” ( “default”) property set are editable from the tools.

A couple of additional points about get Property() and set Property() that are
worth mentioning are as follow:

m get Property() returnsajavalang.Long object if set Property() iscalled
passing ajava.lang.Integer object value. Code retrieving such a property should
be written asfollows:

Obj ect val ue = nyUser.get Property(“my_property_set”,
"ny_integer_property",
nul |,
nul1);

Nunber tenpNunber
i nt real Val ue

= (Nunber) val ue;

= tenpNunber. i nt Val ue();

m get Property() returnsajavalang.Double object if set Property() iscalled
with ajavalang.Float object. Code retrieving such a property should be written

asfollows:

oj ect val ue = nyUser. get Property(“ny_property_set”,
“ny_float_property”,

nul |,

null);

(Nunber) val ue;

t enpNunber . f| oat Val ue() ;

Nurmber t enpNunmber
fl oat real Val ue

The com beasys. conmer ce. axi om cont act . User object offers functionality for
EJB find operations that makes integrating a UUP with the Personalization Server
easy. Once aUUP's ej bFi nd() findsrecordsin the existing data store, the call to
super . ej bFi nd() --theUser object ej bFi nd() -- will createthe necessary recordsfor
the UUP in the Personalization Server tablesif they do not yet exist and the following
condition ismet: If the User object ej bFi nd() fails, it checksthe underlying security
realm to see if the username corresponds to avalid user. If so, User's ej bFi nd()
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creates the necessary records, thereby eliminating finder errors and the need to spend
timeinitially migrating user datainto the Personalization Server’ s User databasetables
(Figure 4-7).

Figure4-7 Flow During an ej bFi nd() Operation
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If your configuration is such that the realm cannot verify the existence of the user, but
the user must be created, it is the responsibility of your EJB to create the superclass
records if they are not found initially. The UnifiedUser example code demonstrates
such asituation. Please refer to the ej bFi ndByPri mar yKey() method in thefile

Uni fi edUser Bean. j ava.

Six entries are required in the gjb-jar.xml file used when creating the unified user
profile bean’ s descriptor. There entries are:

1. INDIHomeName

This environment entry is not to be confused with the actual INDI lookup name
of the extended EJB. Rather, it is used to relate profile entries for the UUP EJB
with those of com beasys. conmer ce. axi om cont act. User. The value must
always be:

com beasys. conmrer ce. axi om cont act. User
Exact entry:

<env-entry>
<env-ent ry- name>JNDl HoneNane</ env- ent ry- nane>
<env-entry-type>java.l ang. Stri ng</env-entry-type>
<env-entry-val ue>
com beasys. conmer ce. axi om cont act . User
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</ env-entry-val ue>
</env-entry>

2. SchemaGroupName

This environment entry is used to configure the EJB to pull property values from
aparticular classification of Property Sets. The value must always be:

USER
Exact entry:

<env-entry>
<env-entry- name>SchemaG oupNane</ env-entry- nane>
<env-entry-type>java.lang. String</env-entry-type>
<env-entry-val ue>USER</ env-entry-val ue>
</env-entry>

3. SmartBMPClass

This environment entry specifies which SmartBMP class to use when creating,
refreshing, updating, and removing the EJB. If you have created a SmartBMP
for your class which extends

com beasys. comrmer ce. axi om cont act . User Smar t BMP, use the classname of
your SmartBMP for this entry. If you do not use a particular SmartBMP with
your class, use com beasys. commrer ce. axi om cont act . User Srrar t BVMP as
the value.

Sample entry:

<env-entry>
<env-entry-name>Snart BMPA ass</ env-ent ry- nane>
<env-entry-type>java.lang. String</env-entry-type>
<env-entry-val ue>
com beasys. conmer ce. axi om cont act . User Smart BVP
</ env-entry-val ue>

</env-entry>

4. EntityPropertyManagerHome

This environment entry specifieswhich Enti tyPr opertyManager beanto use
when accessing user and group properties. If using the LDAP configuration
(security realm is the LDAPRealm), the entry must be as follows.

Exact Entry:

<env-entry>
<env-entry-name>EntityPropertyManager Hone</ env- ent r y- nane>
<env-entry-type>java.lang. String</env-entry-type>
<env-entry-val ue>
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com beasys. commer ce. foundati on. property. EntityPropertyAggregat or
</env-entry-val ue>
</ env-entry>

For any other configuration the Ent i t yPr oper t yManager Home entry should be
specified as follows.

Exact Entry:

<env-entry>
<env-entry-nanme>Enti tyPropertyManager Hone</ env- ent ry- nane>
<env-entry-type>j ava.l ang. Stri ng</env-entry-type>
<env-entry-val ue>
com beasys. commerce. f oundati on. property. EntityPropertyManager
</env-entry-val ue>
</ env-entry>

The contents of theej b-j ar. xni file shipped with the UnifiedUser example are
shown below. Note that this bean was not paired with its own SmartBMP
implementation derived from UserSmartBMP.

5. PersistenceHelperPlugin

Thisentry specifies which persistence helper class should be used by the BMP.
If the standard UserSmartBMP is being used, the value should be
“com.beasys.commerce.foundation.plugin.omp.BM PPersistenceHel perPlugin”.

Exact Entry:

<env-entry>
<env- ent ry- name>Per si st enceHel per Pl ugi n</ env- ent ry- nane>
<env-entry-type>j ava.l ang. Stri ng</ env-entry-type>
<env-entry-val ue>com beasys. commer ce. foundat i on. pl ugi n. bnp

BMPPer si st enceHel per Pl ugi n</ env-entry-val ue>

</ env-entry>

6. UnifiedProfileType

Thisentry specifies the type of Unified Profile that this class belongsto. It is
necessary to transparently create, edit, and delete UUP users through the admin
tools. In the Unified User Example, the valueis “Unified Profile Example”.

Exact Entry:

<env-entry>
<env-entry-name>Uni fi edProfil eType</ env-entry-nanme>
<env-entry-type>j ava.l ang. String</env-entry-type>
<env-entry-val ue>Uni fied Profil e Exanpl e</env-entry-val ue>
</ env-entry>
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<ej b-jar>
<ent erpri se- beans>
<entity>
<ej b- name>exanpl es. user ngnt . Uni fi edUser </ ej b- name>
<honme>exanpl es. userngnt . Uni f i edUser Hone</ hone>
<r enot e>exanpl es. userngnt . Uni fi edUser </ r enot e>
<ej b- cl ass>exanpl es. userngnt . Uni fi edUser Bean</ ej b- cl ass>
<per si st ence-t ype>Bean</ per si st ence-t ype>
<pri m key- cl ass>exanpl es. userngnt . Uni fi edUser Pk</ pri m key-cl ass>
<reent rant >Fal se</ reentrant >
<env-entry>
<env-ent ry- namre>JNDl HoneNane</ env-entry- nane>
<env-entry-type>java.lang. String</env-entry-type>

<env-entry-val ue>com beasys. commer ce. axi om cont act . User </ env-entry-val ue>
</env-entry>
<env-entry>
<env-ent ry- name>SchemaG oupNane</ env- ent ry- nane>
<env-entry-type>java.lang. String</env-entry-type>
<env-entry-val ue>USER</ env-entry- val ue>
</env-entry>
<env-entry>
<env- ent ry- nanme>Snar t BMPCl ass</ env-ent ry- nane>
<env-entry-type>j ava.l ang. Stri ng</ env-entry-type>

<env-entry-
val ue>com beasys. commer ce. axi om cont act . User Smar t BWP</ env- entry-val ue>
</env-entry>
<env-entry>
<env-entry-name>EntityPropertyManager Hone</ env- ent ry- nane>
<env-entry-type>java.lang. String</env-entry-type>

<env-entry-
val ue>com beasys. comer ce. foundati on. property. Enti tyPropertyAggregat or </ env-ent
ry-val ue>
</env-entry>
<env-entry>
<env- ent ry- name>Per si st enceHel per Pl ugi n</ env-entry- nane>
<env-entry-type>j ava.l ang. Stri ng</env-entry-type>

<env-entry-
val ue>com beasys. commer ce. f oundat i on. pl ugi n. bnp. BMPPer si st enceHel per Pl ugi n</ env
-entry-val ue>
</env-entry>
<env-entry>
<env-entry-name>Uni fi edProfil eType</env-entry-nane>
<env-entry-type>j ava.l ang. Stri ng</ env-entry-type>
<env-entry-val ue>Unified Profile Exanpl e</env-entry-val ue>
</env-entry>
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<resource-ref>
<res-ref - nane>j dbc/ comrer cePool </ res-r ef - nane>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>Cont ai ner </ r es- aut h>

</resource-ref>

</entity>
</enterprise-beans>
<assenbl y- descri pt or ></ assenbl y- descri pt or >
</ejb-jar>

Additionally, the following entry must be added to the webl ogi c-ej b-jar.xn file
of the UUP so that it can access the commercePool database connection pool:

<webl ogi c-enterpri se-bean>

[...]

<r ef erence- descri pt or >
<resource-descri ption>
<r es-ref - name>j dbc/ commer cePool </ r es-ref - nane>
<j ndi - nane>webl ogi c. j dbc. jts. conmer cePool </ | ndi - name>
</resour ce-descripti on>
</reference-descriptor>
[.

</ webl ogi c-ent er pri se- bean>

The last step in completing a custom UUP requires the UUP to be registered with the
Personalization Server through the User Management tools. In order to register the
UUP, the User Management tool s require the following:

[tem Description

Profile Type Name Arbitrary name that islater used to refer to the profile type
through the User Management system’s
<um get Profi | e> JSPextension tag.

Profile Home Class The home class of the new profile type.

Profile Remote Interface The remote interface of the new profile type.

Profile Primary Key Class The primary key class of the new profile type.

Profile INDI Name The JNDI lookup name of the new profile type.

By registering the UUP with the Personalization Server, it becomes possible to ask for
the new profile type with the <um get Prof i | e> JSPtag:
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<um getProfile profil eType="Unifi edUser Exanpl e”
profil eKey="<%user name%" />

It isthen possible to use the <um get Pr opert y> and <um set Pr oper t y> JSP tags
with the UUP.

Using WebLogic Realms

4-20

A realmisaJavaclass that provides accessto astore of Users, Groups, ACLs (Access
Control Lists), and related services. WebL ogic Server usesaream asaservice, caling
into the realm to retrieve Users, Groups, and ACL s as Java objects. WebL ogic Server
provides realms that access the WebL ogic Server properties file, Windows NT, or
UNIX networks, and LDAP serversfor user, group, and ACL information. The
WebL ogic Personalization Server provides an additional RDBM SRealm which uses
its own database tables containing user and group information as an out-of-the-box
option. It isalso possible to create your own realm if your situation requires accessing
a datastore not supported by WebL ogic Server.

The WebL ogic Personalization Server must have accessto arealm to retrieve
information about users and groups, determine a group’s members, and authenticate
users. By depending on realms, the Personalization Server can use existing stores of
user and group information, allowing that information to remain in place. For instance,
if you already have users and groups defined in an LDAP directory, they can be
accessed by the Personalization Server through the L DA PReal m without requiring any
redundant data entry.

If you are using the Personalization Server without an external data store of user and
group information, then that information will be stored in the Personalization Server’s
database tables. In this case, the

com beasys. commer ce. axi om cont act . securi ty. RDBMSReal mmust be used to
access user and group information from the Personalization Server tables. For this
configuration to work, the appropriate realm properties for your database type must
exist inthe commer ce. properti es file. Make sure the following properties are set:

In the BEA WebL ogic Personalization Server's comer ce. proper ti es file:
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If using Oracle Thin Drivers (Oracle 8.0.5, Oracle 8.1.5):

conmer ce. user ngnt . RDBMSReal m dri ver =oracl e. jdbc. driver.OracleDriv
er
commer ce. user ngnt . RDBMSReal m dbUr | =\
j dbc: oracl e: t hi n: @machi ne nanme>: <port nunber >: <dat abase
i nstance>
conmer ce. user ngnt . RDBMSReal m dbUser =<dat abase user >
conmer ce. user ngnt . RDBMSReal m dbPasswor d=<dat abase user’s passwor d>

If using the WebL ogic Oracle OCI Driver:

conmer ce. user ngnt . RDBMSReal m dri ver =webl ogi c. j dbc. oci . Dri ver

conmer ce. user ngnt . RDBMSReal m dbUr | =j dbc: webl ogi c: oracl e

conmer ce. user ngnt . RDBMSReal m dbSer ver =<machi ne nanme>

conmer ce. user ngnt . RDBMSReal m dbUser =<dat abase user >

conmer ce. user ngnt . RDBMSReal m dbPasswor d=<dat abase user’s passwor d>

If using Cloudscape:

conmmer ce. user ngnt . RDBMSReal m dri ver =COM cl oudscape. cor e.

JDBCDrx i ver

conmer ce. user ngnt . RDBMSReal m dbUr | =j dbc: cl oudscape: Commer ce; \
create=true; aut ocomm t =f al se

conmer ce. user ngnt . RDBMSReal m dbUser =none

conmer ce. user ngnt . RDBMSReal m dbPasswor d=none

In the BEA WebL ogic Server’swebl ogi c. properti es file:

webl ogi c. security. real nCl ass=\
com beasys. commer ce. axi om cont act. security. RDBMSReal m

It isimportant to note that if arealm other than the Personalization Server’s

RDBM SReam is being used, the administration tools for creating users and groups
become inaccessible. Thisis because adding users and groups and administering
credentials must be done through tools provided by the external datastore.

For use within the Personalization Server, arealm must be a subclass of
webl ogi c. security. acl . Abstract Li st abl eReal m The WebLogic NTRealm,
LDAPReam, and UnixRealm are all subclasses of AbstractL istableRealm.
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Tools are provided that allow a properly-configured realm to be set up for use by the
Personalization Server. The realm configuration tools allow you to choose which
groups from the realm you wish to usein the Personalization Server, map group hames
that have changed in the realm to new group names, and clean up Personalization
Server records that no longer correspond to valid realm users or groups.

Note: Changing the underlying realm can cause unpredictable behavior if the realm
configuration tools are not immediately used to map and remove groups and
clean up users as appropriate for the new realm.

In addition to user and group information, realms may also provide ACLsto determine
an authenticated user’ s permissions within the system. An ACL guards an object or
servicein WebL ogic Server. ACLs can guard servlets and JSP pages, JM S queues and
topics, EJBs, JDBC connection pools, INDI contexts, and ZAC packages. Y ou can
also create custom ACLsfor use in your applications, and these ACLswill be
supported by the Personalization Server.

An ACL holdsalist of AclEntries, each with a set of permissions for a user or group.
A permission is an action that can be performed on the protected resource — for
example, “execute,” “lookup,” “read,” or “write.” The exact permissions available
depend on the type of resource the ACL protects. For example, a servlet requires
“execute” permission, and a JMS queue requires “read” or “write’ permission.

For more information on realms, including how to configure and administer realms,
consult the WebL ogic Server documentation for Using WebL ogic Realms and ACLSs.
Also, for moreinformation onimplementing acustom realm, seethe WebL ogic Server
documentation.

Anonymous User Profiles

4-22

Certain scenarios require an unidentified user to be able to use a system. While the
unidentified user is using the system, you may need to have a profile for that user in
order to set and get properties. For instance, a portal Web site might want to let new
userstour the Web site and configure afew things before they actually have an official
login name and password. The anonymous user profile allows for a user profile to be
created for such auser. An anonymous user profile can betreated just like auser profile
for aknown user, but the anonymous user profile only lives for the life of the user
session. If the session is terminated without capturing an identity for the user, any
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profile information accumulated during the life of the anonymous user profile is lost.
An anonymous user profile has no successor and will not retrieve default property
values from a Property Set.

The anonymous user profileis available only through JSP tags. An anonymous profile
iscreated when a<um set Proper ty> or <um get Proper t y> JSPtagisused before
a<um get Prof i | e> tag has been called. If during a session a persistent user profile
is created for the anonymous user, the <um cr eat eUser > tag can be told to store the
values from the anonymous profile into the new user profile. This is done with the
saveAnonynous tag parameter settot r ue, asin <um cr eat eUser
saveAnonynous="tr ue” >. For more information on these tags, see the topic “User
Management JSPtags’ in JSP Tag L ibrary Referencein the WebL ogic Personalization
Server Developer’s Guide.

For an example, see
9\ COMVERCE_HOMEY ser ver / publ i c_htm /anonynousprofi |l e/i ndex. ht m

Privacy Statement

The Platform for Privacy Preferences Project (P3P) isan emerging industry standard
that is designed to provide an automated way to compare consumers' privacy
preferences with the privacy practices of the Web sitesthey visit. It lets Web sites
express their privacy practices in aformat that can be retrieved automatically and
interpreted easily.

The P3P is awork-in-progress by the World Wide Web Consortium (W3C), aglobal
group drawn from industry, academia, and privacy groups aswell as public policy
organizations. For more information about the World Wide Web Consortium’s
ongoing P3P effort, visit the P3P site at http://www.w3.org/P3P.

Essentially, P3P compliance meansthat your Web site presents aprivacy policy to the
user. As put forth in the P3P specification, a privacy policy is a set of one or more
privacy statements that describe what personal user data a Web site will retrieve, and
how the dataisto be used. The P3P specification currently defines three mechanisms
by which a Web site’ s privacy policy information can be presented to the end user:

m By publishing the policy reference file at awell-known URL.
For complete information, see the P3P specification, section 2.2.1.
http://www.w3.0org/TR/P3P/#mechanism_ref
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m By injecting a special header in each HTTP response served up by athe Web
server. For complete information, see the P3P specification, section2.2.2.
http://www.w3.0rg/TR/P3P/#syntax_ext

m By using an embedded <link> tag in the body of an HTML page.
For complete information, see the P3P specification, section 2.2.3.
http://www.w3.0rg/ TR/P3P/#syntax_link

BEA Systems applauds the efforts of the World Wide Web Consortium and other
organi zations around the world working to empower usersto control the use of their
personal information on the Web sitesthey visit. However, it isimportant to note that
WebL ogic Personalization Server does not in any way enforce P3P compliance—that
option isleft up to the Web site devel oper.

User Manager

The UserManager Session EJB provides user management functionality in a
Personalization Server-specific context. Services provided by the UserManager
include:

m Creating/removing users

m Creating/removing groups

m Adding users to groups/removing users from groups

m Adding groupsto groups/removing groups from groups

m Retrieving usernames corresponding to a group

m Retrieving group names corresponding to a user

m Retrieving unigque group and user 1Ds based on group/username
m Retrieving group/username based on unique |D

m Retrieving user/group objects based on name

For acompletelist of UserManager services, pleaserefer to the UserManager Javadoc.
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Though it supplies the underlying functionality of the Group/User management JSP
extension tags, the UserM anager can be accessed directly. However, the UserM anager
isnot intended for use outside the context of the Personalization Server. To emphasize
this point, the general relationship between the UserManager and the security realm
support mechanism will be briefly explained, followed by a few examples.

Figure 4-8 shows the rel ationship between the UserM anager, the ReamLink, and the
security realm. The RealmLink isused to ensurethat realm query results are consistent
with Personalization Server user and group data. The RealmLink is the only object
aware of both the Personalization Server data, and the Realm user and group data. An
example of RealmLink activity is the query for group names associated with a
particular user. Since the user manager administration tools allow for group
registration with the Personalization server, the RealmLink will only return group
names for aparticular user that exist in both the security realm and in the
Personalization Server tables.

Figure4-8 UserManager/RealmLink Cooperation

Realm Link access Conzdlidation of Realm and
(getGrauphiames, etc.) Perzonalization Server
Peripheral personalization information

activities (setting group

successors, ete.)

User Data Store :
LDAP
Unix
MNT
Other

——— Security

UserManager — ] Realmlink
Realm

Personalization Server
&

Corporate
Database

To ensure behavior consistent with Personalization Server purposes, the UserM anager
employstwo primary strategies:

1. For certain operations, the UserManager qualifies the security realm being used
bef ore taking action. These operations can only be performed if the current security
realm classis
com beasys. comrer ce. axi om cont act. security. RDBMSReal m See
UserManager EJB in the Javadoc for details.
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For example, the cr eat eGr oup() method throws a

User Management Except i on if the out-of-the-box RDBM SRealm is not being
used. The logic behind such an exception is that the UserManager is designed to
work with the default Personalization database schema. If another realm is being
used (for example, WebL ogic LDAPReam), it is assumed that the client has
another means, besides the Personalization Server Administration Tools, that
should be used for adding and removing groups and users to/from the realm.

2. For all operations, the UserManager worksin conjunction with the
com beasys. conmer ce. axi om cont act . securi ty. Real nLi nk classto
ensure results consistent with both security realm and Personalization Server user
and group data.

For example, the get G oupNanesFor User () method returns only group names
which exist in the current security realm and which are registered with the
Personalization Server viathe Realm Configuration tools.

Using the User Management Tool

4-26

BEA WeblLogic Personalization Server

Groups create Users create
Glick Groups to edit and delete groups, click Greate to Glick Users to edit and delete users, click Greate to add
add new groups. new users.

Unified Profile Types create

Click Unified Profile Types to edit and delete profiie
types, click Create to add new profile types.

The User Management Administration Tools allow you to create and associate users
and groups or to link to and use existing directories of users. A user or group may then
be personalized by overriding property values as defined in the Property Set
Management tool. The Unified Profile Types tool allows you to configure access
through User Management tag libraries to your existing application EJBs.
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Note: If your system isconfigured for athird-party realm, the interface above would

contain a Realm banner in addition to the ones presented and an LDAP banner
if you are using the LDAPRealm. In addition, the Create buttons would not
appear on the Users or Groups banners.

Creating Groups

Note: The User Management tools do not allow the creation of agroup called

“everyone”, asthisis areserved WebL ogic Server group hame.

To create groups:

1

On the Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

On the User Management Home page, click Create in the Groups banner. The
Create a New Group page appears.

Groups finished

Search the Group Hierarchy

Click through the group hierarchy to view all groups and levels. To create a group, click the H
that appears at the appropriate level.

Group Hierarchy
Top Level: Everyone

P acmelsers

H Add a subgroup to top level

&

Within the Group Hierarchy tree view, expand the hierarchy as needed to display
the add icon (+) at the level you wish to add the group. Click on the plus sign.
The Create a Group page appears.

Enter the name of the new group in the Group Name field.

Click Create. A success or failure message appears.
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/, 1 Create New Group below top level
-
) \\ Enter the appropriate information then click Create,

Group Name:

&

6. Click Back to return to the Group Administration Tool or to enter another new
group name (Step 4).

Deleting Groups

To delete groups:

1. Onthe Administration Tool Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Groups in the Groups banner. The
Search for Groups tool appears.

Groups finished

Search for Groups

Click through the group hierarchy to find a group,

or search for the group by name. Once found, you Group Name: @
can click the group title link to edit it, or click X to

delete the group.

Group Hierarchy
Top Level: Everyone

AcmeUsers X'

groupname X'

=

a. Tolocatethegroupto delete by name, enter the group namein the Group Name
field, then click Search.

Note: The group name must be entered exactly.

b. To locate the group to delete within the Group Hierarchy, navigate the Group
Hierarchy tree view.
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3. Click the X to the right of the group name. A confirmation box appears.
4. Select OK. The group is deleted.

Adding Users to Groups

To add users to groups:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Groupsin the Groups banner. The
Search for a Group page appears.

To locate the appropriate group, do one of the following:

a. To locate the group by name, enter the group name in the Group Name field,
then click Search.

b. Tolocate the group within the Group Hierarchy, navigate the Group Hierarchy
tree view.

3. Select the group. The Group Properties view appears.

4. Click the add/removeicon (+/-) at the bottom of the page. The Add/Remove
Users tool appears.
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Group: AcmeUsers

\tw]‘ Add/Remove Group Search Results

Search for the user you want to add or remove from this group, The search results and current group users will appear
at the bottom of the page. To add a user, select the user name and click the right arrow. To remove a user, select the
user name and click the left arrow. You must click the "save" button to commit any changes to the group before
performing a new search or leaving this page.

Username: | @ EEE

nfolelolris]Tulvw]x]y]z]
Search Results: Group Search Results:
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr H [———=H
Ld|
{ J
| | | |

& &

To locate a user, do one of the following:

a. Tolocatetheuser by name, enter the usernamein the Usernamefield, then click
Search. The search results appear at the bottom of the page.

b. Toseealist of al userswithin an aphabetized category, click the appropriate
letter corresponding to the first letter of the username. A list of users appear at
the bottom of the page.

c. Toseealistof al usersin the database, use the wildcard feature. Enter apartial
username immediately followed by an asterisk (*). The asterisk isa search
return variable.

5. Select the username, or a group of hames, from the Search Results field.

Search Results: Group Search Results:
acme = | IS —— =
ausemame

Ld|

“«

6. Click the left-to-right directional arrow. The username(s) appears with the Group
Usersfield.
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7. Click Save.

8. Click Back to return to the Group Properties view.

Note: The search applies both list boxes.

Removing Users from Groups

To remove users from groups:

1

On the Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

On the User Management Home page, click Groupsin the Groups banner. The
Search for Groups tool appears.

To locate the appropriate group, do one of the following:

a

To locate the group by name, enter the group hame in the Group Name field,
then click Search.

To locate the group within the Group Hierarchy, navigate the Group Hierarchy
tree view.

Select the group. The Group Properties view appears.

Click the add/remove icon (+/-) at the bottom of the page. The Add/Remove
Users tool appears.

To locate a user, do one of the following:

a

Tolocatethe user by name, enter the usernamein the Usernamefield, then click
Search. The search results appear at the bottom of the page.

To seealist of all users within an alphabetized category, click the appropriate
letter corresponding to the first letter of the username. A list of users appear at
the bottom of the page.

Toseealist of al usersin the database, use the wildcard feature. Enter apartial
username immediately followed by an asterisk (*). The asterisk is a search
return variable.

Select the username, or a group of usernames, from the Group Users field.
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Click the right-to-left directional arrow. The username(s) is removed from the
Group Usersfield and appears in Search Results.

Click Save.

Click Back to return to the Group Properties view.

Editing Group Property Values

To edit group property values:

1

8.
9.

On the Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

On the User Management Home page, click Groups in the Groups banner. The
Search for a Group page appears.

To locate the appropriate group, do one of the following:

a. Tolocate the group by name, enter the group name in the Group Name field,
then click Search.

b. Tolocate the group within the Group Hierarchy, navigate the Group Hierarchy
tree view.

Select the group. The Group Properties view appears.

Select or search for a property set to view for this group. For specific instructions
on property set management, see Chapter 3, “ Creating and Managing Property
Sets.” The group’s default property values appear if no other property set has
been accessed during the tools session.

Click Search.

Click Edit on the appropriate Property bar. The associated Edit Property Vaues
page appears.

Change the values on the Edit Property Values page.
Click Save.

Click Back to return to the Group Properties view.

10. Return to step 4 and edit other properties as necessary.
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Notes: Non-default Property sets and properties not configured through the Property
Set Management tools are not editable here.

If you click the Reset button on the Property bar (instead of Edit aswe did in
step 6), the property is set to null for that user. This will have one of three
results:

Creating Users

First, if the property has adefault value, the group will have that default
value. Note that the default value is not copied into the group’s settings.
The group’s valueis just set to null so that the default value will be
returned when getProperty() is called for that property. If the default
value changes, calling getProperty() will return the new default value.

Second, if the property is defined in a Property Set but does not have a
default value, the user will have anull for that property.

Third, if the property was dynamically defined (that is, it does not
belong to a Property Set), resetting causes that property to be deleted.

To create users:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Create in the Users banner. The
Create New Users page appears.

Users

&

L_\ Enter the appropriate information then click Create, New users will display in the list below.

Create New Users

Username: |

Password: |

* Ok *

VYerify Password: |

User Type:

3. Enter the username in the Username field.
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Note: Limit usernamesto 25 characters.
4. Enter the password associated with the Username in the Password field.
5. Re-enter the password provided in step 4 in the Verify Password field.
Note: Charactersin password fields appear as asterisks.

6. From the User Type list, select a Unified Profile. The user will be an instance of
this Unified Profile. Thisallows the system to access explicit propertiesin a
Unified Profile type, and ensures proper data cleanup when the user is removed.

7. Click Create. The new user appears at the bottom of the page.
Alternatively, click Back to return to the User Management Home page without
creating the new user.

Note: TheWLCS RDBM Srealm allows mixed case (for example: User, user) user
creation.

Note: The administration tools do not allow the creation of a user with username
“system” or “guest”, asthese are reserved WebL ogic Server terms.

Editing User Property Values
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Note: Explicit properties of UUP are only editable from the administration toolsif a
property set is created that mirrors those properties.

To edit user property values:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Users in the Users banner. The
Search for a User tool appears.

To locate a user, do one of the following:

a. Tolocatethe user by name, enter the usernamein the Usernamefield, then click
Search. The search results appear at the bottom of the page.

b. Toseealist of al userswithin an a phabetized category, click the appropriate
letter corresponding to the first letter of the username. A list of users appear at
the bottom of the page.
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Users: acme

c. Toseealistof al usersinthe database, use the wildcard feature. Enter apartial
username immediately followed by an asterisk (*). The asterisk is a search
return variable.

Select the user. The User Property view appears.

Select a property set to view for this user. For specific instructions on Property
Set Management, see Chapter 3, “ Creating and Managing Property Sets.”

Click Search. The User Properties view appears.

finished

Select a property set to view for this user :

|exammepanal j @

User Information
Username: acme

Properties

Favorite Cartoon Character, Coyote or RoadRunner

¥ RoadRunner bugs

Wile E. Coyaote

banner_calor
Yalue= #666666

6. Click Edit on the appropriate Property bar. The associated Edit Property Values

9.

page appears.

Property Set: Property Set Name
Property: Property Name

W Edit Property Values

Select a default property value for this user and click save.
& True
© False

& &

Change the user’s values at the Edit Property Values page.

Click Save. A message appears indicating whether or not the edit was successful.
Alternatively, click Back to return to the User Properties view without saving
your changes.

Click Back to return to the User Properties view.

10. Return to step 4 and edit other properties as necessary.
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Note: If you click the Reset button on the Property bar (instead of Edit aswe did in
step 6), the property is set to null for that user. This will have one of three
results:

m  First, if the property has a default value, the user will have that default
value. Note that the default value is not copied into the user’s settings.
Theuser'svaueisjust set to null so that the default value will be
returned when getProperty() is called for that property. If the default
value changes, calling getProperty() will return the new default value.

m  Second, if the property is defined in a Property Set but does not have a
default value, the user will have anull for that property.

m Third, if the property was dynamically defined (that is, it does not
belong to a Property Set), resetting causes that property to be deleted.

Deleting Users

4-36

To delete users:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Users in the Users banner. The
Search for a User tool appears.

Users
Search for a User or See a List of All Users that Start with...

Enter a user name then click Search, EEE
e [ @@ IRERESANNEEEA

&

To locate a user, do one of the following:

a. Tolocatetheuser by name, enter the usernamein the Usernamefield, then click
Search. The search results appear at the bottom of the page.

b. Toseealist of al userswithin an aphabetized category, click the appropriate
letter corresponding to the first letter of the username. A list of users appear at
the bottom of the page.
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c. Toseealistof al usersinthe database, use the wildcard feature. Enter apartial
username immediately followed by an asterisk (*). The asterisk is a search
return variable.

3. Click the X to right of the username to delete the user. A confirmation dia og box
appears.

4. Click OK to confirm the deletion.

Note: When auser, declared in the weblogic.propertiesfile, is deleted from the
Delete Users screen, the corresponding User component and its propertieswill
be deleted, but the username will continue to be returned from user searches.

Creating Unified Profile Types

To create unified profile types:

The Unified Profile Type tool facilitates the registration of profile typesto be used as
Unified User Profile (UUP) objects.

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Create in the Unified Profile Types
banner. The Create New Unified Profile Type page appears.

Unified Profile Types

/, 1 Create New Unified Profile Type
-
&N

Enter the appropriate information then click Create.

Profile Type Name:

Profile Class:

PK Class:

Home: I

INDI Name:
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The following table contains descriptions of the Create New Unified Profile Type

fields:
Field Description
Profile Type Name Thisisan arbitrary name that is used to refer to the profile type
through the User Management system’'s <um get Profi | e>
JSP extension tag.

Profile Remote Interface  The remote interface of the new profile type.

Home The home class of the new profile type.
PK Class The primary key class of the new profile type.
JNDI Name The JNDI lookup name of the new profile type.

3. Enter the appropriate information in the fields provided.

4. Click Create and return to the Unified Profile Types list.
Alternatively, click Back to return to the User Management Home page without
saving your changes.
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Editing Unified Profile Types

To edit unified profile types:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click the Unified Profile Typeslist. The
Unified Profile Type page appears.

3. Click the appropriate link to edit a unified profile type. The Edit Unified Profile
Type page appears.

4. Edit the appropriate field(s) of the unified profile type.

5. Click Save and return to the Unified Profile Types list or click Back to return to
the User Management Home page without saving your changes.

Deleting Unified Profile Types

To delete unified profile types:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Unified Profile Types. The Unified
Profile Type page appears.

3. Click the X to right of the username to delete the user. A confirmation dialog box
appears.

4. Click OK to confirm the deletion.
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Using Other Realms

The remaining tools are accessible only if arealm other than Personalization Server's
RDBMSRealm isused. The LDAP tools are accessible only if WebLogic's
LDAPRealm is used.

Registering User Attributes for Retrieval from LDAP

This screen isused to register user attribute names for run-time retrieval viathe group

profile.

Note:

Note:

For the LDAP featuresto appear in the User Management tool, you must first
install and configure the WebL ogic LDAP security realm for your WebL ogic
Server. See http://www.weblogic.com/docss1/admindocs/Idap.html for
details.

Y our WebL ogic Commerce Server administration tool is set up to allow
access to the group called “admin.” To access your WebL ogic Commerce
Server administrationtool after you start your server with the alternate security
realm, you will need to create a group called “admin” with an administrative
user in it. By default, the exampleportal application is set to the AcmeUsers
group profile when not authenticated. To use the exampleporta application
with another security realm such as LDAP, you need to create a group called
“AcmeUsers.” Without this group, an exception is thrown to the console
complaining about its absence. Another solution isto change the default group
for exampleportal from AcmeUsers to another group being used within the
security realm.

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click LDAP in the LDAP banner. The
LDAP Configuration view appears.
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LDAP Configuration finished

Enabled Group Attributes
List the group attributes that you want to be retrieved from LDAP by name,

create

Enabled User Attributes
List the user attributes that you want to be retrieved from LDAP by name.

create

LDAP Configuration Parameters - from the Wwe
Groups Location

\gic LDAR Realm
Groups Location is the DN for the hierarchical parent of all relevant groups.

Location: ou=Groups,o=beasys.com

Group Name Attribute
Group Mame Attribute is the name of the attribute which uniquely identifies groups.

Attribute: cn

3. Click Create on the Enabled User Attributes bar. The Add User Attribute page
appears.

4. Enter anew attribute to retrieve from LDAP in the User Attribute Name field.

5. Click Save. Alternatively, click Back to return to LDAP Configuration view
without saving your changes.

6. Repeat steps 4 and 5 as necessary.
7. When finished, click Back.

Registering LDAP Properties for Use With Rules

To use LDAP propertiesin rules, the rules need to know that the properties exist. For
any propertiesthat are registered for retrieval from LDAP, create a property set with
the LDAP propertiesin it, and give each property the same name as the property that
isregistered in LDAP.

Y ou cannot use the User Management Administration Tool or the WebL ogic
Personalization Server framework to modify properties that are stored in LDAP, but
you can use the fact that other property sets are searched before LDAP if you want to
override the LDAP value.
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Unregistering User Attributes for Retrieval from LDAP

To unregister user attributes for retrieval from LDAP:

1

On the Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

On the User Management Home page, click LDAP in the LDAP banner. The
LDAP Configuration view appears.

In the Enabled User Attributes list, click the X to the right of the attribute you
want to delete. A confirmation dialog box appears.

Click OK to confirm the deletion.
Repeat steps 3 and 4 as necessary.
When finished, click Back.

Registering Group Attributes for Retrieval from LDAP
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To register group attributes for retrieval from LDAP:

1

On the Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

On the User Management Home page, click LDAP in the LDAP banner. The
LDAP Configuration view appears.
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LDAP Configuration finished

Enabled Group Attributes create
List the group attributes that you want to be retrieved from LDAP by name.

Enabled User Attributes create
List the user attributes that you want to be retrieved from LDAP by name.

LDAP Configuration Parameters - from the Weblogic LDAP Realm
Groups Location
Groups Location is the DN for the hierarchical parent of all relevant groups.

Location: ou=Groups,o=beasys.com

Group Name Attribute
Group Mame Attribute is the name of the attribute which uniquely identifies groups.

Attribute: cn

Click Create on the Enabled Group Attributes bar. The Add Group Attribute tool
appears.

Enter a new attribute in the Group Attribute Name field to retrieve from LDAP.

Click Save to add the attribute or click Back to return to LDAP Configuration
view without saving your changes.

Repeat steps 4 and 5 as necessary.

Unregistering Group Attributes for Retrieval from LDAP

To unregister group attributes for retrieval from LDAP:

1

On the Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

. On the User Management Home page, click LDAP in the LDAP banner. The

LDAP Configuration view appears.

In the Enabled Group Attributes list, click the X to the right of the attribute you
want to delete. A confirmation dialog box appears.

Click OK to confirm the deletion.

Repeat steps 3 and 4 as necessary.
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Viewing LDAP Configuration Settings

To view LDAP configuration settings:

1

On the Administration Tools Home page, click the User Management icon. The

User Management Home page appears.

On the User Management Home page, click LDAP in the LDAP banner. The

LDAP Configuration view appears.

View the status of the parameters listed in the following table from the LDAP

Configuration Parameters field

Parameter

Description

Groups Location

Distinguished name for the hierarchical parent of all relevant
groups.

Group Name Attribute

The name of the attribute that uniquely identifies a group.

Group Username
Attribute

The name of the attribute in group objects that has asitsvalue
the group members.

Users Location

Distinguished name for the hierarchical parent of all relevant
users.

Username Attribute

The name of the attribute that uniquely identifies usersin the
system.

Example: login name or unique ID.

LDAP System Distinguished name for asystem level user. This user has read

Principal accessto all information in the LDAP directory accessed by the
application.

LDAP URL The Universal Resource Locator (URL) of the LDAP directory
Server you are running.

SSL Indicates whether communi cation from the Personalization

Server to the LDAP directory should be encrypted over SSL.

Note: Thevaluesabove are “read only” and are specified when configuring the

LDAPRealm.
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Selecting Groups for Use in the Personalization Server
from the Realm

To select groups for use in the Personalization Server from the realm:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Realm in the Realm banner. The
Realm Configuration page appears.

Realm Configuration

Groups
There are 11 groups currently defined.

There are 2 users currently defined.

3. Click Edit in the Groups bar. The Edit Group Information tool appears.

Edit Group Information
'& Select the groups you wish to use in the Personalization Server and click Save.

. 2 ase, but missing in the realm. Map
F HR Managers ; Properly Configured.

¥ |PD Managers # |Properly Configured.

¥ |accounting Managers # |Properly Configured.

 |ga Managers # |Properly Configured.

I |everyone Found in Realm, but not selected for use.

FiraD Found in Realm, but not selected for use.

4. Select the group(s) you wish to use.
5. Click Save.
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Mapping Realm Groups to the Personalization Server

When a name changesin the realm, you must change it in the Personalization Server
too. Usethis tool when a group name changes in the realm. Mapping works by
changing the records in the Personalization Server to reflect the new group name.

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Realm in the Realm banner. The
Realm Configuration page appears.

3. Click Edit in the Groups bar. The Edit Group Information tool appears.

4. Click Map in the Status description of the corresponding group name. The Map
Group tool appears.

Note: You are only given the option of mapping those groups that have been found
in your database but are missing from the realm.

5. Select the appropriate group name from the Map To Group field.

6. Click Save. Alternatively, click Back to return to the Ream Configuration page
without saving your changes.

Note:  Group mapping works by simply changing the name of the group in the
personalization tables to the group name in the realm. All property datais
retained.

Deleting Groups from Your Database
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To delete groups from your database:

1. Onthe Administration Tools Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Realm in the Realm banner. The
Realm Configuration page appears.

3. Click Edit in the Groups bar. The Edit Group Information tool appears.
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”‘ Edit Group Information

'ﬂ Select the groups you wish to use in the Personalization Server and click Save.

|Gruup Name ‘Status

esearch & E\Eﬂ.felw:-;:w‘ner'ut Found in the database, but missing in the realm. Map Remove

& |

HR Managers # |Properly Configured.
¥ |PD Managers # |Properly Configured.
¥ |accounting Managers # |Properly Configured.
 |ga Managers # |Properly Configured.
I |everyone Found in Realm, but not selected for use.
FiraD Found in Realm, but not selected for use.

& &

4. Click Remove in the Status description of the corresponding group name.

Note: You are only given the option of deleting those groupsthat arefound in
your database but are missing from the realm. A confirmation dial og box
appears.

5. Click OK to confirm the deletion.

Deleting User Records That Do Not Exist in the Realm
from the Personalization Database

To delete user records that do not exist in the realm from the Personalization database:

1. Onthe Administration Tool Home page, click the User Management icon. The
User Management Home page appears.

2. On the User Management Home page, click Realm in the Realm banner. The
LDAP Configuration view appears.

3. Click Edit in the Users bar. The Clean Up Users tools appears with a count of
users found in the personalization database but not in the realm.

4. Click Clean Up if the usernames are no longer needed. All associated records are
removed.
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CHAPTER

5

Creating and Managing
Rules

Rules Management forms a key part of the personalization process by prescribing

custom content to fit individual user profiles. The business|ogic encompassed by these
rules allowsrobust delivery of personalized content marketed specifically to each end
user type.

Thistopic includes the following sections:

m  What Is the Rules Manager?

Well-known Objects

How the Rules Engine Works
What Are Rule Sets?
Classifier Rules

Content Selector Rules
Debugging Rule Sets

m Using the Rules Management Administration Tool

Creating a Rule Set

Opening a Rule Set

Editing Rule Set Properties
Saving a Rule Set

Deleting a Rule Set

Navigating Between Rule Types
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Creating and Managing Rules

Finding aRule

Creating a Classifier Rule

Editing a Rule

Editing Rule Properties

Adding an If User Phraseto aRule

Editing an If User Phrase

Deleting a Rule Phrase

Creating a Content Selector Rule

Adding an If User Classifier to a Content Selector Rule Phrase
Adding an And When Phrase to a Content Selector Rule
Adding a Then Display Content Phrase to a Content Selector Rule
Editing a Then Display Content Phrase

What Is the Rules Manager?

5-2

WebL ogic Personalization Server offersarobust personalization sol ution through a set
of componentsthat provide edit-time and run-time servicesfor delivering personalized
content to end userswhile browsing aWeb site. These personalization components use
business rules to match users and groups with appropriate content. The logic
encompassed by the rules forms a critical piece of the personalization process.

The Rules Management component of WebL ogic Personalization Server provides
editing, deploying, and run-time capabilities for providing personalized content based
on externalized rules. This component includestwo major parts: an edit-timetool with
agraphical user interface (GUI) that allows devel opers to define classification and
content selection rules, and a run-time service that matches users with content based

on these rules.
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Well-known Objects

The Rules Management component uses severa well-known objects:

Cont ent : Thisobject isrelevant to content selector rules. It corresponds to whatever
content type is selected for a set of object types. For each content selector rule invocation,
asingle Cont ent object will be provided in the editor as a shorthand way for the rule
writer to specify the nature of the content query to be produced. For example,

Content. si ze < 10000 would specify a part of aquery to find content items
having a size attribute with a val ue less than 10,000.

Now: A well-known object in the rule editor, of type Dat et i me. A valid expression
might be: Now == Jan 01, 2001, 00: 00: 00 MST.

User : For each call to the rules component, asingle User object will be provided for
use by therules. User has afixed schema, determined dynamically at edit-time by
calling the User Management component. Given that the User might haveaNuneri c
schema attribute called age, avalid expression might be: User . age > 35.

Request : Thisobject is used in the same way asthe User object. The Request
properties are defined in a default property set. (For more information, see
“Default Request Property Set” in the WebL ogic Personalization Server
Developer’s Guide.)

Sessi on: Thisobject is used in the same way asthe User object. The Sessi on
properties are defined in a default property set (For more information, see the
“Default Session Property Set” in the WebL ogic Personalization Server
Developer’s Guide.)

How the Rules Engine Works

The Rules Engine functions with a set of rules operating on objects in working
memory. Thisworking memory isfirst populated with input from the calling objects,
and contains the cached user profile bean, among other things. A representation of the
user’s profile existsin working memory before any rules are actually fired.

Rules can be executed only within a context. The context associates arule set with a
working memory. The context provides an interface to the Rules Engine that controls
the relationship between the rule part of the application and the working memory.
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This working memory is operated on by the production rules, which are contained in
rule sets. The left-hand sides (LHS) of these rules are evaluated against the objectsin
the working memory. If the patterns on the LHS are matched, then the actions
contained in the right-hand side (RHS) of the rules are performed. Some of these
actions may assert new objects into the working memory. For example, if our
Classifier ruletests for USER.age > 45, then we might assert a new Classifier object
into working memory.

The production system is executed by performing the following operations:

1. Match: Evaluatesthe LHSs of the rules to determine which are satisfied given the
current contents of working memory.

2. Conflict resolution: Selects one rule with a satisfied LHS. If no rules have
satisfied the LHSs, halts the interpreter.

3. Act: Performsthe actionsin the RHS of the selected rule.
4. Goto step 1.

Ruleswill continue to operate on the working memory until the conflict resol ution set
iszero (that is, no more rules can fire).

After the Rules Engine has halted, the rules service component returns alist of objects
remaining in working memory. A likely scenario will have an object remaining of the
type “ Classification” or “ContentQuery.”

The RulesServiceBean will then iterate over these remaining objects and filter first
with the input object types (there are “ Classifier” and “ContentQuery”) and then
optionally with the name of the rule that was requested to fire in the first place.

Theresultant objects, if any, are then returned to the Advisor. Asthe Advisor expects
to return aBoolean to the calling agent, the existence of an object determines the result
of the advislet' s request.

What Are Rule Sets?

5-4

The BEA WebL ogic Personalization Server provides rule sets that comprise a set of
classifier and content selector rules. These rule sets act as containers for rules that
match personalized content with users.
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A saved rule set generally contains a set of related rules. Rules within arule set may
refer to any properties. In general, you should not change or delete propertiesif arule
refersto it. Adding properties does not affect existing rules.

Note: In some cases, the Rules Engine will need to evaluate each rulein arule set,
so for the sake of performance, it is agood ideato keep each rule set small.

Classifier Rules

Classifier rules dynamically categorize usersinto groups (user segments) using simple
boolean logic. A classifier rule determines if auser profile meets a set of conditions

and places the user in a category based upon the result. Essentialy, if the user profile
meetsthe conditions, it is classified according to the classifier rule; if it does not meet
the classification conditions, the user profileis not included in the classification group.

The following examples illustrate the logic involved in processing a classifier rule
(note the implicit and between the rule phrases):

Cl assifier Mddl eAgeMan

If User has the follow ng characteristics:
User.age > 35
and User.age < 65
and User.gender == "M OR "nmal e"

Cl assifier HighEarner
If User has the follow ng characteristics:
User.income > 100000

Classifier rules are the building blocks of more complicated rules. Content selector
rules can use classifier rules as they select personalized content to match a user or
group profile. (For more information, see “ Content Selector Rules’ on page 5-8.)

Usethe <pz: di v> JSPtag to include a classifier rule in a JSP page. (For more
information, see <pz: di v> in the chapter “ JSP Tag Library Reference” in the
WebL ogic Personalization Server Developer’s Guide.

Adding “and” conditions to a classifier rule

To add “and” conditionsto aclassifier rule:

1. Fromthe Administration Tools Home page, click the Rules Management icon.
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2. Click the name of the ruleset that contains the rule.

w

Click the name of the rule to which you want to add a phrase. (This rule aready
has at least one phrase.)

4. Click Phraseto launch the Create If Phrase Wizard.

5. Select the Single-Value With Constant radio button, then click Next.

6. From the Properties list, select aproperty used for the rule, then click Next.

7. Select acomparator and enter avalue to compare against the selected property.

8. Click Or if you want other conditions to eval uate against the same property, then
click Save.

9. The Edit Rule page appears, with the rule displayed as alink below thefirst rule,
joined by an “and.”

Example:

The following example produces arule that says:
“1f the customer isarock climber and livesin Denver, then show message about asale
at Mountain Sports.”

The classifier rule would look like this:

USER. Cust onmer Properties. Custoner Type==Cl i nber
and USER. Custoner Properties. Contact AddressG ty==Denver

Thejsp page would look something like this:
<pz:div
rul eSet="j dbc://com beasys. commer ce. axi om r easoni ng. r ul es. Rul eShe
et Defi ni ti onHome/ Shopper Rul es”
rul e="Denverd i nber"
id="classifier">

There's a sale going on at Muntain Sports this weekend! <br>

</pz:div>

Creating Classifier Rules Based on Request Properties

To create classifier rules based on request properties:
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First, use the administration tool to create the request property.
1. Click the Property Set Management icon. The Property Set view page appears.
2. Create arequest property set

or

Select an existing request property set to which you would like to add a
property.

3. To create the property, click Create, then complete the form. (In the example to
follow, we will create a property called age.)

4. You can now set the default value for the property, or you can set the value
within the HTTP request using JSP.

Next, create the rule that uses the request property

Follow the same steps for creating a classifier rule, but select the desired request
property from the drop down list in step 2 of the wizard.

Example

The following example produces arule that says, “If this person is middle-aged,
display ‘Every vote counts. Get out and vote!’”

The rule: (Ruleset is called RequestAge, and rule is called
m ddl eage)
REQUEST. r equest Propert ySet . user Age>40

and REQUEST. r equest Pr opertySet. user Age<70

The j sp page:
<U@taglib uri="pz.tld" prefix="pz" %

<% - Request properties should be set/get with
Ht t pRequest. set Attri bute()and Htt pRequest. getAttribute() --%

<% Long age = new Long(52);
request.setAttribute("age", age); %

<pz:div
rul eset="j dbc://com beasys. comer ce. axi om r easoni ng. rul es.
Rul eSheet Def i ni ti onHone/ Request Age"
rul e="m ddl eage" >

Every vote counts. Get out and vote! <br>
</ pz: div>
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<%

/1 Clean up the session in case you are testing this over and
over request.renoveAttribute("age");
%

Content Selector Rules

5-8

Content selector rules construct queries on the fly and return content based on the user
profile. Thistype of rule addstime and content components to the basic classifier rule
and may usereferencesto classifier rulesto defineit. It also produces dynamic queries
at runtime to select content from a document collection.

The power of producing dynamic queries that match content with user profiles allows
content selectorsto deliver highly customized content to end users. Since content
selector rules can use queries to select content based on run-time parameters, they
allow the system to match personalized content to user profiles.

Note: Although aprofile may meet the criteriaof acontent selector rule, the rule may
not return any content obj ects. Why?If no content matchesthe query’ scriteria,
the query cannot return a content object.

Content sel ector rulescontain three parts. Each part contains zero to many phrases. The
generic description of each rule part includes:

m if user: (Optional) the decision structure that determines if a profile meets a set
of criteria

m and when: The time component of the rule.

m then display content based on: Queries and selects content based on a set of
criteria.

Example:

In this example, we are creating arule that says:

“1f the user is ahigh income middle aged man with anet worth over amillion (dollars),
then show him all HTML documentsthat are less than 20,000 (characters) with an
investment_typethat matchestheuser’ sinvestment type and investment_qualitiesthat
match the user’ srisk preference.” (Thisrequiresthat “investment_type’ and
“investment_qualities” are fields in the content metadata.)
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The following example demonstrates the prototype for a content selector rule:

Cont ent Sel ector Januar ySt ockQuot es (type: StockQuote)
If user has the followi ng characteristics:

Classifier M ddl eAgeMan

and d assifier HighEarner

and User.net_worth > 1000000

And when:
Now >= "Jan 01, 2001, 00:00:00 MST"
and Now < " Feb 01, 2001, 00:00: 00 MST"

Then sel ect Content where:
Content. si ze < 20000
and Content.M METype LIKE "*htm *"
and Content.investnment_type == User.investor_type;
and ANY Content.investnent _qualities == User.risk preference
and Content.creation_date > Now

Example:

The following example shows how to implement a content selector rule. We are
creating arule that says:
“Show rock climbers the climbing gear that corresponds to their climbing ability.”

First, create the property set and the properties that the rule uses. The following table
provides an example of the User Property Set "Climbers'.

Property Value

name Cindy Climber
climber true

ability moderate

Next, create the rule set and rule for "Climbers". In thisexample, therule set is
"ClimberRules" and the rule name is"GearDisplay".

If User.dinbers.clinber == true
Then select Content where:
Content.clinmberd assification == User.ability

Finally, we use the rule with JSP tags in the * .jsp page:
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<%- Info only -- %

<um get Property propertySet="Clinbers" propertyNane="ability"
id="clinmberAbility" />

<um get Property propertySet="Clinbers" propertyNane="nane"

i d="cl i mber Name" />

<p> dinmber <%clinberName% clinbs at a <%clinberAbility% |evel.

<% - Now di spl ay content geared towards their clinbing ability --%
<pz: contentsel ector id="stuff"

rul eset="jdbc://com beasys. comer ce. axi om r easoni ng. r ul es.

Rul eSheet Defi ni ti onHone/ Cl i mber Rul es"

rul e="Gear Di spl ay"

cont ent hone="com beasys. commer ce. axi om docunent . Docunent Manager "
max="-1" />

<es: forEachlnArray id="product" array="<%st uff %"
type="com beasys. commer ce. axi om cont ent. Content" >
<p>

<ul >

<li><cmprintProperty id="product" name="product Nane"
encode="htm "
/>

<li><cmprintProperty id="category" nane="product Category"
encode="htm " />

</ul >
</ es: forEachl nArray>

Note: Onceyou defineacontent selector rule and the content type it uses, you cannot
change the content type.

Note: Usethe <pz: cont ent Sel ect or > JSP tag to include content selector rulesin
JSP pages. (See <pz: cont ent Sel ect or > in the chapter “JSP Tag Library
Reference” in the WebL ogic Personalization Server Developer’s Guide.)

Debugging Rule Sets

Y ou might noticethat arule set you have used in the past beginsfunctioning icorrectly.
This behavior is probably due to a change in the property set with which the rule set
has a relationship.
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What Is the Relationship Between Property Sets and Rules?

Rulesrely on property setsto providethe propertiesthey useto evaluate user and group
profiles. If a property is modified after arule that usesit has been created, rules may
contain dangling references to properties that no longer exist or that have been
changed.

Asmuch as possible, you should avoid modifying properties after defining rules that
rely upon them. Since the property set defines the schemafor the properties the rules
act upon, any changeto the propertiestherules usewill affect the schemaand may alter
the validity of the rules. In general, be careful when modifying or deleting existing
properties.

Note: You can add properties without affecting existing rules.

Content Type and Content Selector Rules

Another problem can occur when you change a content’ s metadata ty pes after creating
a content selector rule based on that content type's metadata. Remember that the
content selector rule relies upon metadata to locate content. If you change content
metadata and a content sel ector rule referencesthe previous metadata, the rule will not
work correctly.
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Using the Rules Management
Administration Tool

The Rules Management Administration Tool is an edit-time tool that provides an
HTML-based GUI for creating, editing, and deleting rule sets.

Rule sets delete create

Click a title link to edit a ruleset. Click create
to add & new ruleset or delete to remove a
rifeset.

Therun-time rules service uses rule setsto create personalized content for end users.
Therule sets created viathe Rules Management Administration Tools interface
produce output that is stored in the database and evaluated at runtime.

Note: Y ou should already have defined at least one property set before creating rule
sets. Property sets provide the template that defines the parameters that rules
act upon at runtime.

Creating a Rule Set

To create arule set:

1. Fromthe Administration ToolsHome page, click the Rules Management icon. The
Rules Management Home page appears.

2. On the Rules Management Home page, click Create. The Create a Rule Set edit
page appears.

3. Enter anamefor the rule set in the Name field.
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Note: You must populate all fieldsthat have a red star to their right before you can

create the rule set.

Enter a description for the rule set in the Description field.

Click Createto save the rule set with the parameters you have selected.
WebL ogic Personalization Server saves the new rule set and returns to the Rules
Management Home page.

Note: Clicking Back cancelsthe operation and returns you to the Rules M anagement

Home page without creating a new rule set.

Opening a Rule Set

To open arule set:

1

2.

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

On the Rules Management Home page, click the name of the rule set to open.
The Rule Set view page appears, displaying rule set information and alist of the
classifier and content selector rulesincluded in the rule set.

Editing Rule Set Properties

To edit rule set properties:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set you want to edit.

Onthe Rule Set view page, click Edit in the Definition bar. The Edit Rule Set edit
page appears.

Enter a new name and description.

Click Save to commit the changes or Back to cancel the changes. If you save the
changes, the Rule Set view page appears with the new information displayed.
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Saving a Rule Set

To save arule set:

1

On the Rule Set view page, click Finished. The rule set is saved with the changes
you made and WebL ogic Personalization Server returns to the Rules Management
Home page.

Note: Thisisthe only time the rule set is saved, so ensure you click Finished
before closing the rule set.

Deleting a Rule Set

5-14

To delete arule set:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

On the Rules Management Home page, click Delete.

Select the name of the rule set to delete from the Rule Set Name drop-down list
box.

Click Delete to permanently delete the rule set or click Back to cancel the delete
operation. The Rules Management Home page appears after the delete operation
completes.

Note: You must click OK in the dialog box that appears to confirm the delete

operation.
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Navigating Between Rule Types

To navigate between rule types:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open arule set. (For instructions on creating a rule set, see “ Creating a Rule Set”
on page 5-12.) The Rule Set view page appears.

Intheruleslist, click To Content Selectors or To Classifiersto navigate to the top
of the rule type sections.

Finding a Rule

Tofind arule:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set which contains the rule you want to locate. (For instructions on
creating arule set, see “ Creating a Rule Set” on page 5-12.) The Rule Set view

page appears.

. Locate the top of the rule type list—classifier or content selector type. (For the

procedure to navigate between rule types, see “Navigating Between Rule Types”
on page 5-15.)

Click the letter in the aphabet bar that matches the first letter of the rule you
want to find. An underlined letter indicates that a rule name begins with that
letter. The browser displays the rule names beginning with the letter you selected
at the top of the browser.

Note: You can also scroll to the rule using the browser’ s scroll bar.

5. Locatethe rule you need. (For information about making changesto the rule, see

“Editing aRule” on page 5-17.)
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Creating a Classifier Rule

5-16

To create aclassifier rule:

1. Fromthe Administration ToolsHome page, click the Rules Management icon. The
Rules Management Home page appears.

2. Open therule set in which you want to create the rule by clicking the rule set
name. (For instructions on creating arule set, see “ Creating a Rule Set” on page
5-12). The Rule Set view page appears.

3. Click Createin the Classifiers bar of the Rules list. The Create a Classifier Rule
edit page appears.

4. Enter therule’s name into the Rule Name field.
Note: Rule names cannot include spaces and punctuation.

5. Enter adescription of the rule into the Description field.

6. Click Create to save therule in the current rule set. The Create a Classifier Rule
edit page refreshes and displays a message about the rule creation’s success or
failure.

7. Create as many more rules as you need. Click Back to return to the Rule Set view
page. The Rule Set view page appears with the new rule(s) you created displayed
in the alphabetica rulelist.

PLiL)

& ¥
' d ° /
2, IIBEI BEA WebLogic Personalization Server

Rule set: MyBuyBeans

Classifier Rule name [ Active Athlete ] has been successfully created.
/) P create a Classifier Rule

5\

Enter the appropriate information and click create. Fields denoted by a red star are required.

Rule Name: I *

Description: |

&P &
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Editing a Rule

To edit arule:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set that contains the rule by clicking the rule set name. (For
instructions on creating arule set, see “Creating a Rule Set” on page 5-12.) The
Rule Set view page appears.

Locate the rule you want to edit. (For information on locating a rule, see “Finding
aRule’ on page 5-15.)

Click the name of the rule. The Rule view page appears.

Edit the rule using the instructions included in this documentation.

Editing Rule Properties

To edit rule properties:

1

A L

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set containing the rule you want to edit. (For more information,
see “Opening a Rule Set” on page 5-13.) The Rule Set view page appears.

Find the appropriate rule to edit. (For information on locating arule, see “Finding
aRule’ on page 5-15.)

Click the name of the rule. The Rule view page appears.
Click Edit in the Definition bar. The Edit Rule Definition edit page appears.
Enter a new name and description.

Click Save to commit the changes or Back to cancel the changes. The Rule view
page appears with the new information displayed.
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Adding an If User Phrase to a Rule

5-18

To add an If user phraseto arule:

1

6.

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set that contains the rule to which you want to add a phrase. (For
instructions on creating arule set, see “ Creating a Rule Set” on page 5-12.) The
Rule Set view page appears.

Find the rule you want to modify. (For information on locating arule, see
“Finding aRule’ on page 5-15.)

Click the name of the rule. The Rule view page appears.

Click Phraseto add a phrase to the rule. Step 1 of the Create If Phrase Wizard
appears.

g
2, 116d

Rule set: MyBuyBeans

BEA WebL ogic Personalization Server

Rule: Frequent Shopper

-‘ Create If Phrase Wizard

- @ select a template for the rule phrase and click next.

= Single-V¥alue with Constant Example
This template compares a single- user.annual_income > 100,000 or
value property to a constant and 500,000

allows you to add multiple OR
conditions,

& &S

Select the Single-Vaue with Constant template to define the phrase and click
Next. Step 2 of the Create If Phrase Wizard appears.
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BEA WebLogic Personalization Server :

Rule set: MyBuyBeans
Rule: Frequent Shopper

-‘ Create If Phrase Wizard
Template: Single-Value with Constant {OR)
- @ Select a property for the rule phrase and click next.
Property

FUSER Beanie Points

& &P

Note: Click Back in any wizard page to return to the preceding page in the Rules
Management interface.

Select the property to use to define the left operand of the rule phrase and
click Next. Step 3 of the Create If Phrase Wizard appears.

BEA WeblLogic Personalization Server

Rule set: MyBuyBeans
Rule: Frequent Shopper

-‘ Create If Phrase Wizard

Template: Single-Yalue with Constant {(OR)
-
© cComplete the rule phrase by selecting the appropriate information. Click the or

button to add any number of OR conditions to the current phrase. When finished,
click save.

Property Comparator Constant

UUSER.Beanie I): vl lw—
Points

& &

7. Select acomparator from the Comparator drop-down list box.

The following table shows the possible comparators for each property type:
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String Boolean I nteger Float Set
== == == == contains
| = | = | = | =
> > >
>= >= >=
< < <
<= <= <=

Note: You can use“and” or “or” to connect expressions that contain
comparators. These are the only conjunctions or disjunctions that are
allowed in expressions that contain comparators.

8. Enter avalueinto the Constant field.

9. Toaddan“or” condition to the phrase, click the @ icon. The wizard page adds
another Comparator drop-down list box and Constant field to the phrase below
the current Comparator drop-down list box and Constant field.

10. Select a comparator and enter a value into the new Constant field. Click the @
icon again to add any number of conditions to the phrase.

11. When you have completed construction of the phrase, click Save to add the
phrase to the rule or Back to return to the previous step of the Create If Phrase
Wizard.

Note: You can create“and” conditions by creating multiple phrases for the same
rule.
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Editing an If User Phrase

To edit an If user phrase:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set which contains the rule you want to edit. (For instructions on
creating arule set, see “ Creating a Rule Set” on page 5-12.) The Rule Set view

page appears.

Find the rule to edit. (For information on locating arule, see “Finding aRule’ on
page 5-15.)

Click the name of the rule. The Rule view page appears.

Click one of the phrases listed below the If the user has the following
characteristics bar. Step 3 of the Create If Phrase Wizard appears.

Select a comparator from the Comparator drop-down list box and enter avalue
into the Constant field.

Click Save to commit the changes or Back to cancel the changes. The Rule view
page appears with the changes you made to the phrase displayed.

Deleting a Rule Phrase

To delete arule phrase:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set which contains the rule to which you want to add a phrase. (For
instructions on creating arule set, see “Creating a Rule Set” on page 5-12.) The
Rule Set view page appears.

Find the rule which contains the rule phrase to delete. (For information on
locating arule, see “Finding aRule” on page 5-15.)

Click the name of the rule. The Rule view page appears.
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5. Todeleteaphrase, click the A" icon next to the phrase name. After you confirm

the delete process, the page refreshes and the new page does not show the phrase
you deleted.

Creating a Content Selector Rule

5-22

To create a content selector rule:

1. Fromthe Administration ToolsHome page, click the Rules Management icon. The
Rules Management Home page appears.

2. Open therule set in which you want to create the rule by clicking the rule set
name. (For instructions on creating arule set, see “ Creating a Rule Set” on page
5-12.) The Rule Set view page appears.

3. Click Create in the Content Selectors bar of the Rules list. The Create a Content
Selector Rule edit page appears.

4. Select the content type from the Content Type drop-down list box.

5. Enter the rule’s name into the Rule Name field.
Note: Rule names cannot include spaces and punctuation.

6. Enter adescription of the rule into the Description field.

7. Click Createto save therule in the current rule set. The Create a Content Selector
Rule edit page refreshes and displays a message about the rule creation’s success
or failure.

8. Create as many rules as you need. Click Back to return to the Rule Set view page.
The Rule Set view page appears with the newly created rule(s) displayed in the
alphabetical rulelist.
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BEA WebLogic Personalization Server :

Rule set: MyBuyBeans

Content Selector Rule name [ MyNewContentSelector ] has been successfully created.
/ P create a Content Selector Rule

oY

% Enter the appropriate information and click create. Fields denoted by a red star are required.
Content I—LI

Type: LoadedData *

Rule Name: I *

Description: |

e

Adding an If User Classifier to a Content Selector Rule
Phrase

To add an If user classifier to a Content selector rule phase:

1. Fromthe Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

2. Open the rule set which contains the rule you want to edit. (For instructions on
creating arule set, see “ Creating a Rule Set” on page 5-12.) The Rule Set view

page appears.

3. Find the rule to edit. (For information on locating arule, see “Finding aRule” on
page 5-15.)

4. Click the name of the rule. The Rule view page appears.

5. Click Classifier in the If the user has the following characteristics bar. The Rule
search page appears.

6. Enter the name of the rule in the Classifier Name field and click Search to find a
rule or click aletter to view al classifier rulesthat begin with the letter you click.
Rules matching the search criteria popul ate the page when the search compl etes.
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Note: The* character allowsyou to perform awildcard search. Using the* character

alonereturns alist of all classifier rules.

Check the boxes next to the classifier you want to add to the rule.

Click Save to commit the changes. The Rule search page refreshes and displays a
message about the process's success or failure.

Add as many classifier rules as you need. When you finish, click Back to return
to the Rule view page. The Rule view page appears with the new classifier(s)
displayed beneath the If the user has the following characteristics bar.

Adding an And When Phrase to a Content Selector Rule

5-24

To add an And When phrase to a Content selector rule:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set which contains the rule you want to edit. (For instructions on
creating arule set, see “Creating a Rule Set” on page 5-12.) The Rule Set view

page appears.

Find the rule to edit. (For information on locating arule, see “Finding a Rule” on
page 5-15.)

Click the name of the rule. The Rule view page appears.

Click Phrase in the And when bar. The Edit And When Phrase edit page appears.
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BEA WebLogic Personalization Server

Rule set: MyBuyBeans

Rule: ContentPreview

W Edit And When Phrase

Select new information for the rule phrase, or click the calendar icon to access a Date/Time Editor.
Click the or button to add any number of OR conditions to the current phrase. When finished, click
save.

Property GComparator Date

Now —= [Thu April 6, 2000 05:18:40 M

& &

6. Select acomparator from the Comparator drop-down list box.

7. Click the icon to display the calendar, then select a date and time to

compare. Click Save within the calendar window.

Note: Y ou cannot enter adate by typing into the datefield. Thefield only acceptsthe
date string in ‘MM/dd/yyyy HH:mm:ss ' format.

8. Click Saveto add the phrase to the rule or click Back to cancel the phrase
creation and leave therule as it was before. The Rule view page appears and
displays the new phrase.

Adding a Then Display Content Phrase to a Content
Selector Rule

To add a Then Display Content phrase to a Content selector rule:

1. Fromthe Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

2. Open the rule set which contains the rule you want to edit. (For instructions on
creating arule set, see “ Creating a Rule Set” on page 5-12.) The Rule Set view

page appears.
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3. Findthe ruleto edit. (For information on locating arule, see “Finding a Rule” on
page 5-15.)

4. Click the name of the rule. The Rule view page appears.

5. Click Phrase in the Then display content based on bar. Step 1 of the Create Then
Phrase Wizard appears.

2977,

:.' b r
7, ea BEA WebLogic Personalization Server
Rule set: MyBuyBeans

Rule: ContentPreview

-‘ Create Then Phrase Wizard

- @ Sslect one of the following rule phrase templates and click next.

& value with Constant Example
This template compares a single-value content content.investor_type equals "high risk" risk"
property to 3 constant,

¢ value with Property Example
This template compares a single-value content content.investor_type equals
property to another single-value property. user.investor_type

' ¥alue with Date Example
This template compares a single content content.creation_date = Mow

property to a time exprassion,

= &

6. Select atemplate to use to define the content query and click Next. Step 2 of the
Create Then Phrase Wizard appears.

7. Select aproperty from the Property list and click Next. Step 3 of the Create Then
Phrase Wizard appears.

Note: Thelist receives its data from the metadata stored in the document
management system.

8. Select acomparator and one of the following, depending on the template:
e Enter aconstant value if you selected the Value with Constant template.

e Select aproperty from the Property drop-down list if you selected the Value
with Property template.
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e You cannot change the value of now if you selected the Value with Date
template.

Editing a Then Display Content Phrase

To edt a Then Display Content phrase:

1

From the Administration Tools Home page, click the Rules Management icon. The
Rules Management Home page appears.

Open the rule set which contains the rule you want to edit. (For instructions on
creating arule set, see “ Creating a Rule Set” on page 5-12.) The Rule Set view

page appears.

Find the rule to edit. (For information on locating arule, see “Finding aRule’ on
page 5-15.)

Click the name of the rule. The Rule view page appears.

Click one of the phrases listed below the phrase bar. Step 3 of the Create Then
Phrase Wizard appears.

Select a comparator from the Comparator drop-down list. If the content sel ector
template is “Vaue with Constant,” enter a value into the Constant field.

Click Save to commit the changes or Back to cancel the changes. The Rule view
page appears with the changes you made to the phrase displayed.
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