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About This Document

When you install WebL ogic Commerce Server and WebL ogic Personalization Server,
itisconfigured to use a Cloudscape database and the BulkL oader content-management
system. When you areready to configure WebL ogic Commerce Server and WebL ogic
Personalization Server for developing, testing, and publishing your own e-commerce
Web site and portals, follow the guidelines and procedures in this document.

This document describes the following tasks:

m  Chapter 1, “Setting Up Oracle for New Installations,” which describes deploying
database schemas for Oracle databases.

m  Chapter 2, “Exporting Oracle Data Objects,” which describes exporting data
from one environment to the next (for example, from a development
environment to a staging environment).

m  Chapter 3, “Review Server Defaults,” which describes reviewing default settings
used to deploy WebL ogic Commerce Server and WebL ogic Personalization
Server.

m  Chapter 4, “Deploying Web Applications,” which describes deploying the
WebL ogic Commerce Server and WebL ogic Personalization Server Web
applications.

m Chapter 5, “Starting the Server,” which describes configuration and startup files
for WebL ogic Commerce Server and WebL ogic Personalization Server.
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What You Need to Know

This document is intended mainly for database administrators and Web site
administrators who configure properties for WebL ogic Server™ and WebL ogic
Commerce Server and WebL ogic Personalization Server. It assumes afamiliarity with
the database management system that your organization uses with WebL ogic
Commerce Server and WebL ogic Personalization Server as well as the WebL ogic
Server platform and J2EE specifications.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation or go directly to the “e-docs’
Product Documentation page at http://e-docs.bea.com.

How to Print the Document

viii

Y ou can print acopy of thisdocument from aWeb browser, onefile at atime, by using
the File—>Print option on your Web browser.

A PDF version of this document is avail able on the WebL ogic Commerce Server and
WebL ogic Personalization Server documentation Home page on the e-docs Web site
(and also on the documentation CD). Y ou can open the PDF in Adobe Acrobat Reader
and print the entire document (or a portion of it) in book format. To access the PDFs,
open the WeblL ogic Commerce Server and WebL ogic Personalization Server
documentation Home page, click the PDF files button and select the document you
want to print.

If you do not have the Adobe Acrobat Reader, you can get it for free from the Adobe
Web site at http://www.adobe.com/.
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Related Information

Thefollowing BEA documents describe configuring WebL ogic Server and WebL ogic
Commerce Server and WebL ogic Personalization Server for optimal performancein a
production environment:

m BEA WebLogic Server Performance Tuning Guide

m BEA WebLogic Commerce Server and Personalization Server Performance
Tuning Guide

Contact Us!

Y our feedback on the BEA WebL ogic Commerce Server and WebL ogic
Personalization Server documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionals who create and update the WebL ogic
Commerce Server and WebL ogic Personalization Server documentation.

In your e-mail message, please indicate that you are using the documentation for the
BEA WebL ogic Commerce Server and WebL ogic Personalization Server 3.2 release.

If you have any questions about this version of BEA WebL ogic Commerce Server and
WebL ogic Personalization Server, or if you have problemsinstalling and running BEA
WebL ogic Commerce Server and WebL ogic Personalization Server, contact BEA
Customer Support through BEA WebSUPPORT at www.bea.com. Y ou can also
contact Customer Support by using the contact information provided on the Customer
Support Card, which isincluded in the product package.

When contacting Customer Support, be prepared to provide the following information:
m Your name, e-mail address, phone number, and fax number
m  Your company name and company address

m Your machine type and authorization codes
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m Thename and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention Item
boldfacetext  Indicates terms defined in the glossary.
Ctrl+Tab I ndicates that you must presstwo or more keys simultaneously.
italics I ndicates emphasis or book titles.
nonospace I ndicates code samples, commands and their options, data structures and
t ext their members, data types, directories, and filenames and their extensions.
M onospace text also indicates text that you must enter from the keyboard.
Examples:
#include <iostream h> void main ( ) the pointer psz
chnod u+w *
\tux\ dat a\ ap
. doc
t ux. doc
Bl TMAP
fl oat
nonospace | dentifies significant wordsin code.
bol df ace Example:
t ext . .
void conmt ( )
nmonospace I dentifies variables in code.
italic Example:
text .
String expr
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Convention

Iltem

UPPERCASE Indicates device names, environment variables, and logica operators.
TEXT Examples:

LPT1

SIGNON

OR
{} Indicates a set of choicesin a syntax line. The braces themselves should

never be typed.

Indicates optional items in a syntax line. The brackets themsel ves should
never be typed.

Example:

bui l dobjclient [-v] [-0 name ] [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choices in a syntax line. The symbol itself
should never be typed.

Indicates one of the following in acommand line:

m  That an argument can be repeated severa timesin a command line

m  That the statement omits additional optional arguments

m  That you can enter additiona parameters, vaues, or other information
The ellipsisitself should never be typed.

Example:

bui l dobjclient [-v] [-0 name ] [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from asyntax line.

The vertical ellipsisitself should never be typed.
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CHAPTER

1 Setting Up Oracle for
New Installations

To use an Oracle database with a WebL ogic Commerce Server and WebL ogic
Personalization Server installation, complete the following tasks:

Note: Inaclustered environment, you must complete all of the following tasks for
each node in the cluster.

Step 1: Add Statementsto the SQL Scripts

Step 2: Create Tablespaces for Oracle

Step 3: Install the Oracle Client Software

Step 4: Create Oracle User Accounts

Step 5: Create the Schema for Oracle

Step 6: Rebuild Indexes

Step 7: Configure Properties Files and Environment V ariables for Oracle

Step 8: Set Up the Example Portal for Oracle (optional)
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1

Setting Up Oracle for New Installations

Step 1: Add Statements to the SQL Scripts

1-2

WebL ogic Commerce Server and WebL ogic Personalization Server provides SQL
scriptsto create tablespaces. The following scripts are missing SQL statements:

m W._COWERCE _HOME/ db/ or acl e/ creat e- t abl espaces. sql (for Oracle 8.1.5
databases, currently supported on Solaris systems)

m W._COWWERCE _HOME/ db/ or acl e816/ creat e-t abl espaces. sql (for Oracle
8.1.6 databases, currently supported in Windows systems)

In each of the scripts, there are two sections: Variable definition and command
execution. Currently in the VVariabl e definition portion of each file, you see something
similar to the following:

UNDEFI NE DATA_PATHNAME
UNDEFI NE | NDEX_PATHNAME

DEFI NE DATA_PATHNAME=C: \ ORACLE\ CRADATA\ PRCD\
DEFI NE | NDEX_PATHNAME=D: \ ORACLE\ ORADATA\ PROD\
REM DEFI NE DATA PATHNAME=/ u01/ or adat a/ PRODY
REM DEFI NE | NDEX_PATHNAME=/ ull/ or dat a/ PRODY
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Step 1: Add Statements to the SQL Scripts

To Add Statements to the SQL Scripts

Do the following:

1.

In the Variable definition of the SQL file for your database version, add the
following statements:

UNDEFI NE DATA_FI LENAME

UNDEFI NE | NDEX_FI LENAMVE

DEFI NE DATA_FI LENAVE=WLCS_DATAO1. DBF
DEFI NE | NDEX_FI LENAME=WL.CS_| NDEXO1. DBF

In the Command execution portion of the SQL file for your database version,
replace the " CREATE TABLESPACE" command statements with the following:

PROVPT

PROVPT

PROVMPT CREATI NG TABLESPACE W.CS_DATA
CREATE TABLESPACE W.CS_DATA DATAFI LE

' &&DATA PATHNAME&SDATA FI LENAME Sl ZE 100M

PROVPT

PROVPT

PROVPT CREATI NG TABLESPACE WL.CS_| NDEX

CREATE TABLESPACE WL.CS_| NDEX DATAFI LE

' &&I NDEX_PATHNAME&&I NDEX_FI LENAME' S| ZE 100M
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1 Setting Up Oracle for New Installations

Step 2: Create Tablespaces for Oracle

To separate its data from the Oracle data dictionary and from data that other
applications use, WebL ogic Commerce Server and WebL ogic Personalization Server
uses the following tablespaces:

m WLCS DATA, which contains tables for WebL ogic Commerce Server and
WebL ogic Personalization Server

m WLCS_INDEX, which contains indexes for WebL ogic Commerce Server and
WebL ogic Personalization Server

For optimal performance, we recommend that you reduce I/O contentions by placing
each tablespace on its own physical disk drive.

Creating WLCS_DATA and WLCS_INDEX

Note: Inthisdocument, $W._ COMWWERCE_HOME refersto the directory into which you
installed WebL ogic Commerce Server and/or WebL ogic Personalization
Server and dat abase-t ype referstothetype and version of RDBM Sthat you
installed.

1. Ontheserver that hoststhe Oracle database, start SQL* PlusandloginasSY STEM
(or another user with create-tablespace privileges). You must complete this
procedure on the local host; you cannot successfully create tablespaces from a
remote session.

2. Make abackup copy of
$W._ COWERCE_HOWE/ db/ dat abase-t ypel cr eat e-t abl espaces. sql
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Step 3: Install the Oracle Client Software

3. Inatext editor, open cr eat e- t abl espaces. sql and modify the pathnames for
the DATA_PATHNANE and | NDEX_PATHNAME variables to match your own
directory path structures. For example, on a UNIX workstation two disks are
mounted as/ usr 1 and / usr 2 and the Oracle SID is PROD. We recommend the
following pathnames:

DEFI NE DATA PATHNAME=/ usr 1/ or acl e/ or adat a/ PROD
DEFI NE | NDEX_PATHNAME=/ usr 2/ or acl e/ or adat a/ PROD

4. Inthe SQL*Plus session you started in step 1, enter the following command:
@ $W._COMVERCE_HOVE/ db/ dat abase-t ypel cr eat e-t abl espaces. sql

Step 3: Install the Oracle Client Software

On the WebL ogic Commerce Server and WebL ogic Personalization Server host, use
the Oracle installation program to install Oracle client software.

For information on the Oracle rel ease that WebL ogic Commerce Server and
WebL ogic Personalization Server supportsfor your platform type, refer to “ Supported
Platforms’ in the Release Notes.

During the installation process, use the Oracle Net8 Assistant application to set up a
new TNS service. The Net8 Assistant prompts you for the name or | P address of the
computer that hosts the Oracle server software, the port number Oracle islistening on
(usually 1521) and the SID name for the database. Test the connection with the
database username and password that your database administrator assigned to you.

If you are using the WebL ogic jDriver to connect to the Oracle database, refer to
“Installing WebLogic jDriver for Oracle” on the WebL ogic documentation site for
information on setting up the appropriate jDriver.
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1 Setting Up Oracle for New Installations

Step 4: Create Oracle User Accounts

To simplify WebL ogic Commerce Server and WebL ogic Personalization Server
administration, we recommend that you create a user account exclusively for the
WebL ogic Commerce Server and WebL ogic Personalization Server schema.

WebL ogic Commerce Server and WebL ogic Personalization Server include a script
that creates a user account named WEBL OGIC and specifies a default tablespace for
the account. Although you can modify the script to change the account name, we
recommend that you do not; several other scripts assume that the account is named
WEBLOGIC. If you change the account name, you must review each script for theuse
of the WEBL OGIC account name and modify it.

To create a user account:

1. From the host on which you installed the Oracle client software, start SQL*Plus
and log in as SY STEM (or any user with create-user privileges).

2. Enter the following command:
@ $W._COMVERCE_HQOVE/ db/ dat abase-t ypel cr eat e- user s. sql
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Step 5: Create the Schema for Oracle

Step 5: Create the Schema for Oracle

WebL ogic Commerce Server and WebL ogic Personalization Server includes a script,
create-all-oracle.sql, that calls aseries of other scripts to create the WebL ogic
Commerce Server and WebL ogic Personalization Server schema and install sample
data

To run this script, do the following:

1. Onthe Oracle client host, log in to the WEBL OGI C user account by entering the
following command from SQL* Plus:
connect WEBLOG ¢/ WEBLOG C@ORACLE_SID

2. Enter the following command:
@ $W._COMVERCE_HOVE/ db/ dat abase-t ypel cr eat e- al | - oracl e. sql

For a description of the tables, indexes, and constraints, see the following topics:

m “The Personalization Server Schema’ in the \WebL ogic Personalization Server
Developer’s Guide

m “Product Catalog Database Schema” in the Product Catalog Management

m “Order Processing Database Schema’ in the Order Processing Package

Deployment Guide 1-7



1 Setting Up Oracle for New Installations

Step 6: Rebuild Indexes

Thecreate-all-oracl e. sql placesthe WebL ogic Commerce Server and
WebL ogic Personalization Server index in the default tablespace (W.CS_DATA). To
locate and rebuild the index; in the W.CS_I NDEX tablespace, do the following:

1. Fromthe Oracleclient host, log into the WEBLOGI C user account by entering the
following command from SQL* Plus:
connect WEBLOG C/ WEBLOG C@ORACLE_SID

2. Enter the following command:
@ $W._COMVERCE_HQOVE/ db/ dat abase-t ypel r ebui | d-w cs-i ndexes. sql

Step 7: Configure Properties Files and
Environment Variables for Oracle

To configure properties files and environment variables for Oracle, complete the
following tasks:

m Edit the weblogic.properties File
m Edit the weblogiccommerce.properties File

m Update Environment Variables for the Server
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Step 7: Configure Properties Files and Environment Variables for Oracle

Edit the weblogic.properties File

To edit thisfile, do the following:

1.
2.

In atext editor, open $W._ COMVERCE HOVE/ webl ogi c. properti es.

Deactivate the statement that begins with

webl ogi c. j dbc. connecti onPool . conmrer cePool =\

ur | =j dbc: cl oudscape: Conmer ce;

by prepending al of its lines (approximately 17) with a pound (#) character.

Activate the statement that loads an Oracle driver by removing the pound (#)
character from the beginning of each line. This statement contains the following
text:

#webl ogi c. j dbc. connecti onPool . comrer cePool =\

HHBFHHHHHHFH R

ur | =j dbc: webl ogi c: oracl e, \
driver =webl ogi c. j dbc. oci . Dri ver,\
| ogi nDel aySecs=0, \
initial Capacity=10,\
maxCapaci t y=20, \
capaci tyl ncrenent =1, \
al | owshri nki ng=t r ue, \
shri nkPeri odM ns=15,\
t est ConnsOnReser ve=tr ue, \
t est Tabl e=dual , \
refreshM nut es=5, \

pr ops=user =@RACLE_USER@ passwor d=@RACLE_PASSWORD@ ser ver =@RACL
E_NET_SERVI CE_ NAME@ \

#
#
#

webl ogi c. t 3. wai t For Connecti on=true;\
webl ogi c. t 3. wai t SecondsFor Connect i on=999999999999, \

webl ogi c.jts. waitSecondsFor Connecti onSecs=999999999999, \

#

4,

ver bose=f al se

In the statement that loads the Oracle driver (illustrated in the previous step),
replace the variables that are enclosed in the commercial at (@) characters (such
as @RACLE_USER@ with the values that describe your environment. For
example, replace @GDRACLE_USER@with the user account name you create in
“Step 4: Create Oracle User Accounts.”

Save your modifications to $W._ COMMERCE_HOVE/ webl ogi c. properti es.
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1

Setting Up Oracle for New Installations

Edit the weblogiccommerce.properties File

1-10

If you are using the RDBM S security realm, you must change the RDBMSReal msettings
inthewebl ogi cconmer ce. properti es fileto match the databasetype that storesthe
user information. If you are using LDAP or some other security realm, you can ignore
these settings.

For information on the Oracle release that WebL ogic Commerce Server and
WebL ogic Personalization Server supportsfor your platform type, refer to “ Supported
Platforms’ in the Release Notes.

For example, Listing 1-1 showsawebl ogi ccommrer ce. properti es filethat specifies
the WebL ogic jDriver.

To change these settings, you must do all of the following:

1. Remove the comment tags from the lines that specify the database type you are
using.

2. Change any placeholdersin thelines. For example, you must change the string
@RACLE_SERVER@t0 the name of the Oracle server that hosts the WebL ogic
Commerce Server and WebL ogic Personalization Server database.

3. Deactivate any other linesin this section by adding comment tags the beginning
of each line.

4, Make surethat the value for conmer ce. user ngnt . RDBMSReal m dbUr | matches
the value for the commer ce. j dbc. pool . url property (also located in
webl ogi ccommer ce. proper ti es), which isused to establish JIDBC connection

pools.

Also verify that the connection pool propertiesinwebl ogi c. properti es
specify the same database type as these settings for the RDBM S realm.
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Step 7: Configure Properties Files and Environment Variables for Oracle

Listing1-1 Settingsfor the RDBM S Realm

# RDBMB Real m
H#H------ Oacle thin Driver--------- #

#commer ce. user ngnt . RDBVBReal m dri ver =or acl e. j dbc. dri ver. Oracl eDri ver
#commer ce. user ngnt . RDBVBReal m dbUr | =j dbc: oracl e: t hi n: ENTERPRI SE: 1205: COMVERCE
#commer ce. user ngnt . RDBVBReal m dbUser =@RACLE_USER@

#commer ce. user ngnt . RDBVBReal m dbPasswor d=@RACLE_PASSWORD@

conmmer ce. user ngnt . RDBMSReal m dri ver =webl ogi c. j dbc. oci . Dri ver
commer ce. user mgnt . RDBMSReal m dbUr | =j dbc: webl ogi c: or acl e
conmmer ce. user ngnt . RDBMSReal m dbSer ver =br ead

conmmer ce. user mgnt . RDBMSReal m dbUser =VIEBLOG C

conmmer ce. user ngnt . RDBMSReal m dbPasswor d=VEEBLOG C

#commrer ce. user ngnt . RDBMSReal m dr i ver =COM cl oudscape. core. JDBCDxi ver

#commrer ce. user ngnt . RDBVSReal m dbUr | =j dbc: cl oudscape: Commer ce; cr eat e=t r ue; aut oco
mmi t =f al se

#commrer ce. user ngnt . RDBMSReal m dbUser =none

#commer ce. user ngnt . RDBMSReal m dbPasswor d=none

Update Environment Variables for the Server

To update environment variables, do the following:

1. Inatext editor, open
9\ _ COVIVERCE_HOME% bi n\ wi n32\ set - envi r onnent . bat (Windows) or
$W._COVMERCE_HOME/bi n/ uni x/ set - envi r onnent . sh (UNIX).

A subsequent section describes in detail each of the remaining steps.
2. Set GRACLE_HOVE@
3. Specify the database.

4, Setvariablesfor Oracle drivers.
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1 Setting Up Oracle for New Installations

Set @ORACLE_HOME@

After opening set - envi ronnent , find the line
WL.CS_ORACLE_HOVE=@RACLE_HOVE@and substitute @RACLE_HOVE@with the
absolute pathnames of the directory in which you installed the Oracle client software.

For example, Listing 1-2 shows a Windows environment in which the Oracle client
softwareisinstalled in D: \ or acl e.

Listing 1-2 Set @ORACLE_HOME@

@CHO COFF
REM
BHAH AR H AR HH AR H AR AR R R R R H R R R R R R

REM # (c) 2000 BEA SYSTEMS INC. All rights reserved

REM #

REM # BEA Commer ce Server variable setup script.

REM #

REM

HHHHHH R R R R R

REM ----------- Set the follow ng vari abl es appropriately -----------
REM ----------- or define them as environnent variables -----------

REM ----------- in your system properties and comrent out -----------
REM ----------- the next 4 lines.  a-e--------

SET W._ COMVERCE_HOVE=D: \ WebLogi cCommer ceSer ver 3. 2
SET JDK HOVE=D:\j dk1. 3

SET WLCS_ORACLE_HOVE=D: \oracl e
SET WEBLOJ C_HOVE=D: \ webl ogi c
REM -- Add WebLogi c, CyberCash, and Taxware bin directories to the path --

SET PATH=%ATHY YMEBLOG C_HOVE% bi n; 9. COMMERCE_HOVE% eval \ wi n32\ Cyber Cash\ bi n;
9L COMMERCE _HOVE% eval \ wi n32\ Taxwar e\ bi n

The W.CS_ORACLE_HOVE variable adds Oracle-client Java classes and libraries to the
Java classpath and to the system path.
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Specify the Database

Under the section titled

-------- Speci fy which database to use --------

activate theline that setsthe DATABASE variable to the database typethat you are using
and deactivate any other line. For example, Listing 1-3 showsaWindows environment
that uses the WebL ogic jDriver.

Listing 1-3 Specify the Database

REM ----------- Speci fy which database to use -----------
REM SET DATABASE=CLOUDSCAPE

REM DATABASE=ORACLE

SET DATABASE=CRACLE_OQCI _815

if YDATABASE% EQU CLOUDSCAPE GOTO CLOUDSCAPE
i f YDATABASEY% EQU ORACLE GOTO CRACLE
i f YDATABASEY% EQU ORACLE_CCI _815 GOTO ORACLE_OCI _815

: CLQUDSCAPE

REM ----------- CLOUDSCAPE cl asses -----------

SET

DB_CLASSPATH=9\EBLOG C_HOVE% eval \ cl oudscape\l i b\ cl oudscape.j ar; YWEBLOG C_HOVE%
\eval \ cl oudscape\li b\tool s.jar; %EBLOG C HOVE% eval \ cl oudscape\lib\client.jar

QOTO conti nue
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Set Variables for Oracle Drivers

Make surethat the: ORACLE_QCI _815 section setsthe DB_CL ASSPATH variable to null
by leaving the value empty.

Then verify that the second line correctly identifies the location of the WebL ogic
jDriver and Oracle client libraries.

The following example from a Windows installation sets the DB_CLASSPATH to null
and adds the WebL ogic jDriver and Oracle client libraries to the system path:

: ORACLE_OCl _815

REM ----------- ORACLE cl asses -----------

SET DB_CLASSPATH=

SET PATH=%ATH% 9\EBLOG C_HOVE% bi n\ oci 815_8; WLCS_ORACLE_HOME% bi n

Step 8: Set Up the Example Portal for Oracle

If you want to use the WebL ogic Personalization Server Example Portal with your
Oracle database, do the following:

1. From acommand shell on the WebL ogic Commerce Server and WebL ogic
Personalization Server host, enter the following command:
9. _ COMVERCE_HOVE% St ar t Conmer ce. bat (Windows)
$W._COVMERCE_HOME/ St ar t Commrer ce. sh (UNIX)

2. Open another command shell and enter the following command:
9\ COVVERCE_HOME% bi n\ | oadr ul es. bat (Windows)
$W._ COMMERCE_HOME/ bi n/ | oadr ul es. sh (UNIX)
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2

Exporting Oracle Data
Objects

WebL ogic Commerce Server and WebL ogic Personalization Server includes a set of
SQL scripts that create Oracle tables and other data objects in your testing, staging, or
production environment. After creating the data objects, you can use Oracle
commandsto export datafrom the source environment and import it into adestination
environment.

The Oracle commands export and import all WebLogic Commerce Server and
WebL ogic Personalization Server dataincluding any document metadatathat is part of
the default content management implementation. The commands do not move the
following:

m JSPfiles or other configuration files.

m Documents and document metadata that is maintained by a third-party
content-management tool, such as Documentum or Interwoven.
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To export Oracle data objects to a destination environment, compl ete the following
tasks:

Step 1: Create the Destination Environment

Step 2: Review Parameter Files

Step 4: Delete Sample Data

Step 5: Remove Orphaned Records

Step 6: Export the Data

Step 7: Stop the Server in the Destination Environment
Step 8: Import the Data

Step 9: Start the Server in the Destination Environment

Step 1: Create the Destination Environment

To create the destination environment, follow the proceduresin Chapter 1, “ Setting Up
Oracle for New Installations.”

For more information about WebL ogic Commerce Server and WebL ogic
Personalization Server database schemas, refer to the following documents:

m “The Personalization Server Schema’ in the \WWebL ogic Personalization Server
Developer’s Guide

m “Product Catalog Database Schema” in the Product Catalog Management

m  “Order Processing Database Schema’ in the Order Processing Package
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Step 2: Review Parameter Files

Complete this step only if you use a third-party solution (such as | nterwoven or
Documentum) for content management.

If your Oracle user account contains data objectsthat WebL ogic Commerce Server and
WebL ogic Personalization Server does not create and maintain (such as Interwoven
and Documentum objects), you must use parameter filesto establish user identity and
determine the tables for which you want to export and import data.

Reviewing the parameter files involves the following tasks:
m  Review the List of Tables
m Add FROMUSER to the Import Parameter File

For more information about the Oracle export and import commands and about the
function of the parameters in the WebL ogic Commerce Server and WebL ogic
Personalization Server parameter files, see the following Oracle document:
http://oradoc.photo.net/ora81/DOC/server.815/a67792/toc.htm.

Review the List of Tables

Complete this procedure only if you use a third-party solution (such as
Interwoven or Documentum) for content management.

Note: Inthisdocument, $W._COMVERCE HOVE refersto the directory into which you
installed WebL ogic Commerce Server and/or WebL ogic Personalization
Server and dat abase- t ype refersto the typeand version of RDBM Sthat you
installed.
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Review thelist of tablesin the parameter filesand, if necessary, modify them to match
your environment:

1. Save backup copies of the following files:
$W._ COWERCE_HOVE/ db/ dat abase-t ypel mi grati on/ stagi ng/ W cs_exp. p
ar

$W._ COWERCE_HOVE/ db/ dat abase-t ypel mi gration/ stagi ng/w cs_i np. p
ar

2. Open both filesin atext editor.

3. If you are using I nterwoven or Documentum for content management, prevent
the WebL ogic Commerce Server and WebL ogic Personalization Server scripts
from exporting and importing data into content management tables by removing
the following table names:

e WLCS DOCUMENT
e WLCS DOCUMENT_METADATA

Note: If you are using the reference implementation (BulkLoader) for content
management, you must |eave these table names in the files.

4. If you added or removed tables from the default database schemas, add or remove
the corresponding table namesin the parameter files.

5. Save your modifications to the parameter files.
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Add FROMUSER to the Import Parameter File

Step 4.

Complete this procedure only if you use a third-party solution (such as
Interwoven or Documentum) for content management.

To specify the user account that ownsthe schemayou want to import, do thefollowing:

1. Make abackup copy of the following file:
$W._COMMVERCE_HOME/ db/ dat abase-t ypel mi grati on/ st agi ng/wl cs_i np. p
ar

2. Openw cs_i np. par in atext editor.

3. For the FROVUSER entry, specify the name of the user who owned the schemain
the source environment. For example, in your development environment, the
owner of the Oracle schemaisWEBLOG C. Inw cs_i np. par, you modify the
first line asfollows:

FROMUSER=WEBLOG C

Delete Sample Data

Caution: Before you delete sample data, back up your database.

If you do not plan to use sample data in the destination environment, we recommend
that you delete it before you export data. Do not delete the administrator usersor
administrator group.
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Exporting Oracle Data Objects

2-6

Y our database might contain samples for the following types of data:

Product items, categories, and keywords
Orders

Users and groups

Portals

Rules

Documents (if you use the reference implementation for content management
instead of an integration with athird party)

Y ou can use the WebL ogic Commerce Server and WebL ogic Personalization Server
Administration tool to delete sasmple data. To access the Administration tool, start
WebL ogic Commerce Server and WebL ogic Personalization Server and enter the
following URL in aWeb browser:

http://1 ocal host: 7501/t ool s/index.jsp

For example, to delete sample users from the Administration tool :

1.
2.

Back up your database.

From the WebL ogic Commerce Server and WebL ogic Personalization Server
Administration tool click User Management.

From the User Management page, click Users.

From the Users Page, under Search for Users, enter * (asterisk) in the Username
box. Then click Search.

The search mechanism returns alist of all users.

To delete a user, click the red X next to the username. Do not delete the
administrator users.

After deleting all sample users, click Finished from the Users Page.
From the Users Page, click Groups.

From the Groups page, click the red X next to sample group names. Do not
delete the administrator group.

Click Finished.
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Step 5: Remove Orphaned Records

Note: Inthisdocument, $W._COMVERCE HOMVE refersto the directory into which you
installed WebL ogic Commerce Server and/or WebL ogic Personalization
Server and dat abase- t ype refersto the typeand version of RDBM Sthat you
installed.

To verify that there are no orphaned records in your database, do the following:
1. InSQL*Plus, log inas SYSTEM (or another user with DBA privileges).

2. Inthe SQL*Plus session, enter the following command:

@
$W._COMMVERCE_HOME/ db/ dat abase-t ypel mi gr ati on/ st agi ng/ del - or phan

ed-recs. sql

Thedel - or phaned- recs. sql removes any orphaned records.

Step 6: Export the Data

To export data, complete one of the following tasks:

m |f you are using the reference implementation for content management, Export
All Tablesin the User Account.

m |f you are using a third party tool for content management, Export Specific
Tables from the User Account.
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Export All Tables in the User Account

If you are using the reference implementation for content management and the Oracle
user account in the destination environment contains only WeblL ogic Commerce
Server and WebL ogic Personalization Server data objects, do the following to export
data:

1. From acommand line, enter the following command:
exp username/passwor d@RACLE_SI D fil e=wl cs. dnp owner =VEEBLOG C
| og=wl cs_exp. | og

Note: Youcanuseauser name and passwor d for any account with DBA privileges.
ORACLE_SI D must specify the database in which the WebL ogic Commerce
Server and WebL ogic Personalization Server schemaresides. If you changed
the WEBLOG C user account name, change the value for owner .

When the exp command finishes exporting data, it prints the following message:
Export term nated successfully w thout warnings

2. Toreview the results of your export, open the log file that you specified in step 1.

For moreinformation about the Oracle export and import commands, seethe following
Oracle document: http://oradoc.photo.net/ora81/DOC/server.815/a67792/toc.htm.

Export Specific Tables from the User Account

2-8

Complete this procedure only if you use a third-party solution (such as
Interwoven or Documentum) for content management.

If your Oracle accounts contain data objects that WebL ogic Commerce Server and
WebL ogic Personalization Server does not create and maintain (such as Interwoven
and Documentum objects), do the following to export data:

1. InSQL*Plus, loginas SYSTEM (or another user with DBA privileges).
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2. Inthe SQL*Plus session, enter the following command:

exp usernane/passwor d@RACLE SID fil e=wl cs. dnp owner =VEEBLCG C
parfil e=$W._ COMWWERCE_HOVE/ db/ dat abase-t ypel mi gr ati on/ st agi ng/ w cs_exp. par
| og=wl cs_exp. | og

Note: Youcanuseauser name and passwor d for any account with DBA privileges.
CRACLE_SI D must specify the database in which the WebL ogic Commerce
Server and WebL ogic Personalization Server schemaresides. If you changed
the WEBLOG C user account name, change the value for owner .

When the exp command finishes exporting data, it prints the following message:
Export term nated successfully w thout warnings

3. To review the results of your export, open the log file that you specified in step 2.

If you installed WebL ogic Personalization Server without WebL ogic Commerce
Server, thelog file may include TABLE OR VI EW DCES NOT EXI ST statements
for each WebL ogic Commerce Server table. You can ignore these messages.

For moreinformation about the Oracle export and import commands, see thefollowing
Oracle document: http://oradoc.photo.net/ora81l/DOC/server.815/a67792/toc.htm.

Step 7: Stop the Server in the
Destination Environment

Before importing data, you must stop WebL ogic Commerce Server and WebL ogic
Personalization Server by entering Ct r | +Cin the shell that is running the server.
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Step 8: Import the Data

Caution: Before you import data, back up your database in the destination
environment.

To import data, complete one of the following tasks:

m |If you are using the reference implementation for content management, Import to
All Tablesin the User Account.

m |f you are using athird party tool for content management, Import to Specific
Tables in the User Account.

Import to All Tables in the User Account

If the Oracle user account in the destination environment contains only WebL ogic
Commerce Server and WebL ogic Personalization Server dataobjects, do thefollowing
to import data:

1. Inthe destination environment, back up your database.
2. Start SQL*Plusand login as SYSTEM (or another user with DBA privileges).

3. Enter the following command:

i mp user nane/ passwor d@RACLE SID fil e=w cs. dnp
| og=wl cs_inp. 1 og fronmuser =WEBLOG C t ouser =V\EBLOG C i gnor e=y
comm t =y

Note: Youcanuseauser name and passwor d for any account with DBA privileges.
ORACLE_SI D must specify the database in which the WebL ogic Commerce
Server and WebL ogic Personalization Server schemaresides. If you changed
theVWEBLOG C user account name, changethevaluefor f r onuser andt ouser.

For moreinformation about the Oracle export and import commands, seethe following
Oracle document: http://oradoc.photo.net/ora81/DOC/server.815/a67792/toc.htm.
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Import to Specific Tables in the User Account

Complete this procedure only if you use a third-party solution (such as
Interwoven or Documentum) for content management.

If your Oracle accounts contain data objects that WebL ogic Commerce Server and
WebL ogic Personalization Server does not create and maintain (such as Interwoven
and Documentum objects), do the following to import data:

1. Inthe destination environment, back up your database.
2. Start SQL*Plus and login as SY STEM (or another user with DBA privileges).
3. Enter the following command:

i np usernane/passwor d@RACLE SID file=w cs.dnmp | og=wl cs_i np.| og
parfil e=$W._ COWERCE_HOVE/ db/ dat abase-t ypel mi gr ati on/ stagi ng/ w cs_i np. par

Note: Youcanuseauser name and passwor d for any account with DBA privileges.
CORACLE_SI D must specify the database in which the WebL ogic Commerce
Server and WebL ogic Personalization Server schema resides.

For moreinformation about the Oracle export and import commands, see thefollowing
Oracle document: http://oradoc.photo.net/ora81l/DOC/server.815/a67792/toc.htm.

Step 9: Start the Server in the
Destination Environment

To start WebL ogic Commerce Server and/or WebL ogic Personalization Server on
UNIX, enter the following command from a WebL ogic Commerce Server and
WebL ogic Personalization Server host:

$W._COMVERCE_HOME/ St ar t Conmer ce. sh
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To start WebL ogic Commerce Server and/or WebL ogic Personalization Server on
Windows, on a WebL ogic Commerce Server and WebL ogic Personalization Server
host do one of the following:

m Click Start — Programs — WebLogic Commerce Server 3.1 - Start Commerce
Server

m From acommand prompt, enter the following command:
9L COMMERCE_HOVE% St ar t Conmrer ce. bat

For information on starting the server, refer to Chapter 5, “ Starting the Server.”
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CHAPTER

3 Review Server
Defaults

Before you start WebL ogic Commerce Server and WebL ogic Personalization Server,
we recommend that you review default propertiesin the following configuration files:

m  Review Defaults in weblogic.properties
m  Review Defaults in weblogiccommerce.properties

These default settings assumethat you are deploying WebL ogic Commerce Server and
WebL ogic Personalization Server in adevelopment environment. For information on
tuning performance for a production environment, refer to the Performance Tuning
Guide.

Review Defaults in weblogic.properties

When you install WebL ogic Commerce Server and WebL ogic Personalization Server,
it includesawebl ogi c. properti es filethat configures WebL ogic Server to usethe
default services and features of WebL ogic Commerce Server and WebL ogic
Personalization Server. To modify these settings, or to add other services, open

W._ COMMERCE_SERVER/ webl ogi c. proper ti es inatext editor. For most production
environments, you need to make the following modifications:

m  Set the Listen Ports
m Change the Document Root

m Deploy Additional EJBs
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Set the Listen Ports

Thewebl ogi c. properti es file specifies two separate listen ports:
m A port for standard transfersviaHTTP, illustrated in Listing 3-1.

m A port for encrypted transfers with SSL viaHTTPS, illustrated in Listing 3-2.
For information on setting up SSL for WebL ogic Server, refer to “Using
WebLogic SSL,” which is part of the WebL ogic Server documentation set.

If you modify the default values, you must also modify the port numbersfor each
W eb application that you deploy to ensurethat the Web applications create URL sthat
specify the proper port number. For information on modifying port numbers for Web
applications, refer to “Port Numbers’ on page 4-10.

Listing3-1 Listen Port for HTTP

RHBHAHEBHB A B H AR AR AR ERHHER
# CORE SYSTEM PROPERTI ES

# TCP/ 1P port nunber at which the WebLogic Server listens for connections

webl ogi c. system | i stenPort =7501
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Listing 3-2 Listen Port for HTTPS

HRAHHBHAEBH AR R R B R AR BERHEBEHRHER
CORE SECURI TY- RELATED PROPERTI ES FOR SSL

Read inportant information about SSL at:

H* o H*

http://wwmv. webl ogi c. com docs51/ cl assdocs/ APl _secure. htm

#
#
#
#
# Enabl e SSL

# (default if property not defined is false)
webl ogi c. security.ssl. enabl e=true

#
# SSL listen port

webl ogi c. system SSLLi st enPort =7502

Change the Document Root

By default, webl ogi c. pr operti es setsthe document root to the publ i ¢_ht ni
directory below the directory in which you installed WebL ogic Commerce Server and
WebL ogic Personalization Server. If you want to changethelocation, modify thevalue
for webl ogi c. htt pd. document Root . For example, Listing 3-3 shows a UNIX
environment that assigns the document root to afile system that is mounted as /usr 1.

The document root establishes the top directory from which WebL ogic Commerce
Server and WebL ogic Personalization Server serve Web resources that are not
deployed as Web applications.

Listing 3-3 Modifying the DocumentRoot Configuration

# Docunent Root configuration

# The document Root is by default set to this directory.

webl ogi c. htt pd. docunent Root =/ usr 1/ publ i sh/ public_htm/
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Deploy Additional EJBs

Thewebl ogi c. ej b. depl oy property value specifies a pathname for al EJBs that
WebL ogic Server deploys. (See Listing 3-4.) If you create your own EJBs that you
want to deploy, or if you change the location of the EJBs, then modify the valuefor the
webl ogi c. ej b. depl oy property.

Note: You can use relative or absolute pathnames.

Listing 3-4 List of Deployed EJBs

RHBHAEHEBHBE A B H AR AR AR ERHHEER
# BEA WEBLOG C COMMVERCE SERVER EJB PROPERTI ES

# CLUSTER USERS: Note that ALL EJB depl oynent shoul d be done in the
# *per-cluster* properties file ONLY.
#
webl ogi c. ej b. depl oy=\
D: / WebLogi cCommer ceSer ver 3. 1/1i b/ foundation.jar,\
D: / WebLogi cCommer ceServer 3. 1/ 1 i b/ axiomjar,\
D: / WebLogi cCommer ceSer ver 3. 1/ 1 i b/ ebusi ness. jar,\
D: / WebLogi cCommer ceSer ver 3. 1/ 1 i b/ advi sor.j ar, \
D: / WebLogi cCommer ceServer 3. 1/1i b/ bridge.jar,\
D: / WebLogi cCommer ceSer ver 3. 1/ 1 i b/ docunent . jar,\
D: / WebLogi cCommer ceSer ver 3. 1/ 1 i b/ pl3nadvi sor. jar,\
D: / WebLogi cCommer ceServer 3. 1/1ib/portal.jar,\
D: / WebLogi cCommer ceSer ver 3. 1/ 1 i b/ rul eedi t or beans. j ar,\
D: / WebLogi cCommrer ceSer ver 3. 1/1i b/ rul esservice.jar,\
D: / WebLogi cCommer ceSer ver 3. 1/1i b/ servicengr.jar
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Review Defaults in
weblogiccommerce.properties

The $W._ COWERCE_SERVER/ webl ogi ccommer ce. pr operti es file sets values for

WebL ogic Commerce Server and WebL ogic Personalization Server. Before you

deploy the server and your Web applications, we recommend that you review thefile,
which isdivided into the following sections:

JDBC Pool and INDI Helpers
Location of GIF Files

Catalog Cache

EJB Mappings

Default Values for Portals

User Management

Name and L ocation of Documentation
Database Timeout

Message Log

Component Properties

Payment Service

Credit Card Security

TAXWARE

Debug Mode for PipelineSession
Webflow and Pipeline Hot Deploy

Property Cache Settings

Deployment Guide



3

Review Server Defaults

JDBC Pool and JNDI Helpers

3-6

The propertiesin Listing 3-5 enable WebL ogic Commerce Server and WebL ogic
Personalization Server to use JDBC poolsto connect to the database. Do not change
these properties.

Listing 3-5 also shows properties that define the INDI context that WebL ogic
Commerce Server and WebL ogic Personalization Server uses to locate EJBs.

If you place JSPs and EJBs on separate servers, set the
commer ce. confi guration. splitE bJspServer property totrue and enable the
default context properties by removing the comment tag (#).

Listing 3-5 JDBC Pool and JNDI Helpers

# JDBC Pool entries

comer ce. j dbc. pool . nane=conmer cePool

comer ce. jts. pool . name=comer cePool

Per si stenceURL=j dbc: webl ogi c: j t s: conmrer cePool

comer ce. j dbc. pool . url =webl ogi c. j dbc.jts. conmer cePool

# JNDI hel per default context setup properties. Typically you
woul dn't change these.

# Only change these if your JNDI tree is |ocated on anot her server,
and it is not in a cluster.

#default.context.initial.context.factory=webl ogic.jndi.WlInitialC
ont ext Factory

#defaul t. context.provider.url=t3://|ocal host: 7501
#defaul t. context.security. authenticati on=sinple
#defaul t. context.security. principal =adm n

#defaul t. context.security. credential s=adm npasswor d
#defaul t. context.security. protocol =ssl

#default. context.authoritative=

Deployment Guide



Review Defaults in weblogiccommerce.properties

#def aul t . cont ext . bat chsi ze=
#def aul t. context. dns. url =dns://sonmehost/w z. com
#defaul t. context. | anguage=
#defaul t.context. object.factories=
#defaul t.context.referral =
#defaul t.context. url . pkg. prefi xes=
HHHBHHAHH B R R HH B HH AR R AR R A
# Server configuration
HHHBHHAHH B R AR HH B HH AR R AR R A
# Set to true if the EJB server is not on the sane cluster node as the
# JSP server.

comerce. configuration.splitE bJspServer=fal se

Location of GIF Files

The WebL ogic Commerce Server JSP templates uses the Webflow helper to generate
referencesto images. By default, the Webflow hel per references arerel ative to the root
of the current Web application.

If you locate your images outside the Web application directory tree, activate the
property in Listing 3-6 and provide a base URL for image pathnames.

Listing 3-6 Location of GIF Files

# Location of where gif's are stored.
# If not set then they are taken relative to the web app.

# comerce. gif.url.base=http://<host name>: <port >/ <pat h>
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Catalog Cache

The propertiesin Listing 3-7 define caches for the product catalog. For more
information about this section, refer to “Improving Catalog Performance by
Optimizing the Catalog Cache” under “ Catalog Administration Tasks’ in Product
Catalog Management.

Listing 3-7 Catalog Cache

# Cache entries
Product | t enCache. tt1=21600000
Product | t enCache. capaci t y=10000

Product | t enCache. enabl ed=t rue

Cat egoryCache. tt 1 =86400000
Cat egor yCache. capaci t y=1000

Cat egoryCache. enabl ed=t rue

EJB Mappings

WebL ogic Commerce Server and WebL ogic Personalization Server uses the
propertiesin Listing 3-8 to locate EJB homes. Do not modify these properties.

Listing 3-8 EJB Mappings

# Entries for mapping schema group nanmes to the appropriate home name

comer ce. schemaG oupHoneNane. USER=com beasys. conmer ce. f oundati on. property. Schem
a

comer ce. schemaG oupHoneNane. REQUEST=com beasys. conmer ce. f oundati on. property. Sc
hema
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comer ce. schemaG oupHoneNane. SESSI ON=com beasys. commer ce. f oundat i on. property. Sc
hema

comer ce. schemaG oupHoneName. CONTENT=com beasys. comer ce. axi om document . Docunen
t Schena

comer ce. schemaG oupHoneName. APPLI CATI ON_I Nl T=com beasys. comer ce. f oundat i on. pr
operty. Schema

comer ce. schemaG oupHoneNane. CATALOG=com beasys. comer ce. f oundat i on. property. Sc
hema

# EJB Honme Nane Associ ations
comer ce. hone. p13n. Advi sor Hone=\
com beasys. comrer ce. axi om pl3n. advi sor. Personal i zati onAdvi sor Hone
conmer ce. hone. rul es. Rul esServi ceHone=\
com beasys. comrer ce. axi om reasoni ng. rul es. servi ce. Rul esServi ceHonme
comer ce. hone. property. SchemaManager Horme=\
com beasys. comrer ce. f oundat i on. pr operty. SchemaManager
comrer ce. hore. Advi sor Home=\

com beasys. commrer ce. axi om advi sor. Advi sor Horre

Default Values for Portals

The propertiesin Listing 3-9 establish defaults for new portals. A developer might
want to adjust these values based on the nature of the portal being built. The defaults
can be overridden using the portal administration tools.

Listing 3-9 Default Valuesfor Portals

# Entries taken from Portal Properties

comer ce. def aul t. portal . schemaNanme=_DEFAULT_PORTAL_SCHEMA
comer ce. def aul t. portal . header URL=header. j sp

comer ce. defaul t. portal . content URL=portal content.jsp
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comer ce. defaul t. portal .footer URL=footer.jsp

comer ce. defaul t. portal . col s=3

comer ce. defaul t. portal . suspendedURL=suspended. j sp
comer ce. defaul t.portlet.dir=portlets/

comer ce. defaul t. portlet.inage. dir=portlets/i mages/
comer ce. default.portlet.titlebarURL=titl ebar.jsp
commer ce. def aul t . banner . col or =#666666

comer ce. default.titl ebar. bgcol or =#333399

commer ce. def aul t . show. bor der s=f al se

comer ce. defaul t. cont ent. bgcol or =#CCCCCC

commer ce. defaul t. titl ebar. font. col or =#FFFFFF

comer ce. def aul t . body. bgcol or =#FFFFFF

comer ce. defaul t. profil e. group. property=portal .profile.group
comer ce. defaul t. portal . passwor d=guest

comer ce. appl i cati on. m ni mum bui | d=83914

comer ce. defaul t . cat egory. name=Hone

comer ce. port al servi cemanager. fast. portal . get=true

For example, the following property tellsthe portal component which property set to
use asthe default for portal users. A developer may want to change this value based on
property sets created using the Property Set Management administration tool.
Example:

comer ce. defaul t. portal . schemaName=_DEFAULT_PORTAL_SCHENA

For example, the following portal properties are for internal use and should not be
altered by a developer. Example:

comer ce. appl i cati on. m ni mum bui | d=83914
comer ce. defaul t. cat egory. name=Hone

User Management

3-10

Listing 3-10 illustrates the section of webl ogi ccommer ce. pr oper t i es that specifies
properties for user management. The first set of properties map table names. Do not
modify these properties.

The set of propertiesunder # RDBMS Real mdetermine which database type the
reference implementation uses for storing user information. Modify this section only
if you use the reference implementation for user management. If you use an LDAP
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server for user management, you do not need to modify this section. For more

information, see“Using WebL ogic Realms” under “ Creating and Managing Users” in
Using WebL ogic Personalization Server.

Listing 3-10 User Management

HRHHH AR HH R HH B R R R R R

# User Managenent

HRHHH AR HH R HH R R B R R R R

commerce.

commerce.

commerce.

commerce.

comerce.

commerce.

user nmgnt .
user nmgnt .
user ngnt .
user nmgnt .
user nmgnt .

user ngnt .

# RDBMB Real m

s Oacle thin

User Tabl e=WLCS_USER

GroupTabl e=WLCS_GROUP

User G oupH erarchyTabl e=W.CS_USER_GROUP_HI ERARCHY
Gr oupHi er ar chyTabl e=W.CS_GROUP_H ERARCHY

Entityl dTabl e=sW.CS_ENTI TY_I D

Profil eTypeTabl e=W.CS_UNI FI ED_PROFI LE_TYPE

Driver--------- #

#commrer ce. user ngnt . RDBMSReal m dri ver =or acl e. j dbc. dri ver. Oracl eDri ver

#comer ce. user ngnt .

ORT@ @RACLE_SI D@
#commer ce. user ngnt . RDBVSReal m dbUser =@RACLE_USER@

#commer ce. user ngnt . RDBVBReal m dbPasswor d=@DRACLE PASSWORD@

#comer ce. user ngnt .
#comer ce. user ngnt .
#comer ce. user ngnt .
#comer ce. user ngnt .

#comer ce. user ngnt .

RDBMSReal m dri ver =webl ogi c. j dbc. oci . Dri ver
RDBMSReal m dbUr | =j dbc: webl ogi c: oracl e
RDBMSReal m dbSer ver =@RACLE_NET_SERVI CE_NAMVE@
RDBMSReal m dbUser =@RACLE_USER@

RDBMSReal m dbPasswor d=@DRACLE PASSWORD@
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conmer ce. user ngnt

conmer ce. user ngnt
mt=fal se

conmer ce. user ngnt

conmer ce. user ngnt

. RDBMBReal m dri ver =COM cl oudscape. core. JDBCDxi ver

. RDBMBReal m dbUr | =j dbc: cl oudscape: Commer ce; cr eat e=t r ue; aut ocom

. RDBMSReal m dbUser =none

. RDBMSReal m dbPasswor d=none

Name and Location of Documentation

Listing 3-11 includes the following properties that configure the WebL ogic
Personalization Server Content Management service:

3-12  Deployment

commer ce. home. cont ent . * and conmer ce. hone. docunent . * specify JNDI
home names for EJBs and provide constants for the
com beasys. conmer ce. cont ent. Cont ent Hel per class.

commer ce. hone. cont ent . Cont ent Manager Hone provides the default value
for the cont ent Home parameter in the <cm sel ect > and <cm sel ect Byl d>
JSP tags. For information about Content Management JSP tags, refer to “ JSP
Tag Library Reference” in the WebLogic Personalization Server Developer's
Guide.

conmer ce. cont ent . def aul t ReadOnl y controlsthe default read/write state of
objects that Content Management JSP tags return. Do not modify this property.

conmer ce. cont ent . cache. useSof t HashMap controls whether the

Cont ent Cache object uses Sof t Ref er ences to maintain the cache.

Sof t Ref er ences work correctly under the non-HotSpot Win32 1.2.2 Java VM.
However, they do not work correctly under the Solaris production 1.2.1 Java
VM. Madify this property only to resolve memory issues.

commer ce. xnl . entity. basePat h provides the

com beasys. commer ce. axi om uti|.P13NEntityResol ver object with the
location of DTDs. Do not modify this property. For more information, refer to
the Javadoc for the

com beasys. commerce. axi om util.P13NEntityResol ver class.
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Listing 3-11 Name and L ocation of Documentation

HHHHHH S HH R H R R R

# Docunentation nane and | ocation properties

HHHHH S HH R H R R

comer ce. pl3n. docunent . dev. nanme=i ndex. ht m

comer ce. pl3n. docunent . dev. ver si on=32

comer ce. p13n. docunent . dev. docRoot Di r =docs

comer ce. hone. cont ent. Cont ent Home=com beasys. commer ce. axi om docunent . Docunment

comer ce. hone. cont ent. Cont ent Manager Home=com beasys. comrer ce. axi om docunent . Doc
ument Manager

comer ce. hone. cont ent. Cont ent SchemaHome=com beasys. conmer ce. axi om docunent . Docu
ment Schena

comer ce. hone. docunent . Docunent Home=com beasys. comrer ce. axi om documnent . Docunent

comer ce. hone. docunent . Docunent Manager Honme=com beasys. commer ce. axi om document . D
ocunent Manager

comer ce. hone. docunent . Docunent SchemaHone=com beasys. commer ce. axi om docunent . Do
cument Schema

comer ce. cont ent . def aul t ReadOnl y=t rue

comer ce. cont ent . cache. useSof t HashMvap=f al se

comerce. xm . entity. basePat h=D: / WbLogi cCommer ceSer ver 3. 2/1ib/dtd
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Database Timeout

The propertiesin Listing 3-12 specify the amount of time that WebL ogic Commerce
Server and WebL ogic Personalization Server waits to obtain a connection to the
database pool before timing out.

Listing 3-12 Database Timeout

HHHBHHHHHHHHRH B RHH R H R R R R R AR

# Time out properties for webl ogi c database connection
HHHBHHHH HHHHRH B R HH R H R R R R R AR
connecti on. Ti meCut Peri 0d=999999999

wai t For Connect i on=t rue

Message Log

The# Logger cl ass propertiesin Listing 3-13 specify the class that |ogs messages.
Do not modify these properties.

Thecomer ce. | og. m ni mum | evel in Listing 3-13 determines the types of
messages that WebL ogic Commerce Server and WebL ogic Personalization Server
outputsto the console. If you are running WebL ogic Commerce Server and WebL ogic
Personalization Server in debug mode, you must set this value to 200 or 199.

Listing 3-13 Message L og

HHHBHHHHHHHHRH B RHH R H R R R R R AR

# Logger cl ass

HHHBHHHHHHHHRH B RHH R H R R R R R AR

comer ce. | og. cl ass=com beasys. cormer ce. axi om uti | . webl ogi c. Log

comer ce. | og. di spl ay. depr ecat ed=t rue
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HRHHH AR H R R HH R R R A R R R R R R R AR R R

to

to

to

to

to

to

to

to any

get
get
get
get
get
get

get

# Set Message display |level codes

#

# LOG_DEPRECATED=199 Set this

# LOG_DEBUG=200 Set this

# LOG_ | NFO=201 Set this

# LOG_WARNI NG=202 Set this

# LOG_ERROR=203 Set this

# LOG_FATAL=204 Set this

# LOG_SECUR TY=205 Set this

#

# Note: Whenever you set the |eve

# higher | evel nessages are al so enabl ed.
# For ex: if the level is set to 200 al
# are enabl ed.

depr ecat ed war ni ng out put
debug messages
i nfornmati onal nessages
warni ng nessages

error messages

Fatal error nessages

Security rel ated messages

of the above, by default all the

| evel s >= 200

HRHHH AR H R R R R R R R R R R R R R R

conmerce. | og. m ni num | evel =203
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Component Properties

The propertiesin Listing 3-14 are used by the Bean-Managed Persistence (BMP)
layer for data persistence. Do not modify these properties.

Listing 3-14 Component Properties

HHHHHH R R
# Properties required for conmponents

BHHH AR H AR HH R A AR R R R

# Use the BMP plugin by default

Def aul t Per si st enceHel per Pl ugi n=com beasys. commer ce. f oundat i on. pl ugi n. bnp. BMPPer
si st enceHel per Pl ugi n

Payment Service

Thepropertiesin Listing 3-15 configure the payment service, including the CyberCash
credit card validation service.

For more information about this section, refer to “Configuration Activities for Using
CyberCash” under “Payment Services’ in Order Processing Package.

Listing 3-15 Payment Service

HHHHHH R H R R
# Properties required for the payment conponent
HHHHHH R H R
#

# This property defers payment authorization to the adnministration tools.
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# If set to true, all paynent service authorization calls are disabl ed
# and paynment transactions are persisted in a RETRY state. Paynents nust
# then be reauthorized through the payment admi nistration tool.

#

comer ce. paynent . def er. aut hori zati on=true

#
# Cyber Cash configuration files contain CyberCash-specific data, such as a

# merchant-id and nmerchant hash secret. The specific properties in the
configuration

# files depend upon the payment nodel assigned to a nmerchant by hi s/ her financial
# institution. The two files declared bel ow are exanple files and are provided
# for denmonstration purposes ONLY. MERCHANTS MJUST AQUI RE A CYBERCASH CONFI GURATI ON

# FI LE FROM CYBERCASH. These will be furni shed by CyberCash as part of the
# merchant agreenment. Once a nerchant has a CyberCash configuration file, the
# property bel ow nust be replaced with the location of the configuration file.

#

# Exanpl e:
Cyber CashConfi gFil e=c: /merchant/config/fil e/l ocation/merchant_conf-term nal

# This file may be used for testing term nal based paynent nodels.

Cyber CashConfi gFi | e=D: / WebLogi cCommer ceSer ver 3. 2/ eval / conmon/ Cyber Cash/ conf / mer
chant _conf-term nal

# This file nmay be used for testing host based paynment nodels.

#Cyber CashConf i gFi | e=D: / WebLogi cComrer ceSer ver 3. 2/ eval / common/ Cyber Cash/ conf / ne
rchant _conf - host

#

# Properties bel ow represent the different payment nodels provided by CyberCash.
#

# Termi nal based nodel s.

Paynent Mbdel =AUTO MARK_AUTO SETTLE
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#Paynent Model =AUTO_MARK_AUTO_SETTLE_AVS
#Paynent Model =AUTO_MARK_MANUAL_SETTLE
#Paynent Model =AUTO_MARK_MANUAL_SETTLE_AVS
#Paynment Model =MANUAL_MARK_AUTO_SETTLE
#Paynent Model =MANUAL_MARK_AUTO SETTLE_AVS
#Paynment Model =MANUAL_MARK_MANUAL_SETTLE
#Paynent Model =MANUAL_MARK_MANUAL_SETTLE_AVS
# Host based nodel s.

#Paynment Model =HOST_AUTH_CAPTURE

#Paynent Model =HOST_AUTH_CAPTURE_AVS
#Paynent Model =HOST_POST_AUTH_CAPTURE

#Payment Model =HOST_POST_AUTH_CAPTURE_AVS

Credit Card Security

Thepropertiesin Listing 3-16 configures security servicesfor credit card transactions.
For information about this section, refer to “ Credit Card Security Service” under
“Payment Services’ in Order Processing Package.

Listing 3-16 Credit Card Security

HHHBHHHHHHHHRH B R H R R A R R AR AR

# Properties required for Security Services

HHHBHHHHHHH BB H B R H R H AR A R R R AR

#

# Credit card encryption services are turned on by setting this property to true.
# Commenting out this property or setting it to false will disable credit card

# encryption.
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#

i s. encryption. enabl ed=true

#

# The nane of the security table and col umm nanes for public and private encryption
# keys can be specified using the properties bel ow

#

security.tabl e name=W.CS_SECURI TY

security. backup.tabl e=sW.CS_SECURI TY_BACKUP

publi c. key. col um. name=PUBLI C_KEY

private. key. col um. nane=PRl VATE_KEY

#
# The key bit size desired. Key bit length and | ength of data that can be encrypted

# are related as foll ows:

#  KEY BIT LENGTH(bits) DATA LENGTH ( byt es)
# 512 53
# 1024 117
# 2048 (MAX LENGTH) 245

key.bit.size=1024

#

# This optional paraneter specifies the private key password used to decrypt the
# encrypted credit card encryption private key. WARNING Setting this property
# will start up the server w thout pronpting for a password.

private. key. passwor d=W.CS

Deployment Guide  3-19



3 Review Server Defaults

TAXWARE

The propertiesin Listing 3-17 configure the TAXWARE tax calculation service. For
information about this section, refer to “TAXWARE Configuration and Deployment”

under “Taxation Services” in Order Processing Package.

Listing 3-17 TAXWARE

BHAH AR R HH R R HH R AR R AR R R R R R
# TAXWARE TAX SERVI CE PROPERTI ES

# For instructions on individual properties in this

# section, Pleae refer to the Taxware Sal esUse and Verazi p manual s.
#

HHHBHHHHHHHHRH HHH TR H R R R R R R R R R R R R

BHHH AR R R HH R R R HH R AR A AR R R R R R

# JNDI nane of the TaxCal cul at or Sessi on Bean

tax. cal cul ator.jndi.name =
com beasys. commer ce. ebusi ness. t ax. t axwar e. Taxwar eTaxCal cul at or

BHHH AR HH R HH R R HH R R R AR R R R

# Currency for Tax Calcul ation (Taxware only supports USD)

tax. currency = USD

HHHHHH R R R
# Shi pFrom Addr ess
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# Shi pFrom Address is address from where goods are shi pped

# Pl ease review Taxware docunmentati on when setting these properties
#

shi pf rom count ycode=000

shi pfrom st at e=MA

shi pfrom city=SALEM

shi pfrom zi p=01970

shi pf rom geocode=00

shi pf rom count r y=USA

HRHHH AR HH R HH R R R R R AR R R

# Order Acceptance Address

# Order Acceptance is the address where orders are accepted

# Pl ease review Taxware docunmentati on when setting these properties
#

or der accept ance. count ycode=000

or der accept ance. st at e=MA

or der accept ance. ci t y=SALEM

or der accept ance. zi p=01970

or der accept ance. geocode=00

or der accept ance. count r y=USA

HRHHH AR HH R R R R A R R AR R

# Order Origin Address
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# Order Oigin is the address where orders are Origi nated

# Pl ease revi ew Taxware docunentati on when setting these properties
#

orderori gi n. count ycode=000

orderori gin. st at e=MA

orderorigin.city=SALEM

orderorigin. zi p=01970

orderori gi n. geocode=00

orderori gin. country=USA

HHHH AR H R R HH R R HH R R H R AR R R R

# Point of title passage

# Location at which legal title has transferred to purchaser

#titl epassage=shipto

titl epassage=shi pfrom

BHHH AR H R R HH R R HH R R R AR R R R

# Conpany ldentification

# User Defined conpany identification to access infornation

# for tax calculating and reporting

conpanyl d=conpanyl d

BHHH AR H R HH R R R R R AR R R R R R
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# TaxType

# Type of tax to be cal cul ated

#t axt ype=use

#t axt ype=renta

#t axt ype=consuner use
#t axt ype=servi ces

t axtype=sal es

HRHHH AR H R R HH R R R R R R R AR R R

# TaxSel Parm

# Taxselparmto decide jurisdiction while calculating

# if value is 2 Calculate tax only

# if value is 3 Determine jurisdiction and cal cul ate taxes
#t axsel par m=2

t axsel par n=3

Debug Mode for PipelineSession

The propertiesin Listing 3-18 establish a debug mode, in which you can determine
whether you have assigned the correct scope to an attribute. To see the debug
messages, you must set the message log to display debug messages. For more
information, see “Message Log” on page 3-14.

For more information about attribute scopes, refer to “ Attribute Scoping” under
“Extending Webflow and Pipelines” in Webflow and Pipeline Management.
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Listing 3-18 Debug M ode for PipelineSession

HHHH AR R HH R R R HH R AR A AR R R R R

# Enabl e Debug Mode for PipelineSession

# This checks if the attribute that the user is trying to set to the
# PipelineSession is serializable or not
# If the attribute is not serializable then a message and exception

# stack trace is displayed

pi pel i neSessi on. debug=f al se

Webflow and Pipeline Hot Deploy

The propertiesin Listing 3-19 determine whether you can change your Web
application’s Webflow and Pipeline without restarting WebL ogic Commerce Server
and WebL ogic Personalization Server.

For more information about changing Webflow and Pipeline, see “ Customizing
Webflow and Pipelines’ in Webflow and Pipeline Management.

Listing 3-19 Webflow and Pipeline Hot Deploy

BHHH AR HH AR HH R AR R AR R R

# Enabl e webfl ow and pi peline hot depl oy

webf | ow. hot depl oy. enabl e=f al se

pi pel i ne. hot depl oy. enabl e=f al se
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Property Cache Settings

The properties in Listing 3-20 configure the property cache, which decreases the
amount of time needed to access user, group, and other properties. For information on
the property cache, refer to “ Enable Property Caching” in Performance Tuning Guide.

Listing 3-20 Property Cache Settings

HHHBHHBHHHH TR AR R R R AR AR

# Cache settings

# cache of unified profile types, 1 hour, 100 entries
uni fi edProfil eTypeCache. ttl =3600000

uni fi edProfil eTypeCache. capaci t y=100

uni fi edProfil eTypeCache. enabl ed=true

# cache of entity properties, 10 mnutes, 500 entries
entityPropertyCache. ttl=600000
entityPropertyCache. capacity=500

entityPropertyCache. enabl ed=true

# cache of property default values, 1 hour, 100 entries
propertyDefaul t Cache. ttl =3600000
propert yDef aul t Cache. capci t y=100

propertyDefaul t Cache. enabl ed=t rue

# cache of entity ids, 1 hour, 500 entries
entityl dCache. ttl =3600000
entityl dCache. capaci t y=500

entityl dCache. enabl ed=true
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# cache of explicit properties, 10 mnutes, 100 entries
di rect PropertyManager.ttl =600000
di rect PropertyManager . capaci t y=100

di rect PropertyManager . enabl ed=t rue

# cache of ConfigurableEntity nmethods, 1 hour, 100 entries
Conf i gur abl eEnti t yMet hodCache. t t| =3600000
Conf i gur abl eEnti t yMet hodCache. capaci t y=100

Conf i gur abl eEnti t yMet hodCache. enabl ed=true

# cache of |dap usernames, 1 hour, 100 entries
| dapUser Cache. tt 1 =3600000
| dapUser Cache. capaci t y=100

| dapUser Cache. enabl ed=t rue

# cache of |dap group nanes, 1 hour, 10 entries

# (raise this if you have a |lot of groups in |dap)
| dapG oupCache. tt|1 =3600000

| dapG oupCache. capaci t y=10

| dapG oupCache. enabl ed=true

#cache of session val ues
_sessi onCache. tt1=900000
_sessi onCache. capaci t y=10000

_sessi onCache. enabl ed=t rue
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#cache of values across nmultiple users
_gl obal Cache. ttl=600000
_gl obal Cache. capaci t y=1000

_gl obal Cache. enabl ed=t rue
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CHAPTER

4 Deploying Web
Applications

Y ou can use WebL ogic Commerce Server and WebL ogic Personalization Server
services and resources to deploy your e-commerce Web site as a Web application.

Note: Beforeyouread thissection, we recommend that you read the BEA WebL ogic

Server document Writing a Web Application. It contains background
information you need, even if you used the WebL ogic Commerce Server
sample JSP templates and the WebL ogic Personalization Server example
portal to develop your Web application.

This section describes the process of deploying Web applications that use WebL ogic
Commerce Server and WebL ogic Personalization Server services and resources. It
includes the following topics:

About Web Applications

Recommendation for Deploying Expanded Directory Hierarchies or WAR Files
Registering a Web Application in weblogic.properties

Setting Up a Deployment Descriptor

Restarting the Server
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About Web Applications

4-2

A Web application, as defined by the Java Serviet Specification v2.2, is a set of
server-side resources that make up an online application. These resources

include:

Servlets

JavaServer Pages (JSP)
Static HTML pages

Server side classes
Enterprise JavaBeans (EJB)

Other resources specific to the Web application

WebL ogic Commerce Server and WebL ogic Personalization Server provide EJBS,
classes, and other infrastructure that you need to create Web applications. They also
provide sample JSPs and other sample objects that you can use as a template for
developing your own Web applications.
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Sample Web Applications

The WebLogic Commerce Server and WebL ogic Personalization Server software
includes three Web applications that you can use as a template for your own Web
applications:

m  The WebL ogic Commerce Server e-commerce Webapp, which is packaged as an
expanded directory hierarchy in $W._COMVERCE_HOVE/ ser ver/ webapps/ w cs.

m  The WebL ogic Personalization Server example portal Web application, which is
packaged asa. war filein
$W._COMMERCE_HOME/ ser ver / webapps/ exanpl es/ portal / portal . war

Note: A WebL ogic Personalization Server example portal is also installed in
$W._COVERCE_HOME/ ser ver / publ i c_ht m / port al s. Thisexample
portal is not a Web application; it does not include a deployment descriptor
and it does not use other features that the J2EE specification makes available
to Web applications. For more information, refer to the following section,
Comparison of Deploying the Example Portals.

m  The administration tools Web application, which is packaged as an expanded
directory hierarchy in $W._ COWERCE_HOME/ ser ver / webapps/ admi n.
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Comparison of Deploying the Example Portals

4-4

When you install WebL ogic Personalization Server, it includes two example portals
that differ only in the manner in which they are deployed:

m $W._COWERCE HOVE/ server/webapps/ exanpl es/ portal /portal . war is
deployed as a Web application. Because it is a Web application, its resources
and properties are self contained within the WebL ogic Server EJB container.
Other Web applications and other services that are deployed in the WebL ogic
Server container cannot access the example portal resources. For example, it
defines the rate at which the server checks for modifications to JSPs within the
Web application. You can set different page-check intervals for other Web
applications or you can use the default page-check interval property.

In addition, because it is a Web application, it uses features such as declarative
security that the J2EE specification defines for Web applications.

m $W._COWERCE HOVE/ server/public_htm /portal s isdeployedasa
collection of servlets, JSPs, and EJBs that share resources and properties with
other collections. It cannot override settingsin webl ogi c. properti es and it
cannot use declarative security.

Figure 4-1 illustrates the rel ationships between Web application properties and
resources and WebL ogic Server properties and resources. Note that each Web
applicati on shares some common properties and resources but contai ns another set that
are not shared. Files deployed under publ i c_ht m (which is the document root that
webl ogi c. properti es establishes) use only the WebL ogic Server properties and
resources.
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Figure4-1 Web Application Properties and WebL ogic Server Properties
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Recommendation for Deploying Expanded
Directory Hierarchies or WAR Files

4-6

Within the Web application specification, you can deploy a Web application as an
expanded directory hierarchy or in an archived format such asa .war file.

Werecommend that you deploy aWeb application as an expanded directory hierarchy
when any of the following conditionsistrue:

m  While developing and testing your Web application. During your
development cycle you may frequently modify filesin the Web application and
want to see the results of your modifications without needing to rejar the Web
application.

m Onaproduction site that frequently needsto update files within the Web
application. For example, a site that frequently adds or updates JSPs should be
deployed as an expanded directory. When the server checks for modifications to
JSPs, it will recompile any modified JSPs that you have deployed. For
information about setting the page-check interval, refer to the Performance
Tuning Guide. (Because the database and any third-party content management
system do not reside within Web application hierarchy, updates to these objects
do not modify the Web application.)

If you deploy your Web application as an expanded directory hierarchy, you can
also hot deploy modifications to EJBs and some servlets. For more information
about hot deployment, see “Using WebL ogic Server Hot Deploy” on the

WebL ogic Server documentation site.

Werecommend that you deploy your Web application asa.war fileon production sites
that do not frequently update files within the Web application. Deploying asinglefile
islesserror prone than deploying an expanded directory hierarchy, but you cannot hot
deploy amodified . war file.
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Registering a Web Application in
weblogic.properties

To notify WebL ogic Commerce Server and WebL ogic Personalization Server that you
have added a Web application, you must first shut down the server. Then add the
following property to the $W._COMVERCE_HOME/ webl ogi c. properti es file:

webl ogi c. htt pd. webApp. nyapp=I ocati on

Where:
nyapp
Isthe context name given to the Web application. The context nameis
included in theinitial part of any URL request to the Web application.
| ocation

Istheroot directory of the Web application or the location of the .war filethat
contains the Web application archive.

For example, the administration Web application places the following linesin
webl ogi c. properti es file:

# Defines the admin tools Web Application.
webl ogi c. htt pd. webApp. t ool s=/ W.C3/ ser ver/ webapps/ admi n/

When deploying in your production environment, consider removing or deactivating
(by placing a# character at the beginning of the line) the properties for the example
portal and sample JSP templates:

# Defines the exanple portal WAR depl oynent.
#webl ogi c. ht t pd. webApp. port al =/ W.C3/ ser ver / webapps/ exanpl es/ portal / portal . war

# Defines the wics Web Application.
#webl ogi c. ht t pd. webApp. W cs=/ W.C3/ ser ver/ webapps/w cs/
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Defining a Default Web Application

Setting

Y ou can specify a default Web application so that WebL ogic Server interprets any
reguestsfor the document root (asdefined inwebl ogi c. properti es) asarequest for
the default Web application.

If you are deploying only one Web application, consider making it the default. If you
aredeploying multiple Web applications, you can create adefault Web appli cation that
actsas aportal for the other Web applications.

To define a default Web application, add the following property to
$W._ COMWWERCE_HOVE/ webl ogi c. properti es:

webl ogi c. ht t pd. def aul t WebApp=nyapp

For more information about default Web applications, refer to “Default Web
Application,” under “ Deploying on WebL ogic Server” in the WebL ogic Server
document Writing a Web Application.

Up a Deployment Descriptor

Each Web application uses a deployment descriptor, formatted in XML, to specify the
following information:

m  Servlet/JSP definitions and mappings
m  Session configuration

m |nitialization parameters

= MIME type mappings

m Welcomefilelist

m  Error pages

m  Security declarations

4-8 Deployment Guide



Setting Up a Deployment Descriptor

If you are using the WebL ogic Commerce Server and WebL ogic Personalization
Server deployment descriptors as a starting point for you own Web application, open
$W._COMMERCE_HOME/ server / webapps/ w cs/ VEB- | NF/ web. xm in atext editor
and verify or modify the following parameters:

m  Port Numbers

m Main Page

m  Session Timeout

m  Security Declarations

In most environments, you can deploy your Web application without changing the
other parametersin the file. For information on modifying parameters to enhance
performance in the production environment, refer to the Performance Tuning Guide.

For information on creating your own deployment descriptor, see “Creating the
Deployment Descriptor” in the WebL ogic Server document Writing a Web
Application.
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Port Numbers

When generating a URL for a Web application, the cr eat eWebf | owURL() method
refersto the HTTP_PORT and HTTPS_PORT parametersin the Web application’s
deployment descriptor to determine the port numbers to encode (Listing 4-1).

Listing 4-1 Parametersfor Port Numbers

<cont ext - par anp
<par am nane>HTTP_PORT</ par am name>
<par am val ue>port - nunber </ par am val ue>

</ cont ext - par an»

<cont ext - par anp
<par am nane>HTTPS_PORT</ par am nane>
<par am val ue>port - nunber </ param val ue>

</ cont ext - par an»

The WebL ogic Commerce Server web. xni already defines these parameters. If you
are modifying this file for your own Web application, open

$W._COMMERCE_HOME/ ser ver / webapps/ w cs/ web. xm and do one of the
following:

m |f you want the Web application to use the same port numbers as WebL ogic
Server, either deactivate the parameters by surrounding them in comment tags,
<!I-- -->, or changethe valuesto match the valuesin
$W._COMMERCE_HOME/webl ogi c. properti es.

m |f you want the Web application to use different port numbers (for example, if
you want to use the port numbers of a proxy server), change the values.
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Main Page

To specify amain page for your Web application, usethe <wel cone- f i | e> parameter
(Listing 4-2). If you have named your main page something other than i ndex. j sp,
modify the valuein your web. xmi file.

By specifying amain page, you can access the Web application by specifying the
context nameinthe URL: htt p: // host : por t/ cont ext - name. Y ou determine the
Web application context name when you register it in webl ogi c. properties. For
more information about context names, see “ Registering aWeb Application in
weblogic.properties.”

Listing 4-2 Parameter for the Main Page

<wel come-file-list>
<l-- This is the entry point to a W.CS site.
Change this appropriately -->
<wel come-file>/index.jsp</wel come-file>

</wel cone-file-list>
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Session Timeout

The <sessi on-ti meout > parameter determines how many minutes of inactivity the
server will tolerate before ending the session (Listing 4-3). The

$W._ COMMERCE_HOME/ ser ver / webapps/ wl cs/ web. xn file setsthe parameter to
15 minutes. Y ou can modify this setting depending on your security needs.

Listing 4-3 Parameter for Session Timeout

<I-- Commerce Server Session Configuration -->
<sessi on-confi g>

<l-- The default session tinmeout interval is 15 mnutes. This is
nmeasur ed based on session inactivity - that is, the session will be
invalidated 15 minutes after a client |ast accesses W.CS.

Configure this to a suitable interval -->
<sessi on-ti neout >15</ sessi on-ti neout >

</ sessi on-config>

Security Declarations

Y ou set up security declarations for your Web application in the deployment
descriptor. The security declarations do the following:

m  Establish Roles
m Establish Security Constraints

m Determine Which LinksUse HTTPS
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Establish Roles

The WebLogic Commerce Server web. xni file includes the following parameters to
establish onerole, called Cust oner Rol e (Listing 4-4).

Listing 4-4 Parametersfor Establishing Roles

<security-rol e>

<descripti on>Regi stered custonmers with role
" Cust orrer Rol e" </ descri pti on>

<r ol e- nane>Cust oner Rol e</r ol e- nane>

</ security-rol e>

When users create a user account through Webl ogic Commerce Server, Pipeline
components add the username to the CustomerRole.

If you set up Pipeline components to add users to other roles, you must declare each
role in the Web application’ s deployment descriptor by adding parameters that are
illustrated in Listing 4-4, substituting the <r ol e- name> value with the name of the
role you created.

Establish Security Constraints

After defining roles, you can specify a collection of resources (JSPs) that only specific
roles can access.

The security constraint in Listing 4-5 is an excerpt from

$W._COVMERCE_HOME/ ser ver / webapps/w cs/ web. xni . If youareusing thisfileas
atemplate for your own deployment descriptor, make sure that the <url - pat t er n>
parameters match any JSPs that you want to be accessible only to usersin the
CustomerRole. You canadd <ur | - pat t er n> parametersto specify new directoriesor
to specify specific files. Note that a pattern or filename must start with a/ character
(forward dlash). For more information on specifying URL patterns, refer to the Java
Servlet Specification v2.2.
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If you add any URL patternstothe<securi t y- const r ai nt > element, you must also
add those patternsto the patterns defined for

<par am name>HTTPS_URL_PATTERNS</ par am name>. For more information, see
“Determine Which Links Use HTTPS” on page 4-15.

To give another role access to the resource collection, add <r ol e- name> elements to
the <aut h- const r ai nt > element.

Listing 4-5 Security Constraint for A Collection of Resour ces

<security-constraint>

.

Define a resource collection -->

<web-resource-col |l ecti on>

4-14

<web-resour ce- nane>Custoner Profile - Self Administration
Pages</ web-r esour ce- nane>

<description>Custonmer Profile - Self Adm nistration Pages</description>
<I-- URL pattern for the resource collection -->

<url - pattern>/comrerce/user/*</url-pattern>

<url -pattern>/comrerce/order/*</url-pattern>

<ht t p- met hod>CET</ ht t p- met hod>

<ht t p- met hod>POST</ ht t p- met hod>

</ web-resource-col |l ection>

<l-- This constraint applies to users with role "CustonerRole" -->
<aut h-constrai nt >

<description>Users with role "CustomerRol e"</description>

<r ol e- nanme>Cust oner Rol e</r ol e- nane>

</ aut h- constrai nt >

<l-- For enabling SSL, specify CONFI DENTI AL or | NTEGRAL. -->

<user -dat a- constrai nt >
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<t ransport - guar ant ee>CONFI DENTI AL</ t r ansport - guar ant ee>
</ user -dat a-constrai nt>

</ security-constraint>

Determine Which Links Use HTTPS

The security constraints described in the previoustopic identify files that only specific
roles can access. I n addition to declaring a set of files secured by role, you also declare
aset of files, pipelines, and input processors that need to be accessed viaHTTPS.
Whenthecr eat eWebf | owURL() method encounters one of theresourcesyou declare,
it generates a URL that uses the HTTPS protocol.

Listing 4-6 is an excerpt from

$W._COVMERCE_HOME/ ser ver / webapps/w cs/ web. xni . If you areusing thisfileas
atemplate for your own deployment descriptor, make sure that the <par am val ue>
values match any JSPs, pipelines, and input processors that you want to be accessed
viaHTTPS.

You can add <par am val ue> values to hame specific resources or to name new
patterns. Name specific resources by adding their name to the list. When naming
specific pipelines and input processors, do not use the .i nput processor or

. pi pel i ne extension.

Specify patterns for pipelines and input processorsin the form of pat t ern_*. For
example, to enable SSL for all requests to input processors whose names start with
profileeditcc_, usethepatternprofil eeditcc_*.
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If you add any target names or patternsto the <par am val ue> element, you must also
add them to the <securi t y- const rai nt > element, which is described in “ Establish
Security Constraints’ on page 4-13.

Listing 4-6 Parametersfor Generating Linksto Secured Resources

<cont ext - par an»

<par am nane>HTTPS_URL_PATTERNS</ par am namne>

<par amval ue>
/ commer ce/ user/*, /commerce/ order/*,/conmerce/register/*
newuser _*, profil enewcc_*, payment newcc_*, profil eeditcc_*,
paynenteditcc_*,viewprofile_*,editprofile_*, profil enewaddress_*,
profil eeditaddress_*, changepasswor d_*, Ent er Shi ppi ngl nfo_*,
Sel ect Shi ppi ngAddr ess_*, AddNewshi ppi ngAddr ess_*, orderhi story_*,
Ref reshOrder Hi st ory, Aut hori zePayment , Conmmi t Or der,
Ref reshPaynent Hi st ory, Del et eCredi t Car d, TaxVeri f yShi ppi ngAddr ess_*,
shoppi ngcart _I ni t Shi ppi ngMet hodLi st

</ par am val ue>

</ cont ext - par an»

Restarting the Server

After modifying properties files for the Web application, you can start WeblL ogic
Commerce Server and WebL ogic Personalization Server. For information on starting
the server, refer to Chapter 5, “ Starting the Server.”

For a description of the URL s you use to access Web applications, see the WebL ogic
Server topic “URLsand Web Applications’ in Writing a Web Application.
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CHAPTER

5 Starting the Server

To start WebL ogic Commerce Server and WebL ogic Personalization Server, you must
set environment variables and start the Java Virtual Machine (VM) with the

webl ogi c. Ser ver classnameand a specific set of parameters. WebL ogic Commerce
Server and WebL ogic Personalization Server provide two files, set - envi r onnent
and St ar t Commer ce, that you can use to start the server, and on Microsoft Windows
platforms, it creates a shortcut on the Start menu. If you prefer, instead of using

set - envi ronment and St ar t Commer ce, you can set the required environment
variables and start the VM in any way that your operating system supports.

Thistopic contains the following sections:
m  Starting the Server on UNIX

m  Sarting the Server on Windows

m  Setting Environment Variables

m Starting the VM
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Starting the Server on UNIX

To start the server on UNIX, enter the following command from a WebL ogic
Commerce Server and WebL ogic Personalization Server host, where
$W._COMMERCE_HOME is the directory into which you installed WebL ogic Commerce
Server and WebL ogic Personalization Server:

$W._COWERCE_HQVE/ St art Conmer ce. sh

The St art Cormer ce. sh callsset - envi ronnment . sh to set environment variables.
Then it passes to the VM the class name and parameters that start the server.

For information on starting the server without using the St ar t Conmrer ce. sh and
set - envi ronment . sh files, refer to “ Setting Environment Variables’ on page 5-3
and “ Starting the VM” on page 5-5.

Starting the Server on Windows

5-2

To start the server on aWindows WebL ogic Commerce Server and WebL ogic
Personalization Server host, do one of the following:

m Click Start — Programs — WebL ogic Commerce Server release-number -
Start Commerce Server

m From acommand prompt, enter the following command:
9L COMMERCE _HOVE% St ar t Conmrer ce. bat

The Start Commerce Server command on the Start menu is a shortcut to

St ar t Commrer ce. bat . TheSt art Conmer ce. bat callsset - envi ronnment . bat toset
environment variables. Then it passesto the VM the class name and parameters that
start the server.

For information on starting the server without using the St ar t Conmrer ce. bat and
set - envi ronnment . bat files, refer to “ Setting Environment Variables” on page 5-3
and “ Starting the VM” on page 5-5.
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Setting Environment Variables

Before starting the server, you must set environment variables and add directories to
the system path. Although the set - envi r onment and St ar t Commer ce files do this
for you, you can set the variablesin any other way that your operating system supports.

Set the following environment variables:

Note: The examplesin the following list are from a Windows
set -envi ronnent . bat file.

m W._COWERCE_HOMVE={ Directory into which you installed WebL ogic Commerce
Server and WebL ogic Personalization Server }

m JDK_HOVE={ Directory into which you installed the JDK that WebL ogic
Commerce Server and WebL ogic Personalization Server require }

m WCS ORACLE HOMVE={ If you are using Oracle, set thisvariable to the directory
in which you installed the Oracle client software. }

m WEBLOG C_HOVE={ Directory into which you installed WebL ogic Server }

| DATABASE:{ CLQUDSCAPE | CORACLE_QOCI _815 } ,
where CLOUDSCAPE is the sample database and ORACLE_OC! _815 isthe Oracle
jDriver.

m SYSTEM NAVE={ Thetop directory of the server instance. For more information
about multiple server instances, refer to “ Setting Up Multihoming” in Running
and Maintaining the \WWebL ogic Server.}

m  SYSTEM HOMVE={ %N._COMVERCE_HOME%(Windows) |
$VEBLOG C_COWMERCE_HOME (UNIX) }
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DB_CLASSPATH=

e For the Cloudscape sample database,
{

9NEBLOG C_HOVE% eval \ cl oudscape\l i b\ cl oudscape.j ar; WNEBLOG C
_HOVE% eval \ cl oudscape\li b\tool s.jar; %EBLOG C_HOVE% eval \ cl
oudscape\lib\client.jar

}

e For the WebL ogic jDriver, set the variable to null by defining the variable
and leaving the value blank. For example, DB_CLASSPATH=

JDK_TOOLS={ The pathname of thet ool s. j ar fileinthe JDK that WebL ogic
Commerce Server and WebL ogic Personalization Server require. }

For example, JDK_TOOLS=%JDK_HOVE% | i b\t ool s. j ar

JAVA_CLASSPATH= { The classes that boot WebL ogic Commerce Server and
WebL ogic Personalization Server. } For example,

%IDK_TOOLS% EBLOJ C_HOVE% | i b\ webl ogi c510sp6boot . j ar ; %WEBLCOG
C_HOME% cl asses\ boot

W PS_CLASSPATH= { The classes required for the WebL ogic Personalization
Server runtime environment. } For example,

9L COMMERCE _HOVE% | i cense; 9. COMVERCE _HOVE% cl asses; %\ COVWE
RCE_HOVE% | i b\rul es. j ar; 9O\L_COMVERCE_HOVE% | i b\ j rul esservi cepro
vider.jar

W.CS_CLASSPATH= { The classes required for the WebL ogic Commerce Server
run-time environment } For example,

YNLPS_CLASSPATHY 9\ COMVERCE HOVE% depl oy\ bnp\ cl asses; %W\L_COW
ERCE_HOVE% eval \ wi n32\ Taxwar e\ cl asses

VEBLOGI C_CLASSPATH= { The classes required for the WebL ogic Server
run-time environment. } For example,

9NEBLOG C_HOVE% | i b\ webl ogi ¢510sp6. j ar ; INEBLOGI C_HOVE% | i b\ WebL
ogi c_RDBMS. j ar ; YW\ EBLOA C_HOVE% | i cense; YEBLOG C_HOVE% cl asses;
9NEBLOG C_HOVE% | i b\ webl ogi caux. j ar ; YWMEBLOG C_HOME% | i b\ webl ogi
c-tags-510.j ar; YMLCS_CLASSPATHY% %OB_CLASSPATHY

SCRI PTS_CLASSPATH= { The classes required to run WebL ogic Commerce
Server and WebL ogic Personalization Server scripts. } For example,
% AVA_CLASSPATHY% WNEBLOG C_CLASSPATHY%
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Add the following directories to the system path:

m The directory that contains the WebL ogic Server binary files. For example,
IMEBLOG C_HOVE% bi n

m Thedirectory that contains the CyberCash binary files. For example,
IMEBLOG C_HOVE% eval \ wi n32\ Cyber Cash\ bi n

m  The directory that contains the TAXWARE binary files. For example,
IMEBLOG C_HOVE% eval \ wi n32\ Taxwar e\ bi n

m |If you are using the OraclejDriver, the directory that contains the driver and the
directory that contains the Oracle client binary files. For example,
9MEBLOG C_HOME% bi n\ oci 815_8; %\.CS_ORACLE_HOVE% bi n

Starting the JVM

After setting environment variables, start the VM by entering the following command
onasingleline:

% DK_HOVE% bi n\ j ava -ns64m - nx128m

-server

-cl asspath %AVA CLASSPATH%

- Dwebl ogi c. cl ass. pat h=9MEBLOG C_CLASSPATHY

- Dwebl ogi c. syst em nane=%SYSTEM _NAVEY%

- Dwebl ogi c. syst em hone=%SYSTEM HOVE%

- Dwebl ogi c. home=9%\EBLOJ C_HOVE% - Dj ava. securi ty. manager

-Dj ava. security. pol i cy=9%\EBLOG C_HOVE% webl ogi c. pol i cy

- Dcommer ce. properti es=%\L_COMVERCE_HOVE% webl ogi cconmer ce. propert
ies

- Dwebl ogi c. properti es=9%\._COVMERCE_HOVE% webl ogi c. properties
- Dpi pel i ne. properti es=9%\._COVMERCE_HOMVE% pi pel i ne. properties
- Dwebf | ow. properti es=%\._COMVERCE_HOVE% webf | ow. properties

webl ogi c. Server
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Note: The-server option activates the HotSpot server VM. Before starting the
server on Windows, you must download and install the server VM in addition
tothe standard JDK 1.3 installation. To verify whether the HotSpot server VM
isinstalled, navigateto thej dk/j dk1. 3. 0/ j r e/ bi n directory. If the server
VM isinstalled, the bi n directory includesaser ver subdirectory.

For information on adjusting command options to optimize performance for a
production environment, refer to the following topics:

m “UsetheHotSpot Server Virtual Machine” in the WebL ogic Commerce Server
and WebL ogic Personalization Server Performance Tuning Guide.

m “JVM Execution Parameters’ in the WebLogic Server Performance Tuning
Guide.
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