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Use Case #1: Expose Web Services to Customers and Trading Partners

Benefit

This scenario allows an organization to leverage Web Services to improve business operations between trading
partners and allow its customers to connect to systems and gather information, but restricts access to information
that might otherwise expose sensitive knowledge of back end systems.

Overview

In this scenario, the organization's trading partners and customers have access only to the appropriate Web
Services within AqualLogic Enterprise Repository. Access to other assets is denied. In order to facilitate these
measures, the metadata for Web service assets is organized into two general groupings:

. Unrestricted:
o Metadata, associated files, and downloadable files that the organization wants to expose to all
internal and external parties.

. Restricted:
o Metadata, design documents, or files that reveal the inner workings of the organization's
backend systems. Only internal developers will have access to this information.

The Custom Access Settings (CAS) described in this scenario provide all internal developers with access to
both the restricted and unrestricted parts of Web services assets, as well as the other assets in the repository.
The organization's trading partners and customers have access only to the unrestricted Web Service assets. This
scenario necessitates the creation of two different Web Services asset types -- one for unrestricted data and
another one for restricted data.

. Note
o This scenario describes a simple way to expose Web Services to customers and trading

partners. However, other considerations not addressed by this use case may require additional
or alternative measures. For example, it may be more appropriate to establish a separate
instance of ALER for external use only. The external instance may be branded differently than
the internal instance, and would include only the metadata, associated files, and downloadable
files suitable for exposure to external parties. In this case, usage histories and reviews would
reflect only the experience of external users. If your situation requires a more complex solution,
please contact your AqualLogic Enterprise Repository Implementation Manager or Solutions
Consultant for assistance and guidance.

Solution
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Prerequisite

Verify that Customer and Trading Partner users exist in ALER.

Create and Assign the Roles

This procedure is performed on the Aqualogic Enterprise Repository Admin screen.

1. Click Roles.

| Roles O I

The Roles section opens.

Roles

Create New
List All

Name

Default
Unspecified |+ |

2. Click Create New

The Create New Role pop-up opens.
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Create New Role

Hamae*; |

Description: |

{Max S00 Characters)

Autamatically aggign to
AW USEFSET

" Denotes required field

| Save || Cancel ]

3. Enter User - Customer in the Name text box.
4. Enter Represents Web Services customers or some other descriptive text in the Description text box.
5. When finished, click Save.
The Create New Role pop-up closes.
6. Repeat the above process to create the role User - Trading Partner.

7. Assign the new roles to the appropriate users (i.e. user accounts representing the appropriate customers
and trading partners).

o On the Admin screen:
« Click Roles to assign user to roles, or...

« Click Users to assign roles to users.

Organize the Metadata

The metadata for Web Service assets must be organized into two general groupings according to the roles that
will have ALER access to the information. The first grouping consists of the metadata that can be viewed by
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everyone (Customers, Trading Partners, and Internal Developers). The second grouping consists of metadata
that can be viewed only by Internal Developers.

1. Launch the Asset Editor.
2. Click Manage Types in the Actions menu.
The Type Manager launches.

3. Inthe Type Manager, use the Service asset type as a template to create a new asset type called
Service - Internal Only.

4. When finished, click Save in the file menu in the Type Manager.
5. Click Copy/Migrate in the File menu in the Asset Editor
6. Copy/migrate all existing Web Service assets to the new Service - Internal Only asset type.

7. Edit all original assets of the Service asset type to delete all metadata fields that reflect or represent
information or metadata that is to be restricted from public view.

8. Delete all non-restricted fields (the first metadata grouping, as mentioned above) from the new Service -

Internal Only asset type.

Create the Relationships

This procedure is performed in the Asset Editor.

1. Click Configure Relationships in the Actions menu.
The Configure Relationships pop-up opens.
2. Click Add.

3. Configure a two-way relationship called External-Use-Internal-Only.
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| Add Relationship
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Exlernal Lise

Apply the Relationship

Add the External-Use-Internal-Only relationship to the Service assets.

The procedure is performed in the Asset Editor.

1. Open one of the Service assets.
2. Click the Relationship tab.
3. Apply the External-Use-Internal-Only relationship to each Service asset.
This will allow Internal Users to access the restricted fields.
4. Create a CAS.
o Click Custom Access Settings in the sidebar on the Admin screen.
o Click Create New

o Name the new CAS Access_Web_Service_Information_for_External_Use
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o Set the following permissions:

« Role: User - Customer
« Permissions:
« View
« Use
« Download
« Review

« Role: User - Trading Partner
« Permissions:
« View
« Use
« Download
« Review
. Launch the Asset Editor.
. Open one of the Web Service assets.
. Select the Administration tab.

. Apply the new Access_Web_Service_Information_for_External_Use CAS to the Web Service.

This CAS will work in tandem with the Basic_Default_Assets CAS already assigned to each asset.
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9. Repeat the process with each of the Web Service assets.

Results

. Service Asset Type

' Sample Service - Account Detail (dynamic) (2.0) R I

| insiaian % Annet lnage [
| THIS ASSET IS TO BE USED A% AN EXAMPLE, (T WAS BEEN POSULATED i Froces [

WATH SAMPLE METADATA. ALL FILES AND METADATA ARE TO DE USED FOR Hevsprant o
| TRAINMG PURPOSE S ONLY |

Ry b [
Tees. el SEvace 13 USSD 10 BCCEST Dl MU [OMOUEE CUNIomer dHETENE 25 well . PR
| a5 the Dioet Entry Sysnam and Balng Spsbem Tha Sesace relums ai padabis

| onlgarriplaon Bom B Coatames 5 800U based on this Cuslomer mamiter Thes _
SriCITTLB SO IR BOTEYE . DhONG NamEer oIme REioTy B
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| Regitiation Sats. Regised | =t |
|
| Plopiam: WL : X ¥

C it Plafoims Poadows LEIL et
| Language: C# s
| Conralnt: The Aucounl Ditel Web semecn can Sk b ussd bahind [P Vvl Wl
| Thas sevece @ ra Eeaiabe 1o Tisding Parrs Ewtnans Nzixy

liansates Y
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. Service - Internal Only Asset Type
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Note that considerable less information is provided in this view.

Validation Test

Select a user in each of the three designated roles and verify access as described below:

. Roles:
o

o

. Access:

u]

. Role:

. Access:

u]

User - Customer
User - Trading Partner

Only the Assets and My Stuff links are displayed in the AquaLogic Enterprise Repository
menu bar.

Can see only the Web Service asset metadata intended for external view (Service Asset Type).
Relationships for these assets are not visible.

When using Web Service assets, only the primary downloadable files are be available for
download. No related assets are available.

On the Aqualogic Enterprise Repository Assets screen, the Submit Assets and Edit/Manage
Assets buttons are not displayed.

The Edit button is not displayed when viewing the asset detail screen for Web Service assets.

User (internal employees):

Can see Web Service metadata intended for internal and external view (Service assets and
Service - Internal Only assets).

Can see all relationships on Service assets.

If the Use/Download button is clicked when viewing a Service -Internal Only asset, files
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intended for external view are displayed as related assets in the download window. Both
internal and external files are available for simultaneous download.
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Use Case #2: Manage Intellectual Property in a Global Economy

Benefit

The settings described in this scenario allow an organization that is operating in a highly distributed global
environment to manage and protect intellectual property by limiting the exposure of intellectual property to
outsourced development teams. These settings also ensure that assets adhere to the limitations specified
under export control regulations.

Overview

Outsourced Development Teams

In this scenario, External Service Providers (ESPs) can view, use, and provide reviews ONLY for the assets
specified in their Project Profile. During the course of the project, ESPs can also submit assets produced
within the project to a technical lead or Project Architect for review, approval, and asset registration. For
example, after the design phase of the project, an ESP can submit the design documents for approval by
the technical lead or project architect. This scenario presents a project lifecycle governance model and
facilitates project milestone reviews.

Export Controls

Export control regulations typically prohibit the export of software and other types of intellectual property to
certain countries. In this scenario, assets that are subject to export control are assigned a Custom Access
Setting indicating that they are restricted under a specific Export Control Classification Number (ECCN).
Restricted individuals are assigned a corresponding Export Control Classification Number (ECCN) role, in
addition to the roles granted by virtue of their regular responsibilities as employees. For example, encryption
software may not be exported to Iraq, Iran, Libya, North Korea, Sudan, Syria, or Cuba under ECCN 5D002.
All encryption software assets in ALER will receive a custom access setting

Access_Restricted_by ECCN_5D002, identifying that they are subject to export control. Individuals from
Iraq, Iran, Libya, North Korea, Sudan, Syria, or Cuba will also be assigned the role User - Restricted by
ECCN 5D002, indicating that they are restricted from accessing encryption software. As export control
limitations change, it is easy to identify the individuals and assets affected in order to modify access settings.

Solution for Outsourced Development Teams

The following procedures are performed on the AqualLogic Enterprise Repository Admin screen.
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Prerequisite

Verify that External Service Providers have Aqualogic Enterprise Repository user accounts.

Create the Roles

1. Click Roles
2. Click Create New
3. Create a new role named User - ESP Project X
This role represents External Service Providers working on a particular project. Users in this role

can view and download ONLY the assets specified in their Project Profile. They can also submit
their assets to a technical lead for review, approval, and asset registration during the course of a

project.

Assign the Roles

Assign the User - ESP Project X role and the 1: Create/Submit roles to the appropriate users.

. The 1: Create/Submit role allows ESPs to submit assets they produce on the project to a technical
lead or Project Architect for review, approval, and asset registration during the course of the project.

1. Click Roles to assign users to roles
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Create the Custom Access Setting
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. Click Custom Access Settings.
. Click Create New
. Create a new CAS named Access_Project_X_Assets.
This CAS provides access to assets specified for use on Project X.
. Set the following permissions:
o Role: User - ESP Project X
o Permissions:
= View
« Use

« Download
« Review

Eanl Custom A farid Sl Acteis_Project_X_Asssls

Fama’ E-:-w: Fromo_X 17 bupevyie wlly aooty 0 @ dem ERaE

Cosactiption fl-'".lr-d-n Bz Ewesln ipsciksd by s oo Diojest
Typa: Anum
Ty (a1 e

i Em v B
Rl ]

= frme g gemrpma bogs

Limr - £ 5P Progaen B ’ - ¥ .

[P, j— i — I e Rt e

um bl Py wew e Sy

5. Identify the assets specified for use on Project X through the Project Profile.
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6. Add the Access_Project_X_Assets CAS to the Project Profile for Project X, and to each asset
specified in the Project Profile for Project X.

Cusiom Access Seftings |
Available Selacted
Access_Restricted_ty_ECC |Basic_Deafaull_Assets
Access_Project_¥_Assets

View ALCESS |

Validation Test

Verify that the following conditions for External Service Providers assigned to Project X:

. Role:
v Outsourced_Dev_User:
. Access:
o Can see the Project Profile for Project X.
o Can see only those assets that have been specified in the Project Profile for Project X.
o Can download the assets specified in the Project Profile for Project X.
o The Submit Assets link is visible on the Assets screen.

Copyright © 1995-2007 BEA Systems, Inc. All Rights Reserved. Page 15 of 49



o On the asset detail display, the Subscribe and Use/Download buttons are visible; the
Edit button is hidden.
o Only the Assets and My Stuff tabs are visible in BEA Aqualogic Enterprise Repository.

Solution for Export Controls

The following procedures are performed on the AqualLogic Enterprise Repository Admin screen.

Prerequisite

Verify that individuals restricted under export controls have BEA Aqualogic Enterprise Repository user
accounts.

Create the Role

1. Click Roles
2. Click Create New
3. Create a role named User - Restricted by ECCN 5D002

This role will be assigned to individuals from Iraq, Iran, Libya, North Korea, Sudan, Syria, or Cuba
-- any user who is to be restricted from accessing encryption software or software limited for export
under ECCN 5D002.

4. Assign the new User - Restricted by ECCN 5D002 role to the appropriate users.
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Create the Custom Access Setting

1. Click Custom Access Settings
2. Click Create New
3. Create a new CAS named Access_Restricted_by ECCN_5D002
This CAS restricts access to the assets specified as limited for export under ECCN 5D002.

4. Set the following permissions:
o Role: User - Restricted by ECCN 5D002
o Permissions: DENY access to:
« View
« Use
« Download
« Review
« Accept
« Approve Tabs
« Register
« Edit Access Settings
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5. Add the Access_Restricted_by ECCN_5D002 CAS to all encryption software assets or assets
restricted by export control under ECCN 5D002.
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Validation Test

Verify that the individuals restricted by export control limitations:

. Cannot see the assets restricted by export control limitations.
. Can see all assets not restricted under export control limitations.
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Use Case #3: Establish a Federated Repository

Benefit

The settings described in this scenario allow ALER users to view and access enterprise assets, but limit access
to domain specific information to those assigned to the relevant domains. This allows a large organization to
target specific asset consumer groups in order to provide them with the most relevant assets for their needs.

Overview

This scenario involves enterprise-wide assets that may be viewed and downloaded by anyone within the
organization, and domain-specific assets that are relevant only to development teams within specific business
domains. Producers of enterprise-wide assets can create, edit, and register their assets, and view and
download all domain assets. Producers of domain-specific assets can create, edit, and register assets within
their domain. All users within the organization may view and download enterprise-wide assets, in addition to
assets that are specific to their domain.

Solution

Prerequisite: Verify that enterprise and domain producers and all consumers have BEA Aqualogic Enterprise
Repository user accounts.

Create the Role

1. Click the Admin link in the BEA Aqualogic Enterprise Repository menu bar.
2. On the Admin screen, click Roles
3. Click Create New

4. Create the following roles:
o Role: Enterprise Producer
« Access:
« Can view, download, edit, and register enterprise assets.
« Can view and download Domain assets.
o Role: Domain X Producer
« Access:
« Can view, download, edit, and register Domain X assets.
« Can view and download Enterprise assets.
o Role: Domain X Consumer
« Access:
« Can view and download Domain X assets and Enterprise assets.
o Role: Domain Y Producer
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« Access:

« Can view, download, edit, and register Domain Y assets.
« Can view and download Enterprise assets.

Create the Custom Access Settings

1. Click the Admin link in the BEA Aqualogic Enterprise Repository menu bar.

2. . On the Admin screen, click Custom Access Settings

3. Click Create New

4. Create the following Custom Access Settings:
o CAS: Access_Enterprise_Assets

« Allows any BEA Aqualogic Enterprise Repository user to view enterprise-wide

assets.

o CAS: Access_Domain_X_Assets
» Restricts access to Domain X assets to those assigned to the Enterprise

Producer and/or Domain X Producer roles.

o CAS: Access_Domain_Y_Assets
« Restricts access to Domain Y assets to those assigned to the Enterprise

Producer and/or Domain Y Producer roles.

For each Domain or Enterprise asset, remove the Basic Default Assets access setting and replace
it with the appropriate Custom Access Setting, as noted in Step 4, above.

o Roles assigned to Enterprise_Producer

Croate Subemit
Enterprese_Producer
Launch Sgietl ol o

g i

| Ve Pl e !'l'-to-r|:-r|'.|l-_!_-"l.1r.||r11r
Firsd Maamas
Widdie Mams
| med Mamme Frtepras Prodocer
IF rraad -h-":l'@ﬂﬂ‘l-'lllllﬂ COir
Phone
Stames: Actre

o Corresponding CAS

Electroms Erohenng
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o Role assigned to Domain_X_Producrs

UserMame: Doman_¥_Producer
First Namas:
Middle Name:
Last Name: Domain_X_Producer
Email: demafitashline com
Phaona:
Siatus: Acthe

o

o Role assigned to Domain_X_Consumers

UserName: Domain_X_Consumes
First Mams:
Middie Name;
Last Mame: Domain_X_Consumes
Email: d-m-nﬂ'ﬂn:hllnl cam
Phaone:
SeamE: Active

T

o Corresponding CAS
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o Roles assigned to Domain_Y_Producers
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Email: demofashline com

Stalus: Acine

o Corresponding CAS

= ==l . e i

Creata/Subma
Doman ¥ Produace:
Launch Asset Editor
registrar

Electronic Brokening

Domain ¥ Producer

Enterprise_Produces v | W W

5. For each Enterprise or Domain asset, remove the Basic_Default_Assets setting and replace it with
the appropriate Access_Enterprise_Assets, Access_Domain_X_Assets, or

Access_Domain_Y_Assets CAS.
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Custom Access Settings

Arcezs Doman i _Asssts
Accedss Doman Y _Asoss
Pasic_Defaut Asasts

Selected
Arcess Eriarprize_Azsels

B i ke

]
Wiesy ACCESS |
=

Validation Test

Verify the following conditions for each user/role:

. Enterprise Producer:

0

Metadata for individual Enterprise, Domain X, and Domain Y assets is visible on BEA
Aqualogic Enterprise Repository's Assets screen.

Only Enterprise assets are visible in the Asset Editor (no Asset Editor access to Domain
X or Domain Y assets).

The Subscribe, Use/Download, and Edit buttons are visible when viewing the metadata for
Enterprise assets.

Can edit and register Enterprise assets in the Asset Editor.

The Use/Download buttons are visible in the metadata display for both Domain X and
Domain Y assets. However, the Edit button is NOT visible.

. Domain X Producer:

O

Metadata for individual Enterprise and Domain X assets is visible on BEA Aqualogic
Enterprise Repository's Assets screen; Domain Y assets are not visible.

Domain X assets are visible in the Asset Editor (no Asset Editor access to Domain Y or
Enterprise assets).

The Subscribe and Use/Download buttons are available when viewing the metadata for
Enterprise assets. However, the Edit button is not available.

Can download files from Enterprise assets.

The Subscribe, Use/Download, and Edit buttons are visible in the metadata display for
Domain X assets.

Can edit and register Domain X assets in the Asset Editor.

. Domain X Consumer:

n]

Metadata for individual Enterprise and Domain X assets is visible on BEA AqualLogic
Enterprise Repository's Assets screen.; Domain Y assets are not visible.

The Subscribe and Use/Download buttons are available when viewing the metadata for
Enterprise and Domain X assets. However, in both cases the Edit button is not available.
Can download files from Enterprise and Domain X assets.

The Subscribe and Use/Download buttons are available when viewing the metadata for
Domain X assets. However, the Edit

. Domain Y Producer:

0

Metadata for individual Enterprise and Domain Y assets is visible on BEA AqualLogic
Enterprise Repository's Assets screen; Domain X assets are not visible.

Domain Y assets are visible in the Asset Editor. However, there is no Asset Editor access
Domain X and Enterprise assets.
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o The Subscribe and Use/Download buttons are available when viewing the metadata for
Enterprise and Domain Y assets. However, in both cases the Edit button is not available.
o Can download files from Enterprise and Domain Y assets.
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Use Case #4: Manage the Asset Lifecycle

Benefit

The settings described in this scenario allow an organization to manage assets throughout their lifecycle,
from initial conception through retirement. These settings provide limited access to assets under
development (assets in progress) and to retired assets. This helps to eliminate redundant development
efforts by exposing assets still in development to all development teams. Development teams in need of
such an asset can plan to include it in their projects, and can collaborate with the asset production team
during asset development. Other settings limit the distribution of retired assets, which helps to maintain
control over deployed assets.

Overview

(Note: This use case takes place against a backdrop of policies and procedures for Asset Release
Management, which is focused on managing the lifecycle of assets and the artifacts that make up the
assets. As part of Asset Release Management, the artifacts that make up an asset are produced by projects
whose end result can be anything from the asset itself, to an entire product or system. These artifacts are
harvested, along with supporting artifacts and other information, and the aggregate is packaged as an asset.
Once verified as complete and correct these assets enter the repository where they are available to the
entire organization. As registered assets are downloaded from the repository, defects will be identified and
enhancements will be requested. New versions of the asset will be created to address these change
requests. Eventually, either through disuse or replacement by another version, an asset will be retired.
Retired assets are unavailable for use.)

The Aqualogic Enterprise Repository can be used to manage access to an asset throughout its entire
lifecycle, from inception through retirement. This use case focuses primarily on using Advanced RBAC to
expose and to provide access to assets to different stakeholder groups throughout the asset lifecycle.

Asset Lifecycle Stages

. Requirements Gathering
o The organization has identified the need by several upcoming projects for a particular
asset. The Production Team creates a proposed asset in progress. The metadata for

this asset includes a brief description of the asset and its purpose, and is open for review
and comment by a set of Subject Matter Experts associated with the relevant projects.
The repository display of the asset includes a link to a dedicated virtual forum, which is
used to gather functional requirements from members of the upcoming projects. The asset
is visible only to those producing the asset as well as to the Subject Matter Experts on the
relevant projects -- at least until the proposed asset is approved and moves to the next
stage in the lifecycle, when it is visible to a wider audience.
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Note: Requires the Assets in Progress option for Aqualogic Enterprise Repository.

. Design and Development
o Once the requirements are gathered and funding for the development of the asset is
approved, the producers begin generating the supporting artifacts (such as design
documents and code) and associating them with the asset in the repository. At this point,
only the asset's producers can add artifacts and metadata to the asset and download the
asset's code. However, the asset is visible to a broader community of developers in order
to allow interested parties to track its progress.

. Beta Release
o After the code has been tested it is made available as a beta release to the Subject Matter
Experts representing the upcoming projects that expect to use the asset.

. Release
o Once the asset has been thoroughly tested and documented, it is made available to the
entire user community.

. Scheduled for Retirement
o Once the asset has outlived its usefulness, it is scheduled for retirement. Its repository
status is changed to inactive. Inactive assets remain in the repository, but access to
inactive assets is limited to metadata - the asset cannot be used, and none of its files are
available for download. These restrictions provide an incentive for projects to migrate to
the latest version of the asset. Those responsible for managing the asset retain access to
view and edit the asset until it is retired.

. Retired
o Once all projects have migrated to the new version of the asset, the repository status of
the original asset is changed to retired. The asset is visible only to repository users
(regardless of role) if it is related to another asset in the repository. Users may view the
asset metadata through the relationship link.

This scenario describes only one of several strategies for managing access to assets in progress and retired
assets. Please contact BEA for more information on these strategies.

General Configuration

The various Asset Lifecycle Management solutions described in this section require the configuration of the
following roles and access settings.

(Prerequisite: Verify that the asset production teams and subject matter experts are users within the
Aqualogic Enterprise Repository)

Create the Roles

1. Click the Admin link in the Aqualogic Enterprise Repository menu bar.
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2. On the Admin screen, click Roles
3. Click Create New
4. Create the following roles

« User - Production Team Project X
« User - Subject Matter Experts Project X

Create the Custom Access Settings

1. Click the Admin link in the AqualLogic Enterprise Repository menu bar.
2. On the Admin screen, click Custom Access Settings

3. Click Create New

4. Create the following Custom Access Settings:

CAS: Access_Project_X Assets_Propose

CAS: Access_Project_X_ Assets_Plan

CAS: Access_Project_X_Assets_Build

[u]
[u]
[u]
o CAS: Access_Project_X_Assets_Release

The images below illustrate the detail for each role, along with the corresponding Custom Access Settings.

. Project_X_Producer: Roles

UserMame 1 Create/Submit

First Marme: 2 Launch Assat Edtor
Middle Hame:

Last Hame: Frogpct X Preducer

: Progect_¥_Preducer

Lises - Productson Team Project X

Emall: demaliflashbne com
Phanane:
Status: Acte

Electront Brokenng

Human Resourc#s

- I.'.Iiu-ul::.'ln:.

. Project_X_Subject_Matter_Expert: Roles
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Phane
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Elpctiorag, Bavlnivg
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. User_Community: Roles

UserMame: User Coemimasnsy

First Hama:

Middle Marma:

Last Mama: Liser_Cosmmundy
Email: demofashiine com
Phora:

Status: Actee

. Asset Lifecycle Stage - Propose
o CAS: Access_Project_X_Assets_Propose
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Description: These users can access the assets from Progact X dunng the Propose staga.

Typae: Asssl

Set Permissions

User - Production Team Project
X

User - Subject Matier Exparis
Project X

LL ) T ]

. Asset Lifecycle Stage - Plan

o CAS: Access_Project_X_ Assets_Plan
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Description: These users can access the assets from Project X duing the Plan stage.

Type: Asset

Sat Fermmiasions

UEEr

User - Preduction Team Project
¥

User - Subsject Manter Experts
Project X

Yol Cewrvimd T

Feate - Al Perrinsiash dre losl Sealbidies

. Asset Lifecycle Stage - Build

o CAS: Access_Project_X_ Assets_Build
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User - Production Team Project
X

User - Subject Maner Expernts
Project X W

I HEnied ! =t S ]
Fota - Al Paimisdss wa Modl Rl deea

. Asset Lifecycle Stage - Release
o CAS: Access_Project_X Assets_Release
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Uverview

Description; These users can access the assets fom Propect X dunng the Release stage
Type: Assat

S5e1 Permissions

Edit

Approve Tabs

Edit Access Setfings

UiSEr

User - Production Team Project

X W

User . Subject Matter Expernts

F"mim:l X W
« Mot Qe b . Lirarimd x Dwremc

Yot - All PaEmimans Be Most Rerroive

Configuring the Use Case Solutions

The following section outlines the necessary steps for each phase of the Asset Lifecycle Management use

case.

Requirements Gathering Stage Solution

(Prerequisite: Verify that the Asset Lifecycle Categorization taxonomy is included as part of your selected

asset type.)

1. Click the Assets link in the Aqual.ogic Enterprise Repository menu bar.
2. Click Edit/Manage Assets to launch the Asset Editor

3. Open the File menu in the Asset Editor

4. Click New
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5. Create an asset with the initial state of Unsubmitted

Create a New Assel ll

f@ Name [sampie Companent J22E - Order  Version [ g

Asset Type  |component - JAVA, =

Initial State Lz ibmitted =]

o | icmai]

6. On the new asset's Taxonomy tab in the Asset Editor, find the Asset Lifecycle Stages
categorization

7. Select Stage 1 - Propose.

8. On the asset's Administration tab, add the new Access_Project_X_Assets_Propose asset CAS.
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Eampls Companent J2EE - Crdsr EJB (Propase) (1 100

9. Briefly describe the asset and its purpose in the appropriate text boxes on the asset's General tab
in the Asset Editor, and add a forum for use in gathering the asset's functional requirements.
(Instructions for adding a forum are included in the Jive Forum Installation and Configuration

Guide.)

10. View the asset in the Asset Lifecycle Stages categorization in AqualLogic Enterprise Repository,
in the Stage 1 - Propose folder.
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Browse [ree

Stage 5 - Target for Retireamant
Stage 6 - Retirement

Stage 2 - Plan
; Stage 2 - Build
Stage 4 - Aelease

Sample '.'-III'HFI:!I'I-M JZEE - Order EJB lﬂwn“h :1-“: Pl Algigas Sasied

Chescriptian
THIS ASSET IS 7O BE USED AS AN EXANPLE. IT HAS BEEN POSIRLATED

WITH SAMPLE METADATA. ALL FILES AND METADATA ARE To BE useD | [RRREL

FOR TRAIRIRG PURPOSES (8LY | Sagppomed: o

Chder £J0 primddes the aBilty ba waew the detlmis of 3 cussomer arndes Thas -
TR e A S Mg gy vy B e _ —

Design and Development Stage Solution
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1. In the Asset Editor, this asset remains in the Unsubmitted state.
2. Choose Stage 2 - Plan under the Asset Lifecycle Stages categorization.

3. Remove the Access_Project_X Assets_Propose asset CAS and add the
Access_Project_X Assets_Plan asset CAS.

Sarmpie Component J2EE - Order EJB (Flan) (1.0)
Assel Typs - Componert

Beta Release Stage Solution

1. In the Asset Editor, this asset remains in the Unsubmitted state.

2. Choose Stage 3 - Build under the Asset Lifecycle Stages categorization.
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3. Remove the Access_Project_X_ Assets_Plan asset CAS and add the
Access_Project_X_Assets_Build asset CAS to the asset.

Release Stage Solution

1. In the Asset Editor, submit the asset. When accepted and registered by the Registrar, the asset's
status changes from Unsubmitted to Registered.

2. Choose Stage 4 - Release under the Asset Lifecycle Stages categorization.

3. Remove the Access_Project_X_ Assets_Build asset CAS and add the
Access_Project_X_Assets_Release asset CAS to the asset.

Scheduled for Retirement Stage Solution

1. In the Asset Editor, change the status of the asset from Active to Inactive.

Retired Stage Solution

1. In the Asset Editor, change the status of the asset from Inactive to Retired.

Asset Lifecycle Management Solution Validation Tests

Confirm the following conditions for each role, as indicated:

. Role:

u]

. Access:

u)
O
O

u}

. Role:

Project_X_Producer

Has Registrar permissions throughout the lifecycle of the asset
Can view the asset in Aqualogic Enterprise Repository
The Use/Download and Edit buttons are visible

Can accept, approve tabs, register, and edit access settings for the asset in the Asset

Editor.
In the Retired phase, the asset does not appear in the repository list of assets or

searches. Repository access to the asset is possible for this role only when the asset is

related to another asset, via the Relationship link. However, the asset remains
accessible in the Asset Editor.
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o Project_X Subject_Matter_Expert
. Access:
o In the Requirements Gathering phase:
« Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)
» Has access to the asset's forum and may contribute comments

o Inthe Design and Development phase:
« Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)
« Has access to the asset's forum and may contribute comments

o In the Beta Release phase:
« Can view the asset, submit reviews, subscribe to the asset (via the Subscribe
button)
« Can download the asset (via the Use/Download button)
« Has access to the asset's forum and may contribute comments

o Inthe Release phase:
« Can view the asset, submit reviews, subscribe to the asset (via the Subscribe
button)
« Can download the asset (via the Use/Download button)
» Has access to the asset's forum and may contribute comments

o Inthe Scheduled for Retirement phase:
« Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)
» Has access to the asset's forum and may contribute comments

o In the Retired phase, the asset does not appear in the repository list of assets or
searches. Repository access to the asset is possible only when the asset is related to
another asset, via the Relationship link. The asset will display the same functions/
permissions as are listed in the Scheduled for Retirement phase.

. Role:
o User_Community
. Access:
o In the Requirements Gathering phase:
« Has no access to the asset.

o Inthe Design and Development phase:
« Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)
» Has access to the asset's forum and may contribute comments.

o In the Beta Release phase, can view the asset, submit reviews, and subscribe to the
asset (via the Subscribe button)
« Has access to the asset's forum and may contribute comments.
« In the Release phase, can view the asset, submit reviews, subscribe to the asset
(via the Subscribe button), and download the asset (via the Use/Download
button). Also has access to the asset's forum and may contribute comments.

o Inthe Scheduled for Retirement phase, can view the asset, submit reviews, and

subscribe to the asset (via the Subscribe button)
o Has access to the asset's forum and may contribute comments.
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o Inthe Retired phase:

« The asset does not appear in the repository list of assets or searches.
Repository access to the asset is possible only when the asset is related to
another asset, via the Relationship link. The asset will display the same
functions/permissions as are listed in the Scheduled for Retirement phase.
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Use Case #5: Limit Access to Source Code Files to Asset Production
Teams

This use case is somewhat similar to Use Case #1 (Web Services). That use case used two different asset
types for each Web service asset in order to manage the presentation and availability of internally-exposed and
externally-exposed asset metadata. Use Case # 5 also involves the restriction of access to asset metadata and
files, but relies on only one asset type.

Benefit

The settings described in this scenario facilitate black-box reuse by limiting the access of certain users/roles to
assets that include compiled code. Such black-box assets are used as-is, without modification to the source
code. Black-box assets are high-value assets in that their use in projects generally results in significant
maintenance savings.

Overview

In this scenario, developers in specified asset consumer roles are limited to access to compiled code only, while
those responsible for the production and maintenance of assets retain access to both source and compiled code.

Solution

Create the Roles

1. Click the Admin link in the Aqualogic Enterprise Repository menu bar.
2. On the Admin screen, click Roles
3. Click Create New
4. Create the following roles:
o Production Team

o Maintenance Team
o Consumer

Create the Customer Access Settings

1. Click the Admin link in the AquaLogic Enterprise Repository menu bar.

Copyright © 1995-2007 BEA Systems, Inc. All Rights Reserved. Page 40 of 49


http://docwiki.flashline.com/index.php/HomePage
http://docwiki.flashline.com/index.php/RecentChanges
http://docwiki.flashline.com/index.php/FindPage
http://docwiki.flashline.com/index.php/ALER30_RBAC_Use_Cases_Limit_Access?action=LikePages
http://docwiki.flashline.com/index.php/ALER30_RBAC_Use_Cases_Limit_Access?action=BackLinks
http://docwiki.flashline.com/index.php/ALER30_RBAC_Use_Cases_Limit_Access?action=BackLinks

2. On the Admin screen, click Custom Access Settings
3. Click Create New
4. Create the following Custom Access Settings:

o Access_Domain_X_Compiled_Code_Files

« For users who can see compiled code files.

o Access_Domain_X_Source_Code_Files
« For users who can see source code files.

5. Remove the Basic_Default_Files CAS from the targeted assets. (This assumes that the Default File
CAS has been set up.).

L [i26E _Componans s

Dereription |
L [P r——— ™ |
i ACCER Sl
e | Semised
b _Darman K _Souios_Code e cadd_[veae 1 _Corgdid_Cone_Fies

ic_winil Fimz i
W AOCEE1

6. Assign the Access_Domain_X_Compiled_Code_Files CAS to all compiled code files.

taiew IJ_:'FE_'ZW\-H'H--'

lererption |
L e L 561 LZBE_Coegonen sic B |
Cartliots ACTaEd Solings
Pr——— | i fad
| acradn_Carmmen_B O _Code_Fies phpcaas [ ¥ _Soucd_Cmis_Fies

Bagic =il Fima
W AOCEE1 i

7. Assign the Access_Domain_X_Source_Code_Files CAS to all source code files.

The images below illustrate the Production Team, Maintenance Team, and Consumer roles, and the relevant
CAS settings.
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. Production_Team (all production users): Roles

Prodwction Team

Froduchon_Team

and

I ACine

. Maintenance_Team (all maintenance users): Roles

Mamtenance

UserName:
Flrst Maime:
Middle Name:
Last Name:
Email:
Phame:
Stanss:

MMantenance

‘Manisnance Team

aud

SCire

Team

Taam

. Figure 39: Consumers (all consumers): Roles

Craall o/ Subms
Lasnch Assel Edtor
Productsan Team

regeEtrar

Elactronic Brokenng

Craal a/Subma
Leunch Assel Edior
Mlasntenance Team

regustrar

Elactronc Brokenng
Human Hesouwrces
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Userfame: Consumar | Consumer
First Namme: | Creata Saubms
Middle Name: | used

Email: asd |
| Electronsc Brokenng
Phiome: [

Stabss: Active
L'IE:HImn:

| Human Hesowroes

. Access_Domain_X_Compiled_Code_Files

d_Code_Files

Crwverview

Description: Users who can see compiled code files
Type: File

Set Permissions

Consumer

Maintenance Team

Production Team

¥

Nt Gramied ¥ - Granbed x Laniea

. Access_Domain_X_Source_Code_Files
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Overview
Description: Users who can see source code files
Type: File

Set Permissions

Maintenance Team W

Production Team /

Mot Grarted ¥ . Granied !' Dmriwd
Herld - Al Parmisgiont gre Mosl e ctive

Results

Production Team, Maintenance Team, and Consumer users see the same metadata information when
viewing the asset in AqualLogic Enterprise Repository.
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Production Team and Maintenance Team users see both the compiled and source code files during asset

download

You have Extracted the following assets for use in Legacy
Modernization. Please remember to update this extraction’s status

in MyStuff after your evaluation.

Listed below are the downloadable files associated with your

extraction

sample Component JZEE

- Order EJB (2.0)

JZEE_Component src

JZ2EE_Component ear

mﬂﬁﬂl
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Consumers see only the complied code file during asset download (Fig 44).

You have Extracted the following assets for use in Legacy Modernization.
Flease remember to update this extraction's status in MyStuff after your
evaluation

Listed below are the downloadable files associated with your extraction.

Sample Component J2EE - Order EJB (2.0)

J2EE_Component ear @ -

{:Iunﬂl

Validation Test

Verify the following conditions for each role.

. Production_Team and Maintenance_Team:
o Both source and compiled code files should be visible after clicking the Use/Download button.
o The Edit button should be visible when viewing the asset in AqualLogic Enterprise Repository.

. Consumer:
o Only compiled code files are visible after clicking the Use/Download button.
o The Edit button does not appear on assets for which the Consumer has access to compiled
code only. If the Consumer has edit permission for assets containing source code, the source
code files will be visible to the Consumer in the Asset Editor.
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Use Case #6: Grant Browse-only Repository Access to Specific Groups

Benefit

The settings described in this scenario allow control over the rollout of the Repository within an organization
by providing everyone with browse-only Repository access. This is helpful when promoting Repository use
to a large group of development teams. Additional access can be assigned as necessary to the appropriate
roles by the Access Administrator, as determined by organizational policy.

Overview

In this scenario, all Repository users are automatically assigned browse-only access. It is likely that users
will be authenticated against LDAP, and will gain access to the Repository using their standard organization-
assigned login user name and password. As these users determine their need for additional functionality,
they can be assigned additional roles by Repository administrators.

Solution

1. Create the following role:
o user - browse only

2. Ensure that this role will be automatically assigned to new users.

Edt Fole user - browse only

Name™ |cq: - browse only

Description: |r.cy yser is automatically assigned “browse-only” access 10
dhe Hagisiy

Automatically assign o new [+

usErs?

3. Edit the User role to ensure that it is not automatically assigned to new users.
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4. Edit CAS: Basic_Default_Assets.

Edit Casstom Access Setting’ Basic_Default_Assets
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o Click the Show all available roles radio button to see the full list of available roles.
o Assign View access to user - browse only by checking the appropriate box.
o Save the CAS

Validation Test

1. Add a new user to the system
o Verify that the new user is assigned browse-only privileges:
Can view and subscribe to all assets
Can access My Stuff
Cannot submit assets
Cannot download assets
Cannot review assets

o o o o o
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